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Introduction N/A

Introduction to the Organizational Cyber Defense Doctrine. Cyberspace is 
the outcome of technological advancement, connectivity and global 
engagement. The growing dependence on cyberspace heralds 
technological innovation alongside a space of threats affecting 
organizational functional continuity, the integrity of manufacturing 
processes and the confidentiality of information. This document presents a 
professional method for managing cyber risks in the organization.

Functional
No 

Relationship
N/A N/A N/A 0

1 N/A

Cyberspace constitutes an integral part of our daily lives. On a personal 
level, individuals search for information on the Internet, use navigation 
software, talk on cellphones. On the business level, organizations use 
credit cards, manage customer databases, manage global operations 
through computer networks, market, buy and sell - all while relying upon 
Cyberspace. For many, available, accessible and reliable Cyberspace is a 
necessary condition for conducting daily business.

Functional
No 

Relationship
N/A N/A N/A 0

2
Principles of Defense 

Doctrine
N/A

Functional
No 

Relationship
N/A N/A N/A 0

2.A N/A
Management Responsibility: The responsibility for protecting the 
information lies first and foremost with the management of the 
organization.

Functional Intersects With
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-01
Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls.

8

2.A N/A

Management Responsibility: The responsibility for protecting the 
information lies first and foremost with the management of the 
organization. Functional Intersects With

Steering Committee & 
Program Oversight

GOV-01.1

Mechanisms exist to align security, compliance and resilience 
capabilities with business requirements through a steering committee 
or advisory board, comprised of key cybersecurity, data protection and 
business executives, which meets formally and on a regular basis.

8

2.A N/A

Management Responsibility: The responsibility for protecting the 
information lies first and foremost with the management of the 
organization.

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

8

2.B N/A

Defense from the Adversary's View: The weight of the Defense 
recommendations, as well as the definition of priorities for their 
implementation, are derived directly from understanding the common 
attack scenarios and the effectiveness of the Defense recommendations 
against them. The Defense recommendations are the means of achieving 
organizational resilience, in accordance with the threats and ways of 
action relevant to the organization.

Functional Intersects With
Threat Intelligence 

Program
THR-01

Mechanisms exist to implement a threat intelligence program that 
includes a cross-organization information-sharing capability that can 
influence the development of the system and security architectures, 
selection of security solutions, monitoring, threat hunting, response 
and recovery activities.

8

2.C N/A

Defense based on Israeli knowledge and experience: The Defense Doctrine 
allows for a focus on the risks relevant to each and every organization. As 
part of the activities of the Israel National Cyber Directorate, periodic 
audits and intelligence assessments are carried out throughout the entire 
Israeli economy, enabling targeted Defense recommendations for 
organizations in specific areas.

Functional
No 

Relationship
N/A N/A N/A 0

2.D N/A
Defense in accordance with the potential for damage: The investment in 
protecting each Defense target in the organization will be in accordance 
with its level of criticality for the organization's functioning.

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1
Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats.

5

2.E N/A

Defense based on depth of implementation: The Defense Doctrine allows 
the organization to implement controls at different levels of maturity on 
issues such as SOC, DLP or risk surveys. Instead of examining controls 
from a compliance-only perspective, the organization examines them 
according to implementation effectiveness, reflected in the definition of 
'depth of implementation' and 'required evidence' for each Defense 
recommendation.

Functional Intersects With
Defense-In-Depth (DiD) 

Architecture
SEA-03

Mechanisms exist to implement security functions as a layered 
structure minimizing interactions between layers of the design and 
avoiding any dependence by lower layers on the functionality or 
correctness of higher layers.

5

3 N/A

The Doctrine consists of two different tracks for risk assessment and 
management, derived mainly from the potential damage to the 
organization as a result of a cyber incident. The Category A track is 
intended for organizations where the scope of damage caused by a cyber 
incident does not exceed USD 1.5 million. The Category B track is intended 
for organizations where the extent of damage may exceed USD 1.5 million, 
requiring a full Risk Assessment, Gap Analysis and Mitigation Plan process.

Functional Intersects With
Risk Management 

Program
RSK-01

Mechanisms exist to facilitate the implementation of strategic, 
operational and tactical risk management controls that are aligned 
with:
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry-recognized cybersecurity risk management practices.

8

4 The Planning Process
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.1
Implementation for a 

Category A Organization
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.1, Stage 1 N/A

Mapping of the Activity: Identify the types of equipment and computing 
assets used by the organization. Understand what the organization's digital 
assets are and where they are stored. Determine whether the organization 
has databases, digital assets such as social networks, or organizational 
systems and software such as a payroll system, attendance system or 
payment and clearing stations. At the end of this stage, the organization 
will have a list of assets whose level of defense should be examined 
against cyber risks in accordance with the list of recommended controls.

Functional Intersects With Asset Inventories AST-02

Mechanisms exist to perform inventories of Technology Assets, 
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business 
justification details;
(3) Is at the level of granularity deemed necessary for tracking and 
reporting;
(4) Includes organization-defined information deemed necessary to 
achieve effective property accountability; and
(5) Is available for review and audit by designated organizational 
personnel.

5

4.1, Stage 1 N/A

Mapping of the Activity: Identify the types of equipment and computing 
assets used by the organization. Understand what the organization's digital 
assets are and where they are stored. Determine whether the organization 
has databases, digital assets such as social networks, or organizational 
systems and software such as a payroll system, attendance system or 
payment and clearing stations. At the end of this stage, the organization 
will have a list of assets whose level of defense should be examined 
against cyber risks in accordance with the list of recommended controls.

Functional Intersects With
Network Diagrams & 
Data Flow Diagrams 

(DFDs)
AST-04

Mechanisms exist to maintain network architecture diagrams that: 
(1) Contain sufficient detail to assess the security of the network's 
architecture;
(2) Reflect the current architecture of the network environment; and
(3) Document all sensitive and/or regulated data flows.

5

4.1, Stages 2-3 N/A

Risk Assessment and Ten Commandments: A Category A organization 
must use extremely high-efficiency controls appropriate to the potential for 
harm. The organization must adopt the Horizontal Defense requirements 
set out in Appendix A. After examining the status of implementation of 
controls, the organization must decide the required response to the risks 
arising from the gaps in implementation. These risks are divided into 
breaches of data confidentiality, business continuity and information 
integrity, and must be examined against the Defense objectives defined in 
Stage 1.

Functional Intersects With
Targeted Capability 

Maturity Levels
PRM-01.2

Mechanisms exist to define and identify targeted capability maturity 
levels.

3

4.1, Stage 4 N/A

Building a Work Plan: Once the organization has defined the risks to its 
defense objectives, an annual plan must be drawn up to reduce and/or 
transfer them, in accordance with the decision in Stage 3. This plan may 
include implementing processes and controls, acquiring technologies, and 
allocating budget. The proposed work plan will be approved by the 
organization's director.

Functional Intersects With
Security, Compliance & 

Resilience Protection 
Portfolio Management

PRM-01
Mechanisms exist to facilitate the implementation of resource planning 
controls that provide a portfolio management approach to achieve 
security, compliance and resilience objectives.

5

4.1, Stage 4 N/A

Building a Work Plan: Once the organization has defined the risks to its 
defense objectives, an annual plan must be drawn up to reduce and/or 
transfer them, in accordance with the decision in Stage 3. This plan may 
include implementing processes and controls, acquiring technologies, and 
allocating budget. The proposed work plan will be approved by the 
organization's director.

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

5

4.1, Stage 4 N/A

Building a Work Plan: Once the organization has defined the risks to its 
defense objectives, an annual plan must be drawn up to reduce and/or 
transfer them, in accordance with the decision in Stage 3. This plan may 
include implementing processes and controls, acquiring technologies, and 
allocating budget. The proposed work plan will be approved by the 
organization's director.

Functional Intersects With
Prioritization To Address 
Evolving Risks & Threats

PRM-02.1
Mechanisms exist to integrate foundational cybersecurity practices 
with advanced technologies to maintain situation awareness of and 
minimize the organization's exposure to evolving risks and threats.

5

4.1, Stage 4 N/A

Building a Work Plan: Once the organization has defined the risks to its 
defense objectives, an annual plan must be drawn up to reduce and/or 
transfer them, in accordance with the decision in Stage 3. This plan may 
include implementing processes and controls, acquiring technologies, and 
allocating budget. The proposed work plan will be approved by the 
organization's director.

Functional Intersects With Allocation of Resources PRM-03
Mechanisms exist to identify and allocate resources for management, 
operational, technical and data protection requirements within 
business process planning for projects / initiatives.

5

Secure Controls Framework (SCF) version 2026.2
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4.1, Stage 5 N/A

Continuous Auditing and Control: The pace of implementation of the work 
plan and its relevance should be periodically examined. The purpose of 
this stage is to check if there are any new information assets, what 
controls have been implemented so far and what resources and inputs are 
required from the organization's management. The audit may be conducted 
by an internal party or an external party.

Functional Intersects With
Commitment To 

Continual Improvements
GOV-01.3

Mechanisms exist to commit appropriate resources needed for 
continual improvement of the organization's Security, Compliance & 
Resilience Program (SCRP), including:
(1) Staffing;
(2) Budget;
(3) Processes; and
(4) Technologies.

5

4.1, Stage 5 N/A

Continuous Auditing and Control: The pace of implementation of the work 
plan and its relevance should be periodically examined. The purpose of 
this stage is to check if there are any new information assets, what 
controls have been implemented so far and what resources and inputs are 
required from the organization's management. The audit may be conducted 
by an internal party or an external party.

Functional Intersects With
Security, Compliance & 

Resilience Controls 
Oversight

CPL-02
Mechanisms exist to provide a security, compliance and resilience 
controls oversight function that reports to the organization's executive 
leadership.

5

4.1, Stage 5 N/A

Continuous Auditing and Control: The pace of implementation of the work 
plan and its relevance should be periodically examined. The purpose of 
this stage is to check if there are any new information assets, what 
controls have been implemented so far and what resources and inputs are 
required from the organization's management. The audit may be conducted 
by an internal party or an external party.

Functional Intersects With Internal Audit Function CPL-02.1

Mechanisms exist to implement an internal audit function that is 
capable of providing senior organization management with insights into 
the appropriateness of the organization's technology and information 
governance processes.

5

4.2
Implementation for a 

Category B Organization
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.2, Stage 0 N/A

Corporate Governance and Strategy for Corporate Risk Management: 
Before identifying the threats and responses in the organization, the 
corporate governance that supports the process (ISMS - Information 
Security Management System) must be examined: its purpose, definition of 
hierarchy, functionaries, Defense routines and control procedures. The 
goal is to map the cyber risks and the response given to them, while 
presenting continuous improvement. The organization must address: who 
performs the risk assessment; whether there is a mapping of sensitive 
information; what the Defense policy and its approval process are; and 
whether there is an annual work plan.

Functional Intersects With
Security, Compliance & 

Resilience Program 
(SCRP)

GOV-01
Mechanisms exist to facilitate the implementation of security, 
compliance and resilience governance controls.

5

4.2, Stage 1
Demarcation of Activity 

and Risk Assessment 
Survey

N/A
Functional

No 
Relationship

N/A N/A N/A 0

4.2, Stage 1.1 N/A

Defining the Scope of Powers and Limits of Responsibility: Define the 
boundaries of demarcation between the Chief Information Security Officer 
(CISO) and other functionaries in the organization - the division of authority 
and responsibilities with internal stakeholders such as the Security Officer, 
Operations Manager, Information Systems Manager, Risk Manager, Legal 
Adviser and CEO. If the organization needs cyber and/or computing 
services as a service (MSSP), define the interaction and division of 
responsibilities between the parties.

Functional Intersects With
Assigned Security, 

Compliance & Resilience 
Responsibilities

GOV-04

Mechanisms exist to assign one or more qualified individuals with the 
mission and resources to centrally-manage, coordinate, develop, 
implement and maintain an enterprise-wide Security, Compliance & 
Resilience Program (SCRP).

5

4.2, Stage 1.1 N/A

Defining the Scope of Powers and Limits of Responsibility: Define the 
boundaries of demarcation between the Chief Information Security Officer 
(CISO) and other functionaries in the organization - the division of authority 
and responsibilities with internal stakeholders such as the Security Officer, 
Operations Manager, Information Systems Manager, Risk Manager, Legal 
Adviser and CEO. If the organization needs cyber and/or computing 
services as a service (MSSP), define the interaction and division of 
responsibilities between the parties.

Functional Intersects With
Stakeholder 

Accountability Structure
GOV-04.1

Mechanisms exist to enforce an accountability structure so that 
appropriate teams and individuals are empowered, responsible and 
trained for mapping, measuring and managing Technology Assets, 
Applications, Services and/or Data (TAASD)-related risks.

5

4.2, Stage 1.1 N/A

Defining the Scope of Powers and Limits of Responsibility: Define the 
boundaries of demarcation between the Chief Information Security Officer 
(CISO) and other functionaries in the organization - the division of authority 
and responsibilities with internal stakeholders such as the Security Officer, 
Operations Manager, Information Systems Manager, Risk Manager, Legal 
Adviser and CEO. If the organization needs cyber and/or computing 
services as a service (MSSP), define the interaction and division of 
responsibilities between the parties.

Functional Intersects With
Authoritative Chain of 

Command
GOV-04.2

Mechanisms exist to establish an authoritative chain of command with 
clear lines of communication to remove ambiguity from individuals and 
teams related to managing Technology Assets, Applications, Services 
and/or Data (TAASD)-related risks.

5

4.2, Stage 1.2 N/A

Defining an Organizational Strategy for Cyber Defense: Obtain in-depth 
knowledge of the organization's strategy (including vision, objectives, 
characteristics of the business market and competitors), and determine 
how information defense and cyber fits into it. This defines the strategic 
context within which the risk survey will be conducted.

Functional Intersects With
Security Concept Of 

Operations (CONOPS)
OPS-02

Mechanisms exist to develop a security Concept of Operations 
(CONOPS), or a similarly-defined plan for achieving cybersecurity 
objectives, that documents management, operational and technical 
measures implemented to apply defense-in-depth techniques that is 
communicated to all appropriate stakeholders.

5

4.2, Stage 1.2 N/A

Defining an Organizational Strategy for Cyber Defense: Obtain in-depth 
knowledge of the organization's strategy (including vision, objectives, 
characteristics of the business market and competitors), and determine 
how information defense and cyber fits into it. This defines the strategic 
context within which the risk survey will be conducted.

Functional Intersects With
Strategic Plan & 

Objectives
PRM-01.1

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business 
plan; and 
(2) Set of objectives to achieve that plan.

5

4.2, Stage 1.3 N/A

Demarcation of the Risk Survey: Define the demarcation of the risk survey - 
does the survey include aspects such as security cameras, air conditioning 
systems, production lines and operating environments, private computing 
devices of employees, supply chain and branches outside the country. At 
the end of this stage, the organization will have a document describing its 
business environment, characteristics and demarcation of the survey.

Functional Intersects With Assessment Boundaries IAO-01.1

Mechanisms exist to establish the scope of assessments by defining 
the assessment boundary, according to people, processes and 
technology that directly or indirectly impact the confidentiality, 
integrity, availability and safety of the Technology Assets, Applications, 
Services and/or Data (TAASD) under review.

8

4.2, Stage 2 Risk Assessment
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.2, Stage 2.1 N/A

Risk Identification: This activity consists of two sub-steps. First, Mapping 
defense targets - understanding the potential targets that the organization 
is required to protect in cyber aspects, including a list of assets such as 
applications, networks or operating systems, and important business 
processes associated with digital assets. Second, Assignment of 
risks/threats/vulnerabilities - after mapping defense objectives, examine 
the cyber threats relevant to the processes and assets identified, including 
possible courses of action through which an attacker can realize the 
threat.

Functional Intersects With Risk Framing RSK-01.1

Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk 
monitoring;
(2) Constraints affecting risk assessments, risk response and risk 
monitoring;
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for 
managing risk.

5

4.2, Stage 2.1 N/A

Risk Identification: This activity consists of two sub-steps. First, Mapping 
defense targets - understanding the potential targets that the organization 
is required to protect in cyber aspects, including a list of assets such as 
applications, networks or operating systems, and important business 
processes associated with digital assets. Second, Assignment of 
risks/threats/vulnerabilities - after mapping defense objectives, examine 
the cyber threats relevant to the processes and assets identified, including 
possible courses of action through which an attacker can realize the 
threat.

Functional Intersects With Risk Identification RSK-03
Mechanisms exist to identify and document risks, both internal and 
external.

5

4.2, Stage 2.2 N/A

Risk Evaluation: After formulating a list of risks and/or threats, perform 
Risk Analysis to determine what incidents may occur. Use the formula 
Impact x Likelihood = Risk, based on ISO 31000. Calculate the magnitude 
of damage by examining the maximum damage potential as a result of a 
breach of confidentiality, reliability or data availability (CIA). Calculate the 
probability based on parameters including Incident History, Intelligence 
Score and Attack Surface Score.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5

4.2, Stage 2.2 N/A

Risk Evaluation: After formulating a list of risks and/or threats, perform 
Risk Analysis to determine what incidents may occur. Use the formula 
Impact x Likelihood = Risk, based on ISO 31000. Calculate the magnitude 
of damage by examining the maximum damage potential as a result of a 
breach of confidentiality, reliability or data availability (CIA). Calculate the 
probability based on parameters including Incident History, Intelligence 
Score and Attack Surface Score.

Functional Intersects With Risk Register RSK-04.1
Mechanisms exist to maintain a risk register that facilitates monitoring 
and reporting of risks.

5

4.2, Stage 2.3 N/A

Risk Assessment: At this stage, an assessment of the risks analyzed is 
made and a decision is reached as to how to cope with those risks. The 
decision must take into account: the level of criticality of the business 
process; the topology of the organization; information systems and service 
providers involved in critical processes; and ability to respond and handle 
risks. The output is a risk summary table with risk name, scenario 
description, likelihood, intensity, root risk and residual risk scores.

Functional Intersects With Risk Assessment RSK-04

Mechanisms exist to conduct recurring assessments of risk that 
includes the likelihood and magnitude of harm, from unauthorized 
access, use, disclosure, disruption, modification or destruction of the 
organization's Technology Assets, Applications, Services and/or Data 
(TAASD).

5
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4.2, Stage 2.3 N/A

Risk Assessment: At this stage, an assessment of the risks analyzed is 
made and a decision is reached as to how to cope with those risks. The 
decision must take into account: the level of criticality of the business 
process; the topology of the organization; information systems and service 
providers involved in critical processes; and ability to respond and handle 
risks. The output is a risk summary table with risk name, scenario 
description, likelihood, intensity, root risk and residual risk scores.

Functional Intersects With Risk Remediation RSK-06 Mechanisms exist to remediate risks to an acceptable level. 5

4.2, Stage 3 Handling the Risk
N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.2, Stage 3.1 N/A

Defining How the Organization Responds to Identified Risks: As a general 
rule, it is impossible to carry out an activity without exposure to risk. 
Investment of inputs to mitigate the risk should be made while weighing: 
economic cost-benefit; duration of implementation; probability of risk 
realization; legal obligations; and moral considerations. The organization 
categorizes each risk into one of: Risk reduction (mitigation through 
controls); Risk transfer (e.g., cyber insurance); Risk acceptance; or Risk 
avoidance. The organization then performs a Gap Analysis using the 
control bank in Appendix C to define required gaps and controls.

Functional Intersects With Risk Treatment Options RSK-06.3

Mechanisms exist to select appropriate risk treatment options, based 
on applicable risk assessment findings, including:
(1) Mitigating the risk to an acceptable level;
(2) Avoiding the risk (e.g., terminating the project);
(3) Transferring the risk to a third party (e.g., insurance, service 
provider, etc.); or
(4) Accepting the risk.

8

4.2, Stage 4 N/A

Building a Work Plan: After mapping defense objectives and examining 
controls that need to be implemented for the purpose of reducing residual 
risk, a process of prioritization should be carried out and a work plan 
defined. To optimize the order of actions and maximize benefit, consider 
the opponent's vision and prioritize projects that make it difficult for 
attackers to gain access to the organization's network. The work plan 
forms the basis for budget planning and the multi-year plan of the Cyber 
Defense party within the organization.

Functional Intersects With
Capabilities Deficiency 

Tracking
IAO-05

Mechanisms exist to govern identified deficiencies (e.g., Plan of Action 
and Milestones (POA&M) or similar methodology) that formally 
documents, at a minimum:
(1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);
(4) Risk associated with the deficiency(ies);
(5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(11) Disposition statement (e.g., closeout summary).

5

4.2, Stage 4 N/A

Building a Work Plan: After mapping defense objectives and examining 
controls that need to be implemented for the purpose of reducing residual 
risk, a process of prioritization should be carried out and a work plan 
defined. To optimize the order of actions and maximize benefit, consider 
the opponent's vision and prioritize projects that make it difficult for 
attackers to gain access to the organization's network. The work plan 
forms the basis for budget planning and the multi-year plan of the Cyber 
Defense party within the organization.

Functional Intersects With
Risk Treatment Plan 

(RTP)
RSK-06.4

Mechanisms exist to formalize a Risk Treatment Plan (RTP) that 
applicable stakeholders will utilize to remediate identified risks 
according to a defined timeline.

5

4.2, Stage 5 N/A

Continuous Auditing and Monitoring: Along with budget planning and long-
term processes, the organization must develop an independent ability to 
conduct continuous auditing and monitoring (Continuous Control 
Monitoring - CCM). The CCM concept includes: analysis of supply chain 
risk management; defining relevant KPIs and KRIs; validating and adjusting 
indices; and implementing technology for real-time monitoring. 
Organizational hierarchy must be defined including division of authority 
and responsibility for the CCM program.

Functional Intersects With
Control Conformity 

Monitoring
CPL-03

Mechanisms exist to validate that Technology Assets, Applications, 
Services and/or Data (TAASD) conform to the organization's security, 
compliance and/or resilience policies, standards and other applicable 
requirements.

8

4.2, Stage 5 N/A

Continuous Auditing and Monitoring: Along with budget planning and long-
term processes, the organization must develop an independent ability to 
conduct continuous auditing and monitoring (Continuous Control 
Monitoring - CCM). The CCM concept includes: analysis of supply chain 
risk management; defining relevant KPIs and KRIs; validating and adjusting 
indices; and implementing technology for real-time monitoring. 
Organizational hierarchy must be defined including division of authority 
and responsibility for the CCM program.

Functional Intersects With Measures of Performance GOV-05
Mechanisms exist to develop, report and monitor Security, Compliance 
& Resilience Program (SCRP) measures of performance.

3

Appendix A
Category A Organization 

Defense Controls
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 1
Management 

Responsibility
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 1.1 N/A

Corporate Governance: The organization's approach to managing 
information security and Cyber Defense, and how it is implemented, 
should be periodically examined. The security controls implemented in the 
organization, information security policies, and the Defense of business 
processes critical to the organization should be examined.

Functional Intersects With
Commitment To 

Continual Improvements
GOV-01.3

Mechanisms exist to commit appropriate resources needed for 
continual improvement of the organization's Security, Compliance & 
Resilience Program (SCRP), including:
(1) Staffing;
(2) Budget;
(3) Processes; and
(4) Technologies.

5

Appendix A, 1.1 N/A

Corporate Governance: The organization's approach to managing 
information security and Cyber Defense, and how it is implemented, 
should be periodically examined. The security controls implemented in the 
organization, information security policies, and the Defense of business 
processes critical to the organization should be examined.

Functional Intersects With
Periodic Review & Update 
of Security, Compliance 

& Resilience Program
GOV-03

Mechanisms exist to review the Security, Compliance & Resilience 
Program (SCRP), including policies, standards and procedures, at 
planned intervals or if significant changes occur to ensure their 
continuing suitability, adequacy and effectiveness.

3

Appendix A, 2
Malicious Code 

Prevention
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 2.1 N/A

Detection and Prevention of Malicious Code at End Stations and Servers: 
Appropriate tools should be implemented to detect and prevent malicious 
code on endpoints and servers in the organization. These tools will be 
activated in an active Defense format and periodic scans will be 
performed. Since some malwares may infiltrate through security 
mechanisms, malicious code handling controls must be implemented at 
workstation level as well.

Functional Intersects With
Malicious Code 

Protection (Anti-Malware)
END-04

Mechanisms exist to utilize antimalware technologies to detect and 
eradicate malicious code.

5

Appendix A, 2.1 N/A

Detection and Prevention of Malicious Code at End Stations and Servers: 
Appropriate tools should be implemented to detect and prevent malicious 
code on endpoints and servers in the organization. These tools will be 
activated in an active Defense format and periodic scans will be 
performed. Since some malwares may infiltrate through security 
mechanisms, malicious code handling controls must be implemented at 
workstation level as well.

Functional Intersects With Always On Protection END-04.7

Mechanisms exist to ensure that anti-malware technologies are 
continuously running in real-time and cannot be disabled or altered by 
non-privileged users, unless specifically authorized by management on 
a case-by-case basis for a limited time period.

5

Appendix A, 2.2 N/A

Automatic Updates: Automatic updating of all systems to detect and 
prevent malicious code in the organization must be enabled. The 
organization will run automatic updates from a central server managed by 
the organization or by a recognized service provider to ensure that Defense 
tools are constantly updated.

Functional Intersects With
Automatic Antimalware 

Signature Updates
END-04.1

Automated mechanisms exist to update antimalware technologies, 
including signature definitions.

5

Appendix A, 3 Encryption
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 3.1 N/A

Criteria for Encryption: Uses that require encryption must be defined, and 
the type of encryption required must be specified in accordance with laws, 
guidelines, procedures, regulations and business obligations. The 
organization will define the information and systems to be encrypted, and 
will document the configuration of the information encryption.

Functional Subset Of
Use of Cryptographic 

Controls
CRY-01

Mechanisms exist to facilitate the implementation of cryptographic 
protections controls using known public standards and trusted 
cryptographic technologies.

10

Appendix A, 3.1 N/A

Criteria for Encryption: Uses that require encryption must be defined, and 
the type of encryption required must be specified in accordance with laws, 
guidelines, procedures, regulations and business obligations. The 
organization will define the information and systems to be encrypted, and 
will document the configuration of the information encryption.

Functional Intersects With
Secure Baseline 
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services 
(TAAS) that are consistent with industry-accepted system hardening 
standards.

5

Appendix A, 4
Protection of 

Workstations and Servers

N/A
Functional

No 
Relationship

N/A N/A N/A 0

Appendix A, 4.1 N/A

Hardening Policy: Hardening policies for workstations and servers must be 
defined, documented and implemented, providing a solution to the 
organization's information security requirements. The organization will 
define hardening requirements for systems in the organization, with an 
emphasis on basic requirements, frequency of updates and level of 
classification. Requirements must be documented in a super-framework 
serving as a basis for writing hardening procedures.

Functional Intersects With
Secure Baseline 
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services 
(TAAS) that are consistent with industry-accepted system hardening 
standards.

5
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Appendix A, 4.2 N/A

Hardening Application: The system should be configured to provide the 
required minimum functionality, while blocking unnecessary functions, 
ports, and protocols. Hardening procedures must include at least: (1) 
reducing the attack area by blocking unnecessary ports; (2) shutdown of 
unnecessary services; (3) removing Guest User accounts; (4) preference for 
secure protocols; (5) receiving updates in an orderly fashion; (6) blocking 
sensitive functions; (7) sending logs to monitoring server; (8) blocking 
installation of software by unauthorized users.

Functional Intersects With
Secure Baseline 
Configurations

CFG-02

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services 
(TAAS) that are consistent with industry-accepted system hardening 
standards.

5

Appendix A, 5 Public Cloud Computing
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 5.1 N/A

Shared Responsibility: The division of responsibility for service security 
between the service provider and the organization must be understood, 
and the Defense controls applied accordingly. When using public cloud 
services, there is a division of responsibility for Cyber Defense between the 
issues that are the responsibility of the provider and those that remain the 
responsibility of the customer. This division depends on the nature of the 
service and the implementation model.

Functional Intersects With
Customer Responsibility 

Matrix (CRM)
CLD-06.1

Mechanisms exist to formally document a Customer Responsibility 
Matrix (CRM), delineating assigned responsibilities for security, 
compliance and resilience controls between the Cloud Service Provider 
(CSP) and its customers. 5

Appendix A, 5.2 N/A

Sensitive Information Sharing: It must be ensured that data that the 
organization's regulations and obligations prohibit from being transmitted 
are not transmitted to cloud services. There are data that the organization 
must not transfer to storage or processing in public cloud services, due to 
considerations of regulation or commitment to third parties. Before 
transferring data to the cloud, ensure it does not fall into this category.

Functional Intersects With
Sensitive / Regulated 

Data Protection
DCH-01.2

Mechanisms exist to protect sensitive and/or regulated data wherever 
it is processed and/or stored.

5

Appendix A, 5.2 N/A

Sensitive Information Sharing: It must be ensured that data that the 
organization's regulations and obligations prohibit from being transmitted 
are not transmitted to cloud services. There are data that the organization 
must not transfer to storage or processing in public cloud services, due to 
considerations of regulation or commitment to third parties. Before 
transferring data to the cloud, ensure it does not fall into this category.

Functional Intersects With
Data & Asset 

Classification
DCH-02

Mechanisms exist to ensure data and assets are categorized in 
accordance with applicable statutory, regulatory and contractual 
requirements.

5

Appendix A, 5.2 N/A

Sensitive Information Sharing: It must be ensured that data that the 
organization's regulations and obligations prohibit from being transmitted 
are not transmitted to cloud services. There are data that the organization 
must not transfer to storage or processing in public cloud services, due to 
considerations of regulation or commitment to third parties. Before 
transferring data to the cloud, ensure it does not fall into this category.

Functional Intersects With Information Sharing DCH-14

Mechanisms exist to utilize a process to assist users in making 
information sharing decisions to ensure data is appropriately 
protected.

5

Appendix A, 6 Information Protection
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 6.1 N/A

Protecting Information Stored in Shared Resources: Unauthorized or 
unintentional transmission of information through shared system 
resources should be avoided. The organization must prevent and handle 
the transfer of unauthorized information through shared folders, e-mail, 
disconnected media, etc.

Functional Intersects With
Cloud Security 

Architecture
CLD-02

Mechanisms exist to ensure the cloud security architecture supports 
the organization's technology strategy to securely design, configure and 
maintain cloud employments. 5

Appendix A, 6.1 N/A

Protecting Information Stored in Shared Resources: Unauthorized or 
unintentional transmission of information through shared system 
resources should be avoided. The organization must prevent and handle 
the transfer of unauthorized information through shared folders, e-mail, 
disconnected media, etc.

Functional Intersects With
Sensitive Data In Public 

Cloud Providers
CLD-10

Mechanisms exist to limit and manage the storage of sensitive and/or 
regulated data in public cloud providers.

5

Appendix A, 7 Network Security
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 7.1 N/A

Session Management at the Network Level: The organization shall use 
technological means to protect its services from Denial of Service (DOS) 
attacks. Protection against various types of denial of service attacks 
should be made available, such as loading computing resources until they 
crash, loading communication bandwidth, or loading a website until it 
crashes.

Functional Intersects With Resource Priority CAP-02

Mechanisms exist to control resource utilization of Technology Assets, 
Applications and/or Services (TAAS) that are susceptible to Denial of 
Service (DoS) attacks to limit and prioritize the use of resources.

5

Appendix A, 7.2 N/A

Session Reliability: Make sure that the Domain Name Service (DNS) is 
provided by a trusted server (both inter and extra organizational). The 
organization will allow the receipt of DNS only from a secure internal 
server, in order to prevent incorrect communication routes (intentionally or 
accidentally) to hostile targets.

Functional Intersects With
Domain Name Service 

(DNS) Resolution
NET-10

Mechanisms exist to ensure Domain Name Service (DNS) resolution is 
designed, implemented and managed to protect the security of name / 
address resolution. 5

Appendix A, 7.3 N/A

Network Boundaries - Limit Communication Channels: The number of 
communication channels external to the system must be limited. The 
organization will reduce and unify communication channels to ensure good 
control over connections to the system.

Functional Intersects With Boundary Protection NET-03

Mechanisms exist to monitor and control communications at the 
external network boundary and at key internal boundaries within the 
network.

5

Appendix A, 7.3 N/A

Network Boundaries - Limit Communication Channels: The number of 
communication channels external to the system must be limited. The 
organization will reduce and unify communication channels to ensure good 
control over connections to the system.

Functional Intersects With Boundary Protection NET-03

Mechanisms exist to monitor and control communications at the 
external network boundary and at key internal boundaries within the 
network.

3

Appendix A, 7.4 N/A

Network Boundaries - Default Block Policy: By default, all network traffic 
should be blocked, and desired traffic should be allowed manually by an 
exception rule. The organization will define network traffic filtering rules in 
a way that blocks by default any traffic that is not explicitly defined as 
allowed.

Functional Intersects With
Limit Network 
Connections

NET-03.1

Mechanisms exist to limit the number of concurrent external network 
connections to its Technology Assets, Applications and/or Services 
(TAAS). 5

Appendix A, 7.4 N/A

Network Boundaries - Default Block Policy: By default, all network traffic 
should be blocked, and desired traffic should be allowed manually by an 
exception rule. The organization will define network traffic filtering rules in 
a way that blocks by default any traffic that is not explicitly defined as 
allowed.

Functional Intersects With
Deny Traffic by Default & 

Allow Traffic by Exception
NET-04.1

Mechanisms exist to configure firewall and router configurations to 
deny network traffic by default and allow network traffic by exception 
(e.g., deny all, permit by exception). 5

Appendix A, 7.5 N/A

Network Boundaries - Separate Subnets by Security Zone: Separate 
network addresses (different subnet) must be used to connect to systems 
in different security zones. The organization will define that each subnet 
will have a separate address range that will be posted to the firewall and 
routers.

Functional Intersects With
Separate Subnets To 

Isolate Functions
NET-06.9

Mechanisms exist to implement physically or logically separate 
subnetworks to isolate organization-defined Technology Assets, 
Applications, Services and/or Data (TAASD). 5

Appendix A, 8 Access Control
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 8.1 N/A

User Management: User accounts should be set up that support the 
business functions of the organization. At the very least, an 'administrator' 
account should be separated from a 'user' account. Users who manage the 
security functions in the system (such as user creation, access and system 
permission management, or information security system management) 
must also be configured.

Functional Intersects With Account Management IAC-15

Mechanisms exist to:
(1) Define authorized system account types;
(2) Define prohibited system account types; and
(3) Proactively govern individual, group, system, service, application, 
guest and temporary accounts.

5

Appendix A, 8.2 N/A

Permission Management: Logical access rights to the system and 
information must be defined and enforced in accordance with the access 
control policy. Access control can be done on an individual (identity-
based) or role-based level, and its purpose is to control the access of 
entities (users or computer processes) to objects (files, records, devices 
and more).

Functional Subset Of
Identity & Access 

Management (IAM)
IAC-01

Mechanisms exist to facilitate the implementation of identification and 
access management controls.

10

Appendix A, 9
Human Resources and 
Employee Awareness

N/A
Functional

No 
Relationship

N/A N/A N/A 0

Appendix A, 9.1 N/A

Employee Rules of Conduct: Rules of conduct must be defined when 
working with the information systems in the organization. These rules 
define the areas of responsibility and the rules of proper use, with an 
emphasis on sensitive systems. The organization will define behavioral 
procedures when working with the information systems and will distribute 
them to all employees.

Functional Intersects With Rules of Behavior HRS-05.1

Mechanisms exist to define acceptable and unacceptable rules of 
behavior for the use of technologies, including consequences for 
unacceptable behavior.

5

Appendix A, 9.2 N/A

Managing Permissions when Recruiting, Moving, or Leaving the 
Organization: An employee's access permissions when moving from job to 
job should be reviewed and updated. An update process must be set up 
regarding employee mobility, and the permissions changed according to 
the new position (removal of unnecessary permissions and establishment 
of new required permissions). Different forms of employment should be 
considered, such as providers versus employees, or employees versus 
outsourcing.

Functional Intersects With Personnel Transfer HRS-08

Mechanisms exist to adjust logical and physical access authorizations 
to Technology Assets, Applications and/or Services (TAAS) and 
facilities upon personnel reassignment or transfer, in a timely manner.

5
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Appendix A, 9.2 N/A

Managing Permissions when Recruiting, Moving, or Leaving the 
Organization: An employee's access permissions when moving from job to 
job should be reviewed and updated. An update process must be set up 
regarding employee mobility, and the permissions changed according to 
the new position (removal of unnecessary permissions and establishment 
of new required permissions). Different forms of employment should be 
considered, such as providers versus employees, or employees versus 
outsourcing.

Functional Intersects With Personnel Termination HRS-09

Mechanisms exist to govern the termination of individual employment.

5

Appendix A, 9.2 N/A

Managing Permissions when Recruiting, Moving, or Leaving the 
Organization: An employee's access permissions when moving from job to 
job should be reviewed and updated. An update process must be set up 
regarding employee mobility, and the permissions changed according to 
the new position (removal of unnecessary permissions and establishment 
of new required permissions). Different forms of employment should be 
considered, such as providers versus employees, or employees versus 
outsourcing.

Functional Intersects With
User Provisioning & De-

Provisioning
IAC-07

Mechanisms exist to utilize a formal user registration and de-
registration process that governs the assignment of access rights.

5

Appendix A, 9.2 N/A

Managing Permissions when Recruiting, Moving, or Leaving the 
Organization: An employee's access permissions when moving from job to 
job should be reviewed and updated. An update process must be set up 
regarding employee mobility, and the permissions changed according to 
the new position (removal of unnecessary permissions and establishment 
of new required permissions). Different forms of employment should be 
considered, such as providers versus employees, or employees versus 
outsourcing.

Functional Intersects With Change of Roles & Duties IAC-07.1

Mechanisms exist to revoke user access rights following changes in 
personnel roles and duties, if no longer necessary or permitted.

5

Appendix A, 9.2 N/A

Managing Permissions when Recruiting, Moving, or Leaving the 
Organization: An employee's access permissions when moving from job to 
job should be reviewed and updated. An update process must be set up 
regarding employee mobility, and the permissions changed according to 
the new position (removal of unnecessary permissions and establishment 
of new required permissions). Different forms of employment should be 
considered, such as providers versus employees, or employees versus 
outsourcing.

Functional Intersects With
Termination of 
Employment

IAC-07.2

Mechanisms exist to revoke user access rights in a timely manner, 
upon termination of employment or contract.

5

Appendix A, 10
Security in Procurement 

and Development
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 10.1 N/A

Security Requirements in Procurement and Development of Systems: 
Supply Chain Security - Service providers should be required to comply 
with corporate security requirements, regulations, standards and 
guidelines. The organization will ensure that service providers meet the 
organizational compliance requirements as well as the regulatory 
requirements in the countries in which the organization operates.

Functional Subset Of Third-Party Management TPM-01
Mechanisms exist to facilitate the implementation of third-party 
management controls.

10

Appendix A, 11
Physical and 

Environmental Defense
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 11.1 N/A

Emergency Lighting: Automatic emergency lighting must be installed and 
maintained, which will be activated in the case of a power outage or 
malfunction. The system will include emergency exits and evacuation 
routes at the facility.

Functional Intersects With Emergency Lighting PES-07.4

Facility security mechanisms exist to utilize and maintain automatic 
emergency lighting that activates in the event of a power outage or 
disruption and that covers emergency exits and evacuation routes 
within the facility.

5

Appendix A, 11.2 N/A
Fire Fighting: In order to maintain the information systems, fire detection 
and extinguishing systems must be installed and maintained, which are 
supported by an independent energy source.

Functional Intersects With Fire Protection PES-08
Facility security mechanisms exist to utilize and maintain fire 
suppression and detection devices/systems for the system that are 
supported by an independent energy source.

5

Appendix A, 12
Documentation and 

Monitoring
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 12.1 N/A

Documentation Mechanism - Activate Incident Records: A mechanism that 
generates control records about incidents in the organization's systems 
must be activated. At the very least, incidents should be recorded from 
systems that contain sensitive customer information, from systems critical 
to the organization's functioning, and from core systems (servers, 
communication components, applications, databases). The control 
records will contain: type of incident, when it occurred, source of incident 
and username.

Functional Subset Of Incident Handling IRO-02

Mechanisms exist to cover:
(1) Preparation;
(2) Automated event detection or manual incident report intake;
(3) Analysis;
(4) Containment;
(5) Eradication; and
(6) Recovery.

10

Appendix A, 12.2 N/A

Documentation Mechanism - Registration Content Requirements: The 
registration mechanisms will include, at the very least, information about: 
the nature of the action performed; time signature; source and destination 
of the action; user identifier; process identifier; failure/success; and mixed 
file name. Functional Intersects With Content of Event Logs MON-03

Mechanisms exist to configure Technology Assets, Applications and/or 
Services (TAAS) to produce event logs that contain sufficient 
information to, at a minimum:
(1) Establish what type of event occurred;
(2) When (date and time) the event occurred;
(3) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and 
(6) The identity of any user/subject associated with the event.

5

Appendix A, 13
Incident Management 

and Reporting
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 13.1 N/A

Handling Cyber Incidents and Information Security: Channels of 
communication between employees and supervisors must be set up for 
the purpose of reporting suspected security incidents. The organization will 
apply procedures that will define cyber incidents that require reporting and 
determine how to report them.

Functional Intersects With
Situational Awareness 

For Incidents
IRO-09

Mechanisms exist to document, monitor and report the status of 
cybersecurity and data protection incidents to internal stakeholders all 
the way through the resolution of the incident. 5

Appendix A, 14 Business Continuity
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Appendix A, 14.1 N/A

Resource Availability - Backups: User-level backups, system and system 
documentation must be performed, and backup defenses must be 
ensured. The organization will back up all the critical information in the 
information systems that support the business processes, and will ensure 
the availability, integrity and confidentiality of the backups.

Functional Intersects With Data Backups BCD-11

Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to 
ensure the availability of the data to satisfy Recovery Time Objectives 
(RTOs) and Recovery Point Objectives (RPOs).

5

Appendix B N/A

List of Example Threats and Vulnerabilities: All cyber incidents can be 
classified according to the source of the attack (internal party, provider or 
external party) and the motive (intentional or accidental). Cyber risk 
calculation requires weighting the vulnerabilities and threats in the 
organization. The degree of motivation and the probability of a threat 
materializing must be examined, taking into account both its degree of 
prevalence and the degree of its ability to be carried out. Organizations 
required to respond to advanced attacks should be prepared to deal with 
techniques such as disabling defense products, exploiting legitimate 
software (Living off the Land), and lateral movement.

Functional Intersects With
Incident Classification & 

Prioritization
IRO-02.4

Mechanisms exist to identify classes of incidents and actions to take to 
ensure the continuation of organizational missions and business 
functions.

5

Appendix B N/A

List of Example Threats and Vulnerabilities: All cyber incidents can be 
classified according to the source of the attack (internal party, provider or 
external party) and the motive (intentional or accidental). Cyber risk 
calculation requires weighting the vulnerabilities and threats in the 
organization. The degree of motivation and the probability of a threat 
materializing must be examined, taking into account both its degree of 
prevalence and the degree of its ability to be carried out. Organizations 
required to respond to advanced attacks should be prepared to deal with 
techniques such as disabling defense products, exploiting legitimate 
software (Living off the Land), and lateral movement.

Functional Intersects With Threat Analysis THR-10

Mechanisms exist to identify, assess, prioritize and document the 
potential impact(s) and likelihood(s) of applicable internal and external 
threats.

5

Appendix C N/A

Control Bank: The control bank centralizes the Cyber Defense 
recommendations in various areas. The structure includes columns for: 
Function (one of the 5 NIST CSF areas: Identify, Protect, Detect, Respond, 
Recover); Subject and Sub-Subject (the control family and chapters); 
Control (the Defense recommendation itself); Emphasis in application; 
Required Evidence; Depth of application at level X; and additional 
suggested columns for mapping versus additional standards. The control 
bank is used for Gap Analysis and individual mapping of controls against 
threats and critical business processes.

Functional Intersects With
Centralized Management 
of Security, Compliance 

& Resilience Controls
SEA-01.1

Mechanisms exist to centrally-manage the organization-wide 
management and implementation of security, compliance and 
resilience controls and related processes.

5

Appendix D N/A

Tools and Methods for Implementing Continuous Control in the 
Organization: Continuous control is essential, presenting a mirror and 
compass for the Cyber Defense party. Tools and methods include: KPI (Key 
Performance Indicators) to measure and quantify the level of Defense at a 
given time; KRI (Key Risk Indicators) to measure risk level; and CCM 
(Continuous Control Monitoring) for real-time monitoring without human 
involvement. The CCM program requires defining relevant indicators, 
scenarios for attribution, validation and adjustment of indices, and 
implementation of dedicated technology.

Functional Intersects With Measures of Performance GOV-05

Mechanisms exist to develop, report and monitor Security, Compliance 
& Resilience Program (SCRP) measures of performance.

5
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Appendix E N/A

The Tree of Doctrines: A holistic view of the Defense Doctrine for the 
organization. The Israel National Cyber Directorate develops various 
products and deliverables to expand professional knowledge, including: 
Best Practices for specific technological issues (VPN, VOIP, secure 
identification); Professional extensions presenting the scope of a 
professional field; Risk Survey Templates; Questionnaires for the Board of 
Directors; and domain-specific guidance covering IT, OT, Cloud, Supply 
Chain & Outsourcing, and specialized systems.

Functional
No 

Relationship
N/A N/A N/A 0

Appendix F N/A

Data Security and Privacy: Information Defense can have different 
purposes including preventing reputation damage, preventing leakage of 
commercial information, or preventing leakage of private information. The 
right to privacy is recognized in Israel's Basic Law: Human dignity and 
liberty, and in the Protection of Privacy Law. Key principles include: the 
principle of consent (individuals decide what information is disclosed and 
to whom); and the principle of goal proximity (information use must be 
compatible with its collection purpose). The CISO must involve the 
organization's Legal Adviser at the initiation and characterization stage of 
the work plan to reduce security disparities, applying Security by Design, 
Privacy by Design and Threat Informed Defense.

Functional Subset Of Data Privacy Program PRI-01

Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 
forms of Personal Data (PD) are processed lawfully, fairly and 
transparently.

10

Appendix G N/A

An Advanced Concept of Defense for the Organization: The concept of 
defense for addressing advanced threats includes advanced approaches 
such as: Exhaustion (gradual erosion of the attacker's fighting ability 
through proactive actions); Cyber Situational Awareness (ability to 
produce a good understanding of current cyber state); Deterrence (actions 
or processes of threat that prevent the attacker from taking action); and 
Prevention and Fraud - Denial and Deception (using various means and 
methods to deceive the attacker). These principles can be applied through 
frameworks such as MITRE ATT&CK or the Cyber Kill Chain model.

Functional
No 

Relationship
N/A N/A N/A 0
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