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Chapter A Infringement of Privacy
N/A

Functional
No 

Relationship
N/A N/A N/A 0

s.1 N/A

Prohibition on Infringement of Privacy. No Person shall infringe the Privacy 
of another without that Person's Consent.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

s.1 N/A

Prohibition on Infringement of Privacy. No Person shall infringe the Privacy 
of another without that Person's Consent.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

s.2 N/A

What Constitutes an Infringement of Privacy. An Infringement of Privacy 
includes: (1) spying or trailing a Person in a manner likely to harass them, 
or any other harassment; (2) listening-in prohibited under any Law; (3) 
photographing a Person while they are in a private domain; (4) publishing a 
Person's Photograph in public in circumstances likely to humiliate or 
degrade that Person; (4A) publishing a Photograph of a visible victim taken 
at the time of harm in a manner where the victim is identifiable and the 
Publication is likely to embarrass them; (5) copying or using the contents of 
a letter or other Writing not intended for Publication without permission; (6) 
using a Person's name, appellation, picture or voice for profit; (7) breach of 
a legal duty of confidentiality regarding a Person's private affairs; (8) 
breach of a contractual duty of confidentiality regarding a Person's private 
affairs; (9) using or passing on information about a Person's private affairs 
for any purpose other than that for which it was given; (10) publishing or 
passing on anything obtained through an Infringement of Privacy under 
paragraphs (1) to (7) or (9); (11) publishing any matter relating to a Person's 
intimate life including their sexual history, state of health or behavior in the 
private domain.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

s.2A N/A

Publication of a Photograph of a Deceased Person. An Infringement of 
Privacy includes the public publication of a Photograph of a visible corpse 
in a manner that may allow identification of the deceased, unless: (1) the 
Person consented during their lifetime; (2) fifteen years have passed since 
the date of the Person's death; (3) the Publication was consented to by the 
first living relative in order of priority (spouse, children, parents, siblings), 
provided the deceased did not object and no child or parent notified the 
publisher of their objection; or (4) the deceased left no such relatives and a 
court approved the Publication. Spouses, children, parents, and siblings of 
the deceased may bring a civil action for violation of this section.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

s.3 N/A

Definitions. Defines key terms for this Law including: 'Personal Information' 
(data relating to an identified or identifiable Person, identifiable by name, 
identification number, Biometric Identifier, location data, online identifier, 
or one or more personal data); 'Data Security' (protection of Integrity of 
Personal Information, or protection from Processing without lawful 
permission); 'Integrity of Information' (consistency of data in the Database 
with its source, without alteration, transfer or destruction without lawful 
permission); 'Consent' (informed consent, express or implied); 'Database 
Controller' (any Person or Entity who alone or jointly with others 
determines the purposes of Processing, or a body authorized by Law to 
process information in a Database); 'Holder' (Database Holder – an entity 
external to the Database Controller that Processes information on behalf 
of the Controller); 'Database Manager' (the Database Controller or, for a 
Public Body, the Director General or their authorized representative); 
'Processing'/'Use' (any action performed on Personal Information including 
receiving, collecting, storing, copying, reviewing, disclosing, exposing, 
transferring, delivering, or granting access to it); 'Database' (a collection of 
Personal Information processed by digital means, excluding personal-use 
collections and small collections of up to 100,000 persons containing only 
name/address/contact data); 'Direct Mail'; 'Direct Mail Services'; 
'Biometric Identifier' (biometric data used to identify or authenticate a 
Person's identity); 'Information of Special Sensitivity' (personal data 
relating to family life, personal status, or sexual orientation; health data; 
genetic information; biometric identifiers for computerized identification; 
origin; criminal record; political opinions or religious beliefs; professional 
personality assessments; location and traffic data; salary or financial 
activity; data subject to a legal duty of confidentiality; and other categories 
designated by the Minister of Justice); 'Person'; 'Head of the Authority'; 'The 
Authority'/'Privacy Protection Authority'; and various references to other 
laws including the Computers Law, Detention Law, and Freedom of 
Information Law.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

s.4 N/A
Infringement of Privacy as a Civil Wrong. An Infringement of Privacy 
constitutes a civil wrong, and the provisions of the Civil Wrongs Ordinance 
[New Version] apply, subject to the provisions of this Law.

Functional
No 

Relationship
N/A N/A N/A 0

s.5 N/A

Infringement of Privacy as a Criminal Offense. A Person who willfully 
infringes the Privacy of another by any of the acts enumerated in section 
2(1), (3) through (7), or (9) through (11) shall be liable to five years' 
imprisonment.

Functional
No 

Relationship
N/A N/A N/A 0

s.6 N/A
De minimis. A de minimis infringement shall not give rise to a right to bring 
civil or criminal action under this Law.

Functional
No 

Relationship
N/A N/A N/A 0

Chapter B
Protection of Privacy in 

Databases
N/A

Functional
No 

Relationship
N/A N/A N/A 0

s.7 N/A
[Repealed]

Functional
No 

Relationship
N/A N/A N/A 0

Chapter B - Part A Databases
N/A

Functional
No 

Relationship
N/A N/A N/A 0

s.8 N/A

Management of a Database and Legal Processing of Personal Data. No 
Person shall process Personal Data in a Database except for the purpose 
lawfully determined for that Database; nor without authorization from the 
Controller of the Database or beyond the scope of such authorization. The 
Controller of a Database shall not process Personal Data, nor allow 
another to process such data on its behalf, if the Personal Data was 
created, received, accumulated, or collected in violation of this Law or any 
other law. An exception applies where Personal Data was delivered by 
another source and the Controller did not know and was not required to 
know that the source acted unlawfully, and where the violation is minor in 
the circumstances.

Functional Intersects With
Register As A Data 

Controller and/or Data 
Processor

PRI-15
Mechanisms exist to register as a data controller and/or data 
processor, including registering databases containing Personal Data 
(PD) with the appropriate Data Authority, when necessary.

5

s.8A N/A

Duty of Registration or Notification. A Database requires registration 
where: (a) its primary purpose is the collection of Personal Data for 
transfer to another in the course of business or for consideration (including 
Direct Mail Services) and contains data on more than 10,000 individuals; or 
(b) the Controller is a Public Body (other than for employee-only 
databases). A Database Controller subject to registration shall not 
process Personal Data unless the Database is registered. The Head of the 
Authority may exempt a Database from registration if satisfied that 
registration is not necessary for compliance. For Databases not subject to 
registration that contain Information of Special Sensitivity on more than 
100,000 individuals, the Controller must notify the Authority within 30 days 
of the Controller's identity, contact details, Data Protection Officer 
identity, and a copy of the Database definitions document, and must report 
subsequent changes. The notification obligation does not apply to 
Databases containing only lawfully published information.

Functional Intersects With
Register As A Data 

Controller and/or Data 
Processor

PRI-15
Mechanisms exist to register as a data controller and/or data 
processor, including registering databases containing Personal Data 
(PD) with the appropriate Data Authority, when necessary.

5

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-emea-isr-ppl-5741-2025.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.trustiz.ai/wp-content/uploads/2025/09/English-Translation-of-the-Israeli-Privacy-Protection-Law-5741%E2%80%931981-as-
Israel - Protection of Privacy Law, 5741 (2025)
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s.9 N/A

Application for Registration. Applications for Database registration are 
submitted to the Head of the Authority and must detail: (1) the identity, 
address in Israel and contact details of the Database Controller and Data 
Protection Officer; (1A) the type of service the Database Holder provides to 
the Controller; (2) the purposes of establishing the Database; (3) the types 
of data to be included; (4) details regarding transfer of data outside Israel; 
and (5) details regarding regular receipt of data from a Public Body. The 
Minister of Justice may prescribe additional details by regulation. The 
Controller must notify the Head of the Authority of any change in 
registration details and of cessation of Database operations.

Functional Intersects With
Register As A Data 

Controller and/or Data 
Processor

PRI-15
Mechanisms exist to register as a data controller and/or data 
processor, including registering databases containing Personal Data 
(PD) with the appropriate Data Authority, when necessary.

5

s.10 N/A

Powers of the Head of the Authority Regarding Database Registration. The 
Head of the Authority must register a Database within 60 days of a valid 
application unless there are reasonable grounds to assume it is or may be 
used for illegal activities or contains illegally collected data. The Head of 
the Authority may register a purpose different from that specified, register 
multiple purposes, or order registration as separate Databases. The Head 
of the Authority must give the applicant an opportunity to present 
arguments before refusing registration. The Head of the Authority may 
suspend or cancel registration if the Controller or Holder violates this Law 
or fails to comply with a demand, after giving an opportunity to present 
arguments. A suspended or cancelled registration prevents the Controller 
from processing Personal Data unless a court determines otherwise.

Functional Intersects With
Register As A Data 

Controller and/or Data 
Processor

PRI-15
Mechanisms exist to register as a data controller and/or data 
processor, including registering databases containing Personal Data 
(PD) with the appropriate Data Authority, when necessary.

5

s.10A N/A
Privacy Protection Report. [Repealed]

Functional
No 

Relationship
N/A N/A N/A 0

s.11 N/A

Obligation of a Data Requester. An approach to a person to receive 
Personal Data for the purpose of processing it in a Database must be 
accompanied by a notice stating: (1) whether the person is legally 
obligated to provide the data or whether providing it is voluntary, and the 
consequences of non-consent; (2) the purpose for which the data is 
requested; (2A) the name and contact details of the Database Controller; 
(3) to whom the data will be provided and the purposes of its provision; and 
(4) the existence of the right to review Personal Data under section 13 and 
the right to request correction under section 14.

Functional Intersects With Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

5

s.12 N/A

Registry of Databases. The Head of the Authority shall maintain a Registry 
of Databases that is open for public inspection and searchable. The 
Registry shall contain the registration details specified in section 9, except 
for the name of the Data Protection Officer. In a Database of a Security 
Authority, certain details (type of Holder service, data types, transfer 
details, and public body data sources) shall not be open to public 
inspection.

Functional
No 

Relationship
N/A N/A N/A 0

s.13 N/A

Right to Review Personal Data. Every Person is entitled to review Personal 
Data concerning them held in a Database, personally, through an 
authorized representative, or through their guardian. The Database 
Controller must allow such review in Hebrew, Arabic, or English. The 
Controller may refuse to provide data relating to the requester's medical or 
mental condition if disclosure may cause serious harm, in which case data 
shall be provided to a physician or psychologist on behalf of the requester. 
The right to review does not require disclosure of privileged information. 
The manner, conditions, and fees for exercising this right shall be 
prescribed by regulation. The right to review does not apply to Databases 
of Security Authorities, the Prison Service, Tax Authorities, bodies holding 
classified data, investigations and law enforcement databases, and 
Databases established under the Prohibition of Money Laundering Law.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

s.13A N/A

Review of Personal Data Not Held by the Database Controller. A Database 
Controller who holds a Database with another party (the Holder) shall refer 
the requester to the Holder and instruct the Holder in writing to allow 
review of the data. If the requester initially approaches the Holder, the 
Holder must inform the requester whether it holds their Personal Data and 
provide the name and address of the Database Controller.

Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1
Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

5

s.14 N/A

Correction of Personal Data. A Person who reviews Personal Data 
concerning them and finds it incorrect, incomplete, unclear, or outdated 
may apply to the Database Controller (or, if a foreign resident, to the 
Database Holder) to correct or erase the Personal Data. If the Controller 
agrees, it must make the necessary amendments and notify each person to 
whom the Personal Data was provided within the period prescribed by 
regulation. If the Controller refuses, it must inform the requester of such 
refusal in the manner and form prescribed by regulation. A Holder must 
correct Personal Data if the Controller agreed to the correction or a court 
ordered it.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

s.14 N/A

Correction of Personal Data. A Person who reviews Personal Data 
concerning them and finds it incorrect, incomplete, unclear, or outdated 
may apply to the Database Controller (or, if a foreign resident, to the 
Database Holder) to correct or erase the Personal Data. If the Controller 
agrees, it must make the necessary amendments and notify each person to 
whom the Personal Data was provided within the period prescribed by 
regulation. If the Controller refuses, it must inform the requester of such 
refusal in the manner and form prescribed by regulation. A Holder must 
correct Personal Data if the Controller agreed to the correction or a court 
ordered it.

Functional Intersects With
Correcting Inaccurate 

Personal Data (PD)
PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by 
the organization corrected or amended; and
(2) Disseminating corrections or amendments of PD to other authorized 
users of the PD.

5

s.15 N/A

A Court Claim. A requester may file a claim to the court regarding a refusal 
by a Database Controller to allow review under section 13 or 13A, or 
regarding a notice of refusal to correct Personal Data under section 14(c), 
in the manner and form prescribed by regulation.

Functional
No 

Relationship
N/A N/A N/A 0

s.15A N/A

Exemplary Damages. A court may award exemplary damages of up to 
10,000 New Shekels against a Database Controller or Holder for specified 
violations, without requiring proof of actual harm. Covered violations 
include: processing Personal Data in an unregistered Database (after the 
data subject requested registration and 90 days have elapsed); failing to 
give the required notice under section 11 or 23D(a) after 30 days from the 
data subject's request; failing to allow access to Personal Data under 
sections 13 or 13A; agreeing to correct or delete Personal Data but failing 
to do so or failing to notify recipients; and failing to notify the Authority of 
regular receipt of Personal Data from a Public Body after 30 days from the 
data subject's request. In determining the amount, the court considers 
encouragement of the plaintiff to exercise their rights, the scope and 
severity of the violation, and the violator's conduct and economic capacity. 
Exemplary damages do not bar criminal proceedings, regulatory action, or 
other civil remedies, but shall not be awarded more than once for the same 
act.

Functional
No 

Relationship
N/A N/A N/A 0
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s.16 N/A

Confidentiality. A person shall not disclose Personal Data that came to 
their knowledge by virtue of their role as an employee, manager, or Holder 
of a Database, except for the purpose of performing their work, 
implementing this Law, or pursuant to a court order in connection with a 
legal proceeding. Whoever violates this section shall be liable to 
imprisonment for 5 years.

Functional Intersects With
Confidentiality 

Agreements
HRS-06.1

Mechanisms exist to require Non-Disclosure Agreements (NDAs) or 
similar confidentiality agreements that reflect the needs to protect 
data and operational details, or both employees and third-parties.

8

s.16 N/A

Confidentiality. A person shall not disclose Personal Data that came to 
their knowledge by virtue of their role as an employee, manager, or Holder 
of a Database, except for the purpose of performing their work, 
implementing this Law, or pursuant to a court order in connection with a 
legal proceeding. Whoever violates this section shall be liable to 
imprisonment for 5 years.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

s.17 N/A

Responsibility for Data Security. The Database Controller and the 
Database Holder are each responsible for the security of the data in the 
Database. The Minister of Justice, with the consent of the Prime Minister 
and the approval of the Constitution Committee, may enact regulations 
regarding the scope of this responsibility, including physical and logical 
protection of the Database, management procedures and work rules, and 
restrictions on employees' access to data. Different provisions may be 
prescribed for Databases with different characteristics. Regulations 
applying to certain public bodies listed in the Public Bodies Security 
Arrangements Law shall be enacted in consultation with the Minister of 
Defense.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

5

s.17A N/A
Holder of Databases of Different Owners. [Repealed]

Functional
No 

Relationship
N/A N/A N/A 0

s.17B N/A

Data Security Officer. The following entities are required to appoint a 
person with suitable qualifications as a Data Security Officer: (1) a 
Controller or Holder of five or more Databases subject to a registration or 
notification obligation under section 8A; (2) a Public Body as defined in 
section 23; and (3) a bank, insurance company, or company engaged in 
credit rating or credit evaluation. The Data Security Officer is responsible 
for securing data in those Databases. No person convicted of an offense 
involving moral turpitude or an offense under this Law may serve as a Data 
Security Officer.

Functional Intersects With
Assigned Security, 

Compliance & Resilience 
Responsibilities

GOV-04

Mechanisms exist to assign one or more qualified individuals with the 
mission and resources to centrally-manage, coordinate, develop, 
implement and maintain an enterprise-wide Security, Compliance & 
Resilience Program (SCRP).

5

s.17B1 N/A

Obligation to Appoint a Data Protection Officer. The following entities are 
required to appoint a Data Protection Officer: (1) a Database Controller 
that is a Public Body (other than a Security Body as defined in section 23K), 
or a Database Holder of such a Database; (2) a Database Controller whose 
main purpose is collecting Personal Data for providing it to others in the 
course of business or for consideration (including Direct Mail Services) 
where the Database contains data on more than 10,000 individuals; (3) a 
Database Controller or Holder whose main activities include data 
processing operations requiring regular and systematic monitoring of 
individuals on a significant scale, including authorized mobile 
telecommunications providers, online search service providers, and 
similar entities; and (4) a Database Controller or Holder whose main 
occupation includes processing Information of Special Sensitivity on a 
significant scale, including banking corporations, insurers, general 
hospitals, and health maintenance organizations. 'Significant scale' is 
assessed having regard to the number of individuals, the proportion in a 
certain population, the scope and types of data, the duration and 
frequency of processing, and the geographic scope.

Functional Intersects With
Data Protection Officer 

(DPO)
PRI-01.4

Mechanisms exist to appoint a Data Protection Officer (DPO):
(1) Based on professional qualifications; and
(2) To be involved in all issues related to how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed.

5

s.17B2 N/A

Roles of the Data Protection Officer. The Data Protection Officer shall act 
to ensure compliance with this Law by the Database Controller or Holder, 
and to promote the protection of privacy and data security, including by: 
(1) serving as a professional authority, advising management and 
employees, preparing a training program and supervising its 
implementation; (2) preparing a program for ongoing compliance 
monitoring, ensuring its implementation, reporting findings to 
management, and proposing corrective measures; (3) verifying the 
existence of a data security procedure and a Database definitions 
document required by regulation, and ensuring they are submitted for 
management approval; (4) verifying the handling of individuals' requests 
regarding processing of their Personal Data or the exercise of their rights 
under this Law, including requests to review or correct Personal Data, with 
the DPO's contact details published in an accessible manner; and (5) 
serving as the point of contact between the entity and the Authority. The 
Controller or Holder must provide the DPO with the conditions and 
resources required for proper performance of their duties and ensure 
appropriate involvement in all privacy-related matters. The DPO shall 
report directly to the Director-General of the Controller or Holder, or to an 
employee who reports directly to the Director-General.

Functional Intersects With
Defined Roles & 
Responsibilities

HRS-03
Mechanisms exist to define cybersecurity roles & responsibilities for all 
personnel.

5

s.17B2 N/A

Roles of the Data Protection Officer. The Data Protection Officer shall act 
to ensure compliance with this Law by the Database Controller or Holder, 
and to promote the protection of privacy and data security, including by: 
(1) serving as a professional authority, advising management and 
employees, preparing a training program and supervising its 
implementation; (2) preparing a program for ongoing compliance 
monitoring, ensuring its implementation, reporting findings to 
management, and proposing corrective measures; (3) verifying the 
existence of a data security procedure and a Database definitions 
document required by regulation, and ensuring they are submitted for 
management approval; (4) verifying the handling of individuals' requests 
regarding processing of their Personal Data or the exercise of their rights 
under this Law, including requests to review or correct Personal Data, with 
the DPO's contact details published in an accessible manner; and (5) 
serving as the point of contact between the entity and the Authority. The 
Controller or Holder must provide the DPO with the conditions and 
resources required for proper performance of their duties and ensure 
appropriate involvement in all privacy-related matters. The DPO shall 
report directly to the Director-General of the Controller or Holder, or to an 
employee who reports directly to the Director-General.

Functional Intersects With
Data Protection Officer 

(DPO)
PRI-01.4

Mechanisms exist to appoint a Data Protection Officer (DPO):
(1) Based on professional qualifications; and
(2) To be involved in all issues related to how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed.

5

s.17B3 N/A

Qualifications of the Data Protection Officer and Fulfillment of Their Role. 
The Data Protection Officer must possess the knowledge and skills 
required to perform their duties, including in-depth knowledge of privacy 
protection laws, an appropriate understanding of technology and data 
security, and familiarity with the entity's areas of activity and objectives, 
taking into account the nature, circumstances, scope, and purposes of the 
data processing. The DPO may be an external person not employed by the 
entity. The DPO shall not hold another position or be subordinate to an 
officer of the entity or of another entity if such position or subordination 
may create a conflict of interest in the performance of their duties under 
this Law.

Functional Intersects With

Competency 
Requirements for 
Security-Related 

Positions

HRS-03.2
Mechanisms exist to ensure that all security-related positions are 
staffed by qualified individuals who have the necessary skill set.

5

Chapter B - Part B Direct Mail
N/A

Functional
No 

Relationship
N/A N/A N/A 0

s.17V-etc. N/A

Direct Mail (translation in progress). Part B of Chapter B governs Direct 
Mail activities, including obligations of Database Controllers and Holders 
that provide or use Direct Mail Services, conditions for lawful Direct Mail 
processing, and rights of data subjects to opt out. The full content of this 
Part is available in the original Hebrew text of the Privacy Protection Law, 
5741-1981 as amended to August 14, 2025; an English translation is in 
progress.

Functional
No 

Relationship
N/A N/A N/A 0

Chapter B - Part C
The Privacy Protection 

Authority
N/A

Functional
No 

Relationship
N/A N/A N/A 0
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Secure Controls Framework (SCF)
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Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-emea-isr-ppl-5741-2025.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://www.trustiz.ai/wp-content/uploads/2025/09/English-Translation-of-the-Israeli-Privacy-Protection-Law-5741%E2%80%931981-as-
Israel - Protection of Privacy Law, 5741 (2025)

s.23-etc. N/A

The Privacy Protection Authority (translation in progress). Part C of Chapter 
B establishes and governs the Privacy Protection Authority (the Authority), 
including its establishment (by reference to Government Decision No. 4660 
of 2006 and subsequent decisions), the appointment and powers of the 
Head of the Authority, the Authority's supervisory and enforcement 
functions over Databases and Database Controllers, the Authority's power 
to issue guidelines and opinions, and the Authority's cooperation with 
other regulatory bodies and foreign data protection authorities. Public 
Bodies and security bodies are subject to separate provisions. The full 
content is available in the original Hebrew; English translation is in 
progress.

Functional
No 

Relationship
N/A N/A N/A 0

Chapter B - Part D
Cross-Sector Supervision 

and External Experts

N/A
Functional

No 
Relationship

N/A N/A N/A 0

s.23T-etc. N/A

Cross-Sector Supervision and External Experts (translation in progress). 
Part D of Chapter B (including Chapter D2, D3, and D4) provides for cross-
sector supervisory powers including: appointment of Inspectors; 
inspection and audit powers over Database Controllers and Holders; 
supervisory and administrative review powers in entities subject to the 
Public Bodies Security Regulation Law; supervisory and administrative 
review in Security Bodies; administrative enforcement measures including 
financial sanctions, correction orders, and injunctions; and criminal 
enforcement powers and sanctions. The full content of Parts D through D4 
is available in the original Hebrew; English translation is in progress.

Functional
No 

Relationship
N/A N/A N/A 0

Chapter E Miscellaneous
N/A

Functional
No 

Relationship
N/A N/A N/A 0

s.35-etc. N/A

Miscellaneous Provisions (translation in progress). Chapter E contains 
miscellaneous provisions of the Privacy Protection Law including: general 
regulatory powers of the Minister of Justice; provisions for the making of 
regulations and orders under this Law; transitional provisions; and 
provisions governing the application of the Law to new technologies and 
processing environments. The full content of Chapter E is available in the 
original Hebrew; English translation is in progress.

Functional
No 

Relationship
N/A N/A N/A 0

Schedules Schedules
N/A

Functional
No 

Relationship
N/A N/A N/A 0

Sched. 1-2 N/A

Schedules (translation in progress). The First Schedule sets out the basis 
for establishment and governance of the Privacy Protection Authority, 
referencing the relevant Government Decisions. The Second Schedule 
specifies additional categories of Personal Information of Special 
Sensitivity designated by the Minister of Justice under section 3, applying 
to Personal Information in Databases located in Israel that was transferred 
from abroad and for which the country of origin has special legal 
provisions. The full content of the Schedules is available in the original 
Hebrew; English translation is in progress.

Functional
No 

Relationship
N/A N/A N/A 0
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