NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [T IR Kenya - Data Protection Act (DPA) (2019)
Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI 19/TheD: No240f2019.pdf
STRM Guidance: h heory pping: Published STRM URL: ken-pda-2019.pdf
RM Secure Controls F jork (SCF Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# EDLERETELE ) o
Rationale Control Desc Relationship
I PRELIMINARY See FDEfor details. Functional N/A N/A N/A )
ESTABLISHMENT OF THE |S6€ FDE for details.
OFFICE OF DATA ) No
I rOTEoTION Functional. | i e N/A N/A N/A 0
COMMISSIONER
REGISTRATION OF DATA |V o
" CONTROLLERS AND Functional | te N/A N/A N/A 0
DATA PROCESSORS D
Registrationof | Se FDE for details.
.18 data controllers Functional No N/A N/A N/A 0
and data Relationship
o Applicationfor _|See FDE for details. Functionat No A A A o
Duration of the | See FDE for details. o
020 registration Funotional N/A N/A N/A 0
Relationship
certificate
Register of data | See FDE for details. o
21 controllers and Funotional N/A N/A N/A 0
Relationship
data
Cancellationor _|See FDE for details. o
.22 variation of the Funotional N/A N/A N/A 0
Relationship
certificate
The Data Commissioner may carry out periodical audits of the processes
Compl d No
.23 ompliance an and systems of the data controllers or data processors to ensure Functional N/A N/A N/A 0

audit Relationship

with this Act.

D tion of the N/A
esignation of the -

.24 Data Protection Functional N/A N/A N/A [
Relationship

Officer
Designation of the | Adata controller or data processor may designate or appoint a data bata Protection Officer Mechanisms exist to appoint a Data Protection Officer (DPO):
111.24(1) Data Protection protection officer on such terms and conditions as the data controller or Functional | Intersects With 0P0) PRI-01.4 (1) Based on professional qualifications; and 5
Officer data processor may determine, where — (2) To be involved in all issues related to how Personal Data (PD) is
the processing s carried out by a public body or private body, except for Mechanisms exist to appoint a Data Protection Officer (DPO):

Designation of the | courts acting i their judicial capacity; (1) Based on professional qualifications; and

Data Protection Officer

11.24(1)(a) Data Protection Functional | Intersects With 0P0) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
the core activities of the data controller or data processor consist of Mechanisms exist to appoint a Data Protection Officer (DPO):
Desi fth ;
of the which, by virtue of thei nature, their scope or their Data Protection Officer (1) Based on professional qualifications; and
111.24(1)(b) Data Protection purposes, require regular and systematic monitoring of data subjects; or Functional | Intersects With (OFO) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
the core activities of the data controller or the data processor consist of Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the. | processing of sensitive categories of personal data. Data Protection Officer (1) Based on professional qualifications; and
11.24(1)(c) Data Protection Functional | Intersects With 0PO) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
A data protection officer may be a staff member of the data controller or Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the | data processor and may fulfil other tasks and duties provided that any Data Protection Officer (1) Based on professional qualifications; and
111.24(2) Data Protection | such tasks and duties do not result in a conflict of interest. Functional | Intersects With (OFO) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
Agroup of entities may appoint a single data protection officer provided Mechanisms exist to appoint a Data Protection Officer (DPO):

Designation of the  |that such officer is accessible by each entity. (1) Based on professional qualifications; and

Data Protection Officer

111.24(3) Data Protection Functional | Intersects With PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
Where a data controller or a data processor is a public body, a single data Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the | protection officer may be designated for several such public bodies, taking Data Protection Officer (1) Based on professional qualifications; and
111.24(4) Data Protection |into account their organisational structures. Functional | Intersects With (oro) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
A person may be designated or appointed as a data protection officer, if Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the [ that person has relevant academic or professional qualifications which Data Protection Officer (1) Based on professional qualifications; and
111.24(5) Data Protection | may include knowledge and technical skills in matters relating to data Functional | Intersects With 0r0) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer protection. collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
A data controller or data processor shall publish the contact details of the Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the | data protection officer on the website and communicate them to the Data Data Protection Officer (1) Based on professional qualifications; and
111.24(6) Data Protection | Commissioner who shall ensure that the same information is availableon | Functional | Intersects With (oro) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer the official website. collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
A data protection officer shall — Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation cfme Data Protection Officer (1) Based on professional qualifications; and
111.24(7) Data Protection Functional | Intersects With 0r0) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
advise the data controller or data processor and their employees on data Mechanisms exist to appoint a Data Protection Officer (DPO):
D of the provided under this Act or any other written law; bate Protection Officer (1) Based on professional quali ns; and
11.24(7)(a) Data Protection Functional | Intersects With (oro) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
ensure on behalf of the data controller or data processor that this Act is Mechanisms exist to appoint a Data Protection Officer (DPO):
Designationof the  |complied with; Data Protection Officer (1) Based on professional qualifications; and
111.24(7)(b) Data Protection Functional Intersects With (OPO) PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
facilitate capacity building of staff involved in data processing operations; Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the Data Protection Officer (1) Based on professional qualifications; and
11.24(7)(c) Data Protection Functional | Intersects With 0P0) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
provide advice on data protection impact assessment; and Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the Data Protection Officer (1) Based on professional qualifications; and
11.24(7)(d) Data Protection Functional | Intersects With or0) PRI-01.4 |(2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
co-operate with the Data Commissioner and any other authority on Mechanisms exist to appoint a Data Protection Officer (DPO):
Designation of the | matters relating to data protection. Data Protection Officer (1) Based on professional qualifications; and
11.24(7)(e) Data Protection Functional | Intersects With 0P0) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
Officer collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
PRINCIPLES AND (%2
OBLIGATIONS OF § No
v PERSONAL DATA Funotional | g ationship A A NA °
PROTECTION
Every data controller or data processor shall ensure that personal data is Mechanisms exist to facilitate the implementation and operation of
v2s Principles of data | — Functional | Subsetof | Date privacy Program pRio7 | data protection controls throughout the data lifecycle to ensure all 0
protection forms of Personal Data (PD) are processed lawfully, fairly and
processed in accordance with the right to privacy of the data subject; Authority To Callect, Mechanisms exist to determine and document the legal authority that
V.25(@) Principles of data Functional | Intersects With| Process, Store & Share | PRI-oa.1 | PerMits the organization to colect, receive, process, store, transmit, s

protection share, update and/or dispose Personal Data (PD), either generally or in

Personal Data (PD)
D) support of a specific business process.
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Principles of data

processed in accordance with the right to privacy of the data subject;

Usage Restrictions of

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

1v.25(a) Functional | Intersects With PRI-05.4 ! 8
protection Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
noticefs):
processed lawfully, fairly and in a transparent manner in relation to any Mechanisms exist to limit the collection, receiving, processing, storage,
data subject; transmission, sharing, updating and/or disposal of Personal Data (PD)
dingto consumer for what is necessary
Principles of data Reasonable Data Privac
1v.25(b) rinciples o Functional | Intersects With 22t PIvacy | pRi01.11  |and proportionate. 5
protection Practices
processed lawfully, fairly and in a transparent manner in relation to any Mechanisms exist to restrict collecting, receiving, processing, storing,
Principles of dat; ; Usage Restrictions of :
v.25() rinciples of data | data subject; Functional | Intersects witn| USaEe Restrictions o PRI.0S.4 | tranSMtting, sharing and/or updating Personal Data (PD) to 5
protection Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
noticefs):
collected for explicit, specified and legitimate purposes and not further Mechanisms exist to minimize the collection, processing and/or
processed in a manner incompatible with those purposes; sharing of Personal Data (PD) to only what is adequate, relevant and
Principles of data Restrict Collection, limited to the purposes identified in the data privacy notice, including
IV.25(c) orotection Functional | Intersects With | Processing & SharingTo |  PRI-04 [protections against collecting PD from minors without appropriate 8
Identified Purpose parental or legal guardian consent.
adequate, relevant, limited to what is necessary in relation to the purposes Mechanisms exist to limit the collection, receiving, processing, storage,
Principles of data |07 Which itis processed; Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
1V.25(d) Functional | Intersects With PRI-01.11 ding to consumer for what is necessary 5
protection Practices
and proportionate.
collected only where a valid explanation is provided whenever information Mechanisms exist to:
V.25e) Principles ?fdatﬁ relating to family or private affairs is required; Functional |Intersects With|  Data Privacy Notice PRI-02 (1) Make dala. privacy r\ol.lce(sb available to individuals upon first 5
protection with an and as 3
(2) Ensure that data privacy notices are clear and
accurate and, where necessary, kept up to date, with every reasonable
step being taken to ensure that any inaccurate personal data is erased or
rectified without delay;
Mechanisms exist to ensure the accuracy and relevance of Personal
IV.25(7) Principles rff data Functional | Intersects With Personal Data (PI.)) PRI-05.2 Data (PD) throughout the information lifecycle by: s
protection Accuracy & Integrity (1) Keeping PD up-to-date; and
(2) Remediating identified inaccuracies, as necessary.
accurate and, where necessary, kept up to date, with every reasonable Mechanisms exist to maintain a process for:
v.25() Principles of data  |step being taken to ensure that any inaccurate personal data is erased or | ol | Correcting Inaceurate | o oo | (1) Data subjects to have inaceurate Personal Data (PD) maintained by B
protection rectified without delay; Personal Data (PD) the organization corrected or amended; and
(2) D or of PD to other authorized
kept in a form which identifies the data subjects for no longer than is Mechanisms exist to:
Principles of data | 19683931y 0r the purposes which it was collected; and Personal Data (PD) (1) Retain Personal Data (PD), including metadata, for an organization-
IV.25(g) . Functional | Intersects With PRI-05 | defined time period to fulfill the purpose(s) identified in the notice or as 8
protection Retention & Disposal
required by la
(2) Dispose of. destrovs. erases. and/or the PD. regardless
not transferred outside Kenya, unless there is proof of adequate data
protection safeguards or consent from the data subject.
v.25(h) Principles of data Functional | intersects witn| 172nsfer of Sensitive D25 |Mechanisms exist to restrict and govern the transfer of sensitive and/or s
protection and/or Regulated Data regulated data to third or
Principlos of data |0t ansferred outside Kenya, unless there i proof of adequate data ] Binding Corporato Rulés Mechanisms exist to implement and manage Binding Corporate Rules
1V.25(h) otection protection safeguards or consent from the data subject. Functional | Intersects With PRI-01.5 |(BCR) (e.¢., data sharing agreement) to legally-bind all parties engaged 8
P in a ioint economic activity that states rights
not transferred outside Kenya, unless there is proof of adequate data
Principles of data | PTOteCtion safeguards or consent from the data subject. Information SharingWith Mechanisms exist to disclose Personal Data (PD) to third-parties only
1v.25(h) 0 Functional | Intersects With " PRI-07  |for the purposes identified in the data privacy notice and with the 8
protection Third Parties Jorthe
implicit or explicit consent of the data subject.
Principlos of data | "0t ransferred outside Kenya, unless there s proof of adequate data Data Privacy Mechanisms exist to include data privacy requirements in contracts
1v.25(h) otection protection safeguards or consent from the data subject. Functional | Intersects With|  Requirements for PRI-07.1 |and other acquisition-related documents that establish data privacy 5
" c &Senice roles and responsibilities for and service providers.
A data subject has a right — Mechanisms exist to limit the collection, receiving, processing, storage,
Rights of a dat: R le Data P t ission, sharing, updating and/ Lof P ( Data (PD)
V.26 ights of a data Functional | Subsetof | ReasonableataPrivacy | o oo - |transmission, sharing, updating and/or disposal of Personal Data (PD) 0
subject Practices to consumer for what is necessary
and i
to be informed of the use to which their personal data is to be put; Mechanisms exist to:
Rights of a dat: 1) Make dat: ti ilable to individuals first
1V.26(a) ights of a data Functional | Intersects With| ~ Data Privacy Notice pRI-og | (1) Make data privacy notice(s) available to indivicuals upon firs 8
subject ith an and as :
(2) Ensure that data privacy notices are clear and easy-t
to access their personal data in custody of data controller or data
processor; exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
Rights of a data y Data Subject "
1V.26(b) © subjoct Functional | Intersects With o owe"J“em PRI-0G  |disposed; 8
) P (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
to object to the processing of all or part of their personal data;
Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
Rights of a dota ) provided, prior to collection, with:
Iv.26(c) subject Functional | Intersects With [ Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 8

authorization;

(2) Ameans to decline the authorization; and

(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
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to object to the processing of all or part of their personal data;
Rights of a data Mechanisms exist to allow data subjects to revoke consent to collect,
1v.26(c) et Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 8
g Data (PD).
ghtsoadata |1 comection of false or misleading data; and Comresting Inaceurate Mechanisms exist to maintain a process for:
1v.26(d) ghts of Functional | Intersects With e PRI-06.1 (1) Data subjects to have inaccurate Personal Data (PD) maintained by 8
subject Personal Data (PD)
h corrected or amended: and
to deletion of false or misleading data about them.
Mechanisms exist to maintain a process to erase a data subject's
Rights of a data ’ ]
Iv.26(e) P Functional |IntersectsWith|  Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 8
5 and contractual obligations pertaining to the retention of their PD.
Atight conferred on a data subject may be exercised— exist to provide data subjects the ability to:
Exercise of rights Data Subject 1) Access their Personal Data (PD) that is being processed, stored and
.27 © Functional | Subset Of " prios |1 (°D) ep 10
of data subjects Empowerment shared, except where the burden, risk or expense of providing access
would b to the benefit offered to the data subiect
where the data subject is a minor, by a person who has parental authority
or by a guardian;
Exerciseof rights Mechanisms exist to allow data subjects to authorize another person
Iv.27(a) Pl Functional |Intersects With|  Authorized Agent PRI-03.6 |or entity (e.g. authorized agent, proxy, etc.), acting on the data 8
g subject’s behalf, to make Personal Data (PD) processing decisions.
where the data subject is a minor, by a person who has parental authority Mechanisms exist to obtain parental or guardian consent for Personal
Exercise of rights ' Parent or Guardian Opt- )
v.27(a) or by a guardian; Functional | Intersects With " PRI-03.13 |Data (PD) processing actions through reasonable consumer 8
of data subjects In Consent For Minors
when the data subieot is a minor.
Exercise of rghts | WNere the data subject is & minor, by a person who has parental authority Restrict Collection, Mechanisms exist to minimize the collection, processing and/or
v.27(a) o |orbya guardian: Functional |Intersects With | Processing & SharingTo |  PRI-04 [sharing of Personal Data (PD) to only what is adequate, relevant and 5
. Identified Purpose limited to the purposes identified in the data privacy notice. including
where the data subject has a mental or other disability, by a person duly
Exerciseofrights | AUthorised to act as their guardian or administrator; or Mechanisms exist to allow data subjects to authorize another person
v.27(b) Pl Functional |Intersects With|  Authorized Agent PRI-03.6 |or entity (e.g. authorized agent, proxy, etc.), acting on the data 8
g subject's behalf, to make Personal Data (PD) processing decisions.
Cuorciss ofrighta |2 Other case, by a person duly authorised by the data subject. Mechanisms exist to allow data subjects to authorize another person
v.27(c) PO Functional |Intersects With|  Authorized Agent PRI-03.6 [or entity (e.g., authorized agent, proxy, etc.), acting on the data 8
4 subiect’s behalf. to make Personal Data (PD) decision:
N/A
Colection of N
V.28 Functional e N/A N/A N/A )
personal data Relationship
Collection of 'Adata controller or data processor shall collect personal data directl Active Participation B Mechanisms exist to compel data subjects to select the level of
v.28(1) o b 4 Functional | Intersects With P! Y | PRI-03.7 b il 3
personal data from the data subiect. Data Subiects consent deemed by the data subiect for the relevant
Adata controller or data processor shall collect personal data directly
Collection of Mechanisms exist to ensure information is directly collected from the
1v.28(1) from the data subject. Functional |Intersects With|  Primary Sources PRI-04.2 8
personal data data subject, whenever possible.
Collection of Despite sub-section (1), personal data may be collected indirectly where Reasonable Data Privacs Mechanisms exist to limit the collection, receiving, processing, storage,
v.28(2) P M.p Y v Functional | Intersects With " Y| PRI01.11 e P €. & 5
personal data — Practices sharing, updating and/or disposal of Personal Data (PD)
the data is contained in a public record; Mechanisms exist to limit the collection, receiving, processing, storage,
Colection of Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
Iv.28(2)(a) Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
personal data Practices to consumer for what is necessary
and i
the data subject has deliberately made the data public; Mechanisms exist to limit the collection, receiving, processing, storage,
Colection of Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
IV.28(2)(b) Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
personal data Practices to consumer for what is necessary
and i
the data subject has consented to the collection from another source; Mechanisms exist to enable data subjects to authorize the collection,
Colection of receipt, processing, storage, transmission, sharing, updating and/or
V.28(2)(c) Functional | Intersects With| Data Subject Consent PRI-03  |'CCPLP 8 8 ing, updating 8
personal data disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
the data subject has an incapacity, the guardian appointed has consented
to the collection from another source;
Cottection of Mechanisms exist to allow data subjects to authorize another person
IV.28(2)(e) - Functional |Intersects With|  Authorized Agent PRI-03.6 |or entity (e.g. authorized agent, proxy, etc.), acting on the data 5
ersonal data
P subject’'s behalf, to make Personal Data (PD) processing decisions.
the data subject has an i ty, the guard inted h ted Mechani tto obt tal di tfor Personal
Cottectionof & data subject has an incapacity, the guardian appointed has consente parent or Guardian Opt. echanisms exist to obtain parental or guardian consent for Personal
IV.28(2)(e) to the collection from another source; Functional | Intersects With PRI-03.13 |Data (PD) processing actions through reasonable consumer 8
personal data In Consent For Minors °
when the data subject is a minor.
the collection from another source would not prejudice the interests of the Mechanisms exist to limit the collection, receiving, processing, storage,
Collection of ¢ ) Reasonable Data Privacy e
IV.28(2)(e) data subject; Functional | Intersects With ° PRI-01.11 |transmission, sharing, updating and/or disposal of Personal Data (PD) 8
personal data Practices , ;
to consumer for what is necessary
Collection of data from another source is necessary — Mechanisms exist to limit the collection, receiving, processing, storage,
llection of Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
A Collection o Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
personal data Practices ding to consumer for what is necessary
and
for the tion, detection, i and of Mechanisms exist to limit the collection, receiving, processing, storage,
llection of ; Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
28000 Collection o crime; Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) R
personal data Practices ding to consumer for what is necessary
and
for the enforcement of a law which imposes a pecuniary penalty; or Mechanisms exist to limit the collection, receiving, processing, storage,
llection of Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
2800 Collection o Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
personal data Practices ding to consumer for what is necessary
and
for the protection of the interests of the data subject or another person. Mechanisms exist to limit the collection, receiving, processing, storage,
llection of Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
280G Collection o Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) R
personal data Practices ding to consumer for what is necessary
and
‘A data controller or data processor shall collect, store or use personal data Mechanisms exist to limit the collection, receiving, processing, storage,
llection of ifi . R nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
V263 Collection o for a purpose which is lawful, specific and explicitly defined Functional | Intersects with | Reasonable Data Privacy | o o |transmission, sharing, updating andlor disposal of Personal Data (°D) R
personal data Practices ding to consumer for what is necessary
and
‘A data controller or data processor shall collect, store or use personal data Authority To Golloct, Mechanisms exist to determine and document the legal authority that
llection of ifi . y rmits the organization to collect, ive, pre , store, transmit,
V263 Collection o for a purpose which is lawful, specific and explicitly defined Functional | Intersects With| Process, Store & Shave | PRI-04.1 |POrits the organization to collect, eceive, process, store, ransmi R
personal data share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD)
support of a specific business process.
A data controller or data processor shall collect, store or use personal data Mechanisms exist to restrict collecting, receiving, processing, storing,
Collection of for a purpose which is lawful, specific and explicitly defined. Usage Restrictions of transmitting, sharing and/or updating Personal Data (PD) to:
1v.28(3) pure P pleitly Functional |Intersects With & PRI-05.4 & e pdating ? (PD) 5
personal data Personal Data (PD) (1) The purpose(s) originally collected, consistent with the data privacy
notice(s):
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V.29

Duty to notify

A data controller or data processor shall, before collecting personal data,
in sofar as practicable, inform the data subject of —

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed:

1v.29(a)

Duty to notify

the rights of data subject specified under section 26;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

1v.29(b)

Duty to notify

the fact that personal data is being collected;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
refention

Iv.29(c)

Duty to notify

the purpose for which the personal data is being collected;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

1v.29(d)

Duty to notify

the third parties whose personal data has been or will be transferred to,
including details of safeguards adopted;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as v
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

IV.29(e)

Duty to notify

the contacts of the data controller or data processor and on whether any
other entity may receive the collected personal data;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

v.29()

Duty to notify

a description of the technical and organizational security measures taken
to ensure the integrity and confidentiality of the data;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
relevant i about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

1v.29(g)

Duty to notify

the data being collected pursuant to any law and whether such collection
is voluntary or mandatory; and

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as g
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data

retention
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Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

Strength of
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V.30

Lawful processing
of personal data

N/A

Functional

No
Relationship

N/A

N/A

1v.30(1)

Lawful processing
of personal data

A data controller or data processor shall not process personal data, unless

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
sharing and/or updating Personal Data (PD) to:

IV.30(1)(a)

Lawful processing
of personal data

the data subject consents to the processing for one or more specified
purposes; or

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.30(1)(b)

Lawful processing
of personal data

the processing is necessary —

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.30(1)(b)(i)

Lawful processing
of personal data

for the performance of a contract to which the data subject is a party or in
order to take steps at the request of the data subject before entering into a
contract;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.30(1)(b)(ii)

Lawful processing
of personal data

for compliance with any legal obligation to which the controller is subject;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.30(1)(b) i)

Lawful processing
of personal data

in order to protect the vital interests of the data subject or another natural
person;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.30(1)(b) (i)

Lawful processing
of personal data

for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

IV.30(1)(b)(v)

Lawful processing
of personal data

the performance of any task carried out by a public authority;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.30(1)(b) (vi)

Lawful processing
of personal data

for the exercise, by any person in the public interest, of any other functions
of a public nature;

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.30(1)(b)(vii)

Lawful processing
of personal data

for the legitimate interests pursued by the data controller or data
processor by a third party to whom the data is disclosed, except if the
processing is unwarranted in any particular case having regard to the harm
and prejudice to the rights and freedoms or legitimate interests of the data
subject; or

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1V.30(1)(b) (viii)

Lawful processing
of personal data

for the purpose of historical, statistical, journalistic, literature and art or
scientific research.

Functional

Subset Of

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

Mechanisms exist to address the use of Personal Data (PD) for internal
testing, training and research that:

(1) Takes measures to limit or minimize the amount of PD used for
internal testing, training and research purposes; and

(2) Authorizes the use of PD when such information is required for
internal testing, training and research.

1V.30(2)

Lawful processing
of personal data

Further processing of personal data shall be in accordance with the
purpose of collection.

Functional

Subset Of

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws. ions and

1V.30(3)

Lawful processing
of personal data

A data controller who contravenes the provisions of sub-section (1)
commits an offence.

Functional

No
Relationship

N/A

N/A

V.31

Data protection
impact

N/A

Functional

No

N/A

N/A

N/A
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STRM Secure Controls Framework (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h 8
Rationale Control Desc Relationship
Data protection |Where a processing operation is likely to result in high risk to the rights and bata Protection Impact Mechanisms exist to conduct a Data Protection Impact Assessment
V.31(1) impact freedoms of a data subject, by virtue of its nature, scope, context and Functional Subset Of Assessment (DPI?R) RSK-10  |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 10
purposes. a data controller or data processor shall, prior to the store. process and/or transmit Personal Data (PD) to identify and
Date protection |- 4218 Protection impact assessment shallinclude the following — Mechanisms exist to conduct a Data Protection Impact Assessment
Va1 et runctional | subsetof | D3t Protectionimpact | L |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 1
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
date protection|° i of the envisaged and the Mechanisms exist to conduct a Data Protection Impact Assessment
V3120 impact purposes of the processing, including, where applicable, the legitimate Functional | subsetof | D@taProtectionimpact | o |(DPIA) on Technology Assets, Applications andor Services (TAAS) that o
ot interest pursued by the data controller or data processor; Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
d risks.
Data protection an assessment of the necessity and proportionality of the processing Mechanisms exist to conduct a Data Protection Impact Assessment
V1I0) W:pm operations in relation to the purposes; Functional | subsetof | D@taProtectionimpact | o |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 0
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
Dota protection | 3" @ssessment of the isks to the rights and freedoms of data subjeots; Mechanisms exist to conduct a Data Protection Impact Assessment
VAT W:pm runctional | subsetof | D3t Protectionimpact | . |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 0
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment
d risks.
Data rotection | e measures envisaged to address the fisks and the safeguards, seourity Mechanisms exist to conduct a Data Protection Impact Assessment
V312 W:pm measures and mechanisms to ensure the protection of personaldataand | ¢ | g o | DataProtection Impact | oy o |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 0
ot to demonstrate compliance with this Act, taking into account the rights, Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
and legitimate interests of data subiects and other persons concerned. d risks.
The data controller or data processor shall consult the Data Commissioner
Data protection toth fa dat tecti ¢ t d Mechanisms exist to conduct a Data Protection Impact Assessment
P! priortotthe processingif a data protection impact assessment prepare Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
v.31(3) impact under this section indicates that the processing of the data would resultin | Functional | ~Subset Of RSK-10 10
Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
assessment a high risk to the rights and freedoms of a data subject.
remediate reasonably-expected risks.
For the purposes of this section, a "data protection impact assessment"
Data protection means an assessment of the impact of the envisaged processing -
V.31(4) impact operations on the protection of personal data. Functional N/A N/A N/A 0
Relationship
assessment
Data protection | The data impact assessment reports shall be submitted sixty days prior to Security, Compliance & Mechanisms exist to submit status reporting of the organization's
v.31(5) impact the processing of data. Functional |Intersects With|  Resilience Status GOV-17  |security, compliance and/or resilience program to applicable statutory 8
Reporting and/or regulatory as required.
Data protection | The Data Commissioner shall set out guidelines for carrying out an impact o
v.31(6) impact assessment under this section. Functional - N/A N/A N/A o
Relationship
N/A
Conditions of N
V.32 Functional e N/A N/A N/A o
consent Relationship
vz Conditions of ‘Adata controller or data processor shall bear the burden of proof for Functional | ntersects with] APty To D! ohLots exist to ensure the is able N
consent a data subiect's consent to the of their personal Conformity security. and/or resilience capability conformity with
Unless otherwise provided under this Act, a data subject shall have the Mechanisms exist to allow data subjects to revoke consent to collect,
V320 Conditions of right to withdraw consent at any time. runctional | intersectswith|  Revoke Gonsent PRI0a.4 |Feceive. process, store, transmit, share and/or update their Personal .
consent Data (PD).
Conditions of The withdrawal of consent under sub-section (2) shall not affect the Mechanisms exist to allow data subjects to revoke consent to collect,
1v.32(3) o lawfulness of processing based on prior consent before its withdrawal. Functional |IntersectsWith|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 8
Data (PD).
Conditions of In determining whether consent was freely given, account shall be taken of Mechanisms exist to enable data subjects to authorize the collection,
1v.32(4) ot whether, among others, the performance of a contract, including the Functional |Intersects With| Data Subject Consent |  PRI-03 |receipt, processing, storage, transmission, sharing, updating and/or 8
provision of a service, is on consent to the of disposal of their Personal Data (PD). where the data subiect is
In determining whether consent was freely given, account shall be taken of exist to prevent against a data subject for
whether, among others, the performance of a contract, including the their legal rights pertaining to modifying or revoking consent,
provision of a service, is conditional on consent to the processing of including prohibiting:
personal data that is not necessary for the performance of that contract. (1) Refusing products and/or services;
Conditions of Product or S ;
Va2 onditions of Functional | intersects witn| _Product or Service pRI0a5 |(2) Charging different rates for goods and/or services; and 3
consent Delivery Restrictions (3) Providing different levels of quality.
N/A
Processing of o
V.33 personal data Functional | oo N/A N/A N/A o
relating to a child o
Processing of Every data controller or data processor shall not process personal data Usage Restrictions of Mechanisms exist to restrict collecting, receiving, processing, storing,
1v.33(1) personal data relating to a child unless — Functional | Subset Of Poraonsl Daa (°D) PRI-05.4 |transmitting, sharing and/or updating Personal Data (PD) to: 10
relating to a child (1) The purpose(s) originally collected, consistent with the data privacy
consent is given by the childs parent or guardian; and Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Processing of Usogo Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
Iv.33(1)(a) personal data Functional | Subset Of poraonal Dot (°D) PRI-05.4 [notice(s); 10
relating to a child (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the processing is in such a manner that protects and advances the rights Mechanisms exist to restrict collecting, receiving, processing, storing,
and best interests of the child. transmitting, sharing and/or updating Personal Data (PD) to:
Processing of Usogo Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
IV.33(1)(b) personal data Functional | Subset Of poraonal Dot (°D) PRI-05.4 [notice(s); 10
relating to a child (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Adata controller or data processor shall incorporate appropriate Mechanisms exist to limit the collection, receiving, processing, storage,
mechanisms for age verification and consent in order to process personal transmission, sharing, updating and/or disposal of Personal Data (PD)
Processing of data of a child. Reasonable Data Privac, ingto consumer for what is necessary
1v.33(2) personal data Functional |Intersects With Procticon Y| PRI-01.11 |and proportionate. 8
i
relating to a child
Processingof Adata controller or data processor shall incorporate appropriate Mechanisms exist to obtain parental or guardian consent for Personal
i P: it t- i
V332 personal dote mechanisms for age verlfication and consentin order to process personal | ¢ oo | | Parentor Guardian Opt | o - | Data (PD) processing actions through reasonable consumer .
° data of a child. In Consent For Minors expectations, when the data subject is a minor.
relating to a child
f nder sub- 2) shall n Mechanisms exist to limit the collection, receiving, pr ng, storage,
go unde (2) shall be o Reasonable Data Privacy echanisms exist o imit the callection, receiving, processing, storage
1v.33(3) personal data the basis of— Functional | Intersects With A, PRI-01.11 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
relating to a child ingto consumer for what is necessary
Processingof available technology; Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ nable Data Pr issit
V3306 personal dote Functional. | Intersects witn | R6250n@01e Data Privacy | o o | ransission, sharing, updating and/or disposal of Personal Data (PD) s
; Practices to consumer for what is necessary
relating to a child °
and
volume of personal data processed; Mechanisms exist to limit the collection, receiving, processing, storage,
Processing of Reasonable Data Privacy transmission, sh dating and/or disposal of P | Data (PD)
riv
1V.33(3)(b) personal data Functional |Intersects With 5 Y| pRi-pt.q7 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
; Practices to consumer for what is necessary
relating to a child °
and
proportion of such personal data likely o be that of a child; Mechanisms exist to limit the collection, receiving, processing, storage,
Processing of Reasonable Data Privacy transmission, sh dating and/or disposal of P | Data (PD)
riv
1V.33(3)(c) personal data Functional |Intersects With 5 Y| pRi-gt.q7 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
; Practices to consumer for what is necessary
relating to a child °
and
possibility of harm to a child arising out of processing of personal data; Mechanisms exist to limit the collection, receiving, processing, storage,
Processing of d Reasonable Data Privacy transmission, sh dating and/or disposal of P { Data (PD)
an rivi ransmission, sharing, updating and/or disposal of Personal Data
IV.33(3)(c) personal data Functional |Intersects With ° Y| PRio1.11 & Updating P 5
? Practices to consumer forwhat is necessary
relating to a child °
and
Processingof such other factors as may be specified by the Data Commissioner. Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
1V.33(3)(e) personal data Functional |Intersects With Y| PRio1.11 & Updating P (°D) 5

relating to a child

Practices

to consumer for what is necessary

and

Secure Controls Framework (SCF)

60of 14



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

STRM Gui

Focal Documen

Focal URI
Published STRM URL:

19/TheD:

ken-pda-2019.pdf

q Kenya - Data Protection Act (DPA) (2019)

No240f2019.pdf

: y pping:
RM Secure Controls Fi K (SCF Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) o
Rationale Control Desc Relationship
Processingof Adata controller or data processor that exclusively provides counselling or Mechanisms exist to obtain parental or guardian consent for Personal
Parent or Guardian Opt-
V35 personal dota child protection services to a child may not b required to obtain parental | g ol | Parentor Guardian Opt- | L oo | Data (PD) processing actions through reasonable consumer s
consent as set out under sub-section (1). In Consent For Minors expectations, when the data subject is a minor.
relating to a child
N/A
Restricti N
V.34 estrictions on Functional e N/A N/A N/A o
processing Relationship
waa0) Restrictionson | Adata controller o data processor shall, at the request of a data subject, | oo =™ " Data Subject 06 exist to provide data subjects the ability to: o
restrict the of personal data where— (1) Access their Personal Data (PD) that is being processed. stored and
accuracy of the personal data is contested by the data subject, for a period Mechanisms exist to maintain a process for:
enabling the data controller to verify the accuracy of the data; (1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2)Di i or of PD to other authorized
users of the PD.
Restrictions on Correcting Inaccurate
Iv.34(1)(a) Functional | Intersects With PRI-06.1 5
processing Personal Data (PD)
personal data is no longer required for the purpose of the processing, Mechanisms exist to:
Rostrictionson | s the data controlleror data processor requires the personal data for Porsonal Data (°D) (1) Retain Personal Data (PD), including metadata, for an organization-
IV.34(1)(b) the establishment, exercise or defence of a Legal claim; Functional | Intersects With PRI-05 |defined time period to fulfill the purposefs) identified i the notice or as 5
processing Retention & Disposal
required by law;
(2) Dispose of. destrovs. erases. and/or the PD. regardless
processing is unlawful and the data subject opposes the erasure of the Mechanisms exist to limit the collection, receiving, processing, storage,
personal data and requests the restriction of their use instead; o transmission, sharing, updating and/or disposal of Personal Data (PD)
to consumer for what is necessary
Restrictions on Reasonable Data Privacy and proportionate.
IV.34(1)(c) Functional | Intersects With PRI-01.11 5
processing Practices
data subject has objected to the processing, pending verification as to Mechanisms exist to limit the collection, receiving, processing, storage,
Restricti R ble Data Pri
W30 estrictions on | whether the legitimate interests of the data controller or data processor Functional | intersects witn | Reasonable Data Privacy | |transmission, sharing, updating and/or disposal of Personal Data (PD) s
processing overrides those of the data subject. Practices ding to consumer for what is necessary
and
Where processing of personal data is restricted under this section—
Restricti N
v.34(2) estrictions on Functional e N/A N/A N/A o
processing Relationship
Va2 Restrictionson | the personal data shall, unless the data s being stored, only be processed | - T " - [Reasonable Data Privacy | o | Mechanisms exist to imit the collection, receiving, processing, storage, R
with the data subiect's consent or for the exercise or Practices sharing. updating and/or disposal of Personal Data (PD)
the data controller shall inform the data subject before withdrawing the exist o craft and to data
p— Restrictionson  |restriction on processing of the personal data. Functional. | intersects Wit Data Subject pRigy  |sublectsinamanner thatis concise, unambiguous and R
processing Communications understandable by a reasonable person.
The data controller or data processor shall implement mechanisms to Mechanisms exist to:
Restrictions on . — Personal Data (PD) . " y
1v.34(3) osesuing ensure that time limits established for the rectification, erasure or Functional [ IntersectsWith| ~=r*01® P98 ) | pRI-05 | (1) Retain Personal Data (PD), including metadata, for an organization- 8
s restriction of of personal data, or for a periodic review of the P defined time period to fulfill the purpose(s) identified in the notice or as
N/A
Automated o
Iv.35 individual Functional - N/A N/A N/A )
¢ Relationship
decision making
Automated Every data subject has a right not to be subject to a decision based solely Atomated Data Automated mechanisms exist to adjust data that is able to be
1v.35(1) individual on automated processing, including profiling, which produces logal effects | Functional [ Intersects With| ¢ "3 9% | pRL.02.2 | collected, received, processed, stored, transmitted, shared, updated 5
decision making or significantly affects the data subiect. & and/or disposed, based on updated data subiect i
Atomated Every data subject has a right not to be subject to a decision based solely Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
i Making Technol Mak
W3s1) it on automated processing, including profiling, which produces legal effects | ool | Making Technology R (ADMT) where replaces, or R
oo concerning or significantly affects the data subject. (ADMT) For Data Subject replaces, human conforms with all
8 Actions licable statutory. regulatory and/or i
Every data subject has a right not to be subject to a decision based solely Mechanisms exist to provide concise, unambiguous and
on including profiling, which produces legal effects Automated Decision- on how data subjects can opt-out of
1v.35(1) individual concerning or significantly affects the data subject. Functional |Intersects With| ~ MakingTechnology | PRI-19.2 |Automated Decision-Making Technology (ADMT). 8
decision making (ADMT) Opt-Out Consent
rtomated Sub-section (1) shall not apply where the decision is - Mechanisms exist to limit the collection, receiving, processing, storage,
v.35(2) individual Functional | Intersects With Reasonable Pam Privacy PRI-01.11 zransm?ssion‘ sharing, updating and/or disposal of Person?LDa(a (PD) 5
¢ Practices to consumer for what is necessary
decision making °
and
rtomated necessary for entering into, or performing, a contract between the data Mechanisms exist to limit the collection, receiving, processing, storage,
Was@e) e subject and a data controller; Functional | Intersocts with | Re250nabe Data Privacy | oo, o - |transrmission, sharing, updating andor disposal of Personal Data (°D) s
¢ Practices to consumer for what is necessary
decision making
and
rtomated authorised by a law to which the data controller is subject and which lays Mechanisms exist to limit the collection, receiving, processing, storage,
itable 1 fe th t: t's hts, fr R ble Data Pi t , sharing, i 1/ 1 of Pe | Data (PD)
Pp— it down suitable measures to safeguard the data subject’ ights,freedoms | p ol | Roasonable DataPrivacy | o oo - transmission, sharing, updating and/or disposal of Personal Data (°D) s
and legitimate interests; or Practices ding to consumer for what is necessary
decision making
and
Atomated based on the data subject's consent. Mechanisms exist to limit the collection, receiving, processing, storage,
Re ble Data P t , sharing, t i/ Lof P L Data (PD,
V.352)(0) individual Functional | Intersects witn | Reasonable DataPrivacy | oo o ransmfss-on sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
decision making
and
Where a data controller or data processor takes a decision, which
Automated roduces legal effects or significantly affects the data subject based solel No
" signifi
1v.35(3) individual produces leg: or sig! 4 ubj Y| Functional No N/A N/A N/A 0
on automated processing— Relationship
decision making
Automated the data controller or data processor must, as soon as reasonably ‘Automated Decision- Mechanisms exist to notify data subjects of their rights through a pre-
1V.35(3)(a) individual practicable, notify the data subject in writing that a decision has been Functional Intersects With Making Technology PRI-19.1 use notice when their Personal Data (PD) will be processed by an 5
decision making __ | taken based solely on ing: and (ADMT) Use Automated Decision-Mal (ADMT).
Automated the data controller or data processor must, as soon as reasonably bata Subjoct exist to oraft and to data
IV.35(3)(@) individual practicable, notify the data subject in writing that a decision has been Functional [ Intersects With| 2918 242 PRI-17  |subjects ina manner that is concise, unambiguous and 8
unicati
decision making __ | taken based solely on ing: and bva person.
Automated the data subject may, after a reasonable period of receipt of the o
1V.35(3)(b) individual notification, request the data controller or data processor to— Functional | e N/A N/A N/A )
decision making 2
Automated reconsider the decision; or bota Subjoct exist to provide data subjects the ability to:
IV.35(3)(b)i) individual Functional | Intersects With S PRI-06 (1) Access their Personal Data (PD) that is being processed, stored and 5
w
decision making P shared. excent where the burden. risk or expense of providing access
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take a new decision that is not based solely on automated processing. exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Automated Data Subject d d
1V.35(3)(b)ii) individual Functional | Intersects With ) PRI-0g |disPosed: . 5
Empowerment (3) Obtain the source(s) o their PD;
decision making
(4) Obtain the categories of their PD being collected, received,
stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Adata controller or data processor, upon receipt of a request under sub-
section (3), shall within a reasonable period of time —
Automated No
1v.35(4) individual Functional N/A N/A N/A )
ne Relationship
decision making
Automated consider the request, including any information provided by the data Data Subject Feedback Mechanisms exist to maintain a process to efficiently and effectively
IV.35(4)(a) individual subject that is relevant tot; Functional | Intersects With e PRI-06.4 |respond to requests, complaints, concerns and/or questions from 3
decision making & data subiects about Personal Data (PD) the
comply with the request; and Mechanisms exist to maintain a process to efficiently and effectively
Automated
utomate Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
IV.35(4)(b) individual Functional | Intersects With VAN, PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 3
decision making & collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
by notice in writing inform the data subject of — Mechanisms exist to maintain a process to efficiently and effectively
Automated Data Subject Feadback respond to requests, complaints, concerns and/or questions from
IV.35(4)(c) individual Functional | Intersects With Managomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
decision making collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the steps taken to comply with the request; and Mechanisms exist to maintain a process to efficiently and effectively
Automated
utomate Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
1V.35(4)(c)(i) individual Functional | Intersects With Momagoment PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 3
decision making collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
the outcome of complying with the request. Mechanisms exist to maintain a process to efficiently and effectively
) Automated Data Subject Feadback respond to requests, complaints, concerns and/or questions from
IV.35(4)(c)(ii) individual Functional | Intersects With Managomont PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 3
decision making collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
The Cabinet Secretary may by Regulations make such further provision to
Automated provide sitable measures to safeguard a data subject's rights, freedoms o
1v.35(5) individual and legitimate interests in connection with the taking of decisions based | Functional | o 19 N/A N/A N/A )
decisionmaking [solely on automated processing. °
Adata subject has a right to object to the processing of their personal data, Prohibition of Selling, Mechanisms exis to prevent the sale, processing and/or sharing of
w6 Objosting to procassing | €S the data controlleror data processor demonsirates compeling Functional | intersectswitn| _ Processing and/or pRI03a |Personal Data (PD) when: s
legitimate interest for the processing which overrides the data subject's Sharing Personal Data (1) Instructed by the data subject; or
interests. o for the establi exercise or defence of a legal claim. (D) (2) The data subiect is a minor. where selling and/or sharing PD is
Adata subject has a right o object to the processing of their personal data, Mechanisms exist to restrict collecting, receiving, processing, storing,
unless the data controller or data processor demonstrates compelling Usogo Restrictions of transmitting, sharing and/or updating Personal Data (PD) to:
V.36 Objecting to processing |legitimate interest for the processing which overrides the data subject's Functional | Intersects with |~ 025" T8 000 PRI-05.4 (1) The purpose(s) originally collected, consistent with the data privacy 5
interests, or for the establishment, exercise or defence of a legal claim. notice(s);
(2) What s authorized by the data subiect. or authorized agent: and
N/A
c L N
v.37 ommerciatuse Functional e N/A N/A N/A 0
of data Relationship
W) Commercialuse A person shall not use,for commercial purposes, persoral data obtained | o T T Statutory, Regulatory & |- | Mechanisms exist to faciltate the dentification and implementation of o
of data bursuant to the provisions of this Act unless the person — c c relevant statutory. regulatory and controls.
h ht and obtained tfrom a data subject;
Commercial use 'as sought and obtained express consent from a data subject; or Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
IV.37(1)(@) Functional | Subset Of cPLO1 10
of data Contractual Compliance relevant statutory, regulatory and contractual controls.
is authorised to do o under any written aw and the data subject has been ) -
c L Statutory, Regulatory & Mech: t to facilitate the identification and implementation of
IV.37(1)(b) ommerclaluse | ormed of such use when collecting the data from the data subject. Functional Subset Of atutory, Regulatory CPL-01 ‘echanisms existto facilitate the identification and implementation of 10
of data Contractual Compliance relevant statutory, regulatory and contractual controls.
Adata controller or dat that L data f U
Commercial use jata coniroter or data progessor that uses persona’ data for commereia Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
Iv.37(2) purposes shall, where possible, anonymise the data in such a manneras | Functional | Subset Of cPLO1 10
of data ° Contractual Compliance relevant statutory, regulatory and contractual controls.
to ensure that the data subiject is no longer
The Cabinet Secretary, in consultation with the Data Commissioner, may
VA7) Commercialuse  |prescribe practice guidelines for commercial use of personal data n runctional | subsetor | Statuton: Regulatory& | o |Mechanisms existto facilitate the identification and implementation of o
of data accordance with this Act. Contractual Compliance relevant statutory, regulatory and contractual controls.
N/A
Right to dat N
Iv.38 ight to data Functional o N/A N/A N/A 0
portability Relationship
was() Right to data Adata subject has the right to receive personal data concerning themina | - T L Data Subject 06 exist to provide data subjects the ability to: .
portability tructured, commonly used and machine-readable format. (1) Access their Personal Data (PD) that is being d, stored and
Adata subject has the fight to receive personal data concerning them in a Mechanisms exist to format exports of Personal Data (PD) ina
structured, commonly used and machine-readable format. structured, machine-readable format that allows data subjects to
transfer their PD to another controller without hindrance.
Right to data
1v.38(1) Functional Intersects With Data Portability PRI-06.6 8
portability
gt to data Adata subject has the right to receive personal data concerning them in a porsonal Data (°D) Mechanisms exist to export a data subject's available Personal Data
1v.38(1) sortabily structured, commonly used and machine-readable format. Functional | Intersects With s PRI-06.7 |(PD)in a readily usable format, upon an authenticated request. 5
‘Adata subject has the right to transmit the data obtained under sub- exist to provide data subjects the ability to:
Right to data Data Subject
1v.38(2) pbii section (1), to another data controller or data processor without any Functional | Intersects With o PRI-06 (1) Access their Personal Data (PD) that is being processed, stored and 8
P Y hindrance. P shared. except where the burden. risk or expense of providing access
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Adata subject has the right to transmit the data obtained under sub- Mechanisms exist to format exports of Personal Data (PD) in a
section (1), to another data controller or data processor without any structured, machine-readable format that allows data subjects to
hindrance. transfer their PD to another controller without hindrance.
Right to data
Iv.38(2) ent to Functional |IntersectsWith|  Data Portability PRI-06.6 5
portability
A data subject has the right to transmit the data obtained under sub- Mechanisms exist to export a data subject’s available Personal Data
Right to data ) : Personal Data (PD)
1v.38(2) it section (1), to another data controller or data processor without any Functional | Intersects With e PRI-06.7 |(PD) in a readily usable format, upon an authenticated request. 5
s Y hindrance. P
et to ot Where technically possible, the data subject shall have the right to have oata Subrect exist to provide data subjects the ability to:
1v.38(3) ol the personal data transmitted directly from one data controller or Functional  [IntersectsWith| 2 P00 PRI-06 (1) Access their Personal Data (PD) that is being processed, stored and 8
s Y processor to another. P shared, excent where the burden. risk or expense of providing access
Where technically possible, the data subject shall have the right to have Mechanisms exist to format exports of Personal Data (PD) in a
the personal data transmitted directly from one data controller or structured, machine-readable format that allows data subjects to
processor to another. transfer their PD to another controller without hindrance.
Right to data
1v.38(3) Functional |Intersects With|  Data Portability PRI-06.6 5
portability
Alght o data Where data controller or data processor dectines to comply with a request data Subject Feadback Mechanisms exist to maintain a process to efficiently and effectively
1V.38(4) o under sub-section (3), the Data Commissioner may make a determination | Functional | Intersects With e PRI-06.4 |respond to requests, complaints, concerns and/or questions from 3
s Y on the technical capacity of the data controller or data processor. & data subiects about Personal Data (PD) the
The right under this section shall not apply in circumstances where —
Right to data ) No
1v.38(5) Functional o N/A N/A N/A )
portability Relationship
v Right to data Processing may be necessary for the performance of a task carried outin | o No A A A o
portability the public interest or in the exercise of an official authority: or
. Right to data it may adversely affect the rights and freedoms of others. Functionat No A A A o
portability
vase) Right to data A data controler o data processor shall comply with data portabilty Functionat No A A A o
portability reauests. at cost and within a period of thirty davs.
v Right to data Where the portability request is complex or numerous, the period under Functionat No A A A o
portability sub-section (6) may be extended for a further period as may be
Limitation to No
V.39 retention of Functional N/A N/A N/A )
Relationship
personal data
Limitation to A data controller or data processor shall retain personal data only as long personal Data (°D) Mechanisms exist to:
1v.39(1) retention of as may be reasonably necessary to satisfy the purpose for which itis Functional | SubsetOf | - 98" 1 pRL05 | (1) Retain Personal Data (PD). including metadata, for an organization- 10
personal data processed unless the retention is — P defined time period to fulfill the purpose(s) identified in the notice or as
required or authorised by law; Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfll the purpose(s) identified in the notice or as
Limitation t i
imitation to Persanal Data (°D) required by law;
IV.39(1)(a) retention of Functional | Subset Of PRI05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 10
Retention & Disposal
personal data of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
reasonably necessary for a lawful purpose; Mechanisms exist t
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfll the purpose(s) identified in the notice or as
Limitati T i
imitation to Personal Data (°D) required by law; )
IV.39(1)(b) retention of Functional | Subset Of PRI-05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 10
Retention & Disposal
personal data of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
authorised or consented by the data subject; or Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfll the purpose(s) identified in the notice or as
Limitation t i
imitation to Persanal Data (°D) required by law;
v.39(1)(c) retention of Functional | Subset Of PRI05 |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 10
Retention & Disposal
personal data of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
for historical, statistical, journalistic literature and art or research Mechanisms exist to:
purposes. (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
Limitation t i i
imitation to Porsonal Data (°D) required by law;
V.39(1)(d) retention of Functional Subset Of Retention & Disposal PRI-05 (2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 10
personal data of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
‘A data controller or data processor shall delete, erase, anonymise or Mechanisms exist to anonymize data by removing Personal Data (PD)
pseudonymise personal data not necessary to be retained under sub- from datasets.
section (1) in a manner as may be specified at the expiry of the retention
Limitati 1
imitation to period. De-Identification
Iv.39(2) retention of Functional | Intersects With " DCH-23 8
(Anonymization)
personal data
mitationto 'Adata controller or data processor shall delete, erase, anonymise or Mechanisms exist to:
i - Pe L Data (PD) i i ion-
Va9) oo pseudonymise personal data not necessary to be retained under sub Functional | 1ntersocts witn| _Persenal Data (PD) pri0s _|(1) Retain Personal Data (PD) including metadta,for an organization .
ersonal data section (1) in a manner as may be specified at the expiry of the retention Retention & Disposal defined time period to fulfill the purpose(s) identified in the notice or as
P period. required by law:
N/A
Right of o
Iv.40 rectification and Functional - N/A N/A N/A 0
Relationship
erasure
Right of A data subject may request a data controller or data processor — oata Subroct exist to provide data subjects the ability
Iv.40(1) rectification and Functional [ Intersects With| %1% 2001 PRI-06 (1) Access their Personal Data (PD) that is being processed, stored and 5
erasure P shared. except where the burden. risk o expense of providing access
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to rectify without undue delay personal data in its possession or under its exist to provide data subjects the ability to:
control thatis out-dated, or or (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Rightof received, processed, stored, transmitted, shared, updated and/or
Data Subject 3
IV.40(1)(a) rectification and Functional | Intersects With bl pRi-0s | disPosed; . 8
erasure Empowerment (3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
to rectify without undue delay personal data in its possession or under its Mechanisms exist to maintain a process for:
control that is i out-dated, i or or (1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2)Di i or of PD to other authorized
users of the PD.
Right of
Correcting Inaccurate
Iv.40(1)(a) rectification and Functional | Intersects With PRI-06.1 5
Personal Data (PD)
erasure
to erase or destroy without undue delay personal data that the data exist to provide data subjects the ability to:
Right of controller or data processor is no longer authorised to retain, irrelevant, Dato Subjoct (1) Access their Personal Data (PD) that is being processed, stored and
IV.40(1)(b) rectificationand | excessive or obtained unlawfully. Functional | Intersects With o PRI-06  |shared, except where the burden, risk or expense of providing access 8
erasure P would be disproportionate to the benefit offered to the data subject
through granting acce
to erase or destroy without undue delay personal data that the data
controller or data processor is no longer authorised to retain, irrelevant,
excessive or obtained unlawfully.
Right of Mechanisms exist to maintain a process to erase a data subject's
IV.40(1)(b) rectification and Functional |IntersectsWith|  Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 8
erasure and contractual obligations pertaining to the retention of their PD.
Aightof :Nherethe data con!mller‘:zsdsrt\ared (‘heuperso;a: datawitha (r:u:Lp'aLly — axist o nform applicable third-partcs of any
IV.40(2) rectification and or processing purposes, the data controller or data processor shall take Functional | Intersects With g PRI-07.3 |modification, deletion or other change that affects shared Personal 5
allreasonable steps to inform third parties processing such data, that the Third-Parties
erasure Data (PD).
data subiect has reauested —
Aightof the rectification of such personal data in their possession or under their Data Privacy Mechanisms exist to include data privacy requirements in contracts
' R ts .
W.a00)e) rectifieationang | controtthatis out-dated, or or Functional | intersacts with equirements for pRI07 | other acauisition-related documents that establish data privacy s
oy Contractors & Service foles and responsibilities for contractors and service providers.
Providers
Aightof the erasure or destruction of such personal data that the data controller is Data Privacy Mechanisms exist to include data privacy requirements in contracts
i i . R ts -
W.402)0) ectifieationang |10 tonger authorised to retain, irelevant, excessive or obtained untawfuly. | o cf equirements for pRi07 | other acauisition-related documents that establish data privacy s
o Contractors & Service roles and responsibilities for contractors and service providers.
Providers
Aightof Where a data controller or data processor is required to rectify or erase Mechanisms exist to maintain a process to erase a data subject's
’ licabl
V400 ectifisationand | PerSonal data under sub-section (1), but the personal data isrequired for | oL P0G |PersonalData (PD),in ewith taws, N
oy the purposes of evidence, the data controller or data processor shall, and contractual obligations pertaining to the retention of their PD.
instead of erasing or rectifving. restrict its and inform the data
Where a data controller or data processor s required to rectify or erase Data privac Mechanisms exist to include data privacy requirements in contracts
Right of personal data under sub-section (1), but the personal data is required for Reqwemmsyfm and other acquisition-related documents that establish data privacy
1v.40(3) rectificationand | the purposes of evidence, the data controller or data processor shall, Functional [ Intersects With | “S4IOMTE " | pRI-07.1 | roles and responsibilites for contractors and service providers. 5
erasure instead of erasing or rectifying, restrict its processing and inform the data oo
subiect within a time.
Where a data controller or data processor is required to rectify or erase oxist to inform applicable third-parties of any
Right of personal data under sub-section (1), but the personal data is required for Obligation To nform modification, deletion or other change that affects shared Personal
1V.40(3) rectificationand |the purposes of evidence, the data controller or data processor shall, Functional | Intersects With e Poing PRI-07.3 |Data (PD). 8
erasure instead of erasing of rectifying, restrict its processing and inform the data
subiect within a time.
N/A
Data protection by o
v.41 design or by Functional e NA NA N/A 0
Relationship
defaut
Data protection by | Every data controller or data processor shall implement appropriate Securityof Porsonal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
v.41(1) design or by technical and organisational measures which are designed — Functional | Subset Of Y 0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 10
default scoped to protect the and integrity of the PD.
Data protectionby _|1© MPlement the data protection principles inan effective manner; and Mechanisms exist to ensure Personal Data (PD) is protected by logical
S ity of Pe | Dat: hysical ity fe that ffi it tel)
Wat(e) P Functional | Subserof | 96U of PersonalData | o oo |and physical security safeguards that are sufficient and appropriately o
e (D) scoped to protect the confidentiality and integrity of the PD.
Data protection by _|© IMEFate necessary safeguards for that purpose nto the processing. Mechanisms exist to ensure Personal Data (PD) is protected by logical
S ity of Pe | Dat: hysical ity fe that ffi it tel)
. P Functional | Subserof | 96U of PersonalData | o oo |and physical security safeguards that are sufficient and appropriately o
e (D) scoped to protect the confidentiality and integrity of the PD.
Data protection by | T8 9U under subsection (1) applies both at the time of the determination Mechanisms exist to ensure Personal Data (PD) is protected by logical
f the f the t: t the ti f the 3 S ity of Pe | Dat: hysical ity fe that ffi it tel)
VAt P of the means of processing the data and at the time of the processing. Functional | Subserof | 90U of PersonalData | o oo |and physical security safeguards that are sufficient and appropriately o
e (D) scoped to protect the confidentiality and integrity of the PD.
Date protection by _|-4218 controller or data processor shallimplement appropriate technical Mechanisms exist to ensure Personal Data (PD) is protected by logical
VA1) P ¥ |and organisational measures for ensuring that, by default only personal | L eor [Seourityof PersonatData | o | and physical security safeguards that are suffcient and appropriately o
St data which is necessary for each specific purpose is processed, taking into (D) scoped to protect the confidentiality and integrity of the PD.
the amount of personal data collected; Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by Security of Personal Data and physical security safeguards that are sufficient and appropriatels
i i ici i
IV.41(3)(a) design or by Functional Subset Of Y PRI-01.6 phy urity safeguards tt suffict ppropriately 10
e (D) scoped to protect the confidentiality and integrity of the PD.
the extent of its processing; Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by Security of Personal Data and physical security safeguards that are sufficient and appropriatels
i i ici i
IV.41(3)(b) design or by Functional Subset Of Y PRI-01.6 phy urity safeguards tt suffict ppropriately 10
e (D) scoped to protect the confidentiality and integrity of the PD.
the period of its storage; Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by Security of Personal Data and physical security safeguards that are sufficient and appropriatel
V.41(3)(c) design or by Functional Subset Of Y PRI-01.6 physl urity safeguards that are suffici ppropriately 10
default (PD) scoped to protect the confidentiality and integrity of the PD.
its accessibility; and Mechanisms exist to ensure Personal Data (PD) is protected by logical
Data protection by Security of Personal Data and physical security safeguards that are sufficient and appropriatel
IV.41(3)(d) design or by Functional Subset Of Y PRI-01.6 physl urity safeguards that are suffici ppropriately 10
St (D) scoped to protect the confidentiality and integrity of the PD.

Secure Controls Framework (SCF)

100f 14



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2

Focal Documen

Focal URI

19/TheD:

q Kenya - Data Protection Act (DPA) (2019)

No240f2019.pdf

STRM Gui h heory pping Published STRM URL: ken-pda-2019.pdf
STRM S Controls Fi 'k (SCF) Sti th of
FDE Name. Focal Document Element (FDE) Description SCF Control o I CROIKIISCE) o
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Dt protection by |2 205t Of Processing data and the technologies and taols used. Mechanisms exist to ensure Personal Data (PD) is protected by logical
VAT dosign or by Functional | Subsetor | SeCUity of PersonalData| o o |and physical security safeguards that are sufficient and appropriately 0
; default (PD) : scoped to protect the confidentiality and integrity of the PD.
Dt protection by | 10 8v@ effect o this section, the data controller or data processor shall Mechanisms exist to ensure Personal Data (PD) is protected by logical
W) dosign or by consider measures such as — Functional | Subsetor | SeCUity of PersonalData| o o |and physical security safeguards that are sufficient and appropriately 0
; default (PD) : scoped to protect the confidentiality and integrity of the PD.
Data protection by | 198ty reasonably foresceable internal and external isks to personal Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.a1aa) dosign or by data under the person's possession or control; Functional | Subsetor | SeCUrity of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
ottt (PD) scoped to protect the confidentiality and integrity of the PD.
bata protaction by _|!© establish and maintain appropriate safeguards against the identified Mechanisms exist to ensure Personal Data (PD) is protected by logical
.a1@o) de';ign orby Y |risks; Functional | Subsetor | SeCurity of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
ettt (PD) scoped to protect the confidentiality and integrity of the PD.
Data protaction by _|© the Pseudonymisation and encryption of personal data; Mechanisms exist to ensure Personal Data (PD) is protected by logical
VAT de’;ig" by Y Functional subsetof | Securityof PersonalData| L o fand physical security safeguards that are sufficient and appropriately 10
ottt (PD) scoped to protect the confidentiality and integrity of the PD.
bata protaction by | the ability to restore the availability and access to personal data ina Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.a1aya) de';ign orby ¥ |timely mannerin the event of a physical or technical incident; Functional | Subsetof | Securityof PersonalData| o o [and physical security safeguards that are sufficient and appropriately 10
ottt (PD) scoped to protect the confidentiality and integrity of the PD.
Data protaction by | Veriy that the safeguards are effectively implemented; and Mechanisms exist to ensure Personal Data (PD) is protected by logical
VAT de’;ig" by Y Functional subsetof | Securityof PersonalData| L o fand physical security safeguards that are sufficient and appropriately 10
ettt (PD) scoped to protect the confidentiality and integrity of the PD.
Data protaction by | €NSure that the safeguards are continually updated in response to new Mechanisms exist to ensure Personal Data (PD) is protected by logical
WAt de’;ig" by Y| risks or deficiencies. runctional | subsetor | Securityof PersonalData| L | and physical security safeguards that are suffcient and appropriately 0
ettt (PD) scoped to protect the confidentiality and integrity of the PD.
Particulars of N/A
det N
V.42 letermining Functional © N/A N/A N/A 0
organisational Relationship
measures
of in the measures referred to in section 41, in Mechanisms exist to ensure Personal Data (PD) is protected by logical
Waz0t) determining particular, where the processing involves the transmission of data overan | | o |Security of Personal Data| o o |and physical security safeguards that are sufficient and appropriately 10
: and ication network, a data controller shall have (PD) | scoped to protect the confidentiality and integrity of the PD.
measures regard to —
Particulars of the state of technological development available; Mechanisms exist to ensure Personal Data (PD) is protected by logical
Waz()) determining Functional | subsetor | Security of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
: organisational (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of the cost of implementing any of the security measures; Mechanisms exist to ensure Personal Data (PD) is protected by logical
W.a20)0) determining Functional | subsetor | Security of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
: organisational (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of the special risks that exist in the processing of the data; and Mechanisms exist to ensure Personal Data (PD) is protected by logical
Va2t determining Functional | subsetor | Security of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
; organisational (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of the nature of the data being processed. Mechanisms exist to ensure Personal Data (PD) is protected by logical
Wz determining Functional | subsetor | Security of PersonalData| o | and physical security safeguards that are sufficient and appropriately 10
: organisational (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of Where a data controller is Using the services of a data processor — Mechanisms exist to ensure Personal Data (PD) is protected by logical
Va202) determining Functional | subsetor | Security of PersonalData| o |and physical security safeguards that are sufficient and appropriately 10
; organisational (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of the data controller shall opt for a data processor who provides sufficient Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.422)0) in respect of measures for the purpose of Functional | intersects with | SecUrity of PersonatData | o | and physical security safeguards that are sufficient and appropriately s
; organisational complying with section 41 (1); and (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of the data controller shall opt for a data processor who provides sufficient Data Privacy ] ] ]
tof for th " Requirements for Mechanisms exist to include data privacy requirements in contracts
IV.42(2)(a) inrespect o measures for the purpose of Functional | Intersects With o PRI-07.1 |and other acquisition-related documents that establish data privacy 5
organisational complying with section 41 (1); and Contractors & Service ’
o oo roles and responsibilities for contractors and service providers.
Particulars of the data controller and the data processor shall enter into a written Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.422)0) determining contract which shall provide that the data processor shall act only on Functional | intersects with | SecUrity of Personat Data | o | and physical security safeguards that are sufficient and appropriately s
- organisational instructions received from the data controller and shall be bound by (PD) | scoped to protect the confidentiality and integrity of the PD.
measures of the data controller.
Particulars of the data controller and the data processor shall enter into a written Data Privacy ] ] ]
determinin, tract which shall ide that the dat hall act onl Requirements for Mechanisms exist to include data privacy requirements in contracts
1V.42(2)(b) 2 contract which shall provide that the data processor shall act only on Functional | Intersects With o PRI-07.1 |and other acquisition-related documents that establish data privacy 5
organisational instructions received from the data controller and shall be bound by Contractors & Service ’
o o et oo roles and responsibilities for contractors and service providers.
of the data controller.
Particulars of Where a data processor processes personal data other than as instructed Mechanisms exist to ensure Personal Data (PD) is protected by logical
Va2 determining by the data controller, the data processor shall be deemed to be a data Functional | intersects with | SecUrity of Personat Data | o | and physical security safeguards that are sufficient and appropriately s
) organisational controller in respect of that processing. (PD) : scoped to protect the confidentiality and integrity of the PD.
measures
Particulars of Where a data processor processes personal data other than as instructed Data Privacy ] ] ]
determinin, by the dat troller, the dat hall be d dtob dat. Requirements for Mechanisms exist to include data privacy requirements in contracts
V.42(3) 2 'y the data controller, the data processor shall be deemed tobe a data Functional | Intersects With o PRI-07.1 |and other acquisition-related documents that establish data privacy 5
organisational controller in respect of that processing. Contractors & Service ’
o oo roles and responsibilities for contractors and service providers.
Particulars of Adata controller or data processor shall take all reasonable steps to Mechanisms exist to ensure Personal Data (PD) is protected by logical
.2 determining ensure that any person employed by or acting under the authority of the Functional | intersects with | SecUrity of Personat Data | - | and physical security safeguards that are sufficient and appropriately s
) organisational data controller or data processor, complies with the relevant security (PD) : scoped to protect the confidentiality and integrity of the PD.
measures measures.
Particulars of A data controller or data processor shall take all reasonable steps to Data Privacy . N N
determinin that oo b a dor the authortty of th Requirements for Mechanisms exist to include data privacy requirements in contracts
ini i
V.42(4) 4 8 ensure that any person employed by or acting under the authority of the Functional | Intersects With qu PRI-07.1 |and other acquisition-related documents that establish data privacy 5
organisational data controller or data processor, complies with the relevant security Contractors & Service L N N
e ren rouiors roles and responsibilities for contractors and service providers.
u measures. vi
Notification and o
V.43 communication of Functional - N/A N/A N/A 4
Relationship
breach
Notificationand | Where personal data has been accessed or acquired by an unauthorised .
1v.43(1) communication of | person, and thereis a real risk of harm to the data subject whose personal | Functional [ 5 N/A N/A N/A 4
breach data has been subiected to the access, a data controller <
tify the Data Ci issi ithout delay, withi y h f .
Notification and SD A f uch breach; and e e Cyber Incident Reporting Mechanisms exist to report sensitive and/or regulated data incidents in
; isms exi itive e incidents i
1V.43(1)(a) communication of ecoming aware of such breach; an Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 > P B 8
a timely manner.
breach Data
Notificationand | subject to subsection (3), communicate to the data subject in writing I ncidont Stakenolder exist to timely-report incidents to
IV.43(1)(b) of |withina practical period, unless the identity of the data subject | Functional |Intersects With Aoporting IRO-10 (1) Internal stakeholders; 8
breach cannot be P (2) Affected clients & third-parties: and
Notification and Where the notification to the Data Commissioner is not made within i exist to timel P incidents to
ificati Incic it Stakehol 1) Inte | stakehols .
Va32) communication of y-two hours, the shall be byreasonsfor | i | intersects witn| | IoTdeNt Stakeholdor jRo-to|(MIntemal stakeholders; s
remen the delay Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Notificationand | "Where a data processor becomes aware of a personal data breach, the isms exist to timely-report incidents to
i Incic it Stakehol 1) Inte | stakehols .
V433) communication of |82 Processor shall notify the data controller without delay and where Functional | Intersects witn| "1dent Stakeholder jRo-to|(Mntemal stakeholders; s
bremch reasonably practicable, within forty-eight hours of becoming aware of such Reporting (2) Affected clients & third-parties; and
breach. (3) Regulatory
Notificationand | T1® data controller may delay or restriot communication referred to under isms exist to timely-report incidents to
bsection (1) (b d proportionate f f Incident Stakeholde 1) Internal stakeholders;
1v.43(4) communicationof | SUsection (1) (b) as necessary and proportionate for purposes of Functional | Intersects With ! ‘ " |RO-10  |(1)Inter " § 8
breach prevention, detection or investigation of an offence by the concerned Reporting (2) Affected clients & third-parties; and
relevant body. (3) Regulatory
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Notificationang | The notification and referred to under (1) shall exist to timely-report incidents to
V.43(5) communioationof | Provide suficent nformation to allow the data subject totake protective | g ol Incident Stakeholder | o (1) Internal stakeholders; .
i measures against the potential consequences of the data breach, Reporting (2) Affected clients & third-parties; and
including — (3) Regulatory authoriti
Notfioationand | description of the nature of the data breach; exist to timely-report incidents to
Iv.43(5)(@) communication of Functional | Intersects i | ""ei9eNt Stakeholder 1Ro-10 (1) Internal stakeholders; 8
o Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notficationand | desciption of the measures that the data controller o data processor exist to timely-report incidents to
.43(5)0) o |intends to take or has taken to address the data breach; Functional | intersacts witn|  Ineident Stakeholder | - (1) Internal stakenolders; s
o Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notification and recommendation on the measures to be taken by the data subject to exist to timely-report incidents to
V435 e | mitigate the adverse effects of the security compromise; Functional | intersacts witn|  Ineident Stakeholder | - (1) Internal stakenolders; s
o Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notfioationand | Where applicable, the identity of the unauthorised person who may have exist to timely-report incidents to
IV.43(5)(d) communication of | 200888ed or acquired the personal data; and Functional | Intersects Witn| "eident Stakeholder |Ro-10  |(1) Internal stakeholders; 8
o Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notification and the name and contact details of the data protection officer where existto 4§ P incidents to
V435 o |applicate or other contact point from whom more information coutdbe | o | ncident Stakehotder | (1) Internat stakeholders; s
i obtained. Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notfioationand | The communication of a breach to the data subject shall not be required exist to timely-report incidents to
Incident Stakehold: 1) Internal stakeholders;
V.43(6) communioationof | here the data controlleror data processor has implemented appropriate | ¢ ool Incidont Stakeholder | o | (1) Internal stakeholders s
i security safeguards which may include encryption of affected personal Reporting (2) Affected clients & third-parties; and
data. (3) Regulatory authoriti
Notfioationang | Where and o the extent that ts not possible to provide all the information exist to timely-report incidents to
V.430) commnioationof | Mentioned n subsection (5) ot the same time, the nformation may be Functional | intersacts witn|  Ineident Stakeholder | - (1) Internal stakenolders; s
i provided in phases without undue delay. Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notficationand | The data controller shaltrecord the following information n relation to a exist to timely-report incidents to
V.43(6) oo | personat data breach— Functional | intersccts witn|  MeidentStakenolder | (1) Internal stakeholders; R
N Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notfioationand | the facts relating to the breach: exist to timely-report incidents to
Incident Stakehold: 1) Internal stakeholders;
Iv.43(8)(@) communication of Functional |Intersects With| o Cor Stakehotder 1Ro-10 (1) Internal stakeholders 8
b Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notification and its effects; and exist to timely-report incidents to
Incident Stakehold: 1) Internal stakeholders;
1V.43(8)(b) communication of Functional |Intersects With| o Cor Stakehotder 1Ro-10 (1) Internal stakeholders 8
b Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
Notfioationand | e remedial action taken. exist to timely-report incidents to
Incident Stakehold: 1) Internal stakeholders;
IV.43(8)(c) communication of Functional |Intersects With| o Cor Stakehotder 1Ro-10 (1) Internal stakeholders 8
b Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
GROUNDSFOR | N/A
PROCESSING OF N
v Functional e N/A N/A N/A )
SENSITIVE PERSONAL Relationship
DATA
Prosessing of See FDE for details.
N
V.44 sensitive personal Functional e N/A N/A N/A )
P Relationship
Permitted grounds | Without prejudics to section 44, sensitive personal data of a data subject Mechanisms exist to restrict collecting, receiving, processing, storing,
Usage Restrictions of
V.5 for may be pr d where — Functional | ntersects with| 28" 8 EEERMT | PRI-05.4 | transmitting, shering and/or updating Personal Data (PD) to: 5
sensitive personal (1) The purpose(s) originally collected. consistent with the data privacy
the processing is carried out in the course of legitimate activities with Mechanisms exist to restrict collecting, receiving, processing, storing,
Pormitedgrounds | (PPIOBrOe e l:‘}:at indaton associst ora‘nyzmer‘natr z:a?‘mzmng, shar}mg and/jr uplzliau‘niPersorwz‘l D‘azé‘f‘nz o
for processing orprofit body with a political, philosophical, religious or trade union aim ) Usogo Restrictions of (1) The purpose(s)originally cllected, consistent with the data privacy
V.45(a) and on condition that — Functional | Intersects With PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD)
o (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the processing relates solely to the members of the body or to persons who Mechanisms exist to restrict collecting, receiving, processing, storing,
: have regular contact with it in connection with its purposes; and transmitting, sharing and/or updating Personal Data (PD) to:
Permitted grounds (1) Th (s) lly collected, consistent with the dat
e purpose(s) originally collected, consistent with the data privac
i for processing . Usage Restrictions of The purp ginally privacy
V.45(a)(i) Functional | Intersects With PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD)
o (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the personal data is not disclosed outside that body without the consent of Mechanisms exist to restrict collecting, receiving, processing, storing,
permitied grounds | dat@ subject. transmitting, sharing and/or updating Personal Data (PD) to:
i
) o prossasing ) Usage Restrictions of (1) The purpose(s)originaly cllected, consisten with the data privacy
V.45(a)(i) Functional | Intersects With PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD)
o (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the processing relates to personal data which is manifestly made public by Mechanisms exist to restrict collecting, receiving, processing, storing,
permitted grounds | dat@ subject;or transmitting, sharing and/or updating Personal Data (PD) to:
i
o prossasing ) Usage Restrictions of (1) The purpose(s)originaly cllected, consisten with the data privacy
V.45(b) Functional | Intersects With PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD)
o (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary for— Mechanisms exist to restrict collecting, receiving, processing, storing,
permitted grounds transmitting, sharing and/or updating Personal Data (PD) to:
Pl Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
V.45(c) P e Functional | Intersects With 8 PRI-05.4 [notice(s); 5
sensitive personal Personal Data (PD) g . X
o (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the establishment, exercise or defence of a legal claim; Mechanisms exist to restrict collecting, receiving, processing, storing,
permitted grounds transmitting, sharing and/or updating Personal Data (PD) to:
Pl Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
V.45(c)(i) P e Functional | Intersects With 8 PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD) g . X
. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the purpose of carrying out the obligations and exercising specific rights of Mechanisms exist to restrict collecting, receiving, processing, storing,
permitted grounds | 1® controller or of the data subject; or transmitting, sharing and/or updating Personal Data (PD) to:
Pl Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
V.45(c)(i) P e Functional | Intersects With 8 PRI-05.4  [notice(s); 5
sensitive personal Personal Data (PD) g . X
. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
protecting the vital interests of the data subject or another person where Mechanisms exist to restrict collecting, receiving, processing, storing,
pormitted grounds | 1e data subject s physically or tegally incapable of giving consent. transmitting, sharing and/or updating Personal Data (PD) to:
Pl Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
V.45(c)(ii) P e Functional | Intersects With & PRI-05.4 [notice(s); 5
sensitive personal Personal Data (PD) : : )
. (2) What is authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
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Rationale Control Desc: Relationship
Personal data ) No
V.46 " Functional N/A N/A N/A 0
relating to health Relationship
vasth Personal data Personal data relating to the health of a data subject may only be Functionat | intersects witn|  Usae Restritions of | ™| Mechanisms exist to restriot collecting, receiving, processing, storing, R
relatingto health __|processed — Personal Data (PD) sharing and/or updating Personal Data (PD) to:
by or under the responsibility of a health care provider; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
personal data Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
V.46(1)(a) Functional | Intersects With PRI-05.4 [notice(s); 5
relating to health Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
by a person subject to the obligation of professional secrecy under any Mechanisms exist to restrict collecting, receiving, processing, storing,
law. transmitting, sharing and/or updating Personal Data (PD) to:
personal data Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
V.46(1)(b) Functional | Intersects With PRI-05.4 [notice(s); 5
relating to health Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
The condition under subsection (1) is met if the processing —
P L dat N
V.46(2) ersonat data Functional © N/A N/A N/A 0
relating to health Relationship
Vase) Personal data is necessary for reasons of public interestin the area of public healthyor | - T T Usage Restrictions of | L [ Mechanisms exist o restrict colleoting, receiving, processing, storing, R
relating to health Personal Data (PD) sharing and/or updating Personal Data (PD) to:
is carried out by another person who in the circumstances owes a duty of Mechanisms exist to restrict collecting, receiving, processing, storing,
confidentiality under any law. transmitting, sharing and/or updating Personal Data (PD) to:
personal data Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
V.46(2)(b) Functional | Intersects With PRI-05.4 [notice(s); 5
relating to health Personal Data (PD) ; ) )
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
N/A
Further categories N
v.a7 of sensitive Functional © N/A N/A N/A )
Relationship
personal data
Further categories | The Data Commissioner may prescribe further categories of personal data o
v.47(1) of sensitive which may be classified as sensitive personal data. Functional e N/A N/A N/A )
Relationship
personal data
Further categories | Where categories of personal data have been specified as sensitive o
v.47(2) of sensitive personal data under subsection (1), the Data Commissioner may specify | Functional [ "9 N/A N/A N/A )
personal data any further grounds on which such specified categories mav be pr d. "
to the risk of significant harm that may be caused to a data subject by the
Further categories " h cat ¢ L data: No
V.47(2)(a) of sensitive processing of such category of personal data; Functional A N/A N/A N/A 0
Relationship
personal data
Further categories (o the expectation of confidentiality attached to such category of personal o
V.47(2)(b) of sensitive data; Functional e N/A N/A N/A )
Relationship
personal data
Further categories | to whether a significantly discernible class of data subjects may suffer o
V.47(2)(c) of sensitive significant harm from the processing of such category of personal data; Functional | 19 N/A N/A N/A 0
personal data and e
Further categories | to the adequacy of protection afforded by ordinary provisions applicable to o
V.47(2)(d) of sensitive personal data. Functional e N/A N/A N/A 0
Relationship
personal data
Further categories | The Data Commissioner may specify other categories of personal data, o
v.47(3) of sensitive which may require additional safeguards or restrictions. Functional | o 19 N/A N/A N/A 0
personal data e
TRANSFER OF PERSONAL | N/A N
vi DATA Functional |t N/A N/A N/A 0
elationshi
OUTSIDE KENYA ®
Conditions for | A data controller or data processor may transfer personal data to another o
vi.48 transferoutof [country only where — Functional e N/A N/A N/A 0
Relationship
Kenya
Conditions for [ the data controller or data processor has given proof to the Data o
Vi.48(a) transferoutof  |C: onthe with respect to the securty | Functional | 19 N/A N/A N/A 0
Kenya and protection of the personal data; P
Conditions for __|[the data controller or data processor has given proof to the Data o
Vi.48(b) transferoutof  |C: of the with respect tothe security | Functional | 19 N/A N/A N/A 0
Kenya and protection of personal data, and the including P
the transfer is necessary —
Conditions for o
V1.48(c) transfer out of Functional e N/A N/A N/A 0
Relationship
Kenya
Conditions for | for the performance of a contract between the data subject and the data o
V1.48(c)i) transferoutof |controller or data processor or implementation of precontractual Functional | oo N/A N/A N/A )
Kenva measures taken at the data subiect's request: P
Conditions for | for the conclusion or performance of a contract concluded in the interest of o
VI1.48(c)i) transferoutof [the data subject between the controller and another person; Functional | oo N/A N/A N/A )
Kenva 2
Conditions for | for any matter of public interest; o
V1.48(c)(ii) transfer out of Functional e N/A N/A N/A )
Relationship
Kenva
Conditions for | for the establishment, exercise or defence of a legal claim; o
VL.48(c)(iv) transfer out of Functional e N/A N/A N/A )
Relationship
Kenva
Conditions for in order to protect the vital interests of the data subject or of other persons, o
VI.48(c)(v) transfer out of where the data subject is physically or legally incapable of giving consent; | - Functional [ o oo o N/A N/A N/A 0
Kenva or 2
Conditions for | for the purpose of compelling legitimate interests pursued by the data o
V1.48(c)(vi) transferoutof  [controller or data processor which are not overridden by the interests, Functional | e N/A N/A N/A )
Kenva tights and freedoms of the data subiects. 2
Safeguards prior | N/A o
vi.4g totransfer of Functional | e N/A N/A N/A )
bersonal data out 2
Safeguards prior | The processing of sensitive personal data out of Kenya shall only be Mechanisms exist to implement and manage Binding Corporate Rules
Vo) totransfer of effected upon obtaining consent of a data subject and on obtaining Functional | Intersects with | BN CorporateRutes | o o |(BCR) (e, data sharing agreement)to logally-bind all parties engaged s
personal dataout | confirmation of appropriate safeguards. (BCR) in a joint economic activity that contractually states enforceable rights
of Kenva on data subiects with regard to the of their personal data.
Sofoguards prior |11 D318 Commissioner may requost a person who transfers data to Mechanisms exist to implement and manage Binding Corporate Rules
the Itry te trate the effect f thi ity BCR] ., data sh: it) to L LLy-| 1§ i
o transtor of another country to demonstrate the effectiveness of the security Binding Corporat Rules (BOR) (o8, data sharing agreement) to legally-bind all parties engaged
VL.49(2) porvonal data out | S21eEUards or the exstence of compelling egtimate interests. Functional | Intersects With somy PRI-01.5 |in a joint economic activity that contractually states enforceable rights 5
on data subjects with regard to the processing of their personal data.
of Kenya
Safeguardsprior | 1"¢ D22 Commissioner may, in order to protect the rights and Mechanisms exist to implement and manage Binding Corporate Rules
A fundamental freedoms of data subjects, prohibit, suspend or subject the Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
Vi.49(3) ereonat data ot |ranSter to such conditions as may be determined Functional | Intersects With 5on) PRI-01.5 in a joint economic activity that contractually states enforceable rights 5
pere Konya on data subjects with regard to the processing of their personal data.
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Relationship

Processing The Cabinet Secretary may prescribe, based on grounds of strategic Mechanisms exist to implement and manage Binding Corporate Rules
f .8, /-|
through a data interests of the state or protection of revenue, certain nature o processing Binding Corporate Rules (BOR) (e.¢, data sharing agreemen) to legally-bind all parties engaged
Vi.50 oty that shallonly be effected through a server or a data centre located in Functional | Intersects With somy PRI-01.5 |in a joint economic activity that contractually states enforceable rights 3
Kenya on data subjects with regard to the processing of their personal data.
centre in Kenya
See FDE for details.
No
vl EXEMPTIONS Functional N/A N/A N/A )
Relationship
vin ENFORCEMENT | N/A Functional No N/A N/A N/A 0
PROVISIONS
Vills6 Complaintstothe |N/A Functional No N/A N/A N/A 0
Data
Complaints tothe | A data subject who is aggrieved by a decision of any person under this Act o
Vill56(1) Data may lodge a complaint with the Data Commissioner in accordance with Functional | oo N/A N/A N/A 0
Commissi this Act. 2
Complaints tothe | A person who intends to lodge a complaint under this Act shall do so orally o
ViILS6(2) Data or in writing. Functional N/A N/A N/A 0
o Relationship
Complaints tothe | Where a complaint made under subclause (1) is made orally, the Data o
VIll.56(3) Data Commissioner shall cause the complaint to be recorded inwritingand the |~ Functional | 29 N/A N/A N/A 0
Commissi mplaint shall be dealt with in with such as the 2
Complaints to the :Ahchm;‘)La(l:m lodged under suncuusebm shall contain such particulars as -
VIIL56(4) Data e Data Commissioner may prescribe. Functional N/A N/A N/A 0
Relationship
Commissioner
Complaints tothe | Acomplaint made to the Data Commissioner shall be investigated and o
VIILS6(5) Data concluded within ninety days. Functional N/A N/A N/A 0
comms Relationship
\vestigationof _|56@ FOEfor details. o
viILs7 & Functional N/A N/A N/A 0
complaints Relationship
Enfl t See FDE for details. N
vilLss nforeemen o6 FDE for detalls. Functional © N/A N/A N/A 0
notices
s Power to seek See FDE for details. Functional No A A A B
Power of ent FDE for details. N
ViIL60 owerofentry See FDEfor details Functional o N/A N/A N/A o
and search
e Obstruction of | See FDE for details. Functional No A A A o
Data
See FDE for details. N
ville2 Penalty notices Functional e N/A N/A N/A )
Relationship
e Administrative | See FDE for details. —— No A A A o
fines
See FDE for details. N
vilea Right of appeal e FDE fordetalts Functional © N/A N/A N/A )
s Compensationtoa | See FDE for details. —— No A A A o
data subject
s Preservation See FDE for details. Functional No A A A o
Order
FDE for details. N
13 FINANGIAL PROVISIONs | 5@ FPEfor details Functional o N/A N/A N/A o
PROVISIONSON _|See FDE for details. ) No
X DELLOATED POWERS Functional N/A N/A N/A )
M MISCELLANEOUS | See FDE for details. —— No A A A o
PROVISIONS
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