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and i
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Functional

No Relationship

N/A

N/A

N/A

Scope of application
and proportionality

The provisions of this circular shall apply to all In-Scope Entities on an
individual basis. Credit institutions and investment firms shall also
comply with this circular on a sub-consolidated and consolidated
basis, taking into account their prudential scope of consolidation.
Credit institutions and investment firms that are a parent undertaking
shall ensure that the internal governance arrangements, processes and
mechanisms in their subsidiaries are consistent, well integrated and
appropriate for the effective application of this circular at all relevant
levels of supervision.

Functional

Intersects With

Security, Compliance
&Resilience Program
(SCRP)

GOV-02

Mechanisms exist to facilitate the design,
implementation, and monitoring of security,
compliance and resilience governance controls.

GOV-01

Scope of application
and proportionality

In-Scope Entities shall, when complying with this circular, have regard
to the principle of proportionality. According to this principle, In-Scope
Entities shall take implementing measures that are proportionate to
their size and their internal organisation as well as to the nature, scale
and complexity of their activities or services, including their risks. As
such, In-Scope Entities that are large, complex or engage in risky
activities or services shall adopt a more robust framework for their
central internal andrisk By
contrast, In-Scope Entities may apply a less elaborated framework
where justified by their size and internal organisation as well as by the
nature, scale and complexity of their activities or services, including

Functional

Intersects With

Security, Compliance
&Resilience Program
(SCRP)

GOV-02

Mechanisms exist to facilitate the design,
implementation, and monitoring of security,
compliance and resilience governance controls.

GOV-01

Scope of application
and proportionality

That said, outsourcing arrangements may have an impact on the risk
profile of the In-Scope Entities, notably the operational risk they may
be exposed to (e.g. disruption risk). Consequently, In-Scope Entities
may need to enhance their internal control framework and procedures
to integrate this modified risk dimension into their entity-wide risk
management framework.

Functional

Intersects With

Risk Management
Program

RSK-02

Mechanisms exist to facilitate the implementation of
strategic, operational and tactical risk management
controls that are aligned with:
(1) The Enterprise Risk
(ERM); and
(2) Industry-recognized cybersecurity risk

practices.

RSK-01

Scope of application
and proportionality

That said, outsourcing arrangements may have an impact on the risk
profile of the In-Scope Entities, notably the operational risk they may
be exposed to (e.g. disruption risk). Consequently, In-Scope Entities
may need to enhance their internal control framework and procedures
to integrate this modified risk dimension into their entity-wide risk

Functional

Intersects With

Third-Party
Management

TPM-02

Mechanisms exist to facilitate the implementation of
third-party management controls.

TPM-01

Scope of application
and proportionality

To support the appropriate implementation of this circular, In-Scope
Entities shall document their proportionality analysis in writing and
have their conclusions approved by the management body.

Functional

Subset Of

Ability To Demonstrate
Conformity

CPL-04

Mechanisms exist to ensure the organization is able
to demonstrate security, compliance and/or
resilience capability conformity with applicable
cybersecurity and data protection laws, regulations
and/or i

CPL-01.3

Scope of application
and proportionality

To support the appropriate implementation of this circular, In-Scope
Entities shall document their proportionality analysis in writing and
have their approved by the body.

Functional

Intersects With

Work Products

CPL-26

Mechanisms exist to produce work products (e.g.,
process artifacts) that demonstrate the ability to
comply with applicable requirements.

CPL-13

General principles
governing outsourcing

Outsourcing is a means for In-Scope Entities to get relatively easy
access to expertise including in the space of new technologies and to
achieve economies of scale and therefore improve cost efficiency.
However, the of by In-
Scope Entities creates specific risks and shall be subject to specific
requirements in accordance with Articles 36-2 LFS, 37-1(5) LFS, 11(4)
LPS and 24-7(4) LPS, wh licable. O

shall be subject to the following principles: - Outsourcing

shall be subject to oversight and may, in no
circumstances, lead to the circumvention of the spirit and letter of
regulatory requirements or prudential measures. - When outsourcing
operational tasks to a service provider, the In-Scope Entity shall ensure
that those operational tasks are effectively performed. In-Scope
Entities shall perform an appropriate monitoring and auditing of
outsourcing arrangements, including through the receiving of
appropriate reports in line with section 4.3.3 and with section 4.2.6 and

b- 4323, ively. - The ility of the

body for the In-Scope Entity and all its activities can
never be outsourced: * Any outsourcing that would result in the

bythe body of its altering the
relationship and obligations of the In-Scope Entities towards their
clients, undermining the conditions of their authorisation or removing
or modifying any of the conditions subject to which the In-scope
Entity’s authorisation was granted, shall not be permitted. » The In-
Scope Entity remains fully responsible for compliance with regulatory
requirements including in the case of sub-outsourcing as sub-
outsourcing can change the risk and reliability of outsourcing
arrangements. Therefore, the In-Scope Entity must determine whether
sub-outsourcing is authorized and adapt its internal governance and
risk framework with regard to sub. in

Functional

Subset Of

Third-Party
Management

TPM-02

Mechanisms exist to facilitate the implementation of
third-party management controls.

TPM-01

General principles
governing outsourcing

Outsourcing is a means for In-Scope Entities to get relatively easy
access to expertise including in the space of new technologies and to
achieve economies of scale and therefore improve cost efficiency.
However, the ion of by In-
Scope Entities creates specific risks and shall be subject to specific
requirements in accordance with Articles 36-2 LFS, 37-1(5) LFS, 11(4)
LPS and 24-7(4) LPS, where applicabl,

shall be subject to the following principles: - Outsourcing

shall be subject to oversight and may, in no
circumstances, lead to the circumvention of the spirit and letter of
regulatory requirements or prudential measures. - When outsourcing
operational tasks to a service provider, the In-Scope Entity shall ensure
that those operational tasks are effectively performed. In-Scope
Entities shall perform an appropriate monitoring and auditing of
outsourcing arrangements, including through the receiving of
appropriate reports in line with section 4.3.3 and with section 4.2.6 and

b 4323, ively. - The of the
management body for the In-Scope Entity and all its activities can
never be outsourced: * Any outsourcing that would result in the

bythe body of its altering the
relationship and obligations of the In-Scope Entities towards their
clients, undermining the conditions of their authorisation or removing
or modifying any of the conditions subject to which the In-scope
Entity’s authorisation was granted, shall not be permitted. = The In-
Scope Entity remains fully responsible for compliance with regulatory
requirements including in the case of sub-outsourcing as sub-
outsourcing can change the risk and reliability of outsourcing
arrangements. Therefore, the In-Scope Entity must determine whether
sub-outsourcing is authorized and adapt its internal governance and

b ing, in

risk framework with regard to

Functional

Intersects With

Security, Compliance
& Resilience
Outsourcing
Limitations.

TPM-05

Mechanisms exist to ensure organizations involved in

and/or
Technology Assets, Applications and/or Services
(TAAS) provide assurance of internal oversight
capabilities that demonstrate:

(1) Governance of internal controls;

(2) Risk management, including analysis and
mitigation activities; and

(3)C i with applicable laws,

and contractual obligations.

GOV-19.3

Secure Controls Framework (SCF)
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General principles
governing outsourcing
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Outsourcing is a means for In-Scope Entities to get relatively easy
access to expertise including in the space of new technologies and to
achieve economies of scale and therefore improve cost efficiency.
However, the i ion of i by In-
Scope Entities creates specific risks and shall be subject to specific
requirements in accordance with Articles 36-2 LFS, 37-1(5) LFS, 11(4)
LPS and 24-7(4) LPS, where applicable. O

shall be subject to the following principles: - Outsourcing

shall be subject to oversight and may, in no
circumstances, lead to the circumvention of the spirit and letter of

or prudential measures. - When outsourcing
operational tasks to a service provider, the In-Scope Entity shall ensure
that those operational tasks are effectively performed. In-Scope
Entities shall perform an appropriate monitoring and auditing of
outsourcing arrangements, including through the receiving of
appropriate reports in line with section 4.3.3 and with section 4.2.6 and

b 4323, -The ofthe
management body for the In-Scope Entity and all its activities can
never be outsourced: * Any outsourcing that would result in the

bythe body of its altering the
relationship and obligations of the In-Scope Entities towards their
clients, undermining the conditions of their authorisation or removing
or modifying any of the conditions subject to which the In-scope
Entity’s authorisation was granted, shall not be permitted. = The In-
Scope Entity remains fully responsible for compliance with regulatory
requirements including in the case of sub-outsourcing as sub-
outsourcing can change the risk and reliability of outsourcing
arrangements. Therefore, the In-Scope Entity must determine whether
sub-outsourcing is authorized and adapt its internal governance and
risk management framework with regard to sub-outsourcing, in

STRM
Rationale
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Intersects With
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Control Description
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Technology Assets, Applications, Services and/or
Data (TAASD).
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TPM-05

General principles
governing

Outsourcing is a means for In-Scope Entities to get relatively easy
access to expertise including in the space of new technologies and to
achieve economies of scale and therefore improve cost efficiency.
However, the i of i by In-
Scope Entities creates specific risks and shall be subject to specific
requirements in accordance with Articles 36-2 LFS, 37-1(5) LFS, 11(4)
LPS and 24-7(4) LPS, wh licable. O

shall be subject to the following principles: - Outsourcing

shall be subject to oversight and may, in no
circumstances, lead to the circumvention of the spirit and letter of
regulatory requirements or prudential measures. - When outsourcing
operational tasks to a service provider, the In-Scope Entity shall ensure
that those operational tasks are effectively performed. In-Scope
Entities shall perform an appropriate monitoring and auditing of
outsourcing arrangements, including through the receiving of

reports in line with section 4.3.3 and with section 4.2.6 and

b 4323, -The ofthe
management body for the In-Scope Entity and all its activities can
never be outsourced: * Any outsourcing that would result in the

bythe body of its altering the
relationship and obligations of the In-Scope Entities towards their
clients, undermining the conditions of their authorisation or removing
or modifying any of the conditions subject to which the In-scope
Entity’s authorisation was granted, shall not be permitted. » The In-
Scope Entity remains fully responsible for compliance with regulatory
requirements including in the case of sub-outsourcing as sub-
outsourcing can change the risk and reliability of outsourcing
arrangements. Therefore, the In-Scope Entity must determine whether
sub-outsourcing is authorized and adapt its internal governance and
risk with regard to sub in

Functional

Intersects With

Contract Flow-Down
Requirements

TPM-14.1

Mechanisms exist to ensure applicable security,
compliance and resilience requirements are included
in contracts that flow-down to applicable
subcontractors and suppliers.

TPM-05.2

General principles
governing outsourcing

Outsourcing is a means for In-Scope Entities to get relatively easy
access to expertise including in the space of new technologies and to
achieve economies of scale and therefore improve cost efficiency.
However, the i ion of i by In-
Scope Entities creates specific risks and shall be subject to specific
requirements in accordance with Articles 36-2 LFS, 37-1(5) LFS, 11(4)
LPS and 24-7(4) LPS, wh licable. O

shall be subject to the following principles: - Outsourcing

shall be subject to oversight and may, in no
circumstances, lead to the circumvention of the spirit and letter of
regulatory requirements or prudential measures. - When outsourcing
operational tasks to a service provider, the In-Scope Entity shall ensure
that those operational tasks are effectively performed. In-Scope
Entities shall perform an appropriate monitoring and auditing of
outsourcing arrangements, including through the receiving of
appropriate reports in line with section 4.3.3 and with section 4.2.6 and

4323, ively. - The ofthe
management body for the In-Scope Entity and all its activities can
never be outsourced: * Any outsourcing that would result in the

by the body of its altering the

and obligations of the In-Scope Entities towards their
clients, undermining the conditions of their authorisation or removing
or modifying any of the conditions subject to which the In-scope
Entity’s authorisation was granted, shall not be permitted. « The In-
Scope Entity remains fully responsible for compliance with regulatory
requirements including in the case of sub-outsourcing as sub-
outsourcing can change the risk and reliability of outsourcing
arrangements. Therefore, the In-Scope Entity must determine whether
sub-outsourcing is authorized and adapt its internal governance and
risk regard to sub- in

Functional

Intersects With

Review of Third-Party
Services

TPM-15

Mechanisms exist to monitor, regularly review and
assess External Service Providers (ESPs) for
compliance with established contractual
requirements for security, compliance and resilience
controls.

TPM-08

General principles
governing

When that involve
subject to confidentiality requirements, In-Scope Entities shall put in

arrangements

place and ensure
with Article 41(2a) LFS or Article 30(2a) LPS, where applicable.

Functional

Intersects With

Confidentiality
Agreements

HRS-07.1

Mechanisms exist to require Non-Disclosure
(NDAs) or similar

agreements that reflect the needs to protect data
and operational details, for both employees and third:
parties.

HRS-06.1

General principles

When that involve
subject to confidentiality requirements, In-Scope Entities shall put in

governing
arrangements

place and ensure
with Article 41(2a) LFS or Article 30(2a) LPS, where applicable.

Functional

Intersects With

Third-Party Contract
Requirements

TPM-14

Mechanisms exist to require contractual
for applicable security,

and resilience requirements with third-parties,
reflecting the organization's needs to protect its
Technology Assets, Applications, Services and/or

TPM-05

General principles
governing outsourcing

In-Scope Entities shall comply with GDPR and the requirements of the
Luxembourg competent authority in this area, namely the
“Commission Nationale pour la Protection des Données” (CNPD).

Functional

Intersects With

Statutory, Regulatory
& Contractual
Combli

CPL-02

Mechanisms exist to facilitate the identification and
implementation of relevant statutory, regulatory and
controls.

CPL-01

General principles
governing outsourcing
arrangements

In-Scope Entities shall comply with GDPR and the requirements of the
Luxembourg competent authority in this area, namely the
“Commission Nationale pour la Protection des Données” (CNPD).

Functional

Intersects With

Data Privacy Program

PRI-02

Mechanisms exist to facilitate the implementation
and operation of data protection controls throughout
the data lifecycle to ensure all forms of Personal
Data (PD) are processed lawfully, fairly and

PRI-01

General principles

O may, in no hamper the of

powers by ithorities with regard to all aspects
of sup relevance. O shallin particular

governing
arrangements

not impact the * ability to oversee and supervise
In-Scope Entities’ compliance with legal or regulatory requirements
under a going concern or BRRD institutions’ regulatory compliance
from a resolution

Functional

Intersects With

Statutory, Regulatory
&Contractual
Compliance

CPL-02

Mechanisms exist to facilitate the identification and
implementation of relevant statutory, regulatory and
contractual controls.

CPL-01

Secure Controls Framework (SCF)
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may, in no hamper the of Mechanisms exist to require contractual
powers by with regard to all aspects i for applicable security,
General principles [ of sup relevance. O shallin particular ThirdParty Contract and resilience requirements with third-parties,
10 governing notimpact the “abilty o oversee and supenvse. | Functional | Intersectswith | ¢ P BT TPM-14 |reflecting the organization's needs to protect its 3 TPM-05
arrangements | In-Scope Entities’ compliance with legal or regulatory requirements Technology Assets, Applications, Services and/or
under a going concern or BRRD institutions’ regulatory compliance Data (TAASD).
from a resolution
is not ily less risky than ingto Mechanisms exist to conduct a risk assessment prior
an entity outside the group. Intragroup outsourcing s therefore subject toth or f
to the same regulatory framework and conditions as outsourcing to related Technology Assets, Applications and/or
service providers outside the group. Where In-Scope Entities intend to Third-Party Risk Services (TAAS).
" Intragroup outsourcing | outsource to entities within the same group, they shall also ensure that | Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
the reason for selecting a group entity is based on objective reasons. In Approvals
particular, the group entity shall be suitable and the outsourcing
arrangement may not expose the In-Scope Entities to an undue conflict
of interest.
is not less risky than to Mechanisms exist to ensure that the interests of
an entity outside the group. Intragroup outsourcing is therefore subject external service providers are consistent with and
to the same regulatory framework and conditions as outsourcing to reflect organizational interests.
service providers outside the group. Where In-Scope Entities intend to
" Intragroup outsourcing | outsource to entities within the same group, they shall also ensure that | Functional | Intersects With | Conflict of Interests | TPM-12.1 5 TPM-04.3
the reason for selecting a group entity is based on objective reasons. In
particular, the group entity shall be suitable and the outsourcing
arrangement may not expose the In-Scope Entities to an undue conflict
of interest.
When outsourcing within the same group, In-Scope Entities may have a Mechanisms exist to facilitate the implementation of
higher level of control over and information about the outsourced third-party management controls.
function and the service provider, which they could take into account in
1 ntragroup outsourcing| e 19k assessment. In-Scope Enites shall however not exclusively | gL Third-Party P02 R oMot
ely on their group entities for the management of the outsourcing and Management
shall design for the f
and oversight at the level of the In-Scope Entity itself to ensure
ith the set out in this circular.
When outsourcing within the same group, In-Scope Entities may have a Mechanisms exist to monitor, regularly review and
higher level of control over and information about the outsourced assess External Service Providers (ESPs) for
function and the service provider, which they could take into account in compliance with established contractual
2 ntragroup outsourcing| 1 15K assessment. In-Scope Entites shall however not exclusively || Review of Third-Party |y requirements for security, compliance and resilionce R Prcs
rely on their group entities for the management of the outsourcing and Services controls.
shall design for the f
and oversight at the level of the In-Scope Entity itself to ensure
with the set out in this circular.
Subject to the general principles set out in sub-chapter 3.1, In-Scope Centralized Mechanisms exist to centrally-manage security,
13 Intragroup outsourcing| 110> L1 Use centrallyprovided governance arrangements shalt Functional | IntersectsWith | __"anagement of Gov-03 | OMmPliance and resilience: 3 SEA-01.1
therefore comply with the following: Security, Compliance (1) Controls; and
&Resilience Controls (2) Related processes.
Wwhere In-Scope Entities have outsourcing arrangements with service Mechanisms exist to enforce an acoountability
providers within the group, the management body of the In-Scope stokehotder structure so that appropriate teams and individuals
13.a Intragroup outsourcing| Y Fétains, also for thase outsourcing arrangements, full Functional | Intersects With Accountability Gov-05.1 |2 empowered, responsible and trained for 5 GOV-04.1
for with the regulatory andthe RS identifying, mapping, measuring and managing
effective application of this circular; Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Wwhere In-Scope Entities have outsourcing arrangements with a service Mechanisms exist to conduct periodic audits of
provider within the group, the In-Scope Entity shall ensure that those security, compliance and resilience controls to
including tasks that are evaluate conformity with the organization's
13 Intragroup outsourcing | °“"S0uree are effectively performed. In-Scope Entities shall perform | - ¢ onat | intersects ith | Periodic Audits CpL07.p |documented policies, standards and procedures. 3 CPL02.2
an and auditing of
including through the receiving of appropriate reports, in line with
section 4.3.3. and with section 4.2.6 and sub-section 4.3.2.3,
Wwhere In-Scope Entities have outsourcing arrangements with a service Mechanisms exist to monitor, regularly review and
provider within the group, the In-Scope Entity shall ensure that those assess External Service Providers (ESPs) for
including tasks that are compliance with established contractual
130 Intragroup outsourcing| CVS0Ureed are effectively performed. In-Scope Entiies shallperform | | Review of Third-Party |y requirements for security, compliance and resilionce s Pros
an and auditing of Services controls.
including through the receiving of appropriate reports, in line with
section 4.3.3. and with section 4.2.6 and sub-section 4.3.2.3,
respectively.
14 ntragroup autsaurcing| " 2410N to PO 13 above, In-Scope Entities within  group shall ronctionat | imtersocte with Third-Party Tpm0z | Mechanisms eisto faclitate the implementation of 5 oron
take into account the followiny third-part controls.
Where the i itoring of is (g as Mechanisms exist to conduct periodic audits of
part of a master agreement for the monitoring of outsourcing security, compliance and resilience controls to
arrangements), In-Scope Entities shall ensure that both the evaluate conformity with the organization's
independent monitoring of the service provider and its appropriate documented policies, standards and procedures.
oversight by each In-Scope Entity is possible, including by receiving, at
least annually and upon request, from the centralised monitoring
function, reports that include, at least, a summary of the risk
14.a Intragroup and itoring and by those Functional | Intersects With | Periodic Audits CPL07.2 3 CPL02.2
reports. In addition, In-Scope Entities shall receive from the centralised
monitoring function a summary of the relevant outsourcing audit
reports and, upon request, the full audit report. The management body
of In-Scope Entities shall determine whether the extent and the
contents of these reports are consistent and appropriate and shall take
action if these reports do not enable it to comply with the requirements
on internal and on risk as laid down in other
where the i of is (egas Mechanisms exist to provide governance oversight
part of a master agreement for the monitoring of outsourcing reporting and recommendations enabling executives
arrangements), In-Scope Entities shall ensure that both the o make decisions about matters considered
independent monitoring of the service provider and its appropriate material to the organization's Security, Comi
oversight by each In-Scope Entity is possible, including by receiving, at &Resilience Program (SCRP).
least annually and upon request, from the centralised monitoring
function, reports that include, at least, a summary of the risk Status ReportingTo
14.a Intragroup and itoring and by those Functional | Intersects With | =" e 0 cov-09.1 3 covor2
reports. In addition, In-Scope Entities shall receive from the centralised
monitoring function a summary of the relevant outsourcing audit
reports and, upon request, the full audit report. The management body
of In-Scope Entities shall determine whether the extent and the
contents of these reports are consistent and appropriate and shall take
action if these reports do not enable it to comply with the requirements
on internal and on risk as laid down in other
Where the i of is egas Mechanisms exist to monitor, regularly review and
part of a master agreement for the monitoring of outsourcing assess External Service Providers (ESPs) for
arrangements), In-Scope Entities shall ensure that both the compliance with established contractual
independent monitoring of the service provider and its appropriate requirements for security, compliance and resilience
oversight by each In-Scope Entity is possible, including by receiving, at controls.
least annually and upon request, from the centralised monitoring
function, reports that include, at least, a summary of the risk )
14.a Intragroup and itoring and by ing those Functional | Intersects with | ReView of Third-Party | o o 5 TPM-08
reports. In addition, In-Scope Entities shall receive from the centralised Services
monitoring function a summary of the relevant outsourcing audit
reports and, upon request, the full audit report. The management body
of In-Scope Entities shall determine whether the extent and the
contents of these reports are consistent and appropriate and shall take
actionif these reports do not enable it to comply with the requirements
on internal and on risk as laid down in other
h h Secure Controls Framework (SCF) 30f31
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In-Scope Entities shall ensure that their management body shall be Mechanisms exist to provide governance oversight
duly informed of relevant planned changes regarding service providers reporting and recommendations enabling executives
that are monitored centrally and the potential impact of these changes to make decisions about matters considered
140 ntragroup outsourcing| " 1 Srieal o mportant functions provided, ncluding s summary of | Stats ReportingTo | oo [ material o the organization's Security, Compliance s covora
the risk analysis, comprising legal risks, compliance with regulatory Governing Body &Resilience Program (SCRP).
requirements and the impact on service levels, in order for them to
assess the impact of these changes and accept them or take action as
In-Scope Entities shall ensure that their management body shall be Mechanisms exist to control changes to services by
duly informed of relevant planned changes regarding service providers suppliers, taking into account the criticality of
that are monitored centrally and the potential impact of these changes business Technology Assets, Applications, Services
1an Intragroup outsourcing| " e Srieal o mportant functions provided, ncludinga summary of |l Managing Changes To | |andior Data (TAASD) thatare inscope by th tird- . o0
the risk analysis, comprising legal risks, compliance with regulatory Third-Party Services party.
requirements and the impact on service levels, in order for them to
assess the impact of these changes and accept them or take action as
where In-Scope Entities within the group rely on a central pre- Mechanisms exist to conduct a risk assessment prior
of each In-Scope Third-Party Risk to the acquisition or outsourcing of technology-
14 Intragroup outsourcing | Entity shall receive a summary of the assessment and ensure that it Functional | Intersects With | Assessments & TPM-10 |related Technology Assets, Applications and/or 8 TPM-04.1
takes into consideration its specific structure and risks within the Approvals Services (TAAS).
decision-making process and accept it or take action as
for In-Scope Entities within a group, the register as referred to in section Mechanisms exist to maintain a current, accurate.
4.2.7 may be kept centrally. Where the register of all existing and complete list of External Service Providers
is and centrally (ESPs) that can potentially impact the
within a group, the competent authorities and all In-Scope Entities Confidentiality, Integrity, Availability and/or Safety
14.d Intragroup outsourcing | shall be able to obtain the individual register without undue delay. This | Functional | Intersects With | Third-Party Inventories| TPM-08 | (CIAS) of the organization's Technology Assets, 5 TPM-01.1
register shall include all outsourcing arrangements, including Applications, Services and/or Data (TAASD).
outsourcing arrangements with service providers inside that group. In-
Scope Entities shall be satisfied that the register complies with the
provisions set out in Section 4.2.7 on D
in relation to ther exit strategies, where In-Scope Entities rely on an exit Mechanisms exist to operate a Business Continuity
plan for a critical or important funotion that has been established at Business Continuity Management System (BCMS) to achieve resilient
group level, all In-Scope Entities shall receive a summary of the plan Technology Assets, Applications, Services and/or
e Intragroup outsourcing Functional | Intersects With | Management System | BCD-02 3 BCD-01
and be satisfied that the plan can be effectively executed in eons) Data (TAASD) during:
accordance with the provisions set out in Section 4.3.4 on Exit plans; (1) Routine operations; and
(2) Adverse conditions.
in relation to their exit strategies, where In-Scope Entities rely on an exit Mechanisms exist to include "break clauses” within
plan for a critical o important function that has been established at contracts for failure to meet contract criteria for
e Intragroup outsourcing | group level, all In-Scope Entities shall receive a summary of the plan Functional | Intersects With | Break Clauses TPM-19 |security, compliance and/or resilience controls. 3 TPM-05.7
and be satisfied that the plan can be effectively executed in
with the provisions set out in Section 4.3.4 on Exit plans;
in relation to their exit strategies, where In-Scope Entities rely on an exit Mechanisms exist to establish, maintain and execute
plan for a critical o important function that has been established at a documented exit strategy for applicable third-party
14 Itragroup outsourcing | 0P (6¥el all In-Scope Entities shall receive a summary of the plan Functional subserof | TerminatingThira- | |relationships prior o the cessation of thirc-party "
and be satisfied that the plan can be effectively executed in Party Relationships services to support an orderly, secure, compliant and
accordance with the provisions set out in Section 4.3.4 on Exit plans; resilient transition to another third-party or to
internally-managed services.
In-Scope Entities within a group may rely on centrally established Mechanisms exist to operate a Business Continuity
business continuity plans regarding their outsourced functions. In- Business Continuity Management System (BCMS) to achieve resilient
Scope Entities shall receive a summary of the plan and be satisfied that Technology Assets, Applications, Services and/or
14t Intragroup outsourcing Functional | Intersects With | Management System | BCD-02 5 BCD-01
the plan complies with the provisions of Section 4.2.5 on Business o) Data (TAASD) during:
continuity plans. (1) Routine operations; and
(2) Adverse conditions.
In-Scope Entities within a group may rely on centrally established existto internal
business continuity plans regarding their outsourced functions. In- Coordinate With plans with those of external service providers to
14t Intragroup outsourcing | Scope Entities shall receive a summary of the plan and be satisfied that| Functional | Intersects With | External Service | BCD-07.4  |ensure that organizational resiliency requirements 3 BCD-012
the plan complies with the provisions of Section 4.2.5 on Business Providers can be satisfied.
continuity plans.
In-Scope Entities shall establish whether an arrangement with a third Mechanisms exist to facilitate the implementation of
party falls under the definition of outsourcing. Within this assessment, third-party management controls.
consideration shall be given to whether the function (or a part thereof)
that is outsourced to a service provider is performed on a recurrent or Third-Party
15 Outsourcing ° Functional | Intersects With TPM-02 3 TPM-01
an ongoing basis by the service provider and whether this function (or Management
part thereof) would normally fall within the scope of functions that
would or could realistically be performed by In-Scope Entities, even if
the In-Scope Entity has not performed this function in the past tself.
Where an arrangement with a service provider covers multiple Mechanisms exist to conduct a risk assessment prior
functions, In-Scope Entities shall consider all aspects of the Third-Party Risk to the acquisition or of
16 o ithin their e.g. if the service provided Functional | Intersects With | Assessments & TPM-10  |related Technology Assets, Applications and/or 3 TPM-04.1
includes the provision of data storage hardware and the backup of Approvals Services (TAAS).
data, both aspects shall be together.
17 Outsourcing As a general principle, In-Scope Entities shall not consider the Functional | No Relationship N/A N/A N/A 0
following as
e Outsouraing | P netion thatis legally equired to be performed by a service provider, | Lo L oA A A N
e.g. statutory audit;
17. Outsourcing E:;Zev‘;";”"a'::::’: ;:’z"‘: ‘:i‘h':;w‘sm" of data by Bloomberg, Functional | No Relationship N/A N/A N/A 0
7.0 o Flobal network (o.£. Visa, MasterCard); Functional | No N/A N/A N/A o
e Outsourcing | c1e@1inE and settlement arrangements between clearing houses, | R— A VA A o
central and settlement and their members;
e Outsourcing | Flobalfinancial messaging infrastructures that are subject o oversight | £ oo T A VA A N
by relevant
174 ° banking services; and Functional | No N/A N/A N/A o
the acquisition of services that would otherwise not be undertaken by
the In-Scope Entity (e.g. advice from an architect, legal advice and
representation in front of the court and administrative bodies, cleaning,
gardening and maintenance of the In-Scope Entity’s premises, medical
178 Outsourcing | services, servicing of company cars, catering, vending machine Functional ~ | No Relationship N/A N/A N/A 0
services, clerical services, travel services, post-room services,
ioni ies and operators), goods (e.g.
plastic cards, card readers, office supplies, personal computers,
furniture) or utilties (e.g. electricity, gas, water, telephone line).
In-Scope Entities shall always consider a function as critical or Mechanisms exist to identify, prioritize and assess
important in the following situations: suppliers and partners of critical Technology Assets,
1 Critical or important Functional | intersectowign | TMT-Pary Crticality | | Applications end/or Services (TARS) using a supply . P02
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Wwhere a defect orfailure in its performance would materially impai Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
150 Critical or important runctionat | inersects witn | TT-Party Critiealty | |Applications andlor Services (TAAS) using a supply s .
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
their continuing compliance with the conditions of their authorisation Mechanisms exist to identify, prioritize and assess
and/or their other legal and regulatory obligations; suppliers and partners of critical Technology Assets,
18 Critical or important Funstional | ntersectswitn | TTO-Party Criticatity | o o | Applications and/or Services (TAAS) using a supply s M2
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
their financial performance; or Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Toai Citical or important Functionat. | intersectswi | THir-Pary Criticatity | | Applications and/or Services (TAAS) using a supply . o0
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
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TPM-02

Critical or important
functions

when operational tasks of internal control functions or operational
tasks of the financial and accounting function as referred in points 21
to 29 are outsourced;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their

in supporting the delivery of high-value

services.

TPM-02

Critical orimportant
functions

when credit institutions and payment institutions intend to outsource
functions of banking activities or payment services to an extent that
would require authorisation by the relevant competent authority as
referred to in points 61t0 63.

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

In the case of BRRD institutions, particular attention shall be given to
the of the criticality or importance of functions if the
outsourcing concerns functions related to core business lines and
critical functions according to the BRRD Law and identified by these
institutions using the criteria set out in Articles 6 and 7 of Commission
Delegated Regulation (EU) 2016/778. Functions that are necessary to
perform activities of core business lines or critical functions shall be
considered as critical or important functions for the purpose of this
circular, unless the BRRD institution’s assessment establishes that a
failure to provide the outsourced function or the inappropriate
provision of the outsourced function would not have an adverse impact

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

onthe continuity of the core business line or critical

Critical orimportant
functions

When assessing whether an outsourcing arrangement relates to a
function that s critical or important, In-Scope Entities shall take into
account, together with the outcome of the risk assessment outlined in
points 66 to 70 at least the following factors:

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

whether the outsourcing arrangement is directly connected to core
business activities;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

the potential impact of any disruption to the outsourced function or
failure of the service provider to provide the service at the agreed
service levels ona basis on their:

Functional

Intersects With

Business Impact
Analysis (BIA)

RSK-08

Mechanisms exist to conduct a Business Impact
Analysis (BIA) to identify and assess security,
and resilience risks.

RSK-08

Critical or important
functions

the potential impact of any disruption to the outsourced function or
failure of the service provider to provide the service at the agreed
service levels on a continuous basis on their:

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.b.i

Critical or important
functions

short- and long-term financial resilience and viability, including, if
applicable, its assets, capital, costs, funding, liquidity, profits and
losses;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.b.ii

Critical orimportant
functions

business continuity and operational resilience;

Functional

Intersects With

Business Impact
Analysis (BIA)

RSK-08

Mechanisms exist to conduct a Business Impact
Analysis (BIA) to identify and assess security,
compliance and resilience risks.

RSK-08

20.b.ii

Critical or important
functions

business continuity and operational resilience;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
i and/or Services (TAAS) using a supply

TPM-02

20.b.iii

Critical or important
functions

operational risk, including conduct, ICT and legal risks;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.b.iv

Critical or important
functions

reputational risks;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.b.v

Critical or important
functions

\where applicable, recovery and resolution planning, resolvability and
operational continuity in an early intervention, recovery or resolution
situation;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

the potential impact of the outsourcing arrangement on their ability to:

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.c.i

Critical orimportant
functions

identify, monitor and manage all risks;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their

in supporting the delivery of high-value
services.

TPM-02

20.c.ii

Critical or important
functions

mply with legal and regulator

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

20.c.iii

Critical orimportant
functions

conduct appropriate audits regarding the outsourced function;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

the potential impact on the services provided to its clients;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Critical or important
functions

all outsourcing arrangements, the In-Scope Entity’s aggregated
exposure to the same service provider and the potential cumulative
impact of outsourcing arrangements in the same business area;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02
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the size and complexity of any business area affected: Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
o Criticalor important runctionat | intersectewin | TEHParty Crticatty | | Applications and/or Services (TAAS) using a supply s o2
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
the possibility that the proposed outsourcing arrangement might be Mechanisms exist to identify, prioritize and assess
scaled up without replacing or revising the underlying agreement; suppliers and partners of critical Technology Assets,
Critical or important Third-Party Criticality Applications and/or Services (TAAS) using a supply
20.g Functional Intersects With TPM-09 5 TPM-02
functions Assessments chain risk assessment process relative to their
in supporting the delivery of high-value
services.
the ability to transfer the proposed outsourcing arrangement to another Mechanisms exist to identify, prioritize and assess
service provider, if necessary or desirable, both contractually and in suppliers and partners of critical Technology Assets,
on Giiticalorimportant | practice, ncluding the estimated risks, impediments to business Functional | intersectswitn | TT-Party Grticality | o |Applications andor Services (TAAS) using a supply s M0
functions continuity, costs and time frame for doing so (‘substitutability’); Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
the ability to reintegrate the outsourced function into the In-Scope. Mechanisms exist to identify, prioritize and assess
Entity, if necessary or desirable; suppliers and partners of critical Technology Assets,
Critical or important Third-Party Criticality Applications and/or Services (TAAS) using a supply
20.0 Functional Intersects With TPM-09 5 TPM-02
functions Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
the protection of data and the potential impact of a confidentiality Mechanisms exist to identify, prioritize and assess
breach or failure to ensure data availability and integrity on the In- suppliers and partners of critical Technology Assets,
20 Giiticalorimportant|Scope Entity and its lients, ncluding but not mited to compliance Functional | intersectswitn | TT-Party Grtiality | o |Applications andor Services (TAAS) using a supply s M0
functions 'with GDPR. Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Outsourcing arrangements of internal control functions shall not Mechanisms exist to ensure organizations involved in
effectively result in the transfer of these functions as a whole to the and/or
service provider(s). Therefore, outsourcing arrangements shall be Technology Assets, Applications and/or Services
Outsourcing limited, in principle, to operational tasks of these functions. Security, Compliance (TAAS) provide assurance of internal oversight
" arrangements relating Functional | Intersects with &Resilience pm.os | capabiliies that demonstrate: s ——.
to internal control Outsourcing (1) Governance of interal controls;
functions Limitations (2) Risk management, including analysis and
mitigation activities; and
(3)C with applicable laws,
and
Outsourcing arrangements of operational tasks of the internal control Mechanisms exist to ensure organizations involved in
functions shall not undermine the permanence of the internal control and/or
arrangements and functions of the In-Scope Entity or their continued Technology Assets, Applications and/or Services
Outsourcing effectiveness. In practice this means that outsourcing arrangements Security, Compliance (TAAS) provide assurance of internal oversight
2 arangements relating |shall be proportionate and shall not result in the effective canvingoutof | | &Resilience Ipmos |capabilities that demonstrate: . cov-16s
tointernal control |the substance of the In-Scope Entities’ internal control functions. Outsourcing (1) Governance of internal controls;
functions Limitations (2) Risk management, including analysis and
mitigation activities; and
(3)C with applicable laws,
and
In accordance with the requirements of section 4.3.1.2, In-Scope Mechanisms exist to conduct a risk assessment prior
Outsourcing Entities shall ascertain that the service provider complies with Third-Party Risk o th or of
relating suitability and has and sufficient related Technology Assets, Applications and/or
23 Functional Intersects With Assessments & TPM-10 5 TPM-04.1
tointernal control |technical knowledge and experience. In particular, the service provider Aot Services (TAAS).
functions shall demonstrate an appropriate and up-to-date knowledge of the
framework that applies to the In-Scope Entity.
'When outsourcing operational tasks of the internal control functions, Mechanisms exist to establish an authoritative chain
the service provider shall be placed under the oversight of and report to of command with clear lines of communication to
Outsourcing the person in charge of the relevant internal control function of the In- remove ambiguity for individuals and teams
" arangements relating | scope Entity (e.g. the Chif Compliance Offcer, the Chief Risk Officer | | | Authoritative Chainof | | managing Technology Assets, Applications, Services R covons
to internal control or the Chief Internal Auditor). Where In-scope Entities outsource the full ‘Command and/or Data (TAASD)-related risks.
functions range of operational tasks of their internal control function, the service
provider shall report to the member of the management body in charge
of the internal control function.
'When outsourcing operational tasks of the internal control functions, Mechanisms exist to document and maintain a
the service provider shall be placed under the oversight of and report to Responsive Responsible, Accountable, Supportive, Consulted &
Outsourcing the person in charge of the relevant internal control function of the In- o Informed (RASCI) matrix, or similar documentation,
arrangements relating | scope Entity (e.g, the Chief Compliance Officer, the Chief Risk Officer ) to delineate assignment for security, compliance and
24 Functional Intersects With | Supportive, Consulted TPM-11 L 3 TPM-05.4
to internal control or the Chief Internal Auditor). Where In-scope Entities outsource the full resilience controls between internal stakeholders
° e y g &Informed (RASCI)
functions range of operational tasks of their internal control function, the service Matrix and External Service Providers (ESPs).
provider shall report to the member of the management body in charge
of the internal control function.
When outsourcing operational tasks of the internal control functions, Mechanisms exist to control personnel security
the service provider shall be placed under the oversight of and report to requirements including security roles and
Outsourcing the person in charge of the relevant internal control function of the In- responsibilities for third-party providers.
o arrangementsrolating | scope Entity (.5 the Chief Compliance Officer, the ChiafRisk Oficer | | | i party Porsonmot | oy 5 oros
to internal control or the Chief Internal Auditor). Where In-scope Entities outsource the full Security
functions range of operational tasks of their internal control function, the service
provider shall report to the member of the management body in charge
of the internal control function.
In the context of the internal audit function, the service provider shall Mechanisms exist to implement an internal audit
also have a direct access to the management body in its supervisory function that is capable of providing executive
functions or, where appropriate, to the chairperson of the audit management with insights into the overall
Outsourcing  |committee. In addition, the service provider shall carry ot the internal management of the organization's security,
25 relating | audit tional tasks in with the In-Scope Entity's Functional | Intersects With | Internal Audit Function| CpL-07.q | comPUiance andresilience capabilities. 5 CPL-02.1
tointernal control | internal audit plan and work programme, document the work and the
functions findings of each mission in sufficient detail and issue a dedicated
report on each mission. All documents shall be drafted in French,
German or English and delivered to the person in charge of the internal
audit function, to the management body and, where applicable, to the
Outsourcing arrangements of the financial and accounting function Mechanisms exist to ensure organizations involved in
shall not effectively result in the transfer of this function as a whole to ing, i and/or
the service provider(s). Therefore, outsourcing arrangements shall be Technology Assets, Applications and/or Services
Outsourcing  limited, in principle, to operational tasks of this function. Outsourcing Security, Compliance (TARS) provide assurance of internal oversight
2 " ‘relating of i 2 tasks of the financial and accounting Functional Intersects With & RESIUEI’TCE TPM-05 that 3 GOV-19.3
to the financial and  [functions shall not undermine the permanence of the central Outsourcing (1) Governance of internal controls;
accounting function [administration of the In-Scope Entity. Limitations (2) Risk management, including analysis and
igation activities; and
(3)C with applicable laws,
and
‘When tasks of the function, In- Mechanisms exist to govern how external parties,
Outsourcing  [Scope Entities shalt have, at the closing of each day, unconditional and Use of External cluding Technology Assets, Applications and/or
. arrangements relating |unrestricted access to the balance of ll accounts and of all Functional | intersectswitn | TeMnOWEYASsets, | |Services (TAAS), are used to securely store, process R bCHA
tothe financial and | accounting movements of the day in order to provide the competent Applications and/or and transmit data.
accounting function | authority or any other body, as required by applicable laws and Services (TAAS)
with this it
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When using an accounting system that is located outside of Mechanisms exist to create recurring backups of
L ing system hosting i or data, software and/or system images, as well as
in with the tasks of the Verify the integrity of these backups, to ensure the
accounting function, the In-Scope Entity shall have, at the end of each availability of the data to satisfy Recovery Time
day, a secure backup of all end of day accounting positions, including Objectives (RTOs) and Recovery Point Objectives
Outsourcing | client positions, in a readable format, to guarantee an autonomous (RPOS).
relating of a balance sheet, a profit and loss statement and client
28 to the financial and _ | positions. This backup shall be stored at the premises of the In-Scope | | Unetional | Intersects With Data Backups BCD-24 5 Ecball
accounting function |Entity in the EEA, of a group entity located in the EEA, or of another
service provider (i.e. a service provider different from the one to whom
the accounting system s outsourced) located in the EEA. The
accounting system shall allow keeping regular accounts in accordance
with the licabl framework in L the
preparation of statutory accounts and the preparation of the prudential
When using an accounting system that is located outside of Mechanisms exist to restrict the location of
L system hosting or information processing/storage based on business
in with the of tasks of the requirements.
accounting function, the In-Scope Entity shall have, at the end of each
day, a secure backup of all end of day accounting positions, including
Outsourcing client positions, in a readable format, to guarantee an autonomous
arrangements relating | preparation of a balance sheet, a profit and loss statement and client Third-Party
28 " Functional | Intersects With | Processing, Storage | TPM-12.2 3 TPM-04.4
tothefinancialand | positions. This backup shall be stored at the premises of the In-Scope
accounting function | Entity in the EEA, of a group entity located in the EEA, of of another and Service Locations
service provider (i.e. a service provider different from the one to whom
the accounting system is outsourced) located in the EEA. The
accounting system shall allow keeping regular accounts in accordance
with the applicabl frameworkin L the
preparation of statutory accounts and the of the prudential
In case of outsourcing of the production of prudential reports, the Mechanisms exist to monitor, regularly review and
o person in charge of the financial and accounting function in the In- assess External Service Providers (ESPs) for
tsourcing Scope Entity shall ensure that these reports represent faithfully the In- . compliance with established contractual
arrangements relating ! Review of Third-Party ! _
29 Scope Entity’s prudential situation and are prepared in accordance Functional Intersects With S TPM-15 requirements for security, compliance and resilience 3 TPM-08
;Zé:::::g";:l;::‘ with the applicable instructions. In addition, this person shall be able ervices controls.
to ensure that the In-Scope Entity’s annual accounts are prepared in
with the applicabl taws and
‘As part of the overall internal control framework, including internal Mechanisms exist to facilitate the implementation of
control mechanisms, In-Scope Entities shall have a holistic entity-wide strategic, operational and tactical risk management
risk management framework extending across all business lines and controls that are aligned wit
Sound governance  |internal units. Under that framework, In-Scope Entities shall identify Risk Managament (1) Th Enterprise Risk
30 arrangements and | and manage all their risks, including risks caused by arrangements with | Functional | Intersects With Proiom RSK-02  [(ERM); and 8 RSK-01
third-partyrisk |third parties. The risk management framework shall also enable In- (2) Industry-recognized cybersecurity risk
Scope Entities to make well-informed decisions on risk-taking and management practices.
ensure that risk management measures are appropriately
i including with regard to cyber risks.
‘As part of the overallinteral control framework, including internal Mechanisms exist to facilitate the implementation of
control mechanisms, In-Scope Entities shall have a holistic entity-wide third-party management controls.
risk management framework extending across all business lines and
Sound governance  internal units. Under that framework, In-Scope Entities shall identify —
30 arrangements and  |and manage all their risks, including risks caused by arrangements with |  Funotional | Intersects With Managomont TPM-02 5 TPM-01
third-partyrisk | third parties. The risk management framework shall also enable In-
Scope Entities to make well-informed decisions on risk-taking and
ensure that risk management measures are appropriately
including with regard to oyber risks.
In-Scope Entities, taking into account the principle of proportionality, Mechanisms exist to periodically assess supply
shallidentify, assess, monitor and manage all risks resulting from chain risks associated with Technology Assets,
Sound governance  |arrangements with third parties to which they are or might be exposed, Supply Chain sk Applications and/or Services (TAAS).
31 arrangements and | regardless of whether or not those arrangements are outsourcing Functional. | Intersects With | 0P PIICRL | Rskeat 5 RSK-09.1
third-partyrisk |arrangements. The risks, in particular the operational risks, of all
arrangements with third parties, shall be assessed in line with points
661070,
In-Scope Entities, taking into account the principle of proportionality, Mechanisms exist to:
shallidentify, assess, monitor and manage all risks resulting from (1) Evaluate security risks and threats associated
Sound governance  |arrangements with third parties to which they are or might be exposed, Supply Chain Risk with Technology Assets, Applications and/or Services
31 and of whether or not those arrangements are outsourcing Functional. | Intersects with | 070> RN EEL | TPH-04 | (TARS) supply chains; and 5 TPM-03
third-partyrisk |arrangements. The risks, in particular the operational risks, of all (2) Take appropriate remedation actions to minimize
arrangements with third parties, shall be assessed in line with points the organization's exposure to those risks and
66t070. threats, as necessary.
In-Scope Entities shall ensure that they comply with all requirements Mechanisms exist to facilitate the implementation
- :‘:{';’:;:;f;:‘:::z under GDPR, including for their third-party and outsourcing Functional. | Intersects With | Data Privacy Program | PRz | oPeration ofdata protection contrls throughout s PR01
irdpartynak |erangements. the data lifecycle to ensure all forms of Personal
Data (PD) are processed lawfully, fairly and
In-Scope Entities shall ensure that they comply with all requirements data Privacy Mechanisms exis to include data privacy
Sound governance  |under GDPR, including for their third-party and outsourcing ' requirements in contracts and other acquisition-
32 arrangementsand | arrangements. Functional | Intersects with | _ Requirements for PRI-14 |related documents that establish data privacy roles 5 PRI-07.1
third-party risk Contractors & Service and responsibilities for contractors and service
Providers :
providers.
The outsourcing of functions shall not result in the delegation of the Mechanisms exist to enforce an acoountability
body's ibilities. The body remains structure so that appropriate teams and individuals
Sound governance ° Stakeholder
fully responsible and accountable for complying with all of their ! are empowered, responsible and trained for
33 arrangements for " ! Functional | Intersects With | Accountability cov-0s.1 [ 5 GOV-04.1
or their totheir customer: identifying, mapping, measuring and managing
outsourcing including the ability to oversee the outsourcing of critical or important Structure Technology Assets, Applications, Services and/or
funotion: Data (TAASD)-related risks.
The management body is at all times fully responsible and accountable Mechanisms exist to enforce an accountability
Sound governance | % 1685% Stakeholder structure 50 that appropriate teams and individuals
34 arrangements for Functional | IntersectsWith | Accountability Gov-0s.1 | 2re cmpowered, responsible and trained for 5 GOV-04.1
mapping, measuring and managing
outsourcing Structure
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Sound governance | ensuring that the In-Scope Entity mests on an ongoing basis the Statutory, Regulatory Mechanisms exist to facilitate the idenification and
34a arrangements for | conditions with which it must comply to remain authorised, including | Functional | Intersects With | & Contractual CPL02  |implementation of relevant statutory, regulatory and 3 cpLot
any conditions imposed by the competent authority; Compli controls.
the internal organisation of the In-Scope Entity; Mechanisms exist to enforce an accountability
tructu ndindividual
Sound governance stakenalder e cmpo, esporaine i vamed o
340 arrangements for Functional | IntersectsWith | Accountability cov-05.1 |° A 3 GOV-04.1
tounaing PO, mapping, measuring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Sound the and of conflicts of interest; Mechanisms exist to ensure that the interests of
34.c arrangements for Functional | Intersects With | Conflict of Interests | TPM-12.1 |external service providers are consistent with and 3 TPM-04.3
outsourcing reflect interests.
Sound governance |7 SEUUNE Of the In-Scope Entit’s srategies and policis (0.5, the Publishing Security, Mechanisms exist to establish, maintain and
business model, the risk appetite, the risk management framework); ) Compliance & disseminate policies, standards and procedures
34.d arrangements for Functional | Intersects With ) GOV-04 3 GOV-02
tonaing Resilionce mecessary for secure, compliant and resilint
capabilities
Sound governance | the setting of the In-Scope Entity's strategies and policies (e.g. the Mechanisms exis to define organizational risk
34.d arrangements for | business model, the risk appetite, the risk management framework); Functional | Intersects With | Risk Appetite RSK-05.3 |appetite, the degree of uncertainty the organization is 3 RSK-01.5
willing to accept in of a reward.
oversesing the day-to-day management of the In-Scope Entity, Mechanisms exist to enforce an accountability
Sound governance | MeLUGnE e of allrisks with and stakamolder tructure so that teams and ndividual
) are empowered, responsible and trained for
34e arrangements for Functional | IntersectsWith | Accountability GOV-05.1 3 GOV-04.1
touraing PO, identifying, mapping, meastring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Sound the day-to-day of the In-Scope Entity, Third-Party Mechanisms exist to facilitate the implementation of
34 arrangements for | including the of all risks associated with ingiand | Functional | Intersects With M . TPM-02  |third-party management controls. 3 TPM-01
outsourcing anagemen
h h Secure Controls Framework (SCF) 7031
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the oversight role of the body inits sup: function, Mechanisms exist to enforce an accountability
including ing and decision-making. structure so that appropriate teams and individuals
Sound governance Stakeholder are empowered, responsible and trained for
34f arrangements for Functional | Intersects With | Accountability cov-os.1 [ 3 GOV-04.1
oireoineing PO identifying, mapping, measuring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Outsourcing shall not lower the suitability requirements applied to the pssigned Securty Mechanisms exist to assign one or more qualified
Sound governance  |In-Scope Entity’s management body and key function holders. In-Scope Commlianess individuals with the mission and resources to
35 arrangements for | Entities shall have adeq sufficient and i Functional | Intersects With e GOV-05  |centrally-manage, coordinate, develop, implement 3 GOV-04
outsourcing skilled resources to ensure an appropriate management and oversight Responabitios and maintain an enterprise-wide Security,
of i Co &Resilience Program (SCRP).
Outsourcing shall not lower the suitability requirements applied to the Competency Mechanisms exist to ensure that all security,
Sound governance  |In-Scope Entity’s management body and key function holders. In-Scope Requirements for compliance and resilience-related positions are
35 arrangements for | Entities shall have adeq sufficient and i Functional | Intersects With | Security, Compliance | HRS-03.2 |staffed by qualified individuals who have the 3 HRS-03.2
outsourcing skilled resources to ensure an appropriate management and oversight &Resilience-Related necessary skill set.
of i Positions
Sound governance | In-Scope Entities shall:
36 arrangements for Funotional ~ | No Relationship N/A N/A N/A 0
outsourcing
Clearly assign the s for th Mechanisms exist to enforce an accountability
Sound governance | SOMtrolof outsourcing arrangements; Stakehotder tructy that teams and individul
are empowered, responsible and trained for
36.a arrangements for Functional | Intersects With | Accountability GOV-05.1 5 GOV-04.1
oneing PO, identifying, mapping, meastring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
Sound governance | clearly assign the forthe Thiraparty Mechanisms exist to facilitate the implementation of
36.a arrangements for | and control of outsourcing arrangements; Functional | Intersectswith | SRR TPM-02  |third-party management controls. 3 TPM-01
outsourcing
Sound governance _|10591€ sufficientskilled resources to ensure compliance with the Mechanisms exist to identify and allocate resources
legal and regulatory requirements, including this circular and the Allocation of for management, operational, technical and data
360 arrangements for Functional | Intersects With PRM-06 5 PRM-03
oneing and all Resources protection requirements within business process
planning for projects / initiatives.
for each outsourced activity, designate from among its employees a signed Securty Mechanisms exist to assign one or more qualified
Sound governance | person who will be in charge of managing the outsourcing Comtinens individuals with the mission and resources to
36.0 arrangements for | relationship(s) and managing access to confidential data; and Functional | Intersects With e GOV-05 Uy-manage, develop, i 3 GOV-04
outsourcing Rosponsibities and maintain an enterprise-wide Security,
Compliance & Resilience Program (SCRP).
Sound governance | for each outsourced activity, designate from among its employees S Mechanisms exist to facilitate the implementation of
36.c arrangements for | person who will be in charge of managing the outsourcing Functional | Intersects With | e TPM-02  |third-party management controls. 3 TPM-01
outsourcing ionship(s) and managing access to data and
establish an outsourcing function or designate a sufficiently senior staff Mechanisms exist to assign one o more qualified
member who s directly accountable to the management body (¢.g. a individuals with the mission and resources to
key function holder of a control function) and responsible for managing Uy-manage, develop, i
and the risks of as part of the In- Assigned Security, and maintain an enterprise-wide Security,
Sound governance ceing )
w60 meamentator | 5209 Entt' ntemal control framework and oversaeing the functional | intersectowitn | | ComPlianced sovios | Compliance & Resitience Program (SCRP). . covos
oneing of on Smallentiies shall at Resilience
least ensure a clear and sound division of tasks and responsibilities for Responsibilities
the and control of andmay
assign the outsourcing function to a member of the In-Scope Entity's
body.
establish an outsourcing function or designate a sufficiently senior staff Mechanisms exist to facilitate the implementation of
member who s directly accountable to the management body (¢.g. a third-party management controls.
key function holder of a control function) and responsible for managing
and the risks of as part of the In-
Sound governance ceing
w60 o tor | 520P® Entt' ntemal control framework and oversaeing the Functionat | interscets with Third-Party P02 . Mot
e of on Smallentiies shall at Management
least ensure a clear and sound division of tasks and responsibilities for
the and control of andmay
assign the outsourcing function to a member of the In-Scope Entity's
body.
In-Scope Entities shall maintain at all times sufficient substance and Mechanisms exist to identify and allocate resources
o S:[':::gi:’::(‘:'":f not become ‘empty shells’ o ‘letter-box entities”. To this end, they Functional | nterseets with Allocation of pRM0p |7 management, operational, technical and data s PRML03
shall: Resources protection requirements within business process
outsourcing planning for projects / initiatives.
Sound governance | meet all the conditions of their authorisation at all times, including the Statutory, Regulatory Mechanisms exist to facilitate the identification and
37.a arrangements for | management body effectively carrying out ts responsibilities as setout | Functional | Intersects With | & Contractual CPL02  |implementation of relevant statutory, regulatory and 3 cpLo1
in point 34; c controls.
retain a clear and transparent organisational framework and structure Mechanisms exist to establish an authoritative chain
Sound governance | that enables them to ensure compliance with legal and regulatory Authoritative Ghain of of command with clear lines of communication to
376 arrangements for | requirements; Functional | Intersects With o GOV-05.2 [ remove ambiguiity for individuals and teams 3 GOV-04.2
outsourcing managing Technology Assets, Applications, Services
and/or Data (TAASD)-related risks.
exercise appropriate oversight and be able to manage the risks that are Mechanisms exist to facilitate the implementation of
Sound bythe of critical o important functions, in Thire-pany third-party management controls.
37.c arrangements for | particular where operational tasks of ntemal controlfunctions, of the | Functional | Itersectswith | 1o TPM-02 3 TPM-01
outsourcing  [financial and accounting function or of core business activities are
and
exercise appropriate oversight and be able to manage the risks that are Mechanisms exist to monitor, regularly review and
Sound bythe of critical o important functions, in Review of Third Party assess External Service Providers (ESPs) for
37.c arrangements for | particular where operational tasks of internal control functions, of the |  Functional | Intersects With oo TPM-15 | compliance with established contractual 5 TPM-08
outsourcing  [financial and accounting function or of core business activities are requirements for security, compliance and resilience
and controls.
have sufficient skilled resources and capacities to ensure compliance Competency Mechanisms exist to ensure that all security,
Sound governance points a. to c. above. Requirements for compliance and resilience-related positions are
37.d arrangements for Functional | Intersects With | Security, Compliance | HRS-03.2  [staffed by qualified individuals who have the 3 HRS-03.2
outsourcing &Resilience-Related skill set.
Positions
Sound govermance |12 SUiientskiled resources and capacites to ensure compliance Mechanisms exist to identify and allocate resources
74 arrangements for |t Points 3.0 c. above. Functional | Intersects With Allocation of pRM.0g |1O" Management, operational, technical and data 3 PRM.03
outsourcing Resources protection requirements within business process
planning for projects / initiatives.
Sound governance |When setting up an outsourcing arrangement, In-Scope Entities shall at Third-party Mechanisms exist to facilitate the implementation of
38 arrangements for | least ensure that: Functional | Intersectswin | (TN TPM-02  |third-party management controls. 3 TPM-01
outsourcing
Sound governance | they can take and implement decisions related to their business I Mechanisms exist to facilitate the implementation of
38.a anangementsfor | actvtes and citcal orimportant functons, ncluding withregard o | Functional | Intersects Wit | (TR TPM-02  |third-party management controls. 3 TPM-01
outsourcing___|those that have been outsourced;
Sound governance | they maintain the orderliness of the conduct of ther business and, for Security, Compliance Mechanisms exist to facilitate the design,
380 for |creditinstitutions and payment i the banking and payment | Functional | Intersects With | &Resilience Program | GOV-02  [implementation, and monitoring of security, 3 GOV-01
outsourcing | services they provide; (SCRP) and resilience governance controls.
Sound governance | the risks related to current and planned outsourcing arrangements are Supply Chain Risk Mechanisms exist to periodically assess supply
38.c arrangements for | adequately identified, assessed, managed and mitigated, including Functional | IntersectsWith | 2%PY PICREL | RS2t | chain isks associated with Technology Assets, 5 RSK-09.1
outsourcing ___|risks related to ICT and financial technology (fintech); and/or Services (TAAS).
the risks related to current and planned outsourcing arrangements are Mechanisms exist to:
adequately identified, assessed, managed and mitigated, including (1) Evaluate security risks and threats associated
Sound governance | risks related to ICT and financial technology (fintech); Supply Chain Risk with Technology Assets, Applications and/or Services
38.c arrangements for Functional | Intersects With Management (sct) | 1704 (TAAS) supply chains; and 5 TPM-03
outsourcing (2) Take appropriate remediation actions to minimize
the organization's exposure to those risks and
threats, as necessary.
appropriate confidentiality arrangements are in place regarding data Mechanisms exist to require Non-Disclosure,
Sound governance  |and other information; Confidntialiy (NDAS) or similar
38.d arrangements for Functional | Intersects With HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
outsourcing Agreements and operational details, for both employees and third
parties..
h h Secure Controls Framework (SCF) 8of31
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an appropriate flow of relevant information with service providers is Mechanisms exist to monitor, regularly review and
Sound i Roviow of Third-part assess External Service Providers (ESPs) for
view of Third-
38 arrangements for Functional | Intersects With orion ™| 1PM-15 | compliance with established contractual 3 TPM-08
outsourcing requirements for security, compliance and resilience
controls.
with regard to the outsourcing of oritical or important functions, they Mechanisms exist to operate a Business Continuity
are able to undertake at least one of the following actions, within an Management System (BCMS) to achieve resilient
Soundgovemance | o iate time frame: Business Continuity Technology Assets, Applications, Services and/or
38 arrangements for : Functional | Intersects With | Management System |  BCD-02 e . g 3 BCD-01
Data (TAASD) during:
outsourcing (BCMS)
(1) Routine operations; and
(2) Adverse condi
transfer the function to altemative service providers; existto internal
Sound governance Coordinate With lans with those of external service providers to
3840 arrangements for Functional | IntersectsWith | ExteralSenvice | BCD-07.4 | ° rvice provid 3 BCD-01.2
ensure that organizational resiliency requirements
outsourcing Providers
can be satisfied.
reintegrate the function; or Mechanisms exist to continue essential missions
Sound governance Continue Essential and business functions with little or no loss of
38 arrangements for Functional | Intersects With | Mission & Business | BCD-08.1 |operational continuity and sustain that continuity 3 BCD-022
outsourcing Functions until full system restoration of primary processing
and/or storage sites is performed.
discontinue the business activities that are depending on the function. Mechanisms exist to operate a Business Continuity
Management System (BCMS) to achieve resilient
Sound governance Business Gontinuity Technology Assets, Applications, Services and/or
38 Liii arrangements for Functional | Intersects With | Management System | BCD-02 o » APP! g 3 BCD-01
Data (TAASD) during:
outsourcing (BCMS)
(1) Routine operations; and
(2) Adverse condi
Wwhere personal data are processed by service providers located in the Mechanisms exist to festrict and govern the transfer
Sound govemance | e, o dor third countries, appropriate measures are implemented and External Transfer of of sensitive and/or regulated data:
38.g arrangements for » apProp! P! Functional | Intersects With | Sensitive / Regulated | DCH-32 g : 5 DCH-25
data are processed in accordance with GDPR; (1) Cross-border; and/or
outsourcing Data
@
Where personal data are processed by service providers located in the bota Provac Mechanisms exist to include data privacy
Sound governance | EEA and/or third countries, appropriate measures are implemented and N o requirements in contracts and other acquisition-
equirements for
£ arrangements for | data are processed in accordance with GDPR; Functional | Intersects With |  "eREMENE " | pR14 | related documents that establish data privacy roles 5 PRI07.1
outsourcing and responsibilities for contractors and service
Providers
providers.
appropriate confidentiality arrangements are in place and ensure Mechanisms exist to require Non-Disclosure
Sound governance | compliance with Article 41(2a) LFS o Article 30(2a) LPS, where Confidentiati (NDAS) or similar i
onfidentiali
38.h arrangements for | applicable. Functional | Intersects With poiviind HRS-07.1 |agreements that reflect the needs to protect data 5 HRS-06.1
outsourcing @ and operational details, for both employees and third
parties..
The management body of an In-Scope Entity that has outsourcing Mechanisms exist to establish, maintain and
arrangements in place or plans on entering into such arrangements disseminate policies, standards and procedures
shall approve, regularly review and update a written outsourcing policy Publishing Security, necessary for secure, compliant and resilient
and ensure its implementation, as applicable, on an individual, sub- Compliance & capabilities.
38 Outsourcing policy P PP Functional | Intersects With omplance cov-0s [P 5 Gov-02
and basis. For credit and Resilience
investment firms, the outsourcing policy shall,in particular, take into Documentation
account the requirements pertaining to “New Product Approval
Process”.
The management body of an In-Scope Entity that has outsourcing Mechanisms exist to review the Security,
arrangements in place or plans on entering into such arrangements Compliance &Resilience Program (SCRP), including
shall approve, regularly review and update a written outsourcing policy Periodic Review & policies, standards and procedures, at planned
and ensure its implementation, as applicable, on an individual, sub- Update of Security, intervals or if significant changes ocour to ensure
39 Outsourcing policy P PP Functional | Intersects With | —Poowo O SECUMY, ) 60y 04,1 g 8 3 GOV-03
and basis. For credit and Compliance & their continuing suitability, adequacy and
investment firms, the outsourcing policy shall,in particular, take into Resilience Program effectiveness.
account the requirements pertaining to “New Product Approval
Process”.
The management body of an In-Scope Entity that has outsourcing Mechanisms exist to facilitate the implementation of
arrangements in place or plans on entering into such arrangements third-party management controls.
shall approve, regularly review and update a written outsourcing policy
and ensure its implementation, as applicable, on an individual, sub- Third-P
39 Outsourcing policy P t PP Functional | Intersects With ird-Party TPM-02 5 TPM-01
and basis. For credit and Management
investment firms, the outsourcing policy shall,in particular, take into
account the requirements pertaining to “New Product Approval
Process”.
The policy shall include the main phases of the life cycle of outsourcing Mechanisms exist to establish a formal, documented
arrangements and define the principles, responsibilities and processes third-party management policy that:
in relation to outsourcing. In particular, the policy shall cover at least: (1) Conveys executive management's intent;
(2) Provides organizational direction and expected
, Third-Party A
0 Outsourcing policy Functional | Intersects With : TPM-01  |behaviors; 5
Management Policy "
(3)Is reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
risks, threats and other changes that affect the
the responsibilities of the management body in line with points 33 and Mechanisms exist to enforce an accountability
34, including its as ,in the d Kking on Stakaholdor structure so that appropriate teams and individuals
outsourcing of critical or important functions; ) are empowered, responsible and trained for
404 Outsourcing policy Functional | Intersects With | Accountability cov-0s.1 [MeCmP ’ 3 GOV-04.1
- identifying, mapping, measuring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
the responsibilities of the management body in line with points 33 and P Mechanisms exist to facilitate the implementation of
204 Outsourcing policy |34, includingts as inthe decision-makingon |  Functional | Intersects With N " TPM-02 | third-party management controls. 3 TPM-01
of critical or important functions; anagemen
s Outsourcing poliey | e Involvement of business ines, internal cortrol functions andother | ¢ o T Third-Party TPr0z | Mechanisms oxist o faciliate the implementation of N oot
in respect of third-party controls.
P Outsourcing poliey | ¢ PIENIng of outsourcing arrangements, including: ronctionat | imereset with Third-Party Tpr0z | Mechanisms exst to facilate the implementation of R oor
third-party controls.
the definition of business requirements regarding outsourcing Mechanisms exist to utilize tailored acquisition
arrangements; Acquisition Strategies, , contract tools and methods
a0.ci Outsourcing policy |78 Functional | Intersects With | 3" 8l TPM-03 3 TPM-03.1
Tools &Methods for the purchase of unique Technology Assets,
and/or Services (TAAS).
the criteria, including those referred to in points 18 to 20, and Mechanisms exist to identify, prioritize and assess
processes for identifying critical or important functions; suppliers and partners of critical Technology Assets,
Third-Party Criticalit Applications and/or Services (TAAS) using a st {{
40.c.ii Outsourcing policy Functional | Intersects With | ' yCriticality | ypy gg  [APPUCRH vices (TAAS) using a supply 5 TPM-02
Assessments chain risk assessment process relative to their
i in supporting the delivery of high-value
services.
Tisk identificati and in with , Mechanisms exist to conduct a risk assessment prior
Third-Party Risk
~ |points 6610 70; toth or f
20.ciii Outsourcing policy Functional | Intersects With | Assessments & TPM-10 ) 5 TPM-04.1
punivhe related Technology Assets, Applications and/or
vi
PP Services (TAAS).
due diligence checks on prospective service providers, including the ThirdpartyRisk Mechanisms exist to conduct a risk assessment prior
measures required under points 71 to 75; ) to the acquisition or outsourcing of technology-
20.civ Outsourcing policy Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
oy related Technology Assets, Applications and/or
PP Services (TAAS).
for the identif and Mechanisms exist to ensure that the interests of
40.cv Outsourcing policy | mitigation of potential conflicts of interest, in accordance with points Functional | Intersects With | Conflict of Interests | TPM-12.1 [external service providers are consistent with and 5 TPM-04.3
43t046; reflect interests.
business continuity planning in accordance with points 47 to 50; Mechanisms exist to operate a Business Continuity
. - Management System (BCMS) to achieve resilient
Business Continuity N Y
) Technology Assets, Applications, Services and/or
40.cvi Outsourcing policy Functional | Intersects With | Management System | BCD-02 5 BCD-01
eons) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse cond
the approval process of new outsourcing arrangements. This process ThirdParty Risk Mechanisms exist to conduct a risk assessment prior
must consider the additional time requirement due to the prior to the acquisition or outsourcing of technology-
40.cii Outsourcing policy Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
tothe authority in with points 59 oy related Technology Assets, Applications and/or
and 60; PP Services (TAAS).
h heory pp Secure Controls Framework (SCF) 90f31
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the and of Mechanisms exist to monitor, regularly review and
including: assess External Service Providers (ESPs) for
Review of Third-Party
404 Outsourcing policy Functional | Intersects With oo TPM-15 | compliance with established contractual 5 TPM-08
requirements for security, compliance and resilience
controls.
the ongoing assessment of the service provider's performance in line Mechanisms exist to monitor, regularly review and
with points 104 to 110; assess External Service Providers (ESPs) for
Review of Third-Party
404 Outsourcing policy Functional | Intersects With oo TPM-15 | compliance with established contractual 5 TPM-08
requirements for security, compliance and resilience
controls.
the procedures for being notified and responding to changes to an Mechanisms exist to control changes to services by
outsourcing arrangement or service provider (e.g. o its financial o suppliers, taking into account the criticality of
404 Outsoursing policy | position, organisational or ownership structures, sub-outsourcing); Functional | Intersects With ﬁt‘z‘lgg‘:w";:jf;? TPM-17 |business Technology Assets, Applications, Services 5 TPM-10
and/or Data (TAASD) that are in scope by the third-
party.
the review and audit of with legal and Mechanisms exist to conduct periodic audits of
regulatory requirements and policies; security, compliance and resilience controls to
40.dii Outsourcing policy Functional | IntersectsWith | Periodic Audits CcPL07.2 5 CcPL02.2
evaluate conformity with the organization's
policies, standards and procedures.
the renewal processes; Mechanisms exist to perform recurring validation of
the Responsible, Accountable, Supportive,
Consulted & Informed (RASCI) matrix, or similar
documentation, to ensure security, compliance and
) resilience control assignments acourately reflect
40.d.iv Outsourcing policy Functional | Intersects with | Tiré-Party Scope TPM-16  |current: 3 TPM-05.5
Review (1) Contractual obligations for the External Service
Provider (ESP);
(2) Business practices;
(3) Applicable stakeholders; and
(4) Deployed Technology Assets, and/or
the documentation and record-keeping, taking into acoount the Mechanisms exist to maintain a current, acourate
requirements set out in points 530 58; and complete list of External Service Providers
(ESPs) that can potentially impact the
0. Outsourcing policy Functional | Intersects With | Third-Party Inventories |  TPM-08 5 TPM-01.1
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
the exit strategies and termination processes, including a requirement Mechanisms exist to operate a Business Continuity.
for a documented exit plan for each critical or important function to be Management System (BCMS) to achieve resilient
404 Outsourcing policy | °11S0Ureed Where such an exitis considered possible, takinginto Functional | Intersects With ri:::g?;:r:r:;;‘:;‘:‘ Bep-02 | Technology Assets, Applications, Services and/or 3 BCD-01
account possible service orthe Data (TAASD) during:
of an outsourcing agreement, in line with points 111 t0 113. (BeMS) (1) Routine operations; and
(2) Adverse condi
the exit strategies and termination pre inoluding a Mechanisms exist to include “break clauses” within
for a documented exit plan for each critical orimportant function to be contracts for failure to meet contract criteria for
208 Outsourcing policy | outsourced where such an exit is considered possible, taking into Functional | IntersectsWith | Break Clauses TPM-19 |security, compliance and/or resilience controls. 3 TPM-05.7
account possible service orthe
of an outsourcing agreement, i line with points 111 to 113,
The outsourcing policy shall differentiate between the following: Mechanisms exist to establish a formal, documented
third-party management policy that:
(1) Conveys executive management's intent;
ThirdParty (2) Provides organizational direction and expected
a1 Outsourcing policy Functional | Intersects With TPM-01 |behaviors; 3
Management Policy
(3)1s reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
risks, threats and other changes that affect the
P Outsourcing policy | PU10UTGITE of riical or mportart funtions and other outsourcing ronctionat | intersacte with Third-Party Pmoa | Mechanisms exist o facilitate the implementation of N oot
third-party controls.
outsourcing of critical or important functions and other outsourcing Mechanisms exist to identify, prioritize and assess
arrangements; suppliers and partners of critical Technology Assets,
41a Outsourcing policy Functional | Intersects with | To-Ferty Criticality | o g |Aplications and/or Services (TAAS) using a supply 3 TPM-02
Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Gutsourcing to service providers that are authorised by a relevant ) Mechanisms exist to facilitate the implementation of
41b Outsourcing policy | competent authority in a Member State or in a third country and those | Functional | Intersects With MT::;;Z: TPM-02  |third-party management controls. 3 TPM-01
that are not;
e ousourcing poliey | and ing to entities Functional | intersects with Third-Party Tor0z | Mechanisms exst to faciliate the implementation of 5 oron
outside the group; and third-part controls.
a Outsourcing poliey | °V1SCUrCING 0 senvice providers located within a Mamber State and Functional | intersecte with Third-Party Tor0z | Mechanisms exst to faciltate the implementation of R ot
third countries. third-part controls.
outsourcing to service providers located within a Member State and Third-Party Mechanisms exist to restrict the ocation of
414 Outsourcing policy |third countries. Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 3 TPM-04.4
and Service Locations requirements.
In-Scope Entities shall ensure that the outsourcing policy covers the Mechanisms exist to establish a formal, documented
identification of the following potential effects of critical or important third-party management policy that:
outsourcing arrangements and that these are taken into account in the (1) Conveys executive management's intent;
decision-making process: Thiraparty (2) Provides organizational direction and expected
a2 Outsourcing policy Functional | Intersects With TPM-01 |behaviors; 3
Management Policy
(3)1s reviewed at least annually; and
(4)1s updated, as necessary, to adapt to evolving
risks, threats and other changes that affect the
P Outsourcing potiey |8 17S€0Pe Enity's sk profie; ronctionat | intersacte with Third-Party Tpr0z | Mechanisms oxist o faciliate the implementation of N oot
third-party controls.
the ability to overses the service provider and to manage the risks; Mechanisms exist to monitor, regularly review and
: assess External Service Providers (ESPs) for
’ Review of Third-Party ° ° 4
425 Outsourcing policy Functional | Intersects With o TPM-15 | compliance with established contractual 3 TPM-08
ervices requirements for security, compliance and resilience
controls.
the business continuity measures; and Mechanisms exist to operate a Business Continuity
) . Management System (BCMS) to achieve resilient
Business Continuity Technology Assets, Applications, Services and/or
a2 Outsourcing policy Functional | Intersects With | Management System | BCD-02 3 BCD-01
oS Data (TAASD) during:
(1) Routine operations; and
(2) Adverse
a Outsourcing policy | "¢ PoToTmance of theirbusiness activies. Functional | 1ntersecte with Third-Party Tpr0z | Mechanisms exst to faciliate the implementation of R [
third-part controls.
In-Scope Entities shall dentify, assess and manage conflicts of Mechanisms exist to ensure that the interests of
43 Conflicts of interests |interests with regard to their outsourcing arrangements. Functional | Intersects With | Conflict of Interests | TPM-12.1 |external service providers are consistent with and 5 TPM-04.3
reflect interests.
Where outsourcing creates material conflicts of interest, including Mechanisms exist to ensure that the interests of
44 Conflicts of interests |between entities within the same group, In-Scope Entities need totake | Functional | Intersects With | Conflict of Interests | TPM-12.1 |external service providers are consistent with and 5 TPM-04.3
measures to manage those conflicts of interest. reflect interests.
When functions are provided by a service provider that is part of a Mechanisms exist to ensure that the interests of
group or that is owned by the In-Scope Entity or its group, the external service providers are consistent with and
conditions, including financial conditions, for the outsourced service reflect organizational interests.
5 Conflicts of interests |S"2\ B¢ et atarm's length. However, within the pricing of services Functional | Intersects With | Conflict of Interests | TPM-12.1 3 TPM-04.3
synergies resulting from providing the same or similar services to
several In-Scope Entities within a group may be factored in, as long as
the service provider remains viable on a stand-alone basis; within a
group this shall be of the failure of any other group entity.
The In-Scope Entity shall, in particular, ensure that the service provider Mechanisms exist to ensure that the interests of
. Confliots of interests |1 MdePENdent from the statutory auditor (rviseur drentreprises agrée | (ol extemal service providers are consistent with and 5 PMoas
or cabinet de révision agré¢) in charge of the statutory audit of the In- reflect organizational interests.
Scope Entity and from the group to which the statutory auditor belongs.
h h Secure Controls Framework (SCF) 100f31
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Special attention shall be paid to the continuity aspects and the Mechanisms exist to operate a Business Continuity
nature of an i The In-Scope Entity Management System (BCMS) to achieve resilient
Business continuity |shall be able to continue it critical functions in case of exceptional Business Continuity Technology Assets, Applications, Services and/or
47 Functional | Intersects With | Management System | BCD-02 5 BCD-01
plans events or crisis. o) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse condi
In-Scope Entities shall have in place, maintain and periodically test Mechanisms exist to operate a Business Continuity
appropriate business continuity plans with regard to outsourced Business Continuity Management System (BCMS) to achieve resilient
Business continuity | critical or important functions. Technology Assets, Applications, Services and/or
48 Functional | Intersects With | Management System | BCD-02 5 BCD-01
plans eons) Data (TAASD) during:
(1) Routine operations; and
(2) Adverse cond
In-Scope Entities shall have in place, maintain and periodically test Mechanisms exist to conduct tests and/or exercises
Business continuity ! Contingency Plan
48 o appropriate business continuity plans with regard to outsourced Functonal | Intersectswith | COTERERS AR | BCD-10. |10 evaluate the contingency plan'seffetiveness and 5 BCD-04
critical or important functions. the readiness to execute the plan.
Business continuity plans shall take into account the possible event Mechanisms exist to operate a Business Continuity.
that the quality of the provision of the outsourced critical or important Business Continity Management System (BCMS) to achieve resilient
Business continuity | function deteriorates to an unacceptable level or fails. Such plans shall Technology Assets, Applications, Services and/or
49 Functional | Intersects With | Management System | BCD-02 5 BCD-01
plans also take into account the potential impact of the insolvency or other eoms) Data (TAASD) during:
failures of service providers and, where relevant, political risks in the (1) Routine operations; and
service provider's (2) Adverse condi
Business continuity plans shall take into account the possible event existto internal
that the quality of the provision of the outsourced oritical or important CoordinatoWith plans with those of external service providers to
Business continuity | function deteriorates to an unacceptable level or fails. Such plans shall ensure that organizational resiliency requirements
49 Functional | IntersectsWith |  ExtenalService | BCD-07.4 3 BCD-012
plans also take into account the potential impact of the insolvency or other b can be satisfied.
failures of service providers and, where relevant, political risks in the
service provider's
Where the outsourcing arrangement comprises ICT systems and data Mechanisms exist to create recurring backups of
of In-Scope Entities, the measures for redundancy and backup of these data, software and/or system images, as well as
. Business continuity _|systems and data shall either be specified inthe outsourcing Functional | Intersects With | Data Backups BCD.2a |Veri the intogrity ofthese backups, o ensuro the R B0
plans agreement with the service provider or configured by the In-Scope availability of the data to satisfy Recovery Time
Entities, in line with the business continuity plan of the In-Scope Objectives (RTOs) and Recovery Point Objectives
Entities. (RPOS).
Where the outsourcing arrangement comprises ICT systems and data Mechanisms exist to require contractual
susinass aontinity |©7™SE0P® Enites, the measures forredundancy and backup of these Third-party Contract for applicable security,
50 o systems and data shall either be specified in the outsourcing Functonal | Itersectswien | TR BT TPM-14 |and resilience requirements with third-parties, 3 TPM-05
agreement with the service provider or configured by the In-Scope reflecting the organization's needs to protect its
Entities, in line with the business continuity plan of the In-Scope Technology Assets, ions, Services and/or
The internal audit function’s activities shall cover, following a risk- Mechanisms exist to implement an internal audit
based approach, the review of outsourced activities. The audit plan and function that is capable of providing executive
51 Internal audit function |programme shall include, in particular, the outsourcing arrangements | Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
of critical or important functions. ofthe security,
and resilience capabilties.
With regard to the outsourcing process, the internal audit function shall Mechanisms exist to implement an internal audit
at least ascertain: function that is capable of providing executive
52 Internal audit function Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
management of the organization's security,
and resilience capabilties.
that the In-Scope Entity's framework for outsourcing, including the Mechanisms exist to implement an internal audit
outsourcing policy, is effectively implemented and is in line with the function that is capable of providing executive
52a Internal audit function |applicable laws and regulations, the risk strategy and the decisions of | Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
the management body; management of the organization's security,
and resilience capabilties.
that the In-Scope Entity's framework for outsourcing, including the Mechanisms exist to conduct periodic audits of
52.a Internal audit function | °1S0UTCinE Policy, is effectively implemented and s in line with the Functional | Intersects With Periodic Audits CpLo7.2 |SeCurity: compliance and resilience controls to 3 CPL-02.2
applicable laws and regulations, the risk strategy and the decisions of evaluate conformity with the organization's
the body; policies, standards and
the adequacy, quality and effectiveness of the assessment of the Mechanisms exist to implement an internal audit
criticality or importance of functions; function that is capable of providing executive
526 Internal audit function Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
management of the organization's security,
and resilience capabilties.
the adequacy, quality and effectiveness of the assessment of the Mechanisms exist to identify, prioritize and assess
criticality or importance of functions; suppliers and partners of critical Technology Assets,
52.b Internal audit function Functional | Intersects with | TTo-Ferty Criticality | o g |Aplications and/or Services (TAAS) using a supply 3 TPM-02
Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
the adequacy, quality and effectiveness of the risk assessment for Mechanisms exist to implement an internal audit
outsourcing arrangements and that the risks remain in line with the In- function that is capable of providing executive
52.0 Internal audit function [Scope Entity’s risk strategy; Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
management of the organization's security,
and resilience capabilites.
the adequacy, quality and effectiveness of the risk assessment for - Mechanisms exist to conduct a risk assessment prior
. |outsourcing arrangements and that the risks remain in line with the In- to the acquisition or outsourcing of technology-
52.0 Internal audit function ngare Functional | IntersectsWith | Assessments & TPM-10 ) 3 TPM-04.1
Scope Entity’s risk strategy; P related Technology Assets, Applications and/or
Services (TAAS).
the appropriate involvement of governance bodies; and Mechanisms exist to implement an internal audit
function that is capable of providing executive
52.d Internal audit function Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL02.1
management of the organization's security,
and resilience capabilties.
the appropriate involvement of governance bodies; and Mechanisms exis to enforce an acoountability
structure so that appropriate teams and individuals
Stakeholder
52.d Internal audit function Functional | Intersects With | Accountability GOV-05.1 |{1e emPowered, responsible and trained for 3 GOV-04.1
PRSI entifying, mapping, measuring and managing
Technology Assets, Applications, Services and/or
Data (TAASD)-related risks.
the itoring and of Mechanisms exist to implement an internal audit
arrangements. function that is capable of providing executive
52.0 Internal audit function Functional | Intersects With |Internal Audit Function| CPL-07.1 | management with insights into the overall 5 CPL-02.1
management of the organization's security,
and resilience capabilites.
the and of Mechanisms exist to monitor, regularly review and
, assess External Service Providers (ESPs) for
52.0 Internal audit function Functional | Intersects With | R2ie O THITA-Party | 1o 16 | comptiance with established contractuat 3 TPM-08
Services requirements for security, compliance and resilience
controls.
In-Scope Entities shall maintain an updated register of information on Mechanisms exist to retain media and data in
all outsourcing arrangements at individual level and, as applicable, at accordance with applicable statutory, regulatory and
sub-consolidated and consolidated levels, as set out in point 3, and contractual obligations.
documentation _|ell aPPropriately document al current outsourcing arrangements, Media & Data
53 euromenta | distinauishing betueen the outsourcing of critcal or mportant Functional | Intersects With i DCH-27 3 DCH-18
functions and other outsourcing arrangements. In-Scope Entities shall
maintain the of ended
the register and the i foran
periodin with L law.
In-Scope Entities shall maintain an updated register of information on Mechanisms exist to maintain a current, accurate
all outsourcing arrangements at individual level and, as applicable, at and complete list of External Service Providers
sub-consolidated and consolidated levels, as set out in point 3, and (ESPs) that can potentially impact the
bocumantation |l apPropriately document all current outsourcing arrangements, Confidentiality, Integrity, Availability and/or Safety
53 roment | distinguishing betuieen the outsourcing of critcal or mportant Functional | Intersects With | Third-Party Inventories|  TPM-08 |(CIAS) of the organization's Technology Assets, 8 TPM-01.1
funotions and other outsourcing arrangements. In-Scope Entities shall Applications, Services and/or Data (TAASD).
maintain the of ended i within
the register and the foran
period in accordance with Luxembourg law.
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TPM-01.1

Documentation
requirements

areference number for each outsourcing arrangement;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the start date and, as applicable, the next contract renewal date, the
end date and/or notice periods for the service provider and for the In-
Scope Entity;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,

ions, Services and/or Data (TAASD).

TPM-01.1

Documentation

a brief description of the outsourced function, including the data that
are outsourced and whether or not personal data (e.g. by providing a
yes or no in a separate data field) have been transferred or if their

is to a service provider;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

a category assigned by the In-Scope Entity that reflects the nature of
the function as described under point (c) (e.g. ICT, internal control
functions), which shall facilitate the identification of different types of
arrangements;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the name of the service provider, the corporate registration number, the
legal entity identifier (where available), the registered address and
other relevant contact details, and the name of its parent company (if
any);

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the country or countries where the service is to be performed, including
the location (i.e. country or region) of the data;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate

and complete list of External Service Providers

(ESPs) that can potentially impact the

Confidentiality, Integrity, Availability and/or Safety

(CIAS) of the organization's Technology Assets,
ications, Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the country or countries where the service is to be performed, including
the location (i.e. country or region) of the data;

Functional

Intersects With

Third-Party
Processing, Storage
and Service Locations

TPM-12.2

Mechanisms exist to restrict the location of
information processing/storage based on business
requirements.

TPM-04.4

b

whether or not (yes/no) the outsourced function is considered critical or
important, including a brief summary of the reasons why the

requirements

function is or not as eritical or important;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

D

whether or not (yes/no) the outsourced function is considered critical or
important, including a brief summary of the reasons why the

requirements

function is or not as critical or important;

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Documentation
requirements

in the case of outsourcing to a cloud service provider, the cloud service
and models, i.e. andthe
specific nature of the data to be held and the locations (i.e. countries or
regions) where such data will be stored;

Functional

Intersects With

Geolocation
Requirements for
Processing, Storage
and Service Locations

DCH-30.1

Mechanisms exist to control the location of
Technology Assets, Applications and/or Services

(TAAS) processing and/or storage based on business
requirements that includes statutory, regulatory and

CLD-09

Documentation
requirements

in the case of outsourcing to a cloud service provider, the cloud service
and models, i.e. andthe
specific nature of the data to be held and the locations (i.e. countries or
regions) where such data will be stored;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete st of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,

TPM-01.1

Services and/or Data (TAASD).

54.0

Documentation

the date of the most recent assessment of the criticality or importance
of the outsourced function.

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate

and complete list of External Service Providers

(ESPs) that can potentially impact the

Confidentiality, Integrity, Availability and/or Safety

(CIAS) of the organization's Technology Assets,
ications, Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the date of the most recent assessment of the criticality or importance
of the outsourced function.

Functional

Intersects With

Third-Party Criticality
Assessments

TPM-09

Mechanisms exist to identify, prioritize and assess
suppliers and partners of critical Technology Assets,
Applications and/or Services (TAAS) using a supply
chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.

TPM-02

Documentation
requirements

For the outsourcing of critical or important functions, the register shall
include the following additional information:

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the In-Scope Entities and other firms within the scope of the prudential
consolidation, as applicable, that make use of the outsourcing;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,

i Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

whether or not the service provider or sub-contractor is part of the
group or is owned by In-Scope Entities within the group;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the date of the most recent risk assessment and a brief summary of the
main results;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate

and complete list of External Service Providers

(ESPs) that can potentially impact the

Confidentiality, Integrity, Availability and/or Safety

(CIAS) of the organization's Technology Assets,
ications, Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the date of the most recent risk assessment and a brief summary of the
main result:

Functional

Intersects With

Third-Party Risk
Assessments &
Approvals

TPM-10

Mechanisms exist to conduct a risk assessment prior
to the or f

related Technology Assets, Applications and/or
Services (TAAS).

TPM-04.1

Documentation
requirements

the individual or decisi king body (e.g. the body) in
the In-Scope Entity that approved the outsourcing arrangement;

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate

and complete list of External Service Providers

(ESPs) that can potentially impact the

Confidentiality, Integrity, Availability and/or Safety

(CIAS) of the organization's Technology Assets,
ications, Services and/or Data (TAASD).

TPM-01.1

Documentation
requirements

the governing law of the outsourcing agreemen

Functional

Intersects With

Third-Party Inventories

TPM-08

Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
(ESPs) that can potentially impact the
Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).

TPM-01.1

Secure Controls Framework (SCF)
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the dates of the most recent and next scheduled audits, where Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
55.f Poeumentation Functional | Intersects With | Third-Party Inventories |  TpM.og | (ESPS) that can potentially impact the 5 TPM-01.1
requirements Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
cations, Services and/or Data (TAASD).
where the names of any sub to which material Mechanisms exist to maintain a current, acourate
parts of a critical or important function are sub-outsourced, including and complete list of External Service Providers
b the country where the sub- are registered, where the service (ESPs) that can potentially impact the
5.8 Functional | Intersects With | Third-Party Inventories |  TPM-08 5 TPM-01.1
requirements | will be performed and, if applicable, the location (i.e. country or region) Confidentiality, Integrity, Availability and/or Safety
where the data will be stored; (CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
an outcome of the assessment of the service provider's substitutability Mechanisms exist to maintain a current, accurate
(as easy, difficult or i the possibility of rei a and complete list of External Service Providers
55.h Documentation | crtical or important function into the In-Scope Entity or the impact of Functional | Intersects With | Third-Party Inventories | Tpm-0g | (EoF <) that can potentially impact the 5 TPM-01.1
requirements | discontinuing the critical or important function; Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
ions, Services and/or Data (TAASD).
an outcome of the assessment of the service provider's substitutability Mechanisms exist to identify, prioritize and assess
(as easy, difficult or the possibility of a suppliers and partners of critical Technology Assets,
Documentation | critical or important function into the In-Scope Entity or the impact of Third-Party Criticality Applications and/or Services (TAAS) using a supply
55.h Functional | Intersects With TPM-08 3 TPM-02
requirements discontinuing the critical or important function; Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
identification of alternative service providers in line with point (n); Mechanisms exist to reduce threat susceptibility by
obtaining services from alternative providers that are
. Documentation Functional. | Intersects wig |SPEraton O Primary/| - different from the primary service providers. R 00102
requirements Alternate Providers
identification of alternative service providers in line with point (n); Mechanisms exist to maintain a current, acourate
55,0 D;:J::::;L:" Functional | Intersects With | Third-Party Inventories| TPM-08 |and complete list of External Service Providers 5 TPM-01.1
(ESPs) that can potentially impact the
whether the outsourced critical or important function supports Mechanisms exist to maintain a current, accurate
business operations that are time-critical; and complete list of External Service Providers
Documentation (ESPs) that can potentially impact the
55, Functional | Intersects With | Third-Party Inventories |  TPM-08 5 TPM-01.1
requirements Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
the estimated annual budget cost; Mechanisms exist to maintain a current, accurate
and complete list of External Service Providers
55.k Pocumentation Functional | Intersects With | Third-Party Inventories|  TpM-0g |- <) that can potentially impact the 3 TPM-01.1
requirements Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
i Services and/or Data (TAASD).
the date of the prior notification o the competent authority in Mechanisms exist to maintain a current, acourate
accordance with points 59 and 60, as applicable. and complete list of External Service Providers
Documentation (ESPs) that can potentially impact the
55.1 Functional | Intersects With | Third-Party Inventories |  TPM-08 5 TPM-01.1
requirements Confidentiality, Integrity, Availability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
In-Scope Enities shall, upon request, make available to the competent Mechanisms exist to ensure the organization is able
authority either the full register of all existing outsourcing arrangements to demonstrate security, compliance and/or
Documentation Ability To D
56 eromenta. o sections specified thereof, such as information on al outsourcin Functional | Intersects With Contormity cPL04 1 pabil ith applicabl 5 CcPLO1.3
arrangements falling under one of the categories referred to in point cybersecurity and data protection laws, regulations
54(d) (e.g. all ICT and/or
In-Scope Entities shall, upon request, make available to the competent Mechanisms exist to maintain a ourrent, acourate
authority either the full register of all existing outsourcing arrangements and complete list of External Service Providers
- Documentation  for sections specified thereof, such s information on al outsorcing Functional | Intersects With | hird-Party Inventories|  Te.0g | ESPS) thet can potentillyimpact the R PMo1A
requirements |arrangements falling under one of the categories referred to in point Confidentiality, Integrity, Availability and/or Safety
54(d) (e.g. all ICT outsourcing arrangements). (CIAS) of the organization's Technology Assets,
i Services and/or Data (TAASD).
In-Scope Entities shall appropriately document the assessments made Mechanisms exist to produce evidence of due
Documentation _|!4er PoInts 6610 103 and the resuits o their ongoing monitorng (o.. Defensibte Evidence of diligence actvties performed that is capable of
57 performance of the service provider, compliance with agreed service |  Functional | Intersects With CPL26.1 |withstanding external audit or regulatory scrutiny. 5 CPL3.
fequirements | ets, other contractual and regulatory requirements, updates to the Due Diligence
risk
In-Scope Entities shall appropriately document the assessments made Mechanisms exist to monitor, regularly review and
Documentation |!I4er PoInts 6610 103 and the resuits o their ongoing monitorng (o.. Reviews of Third-Party assess Extornal Service Providers (ESPS)for
57 performance of the service provider, compliance with agreed service |  Functional | Intersects With " TPM-15 | compliance with established contractual 5 TPM-08
fequirements | ets, other contractual and regulatory requirements, updates to the Services requirements for security, compliance and resilience
risk controls.
In-Scope Entities shall, upon request, make available to the competent Mechanisms exist to ensure the organization is able
documentation |0ty allinformation necessary o enble the competent authrity ity To Demonstrate to demonstrate security, compliance andlor
58 ooty |10 executetseffective supervision, including a copy of the outsourcing | - Functional | ntersects With Contormity CPL04 | resilience capability conformity with applicable 5 CPL01.3
agreement. cybersecurity and data protection laws, regulations
and/or i
‘An In-Scope Entity that intends to outsource a critical o important Mechanisms exist to submit status reporting of the
funotion shall notify in advance its plans to the competent authority organization's security, compliance and/or resilience
using the instructions and, where available, the forms on the CSSF program to applicable statutory and/or regulatory
website. Such a notification is to be submitted at least three (3) months authorities, as required.
Supervisory conditions | before the planned outsourcing comes into effect. When resorting to a Security, Compliance
59 ‘ ' Functional | Intersects With | &Resilience Status |  CPL-27 3 GoV-17
for outsourcing  |Luxembourg support PFS governed by Articles 29-1 to 29-6 LFS, this Roporing
notice period is reduced to one (1) month. Any planned outsourcing
arrangement which has not been notified within the above notification
period and/or without using the instructions and, where applicable, the
forms available on the CSSF website will be as not notified.
The notification is without prejudice to the supervisory measures or the Mechanisms exist to facilitate the identification and
application of binding measures and/or administrative sanctions which implementation of relevant statutory, regulatory and
|the competent authority mignt take as part of its ongoing supervision, Statutory, Regulatory contractual controls.
Supenvisory conditions " ) ! )
60 o comeamng | |1ere t2ppears that these outsourcing projects do not comply with | Functional | Intersects With | & Contractual cpLo2 3 cpLot
the applicable legal and regulatory framework. In any event, In-Scope Compliance
Entities remain fully responsible to comply with all the relevant laws
and regulations as regards the planned projects.
Should credit institutions or payment institutions outsource functions Mechanisms exist to conduct a risk assessment prior
of banking activities or payment services to a service provider located toth or f
Supervisory conditions | LUeMboUTE r another Mamber State, to a extent that the Third-Party Risk related Technology Assets, Applications and/or
61 o outeoumeimg | |PeTermance of that function would require authorisation of registration|  Funtional | Itersacts With | - Assessments & TPM-10 |Services (TAAS). 3 TPM-04.1
where such activities would be carried out in Luxembourg, such an Approvals
outsourcing shall take place only if one of the following conditions s
met:
the service provider is authorised of registered by a relevant competent ThirdpartyRisk Mechanisms exist to conduct a risk assessment prior
Supenvisory conditions |authority in that Member State to perform such banking activities or ) to the acquisition or outsourcing of technology-
6l.a Functional | IntersectsWith | Assessments & TPM-10 3 TPM-04.1
for outsourcing | payment services; or Aoorouats related Technology Assets, Applications and/or
Services (TAAS).
the service provider is otherwise allowed to carry out those banking Thirparty Risk Mechanisms exist to conduct a risk assessment prior
61b Supervisory CDHvd\(IOnS activities or payment services in accordance with the relevant national Functional Intersects With Assessments & TPM-10 to the or f ¢ 3 TPM-04.1
for outsourcing [ egal framework. orouats related Technology Assets, Applications and/or
Services (TAAS).
Should credit institutions o payment institutions outsource functions Mechanisms exist to conduct a risk assessment prior
of banking activities or payment services to a service provider located Thrdparty R to the acquisition or outsourcing of technology-
o Supervisory conditions ina third country, to an extent tht the performance of tht function runctional | intersects with As‘ge;s:gm;s; Tpmao |retated Technology Assets, Applcations andior . oMoaT
for outsourcing | would reqire authorisation or registration where such activities would Services (TAAS).
be carried out in Luxembourg, such an outsourcing shall take place Approvals
only if the following conditions are met:
the service provider is authorised or registered to provide that banking PR Mechanisms exist to conduct a risk assessment prior
2o Supervisory conditions | activity or payment senvice i the third country and s supervised by a Functional | intersacts With As‘ge;s:gm;s; o [t o jort 5 Proa
for outsourcing | relevant competent authority in that third country (referred to as a related Technology Assets, Applications and/or
“supenvisory authority); and Approvals Senvices (TAAS).
h heory pp Secure Controls Framework (SCF) 130f31
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there is an appropriate cooperation agreement, e.g. in the form of a Mechanisms exist to conduct a risk assessment prior
of or college agreement, between the to the acquisition or outsourcing of technology-
competent authority and the supervisory authorities responsible for the ThirdParty Risk related Technology Assets, Applications and/or
- Supervisory conditions | supenvision ofthe service provider. In-Scope Entites shallcontactthe | (oo | RS S Tprgg|Services (TAAS). s Poan
for outsourcing |CSSF in the early planning stages of their planned outsourcing rorouats
to ascertain that i between the
CSSF and the third country supervisory authority are or can be put in
place.
For the purposes of points 61 and 62, the outsourcing of functions of
banking activities to an extent that the performance of that function
| woutd require authorisation or registration where such activities would
Supenvisory conditions reduire 2
63 be carried out in Luxembourg shall apply in the event where a credit Funotional ~ | No Relationship N/A N/A N/A 0
foroutsourcing ;- itution intends to proceed to the outsourcing of a material
proportion of the activity that consists in the taking of deposits and
other repayable funds from the public.
The outsourcing to a service provider located in Luxembourg that Mechanisms exist to conduct a risk assessment prior
” Supenvisory conditions relates to senvices subject to an authorisation requirement in Functional | interseets with L:‘;i;:??,:f; P or oft 5 o0
for outsourcing | accordance with Articles 26-1 to 28-6 LFS shall take place only if one of related Technology Assets, Applications and/or
the following conditions is met: Approvals Services (TAAS).
the service provider is authorised by the CSSF in accordance with Thirgparty Risk Mechanisms exist to conduct a risk assessment prior
Supenvisory conditions | Articles 29-1 to 29-6 LFS to provide such services; or to the acquisition or outsourcing of technology-
64.a Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
for outsourcing orouats related Technology Assets, Applications and/or
Services (TAAS).
the service provider is otherwise allowed to carry out those services, Mechanisms exist to conduct a risk assessment prior
can Supervisory conditions . itis a creditinstitution o tis an entity faling under the scope of Functional | interseets with I\:;;::?::; P or oft 5 o0
for outsourcing | Article 1-1(2)(c) LFS that is part of the group to which the In-Scope related Technology Assets, Applications and/or
Entity belongs and which deals with group Approvals Services (TAAS).
Before entering into any outsourcing arrangement, In-Scope Entities Third-Party Risk Mechanisms exist to conduct a risk assessment prior
Pre-outsourcing |shall: to the acquisition or outsourcing of technology-
65 Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
analysis orouats related Technology Assets, Applications and/or
Services (TAAS).
assess if the outsourcing arrangement concerns a critical o important Mechanisms exist to identify, prioritize and assess
funotion; suppliers and partners of critical Technology Assets,
Pre-outsourcing Third-Party Criticality Applications and/or Services (TAAS) using a supply
65.a Functional | Intersects With TPM-08 5 TPM-02
analysis Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
pro-outsourcing | 25553 i the supervisory condtions for outsourcing are me; Statutory, Regulatory Mechanisms exist to facilitate the identification and
655 Functional | Intersects With | & Contractual CPL02  |implementation of relevant statutory, regulatory and 3 cpLo1
analysis c controls.
assess if the supervisory conditions for outsourcing are met; Third-Party Risk Mechanisms exist to conduct a risk assessment prior
Pre-outsourcing to the acquisition or outsourcing of technology-
650 Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
analysis orouats related Technology Assets, Applications and/or
Services (TAAS).
identify and assess all of the relevant risks of the outsourcing Mechanisms exist to conduct a risk assessment prior
Pre-outsourcing  |arrangement; Third-Party Risk to th or of
65.0 ! Functional Subset Of Assessments & TPM-10 O 10 TPM-04.1
analysis related Technology Assets, Applications and/or
Approvals Services (TAAS).
ore-outsaureing due dil the senvice Detonsibl Evidonce of Mechanisms exist to produce evidence of due
65.d provider; and Functional | Intersects With CPL-26.1 |diligence activities performed that is capable of 3 CPL13.
analysis Due Diligence
external audit or regulatory scrutiny.
] due dil the senvice i Party isk Mechanisms exist to conduc a ik assessment pior
Pre-outsourcing | provider; and to the acquisition or outsourcing of technology-
65.d Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
analysis Aorouats related Technology Assets, Applications and/or
Services (TAAS).
identify and assess conflicts of interest that the outsourcing may Mechanisms exist to ensure that the interests of
65.c P"""’”'Tm‘,’c'"g cause. Functional | Intersects With | Conflict of Interests | TPM-12.1 | exteral service providers are consistent with and 5 TPM-04.3
analysis reflect interests.
In-Scope Entities shall assess the potential impact of outsourcing Mechanisms exist to conduct a Business Impact
nisk o on their capacity and risk, shall take into Analysis (BIA) to identify and assess security,
account the assessment restilts when deciding if the function shall be ) Business Impact compliance and resilience risks.
66 outsourcing " Functional | Intersects With RSK-08 3 RSK-08
arvangomenss | o1tsourced toa service provider and shall take appropriate steps to Analysis (BIA)
avoid undue additional operational risks before entering into
In-Scope Entities shall assess the potential impact of outsourcing Mechanisms exist to conduct a risk assessment prior
on their capacity and risk, shall take into ) to the acquisition or of
Risk ©f | account the assessment results when decidingif the function shall be Third-Party Risk related Technology Assets, Applications and/or
66 outsourcing " ! Functional | Intersects With | Assessments & TPM-10 ) 5 TPM-04.1
outsourced to a service provider and shall take appropriate steps to Services (TAAS).
arrangements ° Approvals
avoid undue additional operational risks before entering into
outsourt
The shall include, wher scenarios of Mechanisms exist to conduct recurring assessments
possible risk events, including high-severity operational risk events, in of risk that includes the likelihood and magnitude of
particular when the outsourcing arrangement relates to a critical o harm, from unauthorized access, use, disclosure,
important function of the In-Scope Entity. Within the scenario analysis, disruption, modification or destruction of the
In-Scope Entities shall assess the potential impact of failed or ization's Assets, i
Risk assessment of ~|inadequate services, including the risks caused by processes, systems, Services and/or Data (TAASD).
67 outsourcing | people o external events. In-Scope Entities shall document the Functional | Intersects With |  Risk Assessment RSK-13 5 RSK-04
arrangements |analysis performed and their results and shall estimate the extent to
which the outsourcing arrangement would increase or decrease their
operational risk. Small entities may use qualitative risk assessment
approaches, while other In-Scope Entities shall have a more
sophisticated approach, including, where available, the use of internal
and external loss data to inform the scenario analysis.
The shall include, wher scenarios of Mechanisms exist to conduct a risk assessment prior
possible risk events, including high-severity operational risk events, in to the acquisition or outsourcing of technology-
particular when the outsourcing arrangement relates to a critical or related Technology Assets, Applications and/or
important function of the In-Scope Entity. Within the scenario analysis, Services (TAAS).
In-Scope Entities shall assess the potential impact of failed or
Risk assessment of |inadequate services, including the risks caused by processes, systems, Third-Party Risk
67 outsourcing | people or external events. In-Scope Entities shall document the Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
arrangements |analysis performed and their results and shall estimate the extent to Approvals
which the outsourcing arrangement would increase or decrease their
operational risk. Small entities may use qualitative risk assessment
approaches, while other In-Scope Entities shall have a more
approach, including, where available, the use of internal
and external loss data to inform the scenario analysis.
Aok assosoment of | "INeM GAMVINg out the fsk assessment priorto outsorcing and during ThirdpartyRisk Mechanisms exist to conducta ik assessment pior
ongoing monitoring of the service provider's performance, In-Scope ) to the acquisition or outsourcing of technology-
68 outsourcing Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
aangomens | EPtities shall at teast: Aoorouats related Technology Assets, Applications and/or
Services (TAAS).
Risk assessmentof _|identify and classify the relevant functions and related data and oate & pssat Mechanisms exist to ensure data and assets are
68.a outsourcing |systems as regards their risk sensitivity and required security Functional | Intersects With | 78 LA%eet DCH-04 in with applicable statutory, 5 DCH-02
e and
identify and classify the relevant functions and related data and Mechanisms exist to categorize Technology Assets,
systems as regards their risk sensitivity and required security Applications, Services and/or Data (TAASD) in
measures; with laws, ions and
Risk assessment of ) contractual obligations that:
) Risk-Based Security ; )
68.a outsourcing Functional Intersects With Categorization RSK-07 (1) Document the security categorization results 5 RSK-02
arrangements (including supporting rationale) in the security plan
for systems; and
(2) Ensure the security categorization decision s
reviewed and approved by the asset owner.
conduct a thorough risk-based analysis of the functions and related Mechanisms exist to conduct a risk assessment prior
data and systems that are being considered for outsourcing or have to the acquisition or outsourcing of technology-
Risk assessment of ~|been outsourced in order to address the potential risks, in particular Third-Party Risk related Technology Assets, Applications and/or
68.b outsourcing | the operational risks, including legal, ICT, compliance and reputational | Functional | Intersects With |  Assessments & TPM-10 |Services (TAAS). 8 TPM-04.1
arrangements | risks, and the oversight limitations related to the countries where the Approvals
outsourced services are or may be provided and where the data are or
are likely to be stored;
h h Secure Controls Framework (SCF) 140f31
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consider the consequences of where the service provider is located ) Mechanisms exist to restrict the location of
Risk assessment of | " ; Third-Party ‘
(within o outside the EEA) in accordance with points 61 to 64 and based on business
68.c outsourcing Functional | Intersects With | Processing, Storage | TPM-12.2 5 TPM-04.4
‘whether the service provider is supervised by a relevant competent . requirements.
arrangements ° and Service Locations
authority;
consider the political stability and security situation of the jurisdictions Mechanisms exist to constrain the impact of "digital
in question, including: Sovereignty laws,” that require localized data within
Risk assessment of
the host country, where data and processes may be
68.d outsourcing Functional | Intersects With |  Data Localization | DCH-31 3 DCH-26
subjected to arbitrary enforcement actions that
arrangements ) °
potentially violate other applicable statutory,
and/or
Risk assessment of | consider the political stability and security situation of the jurisdictions Third-Party Mechanisms exist to restrict the location of
68.d outsourcing in question, including: Functional | Intersects With | Processing, Storage | TPM-12.2 information processing/storage based on business 5 TPM-04.4
and Service Locations
Risk assessment of | the laws in force, including laws on data protection; Third-Party Mechanisms exist to restrict the location of
68.di outsourcing Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 5 TPM-04.4
and Service Locations
Risk assessment of _|the law enforcement provisions in place; and Third-Party Mechanisms exist to restrict the location of
68.di outsourcing Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 3 TPM-04.4
and Service Locations
Risk assessmentof _|the insolvency law provisions that would apply in the event of a service Third-Party Mechanisms exist to restrict the location of
68.dii outsourcing | provider's failure and any constraints that would arise in respect of the | Functional | Intersects With | Processing, Storage | TPM-12.2 |information processing/storage based on business 3 TPM-04.4
urgent recovery of the In-Scope Entity’s data in particular; and Service Locations
define and decide on an appropriate level of protection of data Mechanisms exist to facilitate the implementation of
confidentiality, of continuity of the activities outsourced and of the cryptographic protections controls using known
Risk assessment of [ integrity and traceability of data and systems in the context of the Useof Cryptogranhic public standards and trusted cryptographic
6s.e outsourcing | (intended) outsourcing. In-Scope Entities shall also consider specific |  Functional | Intersects With i lg P CRY-02 |technologies. 5 CRY-01
ontrols
arrangements measures, where necessary, for data in transit, data in memory and
data at rest, such as the use of encryption technologies in combination
with an key
define and decide on an appropriate level of protection of data exist to facilitate ickey
confidentiality, of continuity of the activities outsourced and of the management controls to protect the confidentiality,
Risk assessment of |integrity and traceability of data and systems in the context of the Cryptographiok integrity and avalability of keys.
ographic Ke
68.e In-Scope Entities shall also consider specific Functional | Intersects With w’jani :mem o CRY-10 3 CRY-09
arangements | measures, where necessary, for data in transit, data in memory and @
data at rest, such as the use of encryption technologies in combination
withan iate key
define and decide on an appropriate level of protection of data Mechanisms exist to protect sensitive and/or
confidentiality, of continuity of the activities outsourced and of the regulated data wherever it is processed and/or
Risk assessment of  [integrity and traceability of data and systems in the context of the , stored.
" : Sensitive / Regulated
6s.e outsourcing | (intended) outsourcing. In-Scope Entities shallalso consider specific |~ Functional | Intersects With | ~°0 e 18! DCH-07 5 DCH-01.2
ata Protection
arrangements | measures, where necessary, for data in transit, data in memory and
data at rest, such as the use of encryption technologies in combination
with an key
consider whether the service provider s a subsidiary or parent Mechanisms exist to conduct a risk assessment prior
Risk assessment of || . +aking of the In-Scope Entity or is included in the scope of Third-Party Risk o th or
68.f outsourcing i In-Scope Entity P Functional | IntersectsWith |  Assessments & TPM-10 o 3 TPM-04.1
& |accounting consolidation and, if 5o, the extent to which the In-Scope oo related Technology Assets, Applications and/or
arrangements rovals
& Entity controls it or has the ability to influence its actions. PP Services (TAAS).
Within the risk assessment, In-Scope Entities shall also take into Mechanisms exist to conduct a risk assessment prior
Risk assessment of ~|account the expected benefits and costs of the proposed outsourcing Third-Party Risk to the acquisition or outsourcing of technology-
69 outsourcing  |arrangement, including weighing any risks that may be reduced or Functional | Intersects With | Assessments & TPM-10 |related Technology Assets, Applications and/or 3 TPM-04.1
arrangements | better managed against any risks that may arise as a result of the Approvals Services (TAAS).
proposed taking into account at least:
Risk assessment of | concentration risks, including from: ooty Ghoin Risk Mechanisms exist to periodically assess supply
69.a outsourcing Functional | Intersects With PPy RSK-21  |chain risks associated with Technology Assets, 5 RSK-09.1
Assessment (SCRA)
and/or Services (TAAS).
Aok assasamentof _|cOTCETration fisks, including from: Third-Party Risk Mechanisms existto conduct a ik assessment pior
to the acquisition or outsourcing of technology-
69.a outsourcing Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
oo oy related Technology Assets, Applications and/or
& PP Services (TAAS).
Risk assessment of _|outsourcing to a dominant service provider that is not easily Sunnty Chaim Aok Mechanisms exist to periodically assess supply
69.a.i outsourcing substitutable; and Functional | Intersects With | >-PPY &hain Ais RSK-21 |chain risks associated with Technology Assets, 5 RSK-09.1
Assessment (SCRA)
and/or Services (TAAS).
Risk of |multiple with the same service provider or Sunoty G ik Mechanisms exist to periodically assess supply
u ain Ris!
69.a.ii outsourcing closely connected service providers; Functional | Intersects With PPY RSK-21  |chain risks associated with Technology Assets, 5 RSK-09.1
Assessment (SCRA)
and/or Services (TAAS).
Risk of |the tisks resulting from several functions Sunnty Chaim Aok Mechanisms exist to periodically assess supply
u ain Ris!
69.b outsourcing  |across the In-Scope Entity and, in the case of groups of In-Scope Functional | Intersects With | **PPY 21e \SCaa | RSK21  [chainrisks associated with Technology Assets, 3 RSK-09.1
Entities, the isksona idated basis; and/or Services (TAAS).
the tisks resulting from several functions ) Mechanisms exist to conduct a risk assessment prior
Risk assessment of Third-Party Risk
across the In-Scope Entity and, in the case of groups of In-Scope to the acquisition or outsourcing of technology-
690 outsourcing : " ° S Functional | Intersects With | Assessments & TPM-10 ) 5 TPM-04.1
Entities, the aggregated risks on a consolidated basis; related Technology Assets, Applications and/or
arrangements Approvals
Services (TAAS).
Aok assosomant of | the case of sgnificant In-Scope Entites, the stop-in sk, .. he rsk it party isk Mechanisms existto conducta ik assessment pior
that may result from the need to provide financial support to a service ) toth or of
69.c outsourcing ! Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
provider n distress or to take over its business operations; and related Technology Assets, Applications and/or
arrangements Approvals )
Services (TAAS).
Risk of |the measures by the In-Scope Entity and by the service Mechanisms exist to remediate risks to an
69.d outsourcing | provider to manage and mitigate the risks. Functional | Intersects With |  Risk RSK-17 level. 3 RSK-06
the measures implemented by the In-Scope Entity and by the service ) Mechanisms exist to conduct a risk assessment prior
Risk assessment of ; Third-Party Risk
provider to manage and mitigate the risks. to the acquisition or outsourcing of technology-
69.d outsourcing Functional | IntersectsWith | Assessments & TPM-10 ) 3 TPM-04.1
; panioh related Technology Assets, Applications and/or
arrangements pprovals Sonroos (TARS).
sk assosomeant of | Were e QUTSOLIGIng arrangement ncludes the possibiliy that the Thirdparty isk Mechanisms existto conducta ik assessment pior
service provider sub-outsources critical or important functions, or toth or of
70 outsourcing ‘ Functional | Intersects With | Assessments & TPM-10 ) 3 TPM-04.1
material parts thereof, to other service providers, In-Scope Entities related Technology Assets, Applications and/or
arrangements Approvals
shall take into account: Services (TAAS).
the risks ith sub- , including the additional Mechanisms exist to conduct a risk assessment prior
Risk assessment of " redwi § Including the additi Third-Party Risk lsms exi uetar prl
risks that may arise if the sub-contractor is located in a third country or . o the acquisition or outsourcing of technology-
708 outsourcing Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
a different country from the service provider; related Technology Assets, Applications and/or
arrangements Approvals )
Services (TAAS).
ok assssemant of | fsKs associated with sub-outsourcing, ncluding the aditional Mechanisms exist to ensure applicable security,
i
risks that may arise if the sub-contractor is located in a third country or Contract Flow-Down compliance and resilience requirements are included
70a outsourcing . ' Functional | Intersects With ) M4 ¢ " 3 TPM-05.2
e |aitterent country from the service provider; Requirements in contracts that flow-down to applicable
.
2 and suppliers.
the risk that long and complex chains of sub-outsourcing reduce their Mechanisms exist to conduct a risk assessment prior
Risk assessment of " g plex chains of sub-outsourcing redu ! Third-Party Risk lsms exi uetar prl
ability to oversee the outsourced critical or important function and the . o the acquisition or outsourcing of technology-
70 outsourcing Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
ability of competent authorities to effectively supervise them. related Technology Assets, Applications and/or
arrangements Approvals )
Services (TAAS).
the risk that long and complex chains of sub-outsourcing reduce their Mechanisms exist to monitor, regularly review and
Risk assessment of _[ability to oversee the outsourced critical or important function and the Reviow of Third.Part assess External Service Providers (ESPs) for
700 outsourcing  |ability of competent authorities to effectively supervise them. Functional | Intersects With ories Y| TPM-15 |compliance with established contractual 3 TPM-08
i
arrangements requirements for security, compliance and resilience
controls.
Before entering into an and the Mechanisms exist to identify, prioritize and assess
operational risks related to the function to be outsourced, In-Scope suppliers and partners of critical Technology Assets,
Entities shall ensure in their selection and assessment process that the ) Third-Party Criticality Applications and/or Services (TAAS) using a supply
7 Due diligence ' Functional | Intersects With TPM-08 e 3 TPM-02
service provider is suitable. Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
Before entering into an and the ThirdParty Risk Mechanisms exist to conduct a risk assessment prior
operational isks related to the function to be outsourced, In-Scope to the acquisition or outsourcing of technology-
7 Due diligence Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
Entities shall ensure in their selection and assessment process that the oy related Technology Assets, Applications and/or
service provider s suitable. PP Services (TAAS).
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In-Scope Entities shall ensure that the service provider has the Mechanisms exist to conduct a risk assessment prior
business reputation, appropriate and sufficient abilities, the expertise, to the acquisition or outsourcing of technology-
72 Duediigonce |1 2PaCHY. the resources (e.g, human, ICT, financial), the Functional | Intersects With I\:;Z;::gn':s; TPM.qg | related Technology Assets, Applications and/or 5 TPM-04.1
structure and, if applicable, the required regulatory Services (TAAS).
authorisation(s) of registration(s) to perform the function in a reliable Approvals
and i manner to meet its i over the duration of
dditional factors to be when due diligence ona Mechanisms exist to conduct a risk assessment prior
potential service provider include, but are not limited to: Thire-Party Risk toth or f
73 Due diligence Functional | Intersects With | Assessments & TPM-10 sor e 3 TPM-04.1
related Technology Assets, Applications and/or
Approvals Services (TAAS).
its business model, nature, scale, complexity, financial situation, Thirgparty Risk Mechanisms exist to conduct a risk assessment prior
ownership and group structure; to the acquisition or outsourcing of technology-
73.a Due diligence Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
orouats related Technology Assets, Applications and/or
Services (TAAS).
the long-term relationships with service providers that have already Thire-pany Fisk Mechanisms exist to conduct a risk assessment prior
73 Duediligence | Pee" @ssessed and perform services for the In-Scope Entity; Functional | IntersectsWith |  Assessments & om0 |0 o o 3 TPM-04.1
related Technology Assets, Applications and/or
Approvals Services (TAAS).
the long-term relationships with service providers that have already Mechanisms exist to monitor, regularly review and
been assessed and perform services for the In-Scope Entity; assess External Service Providers (ESPs) for
Review of Third-Party
730 Due diligence Functional | Intersects With oo TPM-15 | compliance with established contractual 3 TPM-08
requirements for security, compliance and resilience
controls.
Whether the service provider is a parent undertaking or subsidiary of the Thirgparty Risk Mechanisms exist to conduct a risk assessment prior
In-Scope Entity or is part of the scope of accounting consolidation of to the acquisition or outsourcing of technology-
73.c Due diligence Functional | Intersects With | Assessments & TPM-10 3 TPM-04.1
the In-Scope Entity; orouats related Technology Assets, Applications and/or
Services (TAAS).
Wwhether or not the service provider is supervised by relevant competent Mechanisms exist to conduct a risk assessment prior
authorities. Third-Party Risk o th or f
73.d Due diligence Functional | Intersects With | Assessments & TPM-10 sore 3 TPM-04.1
related Technology Assets, Applications and/or
Approvals Services (TAAS).
Where involves the of personal or Mechanisms exist to ensure that the requirements
data, In-Scope Entities shall be satisfied that the service provider Protecting Sensitive / for the protection of sensitive and/or regulated data
technical and measures to Regulated Data on processed, stored or transmitted on external
74 Duediligence |protect the data. Functional | Intersects With | External DCH-22.2 Assets, and/or Services 8 DCH-13.3
Assets, Applications (TAAS), are implemented in accordance with
and/or Services (TAAS) applicable statutory, regulatory and contractual
Where involves the of personal or Mechanisms exist to include data privacy
data, In-Scope Entities shall be satisfied that the service provider Rel;:w‘i::rizyfcr requirements in contracts and other acquisition-
74 Duediigence  |i technical and measures to Functional | Intersects With PRI-14 | related documents that establish data privacy roles 5 PRI-07.1
protect the data. CGontractors & Service and responsibilities for contractors and service
Providers
providers.
In-Scope Entities shall take appropriate steps to ensure that service Mechanisms exist to ensure that the interests of
providers act in a manner consistent with their values and code of external service providers are consistent with and
conduct. In particular, with regard to service providers located in third reflect organizational interests.
countries and, f applicable, their sub-contractors, In-Scope Entities
75 Duediligence  |shallbe satisfied that the service provider acts in an ethical and Functional | Intersects With | Conflict of Interests | TPM-12.1 3 TPM-04.3
socially responsible manner and adheres to international standards on
human rights (e.g. the European Convention on Human Rights),
protection and working conditions,
including the of child labour.
The rights and obligations of the In-Scope Entity and the service Mechanisms exist to require contractual
provider shall be clearly allocated and set out in a written outsourcing i for applicable security,
Third-Party Contract
76 Contractual phase | agreement. Functional | Intersects witn | """ P8 PO TPM-14  |and resilience requirements with third-parties, 8 TPM-05
reflecting the organization’s needs to protect its
Assets, Services and/or
The outsourcing agreement shall set out: Mechanisms exist to require contractual
i for applicable security,
77 Contractual phase Functional | Intersects With Th”:'Paf‘y Contract | o1 14 [and resitience requirements with third-parties, 5 TPM-05
equirements reflecting the organization's needs to protect its
Assets, Services and/or
a clear description of the outsourced function to be provided; Mechanisms exist to require contractual
) i for applicable security,
77.a Contractual phase Functional | Intersects With Th‘:'PaftyC‘m"m TPM-14  |and resilience requirements with third-parties, 5 TPM-05
equirements reflecting the organization's needs to protect its
Assets, Services and/or
the start date and end date, where applicable, of the agreement and Mechanisms exist to require contractual
the notice periods for the service provider and the In-Scope Entity; ) i for applicable security,
) Third-Party Contract " >
770 Contractual phase Functional | Intersects witn | """ "8 PO TPM-14 |and resilience requirements with third-parties, 3 TPM-05
reflecting the organization’s needs to protect its
Assets, Services and/or
the governing law of the agreement; Mechanisms exist to require contractual
) i for applicable security,
77.¢ Contractual phase Functional | Intersects With Th‘:'PaftyC‘m"m TPM-14  |and resilience requirements with third-parties, 3 TPM-05
equirements reflecting the organization's needs to protect its
Assets, Services and/or
the parties' financial obligations; Mechanisms exist to require contractual
) i for applicable security,
77.d Contractual phase Functional | Intersects With Th‘:'PaftyC‘m"m TPM-14  |and resilience requirements with third-parties, 3 TPM-05
equirements reflecting the organization's needs to protect its
Assets, Services and/or
Whether the sub-outsourcing, in particular, of a critical o important Mechanisms exist to require contractual
function, or material parts thereof, is permitted and, if so, the ) i for applicable security,
parts ° ) Third-Party Contract " >
77.e Contractual phase | conditions specified in points 78 to 82 that the sub-outsourcingis Functional | Intersects witn | """ P8 O TPM-14 |and resilience requirements with third-parties, 3 TPM-05
subject to; reflecting the organization's needs to protect its
Technology Assets, Services and/or
Whether the sub-outsourcing, in particular, of a critical o important Mechanisms exist to ensure applicable security,
770 Contractual phase funcu?n, or malvevﬁal PEV[S thereof, is permitted and, if so, [h? . Functional Intersects With Comract‘ Flow-Down TPM-14.1 Fompliance and resilience fEQUIfEI’T’eH‘S are included 5 TPM-05.2
conditions specified in points 78 to 82 that the sub-outsourcing is Requirements in contracts that flow-down to applicable
subject to; and suppliers.
the location(s) (i.e. regions or countries) where the function will be Mechanisms exist to restrict the location of
provided and/or where relevant data will be kept and processed, Third-Party information processing/storage based on business
7.4 Contractual phase  |including the possible storage location, and the conditions tobe met, | Functional | Intersects With | Processing, Storage | TPM-12.2 |requirements. 5 TPM-04.4
including a requirement to notify the In-Scope Entity if the service and Service Locations
provider proposes to change the
the location(s) (i.e. regions or countries) where the function will be Mechanisms exist to require contractual
provided and/or where relevant data will be kept and processed, Third-party Contract i for applicable security,
77.f Contractual phase |including the possible storage location, and the conditions to be met, Functional Intersects With Requirements TPM-14 and resilience requirements with third-parties, 3 TPM-05
including a requirement to notify the In-Scope Entity if the service reflecting the organization's needs to protect its
provider proposes to change the Technology Assets, Services and/or
where relevant, provisions regarding the accessibility, availability, Mechanisms exist to ensure that the requirements
integrity, privacy and safety of relevant data, as specified in points 83 Protecting Sensitive / for the protection of sensitive and/or regulated data
t087; Regulated Data on processed, stored or transmitted on external
77.8 Contractual phase Functional Intersects With External DCH-22.2 Assets, and/or Services 5 DCH-13.3
Assets, Applications (TAAS), are implemented in accordance with
and/or Services (TAAS) applicable statutory, regulatory and contractual
Where relevant, provisions regarding the accessibility, availabilty, Mechanisms exist to require contractual
integrity, privacy and safety of relevant data, as specified in points 83 for applicable security,
Third-Party Contract " g >
778 Contractual phase |t0 87; Functional | Intersects With TPM-14  |and resilience requirements with third-parties, 5 TPM-05
Requirements reflecting the organization's needs to protect its
Technology Assets, Services and/or
the right of the In-Scope Entity to monitor the service provider's Mechanisms exist to require contractual
performance on an ongoing basis; ThirdParty Contract vents for applicable security,
77.h Contractual phase Functional | Intersects With TPM-14 |and resilience requirements with third-parties, 3 TPM-05
Requirements reflecting the organization's needs to protect its
Technology Assets, Applications, Services and/or
h heory pp Secure Controls Framework (SCF) 16031
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the right of the In-Scope Entity to monitor the service provider's Mechanisms exist to monitor, regularly review and
on an ongoing basis; assess External Service Providers (ESPs) for
Review of Third-Party
77.h Contractual phase Functional | Intersects With oo TPM-15 | compliance with established contractual 5 TPM-08
requirements for security, compliance and resilience
controls.
the agreed service levels, which shall include precise quantitative and Mechanisms exist to require contractual
targets for the function to allow for i for applicable security,
Third-Party Contract
77 Contractual phase | timely monitoring so that appropriate corrective action can be taken Functional | Intersects witn | """ P8 PO TPM-14 |and resilience requirements with third-parties, 5 TPM-05
without undue delay if the agreed service levels are not met; reflecting the organization's needs to protect its
Assets, Services and/or
the reporting obligations of the service provider to the In-Scope Entity, Mechanisms exist to require contractual
including the communication by the service provider of any for applicable security,
development that may have a material impact on the service provider's and resilience requirements with third-parties,
ability o effectively carry out the function in line with the agreed service reflecting the organization’s needs to protect its
77§ Contractual phase  |levels and in compliance with applicable laws and regulatory Functional | Intersects With | |Tro-Party Contract | oy 10 | rechnology Assets, Applications, Services and/or 5 TPM-05
requirements (including the obligation to report any significant problem Requirements Data (TAASD).
having an impact on the outsourced functions as well as any
emergency situation) and, as appropriate, the obligations to submit
reports of the internal audit function of the service provider;
the reporting obligations of the service provider to the In-Scope Entity, Mechanisms exist to compel External Service
including the communication by the service provider of any Providers (ESPs) to provide notification of actual or
development that may have a material impact on the service provider's potential compromises in the supply chain that can
ability o effectively carry out the function in line with the agreed service Security Compromise potentially affect or have adversely affected
77 Contractual phase | levels and in compliance with applicable laws and regulatory Functional | Intersects With Notification TPM-21.1 |Technology Assets, Applications and/or Services 5 TPM-05.1
requirements (including the obligation to report any significant problem Agreements (TAAS) that the organization utilizes.
having an impact on the outsourced functions as well as any
emergency situation) and, as appropriate, the obligations to submit
reports of the internal audit function of the service provider;
Whether the service provider shall take mandatory insurance against Mechanisms exist to require contractual
certain risks and, f applicable, the level of insurance cover requested; for applicable security,
Third-Party Contract
77k Contractual phase Functional | Intersects witn | """ P8 PO TPM-14 |and resilience requirements with third-parties, 3 TPM-05
reflecting the organization’s needs to protect its
Assets, Services and/or
the to and test business plans; | Mechanisms exist to contractually-require external
Provider Contingency
774 Contractual phase Functional | Intersects With TPM-14.2 [ service providers to have contingency plans that 8 BCD-10.3
Plan e
the to and test business plans; Third-Party Incident exist to ensure
774 Contractual phase Functional | Intersects With | Response & Recovery | TPM-21 | planning and testing are conducted with critical 5 TPM-11
Capabilities .
provisions that ensure that the data that are owned by the In-Scope Mechanisms exist to require contractual
Entity can be accessed in the case of the insolvency, resolution or i for applicable security,
Third-Party Contract
77.m c phase of business of the service provider; Functional | Intersects witn | """ P8 PO TPM-14  |and resilience requirements with third-parties, 5 TPM-05
reflecting the organization's needs to protect its
Assets, Services and/or
the obligation of the service provider to cooperate with the competent Mechanisms exist to require contractual
and, where resolution of the In- i for applicable security,
Third-Party Contract
77.n Contractual phase ~|Scope Entity, including other persons appointed by them; Functional | Intersects witn | """ P8 PO TPM-14 |and resilience requirements with third-parties, 3 TPM-05
reflecting the organization’s needs to protect its
Assets, Services and/or
for BRRD institutions, a clear reference to the national resolution Mechanisms exist to require contractual
authority's powers, especially to Articles 59-47 LFS, 66 and 69 of the i for applicable security,
77.0 Contractual phase  |BRRD Law, and in particular a description of the ‘substantive Functional | Intersects With | Tro-Partycontract | oy 1| resilience requirements with third-parties, 3 TPM-05
obligations’ of the contract in the sense of the Articles 59-47 LFS and Requirements reflecting the organization's needs to protect its
66 of the BRRD Law; Assets, Services and/or
the unrestricted right of In-Scope Entities and competent authorities to Mechanisms exist to require contractual
inspect and audit the service provider, including in case of sub- i for applicable security,
Third-Party Contract
770 Contractual phase | outsourcing, with regard to, at least, the critical or important Functional | Intersects witn | """ P8 O TPM-14 |and resilience requirements with third-parties, 5 TPM-05
outsourced function, as specified in points 88 to 100; reflecting the organization’s needs to protect its
Assets, Services and/or
termination rights as specified in points 101 to 103. Mechanisms exist to require contractual
) i for applicable security,
770 Contractual phase Functional | Intersects With Th‘:'PaftyC‘m"m TPM-14  |and resilience requirements with third-parties, 3 TPM-05
equirements reflecting the organization's needs to protect its
Assets, Services and/or
termination rights as specified in points 101 to 103. Mechanisms exist to include "break clauses” within
7.9 Contractual phase Functional | Intersects With | Break Clauses TPM-19 | contracts for failure to meet contract criteria for 5 TPM-05.7
security, and/or resilience controls.
The agreement shall specify whether o not sub- Mechanisms exist to ensure applicable security,
outsourcing, in particular of critical or important functions, or material ) Contract Flow-Down compliance and resilience requirements are included
78 Sub-outsourcing Functional | Intersects With P41 ¢ 5 TPM-05.2
parts thereof, is permitted. Requirements in contracts that flow-down to applicable
and suppliers.
If sub-outsourcing of critical or important functions is permitted, In- Mechanisms exist to maintain a current, acourate
Scope Entities shall determine whether the part of the function to be and complete list of External Service Providers
sub-outsourced is, as such, critical o important (i.e. a material part of ) (ESPs) that can potentially impact the
79 Sub-outsourcing ° ' Functional | Intersects With | Third-Party Inventories |  TPM-08 o tha " 3 TPM-01.1
the critical or important function) and, if so, record it in the reister. Confidentiality, Integrity, Avalability and/or Safety
(CIAS) of the organization's Technology Assets,
Services and/or Data (TAASD).
If sub-outsourcing of critical o important functions is permitted, In- Mechanisms exist to identify, prioritize and assess
Scope Entities shall determine whether the part of the function to be suppliers and partners of critical Technology Assets,
79 Sub-outsourcing | SU-outsourced is, as sueh, critical orimportant (i.e. a material partof | yonar | intersects with | oY Ortieality | gy oq - |ApPlications and/or Services (TAAS) using a supply 3 TPM-02
the critical or important function) and, if so, record it n the register. Assessments chain risk assessment process relative to their
importance in supporting the delivery of high-value
services.
If sub-outsourcing of critical or important functions, or material parts Mechanisms exist to ensure applicable security,
thereof, is permitted, the written outsourcing agreement shall: ) Contract Flow-Down compliance and resilience requirements are included
80 Sub-outsourcing Functional Intersects With TPM-14.1 5 TPM-05.2
Requirements in contracts that flow-down to applicable
and suppliers.
Specify any types of activities that are excluded from sub-outsourcin Mechanisms exist to ensure applicable security,
w0 Sub-outsourcing Functional | interseots witn | COntractFlow-Down | |compliance and resitience requirements are ncluded . 052
Requirements in contracts that flow-down to applicable
and suppliers.
specify the conditions to be complied with in the case of sub- Mechanisms exist to ensure applicable security,
outsourcing; ) Contract Flow-Down compliance and resilience requirements are included
80.b Sub-outsourcing Functional Intersects With TPM-14.1 5 TPM-05.2
Requirements contracts that flow-down to applicable
and suppliers.
Specify that the service provider s obliged to oversee those services Mechanisms exist to ensure applicable security,
80.c Sub-outsourcing that it has Subrcﬂvn[(acievd to ensure that all contractual obhgétions Functional Intersects With COF\"EC[‘ Flow-Down TPM-14.1 f:ompliance and resilience fEQUIfEI’T’eH‘S are included 5 TPM-05.2
between the service provider and the In-Scope Entity are continuously Requirements in contracts that flow-down to applicable
met; and suppliers.
require the service provider to obtain prior specific or general written Mechanisms exist to ensure applicable security,
authorisation from the In-Scope Entity before sub-outsourcing data; ) Contract Flow-Down compliance and resilience requirements are included
80.d Sub-outsourcing Functional Intersects With TPM-14.1 5 TPM-05.2
Requirements contracts that flow-down to applicable
and suppliers.
include an obligation of the service provider to inform the In-Scope Mechanisms exist to ensure applicable security,
Entity of any planned sub-outsourcing, or material changes thereof, in compliance and resilience requirements are included
particular where that might affect the ability of the service provider to in contracts that flow-down to applicable
meetits ibilities under . This subcontractors and suppliers.
! - ) Contract Flow-Down
80.e Sub-outsourcing includes planned significant changes of sub-contractors and to the Functional Intersects With Requirements TPM-14.1 5 TPM-05.2
notification period; in particular, the notification period to be set shall
allow the In-Scope Entity at least to carry out a risk assessment of the
proposed changes and to object to changes before the planned sub-
outsoursing, or material changes thereof, come into effect;
h heory pp Secure Controls Framework (SCF) 17031
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include an obligation of the service provider to inform the In-Scope Mechanisms exist to control changes to services by
Entity of any planned sub-outsourcing, or material changes thereof, in suppliers, taking into account the criticality of
particular where that might affect the ability of the service provider to business Technology Assets, Applications, Services
meetits responsibilities under the outsourcing agreement. This Managing Changos To and/or Data (TAASD) that are in scope by the third-
80.e Sub-outsourcing includes planned significant changes of sub-contractors and to the Functional Intersects With Third-Party Services TPM-17 party. 5 TPM-10
notification period; in particular, the notification period to be set shall
allow the In-Scope Entity at least to carry out a risk assessment of the
proposed changes and to object to changes before the planned sub-
outsourcing, or material changes thereof, come into effect;
ensure, where appropriate, that the In-Scope Entity has the right to Mechanisms exist to ensure applicable security,
g0 Sub-outsourcing | 2PIeC to intended sub-outsourcing, o material changes thereof, or Functional. | intersects wi | COMractFlow-Down | |compliance and resilience requirements are included s PM05.2
that explicit approval is required; Requirements in contracts that flow-down to applicable
and suppliers.
ensure, where appropriate, that the In-Scope Entity has the right to Mechanisms exist to control changes to services by
object to intended sub-outsourcing, or material changes thereof, or Managing Changos To suppliers, taking into account the criticality of
80.f Sub-outsourcing |that explicit approval is required; Functional | terseots with | "EB08 PR | PM17 - [business Teohnology Assets, Applications, Services 3 TPM-10
and/or Data (TAASD) that are in scope by the third-
party.
ensure that the In-Scope Entity has the contractual right to terminate Mechanisms exist to ensure applicable security,
the agreement in the case of undue sub-outsourcing, e.g. where the sub/ Contract Flow-Down compliance and resilience requirements are included
80.g Sub-outsourcing | outsourcing materially increases the risks for the In-Scope Entity or Functional | Intersects With Roauirements TPM-14.1 |in contracts that flow-down to applicable 3 TPM-05.2
where the service provider sub-outsources without notifying the In- subcontractors and suppliers.
Scope Entity.
ensure that the In-Scope Entity has the contractual right to terminate Mechanisms exist to include "break clauses" within
the agreement in the case of undue sub-outsourcing, e.g. where the sub/ contracts for failure to meet contract criteria for
80.g Sub-outsourcing | outsourcing materially increases the risks for the In-Scope Entity or Functional | Intersects With Break Clauses TPM-19  |security, compliance and/or resilience controls. 5 TPM-05.7
where the service provider sub-outsources without notifying the In-
Scope Entity.
In-Scope Entities shall agree to sub-outsourcing critical or important Mechanisms exist to ensure applicable security,
functions, or material parts thereof, only if the sub-contractor Contract Flow-Down compliance and resilience requirements are included
81 Sub-outsourcing Functional Intersects With TPM-14.1 3 TPM-05.2
undertakes to: Requirements in contracts that flow-down to applicable
and suppliers.
comply with applicable aws, regulatory requirements and contractual Mechanisms exist to ensure applicable security,
1o Sub-outsourcing _|2PEt0nS;and Functional. | intersects wi | COMractFlow-Down | |compliance and resilience requirements are included s PM05.2
Requirements in contracts that flow-down to applicable
and suppliers.
grant the In-Scope Entity and competent authority the same Mechanisms exist to ensure applicable security,
contractual rights of access and audit as those granted by the service Contract Flow-Down compliance and resilience requirements are included
81.b Sub-outsourcing Functional Intersects With TPM-14.1 5 TPM-05.2
provider. Requirements in contracts that flow-down to applicable
and suppliers.
In-Scope Entities shall ensure that the service provider appropriately Mechanisms exist to ensure applicable security,
oversees the sub-contractors, in line with the policy defined by the In- compliance and resilience requirements are included
Scope Entity. If the sub-outsourcing proposed could have material in contracts that flow-down to applicable
82 Sub-outsourcing | 2verse effects on the outsourcing arrangement of a critical or Functional | Intersects witn | COntract Flow-Down | ro ) - |subcontractors and suppliers. 5 TPM-05.2
important function or would lead to a material increase of risk, Requirements
including where the conditions in point 81 above would not be met, the
In-Scope Entity shall exercise its right to object to the sub-outsourcing,
if such a right was agreed, and/or terminate the contract.
In-Scope Entities shall ensure that the service provider appropriately Mechanisms exist to monitor, regularly review and
oversees the sub-contractors, in line with the policy defined by the In- assess External Service Providers (ESPs) for
Scope Entity. If the sub-outsourcing proposed could have material compliance with established contractual
o Sub-outsourcing | 20/erS effects on the outsourcing arrangement of a critical or Functional | intersccts witn | Reviewof Third-party | |requirements for security, compliance and resilience s P08
important function or would lead to a material increase of risk, Services controls.
including where the conditions in point 81 above would not be met, the
In-Scope Entity shall exercise its right to object to the sub-outsourcing,
if such a right was agreed, and/or terminate the contract.
The confidentiality and integrity of data and systems shall be controlled Mechanisms exist to protect sensitive and/or
throughout the outsourcing chain. In particular, access to data and regulated data wherever it is processed and/or
Security of dataand | systems shall fulfil the principles of “need to know” and “least Sensitive / Regulated stored.
83 Functional Intersects With DCH-07 3 DCH-01.2
systems privilege”, i.e. access shall only be granted to persons whose functions Data Protection
so require, for a specific purpose, and their privileges shall be limited to
the strict necessary minimum to exercise their functions.
The confidentiality and integrity of data and systems shall be controlled Mechanisms exist to limit access to sensitive and/or
the ing chain. In particular, access to data and regulated data to only those individuals whose job
o3 Securityof data and|systems shall fulfil the principles of “need to know" and “least Functional | intersects witn | AccessTosensitive/ | |requires such access. R 1AC201
systems privilege”, i.e. access shall only be granted to persons whose functions Regulated Data
so require, for a specific purpose, and their privileges shall be limited to
the strict necessary minimum to exercise their functions.
The confidentiality and integrity of data and systems shall be controlled Mechanisms exist to utilize the concept of least
throughout the outsourcing chain. In particular, access to data and privilege, allowing only authorized access to
Security of dataand | systems shall fulfil the principles of “need to know” and “least i X processes necessary to accomplish assigned tasks
83 Functional Intersects With Least Privilege IAC-30 N 5 IAC-21
systems privilege”, i.e. access shall only be granted to persons whose functions in accordance with organizational business
so require, for a specific purpose, and their privileges shall be limited to functions.
the strict necessary minimum to exercise their functions.
In-Scope Entities shall ensure that service providers, where relevant, Mechanisms exist to require contractual
Securityof data ang_ | °OMPY ¥ith appropriate CT securiy tandards. ThirdParty Gontract i for applicable security,
84 Functional Intersects With N TPM-14 and resilience requirements with third-parties, 5 TPM-05
systems Requirements s >
reflecting the organization's needs to protect its
Assets, Services and/or
In-Scope Entities shall ensure that service providers, where relevant, Mechanisms exist to monitor, regularly review and
Securityof data ang_ | TP ¥ith appropriate CT securiy tandards. Review of Third-Party assess External Service Providers (ESPs) for
84 systems Functional Intersects With Services TPM-15 compliance with established contractual 5 TPM-08
requirements for security, compliance and resilience
controls.
Where relevant (e.g. in the context of cloud or other ICT outsourcing), In-| Mechanisms exist to ensure cloud services are
Scope Entities shall define data and system security requirements designed and configured so Technology Assets,
within the outsourcing agreement and monitor compliance with these Applications and/or Services (TAAS) are secured in
Socurityof data and |/SUTeMENts on an ongoing basis. Where, inthe outsourcing ) Cloud Infrastructure with
85 aystoms agreement, security measures are made available by the service Functional | Intersects With Onboarding CLD-03 |standards, as well as statutory, regulatory and 3 CLD-01.1
provider to the In-Scope Entities for personalized selection and contractual obligations.
configuration (notably for cloud outsourcing), In-Scope Entities shall
ensure that proper selection and configuration take place, in line with
the In-Scope Entity’s security policy and
‘Where relevant (e.g. in the context of cloud or other ICT outsourcing), In-| Mechanisms exist to require contractual
Scope Entities shall define data and system security requirements i for applicable security,
within the outsourcing agreement and monitor compliance with these and resilience requirements with third-parties,
requirements on an ongoing basis. Where, in the outsourcing X reflecting the organization's needs to protect its
Security of data and Third-Party Contract
85 systems agreement, security measures are made available by the service Functional Intersects With Requirements TPM-14 Technology Assets, Applications, Services and/or 5 TPM-05
provider to the In-Scope Entities for personalized selection and Data (TAASD).
configuration (notably for cloud outsourcing), In-Scope Entities shall
ensure that proper selection and configuration take place, in line with
the In-Scope Entity’s security policy and
Where relevant (e.g. in the context of cloud or other ICT outsourcing), In| Mechanisms exist to monitor, regularly review and
Scope Entities shall define data and system security requirements assess External Service Providers (ESPs) for
within the outsourcing agreement and monitor compliance with these compliance with established contractual
Security of data and_|©0UifemeNts on an ongoing basis. Where, n the outsourcing ) Roviow of Third.Party requirements for security, compliance and resilience
85 aystems agreement, security measures are made available by the service Functional | Intersects With Senvices TPM-15 | controls. 5 TPM-08
provider to the In-Scope Entities for personalized selection and
configuration (notably for cloud outsourcing), In-Scope Entities shall
ensure that proper selection and configuration take place, in line with
the In-Scope Entity’s security policy and
In the case of outsourcing to cloud service providers and other Mechanisms exist to control the location of
outsourcing arrangements that involve the handling or transfer of Geotoeation Technology Assets, Applications and/or Services
Security of data and personal or confidential data, In-Scope Entities shall adopt a risk- Requirements for (TAAS) processing and/or storage based on business
86 aystems based approach to data storage and data processing location(s) (i.e. Functional | IntersectsWith | o, 20 CE S g DCH-30.1 |requirements that includes statutory, regulatory and 5 CLD-09
country or region) which shallin particular take into account point 101 N contractual obligations.
N N and Service Locations
¢,dandeand security and comply with the
provisions of points 133 to 142.
h heory pp Secure Controls Framework (SCF) 180f31
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Inthe case of outsourcing to cloud service providers and other Mechanisms exist to restrict the location of
that involve the handling or transfer of i i based on business
Securityof data ang_|PSOnaLor confidential data, In-Scope Entiies shall adopt arsk- Third-Party requirements.
86 o, based approach to data storage and data processing location(s) (ie. | Functional | IntersectsWith | Processing, Storage | TPM-12.2 5 TPM-04.4
country or region) which shall in particular take into account point 101 and Service Locations
c,dandeandi security ions and comply with th
provisions of points 133 to 142.
Without prejudice to the requirements under GDPR, In-Scope Entities, Mechanisms exist to ensure that the requirements
when outsourcing (in particular to third countries), shall take into for the protection of sensitive and/or regulated data
account differences in national provisions regarding the protection of processed, stored or transmitted on external
Protecting Sensitive /
data. In-Scope Entities shall ensure that the outsourcing agreement ngutated Dova o Technology Assets, Applications and/or Services
Security of data and_[includes the obligation that the service provider protects confidential, (TAAS), are implemented in accordance with
87 Functional | Intersects With | External Technology | DCH-22.2 3 DCH-13.3
systems personal or otherwise sensitive information and complies with all legal rsets, Apptiontions applicable statutory, regulatory and contractual
requirements regarding the protection of data that apply to the In- obligations.
Scope Entity (e.&. the protection of personal data and that banking and/or Services (TAAS)
secrecy or similar legal confidentiality duties with respect to clients’
where .
Without prejudice to the requirements under GDPR, In-Scope Entities, Mechanisms exist to include data privacy
when outsourcing (in particular to third countries), shall take into requirements in contracts and other acquisition-
account differences in national provisions regarding the protection of related documents that establish data privacy roles
data. In-Scope Entities shall ensure that the outsourcing agreement Data Privacy and responsibilities for contractors and service
. Security of data and  |ncludes the obligation that the senvice provider proteots confdental, | ol Requitements for priis  |Provicers. . oRLOTA
systems personal or otherwise sensitive information and complies with all legal Contractors & Service
requirements regarding the protection of data that apply to the In- Providers
Scope Entity (e.g. the protection of personal data and that banking
secrecy or similar legal confidentiality duties with respect to clients’
where .
Without prejudice to the requirements under GDPR, In-Scope Entities, Mechanisms exist to require contractual
when outsourcing (in particular to third countries), shall take into for applicable security,
account differences in national provisions regarding the protection of and resilience requirements with third-parties,
data. In-Scope Entities shall ensure that the outsourcing agreement reflecting the organization's needs to protect its
. Securityof data and |includes the obligation tha the senvice provider protects confidential, | | TiPany Contract | 1 - (Technology Assets, Applisations, Services and/or . P08
systems personal or otherwise sensitive information and complies with all legal Requirements Data (TAASD).
requirements regarding the protection of data that apply to the In-
Scope Entity (e.g. the protection of personal data and that banking
secrecy or similar legal confidentiality duties with respect to clients’
where .
In-Scope Entities shall ensure within the written outsourcing agreement Mechanisms exist to implement an internal audit
that the internal audit function, the statutory auditor and the. function that is capable of providing executive
competent authority have a guaranteed access to the information management with insights into the overall
relating to the outsourced functions using a risk-based approach in management of the organization's security,
order to enable them to issue a well-founded opinion on the adequacy compliance and resilience capabilities.
of the outsourcing. This access implies that they may also verify the
o Accass, information | elevant data kept by the service provider and, inthe cases provided for | [ 5 PLo
and auditrights  |in the applicable national law, have the power to perform on-site
inspections of the service provider. The aforementioned opinion may,
where appropriate, be based on the reports of the service provider's
external auditor. The written outsourcing agreement shall also provide
that the internal control functions have access to any documentation
relating to the outsourced functions, at any time and without difficulty,
to maintain these functions’ continued ability to exercise their controls.
In-Scope Entities shall ensure within the written outsourcing agreement Mechanisms exist to require contractual
that the internal audit function, the statutory auditor and the i for applicable security,
competent authority have a guaranteed access to the information and resilience requirements with third-parties,
relating to the outsourced functions using a risk-based approach in reflecting the organization’s needs to protect its
order to enable them to issue a well-founded opinion on the adequacy Technology Assets, Applications, Services and/or
of the outsourcing. This access implies that they may also verify the Data (TAASD).
Access, information | relevant data kept by the service provider and, in the cases provided for Third-Party Contract
88 andauditrights  |in the applicable national law, have the power to perform on-site Functional | Intersects With Requirements TPM-14 s UL
inspections of the service provider. The aforementioned opinion may,
where appropriate, be based on the reports of the service provider's
external auditor. The written outsourcing agreement shall also provide
that the internal control functions have access to any documentation
relating to the outsourced functions, at any time and without difficulty,
to maintain these functions’ continued ability to exercise their controls.
Regardless of the criticality or importance of the outsourced function, Mechanisms exist to require contractual
the written outsourcing agreement shall refer to the information i for applicable security,
gathering and powers of thorities under and resilience requirements with third-parties,
s Access, information | Aricles 49,53 and 59 LFS and Aricles 31,38 and 58-5 LPS and where | | Ti-party Contract | - reflecting the organization's needs o protect ts 5 Pros
andauditrights  |applicable, resolution authorities under Article 61(1) BRRD Law with Requirements Technology Assets, Applications, Services and/or
regard to service providers located in a Member State and shall also Data (TAASD).
ensure those rights with regard to service providers located in third
countries.
With regard to the outsourcing of critical or important functions, In- Mechanisms exist to require contractual
Scope Entities shall ensure within the written outsourcing agreement i for applicable security,
o Access, information | thatthe senvice provider grants them, theirstatutory auditoranditheir | [ o | Thi-party Gontract | - fand reslience requirements with third-partes, s oros
and auditrights | competent authority, including, where applicable, their resolution Requirements reflecting the organization's needs to protect its
authority, and any other person appointed by them or the competent Technology Assets, Applications, Services and/or
authority or resolution authority, the following: Data (TAASD).
full access to all relevant business premises (e.g. head offices and Mechanisms exist to grant assessors minimum
operation centres), including the full range of relevant devices, necessary access to conduct conformity
00 Access,information |systems, networks, information and data used for providing the runctional | intersectswith | Assessor Access Lo |assessments,including: 5 oPLoss
and auditrights | outsourced function, including related finanial information, personnel (1) Logical access to design, development,
and the service provider's external auditors (‘access and information production, inspection and testing artifacts; and
tights’); and (2) Physical access to facilites.
full access to all relevant business premises (e.g. head offices and Mechanisms exist to require contractual
operation centres), including the full range of relevant devices, i for applicable security,
s Access, informaion |systems, networks,informetion and data used for roviding the Functional | Interseots witn | TMTe-ParyContract | o |and resiience requirements with thirc-partis, s oS
and auditrights | outsourced function, including related financial information, personnel Requirements reflecting the organization's needs to protect its
and the service provider's external auditors (‘access and information Technology Assets, Applications, Services and/or
tights"); and Data (TAASD).
Unrestrioted rights of inspection and auditing related to the outsourcing Mechanisms exist to require contractual
arrangement (‘audit rights’), including the possibility for the competent for applicable security,
s0n Access,inf authority o communicate any fons made nthis contexttothe | [ |y | THrParty Contract |y fand esilience requirements with tird-partes, s pros
andauditrights | In-Scope Entities, to enable them to monitor the outsourcing Requirements reflecting the organization's needs to protect its
and o ensure with the applicable regulatory Technology Assets, Applications, Services and/or
and i Data (TAASD).
For the outsourcing of functions that are not critical of important, In- Mechanisms exist to identify, prioritize and assess
Scope Entities shall ensure the access and audit rights as set outin suppliers and partners of critical Technology Assets,
point 90 and sub-section 4.3.2.3, on a risk-based approach, Applications and/or Services (TAAS) using a supply
o Access, nfor the nature of the function and the related Functional | intersectswitn | Tir-Perty Grticality | oo fchain isk assessment process rlative to their s oron
and audit rights and tisks, its scalability, the potential impact Assessments portance in supporting the delivery of high-value
on the continuous performance of its activities and the contractual services.
period. In-Scope Entities shall take into account that functions may
become critical or important over time.
For the outsourcing of functions that are not critical of important, In- Mechanisms exist to require contractual
Scope Entities shall ensure the access and audit rights as set outin i for applicable security,
point 90 and sub-section 4.3.2.3, on a risk-based approach, and resilience requirements with third-parties,
o Access, nfor the nature of the function and the related Functional | Intersects witn | TMre-ParyContract | o rflecting the organization's noeds to protet its s ProS
and audit rights and tisks, its scalability, the potential impact Requirements Technology Assets, Applications, Services and/or
on the continuous performance of its activities and the contractual Data (TAASD).
period. In-Scope Entities shall take into account that functions may
become critical or important over time.
h h Secure Controls Framework (SCF) 190f31
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For the outsourcing of functions that are not critical o important, In- Mechanisms exist to monitor, regularly review and
Scope Entities shall ensure the access and audit rights as set outin assess External Service Providers (ESPs) for
point 80 and sub-section 4.3.2.3, on a risk-based approach, compliance with established contractual
o Access, nfor the nature of the function and the related runctional | intersectewitn | ReviewofThira-party | |reairements or security, compliance and resitience . oros
and auditrights | operational and reputational risks, its scalability, the potential impact Services controls.
on the continuous performance of its activities and the contractual
period. In-Scope Entities shall take into account that functions may
become critical or important over time.
In-Scope Entities shall ensure that the outsourcing agreement or any Mechanisms exist to grant assessors minimum
other contractual arrangement does not impede o limit the effective necessary access to conduct conformity
0 Access,information |exercise of the access and aut rights by them, theirstatutory runctional | intersacts With | Assessor Accass opLgo |assessments, including: R oPL033
and auditrights | auditors, competent authorities or third parties appointed by them to (1) Logical access to design, development,
exercise these rights. production, inspection and testing artifacts; and
(2) Physical access to failities.
In-Scope Entities shall ensure that the outsourcing agreement or any Mechanisms exist to require contractual
Aosess, information_| O ConNtractual arrangement does not impede orlimit the effective Third-Party Gontract for applicable security,
92 ot rghts | |E7ercise of the access and audi rights by them, their statutory Functonal | Intersectswien | T"CI B0 TPM-14 |and resilience requirements with third-parties, 5 TPM-05
auditors, competent authorities or third parties appointed by them to reflecting the organization's needs to protect its
exercise these rights. Technology Assets, Applications, Services and/or
In-Scope Entities shall exercise their access and audit rights, determine Mechanisms exist to conduct periodic audits of
o Access,information |the audit frequency and areas to be audited on ariskcbased approach | L L | GpLonz |SeCUrt, compliance and resilience controls to R P22
and auditrights | and adhere to relevant, commonly accepted, national and international evaluate conformity with the organization's
audit standards. policies, standards and procedures.
In-Scope Entities shall exercise their access and audit rights, determine Mechanisms exist to define acceptable methods to
Access, information | the audit frequency and areas to be audited on a risk-based approach conduct a eybersecurity and/or data protection
3 Functional | Intersects With | Assessment Methods | CPL-11 3 CPL03.4
and auditrights  |and adhere to relevant, commonly accepted, national and international assessment.
audit standards.
In-Scope Entities shall exercise their acess and audit rights, determine Mechanisms exist to monitor, regularly review and
Acoss, information |17 20t reeuency and areas to be audited on a isk-based approach Reviews of Third-Party assess External Service Providers (ESPs) for
03 st rghts |2 adhere torelevant, commonly accepted, national and international | Functonal | ntersects With s TPM-15 | compliance with established contractual 5 TPM-08
audit standards. requirements for security, compliance and resilience
controls.
Without prejudice to their final responsibility regarding outsourcing Mechanisms exist to monitor, regularly review and
; _ |arrangements, In-Scope Entities may use: : assess External Service Providers (ESPs) for
94 Access, information ¢ > Y Functional | Intersects with | ReVieW Of Third-Party | oy 1o | compliance with established contractual 3 TPM-08
and audit rights Services
requirements for security, compliance and resilience
controls.
pooled audits organised jointly with other olients of the same service Mechanisms exist to accept and respond to the
Acoess, information|PT0¥ider and performed by them and these clients o by a third party Third-Party results of external assessments that are performed
94.a et rghes | |2PPINed by them, o use audit resources more ffciently and to Functional | Intersects With Assessment 140-07 | by impartial, external organizations. 3 1A0-02.3
decrease the organisational burden on both the clients and the service Reciprocity
provider;
pooled audits organised jointly with other olients of the same service Mechanisms exist to monitor, regularly review and
Acoess, information|PT0¥ider and performed by them and these clients o by a third party Reviews of Third-Party assess External Service Providers (ESPS)for
94.a st rghes | |2PPINed by them, o use audit resources more ffciently and to Functional | Intersects With e TPM-15 | compliance with established contractual 5 TPM-08
decrease the organisational burden on both the clients and the service requirements for security, compliance and resilience
provider; controls.
nocess, mfommation. | Mre-party ceriications and third-party o ntermal audit reports, mads Third-Party Mechanisms exist to accept and respond o the
s4b s gts | |Pvlable by the service providr. Functional | Intersects With Assessment 1A0-07  |results of external assessments that are performed 5 1A0-02.3
Reciprocity by impartial, external i
third-party certifications and third-party or internal audit reports, made Mechanisms exist to obtain an attestation from an
available by the service provider. Third-Party o
Acssss, information Thirdparty Attstation (3PAO) that provides assurance of conformity with
94 it s Functional | Intersects With o TPM-23  |specified statutory, regulatory and contractual 8 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
and
For the outsourcing of critical o important functions, In-Scope Entities Mechanisms exist to monitor, regularly review and
Aoosss,information |1l 355655 whether third-party certfcations and reports as referred Review of ThirdParty assess External Service Providers (ESPs) for
o5 it gts |10 PoINt 94(5)are adequate and sufficient to comply withtheir Functional | Intersects With ories TPM-15 | compliance with established contractual 5 TPM-08
regulatory obligations and shall not rely solely on these reports over requirements for security, compliance and resilience
time. controls.
For the outsourcing of critical or important functions, In-Scope Entities Mechanisms exist to obtain an attestation from an
shall assess whether third-party certifications and reports as referred i Third-Party o
Access, information |10 POVt 94(6) are adequate and sufficient to comply with their ) ThirdParty Attestation (3PAO) that provides assurance of corformity with
o5 it rghts | |FeEuatory obligations and shall ot rely solely on these reports over Functional | Intersects With o) TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
time. obligations for security, compliance and resilience
controls, including any flow-down requirements to
d
In-Scope Entities shall make use of the method referred to in point Mechanisms exist to obtain an attestation from an
94(b) only if they: i Third-Party o
Access, information Third-Party Atestation (3PAO) that provides assurance of conformity with
% et rghts Functional | Intersects With o TPM-23  |specified statutory, regulatory and contractual 3 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
and
are satisfied with the audit plan for the outsourced function; Mechanisms exist to thoughtfuly plan audits by
s6a Access,information Functional. | Intersectswicn | AUt Planning cPLos.s |Inelucing input rom operationalrisk and compliance . ohLos
and audit rights. Activities partners to minimize the impact of audit-related
activities on business
are satisfied with the audit plan for the outsourced function; Mechanisms exist to monitor, regularly review and
; ) : assess External Service Providers (ESPs) for
%6.a Access, information Functional | IntersectsWith | FeVIeW O TITA-PaMy | oy 1o comptiance with established contEac(ua)l 5 TPM-08
and audit rights Services "
requirements for security, compliance and resilience
controls.
ensure that the scope of the certification or audit report covers the Mechanisms exist to document and validate the
. Access,inf systems .. processe datacontres,te)| [ | ssctsWith | Compliance Scope | CpLga | 260P° Of securty, compliance and resilience s Lot
and auditrights | and key controls identified by the In-Scope Entity and the compliance controls that are determined to meet statutory,
with relevant regulatory requirements; regulatory and/or i
ensure that the scope of the certification or audit report covers the Mechanisms exist to establish the scope of
systems (i.e. processes, applications, infrastructure, data centres, etc.) assessments by defining the assessment boundary,
Acoess,information | KeY controlsidentiied by the In-Scope Entity and the compliance nssessment accordingto people, processes and technology that
%6.b it ights | |1ith relevant regulatory requirements; Functional | Intersects With P, 1A0-03  |directly or indirectly impact the confidentiality, 3 1A0-01.1
integrity, availability and safety of the Technology
Assets, Applications, Services and/or Data (TAASD)
under review.
ensure that the scope of the certification or audit report covers the Mechanisms exist to obtain an attestation from an
systems (i.e. processes, applications, infrastructure, data centres, etc.) i Third-Party o i
)  |and key controls identified by the In-Scope Entity and the compliance ’ (3PAO) that provides assurance of conformity with
Access, information |°" ) Third-Party Attestation °)
96.b and audit rights \with relevant regulatory requirements; Functional Intersects With (3PA) TPM-23 specified statutory, regulatory and contractual 5 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
nd
thoroughly assess the content of the certifications or audit reports on Mechanisms exist to monitor, regularly review and
Acosss, information |2 CPECIME basis and verfy that the reportsor certifcations are ot Review of Third-Party assess External Service Providers (ESPs) for
9. ' obsolete; Functional | Intersects With ! TPM-15 | compliance with established contractual 5 TPM-08
and audit rights Services *
requirements for security, compliance and resilience
controls.
thoroughly assess the content of the certifications or audit reports on Mechanisms exist to obtain an attestation from an
an ongoing basis and verify that the reports or certifications are not i Third-Party o
Acosss, information | P! Thirdparty Attstation (3PAO) that provides assurance of conformity with
9.0 o it s Functional | Intersects With o) TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
contractors and subcontractors.
h h Secure Controls Framework (SCF) 20031
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ensure that key systems and controls are covered in future versions of Mechanisms exist to monitor, regularly review and
the certfication or audit report; assess External Service Providers (ESPs) for
9%6.d Access, information Functional | Intersects With | "1 O TIOPRIY | rpy 16| compliance with established contractual 3 TPM-08
and audit rights Services " ! v
requirements for security, compliance and resilience
controls.
ensure that key systems and controls are covered in future versions of Mechanisms exist to obtain an attestation from an
the certfication or audit report; i Third-Party o
Aocess, information Third-Party Attestation (3PAO) that provides assurance of coformity with
9%6.d o it s Functional | Intersects With o) TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
d
are satisfied with the aptitude of the certifying or auditing party (e.g. exist to ensure individual
with regard to rotation of the certifying or auditing company, audits and/or assessments have reasonable:
expertise, ification of the evidence in (1) Professional qualifications to perform the audit
Access, information | the underlying audit file); Assessment Team and/or assessment; and
9%.0 Functional | Intersects With | Subject Matter cpL0g ’ 5 CPLO1.6
and audit rights oepartise (2) Subject matter expertise to perform review,
interview and test activities for in-scope People,
Processes, Technologies, Data and/or Facilities
(PPTDF).
are satisfied with the aptitude of the certifying or auditing party (e.g. Mechanisms exist to ensure assessors or
960 Access, information | with regard to rotation of the certfying or auditing company, Functional | Intersects With Assessor 1A0.0p | 255esSment teams have the appropriate 3 1A0.02.1
and audit rights expertise, of the evidence in to conduct security, compliance
the underlying audit file); and/or resilience control
are satisfied that the certifications are issued and the audits are Mechanisms exist to define acceptable methods to
Access, i against widely relevant standards conduct a eybersecurity and/or data protection
9. Functional | Intersects With | Assessment Methods |  CPL-11 3 CPL03.4
and auditrights  |and include a test of the operational effectiveness of the key controls in assessment.
place;
are satisfied that the certifications are issued and the audits are Mechanisms exist to perform Control Validation
96.f Access, inforr againstwidely relevant standards Functional | Intersects With | Technical Verification |  1a0-11 | 5unE (CVD) activities to evaluate the design, 3 1A0-06
andauditrights  |and include a test of the operational effectiveness of the key controls in implementation and effectiveness of technical
place; security, d resilience controls.
are satisfied that the certifications are issued and the audits are Mechanisms exist to obtain an attestation from an
against widely relevant standards Third-Party o
_ _ |andinclude a test of the operational effectiveness of the key controls in ) (3PAO) that provides assurance of conformity with
Access, information Third-Party Attestation ¢
9. it [P0 Functional | Intersects With oy TPM-23  |specified statutory, regulatory and contractual 5 TPM-05.8
obligations for security, compliance and resilience
controls, including any flow-down requirements to
d
have the contractual right to request the expansion of the scope of the Mechanisms exist to require contractual
. |certifications or audit reports to other relevant systems and controls; for applicable security,
Access, information Third-Party Contract " P >
%6.g the number and frequency of such requests for scope modification Functional | Intersects With TPM-14 |and resilience requirements with third-parties, 5 TPM-05
andauditrights | -\ be reasonable and legitimate from a risk management Requirements reflecting the organization's needs to protect its
and Technology Assets, Services and/or
have the contractual right to request the expansion of the scope of the Mechanisms exist to obtain an attestation from an
certifications or audit reports to other relevant systems and controls; Third-Party o
the number and frequency of such requests for scope modification (3PAO) that provides assurance of conformity with
9%6.g Ac::::!f‘:"rg::;“" shall be reasonable and legitimate from a risk management Functional | Intersects With T""d'PagP/Z)'es'am” TPM-23  |specified statutory, regulatory and contractual 3 TPM-05.8
perspective; and obligations for security, compliance and resilience
controls, including any flow-down requirements to
and
retain the contractual right to perform individual audits at their Mechanisms exist to require contractual
discretion with regard to the outsourcing of critical o important i for applicable security,
9%.h Access, information |\, cyions, Functional | Intersects With | 110 erY COMIACt | oy 14 and resitience requirements with third-parties, 5 TPM-05
and audit rights Requirements S " >
reflecting the organization’s needs to protect its
Assets, Services and/or
retain the contractual right to perform individual audits at their Mechanisms exist to monitor, regularly review and
discretion with regard to the outsourcing of critical or important assess External Service Providers (ESPs) for
96.h Acoess, information | g Functional | Intersects ith | ReView Of Third-Party | oy 1o | Compliance with established contractual 5 TPM-08
and audit rights Services " ! ,
requirements for security, compliance and resilience
controls.
In-Scope Entities shall, where relevant, ensure that they are able to Mechanisms exist to monitor, regularly review and
carry out security penetration testing to assess the effectiveness of v assess External Service Providers (ESPs) for
97 Ac::::’;:gil“" cyber and internal ICT security measures and processes. | Functional | Intersects With Re‘"ews‘;::::"’“y TPM-15 | compliance with established contractual 3 TPM-08
requirements for security, compliance and resilience
controls.
ncoess, iformation |!?"550Pe Entities shall,where elevant, ensure that they are able to Mechanisms exist to conduct penetration testing on
97 carry out security penetration testing to assess the effectiveness of Functional | Intersects With | PenetrationTesting | VPM-18  [Technology Assets, Applications and/or Services 5 VPM-07
and auditrights cyber and internal ICT security measures and processes. TAnS).
Before a planned on-site visit, In-Scope Entities, auditors or third Mechanisms exist to thoughtfuly plan audits by
parties acting on behal of the In-Scope Entity or of the competent ) including input from operational risk and compliance
Access, information ’ ) Audit Planning
o8 it ghts | |2uthority shal provide reasonable notce to the senvice provider,unless | Functional | ntersects With et CPL07.3 |partners to minimize the impact of audit-related 5 cPL04
this is not possible due to an emergency o crisis situation o would activities on business operations.
lead to a situation where the audit would no longer be effective.
Before a planned on-site visit, In-Scope Entities, auditors or third Mechanisms exist to monitor, regularly review and
parties acting on behal of the In-Scope Entity or of the competent v assess External Service Providers (ESPs) for
98 Ac::::’;:gil“" authority shall provide reasonable notice to the service provider, unless| Functional | Intersects With Re‘"ews‘;::::"’“y TPM-15 | compliance with established contractual 3 TPM-08
this is not possible due to an emergency o crisis situation o would requirements for security, compliance and resilience
lead to a situation where the audit would no longer be effective. controls.
When audits in multi-cli care shall be Mechanisms exist to ensure multi-tenant owned or
taken to ensure that risks to another client’s environment (e.g impact managed assets (physical and virtual) are designed
Access, information o ) Multi-Tenant
o9 s ghts |0 Service evels,avalabilty of data, confidentialiy aspects) are Functional | IntersectsWith | [ ETenant CLD-07 |and governed such that provider and customer 3 cLD-06
avoided or mitigated. (tenant) user access is appropriately segmented
from other tenant users.
When audits in multi-cli care shall be Mechanisms exist to thoughtfuly plan audits by
0 Access, information | taken to ensure that risks to another client’s environment (o.g. impact Functional | Intersects With Audit Planning CpLo73 | Neluding input from operational sk and compliance s crLos
and auditrights | on service levels, availability of data, confidentiality aspects) are Activities partners to minimize the impact of audit-related
avoided or mitigated. activities on business
Where the outsourcing arrangement carries a high level of technical exist to ensure individual
complexity, for instance in the case of cloud outsourcing, the In-Scope audits and/or assessments have reasonable:
Entity shall verify that whoever is performing the audit - whether s its Assessment Team (1) Professional qualifications to perform the audit
Access, information |intemal auditors, the pool of auditors or external auditors acting on its ) * and/or assessment; and
100 j Functional | IntersectsWith | Subject Matter cpLos : 5 CcPLO1.6
and auditrights | behalf - has appropriate and relevant skills and knowledge to perform oepartice (2) Subject matter expertise to perform review,
relevant audits and/or assessments effectively. The same applies to interview and test activities for in-scope People,
any staff of the In-Scope Entity reviewing third-party certifications or Processes, Technologies, Data and/or Facilities
audits carried out by service providers. (PPTDF).
Where the outsourcing arrangement carries a high level of technical Mechanisms exist to ensure that all security,
complexity, for instance in the case of cloud outsourcing, the In-Scope Competency compliance and resilience-related positions are
Entity shall verify that whoever is performing the audit - whether s its Requirements for staffed by qualified individuals who have the
Access, information | intemal auditors, the pool of auditors or external auditors acting on its ) ! necessary skill set.
100 " Functional | Intersects With | Security, Compliance | HRS-03.2 3 HRS-03.2
and auditrights | behalf - has appropriate and relevant skills and knowledge to perform "
’ &Resilience-Related
relevant audits and/or assessments effectively. The same applies to o
any staff of the In-Scope Entity reviewing third-party certifications or
audits carried out by service providers.
The outsourcing agreement shall expressly allow the possibility for the Mechanisms exist to include "break clauses" within
101 Termination rights | n-Scope Entity to terminate the arrangement in accordance with Functional | Intersects With | Break Clauses TPM-19 | contracts for failure to mest contract criteria for 5 TPM-05.7
law, including in the following situations: security, and/or resilience controls.
Where the service provider of the outsourced functions s in a breach of Mechanisms exist to identify and document
law, ions or ) Non-Conformity instances of non-conformity with statutory,
1018 Termination rights Functional | Intersects With ' cpL06 3 CcPLO1.1
Oversight and/or in order to
develop risk mitigation actions.
Wwhere the service provider of the outsourced functions s in a breach of Mechanisms exist to include “break clauses” within
101.a rights law, or Functional | Intersects With | Break Clauses TPM-19 | contracts for failure to meet contract criteria for 5 TPM-05.7
security, and/or resilience controls.
Wwhere impediments capable of altering the performance of the Mechanisms exist to include “break clauses” within
1010 Termination rights [ outsourced function are identified; Functional | Intersects With | Break Clauses TPM-19 | contracts for failure to meet contract criteria for 5 TPM-05.7
security, compliance and/or resilience controls.
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where there are material changes affecting the outsourcing Mechanisms exist to control changes to services by
or the service provider (e.g. sub-outsourcing or changes of suppliers, taking into account the criticality of
Managing Changes To
101.¢ Termination rights | sub-contractors); Functional | Iterseots with | "EEE08 RS | P17 [business Technology Assets, Applications, Services 3 TPM-10
and/or Data (TAASD) that are in scope by the third-
party.
where there are material changes affecting the outsourcing Mechanisms exist to include "break clauses” within
101.c Termination rights | arrangement or the service provider (e.g. sub-outsourcing or changes of | Functional | Intersects With | Break Clauses TPM-19 | contracts for failure to meet contract criteria for 5 TPM-05.7
b security, and/or resilience controls.
Wwhere there ar regarding the and security of Mechanisms exist to address weaknesses or
confidential, personal or otherwise sensitive data o information; and Third-Party Deficiency deficiencies in supply chain elements identified
101.d Termination rights Functional | Intersects With TPM-18 3 TPM-09
Remediation during or of
such elements.
Wwhere there are weaknesses regarding the management and security of Mechanisms exist to include "break clauses” within
101.d rights personal or otherw tive data or and | Functional | IntersectsWith |  Break Clauses TPM-19 | contracts for failure to meet contract criteria for 5 TPM-05.7
security, and/or resilience controls.
Wwhere instructions are given by the In-Scope Entity’s competent Mechanisms exist to include "break clauses” within
thority, e.g. in the case that th tent authority is, caused b tracts for failure to meet contract criteria f
101e Termination rights |21 "> &8 In the case that the compstent authorityis, caused by Functional | Intersects With Break Clauses TPM.qg | SONracts fortatlure tomeet contract criteria for 5 TPM-05.7
the outsourcing arrangement, no longer in a position to effectively security, compliance and/or resilience controls.
supenvise the In-Scope Entity.
The outsourcing agreement shall facilitate the transfer of the Mechanisms exist to require contractual
outsourced function to another service provider o its re-incorporation Thire-Party Contract for applicable security,
ird-Party Contrac
102 Termination rights  |into the In-Scope Entity, whenever the continuity or quality of the Functional | Intersects With | uizmem TPM-14  |and resilience requirements with third-parties, 5 TPM-05
service provision are likely to be affected. To this end, the written o reflecting the organization's needs to protect ts
ing agreement shall: Assets, Services and/or
Clearly set out the obligations of the existing service provider, in the Mechanisms exist to require contractual
case of a transfer of the outsourced function to another service Thire-Party Contract for applicable security,
ird-Party Contrac
102 Termination rights | provider or back to the In-Scope Entity, including the treatment of data; | Functional | Intersects With | " uizmem TPM-14  |and resilience requirements with third-parties, 5 TPM-05
a reflecting the organization's needs to protect its
Assets, Services and/or
t te tr iti d, d thich th der, " - t ¢ It L
et an appropriate transition period, during which the service provider Coordinate with existto internal
after the of th would continue plans with those of external service providers to
1020 Termination rights Functional | IntersectsWith |  ExtenalService | BCD-07.4 3 BCD-01.2
to provide the outsourced function to reduce the risk of disruptions; o ensure that organizational resiliency requirements
can be satisfied.
setan appropriate transition period, during which the service provider, Mechanisms exist to require contractual
after the of th would continue for applicable security,
- > e wo! Third-Party Contract " g ;
1026 Termination rights | to provide the outsourced function to reduce the risk of disruptions; Functional | Intersects With | . TPM-14  |and resilience requirements with third-parties, 5 TPM-05
equirements
& reflecting the organization's needs to protect its
Technology Assets, Services and/or
include an obligation of the service provider to support the In-Scope Mechanisms exist to require contractual
Entity in the orderly transfer of the function in the event of the for applicable security,
) Third-Party Contract " ’ ’
102.c rights of the and Functional | Intersects With | . TPM-14  |and resilience requirements with third-parties, 5 TPM-05
equirements
& reflecting the organization's needs to protect its
Technology Assets, ions, Services and/or
Without prejudice to applicable law, include a commitment for the, Mechanisms exist to securely dispose of, destroy
102.d Termination rights service provider to erase the data and systems of {he \nrﬁcope Entity Functional | Intersects With Digital & Non-Digital DCHA7 and/or erase digital and nonrdlgna% medva»when itis s DCH-08
within a reasonable timeframe when the contract is terminated. Media Disposal no longer required, using organization-defined DCH-21
without prejudice to law, include a for the Mechanisms exist to require contractual
service provider to erase the data and systems of the In-Scope Entity Thire-Party Gontract i for applicable security,
ird-Party Contrac
102.d Termination rights | within a reasonable timeframe when the contract is terminated. Functional | Intersects With | u::mem TPM-14  |and resilience requirements with third-parties, 5 TPM-05
. reflecting the organization's needs to protect its
Assets, Services and/or
The shallnot include an clause Mechanisms exist to require contractual
or service termination clause in case of bankruptcy, controlled i for applicable security,
of payments, and and resilience requirements with third-parties,
arrangements with creditors aimed at preventing bankruptcy or other Third-Party Contract reflecting the organization's needs to protect ts
103 Termination rights e P 2 picy Functional | Intersects With | o arty Contracs TPM-14 8 & P 3 TPM-05
similar proceedings. In particular, in the context of BRRD institutions, Requirements Technology Assets, Applications, Services and/or
clauses triggering the termination or service termination because of Data (TAASD).
actions, measures or a winding-up procedure
as required in accordance with the BRRD Law are not allowed.
In-Scope Entities shall monitor, on an ongoing basis, the performance Mechanisms exist to identify, prioritize and assess
of the service providers with regard to all outsourcing arrangements on suppliers and partners of critical Technology Assets,
a risk-based approach and with the main focus being on the Applications and/or Services (TAAS) using a supply
Oversight of of critical o important functions, including that the Third-Party Criticalit chain risk assessment process relative to their
104 versight of or impor e Functional | Intersects ith | 1o rarty Criticality | oy g | P! ! 5 TPM-02
outsourced functions | continuity of the services provided under the arrangement and the Assessments importance in supporting the delivery of high-value
availability, integrity and security of data and information are ensured. services.
Where the risk, nature or scale of an outsourced function has materially
changed, In-Scope Entities shall reassess the criticality or importance
In-Scope Entities shall monitor, on an ongoing basis, the performance Mechanisms exist to monitor, regularly review and
of the service providers with regard to all outsourcing arrangements on assess External Service Providers (ESPs) for
a risk-based approach and with the main focus being on the compliance with established contractual
Oversightof | outsourcing of critical or important functions, including that the R f Third-Part requirements for security, compliance and resilience
104 versight of. 8  orimpor i Functional | Intersects With | "o O TMTAPAmy | qpy g5 0! ¥, comp 5 TPM-08
outsourced functions | continuity of the services provided under the arrangement and the Senvices controls.
availability, integrity and security of data and information are ensured.
Where the risk, nature or scale of an outsourced function has materially
changed, In-Scope Entities shall reassess the criticality or importance
In-Scope Entities shall apply due skill, care and diligence when Mechanisms exist to produce evidence of due care
Oversight of opet (L apply d & i Defensible Evidence of cha P! ! i
105 planning, and managing Functional | Intersects With e CPL-26.2 |activities performed that is capable of withstanding 3 CcPL-13.2
ue Care
funetion external audit or regulatory scrutiny.
08 Oversightof | In-Scope Entites shall apply due kil care and dilgence when Functionat | mterscets with Third-Party Tproz | Mechanisms existto facilitate the implementation of R Ton
functions |planning. and managing third-party controls.
In-Scope Entities shall regularly update their risk assessment in Mechanisms exist to provide governance oversight
accordance with points 66 to 70 and shall periodically report to the reporting and recommendations enabling executives
Oversight of ) g ) Status Reporting To
106 | management body on the risks identified in respect of the outsourcing | Functional | Intersects With ; GOV-08.1  [to make decisions about matters considered 3 Gov-01.2
outsourced functions ¢ Governing Body ) ) * :
of critical o important functions. material to the organization's Security, Compliance
&Resilience Program (SCRP).
In-Scope Entities shall regularly update their risk assessment in Mechanisms exist to routinely update risk
Oversightof  |accordance with points 66 to 70 and shall periodically report to the Risk and react on identifyin
106 versignt of wiith points 66 19 70 and shal periocicaly rep Functional | IntersectsWith | RSK-13.2 ) ' v upon identitying 5 RSK-07
outsourced functions | management body on the risks identified in respect of the outsourcing Update new security vulnerabilities, including using outside
of critical or important functions. sources for security
In-Scope Entities shall regularly update their risk assessment in Third-Party Risk Mechanisms exist to conduct a risk assessment prior
Oversightof |accordance with points 66 to 70 and shall periodically report to the ) to the acquisition or outsourcing of technology-
106 A > Functional | IntersectsWith | Assessments & TPM-10 5 TPM-04.1
outsourced functions |management body on the risks identified in respect of the outsourcing oy related Technology Assets, Applications and/or
of critical o important functions. PP Services (TAAS).
In-Scope Entities shall monitor and manage their internal Mechanisms exist to periodically assess suppt
Oversight of P & § Supply Chain Risk “har P Y PPy
107 ) risks caused by tekinginto | Functional | Intersects With RSK-21  [chain risks associated with Technology Assets, 5 RSK-09.1
function Assessment (SCRA) !
account points 66 to 70. and/or Services (TAAS).
In-Scope Entities shall monitor and manage their internal Mechanisms exist to monitor risk as an integral part
risks caused by taking nto of the continuous monitoring strategy, includin
Oversightor | |account points 66 to 70. (1) The effectiveness of security, compliance and
versi
107 ot Functional | Intersects With |  Risk Monitoring RSK-22 |resilience controls; 3 RSK-11
outsourced functions N
(2) Changes to the organization's risk profile; and
(3) Changes to Technology Assets, Applications
and/or Services (TAAS) that affect risk.
In-Scope Entities shall monitor and manage their internal Mechanisms exist to:
risks caused by takinginto (1) Evaluate security risks and threats associated
account points 66 to 70. with Technology Assets, Applications and/or Services
Oversight of P X Supply Chain Risk BY AS PP
107 Functional Intersects With TPM-04 (TAAS) supply chains; and 5 TPM-03
outsourced functions Management (SCRM)
(2) Take appropriate remediation actions to minimize
the organization's exposure to those risks and
threats, as necessary.
In-Scope Entities shall ensure, on an ongoing basis, that outsourcing Mechanisms exist to monitor, regularly review and
) arrangements, with the main focus being on outsourced critical or ’ assess External Service Providers (ESPs) for
Oversightof | Review of Third-Party ° )
108 ot turetions | mPertant functions, meet appropriate performance and quality Functional | Intersects With orvion TPM-15 | compliance with established contractual 5 TPM-08
utsourced funoti i
standards in line with their policies by: requirements for security, compliance and resilience
controls.
h heory pp Secure Controls Framework (SCF) 220131
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ensuring that they receive appropriate reports from service providers Mechanisms exist to monitor, regularly review and
assess External Service Providers (ESPs) for
108.8 Oversigntof Functional | Intersects with | "V O TP | gy 16| compiiance with established contractual 5 TPM-08
outsourced functions Senvices f ’ .
requirements for security, compliance and resilience
controls.
evaluating the performance of service providers sing tools such as key Mechanisms exist to develop, report and monitor Key
performance indicators, key control indicators, service delivery reports, Performance Indicators (KPIs) to assist
1080 Oversightof | selt-certfcation and independent reviews; and Functional. | intersectswin | KevPerormance [ niza vent i perfor s Sov05.1
outsourced functions Indicators (KPIs) monitoring, trend analysis, and possible control
redesign or replacement for the Security,
Compliance & Resilience Program (SCRP).
evaluating the performance of service providers sing tools such as key Mechanisms exist to monitor, regularly review and
) performance indicators, key control indicators, service delivery reports, ) assess External Service Providers (ESPs) for
108.b Oversight of If and reviews; and Functional | Intersects With Re‘”e‘”s‘" Third-Party | rou15 | compliance with established contractual 5 TPM-08
funetion: ervices requirements for security, compliance and resilience
controls.
reviewing all other relevant information received from the service Mechanisms exist to monitor, regularly review and
) provider, including reports on business continuity measures and ) assess External Service Providers (ESPs) for
108.c Oversight of testing. Functional | Intersects with | ReVieW O ThIrd-Party | oo 1o | Compliance with established contractual 5 TPM-08
outsourced functions Services
requirements for security, compliance and resilience
controls.
5 reviewing all other relevant information received from the service Third-Party Incident exist to ensure
108.c omsm:"ec':['f::"iions provider, including reports on business continuity measures and Functional | Intersects With | Response & Recovery |  TPM-21 | planning and testing are conducted with critical 5 TPM-11
testing. Capabilities rs.
In-Scope Entities shall take appropriate measures if they identify Mechanisms exist to address weaknesses or
inthe provision of th function. In particular, deficiencies in supply chain elements identified
In-Scope Entities shal follow up on any indications that service during or i of
Oversight of providers may not be carrying out the outsourced critical o important Thira.Party Deficiency such elements.
109 function effectively or in compliance with applicable laws and Functional | Intersects With TPM-18 8 TPM-09
outsourced functions Remediation
regulatory requirements. If shortcomings are identified, In-Scope
Entities shall take appropriate corrective or remedial actions. Such
actions may include terminating the outsourcing agreement, with
effect, if necessary.
In-Scope Entities shall take appropriate measures if they identify Mechanisms exist to include "break clauses” within
inthe provision of th function. In particular, contracts for failure to meet contract criteria for
In-Scope Entities shall follow up on any indications that service security, compliance and/or resilience controls.
providers may not be carrying out the outsourced critical or important
109 Dmsﬂi’:f::"‘iims function effectively or in compliance with applicable laws and Functional | Intersects With Break Clauses TPM-19 3 TPM-05.7
regulatory requirements. If shortcomings are identified, In-Scope
Entities shall take appropriate corrective or remedial actions. Such
actions may include terminating the outsourcing agreement, with
effeot, i necessary.
In-Scope Entities shall inform the competent authority with no detay of Mechanisms exist to submit status reporting of the
Oversightor | meteralchanges and/or severe events regarding ther outsourcing Security, 's security, and/or resilience
110 arrangements that could have a material impact on the continuing Functional | Intersects With | &Resilience Status | CPL-27 | program to applicable statutory and/or regulatory 3 GOV-17
outsourced functions | . . jon of thelr business activities, to allow the competent authority Reporting authorities, as required.
to assess whether regulatory action is needed.
In-Scope Entities shall inform the competent authority with no detay of Mechanisms exist to timely-report incidents to
) material changes and/or severe events regarding their outsourcing applicable:
110 Oversight of arrangements that could have a material impact on the continuing Functional | Intersects with | eident Stakeholder | 1o ) nternal stakeholders; 5 IRO-10
outsourced functions | . . jon of thelr business activities, to allow the competent authority Reporting (2) Affected clients & third-parties; and
to assess whether regulatory action is needed. (3) Regulatory authoriti
In-Scope Entities shall have a documented exit plan when outsourcing isms exist to internal
Coordinate With
M Exit plans cm.\cal or»lmpaﬂar»\(funcllons thatisinline w\(h(helrou(so\;lrc\r\g Functional Intersects With External Service BCD-07.4 plans with those (?fexlemal SEVTIWCEDVOVN?E[S(D 5 BCD-01.2
policy, exit strategies and business continuity plans, taking into ensure that organizational resiliency requirements
account at least the possibility of: Providers can be satisfied.
the termination of outsourcing arrangements; Coordinate With exist to internal
plans with those of external service providers to
1a Exitplans Functional | IntersectsWith |  ExtemalService | BCD-07.4 3 BCD-01.2
Providers ensure (hﬂ‘l O‘VgEnIlEUOHEL resiliency requirements
can be satisfied.
the failure of the service provider; Coordmatowith isms exist (o internal
116 Exit plans Functional | Intersects With |  ExteralService | BCD-07.4 |P\2"S With those of external senvice providers to 3 BCD-01.2
' ensure that organizational resiliency requirements
Providers
can be satisfied.
the failure of the service provider; Third-Party Incident exist to ensure
116 Exit plans Functional | Intersects With | Response & Recovery | TPM-21 [ planning and testing are conducted with critical 3 TPM-11
Capabilities i iders.
the deterioration of the quality of the function provided and actual or ) ) existto internal
potential business disruptions caused by the inappropriate or failed Coordinate With plans with those of external service providers to
1e Exitplans Functional | Intersects With |  ExtemalService | BCD-07.4 3 BCD-012
provision of the function; ensure that organizational resiliency requirements
Providers o
can be satisfied.
the deterioration of the quality of the function provided and actual or Mechanisms exist to continue essential missions
potential business disruptions caused by the inappropriate or failed Continue Essential and business functions with little or no loss of
e Exit plans provision of the function; Functional | Intersects With | Mission & Business | BCD-08.1 |operational continuity and sustain that continuity 3 BCD-02.2
Functions until full system restoration of primary processing
and/or storage sites is performed.
material risks arising for thi iate and conti cation of isms exist to internal
the function. ¢ Coordinate With plans with those of external service providers to
114 Exit plans Functional | IntersectsWith |  ExternalService | BCD-07.4 ° " ; 3 BCD-01.2
' ensure that organizational resiliency requirements
Providers
can be satisfied.
11.d Exit plans materialrisks arising for and ionof | ¢ inctional | Intersects With | Risk Identification Rsk.09 |Mechanisms exist to identify and document risks, 3 RSK-03
the function. both internal and external.
In-Scope Entities shall ensure that they are able o exit outsourcing existto internal
arrangements without undue disruption to their business activities, Coordinate With plans with those of external service providers to
12 Exitplans without limiting their compliance with regulatory requirements and Functional | IntersectsWith |  ExtemalService | BCD-07.4 |ensure that organizational resiliency requirements 5 BCD-012
without any detriment to the continuity and quality of its provision of Providers can be satisfied.
services to clients. To achieve this, they shall:
develop and implement exit plans that are comprehensive, existto internal
and, where iate, tested (e.g. by Coordinate With plans with those of external service providers to
1128 Exitplans carrying out an analysis of the potential costs, impacts, resources and |  Functional | IntersectsWith |  ExtenalService | BCD-07.4 |ensure that organizational resiliency requirements 5 BCD-012
timing implications of transferring an outsourced service to an Providers can be satisfied.
alternative provider); and
develop and implement exit plans that are comprehensive, Mechanisms exist to conduct tests and/or exercises
and, where iate, tested (e.g. by Contingency plan to evaluate the contingency plan's effectiveness and
1128 Exitplans cartying out an analysisof the potential costs, mpacts,resources and | - Functional | Intersectswith | %8 FEPT FO% | BCD-10 | the organizaton's readiness o execute the plan. 5 BCD-04
timing implications of transferring an outsourced service to an
alternative provider); and
develop and implement exit plans that are comprehensive, Mechanisms exist to conduct a Business Impact
and, where iate, tested (e.g. by Business Impact Analysis (BIA) to identify and assess security,
1128 Exitplans carrying out an analysis of the potential costs, impacts, resources and |  Functional | Intersects With RSK-08  |compliance and resilience risks. 3 RSK-08
timing implications of transferring an outsourced service to an Analysis (BIA)
alternative provider); and
identify alternative solutions and develop transition plans to enable In- existto internal
Scope Entities to remove outsourced functions and data from the plans with those of external service providers to
service provider and transfer them to alterative providers or back to ensure that organizational resiliency requirements
the In-Scope Entity or to take other measures that ensure the Coordinate With can be satisfied.
112 Exitplans continuous provision of the critical or important function or business | Functional | Intersects With | Extemal Service | BCD-07.4 5 BCD-01.2
activity in a controlled and sufficiently tested manner, taking into Providers
account the challenges that may arise because of the location of data
and taking the necessary measures to ensure business continuity
during the transition phase.
h heory pp Secure Controls Framework (SCF) 23031
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identify alternative solutions and develop transition plans to enable In- Mechanisms exist to continue essential missions
Scope Entities to remove outsourced functions and data from the and business functions with lttle or no loss of
service provider and transfer them to alternative providers or back to operational continuity and sustain that continuity
the In-Scope Entity or to take other measures that ensure the Continue Essential until full system restoration of primary processing
1120 Exit plans continuous provision of the critical o important function or business | Functional | Intersects With | Mission &Business | BCD-08.1 |and/or storage sites is performed. 5 BCD-02.2
activity in a controlled and sufficiently tested manner, taking into Functions
account the challenges that may arise because of the location of data
and taking the necessary measures to ensure business continuity
during the transition phase.
identify alternative solutions and develop transition plans to enable In- Mechanisms exist to inventory, document and
Scope Entities to remove outsourced functions and data from the maintain data flows for data that is resident
service provider and transfer them to alternative providers or back to or within
the In-Scope Entity or to take other measures that ensure the Geographic Data Assets, and/or
112b Exit plans continuous provision of the critical or important function or business Functional | Intersects With f p' DCH-30 [Services (TAAS) (physical and virtual). 3 DCH-19
ocation
activity in a controlled and sufficiently tested manner, taking into
account the challenges that may arise because of the location of data
and taking the necessary measures to ensure business continuity
during the transition phase.
When devel t plans, In-Scope Entities shall: T ternal
en developing exit plans, In-Scope Entities sha Coordinate with existto internal
plans with those of external service providers to
113 Exit plans Functional | IntersectsWith | ExtenalService | BCD-07.4 3 BCD-01.2
ensure that organizational resiliency requirements
Providers o
canbe satisfied.
define the objectives of the exit plan; Mechanisms exist for process owners to establish
. and maintain formal Business Continuity & Disaster
Business Continuity & A :
Recovery (BC/DR) plans to ensure information is
113 Exit plans Functional | Intersects With | Disaster Recovery | BCD-04 3 BCD-01.7
detailed enough, accurate and representative of
(BC/DR) Plans g
current operations in order to sustain and/or restore
operations under adverse conditions.
perform a business impact analysis that is commensurate with the risk . ) existto internal
e Coordinate With
of the outsourced processes, services or activities, with the aim of plans with those of external service providers to
113 Exit plans Functional | IntersectsWith |  ExtenalService | BCD-07.4 3 BCD-01.2
identifying what human and financial resources would be required to e ensure that organizational resiliency requirements
i the exit plan and how much time it would take; can be satisfied.
perform a business impact analysis that is commensurate with the risk Mechanisms exist to conduct a Business Impact
1136 Exit plans of the outsourced processes, services or activities, with the aim of Functional | Intersectswith |  CuSINSS Impact Rsk-og | Anasis (BIA)toidentify and assess security, 5 RSK-08
identifying what human and financial resources would be required to Analysis (BIA) compliance and resilience risks.
the exit plan and how much time it would take;
assign roles, responsibilities and sufficient resources to manage exit Mechanisms exist for process owners to establish
plans and the transition of activities; and maintain formal Business Continuity & Disaster
Business Continuity & Recovery (BC/DR) plans to ensure information is
13 Exit plans Functional | Intersects With | Disaster Recovery BCD-04 overy P 3 BCD-01.7
detailed enough, accurate and representative of
(BC/DR) Plans
current operations in order to sustain and/or restore
operations under adverse condi
assign roles, responsibilities and sufficient resources to manage exit Mechanisms exist to identify and allocate resources
1150 Eatplans plans and the transition of activities; Functional | nterseets with Allocation of pRM0p |7 management, operational, technical and data s PRML03
Resources protection requirements within business process
planning for projects / initiatives.
define success criteria for the transition of outsourced functions and Mechanisms exist to define specific criteria that
data; and must be met to initiate Business Continuity /
Recovery Operations Disaster Recovery (BC/DR) plans that facilitate
113.d Exit plans Functional | Intersects With T Op: BCD-05 ? v ( )P 3 BCD-01.5
Criteria business continuity operations capable of meeting
applicable Recovery Time Objectives (RTOs) and
Recovery Point Obectives (RPOs).
define the indicators to be used for the monitoring of the outsourcing Mechanisms exist to develop, report and monitor Key
arrangement (as outlined under points 104 to 110) including indicators Koy Risk Indicators Risk Indicators (KRIs) to assist senior management in
113 Exit plans based on unacceptable service levels that shall trigger the exit. Functional | Intersects With | " ki) GOV-12.2 | performance monitoring, trend analysis, and 3 GOV-05.2
s
possible control redesign or replacement for the
Security, Compliance & Resilience Program (SCRP).
define the indicators to be used for the monitoring of the outsourcing Mechanisms exist to monitor, regularly review and
arrangement (as outlined under points 104 to 110) including indicators Review of Third.part assess External Service Providers (ESPs) for
113 Exit plans based on unacceptable service levels that shall trigger the ext. Functional | Intersects With o Y| 1PM-15  [compliance with established contractual 5 TPM-08
ervices
requirements for security, compliance and resilience
controls.
The purpose of this Part is to define specific requirements applicable in
Requirements in the the context of ICT outsourcing (cloud and non-cloud), and that shall be
contextof ICT |complied with in addition to the general requirements laid out in Part | ) -
114 h Functional | No Relationship N/A NA N/A o
outsourcing | of this circular. The following provisions contribute to the sound and
prudent the proper of the In-Scope Entities
andthe ion of security of the In-Scope Entities.
Th ts set out in thi tPart Il do not apply to b
Requirements inthe | T7° F9UITements set outinthe present Part Il do not apply to business
process (ie. that are not pure
context of ICT - . -
115 e icT evenif the rely | Functional | No Relationship N/A NA N/A 0
|onICT outsourcing .e. underlying ICT systems form part of this
arrangements °
business process
When ICT outsourcing, or at least one of the sub-contractors in case of
b relies on a cloud i as defined
Requirements in the [in point 1, the In-Scope Entities shall comply with the requirements of
context of ICT oints 114 t0 119, as relevant, and Chapter 2 of Part Il only. In case of
116 P P v Functional | No Relationship N/A NA N/A 0
icT other than those relying on cloud
i as defined in point 1, In-Scope Entities shall
comply with the requirements of points 114 to 119, as relevant, and
Chapter 1 of Part Il only.
Requirements in the | In case of ICT sub-outsourcing, the requirements of this Part (as Mechanisms exist to ensure applicable security,
contextof ICT |applicable in line with point 116) shall apply to the whole outsourcing Contract Flow-Down compliance and resilience requirements are included
17 Functional | Intersects With M4 ¢ 5 TPM-05.2
outsourcing | chain. Requirements in contracts that flow-down to applicable
and suppliers.
In the principle of prop y, an In-Scope Entity Mechanisms exist to facilitate the implementation of
may, if evidenced by comprehensive and robust conclusions from the strategic, operational and tactical risk management
Requirements in the . e
assessment of the criticality of functions and the risk analysis, justify controls that are aligned witl
context of ICT ° ) Risk Management : .
118 o otsourein not applying the requirements set out in the following points when the Functional | Intersects With Program RSK-02 (1) Th Enterprise Risk 3 RSK-01
utsourci ! :
P eme’i ICT outsourcing is not critical of important and is unlikely to become & (ERM); and
& critical or important: (2) Industry-recognized cybersecurity risk
practices.
point 103: continuity in case of resolution of reorganisation or another Mechanisms exist to require contractual
Requirements in the
contextoficT |Procedureiand Third-Party Contract for applicable security,
118 Functional | Intersects With TPM-14  |and resilience requirements with third-parties, 3 TPM-05
outsourcing Requirements §
reflecting the organization's needs to protect its
arrangements .
hnology Assets, Services and/or
Requirements in the | point 112(b): transfer of services where the continuity of the provision existto internal
context of ICT  [of services is threatened. Coordinate With plans with those of external service providers to
118 - Functional | Intersects With | Extemal Service | BCD-07.4 ° " ) 3 BCD-01.2
outsourcing N ensure that organizational resiliency requirements
Providers
can be satisfied.
Requirements inthe [In-Scope Entities are reminded that for all ICT outsourcing
contextof ICT |arrangements, they shall: ) _—
119 & 4 Functional | No Relationship N/A N/A N/A 0
outsourcing
ensure that access to data and systems fulfl the principles of “need to Mechanisms exist to limit access to sensitive and/or
Requirements in the N " N
know” and “least privilege”, i.¢. access is only granted to persons : regulated data to only those individuals whose job
context of ICT ) o o Access To Sensitive / ;
119. whose functions so require, with a specific purpose, and their privileges | Functional | Intersects With IAC-25.1 |requires such access. 5 IAC-20.1
outsourcing "o ' Regulated Data
shall be limited to the strict necessary minimum to exercise their
arrangements ;
and
Aequirements mthe.|CTSHTe that acoess to data and systems fulfil the principles of “noed to Mechanisms exist to utilize the concept of Least
uir i
e er | |know” and “least privilege", e. access s only grantedto persons privilege, allowing only authorized access to
119. i whose functions so require, with a specific purpose, and their privileges | Functional | Intersects With | Least Privilege IAC-30  [processes necessary to accomplish assigned tasks 8 1AC-21
utsourci
€ [shall be limited to the strict necessary minimum to exercise their in accordance with organizational business
arrangements ; °
and functions.
Requirements in the | ensure that access to data subject to professional secrecy are granted Mechanisms exist to restrict the disclosure of
contextof ICT |in compliance with Article 41(2a) LFS or Article 30(2a) LPS where Disclosure of Sensitive sensitive and/or regulated data to authorized parties
1196 ~ in compliance with Aticle 41(2a) LES or Article 30(2) LPS wher Functional | Intersects With | oo "8l peheog.2 | " reg uthorized part 5 DCH-03.1
outsourcing | applicable. /Regulated Data with a need to know.
h heory pp Secure Controls Framework (SCF) 240131
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Requirements in the | ensure that access to data subject to professional secrecy are granted Mechanisms exist to limit access to sensitive and/or
contextof ICT |in compliance with Article 41(2a) LFS or Article 30(2a) LPS where Access To Sensitive / regulated data to only those individuals whose job
1190 Functional | Intersects With IAC-25.1 1AC-20.1
outsourcing | applicable. Regulated Data requires such access.
ICT outsourcing | The requirements of points 58 and 60 apply to ICT outsourcing Mechanisms exist to submit status reporting of the
arrangements other |arrangements concerned by the present chapter. Security, C 's security, and/or resilience
120 than those relying on a Functional | Intersects With | &ResilienceStatus | CPL-27 |program to applicable statutory and/or regulatory Gov-17
cloud computing Reporting authorities, as required.
Without prejudice to point 118 above, In-Scope Entities may outsource Mechanisms exist to ensure organizations involved in
Requirements | their ICT system management/operation services: and/or
applicable to In-Scope Technology Assets, Applications and/or Services
Entities other than Security, Compliance (TAAS) provide assurance of internal oversight
. Support PFS Functional | Intersects With &Resilience pm.0s | capabilities that demonstrate: .
authorised under Outsourcing (1) Governance of internal controls;
Articles 29-3, 29-5 and Limitations (2) Risk management, including analysis and
29-6LFS and their mitigation activities; and
branches abroad (8) Compliance with applicable laws,
and
in Luxembourg, solely to a credit institution or a financial professional Mechanisms exist to ensure organizations involved in
Requirements | holding a support PFS authorisation in accordance with Article 29-3 and/or
applicable to In-Scope | LFS (IT systems and communication networks operators of the Technology Assets, Applications and/or Services
Entities other than | financial sector “OSIRC”); the unique exception allowed under Article 1- Security, Compliance (TAAS) provide assurance of internal oversight
1218 Support PFS 1(2) ¢) LFS is the recourse to an entity of the group to which the In- Functional | Intersects With &Resilience pm.0s | capabilities that demonstrate: .
authorised under | Scope Entity belongs and which exclusively deals with group Outsourcing (1) Governance of internal controls;
Articles 29-3, 29-5 and | transactions; Limitations (2) Risk management, including analysis and
29-6LFS and their mitigation activities; and
branches abroad (8) Compliance with applicable laws,
and
abroad, to any ICT service provider, including an entity of the group to
applicable to In-Scope
which the In-Scope Entity belongs.
Entities other than
121 Support PFS Functional | No Relationship N/A N/A N/A
authorised under
Articles 29-3, 29-6 and
29-6LFS and their
Roquirements | "590P® Enlities may outsource ICT servioes other than ICT system Mechanisms exist to restrict the disclosure of
management/operation services to any ICT service provider, including a sensitive and/or regulated data to authorized parties
applicable o In-SCope | oy providing ICT services or a support PFS. Such outsourcing with a need to know.
Entities other than )
must be set up in with the of
122 Support PFS point 119 above. In particular, if the service provider is not allowed to Functional | Intersects With | D1SC0sure of Sensitive | oo g » DCH-03.1
authorised under ; ) /Regulated Data
Artoton 26,3, 26.5 ang | 205255 © data sublect toprofessional secrecy in compliance vith
Sontre ana o [Artcte 41(2a) LFS or Artcle 30(2a) LPS where applicable, the service
o o e |provider may have access to this data only it is overseen, throughout
its mission, by a person of the In-Scope Entity in charge of ICT.
Roquiroments | "590P@ ENtities may outsource ICT services other than [GT system Mechanisms exist to mitigate the risks associated
applicable 1o m Seope | TeNEEMENopEration senvices to any ICT service provider, including a with third-party access to the organization's
B e ot oy © | roup entity providing CT services or a support PFS. Such outsourcing Technology Assets, Applications, Services and/or
Supmart PES must be set up in with the of Data (TAASD).
122 ey |Point 119 above. In partiuar, ifthe service provider s notallowed to | Functional | Intersects With | Thirc-Party Services | TPM-12 TPM-04
: access to data subject to professional secrecy in compliance with
Articles 29-3, 29-5 and .
o orre e article 41(2a) LFS or Artile 30(2a) LPS where applicable, the service
T ches mo ot |provider may have access to ths data only fitis overseen, throughout
its mission, by a person of the In-Scope Entity in charge of ICT.
Requirements | For the exclusive purpose of this sub-chapter, the following definitions existto and
applicable to Support |apply: process terminology to reduce confusion amongst
123 PFS authorised under Functional | nterseets with Standardized Gov.0ap |ErouPs and departments. 021
Articles 29-3, 29-5 and Terminology
29-6LFS and their
branches abroad
Requirements | Support PFS: an In-Scope Entity, including its branches, that is
applicable to Support |authorised to perform OSIRC activities in accordance with Article 29-3
PFS authorised under | or PSDC activities in accordance with Articles 29-5 or 29-6 LFS; ) o
123 Functional | No Relationship N/A NA N/A
Articles 29-3, 29-5 and
29-6LFS and their
branches abroad
Requirements | Own ICT systems systems supporting the support PFS' organisation
licable to Support [and ion; they are not proposed as a service to third parties
. PFS authorised under [and not used by the services proposed tothird partes; SR R — A A WA
Articles 29-3, 29-5 and
296 LFS and their
branches abroad
Requirements | Client ICT systems: systems that fulfll the two following cumulative
applicable to Support | conditions:
PFS authorised under ) -
123.c Artclos 295 29.6 and Functional | No Relationship N/A N/A N/A
29-6LFS and their
branches abroad
Requirements | they partially or exclusively support the activities carried out for
applicable to Support | regulated financial sector clients of the support PFS, irrespective of
12501 PFS authorised under |whether they belonto the Glient or o the support PFS or where they SR R — A A WA
Articles 29-3, 29-5 and | are located; and
296 LFS and their
branches abroad
Requirements | the support PFS is responsible to its client for their proper functioning.
applicable to Support
123.c.ii :r;ié :‘;;_':?;5" ::; Functional | No Relationship N/A N/A N/A
29-6LFS and their
branches abroad
Without prejudice to point 119 above, support PFS and their branches Mechanisms exist to ensure organizations involved in
authorised as OSIRC in accordance with Article 29-3 LFS may partially il i and/or i
Requirements |outsource their ICT operator services, i.¢. some Technology Assets, Applications and/or Services
licable to Support services of client ICT systems provided that the Security, Compliance (TAAS) provide assurance of internal oversight
124 PFS authorised under of points 126 and 127 are fulfilled. Functional | ntersects with & Resilionce Pros that cov-19
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
(8) Compliance with applicable laws,
and
Without prejudice to point 119 above, support PFS and their branches Mechanisms exist to ensure organizations involved in
authorised as PSDC in accordance with Articles 29-5 or 29-6 LFS may ing, i and/or i
Requirements | partially outsource the management/operation of the ICT systems Technology Assets, Applications and/or Services
licable to Support partially or i or Security, Compliance (TAAS) provide assurance of internal oversight
125 PFS authorised under |consenvation sorvices they provide to egulated financial sector otents | (o | & Resilience TpM.5 | Capailities that demonstrate: GOV-19.3
Articles 29-3, 29-5 and | provided that the conditions of points 126 and 127 are fulfilled. Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
(8) Compliance with applicable laws,
and
h h Secure Controls Framework (SCF) 250131
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The service provider for the outsourcing arrangements referred to in Mechanisms exist to ensure organizations involved in
points 124 and 125 above shall be: ing and/or mail
Requirements Technology Assets, Applications and/or Services
applicable to Support Security, Compliance (TAAS) provide assurance of internal oversight
126 PFS authorised under Functional | nterseets with &Resilience pms | copabilities that demonstrate: sov-16s
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
@)c with applicable laws,
and i
in Luxembourg, solely a credit institution or an entity that is authorised Mechanisms exist to ensure organizations involved in
as support PFS in accordance with Article 29-3 LFS; and/or
Requirements Technology Assets, Applications and/or Services
applicable to Support Security, Compliance (TAAS) provide assurance of internal oversight
126 PFS authorised under Functional | nterseets with &Resilience pmos | copabilities that demonstrate: cov19s
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
@c with applicable laws,
and i
Requirements | Abroad, any ICT service provider, including an entity of the group to
applicable to Support |which the support PFS belongs.
126 :r Zi:‘;;':?e";::; Functional | No Relationship N/A N/A N/A
29-6LFS and their
branches abroad
i The referred to in points 124 and 125 above Mechanisms exist to ensure organizations involved in
applicable to Support | shall be considered as critical o important and are prohibited if they do Security, C and/or
PFS authorised under | not comply with the following: &Resilience Technology Assets, Applications and/or Services
127 Functional | Intersects With TPM-05 GOV-19.3
Articles 29-3, 29-5 and Outsourcing (TAAS) provide assurance of internal oversight
29-6LFS and their Limitations capabilities that demonstrate:
branches abroad Q) of internal controls;
The outsourcing arrangements referred to in points 124 and 125 above Mechanisms exist to identify, prioritize and assess
shallbe considered as critical o important and are prohibited if they do suppliers and partners of critical Technology Assets,
Requirements |not comply with the following: Applications and/or Services (TAAS) using a supply
applicable to Support chain risk assessment process relative to their
127 PFS authorised under Functional | intersects witn | Thire-Party Criticatity [ limportance in supporting the delivery of high-value P02
Articles 29-3, 29-5 and Assessments services.
29-6LFS and their
branches abroad
The service provision is complementary and does not carve out the Mechanisms exist to ensure organizations involved in
support PFS (or its branch as relevant) of its substance in line with and/or
Requirements | point 7; Technology Assets, Applications and/or Services
applicable to Support Security, Compliance (TAAS) provide assurance of internal oversight
127 PFS authorised under Functional | nterseets with &Resilience pms | capabilities that demonstrate: cov-193
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
@®c with applicable laws,
and i
Requirements | Support PFS and their branches have obtained the prior approval of all Mechanisms exist to submit status reporting of the
applicable to Support | their concerned regulated financial sector clients; organization's security, compliance and/or resilience
PFS authorised under Security, Compliance program to applicable statutory and/or regulatory
127.6 _ Functional | Intersects With | &Resilience Status | CPL-27 ' GOv-17
Articles 29-3, 29-5 and authorities, as required.
29-6LFS and their Reporting
branches abroad
Requirements | Support PFS and their branches have obtained the prior approval of all Mechanisms exist to restrict the disclosure of
applicable to Support | their concerned regulated financial sector clients; sensitive and/or regulated data to authorized parties
PFS authorised under ) Disclosure of Sensitive with a need to know.
1270 Artclos 295 29.6 and Functional | Itersects with | °1/ 22 0 % P8 M| peH-08.2 DCH-03.1
29-6LFS and their
branches abroad
Requirements | If the service provider may have access to data subject to professional Mechanisms exist to restrict the disclosure of
applicable to Support | secrecy according to Article 41 LFS or Article 30 LPS where applicable, sensitive and/or regulated data to authorized parties
1270 PFS authorised under | the support PFS and their branches have clearly nformed and obtained | (o |- Disclosure of Sensitive| oo with aneed to know. DCHO3
Articles 28-3, 28-5 and | the prior consent of their regulated financial sector clients; /Regulated Data
296 LFS and their
branches abroad
Requirements | Each year, the support PFS and their branches must provide the existto internal
licable to Support au ith their detailed oversight plan and exit plan Coordinate With plans with those of external service providers to
PFS authorised under | ensuring compliance with sections 4.3.3 and 4.3.4 of this circular; ) ensure that organizational resiliency requirements
127.d Functional | IntersectsWith |  ExternalService | BCD-07.4 BCD-01.2
Articles 29-3, 29-5 and i canbe satisfied.
29-6LFS and their
branches abroad
Requirements | Each year, the support PFS and their branches must provide the Mechanisms exist to submit status reporting of the
licable to Support ity with their detailed oversight plan and exit plan ) organization's security, compliance and/or resilience
PFS authorised under | ensuring compliance with sections 4.3.3 and 4.3.4 of this circular; Security, Compliance program to applicable statutory and/or regulatory
127.d , Functional | Intersects With | &Resilience Status | CPL-27 ' Gov-17
Articles 29-3, 29-5 and authorities, as required.
296 LFS and their Reporting
branches abroad
Requirements | Support PFS and their branches have obtained the prior approval of the Mechanisms exist to submit status reporting of the
applicable to Support | competent authority for such outsourcing using the instructions and, Security, Gompliance organization's security, compliance and/or resilience
PFS authorised under |where available, the forms on the CSSF website. ; program to applicable statutory and/or regulatory
127. A Functional | Intersects With | &Resilience Status | CPL27 ' Gov-17
Articles 29-3, 29-5 and authorities, as required.
; Reporting
29-6LFS and their
branches abroad
Without prejudice to points 59, 60 and 119 above, support PFS and Mechanisms exist to ensure organizations involved in
their branches may outsource the management/operation services of ing, i andror i
Requirements | their own ICT systems: Technology Assets, Applications and/or Services
applicable to Support Security, Compliance (TAAS) provide assurance of internal oversight
128 PFS authorised under Functional | ntersects with & Resilionce Ipmos |capabilities that demonstrate: cov-19
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
(8) Compliance with applicable laws,
and
in Luxembourg, solely to a credit institution or an entity that is Mechanisms exist to ensure organizations involved in
authorised as support PFS in accordance with Article 29-3 LFS; il i and/or i
Requirements Technology Assets, Applications and/or Services
applicable to Support Security, Compliance (TAAS) provide assurance of internal oversight
128.a PFS authorised under Functional | Intersects With &Resilience TpM.gs |C@Pablities that demonsirate: GOV-19.3
Articles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
29-6LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
(8) Compliance with applicable laws,
and
Requirements | abroad, to any ICT service provider, including an entity of the group to
applicable to Support |which the support PFS belongs.
PFS authorised under ) _—
128 Atios 295 295 and Functional | No Relationship N/A N/A N/A
29-6LFS and their
branches abroad
h h Secure Controls Framework (SCF) 260131
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The provision of ICT operation services on client ICT systems or on Mechanisms exist to ensure organizations involved in
systems supporting PSDC activities, by branches of support PFS to ing and/or mai
Requirements | their registered office, are prohibited if they do not comply with the Technology Assets, Applications and/or Services
applicable to Support | relevant requirements listed in point 127. Security, Compliance (TAAS) provide assurance of internal oversight
120 PFS authorised under Functional | intersacts With &Resilience Ipmos |capabilities that demonstrate: s sov-16s
Atticles 29-3, 29-5 and Outsourcing (1) Governance of internal controls;
26-6 LFS and their Limitations (2) Risk management, including analysis and
branches abroad mitigation activities; and
@c with applicable laws,
and i
Support PFS and their branches acting as OSIRC may, for their services Mechanisms exist to restrict the disclosure of
as ICT operators, rely on infrastructures belonging to their group, sensitive and/or regulated data to authorized parties
subject to the condition that the services provided by the group or their with a need to know.
sub-contractors, if any, are limited to those requiring a physical
presence on these infrastructures. The management of systems
Requirements o .
A containing data and processing to be carried out by the support PFS
applicable to Support
B ertons oy, |Shall be excluded from such outsourcing. Infrastructure shall mean the Dt sensit
130 ‘S authorised Under | 1 osources that are necessary to host the systems and data under the | Functional | Intersects With |0 o rooor® O SV | ey gg 5 3 DCH-03.1
Atticles 29-3, 29-5 and / Regulated Data
management of the OSIRC. In this case, the support PFS shall, in
29-6 LFS and their °
by h bi d particular, ensure they have permanent control over the actions taken
ranches abroad by the group for their account. Where this outsourcing involves the
presence on the infrastructure of data subject to the professional
secrecy according to Article 41 LFS or Article 30 LPS, where applicable,
the support PFS shall obtain the approval of the regulated financial
sector clients before outsourcing.
Support PFS and their branches acting as OSIRC may, for their services Mechanisms exist to mitigate the risks associated
as ICT operators, rely on infrastructures belonging to their group, with third-party access to the organization's
subject to the condition that the services provided by the group or their Technology Assets, Applications, Services and/or
sub-contractors, if any, are limited to those requiring a physical Data (TAASD).
) presence on these infrastructures. The management of systems
Requirements
vt |containing data and processing to be carried out by the support PFS
applicable to Support |\ o excluded from such outsourcing. Infrastructure shall mean the
PFS authorised under
130 IT resources that are necessary to host the systems and data underthe | Functional | Intersects With | Third-Party Services |  TPM-12 5 TPM-04
Articles 29-3, 29-5 and "
o Lra 255 1| management of the OSIRC. I this case, the support PFS shall in
-6 LFS and their
by h b d particular, ensure they have permanent control over the actions taken
ranches abroad 1y the group for their account. Where this outsourcing involves the
presence on the infrastructure of data subject o the professional
secrecy according to Article 41 LFS or Article 30 LPS, where applicable,
the support PFS shall obtain the approval of the regulated financial
sector clients before
Support PFS and their branches acting as OSIRC may, for their services Mechanisms exist to monitor, regularly review and
as ICT operators, rely on infrastructures belonging to their group, assess External Service Providers (ESPs) for
subject to the condition that the services provided by the group or their compliance with established contractual
sub-contractors, if any, are limited to those requiring a physical requirements for security, compliance and resilience
presence on these infrastructures. The management of systems controls.
Requirements o N
A containing data and processing to be carried out by the support PFS
applicable to Support
T ety |shall b excluded from such outsourcin. Infastructure shall mean the n i part
130 S authorised Under |1 o 5urces that are necessary to host the systems and data under the | Functional | Intersects With | | ov oo TMAPAMY | poy 45 3 TPM-08
Articles 29-3, 29-5 and Senvices
management of the OSIRC. In this case, the support PFS shall, in
29-6 LFS and their °
oo LT ana el |particutar, ensure they have permanent contol over the actions taken
ranches abroa
by the group for their account. Where this outsourcing involves the
presence on the infrastructure of data subject to the professional
secrecy according to Article 41 LFS or Article 30 LPS, where applicable,
the support PFS shall obtain the approval of the regulated financial
sector clients before outsourcing.
Branches of support PFS may propose services relying on an Mechanisms exist to mitigate the risks associated
infrastructure established in the country in which they are established with third-party access to the organization's
(“host country”) to their regulated financial clients in the host country. Technology Assets, Applications, Services and/or
This infrastructure may be outsourced to a local service provider, Data (TAASD).
Requirements o .
" subject to the condition that the services provided by this service
applicable to Support ° .
T ety |Provider and ts sub-contractors, i any, are imited to those requiring a
authorised under |°1 oo .
131 ot 305 708 any |PhYsical presence on these infrastructures and excluding any Functional | Intersects With | Third-Party Services | TPM-12 3 TPM-04
i -3, 29- :
29.6 LFS and thei management of systems containing data and processing to be carried
oranch a"br F‘! out by the support PFS o its branch. The branch shall apply the
anchesabroad |, ;1 ciples laid down in this circular, and the registered office in
Luxembourg shall keep the appropriate oversight of the services
provided by its branch. The branches shall obtain approval for this
local outsourcing from their regulated financial sector clients
Branches of support PFS may propose services relying on an Mechanisms exist to monitor, regularly review and
infrastructure established in the country in which they are established assess External Service Providers (ESPs) for
(“host country”) to their regulated financial clients in the host country. compliance with established contractual
This infrastructure may be outsourced to a local service provider, requirements for security, compliance and resilience
Requirements o .
" subject to the condition that the services provided by this service controls.
applicable to Support ° .
T ety |Providr and ts sub-contractors, i any, are imited to those requiring a Roviow of Third-part
authorised under |°1 oo ° eview of Third-Pa
131 A physical presence on these infrastructures and excluding any Functional | Intersects With Y1 emas 3 TPM-08
Atticles 29-3, 29-5 and ; Services
29.6 LFS and thei management of systems containing data and processing to be carried
-6 LFS and their °
e bt out by the support PFS orts branch. The branch shall apply the
principles laid down in this ciroular, and the registered office in
Luxembourg shall keep the appropriate oversight of the services
provided by its branch. The branches shall obtain approval for this
local outsourcing from their regulated financial sector clients
Support PFS may outsource any ICT services other than those covered Mechanisms exist to restrict the disclosure of
Roquirements_|PY POints 12410 131 above to any ICT service provider,inclucing a sensitive and/or regulated data to authorized parties
i
o group entity providing ICT services or a support PFS. Such outsourcing with a need to know.
applicable to Support ! )
PFS authorised under must be setup in with the of Disclosure of Sensitive
i i
132 S auihorised UNAer |oint 119 above. In particular, if the service provider is not allowedto |  Functional | Intersects With "®| bch-os.2 5 DCH-03.1
Atticles 29-3, 29-5 and ' ; : / Regulated Data
s Lre oot | access to data subject to professional secrecyin compliance with
- i
o ol |anicte 41 LFS or Aricte 30 LPS where applicable, the service provider
may have access to this data only if it is overseen, throughout its
mission, by a person of the Support PFS in charge of ICT.
Support PFS may outsource any ICT services other than those covered Mechanisms exist to mitigate the risks associated
Requiramants |PY POInts 1240 131 above to any ICT service provider,including a with third-party access to the organization's
d group entity providing ICT services or a support PFS. Such outsourcing Technology Assets, Applications, Services and/or
applicable to Support ! ;
AN must be set up in with the of Data (TAASD).
132 At 993, 20.5 ang |Peint 119 above. In particular, f the sorvice provider s not allowedto | Functional | Intersects With | Thirc-Party Services | - TPM-12 5 TPM-04
i -3, 29- . . .
29-6 LFS and their access to data subject to professional secrecy in compliance with
et ! |Articte 41 LrS or ticte 30 LPS where appicabe, the service provider
" may have access to this data only if it is overseen, throughout its.
mission, by a person of the Support PFS in charge of ICT.
ICT outsourcing | This chapter provides additional specific requirements to comply with
arrangements relying |in case of ICT outsourcing relying on a cloud computing infrastructure
133 & ving g relying ud computing Functional | No Relationship N/A N/A N/A o
ona cloud computing |(hereafter also “cloud computing solution”). The use of a private cloud
without is thus excluded from the scope of this chapter.
For the purposes of this chapter and i addition to definitions provided existto and
in point 1, the following definitions shall apply: 1) Client interface the process terminology to reduce confusion amongst
Software layer made available by the cloud computing service provider groups and departments.
to the In-Scope Entity allowing the atter to manage its cloud
computing resources. 2) Cloud computing resource any computing
capabilities (e.g. server, storage, network, etc.) provided by a cloud
computing service provider. 3) Cloud computing service any firm
proposing cloud services within the meaning of the provider definition Standardized
134 Specific terminology | 1 Chapter 2. 4) In-Scope Entity an In-Scope Entity as defined in Functional | Intersects With Terminology GOV-03.2 s SERuZ
point 2, is consuming Cloud computing resources for the purpose of
carrying out its activities. 5) Multi-tenant a physical or logical
infrastructure serving several (In-Scope) Entities through shared cloud
computing resources and by means of a standardised model. 6)
Resource operation managing cloud computing resources made
available through the client interface. By extension, “resource
operator” shall mean the natural o legal person that uses the client
h heory pp Secure Controls Framework (SCF) 27031
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155 Definton of“cloud - [Cloud computing s model composed of the ollowing ive essental | ¢ e[ e A A A o
computing
On-demand self-service: An In-Scope Entity can unilaterally provide
1350 Definton of“cloud - |computing capabliies, such as server time and network sorage, as | — A A A .
computing needed ithout requiring human with the
cloud computing service provider.
Broad network access: Capabilities are available over the network and
. accessed through standard mechanisms that promote use by
Definition of “cloud ' S - )
135.0 7049 heterogeneous thin (e.g. browsers) or thick client (e.g. specific Functional | No Relationship N/A N/A N/A o
computing applications) platforms (e.g. mobile phones, tablets, laptops and
Resource pooling: The cloud computing service provider's computing
resources are pooled to serve multiple (In-Scope) Entities using a multi-
tenant model, with different physical and virtual resources dynamically
Definition of “loug_|2551678d and reassigned according to In-Scope Entity demand. There s
135.0 704413 sense of location independence in that the In-Scope Entity generally | Functional | No Retationship N/A N/A N/A 0
computing has no control or knowledge over the exact location of the provided
resources, but may be able to specify the location at a higher level of
abstraction (e.g. country, region or data centre). Examples of resources
include storage, memory and network bandwidth.
Rapid elasticity: Capabilities can be elastically provisioned and
released, in some cases automatically, to scale rapidly outward and
Definition of “cloud
135.d eomuinge. . |werd commensurate with demand. To theIn-Scope Enty, the Funotional ~ | No Relationship N/A N/A N/A 0
capabilities available for provisioning often appear to be unlimited and
can be appropriated in any quantity at any time.
Measured service: Cloud systems automatically control and optimise
resource use by leveraging a metering capability at some level of
1550 Definition of “loud - |abstraction appropriate o the type of service (e.6 storage, processing, | L oo A A A o
computing’  |bandwidth and active user accounts). Resource usage can be
monitored, controlled and reported, providing transparency for both the
provider and the In-Scope Entity of the utilised service.
An is considered as * toa cloud
Conditions of ” within the meaning of this circular and governed by the
136 application of Chapter | requirements of this Chapter 2if the five essential characteristics Functional | No Relationship N/A N/A N/A o
2 defined in point 135 and both of the following specific requirements are
fulfitied:
Under no circumstances may staff employed by the cloud computing Mechanisms exist to ensure multi-tenant owned or
service provider access data and systems that an In-Scope Entity owns managed assets (physical and virtual) are designed
on a cloud computing infrastructure without prior and explicit and governed such that provider and customer
agreement of the In-Scope Entity and without monitoring mechanism (tenant) user access is appropriately segmented
) available to the In-Scope Entity to control the accesses. These from other tenant users.
Conditionsof | csses must remain exceptional. Nevertheless, access may be Multi-Tenant
136.a of Chapter ‘ Functional | Intersects With cLb-07 5 cLD-06
under alegal orin an extreme emergency Environments
2 following a critical incident affecting part of or all the (In-Scope)
Entities of the cloud computing service provider. All accesses of the
cloud computing service provider must be restricted and subject to
preventive and detective measures in line with sound security practices
and audited at least annually.
Under o circumstances may staff employed by the cloud computing Mechanisms exist to implement enhanced activity
service provider access data and systems that an In-Scope Entity owns monitoring for privileged users.
on a cloud computing infrastructure without prior and explicit
agreement of the In-Scope Entity and without monitoring mechanism
available to the In-Scope Entity to control the accesses. These
Conditions of accesses must remain exceptional. Nevertheless, access may be Privileged User
136.a of Chapter Functional | Intersects With ¢ MON-14.2 3 MON-01.15
under a legal orin an extreme emergency Oversight
2 following a critical incident affecting part of or all the (In-Scope)
Entities of the cloud computing service provider. All accesses of the
cloud computing service provider must be restricted and subject to
preventive and detective measures in line with sound security practices
and audited at least annually.
Under no circumstances may staff employed by the cloud computing Mechanisms exist to mitigate the risks associated
service provider access data and systems that an In-Scope Entity owns with third-party access to the organization's
on a cloud computing infrastructure without prior and explicit Technology Assets, Applications, Services and/or
of the In-Scope Entity and without monitoring mechanism Data (TAASD).
) available to the In-Scope Entity to control the accesses. These
Conditions of ] )
accesses must remain exceptional. Nevertheless, access may be ) )
136.a of Chapter ‘ Functional | Intersects With | Third-Party Services |  TPM-12 5 TPM-04
under a legal orin an extreme emergency
2 following a critical incident affecting part of or all the (In-Scope)
Entities of the cloud computing service provider. All accesses of the
cloud computing service provider must be restricted and subject to
preventive and detective measures in line with sound security practices
and audited at least annually.
The cloud service provision does not entail any manual interaction by Mechanisms exist to formally document a Customer
the cloud computing service provider as regards the day-to-day Responsibility Matrix (CRM), delineating assigned
management of the cloud computing resources used by the In-Scope responsibilities for security, compliance and
Conditions of | Entity (e.g. provisioning, configuration or release of cloud computing Customer i \s between the Cloud
136.0 application of Chapter | resources). Thus, the resource operator alone (i.e. either the In-Scope | Functional | Intersects With | Responsibility Matrix | CLD-03.1 |Provider (CSP) and its customers. 3 CLD-06.1
2 Entity or a third party other than the cloud computing service provider) (CRM)
shall manage its ICT environment hosted on the cloud computing
infrastructure. However, the cloud computing service provider may
intervene manually:
Conditions of __|for global management of ICT systems supporting the cloud computing
136.b.0 of Chapter (e of physical equipment, deployment of |  Functional | No Relationship N/A N/A N/A o
2 new solutions non specific to the In-Scope Entity); or
) within the context of a specific request by the In-Scope Entity (e,
Conditions of ‘
136.0.i application of Chapter ofa cloud resource that s missing in the Functional | No Relationship N/A N/A N/A 0
y catalogue proposed by the cloud computing service provider or
In accordance with the principle of proportionality, the In-Scope Entity Mechanisms exist to facilitate the implementation of
Requirements to be | may, if evidenced by comprehensive and robust conclusions from the strategic, operational and tactical risk management
observed with respect |assessment of the criticality and importance of functions and the risk sk Management controls that are aligned with:
137 to outsourcingtoa |analysis, justify not to apply the requirements set out in the following | Functional | Intersects With bregom RSK-02 (1) The organization's Enterprise Risk Management 3 RSK-01
cloud computing | points of this circular when the activities outsourced to a cloud (ERM); and
are not related to a critical or important (2) Industry-recognized cybersecurity risk
funotion and are unlikely to become critical or important: practices
Requirements to be [point 142 c.: notification by the cloud computing service provider in Mechanisms exist to control changes to services by
observed with respect |case of change of functionalities; suppliers, taking into account the criticality of
) Managing Changes To
137.8 to outsourcingto a Functional | IntersectsWith | " TST8 IETEE | 1pM17 | business Technology Assets, Applications, Services 3 TPM-10
cloud computing and/or Data (TAASD) that are in scope by the third-
party.
Requirements to be | point 142 d.: notification by the resource operator in case of change of Mechanisms exist to control changes to services by
observed with respect |functionalities. suppliers, taking into account the criticality of
) Managing Changes To
1376 to outsourcingto a Functional | Intersectsith | "TST8 TR | 1pM17 | business Technology Assets, Applications, Services 3 TPM-10
cloud computing and/or Data (TAASD) that are in scope by the third-
party.
The In-Scope Entity may outsource the “resource operation” as defined Mechanisms exist to ensure organizations involved in
in point 134 to a third party when this third party falls under one of the i and/or
) following two circumstances: Technology Assets, Applications and/or Services
Requirements to be N N .
abeorvedwith respeat Security, Compliance (TAS) provide assurance of interal oversight
138 to outsourcingto a Functional | Intersects With &Resilience Tpmegs | Capabilities that demonstrate: 3 GOV-19.3
Outsourcing (1) Governance of internal controls;
cloud computing
PO Limitations (2) Risk management, including analysis and
mitigation activities; and
@)C with applicable laws,
and i
h h Secure Controls Framework (SCF) 28031
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The third-party is authorised as OSIRC under Article 29-3 LFS. The Mechanisms exist to ensure organizations involved in
support PSF shall also comply with the requirements of this chapter ing and/or mail
Requirements to be | Where the operation of resources is carried out for an entity which is not Technology Assets, Applications and/or Services
PR, sapme |7 reBulated inancial sector clent. Security, Compliance (TAAS) provide assurance of internal oversight
rved with re
&Resil capabilities that demonstrate:
138 to outsourcingtoa Functional | Intersects With estiience TPM.05 | CAPAPII " 3 GOv-19.3
Outsourcing (1) Governance of internal controls;
cloud computing
Limitations (2) Risk management, including analysis and
infrastructure . . -
mitigation activities; and
@)c with applicable laws,
and i
The third-party is not authorised as OSIRC under Article 29-3 LFS, either Mechanisms exist to conduct a risk assessment prior
because it is located abroad, or because it is a Luxembourg-based to the acquisition or outsourcing of technology-
Requirements to be [ entity of the group to which the In-Scope Entity belongs which provides related Technology Assets, Applications and/or
observed with respect |operating services exclusively within the group as stated under the Third-Party Risk Services (TAAS).
138.b tooutsourcingtoa | Article 1-1(2)c LFS. In such a case, in addition to complying with the Functional | Intersects With |  Assessments & TPM-10 5 TPM-04.1
cloud computing | requirements set out in this circular, the In-Scope Entity shall perform a Approvals
infrastructure | prior thorough risk analysis of the activities of the resource operator,
notably by verifying that the following points have been correctly
Requirements to be _|the roles and responsibilities defined between the resource operator Mechanisms exist to formally document a Customer
observed with respect |and the cloud computing service provider; Customer Responsibility Matrix (CRM), delineating assigned
138.b.i to outsourcingtoa Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 5 CLD-06.1
cloud computing (CRM) resilience controls between the Cloud Service
infrastructure Provider (CSP) and its cust
tobe |the of the isolation of multi Mechanisms exist to ensure multi-tenant owned or
observed with respect MultiTenant managed assets (physical and virtual) are designed
138.b.ii to outsourcingtoa Functional | Intersects With | | . CLD-07  |and governed such that provider and customer 5 cLD-06
nvironments
cloud computing (tenant) user access is appropriately segmented
infrastructure from other tenant users.
Requirements to be _|the indicators collected by the resource operator to monitor the Mechanisms exist to facilitate the implementation of
observed with respect | systems and data on the cloud computing infrastructure; enterprise-wide monitoring controls.
138.b.ii to outsourcingtoa Functional | Intersects With |Continuous Monitoring| ~MON-02 3 MON-01
cloud computing
infrastructure
Requirements to be _|the technical and organisational security measures implemented to Mechanisms exist to facilitate the implementation of
observed with respect |access the client interfaces in order to manage the cloud computing dontity & Access Identification and Access Management (IAM)
138.b.v to ingtoa including the of client interface access; Functional | Intersects With Y IAC-02 [controls. 3 IAC-01
Management (1AM)
cloud computing
infrastructure
tobe |the consi of the ‘and security policies defined by the Mechanisms exist to facilitate the implementation of
observed with respect | resource operator with the configurations of the cloud computing Configuration configuration management controls.
138.b.v tooutsourcingtoa | resources and the planned security measures; Functional | Intersects With 8 CFG-02 3 CFG-01
Management Program
cloud computing
infrastructure
Requirements to be _|the competences of the operators (e.g. certifications, technical Competency Mechanisms exist to ensure that all security,
observed with respect |training); Requirements for compliance and resilience-related positions are
138.b.vi to outsourcingtoa Functional | Intersects With | Security, Compliance | HRS-03.2 |staffed by qualified individuals who have the 3 HRS-03.2
cloud computing &Resilience-Related necessary skill set.
infrastructure Positions
Requirements to be _|the review of the audit reports of the cloud computing service provider Mechanisms exist to monitor, regularly review and
observed with respect | by the resource operator; ) assess External Service Providers (ESPs) for
R " Review of Third-Party e :
138.b.vii to outsourcingtoa Functional | Intersects With & TPM-15 | compliance with established contractual 5 TPM-08
ervices
cloud computing requirements for security, compliance and resilience
infrastructure controls.
Requirements to be _|the competent authority’s and the In-Scope Entity’s right to audit the Mechanisms exist to require contractual
bserved with t tor (in line with th ts under points 88 t for applicabl ty,
abserved with respect | resource operator i line with the requirements under points 88 to Third-Party Contract rents for ap securiy,
to outsourcingtoa | 100). Functional | Intersects With | . TPM-14  |and resilience requirements with third-parties, 3 TPM-05
equirements
cloud computing & reflecting the organization's needs to protect its
infrastructure Technology Assets, Services and/or
It shall be noted that an In-Scope Entity relying on a service provider Mechanisms exist to ensure multi-tenant owned or
that cumulates the activities of cloud computing service provider and managed assets (physical and virtual) are designed
resource operator is subject to the requirements of this Chapter 2 and governed such that provider and customer
provided that both activities are properly segregated (i.e. so that staff (tenant) user access is appropriately segmented
Requirements to be ; " >
. . the cloud computing service provider function cannot from other tenant users.
observed with respect | s data and thereby continues to fulfil the definition of cloud i Multi-Tenant
139 to outsourcingtoa o \ ’ Functional | Intersects With cLp-07 3 cLD-06
o 22| computing within the meaning of tis chapter). The same applies where Environments
cloud computiny
P ‘1 ' |the service provider cumulating both functions is authorised under
Infrastructure | Article 29-3 LFS. If this segregation requirement cannot be fulfilled, the
is not asan to a cloud
infrastructure within the meaning of this chapter but as a traditional
icT in such a case only the of Chapter 1 of
Requirements to be | Cloud Officer:
observed with respect
140 to outsourcingto a Functional | No Relationship N/A NA N/A 0
cloud computing
The resource operator shall designate among its employees one Mechanisms exist to assign one or more qualified
person, the “cloud officer”, who shall be responsible for the use of individuals with the mission and resources to
Requirements to be. .
- seoey | cloud services and shall guarantee the competences of the staff Assigned Security, it , develop,
P! | managing cloud computing resources (cf. point 142a). The resource ) Compliance & and maintain an enterprise-wide Security,
1408 to outsourcingto a ° o Functional | Intersects With > Gov-05 ’ 5 Gov-04
e v |operator shallassign the function of “cloud officer” to a qualified Resilience Compliance & Resilience Program (SCRP).
P ‘1 ' |person that masters the challenges of outsourcing to a cloud Responsibilities
infrastructure
computing infrastructure. This function may be taken up by persons
that already cumulate other functions within the ICT department.
The resource operator shall designate among its employees one Mechanisms exist to ensure that all security,
) person, the “cloud officer”, who shall be responsible for the use of compliance and resilience-related positions are
Requirements to be N Competency ¢
cloud services and shall guarantee the competences of the staff " staffed by qualified individuals who have the
observedwithrespect | | ing cloud computing resources (cf. point 142a). The resource Requirements for necessary skill set
1408 to outsourcingto a eng ourees = o - Functional | Intersects With | Security, Compliance | HRS-03.2 v 5 HRS-03.2
operator shall assign the function of “cloud officer” to a qualified Y
cloud computing & Resilience-Related
person that masters the challenges of outsourcing to a cloud .
infrastructure N . Positions
computing infrastructure. This function may be taken up by persons
that already cumulate other functions within the ICT department.
Requirements to be |1f resource operation is performed by the In-Scope Entity, the “cloud rsorgned Securt Mechanisms exist to assign one or more qualified
; i urity, .
observed with respect |officer” may cumulate the responsibility for the outsourcing e dividuals with the mission and resources to
1400 to ingtoa ionshi If the In-Scope Entity relies on a third party | Functional | Intersects With oo GOV-05 centrally-manage, coordinate, develop, implement 3 Gov-04
cloud computing | for cloud computing resource operation, the In-Scope Entity must know R e and maintain an enterprise-wide Security,
the name of the “cloud officer” of the resource operator. P Compliance & Resilience Program (SCRP).
Requirements tobe | Necessity to inform the competent authority:
observed with respect
141 to outsourcingto a Functional | No Relationship N/A N/A N/A o
cloud computing
The notification requirements of points 59 and 60 also apply to cloud Mechanisms exist to submit status reporting of the
Requiramants to ba | cOMPUiNg outsourcing arrangements. In the particular case where an organization's security, compliance and/or resilience
o entity authorised under Article 29-3 LFS acts as an intermediary and not ) program to applicable statutory and/or regulatory
observed with respect | - (o source operator between an In-Scope Entity and a cloud Security, Compliance authorities, as required.
141.a to outsourcing to a P y P Y ) Functional | Intersects With | & Resilience Status CPL-27 " q : 3 GOV-17
computing service provider, the In-Scope Entity shall submit a
cloud computing ! ) Reporting
notification at least three (3) months before the planned outsourcing is
infrastructure "
for the of critical or important
funotions to the cloud computing service provider.
Requirements to be | Any entity authorised as OSIRC under Article 29-3 LFS shall request Mechanisms exist to submit status reporting of the
observed with respect |authorisation from the competent authority before marketing n the Security, C 's securty, and/or resilience
1410 to outsourcingtoa | following cases: Functional | Intersects With | &ResilienceStatus | CPL-27 |program to applicable statutory and/or regulatory 3 Gov-17
cloud computing Reporting authorities, as required.
h heory pp Secure Controls Framework (SCF) 290131
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Requirements to be | the entity intends to act s a resource operator for ts regulated
observed with respect [financial sector clients;
1410 to outsourcing to a Functional ~ | No Relationship N/A N/A N/A 0
cloud computing
Requirements to be | the entity intends to provide a cloud computing infrastructure to its
observed with respect |regulated financial sector clients, acting thus as a cloud computing
141 tooutsourcingtoa | service provider; Functional ~ | No Relationship N/A N/A N/A o
cloud computing
Requirements tobe | the entity intends to provide a cloud computing solution to its regulated
observed with respect [financial sector clients by relying on one or more cloud computing
141 tooutsourcingtoa |infrastructures. This entity acts then as a sub-outsourcing cloud Funotional | No Relationship N/A N/A N/A 0
cloud computing | computing service provider.
Without prejudice to point 118, support PFS and their branches Mechanisms exist to ensure organizations involved in
authorised as OSIRC under Article 29-3 LFS may partially outsource and/or mai
Reduirements tobg |(1EI ESOUTCE operator senvices only under the conditions that Technology Assets, Applications and/or Services
abeaaied aith sespmat | OTPUaNCE With point 126 and the requirements sted under point 127 Security, Compliance (TAAS) provide assurance of internal oversight
" are fulfiled. For the sake of clarity, a prior approval by the competent &Resilience capabilities that demonstrate:
1410 to outsourcing to a f Y. @ prior appro\ Functional | Intersects With TPM-05 3 GOV-19.3
St compeaing | authoriy s therefore required as ndicated in point 127 . Pint 129 Outsourcing (1) Governance of internal controls;
o o |atso applies mutatis mutandis for the provision of resource operator Limitations (2) Risk management, including analysis and
services. mitigation activities; and
@)c with applicable laws,
and i
tobe of Tisks:
observed with respect
142 to outsourcing to a Funotional ~ | No Relationship N/A N/A N/A 0
cloud computing
Inine with point 35, the resource operator shall retain the necessary Mechanisms exist to ensure that all security,
expertise to effectively monitor the outsourced services or functions on compliance and resilience-related positions are
Requirements to be |a cloud computing d manage the risks with Competency staffed by qualified individuals who have the
observed with respect [the outsourcing. Moreover, the resource operator shall ensure that staff Requirements for necessary skill set.
142.a to outsourcingtoa |in charge of cloud computing resources management, including the Functional | Intersects With | Security, Compliance | HRS-03.2 5 HRS-03.2
cloud computing | “cloud officer”, have sufficient competences to take on their functions &Resilience-Related
infrastructure | based on appropriate training in management and security of cloud Positions
computing resources that are specific to the cloud computing service
provider;
Inline with point 35, the resource operator shall retain the necessary Mechanisms exist to provide role-based security,
expertise to effectively monitor the outsourced services or functions on compliance and resilience-related training:
Requirements to be |a cloud computing infrastructure and manage the risks associated with (1) Before authorizing access to the system or
observed with respect [the Moreover, the perator shall ensure that staff Role-Based Security, performing assigned duties;
142.a to outsourcingtoa |in charge of cloud computing resources management, including the Functional | Intersects With Compliance & SAT-05  [(2) When required by system changes; and 5 SAT-03
cloud computing | “cloud officer”, have sufficient competences to take on their functions Resilience Training (3) Annually thereafter.
infrastructure | based on appropriate training in management and security of cloud
computing resources that are specific to the cloud computing service
provider;
Inine with point 35, the resource operator shall retain the necessary Mechanisms exist to monitor, regularly review and
expertise to effectively monitor the outsourced services or functions on assess External Service Providers (ESPs) for
Requirements to be |a cloud computing infrastructure and manage the risks associated with compliance with established contractual
observed with respect |the ing. Moreover, the perator shall ensure that staff Review of Third-Party requirements for security, compliance and resilience
142.a to outsourcingtoa |in charge of cloud computing resources management, including the Functional | Intersects With oo TPM-15  |controls. 3 TPM-08
cloud computing | “cloud officer”, have sufficient competences to take on their functions
infrastructure | based on appropriate training in management and security of cloud
computing resources that are specific to the cloud computing service
provider;
As set outin points 66 o 70, a risk assessment of outsourcing Mechanisms exist to ensure multi-tenant owned or
arrangements shall be carried out by the In-Scope Entity. The risks managed assets (physical and virtual) are designed
specific to the use of cloud computing technologies shall also be part and governed such that provider and customer
tobe |of this and solation failure in muli- (tenant) user access is appropriately segmented
observed with respect [tenant envii the various that are L T from other tenant users.
1420 to outsourcingtoa | (country where data are stored and country where the cloud computing | Functional | Intersects With cLb-07 3 cLD-06
cloud computing | service provider is i ion of d , failure. Environments
of (e.g Intemet the use of the cloud
as “shadow IT", the lack of systems portability once they have been
deployed on a cloud computing infrastructure or the failure of
continuity of cloud computing services;
'As set out in points 66 o 70, a risk assessment of outsourcing Mechanisms exist to conduct recurring assessments
arrangements shall be carried out by the In-Scope Entity. The risks of risk that includes the likelihood and magnitude of
specific to the use of cloud computing technologies shall also be part harm, from unauthorized access, use, disclosure,
tobe |of this and solation failure in muli- disruption, modification or destruction of the
observed with respect [tenant envii the various that are L ization's Assets, i
1420 to outsourcingtoa | (country where data are stored and country where the cloud computing | Functional | Intersects With |  Risk Assessment RSK-13  [Services and/or Data (TAASD). 5 RSK-04
cloud computing | service provider is establi on of d ,failure
of (e.g Intemet the use of the cloud
as “shadow IT", the lack of systems portability once they have been
deployed on a cloud computing infrastructure or the failure of
continuity of cloud computing services;
'As set outin points 66 o 70, a risk assessment of outsourcing Mechanisms exist to conduct a risk assessment prior
arrangements shall be carried out by the In-Scope Entity. The risks to the acquisition or outsourcing of technology-
specific to the use of cloud computing technologies shall also be part related Technology Assets, Applications and/or
tobe |of this and solation failure in muli- Services (TAAS).
observed with respect [tenant envii the various thatare Third-Party Risk
1420 to outsourcingtoa | (country where data are stored and country where the cloud computing | Functional | Intersects With | Assessments & TPM-10 5 TPM-04.1
cloud computing | service provider is established), ofd it,failure Approvals
of ications (e.g. Internet the use of the cloud
as “shadow IT", the lack of systems portability once they have been
deployed on a cloud computing infrastructure or the failure of
continuity of cloud computing services;
Roquirements to g | 7Y SMeNE@ n the application functionality by the clovd computing Mechanisms exist to ensure stakeholders are made
service provider - other than the changes relating to corrective aware of and understand the impact of proposed
observed with respect ’ Stakeholder
142.c to outsourcingto a ~shall be " priortoits o Functional | Intersects With Notification of CHe-0g |CManees: 3 CHG-05
the resource operator who shall inform the In-Scope Entity, so that they
cloud computing ) Changes
may take the necessary measures in case of material change or
infrastructure " P
Roquirements tobe | CPeNE in the application functionality by the cloud computing Mechanisms exist to control changes o services by
observed with respect | SSTVIS® Provider - other than the changes relating to corrective suppliers, taking into account the criticality of
i ~shallbe priortoits ion to ) Managing Changes To business Technology Assets, Applications, Services
142.c to outsourcingto a Functional Intersects With N TPM-17 . 5 TPM-10
cloud computing the resource operator who shall mfvorm the In-Scope Entity, so that they Third-Party Services and/or Data (TAASD) that are in scope by the third-
may take the necessary measures in case of material change or party.
infrastructure
Requirements to be | Any change in the application functionality managed by the resource Mechanisms exist to ensure stakeholders are made.
observed with respect |operator - other than the changes relating to corrective maintenance - Stakeholder aware of and understand the impact of proposed
142.d tooutsourcingtoa | shall be communicated to the In-Scope Entity, prior to its Functional | Intersects With | Notification of CHG-08  [changes. 3 CHG-05
cloud computing  |implementation, so that the atter may take the necessary measures in Changes
case of material change or
Requirements to be | Any change in the application functionality managed by the resource Mechanisms exist to control changes to services by
observed with respect [operator - other than the changes relating to corrective maintenance - Managing Changes To suppliers, taking into account the criticality of
142.d tooutsourcingtoa | shall be communicated to the In-Scope Entity, prior to its Functional | Intersects with | "TE8E78 BOERS 101 1pn-17 - |business Technology Assets, Applications, Senices 5 TPM-10
cloud computing  |implementation, so that the latter may take the necessary measures in and/or Data (TAASD) that are in scope by the third-
case of material change or party.
Requirements to be | The In-Scope Entity and the resource operator shall have full Mechanisms exist to formally document a Customer
observed with respect |awareness of the continuity and security elements remaining under Customer Responsibility Matrix (CRM), delineating assigned
1420 tooutsourcingtoa | their responsibilities when using  cloud computing solution; Functional | Intersects With | Responsibility Matrix | CLD-03.1 |responsibilities for security, compliance and 8 CLD-06.1
cloud computing (CRM) resilience controls between the Cloud Service
Provider (CSP) and its
h h Secure Controls Framework (SCF) 300f31
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) The In-Scope Entity and the resource operator shall have full ] Mechanisms exist to document and maintain a
Requirements to be A ) Responsible, :
of the continuity and security elements remaining under Responsible, Accountable, Supportive, Consulted &
observed with respect [ .. .o onsibilities when sing cloud computing solution; Accountable, Informed (RASCI) matrix, o similar documentation,
1420 to outsourcing to a Functional | Intersects With | Supportive, Consulted |  TPM-11 " ! ’ 5 TPM-05.4
to delineate assignment for security, compliance and
cloud computing &1nformed (RASCI)
PO o resilience controls between internal stakeholders
and External Service Providers (ESPs).
Requirements to be | The In-Scope Entity shall understand and the resource operator shall Mechanisms exist to facilitate the implementation of
observed with respect |control the risks linked to a cloud computing infrastructure; cloud management controls to ensure cloud
142 to outsourcing to a Functional | IntersectsWith | Cloud Services CLD-02  [instances are secure and in-line with industry 5 cLD-01
cloud computing practices.
infrastructure
Requirements to be | The In-Scope Entity shall understand and the resource operator shall Mechanisms exist to conduct a risk assessment prior
observed with respect |control the risks linked to a cloud computing infrastructure; Third-Party Risk toth or f
142 to outsourcing to a Functional | IntersectsWith |  Assessments & TPM-10  |related Technology Assets, Applications and/or 3 TPM-04.1
cloud computing Approvals Services (TAAS).
infrastructure
Requirements to be | The In-Scope Entity and the resource operator shall know at any time Mechanisms exist to identify and document the
observed with respect |where their data and systems are located globally, be it production logical location of data and the specific Technology
142.¢ to ingtoa |envi or repli or backups. Functional | Intersects With | Logical Data Location | DCH-29 |Assets, Applications and/or Services (TAAS) on which 3 DCH-24
cloud computing the data resides.
infrastructure
Requirements to be | The In-Scope Entity and the resource operator shall know at any time Mechanisms exist to inventory, document and
observed with respect |where their data and systems are located globally, be it production Goographic Data maintain data flows for data that is resident
142.¢ to ingtoa |envi or repli or backups. Functional | Intersects With DCH-30 or within 8 DCH-19
cloud computing Location Assets, and/or
infrastructure Services (TAAS) (physical and virtual).
Requirements to be | The In-Scope Entity and the resource operator shall know at any time B Mechanisms exist to control the location of
observed with respect |where their data and systems are located globally, be it production Reqjﬁ;or:::;nicr Technology Assets, Applications and/or Services
142.¢ to ingtoa |envi or repli or backups. Functional | Intersects With ey | DOM-30.1 | (TAAS) processing andor storage based on business 5 cLp-0s
cloud computing a:z’;szg‘fmcaﬁis requirements thatincludes statutory, regulatory and
infrastructure
143 Date of application | 1S cireutar is applicable from 30 June 2022 to all outsourcing Functional | No Relationship N/A N/A N/A 0
entered into. reviewed or amended on or after this date.
In-Scope Entities shall review and amend existing outsourcing Mechanisms exist to require contractual
! arrangements with a view to ensuring that they are compliant with this Third-Party Gontract rents for applicable security,
144 Date of application  [circular. Functional | Intersects With TPM-14 |and resilience requirements with third-parties, 3 TPM-05
Requirements reflecting the organization's needs to protect its
Technology Assets, ions, Services and/or
In-Scope Entities shall complete the documentation of all existing Mechanisms exist to maintain a current, accurate
outsourcing arrangements in line with this ciroular following the first and complete list of External Service Providers
renewal date of each existing outsourcing arrangement, but by no later (ESPs) that can potentially impact the
than 31 December 2022. Where the In-Scope Entities assess that the Confidentiality, Integrity, Avalability and/or Safety
review and amendment of outsourcing arrangements of critical or (CIAS) of the organization's Technology Assets,
important functions existing prior to 30 June 2022 will not be finalised Applications, Services and/or Data (TAASD).
by 31 December 2022, they shall inform their competent authority in a
timely manner of that fact, including the measures planned to
| complete the review or the possible exit strategy. Claude WAMPACH ) )
145 Dateof application | e FABER Dirsetor Dirossor Dractor Frangoree || Functional | Intersects With | Thirc-Party nventories | TPM-08 3 TPM-01.1
KAUTHEN Claude MARX Director Director General Annex List of
implemented ESA Guidslines This circular implements: 2 the revised
EBA Guidelines on (EBA/GLI20
ESMA Guidelines on outsourcing to cloud service providers (ESMASO-
164-4285, the ESMA Cloud Guidelines) previously implemented by
Ciroular CSSF 21/777 amending Circular CSSF 17/654. The above-
mentioned guidelines are available on the websites of the EBA
(wwiw.eba.europa.eu) and ESMA (www.esma.europa.eu).
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