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OBJECTIVES OF THE | See FDE for details.
1.1 o6 FDE for detalls Functional N/A N/A N/A
REGULATION
SCOPEOFTHE |See FDE for details. No
1.2 Functional N/A N/A N/A
REGULATION
See FDE for details. N
13 DEFINITIONS o6 FDE for detalls Functional o N/A N/A N/A
GOVERNING PRINCIPLES | V/A No
24 Functional N/A N/A N/A
OF DATAPROCESSING Relationship
e P e i G I B
- OF DATAPROCESSING e g : Relationship
collected and processed in accordance with specific, legitimate and lawful Mechanisms exist to restrict collecting, receiving, processing, storing,
purpose consented to by the Data Subject; provided that: transmitting, sharing and/or updating Personal Data (PD) to:
GOVERNING PRINGIPLES Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
24(1)(a) Functional | Intersects With PRI-05.4 [notice(s);
OF DATA PROCESSING Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
a further processing may be done only for archiving, scientific research, Mechanisms exist to restrict collecting, receiving, processing, storing,
historical research or statistical purposes for public interest; transmitting, sharing and/or updating Personal Data (PD) to:
GOVERNING PRINGIPLES Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
24(1)(a)() Functional | Intersects With PRI-05.4 [notice(s);
OF DATA PROCESSING Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
any person or entity carrying out or purporting to carry out data processing Mechanisms exist to restrict collecting, receiving, processing, storing,
under the provision of this paragraph shall not transfer any Personal Data transmitting, sharing and/or updating Personal Data (PD) to:
GOVERNING PRINGIPLES |10 3NV Person; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
24(1)(a)i) Functional | Intersects With PRI-05.4 [notice(s);
OF DATA PROCESSING Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
adequate, accurate and without prejudice to the dignity of human person; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
GOVERNING PRINGIPLES Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
24(1)(b) Functional | Intersects With PRI-05.4 [notice(s);
OF DATA PROCESSING Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
stored only for the period within which it is reasonably needed, and Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
GOVERNING PRINGIPLES Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
24(1)(c) Functional | Intersects With PRI-05.4 [notice(s);
OF DATA PROCESSING Personal Data (PD)
(2) Whatiis authorized by the data subject, or authorized agent; and
(3) What s consistent with laws, ions and
secured against all foreseeable hazards and breaches such as theft, Mechanisms exist to ensure Personal Data (PD) is protected by logical
2109) GOVERNING PRINCIPLE! viral attack, i of anykind, Functional | intersacts witn | SE0Uity of PersonalData| L - |and physical security safeguards that are suicient and appropriately
OF DATAPROCESSING |damage by rain, fire or exposure to other natural elements. (D) scoped to protect the confidentiality and integrity of the PD.
o [rommemons e e e | s mta | o [ e e e
g OF DATA PROCESSING | . Y Contractual Compliance v, regulatory g
the said Data Subiect:
Anyone who is entrusted with Personal Data of a Data Subject or who is in Mechanisms exist to facilitate the identification and implementation of
210 GOVERNING PRINCIPLES | possession of the Personal Data of a Data Subject shall be accountable Functional | intersects witn| 181Ut Regulatory & | o | relevant statutory, regulatory and contractual controls.
OF DATAPROCESSING | for his acts and omissions in respect of data processing, and in Contractual Compliance
with the princioles contained in this Regulation.
22 AWFUL PROGESSING. | Withoutprejudice tothe principles st out n this Regulation, processing | o No A A A
shall be lawful if at least one of the following apolies:
the Data Subject has given consent to the processing of his or her Personal Mechanisms exist to restrict collecting, receiving, processing, storing,
Data for one or more specific purposes; transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
2.2(a) LAWFUL PROCESSING Functional |Intersects With | _>-g° Restrictions PRI-05.4 |notice(s);
Personal Data (PD) ; ) )
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
processing is necessary for compliance with a legal obligation to which the Mechanisms exist to restrict collecting, receiving, processing, storing,
Controller is subject; transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
2.2(c) LAWFUL PROCESSING Functional |Intersects With | _>-g° Restrictions o PRI-05.4 |notice(s);
Personal Data (PD) ; ) )
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
processing is necessary in order to protect the vital interests of the Data Mechanisms exist to restrict collecting, receiving, processing, storing,
Subject or of another natural person, and transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
2.2(d) LAWFUL PROCESSING Functional |Intersects With | _>-g° Restrictions PRI-05.4 |notice(s);
Personal Data (PD) ; ) )
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
processing is necessary for the performance of a task carried out in the Mechanisms exist to restrict collecting, receiving, processing, storing,
public interest or in exercise of official public mandate vested in the transmitting, sharing and/or updating Personal Data (PD) to:
controller; (1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of
2.2(e) LAWFUL PROCESSING Functional |Intersects With | _>-g° Restrictions PRI-05.4 |notice(s);
Personal Data (PD) ; ) )
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
N/A
N
23 PROCURING CONSENT Functional - N/A N/A N/A
Relationship
N ta shall t: t the ifi f collectis Mech: ist to:
2.3(1) PROCURING CONSENT |0 data shall be obtained except the specific purpose of collection is Functional | Intersects With| ~ Data Privacy Notice PRI-02 echanioms existto: ' .
made known to the Data Subiect: (1) Make data privacy noticefs) available to upon first
No data shall be obtained except the specific purpose of collection is Mechanisms exist to ensure data privacy notices identify the
made known to the Data Subject; purpose(s) for which Personal Data (PD) is collected, received,
processed, stored, transmitted and/or shared.
2.3(1) PROCURING CONSENT Functional |Intersects With| Purpose Specification | PRI-02.1
No data shall be obtained except the specific purpose of collection is Authority To Collect, Mechanisms exist to determine and document the legal authority that
2.3(1) PROCURING CONSENT | made known to the Data Subject; Functional |Intersects With| Process, Store & Share | PRI-04.1 |permits the organization to collect, receive, process, store, transmit,
Personal Data (PD) share. update and/or dispose Personal Data (PD). either generally or in
Data Controller is under obligation to ensure that consent of a Data Mechanisms exist to enable data subjects to authorize the collection,
230) PROGURING CONSENT | SUbiect has been obtained without fraud, coercion or undue influence; Functional. | IntersectsWith| Data Subjeot Gonsent |  pRioa | T€CeIPt Processing, storage, ransmission, sharing, updating and/or
accordingly: disposal of their Personal Data (PD), where the data subject is
brovided. prior to collection. with:
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where processing is based on consent, the Controller shall be able to Mechanisms exist to enable data subjects to authorize the collection,
demonstrate that the Data Subject has consented to processing of his or receipt, processing, storage, transmission, sharing, updating and/or
her Personal Data and the legal capacity to give consent; disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
2.3(2)(a) PROCURING CONSENT Functional Subset Of Data Subject Consent pri.og |(1) Plain language explaining the potential data privacy risks of the 10
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
if the Data Subject's consent is given in the context of a written declaration Mechanisms exist to enable data subjects to authorize the collection,
which also concerns other matters, the request for consent shall be receipt, processing, storage, transmission, sharing, updating and/or
presented in a manner which is clearly distinguishable from the other disposal of their Personal Data (PD), where the data subject is
matters, in an intelligible and easily accessible form, using clear and plain provided, prior to collection, with:
2500) PROGURING GONSENT |(an8uage. Any partof such a which ani Functional | SubsetOf | DataSubject Gonsent | pRi0g |17 Plain language explaining the potential data privacy isks of the 10
of this Regulation shall not be binding on the Data Subject; authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
prior to giving consent, the Data Subject shall be informed of his right and Mechanisms exist to enable data subjects to authorize the collection,
method to withdraw his consent at any given time. However, the receipt, processing, storage, transmission, sharing, updating and/or
withdrawal of consent shall not affect the lawfulness of processing based disposal of their Personal Data (PD), where the data subject is
on consent before its withdrawal; provided, prior to collection, with:
2.3(2)(c) PROCURING CONSENT Functional SubsetOf | Data Subject Consent pri.og |(1) Plain language explaining the potential data privacy risks of the 10
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
Wwhen assessing whether consent is freely given, utmost account shall be Mechanisms exist to enable data subjects to authorize the collection,
taken of whether the performance of a contract, including the provision of receipt, processing, storage, transmission, sharing, updating and/or
a senvice, is conditional on consent to the processing of Personal Data that disposal of their Personal Data (PD), where the data subject is
is not necessary (or excessive) for the performance of that contract; and provided, prior to collection, with:
2.3(2)(d) PROCURING CONSENT Functional SubsetOf | Data Subject Consent pri-og |(1) Plain language explaining the potential data privacy risks of the 10
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
Wwhere data may be transferred to a third party for any reason whatsoever Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
2.3(2)(e) PROCURING CONSENT Functional SubsetOf | Data Subject Consent pri-og | (1) Plain language explaining the potential data privacy risks of the 10
authorizatior
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
N/A
DUE DILIGENCE AND o
24 PROHIBITION OF Functional | i i N/A N/A N/A )
IMPROPER MOTIVES
DUE DILIGENCEAND | No consent shall be sought, given or accepted in any circumstance that Roasonable Data Privacy Mechanisms exist to limit the collection, receiving, processing, storage,
2.4a) PROHIBITION OF | may engender direct or indirect propagation of atrocities, hate, child rights | Functional | Intersects With T PRI-01.11 |transmission, sharing, updating and/or disposal of Personal Data (PD) 8
IMPROPER MOTIVES _|violation, criminal acts and anti-social conducts: ingto consumer for what is necessary
DUE DILIGENGE AND | PRy to any data processing contract, other than an individual Data Mechanisms exist to limit the collection, receiving, processing, storage,
2ats) ROMIBITION OF | Stbiect,shalltake reasonable measures to ensre the other party does Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal o Persanal Data (°D) R
IMPROPERMOTIVES |t Nave a record ofvilating the pinciples set out n Part 3 and he s Practices to consumer for what is necessary
to NITDA or a regulatory authority for data protection within or and
In this Part, “a party” shallinclude directors, shareholders, servants and
privies of the contracting party; and record shall include report of public.
DUE DILIGENCE AND | records and reports in credible news media. Accordingly, the distinction o
2.4(0) PROHIBITION OF | between legal and natural persons for the purpose of imiting due diligence |  Functional | o i8 o NA NA N/A 0
IMPROPER MOTIVES s irrelevant.
Notwithstanding anything contrary in this Regulation or any instrument for Mechanisms exist to:
PUBLICITY AND GLARITY | e being i force, any medium through which Personal Data is being ) (1) Make data privacy notice(s) available to indviduals upo frst
25 OF PRIVAGY pOLIGY | collected or processed shall display a simple and conspicuous privacy Functional | Subset Of Data Privacy Notice PRI-02 ith an and as ; 10
policy that the class of Data Subject being targeted can understand. The (2) Ensure that data privacy notices are clear and easy-to-understand,
privacy policy shall in addition to anv other relevant i contain relevant i about how Personal Data (PD) is
what constitutes the Data Subject’s consent; Mechanisms exist t
(1) Make data privacy notice(s) available to individuals upon first
i ith an organization and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
2500 PUBLICITY AND CLARITY runctionat | subsetor Data Prvacy Notice prioz |(® Contain all necessary notice-related critria required by applicable o
OF PRIVACY POLICY statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
of personali Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
i ith an and as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
2506) PUBLICITY AND CLARITY runctionat | subsetor Data Prvacy Notice priop |(@ Containall necessary notice-related crieria required by applicable o

OF PRIVACY POLICY

statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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purpose of collection of Personal Data; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
250 PUBLICITY AND CLARITY Functional | SubsetOf Data Privacy Notice pRi.02 | (@ Contain all necessary notice-related criteria required by applicable

OF PRIVACY POLICY statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

technical methods used to collect and store personal information, cookies,

Mechanisms exist to:
JWT, web tokens etc.,

(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
25 PUBLICITY AND CLARITY cunctional | subsetOf Data Privacy Notice pRi.0a | (@ Contain all necessary notice-related criteria required by applicable

OF PRIVACY POLICY statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

access (if any) of third parties to Personal Data and purpose of access; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

ith an and 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
250 PUBLICITY AND CLARITY Functional |  subsetof Data Privacy Notice pRi0a | (@ Contain all necessary notice-related criteria required by applicable

OF PRIVACY POLICY statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

a highlight of the principles stated in Part 2; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

ith an and as 3
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
2500 PUBLICITY AND CLARITY Functional | subsetof Data Privacy Notice pRi0a | (@ Contain all necessary notice-related criteria required by applicable

OF PRIVACY POLICY statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

available remedies in the event of violation of the privacy policy; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ing with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated

and/or disposed;

256 PUBLICITY AND CLARITY Functional |  subset Of Data Privacy Notice prigz | Containall necessary notice-related crteria required by applicable 0
OF PRIVACY POLICY statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

geographic locations and third-party recipients that process the PD.

within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as

necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention requirements.

the time frame for remedy; and Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

PUBLICITY AND CLARITY N (3) Contain all necessary notice-related criteria required by applicable
25 OF PRIVACY POLICY Functional Subset Of Data Privacy Notice PRI02 | tatutory, regutatory and contractual obligations; °
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

provided that no limitation clause shall avail any Data Controller who acts

Mechanisms exist to:
in breach of the principles set out n this Regulation.

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

PUBLICITY AND CLARITY N (3) Contain all necessary notice-related criteria required by applicable
250 OF PRIVACY POLICY Functional Subset Of Data Privacy Notice PRI02 | tatutory, regutatory and contractual obligations; °
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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Anyone involved in data processing or the control of data shall develop Mechanisms exist to ensure Personal Data (PD) is protected by logical
security measures to protect data; such measures include but not limited and physical security safeguards that are sufficient and appropriately
to protecting systems from hackers, setting up firewalls, storing data scoped to protect the confidentiality and integrity of the PD.
securely with access to specific authorized individuals, employing data
p i i policy for handling
Personal Data (and other sensitive o conficential data), protection of
emailing systems and continuous capacity building for staff.
26 DATASECURITY Functional | Intersects With | " °';;')5°"m P2l priote 8
‘Anyone involved in data processing or the control of data shall develop Mechanisms exist to limit the collection, receiving, processing, storage,
security measures to protect data; such measures include but not limited transmission, sharing, updating and/or disposal of Personal Data (PD)
to protecting systems from hackers, setting up firewalls, storing data ding o consumer for whatis necessary
26 DATASEGURITY | SeCUrely with access o specific authorized individuals, employing data Functional | Intersects with | Reasonable Data Privacy | Lo o |and proportionate. s
o policy for handling Practices
Personal Data (and other sensitive o conficential data), protection of
emailing systems and continuous capacity building for staff.
Data processing by a third party shall be governed by a written contract Mechanisms exist to include data privacy requirements in contracts
between the third party and the Data Controller. Accordingly, any person and other acquisition-related documents that establish data privacy
THIRD PARTY DATA | €7€2€iMga third party to process the data obtained from Data Subjects Data Privacy roles and responsibilities for contractors and service providers.
0y PROGESSING | Shall ensure adherence to this Regulation. Functional | intersects win| _ Reauirements for oRLOTA .
oNTEAGT Contractors & Service
Providers
The right of a Data Subject to object to the processing o his data shall Mechanisms exist to limit the collection, receiving, processing, storage,
28 OBJECTIONS BY THE  always be safeguarded. Accordingly,  Data Subject shall have the option | | | Reasonable Data Privacy | o o |transmission, sharing, updating and/or disposal of Personal Data (PD) 0
DATASUBJECT  |to: Practices to consumer for whatis necessary
and
object to the processing of Personal Data relating to him which the Data Mechanisms exist to allow data subjects o revoke consent to collect,
250 OBJECTIONS BY THE | Controller intend to process for the purpose of marketing; Functional | intersectswith]  Revoke Gonsent PRI0a4 |FECEIVe, Process, store, transmit, share and/or update their Personal R
DATASUBJECT Data (PD).
OBIECTIONS BY THE | PIEct 1o the processing of Personal Data relating to him which the Data Data Subject exist to provide data subjects the ability to:
2.8(a) Controller intend to process for the purpose of marketing; Functional | Intersects With PRI-06 (1) Access their Personal Data (PD) that is being processed, stored and 5
DATASUBJECT Empowerment )
shared. excent where the burden, risk or exense of providing access
be expressly and manifestly offered the mechanism for objection to any Mechanisms exist to enable data subjects to authorize the collection,
form of data processing free of charge. receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior o collection, with:
(1) Plain language explaining the potential data privacy risks of the
authorization;
(2) Ameans to decline the authorization; and
250) OBJECTIONS BY THE Functional | Intersects With|  Data Subject Cansent |  pR.0a |(3) Necessary choice and consent:related criteria required by s
DATASUBJECT applicable statutory, regulatory and contractual obligations.
Notwithstanding anything to the contrary in this Regulation, the privacy Mechanisms exist to limit the collection, receiving, processing, storage,
tight of a Data Subject shall be interpreted for the purpose of advancing transmission, sharing, updating and/or disposal of Personal Data (PD)
and never for the purpose of restricting the safeguards Data Subject is ing to consumer for what s necessary
ADVANGEMENT OF |€ntitled to under any data protection instrument made in furtherance of ) Reasonable Data Privacy and proportionate.
29 MOHTTO PRIVAGY | fundamental rights and the Nigerian laws. Functional | Intersects With P PRI01.11 5
‘Any person subject to this Regulation who is found to be in breach of the
data privacy rights of any Data Subject shall be iable, in addition to any o
2.10 PENALTY FOR DEFAULT [other criminal liability, to the following: Functional e N/A N/A N/A 0
Relationship
inthe case of a Data Controller dealing with more than 10,000 Data o
210(a) PENALTY FOR DEFAULT [Subjects, payment of the fine of 29 of Annual Gross Revenue of the Functional. | i e N/A N/A N/A 0
preceding vear or pavment of the sum of 10 million Naira. whichever is
in the case of a Data Controller dealing with less than 10,000 Data
2.100) PENALTY FOR DEFAULT |UbIECtS. Payment of thefine of 19 o the Annual Gross Revenue of the Functionat No A A A o
preceding year or payment of the sum of 2 million Naira, whichever is Relationship
sreater.
Any transfer of Personal Data which s undergoing processing or is Mechanisms exist to restrict and govern the transfer of sensitive and/or
o1 TRANSFERTO A FOREIGN intended for processing ater transfer o  foreign countryortoan Functional | interscets win|  TranSferofSensitive | regulated data to third fes ori i i .
COUNTRY international organisation shall take place subject to the other provisions and/or Regulated Data
of this Regulation and the supervision of the ttornev General
‘Any transfer of Personal Data which is undergoing processing or is Mechanisms exist to implement and manage Binding Corporate Rules
TRANSFERTO A FOREIGN| Mended fo processing ater transfer o  forign countryortoan ) inding Corporate Rules (BOR) (e, data sharing agreement)to legally-bind al parties engaged
2.11 counmmy international organisation shall take place subject to the other provisions | Functional | Intersects With non) PRI01.5 [in a joint economic activity that contractually states enforceable rights 8
of this Regulation and the supervision of the Honourable Attorney General on data subjects with regard to the processing of their personal data.
of the Federation (HAGF).
a transfer of Personal Data to a foreign country or an international Mechanisms exist to implement and manage Binding Corporate Rules
TRANSFER TO A FOREIGN | TEIZation may take place where the Agency has decided that the foreign inding Corporato Rules (BOR) (e.5. data sharing agreemen) to legally-bind allparties engaged
241(a) CounTRY country, territory or one or more specified sectors within that foreign Functional | Intersects With i PRI-01.5 [in a joint economic activity that contractually states enforceable rights 8
country, or the international organization in question ensures an adequate on data subjects with regard to the processing of their personal data.
level of
the HAGF shall take into consideration the legal system of the foreign Mechanisms exist to implement and manage Binding Corporate Rules
TRANSFERTO A FOREIGN| O Partiularly in the reas ofule o aw,respect or human rghts ) inding Corporate Rules (BOR) (e, data sharing agreement)to legally-bind al parties engaged
2.11(6) counmmy and fundamental freedom, relevant legistation, both general and sectoral, | Functional ~|Intersects With non) PRI01.5  [in a joint economic activity that contractually states enforceable rights 8
including public security, defence, national security and criminal law and on data subjects with regard to the processing of their personal data.
the access of public to Personal Data:
implementation of such legislation, data protection rules, professional Mechanisms exist to implement and manage Binding Corporate Rules
RANSFER T0 A FOREIGN| 185 and security measures, including rles for the onward transfer of inding Gorporate Rules (BOR) (e.5. data sharing agreemen) to legally-bind allparties engaged
2.11(c) COUNTRY Personal Data to another foreign country or international organization Functional | Intersects With 80R) PRI-01.5 [in a joint economic activity that contractually states enforceable rights 8
which are complied with in that country or international organization, on data subjects with regard to the processing of their personal data.
caselaw. as well as effective and Data Subiect rights and
the existence and effective functioning of one or more independent Mechanisms exist to implement and manage Binding Corporate Rules
supervisory authorities in the foreign country or to which an international (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
RANSFER T A FOREIGN is subject, with for ensuring and enforcing ) inding Gorporato Rules ina joint economic activty that contractually states enforceable rights
2.11(d) COUNTRY compliance with the data protection rules, including adequate Functional | Intersects With sony PRI-01.5 [on data subjects with regard to the processing of their personal data. 8
enforcement powers, for assisting and advising the Data Subjects in
exercising their rights and for cooperation with the relevant authorities in
Nigeria: and
the international commitments of the foreign country or international Mechanisms exist to implement and manage Binding Corporate Rules
organization concered has entered into, or other obligations arising from (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
RANSFER T A FOREIGN | 128 binding conventions or instruments as well as from its participation inding Corporate Rules in a joint economic activity that contractually states enforceable rights
2.11(e) in multilateral or regional systems, particularly in relation to the protection |  Functional ~ [Intersects With PRI-01.5 [on data subjects with regard to the processing of their personal data. 8

COUNTRY

of Personal Data.

(BCR)
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Inthe absence of any decision by The Agency or HAGF as to the adequacy Mechanisms exist to implement and manage Binding Corporate Rules
EXCEPTIONS IN RESPECT| of safeguards in a foreign country, a transfer or a set of transfers of Binding Corporat Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
2.12 OF TRANSFERTOA | Personal Data to a foreign country or an international organisation shall Functional | Intersects With non) PRI01.5  [in a joint economic activity that contractually states enforceable rights 5
FOREIGN COUNTRY | take place only on one of the following conditions: on data subjects with regard to the processing of their personal data.
that the Data Subject has explicitly consented to the proposed transfer, Mechanisms exist to disclose Personal Data (PD) to third-parties only
EXCEPTIONS IN RESPECT| after having been informed of the possible risks of such transfers; nformation Sharing With for the purposes identified in the data privacy notice and with the
242(a) OF TRANSFERTO A Functional | Intersects With e PRI-07  [implicit or explicit consent of the data subject. 8
FOREIGN COUNTRY
EXGEPTIONS IN RESPEGT| et the Data Subject has expliitly consented to the proposed transfer, Mechanisms exist to enable data subjects to authorize the collection,
2.1200) L TRANSFERTO A | after having been informed of the possible isks of such transfers; Functional | Intersects With| Data Subjact Cansent |  PR.o3 | ToCeIPY Processing, storage, wransmission, sharing, updating andlor .
FOREIGN COUNTRY disposal of their Personal Data (PD), where the data subject is
brovided. prior to collestion. with:
the transfer is necessary for the performance of a contract between the Mechanisms exist to limit the collection, receiving, processing, storage,
Data Subject and the Controller or the implementation of precontractual transmission, sharing, updating and/or disposal of Personal Data (PD)
measures taken at the Data Subject's request; dingto consumer for whatis necessary
EXCEPTIONS IN RESPECT Reasonable Data Privacy e proportonate
242(0) OF TRANSFERTO A Functional | Intersects With ot Y| PRI01.11 8
FOREIGN COUNTRY ractices
EXGEPTIONS IN RESPEGT| e transfer s necessary for the conclusion or performance of a contract Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data Pri
21200) oL TRANSFERTO A |concluded inthe interest of the Data Subject between the Controllerand | | | Reasonable Data Privacy | oo oo |transmission, sharing, updating and/or disposal of Personal Data (PD) .
another natural or legal person; ractices o consumer or what s necessary
FOREIGN COUNTRY ther natural or legal Pract ding forwhat
and
XGEPTIONS IN RESPEGT| e transfer s necessary for important reasons of public interest; Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data Pri
2120 O TRANSFERTO A Funciona [ ntrseis i 022722 098 Py | gy transr:.ss.:n, sharing, updating and/or disposal 2f Perso{nal Data (PD) .
FOREIGN COUNTRY ractices o consumer or what s necessary
and
XCEPTIONS IN RESPEGT| e transfer s necessary for the establishment, exercise o defence oflogal Mechanisms exist to limit the collection, receiving, processing, storage,
; R ble Data Pri
21200) oL TRANSFERTO A |ctaimsiand Funcional | merects i P20 Dat2 Py | o transr:.ss.:n, sharing, updating and/or disposal 2f Perso{nal Data (PD) s
FORBIGN COUNTAY ractices o consumer or what s necessary
and
EXGEPTIONS IN RESPEGT| e transfer s necessary in order o protect the vital interests of the Data Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data Pri
2120 OF TRANSFERTO A | SUbiect orof other persons, where the Data Subject s physicallyor legally | ool Roasonable Data Privacy | oy o . [transmission, sharing, updating and/or disposal of Porsonal Data (PD) s
FORBION oUNTAY |ncapable of giving consent; Provided, in al ircumstances, that the Data Practices to consumer for whatis necessary
Subieot has been manifestly made to through clear warnings of and
RIGHTS OF DATA No
34 Functional N/A N/A N/A
SUBJECT unctional | petationship °
RIGHTS OF DATA | The Controller shall take appropriate measures to provide any information Mechanisms exist to:
30 Functional | Intersects With|  Data Privacy Not PRI-02 5
o SUBJECT relating to to the Data Subiect n a concise. unctional | Intersects Wi |t Privacy Notice (1) Make data privacy notice(s) available to i upon first
If the Controller does not act on the request of the Data Subject, the Mechanisms exist to maintain a process to efficiently and effectively
Controller shall inform the Data Subject without delay and at the latest respond to requests, complaints, concers and/or questions from
within one month of receipt of the request of the reasons for not taking authenticated data subjects about Personal Data (PD) the organization
action and on the possibility of lodging a complaint with a supervisory collests, receives, processes, stores, transmits, shares, updates
authority. and/or disposes.
RIGHTS OF DATA Data Subject Feedback
3.1(2) Functional | Intersects With| Dot Sublect Feedback | oy g 4 5
SUBJECT Management
If the Controller does not act on the request of the Data Subject, the exist to oraft and to data
AIGHTSOF DaTA |COtroller shallnform the Data Subject without delay and at the latest ) Data Subject subjects in a manner that is concise, unambiguous and
312 within one month of receipt of the request of the reasons for not taking Functional | Intersects With PRI-17  |understandable by a reasonable person. 8
SUBJECT e : Communications
action and on the possibility of lodging a complaint with a supervisory
authority.
Except as otherwise provided by any public policy or Regulation, Mechanisms exist to limit the collection, receiving, processing, storage,
format ided to the Data Subject and ication and transmission, sharing, updating and/or disposal of Personal Data (PD
AIGHTS OF DATA _|IMrmation provided to the Data Subject and any communication and any Reasonablo Data Privacy ransmission, sharing, updating and/or disposal of Persanal Data (PD)
3.19) OB actions taken shall be provided free of charge. Where requests from a Data |  Functional | Intersects With N PRI01.11 to consumer for what s necessary 5
Subject are manifestly unfounded or excessive, in particular because of and proportionate.
their repetitive character, the controller may either:
Chargea fee considering the Gosts of providing Mechanisms exist to imit the collection, receiving, processing, storage,
the information or communication or taking the action requested; or, transmission, sharing, updating and/or disposal of Personal Data (PD)
RIGHTS OF DATA Reasonable Data Privacy ing t forwhat
3.1(3)(a) Functional | Intersects With NV pRI01.11 o consumer or what s necessary 5
SUBJECT Practices and proportionate.
Write a letter to the Data Subject stating refusal act on the request and Mechanisms exist to maintain a process {o efficiently and effectively
. RIGHTS OF DATA [ copy The Agency on every sich occasion through a dedicated channel Functional | ntersects witn| D212 SubjectFeedback | o, o |respond to requests, complaints, concerns and/or questions rom .
SUBJECT which shall be provided for such purpose. Management authenticated data subjects about Personal Data (PD) the organization
collects. receives. processes. stores. transmits. shares. updates
The Controller shall bear the burden of demonstrating the manifestly exist to ensure the isable
e h t f th t. it i I/ i lity fe ity ith
3.164) RIGHTSOFDaTp |(niesndedcrexcessivecharscterofheregues Functional | ntrsectswitn| AP ToDsmonstrate | o o, o [ a':d or;:sk‘encetca?aml‘ e regutatons and! 5
11 SUBRCT unctional ersects Wi Conformity 013 |applicable cybersecurity and data protection laws, regulations and/or
contractual obligations.
The Controller shall bear the burden of demonstrating the manifestly Mechanisms exist to document justifiable reasons for rejecting a data
) RIGHTS OF DATA | unfounded or excessive character of the request. Functional | intersects win| ustfication ToReject | o |subject's access request for disclosure when the request i s
SUBJECT Disclosure Requests (1) Harassing;
(2) Repetitiv
Where the Controller has reasonable doubts concerning the identity of the Mechanisms exist to maintain a process to efficiently and effectively
natural person making the request for information, the Controller may respond to requests, complaints, concerns and/or questions from
AIGHTS OF DATA_|EUeSt the provision of additinal information necessary o confim the Data Subjest Fosdback authenticated data subjects about Personal Data (PD) the organization
3.1(5) identity of the Data Subject. Functional | Intersects With PRI-06.4 |collects, receives, processes, stores, transmits, shares, updates 8
SUBJECT Management ,
and/or disposes
Where the Controller has reasonable doubts concerning the identity of the exist to utilize consumer. to verify
AIGHTSOF DATA | @1ural peraon making the request or information, the Controller may Data Subject a data subject's identity, prior to taking action to disclose, share,
3.1(5) request the provision of additional information necessary to confirm the Functional | Intersects With o PRI-06.8 |correct, amend and/or delete Personal Data (PD). 8
SUBJECT A Authentication
identity of the Data Subject.
The information to be provided to Data Subject may be provided in exist to craft and todata
216 RIGHTS OF DATA | combination with standarcized icons n ordor togive inan easly visible, Functionat | intersacts with Data Subject bRty |sublectsinamanner that is concise, unambiguous and s
SUBJECT intelligible and clearly legible manner a meaningful overview of the Communications understandable by a reasonable person.
intended Where the icons are presented they
Prior to collecting Personal Data from a Data Subject, the Controller shall Mechanisms exist to:
RIGHTS OF DATA | Provide the Data Subject with all the following information: (1) Make data privacy notice(s) available to individuals upon first
3107) Functional | SubsetOf | Data Privacy Notice PRI-02 with an organization and as 10

SUBJECT

(2) Ensure that data privacy notices are clear and easy-to-understand,

relevant about how Personal Data (PD) is
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3.1(7)(a)

RIGHTS OF DATA
SUBJECT

the identity and the contact details of the Controller;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(b)

RIGHTS OF DATA
SUBJECT

the contact details of the Data Protection Officer;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(c)

RIGHTS OF DATA
SUBJECT

the purpose(s) of the processing for which the Personal Data are intended
as well as the legal basis for the processing;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(d)

RIGHTS OF DATA
SUBJECT

the legitimate interests pursued by the Controller or by a third party;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as v
(2) Ensure that data privacy notices are clear and easy-to-understand,

relevant about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(e)

RIGHTS OF DATA
SUBJECT

the recipients or categories of recipients of the Personal Data, if any;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(f)

RIGHTS OF DATA
SUBJECT

where applicable, the fact that the Controller intends to transfer Personal
Data to a third country or it i ion and the
absence of an adequacy decision by The Agency;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(g)

RIGHTS OF DATA
SUBJECT

the period for which the Personal Data will be stored, or if that is not
possible, the criteria used to determine that period;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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3.1(7)(h)

RIGHTS OF DATA
SUBJECT

the existence of the right to request from the Controller access to and
rectification or erasure of Personal Data or restriction of processing
concerning the Data Subject or to object to processing as well as the right
to Data Portability;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the

locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(i)

RIGHTS OF DATA
SUBJECT

the existence of the right to withdraw consent at any time, without
affecting the lawfulness of processing based on consent before its
withdrawal;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)()

RIGHTS OF DATA
SUBJECT

the right to lodge a complaint with a relevant authorit

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(k)

RIGHTS OF DATA
SUBJECT

whether the provision of Personal Data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as well
as whether the Data Subject is obliged to provide the Personal Data and of
the possible consequences of failure to provide such dat

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an i and as v
(2) Ensure that data privacy notices are clear and easy-to-understand,

relevant about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

317

RIGHTS OF DATA
SUBJECT

the existence of automated decision-making, including profiling and, at
least, in those cases, meaningful information about the logic involved, as
well as the and the envisaged of such
processing for the Data Subject;

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(m)

RIGHTS OF DATA
SUBJECT

Where the Controller intends to further process the Personal Data for a
purpose other than that for which the Personal Data were collected, the
controller shall provide the Data Subject prior to that further processing
with information on that other purpose, and with any relevant further
information; and

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.

3.1(7)(n)

RIGHTS OF DATA
SUBJECT

Where applicable, that the Controller intends to transfer Personal Data to
arecipient in a foreign country or international organization and the
existence or absence of an adequacy decision by The Agency.

Functional

Subset Of

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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RIGHTS OF DATA

Where Personal Data are transferred to a foreign country or to an
international organization, the Data Subject shall have the right to be
informed of the appropriate safeguards for data protection in the foreign
country. The Data Subject shall have the right to obtain from the Controller
without undue delay the rectification of inaccurate Personal Data
concerning him o her. Considering the purposes of the processing, the
Data Subject shall have the right to have incomplete Personal Data
completed, including by means of providing a supplementary statement.

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i with an organi and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable

3.1(8) i Functional | SubsetOf | Data Privacy Notice PRI-02 |statutory, regulatory and contractual obligations; 10
(4) Define the scope of PD processing activities, including the
locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
Where Personal Data are transferred to a foreign country or to an Mechanisms exist to document Personal Data (PD) processing
international organization, the Data Subject shall have the right to be activities that covers collection, receiving, processing, storage,
informed of the appropriate safeguards for data protection in the foreign transmission, sharing, updating and/or disposal actions with sufficient
country. The Data Subject shall have the right to obtain from the Controller detail to demonstrate conformity with applicable statutory, regulatory
without undue delay the rectification of inaccurate Personal Data and contractual requirements.
concerning him or her. Considering the purposes of the processing, the
Data Subject shall have the right to have incomplete Personal Data
completed, including by means of providing a supplementary statement. :
3.1(8) RIGHTS OF DATA ’ 8oy ? 84 5P Y Functional Subset Of Documenting Data PRI-14 10
SUBJECT Processing Activities
Where Personal Data are transferred to a foreign country or to an Mechanisms exist to provide data subjects with an accounting of
international organization, the Data Subject shall have the right to be disclosures of their Personal Data (PD) controlled by:
informed of the appropriate safeguards for data protection in the foreign (1) The organization; and/or
country. The Data Subject shall have the right to obtain from the Controller (2) Relevant third-parties that their PD was shared with.
without undue delay the rectification of inaccurate Personal Data
him or her. C the purposes of the , the
Data Subject shall have the right to have incomplete Personal Data
completed, including by means of providing a supplementary statement.
3.1(8) RIGHTS OF DATA " oo ? 88 suep i Functional Subset Of Accounting of PRI-14.1 10
SUBJECT Disclosures
Where Personal Data are transferred to a foreign country or to an Mechanisms exist to notify data subjects of applicable legal requests
international organization, the Data Subject shall have the right to be to disclose Personal Data (PD).
informed of the appropriate safeguards for data protection in the foreign
.
SUBJECT Request To Data Subject
him or her. C the purposes of the , the
Data Subject shall have the right to have incomplete Personal Data
completed, including by means of providing a supplementary statement.
The Data Subject shall have the right to request the Controller to delete exist to provide data subjects the ability to:
Personal Data without delay, and the Controller shall delete Personal Data (1) Access their Personal Data (PD) that is being processed, stored and
where one of the following grounds applies: shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
3.1(9) RIGHTS OF DATA Functional | Subset Of Data Subject PRI-06  [through gvan:’ngpaccess' ! 10
SUBJECT Empowerment P o
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the sourcels) of their PD:
the Personal Data are no longer necessary in relation to the purposes for Mechanisms exist to:
which they were collected or processed; (1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulill the purpose(s) identified in the notice or as
3.1(9)(a) RIGHTS OF DATA Functional |Intersectswith| _"crsonatData (PD) PRI-05 fzfﬁ'i;fozlquaesm erases, and/or anonymizes the PD, regardless 5
SUBJECT Retention & Disposal - - g :
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
the Personal Data are no longer necessary in relation to the purposes for exist to provide data subjects the ability to:
which they were collected or processed; (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
3.1(9)(a) RIGHTS OF DATA Functional | Intersects With Data Subject pRi-0g | disposed; 5
SUBJECT Empowerment (3) Obtain the source(s) of their PD;
(4) Obain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
the Data Subject withdraws consent on which the processing is based; Mechanisms exist to allow data subjects to revoke consent to collect,
receive, process, store, transmit, share and/or update their Personal
Data (PD).
3.1(9)(b) R‘G:Li?EFc?ATA Functional | Intersects With Revoke Consent PRI-03.4 5
the Data Subject withdraws consent on which the processing is based; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
3.1(9)(b) RIGHTS OF DATA Functional | Intersects With Data Subject pri-og | disposed; 8
SUBJECT Empowerment (3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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3.1(9)(c)

RIGHTS OF DATA
SUBJECT

the Data Subject objects to the processing and there are no overriding
legitimate grounds for the processing;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared. except where the burden. risk or expense of providing access

3.1(9)(d)

RIGHTS OF DATA
SUBJECT

the Personal Data have been unlawfully processed; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1(9)(e)

RIGHTS OF DATA
SUBJECT

the Personal Data must be erased for compliance with a legal obligation in
Nigeria.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.1(9)(e)

RIGHTS OF DATA
SUBJECT

the Personal Data must be erased for compliance with a legal obligation in
Nigeria.

Functional

Intersects With

Right to Erasure

PRI-06.5

Mechanisms exist to maintain a process to erase a data subject's
Personal Data (PD), in with applicable laws,
and contractual obligations pertaining to the retention of their PD.

3.1(10)

RIGHTS OF DATA
SUBJECT

The Controller who has made the Personal Data public and is obliged to
delete the Personal Data shall, take all reasonable steps, to inform
Controllers processing the Personal Data of the Data Subject’s request.

Functional

Intersects With

Obligation To Inform
Third-Parties

PRI-07.3

exist to inform applicable third-p ofany
modification, deletion or other change that affects shared Personal
Data (PD).

3.1(11)

RIGHTS OF DATA
SUBJECT

The Data Subject shall have the right to obtain from the Controller
restriction of processing where one of the following applies:

Functional

Subset Of

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would b i to the benefit offered to the data subiect

3.1(11)(a)

RIGHTS OF DATA
SUBJECT

The accuracy of the Personal Data is contested by the Data Subject for a
period enabling the Controller to verify the accuracy of the Personal Data;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
wouldb i to the benefit offered to the data subiect

3.1(11)(b)

RIGHTS OF DATA
SUBJECT

The processing is unlawful, and the Data Subject opposes the erasure of
the Personal Data and requests the restriction of their use instead;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

31(11)(e)

RIGHTS OF DATA
SUBJECT

The Controller no longer needs the Personal Data for the purposes of the
processing, but they are required by the Data Subject for the
establishment, exercise or defence of legal claims; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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The Data Subject has objected to processing, pending the verification
whether the legitimate grounds of the Controller override those of the Data
Subject.

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or

3.4(11)(d) RIGHTS OF DATA Functional ~ |Intersects With Data Subject PRI-06 |disposed; 8
SUBJECT Empowerment
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
Where processing has been restrioted such Personal Data shall, except for Mechanisms exist to restrict collecting, receiving, processing, storing,
storage, only be processed with the Data Subject's consent or for the transmitting, sharing and/or updating Personal Data (PD) to:
establishment, exercise or defence of legal claims or for the protection of (1) The purpose(s) originally collected, consistent with the data privacy
the rights of another natural or legal person or for reasons of important notice(s);
public interest in Nigeria. (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
contractual obligations.
31(12) RIGHTS OF DATA Functional [ Intersects with| US2E@ Restrietions of | g o 4 8
SUBJECT Personal Data (PD)
The Controller shall communicate any rectification or erasure of Personal Mechanisms exist to maintain a process to efficiently and effectively
Data or restriction to each recipient to whom the Personal Data have been respond to requests, complaints, concers and/or questions from
disclosed, unless this proves impossible or involves disproportionate authenticated data subjects about Personal Data (PD) the organization
effort. The controller shall inform the Data Subject about those recipients if collests, receives, processes, stores, transmits, shares, updates
the Data Subject requests t. and/or disposes.
3.1(13) R‘G:LSB?EZ?ATA Functional |Intersects With| D@ ;::‘:;;;:‘:b“k PRI-06.4 5
The Data Subject shall have the right to receive the Personal Data
concerning him or her, which he or she has provided to a controller, in a
AIGHTS OF DATA | StTctured, commonty used and machine-readable format, and have the Mechanisms exist to format exports of Personal Data (PD) ina
31(14) i tight to transmit those data to another controller without hindrance from | Functional | Intersects With|  Data Portability PRI-06.6 [structured, machine-readable format that allows data subjects to 8
the controller to which the Personal Data have been provided, where: transfer their PD to another controller without hindrance.
The Data Subject shall have the right to receive the Personal Data
RIGHTS OF DATA | cOneeming him or her, which he or she has provided to a controller, in a Personal Data (PD) Mechanisms exist to export a data subject's available Personal Data
31(14) structured, commonly used and machine-readable format, and have the |  Functional | Intersects With PRI-06.7 8
SUBJECT A " g Exports (PD) in a readily usable format, upon an authenticated request.
tight to transmit those data to another controller without hindrance from
the controller to which the Personal Data have been provided. where:
The processing is based on consent, or Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
e RIGHTS OF DATA Functional | ntersects With|  Data Subjot Consant | pRi.gg _|{iSP0saLoftheir Personal Data (PD), whero the data subject is .
SUBJECT provided, prior o collection, with:
(1) Plain language explaining the potential data privacy risks of the
Ona contract, and Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
3.1(14)(b) RIGHTS OF DATA Functional. | ntersectsWith|  Data Subject Consont | PRz |iSPOSaLof their Personal Data (PD), whero the data subject is R
SUBJECT provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the
The processing is carried out by automated means. Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior o collection, with:
31(14)(c) RIGHTS OF DATA Functional | ntersocts With|  Data Subject Gonsent | pRiog |(1)Piain anguage explaining the potential data privacy isks of the s
SUBJECT authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
applicable statutory, regulatory and contractual obligations.
In exercising his right to Data Portability, the Data Subject shall have the exist to provide data subjects the ability to:
right to have the Personal Data transmitted directly from one controller to (1) Access their Personal Data (PD) that is being processed, stored and
another, where technically feasible. Provided that this right shall not apply shared, except where the burden, risk or expense of providing access
to processing necessary for the performance of a task carried out in the would be disproportionate to the benefit offered to the data subject
31015) RIGHTS OF DATA public interest or in the exercise of official authority vested in the Functional | Intersects With Data Subject PRI-06 through granting access; B ) ) 3
SUBJECT Controller. Empowerment (2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD beine collected. received.
In exercising his right to Data Portability, the Data Subject shall have the
right to have the Personal Data transmitted directly from one controller to
another, where technically feasible. Provided that this right shall not apply
RGHTSOF DATA | rarest o e verse st svnary oo | Mechanisms it t ormat export of Prsonal Data (°D) na
3.1(15) Functional ~ [Intersects With|  Data Portability PRI-06.6 |structured, machine-readable format that allows data subjects to 3
SUBJECT Controller. : ‘
transfer their PD to another controller without hindrance.
The exercise of the foregoing rights shall be in conformity with Mechanisms exist to facilitate the identification and implementation of
constitutionally guaranteed principles of law for the general protection and relevant statutory, regulatory and contractual controls.
enforcement of fundamental rights.
3.(16) RIGHTS OF DATA Functional | Subsetor | Statutom.Regulatory& | op o 10

SUBJECT

Contractual Compliance
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IMPLEMENTATION No
44 Functional N/A N/A N/A 0
MECHANISMS unetional | g tationship
All public and private organizations in Nigeria that control data of natural Mechanisms exist to facilitate the identification and implementation of
persons shall, within three (3) months after the date of the issuance of this relevant statutory, regulatory and contractual controls.
IMPLEMENTATION Statutory, Regulatory &
a1 Regulation, make available to the general public ther respective data Functional | intersects witn| Stetuton: Regutatory opLon R
MECHANISMS [ protection Policies; these Policies shall be inconformity with this Contractual Compliance
Regulation.
MPLEMENTATION _|EVery Data Controller shalt designate a Data Protection Officer forthe Dot Protection Officar Mechanisms exist to appoint a Data Protection Officer (DPO):
41(2) MECHANIGMS, | |PuTPose of ensuring adherence to this Regulation, elevant data privacy Functional | Intersects With 1or0) PRI-01.4 (1) Based on professional qualifications; and 8
and data protection directives of the Data Controller: provided (2)To be involved in all issues related to how Personal Data (PD) is
) IMPLEMENTATION | A Data Controlleror Processor shall ensure continuous capacity buitding. | ¢ 1™ 0 C ™ D T [ Mechanisms exist o facilate the implementation and operation of o
MECHANISMS ___|for Data Protection Officers and the generality of her personnel involved in data protection controls throughout the data lifecyle to ensure all
The Agency shall by this Regulation register and license Data Protection
IMPLEMENTATION | ComPliance Organisations (DPCOs) who shall on behalf of the Agency Register As A Data Mechanisms exist to register as a data controller and/or data
41(4) MEoHANISMS, | monitor, audit, conduct training and data protection compliance Functional |Intersects With| Controller and/orData | PRI-15 |processor, including registering databases containing Personal Data 5
consulting to all Data Controllers under this Regulation. The DPCOS shall Processor (PD) with the appropriate Data Authority, when necessary.
be subiect to and Directives of NITDA issued from time to time.
Within six (6) months after the date of issuance of this Regulations, each exist to conduct to security,
IMPLEMENTATION | €aization shall conduct a detailed auditof its privacy and data compliance and/or resilience capability conformity with applicable
4(5) MECHANISMS | Protection practices with at least each audit stating: Functional | Intersects With| Conformity Assessment | CPL-01.4 | cybersecurity and data protection laws, regulations and/or contractual 8
obligations.
personally h collects on exist to conduct to security,
aie IMPLEMENTATION | of the organization and members of the public; functional | Subsetof | Conformity Asssssment | GpLLo1.4 | coMPliance and/o resilionce capabilty onformity with applicable o
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
any purpose for which the personally identifiable information is collected; exist to conduct to security,
compliance and/or resilience capability conformity with applicable
IMPLEMENTATION
16 Functional | SubsetOf | Gonformity Assessment | GPLo1.4 |CYPerSecUrity and data protection laws, regulations and/or contractual 0
MECHANISMS obligations.
any notice given to individuals regarding the collection and use of personal exist to conduct to security,
IMPLEMENTATION ;
15 information relating to that individual; Functional | SubsetOf | Gonformity Assessment | GPLo1.4 |CoMPliance andfor esiience capability conformity with applicable 0
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
any access given to individuals to review, amend, correct, supplement, or exist to conduct to security,
IMPLEMENTATION ;
o delete personal information relating to that individual; Functional | SubsetOf | Gonformity Assessment | GPLo1.4 |CoMPliance andfor resiience capability conformity with applicable 0
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
Wwhether or not consent is obtained from an individual before personally exist to conduct to security,
IMPLEMENTATION
15 is collected, used, or disclosed and Functional | SubsetOf | Gonformity Assessment | GpLo1.4 | oMPliance andorresilience capabilty conformity with applicable 0
MECHANISMS  |any method used to obtain consent; cybersecurity and data protection laws, regulations and/or contractual
the policies and practices of the organization for the security of personally exist to conduct to security,
IMPLEMENTATION ;
o identifiable information; Functional | SubsetOf | Gonformity Assessment | GpLo1.4 | oMPliance andlor resilience capabilty conformity with applicable o
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
the policies and practices of the organization for the proper use of exist to conduct to security,
IMPLEMENTATION ion; ity wi
o personally identifiable information; Functional | SubsetOf | Conformity Assessment |  CPLO14 e and/or reslience capability conformity with applicable o
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
organization policies and procedures for privacy and data protection; exist to conduct to security,
IMPLEMENTATION i ity wi
2160 Functional | SubsetOf | Conformity Assessment | CPL-01.4 |COMPUiance and/or resilience capability conformity with applicable 10
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
the policies and ofthe ion for and exist to conduct to security,
IMPLEMENTATION ; i ity wi
a1 reporting violations of privacy and data protection policies; and Functional | SubsetOf | Gonformity Assessment | GPLio1.4 |ComPliance andfor esiience capability conformity with applicable o
MECHANISMS and data protection laws, regulations and/or contractual
the policies and procedures of the organization for assessing the impact of exist to conduct to security,
IMPLEMENTATION . i ity wi
415 technologies on the stated privacy and security policies. Functional | SubsetOf | Gonformity Assessment | GPLio1.4 |ComPliance andfor esiience capability conformity with applicable o
MECHANISMS cybersecurity and data protection laws, regulations and/or contractual
Where a Data Controller processes the Personal Data of more than 1000 in Socuriy, Compliancod. Mechanisms exist to submit status reporting of the organization's
IMPLEMENTATION ini .
416 aperiod of six months, a soft copy of the summary of the audit containing | ¢ o f | SERE PO R Gov.ty |security, compliance and/or resilience program to applicable statutory R
MECHANISMS  |information stated in 4.1(5) shall be submitted to the Agency. Repertivg and/or regulatory authorities, as required.
On annual basis, a Data Controller who processed the Personal Data of Socurity, Gompliance & Mechanisms exist to submit status reporting of the organization's
IMPLEMENTATION i
1) more than 2000 Data Subjects in a period of 12 months shall, not later Functional | intersactswith ] Bosonon Seate Gov.ty |security, compliance andor resilience program to applicable statutory R
MECHANISMS | than the 15th of March of the following year, submit a summary of its data e and/or regulatory authorities, as required.
brotection audit to the Agency. The data protection audit shall contain porting
The mass media and the civil society shall have the right to uphold
IMPLEMENTATION  |accountability and foster the objectives of this Regulation. § No
48 Functional N/A N/A N/A 0
& MECHANISMS Relationship
See FDE for details.
ADMINISTRATIVE No
42 Functional N/A N/A N/A 0
REDRESS PANEL Relationship
In relation to foreign countries and international organizations, the Agency
LOCALAND and relevant authorities shall take appropriate steps to: o
43 INTERNATIONAL Functional | -t N/A N/A N/A 0
COOPERATION b
2 LOCALAND Develop international cooperation mechanisms to facilitate the effective | ¢ o No A A A N
INTERNATIONAL of legislation for the protection of Personal Data;
LOCALAND Provide mutual inthe of legislation N No
430 Functional N/A N/A N/A 0
©) INTERNATIONAL __|for the protetion of Personal Data. including through i
LOCAL AND Engage relevant stakeholders in discussion and activities aimed at o
4.3(c) INTERNATIONAL furthering in of legislation for Functional Relationshij N/A N/A N/A ]
COOPERATION __| the protection of Personal Data: and 2
LOCAL AND Promote the exchange and documentation of Personal Data protection o
4.3(d) INTERNATIONAL legislation and practice, including on jurisdictional conflicts with third Functional | o N/A N/A N/A 0
COOPERATION __|countries. 2
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