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1.1
OBJECTIVES OF THE 

REGULATION
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

1.2
SCOPE OF THE 
REGULATION

See FDE for details.
Functional

No 
Relationship

N/A N/A N/A 0

1.3 DEFINITIONS
See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

2.1
GOVERNING PRINCIPLES 

OF DATA PROCESSING

N/A
Functional

No 
Relationship

N/A N/A N/A 0

2.1(1)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

In addition to the procedures laid down in this Regulation or any other 
instrument for the time being in force, Personal Data shall be: Functional

No 
Relationship

N/A N/A N/A 0

2.1(1)(a)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

collected and processed in accordance with specific, legitimate and lawful 
purpose consented to by the Data Subject; provided that:

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

2.1(1)(a)(i)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

a further processing may be done only for archiving, scientific research, 
historical research or statistical purposes for public interest;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

2.1(1)(a)(ii)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

any person or entity carrying out or purporting to carry out data processing 
under the provision of this paragraph shall not transfer any Personal Data 
to any person;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

2.1(1)(b)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

adequate, accurate and without prejudice to the dignity of human person;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.1(1)(c)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

stored only for the period within which it is reasonably needed, and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

2.1(1)(d)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

secured against all foreseeable hazards and breaches such as theft, 
cyberattack, viral attack, dissemination, manipulations of any kind, 
damage by rain, fire or exposure to other natural elements.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

2.1(2)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

Anyone who is entrusted with Personal Data of a Data Subject or who is in 
possession of the Personal Data of a Data Subject owes a duty of care to 
the said Data Subject;

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls. 5

2.1(3)
GOVERNING PRINCIPLES 

OF DATA PROCESSING

Anyone who is entrusted with Personal Data of a Data Subject or who is in 
possession of the Personal Data of a Data Subject shall be accountable 
for his acts and omissions in respect of data processing, and in 
accordance with the principles contained in this Regulation.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

8

2.2 LAWFUL PROCESSING
Without prejudice to the principles set out in this Regulation, processing 
shall be lawful if at least one of the following applies:

Functional
No 

Relationship
N/A N/A N/A 0

2.2(a) LAWFUL PROCESSING

the Data Subject has given consent to the processing of his or her Personal 
Data for one or more specific purposes;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.2(c) LAWFUL PROCESSING

processing is necessary for compliance with a legal obligation to which the 
Controller is subject;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.2(d) LAWFUL PROCESSING

processing is necessary in order to protect the vital interests of the Data 
Subject or of another natural person, and

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.2(e) LAWFUL PROCESSING

processing is necessary for the performance of a task carried out in the 
public interest or in exercise of official public mandate vested in the 
controller;

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

5

2.3 PROCURING CONSENT

N/A

Functional
No 

Relationship
N/A N/A N/A 0

2.3(1) PROCURING CONSENT
No data shall be obtained except the specific purpose of collection is 
made known to the Data Subject;

Functional Intersects With Data Privacy Notice PRI-02
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 

8

2.3(1) PROCURING CONSENT

No data shall be obtained except the specific purpose of collection is 
made known to the Data Subject;

Functional Intersects With Purpose Specification PRI-02.1

Mechanisms exist to ensure data privacy notices identify the 
purpose(s) for which Personal Data (PD) is collected, received, 
processed, stored, transmitted and/or shared.

8

2.3(1) PROCURING CONSENT
No data shall be obtained except the specific purpose of collection is 
made known to the Data Subject; Functional Intersects With

Authority To Collect, 
Process, Store & Share 

Personal Data (PD)
PRI-04.1

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, 
share, update and/or dispose Personal Data (PD), either generally or in 

8

2.3(2) PROCURING CONSENT

Data Controller is under obligation to ensure that consent of a Data 
Subject has been obtained without fraud, coercion or undue influence; 
accordingly:

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:

5
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2.3(2)(a) PROCURING CONSENT

where processing is based on consent, the Controller shall be able to 
demonstrate that the Data Subject has consented to processing of his or 
her Personal Data and the legal capacity to give consent;

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

2.3(2)(b) PROCURING CONSENT

if the Data Subject's consent is given in the context of a written declaration 
which also concerns other matters, the request for consent shall be 
presented in a manner which is clearly distinguishable from the other 
matters, in an intelligible and easily accessible form, using clear and plain 
language. Any part of such a declaration which constitutes an infringement 
of this Regulation shall not be binding on the Data Subject;

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

2.3(2)(c) PROCURING CONSENT

prior to giving consent, the Data Subject shall be informed of his right and 
method to withdraw his consent at any given time. However, the 
withdrawal of consent shall not affect the lawfulness of processing based 
on consent before its withdrawal;

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

2.3(2)(d) PROCURING CONSENT

when assessing whether consent is freely given, utmost account shall be 
taken of whether the performance of a contract, including the provision of 
a service, is conditional on consent to the processing of Personal Data that 
is not necessary (or excessive) for the performance of that contract; and

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

2.3(2)(e) PROCURING CONSENT

where data may be transferred to a third party for any reason whatsoever

Functional Subset Of Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

10

2.4
DUE DILIGENCE AND 

PROHIBITION OF 
IMPROPER MOTIVES

N/A

Functional
No 

Relationship
N/A N/A N/A 0

2.4(a)
DUE DILIGENCE AND 

PROHIBITION OF 
IMPROPER MOTIVES

No consent shall be sought, given or accepted in any circumstance that 
may engender direct or indirect propagation of atrocities, hate, child rights 
violation, criminal acts and anti-social conducts;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 

8

2.4(b)
DUE DILIGENCE AND 

PROHIBITION OF 
IMPROPER MOTIVES

A party to any data processing contract, other than an individual Data 
Subject, shall take reasonable measures to ensure the other party does 
not have a record of violating the principles set out in Part 3 and he is 
accountable to NITDA or a regulatory authority for data protection within or 

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.4(c)
DUE DILIGENCE AND 

PROHIBITION OF 
IMPROPER MOTIVES

In this Part, “a party” shall include directors, shareholders, servants and 
privies of the contracting party; and record shall include report of public 
records and reports in credible news media. Accordingly, the distinction 
between legal and natural persons for the purpose of limiting due diligence 
is irrelevant.

Functional
No 

Relationship
N/A N/A N/A 0

2.5
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

Notwithstanding anything contrary in this Regulation or any instrument for 
the time being in force, any medium through which Personal Data is being 
collected or processed shall display a simple and conspicuous privacy 
policy that the class of Data Subject being targeted can understand. The 
privacy policy shall in addition to any other relevant information contain 

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 

10

2.5(a)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

what constitutes the Data Subject’s consent;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(b)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

description of collectable personal information;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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2.5(c)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

purpose of collection of Personal Data;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(d)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

technical methods used to collect and store personal information, cookies, 
JWT, web tokens etc.;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(e)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

access (if any) of third parties to Personal Data and purpose of access;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(f)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

a highlight of the principles stated in Part 2;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(g)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

available remedies in the event of violation of the privacy policy;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(h)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

the time frame for remedy; and

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

2.5(i)
PUBLICITY AND CLARITY 

OF PRIVACY POLICY

provided that no limitation clause shall avail any Data Controller who acts 
in breach of the principles set out in this Regulation.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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2.6 DATA SECURITY

Anyone involved in data processing or the control of data shall develop 
security measures to protect data; such measures include but not limited 
to protecting systems from hackers, setting up firewalls, storing data 
securely with access to specific authorized individuals, employing data 
encryption technologies, developing organizational policy for handling 
Personal Data (and other sensitive or confidential data), protection of 
emailing systems and continuous capacity building for staff.

Functional Intersects With
Security of Personal Data 

(PD)
PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical 
and physical security safeguards that are sufficient and appropriately 
scoped to protect the confidentiality and integrity of the PD.

8

2.6 DATA SECURITY

Anyone involved in data processing or the control of data shall develop 
security measures to protect data; such measures include but not limited 
to protecting systems from hackers, setting up firewalls, storing data 
securely with access to specific authorized individuals, employing data 
encryption technologies, developing organizational policy for handling 
Personal Data (and other sensitive or confidential data), protection of 
emailing systems and continuous capacity building for staff.

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate. 5

2.7
THIRD PARTY DATA 

PROCESSING 
CONTRACT

Data processing by a third party shall be governed by a written contract 
between the third party and the Data Controller. Accordingly, any person 
engaging a third party to process the data obtained from Data Subjects 
shall ensure adherence to this Regulation. Functional Intersects With

Data Privacy 
Requirements for 

Contractors & Service 
Providers

PRI-07.1

Mechanisms exist to include data privacy requirements in contracts 
and other acquisition-related documents that establish data privacy 
roles and responsibilities for contractors and service providers.

8

2.8
OBJECTIONS BY THE 

DATA SUBJECT

The right of a Data Subject to object to the processing of his data shall 
always be safeguarded. Accordingly, a Data Subject shall have the option 
to:

Functional Subset Of
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

10

2.8(a)
OBJECTIONS BY THE 

DATA SUBJECT

object to the processing of Personal Data relating to him which the Data 
Controller intend to process for the purpose of marketing;

Functional Intersects With Revoke Consent PRI-03.4

Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

5

2.8(a)
OBJECTIONS BY THE 

DATA SUBJECT

object to the processing of Personal Data relating to him which the Data 
Controller intend to process for the purpose of marketing; Functional Intersects With

Data Subject 
Empowerment

PRI-06
Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 

5

2.8(b)
OBJECTIONS BY THE 

DATA SUBJECT

be expressly and manifestly offered the mechanism for objection to any 
form of data processing free of charge.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

5

2.9
ADVANCEMENT OF 
RIGHT TO PRIVACY

Notwithstanding anything to the contrary in this Regulation, the privacy 
right of a Data Subject shall be interpreted for the purpose of advancing 
and never for the purpose of restricting the safeguards Data Subject is 
entitled to under any data protection instrument made in furtherance of 
fundamental rights and the Nigerian laws. Functional Intersects With

Reasonable Data Privacy 
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

2.10 PENALTY FOR DEFAULT

Any person subject to this Regulation who is found to be in breach of the 
data privacy rights of any Data Subject shall be liable, in addition to any 
other criminal liability, to the following: Functional

No 
Relationship

N/A N/A N/A 0

2.10(a) PENALTY FOR DEFAULT
in the case of a Data Controller dealing with more than 10,000 Data 
Subjects, payment of the fine of 2% of Annual Gross Revenue of the 
preceding year or payment of the sum of 10 million Naira, whichever is 

Functional
No 

Relationship
N/A N/A N/A 0

2.10(b) PENALTY FOR DEFAULT

in the case of a Data Controller dealing with less than 10,000 Data 
Subjects, payment of the fine of 1% of the Annual Gross Revenue of the 
preceding year or payment of the sum of 2 million Naira, whichever is 
greater.

Functional
No 

Relationship
N/A N/A N/A 0

2.11
TRANSFER TO A FOREIGN 

COUNTRY

Any transfer of Personal Data which is undergoing processing or is 
intended for processing after transfer to a foreign country or to an 
international organisation shall take place subject to the other provisions 
of this Regulation and the supervision of the Honourable Attorney General 

Functional Intersects With
Transfer of Sensitive 

and/or Regulated Data
DCH-25

Mechanisms exist to restrict and govern the transfer of sensitive and/or 
regulated data to third-countries or international organizations.

8

2.11
TRANSFER TO A FOREIGN 

COUNTRY

Any transfer of Personal Data which is undergoing processing or is 
intended for processing after transfer to a foreign country or to an 
international organisation shall take place subject to the other provisions 
of this Regulation and the supervision of the Honourable Attorney General 
of the Federation (HAGF). Accordingly:

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

8

2.11(a)
TRANSFER TO A FOREIGN 

COUNTRY

a transfer of Personal Data to a foreign country or an international 
organization may take place where the Agency has decided that the foreign 
country, territory or one or more specified sectors within that foreign 
country, or the international organization in question ensures an adequate 
level of protection;

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

8

2.11(b)
TRANSFER TO A FOREIGN 

COUNTRY

the HAGF shall take into consideration the legal system of the foreign 
country particularly in the areas of rule of law, respect for human rights 
and fundamental freedom, relevant legislation, both general and sectoral, 
including public security, defence, national security and criminal law and 
the access of public authorities to Personal Data;

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

8

2.11(c)
TRANSFER TO A FOREIGN 

COUNTRY

implementation of such legislation, data protection rules, professional 
rules and security measures, including rules for the onward transfer of 
Personal Data to another foreign country or international organization 
which are complied with in that country or international organization, 
caselaw, as well as effective and enforceable Data Subject rights and 

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

8

2.11(d)
TRANSFER TO A FOREIGN 

COUNTRY

the existence and effective functioning of one or more independent 
supervisory authorities in the foreign country or to which an international 
organization is subject, with responsibility for ensuring and enforcing 
compliance with the data protection rules, including adequate 
enforcement powers, for assisting and advising the Data Subjects in 
exercising their rights and for cooperation with the relevant authorities in 
Nigeria; and

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data. 8

2.11(e)
TRANSFER TO A FOREIGN 

COUNTRY

the international commitments of the foreign country or international 
organization concerned has entered into, or other obligations arising from 
legally binding conventions or instruments as well as from its participation 
in multilateral or regional systems, particularly in relation to the protection 
of Personal Data.

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data. 8
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2.12
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

In the absence of any decision by The Agency or HAGF as to the adequacy 
of safeguards in a foreign country, a transfer or a set of transfers of 
Personal Data to a foreign country or an international organisation shall 
take place only on one of the following conditions:

Functional Intersects With
Binding Corporate Rules 

(BCR)
PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules 
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged 
in a joint economic activity that contractually states enforceable rights 
on data subjects with regard to the processing of their personal data.

5

2.12(a)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

that the Data Subject has explicitly consented to the proposed transfer, 
after having been informed of the possible risks of such transfers;

Functional Intersects With
Information Sharing With 

Third Parties
PRI-07

Mechanisms exist to disclose Personal Data (PD) to third-parties only 
for the purposes identified in the data privacy notice and with the 
implicit or explicit consent of the data subject. 8

2.12(a)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

that the Data Subject has explicitly consented to the proposed transfer, 
after having been informed of the possible risks of such transfers;

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:

8

2.12(b)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

the transfer is necessary for the performance of a contract between the 
Data Subject and the Controller or the implementation of precontractual 
measures taken at the Data Subject's request;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

2.12(c)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

the transfer is necessary for the conclusion or performance of a contract 
concluded in the interest of the Data Subject between the Controller and 
another natural or legal person;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

2.12(d)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

the transfer is necessary for important reasons of public interest;

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

2.12(e)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

the transfer is necessary for the establishment, exercise or defence of legal 
claims; and

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

2.12(f)
EXCEPTIONS IN RESPECT 

OF TRANSFER TO A 
FOREIGN COUNTRY

the transfer is necessary in order to protect the vital interests of the Data 
Subject or of other persons, where the Data Subject is physically or legally 
incapable of giving consent; Provided, in all circumstances, that the Data 
Subject has been manifestly made to understand through clear warnings of 

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

8

3.1
RIGHTS OF DATA 

SUBJECT

N/A

Functional
No 

Relationship
N/A N/A N/A 0

3.1(1)
RIGHTS OF DATA 

SUBJECT
The Controller shall take appropriate measures to provide any information 
relating to processing to the Data Subject in a concise, transparent, 

Functional Intersects With Data Privacy Notice PRI-02
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 

5

3.1(2)
RIGHTS OF DATA 

SUBJECT

If the Controller does not act on the request of the Data Subject, the 
Controller shall inform the Data Subject without delay and at the latest 
within one month of receipt of the request of the reasons for not taking 
action and on the possibility of lodging a complaint with a supervisory 
authority.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

3.1(2)
RIGHTS OF DATA 

SUBJECT

If the Controller does not act on the request of the Data Subject, the 
Controller shall inform the Data Subject without delay and at the latest 
within one month of receipt of the request of the reasons for not taking 
action and on the possibility of lodging a complaint with a supervisory 
authority.

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person. 8

3.1(3)
RIGHTS OF DATA 

SUBJECT

Except as otherwise provided by any public policy or Regulation, 
information provided to the Data Subject and any communication and any 
actions taken shall be provided free of charge. Where requests from a Data 
Subject are manifestly unfounded or excessive, in particular because of 
their repetitive character, the controller may either:

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

3.1(3)(a)
RIGHTS OF DATA 

SUBJECT

Charge a reasonable fee considering the administrative costs of providing 
the information or communication or taking the action requested; or,

Functional Intersects With
Reasonable Data Privacy 

Practices
PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary 
and proportionate.

5

3.1(3)(b)
RIGHTS OF DATA 

SUBJECT

Write a letter to the Data Subject stating refusal act on the request and 
copy The Agency on every such occasion through a dedicated channel 
which shall be provided for such purpose.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 

5

3.1(4)
RIGHTS OF DATA 

SUBJECT

The Controller shall bear the burden of demonstrating the manifestly 
unfounded or excessive character of the request.

Functional Intersects With
Ability To Demonstrate 

Conformity
CPL-01.3

Mechanisms exist to ensure the organization is able to demonstrate 
security, compliance and/or resilience capability conformity with 
applicable cybersecurity and data protection laws, regulations and/or 
contractual obligations.

5

3.1(4)
RIGHTS OF DATA 

SUBJECT

The Controller shall bear the burden of demonstrating the manifestly 
unfounded or excessive character of the request.

Functional Intersects With
Justification To Reject 
Disclosure Requests

PRI-07.5

Mechanisms exist to document justifiable reasons for rejecting a data 
subject's access request for disclosure when the request is:
(1) Harassing;
(2) Repetitive;

5

3.1(5)
RIGHTS OF DATA 

SUBJECT

Where the Controller has reasonable doubts concerning the identity of the 
natural person making the request for information, the Controller may 
request the provision of additional information necessary to confirm the 
identity of the Data Subject. Functional Intersects With

Data Subject Feedback 
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

8

3.1(5)
RIGHTS OF DATA 

SUBJECT

Where the Controller has reasonable doubts concerning the identity of the 
natural person making the request for information, the Controller may 
request the provision of additional information necessary to confirm the 
identity of the Data Subject.

Functional Intersects With
Data Subject 

Authentication
PRI-06.8

Mechanisms exist to utilize reasonable consumer expectations to verify 
a data subject's identity, prior to taking action to disclose, share, 
correct, amend and/or delete Personal Data (PD). 8

3.1(6)
RIGHTS OF DATA 

SUBJECT

The information to be provided to Data Subject may be provided in 
combination with standardized icons in order to give in an easily visible, 
intelligible and clearly legible manner a meaningful overview of the 
intended processing. Where the icons are presented electronically, they 

Functional Intersects With
Data Subject 

Communications
PRI-17

Mechanisms exist to craft disclosures and communications to data 
subjects in a manner that is concise, unambiguous and 
understandable by a reasonable person.

5

3.1(7)
RIGHTS OF DATA 

SUBJECT

Prior to collecting Personal Data from a Data Subject, the Controller shall 
provide the Data Subject with all the following information:

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 

10

Secure Controls Framework (SCF) 5 of 12



Focal Document:
Reference Document: Focal Document URL:

STRM Guidance: Published STRM URL:

FDE # FDE Name Focal Document Element (FDE) Description
STRM

Rationale
STRM

Relationship
SCF Control SCF #

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Notes

Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-emea-nga-dpr-2019.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://nitda.gov.ng/wp-content/uploads/2020/11/NigeriaDataProtectionRegulation11.pdf
Nigeria - Data Protection Regulation (DPR) (2019)

3.1(7)(a)
RIGHTS OF DATA 

SUBJECT

the identity and the contact details of the Controller;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(b)
RIGHTS OF DATA 

SUBJECT

the contact details of the Data Protection Officer;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(c)
RIGHTS OF DATA 

SUBJECT

the purpose(s) of the processing for which the Personal Data are intended 
as well as the legal basis for the processing;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(d)
RIGHTS OF DATA 

SUBJECT

the legitimate interests pursued by the Controller or by a third party;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(e)
RIGHTS OF DATA 

SUBJECT

the recipients or categories of recipients of the Personal Data, if any;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(f)
RIGHTS OF DATA 

SUBJECT

where applicable, the fact that the Controller intends to transfer Personal 
Data to a third country or international organization and the existence or 
absence of an adequacy decision by The Agency;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(g)
RIGHTS OF DATA 

SUBJECT

the period for which the Personal Data will be stored, or if that is not 
possible, the criteria used to determine that period;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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3.1(7)(h)
RIGHTS OF DATA 

SUBJECT

the existence of the right to request from the Controller access to and 
rectification or erasure of Personal Data or restriction of processing 
concerning the Data Subject or to object to processing as well as the right 
to Data Portability;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(i)
RIGHTS OF DATA 

SUBJECT

the existence of the right to withdraw consent at any time, without 
affecting the lawfulness of processing based on consent before its 
withdrawal;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(j)
RIGHTS OF DATA 

SUBJECT

the right to lodge a complaint with a relevant authority;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(k)
RIGHTS OF DATA 

SUBJECT

whether the provision of Personal Data is a statutory or contractual 
requirement, or a requirement necessary to enter into a contract, as well 
as whether the Data Subject is obliged to provide the Personal Data and of 
the possible consequences of failure to provide such data;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(l)
RIGHTS OF DATA 

SUBJECT

the existence of automated decision-making, including profiling and, at 
least, in those cases, meaningful information about the logic involved, as 
well as the significance and the envisaged consequences of such 
processing for the Data Subject;

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(m)
RIGHTS OF DATA 

SUBJECT

Where the Controller intends to further process the Personal Data for a 
purpose other than that for which the Personal Data were collected, the 
controller shall provide the Data Subject prior to that further processing 
with information on that other purpose, and with any relevant further 
information; and

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(7)(n)
RIGHTS OF DATA 

SUBJECT

Where applicable, that the Controller intends to transfer Personal Data to 
a recipient in a foreign country or international organization and the 
existence or absence of an adequacy decision by The Agency.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10
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3.1(8)
RIGHTS OF DATA 

SUBJECT

Where Personal Data are transferred to a foreign country or to an 
international organization, the Data Subject shall have the right to be 
informed of the appropriate safeguards for data protection in the foreign 
country. The Data Subject shall have the right to obtain from the Controller 
without undue delay the rectification of inaccurate Personal Data 
concerning him or her. Considering the purposes of the processing, the 
Data Subject shall have the right to have incomplete Personal Data 
completed, including by means of providing a supplementary statement.

Functional Subset Of Data Privacy Notice PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first 
interacting with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is 
collected, received, processed, stored, transmitted, shared, updated 
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the 
geographic locations and third-party recipients that process the PD 
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

10

3.1(8)
RIGHTS OF DATA 

SUBJECT

Where Personal Data are transferred to a foreign country or to an 
international organization, the Data Subject shall have the right to be 
informed of the appropriate safeguards for data protection in the foreign 
country. The Data Subject shall have the right to obtain from the Controller 
without undue delay the rectification of inaccurate Personal Data 
concerning him or her. Considering the purposes of the processing, the 
Data Subject shall have the right to have incomplete Personal Data 
completed, including by means of providing a supplementary statement.

Functional Subset Of
Documenting Data 

Processing Activities
PRI-14

Mechanisms exist to document Personal Data (PD) processing 
activities that covers collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal actions with sufficient 
detail to demonstrate conformity with applicable statutory, regulatory 
and contractual requirements.

10

3.1(8)
RIGHTS OF DATA 

SUBJECT

Where Personal Data are transferred to a foreign country or to an 
international organization, the Data Subject shall have the right to be 
informed of the appropriate safeguards for data protection in the foreign 
country. The Data Subject shall have the right to obtain from the Controller 
without undue delay the rectification of inaccurate Personal Data 
concerning him or her. Considering the purposes of the processing, the 
Data Subject shall have the right to have incomplete Personal Data 
completed, including by means of providing a supplementary statement.

Functional Subset Of
Accounting of 
Disclosures

PRI-14.1

Mechanisms exist to provide data subjects with an accounting of 
disclosures of their Personal Data (PD) controlled by:
(1) The organization; and/or
(2) Relevant third-parties that their PD was shared with.

10

3.1(8)
RIGHTS OF DATA 

SUBJECT

Where Personal Data are transferred to a foreign country or to an 
international organization, the Data Subject shall have the right to be 
informed of the appropriate safeguards for data protection in the foreign 
country. The Data Subject shall have the right to obtain from the Controller 
without undue delay the rectification of inaccurate Personal Data 
concerning him or her. Considering the purposes of the processing, the 
Data Subject shall have the right to have incomplete Personal Data 
completed, including by means of providing a supplementary statement.

Functional Subset Of
Notification of Disclosure 
Request To Data Subject

PRI-14.2

Mechanisms exist to notify data subjects of applicable legal requests 
to disclose Personal Data (PD).

10

3.1(9)
RIGHTS OF DATA 

SUBJECT

The Data Subject shall have the right to request the Controller to delete 
Personal Data without delay, and the Controller shall delete Personal Data 
where one of the following grounds applies:

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 

10

3.1(9)(a)
RIGHTS OF DATA 

SUBJECT

the Personal Data are no longer necessary in relation to the purposes for 
which they were collected or processed;

Functional Intersects With
Personal Data (PD) 

Retention & Disposal
PRI-05

Mechanisms exist to: 
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as 
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless 
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure 
deletion or destruction of PD (including originals, copies and archived 
records).

5

3.1(9)(a)
RIGHTS OF DATA 

SUBJECT

the Personal Data are no longer necessary in relation to the purposes for 
which they were collected or processed;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.1(9)(b)
RIGHTS OF DATA 

SUBJECT

the Data Subject withdraws consent on which the processing is based;

Functional Intersects With Revoke Consent PRI-03.4

Mechanisms exist to allow data subjects to revoke consent to collect, 
receive, process, store, transmit, share and/or update their Personal 
Data (PD).

5

3.1(9)(b)
RIGHTS OF DATA 

SUBJECT

the Data Subject withdraws consent on which the processing is based;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8
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3.1(9)(c)
RIGHTS OF DATA 

SUBJECT

the Data Subject objects to the processing and there are no overriding 
legitimate grounds for the processing; Functional Intersects With

Data Subject 
Empowerment

PRI-06
Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 

8

3.1(9)(d)
RIGHTS OF DATA 

SUBJECT

the Personal Data have been unlawfully processed; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8

3.1(9)(e)
RIGHTS OF DATA 

SUBJECT

the Personal Data must be erased for compliance with a legal obligation in 
Nigeria.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

5

3.1(9)(e)
RIGHTS OF DATA 

SUBJECT

the Personal Data must be erased for compliance with a legal obligation in 
Nigeria.

Functional Intersects With Right to Erasure PRI-06.5

Mechanisms exist to maintain a process to erase a data subject's 
Personal Data (PD), in accordance with applicable laws, regulations 
and contractual obligations pertaining to the retention of their PD.

3

3.1(10)
RIGHTS OF DATA 

SUBJECT

The Controller who has made the Personal Data public and is obliged to 
delete the Personal Data shall, take all reasonable steps, to inform 
Controllers processing the Personal Data of the Data Subject’s request.

Functional Intersects With
Obligation To Inform 

Third-Parties
PRI-07.3

Mechanisms exist to inform applicable third-parties of any 
modification, deletion or other change that affects shared Personal 
Data (PD).

5

3.1(11)
RIGHTS OF DATA 

SUBJECT

The Data Subject shall have the right to obtain from the Controller 
restriction of processing where one of the following applies:

Functional Subset Of
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 

10

3.1(11)(a)
RIGHTS OF DATA 

SUBJECT

The accuracy of the Personal Data is contested by the Data Subject for a 
period enabling the Controller to verify the accuracy of the Personal Data;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 

8

3.1(11)(b)
RIGHTS OF DATA 

SUBJECT

The processing is unlawful, and the Data Subject opposes the erasure of 
the Personal Data and requests the restriction of their use instead;

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8

3.1(11)(c)
RIGHTS OF DATA 

SUBJECT

The Controller no longer needs the Personal Data for the purposes of the 
processing, but they are required by the Data Subject for the 
establishment, exercise or defence of legal claims; and

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8
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3.1(11)(d)
RIGHTS OF DATA 

SUBJECT

The Data Subject has objected to processing, pending the verification 
whether the legitimate grounds of the Controller override those of the Data 
Subject.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 
processed, stored and shared; 
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, 
transmitting, updated and/or sharing of their PD.

8

3.1(12)
RIGHTS OF DATA 

SUBJECT

Where processing has been restricted such Personal Data shall, except for 
storage, only be processed with the Data Subject's consent or for the 
establishment, exercise or defence of legal claims or for the protection of 
the rights of another natural or legal person or for reasons of important 
public interest in Nigeria.

Functional Intersects With
Usage Restrictions of 

Personal Data (PD)
PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing, 
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy 
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and 
contractual obligations.

8

3.1(13)
RIGHTS OF DATA 

SUBJECT

The Controller shall communicate any rectification or erasure of Personal 
Data or restriction to each recipient to whom the Personal Data have been 
disclosed, unless this proves impossible or involves disproportionate 
effort. The controller shall inform the Data Subject about those recipients if 
the Data Subject requests it.

Functional Intersects With
Data Subject Feedback 

Management
PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively 
respond to requests, complaints, concerns and/or questions from 
authenticated data subjects about Personal Data (PD) the organization 
collects, receives, processes, stores, transmits, shares, updates 
and/or disposes.

5

3.1(14)
RIGHTS OF DATA 

SUBJECT

The Data Subject shall have the right to receive the Personal Data 
concerning him or her, which he or she has provided to a controller, in a 
structured, commonly used and machine-readable format, and have the 
right to transmit those data to another controller without hindrance from 
the controller to which the Personal Data have been provided, where:

Functional Intersects With Data Portability PRI-06.6
Mechanisms exist to format exports of Personal Data (PD) in a 
structured, machine-readable format that allows data subjects to 
transfer their PD to another controller without hindrance.

8

3.1(14)
RIGHTS OF DATA 

SUBJECT

The Data Subject shall have the right to receive the Personal Data 
concerning him or her, which he or she has provided to a controller, in a 
structured, commonly used and machine-readable format, and have the 
right to transmit those data to another controller without hindrance from 
the controller to which the Personal Data have been provided, where:

Functional Intersects With
Personal Data (PD) 

Exports
PRI-06.7

Mechanisms exist to export a data subject's available Personal Data 
(PD) in a readily usable format, upon an authenticated request.

8

3.1(14)(a)
RIGHTS OF DATA 

SUBJECT

The processing is based on consent, or

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;

8

3.1(14)(b)
RIGHTS OF DATA 

SUBJECT

On a contract, and

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;

8

3.1(14)(c)
RIGHTS OF DATA 

SUBJECT

The processing is carried out by automated means.

Functional Intersects With Data Subject Consent PRI-03

Mechanisms exist to enable data subjects to authorize the collection, 
receipt, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where the data subject is 
provided, prior to collection, with:
(1) Plain language explaining the potential data privacy risks of the 
authorization;
(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by 
applicable statutory, regulatory and contractual obligations.

8

3.1(15)
RIGHTS OF DATA 

SUBJECT

In exercising his right to Data Portability, the Data Subject shall have the 
right to have the Personal Data transmitted directly from one controller to 
another, where technically feasible. Provided that this right shall not apply 
to processing necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the 
Controller.

Functional Intersects With
Data Subject 

Empowerment
PRI-06

Mechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and 
shared, except where the burden, risk or expense of providing access 
would be disproportionate to the benefit offered to the data subject 
through granting access;
(2) Obtain answers on the specifics of how their PD is collected, 
received, processed, stored, transmitted, shared, updated and/or 
disposed; 
(3) Obtain the source(s) of their PD; 
(4) Obtain the categories of their PD being collected, received, 

3

3.1(15)
RIGHTS OF DATA 

SUBJECT

In exercising his right to Data Portability, the Data Subject shall have the 
right to have the Personal Data transmitted directly from one controller to 
another, where technically feasible. Provided that this right shall not apply 
to processing necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority vested in the 
Controller.

Functional Intersects With Data Portability PRI-06.6
Mechanisms exist to format exports of Personal Data (PD) in a 
structured, machine-readable format that allows data subjects to 
transfer their PD to another controller without hindrance.

3

3.1(16)
RIGHTS OF DATA 

SUBJECT

The exercise of the foregoing rights shall be in conformity with 
constitutionally guaranteed principles of law for the general protection and 
enforcement of fundamental rights.

Functional Subset Of
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

10
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Secure Controls Framework (SCF) version 2026.2
https://content.securecontrolsframework.com/strm/scf-strm-emea-nga-dpr-2019.pdf

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

https://securecontrolsframework.com/start-here/set-theory-relationship-mapping-strm/
https://nitda.gov.ng/wp-content/uploads/2020/11/NigeriaDataProtectionRegulation11.pdf
Nigeria - Data Protection Regulation (DPR) (2019)

4.1
IMPLEMENTATION 

MECHANISMS

N/A

Functional
No 

Relationship
N/A N/A N/A 0

4.1(1)
IMPLEMENTATION 

MECHANISMS

All public and private organizations in Nigeria that control data of natural 
persons shall, within three (3) months after the date of the issuance of this 
Regulation, make available to the general public their respective data 
protection Policies; these Policies shall be inconformity with this 
Regulation.

Functional Intersects With
Statutory, Regulatory & 

Contractual Compliance
CPL-01

Mechanisms exist to facilitate the identification and implementation of 
relevant statutory, regulatory and contractual controls.

5

4.1(2)
IMPLEMENTATION 

MECHANISMS

Every Data Controller shall designate a Data Protection Officer for the 
purpose of ensuring adherence to this Regulation, relevant data privacy 
instruments and data protection directives of the Data Controller; provided 

Functional Intersects With
Data Protection Officer 

(DPO)
PRI-01.4

Mechanisms exist to appoint a Data Protection Officer (DPO):
(1) Based on professional qualifications; and
(2) To be involved in all issues related to how Personal Data (PD) is 

8

4.1(3)
IMPLEMENTATION 

MECHANISMS
A Data Controller or Processor shall ensure continuous capacity building 
for Data Protection Officers and the generality of her personnel involved in 

Functional Subset Of Data Privacy Program PRI-01
Mechanisms exist to facilitate the implementation and operation of 
data protection controls throughout the data lifecycle to ensure all 

10

4.1(4)
IMPLEMENTATION 

MECHANISMS

The Agency shall by this Regulation register and license Data Protection 
Compliance Organisations (DPCOs) who shall on behalf of the Agency 
monitor, audit, conduct training and data protection compliance 
consulting to all Data Controllers under this Regulation. The DPCOs shall 
be subject to Regulations and Directives of NITDA issued from time to time.

Functional Intersects With
Register As A Data 

Controller and/or Data 
Processor

PRI-15
Mechanisms exist to register as a data controller and/or data 
processor, including registering databases containing Personal Data 
(PD) with the appropriate Data Authority, when necessary.

5

4.1(5)
IMPLEMENTATION 

MECHANISMS

Within six (6) months after the date of issuance of this Regulations, each 
organization shall conduct a detailed audit of its privacy and data 
protection practices with at least each audit stating: Functional Intersects With Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

8

4.1(5)a
IMPLEMENTATION 

MECHANISMS

personally identifiable information the organization collects on employees 
of the organization and members of the public;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)b
IMPLEMENTATION 

MECHANISMS

any purpose for which the personally identifiable information is collected;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)c
IMPLEMENTATION 

MECHANISMS

any notice given to individuals regarding the collection and use of personal 
information relating to that individual;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)d
IMPLEMENTATION 

MECHANISMS

any access given to individuals to review, amend, correct, supplement, or 
delete personal information relating to that individual;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)e
IMPLEMENTATION 

MECHANISMS

whether or not consent is obtained from an individual before personally 
identifiable information is collected, used, transferred, or disclosed and 
any method used to obtain consent;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)f
IMPLEMENTATION 

MECHANISMS

the policies and practices of the organization for the security of personally 
identifiable information;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)g
IMPLEMENTATION 

MECHANISMS

the policies and practices of the organization for the proper use of 
personally identifiable information;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)h
IMPLEMENTATION 

MECHANISMS

organization policies and procedures for privacy and data protection;

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)i
IMPLEMENTATION 

MECHANISMS

the policies and procedures of the organization for monitoring and 
reporting violations of privacy and data protection policies; and

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(5)j
IMPLEMENTATION 

MECHANISMS

the policies and procedures of the organization for assessing the impact of 
technologies on the stated privacy and security policies.

Functional Subset Of Conformity Assessment CPL-01.4

Mechanisms exist to conduct assessments to demonstrate security, 
compliance and/or resilience capability conformity with applicable 
cybersecurity and data protection laws, regulations and/or contractual 
obligations.

10

4.1(6)
IMPLEMENTATION 

MECHANISMS

Where a Data Controller processes the Personal Data of more than 1000 in 
a period of six months, a soft copy of the summary of the audit containing 
information stated in 4.1(5) shall be submitted to the Agency.

Functional Intersects With
Security, Compliance & 

Resilience Status 
Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

5

4.1(7)
IMPLEMENTATION 

MECHANISMS

On annual basis, a Data Controller who processed the Personal Data of 
more than 2000 Data Subjects in a period of 12 months shall, not later 
than the 15th of March of the following year, submit a summary of its data 
protection audit to the Agency. The data protection audit shall contain 

Functional Intersects With
Security, Compliance & 

Resilience Status 
Reporting

GOV-17

Mechanisms exist to submit status reporting of the organization's 
security, compliance and/or resilience program to applicable statutory 
and/or regulatory authorities, as required.

5

4.1(8)
IMPLEMENTATION 

MECHANISMS

The mass media and the civil society shall have the right to uphold 
accountability and foster the objectives of this Regulation.

Functional
No 

Relationship
N/A N/A N/A 0

4.2
ADMINISTRATIVE 
REDRESS PANEL

See FDE for details.

Functional
No 

Relationship
N/A N/A N/A 0

4.3
LOCAL AND 

INTERNATIONAL 
COOPERATION

In relation to foreign countries and international organizations, the Agency 
and relevant authorities shall take appropriate steps to:

Functional
No 

Relationship
N/A N/A N/A 0

4.3(a)
LOCAL AND 

INTERNATIONAL 
Develop international cooperation mechanisms to facilitate the effective 
enforcement of legislation for the protection of Personal Data;

Functional
No 

Relationship
N/A N/A N/A 0

4.3(b)
LOCAL AND 

INTERNATIONAL 
Provide international mutual assistance in the enforcement of legislation 
for the protection of Personal Data, including through notification, 

Functional
No 

Relationship
N/A N/A N/A 0

4.3(c)
LOCAL AND 

INTERNATIONAL 
COOPERATION

Engage relevant stakeholders in discussion and activities aimed at 
furthering international cooperation in the enforcement of legislation for 
the protection of Personal Data; and

Functional
No 

Relationship
N/A N/A N/A 0

4.3(d)
LOCAL AND 

INTERNATIONAL 
COOPERATION

Promote the exchange and documentation of Personal Data protection 
legislation and practice, including on jurisdictional conflicts with third 
countries.

Functional
No 

Relationship
N/A N/A N/A 0
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