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FDE Name — SCF Control

Securs Controls Framework (SCF)
ontrol Descript

[To ensure that an organization's overall cybersecurity strategy, vision, plans,
11 Cybersecurity lgoals, initiatives and projects include loT cybersecurity aspects, and contribute to|  Functional | No Relationship. NA N/A NA 0 INo applicable SCF control
lcompliance with relevant laws and regulations.

[Define, document, and approve IoT cybersecurity requirements within the Embedded Technology Mechanisms exist to facilltate the implementation of embedded technology
11 A 's overall strategy. Functional Subset Of Security Program EMB-O1 |controls. 10
IDevelop, document and implement an 0T cybersecurity plan (within the [Mechaniems existto facilfate the Implementation of security, complance
"y organizational overall cybersecurity plan) outlining the prioritized actions and Security, Compliance & oy [nd resilience governance controls,
112 WA initiatives to address the cybersecurity risks identified in relation to IoT within the| ~"unctional Subset Of | pegilience Program (5cRP) | COV-0L 0
lorganization.
IDevelop, document and implement an 0T cybersecurity plan (within the Mechanisms exist 0 faciltate the Implementatin of embecded technolosy
1 lorganizational overall cybersecurity plan) outlining the prioritized actions and Embedded Technology . controls.
112 NiA initiatives to address the cybersecurity risks identified in relation to IoT within the| ~"unctional Subset Of Security Program EMB-01 10
lorganization.
Develop, document and implement an 0T cybersecurity plan (within the Mechanisms exist to identify and document risks, both internal and external
lorganizational overall cybersecurity plan) outlining the prioritized actions and
112 NA initiatives to address the cybersecurity risks identified in relation to loT within the| ~ Functional | Intersects With Risk Identification Rsk-03 5
lorganization.
Develop, document and implement an IoT cybersecarity plan (wihin the [Mechanisms exist to remediate risks to an acceptable level
. lorganizational overall cybersecurity plan) outlining the prioritized actions and . ; . y
112 NA initiatives to address the cybersecurity risks identfied in relation to Io within the| Functional | Intersects With Risk Remediation RsK-06 5
lorganization.
Mechanisms exist to develop, report and monitor Key Performance Indicators
IDefine and track IoT cybersecurity Key Performance Indicators (KPis) to ensure Key Performance Indicators (KPis) to assist organizational management in performance monitoring and
113 WA ulfiment of the cybersecurty requirements thoughou th Ifecycle of foT Functional | Intersects With o GOV-05.1  |trend analysis of the Security, Compliance & Resilience Program (SCRP) 5
v N [Mechanisms exist to align security, compliance and resilience capabilities
perioicallyreview at planned ntervals an if necessary,update the sirtegic Sreerng Commitie & lwith business requirements through a steering committee or advisory board,
initiatives and goals, or upon changes in laws and regulations related to lo cering Committee lcomprised of key cybersecurity, data protection and business executives,
114 NA Functional | Intersects With Gov-01.1 o y cy y, data p ) 5
v b as part of the steering committee Program Oversight which meets formally and on a regular basis.
uties
[Periodically review at planned intervals and if necessary, update the strategic Kﬁ:‘amsms exist lo(SdS{lsl'epv report an{d mrc;mtur Security, Compliance &
. initiatives and goals, or upon changes in laws and regulations related to loT 3y esilience Program measures of performance.
114 WA e i A Functional | Intersects With | Measures of Performance | ~ GOV-05 3
duties
IPeriodically review at planned intervals and if necessary, update the strategic [Mechanisms exist to review the Security, Compliance & Resilience Program
114 WA initiatives and goals, or upon changes in laws and reguiations related to loT . . with | Caodic Review & Update of | ov.03  |(SCRP). including policies, standards and procedures, at planned intervals o s
1 I ot the g Commies unctional | Intersects With | Security, Compliance -03 i significant changes occur to ensure their continuing sutability, adequacy
cpers Resilience Program land effectiveness.
[To ensure that IoT cybersecurity policies and procedures are documented,
Cybersecurity Policies and_ |communicated and complied with by internal stakeholders in the organization, as
12 Procedures Iwell as related third parties, as per related laws and regulations, and e e LA N R @ [ A A S il
lorganizational requirements.
Mechanisms exist to establish, maintain and disseminate policies, standards
Define, document, spprove and disseminate policis and procedures forthe T Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
licies an
2t A rockcures with the reevant pariee Incie and oUtade the orgarisation, Functional | Intersects With | Compliance & Resiience | GOV-02 s
including supply chain partners and third-party service providers.
Mechanisms exist to identify and document Standardized Operating
Define, document, approve and disseminate policies and procedures for the a7 ctandrdived Operat IProcedures (SOP), or similar documentation, to enable the proper execution
2 as part of the overal policies an andardized Operating Y of day-to-day / assigned tasks.
121 NiA lprocedures with the relevant parties inside and outside the organization, Functional | Intersects With Procedures (SOP) OPS-01.1 5
including supply chain partners and third-party service providers.
Support policies and procedures by technical security standards including but not [Mechanisms exist to develop, document and maintain secure baseiine
122 NIA llimited to (hardening / minimum baseline security standards for embedded Functional Inte ts With Secure Baseline CFG-02 configurations for Technology Assets, Applications and/or Services (TAAS) 5
2 systems, authentication and authorization standards, digital certificates, network | Functional | Intersects Wi Configurations “02 lthat are consistent with industry-accepted system hardening standards.

|zoning security standards, etc).

[Periodically review at planned intervals and if necessary, update the policies, Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of

1-2:3 N/A lprocedures and standards as per organizational requirements, or upon changes Functional Subset Of b3 Yo ety CPL-01 [relevant statutory, regulatory and contractual controls. 10
ontractual Compliance

lto related laws and regulations.

[Mechanisms exist to review the Security, Compliance & Resilience Program

[Periodically review at planned intervals and if necessary, update the policies, Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
1-2:3 N/A lprocedures and standards as per organizational requirements, or upon changes Functional | Intersects With | Security, Compliance & GOV-03 [if significant changes occur to ensure their continuing suitability, adequacy 5
lto related laws and regulations. Resilience Program land effectiveness.

Cybersecurity Roles ana |1 nsure that roes and responsibites are defined for all the partes, involved

13 Responsibilities in managing, and monitoring lo’ Functional | No Relationship NA NA NIA [ INo applicable SCF control
within the
[Mechanisms exist to define cybersecurity roles & Tor ail
IDefine, document and approve IoT cybersecurity roles and responsibilities within lpersonnel.
lthe organization's cybersecurity governance structure and roles an Defined Roles &
131 WA are being addressed in Functional Equal Responsibilities HRS-03 10
laccordance with the organization's policies and procedures.
[Periodically review at planned intervals and if necessary, update the loT [Mechanisms exist to facilitate the implementation of personnel security
132 VA roles and ies as per or Functional Subsetof | Human Resources Security | 501 |controls. 10
lupon changes to related laws and regulations. 9
[Periodically review at planned intervals and if necessary, update the loT Defined Roles & [Mechanisms exist to define Toles & iities for all
132 N/A roles and as per or Functional | Intersects With e HRS-03  |personnel 3
lupon changes to related laws and regulations. P
Cybersecurity Risk _|TO ensure 10T cybersecurity risks are managed using a methodological approach
14 Y 4 in order to protect the organization's oT assets as per related laws and Functional | No Relationship NA NA NIA [ INo applicable SCF control
lations, and policies and procedures.
IDefine, document, approve, and implement 10T cybersecurity risk management [echarisms exst 1o faciitate the impiementation of sirategic. operational
lpractices, and identify, assess, respond and oversight IoT cybersecurity risks, in land tactical risk management control
141 NIA lorder to minimize the impact of potential threats and attacks on the loT Functional Subset Of | Risk Management Program | RSK-01 10
it of the risk
Imethodologies and programs.
IDefine, document, approve, and implement IoT cybersecurity risk management [Mechanisms exist to identify and document risks, both internal and external.
lpractices, and identify, assess, respond and oversight IoT cybersecurity risks, in
141 NIA lorder to minimize the impact of potential threats and attacks on the loT Functional | Intersects With Risk Identification RSK-03 5
it of the cybersecurity risk
Imethodologies and programs.
IDefine, document, approve, and implement IoT cybersecurity risk management [Mechanisms exist to conduct recurTing assessments of fisk that includes the
lpractices, and identify, assess, respond and oversight loT cybersecurity risks, in likelihood and magnitude of harm, from unauthorized access, use, disclosure,
1-4-1 N/A jorder to minimize the impact of potential threats and attacks on the loT Functional Intersects With Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 5
t of the ity risk lAssets, Applications, Services and/or Data (TAASD).
Imethodologies and programs.
IDefine, document, approve, and implement IoT cybersecurity risk management [Mechanisms exist to remediate risks to an acceptable level
lpractices, and identify, assess, respond and oversight loT cybersecurity risks, in
141 NA order to minimize the impact of potential threats and attacks on the loT Functional | Intersects With Risk Remediation RSK-06 5
it of the ity risk
Imethodologies and programs.
IDefine a list of common cybersecurity risk scenarios that could potentially impact [Mechanisms Sist to develop and keep cumrent » catalog of opplicable risks
-4 : lassociated with the organization's business operations and technologies in
a2 A lthe IoT devices and services, related ecosystem or the organization. Functional | Intersects With Risk Catalog RSK-03.1 - jassoct 9 ! P 9 s
Define and Gocument o7 cybersecurity rsks n the \aT Cybersecuriy ik register [Mechanisms exist to maintain a risk register that facilitates monitoring and
143 N/A e Functional | Intersects With Risk Register RSK-04.1 |raporting of riske 5
[Mechanisms exist to conduct recurring assessments of risk that includes the
(Conduct an 10T cybersecurity risk assessment considering potential IoT threats, likelihood and magnitude of harm, from unauthorized access, use, disclosure,
144 N/A lpotential scenarios for common IoT attacks, and potential for process disruption |  Functional | Intersects With Risk Assessment Rsk-04  [disruption, modification or destruction of the organization's Technology 5
ond associated damage. |Assets, Applications, Services and/or Data (TAASD)
[Conduct an loT cybersecurity risk assessment considering potential IoT threats, [Mechanisms exist to develop and keep current a catalog of appiicable risks
144 NA lpotential scenarios for common IoT attacks, and potential for process disruption |  Functional | Intersects With Risk Catalog RSK-03.1  [associated with the organization's business operations and technologies in 5
land associated damage. Juse.
[Conduct an 10T cybersecurity risk assessment considering potential IoT threats, [Mechanisms exist to develop and keep current a catalog of appiicable
1-4-4 N/A Ipotential scenarios for common IoT attacks, and potential for process disruption Functional Intersects With Threat Catalog THR-09  |internal and external threats to the organization, both natural and manmade. 5
Jand associated damage.
[Conduct an IoT cybersecurity risk assessment considering potential IoT threats, [Mechanisms exist to dentify, assess, prioritize and document the potential
144 N/A lpotential scenarios for common IoT attacks, and potential for process disruption |  Functional | Intersects With Threat Analysis THR-10  [impact(s) and likelihood(s) of applicable internal and external threats 5
land associated damage.
[Determine the cybersecurity risks that exceed the risk appetite defined for the [Mechanisms exist to define organizational risk appetite, the degree of
145 NA loT and identify suitable risk mitigation measures to lower that risk to, or below, |  Functional | Intersects With Risk Appetite RSK-01.5 |uncertainty the organization is willing to accept in anticipation of a reward, 5
lthe level o the organization risk appetite.
IDetermine the cybersecurity risks that exceed the risk appetite defined for the [Mechanisms exist to identify and document risks, both internal and external.
145 VA loT and identify suitable risk mitigation measures to lower that risk to, o below, |  Functional | Intersects With Risk Identification RSK-03 5
[the level of the organization risk appetite.
[Determine the cybersecurity risks that exceed the risk appetite defined for the [Mechanisms exist to remediate risks to an acceptable level
145 NIA loT and identify suitable risk mitigation measures to lower that risk to, o below, | ~ Functional | Intersects With Risk Remediation RSK-06 5
the level of the organization risk appetite.
IPeriodically review at planned intervals and if necessary, update the loT [Mechanisms exist to review the Security, Compliance & Resilience Program
lcybersecurity risk management procedures and practices as per organizational Periodic Review & Update of | ((SCRP), including policies, standards and procedures, at planned intervals or
146 VA Ipolicies and procedures, or upon changes to related laws and regulations, as well|  Functional | Intersects With | Security, Compliance & Gov-03  [if significant changes occur to ensure their continuing suitability, adequacy 5
las ensuring they're in alignment with the loT cybersecurity requirements of the Resilience Program jand effectiveness.
lorganization.
o n [To ensure that IoT are included in project
15 and Technology Project  [management methodology and procedures in order to protect the confidentiality, | ¢\ tjonal | No Relationship NA NA NIA 0 INo applicable SCF control

integrity and availability of the loT assets and its components as per organization

Management Ipolicies and procedures, and related laws and regulations.

Mechanisms exist to facilitate the implementation of industryrecognized
otement lead ces elated to Secure by, e hroughont I secrity, compliance and resilience practices in the specification, design,
mplement leading practices related to ‘Secure-by-Design’ principles throughout ecure Engineering and of Technology Assets,

151 NiA lthe development lifecycle phases of IoT devices and services. Functional Subset OF Principles SEAOL D plications andjor Services (TAAS). d 10

[Review the IoT devices and services to ensure that cybersecurity requirements
152 NIA Jare taken into consideration during planning & design phases of the information | Functional Subset Of

[Mechanisms exist to facilitate the implementation of security, compliance

Information Assurance (IA) | 55,01 [and resilience assessment and authorization controls. 10

Jand technology projects ations
[Mechanisms exist to ensure changes to Technology Assets, Applications
[Review the loT devices and services to ensure that cybersecurity requirements Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
152 NIA Jare taken into consideration during planning & design phases of the information | Functional subset Of | S G DET Mnagement | PRM07  |controlied through formal change control procedures. 10

land technology projects.

[Mechanisms exist to facilitate the implementation of a change management

IDefine a change management procedure for oT to ensure control over the loT program

lcybersecurity posture of the organization, including

lm Considering change management activities throughout the entire IoT systems,
devices and services lifecycle phases, including development and integration
lphase, maintenance or disposa phase, as well as during updates, patches or
functionality changes.

|m Monitoring and communicating changes to the relevant parties within the
lorganization

Change Management

Functional Subset Of CHG-01 10

[Mechanisms exist to appropriately test and document proposed changes in a
Inon-production environment before changes are implemented in a

Define a change management procedure for IoT to ensure control over the IoT
iy lproduction environment.

cybersecurity posture of the organization, inclu

| Considering change management activities throughout the entire IoT systems,

devices and services lifecycle phases, including development and integration Test, Validate & Document
hase, maintenance or disposa phase, as well as during updates, patches or Functional | Intersects With Changes CHG-02.2 5

ffunctionality changes.

= Vonitaring and communicating changes to the relevant parties within the

lorganization.
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FDE Name

IDefine a change management procedure for IoT to ensure control over the loT
posture of the , including

ln Considering change management activities throughout the entire 10T systems,

devices and services lifecycle phases, including development and integration
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STRM
Relation:

SCF Control

Stakeholder Notification of

Secure Controls Framework (SCF)

Control Description
[Mechanisms exist to ensure stakeholders are made aware of and understand
fthe impact of proposed changes.

Strength of
R hip

version 2026.1_x000a_03/27/2026

3 b lphase, maintenance or disposa phase, as well as during updates, patches or Functional | Intersects With cHe-05 s
lfunctionality changes.
la Monitoring and communicating changes to the relevant parties within the
lorganization.
Compliance with
[To ensure that the organization's IoT cybersecurity programs and initiatives are
16 Cybersecurity Standards, Functional | No Relationship NA NA NIA [ INo applicable SCF control
L aws and Reguiations | |compliant with related standards, laws and regulations
[Mechanisms exist to facilitate the identification and implementation of
Implement adequate enforcement and compliance mechanisms to ensure that Statutory, Regulatory & relevant statutory, regulatory and contractual controls.
161 N/A lorganizational IoT requirements, programs, initiatives and activities are Functional Subset OF oy & CcPL01 10
lcompliant with related loT cybersecurity laws and regulations. P
[Mechanisms exist to compel data and/or process owners to operationalize
Implement adequate enforcement and compliance mechanisms to ensure that Operationalizing Security, security, compliance and resilience practices for each Technology Asset
161 NIA lorganizational 0T requirements, programs, initiatives and activities are Functional | Intersects With | Compliance & Resilience’ | ~ GOV-15  [application andfor Service (TAAS) under their control. 5
lcompliant with related loT cybersecurity laws and regulations Capabilities
[Mechanisms exist to compel data and/or process owners to select required
Implement adequate enforcement and compliance mechanisms to ensure that security, compliance and resilience controls for each Technology Asset,
161 NA lorganizational IoT requirements, programs, initiatives and activities are Functional | Intersects With Select Controls GOV-15.1  [agpiication and/or Service (TAAS) under their control 3
lcompliant with related 0T cybersecurity laws and regulations
[Mechanisms exist to compel data and/or process owners to implement
Implement adequate enforcement and compliance mechanisms to ensure that required security, compllance and resiliance controls for each Technology
161 NA lorganizational IoT requirements, programs, initiatives and activities are Functional | Intersects With | Implement Controls GOV-15.2  [acdet, Application andlor Service (TAAS) under their control 3
lcompliant with related o cybersecurity laws and regulations.
[Mechanisms exist to compel data and/or process owners to assess if required
security, compliance and resilience controls for each Technology Asset,
Implement adequate enforcement and compliance mechanisms to ensure that |Application and/or Service (TAAS) under their control are:
161 NA lorganizational IoT requirements, programs, initiatives and activities are Functional | Intersects With Assess Controls GOV-15.3  [(1) Implemented correctly; and 3
Compliant with related 6T cybersecurity laws and regulations (2) Operating as intended.
[Mechanisms exist to compel data and/or process owners to obtain
Implement adequte enforcement and compliance mechanisms to ensure that Authorize Technology Jauthorization for the production use of each Technology Asset, Application
161 NA lorganizational IoT requirements, programs, initiatives and activities are Functional | Intersects With | Assets, Applications and/or | GOV-15.4  [3ndjor Service (TAAS) under their contro! 3
lcompliant with related IoT cybersecurity laws and regulations Services (TAAS)
[Mechanisms exist to compel data and/or process owners to monitor
Implement adequate enforcement and compliance mechanisms to ensure that [Technology Assets, Applications, Services and/or Data (TAASD) under their
1-6-1 N/A lorganizational IoT requirements, programs, initiatives and activities are Functional | Intersects With Monitor Controls GOV-15.5 [control on an ongoing basis for applicable threats and risks, as well as to 3
lcompliant with related loT cybersecurity laws and regulations. entsurde Zeumly, compliance and resilience controls are operatint
intendex
[To ensure that loT
1-7 Pe'?g\‘/c‘:‘wcay::fjgﬁﬂw land in compliance with the organizational policies and pro(edures, as well as Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
related national laws and regulations, and any other related regulations
review th 0T i th [Mechanisms exist to conduct periodic audits of security, compliance and
171 NA eview the il I "lh" Yo within the Functional | Intersects With Periodic Audits CPL-02.2 |resilience controls to evaluate conformity with the organization's 5
periodically by the unction. documented policies, standards and procedures.
[Mechanisms exist to regularly review Technology Assets, Applications and/or
N WA Review the of loT within the Functional Subset Of Sfu"mu"a‘ REV‘EW Of CpLo3.p |3eTVices (TAAS) for adherence to the organization's security, compliance 0
7- unctiona ubset ecurity, Com ,
land/or resilience policies and standards.
periodically by the function. PP [
[Mechanisms exist to utilize independent assessors to evaluate security,
[Reviow and audit periodically by independent parties outside the cybersecurity lcompliance and resilience at planned intervals or when the Technology
function or by third party as part of the overall review and audit of cybersecurity |asset, Application and/or Service (TAAS) undergoes significant changes.
172 N/A e e and compliance wicy | Functional | Intersects With | Independent Assessors | CPL-03.1 PP goes sig 9 8
loT cybersecurity requirements, and document the results.
[Mechanisms exist to document and review instances of non-compliance with
IDefine and implement a process to record and manage any non-compliance with statutory, regulatory and/or contractual obligations to develop appropriate
loT cybersecurity requirements, in addition to assigning roles and responsibilities risk mitigation actions,
to implement recommendations and corrective actions to address the identified
173 WA Inon-compliance cases, and ensure that summary results and recommendations | " unctional Subset Of | Non-Compliance Oversight | CPL-01.1 0
lare made available to accountable individuals within the organization and the
lcybersecurity steering committee:
[Mechanisms exist to provide a security, compliance and resilience controls
IDefine and implement a process to record and manage any non-compliance with loversight function that reports to the organization's executive leadership.
loT cybersecurity requirements, in addition to assigning roles and responsibilities Security, Compliance &
- to implement recommendations and corrective actions to address the identified . y
173 WA Inon-compliance cases, and ensure that summary results and recommendations | Functional | Intersects With Resifience Controls cPL-02 s
lare made available to accountable individuals within the organization and the o
lcybersecurity steering committee:
[To ensure that 10T cybersecurity risks related to personnel (employees and
’ in Human in are managed effectively during the employment
8 Resources lifecycle as per organizational policies and procedures, and related laws and Gomeine) || (D GERIE o2 G o2 C [Nolepeitab SErcortn)
regulations.
[Mechanisms exist to facilitate the implementation of personnel security
Define, document,approve, and implement oT ybersecuriy requirements fo controls.
lpersonnel in (pri ing fter
Eetmmation saparation). Thc may incude, Human Resources Security
161 NiA | Cybersecurity induction and ongoing training requirements for personnel, with | Functional Subset O Management HRS-01 10
Ja specific focus on IoT cybersecurity requirements
|w Implementation of and compliance with the 0T cybersecurity requirements.
[Mechanisms exist to proactively govern the following personnel management|
IDefine, document, approve, and implement IoT cybersecurity requirements for T Onesarcing new personnel (&.g., new hires)
lpersonnel in (prior to during and after 2 o g
ransferring personnel into new roles within the organization; and
" termination/separation). This may include: Onboarding, Transferring & y
181 NA = Cybersecurity nduction and ongoing training requirements for personnel, with | Functional | Intersects with | "0EHCEE: CTEAE S HRS-01.1 |(3) Offboarding personnel (e.g., termination of employment). 5
la specific focus on IoT cybersecurity requirements.
ln Implementation of and compliance with the IoT cybersecurity requirements.
[Mechanisms exist to manage personnel security risk by assigning a risk
o, documentapprove, ond impemet 07 erscurty requrements for designation to all positions and establishing screening criteria for individuals
filing those positions.
lpersonnel in (pri ing fter
Eetmmation saparation). Thc may incude,
181 WA la Cybersecurity induction and ongoing training requirements for personnel, with | Functional | Intersects With | - Position Categorization HRS-02 s
Ja specific focus on IoT cybersecurity requirements
|m Implementation of and compliance with the IoT cybersecurity requirements.
[Mechanisms exist to define Toles & Toral
lpersonnel
IDefine, document, approve, and implement IoT cybersecurity requirements for
lpersonnel in (prior to during and after
" termination/separation). This may include: Defined Roles & ’
181 NA lm Cybersecurity induction and ongoing training requirements for personnel, with | Tunctional | Intersects With Responsibilities HRS-03 8
la specific focus on IoT cybersecurity requirements.
ln Implementation of and compliance with the 0T cybersecurity requirements.
[Mechanisms exist to proactively govern the following personnel
lactions:
Periodically review personnel access to loT devices and services, and update or Onboarding, Transferring & (1) Onboarding new personnel (e.q., new hires);
182 VA revoke access permissions immediately upon changing roles or Functional | Intersects with | g e HRS-0L.1 |(2) Transferring personnel into new roles within the organization; and 5
ftermination/separation. (3) Offboarding personnel (e.g., termination of employment).
[Periodically review personnel access to loT devices and services, and update or [Mechanisms exist to review all system accounts and disable any account that|
182 NA revoke access permissions immediately upon changing roles or Functional | Intersects With | System Account Reviews | IAC-15.7  |cannot be associated with a business process and owner. 5
[Mechanisms exist to periodically-review the privileges assigned to individuals
Periodically review personnel access to loT devices and services, and update or periodic Review of Account land service accounts to validate the need for such privileges and reassign or
182 NA revoke access permissions immediately upon changing roles or Functional | Intersects With i IAC-17  |ramove unnecessary privileges, as necessary. 5
ltermination/separation.
[Mechanisms exist to review the Security, Compliance & Resilience Program
perodicallyreview ot plarned ntervals and i necessary: update the o7 Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
183 NIA for personnel in Functional | Intersects With | Security, Compliance & GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy s
policies and procedures or Upan changes to related laws and reguiagons. Resilience Program land effectiveness.
[To ensure that personnel have essential IoT cybersecurity awareness, and are
. Cybersecurity Awareness |provided with specific loT cybersecurity training, skills and credentials needed to —
19 o Training Program - |accompis their o protecting the. Functional | No Relationship NA N/A NA o INo applicable SCF control
loT assets.
[Mech: tto facilitate the implementation of security workf
Include loT cybersecurity aspects within the organization's overall cybersecurity e elopent and swrancas contrare, cmentation of securlty workforce
lawareness and training strategy, including:
lm Define, document, and approve training strategy for personnel with specific loT
roles and responsibilities Security, Compliance &
191 NIA In Train employees on cybersecurity best practices for the secure usage of IoT Functional Subset OF Resilience-Minded SAT-01 10
devices and services. Workforce
ln Embed training programs with information about IoT cybersecurity best
lpractices, roles and responsibilities, policies and standards to ensure a safe work
lenvironment.
. [Mechanisms exist to provide all employees and Contractors appropriate
Include loT cybersecurity aspects within the organization's overall cybersecurity security, compliance and resilience awareness education and training that s
lawareness and training strategy, including: relevant for their job function.
ln Define, document, and approve training strategy for personnel with specific loT
roles and responsibilities. Security, Compliance &
191 NIA In Train employees on cybersecurity best practices for the secure usage of IoT Functional | Intersects With | Resilience Awareness SAT-02 5
devices and services. raining
ln Embed training programs with information about IoT cybersecurity best
lpractices, roles and responsibilities, policies and standards to ensure a safe work
lenvironment.
[Mech: T e role-based ty, compl d resilience-
Include loT cybersecurity aspects within the organization's overall cybersecurity relsted traimings | o provide rolesbased security, compliance and restlience
jawareness and training strategy, includ 1) Before authorizing access to the system orperforming assgned duties;
Define, document, and approve training strategy for personnel with specific loT (2) When required by system changes, and
Foles and respansiviies. Role-Based Security, (3) Annually thereafter
191 N/A In Train employees on cybersecurity best practices for the secure usage of IoT Functional | Intersects With | Compliance & Resilience |  SAT-03 5
devices and services. raining
lm Embed training programs with information about IoT cybersecurity best
lpractices, roles and responsibilities, policies and standards to ensure a safe work
lenvironment.
[Mechanisms exist to provide all employees and contractors appropriate
Isecurity, compliance and resilience awareness education and training that is
lPromote IoT cybersecurity awareness at all organization levels, considering the relevant for their job function.
[following;
ln Keeping personnel aware at all organization levels of the importance of
safeguarding IoT devices, including decision-makers.
ln Conducting cybersecurity activities to raise IoT cybersecurity awareness s
ecurity, Compliance &
192 WA lamong personnel, through courses, IoT cybersecurity simulations activties, Functional | Intersects With SAT-02 5

lcybersecurity best practices brochures via e-mail, round tables, and any other
lawareness channel

lw Assessing the IoT cybersecurity skills of personnel to identify knowledge gaps,
land efficiently map training against the required skills for each job.

lm Ensuring that personnel working with loT devices and services are updated
[with the latest of in the field of loT

Resilience Awareness
Training

Secure Controls Framework (SCF)
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FDE Name

Promote (0T cybersecurity awareness at all organization levels, considering the
[following;
In Keeping personnel aware at all organization levels of the importance of
safeguarding 0T devices, including decision-makers.

lm Conducting cybersecurity activities to raise loT cybersecurity awareness
lamong personnel, through courses, IoT cybersecurity simulations activties,

Saudi Arabia 10T CGloT-1

STRM
Relation:

SCF Control

Secure Controls Framework (SCF)

Control Description
[Mechanisms exist to provide role-based security, compliance and resilience
lawareness training that is current and relevant to the cyber threats that
lusers might encounter in day-to-day business operations.

Strength of
R hip

version 2026.1_x000a_03/27/2026

192 N/A ey bercecurity best practces brochures vin e.mai. round tables, and any oéher Functional | Intersects With | Cyber Threat Environment |  SAT-03.6 5
lawareness channel
ln Assessing the IoT cybersecurity skl of personnel to identify knowledge gaps,
land efficiently map training against the required skills for each job
lm Ensuring that personnel working with IoT devices and services are updated
with the latest of in the field of IoT
[To ensure that the organization has an accurate and detailed inventory of IoT
21 Asset Management  [assets in order to maintain their confidentiality, integrity and availabilty, in Functional | No Relationship NA N/A N/A o INo applicable SCF control
lalignment with the and operational
Mechanisis exit o perform ivertories of Techology Assets, Applcations,
[Services and/or Data (TAASD) th
1) Accurately rofiects the cufrant TAASD in
(2) ientiries authorized software products, including business ustification
IMaintain an inventory of the different types of IoT devices and services related details:
[assets used by the organization, including naming, classification, sensitivity, (3) Is at the level of granularity deemed necessary for tracking and reporting;
211 NA lcomponents, hardware and software capabilities, as well as those of third parties,|  Functional | Intersects With Asset Inventories AST-02  |(4) Includes organization-defined information deemed necessary to achieve 5
as the capabilities of IoT devices vary with their different types, which may leffective property accountability; a
[expose the oragnization’s loT environment to various risks. (5 15 available for review and audit by designated organizational personnel.
[Review periodically the 0T inventory, and track all changes within the Updates During Installations [Mechanisms exist to update asset inventories as part of component
212 N/A Functional | Intersects With o AST-02.1 movals and seset upgrades 5
[Mechanisms exist to implement and manage a Configuration Management
212 N/A [Review periodically the [oT inventory, and track all changes within the Functional | Intersects with | Configuration Management | sqr.q5 o |Database (CMDB), or similar technology, to monitor and govern technology 5
lorganization Database (CMDB) lasset-specific information.
Identity and Access _|To prevent unauthorized access to loT assets and restrict access to what is that .
22 Management o racossary o accormpiisn tasks for the srganzation Functional | No Relationship NA NA NIA o INo applicable SCF control
[Manage access identities and permissions to IoT assets and restrict access to loT g‘rii":}":‘Sp';‘tse:;‘:Il‘t“‘a‘p";rp‘l:’::l'::Q?ﬂ’;wﬁi‘;‘ji?{j;‘gﬁ of Duties (SoD) to
ldata, services and devices to authorized users only, based on access and
221 NIA lpermission control principles (need-to know-and-use, least privileges, and Functional | Intersects With | Separation of Duties (SoD) |  HRS-11 5
segregation of duties). In addition to managing privileged access accounts on loT
ldevices and services.
IManage access identities and permissions to IoT assets and restrict access to loT [Mechanisms exist to enforce Role Based Access Control (RBAC) for
data, services and devices to authorized users only, based on access and Role-Based Access Control |Technology Assets, Applications, Services and/or Data (TAASD) to restrict
2-2-1 N/A lpermission control principles (need-to know-and-use, least privileges, and Functional Intersects With (RBAC) IAC-08  |access to individuals assigned specific roles with legitimate business needs. 5
segregation of duties). In addition to managing privileged access accounts on loT
ldevices and services.
[Manage access identities and permissions to IoT assets and restrict access to loT :‘fﬂi@:m:ﬁS/;sl:eist‘\f;;‘acr;v:‘;ﬁ::gl’%\rvg:iid;iﬁ: r:ths for users.
ldata, services and devices to authorized users only, based on access and . Appli
221 N/A lpermission control principles (need-to know-and-use, least privileges, and Functional | Intersects With ;Q:gegf:e:ﬁg:% IAC-16 s
lsegregation of duties). In addition to managing privileged access accounts on loT 9
ldevices and services.
[Manage access identities and permissions to IoT assets and restrict access to loT Z‘ﬁ;’x’r"‘z‘:g’:iﬁ:; (K% :(v‘(l)‘ézs[shees Cn"e'éc:szt;; ‘Kia:éc%’r‘:gﬁgﬁv:s's““g"é‘gg tca"s‘e(/s in
ldata, services and devices to authorized users only, based on access and
2:2-1 N/A lpermission control principles (need-to know-and-use, least privileges, and Functional Intersects With Least Privilege IAC-21  [accordance with organizational business functions. 5
segregation of duties). In addition to managing privileged access accounts on IoT
devices and services.
[Mechanisms exist to
Implementstrong authentication standard to access loT devices and services, (1) Securely manage authenticators for users and devices; and
land follow best practices, including but not limite (2) Ensure the strength of authentication is appropriate to the classification
= Prevent the users from using default and hard-coded passwords; lof the data being accessed.
lm Enforce the users to change their passwords periodically.
ln Improve the complexity of passwords, such as by defining a minimum key
222 NIA length and usage of a combination ofletters (upper/lower cases), numbers and Functional | Intersects With | Authenticator Management |  IAC-10 5
lsymbols;
ln Implement controls to prevent the display of user's credentials on login
interfaces in applications.
ln Establish threshold limits for unsuccessful attempts.
ln Enable secure authentication capabilities, if applicable
[Mechanisms exist to enforce complexity, length and ifespan considerations
Implement strong authentication standard to access loT devices and services, lto ensure strong criteria for password-based authentication
land follow best practices, including but not limite
= Prevent the users from using default and hard-coded passwords.
= Enforce the users to change ther passwords periodcal
lm Improve the complexity of passwords, such as by defining a minimum key password-Based
222 NIA Jength and usage of 3 combination ofietters (upperfower cases), nurbers and Functional | Intersects With 1AC-10.1 5
o Authentication
2 mpterment contols to prevent the display of user's credentials on fogin
interfaces in applications.
|n Establish threshold limits for unsuccessful attempts.
ln Enable secure authentication capabilities, if applicable
[Mechanisms exist to ensure default authenticators are changed as part of
Implement strong authentication standard to access loT devices and services, laccount creation or system installation.
land follow best practices, including but not limited to:
ln Prevent the users from using default and hard-coded passwords.
Enforce the users to change their passwords periodicall
ln Improve the complexity of passwords, such as by defining a minimum key
222 NIA engin and Usage of  combination ofletters (upper/iower cases), numbers and Functional | Intersects With |  Default Authenticators 1AC-10.8 5
lsymbols;
lw Implement controls to prevent the display of user's credentials on login
interfaces in applications.
| Establish threshold limits for unsuccessful attempts.
|n Enable secure authentication capabilities, if applicable.
Mechanisms exist to enforce a imit for consecutive invalid login attempts by
Implement strong authentication standard to access IoT devices and services, 2 user during an d time period an Tocks
jand follow best practices, including but not limited to: lthe account when the maximum number of unsuccessful attempts is
lw Prevent the users from using default and hard-coded passwords. lexceeded
Enforce the users to change their passwords periodicall
ln Improve the complexity of passwords, such as by defining a minimum key
222 NA lengin and usage of a combifation oietters (upparlower Cases), numbers and Functional | Intersects With Account Lockout 1AC-22 5
lsymbols;
la Implement controls to prevent the display of user's credentials on login
interfaces in applications.
|w Establish threshold limits for unsuccessful attempts.
|m Enable secure authentication capabilities, if applicable.
[Mechanisms exist to periodically-review the privileges assigned to individuals
IReview periodically the 0T access identities and permissions, based on access Periodic Review of Account jand service accounts to validate the need for such privileges and reassign or
223 A land permission control principles. Functional | Intersects With Privileges IAC17 lremove unnecessary privileges, as necessary. s
Email and Messaging _|TO ensure the of cybersecurity for protecting
23 e preraaging  |communicating loT data over email and other messaging services such as SMS, | Functional | No Relationship NiA NA NIA [ INo applicable SCF control
lto protect this data from cybersecurity risks
[Mechanisms exist to develop, govern & update procedures to facilitate the
IDefine, document, and approve cybersecurity requirements for protecting the Network Security Controls implementation of Network Security Controls (NS
231 N/A data transmitted between the loT devices/services and the organization's email |  Functional Subset OF o) NET-01 10
land messaging services and review periodically.
[Mechanisms exist to protect the confidentiality, integrity and availabiity of
IDefine, document, and approve cybersecurity requirements for protecting the lelectronic messaging communications.
231 N/A data transmitted between the IoT devices/services and the organization's email |  Functional | Intersects With |  Electronic Messaging NET-13 5
land messaging services and review periodically.
implement cybersecurity requirements for protecting the data transmitted Mechanisms exist o develop govern & update procedures to faciitate the
- lbetween the loT devices/services and the organization's email and messaging Network Security Controls y of Network Security Controls
232 NA lservices, as part of the organization's email and messaging services protection Functional Subset Of (NSC) NET-01 10
Imeasures.
implement cybersecurity requirements for protecting the data transmitted Mechanisis exst o protect the Confdentialty, integriy and availabiity of
3 lbetween the IoT devices/services and the organization's email and messaging g lelectronic messaging communications
232 WA services, as part of the organization's email and messaging services protection Functional | Intersects With | Electronic Messaging NET13 s
Imeasures.
NetworcSecurity To develop secure and relable communication and Integration capabities
24 ageme between different 10T devices operating m a network Functional | No Relationship NA N/A NA o INo applicable SCF control
IDefine, document, approve, and implement cybersecurity requirements for CrypRographic mechanisris exist Eo protect the confGentiaty of Gata being
Isecure connectivity between the loT devices/services and the intended usage ransmitted
241 NA lenvironment including other devices and technology/cloud infrastructure and Functional | Intersects With |Transmission Confidentiality|  CRY-03 5
review periodically.
[Define, document, approve, and implement cybersecurity requirements for Cryptographic mechanisms exist to pratect the integriy of data being
Isecure connectivity between the loT devices/services and the intended usage ransmitte
241 NA lenvironment including other devices and technology/cloud infrastructure and Functional | Intersects With | Transmission Integrity CRY-04 5
review periodically.
IDefine, document, approve, and implement cybersecurity requirements for [Mechanisms exist to develop, govern & update procedures to facilitate the
241 A [secure connectivity between the IoT devices/services and the intended usage Functional Subset Of Network Security Controls NET.01  |MPlementation of Network Security Controls (NSC). 10
lenvironment including other devices and technology/cloud infrastructure and (NSC)
review periodically.
Implement measures to secure the data communication between different (Cryptographic mechanisms exist to protect the confidentiality of data being
242 NIA ldevices connected in a network, including authentication of the peer device with |  Functional | Intersects With |Tr CRY-03 5
which an 10T device is trying to
implement measures to secure the data communication between different [Cryptographi @xist to protect the integrity of data being
242 N/A ldevices connected in a network, including authentication of the peer device with |  Functional | Intersects With |  Transmission Integrity CRY-04  [transmitted. 5
which an 0T device is trying to communicate.
[Cryptographic mechanisms exist to protect the confidentiality of data being
[Encrypt and authenticate data transactions between different IoT devices and -
243 N/A Sors. 25 well 35 Secunc the Underying mirastracture, where aponcatie Functional | Intersects With |Transmission Confidentiality| ~ CRY-03  [transmitted. 5
[Cryptographic mechanisms exist o protect the integrity of data being
" [Encrypt and authenticate data transactions between different IoT devices and g ransmitted
243 WA services, as well as secure the underlying infrastructure, where applicable. Functional | Intersects With | - Transmission Integrity CcRY-04 s
implement logical and/or physical segregations between loT environment and Network s [Mechanisms exist to ensure network architecture Utlizes network
244 NA risk Functional | Intersects with | Network Segmentation NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 5
lassessment, where applicable. (macrosegementation) |(TAAS) to protect from other network resources.
Deploy securfy gateways to ntermetfacing 10T devices and services to secure all Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
45 WA 0 the internet Functional Subset Of (NSC) NET01  fimplementation of Network Security Controls (NSC). 10
et &y gat ‘o Internet facing lor " . ) [Mechanisms exist to monitor and control communications at the external
2:4-5 N/A Communication and connectivity to the intemet. o (0 SECUre Al Functional | Intersects With Boundary Protection NET-03  [network boundary and at key internal boundaries within the network 5
[Mechanisms exist to faciltate the implementation of embedded technology
lUse secure update servers to ensure that the update file for the IoT device lcontrols.
" software/ firmware, its configuration, and its applications, is transmitted over a Embedded Technology y
246 WA secure connection and ensure adequate authentication and encryption Functional Subset Of Security Program EMB-01 0
Imechanisms are put in place to transmit the updates.
[Mechanisms exist to securely update software and upgrade functionality on
lUse secure update servers to ensure that the update file for the IoT device lembedded devices.
246 A Software/ firmware, its configuration, and its applications, is transmitted over a Functional | Intersects with | Embedded Technology EMBL07 5

lsecure connection and ensure adequate authentication and encryption
Imechanisms are put in place to transmit the updates.

Maintenanc

Secure Controls Framework (SCF)

30f7



Set Theory Relationship Mapping (STRM)

FDE Name

lUse secure update servers to ensure that the update file for the loT device

Saudi Arabia 10T CGloT-1

STRM
Relation:

SCF Control

Secure Controls Framework (SCF)

Control Description
[Mechanisms exist to conduct software patching for all deployed Technology
|assets, Applications and/or Services (TAAS), including firmware.

Strength of
R hip

version 2026.1_x000a_03/27/2026

» software/ firmware, its configuration, and its applications, is transmitted over a Software & Firmware ’
46 VA secure connection and ensure adequate authentication and encryption Functional | Intersects With atchin VPH-05 5
Imechanisms are put in place to transmit the updates.
[To ensure the of cybersecurity mopie devices
loT-Connected Mobile [(including but not limited to smartphones and smart tablets devices) that a
25 Devices Security | |connected 1o 1oT devices and services, to anhance security and reduce the cyber | Functional | No Relationship R 02 R g e EbEE cxlial
risks.
[Mechanisms exist to securely dispose of, destroy or repurpose system
Implement the following measures for loT-connected mobile devices : components using organization-defined techniques and methods to prevent
s mplement measures o secure the communication between the loT device and information being recovered from these components.
lthe mobile devi
I Restrict the access to loT-connected mobile devices only to authorized
personnel
251 NA 1 Use secure methods of authentication for accessing the mobile device and IoT | Functional | Intersects with [SeCure Disposay, Destruction) g9 s
e se or Re-Use of Equipment
lm Implement secure code development practices for mobile applications
interacting with the IoT devices.
ln Secure erasure of IoT devices stored data when losing the mobile device, or
\when the device is no longer used
[Mechanisms exist to develop, document and maintain secure baseline
implement the following measures for loT-connected mobile devices o Technology Assete, Applications and/or Services (TAAS)
s implement measures o securethe commurication between the loT device and lthat are consistent with industry-accepted system hardening standards.
the mobile
a Restrict the access to loT-connected mobile devices only to authorized
jpersonnel. Secure Baseline
251 NA  Use secure methods of authentication for accessing the mobile device and IoT | Functional | Intersects With cre-02 5
8 Use secur Configurations
ln Implement secure code development practices for mobile applications
interacting with the IoT devices.
I Secure erasure of IoT devices stored data when losing the mobile device, or
lwhen the device is no longer used
Mechanisms exist to faciltate the implementation of embedded technology
implement the following measures for loT-connected mobile devices controls.
n Implement measures to secure the communication between the IoT device and
lthe mobile devices.
= Restrict the access to loT-connected mobile devices only to authorized
personnel.
251 N/A lm Use secure methods of authentication for accessing the mobile device and loT |  Functional Subset OF Embedded Technology EMB-01 10
o ise secur Security Program
' Implement secure code development practices for mobile applications
interacting with the IoT devices.
I Secure erasure of IoT devices stored data when losing the mobile device, or
\when the device is no longer used:
Mechanisms exist to proactively manage the securlty, compliance and
implement the following measures for loT-connected mobile devices : resilience risks associated with Internet of Things (1of)
n Implement measures to secure the communication between the IoT device and
fthe mobile devi
= Restict the access to loT-connected mobile devices only to authorized
personnel
251 N/A = Use secure methods of authentication for accessing the mobile device and IoT | Functional | Intersects With | Internet of Things (I0T) | EMB-02 5
device data
' Implement secure code development practices for mobile applications
interacting with the IoT devices.
I Secure erasure of loT devices stored data when losing the mobile device, or
\when the device is no longer used
Mechanisms exist to faciitate the implementation of Industry-recognized
Implement the following measures for loT-connected mobile devices : security, compliance and resilience practices in the specification, design,
' Implement measures to secure the communication between the IoT device and o of Technology ASsets,
[the mobile devi |Applications and/or Services (TAAS),
 Restrict the access to loT-connected mobile devices only to authorized
personnel
251 /A  Use secure methods of authentication for accessing the mobile device and IoT | Functional Subset Of e e SEA01 10
device data
' Implement secure code development practices for mobile applications
interacting with the IoT devices.
ln Secure erasure of loT devices stored data when losing the mobile device, or
\when the device is no longer used
ata and nformation [To ensure confidentilty, nteary and sbibily of Gata processed by o7 ]
26 o o o oneure con Functional | No Relationship NA NA NA o INo applicable SCF control
implement IoT data classification and labeling mechanisms for the IoT devices Statutory, Regulatory & Mecharisms exist 0 facltate the Gentficaton and mplementaton of
6. . .01 [relevant statutory, regulatory and contractual controls.
261 NA and services as per related laws and regulations, and organizational Functional Subserof | o Reduey & | cero ry, regulatory 10
implement loT data classification and labeling mechanisms for the IoT devices [Mechanisms exist to ensure data and assets are categorized in accordance
261 /A land services as per related laws and regulations, and organizational Functional | Intersects With | Data & Asset Classification | DCH-02  [with applicable statutory, regulatory and contractual requirements 5
requirements.
Physical security mechanisms exist to mark system hardware components
implement IoT data classification and labeling mechanisms for the IoT devices indicating the impact or classification level of the information permitted to be
261 N/A B services a5 per eated aws and reguiations, and organizaional Functional | Intersects With | Component Marking PES-16  |orocessed, stored or transmitted by the hardware companent. 5
i ;
" implement prevention measures to avoid unauthorized access to and tamper Physical Tampering ~oa | Mechanisms exist to periodically inspect systems and system components for|
262 WA with IoT data at rest or in transit Functional | Intersects With Detection AST-08 _|indicators of Compromise (IoC! 5
[Mechanisms exist to assess the integrity of critical Technology Assets,
262 A implement prevention measures to avoid unauthorized access to and tamper Functional | Intersects with | Logical Tampering AST-15  |Aolications sndior Sericas (TARS) 10 devect evidence of tacapering. where: s
with 10T data at rest or in transit. Protection (1) Logical assessments evaluate the integrity of critical components (e.g.,
implement prevention measures to avoid unauthorized access to and tamper Mechanisms exist to protect embedded devices by preventing the
262 VA with IoT data at rest or in transit Functional | Intersects With | Prevent Alterations EMB-06 |unauthorized installation and execution of softwars s
Mechanisms exit 0 develop, documert and maintain secure baselne
lPrevent loT devices from collecting sensitive data that is not needed or cannot Secure Baseline chnology Assets, Applications andor Services (TAAS)
263 NA lbe adequately protected Functional Subset Of Configurations CFG-02  lthat are cons\s!en( with industry-accepted system hardening standards. 10
[Prevent loT devices from collecting sensitive data that is nof needed or cannot [Mechanisms exist to utilize sensors that are configured to minimize the
263 NA e o Functional | Intersects With |~ Collection Minimization | END-13.3 [neiarors exist to utilize sensors that ar 3
[To ensure adequate use of cryptographic capabilities to secure data transactions
27 Cryptography and exchange between 10T devices Functional | No Relationship NA NA NA o INo applicable SCF control
[Define, document, approve, and implement cybersecurity requirements for IoT Stotutory, Reguiatory & Mechanisms exist to facilitate the identification and implementation of
271 N/A [data following the National Cryptographic Standards (NCS-1:2020) and review Functional Subset Of o ey CPL-01  [relevant statutory, regulatory and contractual controls. 10
e ontractual Compliance
272 N/A Encrypt the data, both at rest or in transit, where applicable. Functional | Intersects With |Ti c CRv-03  |SyPrographic mechanisms exist to protect the confidentiality of data being 5
272 N/A Encrypt the data, both at rest or in transit, where applicable. Functional | Intersects With | Encrypting Data At Rest |  CRY-05  [+¥Piographic mechanisms exist to prevent unauthorized disclosure of data 5
sackup and Recovery _|TO ensure implementation of backup and recovery capabilities within 10T devices
28 "Memo " Y |and services, in order to protect the data processed by IoT devices from cyber Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
risks.
Mechanisms exist to facilitate the implementation of contingency planning
IDefine, document, approve and implement IoT cybersecurity requirements for Business Continity controls to help ensure resilient Technology Assets, Applications and/or
281 N/A lbackup and recovery management as part of the organization's overall backup Functional Subset Of Management System BCD-01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
and recovery management policies and review periodically. (Continuity & Disaster Recovery (BC/DR) playbooks)
- [Mechanisms exist to create recurring backups of data, software andjor
IDefine, document, approve and implement IoT cybersecurity requirements for system images, as well as verify the integrity of these backups, to ensure the
281 NA lbackup and recovery management as part of the organization's overall backup |  Functional | Intersects With Data Backups BCD-LL  [availability of the data to satisfy Recovery Time Objectives (RT0s) and 5
land recovery management policies and review periodically. Recovery Point Objectives (RPOS).
Wecharisms xist o create recuring backups of data,software and/or
Maintain a tested and trusted version of the IoT software and data stored locally, system images, as well as verify the Integrity of these backups, to ensure the
282 A iaintain 3 tested and Y| Functional | Intersects With Data Backups BCD-11  [JVaiability of the data to saisfy Recovery Time Objectives (RTOS) an 5
[Recovery Point Objectives (RPOs).
Mechanisms exst to routinely test backups that verify the reliabillty of the
282 A Maintain a tested and trusted version of the 10T software and data stored locally, |t o | o | Testing for Reliability & | gep 111 backup process. as well a¢ the ntegiity and availabily of the data S
to enable safe recovery
Test Resoration Using [Mechanisms exist to utilize sampling of available backups to test recovery
2.8:3 NA IReview periodically the stored backups for the IoT devices and test them. Functional | Intersects With e D115 [ e ot e contnuity lam testma 5
[To ensure timely detection and remediation of vulnerabilities, so as to prevent
29 Vulnerability Management [the probability of exploiting the vulnerabilities to launch cyberattacks against the|  Functional | No Relationship NA NA NA o INo applicable SCF control
organization
Vulnerability & Patch [Mechanisms exist to facilitate the implementation and monitoring of
2o A Continuously idetify, moritor, and miigate cybersecurity vlnerabiies Wit | ¢ cong) Subset of Y reorem VPMAOL  [vuimerabiity managemant controls 10
lthe IoT devices and service: e,
o [Continuously identify, monitor, and mitigate cybersecurity vulnerabillties within Vuinerability Remediation -, [Mechanisms exist to ensure that vunerabilities are properly dentified.
291 VA the 10T devices and services. Functional | Intersects With VPM-02  lracked and remediated. s
(Continuously identify, monitor, and mitigate cybersecurity vulnerabiliies within [Mechanisms exist to detect vulnerabilities and configuration errors by routine|
291 WA lthe 10T devices and services. Functional | Intersects With | Vulnerability Scanning VPM-06  |uuinerability scanning of systems and applications. 5
[Mechanisms exist to conduct software patching for all deployed Technology
|Assets, Applications andor Services (TAAS), including firmware.
patch il the softwae/femeware components withi th T devces i a timely o (TAss) o
Imanner as followi
' Implement software patches in a preventative manner, to ensure cybersecurity
eliminated before they can be exploit Software & Firmware
292 NiA a Ensure that the essential function of the device i+ maintained during software Functional Subset Of Patching VPM-05 10
atchin
u Utilize the most recent operating system for development the IoT device, as it
would help ensure that known vulnerabilities have been mitigated.
[To assess and evaluate the efficiency of the organization's loT cybersecurity
210 Penetration Testing  [defense capabilities through simulated cyber-attacks, in order to discover Functional | No Relationship NA NA NA o INo applicable SCF control
lunknown weaknesses that may lead to a cyber breach
[Mechanisms exist to conduct penetrafion testing on Technology Assets,
|Applications and/or Services (TAAS).
lPerform penteration testing activties to achieve early detection of vulnerable loT
Software and hardware components. The approach can comprise the following:
= Identification and analysis of IoT assets within the penteration testing scope.
u Verification and of known as well as
lunknown vulnerabilities (Zero-Day Vulnerabilities) in the IoT devices and
2101 /A services Functional | Intersects With | Penetration Testing VPM-07 8
= Identification and assessment of insecure configurations at the application,
Inetwork, data, and/ or at the sensor or device gateway level
' Development and Implementation of appropriate reporting and alarming
lprocedures to help prioritize decisions on where and how to incorporate
additional cybersecurity measures.
Mechanisms exst to utlize “red team” exercises to Simulate attempts by
ICarry out red team exercises targeting mission critical 0T devices and services adversaries to compromise Technology Assets, Applications and/or Services
2102 WA ko simulte social enaincering. hysica ntrusion hacking and ather eceptive Functional | Intersects With | Red Team Exercises VPM-10 | (TAAS) in accordance with organization-defined rules of engagement 5
lunauthorized access to critical information and assets, where applicable.
[To ensure regular collection, monitoring and analysis of IoT cybersecurity event
211 Cybersecurity Event Logs |54 ang threat cases, in order to enable early detection of a potential Functional | No Relationship N/A N/A N/A ) INo applicable SCF control

land Monitoring Management|

lcyberattacks across IoT devices and services.

Secure Controls Framework (SCF)

40f7



Set Theory Relationship Mapping (STRM) Saudi Arabia loT CGloT-1 version 2026.1_x000a_03/27/2026

STRM STRM
Document Element (FDE) Description o, ook SCF Control

Secure Controls Framework (SCF) Strength of
R P

p
[Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.

[Ensure that 0T devices to have the ability to record cybersecurity events, and

lcentrally store it to be monitored by the Security Operations Center (SOC) in the

lorganization, if possible. Taking into consideration the followin

|m Define the scenarios to discover potential oT cybersecurity incidents.

lm Record events such as user authentication, management of accounts and

laccess rights, attempts to access sensitive data, and modifications to system

resources.

lm Monitor, review and analyze event logs and threat cases for IoT on a regular

lbasis. If possible, implement automated systems to enable real-time monitoring

loflogs and threat cases.

lw Leverage data storage services that store the log data in a remote location,

2111 NA instead of storing locally, 5o that even if the IoT software and hardware
lcomponents are compromised the log data would remain secure. Implement

lauthentication mechanisms for accessing the data storage to enable secure

retrieval of the log data

lm In case an unauthorized change or behavior is observed in the loT assets, alert

lthe consumer and/ or the administrator while ensuring that the device does not

lconnect to a wider network than is necessary to enable the alerting function.

= Analyze potential misuse of access privieges by nternal stakenolders;

|m Examine telemetry data collected by 0T devices and services, such as usage,

easuremant and lag at, for cybersecurity anomaes and identiying unusuo!

lcircumstances in a timely manner.

|m Establish a retention period for cybersecurity events data. The retention period

Ishould be at least 12 months from the date of recording.

Functional Subset Of Continuous Monitoring MON-01 10

[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[similar automated tool, to support near real-time analysis and incident
lescalation

Ensure that [oT devices to have the ability to record cybersecurity events, and
centrally store it to be monitored by the Security Operations Center (SOC) in the
lorganization, if possible. Taking into consideration the following:

= Define the scenarios to discover potential loT cybersecurity incidents

= Record events such as user authentication, management of accounts and
access rights, attempts to access sensitive data, and modifications to system
resources

 Monitor, review and analyze event logs and threat cases for IoT on a regular
psi. I possible, implement automated systems to enable realtime montoring
oflogs and threat c

= Loverage data storage services that store the log data in @ remote location,
instead of storing locally, so that even if the IoT software and hardware Automated Tools for Real-
111 VA lcomponents are compromised the log data would remain secure. Implement Functional | Intersects With Time Analysis
authentication mechanisms for accessing the data storage to enable secure
retrieval of the log data.

a In case an unauthorized change or behavior is observed in the 0T assets, alert
lthe consumer and/ or the administrator while ensuring that the device does not
connect to a wider network than is necessary to enable the alerting function.
 Analyze potential misuse of access privileges by internal stakeholders;

= Examine telemetry data collected by loT devices and services, such as usage,
Imeasurement and log data, for cybersecurity anomalies and identifying unusual
circumstances in a timely manner.

' Establish a retention period for cybersecurity events data. The retention period
shouid be at least 12 months from the date of recording.

MON-01.2 5

[Mechanisms exist to review event logs on an ongoing basis and escalate
lincidents in accordance with established timelines and procedures.

[Ensure that IoT devices to have the ability to record cybersecurity events, and
[centrally store it to be monitored by the Security Operations Center (SOC) in the
lorganization, if possible. Taking into consideration the following:
lm Define the scenarios to discover potential IoT cybersecurity incidents.

lm Record events such as user authentication, management of accounts and
laccess rights, attempts to access sensitive data, and modifications to system
resources

|w Monitor, review and analyze event logs and threat cases for oT on a regular
lbasis. If possible, implement automated systems to enable real-time monitoring
loflogs and threat cases.

lw Leverage data storage services that store the log data in a remote location,
instead of storing locally, so that even if the IoT software and hardware
lcomponents are compromised the log data would remain secure. Implement
lauthentication mechanisms for accessing the data storage to enable secure
retrieval of the log data.

|w In case an unauthorized change or behavior is observed in the loT assets, alert
the consumer and or the administrator while ensuring that the device does not
lconnect to a wider network than is necessary to enable the alerting function.

= Analyze potential misuse of access privieges by internal stakenolders;

|m Examine telemetry data collected by oT devices and services, such as usage,
heasarement and g aata, for cybersecurity anomales and identifying unusual
lcircumstances in a timely manner.

lm Establish a retention period for cybersecurity events data. The retention period
Ishould be at least 12 months from the date of recording.

2-11-1 N/A Functional | Intersects With | Security Event Monitoring | MON-01.8 5

[Mechanisms exist to retain event logs for a time period consistent with
Irecords retention requirements to provide support for after-the-fact
linvestigations of security incidents and to meet statutory, regulatory and
[contractual retention requirements.

[Ensure that 0T devices to have the ability to record cybersecurity events, and
[centrally store it to be monitored by the Security Operations Center (SOC) in the
lorganization, if possible. Taking into consideration the following:

|m Define the scenarios to discover potential loT cybersecurity incidents.

lm Record events such as user authentication, management of accounts and
laccess rights, attempts to access sensitive data, and modifications to system
resources.

lm Monitor, review and analyze event logs and threat cases for IoT on a regular
Basis. If possible, implement automated systems o enable real-time monttoring
loflogs and threat cases.
lw Leverage data storage services that store the log data in a remote location,
2111 NA instead of storing locally, 5o that even if the IoT software and hardware

lcomponents are compromised the log data would remain secure. Implement
lauthentication mechanisms for accessing the data storage to enable secure
retrieval of the log data.
lm In case an unauthorized change or behavior is observed in the loT assets, alert
lthe consumer and/ or the administrator while ensuring that the device does not
lconnect to a wider network than is necessary to enable the alerting function.
|m Analyze potential misuse of access privileges by internal stakeholders;
|m Examine telemetry data collected by 0T devices and services, such as usage,
Imeasurement and log data, for cybersecurity anomalies and identifying unusual
lcircumstances in a timely manner.
|m Establish a retention period for cybersecurity events data. The retention period
Ishould be at least 12 months from the date of recording.

Functional | Intersects With Event Log Retention MON-10 5

[Conduct regular examination of diagnostic information for loT devices, including [Mechanisms extet o generate log erirles an embedded devices when
11 details such as temperature data, memory usage data, battery life and process Embedded Technology g changes or attempts to access interfaces are detected.

2112 NiA lexecution data to enable better identification of any potential cybersecurity Functional Intersects With Configuration Monitoring EMB-05 5
lincident.

[Conduct regular examination of diagnostic information for loT devices, including [Automated mechanfsms exist to moriior The pover evels of embedded
ldetails such as temperature data, memory usage data, battery life and process ftechnologies for decreased or excessive power usage, including battery
lexecution data to enable better identification of any potential cybersecurity Functional | Intersects With | Power Level Monitoring EMB-09 Idrainage, to investigate for device tampering. s
incident

[To ensure timely of threats and loT

Incidents in ordr 1o minimiza the negative impact on the organization's Functional | No Relationship NA NA NIA [ INo applicable SCF control

loperations.

incorporate an IoT incident and threat management model within the overall [Mechanisms exist to maintain and make available a current and viable

2121 NA incident and threat activities and programs of the Functional | Intersects With [Incident Response Plan (IRP)|  IR0-04 [Incident Response Plan (IRP) to all stakeholders. 3
lorganization.

incorporate an IoT incident and threat management model within the overall [Mechanisms exist to perform threat modelling and other secure design

2121 N/A incident and threat activities and programs of the Functional | Intersects With Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 5

Jorganization. Jand accounted for.

[Mechanisms exist to facilitate the implementation of contingency planning

[Establish an IoT cybersecurity incident management plan, comprising incident lcontrols to help ensure resilient Technology Assets, Applications andor

response and handling procedures in alignment with the organization's overall [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business

incident management practices. Which can include the following: (Continuity & Disaster Recovery (BC/DR) playbooks).

|w Prepare for incidents by ensuring that systems, networks, and applications are

secure.

ln Detect, analyze and document the incident.

la Communicate the incident with the stakeholders including the National

(Cybersecurity Authority (NCA).

lm Contain, eradicate and recover from the incident.

lm Create a follow up report for the incident.

2-112 N/A

Cybersecurity Incident and
Threat Management

Business Continuity

2-12:2 N/A Functional Subset Of Management System BCD-01 10
(BCMS)

[Mechanisms exist to ensure the secure recovery and reconstitution of
[Establish an IoT cybersecurity incident management plan, comprising incident [Technology Assets, Applications and/or Services (TAAS) to a known state
response and handling procedures in alignment with the organization's overall jafter a disruption, compromise or failure.

incident management practices. Which can include the following:
= Prepare fo incidents by ensuring tha systems, networks, and applications are Technology Assets,
Applications and/or Services|
2 Detect, analyze and document the ncident. Functional | Intersects With ) Recovery &

ln Communicate the incident with the stakeholders including the National Reconstitution
(Cybersecurity Authority (NCA).

la Contain, eradicate and recover from the incident.
ln Create a follow up report for the incident.

2122 N/A BCD-12 8

Mechanisms exist to cover:
[Establish an loT cybersecurity incident management plan, comprising incident 1) Preparation;
response and handling procedures in alignment with the organization's overall 2) Automated event detection or manual incident report intake;
incident management practices. Which can include the following: 3) Analysis;
lm Prepare for incidents by ensuring that systems, networks, and applications are 4) Containment;
5) Eradication; and

2122 N/A Functional | Intersects With Incident Handling IRO-02  |(g) Recovery. 8

lw Detect, analyze and document the incident.

lm Communicate the incident with the stakeholders including the National
(Cybersecurity Authority (NCA

|w Contain, eradicate and recover from the incident.

|m Create a follow up report for the incident.

Secure Controls Framework (SCF) 50f7



Set Theory Relationship Mapping (STRM)

2122

N/A

Document Element (FDE) Description

[Establish an loT cybersecurity incident management plan, comprising incident
response and handling procedures in alignment with the organization's overall
incident management practices. Which can include the following:

|w Prepare for incidents by ensuring that systems, networks, and applications are
ecure.

lm Detect, analyze and document the incident

| Communicate the incident with the stakeholders including the National
(Cybersecurity Authority (NCA

lm Contain, eradicate and recover from the incident.

lm Create a follow up report for the incident.

STRM
Rational

Functional

Saudi Arabia 10T CGloT-1

STRM
Relation:

Intersects With

SCF Control

Incident Response Plan (IRP)|

IRO-04

Secure Controls Framework (SCF)

Control Description
[Mechanisms exist to maintain and make available a current and viable
lIncident Response Plan (IRP) to all stakeholders.

Strength of
R ip

version 2026.1_x000a_03/27/2026

2122

N/A

[Establish an loT cybersecurity incident management plan, comprising incident
response and handling procedures in alignment with the organization's overall
incident management practices. Which can include the following:

lm Prepare for incidents by ensuring that systems, networks, and applications are

lw Detect, analyze and document the incident.
lm Communicate the incident with the stakeholders including the National
(Cybersecurity Authority (NCA).

|w Contain, eradicate and recover from the incident.

Im Create a follow up report for the incident.

Functional

Intersects With

Incident Stakeholder
porti

IRO-10

[Mechanisms exist to timely-report incidents to applicable:
(1) Internal stakeholders;

(2) Affected clients & third-parties; and

3) Regulatory authorities.

2122

N/A

[Establish an loT cybersecurity incident management plan, comprising incident
response and handling procedures in alignment with the organization's overall
incident management practices. Which can include the following:

-« Propare for incidents by ensoring that systems, networks, and applications are

lw Detect, analyze and document the incident.
| Communicate the incident with the stakeholders including the National
(Cybersecurity Authority (NCA).

|w Contain, eradicate and recover from the incident.

|m Create a follow up report for the incident.

Functional

Intersects With

[Root Cause Analysis (RCA) &
Lessons Learned

IRO-13

[Mechanisms exist to incorporate lessons learned from analyzing and
Iresolving cybersecurity and data protection incidents to reduce the likelihood
lor impact of future incidents,

2123

N/A

[Establish a post incident analysis capability to identify and assess the specific
Software and hardware elements of the IoT devices that were impacted. This
lanalysis should then be utilized to provide the necessary cybersecurity updates
lor engage in device recall activity (as per applicability) to implement the
Inecessary cybersecurity updates, such as upgrading old firmware with default
lpasswords.

Functional

Intersects With

[Root Cause Analysis (RCA) &|
Lessons Learned

IRO-13

[Mechanisms exist to incorporate lessons learned from analyzing and
Iresolving cybersecurity and data protection incidents to reduce the likelihood
lor impact of future incidents,

2124

IDefine loT for threat part of the
loverall threat modelling process developed by the organization. Implement the
[following practices as part of the IoT threat management pl
lm Monitor, track and aggregate threat intelligence data derived from the usage of]
loT devices and services.
|w Share information regarding breach indicators and threat intelligence with the
National Cybersecurity Authorty (NCA).

he

lw Periodically review tt for threat

Functional

Subset Of

Threat Intelligence Program

THR-01

[Mechanisms exist to implement a threat intelligence program that includes a
[cross-organization information-sharing capability that can influence the
ldevelopment of the system and security architectures, selection of security
lsolutions, monitoring, threat hunting, response and recovery activities.

2124

N/A

IDefine loT for threat as part of the

loverall threat modelling process developed by the avgamza!lon Implement the

following practices as part of the loT threat management

= Monito, rack and 2ggregate threat ntellgence data derived from the usage of

loT devices and services.

lm Share information regarding breach indicators and threat intelligence with the

National Cybersecurity Authorty (NCA)
he

lm Periodically review t! for threat

Functional

Intersects With

Threat Intelligence Feeds

THR-03

[Mechanisms exist to maintain situational awareness of vulnerabilities and
levolving threats by leveraging the knowledge of attacker tactics, techniques
land procedures to facilitate the implementation of preventative and
controls

2124

N/A

Define s part of the
overat tnreat modelling process deve\uped by e urgamzatvun Implement the
[following practices as part of the IoT threat managem:

= Monitor: rack and aggregate threat intellgence data erved from the usage of|
loT devices and services.

lm Share information regarding breach indicators and threat intelligence with the
INational Cybersecurity Authorit ).

|w Periodically review the cybersecurity requirements for threat management.

Functional

Intersects With

Threat Intelligence
Reporting

THR-03.1

[Mechanisms exist to utilize external threat intelligence feeds to generate and
[disseminate organization-specific security alerts, advisories and/or directives.

Physical Security

[To ensure the prmemon of loT assets from unauthorized physical access, loss,
ltheft and dam:

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

2131

N/A

implement phys\(al detection systems to monitor the critical physical
lenvironment related to 0T devices and services, which could include server
Irooms or other workplace areas dedicated towards managing an organization's
Inetwork, external communication, or external services such as cloud, internet
jand surveillance.

Functional

Intersects With

Monitoring Physical Access

PES-05

[Physical access control mechanisms exist to monitor for, detect and respond
lto physical security incidents.

2131

N/A

Implement physical detection systems to monitor the critical physical
lenvironment related to [oT devices and services, which could include server
Irooms or other workplace areas dedicated towards managing an organization's
Inetwork, external communication, or external services such as cloud, internet
jand surveillance.

Functional

Intersects With

Intrusion Alarms /
Surveillance Equipment

PES-05.1

[Physical access control mechanisms exist to monitor physical intrusion
lalarms and surveillance equipment.

N/A

implement hardware tamper protection and detection measures for the IoT
ldevices

Functional

Intersects With

Physical Tampering
Detection

AST-08

[Mechanisms exist to periodically inspect systems and system components for|
Indicators of Compromise (IoC).

IoT Application Security

[To ensure the security and reliability of software applications running on IoT
devices

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

N/A

Implement technical cybersecurity measures to secure interfaces of loT
lapplications, in order to reduce the exposure of data, configuration and

Functional

Intersects With

Interface Security

EMB-04

[Mechanisms exist to protect embedded devices against unauthorized use of
the physical factory diagnostic and test interface(s).

operations and prevent access.

2142

N/A

Implement measures to whitelist certain applications that can run on the loT
ldevice operating system to help prevent execution of unauthorized malware and
lapplications, including untrusted third-party applications.

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
or

Technology Assets, Applications and/or Services (TAAS)
[that are consistent with industry-accepted system hardening standards

2142

N/A

Implement measures to whitelist certain applications that can run on the loT
[device operating system to help prevent execution of unauthorized malware and
lapplications, including untrusted third-party applications.

Functional

Intersects With

Explicitly Allow / Deny
Applications

CFG-033

[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
((denylist / blackiist) applications that are authorized to execute on systems.

2143

N/A

Implement secure code development practices for IoT applications and conduct
source code review to reduce cybersecurity bugs.

Functional

Intersects With

Secure Software
Development Practices
(SSDP)

TDA-06

[Mechanisms exist to develop applications based on Secure Software
[Development Practices (SSDP).

2143

N/A

Implement secure code development practices for IoT applications and conduct
lsource code review to reduce cybersecurity bugs.

Functional

Intersects With

Software Design Review

TDA-06.5

[iechanisms exist o Rave an independent review of the software design o
va\ date

ble security, compliance and resilience requirements are met; and
d

) Appl
12) Identited rieks are remediate

2144

N/A

[The whitelisted applications should be periodically updated to include new
lapplications, functionalities and software patches.

Functional

Intersects With

Reviews & Updates

CFG-02.1

[Mechanisms exist to review and update baseline configurations:

(5) As part of system component installations and upgrades.

10T Device Lifestyle
Management

[To ensure secure installation and set-up ofioT devices and presence of device
withdrawal and replacement plans.

Functional

No Relationship

N/A

N/A

N/A

INo applicable SCF control

2151

N/A

Utilize hardware that embeds cybersecurity functions at the component level, to
Imaintain protection and integrity of the device, and it is advised to implement
lthe following requirements to secure loT hardware components, where
lapplicable:
lm Deploy a Hardware Root of Trust component, which helps in authenticating
Ihardware, firmware, and software components before loading them. It also helps
in establishing trust in the boot environment.

lw Include only essential physical external ports that are necessary for the loT
[device to function and enable only trusted connections to access and function on
lthe physical ports.

Functional

Intersects With

Roots of Trust Protection

AST-18

[Mechanisms exist to provision and protect the confidentiality, integrity and
lauthenticity of product supplier keys and data that can be used as a “roots of|
ftrust” basis for integrity verification

2151

lUtilize hardware that embeds cybersecurity functions at the component level, to
Imaintain protection and integrity of the device, and it is advised to implement
lthe following requirements to secure IoT hardware components, where
lapplicable:

In Deploy a Hardware Root of Trust component, which helps in authenticating
lhardware, firmware, and software components before loading them. It also helps
in establishing trust in the boot environment.

lw Include only essential physical external ports that are necessary for the loT
ldevice to function and enable only trusted connections to access and function on
lthe physical ports.

Functional

Intersects With

Identification & Justification
f Ports, Protacels &

TDA-02.5

[echanisms exst o require process owners o identiy, document and Justiy
[the business need for the ports, protocols and other services necessary
loperate their technology solutions.

2152

N/A

IDefine and implement steps for installing and setting up an loT device and
lservice. It is recommended that these steps are in alignment with cybersecurity
lbest practices regarding the usability of the device and service such as but not
limited to:

lm Apply secure configuration and hardening options that are applicable to the
lorganization, such as disabling certain features or functionalities that would not
lbe used by the organization.

|m Implement secure set up and configuration to the loT device, in order to reduce
lthe exposure to threats; such as ensuring all 10T devices and related
lapplications/services don't contain default or hardcoded passwords, and to be
lunique and complex,

lw Implement cybersecurity tests prior to deploying the application in the
lproduction environment.

= Periodically conduct eybersecuriy tests before and after every new software

Functional

Intersects With

Secure Baseline
Configurations

CFG-02

[Mechanisms exist to develop, document and maintain secure baseline
for

chnology Assets, Applications and/or Services (TAAS)
fthat are consistent with industry-accepted system hardening standards.

2152

N/A

IDefine and implement steps for installing and setting up an loT device and
lservice. It is recommended that these steps are in alignment with cybersecurity
lbest practices regarding the usability of the device and service such as but not
limited to:

lm Apply secure configuration and hardening options that are applicable to the
lorganization, such as disabling certain features or functionalities that would not
lbe used by the organization.

|w Implement secure set up and configuration to the loT device, in order to reduce
lthe exposure to threats; such as ensuring all IoT devices and relate
ppllcationsiservioes dont contaln default or hardcoded passwords, and to be
lunique and complex.

 implement cybersecurity tests prior to deploying the application in the
lproduction environment.

I Periodically conduct cybersecurity tests before and after every new software

Functional

Subset Of

Information Assurance (IA)
ations

1A0-01

[Mechanisms exist to facilitate the implementation of security, compliance
land resilience assessment and authorization controls.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Document Element (FDE) Description

STRM
Rational

Saudi

STRM
Relation:

i Arabia 0T CGloT-1

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of
R ip

version 2026.1_x000a_03/27/2026

IMechanisms exist to formally assess the security, compliance and resilience
IDefine and implement steps for installing and setting up an loT device and controls in Technology Assets, Applications and/or Services (TAAS) through
service. It is recommended that these steps are in alignment with cybersecurity Information Assurance Program (IAP) activities to determine the extent to
bbest practices regarding the usability of the device and service such as but not which the controls are implemented correctly, operating as intended and
limited to: lproducing the desired outcome with respect to meeting expectet
lm Apply secure configuration and hardening options that are applicable to the requirements
lorganization, such as disabling certain features or functionalities that would not
lbe used by the organization.
2152 WA ln Implement secure set up and configuration to the loT device, in order to reduce|  Functional | Intersects With Assessments 10-02 5
lthe exposure to threats; such as ensuring all oT devices and related
lapplications/services don't contain default or hardcoded passwords, and to be
lunique and complex.
|m Implement cybersecurity tests prior to deploying the application in the
lproduction environmen
 Periodically conduct cybersecurity tests before and after every new software
release.
Mechanisms exist to securely dispose of, deslroy or repurpose system
lcomponents using organization-defined techniques and methods to prevent
Develop and implement a plan for the withdrawal of the IoT devices and services information being recovered from these components.
at the end of their lifecycle. Implement the following practices for establishing an
lend-of-ife strategy for the oT devices and services:
ln Develop a replacement plan, and an end-of-life plan for the loT devices and
services that have run out of support and/or no longer support the essential
2153 N/A lcybersecurity functions. Also include third-party components within the end-of- Functional | Intersects with |S2Cfe Disposal, Destruction|  q7. o9 5
life plan. or Re-Use of Equipment
lm Implement measures to securely dispose the data that was stored or being
lprocessed by the IoT devices/ service, as per organizational policies and
regulations.
| Maintain an audit log to monitor the loT devices and services disposal process.
Mechanisms exist to manage the usable lifecycles of Technology Assets,
|Applications and/or Services (TAAS)
IDevelop and implement a plan for the withdrawal of the IoT devices and services
at the end of their lifecycle. Implement the following practices for establishing an
lend-of-iife strategy for the IoT devices and services:
ln Develop a replacement plan, and an end-of-life plan for the loT devices and
services that have run out of support and/or no longer support the essential Technology Lifecycle
2153 N/A lcybersecurity functions. Also include third-party components within the end-of- Functional | Intersects With Managg‘/emem‘/ SEA-07.1 5
life plan
ln Implement measures to securely dispose the data that was stored or being
Iprocessed by the loT devices/ service, as per organizational policies and
regulations.
|a Maintain an audit log to monitor the 0T devices and services disposal process.
e aeoien'“® To ensure the inclusion of IoT cybersecuriy resiliency requirements within the
31 CMJ’M“ Nanagement _|overall business continuity management plan of the organization, in order to Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
oo lenhance the integrity of IoT devices and services during cybersecurity incidents.
[Mechanisms exist to facilitate the implementation of contingency planning
Define document, approve, and mplement cybersecurty reslency lcontrols to help ensure resilient Technology Assets, Applications andor
for tegrity and availability of loT Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
evicos and stcooted tomponenta, oe par o e besiness camtmuy (Continuity & Disaster Recovery (BC/DR) playbooks)
Imanagement plan of the organization, and review them periodically. As well as
implementing the following:
ln Develop resiliency requirements in consideration of how the disruption of an
Business Continuity
", loT device's essential functions, due to a cyberattack, could impact the business y
311 WA e e Functional Subset Of Management System BCD-01 10
| Implement necessary resilience measures that are proportionate to the
intended usage of the device, while considering other components that are
lassociated with the loT system, service or device.
| Ensure essential cybersecurity functions of loT devices and services are
capable of functioning locally in case of a network or power outage and can
retur to a desired state after the outage.
Mechanisms exist to configure embedded technology o be resilient to data
Define, documen, approve, and mplement cybersecurty reslency Inetwork and power outages.
for tegrity and availability of loT
et and stcocated tomponenta, o par of . besiness camtmuy
Imanagement plan of the organization, and review them periodically. As well as
implementing the following:
ln Develop resiliency requirements in consideration of how the disruption of an
., loT device's essential functions, due to a cyberattack, could impact the business g
311 WA erats easeiiat i Functional | Intersects With | Resilience To Outages EMB-08 5
| Implement necessary resilience measures that are proportionate to the
intended usage of the device, while considering other components that are
lassociated with the loT system, service or device
s Ensure essential cybersecurity functions of loT devices and services are
capable of functioning locally in case of a network or power outage and can
return to a desired state after the outage.
Mechanisms exist to configure embedded technology o be resilient to data
loT Endpoint devices, especially gateway devices, shall be capable of enforcing Inetwork and power outages
312 WA lcybersecurity over communication networks and protocols even in the case of a |  Functional | Intersects With | Resilience To Outages EMB-08 5
lconnectivity outage/disruption to the back-end network, where applicable.
. ’ [To ensure the protection of the organizational assets against cybersecurity risks e
41 Third-party Cybersecurity |10 0o e oo O o ety Functional | No Relationship NA NA NA o INo applicable SCF control
Mechanisms exist to require contractual requirements for applicable security,
[Define, document, approve, and implement IoT cybersecurity requirements. Third-Party Contract [compliance and resilience requirements with third-parties, reflecting the
R WA within contracts with supply chain partners and third-parties. Functional | Intersects With Requirements TPM-05 Jorganization's needs to protect its Technology Assets, Applications, Services s
land/or Data (TAASD).
Mechanisms exist to obtain a First-Party Declaration(LPD) from applicable
Fequest manufacturers and service providers of loT products and services to Extemal Service Providers (ESPs)that povides assurance of compliance with
lemonstrate the cybersecurity capabilities within their products and/or services, specified statutory, regulatory and contractual obligations for securi
412 NA Functional | Intersects With |First-Party Declaration (1PD)| TPM-05.6  [5P" v, reg g ty. 5
. land implement 'Secure-by-Design’ principles throughout the development 4 (k0) Compliance and resilince controls, Incuding any flow down requirements to
lifecycle phases of IoT devices and services. subcontractors,
N Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Request developers and manufacturers to provide a list of hardware and Software Bill of Materials for Technology ASsets, Applications andor Services (TAAS) that lists software
413 WA software components present in the IoT devices and services, to assist in better | Functional | Intersects With e TDA04.2  [Jackages in use, including versions and applicable licenses. 5
lunderstanding and managing risk and patching any known vulnerabilities.
identify loT information systems, components, and services provided by supply Mechanisms exist to identify and assess the security of Technology Assets,
414 N/A [chain partners and third-parties, for inclusion in the overall risk assessment and Functional Intersects With |Asset-Service Dependencies| ~AST-01.1 [Applications and/or Services (TAAS) that support more than one critical 5
sk mitigation procedures. lbusiness function.
implement verification activities, through audits, testing and software [Mechaniems existto fcilfate the Implementation of security, complance
" crtfications assurance, to ensure tht all o7 third-party components meet the Information Assurance (1A) ’ jand resilience assessment and authorization controls
R WA policies of the highlighted in Functional Subset Of perations 1h0-01 0
[heir contract.”
Mechanisms exist to formally assess the security, compliance and resifience
Implement verification activities, through audits, testing and software I“’f"m"sl‘" Ti‘"""lug‘/ ssse“ Arp“‘al":"s and/orderw:es ‘{:As):h":‘:gh
" lcertifications assurance, to ensure that all IoT third-party components meet the ’ Information Assurance Pragram letermine the extent to
415 NA CyDarsacrity poliies of the organioations and the raaurements hiahighiactin Functional | Intersects With Assessments 1A0:02  |which the controls are implemented correctly, operating as intended and 5
o oty Iproducing the desired outcome with respect to meeting expected
requirements.
[Mechanisms exist to monitor, regularly review and assess External Service
IReview periodically 10T risk mitigation procedures and cybersecurity Review of Third-Party Providers (ESPs) for compliance with established contractual requirements
416 NA requirements, that are related to supply chain partners and third-party, to detect | Functional | Intersects With o TPM-0B  [for security, compliance and resilience controls, 5
lany unauthorized procedures.
[Review periodically 10T risk mitigation procedures and cybersecurity e party Deficienc Mechanisms exist to address weaknesses or deficiencies in supply chain
4-1-6 N/A requirements, that are related to supply chain partners and third-party, to detect | Functional | Intersects With remagiaion TPM-09  [elements identified during independent or organizational assessments of 5
lany unauthorized procedures. such elements.
. Cloud Computing and _ [To ensure of for cloud services that
&2 Hosting Cybersecurity _|are used for loT devices. RG] || WREEEETD WA NA NA o INo applicable SCF control
[Mechanisms exist to facilitate the implementafion of cloud management
Define, document, spprove, and implement cybersecurty requirements fo cloud lcontrols to ensure cloud instances are secure and in-line with industry
. services hosting 10T services, as well as other cloud services that are specifically o1 |practices.
421 WA lused for 10T devices, in addition to including applicable Cloud Cybersecurity Functional Subset Of Cloud services cLo-01 0
(Controls (CCC) and periodically review them.
Mechanisms exist to ensure the cloud security architecture supports the
Define, document, approve, and implement cybersecurity requirements or cloud lorganization's technology strategy to securely design, configure and
. services hosting 10T services, as well as other cloud services that are specifically i .02 |maintain cloud employments.
421 NiA lused for IoT devices, in addition to including applicable Cloud Cybersecurity Functional | Intersects With | Cloud Security Architecture | CLD-02 ploy! 5
(Controls (CCC) and periodically review them.
implement adequate authorization, authentication, verification and encryption Viechanisms exist to ensure the cloud security architecture supports the
olicies and techniques to secure the loT devices that interact with the private/ lorganization’s technology strategy to securely design, configure an
22 VA Self-hosted IoT cloud service and/ or other cloud service specifically being used |~ Functional | Intersects With | Cloud Security Architecture | CLD-02 |maintain cloud employments. 5
for IoT devices.
Mechanisms exist to facilitate the implementation of security, compliance
|assess the cybersecurity posture of the cloud service provider and or managed Iformation Assurance (1A) land resilience sssessment and authorization controls.
423 NA service provider to ensure that their cybersecurity posture is in alignment with Functional Subset O oeura 1A0-01 10
the organization's loT cybersecurity policies and procedures.
Mechanisms exist to formally assess the security, compliance and resifience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
|Assess the cybersecurity posture of the cloud service provider and/ or managed Information Assurance Program (IAP) activities to determine the extent to
423 NA service provider to ensure that their cybersecurity posture is in alignment with Functional | Intersects With Assessments 1A0-02  |which the controls are implemented correctly, operating as intended and 5
lthe organization's loT cybersecurity policies and procedures lproducing the desired outcome with respect to meeting expectet
requirements
Mechanisms exist to formally assess the security, compliance and resifience
Establish procedures to faciltate cybersecurity audits, cybersecuriity monitoring contolsn Technology Assets, Applicatons andar ervices (TAAS)through
. of loT-specific data manipulation activities, and management of potential risks ’
424 WA Dt o e s oo ok | Functional | Intersects With Assessments 140-02  |which the controls are implemented correctly, operating as intended and 5
lthe organization's cloud computing and hosting cybersecurity requirements. lproducing the desired outcome with respect to meeting expected
requirements.
echarisins et 6 equire Conlracual requrements ar appicable secury.
[Embed provisions in the contractual agreements with cloud service providers d resilience with reflecting t
" land/ or managed service to obtain data stored on cloud platforms i a vendor- Third-Party Contract 05 oo e o e oo Acae Aepllcatione areices
25 WA Ineutral format in case of (a planned or unplanned) exit of the cloud service Functional | Intersects With Requirements TPM05 L dor Data (TAASD). s
lprovider and/ or managed service provider from the cloud services agreement.

Secure Controls Framework (SCF)
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