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Cyb it N/A
1 ybersecurity Functional N/A N/A N/A 0
See FDE for details. ) No
111 Cybersecurity Strategy Functional N/A N/A N/A 0
In addition to the controls in ECC subdomain 1-1, the organization’s Security, Compliance & ) ) ) )
. Mechanisms exist to facilitate the implementation of security,
14141 Cybersecurity Strategy | cybersecurity strategy must prioritize the support of protecting ts critical | Functional | Intersects With|  Resilience Program Gov-o1 8
compliance and resilience governance controls.
svstems. (SCRP)
in addition to the controls in ECC subd 11, th tion’
i n additiontto the controls in ECC subdomain © organization’s Defining Business Mechanisms exist to define the context of its business model and
14141 Cybersecurity Strategy | cybersecurity strategy must prioritize the support of protecting ts critical | Functional | Intersects With Gov-08 > 8
Context &Mission document the organization's mission.
systems.
in addition to the controls in ECC subd 11, th tion’
ooy o e e °'(g“”““ e tical Business As Usual (BAU) existto security, and resilience
14141 Cybersecurity Strategy | ‘e'sec“” 'y strategy must prioritize the support of protecting its critical Functional |Intersects With| Security, Compliance & | GOV-14 |principles into Business As Usual (BAU) practices through executive 5
systems. Resilience Practices leadership involvement.
In addition to the controls in ECC subdomain 1-1, the organization’s Operationalizing Mechanisms exist to compel data and/or process owners to
tionali ity, compli d resili tices f
11 Gybersecurity Strategy | CYPer9e0UItY strategy must prioritize the support of protecting is critical Functional | Intersects With| Security, Gompliance& | Gov-1s | oPerationalize secriy, compliance and resilience practices for s
systems. Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
In addition to the controls in ECC subdomain 1-1, the organization’s
. . et e e tical Mechanisms exist to compel data and/or process owners to select
14141 Cybersecurity Strategy | ‘e'sec“” 'y strategy must prioritize the support of protecting its critical Functional | Intersects With Select Controls GOV-15.1  |required security, compliance and resilience controls for Technology 5
systems.
v Assets, Applications, Services and/or Data (TAASD) under their control.
In addition to the controls in ECC subdomain 1-1, the organization’s
. . et e o tical Mechanisms exist to compel data and/or process owners to implement
14141 Cybersecurity Strategy | ‘e'sec“” 'y strategy must prioritize the support of protecting its critical Functional |Intersects With| Implement Controls | GOV-15.2 |required security, compliance and resilience controls for Technology 5
systems.
v Assets, Applications, Services and/or Data (TAASD) under their control.
In addition to the controls in ECC subdomain 1-1, the organization’s Mechanisms exist to compel data and/or process owners to assess if
cybersecurity strategy must prioritize the support of protecting its critical required security, compliance and resilience controls for Technology
tems. Assets, Applications, S d/or Data (TAASD) under their control
14141 Cybersecurity Strategy | *YS'*™® Functional |Intersects With|  Assess Controls GOV-15.3 ;:»E s, Applications, Services and/or Data ( ) under their control 5
(1) Implemented correctly; and
(2) Operating as intended.
In addition to the controls in ECC subdomain 1-1, the organization’s Authorize Technology Mechanisms exist to compel data and/or process owners to obtain
111 Cybersecurity Strategy | cybersecurity strategy must prioritize the support of protectingits critical | Functional | Intersects With|  Assets, i GOV-15.4 forthe use of each Asset, 5
svstems. and/or Services (TAAS) Application and/or Service (TAAS) under their control.
In addition to the controls in ECC subdomain 1-1, the organization’s Mechanisms exist to compel data and/or process owners to monitor
cybersecurity strategy must prioritize the support of protecting its critical Technology Assets, Applications, Services and/or Data (TAASD) under
14141 Cybersecurity Strategy [systems. Functional |Intersects With|  Monitor Controls GOV-15.5 |their control on an ongoing basis for applicable threats and risks, as 5
Wwell as to ensure security, compliance and resilience controls are
oberating as intended.
In addition to the controls in ECC subdomain 1-1, the organization's Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
1aa Cybersacurity Strategy | ©YPErSECUTY strategy must priritze the support o protecting ts crtical | p ol rategic Plan prvo11 | (1) Strategic security, compliance and resilience-specific business s
systems. Objectives plan; and
(2) Set of obiectives to achieve that plan.
In addition to the controls in ECC subdomain 1-1, the organization's Mechanisms exist to develop a security Concept of Operations
cybersecurity strategy must prioritize the support of protecting its critical Security Goncept OF (CONOPS), or a similarly-defined plan for achieving cybersecurity
111 Cyb ty Strat tems. Functional | Intersects With oPs-02 that d technical 8
ybersecurity Strategy |systems. unctional | tersects with | o =200 Ry - tha : and technical
to apply def depth thatis
toall
Cyb tyRisk | See FDE for details. N
12 ybersecurity Ris o6 FOE for detalls. Functional © N/A N/A N/A 0
In addition to the controls in ECC subdomain 1-5, cybersecurity risk Mechanisms exist to facilitate the implementation of strategic,
: d tactical risk trols that are aligned
Gybersecurity isk | ™naEement methodology must include at least the following Risk Management and tactical ris controls that are aligne
121 ot Functional | Subset Of e RSK-01  |with: 10
© © (1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk bractices.
In addition to the controls in ECC subdomain 1-5, cybersecurity risk existto arisk to
Cybersecurity Risk ) . Risk Assessment °
121 management methodology must include at least the following: Functional | Intersects With RSK-04.2 | ensure coverage for organizational components relevant for secure, 8
Management Methodology
comliant and resilient
Conducting a cyberseourity risk assessment on critical systems at least Mechanisms exist to conduct recurring assessments of fisk that
once annually. includes the likelihood and magnitude of harm, from unauthorized
Cybersecurity Risk ’ - ‘ ‘
1211 Functional |Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, or of the 8
Management A
Assets, Services and/or Data
(TAASD).
212 Cybersecurity Risk | Creating a cybersecurity isk register for oitical systems, and reviewing it | [ T o Aok Rogister SK0a1 | Mechanisms exist to maintain a risk register that facilitates monitoring R
at least once every month. and reporting of risks.
Cybersecurityin | See FDE for details. o
13 Information Technology Functional " NA NA N/A 0
Relationship
Proiect
- In addition to the subcontrols in ECC control 1-6-2, cybersecurity
Gybsrescurityin f project and asset (i Mechanisms exist to facilitate an IT Asset Management (ITAM) program
roject
1-31 Information Technology of proj ent S Functional |Intersects With|  Asset Governance AST-01 > & prog 5
change management of the organization’s critical systems must include at to and manage asset controls.
Project Management >
least the following:
- In addition to the subcontrols in ECC control 1-6-2, cybersecurity
Gybsrescurityin f project d asset (i ch ist to facilitate the implementation of a ch
1-31 Information Technology of project rent and asset Functional | Intersects With ange CHG-01 existto facilitate the implementation of a change 5
change management of the organization’s critical systems must include at Program management program.
Project Management >
least the following:
- In addition to the subcontrols in ECC control 1-6-2, cybersecurity
Gybsrescurityin f project d asset (i Information A Mech: ist to facilitate the implementation of securit
1on Informmation Technalogy of project rent and asse Functional | intersectswitn| MermationAssurance | o |Mechanisms exist to faciltate the implementation of security, .
change management of the organization’s critical systems must include at (1A) Operations and resilience and controls.
Project Management >
least the following:
Cybersecurity in In addition to ";E s"bc‘:""‘“s inECC C‘":ml "[6',2' cybersecurity Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
of project and asse
131 Information Technology proj ont and ass Functional |Intersects With| Resilience Protection | PRM-01 |controls that provide a portolio management approach to achieve 5
change management of the organization’s critical systems must include at ° : ] °
Project Management > Portfotio Management security, compliance and resilience objectives.
least the following:
Conducting a stress test to ensure the capacity of the various components. Mechanisms exist to establish the scope of assessments by defining
Cybersecurity in the assessment boundary, according to people, processes and
1-3-1-1 Information Technology Functional  |Intersects With 1A0-01.1 that directly or indirectly impact the confidentiality, 8
Project Management integrity, availability and safety of the Technology Assets, Applications,
Services and/or Data (TAASD) under review.
Conducting a stress test to ensure the capacity of the various components. Mechanisms exist to formally assess the security, compliance and
i lsin Assets, and/or Services
Cybersecurity in (TAAS) through Information Assurance Program (IAP) activities to
1311 Information Technology Functional | Intersects With Assessments 1A0-02 © . 3
determine the extent to which the controls are implemented correctly,
Project Management . X . iy
operating as intended and producing the desired outcome with respect
to meeting expected
Conducting a stress test to ensure the capacity of the various components. exist to conduct for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
Cybersecurity in (6) Embedded technologies (e.., loT, OT, etc.);
1311 Information Technology Functional | Intersects With 1n0-022 |(7) i 8
Project Management (8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
Ensuring the implementation of business continuity requirements. Mechanisms exist to formally assess the security, compliance and
Cybersecurity in 1 lsin Assets, and/or Services
(TAAS) through Information A P 1AP) activities t
1312 Information Technology Functional | Intersects With Assessments 1a0-02  |(TAAS) through Information Assurance Program (IAP) activities to 8
determine the extent to which the controls are implemented correctly,
Project Management Iy .
operating as intended and producing the desired outcome with respect
to meeting expected
Cybersecurityin | Ensuring the implementation of business continuity requirements. Mechanisms exist to perform Information Assurance Program (IAP)
1312 Information Technology Functional |Intersects With| Technical Verification | IAO-06 5

Project

activities to evaluate the design, implementation and effectiveness of
technical security. iance and resilience controls.
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Cybersecurityin | " addition to the subcontrols in ECC control 1-6-3, oyberseourity
132 Y Y requirements related to software and application development projects of | ¢ || information Assurance | [Mechanisms exist o faciltate the implementation of security, .
the organization’s critical systems must include at Least the following: (1A) Operations and resilience and controls.
Project Management
In addition to the subcontrols in ECC control 1-6-3, oyb it
Cybersecurtyin | e aomtieation doomemont ojocts of Technology Development Mechanisms exist to facilitate the implementation of tailored
r
132 Information Technology |9 > ! war pplication development proj Functional | Intersects With G4 P! TDA-01  |development and acquisition strategies, contract tools and 8
the organization’s critical systems must include at Least the following: &Acquisition
Project Management procurement methods to meet unique business needs.
‘Conducting a security source code review before the critical system
Cybersecurity in ¥ g Y Y Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
1-3-2-1 Information Technology |"®¢2°®" Functional |Intersects With| ~ Remediation During 1A0-04  |create and execute a Security Testing and Evaluation (ST&E) plan, or 8
Project Management Development similar process, to identify and remediate flaws during development.
Conducting a security source code review before the critical system Mechanisms exist to require system developers/integrators consult
release.
with security, compliance and/or resilience personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E)
Cybersecurity in Security, Compliance &
plan, or similar capability;
1321 Information Technology Functional |Intersects With|  Resilience Testing TDA-08 o 8
(2) Implement a verifiable flaw remediation process to correct
Project Management Throughout Development
weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
_ Conducting a security source code review before the critical system exist o require the of Assets,
Cybersecuriy in I Applicati dlor S (TAAS) to employ static code analy
case. ications and/or Services o employ static code analysis
1321 Information Technology |™® Functional | Intersects With| Static Code Analysis | TDA-09.2 | PP ploy v 8
tools to identify and remediate common flaws and document the
Project Management
results of the analysis.
_ Conducting a security source code review before the critical system exist to require the of Assets,
Cybersecuriy in I Applicati dlor S (TAAS) to employ d de anal
case. ications and/or Services 0 employ dynamic code analysis
1321 Information Technology | Functional | Intersects With| Dynamic Code Analysis | TDA-09.3 |"PP' ploy dy 4 8
tools to identify and remediate common flaws and document the
Project Management
results of the analysis.
Cybersecurityin | Securing the access, storage, documentation and releases of source code.
Mechanisms exist to restrict software library privileges to those
1322 Information Technology Functional |Intersects With|  Library Privileges CHG-04.5 ) ' 5
individuals with a pertinent business need for access.
Proiect
Cybersecurityin | Securing the access, storage, documentation and releases of source code.
V! Y e 8 Access to Program Mechanisms exist to limit privileges to change software resident within
1322 Information Technology Functional | Intersects With TDA-20 " 8
Source Code software libraries.
Proiect
, Securing the access, storage, documentation and releases of source code. ,
Cybersecurity in Mechanisms exist to escrow source code and supporting
1322 Information Technology Functional |Intersects With|  Software Escrow TDA-20.3 |documentation to ensure software availability in the event the software 3
Project Management provider goes out of business or is unable to provide support.
Cybersecurityin | Securing the authenticated Application Programming Interface (API).
exist to ensure support for secure interoperability
1323 Information Technology Functional | Intersects With " cLp-04 8
Interface (API) Security between with App! Interfaces (APIs).
Proiect
Gybersecurityin | S%CUrnE the authenticated Application Programmin Interface (APY)- Mechanisms exist to develop, document and maintain secure baseline
Secure Basell [ Assets, d/or S
1323 Information Technology Functional |Intersects With eoure Saseline CFG-02 o Ssets andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
Project Management
standards.
Cybersecurityin | Securing the authenticated Application Programming Interface (API). Secure Software
4 Y e PP 8 J (API) Mechanisms exist to develop applications based on Secure Software
1323 Information Technology Functional |Intersects With| Development Practices | TDA-06 3
Development Practices (SSDP).
Proiect (SSDP)
Cybersecurity in Secure and trusted migration of applications from testing environments to Secure D st to maintain a etwork to
1-32-4 i along with deletion of any data, IDs or Functional | Intersects With ) TDA-07 ) 5
Environments ensure a secure development environment.
Proiect related to the testing. before the migration.
Secure and trusted migration of applications from testing environments to ) - !
° " Separation of Mechanisms exist to manage separate development, testing and
c in along with deletion of any data, IDs or
Development, Testing operational environments to reduce the risks of unauthorized access or
1-3-2:4 Information Technology | passwords related to the testing environment before the migration. Functional | Intersects With : TDA-08 ° ‘ 5
P . and Operational changes to the operational environment and to ensure no impact to
roject Managemen
) e Environments Assets, and/or Services (TAAS).
Cybersocurityn | 5°6Ure and trusted migration of applications from testing environments to Mechanisms exist to ensure secure migration practices purge
Secure Migrat Technology Assets, Applications and/or Services (TAAS) of
1394 Iformation Technology | Po@UCtion environments, along with deletion of any dat, DS or Functional | intersacts with ecure Migration oa0a | TeCholoRy Assets, Applications and/or Services (TAAS) o .
passwords related to the testing environment before the migration. Practices test/development/staging data and accounts before it is migrated into
Project Management N "
Periodical Cyb it FDE for details. N
e eriodical Gybersecurity [See FDE for detais — No A A A B
Review and Audit
periodical Cybersscurity |/ FeferoNce (0 ECC cantrol 1-8-1, the organization's cybersecurity Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
141 o i function must review the implementation of CSCC at least once annually. | Functional | Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 8
Oversight
With reference to ECC control 1-8-2, the implementation of CSCC must be Mechanisms exist to implement an internal audit function that is
a2 Periodical C reviewed by parties within th outside the Functional | Intersects With| Internat Audit Function | GpL.0z.1 | G2P@bLe ofproviding senior organization management with insights into s
Review and Audit | cybersecurity function at least once every three years. the of the and
brocesses.
With reference to ECC control 1-8-2, the implementation of CSCC must be Mechanisms exist to utilize independent assessors to evaluate
a2 Periodical C reviewed by parties within th outside the Functional | Intersocts With| Indopendont Assessors | GPL0g.1 |S2CUTi: Gompliance and resiionce  plannedntervals or when the .
Review and Audit | cybersecurity function at least once every three years. Technology Asset, Application and/or Service (TAAS) undergoes
changes.
Cyb tyinH See FDE for details. N
15 ybersecurity in Human | See FDE for detals. Functional e N/A N/A N/A 0
Resources
, In addition to the subcontrols in ECC control 1-9-3, personnel ) )
Cybersecurity in Human Human Resources Mechanisms exist to facilitate the implementation of personnel
151 priorto mustinclude at least the | Functional | Subset Of HRS-01 10
Resources Security Management security controls.
following:
c ity in H o for worki itical systems. Mechani te Usecurity risk b i
o1 in Human orvetting for working on critical systems. Functional | Intersects With|  Porsonnel Soroening | HRs.04 | oChanisms oxist to manage personnel security rik by soreering R
Resources prior to access.
Cybersacurity in Human | Te technical support and development positions for critical systems, Mechanisms exist to manage personnel security risk by assigning a risk
1-5-12 AN must be filled with experienced Saudi professionals. Functional | Intersects With| Position C: HRS-02 toall positions and establishing screening criteria for 5
filling those positions.
The technical support and development positions for critical systems, Mechanisms exist to verify that individuals accessing a system
1512 Cybersecurity in Human | must be filled with experienced Saudi professionals. Functional | Intersects With | Gitizenship Requirements| HRS.04.3 . storing, or sensitive 1 meat s
Resources applicable statutory, regulatory and/or contractual requirements for
N/A No
2 Cybersecurity Defense Functional " N/A N/A N/A )
See FDE for details. ) No
21 Asset Management Functional ) N/A N/A N/A 0
in addition to the controls in ECC subdomain 2-1, cybersecurity oporationalizing Mechanisms exist to compel data and/or process owners to
[ i ts must include at tionali ity, compli d resili tices f
211 Asset Management or managing assets must include at Functional | Intersects With| Security, Compliance & | Gov-15 | oPerationalize securiy, compliance and resitience practices for s
least the following: ‘ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities .
their control.
Maintaining an annually-updated inventory of critical systems’ assets. exist to perform of Assets,
Applications, Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business
justi details;
2-1-1-1 Asset Management Functional Intersects With Asset Inventories AST-02 (3) Is at the level of granularity deemed necessary for tracking and 8
reporting;
(4) Includes organization-defined information deemed necessary to
achieve effective property accountability; and
(5)1s available for review and audit by designated organizational
Maintaining an annually-updated inventory of critical systems’ assets. Mechanisms exist to identify and document the critical Technology
24141 Asset Management Functional |Intersects With| Identify Critical Assets | BCD-02 |Assets, Applications, Services and/or Data (TAASD) that support 8
essential missions and business functions.
:dfen""{‘"'g assf‘s Tw"el's andinvolving them in the asset management Stakeholder Mechanisms exist to identify and involve pertinent stakeholders of
i ms.
2112 AssetManagement || covele foreritical systems. Functional | Intersects With Identification & AST-01.2 |critical Technology Assets, Applications, Services and/or Data (TAASD) 5
Involvement to support the ongoing secure management of those assets.
|dentifying assets owners and involving them in the asset management Mechanisms exist to ensure asset ownership responsibilities are
s hssot Management | fecyeleforerticalsystems. Functional | intersectswitn|  Asset Ownership ast.os |assiEned. tracked and managed at a team, individual, or responsible .
Assignment organization level to establish a common understanding of
i for asset protection.
Identity and A See FDE for details. N
2.2 entity and Access | See FDE for detals. Functional Ne N/A N/A N/A 0
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In addition to the subcontrols in ECC control 2-2-3, cybersecuri ] ) ] ]
Identity and Access ! v Identity & Access Mechanisms exist to facilitate the implementation of identification and
221 requirements for identity and access management of critical systems must |  Functional | Intersects With 1AC-01 5
Management Management (IAM) access management controls.
include at least the following:
Identity and Access | Prohibiting remote access from outside the Kingdom of Saudi Arabia. Mechanisms exist to define, control and review organization-approved,
22141 Y e & Functional |IntersectsWith| ~ Remote Access NET-14 & PP 8
secure remote access methods.
dentity and Access | PrOMIPItiNg remote access from oviside the Kingdom of Saudi Arabie. Work From Anywhere Mechanisms exist to define secure telecommuting practices and
22141 Ma:agemem Functional |Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remote access to Technology Assets, Applications, Services 5
Security and/or Data (TAASD) for remote workers.
Restricting remote access from inside the Kingdom of Saudi Arabia and
Identity and Access | verifying each access attempt by the organization’s security operations Mechanisms exist to define, control and review organization-approved,
2212 Y fying Pt by the ore Y o Functional |IntersectsWith|  Remote Access NET-14 & PP 8
Management center, and continuously monitoring activities related to remote access. secure remote access methods.
Restricting remote access from inside the Kingdom of Saudi Arabia and
Identity and Access | verifying each access attempt by the organization’s security operations Automated Monitoring & Automated mechanisms exist to monitor and control remote access
2212 Y fying Pt by the org Y o Functional | Intersects With 85| NeT-141 8
Management center, and continuously monitoring activities related to remote access. Control sessions.
dentity and A Res_g'c""g 'eh’”"‘e i f’”g'"ide the K'”%_d”,“ of sa”‘:' A'ab'a‘_a”d Work From Anywhere Mechanisms exist to define secure telecommuting practices and
entity and Access | verifying each access attem  organization’s security operations
2212 Ma:a - § J e \ P! . Y f SR Y t’ Functional | Intersects With| (WFA) - Telecommuting | NET-14.5 |govern remot to Assets, Services 5
8 center, and continuously monitoring activities related to remote access. Security andlor Data (TAASD) for remote workers.
Using multi-factor authentication for all users. ‘Automated mechanisms exist to enforce Multi-Factor Authentication
(MFA) for:
1) Remote network access;
Identity and Access Multi-Factor ”
2213 Functional | Intersects With IAC-06  |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 8
Management Authentication (MFA)
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
[ Identity and Access | Using multi-factor authentication for all users. Functional | intersects witn| NeMwork Access toNon- | " Mechanismes exist to utilize Mult-Factor Authentication (MFA) to R
Privileged Accounts network access for non-privileged accounts.
Using multi-factor authentication for privileged users, and on systems Automated mechanisms exist to enforce Multi-Factor Authentication
utilized for managing critical systems stated in control 2-3-1-4. (MFA) for:
(1) Remote network access;
Identity and Access Multi-Factor
22-1-4 Functional | Intersects With IAC-06 |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 8
Management Authentication (MFA) @ party 2 PP (TARS)
and/or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or reulated data.
Identity and A U \ti-factor authentication for privileged users, and on syst Network Access & Mechani t o utilize Multi-Factor Authentication (MFA) t
hora entity and Access | Using multi-factor authentication for privileged users, and on systems Functionat intersactswitn| _ Newiork Access to 1AC.06.1_| Mechanisms exist to utilize Multi-Factor Authentication (MFA) o R
utilized for managing critical systems stated in control 2-3-1-4. Privileged Accounts network access for privileged accounts.
Identity and Access | Using multi-factor authentication for privileged users, and on systems Local Access to Mechanisms exist to utilize Multi-Factor Authentication (MFA) to
22-1-4 Y o8 - privite v Functional | Intersects With ° IAC-06.3 j (MFA) 8
utilized for managing critical svstems stated in control 2-3-1-4. Privileged Accounts local access for privileged accounts.
Developing and implementing a high-standard and secure password Mechanisms exist to develop, document and maintain secure baseline
Identity and Access . Secure Baseline for Assets, Applications and/or Services
2215 Y policy Functional |Intersects With CFG-02 5
Management Configurations (TAAS) that are consistent with industry-accepted system hardening
Developing and implementing a high-standard and secure password Mechanisms exist to enforce complexity, length and lifespan
Identity and Access ping P! g higl P Password-Based plexity, leng P!
2215 policy. Functional |Intersects With IAC-10.1 | considerations to ensure strong criteria for password-based 8
Management Authentication
Utilizing secure methods and algorithms for storing and processing Mechanisms exist to develop, document and maintain secure baseline
Identity and Access : : Secure Baseline for Assets, Applications and/or Services
22-1-6 Y passwords, such as: Hashing functions. Functional |Intersects With CFG-02 8
Management Configurations (TAAS) that are consistent with industry-accepted system hardening
Utilizing secure methods and algorithms for storing and processin; exist to protect with the
Identity and Access 2 & gandp! J Protection of P!
2216 passwords, such as: Hashing functions. Functional | Intersects With 1AC-10.5 of the towhich use of the permits 5
Management Authenticators
access
Identity and Access | Utilizing secure methods and algorithms for storing and processin Mechanisms exist to protect and store passwords via a password
2216 Y 2 & gandp! J Functional |Intersects With| ~Password Managers | 1AC-10.11 P! P! o 8
such as: Hashing functions. manager tool.
Securely managing service accounts for applications and systems, and Identification &
disabling interactive login from these accounts. Authentication for Third-
Identity and Access e . Mechanisms exist to identify and authenticate third-party Technology
2217 Functional | Intersects With | Party Technology Assets, |  1AC-05 8
Management Assets, Applications and/or Services (TAAS).
Applications and/or
Services (TAAS)
oty and Accass | SECUrelY managing senvice accounts for applications and systems, and Mechanisms exist to:
i
2217 dui, disabling interactive login from these accounts. Functional | Intersects With| Account Management | IAC-15 |(1) Define authorized system account types; 8
i (2) Define prohibited system account types; and
pona Idenity and Access | Securely managing senice accounts for applications and systems, and Functionat intersactswitn| _ Prvieged Account 1AG16_ | Mechanisms exist to restrct and control priviteged access rights for R
disabling interactive login from these accounts. (PAM) users and Assets. and/or Services (TAAS).
Prohibiting direct access and interaction with databases for all users
except for database admini Users' access and with Mechanisms exist to develop, implement and govern database
Identity and Access P! ors. L v Database Administrative P, ImP! 8 N X
2218 must be through only, with givento | Functional |Intersects With AST-28 pre with Operating 8
Management ‘ e . with cor € Processes
applying security solutions that limit or prohibit visibility of classified data Procedures (SOP), for operating and maintaining databases.
to database
Prohibiting direct access and interaction with databases for all users ) — )
" Mechanisms exist to restrict access to databases containing sensitive
: except for database Users' access and with
Identity and Access ° ! ) and/or regulated data to only necessary Technology Assets,
2218 d must be through only, with givento | Functional |IntersectsWith| — Database Access IAC-20.2 5
Management é Applications and/or Services (TAAS) or those individuals whose job
applying security solutions that limit or prohibit visibility of classified data ]
¢ requires such access.
to database
Prohibiting direct access and interaction with databases for all users
except for database admini Users' access and with
Identity and Access P ors: ! Mechanisms exist to ensure databases produce audit records that
2218 must be through only, with givento | Functional |IntersectsWith| —Databaselogging | MON-03.7 ° ° ° " 5
Management ‘ e : " " contain sufficient information to monitor database activities.
applying security solutions that limit or prohibit visibility of classified data
to database i
With reference to ECC subcontrol 2-2-3-5, user identities and access rights Mechanisms exist to periodically-review the privileges assigned to
J Identity and Access |to critical systems must be reviewed at least once every three months. Functional | intersectswitn|  Periodic Reviewof near | and service accounts to validate the need for such R
Management Account Privileges L d reassign or remove privileges, as
necessary.
Information System and |See FDE for details. =
23 Information Processing Functional e N/A N/A N/A 0
Relationship
Facilities Protection
Information System and |In addition to the subcontrols in ECC control 2-3-3, cybersecurity No
231 Information Processing |requirements for protecting critical systems and information processing | Functional | 19 N/A N/A N/A 0
Facilities Protection facilities must include at least the following: D
System and of i and software operation files that are allowed to Explicitly Allow / Den Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block
xplicitly Allow
23141 Information Processing | execute on servers hosting critical systems. Functional [ Intersects With| = X M08 5| CRG.03.3 | (denytist blackist) applications that are authorized to execute on 8
Facilities Protection PP systems.
Information tem ant Protectin rs hostin; itical tem: ing end-point protection
ormation System and | Protecting servers hosting critical systems using end-point protectior Endpoint Device Mechanisms exist to facilitate the implementation of Endpoint Device
2312 Information Processing | solutions that are approved by the organization. Functional | Intersects With END-01 5
Management (EDM) Management (EDM) controls.
Facilities Protection
Information System and | Protecting servers hosting critical systems using end-point protection i . .
¢ " Endpoint Protection exist to protect the integrity,
2312 Information Processing  |solutions that are approved by the organization. Functional | Intersects With END-02 0 prote 8
Measures and safety of endpoint devices.
Facilities Protection
Applyin ity tche N te t L t on ry month f
itarmation system an |2 enice ytams and t ese s Valerabily & paten Mochanisms it o faciltto theimplomentaton and monioring o
. isms exi i i i itori
2313 Information Processing | X6\ and internet-connected critical systems and at least once every Functional | Intersects With| Management Program |  VPM-01 S P 8 5
e > three months for internal critical systems, in line with the organization’s vulnerability management controls.
Facilities Protection ) (vPMP)
aporoved change
Applyin ity tche N te t L t on ry month f
Information System and "‘p o lgse:”'; Y pa‘c s ai :";”d_a‘vesla E:s © ”:"iy ‘° or Software & Finmware Mechanisms exist to conduct software patching for all deployed
y ware & Firmwar
2313 Information Processing | X6\ and internet-connected critical systems and at least once every Functional | Intersects With VPM-05  |Technology Assets, Applications and/or Services (TAAS), inclu 8
e > three months for internal critical systems, in line with the organization’s Patching N
Facilities Protection ) firmware.
aporoved change
Information System and | Allocating specific workstations in an isolated network (Management Mechanisms exist to conduct remote system administrative functions
2314 Information Processing | Network), that s isolated from other networks or services (e.g., email Functional | Intersects With Jump Server AST-27 |via a "jump box” or "jump server" that is located in a separate network 5
Facilities Protection_|service or internet), to be used by highly privileged accounts. zone to user
Information System and |Allocating specific workstations in an isolated network (Management
‘ ° " Dedicated exist to restrict executing administrative tasks or tasks
23-1-4 Information Processing |Network), that s isolated from other networks or services (e.g., email Functional | Intersects With IAC-20.4 A ' 8
Machines requiring elevated access to a dedicated machine.
Facilities Protection _|service or internet), to be used by highly privileged accounts.
Information System and | Allocating specific workstations in an isolated network (Management Notwork Sogmentation existto network within network
23-1-4 Information Processing | Network), that s isolated from other networks or services (e.g., email Functional | Intersects With (mamsegiemmn) NET-06 toisolate Assets, ions and/or 8
Facilities Protection _|service or internet), to be used by highly privileged accounts. Services (TAAS) from other network resources.
Information System and | Allocating specific workstations in an isolated network (Management Sensitive / Regulated existto controls to restrict
23-1-4 Information Processing |Network), that s isolated from other networks or services (e.g., email Functional |Intersects With| Data Enclave (Secure | NET-06.3 |inbound and outbound connectivity for sensitive and/or regulated data 8

Facilities Protection

service or internet), to be used by highly privileged accounts.

Zone)

enclaves (secure zones).
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Rationale Control Desc Relationship
Information System and | Encrypting the network traffic of non-console administrative access for all )
Transmission c exist to protect the of data
2315 technical of critical systems using secure encryption Functional | Intersects With CRY-03 8
et y Confidentiality being transmitted.
Facilities Protection _|algorithms and protocols.
Information System and | Encrypting the network traffic of non-console administrative access for all ) - )
3 Cryptographic mechanisms exist to protect the integrity of data being
2315 technical of critical systems using secure encryption Functional | Intersects With| Transmission Integrity |  CRY-04 | P 088 3
Facilities Protection _|algorithms and protocols. ted:
Information System and | Encrypting the network traffic of non-console administrative access for all
' rypting Network Security Mechanisms exist to develop, govern & update procedures to facilitate
2315 technical of critical systems using secure encryption Functional | Intersects With NET-01 8
e : Controls (NSC) the implementation of Network Security Controls (NSC).
Facilities Protection _|algorithms and protocols.
Information System and | Encrypting the network traffic of non-console administrative access for all .
_ Mechanisms exist to control authorized wireless usage and monitor for
2315 technical of critical systems using secure encryption Functional |Intersects With| Wireless Networking | NET-15 5
e unauthorized wireless access.
Facilities Protection _|algorithms and protocols.
Information System and | Reviewing critical systems’ configurations and hardening at least once - ) - -
Configuration Mechanisms exist to facilitate the implementation of configuration
2316 Information Processing  |every six months. Functional | Intersects With CFG-01 8
et Management Program management controls.
Facilities Protection
Reviewing critical systems’ configurations and hardening at least once Mechanisms exist to develop, document and maintain secure baseline
Information System and th: Secure Baseline for Assets and/or Services
2316 Information Processing | V™Y S months. Functional | Intersects With CFG-02 . 8
Configurations (TAAS) that are consistent with industry-accepted system hardening
Facilities Protection
Reviewing critical systems’ configurations and hardening at least once Mechanisms exist to review and update baseline configurations:
Information System and th (1) At least annually;
2316 Information Processing | V™Y S months. Functional |Intersects With| ~ Reviews & Updates CFG-02.1 Vi 8
(2) When required due to so; or
Facilities Protection
(3) As part of system and upgrades.
Reviewing critical systems’ configurations and hardening at least once Automated mechanisms exist to govern and report on baseline
Information System and o Automated Central o i e oo
2316 Information Processing | V™Y S months. Functional | Intersects With Management & CFG-02.2 € g 8
(TAAS) through Continuous Diagnostics and Mitigation (CDM), or
Facilities Protection Verification
similar
Reviewing and changing default configurations, and ensuring the removal Mechanisms exist to develop, document and maintain secure baseline
Information System and | ¢, .14 coded, backdoor and/or default ds, wh licabl Secure Baseline for Assets and/or Services
2317 Information Processing | "or¢-¢ded, backdoorandfor default passwords, where applicable. Functional | Intersects With CFG-02 . 8
Configurations (TAAS) that are consistent with industry-accepted system hardening
Facilities Protection
Information System and | Reviewing and changing default configurations, and ensuring the removal
Y- 8 ging g g . Mechanisms exist to ensure default authenticators are changed as part
2317 Information Processing | of hard-coded, backdoor and/or default passwords, where applicable. Functional |Intersects With| Default Authenticators | IAC-10.8 5
et of account creation or system installation.
Facilities Protection
Information System and | Protecting systems’ logs and critical files from unauthorized access, - )
' Mechanisms exist to protect event logs and audit tools from
2318 tampering, and/or deletion. Functional |Intersects With | Protection of Event Logs | MON-08 5
e ) unauthorized access, modification and deletion.
Facilities Protection
Networks Securit FDE for details. N
2.4 vy |S=sEDEfordetans Functional Ne N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-5-3, oybersecurit
Networks Security . N >3, oyt i Network Security Mechanisms exist to develop, govern & update procedures to facilitate
241 requirements of critical systems’ network security management must Functional | Subset Of NET-01 : 10
Management Controls (NSC) the implementation of Netwaork Security Controls (NSC).
include at least the following:
Logically and/or physically segregating and isolating critical systems' existto network within network
Networks Securit Network Segmentati
2-4-1-1 jetworks Security 1 works. Functional | Intersects With| |- Ork SeBmentation |\ er o toisolate Assets, and/or 8
Management (macrosegmentation)
Services (TAAS) from other network resources.
Reviewing firewall rules and access lists, at least once every six months. Mechanisms exist to review and update baseline configurations:
Networks Securit 1) At least annually;
2412 Y Functional | IntersectsWith|  Reviews & Updates | CFG-021 |'1) nuaty 8
Management (2) When required due to so; or
(3) As part of system and upgrades.
a2 Networks Security | Reviewing firewallrules and acoess lists, at least once every sixmonths. | -~ 7 -0 0 T NET-0a.6 | Mechanisms exist o enforce the use of human reviews for Access R
Control Lists (ACLs) and similar rulesets on a routine basis.
Prohibiting direct connection between local network devices and critical Mechanisms exist to develop, document and maintain secure baseline
Networks Securit Secure Baseli f Assets, dlor S
pans etworks Security | systems, unless those devices are scanned to ensure they have security Functional | intersacts with ecure Baseline cro0 or ssets, and/or Services R
Management controls that meet the acceptable security levels for critical systems. Configurations (TAAS) that are consistent with industry-accepted system hardening
Prohibiting direct connection between local network devices and critical
pais Networks Security | systems, unless those devices are scanned to ensre they have security Functional | intersacts witn| DirectInteretAccess | exist to prohibit, or strictt 1, Internet access from R
Management controls that meet the acceptable security levels for critical systems. Restrictions sensitive and/or regulated data enclaves (secure zones).
Prohibiting direct connection between local network devices and critical
Mechanisms exist to route internal communications traffic to external
Networks Security [ systems, unless those devices are scanned to ensure they have security Route Internal Traffic to )
2413 " Functional | Intersects With NET-18.1 [ networks through organization-approved proxy servers at managed 5
Management controls that meet the acceptable security levels for critical systems. Proxy Servers !
interfaces.
Notworks Security | Pronibiting critical systems from connecting to a wireless network. Data Flow B existto and govern Access Control Lists
2414 ore Secuty Functional | Intersects With|  Access Control Lists | NET-04 |(ACLs) to provide data flow enforcement that explicitly restrict network 8
i (ACLs) traffic to only what is authorized
Prohibiting critical systems from connecting to a wireless network. Mechanisms exist to configure firewall and router configurations to
Networks Security iting critical sy: g Deny Traffic by Default & 2 g
2414 Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 8
Management Allow Traffic by Exception
, deny all, permit by tion).
Networks Security | Prohibiting critical systems from connecting to a wireless network. Mechanisms exist to control authorized wireless usage and monitor for
2-4-1-4 Y iting critical sy: g Functional | Intersects With|  Wireless Networking NET-15 b g 5
jreless access.
Prohibiting critical systems from connecting to a wireless network. exist to disable
Networks Security J ¥ g Disable Wireless " e
24-1-4 Functional | Intersects With " NET-15.2 | capabilities that are internally embedded within system components 5
Management Networking !
prior to issuance to end users.
Protecting against Advanced Persistent Threats (APT) at the network layer. Mechanisms exist to implement security functions as a layered
pars Networks Security Functional | intersectswitn|  Lavered Network NET.0z | Strocture that minimizes interactions between Layers of the design and .
Management Defenses avoids any dependence by lower layers on the functionality or
of higher lavers.
Notworks Securtty | PTOteCting against Advanced Persistent Threats (APT) at the network layer. Mechanisms exist to monitor and control communications at the
2415 Managoment Y Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 8
network.
Notworks Securfty | Prombiting connection to the internet forcritical systems that provide Data Flow B exist to implement and govern Access Control Lists
24-1-6 Monagoment Y |interal services to the organization and have no strong need to be Functional |Intersects With| Access Control Lists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 8
accessed from outside the (ACLs) traffic to only what is authorized
Prohibiting connection to the internet for critical systems that provide Mechanisms exist to configure firewall and router configurations to
Networks Security s Inte V: P! Deny Traffic by Default & 8 8
24-1-6 internal services to the organization and have no strong need to be Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 8
Management : Allow Traffic by Exception
accessed from outside the (e.s.. deny all. permit by exception)
Notworks Security | Pronibiting connection to the internet forcritical systems that provide Sensitive / Regulated exist to implement Controls to restrict
2-4-1-6 Management Y internal services to the organization and have no strong need to be Functional Intersects With Data Enclave (Secure NET-06.3 |inbound and outbound connectivity for sensitive and/or regulated data 5
€ accessed from outside the i Zone) enclaves (secure zones)
Prohibiting connection to the internet for critical systems that provide
Networks Security s Vs P! Direct Internet Access exist to prohibit, or strictt 1, Internet access from
2416 internal services to the organization and have no strong need to be Functional | Intersects With NET-06.5 8
Management ) Restrictions sensitive and/or regulated data enclaves (secure zones).
accessed from outside the
Notworks Securty | Citical systems that provide services to a imited number of organizations Data Flow - exist to implement and govern Access Control Lists
24-1-7 Management Y |(not individuals), shall use networks isolated from the Internet. Functional  |Intersects With| ~Access Control Lists NET-04 | (ACLs) to provide data flow enforcement that explicitly restrict network 8
€ (ACLs) traffic to only what is authorized
Critical systems that provide services to a imited number of organizations Mechanisms exist to configure firewall and router configurations to
Networks Security ¥ P! © B Deny Traffic by Default & 8 g
2-4-1-7 (not individuals), shall use networks isolated from the Internet. Functional Intersects With NET-04.1 deny network traffic by default and allow network traffic by exception 5
Management Allow Traffic by Exception
(e.s.. denv all. permit by exception)
Notworks Securtty | Crtical systems that provide services to a imited number of organizations Sensitive / Regulated exist to implement Controls to restrict
2-4-1-7 Management Y (not individuals), shall use networks isolated from the Internet. Functional Intersects With Data Enclave (Secure NET-06.3 |inbound and outbound connectivity for sensitive and/or regulated data 8
€ Zone) enclaves (secure zones).
pans Networks Security | Protecting against Distributed Denial of Service (DDoS) attacks to limit Functionat | intersacts witn| DeniatofSenviee (DoS) |~ - " I Automated mechanisms exist to protect against o limit the sffects of .
risks arising from these attacks. Protection denial of service attacks.
Networks Securit Allowing only whitelisting for critical systems’ firewall access lists. Data Flow - existto and govern Access Control Lists
works Securi
24-1-9 e o Functional |Intersects With| ~ Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 8
e (ACLs) traffic to only what is auth d.
All ing only whitelisting for critical tems’ fire 1] lists. Mechanism: ist nfigure fi L an iter configurations t
Networks Security owing only whitelisting for critical systems’ firewall access lists. Demy Traffc by Default & echanisms exist to configure firewall and router configurations to
24-1-9 Functional | Intersects With NET-04.1 | deny network traffic by default and allow network traffic by exception 8
Management Allow Traffic by Exception
(e.g.. deny all, permit by except
; See FDE for details. ) No
25 Mobile Devices Security Functional ) N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-6-3, cybersecuri . )
i v v Centralized Management Mechanisms exist to implement and govern Mobile Device
2541 Mobile Devices Security |requirements for mobile devices security and BYOD in the organization Functional | Subset Of MDM-01 10
Of Mobile Devices Management (MDM) controls.
must include at Least the following:
Prohibting access to critical systems from mobile devices except for a
temporary period only, after assessing the risks and obtaining the Access Control For Mechanisms exist to enforee access control requirements for the
rary per
2:5-1-1 Mobile Devices Security | o POary Pert ¥ ing the ri ining Functional | Intersects With MDM-02 |connection of mobile devices to organizational Technology Assets, 8

necessary approvals from the cybersecurity function in the organization.

Mobile Devices

Applications and/or Services (TAAS).
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RM Secure Controls Framework (SCF) Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Desc Relationship
Prohibting access to critical systems from mobile devices except for a Restrioting Access To
t d only, afts the risks and obtaining th Authorized Technolo st to restriot the of mobile
2:5-1-1 Mobile Devices Security | oPOrary periof °[‘ ’: @ i’hassebss‘”g ?"s' s al'_‘ o :“”‘”g ° . Functional [ Intersects With| 4707 = 0 1o on:y MDM-11 |devices from icating with Assets, 8
necessary approvals from the eyberseurity function in the organization. , Applicati
" apP) i v E PP Applications and/or Services (TAAS).
and/or Services (TAAS)
Implementing full disk encryption for mobile devices with access to critical ) G exist to protect the confidentiality and
) Full Device & Container-
2612 Mobile Devices Security |systems. Functional | Intersects with | "' 28 08T MDM-03  integrity of information on mobile devices through full-device or 5
i container encryption.
Data and Information | See FOE for details. N
26 ata andInformation | See FOE for detalls Functional o N/A N/A N/A )
Proteotion
Data and Information | " 2dition to the subcontrols in ECC control 2-7-3, cybersecurity Mechanisms exist to facilitate the implementation of data protection
2641 ’ requirements for protecting and handling data and information must Functional | Subset Of Data Protection DCH-01 P P 10
Protection controls.
include at least the following:
bata and Informat sz‘m“”gme use of C”:‘CE‘ Sys[(ef':s GE(T n a”:' _e':"”‘":mle”: °me'tma(f' Data & Asset Mechanisms exist to ensure data and assets are categorized in
ata and Information | production environment, except after applying strict controls for protectiny ata & Asse
2611 ’ P P PPYINg P | Functional |Intersects With e DCH-02  |accordance with applicable statutory, regulatory and contractual 5
Protection that data, such as: data masking or data scrambling techniques. Classification
requirements.
Prohibting the se of critical systems’ data in any environment other than
N Data and Information | production environment, except after applying strict controls for protecting | ¢ | Sensitive /Regulated | o [Mechanisms exist to protect sensitive and/or regulated data wherever .
Protection that data, such as: data masking or data scrambling techniques. Data Protection itis processed and/or stored.
; Defining Access
bata and Informat sz‘m“”gme use of C”:‘CE‘ Sys[(ef':s GE(T n a”:' _e':"”‘":mle”: °me'tma(f' o g( ; Mechanisms exist to explicitly define authorizations for specific
ata and Information | production environment, except after applying strict controls for protectiny uthorizations for
2611 ’ P P PPYINg P | Functional |Intersects With ! DCH-01.4 [individuals and/or roles for logical and /or physical access to sensitive 8
Protection that data, such as: data masking or data scrambling techniques. Sensitive / Regulated
and/or regulated data.
Data
bata and Informat sz‘m“”gme use of C”:‘CE‘ Sys[(ef':s GE(T n a”:' _e':"”‘":mle”: °me'tma(f' Highest Classificat Mechanisms exist to ensure that Technology Assets, Applications
ata and Information | production environment, except after applying strict controls for protectiny jghest Classification
2:6-1-1 ° P P pRying P %] Functional |IntersectsWith| €' DCH-02.1 |and/or Services (TAAS) are classified according to the highest level of 3
Protection that data, such as: data masking or data scrambling techniques. Level !
data sensitivity that is stored, transmitted and/or processed.
s [ronbting e use ofcrical systems it i ny envronment cer e Mecharisms st o mask sensiiv anlor egulted dta trough
ata and Information | production environment, except after applying strict controls for protectiny
2:6-1-1 ° P P pRying P %] Functional |IntersectsWith| ~Data Anonymization PRI-05.3 |data anonymization, pseudonymization, redaction and/or de- 8
Protection that data, such as: data masking or data scrambling techniques. o
identification.
Dota and Information | CRaSSing alldata within crtical systerms. Dota & Avset Meshanisms exist to ensure data and assets are categorized n
2612 ’ Functional | Intersects With o DCH-02  |accordance with applicable statutory, regulatory and contractual 8
Protection Classification
Configure Teohnol:
ot o o :’m:‘et.:mg Classified data of critical systems using data leakage prevention con lfu:i e o8y axiot o confgure ssots, aror
ata and Information | techniques. ssets, Applications
2613 ° N Functional | Intersects With PP CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
Protection and/or Services (TAAS)
configurations.
for High-Risk Areas
ro1s Data and Information | Protecting classified data of crtical systems using data leakage prevention [ - o T S 1 DCro1 | Mechanisms exist o facilitate the implementation of data protection R
Protection controls.
vo1s Data and Information _|Protecting classified data of critical systems using data leakage prevention | -~ ™[~~~ 1™ Sensitive / Rogulated | o " [ Mechanisms exist o protect sensitive and/or regulated data wherever R
Proteotion Data Protection itis processed and/or stored.
Defining Access
s :’m:‘et.:mg Classified data of critical systems using data leakage prevention oo g‘ : Mechanisms exist to explicitly define authorizations for spoiic
ata and Information | techniques. uthorizations for
2613 ° N Functional | Intersects With ! DCH-01.4 [individuals and/or roles for logical and /or physical access to sensitive 8
Protection Sensitive / Regulated
and/or regulated data.
Data
ro1s Data and Information | Protecting classified data of crtical systems using data leakage prevention [ - T 03,1 | Mechanisms exist o restrict the disclostre of sensitive and/or R
Protection regulated data to authorized parties with a need to know.
denti tent d for oritical systems-associated data, i
Data and Information _ |/4e"iYing retention period for critical systems-associated data, in Mechanisms exist to retain media and data in accordance with
2614 accordance with relevant legislations. Only required data must be retained |  Functional |Intersects With| Media & Data Retention | DCH-18 5
Protection > N licable statutory, regulatory and contractual obligations.
in critical svstems’
Dota and Information | Pronibting the transfer of any critical systems’ data from production Management Approval Mechanisms exist to obtain management approval for any sensitive
2615 P environment to any other environment. Functional | Intersects With|  For External Media | AST-05.1 |and/or regulated media that s transferred outside of the organization's 5
Transfer facilities.
Prohibting the transfer of any critical systems' data from production exist to verify that individuals or Assets,
Dataand Applications and/or Services (TAAS) transferring data bet
2615 ataan toany other Functional | Intersects With | Transfer Authorizations | DGH-14.2 | PPlications and/or Senvices (TAAS) transferring data between 5
Protection interconnecting TAAS have the requisite authorizations (e.g., write
or rivileges) rior to aid data.
Data and Information | Prohibting the transfer of tical systems' data f duct Mechani t d-hoc exch f large digital files with
vors ata and Information | Prohibting the transfer of any critical systems' data from production romctionat Nintorescte witn | Ad-Hoo Transters oorts | Mechanisms exist to secure ac-hoc exchanges of arge digitl files wi R
Protection to any other internal or external parties.
Prohibting the transfer of any critical systems’ data f duct
Data and Information |10\ & (® transfer of any critioal systems” data from production Transfer of Sensitive Mechanisms exist to restrict and govern the transfer of sensitive and/or
2615 environment to any other environment. Functional | Intersects With DCH-25 nd gov : ) 5
Protection and/or Regulated Data regulated data to third. or
Prohibting the transfer of any critical systems' data from production Mechanisms exist to implement a Cross Domain Solution (CDS) to
Data and Information A Cross Domain Solution ‘ : ’ )
2615 P environment to any other environment. Functional | Intersects With NET-02.3 | mitigate the specific security risks of accessing or transferring 5
i
between security domains.
See FDE for details. N
27 Cryptography e FDE for detatls Functional e N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-8-3, cybersecurity Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
i
2.7 c for must include at least the following: Functional | Subset Of Casap CRY-01 |protections controls using known public standards and trusted 10
7 Comtoganhy Encrypting all critical systems’ data-in-transit. romctionat. Nintorescte with Transmission crvos |© exist to protect the of data .
c being
Encrypting all critical systems’ data-in-transit. Cryptographic mechanisms exist to protect the integrity of data bein,
2.7-11 Cryptography fypting ¥ Functional |Intersects With| Transmission Integrity | CRv-04 | C"YPo8rP! P! grity J 3
Encrypting all critical systems’ data-at-rest at the level of files, database or - exist to prevent ized discl f
2712 Cryptography vpting all critical sy Functional | Intersects With| Encrypting Data At Rest | CRY-05 lsttop 8
certain columns within database. data at rest.
Using secure and up-to-date methods, algorithms, keys and devices in oo ot Orvptomannie Mechanisms exist o facilitate the implementation of cryptographic
2713 Cryptography accordance with what NCA issues in this regard. Functional | Intersects With szmli P! CRY-01 | protections controls using known public standards and trusted 8
o Mechanisms exist to identify, document and review deployed
Usmgdsecure a:: w ([oNr::a/:e‘ melho‘di;“algumh;ns, keys and devices in Coyptographic Cipher st o iy, decumont an aeloged
accordance with what NCA issues in this regard. cipher suites and protocols to proactively respond to
2713 Cryptography 8 Functional | Intersects With| Suites and Protocols | CRY-01.5 | P! P! stop vely resp 5
i industry trends regarding the continued viability of utitized
v ic cipher suites and protocols.
Backup and R See FDE for details. N
2.8 ackup and Recovery | See FDE for detalls. Functional e N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-9-3, cybersecurity Mechanisms exist to facilitate the implementation of contingency
Backup and Recovery _|"ecUrements for backup and recovery management must include at east Business Continuity planning controls to help ensure resilient Technology Assets,
281 Venagomont Y |the following: Functional | SubsetOf | ManagementSystem | BCD-01 |Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
(BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
ackun ond Racovery | 559P@ and coverage of online and offline backups shall cover al critical Mechanisms exist to identify and document the critical Technology
28141 o [svstems. Functional |Intersects With| Identify Critical Assets | BCD-02 |Assets, Applications, Services and/or Data (TAASD) that support 5
& essential missions and business functions.
Scope and coverage of online and offline backups shall cover all critical Mechanisms exist to create recurring backups of data, software and/or
[ Backup and Recovery [ systems. Functionat | intersacts with Data Backups BoD.1q |Fystemimages, as well as verity the intogity of these backups, to .
Management ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recovery Point Obiectives (RPOS).
Performing backup within planned intervals, according to the Mechanisms exist to create recurring backups of data, software and/or
J Backup and Recovery 's risk . NCA packupfor | o iterssets with Data Backups BOD.11 |Systemimages, as well as verify the nteity of these backups, to .
Management critical systems on a daily basis. ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recovery Point Obiectives (RPOS).
Securing access, storage and transfer of critical systems’ backups and Mechanisms exist to create recurring backups of data, software and/or
J Backup and Recovery  |storage media, and protecting it from destruction, unauthorized accessor | f oo Data Backups BoD.11 |Systemimages, as well as verify the inteity of these backups, to .
Management modification. ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recoverv Point Obiectives (RPOS).
Sockup and Rocovery | S°CU"E 26ESS, Storage and transfer of crtcal systems’ backups and ] st to provent the
2813 storage media, and protecting it from destruction, unauthorized access or | Functional |Intersects With | Cryptographic Protection | BCD-11.4 5
Management d of backup
Securing access, storage and transfer of critical systems’ backups and . ;
Backup and Recovery e ge an ¥: P: Mechanisms exist to restrict access to backups to privileged users with
2813 storage media, and protecting it from destruction, unauthorized access or | Functional |IntersectsWith|  Backup Access BCD-119 8
Management assigned roles for data backup and recovery operations.
Securing access, storage and transfer of critical systems’ backups and Mechanisms exis to restrict access to modify and/or delete backups to
Backup and Recovery Backup Modification
2813 storage media, and protecting it from destruction, unauthorized access or | Functional | Intersects With BCD-11.10 [privileged users with assigned data backup and recovery operations 8
Management and/or Destruction
roles.
With reference to ECC subcontrol 2-6-3-3, a periodical test must be ) ] - .
Backup and Recove Testing for Reliability & Mechanisms exist to routinely test backups that verify the reiability of
282 P ™' | conducted at least once every three months in order to determine the Functional |Intersects With e Y& | Bep-111 Y P fy Y 8

Management

efficiency of recovering critical systems backups.

Integrity

the backup process, as well as the integrity and availability of the data.
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With reference to ECC subcontrol 2-9-3-3, a periodical test must be
Technology Assets, ' ’
conducted at least once every three months in order to determine the o' Mechanisms exist to ensure the secure recovery and reconstitution of
Backup and Recovery |°°" onee eve Applications and/or
282 efficiency of recovering critical systems backups. Functional | Intersects With BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known 5
Management Services (TAAS) Recovery !
state after a disruption, compromise or failure.
& Reconstitution
Vulnerabilities | See FDE for details. ) No
29 Functional N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-10-3, cybersecuri Vulnerability & Patch
Vulnerabilities v v Y Mechanisms exist to facilitate the implementation and monitoring of
201 for technical of critical systems | Functional | SubsetOf | ManagementProgram | VPM-01 10
Management vulnerability management controls.
must include at Least the following: (vPMP)
Vulnerabilities | Utilizing trusted methods and tools for vulnerabilities assessments. exist to detect ilities and errors b
2:9-141 e Functional |Intersects With| Vulnerability Scanning | VPM-06 4 8
routine scanning of systems and
Utilizing trusted methods and tools for vulnerabilities assessments. Mechanisms exist to perform quarterly external vulnerability scans
Vanerabilities Eutermal ulnerability (outside the organization's network looking inward) via a reputable
2:9-141 Functional | Intersects With VPM-06.6 |vulnerability service provider, which include rescans until passing 3
Management Assessment Scans
results are obtained or all “high” vulnerabilities are resolved, as
defined by the Common i tem (CVSS).
Utilizing trusted methods and tools for vulnerabilities assessments. Mechanisms exist to perform quarterly internal vulnerability scans,
which includes all segments of the organization's internal network, as
Vulnerabilities Internal Vulnerability @ ©
29-1-1 Functional | Intersects With VPM-06.7 |well as rescans until passing results are obtained or all “high” 3
Management Assessment Scans ° '
Vulnerabilities are resolved, as defined by the Common Vulnerability
Scoring System (CVSS).
Assessing and remediating vulnerabilities (by installing security updates
and patches) on technical components of critical systems at least once
Vulnerabilities P ) P v Vulnerability exist to ensure that are properly identified,
2912 every month for external and internet-connected critical systems, andat |  Functional | Intersects With ; VPM-02 8
Management ) Remediation Process tracked and remediated.
least once every three months for internal critical systems.
‘Assessing and remediating vulnerabilities (by installing security updates
Vulnerabiliies | @4 Patches) on technical components of crtical systems at least once Mechanisms exist to identify and assign a risk ranking to newly
2912 Managoment every month for external and interet-connected critical systems, andat |  Functional [Intersects With | Vulnerability Ranking | VPM-03 | discovered security vulnerabilities sing reputable outside sources for 5
least once every three months for internal eritical systems. security vulnerability information.
for critical inline with change
Vulnerabilities ' ¢ Continuous Vulnerability Mechanisms exist to address new threats and vulnerabilities on an
29-1-3 management processes approved by the organization. Functional | Intersects With ° ! VPM-04 ° 8
Management Remediation Activities ongoing basis and ensure assets are protected against known attacks.
With reference to ECC 21031, Vulnerability & Patch
Vulnerabilities ) A Mechanisms exist to facilitate the implementation and monitoring of
292 must be conducted on critical systems’ technical components at least Functional |Intersects With| Management Program | VPM-01 " 8
Management Vulnerability management controls.
once every month. (vPMP)
Vulnerabilities With reference to ECC 21081, existto and errors b
detect
292 must be conducted on critical systems’ technical components at least Functional |Intersects With| Vulnerability Scanning | VPM-06 ! ‘ ! ! 4 8
Management foutine vulnerability scanning of systems and applications.
once every month.
Vnerabiliios |Vt reference to ECC sut 21031, Sraadth /Dapthof Mechanisms exist o identify the breadth and depth of coverage for
292 Vonagoment must be conducted on critical systems’ technical components at least Functional | Intersects With Coverngn VPM-06.2[vulnerability scanning that define the system components scanned and 5
once every month. types of that are checked for.
See FDE for details. N
210 Penetration Testing | o0 0 O CotalS Functional © N/A N/A N/A 0
In addition to the subcontrols in ECC control 2-11-3, cybersecurity
! exist to conduct testingon
21041 Testing for testing on critical systems must include at Functional |Intersects With| ~ Penetration Testing | VPM-07 5
; Assets, Applications and/or Services (TAAS).
least the following:
Scope of penetration tests must cover all of the critical systems” technical Mechanisms exist to define and manage the scope for its attack
2-10-1-1 Penetration Testing pe of p Ve Functional | Intersects With| Attack Surface Scope | VPM-01.1 g P! 8
and allits internal and external services. surface activities.
Scope of penetration tests must cover all of the critical systems’ technical exist to conduct testing on
2-10-1-1 Penetration Testing pe of p e ¥ Functional | Intersects With|  Penetration Testing VPM-07 J 8
and allits internal and external services. Assets. and/or Services (TAAS).
‘Conducting penetration tests by a qualified team. isms exist to conduct testingon
2.10-1-2 Penetration Testing g P! yadl Functional | Intersects With|  Penetration Testing VPM-07 J 8
Assets. and/or Services (TAAS).
Conducting penetration tests by a qualified team. st to utilize an assessor
21012 Penetration Testing Functional |Intersects With VPM-07.1 ’ c °r 8
Agentor Team team to perform penetration testing.
With reference to ECC subcontrol 2-11-3-2, penetration tests must be exist to conduct testingon
2-10-2 Penetration Testing ) P Functional |Intersects With| ~Penetration Testing | VPM-07 e 8
conducted on critical svstems at least once every six months. Assets. and/or Services (TAAS).
Cybersecurity Event Logs | See FDE for details. =
211 and Monitoring Functional e N/A N/A N/A 0
Relationship
Cybersecurity Event Logs |In addition to the subcontrols in ECC control 2-12-3, cybersecurity ) )
" ! Mechanisms exist to facilitate the implementation of enterprise-wide
21141 andMonitoring | requirements for event logs and monitoring management for critical Functional | SubsetOf | Continuous Monitoring | MON-01 | eeremeris &1 10
systems must include at least the following: g -
Cybersecurity Event Logs | Activating cybersecurity event logs on all technical components of critical Mechanisms exist to generate, monitor, correlate and respond to alerts
2114141 andMonitoring | systems. Functional | Intersects With | System Generated Alerts | MON-01.4 [from physical, cybersecurity, data protection and supply chain 8
activities to achieve integrated situational
Cybersecurity Event Logs | Activating and monitoring of alerts and event logs related to file integrity Mechanisms exist to review event logs on an ongoing basis and
211412 andMonitoring | management. Functional | Intersects With | Security Event Monitoring | MON-01.8 |escalate incidents in accordance with established timelines and 5
Cybersecurity Event Logs | Monitoring and analyzing user behavior. Atomated Toots for Feal] Mechanisms exist o utlize a Securty Incident Event Manager (SIEM),
211413 and Monitoring Functional | Intersects With e MON-01.2 |or similar automated tool, to support near real-time analysis and 8
v incident escalation
Cybersecurity Event Logs | Monitoring and analyzing user behavior. Contratized Gotlection of Mechanisms exist to utlize a Securty Incident Event Manager (SIEM),
211413 and Monitoring Functional | Intersects With MON-02 | or similar automated tool, to support the centralized collection of 5
Security Event Logs "
security-related event logs.
Monitoring and analyzing user behavior. Automated mechanisms exist to correlate both technical and non-
Cybersecurity Event Logs : o ’ h
Eve Correlate Monitoring technical information from across the enterprise by a Security Incident
2-11-1-3 and Monitoring Functional Intersects With MON-02.1 5
Information Event Manager (SIEM) or similar automated tool, to enhance
Management P
ide situational
Cybersecurity Event Logs | Monitoring and analyzing user behavior.
4 Y e 4 yzing Central Review & Automated mechanisms exist to centrally collect, review and analyze
21113 and Monitoring Functional | Intersects With MON-02.2 8
Analysis audit records from multiple sources.
Cybersecurity Event Logs | Monitoring and analyzing user behavior.
4 'y Event Log 4 yzing Mechanisms exist to link system access to individual users or service
2-11-1-3 and Monitoring Functional Intersects With Audit Trails MON-03.2 8
accounts.
Cybersecurity Event Logs | Monitoring critical systems security events around the clock. Automated Tools for Real Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
u |
211-14 and Monitoring Functional | Intersects With et MON-01.2 |or similar automated tool, to support near real-time analysis and 5
v incident escalati
Cybersecurity Event Logs | Monitoring critical systems security events around the clock. Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
iz i
211-14 and Monitoring Functional | Intersects With ’ MON-02 |or similar automated tool, to support the centralized collection of 8
Security Event Logs
security-related event logs.
Monitoring critical systems security events around the clock. ‘Automated mechanisms exist to correlate both technical and non-
Cyberseaurity Event Logs Correlate Monitorin technical information from across the enterprise by a Security Incident
itor jcal i ion fr i ity Inci
2-11-1-4 and Monitoring Functional Intersects With 8 MON-02.1 N P Y Uty 5
Information Event Manager (SIEM) or similar automated tool, to enhance
Management
ide situational
Maintaining and protecting critical systems security events logs. The log exist to configure Assets, i d
shallinclude all details (e.g., time, date, ID and affected system). Services (TAAS) to produce event logs that contain sufficient
information to, at a minimum:
Cybersecurity Event Logs (1) Establish what type of event occurred;
2-11-1-5 and Monitoring Functional Intersects With| Content of Event Logs MON-03 (2) When (date and time) the event occurred; 8
Management (8) Where the event occurred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of anv with the event
Cybersecurity Event Logs | Maintaining and protecting critical systems security events logs. The loy
V! Y & 'gand protecting Y Y 8 d . Mechanisms exist to protect event logs and audit tools from
2-11-1-5 and Monitoring shallinclude all details (e.g., time, date, ID and affected system). Functional |Intersects With| Protection of Event Logs | MON-08 y 8
unauthorized access, modification and deletion.
Cybersecurity Event Logs | Maintaining and protecting critical systems security events logs. The log Event Log Backup on Mechanisms exist to back up event logs onto a physically different
2-11-1-5 and Monitoring shallinclude all details (e.g., time, date, ID and affected system). Functional Intersects With Separate Physical MON-08.1 |system or system component than the Security Incident Event Manager 8
Svstems / C: (SIEM) or similar tool.
With reference to ECC subcontrol 2-12-3-5, retention period of
Cybersecurity Event Logs | < curity’s crtical systems event logs must be 18 months minimurm, Mechanisms exist to protect event logs and audit tools from
rity’s criti
2112 and Monitoring ybersecurtty's ort ystems event logs mu \MMUM: | Eunctional | Intersects With | Protection of Event Logs | MON-08 P! e 5
in accordance with relevant legislative and regulatory requirements. unauthorized access, modification and deletion.
Management
With reference to ECC subcontrol 2-12-3-5, retention period of
Cybersecurity Event Logs |00 0 O rs o b 18 saomth i Event Log Backup on Mechanisms exist to back up event logs onto a physically different
rity's criti
2112 and Monitoring ybersecurtty's ort v vent logs mu nimum, Functional |Intersects With|  Separate Physical MON-08.1 |system or system component than the Security Incident Event Manager 3

Management

in accordance with relevant legislative and regulatory requirements.

Systems / Components

(SIEM) or similar automated tool.
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With reference to ECC subcontrol 2-12-3-5, retention period of Mechanisms exist to retain event logs for a time period consistent with
Cybersecurity Event Logs e ”
2112 v Monitormg | c¥bersecurity's critical systems event logs mustbe 18 months minimum, | gkl | oo [Fecerds retention requirements o provide support for after-the-fact .
Managomant in accordance with relevant legistative and regulatory requirements. investigations of security incidents and to meet statutory, regulatory
and retention i
With reference to ECC subcontrol 2-12-3-5, retention period of
Cybersecurity Event Logs 5 ’ N )
2112 e Monitormg | c¥bersecurity's critical systems event logs mustbe 18 months minimum, | g kL on | Do |Mechanisms exist o retain media and data in accordance with .
Managomant in accordance with relevant legistative and regulatory requirements. applicable statutory, regulatory and contractual obligations.
212 Web Application Security | 5% FDE for details. Functional No N/A N/A N/A )
In addition to the subcontrols in ECC control 2-15-3, cybersecurity Mechanisms exist to facilitate the implementation of an enterprise-
2121 Web Application Security | requirements for external web applications for the organization's critical | Functional | Subset Of Web Security WEB-01  |wide web management policy, as well as associated standards, 10
svstems must include at least the following: trols and X
In addition to the subcontrols in ECC control 2-15-3, cybersecurity Mechanisms exist to develop, document and maintain secure baseline
2121 Web Application Security | eGUTements forextemalweb applications for the organization's crtical | ¢ oo o Secure Baseline cF6.02 for Assets, and/or Services o
systems must include at least the following: Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
Secure session management, including session authenticity, session Mechanisms exist to facilitate the implementation of an enterprise-
21211 Web Application Security | Lockout and session timeout. Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 5
trols and
Secure session management, including session authenticity, session Clent FacingWeb exist to deploy pected security,
21211 Web Application Security | Lockout and session timeout. Functional | Intersects With o WEB-04  |and resilience controls to protect the confidentiality and availability of 5
client data that is stored, or processed by the Internet-
1214 Web Application Securty | S°CUre S655ion management, ncluding session authenticity, session Functional | Intersects witn| _ STOnE Customer WEB06 | Mechanisms existto implement Strong Customer Authentication (SCA) .
lockout and session timeout. for to prove their identity.
Secure session management, including session authentioity, session Web Application Mechanisms exist to use a robust Web Application Framework to
212141 Web Application Security | lockout and session timeout. Functional | Intersects With A WEB-08  [support the development of secure web applications, including web 5
services. web resources and web Applicati Interfaces
[ Web Application Securty | S°CUr® SSSSion management, inclucing session authenticity, session ronctionat Iintorascte witn| Seourewen Traffie | wes1o | Mechanisms exist o ensure allweb application contentis delivered R
lockout and session timeout. using (e£.TLS).
Applying the minimum standards of Open Web Application Security Project Mechanisms exist to facilitate the implementation of an enterprise-
212412 Web Application Security | (OWASP) Top Ten. Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 5
trols and
Applying the minimum standards of Open Web Application Security Project Mechanisms exist to ensure the Open Web Application Security Project
21212 Web Application Security | ©WWASP) Top Ten- Functional | Intersects With| Web Security Standard | wes-07 |(OWASP)Appl Security Standardis 8
into the organization’s Secure Systems Development Lifecycle (SSDLC)
brocess.
With reference to ECC subcontrol 2-15-3-2, multi-tier architecture . ] ; I )
' Mechanisms exist to develop an enterprise architecture, aligned with
principle, with minimurm 3 tiers, must bs usad. Alignment With industry-recognized leading practices, with consideration for security,
2122 Web Application Security Functional | Intersects With ] SEA-02 ‘ A 8
Enterprise Architecture compliance and resilience principles that addresses risk to
assets, and other
With reference to ECC subcontrol 2-15-3-2, multi-tier architecture Mechanisms exist to ensure the Open Web Application Security Project
2122 Web Application Security | PInCIPte; With minimum 3 tiers, must be used. Functional | Intersects With| Web Security Standard | wee-o7 |(OWASP) ApP! Security Standardis 8
into the organization's Secure Systems Development Lifecycle (SSDLC)
brocess.
See FDE for details.
213 Application Security Functional No N/A N/A N/A )
Relationship
Do pplication Securty | CYPerSECUII requirements fo aritcalsystems' internalapplicationsmust| [ T 0 T Securiy, Gompliance & | - | Mechanisms exist o failitate the mplementation of resorce planning R
be defined. and approved. Resilience Protection controls that provide a portfolio approach to achieve
Cybersecurity requirements for critical systems’ internal applications must Mechanisms exist to facilitate the implementation of tailored
Technology Development ! "
2131 Application Security | be defined, documented, and approved. Functional | Intersects With & renaation TDA-01 | development and acquisition strategies, contract tools and 8
methods to meet uniaue business needs.
Cybersecurity requirements for critical systems’ internal applications must Security, Compliance & exist to govern Assets,
2131 Application Security | be defined, documented, and approved. Functional | Intersects With| Resilience PRM-05 and/or Services (TAAS) by: 8
Definition (1) Defining technical security. and resilience
Cybersecurity requirements for critical systems' internal applications must Secure Dovelopment Life Mechanisms exist to ensure changes to Technology Assets,
2131 Application Secuity | P 4efined, documented, and approved. Functionat | interscets with Cpote (S0LO) pRM.gy | APPlications and/or Services (TAAS) within the Secure Development .
Life Cycle (SDLC) are controlled through formal change control
Management
Cybersecurity requirements for critical systems' internal applications must exist to design and i product
2131 Application Secuity | 4efined, documented, and approved. Functional. | ntersects With|  product Managament | ToA.1.1  |PrOeSSeS to proactively gover the design, development and .
of Assets, and/or Services (TAAS)
across the System D Life Cycle (SDLC) to:
Cybersecurity requirements for critical systems' internal applications must
be defined, documented, and approved.
Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
24131 Application Security Functional |Intersects With|  (MVP) Security TDA-02 | technical and functional specifications ensure Minimum Viable 8
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
Cybersecurity requirements for critical systems' internal applications must
| pedefined, documented, and approved. Secure Software Mechanisms exist to develop applications based on Secure Software
24131 Application Security Functional | Intersects With| Development Practices | TDA-06 8
o8 Development Practices (SSDP).
The cybersecurity requirements for critical systems' internal applications Security, Compliance & Mechanisms exist to assess security, compliance and resilience
2132 Application Security | must be implemented. Functional | Intersects With|  Resilience In Project | PRM-04 | controls as part of Technology Assets, Applications and/or Services 8
(TAAS) project to determine whether controls are
The cybersecurity requirements for critical systems' internal applications isms exist to govern Assets,
must be implemented. Security, Compliance & Applications and/or Services (TAAS) by:
2132 Application Security Functional | Intersects With | Resilience Requirements |  PRM-05 | (1) Defining technical security, compliance and resilience 5
Definition requirements; and
(2) Performing a criticality analysis at predefined decision points in the
The cybersecurity requirements for critical systems’ internal applications Mechanisms exist to design and implement product management
2132 Application Security | ™USt be implemented. Functional |Intersects With| Product Management | TDA-p1.7 |Processes to proactively govern the design, development and 5
of Assets, and/or Services (TAAS)
across the System Ds Life Cycle (SDLC) to:
The cybersecurity requirements for critical systems’ internal applications
must be implemented.
Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
2-13-2 Application Security Functional Intersects With (MVP) Security TDA-02 technical and functional specifications ensure Minimum Viable 8
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
The cybersecurity requirements for critical systems' internal applications
| mustbeimplemented. Secure Software Mechanisms exist to develop applications based on Secure Software
2-13-2 Application Security Functional Intersects With | Development Practices TDA-06 8
Development Practices (SSDP).
(SSDP)
The cybersecurity requirements for critical systems’ internal applications Minimum Viable Product Mechanisms exist to design, develop and produce Technology Assets,
2133 Application Security | must include at least the following: Functional | Subset Of (MVP) Security TDA-02 | Applications and/or Services (TAAS) in such a way that risk-based 10
i technical and functional ensure Minimum Viable
‘Adopting multi-tier architecture principle, provided that number of tiers is Mechanisms exist to design, develop and produce Technology Assets,
not less than three. Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
21331 Application Security Functional | Subset Of (MVP) Security TDA-02 | technical and functional specifications ensure Minimum Viable 10
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
Using secure protocols (e &, HTTPS). Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
21332 Application Security Functional | Subset Of (MVP) Security TDA-02 | technical and functional specifications ensure Minimum Viable 10

Requirements

Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
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Outlining the acceptable use policy for users. Mechanisms exist to design, develop and produce Technology Assets,
Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
213-3:3 Application Security Functional | Subset Of (MVP) Security TDA-02  [technical and functional specifications ensure Minimum Viable 10
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
Secure session management, including session authenticity, session Mechanisms exist to design, develop and produce Technology Assets,
lockout and session timeout. Minimum Viable Product Applications and/or Services (TAAS) in such a way that risk-based
213-3-4 Application Security Functional | Subset Of (MVP) Security TDA-02  [technical and functional specifications ensure Minimum Viable 10
Requirements Product (MVP) criteria establish an appropriate level of security and
resiliency based on applicable risks and threats.
The cybersecurity requirements for critical systems’ internal applications
must be reviewed periodically. Information Assurance Mechanisms exist to facilitate the implementation of security,
213-4 Application Security Functional | Intersects With 1A0-01 8
(1A) Operations and resilience and controls.
19 Application Security |1 O¥bersecurity requirements for critial systems' internal appliations | ¢ o T inoors |Mechanisms exst o establish the scope of assessments by defining .
must be reviewed the boundarv. according to peoble. brocesses and
The cybersecurity requirements for critical systems’ internal applications Mechanisms exist to formally assess the security, compliance and
must be reviewed periodically. resilience controls in Technology Assets, Applications and/or Services
213-4 Application Security Functional | Intersects With Assessments IA0-02 | (TAAS) through Information Assurance Program (IAP) activities to 8
determine the extent to which the controls are implemented correctly,
operating as intended and producing the desired outcome with respect
The cybersecurity requirements for critical systems’ internal applications exist to conduct speci for:
must be reviewed periodically. (1) Statutory, regulatory and contractual compliance obligations;
2) Monit bilties;
2134 Application Security Functional | Intersects With | Specialized Assessments | 1A0-02.2 |(2) Monitoring capabilities; 8
(3) Mobile devices;
(4) Databases;
(5) Aoplication security:
The cybersecurity requirements for critical systems’ internal applications
must be reviewed periodically.
Mechanisms exist to produce a Security Assessment Report (SAR) at
. Security Assessment ® 5
2134 Application Security Functional | Intersects With Ronor (A 1A0-02.4 [ the conclusion of a security assessment to certify the results of the 8
P assessment and assist with any remediation actions.
The cybersecurity requirements for critical systems’ internal applications Applied Security, exist to generate (eg
213-4 Application Security | must be reviewed periodically. Functional |Intersects With|  Compliance and IA0-03  [System Security Plan (SSP) that: 8
Resilience Controls (1) Identifies key and onin-
The cybersecurity requirements for critical systems’ internal applications Mechanisms exist to govern identified deficiencies (e.g., Plan of Action
must be reviewed periodically. and Milestones (POA&M) or similar methodology) that formally
documents, at a minimum:
(1) Deficiency tracking number;
Capabilities Def 2) Applicabl ty, compl d/or resili trol;
2134 Application Security Functional | Intersects witn| CaPaPilities Deficiency |, o |(2) Applicable security, compliance and/or resilience contro| 8
Tracking (3) Description of the deficiency(ies);
(4) Risk associated with the deficiency(ies);
(5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.£.. asset/process owner):
The cybersecurity requirements for critical systems’ internal applications
must be reviewed periodically.
Mechanisms exist to perform Information Assurance Program (IAP)
2134 Application Security Functional |Intersects With| Technical Verification | 1AO-06 |activities to evaluate the design, implementation and effectiveness of 8
technical security, compliance and resilience controls.
The cybersecurity requirements for critical systems’ internal applications exist to ensure Assets, and/or
213-4 Application Security | must be reviewed periodically. Functional |Intersects With| Security Authorization | I1AO-07 Services (TAAS) are officially authorized prior to "go live" in a production 8
N/A o
3 Cybersecurity Resilience Functional " NA NA N/A 0
Relationship
1 Cybersecurty Resilience | See FDE for details. Functional No A A A B
Aspects of Business
Cybersecurity Resilience | In addition to the subcontrols in ECC control 3-1-3, cybersecurity Businoss Continuity Mechanisms exist to facilitate the implementation of contingency
Aspects of Busi inui lanning controls to hely ilient Technology Assets,
a1 spects of Business | requirements for business continuity management must includeatleast | p ol o | S SR | planning controls to help ensre resilient Technology Assets, o
Continuity Management |the following: eoms) Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan
(COOP) or Business Continuity & Disaster Recovery (BC/DR)
Establishing a disaster recovery center for critical systems. Mechanisms exist to facilitate the implementation of contingency
Cybersecurity Resilience ) ° "
* Business Continuity planning controls to help ensure resilient Technology Assets,
Aspects of Business )
31141 Functional | Subset Of tem | BCD-01 and/or Services (TAAS) (e.g., Continity of Operations Plan 10
Continuity Management i}
(BCM) (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
Cybersecurity Resilience | EOTPOrALINg Criticalsystems within disaster recovery plans. ] )
S ) Mechanisms exist to identify and assess the security of Technology
Aspects of Business Asset-Service '
3-1-1-2 Functional Intersects With AST-01.1 Assets, Applications and/or Services (TAAS) that support more than 8
Continuity Management Dependencies >
one critical business function.
(BCM)
Cyb ity Resili I ti itical te ithi i te : .
pperseeurty Fesilonce[Incorporating st ystoms Wit disaster recovery plans Mechanisms exist to identify and document the critical Technology
i
3-1-1-2 " . Functional Intersects With | Identify Critical Assets BCD-02 Assets, Applications, Services and/or Data (TAASD) that support 8
Continuity Management . "
essential missions and business functions.
(BCM)
Cyb ity Resili i L tests t the effi f te
e e Cl""d“f° '"5(””["“'? e disaster recovery Gontingency Plan Testin Mechanisms exist to conduct tests and/or exercises to evaluate the
3-1-1-3 spects of Business | plans for critical systems, at least once annually. Functional | Intersects with | COMngency PlanTesting = g0y plan's and the 's readiness to 5
Continuity Management &Exercises
execute the plan.
(BCM)
Cybersecurity Resilience | NCA recommends conducting periodical live Disaster Recovery (DR) test
A ts of B . Mech: ist It lats its inte i
211a spects of Business | for critical systems. Functional | intersects with|  Simutated Evonts BCD-0a.1 | Mechanisms exist to incorporate simulated events into contingency s
Continuity Management training to facilitate effective response by personnel in crisis situations.
(BCM)
Cyb ity Resili NCA ti iodical live D ter R DR) test
VA:'SSTW""; esr" lence i C ?wr‘mi"ds conducting periodical live Disaster Recovery (DR) tes Contingency Plan Testin Mechanisms exist to conduct tests and/or exercises to evaluate the.
3-1-1-4 pects of Business - for critical systems. Functional | Intersects with | COMngency PlanTesting = g0y plan's and the 's readiness to 5
Continuity Management &Exercises
execute the plan.
(BCM)
N/A
Third-Party and Cloud " No
4 ey - Functional ) N/A N/A N/A )
Computing Cybersecurity Relationship
See FDE for details. o
41 Third-Party Cybersecurity Functional N/A N/A N/A 0
Relationship
In addition to the controls in ECC subdomain 4-1, cybersecurit Mechanisms exist to facilitate the implementation of third-part
4141 Third-Party Cybersecurity - ! Y a1, eyberseaurty Functional | SubsetOf | Third-Party Management | TPM-01 tsms ext . imp ! rd-party 10
for contracts and with third-parties must include controls
Screening or vetting of outsourcing and managed services companies and ia-party Ortioati Mechanisms exist to identify, prioritize and assess suppliers and
4114 Third-Party Cybersecurity | personnel who work on critical systems. Functional | Intersects With " Y| 1PM-02 |partners of critical Technology Assets, Applications and/or Services 5

Assessments

(TAAS) using a supply chain risk process relative to their

Secure Controls Framework (SCF)
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Reference Document: Secure Controls Framework (SCF) version 2026.2
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al Systems Cybersecurity Controls (CSCC - 1

Focal
Published STRM URI
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FDE Name Focal Document Element (FDE) Description SU SCF Control ST HETE L ) SN
Rationale Control Description Relationshi
Screening or vetting of outsourcing and managed services companies and Mechanisms exist to:
a1 Tnir.Party Cybersscurity | PorSeNeL Who work on itcal systems. runctional. | intersectswitn|  SuPPY Chain Risk Tprgs |(1)Evaluate security risks and threats associated with Technology s
Management (SCRM) Assets, Applications and/or Services (TAAS) supply chains; and
(2)Take i jation actions to minimize th i
Soreening or vetting of outsourcing and managed services companies and
personnel who work on critical systems. ! ) Mechanisms exist to utilze tailored acquisition strategies, contract
Acquisition Strategies,
41414 Third-Party Cybersecurity Functional | Intersects With | "> 191 e TPM-03.1 [tools and procurement methods for the purchase of unique Technology 5
Assets, Applications and/or Services (TAAS).
Screening or vetting of outsourcing and managed services companies and Mechanisms exist to utilize security safeguards to imit harm from
41414 Third-Party Cybersecurity | personnel who work on critical systems. Functional ~ [Intersects With| ~ Limit Potential Harm | TPM-03.2 | potential adversaries who identify and target the organization's supply 5
chain.
Screening or vetting of outsourcing and managed services companies and Mechanisms exist to mitigate the risks associated with third-party
41414 Third-Party Cybersecurity | personnel who work on critical systems. Functional ~ [Intersects With|  Third-Party Services | TPM-04  |access to th i Assets, Services 5
and/or Data (TAASD).
Screening or vetting of outsourcing and managed services companies and Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
41414 Third-Party Cybersecurity | personnel who work on critical systems. Functional ~ [Intersects With|  Assessments & TPM-04.1 [or of lated Assets, i 5
Approvals and/or Services (TAAS).
Screening or vetting of outsourcing and managed services companies and ThirdParty Gontract exist to require. for applicabl
41414 Third-Party Cybersecurity | personnel who work on critical systems. Functional | inersects witn| 1" (P SO TPM-05 | security, compliance and resitience requirements with third-parties, 5
reflecting the 's needs to protect its Assets,
Outsourcing and managed services of critical systems must rely on Saudi Mechanisms exist to:
ia Third-party Cybersecurty and ons, in with the relovant legistative | | | Supply Chain Risk Tprgs |(1)Evaluate securiy risks and threats associated with Technology .
and regulatory requirements. Management (SCRM) Assets, Applications and/or Services (TAAS) supply chains; and
(2) Taks actions to minimize the 's
Outsourcing and managed services of critical systems must rely on Saudi
and ions, in with the relevant legislative Mechanisms exist to utilize tailored acquisition strategies, contract
Acquisition Strategies,
4112 Third-Party C and regulatory Functional | Intersects witn| 9" For PHres! TPM-03.1 [tools and procurement methods for the purchase of unique Technology 5
Assets, Applications and/or Services (TAAS).
Outsourcing and managed services of critical systems must rely on Saudi Mechanisms exist to utilize security safeguards to imit harm from
4112 Third-Party C and in with the relevant legislative | Functional | Intersects With|  Limit PotentialHarm | TPM-03.2 | potential adversaries who identify and target the organization's supply 5
and regulatory chain.
‘Outsourcing and managed services of critical systems must rely on Saudi Mechanisms exist to mitigate the risks associated with third-party
4112 Third-Party C and in with the relevant legislative | Functional |Intersects With| ~ Third-Party Services |  TPM-04 |accessto th 's Assets, Services 5
and regulatory and/or Data (TAASD).
Outsourcing and managed services of critical systems must rely on Saudi Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
4112 Third-Party C and in with the relevant legislative | Functional [ IntersectsWith|  Assessments & TPM-04.1 [or of lated Assets, 5
and regulatory Approvals and/or Services (TAAS).
‘Outsourcing and managed services of critical systems must rely on Saudi Tha-party Contract exist to require for applicable
4112 Third-Party C and in withthe relevant legistative. | Functional [ Interseetswith| (e BT TPM-05 | security, compliance and resitience requirements with third-parties, 5
and regulatory reflecting the needs to brotect ts Assets.
See FDE for details.
42 Cloud Computing and Functional o N/A N/A N/A 0
Hosting Cybersecurity Relationship
o Cloud Computingand | In addition to the subcontrols in ECC control 4-2-3, cybersecurity onctonal | subsetor Cloud Sarvioes o1 | Mechanisms existto facilitate the implomentation of ctoud o
Hosting C: related to the use of hosting and cloud ervices controls to ensure cloud instances are secure and in-line
Cloud Computing and | oSt of ciical systems and any part of thei technical components Geolocation Mechanisms exist to control the location of cloud processing/storage
4214 Fonting Ootarsecuy |t be inside the organization o within clou computing services Functional ~ [Intersects With|  Requirements for CLD-09  |based on business requirements that includes statutory, regulatory and 8
provided by or Saudi thatarein Processing. Storage and
Hosting of critical systems and any part of their technical components Mechanisms exist to constrain the impact of "digital sovereignty laws,"
Cloud Computing and |5t be nside the organization o within clou computing senvices that require localized data within the host country, where data and
4214 Honting Cysorsosay | Previdedby or Saudi that are in Functional ~|Intersects With|  Data Localization DCH-26 |processes may be subjected to arbitrary enforcement actions that 8
compliance with NCA's Cloud Cybersecurity Controls (CCC), taking into potentially violate other applicable statutory, regulatory and/or
account the of the hosted data. i
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