NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Focal Document:

L Cybersecurity Controls (ECC - 1: 2018)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal UR g0 pdf
STRM Guidance: h heory pping: Published STRM URL: 1-2018.pdf
STRM S Controls Fi 'k (SCF) Sty th of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) AN
Rationale Control Description Relationship
Cyb it N/A
1 ybersecurity Functional N/A N/A N/A 0
See FDE for details. ) No
141 Cybersecurity Strategy rdetal Functional § N/A N/A N/A 0
Acybersecurity strategy must be defined, documented and approved. It Mechanisms exist to align security, compliance and resilience
f /1 Ste C ittee & ith busil thi h a steeri
1aa Cybersecurity Strategy | ™5t 2@ SUPPorted by the head of the organization or his/her delegate Functional | intersectswitn|  SteeringCommittee& | with business rough a steering s
(referred to in this document as Authorizing Official). The strategy goals Program Oversight or advisory board, comprised of key cybersecurity, data protection and
must be in-line with related laws and business executives. which meets formally and on a regular basis.
Acybersecurity strategy must be defined, documented and approved. It
Defining B Mech: tto define the context of its by del and
taa Cybersacurity Stratagy | ™5t @ SUPPOrted by the head of the organization or his/her delegate Functional | intersactswitn|  Defining Business Gov.og | Mechanisms existto define the context of its business mode ant s
(referred to in this document as Authorizing Official). The strategy goals Context &Mission document the organization's mission.
must be in-line with related laws and
Acybersecurity strategy must be defined, documented and approved. It Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
1aa Cybersacurity Stratagy | ™5t @ SUPPOrted by the head of the organization or his/her delegate Functional | intersacts with rategic Plan prv.o14 | (1) Strategic security, compliance and resilience-specific business .
(referred to in this document as Authorizing Official). The strategy goals Objectives plan; and
must be in-line with related laws and (2) Set of obiectives to achieve that plan.
Aroadmap must be executed to implement the cybersecurity strategy. SratogioPlond, Mechanisms exist to establish a:
1-1-2 Cybersecurity Strategy Functional | Intersects With e PRM-01.1 (1) Strategic security, compliance and resilience-specific business 5
4 plan: and
e e
113 Cybersecurity Strategy | Pran"ed Intervals or upon changes to related laws and regulations. Functional | Intersects With| of Security, Compliance | GOV-03 G g 2P g P! g 8
planned intervals or if significant changes occur to ensure their
&Resilience Program ° >
continuing suitability. adeauacy and
The cybersecurity strategy must be reviewed periodically according to Mechanisms exist to commit appropriate resources needed for
planned intervals o upon changes to related laws and regulations. continual i of the Security, C &
Resilience Program (SCRP), including:
Commitment To
118 Cybersecurity Strategy Functional | Intersects With GOV-01.3 |(1) Staffing; 5
Continual Improvements
(2) Budget;
(3) Processes; and
@
The cyb ty strat b d periodicall ding t
e o 8y e e oo ngto Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
113 Cybersecurity Strategy | P'an"ed Intervals or upon changes to related laws and regulations. Functional | Intersects With| Resilience Protection PRM-01 | controls that provide a portfolio management approach to achieve 5
Portfolio Management security, compliance and resilience objectives.
The cybersecurity strategy must be reviewed periodically according to SrategioPlan, Mechanisms exist to establish a:
113 Cybersecurity Strategy | planned intervals or upon changes to related laws and regulations. Functional | Intersects With e e PRM-01.1 (1) Strategic security, compliance and resilience-specific business 8
4 plan: and
T e
113 Cybersecurity Strategy | Pran"ed intervals or upon changes to related laws and regulations. Functional | Intersects With| Resilience Resource PRM-02 |foduests, 8 P! ¥ 5
Compliance & Resilience Program (SCRP) and document all exceptions
Management
to this
Cyb t See FDE for details. N
12 ybersacurity o6 FDE for details. Functional Ne N/A N/A N/A 0
Adedicated function (e.g., division, department) must be
established within the organization. This function must be independent
c
Cybersecurit ;mr:‘hf IT/CT) he Royal D b a3“7‘11 40 Security, Compliance & Mechanisms exist to facilitate the implementation of securit
121 A Y ‘echnology (IT/ICT) functions (as per the Royal Decree number Functional | Intersects With|  Resilience Program Gov-01 P! Y 5
Management dated 14/8/1438H). It s highly recommended that this cybersecurity (soRp) compliance and resilience governance controls.
function reports directly to the head of the organization or his/her delegate
while ensuring that this does not result in a conflict of interest.
The position of cybersecurity function head (e.g., CISO), and related nesigned Securt Mechanisms exist to assign one or more qualified individuals with the
122 Cybersecurity supervisory and critical positions within the function, must be filled with Functional | Intersocts With | Gomplisnee & el covos mission and resources to centrally-manage, coordinate, develop, s
Management full-time and Saudi o and maintain an enterprise-wid ty, C
Responsibilties
Resilience Program (SCRP).
A steering must be by the
Official to ensure the support and implementation of the cybersecurity
programs and initiatives within the organization. Committee members,
five Mechanisms exist to align security, compliance and resilience
roles and responsibilities, and governance framework must be defined, ) .
Cybersecurity Steering Committee & with business through a steering
123 documented and approved. The committee must include the head of the |  Functional [ Intersects With Gov-01.1 8
Management ¢ ° Program Oversight or advisory board, comprised of key cybersecurity, data protection and
cybersecurity function as one of its members. It is highly recommended ) ‘ ’ :
business executives, which meets formally and on a regular basis.
that the committee reports directly to the head of the organization or
his/her delegate while ensuring that this does not resuiltin a conflict of
interest.
steering must be by the
Official to ensure the support and implementation of the cybersecurity
programs and initiatives within the organization. Committee members,
Cybersecurit roles and responsibilities, and governance framework must be defined, Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
123 Myanagememy documented and approved. The committee must include the head of the |  Functional ~ |Intersects With | ~Resilience Protection | PRM-01  [controls that provide a portfolio management approach to achieve 5
cybersecurity function as one of its members. It is highly recommended Portfolio Management security, compliance and resilience objectives.
that the committee reports directly to the head of the organization or
his/her delegate while ensuring that this does not result in a conflict of
interest.
s Cybersecurity Policies | See FDE for details. Functional No A A A B
and Procedures
Cyb ty poli d proced: t be defined and d ted
Cyborsecuity Policios |t e o H s Ator i Ot Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
131 4 Y Y the cybersecurity function, approved by the Authorizing Official, an Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 8
andProcedures | disseminated to relevant parties inside and outside the organization. e
Documentation resilient capabilities.
The cyb ty functi t that the oyb: ity poll d
e oo mstenaure fhat fhe eybersecurly poficies an Mechanisms exist to validate that Technology Assets, Applications,
Cybersecurity Policies | Procedures areimplemented. i Control Conformity Services and/or Data (TAASD) conform to the organization's security,
132 Functional | Intersects With - cpL03 ° 8
and Procedures Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The cybersecurity function must ensure that the cybersecurity policies and Operationalzing Mechanisms exist to compel data and/or process owners to
s c Policies are Functional | Intersocts With| Securty, Gompliamee . |  GOV-ts |CPerationalize seourity, compliance and resiience practices for .
and Procedures Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities .
their control.
The cybersecurity policies and procedures must be supported by technical Mechanisms exist to develop, document and maintain secure baseline
e Cybersecurity Policies | security standards (e.g, operating systems, databases and frewall Functional | intersectwitn|  Secure Baseline cro02 for Assets, and/or Services .
and Procedures | technical security standards). Configurations (TAAS) that are consistent with industry-accepted system hardening
b & Poli The cy:mr‘sec:”z p(oumes “"dl’,’mced:"es m:s: l;e 5““‘”:7“ by ‘ﬁcmcal Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
ersecurity Policies rity standards (e.g, n ms, nd fir .
133 V! Y security standards (e.g., operating systems, databases and firewa Functional | Intersects With | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 8
and Procedures | technical security standards).
Documentation resilient capabilities.
The cybersecurity policies and procedures must be reviewed periodically Mechanisms exist to commit appropriate resources needed for
according to planned intervals or upon changes to related laws and continual i of the Security, C &
Gybersecurity Policies | ¢EH120NS. Changes and reviews must be approved and documented. Commitment To Resilience Program (SCRP), including:
13-4 Functional | Intersects With GOV-013 (1) Staffing; 8
and Procedures Continual Improvements
(2) Budget;
(3) Processes; and
@
i i iodi Mech: ist th ity, Ui Resili
et | e o
1-3-4 V! Y according to planned intervals or upon changes to related laws a Functional | Intersects With | of Security, Compliance | GOV-03 8 g 8P . P! g 8
and Procedures | regulations. Changes and reviews must be approved and documented. & hoetionon P planned intervals or if significant changes occur to ensure their
& continuing suitability. adeauacy and
The cyb ty poli d proced; t be reviewed periodicall )
CybersecuriyPoies | accaring o planned menvals or pon changesto elted Gws and Standardized Operatin Hechaniams eist o dentiy and document Standardized Operaing
i i w
13-4 4 Y gto pl s or up: g Functional | Intersects With PErating | ops-01.1 [Procedures (SOP), or similar documentation, to enable the proper 8
and Procedures | regulations. Changes and reviews must be approved and documented. Procedures (SOP) .
execution of day-to-day / assigned tasks.
e Cybersecurity Roles and | See FDE for details. Functional No A A A B
Cybersecurity organizational structure and related roles and Mechanisms exist to align security, compliance and resilience
an Gybersecurity Roles and | responsiblities must be defined, documented, approved, supportedand | ¢ oo Steering Commitee & | oo with business through a steering s
Responsibilities | assigned by the Authorizing Official while ensuring that this does not result Program Oversight or advisory board, comprised of key cybersecurity, data protection and
in a conflict of interest. business executives, which meets formally and on a regular basis.
Cybersecurity organizational structure and related roles and nesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
an Cybersecurity Roles and | responsibilities must be defined, documented, approved, supportedand | ¢ o B SRR L mission and resources to centraly-manage, coordinate, develop, s

Responsibilities

assigned by the Authorizing Official while ensuring that this does not result
in a conflict of interest.

Responsibilities

and maintain an enterp
Resilience Program (SCRP).
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Cybersecurity organizational structure and related roles and exist to enforce an tructure so that
1 Cybersecurity Roles and responsibiiies must be defined, documented, approved, supportedand | (o Stakeholder cov-0ar teams and are and .
Responsibilities | assigned by the Authorizing Official while ensuring that this does not result Accountability Structure trained for mapping, measuring and managing Technology Assets,
in a conflict of interest. cations. Services and/or Data (TAASD)-related risks.
Cybersecurity organizational structure and related roles and Mechanisms exist to establish an authoritative chain of command with
1 CybersecurityRoles and responsibiiies must be defined, documented, approved, supportedand | ¢ o || Authoriative Chainof | o elear lines of communication to remove ambiguity from individuals and .
Responsibilities | assigned by the Authorizing Official while ensuring that this does not result Command teams related to managing Technology Assets, Applications, Services
in a conflict of interest. and/or Data (TAASD)-related risks.
Cybersecurity organizational structure and related roles and
1t CybersecurityRoles and responsibiiies must be defined, documented, approved, supportedand | (o | Defined Roles & HRs.03 exist to define roles & forall .
Responsibilities | assigned by the Authorizing Official while ensuring that this does not result Responsibilities personnel.
in a conflict of interest.
The oyb ty roles and ibili t be reviewed periodicall
Cybersecurity Roles and |10 cYPersecurity roles and responsibilities must be reviewed periodically Human Resources Mechanisms exist to facilitate the implementation of personnel
142 according to planned intervals or upon changes to related laws and Functional | Intersects With HRS-01 8
Responsibilities Security Management security controls.
The oyb ty roles and ibili t be reviewed periodicall
Cybersecurity Roles and [ |° cYPersecurity roles and responsibilities must be reviewed periodicatly Defined Roles & exist to define ity roles & i forall
142 according to planned intervals or upon changes to related laws and Functional | Intersects With HRS-03 8
Responsibilities Responsibilities personnel.
The cybersecurity roles and responsibilities must be reviewed periodically Mechanisms exist to review the Security, Compliance & Resilience
Cybersecurity Roles and ding to planned interval h to related L d Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
142 V! Y according to planned intervals or upon changes to related laws an Functional | Intersects With| of Security, Compliance | GOV-03 g g 2P g P! g 3
Responsibilities | regulations. planned intervals or if significant changes oceur to ensure their
&Resilience Program ! >
continuing suitability. adeauacy and
Cyb tyRisk | See FDE for details. N
15 ybersecurity Ris! o¢ FDE for detalls. Functional © N/A N/A N/A 0
E Tisk and must be Mechanisms exist to facilitate the implementation of strategic,
Cybersecurity Risk ° napre " Risk Management factt °
1641 defined, documented and approved as per confidentiality, integrity and Functional | Subset Of RSK-01 and tactical risk controls that are aligned 10
Management Program
of and assets. with:
Cybersecurity Risk | risk and mustbe Risk Assessment existto arisk ©
1641 Y Y defined, documented and approved as per confidentiality, integrity and Functional | Intersects With RSK-04.2 | ensure coverage for organizational components relevant for secure, 8
Management Methodology
of and assets. compliant and resilient
The tisk and must be Mechanisms exist to assess security, compliance and resilience
Cybersccurity Risk | imPlemented by the cybersecurity function. Security, Compliance & trols as part of Assets, and/or Services
1-5:2 yMa"agem:m Functional | Intersects With|  Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 8
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
= - - - > -
152 Risk | The tisk and mustbe | o smeetor Risk Management nskor | Mechanisms exist to faciltate the implementation of strategic, o
by the function. Program and tactical risk controls that are aligned
Th K d b t K
Cybersecurity Risk | "° e h ) an mustbe Risk Assessment st oA s s
152 implemented by the cybersecurity function. Functional | Intersects With RSK-04.2 [ ensure coverage for organizational components relevant for secure, 8
Management Methodology
comliant and resilient
The Tisk must be at - .
o ek |ereree Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
ersecurity Risk |least in the following cases:
153 ool e Functional | Intersects With|  Remedation During 1A0-04 [ create and execute a Security Testing and Evaluation (ST&E) plan, or 8
@ Development similar process, to identify and remediate flaws during development.
The tisk must be at Mechanisms exist to conduct recurring assessments of risk that
Cyberascurty Risk | 1¢astin the following cases: includes the likelihood and magnitude of harm, from unauthorized
1-5:3 e Functional | Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 8
& 's Assets, Services and/or Data
(TAASD).
Early stages of technol ts. T hanges Assets,
Cybersecurity Risk orlystages oftechnolosyprolects Secure Development Life Applications :::/crOServices (TAAS) w:hin the Secureslslzvsem ment
1-5:3-1 4 Y Functional Subset Of Cycle (SDLC) pRM-07 | PP o 10
Management Life Cycle (SDLC) are controlled through formal change control
Management
Bofore making major changes to technology infrastructure. existto hanges to Assets,
Cybersecurity Risk Secure Development Life Applications and/or Services (TAAS) within the Secure Development
1-5-32 4 Y Functional Subset Of Cycle (SDLC) pRM-07 | PP o 10
Management Life Cycle (SDLC) are controlled through formal change control
Management
During the pl hase of obtaining third part . T hanges Assets,
Cybersecurity Risk g fhe pranning phase of obtelning third party senices Secure Development Life Applications :::/crOServices (TAAS) w:hin (heSecureSIS]E;vSeLo ment
1-5-3-3 4 Y Functional Subset Of Cycle (SDLC) pRM-07 | PP o 10
Management Life Cycle (SDLC) are controlled through formal change control
Management
During the pl hase and before going live f technol st & hanges t Assets,
Cybersecurity Risk e o Zam:gf e endbeloreomg fue farnow teetmolosy Secure Development Life Applications :::/masErv ces (TAAS) w:hin the Securesls;;vseto ment
1-5-3-4 4 Y services and products. Functional Subset Of Cycle (SDLC) pRM-07  |PP ices ( o 10
Management Life Cycle (SDLC) are controlled through formal change control
Management
The tisk and must be Mechanisms exist o facilitate the implementation of strategic,
154 Cybersecurity Risk | reviewad periodically according to planned intervals or upon changes to runctionat | subsetor Risk Management RsKo1 and tactical risk controls that are aligned o
Management related laws and regulations. Changes and reviews must be approved and Program
's Enterprise Risk (ERM); and
Cybersecurityin __|See FDE for details.
Information and N
16 nformation an Functional e N/A N/A N/A o
Technology Project Relationship
Cybaraccuritym | CYDersecurity requirements must be included n project and asset Mechanisms exist to assess security, compliance and resilience
A change and Security, Compliance & controls as part of Technology Assets, Applications and/or Services
1-6-1 e« |procedures to dentify and manage cybersecurity risks as part o project Functional | Intersects With|  Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 8
e By o lifecycle. The must be a key part Management implemented correctly, operating as intended and producing the
“ of the overall of broiects. desired outcome with respect to meeting
- Cybersecurity requirements must be included in project and asset isms exist to govern Assets,
Cybersecurity in )
P change and Security, Compliance & Applications and/or Services (TAAS) by:
161 Touhmolagy projoct | Procedures o dentify and manage cybersecuriy risks as part of project Functional | Intersects With | Resilience Requirements [  PRM-05 (1) Defining technical security, compliance and resilience 5
oot lifecycle. The ity requi must be a key part Definition requirements; and
© of the overall of proiects. (2) Performing a criticality analysis at predefined decision points in the
< in |The i in project and assets
162 and change mustinclude atleastthe | Lo op | Mfermation Assurance | o Mechanisms existto facilate the implementation of security, o
Technology Project | following: (1A) Operations and resilience and controls.
and Mechanisms exist to formally assess the security, compliance and
Cybersecurity in i lsin Assets, ions and/or Services
Information anc i i
oo ormation and Functional | interssets with Assesamants A0z |TAAS) through Information Assurance Program (1AP) actviies to s
Technology Project determine the extent to which the controls are implemented correctly,
Management operating as intended and producing the desired outcome with respect
to meeting expected
and exist to conduct for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
5) Applicat ty;
Cybersecurity in (5) Application seourity
A (6) Embedded technologies (e.., loT, OT, etc.);
1-6-2-1 " Functional | Intersects With | Speci 1A0-022 |(7) i 5
Technology Project
Management (8) Malicious code;
& (9) Insider threats;
(10) Performance/load testing;
(11) Artficial Intelligence and jes (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
Conducting a configurations’ review, and hardening Mechanisms exist to formally assess the security, compliance and
Cybersecurityin  |and patching before changes or going live for technology projects. i Isin Assets, ions and/or Services
Information anc i iviti
1622 ormation and Functional | interscets with Assesamants A0z |TAAS) through Information Assurance Program (1AP) actviies to s
Technology Project determine the extent to which the controls are implemented correctly,
Management operating as intended and producing the desired outcome with respect
to meeting expected
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Cudnducll:g @ configratons e, secur conir and hardening exist to conduct or
and patching before changes or going live for technology projects. (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
5) Applicat ty:
Cybersecurity in (5) Application seourity
(6) Embedded technologies (e.g., 10T, OT, etc.);
Information and ;
1622 " Functional | Intersects With 1A0-022 |(7) 5
Technology Project
Management (8) Malicious code;
& (9) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
c in|The related to software and application
163 Information and | development projects must include at least the following: Functional No WA WA WA o
Technology Project Relationship
Cybersecurityin | VSIng secure coding standards. Mechanisms exist to facilitate the implementation of industry-
1601 Information and Functional | intersacts witn| Secure Eneineering Seagr |recosnized security, compliance and resilience practices in the s
Technology Project Principles design, and
Management of Technology Assets, Applications and/or Services (TAAS).
Cyb t U ding standards.
nformation and e seourecosngstndards Secure Software Mechanisms exist to develop applications based on Secure Software
1-6-3-1 Functional | Intersects With| Development Practices | TDA-06 P app 8
Technology Project Development Practices (SSDP).
(SDP)
Cybersecurityin | Using trusted and licensed sources for software development tools and
o :
1682 Informationand  |libraries. Functionat | intersacts witn| SOftware cre.008 exist to maintain an authoritative repository for software R
Technology Project Repository development activities that is separate from production software.
Cybersecurtyim | Usne trusted and licensed sources for software development tools and Mechanisms exist to require software developers to ensure that their
o |tbraries. Development Methods, software development processes employ industry-recognized secure
1-63-2 Functional | Intersects With TDA-02.3 |practices for secure programming, engineering methods, quality 5
Technology Project Techniques & Processes : noc
control processes and validation techniques to minimize flawed and/or
Management
software.
Conducting compliance test for software against the defined Mechanisms exist to require system developers/integrators consult
with security, compliance and/or resilience personnel to:
Cybersecurity in Security, Gompliance & (1) Create and implement a Security Testing and Evaluation (STSE)
Information and plan, or similar capability;
1-6-3-3 Functional |Intersects With|  Resilience Testing TDA-08 8
Technology Project (2) Implement a verifiable flaw remediation process to correct
Throughout Development ! '
Management weaknesses and deficiencies identified during the control testing and
evaluation process; and
(3) Document the results.
Cybersecurityin | Conducting compliance test for software against the defined exist to require the of Assets,
d Applications and/or Services (TAAS) to employ static code analysi
1-6-3-3 an Functional | Intersects With| Static Code Analysis | TDA-0g.2 |APPUcations and/or Services (TAAS) to employ static code analysis 3
Technology Project tools to identify and remediate common flaws and document the
results of the analysis.
Cybersecurityin | Conducting compliance test for software against the defined exist to require the of Assets,
d Applications and/or Services (TAAS) to employ dynamic code analy
1-6-3-3 an Functional | Intersects With| Dynamic Code Analysis | TDA-0g.3 |/PPUcations and/or Services (TAAS) to employ dynamic code analysis 3
Technology Project tools to identify and remediate common flaws and document the
results of the analysis.
Cyb t Conducti liance test for soft inst the defined
A onducting compliance test for software against the define Mechanisms exist to utilize testing methods to ensure Technology
1633 e Functional | Intersects With| Malformed Input Testing | TDA-09.4 |Assets, Applications and/or Services (TAAS) continue to operate as 3
echnology Projec
8y Pro intended when subject to invalid or unexpected inputs on its interfaces.
Cybersecurityin | Conducting compliance test for software against the defined
1605 and Functional | intersacts with 10A095 exist to perform application-level penetration testing of s
Technology Project Testing d Assets, and/or Services (TAAS).
s tegration bet m ts.
Cybersecurity in ecure integration between software components Mechanisms exist to facilitate the implementation of industry-
Information and ) Secure Engineering recognized security, compliance and resilience practices in the
1-6-3-4 Functional | Intersects With h SEA-01 - 3
Technology Project Principles design, and
Management of Technology Assets, Applications and/or Services (TAAS).
Cybersecurity in Secure integration between software components. Mechanisms exist to develop an enterprise architecture, aligned with
1604 Information and Functional | intersectswitn| _ Agnment With Seaoz |Industry-recognized leading practices, with consideration for security, s
Technology Project Enterprise Architecture compliance and resilience principles that addresses risk to
Management i assets, and other
Secure integration between software components. Mechanisms exist to design and implement product management
processes to proactively govern the design, development and
) ion of Assets, and/or Services (TAAS)
Cybersecurity in
P across the System Development Life Cycle (SDLC) to:
1-6:3-4 " Functional | SubsetOf | ProductManagement | TDA-OT.1 |(1)Improve functionality; 10
Technology Project -
(2) Enhance security and resiliency capabilities;
Management 3
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
Cyb tyi i
; z e'se:"” Y ';' C“;'d”f":gab y " ':“"e‘”;l e and hardening Mechanisms exist to perform Information Assurance Program (IAP)
1635 TEZ:;::: ‘ogrz','eﬂ and patching bafore going live for software products. Functional SubsetOf | Technical Verification 1A0-06  |activities to evaluate the design, implementation and effectiveness of 10
8y Proi technical security, compliance and resilience controls.
c in_ |The i in project must be reviewed )
Information and periodicall Prioritization To Address exist to integrate practices
164 v Functional | Intersects With PRM-02.1 |with advanced technologies to maintain situation awareness of and 8
Technology Project Evolving Risks & Threats o
minimize the organization's exposure to evolving risks and threats.
Compliancewitn | 5% FDE or details. .
17 Cybersecurity Standards, Functional e N/A N/A N/A )
: Relationship
Laws and Regulations
Compliancewith | ™ Tr%anlzat\on must comply with related national cybersecurity laws and R o T
7 Cyberammartty Stamdards, | P8UIEtONS: runctionat | subsetor atutory, Regulatory GpLo1 | Mechanisms exist to faciltate the identification and implementation o o
: Contractual Compliance relevant statutory, regulatory and contractual controls.
Laws and Regulations
Compliancewith | ™ orgamzauo: must comptywl:h[a:y nationally-approved international s e o T
n r atutory, Regulato echanisms exist to facilitate the identification and implementation o
172 Cybersecurity Standards, @ elate Functional | Subset Of . Regulatory cpLO1 P 10
: Contractual Compliance relevant statutory, regulatory and contractual controls.
Laws and Regulations
s Periodical Gybersecurity |See FDE for detals. Functional No A A A B
Review and Audit
periodical Gyborsecarty | CYPETSSCUTIY reviews must be conducted periodically by the cybersecurity Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
181 o e Y | function n the organization to assess the compliance with the Functional | Intersects With|  Resilience Controls CPL02  [controls oversight function that reports to the organization's executive 8
controls in the Oversight
ity t te iodically th ity
fybfrsef“"‘hy reviews Tv“s ‘De °°”°“fh°° De""f‘ca v bfh ‘: cybersecurity Mechanisms exist to validate that Technology Assets, Applications,
unction in the organization to assess the compliance with the >
Periodical Cybersecurity © P! Control Conformity Services and/or Data (TAASD) conform to the organization's security,
181 controls in the Functional | Intersects With cpLo3 ° : ’ . 8
Review and Audit Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Cybersecurity audits and reviews must be conducted by independent
parties :hu(s\de mle cyber§fhc:hryty f\:)ncuon (e“.g.‘ Im‘err:al‘A::m 'ur\cUDﬂ()le Mechanisms exist to validate that Technology Assets, Applications,
assess the compliance with the cybersecurity controls in the organization.
Periodical Cybersecurity P Y Y & Control Conformity Services and/or Data (TAASD) conform to the organization's security,
182 Audits and reviews must be conducted independently, while ensuring that |  Functional | Intersects With cpL03 8

Review and Audit

this does not result in a conflict of interest, as per the Generally Accepted
Auditing Standards (GAAS), and related laws and regulations.

Monitoring

compliance and/or resilience policies, standards and other applicable
requirements.

Secure Controls Framework (SCF)
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Rationale Control Desc Relationship
Cybersecurity audits and reviews must be conducted by independent
parties outside the cybersecurity function (e.g, Interal Audit function) to Mochanisms exist to utilze independent assessors to valuat
assess the compliance with the cybersecurity controls in the organization.
Periodical Cybersecurity security, compliance and resilience at planned intervals or when the
182 Audits and reviews must be conducted independently, while ensuringthat |  Functional ~ [Intersects With| Independent Assessors | CPL-03.1 ndre " 8
Review and Audit ! " Technology Asset, Application and/or Service (TAAS) undergoes
this does not result in a conflict of interest, as per the Generally Accepted
significant changes.
Auditing Standards (GAAS), and related laws and regulations.
Results from the cybersecurity audits and reviews must be documented
Periodical Cybersscurity |and presonted o 1o . o Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
183 V! pr ing ! Functional | Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 8
Review and Audit | Official. Results must include the audit/review scope, observations,
Oversight teadership.
and plans.
Results from the cybersecurity audits and reviews must be documented Mechanisms exist to implement an internal audit function that is
Periodical Cyb it d ble of providing seni ti twith insights int
1os eriodical Cybersecurity | and presented to the stoering : Functional | intersacts with| interat Audit Function | GpLo2.1 | c2Pable of providing senior organization management with insights into .
Review and Audit | Official. Results must include the audit/review scope, observations, the of the and
and plans. brocesses.
Results from the cybersecurity audits and reviews must be documented Mechanisms exist to provide governance oversight reporting and
183 Periodical Cybersecurity |and presented to the steering d Aut Functional | ntersects witn|  Status ReportingTo GOv.012 |recommendations to those entrusted to make executive decisions s
Review and Audit | Official. Results must include the audit/review scope, observations, Governing Body about matters considered material to the organization's Security,
and blans. c &Resilience Program (SCRP).
Cyb ityin H See FDE for details. N
o ybersecurity in Human | See FDE for details Functional o A A A B
Resources
Personnel ior to durin
1on Cybersecurity in Human o @ it o defined, € runctionat | subset o Human Resources HRs.01 | Mechanisms exist to faciltate the implementation of personnel o
Resources Security Management security controls.
and approved.
Personnel (prior to during
Cyb tyin H Defined Roles & tto def les & forall
191 yberseourity in Human and after must be defined, Functional |Intersects With erined Ho 68 HRS-03 erstiodefine roles ore 8
Resources Responsibilities personnel.
and approved.
P ] t d T u d t0.appl
Cybersecuritym Human | 72150 (prior to v during existto require all ces an tors to apply
191 AN and after must be defined, Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 8
and approved. enable secure. compliant and resitient
The personnel mustbe Business As Usual (BAU) existto security, and resilience
Cybersecurity in Human
192 AN Functional | Intersects With| Security, Compliance & | GOV-14 |principles into Business As Usual (BAU) practices through executive 5
Resilience Practices leadership involvement.
The personnel must be — Mechanisms exist to compel data and/or process owners to
Cybersecurity in Human Operationalizing operationalize security, compliance and resilience practices for
1-9-2 v Y Functional | Intersects With| Security, Compliance & | GOv-15 | ¥, comp! " P! 8
Resources . e Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
o2 Cybersecurity in Human |The personnel must be runctionat | subsetor Fuman Resources Hrs-o | Mechanisms exist to facilitate the implementation of personnel o
Resources Security securitv controls.
1os Cybersecurity in Human |The personnel prior to must runctionat | subsetor Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel o
Resources include at least the following: Security security controls.
Inclusion of personnel and non-disc
o inH e - p " exist to require all and to apply
ersecurity in Human | clauses (covering the urin an
1-93-1 v Y 2 g Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 8
Resources after in contracts. - " .
enable secure, compliant and resilient capabilities.
o inH ":CL“S"”(‘ of p""“;‘h""‘l p and " exist to define and rules of
ersecurity in Human | clauses (covering the urin an
1-83-1 v Y e © Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
Resources after in contracts. .
unacceptable behavior.
Inclusion of personnel and non-disc
Cybersecurity in Human |clauses (covering the i durin and Mechanisms exist to require internal and third-party users to sign
1-93-1 v Y ( 2 g Functional | Intersects With|  Access Agreements HRS-06 a i ird-party 8 8
Resources after in contracts. appropriate access agreements prior to being granted access.
o N ":C“‘S""(' of pe’“:h”"‘l P P and " Confidentiali Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
ersecurity in Human | clauses (covering the urin an onfidentiali
1-93-1 v Y 2 g Functional | Intersects With Y HRS-06.1  |similar confidentiality agreements that reflect the needs to protect 8
Resources after in contracts. Agreements
dataand details, or both and third-p
C in Human or vettin of and Mechanisms exist to manage personnel security risk by screenin
1932 ° e Functional | Intersects With| ~Personnel Screening HRS-04 g° P! yriskby € 8
Resources positions. prior to access.
orvetting of ity and )
3 ) 3 exist to ensure that accessing a system that
Cybersecurity in Human |positions. Roles With Special : !
1932 Functional | Intersects With HRS-04.1 |stores, transmits or processes information requiring special protection 5
Resources Protection Measures ' 8
satisfy organization-defined personnel screening criteria.
oa Cybersecurity in Human |The personnel i during must runctionat | subsetor Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel o
Resources include at least the following: Security security controls.
o C in Human |C (during on-boarding and during Functionat | itersactawith] User Awarenass HRS-03.1 | Mechanisms exist to communicate with users about their roles and .
Resources to maintain a safe and secure working
, (during on-b and during Mechanisms exist to formally educate authorized users on proper data
Cybersecurity in Human ) °
1941 oy’ Functional | Intersects With| FormalIndoctrination | HRS-04.2 |handling practices for all the relevant types of data to which they have 8
access.
during on-boarding and durin Mechanisms exist to ensure personnel receive recurring familiarization
Cybersecurity in Human (during g Policy Familiarization & P! ng
1941 Functional | Intersects With HRS-05.7 |with the organization's security, compliance and resilience policies and 8
Resources Acknowledgement A
provide
) ofand with the i as Mechanisms exist to formally educate authorized users on proper data
Cybersecurity in Human ! ) °
1-9-42 PSR perthe policies and Functional | Intersects With| FormalIndoctrination | HRS-04.2 |handling practices for all the relevant types of data to which they have 8
access.
ofand with the i as
ybersecurity in Human |mev B Soial Media & Social Mechanisms exist to define rules of behavior that contain explicit
i i
1-9-42 " Y perthe policies an Functional | Intersects With i HRS-05.2 |restrictions on the use of social media and networking sites, posting 5
Resources Networking Restrictions ! " :
information on commercial websites and sharing account information.
ofand with the i as Mechanisms exist to establish usage restriotions and implementation
1oan Cybersecurity in Human |per the policies and Functional | Intersectswitn|  TechnoloBy Use HRs.05.a|Euidance for organizational technologies based on the potential o R
Resources Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS), if used
ofand with the i as
Cybersecurity in Human ¢ ' Use of Critical ) ’ )
1-9-4-2 per the policies and Functional | Intersects With A HRS-05.4 | Mechanisms exist to govern usage policies for critical technologies. 5
Resources Technologies
Cybersecurity in Human ofand with the as Mechanisms exist to manage business risks associated with permittin;
urity in Hu isms exi usiness ri iated wi it
1-9-4-2 v v per the i policies and Functional | Intersects With| Use of Mobile Devices | HRS-05.5 hamsm & P e 5
Resources mobile device access to organizational resources.
of and with the as Mechanisms exist to ensure personnel receive recurring familiarization
Cybersecurity in Human N . Policy Familiarization & N N N L .
1-9-42 per the policies and Functional | Intersects With HRS-05.7 |with the organization's security, compliance and resilience policies and 8
Resources Acknowledgement A
provide
re ity in Human |Personnel to information and technolc ts must e r Pro ioning De- Mechanism: ist to utili formal T re tration anc -
s Cybersecurity n Human Personnel access o information and technology assets must bereviewed | oo T 0 | Gser Provisioning &De- | o Mechanisms existto utiize a formal user registration and de- R
Resources and removed upon brocess that governs the of access rights.
oo Cybersecurity in Human | Personnel must be reviewed runctionat | subsetor Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel o
Resources Security security controls.
See FDE for details.
Cybersecurity Awareness ) No
1-10 Y Y Functional ) N/A N/A N/A 0
and Training Program Relationship
A rity ren ram must L N I The
Copersecurty Awarenes orofam st o contucet perateaty trou i et 1. Securty, Compliance & Mechanisms exist o faciltte the implementaton of securi
1104 ybersecurity Awareness | program must be conducted periodically through multiple channels to Functionat | Subset Of i Saror | Mechanisms exist tofaciltate the implementation of security o
and Training Program | strengthen the awareness about cybersecurity, cyber threats and risks, —— workforce development and awareness controls.
and to build a positive i cutture.
A rity ren ram must L N I The
Cyborsecurity Awaroness cybersecu S :‘Ls‘:e “e‘: °"§"f ":""’ "L"e‘d © Security, Compliance & exist to provide all and
rsecurity Awar
1-10-1 Y unty program must be conducted periodically through multiple channels to Functional Intersects With Resilience SAT-02 security, and resilience education 5
and Training Program | strengthen the awareness about cybersecurity, cyber threats and risks, . .
' ; Training and training that is relevant for their job function.
and to build a positive cutture.
The cybersecurity awareness program must be implemented. Operationalzing Mechanisms exist to compel data and/or process owners to
rity Ay e rationali rity, complian: ne ilien ractic for
1102 Cybersecurity Awareness Functional | Intersects With| Security, Gompliance & | Gov.1s | oPerationalize security, compliance and resiience practices fo s
and Training Program - noe Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
The cybersecurity awareness program must be implemented. Security, Compliance &
Cybersecurity Awareness| | © " Y prog P . comp Mechanisms exist to facilitate the implementation of security
1102 Functional |Intersects With|  Resilience-Minded SAT-01 5
and Training Program workforce development and awareness controls.
Workforce
The cybersecurity awareness program must cover the latest cyber threats
Cybersecurity Awareness ) No
1-10-3 V! Y and how to protect against them, and must include at least the following Functional N/A N/A N/A 0

and Training Program

subjects:

Relationship

Secure Controls Framework (SCF)
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Rationale Control Description Relationship
Secure handling of email services, Lly phishi its. e tto includ t d
Cyberssurity Avwarensss | S2°1 Nandling of email services, especially phishing email. Social Engineering & exist to include raining on an
1-10-3-1 Functional | Intersects With SAT-02.2 | reporting potential and actual instances of social engineering and 5
and Training Program Mining °
social mining.
Secure handling of email services, especially phishing emails. Suspicious
Cyberseourity Awaraness o & Mechanisms exist to provide training to personnel on organization-
1-10-3-1 4 Y Functional | Intersects With SAT-03.2 |defined indicators of malware to recognize suspicious communications 5
and Training Program Anomalous System
A and anomalous behavior.
Behavior
Secure handling of mobile devices and storage media. Sensitive / Regulated Mechanisms exist to ensure that every user accessing a system
Cybersecurity Awareness
1-10-3-2 T e Functional | Intersects With| Data Storage, Handling & | SAT-03.3 | processing, storing or transmitting sensitive and/or regulated data is 5
8 Prog Processing formally trained in data handling
Secure Internet browsing.
Cybersecurity Awareness Cyber Threat exist to provide fole based seourity, and
1-10-33 4 Y Functional | Intersects With ! SAT-03.6 |resilience awareness training that is current and relevant to the cyber 5
and Training Program Environment
threats that users might encounter in day-to-day business operations.
Secure use of social media.
Cybersecurity Awareness Cyber Threat exist to provide fole based seourity, and
1-10-3-4 4 Y Functional | Intersects With ! SAT-03.6 |resilience awareness training that is current and relevant to the cyber 5
and Training Program Environment
threats that users might encounter in day-to-day business operations.
Essential and customized (i.¢., tailored to job functions as it relates to
cyb ty A N
04 yoersecurity Awareness |cybersecurity) training and access to professional skillsets mustbe made | L o NA NA WA o
and Training Program | available to personnel working directly on tasks related to cybersecurity Relationship
including:
Cybersecurity function’s personnel. exist to provide role-based security, and
Cybersecurity Awareness Role-Based Security, :nglefnce-m?n‘ed g tothe syst T d
1-10-4-1 Y Y Functional | Intersects With | Compliance &Resilience | ~ SAT-03 ) Before authorizing access to the system or performing assigne 5
and Training Program Traming duties;
(2) When required by system changes; and
(3) Annually thereafter.
Personnel working on and exist to provide role-based security, and
1-10-4-2 V! Y Functional | Intersects With | Compliance &Resilience | ~ SAT-03 4 Vs P! g assig 5
and Training Program i duties;
raining
e (2) When required by system changes; and
(3) Annually thereafter.
Executive and supervisory positions. exist to provide role-based security, and
Cybersecurity Awareness g rfsglsfnwm::ymd ngaces tothe syst T d
1-10-4-3 t4 Y Functional | Intersects With| Compliance & Resilience | SaT-03 (1) Before authorizing access to the system or performing assignet 5
and Training Program Traming duties;
(2) When required by system changes; and
(3) Annually thereafter.
The of the program must be exist to provide role-based security, and
cxporsscutywareress| Role-Based Secuty. et authoing acess 0 e systam o prfring assgnas
1-10-5 V! Y Functional | Intersects With | Compliance &Resilience | ~ SAT-03 4 e P! g assig 5
and Training Program " duties;
raining
e (2) When required by system changes; and
(3) Annually thereafter.
N/A N
2 Cybersecurity Defense Functional o N/A N/A N/A )
See FDE for details. N
21 Asset Management | >oc ! oo et Functional Mo N/A N/A N/A )
G i f i d Security, Compliance &
or managing an ecurity, Gompliance Mechanisms exist to facilitate the implementation of security,
2141 Asset Management  |assets must be defined, documented and approved. Functional | Subset Of Resilience Program Gov-o1 10
compliance and resilience governance controls.
(SCRP)
c i for managing and
o oo 1 e " Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
2141 Asset Management | 2596t Must be defined, documented and approved. Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 8
Documentation resilient capabilities.
Th i f i d
© or managing an Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
assets must be implemented. . .
212 Asset Management Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
The i for managing and Mechanisms exist to compel data and/or process owners to
ts must be implemented. Operationalizing operationalize security, compliance and resilience practices for
212 Asset Management | 2558ts mustbeimplemented. Functional | Intersects With| Security, Compliance & | Gov-15 | ity, comp o 5
‘ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
their control.
o licy of ion and ts must b
o use °°‘ :y ° ’ o an assetsmustbe Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
213 Asset Management | 2€Tned: documented and approved. Functional SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
ptable use policy of ion and assets must be exist to define and rules of
213 Asset Management | defined, documented and approved. Functional | Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 8
behavior.
o licy of ion and ts must b
o :52 policy of an assets must be Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
214 AssetManagement | Premented. Functional SubsetOf | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
ptable use policy of ion and assets must be Mechanisms exist to compel data and/or process owners to
lemented. Operationalizing operationalize security, compliance and resilience practices for
214 Asset Management | MPemented. Functional SubsetOf | Security, Compliance& | Gov-15 |°P ity, comp o 10
‘ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
their control.
ptable use policy of ion and assets must be exist to define and rules of
214 Asset Management  |implemented. Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 8
behavior.
Information and technology assets must be classified, labeled and Mechanisms exist to determine security, compliance and resilience
handled as per related law and regulatory requirements. Asset Seope control applicability by identifying, assigning and documenting the
215 Asset Management Functional | Intersects With e AST-04.1 asset scop forall Assets, 5
Applications and/or Services (TAAS) and personnel (internal and third-
parties).
Information and technology assets must be classified, labeled and Data & Asset existto data and assets are izedin
2-1-5 Asset Management handled as per related law and regulatory requirements. Functional Intersects With Classification DCH-02 accordance with applicable statutory, regulatory and contractual 5
ificati ;
Information and technology assets must be classified, labeled and Mechanisms exist to mark media in accordance with data protection
215 Asset Management | handled as per related law and regulatory requirements. Functional | Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
handling caveats and security
i i Mechanism: ist to re th rity, mplian Resilien
e e I R
216 Asset Management | 2358ts mustbe reviewed periodically. Functional | Intersects With | of Security, Compliance | GOV-03 8 g 8P . P! g 5
! planned intervals or if significant changes occur to ensure their
&Resilience Program e ;
continuing suitability. adeauacy and
Identity and A See FDE for details. N
2.2 entity and Access | See FDE for detals. Functional e N/A N/A N/A 0
ity its for i ity t St
dentity and Access gy:’erzef’”” Y 'eq‘:":me: s for ‘“": ity and access management must be Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i efined, documented and approved. )
221 Ma:a - PP Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
291 Identity and Access Cybersecurity requirements for identity and access management must be Functional Intersects With Identity & Access 1AC-01 Mechanisms exist to facilitate the implementation of identification and 8
defined. and approved. 1AM) access controls.
dentity and A ;he cyﬁers“:"‘;y requirements for identity and access management must Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
entity and Access mplemented.
222 Ma:a B © implemente Functional | Intersects With| Compliance & Resilience | GOV-02  standards and procedures necessary for secure, compliant and 5
8 Documentation resilient capabilities.
The cybersecurity requirements for identity and access management must Operationatizin Mechanisms exist to compel data and/or process owners to
J Identity and Access | be implemented. Functional | Intersects With| Securty, Cumpua"ie o | covas |cperationatize security, compliance and resitience prastices for s
Management Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities .
their control.
J Identity and Access | The cybersecurity requirements for identity and acosss managementmust | -~ T " Identity & Access 1AG.01 | Mechanisms exist to facilitate the implementation of dentification and o
include at least the following 1AM) access controls.
dontity and Access | USET @uthentication based on username and password. Authenticate, Authorize Mechanisms exist to strictly govern the use of Authenticate, Authorize
2:2:31 Y Functional | Intersects With . IAC-01.2 [and Audit (AAA) solutions, both on-premises and those hosted by an 5

Management

and Audit (AAA)

External Service Provider (ESP).
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Multi-factor authentication for remote access. Automated mechanisms exist to enforce Multi-Factor Authentication
(MFA) for:
(1) Remote network access;
Identity and Access Multi-Factol
2232 M;:agemem Functional | Intersects With Aume:‘w‘amn 'LFA' IAG-06  |(2) Third-party Technology Assets, Applications and/or Services (TAAS); 5
and/ or
(8) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
User authorization based on identity and access control principles: Need- Mechanisms exist to enforce Role-Based Access Control (RBAC) for
9253 Identity and Access | to-Know and Need-to-Use, Least Privilege and Segregation of Duties. Functional | intersectswitn|  Role-Based Access \AG.os _|Technoloey Assets, Applications, Services and/or Data (TAASD) to .
Management Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
254 Identity and Access | Privileged access management. Functionat intersactswitn| _ Prvieged Account 1AG16_ | Mechanisms exist to restrict and control privileged access rghts for R
(PAM) users and Assets. and/or Services (TAAS).
Periodic review of users’ identities and access rights. Mechanisms exist to periodically-review the privileges assigned to
223 Identity and Access Functional | Intersectswien|  Periodic Review of Ja.17 |Individuals and service accounts to validate the need for such s
Management Account Privileges privileges and reassign or remove unnecessary privileges, as
The ‘Df "“i 0 A foridentity and Mechanisms exist to validate that Technology Assets, Applications,
access management must be reviewed periodically.
Identity and Access d P ¥ Control Conformity Services and/or Data (TAASD) conform to the organization's security,
224 Functional | Subset Of cpL03 A ’ . 10
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Information System and |See FDE for details. o
23 Information Processing Functional N/A N/A N/A 0
mat Relationship
Facilities Protection
Systemand |C i for protecting systems and ) )
Physical & exist to facilitate the operation of physical and
231 facilities must be defined, documented and Functional | Subsetof | PES-01 P phys 10
et Protections environmental protection controls.
Facilities Protection DD d.
Information System and | The for protecting systems and - )
Physical & ttofacilitate th tion of physical and
2:32 facilities must be Functional | Intersects With|' > 2 PES-01 existtofacilitate the operation of physical an 8
et Protections environmental protection controls.
Facilities Protection
The for protecting systems and Mechanisms exist to compel data and/or process owners to
Information System and facilit th Operationalizing operationalize security, compliance and resilience practices for
2.32 i acilities must be Functional | Intersects With| Security, Compliance& | GOvV-15 | ¥, comp! P! 8
Technology Assets, Applications, Services and/or Data (TAASD) under
Facilities Protection Resilience Capabilities
their control.
Information System and | The for protecting systems and o
233 facilities must include at least the following: Functional e N/A N/A N/A )
mat > Relationship
Facilities Protection
Information System and | Advanced, up-to-date and secure management of malware and virus ) )
Malicious Code exist to utilize to detect and
2331 Information Processing | protection on servers and workstations. Functional | Intersects With END-04 5
mat > Protection (Anti-Malware) eradicate malicious code.
Facilities Protection
Information System and | Restricted use and secure handling of external storage media. ) )
) Mechanisms exist to restrict or prohibit the use of portable storage
2332 Information Processing Functional | Intersects With | Portable Storage Devices | DCH-13.2 5
mat > devices by users on external systems.
Facilities Protection
Information System and | Patch management for information systems, software and devices. ortware & Frmware Mechanisms exist to conduct software patching for all deployed
2333 Information Processing Functional | Intersects With o VPM-05 |Technology Assets, Applications and/or Services (TAAS), including 5
Facilities Protection e firmware.
System and | Centralized clock with an accurate and trusted source st utilze ) o
2334 Information Processing | (e.g, Saudi Standards, Metrology and Quality Organization (SASO)). Functional |Intersects With| Clock Synchronization | SEA-20 5
mat > synchronize all critical system clocks.
Facilities Protection
The cybersecurity requirements for protecting information systems and Mechanisms exist to commit appropriate resources needed for
information processing facilities must be reviewed periodically. continual i of the Security, C &
Information System and Resilience Program (SCRP), including:
‘Commitment To
234 Information Processing Functional | Intersects With GOV-01.3 |(1) Staffing; 5
mat > Continual Improvements
Facilities Protection (2) Budget;
(3) Processes; and
o)
See FDE for details. N
2.4 Email Protection o6 FOE for details. Functional Ne N/A N/A N/A 0
Cybersecurity requirements for protecting email service must be defined, Mechanisms exist to develop, document and maintain secure baseline
d ted and d. Secure Basell igurations f Assets, d/or Servi
2-4-1 Email Protection locumented and approvef Functional | Intersects With eoure Baseline CFG-02 or 195618, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
The cybersecurity requirements for email service must be implemented. i Mechanisms exist to compel data and/or process owners to
Operationalizing . i e
) ’ security, and resilience practices for
242 Email Protect Functional | Intersects With| Security, Compliance & |  GOV-15 ° : 5
mall Protection unctional. | Intersects With, Security, Compliance Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
J Emait Protection | T ©YPersecurity requirements for protecting the email service must Functional No A A A B
include at the least the following:
Analyzing and filtering email messages (specifically phishing emails and Phishing & Spam Mechanisms exist to utilize anti-phishing and spam protection
24-31 Email Protection | spam) using advanced and up-to-date email protection techniques. Functional | Intersects With e o END-08 | technologies to detect and take action on unsolicited messages 5
transported by electronic mail.
Multi-factor authentication for remote and webmail access to email Automated mechanisms exist to enforce Multi-Factor Authentication
service. (MFA) for:
Mutt-Factor (1) Remote network access;
2432 Email Protection Functional  |IntersectsWith| .0 Csy | 1AC08  |(2)Third-party Technology Assets, Applications andor Services (TAAS); 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Email archiving and backup. Mechanisms exist to create recurring backups of data, software and/or
tem images, as well fy the integrity of these backups, t
2433 Email Protection Functional | Intersects With Data Backups BCp-17 | YStem images, as wellas verlly the integrity of these backups, to 5
ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recovery Point Obijectives (RPOS).
Secure management and protection against Advanced Persistent Threats Mechanisms exist to implement Extended Detection & Response (XDR)
(APT), which normally utilize zero-day viruses and malware. technologies to correlate data and respond to threats across multiple
security layers, including:
1) Endpoints;
Extended Detection & (1) Endpoints
2-4-3-4 Email Protection Functional Intersects With END-06.8 |(2) On-premises networks; 5
Response (XDR)
(8) Cloud-based networks;
(4) Electronic communications;
(5) Applications; and
(6) Services.
Validation of the organization’s email service domains (e.g., using Sender ) ]
Mechanisms exist to validate the legitimacy of email communications
Policy Framework (SPF)). N - . - i
ass Email Protection Functional | intersects with | Sender Poliey Framework | [through configuring a Domain Naming Service (DNS) Sender Policy s
-4-3- it Protecti uncti i 10
(SPF) Framework (SPF) record to specify the IP addresses and/or hostnames
that are authorized to send email from the specified domain
The cybersecurity requirements for email service must be reviewed e Mechanisms exist to review the Security, Compliance & Resilience
iodicall Perlodic Review & Update Program (SCRP), including policies, standards and procedures, at
. including policies, e ,
244 Email Protection | Periodically Functional |Intersects With | of Security, Compliance | GOV-03 gram , including p procedures 5
' planned intervals or if significant changes occur to ensure their
&Resilience Program
uitability, adequacy and
Networks Security | See FDE for details. ) No
25 works Seeurity ' Functional ) N/A N/A N/A 0
yon Networks Security | i for network securit must be runctionat | subsetor Network Security NET-01 | Mechanisms exist o develop, govern & update procedures to faciliate o
defined, and approved. Controls (NSC) the of Network Security Controls (NSC).
252 Networks Security The cybersecurity requirements for network security management must be Functional Intersects With Network Security NET-01 Me?hanlsms exist to develop, govern & update procedures to facilitate 5
Controls (NSC) the of Network Security Controls (NSC).
The for network securit must be Mechanisms exist to compel data and/or process owners to
Networks Security implemented. Operationalizing operationalize security, compliance and resilience practices for
252 g Functional |Intersects With| Security, Compliance & | GOV-15 . 5
Management ‘ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities .
their control.
J Networks Security | The for network securit must Funotional No A A A o
include at least the following:
Logical or physical segregation and segmentation of network segments existto network within network
Networks Securit, Network Segmentation
2:5-31 worl UMY | sing firewalls and defense-in-depth principles. Functional | Intersects With work Seg . NET-06 toisolate Assets, and/or 5
Management (macrosegmentation)
Services (TAAS) from other network resources.
Notworks Socurty | Nework between testand Notwork Sogmentation existto network within network
2532 Y |environments. Functional | Intersects With © NET-06 toisolate Assets, and/or 5

Management

(macrosegmentation)

Services (TAAS) from other network resources.
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Rationale Control Desc Relationship
Network between testand
Separation of Mechanisms exist to manage separate development, testing and
environments. . . -
Networks Security Development, Testing operational environments to reduce the risks of unauthorized access or
2532 Functional | Intersects With TDA-08 5
Management and Operational changes to the operational environment and to ensure no impact to
Environments i Assets, and/or Services (TAAS).
Secure browsing and Internet connectivity including restrictions on the use Mechanisms exist to force Interet-bound network traffic through a
2533 Networks Security | o file storage/sharing and remote access wabsites, and protection against | | e oo i | e [prowy dovice (o.g, Poliey Enforcament Point (PEP)for URL content s
Management suspicious websites. filtering and DNS filtering to limit a user's ability to connect to
o prohibited Internet sites.
Wireless network protection using strong authentication and encryption
Networks Securit i risk and exercise exist to control usage and monitor for
2534 ¥ | must be conducted to assess and manage the cyber risks prior to Functional |Intersects With| Wireless Networking | NET-15 “ 5
Management ° ; unauthorized wireless access.
any wireless networks to the internal network.
Wirels ot k tecti i ithenticatit d ti
reless network protection using strong authentication and encryption Mechanisms exist to secure Wi-Fi (e.g., IEEE 802.11) and prevent
A risk and exercise .
Networks Security " Authentication & unauthorized access by:
25-3-4 must be conducted to assess and manage the cyber risks prior to Functional | Intersects With NET-15.1 5
Management Encryption (1) Authenticating devices trying to connect; and
any wireless networks to th ’s internal network. ;
(2) Encrypting transmitted data.
Notworks Securtty | ManaEement and restrictions on network services, protocols and ports. Data Flow - existto and govern Access Control Lists
2535 e Functional |Intersects With| ~Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 5
¢ (ACLs) traffic to only what is authorized
Notworks Securfty | rUsion Prevention Systems (IPS). Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
2536 e e Functional |Intersects With| Detection/Prevention | NET-08 [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5
¢ Systems (NIDS / NIPS) network.
Security of Domain Name Service (DNS). Mechanisms exist to ensure Domain Name Service (DNS) resolution is
Networks Security Domain Name Service
2537 Functional | Intersects With NET-10  |designed, implemented and managed to protect the security of name / 5
Management (DNS) Resolution
address resolution.
Secure management and protection of Internet browsing channel against Mechanisms exist to implement security functions as a layered
2598 Networks Securty | Advanced Persistent Threats (APT), which normally utilze zero-dayviruses | oo | o Layered Network NETop |Structure that minimizes interactions between layers of the design and s
Management and malware. Defenses avoids any dependence by lower layers on the functionality or
of higher lavers.
The for network security must be o Mechanisms exist to review the Security, Compliance & Resilience
Networks Securit iewed periodicall Periodic Reviow & Update P (SCRP), including policies, standards and procedures, at
25 letworks Security | reviewed periodically. Functional | Intersects With| of Security, Gompliance |  GOv-0s |Po8aM . including policies, standards and procedures, a s
Management ' planned intervals or if significant changes occur to ensure their
&Resilience Program
continuing suitability. adeauacy and
See FDE for details. N
26 Mobile Devices Security |>°0 -0 Co o Functional © N/A N/A N/A )
Cybersecurity requirements for mobile devices security and BYOD must be g Your Own Dovice Mechanisms exist to implement and govern a Bring Your Own Device
261 Mobile Devices Security |defined, documented and approved. Functional | Intersects With (Y0D) Uege AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
& devices in the workl
Cyb ty requirements for mobile devi ity and BYOD must b
[ Cybersecurity requirements for mobile devices securty an must be Contatied stto and govem Mobile Devics
2641 Mobile Devices Security |defined, documented and approved. Functional | Intersects With MDM-01 5
Of Mobile Devices Management (MDM) controls.
The cyb ty requirements for mobile devi ity and BYOD
 [The cybersecurity requirements for mobile devices security an Contratied it and govem Mobile Devics
262 Mobile Devices Security |must be implemented. Functional | Intersects With MDM-01 5
Of Mobile Devices Management (MDM) controls.
The cybersecurity requirements for mobile devices security and BYOD Operationalizing Mechanisms exist to compel data and/or process owners to
. tionali ity, compli d resili tices
2.6-2 Mobile Devices Security | TUSt 0@ implemented. Functional | Intersects With| Security, Compliance & | GOv-15 |oPerationalize security, compliance and resilience practices for 5
Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities !
their control.
The cyb ty requirements for mobile devi ity and BYOD N
2.6-3 Mobile Devices Security | ¢ cYPersecurity requirements formobile devices security an Functional Ne N/A N/A N/A 0
must include at Least the following:
and encryption of dataand stored c exist to protect the and
) Full Device & Container- )
26-3-1 Mobile Devices Security |on mobile devices and BYODs. Functional [ Intersects With | ' %¢8 * “oEon MDM-03 |integrity of information on mobile devices through full-device or 5
hda container encryption.
Controlled and restricted use based on job requirements. Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Role-Based A Technology Assets, Applications, S d/or Data (TAASD) t
2-6-3-2 Mobile Devices Security Functional |Intersects With| or Dooed ACCEss 1AC-0g | TeChnoloBy Assets, Applications, Services and/or Data (TAASD) to 5
Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
Secure wiping of organization's data and information stored on mobile Mechanisms exist to remotely purge selected information from mobile
26-3-3 Mobile Devices Security |devices and BYOD in cases of device loss, theft or after Functional |IntersectsWith|  Remote Purging MDM-05 [ Feener v pure 5
from the .
Security awareness for mobile devices users. Security, Compliance & exist to provide all and
26-3-4 Mobile Devices Security Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
Training and training that is relevant for their iob function.
The tl:ybbersecumz requlrdemsl:lms for mobile devices security and BYOD periodic Roviow & Update :echanis;cs:;;sgalrzv.ew mf Secur‘\(y,dCo:pliadnce & :esiuancle
2.6-4 Mobile Devices Security |0t P@ reviewed periodically. Functional | Intersects With|| of Security, Compliance | GOv-03 |~T0@m ( , including policies, standards and procedures, a 5
' planned intervals or if significant changes occur to ensure their
&Resilience Program
continuing suitability. adeauacy and
Data and Information | See FDE for details. N
27 ata andInformation | See FOE for detals Functional e N/A N/A N/A 0
Protection
Cyb ty requirements for protecting and handling data and
Data and Information | C/>erecurity requirements for protecting and handling data an Mechanisms exist to facilitate the implementation of data protection
271 information must be defined, documented and approved as perthe related | Functional | Subset Of Data Protection DCH-01 10
Protection N controls.
laws and
Cyb ty requirements for protecting and handling data and
Data and Information | C/>erecurity requirements for protecting and handling data an Mechanisms exist to ensure data stewardship is assigned, documented
271 information must be defined, documented and approved as perthe related | Functional | Intersects With|  Data Stewardship | DCH-01.1 8
Protection ' and communicated.
laws and
Cyb ty requirements for protecting and handling data and
Data and Information | CYPersecurity requirements for protecting and handling data an Sensitive / Regulated Mechanisms exist to protect sensitive and/or regulated data wherever
271 information must be defined, documented and approved as perthe related | Functional | Intersects With DCH-01.2 8
Protection ' Data Protection itis processed and/or stored.
laws and
ota and Information | Te cybersecurity requirements for protecting and handling data and Defining Access Mechanisms exist to explicitly define authorizations for specific
272 P, information must be implemented. Functional | Intersects With|  Authorizations for | DCH-01.4 and/or roles for logical and /or physical access to sensitive 8
Sensitive / Regulated and/or regulated data.
The cybersecurity requirements for protecting and handling data and
Data and Informati : N
. ata and Information | information must include at lsast the followin; . No NA NA A o
Protection Relationship
Dat: Dat: i hi Mech: ist ta st hi it
7o ata and Info ata and Functional | Intersects With| _ Data Stewardship | DGH.01.1| eChanisms exist o ensure data stowardship s assigned, documented R
Protection and
2752 Data and Data and and labeling Functionat | intersacts with Data & Asset Dor0p | Mechanisms exist to ensure data and assets are categorized in R
Protection Cl with statutory, regulatory and
Dat: fe i Mech: ist it ts te i i
bata and Information_| P22 and information pivacy bata & Assot echanisms oxst o ensure data and assots aro categorized in
27-3:3 ° Functional | Intersects With & DCH-02 |accordance with applicable statutory, regulatory and contractual 5
Protection Classification
Data and Information The cybersecurity requirements for protecting and handling data and Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
274 P information must be reviewed periodically Functional | Intersects With| of Security, Compliance | GOV-03  |Program (SCRP), including policies, standards and procedures, at 5
& Resilience Program planned intervals or if significant changes occur to ensure their
See FDE for details.
) No
28 Cryptography Functional ) N/A N/A N/A 0
Relationship
Cy fe t fi , f ist to facilitate the 1 tatic f te hi
o1 Coptogaphy or must be defined, Functionat | subsetor | UseorC cRY-01 exist o faciltate the implomentation of cryptographic o
and approved. Controls controls using known public standards and trusted
The i for mustbei Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
282 Cryptography Functional | Intersects With o CRY-01 |protections controls using known public standards and trusted 5
The for mustbei Operationalizing Mechanisms exist to compel data and/or process owners to
282 Cryptography Functional |Intersects With| Security, Compliance & | GOV-15 |operationalize security, compliance and resilience practices for 5
Resilience Capabilities Technology Assets. Services and/or Data (TAASD) under
The i for must include at least the
following: : No
283 Cryptography Functional N/A N/A N/A )
fyptography Relationship
[ Coyptogranhy ‘Approved cryptographic solutions standards and its technical and runctionat | subsetor | UseofC oRv.or exist to facilitate the implementation of cryptographic o
regulatory limitat Controls controls using known public standards and trusted
Secure management of cryptographic keys during their ifecycles
Cryptographic Key exist to facilitate controls
2-8-3-2 Cryptography Functional | Intersects With Typtographic Key CRY-09 X litate ey ma ) 5
to protect the confidentiality, integrity and availability of keys.
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Encryption of data in-transit and at-rest lassification and related
ncryption of data in-transit and at-rest as per classification and relate Transmission N st o protect the ot cota
2833 Cryptography laws and regulations. Functional | Intersects With CRY-03 5
Confidentiality being transmitted.
Ei i f data in-ti it and at-rest 12 ificati d related Ci ist te it discl f
2833 Cryptography neryption of data in-transit and at-rest as per classification and refate Functional |Intersects With| Encrypting Data AtRest | CRY-05 existiopreven 5
laws and data at rest.
The for must be reviewed Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
284 Cryptography Functional | Intersects With Gov-08 5
ryptography iodi et " " of Security. Comoli Program (SCRP). including policies. standards and at
See FDE for details.
Backup and R N
2.9 ackup and Recovery Functional © N/A N/A N/A 0
Management Relationship
yon Backup and Recovery | Cybersecurity requirements for backup and recovery managementmustbe| [ - T - - 1 Recovery Time /Point | " ™[ Machanisms exist to facilitate recovery operations in accordance with R
defined. and approved. Obiectives (RTO / RPO) Recovery Time Obiectives (RTOs) and Recovery Point Obiectives
ackup and Recovery | CYPETSECUIit requirements for backup and recovery management must be Security, Compliance & existto govern Assets,
291 e . |defined, documented and approved. Functional | Intersects With| Resilience PRM-05 and/or Services (TAAS) by: 5
© Definition (1) Defining technical security. and resilience
Cybersecurity requirements for backup and recovery management must be Mechanisms exist to define business processes with consideration for
defined, documented and approved. security, d resilience that
dividual
on Backup and Recovery Functional | intersectswitn|  BUSiness Process prviog |1 The resuting risk to assets, s
Management Definition and other organizations; and
(2) Information protection needs arising from the defined business
and revises the processes as necessarv. until an
The cybersecurity requirements for backup and recovery management
must be implemented. Mechanisms exist to facilitate the implementation of contingency
Business Continuity planning controls to help ensure resilient Technology Assets,
Backup and Recovery
292 o Functional | Subset Of tem | BCD-01 and/or Services (TAAS) (e.g., Continuity of Operations Plan 10
& (BCMS) (COOP) or Business Continuity & Disaster Recovery (BC/DR)
playbooks).
The cyb ty requirements for backup and t
© cyborsecurty reduirements forbackup and recovery management - Mechanisms exist to compel data and/or process owners to
must be implemented. Operationalizing A ¢
Backup and Recovery operationalize security, compliance and resilience practices for
292 Functional |Intersects With| Security, Compliance & | GOV-15 5
Management noe Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
The cybersecurity requirements for backup and recovery management
2o Backup and Recovery | must include at Least the following: Functional No WA WA WA o
Management Relationship
[ Backup and Recovery | Scope and coverage of backups to cover critical technology and Functionat | intersects with Data Backups aCD-17 | Mechanisms exist o create recurring backups of data, software and/or R
assets. svstem images. as well as verify the integrity of these backups. to
Ability to perform quick recovery of data and systems after cybersecurity Mechanisms exist to create recurring backups of data, software and/or
Backup and R . tem images, as well as verify the integrity of these backups, t
9032 ackup and Recovery | incidents. Functional | intersects With Data Backups BCD.11 |¥stemimages, as well as verify the integrity of these backups, to s
Management ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recoverv Point Obiectives (RPOS).
Periodic tests of backup’s recovery effectiveness.
205s Backup and Recovery runctional | intersacts witn| Testing for Reliabiity & | o Mechanisms exist to routinely test backups that verify the reliabiliy of R
Management Integrity the backup process, as well as the integrity and availability of the data.
ackun and Rocovery | T8 CYbersecurity requirements for backup and recovery management Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
204 o e " | must be reviewed periodically Functional | Intersects With| of Security, Compliance | GOV-03  |Program (SCRP), including policies, standards and procedures, at 5
& &Resilience Program blanned intervals or if significant changes occur to ensure their
See FDE for details.
Vulnerabiiti N
2-10 utnerabilities Functional e N/A N/A N/A o
Management Relationship
o c i for technical runctional | subsetor | Vulnerability&Patch | oo Mechanisms existto facilitate the implementation and monitoring of o
must be defined. and approved. Program controls.
The for technical Vulnerability & Patch
Vulnerabilit Mech: t to facilitate the implementation and monitoring of
2102 uinerabilities must be implemented. Functional SubsetOf | Management Program | VPM-01 || ccranismsexistto facilitate the implementation and monitoring of 10
Management Vulnerability management controls.
(vPMP)
vererbiiies | for technical Operationalizing Mechanisms exist to compel data and/or process owners to
2-10-2 s must be implemented. Functional |Intersects With| Security, Compliance & | GOV-15 |operationalize security, compliance and resilience practices for 5
“ Resilience C Assets. Services and/or Data (TAASD) under
The for technical
2108 Vulnerabilities | must include at least the following: Functional No WA WA A o
Management Relationship
Period ist to detect d b
2-10-3-1 eriodic Functional | Intersects With| Vulnerability Scanning | VPM-06 ! exist to detec an errors by 5
routine scanning of systems and
based on criticality level. Mechani tto identify and assi K ranking to newt
2-10-3-2 ased on eriticality teve Functional | Intersects With|  Vulnerability Ranking | VPM-0g | ochanisms exist toidentify and assign a risk ranking to newly 5
ecurit using reputable outside sources for
Vanerabilitios based on and tisk Mechanisms exist to identify and assign a risk ranking to newly
210-3:3 Vonagoment levels. Functional |Intersects With| Vulnerability Ranking | VPM-03 |discovered security vulnerabilities using reputable outside sources for 5
security il
Security patch management. Mechanisms exist to conduct software patching for all deployed
Vulnerabilit Software & Fi
210-3-4 utnerabiliies Functional |Intersects With| o oo« "MWA® | yp o5 |Technology Assets, Applications and/or Services (TAAS), including 5
Management Patching
firmware.
Subscription with authorized and trusted oyb for up-to-
Vulnerabilities ubscription with authorized and trusted cybersecurity resources for up-to Automated Software & Automated mechanisms exist to install the latest stable versions of
210-3:5 date and ontechnical Functional | Intersects With VPM-05.4 " 5
Management Firmware Updates security-relevant software and firmware updates.
2104 The for technical runctionat | intersacts witn | Periodic Review & Update| "™ Mechanisms existto review the Security, Compliance & Resilience R
must be reviewed of Security, Program (SCRP), including policies, standards and at
See FDE for details.
N
211 Penetration Testing Functional e N/A N/A N/A 0
Relationship
X C for testing exercises must be exist to conduct testing on
2-11-1 Testin Functional Intersects With Penetration Testin, VPM-07 5
" | gefined, and approved. unet ! ! ne Assets. and/or Services (TAAS).
The i fi testi t b t t duct testi
2112 Penetration Testing © or esting processes Mustbe | ¢ tional |Intersects With|  Penetration Testing VPM-07 existto conduct esting on 5
Assets, and/or Services (TAAS).
The fe testi t ti i Mech: ist 1 dat: 1/ 1
12 ponotrationTosting | ™ or esting processes mustbe | o Tl eetewitn|  Operationalizing Gov-ts | Mechanisms exst to compel data and/or process owners to R
Security, C & security, and resilience practices for
The i for testing processes must
l it L t the folls 3 N
2113 Penetration Testing | " Ude 8t least the following: Functional No N/A N/A N/A 0
Relationship
111 penotration Tosting | 2°0P ©1 Penetration ests which must cover nternet facing senveesand | oo L BT oo | Meehanisms xist to establish the scope of assessments by defining R
its technical including websites, web the boundary, according to people, processes and
Scope of penetration tests which must cover Internet-facing services and
its technical components including infrastructure, websites, web )
2-11-3-1 Penetration Testing | applications, mobile apps, email and remote access. Functional ~|Intersects With|  Penetration Testing VPM-07 exist to conduct testingon 5
g g Assets, Applications and/or Services (TAAS).
Conducting penetration tests periodically ot 1o conduct estingon
211-3:2 Penetration Testing Functional |Intersects With| ~Penetration Testing | VPM-07 > e 5
Assets, Applications and/or Services (TAAS).
2114 Penetration Testing C i for testing processes must be Functional | Intersects With Periodic Review & Update GOv-03 Mechanisms ex\s? to review the Security, Compliance & Resilience 5
reviewed of Security, Program (SCRP), including policies. standards and at
FDE fc tails.
Cybersecurity Event Logs | 568 TOE for details. o
212 and Monitoring Functional ) N/A N/A N/A 0
Relationship
Management
o Event Logs | C for event logs and monitoring management Mechanisms exist to facilitate the implementation of enterprise-wide
21241 andMonitoring | must be defined, documented and approved. Functional | SubsetOf | Continuous Monitoring | MON-01 hant 10
monitoring controls.
Cybersecurity Event Logs | The cybersecurity requirements for event logs and monitoring management
Mechanisms exist to facilitate the implementation of entel ise-wide
2122 and Monitoring must be implemented. Functional | Intersects With| Continuous Monitoring | MON-01 hanisms exi 0 imp ! rprise-wi 5
monitoring controls.
Cybersecurity Event Logs | The cybersecurity requirements for event logs and monitoring management Operationalizing Mechanisms exist to compel data and/or process owners to
2122 andMonitoring | must be implemented. Functional |Intersects With| Security, Compliance & | GOV-15 |operationalize security, compliance and resilience practices for 5

Resil

Assets, Services and/or Data (TAASD) under

Secure Controls Framework (SCF)

80of13



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Focal Document:

L Cybersecurity Controls (ECC - 1: 2018)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal UR g0 pdf
STRM Guidance: h heory pping: Published STRM URL: 1-2018.pdf
RM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Desc Relationship
Cybersecurity Event Logs | ™ (:ybelrs:cu:\(ly vel:l:Lre;nLeln(s forevent ogs and monioring management -
2123 and Monitoring mustinclude at least the following; Functional o N/A N/A N/A 0
Relationship
Management
Cybersecurity Event Logs | Activation of cybersecurity event logs on critical information assets. Mechanisms exist to generate, monitor, correlate and respond to alerts
2-12:3-1 and Monitoring Functional | Intersects Wit | System Generated Alerts | MON-01.4 | from physical, cybersecurity, data protection and supply chain 5
activities to achieve integrated situational
Cybersecurity Event Logs | Activation of cybersecurity event logs on remote access and privileged user Mechanisms exist to generate, monitor, correlate and respond to alerts
212:3:2 andMonitoring | accounts. Functional | Intersects With | System Generated Alerts | MON-01.4 |from physical, cybersecurity, data protection and supply chain 5
activities to achieve integrated situational
c Event Logs of required (e-g.. SIEM) for event Atomated Toots for Feal] Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
21233 andMonitoring | logs collection. Functional | Intersects With A MON-01.2 |or similar automated tool, to support near real-time analysis and 5
v incident escalation.
G Event Logs | Continuou: itoring of events. Automated Tools for Reald Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
212-3.4 and Monitoring Functional | Intersects With A MON-01.2 |or similar automated tool, to support near real-time analysis and 5
v incident escalation.
Cybersecurity Event Logs | Retention period for cybersecurity event logs (must be 12 months Mechanisms exist to retain event logs for a time period consistent with
212:35 andMonitoring | minimum). Functional | Intersects With|  Event LogRetention | MON-10 | records retention requirements to provide support for after-the-fact 5
of security incidents and to meet statutorv. regulatory
The cybersecurity requirements for event logs and monitoring management Mechanisms exist to review the Security, Compliance & Resilience
Cybersecurity Event Logs 1yb ; q dicall ¢ ¢ ¢ Periodic Review & Update Program (SCRP), including policies sta‘ivdzrdspznd rocedures, at
2124 and Monitoring must be reviewed periodically. Functional | Intersects With | of Security, Compliance | GOV-03 g g 2P g P! g 5
planned intervals or if significant changes occur to ensure their
Management &Resilience Program ° >
continuing suitability. adeauacy and
See FDE for details.
Cyb ity Incident N
243 yoersecurity Incident Functional © N/A N/A N/A 0
and Threat Management Relationship
= - -
1o Incident for incidents and threat managementmustbe | - T T ncident Response \RG.01 | Mechanisms exist to implement and govern processes and .
and Threat defined. and approved. Operation: to facilitate an de response capability
Cybersecurity Incident | REGUIreMents or cybersecurity incidents and threat management must be Threat Inteligence existto : athreat program that
21341 defined, documented and approved. Functional | Intersects With THR-01  [includes a cross-organization information-sharing capability that can 8
and Threat Management Program
influence the of the system and security
The requirements for cybersecurity incidents and threat managerent must Mechanisms exist to compol data and/or process owners to
Cybersecurity Incident | °¢ MPlemented: Operationalizing operationalize security, compliance and resilience practices for
2132 V! Y Functional | Intersects With| Security, Compliance& | GOv-15 | ¥, comp! " P! 8
and Threat Management Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities
their control.
The requirements for cybersecurity incidents and threat management must
Gyborsecurity Incident | o e \ncident Response Mechanisms exist to implement and govern processes and
2132 o Y ¢ implemented. Functional | Intersects With P! IRO-01 to facilitate an ide resp pabil 8
and Threat Management Operations
for cybersecurity and data protection-related incidents.
Cybersecurityncidant |1 FeGUIrements for cybersectrity ncidents and threat management must Threat intelligonce existto athreat program that
2132 be implemented. Functional | Intersects With THR-01  [includes a cross-organization information-sharing capability that can 8
and Threat Management Program >
influence the of the svstem and security
The requirements for cybersecurity incidents and threat management must
Cybersecurity Incident | "0108e atast the following: ; o
213-3 Functional A N/A N/A N/A )
and Threat Management Relationship
1331 Cybersecurity Incident | Cybersecurity incident response plans and escalation procedures. Functional | intersectswitn| _ Incident Response [Ro-g1 | Mechanisms existto implement and govern processes and R
and Threat Overation tofacilitate an de response capability
Cybersecurity incident response plans and escalation procedures.
Cybersecurity Incident | ' Y ponse pl P! Incident Response Plan Mechanisms exist to maintain and make available a current and viable
213-3-1 Functional | Intersects With 1RO-04 8
and Threat Management (IRP) Incident Response Plan (IRP) to all stakeholders.
srs52 c ity Incident | C incidents Functionat intersacts witn | 1ncident Classification & [ - "™ Mechanisms exist to identify classes of incidents and actions to take to .
and Threat ensure th of missions and business
Cybersecurity incidents reporting to NCA. exist to timely-report incidents to
Cyb ty Incident Incident Stakehold
21333 yoersecurity Incident Functional |Intersects With| o oo oo kenolder IRO-10  |(1) Internal stakeholders; 5
and Threat Management Reporting
(2) Affected clients & third-parties: and
o e Cybersecurity incidents reporting to NCA. Gyber Incident Reporting o R
21333 yoersecurity Incident Functional | Intersects With | for Sensitive / Regulated | IRO-10.2 | coranisms existto report sensitive and/or regulated data incidents in 5
and Threat Management a timely manner.
Data
Sharing incidents notifications, threat intelligence, breach indicators and ] exist to timely-report incidents to
Cybersecurity Incident Incident Stakeholder
213-3-4 ! ‘ reports with NCA. Functional | Intersects With - IRO-10  [(1) Internal stakeholders; 5
and Threat Management Reporting
(2) Affected clients & third-parties: and
Sharing incidents notifications, threat intelligence, breach indicators and !
Cyb ty Incident ts with NCA. CyberIncident Reporting Mech: ist to report sensitive and/or regulated data incident
21394 ybersecurity Incident | reports wil . Functional | Intersocts With | for Sanaitive/ Rogutatod | 1RO-10.2 | MEChanisms exist o report sensitive andor regulated data ncidents in s
and Threat Management a timely manner.
Data
Cybersscurity Incidant | COLeCting and handling threat ntelligence foeds. Throat Intaligonce Mechanisms exist to mplement a threat nteligence program that
213-3:5 Functional | Intersects With THR-01  [includes a cross-organization information-sharing capability that can 5
and Threat Management Program
influence the of the svstem and security
Collecting and handling threat intelligence feeds. . ]
Mechanisms exist to maintain situational awareness of vulnerabilities
Cyb ty Incident d evolving threats by | the knowledge of attacker tactics,
213-3:5 ybersecunty Ineiden Functional | Intersects With| Threat Intelligence Feeds |  THR-03 |1 ©¢OVing threats by leveraging the knowledge of atiacker tactics, 5
and Threat Management and tofacilitate the of
preventative and compensating controls.
The requirements for cybersecurity incidents and threat management must Mechanisms exist to review the Security, Compliance & Resilience
Cybersecurity Incident b d periodicall Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
. ) icies, )
2134 W ¢ reviewed periodically Functional | Intersects With| of Security, Compliance | GOV-03 8 2P o 5
and Threat Management ! planned intervals or if significant changes occur to ensure their
&Resilience Program
uitability, adequacy and
See FDE for details.
N
214 Physical Security Functional e N/A N/A N/A 0
Relationship
ity its f hysical tecti f infe ti Ph L ist to facilitate the ti f phy 1!
p1an Physical Securiy | CYPSrSeCUTiY reuirements for physical protection of nformation and Functional | intorsects witn| PPYSieal& oes.01 exist to facilitate the operation of physical and .
assets must be defined. and approved. Protections brotection controls.
The cybersecurity requirements for physical protection of information and Operationalizing Mechanisms exist to compel data and/or process owners to
2142 Physical Security |technology assets must be implemented. Functional |Intersects With| Security, Compliance & | GOV-15 |operationalize security, compliance and resilience practices for 8
Resil i Assets. Services and/or Data (TAASD) under
The cybersecurity requirements for physical protection of information and
. V! Y requireme physical p Physical & exist to facilitate the operation of physical and
2142 Physical Security |technology assets must be implemented. Functional | Intersects With PES-01 8
Protections environmental protection controls.
The cybersecurity requirements for physical protection of information and
technol t: t L it e it the folls ] N
2143 Physical Security echnology assets must include at least the following: Functional No. N/A N/A N/A 0
Relationship
Authorized access to sensitive areas within the organization (e.g., data . ]
) ! e (e Physical & exist to facilitate the operation of physical and
2-14-31 Physical Security | center, disaster recovery center, sensitive information processing facilities, | Functional | Subset Of PES-01 10
N " Protections environmental protection controls.
security surveillance center. network cabinets).
y1492 Physical Security | 201y entny/ext records and CCTV monitring. runctionat | subsetor | Psical@ esor exist to facilitate the operation of physical and o
Protections protection controls.
Facility entry/exit records and CCTV monitoring. N .
Monits Phy ! Ph L trol h t t itor for, detect
2-14-3-2 Physical Security Functional |Intersects With onitoring Physical PES-05 ysical access control mechanisms exist to monitor for, detect and 8
Access respond to physical security incidents.
Facility entry/exit records and CCTV monitoring. . -
Ints Al ! Ph L trol h t o ite h 1!
2-14-32 Physical Security Functional |Intersects With| _ Muston Atarms PES-05.1 || vSicataccess controlmechanisms exist to monitor physical 8
Surveillance Equipment intrusion alarms and surveillance equipment.
Protecti f facility try/exit ](E Mech: ist tect it L it tools fr
PPN Physical Securiy | PrO1Ston of facility entry/exit and sunveillance records. Functional | mtersects With| Protection of Event Logs |  MON-05 | 1€0MeMisMm existto protect event logs and audit ools rom R
access. and deletion.
y1693 Physical Securiy | 7O120ton of facility entry/eit and surveillance records. Functional | Intersects With|  Event Log Retontion | MON.10 | eChanisms exist o retain event logs for a time period consistent with R
records retention to provide support for after-the-fact
Protection of facility entry/exit and surveillance records. Physical & exist to facilitate the operation of physical and
214-3.3 Physical Security rotectt iy entryied urvel recer Functional | Intersects With| >~ PES-01 o ” peration of physt 8
Protections protection controls.
Protection of facility entry/exit and surveillance records.
Physical trol mechani te a log entry for each
2-14-3-3 Physical Security Functional |Intersects With| Physical Access Logs | PES-03.3 | "Sicalaccess controlmechanisms generate a log entry for eacl 8

access attempt through controlled ingress and egress points.
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Relationship

Secure destruction and re-use of physical assets that hold classified

Secure Disposal,

Mechanisms exist to securely dispose of, destroy or repurpose system

214-3.4 Physical Security  [information (including documents and storage media). Functional | SubsetOf | Destruction or Re-Use of |  AST-09 using and methods to 10
Equipment brevent being recovered from these
y1a0s Physical Securiy | 5201 Of devices and equipment nside and outside the organization’s runctionat | subsetor | Psicala esor exist to facilitate the operation of physical and o
facilities. Protections protection controls.
Security of devices and equipment inside and outside the organization's physical Socurity of Mechanisms exist to identify systems, equipment and respective
facilities. operating environments that re e limited physical access so that
214-35 Physical Security |20 0% Functional |Intersects With|  Offices, Rooms & PES-04 | OPOTAINg envirom: require fimited physt 8
e appropriate physical access controls are designed and implemented
for offices, rooms and facilities.
Security of devices and equipment inside and outside the organization’s Physical security mechanisms exist to allow only authorized personnel
2-14-35 Physical Security | facilities. Functional | Intersects With| Working in Secure Areas | PES-04.1 | Y d P’ 5
access to secure areas.
The cybersecurity requirements for physical protection of information and
10 Physical Securiy | {20108y assets must be reviewed periodically. Functional | intersects witn | PYsieal& pEs01 exist to facilitate the operation of physical and .
Protections environmental protection controls.
e Physical Securiy | 70 ©YPerseourty reguirements for physical protection ofnformationand | ¢ T Tperiodic Review & Update| [ Mechanisms exist t review the Securty, Compliance & Resilince .
assets must be reviewed of Security. © Program (SCRP). including policies. standards and at
See FDE for details. o
215 Web Application Security Functional N/A N/A N/A 0
Relationship
Cyb ty requirements for external web applicat t be defined,
ybersecurity requirements for external web applications must be define Mechanisms exist to facilitate the implementation of an enterprise-
o documented and approved.
21541 Web Application Security Functional | Subset Of Web Security WEB-01 |wide web management policy, as well as associated standards, 10
controls and procedures.
D152 Web Appliation Securiy| ™ ©YPeTSeCUty requirements or external web applications must be Functionat | itorsactswitn| __ Operationalizing Sovers | Mechanisms exist to compel data and/or process owners to R
Security, C & security, and resilience practices for
The cybersecurity requirements for external web applications must be Mechanisms exist to facilitate the implementation of an enterprise-
2152 Web Application Security | implemented. Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 5
trol :
T:‘T Cy‘:f:e:':l”‘y requirements for extemal web applications must include Mechanisms exist to facilitate the implementation of an enterprise-
2153 Web Application Security |2t 125t the following: Functional Subset Of Web Security WEB-01 |wide web management policy, as well as associated standards, 10
controls and procedures.
Use of web application firewall.
Web Application Firewall Mech: tto deploy Web Application Firewalls (WAFS) t
2-15-3-1 Web Application Security Functional | Intersects witn | WP APPUcation Firewall] =\ pp o | Mechanisms exist to deploy Web Application Firewalls (WAFs) to 8
(WAF) provide def depth protection for pecific threats.
‘Adoption of the multi-tier architecture principle. Defanse-In-Depth (DID) Mechanisms exist to Implement security functions as a ayered
215-3:2 Web Application Security Functional | Intersects With e Aromre SEA-03 |structure minimizing interactions between layers of the design and 8
avoiding an by lower lavers on the or
Adoption of the multi-tier architecture principle. Mechanisms exist to facilitate the implementation of an enterprise-
215-3:2 Web Application Security Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 5
trols and 5
Use of secure protocols (e.g., HTTPS). Mechanisms exist to facilitate the implementation of industry-
21593 Web Application Security Functional | intersectswitn|  Secure Eneineering Seagr |recosnized security, compliance and resilience practices in the .
Principles design, and
of Assets. and/or Services (TAAS).
Use of secure protocols (e.g., HTTPS).
Mech: t U web applicat tent is delivered
215-3-3 Web Application Security Functional | Intersects With|  Secure Web Traffic WeB-10 || eonanisms existfo ensure a web app ioation contents detivere 8
using cryptographic mechanisms (e.g., TLS).
Clarification of the secure usage policy for users.
exist to define and rules of
215-3-4 Web Application Security Functional |Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 8
unacceptable behavior.
Si50s \Web Application Securiy | C116211n of the secure usage policy for users. Functionat Iitersactswitn] _ Technology Use Rs.05.0| Mechanisms existto establish usage restrictions and implementation .
suidance for based on the potential to
Clarification of the secure usage policy for users. Mechanisms exist to facilitate the implementation of an enterprise-
215-3-4 Web Application Security Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 8
trol 5
Multi-factor authentication for Users’ access Automated mechanisms exist to enforce Multi-Factor Authentication
Multi-Fact MFA) for:
21535 Web Application Security Functional | Intersects With ulti-Factor iac-os |(MFAfor: 8
Authentication (MFA) (1) Remote network access;
(2) Third-party Assets. and/or Services (TAAS):
Multi-factor authentication for Users’ access Mechanisms exist to facilitate the implementation of an enterprise-
215-3:5 Web Application Security Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 8
controls and X
The cybersecurity requirements for external web applications must be
d periodically.
reviewed periodically. Periodic Roviow & Updato Mechanisms exist to review the Security, Compliance & Resilience
P SCRP), including policies, standards and procedures, at
2154 Web Application Security Functional | Intersects With | of Security, Compliance | GOv-03 |~ "0&am (SCRP), including policies, standards and procedures, a 5
! planned intervals or if significant changes occur to ensure their
&Resilience Program ned °
continuing suitability, adequacy and effectiveness.
The cybersecurity requirements for external web applications must be Mechanisms exist to facilitate the implementation of an enterprise-
215-4 Web Application Security | reviewed periodically. Functional | Intersects With Web Security WEB-01  |wide web management policy, as well as associated standards, 5
controls and .
N/A
’ No
3 Cybersecurity Resilience Functional " NA NA N/A 0
Relationship
See FDE for details. o
31 Cybersecurity Resilience Functional " NA NA N/A 0
Relationship
3141 Cybersecurity Resilience Cy for business continuit must be Functional Subset Of Business Continuity BCD-01 Mecha‘amsms exist to facilitate the implementation of contingency 10
defined. and approved. System planning controls to help ensure resilient Assets,
The ity its f tinuit t St B ti ity Mech: ist to facilitate the 1 tatic f ti
212 Cybersecurity Resilience | SYPersecurty requitements or business contnuity management must | o L 0 T Business Continuity | g [ Mechanismes exist o aciltate the implementation of cortingency .
be Sstem blanning controls to help ensure resilient Assets.
The i for business continuit must )
Mechanisms exist to compel data and/or process owners to
be implemented. Operationalizing ! ; ‘ S
g operationalize security, compliance and resilience practices for
312 Cybersecurity Resilience Functional | Intersects With| Security, Compliance & | GOV-15 8
- ¢ Technology Assets, Applications, Services and/or Data (TAASD) under
Resilience Capabilities ’
their control.
The cybersecurity requirements for business continity management must
include at least the following: o
313 Cybersecurity Resilience Functional ) N/A N/A N/A )
Relationship
Ensuring the continuity of cybersecurity systems and procedures. Business Continuity MLech?nlsms‘exilst‘to':afllmate the |n?lpleTTenl:tio‘n of :orm‘ngency
3-1-31 Cybersecurity Resilience Functional Subset Of Management System D1 |Planning controls to help ensure resilient Technology Assets, 10
eoms) Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan
(COOP) or Business Continuity & Disaster Recovery (BC/DR)
2152 Cybersscurity Resiliance | DEY9\0PIN8 esponse plans for cybersecurity ncidents that may affectthe | o (L T Business Continuity | g [ Mechanisms exit o faciltate the implomentation of contingency .
business continuity. System planning controls to help ensure resilient Assets,
Developing response plans for cybersecurity incidents that may affect the
business continuity. )
Coordinate with Related existto lan ith
3132 Cybersecurity Resilience Functional | Intersects With inatewl BCD-01.1 |, ! sency p 5
Plans internal and external elements responsibe for related plans.
Developing response plans for cybersecurity incidents that may affect the
't ity. t t int L I ith th
business continuity. Coordinate With Externatl existto internal plans with the
3-1-3-2 Cybersecurity Resilience Functional Intersects With Service Providers BCD-01.2 |contingency plans of external service providers to ensure that 5
rvice Provider
contingency requirements can be satisfied.
Developing disaster recovery plans. Business Continuit Mechanisms exist to facilitate the implementation of contingency
3133 Cybersecurity Resilience | D& e\0PME disaster recovery pl Functional |Intersects With| > > inuity BCD-01 anisms exi ! mP ! ingency 8
Sustem blanning controls to help ensure resilient Assets.
The i for business continuit must Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
314 Cybersecurity Resilience | be reviewed periodically. Functional | Intersects With| of Security, Compliance | GOV-03  |Program (SCRP), including policies, standards and procedures, at 8

&Resilience Program

planned intervals or if significant changes occur to ensure their
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Th i for busi t
° orbusiness confinuin mus e Mechanisms exist to review the Security, Compliance & Resilience
be reviewed periodically. Periodic Review & Update ‘
Program (SCRP), including policies, standards and procedures, at
314 Cybersecurity Resilience Functional | Intersects With | of Security, Compliance | GOV-03 5
! planned intervals or if significant changes oceur to ensure their
&Resilience Program ned >
continuing suitability, adequacy and effectiveness.
N/A
Third-Party and Cloud ) No
4 ey - Functional N/A N/A N/A 0
Computing Cybersecurity Relationship
See FDE for details.
No
41 Third-Party Cybersecurity Functional NA N/A N/A 0
Relationship
Cybersecurity requirements for contracts and agreements with third-
ti t be identified, d ted and d. Mech: t to facilitate the implementation of third-party
4141 Third-Party Cybersecurity | P2"116% 1St be identified: documented and approve Functional | SubsetOf | Third-Party Management [ TPM-01 | conanisms exist to factiitate the implementation ofthird-party 10
management controls.
The cybersecurity requirements for contracts and agreements with third- o
412 Third-Party Cybersecurity | parties (e.g., Service Level Agreement (SLA)) -which may affect, if Functional | 1 N/A N/A N/A 0
impacted the data or services- must include at least the P
4121 Third-Party Gybersecurity| NO-disclosure clauses and secure removal of organization's databythird oo ooy | Confidentiality HRs-06.1 | Mechanisms exist o require Non-Disclosure Agreements (NDAS) or .
parties upon end of service. Agreements similar that reflect the needs to protect
121 Third-Party Cyberascurity| Nom-disclosure clauses and secure removal oforgarization's data bythird | oI L T Third-party Gontract | oo exist to require for applicable o
parties upon end of service. security. and resilience with third-parties.
c in case of incidents. exist to require for applicable
Third-Party Contract . compl d resili ts with third-parties,
4122 Third-Party Cybersecurity Functional | Intersects With ir-Party Contrac TPMgs [ SECUM: compliance and resilience requirements with third-parties, 8
Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
c in case of incidents. Responsible, Mechanisms exist to document and maintain a Responsible,
4122 Third-Party Cybersecurity Functional | Intersects With TPM-05.4 Consulted & Informed (RASCI) matrix, or 5
Consulted & Informed similar to delineate for security.
c
in case of incidents. Third-party Incident N \ o
existto ensure anning and testin
4122 Third-Party Cybersecurity Functional |Intersects With| Response &Recovery | TPM-11 stoe planning e 5
) are conducted with critical suppliers/providers.
Capabilities
for third-parties to comply with related existto require for applicable
P Third-Party Cybersscurity | POCieS and procedures, laws and regulations. Functional | subseror | TCHParyContract | oy o [security, compliance and resilionce requirements with tirc-parties, o
Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
for third-parties to comply with related
policies and procedures, laws and regulations. exist to ensure applicable security, d
) Contract Flow-Down
4123 Third-Party Cybersecurity Functional | Intersects With e o TPM-05.2 |resilience requirements are included in contracts that flow-down to 8
4 applicable sub-contractors and suppliers.
The cybersecurity requirements for contracts and agreements with IT o
413 Third-Party Cybersecurity outsourcing and managed services thirc-parties must include at least the | Functional | =0 N/A N/A N/A )
following: o
Conducting a ity risk to ensure the availability of Mechanisms exist to:
Supply Chain Risk 1) Evaluat ty risks and threat ted with Technols
a1n Third-Party Cybersscurity | Sk MitEation controls before sgning contracts and agreements orupon | ¢ | o upply Chain Ris pmos |1 Evaluate securityrisks and threats associated with Technology "
changes i related regulatory requirements. Management (SCRM) Assets, Applications and/or Services (TAAS) supply chains; and
(2)Take i jation actions to minimize the organi
Conducting a ity risk to ensure the availability of Third-Party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition
4131 Third-Party Cybersecurity | risk mitigation controls before signing contracts and agreements orupon |  Functional ~ [Intersects With|  Assessments & TPM-04.1 |or of lated Assets, 8
changes in related regulatory Approvals and/or Services (TAAS).
Cybersecurity managed services centers for monitoring and operations. Geolocation Mechanisms exist to control the location of cloud processing/storage
4132 Third-Party Cybersecurity | must be completely present inside the Kingdom of Saudi Arabia. Functional | Intersects With|  Requirements for CLD-09  [based on business requirements that includes statutory, regulatory and 5
Processing. Storage and i
Cybersecurity managed services centers for monitoring and operations Mechanisms exist to constrain the impact of "digital sovereignty laws,”
must be completely present inside the Kingdom of Saudi Arabia. that require localized data within the host country, where data and
4132 Third-Party Cybersecurity Functional |Intersects With|  Data Localization DCH-26 may be subjected to arbitrary actions that 8
potentially violate other applicable statutory, regulatory and/or
Cybersecurity managed services centers for monitoring and operations. Geolocation Mechanisms exist to control the location of cloud processing/storage
4132 Third-Party Cybersecurity | must be completely present inside the Kingdom of Saudi Arabia. Functional |Intersects With|  Requirements for CLD-09  [based on business requirements that includes statutory, regulatory and 8
Processing. Storage and
Cy”f’s“”"'y :"f’:“ge" SE"‘”CE,S;"‘[':"‘E f";’"“"’:z"”iax“ ‘;"e'a“"”s Mechanisms exist to appoint localized representation with a physical
must be completely present inside the Kingdom of Saudi Arabia.
4132 Third-Party Cybersecurity pletely p g Functional | Intersects With | Localized Representation| CPL-08 | presence in localities, as required by applicable laws and/or 8
regulations.
Cybersecurity managed services centers for monitoring and operations.
must be completely present inside the Kingdom of Saudi Arabia. ) )
Mech: t to facilitate the e tati f third-part,
4132 Third-Party Cybersecurity Functional SubsetOf | Third-Party Management | TPM-01 | onanisms existto facilitate the implementation of third-party 10
management controls.
The cybersecurity requirements for contracts and agreements with t Mechanisms exist to review the Security, Compliance & Resilience
i by d periodicall Periodic Review & Update Program (SCRP), including policies, standards and procedures, at
414 Third-Party Cybersecurity |P2711eS Must be reviewed periodically. Functional | Intersects With| of Security, Compliance | GOV-03 8 ). g policies, o g 5
! planned intervals or if significant changes occur to ensure their
&Resilience Program
uitability, adequacy and
See FDE for details.
Cloud Computing and N
a2 loud Computing an Functional Ne N/A N/A N/A 0
Hosting Cybersecurity Relationship
Cloud Computingand | i lated to the use of hosting and cloud Mechani tto facilitate the implementation of cloud
o ou an related to the use of hosting and clou runctionat | subsetor Cloud Services Clb.o1 | Mechanisms existto facilitate the implementation of clou o
Hosting ervices must be defined. and aporoved. controls to ensure cloud instances are secure and in-line
s ot s The cybersecurlty requuitevxs related to the use of hosting and cloud Mechanisms exist to faciltate the implementation of cloud
422 loud Computing an services mustbe Functional | Intersects With Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 5
Hosting Cybersecurity 1ana
with industry practices.
w22 Gloud Computing and | The cybersecurity requitements related to the use of hosting and cloud Functional | intersectswitn| __ OPerationalizing Gov.rs | Mechanisms exist to compel data and/or process owners to R
Hosting ervices must be Security, & security, and resilience practices for
" In line with related and applicable laws and regulations, and in addition to
Cloud Computing and ) No
423 ud Gomputing the applicable ECC controls from main domains (1), (2), (3) and Functional ) N/A N/A N/A 0
Hosting Cybersecurity Relationship
(4-1), the related to the use of
Cloud Computing and_| C1855ication of data prir o hosting on cloud or hosting services and Mechanisms exist to facilitate the implementation of cloud
4231 o ot | retuming data (ina usable format) upon service completion. Functional | Subset Of Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 10
80y Y with industry practices.
Classification of data prior to hosting on cloud or hosting services and Mechanisms exist to ensure cloud services are designed and
it it i . i Technology ts, 1/ (T,
P Cloud Computing and | returning data (ina usable format) upon service completion Functional | intersectswitn| €104 01 s Assets, Apt andjor Services (TAAS) .
Hosting Cybersecurity Onboarding are securedin with applicabl standards,
as well as statutory, regulatory and
Classification of data prior to hosting on cloud or hosting services and .
A i - Mechanisms exist to ensure cloud services are decommissioned so
Cloud Computingang | ®""™"8 42t (in @ usable format) upon service completion. Cloud Infrastructure that data is securely transitioned to new systems or archived in
42:31 - Functional | Intersects With ’ cLD-01.2 . : 8
Hosting Cybersecurity Offboarding with standards, as well as
statutory, regulatory and contractual obligations.
Cloud Computing and | CLa5Sifoation of data prior o hosting on cloud or osting senvices and Data & Asset Mechanisms exist to ensure data and assets are categorized in
42:31 " | eturning data (in a usable format) upon service completion. Functional | Intersects With DCH-02 |accordance with applicable statutory, regulatory and contractual 8
Hosting Cybersecurity Classification ;
of i ifically virtual servers)
Cloud Gomputing ang _|from other environments hosted at the cloud service provider. Mechanisms exist to facilitate the implementation of cloud
2232 puting ar Functional | Intersects With Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 5
Hosting Cybersecurity il
with industry practices.
of " irtual servers) Mechanisms exist to ensure the cloud security architecture supports
Cloud Computingand | from other hosted at the cloud service provider. Cloud Security ‘
4232 ‘ Functional | Intersects With ' CLD-02  |the organization's technology strategy to securely design, configure and 5
Hosting Cybersecurity Architecture A
maintain cloud employments.
Cloud Computing and | C"82122tion's nformation hosting and storage must be inside the Mechanisms exist to facilitate the implementation of cloud
4233 e Kingdom of Saudi Arabia. Functional | Subset Of Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 10

Hosting Cybersecurity

with industry practices.
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Cloud Computing and | C"EniZation’ information hosting and storage must be inide the Mechanisms exist to constrain the impact of "digital sovereignty laws,”
4233 P Kingdom of Saudi Arabia. Functional | Intersects With|  Data Localization DCH-26 |that require localized data within the host country, where data and 5
Hosting Cybersecurity ] :
may be subiected to arbitrary actions that
Cloud Computing and_| 018128110 information hosting and storage must be inide the Geolocation Mechanisms exist to control the location of cloud processing/storage
4233 P Kingdom of Saudi Arabia. Functional |Intersects With|  Requirements for CLD-09  [based on business requirements that includes statutory, regulatory and 5
Hosting Cybersecurity :
Processing. Storage and
Cloud Computing and_| 11" C¥bersecurity requirements related o the use of osting and cloud Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
424 o ot |computing services must be reviewed periodically. Functional | Intersects With| of Security, Compliance | GOV-03  |Program (SCRP), including policies, standards and procedures, at 5
ey Y &Resilience Program planned intervals o if significant changes occur to ensure their
N/A
Industrial Control No
5 Functional N/A N/A N/A 0
Systems Cybersecurity Relationship
See FDE for details.
Industrial Control No
51 nausiriel ©ontro Functional N/A N/A N/A 0
Systems (ICS) Protection Relationship
Cybersecurity requirements related to Industrial Controls Systems and
sS4 Industrial Control | Operational Technology (ICS/OT) must be defined, documented and Functional | subsetor | EmbeddedTechnology | o o | Mechanisms existto faciltate the implementation of embedded o0
Systems (ICS) Protection |approved. Security Program technology controls.
s12 Industrial Control | The cybersecurity requirements related to Industrial Controls Systemsand | -~ " | Embedded Technology | ¢ o " [Mechanisms exit to faciliate the implementation of embedded R
Svstems (ICS) Protection | Operational Technology (ICS/OT) must be Security Program technology controls.
I ndustrial GontroL | T ¥bersecurity requirements related to Industrial Controls Systems and Operationalizing Mechanisms exist to compel data and/or process owners to
512 Systoma 108) Protostion tional (ICS/0T) must be Functional | Intersects With| Security, Compliance & | GOV-15 |operationalize security, compliance and resilience practices for 5
v Resilience Capabilities Technology Assets. Applications. Services and/or Data (TAASD) under
I ndustrial Gontror | Imaddition tothe applicable ECC controls from the main domains (1), (2). o
513 (3) and (4), the cybersecurity requirements related to Industrial Controls | Functional N/A N/A N/A 0
Systems (ICS) Protection ; Relationship
Svstems and Operational Technology (ICS/OT) must include at least the
Strict physical and virtual tation wh ting industrial
Industrial Control rict physical and virtual segmentation when connecting industrial Embedded Technology Mechanisms exist to facilitate the implementation of embedded
51-3-1 production networks to other networks within the organization (e.g., Functional | Subset Of EMB-01 10
Systems (ICS) Protection Security Program technology controls.
corporate network).
Strict physical and virtual segmentation when connecting industrial
Industrial Control duction networks to other networks within th t Network Segmentation existto network within network
5-1-3-1 Systoms (105) Protoct product ‘l°” ":3 W‘t ® to other networks within the organization (e.g., Functional |Intersects With © o NET-06 toisolate Assets, and/or )
ystems (ICS) Protection | corporate network). (macrosegmentation) Somvices (TARS) from othor notwonk rossureot.
Strict physical and virtual tation wh ting industrial
Industrial Control "; D‘ ysu:a‘an KV"( ua‘:egme‘n o :Jn ‘N‘hen‘chonnec ing ‘: ustrial Sensitive / Regulated existto controls to restrict
51-3-1 production networks to other networks within the organization (e.g., Functional |Intersects With| Data Enclave (Secure | NET-06.3 |inbound and outbound connectivity for sensitive and/or regulated data 8
Systems (ICS) Protection |corporate network).
Zone) enclaves (secure zones).
Strict physical and virtual segmentation when connecting systems and ) ) )
Industrial Control Embedded Technology Mechanisms exist to facilitate the implementation of embedded
51-3-2 industrial networks with exteral networks (e.g, Internet, wireless, remote | Functional | Intersects With EMB-01 8
Systems (ICS) Protection Security Program technology controls.
access).
I dustrial GonroL | Sict physical and virtual segmentation when connecting systems and Network Segmentation existto network within network
51-3-2 industrial networks with exteral networks (e.g, Internet, wireless, remote | Functional | Intersects With NET-06 toisolate Assets, d 8
Systems (ICS) Protection (macrosegmentation) !
access). Services (TAAS) from other network resources.
I dustrial ControL | Sict physical and virtual segmentation when connecting systems and Sensitive / Regulated existto Gontrols to restrict
5132 Systoms (10) Prototion | 9UStTiaLnetworks with external networks (.8, Internet, wireless, emote | - Functional | Intersects With| - Data Enclave (Secure | NET-06.3 | inbound and outbound connestiity fo sensitive and/or regulated data 8
v access). Zone) enclaves (secure zones).
‘Continuou and activation of event logs on the
Industrial Control © Embedded Technology Mechanisms exist to generate log entries on embedded devices when
51-3-3 industrial networks and its connections. Functional | Intersects With EMB-05 8
Systems (ICS) Protection Configuration Monitoring configuration changes or attempts to access interfaces are detected.
o dustral Comol | Comtinuou: and activation of event logs on the ‘Automated mechanisms exist to monitor the power levels of embedded
5133 industrial networks and its connections. Functional | Intersects With| Power Level Monitoring | EMB-09 | technologies for decreased or excessive power usage, including battery 5
Systems (ICS) Protection " > °
drainage. to for device tampering.
Continuou d activation of tlogs on th
Industrial Control and activation o eventlogs onthe . Mechanisms exist to facilitate the implementation of enterprise-wide
51-3-3 industrial networks and its connections. Functional | SubsetOf | Continuous Monitoring | MON-01 10
Systems (ICS) Protection monitoring controls.
et comor_|Gontinuou and activation of event logs on the Atomated Toots for Feal] Mechanisms exist o utlize a Securty Incident Event Manager (SIEM),
5133 |industrial networks and its connections. Functional | Intersects With ° MON-01.2 |or similar automated tool, to support near real-time analysis and 5
Systems (ICS) Protection Time Analysis ors "
incident lation.
I rdustrial Contror_|1s0tation of Safety Instrumental Systems (SIS)- Lsolation of System Mechanisms exist to employ boundary protections to isolate
5134 : Functional | Intersects With NET-03.7 [Technology Assets, Applications and/or Services (TAAS) that support 8
Systems (ICS) Protection Components pennology 2
critical missions and/or business functions.
I dustral Controt ation on the use of external storage media. Configure exist to configure Assets, and/or
5135 ! Functional | Intersects With|  Assets, Applications | CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 8
Systems (ICS) Protection !
and/or Services (TAAS)
itation on the use of external storage media.
Industrial Control Mechani ttorestrict th f types of digital medi
s1as dustial Control Functional | intersacts with Mogia Use bGH.1 | Mechanisms exist to restrict the use of types of digital media on s
Systems (ICS) Protection systems or system components.
ation on the use of external storage media.
Industrial Control Mechani ttorestrict or prohibit th f portable st
51-3-5 nausirial Controt Functional | Intersects With | Portable Storage Devices | DCH-13.2 | 1oohanioms exist to restrict or prohibit the use of portable storage 8
Systems (ICS) Protection devices by users on external systems.
Strict limitation on connecting mobile devices to industrial production Configure Technology ) -
Industrial Control twork: Assets, Applications st to configure Assets, o
51-3:6 | networks, Functional | Intersects With pp! CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 8
Systems (ICS) Protection and/or Services (TAAS) e oms
for High-Risk Areas © -
naustratconroL | ation on connecting mobile devices to industrial production personally-Oned Mobile Mechanisms exist o restrict the connection of personally-owned,
51-3-6 | networks. Functional | Intersects With MDM-06 [ mobile devices to Assets, 8
Systems (ICS) Protection Devices
and/or Services (TAAS).
Strict limitation on connecting mobile devices to industrial production ) Mechanisms exist to prohibit the installation of non-approved
Industrial Control Organization-Owned " " )
51-3-6 | networks. Functional | Intersects With MDM-07  |applications or approved applications not obtained through the 8
Systems (ICS) Protection Mobile Devices o " o
Periodic review and secure configuration and hardening of industrial, Configure Technology ) -
Industrial Control tomated, rt syst d d Assets, Applications ©ist to configure Assets, o
51-37 ~|automated, support systems, and devices. Functional | Intersects With pp! CFG-02.5 |Services (TAAS) utilized in high-risk areas with more restrictive baseline 5
Systems (ICS) Protection and/or Services (TAAS) !
h configurations.
for High-Risk Areas
Industrial Gontrol | P10 review and secure configuration and hardening of industrial, Mechanisms exist to review and update baseline configurations:
51-3.7 | automated, support systems, and devices. Functional |Intersects With| ~ Reviews & Updates | CFG-02.1 |(1) At least annually; 8
Systems (ICS) Protection
(2) When required due to so; or
Industrial Gontrol | P10 review and secure configuration and hardening of industrial, Automated Central Automated mechanisms exist to govern and report on baseline
5137 Systoms (105) Prtoction | 241oMated: support systems, and devices. Functional  |IntersectsWith|  Management & CFG-02.2 i of Assets, and/or Services 8
v ifi (TAAS) through Continuous D and Mitigation (CDM), or
Industrial Gontrol :/ul;‘\efalbllﬁy‘g\;noigemenl for industrial control systems and operational Vulnerability & Patch Mochanism st facilitate the mplementation and monitoring of
51-3-8 ustrial Control ~|technology ( - Functional Subset Of Management Program VPM-01 echanisms exist to facilitate the implementation and monitoring of 10
Systems (ICS) Protection Vulnerability management controls.
(vPMP)
Vulnerability management for industrial control systems and operational
1 trial trol . Mech: ist fi the for its attack
s1as ndustrial Control | technology (1CS/0T) Functional | Intersects With|  Attack Surface Scope | ypi01,1 | Mechanisms exist o define and manage the scope forts attac s
Systems (ICS) Protection surface management activities.
Vulnerability management for industrial control systems and operational
5108 Industrial Control | technology (ICS/OT). Functional | intersects With Vulnerabilty VPM02 exist to ensure that are properly identified, s
Systems (ICS) Protection Remediation Process tracked and remediated.
Patch it for i 1! trol te it L Mech: ist 't soft: tchi fe 1§ 1
I ndustrial Gontror | Patch management for industrial control systems and operational ] Software & Firmware echanisms exist o conduct software patching for al deployed
5139 |technotogy (ICS/OT). Functional | Intersects With VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 5
Systems (ICS) Protection Patching
firmware.
ity licati It related to the tect f th
Industrial Control | CYPersecurity applications management related to the protection of the . exist to utilize to detect and
51-3-10 ~{industrial systems from viruses and malware. Functional | Intersects With ° END-04 " ! 5
Systems (ICS) Protection Protection (Anti-Malware) eradicate malicious code.
The cybersecurity requirements related to Industrial Controls Systems and
Industrial Control yperseaurty requlr " e Some s Embedded Technology Mechanisms exist to facilitate the implementation of embedded
514 Operational Technology (ICS/OT) must be reviewed periodically. Functional | Intersects With EMB-01 8
Systems (ICS) Protection Security Program technology controls
Industral Gontror | T Svbersecurity requirements related to Industrial Controls Systems and Periodic Review & Update Mechanisms exist to review the Security, Compliance & Resilience
514 Systoms (105) Prtotion | CPErational Technology (ICS/OT) must be reviewed periodically. Functional |Intersects With| of Security, Compliance | GOV-03 |Program (SCRP), including policies, standards and procedures, at 5
v &Resilience Program planned intervals or if significant changes ocur to ensure their
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