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STRM S Controls Fi 'k (SCF) Sty th of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) AN
Rationale Control Description Relationship
See FDE for details.
I Purpose o6 FDE for detalls Functional N/A N/A N/A )
See FDE for details. ) No
I Scope Functional ) N/A N/A N/A 0
See FDE for details. N
n Change Control o6 FDE for detalls Functional o N/A N/A N/A )
See FDE for details. ) No
v Conflicts and Deviations Functional ) N/A N/A N/A 0
See FDE for details. N
v Revision o6 FDE for detalls Functional © N/A N/A N/A )
Cyb ty Controls |See FDE for details. No
Vi ybersecurity Lontrols ! Functional N/A N/A N/A 0
Third Party Cyb ity [N/A N
il ird Party Cybersecurity Functional © N/A N/A N/A 0
Controls
See FDE for details. No
viLA General Requirements ! Functional N/A N/A N/A 0
Third Party must establish, maintain and communicate a Cybersecurity exist to require all and to apply
VILATPC-1 Governance (GV) | Acceptable Use Policy (AUP) governing the use of Third Party Technology | Functional | Intersects With| Terms of HRS-05 and data protection principles in their daily work to 5
Assets. enable secure. compliant and resilient capabilities.
Third Party must establish, maintain and communicate a Cybersecurity exist to define and rules of
VILATPC-1 Governance (GV) | Acceptable Use Policy (AUP) governing the use of Third Party Technology | Functional | Intersects With|  Rules of Behavior HRS-05.1 | behavior for the use of technologies, including consequences for 5
Assets. behavior.
Password protection measures must be enforced by the Third Party. The Mechanisms exist to develop, document and maintain secure baseline
: Secure Baseli E Assets, dlor S
VIATPC.2 Access Gontrol (ac) _|oUWing are recommended measures Functional | intersacts with ecure Baseline cro0 or ssets, and/or Services R
Configurations (TAAS) that are consistent with industry-accepted system hardening
Password protection measures must be enforced by the Third Party. The oasoword.Based Mechanisms exist to enforce complexity, length and lifespan
VILATPC-2 Access Control (AC) | following are recommended measures: Functional | Intersects With 1AC-10.1 to trong oriteria for p d-based 5
Authentication
Minimum (ength: 8 and special Mechanisms exist to develop, document and maintain secure baseline Bullet points within FD were not
Secure Baseli [ Assets, dlor S
VILATPC-2-BP1 Access Control (AC) Functional Subset Of ecure Baseline CFG-02 or ssets and/or Services 10 tabeled so numbering was
Configurations (TAAS) that are consistent with industry-accepted system hardening added to improve mappability.
History: last 12 passwords. Mechanisms exist to develop, document and maintain secure baseline Bullet points within FD were not
Secure Baseli [ Assets, dlor S
VIIATPC-2-BP2 Access Control (AC) Functional | SubsetOf ocure Baseline CFG-02 or 95618, andlor Services 10 tabeled so numbering was
Configurations (TAAS) that are consistent with industry-accepted system hardening added to improve mappability.
Maximum age: 90 days for login authentication. Mechanisms exist to develop, document and maintain secure baseline Bullet points within FD were not
Secure Baseli f Assets, dlor S
VIIATPC-2-BP3 Access Control (AC) Functional | SubsetOf ocure Baseline CFG-02 or ssets, andlor Services 10 tabeled so numbering was
Configurations (TAAS) that are consistent with industry-accepted system hardening added to improve mappability.
‘Account lockout threshold: 10 invalid login attempts. Mechanisms exist to develop, document and maintain secure baseline Bullet points within FD were not
Secure Baseli f Assets, dlor S
VIIATPC-2-BP4 Access Control (AC) Functional | SubsetOf ocure Baseline CFG-02 or ssets, andfor Services 10 tabeled so numbering was
Configurations (TAAS) that are consistent with industry-accepted system hardening added to improve mappability.
Screen saver settings: automatically locked within 15 minutes of inactivity. Mechanisms exist to develop, document and maintain secure baseline Bullet points within FD were not
Secure Baseli f Assets, dlor S
VI ATPC-2-BPS Access Control (AC) Functional | SubsetOf ocure Baseline CFG-02 or ssets, andlor Services 10 tabeled so numbering was
Configurations (TAAS) that are consistent with industry-accepted system hardening added to improve mappability.
Third party must not write down, electronically store in clear text, or
discl d or authentication code that is used t Protection of existto protect with the
VILATPC-3 Access Control (AC) | &'5¢105€ any password or authentication code that s used to access Functional | Intersects With IAC-10.5 of the i to which use of the permits 5
Assets or Critical Facilities. This should be part of Third Party cybersecurity Authenticators o
Dolices. .
Multi-factor authentication must be enforced on all remote access, ‘Automated mechanisms exist to enforce Multi-Factor Authentication
including access from the Internet, to Third Party Company computing (MFA) for:
resources. Mutt-Factor (1) Remote network access;
VILATPC-4 Access Control (AC) Functional  |IntersectsWith| .0 Cesy | 1AC08 |(2)Third-party Technology Assets, Applications and/or Services (TAAS): 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Multi-factor authentication must be enforced on all access to Cloud Automated mechanisms exist to enforce Multi-Factor Authentication
services utilized by the Third Party, including access to cloud-based email. (MFA) for:
Mutt-Factor (1) Remote network access;
VILATPC-5 Access Control (AC) Functional  |IntersectsWith| .0 Clsy | 1AC08 |(2)Third-party Technology Assets, Applications andor Services (TAAS); 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Third Party must inform Saudi A h I ided with
e e e e oo Atomated Emtoyment Automated mechanisms exist to notify Identity and Access
VILATPC-6 Access Control (AC) | >2ud! Aramco user credentials no longer need their access, or are Functional | Intersects With ploy HRS-09.4 |Management (IAM) personnel or roles upon termination of an individual 5
transferred, re-assigned, retired, resigned or no longer associated with the Status Notifications
employment or contract.
Third Party.
Third Party must inform Saudi Aramco when employees provided with
i User P &De- Mechani tto utilize a formal istration and de-
VIATPCS Access Gontrol (G | 32U Arameo user credentials no longer need thei access, or are Functional | intersects witn| User Provisioning&De- |\ . | Mechanisms existto utilize a formal user registration and de R
transferred, re-assigned, retired, resigned or no longer associated with the Provisioning process that governs the assignment of access rights.
Third Party.
[ Third Party must require all information systems users to take a yearly Security, Compliance & exist to provide all and
Awareness and Training ! ) )
VILATPC-7 i ndatory training that addresses useandgood | Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
practices. Training must address the following topics: Training and training that is relevant for their job function.
— [internet and social media security Security, Compliance & exist to provide all and
Awareness and Training ! ) )
VILATPC-7.1 o Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
Auraronoss and Training | CYPeTSeeUrity Acceptable Use Security, Compliance & et o provide all and ]
VILATPC-7.2 i Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
Awraremoss and Training | S°°1%L ENGIneering and phishing emails Social Engineoring& nisms xist {0 include av training on and
VILATPC7.3 i Functional | Intersects With — SAT-02.2 | reporting potential and actual instances of social engineering and 5
¢ social mining
Sharing oredentials (i.e. username and password) Security, Compliance & exist to provide all and
Awareness and Training - . " -
VILATPC-7.4 Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
Data Security Security, Compliance & exist to provide all and
Awareness and Training - . !
VILATPC-7.5 P Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
Training and training that is relevant for their job function.
Third Party must inform personnel, in keeping with Third Party Company Mechanisms exist to establish usage restrictions and implementation
A T il i Technol fe ti | technologit the tential te
VIATPC-8 wareness and Training |Policy, that using personal email to share and transmit Saudi Aramcodata | [ oo f echnology Use HRs.05.a|Euidance for organizational technologies based on the potential o s
(am) is strictly prohibited. Restrictions cause damage to Technology Assets, Applications and/or Services
(TAAS), if used
Third Party must inform personnel, in keeping with Third Party Company Security, Compliance & exist to provide all and
Awareness and Training . ; . . -
VILATPC-8 P Policy, that using personal email to share and transmit Saudi Aramco data | Functional | SubsetOf | Resilience SAT-02 security, and resilience education 10
is strictly prohibited. Training and training that is relevant for their job function.
Third Party t infc L, in ke ith Third Party .
Awarenoss and Training |p ‘l'd e ef"'"g e d"" ar ‘gcf"‘za"dy GConfidentiatit Mechanisms exist to require Non-Disclosure Agreements (NDAS) or
wi raini identiali
VILATPC-9 g |Policy, that disclosing Saudi Aramco policies, procedures and standards or | ¢, vionat | intersects With d HRS-06.1 |similar confidentiality agreements that reflect the needs to protect 5
(AT) any type of data with unauthorized entities or on the Internet is strictly Agreements N
e o data and operational details, or both employees and third-parties.
Third Party t infc L, in ke ith Third Party "
Awarenoss and Training |p ‘l'd e ef"'"g e d"" ar ‘gcf"‘za"dy Security, Compliance & exist to provide all and
wi raini
VILATPC-9 8 [Poticy. that disclosing Saudi Aramco policies, procedures and standards or| - ¢\ syional | SubsetOf | Resilience SAT-02 security, and resilience education 10
any type of data with unauthorized entities or on the Internet is strictly b .
e o Training and training that is relevant for their job function.
AllThird Party Technology Assets and Systems must be password Mechanisms exist to develop, document and maintain secure baseline
) Baseli igurations f Assets, /e i
VILATPC-10 Data Security (05) | PrOeCted Functional | Subset Of Secure Baseline CFG-02 or Ssets, and/or Services 10
Configurations (TAAS) that are consistent with industry-accepted system hardening
Third Party Technology Assets and Systems must be regularly updated with Software & Firmware Mechanisms exist to conduct software patching for all deployed
VILATPC-11 Data Security (DS) | operating system (OS), software and applets patches (i.e. Adobe, Flash, Functional | Intersects With o VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 5
Java ete.). ® firmware.
Third Party Technology Assets must be protected with anti-virus (AV)
Malicious Code exist to utilize to detect and
VILATPC-12 Data Security (DS) | software. Updates must be applied daily, and full system scans must be Functional | Intersects With olou END-04 st fo iz 5

performed every two weeks.

Protection (Anti-Malware)

eradicate malicious code.
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Third party must implement Sender Policy Fi  (SPF) technols
g st mplementSenderPolley Framewer (SPF)technology on Mechanisms exist to validate the legitimacy of email communications
il server.
VIATPCAS Data Security (05) " Functional | 1ntersocts with | Sender Poliey Framework | [through configuring a Domain Naming Service (DNS) Sender Policy s
- i et " ! (sPF) % | Framework (SPF) record to specify the IP addresses and/or hostnames
that are authorized to send email from the specified domain
2‘”“ party "'_'l‘:‘ e”"?'cefe”de' Policy F;Tewmk (SPF) feature on Saudi Mechanisms exist to validate the legitimacy of email communications
ramco email domains: Aramco.com and Aramco.com.sa.
) Sender Policy Framework through configuring a Domain Naming Service (DNS) Sender Policy
VILATPC-14 Data Security (DS) Functional | Intersects With NET-10.3 5
(sPF) Framework (SPF) record to specify the IP addresses and/or hostnames
that are authorized to send email from the specified domain.
Third Party must publish SPF record in DNS server.
Mechanisms exist to validate the legitimacy of email communications
VIATPCAS Data Secrity (05) Functional. | 1ntersects with | Sender Poliey Framework | - [through configuring a Domain Naming Service (DNS) Sender Policy s
ATPC- ata Securi unctional | Intersects Wi 410,
Y (sPF) Framework (SPF) record to specify the IP addresses and/or hostnames
that are authorized to send email from the specified domain.
Third Party must inspect all incoming emails originating from the Internet orishing & Spam Mechanisms exist to utilize anti-phishing and spam protection
VILATPC-16 Data Security (DS)  |using anti-spam protection. Functional | Intersects With e e END-08  [technologies to detect and take action on unsolicited messages 5
transported by electronic mail.
Third Party must use a private email domain. Generic domains, such as exist to require for applicable
VIATPGA7 Data Socurity (ps) | Cmaitand Hotmail, must not be used. Functional | Intersectswien|  TMTe-Paty Contract | | security, compliance and resilience requirements with third-partes, s
Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
Third Party must have formal procedures for off-boarding employees. Off- Mechanisms exist to proactively govern the following parsonnel
boarding procedures must include the return of assets, and removal of all
Information Protection o Onboarding, Transfertin management actions:
VILATPC-18 Processes and assoclated access. Functional | Intersects With s 8] HRS-01.1 |(1) Onboarding new personnel (e.g., new hires); 5
& Offboarding Personnel
Procedures (IP) (2) Transferring personnel into new roles within the organization; and
@3)of personnel (e.g. termi of
‘Assets used to process or store Saudi Aramco data and information must
be sanitized by the end of the Data Life Cycle, or by the end of the retention
Information Protection “e”:d azs‘i‘e" inthe C"”"“ﬂ“ if de"::d;;;“g includes ?: data copies Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
VILATPC-19 Processes and such as backup copies created at any Third Party site(s). The sanitization Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
must be conducted in alignment to industry best practices such as NIST °
Procedures (IP) Equipment prevent information being recovered from these components.
800-88. Third party shall certify in a signed letter to Saudi Aramco that the
data has been
‘Assets used to process or store Saudi Aramco data and information must
be sanitized by the end of the Data Life Cycle, or by the end of the retention
I formation Protection | Period as stated inthe Contract, i defined. This includes all data copies Mechanisms exist to sanitize system media with the strength and
VIATPG-19 o s 2o Isuch as backup copies created at any Third Party site(s). The sanitization | oo f System Media DGH0 | e Gommensurate with the classification or sensitivity of the .
Procedures () | ™t be conducted in alignment to industry best practices such as NIST Sanitization information prior to disposal, release out of organizational control or
800-88. Third party shall certify in a signed letter to Saudi Aramco that the release for reuse.
data sanitization has been
‘Assets used to process or store Saudi Aramco data and information must
be sanitized by the end of the Data Life Cycle, or by the end of the retention
) period as stated in the Contract, if defined. This includes all data copies
Information Protection | 1 a5 back d Third P Th Mech: t to retain media and dat d th
VILATPC-19 Processes and such as backup copies created at any Third Party site(s). The sanitization Functional. | Intersects With| Media & Data Retention | DGH-1 | Mechanisms exist to retain media and data in accordance wi s
Procedures () | ™t be conducted in alignment to industry best practices such as NIST applicable statutory, regulatory and contractual obligations.
800-88. Third party shall certify in a signed letter to Saudi Aramco that the
data sanitization has been
:hwd:an: r:us( ob(alr;hz Cyb:rse:l:rf\ly Compl\am;e Cen‘.v.::m‘;cim . it o obtam an oman T
rom Saudi Aramco authorized audit firms in accordance to the third-party : Party Assessment Organization (3PAO) that provides assurance of
Protective Technology |classification requirements set forth in this Standard (Section Il). Third Third-Party Attestation
VILATPC-20 Functional | Intersects With TPM-05.8 | conformity with specified statutory, regulatory and contractual 5
G Parties must submit the CCC to Saudi Aramco through the Saudi Aramco - (3PA) ' . ’ .
obligations for security, compliance and resilience controls, including
Marketplace system.
any flow-down to and
Third Party must renew the CCC every two (2) years. ot 0 obtain an roman i,
Party A O tion (3PAO) that provid f
Protective Technology Third-Party Attestation arty Assessment Organization (SPAO) that provides assurance of
VILATPC-21 P Functional | Intersects With anh) TPM-05.8 | conformity with specified statutory, regulatory and contractual 5
obligations for security, compliance and resilience controls, including
any flow-down to and
Firewalls must be configured and enabled on endpoint devices.
VIATPG.22 Protective Technology || "02ls Must be configured and enabled on endpoint devices. runctional | intersectswith] software Firewall Enp.os | Mechanisms exist to utiize host-based firawall software, ora similar R
G} technology, on all endpoint devices, where technically feasible.
1 Third Party discovers a Cybersecurity Incident, Third Party must (besides I neident Resnonse Mechanisms exist to implement and govern processes and
VILATPC-23 Communications (CO) |its continuous efforts to resolve and mitigate the Incident): Functional | Intersects With o e 1RO-01 to facilitate an organization-wide resp: pabil 5
P for ity and data protection-related incidents.
Notify SAUDI ARAMCO within twenty-four (24) hours of discovering the exist to timely-report incidents to Bullet points within FD were not
Incident Stakehold 1) Internal stakeholders; i
VILATPC-23-8P1 Gommunications (0) |""*%°"™ Functional | Intersects it | ""ei9ent Stakeholder 1, (1) Internal stakeholders; 5 tabsled so numbering was-
Reporting (2) Affected clients & third-parties; and added to improve mappability.
(3) Regulatory
Follow the Cybersecurity Incident Response Instructions set forth in Bullet points within FD were not
. Incident R PL Mechani t to maintain and make availabls tand viabl i
VILATPC.25.82 Gommunications (o) | PPN A Functional | intersects with| €ident Response Plan | lechanisms exist to maintain and make available a current and viable s tabeled so numbering was
(IRP) Incident Response Plan (IRP) to all stakeholders. added to improve mappability.
Follow the Cybersecurity Incident Response Instructions set forth in exist o require i for applicabl Bullet points within FD were not
. Third-Party Contract ity, compli d resili ts with third-parties, i
VILATPG-23-892 Gommunications (o) |APPEndxA Functional | intersects With ird-Party Contrac TpMos | Security, compliance and resilience requirements with third-parties s tabeled so numbering was-
Requirements reflecting the needs to protect its Assets, added to improve mappability.
cations. Services and/or Data (TAASD).
FDE for details. N
viLB Specific Requirements |SERIERIEEIS Functional Ne N/A N/A N/A 0
:“‘"’ Pa‘"[y ’"”\5‘ "““";,"“:,‘f’es Z"" ";Zcesj"‘lslm clessify information in Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
erms of its value, criticality and confidentiality. .
VILB.TPC-24 Asset Management (AM) ! v v Functional | Intersects With | Compliance & Resilience | GOV-02  standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
Third Party must have policies and processes to classify information in Data & Asset existto data and assets are izedin
VILB.TPC-24 Asset Management (AM) [terms of its value, criticality and confidentiality. Functional | Intersects With o DCH-02  |accordance with applicable statutory, regulatory and contractual 5
ificati ’
:“lm Pa"y;"s"j‘ Zsm:l's"' maintain and communicate Cybersecurity Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
nd Standards.
VILB.TPC-25 Governance (GV) olicies and Standards. Functional | Intersects With | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
Third Party must be staffed by employee(s) whose primary responsibility is
VILBTPC.26 Governanas (Gy) | CYpersecurity. Responsibiliis of that personnel must include maintaining | ¢ o | g o Human Resources HRs.01 | Mechanisms exist to facilitate the implementation of personnel o
the security of information systems and ensuring compliance with existing Security Management security controls.
policies.
Third Party must be staffed by employee(s) whose primary responsibility is
ty. R lities of that L must incl t Defined Roles & tto def les & forall
VILBTPC.26 Governancs (Gy) | C¥ersecurity. Responsibiliies of that personnel must include maintaining | ¢l efined Roles HRS.03 exist to define roles ora .
the security of information systems and ensuring compliance with existing Responsibilities personnel.
policies.
Third Party must be staffed by employee(s) whose primary responsibility is Competency
VILBTPC.26 Governancs (Gy) | CYPersecurity. Responsibiliis of that personnel must include maintaining | ¢ ok Requiremens for HRs.03.0 | Mechanisms exist to ensure that all seourity-related positions are .
the security of information systems and ensuring compliance with existing Security-Related staffed by qualified individuals who have the necessary skill set
policies. Positions
Third Party t duct 1 exts L P tration Testi its IT t t duct testi
VILB.TPC-27 Risk Assessment (RA) |11 ory must conduct annual external Penetration Testing on its Functional ~|Intersects With|  Penetration Testing VPM-07 existto conduct esting on 5
systems, and internet facing Assets, and/or Services (TAAS).
Third Party must conduct annual external Penetration Testing on Cloud N exist to conduct testing on
VII.B.TPC-28 Risk Assessment (RA) Functional Intersects With Penetration Testin, VPM-07 5
' | Computing Servicels) used by Saui Aramco et ' ! ne Assets. and/or Services (TAAS).
1 Third Party is hosti bsite for Saudi Aramco, (Penetrat i tto conduct testi
VILB.TPC-29 Risk Assessment (RA) ird Party is hosting a website for Saudi Aramco, annual Penetration Functional | Intersects With|  Penetration Testing VPM-07 exist o conduct esting on 5
Testing must be conducted to test website security. Assets, and/or Services (TAAS).
Third party data center must be certified by industry recognized authorit ) No
VILBTPC-30 Risk Assessment (RA) |10 P " rifiedbyindustry recognized authonty. | g ynctionat ) N/A N/A NA 0
Third Party must have a process to conduct Cybersecurity Risk Mechanisms exist to conduct recurring assessments of fisk that
RiskManagement | ASSessment on regular bass, to identify, assess and remediate Risks to includes the likelihood and magnitude of harm, from unauthorized
VILB.TPC-31 Strategy (7M) data and information systems. Functional |Intersects With|  Risk Assessment RSK-04  |access, use, discl disruption, or ofthe 5
& i Assets, Services and/or Data

(TAASD).
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Users accessing applications and information systems must be issued Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
VILB.TPC-32 Access Control (AC) | unique user logins and passwords. Generic accounts must not be allowed, |  Functional [ Intersects With|  Authentication for IAC-02 | Authorize and Audit (AAA) organizational users and processes acting on 5
unless exlicitly approved. restricted and controlled. o ional Users behalf of users.
Users accessing applications and information systems must be issued Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
VILB.TPC-32 Access Control (AC) | unique user logins and passwords. Generic accounts must not be allowed, | Functional | Intersects With | Authentication forNon- | 1AC-03 [ Authorize and Audit (AAA) third-party users and processes that provide 5
unless exlicitly approved. restricted and controlled. o Users servicesto th i
Users accessing applications and information systems must be issued Mechanisms exist t
unique user logins and passwords. Generic accounts must not be allowed, (1) Define authorized system account types;
VILBTPC-32 Access Control (AC) | unless explicitly approved, restricted and controlled Functional | Intersects With| Account Management | IAC-15 |(2) Define prohibited system account types; and 5
(3) Proactively govern individual, group, system, service, application,
guest and temporary accounts.
User access to the operating system, applications and database must be Mechanisms exist to periodically-review the privileges assigned to
VILBTPC33 ccoss Gontrol(AG) | ieed on a semiannual basis to determine f accessingparsonnalstil | g Periodic Review of aG.17 | meividuals and service accounts to validate the noed for such s
require such access. Account Privileges privileges and reassign or remove unnecessary privileges, as
All privileged accounts must be limited, justified and reviewed on regular Mechanisms exist to enforce Role-Based Access Control (RBAC) for
VILBTPC34 Accoss Control (AQ) |25 Functional | intersectewit|  Role-Based Access G0 |Techmology Assets, Applications, Services andjor Data (TARSD) to s
Control (RBAC) restrict access to individuals assigned specific roles with legitimate
business needs.
Al privileged accounts must be mited, ustiied and reviewed on regular Mochanisms existto utilze the cancept of least priviloge, allowing only
VILB.TPC-34 Access Control (AC) | 2251 Functional | Intersects With Least Privilege IAG-21 |authorized access to processes necessary to accomplish assigned 5
tasks in accordance with organizational business functions.
Remote administrative access from the Internet must not be allowed, Remote Privileged Mechanisms exist to restrict the execution of privileged commands and
VILB.TPC-35 Access Control (AC) |unless explicitly approved, restricted and controlled. Functional | Intersects With| Commands & Sensitive | NET-14.4 |access to security-relevant information via remote access only for 5
Data Access needs.
Network to systems and atthe Third Use of External Mechanisms exist to govern how external parties, including Technology
VILB.TPC-36 Access Control (ac) | P2ties location must be authorized and monitored. Functional | Intersects With I\ec"_"“l?gy Assets, DCH-13 | Assets, Applications and/or Services (TAAS), are used to securely store, 5
pplications and/or process and transmit data.
Services (TAAS)
Network to systems and atthe Third Extornal System Mechanisms exist to prohibit the direct connection of a sensitive
VILB.TPC-36 Access Control (AC) | Parties location must be authorized and monitored. Functional | Intersects With o NET-05.1 [system to an external network without the use of an organization- 5
defined boundary protection device.
Network to systems and atthe Third Mechanisms exist to mitigate the risks associated with third-party
VILB.TPC-36 Access Control (AC) | Parties location must be authorized and monitored. Functional | Intersects With|  Third-Party Services |  TPM-04  |accessto th i Assets, Services 5
and/or Data (TAASD).
Multi-factor authentication must be enforced on all privileged accounts Automated mechanisms exist to enforce Multi-Factor Authentication
access including remote access to information systems and applications. (MFA)for:
Multi-Factor (1) Remote network access;
VILBTPC-37 Access Control (AC) Functional [ Intersects with| B0 FE el ) | 14008 |(2) Third-party Techmology Assets, Applications andior Senvices (TAAS); 5
and/or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
Third Party must logically (e.. partitioning a physical drive) and/or Sensitive / Regulated existto controls to restrict
VILB.TPC-38 Access Control (AC) | physically segregate data-at-rest related to Saudi Aramco from the data of | Functional | Intersects With| Data Enclave (Secure | NET-06.3  [inbound and outbound connectivity for sensitive and/or regulated data 8
other clients or customer: Zone) enclaves (secure zones).
Third Party must logically(e.. parttioning a physical rive) and/or axist o ansuro client-spocific sansitive and/or rogulated
VILB.TPC-38 Access Control (aC) | PTYSically segregate data-at-rest related to Saudi Aramco from the data of | o\ vioro - intersects With On-Site Client PES-18 |data is isolated from other data when client-specific sensitive and/or 3
other cients or customers. Segregation ! nt-spect
regulated data is processed or stored within multi-client workspaces.
B1Poas casss Gontral (AC) | 52U Arameo Gritcal Data documents must oy be shared with rmited | ¢ T L T Sensitive /Regulated | - [Mechanisms exist o protect sensitive and/or regulated data wherever R
dividuals who are part of the work specified in the Contract. Data Protection itis processed and/or stored.
‘Saudi Aramco Critical Data documents must only be shared with limited Defining Access
" Mechanisms exist to explicitly define authorizations for specific
VILB.TPC-39 Access Control (AC) | MdiViduals who are part of the work specified in the Contract. Functional | Intersects witn| _~uthorizations for DCH-01.4 |individuals and/or roles for logical and /or physical access to sensitive 5
Sensitive / Regulated
and/or regulated data.
Data
Servers and workstations subnets must be segmented and access ) existto network within network
Network Segmentation
VILB.TPC-40 Access Control (AC) | between them is restricted and monitored. Functional | Intersects With NET-06 toisolate Assets, and/or 5
(macrosegmentation) "
Services (TAAS) from other network resources.
Servers accessible from the Internet must be placed in a DMZ (i.e. oo o Domiliarized exist to utilize a D one (DM2) to restrict
VILB.TPC-41 Access Control (AC) | perimeter network) with restricted access to intemal subnets. Functional | Intersects With o (oM WEB-02 inbound traffic to authorized Technology Assets, Applications and/or 5
Services (TAAS) on certain services, protocols and ports.
Wireless networks accessing information systems must use strong Wireless Access exist to protect the and integrity of wireless
VILB.TPC-22 Access Control (AC) ption for ication and such as WPA2 or WPA2 Functional | Intersects With|  Authentication & CRY-07 by and strong 5
Enterpri Encryption .
Wireless networks accessing information systems must use strong Athontication & Mechanisms exist to secure Wi-Fi (e.g., [EEE 802.11) and prevent
VILB.TPC-22 Access Control (AC) for ication and such as WPA2 or WPA2 Functional |Intersects With NET-15.1 [unauthorized access by: 5
Enterpri Eneryption a devices trying to connect; and
Third Party data center must have the required tier rating and high-
ILBTPC.43 Acoess Control (AC) | ve12bily of service falover as determined by Saudi Aramco Functionat No A A WA o
Relationship
iBTroas ccoss Contral (AC) | MMt-Factor authentication must be enforced on Saud; Aramco users romctionat Nintorescte with Multi-Factor 1AC06 | Automated mechanisms exist to enforce Multi-Factor Authentication R
Cloud Service Provider's Public Cloud Computing Service MFA) (MFA) for:
Multi-Factor authentication must be enforced on end-users accessing Automated mechanisms exist to enforce Multi-Factor Authentication
Content Management Services (CMS) of Cloud Computing Service. (MFA)for:
Multi-Factor (1) Remote network access;
VILB.TPC-45 Access Control (AC) Functional [ Intersects with| B8 FESL | 14008 |(2) Third-party Technology Assets, Applications andior Senvices (TAAS); 5
and/ or
(3) Non-console access to critical TAAS that store, transmit and/or
brocess sensitive and/or regulated data.
All systems (routers, switches, servers and firewalls) must be housed in a
communication room and locked rack(s). The access to the
communication room must be contingent on security requirements such Lockable Physical Physical access control mechanisms exist to protect system
VILB.TPC-46 Access Control (AC)  |as access card readers or biometric devices. Functional | Intersects With PES-03.2 |components from unauthorized physical access (e.g., lockable 5
Casings physical casings).
All systems (routers, switches, servers and firewalls) must be housed in a
: Physical access control mechanisms exist to enforce physical access
VILB.TPC-46 Access Control (AC) | COmMunication room and locked rack(s). The access to the Functional |Intersects with|  Access To Critical PES-03.4 |to critical systems or sensitive and/or regulated data, in addition to the 5
communication room must be contingent on security requirements such Systems
. N physical access controls for the facility.
as access card readers or biometric devices.
Third party must define a process for visitor management. The process Physical access control mechanisms exist to identify, authorize and
VILB.TPC-47 Access Gontrol (ag) _|S"0Ud include maintaining and regularly reviewing visitorogs. Thewvisitor | ¢ o e Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
log should capture information such as:
designated as publicly accessible).
Visitor identification (e.g Government ID( dontitioation Physical access control mechanisms exist to requires at least one(1)
VILBTPC-47-BP1 Access Control (AC) Functional | Intersects With Roauiromont PES-06.2 |form of dor d photoi 5
to dividuals before they can gain access to the facility.
Visit Purpose Physical access control mechanisms exist to identify, authorize and
VILB.TPC-47-BP2 Access Control (AC) Functional |Intersects With|  Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
designated as publicly accessible).
Check in/check out date and time Physical access control mechanisms exist to identify, authorize and
VILB.TPC-47-BP3 Access Control (AC) Functional |Intersects With| Visitor Control PES-06 | monitor visitors before allowing access to the facility (other than areas 5
as publicly
Visitors acoessing Critical Facilities must be escorted at all times. estiot Unescorta Physical access control mechanisms exist to restrict unescorted
VILBTPC-48 Access Control (AC) Functional | Intersects With o PES-06.3 |access to facilities to personnel with required security clearances, 5
formal access and validate the need for access.
Third Party must dedicate an access restricted working area for personnel physical security moghaniems exist o allow anly authorized pereanel
VILB.TPC-49 Access Control (AC) | with access to Saudi Aramco network. Functional | Intersects With | Workingin Secure Areas | PES-04.1 5
access to secure areas.
BTPodD casss Contral(AC) | 7 Party must dedicate an access restricted working area forpersonnl | ¢ (T 0 On-Site Client oo exist to ensure client-specific sensitive and/or regulated R
with access to Saudi Aramco network. data is isolated from other data when client-specific sensitive and/or
Backup media must be secured to blook/inhibit unauthorized physical
VILB.TPC-50 Access Control (AC) | %% Functional |Intersects With | Cryptographic Protection | BCD-11.4 exist to prevent the 5
and/or of backup
BTPC5T cooess Control (AC) | 1950108y Assets and Systems connected to the intermet must be Fumctional intorsscts witn | ISP . exist o provent Assets, R
licensed and supported by the provider. Assets. and/or Services (TAAS) by:
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Third Party must encrypt data in transit (e.g. SSH, FTPS, HTTPS, TLS,
IPSEC).
Transmission exist to protect the of data
VILB.TPC-52 Access Control (AC) Functional | Intersects With ransmissio crvos | Histopr 5
Confidentiality being transmitted.
[ Acooss Control (AC) | 1™ Party mustencrypt (e g.using HTTPS) sessions where Criticat Saudi | oo T 00 Transmission orv.0s exist to protect the of data R
Arameo or data will be from and to the Public c being
Third P?"y ":”“_l’h"”‘emz"z‘:e";'[y:”°” ’“eﬁ'::"'s"‘s' e at ‘EESLAES Useof Gryptogranh Mechanisms exist to facilitate the implementation of cryptographic
encryption algorithm, an it key, on all devices or storage media se of Cryptographic
VILB.TPC-54 Access Control (AC) VP! g 4 o Functional | Intersects With Yptograp CRY-01 | protections controls using known public standards and trusted 5
hosting sensitive data per the Third Party’s assets classification policy. Controls
cryptographic technologies.
Encryption key management capability, including preservation and
VILBTPC.5 Accoss Control (aG) | e1eval: must be defined. applied, and periodically reviewe. Functional | intersectswitn|  CPtoEraphic Key cRY-09 exist o faciltate key ma controls s
Management to protect the confidentiality, integrity and availability of keys.
Third Party must implement a device control mechanism on Assets that are Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
VILB.TPC-56 Access Control (AC) | used to receive, store, process or transmit Saudi Aramco data such as Functional | Intersects with |~ 215 B2 CFG-02 for Assets, and/or Services 5
disabling the use of external storage media. (TAAS) that are consistent with industry-accepted system hardening
Access to the Internet must be restricted by Content-fltering technologies Mechanisms exist to force Interet-bound network traffic through a
to block: d g, Policy Enf t Point (PEP)) for URL content
VILB.TPC-57 Access Control (AC) | *°° Functional | Intersects With| DNS & Content Filtering | NET-18 | POy @evice (e, Policy Enforcement Point (PEP)) for URL content 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Malicious and suspicious websites. Mechanisms exist to force Interet-bound network traffic through a
d g, Policy Enf t Point (PEP)) for URL content
VILB.TPC-57-BP1 Access Control (AC) Functional | Intersects With | DNS & Content Fitering |  NET-1g [Pr"Y 4evice (¢ 8, Polioy Enforcement Point (PEP) for URL conten 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Personal and non-company email services. Mechanisms exist to force Interet-bound network traffic through a
d g, Policy Enf t Point (PEP)) for URL content
VILB.TPC-57-BP2 Access Control (AC) Functional | Intersects With | DNS & Content Fitering |  NET-1g |1 4evice (¢.8, Polioy Enforcement Point (PEP) for URL conten 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Personal and non-company approved public cloud services. Mechanisms exist to force Interet-bound network traffic through a
d g, Policy Enf t Point (PEP)) for URL content
VILB.TPC-57-BP3 Access Control (AC) Functional | Intersects With| DNS & Content Fittering |  NET-18 |1 4evice (¢.8, Polioy Enforcement Point (PEP) for URL conten 5
filtering and DNS filtering to limit a user's ability to connect to
dangerous or prohibited Internet sites.
Documents containing Saudi Aramco Critical Data, must be encrypted and
VILBTPC.58 Accoss Control (AC) | 1074 Securely with access limited to authorized personnel. Functional | Intersectswitn|  SnSItVe/Regulated | | Mechanisms existto protect sensitive and/or regulated data wherever s
Data Protection itis processed and/or stored.
VILB.TPC-59 Access Control (AC) | ReMete WiPe solution must be installed on all tablets and mobile phones | ¢ iona; | intersects with Remote Purging MDM-gs | echanisms exist to remotely purge selected information from mobile 5
used to receive. store and/or produce Critical Data for Saudi Aramco. devices.
Third Party must implement data validation on all input fields for
VILB.TPC-60 Access Control (AC) | applications or Cloud Computing Services used by Saudi Aramcotoonly |  Functional ~[Intersects With | Input Data Validation | TDA-18  [Mechanisms exist to check the validity of information inputs. 5
accent input with valid data tvpe. svntax and length range.
‘Application error messages must not display any sensitive technical Mechanisms exist to handle error conditions by:
VILB.TPC-61 Access Control (AC)  |information. Functional | Intersects With Error Handling TDA-19 (1) Identifying p levant error 5
@ ing error messages that provide necessarv for
‘Application error messages must not display any sensitive technical
information. Mechanisms exist to:
besignated Roles To Vi (1) Define personnel and/or role(s) authorized to receive security-
esignated Roles To View
VILB.TPC-61 Access Control (AC) Functional [ ntersects with | *°%607 * 19 ¢ 10 TDA-19.1 | relevant error messages; and 5
© (2) Restrict access to error messages to authorized personnel and/or
role(s).
‘Application or Cloud Computing Servi tnot store, e,
ppiication or Gloud Gomputing Services must not store, generate Mechanisms exist to develop, document and maintain secure baseline
transmit, or use plain-text passwords. .
Secure Baseline for Assets, and/or Services
VILB.TPC-62 Access Control (AC) Functional | Intersects With CFG-02 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
‘Application or Cloud Computing Services must not store, generate, Mechanisms exist to:
VILBTPC.62 Accsss Control (AC) | NS or use plain-text passwiords. Functionat | intersacts with Authenticator Jac.1o |1 Securely manage authenticators for users and devices; and s
Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
I nformation Protection | T Party must create and manage baseline configurations to harden Mechanisms exist to develop, document and maintain secure baseline
VILBTPC.G3 o e 9219 linformation systems. The hardening process must address configurations | [ Equal Secure Baseline cro0 igurations for Assets, and/or Services o
Proccauesip)  |suchas: Configura (TAAS) that are consistent with industry-accepted system hardening
standards.
I nformation Protection | RESStting defauit usernames/passwords Mechanisms exist to develop, document and maintain secure baseline
Secure Basell igurations f Assets, d/or Servi
VILB.TPC-63-BP1 Processes and Functional | Subset Of eoure Baseline CFG-02 o Ssets, andor Services 10
Proscues () Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
I formation Protection | Pi53Dling unneeded software Mechanisms exist to develop, document and maintain secure baseline
Secure Basell igurations f Assets, d/or Senvi
VILB.TPC-63-BP2 Processes and Functional | Subset Of eoure Baseline CFG-02 o Ssets, andor Services 10
Proscdures () Configura (TAAS) that are consistent with industry-accepted system hardening
standards.
I nformation Protection | Pi53DUing unneeded services Mechanisms exist to develop, document and maintain secure baseline
Secure Basell igurations f Assets, d/or Servi
VILB.TPC-63-BP3 Processes and Functional | Subset Of eoure Baseline CFG-02 o Ssets, andor Services 10
Proscues () Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
I formation Protection | FEMOVINE access of users on Mechanisms exist to develop, document and maintain secure baseline
Secure Basell igurations f Assets, d/or Senvi
VILB.TPC-63-BP4 Processes and Functional | Subset Of eoure Baseline CFG-02 o Ssets, andor Services 10
Proscdures () Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
] | hird Party must establish and follow regular procedures for backup of ] Mechanisms exist to facilitate the implementation of contingency
Information Protection | e A oo Business Continuity e, e
i msan ram re an . anning controls to help ensure resilient Technology Assets,
VILB.TPC-64 Processes and critical systems and Saudi Aramco’s data, software and websites Functional Subset Of Management System Bcp-01 | 8 P Gl X 10
Applications and/or Services (TAAS) (e.g., Continuity of Operations Plan
Procedures (IP) (BCMS)
(COOP) or Business Continuity & Disaster Recovery (BC/DR)
Third Party must establish and foll L dures for backup of )
) ird Party must establish and follow regular procedures for backup o Mechanisms exist to create recurring backups of data, software and/or
Information Protection | critical systems and Saudi Aramco’s data, software and websites. ! )
system images, as well as verify the integrity of these backups, to
VII.B.TPC-64 Processes and Functional Intersects With Data Backups BCD-11 8
Frosedtren 19 ensure the availability of the data to satisfy Recovery Time Objectives
(RTOs) and Recovery Point Objectives (RPOs).
Backi St it ff-site L ti it te it Le 5t AES
Information Protection |- “': s °'el° avl:" © sd' :52?(‘:" mus bf :":Wf e‘i ”s‘;?: cas " S Separate Storage for Mechanisms exist to store backup copies of critical software and other
VIIB.TPC-65 Processes and encryption algorithm, an it key, exceptfor data classified as public- | ¢ otional | Intersects With o D(_ - g‘ BCD-11.2 [security-related information in a separate facility or in a fire-rated 3
ritical Information
Procedures (IP) container that is not collocated with the system being backed up.
formation Protection | B3CKUP stored at an off-site location must be encrypted using at least AES
i i ifi ic. 5t t it the
VIILB.TPC-65 Processes and encryption algorithm, and 256 bit key, except for data classified as public Functional |Intersects With | Cryptographic Protection | BCD-11.4 exlst to prevant the 8
Prosseures (P) and/or of backup
Information Protection | Third Party must implement a sanitization process before any Assets are Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
VILB.TPC-66 Processesand |loaned, donated, destroyed, transferred, or surplused. The processmust |  Functional [ Intersects With | Destruction or Re-Use of |  AST-09 using ion-defi and methods to 5
Procedures (IP) __|be aligned to industry best practices such as NIST 800-88. i prevent i being recovered from these
formation Protection | TTfd Party mustimplement a sanitization process before any Assets are Mechanisms exist to sanitize system media with the strength and
. e M tegrit 1t ith the cl: ificati ity of the
VILBTPC.66 Eroceues o [loaned, donated, destroyed, transferred, or surplused. The process must | [l Systom Media DGH-0g |ty commensurate with the classification or sensitvty of the s
Prossdures (p) | @lEned to industry best practices such as NIST 800-88. Sanitization information prior to disposal, release out of organizational control or
release for reuse.
. Third Party must have a Disaster Recovery Plan (DR Plan) which is i Mechanisms exist for process owners to establish and maintain formal
Information Protection ined and t ties. Th Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
. i inuity & Di v
VIIB.TPC-67 Processes and an ° parties. The Functional |Intersects With|  Disaster Recovery BCD-01.7 | uS"eS® iy Y plans to ensu 5
DR Plan should address the recovery of Assets and communications information is detailed enough, accurate and representative of current
Procedures (IP) ! (BC/DR) Plans
following a maor disruption to business in order to sustain and/or restore under adverse
Third Party must have a comprehensive Business Continuity (BC) plan Mechanisms exist for process owners to establish and maintain formal
Information Protection |whichis intained and icated to Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68 Processesand | parties. The BC plan should address the occurrence of the following Functional |Intersects With|  Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 5

Procedures (IP)

scenarios:

(BC/DR) Plans

operations in order to sustain and/or restore operations under adverse
conditions.
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Equipment failure. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(a) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Disruption of power supply or communication. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILBTPC-68(b) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
‘Application failure or corruption of database. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(c) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Human error, sabotage or strike. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(d) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Malicious Software attack. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(e) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Hacking or other Internet attacks. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(f) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of urrent 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Social unrest or terrorist attacks. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(g) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Environmental disasters. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(h) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Emergency contact information for personnel. Mechanisms exist for process owners to establish and maintain formal
Information Protection Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILB.TPC-68(i) Processes and Functional | Subset Of Disaster Recovery | BCD-01.7 |information is detailed enough, accurate and representative of current 10
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Third Party must ensure that owners of the Business Continuity (BC) plan Mechanisms exist for process owners to establish and maintain formal
Information Protection |are identified and that the BC plan s reviewed and updated annually. Business Continuity & Business Continuity & Disaster Recovery (BC/DR) plans to ensure
VILBTPC-69 Processes and Functional |Intersects With|  Disaster Recovery | BCD-01.7 |information is detailed enough, acourate and representative of urrent 5
Procedures (IP) (BC/DR) Plans operations in order to sustain and/or restore operations under adverse
Third Party must ensure that owners of the Business Continuity (BC) plan Mechanisms exist to commit appropriate resources needed for
Information Protection |are identified and that the BC plan s reviewed and updated annually. Commitment To continual i of the Security, C &
VILB.TPC-69 Processes and Functional | Intersects With GOV-01.3 |Resilience Program (SCRP), including: 3
Continual Improvements
Procedures (IP) (1) Staffing;
(2) Budget:
Third Party must conduct Business Continuity drills at least annually.
Information Protection Contingency Plan Testing Mechanisms exist to conduct tests and/or exercises to evaluate the
VILBTPC-70 Processes and Functional | Intersects With BCD-04 plan's andthe readiness to 5
Procedures (IP) &Exercises execute the plan.
Information Protection | Third Party must have formal procedures for on-boarding employees. On- Onboarding Transforing Mechanisms exist to proactively govern the following personnel
VILBTPC-71 Processesand |boarding mustinclude checks (e.g. of | Functional |Intersects With HRS-01.1 | management actions: 5
&Offboarding Personnel
Procedures (IP)___|work histories). (1) Onboarding new personnel (e.g.. new hires):
Third Party must conduct security and sourcecode vulnerability scanning exist to conduct speci for:
nformation Protection. |7l developed and close all i (1) Statutory, regulatory and contractual compliance obligations;
VILB.TPC-72 Processes and before deployment in production. Functional | Intersects With | Specialized Assessments | 1a0-02.2 |(2) Monitoring capabilities; 5
(3) Mobile devices;
Procedures (IP)
(4) Databases;
(5) Avplication security:
Third Party must conduct security and sourcecode vulnerability scanning
onall developed and close all i
before deployment in production.
Information Protection Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to
VILBTPC-72 Processes and Functional | Intersects With| Remedation During 1A0-04  [create and execute a Security Testing and Evaluation (ST&E) plan, or 5
Procedures (IP) Development similar process, to identify and remediate flaws during development.
Information Protection | /"¢ Party must conduct security and sourcecode vulnerability scanning Mechanisms exist to perform Information Assurance Program (IAP)
VILB.TPC-72 Processes and onall developed »and closs all Functional | Intersects With| Technical Verification 1A0-06 |activities to evaluate the design, implementation and effectiveness of 5
before deployment in production. :
Procedures (IP) technical security, compliance and resilience controls.
Information Protection | Third Party must conduct security and sourcecode vulnerability scanning exist to ensure Assets, andlor
VILB.TPC-72 Processesand  |on all developed and close all i Functional |Intersects With| Security Authorization | I1AO-07 Services (TAAS) are officially authorized prior to "go live" in a production 5
Procedures (IP)___|before in i
Information Protection | All changes to the application must be properly authorized and tested in a Mechanisms exist to perform Information Assurance Program (IAP)
VILB.TPC-73 Processesand | testing environment before moving to production. Functional |Intersects With| Technical Verification | IAO-06 |activities to evaluate the design, implementation and effectiveness of 5
Procedures (IP) technical securitv. and resilience controls.
Information Protection | All changes to the application must be properly authorized and tested in a exist to ensure Assets, andlor
VILB.TPC-73 Processesand | testing environment before moving to production. Functional |Intersects With| Security Authorization | I1AO-07 Services (TAAS) are officially authorized prior to "go live" in a production 5
Procedures (IP) i
Information Protection | Third Party must have a process for secure system and software Secure Software Mochaniams xistto dovelop applications based on Secure Software
VILB.TPC-74 Processesand | development life cycle in alignment with industry best practice. Functional |Intersects With| Development Practices | TDA-06 5
Development Practices (SSDP).
Procedures (IP) (SSDP)
protective Tochnology |79 Perty must retain all audit logs from nformation systems and Mechanisms exist to retain event logs for a time period consistent with
VILBTPC-75 o storing, ing or Saudi Aramco data forone | Functional | Intersects With|  Event LogRetention | MON-10 | records retention requirements to provide support for after-the-fact 5
(1) vear. i i of security incidents and to meet statutory. regulatory
Firewalls must be implemented at the network perimeter and only required ) .
N Mechanisms exist to monitor and control communications at the
VILB.TPC-76 Protective Technology | services must be allowed. Vulnerable services or insecure protocols Functional Subset Of Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 10
" should be blocked.
network.
orotective Techmology | ""451on Detection Systems (IDS) or Intrusion Prevention Systems (IPS) Network Intrusion Mechanisms exist to employ Network Intrusion Detection / Prevention
VILB.TPC-77 must be implemented at the network perimeter. Functional |Intersects With| Detection/Prevention | NET-08 [Systems (NIDS/NIPS) to detect and/or prevent intrusions into the 5
D Svstems (NIDS / NIPS) network.
Signatures of firewalls, IDS and IPS must be upto-date.
Protective Technology ’ ’ ’
VILBTPC-78 o Functional | Intersects With| Update Tool Capability | VPM-06.1 |Mechanisms exist to update vulnerability scanning tools. 5
BTPoTe Protective Technology |If Third Party is hosting an application or a website for Saudi Aramoo or romctionat. intorasete wiitn| Web Application Firewalt | "™ [ Machanisms existto deploy Web Application Firewalls (WAFs) to R

(PT)

providing b Web Application Firewall (WAF)

(WAF)

provide defense-in-depth protection for fic threats.
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Third Party must monitor Technology Assets, Syst d applications t
Sl ‘;g: ot T opptications o Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA)
ity.
Anomalies and Events | '©C" Y Unauthoriz » or unauthoriz LY. and/or User Activity Monitoring (UAM) solutions to detect and respond
VILB.TPC-80 Functional |Intersects With| Anomalous Behavior | MON-16 5
(AE) to anomalous behavior that could indicate account compromise or
other malicious activiies.
Third Party must monitor Technology Assets, Systems and applications to
VILBTPC-80 Anomalies and Events | identify unauthorized access, or unauthorized activity. Functional | intersects witn | Monitoring for Indicators | | Automated mechanisms exist o identify and alert on Indicators of s
(AE) of Compromise (10C) Compromise (10C).
VILB.TPC-80 Anomalies and Events | Third Party must monitor Technology Assets, Syster_ns and applications to Functional | Intersects With Indicators of 1RO-03 Mechanisms exist to define specific Indicators of Compromise (I0C) to 5
identify access. or activity. 00) identify the signs of potential events.
BTrCat Anomalies and Events | Third Party must periodically aggregate and correlate data frommuttipte | " - T Gorrelate Monitoring | " " ™ Automated mechanisms exist to correlate both teshnical and non- R
) systems and eritical h as Firewalls. IDS/IPS. and anti-virus technical from across the enterprise by a Security Incident
Multiple physical security measures must be implemented to prevent Physical access control mechanisms exist to enforce physical access
VILBTPC.82 Continuous Monitoring |unauthorized access to facilities. Entrances and exits must be secured Functional | Intersects With | Physical Access Gontrol | pEs.g |2Uthorzations for all physical access points inoluding designated s
with authentication card key, door locks and monitored by video cameras. entry/exit points) to facilities (excluding those areas within the facility
officially as publicly
Privileged accounts activity must be logged and monitored on a regular
Conti Monit basis. t hanced f
VILB.TPC-83 ontinuous Monitoring - | basis. Functional | Intersects With | Privileged User Oversight | MON-01.15 existto enhanced activity or 5
(M) privileged users.
BTPC.58 Continuous Monitoring | Non-authorized devices (such as personal devices and mobile phones) Functional | Intorsects With| Use of Mobile Devices | HRS-05.5_ | MeChensms exist to manage business isks associated with permitting R
must not be used to store. process or access Assets. mobile device access to resources.
BTPC.o8 Continuous Monitoring | Non-authorized devices (such as personal devices and mobile phones) Functionat | intersacts witn | Personally-Owned Mobite| o exist to restrict the of p X R
cm must not be used to store. process or access Assets. Devices mobile devices to Assets.
Continuous Monitoring. | MeNEhly Valnerability scans must be conducted to evaluate configuration, st o detoct na rrors b
VILB.TPC-85 € |Patches and services for known Vulnerabilites. Functional |Intersects With| Vulnerability Scanning | VPM-06 ‘ ! 4 5
(M) foutine vulnerability scanning of systems and applications.
BTPC.56 Gontinuous Monitoring | Physical access to the facility where information systems reside mustbe | ¢ oo o 1 Physical Access pes.cz | Physical access control mechanisms exist to maintain a current st of R
restricted to authorized personnel and reviewed on a regular basis. with authorized access to facilities (excent for
Physical access to the facility where information systems reside must be
VILBIPC.86 Continuous Monitoring | restricted to authorized personnel and reviewed on a regular basis. Functional | intersactswitn| Rote-BasedPhysical | L |Physical access control mechanisms exist to authorize physical access s
(M) Access to facilities based on the position or role of the individual.
BIPC.ar Gontinuous Monitaring_ | information systems and applications must og auditable ovents asstated | ¢ oo T T exist to configure Assets, and/or R
cm in Appendix C. Services (TAAS) to produce event logs that contain sufficient
Incident management policy and plan must be documented, maintained
and to and team members.
Incident Response Plan Mechanisms exist to maintain and make available a current and viable
VILB.TPC-88 Communications (CO) Functional | Intersects With 1RO-04 5
(IRP) Incident Response Plan (IRP) to all stakeholders.
Third Party must have an Incident Response capability that includes Mechanisms exist to cover:
VILB.TPC-89 Communications (CO) | preparation, detection and analysis, containment, eradication, recovery, | Functional | Intersects With|  Incident Handling 1R0-02 [ (1) Preparation; 5
and preservation of evidence. brotocols (2) Automated event detection or manualincident report intake:
Third Party must have an Incident Response capability that includes
preparation, detection and analysis, containment, eradication, recovery,
andp of evidence, protocols Root Cause Anats Mechanisms exist to incorporate lessons leared from analyzing and
oot Cause Analysis
VILB.TPC-89 Communications (CO) |and lessons learned. Functional | Intersects With v IRO-13 [ resolving cybersecurity and data protection incidents to reduce the 5
(RCA) & Lessons Learned , A :
likelihood or impact of future incidents.
Third Party must track, classify and document all Cybersecurity Incidents.
Situational Avarencss Mechanisms exist to document, monitor and report the status of
VILB.TPC-90 Communications (CO) Functional |Intersects With o IR0-09  |cybersecurity and data protection incidents to internal stakeholders all 5
orincidents the way through the resolution of the incident.
Third Party must resolve or mitigate the identified security Vulnerabilities )
o Vulnerability exist to ensure are properly identified,
VILBTPC-91 Communications (CO) |on a system, computer, network, or other computer equipment withinthe | Functional | Intersects With VPM-02 5
o Remediation Process tracked and remediated.
lowing
Critical Risk: immediate correction Up to fourteen (14) calendar days of enerabit st to oneure o oromerty identiied
VILB.TPC-91-BP1 Communications (CO) | critical vendor patch release, notification from Saudi Aramco, o Functional Subset Of Yy VPM-02 properly . 10
' o Remediation Process tracked and remediated.
security breach whichever is earlier.
High Risk: within one (1) month of vendor patch release, or discovered enerabit st o oneure o oromerty identiied
VILB.TPC-91-BP2 Communications (CO) | security breach whichever is earlier. Functional Subset Of Yy VPM-02 that properly . 10
Remediation Process tracked and remediated.
VIBIPCO1BPS | Communications (CO) |41 and Low Risk within three (3) months of discovery. runctionat | subsetor Vulnerability r02 exist to ensure that are properly identified, o
Process tracked and
VILB.TPC-92 Communications (CO) |'* 1"ird Party is hosting a website for Saudi Aramco or providing a Cloud Functional |Intersects With|  Resource Priority Cap-gz | Mechanisms exist to control resource utilization of Technology Assets, 5
Computing Service, the website / Cloud Computing Service must be and/or Services (TAAS) that are to Denial of
See FDE for details.
N
vin Reference Functional e N/A N/A N/A 0
Relationship
FDE for details. N
% Approval SseEDEfrdetals Functional Ne N/A N/A N/A 0
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