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STRM Secure Controls Framework (SCF Strength of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# (5¢h &
Rationale Control Description Relationship
See FDE for details.
1 Introduction o6 FDE for detalls Functional N/A N/A N/A )
Framework Structure and | See FDE for details. ) No
2 ramework Structurs Functional ) N/A N/A N/A 0
Features
N/A N
3 Control domains Functional o N/A N/A N/A 0
Cyber Security | See FDE for details. o
31 Leadership and Functional ) N/A N/A N/A 0
Relationship
Acyber security governance structure should be defined and implemented, Security, Compliance &
Cyber Securit Mech t to facilitate the implementation of security,
311 yber Security and should be endorsed by the board. Functional Subset Of Resilience Program Gov-p1 | echanisms existtofacilitate the implementation of security, 10
Governance compliance and resilience governance controls.
(SCRP)
Acyber security committee should be established and be mandated by the . ;
- Mechanisms exist to align security, compliance and resilience
oard.
a1 Cyber Security Functional | intersectswitn| SteeringCommitteed | with business through a steering s
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The cyber security committee should be headed by an independent senior
. S Mechanisms exist to align security, compliance and resilience
Cyber Security manager from a control function. Steering Committee & with business through a steering
3112 Functional | Intersects With GovV-01.1 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The Vol.ltt:wmg positions should be represented in the cyber security Mechanisms exist to align securiy, compliance and resilience
committee:
sr1s Cyber Security Functional. | intersectswitn| StecringCommitteed | with business through a steering s
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Senior managers from all relevant departments (e.g., COO, CIO,
! o o of vt P, Mechanisms exist to align security, compliance and resilience
CyberSecurity | cOmPUance officer, heads of relevant business departments); Steering Committee & with business requi through a steering
31134 Functional | Intersects With GovV-01.1 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Chief information security officer (CISO); Mechanisms exist to align security, compliance and resilience
a110 Cyber Security Functional. | intersectswitn| StecringCommitteed | with business through a steering s
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Internal audit may attend as an “observer.
Mechanisms exist to align security, compliance and resilience
Cyber Security Steering Committee & with business through a steering
3113 Functional | Intersects With Gov-01.1 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Acyber security committee charter should be developed, approved and - ’ ; .
by Mechanisms exist to align security, compliance and resilience
reflect:
ar1a Cyber Security Functional. | intersectswitn| SteerinECommitteed | with business through a steering R
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
committee objectives;
Mechanisms exist to align security, compliance and resilience
Cyber Security Steering Committee & with business through a steering
31144 Functional | Intersects With Gov-01.1 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
roles and responsibilities; - . ) .
Mechanisms exist to align security, compliance and resilience
a11ab Cyber Security Functional. | intersectswitn| SteerinECommitteed | with business through a steering R
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
ber of mesting participants;
minimum number of meeting participants Mechanisms exist to align security, compliance and resilience
Cyber Security Steering Committee & with business requi through a steering
3114c Functional | Intersects With Gov-01.1 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
meeting frequency (minimum on quarterty basis). Mechanisms exist to align security, compliance and resilience
s114d Cyber Security Functional. | intersectswitn| SteeringCommitteed | with business through asteering com R
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
‘A cyber security function should be established. ) —
Mechanisms exist to align security, compliance and resilience
Cyber Security ) Steering Committee & with business through a steering
3115 Functional | Intersects With Gov-01.1 ! . 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
‘Acyber security function should be established. 6. The cyber security - -
Mechanisms exist to align security, compliance and resilience
function should be independent from )
Cyber Security Steering Committee & with business through a steering
3.1.1.6 Functional Intersects With . GOV-01.1 . 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The cyb ty function should report directly to the CEO/
@ cyber securlty function should report directly to the GEO/managing Mechanisms exist to align security, compliance and resilience
) director of the Member Organization or general manager of a control .
Cyber Security ) Steering Committee & with business through a steering
3117 function. Functional | Intersects With Gov-01.1 ! . 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
Afull-time senior manager for the cyber security function, referred to as - -
h Mechanisms exist to align security, compliance and resilience
IS0, should be appointed at senior management level. )
Cyber Security Steering Committee & with business through a steering
3.1.1.8 Functional Intersects With . GOV-01.1 . 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The M ti hould :
‘e Member Organization should Mechanisms exist to align security, compliance and resilience
Cyber Securit Steering Committee & th business through a steerin
3119 Y urity Functional | Intersects With né " GOV-01.1 with bust v ing com 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
ensure the CISO has a Saudi nationality; ) I
Mechanisms exist to align security, compliance and resilience
Cyber Security ) Steering Committee & with business through a steering
31194 Functional | Intersects With GOv-01.1 ! 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
th it ffi itly lified;
ensure the CISO is sufficiently qualified Mechanisms exist to align security, compliance and resilience
Cyber Securit Steering Committee & th business through a steerin
3.1.1.90 v g Functional |Intersects With né . GOV-01.1 with bust v ng com! 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
obtain no objection from SAMA to assign the CISO. )
Mechanisms exist to align security, compliance and resilience
Cyber Security ) Steering Committee & with business through a steering
3119 Functional | Intersects With GOv-01.1 ! 5
Governance Program Oversight or advisory board, comprised of key cybersecurity, data protection and
business executives, which meets formally and on a regular basis.
The f the M ti hould alle 1t ffi it t o
ybor Securit © °‘:a'3‘° © ed'"bz'o'ga""f s d allocate sufficient budgat to Mechanisms exist to identify and allocate resources for management,
i
3.1.1.10 é ity execute the required cyber security activities Functional | Intersects With| Allocation of Resources | PRM-03 |operational, technical and data protection requirements within 5
overnance
business process planning for projects / initiatives.
A cyber security strategy should be defined and aligned with the Member Mechanisms exist to establish a:
a1z Cyber Security Strategy | T8eMZation's strategio abjectives, o5 well as with the Banking Sector's Functional. | intersectswitn|  STetege Plan& pRv01.1 | (1) Strategic security, compliance and resilience-specific business s
cyber security strategy. Objectives plan; and
(2) Set of obiectives to achieve that plan.
The cyber security strategy should be defined, approved, maintained and Mechanisms exist to establish a:
ted. Strategic Plan & 1) Strategic security, compliance and resilience-specific business
31 Cyber Security Strategy | *®°® Functional | Intersects With rategl pRM.01.1 (1) Strategic security, compli e pecific busi 5
Objectives plan; and

(2) Set of objectives to achieve that plan.
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The cyber security strategy should be aligned with:

Strategic Plan &

Mechanisms exist to establish a:
(1) Strategic security, compliance and resilience-specific business

Documentation

resilient capabilities.

3122 Cyber Security Strate Functional | Intersects With PRM-01.1 5
Y Y Strategy Objectives plan; and
(2) Set of obiectives to achieve that plan.
the Member Organization’s overall objectives; Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
31.22a Cyber Security Strategy Functional | Intersects With rategic Plan pRM-01.1 |(1) Strategic security, compliance and resilience-specific business 5
Objectives plan; and
(2) Set of obiectives to achieve that plan.
the legal and regulatory compliance requirements of the Member Mechanisms exist to establish a:
; Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
31290 Gyber Security Stratgy | O7EOMZ8ON: Functional | intersects with rategic Plan prv.o14 | (1) Strategic seourity, compliance and resilience-specific business s
Objectives plan; and
(2) Set of obiectives to achieve that plan.
the Banking Sector's cyber security strategy. Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
31.2.2.c Cyber Security Strategy Functional | Intersects With rategic Plan pRM-01.1 |(1) Strategic security, compliance and resilience-specific business 5
Objectives plan; and
(2) Set of obiectives to achieve that plan.
The cyber security strategy should address: Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
3.1.2.3 Cyber Security Strategy Functional | Intersects With rategic Plan pRM-01.1 |(1) Strategic security, compliance and resilience-specific business 5
Objectives plan; and
(2) Set of obiectives to achieve that plan.
the importance and benefits of cyber security for the Member Organization; Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
31.23a Cyber Security Strategy Functional | Intersects With rategic Plan pRM-01.1 |(1) Strategic security, compliance and resilience-specific business 5
Objectives plan; and
(2) Set of obiectives to achieve that plan.
the anticipated future state of cyber security for the Member Organization Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
31280 Gyber Security Srategy |1© 2260 and remain resilint to (emerging) cyber securiy threat Functional | intersects with rategic Plan prv.o14 | (1) Strategic seourity, compliance and resilience-specific business s
Objectives plan; and
(2) Set of obiectives to achieve that plan.
which and when cyber security initiatives and projects should be executed Mechanisms exist to establish a:
Strategic Plan & 1) Strategi ty, compli d resilience-specific busi
51250 Gyber Security Sratogy |1 2eMeve the anticipated future state Functional | intersects with rategic Plan prv.o14 | (1) Strategic security, compliance and resilience-specific business s
Objectives plan; and
(2) Set of obiectives to achieve that plan.
Acyb ity policy should be defined, dand icated.
eybersecurity policy shouldbe defined, approved and communicate Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.3 Cyber Security Policy Functional | Intersects With | Compliance & Resilience |  GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
The cyb ity policy should be defined, dand icated.
¢ cybersecurity policy should be defined, approved and communicate Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.3.1 Cyber Security Policy Functional | Intersects With | Compliance & Resilience |  GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
Thedc);bev:ec:ri(‘y potl\cy:hnuld be reviewed periodically according to a periodic Roviow & Updato :’icr:::ié:;)\s‘x ;:ILZ\‘TW j?ms;cn;r(\;yn,;::dn;izncl&; (:(::’v::n:!e
3132 Cyber Security Policy | Precefined and structured review process. Functional  |Intersects With | of Security, Compliance | GOV-03 8 g 2P . p : 5
planned intervals or if significant changes occur to ensure their
&Resilience Program >
uitabilitv. adeauacv and
The cyb ity policy should be:
e oyber security policy should be: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
Cyber Security Policy Functional | SubsetOf |Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
idered tfor oth te policies of the Memb:
Pkt et Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.33.a Cyber Security Policy | C"E2MZation (€.g., HR poliey, finance policy and IT policy); Functional Subset Of | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
ted by detailed security standards (e.g., d standard, firewall
s o oocunty standards o8, password standard, firawa Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.3.3b Cyber Security Policy | St2dard) and procedures; Functional Subset Of | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
based on best pract d (inter)national standards;
ased on best practices and (inter)national standards; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.33.c Cyber Security Policy Functional | SubsetOf |Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
icated to relevant stakeholders.
communicated torelevant stakeholders. Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.334d Cyber Security Policy Functional | SubsetOf |Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
licy should include:
policy should include: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.34 Cyber Security Policy Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
finition of ity;
a definition of cyber security; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31344 Cyber Security Policy Functional | SubsetOf |Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
the M ization’s 0 it i ;
¢ Member Organization's overall cyber security objectives and scop: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.34b Cyber Security Policy Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
tatement of thi ' intent, ting th t tives; . . ] )
@ statament of the board’s intent, supporting tha cyber sacurity objectives Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31340 Cyber Security Policy Functional | SubsetOf |Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
finition of U if ilities ty:
@ definition of general and specific responsibilities for cyber security: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.3.4.4d Cyber Security Policy Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
th fi o til ity st .
@ referanca to supporting cyber security standards and procedures; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31340 Cyber Security Policy Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
cyber security requirements that ensure: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31344 Cyber Security Policy Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
- pv— -
": °":a";” isc a? edina way that indicates its importance to the Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.3.441 Cyber Security Policy |00 Organization: Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
f i f i [
m‘ohrmatmnkls pro:icfed in terms of cyber security requirements, in line Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
313412 Cyber Security Policy |1 e NSk appetite; Functional SubsetOf | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
f I ts;
owners are appointed for all information assets Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.3.443 Cyber Security Policy Functional | SubsetOf | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
13 ts; N . " " " i
cfber security risk assessments are conducted for information assets; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
31.3.444 Cyber Security Policy Functional | SubsetOf | Compliance &Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
e hol f h
Le :Vaf" s"af olders f‘"’ made aware o °yb)e' security and their expected Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
ehavior (cyber security awareness program); )
313445 Cyber Security Policy v Y progf Functional SubsetOf | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
compliance with regulatory and contractual obligations are being met; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.1.3.4.16 Cyber Security Policy Functional | SubsetOf | Compliance &Resilience |  GOV-02 nd necessary for secure, compliant and 10
Documentation resilient capabilities.
c"be::”"(y breaches and suspected cyber security weaknesses are Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
reported;
3.1.3.4.17 Cyber Security Policy  |"*P Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
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Strength of
Relationsh

cyber security is reflected in business continuity management.

Publishing Security,

Mechanisms exist to establish, maintain and disseminate policies,

Responsibilities

Responsibilities

and maintain an enterp: ity, C
Resilience Program (SCRP).

313418 Cyber Security Policy Functional Subset Of | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
Documentation resilient capabilities.
Responsibilities to implement, maintain, support and promote cyber Assighed Securit Mechanisms exist to assign one or more qualified individuals with the
ara Cyber Security Roles and | sority should be dofined throughou the Member Organization. Functional | intersects with cOmpu:nce o Rumye‘nce Gov.oq | mission and resources to centrally- manage. cumdma(e, develop, s
Responsibilities Additionally, all parties involved in cyber security should understand and Responsibilities and maintain an enterp , C
take their role and P Resilience Program (SCRP).
The Board of Directors has the ultimate responsibility for cyber security, exist to enforce an tructure so that
Cyber Se ity Rols d 3 Stakehold e d indi d
3.1.4.1 yber Security Roles and |including: Functional | Intersects With akeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
{ Services and/or Data (TAASD)-related risks.
ensuring that sufficient budget for cyber security is allocated; exist to enforce an truct that
31418 Cyber Security Roles and Functional | Intersects With Stakeholder GOV-04.1 teams and are and 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
approving the cyber security committee charter; exist to enforce an tructt that
31410 Cyber Security Roles and Functional | Intersects With Stakeholder GOV-04.1 teams and are and 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
endorsing (after being approved by the cyber security committee): exist to enforce an truct that
34.41.0 Cyber Security Roles and Functional | Intersects With Stakeholder GOV-04.1 teams and are and 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
{ Services and/or Data (TAASD)-related risks.
the cyber security governance; exist to enforce an tructt that
Cyber Security Roles and Functional | Intersects With Stakeholder GOV-04.1 teams and are and 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the cyber security strategy; exist to enforce an tructt that
Cyber S ity Rols d Stakehold e d indi d
31.4.1.02 yber Security Roles an Functional | Intersects With akeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the cyber security policy. exist to enforce an tructt that
Cyber S ity Rols d Stakehold e d indi d
31.4.1.c3 yber Security Roles an Functional | Intersects With akeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
i Services and/or Data (TAASD)-related risks.
The cyber security committee should be responsible for: exist to enforce an truct that
Cyber S ity Rols d takehold i d indi d
3142 Yoer Security Roles an Functional | Intersects With Stakeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
reviewing and i the Member O exist to enforce an structy that
Cyber S ity Rols d takehold i d indi d
51428 yoer Security Roles and |oyber security risk appetite periodically or upon a material change in the Functional | intersects with Stakeholder cOv-081 eams an are an s
Responsibilities risk appetite; Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
reviewing the cyber security strategy to ensure that it supports the Member exist to enforce an truct that
Cyber S ity Rols d 5 takehold i d indi d
s1420 yber Security Roles and | Organization objectives; Functional | intersects with Stakeholder cOv-001 eams an are an s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
and exist to enforce an structt that
Cyber S ity Rols d takehold i d indi d
31.4.2.c Yoer Security Roles an Functional | Intersects With Stakeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the cyber security governance; exist to enforce an tructt that
Cyber S ity Rols d takehold i d indi d
thaahaiiv it Functional | Intersects With Stakeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the cyber security strategy; exist to enforce an tructt that
Cyber S ity Rols d takehold i d indi d
thaahaiiv it Functional | Intersects With Stakeholder GOV-04.1 eams an are an 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the cyber security policy; exist to enforce an truct that
ity Rols takehol i i il nd
Cyber Secuity Roles and Functional | ntersects with Stakeholder oV eams and are s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
Cyber security programs (e.&, awareness program, data classification exist to enforce an ity structure so that
ity Rols takehol i i il nd
14204 Cyber Security Roles and | program, data privacy, data leakage prevention, key cyber security Functional | ntersects with Stakeholder covosr | eams and are s
Responsibilities improvements); Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
cyber security risk management process; exist to enforce an ility structure so that
ity Rols takehol i i il nd
3.1.4.2.¢c5 Cyber Security D_ esand Functional Intersects With Stakeholder GOV-04.1 eams and are 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
the key risk indicators (KRIs) and key performance indicators (KPIs) for exist to enforce an ility structure so that
ity Rols . takehol i i il nd
Cyber Security Roles and [cyber securiy Functional | ntersects with Stakeholder sovoen eams and are s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
The senior management should be responsible for: exist to enforce an ility structure so that
ity Rols takehol i i il nd
3.1.43 Cyber Security D_ esand Functional Intersects With Stakeholder GOV-04.1 . eams and are 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
ensuring that standards, processes and procedures reflect security exist to enforce an ility structure so that
ity Rols ; takehol i i il nd
s145a Cyber Security Rolos and | requirements (f applicable); Functional | ntersects with Stakeholder sovoen eams and are s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
ensuring that individuals accept and comply with the cyber security policy, exist to enforce an ility structure so that
ity Rols ; takehol i i il nd
31430 Cyber Security Roles and |supporting standards and procedures when they areissued and updated; | ¢ o L Stakeholder cov0at eams and are s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
ensuring that cyber security responsibilities are incorporated in the job exist to enforce an ity structure so that
) . ! A
31430 Cyber Security Roles and |descriptions of key positions and cyber security staff Functional | Intersects With Stakeholder covoa1 |oPF teams and are empe s
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
The CISO should be responsible for: N N Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seurity, mission and resources to centrally-manage, coordinate, develo
i issi ,
3144 v v Functional  [Intersects With | Compliance & Resilience |  GOV-04 y-manag P 5
Responsibilities Responsibilities. and maintain an ol ide Security, Ct
P Resilience Program (SCRP)
developing and maintaining: N N Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seurity, mission and resources to centrally-manage, coordinate, develo
i issi ,
31444 v b Functional [ Intersects With | Compliance & Resilience | GOV-04 y-manag P 5
Responsibilities Responsibilities. and maintain an ol ide Security, Ct &
P Resilience Program (SCRP)
N
i issi ,
v o Functional  [Intersects With | Compliance & Resilience |  GOV-04 y-manage, P 5
Responsibilities Responsibilities. and maintain an ol ide Security, Ct &
P Resilience Program (SCRP)
N
i issi ,
314402 v v Functional  [Intersects With | Compliance & Resilience |  GOV-04 y-manage, P 5
Responsibilities Responsibilities. and maintain an ide Security, Ct
P Resilience Program (SCRP).
cyber security architecture; N N Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seaurity, mission and resources to centrally-manage, coorinate, develo
i issi ,
314483 v b Functional [ Intersects With | Compliance & Resilience |  GOV-04 y-manag P 5
Responsibilities Responsibilities. and maintain an ol ide Security, Ct &
P Resilience Program (SCRP)
cyber security risk management process; i - Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seaurity, mission and resources to centrally-manage, coorinate, develo
314424 yber Security R Functional | Intersects With | Compliance & Resilience | GOv-04 | ™" resourt y-manae P 5
Responsibilities Responsibilities. and maintain an P! ity, Ce &
P Resilience Program (SCRP).
ensuring that detailed security standards and procedures are established, Assigned Security, Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and d and imple ted; ’ mission and resources to centrally-manage, coordinate, develo 5
3.1.4.40 ybersecurity approved andimplemente Functional | Intersects With | Compliance & Resilience | Gov-0a | resour y-manae P 5
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Relationsh

Cyber Security Roles and

delivering risk-based cyber security solutions that address people, process
and technology;

Assigned Security,

Mechanisms exist to assign one or more qualified individuals with the
mission and resources to centrally-manage, coordinate, develop,

Management

Management

correctly, operating as intended and producing the
desired outcome with respect to meeting

31440 Functional  Intersects With | Compliance &Resilience |  GOV-04 5
Responsibilities B orlon and maintain an enterp ty, C &
P Resilience Program (SCRP).
Geveloping the cyber security staff to deliver cyber security solutions ina nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and ; . d to centrall dinate, develop,
sraad yber Security Roles and | business context; Functional | ntersects With| Compliance & Resiiencs | GOY-04 | TISS9n and res0urces to centralmanage,coordinate, develop .
Responsibilities B brlon and maintain an enterp ty, C
P Resilience Program (SCRP).
the oyber security activities across the Member Organization, including: nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Role d y d t trally- , coordinate, develop,
31446 vber Security Roles an Functional ~ [Intersects With | Compliance &Resilience | GOV-04 |M1Ssion and resources to centrally-manage, oordinate, develop 5
Responsibilities B bron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
monitoring of the cyber security activities (SOC monitoring); nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and . d to centrall dinate, develop,
314461 yber Security Roles an Functional ~[Intersects With | Compliance &Resilience | GOV-04 |MSsion and resources to centrally-manage, soordinate, develop 5
Responsibilities B oron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
monitoring of compliance with cyber security regulations, policies, nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and ; . d to centrall dinate, develop,
sr4d02 yber Security Roles and [standards and procedures; Functional. | ntersects With| Compionce & Resilionce | GOV-0a _|iSsion and resources to centrally-manage, coordinate, develop, R
Responsibilities B oron and maintain an enterprise-wid ty, C
P Resilience Program (SCRP).
overseeing the investigation of oyber security incidents; nesigned Securiy Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and . d to centrally- , coordinate, develop,
yber Security Roles an Functional | itersects With | Comptioncs & Aesiionce | GOV-04 | ™iS5ion and resources to centrally-manage, Goorinate, develop R
Responsibilities B oron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
gathering and analyzing threat intelligence from interal and external ncsigned Securiy Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and ; . d to centrall dinate, develop,
yber Security Roles and |sources; Functional. | Intersects With| Compionce & Resilonce | GOv-0a _|iSsion and resources to centrally-manage, coordinate, develop, R
Responsibilities B bron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
performing cyber security reviews; Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seourity, mission and resources to centrally-manage, coordinate, develoy
v Y Functional | Intersects With | Compliance & Resilience |  GOV-04 y-manag P, 5
Responsibilities B oron and maintain an enterprise-wid ty, C
P Resilience Program (SCRP).
conducting cyber security risk assessments on the Members nesigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and g ; . d to centrally- , coordinate, develop,
sraar yber Security Roles and | Organizatio’s information assets; Functional. | ntersects With| Compionce & Resilionce | GOv-0a _|iSsion and resources to centrally-manage, coordinate, develop, R
Responsibilities B oros and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
proactively supporting other functions on cyber security, inoluding: rcsigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and . d to centrall dinate, develop,
3144 vber Security Roles an Functional [ ntersects With | Compliance &Resitience | GOV-04 | TisSion and resources to centrally-manage, coordinate, develop 5
Responsibilities B oron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
I e
3.1.4.4.8.1 W Y Functional | Intersects With | Compliance & Resilience |  GOV-04 y-manage, P 5
Responsibilities B oas and maintain an enterprise-wid ty, Co &
P Resilience Program (SCRP).
Getermining oyber security requirements for important projects; rcsigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and . d to centrall dinate, develop,
yber Security Roles an Functionsl | tersects With| Comptancs & Resilonce | Gov-ga | TiSson andesoutces o centrallymanage, coordinae, dvelop R
Responsibilities B oron and maintain an enterp ty, C &
P Resilience Program (SCRP).
N e
W Y Functional | Intersects With | Compliance & Resilience |  GOV-04 y-manage, P 5
Responsibilities B oas and maintain an enterprise-wid ty, Co &
P Resilience Program (SCRP).
defining and conducting the cyber security awareness programs; rcsigned Securty Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and . d to centrall dinate, develop,
31.44h vber Security Roles an Functional [ ntersects With | Compliance & Resitience | GOV-04 | TisSion and resources to centrally-manage, coordinate, develop 5
Responsibilities B oron and maintain an enterprise-wid ty, C &
P Resilience Program (SCRP).
measuring and reporting the KRIs and KPIs on: Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seourity, mission and resources to centrally-manage, coordinate, develoj
3.1.4.4. W Y Functional | Intersects With | Compliance & Resilience |  GOV-04 V-manags P 5
Responsibilities B oas and maintain an enterp ty, C &
P Resilience Program (SCRP).
e cyber security strategy; rcsigned Socurty, :‘ecf:agls:;srex\s::u s oneormore quallfve(:dv‘r:‘dvllld:ats\lmmme
314400 yber Security Roes a Functional ~ [Intersects With| Compliance & Resilience | GOv-04 | T5%10" and resources to centrally-manage, soordinate, develop, 5
Responsibilities B oms and maintain an enterp ity, &
P Resilience Program (SCRP).
N cyber security policy compliance; nesignod Socuriy, :‘ecf:a:is:;srex\'s::u essignonearmore quallﬂe?di‘r:‘di;/m:a:/s\lmmme
3.1.4.4.02 yber Security Ra'es al Functional | Intersects With | Compliance & Resilience |  GOV-04 ssion and resources to centrally-manage, coordinate, develop, 5
Responsibilities B oims and maintain an enterp ty, C &
P Resilience Program (SCRP).
cyber security standards and procedures; ) Mechanisms exist to assign one or more qualified individuals with the
Cyber Security Roles and Assigned Seourity, mission and resources to centrally-man: rdinate, devel
3.1.4.4.03 yber Security Ra'es al Functional | Intersects With | Compliance & Resilience |  GOV-04 ssion and resources to centrally-may 2ge, goordinate, dovelop, 5
Responsibilities B oms and maintain an enterp ty,
P Resilience Program (SCRP).
yber security programs (e.g., awareness program, data classification Aesignod Securiy Mechanisms exist to assign one or more qualified individuals with the
ity Rol . ' t trally t lop,
sra4ia Cyber Security Roles and | program, key cyber security improvements) Functional | ntersscts With| Compliance & Resiiencs | GOv-04 | TI3897 &nd resources to entral-manage,coordinate develop s
Responsibilities B oims and maintain an enterp ity, &
P Resilience Program (SCRP).
The internal audit function should be responsible for: isms exist to enforce an ity structure so that
ity Rol takehol t i ible and
3.1.45 Cyber Security D_ es and Functional Intersects With Stakeholder GOV-04.1 . eams and are 5
Responsibilities Accountability Structure trained for mapping, measuring and managing Technology Assets,
Services and/or Data (TAASD)-related risks.
performing cyber security audits. exist to enforce an ity structure so that
ity Rol takehol t i ible and
3.1.45a Cyber Security D_ es and Functional Intersects With Stakeholder GOV-04.1 eams and are 5
Responsibilities Accountability Structure rainc for mapping, measuring and managing Technology Asssts,
Services and/or Data (TAASD)-related risks.
ity Rol ALM tion's staff shoul e for: Defined Rol tto def ity rol ibilities for all
s146 Cyber Security Roles and [ All Member Organization's saff should be responsible fo: Functional | imtersacts with cfined Roles & R.08 exist to define Toles & ora R
a1i6a Cyber Security Roles and | Gomplying vith cyber securiy policy, standards and procedres. Functional. | mtersectewitn|  Defined Roles & RS0 exist to define ity roles & ibilities for all R
Cyber security should be addressed in project management and project Mechanisms exist to assess security, compliance and resilience
’ . Security, Compliance & trols as part of Assets, ions and/or Services
Cyber Security in Project | 5°/°™"°® i compen o "
315 anagomant Functional | Intersccts With| - Resilisnce In Poject | PRM-04 | (TAAS) project development to determine whother controls are 5
Management correctly, operating as intended and producing the
desired outcome with respect to meeting
Cyb ity should be addressed in project tand project Mechanisms exist to ensure changes to Technology Assets,
Cyver Securtyin rofect |govomaneen o manegementendrrore Securs Development Lifs plcations and/or Sanvices (TAAgs; w\minmeSezg:)\/Jre Development
315 V! ¥ in Project & - Functional | Intersects With Cycle (SDLC) pRM-07 |PP P! 5
Management Life Cycle (SDLC) are controlled through formal change control
Management
Cyber Securtty in Project | CYPET Security should be interated into the Member Organization's project Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
31 o ot " | management methodology to ensure that cyber security risks are identified |  Functional | SubsetOf | Resilience Protection | PRM-01 | controls that provide a portfolio management approach to achieve 10
€ and addressed as part of a proiect. Portfolio security. compliance and resitience obiecti
Cyber security should be integrated into the Member Organization's project Mechanisms exist to assess security, compliance and resilience
Cyber Security in roject | M2N2Eement methodology to ensure that cyber secrityrsks are identied Security, Compliance & trols as part of Assets, and/or Services
3151 Mmoot and addressed as part of a project. Functional ~ [Intersects With|  Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 8
€ Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
The Member O ’s project should Mechanisms exist to assess security, compliance and resilience
. ensure that: Security, Compliance & trols as part of Assets, ions and/or Services
Cyber Security in Project " ’ ) ;
3152 anagomant Functional ~ [Intersects With| Resilience InProject | PRM-04 |(TAAS) project development to determine whether controls are 5
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
cyber security objectives are included in project objectives; Mechanisms exist to assess security, compliance and resilience
Cyber Securiy inProject Security, Compliance & trols as part of Assets, and/or Services
31524 o Functional ~ [Intersects With|  Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 5
€ Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
the oyber security function is part of all phases of the project; Mechanisms exist to assess security, compliance and resilience
Security, Compliance & trols as part of Assets, andfor Services
Cyber Security in Project ‘ " ° :
31520 Functional ~[Intersects With| Resilience InProject | PRM-04 |(TAAS) project development to determine whether controls are 5
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a risk assessment is performed at the start of the project to determine the Mechanisms exist to assess security, compliance and resilience
Cyber Security in Project | YPeT Security isks and to ensure that cyber security requirements are Security, Compliance & controls as part of Technology Assets, Applications and/or Services
315.2c e %" | adaressed either by the existing cyber security controls (based on cyber Functional |Intersects With| Resilience In Project | PRM-04 | (TAAS) project development to determine whether controls are 5
& security standards) or to be developed; Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
cyber security risks are registered in the project-risk register and tracked; Mechanisms exist to assess security, compliance and resilience
Security, Compliance & trols as part of Assets, and/or Services
Cyber Security in Project : ’ ° ;
31.5.2.d Managoment Functional |Intersects With| Resilience InProject | PRM-04 |(TAAS) project development to determine whether controls are 5
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
responsibilities for cyber security are defined and allocated; Mechanisms exist to assess security, compliance and resilience
Cyber Security inroject Security, Compliance & controls as part of Technology Assets, Applications and/or Services
315.2e e Functional |Intersects With| Resilience InProject | PRM-04 |(TAAS) project development to determine whether controls are 5
© Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
a cyber security review is performed by an independent internal or external Mechanisms exist to assess security, compliance and resilience
Cyber SecurityinProject | P Security, Compliance & wols as part of Assets, and/or Services
31.5.2f Managoment Functional |Intersects With| Resilience In Project | PRM-04 |(TAAS) project development to determine whether controls are 5
Management implemented correctly, operating as intended and producing the
desired outcome with respect to meeting
Acyb it hould be defined and conducted f Security, Compliance &
Cyber Security cvber security awareness program should be defined and conducted for eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3.1.6 staff, third parties and customers of the Member Organization. Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
The cyb it hould be defined, dand Security, Compliance & ] ) ]
Cyber Security © cyber seaurity awareness programs should be defined, approved an eourtty, Compiiance Mechanisms exist to facilitate the implementation of security
3161 conducted to promote cyber security awareness and to create a positive | Functional |  Subset Of Resilience-Minded SAT-01 10
Awareness ) workforce development and awareness controls.
ovber security culture. Workforce
Acyb it hould be defined and conducted for: Security, Compliance &
Cyber Security cvbersecurity awareness program should be defined and conducted for: eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3.1.6.2 Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
taff of the Member O tion; Security, Compliance & ] ) ]
CyberSecurity | *t@1fof the Member Organization; eourity, Compiiance Mechanisms exist to facilitate the implementation of security
316.2a Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
) third parties of the Member Organization; Security, Compliance & ) - )
Cyber Securit Mech: t to facilitate the implementation of securit
3.1.6.2.b yber Security Functional Subset Of Resilience-Minded SAT-01 lechanisms exist tofacilitate the implementation of security 10
Awareness workforce development and awareness controls.
Workforce
t f the Member Organization. Security, Compliance &
Cyber Security customers of the Member Organization ecurity, Gompliance Mechanisms exist to facilitate the implementation of security
31.6.2.c Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
The cyb it hould target cybi it Security, Compliance &
Cyber Security © oyber security awareness program should target cyber security eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3163 behaviors by tailoring the program to address the different target groups Functional | Subset Of Resilience-Minded SAT-01 10
Awareness ) workforce development and awareness controls.
through multiple channels. Workforce
The activities of the cyb it hould b Security, Compliance &
Cyber Security © activities of the cyber security awareness program should be eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3164 conducted periodically and throughout the year. Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
The cyb it hould at include: Security, Compliance &
Cyber Security © oyber security awareness program shouldat a minimum include: eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3.1.65 Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
lanation of cyb it ded; Security, Compliance & I } ] ]
CyberSecurity | " SXPlanation of eybersecurity measures provide eourity, Compiiance Mechanisms exist to facilitate the implementation of security
31654 Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
the roles and ibilit ding cyb ty; Security, Compliance & I } ] ]
Cyber Security © foles and responsibilities regarding cyber security. eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3.1.6.5b Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
formati levant b ity events and cyber threat Security, Compliance & I } ] ]
Cyber Security | I"ormation on relevant emerging cyber security events and cyber threats eourity, Compiiance Mechanisms exist to facilitate the implementation of security
3165 (e.8., spear-phishing, whaling). Functional | Subset Of Resilience-Minded SAT-01 10
Awareness workforce development and awareness controls.
Workforce
The cyber security awareness program should be evaluated to: existto review securi
development and awareness training to account for changes to:
Cyber Securit Maintaining Workforce 1)0 tional policies, standards and procedures;
3.1.66 A v Functional | Intersects With 8 saT-01.1 |(]) Organizational policies, standards and procedures, 5
Awareness Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
measure the effectiveness of the awareness activities; existto review
development and awareness training to account for changes to:
31664 Cyber Security Functional | intersects witn| MeintainingWorkdorce | (1) Organizational policies, standards and procedures; R
Awareness Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
formulate recommendations to improve the cyber security awareness existto review securi
program. development and awareness training to account for changes to:
Cyber Securit Maintaining Workforce 10 tional policies, standards and procedures;
3.1.6.6.0 A v Functional | Intersects With & saT-01.1 |(1) Organizational policies, standards and procedures, 5
Awareness Development Relevancy (2) Assigned roles and responsibilities;
(3) Relevant threats and risks; and
@
Customer awareness should address for both retail and commercial i
Oybers . o e R N Security, Compliance & exist to provide all and
3167 vber Security customers and, at a minimum, include a listing of suggested cyber security | - ¢ o041 [ intersects With | Resilience SAT-02 security, and resilience education 5
Awareness mechanisms which customers may consider implementing to mitigate o '
Training and training that is relevant for their job function.
their own risk(s).
Staff of the Member Organization should be provided with training Security, Compliance & exist to provide all and
317 Cyber Security Training | regarding how to operate the Member Organization’s systems securely and |  Functional |Intersects With| ~Resilience SAT-02 security, and resilience education 5
to address and apply cvber security controls. Training and training that is relevant for their iob function.
Specialist or security-related skills training should be provided to staff in exist to provide role-based security, and
the Member Organization’s relevant functional area categories in line with resilience-related training:
their job d t luding: Role-Based Security, (1) Before authorizing access to the system or performing assigned
3.1.7.1 Cyber Security Training | o' 100 descriptions, including: Functional | Intersects With | Compliance & Resiience | SAT-03 | ) 4 Ve P g assig 5
uties;
e
raining (2) When required by system changes; and
(3) Annually thereafter.
key roles within the organization; isms exist to provide role-based security, and
resilience-related training:
Role-Based Security, (1) Before authorizing ‘a‘cfesstomes stem or performing assigned
31.7.1. Cyber Security Training Functional | Intersects With | Compliance & Resiience |~ SAT-03 | ¢ e v P g assig 5
fes;
Training v .
(2) When required by system changes; and
(3) Annually thereafter.
staff of the cyber security function; exist to provide role-based security, and
Role-Based Security, "E)Si;i"fe"ei':ef(?"mg: 10 the system or performin ned
3.1.7.1b Cyber Security Training Functional | Intersects With | Compliance &Resilience | ~ SAT-03 ‘u ‘,e_"ea“ orizing access to the system or performing assigne 5
Training uttes:
(2) When required by system changes; and
(3) Annually thereafter.
staff involved in and isms exist to provide role-based security, and
ts; resilience-related training:
oese Role-Based Security, (1) Before authorizing ‘a‘cfess to the system or performing assigned
3171 Cyber Security Training Functional | Intersects With | Compliance & Resiience |~ SAT-03 | ¢ e v P g assig 5
fes;
Training v .
(2) When required by system changes; and
(3) Annually thereafter.
staff involved in risk assessments. exist to provide role-based security, and
Role-Based Security, "E)Si;i"fe"ei’:ef(?"mg: 10 the system or performin ned
31.7.1.d Cyber Security Training Functional | Intersects With | Compliance &Resilience | ~ SAT-03 ‘u ‘,e_"ea“ orizing access to the system or performing assigne 5
Training uttes:
(2) When required by system changes; and
(3) Annually thereafter.
Education should be provided in order to equip staff with the skills and isms exist to provide role-based security, and
d knowledge t s te the Member O tion’s esilience-related training:
informati onnu:vs:ef oseeuelyoperete e Tiamberrgeniatons Role-Based Security, 1r1)IB'eforeauthonz\rr\ fcesss o thesystem o performing asigned
3172 Cyber Security Training | 0 o . Functional | Intersects With | Compliance & Resilience |~ SAT-03 | /" 4 Vs P! g assig 5
uties;
Trainin
raining (2) When required by system changes; and
(3) Annually thereafter.
Cyber Security Risk | See FDE for details. o
32 Management and Functional e N/A N/A N/A 0
p Relationship
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Acyber security risk management process should be defined, approved Mechanisms exist to faciltate the implementation of strategic,
; i d tactical risk trols that are aligned
Cyber SecurityRisk |29 MPlemented, and should be aligned with the Member Organization's Risk Managoment and tactical is controls that are aligne
3241 enterprise risk management process. Functional | Subset Of RSK-01 | with: 10
Management Program ) .
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
The cyber security risk management process should be defined, approved Mechanisms exist to facilitate the implementation of strategic, There are multiple 3.2.1.1
and implemented. and tactical risk controls that are aligned control numbers, so a number
Cyber Seourity Risk Risk Management
32114 ybersecurity i Functional | Subset Of ' & RSK-01  |with: 10 was attached to the end to
Management Program
(1) The organization's Enterprise Risk Management (ERM); and separate them.
(2)Ind risk bractices.
The cyber security risk management process should focus on safeguarding Mechanisms exist to facilitate the implementation of strategic, There are multiple 3.2.1.2
. d tactical risk trols that are aligned
Cyber SacurtyRisk | integrity and of assets. Risk Managoment and tactical ris controls that are aligne control numbers, so a number
321241 e Functional | Subset Of i RSK-01 | with: 10 was attached to the end to
e ! (1) The organization's Enterprise Risk Management (ERM); and separate them.
(2) Industry risk practices.
The cyber security risk management process should be aligned with the Mechanisms exist to facilitate the implementation of strategic, There are multiple 3.2.1.3
existing enterprise risk management process. and tactical risk controls that are aligned control numbers, so a number
Cyber Seourity Risk Risk M t
32131 yber Security Ris} Functional Subset Of sk Managemen RSK-01  |with: 10 was attached to the end to
Management Program
(1) The organization’s Enterprise Risk Management (ERM); and separate them.
(2)Ind risk bractices.
The cyber security risk process should be and Mechanisms exist to facilitate the implementation of strategic, There are multiple 3.2.14
: d tactical risk trols that are aligned
Cyber Security sk |2997e5S Risk Managoment and tactical ris controls that are aligne control numbers, so a number
3.2.1.441 — Functional | Subset Of i RSK-01 | with: 10 was attached to the end to
e ! (1) The organization's Enterprise Risk Management (ERM); and separate them.
(2) Industry risk practices.
Cyber Security Risk | risk identification; Mech: tto identify and d trisks, both internal and
yber Security Risk | risk identification: Fumctional intersocte Wit Riok Idemtfioation nSKoa | Mechanisms exist to dentity and document risks, both internal R
external.
tisk analysis; Mechanisms exist to conduct recurring assessments of risk that
) includes the ikelihood and magnitude of harm, from unauthorized
Cyber Security Risk
321410 — Functional | Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5
© i Assets, Applications, Services and/or Data
(TAASD).
Cyber Security Risk | risk response; Fumctionat intorsseto with ik Registor ASK-oay | Mechanisms existto maintain  risk register that failtates monitoring R
and reporting of risks.
tisk monitoring and review. Mechanisms exist to ensure proper risk response actions were
performed to remediate findings from security, compliance and/or
Cyber Security Risk lience-related:
321414 v v Functional | Intersects With Risk Response RSk-06.1 [loSHenceTeate 5
Management (1) Assessments;
(2) Audits; and/or
(3) Incidents.
tisk monitoring and review. isms exist to ensure risk as an integral part of the
Cyber S¢ ity Risk iti it strate that luds it the
321414 yoer Security Ris} Functional | Intersects With Risk Monitoring RsK-11 | continuous monitoring strategy that includes monitoring the 5
Management effectiveness of security, compliance and resilience controls,
and change
The cyber security risk management process should address the Member Mechanisms exist to facilitate the implementation of strategic,
Cyber Security sk | CrEeMzation's information assets, ncluding (but not imited to: sk Managoment : and tactical risk controls that are aligned
Functional | Subset Of RSK-01 | with: 10
Management Program
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk oractices.
business processes; Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk Risk Management andtactical ris controls that are aligne
32154 o Functional | Subset Of i RSK-01 | with: 10
© © (1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk bractices.
business applications; Mechanisms exist to facilitate the implementation of strategic,
and tactical risk controls that are aligned
Cyber Seourity Risk Risk M t
32150 yoer Security Ris} Functional Subset Of sk Managemen RSK-01  |with: 10
Management Program
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk oractices.
infrastructure components. Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk i Risk Management andtactical ris controls that are aligne
32.15¢ o Functional | Subset Of e RSK-01 | with: 10
© © (1) The organization’s Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
The oyber security risk management process should be initiated: Mechanisms exist to facilitate the implementation of strategic,
andtactical risk controls that are aligned
Cyber s Risk Risk M t
3216 yber Security Ris} Functional Subset Of sk Managemen RSK-01  |with: 10
Management Program
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk practices.
atan early stage of the project; Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk i Risk Management andtactical ris controls that are aligne
32164 o Functional | Subset Of e RSK-01 | with: 10
© © (1) The organization’s Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
priorto critical change; Mechanisms exist to facilitate the implementation of strategic,
andtactical risk controls that are aligned
Cyber s Risk Risk M t
32160 yber Security Ris} Functional Subset Of sk Managemen RSK-01 |wit 10
Management Program
(1) The organization's Enterprise Risk Management (ERM); and
(2) Industry risk practices.
when outsourcing s being considered; Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk i Risk Management andtactical ris controls that are aligne
32160 o Functional | Subset Of e RSK-01 |with: 10
© © (1) The organization’s Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
when launching new products and technologies. Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Seourity Risk Risk Management andtacticatis controls that are aligne
3.2.1.6.d Functional Subset Of RSK-01 with: 10
Management Program ) -
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
Existing information assets should be periodically subject to cyber security Mechanisms exist to facilitate the implementation of strategic,
Cyber Security Risk |1k @ssessment based on their lassification orrisk profil. sk Managoment ; andtactical risk controls that are aligned
3217 Functional | Subset Of RSK-01 |with: 10
Management Program
(1) The organization's Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
The cyber security risk management activities should involve: Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk Risk Management andtactical ris controls that are aligne
3.21.8 Functional Subset Of RSK-01 with: 10
Management Program ) -
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
business owners; Mechanisms exist to facilitate the implementation of strategic,
" and tactical risk controls that are aligned
Cyber Security Risk Risk Management
321.8a v Criy Functional | Subset Of ' & RSK-01 |with: 10
Management Program
(1) The organization's Enterprise Risk Management (ERM); and
(2)Ind risk bractices.
T specialists; Mechanisms exist to facilitate the implementation of strategic,
d tactical risk trols that are aligned
Cyber Security Risk X Risk Management andtactical ris controls that are aligne
3.2.1.8b Functional Subset Of RSK-01 with: 10
Management Program ) -
(1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
cyber security specialists; Mechanisms exist to facilitate the implementation of strategic,
" and tactical risk controls that are aligned
Cyber Security Risk Risk Management
32.1.8.c v Lriy Functional | Subset Of ' & RSK-01 |with: 10
Management Program
(1) The organization's Enterprise Risk Management (ERM); and
(2 Ind risk bractices.
key user representatives. Mechanisms exist to facilitate the implementation of strategic,
i d tactical risk trols that are aligned
Cyber Security Risk Risk Management andtactical ris controls that are aligne
321.8.d anasamont Functional | Subset Of i RSK-01 | with: 10
€ © (1) The organization’s Enterprise Risk Management (ERM); and
(2) Industry risk practices.
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The result of the risk assessment should be reported to the relevant
Mechanisms exist to:
business owner (ie., risk owner) within the Member Organization; :
) (1) Define applicabl for each risk
Cyber Security Risk Risk Assessment
3219 Functional | Intersects With RSK-04.4 ((2) Involve identified stakeholders in the risk assessment process; and 5
Management Stakeholder Involvement e teeniie )
(8) Provide identified stakeholders with results of the risk assessment,
upon completion.
The relevant business owner (l.e., risk owner) within the Member Mechanisms exist to select appropriate risk treatment options, based
Organization should accept and endorse the risk assessment reslts. . .
on applicable risk assessment findings, including:
1) Mitigating the risk to an acceptable level;
Cyber Security Risk . (1) Mitigating the i ptable level;
3.2.1.10 " . Functional |Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5
anagemen
© (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
The relevant b . tisk thin the Memb Executive Leadershi
Cyber Seourity Risk |11 /o16vant business owner (., fisk owner) within the Member recutive Leadership Mechanisms exist to obtain executive leadership approval for risk
3.2.1.10 Organization should accept and endorse the risk assessment reslts. Functional | Intersects With| Approval For Managing | RSK-13 e ‘ ° 3
Management management decisions involving material risk.
Material Risk
22111 Cyber Security Risk | The Member Organization's cyber security risk appetite and risk olerance | ¢ o o sk Toterance SKo1.g | Mechanisms exist to define organizational risk tolerance, the specified R
should be clearly defined and formally approved. range of results.
Oyber Security sk | The Member Organization's cyber security risk appetite and risk tolerance Mechanisms exist to define organizational risk appetite, the degree of
32111 e should be clearly defined and formally approved. Functional | Intersects With Risk Appetite RSK-01.5 [uncertainty the organization s willing to accept in anticipation of a 5
© reward.
Cyber security risk identification should be performed and should include There are multiple 3.2.1.1
32112 Cyber SecurityRisk the Member Organization's relovant assets, threats, oxistingcontrolsand | ool o nskos | Mechanisms existto identity and document fisks, both internal and s control numbers, 5o a number
Identification wulnerabilities. external. was attached to the end to
separate them.
Cyber security risk identification should be performed. There are multiple 3.2.1.1
321101 Cyber Security Risk Functional | intersactswith|  Risk 1gentification nskos | Mechanisms existto identity and document fisks, both internal and s control numbers, 5o a number
Identification external. was attached to the end to
separate them.
|dentified cyb ty risks should be d ted tralregister). Th Ltiple 3.2.1.1
Oyber Securiy ik | T cvperseeurtbyriske shouldbe documente {in a cantral register) Mechanisms exist to develop and keep current a catalog of applicable e o
321122 v v Functional |Intersects With Risk Catalog RSK-08.1 |risks with the business and 5 controlnumbers, o & number
Identification was attached to the end to
technologies in use.
separate them.
\dentified cyber security risks should be documented (in a central register). There are multiple 3.2.1.1
Cyber Security Risk Functional | intersacts with Risk Register Askoaq | Mechanisms exist to maintain a risk register that faclitates monitoring R control numbers, 50 a number
Identification and reporting of risks. was attached to the end to
separate them.
Cyber security risk identification should address relevant information There are multiple 3.2.1.1
421105 Cyber Security Risk | assets, threats, vulnerabilities and the key existing cyber securitycontrols. | o L eation nskos | Mechanisms existto identity and document fisks, both internal and R control numbers, 50 a number
Identification external. was attached to the end to
separate them.
‘Acyber security risk analysis should be conducted based on the likelihood Mechanisms exist to conduct recurring assessments of fisk that There are multiple 3.2.1.2
Cyber Security Risk | et the identified cyber securityrisks will ocur and their resuting impact. includes the likelihood and magnitude of harm, from unauthorized control numbers, 50 a number
321.2:2 T e Functional |Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5 was attached to the end to
v ion's. Assets, Services and/or Data separate them.
(TAASD).
Acyber security risk analysis should be performed. Mechanisms exist to conduct recurring assessments of fisk that There are multiple 3.2.1.2
Cyber Security Risk includes the likelihood and magnitude of harm, from unauthorized control numbers, so a number
3.2.1.2:2.1 i Functional |Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5 was attached to the end to
v 's Assets, Services and/or Data separate them.
(TAASD).
The cyber security risk analysis should address the level of potential Mechanisms exist to conduct recurring assessments of fisk that There are multiple 3.2.1.2
Cyber Security Risk | PUSiness impact and liketihood of cyber securiy threat events includes the likelihood and magnitude of harm, from unauthorized control numbers, 50 a number
321222 e materializing. Functional |Intersects With|  Risk Assessment RSK-04  |access, use, disclosure, disruption, modification or destruction of the 5 was attached to the end to
v ion's. Assets, Appli Services and/or Data separate them.
(TAASD).
The cyber security risks of a Member Organization should be treated. There are multiple 3.2.1.3
Cyber Security Risk trol numbers, b
32132 yoer Security Ris} Functional | Intersects With|  Risk Remediation RSK-06 | Mechanisms exist to remediate risks to an acceptable level. 5 controlnumbers, s a number
Response was attached to the end to
separate them.
The relevant determined cyber security risks should be treated according to There are multiple 3.2.1.3
Cyber S Risk  |the Member Organization’s risk appetite and cyb it ts. trol numbers, b
321321 yber Security Ris} © Member Organization’s risk appetite and cyber security requirements. | ¢ ool | intersects With|  Risk Remediation RSK-06 | Mechanisms exist to remediate risks to an acceptable level. 5 control numbers, so a number
Response was attached to the end to
separate them.
ome o Cy?ersecurgy risk response should ersue n‘\;‘um: list (;f tisk treatment e Mochanisms exist to formalize a Risk Treatment Plan (RTP) that Theze o mn:nple 3213 R
321322 yber Security Risk | options are documented (i.e., accepting, avoiding, transferring or Functional |Intersects With| ¢ |leatmentilan RSK-06.4 |applicable stakeholders will utilize to remediate identified risks 5 control numbers, so a number
Response mitigating risks by applying cyber security controls). ° A was attached to the end to
according to a defined timeline.
separate them.
Accepting cyber security risks should include: Mochanisms exist to soloct appropriate isk reatment options, based There are multiple 3.2.1.3
. . control numbers, o a number
on applicable risk assessment findings, including:
: was attached to the end to
yber Security Risk (1) Mitigating the risk to an acceptable level; o
321323 " . Y Functional | Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them.
esponse
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
the consideration of predefined limits for levels of cyber security risk; Mochanisms exist to soloct appropriate isk reatment options, based There are multiple 3.2.1.3
. . control numbers, o a number
on applicable risk assessment findings, including:
: was attached to the end to
yber Security Risk (1) Mitigating the risk to an acceptable level; o
3213234 " . Y Functional | Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them.
esponse
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
the approval and sign-off by the business owner, ensuring that: Mechanisms exist to soloct appropriate isk reatment options, based There are multiple 3.2.1.3
; control numbers, so a number
on applicable risk assessment findings, including:
- was attached to the end to
Cyber Security Risk (1) Mitigating the risk to an acceptable level; o th
rity Ri
3.21.3-2.3.b 4 4 unty Functional | Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them.
esponse
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
the accepted cyber securiy risk s within the sk appetite and s reported Mochanisms exist to soloct appropriate isk reatmant options, based There are multiple 3.2.1.3
to the cyber security committee; ; control numbers, so a number
on applicable risk assessment findings, including:
- was attached to the end to
Cyber Security Risk (1) Mitigating the risk to an acceptable level; o th
rity Ri
3.21.32.3.b.1 4 4 unty Functional | Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them.
esponse
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
the accepted cyber security risk does not contradict SAMA regulations. Mochanisms exist to soloct appropriate isk reatmant options, based There are multiple 3.2.1.3
; control numbers, so a number
on applicable risk assessment findings, including:
- was attached to the end to
Cyber Security Risk (1) Mitigating the risk to an acceptable level; e
rity Ri
3.2.1.32.3b.2 4 4 unty Functional | Intersects With| Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them.
esponse
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
Avoiding cyber security risks should involve a decision by a businass owner Mochanisms exist to soloct appropriate isk reatmant options, based There are multiple 3.2.1.3
to cancel or postpone a particular activity or project that introduces an : control numbers, so a number
on applicable risk assessment findings, including:
unacceptable cyber security risk. o0 ) was attached to the end to
Cyber Security Risk (1) Mitigating the risk to an acceptable level; ot them
321.32.4 v Rosponse Functional |Intersects With | Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 i

(3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
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Transferring or sharing the cyber security risks should:

Mechanisms exist to select appropriate risk treatment options, based
on applicable risk assessment findings, including:
(1) Mitigating the risk to an acceptable level;

There are multiple 3.2.1.3
control numbers, so a number
was attached to the end to

Cyber Seourity Risk .
32.1.325 4 ;es m:'g: Functional | Intersects With | Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them,
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
involve sharing the cyber security fisks with relevant (internal or external) Mochanisma existto slact appropriate isk reatment aptions, based There are multiple 3.2.13
providers; control numbers, so a number
on applicable risk assessment findings, including:
’ A was attached to the end to
Cyber Seourity Risk (1) Mitigating the risk to an acoeptable level; o
er Security Ri .
3213254 V! o ms: Functional |Intersects With | Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them,
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
be acospted by the receiving (intemal or external) provider(s); Mochanisma existto sloct appropriate isk reatment aptions, based There are multiple 3.2.13
control numbers, so a number
on applicable risk assessment findings, including:
’ A was attached to the end to
yber Seourity Risk (1) Mitigating the risk to an acoeptable level; o
er Security Ri .
3213250 V! o ms: Functional |Intersects With | Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them,
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
eventually lead to the actual transferring or sharing of the cyber security Mochanisma existto select appropriate iak reatment aptions, based There are multiple 3.2.13
risk. control numbers, so a number
on applicable risk assessment findings, including:
’ A was attached to the end to
Cyber Seourity Risk (1) Mitigating the risk to an acoeptable level; o
er Security Ri .
321325.¢ V! o ms: Functional |Intersects With | Risk Treatment Options | RSK-06.3 |(2) Avoiding the risk (e.g., terminating the project); 5 separate them,
P (3) Transferring the risk to a third party (e.g., insurance, service
provider, etc.); or
(4) Accepting the risk.
‘Applying oyber security controls to mitigate cyber security risks should There are multiple 3.2.13
321526 Cyber Security Risk  |include: Functional | intersectewitn| _ Compensating Ask.06.o | Mechanisms exist to dentify and implement compensating s control numbers, 5o a number
Response Countermeasures countermeasures to reduce risk and exposure to threats. was attached to the end to
separate them.
identifying appropriate cyber security controls; There are multiple 3.2.13
3215260 Cyber Security Risk cunctional | intersectwien|  Compensating RSK.06.2 | Mechanisms existto identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure o threats. was attached to the end to
separate them.
evaluating the strengths and weaknesses of the cyber security controls; There are multiple 3.2.13
3215260 Cyber Security Risk cunctional | intersectawien|  Compensating RSK.06.2 | Mechanisms exist to identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure to threats. was attached to the end to
separate them.
assessing the cost of implementing the oyber security controls; There are multiple 3.2.13
o Cyber Security Risk cunctional | intersectwien|  Compensating RSK.06.2 | Mechanisms existto identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure o threats. was attached to the end to
separate them.
assessing the feasibility of implementing the cyber security controls; There are multiple 3.2.13
32152662 Cyber Security Risk cunctional | intersectawien|  Compensating RSK.06.2 | Mechanisms exist to identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure to threats. was attached to the end to
separate them.
reviewing relevant compliance requirements for the cyber security There are multiple 3.2.13
32152665 Cyber Security Risk cunctional | intersectwien|  Compensating RSK.06.2 | Mechanisms existto identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure o threats. was attached to the end to
separate them.
Selecting cyber security controls; There are multiple 3.2.13
3215260 Cyber Security Risk cunctional | intersectawien|  Compensating RSK.06.2 | Mechanisms existto identify and implement compensating R control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure o threats. was attached to the end to
separate them.
identifying, documenting and obtaining sign-off for any residual risk by the There are multiple 3.2.13
ity Risk ] ti Mechani  to identify and implement t
321926 Cyber Security Risk | business owner. cunctional | intersectswitn| _ Compensating RSK.06. | Mechanisms exist to dentify and implement compensating s control numbers, so a number
Response Countermeasures countermeasures to reduce risk and exposure to threats. was attached to the end to
separate them.
ty risk treatment actions shoul tedina risk Th Ltiple 3.2.1.
yber Security Risk ‘Cybf’sei“’:  risk treatment actions should be documanted in a is Aisk Troatmant Plan Mechanisms exist to formalize a Risk Treatment Plan (RTP) that B e3.21.3 "
321327 yber Security His! reatment plan. Functional | Intersects With sk Treatment Pla RSK-06.4 |applicable stakeholders will utilize to remediate identified risks 5 control numbers, s a number
Response (RTP) ° was attached to the end to
according to a defined timeline.
separate them.
T ty risk treatment shoul t th Th tiple 3.2.1.4
yber Risk Monitoring |efiamiemre °y'be' P ":e mon ‘:’e" a:‘dl © Aisk Troatmant Plan Mechanisms exist to formalize a Risk Treatment Plan (RTP) that B es "
32142 vber Risk Monitoring ofrevised ornewly cybersecurity controls Functional | Intersects With sk Treatment Pla RSK-06.4 |applicable stakeholders will utilize to remediate identified risks 5 control numbers, s a number
and Review should be reviewed. (RTP) ° was attached to the end to
according to a defined timeline.
separate them.
T ty treatment shoul itored, including: Th tiple 3.2.1.4
: A @ eyber securitytreatment should be monitored, including : Mechanisms exist to formalize a Risk Treatment Plan (RTP) that ere are multiple 3.
Cyber Risk Monitoring Risk Treatment Plan " - o control numbers, so a number
Functional | Intersects With RSK-06.4 |applicable stakeholders will utilize to remediate identified risks 5
and Review (RTP) ° was attached to the end to
according to a defined timeline.
separate them.
tracki i to treat it plan; Th Itiple 3.2.1.4
ybor Risk Monitorn racking progress in accordance to treatment plan fisk Troatment Plan Mechanisms exist to formalize a Risk Treatment Plan (RTP) that e:“l'e ""; pte3. o
3214218 vber Risk Monitoring Functional [IntersectsWith | o« e mentPia RSK-06.4 i will utilize to remediate identified risks 5 control numbers, o a number
and Review (RTP) ° was attached to the end to
according to a defined timeline.
separate them.
th lect ity trols i It ted. Th Itiple 3.2.1.4
oo e oo |15 ed and agreed cyber security controls are being implemented, e Moshaniems exist to formalize a Risk Treatment Plan (RTP) that rearomutiple B i
32.1.42.1.b v s Functional | Intersects With RSK-06.4 |applicable stakeholders will utilize to remediate identified risks 5 controtnumbers, 5o & number
and Review (RTP) ° was attached to the end to
according to a defined timeline.
separate them.
The design and effectiveness of the revised or newly implemented cyber Mechanisms exist to govern identified deficiencies (e.g., Plan of Action There are multiple 3.2.1.4
security controls should be reviewed. and Milestones (POA&M) or similar methodology) that formally control numbers, so a number
documents, at a minimum: was attached to the end to
(1) Deficiency tracking number; separate them.
(2) Applicable security, compliance and/or resilience control;
(3) Description of the deficiency(ies);
321422 Cyber Risk Monitoring Functional. | nterscctswits| CoPeBlties Defisiency | |\ | (4) Risk associated with the defciency/ies); s
and Review Tracking (5) Source deficiency identification/detection;
(6) Temporary compensating controls, if applicable;
(7) Point of Contact (POC) (e.g., asset/process owner);
(8) Resources required to conduct remediation actions;
(9) Planned remedial actions to the deficiency(ies);
(10) Proposed remediation timeline; and
(1) Disposition statement (e.g.. closeout summary).
fth Iy impl tiple 3.2.1
oo ok o The di&gn atndleﬂehcnvl:r:]ess of e;evnsed or newly implemented cyber et Mochanisms exis to formalize a Risk Treatment Plan (RTP) that Theze o m.;uple 3214 i
i security controls should be reviewed. ) i ) " A control numbers, so a number
321422 v onttoring Y Functional ~ Intersects With RSK-06.4 [applicable stakeholders will utilize to remediate identified risks 3
and Review (RTP) ’ A was attached to the end to
according to a defined timeline.
separate them.
A process should be established by the Member Organization to identify, ) ]
P | hed by rganization to identify. ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
322 gulatory C and comply with the cyber security implications of relevant | Functional | Intersects With ° cpLo1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
A process should be established for ensuring compliance with relevant ) .
P u! ° ing compli ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
3221 gulatory C regulatory affecting cyber security across the Member Functional ~ Intersects With ° cpLo1 5
) Contractual Compliance relevant statutory, regulatory and contractual controls.
o The process of ensuring houtd:
be performed periodically or when new regulatory requirements become ) )
' P P yorw! gulatory requt ) Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
32214 Regulatory Compliance |effective; Functional ~ Intersects With ° cpLo1 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
involve representatives from key areas of the Member Organization; ) )
P! i 4 gani Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
32216 Regulatory Compliance Functional ~ |Intersects With ° cpLot 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
result in the update of cyber security policy, standards and procedures to
in the up: yber security policy, stz procedu Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
3221c Regulatory Compliance |accommodate any necessary changes (if applicable). Functional ~ |Intersects With ° cpLot 5
Contractual Compliance relevant statutory, regulatory and contractual controls.
. i v -
323 (intennational industry | "91S"Y Standards. Functional | Intersects With re Practices GOV-01.4 o er w y-recogni 5

standards

lignment

that:

(1) Support external scrutiny; and
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The Member Organization should comply with: existto align the Security, C &
Compliance with ¢ o Secure Practices Resilience Program 1sc;gzP) with one or more mdus(w recognized
3.2.3.1 (intennationalindustry Functional | Intersects With GOV-01.4 ! Ty-recog! 5
Alignment Justification frameworks that:
standards
(1) Support external scrutiny: and
Payment Card Industry Data Security Standard (PCI-DSS); existto align the Security, C &
Compliance with ” " ! ( ' Secure Practices Resilience Program 1sc;gzP) with one or more mdus(w recognized
323.1.a (intennational industry Functional | Intersects With GOV-01.4 ! Ty-recog! 5
Alignment Justification frameworks that:
standards
(1) Support external scrutiny: and
EMV (Europay, MasterCard and Visa) technical standard; existto align the Security, C &
Compliance with (Europey ’ Secure Practices Resilience Program 1scip) with one or more mdus(w recognized
3.2.3.1b (intennational industry Functional | Intersects With GOV-01.4 ! Ty-recog! 5
Alignment Justification frameworks that:
standards
(1) Support external scrutiny: and
SWIFT Customer Security Controls Framework - March 2017. existto align the Security, C &
Compliance with Secure Practices Resilience Program (SCRP) with one or more industry-recognized
323.1.c (intennational industry Functional | Intersects With GOV-01.4 ! Ty-recog! 5
Alignment Justification frameworks that:
standards
(1) Support external scrutiny: and
The cyber security status of the Member Organization’s information assets
. L o i’t oo (g Mechanisms exist to validate that Technology Assets, Applications,
shouldbe subject to periodic cyber securlty review. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
324 Cyber Security Review Functional | Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Cibe' STC””‘V e should be perlodically performed for eritical Mechanisms exist to validate that Technology Assets, Applications,
information assets.
) Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3.2.4.1 Cyber Security Review Functional | Intersects With cpL03 ° " ’ 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Customer and internet facing services should be subject to annual review
e atiom o e g Mechanisms exist to validate that Technology Assets, Applications,
and penetration tests. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3242 Cyber Security Review Functional | Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Detals of cyber security review performed should be recorded, ncluding Mochanisms exist to validate that Technology Assets, Applications,
the results of review, issues identified and recommended actions.
) Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3243 Cyber Security Review Functional | Intersects With cpL03 " " ’ 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The results of cyb ity review should b ted to busi 3
@ results of eyber security review should be reported to business owner. Mechanisms exist to validate that Technology Assets, Applications,
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3244 Cyber Security Review Functional | Intersects With cPL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Cyber security review should be subject to follow-up reviews to check that: Mochanisms exist to validate that Technology Assets, Applications,
Control Conformit s \d/or Data (TAASD) conform to th tion' ty,
3245 Cyber Security Review Functional | Intersects With ontrot Gonformity CpLog | Services and/or Data (TAASD) conform to the organization's security, 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
allidentified issues have been addressed;
Mechanisms exist to validate that Technology Assets, Applications,
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3245a Cyber Security Review Functional | Intersects With cPL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
critical risks have been treated effectively; Mechanisms exist to validate that Technology Assets, Applications,
Control Conformit s \d/or Data (TAASD) conform to th tion' ty,
32450 Cyber Security Review Functional | Intersects With ontrot Gonformity CpLog | Services and/or Data (TAASD) conform to the organization's security, 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
all agreed actions are being managed on an ongoing basis.
Mechanisms exist to validate that Technology Assets, Applications,
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3245.c Cyber Security Review Functional | Intersects With cPL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
T:e CL”:’ “E“”‘i’f‘i’:‘s "f‘:e,"f’“be;o'f“’":a"u"t N '"'“b"“a"“" ‘:SS"“S Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
should be subject to thorough, independent and regular cyber securi ) }
325 Cyber Security Audits o gh, indep gular cy! Y Functional | Intersects With| Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 5
audits performed in accordance with generally accepted auditing ) ‘
" Oversight leadership.
tandards and SAMA cvber security
Cyber security audits should be performed independently and according to Mechanisms exist to implement an internal audit function that is
2251 Cyber Security Aucits _|E°Nerally accepted auditng standards and SAMA cyber security Functional | Intersects With| Internat Audit Function | GpL.0z,1 | G2P@Le of providing senior organization management with insights into s
framework. the of the and
brocesses.
Cyber security audits should be performed according to the Member Mechanisms exist to conduct periodic audits of security, compliance
3252 Cyber Security Audits | Organization’s audit manual and audit plan. Functional |IntersectsWith|  Periodic Audits CPL-02.2 |and resilience controls to evaluate conformity with the organization's 5
bolicies. standards and
Cyber Security | See FDE for details. o
33 Operations and Functional e NA NA N/A 0
Relationship
Cyber Security | The Member O should i ber security ) ]
Human R Mech: t to facilitate the implementation of 1
331 Operationsand into human resources processes. Functional | Subset Of uman Resources HRs-01 |- conanisms existiofacilitate the implementation of personne 10
Security Management security controls.
Cyber S The h hould define, d implement
yoer Securtty 2 human jesouress process should define, approve and implement . Human Resources Mechanisms exist to facilitate the implementation of personnel
33.1.1 Operationsand | cyber security requirements. Functional | Subset Of " HRS-01 : 10
Security Management security controls.
Oyber s The e"“;“’”:‘“ °';""‘ ;“"“’"L o cespracess should be monitored, Mechanisms exist to validate that Technology Assets, Applications,
er Securi measured and periodically evaluated.
V! 1ty o y Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3312 Operations and Functional | Intersects With cpL03 ° ° " ’ 5
Monitoring compliance and/or resilience policies, standards and other applicable
Technology
requirements.
Cyber Security The human resource process should include: Human Resources Mechanisms exist to facilitate the implementation of personnel
3313 Operations and Functional | Subset Of " HRS-01 : s P 10
Security Management security controls.
Technology
ity ity i ithi taff
Ovber Security | oyber security res and within sta Defined Roles & exist to define roles & ilities for all
33134 Operationsand |agreements (during and after the employment); Functional | Intersects With e HRS-03 5
Responsibilities personnel.
Technology
Cyber Security cyber security ies and within staff Confidentiality Mechanisms exist to require Non-Disclosure Agreements (NDAs) or
33.13a Operationsand | agreements (during and after the employment); Functional | Intersects With naroamonts v HRS-06.1 | similar confidentiality agreements that reflect the needs to protect 5
Technology data and details. or both d third-parties.
Cyber Security | staff should receive cyber security awareness at the start and during their Mechanisms exist to formally educate authorized users on proper data
33130 Operationsand  |employment; Functional | Intersects With| FormalIndoctrination | HRS-04.2 |handling practices for all the relevant types of data to which they have 5
Technology access.
Cyber Security | staff should receive cyber security awareness at the start and during their poticy Familiarzation & Mechanisms exist to ensure personnel receive recurring familiarization
33130 Operationsand  |employment; Functional | Intersects With v HRS-05.7 |with the organization's security, compliance and resilience policies and 5
Acknowledgement A
Technology provide
Cyber Security | staff should receive cyber security awareness at the start and during their Security, Compliance & exist to provide all and
33130 Operationsand  |employment; Functional | Intersects With| Resilience SAT-02 security, and resilience education 5
Technology Training and training that is relevant for their iob function.
r ity hen linar) tion: ill i le;
Cyber Security when disciplinary actions will be applicable; N Mechanisms exist to sanction personnel failing to comply with
33.1.3.c Operations and Functional |Intersects With| Personnel Sanctions | HRS-07 ! " 5
established security policies, standards and procedures.
Technology
Cyber Security sereening and background check; Mechanisms exist to manage personnel security risk by screenin
33.1.3.d Operations and Functional | Intersects With| ~Personnel Screening HRS-04 | 6€ 8 P yriskby g 5
individuals prior to authorizing access.
Technology
Cyber Security | screening and background check; Roles With Special Mechanisms exist to ensure that individuals accessing a system that
33.1.34d Operations and Functional | Intersects With ! HRS-04.1 | stores, transmits or processes information requiring special protection 5
Protection Measures
Technology satisfy defined personnel screening criteria.
Cyber Security | post-employment cyber security activities, such as: PostEmployment existto notify of their applicable, legally-
33136 Operations and Functional | Intersects With ! HRS-06.2 | binding post-employment requirements for the protection of sensitive 5

Technology

Requirements Awareness

and/or regulated data.
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ki ights;
revoking access rights; Mechanisms exist to proactively govern the following personnel
Cyber Securi t actions:
yber Security Onboarding, Transfering management actions:
Operations and Functional [ Intersects With [ UO% <18 20 0| 1RS-01.1 | (1) Onboarding new personnel (e.g.,new hires 5
Technology € (2) Transferring personnel into new roles within the organization; and
@ of personnel (e. of
CyberSecurity | returning information assets assigned (e.g., access badge, tokens, mobile exist to ensure that and third-party users
33.1.3.2 Operationsand | devices, all electronic and physical information). Functional |Intersects With|  Return of Assets AST-10 |returnall assets in their ion upon ion of 5
Technology contract or agreement.
returning information assets assigned (.8, access badge, tokens, moblle Mechanisms exist to proactively govern the following prsonnel
devices, all electronic and physical information).
Cyber Security Onboarding, Transfertin management actions:
Operations and Functional | Intersects With &O“bﬂard“;‘;‘g e | HRS-01.1 |(1) Onboarding new personnel (e.g., new hires); 5
Technology (2) Transferring personnel into new roles within the organization; and
personnel (e.g., termi of
The Member O tion should U facilities which host
) @ Member Organization should ensure all facilities which hos Physical & exist tofacilitate the operation of physical and
332 Physical Security  |information assets are physically protected against intentional and Functional | Subset Of PES-01 10
Protections environmental protection controls.
security events.
The physical security process should be defined, approved and - )
Physical & tto facilitate th tion of physical and
3.3.2.1 Physical Security  |implemented. Functional Subset Of ysica PES-01 existtofacilitate the operation of physical an 10
Protections environmental protection controls.
The effect  the physical securit hould be monitored,
e it ooy process shodld be mentore Mechanisms exist to validate that Technology Assets, Applications,
measured and periocically evaluated. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3322 Physical Security Functional | Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The physical security process should include (but not limited to):
Physical & tto facilitate th tion of physical and
3323 Physical Security Functional Subset Of ysiea PES-01 existiofacilitate the operation of physicat an 10
Protections environmental protection controls.
physical entry controls (including visitor security); Physical access control mechanisms exist to enforce physical access
thorizations for all physical ts (including designated
3323a Physical Security Functional | Intersects With| Physical Access Control |  PEs-03 |21thorizations forall physical access points (ncluding designated 5
entry/exit points) to facilities (excluding those areas within the facility
officially as publicly
25295 Physical Securiy | TOMtOringand survillance (e.g, CCTV, ATMs GPS tracking, sensitvty Functional. | Intersectswitn| __"Mrusion Alarms / pEs-05.1 | Pvsicalaceess Gontrol mechanisms exist o monitor physical R
sensors): Surveillance Eauipment intrusion alarms and surveillance eauipment
33.23c Physical Security Functional |Intersects With|  Offices, Rooms & pES-04 |OPCrating a Phy 5
e physical access controls are designed and implemented
for offices. rooms and facilities.
tal protection; i Facilit ity mechani tto protect ipment and
33.23.d Physical Security | &"VTenmentat protection: Functional |Intersects With|  Supporting Utilities pEs.g7 | oclty securitymechanisms exist to protect power equipment an 5
Dower cabling for the system from damage and
"’“'“‘:?” of ‘”{m'“a;‘m‘ Esse‘:h"uf'"g (ifecycle “ZC‘L“""_"S "Z”Z":’: and Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
secure disposal, avoiding unauthorized access and (un)intended data
33236 Physical Security [ 1P e Functional | Intersects With | Destruction or Re-Use of |  AST-09 using and methods to 5
eakage. Equipment prevent information being recovered from these components.
protection of information assets during lifecycle (including transport and Physical security exist to isolate
33236 Physical Security | secure disposal, avoiding unauthorized access and (un)intended data Functional |Intersects With|  Delivery & Removal PES-10 |facilities from points such as delivery and loading areas and other 5
leakage. Doints to avoid access.
protection of information assets during lifecycle (including transport and Physical security mechanisms exist to locate system components
23230 Physical Securiy | $¢U1e disposal, avoiding unauthorized access and (un)intended data Functional | intersectswitn|  EGUiPment Siting & pEs.1z | Within the facility to minimize potential damage from physical and s
leakage. Protection environmental hazards and to minimize the opportunity for
access.
The Member Organization should define, approve, implement,
Mech: t to facilitate an IT Asset M t (TAM
333 AssetManagement | communicate and monitor an asset management process, which supports |  Functional Subset Of Asset Governance AST-01 echanisms exist to facilitate an IT Asset Management (ITAM) program 10
to and manage asset controls.
an accurate, up-to-date and unified asset register.
2a91 hosot Management |11 2559t management process should be defined, approved and runctionat | subsetor Asoot Governance aST01 | Mechanisms exist to acilitate an IT Asset Management (TAM) program o
to and manage asset controls.
The effecti f the asset t hould be monitored,
© offectiveness of the asset management process should be monitore Mechanisms exist to validate that Technology Assets, Applications,
measured and periodically evaluated. ; : . :
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3332 Asset Management Functional | Intersects With cPL03 5
Monitoring and/or resilience policies, standards and other applicable
requirements.
2590 hssot Managoment | 11 2559t management pracess should nclude: runctionat | subsetor rssot Govarance asT.o | Mechanisms exist to facilitate an IT Asset Management (TAM) program o
to and manage asset controls.
The asset management process should include: Configuration existto and manage a C
3333 Asset Management Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i
a unified register; Configuration existto and manage a C
3333a Asset Management Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i i
hip and ianship of i assets; Configuration existto and manage a C
3333b Asset Management Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i i
the reference to relevant other processes, depending on asset Configuration existto and manage a C
3333.c Asset Management | management; Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i
information asset classification, labeling and handling; Configuration existto and manage a C
33334 Asset Management Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i i
the discovery of new information assets. Configuration existto and manage a C
3333 Asset Management Functional | Intersects With| Management Database | AST-02.9 |Management Database (CMDB), or similar technology, to monitor and 5
(CMDB) govern technology a i i
The Member Organization should define, follow and review the cyber ) !
" Mechanisms exist to ensure security, compliance and resilience
security architecture, which outlines the cyber security requirements in the ' o, cormp tar )
i i capabilities are designed and maintained in alignment with security
enterprise architecture and addresses the design principles for developing
254 Cyber Security ) A Functional | intersectswitn|  SecureArehitecture | {architeoture principles from: s
-3 Architecture cyber security capabilities. Principles “*](1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3)An defined reference i
The ity hitect houl fil N
efybe'fe:“” ¥ architecture should be defined, approved and Mechanisms exist to ensure security, compliance and resilience
implemented. capabilities are designed and maintained in alignment with security
Cyber Security Functional | intersectswitn|  SecureATehitecture | o o architecture principles from: s
Architecture Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3)An defined reference i
The i ith the ity hitectt houl ite .
‘e compliance with the eyber security architecture should be monitored Mechanisms exist to validate that Technology Assets, Applications,
Cyber Security Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3342 vber Security Functional |Intersects With s CPL-03 vice (TAASD) confor ganizat Lty 5
Architecture Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The cyber security architecture should include: ) .
Mechanisms exist to ensure security, compliance and resilience
capabilities are designed and maintained in alignment with security
ity Architectt hitectt les fi 3
5543 Cyber Security Functional | Subseror || SecureArchitecture | - architecture principles from o
Architecture Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
a strategic outline of cyber security capabilities and controls based on the ) -
oo Mechanisms exist to ensure security, compliance and resilience
i i ;
u au g capabilities are designed and maintained in alignment with security
ity Architectt hitectt les fi 3
35450 Cyber Security functional | subsetor | SecureAvchitecture | o farchitecture principles from: o

Architecture

Principles

(1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3)An i defined reference
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Strength of
Relationsh

Cyber Security

approval of the defined cyber security architecture;

Secure Architecture

Mechanisms exist to ensure security, compliance and resilience
capabilities are designed and maintained in alignment with security
architecture principles fror

Management

Documentation

resilient capabilities.

33.4.3b Functional |  Subset Of SEA01.4 10
Architecture Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
the requirement of h Lified cyb hitects;
@ requirement of having qualified eyber security architects Mechanisms exist to ensure security, compliance and resilience
capabilities are designed and maintained in alignment with security
Cyber Security Secure Architecture architecture principles fror
3.3.4.3. Functional |  Subset Of SEA01.4 10
o Architecture unetion: ubse Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
desi iples for devel b ity controls and applying cyb.
::'g"("”e”c'p e °t‘:;g e ving cyber Mechanisms exist to ensure security, compliance and resilience
ecurity requirements (i.e., the security-by-design principle); capabilities are designed and maintained in alignment with security
Cyber Security Secure Architecture architecture principles fror
33.4.3.d Functional |  Subset Of SEA01.4 10
Architecture unetion: ubse Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
periodic review of the cyber security architecture.
Mechanisms exist to ensure security, compliance and resilience
capabilities are designed and maintained in alignment with security
Cyber Security Secure Architecture architecture principles fror
3.3.4.3. Functional |  Subset Of SEA01.4 10
€ Architecture unetion: ubse Principles (1) The Open Group Architecture Framework (TOGAF);
(2) Sherwood Applied Business Security Architecture (SABSA); and/or
(3) An organi defined reference
The Member Organization should restrict access to its information assets
’ Mechanisms exist to utilize the concept of least privilege, allowing only
Identity and Access |in line with their business requirements based on the neec-to-have o need-| ; ! :
335 ) Functional | Intersects With Least Privilege IAC-21 |authorized access to processes necessary to accomplish assigned 5
Management to-know principles.
tasks in accordance with organizational business functions.
The identity and t policy, including th bt
Identity and Access '@ identity and access management policy, including the responsibilities Identity & Access Mechanisms exist to facilitate the implementation of identification and
3.3.5.1 and accountabilities, should be defined, approved and implemented. Functional | Intersects With 1AC-01 5
Management Management (IAM) access management controls.
The identity and t policy, including th bt
dontity and Access | memoomiat li"“iml';a:e:‘ef” G '"i e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.35.1 " Y . andaccountabilities, shouldbe defined, approved and implemented. Functional | Intersects With | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
anagement Documentation resilient capabilities.
Th i th the identity and licy should be monitored.
¢ compliance with the identity and aceess policy shouldbe monitore Mechanisms exist to validate that Technology Assets, Applications,
Identity and Access Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3352 Functional | Intersects With cPL03 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effectiveness °':'“" fy“e;‘s"‘c‘:’;‘y c"""ms;"“";" the ':_"”‘Cl‘y and Mechanisms exist to validate that Technology Assets, Applications,
access management policy should be measured and periodica
Identity and Access d policy P y Control Gonformity Services and/or Data (TAASD) conform to the organization's security,
evaluated. Functional | Intersects With cPL03 " " ) 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The identity and t policy should include:
dontity and Accase |y end aceess management pofey shouldinelude Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.5.4 — : Functional | SubsetOf |Compliance & Resilience | GOV-02 and necessary for secure, compliant and 10
anagement Documentation resilient capabilities.
busi irements f trol (i-6., need-to-have and need-to-
dontity andAccess  |ream | ements foraccess contretie. neec-totiave andneedo Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3354.a " Y . now); Functional Subset Of | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
anagement Documentation resilient capabilities.
teg. ) 1 :
dontity and Accase | o ccess managemen (8.8 joiners, movers, leavers} Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.5.4b — : Functional | SubsetOf |Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 10
anagement Documentation resilient capabilities.
identifi types shoul i-c., internal staff, third parties); i ] )
dontity andaccess | fed user types should bs covarsd i.o, intamal staff, third parties); Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335451 el Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
h job status or job positions for internal staff (e.g. joiner,
dontity and Access | ZTges ° “’: e _"":’b e e 5 S ! Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3354b.2 dui, and leaver) should be instigated by the human resources department; Functional | SubsetOf |Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
hanges for external staff or third parties shoul tigated by th
dontity and Access ° a"ge‘s d°' ex e"“a bsla °ri ! ird parties should be instigated by the Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
Ma:a - appointed accountable party; Functional | SubsetOf |Compliance & Resilience [ GOV-02 |standards and procedures necessary for secure, compliant and 10
& Documentation resilient capabilities.
ts are formall i th
oty ot ccess uszr access requests are formal yapprivedln acco;danci it bus""ess Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335404 Y and (e an © Functional | SubsetOf |Compliance & Resilience [ GOV-02 |standards and procedures necessary for secure, compliant and 10
avoid access and data leakage)); i
Documentation resilient capabilities.
h ights shoul ina timel ;
dontity and Access changes in access rights should be processed in a timely manner Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335405 el Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
1 nt files shoul iewed;
dontity and Accoss ally user access rights and profiles should be reviewed Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335406 dui, Functional | SubsetOf |Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
dit trail of submitted, d .
dontity and Access | omeemoontion s”bm'(e"hapl‘:?ed i’":l‘":“:sse useraccess requests Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i .
335407 Monam andrevocation requests shouldbe established; Functional | SubsetOf | Compliance &Resilience | GOV-02 and necessary for secure, compliant and 10
© Documentation resilient capabilities.
houl tion; N . " " " i
dontity andaccess | management should be supported by automation; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
33540 el Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
\ f the identi [ ;
dentity and Access centralization of the identity and access management function Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
33544 el Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
0i-f ication f it 1 files;
dentity and Access multi-factor authentication for sensitive and critical systems and profiles; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
3354 el Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
dentity and Access privileged and remote access management, which should address: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
33541 el Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
he all i f privil
I the a};canon and restricted use of privileged and remote access, Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i specifying: )
335411 Monam peciving Functional | SubsetOf |Compliance & Resilience | GOV-02 standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
0i-f i houl forall ;
dentity and Access multi-factor authentication should be used for all remote access; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
3354618 Monam Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
© Documentation resilient capabilities.
dentity and Access m”i”'fac:' a:me""ca:"’" should b: used for privilege access on critical Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i systems based on a risk assessment;
335.4f1b Mar):a I ¥ Functional SubsetOf | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
@ Documentation resilient capabilities.
dentity and Access the periodic review of users with privileged and remote accounts; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
i
335412 Y Functional | SubsetOf | Compliance &Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 10
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dividual tability;
dentity and Access individual accountability; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335443 M::a - Functional | SubsetOf |Compliance&Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
8 Documentation resilient capabilities.
the use of non- Uprivileged ts, including:
dontity and Accase | e crnonpersenal privieged accaunts, including Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
M::a - Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
8 Documentation resilient capabilities.
limitation and monitoring;
dentity and Access imitation and monitoring; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3354f4a e e Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
geme Documentation resilient capabilities.
fidentiality of ds;
dentity and Access confidentiality of passwords; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
335484 e e Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
geme Documentation resilient capabilities.
h ds frequently and at the end of each session.
dontity and Accase | e passwords Tequently and at the end ol each session Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3354f4.0 A Functional | SubsetOf |Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 10
geme Documentation resilient capabilities.
The Member Organization should define, approve and implement cyber Mechanisms exist to develop, document and maintain secure baseline
236 Application Security _|F°CUY Standards for application systems. The compliance with these Functional | intersectewatn|  Secure Basetine cro0 for Assets, and/or Services R
standards should be monitored and the effectiveness of these controls Configurations (TAAS) that are consistent with industry-accepted system hardening
should be measured and evaluated.
The application cyber security standards should be defined, approved and Mechanisms exist to develop, document and maintain secure baseline
33561 Application Security | mPemented: Functional [Intersects with| ~ Secure Baseline CFG-02 for Assets, and/or Services 5
Configurations (TAAS) that are consistent with industry-accepted system hardening
Th i th the applicati ity standards should b
o oo ance wihthe application securly standards shouldbe Mechanisms exist to validate that Technology Assets, Applications,
meonitored. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3362 Application Security Functional ~ Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effectiveness of the application cyber security controls should be Mochanisma exist to validato that Technology Assets, Applications,
measured and periodically evaluated. Control Conformit Services and/or Data (TAASD) conform to the organization's security
3363 Application Security Functional | Intersects With Y CPL-03 § " & iy, 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
‘Application development should follow th d l Secure Soft
Ppiication development should follow the approved secure system eoure Software Mechanisms exist to develop applications based on Secure Software
3.3.6.4 Security life cycle (SDLO). Functional | SubsetOf | Development Practices | TDA-06 10
Development Practices (SSDP).
(SSDP)
The applicati ity standard should include: Secure Soft
o @ application security standard should inelude: ecure Software Mechanisms exist to develop applications based on Secure Software
3365 Application Security Functional | SubsetOf | Development Practices | TDA-06 10
Development Practices (SSDP).
secure coding standards; Secure Software ) -
Mech t to devel lications based on Secure Soft
33654 Application Security Functional | SubsetOf | DevelopmentPractices | TDA- || oo oriome Xistio deveop applications based on Secure Software 10
Development Practices (SSDP).
(SSDP)
the oyb ty control £ Secure Soft
- @ cyher sacurity controls (g ecure Software Mechanisms exist to develop applications based on Secure Software
336550 Application Security | events to monitor and retain [including system access and datal, identity | Functional | SubsetOf | DevelopmentPractices | TDA-06 10
Development Practices (SSDP).
and access (SSDP)
th tion of duties within the applicati rted with Secure Soft
o segrogation of duies within the application (supported with a ecure Software Mechanisms exist to develop applications based on Secure Software
336.5. Security matrix); Functional | SubsetOf | Development Practices | TDA-06 10
Development Practices (SSDP).
the protection of data aligned with the (agreed) olassification scheme Secure Software ) -
o Mechanisms exist to develop applications based on Secure Software
33654 Application Security | (including privacy of customer data and, avoiding unauthorized access and | Functional | SubsetOf | Development Practices | TDA-06 10
Development Practices (SSDP).
data leakage): (SSDP)
nerability and patch G Secure Soft
- vulnerability and patch management ecure Software Mechanisms exist to develop applications based on Secure Software
3365 Application Security Functional | SubsetOf | Development Practices | TDA-06 10
Development Practices (SSDP).
(SSDP)
back-up and dures; Secure Soft
o ) ackeup and recovery procedures, ecure Software Mechanisms exist to develop applications based on Secure Software
336.5f Application Security Functional | SubsetOf | Development Practices | TDA-06 10
o Development Practices (SSDP).
periodic cyber security compliance review. Secure Software , o
- ) Mechanisms exist to develop applications based on Secure Software
3365¢ Application Security Functional | SubsetOf | DevelopmentPractices | TDA-06 P appli 10
Development Practices (SSDP).
(SSDP)
The Member Organization should define, approve and implement a change
237 Change Managament | Mn@ESMent process that controlsall changes to nformation assets.The | (| o o | Change cHo.01 exist to facilitate the implementation of a change o
compliance with the process should be monitored and the effectiveness Program management program.
should be measured and evaluated.
The ch t houl fined, h t to facilitate the implementation of a oh:
sar Change Managament | ® €Pange management pracess should be defined, approved and runctional | subsetor | Chanee cHo01 exist to facilitate the implementation of a change o
Program brogram.
::‘::;’:‘e‘:'ﬂ"ce with the change management process should be Mechanisms exist to validate that Technology Assets, Applications,
- Control Conformit s /or Data (TAASD) conform to th ization' ty,
3372 Change Management Functional [IntersectsWith | oo Comormiy CpLgg | ervices and/or Data (TAASD) conform to the organization's security. 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effect fth ity controls within the ch
e ehcybl:':””“ e e Mechanisms exist to validate that Technology Assets, Applications,
management process should be measured and periodicaly evaluated. . Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3373 Change Management Functional ~ Intersects With - cpL03 ° 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
vara Changs Management | 778 SNanEe management process should include: ronctonat | subsetor | Chanee oHo0r exist to facilitate the implementation of a change o
Program program.
o¥ber security requirements for controlling changes to information asssts, Security Impact Analysis Mechanisms exist to analyze proposed changes for potential securit
33744 Change Management | such as assessing the impact of requested changes, classification of Functional | Intersects With o Imp 4 cHG03 |’ < ¥z@ prop! P 4 5
for Changes impacts, prior to the implementation of the change.
changes and the review of changes:
Security testing, which should (if applicable) include: Tost Validate & Mechanisms exist to appropriately test and document proposed
33745 Change Management Functional ~ Intersects With . CHG-02.2  [changes in a non-production environment before changes are 5
Document Changes ¢ !
ina
penetration testing; exist to conduct ;. for:
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., loT, OT, stc.;
3.3.7.4b.1 Change Management Functional ~ Intersects With 1A0-022 |(7) 5
(8) Malicious code;
(9) Insider threats;
(10) Performanceload testing;
(1) Artificial and (AAT); andror
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
iance and/or resilience requi
ode review if applications are developed internally; it to conduct o
(1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., loT, OT, etc.;
337.4b2 Change Management Functional ~ |Intersects With 1A0-022 |(7) 5
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artficial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
andor resilience
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coael rovw of externally developed applications and if the source code is exist to conduct or
available (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., 10T, OT, etc.);
Change Management Functional | Intersects With 1n0-022 |(7) i 5
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial Intelligence and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
alctt:de roviow repur:h(or equlvater:, such asan |ndeze;\den( assurance oxist to conduct speci o
statement) in case the sourcs code cannot be provided; (1) Statutory, regulatory and contractual compliance obligations;
(2) Monitoring capabilities;
(3) Mobile devices;
(4) Databases;
(5) Application security;
(6) Embedded technologies (e.g., IoT, OT, etc.);
337404 Change Management Functional | Intersects With 1n0-022 |(7) 5
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
(11) Artificial and (AAT); and/or
(12) Other Technology Assets, Applications and/or Services (TAAS) that
require specialized expertise to determine conformity with security,
and/or resilience
25740 Change Managament | PPreVaLof hanges by the businss owner; runctionat | Subsetor | Confieuration Change | ™ Mechanisms exist to govern the technical configuration change control o
Control
2740 Chango Managament | PP/O¥aLiTom the cyber securty function before submitting to Change runctional | subsetor | ComfisurationChange | " Mechanisms exist to govern the technical configuration change control o
Advisory Board (CAB): Control
25740 Change Managament_|PPProVaLbY CAB: runctional | Subsetor | Confieuration Change | ™ Mechanisms exist o govern the technical contfiguration change control o
Control
post-implementation review of the related cyber security controls; exist to verify the of security,
Control Functionality ) "
33.7.4f Change Management Functional | Intersects With o CHG-06  |and resilience controls following implemented changes to ensure 5
licable controls operate as designed.
testing and are for both the ) . !
i P atior Separation of Mechanisms exist to manage separate development, testing and
(technical) environment and involved indivicuals;
Development, Testing operational environments to reduce the risks of unauthorized access or
33.7.48 Change Management Functional | Intersects With : TDA-08 ° ‘ 5
and Operational changes to the operational environment and to ensure no impact to
Environments Assets, and/or Services (TAAS).
ss7an Change Managament _|(" Procedure for emergency changes and fxes: Functional | mtersects With|  Emergency Changes | Grio.o7 | Mechanisms e:\sl;a govern change management procedures for R
changes.
saras Chango Management | /@\U0acK and oll-back procedures. runctionat | Subsetor | ComfieurationChange | "™ Mechanisms exist to govern the technical configuration change control o
Control
The Member O tion should define, d implement oyb
S, 'g:”‘f“ vl sl Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
338 Infrastructure Security | >SCH"Y standards for their © ! Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
with these standards should be monitored and the effectiveness should be
Documentation resilient capabilities.
measured and evaluated.
The infrastruct ity standards should be defined, dand
a1 cacuriy standards shouldbe defined, epprovedan Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.8.1 Infrastructure Security | cmented Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
Th i th the infrastruct ity standards should b
L ee i thenfrastiucture securtty standards shouldbe Mechanisms exist to validate that Technology Assets, Applications,
monitored. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
Infrastructure Security Functional | Intersects With - cPL03 ° 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effectiveness of the infrastructure cyber security controls should be. Mochanisms exist to validate that Technology Assets, Applications,
measured and periodically evaluated. . APp
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3383 Infrastructure Security Functional | Intersects With cpL03 ° ° " ’ 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The infrastruct ity standards should Winst f
e e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3384 Infrastructure Security | Testructure available in the main datacenter(s), the disaster recovery Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
data site(s) and office spaces. e
Documentation resilient capabilities.
The infrastructure security standards should cover all instances of
infrastructure (e.g., operating systems, servers, virtual machines, firewalls, Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
Infrastructure Security | network devices, IDS, IPS, wireless network, gateway servers, proxy Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
servers, email gateways, external connections, databases, file-shares, Documentation resilient capabilities.
laptops. tablets. mobile devices. PBX).
The infrastructure security standard should include: Publishing Secur Mechanisms exist to establish, maintain and disseminate policies,
33.86 Infrastructure Security Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
the C[y"[e’ SEC",?V °°2"°l‘5, - (el'g" AN Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3386.a Infrastructure Security | ¢/eNtS to monitor and retain [including system access and datal, data- Functional | Intersects With| Compliance &Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
leakage prevention [DLP], identity and access management, remote : o ’
Documentation resilient capabilities.
"‘fh“‘z’eg‘“'“" :":”“:": W""['f“"e ‘”t"“”“c'“’e component (supported Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33860 Infrastructure Security | @ documented authorization matrix); Functional | Intersects With | Compliance & Resilience | GOV-02 and necessary for secure, compliant and 5
Documentation resilient capabilities.
the rrgtec'm" of da:a a“lg"m ";"Tme;agme:' cmsmf:m" ZChe'"e " Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3386.c Infrastructure Security | ("¢Uding privacy of customer data and, avoiding unauthorized access and | - ¢ ionat | intersects With | Compliance & Resilience | GOV-02 | standards and procedures necessary for secure, compliant and 5
(un)intended data leakage);
Documentation resilient capabilities.
the use of approved software and secure protocols; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33.8.6.d Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
segmentation of networks; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33.8.6. Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
malicious code/software and virus protection (and applying application Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
whitelisting and APT protection); "
33.8.6f Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
vutnerability and patch management; Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.8.6.8 Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
DDOS protection (where applicable); this should include: Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33860 Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
the use of scrubbing services;
e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33.8.6.0.1 Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02  standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
specification of the bandwidth agreed;
P! e Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
338602 Infrastructure Security Functional | Intersects With| Compliance & Resilience | GOV-02  standards and procedures necessary for secure, compliant and 5

Documentation

resilient capabilities.

Secure Controls Framework (SCF)

130f20



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) (YT Saudi Arabia - Saudi Arabian Monetary Authority (SAMA) Cyber Security Framework Version 1.0 (2017)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI
STRM Guidance: h heory pping: Published STRM URL: £.1-2017.pdf
STRM S Controls Fi 'k (SCF) Sty th of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) AN
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24x7 monitoring by Security Operating Center (SOC), Service Provider (SP)
S "‘°;‘b“”"g e opere ing Center (SOC), Service Provider (SP) Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3386h3 Infrastructure Security |20 SCTUPPINg provider; Functional | Intersects With | Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
testing of DDOS scrubbi imum twi ;
esting of serubbing (minimum twice a yea Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
338604 Infrastructure Security Functional | Intersects With | Compliance & Resilience | GOV-02  standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
DDOS services should be implemented for th datacent U
o '(":" emented for the main datacenter(s) as we Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33.86.h5 Infrastructure Security |25 1 disaster recovery site(s); Functional | Intersects With| Compliance & Resilience | GOV-02 |standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
back-up and recovery procedures;
Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.86 Infrastructure Security Functional | Intersects With | Compliance & Resilience | GOV-02 [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
iodic cybi t U .
periodic eyber security compliance review. Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.86) Infrastructure Security Functional | Intersects With | Compliance & Resilience | GOV-02  [standards and procedures necessary for secure, compliant and 5
Documentation resilient capabilities.
The use of cryptographic solutions within the Member Organizations Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
339 Cryptography should be defined, approved and implemented. Functional |Intersects With Cown:)rols P CRY-01 |protections controls using known public standards and trusted 5
‘Acryptographic secrity standard should be defined, approved and Uso of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
3.3.9.1 Cryptography implemented. Functional | Intersects With Cuwn:)ruls P CRY-01 |protections controls using known public standards and trusted 5
Th i th the ryptographi ty standard should b
e e e ographic security standard should be Mechanisms exist to validate that Technology Assets, Applications,
monitored. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3392 Cryptography Functional | Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effectivensss of the cryptographic security controts should be Mechanisms exist to validate that Technology Assets, Applications,
measured and periodically evaluated.
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3.3.9.3 Cryptography Functional | Intersects With cpL03 " " ’ 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The cryptographic security standard should include: Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
3394 Cryptography Functional | Subset Of e CRY-01 controls using known public standards and trusted 10
an overview of the approved cryptographic solutions and relevant Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
339.4.a c (e legally); Functional | SubsetOf Coi"’mls P CRY-01 |protections controls using known public standards and trusted 10
the circumstances when the approved cryptographic solutions should be Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
3.3.9.4b Cryptography applied; Functional | Subset Of Caeap CRY-01 |protections controls using known public standards and trusted 10
the management of encryption keys, including lifecycle management, Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
339.4.c Cryptography archiving and recovery. Functional | SubsetOf Coi"’mls P CRY-01 controls using known public standards and trusted 10
When the Member Organization allows the use of personal devices (e.g.,
Bring Your Own Davice. | STTPNONES, ablets, Laptops) for business purposes, the use should be Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
33.10 BvoD) supported by a defined, approved and implemented cyber security Functional | SubsetOf |Compliance &Resilience | GOV-02  |standards and procedures necessary for secure, compliant and 10
standard, additional staff agreements and a cyber security awareness Documentation resilient capabilities.
training.
When the Member Organization allows the use of personal devices (e.g.
rtphones, tablets, laptops) for bi , th hould b
3510 Bring Your Own Davice |7 P 19198 18701 P ops) D e o 9% | runctional | intersacts with | Centralized MOM.O1 existto and govern Mobile Device R
- (BYOD) supported by a defined, approved and implemented cyber security Of Mobile Devices Management (MDM) controls.
standard, additional staff agreements and a cyber security awareness
training.
The BYOD cybi ity standard should be defined, dand
Bring Your Own Dovice. |imatomeman oo standard shouidbe defined, approved an Publishing Security, Mechanisms exist to establish, maintain and disseminate policies,
3.3.10.1 © o {mplemented. Functional |Intersects With | Compliance & Resilience | GOV-02 and necessary for secure, compliant and 5
(BvoD) Documentation resilient capabilities.
Th i th the BYOD oyb ity standard should b
e e i he BYOD cybersecurly standard shodldbe Mechanisms exist to validate that Technology Assets, Applications,
Bring Your Own Device |™o"ere" i Control Conformity Services and/or Data (TAASD) conform to the organization's security,
33.102 Functional | Intersects With - cpL03 ° 5
(BYOD) Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
T“Ze““‘;"e”ﬁ“ °':"E‘B:°D cyber security controls should be measured Mechanisms exist to validate that Technology Assets, Applications,
and periodically evaluated.
Bring Your Own Device b Yy Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3.3.10.3 Functional Intersects With CPL-03 N - - - 5
(8YOD) Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
oring Your Own Davice | BYOD standard should include: g Your Own Dovice Mechanisms exist to implement and govern a Bring Your Own Device
33.10.4 Functional |Intersects With AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
(BYOD) (BYOD) Usage ool
devices in the workpl
oring Your Own Davice. | eSPOMIBIlies of the user (including awareness training): g Your Own Dovice Mechanisms exist to implement and govern a Bring Your Own Device
33.10.4a Functional | Intersects With AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
(BYOD) (BYOD) Usage ool
devices in the workpl
regarding the restrictions and for staff when the
Bring Your Own Device. | Member Organization implements cyber security controls on their personal ) ring Your Own Dovice Mechanisms exist to implement and govern a Bring Your Own Device
33.104b voD) devices; for example when using modified devices (jailbreaking), Functional | Intersects With 8Y0D) Usags AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
terminating the employment or in case of loss or theft of the personal devices in the workplace.
devic
ring Your Own Davice| "8 50141100 of businss information from personal information (8. ] ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
33.104.c containerization); Functional | Intersects With AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
(8YOD) (BYOD) Usage °
devices in the workpla
oring Your Own Davice| " "eBUIation of corporate mabile applications or approved “public” ring Your Own Davice Mechanisms exist to implement and govern a Bring Your Own Device
3.3.10.4.d mobile applications; Functional Intersects With AST-16 (BYOD) program to reduce risk associated with personally-owned 5
(BYOD) (BYOD) Usage op)p
devices in the workpla
Bring Your Own Devi ::E :se of mo:'l:e device ma'{'a,geme";(MDM);‘EWIV'"g:meSS c”"“:ls to Bring Your Own Devi Mechanisms exist to implement and govern a Bring Your Own Device
ting Your Own Device nd business container and encryption mechanisms on ring Your Own Device
331040 J e device and business container and encryption mechanisms on the Functional | Intersects With g AST-16 | (BYOD) program to reduce risk associated with personally-owned 5
(BY0D) personal device (to ensure secure transmission and storage). (BYOD) Usage ’
devices in the workplace.
The information assets of the Member Organization should be securely )
SocureDISposalol | doeeen ot e e Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
3311 P O:Assets isposed when the information assets are no longer required. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using i i and methods to 5
i
Equipment prevent information being recovered from these components.
Th disposal standard and procedure should be defined, a )
Socure Disposalol |t o ard andprocedure shouldbe defined, epprove Secure Disposal, Mechanisms exist to securely dispose of, destroy or repurpose system
33111 P O:Assets andimplemented. Functional | Intersects With | Destruction or Re-Use of |  AST-09 using on-defi and methods to 5
i
Equipment prevent information being recovered from these components.
;he cum(p“a;'ce with the secure disposal standard and procedure should Mechanisms exist to validate that Technology Assets, Applications,
monitored.
Secure Disposalof | € MOntore X Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3.3.11.2 Functional Intersects With N CPL-03 N 5
Information Assets Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effecti f th 1! ity trols shouls
e Tl““'e‘d's"’z“ cyber security controls should be Mechanisms exist to validate that Technology Assets, Applications,
Secure Disposalof | e@sured and periodically evaluated. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
33113 - Functional | Intersects With cpL03 ° . : . 5
Information Assets Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Information assets should be disposed in accordance with legal and
Secure Disposal of o e | i Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
33114 P! regulatory requirements, when no longer required (i.e. meeting data privacy | o\ vional | intersects With | Destruction or Re-Use of | AST-09 using ion-defis and methods to 5
Assets to avoid access and avoid (un)intended data
oo Equipment prevent information being recovered from these components.
Sensitive information should be destroyed using techniques to make the
Socuro Dispasalaf | nformation nomretiovabte (64, csoure efase. soeute wining eimeration Secure Disposal, Mechanisms exist to securely dispose of, destroy of repurpose system
33115 P! informati retriev: €. secu » secure wiping, incinerati Functional | Intersects With | Destruction or Re-Use of |  AST-09 using defi and methods to 5
Information Assets | double crosscut, shredding).
Equipment prevent information being recovered from these components.
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Relationship

Secure Disposal of

The Member Organization should ensure that third party service providers
used for secure disposal, transport and storage comply with the secure

Review of Third-Party

Mechanisms exist to monitor, regularly review and assess External

(i.e.. Security Operations Center (SOC)):

controls.

33116 : with the s Functional | Intersects With TPM-08  |Service Providers (ESPs) for compliance with established contractual 5
Information Assets | disposal standard and procedure and the effectiveness is periodically Services
requirements for security, compliance and resilience controls.
measured and evaluated.
See FDE for details. N
3312 Payment Systems |0 Do O dotalS Functional o N/A N/A N/A )
The Member Organization should define, approve, implement and monitor
sa13 Electronic Banking  [a cyber sccurity standard for lectronic banking services. The effectiveness | [ o No A A A o
Services of this standard should be measured and periodically evaluated. Relationship
211 Electronic Banking | The oyber securit standards for elestronic banking services should be Functionat No A A A B
Services defined. approved and
23132 Electronic Banking | The compliance with cyber security standards for electronic banking ronctionat No A A A o
Services services should be monitored.
23138 Electronic Banking | The effectiveness of the cyber security standard fr electronic banking Functionat No A A A B
Services services should be measured and evaluated.
214 Electronic Banking | Electronic banking services security standard should cover: Functionat No A A A o
Services
331340 Electronic Banking | use of brand protection measures to protect online services including Functionat No A A A B
Services social media.
I Electronic Banking | online, mobile and phone banking: Functionat No A A A o
Services
2313451 Electronic Banking | use ofofiial application stores and websites (applicable foronlineand | - No A A A o
Services mobile banking):
sa1a402 Electronic Banking | use of detection measures and take-down of malicious apps andwebsites | [ No A A A o
Services for online and mobile banking):
2313450 Electronic Banking | use of sandboxing (applicable for oiine and mobile banking); Functionat No A A A o
Services
sarad0a Electronic Banking | use of non-caching techniques (applicable for ontine and mobile banking) | 1~ No A A A o
Services
Electronic Bank f o avoid 1 he-middle™-attack No
3.3134b.5 eotronic Banking | use of o avol atacks Functional N/A N/A N/A 0
Services for online and mobile banking):
sa13400 Electronic Banking | use of multi-factor authentication mechanisms: Functionat No A A A o
Services
23134500 Electronic Banking | mult-fator authentication should be used during the registration process | L No A A A o
Services for the customer in order to use of electronic banking services:
P — s - - -
33134500 Electronic Banking should be for all electronic Functional No A A A o
Services banking services available to
39134000 Electronic Banking _|the use of hard and soft tokens should be password prorected; Functionat No A A A o
Services
3134504 Electronic Banking | revoking the access of after3 incorrect Functionat No A A A o
Services orinvalid PINs:
39134000 Electronic Banking | the process for changing the customer mabile number should only be done [ - No A A A o
Services from either a branch or ATM:
3134000 Electronic Banking | the processes for requesting and activating of the multi-factor Functional No A A A o
Services should be done through different delivery channels:
Electronic Bank X hould b for the foll N
3313468 ectronic Banking shouldbe or the following Functional © N/A N/A N/A 0
Services
Electronic Banki -on; N
3.313.4.b.6g1 ectronic Banking | sign-on; Functional Ne N/A N/A N/A 0
Services
sr3abo0g2 Electronic Banking | adding o modifying beneficiaries; Functionat No A A A o
Services
anaanegs Electronic Banking | adding utility and government payment services; Functionat No A A A o
Services
ssr3aboga Electronic Banking | igh-risk (when it exceeds imits); Functionat No A A A o
Services
Electronic Banki dreset; N
3.313.4.b.6.85 ectronic Banking | password rese Functional Ne N/A N/A N/A 0
Services
Clectronic Banking |t Processes for adding and activating beneficiaries should be done o
3.3.13.4b.7 ’ ® " |through different delivery channels (applicable for mobile and ontine Functional N/A N/A N/A )
Services Relationship
banking):
sa1a408 Electronic Banking | high availabily ofthe electronic banking services should be ensured; Fonctionat No A A A B
Services
2313450 Electronic Banking | scheduled downtirme of the electronic banking servioes should be timely | L No A A A .
Services to SAMA and
Eloctronic Banking | cotractual agreements between the Member Organization and the o
3.3.13.4.10 ’ ® | customer addressing the roles, responsibilities and liabilities for boththe |  Functional " N/A N/A N/A 0
Services Relationship
Member O andthe
D130t Electronic Banking | obtaining approval of SAMA before launching a new slectronic banking Fonctionat No A A A B
Services service.
Electronic Banki ATMs and POSs: N
3.3.13.4.0 isctronic Banking san s Functional Ne N/A N/A N/A 0
Services
231301 Electronic Banking | prevention and detection of exploiting the ATH/POS application an ronctionat No A A A B
Services (e, cables, (USB)-ports, ;
cyber security measures, such as hardening of operating systems,
mab’;a"" protection, p”vzcy scfe:}"s' m:fk'"f of pa“:fm;m '“joum Mechanisms exist to develop, document and maintain secure baseline
Electronic Banking | "MPe"S (-8 screen and receipt), geo-blocking (e.g, disable cards per Secure Baseline for Assets, and/or Services
3.3.13.4.0.2 ° default for outside GCC countries, disable magnetic strip transactions), Functional | Intersects With e Base CFG-02 5
Services i Configurations (TAAS) that are consistent with industry-accepted system hardening
video monitoring (CCTV), revoking cards after 3 successive invalid PIN,
standards.
i solutions , and PIN-pad
2a13400 Electronic Banking | remote stopping of ATMs in case of malicious activities. Functionat No A A A B
Services
sa1ada Electronic Banking | SMS nstar notification services: ronctionat No A A A B
Services
313401 Electronic Banking | SMS messages should not contain sensitive data (e, account balance~ | Lo No A A A .
Services except for credit cards):
sarada0 Electronic Banking | SMS alert should be sent to both mobile numbers (old and new) whenthe | L~ No A A A N
Services customer's mobile number has been changed:
Electronic Banking | SMS notification should be sent to the customer’s mobile number when ) No
33.13.4.4.3 ronic Banking Hficat | ustomer e number w Functional ) N/A N/A N/A o
Services requesting a new
aradad Electronic Banking | SMS notification should be sent to the customer’s mobile number forall | L~ No A A A N
Services retail and personal financial
Electronic Banking | SMS notification should be sent to the customer’s mobile number when ) No
3.313.4.45 ronic Banking Leaton e e vetomer's moblle numberw Functional ) N/A N/A NA 0
Services are added. modified and activated.
The Member Organization should define, approve and implement a security
2314 Cyber Security Event | event management process to analyze operational and security loggings Functional | Intersects With| Gontinuous Monitoring |  MON.o1 | Mechanisms existtofacilitate the implementation of enterprise-wide s
Management and respond to security events. The effectiveness of this process should be monitoring controls
measured and evaluated.
st Cyber Security Event | The securit ovent management process should be defined, approvedand | ¢ oo o T T Mechanism:;::l;u facilitate the implementation of enterprise-wide R
The effecti f th ity itrols ithin the ity it
@ effec ‘Ve:ess o ehcyhlz':ec“” Y °°’;'° :W‘ _";_ eusec“”L Y f":” Mechanisms exist to validate that Technology Assets, Applications,
Cyber Security Event | M2"a8ement process should be measured and periodically evaluated. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
33142 Functional | Intersects With cPL03 . 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
22148 Cyber Security Event | To support this process a security event monitoring standard should be Functional. | mterseots With| Continuous Montoring | MoN-o1 | MChaniSmS xist o faciliate the implementation of enterprise-wide R
defined, approved and controls.
the standard should address for all information assets the mandatory exist to configure Assets, andlor
events which should be monitored, based on the classification or risk Services (TAAS) to produce event logs that contain sufficient
profile of the information asset. information to, at a minimum:
Cyber Security Event (1) Establish what type of event occurred;
33.143:a o Functional | Intersects With| Content of EventLogs | MON-03 |(2) When (date and time) the event ocourred; 5
& (3) Where the event ocourred;
(4) The source of the event;
(5) The outcome (success or failure) of the event; and
(6) The identity of anv with the event.
sara Cyber Security Event | The securit ovent management process should include requirements for: | ¢ I 0 F T O T Meshanism exist o facltate the implementation of enterprise-vide o
controls.
Cyber Security Event | the ofa : for securit Mechanisms exist to facilitate the implementation of enterprise-wide
331442 ybersecurty bv team rsecunity Functional SubsetOf | Continuous Monitoring | MON-01 lsms exi 0 imp ! rprise-wi 10
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351040 Cyber Security Event | skilled and (continuously) trained staff; Functional | SubsetOf | Continuous Monitoring | MON.o1 | Mechanisms exst to facilate the implementation of enterprise-wide o
controls.
Cyber Security Event | a restricted area to facilitate SOC activities and workspaces; Mechanisms exist to facilitate the implementation of enterprise-wide
331440 yber Seourtty = restrictedar . i worksp Functional | SubsetOf | Continuous Monitoring | MON-01 roms ext . imp ! rprisewt 10
controls.
2s14aa Cyber Securty Event | resources required continuous security event monitaring actviies 7)o I L T T Mechanismes exst o facilitate the implementation of enterprise-wide o
controls.
Cyber Security Event | detection and handling of malicious code and software; Mechanisms exist to facilitate the implementation of enterprise-wide
331448 ybersecurty b : ing etou war Functional SubsetOf | Continuous Monitoring | MON-01 1sms exi 0 imp ! rprise-wi 10
controls.
ssaat Cyber Security Event | detection and handling of security or suspicious events and anomalies; Functional | SubsetOf | Continuous Monitoring | MoN.o1 | Mechanisms exst to faciliate the implementation of enterprise-wide o
controls.
3a144s Cyber Security Event | deployment of security network packet analysis solution; Functional | SubsetOf | Continuous Monitoring | MON.o1 | Mechanisms exst to faciliate the implementation of enterprise-wide o
controls.
Cyber Security Event | adequately protected logs; Mech: tto protect event logs and audit tools i
3.3.14.4h yber Security Event |adequately protected logs; Functional | Intersects With| Protection of Event Logs | MON-0g | 1oonaniems exist tojprotect event logs and audit tools from 5
access. and deletion.
"e”"‘_’t'c o of and cyber Mechanisms exist to validate that Technology Assets, Applications,
security standards
Cyber Security Event Y Control Conformity Services and/or Data (TAASD) conform to the organization's security,
331441 Functional | Intersects With cpL03 A " . 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
Cyber Soourty Event | 1Oated and centralized analysis of securty loggings and carrelation of Atomated Toots for Feal] Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
33.14.4] event or pattems (i.e., Security Information and Event Management Functional | Intersects With MON-01.2 |or similar automated tool, to support near real-time analysis and 5
Management Time Analysis "
(SIEM): incident escalation
Cyber Soourty Event | 9POTINE f cyber security ncidents; Atomated Toots for Feal] Mechanisms exist to utilize a Security Incident Event Manager (SIEM),
33.14.4k Functional | Intersects With MON-01.2 |or similar automated tool, to support near real-time analysis and 5
Management Time Analysis "
incident escalation
\d dent iodic testi f the effecti f the ity i
n e‘per P ng of the effectiveness of the security operations Mechanisms exist to validate that Technology Assets, Applications,
Cyber Security Event | CoMte" (68 red-teaming). Control Conformity Services and/or Data (TAASD) conform to the organization's security,
331441 Functional | Intersects With cpL03 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
he M_f'""e_'do'%a”‘““"" 5"°:‘:: "[e""‘l" a":’”";a‘:" "”:’le’"_e”'_a CZ"E; Mechanisms exist to validate that Technology Assets, Applications,
security incident management that is aligned with the enterprise incident
Cyber Security Incident Y g g P! Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3315 management process, to identify, respond to and recover from cyber Functional | Intersects With cpL03 ° " ’ 5
Management gomen " Monitoring compliance and/or resilience policies, standards and other applicable
security incidents. The effectiveness of this process should be measured
requirements.
and evaluated.
Cyber SacurityIngident |11 CY0" security ncident management process should be defined, ncident Rosponse Mechanisms exist to implement and govern processes and
33.15. approved, and aligned with th prise incident Functional | Intersects With IRO-01 to facilitate an de resp pabil 5
Management Operations " © 8
process. for and data protection-related incidents.
The effectiveness of the cyber security controls within the cyber security
o . N e et Mechanisms exist to validate that Technology Assets, Applications,
Cyber Security Incident | "%'4ent management process should be measured and periodically Control Conformity Services and/or Data (TAASD) conform to the organization's security,
33.15.2 evaluated. Functional | Intersects With cPL03 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
The standard should address the mandatory and suspicious security Mechanisms exist to cover:
events which should be responded to. (1) Preparation;
yber Security Incidant (2) Automated event detection or manualincident report intake;
33.153 v Y Functional | Subset Of Incident Handling IRO-02  ((3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
The security incident management process should include requirements Mechanisms exist to cover:
for: (1) Preparation;
yber Security Incidant (2) Automated event detection or manualincident report intake;
3.3.15.4 v Y Functional | Subset Of Incident Handling IRO-02  ((3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the ofa team for security incident Mechanisms exist to cover:
management; (1) Preparation;
) (2) Automated event detection or manualincident report intake;
Cyber Security Incident
33.154.a Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
skilled and (continuously) trained staff; Mechanisms exist to cover:
(1) Preparation;
) (2) Automated event detection or manualincident report intake;
Cyber Security Incident
331540 Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
sufficient capacity available of certified forensic staff for handling major Mechanisms exist to cover:
incidents (e.g, interal staff or contracting an external forensic team); (1) Preparation;
) (2) Automated event detection or manualincident report intake;
Cyber Security Incident
3.3.15.4.0 Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
a restricted area to facilitate the computer emergency response team Mechanisms exist to cover:
(CERT) workspaces; (1) Preparation;
) (2) Automated event detection or manualincident report intake;
Cyber Security Incident
3.3.15.4.d Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the classification of cyber security incidents; Mechanisms exist to cover:
(1) Preparation;
Cyber Security Incident (2) Automated event detection or manual incident report intak
urity Inci ) )
33.15.4 v v Functional | Subset Of Incident Handling IRO-02  |(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the timely handling of cyber security incidents, recording and monitoring Mechanisms exist to cover:
progress; (1) Preparation;
Cyber Security Incident (2) Automated event detection or manual incident report intak
urity Inci )
3.3.15.4f v v Functional | Subset Of Incident Handling IRO-02  |(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
the protection of relevant evidence and loggings: Mechanisms exist to cover:
(1) Preparation;
. (2) Automated event detection or manual incident report intak
Cyber Security Incident . i
331548 Functional | Subset Of Incident Handling IRO-02  |(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
post-incident activities, such as forensics, root-cause analysis of the Mechanisms exist to cover:
incidents; (1) Preparation;
Cyber Security Incident (2) Automated event detection or manual incident report intak
urity Inci )
3.3.15.4.h 4 Y Functional Subset Of Incident Handling IRO-02  |(3) Analysis; 10
Management
(4) Containment;
(5) Eradication; and
(6) Recoverv.
reporting of suggested i to the CISO and the Committ Mechanisms exist to cover:
(1) Preparation;
Cyber Security Incident (2) Automated event detection or manual incident report intake;
33.15.4. v Y Functional | Subset Of Incident Handling 1R0-02  [(3) Analysis; 10

Management

(4) Containment;
(5) Eradication; and
(6) Recoverv.
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Relationsh

3.3.15.4

Cyber Security Incident
Management

establish a cyber security incident repository.

Functional

Subset Of

Incident Handling

IRO-02

Mechanisms exist to cover:

(1) Preparation;

(2) Automated event detection or manual incident report intake;
(3) Analysis;

(4) Containment;

(5) Eradication; and

(6) Recoverv.

3.3.15.5

Cyber Security Incident
Management

The Member Organization should inform ‘SAMA IT Risk Supervision’
immediately when a medium or high classified security incident has
occurred and identified.

Functional

No
Relationship

N/A

N/A

3.3.15.6

Cyber Security Incident

The Member Organization should obtain ‘no objection’ from ‘SAMA IT Risk

pervision” before any media related to the incident.

Functional

No

N/A

N/A

3.3.15.7

Cyber Security Incident
Management

The Member Organization should submit a formal incident report ‘SAMA IT

Risk Supervision’ after resuming operations, including the following
incident details:

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

33.157.a

Cyber Security Incident
Management

title of incident;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

Assets, Applications, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.b

Cyber Security Incident
Management

classification of the incident (medium or high);

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reportin
(1) Requirements; and
(2) Timelines.

33.157.c

Cyber Security Incident
Management

date and time of incident occurred;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

Assets, Applications, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.d

Cyber Security Incident
Management

date and time of incident detected;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

33.157.

Cyber Security Incident
Management

information assets involved;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.1

Cyber Security Incident
Management

(technical) details of the incident;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.¢

Cyber Security Incident
Management

root-cause analysis;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.h

Cyber Security Incident
Management

corrective activities performed and planned;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.

Cyber Security Incident
Management

description of impact (e.g., loss of data, disruption of services,
of data, data leakage, number of

customers impacted);

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

33.15.7]

Cyber Security Incident
Management

total estimated cost of incident;

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.15.7.k

Cyber Security Incident
Management

estimated cost of corrective actions.

Functional

Intersects With

Serious Incident
Reporting

IRO-10.5

Mechanisms exist to report any serious incident involving the

s Assets, Services and/or Data
(TAASD) to relevant authorities in the locality where the incident
occurred, in accordance with mandatory reporting:
(1) Requirements; and
(2) Timelines.

3.3.16

Threat Management

The Member Organization should define, approve and implement a threat
intelligence management process to identify, assess and understand
threats to the Member Organization information assets, using multiple

reliable sources. The effectiveness of this process should be measured and

evaluated.

Functional

Intersects With

Control Conformity
Monitoring

CPL-03

Mechanisms exist to validate that Technology Assets, Applications,
Services and/or Data (TAASD) conform to the organization's security,

and/or resilience policies, standards and other applicable
requirements.

3.3.16.1

Threat Management

The threat intelligence management process should be defined, approved

and implemented.

Functional

Intersects With

Threat Intelligence
Program

THR-01

Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
selection of security solutions, monitoring, threat hunting, response
and recovery activities.

3.3.16.2

Threat Management

The of the threat i
measured and periodically evaluated.

process should be

Functional

Intersects With

Control Conformity
Monitoring

CPL-03

Mechanisms exist to validate that Technology Assets, Applications,
Services and/or Data (TAASD) conform to the organization's security,
compliance and/or resilience policies, standards and other applicable
requirements.

3.3.16.3

Threat Management

The threat intelligence management process should include:

Functional

Subset Of

Threat Intelligence
Program

THR-01

Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
selection of security solutions, monitoring, threat hunting, response
and recovery activities.

33.16.3.a

Threat Management

the use of internal sources, such as access control, application and
infrastructure logs, IDS, IPS, security tooling, Security Information and

Event Monitoring (SIEM), support functions (e.g., Legal, Audit, IT Helpdesk,
Comli

Forensics, Fraud Risk

Functional

Intersects With

Threat Intelligence
Program

THR-01

exist to athreati program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
selection of security solutions, monitoring, threat hunting, response.
and recovery activities.

3.3.16.3.b

Threat Management

the use of reliable and relevant external sources, such as SAMA,
government agencies, security forums, (security) vendors, security
organizations and specialist notification services;

Functional

Intersects With

Threat Intelligence Feeds

THR-03

Mechanisms exist to maintain situational awareness of vulnerabilities
and evolving threats by leveraging the knowledge of attacker tactics,
and to facilitate the i of
and controls.

33.163.c

Threat Management

a defined methodology to analyze the threat information periodically;

Functional

Intersects With

Threat Intelligence
Program

THR-01

Mechanisms exist to implement a threat intelligence program that
includes a cross-organization information-sharing capability that can
influence the development of the system and security architectures,
selection of security solutions, monitoring, threat hunting, response
and recovery activities.
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Rationale Control Desc Relationship
the relevant details on identified o collected threats, such as modus existto athreat program that
operandi, actors, motivation and type of threats; Throat Intlligonce includes a cross-organization information-sharing capability that can
33.163.d Threat Management Functional | Intersects With Brogan THR-01  [influence the development of the system and security architectures, 5
g selection of security solutions, monitoring, threat hunting, response
and recovery activities.
the relevance of the derived intelligence and the action-ability for follow-up Mechanisms exist to implement a threat intelligence program that
(for e.g., SOC, Risk Management); Threat Intelligence includes a cross-organization information-sharing capability that can
33.163.¢ Threat Management Functional | Intersects With ngmmg THR-01  [influence the development of the system and security architectures, 5
Selection of security solutions, monitoring, threat hunting, response
and recovery activities.
Sharing the relevant intelligence with the relevant stakeholders (e.g., SAMA, Toroat intolligonce Mechanisms exist to utilize external threat intelligence feeds to
3.3.16.3.f Threat Management | BCIS members). Functional | Intersects With i, THR-03.1 |generate and disseminate organization-specific security alerts, 5
porting d and/or directives.
The Member Organization should define, approve and implement a
Vulnerability & Patch
Vulnerability erabi process for the i and mitigation of uinerability & Patal Mechanisms exist to facilitate the implementation and monitoring of
3317 and The of this Functional |Intersects With| Management Program | VPM-01 5
Management Vulnerability management controls.
process should be measured and the effectiveness should be periodically (vPMP)
evaluated.
The vulnerabilit t hould be defined, dand Vulnerability & Patch
Vulnerability © vutnerability management process should be defined, approved an unerabitity & Patd Mechanisms exist to facilitate the implementation and monitoring of
33171 implemented. Functional |Intersects With| Management Program | VPM-01 " 5
Management Vulnerability management controls.
(vPMP)
The e °';"E o process should be Mechanisms exist to validate that Technology Assets, Applications,
measured and periodically evaluated.
Vulnerability P Yy Control Conformity Services and/or Data (TAASD) conform to the organization's security,
33.17.2 Functional | Intersects With cpL03 A " . 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The vulnerabilit t hould include: Vulnerability & Patch
Vulnerability © vulnerability management process should include uinerability & Pate Mechanisms exist to facilitate the implementation and monitoring of
33173 Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
(vPMP)
Winformati ts; Vulnerability & Patch
Vulnerability allinformation assets; uinerability & Patal Mechanisms exist to facilitate the implementation and monitoring of
33.17.3.a Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
(vPMP)
[ f ing th k-based); Vulnerability & Patch
Vulnerability requency o © sean uinerability & Patal Mechanisms exist to facilitate the implementation and monitoring of
33.17.3b Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
(vPMP)
) classification of vulnerabilities; Vulnerability & Patch ) ] -
Vulnerability Mechanisms exist to facilitate the implementation and monitoring of
33.17.3.c Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
vPMP)
defined timelines to mitigats lassification); Vulnerability & Patch
Vulnerability efined timelines to mitigata (per classification), uinerability & Patl Mechanisms exist to facilitate the implementation and monitoring of
33.17.3.d Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
(vPMP)
) prioritization for classified information assets; Vulnerability & Patch ) ] -
Vulnerability Mechanisms exist to facilitate the implementation and monitoring of
33.17.3.e Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
vPMP)
tch tand method of deployment. Vulnerability & Patch
Vulnerability patch management and method of deployment uinerabliity & Petcl Mechanisms exist to facilitate the implementation and monitoring of
3.3.17.3.f Functional | SubsetOf | ManagementProgram | VPM-01 10
Management Vulnerability management controls.
(vPMP)
Third Party Cyb FDE for details. N
3.4 ird Party Oyber | See FDE for details Functional e N/A N/A N/A o
Security
The Member Organization should define, approve, implement and monitor
Contract and Vend Mech: t to facilitate the implementation of third-party
3.4 ontractand Vendor . ¢ quired cyber security controls within the contract and vendor Functional | Intersects With | Third-Party Management | TPM-01 || conanisms existtofacilitate the iImplementation of third-party 5
Management controls.
The cyber security requirements should be defined, approved,
Contract and Vend Mech: t to facilitate the implementation of third-party
3.4.1.1 ontractand Vendor ;1o mented and communicated within the contract and vendor Functional | Intersects With | Third-Party Management | TPM-01 || conanisms existtofacilitate the iImplementation of third-party 5
Management management controls.
The clum[.;uance with contract and vendor management process should be Mochanisms exist to validate that Technology Assets, Applications,
monitored.
Contract and Vendor Control Conformity Services and/or Data (TAASD) conform to the organization's security,
Functional | Intersects With cpL03 ; ’ . 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The effect  the oyb ity controls within the contract and
e e Mechanisms exist to validate that Technology Assets, Applications,
Contract and Vendor | """ management process should be measured and periodically Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3413 evaluated. Functional | Intersects With - cpL03 ° 5
Management Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
sara Contractand Vendor | These contract and vendor management processes should cover: Functional | SubsotOFf | Third-Party Managoment |  Tob.01 | echanisms exist o facilitate theimplementation of thir-party o
controls.
Contract and Vend hether the involvement of the cyb ity function is actively required Mechani tto facilitate the implementation of third-part
si1aa ontract and Vendor | whether the involvement of the cyber security function s actively required | (oI 0 Cn T T Machanism est to faciltate the implementation of third-party o
(e.£...in case of due diligence): controls.
the baseline cyber security requirements which should be applied in all isms exist to require for applicable
saan Contractand Vendor | cases; Functional | intersectswitn|  TTA-PartyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
the right to periodically perform cyber security reviews and audits. isms exist to require for applicable
sa1ae Contract and Vendor Functional | intersectswitn|  TMTA-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
The contract process should cover for: isms exist to require for applicable
sats Contract and Vendor Functional | intersectswitn|  TTA-PartyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
executing a cyber security risk assessment as part of the procurement isms exist to require for applicable
24150 Contractand Vendor | process; Functional | intersectswitn|  TMTA-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements reflecting the organization's needs to protect ts Technology Assets,
Services and/or Data (TAASD).
defining the specific cyber security requirements as part of the tender isms exist to require for applicable
s150 Contractand Vendor | process; Functional | intersectswitn|  TMrAPatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
cations. Services and/or Data (TAASD).
evaluating the replies of potential vendors on the defined cyber security exist to require i for applicabl
a0 Contractand Vendor | requirements; Functional | intersectswitn|  TMre-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
i Services and/or Data (TAASD).
testing of the agreed cyber security requirements (risk-based); exist to require i for applicabl
a1 Contract and Vendor Functional | intersectswitn|  TMre-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
cations. Services and/or Data (TAASD).
defining the communication or escalation process in case of cyber security exist to require. i for applicabl
sa1se Contractand Vendor |incidents; Functional | intersectswitn|  TMrA-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
cations. Services and/or Data (TAASD).
ensuring cyber security requirements are defined for exiting, terminating or exist to require i for applicabl
aarsi Contractand Vendor | renewing the contract (including escrow agreements if applicable); Functional | intersectswitn|  TMrA-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
i Services and/or Data (TAASD).
defining a mutual confidentiality agreement. exist to require i for applicabl
saisg Contract and Vendor Functional | intersectswitn|  TMTA-PatyGontract | | security, compliance and resilience requirements with third-partes, s
Management Requirements. reflecting the organization's needs to protect its Technology Assets,
cations. Services and/or Data (TAASD).
Contractand Vendor | The vend t i-e., service level ) should Mechani tto facilitate the implementation of third-part
ontract and Vendor | The vendor management process (i.c., service level management) shoul Functional | SubsotOf | Third-Party Managoment |  Tpw.g1 | echanisms exist o facilitate the implementation of third-party o
cover for: controls.
Contract and Vendor | periodic reporting, reviewing and evaluating the contractually agreed cybel Mechanisms exist to facilitate the implementation of third-part
34.16a periodic reporting, reviewing and evaluating uallyagreed oyber | b tional SubsetOf | Third-Party Management | TPM-01 tsms exi H Imp ! irc-party 10
security (in SLAS). controls
The Member O tion should define, implement and monitor th
e oo 'sg:c”‘"; i oo oty o o Mechanisms exist to validate that Technology Assets, Applications,
r securi i
required oyt urity within outsourcing policy and outsourcing Control Conformity Services and/or Data (TAASD) conform to the organization's security,
342 Outsourcing process. The effectiveness of the defined cyber security controls should Functional | Intersects With cPL-03 5
Monitoring compliance and/or resilience policies, standards and other applicable
periodically be measured and evaluated. i
requirements.
The cyber security requirements within the outsourcing policy and process
Mechanisms exist to facilitate the implementation of third-party
3.4.2.1 Outsourcing should be defined, approved, implemented and communicated within Functional | Intersects With | Third-Party Management |  TPM-01 tsms ex 0 imp ! irc-party 5
Member O management controls.
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The eyber security requirements regarding the outsourcing policy and Mechanisms exist to validate that Technology Assets, Applications,
process should be measured and periodically evaluated. Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3422 Outsourcing Functional | Intersects With cpL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The outsourcing process should include: Mechanisms exist to ensure organizations involved in developing,
and/or inii Assets, i
) and/or Services (TAAS) provide assurance of internal oversight
Security, Compliance & °
capabilities that demonstrate:
3423 Outsourcing Functional | Intersects With| ~Resilince Outsourcing | GOV-18.3 5
T e (1) Governance of internal controls;
(2) Risk management, including analysis and mitigation activities; and
@c with applicable laws, and
obligations.
the approval from SAMA prior to material outsourcing; Mechanisms exist to ensure organizations involved in developing,
and/or Assets,
and/or Services (TAAS) provide assurance of internal oversight
Security, Compliance & capabilities that demonstrate:
3423a Outsourcing Functional | Intersects With| Resilince Outsourcing | GOV-19.3 5
(1) Governance of internal controls;
Limitations (2) Risk management, including analysis and mitigation activities; and
@1c with applicable laws, and
obligations.
the involvement of the cyber security function; Mechanisms exist to ensure organizations involved in developing,
andlor inii Assets, i
: and/or Services (TAAS) provide assurance of internal oversight
Security, Compliance & °
capabilities that demonstrate:
3.4.23b Outsourcing Functional | Intersects With| ~Resilince Outsourcing | GOV-18.3 5
L e (1) Governance of internal controls;
(2) Risk management, including analysis and mitigation activitie
@c with applicable laws, and
obligations.
compliance with the SAMA circular on outsourcing. Mechanisms exist to ensure organizations involved in developing,
and/or Assets,
and/or Services (TAAS) provide assurance of internal oversight
Security, Compliance & capabilities that demonstrate:
34230 Outsourcing Functional | Intersects With| ~Resilince Outsourcing | GOV-19.3 5
(1) Governance of internal controls;
Limitations (2) Risk management, including analysis and mitigation activitie:
(3) Compliance with applicable laws, and
obligations.
The Member Organization should define, implement and monitor the
required cyber security controls within the cloud computing policy and Mechanisms exist to facilitate the implementation of cloud
343 Cloud Computing | process for hybrid and public cloud services. The effectiveness of the Functional |IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
defined cyber security controls should periodically be measured and with industry practices.
evaluated.
The cyber security controls within the cloud computing policy for hybrid Mechanisms exist to facilitate the implementation of cloud
3.4.3.1 Cloud Computing | and public cloud services should be defined, approved and implemented |  Functional ~[IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
and within Member Organi with industry practices.
The compliance with the cloud computing policy should be monitored. Mochanisms exist to validate that Technology Ascete, Applications,
Control Conformity Services and/or Data (TAASD) conform to the organization's security,
3432 Cloud Computing Functional | Intersects With cPL03 5
Monitoring compliance and/or resilience policies, standards and other applicable
requirements.
The oyber security controls regarding the cloud computing policy and Mechanisms exist to facilitate the implementation of cloud
3433 Cloud Computing | process for hybrid and public cloud services should be periodically Functional | IntersectsWith|  Cloud Services cLo-01 controls to ensure cloud instances are secure and in-line 5
measured and evaluated. with industry practices.
The cloud computing policy for hybrid and public cloud services should Mechanisms exist to facilitate the implementation of cloud
3434 Cloud Computing |address requirements for: Functional | IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
the process for adopting cloud services, including that: Mechanisms exist to facilitate the implementation of cloud
34344 Cloud Computing Functional | IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
a oyber security risk assessment and due diligence on the cloud service Mechanisms exist to facilitate the implementation of cloud
Cloud Computing | provider and its cloud services should be performed; Functional |IntersectsWith|  Cloud Services cLo-01 controls to ensure cloud instances are secure and in-line 5
\with industry practices.
the Member Organization should obtain SAMA approval prior to using Mechanisms exist to facilitate the implementation of cloud
343482 Cloud Computing | cloud services or signing the contract with the cloud provider; Functional | IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
 contract should be in place, including the cyber security requirements, Mechanisms exist to facilitate the implementation of cloud
343483 Cloud Computing | before using cloud services; Functional |IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
data location, including that: Mechanisms exist to facilitate the implementation of cloud
34345 Cloud Computing Functional | IntersectsWith|  Cloud Services cLo-01 controls to ensure cloud instances are secure and in-line 5
\with industry practices.
in principle only oloud services should be used that are ocated i Saudi Mechanisms exist to faciitate the implementation of cloud
3.4.3.40.1 Cloud Computing | A7aPie- or when eloud services are to be used outside Saudi Arabia thatthe | ¢\ ijonai | intersects with Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
Member Organization should obtain explicit approval from SAMA; o
with industry practices.
data use limitations, inoluding that: Mechanisms exis to facilitate the implementation of cloud
3434 Cloud Computing Functional |IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
the cloud service provider should not use the Member Organization's data Mechanisms exist to facilitate the implementation of cloud
Cloud Computing  |for secondary purposes; Functional | IntersectsWith|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
\with industry practices.
security, inoluding that: Mechanisms exist to facilitate the implementation of cloud
34344 Cloud Computing Functional |IntersectsWith|  Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
the cloud service provider showld implement and manitor the cyber Mechanisms exis to faciitate the implomentation of loud
3.4.3.4.4.1 Cloud Computing | S¢CUTYy controls as determined in the risk assessment for protecting the Functional | Intersects With Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 5
integrity and of the Member O
with industry practices.
data:
data segregation, including that: Mechanisms exist to facilitate the implementation of cloud
3434 Cloud Computing Functional |IntersectsWith|  Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
the Member Organization's data i Logically segregated from other data Mechanisms exis to faciitate the implomentation of loud
Cloud Gomputing |14 the cloud service provider, including that the cloud service provider | (| Cloud Services CLD-01  [management controls to ensure cloud instances are secure and in-line 5
should be able to identify the Member Organization's data and at all times
| with industry practices.
should be able to it from other data.
business continuity, including that: Mechanisms exist to facilitate the implementation of cloud
34341 Cloud Computing Functional |IntersectsWith|  Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
business continuity requirements are met in accordance with the Member Mechanisms exist to facilitate the implementation of cloud
343441 Cloud Computing | Organization’s business continuity policy; Functional |IntersectsWith| ~ Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
audit, review and monitoring, including that: Mechanisms exist to facilitate the implementation of cloud
34348 Cloud Computing Functional |IntersectsWith| ~ Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
the Member Organization has the right to perform a cyber security review Mechanisms exist to facilitate the implementation of cloud
343481 Cloud Computing | at the cloud service provider; Functional |IntersectsWith| ~ Cloud Services CLD-01 [ management controls to ensure cloud instances are secure and in-line 5
with industry practices.
the Member Organization has the right to perform a cyber security audit at Mechanisms exist to facilitate the implementation of cloud
343482 Cloud Computing | the cloud service provider; Functional | Intersects With|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
with industry pratices.
the Member Organization has the right to perform a cyber security Mechanisms exist to facilitate the implementation of cloud
343483 Cloud Computing | examination at the cloud service provider; Functional | Intersects With|  Cloud Services CLD-01 | management controls to ensure cloud instances are secure and in-line 5
with industry practices.
exit, inoluding that: Mechanisms exist to ensure cloud services are decommissioned so
aasan Cloud Computing Functional | interscct witn|  CloudInfrastructure | o fthat data s securely transitioned to new systems o archived n .

Offboarding

with standards, as well as
statutory, regulatory and i
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the Member Organization has termination rights; Mechanisms exist to ensure cloud services are decommissioned so
343401 Cloud Computing Functional | Intersects With Cloud Infrastructure CLD-01.2 that data is securely transitioned to new systems or archived in 5
Offboarding with standards, as well as
statutory. regulatory and igati
the cloud service provider has to return the Member Organization’s data on Mechanisms exist to ensure cloud services are decommissioned so
343402 Cloud Computing termination; Functional | Intersects With Cloud Infrastructure CLD-01.2 that data is securely transitioned to new systems or archived in 5
Offboarding with standards, as well as
statutory. regulatory and igati
the cloud service provider has to irreversibly delete the Member Mechanisms exist to ensure cloud services are decommissioned so
3.43403 Cloud Computing Organization’s data on termination. Functional | Intersects With Cloud Infrastructure CLD-01.2 that data is securely transitioned to new systems or archived in 5
Offboarding with standards, as well as
statutorv. regulatory and i
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