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See FDE for details. N
I BASIC PROVISIONS [ >°° FDE fordetatls Functional o N/A N/A N/A )
N/A ) No
I PRINCIPLES Functional ) N/A N/A N/A 0
Personal data must be: Mechanisms exist to limit the collection, receiving, processing, storage,
s Principles Relating to Functional | intersects witn | Reasonable Data Privacy [ . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Protection Practices to consumer for what is necessary
and i
processed lawfully, fairly and in a transparent manner in relation to the Mechanisms exist to limit the collection, receiving, processing, storage,
st Principles Relating o | data subject (“lawfulness,faimess and )-Lawul Functional | intersects witn | Reasonable Data Privacy [ o . |transmission, sharing, updating and/or disposal of Personal Data (PD) R
Protection shall be the processing performed in compliance with this Law and/or Practices to consumer for what is necessary
other law regulating and i
collected for specified, explicit and legitimate purposes and cannot be Mechanisms exist to limit the collection, receiving, processing, storage,
15 Principles Relatingto  |further processed in a manner that is incompatible with those purposes Functional | intersects witn | Reasonable Data Privacy [ o . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Protection (“limitation relating to the purposes of processing); Practices to consumer for what is necessary
and i
adequate, relevant and limited to what is necessary in relation to the Mechanisms exist to limit the collection, receiving, processing, storage,
1) Principles Relatingto | purposes for which they are processed (“data minimization”); Functional | intersects witn | Reasonable Data Privacy [ o - |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Protection Practices to consumer for what is necessary
and i
accurate and, where necessary, kept up to date. Taking into account the Mechanisms exist to limit the collection, receiving, processing, storage,
st Principles Relating o | purposes for which t i processed, every reasonable measre must be Functional | intersects witn | Reasonable Data Privacy [ o . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Protection taken to ensure that personal data that is inaccurate is erased or rectified Practices to consumer for what is necessary
without delav (“accuracy”): and i
kept in a form which permits identification of persons only within the time Mechanisms exist to limit the collection, receiving, processing, storage,
156 Principles Relating o | imit that is necossary for the purposes for which the personal data is Functional | intersects witn | Reasonable Data Privacy [ o - |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Protection processed to be realized (“storage limitation”); Practices to consumer for what is necessary
and i
processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing, as
wellas against accidental loss, destruction or damage, by using Mechanisms exist to limit the collection, receiving, processing, storage,
Principles Relating to frelated - Reasonable Data Priva transmission, sharing, updating and/or disposal of Personal Data (PD)
156 rinciples Relating technical, or measures (“integrty | gl witn nable Data Privacy | oo 1 1. |transmission, sharing, updating and/or dispos rson: (D) s
Protection and confidentiality”). The controller shall be responsible for application of Practices ding to consumer for what is necessary
the provisions of paragraph 1 of this Article and must be able to and proportionate.
the thereof (“ ty for actions’
By way of exception from Article 5, paragraph 1, item 2) of this Law, where
further processing is carried out for the purposes of archiving n the public
interest, for scientific or historical research purposes, as well as for
statistical purposes, in compliance with this Law, it shall be considered
that personal data s not processed in the manner which is incompatible
with the original purpose. Where processing for a purpose whichis other
than the purpose for which data has been collected is not based on the law
prescribing the necessary and proportionate measures in a democratic
society with  view to safeguarding the objectives referred to in Article 40, Mechanisms exist to limit the collection, receiving, processing, storage,
Processing for Other | PAra8raph 1 of this Law, or on the consent from the data subject, the Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
1.6 controller shall be obliged to ascertain whether or not processing for such Functional | Intersects With y PRI-01.11 5
Purposes Practices to consumer for what is necessary
other purpose is in compatible with the purpose of processing for which
and proportionate.
data has been initially collected, in particular by taking into account:
Provisions of paragraphs 1and 2 of this Article shall not apply to
performed by the thorities for the purposes of
prevention, investigation and uncovering of criminal offences, prosecution
of perpetrators of criminal offences or enforcement of criminal sanctions,
including prevention and protection from threats to public and national
security (hereinafter referred to as: for special purposes).
Whether there is a connection between the purpose for which data has Mechanisms exist to restrict collecting, receiving, processing, storing,
been collected and another purpose of intended processing; transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
prosessingfor Other Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1.6(1) Functional | Intersects With PRI-05.4 [notice(s):; 5
Purposes Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
circumstances under which data has been collected, including the Mechanisms exist to restrict collecting, receiving, processing, storing,
relationship between the controller and data subjects; transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, consistent with the dat
Processing for Other ) Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
11.6(2) Functional | Intersects With PRI-05.4 [notice(s); 5
Purposes Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the nature of data, and in particular whether some special types of Mechanisms exist to restrict collecting, receiving, processing, storing,
personal data referred to in Article 17 of this Law is being processed or not transmitting, sharing and/or updating Personal Data (PD) to:
Prosessingfor Othar | 21/0r whether or not the 8 personal data related to criminal convictions ) Usogo Restrictions of (1)The purpose(s) originaly collected, consistent with the data privacy
1.6(3) rarmases and punishable offences referred to in Article 19 of this Law is being Functional | Intersects witn| 2287 2% T A0S PRI-05.4 [notice(s); 5
processed; (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the possible consequences of further processing for data subjects; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uty collected, consistent with the dat
Processing for Other ) Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
116(4) Functional | Intersects With PRI-05.4 [notice(s); 5
Purposes Personal Data (PD)
(2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
lication of te saf  such ti . ]
Other | enon® adequate safeguards, such as encryption or Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
for i
1.6(5) o Functional | Intersects With v 0) PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
P scoped to protect the confidentiality and integrity of the PD.
application of adequate safeguards, such as encryption or Mechanisms exist to restrict collecting, receiving, processing, storing,
pseudonymisation. transmitting, sharing and/or updating Personal Data (PD) to:
1) Th Uy collected, tent with the dat
Processing for Other Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
116(5) o Functional | Intersects witn| 2257 "2% 8 05 PRI-05.4 [notice(s); 5
u
P (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
Personal data collected by the competent authorities for special purposes
cannot be processed for a purpose other than the purpose for which data
L , h furthe i N . " .
has been col lected, except where such further processing is prescribed by Mechanisms exist to restrict collecting, receiving, processing, storing,
the law. Processing performed by the competent authorities for special "
transmitting, sharing and/or updating Personal Data (PD) to:
purposes which are purposes other than those for which the personal data ’ ]
Processing for Other ) A ) (1) The purpose(s) originally collected, consistent with the data privacy
has been collected shall be permitted where the following conditions are Usage Restrictions of !
7 Purposes by Competent S b e oo Functional | Intersects witn| 25 2% O PRI-05.4 [notice(s): 5
met: Pr rform
Authorities e (2) What s authorized by the data subject, or authorized agent; and
special purposes may cover archiving of personal data for the public (8) What s consistent with applicable laws, regulations and
interest, and/or its use for scientific, statistical or historical purposes,
° " ° contractual obligations.
providing that adequate technical, organisational and staff-related
measures are applied with the aim of protecting the rights and freedoms of
data subi 'S,
the controller is authorized to process such personal data for such other Mechanisms exist to restrict collecting, receiving, processing, storing,
purposes, in compliance with the law; transmitting, sharing and/or updating Personal Data (PD) to:
Processing for Other ) 1) The purpose(s) originally collected, consistent with the data privac
e § Usage Restrictions of (1) The purpose(s) originally : privacy
11.7(1) Purposes by Competent Functional | ntersectswith| 228 P28 O PRI-05.4 [notice(s): 5
Authorities (2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
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to such other purpose, in

is necessary and
compliance with the law.

STRM
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Functional

Intersects With
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Published STRM URL:

SCF Control

Usage Restrictions of
Personal Data (PD)

fworld.

SCF#

PRI-05.4

Secure Controls Framework (SCF)
Control Description

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and

Strength of
Relationship

Storage, Storage Periods
and Review of the Need
for Storage in Special
Cases

By way of exception from Article 5, paragraph 1, item 5) of this Law,
personal data processes exclusively for the purposes of archiving for the
public interest, for the purposes of scientific or historical research, as well
as for statistical purposes, can be stored for a longer period, while
complying with the provisions of this Law on application of adequate
technical, organisational and staff-related measures, all with the aim of
protecting the rights and freedoms of data subjects. In the case of
personal data processed by the competent authorities for special
purposes, a time limit must be set for erasure of such data and/or a time
limit for periodical evaluation of the need for its storage. Where the time
limit referred to in paragraphs 1 and 2 of this Article is not determined by
the law, it shall be determined by the data controller. The Commissioner
shall supervise compliance with the time limits referred to in paragraphs 1
through 3 of this Article in compliance with their powers prescribed by this
Law

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

Mechanisms exist to ensure Personal Data (PD) is protected by logical
and physical security safeguards that are sufficient and appropriately
scoped to protect the confidentiality and integrity of the PD.

Storage, Storage Periods
and Review of the Need
for Storage in Special
Cases

By way of exception from Article 5, paragraph 1, item 5) of this Law,
personal data processes exclusively for the purposes of archiving for the
public interest, for the purposes of scientific or historical research, as well
as for statistical purposes, can be stored for a longer period, while
complying with the provisions of this Law on application of adequate
technical, organisational and staff-related measures, all with the aim of
protecting the rights and freedoms of data subjects. In the case of
personal data processed by the competent authorities for special
purposes, a time limit must be set for erasure of such data and/or a time
limit for periodical evaluation of the need for its storage. Where the time
limit referred to in paragraphs 1 and 2 of this Article is not determined by
the law, it shall be determined by the data controller. The Commissioner
shall supervise compliance with the time limits referred to in paragraphs 1
through 3 of this Article in compliance with their powers prescribed by this
Law

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

Differentiating Individual
Types of Data Subjects

Where itis a case of personal data processed by the competent authorities
for special purposes, the competent authority shall be obliged to, on the
occasion of processing thereof, if possible, make a clear distinction
between data relating to individual types of persons on which data is being
o d. such a

Functional

No
Relationship

N/A

N/A

1.9(1)

Differentiating Individual
Tupes of Data Subiects

the persons against whom there is reasonable suspicion that they have
or that thev intend to commit criminal offences:

Functional

No

N/A

N/A

11.9(2)

Differentiating Individual
Types of Data Subiects

the persons against whom there is reasonable suspicion that they have
criminal offences:

Functional

No

N/A

N/A

1.9(3)

Differentiating Individual
Tupes of Data Subiects

the person who are convicted of criminal offences;

Functional

No

N/A

N/A

11.9(4)

Differentiating Individual
Types of Data Subiects

the persons injured by a criminal offence or the persons for whom it is
presumed that they could be injured by a criminal offence:

Functional

No

N/A

N/A

1.9(5)

Differentiating Individual
Types of Data Subjects

other persons which are related to a criminal offence, such as the
witnesses, persons that can provide information on a criminal offence,
related persons or collaborators of the persons referred to items 1) through
3) of this Article.

Functional

No
Relationship

N/A

N/A

.10

Differentiating Individual
Types of Personal Data

Where itis a case of personal data processed by the competent authorities
for special purposes, the competent authority shall be obliged to, to the
degree to which it is possible, clearly separate the personal data which is
based solely on the findings of facts from the personal data which is based
on a personal

Functional

No
Relationship

N/A

N/A

i

Quality o

The ities which are personal data for special
purposes shall be obliged to, by applying reasonable measures, ensure
that any inaccurate, incomplete pieces of personal data and those which
have not been updated is not transmitted and/or that it is not accessible.
Accuracy, completeness and whether or not personal data is kept up to
date shall be checked by the competent authorities, to the degree
possible, prior to initiating the transfer and/or prior to making such data

Personal Data and
Special Conditions for
Processing
Performed by the
Competent Authorities
for Special Purposes

available. The authority which is transmitting personal data to
another competent authority shall be obliged to, to the extent possible,
additionally deliver information which is necessary for ascertaining the
degree of accuracy, completeness, authenticity and/or reliability of
personal data, as well as to deliver a notice on keeping of such data up to
date. Where inaccurate personal data is transmitted and/or where
personal data is transmitted unlawfully, the competent authority to which
such data is transferred must be notified thereof without delay, and
personal data transmitted must be rectified or erased, and/or its
processing must be limited in compliance with this Law. Where special
conditions are required by the law for processing, the competent authority
which is transmitting personal data shall be obliged to inform the recipient
of data of such special conditions, as well as of the obligation to comply
therewith

Functional

Intersects With

Personal Data (PD)
Accuracy & Integrity

PRI-05.2

Mechanisms exist to ensure the accuracy and relevance of Personal
Data (PD) throughout the information lifecycle by:

(1) Keeping PD up-to-date; and

(2) Remediating identified inaccuracies, as necessary.

1

Quality o

The ities which are personal data for special
purposes shall be obliged to, by applying reasonable measures, ensure
that any inaccurate, incomplete pieces of personal data and those which
have not been updated is not transmitted and/or that it is not accessible.
Accuracy, completeness and whether or not personal data is kept up to
date shall be checked by the competent authorities, to the degree
possible, prior to initiating the transfer and/or prior to making such data

Personal Data and
Special Conditions for

available. The authority which is transmitting personal data to
another competent authority shall be obliged to, to the extent possible,

Processing
Performed by the
Competent Authorities
for Special Purposes

deliver i which is necessary for ascertaining the
degree of accuracy, completeness, authenticity and/or reliability of
personal data, as well as to deliver a notice on keeping of such data up to
date. Where inaccurate personal data is transmitted and/or where
personal data is transmitted unlawfully, the competent authority to which
such data is transferred must be notified thereof without delay, and
personal data transmitted must be rectified or erased, and/or its
processing must be limited in compliance with this Law. Where special
conditions are required by the law for processing, the competent authority
which is transmitting personal data shall be obliged to inform the recipient
of data of such special conditions, as well as of the obligation to comply
therewith

Functional

Intersects With

Obligation To Inform
Third-Parties

PRI-07.3

Mechanisms exist to inform applicable third-parties of any
modification, deletion or other change that affects shared Personal
Data (PD).

12

Lawfulness of Processing

Processing shall be lawful only where one of the following conditions is
met: Paragraph 1, item 6) of this Article shall not apply to the processing
performed by a public authority within their scope of competence.
Provisions of paragraphs 1 and 2 of this Article shall not apply to the
performed by the thorities for special purposes.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
i

to consumer for what is necessary
and proportionate.

12

Lawfulness of Processing

Processing shall be lawful only where one of the following conditions is
met: Paragraph 1, item 6) of this Article shall not apply to the processing
performed by a public authority within their scope of competence.
Provisions of paragraphs 1 and 2 of this Article shall not apply to the
performed by the thorities for special purposes.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

1.12(1)

Lawfulness of Processing

the data subject has consented to processing of their personal data for one
or more specifically designated purposes;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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processing is necessary for performance of a contract concluded with the Mechanisms exist to restrict collecting, receiving, processing, storing,
data subject or for taking actions, at the request of the data subject, prior transmitting, sharing and/or updating Personal Data (PD) to:
It usion of the contract; 1) The purpose(s) originally collected, consistent with the data privacy
0 conclusion of the contract Usage Restrictions of (1) The purpose(s) originally i privacy
112(2) Lawfulness of Processing Functional. | Intersects with |~ o8 PRI-05.4 [notice(s): 5
(2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
processing is necessary with the aim to complying with the legal Mechanisms exist to restrict collecting, receiving, processing, storing,
obligations of the controllers; transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of (1) The purpose(s) originally collect neistent withthe data privacy
112(3) Lawfulness of Processing Functional | Intersects With PRI-05.4 [notice(s): 5
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary with the aim of protecting the vitally important Mechanisms exist to restrict collecting, receiving, processing, storing,
interests of the data subjects or of another natural person; transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of (1) The purpose(s) originally collect neistent with the data privacy
112(4) Lawfulness of Processing Functional | Intersects With PRI-05.4 [notice(s): 5
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary with the aim of carrying out of tasks in the public Mechanisms exist to restrict collecting, receiving, processing, storing,
interest or executing the legally prescribed powers of the controllers; transmitting, sharing and/or updating Personal Data (PD) to:
1) The purpose(s) originally collected, consistent with the data privacy
Usage Restrictions of (1) The purpose(s) originally collect neistent with the data privacy
1112(5) Lawfulness of Processing Functional | Intersects With PRI-05.4 [notice(s): 5
Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary with the aim of realising the legitimate interests of Mechanisms exist to restrict collecting, receiving, processing, storing,
the controllers or of a third party, except where the interests or the transmitting, sharing and/or updating Personal Data (PD) to
fundamental rights and freedoms of the data subject for which personal Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1112(6) Lawfulness of Processing | data processing is required prevail over such interests, and in particular Functional. | Intersectswith |~ 88 o8 e PRI-05.4 [notice(s): 5
where the data subject is an underage person. (2) What s authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
Processing performed by the competent authorities for special purposes Mechanisms exist to restrict collecting, receiving, processing, storing,
Lawfulness of Processing | shall be lawful only where such processing is necessary for conducting the transmitting, sharing and/or updating Personal Data (PD) to:
Performedbythe | tasks of the and whereitis bythe law. Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1113 Competent Authorities | Such law shall at the minimum laid down the objectives of processing, Functional | Intersects With Peional Do (°D) PRI-05.4 [notice(s): 5
for personal data which is to be processed and the purposes of processing. (2) What s authorized by the data subject, or authorized agent; and
Special Purposes (3) Whatis consistent with laws, ions and
The basis for processing referred to in Article 12, paragraph 1, items 3) and
5) of this Law shall be laid down by the law. Where it is a case of
processing referred to in Article 12, paragraph 1, item 3) of this Law, the
law shall additionally laid down the purpose of processing, and where it is
a case of processing referred to in Article 12, paragraph 1, item 5) of this
Law, the law shall laid down whether or not processing is necessary with
the view to carrying out the tasks in the public interest or in the exercise of
the legally vested in - The law Mechanisms exist to determine and document the legal authority that
| referred o in paragraph 1 of this Article shall prescribe the public interest Authority To Collect, ‘ ‘
Lawfulness of Processing permits the organization to collect, receive, process, store, transmit,
.14 which is intended to be realized, as well as the obligation to comply with Functional |Intersects With| Process, Store & Share PRI-04.1 5
in Special Cases i g share, update and/or dispose Personal Data (PD), either generally or in
the rules on proportionate processing to the objective intended to be Personal Data (PD) e
support of a specific business process.
achieved, and may additionally prescribe conditions governing
issibility of ing by the the types of data which is
subject to processing, the data subjects concerned, the persons to which
data can be disclosed and the purpose of disclosure thereof, limitations
pertaining to the purpose of processing, the storage and keeping period, as
well as other special actions and the procedure of processing, including
the safeguards for lawful and fair processing.
Where processing is based on consent, the controller must be able to
demonstrate that the person has consented to processing of their personal
data. If the data subject's consent is given in the context of a written
declaration which also concerns other matters, the request for the
provision of consent must be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily Mechanisms exist to enable data subjects to authorize the collection,
accessible form, using clear and plain language. Any part of such a receipt, processing, storage, transmission, sharing, updating and/or
declaration which is contrary to this Law shall not have any legal effect. disposal of their Personal Data (PD), where the data subject is
The data subject shall have the right to withdraw their consent at any provided, prior to collection, with:
115 Consent moment. The withdrawal of consent shall not affect the permissibility of Functional | Intersects With| Data Subject Consent | PRI-03 (1) Plain language explaining the potential data privacy risks of the 5
processing which has been performed on the basis of the consent prior to authorization;
withdrawal. Before providing consent, the data subject must be informed (2) Ameans to decline the authorization; and
of the right to withdrawal, as well as of the effect of the withdrawal. (3) Necessary choice and consent-related criteria required by
Withdrawing of consent must be simple, just as it shall be simple to give applicable statutory, regulatory and contractual obligations.
the consent. When assessing whether consent for processing of personal
data s freely given or not, utmost account shall be taken of whether or not
the performance of contracts, including the provision of services, is
conditional on giving consent that is not necessary for the performance of
that contract
Where processing is based on consent, the controller must be able to
demonstrate that the person has consented to processing of their personal
data. If the data subject's consent s given in the context of a written
declaration which also concerns other matters, the request for the
provision of consent must be presented in a manner which is clearly
distinguishable from the other matters, in an intelligible and easily
accessible form, using clear and plain language. Any part of such a
declaration which is contrary to this Law shall not have any legal effect. Mechanisms exist to document Personal Data (PD) processing
The data subject shall have the right to withdraw their consent at any Documenting Data activities that covers collection, receiving, processing, storage,
115 Consent moment. The withdrawal of consent shall not affect the permissibility of Functional | Intersectswith |, 20 e PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5
processing which has been performed on the basis of the consent prior to detail to demonstrate conformity with applicable statutory, regulatory
withdrawal. Before providing consent, the data subject must be informed and contractual requirements.
of the right to withdrawal, as well as of the effect of the withdrawal.
Withdrawing of consent must be simple, just as it shall be simple to give
the consent. When assessing whether consent for processing of personal
data is freely given or not, utmost account shall be taken of whether or not
the performance of contracts, including the provision of services, is
conditional on giving consent that is not necessary for the performance of
that contract
An underage person who has turned 15 may independently provide consent
to processing of their personal data in the se of information society
Consent of an Underage |SrVices: Ina case of an underage person who has not turned 15, the Mechanisms exist to prevent the sale, processing and/or sharing of
consent for processing of data referred to in paragraph 1 of this Article Prohibition of Selling,
Person inrelation tothe | 791 07 PrO%e8S A e e o b amot raossding andior Personal Data (PD) when:
.16 Use of Information | M|St P@ given by the parent exercising parental right and/or by another Functional | Intersects With ¢ PRI-03.3 (1) Instructed by the data subject; or 5
legal representative of the underage person. The controller must take Sharing Personal Data '
Society A (2) The data subject is a minor, where selling and/or sharing PD is
; reasonable measures with the aim of determining whether the consent has ]
Services legally prohibited.
been provided by a parent exercising parental right and/or by another legal
representative of the underage person, by taking into consideration
available i
Processing of personal data revealing racial or ethnic origin, political
1 i ical beliefs or t ) ) ) )
opinions, religious or pmwswrf'ca beliefs or r‘ade union membership, as Mechanisms exist to restrict collecting, receiving, processing, storing,
well as the processing of genetic data, biometric data for the purpose of o
transmitting, sharing and/or updating Personal Data (PD) to:
uniquely identifying a person, data concerning health condition or data
: ) ! (1) The purpose(s) originally collected, consistent with the data privacy
g of Special sex life or sexual of a natural person shall be Usage Restrictions of
7 Types of Personal Data | prohibited. By way of exception, th ferred t py | FunetionalintersectsWith) oo o natpata Py | 0S4 |roticelss °
VP! prohibited. By way of exception, the processing referred to in paragrap (2) What s authorized by the data subject, or authorized agent; and
of this Article shall be permitted in the following cases: Provisions of P ’ .
hs 1and 2 of this Article shall not apply to processing performed (9) Whatis consistent with applicable laws, regulations and
paragrap ) PPy 8P contractual obligations.
by the competent authorities for special purposes.
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Rationale Control Description Relationshi
the data subject has given their explicit consent to processing for one or Mechanisms exist to restrict collecting, receiving, processing, storing,
more purposes of processing, except where the law prescribes that transmitting, sharing and/or updating Personal Data (PD) to:
hallnot be performed on the basis of t ,
processing of Special | 0SSN shallnotbe performed on the basis of a consen Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
11.17(1) Functional | Intersects With PRI-05.4 [notice(s); 5
Types of Personal Data Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary with the aim of carrying out the obligations or Mechanisms exist to restrict collecting, receiving, processing, storing,
legally prescribed of the controller or of the data transmitting, sharing and/or updating Personal Data (PD) to:
processing of Special | 401Gt he field of tabour, social insurance and soal protection,fsuch Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(2) processing is prescribed by the law or a collective agreement providingfor | Functional | Intersects With PRI05.4 [notice(s); 5
Types of Personal Data ! Personal Data (PD)
for the tights, freedoms and the (2) What is authorized by the data subject, or authorized agent; and
interests of the data subject; (3) What is consistent with applicable laws, regulations and
processing is necessary with a view to protecting the vitally important Mechanisms exist to restrict collecting, receiving, processing, storing,
interests of the data subject or of another natural person, where the data transmitting, sharing and/or updating Personal Data (PD) to:
biect is physically or legall ble of gi t ,
processing of Special | 2P1°et 5 Physically orlegally incapable of ging consen Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(3) Functional ~ Intersects With PRI05.4 [notice(s); 5
Types of Personal Data Personal Data (PD)
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is carried out in the course of the registered economic activity
and by applying byan Mechanisms exist to restrict collecting, receiving, processing, storing,
association or any other not-for- profit organisation with a political, transmitting, sharing and/or updating Personal Data (PD) to:
T
Prosessing of Special _|Plosophical, eligious or trade union aim and on condition that the Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(4) processing relates solely to the members and/or to the former members of | Functional | Intersects With PRI-05.4 [notice(s); 5
Types of Personal Data Personal Data (PD)
such organization or to persons who have regular contacts with it in (2) What is authorized by the data subject, or authorized agent; and
connection with the purposes of the organization, as well as that the (3) What is consistent with applicable laws, regulations and
personal data is not disclosed outside that organisation without the contractual obligations.
consent of the data subiects:
processing relates to the personal data which has manifestly been made Mechanisms exist to restrict collecting, receiving, processing, storing,
public by the data subject; transmitting, sharing and/or updating Personal Data (PD) to:
1) Th
Processing of Special Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(5) vl Functonal | inersects witn| 22 SRS | pRios.a notice(s): 5
rson:
i (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary for the purpose of establishing, exercising or Mechanisms exist to festriot collecting, receiving, processing, storing,
defending the legal claims or in the case where a court s acting in their transmitting, sharing and/or updating Personal Data (PD) to:
Processing of Special |18l capacity; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1L17(6) vl Functional | inersects witn| 2950 "R | pRios.a notice(s): 5
ata ersonal Data
P (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary for the purpose of realizing a substantial public Mechanisms exist to festriot collecting, receiving, processing, storing,
interest, providing that such processing is proportionate to the aim transmitting, sharing and/or updating Personal Data (PD) to:
1) Th i
Processing of Special _|PUTSUed: bY respecting he essence of therght to data protection and Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(7) Topon of Parsanet bata. | PreViding that application of suitable and specific measures to safeguard | Functional | Intersectswitn| "3 TR R | PRL0S.4  [notice(s): 5
P the fundamental rights and the interests of the data subject is provided for; (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employees, Mechanisms exist to restrict collecting, receiving, processing, storing,
medical diagnosis, the provision of health or social protection and/or the transmitting, sharing and/or updating Personal Data (PD) to:
Prosessing of Special | MAN2EEMent of ealth or social care systems, on the bass of the law or Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
1117(8) pursuant to a contract with a health professional, providing that the Functional | Intersects With PRI05.4  [notice(s); 5
Types of Personal Data 2 cont > Personal Data (PD) ; ) )
processing is carried out by or under supervision of a medial worker or (2) What is authorized by the data subject, or authorized agent; and
another person that is subject to the obligation of professional secrecy (3) What is consistent with applicable laws, regulations and
prescribed by the law or by the rules of profession; contractual obligations.
processing is necessary for the purpose of achieving public interest in the Mechanisms exis to restrict collecting, receiving, processing, storing,
area of public health, such as protection against serious cross-border transmitting, sharing and/or updating Personal Data (PD) to:
threats to public health ing high standards of qualit fety of i i
Prosessing of Special _|{17eA1S to public health or ensuring high standards of qualty and safety o ) Usogo Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
1117(9) Typos of Passomat bata.|1EGLth care and of medicinal products or medical devices, onthe basisof | Functional | Intersects With | * 228" B ORI | pRI06.4 - [notice(s); 5
the law which provides for suitable and specific measures to safeguard the (2) What is authorized by the data subject, or authorized agent; and
rights and freedoms of the data subject, in particular in respect of (3) What s consistent with applicable laws, regulations and
secrecy:
processing is necessary for archiving purposes in the public interest, Mechanisms exist to restrict collecting, receiving, processing, storing,
scientific or historical research purposes or for statistical purposes, in transmitting, sharing and/or updating Personal Data (PD) to:
t th Article 92, h 1 of this Law, that such , consi i
Prosessing of Special _|COMPliaNce with Articlo 92, paragraph 1 ofthis Law, provicing that suc ) Usage Restrictions of (1) The purpose(s)originally collected, consistent with the data privacy
1117(10) Typos of Passomal Data.|PToceSSIng s proportionate to the sims pursued, whil respecting the Functional | ntersects with 262 "SR ORI | pRL0s.4- | notice(s): 5
essence of the right to personal data protection and providing that suitable (2) What is authorized by the data subject, or authorized agent; and
and specific measures to safeguard the fundamental rights and the (3) What s consistent with applicable laws, regulations and
interests of the data subiect is provided for.
Processing of personal data performed by the competent authorities for
Prosessing of Special | PEC19! PUTPOSES which i revealing acial o ethnic origi, poltcal Mechanisms exist to restrict collecting, receiving, processing, storing,
Tynos of Porsonat Dot |OPIMoNS,relgious or philosophical beliefs, or trade union membership, as transmitting, sharing and/or updating Personal Data (PD) to:
sortormed bythe. |/l the processing of genetic data, biometrc data for the purpose of Usogo Restrictions of (1) The purpose(s) originally cllected, consistent with the data privacy
18 Compotont uniquely identiting a natural person, data concerning health condition or | Functional [ Intersectswitn| 082 "N RN | pRI0S.4 [notice(s): 5
Authorities for Spacial |3t coneeming sex ifo or sexual orientation of a natural person shall be (2) What is authorized by the data subject, or authorized agent; and
Purposes permitted only where it is necessary, with application of appropriate (3) What s consistent with applicable laws, regulations and
safeguards of the rights of data subjects, in one of the following cases: contractual obligations.
Processing of Special | SOMPEtent authority i legally authorized to process special types of Mechanisms exist to restrict collecting, receiving, processing, storing,
personal data; transmitting, sharing and/or updating Personal Data (PD) to:
Types of Personal Data py b o eocto ot it the dat
ur ,
sortormod by the ) Usage Restrictions of The purpose(s)originally collected, consistent with the data privacy
11.18(1) Functional ~ Intersects With PRI05.4  [notice(s); 5
Competent Personal Data (PD)
) (2) What is authorized by the data subject, or authorized agent; and
Authorities for Special o ’ :
(3) What is consistent with applicable laws, regulations and
Purposes
processing of Special | PrOCeSSINEof he special s of personal data s nacessary with a view to Mechanisms exist to restrict collecting, receiving, processing, storing,
Typos of Persomat Data.|PTOteCtING the vitally mportant interests o the data subject o of another transmitting, sharing and/or updating Personal Data (PD) to:
natural person; ) 1) The purpose(s) originally collected, consistent with the data pri
Performed by the P § Usage Restrictions of (1) The purpose(s) originally : privacy
11.18(2) Functional ~ Intersects With PRI05.4  [notice(s); 5
Competent Personal Data (PD)
) (2) What is authorized by the data subject, or authorized agent; and
Authorities for Special o ’ :
(3) What is consistent with applicable laws, regulations and
Purposes
processing of Special | PrOCeSSINE elates to special types of personal data which are manifestly Mechanisms exist to restrict collecting, receiving, processing, storing,
made available to public by the data subject. transmitting, sharing and/or updating Personal Data (PD) to:
Types of Personal Data s b o et ettt the dat
) e purpose(s) originally collected, consistent with the data priva
Performed by the § Usage Restrictions of The purpose(s) originally : privacy
1118(3) Functional ~ Intersects With PRI05.4  [notice(s); 5
Competent Personal Data (PD)
) (2) What is authorized by the data subject, or authorized agent; and
Authorities for Special o ’ :
(3) What is consistent with applicable laws, regulations and
Purposes
Processing of personal data relating to criminal convictions, punishable Mechanisms exist to restrict collecting, receiving, processing, storing,
acts and safeguards can be carried out based on Article 12, paragraph 1 of transmitting, sharing and/or updating Personal Data (PD) to:
Processing Relatingto | this Law under supervision of a competent authority only or where Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
1119 Criminal Convictions and | processingis authorized by the law, with the application of appropriate Functional | Intersects With | | 22%° Resiet by | PRM054 [notice(s): 5
Punishable Acts | special safeguards for the rights and freedoms of data subjects. The (2) What is authorized by the data subject, or authorized agent; and
comprehensive records of criminal convictions shall be kept only by and (3) What is consistent with applicable laws, regulations and
under ision of a authoritv.
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Iffor the realisation of the purpose of processing, personal data does not
or does no longer require the identification of a data subject by the
controller, the controller shall not be obliged to keep, acquire or process
additional information in order to identify the data subject for the sole
purpose of complying with this Law. Where, in case referred to in
paragraph 1 of this Article, the controller is able to demonstrate that they Mechanisms exist to restrict collecting, receiving, processing, storing,
are not in a position to identify the data subject, it shall be obliged to transmitting, sharing and/or updating Personal Data (PD) to:
Processing Which Dogs | 107 the data subject accordingly, if possible. In the cases referred to n Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
120 Not Roauire Idenifoasjon | PATaETaPHS 1 and 2 o this Arice, provisions of Artcles 26, paragraphs 1| Functional [ Intersectswith| 282 "8 IE RN | PRI05.4 | notice(s): 5
through 4, Article 29, Article 30, paragraphs 1 through 5, Article 31, (2) What is authorized by the data subject, or authorized agent; and
paragraphs 1 through 3, Article 33, paragraphs 1 and 2 and Article 36, (3) What is consistent with applicable laws, regulations and
paragraphs 1 through 4 of this Law shall not apply, except where the data contractual obligations.
subject, for the purpose of exercising their rights under those Articles,
provides additional information enabling their identification. Provisions of
paragraphs 2 and 3 of this Article shall not apply to processing carried out
by the competent authorities for special purposes.
" R‘GHLSU(;JFEEEDATA A Functional No N/A N/A N/A 0
Transparencyand  |N/A o
na Modalities for the Funotional N/A N/A N/A 0
Relationship
Exercise of the Rights
The controller shall be obliged to take appropriate measures to provide
complete information referred to in Articles 23 and 24 of this Law and/or
information relating to exercise of the rights referred to in Article 26,
Articles 29 through 31, Article 33, Articles 36 through 38 and Article 53 of
this Law to the data subjects, in a concise, transparent, intelligible and
easily accessible manner, using clear and plain language, in partioular in
case of a piece of information intended to an underage person. Such
information shall be provided in writing or in some other form, including, Mechanisms exist to:
where appropriate, in electronic form. When requested by the data subject, (1) Make data privacy notice(s) available to individuals upon first
information can be provided orally, provided that the identity of the data ith an and as ;
subject has been undoubtedly established. The controller shall be obliged (2) Ensure that data privacy notices are clear and easy-to-understand,
to provide assistance to the data subject in exercising of their rights under expressing relevant information about how Personal Data (PD) is
Transparent nformation, | 1616 26, Artiles 29 through 31, Aricte 33 and Aricles 36 through 38 of collested, received, processed, stored, transmitted, shared, updated
this Law. In the cases referred to in Article 20, paragraphs 2 and 3 of this and/or disposed;
Information and Methods |, .o controlter may not refuse to act on the request of the data subject (3) Contain all necessary notice-related criteria required by applicable
.21 for Exercising of o " A ; Functional ~Intersects With|  Data Privacy Notice PRI-02 5
for exercising of their rights under Article 26, Articles 29 through 31, Article statutory, regulatory and contractual obligations;
the Rs'i:z::m 33 and Articles 36 through 38 of this Law, unless where the controller has (4) Define the scope of PD processing activities, including the
demonstrated that it s not possible for them to identify the data subject. geographic locations and third-party recipients that process the PD
The controller shall be obliged to provide information on action taken within the scope of the data privacy notice;
based on a request under Article 26, Articles 29 through 31, Article 33 and (5) Periodically, review and update the content of the privacy notice, as
Articles 36 through 38 of this Law to the data subject without delay and necessary; and
within 30 days from the receipt of the request at the latest. That time limit (6) Retain prior versions of the privacy notice, in accordance with data
can be extended by additional 60 days where necessary, taking into retention requirements.
account the complexity and number of the requests. The controller shall be
obliged to inform the data subject of any such extension of the time limit
and of the reasons for such extension within 30 days from the receipt of the
request. Where the data subject has submitted the request by electronic
means, information must be provided by electronic means where possible,
unless where the data subject has requested that information be provided
by other means. If the controller does not take action on the request of the
Transparent Information, | COLECt e necessary admiistrative costs of rovision ofinformation
and/or taking action on the request; Mechanisms exist to limit the collection, receiving, processing, storage,
0.1.21(1) wor;’:‘s‘::r::n:?fhm Functional [ ntersects With | "oS0nap\e DataPrvacy | o, o, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices to consumer for whatis necessary
the Rs'i:::::m and proportionate.
refuse to act on the request. Mechanisms exist to document justifiable reasons for rejecting a data
Transparent Information, subject's access request for disclosure when the request s:
Information and Methods (1) Harassin
1.1.21(2) for Exercising of Functional [Intersects witn| Justification ToReject | oo o) o o) pepetitives 5
> Disclosure Requests
the Rights of Data (3) Fraudulent;
Subjects (4) Unjustified; and/or
(5) Unlawful.
Where processing is carried out by the competent authorities for special
purposes, the controller shall be obliged to take reasonable measures in
order to provide to the data subject complete information referred to in
Article 25 of this Law and/or information relating to exercising of the rights
referred to in Articles 27, 28, 32, 34, 35, 39 and 53 of this Law, in a concise,
intelligible and easily accessible manner, by using clear and plain
language. Such information shall be provided in any manner appropriate,
including by electronic means. As a rule, the controller shall provide
Information and Modlity | "ermation in the same form as that of the requast ofthe data subject.
for Exercisingof the | The controller shall be obliged to provide assistance to the data subject in ) B )
Rights of Data Subjects exercising of their rights referred to in Articles 27, 28, 32, 34, 35 and 39 of Mechanisms exist to maintain a process to efficiently and effectively
where this Law. The controller shall be obliged to provide information on taking Data Subject Feodback respond to requests, complaints, concerns and/or questions from
1,22 pracessing s Garred out 461015 0N helr request without delay, in wriing. The controllor shall Functional | Intersects With Management PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
by the Compatent | Provide the information referred toin Artil 25 of this Law and shall act in collects, receives, processes, stores, transmits, shares, updates
Authorities for Special compliance with Articles 27, 28, 32, 34, 35, 39 and 53 of this Law free of and/or disposes.
Purposes any charge. Where the request of the data subject is manifestly unfounded
or excessive, and in particular where the same request is frequently
repeated, the competent authority may: The burden of demonstrating that
the request is manifestly unfounded or excessive shall lie with the
controller. Where the controller has reasonable doubts concerning the
identity of the person submitting the request referred to in Article 27 or
Article 32 of this Law, the controller may request the provision of additional
information necessary to confirm the identity of the data subject.
Information and Modality |collect the necessary administrative costs of provision of information
for Exercising of the | and/or taking action on the request;
Rights of Data Subjects Mechanisms exist to limit the collection, receiving, processing, storage,
2201) where Functional. | ntersscts witn| Reeeonable DataPrivacy | o . . |transmission, sharing, updating and/or disposal o Persanal Data (PD) .
Processing is Carried out Practices to consumer for whatis necessary
by the Competent and proportionate.
Authorities for Special
Purposes
‘"f"’;:”:x‘:::;‘; ::f"(‘:‘i“w refuse o act on the request. Mechanisms exist to document justifiable reasons for rejecting a data
Aightsof Dato Subjects su)bjecl's access request for disclosure when the request is:
- (1) Harassing;
1111.22(2) where Functional |Intersects with| JustificationToReject | oo o) o o) Repetitive: 5
Processing is Carried out Disclosure Requests 5 Fraudulons
by the Competent -
Authorities for Special (@) Unjustified; and/or
Purposes (5) Unlawful
0.2 Information and Access | N/A Functional o N/A N/A NA 0
to Personal Data
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11.2.23-1

Information to be
Provided where Personal
Data is Collected from
the Data Subject

Where personal data relating to a data subject is collected from the data
subject, the controller shall be obliged, at the time when personal data is
collected, to provide the data subject with the following information:
Where the controller intends to further process the personal data for a
purpose other than that for which the personal data was collected, the
controller shall provide the data subject, prior to that further processing,
with information on that other purpose as well as with any relevant further
information as referred to in paragraph 2 of this Article. Where the data
subject has already been informed of any of the pieces of information
referred to in paragraphs 1 through 3 of this Article, the controller shall not
be obliged to provide such information. Provisions of paragraphs 1 through
4 of this Article shall not apply to processing of data carried out by the
competent authorities for special purposes.

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

11.2.23-1(1)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the identity and on the contact details of the controller as well as on the
controller's representative, where he/she has been designated;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-1(2)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

the contact details of the person tasked with personal data protection,
where he/she has been designated;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-1(3)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the purpose of intended processing and on the legal basis for the
processing;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-1(4)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the existence of a legitimate interest pursued by the controller or a third
party, where the processing s carried out on the basis of Article 12,
paragraph 1, item 6) of this Law;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-1(5)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the recipient and/or on the group of recipients of the personal data, if
any;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-1(6)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the fact that the controller intends to transfer personal data to another
country or to an international organization, as well as on whether or not
such country or international organisation is on the list referred to in Article
64, paragraph 7 of this Law, and in the case of a transfer referred to in
Articles 65 and 67 or Article 69, paragraph 2 of this Law, on the reference or
the appropriate safeguards, as well as on the means by which the data
subject can get acquainted with such measures

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.
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111.2.23-2

Information to be
Provided where Personal
Data is Collected from
the Data Subject

In addition to information referred to in paragraph 1 of this Article, the
controller shall be obliged to, at the moment of collecting personal data,
provide the following further information to the data subject, which may be
necessary in order to ensure fair and transparent processing with regard to
such data subject:

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(1)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the period for which the personal data will be stored, or if that is not
possible, on the criteria used to determine that period;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(2)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the existence of the right to request from the controller access to,
rectification or erasure of their personal data and/or on the existence of the
right to restriction of processing, the right to objection, as well as the right
to data portability;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(3)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the existence of the right to withdraw consent at any given time, as well
asthatthe shall not affect the permissibility of i
based on consent before its withdrawal, in cases where processing s
carried out on the basis of Article 12, paragraph 1, item 1) or Article 17,
paragraph 2, item 1) of this Law;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(4)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the right to file a complaint with the Commissioner;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(5)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on whether the provision of personal data is a statutory or contractual

b ,ora necessary to conclude a contract, as well as
onwhether or not the data subject is obliged to provide the personal data
and of the possible consequences of failure to provide such data;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.23-2(6)

Information to be
Provided where Personal
Data is Collected from
the Data Subject

on the existence of automated decision-making, including profiling referred
toin Article 38, paragraphs 1 and 4 of this Law, and, at least in those
cases, meaningful information about the logic involved, as well as on the
significance and the expected consequences of such processing for the
data subject.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

Secure Controls Framework (SCF)
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Focal Document Element (FDE) Description

STRM

SCF Control

refworld,

Secure Controls Framework (SCF)

Strength of

10.2.24-1

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

Where personal data has not been collected from the data subject, the
controller shall be obliged to provide the data subject with the following
information:

Rationale

Functional

Intersects With|  Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(1)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the identity and on the contact details of the controller and of the:
controller's representative, where he/she has been designated;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(2)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the contact details of the person tasked with the protection of personal
data, where he/she has been designated;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first
ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,

expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(3)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the purpose of the intended processing and on the legal basis for the
processing;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is

collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(4)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the type of data that is to be processed;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(5)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the recipient, and/or on the group of recipients of the personal data, if
any;

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-1(6)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the fact that the controller intends to transfer personal data to another
country or to an international organization, as well as on whether or not
such country and/or international organisation is on the list referred to in
Article 64, paragraph 7 of this Law, and in the case of a transfer referred to
in Articles 65 and 67 or Article 69, paragraph 2 of this Law, on the reference
or the appropriate safeguards, as well as on the means by which the data
subject can get acquainted with such measures

Functional

Intersects With|  Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

Secure Controls Framework (SCF)
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STRM

SCF Control

refworld,

Secure Controls Framework (SCF)

Strength of

11.2.24-2

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

In addition to information referred to in paragraph 1 of this Article, the
controller shall be obliged to provide the following further information to
the data subject, which may be necessary in order to ensure fair and
transparent processing with regard to such data subject:

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(1)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the period for which the personal data will be stored, or if that is not
possible, on the criteria used to determine that period;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(2)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the existence of a legitimate interest of the controller or a third party,
where processing is carried out on the basis of Article 12, paragraph 1,
item 6) of this Law;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(3)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the existence of the right to request from the controller access to,
rectification or erasure of their personal data and/or on the existence of the
right to restriction of the right to obj to ,as
well as the right to data portability;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(4)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the existence of the right to withdraw consent at any given time, as well
as that the withdrawal of consent shall not affect the permissibility of
processing based on consent before its withdrawal, in cases where
processing is carried out on the basis of Article 12, paragraph 1, item 1) or
Article 17, paragraph 2, item 1) of this Law;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(5)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the right to file a complaint with the Commissioner;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as Vi

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-2(6)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the source from which the personal data originates, and, where
necessary, on whether data originates from the publicly available sources
ornot;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first

i ith an i and as g

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data

retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

Secure Controls Framework (SCF)

9of31




NIST IR 8477-Based Set Theory Relationship Mapping (STRM)
Reference Document: Secure Controls Framework (SCF) version 2026.2
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STRM

SCF Control

refworld,

Secure Controls Framework (SCF)

Strength of

111.2.24-2(7)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

on the existence of automated decision-making, including profiling referred
toin Article 38, paragraphs 1 and 4 of this Law, and, at least in those
cases, meaningful information about the logic involved, as well as on the
significance and the expected consequences of such processing for the
data subject.

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

1.2.24-3

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

The controller shall be obliged to provide information referred to in
paragraphs 1 and 2 of this Article: Where the controller intends to further
process the personal data for a purpose other than that for which the
personal data was collected, the controller shall be obliged to provide the
data subject, prior to commencing such further processing, with
information on that other purpose and with any relevant further
information on such other purpose, as well as any other pieces of
information of relevance as referred to in paragraph 2 of this Article.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

with an i and as d
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-3(1)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

within a reasonable time limit following collecting of the personal data,
and within 30 days at the latest, having regard to all the specific
circumstances of the processing;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-3(2)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

at the latest on the occasion of establishing the first communication,
where the personal data is used for communication with the data subject;

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i and as v

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

ithan

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.2.24-3(3)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

atthe latest on the occasion when the personal data s first disclosed,
where disclosure of personal data to another recipient is envisaged.

Functional

Intersects With

Data Privacy Notice

PRI-02

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

i ith an and as d

(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;

(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;

(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as
necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data
retention

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

1.2.24-4

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

The controller shall not be obliged to provide information referred to in
paragraphs 1 through 4 of this Article to the data subject if: Provisions of
paragraphs 1 through 5 of this Article shall not apply to processing of data
carried out by the competent authorities for special purposes.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

ing to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

111.2.24-4(1)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subiect

the data subject already has the information;

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

ding to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

111.2.24-4(2)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

the provision of such information proves impossible or would require
disproportionate consummation of time and means, in particular in the
case of processing for archiving purposes in the public interest, scientific
or historical research purposes, as well as for statistical purposes, subject
to the conditions and safeguards referred to in Article 92 paragraph 1 of
this Law or in so far as the discharging of obligations referred to in
paragraph 1 of this Article is likely to render impossible or seriously impair
the achievement of the purposes of that processing. In such cases, the
controller shall take appropriate measures to protect the data subject's
rights and freedoms, as well as the legitimate interests of the data subject,
which shall include public publication of such information;

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

ing to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets

mappability.

111.2.24-4(3)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subiect

collecting or disclosure of personal data is expressly laid down by the law
providing for the appropriate safeguards for the legitimate interests of the
data subject;

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

ding to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

111.2.24-4(4)

Information to be
Provided where Personal
Data has not been
Collected from
the Data Subject

where the personal data must remain confidential subject to an obligation
of professional secrecy which is prescribed by the law.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

11.2.25-1

Information which is
Made Available or
Provided to the Data
Subject, where
Processing is Carried out
by the Competent
Authorities for Special
Purposes

Where processingis carried out by the competent authorities for special
purposes, the controller shall be obliged to provide at the disposal of the
data subject at least the following information:

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.
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FDE Name

Focal Document Element (FDE) Description

STRM

refworld,

Secure Controls Framework (SCF)

Strength of

Information which is
Made Available or
Provided to the Data
Subject, where

on the identity and contact details of the controller;

Rationale

Reasonable Data Privacy

Control Description

Mechanisms exist to limit the collection, receiving, processing, storage,

Relationshi

FD lists multiple sets of
numbered bullet points within
the same control. Both sets

225101 g : Functional | Intersects With > PRIg1,17 | ansmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices ding to consumer for what s necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the contact details of the data protection office, where they are FD lists multiple sets of
Made Available or |designated; numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
22512) Subject, where Functional | Intersects with | Re3s0nable Data Privacy | o o - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the purpose of intended processing; FD lists multiple sets of
Made Available or numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
2251 Subject, where Functional | Intersects with | Re3s0nable Data Privacy | o, oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the right to file a complaint with the Commissioner and the contact FD lists multiple sets of
Made Available or |details of the Commissioner; numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
W.22514) Subject, where Functional | Intersects with | Re3s0nable Data Privacy | o, oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the existence of the right to request from the controller access to, FD lists multiple sets of
Made Available or | rectification or erasure of his personal data and/or on the existence of the numbered bullet points within
Provided to the Data | right to restrict processing of such data. Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
1.22516) Subject, where Functional | Intersects with | Re350nabte Data Privacy | o oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | In addition to information referred to in paragraph 1 of this Article, the FD lists multiple sets of
Made Available o [controller shall be obliged to provide the data subject the following numbered bullet points within
Provided to the Data |additional information, in order to enable, in certain cases, exercising of his Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
12.25-2 Subject, whers rights: Functional | Intersects with | Re350nabte Data Privacy | o oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the legal grounds for data processing; FD lists multiple sets of
Made Available or numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
1.2.25201) Subject, where Functional | Intersects with | Re350nabte Data Privacy | o oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | on the period for which the personal data will be stored, or where that s FD lists multiple sets of
Made Available o [not possible, on the criteria used to determine that period; numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
1.2.25262) Subject, where Functional | Intersects with | Re350nabte Data Privacy | o oo - ftransmission, sharing, updating and/or disposal of Personal Data (PD) s were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis |on the group of recipients of personal data, if any, including those in other FD lists multiple sets of
Made Available or |states or international organisations; numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
10.225-268) Subject, where Functional | Intersects with | Re350nabte Data Privacy | o o ftransmission, sharing, updating and/or disposal of Personal Data (PD) 5 were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis |other data, where necessary, and in particular where the data subject has FD lists multiple sets of
Made Available o [not been aware that their personal data has been collected. numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
1.225-204) Subject, where Functional | Intersects with | Re350nabte Data Privacy | o oo ftransmission, sharing, updating and/or disposal of Personal Data (PD) 5 were separated to improve
Processing is Carried out Practices to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
. |Theinformation referred to in paragraph 2 of this Article which is relating to FD lists multiple sets of
Information which is N .
Made Available or | "diVidual types of data processing can be denied and/or provided under numbered bullet points within
provided to the Data | TeStfictions or at a later time to the data subject only in so far as necessary Mechanisms exist to limit the collsction, receiving, processing, storags, the same control. Both sets
12263 Subject, where :;‘::":‘e:':r::’:’Q:Z':e";ce"‘;s;'t'h“’e":l:;‘;‘::r:f;ar“;‘\;‘s:‘:"‘d"l‘:;(’::s”'e‘y Functional | intersects witn | Re@senableDataPrivacy [ Lo - |transmission, sharing, updating and/or disposal of Personal Data (PD) s :z’:p?;i;:fe“ toimprove
Processing is Carried out Practices ingto consumer for what is necessary
interests of natural persons, in order to: The law can determine the types
by the Competent > o y and proportionate.
. |of processing which, in their entirety or in a part thereof, can be covered by
Authorities for Special !
some of the cases referred to in paragraph 3 of this Article.
Purposes
Information whichis | avoid disturbance of official o legally regulated collection of information, FD lists multiple sets of
Made Available or | investigation or procedure; numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
11.2.25-3(1) Subject, where Functional | Intersects with | Re@sonable DataPrivacy | o oo - transmission, sharing, updating and/or disposal of Personal Data (PD) s >
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | enable preventing, investigation and uncovering of criminal offences, FD lists multiple sets of
Made Available or | prosecution of the perpetrators of criminal offences or enforcement of numbered bullet points within
Provided to the Data | criminal sanctions; Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
11.2.25-3(2) Subject, where Functional | Intersects with | Re@soneble DataPrivacy | o oo - |transmission, sharing, updating and/or disposal of Personal Data (PD) 5 were separated to improve
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | protect public safety; FD lists multiple sets of
Made Available or numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
11.2.25-3(3) Subject, where Functional | Intersects with | Re@sonableDataPrivacy | o oo - transmission, sharing, updating and/or disposal of Personal Data (PD) s >
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Information whichis | protect national security and defence; FD lists multiple sets of
Made Available or numbered bullet points within
Provided to the Data Mechanisms exist to limit the collection, receiving, processing, storage, the same control. Both sets
111.2.25-3(4) Subject, where Functional | Intersects witn | Reasonable DataPrivacy | ooy o | |transmission, sharing, updating and/or disposal of Personal Data (PD) 5 were separated to improve
Processing is Carried out Practices ding to consumer for what is necessary mappability.
by the Competent and proportionate.
Authorities for Special
Purposes
Secure Controls Framework (SCF)
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FDE Name

Focal Document Element (FDE) Description

STRM
Rationale

SCF Control

refworld,

Secure Controls Framework (SCF)
Control Description

Strength of
Relationsh

111.2.25-3(5)

Information which is
Made Available or
Provided to the Data
Subject, where
Processing is Carried out
by the Competent
Authorities for Special
Purposes

protect the rights and freedoms of other persons.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

ding to consumer for what is necessary
and proportionate.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

0.2.26

Right of the Data Subject
to Access

The data subject shall be entitled to request from the controller
information on whether or not the personal data concerning the data
subject s being processed, access to such personal data, as well as the
following information: Where personal data is transferred to a third
country or to an international organisation, the data subject shall have the
right to be informed of the appropriate safeguards relating to the transfer,
in compliance with Article 65 of this Law. The controller shall be obliged to
provide a copy of the personal data undergoing processing at their request.
For any further copies requested by the data subject, the controller may
request compensation of the necessary costs for production of such
additional copies requested by the data subject. Where the data subject
makes the request on the copy by electronic means, and unless otherwise
requested by the data subject, the information shall be provided ina
commonly used electronic form. Exercising of the rights and freedoms of
other persons shall not adversely affect exercising of the right to obtain a
copy referred to in paragraph 3 of this Article. Provisions of paragraphs 1
to 4 of this Article shall not apply to the processing carried out by the
competent authorities for special purposes.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(1)

Right of the Data Subject
to Access

on the purpose of the processing;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(2)

Right of the Data Subject
to Access

on the types of personal data which is being processed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(3)

Right of the Data Subject
to Access

on the recipients or types of recipients to whom the personal data have
been or will be disclosed, in particular on the recipients in other countries
or international organisations;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(4)

Right of the Data Subject
to Access

on the envisaged period for which the personal data will be stored, or,
where that is not possible, on the criteria used to determine that period;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(5)

Right of the Data Subject
to Access

on the existence of the right to request from the controller rectification or
erasure of their personal data, the right to restriction of processing of
personal data concerning the data subject and to object to such
processing;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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Rationale

Focal Documet

Act of 9 November 2018 on Personal Data Protect

n (Offi

Focal
Published STRM URI

SCF Control

refworld,

2018/en/123513

b 2018.pdf

Secure Controls Framework (SCF)
Control Desct

| Gazette No. 87/18)

Relationshi

111.2.26(6)

Right of the Data Subject
to Access

on the right to file a complaint with the Commissioner;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(7)

Right of the Data Subject
to Access

available information on the source of personal data, where the personal
data has not been collected from the data subject;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.26(8)

Right of the Data Subject
to Access

on the existence of automated decision-making, including profiling referred
toin Article 38, paragraphs 1 and 4 and, at least in those cases,
meaningful information about the logic involved, as well as on the
significance and the expected consequences of such processing for the
data subject.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

n.2.27

Right to Access to Data
Processed by the
Competent Authorities by
the Data Subject

Where personal data is processed by the competent authorities for special
purposes, the data subject shall be entitled to obtain from the controller
information on whether or not the personal data concerning them is being
processed, access to such data, as well as the following information:

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.27(1)

Right to Access to Data
Processed by the
Competent Authorities by
the Data Subject

on the purpose of processing and on the legal basis for the processing
concerned;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

111.2.27(2)

Right to Access to Data
Processed by the
Competent Authorities by
the Data Subject

on the types of personal data that is being processed;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

11.2.27(3)

Right to Access to Data
Processed by the
Competent Authorities by
the Data Subject

on the recipient or the types of recipients to which the personal data has
been disclosed, and in particular on the recipients in other countries or
international organisations;

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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or\the;jnwsag:d period iorzmradge of personalhda‘a R where this is not exist o provide data subjects the abily
possible, on the criteria used to determine such period; (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
’ (2) Obtain answers on the specifics of how their PD is collected,
Right to Access to Data
received, processed, stored, transmitted, shared, updated and/or
Processed by the Data Subject :
01.2.27(4) ) Functional ~ |Intersects With PRI-06 |disposed; 5
Competent Authorities by Empowerment
ot Suian (3) Obtain the source(s) of their PD;
g (4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
onthe ex\'s::nce of the nlg:tto req:/esll'hrom ‘y\h[e[comzmli;eamcam" or . exist to provide data subjscts the abillty to:
Sraste of thelr personaldata, andlor he rieht o estrict the processing of (1) Access their Personal Data (PD) that is being processed, stored and
such data; shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Right to Access to Data -
received, processed, stored, transmitted, shared, updated and/or
Processed by the Data Subject
11.2.27(5) Functional ~ Intersects With PRI-06 |disposed; 5
Competent Authorities by Empowerment .
(3) Obtain the source(s) of their PD;
the Data Subject
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
znmf rlg'h;toélls 2 complaint to the Commissioner, as well as the contact axist o provide s subjocts the abiliy to
letails of the Commissioner; (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
Aightto Access to Data (2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Processed by the Data Subject °
11.2.27(6) " Functional ~|Intersects With PRI-06  |disposed; 5
Competent Authorities by, Empowerment
e S (3) Obtain the source(s) of their PD;
g (4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
m'o.rlmbal(\onfon the perso::l data (ha:‘\s be'lng processed, as well as the axistto provide ata subjocts the abily tor
availableinformation on the source thereof. (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Right to Access to Data " N
received, processed, stored, transmitted, shared, updated and/or
Processed by the Data Subject
.2.27(7) Functional ~ |Intersects With PRI-06 |disposed; 5
Competent Authorities by Empowerment -
" (3) Obtain the source(s) of their PD;
the Data Subject
(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
The right to access referred to in Article 27 of this Law can be restricted, in
its entirety or in a part thereof, only in so far as such partial or complete
restriction is necessary and in the duration necessary and a proportionate
measure in a democratic society, with respect of the fundamental rights
and legitimate interests of the natural persons whose personal data is
being processed, in order to: The law can determine the types of
processing which, in their entirety or in a part thereof, can be covered by
some of the cases referred to in paragraph 1 of this Article. The controller
shall be obliged to notify the data subject in writing of the rejection or
restriction of access to their personal data, without undue delay, and
within 15 days at the latest. The controller shall not be obliged to act in
compliance with paragraph 3 of this Article where that would call into Mechanisms exist to limit the collection, receiving, processing, storage,
12,28 Restriction of the Right to | dUestion the realisation of purpose due to which access is refused or Functional | intersects witn | Reasenable DataPrivacy [ . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
2. P res:\nc‘ed. m}:ne casereferred to n p:ragraph 4of IhlshAmcle, asfwell as ractons . o R, or whet 18 necessary
inthe case where it is determined in the procedure at the request for and proportionate.
access to data that the personal data of the person submitting the request
is not being processed, the controller shall be obliged to, without undue
delay, and within 15 days at the latest, notify in writing the person
submitting the request that it has been determined by means of a check
that there is no personal data with regard to which the right envisaged by
the law can be exercised, as well as that they can address a complaint to
the Commissioner and/or an action to a court. The controller shall be
obliged to document the factual and legal reasons for passing of the
decision on the restriction of right referred to in paragraph 1 of this Article,
which must be placed at the disposal to the Commissioner, at their
request.
avoid disturbance of official or legally regulated collection of information, Mechanisms exist to limit the collection, receiving, processing, storage,
of the Right to ) Reasonable Data Privac transmission, sharing, updating and/or disposal of Personal Data (PD)
101.2.28(1) e o Functional ~ [Intersects With 2aPivacy | ppior.a oSt 8 updating i ‘ (°D) 5
Access Practices dingto consumer for what s necessary
and
enable preventing, investigation and uncovering of criminal offences, Mechanisms exist to limit the collection, receiving, processing, storage,
f the Right imis Py ion, sharing, t i/ Lof |
2.282) of the Right to of the of criminal offences or enforcement of Functional. | ntersects wiy| Fe2sonable DataPrivacy | o o |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Access criminal sanctions; Practices dingto consumer for what s necessary
and
protect public safety; Mechanisms exist to limit the collection, receiving, processing, storage,
Restriction of the Right to ) Reasonable Data Privac transmission, sharing, updating and/or disposal of Personal Data (PD)
111.2.28(3) e Functional ~ [Intersects With 2aPivacy | ppior.a oSt 8 updating i ¢ (°D) 5
Access Practices dingto consumer for what s necessary
and
protect national security and defence; Mechanisms exist to limit the collection, receiving, processing, storage,
Restriction of the Right to ) Reasonable Data Privac transmission, sharing, updating and/or disposal of Personal Data (PD)
111.2.28(4) e Functional ~ [Intersects With 2aPivacy | ppior.a oSt 8 updating i ¢ (°D) 5
Access Practices dingto consumer for what s necessary
and
protect the rights and freedoms of other persons. Mechanisms exist to limit the collection, receiving, processing, storage,
Restriction of the Right to ) Reasonable Data Privac transmission, sharing, updating and/or disposal of Personal Data (PD)
111.2.28(5) e Functional ~ [Intersects With 2aPivacy | ppior.a oSt 8 updating i ¢ (°D) 5
Access Practices dingto consumer for what s necessary
and
Right to Rectification, |N/A
Supplement, Erasure, ) No
s uppter " Functional ) N/A N/A NA 0
Restriction and to Data Relationship
Portability
The data subject shall have the fight to have the inaccurate personal data Mechanisms exist to maintain a process for:
concerning to them rectified without undue delay. Depending on the (1) Data subjects to have inaccurate Personal Data (PD) maintained by
Right to Rectification and Correcting Inaccurate i
3.2 purpose of the processing, the data subject shall have the right to have the | Functional | Intersects With PRI-06.1 |the organization corrected or amended; and 5
Supplement ° rightto Personal Data (PD)
personal data tothem including by @i or of PD to other authorized
means of providing a tatement users of the PD.
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Control Desc

Relationship

Right to Erasure of

The data subject shall have the right to have the personal data concerning
them erased by the controller. The controller shall be obliged to erase the
personal data referred to in paragraph 1 of this Article without undue delay
in the following cases: Where the controller has made the personal data
public, their obligation to erase personal data in compliance with
paragraph 1 of this Article shallinclude taking all the reasonable
measures, including technical measures, taking into account available

Mechanisms exist to maintain a process to erase a data subject's

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

111.8.30-1 Functional |Intersects With| Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws,
Personal Data technologies and the potentials to bear the costs of their use, with the aim ’ - . )
° ) S and contractual obligations pertaining to the retention of their PD.
of informing other controllers which are processing such personal data
that the data subject has submitted the request to erase all the copies of
such data and references, and/or electronic links to this data. The data
subject shall submit the request for exercising of the right referred to in
paragraph 1 of this Article to the controller.
the personal data is no longer necessary for realization of purpose for Mechanisms exist to: FD lists multiple sets of
which it was collected or otherwise processed; (1) Retain Personal Data (PD), including metadata, for an organization- numbered bullet points within
defined time period to fulfill the purpose(s) identified in the notice or as the same control. Both sets
required by law; were separated to improve
Right to f P | Data (PD)
111.3.30-1(1) 'Eerszn:z‘;';“ Functional | Intersects With R;:n‘;';an &;;:’cs;l PRI-05  |(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless mappability.
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
the data subject has withdrawn the consent based on which processing FD lists multiple sets of
Right to Erasureof | S been carried out, in compliance with Articte 12, paragraph 1, tem 1) or Mechanisms exist to allow data subjects to revoke consent to collect, numbered bullet points within
111.3.30-1(2) Eerso"al ot Article 17, paragraph 2, item 1) of this Law, and where there is no other Functional |IntersectsWith|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal the same control. Both sets
legal ground for the processing; Data (PD). were separated to improve
the data subject has filed a complaint to processing in compliance with: FD lists multiple sets of
Right to Erasuroof No numbered bullet points within
111.3.30-1(3) Functional N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
Article 37, paragraph 1 of this Law, and where there is no other legal FD lists multiple sets of
Right o Erasureof | €040 for processing which s overriding the legitimate intores, right or o numbered bullet points within
111.3.30-1(3)(a) freedom of the data subject, Functional N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
Article 37, paragraph 2 of this Law; FD lists multiple sets of
Right to Erasure of } 3 numbered bullet points within
111.3.30-1(3)(b) Functional - N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
the personal data has been unlawfully processed; FD lists multiple sets of
numbered bullet points within
Right to Erasure of No
111.3.30-1(4) © Functional N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
the personal data has to be erased with the aim of discharging of the legal FD lists multiple sets of
Right to Erasureof _|PBAtIoNS of the controller; } 3 numbered bullet points within
111.3.30-1(5) Functional - N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
the personal data has been collected in relation to the use of information FD lists multiple sets of
Rightto Erasureof | P0CIe0 services referred (o in Artcle 16, paragraph 1 of this Law. o numbered bullet points within
111.3.30-1(6) Functional N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
Paragraphs 1 through 3 of this Article shall not apply to the extent that the FD lists multiple sets of
Right to Erasuraof |PPOOCSSING s necessary: Provisions of paragraphs 1 through 5 of this } 3 numbered bullet points within
11.3.30-2 Article shall not apply to the processing carried out by the competent Functional - N/A N/A N/A the same control. Both sets
Personal Data Relationship
authorities for special purposes. were separated to improve
for exercising the right of freedom of expression and information; FD lists multiple sets of
numbered bullet points within
Right to Erasure of No
111.3.30-2(1) © Functional ) N/A N/A N/A the same control. Both sets
Personal Data Relationship °
were separated to improve
for compliance with a legal obligation of the controller which requires FD lists multiple sets of
Right to Erasuraof _|PPO0SSINg o for the performance of a task carried out n the public } . numbered bullet points within
111.3.30-2(2) interest or in the exercise of official authority vested in the controller; Functional - N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
for reasons of public interest in the area of public health, in compliance FD lists multiple sets of
Rightto Erasureof |t ATicle 17, paragraph 2, items 8) and 9) o ¢ ; o numbered bullet points within
111.3.30-2(3) Functional ) N/A N/A N/A the same control. Both sets
Personal Data Relationship °
were separated to improve
for archiving purposes in the public interest, s FD lists multiple sets of
research purposes, as well as for statistical purposes in compliance with numbered bullet points within
2.30200) Right to Erasure of | Article 92, paragraph 1 of this Law, and it is justifiably expected that the Functional No WA WA WA the same control. Both sets
Personal Data right referred to in paragraphs 1 and 2 of this Article could render Relationship were separated to improve
impossible or seriously impair the achievement of the objectives of that mappability.
ourpose:
‘submission, exercising or defence of legal claims. FD lists multiple sets of
bered bullet points withi
Right to Erasure of ) No numberedbultiet points within
111.3.30-2(5) Functional - N/A N/A N/A the same control. Both sets
Personal Data Relationship
were separated to improve
The data subject shall have the right to restriction of processing of their
personal data by the controller, where one of the following cases applies:
Where processing has been restricted in compliance with paragraph 1 of Mechanisms exist to enable data subjects to authorize the collection,
this Article, such personal data may only be further processed based on
the dat, bject" t twh t fst P receipt, processing, storage, transmission, sharing, updating and/or
e data subject's consent, except where it is a case of storage or for disposal of their Personal Data (PD), where the data subject is
submission thereof, for the purpose of exercise or defence of legal claims )
Right to Restriction of ~|or for the protection of the rights of other natural and/or legal persons or provided, prior o collection, with:
0.3.31 P > ‘e gal pe Functional |Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the
Processing for reasons of realization of important public interests. Where processing authorization:
has been restricted in compliance with paragraph 1 of this Article, the data (2) A means to decine the authorization; and
controller shall be obliged to inform the data subject on the termination of
(3) Necessary choice and consent-related criteria required by
the restriction, before the restriction of processing is lifted. Provisions of .
stricti applicable statutory, regulatory and contractual obligations.
paragraphs 1 through 3 of this Article shall not apply to the processing
carried out by the competent authorities for special purposes.
the accuracy of the personal data is contested by the data subject, for a Mechanisms exist to limit the collection, receiving, processing, storage,
Right to Restricti f i H Re¢ le Data Pi t , sharing, i I/ 1 of Pe | Data (PD)
1a310) ight o Restiction of | period enabling the controller to erlfy the accuracy of the personaldata; | oo | Reasonable Data Privacy | oy o | ransmission, sharing, updating and/or disposal of Personal Data (PD)
Processing Practices ding to consumer for what is necessary
and
the processing is unlawful and the data subject opposes the erasure of the Mechanisms exist to limit the collection, receiving, processing, storage,
Right to Restricti f icti i H Re¢ le Data Pi t , sharing, i I/ 1 of Pe | Data (PD)
13312) ight to Restriction of | personal data and requests the restriction of its use instead; Functional. | Intersects witn | R6250N@01e Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD)
Processing Practices ding to consumer for what is necessary
and
the controller no longer needs the personal data for the realization of Mechanisms exist to limit the collection, receiving, processing, storage,
113.31(3) Right to Restr_vctvon of [purposes of the processing, but the data subject requested it for the Functional | Intersects With Reasonable I?ata Privacy PRI-07.17 |ransmission, sharing, updating and/or disposal of Personal Data (PD)
Processing submission, exercise or defence of legal claims; Practices ding to consumer for what is necessary
and
the data subject has submitted an objection to processing pursuant to Mechanisms exist to limit the collection, receiving, processing, storage,
13514 Right to Restriction of ~ | Article 37, paragraph 1 of this Law, and the verification whether the Functanal | ntersects it | Re3SNEbIE Data Privacy | o o | ransmission,sharing,updating andlor disposat ofPersonal Data (PD)

Processing

legitimate grounds for processing by the controller override the interests of
the data subiect or not.

Practices

to consumer

for what is necessary

and
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Where processingis carried out by the competent authorities for special
purposes, the data subject shall have the right to have their personal data
erased by the controller and the controller shall be obliged to, without
Right to Erasure or  |undue delay, erase such data where the processing has been carried out in
Restriction of Processing |violation of the provisions of Articles 5, 13 and 18 of this Law or where the " . oot
Carried Outby the |personal data must be erased for compliance with a legal obligation of the Mechanisms exist to maintain a process o erase a data subject's
11332 " " " Functional | Intersects With Right to Erasure PRI-06.5 |Personal Data (PD), in with applicable laws, 5
Competent Authorities | controller. The controller shall be obliged to restrict the processing, ' . . .
and contractual obligations pertaining to the retention of their PD.
for instead of erasing the personal data, in the following cases: Where
Special Purposes | processing has been restricted in compliance with paragraph 2, item 1) of
this Article, the data controller shall be obliged to inform the data subject
on the termination of the restriction, before the restriction of processing is
lifted.
Right to Erasure or | accuracy of personal data has been contested by the data subject, and the
Restriction of Processing |accuracy and/or inaccuracy thereof cannot be determined; Mechanisms exist to limit the collection, receiving, processing, storage,
33201 Carried Out by the Functional | Intersects witn | ReasonableDataPrivacy o o - transmission, sharing, updating and/or disposal of Personal Data (PD) s
Competent Authorities Practices ding to consumer for what is necessary
for and proportionate.
Soecial Purnoses
Right to Erasure or | personal data must be stored with the aim of collecting and provision of
Restriction of Processing |evidence. Mechanisms exist to limit the collection, receiving, processing, storage,
1.3.32(2) Carried Outby the Functional | Intersects with | Re@s0nable Data Privacy | - lransmission, sharing, updating and/or disposal of Personal Data (PD) s
Competent Authorities Practices to consumer for what is necessary
for and proportionate.
Secial Purposes
The controller shall be obliged to notify all the recipients to which personal
data has been disclosed on each rectification or erasure of personal data
Obiigation of Notification | O FEStction of the processing thereof in comliance with Artcte 29,
Article 30, paragraph 1and Article 31 of this Law, unless where that is
Regarding Rectification or|
13.33 Erasure of Data, As Well | MPOSSIbIe or requires disproportionate use of time and resources. The Functional | Intersects with | Netificationof Disclosure | o | Mechanisms exist to notify data subjects of applicable legal requests s
‘As Restriction controller shall be obliged to notify the data subject, at their request, of all Request To Data Subject to disclose Personal Data (PD).
the recipients referred to in paragraph 1 of this Article. Provisions of
of Processing
paragraphs 1 through 2 of this Article shall not apply to the processing
carried out by the competent authorities for special purposes.
Where the processing s carried out by the competent authorities for
special purposes, the controller shall be obliged to notify the data subject
in writing of the rejection of rectification or erasure of their personal data,
and/or of the restriction of processing, as well as of the reasons for such
rejection or restriction. The controller shall be completely or partially
relieved from the obligation of notification referred to in paragraph 1 of this
Article in so far as such restriction is a necessary and proportionate
Obligation of Notification | measure in a democratic society, with due respect of the fundamental
Regarding Rectification or | rights and legitimate interest of the data subjects, in order to: In the case Mechanisms exist to maintain a process to efficiently and effectively
Erasure of Data, as well | referred to in paragraphs 1and 2 of this Article, the controller shall be
e Rostristion of Data Subject Feedback respond to requests, complaints, concerns and/or questions from
11.3.34 obliged to inform the data subject that they can address a complainttothe | - ¢\ tional | intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
Processing Carried Out | Commissioner and/or an action to a court. The controller shall be obliged Management
collects, receives, processes, stores, transmits, shares, updates
by the Competent to inform the competent authority from which such data has been obtained and/or disposes.
Authorities for Special | of the rectification of inaccurate data. Where the personal data has been
Purposes rectified, erased or where the processing thereof has been restricted in
compliance with Article 29 and Article 32, paragraphs 1 and 2 of this Law,
the controller shall be obliged to inform the recipients of such data of the
rectification, erasure or restriction of processing thereof. The recipients of
data which have been informed in compliance with paragraph 5 of this
Article shall be obliged to rectify, erase o restrict the processing of data
which s kept by them.
Where the processing s carried out by the competent authorities for
special purposes, the controller shall be obliged to notify the data subject
in writing of the rejection of rectification or erasure of their personal data,
and/or of the restriction of processing, as well as of the reasons for such
rejection or restriction. The controller shall be completely or partially
relieved from the obligation of notification referred to in paragraph 1 of this
Article in so far as such restriction is a necessary and proportionate
Obligation of Notification | measure in a democratic society, with due respect of the fundamental
Regarding Rectification or|rights and legitimate interest of the data subjects, in order to: In the case
Erasure of Data, as well i is Arti .
s Resticionf. . |onige ol o s sbloe ht theyconctesn & cormpaietthe oataSubjct ersttocrot o ods
1.3.34 Processing Carried Out | Commmissioner andior an amo‘n oa cowtyme ot shanpbe Sbliged Functional _ |IntersectsWith| "~ L PRI-17  |subjects ina manner that is concise, unambiguous and 5
. understandable by a reasonable person.
by the Competent to inform the competent authority from which such data has been obtained
Authorities for Special | of the rectification of inaccurate data. Where the personal data has been
Purposes rectified, erased or where the processing thereof has been restricted in
compliance with Article 29 and Article 32, paragraphs 1 and 2 of this Law,
the controller shall be obliged to inform the recipients of such data of the
rectification, erasure or restriction of processing thereof. The recipients of
data which have been informed in compliance with paragraph 5 of this
le shall be obliged to rectify, erase or restrict the processing of data
which s kept by them.
Obligation of Notification | V014 disturbance of official or egaly regulated collection of information,
Regarding Roctification or| eStigation or procedures;
Erasure of Data, as well Mechanisms exist to limit the collection, receiving, processing, storage,
m3341) as Restriction of Functional | Intersects witn | Re2soneble Data Privacy | o 1 |transmission, sharing, updating and/or disposal o Personal Data (PD) s
Processing Carried Out Practices to consumer for what is necessary
by the Competent and proportionate.
Authorities for Special
Purposes
Obligation of Notification | S1201€ Preventing, ivestigation and uncovering of criminal offences,
o prosecution of the perpetrators of criminal offences or enforcement of
Regarding Rectification or,
Erasure of Data, as well |1IMinalsanctions; Mechanisms exist to limit the collection, receiving, processing, storage,
13342 as Restriction of Functional | Intersects with | Re@sonable DataPrivacy | o o |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Processing Carried Out Practices to consumer for what is necessary
by the Competent and proportionate.
Authorities for Special
Purposes
Obligation of Notification | Prtect Public safety;
Regarding Rectification or,
Erasure of Data, as well Mechanisms exist to limit the collection, receiving, processing, storage,
113.34(3) as Resmctw of Functional | Intersects With Reasonable l?ata Privacy PRI-01.11 (ransmfss-on‘ sharing, updating and/or disposal of Personék Data (PD) 5
Processing Carried Out Practices ding to consumer for what is necessary
by the Competent and proportionate.
Authorities for Special
Purposes
Obligation of Notification protect national security and defence;
Regarding Rectification or,
Erasure of Data, as well Mechanisms exist to limit the collection, receiving, processing, storage,
1334 as Restriction of Functional | Intersects with | Re@sonable DataPrivacy o o |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Processing Carried Out Practices to consumer for what is necessary
by the Competent and proportionate.
Authorities for Special
Purposes
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Obligation of Notification
Regarding Rectification or,
Erasure of Data, as well
as Restriction of
Processing Carried Out
by the Competent
Authorities for Special
Purposes

Focal Document Element (FDE) Description

protect the rights and freedoms of other persons.

STRM
Rationale

Functional

Intersects With

Focal URI
Published STRM URL:

SCF Control

Reasonable Data Privacy
Practices

fworld.

SCF#

PRI-01.11

Secure Controls Framework (SCF)
Control Description

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)
d

to consumer for what is necessary
and proportionate.

Strength of
Relationship

11.3.35

Exercising of the Right of
the Data Subject Where
Processing is Carried Out
by the Competent
Authorities for Special
Purposes and Verification
by the Commissioner

In the cases referred to in Article 25, paragraph 3, Article 28, paragraphs 3
and 4 and Article 34, paragraph 2 of this Law, the rights of the data
subjects can through the C in
compliance with their powers prescribed by this Law. The controller shall
be obliged to notify the data subject of the option of exercising of their
rights through the Commiissioner in the cases referred to in paragraph 1 of
this Article. Where, in the cases referred to in paragraph 1 of this Article,
the rights of the data subjects are exercised through the Commissioner,
the Commissioner shall be obliged to notify such data subject at least of
the verification conducted and of the supervision of processing of their
personal data, as well as of the right to address the court for the protection
of their rights.

Functional

No
Relationship

N/A

N/A

111.3.36

Right to Data Portability

The data subject shall have the right to receive the personal data
concerning him or her, which he or she has provided to a controller, in a
structured, commonly used and machine- readable format and have the
right to transmit such data to another controller without hindrance from
the controller to which the personal data has been provided, where the
following conditions have been aggregately fulfilled: The right referred toin
paragraph 1 of this Article shall additionally include the right of the data
subject to have their personal data transferred directly to another
controller by the controllers to which such data has previously been

where feasible. Th of the right referred to
in paragraph 1 of this Article shall be without prejudice to Article 30 of this
Law. The right referred to in paragraph 1 of this Article cannot be exercised
where the processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authorities vested in the
controller. Exercising of the right referred to in paragraph 1 of this Article
may not adversely affect the rights and freedoms of other persons.
Provisions of paragraphs 1 through 4 of this Article shall not apply to the

carried out by the for special purposes.

Functional

Intersects With

Data Portability

PRI-06.6

Mechanisms exist to format exports of Personal Data (PD) in a
structured, machine-readable format that allows data subjects to
transfer their PD to another controller without hindrance.

111.3.36(1)

Right to Data Portability

the processing is based on consent pursuant to Article 12, paragraph 1,
item 1) or Article 17, paragraph 2, item 1) of this Law or based on a
contract, in compliance with Article 12, paragraph 1, item 2) of this Law;

Functional

No
Relationship

N/A

N/A

111.3.36(2)

Right to Data Portability

the processingis carried out by automated means.

Functional

No

N/A

N/A

n.4

Right to Object and
Automated Individual
Decision-Making

N/A

Functional

No
Relationship

N/A

N/A

1.4.37

Right to Object

Where they consider that to be duly justified, on grounds relating to his or
her particular situation, the data subject shall have the right to, at any
time, submit an objection to processing of personal data concerning him or
her to the controller, which is carried out in compliance with Article 12,
paragraph 1, items 5) and 6) of this Law, including profiling based on those
provisions. The controller shall be obliged to discontinue processing of the
personal data relating to the person submitting the objection, unless the
controller demonstrates the existence of the lawful reasons for the
processing which override the interests, rights and freedoms of the data
subject or are relating to submission, exercise or defence of legal claims.
The data subject shall have the right to, at any given moment, submit an
objection to processing of the personal data concerning him or her which is
processed for direct marketing purposes, which includes profiling, to the
extent that it is related to such direct marketing. Where the data subject
submits an objection to processing for direct marketing purposes, the
personal data may no longer be processed for such purposes. At the latest
at the time of the first communication with the data subject, the right
referred to in paragraphs 1and 2 of this Article shall be explicitly brought
to the attention of the data subject by the controller and shall be presented
clearly and separately from any other information. In the context of the use
of information society services, the data subject shall have the right to
submit objection by automated means, in compliance with the technical
specifications for the use of services. Where personal data is processed
for scientific or historical research purposes or for statistical purposes in
compliance with Article 92 of this Law, the data subject, on grounds
relating to his or her particular situation, shall have the right to submit
objection to processing of personal data concerning him or her, unless the
processing is necessary for the performance of a task carried out for
reasons of public interest.

Functional

Intersects With

Revoke Consent

PRI-03.4

Mechanisms exist to allow data subjects to revoke consent to collect,
receive, process, store, transmit, share and/or update their Personal
Data (PD).

111.4.38

Automated Individual
Decision-Making and
Profiling

The data subject shall have the right not to be subject to a decision based
solely on automated processing, including profiling, where such decision
produces legal effects concerning such person or where such decision
significantly affects his or her position. Paragraph 1 of this Article shall not
apply where the decision is: In the case referred to in paragraph 2, items 1)
and 3) of this Article, the controller shall be obliged to implement suitable
measures to safeguard the rights, freedoms and legitimate interests of the
data subject, and at least the right to ensure a natural person’s
intervention under control of the controller in decision-making, the right of
the data subject to express his or her point of view with regard to the
decision, as well s the right of the data subject to contest the decision
before the authorized person with the controller. The decisions referred to
in paragraph 2 of this Article cannot be based on special types of personal
data referred to in Article 17, paragraph 1 of this Law, unless Article 17,
paragraph 2, items 1) and 5) of this Law apply and where suitable
measures to safeguard the rights, freedoms and legitimate interests of the
data subject are in place. Provisions of paragraphs 1 through 4 of this
Article shall not apply to the processing of data carried out by the
competent authorities for special purposes.

Functional

Intersects With

Automated Decision-
Making Technology
(ADMT) Opt-Out Consent

PRI-19.2

Mechanisms exist to provide concise, unambiguous and
understandable instructions on how data subjects can opt-out of
Automated Decision-Making Technology (ADMT).

111.4.38(1)

Automated Individual
Decision-Making and
Profiling

necessary for conclusion or performance of a contract between the data
subject and a data controller;

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

to consumer for what is necessary
and i

111.4.38(2)

Automated Individual
Decision-Making and
Profiling

based on the law, where such law prescribes suitable measures to
safeguard the rights, freedoms and legitimate interests of the data subject;

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

to consumer for what is necessary
and i

111.4.38(3)

Automated Individual
Decision-Making and
Profiling

based on the explicit consent of the data subject.

Functional

Intersects With

Reasonable Data Privacy
Practices

PRI-01.11

Mechanisms exist to limit the collection, receiving, processing, storage,
transmission, sharing, updating and/or disposal of Personal Data (PD)

to consumer for what is necessary

and
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Decision-making based solely on automated processing carried out by the
competent authorities for special purposes, including profiling, shall be
prohibited, where such decision may produce negative legal effects
concerning the data subject or where such decision significantly affects his
or her position, except where such decision-making is based on the law
and where such law lays down suitable measures to safeguard the rights
and freedoms of the data subject, and at least the right to ensure a natural Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
person’s intervention under control of the controller in decision-making. Functional | ntersects with| @king Technology — Mak (ADMT) where ¢ replaces, or s
The decision referred to in paragraph 1 of this Article may not be based on (ADMT) For Data Subject replaces, human conforms with all

special types of personal data referred to in Article 18, paragraph 1 of this Actions applicable statutory, regulatory and/or contractual obligations.
Law, unless where suitable measures to safeguard the rights, freedoms
and legitimate interests of the data subject are applied. Profiling leading to
discrimination of natural persons on the grounds of the special types of
personal data referred to in Article 18, paragraph 1 of this Law shall be
prohibited.

Automated Individual
Decision-Making and
Profiling Regarding to the
11.4.39 Processing Carried Out
by the Competent
Authorities for Special
Purposes

s Restrictions See FDEfor detals. Functional No N/A N/A N/A )

v CONTROLLERAND  [N/A Functional N N/A N/A N/A o
PROCESSOR

VAl General Obligations |V Functional No N/A N/A N/A 0

The controller shall be obliged to implement appropriate technical,
organizational and staff-related measures to ensure that processing is
performed in accordance with this Law and to be able to demonstrate that,
taking into account the nature, scope, circumstances and purpose of
processing, as well as the likelihood of the occurrence of risks and the risk
level for the rights and freedoms of natural persons. The measures referred
toin paragraph 1 of this Article shall be reviewed and updated where
necessary. Where proportionate in relation to processing activities, the Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
measures referred to in paragraph 1 of this Article shall include the Functional | Intersects With D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
implementation of appropriate internal acts of the controller on the: scoped to protect the confidentiality and integrity of the PD.
protection of personal data. The controller may demonstrate their
compliance with the obligations referred to in paragraph 1 of this Article
based on the implementation of the approved code of conduct as referred
to in Article 59 of this Law or based on the issued certificate as referred to
in Article 61 of this Law. Paragraph 4 of this Article shall not apply to the
carried out by the for special purposes.

Obligations of the
Controllers

V.1.41

Taking into account the level of technical achievements and the costs of
their the nature, scope, and purpose of
processing, as well as the likelihood of the occurrence of risk and the risk
level for the rights and freedoms of the natural persons arising from the
processing, the controller shall be obliged, both on the occasion of
determining the processing method and at the time of processing itself, to:
The controller shall be obliged to, through constant implementation of
technical, and staff-related measures, ensure
that only personal data which are necessary for realization of each specific
purpose of the processing are processed. That obligation applies to the Functional | Intersects with | S€CUrt of Personal Data
amount of personal data collected, the extent of its processing, the period (PD)
ofits storage and its accessibility. The measures referred to in paragraph 2
of this Article must ensure that personal data cannot be made accessible
without the intervention of the natural person to an indefinite number of
natural persons. The issued certificate as referred to in Article 61 of this
Law may be used by the controller to demonstrate their compliance with
the obligations referred to in paragraphs 1 through 3 of this Article.
Paragraph 4 of this Article shall not apply to the processing carried out by
the competent authorities for special purposes

Mechanisms exist to ensure Personal Data (PD) is protected by logical
PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.

V.1.42 Safeguards

technical, organi and staff-related
measures, such as pseudonymisation, which are aimed at ensuring Security of Personal Data
s ! uring Functional | Intersects With

implementation of data-protection principles, such as data minimization (D)

in an effective manner:

ensure of the necessary during the
in order to meet the requirements for processing prescribed by this Law Security of Personal Data

d P &P Y Functional | Intersects With d
andto protect the rights and freedoms of data subjects. (D)

Mechanisms exist to ensure Personal Data (PD) is protected by logical
PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.

1v.1.42(1) Safeguards

Mechanisms exist to ensure Personal Data (PD) is protected by logical
PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.

IV.1.42(2) Safeguards

Where two or more controllers jointly determine the purposes and method
of processing, they shall be joint controllers. The joint controllers referred
toin paragraph 1 of this Article shall, in a transparent manner, determine
their respective ities for with the

prescribed by this Law, in particular the obligations as regards the
exercising of the rights of the data subject and their respective fulfilling of
duties to provide to such person information referred to in Articles 23
through 25 of this Law. The responsibility referred to in paragraph 2 of this
Article shall be regulated by an agreement of the joint controllers, unless
where such responsibility is laid down by the law applicable to the Joint Processing of Mechanisms exist to clearly define and communicate the
v.1.43 Joint Controllers | controllers. The agreement referred to in paragraph 3 of this Article must | Functional | Intersects With | o 0o on) PRI-07.2 |organization's role in processing Personal Data (PD) in the data 5
designate a contact person for data subject and regulate the relationships processing ecosystem.
of each individual joint controller vis-- vis the data subject. The essence
of the agreement referred to in paragraph 3 of this Article must be made
available to the data subject. Provisions of paragraphs 4 and 5 of this
Article shall not apply to the processing carried out by the competent
authorities for special purposes. Irrespective of the provisions of the
agreement referred to in paragraph 3 of this Article, the data subject may
exercise his or her rights laid down by this Law in respect of and against
each of the joint controllers.

The controller and/or the processor, in the cases referred to in Article 3,
paragraph 4 of this Law, shall be obliged to designate in writing a
representative in the Republic of Serbia, unless where: The controller
and/or the processor shall authorize the representative referred to in

Representatives of | paragraph 1 of this Article as a person to which, in addition to the
Controliers or Processors | controller or processor, and/or instead of them, the data subject, the Mechanisms exist to appoint localized representation with a physical
v.1.44 Which Do Not Have Their | Commissioner or another person can be addressed in respect of all the Functional | Intersects With | Localized Representation| CPL-08 |presence in localities, as required by applicable laws and/or 5

Seatin the issues related to processing of personal data, for the purposes of ensuring regulations.
Republic of Serbia compliance with the provisions of this Law. A complaint, action and other
legal requests referred to in this Law can be filed against the controller or
processor, of whether their referred to in
paragraph 1 of this Article has been designated or not.

the processing is occasional, does not include, on a large scale,
Representatives of | processing of special data referred to in Article 17, paragraph 1 of this Law

Controllers or Processors |or personal data relating to convictions for criminal offences and -

v.1.44(1) Which Do Not Have Their | punishable offences referred to in Article 19 of this Law, and is unlikely to Functional Relationship N/A N/A N/A J
Seat in the cause any risk to the rights and freedoms of natural persons, taking into

Republic of Serbia  |account the nature, circumstances, scope and purposes of the processing;

" the controller i.e. the processor is a public authority.
Representatives of P! o Y-

Controllers or Processors No
1V.1.44(2) Which Do Not Have Their Functional Relationshi N/A N/A N/A ]
Seatin the P

Republic of Serbia
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Secure Controls Framework (SCF)
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Strength of

Relationshi

Where processingis carried out on behalf of a controller, the controller
may designate as processors only the person or the public authority which
can provide sufficient guarantees relating to implementation of

technical, and staff-related measures, in such a
manner as to ensure that processing will be carried out in compliance with
the provisions of this Law and that the protection of the rights of the data
subject s ensured. The processor referred to in paragraph 1 of this Article
may entrust the processing to another processor only where they are duly
authorized to do so by the controller based on a general or specific written
authorisation. Where processing is carried out on the basis of a general
authorisation, the processor shall be obliged to inform the controller of any
intended changes concerning the selection of another processor, thereby
giving the controller the opportunity to oppose such change. Processing by

Data Privacy
Requirements for

Mechanisms exist to include data privacy requirements in contracts

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

IV.1.45-1 Processor a processor must be governed by a contract or other legally binding act, Functional | Intersects With | "eH MRS pRI07.1 |and other acquisition-related documents that establish data privacy 5
which is concluded and/or adopted in writing, which shall include by Bronders roles and responsibilities for contractors and service providers.
electronic means as well, that is binding on the processor with regard to
the controller and that regulates the subject- matter and the duration of
the processing, the nature and purpose of the processing, the type of
personal data and the type of persons on which data is to be processed, as
well as the rights and obligations of the controller. The contract or another
legally binding act referred to in paragraph 3 of this Article shall prescribe
that the processor shall be obliged to: In the case referred to in paragraph
4,item 8) of this Article, the processor shall be obliged to warn the
controller without delay if in their opinion the written instructions obtained
from them is not in compliance with this Law or another law regulating
protection of personal data.
process the personal data only based on written instructions from the FD lists multiple sets of
controller, including the instructions with regard to transfers of personal numbered bullet points within
data to other countries or international organisations, unless where the Data Privacy the same control. Both sets
Mechanisms exist to include data privacy requirements in contracts
V.1.45-1(1) Processor processoris obliged to process data by the law. In such a case, the Functional |Intersects with| _ Reduirements for PRI-07.1 |and other acquisition-related documents that establish data privacy 5 were separated to improve
processor shall be obliged to inform the controller of that legal obligation Contractors & Service o mappability.
roles and responsibilities for contractors and service providers.
before commencing the processing, unless where that law prohibits Providers
provision of such information on the grounds of protection of an important
oublic interest:
ensure that the natural person which is authorised to process the personal Data Privacy FD lists multiple sets of
data has committed themselves to confidentiality or that such person is Reauhemonta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(2) Processor subject to a legal obligation of confidentiality; Functional | Intersects With | eI pRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers >
take all the necessary measures in compliance with Article 50 of this Law; Data Privacy FD lists multiple sets of
Reauiremontefor Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(3) Processor Functional | Intersects With | S9SN % | PRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers
comply with the conditions for entrusting the processing to another data Privacy FD lists multiple sets of
processor as referred to in paragraphs 2 and 7 of this Article; Reauhemonta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(4) Processor Functional | Intersects With | eI pRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers >
taking into account the nature of the processing, assist the controller by Data Privacy FD lists multiple sets of
applying technical, ional and lated measures, Reauiremontefor Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(5) Processor insofar as this s possibl, for the fulflment of the controller's obligation | Functional | Intersects With |, “e®/#T%T> " | pRI-07.1  [and other acquisition-related documents that establish data privacy 5 the same control. Both sets
regarding the requests for exercising the rights of the data subject laid e roles and responsibilities for contractors and service providers. were separated to improve
down in Chapter Il of this Law:
assist the controller in compliance with the obligations referred to in data Privacy FD lists multiple sets of
Article 50 and Articles 52 through 55 of this Law, taking into account the Reauhemonta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(6) Processor nature of processing and information available to them; Functional | Intersects With | "SI pRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers >
following the completion of agreed activities of processing, and based on data Privacy FD lists multiple sets of
the decision of the controller, delete or return to the controller complete Roquiremanta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(7) Processor personal data and delete all copies of such data, unless where the Functional | Intersects With | "9 OMNS | PRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
obligation to store data is legally prescribed; e roles and responsibilities for contractors and service providers. were separated to improve
make available to the controller complete information necessary to Data Privacy FD lists multiple sets of
with th of the processor laid down in Reauhemonta or Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-1(8) Processor this Article, as well as information allowing for and contributing to the Functional | IntersectsWith | “e®OTELS % | pRI.07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
control of work of the processor which is conducted by the controller or oors roles and responsibilities for contractors and service providers. were separated to improve
another person authorized to do so by the controller. i
Where the processing is carried out by the competent authorities for FD lists multiple sets of
Special purposes, the contract or another legally binding act referred to in numbered bullet points within
paragraph 3 of this Article shall prescribe that the processor shall be the same control. Both sets
obliged to: Where a processor designates another processor for carrying were separated to improve
out specific processing activities on behalf of the controller, the same data mappability.
protection obligations as set out in the contract or other legally binding
act, which is concluded and/or adopted in writing, which shall additionally
include by electronic means, whereby between the processor and another
processor sufficient guarantees for implementation of adequate technical,
organizational and staff-related measures ensuring that the processing is
carried out in compliance with this Law shall be laid down. Where that
other processor fails to fulfilits obligations relating to data protection, the
processor shall remain fully liable to the controller for the performance of
that other processor's obligations. Where the processor violates the Data Privacy ) ) ] ;
. Mechanisms exist to include data privacy requirements in contracts
provisions of this Law by determining the purpose and method of Requirements for s "
IV.1.45-2 Processor Functional | Intersects With PRI-07.1 [and other acquisition-related documents that establish data privacy 5
processing of the personal data, the processor shall be considered to be Contractors & Service . : .
per ° j roles and responsibilities for contractors and service providers.
the controller vis-a-vis such processing. The implementation of the Providers
approved code of conduct as referred to in Article 59 of this Law and/or the
issued certificate as referred to in Article 61 of this Law can be applied to
demonstrate that the processor fulfils the obligations of providing
guarantees referred to in paragraphs 1 and 7 of this Article. The legal
relationship between the controller and the processor which is regulated in
compliance with paragraphs 3 and 7 of this Article can be based in its
entirety orin a part thereof on the standard contractual clauses referred to
in paragraph 11 of this Article, including those relating to the certificate
that is granted to the controller or to the processor in compliance with
Articles 61 and 62 of this Law. The Commissioner may draw up standard
contractual clauses which shall pertain to the obligations referred t
paragraphs 3 and 7 of this Article, taking into account in particular the
European practice in drawing up of standard clauses.
process personal data on the basis of the instructions of the controller data Privacy FD lists multiple sets of
only; Roauiremonta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-2(1) Processor Functional | Intersects With | eSS | PRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers >
ensure that the person authorized to process data has committed Data Privacy FD lists multiple sets of
themselves to confidentiality or that such person is subject to a legal Recuhemonator Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-2(2) Processor obligation of confidentiality; Functional | IntersectsWith| “e®OTENS 1% | pRI.07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
A roles and responsibilites for contractors and service pro were separated to improve
Providers ’
assist in an appropriate manner the controller in fulfilment of the data Privacy FD lists multiple sets of
controller's obligation to comply with the provisions on the rights of data Requiremonta for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-2(3) Processor subjects referred to in Chapter Il of this Law; Functional | Intersects With | "SI | pRI07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
roles and responsibilities for contractors and service providers. were separated to improve
Providers >
following the completion of agreed activities of processing, and based on Data Privacy FD lists multiple sets of
the decision of the controller, delete or return to the controller complete Recuhemontaror Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-2(4) Processor personal data and delete all copies of such data, unless where the Functional | Intersects With PRI-07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets

obligation to store data is legally prescribed;

Contractors & Service
Providers

roles and responsibilities for contractors and service providers.

were separated to improve
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make available to the controller complete information which is necessary
to the with the of the processor laid

Data Privacy
Requirements for

Mechanisms exist to include data privacy requirements in contracts

FD lists multiple sets of
numbered bullet points within

IV.1.45-2(5) Processor down in this Article; Functional | Intersects With | “e9WETIELS | PRI-07.1 |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
e roles and responsibilities for contractors and service providers. were separated to improve
ensure compliance with the conditions referred to in paragraphs 2, 3 and 6 Data Privacy FD lists multiple sets of
of this Article where they entrusts the processing to another processor. Reguirementa for Mechanisms exist to include data privacy requirements in contracts numbered bullet points within
IV.1.45-2(6) Processor Functional [ Intersects With| . -e3 "ML @ | PRI-07.1  |and other acquisition-related documents that establish data privacy 5 the same control. Both sets
onors roles and responsibilities for contractors and service providers. were separated to improve
The processor and/or any other person has access to personal data under Mechanisms exist to restrict collecting, receiving, processing, storing,
the authority of the controller or of the processor, may not process such transmitting, sharing and/or updating Personal Data (PD) to:
data without an order from the controller, unless where such processing is (1) The purpose(s) originally collected, consistent with the data privac
Processing upon an P e Usage Restrictions of purp ginally privacy
IV.1.46 &P laid down by the law. Functional | Intersects With & PRI-05.4 [notice(s): 5
Order Personal Data (PD)
(2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
The controller and their representative, where they are designated, shall be Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
obliged to maintain records on processing activities under their transmitting, sharing and/or updating Personal Data (PD) to numbered bullet points within
Rocords of Processing | "2SPONSDII, which shall contain information on: Provisions of paragraph Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1 ot 1 of this Aricte shall not apply where the processingis carried out bythe | Functional | Intersects wieh| 2788 28 60 S PRI-05.4 [notice(s); 5 were separated to improve
competent authorities for special purposes. (2) What s authorized by the data subject, or authorized agent; and mappability.
(8) What s consistent with applicable laws, regulations and
the name and contact details of the controller and, if any and/or where Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
they are designated, on the joint controllers, the controller's representative transmitting, sharing and/or updating Personal Data (PD) to numbered bullet points within
Records of Processing |19 the data protection officer; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(1) it e Functional | Intersects With Peioml Do (°D) PRI-05.4 [notice(s): 5 were separated to improve
(2) What s authorized by the data subject, or authorized agent; and mappability.
(8) What s consistent with applicable laws, regulations and
the purpose of the processing: Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of Processin Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(2) it e Functional | Intersects With Peional Do (°D) PRI-05.4 [notice(s): 5 were separated to improve
(2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What s tent with laws, ions and
the type of data subjects and on the types of personal data; Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of Processin Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(3) it e Functional | Intersects With Peional Do (°D) PRI-05.4 [notice(s): 5 were separated to improve
(2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What s tent with laws, ions and
the type of recipients to whom the personal data have been or will be Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
disclosed, including recipients in other countries or interational transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of Processing_|CrEansation Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(4) it e Functional | Intersects With Peional Do (°D) PRI-05.4 [notice(s): 5 were separated to improve
(2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What s tent with laws, ions and
the transfers of personal data to other countries or international Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
organisations, including the name of other country or international transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of aswell as th oni ion of Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
1V.1.47-1(5) it here data is in Article 69, paragraph 2 of this | Functional | Intersectswitn |~ 280 20 FECE S PRI-05.4 [notice(s); 5 were separated to improve
Law, where such transfer of personal data is performed; (2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What s tent with laws, ions and
the time imit upon the expiry of which certain types of personal data shall Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
be erased, where such time limit has been set; transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of Processin Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(6) o e Functional | Intersects With & PRI-05.4 [notice(s): 5 were separated to improve
Activities Personal Data (PD) P! P!
(2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What is consistent with applicable laws, regulations and
the general description of the safeguards referred to in Article 50, Mechanisms exist to restrict collecting, receiving, processing, storing, FD lists multiple sets of
paragraph 1 of this Law, where possible. transmitting, sharing and/or updating Personal Data (PD) to: numbered bullet points within
Records of Processin Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy the same control. Both sets
IV.1.47-1(7) o e Functional | Intersects With & PRI-05.4 [notice(s): 5 were separated to improve
Activities Personal Data (PD) P! P!
(2) Whatis authorized by the data subject, or authorized agent; and mappability.
(3) What is consistent with applicable laws, regulations and
Where the processing s carried out by the competent authorities for Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Processing | PECiaL PUTPOSES, the controller shall be obliged to mintain the records Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2 notivition onall the types of processing activities under their responsibility, which Functional | Intersectswith |, 20 e PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
shall contain information on: detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the name and contact details of the controller and, if any and/or where Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Records of they are on the joint and the data protection Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(1) aetition officers; Functional | Intersects with |, *Z TR 0 PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i i
the purpose of the processing; Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Processing Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(2) it Functional | Intersects with| -, % R 2 PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i i
the type of data subjects and on the types of personal data; Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Procsssing Documenting Dta activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(3) aeitios Functional | Intersectsith| 2 0t e PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the type of recipients to whom the personal data have been or will be Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Records of Processing_|diSe1osed: including recipients in other countries or international Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(4) hotiitioe € |organisations; Functional [ Intersects Wit * Acgﬁvmes PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i i
the use of profiling, where profiling is Used; Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Procsssing Documenting Dta activities that covers collection, receiving, processing, storage, numbered bullet points within
1V.1.47-2(5) Functional | Intersects With PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
Activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the types of personal data transfers to other countries or international Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Records of Processing | CTEENISations, where such personal data transfers are performed; Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(6) it € Functional [ Intersects with| , ° Acgﬁvmes PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i i
the legal grounds for the processing procedure, including the personal data Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Processing | "S1e" Documenting Dta activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(7) aeitios Functional | Intersectsith| -, 2 e e PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the time limit upon the expiry of which certain types of personal data shall Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Records of Processing | © €7ased: where such time limit has been set; 36 Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-2(8) € Functional | Intersects With s PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient 5 the same control. Both sets

Activities

Processing Activities

detail to demonstrate conformity with applicable statutory, regulatory
and i

were separated to improve

Secure Controls Framework (SCF)

200f31



NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI pS: f 1d.« 2018/en/123513
STRM Gui 3 h heory PPINg- Published STRM URL: b- -2018.pdf
RM S Controls Fi 'k (SCF) Sty th of
FDE# FDE Name Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) reng Not
Rationale Control Desci ul Relationship

Records of Processing

the general description of the safeguards referred to in Article 50,
paragraph 1 of this Law, where possible.

Documenting Data

Mechanisms exist to document Personal Data (PD) processing
activities that covers collection, receiving, processing, storage,

FD lists multiple sets of
numbered bullet points within

IV.1.47-2(9) Functional | Intersects With PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities ° ¢ ’
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
f
The processor and their representative, where they are designated, shall be Mechanisms exist to document Personal Data (PD) processing D lsts multiple sets of
obliged to maintain the records on all the types of processing activities numbered bullet points within
activities that covers collection, receiving, processing, storage,
Records of Processing | performed on behalf of a controller, which shall contain information on: Documenting Data e v e SIOTage, the same control. Both sets
IV.1.47-3 L o e Functional | Intersects With enting Dat PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient
Activities Provisions of paragraph 4 of this Article shall not apply where the Processing Activities were separated to improve
detail to demonstrate conformity with applicable statutory, regulatory
processing is carried out by the competent authorities for special ° mappability.
and contractual requirements.
burnoses.
the name and contact details of each processor and each controller on Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
behalf of which processing is carried out, and/or if any and/or where they : activities that covers collection, receiving, processing, storage, numbered bullet points within
Records of Processing ) Documenting Data
IV.1.47-3(1) it are designated, on the controller's or processor's representative andthe | Functional | Intersects With | > 157 %8 24 PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
data protection officer; e detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the types of processing performed on behalf of each controller; Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
activities that covers collection, receiving, processing, storage, numbered bullet points within
Records of Processing Documenting Data s P 8 g8, P
IV.1.47-3(2) o Functional | Intersects With o PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the transfers of personal data to other countries or international FD lists multiple sets of
P Mechanisms exist to document Personal Data (PD) processing P
organisations, including the name of other country or international ’ ‘ ° numbered bullet points within
) ) : activities that covers collection, receiving, processing, storage,
Records of g aswell as the on of Documenting Data the same control. Both sets
IV.1.47-3(3) Functional | Intersects With PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient
Activities where data is transferred in compliance with Article 69, paragraph 2 of this Processing Activities ; were separated to improve
detail to demonstrate conformity with applicable statutory, regulatory >
Law, where such transfer of personal data is performed; mappability.
and contractual requirements.
the general description of the safeguards referred to in Article 50, Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Processing | P2/2872P 1of this Law, where possible. Documenting Data activites that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-3(4) o Functional | Intersects With o PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
Where the processing is carried out by the competent authorities for FD lists multiple sets of
special purposes, each processor shall be obliged to maintain the records numbered bullet points within
onall the types of processing activities performed on behalf of the Mechanisms exist to document Personal Data (PD) processing the same control. Both sets
controller, which shall contain information on: The records referred to in were separated to improve
Records of Processin hs 1,3, 4 and 6 of this Article shall be maintained in writi hich Documenting Data activities that covers collection, receiving, processing, storage, bility
IV.1.47-4 g |paragraphs 1,3, 4 and 6 of this Article shall be maintained in writing, which | ¢\ ionat | intersects With g PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient mappability.
Activities shallinclude the electronic form and shall be kept permanently. The Processing Activities
y " detail to demonstrate conformity with applicable statutory, regulatory
controller or the processor, as well as their representatives, where they are °
and contractual requirements.
designated, shall be obliged to make the records referred to in paragraphs
1,3, 4and 6 of this Article available to the Commissioner, at their request.
the name and contact details of each processor and each controller on Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
behalf of which processing is performed, and/or the data protection officer, : activities that covers collection, receiving, processing, storage, numbered bullet points within
Records of Processing Documenting Data
IV.1.47-4(1) where they are designated; Functional | Intersects With PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities > € s
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the types of processing performed on behalf of each controller; Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
activities that covers collection, receiving, processing, storage, numbered bullet points within
Records of Processing Documenting Data estl s, P g, storage, o
IV.1.47-4(2) o Functional | Intersects With orine oar PRI-14 |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the transfers of personal data to other countries or international Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Records of Processing _|CTE2MSatIons, providing that the controller requires that explicitly, Documenting Data activities that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-4(3) it inclucing the name of the counry o international organization, where such | Functional [ Intersects Witn| o 0. C08 PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
transfer of personal data s performed; detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
the general description of the safeguards referred to in Article 50, Mechanisms exist to document Personal Data (PD) processing FD lists multiple sets of
Rocords of Processing | P2/2873P 1of this Law, where possible. Documenting Data activites that covers collection, receiving, processing, storage, numbered bullet points within
IV.1.47-4(4) o Functional | Intersects With enting Dat PRI-14  |transmission, sharing, updating and/or disposal actions with sufficient the same control. Both sets
Activities Processing Activities °
detail to demonstrate conformity with applicable statutory, regulatory were separated to improve
and i
Provisions of paragraphs 1and 4 of this Article shall not apply to the FD lists multiple sets of
Rocords of Processing | 0NOMIG operators and organisations employing less than 250 persons, } o numbered bullet points within
IV.1.47-5 except where: Functional I NA NA N/A the same control. Both sets
Activities Relationship
were separated to improve
the processing that they perform can result in a high risk o the rights and FD lists multiple sets of
freedoms of the data subjects; numbered bullet points within
Records of Processing ) No
IV.1.47-5(1) o Functional " N/A N/A N/A the same control. Both sets
Activities Relationship °
were separated to improve
the processing is not occasional; FD lists multiple sets of
Rocords of Processing } o numbered bullet points within
IV.1.47-5(2) Functional e NA NA N/A the same control. Both sets
Activities Relationship
were separated to improve
the processing includes special types of personal data as referred to in FD lists multiple sets of
Rocords of Procsssing le 17, paragraph 1 of this Law or personal data relating to criminal ; o numbered bullet points within
IV.1.47-5(3) L offences and referred to in Article 19 of |  Functional ) N/A N/A N/A the same control. Both sets
Activities Relationship °
this Law. were separated to improve
The competent authority which is processing data for special purposes.
shall be obliged to ensure that on the occasion of the use of system for
automatic processing, at least the following processing activities are
recorded in such system: entry, alteration, inspection, disclosure, including
transfer, comparison and erasure. Recording of inspection and disclosure
Recordingof Pracessing |°! PErsonal data must enable determining the reasons for performing the
: processing activities, date and time of processing activities and, where
Activities Performed by R, e o
Vo148 the Gompetent |PosSibLe, dentity of the person performing inspection or disclosing the R No o o m
- " personal data, as well as the identity of the recipient of such data. The Relationship
Authorities for Special
Purposes recording referred to in paragraph 1 of this Article can only be used for the
purpose of of of the , internal
supervision, ensuring data integrity and safety of data, as well as initiating
and conducting criminal proceedings. The record created by means of
recording referred to in paragraph 1 of this Article shall be made available
to the Commissioner for inspection, at their request.
The controller, processor and their representatives, where they are . -
Cooperation with the P! P! Y Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
IV.1.49 designated, shall cooperate with the Commissioner in the performance of | Functional |Intersects With CPL01
Commissioner Contractual Compliance relevant statutory, regulatory and contractual controls.
his powers.
N/A No
.2 Security of Personal Data Functional " N/A N/A N/A
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In accordance with the level of technological achievements and the costs
of implementation thereof, the nature, scope, circumstances and
purposes of processing, as well as the likelihood of the occurrence of risks
and the level of risk to the rights and freedoms of natural persons, the
controller and the processor shall implement appropriate technical,
organisational and staff-related measures to achieve a level of security
appropriate totherisk. As appropriate, the measures referred to in
paragraph 1 of this Article shall in particular include: When assessingthe
appropriate level of security referred to in paragraph 1 of this Article,
account shallin particular be taken of the risks that are presented by
processing, in particular from accidental or unlawful destruction, loss, Security of Personal Dat Mechanisms exist to ensure Personal Data (PD) is protected by logical
Iv.2.50 Security of Personal Data | alteration, unauthorised disclosure of, or access to personal data Functional | Intersects With i PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
transmitted, stored o otherwise processed. Application of an approved scoped to protect the confidentiality and integrity of the PD.
code of conduct as referred to in Article 59 of this Law, and/or an issued
certificate as referred to in Article 61 may be used for demonstrating
compliance with the obligations referred to in paragraph 1 of this Article.
The controller and the processor shall be obliged to take measures with
the aim of ensuring that any natural person authorized to access personal
data by the controller or the processor processes such data on the order of
the controller or if he or she is required to do so by the law. Provisions of
paragraphs 1 through 5 of this Article shall not apply to the processing
carried out by the competent authorities for special purposes.
the pseudonymisation and encryption of personal data; De-ldentificatio Mechanisms exist to anonymize data by removing Personal Data (PD
IV.2.50(1) Security of Personal Data | ¢ Peeudonymisation and encryption of pers @ Functional | Intersects With entification DCH-23 nisms exist to anonymiz ¥ removing Person: (PD) 5
from datasets.
the ability t durable confidenti tegrity, d
e: fe‘ ':; s"s"e":s . Oces‘;‘ sg”ey . an securityof Personal Data Mechanisms exist to ensure Personal Data (PD) i protected by logical
1V.2.50(2) Security of Personal Data | 511610 Of processing system processing services; Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
toring of the availability and t [data in th
1V.2.50(3) Security of Personal Data :‘;e physical ortechnical incident within the sttime possible; | ¢ ctional | Intersects With Y (PD) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
scoped to protect the confidentiality and integrity of the PD.
th dure of regular testing, d evaluating th
© procedure ‘:(“‘c‘i‘” e ine assess‘”i:: evaluating the soures o securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
1V.2.50(4) Security of Personal Data e oftechnical, measures for Functional | Intersects With Y i PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
security of the processing. (PD) scoped to protect the confidentiality and integrity of the PD.
Where the processing is performed by the competent authorities for
special purpose, and in accordance with the level of technological
achievements and the costs of the application thereof, the nature, scope,
circumstances and the purpose of processing, as well s the likelinood of
the oceurrence of risks and the level of risk to the rights and freedoms of
Security of Processing : , )
rerformed by the. | Matural persons, the controlier and the processor shallimplement Securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
v.2.51 Comperont nonias |adequate technical, organisational and staff-related measures to achieve | Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
or Smocial Purposes | " @deauate level o security appropriate to the sk, in particular in cases scoped to protect the confidentiality and integrity of the PD.
of processing of special types of personal data as referred to in Article 18
of this Law. Based on the assessment of sk, the controller of the
processor shall be obliged to, in automatic processing, implement
adequate measures referred to in paragraph 1 of this Article which shall
ensure that:
Security of P toth tused i deredi bl t
e ey :e““‘p"';” . ‘;"’mmf‘”‘i's e securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.2.51(1) Commemin J‘ . unauthorized person (“control of access to the equipment”); Functional | Intersects With Yy #0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
ompetent Authorities
pl S"Dsml ureses scoped to protect the confidentiality and integrity of the PD.
Security of P thorized reading, copying, ch: Lof medium i ted
e A "ezw‘”_g copying, change of removal of medium s prevente securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
V.2.51(2) Commamin J‘ . (‘medium control”); Functional | Intersects With Yy #0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
ompetent Authorities
pl S"Dsml areses scoped to protect the confidentiality and integrity of the PD.
Security of P thorized entering of Ldata, as well thorized
eourtty of Processing | unauthorized entering of personal data, as wel{as any unauthorize ) Mechanisms exist to ensure Personal Data (PD) is protected by logical
Performedbythe | modification, erasure and control of the stored personal data is prevented Security of Personal Data g )
IV.2.51(3) Functional | Intersects With PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
Competent Authorities | (“storage control”); (D) suel
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes
S ity of P th f auts ti i te ithori; i
EE::L!{:\EJZC?:E‘"g o ‘2":“‘9”‘:‘{ system by o °""°‘?»"_e's°" ' Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
IV.2.51(4) Comma J‘ . prevented, by using data transfer equipment (*usage control"); Functional | Intersects With 4 PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
ompetent Authorities A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes pedtop! fty Bty
Security of P th thorized to use the system for automat ing h
ccurity of Processing | the person authorized to use the system for automatic processing has ] Mechanisms exist to ensure Personal Data (PD) s protected by logical
Performedbythe  |access only to the personal data covered by their authorisation for access Security of Personal Data f :
IV.2.51(5) . Functional | Intersects With PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
Competent Authorities [to data is ensured (“control of access to data”); (D) A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes
S ity of P th heck i/ te ine to he | data h
ocurity of Processing | they may check and/or determine to whom personal data has been ] Mechanisms exist to ensure Personal Data (°D) s protected by logical
Performedbythe | transferred, may be transferred or made available, by using the equipment Security of Personal Data f :
IV.2.51(6) . Functional | Intersects With PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
Competent Authorities | for data transfer (“transfer control”); (D) A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes
Security of P th tly check and/or determine which f I
ecurity of Processing | they may subsequently check and/or determine which pieces of personal ] Mechanisms exist to ensure Personal Data (PD) s protected by logical
Performedbythe  |data have been entered i the system for automatic processing, by which Security of Personal Data f :
V.2.51(7) . Functional | Intersects With PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
Competent Authorities | person and when (“entry control”); A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes
Security of P thorized . copying, modificat f [ dat . ]
ecurity of Processing | unauthorized reading, copying, madification or erasure of personal data in ] Mechanisms exist to ensure Personal Data (°D) s protected by logical
Performedbythe | the course of transfer thereof or in the course of transportation of the Security of Personal Data f :
IV.2.51(8) . > Functional | Intersects With PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
Competent Authorities | medium is prevented (“transport control”); (D) A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes
Security of P the installed syst tored i fany interruption of operati
e;::rr\r:r:\e;(;ce(s;mg theinsta ed‘sys omis s ored 3 Gase of any nterupion of operation Security of Personat Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
IV.2.51(9) Comma J‘ . ereof (“system restoration”); Functional | Intersects With 4 °0) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
ompetent Authorities A
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes pedtop! fty Bty
Security of P f thi f
ecurity of Processing | proper operation of the system and regular reporting of system operation Machanisms exist to ansure Personal Data (PD) s protected by logical
Performedbythe | errors are ensured (“reliability”), as well as that the personal data stored ) Security of Personal Data > X
IV.2.51(10) . : Functional | Intersects With PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
Competent cannot be due to any in system operation " - i
scoped to protect the confidentiality and integrity of the PD.
for Special Purposes _| (“integrity”).
The controller shall be obliged to notify the Commissioner of the breach of
personal data that can result in a risk to the rights and freedoms of natural
persons without undue delay, or, where possible, within 72 hours after
having become aware of the breach. Where the controller does not act
within 72 hours after having become aware of the breach, they shall be
obliged to provide an explanation of the reasons for not having acted within
such time limit. The processor shall be obliged to, after becoming aware of
a personal data breach, notify the controller of such breach without undue
delay. The notification referred to in paragraph 1 of this Article must at
least include the following pieces of information: Where complete
information referred to in paragraph 4 of this Article cannot be provided at
the same time, the controller shall provide available information without
. exist to timely-report incidents to
Notification of  Personal | U1dUe delay in phases. The cantroller sl be obliged to document each ettt Stakahotdar pechanisms exst o e i
252 Data Breach to the | PErsonal data breach, including the facts relating to the personal data Functional | Intersects With RO-10 : s
Commissioner breach, its effects and the remedial action taken. The documentation Reporting (2) Affected clients & third-parties; and
referred to in paragraph 6 of this Article shall enable the Commissioner to (3) Regulatory authorities.
determine whether or not the controller has acted in compliance with the
provisions of this Article. In case of a breach of personal data processed
by the competent authorities for special purposes, which is transferred to
the controller in another country or an international organisation, the
controller shall be obliged to without undue delay provide information
referred to in paragraph 4 of this Article to the controller in such other
country or in with the
agreement. The Commissioner shall prescribe the form for the notification
referred to in paragraph 1 of this Article and shall regulate the notification
method in more detail.
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the description of the nature of the personal data breach, including the exist to timely-report incidents to
Notification of a Personal |, .. ot data and the approximate number of data subjects concerned Incident Stakeholder (1) Internal stakeholders;
Iv.2.52(1) DataBreachtothe | " " pproxi ubj Functional | Intersects With IRO-10 g 5
o o | where possible, as well as the approximate number of personal data Reporting (2) Affected clients & third-parties; and
bieces the security of which has been breached: (3) Regulatory authoriti
the name and contact details of the data protection officer or information exist to timely-report incidents to
Notification of a Personal | ' ither possible method of obtaining information on the breac: Incident Stakeholder (1) Internal stakeholders:
- ; .
IV.2.52(2) Data Breach to the Y P ining reach; Functional | Intersects With IRO-10 5
Reporting (2) Affected clients & third-parties; and
Commissioner ;
(3) Regulatory authorit
a description of the possible consequences of the breach; exist to timely-report incidents to
Notification of a Personal Incident Stakeholder (1) Internal stakeholders;
Iv.2.52(3) Data Breach to the Functional | Intersects With IRO-10 g 5
Reporting (2) Affected clients & third-parties; and
Commissioner )
(3) Regulatory authorit
a description of the measures taken or proposed to be taken by the exist to timely-report incidents to
Notification of a Personal| -\ er retating to the personal data breach, including measures take Incident Stakeholder (1) Internal stakeholders;
IV.2.52(4) Data Breach to the roller relating to the person: reach, including ur ™ | Functional |intersects With IRO-10 g 5
to mitigateits possible adverse effects. Reporting (2) Affected clients & third-parties; and
Commissioner )
(3) Regulatory authorit
Where the personal data breach may result in a high risk to the rights and
freedoms of natural persons, the controller shall communicate the
personal data breach to the data subject without undue delay. In the
communication referred to in paragraph 1 of this Article, the controller
shall be obliged to describe in clear and plain language the nature of the
personal data breach and to state at least the information referred to in
Article 52, paragraph 4, items 2) through 4) of this Law. The controller shall
istto 1 P incidents to
Communication of a nc: " o:“fed - notry:‘e s communone g :mgraph 1;“”‘; Amch‘e Incident Stakeholder " Intorl stakenotders e
v.2.53 Personal Data Breach to | "Nere: If the controller has not communicated the personal data breachto| ¢\ vionat | intersects With IRO-10 g 5
tho Data Subject _|the data subject, the Gommissioner may, having considered the potential Reporting (2) Affected clients & third-parties; and
that the personal data breach result in a high risk, require the controller to (3) Regulatory authorities.
do 0 or may determine that the conditions referred to in paragraph 3 of
this Article are met. Whereitis a case of a breach of personal data
processed by the competent authorities for special purposes, the
controller may postpone or restrict the communication of the data subject,
in compliance with the conditions and on the grounds of the reasons
referred to in Article 25, paragraph 3 of this Law.
Data Protection Impact | N/A
As: tand Pri N
.3 sessment and prior Functional e N/A N/A N/A o
Consultation with the Relationship
c
Where a type of processing in particular using new technologies, and FD lists multiple sets of
taking into account the nature, scope, circumstances and purposes of the numbered bullet points within
processing, is likely to result in a high risk to the rights and freedoms of the same control. Both sets
natural persons, the controller shall, prior to commence the processing, were separated to improve
carry out an assessment of the impact of the envisaged processing mappability.
operations on the protection of personal data. A single assessment may
be carried out where a number of similar processing operations may
”'esems‘m“a;"'g" risks for the protection of pers‘":l data. K‘”‘e: o Mechanisms exist to conduct a Data Protection Impact Assessment
Vasan Data Protection Impact_|C21Ming outa data protection impact assessment, the controller shall be Functional | intersects witn| at2 Protectionimpact | |(DPIA) on Technology Assets, Applications andlor Services (TAAS) that s
3.54- unctional | Intersects Wi -
Assessment obliged to seek the opinion from the data protection officer, where such Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
officer s designated. The data protection impact assessment referred to in :
remediate reasonably-expected risks.
paragraph 1 of this Article shall mandatorily be performed in the case of:
The Commissioner shall be obliged to draw up and to make public on their
website a list of the kinds of processing operations which are subject o the
requirement for a data protection impact assessment referred to in
paragraph 1 of this Article and they may additionally make public a list of
the kinds of processing activities for which no data protection impact
assessment is required.
E:ys'e(’”a"f_ a""'i:'""'f"""ts“’"‘ "“’a“‘:":" ofthe ‘;"5":‘:’” a"‘: - Mechanisms exist to conduct a Data Protection Impact Assessment o l‘z‘s ";”:‘ﬁ“"ls"“s :’f -
characteristics of the natural person which s carried out by automate numbered bullet points within
Data Protection Impact P! Y Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that o
1V.3.54-1(1) processing of personal data, including profiling, and based on which Functional ~ |Intersects With RSK-10 5 the same control. Both sets
Assessment ding ' Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
decisions are made which are of significance for the legal position of the ’ were separated to improve
! remediate reasonably-expected risks. °
individual or similarly affecting them:
f Lypes of Ldata referred to in Article 17, ] ! FD lists multiple sets of
°’°°e$s":g‘° PORO "e'w‘:]da o erred e Mechanisms exist to conduct a Data Protection Impact Assessment bt ey i
Data Protection Impact |P2"8"2P" 1 andArtile 18, paragraph 1 or of persona data retating fo ) Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that numbered bullet points within
1V.3.54-1(2) criminal convictions and punishable offences referred to in Article 19 of Functional | Intersects With RSK-10 viees 5 the same control. Both sets
Assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
this Law, on a large scale; ’ were separated to improve
remediate reasonably-expected risks. >
: ST e e o3 charons et condita et Prcion pocthessemen Fouss el
Data Protection Impact Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that P
IV.3.54-1(3) Functional | Intersects With RSK-10 " 5 the same control. Both sets
Assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and o
were separ improv
remediate reasonably-expected risks. ere separated toimprove
The assessment must contain at least: Paragraph 6 of this Article shall FD lists multiple sets of
not apply to the impact assessment of the processing carried out by the numbered bullet points within
competent authorities for special purposes. The impact assessment of the the same control. Both sets
carried out by the for special purposes were separated to improve
shall at least include a comprehensive description of the envisaged mappability.
processing operations, an assessment of the risks to the rights and
freedoms of the data subjects, a description of measures intended to be
taken to address the risks, including the safeguards, as well as the
technical, organisational and staff-related measures to ensure personal
data protection and to provide proof of compliance with the provisions of
this Law, taking into account the rights and legitimate interests of the data
subjects and other persons concerned. Compliance with the approved
code of conduct referred to in Article 59 of this Law by the relevant
controllers or processors must be taken into due account in assessing the Mechanisms exist to conduct a Data Protection Impact Assessment
V.3.54-2 Data Protection Impact |impact of the processing ODeran?ns performed on the protection of ) Functional | Intersects With Data Protection Impact RSK-10 (DPIA) on Technology Assets, Applications and/or Seryices»ﬂAAs) that 5
Assessment personal data. Paragraph 8 of this Article shall not apply to the processing Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
carried out by the competent authorities for special purposes. Where remediate reasonably-expected risks.
appropriate, the controller shall seek the views of data subjects or their
representatives on the intended processing operations, without prejudice
tothe protection of commercial or public interests or the security of
processing operations. Where a separate law prescribes individual
ions and/or groups of i ions, and the
is performed in ith Article 12, paragraph 1, item
3) oritem 5) of this Law, and the personal data protection impact
assessment has already been carried out as part of a general impact
assessment on the occasion of the adoption of that law, paragraphs 1
through 9 of this Article shall not apply, unless where it is determined that
it is necessary to carry out another such assessment. Where necessary,
and at least in the case of a change in the risk levels concerning the
processing operations, the controller shall be obliged to carry out a review
h i h i ipl f
o istof the ?""'fff:ed ::"Zess"fgl‘_’”e'a"“:"i a":“ M Mechanisms exist to conduct a Data Protection Impact Assessment o ‘z‘s ";”:‘ﬁ "(59'_5:’ i
urposes of the processing, including the description of the legitimate : numbered bullet points within
1v.3.54-2(1) Data Protection mpact | P 200X S coitroller wﬁerea icaslo ¢ Functional | Intersects itn | D212 Protection Impact | - ey 4 |(DPIA) on Technology Assets, Applications andor Services (TAAS) that 5 the same control, Both sets
3.54- icable; S ) .
Assessment pu Y . PPl Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and o
remediate reasonably-expected risks. were separated toimprove
T
i ; el ; ints wil
Data Protection Impact |°P purp P! c i Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that P
1V.3.54-2(2) Functional | Intersects With RSK-10 viees 5 the same control. Both sets
Assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and - o
remediate reasonably-expected risks. ere separated to improve
f
o asszstsrr\ent of the r\hs:s :otht'heA’fhts and freedoms of data subjects. Mechanisms exist to conduct a Data Protection Impact Assessmant FD l\z(s rzutllml:lxisecs:: N
referred to in paragraph 1 of this Article; numbered bullet points within
Va5020) Data Protection Impact paragrap Functional | intersects witn| D2ta Protestionimpact | |(DPIA) on Technology Assets, Applications andlor Services (TAAS) that s By cwml"som -
- Assessment Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and ted (‘
were separated to improve
remediate reasonably-expected risks. P P!
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Data Protection Impact

a description of the measures intended to be taken in relation to the,
existence of the risks, including safeguards, as well as the technical,
organizational and staff-related measures to ensure the protection of

Data Protection Impact

Mechanisms exist to conduct a Data Protection Impact Assessment
(DPIA) on Technology Assets, Applications and/or Services (TAAS) that

FD lists multiple sets of
numbered bullet points within
the same control. Both sets

IV:3.54-2(4) Assessment personal data and to provide proof of the compliance with the provisions of| | CHOMaL  [Intersects With| o cement (DPIA) RSK-10' | tore, process and/or transmit Personal Data (PD) to identify and s were separated to improve
this Law, taking into account the rights and legitimate interests of data remediate reasonably-expected risks. mappability.
subiects and other persons concerned.
Where the data protection impact assessment, which has been carried out FD lists multiple sets of
in compliance with Article 54 of this Law, indicates that the intended numbered bullet points within
processing operations will result in a high risk in the absence of measures the same control. Both sets
taken to mitigate the risk, the controller shall be obliged to consut the were separated to improve
priorto the operation. Paragraph mappability.
1 of this Article shall not apply to the processing carried out by the
competent authorities for special purposes. Where the processing is
performed by the competent authority for special purposes, the controller
and/or the processor shall be obliged to consult with the Commissioner
prior to commencing the processing operations which will resultin the
creation of a filing system of data in case that: Where the Commissioner is
of the opinion that infringements of the provisions of this Law could be
caused by the intended referred to in 1 Mechanisms exist to conduct a Data Protection Impact Assessment
Prior Consultation with |2nd 3 of this Article, and in particular where the controller has insufficiently Data Protection Impact (DPIA) on Technology Assets, Applications and/or Services (TAAS) that
IV3.551 the Commissioner | identified or mitigated, the Commissioner shall be obliged to, within 60 Functional — |Intersects With | = cment (DPIA) RSK-10 | tore, process and/or transmit Personal Data (PD) to identify and s
days from the date of receipt of the request, provide written advice to the Tometiato ransonably-oxpected riske.
controller or to the processor, where they has submitted the request, as
well as to, where necessary, exercise the powers referred to in Article 79 of
this Law. The time limit referred to in paragraph 4 of this Article can be
extended by 45 days taking into account the complexity of the intended
and the C: shallbe obliged to inform
the controller or the processor, where they has submitted the request, of
the postponement and of the reasons for postponement of advice, within
30 days from the date of receipt of the request for consultation. The time
limits referred to in paragraphs 4 and 5 of this Article shall stay until the
Commissioner has obtained complete information requested which is
necessary for providing an opinion.
o o0 P g e
1V.3.55-1(1) Prior Consultation with pmczssmg activties will resultina high rsk in the absence of measures | Functional | IntersectsWitn| D212 Protectionimeact | - gqy o |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that 5 the same cantol Bothomts
the Commissioner |5 0o e Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and o prons
remediate reasonably-expected risks.
the kind of processing, and in particular where new technologies, FD lists multiple sets of
) o smeguardspm prucedgures are :pplled, present a high risk to :gne rights and Mechanisms exist to conduct a Data Protection Impact Assessment numbored bulet points within
va554(2) prior Consultation with | 27196 2198 0705 CHLSS 0E cunctional | ntersects witn| Data Protectiontmpact | |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that . e et
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
remediate reasonably-expected risks. wers separated to improve
Enclosed with the request for consultation, the controller shall be obliged FD lists multiple sets of
to provide to the Commissioner information on: Paragraph 7 of this Article numbered bullet points within
shall not apply to the processing carried out by the competent authorities the same control. Both sets
for special purposes. Where the processing s carried out by the were separated to improve
competent authority for special purposes, the controller referred to in mappability.
paragraph 3 of this Article shall be obliged to provide to the Commissioner
information on impact assessment on the protection of personal data
referred to in Article 54 of this Law, and at the request of the Commissioner Mechanisms exist to conduct a Data Protection Impact Assessment
Vo552 Prior Consultation with |other pieces of information of significance for their advice on the runctional | intersects witn| DAt Protectionimpact | . | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that .
the Commissioner | processing operations as well, in particular on the risk to the protection of Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
personal data of the data subject and on the safeguards for their rights. pected risks.
The Commissioner may additionally draw up and make public on their
website the list of which
must be requested. The public authorities proposing adoption of the laws
and legal regulations based on the laws, which include provisions on
processing of personal data, shall be obliged to request consultations with
the C inthe course of thereof.
threpecive esponiiies of 10 cotrlleand, whors s, of Mecharisms et o conducta Data Protetion mpactAssessment Plsomdiploameed
1V.3.55-2(1) Prior Consultation With | . i, ar for processing performed within a group of economic operators; |  Functional | Intersects with| D22 Proection Impact | gy 1 - |(DPIA) on Technology Assets, Applications andor Services (TAAS) that 5 the same control. Both sets
the Commissioner g Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
remediate reasonably-expected risks. were soparated to improve
the purposes and means of the intended processing; Moshaniems existto conduct a Data Protection Impact Assossment FD lists multiplosets of
v35520) Prior Consultation with Functional | Intersects witn| P2ta Protection impact | |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s l";’;“szir‘zdc::ti‘l‘p;:::‘s:;'t‘:‘”
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
remediate reasonably-expected risks. were separated toimprove
the techrical, organisational and staff-related measures, as well o5 on the Mechanisms existto conduct a Data Protection Impact Assessment FD lsts multiple sets of
| safeguards for the rights and freedoms of the data subjects in compliance ' numbered bullet points within
V3552 Prior Consultation it |*#"8/%/% Functional | ntersectswin| Dt Protection impact | (DPIA) on Technology Assets, Applications and/or Services (TAAS) that s e e B oot
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
remediate reasonably-expected risks. were soparated to improve
the contact details of the data protection officer, where designated; Moshaniems existto conduct a Data Protection Impact Assossment FD lists multiplesets of
35520 Prior Consultation with Functional | intersects witn| P2ta Protectionimpact | |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s l";’;“szir‘zdc::ti‘l‘p;:::‘s:;'t‘:‘”
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
remediate reasonably-expected risks. were separated toimprove
ho data protecton impact assessment provided forin Arcle 54 of his Mechanisms existto conduct a Data Protection Impact Assessment FD lsts multiple sets of
V355.26) Prior Consultation with |- cunctional | intersects wign| 2t Proteetionimpact | | (DPIA) on Technology Assets, Applications and/or Services (TAS) that s :,:J:S:?,:Zd;:l‘l;_p::,rx‘s::::‘n
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and
’ octod sk, were separated to improve
any other requested by the G Mechanisms exist to conduct a Data Protection Impact Assessment FD lists multiple sets of
.355206) Prior Consultation with cunctional | ntersacts witn| D2ta Protectiontmpact | |(DPIA) on Technology Assets, Applications and/or Services (TAAS) that s ;‘:e"‘s:‘r’::dc::“i‘l";’;”t:::(‘:‘”
the Commissioner Assessment (DPIA) store, process and/or transmit Personal Data (PD) to identify and °
remediate reasonably-expected risks. were separated to improve
.4 Data Protection Officer |/ Functional No N/A N/A N/A 0
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The controller and the processor may designate a data protection officer.
The controller and the processor shall be obliged to designate a data
protection officer where: Provisions of paragraphs 1 and 2 of this Article
shall not apply to the processing of the competent authorities for special
purposes. Where the processing is performed by the competent
authorities for special purpose, the controller shall be obliged to designate
a data protection officer, except in the case of data processing performed
by the courts for the purpose of exercising of their judicial powers. Agroup
of economic operators may designate a joint data protection officer, on
condition that such person shall be equally available to each member of
the group. Where the orthe are public authoriti
or competent authorities, a single data protection officer may be
designated, taking account of the organisational structure and size of such o or
public authorities. A separate law may prescribe that the controllers :'1'?;2:2':’:::2:;:2::f;’:;;?:;::;:f:‘:;m fficer (DPO):
and/or the or their that are them, Data Protection Officer y
Iv.4.56 Designation Functional | Intersects With PRI-01.4 (2) To beinvolved in all issues related to how Personal Data (PD) is 5
must designate a data protection officer. The data protection officer shall (0PO) eolloctod rossived, prosesscd, stored ramemittod, ahared, updated
be on the basis of their qualities and, in particular,
their expert knowledge and experience in the field of protection of personal and/or disposed.
data, as well as the ability to fulfil the obligations referred to in Article 58 of
this Law. The data protection officer may be employed with the controller
or processor, or may fulfil the tasks on the basis of a service contract. The
controller or the processor shall publish the contact details of the data
protection officer and provide them to the Commissioner. The
Commissioner shall maintain the records of the data protection officers
which shall include: the names and surnames of the data protection
officers, their contact details, as well as the names and contact details of
the controller and/or the processor. The Commissioner shall prescribe the
form of the records referred to in paragraph 11 of this Article and shall
regulate the method of maintain it.
the processing is carried out by a public authority, except for the Mechanisms exist to appoint a Data Protection Officer (DPO):
processing performed by the court for the purpose of exercising their Data Protection Officer (1) Based on professional qualifications; and
IV.4.56(1) Designation judicial powers; Functional | Intersects With or0) PRI-01.4 (2) To beinvolved in all issues related to how Personal Data (PD) is 5
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
the core activities of the controller or the processor consist of processing Mechanisms exist to appoint a Data Protection Officer (DPO):
operations which, by virtue of their nature, their scope and/or their Data Protection Officer (1) Based on professional qualifications; and
IV.4.56(2) Designation purposes, require regular and systematic monitoring of data subjectsona | Functional | Intersects With or0) PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is 5
large scale; collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
the core activities of the controller or the processor consist of processing Mechanisms exist to appoint a Data Protection Officer (DPO):
on large scale of special types of personal data in compliance with Data Protection Officer (1) Based on professional qualifications; and
Iv.4.56(3) Designation Article 17, paragraph 1 or personal data relating to criminal convictions Functional | Intersects With or0) PRI-01.4 (2) To be involved in all issues related to how Personal Data (PD) is 5
and offences referred to in Article 19 of this Law. collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
The controller and the processor shall be obliged to ensure that the data
protection officer is involved, properly and in a timely manner, in all tasks
which relate to the protection of personal data. The controller and
processor shall be obliged to enable the data protection officer to perform
the tasks referred to in Article 58 by providing resources necessary to carry
out those obligations, access to personal data and processing operations,
as well as their specialist training. The controller and processor shall
ensure that the data protection officer is independent regarding the
exercise of their obligations. The controller or the processor may not
penalize the data protection officer or terminate the employment, and/or
the service contract with them due to the performance of obligations
referred to in Article 58 of this Law. For the performance of obligations. Mechanisms exist to appoint a Data Protection Officer (DPO):
Position of the Data | "eferred to in Article 58 of this Law the data protection officer shall report Data Protection Officer (1) Based on professional qualifications; and
v.4.57 e O |irectly to the manager of the controlleror the processor. Data subjects | Functional [ Intersects With 1or0) PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is 5
may contact the data protection officer with regard to all issues related to collected, received, processed, stored, transmitted, shared, updated
processing of their personal data, as well as to the exercise of their rights and/or disposed.
prescribed by this Law. The data protection officer shall be bound by
secrecy or i ing the f his or her
obligations referred to in Article 58 of this Law, in accordance with the law.
The data protection officer may fulfil other tasks and duties, and the
controller or processor shall be obliged to ensure that the performance of
any such tasks and duties do not result in a conflict of interests for the data
protection officer. Where the controllers are competent authorities which
are carrying out the processing for special purposes, provisions of
paragraphs 1 through 5 and 8 of this Article shall not apply to the
processor..
The data protection officer shall have at least the obligation to: The data
protection officer shall in the performance of his ot her obligations have Mechanisms exist to appoint a Data Protection Officer (DPO):
) due regard to the risk associated with processing operations, taking into ) (1) Based on professional qualifications; and
v.4.58 Obsf;:z:z:g;?c:fla account the nature, scope, circumstances and purposes of processing. Functional |Intersects with| 0% P’°";$L‘)°)" Officer | pR101.4  |(2) To be involved in all issues related to how Personal Data (PD) is 5
Where the arethe collected, received, processed, stored, transmitted, shared, updated
for special purposes, provisions of paragraph 1, items 1) and 2) of this and/or disposed.
Article shall not apoly to the processor.
inform and advise the controller or the processor as well as the employees Mechanisms exist to appoint a Data Protection Officer (DPO):
Obligations of the Data. |10 caMY Ut of their legal with regard Data Protection Officer (1) Based on professional qualifications; and
IV.4.58(1) Petation Offteor | the protection of personal data; Functional ~ Intersects With or0) PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is 5
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
monitor implementation of the provisions of this Law, other laws and Mechanisms exist to appoint a Data Protection Officer (DPO):
Obligations of the Data. |'MeMalregulations of the controller or processor in elation to the Data Protection Officer (1) Based on professional qualifications; and
Iv.4.58(2) oot Offor . |Protection of personal data, including the issues of assignment of Functional | Intersects With PRI-01.4 [(2) To beinvolved in all issues related to how Personal Data (PD) is 5
responsibilities, awareness raising and training of employees participating collected, received, processed, stored, transmitted, shared, updated
inthe as well as audits: and/or disposed.
provide advice, where requested, as regards the data protection impact Mechanisms exist to appoint a Data Protection Officer (DPO):
Obligations of the Data_|25565Sment and monitor the actions conducted based on such Data Protection Officer (1) Based on professional qualifications; and
Iv.4.58(3) Brotoction Offeor | |assessment in compliance with Articte 54 of this Law; Functional | Intersects With or0) PRI01.4  ((2) To be involved in all issues related to how Personal Data (PD) is 5
collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
Cooperate with the Commissioner, act as a contact point for cooperation Mechanisms exist to appoint a Data Protection Officer (DPO):
Obligations of the Data. |/ the Commissioner and consult with them in relation to the issues Data Protection Officer (1) Based on professional qualifications; and
IV.4.58(4) oot Ofter | Fetating to processing, including notification and acqiring opinions Functional | Intersects With or0y PRI-01.4 [(2) To be involved in all issues related to how Personal Data (PD) is 5
referred toin Article 55 of this Law. collected, received, processed, stored, transmitted, shared, updated
and/or disposed.
.5 i::::;?ﬁ"i"f‘ EY"d NA Functional No N/A N/A N/A )

Secure Controls Framework (SCF)

250f31



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [ZYEIL RN Serbia - Act of 9 November 2018 on Personal Data Protection (Official Gazette No. 87/18)
Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI s .refworld. 2018/en/123513
STRM Gui : com/start-h heory pping. Published STRM URL: b 2018.pdf
Secure Controls F ork (SCF) Strength of
FDE # Focal Document Element (FDE) Description SCF Control SCF# EDLERETELE ) o

Control Desc

Relationship

Associations and other entities representing groups of controllers or
processors may draw up codes of conduct for the purpose of more efficient
implementation of this Law, in particular in respect of: The controllers
and/or the processors to which this Law does not apply, with the aim of
providing for appropriate safeguards for the data subjects in the transfer of
their personal data to other countries or international organisations based
on Article 65, paragraph 2, item 3) of this Law, may accept or undertake to
apply the code of conduct approved in compliance with paragraph 5 of this
Article, by means of contractual or other legally binding acts whereby they
undertake to apply such safeguards, in particular regarding the rights of the
data subjects. A code of conduct referred to in paragraph 1 of this Article
shall mandatorily contain provisions which enable the person referred to in
Article 60, paragraph 1 of this Law to carry out the monitoring of

Code of Conductand | ImPlementation of the code by the controllers or processors which

No
IV.5.59 undertake to apply it, which shall be without prejudice to the inspection Functional N/A N/A N/A 0

Issuing of Certificates Relationship

and other tasks and powers of the Commissioner referred to in Articles 77
through 79 of this Law. The associations and other entities referred to in
paragraph 1 of this Article intending to draw up a code of conduct or to
amend an existing code of conduct shall be obliged to deliver the draft
code or any thereto to the C for opinion. The
Commissioner shall provide an opinion on the compliance of the draft
code of conduct or the amendments thereto with the provisions of this
Law, and where they determines that the draft code of conduct includes
sufficient guarantees for the protection of personal data, the code of
conduct or the amendment thereto shall be registered and made public on
their website. Provisions of paragraphs 1 through 5 of this Article shall not
apply to the carried out by the thorities for
special purposes.

Code of Conductand | fair and transparent processing; No

Iv.5.59(1) Functional N/A N/A N/A [
Issuing of Certificat

W.555(2) Code of Conductand [the legitimate interests of the controllers, taking nto account the Functional No WA WA WA N
Issuing of Certificates of concrete cases:

V.5.59(3) Code of Conductand | the collection of personal data; Functional No WA WA WA N
Issuing of Certificat

.5.55() Code of Conductand the pseudonymisation of personal data; Functional No WA WA WA N
Issuing of Certificat

V.5.59(5) Code of Conductand | the information provided to the public and to data subjects; FE— No WA WA WA o
Issuing of Certificat

V.5.55(6) Code of Conductand the exercise of the rights of data subjects; Functional No WA WA WA N
Issuing of Cert ate
Code of Conductang | ! infermation provided to underage persons, their protection, as well s 3

IV.5.59(7) the manner in which the consent of the parent exercising parental rightis | Functional A N/A N/A N/A 0
Issuing of Certificates | 70T Relationship

the measures and procedures referred to in Articles 41 and 42 of this Law,

IV.5.59(8) Codeof Conductand | " - the measures aimed at ensuring security of processing referred | Functional o N/A N/A N/A 0
Issuing of Certificates Relationship
to in Article 50 of this Law:
V50 Code of Conductand | the notification of personal data breaches to the Commissioner and the Functionat No A A A o
Issuing of Certificat of such personal data breaches to data subiects:
v559010) Code of Conduct and _the ranser of personal data to other cauntres or interational Functionat No A A A o
Issuing of Certificats
the dispute resolution methods for amicable resolving disputes between
Vs5901) Code of Conduct and  |controllers and data subjects with regard to processing, without prejudice | oo No WA WA WA o
Issuing of Certificates | to exercising of the rights of data subjects referred to in Articles 82 and 84 Relationship
of this Law.
Control of implementation of the code of conduct, in compliance with
Article 59, paragraph 3 of this Law, can be performed by the legal person
aceredited to perform control in compliance with the law regulating
accreditation. Conducting of control referred to in paragraph 1 of this
Article shall be without prejudice to the inspection and other powers of the
Commissioner referred to in Articles 77 through 79 of this Law. The legal
person referred to in paragraph 1 of this Article may be accredited only
where it has: In a case of breach of a code of conduct by a controller or a
processor, the legal person referred to in paragraph 1 of this Article shall
take appropriate actions in the prescribed procedure, including a
Controtof temporary or permanent exclusion of the controller and/or processor from
.5.60 Implomentation of the. | MPIementation of the code of conduct. The legal person referred to n . No WA WA A o
Coddos of Conduct . |Paragraph 1 of this Articte shall be obliged to notify the ommissioner of Relationship
the actions taken from paragraph 4 of this Article, as well as of the reasons
for the imposition thereof. Taking of measures referred to in paragraph 4 of
this Article shall be without prejudice to the powers of the Commissioner
and application of the provisions of Chapter VIl of this Law. Accreditation
of the legal person referred to in paragraph 1 of this Article shall be revoked
ifitis established that it no longer fulfils the conditions for accreditation or
where actions taken by the body infringe the provisions of this Law.
Provisions of paragraphs 1 through 7 of this Article shall not apply to the
public andthe carried out by the
authorities for special purposes.
Controlof demonstrated its independence and expertise in relation to the contents of o
IV.5.60(1) Implementation of the | the code of conduct to the satisfaction of the Commissioner; Functional. | i i N/A N/A N/A 0
Codes of Conduct
Controtof established procedures which allow it to assess the eligibility of
V5602 Implomentation of the | COTTOUeTS and processors concernedto apply the code, to monitor the Functionat No WA WA WA o
or , of the code of conduct as well Relationship
Codes of Conduct
asto review its
established procedure and authority to decide on complaints about
Control of infringements of the code of conduct or the manner in which it is being o
IV.5.60(3) mplementation ofthe |implemented by a controllr or processor, as well as ensure ransparency | Functional | oo oo N/A N/A N/A )
Codes of Conduct | of that procedure and authority to the public and data subjects;
Controlof tothe ion of the that the exercising o
IV.5.60(4) Implementation of the | of their powers cannot result in a conflict of interests. Functional | hip N/A N/A N/A 0
Codes of Conduct ©
IV.5.61 Issuing of Certification | 2°° " DF for details- Functional Ne N/A N/A N/A o
Iv.5.62 Certification Bodies | >°° "DF for details. Functional o N/A N/A NA 0
TRANSFER OF PERSONAL [N/A
DATATO OTHER o
v COUNTRIES Functional | .t e N/A N/A N/A 0
AND INTERNATIONAL
ORGANISATIONS
Any transfer of personal data which is undergoing processing or is intended
for further processing after transfer to another country or to an
international organisation may take place only if, subject to the other
provisions of this Law, the conditions laid down in this Chapter of the Law
are complied with by the controller and processor, including for onward
transfers of personal data from another country or an international Mechanisms exist to implement and manage Binding Corporate Rules
63 General Principtes of [ organisation o a thid country or o another international organisation,in | g - ginding Corporate Rutes | oo |(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged .
Transfer order to ensure an appropriate level of protection of natural persons which (BCR) in a joint economic activity that contractually states enforceable rights
is equal to the level guaranteed by this Law. Where the processing is on data subjects with regard to the processing of their personal data.

carried out by the competent authorities for special purposes, the transfer
of data which is undergoing processing or which is intended for further
processing after the transfer thereof to other country or international
organisation can be performed only where the following conditions are
iointly fulfilled:
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the transfer need to be carried out for special purposes; Mechanisms exist to implement and manage Binding Corporate Rules
General Principles of Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
V-63(1) Transfer Functional | Interseots With (BCR) PRIOLS | joint economic activity that contractually states enforceable rights s
on data subjects with regard to the processing of their personal data.
the personal data is transferred to the controller in another country or Mochanisma existto implement and manage Binding Corporate Rulos
vea GeneralPrinciplesof | e 6o purposzg‘Ch isa authority for carrying out cunctional | ntersacts witn | BInding Corporate Rutes | - |(BCR) (e.g., data sharing agreement) to egally-bind all parties engaged s
Transfer g (BCR) in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.
the Government has determined the list of states, parts of their territories
or one or multiple sectors of specified economic activities in those
countries and international organisations which are providing an
appropriate level of personal data protection in compliance with Article 64
of this Law, and the transfer of data is carried out to one of those countries, Mechanisms exist to implement and manage Binding Corporate Rules
vea General Principles of |10 a part of its territory or to one or multiple sectors of a specified cunctional | ntersects witn| Binding Corporate Rutes | - |(BCR) (e.g., data sharing agreement) to egally-bind all parties engaged .
Transfer economic activity in that country or to an international organisation, or, (BCR) in a joint economic activity that contractually states enforceable rights
where this is not a case, the application of appropriate safeguards has on data subjects with regard to the processing of their personal data.
been ensured in compliance with Article 66 of this Law, or, where the
application thereof has not been ensured, provisions on the transfer of
data in special situations from Article 70 of this Law are applied;
in a case of further transfer of personal data from another country or
international organisation to a third country or international organisation,
the competent authority which has performed the first transfer or another Mochanisms existtoimplement and manage Binding Corporate Rules
General Principles of | SOMPetent authority in the Republic of Serbia has approved further Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.63(4) transfer, after having taken into account all the circumstances of Functional | Intersects With PRI-01.5 5
Transfer . (BCR) in a joint economic activity that contractually states enforceable rights
significance for further transfer, including the gravity of the criminal o dots sutoeta with rogarc to the provoeting of e percenal doto,
offence, the purpose of the first transfer and the level of personal data
protection n the third country or international organisation to which data is
to be further.
Transfer of personal data to another country, into a part of its territory or in
one or multiple sectors of specified economic activities in that country or
toani i without prior i canbe
performed providing that it has been determined that such other country,
part of its territory or one or multiple sectors of specified economic
activities in such country or such international organisation has provided
appropriate level of protection for personal data. It shall be considered
that an appropriate level of protection referred to in paragraph 1 of this
Article has been provided in the Gountries and international organisations
which are members to the Convention of the Council of Europe for the
Proteation of Individuals with regard to Automatic Processing of Personal
Data, and/or in the countries, in the parts of their territories or in one or
multiple sectors of specified economic activities in such countries or
Transfers Subjectto \Slemauonal rganisations wmcfh hsvedbe:: d;lermlned bythe :umpean Mechanisms exist to implement and manage Binding Corporate Rules
nion to provide appropriate safeguards. The Government may determine Binding Corporate Rules (BCR) (e.&., data sharing agreement) to legally-bind all parties engaged
ved App"""‘f‘:szmm"’" that a country, a part of its territory, an activity sector and/or a field of legal | ' Wnetonal  [Intersects With (BCR) PRIOTS | o joint economic activity that contractually states enforceable rights s
regulation or an international organisation does not provide an appropriate on data subjects with regard to the processing of their personal data.
level of protestion referred to in paragraph 1 of this Article, except in the
case of the members of the Convention of the Council of Europe for the
Protection of Individuals with regard to Automatic Processing of Personal
Data, taking into account: It shall be considered that an appropriate level
of protection has been provided where an intemational agreement has
been concluded with another country or international organisation on the
transfer of personal data, as well. In the procedure for conclusion of an
international agreement on the transfer of personal data compliance with
the conditions referred to in paragraph 3 of this Article shallin particular be
determined. The Government shall monitor the situation in the field of
personal data protection in other countries, in the parts of their territories
orin one or multiple sectors of specified activities in such countries of in
on the basis of available collected
the principle of the rule of law and respect for the human rights and
freedoms, legislation, including inthe
field of public security, defence, national security, criminal law and the
access of public authorities to personal data, as well as the
implementation of such legistation, data protection rules and professional Mechanisms exist to implement and manage Binding Corporate Rules
Transfers Subjectto | rules in this field and/or taking of measures for the protection of personal
e ) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
v-eam Appropriate Protection | data, including rules for the onward transfer of personal data to third Functional | Intersects With (BCR) PRIO1S i1 joint economic activity that contractually states enforceable rights °
Levels countries or international organisation, which are applied in the case-law ] .
and practice of other public authorities in another country or international on data subjects with regard to the processing of their personal data.
aswellas of of data subject
rights and in particular effectiveness of administrative and judicial
proceedings for the protection of rights of the data subjects whose
personal data s being
the existence and effective functioning of the supervisory body for the
protection of personal data in another country or the supervisory body in
Transfers Subjectto|CMerES 0! over i in this field, with Mechanisms exist to implement and manage Binding Corporate Rules
Vi) Approptiato Protoation | UEheriZation to ensure implementation of the data protection rulesandto | ol | Binding Corporate Rules | oo o o |(BOR) (e, data sharing agreemen) o legally-bind all parties engaged .
Lovets initiate proceedings for the protection of personal data in cases of (BCR) in a joint economic activity that contractually states enforceable rights
noncompliance, to provide assistance and to advise the data subjects in on data subjects with regard to the processing of their personal data.
exercising their rights, as well as to cooperate with the supervisory
ithoriti of other countries:
the interational commitments the third country or international Moshanisms existto implement and manage Binding Corporate Rulos
Transfers Subject to tion concerned has under or other ol arising from § Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.64(3) Appropriate Protection | legally binding international treaties or other legal instruments, aswellas | Functional |Intersects With it PRIO15 | o aotiy that contraetusly atatos anforcestte s 5
Levels \'rr\urr:l:jon omber mt;r;(ion of nerso:;:i::m in particular on data subjects with regard to the processing of their personal data.
A controller or processor may transfer personal data to another country, FD lists multiple sets of
part of its territory or to one or multiple sectors of specified activities i numbered bullet points within
such country orto an international organization for which the existence of the same control. Both sets
an adequate level of protection has not been determined by means of the Mechanisms exist toimplement and manage Binding Corporate Rules
Transfers Subject to | 'St "eferred toin Article 64, paragraph 7 of this Law only where the Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged mappability.
V.65-1 controller and/or the processor has provided adequate safeguards for such |  Functional | Intersects With PRI015 | 5
Appropriate Safeguards o ) " (BCR) in a joint economic activity that contractually states enforceable rights
data and on condition that enforceable data subject rights and effective oo )
° on data subjects with regard to the processing of their personal data.
legal remedies for data subjects are ensured. The appropriate safeguards
referred to in paragraph 1 of this Article may be provided for, without
requiring any specific authorisation from the Commissioner, by:
a legally binding act drawn up between public authorities; Mochanisms existto implement and manage Binding Corporate Rules D lists multiple sets of
Transfers Subject to X Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numbered bullet points within
V-65-1(1) Appropriate Safeguards Functional | Intersects With (BCR) PRIOLS | joint economic activity that contractually states enforceable rights s the same control. Both sets
on data subjects with regard to the processing of their personal data. were separated to improve
standard data protection clauses drawn up by the Gommissioner in Mochanisma existto implament and manage Binding Corporate Rulos FD lists multiple sets of
compliance with Article 45 of this Law, whereby the legal relation between numbered bullet points within
Transfers Subject to ° Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.65-1(2) the controller and the processor is regulated n its entiret Functional | Intersects With PRI01S [0 p ; 5 the same control. Both sets
Appropriate Safeguards BCR) in a joint economic activity that contractually states enforceable rights °
on data subjects with regard to the processing of their personal data. were separated to improve
binding corporate rules, in accordance with Article 67 of this Law; Mochanisms existto implement and manage Binding Corporate Rules FD lists multiple sets of
Transfers Subject to X Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numbered bullet points within
v.8e-13) Appropriate Safeguards Functional | Intersects With (BCR) PRI015.in  joint economic activity that contractually states enforceable rights s the same control. Both sets
on data subjects with regard to the processing of their personal data. were separated to improve
an approved code of conduct pursuant to Article 59 of this Law, together Mochanisma existto implement and manage Binding Corporate Rulos FD lists multiple sets of
Transfers Subjectto |1t bindingand of adequate Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numbered bullet points within
V.65-1(4) including as regards data subjects' ights, by the controller or processorin | Functional | Intersects With PRI01S [0 > ¢ 5 the same control. Both sets
Appropriate Safeguards ‘ . " (BCR) in a joint economic activity that contractually states enforceable rights °
another country or international organisation; on data subjeots with fegard to the processing of thelr persanal data, were separated to improve
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issued certificates referred to in Article 61 of this Law, together with FD lists multiple sets of
o o S Mechanisms exist to implement and manage Binding Corporate Rules o o within
Transfers Subject to N € PPl ding Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged points wi
V.65-1(5) regards data subjects’ rights, by the controllers or processors inanother | Functional | Intersects With PRI-01.5 the same control. Both sets
Appropriate Safeguards (BCR) in a joint economic activity that contractually states enforceable rights
country or international organisation. i : were separated to improve
on data subjects with regard to the processing of their personal data. >
Adequate safeguards referred to in paragraph 1 of this Article can FD lists multiple sets of
additionally be provided for based on a special authorisation of the numbered bullet points within
Mechanisms exist to implement and manage Binding Corporate Rules
: c by: The C shall grant the .- ! " ° the same control. Both sets
Transfers Subject to > issioner she Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged °
V.65-2 referred to in paragraph 3 of this Article within 60 days from the date of Functional ~ |Intersects With PRI-01.5 were separated to improve
Appropriate Safeguards (BCR) in a joint economic activity that contractually states enforceable rights
of the for Provisions of onomie. mappability.
'€ 8PP on data subjects with regard to the processing of their personal data.
1 through 4 of this Article shall not apply to the transfer of data processed
b the for special purposes.
contractual clauses between the controler or processor and the Mochanisms existto Implament and manage Binding Corporate Rules D lsts multiple sets of
controller, processor or the recipient in another country or international numbered bullet points within
Transfers Subject to Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.65-2(1) organisation; Functional | Intersects With PRI-01.5 i shar ¢ the same control. Both sets
Appropriate Safeguards (BCR) in a joint economic activity that contractually states enforceable rights
were separated to improve
on data subjects with regard to the processing of their personal data.
isions to be inserted int t between public authorities, FD lists multiple sets of
D o °:;i’:'“z’t”;:‘ e Mechanisms exist to implement and manage Binding Corporate Rules o butet s with
Transfers Subjectto | o o0 Sffective ro protection of rights of the ubjec Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numberecbullet points within
V.65-2(2) is provided for. Functional | Intersects With PRI-01.5 the same control. Both sets
Appropriate Safeguards (BCR) in a joint economic activity that contractually states enforceable rights
3 ) were separated to improve
on data subjects with regard to the processing of their personal data. >
Where the processing is performed by the competent authorities for
special purposes, the transfer of personal data to another country, a part
of its territory or one or multiple sectors of specified activities in such
country or to an international organisation for which the existence of an
adequate level of protection has not been determined by means of the list
Transfers of Data
Provessed by the |eferredtoin Artcle 64, paragraph 7 of this Law shallbe permitted in one
Competent Authorities | 8 following cases: The controller shall be obliged to notify the Mechanisms exist to implement and manage Binding Corporate Rules
jssi i Binding Corporate Rules BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.68 for Special Purposes, Commissioner of the transfer which is performed based on paragraph 1, Functional | Intersects With g Corp PRI-01.5 (BCR) (e.g. g ag ) gally- p: gag
with Application of . |em 2)of this Artcle. The controller shall be obliged to dooument the (BCR) in a joint economic activity that contractually states enforceable rights
Adequate Protection transfer performed based on paragraph 1, item 2) of this Article, as well as on data subjects with regard to the processing of their personal data.
Moasurs to make the documentation on such transfer available to the
Commissioner, at their request. Documentation on the transfer referred to
in paragraph 3 of this Article shall include information on the date and time
of transfer, competent authority which receives the data, on the reasons
for the transfer and on the data transferred.
Transfers of Data | where adequate safeguards for personal data are provided for in a legally
P d by th ;
rocessedbythe | binding act; Mechanisms exist to implement and manage Binding Corporate Rules
Competent Authorities Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.66(1) for Special Purposes, Functional | Intersects With g Corp pRI-01.5 |(PCR) (e.8, data sharing ag gally: P gag
g in a joint economic activity that contractually states enforceable rights
with Application of on data subjects with regard to the processing of their personal data.
Adequate Protection
Measures
Transfers of Data | where the controlier has assessed all the circumstances relating to the
P d by th
rocessedbythe transfer of personal data and has determined that adequate safeguards for Mechanisms exist to implement and manage Binding Gorporate Rules
Competent Authorities | the personal data exist. Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.66(2) for Special Purposes, Functional | Intersects With g Corp pRI-01.5 |(PCR) (e.8, data sharing ag gally: P gag
g in a joint economic activity that contractually states enforceable rights
with Application of on data subjects with regard to the processing of their personal data.
Adequate Protection
Measures
Th issioner shall bindi te rules, provided that FD lists multiple sets of
'© Gommissioner shall approve binding corporata rules, providad the Mechanisms exist to implement and manage Binding Corporate Rules st muttiple sets o
such rules together fulfl the following conditions: - ! " ° numbered bullet points within
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.67-1 Binding Corporate Rules Functional | Intersects With PRI-01.5 the same control. Both sets
(BCR) in a joint economic activity that contractually states enforceable rights
" ; ) were separated to improve
on data subjects with regard to the processing of their personal data. >
they are egally bindin, they apply to and are enforced by every member Mechanisms exist to implemont and manage Binding Corporate Rules FD lsts multiple sets of
concerned of the multinational company ot a group of undertakings, numbered bullet points within
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.67-1(1) Binding Corporate Rules |including their employees; Functional | Intersects With PRI-01.5 |01 sharin ¢ the same control. Both sets
(BCR) in a joint economic activity that contractually states enforceable rights o
on data subjects with regard to the processing of their personal data. were separated to improve
Iy provide f f the rights of data subjects with t FD lists multiple sets of
expressly provide for exercising of the rights of data subjects with regard to Mechanisms exist to Implement and manage Binding Corporate Rules ists multple sets of
the processing of their personal data; - ! " ° numbered bullet points within
) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.67-1(2) Binding Corporate Rules Functional | Intersects With PRI-0T5 || ; the same control. Both sets
(BCR) in a joint economic activity that contractually states enforceable rights °
" ; ) were separated to improve
on data subjects with regard to the processing of their personal data. >
fulfil the conditions laid down in paragraph 2 of this Article. Mochanisms exist to implement and manage Binding Corporate Rules D lsts multiple sets of
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numbered bullet points within
V.67-1(3) Binding Corporate Rules Functional  [Intersects With & Corp pri015 |(PCR (e8. € 28 g2y s 826 the same control. Both sets
in a joint economic activity that contractually states enforceable rights ted to i
on data subjects with regard to the processing of their personal data. were separated to improve
The binding corporate rules referred to in paragraph 1 of this Article must FD lists multiple sets of
atleast: The Commissioner may regulate the method of numbered bullet points within
exchange of between the andthe the same control. Both sets
Commissioner in application of paragraph 2 of this Article in more detail. Mechanisms exist to implement and manage Binding Corporate Rules were separated to improve
i i i Bindi te Rul BCR) (e.., data shari 1) to legally-bind all parti iity.
V.67-2 Binding Corporate Rules Where the conditions referred to in paragraph 1 of this Article are fulfilled, Functional | Intersects With inding Corporate Rules PRI-0TS 1 CR) (e.g., data s anng‘agreemen ) to legally-bind all parties engaged mappability.
the Commissioner shall approve the binding corporate rules within 60 days (BCR) in a joint economic activity that contractually states enforceable rights
from the date of submission of the application for approval thereof. on data subjects with regard to the processing of their personal data.
Provisions of paragraphs 1 through 4 of this Article shall not apply to the
transfer of data which is processed by the competent authorities for
special purposes.
the struct tact details of the multinational th FD lists multiple sets of
@ structure and contact details of the multinational company or the Mechanisms exist to implement and manage Binding Corporate Rules istomuttiplesets of
group of undertakings, as well as of each of its members; - ! " ° numbered bullet points within
) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.67-2(1) Binding Corporate Rules Functional | Intersects With PRI-0T5 || ; the same control. Both sets
(BCR) in a joint economic activity that contractually states enforceable rights °
" ; ) were separated to improve
on data subjects with regard to the processing of their personal data. ;
the ransfer or Sets of transfers o personal data, including the types of Mochanisms existto imploment and manage Binding Corporate Rules FD lists multiple setsof
personal data, the types of processing activities and their purposes, the - : . : numbered bullet points within
" > _ ) Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.67-2(2) Binding Corporate Rules |type of data subjects affected and the name of the country to which datais | Functional ~ | Intersects With PRIOTS | ; the same control. Both sets
oo (BCR) in a joint economic activity that contractually states enforceable rights e o
ansferred; on data subjects with regard to the processing of their personal data. ere separatedto improve
he legall f thi ? Uy with U il f
the legally binding nature of the corporate rules, both interaly within a Mochanisms exist to Implament and manage Binding Corporate Rules D lists multiple sets of
multinational company or a group of undertakings, and externally; numbered bullet points within
Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.67-2(3) Binding Corporate Rules Functional | Intersects With PRI0TS [ o ) the same control. Both sets
BCR) in a joint economic activity that contractually states enforceable rights °
3 ) were separated to improve
on data subjects with regard to the processing of their personal data. °
the application of the general data protection principles, in particular FD lists multiple sets of
; - ods, oo :
processing purpose limitation, data minimisation, imited storage periods, Mechanisms exist to Implement and manage Binding Gorporate Rules numbered bullet points within
data integrity, permanent data protection measures, legal basis for the same control. Both sets
) Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.67-2(4) Binding Corporate Rules | processing, processing of special types of personal data, measures to Functional | Intersects With pri-01.5 | sharin ¢
* A (BCR) in a joint economic activity that contractually states enforceable rights >
data security, and the in respect of onward transfers . ‘ mappability.
’ on data subjects with regard to the processing of their personal data.
of personal data to other persons or bodies which are not bound by the
binding cornorate rules:
the rights of data subjects in regard to processing and the means to FD lists multiple sets of
hts, includi h i ) » oo :
exercise those rights,including the righ not to be subject to decisions Mechanisms exist to Implement and manage Binding Gorporate Rules numbered bullet points within
based solely on automated processing, including profiling in accordance the same control. Both sets
‘ " ) Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.67-2(5) Binding Corporate Rules |with Article 38 of this Law, the right to file a complaint with the Functional | Intersects With pri015 [N sharin ¢
el ‘ ° ) (BCR) in a joint economic activity that contractually states enforceable rights >
Commissioner i.e. an action before the court in accordance with Article 82 . ‘ mappability.
’ A on data subjects with regard to the processing of their personal data.
and 84 of this Law, as well as the right to obtain compensation for a breach
of the binding corporate rules:
the acceptance by the controller or processor with the domicile, residence FD lists multiple sets of
f
or seatin the teritory of the Republic of Serbia of iabiliy for any breach of Mechanisms exist to implement and manage Binding Gorporate Rules numbered bullet points within
these rules committed by any other member of the group which does not the same control. Both sets
Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.67-2(6) Binding Corporate Rules |have the domicile, residence or seat in the territory of the Republic of Functional ~ Intersects With PRI0TS [0 o ] were separated to improve
(BCR) in a joint economic activity that contractually states enforceable rights >
Serbia, except where the controller or processor demonstrates that such mappability.
on data subjects with regard to the processing of their personal data.
other member of the group s not liable for the event that has given rise to
the damae:
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Strength of
Relationsh

V.67-2(7)

Binding Corporate Rules

how the information on the binding corporate rules, in particular on the
provisions of items 4) through 6) of this paragraph, is provided to the data
subjects, in addition to provision of other pieces of information referred to
in Articles 23 and 24 of this Law;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.67-2(8)

Binding Corporate Rules

the authorisations of the data protection officer, designated in compliance
with Article 58 of this Law, or of any other person authorized to supervise
the implementation of the binding corporate rules within a multinational
company or a group of undertakings, including supervision over training
and d king on the within a company or
agroun:

Functional

Intersects With

Binding Corporate Rules

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

V.67-2(9)

Binding Corporate Rules

the complaint procedure;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.67-2(10)

Binding Corporate Rules

the mechanisms within a multinational company or a group of

ings for the of with the binding corporate
rules. Such mechanisms shall include data protection audits and
corrective actions to protect the rights of the data subject. Results of such
verification must be communicated to the person referred to in item 8) of
this paragraph, as well as to the governing body of the multinational
company or group of undertaking , and must be made available to the
Commissioner as well. at their reauest:

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.

V.67-2(11)

Binding Corporate Rules

the method of reporting and maintaining recordings on changes to the
binding corporate rules and method of notifying those changes to the
Commissioner;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.67-2(12)

Binding Corporate Rules

the cooperation method with the Commissioner to ensure implementation
of the binding corporate rules by any member of the multinational
company or a group of undertakings individually, in particular the method
of making available to the Commissioner the results of verifications
referred to in item 10) of this

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.67-2(13)

Binding Corporate Rules

the method of reporting to the Commissioner on the legal obligations to
which the member of the multinational company or the group of
undertakings is subject in another country, which could have a substantial
adverse effect on the guarantees provided by the binding corporate rules;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.67-2(14)

Binding Corporate Rules

the appropriate data protection training to persons having permanent or
regular access to personal data.

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

Transfer or Disclosure of
Personal Data Based on
a Decision of an Authority|
of
Another Country

Decisions of a court or an administrative authority of another country
requiring a controller or processor to transfer or disclose personal data
may only be recognised or enforced in the Republic of Serbia if they are
based on an international agreement, such as a mutual legal assistance
treaty concluded between the Republic of Serbia and such other country,
which shall be without prejudice to other grounds for transfer pursuant to
the provisions of this Chapter of the Law. Paragraph 1 of this Article shall
not apply to the transfer of data processed by the competent authorities
for snecial nurnoses.

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

V.69-1

Transfer of Data in
Special Situations

Where the transfer of personal data is not performed in compliance with
the provisions of Articles 64, 65 and 67 of this Law, such data can be
transferred to another country or international organisation only in one of
the following cases:

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(1)

Transfer of Data in
Special Situations

the data subject has explicitly consented to the proposed transfer, after
having been informed of the possible risks of such transfers for the data
subject due to the absence of a decision on adequate protection level and
appropriate safeguards;

Functional

Intersects With

Binding Corporate Rules

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in ajoint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(2)

Transfer of Data in
Special Situations

the transfer is necessary for the performance of a contract between the
data subject and the controller or the implementation of pre-contractual
measures taken at the request of the data subject;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(3)

Transfer of Data in
Special Situations

the transfer is necessary for the conclusion or performance of a contract
concluded in the interest of the data subject between the controller and
another natural or legal person;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in ajoint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(4)

Transfer of Data in
Special Situations

the transfer is necessary for the reason of an important public interest
prescribed by the law of the Republic of Serbia, providing that the transfer
of individual types of personal data is not restricted by this Law;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(5)

Transfer of Data in
Special Situations

the transfer is necessary for the submission, exercise or defence of legal
claims;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in ajoint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(6)

Transfer of Data in
Special Situations

the transfer is necessary in order to protect the vital interests of the data
subject or of another natural person, where the data subject is physically
or legally incapable of giving consent;

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights.
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-1(7)

Transfer of Data in
Special Situations

the transfer is made of individual pieces of personal data comprised ina
public register, which is available to the public or to any person which can
demonstrate a legitimate interest, but only to the extent that the conditions
Laid down by the law for inspection in such special case are fulfilled.

Functional

Intersects With

Binding Corporate Rules

(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules

(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve

V.69-2

Transfer of Data in
Special Situations

Where the transfer may not be performed in compliance with paragraph 1
of this Article and Articles 64, 65 and 67 of this Law, personal data may be
transferred to another country or to an international organisation only
where the following conditions are jointly fulfilled: The controller and/or
processor shall be obliged to provide proof in the records on the
processing activities referred to in Article 47 of this Law on the assessment
performed and on application of adequate protection measures referred to
in paragraph 2, item 4) of this Article. The controller shall be obliged to
notify the Commissioner of the transfer of data performed in compliance
with paragraph 2 of this Article. The controller shall be obliged to provide
to the data subject, in addition to information referred to in Articles 23 and
24 of this Law, information on the transfer of data referred to in paragraph
2 of this Article, including information on the specific legitimate interest of
the controller that s being realized by such transfer. The transfer of data
referred to in paragraph 1, item 7) of this Article may not pertain to all
pieces of personal data or to complete types of personal data contained in
the register. Where the data from the register intended to be available only
to the persons having a legitimate interest, in compliance with paragraph
1, item 7) of this Article, the transfer may be made only at the request of
those persons or if those persons are to be the recipients of data.
Provisions of paragraph 1, items 1) through 3) and paragraph 2 of this
Article shall not apply to the activities of public authorities in performance
of their competencies. Provisions of paragraphs 1 through 8 of this Article
shallnot apply to the transfer of data processed by the competent
authorities for special purposes.

Functional

Intersects With

Binding Corporate Rules
(BCR)

PRI-01.5

Mechanisms exist to implement and manage Binding Corporate Rules
(BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

FD lists multiple sets of
numbered bullet points within
the same control. Both sets
were separated to improve
mappability.
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FDE Name Focal Document Element (FDE) Description ecure Gontrols Framework (SCF) s
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the transfer of data shall not b ted; FD lists multiple sets of
© transfer of data shafl not be repeate Mechanisms exist to implement and manage Binding Corporate Rules o o within
Transfer of Datain Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged points wi
V.69-2(1) Functional | Intersects With PRI-01.5 5 the same control. Both sets
Special Situations (BCR) in a joint economic activity that contractually states enforceable rights o
on data subjects with regard to the processing of their personal data. were separated to improve
; f
data of a imited number of natural persons is being transferred; Mechanisms exist to Implement and manage Binding Corporate Rules FD l\z(s rr;utlltul:llelsets:) N
numbered bullet points within
Transfer of Data in Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged P
V.69-2(2) i Functional | Intersects With PRI-015 [ sharin ¢ 5 the same control. Both sets
Special Situations (BCR) in a joint economic activity that contractually states enforceable rights °
were separated to improve
on data subjects with regard to the processing of their personal data.
the transfer is necessary in order to achieve a legitimate interest of the FD lists multiple sets of
et e e s of Mechanisms exist to implement and manage Binding Corporate Rules e butlor o with
Transfer of Data in rollerwhich is overriding the interests and/or the rights or freedom: Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged numberecbullet points within
V.69-2(3) the data subjects; Functional | Intersects With PRI-01.5 5 the same control. Both sets
Special Situations (BCR) in a joint economic activity that contractually states enforceable rights
. ) were separated to improve
on data subjects with regard to the processing of their personal data. >
the controller has ensured application of adequate protection measures Mechanisms existto Implament and manage Binding Corporate Rules D lsts multiple sets of
for the personal data on the basis of a prior assessment of all the numbered bullet points within
Transfer of Data in Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.69-2(4) ’ circumstances relating to the transfer of such data. Functional | Intersects With PRI-01.5 A oo ¢ 5 the same control. Both sets
Special Situations (BCR) in a joint economic activity that contractually states enforceable rights
were separated to improve
on data subjects with regard to the processing of their personal data.
Where the transfer of personal data processed by the competent
authorities for special purposes is not carried out in compliance with the
provisions of Articles 64 and 66 of this Law, such data can be transferred to
another country or to an international organisation only where such
transfer is necessary in one of the following cases: The transfer of personal
’ data cannot be performed where the competent authority which is
Special Situations . hodadivbaiiabhniii o
Regarding the Transfer of | °° °”“":‘1' © "a”j er :‘;”’f‘":‘es; “‘: o pul 'C;z's's:' alelty to . Mechanisms exist to implement and manage Binding Corporate Rules
Data Processed by the | P2r28"@P 1, items 4) and 5) of this Article is overridden by the interest o Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.70 the protection of fundamental rights and freedoms of the data subjects. Functional | Intersects With PRI-01.5 5
Competent (BCR) in a joint economic activity that contractually states enforceable rights
; The competent authority shall be obliged to document the transfer oo
Authorities for Special on data subjects with regard to the processing of their personal data.
Purposes performed on the basis of paragraph 1 of this Article, as well as to make
such available to the C attheir request. The
documentation on transfer referred to in paragraph 3 of this Article shall
include information on the date and time of the transfer, on the competent
authority which is receiving the data, on the reasons for transfer and on the
data transmitted.
Special Situations i order to protect the vitally important interests of the data subject or of
Regarding the Transfer of | another natural person; Mechanisms exist to implement and manage Binding Corporate Rules
Binding Corporate Rules BCR) (e.., data sharing agreement) to legally-bind all parties engaged
V.70(1) Data Processed by the Functional | Intersects With g Corp pri01s |BCRI(e 8 ag! ) to legally P ‘Bag 5
Competent (BCR) in a joint economic activity that contractually states enforceable rights
Authorities for Special on data subjects with regard to the processing of their personal data.
Purnoses
Special Situations | in order to protect the legitimate interests of the data subjects, if that is
Regarding the Transfer of | provided for by the law; Mechanisms exist to implement and manage Binding Corporate Rules
7o) Data Processed by the Functional | ntersects witn | BINdnE CorporateRutes | o |(BOR) (e.¢., data sharing agreement) to egally-bind all parties engaged R
Competent (BCR) in a joint economic activity that contractually states enforceable rights
Authorities for Special on data subjects with regard to the processing of their personal data.
Purposes
Special Situations i order to prevent an imminent and serious threat to the public safety of
Regarding the Transfer of | the Republic of Serbia or another state; Mechanisms exist to implement and manage Binding Corporate Rules
Binding Corporate Rules BCR) (e.., data sharing agreement) to legally-bind all parties engaged
V.70(3) Data Processed by the Functional | Intersects With g Corp pri01s |BCRI(e 8 2g! ) to legally P ‘Bag 5
Competent (BCR) in a joint economic activity that contractually states enforceable rights
Authorities for Special on data subjects with regard to the processing of their personal data.
Purnoses
Special Situations _|in an individual case, where it s a case of processing for special purposes;
Regarding the Transfer of Mechanisms exist to implement and manage Binding Corporate Rules
V7o) Data Processed by the Functional | ntersects witn | BINdnE CorporateRutes | o |(BOR) (e.¢., data sharing agreement) to egally-bind all parties engaged R
Competent (BCR) in a joint economic activity that contractually states enforceable rights
Authorities for Special on data subjects with regard to the processing of their personal data.
Purposes
Special Situations | in an individual case, with the aim of submitting, exercising or defending of
Regarding the Transfer of | a legal claim, where such aim is directly related to the special purposes. Mechanisms exist to implement and manage Binding Corporate Rules
Data P d by th Binding Corporate Rules BCR) (e.., data sharing agreement) to legally-bind all parties engaged
V.70(5) ata Processed by the Functional | Intersects With 8 Corp pri015 |BCRI (e ing ag! ) to legally P Bag 5
Competent (BCR) in a joint economic activity that contractually states enforceable rights
Authorities for Special on data subjects with regard to the processing of their personal data.
Purposes
By way of exception from the provision of Article 63, paragraph 2, item 2) of
this Law and of the of thei agreement
referred to in paragraph 2 of this Article, the competent authority
processing the data for special purposes may directly transfer the personal
data to a recipient in another country only where other provisions of this
Law are complied with and where the following conditions are aggregately
met: The international agreement referred to in paragraph 1 of this Article
Transferof Data | shall be each agreement which is concluded between the Republic of
Processedbythe |Serbia and one or a more other countries, which is regulating cooperation Mechanisms exist to implement and manage Binding Corporate Rules
tent Authoriti mi i ! i Bindi te Rul BCR) (e.., data shari 1) to legally-bind all parti
v Competent Authorities |in criminal matters or police cooperation. The competent authority which Functional | Intersects With inding Corporate Rules PRI-0TS 1 CR) (e.g., data s anng‘agreemen ) to legally-bind all parties engaged 5
for Special Purposes to a |is carrying out the transfer shall be obliged to notify the Commissioner of (BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another | the transfer which has been carried out on the basis of paragraph 1 of this on data subjects with regard to the processing of their personal data.
Country Article. The competent authority shall be obliged to document the transfer
which has been carried out on the basis of paragraph 1 of this Article, as
well as to make such ion available to the C at
their request. The documentation on transfer referred to in paragraph 4 of
this Article shallinclude information on the date and time of the transfer,
onthe recipient of data, on the reasons for transfer and on the data
transmitted.
Transfer of Data lh::“trar:s:ir fnecessary f:r‘ exe:ci§ing uf(a( :‘eg‘art au:hrufnsralmn otme
Processedbythe | COMPetentauthoritywhichis carrying out the transfer for special Mechanisms exist to implement and manage Binding Corporate Rules
| purposes;
Competent Authorities ) Binding Corporate Rules BCR) (e.¢., data sharing agreement) to legally-bind all parties engaged
v71(1) petent Authoriti Functional | Intersects With | 2""8 COrP u pri015 |BCRI (e sharing agt ) to legally-bind all parties engag 5
for Special Purposes to a BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another on data subjects with regard to the processing of their personal data.
Country
Transferof Data | (N comPetent authority which is carrying out the transfer has established
that the interest of the protection of fundamental rights or freedoms of the ’ -
Processed by the nteres ote ° Mechanisms exist to implement and manage Binding Corporate Rules
| data subjects is not overriding the public interest for the protection of
Competent Authorities ) Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.71(2) y which data transfer needs to be carried out; Functional | Intersects With PRI-01.5 | " . - 5
for Special Purposes to a BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another on data subjects with regard to the processing of their personal data.
Country
Transfer of Data ::e ;:o:\pfelsim‘iumumy v:hiz(:h is(:avr(yivg o:ltl:er(ransf‘s:r (;unsiders :hal
Processed by the e transferto the competent authority in another country for special Mechanisms exist to implement and manage Binding Corporate Rules
| purposesis inefficient or that it does not correspond to the achievement of
Competent Authorities ) Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.713) } such purposes, and in particular where the transfer cannot be carried out |  Functional | Intersects With PRI0TS [0 sharin ¢ 5
for Special Purposes toa [ > P 1P BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another | °® 1M on data subjects with regard to the processing of their personal data.
Country
Transferof Data | (e comPetent authority in another country is without undue delay notified
of the transfer, unless where such notification is inefficient or does not ’ -
Processed by the Mechanisms exist to implement and manage Binding Corporate Rules
| correspond to the achievement of the purpose;
Competent Authorities ) Binding Corporate Rules (BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
V.71(4) - Functional | Intersects With PRI-01.5 | "~ . y 5
for Special Purposes to a BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another on data subjects with regard to the processing of their personal data.
Country
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Relationship

the competent authority which is carrying out the transfer has notified the
Transfer of Data
Processed by the {:C""t‘:"‘ in another °°““"‘y °; the e of da‘: p"’cess‘”gl;afhwe“ as Mechanisms exist to implement and manage Binding Corporate Rules
. Competent Authorities re:Im;(";:f;:?gi:@"::e’r’e :uii':foc‘;‘;l:;T::ec‘;“s;‘;°;es' ythe Functional | intersects witn| Bnding Corporate Rules | L | (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged s
for Special Purposes to a (BCR) in a joint economic activity that contractually states enforceable rights
Recipient in another on data subjects with regard to the processing of their personal data.
Country
International The Commissioner shall take appropriate measures in relations with the Mechanisms exist to implement and manage Binding Corporate Rules
Cooperation with regard | |°111es competent for the protection of personal data in other Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
v.72 countries and international organisations with a view to: Functional | Intersects With PRI-01.5 5
tothe Protection of (BCR) in a joint economic activity that contractually states enforceable rights
Personal Data on data subjects with regard to the processing of their personal data.
International o facilitate the Mechanisms exist to implement and manage Binding Corporate Rules
effective enforcement of Laws pertaining to the protection of personal data;
- Cooperation with regard Functional. | intersects witn | BGInECorporateRutes | |(BGR) (e.g, data sharing agreemen) to legally-bind all parties engaged s
tothe Protection of (BCR) in a joint economic activity that contractually states enforceable rights
Personal Data on data subjects with regard to the processing of their personal data.
providing mutual inthe of laws
International pertaining to the protection of personal data, including through Mechanisms exist to implement and manage Binding Corporate Rules
vr2e) Cooperation with regard | notification, referral to protection procedures and legal assistance in Functional | 1ntersects witn | BM@inE Corporate Rules | | (BCR) (e.£., data sharing agroement) to legally-bind all parties engaged s
tothe Protection of | supervision, as well as to exchange of information, subject to appropriate (BCR) in a joint economic activity that contractually states enforceable rights
Personal Data safeguards for the protection of personal data and fundamental rights and on data subjects with regard to the processing of their personal data.
freedoms:
International engaging stakeholders in discussions and activities aimed at development Mechanisms exist to implement and manage Binding Corporate Rules
Gooperation with regard |°F n of laws pertaining to the Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.72(3) protection of personal data; Functional | Intersects With PRI-01.5 : sharin ¢ 5
to the Protection of in a joint economic activity that contractually states enforceable rights
Personal Data on data subjects with regard to the processing of their personal data.
International fostsring and promoting the exchange of information on persanal data Mechanisms exist to implement and manage Binding Corporate Rules
Cooperation with regard |PrOtection legistation and its application, including on the issues of Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
V.72(4) jurisdictional conflicts with other countries in this field. Functional | Intersects With PRI-01.5 5
tothe Protection of (BCR) in a joint economic activity that contractually states enforceable rights
Personal Data on data subjects with regard to the processing of their personal data.
vi THE COMMISSIONER | 99° FDEfordetals. Functional No N/A N/A N/A 0
" REMEDIES, LIABILITY | See FDE for details. Functionat No A A A o
AND PENALTIES
vin Spiizég:iw NA Functional No N/A N/A N/A )
Provisions of Chapters Il through Vi and Articles 89 through 94 of this Law
Processing and Freedom | 13l N0t 2Pl to processing carried out for purposes of ournalistic
inss o ixaressionand | |FePorting and publication of nformation in mecdia, as well as for the Functional No WA WA WA o
PV purposes of scientific, artistic or literary expression, where in the concrete Relationship
case such restrictions are necessary to protect the freedom of expression
and
Information of public importance which include personal data can be
made available to a person seeking information by the public authorities in
Processing and Free
Vilss Acosus o Information of | 54N @ Manner as to ensure that the right of the public to be informed and | o No WA WA WA o
the right to protection of personal data can be exercised together, to the Relationship
Public Importance
extent prescribed by the law regulating free access to information of public
and by this Law.
Provisions of the law regulating Unique Personal Identification Number
Processing of the Unique | and/or other law shall apply to processing of the Unique Personal 3
vill.oo Personal dentiication | identifcation Numbers, in addition to application of the provisions ofthis |~ Functional | g\ it N/A N/A N/A )
Number Law concerning protection of the rights and freedoms of data subjects.
Provisions of the law regulating labour and employment and collective
agreements shall apply to processing in the field of labour and
employment, in addition to application of the provisions of this Law.
Where the law regulating labour and employment or a collective
e Processing n the Field of | agreement include provisions on the protection of personal data, specific | ooy No WA WA WA o
Labour and measures must be to safeguard the data subject's Relationship
human dignity, legitimate interests and fundamental rights, with particular
regard to the transparency of processing, the exchange of personal data
within a multinational company and/or group of undertakings, as well as
sustems at the work place.
Processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes, shall be subject to
appropriate safeguards for the rights and freedoms of the data subject
prescribed by this Law. Those safeguards shall ensure that technical,
and staff-related measures are in particular
in order to ensure respect for the principle of data minimisation. Those
measures may include pseudonymisation provided that those purposes
can be fulflled in that manner. Where the purposes referred to in
paragraph 1 of this Article can be achieved without identification or
without further identification of data subjects, such purposes must be
Safeguards and achieved in a manner that will prevent further identification of such person.
Restriction of Application | provisions on the rights of data subjects referred to in Articles 26, 29, 31
of the Law Relatingto | and 37 of this Law shall not apply where processing is carried out for the
Processing for purposes of scientific or historical research or statistical purposes, ®
vill.o2 Archiving Purposes in the | providing that it s necessary for achievement of such purposes orwhere | Funetional | o L N/A N/A N/A 0
Public Interest, Scientific | application of such provisions of the law would render impossible or
or Historical Research |significantly impair the achievement of such purposes, with
Purposes or Statistical | implementation of the measures referred to in paragraphs 1and 2 of this
Purposes Article. Provisions on the rights of data subjects referred to in Articles 26
and 29 and Articles 31 through 37 of this Law shall not apply where
processing is carried out for archiving purposes in the public interest,
where that is necessary for achievement of such purpose or where
application of such provisions would render impossible or significantly
impair the thereof, with of the measures.
referred to in paragraphs 1 and 2 of this Article. Where the processing
referred to in paragraphs 3 and 4 of this Article is performed for other
purposes as well, provisions of this Law shall apply to the processing for
other purposes without limitations.
Where churches or religious communities apply comprehensive rules
relating to the protection of natural persons with regard to processing,
such existing rules may continue to apply, provided that they are brought
Processing by the Church into line with this Law. In [he‘case feferfed to in paragraph 1 of this Article,
Viles nd Relgious provisions of this Law on the inspection and other powers of the Functional No WA WA WA o
Communities Commissioner referred to in Articles 77 through 79 of this Law, unless Relationship
where a church and/or a religious community establishes a separate
independent supervisory body which shall safeguard such powers,
providing that such a body complies with the conditions provided for in
Chapter VI of this Law.
Personal data processed by a public authority can additionally be
processed in order to collect means for humanitarian purposes, with
Processing for °
s Humanttorian burposes | MPlementation of appropriate measures to safeguard the rights and Functional No WA WA WA o
by the Public Authoriies |76600MS Of data subjects, in compliance with this Law. With the aim of Relationship
collecting means for humanitarian purposes, personal data processed by
2 bublic authority mav not be given to other persons.
X PENALPROVISIONS | S°¢ FE for details. Funotional No N/A N/A N/A 0
B TRANSITIONALAND | See FDE for detals. Functional No A A A B
FINAL PROVISIONS

Secure Controls Framework (SCF) 310f31



