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Secure Controls jork (SCF) Strength of
FDE # FDE Name. Focal Document Element (FDE) Description SCF Control SCF# EDLERETELE ) o
Control Desc: Relationship
See FDE for details.
1 Definitions and Purpose |>°° - 0 Co oS Functional N/A N/A N/A )
See FDE for details. ) No
1.1 Definitions Functional N/A N/A N/A 0
See FDE for details. N
12 Purpose of Act o6 FDE for detalls Functional o N/A N/A N/A )
N/A ) No
2 Application Provisions Functional N/A N/A N/A 0
Applicationand | See FDE for details. N
23 pplication an( ¢ FDE for detalls. Functional © N/A N/A N/A 0
of Act
Lawful | See FDE for details. No
24 Awtul processing o raetal Functional N/A N/A N/A 0
personal
N/A N
25 Rights of data subjects Functional © N/A N/A N/A 0
Adata subject has the right to have his, her or its personal information Mechanisms exist to limit the collection, receiving, processing, storage,
2501 Rights of data subjects.|Pro°e5ed In accordance with the conditions for the lawfulprocessingof | ¢ o | | Reasonable Data Privacy | e oo 1. [transmission, sharing, updating andor disposal of Personal Data (PD) s
personalinformation as referred to in Chapter 3, including the right— Practices ding to consumer for whatis necessary
and
to be notified that— Mechanisms exist to Limit the collection, receiving, processing, storage,
R ble Data P t haring, updating and/or disposal of P { Data (PD)
2.5(1)(a) Rights of data subjects Functional | Intersects Witn | Teasonable DataPrivacy | pp, o, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices to consumer for what is necessary
and
personal information about him, her or itis being collected as provided for Mechanisms exist to Limit the collection, receiving, processing, storage,
2501000) Rights of data subjects. | ™ €S of section 185 or Functional | Intersects Wity | Re@50na0te Data Privacy | o, o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices ding to consumer for what is necessary
and
his, her or its personal information has been accessed or acquired by an Mechanisms exist to Limit the collection, receiving, processing, storage,
250600 Rights of data subjects | 2Uthorised person as provided forinterms of section 22; Functional. | Intersects Wity | Re@50na0te Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices ding to consumer for what is necessary
and
to establish whether a responsible party holds personal information of that Mechanisms exist to Limit the collection, receiving, processing, storage,
2501)0) Rights of data subjects | 4919 Sublect and to request access to his,her o its personalinformation | ¢ | | Reasonable Data Privacy | e oo 1 [transmission, sharing, updating andor disposal of Personal Data (PD) s
as provided for in terms of section 23; Practices to consumer for whatis necessary
and
to request, where necessary, the correction, destruction or deletion of his, Mechanisms exist to limit the collection, receiving, processing, storage,
25010) Rights of data subjects | ©7 s Personalinformation as provided for in terms of section 24; Functional | Intersects witn | Re@Sonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices ding to consumer for what is necessary
and
to object, on reasonable grounds relating to his, her or its partioular Mechanisms exist to limit the collection, receiving, processing, storage,
250)4) Rights o data subject. | $1U9110N £ the processing o his, he or ts personal nformation as Functional. | Intersects witn | Re@Sonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
provided for in terms of section 11(3)(a); Practices ding to consumer for whatis necessary
and
to object to the processing of his, her or its personal information— Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data P t haring, updating and/or disposal of P { Data (PD)
25(1)(e) Rights of data subjects Functional | Intersects Witn | Teasonable DataPrivacy | pp o, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices to consumer for what is necessary
and
atany time for purposes of direct marketing in terms of section 11(3)(b); o Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data P © . sharing, updating and/or disposal of P ( Data (PD)
25(1)(e)i) Rights of data subjects Functional | Intersects Witn | Teasonable DataPrivacy | pp o, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
and
interms of section 69(3)(c); Mechanisms exist to limit the collection, receiving, processing, storage,
R ble Data P © . sharing, updating and/or disposal of P { Data (PD)
2.5(1)(e)ii) Rights of data subjects Functional | Intersects Witn | Teasonable DataPrivacy | pp o, 4, | transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
and
ot to have his, her or its personal information processed for purposes of Mechanisms exist to limit the collection, receiving, processing, storage,
2500 Rights of data subject | 17ect marketing by means of unsolicited eloctronic communications Functional. | Intersects witn | Re@Sonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
except as referred to in section 69(1); Practices to consumer for whatis necessary
and
ot to be subject, under certain circumstances, to a decision which is Mechanisms exist to limit the collection, receiving, processing, storage,
2508 Rights of data subjects. | P52 S0lely on the basis of the automated processing of his, hor o its Functional | Intersects witn | Re@Sonable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
personalinformation intended to provide a profile of such person as Practices ding to consumer for whatis necessary
brovided for in terms of section 71: and
to submit a complaint to the Regulator regarding the alleged interference . - .
! ! Mechanisms exist to limit the collection, receiving, processing, storage,
with the protection of the personal information of any data subject or to
: Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
2.5(1)(h) Rights of data subjects | submit a complaint to the Regulator in respect of a determination of an Functional |Intersects With ° PRI-01.11 5
' Practices to consumer for what is necessary
adjudicator as provided for in terms of section 74; and
and proportionate.
to institute civil proceedings regarding the alleged interference with the Mechanisms exist to limit the collection, receiving, processing, storage,
i R ble Data P transmission, sharing, updating and/or disposal of P { Data (PD)
25000 Rights o data subjects | PPO12ton of his, her r it prsonal information as provided forinsection | (oo f | Reasonable Data Privacy | o oo 1. [transmission, sharing, updating and/or disposal of Personal Data (°D) R
99. Practices to consumer for what is necessary
and i
FDE for details. N
26 Exclusions SseEDEfrdetals Functional Ne N/A N/A N/A 0
Exclusion for journalistic, | See FDE for details. o
27 literary or artistic Functional " N/A N/A N/A 0
Relationship
purposes
Conditions for Lawful |N/A N
3 ondiions for Lawiu Functional o N/A N/A N/A 0
Processing
P f U WA N
3A rocessing of personal Functional Ne N/A N/A N/A 0
in general
N/A N
3A1 Accountability Functional e N/A N/A N/A 0
The responsible party must ensure that the conditions set out in this
Responsiblepartyto | oy 1ot and allth that give effect to such condit N
3A1.8 ensure conditions for apter, and all the measures that give effect to such conditions, are Functional Ne N/A N/A N/A 0
complied with at the time of the determination of the purpose and means Relationship
lawful processing
of the and during the itself
. N/A N No
3A2 Processing Limitation Functional ) N/A N/A N/A 0
N/A N
3A29 Lawfulness of processing Functional o N/A N/A N/A )
Personal information must be processed— Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ le Data P t h ti 1/ 1 of Pe | Data (PD)
3.A.2.9(1) Lawfulness of processing Functional | Intersects Witn | Reasonable Data Privacy | oo, o, - |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
and
lawfully; and Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ le Data P t h ti 1/ 1 of Pe | Data (PD)
3.A.2.9(1)(a) Lawfulness of processing Functional | Intersects With | Reasonable Data Privacy | oo, o, - |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices to consumer for what is necessary
and
in a reasonable manner that does not infringe the privacy of the data Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ le Data P t , sharing, ti 1/ 1 of Pe | Data (PD)
3A290)00) Lawfulness of processing |**9%°t Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
Practices ding to consumer for what is necessary
and
Personal information may only be processed if, given the purpose for which Mechanisms exist to limit the collection, receiving, processing, storage,
. Re¢ le Data P i h ti 1/ 1 of Pe | Data (PD)
2A210 Minimatity itis processed, it is adequate, relevant and not excessive. Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
Practices ding to consumer for what is necessary
and
Consent, justification |N/A ) No
3A211 Justicat Functional ) N/A N/A N/A )
and obiection
i if— Mech: ist te it the ¢ L authority that
e e Personal information may only be processed if Authority To Collect, echarisms i o‘de e‘rmm:a:d document the eaatauorty
onsent, justification ermits the organization to collect, receive, process, store, transmit,
3.A2.11(1) i Functional | Intersects With| Process, Store &Share | PRI-04.1 | & P! 5
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) N
support of a specific business process.
the data subject or a competent person where the data subject is a child Authority To Gollect, Mechanisms exist to determine and document the legal authority that
C t, j 4 its th tion to collect, 3 , store, t it,
Bz onsen consents to the Functional | IntersectsWith| Procese, Store &.Snare | PRI0a1 | PerMits the organization to collect, receive, process, store, transmi s
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
processing is necessary to carry out actions for the conclusion or athority To Gollect, Mechanisms exist to determine and document the legal authority that
SAZIE) Consent, justification | performance of a contract to which the data subject is party; Functional. | intersectsWith| Procese, s asmore | prioas |Permits the organization to collect, receive, procsss, store, transmit, .
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
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processing complies with an obligation imposed by law on the responsible Authority To Gollect, Mechanisms exist to determine and document the legal authority that
Consent, justificati ; : its th tion to collect, ) , store, transmit,
3.A2.11(1)(c) onsent, justification | party, Functional |Intersects With| Process, Store & Share | PRI.04.1 |PSrMits the organization to collect, recelve, process, store, transmi 5
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
processing protects a legitimate interest of the data subject; Authority To Gollect, Mechanisms exist to determine and document the legal authority that
C it, justificati " its th tion t llect, 3 , store, tr it,
3.A2.11(1)(d) onsent, justification Functional |Intersects With| Process, Store & Share | PRI.04.1 |PerMits the organization to collect, recelve, process, store, transmi 5
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) .
support of a specific business process.
processing is necessary for the proper performance of a public law duty by Authority To Gollect, Mechanisms exist to determine and document the legal authority that
Consent, justificati ; : ts th tion to collect, . , store, transmit,
3A21101)(0) onsent, justification  |a public body; or Functional | Intersects With| Process, Store & Share | PRI04,1 |PErMIts the organization to collect, receive, process, store, transmi 5
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) e
support of a specific business process.
processing is necessary for pursuing the legitimate interests of the Authority To Golleet, Mechanisms exist to determine and document the legal authority that
C t, justificati . 4 its the tion to collect, 3 , store, t it,
3A2110)0) onsent, justification | responsible party or of a third party to whom the information is supplied. Functional | intersectsWith| Proceee, Store &.Snare | PRI-0a1 | PerMits the organization to collect,receive, process, store, transmi s
and objection share, update and/or dispose Personal Data (PD), either generally or in
Personal Data (PD) e
support of a specific business process.
Consent, justification | N/A N
3.A2.11(2) onsent, justification Functional © N/A N/A N/A 0
and obiection
The responsible party bears the burden of proof for the data subject’s or Mechanisms exist to limit the collection, receiving, processing, storage,
3A211(2)a) Consent, justification | competent person's consent as referred to in subsection (1)(a). Functional | Intersects Wity | Re@50na0te Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
and objection Practices ding to consumer for what is necessary
and
The data subject or competent person may withdraw his, her or its
Consent,justification | 0S8Nt s eferred to in subsection (1)(a), at any time: Provided that the Mechanisms exist to allow data subjects to revoke consent to collect,
3.A2.11(2)(b) bt of the of personal bef h Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
g orthe ing of personal interms of Data (PD).
(1)(b) to (1) will not be affected.
Comsent. justification | data sublect may object, at any time, to the processing of personal Mechanisms exist to allow data subjects to revoke consent to collect,
3.A2.11(3) et information— Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
4 Data (PD).
Comsent. justification | terms of (1) to (7). inthe manner, on Mechanisms exist to allow data subjects to revoke consent to collect,
3A2.11(3)(a) et grounds relating to his, her or its partioular situation, unless legistation Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
4 provides for such ing: or Data (PD).
Comsent. ustification |07 PUrPoSEs of direct marketing other than direct marketing by means of Mechanisms exist to allow data subjects to revoke consent to collect,
3.A2.11(3)(b) ot unsolicited elestronic communications as referred to in section 69. Functional |Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
4 Data (PD).
Comsent. ustification | data subject has objected to the processing of personal information in Mechanisms exist to allow data subjects to revoke consent to collect,
3A211(4) et terms of subsection (3), the responsible party may no longer process the |  Functional ~[Intersects With|  Revoke Consent PRI-03.4 |receive, process, store, transmit, share and/or update their Personal 5
4 personali i Data (PD).
Collection directly from [N/A N
3A2.12 ollection directly from Functional Ne N/A N/A N/A 0
data subject
Personal information must be collected directly from the data subject, Mechanisms exist to compel data subjects to select the level of
Collection directly from ) Active Participation By
3.A2.12(1) : except as otherwise provided for in subsection (2). Functional | Intersects With PRI-03.7 |consent deemed appropriate by the data subject for the relevant 5
data subject Data Subjects
business purpose (e... opt-in. opt-out, accept all cookies. etc.).
Itis not necessary to comply with subsection (1) if— Mechanisms exist to limit the collection, receiving, processing, storage,
3A2.12(2) Collection d\réctly from Functional | Intersects With Reasonable paxa Privacy PRI01.17 |(ransmission, sharing, updating and/or disposal of Personal Data (PD) 5
data subject Practices ding to consumer for what is necessary
and
the information s contained in or derived from a public record or has Mechanisms exist to limit the collection, receiving, processing, storage,
3.A.2.12(2)(a) Collection directly from | deliberately been made public by the data subject; Functional | Intersects with | Reasonable Data Privacy | oo, o\ . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
data subject Practices ding to consumer for what is necessary
and
the data subject or a competent person where the data subject is a child Mechanisms exist to limit the collection, receiving, processing, storage,
SA21200) Collection dirctly from | has consented to the collection of the information from another source; Functional. | Intersects witn | Re@Sonable Data Privacy | o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
data subject Practices ding to consumer for what is necessary
and
collection of the information from another source would not prejudice a Mechanisms exist to limit the collection, receiving, processing, storage,
3.A.212(2)(c) Collection directly from | logitimate interest of the data subject; Functional. | Intersects witn | Re@Sonable Data Privacy | o o | ransission, sharing, updating and/or disposal of Personal Data (PD) .
data subject Practices ding to consumer for what is necessary
and
collection of the information from another source is necessary— Mechanisms exist to limit the collection, receiving, processing, storage,
3.A.2.12(2)(d) Collection directly from Functional | Intersects with | Reasonable Data Privacy | oo, o\ . |transmission, sharing, updating and/or disposal of Personal Data (PD) s
data subject Practices to consumer for what is necessary
and
to avoid prejudice to the maintenance of the law by any public body, Mechanisms exist to limit the collection, receiving, processing, storage,
3.A2.12(2)()() Collection d'\rr{clly from |including the prevention, detection, i and Functional | Intersects With Reasonable Qam Privacy PRI0T.11 (vansm}sslon, sharing, updating and/or disposal of Personal Data (PD) 5
data subject punishment of offences; Practices to consumer for what is necessary
and
to comply with an obligation imposed by law or to enforce legislation Mechanisms exist to limit the collection, receiving, processing, storage,
BAZ 1220 Collection directly from |concerning the collection of revenue as defined n section 1 of the South Functional. | intersects witn | Re@Sonable Data Privacy | o o | ransission, sharing, updating and/or disposal of Personal Data (PD) s
data subject African Revenue Service Act, 1997 (Act No. 34 of 1997); Practices to consumer for what is necessary
and
for the conduct of proceedings in any court or tribunal that have Mechanisms exist to limit the collection, receiving, processing, storage,
3.A.2.12(2)(c)ii) Collection d'\rr{clly from orare Functional | Intersects With Reasonable Qam Privacy PRI0T.11 (vansm}sslon, sharing, updating and/or disposal of Personal Data (PD) 5
data subject Practices to consumer for what is necessary
and
inthe interests of national security; or Mechanisms exist to limit the collection, receiving, processing, storage,
3.A.2.12(2)(d)(iv) Collection d'\rr{clly from Functional | Intersects With Reasonable Qam Privacy PRI0T.11 (vansm}sslon, sharing, updating and/or disposal of Personal Data (PD) 5
data subject Practices to consumer for what is necessary
and
to maintain the legitimate interests of the responsible party or of a third Mechanisms exist to limit the collection, receiving, processing, storage,
3.A2.12(2)(d)(v) Collection diectly from | party to whom the information is supplied; Functional | Interssots with | Re2Sonable Data Privacy | o o |transrmission, sharing, updating andor disposal o Persanal Data (PD) s
data subject Practices to consumer for what is necessary
and
compliance would prejudice a lawful purpose of the collection; or Mechanisms exist to limit the collection, receiving, processing, storage,
3A2120)0) Collection directly from Functional. | intersects witn | Re@5onable Data Privacy | o o | ransmission, sharing, updating and/or disposal of Personal Data (PD) s
data subject Practices to consumer for what is necessary
and i
is not inthe of the Mechanisms exist to limit the collection, receiving, processing, storage,
aAz12000 Collection directly from |particular case. Functional | intersscts witn | Re@Sonable Data Privacy | o | ransission, sharing, updating and/or disposal of Personal Data (PD) s
data subject Practices to consumer for what is necessary
and i
Collection ific [N/A N
3A3.13 ollection for specific Functional e N/A N/A N/A 0
purpose
Personal information must be collected for a specific, explicitly defined Mechanisms exist to:
and lawful purpose related to a function or activity of the responsible (1) Make data privacy notice(s) available to individuals upon first
party. i with an organization and as ;
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
Collecti fa ifi it 118 tice-relate it i I(
aAB1AY ollection for specific Functional | Intersects With|  Data Privacy Notice proz |(®) Contein all necessary notice-related criteria required by applicable s
purpose statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention
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3.A313(2)

Collection for specific
purpose

Steps must be taken in accordance with section 18(1) to ensure that the
data subject is aware of the purpose of the collection of the information
unless the provisions of section 18(4) are applicable.

Rationale

Functional

Intersects With

Data Privacy Notice

PRI-02

Control Description
Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first

ith an and as vi
(2) Ensure that data privacy notices are clear and easy-to-understand,
expressing relevant information about how Personal Data (PD) is
collected, received, processed, stored, transmitted, shared, updated
and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the
geographic locations and third-party recipients that process the PD.
within the scope of the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention

Relationshi

3A3.14

Retention and restriction | N/A

of records

Functional

No

N/A

N/A

3.A.3.14(1)

Retention and restriction
of records

Subject to subsections (2) and (3), records of personal information must
not be retained any longer than is necessary for achieving the purpose for
which the i ion was collected or pr d, unless—

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(1)(a)

Retention and restriction
of records

retention of the record is required or authorised by la

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(1)(b)

Retention and restriction
of records

the responsible party reasonably requires the record for lawful purposes.
related to its functions or activities;

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(1)(c)

Retention and restriction
of records

retention of the record is required by a contract between the parties
thereto; or

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion o destruction of PD (including originals, copies and archived
records).

3.A3.14(1)(d)

Retention and restriction
of records

the data subject or a competent person where the data subject is a child
has consented to the retention of the record.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A314(2)

Retention and restriction
of records

Records of personal information may be retained for periods in excess of
those contemplated in subsection (1) for historical, statistical or research
purposes if the party has

against the records being used for any other purposes.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A3.14(3)

Retention and restriction
of records

Aresponsible party that has used a record of personal information of a
data subject to make a decision about the data subject, must—

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist t
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(3)(a)

Retention and restriction
of records

retain the record for such period as may be required or prescribed by law or
a code of conduct; or

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(3)(b)

Retention and restriction
of records

if there is no law or code of conduct prescribing a retention period, retain
the record for a period which will afford the data subject a reasonable
opportunity, taking all considerations relating to the use of the personal
information into account, to request access to the record.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(4)

Retention and restriction
of records

Aresponsible party must destroy or delete a record of personal information
or de-identify it as soon as. after the

party is no longer authorised to retain the record in terms of subsection (1)
or (2).

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(5)

Retention and restriction
of records

The destruction or deletion of a record of personal information in terms of
subsection (4) must be done in a manner that prevents its reconstruction

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).
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3.A.3.14(6)

FDE Name

Retention and restriction
of records

Focal Document Element (FDE) Description

The responsible party must restrict processing of personal information if—

STRM
Rationale

Functional

Intersects With

Focal Documen

Focal URI

Published STRM URL:

SCF Control

Personal Data (PD)
Retention & Disposal

13-004.pdf

SCF#

PRI-05

f-popia-2013.pdf

Secure Controls Framework (SCF)
Control Description

Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

Strength of
Relationship

qS nation Act (POPIA) (2013)

outh Africa - Protection of Personal Inform
t

3.A.3.14(6)(a)

Retention and restriction
of records

its accuracy is contested by the data subject, for a period enabling the
responsible party to verify the accuracy of the information;

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(6)(b)

Retention and restriction
of records

the responsible party no longer needs the personal information for
achieving the purpose for which the information was collected or

pr d, but it has to be for purposes of proof;

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(6)(c)

Retention and restriction
of records

the processing is unlawful and the data subject opposes its destruction or
deletion and requests the restriction of its use instead; or

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(6)(d)

Retention and restriction
of records

the data subject requests to transmit the personal data into another
automated processing system.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;
(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records).

3.A.3.14(7)

Retention and restriction
of records

Personal information referred to in subsection (6) may, with the exception
of storage, only be processed for purposes of proof, or with the data
subject’s consent, or with the consent of a competent person in respect of
achild, or for the protection of the rights of another natural or legal person
orif such processing s in the public interest.

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

Mechanisms exist to:

(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless
of the method of storage; and

(3) Use organization-defined techniques or methods to ensure secure
deletion o destruction of PD (including originals, copies and archived
records).

3.A.3.14(8)

Retention and restriction
of records

Where processing of personal information is restricted pursuant to
subsection (6), the responsible party must inform the data subject before
lifting the restriction on

Functional

Intersects With

Data Subject
‘Communications

PRI-17

exist to craft and
subjects in a manner that is concise, unambiguous and
bva person.

to data

3.A3.14(8)

Retention and restriction
of records

Where processing of personal information is restricted pursuant to
subsection (6), the responsible party must inform the data subject before
lifting the restriction on processing.

Functional

Intersects With

Data Controller
Communications

PRI-18

Mechanisms exist to receive and process data controller
communications pertaining to:

(1) Receiving and responding to data subject requests;

(2) Updating/correcting Personal Data (PD);

(3) Accounting for disclosures of PD; and

(4) Accounting for PD that is stored, processed and/or transmitted on
behalf of the data controller.

Further processing
limitation

N/A

Functional

No

N/A

N/A

3.A4.15

Further processing to be
compatible with purpose
of collection

N/A

Functional

No
Relationship

N/A

N/A

3.A4.15(1)

Further processing to be
compatible with purpose
of collection

Further of personal must be in or
compatible with the purpose for which it was collected in terms of section
13.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A4.15(2)

Further processing to be
compatible with purpose
of collection

Toa: hether further is with the purpose of

collection, the responsible party must take account of—

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) Whatis authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A.4.15(2)(a)

Further processing to be
compatible with purpose
of collection

the relationship between the purpose of the intended further processing
and the purpose for which the information has been collected;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A.4.15(2)(b)

Further processing to be
compatible with purpose
of collection

the nature of the information concerned;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A.4.15(2)(c)

Further processing to be
compatible with purpose
of collection

the consequences of the intended further processing for the data subject;

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A.4.15(2)(d)

Further processing to be
compatible with purpose
of collection

the manner in which the information has been collected; and

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and

3.A.4.15(2)(e)

Further processing to be
compatible with purpose
of collection

any contractual rights and obligations between the parties.

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:

(1) The purpose(s) originally collected, consistent with the data privacy
notice(s);

(2) What is authorized by the data subject, or authorized agent; and

(3) What is consistent with applicable laws, regulations and
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13-004.pdf
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: B nation Act (POPIA) (2013)

outh Africa - Protection of Personal Inform
t

y pping:
STRM S Controls Fi 'k (SCF) Sti th of
FDE Name Focal Document Element (FDE) Description SCF Control ecurs Controls Framework (SCF) o
Rationale Control Description Relationshi
The further of personal is not i with the Mechanisms exist to restrict collecting, receiving, processing, storing,
purpose of collection if— transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be 1) The ose(s) originally collected, consistent with the data acy
P 8 Usage Restrictions of (1) The purpose(s) originally ! w privacy
3.A.4.15(3) compatible with purpose Functional | Intersects With Personal Data (PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the data subject or a competent person where the data subject is a child Mechanisms exist to restrict collecting, receiving, processing, storing,
has consented to the further processing of the information; transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(a) compatible with purpose Functional | ntersects with | o 000 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the information is available in or derived from a public record or has Mechanisms exist to restrict collecting, receiving, processing, storing,
deliberately been made public by the data subject; transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(b) compatible with purpose Functional | ntersects with | o0 0 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
further processing is necessary— Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(c) compatible with purpose Functional | ntersects with | o0 0 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
to avoid prejudice to the maintenance of the law by any public body Mechanisms exist to restrict collecting, receiving, processing, storing,
including the prevention, detection, investigation, prosecution and transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be |punishment of offences; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(c)(i) compatible with purpose Functional | ntersects with | o 000 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
to comply with an obligation imposed by law or to enforce legislation Mechanisms exist to restrict collecting, receiving, processing, storing,
cconcerning the collection of revenue as defined in section 1 of the South transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be |African Revenue Service Act, 1997 (Act No. 34 of 1997); Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(c)(ii) compatible with purpose Functional | Intersects With Peional Dota (PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
for the conduct of proceedings in any court or tribunal that have Mechanisms exist to restrict collecting, receiving, processing, storing,
orare or transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usege Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(c)(iii) compatible with purpose Functional | ntersects Wit | o200 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
in the interests of national security; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usege Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(c)(iv) compatible with purpose Functional | ntersects Wit | o200 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with laws, ions and
the further processing of the information is necessary to prevent or Mechanisms exist to restrict collecting, receiving, processing, storing,
mitigate a serious and imminent threat to— transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usege Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(d) compatible with purpose Functional | ntersects Wit | o200 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
public health or public safety; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
) Further processing to be ) Usage Restrictions of (1) The purpose(s) orginally collected, consistent with the data privacy
3.A.4.15(3)(d)(i) compatible with purpose Functional | ntersects with | o200 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the life or health of the data subject or another individual; Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
. Further processing to be ) Usage Restrictions of (1) The purpose(s) orginally collected, consistent with the data privacy
3.A.4.15(3)(d)(ii) compatible with purpose Functional | ntersects with | o 0 0 T PD) PRI-05.4 |notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the information is used for historical, statistical or research purposes and Mechanisms exist to restrict collecting, receiving, processing, storing,
the responsible party ensures that the further processing is carried out transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be |solely for such purposes and will not be published in an identifiable form; Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.A.4.15(3)(e) compatible with purpose |or Functional | Intersects With Peional Dota (PD) PRI-05.4 [notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
the further of the i isin with an Mechanisms exist to restrict collecting, receiving, processing, storing,
exemption granted under section 37. transmitting, sharing and/or updating Personal Data (PD) to:
Further processing to be Usage Restrictions of (1) The purpose(s) orginally collected, consistent with the data privacy
3.A.4.15(3)(f) compatible with purpose Functional [ Intersects with | 20 08 oDy PRI-05.4 [notice(s); 5
of collection (2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
A ) No
3AS5 Information quality Functional ) N/A N/A N/A 0
N/A N
3.A5.16 Quality of information Functional N © N/A N/A N/A ]
Aresponsible party must take reasonably practicable steps to ensure that Mechanisms exist to ensure the accuracy and relevance of Personal
i Pe L Data (PD) Data (PD) the shout the fe tion Life L 3
3AS5.160) Quality of information | {"® Personalinformation is complete, acourate, not misteading and Functional | intersects With ersonal Data (°D) PRI-0.2 | D3t@ (PD) throughout the information lifecycle by s
updated where necessary. Accuracy & Integrity (1) Keeping PD up-to-date; and
(2) i identified i as
In taking the steps referred to in subsection (1), the responsible party must Mechanisms exist to ensure the accuracy and relevance of Personal
i i i Pe L Data (PD) Data (PD) the shout the fe tion Life L 3
3A5.16(2) Quality of information | "2¢ 78821d t0 the purpose for which personal information is collected or Functional | intersects With ersonal Data (°D) PRI-0.2 | D3t@ (PD) throughout the information lifecycle by; s
further processed. Accuracy & Integrity (1) Keeping PD up-to-date; and
(2) i identified i as
N/A ) No
3A6 Openness Functional ) N/A N/A N/A )
Aresponsible party must maintain the documentation of all processing Mechanisms exist to limit the collection, receiving, processing, storage,
3A6.17 Documentation operations under its responsibi ?y as referred to in section 14 or 51 of the Functional | Intersects With Reasonable Data Privacy PRI-01.11 (vansm?ssion, sharing, updating and/or disposal of Persun?l Data (PD) 5
Promotion of Access to Information Act. Practices to consumer for what is necessary
and i
Notification to data N/A No
3.A6.18 subject when collecting Functional N " N/A N/A N/A ]
Relationship
personal
Notification to data | " Personal information s collected, the responsible party must take Mechanisms exist to limit the collection, receiving, processing, storage,
f— Re ble Data Pri 't ission, sh: , updati d/or di L of Py | Data (PD)
3.A6.18(1) subject when collecting reasonably practicable steps to ensure that the data subject is aware of Functional | Intersects With leasonable Data Privacy PRI-01.11 ransmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices to consumer for what is necessary
personal information -
and
Notification to data | (¢ information being collected and where the information is not collected Mechanisms exist to limit the collection, receiving, processing, storage,
; Re ble Data Pri 't ission, sh: , updati d/or di L of Py | Data (PD)
3A818(1)(0) subjoct when colecting |10 the 4ata sublect, the source from which it is collected; Functional | ntersects with | Reasonable Data Privacy | L |transmission, sharing, updating and/or disposal of Personal Data (PD) s
Practices to consumer for what is necessary
personal information and -
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STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control (5¢h &
Rationale Control Descript Relationsh
Notification to data | 76 1ame and address of the responsible party; Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
3.A.6.18(1)(b) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for whatis necessary
personalinformation .
and
Notification to data | 76 PUrPOSe for which the information is being collected; Mechanisms exist to imit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
3.A6.18(1)(c) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for whatis necessary
personalinformation .
and
Notification to data | Wether or not the supply of the information by that data subject is Mechanisms exist to limit the collection, receiving, processing, storage,
; Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(1)(d) subject when collecting | OUMta"Y Or mandatory; Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for what is necessary
personal information .
and
Notification to data | 76 cOMSEaUeNGes of failure to provide the information; Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(1)(e) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for what is necessary
personal information .
and
Notfication todata | &7 Particular taw or requiring the coll of the R e (Mechanlsmsex:“u llml(d(h‘ecollez:\unérecelv\lngf,;mcesslr:)g,(sm‘:’ang'e,
easonable Data Privac ransmission, sharing, updating and/or disposal of Personal Data
3.A6.181)(1) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! 5
Practices to consumer for what is necessary
personalinformation
and
Notfication todata | e fact that, where applicable, the responsible party intends to transfer Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(1)(g) subject when collecting | ¢ Mformation toa third country or international organisation and the Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
level of protection afforded to the information by that third country or Practices to consumer for what is necessary
personal information .
and
any further information such as the— Mechanisms exist to limit the collection, receiving, processing, storage,
Notification to data Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A6.18(1)(h) subject when collecting Functional | Intersects With Y| PRI01.11 g g, updating P! 5
Practices to consumer for what is necessary
personal information .
and
Notfication todata | eciPIent or category of recipients of the information; Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(1)(h)(i) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for what is necessary
personalinformation
and
Notfication to data | 1aUre oF category of the information; R e (Mechanlsmsex:“u llml(d(h‘ecollez:\unérecelv\lngf,smcesslr:}g,(slj:’ang'e,
easonable Data Privac ransmission, sharing, updating and/or disposal of Personal Data
3.A.6.18(1)(h)(ii) subject when collecting Functional | Intersects With Y| PRI01.11 g, updating P! 5
Practices to consumer for what is necessary
personalinformation ;
and
Notification to data | EX1Stence of the right of access to and the right to rectfy the information Mechanisms exist to limit the collection, receiving, processing, storage,
; Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD
3A618(1)N)Gi) | subjectwhen collecting | *°'% Functional | Intersects With Y1 pRi-o1.11 & updating P (D) 5
Practices to consumer for what is necessary
personalinformation ;
and
Notification to data | EX1SteNce of the right to object o the processing of personal information as Mechanisms exist to limit the collection, receiving, processing, storage,
; Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD
3.A.6.18(1)(h)(iv) subject when collecting | 676ed t0 in section 11(3); and Functional | Intersects With Y| PRI01.11 g, updating P! (PD) 5
Practices to consumer for what is necessary
personalinformation
and
Tight to lodge a complaint to the Information Regulator and the contact
. Mechanisms exist to limit the collection, receiving, processing, storage,
Notification to data | details of the Information Regulator, which is necessary, having regard to ) o
! sgulat * Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3A6.18(1)(h)(v) subject when collecting |the specific circumstances in which the information is or is not to be Functional | Intersects With PRI-01.11 5
Practices to consumer for what is necessary
personal information | processed, to enable processing in respect of the data subject to be ;
and proportionate.
Notfication o data | e steps referred toin subsection (1) must be taken— Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
3.A6.18(2) subject when collecting Functional | Intersects With " Y| PRI01.11 & updating P! (PD) 5
Practices to consumer for what is necessary
personalinformation
and
Notfication to data | the personalinformation is collected directly from the data subject, Mechanisms exist to limit the collection, receiving, processing, storage,
before the information is collected, unless the data subject is alread) Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
3.A6.18(2)(a) subject when collecting ) d Functional | Intersects With " Y| PRI01.11 & updating P! (PD) 5
aware of the information referred to in that subsection; or Practices to consumer for whatis necessary
personalinformation
and
Notification to data | ™ @nY other case, before the information is collected or as soon as Mechanisms exist to limit the collection, receiving, processing, storage,
reasonably practicable after it has been collected. Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD]
3.A.6.18(2)(b) subject when collecting P Functional | Intersects With " Y| PRI01.11 & updating P! (PD) 5
Practices to consumer for what is necessary
personalinformation
and
Aresponsible party that has previously taken the steps referred to in Mechanisms exist to limit the collection, receiving, processing, storage,
to data (1) complies with (1) in elation to the subsequent :
) ) " Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3A6.18(3) subject when collecting |collection from the data subject of the same information or information of | Functional | Intersects With ° PRI-01.11 ! 5
° 4 " Practices to consumer for what is necessary
personalinformation |the same kind if the purpose of collection of the information remains the
and proportionate.
same.
Notfication todata | 118 NOt necessary for a responsible party to comply with subsection (1) Mechanisms exist to limit the collection, receiving, processing, storage,
— Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(4) subject when collecting | Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
° Practices to consumer for what is necessary
personalinformation
and
Notfication to data | e data subject or a competent person where the data subject s a child Mechanisms exist to limit the collection, receiving, processing, storage,
-compliance; Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD
3.A.6.18(4)(a) subject when collecting | " Provided consent for the non-compliance; Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
° Practices to consumer for what is necessary
personalinformation ;
and
Notfication to data | To™-compliance would not prejudice the legitimate interests of the data Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A.6.18(4)(b) subject when collecting | SUP1eCt @8 set outin terms of this Act; Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
° Practices to consumer for what is necessary
personalinformation ;
and
Notfication to data | TO™-comPliance s necessary— Mechanisms exist to lmit the Gollection, receiving, processing, storage,
) ) Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A6.18(4)(c) subject when collecting Functional | Intersects With PRI-01.11 ! ‘ 5
° Practices to consumer for what is necessary
personalinformation
and
Notfication to data |0 2V0id Preludice to the maintenance of the law by any public body, Mechanisms exist to limit the collection, receiving, processing, storage,
i ion, i Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD
3.A6.18(4)(c)(i) subject when collecting | "¢Uding the prevention, detection, investigation, prosecution and Functional | Intersects With Vacy | prio1.11 i g, updating P! “ (PD) 5
“U7€ | punishment of offences; Practices to consumer for what s necessary
personalinformation ;
and
Notfication to data | © S0MPU vith an obligation imposed by law or o enforc legistation Mechanisms exist to limit the collection, receiving, processing, storage,
i i i Re¢ nable Data Pr transmi n, sharing, ting and/c | of Personal Data (PD)
3AB1BEE) subjoct whon asllosting | COToCIng the collecion of revenue as dafined in section 1 of the South Functional | Intersects with | Reasonable Data Privacy | o o |transrmission, sharing, updating andlor disposal of Personal Data (°D) s
African Revenue Service Act, 1997 (Act No. 34 of 1997); Practices ding to consumer for what is necessary
personalinformation
and
Notfioation to data | o the conductof proceedings in any court or tribunal that have been Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ nable Data Pr transmi n, sharing, ting and/c | of Personal Data (PD)
3.A.6.18(4)(c)( subject when collecting orare or Functional | Intersects Witn | Reasonable Data Privacy | oo, o, - |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
personalinformation
and
Notfication todata |11 the interests of national security; R oomen Techanismsex:qu Limltdthtecullez;\ond,receiv\'lng',:mcessir:)g,[slo‘:)g'e,
n ransmission, sharing, ng an rson
3.A.6.18(4)(c)(iv) subject when collecting Functional | Intersects With | cas0nable DataPrivacy | g, 4, 14 |transmission, sharing, updating and/or disposal of Personal Data 5
Practices ding to consumer for what is necessary
personalinformation
and
Notfication to data | cOMPUiaNce would prejudice a lawful purpose of the colection; Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
3.A.6.18(4)(d) subject when collecting Functional | Intersects With | Reasonable Data Privacy | oo, o, 4 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
personalinformation
and
. is not inthe of the Mechanisms exist to limit the collection, receiving, processing, storage,
Notification to data ricul Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
; riv ission, sharing, updati v di
3.A6.18(4)(e) subject when collecting |P2"CH!8 6ase; o Functional | Intersects With " Y| PRI01.11 " '8, updating P 5
Practices ding to consumer for what is necessary
personalinformation
and
Notfication todata | e mformation wili— o :e:h:‘nism:ex:l:: Limlt;hf:ull:z;\ond,receiv\'lng', :n:ce:sir:)g, [sm‘:ie,
3.A.6.18(4)(f) subject when collecting Functional | Intersects With | oas0nable DataPrivacy | pp, 4, 14 |transmission, sharing, updating and/or disposal of Personal Data 5
Practices ding to consumer for what is necessary
personalinformation
and
Notfication to data |19t D® Usedin a form i which the data subject may be identified; or Mechanisms exist to limit the collection, receiving, processing, storage,
Re¢ nable Data Pr transmi n, sharing, ting and/c L of Personal Data (PD)
3.A.6.18(4)(f)(i) subject when collecting Functional | Intersects With | Reasonable Data Privacy | oo, o, 4 |transmission, sharing, updating and/or disposal of Personal Data (PD) 5
Practices ding to consumer for what is necessary
personalinformation
and
Notfication to data | P Used for istorical, statistical or research purposes. Mechanisms exist to limit the collection, receiving, processing, storage,
Reasonable Data Privacy transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A.6.18(4)(7)(i) subject when collecting Functional | Intersects With ° Y| PRio1.11 € Uupdating P (°D) 5
Practices ding to consumer for what is necessary
personalinformation
and
N/A ) No
3A7 Security safeguards Functional ) N/A N/A N/A 0
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Security measureson | N/A
int ity d N
3A7.19 integrity an Functional o N/A N/A N/A 0
confidentiality of Relationship
personal
Security measureson | A ible party must the it d confidentiality of
megnyana. . |preanstinformationin s posséesonrunéarit cotoytki SecuityofPersonat Data Mechanisms xist 0 ensure PersonalData (D) s protected by logial
infon i
3.A7.19(1) ey personal foninits p lon or underit rol by taking Functional | Intersects With Y PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
of technical and measures to (D)
scoped to protect the confidentiality and integrity of the PD.
personal prevent—
Security measures on | Loss of, d t f Ui
”I'"'"; o a':"d ”sd“ lamage to of ofpersona Security of Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A7.19(1)(a) ': e | Functional | Intersects With Y s PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of ) scoped to protect the confidentiality and integrity of the PD.
personal
Securit lawful & ing of Uinformation.
O oo on |niawiui acaess toorpracassing of personlinformation securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A.7.18(1)(b) ': o Functional | Intersects With Y (D PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of ) scoped to protect the confidentiality and integrity of the PD.
personal
Securit Inorder frect to subsection (1), th ble party must tak
A B glve effect ooubsection (1) the responsible party must take securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A7.19(2) ': g | messureste Functional | Intersects With ' (PD PRI-01.6 [and physical security safeguards that are sufficient and appropriately 5
confidentiality of ) scoped to protect the confidentiality and integrity of the PD.
personal
Securit dentify all bly f ble internal and external risks t U
S o "yf e or e ooy, matisis fopersona securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A.7.19(2)(a) ': (y ot Information in its possession or Under its contro’; Functional | Intersects With Y (PD) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of ) scoped to protect the confidentiality and integrity of the PD.
personal
Secuirnlti measures n establish and maintain appropriate safeguards against the risks identified; A Mochanisms existto ensare Personal Data (PD) i protected by logical
3.A.7.19(2)(b) ': o Functional | Intersects With Y (D) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of
v scoped to protect the confidentiality and integrity of the PD.
personal
Securit larly verify that the safeguards are effectively implemented; and
o oo on |fesularlyverlly that the safeguards are effectively Implementads an securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A7.19(2)(c) ': o Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of
v scoped to protect the confidentiality and integrity of the PD.
personal
Securit that the safeguard tinually updated i &
A M eguards are continually updated in response to new securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A7.19(2)(d) ': (y ity of fisksor inpreviously Functional | Intersects With Y o) PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of
v scoped to protect the confidentiality and integrity of the PD.
personal
Securit Th ible party must have d dau 1 ted
g [ e e 'egz’ Dge':‘e:’ e it securityof Personal Data Mechanisms exist to ensure Personal Data (PD) is protected by logical
3.A7.19(3) grity Information security practices and procedures which may apply to Functional | Intersects With Yy PRI-01.6 |and physical security safeguards that are sufficient and appropriately 5
confidentiality of | generally or be required in terms of specific industry or professional rules (D)
scoped to protect the confidentiality and integrity of the PD.
personal and
Information processed by | N/A o
3A7.20 operator or person acting Functional e N/A N/A N/A )
Relationship
under authority
‘An operator or anyone processing personal information on behalf of a Mechanisms exist to limit the collection, receiving, processing, storage,
nformation processed by ble part t t Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A.7.20(1) operator or person acting |SSPOMSIPL€ Party or an operator, must— Functional | Intersects With Y| PRI01.11 g g, updating P! 5
unless required by Law or in the course of the proper performance of their Practices to consumer for what is necessary
under authority >
duties. and
process such i only with the or isation of the Mechanisms exist to limit the collection, receiving, processing, storage,
nformation processed by ble party; and Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A.7.20(1)(a) operator or person acting | /©SPOSIPLe Party; an Functional | Intersects With Y| PRI01.11 g g, updating P! 5
Practices to consumer for what is necessary
under authority
and
treat personal information which comes to their knowledge as confidential Mechanisms exist to limit the collection, receiving, processing, storage,
nformation processed by |y ot not disclose it Reasonable Data Privac: transmission, sharing, updating and/or disposal of Personal Data (PD)
3.A.7.20(1)(b) operator or person acting |21 MUSt net disclose it Functional | Intersects With Y| PRI01.11 g g, updating P! 5
Practices to consumer for what is necessary
under authority >
and
Security measures | N/A o
3A7.21 regarding information Functional e N/A N/A N/A )
Relationship
processed by operator
Aresponsible party must, in terms of a written contract between the Data Privacy
Security measures e narny and th i} at oramich Requiremonte for Mechanisms exist to include data privacy requirements in contracts
3.A7.21(1) regarding information | 'S°POnsiole party and the operator, ensure that the operator whic! Functional | Intersects With a PRI-07.1 |and other acquisition-related documents that establish data privacy 5
processes personal for the party and Contractors & Service :
processed by operator ! roles and responsibilities for contractors and service providers.
maintains the security measures referred to in section 19. Providers
Th tor must notify th ible party immediately where th Data P
Security measures e e A Mechanisms exist to include data privacy requirements in contracts
3A7.21(2) regarding information | "¢ é@sonable grounds to believe that the personal information of a data Functional | Intersects With o PRI-07.1 |and other acquisition-related documents that establish data privacy 5
subject has been accessed or acquired by any unauthorised person. Contractors & Service :
processed by operator roles and responsibilities for contractors and service providers.
Providers
Notification of security |N/A N
3A7.22 atification of seclity Functional Ne N/A N/A N/A 0
Where there are reasonable grounds to believe that the personal exist to timely-report incidents to
aA7.2201) Notifcation of security|information of a data subject has been accessed or acauired by any Functional | intersectswitn| eidentStakeholder | (1) Internal stekenolders; s
person, the party must notify— Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
the Regulator; and exist to timely-report incidents to
Notification of securit Incident Stakehold 1) Internal stakeholders;
3.A7.22(1)(a) otification of security Functional |Intersects With| o Con Ot <enotder |Ro-10  |{1)Internal stakeholders: . 5
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
subject to subsection (3), the data subject, unless the identity of such data isms exist to timely-report incidents to
SA72200(0) Notification of security |subject cannot be established. Functional | intersectswitn| eidentStakeholder | (1) Internal stekenolders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory authorit
The notification referred to in subsection (1) must be made as soon as ]
oSS o P exist to timely-report incidents to
reasonably possible after the discovery of the compromise, taking into :
Notification of security ¥ possi Y P! i Incident Stakeholder (1) Internal stakeholders;
3.A7.22(2) account the legitimate needs of law enforcement or any measures Functional | Intersects With - IRO-10 ! 5
compromises - Reporting (2) Affected clients & third-parties; and
reasonably necessary o determine the scope of the compromise and to
(3) Regulatory authorities.
restore the integrity of the party’s system.
The responsible party may only delay notification of the data subject if a exist to timely-report incidents to
Notificati f ity il i i Incic it Stakehol 1) Inte | stakehols H
3A7.220) atification of security|public body responsible for the prevention, detection or investigation of Functional | Intersectswitn| "eidentStakeholder | (1) Internal stakenolders; s
compromises offences or the Regulator determines that notification will impede a Reporting (2) Affected clients & third-parties; and
criminal by the public body concerned (3) Regulatory
The notification to a data subject referred to in subsection (1) must be in i exist to 1§ P incidents to
Notificati f ity i i Incic it Stakehol 1) Inte | stakehols H
3A7.2204) otification of security |writing and communicated to the data subject in at least one of the Functional | Intersectewitn| "eidentStakeholder | (1) Internal stakenolders; s
compromises following ways: Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Mailed to the data subject’s last known physical or postal address; exist to timely-report incidents to
Notificati f ity Incic it Stakehol 1) Inte | stakehols H
aA7220000) otification of security Functional | Intersects wign|  eidentStakehotdor | (1) nternal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
Sent by e-mail to the data subject’s last known e-mail address; isms exist to timely-report incidents to
Notificati f ity Incic it Stakehol 1) Inte | stakehols H
SA72200) otification of security Functional | Intersects wign|  eidentStakehotdor | (1) nternal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
placed in a prominent position on the website of the responsible party; i exist to 1§ P incidents to
Notificati f ity Incic it Stakehol 1) Inte | stakehols H
BA722000) otification of security Functional | Intersects win|  IeidentStakehotdor | (1) nternal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
published in the news me exist to 1§ P incidents to
Notificati f ity Incic it Stakehol 1) Inte | stakehols H
BA722000 otification of security Functional | Intersects win|  IeidentStakehotdor | (1) nternal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
as may be directed by the Regulator. isms exist to timely-report incidents to
Notificati f ity Incic it Stakehol 1) Inte | stakehols H
aA722006) otification of security Functional | Intersects wign|  eidentStakehotdor | (1) nternal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
The notification referred to in subsection (1) must provide sufficient isms exist to timely-report incidents to
3A7.22(5) Notification of security | information to allow the data subject to take protective measures against | ool incident Stakeholder | oo (1) Intemal stakeholders; s
compromises the potential of th , including Reporting (2) Affected clients & third-parties; and
(3) Regulatory
a description of the possible consequences of the security compromise; isms exist to timely-report incidents to
Notification of securit Incident Stakeholde 1) Internal stakeholders;
3.A7.22(5)(a) hoatt i Functional | Intersects With ! ) " | oo |()inter " : 5
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory
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a description of the measures that the responsible party intends to take or exist to timely-report incidents to
SA7.226)(0) Notification of security | has taken to address the security compromise; Functional | intersectewatn| eident Stakehotder | (1) Internal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
a recommendation with regard to the measures to be taken by the data exist to timely-report incidents to
3A7.22)0) Notification of security|subject to mitigate the possiblo adverse effects of the security Functional | intersectewatn| Meident Stakehotder | (1) Internal stakeholders; s
compromises compromise; and Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
if known to the responsible party, the identity of the unauthorised person exist to timely-report incidents to
BA7225)0) Notification of security who may have accessed or acquired the personal information. Functional | intersectewatn| eident Stakehotder | (1) Internal stakeholders; s
compromises Reporting (2) Affected clients & third-parties; and
(3) Regulatory authoriti
The Regulator may direct a responsible party to publicise, in any manner axist to timely-report incidents to
Notification of security | SPecified: the fact of any to the integrity or ty of Incident Stakeholder (1) Internal stakeholders;
3.A7.22(6) personalinformation, if the Regulator has reasonable grounds to believe | Functional | Intersects With 1RO-10 5
compromises Reporting (2) Affected clients & third-parties; and
that such publicity would protect a data subject who may be affected by !
- (3) Regulatory authorities.
3A8 Data subject A Functional No N/A N/A N/A 0
participation
3A8.23 Access topersonal | N/A Functional No N/A N/A N/A 0
Adata subject, having provided adequate proof of identity, has the right axist to provide data subjects the abilty o:
o= (1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Access to personal Data Subject
3.A8.23(1) oo Functional [ Intersectswith| ¢ 0T PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
request a responsible party to confirm, free of charge, whether or not the axist to provide data subjocts the abily tor
responsible party holds personal information about the data subject; and (1 Aconss thor Porsonal Daté (PD) that i boing prosessed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Access to personal Data Subject received, processed, stored, transmitted, shared, updated and/or
3.A8.23(1)(a) Functional | Intersects With PRI-06 |disposed; 5
information Empowerment
(3) Obain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
request rom a responsible party the record or description of the personal axist to provide data subjects the ability tor
information about the data subject held by the responsible party, including 1y Acuass their Personal Data (PD) that s being prossssed, stored and
information about the identity of all third parties, or categories of third A
" shared, except where the burden, risk or expense of providing access
parties, who have, or have had, access to the information— would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Access to personal ) Data Subject °
3.A.8.23(1)(b) o Functional | Intersectswitn| ¢ ©8 TR PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
within a reasonable time; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk o expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
) Access to personal Data Subject °
3.A8.23(1)(b)() Functional | Intersects With PRI-06 |disposed; 5
information Empowerment
(3) Obain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
ata prescribed fee, if any; exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
Access to personal Data Subject received, processed, stored, transmitted, shared, updated and/or
3.A.8.23(1)(b) i) o Functional [ Intersectswitn| ¢ @0 TR PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
ina reasonable manner and format; and exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
Access to personal ) Data Subject °
3.A8.23(1)(b o oton Functional [ Intersectswith| 90 PR PRI-06 |disposed; 5
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.
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3.A.8.23(1)(b)(iv)

Access to personal
information

ina form that is generally understandable.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability t
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.A.8.23(2)

Access to personal
information

If, in response to a request in terms of subsection (1), personal information
is communicated to a data subject, the data subject must be advised of
the right in terms of section 24 to request the correction of information.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

existto provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;

(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.A.8.23(3)

Access to personal
information

If a data subject is required by a responsible party to pay a fee for services
provided to the data subject in terms of subsection (1)(b) to enable the
responsible party to respond to a request, the responsible party—

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;
(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;
(3) Obtain the source(s) of their PD;
(4) Obtain the categories of their PD being collected, received,
processed, stored and shared;
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.A.8.23(3)(a)

Access to personal
information

must give the applicant a written estimate of the fee before providing the
services; and

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD s collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.A.8.23(3)(b)

Access to personal
information

may require the applicant to pay a deposit for all or part of the fee.

Functional

Intersects With

Data Subject
Empowerment

PRI-06

exist to provide data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access
would be disproportionate to the benefit offered to the data subject
through granting access;

(2) Obtain answers on the specifics of how their PD is collected,
received, processed, stored, transmitted, shared, updated and/or
disposed;

(3) Obtain the source(s) of their PD;

(4) Obtain the categories of their PD being collected, received,
processed, stored and share
(5) Request correction to their PD due to inaccuracies;

(6) Request erasure of their PD; and

(7) Restrict the further collecting, receiving, processing, storing,
transmitting, updated and/or sharing of their PD.

3.A.8.23(4)

Access to personal

N/A

Functional

No

N/A

N/A

3.A.8.23(4)(a)

Access to personal
information

Aresponsible party may or must refuse, as the case may be, to disclose

any information requested in terms of subsection (1) to which the grounds

for refusal of access to records set out in the applicable sections of

Chapter 4 of Part 2 and Chapter 4 of Part 3 of the Promotion of Access to
Act applv.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

3.A.8.23(4)(b)

Access to personal
information

The provisions of sections 30 and 61 of the Promotion of Access to
Information Act are applicable in respect of access to health or other
records.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

3.A.8.23(5)

Access to personal
information

If a request for access to personal information is made to a responsible
party and part of that information may or must be refused in terms of
subsection (4)(a), every other part must be disclosed.

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.

3.A8.24

Correction of personal

N/A

Functional

No

N/A

N/A

3.A.8.24(1)

Correction of personal
information

A data subject may, in the prescribed manner, request a responsible party
to—

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2) D i or

users of the PD.

of PD to other authorized

3.A.8.24(1)(a)

Correction of personal
information

correct or delete personal information about the data subject in its.
possession or under its control that is inaccurate, irrelevant, excessive, out
of date, i isleading or obtained or

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:

(1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2) D i or

users of the PD.

of PD to other authorized

3.A.8.24(1)(b)

Correction of personal
information

destroy or delete a record of personal information about the data subject
that the responsible party is no longer authorised to retain in terms of
section 14.

Functional

Intersects With

Correcting Inaccurate
Personal Data (PD)

PRI-06.1

Mechanisms exist to maintain a process for:
(1) Data subjects to have inaccurate Personal Data (PD) maintained by
the organization corrected or amended; and
(2)D or

users of the PD.

of PD to other authorized

3.A.8.24(2)

Correction of personal
information

On receipt of a request in terms of subsection (1) a responsible party must,
as s00n as reasonably practicable—

Functional

Intersects With

Data Subject Feedback
Management

PRI-06.4

Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
authenticated data subjects about Personal Data (PD) the organization
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
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Rationale Control Description Relationship
correct the information; Mechanisms exist to maintain a process to efficiently and effectively
Corrastion of parsonal Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
3.A8.24(2)(a) Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
destroy or delete the information; Mechanisms exist to maintain a process to efficiently and effectively
respond to requests, complaints, concerns and/or questions from
Correction of personal Data Subject Feedback
3.A.8.24(2)(b) rrection of p Functional | Intersects With Ul PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information Management
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
provide the data subject, to his or her satisfaction, with credible evidence Mechanisms exist to maintain a process to efficiently and effectively
Gorrestion of porsonal | SUPPOTtof the nformation; or Data Subject Fesdback respond to requests, complaints, concerns and/or questions from
3.A8.24(2)(c) Functional | Intersects With PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information Management " -
collects, receives, processes, stores, transmits, shares, updates
and/or disposes.
Where agreement cannot be reached betwaen the responsible party and Mechanisms exist to maintain a process to efficiently and effectively
the data subject, and if the data subject so requests, take such steps as
Corraction of personal - PR " Data Subject Fasdback respond to requests, complaints, concerns and/or questions from
3.A8.24(2)(c) P are inthe ° toattach tothe INSUEN@ 1 £ nctional | Intersects With g PRI-06.4 |authenticated data subjects about Personal Data (PD) the organization 5
information manner that it will always be read with the information, an indication that a Management
collects, receives, processes, stores, transmits, shares, updates
correction of the information has been requested but has not been made.
and/or disposes.
If the responsible party has taken steps under subsection (2) that result in
a change to the information and the changed information has an impact on
nB.24) Correction of personal | decisions that have been or will be taken in respect of the data subjectin | [ | | Notice of Correctionor | o | Mechanisms exist to notify affected data subjects f their Personal Data s
information question, the party must, if inform Processing Change (PD) has been corrected, amended or deleted.
each person or body or responsible party to whom the personal
has been disclosed of those steps.
Th ble party must notify a data subject, who has mad t
Correction of personal | 11 "eSPonsible party must notify a data subject, who has made a reques Notice of Correction or Mechanisms exist to notify affected data subjects if their Personal Data
3.A8.24(4) interms of subsection (1), of the action taken as a result of the request. Functional | Intersects With PRI-06.2 5
information Processing Change (PD) has been corrected, amended or deleted.
The provisions of sections 18 and 53 of the Promotion of Access to o
3A8.25 Manner of access [ Information Act apply to requests made interms of section 23 of this Act. | Functional | oo i N/A N/A N/A 0
P f U [NA No
3B rocessing of special Functional N/A N/A N/A 0
personal
Prohibition on processing [ N/A o
3.8.26 of special personal Functional e N/A N/A N/A )
Relationship
Aresponsible party may, subject to section 27, not process personal Mechanisms exist to restrict collecting, receiving, processing, storing,
information concerning— transmitting, sharing and/or updating Personal Data (PD) to:
Prohibition on processing Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.26(1) of special personal Functional | Intersects With PRI-05.4 [notice(s):; 5
Personal Data (PD)
information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the religious or philosophical beliefs, race or ethnic origin, trade union Mechanisms exist to restrict collecting, receiving, processing, storing,
membership, political persuasion, health or sex life or biometric transmitting, sharing and/or updating Personal Data (PD) to:
Prohibition on processing information of a data subject; or Usago Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.26(1)(a) of special personal Functional | Intersects With PRI-05.4 [notice(s):; 5
Personal Data (PD)
information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the criminal behaviour of a data subject to the extent that such information Mechanisms exist to restrict collecting, receiving, processing, storing,
relates to— transmitting, sharing and/or updating Personal Data (PD) to:
Prohibition on processing Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.26(1)(b) of special personal Functional | Intersects With PRI-05.4 [notice(s):; 5
Personal Data (PD)
information (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with laws, ions and
the alleged commission by a data subject of any offence; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
3.8.26(1)(b)(i) Pmsf‘:i(:;;n Z::z::mg Functional |Intersects with| USage Restrictionsof | o0, oo ‘n‘;ziT:;:\‘"puSE(S) ernally collected,consstent wth the data privcy 5
B pecialp Personal Data (PD) g ):
information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
any proceedings in respect of any offence allegedly committed by a data Mechanisms exist to restrict collecting, receiving, processing, storing,
subject or the disposal of such proceedings. transmitting, sharing and/or updating Personal Data (PD) to:
3.8.26(1)(b)(ii) Pmsf‘:i(:;;n Z::z::mg Functional |Intersects with| USage Restrictionsof | o0, oo ‘n‘;ziT:;:\‘"puSE(S) ernally collected,consstent wth the data privcy 5
B pecialp Personal Data (PD) g ):
information (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
General authorisation | N/A o
3827 concerning special Functional e N/A N/A N/A 0
Relationship
personal
The ition on personali as referred toin Mechanisms exist to restrict collecting, receiving, processing, storing,
section 26, does not apply if the— transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation ) Usage Restrictions of (1)The purpose(s)originaly collected, consistent with the data privacy
3.B827(1) concerning special Functional | Intersects With PRI-05.4 [notice(s); 5
Personal Data (PD)
personalinformation (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
processing is carried out with the consent of a data subject referred to in Mechanisms exist to restrict collecting, receiving, processing, storing,
section 26; transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1)The purpose(s) originaly collected, consistent with the data privacy
3.8.27(1)(a) concerning special Functional | Intersects with | * 2257 T8 9000 PRI-05.4 [notice(s); 5
personalinformation (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
processing is necessary for the establishment, exercise or defence of a Mechanisms exist to restrict collecting, receiving, processing, storing,
right or obligation in law; transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrictions of (1) The purpose(s)originaly collected, consistent with the data privacy
3.827(1)(b) concerning special Functional | Intersects with | * 225" T8 9000 PRI-05.4 [notice(s); 5
personalinformation (2) Whatis authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
is necessary to compl an obligation of Mechanisms exist to restrict collecting, receiving, processing, storing,
public law; transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1) The purpose(s)originaly collected, consistent with the data privacy
3.8.27(1)(c) concerning special Functional | Intersects with | * 225" T8 9000 PRI-05.4 [notice(s); 5
personalinformation (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
processing is for historical, statistical of research purposes to the extent Mechanisms exist to restrict collecting, receiving, processing, storing,
that— transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation | and sufficient guarantees are provided for to ensure that the processing Usogo Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.27(1)(c) concerning special | does not adversely affect the individual privacy of the data subject to a Functional | Intersects with | * 225" T8 9000 PRI-05.4 [notice(s); 5
personalinformation | disproportionate extent; (2) What s authorized by the data subject, or authorized agent; and
(3) What s consistent with applicable laws, regulations and
the purpose serves a public interest and the processing is necessary for Mechanisms exist to restrict collecting, receiving, processing, storing,
the purpose concerned; or transmitting, sharing and/or updating Personal Data (PD) to:
) General authorisation Usoge Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
3.827(1)(d)() concerning special Functional | Intersects With PRI-05.4 [notice(s); 5

personal information

Personal Data (PD)

(2) Whatis authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and
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SCF Control

Relationship

it appears to be impossible or would involve a disproportionate effort to Mechanisms exist to restrict collecting, receiving, processing, storing,
ask for consent, transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.27(1)(c)(i) concerning special Functional [ Intersects With| ~28° 65 D) PRI-05.4 [notice(s): 5
personalinformation (2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
information has deliberately been made public by the data subject; or Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.27(1)(e) concerning special Functional | Intersects With & PRI-05.4 [notice(s): 5
Personal Data (PD)
personalinformation (2) Whatiis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
provisions of sections 28 to 33 are, as the case may be, complied with. Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.27(1)(7) concerning special Functional | Intersects With & PRI-05.4 [notice(s): 5
Personal Data (PD)
personalinformation (2) Whatis authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
The Regulator may, subject to subsection (3), upon application by a Mechanisms exist to restrict collecting, receiving, processing, storing,
responsible party and by notice in the Gazette, authorise a responsible transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation | party to process special personal information if such processing is in the Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
3827(2) concerning special | public interest and appropriate safeguards have been put in place to Functional | Intersects with |~ 2% T8 e o0 PRI-05.4 [notice(s): 5
personal information | protect the personal information of the data subject. (2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
The Regulator may impose reasonable conditions in respect of any Mechanisms exist to restrict collecting, receiving, processing, storing,
authorisation granted under subsection (2). transmitting, sharing and/or updating Personal Data (PD) to:
General authorisation Usage Restrctions of (1) The purpose(s) originally collected, consistent with the data privacy
3.8.27(3) concerning special Functional [ Intersects With| ~26° eS o0) PRI-05.4 [notice(s): 5
personalinformation (2) What s authorized by the data subject, or authorized agent; and
(8) What s consistent with applicable laws, regulations and
N/A
Authorisation concerning N
3.8.28 data subject’s religious Functional | oo N/A N/A N/A )
or philosophical beliefs DR
Authorisation concerning | " ition on personali adata
. N
38.2601) s subjort'svaigious. | SUbIecU’s religious or philosophical beliefs, as eferred to’n section 26, e No WA WA WA o
does not apply if the processing is carried out by— Relationship
or philosophical beliefs
spiritual or religious organisations, or independent sections of those
Authorisation concernin; " i N
3.8.28(1)(a) data subject’s religious |"E2MSationsit— Functional | o ° i N/A N/A N/A 0
or philosophical beliefs DR
the information concerns data subjects belonging to those organisations;
Authorisation concerning N
3.8.28(1)(a)() data subject’s religious | Functional | e N/A N/A N/A )
or philosophical beliefs DR
Authorisation concerning |15 19¢ESSay (0 achiave their aims and principles; .
3.8.28(1)(a)(ii) data subject’s religious Functional | oo N/A N/A N/A )
or philosophical beliefs DR
Authorisation concerning | 7SUtUtons founded on religous or philosophical principles with respect to
N
38.28(1)(0) data subject's raligious |17 MEMDErS of employess or other persons belonging tothe institution, | ¢ No . . o o
ifitis necessary to achieve their aims and principles; or Relationship
or philosophical beliefs
Authorisation conerning |11 INSttUtions: Provided that the processing s necessary o protect the
N
5528010 ot subjout'sreligious. | SPIitual wellare of the data subjects, unless they have indicated that they | ¢ oo No WA WA A o
object to the processing. Relationship
or philosophical beliefs
Authorisation concerning | M €856s referred ton subsection (1)(a), the profibition does it apply
N
3.8.28(2) data subject’s religious | ° 8 of personal ! the religion or Functional Ne N/A N/A N/A 0
of life of family members of the data subjects, ii— Relationship
or philosophical beliefs
Authorisation concerning | " #550¢ation concerned maintains regular contact with those family
o M
3.8.28(2)(a) data subject’s religious | Mo PerS in connection with its aims; and Functional | o o ° i N/A N/A N/A 0
or philosophical beliefs BEIEED
the family members have not objected in writing to the processing.
Authorisation concerning No
3.8.282)(b) data subject’s religious Functional |t N/A N/A N/A 0
or philosophical beliefs BEIEED
Authorisation concerning |!" " €A56s referred o n subsections (1) and (2}, personal information
g N
352603 s subjout'sreligious. | COMCETINga data subject's relgious or philosophical beliefs may notbe | ¢ No WA WA A o
supplied to third parties without the consent of the data subject. Relationship
or philosophical beliefs
N/A
Authorisation concerning No
3.8.20 data subject’s race or Functional |t N/A N/A N/A 0
ethnic origin BEIEED
Authorisation concerning | /"¢ on personali adata
. N
3B.2901) ata subjoct's race or | SUPIECtS race or ethnic orgin,as referred to in section 26, does not apply | No WA WA A o
the processing is carried out to— Relationship
ethnic origin
tify t: ts ly when thi tial for that ;
Authorisation concerning | 41 4ata subjects and only when this is essential for that purpose; and .
3.8.29(1)(a) data subject’s race or Functional | b N/A N/A N/A 0
ethnic origin ®
Authorisation concerning | COMPY With W and other measures designed to protect or advance
35.2901)(0) ata subjuct's race or | PETSONS, of ategories of persons, disadvantaged by unfair discrimination. | L Remr:::nsm WA WA WA o
ethnic origin ®
"
Authorisation concerning |V o
3.8.30 data subject’s trade Functional | 19 N/A N/A N/A 0
union membership ®
The on personal adata
Authorisation concerning | 2UPIECU trade union membership, as eferred toin soction 26, does not
ly to th the tr 1 hich the t: t No
3.8.30(1) data subject’s trade | 2PPY 10 the processing by the trade union to which the data subject Functional ) N/A N/A N/A 0
mion memberahp | P¢10NES of the rade union federation to which that trade union belongs, if Relationship
such processing is necessary to achieve the aims of the trade union or
trade union federation.
Authorisation concerning | " " €ases referred to under subsection (1), o personal information may
i to thi ti ithout the it of the t: t. N
3.8.30(2) data subject’s trade | D¢ SUPPlied to third parties without the consent of the data subject Functional Reta(‘,:ﬂsm N/A N/A N/A 0
union membership P
N/A
Authorisation concerning No
3831 data subject’s political Functional | e N/A N/A N/A )
persuasion p
Authorisation concerning | "™ ition on personali adata
g N
383101) dats subjoet’s poltical|2Ub1eeU'S political persuasion, as eferred o n section 26, does notapply | ¢ o No WA WA WA o
to processing by or for an institution, founded on political principles, of the Relationship
persuasion i il
Authorisation concerning | 8 ™ePers o employaes or other persans belonging to the nstitution, i
N
3B3101)(0) dats subjoet’s political su.::t processngis necessary to achieve the aims or principles of the e | B2 WA WA WA o
institution; or
persuasion 2
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Authorisation concerning | 4212 SUbIect f such processing is necessary for the purposes of— -
3.8.31(1)(b) data subject’s political Functional | oo N/A N/A N/A )
persuasion 2
formi litical party;
Authorisation concerning | '™ "8 @ Petiticat party o
3.B.31(1)(b)(1) data subject’s political Functional | oo N/A N/A N/A )
persuasion 2
Authorisation concerning |Po"iGIPAtng n the acivities of, or engaginginthe recruitment of members
N
3.8.31(1)(b)(ii) data subject’s political :Drurcanvassmg supporters or voters for, a political party with the view Fonetional et OOnSh N/A N/A N/A 0
persuasion o fonship
Ruthorisation concerning | ™ €1€0tn of the National Assembly or the provincial legistature as
. ; N
3.8.31(1)(b)(iii) data subject’s political | CEU@ted in terms of the Electoral Act, 1998 (Act No. 73 of 1998) Functional | :nsh N/A N/A N/A 0
persuasion fonship
Authorisation concerning | Tie1PaL lections as regulated in terms of the Local Government:
X ; N
3.8.31(1)(b)(iv) data subject’s political | "e1Pa! Electoral Act, 2000 (Act No. 27 0f 2000); or Functional | o :nsh N/A N/A N/A o
persuasion fonship
a referendum as regulated in terms of the Referendums Act, 1983 (Act No.
Authorisation concerning 108 of 1983); No
3.8.31(1)(b)v) data subject’s political of 1983); or Functional | 19 N/A N/A N/A o
persuasion fonship
Authorisation concerning | MPAIENINg for a poltical party or cause. -
3.831(1)(b)vi) data subject’s political Functional | o9 N/A N/A N/A 0
persuasion fonship
Authorisation concerning | " (" €5es referred to undor subsaction (1), o personal information may
. N
38512 s subjoet’s poltical |2@ SUPPUed to third parties ithout the consent of the data subject Functional | ! oonsh WA WA WA o
persuasion ! P
N/A
Authorisation concerning No
3832 data subject’s health or Functional | o9 N/A N/A N/A 0
sexlife fonship
Authorisation concerning The ition on personali i adata
. N
3B320) data subject's hoalth or :s:mem s he‘al(r:)orsex life, asreferred to in section 26, does notapplyto | L o o y WA WA WA o
e e processing by— elationship
Authorisation concerning | "201ca Professionals, healthcare institutions or aciltes or social
N
J— ata subjoct's heatth or_|5S1CeS. f such processing is necessary for the proper treatment and care | (o No WA WA WA o
e of the data subject, or for the administration of the institution or Relationship
oractice
Authorisation concerning | "SUraNce companies, medical schemes, medical scheme administrators
N
3.8.32(1)(b) data subject’s health or ‘a”d managed itsuch 18 necessary Functional | o ° i N/A N/A N/A 0
e or— elationship
Authorisation concerning | 255¢5SI7E the sk to be nsured by the insurance company or covered by
N
3B.5200)0) data subjeot's heattnor |{1 Medical scheme and the data subject has not objected to the Functionat | o y WA WA WA o
e processing; elationship
the performance of an insurance or medical scheme agreement; or
Authorisation concerning o
3.8.32(1)(b)(i) data subject’s health or Functional | - © i N/A N/A N/A o
sexlife st
th f hts and
Authorisation concerning |"C otany fights an o
3.8.32(1)(b)ii) data subject’s health or Functional | - © i N/A N/A N/A o
sexlife st
Authorisation concerning | S°TO°1S-f Uch Processingis necessary to provide special support or
N
8532010 ata subject's hoalth or pupll‘s of making special artangements in comection with theitheattn o | Loy o o y WA WA A o
e sexlife; elationship
Authorisation concerning | 2™ PUPUC or rivate body managing the care of a child i such processing
; N
3.8.32(1)(d) data subject’s health or | 'S "eCessan for the performance of their lawful duties; Functional | o o ° i N/A N/A N/A 0
sexlife sl
Authorisation concerning | °™Y PUPIC BodY. i such processing s necessary n connection with the
; N
38.3201)8) data subject's health or | MPemeNtation of prison sentences or detention measures; or Functonat | ! o . o o 0 o
sexlife sl
Authorisation concerning |2MIMItrative bodies, pension funds, employers or nstitutions working for
— N
3.8.32(1)(f) data subject’s health or | "o if such processing is necessary for. Functional | o o ° i N/A N/A N/A 0
e elationship
Authorisation concerning | " MPLementation of the provisions of laws, pension regulations or
N
8320100 nts subjoct's heatth or_|COECve agreements which create rights dependent on the health orsex. | (oo No WA WA A o
life of the data subject; or Relationship
sexlife
Authorisation concerning | " eIMeBFaton ofof SUppOrtfor workers o persons entitled to benefit n
. N
3.8.32(1)(f)i) data subject’s health or | cOmnection with sickness or workincapacity. Functional | o o ° i N/A N/A N/A 0
sexlife sl
In the cases referred to under subsection (1), the information may only be
processed by parties subject to an obligation of confidentiality o
38.3202) data subject’s health or | by virtue of office, employment, profession or legal provision, or Functionall | oo N/A N/A N/A )
sexlife established by a written agreement between the responsible party and the P
data subiect.
Aresponsible party that is permitted to process information concerning a
data subject’s health or sex life in terms of this section and is not subject
Authorisation concerning [ to an obligation of confidentiality by virtue of office, profession or legal .
3.8.32(3) data subject’s health or | provision, must treat the information as confidential, unless the Functional | 0 N/A N/A N/A 0
sexlife responsible party is required by law or in connection with their duties to P
‘communicate the information to other parties who are authorised to
brocess such ionin with .
The prohibition on processing any of the categories of personal information
Authorisation concerning | referred to in section 26, does not apply if it is necessary to supplement the o
3.8.32(4) data subject’s health or of personal i adata subject's health, as | Functional | o8 N/A N/A N/A 4
sex life referred to under subsection (1)(a), with a view to the proper treatment or D
care of the data subiect.
Authorisation concerning Personal inherited may not be
38.32(5) nts subjoct's health or.|Processed in respact of a data subject from whom the information Functional No WA WA WA o
concerned has been obtained, unless— Relationship
sexlife
Lints t ils;
Authorisation concerning | ® 970U medical interest prevails;or -
3.8.32(5)(a) data subject’s health or Functional | 19 N/A N/A N/A 4
sexlife b
th for hist 1, statistical h activity.
Authorisation concerning |1 PrOGeSsingis necessary for istorical, statstical or esearch activiy -
3.8.32(5)(b) data subject’s health or Functional | 19 N/A N/A N/A 4
sexlife b
Authorisation concerning | "€ @etailed rules may be prescribed concerning the application of
bsection (1)(b) and (f). ) No
3.8.32(6) data subject’s health or | *PSeetion (1)(B) and () Functional | i ehip N/A N/A N/A 4
sexlife
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Relationship

Authorisation concerning
data subject’s criminal No
3838 ) Functional - N/A N/A N/A 0
behaviour or biometric Relationship
information
Authorisation concerning | " on processing personal adata
) subject's criminal behaviour or biometric information, as referred to in
data subject’s criminal " No
3.8.33(1) . " |section 26, does not apply if the processing s carried out by bodies Functional N/A N/A N/A 0
behaviour or biometric " > P ! Relationship
charged by law with applying criminal law or by responsible parties who
information
have obtained that in with the law.
The processing of information concerning personnel in the service of the
Authorisation concerning
CONCOMMINE | esponsible party must take place in accordance with the rules
data subjeot’s criminal No
3.8.33(2) in labour legislation Functional N/A N/A N/A 0
behaviour or biometric Relationship
information
Authorisation concerning | " ftion on any of the of personal
referred to in section 26 does not apply i such processing is necessary to
data subjeot’s criminal No
3.8.33(3) . the of on criminal behaviour or Functional N/A N/A N/A 0
behaviour or biometric |** tion on Relationship
biometric information permitted by this section.
information
Processing of U [NA N
3c rocessing of personal Functional © N/A N/A N/A 0
of children
Aresponsible party may, subject to section 35, not process personal orahibiion of ellng, Mechanisms exist to prevent the sale, processing and/or sharing of
a child. Personal Data (PD) when:
" ) Processing and/or
3.c3a personal information of Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
General authorisation |N/A o
3.cas concerning personal Functional N/A N/A N/A 0
_ Relationship
of children
The ition on personal of children, as referred rohibition of Selling, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation  [to1n section 34, does not apply if the processing is— oroonsimg andlor Personal Data (PD) when:
3.0.35(1) concerning personal Functional | Intersects With PRI03.3 (1) Instructed by the data subject; or 5
) " Sharing Personal Data AR oD
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
carried out with the prior consent of a competent person; prohibiion of Slln, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation Personal Data (PD) when:
Processing and/or
3.c.35(1)(a) concerning personal Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
| necessary for the establishment, exercise or defence ofa ightor ablgation oronibiion of ellng, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation  [in law; Personal Data (PD) when:
Processing and/or
3.C.35(1)(b) concerning personal Functional | Intersects With PRI03.3 (1) Instructed by the data subject; or 5
) " Sharing Personal Data AR oo
information of children (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
necessary to comply with an obligation of international public law; orohioiion of Slln, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation Personal Data (PD) when:
Processing and/or
3.C.35(1)(c) concerning personal Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
"~ [foristorical,statstical orresearch purposes to the extent that— rohibition of ellng, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation Personal Data (PD) when:
Processing and/or
3.C.35(1)(a) concerning personal Functional | Intersects With PRI03.3 (1) Instructed by the data subject; or 5
) " Sharing Personal Data AR oo
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
the purpose serves a public interest and the processing is necessary for prohibiion of Sellng Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation  [the purpose concerned; or g Personal Data (PD) when:
Processing and/or
3.C.35(1)(d)i) concerning personal Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
"~ [irappears to beimpossible orwould involve a disproportionata effort to oranioiion of Sellng, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation |ask for consent, " Personal Data (PD) when:
_ Processing and/or
3.0.35(1)(d)(i) concerning personal Functional | Intersects With PRI03.3 (1) Instructed by the data subject; or 5
" ; Sharing Personal Data coas ' A
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
and sufficient guarantees are provided for to ensure that the processing pronibiion of Sellng Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation | does not adversely affect the individual privacy of the child to a e Personal Data (PD) when:
3.C.35(1)(d)(ii) concerning personal | disproportionate extent; or Functional | Intersects With ocessing PRI03.3 (1) Instructed by the data subject; or 5
; Sharing Personal Data v
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
of personal information which has deliberately been made public by the oromibition of Setim Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation | child with the consent of a competent person. Pmcessingand/af' Personal Data (PD) when:
3.C.35(1)(e) concerning personal Functional | Intersects With PRI03.3 (1) Instructed by the data subject; or 5
" ; Sharing Personal Data coas ' A
information of children (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
The Regulator may, notwithstanding the prohibition referred to in section — Mechanisms exist to provent the sale, processing and/or sharing of
) 34, but subject to (3), upon bya party Prohibition of Selling,
General authorisation | %0t Suolectio sibeeetion (9 e e o o ey Personal Data (PD) when:
3.C.35(2) concerning personal |21 BY notice in theGazette, authorise a responsible partyto process the | - ¢ oyonay | intersects With ocessing PRI03.3 (1) Instructed by the data subject; or 5
; personal information of children if the processing s in the public interest Sharing Personal Data v
information of children (2) The data subject is a minor, where selling and/or sharing PD is
and appropriate safeguards have been put in place to protect the personal (D) ]
legally prohibited.
of the child.
The Regulator may impose reasonable conditions in respect of any oranibition of ellng, Mechanisms exist to prevent the sale, processing and/or sharing of
General granted under (2), including conditions with orocnsmg andior Personal Data (PD) when:
3.0.35(3) concerning personal | regard to how a responsible party must— Functional [ ntersectsWith|  *r°*3 8NN | pRI.0g.3 (1) Instructed by the data subject; or 5
information of children e o) (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
Mech: ist 1t the le, I/ h: f
~ [pon requestofa competent persan provide  reasonable means fr that prohibiion of ellng, echanisms exist to prevent the sale, processing and/or sharing of
General authorisation | person to— o e Personal Data (PD) when:
3.C.35(3)(a) concerning personal Functional Intersects With Sharin Pe(sgonal Data PRI-03.3 (1) Instructed by the data subject; or 5
information of children g o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
] review the personal information processed; and ranioiion of elling, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation Processing and/or Personal Data (PD) when:
i
3.C.35(3)(a)(i) concerning personal Functional | Intersects With oceseing PRI03.3 (1) Instructed by the data subject; or 5
; Sharing Personal Data ,
information of children (PD) (2) The data subject is a minor, where selling and/or sharing PD is
egally prohibited.
it it 5 Mech: ist 1t the le, I/ h: f
| refuseto permitits urther processing; prohibiion of ellng, echanisms exist to prevent the sale, processing and/or sharing of
General authorisation oracassing andlor Personal Data (PD) when:
3.C.35(3)(a)(ii) concerning personal Functional Intersects With Sharing Personal Data PRI-03.3 (1) Instructed by the data subject; or 5
information of children g o) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
] provide notice— ranioiion of elling, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation " Personal Data (PD) when:
Processing and/or
3.C.35(3)(b) concerning personal Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
; Sharing Personal Data ,
information of children (PD) (2) The data subject is a minor, where selling and/or sharing PD is
egally prohibited.
i i i Mech: ist 1t the le, I/ h: f
| egerding the nature of the personal nformation of children that is prohibiion of ellng, echanisms exist to prevent the sale, processing and/or sharing of
General authorisation | processed; oracassimg andlor Personal Data (PD) when:
3.C.35(3)(b)(i) concerning personal Functional Intersects With Sharing Personal Data PRI-03.3 (1) Instructed by the data subject; or 5
information of children g o0) (2) The data subject is a minor, where selling and/or sharing PD is
legally prohibited.
how such information is processed; and orahiotion of Sellng, Mechanisms exist to prevent the sale, processing and/or sharing of
General authorisation Personal Data (PD) when:
’ Processing and/or
3.C.35(3)(b)(ii) concerning personal Functional | Intersects With ° PRI03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
information of children o) (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.
ding any furth i tices; Mechanisms exist to prevent the sale, processing and/or sharing of
[ regerding any further processing pracices; prohibition of ellng, isms exist to prev processing and/or sharing
General authorisation Personal Data (PD) when:
Processing and/or
3.C.35(3)(b)ii) concerning personal Functional [ Intersects With| ¢ %2358 SN0 | pRI-03.3 (1) Instructed by the data sublect; or 5
information of children b, (2) The data subject is a minor, where selling and/or sharing PD is
tegally prohibited.

Secure Controls Framework (SCF)

130f19



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [ LT South Africa - Protection of Personal Information Act (POPIA) (2013)
Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal URI p: t 13-004.pdf

STRM Gui : h heory pping: Published STRM URL: f-popia-2013.pdf

STRM
Rationale

Secure Controls Framework (SCF) Strength of
Control Desc Relationship
Mechanisms exist to prevent the sale, processing and/or sharing of

FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF#

frain fi tion that is intended t de a child t
refrain from any action that is intended to encourage or persuade a child to Prohibition of Selling,

General authorisation |disclose more personal information about him- or herself than is Processing and/or Personal Data (PD) when:
3.C.35(3)(c) concerning personal | reasonably necessary given the purpose for which it is intended; and Functional [ Intersects With| o, o0 lData | PRM-03:3 [ (1) Instructed by the data subject; or 5

information of children D) (2) The data subject is a minor, where selling and/or sharing PD is

legally prohibited.
establish and maintain reasonable procedures to protect the integrity and Proibition of Selling, Mechanisms exist to prevent the sale, processing and/or sharing of

General authorisation  |confidentiality of the personal information collected from children. Processing andor Personal Data (PD) when:

3.C.35(3)(d) concerning personal Functional | Intersects With ; PRI-03.3 (1) Instructed by the data subject; or 5
Sharing Personal Data
information of children (2) The data subject is a minor, where selling and/or sharing PD is

(°D) legally prohibited.

See FDE for details.
Exemption from No

4 Conditions for Processing Functional N/A N/A N/A [
Relationship
of Personal Information

4.36 General See FDEfor details. Functional No N/A N/A N/A 0

Regulator may exempt | See FDE for details. No

437 processing of personal Functional | ¢ chip N/A N/A N/A [

e Exemption in respect of |See FDE for detals. Functionat No A A A B
certain functions
See FDE for details. N
5 Supervision e¢ FDE for detalls. Functional © N/A N/A N/A 0
See FDE for details. No
6 Prior Authorisation ! Funotional N/A N/A N/A 0
P biectto |N/A N
6.57 rocessing subject to Functional ° N/A N/A N/A 0
prior
The responsible party must obtain prior authorisation from the Regulator, Mechanisms exist to enable data subjects to authorize the collection,
in terms of section 58, prior to any processing f that responsible party receipt, processing, storage, transmission, sharing, updating and/or
plans to— disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to
6.57(1) Functional | Intersects With| Data Subject Consent | ~ PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5

prior authorisation
authorization;

(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and
process any unique identifiers of data subjects — Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to . )
6.57(1)(a) N Functional [ Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation
authorizatior
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i
for a purpose other than the one for which the identifier was specifically Mechanisms exist to enable data subjects to authorize the collection,
intended at collection; and receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to
6.57(1)(a)(i) Functional |Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation )
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutorv. regulatorv and
with the aim of linking the information together with information processed Mechanisms exist to enable data subjects to authorize the collection,
by other responsible parties; receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
) Processing subject to . )
6.57(1)(a)(ii) N Functional [ Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and i
process information on criminal behaviour or on unlawful or objectionable Mechanisms exist to enable data subjects to authorize the collection,
conduct on behalf of third parties; receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to
6.57(1)(b) Functional | Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation )
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i
process information for the purposes of credit reporting; or Mechanisms exist to enable data subjects to authorize the collection,
receipt, processing, storage, transmission, sharing, updating and/or
disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to ’ )
6.57(1)(c) N Functional [ Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation !
authorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and i

transfer special personal information, as referred to in section 26, or the Mechanisms exist to enable data subjects to authorize the collection,
personal information of children as referred to in section 34, to a third party receipt, processing, storage, transmission, sharing, updating and/or
in a foreign country that does not provide an adequate level of protection disposal of their Personal Data (PD), where the data subject is

for the processing of personal information as referred to in section 72. provided, prior to collection, with:

Processing subject to
6.57(1)(c) & subl Functional | Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5
prior authorisation authorization
uthorization;
(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i

The provisions of subsection (1) may be applied by the Regulator to other Mechanisms exist to enable data subjects to authorize the collection,
types of information processing by law or regulation if such processing receipt, processing, storage, transmission, sharing, updating and/or
carries a particular risk for the legitimate interests of the data subject. disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to
6.57(2) Functional Intersects With | Data Subject Consent PRI-03 (1) Plain language explaining the potential data privacy risks of the 5

prior authorisation i
authorization;

(2) A means to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
statutorv. regulatory and. i

This section and section 58 are not applicable if a code of conduct has Mechanisms exist to enable data subjects to authorize the collection,
been issued and has come into force in terms of Chapter 7 in a specific receipt, processing, storage, transmission, sharing, updating and/or
sector or sectors of society. disposal of their Personal Data (PD), where the data subject is
provided, prior to collection, with:
Processing subject to i i
6.57(3) Functional [ Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5

prior authorisation N
authorizatior

(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
licable statutory. regulatory and i

Aresponsible party must obtain prior authorisation as referred to in Mechanisms exist to enable data subjects to authorize the collection,
subsection (1) only once and not each time that personal information is receipt, processing, storage, transmission, sharing, updating and/or
received or processed, except where the processing departs from that disposal of their Personal Data (PD), where the data subject is
Processing subject to _|1Ch has been authorised in accordance with the provisions of provided, prior to collection, with:
6.57(4) subsection (1). Functional | Intersects With| Data Subject Consent PRI-03  |(1) Plain language explaining the potential data privacy risks of the 5

prior authorisation :
authorization;

(2) Ameans to decline the authorization; and
(3) Necessary choice and consent-related criteria required by
statutorv. regulatorv and

Responsible partyto  [N/A

tify Regulator if N
6.58 notify Regulator i Functional o N/A N/A N/A 0
processingis subject to Relationship
prior i
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Rationale D Relationship
party to as in section 57(1) must be notified
tify Regulator if h X N
ss81) notify Regulatorif | as such by the responsible party to the Regulator. Functional No A A A o
processingis subject to Relationship
prior i
Responsible partyto | Responsible parties may not carry out information processing that has
tify Re lator if 1 1 1 N
6582) oty Regulatorit | boen norifed to the Regulator i terms of subsection (1) until the Regulator | ¢ oo No WA WA WA o
processingis subject to | has completed its investigation o until they have received notice that a Relationship
prior i more detailed will not be
Responsible partyto | In the case of the notification of information processing to which section
tify Regulator if N
P notfy Regulatorit 5711 is applicable, the Regulator must nform the resporsible party in Functional o WA WA WA o
processingis subject to |writing within four weeks of the notification as to whether or not it il Relationship
orior i conduct a more detailed
Responsible partyto I the event that the Regulator decides to conduct a more detailed
tify Regulator if N
o58) oty Regulator it |investigation, it must indicate the period within which it plans to conduct | ¢ oo o WA WA WA o
processingis subject to. [this investigation, which period must not exceed 13 weeks. Relationship
orior i
Responsible party to | On conclusion of the more detailed investigation referred to in subsection
tify Regulator if N
P oty Regulator it |(4) the Regulator must ssuo a statement concerning the lawfulness ofthe | ¢ oo o WA WA WA o
is subject to Relationship
orior
Responsible partyto | A statement by the Regulator in terms of subsection (5), to the extent that
tify Regulator if N
658(6) notfy Regulatort | the information processing is notlawul,is deemed o be an enforcement | ¢ L o WA WA WA o
processingis subject to | notice served in terms of section 85 of this Act. Relationship
orior i
partyto |A ible party that has its as required by
tify Regulator if 8 N
6s80) notityRegulatorif  |subsection (2) and which has not recelved the Regulator's decision within | ¢ oo o WA WA WA o
processingis subject to. [the time limits specified in subsections (3) and (4), may presume a Relationship
orior i decision in ts favour and continue with its
Failure tonotify | If section 58(1) or (2) is contravened, the responsible party is guilty of an o
6.59 processing subject to | offence and liable to a penalty as set out in section 107. Functional N/A N/A N/A 0
Relationship
prior
See FDE for details. N
7 Codes of Conduct |00 0" AStals Functional © N/A N/A N/A 0
Rights of Data Subjects | N/A
Regarding Direct
Marketing by Means of
Unsolicited Elect N
8 neoticited Electronic Functional e N/A N/A N/A o
Communications, Relationship
Directories and
Automated Decision
Making
Direct marketingby | N/A
f unsolicited N
8.69 means of unsocite Functional © N/A N/A N/A )
electronic Relationship
Direct marketingby | The processing of personal information of a data subject for the purpose of
as0(1) means of unsolicited | direct marketing by means of any form of electronic communication, Functionat No A A A o
electronic including automatic calling machines, facsimile machines, SMSs or e-mail Relationship
is prohibited unless the data subiect—
Direct marketing by | has given his, her or its consent to the processing; or
f unsolicited N
8.69(1)(a) means of unsotelte Functional © N/A N/A N/A )
electronic Relationship
Direct marketingby _|is, subject to subsection (3), a customer of the responsible party.
f unsolicited N
8.69(1)(b) means of unsofeite Functional © N/A N/A N/A )
electronic Relationship
Direct marketingby | N/A
f unsolicited N
8.69(2) means of unsotelte Functional © N/A N/A N/A )
electronic Relationship
Direct marketingby | Aresponsible party may approach a data subject—
f unsolicited N
8.69(2)(a) means of unsoficite Functional © N/A N/A N/A 0
electronic Relationship
Direct marketingby _|whose consent is required in terms of subsection (1)(a); and
f unsolicited N
8.69(2)(a)(i) means of unsoficite Functional © N/A N/A N/A 0
electronic Relationship
Direct marketing by _|who has not previously withheld such consent,
f unsolicited N
8.69(2)(a)(ii) means of unsoficite Functional © N/A N/A N/A 0
electronic Relationship
Direct marketing by | only once in order to request the consent of that data subject.
f unsolicited N
8.69(2)(a)(ii) means of unsoficite Functional © N/A N/A N/A 0
electronic Relationship
Direct marketingby | The data subject’s consent must be requested in the presoribed manner
funsolicited | and form. N
8.69(2)(b) means of unsoficited | and form Functional © N/A N/A N/A 0
electronic Relationship
Direct marketingby | Aresponsible party may only process the personal information of a data
a0 means of unsolicited  |subject whois a customer of the responsible party n terms of subsection | [ No A A A o
electronic ()(b)— Relationship
Direct marketing by _|ifthe responsible party has obtained the contact details of the data
f licited tin the text of the le of t H N
8.60)(0) means of unsolicited | subject in the context of the sale of a product or service: R— No e e o o
electronic Relationship
Direct marketing by _|for the purpose of direct marketing of the responsible party’s own similar
f unsolicited . ; N
8.69(3)(0) means of unsolicited  |products or services; and R— No e e o o
electronic Relationship
Direct marketing by | the data subject has been given a reasonable opportunity o object, free
869310 means of unsolicited | of charge and ina manner free of unnecessary formaliy, to such use ofhis, | ¢ No A A A o
electronic her or s electronic details— Relationship
Direct marketingby | at the time when the information was collected; and
f unsolicited N
8.69(3)(c)(i) means of unsoficite Functional - N/A N/A N/A o
electronic Relationship
Direct marketing by | on the occasion of each communication with the data subject for the
f licited f ket if th t: t h: t initially fi h N
869020 means of unsolicited | purpose of marketing i the data subject has not iniially refused suchuse. | [ No WA WA WA o
electronic Relationship
Direct marketing by | Any communication for the purpose of direct marketing must contain—
f unsolicited N
8.60(4) means of unsoficite Functional e N/A N/A N/A o
electronic Relationship
Direct marketing by | details of the identity of the sender or the person on whose behalf the
f unsolicited tion h 4 N
8.600)(a) means of unsolicited |communication has been sent; and R— No e e o o
electronic Relationship
Direct marketing by _|an address or other contact details to which the recipient may send a
f unsolicited h N
a.60)o) means of unsolicited | request that such communications cease. Functional No WA WA WA o
electronic Relationship
Direct marketing by | ~Automatic calling machine", for purposes of subsection (1), means a
f unsolicited N
8.69(5) means of unsolicited | machine that is able to do automated calls without human intervention. Functional No WA WA WA o
electronic Relationship
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N/A
8.70 Directories Functional N/A N/A N/A )
Adata subject who is a subscriber to a printed or electronic directory of
subscribers available to the public or obtainable through directory enquiry o
8.70(1) Directories services, inwhich his, her orits personal information is included, mustbe | Functional [ 5 N/A N/A N/A 0
informed, free of charge and before the information is included in the P
directorv—
bout th f the directory; and N
8.70(1)(a) Directories aboutthe purpose of the directory; an Functional Ne N/A N/A N/A 0
about any further uses to which the directory may possibly be put, based o
8.70(1)(b) Directories on search functions embedded in electronic versions of the directory. Functional | i ehip N/A N/A N/A 0
Adata subject must be given a reasonable opportunity to object, free of
charge and in a manner free of unnecessary formality, to such use of his, o
8.70(2) Directories her orits personal or to request or | Functional | ot N/A N/A N/A 0
withdrawal of such information if the data subject has not nitially refused P
such use.
Subsections (1) and (2) do not apply to editions of directories that were o
8.70(3) Directories producedin printed or off-tine electronic form prior o the commencement | Functional | o 19 N/A N/A N/A 0
of this section. P
If the personal information of data subjects who are subscribers to fixed or
mobile public voice telephony services have been included in a public
subscriber directory in conformity with the conditions for the lawful
h No
8.70(4) Directories § of personal prior to the co of this Functional N/A N/A N/A 0
section, the personal information of such subscribers may remain included Relationship
inthis public directory in its printed or electronic versions, after having
received the information required by subsection (1).
“Subscriber”, for purposes of this section, means any person who is party o
8.70(5) Directories toa contract with the provider of publicly available electronic Functional | oo N/A N/A N/A 0
services for the supply of such services. 2
Automated decision | N/A N
8.71 tomated decision Functional © N/A N/A N/A 0
making
Subject to subsection (2), a data subject may not be subject to a decision
hich results in Legal for him, her or it, or which affects him,
S ig“f”t';se““e"c:s s asie ot Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated decision | ¢ O It t0 a substantial degree, which is based solely on the basis of the Making Technology Decision-Making Technology (ADMT) where computation replaces, or
8.71(1) of personal intended to provide a Functional | Intersects With PRI-19 5
making (ADMT) For Data Subject replaces, human conforms with all
profile of such person incluing his or her performance at work, or his, her ‘
° " " ° Actions applicable statutory, regulatory and/or contractual obligations.
o its credit worthiness, reliability, location, health, personal preferences
or conduct.
The provisions of subsection (1) do not apply if the decision— Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated d Making Technol Mak (ADMT) wh laces,
8.71(2) tomated decision Functional | Intersects With aking Technology PRI-19 (ADMT) where c replaces, or 5
making (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
has been taken in connection with the conclusion or execution of a
tract, a Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated decision | %2t &1 Making Technology Decision-Making Technology (ADMT) where computation replaces, or
8.71(2)(a) Functional | Intersects With PRI-19 5
making (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
the request of the data subject in terms of the contract has besn me; or Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated decision Making Technology Mak (ADMT) where replaces, or
8.71(2) Functional | Intersects With PRI-19 5
@0 making unctional  fIntersects WIth | b147) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
appropriate measures have been taken to protect the data subject's
legit " t ts: Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated decision | CEtimate interests; or Making Technology Decision-Making Technology (ADMT) where computation replaces, or
8.71(2)(a)i) Functional | Intersects With PRI-19 5
making (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
' g““:"”;‘“‘"’ by a(‘“"t?’ Cl:deL °ff°"d[“°‘ - W“l‘c" fzp[mp”z“" Tessuresare Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
specified for protecting the legitimate interests of data subjects.
Automated decision | P o g the leg! g Making Technology Mak (ADMT) where replaces, or
8.71(2)(b) Functional | Intersects With PRI-19 D ¢ 5
making (ADMT) For Data Subject replaces, human conforms with all
Actions applicable statutory, regulatory and/or contractual obligations.
Th t . referred to in subsection (2)(a)(i), must— ] ]
‘e appropriate measures, referred to in subsection (2)(a)(i), mus Automated Decision- Mechanisms exist to ensure data subject actions utilizing Automated
Automated decision Making Technology Making Technology (ADMT) where replaces, or
8.71(3) Functional | Intersects With PRI-19 g 5
making (ADMT) For Data Subject replaces, human conforms with all
Actions statutory, regulatory and/or contractual obligations.
Avtomated d z""’"’e an :""";"l“"“y f"b' 2 “i’,“’ 5“1‘:”“";“ maks representations about a Automated Decision- Mechanisms exist to provide concise, unambiguous and
utomated decision | decision referred to in subsection (1); an " h
8.71(3)(a) i Functional |Intersects With| ~ MakingTechnology | PRI-19.2 |understandable instructions on how data subjects can opt-out of 5
i
g (ADMT) Opt-Out Consent Automated Decision-Making Technology (ADMT).
Avtomated d e ’55";’"5:": p":"‘[’ ‘"°:"d“ ‘:;“a 5“"”“‘ [W‘:‘ sufficient . Automated Decision- Mechanisms exist to notify data subjects of their rights through a pre-
utomated decision | information about the underlying logic of the automated processing of the
8.71(3)(b) ving tog P e Functional |IntersectsWith| ~ MakingTechnology | PRI-19.1 |use notice when their Personal Data (PD) will be processed by an 5
making information relating to him or her to enable him or her to make i
" (ADMT) Use Decision-Making (ADMT
in terms of paragraph (a).
Transborder Information | N/A N
) ransborder Information Functional e N/A N/A N/A 0
Flows
Transfers of personal | N/A o
972 information outside Functional e N/A N/A N/A 0
° Relationship
Republic
A ble party in the Republi ttrans Uinformati
responsible partyin the Republic may not transfer personal information Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal  |about a data subject to a third party who is in a foreign country unless— - : ’ °
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1) information outside Functional | Intersects With PRI-01.5 5
S, (BCR) in a joint economic activity that contractually states enforceable rights
i
P on data subjects with regard to the processing of their personal data.
Transorsof . :‘E:“’“ party ‘”:‘“ . the 'ZC";'”“ ofthe ‘”""”“:“:" ' s“db‘w “;a 'a""l' Mechanisms exist to implement and manage Binding Corporate Rules
ransfers of personal | binding corporate rules or binding agreemen r n
P inding corporate rules or binding agreement which provide an adequate Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1)(a) information outside | level of protection that— Functional | Intersects With PRI-01.5 5
Republic (BCR) in a joint economic activity that contractually states enforceable rights
P! on data subjects with regard to the processing of their personal data.
ffectively hol les f It i f thi i it
effectively upholds priniples for reasonable processing of the information Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal | that are similar to the conditions for the lawful of
_ ) ° Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1)(a)(i) information outside | personal information relating to a data subject who is a natural person Functional | Intersects With PRI-0T5 [ ! 5
° ing (BCR) in a joint economic activity that contractually states enforceable rights
Republic and, where applicable, a juristic person; and ]
on data subjects with regard to the processing of their personal data.
includes provisions, that are substantially similar o this section, relating Mochanisms existto imploment and manage Binding Corporate Rules
Transfers of personal to the further transfer of personal information from the recipient to third — N " "
! | Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1)(a)ii) information outside | parties who are in a foreign country; Functional | Intersects With PRI-01.5 5
Republic (BCR) in a joint economic activity that contractually states enforceable rights
P! on data subjects with regard to the processing of their personal data.
th t: t its to the t fer;
Transfers of personal o dota sublect cansents to the ransiers Mechanisms exist to implement and manage Binding Corporate Rules
ransfer
Binding Corporate Rules BCR) (e.£., data sharing agreement) to legally-bind all parties engaged
9.72(1)(b) information outside Functional | Intersects With| oo "8 “OrP . prI-01.5 |(BCRI (£ Ing agre ) to legally-bi parties angag 5
S, (BCR) in a joint economic activity that contractually states enforceable rights
ubli ]
P on data subjects with regard to the processing of their personal data.
Transorsof . :‘E‘ "a"sf‘”l‘s oo forthe "e'f“t'm"”:e :’:‘ a contract t’e""ee"""e Mechanisms exist to implement and manage Binding Corporate Rules
ransfers of personal n rty, or for re- - : . :
P ata subject and the oible party, orfor the ofpre Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1)(c) information outside | contractual measures taken in response to the data subject’s request; Functional | Intersects With PRI-01.5 5
Republic (BCR) in a joint economic activity that contractually states enforceable rights
P! on data subjects with regard to the processing of their personal data.
o
the ransfer is necessary for the conclusion or performance of a contract Mechanisms exist to Implement and manage Binding Corporate Rules
Transfers of personal | concluded in the interest of the data subject between the responsible party Binding Corporate Rules (BOR) (o dara sharine agtooment) t togalty-bind sll panies ongaged
9.72(1)(d) information outside  |and a third party; or Functional | Intersects With e o PRI-01.5 & & 2 ga ga 5

Republic

in a joint economic activity that contractually states enforceable rights
on data subjects with regard to the processing of their personal data.

Secure Controls Framework (SCF)

160f19



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [ LT South Africa - Protection of Personal Information Act (POPIA) (2013)

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal UR s justice.go\ 2013-004.pdf
STRM Gui 3 com/start-h heory PPINg- Published STRM URL: f-popia-2013.pdf

S Controls Fi k (SCF) Strength of

FDE# FDE Na Focal Document Element (FDE) Description SCF Control SCF# o I CROIKIISCE) rength o

Control Desc

Relationship

the transfer is for the benefit of the data subject, and—
Transfers of personal Mechanisms exist to implement and manage Binding Corporate Rules
P Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged

9.72(1)(e) information outside Functional | Intersects With PRI-01.5 5
Republic (BCR) in a joint economic activity that contractually states enforceable rights

on data subjects with regard to the processing of their personal data.

itis not reasonably practicable to obtain the consent of the data subject to

Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal | that transfer; and

Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged

9.72(1 information outsid Functional | Intersects With PRI-01.5 5
(e n “":Z '“2;’: side unctional | Intersects Wi (BCR) in a joint economic activity that contractually states enforceable rights
i
pul on data subjects with regard to the processing of their personal data.
fit bly practicable to obtain such 1, the data subject
it were reasonably practicable to obtain such consent, the data subject Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal | would be likely to give it. - : :
Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(1)(e)(ii) information outside Functional | Intersects With PRI-01.5 5
SN (BCR) in a joint economic activity that contractually states enforceable rights
P! on data subjects with regard to the processing of their personal data.
Forthe purpose of this section— Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(2) information outside Functional | Intersects With g Corp PRI-01.5 (.8, data sharing ag gally P g2 5
S (BCR) in a joint economic activity that contractually states enforceable rights
epublic on data subjects with regard to the processing of their personal data.
“bindi te rules” Uinformati
nding corporate rules’'means personal information processing Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal | policies, within a group of undertakings, which are adhered to by a - : :
. _ Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged
9.72(2)(a) information outside | responsible party or operator within that group of undertakings when Functional | Intersects With PRI-01.5 5
° (BCR) in a joint economic activity that contractually states enforceable rights
Republic personal toa party or operator within oo
on data subjects with regard to the processing of their personal data.
that same group of in a foreign country: and

“group of undertakings” means a controlling undertaking and its

Mechanisms exist to implement and manage Binding Corporate Rules
Transfers of personal | controlled undertakings.

Binding Corporate Rules (BCR) (e.g., data sharing agreement) to legally-bind all parties engaged

9.72(2)(b) information outside Functional | Intersects With PRI-01.5 : sharin ¢ 5
Repubt in a joint economic activity that contractually states enforceable rights
epublic on data subjects with regard to the processing of their personal data.
N/A N
10 Enforcement Functional © N/A N/A N/A 0
Interference with | See FDE for details.
tection of L No
1073 protection ol persona Functional N/A N/A N/A 0
information of data Relationship
subiject
N/A N
10.74 Complaints Functional © N/A N/A N/A )

Any person may submit a complaint to the Regulator in the prescribed 3

10.74(1) Complaints manner and form alleging nterference with the protection of the personal | Functional | oo N/A N/A N/A 4
of a data subiect.

Aresponsible party or data subject may, in terms of section 63(3), submit a

No
10.74(2) Complaints complaint to the Regulator in the prescribed manner and form it he, sheor | Functional | 19 N/A N/A N/A )
itis aggrieved by the of an adiudi o
Mode of complaints to_|N/A N
10.75 lode of complalnts to Functional Ne N/A N/A N/A 0
Regulator
07501 Mode of complaints to_| A complaint o the Regulator must be made in writing. Functionat No A A A o
Regulator
) The Regulator must give such reasonable assistance as is necessary in the
Mode of complaints to No
10.75(2) circumstances to enable a person, who wishes to make a complaint to the | Functional e N/A N/A N/A )
Regulator A Relationship
Regulator. to put the complaint in writing.
Act tof |N/A N
10.76 etion on zeceip ° Functional Ne N/A N/A N/A 0
complaint
07601 Acnocr\o:urf;?:!\m of | On receiving a complaint in terms of section 74, the Regulator may— Functionat No A A A o
. ‘Action on rlece‘\p! of |conducta pre-investigation as referred to in section 79; Functionat No A A A o
complaint
act, at any time during the investigation and where appropriate, as.
Act tof N
10.76(1)(b) otion onrecelptot | 1 ciliator in relation to any interference with the protection of the Functional © N/A N/A N/A 0
complaint Relationship
personal of a data subiect in the prescribed manner:
rction omrecaintof | decide:in accordance with section 77, to take no action on the complaint o
10.76(1)(c) e or, as the case may be, require no further action in respect of the Functional " N/A N/A N/A 0
complaint Relationship
T07600@ Acuocno:prle;:l\m of |conduct a full investigation of the complaint; Fonctionat No A A A B
i
T0750) Action on receiptof | refer the complaint, i terms of section 92, o the Enforcement Committess | No A A A o
complaint or
076000 Acuocno:prle;:l\m of [take such further action as is contemplated by this Chapter. ronctionat No A A A B
i
The Regulator must, as soon s is reasonably practicable, advise the
Act tof N
107502 ction on receipt of | complainant and the responsible party to whom the complaint relates of | Lo No WA WA A o
complaint the course of action that the Regulator proposes to adopt under Relationship
a.
The Regulator may, on its own initiative, commence an investigation into
Action on receipt of ) No
10.76(3) the interference with the protection of the personal information of a data |~ Functional e N/A N/A N/A 0
complaint Relationship

sublect as referred to in section 73.
Regulator may decide to | N/A
8 v No

1077 take no action on Functional e N/A N/A N/A 0
. Relationship
complaint

The Regulator, after investigating a complaint received in terms of section

Regulator may decide to
73, may decide to take no action or, as the case may be, require no further No

10.77(1) take no action on " Functional o N/A N/A N/A o
action in respect of the complaint if, in the Regulator’s opinion— Relationship
complaint
the length of time that has elapsed between the date when the subject
Regulator may decideto | o of th laint d the date when th laint d No
10.77(1)(a) takenoactionon | Maror Of the complaintarose andthe date when the complaintwas made | =g, yiq he N/A N/A N/A 0
is such that an investigation of the complaint is no longer practicable or Relationship
complaint
desirable:
Regulator may decide to [the subject matter of the complaint is trivial; No
10.77(1)(b) take no action on Functional 3 N/A N/A N/A 0
Relationship
complaint
Regulator may decide to | the complaint is frivolous or vexatious or is not made in good faith; o
10.77(1)(c) take no action on Functional ) N/A N/A N/A 4
Relationship
complaint
Regulator may decide to |the complainant does not desire that action be taken or, as the case may %
10.77(1)(d) takenoactionon  |be, continued; Functional ) N/A N/A N/A 4
Relationship
complaint
Regulator may decide to | the complainant does not have a sufficient personal interest in the subject o
10.77(1)(e) takenoactionon | matter of the complaint; or Functional ) N/A N/A N/A 4
Relationship
complaint

in cases where the complaint relates to a matter in respect of which a code
Regulator may decide to |of conduct is in force and the code of conduct makes provision for a

No
10.77(1)() takenoactionon | complaints procedure, the complainant has failed to pursue, o to pursue | Functional | oo oo N/A N/A N/A o
complaint fully, an avenue of redress available under that complaints procedure that P
it would be for the to pursue.

Notwithstanding anything in subsection (1), the Regulator may in its
Regulator may decide to | discretion decide not to take any further action on a complaint if, in the

10.77(2) take noactionon |course of the investigation of the complaint, it appears to the Regulator Functional ReLa(’\’\:)ansm’p N/A N/A N/A o
complaint that, having regard to all the circumstances of the case, any further action
is ori
Regulator may decide to [In any case where the Regulator decides to take no action, or no further No
10.77(3) takenoactionon  |action, ona complaint, the Regulator must inform the complainant of that | - Functional | oo o N/A N/A N/A o
complaint decision and the reasons for it.
1078 Referral of complaint to [N/A E— No - - —- o

regulatory body.

If, on receiving a complaint in terms of section 74, the Regulator considers.

that the complaint relates, in whole or in part, to a matter that is more

Referral of complaint to. | properly within the jurisdiction of another regulatory body established in Functional M N/A N/A N/A ©

regulatorybody  [terms of any law, the Regulator must forthwith determine whether the Relationship

complaint should be dealt with, in whole or in part, under this Act after
with the bodv concerned,

10.78(1)
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If the Regulator determines that the complaint should be dealt with by
Referral of complaint to|another body, the Regulator must forthwith refer the complaint to that No

10.78(2) ° " Functional o N/A N/A N/A 0
regulatorybody | body to be dealt with accordingly and must notify the complainant of the Relationship
referral.
] ) N/A
10.79 Pre-investigation Functional No N/A N/A N/A o
proceedings of Regulator Relationship
pro-investigation Before proceeding to investigate any matter in terms of this Chapter, the No
10.78(1) Regulator must, in the prescribed manner, inform— Functional - N/A N/A N/A 0
proceedings of Regulator Relationship
the complainant, the data subject to whom the investigation relates (if not
Pre-i tigati N
107901)a) re-investigation | the complainant) and any person alloged to bo aggrieved (fnot the Functional o WA WA WA o
proceedings of Regulator |complainant), of the Regulator's intention to conduct the investigation; and Relationship
oo mvestiation |t resPonsible party to whom the investigation relates of the— o
10.79(1)(b) & Functional N/A N/A N/A 0
proceedings of Regulator Relationship
ore-vestigation. | 191215 o1 the complaint o, as the Gase may be, the subject matter of the o
10.79(1)(b)i tigation; and Functional N/A N/A N/A 0
(o)) proceedings of Regulator | "= SU8AtIoN; an Relationship
ore-nvostigation. |01 hat responsible party to submit o the Regulator, within a o
10.79(1)(b)i) reasonable period, a written response i relation to the complaintor, as | Functional N/A N/A N/A 0
proceedings of Regulator Relationship
the case mav be. the subiect- of the
See FDE for details. N
10.80 Settlement of complaints | 200 |~ - o detalls. Functional © N/A N/A N/A 0
Investigation proceedings [ S5 "D for details. No
10.81 gation p © Funotional N/A N/A N/A 0
of Regulator Relationship
1082 Issue of warrants |58 FOE for details. Functional No N/A N/A N/A 0
088 Requirements for issuing | See FDE for details. Functionat No A A A o
of warrant
See FDE for details. No
10.84 Execution of warrants raetal Functional N/A N/A N/A 0
Matt t See FDE for details. N
10.85 atters exempt from | See FDE for details. Functional Ne N/A N/A N/A 0

search and seizure
Communication between |See FDE for details. ®

10.86 legal adviser and client Functional N/A N/A N/A o
Relationship

exempt
s Objection to search and See FDE fordetails. Functionat No A A A o
seizure
10.88 Return of wamants | EecBREIEEERe Functional o N/A N/A N/A 0
10.89 Assessment NA Functional No N/A N/A N/A )
The Regulator, on its own initiative, or at the request by or on behalf of the
responsible party, data subject or any other person must make an o

10.89(1) Assessment assessmentin the prescribed manner of whether an instance of processing|  Functional [ o o N/A N/A N/A o
of personal information complies with the provisions of this Act. i

The Regulator must make the assessment if it appears to be appropriate,

10890) unless, where the assessment is made on request, the Regulator has not | No A A A o
been supplied with such asitmay require in order Relationship
to—
tisfy itself as to the identity of th King th t and N
10.89(2)(a) Assessment satisfy itself as to the identity of the person making the request; an: Functional © N/A N/A N/A 0
ble it to identify the acti tion. N
10.89(2)(b) Assessment enabletto [dentify the action in questian Functional Ne N/A N/A N/A 0
The matters to which the Regulat h din det N
10.89(3) Assessment '© matters to which the Regulator may have regard in determining Functional © N/A N/A N/A 0
whether itis to make an include—
the extent to which th ¢ toitt tter of N
10.89(3)(a) Assessment 9 extent towhich the request appearsto it to raise a matter of Functional Ne N/A N/A N/A 0
due del King th t; and N
10.89(3)(b) Assessment any undue delay in making the request; an Functional © N/A N/A N/A 0

whether or not the person making the request is entitled to make an -

10.89(3)(c) Assessment application in terms of section 23 or 24 in respect of the personal Functional I N/A N/A N/A 0
Relationship

in question.
If the Regulator h ived t under this section it must notify th N

10804 Assessmont  Regulator has received a request under this section it must notify the |0 No WA WA WA 3
requester—

hether it has mad t It of th t; and N N

10.8304)) Assessment whether it has made an assessment as a result of the request; an Functionatl o WA WA WA N
to the extent that it considers appropriate, having regard in particular to
any exemption which has been granted by the Regulator in terms of section No

10.89(4)(b) Assessment 37 from section 23 or 24 applying in relation to the personal information Functional [ o N/A N/A N/A o
concerned, of any view formed or action taken as a result of the request. P

If the Regulator—
the Regulator may serve the responsible party with an information notice
requiring the responsible party to furnish the Regulator, within a specified No
10.90(1) Information notice | period, in a form specified in the notice, with a report indicating that the Functional | ¢ i N/A N/A N/A 3
processing is taking place in compliance with the provisions of the Act, or

with such information relating to the request or to compliance with the Act
asis so specified.

10.8001)) Information notice |25 18061Ved @ request under section 89 in respect of any processing of Functionatl No WA WA WA N
personal or
requires any i ion for the purpose of -
10.90(1)(b) Information notice | whether the responsible party has interfered or is interfering with the Functional | ¢ chip N/A N/A N/A o
personal of a data subject,
10.9002) Information notice | A" Information notice must contain particulars of the right of appeal e — No . . . ®

conferred by section 97. and—
ina case falling within subsection (1)(a), a statement that the Regulator No
10.90(2)(a) Information notice | has received a request under section 89 in relation to the specified Functional | oo o chip N/A N/A N/A o
or

ina case falling within subsection (1)(b), a statement that the Regulator
regards the specified information as relevant for the purpose of

determining whether the responsible party has complied, or is complying, | ¢ oo No WA WA WA o
with the conditions for the lawful processing of personal information and Relationship
the reasons for regarding it as relevant for that purpose.

10.90(2)(b) Information notice

Subject to subsection (5), the period specified in an information notice
must not expire before the end of the period within which an appeal can be No
10.90(3) Information notice | brought against the notice and, if such an appeal is brought, the Functional | g hip N/A N/A N/A o
information need not be furished pending the determination or withdrawal

of the appeal.

If the Regulator considers that the information is required as a matter of

10.90(4) Information notice | UTEENSY: it may include in the notice a statement to that effect and a I ’.\m » B B R 0

statement of its reasons for reaching that conclusion, and in that event Relationship
(3) does not apoly.

Anotice in terms of subsection (4) may not require the information to be No

10.90(5) Information notice | furnished before the end of a period of three days beginning with the day on | - Functional. | ol N/A N/A N/A 0
which the notice is served.

10.806) Information notice | A1 Information notice may not require a responsible party to furnish the Functional No WA WA WA N
Regulator with any between a—
professional legal adviser and his or her client in connection with the giving No

10.90(6)(a) Information notice | of egal advice on the clients obligations, iabilites or rights under this Act; | Functional | o o N/A N/A N/A [

or

professional legal adviser and his or her client, or between such an adviser
or his or her client and any other person, made in connection with or in No
10.90(6)(b) notice of under or arising out of this Act (including Functional | oo chip N/A N/A N/A 0
proceedings before a court) and for the purposes of such proceedings.
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Strength of
Relationship

In subsection (6) ref o the client of a prof | legal ad
10500 I formation notica | 7 SUDSECtioN (6)references to the client o a professional Legal adviser Functionat A A A o
include any person uch a client
An information notice may not require a responsible party to furnish the
Regulator with information that would, by ling evidence of th ) No
10.90(8) Information notice fegulator with information that woulld, by revealing evidence of the Functional N/A N/A N/A 0
commission of any offence other than an offence under this Act, expose Relationship
the party to criminal
The Regulator may cancel an information notice by written notice to the ) No
10.90(9) Information notice guator may information notice byw ! Functional N/A N/A N/A 0
party on whom it was served.
oo Parties to be informed of |N/A ronctionat No A A A N
result of
09101 Parties to be informed of | After completing the assessment referred to in section 89 the Regulator— | No A A A B
result of
0o Parties to be informed of [must report to the responsible party the resuls of the assessmentandany [ No A A A o
result of that the Regulator considers and
may, in appropriate cases, require the responsible party, within a specified
T09100) Parties to be nformed of [time, to inform the Regulator of any action taken of proposedto be takento| No A A A o
result of the contained in the report or reasons why Relationship
no such action has been or is proposed to be taken.
The Regulator may make public any information relating to the personal
10910) Parties to be informed of practices of a partythathasbeen | L No A A A o
result of assessment | the subject of an assessment under this section if the Regulator considers Relationship
itin the public interest to do so.
0910 Partis to be nformed of [A report made by the Regulator under subsection (1) is deemed tobothe | No A A A o
result of uivalent of an notice in terms of section 5.
See FDE for details.
Matters referred t N
10.92 atters referred to Functional © N/A N/A N/A 0
Enforcement Committee Relationship
See FDE for details.
Funtions of Enf t N
10.93 unetions of Enforcemen Functional © N/A N/A N/A 0
Committee Relationship
Parties to be informed of |V o
10.94 developments during and Functional N/A N/A N/A 0
Relationship
result of investigation
If an investigation is made following a complaint, and—
Parties to be informed of [the Regulator must inform the complainant and the responsible party, as o
10.94(1) developments during and [ soon as reasonably practicable, in the manner prescribed of any Functional | oo N/A N/A N/A )
result of mentioned in (a) to(f) and the result of the i
, the Regulator believes that no interference with the protection of the
Parties to be informed of e o N
10.94(1)(a) developments during and |Persena! information ofa data subject has taken place andtherefore does | = ¢, oo nay © N/A N/A N/A 0
: not serve an enforcement notice; Relationship
result of investigation
, the Regulator has referred the complaint to the Enforcement Committee
Parties o be informed o | e e oo N
10.94(1)(b) developments during and | ' OnSideration in terms of section 92; Functional © N/A N/A N/A )
! Relationship
result of investigation
, an enforcement notice is served in terms of section 95;
Parties to be informed of N
10.94(1)(c) developments during and Functional © N/A N/A N/A )
! Relationship
result of investigation
, a served enforcement notice is cancelled in terms of section 96;
Parties to be informed of N
10.94(1)(c) developments during and Functional © N/A N/A N/A )
! Relationship
result of investigation
oartios to b mformad of | aplf)eal \fs‘;auge‘g aga\r:suhe G:nfau[:em:r; notice for cancellation or .
10.94(1)(e) developments during and | V2"2110" ©f the notice in‘terms of section 97; or Functional © N/A N/A N/A 0
! Relationship
result of investigation
Partios to bo mformad of ar\;p[;:efl:ga\‘r:‘s( an enflorc:mem nu:ce[ls allov:ed, (:e n;;vce i .
10.94(1)() developments during and | >/Stitted or the appealis dismissed in terms of section 98, Functional © N/A N/A N/A 0
e Relationship
result of investigation
10.95 Enforcement notice | Functional No N/A N/A N/A 0
If the Regulator, after having considered the recommendation of the
Enforcement Committee in terms of section 83, is satisfied that a
responsible party has interfered or is interfering with the protection of the o
10.95(1) Enforcement notice | personal information of a data subject as referred to in section 73, the Functional | oo N/A N/A N/A 0
Regulator may serve the responsible party with an enforcement notice o
requiring the responsible party to do either or both of the following:
to tak fied steps with iod specified in the notice, or to ref N
088 Enforcemant notice |10 t8ke specified steps within a period specified in the notice, orto refrain | No A A A o
from taking such steps: or
to stop processing personal information specified in the notice, or to stop No
10.95(1)(b) notice personal fora purpose or ina manner specifiedin | Functional | 19 N/A N/A N/A 0
the notice within a period specified in the notice. e
Ar e 't noti t ‘tain— N
1095(2) Enforcement notice |/ oo oo otiee mustcontain Functional © N/A N/A N/A 0
a statement indicating the nature of the interference with the protection of o
10.95(2)(a) Enforcement notice | the personal information of the data subject and the reasons for reaching |~ Functional [ 19 N/A N/A N/A 0
that and e
ticul f the hts of 1! f d b ti 97. N
10.95(2)(b) Enforcement notice | P2 o Ulars of the rights of appeal conferred by section Functional Ne N/A N/A N/A 0
Subject to subsection (4), an enforcement notice may ot require any of
the provisions of the notice to be complied with before the end of the o
10.95(3) Enforcement notice | period within which an appeal may be brought against the notice and, if Functional | o e N/A N/A N/A )
such an appeal is brought, the notice need not be complied with pending
the or wi of the appeal.
If the Regulator considers that an enforcement notice should be complied
10.95(4) Enforcement notice | ¥ith @5 @ matter of urgency it may include in the notice a statement tothat | ¢ No WA WA WA o
effect and a statement of ts reasons for reaching that conclusion, and in Relationship
that event (3) does not apbly.
A notice in terms of subsection (4) may not require any of the provisions of No
10.95(5) Enforcement notice [ the notice to be complied with before the end of a period of three days Functional | b N/A N/A N/A )
beginning with the day on which the notice is served. D
Cancellationof _|See FDE for details. ) No
10.96 ! ' Functional N/A N/A N/A 4
notice
See FDE for details. N
10.97 Right of appeal 6 FDE for detalls Functional o N/A N/A N/A )
See FDE for details. ) No
10.98 Consideration of appeal ' Functional N/A N/A N/A 4
See FDE for details. N
10.99 Civil remedies 6 FDE for detalls Functional o N/A N/A N/A )
Offences, Penalties and |See FDE for details. ) No
" ! ' Functional N/A N/A N/A 4
Fines
12 General Provisions | °°° FDE fordetails. Functional No N/A N/A N/A )
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