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Notes

[The entity has defined and formally documented data and information privacy
Ipolicies and procedures for Pl collection, usage and processing that are

Publishing Security,

[Mechanisms exist to establish, maintain and disseminate policies, standards
land procedures necessary for secure, compliant and resilient capabilities.

EU GDPR Articles 5, 6, 24, 27, 30,
31 32,33, 34, 35, 36, 37, 38, 39,

lservices and information privacy support.

Documentation

M10 Management lConsistent with the entity’s objectives related to privacy. Functional SubsetOf | Compliance & Resilience |  GOV-02 10
Documentation
[The entity has defined and formally documented data and information privacy - - Ny EU GDPR Articies 5, 6, 24, 27, 30,
Ipolicies and procedures for Pl collection, usage and processing that are [Mechanisms exist to facilitate the implementation and operation of data 31 32,33, 34, 35, 36, 37, 38, 39,
M10 Management lConsistent with the entity’s objectives related to privacy. Functional | Intersects With | Data Privacy Program PRI-O1 protection controls throughout the data lifecycle to ensure all forms of 8
[Personal Data (PD) are processed lawfully, fairly and transparently.
[The entity has formal agreements, provides notices and formally communicates
\with data subjects about its privacy practices to meet the entity’s objectives [Mechanisms exist to:
related to privacy. Refer to Component N (1) Ensure that the public has access to information about organizational
ldata privacy activities and can communicate with its Chief Privacy Officer
(CPO) or similar role;
. . (2) Ensure that organizational data privacy practices are publicly available
ML.0-POF1 Agreement, notice and Functional | Intersects With |, Dissemination of Date ' | pg; 013 lthrough organizational websites or document repositories; 8
y Prog (3) Utilize publicly facing email addresses and/or phone lines to enable the
lpublic to provide feedback and/or direct questions to data privacy office(s)
regarding data privacy practices; and
(4) Inform data subjects when changes are made to the privacy notice and
lthe nature of such changes.
[The entity has formal agreements, provides notices and formally communicates
with data subjects about its privacy practices to meet the entity’s objectives
related to privacy. Refer to Component N IMechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
pressing
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
M1.0-POF1 Ag’ii’:wfr"‘:'m";ft‘?na"“ Functional Subset Of Data Privacy Notice PRI-02 |statutory, regulatory and contractual obligations; 10
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; an
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[The entity has defined policies and procedures for collecting and creafing a data
lsubject’s PI. Refer to Component C3 IMechanisms exist to minimize the collection of Personal Data (PD) to only
Restrict Collection To what is adequate, relevant and limited to the purposes identified in the data
M1.0-POF2 Collection and creation Functional | Intersects With Identified Purpose PRI-04 | ivacy notice, including protections against collecting PD from minors 8
without appropriate parental or legal guardian consent
[The entity has defined policies and procedures for collecting and creafting a data
jsubject’s PI. Refer to Component C IMechanisms exist to ensure that Personal Data (PD) collection methods are
Personal Data (PD) (1) In accordance with applicable statutory and/or regulatory requirements;
M1.0-POF2 Collection and creation Functional | Intersects With e oy PRI-04.7 |(2) Appropriate for the circumstances of the data subject; H
(3) Unambiguous; and
(4) Secure.
[The entity has defined policies and procedures for collecting and creating a data oty To Coect Mechanisms exist to determine and document the legal authority that
ML.0-POF2 Collection and creation |- /1ect's PI- Refer to Component Functional | Intersects With | Procese, tore & Share PRI-04,1 |PErmits the organization to collect, recelve, process, store, transmit, share, 3
s Persana) Data (P0) "L |update and/or dispose Personal Data (PD), either generally or in support of a
specific business process.
[The entity has policies and procedures for handiing PI to achieve the stated [Mechanisms exist to restrict collectin
g, receiving, processing, storing,
purposes and needs for which the Pl was nitaly collected. Refe to Component transmitting, sharing and/or updating Personal Data (PD) to
Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy
M1.0-POF3 Use, retention and disposal Functional | Intersects With remonal Dara (b0} PRI-0S.4  [notice(s); 8
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and contractual
lobligations.
M1.0-POF4 Access Iﬂ":;f'y‘f‘”tg‘/ ;‘f;g?e"ﬂfcaor::p‘::g:f:f;f‘” viewing, inspecting, accessing and Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 8
[The entity has policies and procedures for viewing, inspecting, accessing and Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
M1.0-POF4 Access Imodifying PI. Refer to Component A5.0. Functional | Intersects With Protection DCH-01.2 o ocessed andfor stored 8
[The entity has policies and procedures for viewing, inspecting, accessing and Defining A
Imodifying PI. Refer to Component AS.0. efining Access IMechanisms exist to explicitly define authorizations for spectfic individuals
M1.0-POF4 Access Functional | Intersects With Authorizations for DCH-01.4 8
Sensitive / hegulated Data land/or roles for logical and /or physical access to sensitive/regulated data.
[The entity has policies and procedures for viewing, inspecting, accessing and Mechanisms exist to enforce Logical Access Control (LAC) permissions that
M1.0-POF4 Access modifying Pl. Refer to Component AS.0. Functional | Intersects With | Access Enforcement IAC20 | o the principle of “lasst privilege. 8
@ entity has policies and procedures for disclosing and transmitting PI to ecn o restrict the disch ¢ sensitive/regulated data &
ML.0-POFS Disclosure to third parties [external third-party individuals and organizations not under the direct Functional | Intersects With | Disclosure of Information | DCH-03.1  [JE€RamEm eXi8. to.fosir el Ty 4 sc bsure of sensitive/regulated data to 8
Imanagement or control of the entity. Refer to Component D lauthorized parties with a need to know.
[The entity has policies and procedures for disclosing and transmitting PI to
M1L.0-POFS Disclosure to third parties |external third-party individuals and organizations not under the direct Functional | Intersects witn | HiMiting Personal Data (PD)| - pp gy 7 [Mechanisme exist to limit the disclosure of bersonal Data (D) to authorized 8
management or control of the entity. Refer to Component Disclosures Iparties for the sole purpose for which the PD was obtained.
[The entity has policies and procedures for protecting the integrity of PI during - -
initial and subsequent collection, creation, usage, processing, alteration, Security of Personal Data [Mechanisms exist to ensure Personal Data (PD) is protected by logical and
M1.0-POF6 Security for privacy  |adaptation, re-organization, storage, destruction and erasure, Refer to Functional Subset Of frs) PRI-0L6  |physical security safeguards that are sufficient and appropriately scoped to 10
|Component 57.0. lprotect the confidentiality and integrity of the PD.
[The eriity has a process for preserving and perlodically re-valldating the qualty | [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic o
land integrity of P and verifying (.g., confirming with data subjects) its continue [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact
M1.0-POF7 Data quality and integrity [3ccuracy, completeness and correctness. Refer to Component Q Functional | Intersects With | Data Quality Operations DCH22 [ et and de-identification of miarmation throughout the et on 8
lifecycle.
[The ertity has  process for preserving and perlodically re-valldating the qualty | [Mechanisms exist to ensure the accuracy and relevance of Personal Data
land integrity of P and verifying (e.g., confirming with data subjects) its continue lPersonal Data (PD) Accuracy (PD) throughout the information lifecycle by:
M1.0-POF7 Data quality and integrity |accuracy, completeness and correctness. Refer to Component Q Functional Intersects With & integrity Y| PRI05.2 0 Keepmg 2D up-to-date; and S 8
(2) Remediating identified inaccuracies, as necessary.
[The entity has processes for assuring adherence to information privacy policies Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
M1.0-POF8 Monitoring and enforcement|and procedures through ongoing and separate evaluations. Refer to Component |  Functional Subset Of Resilience Controls CPL-02  |oversight function that reports to the organization's executive leadership. 10
[M9.0. Oversight
[The entity has implemented a policy governance and accountability process that [Mechanisms exist to establish, maintain and disseminate policies, standards
defines and formally documents policies and procedures for information privacy Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
M1.2 NiA lthat are consistent with the entity’s objectives related to privacy. Functional SubsetOf | Compliance & Resilience | GOV-02 10
Documentation
[The entity has implemented a policy governance and accountability process that - -
defines and formally documents policies and procedures for information privacy [Mechanisms exist to facilitate the implementation and operation of data
M1.2 N/A lthat are consistent with the entity's objectives reiated to privacy. Functional | Intersects With |  Data Privacy Program PRI-01 |protection controls throughout the data lifecycle to ensure all forms of 8
[Personal Data (PD) are processed lawfully, fairly and transparently.
[The entity has an overall governance and legal structure that defines and [Mechanisms exist to assign one or more qualified individuals with the mission EU GDPR Articles, 27 (1); 37 (1),
lestablishes responsibility and authority for the entity’s oversight processes, Assigned Security, [and resources to centrally-manage, coordinate, develop, implement and 12) (3), (4), (6); 38 (1), (3); 39 (1),
M1.2-POFL Responsibility and authority [policy setting and ongoing monitoring activities Functional | Intersects With | Compliance & Resilience | GOV-04  |maintain an enterprise- ecurity, Compliance & Resilience Program 8
Responsibilities (SCRP).
[The entity has an overall governance and legal structure that defines and [Mechanisms exist to enforce an accountability structure so that appropriate EU GDPR Articles, 27 (1); 37 (1),
lestablishes responsibility and authority for the entity’s oversight processes, Stakeholder Accountabilit lteams and individuals are empowered, responsible and trained for mapping, 12) (3). (4), (6); 38 (1), (3): 39 (1),
M1.2-POFL Responsibility and authority [policy setting and ongoing monitoring activities Functional | Intersects With Structure Y| Gov-0a1 managing Technology Assets, Applications, Services and/or 5
IData (TAASD)-related risks.
[The entity has an overall governance and legal structure that defines and [Mechanisms exist to establish an authoritative chain of command with clear EU GDPR Articles, 27 (1); 37 (1),
lestablishes responsibility and authority for the entity’s oversight processes, Authoritative Chain of lines of communication to remove ambiguity from individuals and teams 12) (3). (4), (6): 38 (1), (3): 39 (1),
M1.2-POFL Responsibility and authority [policy setting and ongoing monitoring activities Functional | Intersects With Command GOV-04.2 related to managing Technology Assets, Applications, Services and/or Data 5
(TAASD)-related risks.
[The entity has an overall governance and legal structure that defines and - EU GDPR Articles, 27 (1); 37 (1),
lestablishes responsibility and authority for the entity’s oversight processes, Met:\hlahmsmfhenft to appoints a Ch\?f;‘nlvacydofﬂcer (CPO[) or slr:\\artrc\e, 12) (3), (4). (6); 38 (1), (3); 39 (1),
' licy setting and ongoing monitoring activities ’ \with the authority, mission, accountability and resources to coordinate,
M1.2-POF1 and Functional | Intersects With | Chief Privacy Officer (CPO) | PRIDL.L e 0 Ay, e, B vcy requroments and manage 8
ldata privacy risks through the organization-wide data privacy program
[The entity has a governance and legal structure that establishes accountabiiity [Mechanisms exist to enforce an accountability Structure so that appropriate [Articie 24 (2)
[for information privacy policy creation, oversight, monitoring and compliance. Stakeholder Accountabilit lteams and individuals are empowered, responsible and trained for mapping,
M1.2-POF2 Established accountability Functional Subset Of Ea Y| GOV-04.1 |measuring and managing Technology Assets, Applications, Services and/or 10
IData (TAASD)-related risks.
[The entity provides a privacy awareness program about its privacy policies and
M1.2-POF3 Privacy awareness and |reiated matters, and provides speciic traming for selected personnel depending |  Functional | Intersects With Defined Roles & WRs.03  [Mechanisms exist to define cybersecuriy foles & responsibities for al s
training lon their roles and responsibilities. esponsibilities jpersonnel
Privacy awareness and |1y 1 amor Cos 2 PrIVACY awareness brogram about Its privacy policles and IMechanisms exist to communicate with users about their roles and
- related matters, and provides specific training for selected personnel dependin: - "
M1.2-POF3 training lon their roles and responsibitics. N P pending | Functional | Intersects With User Awareness HRS-03.1 |responsibilities to maintain a safe and secure working environment. 8
orivacy awareness amg [T ENLIY PTOVIOES 3 privacy awareness program about ts privacy poficies and IMechanisms exist to formally educate authorized users on proper data
M1.2-POF3 v related matters, and provides specific training for selected personnel depending |  Functional | Intersects With |  Formal Indoctrination HRS-04.2  [handling practices for all the relevant types of data to which they have 8
raining lon their roles and responsibilities. laccess.
[The entity provides a privacy awareness program about its privacy policies and [Mechanisms exist to provide role-based security, compliance and resilience-
related matters, and provides specific training for selected personnel depending related training
Privacy awareness and |0 their roles and responsibilities. Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
M1.2-POF3 Y aining Functional | Intersects With | Compliance & Resilience |  SAT-03 |(2) When required by system changes; and 8
Training (3) Annually thereafter.
orivacy awareness and |1 Ntity provides a privacy awareness program about its privacy policies and Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system processing,
M1.2-POF3 gy related matters, and provides specific training for selected personnel depending |  Functional | Intersects With | Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 8
9 lon their roles and responsibilities. Processing lhandling requirements.
[The entty estabishes qualiications fo personnel respansibie for protecting the ey - EU GDPR Articles 37 (5); 38 (2)
Qualifications of internal [Privacy and security of Pl and assigns such responsibilities only to tho: Competency Requirement [Mechanisms exist to ensure that all security- re\ated pusmans are staffed by
M1.2-POF4 personnel Personnel who maet these qualifcations and wh have received taining. Functional | Intersects With | - for Security-Refated HRS-03.2 | 2iified individuals who have the necessary skill 8
[The entity has a process for evaluating and addressing the potential impacts of [Mechanisms exist to review the Security, Compliance & Resilience Program [Article 6 (4)
required changes to information privacy policy and procedures as changes occur Periodic Review & Update of] (SCRP), including policies, standards and procedures, at planned intervals or
M1.2-POFS Policy changes in entity operations and operating locations, and as applicable jurisdictional laws | Fynctional Subset Of ‘Security, Compliance & Gov-03 [ significant changes occur to ensure their continuing suitability, adequacy 10
land regulations are enacted to become new regulatory compliance esilience Program land effectiveness.
requirements
[The entity has a process for governing and overseeing the appiication of policies Securlty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance EUGDPR Aicles 27 1) 2). 1.
X land procedures. curity, X land resilience governance controls. 4),(5):31;38 (3
M1.2-POF6 Oversight and monitoring P Functional Subset Of | o0 Brooram (6cRP) | GOV-01 g 10 (@), (5); (). (5)
[The entity has a process for governing and overseeing the appiication of policies [Mechanisms exist to document and review instances of non-compliance with EUGDPR Aicles 27 1) 2). 31
M1.2-POF6 Oversight and monitoring  [and procedures, Functional | Intersects With | Non-Compliance Oversight |  CPL-01.1 |statutory, regulatory and/or contractual obligations to develop appropriate 8 (@), (5); 31; 38 (3), (5)
st ation actions
[The entity has procedures for identifying and addressing instances when non- [Mechanisms exist to document and review instances of non-compliance with
M1.2-POF7 Policy compliance compliance with information privacy policies and procedures are identified. Functional Intersects With | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 8
risk mitigation actions
[The entity communicates its information privacy policies to internal personnel [Mechanisms exist to establish, maintain and disseminate policies, standards
land other external third parties engaged in providing business process, IT Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
M1.2-POF8 Policy communications Functional SubsetOf | Compliance & Resilience | ~ GOV-02 10
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Notes

Consistency of [The entity’s internal personnel or advisers review contracts for consistency with
onsistency o privacy policies and procedures and address any inconsistencies. Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
M1.2-POF9 commitments with privacy Functional Intersects With 1y, Regulatory CPL-01 P 8
O aicien and procaures Contractual Compliance relevant statutory, regulatory and contractual controls.
[The entity has estabiished policies and procedures for identifying, classifying and
rioritizing the criticality of its collected PI. The entity also has procedures for
levaluating potential vulnerabilities and the risk of unauthorized privacy
55, removal and destruction. The entity has designed and
implemented control activities to help prevent, detect, address and notify hanisms exist to ensure data and assets are categorized in accordance
ML3 N/A relevant authorities in the event it detects and confirms instances of system and |  Functional | Intersects With | Data & Asset Classification |  DCH-02  |\1e¢ applicable statutory, regulatory and contractual requirements. 8
lprivacy information breaches. These policies and procedures were designed to
help the entity meet its objectives related to privacy.
[The entity has estabiished policies and procedures for identifying, classifying and
rioritizing the criticality of its collected PI. The entity also has procedures for
levaluating potential vulnerabilities and the risk of unauthorized privacy
information access, removal and destruction. The entity has designed and
implemented control activities to help prevent, detect, address and notify Personal Data (PD) IMechanisms exist to define and implement data handling and protection
ML3 N/A relevant authorities in the event it detects and confirms instances of system and | Functional | Intersects With Categories PRI-0S.7 | equirements for specific categories of sensitive Personal Data (PD). 8
lprivacy information breaches. These policies and procedures were designed to
help the entity meet its objectives related to privacy.
ie entity has a process for classifying Pl according o applicable regulation and } N [Article 30 (1), (2), (3), (41, (51
Data and information Personal Data (PD) IMechanisms exist to define and implement data handling and protection
' ke nssaciotes o crathorioed Siciosore or misioe ¥
M1.3-POF1 classification ! fated with unauthorized disclosut isu Functional | Intersects With Categories PRI-0S.7 | equirements for specific categories of sensitive Personal Data (PD). 8
[The entity performs a privacy (risk) impact assessment to identify and evaluate EU GDPR Articies 35 (1), (2), (3),
lprivacy specific risks, vulnerabilities and scenarios that could result in a system (4), (5), (7). (8), (10), (11); 36 (1),
or information privacy breach situation. Privacy (risk) impact assessments are IMechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on 2)
ML3-POF2 Privacy (risk) impact  also used to identify security control weaknesses that need to be addressed as Functional | Intersects with | Data Protection impact ask.10  [Technology Assets, Applications and/or Services (TAAS) that store, process s
- assessment well as to report upon the entity’s ability to comply with applicable system and Assessment (DPIA) land/or transmit Personal Data (PD) to identify and remediate reasonably-
lprivacy information breach notification laws and regulations. lexpected risks
[The ity has  comprehensive prvacy Incident and breach maragement pian EU GDPR Articles 5 (1) (7); 33 (1),
which provides examples of unauthorized uses and disclosures, as well a § IMechanisms exist to implement and govern processes and documentation to ), 3), (a), (5); 33 (1), (2), (3), (&)
M1.3-POF3 acy incident response. |guidelines to determine whether an incident constitutes a breach. The plan is Functional Subset Of Incident Response IRO-01 |facilitate an organization-wide response capability for cybersecurity and data 10
o lcommunicated to personnel who handle D lprotection-refated icidents.
[The enity has  comprehensive pivacy Incident and breach mariagement pian " - EU GDPR Articles 5 (1) (7); 33 (1),
\which provides examples of unauthorized uses and disclosures, as well a '17‘,,",:;';,2;;:"“ to cover: 2), (3), (4), (5); 34 (1), (2), (3), (4)
lquidelines to determine whether an incident constitutes a breach. The plan is B 4 .
utomated event detection or manual incident report intake;
M1.3-POF3 acy ‘“”"‘:“t response communicated to personnel who handle Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 8
P! 4) Containment;
5) Eradiication; and
6) Recovery.
[The ety s a comprehensive pivacy Icident and breach management pian EU GDPR Articles 5 (1) (7); 33 (1),
dont which provides examples of unauthorized uses and disclosures, as well a echon ¢ to maintain and make svallabl ¢ and viob (2), (3), (@), (5): 34 (1), (2), (3). (4)
' acy incident response |guidelines to determine whether an incident constitutes a breach. The plan is Y lechanisms exist to maintain and make available a current and viable
M1.3-POF3 e e e et o e Functional | Intersects With incident Response Plan (IRP)|  1R0-04  \1SCRaRISIE SX1oC 8 MEaIh A€ make Aveley 8
[The entity has a process for performing ongoing and separate evaluations of the Mechanisms exist to commit appropriate resources needed for continual EU GDPR Articies 32 (3); 40 (1),
ldesign and operating effectiveness of information privacy and security controls improvement of the organization's Security, Compliance & Resilience ). (3). (4)
land for addressing any identified control deficiencies. Program (SCRP), including:
g Ongoing and separate Commitment To Continual ’ (@) Staftng;
M1.3-POF4 ek Functional | Intersects With horovements Gov-013 () 3l 5
(3) brocesses; and
(3) Technologies.
[The entity has a process for performing ongoing and separate evaluations of the Mechanisms exist to review the Security, Compliance & Resilience Program EU GDPR Articies 32 (3); 40 (1),
Ongoing and separate  |design and operating effectiveness of information privacy and security controls Periodic Review & Update of] (SCRP), including policies, standards and procedures, at planned intervals or (2), (3), (4)
M1.3-POF4 evaluations land for addressing any identified control deficiencies. Functional Intersects With | Security, Compliance & GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy 8
Resilience Program land effectiveness.
[The entity has a process for identifying, locating and classifying its PI. This
lprocess is clearly described as an essential aspect of its data governance
lprogram which is aligned with its information security controls. Relevant control IMechanisms exist to perform inventories of Technology Assets, Applications,
lactivity policies and procedures have been designed and placed into operation to Services andjor Data (TAASD) that:
lachieve the entity’s objectives related to privacy. (1) Accurately reflects the current TAASD in use; .
(2) identies authorized software products, ncluing business ustfication
M1.4 NA Functional | Intersects With Asset Inventories AST-02  [details; 8
(515t the v of ranularity deemed necessary for tracking and reporting:
() Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[The entity has a process for identifying, locating and classifying its PI. This
Iprocess is clearly described as an essential aspect of its data governance
lprogram which is aligned with its information security controls. Relevant control IMechanisms exist to maintain inventory logs of all
y logs of all sensitive media and
M4 N/A jactivity policies and procedures have been designed and placed into operation to|  Functional | Intersects With | Sensitive Data Inventories |  DCH-06.2 |1, ct sensitive media inventories at least annually. 8
lachieve the entity’s objectives related to privacy.
[The entity has a process for identifying, locating and classifying its PI. This
Iprocess is clearly described as an essential aspect of its data governance i X
lprogram which is aligned with its information security controls. Relevant control Inventory of Personal Data IMechanisms exist to establish and maintain a current inventory of all
M1.4 NA activity policies and procedures have been designed and placed into operation to|  Functional | Intersects With " eo) PRI-05.5  [Technology Assets, Applications and/or Services (TAAS) that collect, receive, 8
lachieve the entity’s objectives related to privacy. lprocess, store, transmit, share, update andjor dispose Personal Data (PD).
entity has a process to identify the specific or key data privacy security N N [Article 32 (D), (2)
Data privacy security _|controls that it has designed and placed into operation that help reduce the risks Security of Personal Data IMechanisms exist to ensure Personal Data (PD) is protected by logical and
M1.4-POFL o of a data breach or a theft, erasure or alteration of Functional Subset Of friss PRI-01.6  |physical security safeguards that are sufficient and appropriately scoped to 10
protect the confidentiality and integrity of the PD.
Agreement, notice and N D o),
A EU GOPR Artices 12,13, 14,15,
N2.0 e i N/A Functional | No Relationship NA NA NA 0
[The entity executes formal agreements, provides notices and formally
lcommunicates with data subjects about its privacy practices to meet its
lobjectives related to privacy. IMechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
N2.1 NA Functional Subset Of Data Privacy Notice PRI02 statutory, regulatory and contractual obligations; 10
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[The entity’s agreements with data subjects formally capture data subject N EU GDPR Articles 12 (1); 14 (1),
lconsents for sharing their PI with the entity and third parties affiliated with the Mechanisms exist to enable data subjects to authorize the collection, (2), (3). (4), (5): 15 (1), (2); 18 (3)
lentity, and for situations where the entity assembles, creates or purchases a ;E(E"’”“g"pmm“'"g' 5“‘”599' Ua”s'“‘h“‘““' sharing, ““p Mmghand or
ldata subject’s PI, and when the entity needs to change the original purposes for nggif:ptgs:;gsﬁ“’{;‘a Data (PD), where prior to collection the data
" " . ¢
N2.1-POFL Agreements, notices and z?ﬁ:'g;g 2 data subject's Pl to meet the entity's changing business, operational | ¢ cyiona) | intersects With Choice & Consent PRI03 (1) Plain language to illustrate the potential data privacy risks of the 8
authorization;
(2) A means for users to decline the authorization; ant
(3) Al macestary cnorce and Consont related ervera required by applicable
statutory, regulatory and contractual obligations
[The entity’s agreements with data subjects formally capture data subject EU GDPR Articles 12 (1); 14 (1),
consents for sharing ther Pl with the entity and thir parties arfiated with the (2, (3). (4). (5): 15 (1), (2); 18 (3)
fon where the entty sssembles, reates o purchases a Mecharisms exis o present data subjects with 2 e or updated =°f§f:t
Nanors | Asreements, notcesana (18 SUISCLS P 904 e e ey e Lo Change e 010N PUDOSEE IO | runcionst | tarsects iy | WSURTImeNotice & | g dsbose Personal Data (°) i conincton i he data acin,wher: s
8 or legat 9 ) Y '9ing + 0P Updated Consent 2 |(1) The original circumstances under which an individual gave consent have
changed; or
(2) A significant amount of time has passed since an individual gave consent.
[The entity has a process for periodically informing data subjects of its continued EU GDPR Articles 13 (2), (3); 21 (4)
Ineed for PI. The entity also has a process for obtaining the data subject’s.
lcontinued agreement and consent to use the data, and for informing data IMechanisms exist to:
subjects when the entity suspects or learns, through ongoing monitoring and (1) Make data privacy notice(s) available to individuals upon first interacting
ltesting, that its systems (and systems of third parties providing services to the \with an organization and subsequently as necessary:
lentity) have been breached and Pl has been accessed, altered or removed in an (2) Ensure that data privacy notices are clear and easy-to-understand,
lunauthorized manner. lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
Ongoing notices and (3) Contain all necessary notice-related criteria required by applicable
N2.1-POF2 O s ot Functional | Intersects With | Data Privacy Notice PRI02 statutory, regulatory and contractual obligations; 8
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[The entity has a process for periodically informing data subjects of its continued EU GDPR Articles 13 (2), (3); 21 (4)
Ineed for PI. The entity also has a process for obtaining the data subject's.
Continueq agreement an conser 0 use the data, and fo nforming gata e i i
ongong s ana e ored ihe | functonsl | marscts i | WSURTmeNotice & | g spose PersoalData (°) I conjincton i e data acion,wher, ,
communications [ e nchad and Pt has hean aceessed altered or romoved in an Updated Consent (1) The oniginal circumstances under which an individual gave consent have
lunauthorized manner. changed; or
(2) A significant amount of time has passed since an individual gave consent.
[The entity has an objective description of the entities and activities covered by
the privacy policies and procedures that is included in the entity’s privacy
otice. [Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
Entities and activities (3) Contain all necessary notice-related criteria required by applicable
N2.1-POF3 P Functional | Intersects With | Data Privacy Notice PRI02 statutory, regulatory and contractual obligations; 8
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; ai
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
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Notes

[The entity's privacy notice is conspicuous and uses clear language.
IMechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
N2.1-POF4 Clear and conspicuous Functional | Intersects With | Data Privacy Notice PRI02 [statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; an
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[When required, the entity has a process that provides data subjects a
Imechanism with which to request the entity to remove, dispose and erase a data
lsubject’s PI. Once a data subject’s Pl is no longer being stored in the entity’s
' Isystems (this includes other affiliates and third parties that may also h y [Mechanisms exist to allow data subjects to revoke consent to collect, receive,
N2.1-POF5 Data subject revocations | fore privacy information on behalf of the entity), the entity notifies the affected | unctional | Intersects With Revoke Consent PRI-03.4 | ocess, store, transmit, share and/or update their Personal Data (PD).
data subjects that such information has been removed.
[Changes to privacy agreements are communicated in formal nofices to affected
data subjects. The updated agreements are re-executed by data subjects to
reflect the changes made to the entity’s privacy practices. Data subjects are also IMechanisms exist to:
“;’@232;{’,,":} ;g:easg'r‘;zf;ﬁ:gi;eaIJg:taatesik\)‘ﬂ:cl‘{l;a;;unr‘:e:ft'srbe etf‘\‘;:antge\gzllv (1) Make data privacy notice(s) available to individuals upon first interacting
i < § with an organization and subsequently as necessary;
[changed. Such notifications and communications are consistent with the entity’s (2) Ensure that data privacy notices are clear and easy-to-understand,
lobjectives related to privacy. lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
N2.2 N/A Functional | Intersects With | Data Privacy Notice PRI02 [statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; an
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[Changes to privacy agreements are communicated in formal nofices to affected
data subjects. The updated agreements are re-executed by data subjects to Mechanisms exit to present data subjects with 2 new o pdated consent
reflect the changes made to the entity's privacy practices. Data subjects are also
J— oot olect ot rocsessre s v, e e
N2.2 2 ;",};:g:g Rurposes for collecting f;“af“aui‘ﬂff;ni':',’e‘efo‘:é?sfnf&‘fﬁge";"m,S Functional | Intersects With Updated Consent PRI032 (0131 orginal eircumstances under which an individual gave consent have
lobjectives related to privacy. (changed or
(2) A significant amount of time has passed since an individual gave consent.
[The entity has policies and procedures it follows when It is determined that
lchanges are needed to its privacy agreements/ notices. The entity documents.
lthe reasons for such changes and these changes are formally approved by an . § .
IMechanisms exist to facilitate the implementation and operation of data
N2.2-POF1 ;:g":;gnf: ;:;ﬁ"é‘{;‘eys fﬁg‘:ﬂ'gf"ﬁ;‘;“s"xg;g management gz;’ez‘;:;‘ffc‘g;‘:g"ﬁ‘"el‘f‘:'u:’x‘”;“a'i‘jg\‘/’;d‘ Functional | Intersects With |  Data Privacy Program PRI-01 [protection controls throughout the data lifecycle to ensure all forms of
h:unsent))/ prior to continuing £ Use or process a data subject’s Pl P [Personal Data (PD) are processed lawfully, fairly and transparently.
[The entity has policies and procedures it follows when It is determined that
lchanges are needed to its privacy agreements/ notices. The entity documents
lthe reasons for such changes and these changes are formally approved by an IMechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
g Changes to privac lauthorized member of management prior to being implemented. When required, ’ \with the authority, mission, accountability and resources to coordinate,
N2.2-POFL agreementsjnotices  [the entity also notifies affected data subjects and obtains their formal approval Functional | Intersects With | Chief Privacy Officer (CPO) | PRIO11 4o elop and implement, applicable data privacy requirements and manage
l(consent) prior to continuing to use or process a data subject’s P data privacy risks through the organization-wide data privacy program
[The entity has policies and procedures it follows when It is determined that
lchanges are needed to its privacy agreements/ notices. The entity documents
lthe reasons for such changes and these changes are formally approved by an IMechanisms exist to limit the collection, receiving, processing, storage,
g Changes to privac lauthorized member of management prior to being implemented. When required, Reasonable Data Privacy y ltransmission, sharing, updating andor disposal of Personal Data (PD)
N2.2-POF1 agreements/notices  [the entity also notifies affected data subjects and obtains their formal approval Functional | Intersects With Practices PRIOL1L 1o Cording to reasonable consumer expectations for what is necessary and
l(consent) prior to continuing to use or process a data subject’s P lproportionate.
No appiicable SCF control
3.0 Collection and creation NA Functional | No Relationship NA N/A NA EU GDPR Articles 5, 6, 7, 8, 9, 10,
11,21, 25,49
[The entity communicates available options regarding the collection and creation
lof Pl and the consequences of each choice, including the data subject’s option to [Mechani ms enst to enable data subjects to aﬁ(hor\ze thde col\ecugn
Ireject their agreed consent for the entity to initially or subsequently collect and receiving, torage, transmission, sharing, updating and/or
roate P isposal of their Persbnal Data (PD), where prior to Collecton the data
lsubject is provided with:
[=51 NIA Functional | Intersects With Choice & Consent PRI03 (1) Plain language to illustrate the potential data privacy risks of the
lauthorization;
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable
statutory, regulatory and contractual obligations.
[Data subjects are informed about the choices available to them with respect to N N N [Articie 8 (1), (2)
the collection. use and disclosure of Pl Data subjects are informed that imlict [Mechanisms exist to enable data subjects to authorize the collection,
ent is required to collect, use and disclose Pl, cnless a jaw or receiving, processing, storage, transmission, sharing, updating and/or
reguiation specifically requires or allows otherwise disposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
C3.1-POFL C"mm“srb‘gae‘:fs“’ data Functional | Intersects With Choice & Consent PRI-03 (1) Plain language to illustrate the potential data privacy risks of the
d lauthorization;
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable
statutory, regulatory and contractual obligations.
[The entity has a process to allow data subjects with the option of not providing IMechanisms exist to include a notification to data subjects within the data
their PI, according to the data privacy agreement, including notifying the data rivacy notice of-
C3.1-POF2 Ability to opt-out Sublecls of the consequences of not agreeing to its provision and use Functional Intersects With | Notice of Right To Opt-Out PRI-21 (1) Their right to direct an organization that sells or shares their Personal
[Data (PD) to stop selling or sharing their PD; and
(2) The methods available to exercise that right.
[The entity has a process to allow data subjects with the option of not providing [Mechanisms exist to prevent discrimination against a data subject for
:‘Ji'[ezlsa;fc&':‘;‘ogn‘s"eg“;:?g gf"r‘\’gggargersi’g”f:fts":fr'ﬂ:gn":::g/b"fe‘he data orod B ol xercising th?r legal rights pertaining to modifying or revoking consent,
y g roduct or Service Delivery ’ including prohibitin
€3.1-POF2 Ability to opt-out lentity Functional | Intersects With etntions PRI035 |l ing produces andor services;
(2) Charging different rates for goods and/or services; and
(3) Providing different levels of quality.
[When P is collected, data subjects are informed of the consequences of refusing [Article 21 (5)
to provide PI for purposes identified in the notice.
IMechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
Communicates (3) Contain all necessary notice-related criteria required by applicable
€3.1-POF3 consequences of denying or| Functional | Intersects With | Data Privacy Notice PRI02 [statutory, regulatory and contractual obligations;
withdrawing consent (4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodicaly veview and update the content ofthe privacy notice, 25
Inecessary; an
(6) Retain Drlor versions of the privacy notice, in accordance with data
retention requirements.
When P is collected, data subject formed of th Fren [Article 21 (5
o provide P! for purposes identified i the notice. o oo Mechanisms exist to enable data subjects to autharize the collection, icle 21(5)
. receiving, 9, storage, transmission, sharing, updating and/or
isposal of their Persana\ Data (PD), where prior to collection the data
Communicates lsubject is provided wi
€3.1-POF3 consequences of denying or| Functional | Intersects With Choice & Consent PRI03 (1) Plain language to histrate the potential data privacy risks of the
withdrawing consent lauthorization;
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable
statutory, regulatory and contractual obligations.
Wher PTs coll«cted, dats sublects e INormed o the consequences of fefusing [Mechanisms exist to prevent discrimination against a data subject for [Articie 21 (5)
Communicates to provide PI for purposes identified in the notice. lexercising their legal rights pertaining to modifying or revoking consent,
Product or Service Delivery including prohibitin
€3.1-POF3 consequences of denying or Functional | Intersects With trtions PRI035 |l ihg produces andior services;
9 (2) Charging different rates for goods and/or services; and
(3) Providing different levels of quality.
[The entity has a process to collect and create (rendering and aggregating from - ED GOPR articies 5 (1E). () 9
Imultiple sources or information providers) PI as identified in the entity's privacy Restrict Collection T M:ccamsl;ns exést to‘mwmr{uzeﬂtr‘ve E:'Lef“f;‘ of Persona\dDatLah(PE) u:honljy " (2), (3); 10; 11 (1); 25 (2)
r lagreements. The process is consistent with its objectives related to privacy. estrict Collection To ¥ what is adequate, relevant and limited to the purposes identified in the data
C3.1-POF4 Pl collection and creation Functional | Intersects With Identified Purpose PREO4 |orivacy notice, including protections against collecting PD from minors
\without appropriate parental or legal guardian consent.
[The data subject's agreed consent is explicitly obtained and is only for the -
intended purpose of the information to meet the entity's objectives related to Mechanisms exist to enable data subjects to authorize the collection,
lprivacy. The entity’s basis for determining implicit consent, when implicit consent receiving, processing, storage, transmission, sharing, updating and/or
& allowed as an available option, is documented disposal of their Personal Data (PD), where prior to collection the data
lsubject is provided with:
32 N/A Functional | Intersects With Choice & Consent PRI03 (1) Plain language to illustrate the potential data privacy risks of the
lauthorization;
(2) A means for users to decline the authorization; an
(3) All necessary choice and consent-related criteria reqmred by applicable
statutory, regulatory and contractual obligations.
If information that was previously collected s to be used for purposes not - - [Articie 6 (4)
Documents and obtained |previously identified in the privecy notice the new purpose s documented. the IMechanisms exist to ensure data privacy notices identify the purpose(s) for
€3.2-POF1 consent for new purposes  |data subject is notifie consent s obtained prior to Suth Functional | Intersects With | Purpose Specification PRI-02.1  |which Personal Data (PD) s collected, received, processed, stored,
and uses Inew use or purpose. ltransmitted and/or shared
[ information that was previously collected 1s to be Used for purposes not [Articie 6 (4)
previously identified in the Pimplic notice, the new purpose is documented. the IMechanisms exist to present data subjects with a new or updated consent
Documents and obtained |now use or purpose. L Irequest to collect, receive, process, store, transmit, share, update and/nr
g Just-In-Time Notice & ’ ldispose Personal Data (PD) in conjunction with the data action, wi
€3.2:P0F1 consent for few purposes Functional | Intersects With Updated Consent PRI032 (30 orginal circumstances under which an individual gave consent have
(changed; or
(2) A significant amount of time has passed since an individual gave consent.
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Notes

[The entity's policies and procedures require data subjects to explicitly agree and lArticle 7 (1), (2), (3), (4)
lconsent to the provision and collection of the data subject’s PI. In some e e e D e o onarar
[circumstances where the entity is unable to confirm explicit consent directly with i’ e ielr Par e Do (PO wh T et tha
la data subject, the entity’s policies and procedures require the entity to formally sn‘mgz?\:proaéesﬁm\a ata (PD), where prior to collection the data
€3.2-POF2 Explicit and implict consent| g ot e i oncent o 10" dStEMIning that it has obtained the data Functional | Intersects With Choice & Consent PRI03 (1) Plain language to illustrate the potential data privacy risks of the 5
lauthorization:
(2) A means for users to decline the authorization; an
() Al maceadary cnorce ana Consont relatea erveia raquired by applicable
statutory, regulatory and contractual obligations.
[The entity’s policies and procedures require data subjects to explicitly agree and Article 7 (1), (2), (3, (@)
lconsent to the provision and collection of the data subject’s PI. In some [fechanisins exist to obtain consent from data subjects to opt-in for the
lcircumstances where the entity is unable to confirm explicit consent directly with ollowing Fersonal Data (PD) actio
la data subject, the entity’s policies and procedures require the entity to formally 2: Rgceiw‘g
€3.2-POF2 Explicit and implicit consent|20cument S rationale and basis for determining that it has obtained the data Functional | Intersects With [Data Subject Opt-In Consent|  PRI-03.12  [(3) Processing 3
subject’s implicit consent. %) Groces
5) Transmitting:
6) Sharing; and/or
7) Updating.
[Epiicit consent is obtained directly from the data subject when sensitive Pl is EU GDPR Articies 7 (3); 49 (1), (2),
co\hlected‘ used or disclosed, unless a law or regulation specifically requires :’;ecce’l":'r’"gs"“fr::;;‘:ge'S'ta:r':gd:';::g“eég;: :?ﬂgiﬁ:&f&gﬁ:g% 3)
otherwise. ldisposal of their Personal Data (PD), where prior to collection the data
subject is provided with:
€3.2-POF3 btains explicit consent for Functional | Intersects With Choice & Consent PRI-03 (1) Plain language to illustrate the potential data privacy risks of the 5
sensitive information e 1209
(2) A means for users to decline the authorization; an
(3) Al macestary cnorce ana Consont relates ervaia required by applicable
statutory, regulatory and contractual obligations.
[Epiicit consent is obtained directly from the data subject when sensitive Pl is EU GDPR Articies 7 (3); 49 (1), (2),
lcollected, used or disclosed, unless a law or regulation specifically requires e e 0 oot xonsent from data subjects to optin for the 3)
sied [following Personal Data (PD) action
1) Collecting;
2) Receiving;
€3.2-POF3 Obains expllcit consent for Functional | Intersects With |Data Subject Opt-In Consent| PRI-03.12  |(3) Processing; 3
sensitive information ) Erori
5) Transmitting:
6) Sharing; and/or
7) Updating.
(Consent is obtained before Pl s transferred to or from an individual’'s computer Mechaniams exist to enable data subjects to authorize the collection
or other similar device. receiving, processing, storage, transmission, sharing, updating and/or
lisposal of their Personal Data (PD), where prior to collection the data
subject is provided with:
C3.2-POF4 Obta"‘stcrgrr:?’s;rtsfor data Functional Intersects With Choice & Consent PRI-03  |(1) Plain language to illustrate the potential data privacy risks of the 8
lauthorization:
(2) A means for users to decline the authorization; an
(3) Al macesdary cnorce and Consont elaten ervora required by applicable
statutory, regulatory and contractual obligations.
No applicable SCF control
. . EU GDPR Articles 5, 6, 7, 9, 10, 11,
u4.0 Use, retention and disposal N/A Functional | No Relationship NA NA NA 0 15,17, 18, 20, 21, 22, 25, 29, 32,
42, 45, 46, 49
[The entity limits the s of PI to the purposes identified in its objectives related Mechanisms exist to restrict collecting, receiving, processing, storing,
to privacy ltransmitting, sharing andjor updating Personal Data (PD) to:
. (1) The purpose(s) originally collected, consistent with the data privacy
va1 NA Functional | Intersects with | o9 Restictions of PRI-05.4  |notice(s); 8
(2) winat i authorized by the data subect, o authorized agent; and
consistent with applicable laws, regulations and contractual
Chigations.
PIis used only for the intended purposes for which It was collected and only Mechanisms exist to restrict colectin EU GDPR Articies 5 (1(a), (1)(b); 6
g, receiving, processing, storing, 5 (1)(b)
nen mpliit o expict consent Has been obtained unies a la o regulation trancemitting, sharing anclor Lpdating Personal Baca (D) to () (4:7 39 1) @), 3) 10;15
Only uses PIfor intended Usage Restrictions of (1) The purpose(s) originally collected, consistent with the data privacy (3 (6 25 (1), (2), (30, (4y; 25 ©:
U4.1-POFL o Functional | Intersects With | “5a9® ResICHons S PRI05.4  |notice(s); 8 a2 2
pur (2) What is authorized by the data subject, or authorized agent; and FETERA i - (2):
(3) What is consistent with applicable laws, regulations and contractual
obligations.
[The entity retains Pl consistent with its objectives related to privacy. [Mechantoms exist to
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time perod to fufl the purpose(s)dentifed nthe notice or as
Personal Data (PD) required by
u4.2 NA Functional | Intersects With PRLOS  |(3) Dispost of destroys, erases, andior ananymizes the PD, regardiess of the 8
Retention & Disposal Imethod of storage; an
(3) Use organization-defined techniques or methods to ensure secure
ldeletion or destruction of PD (including originals, copies and archived
records)
PIis retained for no longer than necessary to fulfill the stated purposes, uniess a [Mechanisms exist to retain media and data in accordance with applicable EU GDPR Articles 5 (1)(e); 11 (1);
U4.2-POFL Retains PI law or regulation specifically requires otherwise. Functional SubsetOf | Media &DataRetention | DCH-18 tatutory, regulatory and contractual obligations. 10 17 (1)
PIis retained for no longer than necessary to fulfill the stated purposes, uniess a echanisms exist to EU GDPR Articles 5 (D)(e); 11 (1)
faw or regulation specifically requires otherwise. (1) Retain Personal Data (PD), including metadata, for an organization- 17
efined time perod to fufl the purpose(s)dentifed nthe notice or as
Personal Data (PD) required by
U4.2-POFL Retains PI Functional | Intersects With PRLOS  |(3) Dispost of destroys, erases, andior ananymizes the PD, regardiess of the 8
Retention & Disposal e starag o
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records)
[Policies and procedures have been implemented to protect Pl from erasure or . o and oot . o aoricann EU GDPR Articies 5 (1)(1; 25 (2);
U4.2-POF2 Protects Pl [destruction during the specified retention period of the information. Functional Subset Of Media & Data Retention DCH18 |G tkory, "::;‘:‘Em‘; e ontartaal nbﬁ;a(““o:g“" ance with applicable 10 146 (1), (2); 49 (1), (), (3)
[The entity securely disposes of Pl consistent with its objectives related to privacy. echanisms exist to
(1) Retain Personal Data (PD), including metadata, for an organization-
efined time perod to fuf the purpose(s)dentifed nthe notice or as
Personal Data (PD) required by
u43 NA Functional | Intersects With PRLOS  |(3) Dispost of destroys, erases, andior ananymizes the PD, regardiess of the 8
Retention & Disposal et starage o
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records)
[Requests for Geletion of Pl are captured and information refated to the requests o [Article 17 (1), (2), (3)
is identified and flagged for destruction to meet the entity’s objectives related to S e Bata (PD) Including metadata, for an organization-
privacy defined time penou to fulfill the purpose(s) identified in the notice or as
required by
Captures, identifies and Personal Data (PD)
U4.3-POF1 Ao rageca for Geletion Functional | Intersects With | rersonal D3 (FD) PRI05 :séllzwussnosfestoufr::estr:ys erases, and/or anonymizes the PD, regardiess of the 8
(3) Use organization-defined techniques or methods to ensure secure
eletion or destruction of PD (including originals, copies and archived
records)
[PIno longer retained s anonymized, disposed of or destroyed in a manner that echanisms exist to
prevents loss, theft, misuse or unauthorized access. (1) Retain Personal Data (PD), including metadata, for an organization-
efined time perod to fuf the purpose(s)dentifed nthe notic or a5
required by
U4.3-POF2 Disposes of destroys and Functional | Intersects With | rersonal ';EETSLZDSLI PRI-05  [(2) Dispose of " Gestroys, erases, and/or anonymizes the PD, regardiess of the 8
Imethod of storage; an
(3) Use organization-defined techniques or methods to ensure secure
eletion or destruction of PD (including originals, copies and archived
records)
[Policies and procedures are implemented to erase or otherwise destroy Pl that echanisms exist to [Artice 25 (2)
fnos been identified for destruction (1) Retain Personal Data (PD), including metadata, for an organization-
efined time perod to fufl the purpose(s)dentifed nthe notice or a5
Personal Data (PD) required by
U4.3-POF3 Destroys PI Functional | Intersects With PRLOS  |(3) Dispost of destroys, erases, andior ananymizes the PD, regardiess of the 8
Retention & Disposal e ot starage o
(3) Use organization-defined techniques or methods to ensure secure
eletion or destruction of PD (including originals, copies and archived
records)
No applicable SCF control
A5.0 Access N/A Functional | No Relationship NA NA NA 0 EU GDPR Articles 11, 12, 15, 16, 20|
[The entity grants identified and authenticated data subjects the ability to access
their stored PI for review and, upon request, provides physical or electronic
copies of that information to ata Sublecs fo meet the entiy's bjectves rlated IMechanisms exist to provide authenticated data subjects the ability to
to privacy. If access is denied, data subjects are informed of the denial a (1) Access their Personal Data (PD) that is being processed, store
reason for such deniel, 24 required, to meet the entity's objectives reiated to shared, except where the burden, risk or expense of providing access would
privacy. Ibe disproportionate to the benefit offered to the data subject through
lgranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
’ lprocessed, stored, transmitted, shared, updated and/or disposed;
A1 NA Functional | Intersects With |Data Subject PRLOG e e oeae) of tholr Pt 8
(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;
(5) Request correction o thei P due to naccuracies
(6) Request erasure of their
(7) Restrict the further collecting, recelving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
|authenticates data subjects'| 1€ 1d€ntity of data subjects who request access to their Pl is authenticated [Mechanisms exist to utilize reasonable consumer expectations to verify a EU GDPR Articies 11 (2), 12 (6)
AS5.1-POF1 enttie ) lbefore they are given access to that information. Functional Intersects With |Data Subject Authentication| ~PRI-06.8 [data subject's identity, prior to taking action to disclose, share, correct, 8
lamend and/or delete Personal Data (PD)
[Data subjects can determine whether the entity maintains Pl about them and, EU GDPR Articles 15 (1), (3); 20
lupon request, may confirm and obtain access to their Pl or request that the Pi be (1), (2). (3). (@)
returned, removed or erase IMechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access would
lbe disproportionate to the benefit offered to the data subject through
lgranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
Permits data subjects lprocessed, stored, transmitted, shared, updated and/or disposed;
AS5.1-POF2 e e Functional | Intersects With |Data Subject PRLOG [ e torcae) of thalr Pt 8
(4) Obtain the categories of their PD being collected, received, processed,
stored and share
(5) Reaquest correction o thei P due to inaccuracies
(6) Request erasure of their
(7) Restrict the further collecting, recelving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
PIs provided to data subjects in an understandable form, n a reasonable time [Article 12 (1), (3), (8)
; Provides understandable PI o PO o 10 Ca o ’ IMechanisms exist to export a data subject's available Personal Data (PD) in a
AS5.1-POF3 O e e it any. Functional | Intersects With | Personal Data (PD) Exports |  PRL06.7 [MoCISIITE 20t fo ©XBOt 2 Hatd Sublects ava B0 8
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Notes

Strength of
ip

When data subjects are denied access to their Pl the entity informs them of the 212 (2), (4), (5)
v dota subjects whep €121 310 e T€2500S or the denial n  Umely manner, nless prohbied by recharisms exitto maintin s process to ffiiently and effectvely respond
; Informs data subjects when |law or regulation. y 0 requests, complaints, concerns or questions from authenticated
A5.1-POF4 access is denied Functional | Intersects With |User Feedback Management| ~ PRI-06.4 | p/octs ahout Personal Data (PD) the organization collects, receives, 8
lprocesses, stores, transmits, shares, updates and/or disposes.
[The entity corrects, amends or appends PI based on information provided by
ldata subjects and communicates such information to third parties, as committed IMechanisms exist to maintain a process for:
or required, to meet the entity’s objectives related to privacy. If @ request for Correcting Inaccurate (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
As2 N/A correction is denied, data subjects are informed of the denial and reason for such| ~ Functional | Intersects With | - DIreeng MRccss PRI-06.1  [organization corrected or amended; and 8
ldenial to meet the entity’s objectives related to privacy. (2) Disseminating corrections or amendments of PD to other authorized users
of the PD.
[Data subjects are informed, in writing, of the reason a request for access to their
. tes donialof 71125 denied: the source of the entiy's egal right to deny such access,if [Mechanisms exist to maintain 2 process to effciently and effectively respond
' ommunicates denial of [applicable, and the individual’s right, if any, to challenge such denial, as - 0 requests, complaints, concerns or questions from authenticated
A5.2-POFL access requests Specifically permitted or required by law of regulation Functional | Intersects With |User Feedback Management| ~ PRI-06.4 | ,piocts ahout Personal Data (PD) the organization collects, receives, 8
lprocesses, stores, transmits, shares, updates and/or disposes.
[Data subjects are able to update or correct PI held by the entity. The entity Mechanisms exist to maintain a process for lArticle 16
. lprovides such updated or corrected information to third parties that were (1) Data subjects to have inaccurate Personal Data (PD) maintained by the
A5.2-POF2 Permits data subjects to |previously provided with the data subject’s Pl consistent with the entity's Functional | Intersects With Cg;’:;‘f‘y’;%“;;i‘;’;fe PRI-06.1 |organization corrected or amended; and 8
P lobjective related to privacy. (2) Disseminating corrections or amendments of PD to other authorized users|
of the PD.
[Data subjects are informed, in writing, about the reason a request for correction
. tes deof |1 125 denied ant how they may appeal. IMechanisms exst to maintan 2 proces to efficenty and efectively respond
g ommunicates denial of y 0 requests, complaints, concerns or questions from authenticate
A5.2-POF3 correction requests Functional | Intersects With |User Feedback Management| = PRI-06.4 | ,picts ahout Personal Data (PD) the organization collects, receives, 8
lprocesses, stores, transmits, shares, updates and/or disposes.
No applicable SCF control
D6.0 Disclosure to third parties N/A Functional | No Relationship NA NA NA ) EU GDPR Articles 12, 15, 19, 26,
28, 33,34, 46, 47, 48, 49
[7he entity discloses PLto third parties with the explicit consent of data subjects, Transfer of Sensitive and/or IMechanisms exist to restrict and govern the transfer of sensitive and/or
land such consent is obtained prior to disclosure to meet the entity’s objectives -
De.1 3 Felated to privacy. P ' Vs oblects Functional | Intersects With Regulated Data DCH25  |regulated data to third-countries or international organizations. 8
[The entity discloses PI to third parties with the explicit consent of data subjects, N
e ook consent 1o obtained bor to dierloaure o meet the enty's biocvas imiting Personal Data (PD) ’ IMechanisms exist to limit the disclosure of Personal Data (PD) to authorized
De.1 [ Felated to privacy. P ' Vs oblects Functional | Intersects With Disclosures PRIOL7Iparties for the sole purpose for which the PD was obtained. 8
[Privacy policies and specific instructions or requirements for handiing Pl are Mechanisms exist to establish, maintain and disseminate policies, standards
Communicates privacy |[communicated to third parties to whom P is disclosed Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
D6.1-POFL e prvacy Functional SubsetOf | Compliance & Resilience | GOV-02 10
P P Documentation
[Privacy policies and specific instructions or requirements for handiing Pl are N
Communicates privacy _|communicated to tird parties to whom Pl i disclosed IMechanisms exist to facilitate the implementation and operation of data
D6.1-POFL e prvacy Functional | Intersects With |  Data Privacy Program PRI01 protection controls throughout the data lifecycle to ensure all forms of 8
P P [Personal Data (PD) are processed lawfully, fairly and transparently.
PIis disclosed to third parties only for the purposes for which It was collected or EU GDPR Articies 19, 48
Discloses PI unly when  |created and only when implicit or explicit consent has been obtained from the Limiting Personal Data (PD) [Mechanisms exist to limit the disclosure of Personal Data (PD) to authorized
L appropriate data subject, unless a law or regulation specifically requires otherwise Functional " Intersects With Disclosures, PRIOL7 | 5arties for the sole purpose for which the PD was obtained. 8
PIis disclosed only to third parties who have agreements with the entity to
lprotect Pl in a manner consistent with the relevant aspects of the entity’s privacy
Discloses Pl only o [notice or other specific instructions or requirements. The entity has procedures in Information Sharing With [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
D6.1-POF3 appropiiate third parties |Place to evaluate that the third parties have effective controls to meet the terms | Functional | Intersects With A PRI07  |purposes identified in the data privacy notice and with the implicit or explicit 8
of the agreement, instructions o requirements. lconsent of the data subject.
Discloses information to|P1 15 disclosed to third parties for new purposes or uses only with the prior formation Sharim with [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
D6.1-POF4 third parties for new  |implicit or explicit consent of data subjects Functional Intersects With Third Pai nef PRI-07 lpurposes identified in the data privacy notice and with the implicit or explicit 8
purposes and uses lconsent of the data subject
[The entity creates and retains a complete, accurate and timely record of Mechanisms exist to document Personal Data (PD) processing activities that
lauthorized disclosures of PI to meet the entity’s objectives related to privacy. o g Dat Covers collection, receiving, processing, storage, transmission, sharing,
D6.2 N/A Functional Intersects With Pr;(‘:s’;j“ ‘ngi‘zs PRI-14  |updating and/or disposal actions with sufficient detail to demonstrate 8
9 lconformity with applicable statutory, regulatory and contractual
requirements.
Thfhent‘tvd tdrea:ES and r‘?t:l';‘s a mr‘ntr:“etﬂr (ﬂ:twaée a;'d Ume“v(rﬂ;ffd of [Mechanisms exist to provide data subjects with an accounting of disclosures
authorized disclosures of PI to meet the entity’s objectives related to privacy. of their Personal Data (PD) controlled by
D6.2 NA Functional | Intersects With | Accounting of Disclosures | PRI14.1 |°1 o0 Pereona Bava (°0) € 8
(2) Relevant third-parties that their PD was shared with,
[The entity creates and maintains a record of authorized disclosures of PI that s [Mechanisms exist to document Personal Data (PD) processing activities that [Article 19
lcomplete, accurate and timely, lcovers collection, receiving, processing, storage, transmission, sharing
D6.2-POF1 Creates and retains record Functional | Intersects With | oocumenting Data PRI-14  |updating andfor disposal actions with sufficient detail to demonstrate 8
9 lconformity with applicable statutory, regulatory and contractual
requirements.
[The entity creates and maintains a record of authorized disclosures of PI that s [Mechanisms exist to provide data subjects with an accounting of disclosures [Article 19
Creates and retains record |complete, accurate and timely. lof their Personal Data (PD) controlled by:
D6.2-POFL e e i recare Functional | Intersects With | Accounting of Disclosures | PRI14.1  |°1 o0 Perefna Bava (B0 € 8
(2) Relevant third-parties that their PD was shared with,
';hf E?tg‘/ UEB[ES‘ ﬂd”d fEtBtl"f‘S a isfé‘v‘eltﬂr HCC\:VELIE s"d meE‘V"fEC;m: ;I'( N Mechanisms exist to provide data subjects with an accounting of disclosures
etected or reported unauthorized disclosures (including breaches) of PI to mee of their Personal Data (PD) controlled by
D6.3 NA lthe entity's objectives related to privacy. Functional | Intersects With | Accounting of Disclosures | PRI14.1  |Cf o0 Perefna Bava (B0 € 5
(2) Relevant third-parties that their PD was shared with,
e entity creates and maintains a record of detected or reported unauthorized [Mechanisms exist to provide data subjects with an accounting of disclosures [Article 33 (5)
Creates and retains record |gicloguree of P tha complete, accurate and timely. of their Personal Data (PD) controlled by
D6.3-POFL of detected or reported Functional | Intersects With | Accounting of Disclosures | PRI14.1  |Cf o0 Perefna Bava (B0 € 5
unauthorized disclosures (2) Relevant third-parties that their PD was shared with,
[The entity obtains privacy commitments from vendors and other third parties
1o Houe access T 1 fo meet ne ety ojecties rlaed o prvacy The Data Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
D6.4 NA Aesesses those parties’ compliance on a periodic and as-needed basis and | Functional | Intersects With | for Contractors & Service | PRI-07.1  |other acquisition-related documents that establish data privacy roles and 8
Eakes corrective action,if neceseary Providers for contractors and service providers.
[PI s disclosed only to third parties who have agreements with the entity to FEU GOPR Aricles 26 1), 2,
lprotect Pl in a manner consistent with the relevant aspects of the entity’s privacy . i X 5 30 00 30, 41 (50,161, (00 (&),
Discloses Plonly to [10tice o other specific instructions or requirements. The entity has procedures in Information Sharing With IMechanisms exist to disclose Personal Data (PD) to third-parties only for the ()86 (1. o, (3 47 10049 1),
D6.4-POFL approprate third parties [Pace to evaluate tht the third partes have effective contrls to meet the terms | Functional | Ifersects With A PRI07  [purposes identified in the data privacy notice and with the implicit or explicit 8 @), 3)
of the agreement, instructions o requirements. lconsent of the data subject
PIis disclosed only to third parties who have agreements with the entity to FEU GOPR Aricles 26 1), 21,
lprotect P in a manner consistent with the relevant aspects of the entity’s privacy . § ) 5 10 00 30, 41 50, (6), (7). (&),
Discloses Plonly to[10tice o other specific instructions or requirements. The entity has procedures in Third-Party Risk IMechanisms exist to conduct a risk assessment prior to the acquisition or o 0 O 8 S
D6.4-POFL place to evaluate tht the third partes have effectve contrls to meet the terms | - Functional | Ifersects With TPM-04.1  [outsourcing of technology-related Technology Assets, Applications and/or 5 2. 3
appropriate third parties Assessments & Approvals o
of the agreement, instructions o requirements. Services (TAAS).
[The entity obtains commitments from vendors and other third parties with access| Mechanisms exist to require contractual requirements for applicable security,
to Pl to notify the entity in the event of actual or suspected unauthorized lcompliance and resilience requirements with third-parties, reflecting the
disclosures of PI. Such notifications are reported to appropriate personnel and Third-party Contract lorganization’s needs to protect its Technology Assets, Applications, Services
D6.5 NA lacted on in accordance with established incident response procedures to meet Functional | Intersects With Requirements TPM-05  [and/or Data (TAASD). 8
lthe entity’s objectives related to privacy.
[The entity takes remedial action in response to misuse of PI by a third party to Mechanisms exist to include "break clauses” within contracts for failure to
D6.5-POFL Remediates misuse of PIY lwhom the entity has transferred such information Functional | Intersects With Break Clauses TPM-05.7  [meet contract criteria for security, compliance and/or resilience controls. 3
Remediates misuse of Pl by | 11¢ ENtity takes remedial action in response to misuse of Pl by a third party to Third-Party Deficienc, [Mechanisms exist to address weaknesses or deficiencies in supply chain
D6.5-POF1 st Y lwhom the entity has transferred such information Functional | Intersects With cnedintion Y TPM-09  [elements identified during independent or organizational assessments of 8
s jsuch elements.
[A process exists for obtaining commitments from vendors and other third parties Mechanisms exist fo require contractual requirements for applicable security, [Article 33 (2)
Reports actual or suspected|to report to the entity actual or suspected unauthorized disclosures of PI. Third-Party Contract and resilience with . reflecting the
D6.5-POF2 hauthorized disclopures Functional | Intersects With Requirements TPM-05  [Groanization's needs to protect ts Technology Assets, Applications, Services 8
land/or Data (TAASD).
[A process exists for obtaining commitments from vendors and other third parties Mechanisms exist to ensure applicable security, compliance and resiience [Article 33 (2)
D6.5-POF2 Reports actual or suspected g report to the entity actual or suspected unauthorized disclosures of PI. Functional | Intersects with | Contract Flow-Down TPM-05.2  |requirements are included in contracts that flow-down to applicable sub- 8
unauthorized disclosures Requirements
lcontractors and suppliers.
[The entity provides notification of breaches and incidents to affected data N N
subjects, regulators and others to meet the entity’s objectives related to privacy. IMechanisms exist to address data breaches, or other incidents involving the
D6.6 NA Functional | Intersects With Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 8
lapplicable laws, regulations and contractual obligations.
[The entity provides notification of breaches and incidents to affected data Mechanisms exist to timely-report incidents to applicable;
subjects, regulators and others to meet the entity’s objectives related to privacy. Incident Stakeholder (1) Internal stakeholders;
De.6 R Functional | Intersects With Reporting IRO-10°15) Affected clients & third-parties; and 8
(3) Regulatory authorities.
[The entity provides notification of breaches and incidents to affected data Cyber Incident Reporting for| [Mechanisms exist to report sensitive/regulated data incidents in a timely
subjects, regulators and others to meet the entity’s objectives related to privac .
D6.6 NA i g y's obj privacy. | Functional | Intersects With | Qer ISt REPORRITorl  ro-102  [Mechan 8
[The entity takes remedial action in response to misuse of PI by a third party to Mechanisms exist to include "break clauses” within contracts for failure to
D6.6-POF1 Reme"'a;fr;';:;f;” PIBY lwhom the entity has transferred such information Functional | Intersects With Break Clauses TPM-05.7 | meet contract criteria for security, compliance and/or resilience controls. 3
[The entity takes remedial action in response to misuse of PI by a third party to [Mechanisms exist to address weaknesses or deficiencies in supply chain
D6.6-POF1 Remediates misuse of PI by yyhom the entity has transferred such information Functional | Intersects with | Third-Party Deficiency TPM-09  |elements identified during independent or organizational assessments of 8
hird parties Remediation ety
[The entity has a process for providing notice of breaches and incidents to EU GDPR Articles 12 (1); 33 (1),
Provides notice of beaches [affected data subjects, regulators and others to meet the entity’s objectives [Mechanisms exist to address data breaches, or other incidents involving the (2, (3). (4): 34 (1), (2), (3). (4)
D6.6-POF2 e related to privacy. Functional | Intersects With Data Breach IR0-04.1  |unauthorized disclosure of sensitive or regulated data, according to 8
lapplicable laws, regulations and contractual obligations,
[The entity has a process for providing notice of breaches and incidents to [Mechanisms exist to timely-report incidents to applicable: EU GDPR Articles 12 (1); 33 (1),
Provides notice of beaches [affected data subjects, regulators and others to meet the entity’s objectives Incident Stakeholder (1) Internal stakeholder: 2), (3), (434 (1), (2), (3), (4)
D6.6-POF2 and incidents related to privacy. Functional | Intersects With Reporting IRO-1015) Affected clients & third-parties; and 8
(3) Regulatory authorities.
[The entity has a process for providing notice of breaches and incidents to EU GDPR Articles 12 (1); 33 (1),
D6.6-POF2 Provides notice of beaches ffected data subjects, regulators and others to meet the entity’s objectives Functional | Intersects with | YDer Incident Reporting for| 561 5 [Mechanisms exist to report sensitive/regulated data incidents in a timely 8 (2, (3). (4): 34 (1), (2), (3. (4)
and incidents Felated to privacy. Sensitive / Regulated Data imanner.
[The entity provides data subjects with an accounting of the PI held and disclosure|
of the data subjects’ PI, upon the data subjects’ request, to meet the entity’s
lobjectives related to privacy. IMechanisms exist to provide authenticated data subjects the ability to
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access would
lbe disproportionate to the benefit offered to the data subject through
lgranting access;
(2) Obtain answers on the specifics of how their PD i collected, received,
’ lprocessed, stored, transmitted, shared, updated and/or disposed;
D6.7 NA Functional | Intersects With |Data Subject Empowerment|  PRI-06  [PTO°SsSed. Siored: ransmited, St 8
(4) Obtain the categories of their PD being collected, received, processed,
stored and shared;
(5) Request correction o thelr PD due to naccuracles:
(6) Request erasure of their P!
(7) Restrict the further couecung. Teceiving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
[The entity provides data subjects with an accounting of the PI held and disclosure|
of the data subjects: Pl. upon the data subjects' request, to mest the entity's Personal Data (PD) ’ IMechanisms exist to define and implement data handling and protection
pe.7 G bjectives ralated o privacy. g o 4 Functional | Intersects With Categories PRI-0S-7lrequirements for specific categories of sensitive Personal Data (PD) °
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Notes

[The entiyprovides data subiets with an accounting of the I hld and discosure iech o export a data subject’s available Personal Data (PD)
D6.7 N/A the data subjects’ PI, upon the data subjects’ request, to meet the entity" Functional | Intersects With | Personal Data (PD) Exports |  PRI-06.7  [MeCRBIISE &80 10 €XPOrt & A3t o e Srequeer, o Do ina 5
objectives related to privacy. readily usable format, upon an authenticated reques
[The types of Pl and sensitive Pl and the refated processes, systems and third lArticle 15 (1)
parties involved in the handling of such information are Identified
IMechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access would
lbe disproportionate to the benefit offered to the data subject through
lgranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
g Identifies types of Pl and § Iprocessed, stored, transmitted, shared, updated andjor disposed;
D6.7-POF1 A Functional | Intersects With |Data Subject BRL06 e e ey ot v oD 3
(4) Obtain the categories of their PD being collected, received, processed,
stored and shar:
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, transmitting,
lUpdated and/or sharing of their PD.
[Requests for an accounting of Pl held and disclosures of the data subjects’ Pl are EU GDPR Articles 12 (1), (3); 19
lcaptured, and information related to the requests is identified and communicated
lto data subjects to meet the entity’s objectives related to privacy. IMechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
shared, except where the burden, risk or expense of providing access would
lbe disproportionate to the benefit offered to the data subject through
lgranting access;
) 2) Obtain answers on the specifics of how their PD is collected, received,
Captures, Identifies and g
D6.7-POF2 Communicates Requests for| Functional | Intersects With |Data Subject PRI-06 :33"083;5:‘: tﬁ?;ﬁ(ﬁz:fgf{tﬁriﬁ;red updated and/or disposed; 5
Information (@) Obain the categories of their PD being collected, received, processed,
stored and shar:
(5) Request correction to their PD due to inaccuracies;
(6) Request erasure of their PD; and
(7) Restrict the further collecting, receiving, processing, storing, transmitting,
lUpdated and/or sharing of their PD.
No applicable SCF control
s7.0 Security for privacy N/A Functional | No Relationship NA NA NA 0 EU GDPR Articles 5, 24, 25, 30, 32,
35,45, 46
[The entity implements logical access security conrol software, infrastructures,
lauthentication mechanisms and related architectures and security configuration
controls over protected information assets to protect them from security \dentity & A Mechani + to facilitate the implementation of identification and
s A i and avents at Ight {ebul s anadingts access, aREraton Functonal | subsetor | ety & Access oy [Hechaniams oxst o facilas the mplementatonof anifcation an 10
or disclosure of that and to meet the entity’s privacy
lobjectives.
[The entity identifies, inventories, validates, classifies and formati - lArticle 30 (1), (2), (3), (@),
S7.1-POFL aniory o mformanon fassets. 1 eres, ventores. aldates, lassfies andmanages IGMEON 1 unctionai Subset Of Asset Governance AsT-1  [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to 10 e 0w @ 008
- Y limplement and manage asset management controls.
[The entity restricts logical and physical access to its information assets, including EU GOPR Articles 25 (1); 32 (1)
lcomputing and network hardware, application systems, data (at-rest, during
Iprocessing or in transmission), software, administrative authorities, mobile
Restricts logical and  |28yices; output, and offline system components are restricted through the use of IMechanisms exist to facilitate the implementation of enterprise-wide
57.1-POF2 Iveical aceeca ta bl [authentication and access control software and rule sets, and access to Functional | Intersects With |  Continuous Monitoring MON-01 e ol P! P 8
phy: linformation assets is logged and monitored based on defined access ing
authorizations.
[The entity restricts logical and physical access to its information assets, including EU GOPR Articles 25 (1); 32 (1)
lcomputing and network hardware, application systems, data (at-rest, during
Iprocessing or in transmission), software, administrative authorities, mobile
devices, output, and offiine system components are restricted through the use of ’ .
S7.1-POF2 Restricts iogical and fauthentication and access control software and rule sets, and access to Functional | Intersects With | ety & Actese 1aco1  [Yechanisms exist to faciitate the implementation of identification and 8
phy: linformation assets is logged and monitored based on defined access 9 g
authorizations.
[The entity restricts logical and physical access to its information assets, including EU GOPR Articles 25 (1); 32 (1)
lcomputing and network hardware, application systems, data (at-rest, during
Iprocessing or in transmission), software, administrative authorities, mobile
devices, output, and offiine system components are restricted through the use of ’ . .
S7.1-POF2 Restricts iogical and fauthentication and access control software and rule sets, and access to Functional | Intersects with | PPYsic3) & Environmental | pgq gy |Mechanisms exist to facilitate the operation of physical and environmental 8
phy: linformation assets is logged and monitored based on defined access P! 3 -
authorizations.
—TJPersons, infrastructure, network devices and software are identified and - : } lArticle 32 (1)
7103 Identifies and authenticates 3t o ot e privileges e vadated prior to granting access |  Functional Subset Of Identity & Access JAC.o1  |Mechanisms exist to facilitate the implementation of identification and 0
users lto information assets, whether locally or remotely. Management (IAM) Jaccess management controls.
[The entity considers and, when deemed necessary, uses network segmentation lArticle 32 (1)
) to restrict access within and between its internal network segments and external ) IMechanisms exist to ensure network architecture utilizes network
$7.1-POF4 Considers hetwork  |networks. Segmentation permits unrelated portions of the entity's information Functional | Intersects With "‘:“a“:;’o"s‘:i?,n'“;’;:;‘;’; NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
9 system to be isolated from other network segments. 9 (TAAS) to protect from other network resodrces,
[Points of access to the entity’s information assets from internal and external lArticle 32 (1)
lusers and outside entities and the types of data that flow through the points of
access are identified, inventoried and managed. The types of users an
S7.1-POFS Manages points of access [systems authorized to connect to each point of access are identified, Functional Subsetof | Network Security Controls | gpq) - |Mechanisms exist to develop, govern & update procedures to facilitate the 10
] P c (NSC) implementation of Network Security Controls (NSC).
lauthenticated and logged, and their activities within such systems are
Imonitored.
[The entity uses a combination of controls to restrict access to its information EU GDPR Articles 5 (1)(0, 32 (1)
lassets including data classification. The entity enforces logical separations of
data structures and the segregation of incompatible duties applies device
security hardening and security configuration policies, including activating
system service restrictions, IP address validation and ogical and physical access
a lcontrols to servers and network device communication ports. The entity also ety & A e . e it ¢ dont ;
estricts accessto  |uses updated access protocols to enable and enforce user and system sccess entity & Access lechanisms exist to facilitate the implementation of identification an
57.1-POF6 Functional | Intersects With 1AC-01 8
information assets restrictions, user identification, authentication and lo User access unets ! Management (IAM) laccess management controls.
Ibehavior monitoring controls. The entity administrates digital certificate software
tools to protect user communications and to enforce rules and policies for
information asset access.
[The entity uses a combination of controls to restrict access to its information EU GDPR Articles 5 (1)(0, 32 (1)
lassets including data classification. The entity enforces logical separations of
data structures and the segregation of incompatible duties applies device
security hardening and security configuration policies, including activating
system service restrictions, IP address validation and ogical and physical access
a lcontrols to servers and network device communication ports. The entity also oyl & & ! e . . e ohvsicaland !
estricts access to  |uses updated access protocols to enable and enforce user and system access ysical & Environmenta lechanisms exist to facilitate the operation of physical and environmental
57.1-POF6 Functional | Intersects With PES-01 8
information assets restrictions, user identification, authentication and lo User access unets ! Protections rotection controls.
Ibehavior monitoring controls. The entity administrates digital certificate software
tools to protect user communications and to enforce rules and policies for
information asset access.
[User and system dentification and authentication policy and procedure lArticle 32 (1)
" sentiication ang |F0UIrements are established, documented, managed, monitored and enforced dentity & A eeh o faciitate the implementation of dentiication and
¥ lanages identification and or users and systems accessing the entity’s information, infrastructure platforms entity & Access . lechanisms exist to facilitate the implementation of identification ant
S7.1-POF7 Functional Subset Of 1AC-01 10
authentication land network devices, application systems, data storage systems and utility Management (1AM) laccess management controls.
Software.
[The €ntity s stablished policies and procedures and techrlcal speciications EU GDPR Articles 5 (1)(0, 32 (1)
and for the sers and systems
orior £ granting logical access to nformation and data gbeut nternally and
lexternally managed infrastructure-based platforms, devices and software. The
lentity’s procedures for provisioning and restricting access help make sure that
systems and users are registered, authorized, documented and evaluated before
laccess credentials and privileges are established and implemented via the
! Manages credentials for _|network or from remote access points. User and system authorization and access Configuration Management 01 [Mechanisms exist to facilitate the implementation of configuration
57.1-POF8 infrastructure and software |credentials and privileges are removed and access is disabled when no longer Functional | Intersects With Program CFG01 | anagement controls. 8
required and when the infrastructure and software are no longer in use. The
lentity’s procedures require that system and user access credentials be
Iperiodically revalidated for continued business need.
[The €ntity s stablished policies and procedures and techilcal speciications EU GDPR Articles 5 (1)(0, 32 (1)
land for the sers and systems
orior £ granting logical access to nformation and data gbeut nternally and
lexternally managed infrastructure-based platforms, devices and software. The
lentity’s procedures for provisioning and restricting access help make sure that
systems and users are registered, authorized, documented and evaluated before
laccess credentials and privileges are established and implemented via the
! Manages credentials for _|network or from remote access points. User and system authorization and access Identity & Access g IMechanisms exist to facilitate the implementation of identification and
57.1-POF8 infrastructure and software |credentials and privileges are removed and access is disabled when no longer Functional | Intersects With Management (1AM) IAC-01 ¢ cess management controls. 8
required and when the infrastructure and software are no longer in use. The
lentity’s procedures require that system and user access credentials be
periodically revalidated for continued business need.
[The entity uses data encryption to supplement other measures to protect data in lArticle 32 (D)(a)
transit and at rest when such protections are deemed appropriate based on the N iitate the imol . "
lassessed level of risk. The entity administrates, maintains and manages its IMechanisms exist to facilitate the implementation of cryptographic
57.1-POF9 Uses encryption to protect | ryption key management systems and regularly backs up its key stores to Functional Subset Of Use of Cryptographic CRY-01 [protections controls using known public standards and trusted cryptographic 10
Inelp these remain available in the event of a key management system outage or [technologies
failure.
[Processes are in place to protect public and private encryption keys during Crytographic Key Mechanisms exist to facltate cryptographic key management controls to lArticle 32 (D)(a)
¥ jeneration, storage, use, deactivation and destruction. .
57.1-POF10 Protects encryption keys |d 9 Functional Subset Of ‘Managemen CRY-09 | otect the confidentiality, integrity and availability of keys. 10
[The entity uses antivirus and anti-malware software and requires that it be lArticle 32 (1)
implemented and maintained on all end-point devices connected to the internal
land external networks to provide for the interception, detection and remediation
lof malware. The entity also requires third-party service organizations to confirm
Uses antivirus and anti- _[that their users and systems that connect to the entity’s internal networks, Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
S7.1-POF11 malware software _|infrastructure systems, network devices, application systems and data storage Functional | Intersects With (Anti-Malware) END-04 |\ -licious code. 8
ldevices and information, also have active and currently updated antivirus and
lanti-malware protections.
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Notes

[The entity uses antivirus and anti-malware software and requires that it be Article 32 (1)
implemented and maintained on all end-point devices connected to the internal
land external networks to provide for the interception, detection and remediation
lof malware. The entity also requires third-party service organizations to confirm
Uses antivirus and anti- ~ [that their users and systems that connect to the entity’s internal networks, Automatic exist to update including
57.1-POF11 malware software _ |infrastructure systems, network devices, application systems and data storage Functional | Intersects With Signature Updates END-041  ignature definitions. 8
ldevices and information, also have active and currently updated antivirus and
lanti-malware protections.
[The entity restricts physical access to facilities and protected information assets
((e.g., data center facilities, back-up media storage and other sensitive locations) [Physical access control mechanisms exist to authorize physical access to
s72 NA lto authorized personnel to meet the entity's objectives Functional | Intersects With | Role-Based Physical Access | PES-02.1 |[YSIC8] 9°Cess Coio mechanisms &6t 0 8ories 8
‘The er;t\tv restrlcli Df:‘/ts\ca\bacc:ss to faﬂc\lltles and Pr:te{c;ed mforrtv\ati‘on assets’ Physical access control mechanisms exist to enforce physical access
.g., data center facilities, back-up media storage and other sensitive locations) lauthorizations for all physical access points (including designated entry/exit
7.2 A lto authorized personnel to meet the entity’s objectives Functional | Intersects With | - Physical Access Control PES03  Iooints) to facilities (excluding those areas within the facility officially 8
as publicly accessible).
[The entity has implemented policies and procedures that restrict physical access [Articie 5 (1)
to the entity’s data centers, office spaces, documents, work areas and facilities !
ased on an individual’s needs for access, prior authorizations from a facility or Physical Access Physical access control mechanisms exist to maintain a current list of
57.2-POF1 Managing physical access. [system owner, and after the identity of each individual has been established Functional | Intersects With el Ao PES-02  |personnel with authorized access to organizational facilities (except for those 8
rior to allowing access. lareas within the facility officially designated as publicly accessible)
[Processes are in place to remove physical access to facilifies and system [Mechanisms exist to authorize, control and track technology assets entering
57.2-POF2 Removes physical access |00 Emtes B e o longer reqires accocs. Functional | Intersects With Removal of Assets asTaL e ikt 8
[Processes are in place to periodically evaluate and re-validate (with the onyorcor o mech o maman Citor
Ongoing physical access [3ppropriate authorities) everyone's need fo physical access and to make Physical Access O e I e K 2 aent list o
57.2-POF3 9 rgngm‘{mmg uch access is consistent with the entity’s business needs and the g Functional | Intersects With horizatione PES-02 |personnel with authorized access to organizational facilities (except for those 8
Specific job responeibities. lareas within the facility officially designated as publicly accessible)
[Processes are in place to periodically evaluate and re-validate (with the
Ongoing physical access |2ppropriate authorities) everyone's need for physical access and to make Physical access control mechanisms exist to authorize physical access to
57.2-POF3 oG G Sccess s consisten withthe entiy' business s nd the dividuats Functional | Intersects With | Role-Based Physical Access | PES-02.1 [ YSIC8] 9°Ces Coo mechanisms &6ist 10 8ories 8
Specific jab responsibilties.
[The entity requires individuals to be issued a proximity badge and has
"“g:e"‘(?"‘(e“(‘r"@“:‘“y&”"""‘ "‘e""at"‘smsdma‘d’.eq“ge an '”“‘V'“‘(‘a' to [Physical access control mechanisms exist to enforce physical access
Internal physical access ~[2uthenticate their identity via proximity card reading devices prior to gaining lauthorizations for all physical access points (including designated entry/exit
57.2-POF4 Dy access o internallocatons within the entity's data centers office spaces, Functional | Intersects With | Physical Access Control PS03 e (el Shocs o Sm e T et 8
document storage location, work areas and environmental contrl ystem Kesignated as publicly acceseible).
[The entity has policies and procedures in place that address the physical
lprotection of information and system and data storage devices and removable
Physical protection of  [media. The policies and procedures include the handling and secure operation of Z:{;:,‘,?Z‘;f;::i;fglﬁ'g‘hy”;f;a;‘;g;iﬁf;;"'f;"(ﬂ?,[f,i;Zﬁ'@i‘;ﬁfgiwm
57.2-POF5 information on storage  [such devices, and their removal from service, the removal of information assets |  Functional | Intersects With | Physical Access Control PES-03 orizations yeical ac (including designated © 8
media residing on such devices and their eventual secured destruction. fointe) to facilities \excluding inose areas within the facilty officlally
- designated as publicly accessible).
[The entity has policies and procedures in place that address the physical
oyeical . [protection ofinformation and syster and data storage devices and removable
Physical protection of  [media. The policies and procedures include the handling and secure operation of
57.2-POF5 information on storage |such devices, and their removal from service, the removal of information assets |  Functional | Intersects With | Lockable Physical Casings | PES-03.2 [PhYsical access control mechanisms exist to protect system components 8
3 ffrom unauthorized physical access (e.g., lockable physical casings)
media residing on such devices and their eventual secured destruction.
[The entity has poficies and procedures in place that address the physical
lprotection of information and system and data storage devices and removable
Physical protection of  Imedia. The policies and procedures include the handling and secure operation of Physical access control mechanisms exist to enforce physical access to
57.2-POF5 information on storage  [such devices, and their removal from service, the removal of information assets | Functional | Intersects With | Access To Critical Systems | PES-03.4 [critical systems or sensitive/regulated data, in addition to the physical access 8
media residing on such devices and their eventual secured destruction. lcontrols for the facility.
[The entity has policies and procedures in place that address the physical
lprotection of information and system and data storage devices and removable
Physical protection of  |media. The policies and procedures include the handling and secure operation of Physical Security of Offi Mechamsmsteflstllo \dermfy sys;emhs Equllpment and[;efpeclwe onleratmg
57.2-POF5 information on storage |such devices, and their removal from service, the removal of information assets. Functional Intersects With | Physical security of Offices, | = peg g - (@VIONMeENs that reg physical access so that appropriate 8
o h o vl rvice, the removal of Rooms & Facilities physical access contrals are desighed and implemented for affices, rooms
residing on such devices and their eventual secured destruction. e fectltion
[AS part of the risk process, identifies [Article 32 (1)(0)
dentif a1 |[Preats that could impair the confidentiality., integrity and availabiliy of systems, ot &y mech o protect tan
lentifies environmental including threats resulting from adverse weather or the failure of physical access acility security mechanisms exist to protect power equipment and power
57.2-POF6 including 9 phy: Functional | Intersects With | Supporting Utilities PES-07 8
threats Control and environmental control systems, of from electrical discharge, firé and pporting lcabling for the system from damage and destruction.
water damage.
[AS part of the risk process, identifies [Article 32 (1)(0)
threats that could impair the confidentiality, integrity and availability of systems,
7.2-p0F6 Identifies environmental _lincluding threats resulting from adverse weather or the failure of physical access | Functional | Intersects With | Automatic Voltage Controls |  PEs.07.1 |FaCiity security mechanisms exist to utlize automatic voltage controls for s
threats lcontrol and environmental control systems. or from electrical discharge, fire and (critical system components.
water damage.
e o e s e G oty sty s e 1 1t o poverm emergney s e
ncluding threats resulting from adverse weather or the failure of physical access ) P
acing emergency shutoff switches or devices in close proximity to
57.2-POF6 'dg"“"gi:r’é‘;'[’;’"me“ta' ‘°’;“'°ga”“ enviranmental cantrol SYS‘E’“S' or from electrical discharge, fire and | ypctional | Intersects With Emergency Shutoff PES-07.2 |systems or system components to facilitate safe and easy access for 8
water damage. lpersonnel; and
(2) Protecting emergency power shutoff capability from unauthorized
lactivation.
[AS part of the risk process, identifies [Artice 32 (1)(0)
threats that could impair the confidentiality, integrity and availability of systems, Facilit
y security mechanisms exist to supply alternate power, capable of
57.2-POF6 dentifies environmental  lincluding threats resulting from adverse weather or the failure of physical access | Functional | Intersects With Emergency Power PES-07.3 |maintaining minimally-required operational capability, in the event of an 8
ontroland environmental contrl Systems, o from electrical discharge, fite and extended loss of the primary power source.
[AS part of the risk process, identifies N N [Articie 32 (1)(0)
dentif a1 |[hreats that could impair the confidentiality, integrity and availability of systems, Faciity security mechanisms exit to utize and maintain automatic
lentifies environmental lincluding threats resulting from adverse weather or the failure of physical access lemergency lighting that activates in the event of a power outa
57.2-POF6 including 9 phy: Functional | Intersects With |  Emergency Lightin PES-07.4 8
threats lcontrol and environmental control system& ‘or from electrical discharge, fire and uncti i ‘gency Lighting disruption and that covers emergency exits and evacuation routes within the
water damage. [facilty.
[AS part of the risk [Articie 32 (1)(0)
threats that could impair the confidentiality, integrity and availability of systems, Facilit . i
y security mechanisms exist to protect systems from damage resulting
57.2-POF6 dentifies environmental lincluding threats resulting from adverse weather or the failure of physical access | punctional | Intersects With | Water Damage Protection |  PES-07.5 [from water leakage by providing master shutoff valves that are accessible, 8
ontroland environmental contrl Systems, o from electrical dischargs, fite and working properly and known to key personnel.
[AS part of the risk process, identifies [Articie 32 (D)(0)
dentif a1 |[hreats that could impair the confidentiality, integrity and availability of systems, ech + to develop and k 2 catalos of avplicabt
: lentifies environmental lincluding threats resulting from adverse weather or the failure of physical access ¥ lechanisms exist to develop and keep current a catalog of applicable
57.2-POF6 threats Control and environmental control systems, or from electrical discharge, fire and | "Unctiona! | Intersects With Threat Catalog THR-09  finternal and external threats to the organization, both natural and manmade. 8
water damage.
[The entity restricts the transmission, movement and removal of information to
lauthorized internal and external users and processes, and protects it during IMechanisms exist to secure ad-hoc exchanges of large digital files with
s7.3 N/A ltransmission, movement or removal to meet the entity’s objectives. Functional | Intersects With Ad-Hoc Transfers DCHA7 internal or external parties. °
[The entity restricts the transmission, movement and removal of information to
lauthorized internal and external users and processes, and protects it during Transfer of Sensitive and/or Mechanisms exist o restrct and govern the tranfer o sensiive and/or
s73 NIA [transmission, movement or removal to meet the entity’s objectives. Functional | Intersects With Regulated Data DCH-25 | ulated data to 5
[The entity restricts the transmission, movement and removal of information to N N N
lauthorized internal and external users and processes, and protects it during Information Sharing With [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
s73 NA [éransmission, movement or removal to meet the entity s objactives. Functional | Intersects With o i PRI-07  [purposes identified in the data privacy notice and with the implicit or explicit 8
lconsent of the data subject
[Data Ioss prevention processes and technologies are used to restrict a user or EU GDPR Articies 45 (1), 46 (1)
Restrcts the abiiy to_[F/S1€'S abilty o exfilrate protected information. to execute data transmission, nutomated mech 1o implement Data Loss Prevention (DLP)
' estricts the ability to | move information stored logically or maintained in physical devices, or otherwise : utomated mechanisms exist to implement Data Loss Prevention o
57.3-POF1 perform transmission  [modify. view, reproduce or destroy such information. Functional | Intersects With | Data Loss Prevention (DLP) | NET-17 o jtact sensitive information as it is stored, transmitted and processed. 8
Uses encryption [Encryption technologies or secure communication channels are used to protect [Articie 5 (1)
hnologies by secure [data in transit and at rest, and communications of such data beyond the entity’s X
technologies or secure Jogical with physical c exist to protect the of data being
57.3-POF2 channels to are logical with physical access points, Functional | Intersects With [Transmission Confidentiality| ~ CRY-03  [CTYPo0rany 8
P ransmitted.
data
Uses encryption [Encryption technologies or secure communication channels are used to protect [Articie 5 (1)
technologies or secure  [data in transit and at rest, and communications of such data beyond the entity’s . " . e ot
57.3-POF2 channels to are logical with physical access points. Functional Intersects With | Encrypting Data At Rest CRY-05 VB exist to preven! Isclosure of data 8
protect
data
[Processes are in place to protect endpoint and mobile computing and personal
protects end point and _[PTOQUCtvity devices (such as laptop and desktop computers, servers, networking Endpoint b ech + to faciltate the implementation of Endooint b
rotects end point and  [and data storage devices, smart phones and tablets) that are used in computin; ndpoint Device lechanisms exist to facilitate the implementation of Endpoint Device
57.3-P0F3 9 PUting, | Functional | Intersects With END-01 8
mobile devices etworking, data storage and processing of the entity’s information assets Management (EDM) IManagement (EDM) controls.
[Processes are in place to protect endpoint and mobile computing and personal
lproductivity devices (such as laptop and desktop computers, servers, networking IMechanisms exist to utilize a centralized Unified Endpoint Device
57.3-POF3 Protects end point and  Jand data storage devices, smart phones and tablets) that are used in computing, | Functional | Intersects With | Uieq i’:ﬁgﬂ'}zg;‘ﬁ END-01.1  [Management (UEDM) solution that provides agent and/or agentless 3
Inetworking, data storage and processing of the entity’s information assets. 9 Imanagement of endpoint devices regardless of device location.
[Encryption technologies and physical (hardware) device protections are used for
lperipherals and removable data storage media (such as remote printers that IMechanisms exist to restrict removable media in accordance with data
57.3-POF4 Protects removable media sore sy generted ot Us prs,drves, remote U sorage devices and Functional | Intersects With | Removable Media Security | DCH-12 ~ [{iectinsme xist 10 festrict femovable e 8
ata back-up media), as appropriate.
s7.4 NA e et I 2l orms, against accidental disclosure due to natural Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
[The entity protects PI, in all forms, against accidental disclosure due to natural Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
S74 LI disasters and environmental hazards. Functional | Intersects With Protection DCH-01-2 processed andjor stored 8
[The entity has established policies and procedures that prevent, detect and react N N N [Articie 32 (2)
lto system outages, incidents and events that disrupt system processing, or Business Continuity [Mechanisms exist to facilitate the implementation of contingency planning
57.4.00F1 Continuity of physical and |rasults in the loss, accidental disclosure or unauthorized modification of the Functional Subset Of Managemant Systamn 8CD.01  |CONtrols to help ensure resilient Technology Assets, Applications andjor 10
environmental protections |entity’s Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business
(Continuity & Disaster Recovery (BC/DR) playbooks).
[The entity tests the effectiveness of the key administrative, technical and Mechanisms exist to regularly review processes and documented procedures
Iphysical safeguards protecting personal data, periodically and as required by Security, Compliance & lto ensure conformity with the organization's security, compliance and/or
s7.5 N/A lentity policy, or by relevant, applicable laws or regulations Functional Intersects With Res‘.,e,,yce ASSZSSWWS CPL-03 resilience policies, standards and other applicable requirements. 8
[The entity tests the effectiveness of the key administrative, technical and N Mechanisms exist to regularly review Technology Assets, Appiications and/or
Iphysical safeguards protecting personal data, periodically and as required by Functional Review Of [Services (TAAS) for adherence to the organization's security, compliance
S7.5 N/A lentity policy, or by relevant, applicable laws or regulations Functional Intersects With Serguﬂ:y. Corrév\lﬂtnc‘e & CPL-03.2 |andjor resilience policies and standards. 8
esilience Controls
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Notes

Considers different types of

[Management uses a combination of different ongoing and separate evaluations,
including system internal and exteral penatration testing. thrd-party

verifications and ing security control
[fameworks (NIST. COBIT, OWASP, etc.) and vendor and industry-specifc, and thel
entity's own defined technical specifications, security requirements and

Security, Compliance &

[Mechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

U GDPR Articles 24 (1), (3); 25
(3); 32 (1)(d), (3); 35 (8)

monitoring

Oversight

57.5-POF1 ongoing and separate cards (6.0., performing 150, PGl or Top certifications). and Functional | Intersects With | Resilience Controls cPL-02
evaluations linternal audit assessments to monitor the effectiveness of required Oversight
ladministrative, technical and physical safeguards.
of different ongoing and separate evaluations, Mechanisms exist to regularly review processes and documented procedures U GOPR Articles 24 (1), (3); 25
inclucing system intarnal and extsmal penetration testing, third-party to ensure conformity with the organization's security, compliance and/or (3); 32 (1)(0), (3); 35 (8)
verifications and ing security control resilience policies, standards and other applicable requirements.
Considers different types of [T2TEWOTKS (NIST, COBIT, OWAS, etc ) and Vendor and Industry-Speciic, and the
entty's own defined tchinical specifications security requirements and Security, Compliance &
$7.5-POF1 ongoing and separate ion standards (e.q., performing ISO, PCl or TSP certifications), and Functional | Intersects With | - pegijience Assessments CPL03
evaluations linternal audit assessments to monitor the effectiveness of required
ladministrative, technical and physical safeguards.
Incident management and system recovery testing is performed on a periodic [Article 32 (D(0)
lbasis to make sure the entity continues to be able to identify, evaluate and
respond to critical incidents. Testing includes: 1) the development and use of test|
scenarios based on the likelihood and magnitude of potential threats and known ’ . -
incident £y of system that might Impair system IMechanisms exist to formally test incident response capabilities through
57.5-POF2 and recovery [1ng o e i okomtin o ke Functional | Intersects With | Incident Response Testing |  IRO-06 realistic exercises to determine the operational effectiveness of those
testing Iperson availability; and 4) the updating of continuity and resiliency plans, [capabilities.
lprocedures and systems based on test results.
[The entity periodically tests the effectiveness of its business continuity and [Article 32 (D(0)
resiliency plans, procedures and capabilities to make sure that they continue to
lprotect the entity from the adverse effects of unplanned system outages or
amages thaf render systems and Information assets navailable or
lcompromised. Testing includes: 1) the preparation and execution of risk scenario
levents that consider the likelihood and magnitude of identified threats and
known vulnerabilities and system and process weaknesses; 2) the consideration echanisms exist o conduct tests andior exercses o evaluate the
Implement: i Plan Testi
57.5-POF3 c;’:@:'u“fy“;a"n“fngg lof system components that could impair system processing and information Functional | Intersects with | Contingency Plan Testing & gep 4 's effectiveness and the eadiness to execute
integrity and availability; 3) scenarios that consider the potential the plan.
impacts to key personnel availability; and 4) the update and revision of plans,
Iprocesses and systems based on feedback and lessons leamed from the resuts
of testing
[The continued confidentiality, completeness, integrity and avallability of the [Article 32 (1)(0)
Tes‘i\?g Coﬂﬁdfﬂtlatﬂyv enmy s sys[ems and back-up information is evaluated and confirmed on a Testing for Reliabilty & echani . inely test backups that verify the reliabilty of th
y completeness, integrity and esting for Reliability g lechanisms exist to routinely test backups that verify the reliability of the
$§7.5-POF4 availability of systems Functional | Intersects With Integrity BCD-1L.1 {72 ckup process, as well as the integrity and availability of the data,
and back-up data
e continued confidentiality, completeness, integrity and availability of the [Article 32 (1)(b)
Tes‘i\sg Coﬂﬁdfﬂtlat\wv " ity’s systems and back-up information is evaluated and confirmed on a Test Restoration U Mechan + to util ling of available backups to test
y completeness, integrity and |periodic basis est Restoration Using g lechanisms exist to utilize sampling of available backups to test recovery
§7.5-POF4 availability of systems Functional | Intersects With Sampling BCD-11.5 | 2 pabilities as part of business continuity plan testing.
and back-up data
Q8.0 Data integrity and quality N/A Functional | No Relationship N/A N/A N/A :;’t:fp““b'e SCF control
Th‘e entw%c{u\lenstar;‘d ma[lr;tamsbaccurate, rlehaté\e, up to date, complete and [Mechanisms exist to ensure the accuracy and relevance of Personal Data
relevant P to meet the entity’s objectives related to privacy. Personal Data (PD) Accuracy| (PD) throughout the information lifecycle b
Q8.1 NA Functional | Intersects With ety P02 [ O e and
(2) Remediating identified inaccuracies, as necessary.
individuals are informed that they are responsible for providing the entity with No appiicable SCF control
Q8.1-POF1 Communicates to data |accyrate and complete Pl and for contacting the entity if correction of such Functional | No Relationship NA N/A NA
subjects information is require
i s accurate and complete for the purposes for which it is to be used Hecharisme erst 0 nsure the accuracy and rlevance of Personl ata Article 5 (1@
y Ensures accuracy and Personal Data (PD) Accuracy| ’ ((PD) throughout the information lifecycle b
Q8.1-POF2 completeness of Pl Functional | Intersects With & Integrity PRI-05.2 (1) keeping PD up-to-date; and
(2) Remediating identified inaccuracies, as necessary.
PHis relevant for the purposes for which it is to be used. IMechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to
. (1) The purpose(s) originally collected, consistent with the data privacy
Q8.1-POF3 Ensures relevance of PI Functional | Intersects with | 29 Restictions of PRI05.4  |notice(s);
(2) winat i authorized by the data subject o authorized agent; and
consistent with applicable laws, regulations and contractual
Chigations.
No applicable SCF control
M9.0 Monitoring and enforcement] N/A Functional | No Relationship NA NA NA EU GDPR Articles 5. 22, 24,25, 32,
s,
[The entity implements a process for receiving, addressing, resolving and
communicatng he resoluton of nauries, complants and isputes from doto echanisms exis o maitain process to eficienty and effectulyresgond
t 1 laint: tions from authenticat
vo.1 WA Shiecives reated foprivacy. Coretions and other necessary actions rlated to |  Functional | Intrsects With |User Feedback Management| PRI06.4 [204eSts complaits, concerns or questons fom authenticated data
identified deficiencies are made or taken in a timely manner. Drocesses, stores, transmits. shares, updates and/or disposee.
[Data subjects are informed about how to contact the enfity with inquiries, [Articie 36 (4)
lcomplaints and disputes.
IMechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting
with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable
M9.1-POF1 Commuricates to data Functional | Intersects With Data Privacy Notice PRIL02 [statutory, regulatory and contractual obligations;
) (4) Define the scope of PD processing activities, including the geographic
locations and third-party recipients that process the PD within the scope of
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; and
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements.
[A process is in place to address inquiries, complaints and disputes. [Article 22 (3)
Mechanisms exit to maintain a process to effciently and effectively respond
Addresses inquiries, lto requests, complaints, concerns or questions from authenticate
M9.1-POF2 complaints and disputes Functional | Intersects With |User Feedback Management| ~ PRI-06.4 |g,p.0cts ahout Personal Data (PD) the organization collects, vecewes,
lprocesses, stores, transmits, shares, updates and/or disposes,
[Each complaint is addressed and the resolution 1s documented and
Documents and lcommunicated to the individual Mechanisms exit to maintain a process to effciently and effectively respond
; ’ lto requests, complaints, concerns or questions from authenticate
M9.1-POF3 ‘communicates dispute Functional | Intersects With |User Feedback Management| ~ PRL06.4 |10 [S04EStS, SOmPIIGS, Concens of duestions flom suinenticared dat
lprocesses, stores, transmits, shares, updates and/or disposes,
[Compliance with objectives related to privacy are reviewed and documented and N
Documents and reports _the results of such reviews are reported to management. If problems are IMechanisms exist to document and review instances of non-compliance with
M9.1-POF4 dentified, remediation plans are developed and implemente Functional | Intersects With | Non-Compliance Oversight | CPL-0L.1 [statutory, regulatory andjor contractual obligations to develop appropriate
compliance review results o ot mesions
Docaments and reporte _|TSEANCES Of RonCompliance With objectives related to privacy are documented Mechanisms exist to document and review nstances of non-compliance with
M9.1-POFS Inoocuments and reports o [2nd reported and, if needed, corrective and disciplinary measures are taken ona | Functional | Intersects With | Non-Compliance Oversight |  CPLOL.1  statutory, regulatory and/or contractual obligations to develop appropriate
pliance imely basis risk mitigation actions.
(Ongoing procedures are performed for monitoring the effectiveness of controls Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls
M9.1-POF6 Performs ongoing lover Pl and for taking timely corrective actions when necessary. Functional | Intersects With Resilience Controls CPL-02  [oversight function that reports to the organization's executive leadership.
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