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revised point-of focus 2022 Priorize the use of resources.
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[revised-points-of-focus-2022 lanagemer [requirements.
For pecitc requrement et buy 3 Tcensed copy of th Focal Document ot IAormated mecharTam eXst o certrally-monitor and sert on the operatin St 3nd
ALLPORL Measures Current Usage |t Functional SubsetOf | performance Moritoring | CAP.04 |heaith status of cricl Technlogy Assets, Appicaions andior Services (TAAS) 10
revised-points o ocus 2023
Forspeifc. requremen detals buy 3 Tcensed copy of e Focaloocument ot Wechanisms exit to Conduct Capaciy planting 5o hak necessary Capachy Tor
ALLPOR2 Forecasts Capacity |t Functonal equal Capacity Planning AP o3 |mormaton procesein, escomminaton an emvranmantalSppore i extaurng | 10
revised-points-o ocus-2027 [ontingency aperation
ores Cranges Sased o [FO DECINE requement detals buy  censed copy of e Focal Document Capacity & Performance e o 7amht;te o Trpermertalan of sty rarageTe G e
ALLPOFS hanges & i : Functional Subset of clty & Perform apor erformance and antcpat 10
[revised-points-of-focus-2022 lanagemer [requirements.
echnfans et o e o et o oo oy oy o o
Forspcitc rqurement detas buy a ensed copy ofthe FocolDocument ot Gusiness Continuity heip ensure resient Technoloay Assets, Aplications an/or Serices (TAKS) (e
AL2 NIA Functional Subset Of Management System BCD-01  IContinuity of Operations Plan (COOP) or Business Continuity & Disaster Re(nvevy (BC/DR) 10
et pome s ot 3083 (ocs) ot
For specihe requirement detal, buy 3 icensed copy of the Focal Document at Wechaniems exit o SSEablh an alemate Storage Sie That Tncludes borh e a5sets and
ma2 A it : Functional | Intersects With | Alemate Storage Ste | BCD-08 |necessary agrecments to permit the storage and recovery of ystem backup iformation.| 5
revised-pointsof focus-2022
For Specificrequirement detals buy 3 Tcered copy of the Focal Document ot PoT—— WechanTsms Gxt Lo Separate T SNemate Storage S from The primary Storage S 1o
Al2 N/A Ihtt; - Functional Intersects With P St rimary BCD-08.1  [reduce susceptibility to similar threats. 5
[revised-points-of-focus-2022 rage Site
For specific requirement detals buy 3 Tcersed copy of the Focal Document ot PR——— WechanTsms &xt 10 TGEnTTy 3nd mNGate potental SCCessIbTy problems to T
a2 NA e - 0 Functonal | Itersects With ary Storage BCD-08.2 [slernate storage sites i the event of an area-wide diruption or disaster 5
[revised-points-of-focus-2022 \ccessibllity
Forspciic requremert deal oy Tcersod copy o Faea Docmant o WechanTsms ext Lo SsabTah an aTErnate processing Se That rovIdes Securty
a2 NA Functional | Itersects With | Atemate Processing Site | BCD-09 | measures aunvalent t tha of the primary e 5
Fevsed pons ot ot 3085
For specific requirement detals buy 3 Tcersed copy of the Focal Document ot P ——— e Gt o Sepaate o St racenng e o B Ty pacesang
AL2 N/A Ihtty - d/201° Functional Intersects With s ‘Processing Site Y BCD-09.1 [site to reduce susceptibility to similar thre: 5
[revised-points-of-focus-2022 i
For specic requirement detal. buy 3 licensed copy of the Focal Document at. PSS Wechanisms ext Lo GErTiy 3nd AGate potental Sccessiby problems to e
AL2 N/A Ihtty ¥ Functional Intersects With e it 9 BCD-09.2 [alternate processing sites and possible mitigation actions, in the event of an area-wide 5
revised-points-of-focus-2022 \ccessibility |disruption or disaster.
For specific requirement detals, buy 3 Icensed copy of the Focal Document ot Wechanisms exit to aGdress prorty-oF Sevice provisns T aRerate processing and
AL2 NIA Ihtty ¥ Functional Intersects With "“e'"e‘ess‘le Priority of | gep 093 smrage sites that support availability requirements, including Recovery Time Objectives 5
[revised-points-of-focus-2022 ervice |(RTOs).
Forpocic requremert Geal by 3 Tcerzad copy o Faca Docmant o Wechanisms ext o reduce the TKehood of 8 Sgie pont of falre Wit pimary
a2 NA Functional | Intersectswin | Telecommunication aco-10 services 5
rewsed i-points-of-| v’a(us 2022 Y
Forspecifc. requremet deals buy 3 censed copy of e FocalDocument ot p— Wechanisms ext to Tormalle primary and SRermare tlecommunicaions Service
AL2 NIA Functional Intersects With re'e";’s ! ‘g"“"s Priority| gcp.10.1  [agreements contain priority-of-service provisions that support availability requirements, 5
rgwsed -points-of-f !c:us 2022 of Service Provisions lincluding Recovery Time Objectives (RTOs).
Wechanisms ex/t To reate recurrng backups of ata, sfbware andlor Syatem mages,
EZ’ specific requirement details, buy a licensed copy of the Focal Document at: [as well as verify the integrity of these backups, to ensure the availability of the data to
AL2 NA ¢ Functional Intersects With Data Backups BCD-11  satisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs). s
Fevised-points o facus 2023
For specific requirement eals, buy 3 Tcensed copy of the Focal Document ot Wechanisms ext t oukinly st backups Tt very the ety of e Backup
Al2 NIA Ity < Functional Intersects wigh | Testing for Relebiity & 1 gep111 |process, as well as the integrity and availabilty o the data 5
[revised-points-of-focus-2022 Integrity
For specific requirement detals, buy 3 Icensed copy of the Focal Document at Wechanisms exit o Store backup Coples of CRIcl software 37 GEher Secury Telated
A2 i : unciora | e wan (SS9 S0 GRG0 it v et iy o e v oraner kot oot i s
[revised-points-of-focus-2022 Information [the system being backe
For specific requirement detals buy 3 Tcersed copy of the Focal Document ot Fiechares et ramage et oG cartraled rd gty
a2 NA e - 0 Functonal | Itersects With Recovery Images | BCD-11.3  protected images that représent a secue. operatonai t s
revised-polnts-o ocus:2023
For spciic requremert deal by Tcersodcopy o Faea Docmant o [Cryptographie mechanisms exit o prevent The unauthorized iclasure andlor
a2 NA Functional | Itersects With | Cryptographic Potection | BCD-11.4 [mdiication of backup information 5
et pons ot ot 3085
— WechanTsms exit o Gnsure The SSCUre ecovery and FeconsERution of Techalogy AGsets
1 specifc requi s, buy a I v nology A lappications andior Sences (TAAS) £ 8 known stte afer  diruptin, compromise or
For specitc requirement detls, by  censed copy ofth FocalDocument at ropienclooy dsses, | Jopic
ma2 A it Functional | ntersects win _ |APPlcatons andlor Services| g1 s
revised-points-of-focus-2022 ecovery
Reconsutution
For specific requirement detals, buy 3 Tcensed copy of the Focal Document at Wechanrsms ext o WTZe Specalzed backup mechanrsms That Wil ow Fansaction
a2 A i : Functional | Intersects With | Transaction Recovery | BCD-12.1 |[ecovery fo ransaction-based Technology Asset, Applications andior Services (TAAS)n| 5
revtsecoints of focus 2023 [ccoraance with Recovery Point Gbjectves (RPOS).
For specific requirement detals, buy 3 Tcensed copy of the Focal Document ot echanlsms existto Implement real o near.real e Falover Capablty T marmtaln
ma2 A it : Funcionol | ntersectswWith | Fallover Capabilty | BCD-12:2 [oualablly f rical Techmology Asser. ApPIcatons, Services andor bata (FAASD) s
revisec-ponts of focus 202
For specific requirement detals, buy 3 Icensed copy of the Focal Document at Wechanisms exit to Tactate T aparaton of physical and enviranmental prtection
ma2 A . : Functional | itersects witn | PYSical §Environmental | peq o, cantrals s
revised-points o ocus-2022 rotect
For pocii requremert Geal by 3 Tcersad copy o Faea Docimant o FoclTty Secarty TechanTSms GRE 5 protect power eaupment and power CabTng or the
a2 NA o200 Functional | ImersectsWith | Supporting Utities | PES-07 |system from damage and destruction 5
et pont ot ot 3083
For spciic requremert deal by 3 Teerzad copy o Faea Docmant o FocTTty Secarty mechanTsms et o W& Sutomatic voRage ControlsTor rcal systerm
n2 NA i G ensith- Functional | Itersects With | Automatic Vottage Controls|  PES-07.1  |components s
revised-pointsof focvs 2022
Py Secuty mchanfams e o Ut o e rrgerey SEaster &
(8 oy tmbgeney St antenc el cnt oyt o
ponents t facitate saf and easy access or and
[For specific requirement details, buy a licensed copy of the Focal Document at: Y. " perse
aL2 NA ¥ Functional Intersects With Emergency Shutoft PES-07.2 5 Frovecung emergency power Sntof apabiy for unasthoned activation 5
Fevised-pointso ocus 2022
Fnr specific requirement details, buy a licensed copy of the Focal Document at: [Facility security mechanisms exist to supply alternate power, capable of maintaining
m2 A Functional | Intersects With | Emergency Power | PES.07.3 | minimll.required aperational capapily. i the event of an eviended 1o o the prmary| 5
et pomeat ot 3083 power source
For specifc requrment deals buy 3 censod copy of e FocalDocument ot Facly Secuty mchas T U 300w Skomat Sreroeny TOMing
ma2 A Functional | ImersectsWith | Emergency Lighting | PES.07.4 |{hat actvates n he event of  power autage o clruption and tha overs emergency 5
fevrsed pons ot ot 3083 Jexits and evacuation routes within the faciy
For speciic requremert detals uy  Icened copy of the Foca Documert ot Faclty secarity rechanlsms exit o protect systems rom darmage resdling rom water
m2 A Functional | Intersects With | Water Damage Protection | PES-07.5|leakage by providing master snutoff vaives that re accessioe, working properly and s
oot pont of ocus 3023 own t key personne
For specific requrement detals, buy 3 Tcensed copy of the Focal Document at Facity Secarty mechanfsms e¥t o Uze and maltain fire SUppression and detection
m2 A i ‘ Functional | itersects With Fire protection PES.08 |devicesisystems for th system that are S.pported by an independent energy source. 5
revised point-of focus 2022
For specific requirement detals, buy 3 Icensed copy of the Focal Document at Focity securty mechanlsms exk o iz and malnaln fire detecton GevicesTsystems
M2 A f : Functonal | Itersects With | FireDetection Devices | PES-08.1 [{hat actvate automatcally and notfy rganizational personnel and emergency s
revised-points o focus-2023 esponders inthe event of 3 fr
For specific requrement detals, buy 3 Tcensed copy of the Focal Document at Facity securty mechanTsms exE Lo Uze e SUppreion devicesSyster that
a2 A i ’ Functonal | itesects it | Fire Supprssion Devies | PES.03.2 provde utomatie nobficaton ofay acvain s argaizatona prsomnl and 5
revtsecpoints of facus 2023 Jemergency respons
For specific requirement detals, buy 3 Tcensed copy of the Focal Document ot p———— [Facity Securty mecharisms exit o maimtain and monor femperature and hamidy
A2 A & : Functonal | ntersectswi | TEMPerature SHUMIGY | pes oo [vls i the ociny s
revisedponts o ocus 2023
For spciic rquremen detals by  Tcened copy ofthe Foca Document ot p—— FocTTty Securty mechanTsms S¥t To Tigger am aarm of moufcaton of emperatare and
AL2 N/A Functional Intersects With loni ”N”’;Q"W‘! larms / PES-09.1  [humidity changes that be potentially harmful to personnel or equipment. 5
vev\sed -points-of-f Vocus 2022 otifications
For specic requirement detal. buy 3 icensed copy of the Focal Document at P ety echantme et e oo races ol o
m2 N i .’ Functinal | Inersects With | Delivery & Removal |  PES.10[such 2 delvery and loading areas and ather ponts 0 avaid unauthorized acce: s
revised points.of focus 2022
For speiic requremert Geals uy 3 Tcanad copy of T Foca Documert ot PPy ety AT et o e SppropTat ransoRan, operaEeral a0
m2 A Functional | imtersects With | Atemate WorkSite |  PES-11[technical controls at lternate work s s
Fevsat o of ocus 3023
For specific requirement detals, buy a censed copy ofthe Focal Document ot P, FrysTcaTSecurty mechanTsms Gxt o Tocate System Companents Wi T Tacly To
a2 NA i - Functional | Intersects With auipment Siting PEs-12 |minimize potentlGamage fom pysical and nvionmertal hzards and to miize s
[revised-points-of-focus-2022 rotecti e opportunity for unauthorized a
For speciic requirement detal, buy a icensed copy of the Focal Document at formation Leakage Due 1o Facity securty mechanisms exiat o protect e system from Iformation Teakage due to
ma2 A it : Functional | Itersects With | Elecromagnetic sanals | PES-13 |electzamagnetc sgnals emanations s
revisecpoints of facus 2023 Emanations
For specificrequirement detals, buy 3 Tcensed copy of the Focal Document ot " PPy oty e o4 o oy S somt Hecamaonee oze
M2 A i : Functonal | ntersects witn [FIecromagnetic Pulse (EUP)  peg 5 {ENp) damage for systems and system componen s
[revised-points-of-focus-2022 rotectior
For spciic reuremer deal uy 3 Tcened copy of T Foca Documert ot echanrsms exit o Gantiy and Gocumen ks, both Tternal and extermal
ma2 A Functonal | Itersectswith | Risk idenification Rsko 5
Fevsat pons ot ocus 3023
o Gt ondic g SssEemerts o Tt ot e elhood
For specific requirement detaif, buy alicensed copy o the Focal Document at e e e Kt Includes
A2 NA - Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Awhtatmns‘ 5
revised-points-of-focus-2022 [Services and/or Data (TAASD).
et o7t Tl e Frolemenat of Gy Aoy ot
dentites For specic requirement detls, buy  Icensed copy of the FocalDocument ot Business Continuity help ensure resient Technology ASsets, Appications and/or Services (TARS,
A1.2-POF1 Threats ¢ Functional Intersects With Management S, BCD-01  |Continuity of Operations Plan (COOP) or Business Continuity & Disaster Re(nvery (BC/DR) 3
revisedpoints o ocus 2023
playbooks
Cdontes Srvronmanta[FoT SPeCIC requirement detals, buy a censed copy of the Focal Document at P — Wechanisms exit to Tactate e aparation of physical and enviranmental protection
AL2PORL s Envir it : Functonal | ntersects With 1 & En veso1  [contras s
[revised-points-of-focus-2022 rotections
Forspeciic requremert Geal uy 3 Tcencd copy of the Foca Documert ot Wechanrsms exit o aciEate T implementaton of Srategi, aperatonal and Tacial
s Envi
AL2POFL Identifs Environmental Functional SubsetOf | Risk Management program | RSK-01 sk management controls 10
Fevset pont ot ocus 3003
For specificrequirement detals, buy 3 Tcered copy of the Focal Document ot echanrsms ext o Gentiy and Gocument ks both Tternal and exermal
s Envi
AL2POFL dentifies Environmental |4 ‘ Functional Equal Risk dentifcation Rska 10
revised-points-o ocus-2027
Wechanisms ext to acEate T mplementationof Cortingency paming Controls o
For specifc requirement detals, buy  lcensed copy o the Focal Document ausiness Continuity e o e o TR
AL.2-POF2 Designs Detection - Functional Intersects With Management System BCD-01 Ccntmulky of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) 5
revised-points-o ocus 2022 Comtnal)
For specific requirement detals, buy » censed copy ofthe Focal Document at Wechanrsms ex7t o acTEate T aperaton of physical nd enviranmentl provection
AL2POR2 Designs etection y Functional | itersecswin | PPYSCal & Environmental | peq.o)  conirols s
revised-polnts-o ocus-2023
For specic requirement detal, buy a icensed copy of the Focal Document at Foclty Secarty mechanTsms SXt o maiaim and montor ermperature and RUrmay
AL2POF2 Designs Detection y Functional | Intersects with | TEPerAUre & HUMAY | pes.9  fevels within the faclty. s
[revised-points-of-focus-2022 ontrols.
For specic requrement dtar by = e copy of e Focal Document pP— FociTty Securty mechanTsms e¥t To Tigger am aarm of moufcaton of emperatare and
AL2POR2 Designs Detection Functional | ntersects witn | Montering with Alarms /| pe g1 nimidity changes that be potentially harmiul to persomnel or equipmen 5
revised-points-of-focus 2022 otifications
Wechantsms exit to Tacltate e mplementaton of ortingency panning Controls o
Implements and Maintains For specic requirement deais, buy a cense copy of the Focal Document at Business Continuity help ensure resient Technology Assets, Appications and/or Servies (TAXS) (¢
A1.2-POF3 Protection |htt; - Functional Intersects With Management System BCD-01 Cemmull’y of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR) 5
Mechanisms | revsed-points-of focus 2022 Continuty,
Tmpiements and Waintain [Fo speciic requiremant Getas, buy a Icensed copy of the Focal Gocument at e — Wechanisms ext o aclEate T aperation of phySIcaT and Enviranmental protection
A1.2-POF3 Protection  |htty -« Functional Subset Of v Protection: PES-01  [controls. 10
Mechanisms [revised-points-of-focus-2022 otections
e ST ot e et o ey g e o
mplements Alristo 9 SPECTCrequrement deals buy a lcensed copy o the FocalDocument at Business Continuity help ansure resient Technology Assets, Appicaions and/or Servces (TARS) (e
AL2:-POF4 ‘Analyze Anomalies Functional Intersects With Management System 8001 |Continuity of Operations Plan (COOP) or Butineas Continuty & Disester Recovery (BC/DR) s
et pom st ot 3083 sy Contnuty
orSpecific requirement detals, buy 3 censed copy of the Focal Document a Wechanisms exit to Tacltate e aparation of physical and enviranmental protection
AL2poFa et Aets o o comresoursestiommiend a0 L) s cemiescrtenion Functional Subsetor | Physical & Environmental | peg o7 fcoirol, " " " 10
ooiyze Anomales. [P icpacima cony Protections
mements mers o For specific requirement detals, buy 3 censed copy of the Focal Document at e FocTty SSCarity mechanisms ext o maiaim and montor Termperature and humiaiy
AL2p0Fa mplements Alertsto - [(, y Functional | tersects win | TemPerature & Humidiy | peg.oq evels within the facity s
v [revised-points-of-focus-2022
p— For Specifc. requrermen detals buy 3 censed copy of e FocalDocumert ot Faclty security mechanlsms Gxkto Tigger am alarm or mobfcaton of temperature and
R mpements At o Functonal | ntersectswitn | MONring wth Alams | e o0 3[Rk ShanGe tht be ptentialy harmil o persomnl or eqipment s
W rewsed -points-of-f ﬁxus 2022 ificatic
EETTs SCat e e et o GG DR o o
Responds to Enanmenta & Seciic requrement detals, by aicensed <opy of e Foce Documet st ausiness Continuity T e st o ot e TR
A1.2-POF5 Threat Events. Functional Intersects With Management System BCD-01 Ccntmulky of Operations Plan (COOP) or Business Continuity & Disaster Re(uvery (BC/DR) 5
v, -points-of-focus-2022 (BCMS) Iplaybooks).
Wechanisms ex7t o Tmplament 3 Gover processes and Gocumentalon to aciate am
Forspecifc requirement detas, buy a lcensed copy o the Focal Document B
AL2POFS Responds o Envron y Functional Subset of Incident Response Ro01 (o or and data 10
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revised-points-of-focus-2022

Responds to 1) Prepar
ALZ-POFS Threat Events. Functional Intersects With Incident Handling 1R0-02 (1) A Emated event detecton or manual incident report intake; s
et o aF ot 3053 (2) Anaiyas:
Responds to For specifc requirement details, buy alcensed copy o the Focal Document at a6 earonmentat [Fechanisms exs o acate e operaton of pysica and envionmental provecion
A12:POFS P v It Functional Subset Of ot PES-01 10
revised-points-of-focus-2022
Mechanisms exist to faclitate the implementation of contingency planiing controls to
Communicates and ReviewsFor specifcrequirement detais, buy a lcensed capy of the Focal Document at Business Continuity Inelp ensure resilient Technology Assets, Applications andjor Services (TAAS
AL2-POF6 etected it < Functional Subset Of Management System BCD-01  |Continuity of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)| 10
Threat Events revised-points-of-focus 2022
lplaybooks)
Mechanisms exist to faciitate the operation of physical and environmental protection
Communicates and Reviews forspecic requirement detls buy  Icensed copy ofthe FocalDocument ot physical & Environmental lcontrale.
A12:POF6 Detected Functional Subset Of N PES-01 10
Threat Events et o s iste 3053
ALZPOFT e e [https /Twerw alcpa-cima com/resources/download/20 17-trust services-criteria-with- Functional Subset Of Data Protection DCH-01__|Mechanisms exist to facilitate the implementation of data protection controls. 10
ific requir is, buy a i Mechanisms exist to protect sensiive/regulated data wherever It is processed and/or
zror Determines Data Requiring [ SPECc requirement detais, buy a lcensed copy ofthe Focal Document at ronctonat rsects i | sensiive  Reaulted 00 | ocrans e E req E T .
Backup unctional ntersects Wi Protection
revised-points-of-focus 2022
Mechanisms exist to create recurring backups of Gata, software andjor system images.
Determines Data Requiring [FOF SPECific requirement details, buy a licensed copy of the Focal Document at: Jas well as verify the integrity of these backups, to ensure the availabilty of the data to
AL2-POFT ‘Backup s Functional Intersects With Data Backups BCD-11  catisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS| s
revised-points-of-focus 2022
or specifc requrement detas buy  icensed copy ofthe Focal Document Mechanisms exist to faciitate the operation of physical and environmental protection
AL2-POF7 Determines Data Requiring [FCr *Pecific rea t detalls, buy a licensed copy of the Focal D Lo Functional Intersects witn | Physical & Environmental | pec o0 [control P phy P s
Backup unctionl ntersects Wi Protections
Fevecd ponts ot iotue 3052
Mechanisms exist to Create recurring backups of Gata, software and/or system Images,
For specifc requirement detal, buy alicensed copy o the Focal Document at Jos well as verify the integrity of these backups, to ensure the availabilty of the data to
AL2-POFB Performs Data Backup Functional Intersects Wit Data Backups BCD-11 fcatsfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS). s
e b aFiotue 3053
For specific requirement details, buy  lcensed copy ofthe Focal Document ot Vechaniams exit to establish an alternate storage site that includes both the assets and
AL2POFO Addresses Offsite Storage [t Functional Intersects With | Altemate Storage Site |  BCD-08 [necessary agreements to permit the storage and recovery of system backup information. s
revised-points-of-focus-2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at P— Mechanisms exist to store backup coples of Critical software and other securlty Telated
AL2:POF9 Addresses Offsite Storage [htt - Functional inersects itn [SePOt6 Sorage ar ANl 112 fnformaion i  sparat faciiy or i  re-ated contanr that s nt colocated wich 5
revised-points-of-focus 2022 jthe system being backed uj
For specifc requrementdetas bu o Icensed copy ofthe FocalDocumert ot rameter o Aear Pachartans ot e Becog GuE o e SEwats sorage T A T s
AL2:POFO Addresses Offie Storage |ht Functonal | Intersects With ransferto Aemate | gy capable of meeting both Recovery Tme Objectives (RTOS) and Recovery Pont Objectives| 5
revised-points-of-focus-2022 9 ("pOs)
[For specific requirement detalls, buy a licensed copy of the Focal Document at - WMechaniams exist to facitate the operation of physical and environmental protection
L2p0r Addresses Offsite torage [t - Functional | inersects wien | PPYSial & Environmental | pec.o;  fconir s
revised-points-of-focus 2022
Mechanisms exist to faciltate the Implementation of Contingency planiing Controls o
Implements Attenate [ PECifC requirement detal,buy alcensed copy ofthe Foca Document a: Business Continuity Inein ansure resifiens Technology Asacte, Applications anclor Services (TARS) (e
AL2:OF10 Processing Functional Subset O Management System | BCD-01 | coninuty o Operations Plan (COOP) o usiness Coninity & Disaster Recovery (3C/oR) 10
e pone aFiote 3053 playbooks)
- . For specifc requrement detals buy 3 Tcensed copy ofthe Focal Document o Fiecharisms ext o el an aeimate processng st ot povides secury
AL2p0F10 mplements Aterate Functonal SubsetOf | Atemate Processing Ste |  BCD.09 [Teasures eaumalont o ha of the prmary 51 10
9 et points-of-focus:2022
Fecharisrs ot o facliate e mperertalr of conrgery g corrls
Considers pata _|FOr Specific requirement details, buy a licensed copy of the Focal Document at: Business Continuity elp ensure resilient Technology Assets, Applications and/or Services (TAKS) (e
AL2-POF1L X Functional Intersects With Management System BCD-01 Conlmmly of Operations Plan (COOP)or Business Continuity & Disaster Recovery (BC/DR)| s
revised-points-of-focus 2022 Saybo0ks)
Mechanisms exist to [dentfy:
(1) Assumptions affecting ik assessments, sk response and risk monitaring
For specific requ\rement details, buy a licensed :Lwy of the Focal Document at: 2) Cﬂnstramts affecting risk asSESSmE"tS, risk response and risk monitoring;
mavorn o | s | wscramng | nscos (3ot e e commsonore |
Y vev\sed -points-¢ cHocus 2022 forit : : Y ‘ganizati 9ing ri
R Consders Data [ SPeCiC equiremert detals buy 3 censed copy of the Focal ocumert 3t o e | g nestience | congn g |PECTTOTS SX8L @ sheve fesence equiamerts ol ond savrse stuators. A
Recoverabily |pS i o e o equirements
Comsiders Data __|For speciic requirement detalls, buy 3 licensed copy of the Focal Dacument at Fechariams exxto develop and keeo curert s cataeg of applcane ierna ang
AL2-POF1L Considers Dat e y Functional Intersects With Threat Catalog THR-09  [extemal threats to the organization, both natural and manmads s
l |revised-points-of-focus-2022
Comsiders Data_|For speciic requirement detalls, buy 3 licensed copy of the Focal Dacument at echanisms exist to dentiy. assess, priortze and document he potential Impact(s) and
AL2-POF11 Considers Dat et " Functional Intersects With Threat Analysis THR10 [[Kelnoodts of appicable niemar and exernal ieats B
l Irevised-points-of-focus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at chanisms exist to g to faciitate
AL3 NA It - Functional Intersects With Simulated Events BCD-03.1 [efectne response by personnel i s uations 5
revised-points-of-focus 2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at PR — Mechanisms exist to conduct tests andjor exercises to evallate the Contingency pIan's
AL3 NA Ihtt ¥ Functional Intersects with | 0" ge&;‘zeges' 9&| gep.os  [effectiveness and the organization's readiness to execute the plan. 5
Irevised-points-of-focus-2022 :
For specitcrequrement detas buy o Icensed copy ofthe Focal Documet ot . Mechanisms exist to conduct tests andjor exercises to evaluate the contingency plan's
AL3-POFL mplements Business Functional Equal Contingency Plan Testing &| g4 [efectiveness and the organization's readiness o execute the pian 10
ontinuity Plan Testing vev\sed -points-of-| !o(us 2022 reises
Tests integriy and~Forspecic requirement detas buy 3 lcensed copy of the Focal Document " Fechantems exit fo conducttests andlor exercies o evauate he contngency plans
AL3POF2 Backup Functional ntersects witn | COntingency Plan Testing & | gcp.gq  [effectiveness and the organization's readiness to execute the pa 5
Data et points-of-focus 2022 :
Tests Itegriy and e specic requirement detais buy 3 lcensed copy of the Focal Document ot Testng for Rty & Mechanisms exit to routinely test backups that verify the refiabiity of the backup
i Backu Functional | Itersects witn | Testng er Relabilty & | g 1 loracess, o5 well 0 the Itegrity and availabilty of the data s
ta rewsed i-points-of-| v’e(us 2022 Integrity
Tests Integrity and___|For specific requirement detais, buy a licensed copy of the Focal Document at S Fchartars S o s g o ualobl Backis s ecovery copsbtes 35
AL3-POF2 leteness of Backup ~[htt Functional Intersects witn | TSt Restoration Using | gcp 1.5 part of business continuity plan test B
Data revised.points-of-focus-2022 pling
a1 o e y pEp— [a— ata Protection o1 [Mechanisms exit to facitate the mplementation of data protection controls B
Forspecinc requirement detais buy 3 fcensed copy of th Focal Dacument ot hanisms exist to ensure data and assets are categorized in accordance with
c NA Functional Intersects With | Data & Asset Classification | DCH-02  [applicable statutory, regulatory and contractual requirements B
fevecd pone aFiotua 3053
[For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to control and restrct access to digital and non-digital media to
L1 NA e ’ Functional Intersects With Media Access DCH03  [outhorized individuals 5
revised-points-of-focus 2022
Wechaniams exist to maintain network architecture diagrams that
For specifc requirement details, buy a licensed copy of the Focal Document at: 1) Contain suficent detal o assess the securiy ofthe networ'sarchitecture;
C1.1-POF1 Defines and Identifies [ OF P iy Y i} Functional Intersects With | NEtwork Diagrams & Data | scy o, |(2) Reflect the current architecture of the net twork environment; 5
‘confidential information |0 e e.2022 Flow Diagrams (DFDs) (3) Document all sensitive/requlated data flow:
; es [T SPecifc requirement detas. buy 3 lcensed copy of the Focal Document ot Wechaniams exist to maimtain Tnventory Togs of al sensitive media and conduct sensitive
QLo Defines and identifes || Functional | Itersects With | Sensitive Data Inventories | DCH-06.2 [ media nventories at least annualy s
vev\sed points-of-focus-2022
etains Confidential 3 cony fams ex i [ z g
Ciror Retans Contdencal [ y A onctional Ep—— ata Provection ocro1|Mechanisms exit to Tacltate the Implementation of data protection controls o
s Contaental | e s cemitve ! Requiated ata Mechanisms exist to protect sensitivelreguiated data wherever It s processed and/or
cL1por2 i Con it Cima, ieriawith- Functional | Intersects With e Regulat DeHo12 [stored. s
revsea points-of focus 2022
P 3 copy echanisms exist to retain media and data In accordance with applicable Statuton
C11p0F3 Information From [t - 37201 Functional Subset Of Media & Data Retention | DCH-18 | leciesm (;,,‘,,a(:m a2 dance with applicable statutory, 10
Mechanisms exist
(1) Retain Pevsona Data (PD), including metadata, for an organization-defined time
Iperiod to fulfil the purpose(s) identified in the notice or s required by law:
Protcts Cofidential or spciic requiremen dtas, buy a ensed copy ofthe Focal Document ot rersona oata (601 () Dispose o.destroy, erases, andioranonymizesthe D, regarlessof the methad of
C11-POF3 Information From Functional Intersects With Re & Disposal PRI-0S {(3) Use organization-defined techniques or methods to ensure secure deletion or s
ruction e points-of-focus-2022 \etention & Disposal &) a
[destruction of PD (including originals, copies and archived records).
[For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to securely dispose of, destroy or erase iformation.
a2 NA v Functional Subset Of Information Disposal DCH-21 10
revised-points-of-focus-2022
Wiechanisms exit to retain event 1ogs for 3 Tme period consistent WIh records retention
For specific requirement detais, buy » licensed copy of the Focal Document st requirements toprovide support or aftr-thefactinvestigations of secury incidents and
a2 NA Functional Intersects Wit Event Log Retention MON-10 ({0 neet statut ; d Contractual reventi s
o meet statutory, regulatory and contractual retention requirements
e b aFiotue 3053
Wechaniams exist
(15 Reton Personal Data (PD), including metadat, for an organizaton-defined time
berod to (i the purposels) isentiiod n the noticsor 2 reauired by law
For specic requirement deals buy o censed copy of th Focal Document ot personal Data (PD) [} Dispase of, estroys, erases, andjor anonymizes the PD, regardless of the method of
a2 (2 Functional Intersects With PRI-0S {(3) Use organization-defined techniques or methods to ensure secure deletion or 5
rgwsen oints-of-focus-2022 Retention & Disposal o A
P [destruction of PD (including originals, copies and archived records).
lentifies Confidential " oy i lechanisms exist to securely dispose of, destroy or erase information.
ciavort | denies Contdencal {1 : Functiona Subsetof normation Disposal | ocHz1 e o Securely dispose o, destoy format 10
Mechanisms exist to
(1) Retainpersonal Data (7). ncluing metadata for n organizaton dfined time
[period to fulfill the purpose(s) identified in the notice or as required by
) Dipost o, estroya ersece, anclor anonyms the 7D, egaraloesof the method of
- entes conpgnuar _[F65Pe equtement st b o eeed ot ol pocumen Fonctona . persanal Deta (PD) sris [Foraoesan .
7 Informati d ” 2022 unctional ntersects Retention & Disposal a ((3) Use organization-defined techniques or methods to ensure secure deletion or
revised-points-of-focus- |destruction of PD (including originals, copies and archived records)
Destroys Confidential _|FOT SPECIC requirement details, buy a licensed copy of the Focal Document at becur oisos, e chanisms exist to securely dispose Of, GEstroy of repUTpoSe System Components using
c12p0R2 estroys Confidental ’ 201 Functional Intersects Wit (SeCUTe Disposal, Destruction) g9 Jorganization-defined techniques and methods to prevent information belng recovered 5
nformation Irevised-points-of-focus-2022 se of Equipment fom these components.
ove Confidentiar _|FOT SPeCifc requirement detais, buy a licensed copy of the Focal Document at Mechanisms exist to securely Aspose of media when 1L 1s 70 longer required, Using
cLzror2 Destroys Confdentiol 11 - Functional | ntersects With | Physical Media Disposal | DCH.08 formal procedures B
5 Irevised-points-of-focus-2022
oestroys Confdenial [ SPECTC equirement detals buy o Icersed copy of e Focal Documert [Mechanisms exit to saniize system media with the strength and tegrity
C1.2-POF2 estroys Confidential Functional Intersects With | System Media Sanitization | DCH-09 |[commensurate with the classification or sensitivity of the information prior to disposal, 5
Information vev\sed points-of-focus-2022 release out of organizational control or release for reuse:
estroys Confidential i lechanisms exist to securely dispose of, destroy or erase information.
ciavor2 Gestroys Contgentar (10 - Functonal | itersects Wi | nformaton Disposal | bcrz1 [Pech 8o Securely dispose o, destoy format s
Mechanisms exist to
1) Retain Personal Data (70). ncluding metadata, fo an organizationdefined time
lperiod to fulfill the purpnse(s) identified in the notice or as required by
) Dispost o, estroy, ersecs, anclor anonymzcs the PO, edardlossof the method of
- Destroys Canfcential [0 SPecic requirement detais buy o fcensed copy of th Focal Document o I teracte i persanal Deta (PD) srros om0t ana .
o Information d ” 2022 unctional ersects. Retention & Disposal a ((3) Use organization-defined techniques or methods to ensure secure deletion or
revised-points-of-focus- |destruction of PD (including originals, copies and archived records)
Forspecitc requirement detais buy 3 fcensed copy of the Focal Document ot —— Wechaniams exit to facitate the Implementation of securty, compliance and resiience
ccil €050 Principle 1 Functional Subset Of Reaney, Compla \ehp) | GOV-01  [govemance controls. 10
vev\sed -points-of-| Iocus 2022 o
[For specific requirement details, buy a licensed copy of the Focal Document at: Security, Compliance & [Mechanisms exist to provide a security, compliance and fES‘llE"(E controls oversight
cer1 €SO principle 1 ’ Functional Intersects With esillénce Controls CPL02  [function that reports to the organization's executive leadershi B
revised-points-of-focus 2022
Mechanisms exist to assign one or more qualified Individuals WIth the mission and
For specic requirement detais buy o icensed copy of th Focal Document o Assigned Security, recources to centrally-mansge. coordmate, develop, Implement and maintain an
ccL1 S0 Principle 1 Functional Intersects With | Compliance & Resilience | GOV-04  [ormarpiice-wide Security. Complance & Resilience program (SC s
e pons oot 3053 Responsibilties
[For specific requirement detalls, buy a licensed copy of the Focal Document at » Mechanisms exist to faciitate the implementation of personnel securty Contrals
caaa cosoprinciple 1 |nty ; Functional | tersects win | HOman Resources security | s g s
revised-points-of-focus-2022
For specific requirement detals, buy  lcensed copy ofthe Focal Document at Mechanisms exist to require all employees and Contractors to apply Cybersecurlty and
cer1 €050 Principle 1 Functional Intersects With | Terms of Employment | HRS-05  |data protection principles in their daily work to enable secure, compliant and resillent 5
ey oot 3053 lcapabilities.
Forspecic requirement detis buy 3 fcensed copy of th Focal Dacument ot [Mechanisms exist to define acceptable and unacceptable rules of benavior for the Use o
cc1 €050 Principle 1 Functional Intersects With Rules of Behavior HRS.05.1  ftechnol cludi 4 behavior. s
e pone aFiotua 3053
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to conduct employee MEconduct Investigations when there
cer1 oSO principle 1 [hi - Functional Intersects With | Workplace Investigations | HRS-07.1 |reasonable assurance that a policy has been violated. s
revised-points-of-focus 2022
Forspecific requirement details, buy  lcensed copy ofthe Focal Document at P—— Wechaniams exit to facitate the Implementation of securty, compliance and resiience
cc11p0FL Sets the Tone ot the Top ity Functional Subsetof | pSecurty. Compliance & 1| Gov.o1  fgovernance controls 10
vev\sed*pmms—oHocus—ZﬂZZ o
[For specific requirement detalls, buy a licensed copy of the Focal Document at Business As Usual (BAU) WMechaniams exit to Incorporate securlty. compliance and reslience prncipies Into
CC1.1-POF1 Sets the Tone at the Top |htt < Functional Subset Of Security, Compliance & GOV-14  [Business As Usual (BAU) practices through executive leadership involvement 10
revised-points-of-focus 2022 Resilience Practices
For specific requirement detalls, buy 3 licensed copy of the Focal Dacument at oman Resources Securt Mechanisms exist to Taciitate the Implementation of personnel Securty Contrals
CCL1-POFL Sets the Tone at the Top [t . Functional Intersects With Vansgement Y | HRS-01 5
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cotablishes Standords of [FT SPECIC requirement detals, buy a icensed copy of the Focal Document at IMechanisms exist to define acceptable and unacceptable ules of behavior for the use of
cc11-por2 hes stan i ¥ Functional Equal Rules of Beavior HRS.05.1[technologies, ncluding for behavior 10
revised-points-of focus-2022
» enceto {2 SPeCic requrement delars buy 3 cnsed copy f the Facal Document ot echaniams exist to develop, report and montor Securtty, Compliance & ResTTence
ccr1pors Eyaluates Adherence to | Functional SubsetOf | Measures of perormance |  GOV.05 [Proatam (SCAP) measures o perormance 10
revioedpoits o acus 203
Evalustes Adnerence to|[or SPECITC requirement details, buy 3 licensad copy of the Focal Documen ot Security, Compliance & lechanisms exist to provide a security, compliance and resilience controls oversight
cC11-p0F3 yaluates Adherence i Functional Subset Of Resience Controls ChLO2  [lunclon it epors o he orgonston's exacuive oaderan 10
ey aFiotue 3053
or specific requirement detais, buy a licensed copy of the Focal Document a Fechariams it o reouary v processes ond documented rocedires o evure
Ccrapors Evaluates Adherence to [For SPeciic requirement detais, buy a lcensed copy of the Focal Document at Functional Itersects witn | Security. Compliance & |y o3 |conformity with the organization's securty, compliance andior resience polces, s
Standards of Conduct Jyised.points-of-focus-2022 Resilience Assessments emmaards and other applicable requirements.
vatates Adherence to_[FoT Speciic requirement details, buy a licensed copy of the Focal Document af: F——— Fiechanfsms exit to faciltate the mplementation of persannel securly contrals.
cc11-p0F3 yaluates Adherence to |y . Functional Intersects With Resources 5 HAS-01 s
[revised-points-of-focus-2022 o
For specific requirement detail, buy a licensed copy of the Focal Documen at echantsms ex7t fo document and review Tetances of non CompTance Wit STatutory,
cc1apors Addresses Deviations ina |y - Functional Intersects With | Non-Compliance Oversight | CPLO11 [regulatory and/or contractual obligations to develop appropriate isk mitgation actions 5
4 [revised-points-of-focus-2022
ndoresses Devitons ma [ SPECIC requrement Getals, buy 3 censed Copy of the Focal Document 3t Fiechantsms exit to sancion personnel Taling to Camply with cStabThed Securiy
cCL1-pORs Deviation: Functional Intersects With | Personnel Sanctions HRS-07  [polcies, standards and procedures. s
y remsed -points-of-| Ye(us 2022
resszs eviations in a 2 lechanisms exist to remediate risks to an acceptable level
ce11p0r R ; Functonal | Imersects With | Risk Remediation wscos e 0 emedite ks 9 on acceptable fevl s
Considers mmmmm o S requremet oo, oy ek copy of e ol bocmart echantsms exit to Tactate the Tmplementation of Trd-party management contral.
CC1L1-POFS Vendor Employees Ity < Functional Intersects With | Third-Party Management |  TPM-01 5
monstrating revised-points-of focus 2022
Copeders Conractors g echanisms oxt o
CCL1POFS Vendor Employee: [For specific requirement details, buy a licensed copy of the Focal Document a: Functional Intersects With Supply Chain Risk o3 |[1) Evaluate security risks and threats associated with Technology Assets, Applications 5
" |emsitosicga-cim,comy Management (SCRM) Jandior Services (TAKS) supply chains; and
Commitment [revised-points-of-focus- [(2) Take appropriate remediation e(nons to minimize the organization's exposure to
Cansiders Contractors and [echanfsms exit to require contractual requirements for applicable securiy, compliance|
CC1.1-POFS Employees in FD' specific ’W“"E'"E"' details, buy a licensed copy of the Focal Document at: £ | | With Third-Party Contract TPM-05 [and resilience requirements with third-parties, reflecting the organization's needs to 5
a Demonstrating Its unctional ntersects Wi Requirements. 05 lorotect its Technology Assets, Applications, Services and/or Data (TAASD)
monstrating et o aF st 3053
v Wechanisms ex7t fo document and maintain 3 Responsible, ACCountable, SUpportve,
Considers Contractors &nd |eor specific requirement detals, buy a licensed copy of the Focal Document at Responsible, Accountable, [Consulted & Informed (RASCI) matri. or similar documentation. to delincate assignment
CCL1-POFS endor Employee it - Functional Intersects With | Supportive, Consulted & | TPM-05.4|tor security, compliance and resilience controls between interal stakeholders and 5
monstrating revised-points-of focus-2022 Informed (RASCI Matrix External Service Providers (ESPs).
Cansiders Contractors and e B o Contol persomnel Secuty eqUTements UG secuty aes 30
siders Contractors and leor specific requirement detais, buy a licensed copy of the Focal Document at. Pty Persomne o SXie to contra person
cerpors Vendeor Employees 10 ; funconal | ntersectswin | ThRGary Persomnel | ppy g esponsibilte or thir-party provider s
sirating | revised-points-of focus-2022 Y
For specific requirement detail, buy a licensed copy of the Focal Documen at echariars i o Tacliate th Implementation o secory,complnc ard eslence
Security, Compliance &
caz Cosoprinciplez  |htty - Functional Intersects With Govo1 |governance controls 5
e aicas cima cony Resience Program (SCRP)
Fecharis et o alan secoty, comolnce s eslence capaoe iy buess
Forspecifcrequirement details, buy  lcensed copy f the Focal Document Steering Committee & recurements g o steering commite o adusary board.comprised o
caz €050 Principle 2 Functional Subset Of cering Commitiee & | Govor1 rotection an e meais formally and on a 10
e b aFiotue 3053 rciar banis
For specific requirement detail, buy a licensed copy of the Focal Document at Wiechanfsms oxit fo develop, repart and monitor Securly, Complance & Resiience
carz cosoprinciple2 |ty . Functional Intersects With | Measures of Performance | GOV-05 |Program (SCR) measures of performance. s
revised-points-of focus-2022
For specific requrement detals, buy 3 Icensed copy f the Foca Document ot p—— Wiechantsms exit to develap, report and monftor Key Perfarmance Indicators (KPE] T
caz 050 Principle 2 Functional Intersects wit | K€Y Performance ndicators | oy.gs.1 - asist organizational management n performance monitoring and trend analyss of the s
et points-of focus 2022 (KPIs) |security, Compliance & Resilience Program (SCRP).
Forspecifc requremen detais buy 3 fcensed copy ofthe FocalDocument ot [Fiechanisms xit to develop, report and monior Key Risk Tndicafors (RAIS) o a5sist
caz €050 Principle 2 Functional Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 [senior management in performance monitoring and trend analysis of the Security, s
ey aFistue 3053 [Compliance & Resience Program (SCRP)
For specific requirement detail, buy a licensed copy of the Focal Documen at echanisms exit fo manage personnel securty ik by sssigning 3 rsk desfgnation fo a
cc12 €OS0 Principle 2 ¥ Functional Intersects With Position Categorization HRS-02  [positions and establishing screening criteria for individuals filling those positions. 5
revised:points-of focus 2022
iy iy ine ms exi: e ¢ ilit T rs
P cosormamnz o § F—— [—— Defined Roles & a5 [Fechaniams exist t define cybersecurity roles & respansibiiies for 3l persomnel "
Taniams Xt to ensure That all securiy related postions are staffed by qualed
s coso prncinie For specifc requirement details, buy a icensed copy of the Focal Document at S tersects i | COMBELEnCy Requirements |+ lndiiduals who have the necessary skl s 4 P Y d s
revised-points-of focus 2022 Positions
iechanisms exit to 3ign securty, complance and resiTence capabiities wih business
establshes Oversight [ SPEcic requirement detal, buy a licensed copy of the Focal Document at Steering Committee & requirements through & steering committee o advisory board. comprised of ke
€C1.2-POFL ottt Functional Subset Of e Ovorsiat GOV-011 [(ybersecurity, data protection and business exccutives, which meets formally and on a 10
P eea, points-of focus- 2022 9! o Fagular basis,
I e b s eemmea con ot e oo Do P echantsms ex/t To €StablTsh, malmtain and disemnate poTcis, standards and
Establishes Oversight [For specific requirement details, buy a icensed copy of the Focal Document a ublishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
cc1zpor ablishes Overs Functional Intersects With | Compliance & Resilience | GOV-02 s
e o aFiote 3053 ocumentation
I e o Teaneed om0t e rort Dot echarfoms i o erforce 3 accourtabliy Eueire 5o ot sppoprite eams 310
erarons Eotablshes Oversignt [ SPECHC requirement cetis, buy  icensed copy of the Foca Document et ersecs i | stkehelcer ovoin e ool e o s e .
. unctional ntersects Wi Structure managing Technology Assets, Applications. Services andor Data (TAAGD)-related risks
revised-points-of focus 2022
Wechanisms ot to StablEh am authortaive hai of command Wi ear s of
estoblishes Oversigne |9 SPECITC requiement detal, buy a censed copy of the Focal Document at Authoritative Chain of o romoe o Teacne et o aaang
CCL2-POFL [itpswu.aicparcima.com) Functional Intersects With Command GOV:042 [Tothmology Avsers, Applicotions Semicos andior ata (TAAGDY seiated fiske 5
tahes Oversignt _|Fo7 SPeCific requirement detais, buy a licensed copy of the Focal Document ot g Busmess Contert Mechanizms exist to define the contestof s business model and document the
cazpor Establishes Oversignt | - Functional ntersects witn ~[P9fng Business Context & Gov.og |organization's mission. s
revised:points-of focus 2022
Fiechanisms exit fo aciltate data governance to oversce the organization’s polices,
Establshes Oversignt [ SPeciic requirement details, buy a liensed copy of the Focal Document at Istandards and procedures o that sensitive/regulated data is effectively managed and
CC1.2-POF1 Functional Intersects With Data Governance GOV-10 |maintained in accordance with applicable statutory, regulatory and contractual 5
e pons oot 3053 Iacsions.
For specific requirement detail, buy a licensed copy of the Focal Documen at p echantsms exi fo FacEate Ehe Tmplementation of persammel Secariy contrar.
ccrz-por1 Establishes Oversight ({1 ; Functional Intersects wicn | uman Resources security | yag g, 5
e [revised-points-of-focus-2022
coalones oversght |27 SPECITC equirement deals. buy 3 Icensed copy f the Foca Document ot Fechasme i o manage personnel secUlty T by e o Tk deignation o ol
€C1.2-POF1 9 Functional Intersects With Position Categorization HRS-02  |positions and establishing screening criteria for individuals filling those positior 5
revsed pant o' focus 2022
=
prspy—. Eiabishes Oversignt o ; p—— p— Dened Roles & o0y [Fechanisms exit o deine cybersecurty roles & responsibiites fr ol personmel S
Fechams o T secuy, compllnce 3 esnce copos it Busnss
For specic requrement dets, buy 3 icensed capy o the Focal Document Steering Committee & et theouah & e Tommiies o avisey board ot ises of
CC1.2-POF2 Applies Relevant Expertise [htt; Functional Intersects With Program Oversight GOV-01.1 |cybersecurity, data protection and business executives, which meets fcrmaHy and ona 5
revised-points-of focus- 2022 Rt
For Specic equrement el buy 3 cansed copyof e FocarDecumert ot P echantsms ex/t To FacTate the Tmplementation of persannel securly contrals.
cC1.2-POF2 Applies Relevant Expertise [htty Functional Intersects With Mansaemant ™ | HRs-01 5
|revised-points-of-f Iocus 2022 o
Forspecic requrement aetas buy 3 Icersed copy o th Focal Document o Fecharieme i o manage persomnel secUlty T by e o Tk deignation o an
CC1.2-POF2 Applies Relevant Expertise [htt Functional Intersects With Position Categorization HRS-02  [positions and establishing screening criteria for individuals filling those positior 5
revised-points-of focus-2022
oo ot neeve Expene [ FeCTE reQUeTEnt Geals bur 3 lcened copy of e Fora Cocument — R pees ot o [P e deTne cybersecurty e & espara e o o prsanne -
Irevised-points-of-focus-2022 ponsiblli
echaniems oxi fo ensure that all securty related posiions are stafed by qualied
erarors oo Rt expariae [ 2B equrement detais, by a censed copy ofthe ocol Document o et Campe\sencyse:mremdenls sosa | wno Rave the necessary s ek .
revised-points-of focus 2022
echarieme i o aln secury. Complance 3ndreslence Copabtes Wi Buaess
For specific requirement detais, buy a licensed copy of the Focal Document at Steering Committee & e eemments theoiah & e Tommeten o atsoy bonl ot iaes o ke
CC1.2-POF3 Operates ihtty < Functional Intersects With Program Oversight GOV-01.1  [cybersecurity, data protection and business executwes which meets formally and on a 5
revised-points-of focus- 2022 A
For specific requirement detail, buy a licensed copy of the Focal Documen at P iechantsms ex/ to FacTtate the Tmplementation of persanel Securly contrals.
cC1.2:P0F3 Operates It ¥ Functional Intersects With Motroe Y | HRs-01 s
[revised-points-of-focus-2022 9
For specific requirement detai, buy a licensed copy of the Focal Document at iechanisms exit fo manage personnel securlty ik by 3SSigning 3 sk desfgnafion to al
€C1.2-POF3 Operates ¥ Functional Intersects With Position Categorization HRS-02  |positions and establishing screening criteria for individuals filling those positions. 5
revised-points-of focus-2022
I et ooy 2 Teomead o ot e Foea Do Fecharis et o AT seeorty, comorance 3 estence capans i busiess
Supplements soara [ SPec reaurementdetais,buy a ensed copy of e Focal Documert o Steering Committee & requirements through  teering committee or advisory board, comprised of
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Forsecif requremertdeals 5y Tecmed cony of e Foea ocment Wechariar exit t faclate the entfcatan and Tlementatian of rlevart
s cosoprnciies funciomsl | st win | Sutos Regutor & | o o1 Sty ety o coacin om0k s
rev\seﬂ -points-of-| focus 2022 ontractual Compliance
Forspecic requrement aetas, buy 3 Icensed copy ofthe Focal Document o Hechartares it E docurmert and eview Ttances f o Complance Wil Saraory,
cc1s oS0 Principle 5 [ntt ¥ Functional Intersects With | Non-Compliance Oversight | CPL-01.1 |requlatory and/or contractual obligations to develop appropriate risk mitigation actions. 5
revscd points of ocus 3053
iechariams it ensure ot el securty elated posions 3¢ Safed By Gualie
For speciic requirement detis buy s lcensed copy o the Focal Document at Competency Requirements nchviduals wiho have the necessary skl det. P toffed by qualified
cas Coso princple 5 Functonal | ntersects with | o Securty heloted | HRS03.2 s
et pom s ot 3083 Sostons
Forspcie requremert Gels by s Tcemed copy of e Foco Document RieEhartais ekt Fequies earvaland Are-party Users o i Spproprats 3ccess
cas Coso principle 5 Functinal | Inersects With | Access Agreements | HRS.06 |sgreaments pior t beng oranted access s
et pomeat ot 3083
For specific requirement detals, buy 3 censed copy ofthe Focal Document at Wechanisms exit to equre Nor Disclosure Agreements (NDAS) o Silar Corfdentalty
cas cosoprncples [t ‘ Functons | mersects win | condentty Ageaments | 45051 |B57SEers 1k et e s Bt s o cpeatonl et o bon s
Fevisedipoints o ocus 3053 pioyees and thr-partes
Forsecie requremertdeals by s Tccmed cony of e Foca Document echanims oSt o sancton peronmel T o gy W S aH e Sy
cas Coso princple 5 Functional | ntersecs with | Personnelsanctons | HAs.07 _[poies, Sanaards ana procedur s
Fevecd ponts ot iotue 3052
Forspecic requrement aetas, buy 3 Icensed copy ofthe Focal Dacument o eChariEres it o Conauct STployee Fsconauet wesigations Wha Tere s
cas Cosoprnciples |t ‘ Functonal | ntersects With | Workplace Investigations | HRS-07.1 reasonable assurance thl a pollcy has been wialied s
Fevised poins o ocus 3053
Forspeciic requirement Getals, buy @ Tcsnsed copy of e Focal Bocurment o iechariares it 3duetogical and physical access autforzations o Technolon
cas cosoprinciples [t Fnctionl | mersecs win | pesomnl Transor | eS8 NS gpicatonsancior e (ARS) and faciesupo pesornl rsssnmental 5
revised-ports o cus 2023 [ranster, ma um
ccLs COSO Principle 5 Ihtt; - Functional Intersects With Personnel Termination HRs-0g | Mechanisms exist to govern the termination of individual employment. 5
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For specific requirement details, buy a licensed copy of the Focal Document at: lechanisms exist to retrieve mgammn e amats pon tamatich o
ceLs COS0 Principle 5 [nty - Functional Intersects With Asset Collection HRS.09.1 [naiauars empioyment 5
revised-points-of-focus 2022
For speciic requirement detas buy 3 lcensed copy ofthe Focal Document o echanms oxstTo expedte The process f emoung THIgT k- naviGuar access o
ceLs €SO principle 5 Functional Intersects With | High sk Terminations | HRS-09.2 Technology Assets, Applications, Srvces andr Data (TAASD) upon terminaion, 5
et pon aFistue 3033 |determined by managem;
Fo specific equirement detais, buy 3 censed copyofthe Focal Documert ot - fechanisms exist to govern former employee behavior by Tormally notifying terminated
ceLs €050 Principle 5 Functional Intersects With |, POSCEMPloyment | yps 093 neiiausls of ot soplcable Jegally binding post-employment requirements forthe 5
ey aFiotue 3053 a rotection of sensitivelregulated dats
b [For specific requirement detalls, buy a licensed copy of the Focal Document at " echanms exst o eforce an acmuntahmty uctre 5o Tt approprare teams and
causpont Through Structures, . Functional | intersects witn | Stokeholder Acco Gov-oa1 esponsile and trained for mappng, measurin s
uthorities, an Irevised-points-of-focus-2022 ructure managmg Tachnology Assets, Applications. Services andlor bata (TARSD) S aven iss
' - " oy = leensed cony of the Focel O . [Mechanisms exit to establish an authoritative chain of command with clear ines of
Tovosgh Suvctures, For specific , buy a licensed copy of the Focal Document a Authoritative Chain of |communication to remove ambiguity from individuals and teams related to managing
CCL5-POFL uthori Functional Intersects With GOV-04.2[Technology Assets, Applications, Services and/or Data (TAASD) related risks. s
Autnaries and ot ocvs 2033 Command & o
FFor specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to define cybersecurity roles & responsibilties for all personnel.
cc1.5-p0F1 Through Structures, [0 iepa 4 i Functional Intersects With Defined Rotes & HRS-03 4 Y " " s
Authorites,and |l sicpecima com Responsibilties
echariams ex o evelop, eport and monor Secury, Complance & esilence
Establishes performance |Fo specifc requirement detais buy o censed copy of th Focal Document e hort ane.
CC1.5-POF2 Measures, Incentives, and Functional Intersects With Measures of Performance GOV-05 [Program (SCRP) measures of performay 5
Rewards e b aFiotue 3053
z i o o
Establishes Performance  [For specific requirement details, buy a licensed copy of the Focal Document at: Human Resources Security [Mechanisms exist to facilitate the implementation of personnel security controls.
CC1.5-POF2 leasures, Incentives, and  [htty ¥ Functional Subset Of Management Y HRS-01 10
Irevised-points-of-focus-2022 0
Evaluates performance Fichartss S ool iy, comple o e copa e ot busss
Mesabres ncontven and.[For specifc requirement detal, buy a lcensed copy of the Focal Document at Steering Committee & Fequirements through a-steering Lommikiee or acuisory board. comprised of ke
CC1.5-POF3. Rewards for Ongoing |1 p=/nnw.aicoa-cima comy Functional Intersects With Program Oversight GOV-0L1 [(ybersecurity, data protection and business executives, which meats formally and on 5
o 2 regular basis.
e e o [T PecC equirement detals buy 3 censed copy of the Focal Document ot oman Resources Secort Mechanisms exist to Taclitate the Implementation of personnel Securty Contrals
CCL5-POF3 e Functional Intersects With Masources U | HRs-01 5
e going e points of focus2022 9
Fechantms exst To ST secutty, comolance and reslerce capablles Wi busess
Considers Excessive _[For specific requirement details, buy a licensed copy of the Focal Document at Steering Committee & ecuemmants thicuah & stecring Lommmibies or aduisory baard, comprise
cc15-p0Fs ders Exce e - ar201 Functional Subset Of ng Committee & | Gov-or1 Brotection and ¢ e e hd on a 10
Irevised-points-of-focus-2022 o o Fegular basis,
ders Excessve [[3 SPECHC reqUrement details, buy a icensed copy o e Focal Document ot " " - Mechanisms exist to facitate the Implementation of personnel security contrals
cers-pora Considers Excessive Functional | tersects witn | Human Resources Security | g o s
Fevecd ponta ot stus 3053
Mechanisms exist to align security, compliance and resilence capabiiities with business
Evaluates performance and For specifc requirement dtais buy s fcensed copy of th Focal Document o " ; s rouo s tecino Commities o sovsry boars. comprisd f
CCL5-POFS Rewards or Disciplines Functional Subset Of Steering Committee & | Govor1 [0 ' protection an e moeta formally and on 10
Individuals vev\sed -points-of-f Iocus 2022 o ol Iregular basis.
hanisms exist to develop, report and monitor Securty, Compliance & Reslience
Evaluates Performance and [For specifc requirement detals, buy a licensed copy of the Focal Documen at: Procram (SCAR) monarn o oo e . Come!
cc1.5-p0F5 wards or Disciplines [ v 201 Functional Intersects With | Measures of Performance | GOV-05 s
Individuals revised-points-of-focus 2022
Mechanisms exist to facitate the Implementation of personnel Securty Contrals
Evaluates Performance and Fo specifcrequirement detals buy 3 cense capy o th Focal Document Human Resources Securit s s Y
CC15-POFS Rewards or Disciplines Functional Intersects With Masources UMY | HRs-01 5
Individuals vev\sed i-points-of- !ocus 2022 0
Mechanisms exist to sanction personnel falng to Comply with established securlh
valuates Performance and Fo specitc requrement detals buy a lensed copy of the Focal Document 3 e s o prcaes 9 to comely v
cc15-p0F5 Rewards or Disciplines ima.com i Functional Intersects With Personnel Sanctions HRS-07 g 5
Individuals Fevioedponts o lcus-203
For spectc requrementdetais, buy 3 censed copy of he Focaloocument Fechanims ext 1o sanclon personnel a1 t comply Wi esaBIehed securty
CCL5-POF6. Takes Disciplinary Actions [ntt Functional Equal Personnel Sanctions HRs-07  [policies, standards and procedures 10
revised-points-of-focus-2022
Mechanisms exist to maintain network architecture diagrams
IFor specifc requirement details, buy a licensed copy of the Focal Document at ctmork Diagrams & Data 1 ot saMcant detait ocsess e sacunty of (o ratworis arciecture;
cca1 Coso Principle 13 |htt " Functional Intersects wit | NebworkDiagrome & 0ata | g (2 Reflectthe curret arhitecture of the netwrk environment ar s
Feviond-pointe-of facus.093 low Diagrams (DFDs) (3) Document all sensitive/regulated data fl
> 9 o nisms exis ilit implementation e ion contre
cc21 COSO Principle 13 Ihtty X Functional Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection contros. 5
For speciic requirement detas buy  Icensed copy ofthe Focal Document o Mechanisms exist to ensure data stewardship 1s assigned, documented and
cc21 €050 principle 13 Functional Intersects With Data Stewardship DCHO11 [communicated B
et po st 3073
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to ensure data and assets are categorized In accordance with
cc21 €050 Principle 13 [htt v Functional Intersects With | Data & Asset Classification |  DCH-02  [applicable statutory, regulatory and contractual requirements 5
revised-points-of-focus 2022
echanims exit o check fr Fedundant. Obsote/Outdated Toue or vl (0T
For specifc requirement details, buy a lcensed copy of the Focal Document at ldata to ensure the accuracy, relevance, timeliness, impact, completeness and de
cca1 €050 Principle 13 Functional Intersects With | Data Qualty Operations | DCH-22  [iqentiication of iforrmation throdghout the information iecycle 5
v
Mechanisms exist to define supporting BUSINEss processes and ImpIEment appropriate
Fnr specific requirement details, buy a licensed copy of the Focal Document at: |governance and service management to ensure appropriate planning, delivery and
ez €050 Principle 13 Functional Intersects With Deliven Ops.03  |suppOrt of the organization's technology capabilties supporting business functions 5
rev\sed -points-of- ﬁxus 2022 (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area
dentifes nformation [ SPECICrequirement detis, buy a censed copy of the Focal Document at Mechanisms exit to establish control objectives as the bass for the selection,
cc2.1p0r1 Functional Intersects With | Define Control Objectives | GOV-09 [mplementation nt of the organization's internal security, compliance and 5
et o oot 3053 resiience control system
For specic requirement deais buy 3 fcensed copy of the Focal Dacument ot Operationalizing Security, hanisms exist to compel data and/or process owners (o operationalize securiy.
cczapont tdentifes information Functional | ntersects With | ‘Complance & Resiionce. | GOV-15 [comPlance ond estlance practce for each Technology Asset, APDICaion andor 5
. vev\sed i-points-of-f Iocus 2022 Capabilities [Service (TAAS) under their control.
Mechanisms exist to define supporting BUSINEss processes and ImplEment approprate
o specific requirement details, buy a licensed copy of the Focal Document at: lgovernance and service management to ensure appropriate planning, delivery and
CC2.1-POF1 Identifies Information {0 °P" iy v 2 Functional Intersects With Service Delivery OPS.03  |SuPport of the organization's technology capabilities supporting business functions, 5
ments reviaadponte-af focue:3023 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
lspecific goals of the process area
otures Internal ana_|[OT SPECITc requirement detalls, buy a icensed copy of the Focal Document at Operationallzing Security, Mechanisms exist to compel data andar proCEss owners to operalionalize Securlty,
cca1por2 ESoptures s e v Functional Intersects With | Compliance & Resilience |  GOV-15  |compliance and resilience practices for each Technology Asset, Application andfor 5
xternal Sources of Data o ised.points-of-focus-2022 Capabilities [Service (TAAS) under their control.
Mechanisms exist to maintain network architecture diagrams that
For specitc requirement detais buy s fcensed capy of the Focal Document o 1) Contain suficentdetal 0 assess the securiy ofthe networ'sarchitcture;
C2.1-P0F2 Captures Internal and o ) Y {28 Functional Intersects with | Network Diagrams & Data | ycr o4 [(2) Reflect the current architecture of the network environment; 5
External Sources of Data ["1the/" points-of-focus 2022 Flow Diagrams (DFDs) (5 Docament all sonsitivelreguiated data lows.
Fechariams ext o dene supporing busness rocesses and mplement sppoprate
For specitc requirementdetlls buy  lcensed copy of the FocalDocument ot jovernance and service management to ensure appropriate planning. deliver
C2.1-P0F2 Captures Internal and o ) Y o8 Functional Intersects With Service Delivery OPS.03  |support of the organization's technology capabilities supporting business ncions 5
External Sources of Data [Ttk points-of-focus 2022 (Business Process Support) Jworklorce, andior customers based on industryrecognized standards o achieve the
Jspecific goas of the process area
[For specific requirement details, buy a licensed copy of the Focal Document at: Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security,
CC2.1-POF3 ”""fsfffn’:;'”:t':n"a“ Inttg Functional Intersects With | Compliance & Resilience | GOV-15  [compliance and resilience practices for each Technology Asset, Application and/or B
mati revised-points-of-focus-2022 Capabilities [service (TAAS) under their control.
Mechanisms exist to define supporting BUSINESs processes and Implement appropriate
For specific requirement details, buy a licensed copy of the Focal Document at: jovernance and a appropriate planning, delivery and
€C2.1-POF3 Processes Relevant Data |, p o X 4 ind Functional Intersects With Deliven 0PS-03  [support of the organization's technology capabilities supporting business functions, 5
Into Inormation|"PS v slcpecima o (Business Process Support) riforce, andjor based on industry-recognized standards to achieve the
Jspecific goals of the process area
Wainains Qualty [[o7 PECITC equrement detals. buy a censed copy of e Focal Document ot Operationalizing Security, [Mechanisms exist to compel data and/ar proCess GWners to operationalize Security,
cc2.1-p0r4 g aintlns Qualty epascl Functional Intersects With | Compliance & Resilience |  GOV-15  |compliance and resilience practices for each Technology Asset, Application andfor 5
roughout Processing ["LPS o alcezcima con) ities Service (TAAS) under their control.
[Fechansms e Toxic or Trivial (ROTT)
Waintains Qualty [FOr SPecic reauirement detal, buy a icensed copy of the Focal Documen at ldata to ensure the accuracy. relevance, timeliness, impact, completeness and de-
cca.1pors oG pocesing 1 v aicpa<ima.com Functional Intersects With | Data Quality Operations | DCH-22  [igetiication of inforrmation throdghout the information Iecycle 5
Wainains Qualty_[[o7 SPECITC r@quIrament Getals. buy o Tcensed copy of e Focal Document ot Mechanisms exist to develop, report and montor Securty, Compliance & Resience
CC2.1-POF4. A Functional Intersects With Measures of Performance GOV-05  |Program (SCRP) measures of performance. 5
Throughout Processing fEV‘SEd -points-of-f !n:us 2022
echanms ext To Geie supporing busness processes and rplemert approprate
For specific requirement detal, buy alicensed copy o the Focal Document at |governance and service management to ensure appropriate planning, delivery and
cC21-POF4 Maintains Quality P i 4 74 Functional Intersects With Service Delivery 0503 suppnn of the organization's technology capabilities supporting bus usiness funcrions 5
Throughaut Processing RS 093 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area
Fov specific reqmremem details, buy a licensed copy of the Focal Document at: [Mechanisms exist to create and maintain a map of Technology Assets, ADD“(E(W"S
CC2.1-POFS Documents Data Flow Functional Intersects With Data Action Mapping AST-02.8 and/nr Sermces (TAAS) where sensitive/regulated data is stored, transmitted or 5
ety aFiatue 3053 P
Mechanisms exit to maintain network architecture diagrams th
IFor specifc requirement details, buy a licensed copy of the Focal Document at rams & Dot 1 ot soMcant Aetait ocseas e sacurty of (o ratworis arciecture;
cca1-pofs Documents Data Flow it " Functional subsetor | MetwerkDiogrametDsta | or.oq (2)Reflet the curentarchitecture of the network environment;a 10
Feviond-pointe-of facus.093 low Diagrams (DFDs) (3) Document all sensitive/regulated data i
Forspecifc requrement detas buy 3 lcensed copy of the Focal Document o Mechanisms exist to Taciitate an IT Asset Management (TAM) program o implement and|
cc2.1.p0r6 w: r Functional Subset Of Asset Governance AST.01  [manage asset management controls 10
Fevecd ponts ot otue 3052
Fechaniams e to eriom Tvertores of Technoiogy Asses, AppIcators, Sevces
landor Data (TAASD) th
1) Accuratlyreffects e curent TAASD in use;
o o et s,y s copy ot e Pt st 2 et s s s, g s i s
CC2.1-POF6 M t Functional Intersects With Asset Inventories AST-02  [(3) 1 ludes organization-defined information deemed neceseary to e tective s
R lproperty accountability: and
(5)15 available for review and audit by designated organizational personnel.
[For specific requirement detalls, buy a licensed copy of the Focal Document at rotomated Location Mechanisms exist to track the geographic Iocatlon of system components.
cca.1-p0r6 Manages Assets it ’ Functional Intersects With o AST-02.10 5
[revised-points-of-focus-2022 9
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to maintain inventory 10gs of all sensitive media and conduct sensiive
cca.1p0r6 Manages Assets it ’ Functional Intersects With | Sensitive Data Inventories | DCH-06.2 [media inventories at least annually B
revised-points-of-focus 2022
FFor specific requirement detalls, buy a licensed copy of the Focal Document at PP—— Mechanisms exist to define cybersecurity roles & responsibilties for all personnel.
cc2.1p0r6 Manages Assets it ’ Functional Intersects With Defined noies & HRS.03 5
[revised-points-of-focus-2022 P
Mechanisms exist to maintain 3 current, accurate and complete TSt of Extermnal Service
For specific requirement details, buy a licensed copy of the Focal Document at IProviders (ESPs) that can potentially impact the Confidentiality, Integrity, Availability
CC2.1-POF6 M s Functional Intersects With Third-Party Inventories | TPM-01.1 land/or Safety (CIAS) of the organization's Technology Assets, Applications, Services s
v [andlor Data TTAASD)
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to ensure data and assets are categorized In accordance with
cc2.1-p0F7 Classifies Information  [htt - Functional Equal Data & Asset Classification | DCH-02  [applicable statutory, regulatory and contractual requirements. 10
revised-points-of-focus 2022
Forspecific requirement detals, buy  lcensed copy ofthe Focal Document at Fechaniams ext o recsiy cato ludng sssocicd Technolony Assets
cc2.1p0F7 Classifies Information Functional Intersects With | Data Reclassification DCHA1  [Applications andor Services (TAAS), commensurate with the security categary andlor B
et po oot 3053 Eeaitcation tove o the iormation
Choriams eXtto etermine seculy, omplonce and eslerce controlapolcouy
[For specifc requirement details, buy 2 licensed copy of the Focal Document at  identifying, assigning and documenting the appropriate asset scope categorization for
cc2.1.p0F7 Classifies Information Functional Intersects With | Asset Scope Classification | AST-04.1 | Techmolog) Rk, Appctons andlo Saces (FAAS) and oersannel (mernal and B
e e st 5073 [ircp.
Mechanisms exist Toxic or Trivial (ROTT)
Uses Information That Is FOV specific 'Eqmrement details, buy a licensed copy of the Focal Document at: |data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
CC2.1-POF8. Comoreie and pecurate oS o sicparcima.com Functional Subset Of Data Quality Operations DCH-22  [dentification of information throughout the information lifecycle. 10
anages the Locationaf_[F PECITc requiement detas, buy a censed copy o the Focal Document ot e Pt v vacilote a1 T st Hanagement (TAW) program 1o mplemen and
CC2.1-POF9 9 ASsets Ihtty < Functional Intersects With Asset Governance AST-01 5
revised-points-of focus 2022
iechariams e fo periom Tnvertores of Technoiogy Asses, AppIcators, Sevces
land/or Data (TAASD) th
) Accurately relects the current TAASD in use;
(2) dentifies authorized software products, including business justification details;
anages th ocaton o [ 9 reuirement deta, by  ensed copyof h Fool Document ot (2)dentifies authorized sftware products, ncuding busness justication
cca.1-p0r9 g Functional Intersects With Asset Inventories asT02 B
ssets [itpswu.aicpa-cima.com) (& inclds orgarzation-deined nformation deemed necessary to achieve effective
i rty accountabilty; a
ey vt fo revian and audic by designated orgarizatonal personnel.
[Fechanisms exitto reate and marian 8 map o Technology Aeset.Applcatons
N conof [FOT specific requirement detais, buy a licensed copy of the Focal Document at: [Mechanisms ex B B e o e ooy fxsets, Aoyl
cca.1p0r9 Manages the Location of oy ’ Functional Intersects With | Data Action Mapping | AST-02.8 [oreloL ServICes (TAAS) wh fivelregulated data is stored, transmitted o B
revised-points-of-focus 2022
Mechanisms exist t rack the geographic location of system components.
} For specifc requirement details, buy a licensed copy o the Focal Document a: o }
cca1p0r9 Manages the Location of |, £, Functional | intersects witn | Adtomated location | 4755 1 s
vev\sed*pomls—o!—!ocus—zﬂzz 9
vamages e Location of FO7 SPECTCrequirement dtars, buya censed copy of the Focal Document ot oate Sorage ocaton e e ey o™ PO SeCUTy eV f Sarage Tocatins Tt cortam
CC2.1-POF9. 1988 pre 12 Ihtt v Functional Intersects With e ey BCD-02.4 s
revised-points-of-focus 2022
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ror speci  detat, buy a censed copy of the Focal D . ol Mechanisms exst to controlthe Iccanon o i iacestege bt o AneSs
o ’ or specific requirement detals, buy a licensed copy of the Focal Document a eolocation hat sty v comrattuat oeations.
ccarpors Manages the Locationof [ : Functional | ntersectswith | fo Processing Storage and | LD-09 reaulatory o s
Irevisedt-points-of-focus-2022 ‘Service Locations.
R e oo Teaneed oy ot e Forar D - Fiechanims o1t To mventory, document and mainan dat Tows Tordata Tt =
or specific requirement details, buy a licensed copy of the Focal Document a : mna serv atributed
Manages the Location of resident a service
CC2.1-POF9 9 posets s A Functional Intersects with  [Geographic Location of Data|  DCH-19 [ e D fucture, syctemt components andior shared s
revised-points-of-focus-2022 B ciher thie paries.
anages the Location of _[For SPECITC requirement detal, buy a lcensed copy o the Focal Document at ey o Cocument e Jocaion of nformaton and e pecific
CC2.1-POF9 9 Assets Ihtty ¥ Functional Intersects With Information Location DCH-24 5
revisedpoints-of-focus-2022
[Automated mechanisms exist to change The location of processing andjor storage at
For specific requirement details, buy a licensed copy of the Focal Document at: y futomated mechan
cca1por0 Manages the Location o |, , Functional | tersects witn | CIRn9eIOCessng i | gy gqp [2ndom time intervals. B
revised-points-of-focus-2022
Tems exist (o T Ton of Inform: z
orges the oration of o sPeCic requirement detas, buy @ fcensed copy o the Focal Dacument o Thia pary Processig, echanime XSt Lo Fesc the Iocaion of Wormation procesan/storage based on
€C2.1-P0F9 ges the Lo I - Functional Intersects With Storage and Service TPM-04.4 5
revised-points-of-focus-2022 Locations
[For specific requirement details, buy a licensed copy of the Focal Document at . Wiechaniams exit to facitate the [dentiication and implementation of relevant
cc22 €OSO0 Principle 14 [hty ¥ Functional Intersects With g‘n“;{‘:‘e‘:ty a’fec%‘,‘“““‘“a'vm&e CPLO1 [statutory, regulatory and contractual controls. 5
Irevised-points-of-focus-2022 u pli
For specific requirement detail, buy a licensed copy of the Focal Document at: Securlty, Compliance & VMechaniams exit to provide a securlty, compliance and resience controls oversight
cc22 €050 Principle 14 [ntt v Functional Intersects With Resilence Conirols CPLO2  [function that reports to the organization's executive leadership s
revised-points-of-focus 2022 versight
Fo specifc requirement detals, buy  lcensed copy ofthe Focal Document ot fechanisms exist to develop, report and montor Securly, Compliance & Resience
cc22 €050 Principle 14 Functional ntersects With | Messures of erformance | GOV-05 [rogtam (SCRP) messures of perormance. s
Fevecd ponts atiotue 3053
For speciic requirement detalls, buy a licensed copy of the Focal Dacument at: o o p— [Wiechantams exit to develop, report and monitor Key Performance ndicators (RPIS] (0
cc22 Cos0 principle 14 |hit v Functional Intersects witn | KeY Performance ndicators | oy g5, assis organizational management in performance monioring and trend analyss f the 5
Irevised-points-of-focus-2022 (KPis) [Security, Compliance & Resilience Program (SCRP).
For specific requirement details, buy 3 licensed copy of the Focal Document at: [Fiechanisms exis to develop, report and monitor Key sk Indicators (KRIS) to assist
cc22 Cos0 Principle 14 |hi - Functional Intersects With | Key Risk Indicators (KRIs) | GOV-05.2  [senior management in performance monitoring and trend analysis of the Securiy, 5
revised-points-of-focus-2022 |compliance & Resilience Program (5
For speciic requirement detalls, buy a licensed copy of the Focal Dacument at [iechanisms exit to establish contral objectves as the bass for The selection.
cc22 oS0 principle 14 |t v Functional Intersects With | Define Control Objectives |  GOV-09 and management of the organization's interal security, compliance and 5
revised-points-of-focus-2022 resiience control system.
- i efined Roles lechanisms exist to define cybersecurity roles & responsibilities for all personnel
cc2.2 COSO Principle 14 Ihtty ¥ Functional Intersects With Defined Roles & HRs.03  |Mech: t to define cyb ity roles & responsibilties for all pe L 5
[For speciic reauiraman detalls, buy a licensed copy of the Focal Decment at Fiechaniams exit to facitate the Tmplementation of operational Securty controls
cc22 oS0 principle 14 [t ’ Functional Intersects With Operations Security ops.01 5
revisedt-points-of-focus-2022
For specific requirement details, buy a licensed copy of the Focal Document at: Svandordined Operat [Mechanisms exist to ldentify and document Standardized Operating Procedures (SOP). o
cc22 €OS0 Principle 14 [hty ¥ d/201 Functional Intersects With o rotetures (om0 | OPS-0L1 fsimilar documentation, to enable the proper execution of day-to-day / assigned tasks. 5
[revised-points-of-focus-2022 Procedures
[For specific requirement detalls, buy a licensed copy of the Focal Document at Securly, Compliance & Mechanisms exist to Taciitate the Implementation of resource planning contrals that
cc22 oS0 principle 14 |t - Functional mersects with | Tesiehce Potecion | P01 provide. portolio management approach o cheve securty,complanc and resiience 5
revisedt-points-of-focus-2022 Portfolio Management Jobjective:
echanisms exit to [dentify crilcal system companents and functions by performing a
o specific requirement details, buy a licensed copy of the Focal Document at: Security, Compliance & lriticality analysi for critical Technology Assets, Applications and/or Services (TAAS) at
cc22 €050 principle 14 y Functional Intersects With | Resilience Requirements |  PRMA0S  |o/a dafiued derieion pomta in the Secern Deveromoont Lita Cycle (D6) s
revised-points-of-focus-2022 efiniion
[Miechanisms exit to facitate the implementation of INdustry-Tecognized Securty
For specific requirement details, buy a licensed copy of the Focal Document at: Secure Engineering [Compiance and resiionce practices I the specification. decin. development
cc22 COSO Principle 14 Jhtt - Functional Intersects With Principles SEA-DL. Implementation and modificatin of Technology Assets Applications andlr Sérvices s
Irevised-points-of-focus-2022 Ry
[For specific requirement details, buy a licensed copy of the Focal Document at echariams existto Standardize echiology and process erminology toreduce
cc22 COSO Principle 14 |ty X Functional Intersects With | Standardized Terminology | SEA-02.1  [confusion amongst groups and departme B
revisedt-points-of-focus-2022
[Mechanisms exit to establish, maintain and disseminate poliies. standards and
Internal [ Specfc requirement details, buya censed copy of the Focal Documen ot Publishing Security [orocedures necessary for secuire, compliant and resilient capabiliies
cc2.2-p0r1 ommunicates Intern Functional intersects with | Compliance & Resience | Gov-02 B
e pone aFiotue 3053 Documentation
et [T SPEGIE eGurement Getal, buy = censed copyofte Focal Dacument Vechaniams exit to establish control objectives as the basi for the selection
cc2.2-por1 ommunicates Intern Functional Intersects With | Define Control Obiectives | GOV-09 [ mplementation and management of the organization's internal securiy, compliance and s
e pone aFiotue 3053 resilience control system
iechaniams exist to Gefine SUppOTEng BUSINESs processes and IMpIEMENT SpPropTae
or spcic reqiementdetas,buyacensed copy of he Foca Document jovernance and service management to ensure appropriate planning, delivery an
[ Communicates Iternal ~[[r SPecifc red e i ooy o Functional Intersects With Service Delivery PS03 [sUpport of the organization's technology capabilties supporting business functions, 5
Control Information "/t aicae-cima.con (Business Process Support) andor customers based on industry-recognized standards to achieve the
Jspecific goals of the process area.
[Fecarisms ext o rouide goverance oversgN eportng and recommendators o
crzror2 Withthe [ SPecifc requiement detas, buy a icensed copy of the FocalDocument ot oot o St Reportng To | o015 [Iose ensted 1o make execuuve e L ceron el o o
2 oard of Directors unctional qual overming Bo: 012 [organization's Securiy, Compliance & Resilence Program (SCRP
Board of Directs vev\sed i-points-of-| Iocus 2022 G '9 Body. o . ” o )
" [For speciic requirement details, buy 3 licensed copy of the Focal Document at " » - Vechaniams exist to facitate the Implementation of personnel security controls
cc22p0r3 provides Separate (% ’ Functional | tersects witn | Human Resources security | g g s
orovdes Separate _|FoT Specifc requirement detais, buy a fcansed copy of the Focal Document af: VMechanisms exit to conduct employee misconduct investigations when there s
CC2.2-POF3 P Tines [Nt X Functional Intersects With Workplace Investigations HRS-07.1 [reasonable assurance that a policy has been violated. 5
orovides Separate _|For speciic requirement details, buy a licensed copy of the Focal Document at: et Resomee Wechanisms exit to implement and govern processes and documentation (o facitate an
€C2.2-P0F3 pars It . Functional Intersects With Operation 1RO-01 2 for y and data 5
ines erations organizat
- . Forspecic requrement detas buy 3 Tcensed copy of the Focal Document ot fechanfsms exist fo Cover:
ccazpors provides Separate Functional | Intersects With Incident Handing 1002 [1) Peparation s
evead pona ot istue 3053 (2) Automated event detection or manual incident report ntake;
ror specit cetarn, ooy o Teansed oy o v Forar D - Mecharisms et ol securty, complance and eslence capaie W, bsiess
or specific requirement details, buy a licensed copy of the Focal Document a Hrements through - steaing Lommikiee or advisory board. compri
Selects Relevant Method of Steering Committee & requirer oug! g committee or advisory board, compris
Cc2.2:P0F4 I3 et - Functional Intersects With Frooram oversignt || GOV0L1 lppersecurty, data Sorection ane business xecutves, wheh meats fomaly and on a s
revised-points-of-focus-2022 aiar o
- For specific requirement detals, buy  lcensed copy ofthe Focal Document at Wiechaniams exit to 1dentfy and document Sppropriate Contacts with relevant 1aw
cc2.2POF4 Selects Relevant Method of |, Functional Intersects With | Contacts With Authorities | GOV-06  |enforcement and regulatory bodies. 5
et po aFistue 3053
o ext [0 eI cortact Wi selcied goups and assocatans Wi e
Jsecurity, compliance and resilience communities
) Fecitate ongoing cybersecurity and data protecton education and traiing for
lorganizational personnel;
Selects Relevant Method of [FOF SPecific requirement details, buy a licensed copy of the Focal Document at; Contacts With Groups & 2) Malntain currency wih recommended cybersecurity and data protection practices,
cc2.2.p0r4 b I - Functional Intersects Wit cts Wi Govo7 e e e s
revised-points-of-focus-2022 ((3) Share current cy bersecunl’y and/nr data protection-related information including
[ihreats, vulnerabilities and inciden
Fiechanisms exist o define cybersecurity roles & responsibiiies for al personnel.
Communicates For specific requirement details, buy a licensed copy of the Focal Document at: Defined Roles & 4 4 P P
cc2.2.p0s ety - Functional Equal Defined Rotes & HRS-03 10
Irevised-points-of-focus-2022 ponsibili
Vechanisms exit to document and maintain & Responsible, ACCountable, SUpPOrtive,
Communicates _|For specific requirement details, buy a licensed copy of the Focal Document at: Responsible, Accountable, [Conautted & Informad (RASCH matie. o imiar Goumentation. & dabneate naciomment
CC2.2-POFS ¢ Functional Intersects With Supportive, Consulted & TPM-05.4 lfor security, compliance and resilience controls between internal stakeholders and s
revisedpoints-of-focus-2022 nformed (RASCH Matrix el Soreie providers (Ecee)
iechanisms exit to cover
(1) Preparation;
Commuicates Information |cor specific requirement details, buy a licensed copy of the Focal Document at; 12) Automated event detection or manual incident report itake;
€C2.2-POF6 i . " |htty - Functional Intersects With Incident Handling IRO-02 lysis: 5
Incidents, Concems, and | ised-points-of-focus-2022 (4 Containment;
Other Matters. o (5) Erad\catmn and
(6) Recovery.
. Mechanisms exist to establish an integrated team of cybersecurity, IT and business
C“’“’“;"";‘;;'; Slmation IFor specific requirement detais, buy a licensed copy of the Focal Document at: rated Scury nciers 'p“rg:;‘tot"e:\eDn':;ee':wlta:‘evse:a:gae[:p':r:pnank;‘E of addressing cybersecurity and data
ccazpors nckden, Concers, and 1B aicea-cima.comy Functional | ntersectswin | "RECCLOCCHEE™| o7 s
Other Matters. s
Vechaniams exit to document, monitor and report the status of cybersecurity and data
O R ecto Ftores " [For spcifc requirement details, buy a icensed copy of the Facal Documen ot Stuations! Awarences For lprotection incidents to internal stakeholders al the way through the resolution of the
cc2.2p0f6 on Reporting Falures, | Functional Intersects With al A IRo-09  [cident. 5
ents, Concerns e e S istu 3053
. — hanisms exist to Tmely-report Incidents to appicable
ommunicates Information (1) Internal stakeholders;
mmunicates InforMation |ror specific requirement details, buy a licensed copy of the Focal Document at ncident Stakeholder
cc2.2-p0F6 on Reporting Failures, - Functional Intersects With Incident Stakehold 1RO-10  [12) Affected clients & third-parties; and 5
e veans" 21 lrevised-points-of-focus-2022 porting (3 Regulatory authorites.
Fiechanisms exit to report sensiivelreguiated data incidents in 3 fmely manner.
Cwqgm‘es mes™ forspcitc requiremen detas, buy o censed copy of e FocolDocument ot s ber ncident Reorting for
et Concerns, and. revised:-poins-of-focus 2022 9!
Mechanisms exist to establish a direct, cooperative relationship between the.
e s " Forspecific requirement detals, buy » icensed copy o the Focal Document o Coordination With External [organization's incident response capability and external service providers.
cca.z-pore on Reporting Falures, | Functional | Intersects witn | Coerdination With External | g, s
eris, Concerns Fevised-ports o lcus-203
R e ooy Teaneed oy ot Forar D - P [Fiechanisms exist to estabiish, maintain and disseminate poliies, standards and
ommunicates Objectives O SPECic requirement details, buy a licensed copy of the Focal Document a ublishing Security, rocedures necessary for secure, compliant and resilient capabilies.
cc22p0F7 ‘Communicates Otjectives || ‘ functional | Itersects with | Complance & Reslience | Gov02 |” g " " s
9 i Irevised-points-of-focus-2022 Documentation
Wechanisms exit to review the Security. Compliance & Resilence Program (SCRP),
piecives [[0r specic requirement detas, buy a lcensed copy fthe Focal Document o Periodic Review & Update of including policies, standards and procedures, st pranned intervats or i significant
cc2.2:p07 e et Functional Intersects With |~ Security. Compliance & | GOV-03  kchanges occur to ensure their continuing suitabilty, adequacy and effectiveness. 5
9 g vewsed i-points-of- v’o(us 2022 Resilience Program
- <o Onjectives | SPECITC requirement detalls, buy a licensed copy of the Focal Dacument at iechanisms exit to establish contral objectives as the bass for The selection.
cc2.20F7 ommunicates Objectives |/ " Functional Inerscts With | Defie Conrl bjectives | GOV09[mplementtin and mangement ofth oganizatonsintemal securty.compiance and 5
and Changes to Objectives [[1ih5// i 2iche-cima,con resiience contro
Commuricates Iformation [Fo specfc rcuirement dtais buy 3 lcensed copy of th Focal Document ot Securiy, Compliance & Wechanisms exit to facitate the Tevelopment
cc2.2-p0r8 tol ity Functional Intersects Wit Resilence-Minded SAT.01  [and aareness controls. 5
Knowedge and Ay ness [ eveed ponisoffoces 2053 iorce
Mechanisms exist to provide all employees and Cantractors approprate Securlty,
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at: Securty, Compliance & e e e e e o Bl D et ol job
cc2.2-p08 o Improve Securi g - Functional Intersects With | Resiience Awareness |  SAT-02  [iuncton s
Knowledge and Awareness |revised-points-of-focus-2022 Training
VMechaniams exit to provide role-based security, compliance and resiience awareness
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Dacument at: raining that o Currart omd selovant 1o the cyber thrants that eers might ercoomter m
cc2.2-por8 o Improve Security  [htt y Functional Intersects With | Cyber Threat Environment | SAT-03.6 4oy tocioy businees aperatione s
ledge and Awareness
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at Serglive  Reniaed Daa [Mechanisms exist to ensure that every User accessing a system processing, storing o
cc2.2.p0F9 to Improve Privacy  |ht - Functional Intersects Wit Handing & || 541033 fransmiting senilvlreglted ata s formally aine nGaa handing reauremerts 5
Knowledge and Awareness |revised-points-of-focus-2022 Frocessing
Communictes ormaton [Fr specic requrement etals by 3 Tcensed copy of e Focal ocument ot Wiechaniams exit to provide Specifc traiing for priviieged Users to ensure privieged
cc2.2-p0F9 improve Privacy Functional Intersects With Privileged Users SAT-03.5 |users understand their unique roles and responsibilties s
Knoweage ane Awatehess [ovieed ponsor focus 3053
iechaniams exit to document and maimiain 8 Responsible, ACCOUNTaIe, SUpPOTLVe,
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at: Responsible, Accountable, it & o (KA o ot oo ation, 1o Hahreate ot et
cc2.2-p0F9 to Improve Privacy _n - Functional Intersects With | *Supportive, Consulted & | TPM-05.4 lor security, compliance and resiience controls between interna stakehoiders and 5
Knowledge and Awareness |revised-points-of-focus-2022 informed (RASCI) Matrix [Excomal Sorvice providers (£6Pe)
[Miechanisms exit to perform recurring valldation of the Responsible, ACcountable,
[Supportive, Consulted & Informed (RASCI) matsix, or similar documentation, to ensure
[security, compliance and resilience control assionments accurately reflect current:
Communictes nformationFrspecic rquirement detas buy  Icensed copy of the FocalDocument o (2) Contractual obligations for the External Service Provider (ESP);
cc2.2-p0F9 0 Improve Privacy Functional Intersects With | Third-Party Scope Review | TPM.-05.5 [i2) Business practices; s
Knoweage and aweraness [ eved pome ot rocss 3053 (5) Applicabe stakeholders;
|(4) Deployed Technology Asse(s, Applications and/or Services (TAAS).
Communicates Information [For specific requirement detals, buy  icensed copy of the Focal Document at Fiechaniams exis to define and manage the scope for s altack surface management
cc2.2-p0F to Improve Privacy  [htt ’ Functional Intersects With | Attack Surface Scope | VPM-0L1 actvites. s
Knowledge and Awareness revised-points-of-focus-2022
o specifc equirement detals, buy 3 lcensed copy ofthe Focal Document [iechaniams exist to define The context of s business model and document the
C2.2-P0F10 Communicates Incident |70 SPECific req 1t details, buy a I d copy of the Focal D tat: Functional Intersects with |Defining Business Context & oy og  lorganization's mission. 5
Reporting Methods 'SPt aicgecima, o Mission
ncigent_[For specific requirement details, buy a licensed copy of the Focal Document ot [ Wechanisms exit to implement and govern processes and documentation to faciitate an
cc22p0F10 mmuricates ncdent iy . Functional Itersects Wit nt Resgo 1RO-01 for and data s
porting revised-points-of-focus-2022 op incidents
Wiechanisms exit to cover
(1) Preparation;
Incint[[2 PR erment et buy e copy f th Focal Document (2) Automated even: detection or manual ncdent reprtntake;
cc2.2-p0F10 mmunicates Incident Functional Intersects With Incident Handling Ro0z () Aralysis s
P 0 [revised-points-of-f v’o(us 2022 .
() Eradication; and
(6) Recovery.
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Incigent _[For specific requirement detals, buy a licansed copy of the Focal Document af: Incident Classication & chanisms exist to dentify classes of incidents and actions to take to ensure the
ccz.2-00F10 mmunicates Incident {1 ; Functional | tersects witn | "ncident Classification & | 16,5 4 |cantinuation of organicational missions and business functions
\eporting Methods [revised-points-of-focus-2022 rioritization
mmicotes ncgent {9 SPECIC eduirement dtals Buy 3 Tcensed copy of th Focal Document ot fechanisms exist fo maintain and make avalable a current and viable Incident Response|
ccazr0r10 Communicates ncident Funcionsl | tesects With_[ncdent Response o (RP)| 1R0:04[fon (RP o a1 tkenlders
porting et points-of-focus-2022
echanlems ox s o Getering secuy. complonce and eslerce conrol pocony
Communicates Information |For specific requirement details, buy a licensed copy of the Focal Dacument by identiying, assigning and documenting the appropriate asset scope categorization for
€c22-POF1L Operation < Functional Intersects With | Asset Scope Classification | AST-04.1 ai| Technology Assets Applications ancjor Services (TAAS) and personnel (imermal and
‘Boundaries revised-points-of-focus-2022 i
Fiechanisms exit Tcabilty
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at Control Applicability Techology Aessts: Applcatons ancer Senices (Tans) i paries by arsphiclly
cca.2.p0F11 ot Sstem Speraon s icocima cony Functional Intersects With Soundary Gaphcsl || ASTO42 [CHELen g oo cale Boundores
iechanisms exist to document and validate the Scope of securlly, compiance and
Communicates Information |For specific requirement details, buy a licensed copy of the Focal Document at: resiience Controls that are determined t6 meet statatory. regulatory andior contractual
cc2.2-poF1L IAbout System Operation v Functional Intersects With Compliance Scope CPLOLZ |fompiiance obligations
aries revised-points-of-focus 2022
Mechanisms exist to establish the Scape of assessments by Gefining the assessment
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at oundary, according to people, processes and technology that directly or indirectly
cc2.2-P0F1L lAbout System Operation x Functional Intersects With | Assessment Boundaries | 1A0-011 [[mpact the confidentiality, integrity, availability and safety of the Technology Assets,
iy e o oo IApplications, Services and/or Data (TAASD) under review.
[Fechanims ex o generate SUToTialve Gocumentaion (e System Secuty Pon
(s5P) th
o \dentites key architectural and implementationnformaton onn scope Techneoy
Ce tes Infc tion [Fe ifi 1t details, b i d f the Focal Dc t at: lied S ity, sets, Applications andjor Services (TAAS):
ccazrori ommunicates Information [or specfc requirement detais, buy a icensed copy ofthe Focal Document a Fonctonat ntersecte it | com 220l Securty, ho0s |[2 Refedt e curren state of appliea secriy, compliance and resilence conrols o
4 stem Operatio q pa-<imacom/ unctional ntersects Wi ompliance and Reallence 203 lapplicable People, Processes, Technologies, Data andor Facilties (PPTOF) that are
oundaries revised-points-of-focus- ontrols Documentation e e e oy b e
(3) Provides a historical record of applled security controls, including changes.
Fichariro ot o sl secury, ool snd slerce copabiie Wi busnes
Commiictssysam [ specific requirement detals, buy a licensed copy of the Focal Document at: Steering Committee & regurement hroush  tcering commiie o adisory bard: comprised
cca2-por12 pios e - Functional Intersects With sering Commitiee & | Govor1 a protection an oo o hd on a
revisedtpoints-of-focus-2022 o baaie
System Fnr specific requirement details, buy a licensed copy of the Focal Document at: Security, Compliance & [Mechanisms exist to ‘EU“(E!E the development
€C2.2-POF12 ‘obj e(\wesy Functional Intersects With Resilience-Minded SAT-01  [and awareness control
. rev\sed -points-of-f ﬁxus 2022 Workforce
<yetem _[For specific requirement detais, buy a icensed copy of the Focal Document at Securly, Compliance & Mechanisms exist to provide all employees and Cantractors approprate Securly,
cc2.2-poF12 wnicates System |1y v Functional Intersects With | Resilence Awareness | SAT-02  [compliance and resilience awareness education and training that is relevant for thelr ob
jectives revised-points-of-focus-2022 Training Jfunction.
[Fiechanisms exist o provide role-based security, compliance and resiience-related
[For specific requirement details, buy a licensed copy of the Focal Document at: Role-Based Securit [training:
C2.2-P0F12 wnicates System {7 i iy 24 % Functional Intersects With | Compliance & et o | saT.03  |(1) Before authorizing access to the system or performing assigned duties;
jectives revised-points-of-focus-2022 raining (2) When required by system changes; and
(5) Annually thereaer.
or specific requirement detais, buy a icensed copy of the Focal Document a Fiechanisms exis to faciEate the Tmplementation of @ change management program.
CC2.2-P0F13 System i" pecific reqy it details, buy a li d copy of the Focal De it at: Functional e s with Change Management CHe01 pl g¢ 0 progs
. inictes " unctional ntersects Wi 5 anag
revised-points-of-focus-2022
eystem [T SPeCITC reguirement defals.buy 3 censed copy of the Focal Document ot P [Miechantams exit to govern the technical confguration change contral processes.
cc2.2-p0F13 icates Sys Functional Intersects With, iguration Chang cHG-02
9 remsed i-points-of-| Ye(us 2022
Forspecic requirement detas buy & icensed copy of the Focl Document o y iechanisms exist o ensure stakenolders are made aware of and Understand the Impact
ccazvori3 st System Functional | tersects | SkeNOer NOKICaton f | gy 05 propased changes.
Fevecd ponts atiotue 3053
[Fechanis exst  rovie r0Hased securty, complance and eslence reBie
— m [For specific requirement details, buy a licensed copy of the Focal Document at Role-Based Security,
cc2.2-P0F13 Commupicates System |y, v Functional Intersects With | Compliance & Resilience |  SAT-03 1) Btare authorizing access to the system or performing assigned duties:
anges revisedt-points-of-focus-2022 Training (2) When required by system changes; and
(3) Annually thereafter.
Mechanisms exist to provide (raining o personnel on organization deined nIcators or
ystem [ Pecifc requirment deta, buy a icensed copy o the FocalDocument ot Suspicious Communications e e e e e Aol
cc2.2-P0F13 inicates Functional Intersects With | & Anomalous System | SAT-03.2
0 rev\sed i-points-of-| Iocus 2022 havior
For speciic requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to Taciltate the identification and implementation of relevant
cc23 cosoprincilets [y : Functonal | ntersects witn | S3ttory Resulatoy & |y 1 tatiory. requitory and contractua controls
[revised-points-of-focus-2022 P
For speciic requrement detas buy 3 Icensed copy ofthe Focl Document o Security, Compliance & Fiecaiers o o provde  secrty, comance G reaince corrosovershe
cc23 €050 principle 15 Functional Intersects With Resilence Controls CPLO2  [function that reports to the organization’s executive leadershi
et pon oot 3053 Oversight
For specifcrequrement detas bu o Icensed copy ofthe FocalDocumert ot Mechanisms exit to identify and document appropriate Contacts with relevant law
cc23 €050 Principle 15 Functional Intersects With | Contacts With Authorities | GOV-06  [enforcement and regulatory bodies.
ey aFistue 3053
Fecharars ext o b contoel Wi Seiected raups and sssoctons Wi e
lsecurity, compliance and resiience communit
i1 Fciate ngoing yversecurty snd daa oretocton educaton and training for
lorganizational personn
Forspecific requirement details, buy a licensed copy o the Focal Document a ontacts With Groups o i '
3 Coso princple1s |y Functional Itersects with | Contacts With Groups & | o oo |(2) Maintain currency i cecommended cybersecurty and data protecton practcs,
" ba-cima,com “Associations ltechniques and technologies; and
[revised-points-of-focus- ((3) Share current cybersecurity and/or data protection-related information including
[threats, vulnerabilties and incidents
Mechanisms exist to Tmely report InCIdents (@ appiicable:
For specific requirement details, buy a licensed copy of the Focal Document at: ncident Stakenolder el e
cc23 €050 Principle 15 ¥ Functional Intersects With ont Stake RO10. o) et et v e an
Irevised-points-of-focus-2022 porting (3) Regulatory authortie:
For speciic requrement detas buy o Icensed copy ofthe FocalDocumert ot O Vechaniams exis to maintain Incident response contacts with applicable reguiatory and
cc23 €050 Principle 15 Functional Intersects With Enfosermany Contacts IRO-14 [law enforcement agencies.
Fevecd pone aFistue 3053
[Fiechanisms exist to document Personal Data (PD) processing aciviies that covers.
For speciic requirement detais buy a fcensed capy of the Focal Document Documenting Data lcollection, receiving, processing, storage, transmission, sharing, updating and/or disposal
ccz3 €050 Principle 15 Functional Intersects With | 50 Activities PRIL4 [3Crions ith suffcien cetall (o demonsirate conformity with applicable Statuory
Feeedpons ot ocus 3053 reguiatory and contractual requirements.
— ey ot e roear - Wiechaniams exit to Tmely-Teport cidents to appicable:
N o specific requirement detais, buy  censed copof the Focal Document } 1 e sakeherdors:
C€C2.3-POF1 to External Functional Intersects With Incident Stakeholder IRO-10 d cli hird-
Parties Reporting (2) Affected clients & third-parties; and
et o aF ot 3053 (5) Regulatory suthorities.
o Extornar [FoT SPeCic requirement details, buy a ficansed copy of the Focal Document af: yber medent Reporting for Mechanisms exist to report sensitivelreguiated data incidents i a fimely manner.
cc2.3-por1 ates < e - Functional ntersects witn |5 ncident Reportinofor| 1ro-10.2
revised-points-of-focus-2022
Mechanisms exist to provide cybersecurity and data protection incldent Information fo
Communicates to Extemal [For SPECificrequirement detais, buy a licensed copy of the Focal Document lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
cc2.3.p0F1 aries Functional Intersects With | Supply Chain Coordination | - IRO-10.4 lorganizations involved in the supply chain for TAAS related to the incident.
e pone aFiotue 3053
s oo For specic equrement detals buy 3 Tcensed copy of the Focal Document ot o v Extor [Miechanisms exit to estabiish a dect, Cooperaive relationship between the
cc23r0m Enatles inbound Functional | ntersectswit | COoramaton it Extemal | 1,11 5 o e SLen S, Capabiiy and eviomal service providers.
et pon o st 5073
[iechanisms exist o Gefine SUppOTEg DUSIESs processes and ImpIEmEnt approprate
Forspecifcrequirement dets buy 3 censed capy o the Focal Document st jovernance and service management to ensure appropriate planning, delivery and
C2.3-P0F2 Enables Inbound N 4 o8 Functional Intersects With Service Deliven OPS-03  [5uppOrt of the organization's technology capabllities supporting business functions,
Communications [P/ polnte ot focuss022 (Business Process Support) [workforce, andfor customers based on industry-recognized standards to achieve the
Jspecific goals of the process ares.
orems S o TequTe contactal et o pPCAE secuy. compance
crables nboung [F97 SPECT requirement details, buy a censed copy ofthe Facal Documen ot Third-Party Contract Jand resilience requirements with third-parties, reflecting the organization's needs
€C2.3-POF2 I psufwern aicpmclma, com! Functional Intersects With Requirements TPM-05  |orotect its Technology Assets, Applications, Services and/or Data (TAASD).
revisedpoints-of-focus
Ficharims it o Sl secorty, complnce 30 sl capaiie Wiy biess
< Withthe [[or Pecifc equirement deta, buy a lcensed copy ofthe Focal Document o Steering Committee & requirements through a-steering Lommikiee or acuisory board. comprised of k
cc2.3-p03 Board of Direct Functional Itersects With o GOV-0LL [cybersecurity, data protection and business executives, which meets formally and on a
oard of Directors rogram Oversight v y, data pr v
e e S iste 3053 Youiar bacie
iechaniams ex/t to provide Govemance oversight reporting and recommendafions fo
Wit the [Fo specific equirement details, buy a licensed copy of the Focal Document Status Reporting To [those entrusted to make executive decisions about matters considered material to the
€C2.3-POF3 Board of Directors Functional Intersects With Governing Bo GOV-01.2  |arganization's Security, Compliance & Resilience Program (SCRP).
rev\sed -points-of-f Iocus 2022 o y
For speciic requirement detalls, buy 3 licensed copy of the Focal Document at [Mechanisms exist to Tacitate the implementation of persannel securty Contrals.
Provides Separate  |[oF ction N | Human Resources Security
cc2.3-po4 e e ” Functional Intersects With urces = HRS.01
orovides Separate _[For Specific requirement detais, buy a ficensed copy of the Focal Document af: Vechaniams exit to conduct employee misconduct Investigations when there s
CC2.3-POF4 VI P Tines [Nt - Functional Intersects With ‘Workplace Investigations. HRS-07.1 [reasonable assurance that a policy has been violated.
et v etno o[£ PR EQUTETL e T e o e o Do, P Wechaniams exit to facitate the Implementation of securlty, compliance and resiience
ccapors elects Relevant Method o | - o200 Functional | intersects it | pSeurity Compliance & | Gov.1  governance controls,
[revised-points-of-focus-2022 0
[Fechanisms exist o provide overmance aversgHt reportng 3nd recommendatons o
casrors Seees v et o [FE DR AUt St b e copy e ol bocumer onetons esec i Status Reporting To | oy gnp 15 SRSt f0 make cxecUte decaions hout motters cansidered maters o he
:  Relevant it " unci i oveming Bor 012 [raamisation’s Secoriy, Compliance & Reshence Program (SCAP
Irevised-points-of-focus-2022 G '9 Body. o 4 o & ¢ )
tects Relevan Methad of [ SPSCIC eduirement detals.buy 3 censed copy of the Focal Document ot EYRE—— Wiechaniams exit to facitate the [dentication and Implementation of relevant
ce2zpors Selects Relevant Method of Functional | ntersects witn | SISOy Regulstory & |y 7 statutory, requitory and contractua conrols
remsed -points-of-f !n:us 2022 ontractual Compliance
Fechariams ex o dene supporing busness rocesses and mplement sppoprate
ommunicate OUULE o pein requrement dtal, by s copy o he FcalDocumnt o , Jgovernance and service management t enure appropriate plarning. dlier
C2.3-P0F6 Related to Confidentiality Functional Intersects With Service Delivery OPS.03  [support of the organization's technology capabilities supporting business ncions
Changes to Those [Pt 2/ Chdma. Com (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
jectives Jspecific goals of the process area.
Communicates Objectives Torems o o requTe contacta et o pPCAE secuty. comTance
PR Related to Confidentiaiity |For SPecifc requirement detais, buy o ficensed copy of the Focal Document at: Functional tersects witn | Third-party Contract o5 |21 reslience requirements with third-partes, reflcting the organization's nee
> nction n & i . Appli i \[
Chanaes o Thase | ok 3078 Requirements protect its Technology Assets, Applications, Sérvices and/or Data (TAASD)
N VMechanisms exit to document and maintaln & Responsible, ACCOUNtabIe, SUpPOTVe,
RZEZ‘;’:;“;:i&!:;SKf [For specific requirement details, buy a licensed copy of the Focal Document at: Responsible, Accountable, [Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
CC2.3-POF6 clated to Confldentalty s ¥ Functional Intersects With | Supportive, Consulted Thu0s.4 [orsecurty, complance an(d res\hen:e controls between interal stakeholders an
a0 revised-points-of-focus 2022 informed (RASCI) Matrix
Communicates Objectives [Mechaniams exit to facitate the implementation and operation of data protection
Related to privacy and _ [-or SPecific requirement detais, buy a licensed copy of the Focal Document |controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are
cc2.3-p0F7 lat Functional Intersects With | Data Privacy Program | PRLO1
anges o Thase lrocessed lawfully, fairly and transparenty
g o et o sFiste 3053
iechaniams exit o
1) ke g privacy notcets)sulal o indiduals upon s nteackig ith an
lorganization and
[2)Ensur tht dota privacy nrices are clear and easy-to-understand, expressing
reevant inormation bout how Fersonal Dta (D) i ollected, eceived, processed.
orea, ransmitted, shared, updoted andior disp
) Cortam ol e osmry neion eines chvent esatred by appicable satutry,
ommunicates Objectives regulatory and contractual obligations;
Communictes Oecues lcor specitc requirement detas, uy 3 Icensed copy ofthe FocalDocument o (4) Defing the scope of PD procéssing actvites, including the geagraphic locations and
©C2.3-POF7 ‘Changes to Those I ba-cima,com Functional Intersects With Data Privacy Notice PRI02 lthird-party recipients that process the PD within the scope of the data privacy notice;
Objectives revised-points-of-focus- (5) Periodically, review and update the content of the privacy notice, as necessary; and
(6) Retain prior versions of the privacy notice, n accordance with data retention
requirements.
Communicses Gbjecives Wiechanizms ext o Security, compiance]
cC2.3.p0F7 Related to Privacy and | o SPecific requirement detalls, buy a licensed copy of the Focal Document at: Functional Intersects With Third-Party Contract tpmos [nd resilience requirements with third s rehecting the afoanization's aecd ta
Changes to Thase [/ aicha cima.com Reauiraments protect its Technology Assets, Applications, Services and/or Data (TAASD)
Objectives
iechanisms exit to cover
(1) Preparation;
otes incigent |For specinc requirement detat, buy a lcensed copy of the Focal Document (2 Autemated event detecion o manual ncdent report iake;
CC2.3-POF8 Ihtty ¥ Functional Intersects With Incident Handling I1RO-02 IySe:
eponing wetnods " [tesi o (@) Containment;
((5) Eradication; and
(6) Recovery.
ncident_[Fo7 SPECITC equirement Geta, buy a icensed copy of the Focal Document a Wechanizms exist o maintain and make available 3 current and viable Incident Response|
cca3pors mmuricates incident |y Functional | Intersects With [ Icident Response Plan (RP)|  1R0-04 |Plan (IRP)to al stakefolders,
P 0 rew5ed'nomls—ov’—v’o(us—2022
Forspecic requirement detas buy 3 fcensed copy ofth Focal Document o [Fiechaniams exst to document, monftor and report the status of Cybersecuriy and data
cc2.3.p08 Communicates incident [ Functional Intersects witn | Stuational Awareness For | .09 orotection incidents to interal stakeholders sl the way through the resoluton of the
eporting Methods o oeus 3093 incidents ncident.
R et o e o e roear - [echarisns ext o ey eport neGents © appTeabie
or specifc requirement detals, buy a licensed copy of the Focal Document a e ke
CC2.3-POF8 Incident |y, -« Functional Intersects With Incident Stakeholder IRO-10 o
Reporting Methods Reporting 12)Afected chents & . orte and
revised-points-of-focus-2022 (5) Requistory authorities.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

STRM
Rationale

STR

SCF Control

Secure Controls Framework (SCF)
ontr iptior

Strength of

clationship rol Descri
hechariss exst s enerats sLthomauue Socuraniaton (2.0, Sysem sesurty an
(55) thar
(1) Identifies key architectural and implementation information on in-scope Technology
|assets, Applications andor Services (TAAS).
Communicates Information |For specific requirement details, buy a licensed copy of the Focal Document at: Applied Securiy, (5 Reenis e carram somte of s sesurity, compliance and resilience controls on
cca:3pora labout System Operation - Functional swsetor | conplares dfedloce | w003 T e s T o o S e T 10
revisedtpoints-of-focus-2022 Controls Documentation el T e
3 Frovidesa mstoicarecordof appied scurkty controls,iclucing changes.
Communicates Information [For specific requirement detals, buy  icensed copy of the Focal Document at Fiechaniams exist o faciEate the Tmplementation of (d-party management cantras
cca:3.pora labout System Operation - Functional SubsetOf | Third-Party Management |  TPM-01 10
revised-points-of-focus-2022
[Fechariams ext T document and maian s Resporse. Accauntable Supoorive
Communicates Information [For specific requirement details, buy a licensed copy of the Focal Document at Responsible, Accountable, |Consuted & Informed (RASCI) matri, or similar doc. on, to delineate assignment
CC2.3-POF9 {About System Operation - Functional Subset Of Supportive, Consulted & TPM-05.4 ffor security, compliance and resilience controls. he(ween internal stakeholders and 10
revised-points-of-focus-2022 informed (RASCI) Matrix [Excermal Sorvice providers (£6Pe)
FEechanims ex 1o generate SUloriatve documentaton (<. System Securty Fan
(557
() enttos key architectural and implementation nformation on in-scope Technology
ssets, Applications andlor Services (TAAS)
Cc23p0F10 c System [For specific requirement details, buy 3 licensed copy of the Focal Document at R ! | with | compiZplied Securiy. o3 [2)Refiects the current tate of applied security, compliance and resilience contros on s
s Objectives unctional ntersects Witt -ompliance and Resilience : lapplicable People, Processes, Te(hnu\ogwes, Data andjor Facilities (PPTDF) that are.
et b aFistue 3053 Cantrols Documentation e e processes, Techne)
(3) rovides a histoica record of appied security cotrols,including changes.
- <yetem [For specifc equirament detais, by a licensed copy of the Focal Document ot Technotooy Development & Fiechantsms exist to aciltate the mplementation of falored development
cc2.3-p0F10 wnicates 5 It -cima,com) 61201 Functional Intersects With 09y Develo ToA01 [scaustion srtegie, cantact toolsand rocurement methods o meet gt business s
g [revised-points-of-focus-2022 at
e [FerSpecic requrement detls buy 3 Tcensed copy of e Forol Documrt ¢ Wiechaniams exist o faciEate the Tmplementation of (Nd-party management cantrals.
CC2.3-POF10 ftiottyg Functional Intersects With | Third-Party Management | TPM-01 5
lective mv\sad points-of-focus.2022
Fechariems st o reaue contracua eaurements o oppTcabe secuy.compance
craporo System [T specific requirement details, buy a icensed copy of the Focal Document a: Functions! I tersects With Third-party Contract o5 | reslience requirements with third-partes, eflcting the organization R
. v - unctional ntersects Wi an 05 [orotect s Technology Assets, Applcations, Services andior Data (TAASD).
Objectives s o Requirements o ay ool
echanfsms exit fo generate authorEatve documentation (9., System Security Plan
(55) thar
(1) Identifes key architectural and implementation information on in-scope Technology
o specic requirement detais buy  fcensed copy o th Focal Document soes ey, [gsets Applicatons andjor Sevices (TAAS), ol and esience cantot
— Communicates System [0 e Functiona! ersects with | compApRlied S¢ o0 |[2) Reliects the current stte of applied security, compliance and resilience controls on R
ol lapplicable People, Processes, Technologies, Data and/or Facilities (PPTDF) that are
Irevisedtpoints-of-focus-2022 Comrols Documentation e i et bl
(3) Provides a historicalrecord of applied Security controls, including changes,
[iechaniams exis to require coniractual requirements for appIicable security, compliance
Communicates System  [[O SPecific requirement details, buy a licensed copy of the Focal Document at: Third-Party Contract land resilience requirements with third-parties, reflecting the organization's needs to
€C2.3-POF11 e i sicpa-<im com Functional Intersects With Requiraments TPM-05  |protect its Technology Assets, Applications, Services and/or Data (TAASD). 5
Wiechaniams exit to document and maimiain & Responsible, ACCOUNTAIe, SUpPOTLVE,
System [Forspecific equirement detais, buy a icensed copy of the Focal Document Responsible, Accountable, it & oo (KA o ot oot ion. 1o Hahre st o et
cc2.3-poF1L Responsiniities [Nt - Functional Subset Of Supportive, Consulted & | TPM-05.4 for security, compliance and resiience controls between interal stakeholders ant 10
P Irevised-points-of-focus-2022 Informed (RASCI) Matrix [External Service Providers (ESPS).
IO o specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to report sensitive/regulated data incidents in a timely manner.
cc2.3por12 on Reporting System ’ Functional intersects witn |Ybe" Incident Reporting for| 10,10, s
y “ -points-of-focus-2022 9
TRt For specifc requiremen detals, buy 3 liensed copy ofthe Focal Document at [Mechanisms exist to establish a direct, cooperative relationship between the
cca.aror12 on Reporting System Functional | ntersects witn | CO0TAnaton With External | g 11 5 lorganization's incident response capabilty and external service providers. s
, : (points-offocus-2022
" FFechariams ext o roude Tang @ pesornelon organzaton deimed ndcaors o
O antog Spiron " [For specific requirement etails, buy a censed copy of the Facal Documen ot Suspicious Communications maliare to recognize suspicious communications and anomlous behav
cca3poF12 Functional Intersects With | & Anomalous System | SAT-03.2 s
Failures, I"cm remsed -points-of-f !n:us 2022 Behavior
lconcerns. and diher Mattrs|
roTTa For speciic requiremen detals, buy 3 liensed copy ofthe Focal Document at [Mechanisms exist to facilitate the implementation of third-party management controls.
cc2.3por12 on Reporting system Functional Intersects With | Third-Party Management |  TPH-01 s
: : (points-offocus-2022
B S Fiechantsms exit fo require contraciual FeqUirements for SppIIcable securty, compilance|
ommunicates Information \¢o. specific requirement details, buy a licensed copy of the Focal Document at: land resilience requirements with third-parties, reflecting the organization's needs to
CC2.3P0F12 on Reporting System {5 *F o s i Functional Intersects With “Third-Party Contract TPM.05 [protect its Technology Assets, Applications, Services andjor Data (TAASD) 5
Failures, Incidents, _|[BS i aicpa-cima.con Requirements
[Concerns, and Other Matters| s
[Fiechanisms exit to Compel External Service Providers (ESPs) to provide noffication of
communictes oAt e speinc reqirement detals, buy  censd cop o th Focl Documert ot Jactual or potential compromises in the supply chain that can potentially afect or have
CC2.3P0F12 reporiing systr Functional Intersectswitn | Securiy Compromise | rpy 05,1 fadversly affected Technology Assets, Applications andior Sevices (TAAS) tat the 5
Concems, and Other Matters| d-points ” 72022
Fiechanisms oxit fo ensure appIIcable Securly, compiance and resilence requIrements
Communictes NGrTaNn o oci requirement detas, uy  Icensed copy ofth FocalDocumen ot Comract Fow Do Jare included in contracts that fow-down to applicable sub-contractors and supplirs.
cc2.3-poF12  Reporting System iy ; Functional Intersects With Taract Flow. Do TPM-05.2 5
[conchmures, InCldents erdeVised-points-of focus:2022
[For speciic requirement details, buy a licensed copy of the Focal Document at [iechanisms oxist fo esEablish control bjectives as the bass for the sefechion
cc1 oS0 Principle 6 [nt ¥ Functional SubsetOf | Define Control Objectives |  GOV-09 2nd management of the organization's intemal securiy, compiiance and 10
revised-points-of-focus-2022 resiience control system
[For specific requirement details, buy a licensed copy of the Focal Document at: Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning controls that
ccs1 oSO principle 6 [hi ; Functional Intersects With | Resiiance Protection |  PAM.01  [provide a portfolio management approach to achieve security, compliance and resilience s
revised-points-of-focus-2022 Portfolio Management Jobjectives.
Wiechanisms oxit fo 355653 Securty, compliance and resience Controfs n systerm
For specific requirement details, buy a licensed copy of the Focal Document at: Security, Compliance & o e e o O e oo aro praeed
[S=21 COSO Principle 6 Ihtty - Functional Intersects With Resilience In Project PRM-04 |correctly, operating as intended and producing the desired outcome with respect to 5
Irevisedt-points-of-focus-2022 Management Imeeting the requirements.
Wiechanisms exis to define business processes with consideration for securty,
lcompliance and resiience that determines.
For spcin roqrementdtas, buyacnsecoy o he Focal Documnt o 11 he reuitingris to organzatonal aperatons,asets.Indviduas an other
cest €0s0 principle & r<ima.com Functonal | tersects With | Business Process Definton | PRM-06 35501 Ce G T rorection needs arising from the defined business processes and revises| ©
rewsed -points-of-focus-2022 [the processes as necessary, until an achievable set of protection needs is obtained.
Forspecifc requrementdetais buy 3 censed copy ofthe Focaloocument ot [Mechanisms exit to facitate the Tmplementation of strategic, operational and tactical
cca1 €050 Principle 6 |hit Functional Intersects With | Risk Management Program |  RSK.01 [sk management controls. s
revised-points-of-focus-2022
FecRaris et o devei  pn o S CTa R Fagemert sCAy
Fnr specific requirement details, buy a licensed copy of the Focal Document at: [associated with the development, acquisition, maintenance and disposal of Technol
cca1 €OSO Principle 6 Functional Intersects With Mang;gf“‘ye e an | RSK09 hssets, ‘Applications and/or Services (TARS), including documenting selected mmgalmg 5
e b aFiote 3053 [actions and monitoring performance against those pians.
[Fechariams ext o evelop & crterpise sreiecture, Tgned Wi vty ecogrized
[For specific requirement details, buy a licensed copy of the Focal Document at: Alignment With Enterprise. lleading practices, with consideration for security, compliance and resilience prinipies
cc1 €00 principle 6 n - d1201 Functional Intersects With o i T SEA-02  [that addresses ik to organizational operations, asset, individuals and othe, 5
revised-points-of-focus-2022 Ioraamaations
E— For specific requirement detail, buy a licensed copy of the Focal Documen at Miechaniams ex/t to establish control objectives as the basis for The seleciio
cca1por1 Manage it v Functional Intersects With | Define Control Oblectives | GOV-09 [ mplementation and management o the organization's intemal securty, compliance and 5
revised-points-of-focus-2022 resiience control system.
onte_|For specific requirement details, buy 3 licensed copy of the Focal Document at echanisms e¥t o efine e conext o 1 Busess rodelond document e
cc31por1 Reflects Management's . Functional Intersects witn ~[01INg Business Context &\ - G005 organization's missior 5
revised-points-of focus- 2022
iechaniams exit to [denty
(1) Assumptions affecting risk assessments, isk response and risk monitoring;
o specific requirement detais, buy a icensed copy of the Focal Document a 12)Canstraints afecing ik asessments sk response and risk moniorng:
C3.1-POF1 Reflects Management's ~|For sPecific req t details, buy a licensed copy of the Focal D Lo Functional Intersects With Risk Rsk.o11 |(3) The organizational risk tolerance; 5
Choices, unctional ntersects Wi sk Framing o (@) Priorities, benefits and trade-offs consmerea by the organization for managing risk.
e pons aFiote 3053
nagements |[or Specific requirement detais buy 3 lcensed copy ofthe Focal Document ot [Mechanisrms exist to define organizational risk tolerance, the specified range of
ccavrort Reflects Management's Functional Intersects With Risk Tolerance RSK.0L3 [acceptable results. 5
et pe st 073
reects Forspecifc requremen detais buy 3 fcansed copy ofthe FocalDocument ot Fechariems v o e croanzatnal ok Tveshar e Tovr ok exposre above
cca.1-poF1 s Manage Functional Intersects With Risk Threshold RSK-01.4 |which risks are addressed and below which risks may be accept s
et o aFistue 3053
oement _|For specific requirement details, buy a liensed copy of the Focal Document at [Fecharisms ext 1o Geine organzatonal sk sppeie the dagee o sncerarty the
ccaaport Reflects Management's iy, - Functional Intersects With Risk Appetite RSK.015_[organization is wiling to accept n anticipation of a rewa 5
revised-points-of focus- 2022
Comciaeors Torerances for_|For specific requirement detais, buy a licensed copy of the Focal Documen ot Wiechaniams exit to define organtzational K tolerance, The speciied range o
cca1por2 Tole it . Functional Equal Risk Tolerance RSK-013  acceptable results. 10
revised-points-of-focus-2022
For specific requirement details, buy 3 licensed copy of the Focal Document at: Wiechanisms exist t define organizaional sk threshold, The Tevel of sk exposure above|
CC3.1-POF2 Considers ;r)s\:ran(es for ey - Functional Intersects With Risk Threshold RSK-01.4 [which risks are addressed and below which risks may be accepted. 5
revised-points-of focus- 2022
Consders Toterances for [ SPSCTC reduirement detals.buy 3 censed copy of the Focal Document ot [iechaniams exit to define organtzational sk appetite, the degree of uncertaty the
CC3.1-POF2 Functional Intersects With Risk Appetite RSK-015  [organization is willing to accept in anticipation of a reward. 5
hevsed poris o focus 2022
ncludes Operations and_[o > ETET TETaTs, U0y 2 TCETSew Copy o Te rocar o = Defining Business Context & o e G o e e comext o s bUsess gl and document e
CC31-POF3 Financial ance Goals| Functional Intersects With Mission Gov-08 organization's missi s
eehaniams e o e
S Aemmpions afoctng ik assessments,ris response and rsk menioring:
incodesOperatonsans [ FEce rssremns dtts by ars oy st s pneumens 2) Constraints affecting risk assessments,isk response and risk monitoring
ccaapors M perations and it y Functional Intersects With Risk Framing Rskov |3 The orgonizational risk tolerance;ond o . s
o ) Priorities, benefits and trade.offs considered by the organization for managing ris
Forms a Basis for For specific requirement detail, buy a licensed copy of the Focal Document at Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning controls that
ccarors copormsaBasistor Functional Intersects With | Resiionce Protection | PRM.01  [provide a portfolio management approach to achieve security, compliance and resilience s
9 revised-points.of focus.2022 Portfolio Management lobjectives.
rorms a Basis For specific requirement detais, buy 3 licensed copy of the Focal Documen at Mechanisms exit to identfy and allocate resources for management, operational,
CC3.1-POF4 (DW‘;:!’;‘;“O'E;:S;"HES Intty ¥ 201 Functional Intersects With Allocation of Resources. PRM-03 [technical and data protection requirements within business process planning for 5
v [revised-points-of-focus-2022 |projects / initiatives.
o os v Aocatre. [For specific requirement detais, buy a icensed copy of the Focal Document at Gperationalizing Security. Wiechanisms exist to compel data
ceapors Comples With Applcatle [ : oot | e it | Complanee € estenct | Gov-ts  [mBIINCEond reslonc rachcs o ench Techions oot ARt andr s
\ccounting Standards |evised-points-of-focus-2022 apabilities [Service (TAAS) under their control
For specific requirement details, buy 3 licensed copy of the Focal Document at s et o aclte he denTFcaton i pemertato of elvant
CC3.1-p0F5 Comlies With Applicable. i, ¥ Functional Intersects witn | Story, Regulatory & | cpy g1 |statutory, regulatory and contractual control s
9 Irevised-points-of-focus-2022 L
Forspeif requremen detais buy 3 fcensed copy ofthe FocalDocument ot iechantsms exit fo define materialy threshold chieria capable of designating an
cc3.1-p0F6 Considers Materiality [t Functional Intersects With | Materiality Determination | GOV-16  [incident as material, s
revised-points-of-focus-2022
ecranims extio dentry.
(1) Assumptions affecting risk assessments, isk response and risk monitaring
For specific requirement dtail, buy  censed cop of th Focal Documert (2) Consraints atfecting risk I:Sét:s{semsnts Tisk response and risk monitoring;
CC3.1-POF6 Considers Materiality Functional Intersects With Risk Framing RSK-01.1 I g 5
B A 4 (@) priorities, benefits and trade-offs considered by the organization for managing risk.
Forspecifc requrement detas, buy @ Icensed copy of th Focal Document 2 hanfsms exist to dentiy and assign a FsK ranking to newly discovered security
CC3.1-POF6 Considers Materiality  [ntt Functional Intersects With Risk Ranking RSK05  [oinerabinies that % bosed on naustyecognaed pracies, 5
revised-points-of-focus-2022
Fiechaniams exist o Gefine SUppoTng BUSIESs processes and ImpIEmEnt appropTae
For specific requirement details, buy a licensed copy of the Focal Document at: . . lgovernance and service management to ensure appropriate planning, delivery and
cca1por7 Reflects Entity Activiies [t Functional ntersects with | g, serviceDelvery | ops.o3  fsupport o the organizatio's technology capabilies supporting business functions s
revisedpointe-of focus 2022 = [workforce, andjor customers based o Industy-recognized standards to achieve the
lSpecific goals of the process area
Fecarims oxat To dene busines processes W consgeration o secuy.
lcompliance and esiience that
For specific requirement details, buy a licensed copy of the Focal Document at: (1) The resulting risk to rganizatonal operatons,asets, individals and ther
CC3.1.p0F7 Reflects Entity Activiies [t Functional Intersects With | Business Process Definion | PRMW0G TORNZONS AN om the defined business processes and revises s
revised-points-of- focus 2022 [the processes as necessary, until an achievable set of protection needs is obtaine:
For specifc equirement dtai, buy 3 lcensed copy ofthe Focal Document ot [iechanisms exit to establish control objectives as the basi for the selection
cca.1rors Complies With Externally | Functional Itersects With | Define Control Objectives | GOV-09 mplementation and management of the organization's intemal securiy, compiiance and 5
5 v rewsed -points-of-f fc:us 2022 vesmence control syste
ries vt xtemany_[For specific requirement detalls, buy 3 icensed copy of the Facal Document at T Tanisms exct o aTte (e GarTcatonand Impiementaion of eievant
ccarpora Comples with Extemaly oo : functional | itersectswin | SO, Regulatory & | ooy Ituton, regulatory and conractua conro s
[revised-points-of-focus-2022 Pl
[Fiechanisms exist T Gefine SUppOTEg bUSIeSs processes and Implement approprate
[For specific requirement details, buy a licensed copy of the Focal Document at: [governance and service management to ensure appropriate planning, delivery and
CC3.1-POF8 Complies With Externally [ SEECLE 2 £ i Functional Intersects With Service Delivery 0PS-03  [SUppOrt of the organization's technology capabilities supporting business functions, 5
Established Frameworks (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
vev\sed—pomls—ov—vocus—znzz d Ty- 9
JSpecific goats of the process area

Secure Controls Framework (SCF)
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echarisms e o defin business process withcorsderaton o Ecurty.
lcompliance and resflience that determines:
complis v xernaty [0 38T equrement cetas, by o e <opy of e Fcat Document . (57T g 54 rgaiations perodons. st niidatsand aber
cca1-pors Established Frameworks ~[[pS://weit aicha-cima,com/ Functional Intersects With | Business Process Definition | PRM-06 (21 iformation protection needs rsing romthe defned business processes and roises s
P & processes au necessary. until an achievable set of protection needs fs obtained
Comeiaers the Reureq_|For specific requirement detals, buy a icensed copy of the Facal Document at echantsms exit To €StablTsh Control Sjectives a2 The bass for The selecto
cca1pors reidersthe Raguirsd [ ; Functional Intersects With | Define Control Oblectives | GOV-09 [ mplementation and management o the organization's intemal securty, compliance and s
revised-points-of-focus 2022 resilience control system.
[For specific requirement details, buy a licensed copy of the Focal Document at exist to facilitate the [dentification and implementation of relevant
ccsarore Consides the Required [ : Functonal | nterects wih | SI2Utony Requatory & | coy g1 [ttty requiatry ana conroctual conrols s
revised-points-of focus-2022 i
echanisms ex7t to GEfine SUpporting BUSIESs processes and TmpIement Spproprate
For specific requirement details, buy a licensed copy of the Focal Document at: jovernance and a appropriate planning, delivery and
ccs1pors Considers the Required [ ; Fonctiona! tersects With Deliven 0ps.03  [pupport of the organization's technology capabiliies supporting business functions, 5
Levelof recision [Pl aicne dma comt (Business Process Support) rkforce, andjor based on industry-recognized standards to achieve the
[Specific goats of the process area
iechantsms ex7t o Gefne BusTnes: processes with consideration for Securty.
[compiance and resiience that determines,
B 1) e esuling sk o organizationlaperatons, asses,ndvdols and ther
ccaa-por Functional Intersects With | Business Process Definiion | pRM-05 21021 s
Level of Precision rewsed -points-of-f ﬁxus 2022 2) Informatlen pmte:uon needs arising from the defined business processes and revises
the processes a5 necessary, until an achievable set of protection needs is obtained
echanisms ex7 o provide Governance oversight reporting and recommendations fo
For specifc requirement detals, buy a lcensed copy of the Focal Document Status Reporting To [those entrusted to make executive decisions about matters considered material to the
Cc3150F10 Retlects Eny Actvies. s nmlcpacm.com Functional Intersects With atus Reporting T GOV-01.2 |organization's Securty, Compliance & Resiience Program (SCRP) s
For specific requirement detail, buy a licensed copy of the Focal Documen at Wechanisms exit o [dentify and Gocument appropriate Contacts With reevant aw
cc3150F10 Reflects Entity Activities [nt . Functional Intersects With | Contacts With Authoriies | GOV-06 [enforcement and regulatory bodes. s
revised-points-of focus 2022
Fo specifc requrement dtals, buy 3 Icensed copy ofthe Focal Document ot echanisms ox7 fo SUbmTt Satus reporing of The orgamzatiom's Securiy, compliance
cearrorio Refects Entity Actvties [ Functonal | ntersect it | SSCUrY,Complance & | oy fancior restence program to appicone statsory ancor regulatory authortes, a5 s
|revised-points-of-f VOCMS 2022 e 9 Irequired.
Wechanisms ex7t To GEfine SUpporting USIESs processes and TmpIement Sproprate
For specific requirement detail, buy alcensed copy of the Focal Document at . . jovernance and service management to ensure appropriate planning, delivery an
ccarpor10 Reflects Entity Activities |t Functional Intersects With Service Delivery PS03 [sUppOrt of the organization's technology capabilties supporting business functions, s
revised-points-of focus 2022 (Business Process Support) lWorkforce, ancor customers based on Industy-recognized standards to achieve the
lspecific goals of the process area
Fechartems e o defne Buaess processes Wi consderaon o ecurty:
[compiance and resiience that deter
ror specic requirement detal, buy a lcensed copy ofthe Focal Document at () Tne resutting risk £ organizational operations, assets, indvidusls and other
X eflects Entity Activities |htt y unctional ntersects Wi usiness Process Definition o5 [organizations: an
ce3.1:POM10 B e s et Functional Intersects With | B Process Definition | PRILOS |} nformation protection needs arising from the defined business processes and revises N
the processes a5 necessary, until an achievable set of protection needs is obtained
Fechtoms o i secuy complince 3 esence copoTs it Busss
nefiects For specific requirement detais, buy a licensed copy of the Focal Document at: Steering Committee & S e ey Eor T of
cea.1-poFLL Choices It : Functional Intersects With Program Oversight GOVOLL [y bariacunty. ot brotection snd Businecs exccutives, which meats fommalty and on s
revised-points-of focus- 2022 A
I e B e e e ks ST e TV Gavermanee e 1630y and recommandatons
Aeflects or specific requirement details, by a licensed copy ofthe Focal Document Status Reporting To jthose entrusted to make executive decisions about m nsidered materisi o the
cca1-p0F1L puiity y - Functional Intersects With Boveming Bog GOV-012 organization's Securiy, Compliance & Resilience Program (SCR s
Irevised-points-of-focus-2022 9 y
Fechariems v o e supporing busneesproesses and mpismertapproprate
For specific requirement detais, buy a licensed copy of the Facal Document at: lgovernance and service management to ensure appropriate planning, dellvery
CC3.1-POF11 Reflects Ihtty » Functional Intersects With Service Delivery OPS-03  [support of the organization's le(hna\agy capabilities supporting business Funttmns‘ 5
Choices e o (Busines Process Suppert) [workforce, ancit o Industy-recognized standards to achieve the
lspecific goats of the process area
Fiechanisms exit fo define business processes Wit consideration for Security.
lcompiance and resiience that determines;
. ror specic requirement detals, buy a lcensed copy of the Focal Document at 3 The Tesuling sk o crgaizationl oprations assets.ndidals an iner
¥ et - unctional ntersects Wi usiness Process Definition w05 [organizations; an
ce31-pPOFLL Choices s Functional ntersects With | B Process Definiion | PRILOS |3} formation protection needs arising from the defined business pracesses and revises s
the processes a6 necessary, until an achievable set of protection néeds s obtained,
echanisms ex7t To GEfine SUpporting USTess processes and TmpIement Spproprate
For specic requirement deals buy o censed copy of th Focal Document ot jovernance and service man: o ensure appropriate planning, delivery an
CC3.1P0F12 Considers the Required G Y i Functional Intersects With Service Delivery Ops.03[supportof the rganizaton's technology capabiltes supportng busines functions 5
Level of Precision  [[-pS/: e on (Business Process Support) ndlor customers based on industry-recognized standards to achieve the
pecitc goals of the process area
Fechartems e o defne Buaess roceses Wi consderaion o ecurty:
|compiance and resiience that dets
constdrs the e [ P requliemen dtalls,buy  cense copy of theFoclDocuent 1) The reufing ok o rganizationsl Gperations, assets, individuals and other
ccarporiz e Functional Intersects With | Business Process Definiion | PRM-06 s
Levelof recision 1P s cima,cony (2 Information protection needs arising from the defined business pracesses and revises
the processes a6 necessary. il an achievable set of protection néeds s obtained,
echartes e o define Supporing DUknessprocesses and mplement appronTate
For specific requirement details, buy a licensed copy of the Focal Document at: lgovernance and service management to ensure appropriate planning. delivery and
ccareoris Reflects Entity Activties |t Functional Intersects With Service Deiven Ops.03 |Support o the organization's technology capabilies supporting business functions, 5
Fevieadporteat focues023 (Business Process Support) [workforce, andor customers based on industry-recognized standards to achieve the
lSpecific goals of the process area
echasrms e o defne Buaness rocesses Wi coraderation o secty
|compiiance and resiience that determ
o specin requrementdtals, by ansecopy o h rocaDocument 17 The esing ik o vzt 'operations, assets, ndividuals and other
- nti ivitie Inttr inction: int it ine T inition - |organizations; a
CC31-POFL3 R S WA A A Functional Intersects With | Business Process Definition | - PRM-06|5}'information protection needs arising from the defined business processes and revises °
the processes a5 necessary, untl an achievable set of protection needs is obtained
For specific requirement detail, buy a licensed copy of the Focal Documen at echaniams exist o faciiate The identication and implementafion of relevant
R Reflects External Laws and |72 G Functiona! Subsetor Statutory, Reguatoy & | ooy |t Ty g et o
guator e i i con Contractual Compliance
iechanisms ex1t o dEfine SUpporting BUSTess processes and TmpIement Spproprate
For specific requirement details, buy a licensed copy of the Focal Document at: jovernance and a appropriate planning, delivery and
J— Reflects Exteral Laws and [FO" e Functional Intersects With Deliven OPS.03  [support of the organization's technology capabilities supporting business functions, 5
Regulations e e s (Business Process Support) rikforce, andjor based on industry-recognized standards to achieve the
[Specific goats of the process arca
iechantsms ex7t To Gefne BUSThes: processes Wil consideration for Securty.
complnce and resience that determines
ettt v an 51 qremert i, by 3 s coy s ot 2T resuiting rik o organiatonaloperations,assts, ndiduals and ther
ccarporis A Functional Intersects With | Business Process Definiion | pRM-05 21021 s
egulatio e aicha i con 2 iarmaten protection needs aisng rom the define business processes and revises
the processes a6 necessary. unil an achievable set of protection néeds s obtained,
- s or_[For speciic requirement detais, buy a lcensed copy of the Focal Document at B—— Fecharisme i o Gefne e corextof 1 busnees model and document e
ccaveoris Considers Tolerances for |15 : Functonal | ntersects witn _[PIng Business Comtext | g5 forganzation's mision s
revised:points-of focus 2022
Conatders Toterances for_For specific requirement detals, buy a icensed copy of the Facal Document at Wechanisms exist o establh control objectives as the bass or the selection
cc31p0F15 Tole e ; 47201 Functional Intersects With | Define Control Objectives | GOV-09 [mplementation and management of the organization's intemal securiy, compiiance and s
revised-points-of focus-2022 reslience control system,
Wechanisms exit fo Gefine supporting BUsimess processes and TmpIerent approprate
For specic requirement detais buy o fcensed capy of th Focal Document o |governance and service management to ensure appropriate planning, delivery and
CC3.1-POF15 Considers Tolerances for 4 o £ 200 Functional Intersects With Service Delivery 0ps.03  [eapport of the organization's technology opabiliies supporting busincss functions 5
Risk A ratma o (Business Process Support) [workforce, andor customers based on industry-recognized standards to achieve the
[Specific goals of the process area
echasms e o efne uaess processes Wi coraderation o secUty
|compiiance and resiience that determ
(1) The resuting isk & organizational operations, assets, Individuals and other
For specic requiremen detas, buy 2 censed copy ofth FocalDocument o
§ Considers Tolerances for ) » o5 [organizations; and
ceaLpors Risk WA A functional Intersects With | Business Process Definition | PRM-06 | information protection needs arising from the defined business processes and revises °
the processes a5 necessary, untl an achievable set of protection needs is obtsined
For specific requirement detail, buy 3 licensed copy of the Focal Document at echaniams exiat t define organizational oK folerance, the speciied range of
cesaroris Consigers Tolerances for [ : Functonal | tersects with Mok Torance | RSKoL3 [peceptane esus s
revised-points-of focus-2022
Comeiaors Tororances for_|For speciic requirement detais, buy a licensed copy of the Focal Documen at Fechirlems ¥ o el croanEalonal ok Tveshard e Tevel o ok exposre above
ccarpor1s Tole e ‘ Functional Intersects With Risk Threshold RSK.0L4 [uhich risks are addressed and below which rsks may be accepted. s
revised:points-of focus 2022
» For Speciic requrement detas, uy 2 Icensed copy ofth Focal Document ot echanisms ox7 to define argamzational K appetie, fe degree of uncertaity the
CC3.1-POF15 Considers Tolerances for Functional Intersects With Risk Appetite RSK-0L5 _[organization is willing to accept in anticipation of a reward. 5
et pone aFiotus 3053
echanisms ex7t to Gefine sUpporting bUSIess processes and TmpIement approprate
or spcic reurement detalsbuy  erse copy of e Focol Dncument 3 jovernance and service management to ensure appropriate planning, delivery an
[ — Estabishes Sub Objectves | [For specific req !t detais, buy a licensed copy of the Focal D ot Functional Intersects With Service Delivery 0P5.03 |Sapport of the organization's technelogy capabiliies supporting busimess funcHions, 5
isk Assessment  ["etbs e ony (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the.
lSpecific goals of the process area
Fechartems e o defne Buaess proceses Wi conederaton o ecurty:
[compiiance and resiience that deter
or specifc equirement detais, buy a icensed copy of the Focal Document a 1) The resufing rk o arganizational operations, assets, Individuals and other
sk Assessment. - "pS v aicaa-cima cony 2 iarmaten protection needs aisng rom the define business processes and revises
the processes a5 necessary, untl an achievable set of protection needs is obtained
echanisms exit fo ety
(1) Assurmptions affecting rik assessments, isk response and risk monitoring
+ specific requirement detai cen mens (2) Constraines affecting risk assessments, fsk response and risk montoring:
CC310F16 Establishes Sub-Objectives [[o SPecific requirement details, buy a ficensed copy of the Focal Document at Functional Intersects With Risk Framing asioL1 |(3) The organizational isk tolerance; and s
for Risk Assessment _ [wpe/M acha cima,cony (@) Prioites, benefits and trade.oifs considered by the organization for managing risk.
Fiechinisms ot o condct eciring esessmerts of 1o Tt cludes e Tkeloog
Establishes SubObjectves [0 PECITE requirement detals, buy a icensed copy of the Focal Document at G P A R oA I i
CC3.1-POF16 Tor Rick Assesement. |t X Functional Intersects With Risk Assessment RSK04 |oication or destruetion of the organization's Technoloay Acsets, Applicatons. 5
revised-points-of-focus-2022 [services and/or Data (TAASD).
echantsms exit fo ey
(1) Assurmptions affecting rik assessments, isk response and risk monitoring
orspecifc requirement details, buy  fcensed copy o the Focal Document a: (2) Constraints affecting isk assessments, sk response and fisk monitorng:
cc32 Considers Tolerances for |, - d/201 Functional Intersects With Risk Framing Rsk-01,1 |13) The organizational risk tolerance; an« 5
Risk ps naicos i con (@) Priorites, benefits and trade-oifs considered by the organization for managing risk.
Comsiders Tolerances for_[F8 SPECIC egurement Getals, buy  Icensed copy of e Focal Dacument Fechanisms exit to Gefne organizational sk toerance, the speciied range of
ccaz Functional Equal Risk Tolerance RSK.013 [acceptable results. 10
fevecd pone aFistus 053
echansms exit to categorize Technology Assets, Applications, Services andjor Data
(TAASD) in accordance with applicable laws, regulations and contractual nbl\gatmns that
or i e o,y canee opy ot sl Oecumere (1) Decument e securtycoegorzaton el (ncuing supporing atonsie
a2 Considers Tolerances for [FC" SPecific req t detalls, buy 2 licensed copy of the Focal D ¢ at Functional Intersects With Risk-Based security Rskoz  [securty plan for system: s
Risk e aicos i con Categorization ) Encute tne socunty cateqorization decision i eviewed and approved by the asset
onsiders Tolerances for - s g lechanisms exist to identify and document risks, both internal and external
= Coraders eranees o |17 - Fonctonsl | merecswin | ek iwentncaton | nowos 7o T ey 3 document ks, BT eermal 3 exteral s
. rances for [0 SPECIC requiremen deals, buy a censed copy of the Focal Documen at nees Imoact Analyar [Miechansms exist to conduct a Business Impact Analysis (BIA) to [dentfy and assess
cc32 Considers ;f’s‘f rances for Functional Intersects with | BUsiness “B“’xf' Analysis RSK-08  [security, compliance and resilience risks. 5
ey o st 3053
Taniams Xt o develop a pian for Supply Chaim Risk Management (SCRI
For specific requirement details, buy a licensed copy of the Focal Document at Jassociated with the development, acquisition. maintenance and disposal of Technology
a2 Considers Tolerances for |\t tEt L oo £ i Functional Itersects With pply Chain Risk s |fssts Aplictions anlor Serices(TAAS), ncluing documening seected miigating s
Risk e ot o303 Wansgeiment (SCRUM plan lactions and monitoring performance against those pl
Rechantsms ox7 fo conduct 3 Data Protection Impact Assessment (DPIA) an Techmology
Considers Tolerances for [[0r SPecific requirement details, buy a licensed copy of the Focal Document at: Data Protection Impact |assets, Applications and/or Services (TAAS) that store, process and/or transmit Personal
cc32 Rick ihowow aicpa-cima.comy Functional Intersects With Aesessment (DPIA) RSK-10 |Data (PD) to identify and remediate reasonably-expected risks. B
revised:points-of focus
. ; B Fecharons oo e e et o sty recoqnzed ey
Considers Toferances for |For SPECIc requirement detais, buy a licensed copy of the Focal Document at: B —_— TR
ccs2 Toi It o Functional Intersects With rinciplos SEA0L \mp\ememauon S modearion of Technalogy Acsere Abpliations avajor Sarvices 5
revised-points-of-focus 2022 (TARS).
Tncludes Entiy, Subsidiary, [For speciic requirement detals, buy 3 Ticensed copy of the Focal Document ot Fechartsms X o TaTiate he Implemertaion of Sratege, operationa 3nd kol
ccazpor1 Division, Operating Unit. - Functional SubsetOf | Risk Management Program |  RSK-01  [risk management co 10
Functional Levels " revised-points-of focus-2022
Tcludes Entity, Subsidiary, [For specific requirement detals, buy 3 Ticensed copy of the Focal Document at iechantsms exit fo ety and Gocument ik, Both ternal and external.
ccazport Division, Operating Unit. - Functional Intersects With Risk dentification RSK-03 s
Functional Levels |revised-points-of focus-2022
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IMechanisms exist to conduct recurring assessments of risk that includes the likelinood
Inclues iy, subidry rr specitc requrement detas buy o ensed copy f the Focol ocument o I magaTtde of hatm rom anautharisod sccess, tae, disclosure, droruption:
€C3.2-POF1 [Division, Oper: < Functional Intersects With Risk Assessment RSK-04 modification or destruction of the organization's Technology Assets, Applications, s
Finctoral Lvets " eviecd pomis ot focue 3033 Beics e aem CEANED),
iechanisms exst to identily:
(1) Assumptions affecting sk assessments, isk response and risk montoring
nsyees nernal an 9 SPecic equrement detals, by o censed copy of e ocal Decument 12) Constralntsaffecting isk assessments,isk respanse and ris monitoing:
g nalyzes Internal an 3 e ; n y  organizational risk tolerance; ant
ceaz-porz el ractors g v lcpacima, cony riteria-vith Functional | Intersects With Risk Framing RSKOLL 1) piories benefts and trade-offs considered by the arganization for managing isk s
o > 3 i nisms exis identify an iment ri: internal and extern:
ccazpor2 Analyzes internatand |17 ¥ Functional Subset of Risk dentifcation Rsic3|//echarISmS eXis 9 ety and Gocument fisks, both nternal and external 10
Fechanims ext 1o conduet ecuring sssessments o 1 et cludes e Tkeiood
Analyzes Internal ang _[FOT SPeCifc requirement details, buy a icensed copy of the Focal Document [a magmitude.of harm. fom unautharized acces. use, disclosure, diru
ccazpor2 alyzes nternaland oy - Functional Intersects With Risk Assessment RS04 cimestion o oesiruction of tne rganisation's Technelody Acsets Applcatons s
[revised-points-of-focus-2022 [Services and/or Data (TAASD).
e requi s, buy a m [iechaniams exit to SUbmI Status reporting of he organizatiom's securly, compliance
ccazrory Invaives Appropite Levels e emresourtesliomiendra0L) s semicescrtenin Functonal | ntersectswith | SSCUTY, Complance & | oy fancjor resence program t applcone statsory andor reguiaory authorites, 2 s
of Management s alcoecima com esiience Status Reporting A,
P e Lovers|For Specific requirement details, buy a icensed copy of the Facal Document at [Mechanisms X/t to facitate the Tmplementation of strategic, operational and tactical
cc3.2-poF3 Involves Appropriate Levels |y - Functional SubsetOf | Risk Management Program |  RSK.01  [isk management controls. 10
0 [revised-points-of-focus-2022
Fecarims ext 1o onduet eeuring assessmert o 1 et cludes e Tkeiood
Involues Approprioe Levels [ SPECITCrequrement detais, buy fcansed copy o the FocalDocument ot [ant magatide of harm, from unaUthorised scesss. use. disclosurs, dip
€C3.2.P0F3 b Functional Equal Risk Assessment RSK-04  [mcitication o desiruction of the organization's Technology Assets, AppIcations 10
e e S iste 3053 [Bervices andior Data (TAASD)
cotmates Sgnicance of [F97 SPECIC reqUrement deais buy  censed copy of e Focal Document ot Wiechaniams exit to priorize The Impact [evel for Technalogy Assets, Appications and/or
ccazpore nates Significan Functional Intersects With | impact-Level Prioritization | RoK.02.1  [Services (TAAS) to prevent potential diruptions s
ek o aF st 3053
Fo spcifc equirement detai,buy 3 lcensed copy ofth Focal Document ot fechanisms exist o identity and assign a rsk ranking £o newly discovered security
cca2pors Estimates Significance of Functional Intersects With Risk Ranking w05 [winerabiies hat s beced on Ity retsomeed pacices 5
Fevecd ponta aFiotua 3053
etermines How t Respong|FoT SPECIfc requirement detais, buy a icensed copy of the Focal Document ot FFecariams ext o TTte (e Impementaion of SUatege operaonal ond Geical
€C3.2-POFS o a0 Respondlnny < Functional Subset Of Risk Management Program |  RSK-01  [risk management control 10
revised-points-of-focus-2022
[Mechanisms exist to ensure proper ISk response actions were performed to remediate
etermines How to Respond|FOT SPECIIC requirement details, buy a licensed copy of the Focal Document at [indings from security, compliance and/or resilience-related:
ccaz-pors Determines How to Respondl, ‘ a0 Functional Equal Risk Response Rk06.1 (1) Assessments: 10
Irevised-points-of-focus-2022 (2) Audits; andfor
(3) Incidents.
” Ty i lechanisms exist to identify and document risks, both internal and external
CC3.2-POF6 Identifies Threats. Ihtty < Functional Intersects With Risk Identification Rsk-03  |Mech: t to identify and d t risks, both ints I and exte ! 5
[For speciic requiremant detalls, buy 3 licensed copy of the Focal Document at Fiecharims exit 1o evelop 87 keep curent s caleg o poTcatye ks 35500312
CC3.2-POF6 Identifies Threats Ihtty ¢ Functional Intersects With Risk Catalog RSK-03.1 (with the organization's business operations and technologies in us 5
revised-points-of-focus-2022
Fchanims eXe o Conduct ecuring sssessmert o 1 (ot cludes e Tkelood
For specifc equirement detais, buy a lcensed copyof the Focal Document [a moagattue.of ot from unautharized access e, disclosure, dirupt
CC3.2-POF6 Identifies Threats Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, APDhtalmns‘ 5
'“V‘Sm -points-of-f focus-2022 [Services and/or Data (TAASD).
[iechanisms exist o implement a threat Itelligence program that Tcludes a cross
For specifc requirement details, buy a icensed copy of the Focal Document at lorganization information-sharing capability that can influence the development of the
ccazrors Identifies Threats ity - Functional SubsetOf | Threat Intelligence Program | THR-01  [cyctem and security architectures, selection of security solutions, monitoring, threat 10
[revised-points-of-focus-2022 [hunting, response and recovery activities.
For specifc equirement dtals, buy  lcensed copy ofthe Focal Document ot Wiechaniams exit to develop Idicators of Exposure (10F) to understand the potental
ccazrors dentifies Threats Functional Intersects With | Indicators of Exposure (I0F)|  THR-02  [attack vectors that attackers could use to attack the organization. s
et pon st 3033
Fechariams ext o manan siuatoral avareness o wnerables and evong
For specific equirement detais, buy a lcensed copyof the Focal Document [ihecacs by loveraging te knowiedge of attackar tactice, teenmi roradurds to
ccazpors Identifies Threats Functional Intersects With | Threat Intelligence Feeds |  THR-O3  [12citate the fmpiamentation of roventative and commencatie fontos s
e pons oot 3053
Forspecifc requrement detas, buy @ Icensed copy ofthe Focal Document 2 anfams exst o develop and keep cuTent a catgog of spplcable nteral nd
CC3.2-POF6. Identifies Threats Intty Functional Intersects With Threat Catalog THR-09 |external threats to the organization, both natural and manm: 5
revised-points-of-focus-2022
For specific requirement details, buy a licensed copy of the Focal Dacument at: Wiechanisms exit to 1dentTy. assess, priorfize and document The potental Impact(s) and
ccazrors Identifies Threats it " Functional Intersects With Threat Analysis THR10  [ikelihood(s) of applicable internal and external threats 5
revised-points-of-focus-2022
Mechanisms exist to develop 3 plan for Supply Chain Risk Management (SCRI)
For specitcrequirementdetls buy  lcensed copy of the FocalDocument ot lassociated with the development, acauisition, maintenance and disposal of Technology
C3.2-P0F7 Identifies Vulnerability of P q y o8 Functional Intersects With Supply Chain Risk Rsk-09  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5
System Components  ["*PE /Y points-of-focus. 2022 Management (SCRM) Plan lactions and monitoring performance against those plans.
Fo specifc equirement dtai, buy 3 lcensed copy ofth Focal Document ot Fiechanisms exist to periodically assess supply chain sk associated with Technology
cea.2p0r7 et vanersoit o funconal | ntersectswin | SUBYCPAInRISC | poy a1 [assas, Appications andor Sevices (TAAS) s
lponé rev\seﬂ -points-of-f focus 2022
I o o e e o - arisms ext o mplement  reat eligence prgam (et nciuges 3 crose
ifes Vunerabilty of [F97 SPeCifc requirement details, buy a licensed copy of the Focal Document lorganization information-sharing capabilty that can influence the development of the
cc3.2-p0F7 Identifies Vulnerability of Functional Intersects With | Threat Intelligence Program | THR-01 |52t and security architectures, selection of security solutions, monitoring, threat 5
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e changes n vendororspcr equrament ot ouy 3 ke copy of tho ocal Document e o e e e
ccaapors  Business partner Functional | Intersects With Risk Assessment RSK04 [ T e et e s
Relatonanigs " et poris ot Tocut 303 oo e o
Rosesss Changes n Vendor[For spedic requremert Geal buy & Tcensed copy o he FocalDocument ot Wechantsms exit o Taciate the Tplementation of T party Tranagement contors.
ccaapors N Business partner Functional SubsetOf | Third-Party Management | TPH-01 10
Relatonanips vt poris ot otut 3093
Wechartsms exit o perform Tecuring Valdaton of the Resporsibl, ACCOuTabi,
ISupporive, Consulted & Informe (RASCH matti, o sirilar docamentation. 0 ensure
Securty, compliance and resfience control assignments accurately refect current
s Changes inVendonForspcic reqirement dtas by a ke cop fth Foca Document ot (1) Contractual abigations for the Extermal Senvace Provider (ESP;
ccaarors iness Fartne Functional | Intersects With | Thirc-Party Scope Review | TPM-05.5  |(2) Business practices; s
il st (5) Applcable stakenoiders
(2) Dobloyed Tachnelogy mesens, Applications sndorServices (TAAS)
[Rssesses Canges n VendorlFor speciic requirement Getals, buy a Iensed copy of e Focal Document at e — MECTaTISTs eXIt to monitor, (€QUIary Teview and assess EXternal Sarvice Providers
ccaapors and Business partner [t ’ functonal | ntersectswith | ReWewOUTHGParty | 1pyy g[S04 for compiance wih stablihed conractul requrements for securty. compiance | 5
Relationships. |revised-points-of-focus-2022 ervices and resilience controls.
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SCF Control

Secure Controls Framework (SCF)

version 2026.1 x000a_03/27/2026

rasesscs changes in vendorFor specifc requrement detis, by a censed copy of the Focal Documen ot . y Hecharisms o s contro hangsesa sriess pplrs: i I occoun
cc3.4-poFs and Business Partner Functional mersects wan (4919979 En97982 o TV 10 ricaltyof bsiess Technology Aset, Appicaions.Services andlor ata (TAASD)tat
Relationships vev\sed -points-of-f Vocus 2022 arty Services e in scope by the thirc
e S o e TS AT e T R o
Assesses Changes in 9 specific requirement details, buy a icensed copy of the Focal Document o lorganization information-sharing capability that can influence the development of the
cc3.4-p0F6 Threats and Vunesabilties Functional Intersects With | Threat Intelligence Program | THR-01  kiystem and security architectures, selection of security solutions, monitoring, threat
reveed (points-of focus-2022 hunrmg‘ response and recovery activities.
rosesses Cranges n [0 PRCTC eqUTement GeTals buy 3 Tcansed conyof e FocarDecumert ot echanisms exIst 10 Genily. assess, priorize and document the potential Tpac(s) and
cc3.4-p0F6 nfssesses changes iy Functional Intersects With Threat Analysis THR10 [IKeImBo8E of appicatle iernel v extrmal theats
revised-points-of-focus-2022
assesses Chamaes m__[For specific requirement detals, buy a ficensed copy of the Focal Document . Vuinerabilty & Patch Wiechaniams exit to facitate the Tmplementation and monTorng of vunerabilty
CC3.4-P0F6 Pasesumr i It y Functional Intersects With i Program VPHM-01  [management controls.
revised-points-of-focus-2022 (wewp)
- [For specific requirement detail, buy a licensed copy of the Focal Document at Fiechanisms exit to define and manage the scope for s altack surface management
cca.4-po6 ssesses Changes . |t y Functional Intersects With | Attack Surface Scope | VPM-OL1 actviies
revisedtpoints-of-focus-2022
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot fechanfsms exist to dentiy and assign a FsK ranking to newly discovered security
cCa.apoFs hssesses Changes in Functional Itersects With | Vulnerabiy Rarking | VRM03 [Winerabiiies g feputadle outade sources o securty winarabnty lormation
Fevecdpone aFiotus 3053
<sesses Cranges m__|For specific requirement detalls, buy a licensed copy of the Focal Document at: — fechanisms exIst 1o [enily. assess, priorize and document the potential Tmpac(s) and
cca.apore I Ssesses Chang et ’ Functional ntersects wign | VInereblity Exploitation | oy g3 IKelheoats of appicabls ineraa) and exteroal throats Exploling knowh winerapimies
|revised-points-of-focus-2022 I
n_[Fo 2peciic requremen detals buy  Tcensed copy of e Focal Document ot Fanisms xSt W Configuration arrors by rautine
cca.4-p06 assesses Changes & Functional Intersects With | Vulnerabilty Scanning | VP05 [vinerabiy scanning of systems and appiications.
Fevecd ponts ot otus 3052
For specific requirement detail, buy a licensed copy of the Focal Document at Fiechantsms oxit fo regUIarly review processes and documented procedures o ensure
cca COS0 Principle 16 |ntty Y Functional Intersects with | Security, Compliance & | ¢ 3 |conformity with the organization's security, compliance and/or resilience policies,
Irevised-points-of-focus-2022 Resilience Assessments [standards and other applicable requiremenis.
For speciic requrement detas buy & lcensed copy of the Focal Document Functional Review OF Wiechaniams exit to reguiarly review Technalogy Assets, Appicaions andor SETvices
cca1 €050 principle 16 Functional nersect it | Securty,Compllance & | CoL.03:2 [TARS)for adherence 1o the argaizato'ssecunty. complance and/or resence poces
et po aFistue 3053 Resilénce Controls Jand ste
Forspecifc requremen detais buy 3 fcensed copy ofthe FocalDocument ot iechanisms exit fo thoughtully plan 3UATS by ncluding input from operational Ask and
cca1 €050 Principle 16 Functional Intersects With Audit Activities CPL04  |compliance partners to minimize the impact of audit-elated activties on business
e pon aFistua 3053 Joperations,
For specific requirement details, buy 3 licensed copy of the Focal Dacument at Wiechanisms exit to develop, report and monitor Securlty, Compliance & Resiience
cca1 €050 Principle 16 y Functional Intersects With | Measures of Performance | GOV-05 |Program (SCRP) measures of performance.
Irevisedt-points-of-focus-2022
For specitcrequrementdetas bu @ Icensed copy ofthe FacalDocumer ot P —— Fiechanfsms oxist fo develop, report and monitor Key Performance indicators (KPIS] ©
ccan COSO Principle 16 ity Functional Intersects With ey Performance Indicators | - Goy.gs.1  [assist organizational management in performance monitoring and trend analysis of the
revised-points-of-focus 2022 (KPls) |security, Compliance & Resilience Program (SCRP).
Fo specifc requirement detal, buy  lcensed copy ofthe Focal Document ot Fichanlsms exst o develp, epor and monor Koy it dlotors () st
cca1 €050 Principle 16 Functional Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 [senior management in performance monitoring and trend analysis of the Security
et pe st 3073 [Compiance & Resiience proaram (SCRP)
For specitc requirement detais buy 3 lcensed copy of the Focal Document ot oo - Fechantsms exist fo acitate the implementation of securlty. compliance and reslience
cca1 €050 Principle 16 Functional Intersects witn | 'nformation Assurance 1A0:01  [assessment and autharization controls
rewsed -points-of-| v’e:us 2022 P
Fiechanisms exit to formaly assess the securly, compliance and resiience controls Tn
[Technology Assets, Applications and/or Services (TAAS) through Information Assurance
For specific requirement detais, buy a licensed copy of the Focal Document at: Program (IAP) activities o determine the extent to which the contrals are mplemented
cca1 €050 Principle 16 [htt ’ Functional Intersects With Assessments 14002 |correctly, operating as intended and producing the desired outcome with respect to
revisedtpoints-of-focus-2022 Imeeting expected requirements.
[For specic requiremant detalls, buy 3 licensed copy of the Focal Dacument at [Mechaniams X/ o ensure assessors or assessment feams have The appropriate
ceal €050 principle 16 y Functional Intersects With | Assessor Independence | 140021 independence to conduct securit, compliance andjor resilience control assessments.
revised-points-of-focus-2022
echantsms exit to conduct specialized assessments for
(1) Statutory. regulatory and contractual compliance obligations;
12) Honitoring capabiies
((3) Mobile u
[(4) Databases;
For specific requirement detais, buy a licensed copy of the Focal Document a 15) Appication securiy:
ccar €050 principle 16 y Functional Intersects with | Specialized Assessments | 140-02.2 () Embedded technologies (eg. lo. OT, etc);
Irevised-points-of-focus-2022 (7) Vulnerability
((8) Maliciou:
() insider
(10) Performancerioad testing: and/or
(1) Artificial Intelligence and Autonomous Technologies (ART).
For speciic requirement details, buy 3 licensed copy of the Focal Document at . Fecanims oxt o ol ond coordate armation Assuance Program (A7) octies
cca1 €050 Principle 16 - Functional ntersects witn 7180/ Coordinate with Other| 3.3 3 with afected stakeholders before conducting such activites in order to reduce ¢
revised-points-of focus 2022 rganizational Entities [potential impact on operations.
For specifc requirement detail, buy a icensed copy of the Focal Document at Threat Analysis & Flaw hanisms exist o require system developers and integrators to create and execute a
cca1 coso principle 16 Functional Intersects With | Remediation During 1A0-04 - fSecurity Testing and Evaluation (STGE) plan, or simir process, o deniy and emedlate
revised-points-of focus 2022 Development lring developr
For specific requirement details, buy a licensed copy of the Focal Document at: ot exet o oo oo Fearance oo AP S es ol
ccan COS0 Principle 16 |ty " Functional Intersects With Technical Verification 14006 the design, implementation and effectiveness o technical security, compliance and
revised-points-of focus- 2022 resiience con
Fo specific requrement dtar.buy 3 Tcensed copy of the Foca Document ot Wiechanisms exit to [dentTy and allocate [esoUrCes for management, operational.
cca1 €050 Principle 16 Functional Intersects With | Alocation of Resources | PRM-03 |technical and data protection requirements within business process planning for
ek pone aF st 3053 projects / nititives.
[Miechanisms exist to assess securily, compliance and resiience controls i system
For specific requirement details, buy a licensed copy of the Focal Document at: Securlty, Compliance & rojoct development & determine e extant to AMich the controis are impamented
cca1 coso principle 16t ’ Functional Intersects With | Resilience In Project | PRM-04 |[Forracty: operating as intenced and producing the Gesired outcore with respect to
revised-points-of focus. 2022 Management raeting the requnements.
-hanisms exist to identify critical system components and functions by performing a
For specific feq“"e'"e"‘ details, buy a licensed copy of the Focal Document at: Security, Compliance & [criticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
cca1 €050 principle 16 Functional Intersects With | Resllience Requirements |  PRM-05  [orc daincd docision ponte in the Securs Development Lite Cycle (DL
e o S iste 3053 efinition
[Mechantsms exit 10 Gene business processes with consigeration for Securty.
lcompliance and resiience that determines;
For specific equirement detais, buy  lcensed copyof the Focal Document ) The resuling risk toorganizaionaloperations, assets, ndviduals and other
cca1 cosoprincple1s s nmwicpcima.com Functional Intersects With | Business Process Defintion | PRMW0G TORNZONS AN o the defined business processes and rvises
the processes a5 necessary, until an achievable set of protection needs is obtaine:
For specifc equirement dtals. buy  lcensed copy ofthe Focal Document ot Fiechaniams exit to faciEate the Tmplementation of srategic, operational and tactical
cca1 €050 Principle 16 Functional Intersects With | Risk Reko1 sk
et po st 3073
echarime ot o doveiop & i ForSupoy Cran Rk Wanagement 5CA)
IFor specific requirement details, buy a licensed copy of the Focal Document at: Jassociated with the development, acquisition. maintenance and disposal of Technology
ccal €OSO Principle 16 |htt o Functional Intersects With Supply Chain Risk Rsk-09  |Assets, Applications andior Serices (TAAS), Incuding documenting seected mitigating
revised:points-of-focus 2022 Management (SCRM) Plan lactions and monitoring performance against those pi
iechanfsms oxit fo develop an enterprise archecture. aigned with Tausty-Tecagnized|
For specific requirement details, buy 2 licensed copy of the Focal Dacument ot Alignment With Enterprise. feading practices, with consideraton orsecurty, complance and resilence pincpies
ccan €050 Principle 16 Functional Intersects With Architectu SEA02 |that addresses risk to organizational operations, assets, individuals and of
e e ot 5073 s
[Fecharims ot o olement an eral U frction a1 s capable o provar
Considers a M of Ongoing [0 SPECIIC requirement detais, buy 3 lcensed copy of the Focal Document at raanization management with indights Into the appropt atoncss of the
cca1porL Considers 3 Micof 009919 ; Functional Intersects With | Internal Audit Function | CPLO2.1 |avgansatons technoloay and nformation Sovernance pracersos
revised-points-of-focus-2022
iechaniams exit to require system developers/miegrators consult with securiy,
lcompliance andjor resiience persannel
(2) Create and implement a Securty Testing and Evaluation (ST&E) plan, or similar
Considers a Mix of Ongoing |Fo" SPECIE requirement details, buy a lcensed copy of the Focal Document at: Security, Compliance & lcapabilty:
ccaport Considers a Mix of Ongoing |y, v Functional Intersects With Resilence Testing TDA09  [12) Implement a verifiable flaw remediation process to correct weaknesses and
P Irevised-points-of-focus-2022 Throughout Development deficencies ientind during the control testing and evaluation process; and
(3) Document the resuit
For specfc equrementdetais buy 3 fcensed copy ofthe FocalDocument ot Chanfsms oxit fo develop, repart and monitor Securly, Complance & Resiience
cca1-por2 Considers Rate of Change [ Functional Intersects With | Measures of Performance | GOV-05  [Program (SCRP) measures of performance.
revised-points-of-focus-2022
Fiechaniams exist o implement an Tiernal audit fanclion that s capable of providing
[For specific requirement details, buy a licensed copy of the Focal Document at: senor organizaion management with nsights nto the approriaeness o ths
cca1-poF2 Considers Rate of Change [ty X Functional Intersects With | Internal Audit Function | CPL-02.1  |org; echnology an pro
revised-points-of-focus-2022
I e B e o e Foe D Fecharis eX o molement 3y nermal ud fncton Tt s opebe o proviang
" " or specific requirement details, buy a licensed copy of the Focal Document senor orgaizaton management wih nights no the appropriaencss of
cca1-por3 Establishes Baseline | . Functional Intersects With | Internal Audit Function | CPL02.1 Hon's technology an . oy
nding 5 nology
revised-points-of-focus-2022
Fecharfems v o moremertan ntermal U i Tt = copae ororovans
Uses Knowledgeable [For SPEcific requirement details, buy aliensed copy of the Focal Document semcvavqamzalmn management with Insights into the appropriateness of t
cca1poFs Functional Intersects With | Internal Audit Function | CPL-02.1 ennoiogy o
Personnel nology ant
e pons oot 3053
[Miechanisms exist o Conduct specialized assessments for
(1) Statutory, reguiatory and contractual compliance obiigations:
(2) Monitoring capabities:
(3) Mobile devices;
(&) Databases;
ses [For specific requirement details, buy a licensed copy of the Focal Document at: (5) Application securi
cca1-POF4 Uses Knowledg e ; Functional Intersects With | Specialized Assessments | 140-02.2 |(E) Embedded technologies (e.q. 0T, O, etc.)
revised-points-of-focus-2022 (7) Vuinerability management;
(&) Maiici :
9 nsicer e
(201 Performancerioad testing; andior
(13) Arifcil Inteligence and Adtonamous Technologies (AAT)
Fecharfems v o moremertan ntermal U oncin Tt = opae ororovans
Integrates With Business [ SPecific requirement detail, buy a icensed copy of the Focal Document a: semcvavqamzalmn management with insights into the appropriateness of
cca1poFs Functional Intersects With | Internal Audit Function | CPL-02.1 ennoiogy o
Processes inology an
e pons oot 3053
o oot o Teaneed oy o e rorat Daremen Fecharioms x o molemertan rtermal ud oncin Tt = opae o provars
o specifc requirement detis buy a lensed copy o the Focal Document ror organization management with Ineights into the appropristen
Adjusts Scope and Jsenior organization manageme sights into the appropriateness of
CC4.1-POF6 d P Functional Intersects With Internal Audit Function CPL02.1 |grganization's technology and information governance processes.
e e st 3053
Fiechaniams exist o implement an Tternal audit fanclion that s capable of providing
[For specific requirement details, buy a licensed copy of the Focal Document at: senor organization management with nsights nto the appropriaeness o ths
cca1-pOF7 Objectively Evaluates  |htt X Functional Intersects With | Internal Audit Function | CPL-02.1  |org; echnology an pro
revised-points-of-focus-2022
Fecharis eX o molement 3y nermal ud fncton Tt s opee o proviang
(Considers Different Types of [For specific requiremen details, buy a licensed copy of the Focal Document at semororgaizaon management wih s i the appropriaencss of
cca1pors and Separate  [htt ¥ Functional Intersects With | Internal Audit Function | CPL021 forg echnology a
Evaluations revised-points-of-focus-2022
iechantsms oxit fo Taciltate the Tmplementation of securlty, compliance and resTience
consdersDifecnt Typos ofFor spcitc requirament detas, buy o canse <opy ofthe Focal Documentat nformation Assurance (%) Jassessment and authorization controls
cca1-pos ‘Ongoing and Separate Functional Intersects With tion Assura 12001
Evaluations vev\sed i-points-of-| !o(us 2022 s
[Fecharims ot o ormally a5 the securty, orplance and eslence contrle
rolagy Assts, Appicatons andjor Senices (TARS) trough Iformtion Acsurance
(Considers Different Types of [For specific requirement details, buy a licensed copy of the Focal Document at: Proaram GAP) actnilcsto determine ine xtcnt o which e controls are mplemented
cca.1porg going and Separate [t . Functional Intersects With Assessments 14002 [correcty, operating as ntended and producing the desired outcome with respect t
Evaluations Irevisedtpoints-of-focus-2022 Imeeting expected requirements.
Fecharfoms x o aTan secuy, compance 3nd ol opabtis Wi Busess
Fo speciic requirement detais buy  lcensed capy o the Focal Document Steering Committee & requirements through a steering committee or advisory board, comprised of
ceaz €OSO Principle 17 1 . Functional Intersects With Program Oversight GOV-0L.1 [(ybarsacurty, data protection and business executives, which meete folmaHy ohdona
revised-points-of-focus-2022 Lo
[Fecharime Xt o v governance versgn eperig and recommendation o
ccan Cos0 prncple 17 |[2SPEcHc requirement detas buy 3 censed capy o the Focal Document Functiona! I tersects With Status Reporting To Gov-o1.2 |Mose entrusted to make executive decisions about matters considered material to the
rinciple unctiona ntersects Wi verning Bor 012 [ooonition's Securty, Compliance & Restence Program (Sch
rewsed i-points-of- v’e(us 2022 G g Body o R ” o ¢ )
For speciic requirement detalls, buy a licensed copy of the Focal Dacument at iechantsms exit To document and review Ttances of non-compTance Wit STatutory.
ccaz €050 Principle 17 [hit - Functional Intersects With | Non-Compliance Oversight | CPL01.1 lreguiatory and/or contractual obligations to develop appropriate risk mitigation action.
revised-points-of-focus-2022
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot Threat Analysis & Flan [iechanisms xit to require system developers and integrators to Create and execute 3
ccaz €050 principle 17 Functional Intersects With | Remediation During 1A0.04  [Security Testing and Evaluation (STEE) pian. or smilar process, to identify and remeditel
evecdponta aFiotue 053 Development [taws dlring development
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SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

Mechanisms exist to gavern identified deficiencies (e.9. Plan of Action and Milestones.
(POAGM) or similar methodology) that formally documents, at a minimurn
(1) Deficiency tracking number.
(2) Applicable security, compliance andior resilience control
(3) Description of the deficiency(ies);
[0 ik associted with te ecencyes):
\ specifc requ s, buy a u (5) Source deficiency identiication/det
s coso ety S Bscne requrement detas buy o Ikensed opy of te focal Documert ot ot e | Copabites Defcieney | 000 [ e SRy e el e
Iivww.aicpa-<irma. com) Tracking (7) Foint of Contact (POC) (e, assetiprocess owner);
revised-points-of focus
(8) Resources required to conduct remediation actions;
(9) Planned rzmzmal actions to the aeﬁnen:y ies);
(10) Proposed remediation tmeline; and
(11) Disposion statement (6.9 coseout surmmary).
For Speciic requirement detalls buy 3 licénsed copy of the Focal Dacument at echantsms exi fo remediate Ak o an acceptable Tevel
ez €050 Principle 17 [hit ; Functional Intersects With Risk Remediation RSK06
revised-points-of-focus-2022
o s requirement detat, by 2 lcensed copy of the Focal Document ot Fecharisms i o requre syatem developer and regrators T deveion
ific require ils, i iment peveioper Threat anaysis & loment an ongoiG Securiy Testing and Evaluation (ST&E) plan.or sirdlar process, to
ccaz €050 principle 17 [htt ; Functional Intersects With ToA1s rvely dentity anremedate vulerabilties prior t reieste to o
ps:/ i aicpa-cima.con aw Remediation [objectively dentiy an remediate vuinerabiltes prior o reiease £0 productio
For speciic requirement detalls, buy a licensed copy of the Focal Document at: e~ echantsms exit To 3d3res: Weaknesses or GeNciendies in supply charn elements
ez C0s0 Principle 17 [htt - Functional Intersects With tyDeficiency | 1pu.09  dentied during independent o organizational assessments of such elements
[revised-points-of-focus-2022 Remedi
Fo specifc equrement dtals buy 3 Tcensed copy of the Focal Document ot e Wiechanisms exi to ensure that vumerabilties are properly [dentied, tracked and
ccaz coso princple 17 Functional | ntersects win | Voinerabilty Remediation | ypyy 0 fercaiiea
mv\sad points-of-f ﬁxus 2022 rocess
For specific requirement detai,buy 3 lcensed copy ofth Focal Document ot iechanfsms exit fo adaress new Treats and vanerabiies on an ongoing basts and
ccaz €0s0 Prnciple 17 Functional | ntersects witn | Continuous Vunerabity | oy g fonsure asoets are protected against Known attack.
vev\sed -points-of-| 70cu5 2022 emediation Activities
Wiechaniams exit to align securlty, compliance and resiTence capabiies with busiess
Forspecicrequirement detas buy 3 censed capy o the Focal Document st Steering Committee & requirements through a steering committee or advisory board. comprised of ke
ccazport hssesses Resuts [y Functonal | nterscts Wi g COMMIe S || GOVOL1 [ytarsarery dot potection e pumnecs cxeests whck eet ormly hd on
revised-points-of-focus-2022 Rl
- et oy o leensed copy of the Focal Document o echantsms eX7t o provide Governance oversight reporting and recommendations To
"'5 ecific requirement details, buy a licensed copy of the Focal Document af [those entrusted to make executive decisions about matters considered material to the
ccaz-por1 Assesses Results Functional Intersects with | SWSREPOMINGTo | oy g1 5 e e e g, Complance & Restience program (SCAB)
rev\seﬂ -points-of-1 focus 2022 s y
[For speciic requirement details, buy a licensed copy of the Focal Document at Wiechanfsms oxit fo develop, repart and monitor Securly, Complance & Resiience
CC4.2-POF1 Assesses Results Intty - Functional Intersects With Measures of Performance GOV-05  [Program (SCRP) measures of performance.
revised-points-of focus-2022
For specific requirement detalls, buy 3 licensed copy of the Focal Dacument at [iechaniams exit Lo document and review Ttances of Non-compiance with Statutory,
ccazport Rssesses Results bt - Functional Intersects With | Non-Compliance Oversight | CPL01.1 _[reguiatory and/or contractual obligations to develop appropriate risk mitigation actions.
revised:points-of focus 2022
Forspecif requremen detais buy 3 cansed copy ofthe FocalDocument ot Security, Compliance & iechanisms exit fo provide 3 securty, compliance and resiTence contros oversignt
ccaz-por1 Rssesses Results Functional Intersects With Resience Controls CPLO2  [function that reports to the organization's executive leadership
e pon aFistue 3053
[Fiechaniams exist to compel data andjor process owners to assess f equired securt
For secitc requrement dtals by  censed cony of e Focl ocumentt complance and resiienceconrls orcaeh Techneloay Ase, Agplication anlor Senice
ccazpor1 Assesses Results Functional Intersects With Assess Controls GOV-15.3  [[TAAS) under their control
remseu "points-of-focus.2022 (1) Implemented correctly; Tand
(2) Operating as intende
Fecharisms ext 1o aign seeurty, compance s eslence capabIes wih busiess
Forspecitcrequirement detas buy 3 censed capy o the Focal Document Steering Committee & requirements through & steering committee or advisory board. comprised of ke
CC4.2-POF2 Defi i -om, riteria-y w\m— Functional Intersects With P 9 GOV-01.1 |cypersecurity, data protecti \d by it hich’ ts fe lly and
rogram Oversight ) ot proection ond pusiness exceutiues whieh meets ormally and on a
el e S istue 3053 Rt
R——— et oy o lcensed copy of the Focal Document o echantsms ex7 o provide Governance oversight reparting and recommendaons To
"'5 ecific requirement details, buy a licensed copy of the Focal Document af us i [those entrusted to make executive decisions about matters considered material
cos2-porz e Functional | intersects with | SgUeIRIRISTO | GOV-012  forganization's Securty, Compliance & Resilence Program (SCRP). ome
vev\sed -points-of- 70cu5 2022 o y
For specific requirement detais, buy a licensed copy of the Focal Document at [Mechanisms exit to document and review stances of Non-Compliance With Statutory,
cca2-poF2 Deficiencies [nt ’ 200 Functional Intersects With | Non-Compliance Oversight | CPL-01.1|regulatory andor contractual obligations to develop appropriate isk mitigation actions
revised-points-of-focus-2022
For specific requrement detal, buy 3 Icensed copy of the Foca Document ot Securlty, Compliance & iechaniams exis to provide 3 Securlly, compliance and resITEnce controls GVersght
ccazpor2 c Def Functional Intersects With Resilence Controls CPLO2  [function that reports to the organization's executive leadership
et pon oot 3053 Oversignt
Forspecifc requrement detais buy 3 fcensed copy ofthe FocalDecument ot echaniams exist to document and review InStances of non-complance with STatutory,
cca2-poF3 Monitors Corrective Action Functional Intersects With | Non-Compliance Oversight | CPLO1.1  |regulatory andjor contractual obligations to develop appropriate risk mitigation actions
Fevecdpone aFistue 3053
Fo specific requrement dtal, buy 3 Icensed copy of the Focal Document ot Securlty, Compliance & iechaniams xit to provide 3 Securly, compliance and FesITEncE controls GVersight
ccazpor3 Monitors Corrective Action [hi Functional Intersects With Resiénce Controls CPLO2  [function that reports to the organization's executive leadership
revised:points-of focus 2022
fechaniams exist o govern identied deciencies (... Pan of Action and MTestanes
POREM) or Simar methodlogy)that formally documents, ata miimu
1) Deficiency tracking nt
2) Applicabla security, compllance andior resilience control;
(3) Descrption of the deficiencylies):
4) Risk associated with the deficiency(ies);
or specific requirement details, buy a licensed copy of the Focal Document at 5) Source deficiency identification/detect
ccazpor3 Moniors Corectve Acton [iapedjmim o L iresoucommiand SO st sonses rana Functional Intersects witn | C2PaDINes Deficiency | x5 19 Termporary compensating ontrols, I applcabie;
rewsed—pomls—cf—fc:us—lﬂ22 |(8) Resources re« . to conduct remediation actions;
(9) Planned remedal actions to the deficiencylics)
(101 Proposed remediation tmeline; and
|(11) Disposition statement (e.g., closeout summary).
[For specific requirement details, buy 3 licensed copy of the Focal Document at Wiechanisms exist & maimtain & sk register that faciiates monftoring and reporting of
€C4.2-POF3 Monitors Corrective Action |ty Functional Intersects With Risk Register RSK-04.1 [risks,
revised-points-of focus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at: Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security,
ccs1 coso principle 10 |htt v Functional nersects ith | Campliance & Resience | GOV-LS  fompliance on reiience practices forcach Technology Aset Appcation andjor
revised-points-of focus-2022 Capabilties Service (TAAS) under their control
For specific requirement detai, buy a licensed copy of the Focal Document at [Miechanisms exit to compel data andjor process owners to Select required securi
cesa cosoprinciple 10 it . Functional Intersects With Select Controls GOV-15.1  |compliance and resilience controls or each Technology Asset, Applcation and/or Service
revised-points-of-focus-2022 (TARS) under their control
Forspecic requrement detas buy 3 lcensed copy of the Focal Document ot iechanisms exit to compel data andjor process owners [0 implement required Securly,
ccs1 €050 Principle 10 Functional Intersects With | implement Controls | GOV-15.2 [compliance and resiience controls for each Technology Asset, Application andjor Service
revised:points-of focus 2022 (TARS) under their control.
For Speciic requrement detas, by 2 censed copy of the Focal Document ot hanfsms exist to Implement and maintain Separation of Dufies (S9D) to prevent
cesa €050 principle 10 Functional Intersects With | Separation of Duties (SoD) |  HRS-11 |potential inappropriate activity without collusion
et pone aFiotue 3053
For specific requirement detail, buy a licensed copy of the Focal Documen at Wiechaniams exit to identify and document Standardized Operating Procedures (S0P). or
ccs.1 COS0 Principle 10 Ihtty ¥ Functional Intersects With 5'“::"”“&"{“ i%‘g;;‘"q 0PS-01.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks.
[revised-points-of-focus-2022 ocedures
echarioms ¥ o deveiop s securty Concept f Qoeratons (CONOPS o3 iy
For specitc requrement dets buy 3 Iiensed capy o the Focal Document ety Concentof oened pan fo achievingcyersecurity tjectives that documents manigemen
ces1 C0s0 Principle 10 |hit Functional Intersects With ecurity Concep ops02 [pperatienalond echnical measures Impemented 1o apply defense i Geptn Techriaues
Irevised-pointe-of-focus. 2022 Operations (CONOPS) [ihat s communicated to il appropriaté stakeholder
Fiechanisms exit fo define business processes with consideration for Secury.
mplance and resilience that determines.
For specific requirement detais, buy  Icensed cop of th Focal Document 1) T resuting ik 0 rganiatonalopertions,assts, ndidualsand ther
cesa €S0 Principle 10 Functional Intersects With | Business Process Definition |  PRI-05 [079anIzations: an
e o 2V nformatin rotection necds arising romthe dfined business processes and reises
he processes as necessary, until an achievable set of protection néeds i abtaine
For specific requirement detais, buy a licensed copy of the Focal Documen ot echantsms exit To TciTate The Tmplementation of Strategi, operational and facical
ccs1 €OS0 Principle 10 1y - Functional Intersects With | Risk Management Program RSK-01  |risk management controls.
revised-points-of-focus-2022
echanirs o o Tt e mplementatonof ndusiy Teccanized securt
For specifc requirement details, buy a icensed copy of the Focal Document at Secure Engineering i  resiience practices in T, e, i
ces1 COSO Principle 10 Functiona Intersects With Principles SEA0L Implementation and modication o Tethnolagy Acsers Appleatians aajor Services
revised-points-of-focus-2022 T
echanisms ex7 to centrally-manage The organization wide management and
For specific reqmremem details, buy a licensed copy of the Focal Document at: Centralized Management of v # A 9
g implementation of security, compliance and resilience controls and related processes.
ces1 €050 principle 10 Functional Intersects With | Securty, Complance & | SEA-01.1
el e S iste 3053 Resiénce Controls
echantsms exit To develop an enterprise archecture. aigned with Tndustry-Tecaonized|
[For specific 'ERU"E"‘E”' details, buy a licensed copy of the Focal Document at: lleading practices, with consideration for security, compliance and resilience princi
cesa €050 Principle 10 |ntt Functional intersects witn | AIOTMENL WIS ELETPrISe | ea02 ot addresses sk o organizational operations, assete. indwiduals and other
vev\sed—pomls—o!—!ocus—m22 ure lorganizations. " "
egrates i sk |[orSPece requrement dtals, buy  consed copy of the Focal Document ot Gperationalizing Securiy, Chanisms Gxit fo Compel data andJor Process oWners to GperaTianalize Secury.
CC5.1-p0F1 grates With | Functional Intersects With | Compliance & Roslienck | GOV-15 [compliance and resiience practices for each Technology Agset, Applcation andlor
Fevecd pon aFistua 3053 Capabilties [Service (TAAS) under their control.
meiaers Eniy-amecie [For specic requirement detals, buy a Ticensed copy of the Focal Document ot eeRanisms S¥t o Geine he conext o 1 BUsess Frodelond document e
ces.apor2 Considers Entiy-specific || : Functonal | ntersects witn _[Ding Business Context & oy 05 organiin s misson
[revised-points-of-focus-2022 issior
ity-Specific |For specific requirement details, buy a licensed copy of the Focal Document at Operationalizing Security, [FMechanisms exist to compel data and/or process owners o operationalize security,
cesapor2 Considers Entty-specinc |15 : Functonal | ntersects With | Complance & Redlience. | | GOV-13 [complance ond restence pracice for ench Technoiooy Asset, Appcaion andor
revised:points-of focus 2022 Capabilties [Service (TAAS) under their control
Determimes netevam _[FoT Specific requirement detais, buy a licensed copy of the Focal Document af: Operationalizing Securiy, Wiechanisms exit fo compel data and/or process owners (o Gperatlanalize Securiy.
ccs.1.p0F3 etermines Relevant |7 . 47201 Functional Intersects With | Compliance & Restlence | GOV-15 [compliance and resilience practices for each Technology Asset, Application andor
revised-points-of-focus-2022 ties [Service (TAAS) under their cantrol
vor {2 SPECTc requirement detals, buy 3 lcensed copy ofthe Focal Document ot Gperationalizing Security, Wiechanisms exit to compel d
cesa-por Evaluates i of Coirol Functional Inersects With | Compliance & Rosiiench | GOV-15 |compliance and resiience pmms o eben Technalogy Assen. AppIcation sndor
ity Typs mv\snd points-of-focus.2022 ities IService (TAAS) under their control
Considers at What Level |OF SPecific requirement details, buy a licensed copy of the Focal Document at: Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security,
ccs.1p0Fs onsiders ot What Level iy ; Functional Intersects With | Compliance & Resilience. |  GOV-15  |compliance and resilience practices for each Technology Asset, Application andjor
op Irevised-points-of-focus-2022 Capabilities [Service (TAAS) under their control
oo Considers at Wnat Lovel /27 SPECHC requrement detas buy @ Icensed copy ofthe Focal Document — o copatity o] g [T XL e ond e Grgeed cpabTy Aty el
Actiites Are Applied |15/t aicae-cima.con Levels
daresses eqregation of |12 SPECITC equrement deal, buy 3 Icensed copy f the Focal Document ot Gperationalizing Securty, iechaniams ex/t to compel data andjor Process owners [0 operalionalize SECurly,
€C5.1-POF6 mmzs 9 i i Functional Intersects With Compliance & Resilience GOV-15  [compliance and resilience practices for each Technology Asset, Application and/or
remsed points-of focus 2022 Capabilities [Service (TAAS) under their control.
For specific requirement details, buy a licensed copy of the Focal Document at echanisms oxit fo Tmplement and maintain Separation of Duties (30D o prevert
ccs.1-p0F6 Addresses Segregation o | v Functional Intersects With | Separation of Duties (SoD) | HRs-11 |potential inappropriate activity without collusion
revised-points-of focus-2022
Fo specific requrement detais, buy 3 Icensed copy T the Foca Document ot Securly, Compliance & [iechaniams exit to facitate the Tmplementalion of esource pIanming Controls that
sz €050 Principle 11 Functional Intersects With | ReSiiance Protection |  PRM-01  [provide a portfolio management 2pproach to achieve security, compliance and resilience
revised-points-of focus-2022 ortfolio Management biectives.
o specf requirement deta, iy 2 censed copy of the Focal Document o cecunty, Complance & eChantsms ox7 fo 355055 security, compliance and resiience Cantrls i syt
i ey %, u urty, i Iproject development to determine the extent to which the controls are implemented
ces2 COSO Principle 11 |htty < Functional Intersects With Resilience In Project PRM-03 |correctly, operating as intended and producing the desired outcome with respect to
revised-points-of focus 2022 Management e g 2%
Wiechantsms exit fo dertify Crical &ystem Components and Functions by performing 3
For specifc requirement details, buy a lcensed copy of the Focal Document Security, Compliance & [cricaiity analysis for critical Technology Assets, Applications and/or Services (TAAS) at
sz coso princle 1 s icoacim.com Functional Intrsects Wit | Reslence Requrements | - PRY-05 ot Gainea docison pont n the Secure Deveiopmant Le Cyci (S0LC)
Fecarims oGt To dene busies processes W consgeration o secuy.
lcompliance and resiience that
Forspecificrequirement details, buy  lcensed copy of the Focal Document (1) The resulting risk to rganizations aperaions, assets,indviuals and er
2 Principle 11 Functional Intersects Wit | Business Pr nition o [organizations
e coso ple unctional ersects. usiness Process Definitio PRIM-06 [(2) Information protection needs arising from the defined business processes and revises
e pone aFiotue 3053
the processes a5 necessary, untl an achievable set of protection needs is obtaine:
Fo specifc requirement dtal, buy 3 lcensed copy ofthe Focal Document ot echantems exit fo ensure changes to Technology Assets, Applications andlor Services
ccs.2 €050 Principle 11 Functional Intersects With | Secure DevelopmentLite | - pay.q7 |(TAAS) within the Secure Development Life Cyce (SDLC) are controlled through formal
rewsed -points-of-f ﬁxus 2022 ycle (¢ ) Management. |change control procedures.
For speciic requirement detais, buy 3 licensed copy of the Focal Documen at P Fiechanfsms exist to conduct 3 Business Impact Analysis (BA) to [dently and assess
sz €050 Principle 11 [htt - Functional Intersects with | BUsiness ImpactAnalysis | gy gg  [securit, compliance and resilience risks.
[revised-points-of-focus-2022 )
echantsms ex7 fo conduct 3 Data Protection Impact Assessment (DPIA) on Technol
For specific requirement detais, buy  Icensed cop of the Focal Document Data Protection Impact Iaecete, Aopications andjor Senvices (TAAS) tnat horc, procece and/or tanomit personel
ccs2 €OSO rinciple 11 Functional Intersects With “Assessment (DPIA) RSK-10 IData (PD) to identify and remediate reasonably-expected risks.
revised-points-of-focus-2022
Fechariams oxat To e e mpementation o austy-recogzed seeury.
Forspecific requirement detals, buy »icensed copy o the Focal Document o Secure Engl o d resilience practices o dev Y
ccs2 €S0 Principle 11 Functional Intersects With S rincipies SN0 [ o e raodion of Technloey Acstrs Mgl eatons secor Servces
et poms ot ocus 3083 Principles (TARS) gy = 8
For Specfic requrement deai, buy 3 Icensed copy f the Focal Document ot . iechantsms exit To TacTiate the Tmplementation of falored development and
sz €050 Principle 11 Functional Inersect itn | TEEPOIogy DEveoBment & | 01 acquition sateges conract fols and procurement methods o meet Urigue busiess
remsed -points-of-f !n:us 2022 sition
fechanfsms exist o design, develop and produce Technology Assets, Applications andjor
For specific equirement detais,buy  lcensed copy of the Focal Document Minimum Viable Product Serice (xS i s0ch 3y tht ek o techical and ncions specfcanons
ccsz €050 principle 11 Functional Intersects With (vP) Security o0z [ensure Minimum Viable Product (MVP) criteria establish an appropriate lovel of security
WA e i e aoeany Jand resiliency based on applicable risks and threats.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

IMechanisms exist to identify and assess the security of Technology Assets, Applications
Determines Dependency landfor Services (TAAS) that support more than one critcal business function.
Betuween the U For specific requirement details, buy a licensed copy of the Focal Document at:
ccs.2-POF1 Technology in Business y Functional Equal AST-011 10
Processes and Technology [revised-points-of-focus-2022
General Controls
Establshes Relevant. JFo speifc equirement deais, buy 3 ccnsed copyofthe Focal Documert ot Control Applicability [Mechanisms exist to applicabiity
ccs.2-P0F2 Technology Infrastructure Functional Intersects With Boundary Graphical KST-082 [Techmology st Appications andier Somices (AAG) and th1d baes by graphically 5
oo Acties " [evecdpoint oFiotue 3053 representing applicable boundaries.
Mechanisms exist to document and validate the Scope of securlty, compIanCe an
Estolshe Refevant. o speciic requrement detals by acensed copy of e Focal Documen e o T T el
ccs.2-p0F2 Technology Functional Intersects With Compliance Scope CPLO12  |compliance obligations. 5
e s Feed po otk 300
Establishes Relevant _[For specific requirement detalls, buy a icensed copy of the Focal Document at [Mechanisms exist to configure systems to provide only essential Capabilities by
ccs.20F3 ecurity Management |t ¥ Functional Intersects With Least Functionality 603 [specifically prohibiting or restricting the use of ports, protocols, andjor services, 5
Process Controls Activities |revised-points-of-focus-2022
Mechansms exist to enforce Role-Based Access Control (RBAC] for Technology Assets,
s 2pors Esablshes Relevant o specifcrequrement detas buy o lensed copy of the focal Document ot I tersocts i | Role-Base Access Contol | ac_o  [AODICAHONS Services andor Data (FAASD)t restric access o ndviduas 3sgned s
Process Controls Activities [revised-points.of-focus-2022 (RBAC) [poectfc roles with legitimate business needs.
[Mechanisms exist to utlize the concept of least privilege, allowing only authorized access|
Establishes Relevant  [For specific requirement details, buy a licensed copy of the Focal Document at: o processes necescary to accomplion assigned Lacks i accordance with organsational
ccs.20F3 Security Management |htt " Functional Intersects With Least Privilege IAC21  [pubiness functions, 5
Process Controls Activities [revised-points-of-focus-2022
Establishes Relevant Mechanisms exist to Taclltate the Implementation of tallored development and
Technology Acquisition, [For specific requirement details, buy a licensed copy of the Focal Document at: lacquisition strategies, contract tools and procurement methods to meet unique business
CC5.2-POF4. Devel t, an » Functional Equal re"'”“‘“fy Development &| - ypagy  [needs 10
Maintenance Process  |revised-points.of-focus.2022 cquisition
Control Activities
For specitc requirement dtais buy s fcensed copy of the Focal Document o Publishing Security e o o B eriiowards and
ccs3 €050 Principle 12 Functional Intersects With | Compliance & Resilience | GOV-02 . 5
et o aF ot 3053 ocumentation
Mechanisms exist to review the Security. Compliance & Resilience Program (SCRP),
s o0 prncipe g |[oLSPECHc requirement deais buy  icensed copy of th Focal Document periodic Review & Update of including policies, standards and procedures, at planned intervals or if significant
rinciple > Functional Intersects With ecurity, Compliance & | GOV-03 |changes oceur to ensure their continuing suitabilty, adequacy and effectiveness. s
revised-points-of-focus-2022 Resilience Program
hanisms exist to ensure that all securty-related positions are staffed by qualiied
For specific requirement details, buy a licensed copy of the Focal Document at: Competency Requrements [individuals who have the necessary okil <et. s v a
ces3 Coso principle 12 [t - Functional Intersects With, for SecurityRelated | HRS-03.2 B
revised-points-of-focus-2022 Positions
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to govern third-party personnel by reviewing and monitoring third-
cess Cosoprinciple 12 |t ’ Functional Intersects With | Third-Party Personnel HRS-10  [party security, compliance and/or resilience roles and responsibilties. s
revised-points-of-focus 2022
For specic requirement detal, buy 3 lcensed copy ofthe Focal Document at Standardized Operat Mechanisms exist to [dentify and document Standardized Operating Procedures (SOP), or
ces3 €050 Principle 12 |t Functional Intersects Wit andardized ORerating | ops.o1.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks. s
revised-points-of-focus-2022 rocedures (
<tablishes Policies an Mechanisms exist to establish, maintain and disseminate policies, standards and
e e and . For specific requirement detais, buy a icensed copy of the Focal Document a: Publishing Security, [procedures necassary for sectre, compliant and resilient capabifiies.
ccs.3p0F1 e v Functional Intersects With | Compliance & Resilience | GOV-02 5
Managements Birertes [fevised-points-of-focus-2022 Domimantation
e e |For specific requirement detalls, buy a censed copy of the Focal Document at Business As Usual (BAD) [Hechariars xit to Tcorporate securty, compliance and reslnce prncoes o
ccs.3-p0F1 It X Functional Intersects With | Securlty, Compliance & | GOV-14  [Business As Usual (BAU) practices through executive leadership involvemer 5
O oe_lrevisedpoints of focus 2022 Resilience Practices
e R For specifc requirement detais, buy a ficensed copy of the Focal Document at Assigned Securty. Wechaniams exit o ss5ign one o more qualiied mviduals Wil The mision and
ccs3.poF2 and Accountabity for ¥ Functional Intersects With | Compliance & Resilience | GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
iting P revised-points-of-focus 2022 lenterprise-wide Security, Compliance & Resilience Program (SCRP).
otablshes R ot hanisms exist to enforce an accountabiity Structure so that appropriate teams and
stablishes Responsibity |or spocifc requiement detas, buy a lcensed copy f the FocalDocument at ctakeholder Accountabii individuals are empowered, responsible and trained for mapping, measuring and
ccs.3-p0F2 and pecountabity or " Functional Intersects witn | Stekeholder Accountabilty | o041 |managing Technology Assets, Applications. Services andjor Data (TAASD)elated risks s
g e revised-points-of-focus 2022
ST [For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to define cybersecurity roles & responsibiities for all personnel
ces3porz and accountabilty for , Functional | Inersects With Defined Roles & HRS.03 s
e revised-points-of-focus 2022 ponsibil
[For specific requirement details, buy a licensed copy of the Focal Document at: Svandardized Operat Mechansms exist to [entify and document Standardized Operating Procedures (SOP). o
€C5.3-POF3 [Performs in a Timely - Functional Intersects With R ’e'a N9 | ops-01.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks. 5
revised-points-of-focus 2022 Procedures (SO
[Mechanisms exist to define supporting business processes and Implement appropriate
For specific requirement details, buy a licensed copy of the Focal Document at: lgovernance and service management to ensrre appropriate planning, delivery and
ccs.3P0F3 IPerforms in a Timely. y Functional Intersects With Service Delivery Ops.03  |suppOrt of the organization's technology capabilties supporting business functions 5
revised-points-of-focus 2022 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
lspecific goals of the process area
P 3 ip
ccs.3-P0F4 Takes Corrective Action [t ¥ Functional Intersects With Risk Remediation Rok.0p  |Mechanisms exist to remediate risks to an acceptable level. 5
Fo specifc requirement dtails, buy 3 censed copyofthe Focal Document o [TR— Mechanisms exist to ensure that vulnerabiities are properly identined, tracked and
CC5.3-POF4. Takes Corrective Action Functional Intersects With iner en e 2ton | vpm-02  [remediated. 5
Fevecd o aFistue 3053 rocess
L el e e N
Performs Using Competent [[9 SPeCITc requirement detal, buy a icensed copy of the Focal Document at Al & Autonomous operator and p gence ) il mesligence
ccs.3-0F5 s Using Co Functional Itersects With | Technologies Stakeholder | AAT-13.1 |(an and Auxonamous Terhnologios (VAT ste Sefimed. asemscd and docummanted. 5
e e S iotus 3053
Mechansms exist to ensure that all security-related positions are staffed by qualiied
" For specic requirement dtais buy s fcensed copy of the Focal Document ot Competency Requirements [ncividuts who nave the necessary skil <ev.
ces.apors Performs sing Competent i Functonal | Intersectswith | 1or Securiy Reloted | HRS-03:2 4 s
revised-points-of-focus-2022 sitions
Mechanisms exist to review the Security. Compliance & Resilience Program (SCRP),
s sp0r Reassesses polces and [[CF SPECITC equirement detals,buy alcensed copy ofthe Foca Document o I o periodc Review & Update ol 3 |1clUig polce, standards and rocedres, t planned intervals o f Sigificant ©
u unctional ual ecurity, Compliance 03 |changes occur to ensure their continuing suitabiliy, adequacy and effectiv
ocedur revised-points-of-focus-2022 Resilience Program a 9 ¥ adequacy eness
i For specific requiremert details, buy  lcenied copy of the Focal Document ot fechanisms exist to develop, report and monitor Security, Compliance & Resiience
ces.3poFs Reassesses polices and Functonal | ntersects With | Heasures of Perfarmance | GOv.05 [ogram (SCRA) messures o peomance. s
fevecd pone aFiotue 3053
[For specific requirement detals, buy a licensed copy of the Focal Document at FP—— echarirs exist o allate the Tpermentation of Cryptograpfic protections controls
cce1 NA et ’ Functional Intersects With se of Cryptographic CRY-01  |using known public standards and trusted cryptographic technologi 5
revised-points-of-focus 2022 ontrols
[For specific requirement details, buy a licensed copy of the Focal Document at: Tographic mech to protect the of data being transmitted
ccs1 NA It v Functional Intersects With | Transmission Confidentiality] ~ CRY-03 5
revised-points-of-focus 2022
[For specific requirement detals, buy a licensed copy of the Focal Document at [CryPtographic mechanisms exist to prevent unauthorized Gisclosure of Gata at rest.
cco1 NA et ’ Functional Intersects with | Encrypting Data AtRest | CRY-05 B
revised-points-of-focus 2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at ublc Key irastroct [Mechanisms exist to securely implement an internal Public Key Infrastructure (PKI)
cco1 NA e - 201 Functional Intersects witn | Public Key Infrastructure | cqy g [ifrastructure or obtain PK services ffom a reputable PKI service providr. s
revised-points-of-focus-2022 e
For specific requirement detals, buy  lcensed copy of the Focal Document ot [Mechanisms exist to facltate cryptographic Key management Controls to protect the
cce1 NA Functional Intersects With Cryptographic Key CRY.00  [confidentialty, integrity and availabilly of keys. 5
et po st 3033
Fo specifc equirement detais, buy 3 Icensed copofthe Focal Documert o Mechanisms exist to faclitate the production and management of symmetr
cco1 NA Functional Intersects With Symmetric Keys CRY-09.1 [cryDRographic keys Using Feceral Information Processing Standards (FIRS)-compliant key s
Fevecd pon aFistue 3053 management technalogy and processes
Mechanisms exist to facilitate the production and management of asymmetric
For specifc requirement detals, buy a lcensed copy of the Focal Document s J 2
s leryptographic keys using Federal Information Processing Standards (FIPS)-compliant key
1 NIA remsed i alcpe-cima.con Functional Intersects With Asymmetric Keys CRY-09.2 Imanagement technology and processes that protect the user’s private key. 5
[For specific requirement details, buy a licensed copy of the Focal Document at P [Mechanisms exist to facilitate the Implementation of Identification and access
cce1 NiA Ihtt - Functional Intersects With Managament (M) IAC-01  |management controls. 5
revised-points-of-focus 2022 anagemer
[For specific requirement detals, buy a licensed copy of the Focal Document at dentiication & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and AUdc
cco1 NA e - Functional Intersects With Authentication for 1AC-02 |(ARA) organizational users and processes acting on behalf of organizational users. 5
revised-points-of-focus 2022 Organizational Users
For specic requiremen detals. buy 3 licensed copy ofthe Focal Document at dentiication & MiechanTsms exist to uniquely identify and centrally Authenticate, Authorize and AUGE
cce1 NA Functional Intersects With | Authentication for Non |  IAC-03 |(AAA) third-party users and processes that provide services to the organization. 5
ey aFistue 3033 Users
For specic requirement detais buy 3 icensed copy of th Focal Dacument ot dentfication & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and UGt
cce1 A Functional Itersects With | - dentiication & 1AC-04  |(ARA) devices before estabiishing a connecion using bidiectionai authentication tha is s
Fevecd pone aFistue 3053 uthentication for Devices [cryptographically- based and replay resistant.
Jdentification & fechanisms exist to identify and authenticate third-party Technology Assets,
For specific requirement details, buy a licensed copy of the Focal Document at: Authentication for Third- [Applications andior Services (TAAS)
cce1 NA > Functional Intersects With | Party Technology Assets, | 1AC-05 5
revised-points-of-focus 2022 opications andor Services|
(TARS)
[For specific requirement detals, buy a licensed copy of the Focal Document at [Mechanisms exist to enforce Role-Based Access Control (RBAC] for Technology Assets,
cco1 NA et " Functional Intersects win | Fole-Based Access Control | o5 Aoplctins, SericesandioeDats (AASD) i restict acces 0 i assigned 5
revised-points-of-focus 2022 (RBAC) cific roles with legitimate business need:
[For specific requirement details, buy a licensed copy of the Focal Document at: — T echarins oxitte Govern naming standards for Usernames and Technology Assets,
cco1 NA et - 201 Functional Intersects witn |[dentifier Management (User) 5c.09  [applications andor Services (TAAS). s
revised-points-of-focus 2022
Forspecific requirement detals, buy  lcensed copy ofthe Focal Document ot [r— Mechanisms exist to ensure proper User 1dentcation management for non-consumer
cce1 NA Functional Intersects With ser identiy (1. 1AC-08.1 |users and administrators. 5
et pon oot 3053 gemer
Mechanisms exist t
. . Forspecific requirement details, buy  lcensed copy f the Focal Document Sy manage mentcators o srsan i
i Functional Intersects With 9 1AC10 |3) TS proprats v the lasifcaton o th data s
e pons aFiotue 3053 leing accesoed
[For specific requirement details, buy a licensed copy of the Focal Document at hanisms exist to ensure default authenticators are changed as part of account
ccs1 NA g y Functional Intersects With | Default Authenticators | IAC-10.8 |creation or system installation. s
revised-points-of-focus 2022
[For specific requirement detals, buy a licensed copy of the Focal Document at [Mechanisms exist to proactively govern account management of Individual, Group,
cco1 NA It . Functional Intersects With | Account Management IAC-15  [system, service, application, guest and temporary accounts. 5
revised-points-of-focus 2022
[For specific requiremen details, buy a licensed copy of the Focal Document at P MechanTsms exist t restrict and control privileged access fignts for users and
cee A e y Functonal | itersects witn | fMISgedAcCunt | a6 Techmalogy Assets, Applcations andor Services (TAAS) s
revised-points-of-focus 2022 lanagement (
For specic requiremen detals. buy 3 liensed copy ofthe Focal Document at Mechanisms exist to enforce Logical Access Control (LAC) permissions that conform t
cce1 NA Functional Intersects With Access Enforcement IAC-20  [the principle of “least privilege. 5
ey aFistue 3053
For specic requirement detais buy 3 fcensed copy of th Focal Document ot [Mechanisms exist to utiize the concept of least privilege, allowing only authorized access|
ccs1 NA Functional Intersects With Least Privilege 121 [to processes necessary to accomplish assigned tasks in accordance with organizational s
Fevecd pone aFistue 3053 jbusiness functions.
[For specific requirement detals, buy a licensed copy of the Focal Document at Chanisms exist to Gevelop, govern & update procedures to faciitate the
cce NA x Functional Intersects witn | Network Securlty Controls | et limplementation of Network Security Controls (NSC). 5
revised-points-of-focus 2022 el
Fo specific equirement detais, buy 3 censed copyofthe Focal Documert o Mechanisms exist to monitor and control communications af the external netwark
cco1 NA it Functional Intersects With Boundary Protection NET-03  [boundary and at key internal boundaries within the network. 5
revised-points-of-focus-2022
[For specific requirement detais, buy a licensed copy of the Focal Document at Mechanisms exist to Timit the number of concurrent external network connections t 1ts
cce1 NA et X Functional Intersects With | Limit Network Connections | NET-03.1 [Technology Assets, Applications andor Services (TAAS). 5
revised-points-of-focus 2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at Data Flow Enf N Mechanisms exist to Implement and govern ACcess Control Lists (ACLS) to provide data
cco1 NA It " Functional ntersects with | ,02t2 Flow Enforcement - | g0 |flow enforcement that explicily restrict network trafic o only what is authorized s
revised-points-of-focus-2022 ccess Control Lists (ACLs)
For specificrequirement detals, buy  lcensed copy of the Focal Document ot [Mechanisms exist to pronibit the drect connection of a sensitive system to an external
cce1 NA Functional Intersects With External System NET-05.1|network without the use of an organization-defined baundary protection device. 5
Fevecd ponts ot iotue 3053 onnections
[For specific requirement detalls, buy a licensed copy of the Focal Document at etwork Seamentat [Mechanisms exist to ensure network architecture Utiizes network segmentation to
cco1 NA It " Functional Intersects With fetwork Segmentation | gr.gg |isolate Technology Assets, Applications andor Services (TAAS) to protect from other 5
[revised-points-of-focus-2022 (macrosegementation) Inetwork resources.
[Mechanisms exist to implement security management subnets to Tsolate security tools
ccor A For specifc requirement detal, buy a licensed copy of the Focal Document at Security Management land support components from other internal system components by implementing
¥ e o Functional Intersects With NET-06.1|separate subnetworks with managed interfaces to other components of the system. s
4 i g i2 echanizms exIst to faciltate an IT Asset Managemen rogram to Implement ant
cC6.1-P0F1 nventory. [ - Functional Subset Of Asset Governance ASTO1 [Pecharisms exist o faclltate an T Asset Management (ITAM) program Lo implement and 10
Mechanisms exist to perform inventories of Technology ASSets, AppIications, Services.
land/or Data (TAASD) tha:
(1) Accurately reflects the current TAASD in use;
entfisand Hanages e [or spcitc rquremen dtats buy  cnsed copy ofthe Focol Document at (2) ldentifes authorized sotware producs, ncluding busness justifcaton detas
cos1port owentory of nforraton Functional | Inersects With Asset inventories s S el o gran mgﬂ semed necessary for tracking and reporting, 5
hssets et pom st otun 3083 cludes organization- v
ey B avanaote fo revian and audi by designated orgarizational personne.
[Mechanisms exist to determine securlty, compliance and resillance control appIicabilt
Wentesand Hanages e orspcitc rquremen dtals buy  censed copy ofthe FoolDocument at echariams it to detemine secury, compliance and resllence control applcabily
cc6.1-P0F1 Inventory of Information Functional Intersects With | Asset Scope Classification | AST-04.1 [all Technology Assets, Applications and/or Services (TAAS) and personnel (intermal and 5
hssel e e S iste 3053 fhirc-parties).
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Secure Controls Framework (SCF)
Control Description

Identifies and Manages the [For specific requirement detais, buy a licensed copy of the Focal Document at: IMechanisms exist to ensure data and assets are categorized in accordance with
cce.1-p0F1 Inventory of Information _ - Functional Intersects With | Data & Asset Classification |  DCH-02  [applcable statutory, regulatory and contractual requirernents. 5
‘sset revised-points-of-focus 2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to faciltate the Implementation of securlty, compIaRCE and resiTence
€C6.1-POF2 Assesses New X Functional Subset Of Information As‘surance o 1A0-01  [assessment and authorization controls. 10
Irevised-points-of-focus-2022 rations
[Mechanisms exit to formally assess the securly, compliance and resiience contrals Tn
[Technology Assets, Applications andor Services (TAAS) through Information Assurarice
IFor specific requirement details, buy a licensed copy of the Focal Document at: IProgram (1AP) activties to determine the extent to which the controls are implemented
cce.1.p0F2 Assesses New ¥ Functional Intersects With Assessments 1A0-02 |correctly, operating as Intended and producing the desired outcome with respect to s
revised-points-of-focus 2022 Imeeting expected requirements.
VMechanisms exit to facitate the Implementation of INGUS(Ty-Tecognized security,
[For specific requirement details, buy a licensed copy of the Focal Document at: Secure Engineering lcompliance and resilience practices in the specification, design, development,
cce.1-p0r2 Assesses New ¥ Functional Intersects With SEAOL  [imo i modiication of Technoloay Assete, Applications ol B
rinciples implementation and modification of Technology Assets, Applications and/or Services
revised-points-of-focus-2022 (T4a5)
[Mechanisms exist to develop an enterprise architecture. aligned with Industry-recognized
[For specific requirement details, buy a licensed copy of the Focal Document at: Alignment With Enterprise. lleading practices, with consideration for security, compliance and resilience principles
€C6.1-POF2 Assesses New - Functional Intersects With ‘Architecture SEA02 |that addresses risk to organizational operations, assets, individuals and other 5
Irevisedtpoints-of-focus-2022 Iorosmaations
For specitc requirementdetas, by a Icensed copy of th FocalDocument at oty A [Mechanisms exst D facitate the andaccess
cos1-por3 Restrcts Logical Access |1t Functonal Subset of ldentty & pccese acor 9 10
Irevised-points-of-focus-2022 lanagement
echanisms exist to Stictly govern the Use of Authenticate, Authorize and AU (AAAT
For specic requirement detis buy  icensed capy o the Focal Document < ! ° thorize and
C61-POF3 Restrcts Logical Access |t Functional Inersecs i |Muthentcte, Autharizeand| . 5 [S0tons, both n-premises and those hosted by an External srvice rovider £57) 5
revised-points-of-focus-2022 Ar8)
Forspeciic requirement detas buy  fcensed copy o the Focal Dacument o dentitcato e antems Xt Lo auely entTy and certraly Autentcte, AUorze ond Auat
CC6.1-P0F3 Restrcts Logical Access it - Functional Intersects With Astnantcaton or 1ac-02 s
revised-points-of-focus 2022 Organizational Users
[Miechanisms exit to uniquely identify and centrally AUthenticate, Authorize and AUGE
For specific requirement details, buy a licensed copy of the Focal Document at: Identifcation & : uely entrolly Auth thorize ane
CC6.1-POF3 Restricts Logical Access [ntt; ¥ Functional Intersects With Authentication for Non- Iac-03  |(AAR) third-party users and processes that provide services to the organizatio B
revised-points-of-focus-2022 Organizational Users
[Mechanisms exit to uniquely [dentfy and centrally Authenticate, Authorize and AUGT
For specitcrequirementdetlls buy  lcensed copy of the FocalDocument ot o e entrally Authenticate, Authorize an .
Cc6.1.70F RestritsLogical Access [t Functonal | ntersectsWith | p gplSSrations | ucgq [IAAA)devicesbefor estabiiing a connecton using bidrectiona authnticaion that s 5
revised-points-of-focus-2022
Wiechaniams exit to strictly govern the se of AUThenticate, Authorize and Audit (AAA)
dentifies and For specific requirement details, buy a licensed copy of the Focal Document at Authenticate, Authorize and [solutions, both on-premises and those hosted by an External Service Provider (ESP).
Cce.1.P0F4 nd u - Functional Intersects With e e 1acoL2 s
Irevised-points-of-focus-2022 it
Mechanisms exist to uniquely identify and centrally Authenticate, AUthorize and AUGE
nicates T SPECfc requirement details, buy a censed copy of the Focal Documen ot dentification & s " e, huthe
[ ietites and Autnentcates Functional tersects With plgentiication & 1AC.0z |AAA) organizational users and processes acting on behalf of organizational users s
e b aFiote 3053 Organizational Users
[Mechaniams exit to unlquely [dentfy and centrally AuThenticate, Authorize and AUGT
enties For specifcrequirement details, buy  lcensed copy of the Focal Document Identifcation & s e e e
T ertites and Au Functiona! ersects with | aurcomifeaton & | acos |(AAR) third-party users and processes that provide services to the organization. s
Fevieedponts o fcus 203 Organizational Users
Considers Network __[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to faciitate the implementation of cloud Management cantrals to
Cce.1.P05 et - Functional Intersects With Cloud Services CLD-01  [ensure cloud instances are secure and in-line with industry practices. 5
Mechanisms exist to utize a Cloud Access Security Broker (CASB), or Similar technlogy.
Considers Network  [For specific requirement details, buy a licensed copy of the Focal Document at: Cloud Access Security lto provide boundary protection and monitoring functions that both provide access to the
C6.1-P0F5 e - Functional Intersects With Broker (CASB) CLO-11 |eloud and protect the organization from misuse of cloud resources. s
CopsTders Nebwork [For speciic requrement detals buy 3 censed copy of the Focal Document 3t o [Mechanisms exist to develop, govern & update procedures to faciltate the
ces1.70r5 Functonal | tersects witn | Nework Securty Conrols | er.gy  imiementaton of Network Securty Cantrols (NSC) s
d-points-of-focus-2022
Considers Network _[For specifc requirement detail, buy a licensed copy of the Focal Document at. R Wechaniams exist to treat ol Users and devices as potential Treats and prevent access
CC6.1-POFS Intt ¥ Functional Intersects With ero m?zr;\(} itecture | yET.01.1 [to data and resources until the users can be properly authenticated and their access 5
Jouthorize
Considers Network [For specii requirement detalls, buy 3 licénsed copy of the Focal Dacument at Mechanisms exist to monitor and control Communications at the external netwark
cc6.1-P0F5 It v Functional Intersects With | Boundary Protection NET-03  [boundary and at key internal boundaries within the network. s
d-points-of-focus 2022
Considers Network [For specific requirement detalls, buy 3 licénsed copy of the Focal Dacument at PPV Mechanisms exist to route allremote accesses through managed network access contral
€C6.1-POF5 Ihtt ” Functional Intersects With 1900 pacces NET-14.3 |points (e.g., VPN concentrator). 5
-points-of-focus 2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at p— [Fechariams ext o Tplement 370 govern Access Conrol st (ACL5 o provide data
CC6.1-POF6 Manages Points of Access |htty < Functional Intersects With . NET-04 restrict network traffic to only what is authorizec B
s el o o Access Control Lists (ACLS)
FFor specific requirement detalls, buy a licensed copy of the Focal Document at y Vechaniams exit to route al remote accesses tough managed network access control
cos1p0r6 Manages Ponts of Access [t Functonal | ntersects witn | Managed Access Control | eryq 3 logint (e g, VPN concentraton) 5
remseﬂ—pomls—of—focus—zﬂu "
Restrics Access o [[0 sPeiTcrequirement detal buy 3 censed copy f he roca Document ot ecore aset Wechanisms exit to develop, document and maintain secure baseline configurations for
CC6.1-POF7 [rsiaiedaivandd Functional Intersects With prisiprining CFG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- 5
information Asse e s s o. onfigurations [accepted system hardening standards.
» [For specific requirement details, buy a licensed copy of the Focal Document at hanisms exist to configure systems to provide only essential capabilities by
cce.1.p0F7 Restrcts Accessto ’ Functional Intersects With Least Functionality CFG.03  [specifically proibiting or restricting the use of ports, protocols, andor services. 5
revisedt-points-of-focus-2022
» Forspecic requirement detas buy  fcensed copy of the Focal Dacument ot Mechanisms exit (o facitate the Implementation of dentication and access
cos.1-p0F7 Restrcts Access to Functonal | imersects winn | dentiy SAccess | pcon e o s
vev\sed -points-of-f Iocus 2022 o
Restricts Access & [For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to utilize the concept of least privilege, allowing only authorized access|
C6.1-P0F7 Restricts Accessto oy " Functional Intersects With Least Privilege 1AC21  |to processes necessary to accomplish assigned tasks in accordance with organizational 5
revised-points-of-focus-2022 business functions.
Manages dentication and [FoT PeCific requirement detais, buy a Icened copy of the Focal Docurment ot [ET— Fechanisms oxt o aciiate e nd access
cce.1-p0F8 it v Functional Subset Of M v 1AC01  [management contre 10
[revised-points-of-focus-2022 lanagement
o [For specific requirement details, buy a licensed copy of the Focal Document at: Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize and Audit
61708 Manages igentficaton and | - Functional Intersects With Authentication for 1AC-02  |IAAA) organizational users and processes acting on behalf of organizational users s
revised-points-of-focus-2022 Organizational Users
ranages dentifcation ana [ PECITC eguirement defals.buy 3 censed copy of the Focal Document ot p—— [iechanisms exit to unlquely [dentfy and centrally AuThenticate, Authorze and AUdT
€C6.1-POF8 9 i Functional Intersects With | . SETETCARON IAC-04  |(AAA) devices before establishing a connection using bidirectional authentication that is s
reven points-of-focus 2022 uthentication for Devices |eryptographically- based and replay resis
[rrerem— [Mechanisms exist to identify and authenticate third-party Technology Assats,
Wanages denifction and [ SPECTc requirement dtais, buy o censed cop o the Focol Document ot Authentication for Third- [Applications andlor Services (TAAS)
€C6.1-POFE ethentientor Functional Intersects With | Party Technology Assets, |  IAC-05 5
et o aFiste 3053 |Applications andlor Services
(Tans)
Mechanisms exist to Taciitate an IT Asset Management (ITAM) program to implement and|
edent For specic requirement detais buy o icensed copy of th Focal Document o et e o
cosa-pore Manages Credentils for | Functional | intersects With | Asset Governance. ast1  [Tanage asset management controls. s
revised-points-of-focus 2022
hanisms exist o faciltate the implemen TGentifcation an
anages Credentits for|[or PECH requirement detis, buy a lcensed copy of the Focal Documen ot senty & Access o it Lo aciate e implementafon of Gentiication and access
cc6.1-p0F9 It - ar201 Functional Intersects With 1Ac-01 5
and Software Management (1AM)
N For specific requirement details, buy a licensed copy of the Focal Document at: Wiechaniams exit to faciTate the Implementation of securlty, compliance and resiience
anages Credentials for Information Assurance (1A) lassessment and authorization controls
cce.1-p0FD dentialefor_lhiy ’ Functional Intersects With ton Assur 18001 5
Irevised-points-of-focus-2022 perations
Fechantsme ot To ensure Technology Rescts AppIcatons andlo Sarvices (TARG) e
y o specific requirement details, buy  licensed copy of the Focal Document at: " st 1o enss hrology Assets, Applications o
cce.1.p0F9 Manages Credentats for v Functional Intersects With | Security Authorization | 1a0-07 |°T<ially autherized prior to "go live* in a production environment B
revised-points-of-focus-2022
ses Encryption to protect [For SPECifc requirement detais, buy a icensed copy of the Focal Document at FTpOS—— Wiechantsms exit to facitate the Tmplementation of Cryplographic protecions Controls
CC6.1-POF10 563 Encrypiion 1o Protect lnty > Functional Subset Of e o Y praphic CRY-01  |using known public standards and trusted cryptographic technologies. 10
a2 [revised-points-of-focus-2022 ontrols
[For specific requirement details, buy a licensed copy of the Focal Document at [Cryptographic mechanisms exist to protect the confidentiality of data being transmitted
CC6.1.POF10 Uses Encryption to Protect |y - Functional Intersects With | Transmission Confidentiality] ~ CRY-03 5
revised-points-of-focus-2022
Uses Encryption to Prtect |[01 SPECITC requirement details, buy a icensed copy of the Focal Documen 3t [CrypLographic mechanisms exit to protect the Integrity of data being transmitted.
cca1p0710 yplon Functional | itersects With | Transmission gty | CRY-04 s
ek o aFistus 3053
Forspecic requirement detas buy & fcensed copy of th Focal Document o [Cryptographic mechanisms exit to Gisclosure of data at rest
ces.150710 Uses Encyption to rotect Functional | Intersects With | Encrypting Data At Rest | CRY-05 s
Fevecdpons aFiotua 3053
ses Encrvption to protect [For Specific requirement detais, buy a icensed copy of the Focal Document at P —— Mechanisms exist to securely implement an ntemal PUBIIC Key Infrastructure (PRI}
CC6.1-P0F10 ryption e " Functional Intersects With s CRY-08  [infrastructure or obtain PKI services from a reputable PKI service provider. s
revised-points-of-focus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at Chanisms exist to Taciltate gement controls to protect the
ces.150710 Uses Encrypton to Protect ({1 , Functional | intersects witn | CpLographic Key CRY-09 [Fonfaemaity, megriy and svanabiiy of kevs, s
|revised-points-of-focus-2022 lanagement
Uses Encryption to protect |Fo7 SPECIc requirement details, buy a ficensed copy of the Focal Document at [Mechanisms exit to facitate the production and management of symmetrc
CC6.1.POF10 yption et ’ Functional Intersects With Symmetric Keys CRY-00.1[cyptographickeys using Feceral Informaion Pocessing Standards (FPS)camplant ke 5
revised-points-of-focus 2022 ‘agement technology and proces:
iechatane &5t o BlNate the prodLFeow 37 AT agaant o Srac
Uses Encrypton to Protect [ SPecic requirement detais, buy a lcensed copy ofthe Focal Document at Eryotoaraphic Koy g Fader) nformation Procecsing Stamaards (HPo)-compliant key
€C8.1-POF10 Data 1t X Functional Intersects With Asymmetric Keys CRY-09.2|management technology and processes that protect the user’s private key. s
Irevisedt-points-of-focus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to faciltate the implementation of crypographic protections controls
CC6.1-POF11 Protects Cryptographi x Functional Intersects With Use “'Cco’:fr‘:‘g’”"“ CRY-01  |using known public standards and trusted cryptographic technologies. B
revised-points-of-focus-2022
For speciic requirement detalls, buy a licensed copy of the Focal Dacument at P ——— iechaniams exit to securely Implement an internal PUBIc Key Infrastructure (PRI}
cc6.1.pOFLL proects Cryptographi : Functional Intersects witn | PublicKey Infrastructure | cay o infrastructure or obtain PKI services from a reputable PKI service provider. 5
(PKI)
revised-points-of-focus 2022
For specific requirement detalls, buy 3 licénsed copy of the Focal Dacument at PE— Fechariss ext o it cyptograpTc ey mansgement conios t proect e
€C6.1-POF11 Protects Crypte hi X Functional Subset Of ybtographic Key CRY-09 regrity and availability of keys 10
revisedtpoints-of-focus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at [VMiechanisms exist to faciliate the production and management of symmetric
©C6.1-POF11 Protects Cryptographi ¥ Functional Intersects With Symmetric Keys CRY-09.1 [cryptographic keys using Federal Information Processing Standards (FIPS)-compliant key 5
revised-points-of-focus-2022 Imanagement technology and processes.
Fechanians oXTo clte e oroductionand management o symetie
For specific requirement details, buy  lcensed copy o the Focal Document at Crvptographic keys using Federal nformion Processing Standards (HPS) compliant key
cc6.1-POF1L Protects Cryptograph - Functional Intersects With Asymmetic Keys CRY-092 [Tl Pactment tochnelogy and processes that protect the users prvate key s
revised-points-of-focus-2022
[For specific requirement detalls, buy a licensed copy of the Focal Document at Fechaniams ex o ncure e avaloBy o ormation m e evet o th s o1
CC6.1-POF11 Protects Cryptographi ¥ Functional Intersects With C'y"“’g'ac‘:‘" KeyLossor | cry.09.3 [cryptographic keys by individual us 5
[revised-points-of-focus-2022 ange
For specific requirement details, buy a licensed copy of the Focal Document at: R Viechanisms exit to facitate the secure dIstbuTon of symmetric and asymmetric
CC6.1-POFLL Protects Cryptographi < Functional Intersects With o | CRY-09.4 [cryptographic keys using industry recognized key management technology and 5
[revised-points-of-focus-2022 yptograpt s
FRestrics Access to and Use Fo specic requirement detas buy  lcensed copy of the Focal Document echanisms Xt o nforce ole Gased Access Contro (REAC)fr Techology Asees
Ccorpori | ofContdentarnionmation uncira | erecsvan | PO SSEAACCESS Conto | g Amaton,Sorces s ot (TRASD) o e aces @ o sianes s
or enthed Purposes [ eveedpontsoffoces 2035 EpEe rores with legmate busingse n
iechaniams exit to it access to sensilvelreguiated data to only Those ndmTduals
Restricts Access to and Use [For specific requirement details, buy a licensed copy of the Focal Document at: Access To sensitive | Iwhose job requires such acces, / o v
cc6.1.pOF12 of Confidential Information [nt - Functional Intersects With cess To Sensitiv 1AC-20.1 s
for Identified Purposes  [revised-points-of-focus-2022 "gulate
Mechanisms exist to utize the concept of Ieast privilege, allowing only authorzed 3Ccess|
Restricts Access to and Use [For specific requirement details, buy a licensed copy of the Focal Document at: ocesses necescary Lo accompion aseignd taeke 1 accordance with orgarisational
cce.1.p0F12 of Confidential Information [t - Functional Intersects With Least Privilege 1AC21 o biness functione. B
for Identified Purposes |revised-points-of-focus. 2022
. For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to enforce Role-Based Access Contral (RBAC) for Technology ASSets
coorports | festricts Access to and the [0 Functional | ntersects wity | ROVeBased Access Conrol | uc g |applications,Services and/or Data (TAASD) t restict access o ncviduals sosancd B
5 rev\sed—pomls—cf—fc:us—zuzz ) [specific roles with legitimate business needs.
Resrics Acess 0 and th [ SPECITC equremert Getals 5uy o [cersed copy of e Foca Documert E— iechaniams exit to it access to sensilvelTeguiated data to only Those ndwTduals
CC6.1-POF13 Bestrcts Access to and the Functional Intersects With cess To Sensiiv 1AC20.1  |whose job requires such access, s
vev\sed i-points-of-| Iocus 2022 9
Restrict Acces to and the /27 SPCITC TEQUITEMENt detal, buy @ censed Copy of the Focal Document at [iechaniams exit to UTTze The concep of least priviiege, allowing orly authorized access
€C6.1-POF13 estricts Access to and the |, Functional Intersects With Least Privilege IAC-21  |to processes necessary to accomplish assigned tasks in accordance with organizational 5
Use of Personal Information
revised-points-of-focus-2022 business functions.
Fnr specific requirement details, buy a licensed copy of the Focal Document at: -hanisms exist to ensure Personal Data (PD) is protected by logical and physical
Cosrrora | Restrics Accessto and e Functonal | ntersects wity | Securty of ersonal Data | g3 sty feguards tnt e suficent and approprately scoped o prorect he s
se of Personal Information |o jica "points-of focus 2022 (PD) |confidentiality and integrity of the
Mechanisms exist to address the Use of Personal Data (PDY for Internal testing, training
Jand research that
ice  the [or SPecifc requirement detat,buy a lcensed copy ofthe Foca Document o Internal Use of Personal (1) Takes measures to fimit or minimize the amount of PD used for internal testing,
CC6.1-POF13 [ty Functional Intersects With Data (PD) For Testing, PRI05.1  |training and research purposes; an 5
e e S iste 3053 Treining and Research (2) Authorizes the use of PD when such information is required for nternal testing,
[raining and research.
For Speciic requirement detalls, buy a licensed copy of the Focal Dacument at Ve roveonng .o Mechanisms exist to Utlize & formal user registration and de-regiatration process that
ccs2 A it y Functional | Itersects with oning IAC-07  [governs the assignment of access rights s
Irevised-points-of-focus-2022 9
For specific requirement detalls buy 3 licénsed copy of the Focal Dacument at echanms ext o revoke use access TGt falowing changes n personne s and
cco2 NA t v Functional Intersects With | Change of Roles & Dutles | IAC-07.1  [duties, if no longer necessary or permitt s
revised-points-of-focus 2022
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For spcitc rqurement detas, buy a Icened copy of the Fool Document ot el Review of Account Mechanisms exist to perodically-review the prvlges assIgned to inaviduals and service
€C6.2 NIA Functional Intersects With e eviioges oum IAC-17  [accounts to validate the need for such privileges and reassign or remove unnecessary 5
vev\sed -points-of-f Vocus 2022 rivileges |privileges, as necessary.
Creates Access Gredentals [For spcitc requiement detals by a censd <opy ofthe Focol Document ot . oo oS Xt To ze 2 oo veer egisraton and de-regtaton process hat
€C6.2-POF1 to Protected Information Functional Intersects With Iser valslemng e nco7 % o 5
Assets. mv\seﬂ i-points-of- fq:us 2022 rovisioning
Ficharere it o Tevoe e Sccss e ol hanes T el e 770
Creates Acces redentol Fr speifc requrement detals, buy  censedcop o th Focol Documert ot oo :
CC6.2-POF1 to Protected Information Functional Intersects With | Change of Roles & Duties | 1AC-07,1 |Cuties: Ifno longer necessary or permi 5
hesets evsapons ot ocus 3083
EChaRTSmS EX/T 1o €VEU7E manaGEmEnt Spprovals 7 FEqUITed Tor Ew SEcounts o
Creates Access Credentias For specifc requirement details, buy a lcensed copy ofthe Focal Document a s SX o ensure management
ces2-p0FL 1o protected mformation i y Functional | Itersects witn | Management Approval For | 5 5q.; [changes inpermissions to exising accounts s
revised-points-of-focus-2022 nged Accounts
v v o aceaes JFoT SPeCiC requremTE el buy 3 Tcensed copy of the Focal Document ot Fiechartms vt o rovoe versccess e ol harges T persnmel e 378
ces2r0r2 s Valdiy o Access |y y Functional | tersects With | Change of Roles & Dutles | 1AC-07.1 |dutie, f no langer necessary or permi 5
revisec-points of facus:2023
v varaie o aceavs Jor specfic requrement detafs buy 3 censed copy of the Focal Document ot [Rtormated mechanTsms eXst o Gsable Taciive accounts after an orgamization Gefined
ceszpor2 s Validity of Access y Functional | Itersects With | Disable nactive Accourts | 1AC-15.3 |tme period 5
revisec-points of facus:2023
reviows varaie o aceaes Jor specfic requrement detals buy 3 Tcensed copy of the Focal Document ot Fiecharme ex o oo S oo accoutsand el any sccour ot oo
ccs2r0r2 s Valdiy of Access | y Functional | Itersects With | System Account Reviews | IAC-L5.7 [associated with & business process and o 5
revisec-points of focus 2023
For specific requirement detal, buy 3 lcensed copy of the Focal Document at Wechanisms ex7t o perodical review The prVIEoes ssaigned o Indwiduals and service
cC62-p0F2 Reviews Valdiy of Access i Functional Intersects with | Perodic Review of Acount | .17 laccounts to valdate the need fo such privieges and 1¢assi or emove unnecessary 5
5 revised-points-of-focus-2022 rivileges [privileges, as necessary.
revents the Use of __[For speciic requirement Getar, buy 3 1cansed copy of e Focal Document as echanTsme exit o adJt og1ca 3nd BTy Iea] GE€ess auorzatons o Technoleoy
cesarors  fcrecenias when s y Funcional | mersecs Wit | prsonnel Trnster | iS00 et Aupcations anlor Sences (AAS)an o upon personnel reasgnmert | 5
Vaiid revtsedpoints of focus 2022 s ami
” v
€C6.2-POF3 |Credentials When NoL - Functional Intersects With Personnel Termination HRs.0g  [echanisms exist to govern the termination of individual employment. 5
Prevents i Use o o pachc rduriment dtal by  Iceraed <opy of e FoclDocumart FPP—— Echanrs St o e & ol e 180T 3 G Fegaaton process at
€C6.2-POF3 |Credentials Wh - Functional Intersects With ser P° isioning & De- IAC-07  |governs the assignment of access rig! 5
Vall |revised-points-of-focus-2022 isioning
revete the Use o Far peciic equrement detals buy 3 censed opy of e ocal Documert ForTares SIS o Teview 3 SysTem 3€<ounts and Rable any accaunt ha annot be
Cco2por3 [credentias Whn i : Functional | Itersects With | System Account Reviews | IAC-15.7 [ossociated with a business process and owner. s
Valid revised-polnts o ocus-2023
revents the Use of __[For speciic requirement Getals, buy 3 censed copy of the Focal Document a echanisms ex/T o perodical Teview e prVIEGEs a55gned To Indwiduals and servic|
€C6.2-POF3 |Credentials When N » Functional Intersects With Periodic. i;:evlfw of Account IAC-17  [accounts to validate the need for such privileges and reassign or remove unnecessary 5
Valid [revised-points-of-focus-2022 vileges [privileges, as necessary.
For spci requremert atar. by = Lcevd copy of e Focal Document — Wechanisms exist to enforce Roe-B252d Access Control (RBAC) for Techology ASsets,
cce3 A Functional Equal oleBased Access Conrol | jac g |Rpplcatins, semvices andjor Data (TAASD) t restret access o ncviauals acdaned 10
vewseu -points-of-focus-2022 (RBAC) lspecific roles with legitimate business needs.
cc6.3-P0F1 o Protected Information it y 3201 Functional Intersects witn | USerfrovsioning & De 1Ac-07 Z'W:m; e e ot e o, 9/sration and de-reglstration process that 5
Crates o Woiies Accss [frspecic raurement Geal by  Tcened copy of the Foco ocument ot i o o evake uer Scces T allowing chanoe T prsonnl e a7
ces.3p0FL o Protected Information Funcional | tesects Wi | Change of Roles & Dutes | 1AC07.1 [oie nd longer necessny or e s
hasets et ponts ot ocus 3083
Creates or odifes Acces [For specic equrement detals by  censed copy of te Foca Documert Wechanisms exit o €nsUre management spprovals 7e FeqUIed for ew SEcounts o
ces3porL o Protected nformation Functional | tersects witn | M2nagement Approval For | uc 3 |changes in permissions o exsting accounts s
Assets rzv\sed points of focus.2022 lew or Changed Accounts
Trer Provisioning & Be- Wechanrsms ext o UTie 3 ormal User regitraton and e Tegrsraton process that
ceosror2 prteceg normat Fonctonal | iersecs win ooy 0T e sesment o ccess g s
oves Access T For speciic redurement detas,buy a censed copy of the Focal Gocument at Wechanisms exist o revoke user access Fahts falawing changes m personn roes and
ces3por2 rotected nformation [t : Functional | Intersects With | Change of Roles & Dutles | 1AC:07.1 |duties, o langer necessary or permitted s
revtsecpoints of facus:2023
For specific requirement detals, buy a censed copy of the Focal Document at echanrsms ex7t o enforce Ro-B25ed Access Control (RBAC) for Techolooy Assets,
ccs3por3 Uses pccess Control 1 : Functional Equal Role:Based Access Contol | o5 |Rppikations, Services andior Data (TAASD) ta restct access t Indiauals asigned 10
res [revised-points-of-focus-2022 ( ) [specific roles with legitimate business ne
o o o specinc ruiement detas uy  censed copy ofth Focol Document ot Wechanisms ex/t o perodical review The prVIEGEs S55gned 1o Indwiduals and Servic|
C6.3-p0F8 Reviews Access Roles and Functional Equal Periodic Review of ACCOunt | o¢ 17 faccounts to validate the need for such privieges and reassign or remove unnecessary. 10
u mwsed "points-of-focus-2022 vileges [privileges, as necessary.
Forspecifc. requremer detais buy 3 censed copy of e FocalDocument ot s o Wechanrsms exit to faciEate T aperatonof prysical nd enviranmentl proection
ccoa NA Functional Intersects With, sical & Environmental | pes g1 [conrols 5
et pont ot ocus 3083
For specific requrement detal, buy 3 censed copy of the Focal Document at PhysTcaTaccess control mechanisms exIst o maltal 3 current 5t o persanel Wi
ccea NA it v Functional Intersects With Physical Access PES-02 |authorized access to organizational facilities (except for those areas within the facility s
revised-points-of-focus-2022 Authorizations lofficially designated as publicly accessible).
Forspeciic requremert Geal uy 3 Tcened copy of T Foca Documert ot Physical access control mechanisms exit o authorize phySical ccess to TacTtes based
ccea A Functional | Itersects With | Role-Based Physical Access | PES-02.1 on the postion or ol of the ndiduel 5
Fevsat o ot ocus 3023
. v s ool e e o aeree s occers st o1
[or specific requirement detalls, buy a licensed copy of the Focal Document at: physcal access polts(inclucing deslgnated entrylext golnts) o falities (exclud
cced WA - Functional Intersects With | - Physical Access Control | PES-03  [those areas within the facllity officially designated as publicly accessible) s
Fevised:pointso ocus 2022
Forspecic requremert Geal uy  Icened copy of the Foca ocumert ot Wechanisms exit to Tactate T Gparation of physical and enviranmertal protection
Ccoupon | Creates oreies physicall[ Fonctonal | nterscts win | PhYSal & Envionmental | peg g, ool s
rev\sed -points-of-f Vocus 2022 rotections
Cremes or wodies prysiea[FOF SPECITC requITement detals, buy 3 Tcensed copy of the Focal Bocument at p— PhySTcaTSccess control mechansms €ISt o maltal 3 Current TSt o persanel Wi
ccsarort yoanes sl : | merescwn | OSSN | pes |ononie e s e et o o e o ey | s
ccess [revised-points-of-focus-2022 wthorizations |officially designated as publicly accessible).
Forspeiic reuremert Geal uy 3 canad copy ot Foca Documert ot FhysTcal access control mechanisms exit o authorize phySical ccess to acTtes based
ccoarory |Creates oradtespnysical Functonal | ntersects Wit | RoleBased Physical Access|  PES-02.1  [on he poskion o 10 of i ndiduat s
Feviet o of ocus 3023
. FrysTcaTaccess contral mechaniams ex/st o enforce physIcal access auforzations for a7
Creates or Mifies Physica [0 Pecific requirement details buy a censed copy of the Focal Document a ohysical access poins (ncluting designated entry/ent point) o facities (exchuding
CC6.4-POFL Access - Functional Intersects With | - Physical Access Control | PES-03  |those areas within the facility officially designated as publicly accessible) s
revisedpoints o ocus 2023
For specific requirement detals, buy 3 lcensed copy of the Focal Document at Wechanisms exit to Tactate e aparation of physical and enviranmental prtection
ccoaporz Removes Physical Access. it Functional | Intersects witn | PIYSical & Environmental | peg gy fcontrols. B
revised-pointso focus 2022
For peciic requrement detals buy 3 Tcensed copy of the Focal Documert ot Fechantsms oxit o ensore Vistor Badges. or oTher Tsued Taentiicatian are
CC6.4-POF2 Removes Physical Access |htty Functional Intersects With Visitor Access Revocation | PES-06.6 [surrendered before visitors leave the facility or are deactivated at a pre-determined 5
revtsed-points of facus 2023 fimeidate of expiration
For specific requirement detals, buy 3 Icensed copy of the Focal Document at PR Physicalaccess cantrol mecharisms exist o malntal 3 current 15t o persanel Wi
ccsaror2 Removes Physical Access. i Functional | Inersects With Prysical Access PES.02 [auihorized access to rganizationalfacities (except for those areas winin the acity s
rev\seﬂ—pomls—of—focus—zmz uthorizations |officially designated as publicly accessible).
For specific requrement detals, buy 3 Tcensed copy of the Focal Bocument at PhySTca access control mechanTsms exit o aUtHorize phySIcal ccess to Tacltes based
cesaror2 Removes Physical Access. |t . Functional | Itersects With | Role-8ased Physical Access | PES.02.1 on the posion or roe ofthe indvidual s
revtsecpoints of focus 2023
PrysTcalaccess cantral mechanisms exist o enforce pRysical access suforzaions Tor ol
hysical f‘?.' specific requirement details, buy a licensed copy of the Focal Document at: Iphysical access points (including designated entry/exit points) to facilities (excluding
cesaror2 Removes P y Functional | Itersects With | Physical Access Control | PES.03 | nens et e e e e e s
Fevioed s o ocus-203
For specific requirement detals, buy 3 Icensed copy of the Focal Document at Wechanisms exit o ensure Wt armployees and Trd-party users retum al
CC6.4-POF3 Recovers Physical Devices [htt; X Functional Intersects With Return of Assets AST-10 DHZE"IHUD”B‘ assets in their possession upon termination of employment, contract or 5
revisedpoints of acus-2023 i
For speciic requrementdetas buy 3 Tcensed copy ofthe FocalDocumert ot hanis o s oo e SET oo G o
Ces.a-p0F3 Recovers Physica Devices [t Functional | itersects With Asset Collection HRS-00.1[ndviduals employmen 5
revtsedpoints of facus-2023
For specific requirement detal, buy 3 Icensed copy of the Focal Document at PhysTcalaccess control mechanisms generate 3 Tog enty Tor each access attempt
ces.a-por Reviews Physical Access Functional | Intersects With | Physical Access Logs | PES.03.3  [1ough contralled ngress and eqres paits. s
revised-ponts o focus 2022
For specific requrement detals, buy 3 Tcensed copy of the Focal Document at PRySIcaT SECess control mechanTsms exit o mono or, Getect and espond 1 prysica
Ces.a-p0Fs Reviews Physical Access |t : Functional eaual Monitoring Physical Access | PES-05 [securty incdents 10
reutsed-polnts of focus-2023
For specific requirement detals, buy 3 Tcensed copy of the Focal Document ot Wechanisms exit to Tactate e Trmplementaton of Gata profection Cortrols
cces N e : Functional Subset of Data protection ocsor 10
revisec-ponts of focus 2023
For speciic requrement detals by  Icened copy of the Foca Documert ot Fartsres eX5E o securely dspose of, Jestio OF epuUrpose Syatem Components Using
ccos NA Functional Intersects witn [SeCure Disposal Destruction)  xsr.q  forganization-defined techniques and metods t prevent information being recovered 5
oo pote-aFtacus 303 \e-Use of Equipment Jirom these components.
For specific requirement detals, buy 3 Tcersed copy of the Focal Document ot Fiechares ot ey e o med when T rger e 0
cces NA i g aron Functional | Itersects With | Physical Media Disposal | DCH-08  formal procedu 5
revtsed-polnts o ocus- 202
For specific requrement detals, buy 3 Tcensed copy of the Focal Document at Wechanisms ext Lo Sanze 5ystem med Wit The Srength and Fiegriy
cces A i ‘ Functinal | Itersects With | System Media Sanitization |  DCH.09 _|commensurate with the lassfcation o sensitity of the iformation pio o dsposal, 5
revtsecpoints of facus:2023 Felease aut of organizatinal conrol o release fo reuse
For specific requirement detals, buy 3 Tcensed copy of the Focal Document ot echanisms exist to securely Gspose o, destroy o erase Tformation
cces A : functional | Itersects With | Information Disposal | DCH21 s
revised-ponts of ocus 2023
echanrsms oxit o
(1) Retan Personal Data (PD). including metadata, fr an organization-defined time
perod to (il the purposels) identiied n he notice or 3 reaured by la
or speciic requirement detas, buy  fcensed copy o the Focal Document s ) Dispose of,cestroys, erases. andlar anonymizes the PD, regaraless of the method of
cces NA et X Functional Intersects With hersonal Data (°0) PRIOS  [3100 o0 5
itps nunaicna cima con Retention & Disposal 31 0se organizaion-defined techniques or methods to ensure secure deletion or
s [destruction of PD (including originals, copies and archived records).
For specific requirement detals, buy 3 censed copy of the Focal Document at
ccs.5-poFL A it : A No Relationship A A WA 0 femovedtromTsc 2017
revisedpoints of focus 2023
esecine requrement oot - Wechanisms exit o securely Gpose o, destrcy of epuIpOSe SyStem Components Using
Removes Data and Software| FO specific requirement details, buy a licensed :Lwy of the Focal Document at: [secure Disposal, Destruction| [organization-defined techniques and methods to prevent information being recovered
CC6.5-POF2 for Disposal Functional Intersects With or Re-Use of Equipment AST-09 lfrom these components. 5
P vev\sed i-points-of- Vocus 2022 qulpr
emoves Dats an Sftware[ &SP rquiement detas buy  censd <opy ofthe Focl Document o [Fechanirs X o securly dspose of meda When s o onge requred. usng
cesspor2 s Data and Functional | intersects With | Physical Media Disposal | DCH.08 s
revisecpoints of acus 2023
T — Wechanisms exit to Sanize system meda Wi e srangth and IEegriy
CCo.5P0F2 Removes Data and Software|Fer SPecifc rea t detalls, buy 2 licensed copy of the Focal Document at Functional Intersects With | System Media Saniization | DCH.09 [COmMENSUrate with the classiication or sensitivity of the information pior o disposal. 5
Tor Disposa g icoa-cima comy Feiease aut of organizatonal conrol o release fo reuse
Removes Dats and SoftwareF2, SPECIT requiement details, buy a icensed copy of the Focal Document at [Mechanisms exist to securely dispose of, destroy or erase information.
cesspor2 5 Data and Software (1, Functional | Intersects With | Information Disposal | DCH-21 s
P [revised-points-of-f v’a(us 2022
Wechanlsms SxAL
(i Fertona Bt (D), ncluing metadt,fora organiztiondfine e
eriod to flfl the purposel(s) identiied in the notice or s reaul
o specitc requirement dets, buy  fcensed copy o th Focal Dacument o 5 poss o, sty rase, anlor anoymizs th 7 TeGaralessof the method of
ccosror removes Data and software[ [ . runctional | imersectswin | _Personal Data D) oo [lorage: s
- for Disposal e .2l o i Retention & Disposal (3) Use arqamzalmn defined techniques or methods to ensure secure deletion or
vised-pol s |destruction of PD (including originals, copies and archived records).
For Specic requremert Getals buy 3 Tcensed copy of e FocalDocument ot I Wechanrsms exit o aclEate T Tmpiementaton of ntEation 3nd aEcess
ccss A Functonal | imersects witn | Mentiy Aceese | jpc gy s
remsed -points-of-f !n:us 2022 lanagemer
For spciic reuremer detal uy  Tcened copy ofthe Foca ocumert ot Wechanisms exit o Sty gover T Use of Authenticate, Authorize and AT AA)
cces A Functonal | ntersecs i [AUthenticate, Aunorize and| 1,013 [iiutions. ot on premises and hese hosted by an Extenal Seruce providr (E5P) s
rev\seﬂ -points-of-1 focus 2022 uai
[For specific requirement details, buy a licensed copy of the Focal Document at: Network Security Controls. [Mechanisms exist to develop, govern & update procedures to facilitate the
ccos NA et v Functional Intersects With, ecurtty NET-01  |[mplementation of Network Security Controls (NSC). 5
revtsec-pointsof focus:2023
Fartsrs SX5t o mplement securly Fancions 25 a Ta7ered Sructure tat e
For specific requirement details, buy a licensed copy of the Focal Document at linteractions between layers of the design and avoids any dependence by lower layers on
cces A Functional | Itersects With | Layered Network Defenses | NET-02 | onmmamir e e et esdn and 2 s
et b st otun 3083
ForSpecic requremert Geals by  Icaned copy of th Foca Documert ot Wechanisms sxit o monior and Conral ommurications ot the extermal rebwork
cces A Functinal | Intersects With | Boundory Protection |  NET-03 |boundary and at key intemal boundaries wihin he network s
et pomeat ot 3083
For specifc requrmen deais buy 3 censod copy of e FocalDocument ot Wechanisms ext to Tt The Rumber of ancurrent extemal network conmections 175
CC6.6 NIA Functional Intersects With Limit Network Connections | NET-03.1 [Technology Assets, Applications and/or Services (TAAS). 5
et po ot ot 3083
For speciic requremert detals buy  Icened copy of the Foca Documert ot Wechanisms exit o Tmplemert and gover Access Contrl Lts (RCLS) o provide data
CC6.6 NIA Functional Intersects With ADS‘E F‘C"W‘E":"L’(?m&'g‘;) NET-04 [flow enforcement that explicitly restrict network traffic to only what is authorized. 5
rewsed -points-of-1 fc:us 2022 \ccess Control Lists
For specific requrement detals, buy 3 Tcensed copy of the Focal Document at P—— Wechanisms exit o Confoure rewall and Foter Confglrations 1o Geny network afi
CC6.6 NIA Ihtty ¥ Functional Intersects With eny Traffic by Default NET-04.1 |by default and allow network traffic by exception (e.g., deny all, permit by exception). 5
[revised-points-of-focus-2022 Allow Traffic by Exception
For specific requirement detals, buy 3 censed copy of the Focal Document at et o oo D G Zare OV b gt o esaate
cces A g , Functional | Inersects With OMZ Networks NET.08.1 |Umrusted networks rom trusted network s
revised-points o ocus-2022
[For specific requirement details, buy a licensed copy of the Focal Document at: Safeguarding Data Over [Cryptographic mechanisms exist to implement strong cryptography and security
CC66 NIA ihtt - Functional Intersects With g iyt At NET-12  [protocols to safeguard sensitive/regulated data during transmission over open, public 5
revtsecpoints of facus:2023 pen Netwarks hetwores
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chanisms exist o protect external and internal ireless inks from signal parameter
For specific requirement detais, buy a licensed copy of the Focal Document Jattacks through monioring for unauthorized wireiess connections, incuding scanning for
cess A - Functional | Intersects With | Wireless Link Protection | NET-12.1 |unauthorized wireless access points and taking appropriate action. f an unauthorized s
revised-points-of focus-2022 [connection s discovered
Fo specifc equirement dtal, buy 3 lcensed copy ofthe Focal Document ot iechanfsms exit t protect the conRdentalty, intearity and avalabiiy of elecronic
cco6 NA Functional | Intersects With | Electronic Messaging |  NET-13 |messaging communications. B
oot pont of ocus 3023
For specific requirement detalls, buy a licensed copy of the Focal Documen at echanisms Xt o Gene, control and Feview oTGanTZalon-appTaved, Secure Femote
cco NA it - Functional | Intersects With Remote Access NET1s  [access metnods. s
revised-points-of focus 2022
For specific requirement detalls, buy a icensed copy of the Facal Document at iechanisms ot fo develop, govern & update procedures fo facitate the
CC6.6-POF1 Restricts Access It - Functional Intersects witn | Network Sf’\iggy Controls | nET01  [implementation of Network Security Controls (NSC). 5
revised-points-of focus-2022
For specific requirement detall, buy a licensed copy of the Focal Documen at echanisms exist to moniior and contral communications at e extemal network
cco.6p0r1 Restrict e ¥ Functional | Intersects With | Boundary Protection | NET-03  [boundary and at key intemal boundaries within the network s
revised-points-of focus 2022
For specifc requirement detall, buy a icensed copy of the Focal Document at PS— N Wiechanfsms exit fo Implement and govern Access Control Lsts (RCLS) to provide data
CC6.6-POF1 Restricts Access Ihtty x Functional Intersects with | 2212 Fiow Foforcemert )| NET-04  [flow enforcement that explicily restrict network traffc to only what s authorized 5
revised-points-of focus-2022 ccess Control Lists
For specic requrement detas buy 3 lcensed copy of the Focal Document echanisms exit to configure irewall and router configurations 1o deny network Taffc
€C6.6-POFL Restrict: Functional Intersects with | Deny Traffic by Default & | er.o4.1 by default and allow network traffic by exception (e.g. deny all.permit by exception) 5
et pomsat ot 3083 low Traffc by Exception
For speciic requirement detais, buy a licensed copy of the Focal Document at Fechorfoms v o Tciate e mplemartaon o cptograpTe protections conros
ccs.670r2 protectsidentincation and [ : Funcional | ntersects witn | US Of YBIOGIRBNIE | o1 fuing known public standards and risted (yptograpni technologi s
orotects Kaentihcation ana o SPECifc requirement detalls, buy a icensed copy of the Focal Document at oty & Aecess echantms ext To Tacilate the Tpementaton o enicatn and access
ceospor2 tcation and | - Functional | intersects witn | dentty & Access 1ACO1  |management conir s
revisedpaints-of focus-2022 gemen
vt encotn g [P ST SRl B T o of e e Do enteate, putnorre amd echanisms exist to stclly govern the Use of Authenticate, AUTorze and AudTe (AAA)
ccseror2 nand [ . i Functonal | itersects i |Auhenicte, Aunorze a1 ucon 5 Ktins boan remses and hos hosed b an Exenns Serve e (£57) s
hcation ana_[FoT SPeCific requirement detais, buy a licensed copy of the Focal Documen at [iechantsms exit to enforce complexty. Tength and TFespan consideratons fo ensure
CC6.6-POF2 Protects Ident ﬁ(a‘d‘;n?\s\ds Ihtty ¥ Functional Intersects With sz[s;/or[d—ﬁﬁsed IAC-10.1  [strong criteria for password-based authentication. 5
revisectpaints-of focus-2022 uthentication
ot denttcaton ona [ SOECTC requrament dtais buy  fcensed opy of the Focal Document ot oo Secorty Comror Wechanisms exit o develop, govern & update procedures to aciltate the
cco.6-por2 cation and iteria-with- Functional | Intersects With ecurty NET-o1 [ mplementation of Network Security Controls (NSC) s
Jom an [F2 SPECC requrment detal, buy o censed copy of the Focal Document ot Fanisms exit Crypiography and secuy
CC6.6-POF2 Fopects iaentfication and Ity Functional Intersects with | Sefeguarding bata Over NeT12  [protocols o sotequard scnsmvc/mgmatcd data during transmission over open, public B
revisecpoints-of focus-2022
orotects 1dentihcation and |FOT SPECIRC requirement detals, buy a licensed capy of the Focal Document at fechanisms st o protect the confaentalty, Itegrity and avaiabilty of electronic
cco6-por2 heation and i y funconal | ntersectsWith | Elecronic Messaging | NET13 [messaging communcatons s
TS AT (PO ST Qe e et 00y <SG Copy T e Focar o =
Tdentty & Access Wechanisms oxist to Facitate the and sccess
. i " i ;
cce.6-p0F3 nication or Functional | imersectswin | dently & Aceese nco1 5
Requiros Additional _For speciic requirement detais, buy a censed copy of the Focal Document at: henticate, Adthorive and fechanisms existto sticlly govern he Use of AUthenticate, AURorze and AudTt (AAA)
ccspor3 o : b Functonol | ntersects i [Authenticate, Aunorze and| 1,c.01 5 [iitions. ot on-remises an hose hasted by an Extenal Senace Provider (ESP) s
Credenials revised-points-of focus 2022 udit (Ar8)
Fremared mecraris ot o arorce U Factor Ahereaton (7 o
) Remote network ac
e adstional o specitcrequrement et cen the Focal Document at (23 Trepary Tochnology Assts, Applcations andor Sevices (TAAS): and or
’ equires Additional - |For specific requirement details, buy  licensed copy ofthe Focal Document a Mult-Factor Authentication (3) Non-console access to critcal TAAS that store, ransmit andor process
cce.6-por3 Functional | Intersects With g nc06 on-consale access 5
Credenials et poms ot ocus 3083 [rensitveiregulated data,
Reauires Addtonal |Fo specif equirement detai.buy 3 lcensed copy of th Focal Document ot iechantsms exit fo allow indiduals fo Uize altermative mathods of autherfication
ccssrors g foncional | mersecswin | AdoBve emiteaton s |15 o S S ;
Credentials Fevset ponts ot ocus 3083 on
Requires Additional _[For specific requirement detalls, buy a icensed copy of the Focal Document at Fechanioms ¥ o develop gover & update pocedures o aclre e
CC6.6-POF3 or Ihtt ¥ Functional Intersects With | Network smggiy Controls | yer.g1  [implementation of Network Security Controls (NSC). 5
Credentials revised-points-of focus 2022
Requires Additianal _[For specific requirement detais, buy 3 icensed copy of the Focal Document o iechantsms exit fo monitor and canrol communicafions ot f1a extermal netwark
cco.6-por3 or ey y Functional | Intersects With | Boundary Protection |  NET-03  [boundary and at key internal boundaries withn the network. 5
Credentials revised-poinis-of focus-2022
Requires Additional _For specific requirement detais, buy a censed copy of the Focal Document ot iechantsms exit to confioure rewall and router corfigurations fo deny retwork Trafic
CC6.6-POF3 or  |hy x Functional Intersects witn | Sery Traffic by Defoult & | neT.0a.1  [oy default and allow network traffic by exception (e.g.. deny all, permit by exception). s
Credentials e paints-of focus-2022 ow Traffic by Exception
Requires Addtional _For speciic requirement detais, buy a censed copy of the Focal Document Wechanisms exit o define, contral and review organiZation approved. Secure remate
cce.6-por3 e ; 37201 Functional | Intersects With Remote Access NET-14  [access methods s
Credentials revised-points-of focus 2022
orements Boundary o7 SPECIC requirement detall, buy a icensed copy of the Facal Document at iechanisms exit to develop, govern & update procedures fo Tacltate the
ces.6pors mplements Bourdary 5 y Functional | tersect win | NeSwork Securty Contros | er.gy [imclerntation of Retwork Securty Contrls (45C) s
V revised-points-of focus 2022
echaniams exist t implement security Tanclions 25 a layered structure That minimizes
mplements Boundary [0 SPECTC requirement details, buy a icensed copy ofthe Facal Documen ot Interacrions between (ayers of the design and avaids any dependence by lower layers on
cco6-pora plements Boundar Functional | Intersects With | Layered Network Defenses | NET-02  [tna funceionality or correctness of higher layere s
et poms ot otun 3083
mplements Boundary |2 PRI requrement Getals, buy 3 censed copy of the Focal Document ot echanisms exist to monitor and contral communications at e extemal nemwork
cco6-pora mplements Boundar e Functional | Intersects With | Boundary Protection |  NET-03  [boundary and at key internal boundaries within the network. s
” fevsed pons ot ot 3083
mpements Boundary [ EPECTC reqUTement Getals buy 3 Tcenaed copy o e FocalDecumert ot —— echanisms exit to oute al femole aceesses through managed network access contrl
ccsspors mplements Soundary 1% functional | nterscts Wi ged Acces NET-143 [t (€. VPN concenrator 5
Y revtsed-points of ocus 202
For specific requirement detall, buy a licensed copy of the Focal Documen at [echantsms exit 1 allow only approved Intermet brawsers and emal clents t run on
e ; Unsupported Internet § ¢
ccor NA Functional | Intersects with | g Unsupported intetnet | crg.00 |systems. s
revised-points-of focus 2022 rowsers & Email Clients
For Speciic requrement detal by 2 censed copy of th Facal Document ot Tographic mech: T protect the o7 Gata being transmitted
cco7 NA Functional | Intersects With [Transmission Confidentiality]  CRY-03 s
oot point ot ocus 3023
For specific requirement details, buy a licensed copy of the Focal Document at [CryPtogFaphIc mechaniams exit o prevent unauthorzed Gislosure of Gata at rest.
cce7 A e y Functional | Intersects With | Encrypting Data At Rest |  CRY-05 s
revised-points-of focus.2022
For specific requirement detais, buy a licensed copy of the Focal Documen at [Fiechantsms exit fo Taciltate Ehe implementation of Gata protection controls
cee A e . Functional Subset Of Data Protection ocHol 10
revised-points-of focus.2022
For Speciic requrement detals by 2 Tcensed copy of th Facal Document ot Wechanisms exist o restrict he Use of (ypes of Gigtal media on systems or system
cee7 A Functional | Intersects With Media Use DCH10  |components. s
Feviet o of ocus 3083
For specific requirement detals, buy a licensed copy of the Focal Documen at Wechanisms exist o restrict removable media in accordance with data handiing and
cce A - Functional | Intersects With | Removable Media Security | DCH-12  [acceptable usage parameers, s
revised-points-of focus.2022
For specific requirement detais, buy a licensed copy of the Focal Documen at Use of External Technalogy echanisms exist o Govern haw external paries, Including Technology Assets,
cce7 A e y Functional | Intersects With | Assets, Applications andjor | DCH-13 Apph(enor\s andior Services (TAAS), re used to securely store, process and transmit s
revised-points-of focus.2022 Services (TARS)
Fo specifc equrement detal. buy 3 Tcensed copy of th Focal Document ot ks T e or o U o oo Srage Gvices By Vo o
cce A Functional | Intersects With | Portable Storage Devices | DCH-13.2  [external systems. s
oot o ot ocus 3003
For specific requirement detais, buy a licensed copy of the Focal Documen at Wechanisms exit o Uilize 3 process [0 aseist sers in making Iformation Sharing
cee7 NA I y Functional | Intersects With | Information Sharing | DCH-14  |decisions to ensure data s appropriately protected. s
revised-points-of focus.2022
For specific requirement detais, buy a licensed copy of the Focal Documen at Fecharisme v o secure 360 exchanges o e GgTal e Wi el o
cee7 NA e . Functional | Intersects With Ad-Hoc Transfers DCHA7  [external par s
revised-points-of focus.2022
For specific equrement detar.buy 3 Tcensed copy of th Focal Document 3t Wechanisms exit t Implement and Govern Moble Device Management (MDH) controls
ccer A Fonctonal | ntersects wien|Cenralzed enagement of| o0, s
Fevsat pons ot ocus 3003
For specific requirement detais, buy a licensed copy of the Focal Documen at - and nteaity of
o nm ; : s | et v | DS & Conainer | oy s e v s et o o e ;
revised-points-of focus.2022 i
For specific requirement detais, buy a licensed copy of the Focal Documen at fechanisms exist o protect the confdentalty, Itegrity and avaiabilty o electronic
ccer NA e . Functonal | ntersects With | Electronic Messaging | NET-13 |messacing communiations. s
revised-points-of focus.2022
st vy 0 [0S e Gt by T cop o e b — echarisms exist o develop, document and maintaln Secure baselie configurations for
cce.7-poFL estricts the Abilky 0 1 Functional | Intersects With Secure Bassline CFG-02  [Technology Assets, Applications andlor Services (TAAS) that are consistent with industry- s
revised-points-of-focus 2022 onfigurations |accepted system hardening
For specific requirement detais, buy a licensed copy of the Focal Documen at Wiechanisms exit to confgure systems ta provide orly essenfial capabiiies by
ccorron Resrcs e iy to : funcionsl | marsactsWin | Lot ronctomity | Cr03|ohec ety ronons o oo cing e oo o o, rotocos. ovdor Sere, s
revised-points-of focus-2022
Restrcts e Aty o[ SPECIC requrement Getas, buy 3 censed Copy of the Focal Document ot echanisms exit 1o secure ad-hoc exehanges of a7ge d1gal s with nternal or
cce.7-por1 Restrcts the Abity to Functional | Intersects With AdeHoc Transfers DCH-17  [extemal partes. s
et pom ot ot 3083
Fo spcifc equirement detai,buy 3 lcensed copy ofth Focal Document ot [ATomated mecharizs v o provert e Unautozed exaton o
CC6.7-POFL B e A oo Functional Intersects witn | PreventUnauthorized | er.g35 - |sensiivelreguiated data across managed interfac s
Fevset pont ot ocus 3083
s e oy 0[P T el By S cried opy ol o Dot echanisms exit to configure irewall and router configurations 1o Geny metwork Taffc
J— Resrics e iy to 1 . Functionol | tersects i | D7 TrC by DSt & | g (o Gt an sl nemirk i 5 escepion (. deny a. permi by exception s
revised-points-of focus 2022 low Traffc by Exceptio
) For speciic requirement detais, buy a licensed copy of the Focal Document at echantsms exit fo proRibit the Transmission of unp ata by
ccorron Restricts ne iy to 1 : Functonsl | itersectswin | EnUsermessoging | erp o ier e inc Bchmalagis s
revised-points-of focus-2022 Technologies
resticts the Aty to_[FoT SPecific requirement detais, buy a Iicensed copy of the Focal Document ot [Automated mechanfsms exat 1o rplement Data Loss Prevention (DLF) o protect
cce.r-por1 stricts the Abily o - Functional | Intersects With | Data Loss Prevention (DLP) |  NET-17  [sensiive information as it s stored, transmitted and processed. B
revisedpants-of focus-2022
s Emeryp =
or Specifc requirement detais, buy a licensed copy of the Focal Documen at iechantsms exit fo Taclate Ehe Tmplementafion of crypiographic protecions contros
cco.7-70r2 Technologiesorsecure |1 ‘ Functional Subset of Use of CYBIographic |y gn[lsing known public tandaras and fristed cryptograpiie echnologice 10
Bicieqt Ot
e JFor specifc requirement detalls, buy a icensed copy of the Facal Document at Tograpric mech T protect the oF data being ransmitied
cce.7-por2 S - Functional | Intersects With  [Transmission Confidentiality| ~ CRY-03 5
n revised-points-of focus 2022
e T [For specifc requirement detalls, buy a icensed copy of the Facal Document at [Cryptograpic mechanisms exist to prévent unauthorized Gisclosure of Gata t rest
cce.7-por2 gies o secure iy . Functional | Intersects With | Encrypting Data At Rest |  CRY-05 s
revised-points-of focus-2022
e T [For specific requirement detalls, buy a icensed copy of the Facal Document at [echantsms exit 1o aciltate the implementation of Gata protection controls
cce.7-por2 gies o secure iy ‘ Functional | Intersects With Data protection ocHor s
n revised-points-of focus 2022
For specific requirement detals, buy 3 censed copy ofthe Focal Document at Wiechantsms exit to maintain SHriet control over the nternal or external dIsTbUton of
cce.r-por3 Protects Removal Media |ht Functional | Intersects With | Security of Assets & Media |  AST-05[any Kind of sensitve/regulated media. s
revisedpaints-of focus-2022
Forspecifc requrement detais buy 3 fcensed copy ofthe FocalDocument ot TP Fechorfems v o Taclate he mplemertation o cyptograpTe protections conros
cce.7-por3 Protects Removal Media |nt Functional Subset of se of Cryptographic | cay.g1  |using known public standards and trusted cryptographic technologie: 10
revised-points-of focus 2022 ontrols
For speciic requrement detas, buy  Icensed copy of the Focal Document X echanms exst to Gisclosure of formation a5 an
cce.r-por3 Protects Removal Media |ht Functionsl | ntesects Wit Aermate PhysiclProtection| CRY.GL1|sRASUvE o ysia areguads s
revisecpaints-of focus-2022
For specifc requirement detall, buy a icensed copy of the Facal Document at [CryptogFaphic mechaniams exit o prevent unauthorizd Glsciosure of Gata at rest
cce.7-por3 Protects Removal Media |n y Functional | Intersects With | Encrypting Data At Rest |  CRY-05 5
revised-points-of focus 2022
For specifc requirement detalks, buy a icensed copy of the Facal Document at [Cryptograpric mechanisms exit fo protect the confdenialiy and Inteariy af
cce.r-por3 Protects Removal Media |ht y Functional | Intersects With Storage Media CRY-05.1_[sensitivelreguiated data residing on storage medi B
revised-points-of focus-2022
Forspecic requrement aetas buy 3 Icersed copy of th Focal Document o Wechansms exist o restict emovable media in accordance with data handiing and
cce.7-por3 Protects Removal Media |ht Functional Equal Removable Media Security | DCH-12 [acceptable usage parameters. 10
revised-points-of focus 2022
For speciic requirement detais, buy a licensed copy of the Focal Documen at Fiechanfsms exit fo resirict or prohIBit he Use of portable storage devices by Users on
cce7-por3 Protects Removal Media |ty Functional | Intersects With | Portable Storage Devices | DCH-13.2  [extemal systems. 5
revised-points-of focus-2022
For specific requirement detais, buy 3 lcensed copy ofthe Focal Document at S echantsms exit 1o aciltate the Tmplementation of Endpoint Device Management
cce.r-pora Protects Endpoint Devices |ht Functional | intersects win | Endpoint Device, END-01  |(EDM) controls s
revised-points-of focus 2022 lanagement (EDH)
For specic requrement detas buy @ Icensed copy ofthe Focal Document 2 echanisms exit t mplement and govern Mobie Device Management (MDH) controls
ccs.7pors rotectsEndpont Devices [ Functonal | ntersect win _[Cenralzed Management of| oy 1 s
revised-points-of focus-2022 ces
For specific requirement detall, buy a licensed copy of the Focal Documen at [Mechanfsms exit 1o proIBIt Unauthorized chanGes, Unless organization approved
ccos NA it - Functional | Intersects With | Prohibiton Of Changes | CHG-02.1 |change requests are received. s
revised-points-of focus 2022
For specific requirement detais, buy a licensed copy of the Focal Document at Wechanisms exist o Uilize anfimaware technologies 1 detect and eradicate malicous
cces A e : Functonal | imtesectswin | Moliius CodeFrotecton | gy 4 e s
revised-points-of focus-2022
Fo specific requrement detals, buy 3 Icensed copy f the Foca Document ot Fechanlsms oxst e Gle e Tieg & Honts (1) o srlr tecologes o et
cces NiA Functional Intersects With E"%’“"‘"(' F‘”e ';'F'ﬁfy”'y END-06  [and report on unauthorized changes to selected files and configuration setting B
et pomsat ot 3083 onitoring
Wiechanfsms oxist fo Utize Host-based Infrusion Detection | Provention Systems (HIDS 7
For specifc equirement detais, buy a lcensed copyof the Focal Document bost Intrusion Detection and| ) o1 s toChmolaion 6 raositor for amd proceck sgamet anomalaus host actity,
ccos NA Funcionl | tersects i | Prevemion systems (105 | END-07 0o Tter) mavement acoss th netwark s
et pom ot 3083
For specific requirement detais, buy a licensed copy of the Focal Documen at Wiechanisms exist fo utize & File integrity MonTtor (FIW) or simiar change-detection
cce8 NA 2 x Functional Intersects With File ‘"KQQI‘F‘YM’:""‘“”"Q MON-01.7 [technology, on criical Technology Assets, Applications and/or Services (TAAS) to B
revised-points-of focus-2022 Jgenerate aierts for unauthorized modifcations
For specific requirement detall, buy a licensed copy of the Focal Documen at echanisms exist to menitor and contral communications at fhe extemal Retwork
cess NA i y Functional | Intersects With | Boundary Protection |  NET-03  [boundary and at key internal boundaries within the network s
revised-points-of focus 2022
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For specif. equirement detais,buy  lcensed copyof th Focal Document Network Intrusion chalsma et to ample Neork i Bractin Preventon Systens
cces NA Functional Intersects With | Detection / Prevention |  NET-08 [(NIDS/NIPS) to detect andjor prevent intrusions into the network s
et pont ot ocus 3083 Systems (NIDS / NIPS)
Restricts Instalaton and._|For spcitc rquiement detas, buy  cens copy ofthe Focol Documentat [Mechanistrs s o restict the sl of non-privieged usets o ntal inauthorzed
cce.8.P0F1 Modification of Application |ht Functional Intersects With | User-installed Software | CFG-05 s
a are revised-points-of focus. 2022
VMechaniams exit to configure systers to prevent the installation of software, unless the
Restricts instaltion and [For specifc equirement deta, buy  lcensed copy ofthe Foal Document ot cra s g o prey
cesport Moacaton of Appcaton [n Functional | ntersects wiry | ReStict Roes permitted To | g ;- [action i performed by a priveged user orsenvice s
and Software revised-points-of-focus-2022
Restricts Instalation and_[For speciic requirement detal, buy a lcensed copy ofthe Focal Docurment at ot metaeton Wit temaTed mecTanams Xt o panbi soThare MtaTatens WInout expiciy sssned
cc6.8-p0F1 Modification of Application |ht v Functional Intersects With bit Intallation Wi Enp-03 s
re revised-points-of-focus-2022 e
Detects Unauthorized _[For speciic requirement Geralls, buy & licensed copy of the Focal Dacument at P TanTsms Xt 1o ogure ystems o generate 3 aer wher e Urauorzed
cce.8-p0F2 Changes to Software and [t v Functional Intersects With ized | CFG.05.1  [installation of software is detecte s
Configuration Parameters_|revised-points-of-focus-2022 erts
Detects Unauthorized__[For speciic requirement detalls, buy a licensed copy of the Focal Document at Wechaniams exist to generate an alert when new software s detected
cce.8-p0F2 Changes to Software and  [ht ’ Functional Intersects With | Software Installation Alerts | END-03.1 5
Configuration Parameters |revisecpoint-of focus-2022
cenrors Uses a Define Change [ ZPECITe requiement detals buy a censed copy o he Focal Document ot I e | Crange Monagement | gy [T o4t ocitat e Wpemertaton of = cRarge manegermert progam -
ControlProcess e oot focus 3003 Program
Uses a Defimed Chamge _|FOT SPECiC requirement detalls, buy a licensed copy of the Focal Dacument at: P iechaniams exit to govern the techncal confguration change contral processes
CC6.8-P0F3 s 2 Defined Change v Functional Intersects With rguration Cheng: cHG-02 s
revised-points-of-focus-2022
. [For specific requirement details, buy a licensed copy of the Focal Dacument at - Wechaniams exist to Utiize antmalware technologies to detect and eradicate malicios
cos.a-pora Uses Antivrus and Anti- ; Functonal cqual Malicious Cade Protection | - gp,04  fode 10
revised-points-of-focus-2022
o oo Aot Wiechaniams exit to ensure That ant-malware [EchnaIogTes are contiuoUsly FURTAgG Tn
Scans Information ASSets | spacifc requirement details, buy a licensed capy of the Focal Document a realime and cannot bedisabled or alered by non priieged users, niess Secifcaly
Cce.8-70F5 From Outside the Entity for [{E° : Functional Equal Always On Protection || END.04.7 [Authorized by management on a case-by-case basis for a lmited time peri 10
Malware and OUer  |reyiced:points-of-focus. 2022
Unauthorized Software points-of
For speciic requirement detalls, buy a licensed copy of the Focal Dacument ot Wiechantams exit to facitate the Tmplementation of confguration management contrors
cra A : Functonal | ntersectswin | Conauraton tanagement ¢ o, s
revised-points-of-focus-2022 9
For specific requirement detalls, buy a licensed copy of the Focal Document at pE— WMechanisms exit to develop, document and maintain secure baseline configurations for
ccra NA It v Functional Intersects Wit Sgcure Baseline CFG-02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
revised-points-of-focus2022 onfigurations Joccepted system hardening standards
For specific requirement detalls, buy a licensed copy of the Focal Dacument at Mechanisms exist to validate configurations through integrity checking of software and
ccra NA e ’ Functional Intersects With Integrity Checks END-06.1 [irmware. s
revisedtpoints-of-focus-2022
For specific requirement details, buy a licensed copy of the Focal Dacument ot Fechanisms ext o uilze o e oegrty Hontor (4, o mr chnge detecion
ccra A : nctona | erscswan | FEIMETMONS | o 7 ey on it Techlony A Aocatons sndlr Serce T o s
revised-points-of-focus-2022 J [generate ajers or unauthorized modiicai
For speciic requirement detalls buy a licensed copy of the Focal Dacument at Fechantsms extto Gtect vlnerabies ard configuraion rrrs by rowine
ccra NA et < 37201 Functional Intersects With | Vulnerability Scanning |  VPM-06 [vulnerability scanning of systems and applicatior s
revised-points-of-focus-2022
Uses Defined Configuraton [ SPECTC requrement detais buy 3 censed copy of the Focal Document at PR WMechanisms exit to facitate the Tmplementation of configuration management controls
ccr.1porL fined Config It Functional Intersects With ‘guration Manage cre01 5
revised-points-of focus 2022 ogra
For specific requirement details, buy a licensed copy of the Focal Dacument ot Vechaniams exit to develop, document and maintain secure baseline configurations for
cerport Uses Defined Configuration [ ; Functional | Intersects Wit Secure Baseine Cr.02 [Technology Assets, Applications andlor Services (TAAS) that re consistent with ndusty-| 5
andards revised-points-of-focus-2022 onfigurations Joccepted system hardening standards.
3 Conomaon JFo specinc requirement Getals, buy a censed copy of the Focal Document [AUtomated mechanisms exist to govern and report on baseline Configurations of
CC7.1-POFL Uses “E"S‘“d‘:"d"g“ ation " Functional Intersects With [, ““""“afeg se";’ﬂ‘ CFG-022 [Technology Assets, Applications and/or Services (TAAS) through Continuous Diagnostics s
andards revised-points-of-focus-2022 fanagement & Verification [ond Mitigation (COM) or similar technologies.
For specific requirement details, buy a licensed copy of the Focal Dacument at: echanisms exist to utlze File Integrity Monitor (FIW). or Sl techologies, to detect
ccr.1por2 Monitors Infrastructure and ’ Functional Intersects witn | EN9POINtFle tedrity | g5 |and report on unautharized changes to Selected les and configuration settngs s
revised-points-of-focus-2022 fonitoring
tors astractore ama [For SPeCiic requirement details, buy 3 licensed copy of the Focal Dacument at Fecarims oxt 1o iz 3 FTe egrty Hontor W] o er chance getecion
cer.1por2 Monitors nfrastructure and ’ Functional Intersects witn | File Iteority Monitoring | 451,01 7. |technology, o criical Technology Assets, Applications andlor Services (TAAS) to 5
oftware revisedt-points-of-focus-2022 (FiM) Jgenerate alerts for unauthorized modifications.
 [For specific requirement detais, buy a icensed copy of the Focal Document ot echanisms exst to utlze Fie Integrity Momitor (FIW). or Sl technologies, to detect
cerapors mplements change- i ; Functional | ntersects witn | ENGPOIRLEIe Integrity | ey g o et o Unauthorized changes to selected fles and confouration setings s
revised-points-of-focus-2022 9
\molements Change. _|For specific requirement details, buy a licensed copy of the Focal Document . P [Mechanisms exit to utlize a Fll Integrity Monttor (FIM). or similar change-detection
ccr1por3 mplements Change: | ; a0 Functional | Itersects win | FIE €9 Monitoring. |y 1 7 iechnaloay,on riical Technolooy ASeets, Applcations andlo Services (TAAS) o s
etection Mechanisms |eyised-points-of-focus-2022 (Fim) Jgenerate alerts for unauthorized modifications.
corrrors Detects Unknawn or [0 SPECIC requirement detas buy 3 lcensed copy ofthe Focal Document o e o | Astomoted tnautorzes | roriozs [oameted mechariars ot Jetckand i uponth detecion of urauthared -
Unauthorized Components TIPSl sicpecima com Component Detection
Detects Uk Forspecific requirement details, buy  lcensed copy ofthe Focal Document a P Wiechanisms exit to utlize FIle Integrity Momitor (FIV), or Sl technologies, to detect
ccr.1pors pDetects Unknown o Functional Intersects With ndpoint il Inteqrity | g5 and report on unauthorized changes to selected files and configuration settings 5
P revised-points-of focus 2022 onitoring (FIM)
. [[orspecific requirement detals, buy 3 lcensed copy of the Focal Document ot Mechanisms exit to Utlize 3 File Integrity Monttor (FIM). or similar change-detection
uthorized Comp Fevecd ponts ot iotue 3053 (FiM) Jgenerate alerts for unauthorized modifca
Comducts vameraniity _|For Specific requirement detalls, buy a licensed copy of the Focal Dacument at: Mechanisms exit to detect vulnerabiliies and (anﬂguranon rrors by rautine
CC7.1-POFS Seane Y iy - Functional Equal Vulnerability Scanning VPM-06  |vulnerability scanning of systems and application: 10
revised-points-of-focus-2022
For specific requirement details, buy 3 licensed copy of the Focal Document at P— [Automated mechanisms exist to govern and report o baseline configurations
ccr2 NA - Functional Intersects With |, Auomaed S, CFG-02:2 [Technology Assets, Applications and/or Serwces (TAAS) through Continuous. D\agnust\cs B
revised-points-of-focus-2022 lanagement & Verification Jand Mitigation (COM), or similar technolog
For Specitc requrement et buy 3 Tcened copy of e Focal ocumert ot Wi S35t TS 0 ST SGTSTEE 38 i o
ccr2 NA Functional Intersects With | Continuous Monitoring |~ MON-01 s
et pons ot ot 3085
Forspecic requrement detas buy 3 lcensed copy of the Focal Document ot ntrusion Detection & Mechanisms exit to implement Intrusion Detection / Prevertion Systams (IDS /TPS)
ccr2 NA Functional Intersects With | Prevention Systems (IDS & | MON-01.1 [technologies on criical systems, key network segments and network choke points 5
et pots ot ot 3083 )5)
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot [Fiechanisms exit to utlize a Security Incident Event Manager (SIE). or Silar
ccra A Functonal | ntersecs with | AoMated Tools for Rea- | 40y 1 5 [atomate 0o, o suppore nearreakime analyis and incident esclaton s
fevecd pona aFiotus 053 ime Analysis
For speciic requirement detalls, buy 3 licensed copy of the Focal Dacument at oound & Outbouna Mechanisms exist to continuously monitor TAbound and utbound communications traffic
ccr2 NA s . Functional Intersects with | (nbound & Outbound | o013 for unusual o unauthorized activiies or conditions. s
revised-points-of-focus-2022
For specific requirement detail, buy a licensed copy of the Focal Document at Fechanme eXst o generate. mnior coreate and respond to afrs om Byl
ccr2 NA et . Functional Intersects With | System Generated Alerts | MON-01.4 [cybersecurity, data protection and supply chain activites to achieve integrated s
revised-points-of-focus-2022 [itvational awareness
Fo specifc equirement detai,buy 3 Icensed copy ofth Focal Document ot Fischanisns ext o monior wreless etwork segmants o
ccr2 NA Functional Intersects With |Wireless Network Monitoring| MON-0L.5 ~[11) Rogue wireless devi 5
e pone aFistua 3053 (2) Anomalous andiorhoste actiies.
echanisms oxt o Uz Hostbased Mrsion Deection | Prevention Systems (DS
For specitcrequirementdetls buy  lcensed copy of the FocalDocument ot P} o ety clort oot Dotk cmamed aciities and cend toge to.a socomty !
ccr2 NA t < riteria-vith- Functional Itersects With Host-Based Devices | MON-OL6[1cident puant Maneger (HE or Smiar sutomated oo, to mantain stustions! s
revised-points-of-focus-2022 lowarenees g
For speciic requirement detalls buy a licensed copy of the Focal Dacument ot [Fecharims ex 1o review event1ogsonan ongog Basis a7 scalte aigens
ccr2 NA It v Functional Intersects With | Security Event Monitoring | MON-01.8 faccordance with established timelines and procedurs s
revised-points-of-focus-2022
For specic requrement detas buy 3 lcensed copy of the Focal Document ot PE—— Wiechaniams exit to Uilize  Securlty Incident Event Manager (STEM), or Slor
ccr2 NA i Functional Intersects win | Ceptralized Collection of | 065  fautomated tool, to support the centralized collection of security-related event logs 5
Securlty Event Logs
et pots ot ot 3083
[Automated mechanfsms exist fo correfate both fechnical and non-technical nformation
For specifc requirement details, buy a lcensed copy of the Focal Document Correlate Monitoring from across Prise oy o Securty 5 o s
ccr2 NA - Functional Intersects With nformation MON-02.1 lautomated tool, o enhance organization-wide situational awareness s
revisedpoints-of-focus-2022
For Speciic requirement detalls, buy a llcensed copy of the Focal Dacument at Wechanisms exit to provide an event log report generation capabilty 1o a1d n detecting
ccr2 NA it . Functional Intersects With | Monitoring Reporting |  MON-06 [and assessing anomalous activities s
revised-points-of-focus 2022
For specic requrement detas buy  Tcensed copy ofthe Foca Document ot echantme exet To ilze User & Eny Behavor Ay s (UEGA) anr User Acty
ccr2 NA Functional Intersects With | Anomalous Behavior | MON-16  [Monitoring (UAM) solutions to detect and respand to anomalous behavior that could s
et pomts ot ot 3083 indicate account compromise or other malicious actvites.
ireless Intrusion [Miechanisms exst to utlize Viirless Intrusion Detection  Protecion Systems (WIDS
o specific equirement dtals, buy afcensed copyof th Focal Docurmert olieless nruson e St o e e 7 ystems WS T
ccr2 NA It v Functional Intersects witn | Detection revertion | ner-os.2 s
revised-points-of-focus-2022 %
Wiechaniams exit to develop 3 securlty Concept of Operations (CONOPS), or a Similarly-
+ specific requi s, buy a i w [defined plan for achieving cybersecurity objectives, that documents management,
R AT A el B e Security Concept Of loperational and technical measures implemented to apply defense- n-depth techniques
ccr2 NA Functional Intersects With ops02 [0 p PPlY 2 a 5
Wi Sy i Operations (CONOPS) Jthat s communicated to all appropriate stakehalders.
For Speciic requrement et buy s Tcened copy of e Focal ocumert ot Fiechantams exit to 1dentTy and document isks, both Tternal and external
ccr2 NA Functional Intersects With Risk Idenification RSK03 s
Fevsed pons ot ocus 3083
[iechanisms exit to establish, maintain and dlsseminate poliies. standards and
Implements Detection For specifc requirement details, by a censed copy of the Facal Documen ot Publishing Security, lprocedures necessary for secure, compliant and resilient capabiles.
ccr.2.p0F1 Polictes, Procedures, and Functional Intersects With | Compliance & Resilience | GOV-02 s
Tools et pom o otun 3083 Documentation
VMechaniams exist to facitate the Implementation of enterprise-wide monTtoring controls
Implements Detecion - Fo specitc reqrement detas buy a lensed copy of the Focal Document ot
cc7.2-p0F1 Policies, Procedures, and Functional Intersects With | Continuous Monitoring | MON-01 s
Tools et poms ot ocus 3083
Wechanisms exist to Utlize & Security Incident Event Manager (SIEM). or Simlar
Implements Detection For speciic reqirement detais, buy alcensed copy of the Focal Documen ot Jautomated toal, to support near real-time analysis and incident escalation
ccrzeoms o e and Funcionsl | itersectswin | Atomated Toosfor Real- | yony 1.7 s
ools e pone aFiotue 3053 i s
WMechanisms exit to Utlize & Security Incident Event Manager (STEM), or Silar
i ifc requi is, buy I Joutomated tool, o support the centralized collection of security related event logs.
Implements Detection  [For specific requirement details, buy a licensed copy of the Focal Document at: Centralized Collection of PP f security related event log
ccr.2.p0r1 Policies, Procedures, and it ’ Functional Intersects With tralized Collect MoN-02 5
Tools revisedpoints-of-focus-2022 ecurity Event Logs
Wechanisms exit to identify and document Standardized Operating Procedures (SOP). or
Implements Detecion Fo specitc requrement detals buy a lensed copy of the Focal Document o Standardived Operat Jsimilar documentation, to enable the proper execution of day-to-day / assigned tasks.
cc7.2-p0F1 Policies, Procedures, and |t -cima riteria-with- Functional Intersects With andardzed Operating. | ops 1 s
Tool Fevisea-pointsof 1ocus 2072
fechanisms exist to Implement Intrusion Detection ] Prevention Systems (IDS /7S]
For specific requirement details, buy a licensed copy of the Focal Document at: Intrusion Detection & echmotogies o critcal o e, Key neork segments and nebwork cnoke ponts
ccr.2.p0r2 Designs Detection - Functional Intersects With | Prevention Systems (DS & | MON-0L1 5
revised-points-of-focus-2022 [5)
Fechanme ex5t o generate. mnior corlate and respond to afrs om Byl
For specific requirement details, buy a licensed copy of the Focal Document at lcybersecurty, data protection and supply chain actiities to achieve integrat
ccr.2.p0r2 Designs Detection - Functional Intersects With | System Generated Alerts | MON-0L4 [situational awareness. 5
revised-points-of-focus-2022
Wechanisms exit to automatically alert Incident response persannel o Inappropriate or
For specific requirement details, buy a licensed copy of the Focal Document at: Jonomalous actvites that have potential security incident implications,
ccr.2-p0r2 Designs Detection v Functional Intersects With Automated Alerts | MON-01.12 s
revised-points-of-focus-2022
Wechaniams exit to utlize User & Entity Behavior Analytics (UEBA) and/or User ACtvity
For specific requirement details, buy a licensed copy of the Focal Document at: Monitoring (UAM) solutions to detect and respond to anomalous behavior that could
ccr.2-p0r2 Designs Detection ¥ Functional Intersects With | Anomalous Behavior |  MON-16  [Idicate account compromise or other malicious activities s
revised-points-of-focus-2022
I mptements Fiters to_[For SPeciic requirement detals, buy a licensed copy of the Focal Documen at ntrusion Detection & WMechanisms exit to implement Intrusion Detection / Prevention Systems (IDS /1PS)
ccr.2.p0F3 mplements Fitersto iy v Functional Intersects With | Prevention Systems (DS & | MON-01.1 [technologies on criical systems, key network segments and network choke points 5
v revised-points-of-focus-2022 5)
mplements iters to [ SPECTc requirement detals buy o censed copy of e Focol Documert ot P— [Miechaniams exit to utiize a Security Incident Event Manager (SIEM). or Silar
ccr.2:0083 mplements Fiters to Functonal | ntersecs wih | Automated Tools for Rea- | 40161 5 [otomate 0o, o support near reakime analyis and it esclaton s
W Fevsed pons ot ocus 3083 ime Analysis
fechanisms exist o ulize User & Entty Behavior Analytics (UEBA) andjor User ACE
} For spcic requrement atas, by e copy of e Focl Documentt e 1 ] e e o Y
mplement iters o [ onitoring (UAM) solutions to detect and respand lous behavior that could
cc7.2.p0F3 e e Functional Intersects With | Anomalous Behavior | MON-16  [inaieoce A ount compromise of othér malicioos actiien s
revised-points-of focus 2022
Wontrs etcton Tous o For speciic requirement detalls, buy a licensed copy of the Focal Dacument at Functional Review OF Mechanisms exit to regularly review Technology ASsets, Appications and/or Services
ccr.2.p0r4 > Detection Tools fo v Functional Intersects With | Security, Compliance & | CPL-032 |ITAAS) for adherence to the organization's security, compliance and/or resilience policies s
P revised-points-of-focus2022 Resilence Controls Jond standards
; . For specific requirement details, buy a licensed copy of the Focal Dacument ot Fechaniams exio evew event gs onan ongong basis 310 scalete magens 1
cc7.2.p0R4 Monitors Detection Tools for| y Functional Intersects With | Security Event Monitoring | MON-01.8[accordance with established timelines and procedurs s
P revised-points-of-focus-2022
For specific requirement detalls, buy 3 licensed copy of the Focal Dacument at: PE—— iechaniams exit to detect and respond to Unauthorzed Coniguration changes a5
ccr3 NA et . Functional Intersects With dpoint Detection END-06.2[cybersecuriy incidents. s
revised-points-of-focus 2022 esponse
For specic requirement detais buy 3 fcensed copy of th Focal Dacument ot Wechaniams exit to implement and govern processes and documentation o facitate an
o wa Functonal | Inersectswin | ncidentResponse | 1gg.) for y and data 5
fevecd pone aFistue 053 P incidents
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of

version 2026.1 x000a_03/27/2026

STRM
Rationale

elationship
echanisms xit tocover:
(1) prepar
For specifc requirement details, buy a lcensed copy of the Focal Document at 2 ﬁ““"“a‘@d event detection or manua ncident report ntake;
ccr3 NA Functional Intersects With Incident Handling 1r0-02 5
et pom o otun 3083 (@) Containment;
(5) Eradication; and
(6) Recovery.
[For speciic requirement detail, buy a licensed copy of the Focal Document at fechansms exist to maintain and make avallable a current and viable Incident Response]
ccr3 NA it . Functional Intersects With Incident Response Plan (IRP)]  1R0-04  [Plan (IRP) to a stakeholders. 5
revised-points-of-focus 2022
For specific requirement details, buy a licensed copy of the Focal Dacument ot [Mechaniams exit to address data breaches. or other Incidents invoing the
ccr3 NA - - Functional Intersects With Data Breach 1RO-04.1 |unauthorized disclosure of sensitve or reguiated data, according to applicable laws, s
revised-points-of-focus-2022 reguiations and contractual obligations,
For specific requirement detall, buy a licensed copy of the Focal Document at Centratied Conectionof WMechanisms exist to Utlize & Security Incident Event Manager (STEM), or Simlar
ccr3 NA e : Functional Intersects With zed COllection o | 4010 fautomated to0, 0 5upportthe cenralzed collection of secuity eited vt ogs. s
revised-points-of-focus 2022 Securty Event Logs
. [Automated mechanisms exist fo correlate both technical and non-fechnical information
o o e e B e e oo Document ok Correlate Monitoring [from across the enterprise by a Securiy Incident Event Manager (SIEM) or similar
car3 A . Functional Intersects With Information MON-02.1 lautomated tool, to enhance organization-wide situational awareness s
revisedpoints-of-focus-2022
For speciic requirement detas buy  lcensed copy ofthe Focal Document o Wechanisms exit to provide an event log report generation capabilty to a1 in detecting
ccr3 NA Functional Intersects With | Monitoring Reporting |  MON-06 _[and assessing anomalous activities 5
et pomat ot 3083
. B [Mechanisms exist o Conduct recurring assessments of sk that icludes the Tkellood
For specic requirement detais buy o censed capy of th Focal Document o [and magnitude.of harm. from unautharized access. use. disclosure, disruption;
ccr3 NA Functional Intersects With Risk Assessment RSK-04 5
mocificaton o destructon of the organization's Technslogy Assets. Applcations,
Fevia pons o ocus 3083 Services andjor Data (TAASD).
For speciic requirement details, buy a licensed copy of the Focal Dacument at: Tird-Party Incident hanisms exist to ensure respone/recovery pIanning and testing are conducted with
ccr3 NA It - Functional Intersects With | Response & Recovery | TPM-11  [riical suppliers/providers. s
revised-points-of-focus-2022 Capabilties
Aesponds to Securiy _|FOT SPECIRC requirement details, buy a liensed copy of the Focal Document at cident Response Miechanisms exit to implement and govern processes and documentation to facitate an
cc7.3.p0F1 nds o it - Functional Intersects With B 1RO-01 for 5
cidents [revised-points-of-focus-2022 perations lincidents.
Mechanisms exist to cover
1) Preparation
Responds to Security [ SPecicrequiremen detais, buy a lcensed copy ofthe Focal Document at 2) hutomated event detection or manua ncident report ntake;
cc7.3.p0F1 P Y Functional Intersects With Incident Handling 1r0-02 5
Incidents et b o otun 3083 3 Eomtimens
5) Eradication; and
6) Recovery
Responds to Securty _|FOT SPeCiic requirement detais, buy a licensed copy of the Focal Document at [Fechanisms Xt To M and make avalble 8 corert and vible ncgent Response
€C7.3-POF1 P adenss Y ot < Functional Intersects With  |Incident Response Plan (IRP)|  1R0-04  |Plan (IRP) to all stakeholders 5
revised-points-of-focus 2022
. For spcifc requrement dtal, buy 3 Icensed copy ofthe Focal Document ot . Mechaniams exit to document, monitor and report the status of cybersecurity and data
cc7.3P0r2 Communicates and Reviews|oi Functional Intersects with | Situational Awareness For | 13,09 Jorotection incidents to internal stakeholders al the way through the resolution of the s
Y revised-points-of focus 2022 incidents incidgent.
[Miechansms exist to Tmely-report Incidents to appiicable:
s SPECiTC reguirement detat,buy 3 lcensed copy ofthe Focal Document a: 1) internal siakehoiders
ccr.3p0r2 grmuicates and Reviewsi Functonal | Intersects witn | "ncident Stakeholder | g qq (1) HEmalstakenOde: s and s
revised-points-of focus 2022 porting 5) Regulatory authorites
o For specifc requirement detais, buy 3 lcenied copy ofthe Focal Document ot Wechanisms exist o report sensiivelregulated data Incigents in @ fimely manner.
ccr.3p0r2 Communicates and Reviews i, Functional intersects witn |QYbe" Incident Reporting for| 10,195 s
i revised-points-of focus 2022 ensitive  Regulated Data
echanisme et to over
(1) preparati
Develops and Implements |ro specific requirement detal, buy  Icensed copyof th Focal Document o i :““"’““Ed event detection or manual ncident report ntake;
cerzpors ures to hnange | : Functinal SubsetOF ncidentHanding | R0z [3)Anelyss 10
Securty mcidents. . revisecpoins of focus-2022 ontainment
v P (5) Eradication; and
(6) Recovery.
ecrams ext o cover
1) Prepar:
posesses e mpact o[ SPECIE requiment cetas by 3 fcensed copy ofthe oca Document ot 2 ;:t;mted event detection or manual ncident repot ntke;
cc7.3-p0F4 Ao e impact on Functional Intersects With Incident Handling R0z |(3) Aralyei B
e pons ot ocus 3083 onta
5) Eradication; and
6) Recovery.
mpact on|[Gr$Peciic equirement detall buy a icensed copy of the Focal Documert at [Mechanisms exist to address data breaches, or other incidents involving th
€C7.3-POF4. ég:?;?ﬂﬂ ;’ﬁrlhf;;“‘;n Functional Intersects With Data Breach IRO-04.1  |unauthorized disclosure of sensitive or regulated data, according to apph:ame laws, 5
denti Ion e sed oS o ocus 3023 reguiations and contractual obligations.
Determines Confidential [For specific requirement detalls, buy a censed Copy of the Focal Document at hanisms exist to cover:
cc7.3-p0F5 information Used or [t v 201 Functional Intersects Wit Incident Handiing 1RO-02  [11) Preparation; s
Disclosed revised-points-of-focus-2022 (2) Automated event detection or manual incident report ntake;
Determines Confidential _[For specific requirement detais, buy a licensed copy of the Focal Document at Mechanisms exit to address data breaches, or other Incidents VoIV
cc7.3-p0F5 nformation Used or [t - Functional Intersects With Data Breach R0.04.1 [ houoeed Slilosure of SRS ot repuited dets, SCcordng 1o appIcabl lws, s
Disclosed revised-points-of-focus2022 egulations and contractual obligations.
mpact on _|For specific requirement detals, buy a icensed copy of the Focal Document ot Wechanisms exist to cover
ccr3pors Assesses the Impacton {1 " Functional | intersects With | Incident Handiing R0-02  [1) Preparatio s
revised-points-of-focus-2022 (2) Automated event detection or manual incident report intake;
hanisms exist to identh
(1) Assumptions affecting risk assessments, isk response and risk monitoring;
2) Constraints affecting risk assessments,ris response and risk monitoring;
ssesses the Impact on _|FOT SPECIc requirement details, buy a licensed copy of the Focal Document at: (
cc7.3-p06 Assesses the Impact on v Functional Intersects With Risk Framing Rsk-o11 (3 The organizational isk tolerance: and 1 ved by the ton " s
A A riorites, benefits and trade-offs considered by the organization for managing ri
Defermines Fersanal For specifc requirement details buy  censed copy of e Focal Document ot echanisms exit to cover
cc7.3-p0F7 Information Used or Functional Intersects With Incident Handling 1RO-02 (11 Preparation; s
Disciosed Feviead e ot tacus203 |12 Automated event detection or manua incident report inak
Determines Personal _[For specific requirement detals, buy  icensed copy of the Focal Document ot PET——— [Mechanisms exit to identify classes of Incidents and actions to take to ensure the
€c7.3-p0F7 information Used or [t y Functional Intersects Wit o Classifcati 1R0-02.4 _|continuation of Grganizational missions and business functions. s
Disclosed revised-points-of-focus-2022
Determines Personal _[For specific requirement detals, buy a icensed copy of the Focal Document ot WMechanisms exist o report sensiivelregulated Gata INcigents in @ fmely manner.
cc.380F7 Tnformation Used o [nt : Functonal | ntersects witn |2 ncident Reporting or| g5 s
Disclosed Irevised-points-of-focus-2022 ia
For specifc requirement detal. buy 3 licensed copy ofthe Focal Document at eident Mechanisms exist to implement and govern processes and documentation to faciltate an
ccra NA i Functional | Intersects With incident Respanse IRo-01 for and data s
revised-points-of-focus 2022 O lincidents.
Fechanisms oo cover
(1) prepara
For specific equirement dtail, buy  censed cop of th Focal Documert @ :utomatea vent detection or manual incident report ntake;
ccra NA renawih: Functional Intersects Wit Incident Handing Ro0z (2 Aralysis s
et pons ot ocus 3083 orialnment;
(5) Eradication; and
(6) Recovery.
Fo specifc equirement detais, buy 2 Icensed cop ofthe Focal Document o WMechanisms exist to maintain and make avalable 3 current and viable Incident Response
ccra NA Functional Intersects With  [Incident Response Plan (IRP)|  1R0-04  [Plan (IRP) to allstakeholders 5
Fevsed pon ot ocus 3083
For speciic requirement detalls, buy a licensed copy of the Focal Document at WMechanisms exit to establish an ntegrated tearm of cybersecurity, IT and business
e - © Functional ntersects witn |'"tegrated Security Incdent| 10,07 |function representatives that are capable of addressing cybersecurity and data 5
revised-points-of-focus-2022 Response Team (ISIRT) [protection incident response operations.
Fo specifc equirement detais, buy 3 censed copofthe Focal Documert o Srontonal A B anisms exst to document, monitor and report the status of Cybersecurity and data
ccr4 NIA ity Functional Intersects With ftuational Awateness For | |ro.0g  [protection incidents to internal stakeholders all the way through the resolution of the 5
revised-points-of focus 2022 incidents incigent
Mechanisms exit to Tmely report Incidents to appicable
For specific requirement details, buy a licensed copy of the Focal Document at Incident Stakehalder (1) internal stakeholders: © . o
ccra NA s o Functional Intersects With p IRO-10. |{2) Affected chents & thirc-parties; and s
revised-points-of-focus-2022 (5) Regulatory authorities
For specific requirement detals, buy  lcensed copy of the Focal Document at ( Wechanisms exist to report sensiivelregulated Gata Incidents In @ timely manner
yber Incident Reporting for|
ccra NA Functional Intersects With 180102 5
et poms ot ot 3083 Sensitive / Regulated Data
Mechanisms exist to provide cybersecurity and data protection Incldent Information fo
For specic requirement deals buy 2 censed copy of th Focal Document ot  provider of the Technology Assets, Applications andor Services (TAAS) and other
ccra NA - Functional Intersects With | Supply Chain Coordination | IR0-10.4  lorganizations involved in the supply chain for TAAS related to the inciden. s
revised:points-of-focus-2022
For specific requirement details, buy a licensed copy of the Focal Document at — WMechaniams exist to establish a drect, cooperative relationship between the
ccra NiA > Functional Intersects witn | Coerdinafion With External | 1115 lorganization's incident response capabiity and exteral service providers. B
revised-points-of-focus 2022 i
For specic requirement detal. buy 3 licensed copy ofthe Focal Document at equiatory & o WMechanisms exist to maintain Incident response contacts with applicable reguiatory and
ccra NA i Functonal | Intersects with | ¢ REOUAOWE LW | jpo1s  llaw enforcement agencies s
revised-points-of focus 2022
9 o
ccra NA i - Functional Intersects With Risk Remediation Rokop  |echanisms exist to remediate risks to an acceptable level s
“pssigns Roles and __[[O7 SPECIfic requirement detais, buy a licensed copy of the Focal Document at — Wechanisms exist to define cybersecurity roles & responsibiites for all personnel.
ccrapor1 ssigns Rolesand |y ; Functional Intersects With Defined Roles & HRS.03 5
P revised-points-of-focus-2022 s
oigns Roles ang_|FOT sPeCific requirement detalls, buy a icensed copy of the Focal Document at cident Response [Mechanisms exit to implement and govern processes and documentation to facitate an
ccr.a-poF1 it - Functional Intersects With B 1RO-01 for 5
[revised-points-of-focus-2022 perations lincidents.
For specific requirement detalls buy 3 licensed copy of the Focal Dacument at echarisms ot to over:
ccr.a-por1 Assigns Roles and o y Functional Intersects With Incident Handling 1RO-02 |11 Prepar: 5
v points ot focus 072 Lo Aitomated event detection or manualincdent report Intake;
osigns Roles ang __|FOT SPecifc requirement detals, buy a Iicensed copy of the Focal Document at hanisms exist to maintaln and make available a current and viable Incident Response|
cc7.4-p0F1 ey - Functional Intersects Wit Incident Response Fan (%) 18004 [Pl 0RPy 5 o stakenciders B
Irevised-points-of-focus-2022
“posians Roles and __|Fo" SPeCific requirement details, buy a licensed copy of the Focal Document at g secnty egen [Mechanisms exist to establish an ntegrated team of cybersecurity, IT and business
€C7.4-POFL P Ihtt ¥ 201 Functional Intersects with |"Medrated Securty 109Nt 1Ro-07  [function representatives that are capable of addressing cybersecurity and data 5
esponsibities  |[LPS R dma o ponse Team (IS jrotection incident response operati
r specific requi is, buy a i " Mechanisms exit to implement and govern processes and documentation to Taclltate an
orarora Contoins and Respands to [F9 $PECIC requirement dtals buy a censed copy of the Focal Document ot I e ocldent Respanse oo e s a d ion to faciliat B
securty Incdents | iecd points of focus. 2022 Operations incidents.
Wechanisms exit to cover
(1) Preparation:
For specifc requirement details, buy a lcensed copy o the Focal Document at (2) utomated event detection or manua ncident report ntake;
Contains and Responds to (5 A
ccr.a-por2 Functional Intersects With Incident Handling 1r0-02 5
Securty Incidents | S orue 3083 & e
L (5) Eradication; and
(6) Recovery.
Contains and Responds to | SPECIC requirement detalls, buy a licensed copy of the Focal Document at [Fechansms Xt To Mo and make avalble 8 corent and vible ncgent Response
ccraror2 tains and Resoonds o | - Functional | Intersects With |incident Respanse Plan (RP)| 18004 [Plan (IRP) to allstakeholder: s
Y revised-points-of-focus 2022
" < Securny |For specifc equirement detais, buy = fcensed copy of e Focal Document ot Wiechanisms exist o implement and govern processes and documentation o facitate an
ccr.4p0F3 iigates Ongoing Securty [ y Functonal | intersectswin | ncidentResponse | 1gq. for yand data s
revised-points-of-focus-2022 P incidents
echasms extto cover
1) Prepar:
2) Ammma vent detection or manual incident report ntake;
’ For specic requirement detais buy o fcensed capy of the Focal Document o
cerapors iigates Ongoing Securty [ Functonal | imersects witn | ncioencHanaing | R0z |3 Analsi s
e pons ot ocus 3083 ) Cont
5) Eradication; and
6) Recovery.
Forspecifc requirement detas buy & icensed copy of the Focl Document o echanisms exist to maintain and make avallable a current and viable Incident Response]
cer.apors Mitgates Ongoing Security [ Functonal | ntersects with |ncident Response Plan (RP)| | 1R0.04 o (RP) 3 1 stakenciger s
oot pont ofocus 3023
For Specic requirement detal. buy 3 licensed copy ofthe Focal Document at. negere [FMiechanisms exist o implement and govern processes and documentation o faciiate an
ccr.apors Resolves Security Incdents [t Functional | Intersects With ncident Response 1Ro-01 for and data s
revised-points-of focus 2022 tions incidents
echanisms exist to cover:
(1) Preparation:
For specifc requirement details, buy alcensed copy o the Focal Document at (2) putomated event detection or manualincident report ntake:
cc7.4-p04 Resolves Security Incidents i Functional Intersects With Incident Handling Ro0z () Aralysis s
revised-points-of focus 2022 ontainment;
(5) Eradication; and
(6) Recovery.
Fo spcifc equirement detais, buy 3 censed copofthe Focal Documert o Mechanisms exist to maintain and make avalable 3 current and viable Incident Response
ccr.4-po4 Resolves Security Incidents h Functional Intersects With [Incident Response Plan (IRP)|  1R0-04  [Plan (IRP) to allstakeholders. s
revised-points-of focus 2022
WMechanisms exit to facitate the implementation of contingency planing Controls to
For specifc requirement details, buy a lcensed copy of the Focal Document Business Continuity Inelp cnsure resiient Technolooy ASsets, Appiications andior Services (TARS) (6.
cc7.4-p0F5 Restores Operations v cpa-cimacony Functional mersectswan | Management System | BCDGL | Cortiuty o GpaatonsFan 200 or Btines Continity & Disaster Recovery (BC/DR)| s
revised-points-of-focus- [paybooks)
[For speciic requirement detalls, buy a licensed copy of the Focal Document at P [Mechanisms exit to implement and govern processes and documentation to faciate an
cc7.4-p0Fs Restores Operations i v Functional Intersects With incident Response 1RO-01 for and data s
[revised-points-of-focus-2022 Operations lincidents.
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Secure Controls Framework (SCF)
Control Description

Strength of
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STRM
Rationale

clationship
ischanims exist 0 cover
(1) prepar
For seciic reqrement dtas, by  fcensed coy of e FolDocumentt. ) At een et ot gt et ke
ccr.4-p0fs Restores Operations Functional Intersects With Incident Handling Ro0z |3 Aralysis s
e e st 3033 (& Containment; |
(6) Recovery.
For speciic requirement detalls, buy a licensed copy of the Focal Dacument at fechanisms eXIst fo maintaln and make avalable a current and viable Tncident Response|
ccr.4-p0F5 Restores Operations it " Functional Intersects With  [Incident Response Plan (IRP)|  1R0-04  [Plan (IRP) to ailstakeholders s
revised-points-of-focus 2022
Develops and Implements_[For specific requirement detail, buy a licensed copy of the Focal Document at. Mechanisms exist to Implement and govern processes and dacumentation to faclltate an
ccr.apors c o Secunty e e Functional | inersects win | "nedent Response 1R0-01 pabilty or y and data 5
Incidents. [revised-points-of-focus-2022 P lincidents.
‘Develops and Tplements [For speciic requrement etals by 3 Tcenscd copy of e Focal ocument ot echansms oxt o cover
cc7.4-p0F6 f security [ cima.comy riteria-with- Functional Intersects With Incident Handiing 1R0-02  [(1) Prepar 5
Incidents Pevised pors o cus:2023 2 A omated avent detection or manual incldent report Intake;
Gevelopsand mplementsforspec i equremert detals 50y 3 [corsed copy of e Foca Documert anisms et To mantaln and make avalble  current and vible ncigent Response
ccr.a-p0F6 Security riteria-with- Functional Intersects Wih Incident Resporse Pan (RP)|  1R0-04 [Plan (1P 0 1 stakenclder 5
reisanes Fewised pors o cus:202
anisms exist to document, monitor and report the Status of Cybersecurity and data
Develops and mplements orspecic rquirement detls buy  Icensed copy of the FocalDocument ot Situations! Awareness For lprotection incidents to internal stakeholders all the way through the resolution of the
cc7.4-p0F6 f Security | Functional Intersects With ral Awarer 18009 [ncigent s
Incidents et o aFiste 3053
[Mechanisms exist to Timely-report Incidents to appiicable:
Develops and Implements |for specifc requirement detail, bu a censed copy of the Focal Documen ot ncident Stakeholder e o
cc7.4-p0r6 of Security [nt Functional Intersects With e 1RO-10  [(2) Affected chents & thi-parties; and 5
Incidents revised-points-of-focus-2022 (5) Reguistory authorites
Develops snd mplements [For specic requrement etals by 3 Teensed copy of th Focal ocument ot Mechanisms exist to report sensitive/regulated data incidents i 3 Bmely manner.
[Cyber Incident Reporting for|
ccr.4-p0r6 f Security [ntt Functional Intersects With 1RO-10.2 B
Incidents revised-points-of-focus.2022 Sensitive / Regulated Data
Wechaniams exit to implement and govern processes and documentation to facitate an
Obtains Understanding of o specifc requirement detais, buy a icensed copy of the Focal Document ncident Response for y and data
ccr.4-poF7 ohature ofincident and - Functional Intersects With ent Respol RO-01  [incidents s
hes Cont revised-points-of-focus 2022
iechaniams exit to cover
Obtains Understanding of .o; specific requirement details, buy a licensed copy of the Focal Document at 1) Preparation;
ccraporr e o et o (e resouteutiommiosdra0L st conices e Functonal | nterects witn | Incident Han R0.02 (2 Avtomated event detection or manual incidrt epor nake s
ohature of incident and - unctional ntersects Wi ncident Handiing . 3
hes o revised-points-of-focus-2022 (3) Anaryers
9y @ Containment;
P Viechanizms exist to mamiain and make avallable 3 curent and viable Incident Response|
btains Understanding of oy specific requirement detals, buy a lcensed copy of the Focal Document at Pian (1RP) to i takenolders.
ccr.4-p0F7 phature of incident and - Functional Intersects With Incident Response Plan (IRP)|  R0-04 s
revised-points-of-focus 2022
ate
edates geninea {2 S ruremont dtals, by @ consed copy of th Foca Documert o Wechaniams exit to implement and govern processes and documentation to facitate an
corapors Remediates ldertined Funcional | itersects witn | IncidentResponse | 1gq gy or e Gate s
vev\sed i-points-of-| Iocus 2022 P lincidents.
Wiechanisms exit to cover
1) Preparation
2) Automated event dtecion or manual ncident reprtnke:
Remedites gentiea {8 SPeciic requrement detals, by a censed <opy of he Focal Documet st 2) v
ccr.4-pors Functional Intersects With Incident Handiing 1r0-02 s
Vunerabiltes K focus 3053 @ g:;;&;g“m;;"m
6) Rec
[For specific requirement detalls, buy a licensed copy of the Focal Document at iechanisms exist & maintain and make avalable 3 current and viable Incident Response
ccrapore Remedites identfed ] y Functional | Inersects With [incident Response Plan (RP)| 18004 [Pian (IRP) o al stakeholders B
revised-points-of-focus-2022
prsyy—" Remedates dentied 1o < E— [ReS— P—— Rxo [ Mechantsms exist to remediate rsks to an acceptable level B
Remediates dentiied L9 SPecic requrement detals buy 3 censed copy f the Focal Document ot T—— Vechaniams exist to ensure that vunerabilies are properly identined, tracked and
ccr.4-pors nediates \denti Functional Intersects With ity Rer VP02 [remediated. 5
Fevecd pone aFistua 3053
[For specific requirement detalls, buy a licensed copy of the Focal Document at [T Miechansms exist to Implement and govern processes and documentation to faciltate an
cerapore cates fer " Functional | itersects with dent Respo Ro-01 pabilty for and aata s
i revisedt-points-of-focus-2022 P incidents.
echanisms exist 1o cover:
(1) Preparation;
o spcific requirement detais, buy  Ikensed copy of th Focal Document s o dctonr s
CC7.4-POF9 A ity ¥ Functional Intersects With Incident Handling 1RO-02 nal 5
ctivities Irevised-points-of-focus-2022 (4) Cor
P (5) Eracication; and
(6) Recovery.
For specific requirement detals, buy  lcensed copy ofthe Focal Document at [Fechansms Xt To M and make avalble 3 corent and vible ncgent Response
ccr.4-p0F8 cates Rer Functional Intersects With Incident Response Plan (IRP)|  1R0-04  |Plan (IRP) to al stakeholder: s
revioed ponts o fcus 203
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot . Chanisms exist fo document. monitor and report the status of cybersecurity and data
CC7.4-POF9. Amm"‘:s’“e"‘a“” Functional Intersects With S““a“"’;:‘(@';f‘g”eﬁ For IR0-09  [protection incidents to internal stakeholders all the way through the resolution of the B
revised-points-of-focus-2022 incident.
echantsms exst to ey eport midents (o appicatle
Remediation 9 Pecicrequirement detals buy o lcensed copy of the FocalDocument ot Incident Stakeholder (1) nternal stakeholder
cc7.4-p0F9 cates Rer Functional Intersects With ont Stake 1RO-10  [(7) Affected chents & Shiictparties; and s
evieed pomis ot iacvs 305 porting (3) Regulatory authorities
Evaluates the Effectiveness [FOT SPECIC requirement detais, buy a licensed copy of the Focal Documen at Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis (RCA) and "Tessons learned” activty
CC7.4-POF10 PR T . Functional Intersects With | Cause Analysis (RCA) & | BCD-05  [every time the contingency plan is activated. 5
revised-points-of-focus-2022 Lessons Learned
o specifc equirement detai, buy 3 lcensed copy ofthe Focal Document Mechanisms exist to Implement and govern processes and documentation to faclltate an
Evaluates the Effectiveness F pecific req 1t details, buy a | d copy of the Focal D tat Incident Response i " o
cC7.4P0F10 ot e Efectiven Functional Intersects With dent Respo RO-01 P v 5
Fevecd ponts aFiotue 3053 incidents
Wiechanisms exit to cover
(1) Preparation;
or spcic resuirementdetas buy  erse copy of e Focol Dncument 3 (2) Automated event detection or manual incident report ntake;
[ — Evaluates the Effectiveness [ <Pecifc req e detolls, buy @ Hcensed copy of the Focal o Functional Intersects With Incident Hand (3) Analysi
. unctional ntersects Wi ncident Handiing 1RO.02 B
of Incident Response | -P=tw aichercima com (@) Contain
(5 Eradication; and
(6) Recovery.
. For speciic requiremen detal, buy a licened copy ofthe Focal Document at Mechanisms exist to maintain and make avalable & current and Viable Incident Response|
ccr.aporte Evaluates the Effectiveness [ Functional | Intersects With [Incident Response Plan (R)|  1R0-04 [Plan (RP) o allstakehalders. B
: P Irevised-points-of-focus-2022
For specific requirement details, buy a licensed copy of the Focal Document at: Vechaniams exit to incorporate lessons leamed rom analyzing and resaivin
ccr.a-poF10 Evaluates e Efectveness iy v 37201 Functional Intersects witn R0t Gause Analysis (RCA)&) o153 |eybersecurity and data protection incidents to reduce the likelinood or impact of future s
revised-points-of-focus 2022 incidents.
[For specific requirement detalls, buy a licensed copy of the Focal Document at " Miechansms exist to Implement and gover processes and documentation to faciltate an
ccrarorn1 Periodically Evaluates {1, " Functional | imtersects win | "ncdent Response 001 pabilty for B
revisedtpoints-of-focus-2022 P incidents.
F—— [For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to cover
ccr.apornL Perodically Evaluates [T, , Functional | Intersects With Incident Handing 1R0-02 (1) Preparation: s
revised-points-of-focus-2022 [2) Automated event detection or manual incident report intake;
reriodically Evauates _|FOr SPeciic requirement details, buy a licensed copy of the Focal Dacument at hanisms exist to maintain and make available a current and viable Incident Response]
cc.4-poF1L ically Eva It - Functional Intersects With Incident Response Plan (IRP)|  1R0-04  [Plan (IRP) to a stakeholders. s
revised-points-of-focus-2022
reriodicaty Evatuates |FOT SPECIC requirement detalls, buy a licensed copy of the Focal Dacument at: Mechanisms exist to regurart and modify incident response praciices o
ccr.4poF1L eriodically Evaluates iy v Functional Intersects With 8P Update 1R0-04.2 [Incorporate lessons learned, business process changes and industry developments, as 5
revised-points-of-focus 2022 necessary.
Fo specifc requirement detai, buy 3 lcensed copy ofthe Focal Document ot " Vechanisms exit to implement and govern processes and documentation to facitate an
ccr.ap0r12 Apples Breach Response | Functional | tersectswitn | n€ident Response iR0-01 B
Fevecd ponts aFiotua 3053 incidents
Wiechanisms exit to cover
(1) Preparation;
Applis resch Response [ $Peic reaurement detalls,buy a Icensed <opy of the Foce Documert i 2 A tem3ted event detection or manualincdent report ntake;
ccr.apor12 X Functional Intersects With Incident Handling 1RO-02 alys s
rocedures rev\sed -points-of-f ﬁxus 2022 (4) Containr
(5) Erad\(anon "ana
(6) Rec
. For speciic requiremen detal, buy a licensed copy ofthe Focal Document at Mechanisms exist to maintain and make avalable a current and viable Incident Response|
ccraportz Apples Breach Response. | Functional | Inersects With [incident Response Plan (RP)|  1R0:04 [Plan (IRP) o al stakeholders B
revisedt-points-of-focus-2022
< For specitc . By 3 Icensed copy ofthe FocalDocumert ot et Resonee Mechanisms exist to Implement and govern processes and documentation to facitate an
ccrapor1s Unauthorized Use and ieriawith- Functional | Intersects With tRespo IRo-01 for and data s
Disclosure Fevecd pone aFistue 3053 P incidents
Communicates [For specific requirement detals, buy a lcensed copy of the Focal Document at iecransms oxi o cover
cc7.4p0F13 Unathorized Use and  hit - Functional Intersects With Incident Handling 1RO-02 11 Prepars s
Disclosure. revised-points-of-focus-2022 ] Patomated event detecton or manual ncident repot ntake:
Communicates __[For speciic requirement detall, buy a licensed copy of the Focal Document at Ranisms ext o maitai and make ovalable 3 urent and abl meient Response
cc.4p0F13 Unatthorized Use and  hit - Functional Intersects With |incident Response Flan (RP)| 17004 [Plon (1P 0 o stakenclee s
Disclosure revised-points-of-focus 2022
iecharisms et o ity epor ident t SpaTcabie
Communicates  [Forspecifcrequirement details, buy a lcensed copy o the Focal Document at Incident Stakeholder (23 nternal stakehorder
cC.4p0F13 unauthorized Use ana " e Functional Intersects With sken IRO-10  [(3) Affected chents & ,m parties; and s
Disclosure revised-points-of-focus 2022 3) Regulatory autnorit
Communicates [For specii requirement detals, buy a Tcensed copy of the Focal Document at  ber meidem Reporting for] Mechanisms exist to report sensitivelreguiated data InCidents 1 3 Bmely manner
ccr.apor13 Unauthorized Use and  |nt ‘ Functional | inersects witn | Q/2er Incdent Reporting for| 06,305 5
Disclosure [revised-points-of-focus-2022 0
For pecific requirement detal. buy 2 licensed copy ofthe Focal Document at eeRenTsT ext o Sanclon persomel TG T comply Wil esabIShes securty
ccr.4p0F14 Application of Sanctions [t Functional Subset Of Personnel Sanctions WRS.07 |polcies. Sandards and procedure 10
revised-points-of-focus-2022
echoriams exe to e (e pemrtationof contngency pavng cortrcs
For specic requirement deais buy o icensed copy of th Focal Document ot Business Continuity Ineip ansure resifient Technology Assete, Applications anlor Services (TARS
s N/A Functional Intersects With Management System BCD-01  IContinuity of Operations Plan (COOP) or Business Continuity & Disaster Re(nve’y (BC/DR) s
e e st 5073 vboakh
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to ldentify and document the critical Technology ASSets, Applications,
cars NA v Functional Intersects With | Identify Critcal Assets | BCD-02  [Services andjor Data (TAASD) thaf support essential missions and business functions. 5
revised-points-of-focus-2022
For speciic requirement detalls, buy a licensed copy of the Focal Document at PO echanisms eXIst 1 resume all missions and business functions within Recovery Time
cers NA it " Functional Intersects With Spume Al Missions & | gc.02.1 [Objectives (RTOS) of the contingency plan's activation. 5
revised-points-of-focus 2022
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to continue essential missions and business functions With IEFe o o
ccrs NA it v Functional Intersects witn [CONtinue Essential Mission & gcp.0.7 - loss of operational continuity and sustain that continuiy unti fullsystem restoration at 5
revised-points-of-focus-2022 Jprimary processing and/or storage sites.
For specic requrement detas buy 3 lcensed copy of the Focal Document Iresume Eosentia s Mechanisms exist to resume essential mISEions and bUSIRess FURCUonS within an
ccrs NA Functional Intersects With me Esseral Missions & gcp.02.3 - [organization-defined time period of contingency plan activation. s
ey aFistus 3053
Fo specifc requirement detai,buy 3 Icensed copy ofth Focal Document ot hanisms exist to conduct tests andor exerciaes to evaluate the contingency plam's
ccrs NA Functional Intersects With C"”“"‘gegiri‘;ges“”g &| BCD-04  [effectiveness and the organization's readiness to execute the plan. B
fevecd pone aFiotua 3053
[For specific requirement detalls, buy a licensed copy of the Focal Document at Contingency Plan Root Mechanisms exist to conduct a Root Cause Analysis (RCA) and "Tessons learned” activity
ccrs N/A Ihtty - Functional Intersects With Cause Analysis (RCA) & BCD-05  [every time the contingency plan is activated. 5
revised-points-of focus 2022 Lessons Learned
VMechaniams exist to Update contingency plans due to changes affecting
(1) People (e.q., personnel changes):
(2) Processes (6.g.. new, alered or decommissioned business practices, including third-
lparty services)
crs A For specifc requirement details, buy a icensed copy of the Focal Document a: runcionsl | mersecs i | OnGong Coningency | e o [31Techmlogis (.. new, alered ordecommissioned techlaie) s
unctional ntersects Wi . 4) Dat changes to data flows and/or data repositories);
Irevised-points-of-focus-2022 Planning B oo 9 P
P 1(5) Facmt\es (e.g., new, altered or decommissioned physical infrastructure); and/or
(6) Feedback from contingency plan testing activiies
Mechanisms exist to create recurring backups of data, software andjor System Image:
[For specific requirement details, buy a licensed copy of the Focal Document at: [as well as verify the integrity of these backups. to ensure the availabiiy of the data to
ccrs NIA Ihtty d i ”' <o) Functional Intersects With Data Backups. BCD-11  |satisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS). 5
revised-points-of-focus-
[For specific requirement detalls, buy a licensed copy of the Focal Document at Testing for Reliabity & echarisrs &t to Toutinel Tt backuss that verly (e ralabily o e Backup
cers NA et ’ Functional Intersects With 9 or Rellabilty & | 5p1.1  [process, o5 wel o the integrity and availabilty of the s
[revised-points-of-focus-2022 arity
[Mechaniams exit to ensure the secure recovery and reconsttution of Technology Assets,
Forspeif requirment detais, buy afcensed copy o th Focal Document at pprecinalogy dssets, |Applications andor Services (TAAS) to a known state after a disruption, compromise o
ccrs NIA ity Functional Intersects With e BcD-12  [failure. 5
revised-points-of-focus-2022 AAS) Recovery
Fo specifc equirement dtai,buy 3 lcensed copy ofth Focal Document ot y y [Mechanisms exist to protect backup and restoration hardware and Sotware
ccrs A Functional | inersects witn | 8ackup &festoration | g5 s
fevecd pone aFistue 3053
Fecharters St o fecliate the plemeratln o contngercy pairg coal o
Restores the Affecteq [T SPeCiic requirement details, buy a licensed copy of the Focal Document at: Business Continuity [vein ensure resitiens Technoleg, oo o
ccr.5-p0F1 ares the A e - 47201 Functional Subset Of Management System | BCD-01 [Coltinutty of Operations Fan (COOP) o bueimess Contimuty & Disocter Recovery (BC/OR) 10
revised-points-of-focus-2022 Jlaybooks)
Forspecifc requrement detas buy 3 fcensed copy ofth Focal Dacument ot . - Viechanisms exit to resume il missions and business functions Within Recovery Time
cer5p0r1 Restores the Afected Functional | ntersects witn | RESume Al Missons & | 5,01 |Objectves (RTO) of the contngeney plan's actvaton s
et ponta ot st 3053
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For specific requirement detais, buy a licensed copy of the Focal Document a. echanisms exist o continue essential missions and business functions wih it or no
€C7.5-POF1 Restores the Afected ey x Functional Intersects it |COtinu Essential Mission & gcp g5 5 oss of operational continuity and sustain that continuity untilfull system restoration at 5
revised-points-of focus 2022 primary processing and/or storage stes.
For speciic requirement detas buy 3 lcensed copy ofthe Focal Document o WMechanisms exit (o resume essential missions and business fnctions Wi an
: Restores the Affected unctiona ntersects with [ReSUme Essentil Missions & gcp, 3 3. forganization-defined time period of contingency plan activation.
cer.s-port Environment s el o o Functional Intersects Wit Business Functions | 0CO023 0T ” gency o s
hanisms exIst to ensure the secure recovery and reconstiution of Techology Assets,
Restores the Afcted _[FO" SPECITC requirement detal, buy a icensed copy of the Focal Document at precinclogy assets, [Appiications and/or Services (TAAS) to a known state after a disruption, compromise or
ccr5poF1 e ; Functional Intersects with (4P 8oz [ailre s
Environment revised-points-of focus 2022 T Recowery &
2 Reconstitution
Fecharisms oXet o facliate e Tmperertar of contrgery g Corrols
Communicaes informaton [F9 $PeCfc requirement details, buy a censed copy of the Focal Documen at Business Continuity el ensare resiient Technology ASaets, Appications and/or Services (TAAS) (¢
cer.spor2 o oane Functional Equal Management System | BCD-01  [Continuty of Operations Pan (COOM) or Busmess Continuly & Disaster Recovery (B/0R)| 10
et b s ot 3083 (Bens) ybooks)
Fo specifc equirement detai, buy 3 lcensed copy ofthe Focal Document ot Wechansms exis to communicate the status of recovery activities and progress n
€C7.5-POF2 Communicates imformation Functional Intersects With Recovery Operations BCD-01.6 [restoring operational capabilities to designated internal and external stakeholders. B
revised-points-of focus 2022
R et Doy e oo o ot e Foca Do Mechanisms exist o timely report Iidents to appiicable
1o [For specifc requirement details, buy a licensed copy of the Focal Document a } (el sakebcldes
cc7.5-p0F2 municates nformation {5 y Functional Intersects witn | Inedent Stakeholder 1010 ) B Ten v pres: na s
revised-points-of focus 2022 porting (5) Requlatory authortc
Determines oot Cause o [[9SPECI requremert detals, by 3 Icensed copy of the FocalDocumert ot Contingency Plan oot Wechanisms exit t0 conduct a Roat Cause Analysis (RCA) and “lessons leamed" activity
€C7.5-p0F3 ines Root G Functional Equal Cause Analysis (RCA) & | BCD-05  [every time the contingency plan is activated; 10
Feeeiponts o ocus 3052 ssons Learne
ot SO ot e et o ooy Gy ol
mplements Changes to.Forspecifc requirement detal, buy  lcensed copy ofthe Foca Document o Business Continuity Inelp ensure resiient Technology Assets, Applications andjor Services (TAAS) (
ccr5poF Prevent and Detect Functional s Win | Monagenet e | BCD0L Eorue) o Gcrion i (€00 o susnsesConnty & s Recovery (BC/DR) 5
Recurrences. Feeedpons ofocus 3053 (BcMS) laybookes
[Mechantsms exit to update contingency plans due o changes afecting
(1) People (e.g.. personnel changes):
12) pocesses e, new fered or decommissoned busines proctces,incluing tiré
party services)
mplements Changes to.For specific equirement detais, buy  lcensed copy of the Focal Document at on
going Contingency 5 Technologies (.0, new, alteed ordecommissioned technologies)
CC7.5-POF4 Prevent and petect " racue 2099 Functional Intersects With nning BCD-06 () Data (e.q., changes to data flows andjor data repositories); s
ecurrences revised-points-of-focus-; (5) Facillies (e, new,altered or decommissioned physical infrastructure): andior
(6) Feedback from contingency plan testing activiies
echoriams exe o e (e pemertation of contngency pavng cortrcs
; 2 g [for specifc requirement detall, buy a icensed copy of the Focal Document at Business Continuity el ensare resiient Technology ASeets. Appications andlor Services (TAAS
ccr5p0Fs mproves Response 2 Functional intersects With | M Syt sco.01 s
e ran unctional ntersects Wi lanagement System 01 [Continuty of Operations Plan (COOP) or Business Contnuty & Diaster Recovery (BCIOR)|
et pome ot 3083 ybooks)
echanisms exist to update contingency plans due to changes afecting
(1) People (e.g., personnel chan
(2) Pocesses (¢.g.. new, altered or decommissioned business practices, including thrd-
For speciti detals, buy a icensed copy of the Focal D party services)
cerspors Improves Response and |[Or SPECIfc requirement details, buy a icensed copy of the Focal Document at funcionsl | mersecswin | O Comngency | e g | Techolosies e new, aered rdecomissiond el s
Recovery Procedures s S peeaa Cony unctional tersects Wi Planning 2) Data (e 9., changes to data flows andfor data repositories):
revised-points-of focus (5)Faciies .0, new, alere o dscommissioned physcal irastrucure) anlor
(6 Feedback from contingency plan testing activities
Thc requ is, buy a Fecharis o s Conducttests anafy crercles o eratate e contngercy an's
mplements Incident. |1 SPECIC requirement detals, buy a censed copy of the Focal Document at Contingency Plan Testng & fecha T £S5 andlor sxercses o evaua gency
ccrspors Functional Subset of 8CD.04  [effectiveness and the organization's readiness to exectite 10
Recovery Plan Testing ['WhS/Aitaicpacima.con) Exercises
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot . ; Wechanisms xist to develop, document and maintaln secure baseline configurations for
ccol A Functional Intersects With ecure Baseline CFG02  [Technology Assets, Applications andlor Services (TAAS) that are consistent with industry- s
et ponts ot ocus 3083 Configurations Jaccepted system hardening standards.
[Mechanisms exit t review and Update baseline confgurations
For specitcrequirement detalls buy alcensed copy of the Focal Document 3 (1) At least annualy i °
cea1 NA renawih: Functional Intersects With Reviews & Updates | CFG02.1 |(3) When requred due 5
e pors ofocus 3053 (3) As pat of system companent ntalatons and upgrades
For specific requirement detalls, buy a licensed copy of the Focal Documen at PA——— [AUTormated mechaniams exTet t govern and report on baselie Confguratons of
cce1 A e - Functional Intersects Wit | Attometed Centrn | cre0z.2 [Technology Assets, Appication andorServces (TAAS) trough Continuous Dlagnestics s
revised-points-of focus 2022 nagement & Verifcation Jand Mitgation (CDM), o similar technologies.
For specific requirement detall, buy a licensed copy of the Focal Documen ot Wechanisms exist o faciltate the implementation of 3 change management prograr
cca A [t : Functonal | nterscts win | Change Management | .y s
revised-points-of focus 2022
For specific requirement detals, buy  lcensed copy ofthe Focal Document at P echantsms exit 1o Govern he Techrical configuration change Contol processes.
a1 NA Functional Intersects With iquration Chang cHG02 5
et pomteat ot 3083
Fo specifc equirement detai,buy 3 lcensed copy ofth Focal Document ot Wechanisms exist to appropriately test and document proposed changes T a
ccon A Functional | tersects i | Tt VaIEate & Document | 116,02 [oeducton snrenment beore changes are mplemented i producten enironment. s
Fevsat pont ot ocus 3083
For specific requirement detail, buy 3 licensed copy of the Focal Document at oo Noueaton [Fecarims ot 1o ensire Stakenoiers re made avare o and Urderstand e oot
ccs A : Funcional | itersect i | SSHNOder NOUaion f | ¢y 05 ropased change s
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Documen at Wechanisms exit fo ensure changes to Technology Assets, Applications and/or Services
cea NA I y Functional Intersects witn | Secure Development Lfe | a7 (TAS) within the Secure Development Life Cycle (SDLC) are controlled through formal s
revised-points-of-focus-2022 Cycle (SDLC) Management [change control procedures.
Manages Changes For specific requirement detals, buy a lcensed copy of the Focal Document at: PE——— WMechansms exit to faciltate the Implementation of 3 change management prograr
cesport Thvouqhoul e Sitem - Functional | Itersects with og Marag cHoo1 s
revised-points-of focus 2022
X Camges o spec e reqromen 46T 5y 3 Tearsed apy o Focal Doramant Confraoration Change Mechansms exit to Govern the techical configuration change control processes.
cca1-poF1 Thvouqheul the Sysem i Functional Intersects With aon N cHe02 s
revised-points-of focus 2022
oo oot Specte ensremen T oy 2 e oy o o ol Do Mechanisms exit fo ensure changes to Technology Assets, Applications and/or Services
cca1por1 System - Functional ntersects witn | Secure Development Lite | - payy.g7 |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled though formal 5
Cycle revised-points-of focus 2022 yele (SDLO) Management [change conirol procedures.
For specifc requrement detas buy o Icensed copy ofthe FocalDocumer ot o tamagement Mechanisms exist o faciltate the Implementation of a change management prograr
ces1-por2 Authorizes Changes [t Functional | Intersects With 9e Manzg: cHeoL s
revised-points-of focus-2022 9
For specific requirement detall, buy a licensed copy of the Focal Document at F— iechantsms exit to govern the Techrical confguration Change control processes,
ccapor2 Authorzes Changes |ty : Functional | Itersectswin | ConfiurationChange. | 6.0 s
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Documen at Wechanisms exit (o pronibit unauthorized changes, unless organization-approved
cca.1-por2 Authorizes Changes ot . Functional Intersects With | Pronibition Of Changes | CHG-02.1.change requests are recelve s
revised-points-of focus 2022
Forspecic requirement detas buy & lcensed copy ofthe Focal Document ot B echanms ot 1o enforce confguraton estietions i an ot o resrt he 3oy of
cca1-por2 Authorizes Changes. Functional Intersects with | ACCESS BestIeton For | ¢y 04 users to conductunauthorized change: 5
oot pont of ocus 3023
Designs and Develops _|FO" SPECIRC requirement detals, buy a licensed copy of the Focal Documen at P echantsms exit 1o aciltate the Tmplementation of & Change management prograr
ces1por3 ons and Develops ([ : Functional | Intersects With o¢ Manag e s
9 revised-points-of focus-2022 9
For specific requirement detall, buy a licensed copy of the Focal Documen ot y Wechanisms exist to govern the techical configuration change control processes,
cca170r3 Designs nd Develops [ Functional | itersectswin | Confiuration change | gy16.0 5
revised-points-of focus 2022
Mechanisms exis to Tnlude 3 cybersecurity and/or data protection representative in the
Desions and Develops [0 SPECc requirement details, buy a censed copy of the Focal Documen ot Security, Compliance & [configuration change control reviow process.
cc8.1-p0F3 ' and De Functional Intersects With | Resilience Representative | CHG-02.3 5
o e ponteofocus 3093 for Asset Lifecycle Changes
Destons o Develops {9 SPecTC requrement etals buya censed copy f he Focal Document ot ecorty mmact Amaryers or Fiecharisms ot o analyze ropased changes for ot secary mpacs, por o
cca1-p0r3 ans and Develop Functional | Itersects With y mpact Analy CHG03  [ihe mplementaion of the chan s
9 Fesedponts ofocus 3052 9
For specific requiremen detal, buy 2 licened copy ofthe Focal Document at " Wechanisms exist to faciltate the Implementation of 3 change management prograr
cea1pors Documents Changes [t Functonsl | tersecs i | Chanoe Management | ¢y g s
revised-points-of focus 2022
For specitcrequrementdetas buy o Icensed copy ofthe FocalDocumert ot Comfooration canae Wechanisms exit to govern the techrical configuration change control processes,
cca1-pors Documents Changes -cima.com riteria-with- Functional Intersects With iquration Chang: cHG02 s
et pon ot ot 3083
For specific requirement detall, buy a licensed copy of the Focal Document at - Wechansms exit to appropriately test and document proposed changes 11 & non
cc8.1-pOF4 Documents Changes [ . Functional ntersects with | TSt Valdote & Qocument | cyG.02.2  [production environment before changes are implemented in a production environment. 5
revised-points-of focus 2022
Forspecific requirement details, buy  lcensed copy ofthe Focal Document a e et Mechanisms exit t faciltate the Implementation of a change management prograr.
ces1-pors Tracks System Changes [t Functional | Inersects With o¢ Manag cHe01 s
revised-points-of focus-2022 9
For specific requirement detall, buy a licensed copy of the Focal Documen ot } [Mechansms exit to govern the techrical configuration change control processes.
CCB.1-POFS Tracks System Changes  |htl; Functional Intersects With Configuration Change CHG-02 B
revised-points-of focus 2022
For specific requrement detaits, buy 3 censed copy ofthe Focal Document ot T R— Mechansms exit to approprately test and docurent proposed changes Tn 3 non-
cea1-pors Tracks System Changes [t Functional Intersects With g CHG-02.2. [production environment before changes are implemented n a production environment. 5
revised-points-of focus-2022
For specic requrement detas, buy @ icensed copy of the Focal Document 2 Wechanisms exis o faciltate the Implementation of 3 change management prograr
ccs.1-poFs Configures Software | Functonal | terscts win | Change Management | .y s
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Documen at P echantsms exit 1o Govern the Techrical configuration Change control processes,
cea1pors Configures Software [t ¥ Functional Intersects With aton chano cHG02 s
revised-points-of focus 2022
For speciic requrement detas buy 3 Tcensed copy ofthe FocalDocumert ot . iechantsms exit fo Taciiate Ehe Tmplementation of configuration management contros
ccs.1-poFs Configures Software | Functonal | ntersecs win | COMouraton anagement | ¢y s
revised-points-of focus 2022
For specific requirement detall, buy 3 licensed copy of the Focal Document at p— Mechantsms exist to develop, docurment and maintal secure baseline corfigurations for
cea1pors Configures Software [t - Functional Intersects Wit Secure Baseline cr.02 [Technology Assets, Applications andlor Senices (TAS) that are consistent with indusry- s
revised-points-of focus 2022 n [pccepted system hardening standart
Forspecific requirement details, buy  lcensed copy ofthe Focal Document at P——— Riomated mechanis 4t govers 37 Tepo v BeIe Tl o
cca.1-poFs Configures Software [ Functional Inersects W | hoconinc e Venpention|  CFO-022 [Tehnology Assets. Appiatons anor Services (TAAS) hrough Caninuous Diagnostis s
revised-points-of focus 2022 Jand Hitgation (COM). o similar technol
o spectc equremnt oo, by e copy of e ol bocumart —— L
cea1por? Tests System Changes i Functonal | Itersects With o5 Marca cheor 5
reised-points-of focus.2022 9
Fiechantsms exit fo govern the fechrical conRguration Change control processes,
For specific requirement detais, buy a liensed copy of the Focal Document Configuration Change. B o o B
€C8.1-pOF7 Tests System Changes [t Functional Intersects With ation cHG02 s
revised-points-of focus 2022
Mechansms exit to approprately test and document proposed changes In 3 non-
For specific requirement detais, buy a liensed copy of the Focal Document at est, Validate & Documen uction envi el n a production envi
ca1pOF7 Tests System Changes |y § Functional nersect i | Test Valldate & Document | ., ;- |producion environment before changes e implemened n & producton enironment s
revised-points-of-focus-2022 9
For specific requirement detais, buy  lcensed copy ofthe Focal Document at " Wechanfsms exist to faciltate the Implementation of 3 change management prograr
cca1-pors Approves system Changes [ Functional Subset of Change Manogement | 1601 10
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Documen at Comfooration canae Wechanisms exit to govern the techrical configuration change control processes,
CC8.1-POF8. Approves System Changes [htty s Functional Subset Of ool CHG-02 10
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Document at oe Managemen Wechanisms exist to faciltate the Implementation of 3 change management prograr
ceapor Deploys System Changes [t : Functonal | tersects i | Chanog Management | ¢y g s
revised-points-of focus 2022
For specific requirement detall, buy a licensed copy of the Focal Document at ouration Chan Wechanisms exis to govern the techical configuration change control processes,
cesrror eploys ystem Changes i : functonal | tersectswin | Comousstionchonge | .y s
revised-points-of focus 2022
For pecifc requiremen detal. buy 3 censed copy of the Focal Document at PI— Wechanisms exist to enforce configuration restrctions in an effot o restrict the abiTey o
cea1-pors Deploys System Changes [t Functional Intersects With Bearic CHG-04 |users to conduct unauthorized changes. s
revised-points-of focus 2022
For specific requirement detais, buy a licensed copy of the Focal Documen at Wechanisms exist to Imit operational privileges for Implementing changes
ceaa-pore Deploys System Changes. [ Functonal | ntersects win | PerMSSon To melement | ¢y g4 s
revised-points-of focus 2022
dentifes and Evaluates |07 SPECIC requirement detalls, buy a licensed copy of the Focal Documen ot Change Mamagement echantsms exit 1o aciltate the Tmplementation of & Change management prograr
cca1roF10 nifies and Evaluates [ : a0 Functional | Intersects Wit 55 Marca cHeoL s
revised-points-of focus 2022
demtifes and Evaluates o7 SPECIc requirement detalls, buy a licensed copy of the Focal Documen at Confrgoration Change echantsms exit 1o Govern the Techrical coniguration Change control processes,
cc8.150F10 ifes and Evaluates - 37201 Functional Intersects With iquration Chang: cHG-02 s
revised-points-of focus 2022
s g evas [ ST Sl B oy e oo SV— Mechansms exit to approprately test and docurment proposed changes In 3 non-
cca1por10 dentifies and Evalustes [y . Functional Itersects with | Test: Validate & Document | 1.0 5 [oroduction environment before changes are implemented n a production environment. s
System Changes | cevised-points-of focus 2022 Changes
For specific requirement detall, buy 3 licensed copy of the Focal Document at . ] Wechanisms exis to analyze proposed changes for potertal securtty Tmpacts, prior
cca10F10 dentifes and Evaluates y Functional Intersects with [ SeCUY Impact Analysis or| - cy.03  |the implementation of the change: s
YSUem Changes  |reyisedtpoints-of-focus-2022 Changes
For specific requirement detall, buy 3 licensed copy of the Focal Document ot Wechanisms exit (o perform after the-fact reviews of configuration change 10gs to
dentifes and Evaluates utomated Access : e
cca.10F10 e changer sl icprcm.com Functional intersects witn | g putomeled fecess | cic.04.1 [discover any unauthorized changes. s
InrasructreData, [For specifc requiramert deta buy 3 censed copy of e Focal Document ot " Wechanisms exist to faciltate the Implementation of & change management prograr
ccspor1 Software, and Procedures Functonsl | ntersects i | Chane Management | ¢y g s
Retured to Remediate |revied porisaftocus 3033
Infrastrucyre, Data, —[For specifc requiremert deta buy 3 censed copy of e Focal Document F— Wechanisms exis to govern the techmical configuration change contral processes,
ccspor1 Software, and Proceures [t : functonal | Itersectswin | Coniurationchange. | ¢ic.0; s
Reared to Remediate._|revsed-ponts-o focus- 2022
Iirastructure, Dta, —[For peciic requrement detal buy  Tcensed copy of e Focal Document ot romated Access echanloms ex o pefo ate e foc evins f conguaton change 095 10
cca1poF1L Software, and Procedures Functional Intersectswitn | AvomatedAccess | 1041 fiscover any unauthorzed change: s
Retured t Remediate|revied poisaffocus 3053 9

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

ieriites Changes n [Automated mechanisms exist o govern and report on baseline configurations of
Infastructure, Data, _|For specifc requiremen dtais, buy a lcensed copy ofthe Focal Document at Astomated Central nology Assets, Applications and/or Services (TAAS) through Continuous Diagnostics
cc8.1.poFLL Software, and Procedures [y Functional Intersects with |, Automated Central | g5 fand Mitigation (CDM),of similar technologes. s
Required to Remediate  |revised-points-of- Yo:us 2022 9
ncidents
e Base [FOT SPECITC TEqUITEITETT TETaTTs, DUY 3 TCeTTSEy Topy OT i TOOCTTETT Configuration Management [Mechanisms exist to facilitate the implementation of configuration management controls,
cc8.1-pOF12 Configuration of IT . Functional Intersects With Program cro0 s
et
Creates Baseline _[For speciic requirement detalls, buy 3 licensed copy of the Focal Dacument at ecure Baselme Wiechanisms exit to develop, document and mamiain secure baseline confgurations for
cca.1.poF12 Configuration of T [t v Functional Intersects With Sgcure Baseline CrG-02  [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry- s
echnology revised-points-of-focus-2022 9 Joccepted system hardening standards.
Provides for Changes _[For specific requirement detais, buy a licensed copy of the Focal Document at P— [Fiechanisms exit to faciEate the implementation of a change management program.
ccavpor1s Necessryin Emergency i - Functional | Inersects With 96 Manag cHeoL B
Irevised-points-of-focus-2022 9
Froviaes or hanges—[or soecie reairemeps doia-buy 3 eereed copy af e Focal Bacimert P—— [iechanisms exist o govern the techmical configuration change Contral processes.
cearpors Necesary i Cmargenty [ : Functonal | ntersectswiin | Comtaustionchange | cyg g s
Situati revisedtpoints-of-focus-2022
Providesfor ChangesFor speciic requrement detars, buy  censed copy o e Focal Document ot [iechanisms exist o approprately test and document proposed changes T a
cca1r0r13 Necessary n Emergency Functonal | ntersects witn | T8 Valldate & Document | cyg g5 5 oralcrion anvironment betore changes are mplemented in 8 producton snironment s
Situatic rev\sed -points-of-f Vocus 2022 0
Provides for Changes _[For specific requirement detals, buy a lcensed copy of the Focal Document at iechaniams X/t to establish and control "emergency access oy accounts
Cc8.1.pOF13 Necessary in Emergency it v Functional Intersects With | Emergency Accounts | IAC-15.9 s
Situation revised-points-of-focus-2022
For specific requirement detalls, buy a licensed copy of the Focal Document at E— Fiechaniams exit to faciTate the Tmplementation of @ change management program.
ccavrora Manages Patch Changes |t : Functional | Intersects With 96 Manag cHoo1 s
|revised-points-of-focus-2022 9
[For specific requirement details, buy a licensed copy of the Focal Document at. rati [Mechanisms exist to govern the technical configuration change control processes.
ccavpore Manages patch Changes [t : Functional | itersects witn | Confowation Change | ¢ g 0 5
revised-points-of-focus-2022
For specific requrement detais, buy 3 censed copy ofthe Focal Document at Vuinerability & patch echanms ext o aciiate the Snd montoring
cca.1.poFLs Manages Patch Changes [ht Functional Intersects With | Management Program | VPM-01 | management contr 5
revised-points-of-focus-2022 (vpp)
For specifc requrement detas buy o Icensed copy ofthe Focal Documert ot PO Taniems exa 0 Conduc souare parcing o o Gepioyed Technogy Aeset.
CC8.1-POF14 Manages Patch Changes  ntt; Functional Intersects With Patchin VPM-05  [Applications and/or Services (TAAS), including firmwart 5
|revised-points-of-f Vocus 2022 0
Fecharins Xt @ ot he Iplrertaty of crtigency o conil
For specific requirement details, buy a licensed copy of the Focal Document at: Business Continuity Inlp ensure resiient Technology Assets, Applications andjor Services (TAAS) (
CCB.1:POFLS (Considers System - Functional nersects Wi | Monaseret e | BEDGL - ICominuty o Gpradons Flan (COOP) of Business Coninty & Diaser Recovery (BCOR) 5
revised-points-of-focus-2022 (BCMS) Iplaybookd
Fecharias ot To Tte (e pementation o nausty-recogzed secury.
For specific requirement detail, buy a licensed copy of the Focal Document at: Secure Engineering lcompliance and resiience practices in the specification, design, developmi
CCB.1-POF15 (Considers System - Functional Intersects With orincinles SEADL [ antation and modiicaton of Technoogy Avsets Abplcations andjor Services 5
revised-points-of-focus-2022 (TAsS)
For speciic requirement details, buy 3 licensed copy of the Focal Document at . Mechaniams exis to achieve resilience requirements in normal and adverse situations
CCBLPOFIS  |Considers System y Functional | inerseciswin | ATievng Restience | g0y s
revised-points-of-focus-2022
o [For specifc requirement details buy 3 icensed copy of the Facal Document at VMechaniams exist to facitate the Implementation of a change management program
cea1p016 protects Confdential |, ’ Functional | inersects witn | Change Management | ¢y s
revised-points-of-focus-2022
rotects Confidential _|For specific requirement details, buy a licensed copy of the Focal Document . S N Vechanisms exist to appropriately test and document proposed changes In a non-
Cc.1.POF16 rotects Confdentil |y v 3120 Functional Intersects witn | Test Validate & Document | ¢G5 5 |production environment before changes are implemented i production environment. 5
nformation [revised-points-of-focus-2022 langes
rotects Conmaenuar[For specific requirement detals, buy a Ticensed copy of the Focal Document at Fiechaniams exist to faciEate the Tmplementation of data protection controls
cca.1.pOF16 octs Confde et ’ Functional Intersects With Data Protection DCH-0L 5
revised-points-of-focus-2022
i Fnr specific requirement details, buy a licensed copy of the Focal Document at: Vulnerability & Patch [Mechanisms EX‘SQ !D ’MW!E!E the and monitoring
cca.vror1s Protects Confidentil Functional | inersects With | Management program | VPM.01 |managemen con s
5 et points-of-focus.2022 (VPMP)
o [For specifc requirement detalls buy 3 icensed copy of the Facal Document at e & Fr Fechaniams exe o conduct sotuare patcing ol depioyed Technoigy Aeset.
cco.1-poF1s protects Confdential |\ , Functonal | Intersects witn | SOWare S Frmware | yoy o5 |agpications andlor Services (TAAS), including firmu s
[revised-points-of-focus-2022 i
rotects personal {2 SPECIC cedurement detals buy 3 Tcensed copy of th Focal Document ot [Miechantsms exit to facitate the Tmplementation of data protection contrors
cca.1.pOF17 tects Persor Functional Intersects With Data Protection DCH-01 s
et pone ot stus 3053
. For specific requirement detall, buy a licensed copy of the Focal Document at otive reou iechaniams ex/t (o protect sensitve/reguiated data wherever Tl Ts processed andjor
cco1por17 protects Personal |, ; Functional | Intersects witn | Sensitive/ Regulated Data | ey 15 ltored. s
revised-points-of-focus-2022
rovects personal _[For specific requirement detals, buy a icensed copy of the Focal Document ot /echanisms ex/st o aciliate The Implementation and operation of Gata proteciion
cea1p0r17 rotects personal iy y 201 Functinal | Intersects With | Data Privacy Program |  PRI01 |controls throughou the data ifecycle to ensure alforme of Persanal Data (PD) are s
revised-points-of-focus-2022 processed lawfully, fairly and transparenty.
For specific requirement detalls, buy a licensed copy of the Focal Dacument at [Mechanisms exist to faciitate the Implementation and operaion of data protection
cc.1poF18 privacy by Design [t v Functional Subset Of OataPrvacy rogram | pR01fanuol roughout ne dataIfecycleto ensure sl orms f ersonal Data (#D)are 10
revised-points-of-focus-2022 processed lawfully, fairly and transparently.
[WMiechanisms exst to minimize the collection of Personal Data (PD) to only what 15
For speciic requirement detis buy  censed copy o the Focal Document Restrict Collection To o relevant and imiced (o the porposes 1dentiied in the dats pruacy notice,
CC8.1-POF18 Privacy by Design 1ty - Functional Intersects With Identified Purpose PRI-04 lincluding protections against collecting PD from minors without appropriate parental or s
revised-points-of-focus-2022 legal guardian consent
Fecharisms ext 1o Gelermine and document e Teqal Uty Tt permis he
Forspecific requirement details, buy  lcensed copy o the Focal Document a Authority To Collect, lorganization to collect, receive, process, store, transmi ate andlor dispose
cc8.1.poF18 Privacy by Design [ty Functional Intersects With | Pracess, Store & Share | PRI0&1 [pesaonal ata (50 cliner gemetain or i SupEor o1 8 S3ciic bumness prorass s
revised-points-of-focus-2022 Personal Data (PD)
[Fecharias ot To Tite e pementation of AUy recogzed seeury.
For specific equirement detais,buy  icensed copyof the Focal Document Secure Engineering e e Teaionta aractcas I the o Ao e e
CC8.1-POF18 Privacy by Design Functional Intersects With Principles SEAOLlimplemertaion and modifcaion of Technology Assets, Appcatons andior Services 5
et o aFiote 3053 (Tn
Fecharlsms oXet o facliate e mplemertar f contrgery plavg Corrols @
Fr specific equirement detai,buy a lcensed copyof the Focal Document Business Continuity Inein ansure resifiens Technology Assete, Applications anclor Services (TARS) (6.
cco.1 NIA Functional Intersects With Management System BCD-01  |Continuity of Operations Plan (COOP) or Business Continuity & Disaster Re(uvery (BC/DR) s
revread points-of focus 2022 (BCMS). Iplaybooks).
For speciic requirement details, buy a licensed copy of the Focal Document at Wiechanisms exist o implement altermative or compensating Controls fo safisfy Securty
cco1 NA (e v Functional Intersects With Alternative Security 8cD-07 [unclons uhen the primary means o Implementing the secuiy funcion s invalabie 5
revised-points-of-focus-2022 Jor compros
Forspecic requrement detas buy  lcensed copy of the Focal Document ot [Fecanims ext o CTIte (e Impementan of SUatege operaonal ond Geical
cco1 NA Functional Intersects With | Risk Management Program |  RSK.01  [isk management cor s
remsed points-of-focus 2022
r .t lechanisms exist to identify and document risks, both internal and external
cc9.1 NIA Ihtty ¥ Functional Intersects With Risk Identification Rsk-03  |"ech: t to identify and d t risks, both ints I and exte i 5
For speciic requiremant detalls, buy 3 licensed copy of the Focal Document at Fiechaniams exist o develop and keep current 3 catalog of appIcable rsks associated
cco1 NA e ’ Functional Intersects With Risk Catalog RSK.03.1 |Wwith the organization's business operations and technologies in use. 5
revisedtpoints-of-focus-2022
Vechaniams exit to implement a threat Intelligence program that Includes a cross:
[For specific requirement details, buy a licensed copy of the Focal Document at: organization information-sharing capability that can influence the development of the
ceo1 NA - Functional Intersects With | Threat Intelligence Program | THR-01  \cystem and security architectures, selection of security solutions, monitaring, threat s
Irevised-points-of-focus-2022 |hunting, response and recovery activities.
Fo specifc equirement dtai, buy 3 lcensed copy ofth Focal Document ot echartems exit to dsvelop and keep currnt s atelop of appicable termal and
cco1 NiA Functional Intersects With Threat Catalog THR-09 [external threats to the organization, both natural and manm: 5
Fevecdponta aFiotus 3053
For specific requirement detalls, buy @ licensed copy of the Focal Dacument at: iechaniams exit to facitate the Tmplementation of (d-party management contrals
cco1 NA et ’ Functional Intersects With | Third-Party Management |  TPM-01 5
revised-points-of-focus-2022
Vechaniams exist to [dentfy prioritize and assess suppliers and partners of cifical
For specific equirement etais,buy a lcensed copyof the Focal Document Third party Criicality [Femology Acsets, AppIcatons andior Semvices TAAS Lsing & Suppry chain ik
ceo1 NA Functional Intersects With TPU-02  fassessment process relative to their iImportance in supporting the delvery of high-value s
e e ot 3053 ol
iechanisms exit to
For specific equirement detais,buy  lcensed cop of the Focal Document (1) Evaluate security risks and threats associated with Technology Assets, Applications
cco1 NA Functional Intersects With Supply Chain Risk Tou03 [andior Services (TAKS) supply chains: an B
itpie points-of focus.2022 Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
[those risks and threats, as necessary.
For specifc equirement dtal, buy  lcensed copy ofthe Focal Document ot » Fecharims oxt o il Glred acqustion sategiescontact ot
91 NA Functional Intersects with | ACaUIsition Stratedies, Tools| pyg3 1 fprocurement methods for the purchase of unique Technoiogy Assets, Apul\(atmnsanﬂ/ﬂr B
et pe st 3073 Eenices (TaxS)
For specitc requrement detis buy 3 icensed copy of the Focol Document ot ol ext o Ul cecurty safequards ([ form fom porencal adversaries
cco1 NA Functional Intersects With | Limit Potential Harm | TPM.03.2 _[who identify and target the organization's supply ch 5
Fevecd pone aFistue 3053
For specific requirement details, buy a licensed copy of the Focal Document at Fecharims o 1o aadress eniied weaknesses o decences n e securty o e
cca1 A e e Functional | tersectswith |, Pocesses ToAddress | rpuy033 supply o s
revised-points-of-focus-2022
For specific requirement detall, buy 3 licensed copy of the Focal Documen ot Third-Party Processing, [Mechanisms exist to restrict the location of Information processing/storage based on
cco1 NA i Functional Intersects With Storage and Service | TPM-04.4 |business requirements s
revised-points-of-focus-2022 Locations
iechanisms exis Eo require coniractual requirements for appIicable security, compliance|
For specifc requirement details, buy a icensed copy of the Focal Document at Third-Party Contract d resilience requirements with third-parties, reflecting the organization's needs to
cca1 NA o icpacima con Functional Intersects With Requiraments TPM05  |orotect its Technology Assets, Applications, Sérvices and/or Data (TAASD) 5
revised-points-of-focus
For specifc equirement dtals buy  lcensed copy ofthe Focal Document ot " - echanisms exIst to control personnel Security requirements ncluding security roles and
ccon NA Functional Intersects With Third-Farty hersonnel TPH.0G esposianiie or thid pary proviers. 5
et points-of-focus-2022 Y
For specifcrequrement detas bu o Icensed copy ofthe FocalDocumert ot PP iechanisms exist to monitor for evidence of unauthorized exfltration or disclosure of
ccon A Functonal | ntersects witn | Motorng for TPty | 1oy o7 lorganzationa normation s
e pon aFistue 3053
For specific requirement details, buy 3 licensed copy of the Focal Dacument at [iechaniams exist to monitor, reguiarly review and assess EXternal Senvce Providers
ccon o © Functional intersects witn | ReVIeW Ol THrAParty | o g €SP for compliance with established contractusl requirements for security, comliance 5
[revised-points-of-focus-2022 ervices [and resilience controls.
For specitcrequrementdetas buy o Icensed copy ofthe FacalDocumert ot E—— Mechanisms exit to address weaknesses or deiciencies in supply chain elements
cc9.1 NIA ey -Ci riteria-with- Functional Intersects With ird-Party Deficiency TPM-09  identified during independent or organizational assessments of such elements. 5
[revised-points-of-focus-2022 Remediati
Fo specifc requirement detals, buy 3 lcensed copy ofthe Focal Document ot ; [Fiechaniams exist o control changes to Services by suppliers, taking nto account th
o wn Functional ntersects wien | M2n29ing Changes ToThird| 1 criicalty of business Technology Assets, Applications, Servies and/or Data (TAASD) that B
rev\sed -points-of-f fc:us 2022 Yy Servi in scope by the third-party.
Fechanisms exst o fclate e pemertaten o contrgery planng corrols @
Considers Mitigation of Riske|FE" SPECc requirement detais, buy a icensed copy of the Focal Document a: Business Continuity el nsure esient Technology Assets, Appiatons andjor Senices TARS) (o
cca.1-poF1 nsiders Mitigation of Risksiny " Functional mersectswin | MonagementSysn | BCD-01 [Continuiy of Operaton lan (COOP) o Business Contnty & Diaser Recovery (8C/OR) 5
o Irevised-points-of-focus-2022 MS) |playbooks).
Mechanisms exist to ldentify and implement compensating countermeasures o reduce
e Mitiation o sk PECHC reqirement detis, buy a lcensed copy of the Focal Documen ot et sk and exposure to threate
Ccorpop  [Considers Miigaton of iskel Functional | intersects witn | (COmPensating | pgo; s
o vev\sed i-points-of-| Vocus 2022
[Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
" For specific equirement detais, buy a lcensed copyof the Focal Document ness i [security, compliance and resiience risks.
ccorport (Considers itgation of Risksi Functional | ntersects with | BUSIness Impact Analysis | sy g B
usir isrupti revised-points-of-focus.2022
Fchanlens SXet e late e Tpemrtaler o contrgery ol corros @
Considers the se of - For specic reqirement detais, buy alcensed copy of the Focal Documen ot Business Continuity e astre resitins Tathrstony Asepte, Ateamons artfos Sarsices (TAmc) o
€C9.1-POF2 Insurance to Mitigate Functional Intersects With Management System BCD01 [Continuity of Operations lan (COOP) o Butiness Continuity & Disaster Recovery (BC/DR) s
Financial Impact Risks reveei points-of-focus.2022 (BCMS) Iplaybooks).
Considers the Use of _[For specific requirement detais, buy  icensed copy of the Focal Document at Compenaating [Mechaniams exit to identify and implement compensating countermeasures to reduce
cco.1por2 Insurance to Mitigate  [nt - Functional Intersects With Compensating RSK-06.2 sk and exposure to threas. 5
Financial Impact Risks _|revised-points-of-focus 2022
Considers the Use of [For specific requirement detais, buy 3 icensed copy of the Focal Document at [Mechaniams exit to conduct a Business Impact Analysis (BIA) to [dentify and assess
ccorpor2 osurance to Wiigate | Functonal | ntersecs wih | PUSIess mpact ANasis | o [y, complance an relence ke s
Financial Impact Risks _|revised-points-of-focus 2022
[Mechanisms exit to develop a plan for Supply Chan Risk Management (SCAM
The entity assesses and e oo i requirement detais, by alcensed copy of the Focal Documen at |associated with the development, acquisition, maintenance and disposal of Technology
cco2 manages risks associated | /¢ Functional Subset Of Supply Chain Risk Rskcag  [Assets Applcations andjor Services (TAAS), Inclucing documenting selected mitigating 10
with vendors and business e 3053 Management (SCRM) Plan Jactions and monitoring performance against those plans
The entity assesses and Viechaniams exist to periodically 25555 supply chain ks associated with Technology
s e aS<Sses and [orspecincrequrement deais, buy  censed copy f th Focal Document . st | tersecteun | Soppy ChainRisk | asig0n [So6. ABPIcations andor Sevices (TARS) s
with vendors and business [1XP5/ pa-cima,com unctional ntersects Wi ‘Rssessment .
o revisedt-points-of-focus-
e entity assesses ant Fiechanisms exist o faciEate the Tmplementation of ENTd-party management cantros
e oty 3z 223 lor specitc ruirement detals, by  censed copy of the FocolDocument 3t g Pty maneg
ccoz manages risks associated | Functional Subset Of Third-Party Management |  TPM-01 10
fth vendors and business | o,ise -points-of-f !n:us 2022
v iechaniams exist to conduct 3 sk assessment prior to The acauisiion or oUtSoUTCing of
e ety s3esses 309 rorspecnc requrement atais, buy a censea copy of e Foco Document hird-party Risk [echnologyrelated Technology Assets, Applcations andior Services (TAAS). ?
ccoz manages risks associated i Functional intersects witn | TGPy RS | om0t s
dors and et o aF ot 3053
Wiechanisms exit to develop a plan for Supply Chalh RISk Management (SCRM)
Establishes Requirements [For specifc requirement detais, buy a icensed copy of the Focal Document a: Supoly Chain Risk lassociated with the development, acquisition, maintenance and disposa of Technology
cco2porL Pl v Functional ntersects With | (0 SUPPlY ChainRisk_ Rskoo |Assets, Applications andjor Services (TAAS). including documenting selected mitigating 5
S aerdor and Business |itpsi /i alcp cima.cor ianagement (SCRM) Plan lactions and monitoring performance against those plans
ESienes Requremerts ror specite equreront deals buy 3 Teonsed copy of o Foco Document E— [Fechariams e o perodcall assess by a1k associed Wi Technoogy
ccazrorL endor and Busness. 1 : Functonal | Itersects With ply Chai & RSK09.1 |Rssets, Appications andior Services (TARS) s
d-points-of-focus-2022

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

Establishes Requirements. [For specific requirement details, buy a icensed copy of the Focal Document at IMechanisms exist to faciltate the implementation of third-party management controls.
cco2-por1 fendor and Business [t - Functional Subset Of Third-party Management |  TPM-01 10
d-points-of-focus-2022
Estaishes Requirements |Forspecifc equirement detals buy 3 lcensed copy of the Focal ocumert 3t E— Mechanisms exist to
ccazrorL Vendor and Business Functonal | ntersects witn | SUPBly ChainRisk | o3 |11 Evaluate securty isks and threats associated with Technaloay Assets, Applications B
Partner d-points-of-focus- 2022 o land/or Services (TAAS) supply chains; and
hanisms exist o require contractual requirements for appIcable security, compiance]
conrort Estaplshes Requirements o specific requirement detals, buy  lcensed copyof the Focal Document ot I teracts i Thir-party Contract owgs [2nd resilience requirements with third-partes, reflecting the organization's needs to R
o Vendor and Business|nps v sicpe cima.com) Requirements lorotect its Technology Assets, Applications, Services and/or Data (TAASD).
Mechanisms exist to ensure applicable security, compliance and resiience requIrements
Etaplshes Reguirements Fo specific requirement dtal,buy  Icensed copyof th Focal Document o Congract i ooun [ore Inchuded i Contracte that ow-sown & apolicable subcontractors and sompliers.
cco.2poF1 ness |t ’ Functional Intersects With t Flow-Dx TPM-05.2 5
Partner Engagements Irevised-points-of-focus-2022 Requirements
Fiechaniams exit to develop  plan for Supply Chaln RISk Management (SCRM]
For spcitc requremen detas buy a ensed copy ofthe FocolDocument ot esociated i the devetopmemt:acquisian, molntenance and-dikposel of Technology
cco.2-p0F2 \dentiies Functional Intersects With Supply Chain Risk Rsk.09  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating s
o Management (SCRM) Plan Jactions and monitoring performance agains those plans.
For Speciic requirement detalls, buy a licensed copy of the Focal Dacument at P — Fecharims G0 perodcally sssesssuppy a1k assocted Wi Techoogy
€C9.2-POF2 Identifies Ihtty - Functional Intersects With il RSK-09.1  [Assets, Applications and/or Services (TAAS). 5
revised-points-of-focus 2022
For specific requirement detalls buy 3 licénsed copy of the Focal Dacument at Mechanisms exist to faclitate the Implementation of tird-party Management Contrals
cco.2-por2 Identifies It v Functional Intersects With | Third-Party Management |  TPM-01 s
revised-points-of-focus 2022
For specific requirement detalls, buy 3 licénsed copy of the Focal Dacument at p— Mechanisms exist to
ccozror2 Identites bt . Functonal | iersects i | S900 PR | o0z (1) Evluste secuty ks and thests associated with Technology Adsets, Appications s
[revised-points-of-focus-2022 9 [and/or Services (TAAS) supply chains; and
[For specific requirement detalls, buy a licensed copy of the Focal Document at E— [Mechanisms exist to conduct a rsk assessment prior to the BCqUISTTN or GUSGUFEINg o
co2p0r2 entifies e Functional Intersects with -party Ris TPM.04.1 [technology-related Technology Assats, Applications and/or Services (TAAS). 5
Assessments & Approvals
Irevised-points-of-focus-2022 P!
[Mechanisms exit to develop a plan for Supply Chan Risk Management (SCAM
. ; ] . lassociated with the development, acauisition, maintenance and disposal of Technology
ccorpors s Vendor ang [[7 SPECIc requirement detail, buy a licensed copy of the Facal Document at: Functiona! . " Supply Chin Risk oo [Ssels Aplcatons andorSevies (TAXS): nclaing ocuenting seicied mtgatng
Bosimecs pariner ks . unctional ntersects With | o nagement (SCRM) Plan | RSK09  lactions and monitoring performance against those plans 5
revised-points-of-focus 2022
Mechanisms exist to periodically assess supply chain rsks associated with Technology.
|Assets, Applications and/or Servi
Rssesses Vendor and | SPeciic requirement detals, buy a licensed capy of the Focal Document at Supply Chain Risk PP 8 fces (TAAS)
€C9.2-P0F3 Fovetmr itk i Functional Intersects With il RSK-09.1 5
v
VMechaniams exist to facitate the Implementation of trd-party management cantros.
Assesses Vendor and _|FOT SPecific requirement details, buy a licensed copy of the Focal Document at:
cco.2poF3 e ndorand iy ’ Functional Intersects With | Third-Party Management |  TPM-01 5
Business Partner Risks |o.iceq -points-of-focus-2022
Mechansms exist to
; (1) Evaluate security rsks and threats associated with Technology Assets, Applications
ccorrors Assesses Vendor ang " SPecic requiremen detais, buy a lcensed copy ofthe Focal Document at ronctons s Supply Chln Risk Towos [T Sences (ARG Sy chas: <nd .
Business Partner Risks fiwiow sicpe.clma.com) Management (SCRM) 12 Take appropriste remediation actions to minimize the organization's exposre to
revised-points-of-focus: nase ke e threats, o necessary.
Miechaniams ex/t to Conduct 3 sk assessment prior to The acauisTion or oUtSouTcing of
ltechnology-related Technol . Applicati i
Fov specific reqmremem details, buy a licensed copy of the Focal Document at: - logy Assets, Applications andjor Services (TAAS).
€C9.2-POF3 fssesses Vendor and Functional Intersects With Third-Party Risk TPM-04.1 5
Business partner Risks [P alcparcima com Assessments & Approvals
PO [iechanisms exit to develop  plan for Supply Cholh RISk Management (SCRH
ssigns Responsibilty and |0 . i roquirement details, buy a licensed copy of the Focal Document at lassociated with the development, acquisition, maintenance and disposal of Technology
cco.zpora r Managing {5 *F o 24 i Functional Intersects With upply Chain Risk Rsk.09  |Assets, Applications and/or Services (TAS), including documenting selected mitigating 5
Vendorsand Business 1L Management (SCAM) Plan lactions and monitoring performance against those plans
o e |FoT Specific equirement details, buy a icensed copy of the Focal Document [VMechaniams exist to facitate the Implementation of trd-party management cantros.
cco.2-p0F4 countabiity for Managi ¥ Functional Intersects With | Third-Party Management |  TPM-01 s
revised-points-of-focus-2022
o i
g [T ecifc requiramen detais. buy a censed copy of e Focal Document ot Mechansms exist to
ceopors counabity or Hanein | Fnciona | e | SRR | o3 ) Eualate sty and ot assocted it Techalogy Asets, oplctons s
vev\sed i-points-of-| Vocus 2022 o [and/or Services (TAAS) supply chains; and
Resns Responsty ang [Mechanisms exit to document and maitaln & ResponsIble, ACCOUNTaTe, SUpPOTIVe,
1 an For specific requirement detais, buy a icensed copy of the Facal Document a: Responsible, Accountable, [Coneulted & Informed (RASCH matrix. or Similar documantation. 1 delineate aseignment
cco.2-P0F4 - Functional Intersects With | Supportive, Consulted & | TPM-05.4  |ro f & rein B
andors ot B r security, compliance and resilience controls between internal stakeholders an
revised-points-of-focus-2022 informed (RASCI) Matrix Excermal Service providers (EPe)
EStaishes Communication [For speciic requrement detals buy  lcensed copy of the Focal Document o Mechanisms exist to Faciitate the implementation of thrd-party management contral.
cco.2-P0F5 Protocols for Vendors and Functional Intersects With | Third-Party Management |  TPM.01 B
Doainess betners - evised porte o fotus 3003
Mechaniams exit to require contractual requirements for applicable security, compliance
ccorpors ES:S{’J?SE?;"VZT:Q,‘S‘Z‘.‘.‘L” For specifc requirement details, buy a icensed copy of the Focal Document at Fonciona tersects | TGParty Contract | 105 |2 reslience requirements with i prtes, rflecting the rganizaton's needs to s
cols for Vendor Rt ey Requiremer lrotect its Technology Assets, Applications. Services and/or Data (TAASD).
iandling Procedures From | o = eorc TEOTETIETTC T > DY 3 FCETISE Copy OT e T “ lechanisms exist to facilitate the implementation of third-party management controls.
ccozr0r6 Fanding Procedurds From [T g Functonal | itersectsith | Thi-pary Management | Tou01 "o o Facitatathe implementaton of i pary managerrent cartrl s
Establishes Exception Fechariams oXt o reque corlactvl eaurerents o appTcole secury. complce
conrors oo ExCep i o [For specific requirement details, buy a licensed copy of the Focal Document at onctons et Thira party Contract oo | reslence reauiraments i nr-paris, efecting e orgaizaions nee s
usit < unctional ntersects Wit i . rotect its Technology Assets, Ay hcalmns Services and/or Data (TAASD!
and Business RS e 2093 equirements. i ay ol 2 @
Establishes Exception Mechanisms exist to monitor, regulaly roview and a556ss Extarnal Service Providers.
Haring Pocedres Fram [Fr specic requirement dtais, buy a censed copy of the Focal Document at Review of Third-Party (E5Ps) for compliance with established contractual requirements for security, compliance
cca.2poF6 2ndling Procedures Fro ’ Functional Intersects With Lot Third TPM08 [yt rasilience Controls. B
and B revised-points-of focus 2022
Fiechaniams exit to develop  plan for Supply Chaln Risk Management (SCRM]
Assesses Vendorand  [For specific requirement details, buy a licensed copy of the Focal Document at: [associated with the development, acquisition, maintenance and disposal of Technology
cco.2P0F7 Sucinass partner : : Functional Intersects With Supply Chain Risk Rsk.0 |Assets, Applications and/or Services (TAAS), including documenting selected mitigating s
ertormance Feviead porteat focues023 Management (SCRM) Plan Joctions and monitoring performance agains those plans.
Assesses Vendor and _[For specific requirement detais, buy a lcensed copy of the Focal Document at P — Mechanisms exist to periodically assess Supply chaim rsks associated with Technology
€C9.2-POF7 Business Partner Ihtty - Functional Intersects With [l RSK-09.1  [Assets, Applications and/or Services (TAAS). 5
ot focus: ‘Assessment
revised-points-of-focus 2022
Assesses Vendor and _[For specific requirement detals, buy a lcensed copy of the Focal Document at Mechanisms exist to faciitate the Implementation of third-party Management contrals
cco.2-poF7 usiness Partner [t ’ Functional Intersects With | Third-Party Management | TPM-01 s
Performance revised-points-of-focus 2022
Resesses Vendor and [For specifc requirement detal.buy a Tcensed copy of he Focal Documen at P — Mechanisms exist
cco.2poF7 Business Partner Functional Inersects witn | Supply Chain R TPM03 (1) Evaluate security risks and threats associated with Technology Assets, Applications s
rim remsed -points-of-f !\xus 2022 gemer and/or Services (TAAS) supply chains; and
Hechanisms extto perfor recuring vaidatien of e hesporse. Recourfate.
Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
ey, compliance and resiience contro assigriments accuracely refect current
Assesses Vendor and  [For specific requirement detais, buy a licensed copy of the Focal Document at: (1) Contractual obiigations for the External Service Provider (ESP);
cco.2-P0F7 Business Partn ’ Functional Intersects With | Third-Party Scope Review | TPM.05.5 |(2) Business practices; B
rformance revised-points-of-focus 2022 (3) Applicabe stakenolders; and
(4) Deployed Technology Assets, Applications and/or Services (TAAS).
Fsgesees Vendor andForspecfc requrement deals buy o cersed copy of e Focal Documert POO— Mechaniams exist o monitor, regularly review and assess External Senice Providers
Cco.2-p0F7 sesses Vendorar Functional Intersects With eview of THird-Party | 1py.oq  [IE5Ps) for compliance with established contractual requirements for securty, complance s
Performance Fevieedpolnte-attacus 203 ervices Jond resilience controls.
mprements Procedures Wiechanisms exit to develop  plan for Supply Chaln Risk Management (SR
m  cor specific requirement details, buy a licensed copy of the Focal Document at: lassociated with the development, acquisition, maintenance and disposal of Technology
co.2-p0F8 Addressing Issues Identified dure v %, Functional Intersects With Supply Chain Risk Rsk.09  |Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5
During Vendor and Business it boints-of focus- 2022 Management (SCRM) Plan lactions and monitoring performance against those plans.
e Trorenes Tor TFor specific requirement detall, buy a icensed copy of the Focal Document at Mechanisms exist to Taciltate the Implementation of third-party Management contrals
ccazpore ddressing lssues identifed - Functional | Itersects With | Thirdarty Management | ToM.01 s
ing revised-points-of-focus-2022
o
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to
Addressing Issues Identified pply Chain Risk
cca.2por8 dressing Issues Identified " Functional Intersects With upply Cha TPM03 (1) Evaluate security risks and threats associated with Technology Assets, Applications s
During Vendor and Business revised-points-of-focus-2022 Management (SCRM) ondior Snvices TAAS) stoply crains:and
[Mechanisms exist to conduct a rsk assessment prior to the BCqUISTIon or GUSGUFEINg o
Jmplements Procedures 10r |eor specific requirement details, buy a licensed copy of the Focal Document at: [technology-related Temnmngy osets, Applcations andlor Services (TAAS)
co2p0r8 Addressing Issues Identified e Functional tersects With Third-Party Risk 04 5
During Vendor and Business Assessments & Approvals
TpTeTeTes TTO T 0T [For specific requirement detals, buy a icensed copy of the Focal Document ot Mechanisms exist to Include "break clauses” within contracts for fallure to meet contract
ccoz-pore cdressing lssues identifed - Functonal | Intersects With Break Clauses TOM.05.7  [crteria for securty, compliance andior reslence controls. s
ing revised-points-of-focus-2022
Mechanisms exist to monltor, regularly review and assess External Service Providers
Addressing Issues Identified | Review of Third-Party land resitience contrals.
cco2por8 g e Jaentried Functional Intersects With Lor Third TPM.08 B
g Vendor and Business e e so5s
e procedures o [Fechaneme exstTo address weaknesses o Gercencis o supply i lements
implemen  or specific requirement details, buy a licensed copy of the Focal Document a dentified during independent or organizational assessments of such elements
€C9.2-POF8. Addressing Issues Identified [For specific reqy . t details, buy a | d copy of the Focal D tat: Functional Intersects With Third-Party Deficiency TPM-09 5
During Vendor and usiness K o erocus 503 Remediato
o procedoren o Mechanisms exist to control changes to Services by SUppIers, taking Tnto account the
Implements Procedures for e oo e oo oot details, buy a licensed copy of the Focal Document a [criticality of business Technology Assets, Applications, Services and/or Data (TAASD) that
[— Addressing Issues Identified | SPECIfic requirement details, buy a licensed copy of the Focal D tat Functional Intersects wigh |M2na9ing Changes To Third-| oy 30 [are in scope by the third-party. 5
During Vendor and Business "LtbS://iwaicpa cima.cony Party Services
artner Assessments. P
[ Wiechaniams exit to develop  plan for Supply Chaln RISk Management (SCRM)
e ™ Forspeinc rquremen detals buy  ensed copy ofthe FocalDocument ot lassociated with the development, acquisition, maintenance and disposal of Technology
y Terminating Vendor and ) oure i upply Chain Risk 09 [Assets, Applications and/or Services (TAAS), including documenting selected mitigating
cca.2-por9 minating Vendor Functional Intersects with |, SUPPIY Chain Rk RSK.09 B
usnes Pat Wi ey i anagemen an lactions and monitoring performance against those plans
WTEemeTts PoCeGires o e specitc equrement detals, by a censed copy of th Focal Documen iechantams exit to facitate the Tmplementation of thTd-party management cantras.
cco.2-p0F9 inating Vendor and. |y " Functional Intersects With | Third-Party Management |  TPM-01 s
[l revised-points-of-focus 2022
Tmplements Procedures for Mechanisms exst
ccozpore Terminating Vendor ana - |[o1 Specic requiremen details, buy a censed copy ofthe Focal Document at cunctonal | inerseciswitn | Supply Chain isk owos |[D) Evaluate securiy risks and threats associated with Technology Assets, Applications s
usiness Partner | TpSi3icpa-cima com Management (SCRM) land/or Services (TAAS) supply chains; and
Relationships P [(2) Take appropriate remediation actions to minimize the organization's exposure to
Tmplements Procedures for [0 T hanfsms exist to require contractual requirements for applicable security, compliance]
€C9.2-POFO. Terminating Vendor and [For specific reqt . t details, buy a d copy of the Focal Document at: Functional Intersects With Third-Party Contract TPM-05 and resilience requirements with third-parties, reflecting the organization's needs to 5
Busnes Patner | ocwos0ms Requirements lorotect its Technology Assets, Applications. Services and/or Data (TAASD).
TPIEMENt FrOGSGUTE o | <pecin equrament detais, by  censed copy of e Focal Document o echanisrs exst t ensore sppllable Securty, complance and resllence requrements
erminating Vendor and Contract Flow-Down lore included in contracts that flow-down to applicable sub-contractors and suppliers
cca.2-porg e ’ Functional Intersects With TPM-05.2 s
Business Partner  ["LtBS: /- aicpa-cima.cony Requirements
Relationships a
implements Procedures for Mechanisms exist to Include “break clauses” within contracts for fallure to meet contract
fements " [For specic requirement deais buy o icensed copy of th Focal Document e i con
ceazpore Terminating Vendor and Functional | Inersects With Bresk Clauses om.gs.7[(tea or securty, compliance andjor reilience controls. s
e partn e e st 5073
Wechanisms exit to obtaln a First-Party Declaration(1PD) from applicable Extemal
Implements Procedures for For specitc requirement detals, buy  Icensed copy ofth FocalDocument o [service Providers (ESPs) that provides assurance of compliance with specified statutory,
cco.zpor9 erminating Vendor an Functional Intersects With |First-party Declaration (1PD)| TPM-05.6 |regulatory and contractual obilgations for security, compliance and resilience controls, s
usinessFarne AR AN including any flow-down requirements to subcontractors.
hanisms exist to develop a plan for Supply Chain Risk Management (SCRH)
Obtains Confidentiality _[For specifc requirement detais, buy a licensed copy of the Focal Documen at: oply Chain Risk [associated with the development, acquisiton, maintenance and disposal of Technology
cco.2p0F10 ftment " Functional ntersects With | g SUPPIY Chaln Risk Rs09  [ssets Appicatins andior services (TAAS),including documenting slected miigating 5
'and Business Partners |revised-points-of focus 2022 anagcmcn (SCRM) Plan |actions and monitoring performance against those pl
Oftains Confidenility _|For specifc requirement deais buy  censed copy of e Focal Document ot [Mechanisms exist to Facitate the implementation of thrd-party management contral.
Cca.2-p0F10 c s From ¥ Functional Intersects With | Third-Party Management |  TPM.01 B
o Business partners  feviedpoints of otue 052
Obtains Confidentiality _[For specific requirement detals, buy a icensed copy of the Focal Document at. — Wechanisms exist
ccazpor10 y funconal | ntersectswin | SR Chan R | 1oy 03 [0 Eualire securty sk an vt sssocited with Technology Assts, Agplcatons s
and Business Partners _|revised-points-of-focus-2022 9 and/ovsemc (TAAS) supply chains; and
s et o reqice contrchua e arIaTS Tor SoFTEADI Secoy. comoTance
o 2pomo | Obtains Contdentalityrorspecic requirement detis buyalcensed copy of the Focl Document at I terects i Tird-Party Conract o[ resliance requrements W i pare, enecing th organizaton's s s
e encors|itp i lcpa cima, com Requirements rotect s Technology Assets, Applcations, Srvices and/or Data (TAASD).
Fechanisms extto ncure spocable cecury, complonce ond eslence equremerts
Obtains Confidentiality  [For specific requirement details, buy a licensed copy of the Focal Document at: . iy o
Contract Flow-Down Jore included in down to
CCo.2.p0F10 itment: - Functional Intersects With Miract Flov.D: TPM-05.2 5
and Business Partners  |revised-points-of-focus-2022 \equirements

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

IMechanisms exist to obtain a Frst-Party Declaration(17D) from applicable External
Obtains Confidentiality _[For specific requirement detais, buy a liensed copy of the Focal Document at: rvice Providers (ESPS) that provides assurance of compliance with specified statutory,
€C9.2-POF10 itment ¥ Functional Intersects With  |First-Party Declaration (1PD)| TPM-05.6 |regulatory and contractual abligations for security, compliance and resilience controls, 5
and Business Partners revised-points-of focus 2022 including any flow-down requirements to subcontractors.
hssesses Compliance With Fanisms exist o develop a plan for Supply Chaim Risk Management (SCRI
sesses Compliance With e, o Jassociated with the development, acquisition, maintenance and disposal of Technology
v specinc requirement detals, buy  Icensed copy ofthe FocalDocument o
cco.20F11 Componfidentiality bt cima.comy Functional Intersects With | yqponh SN ap | RSK.00 Assets Applications andlor Services (TAAS),including documenting selected mitigating 5
omImImEnts of Vendors | evised-points-of focus 2022
§ For specific requirement detall, buy a licensed copy of the Focal Document at " echantsms exit to periodically assess Supply chain ks associated with Technology
ceo2pornt @nﬂdenmgm e [ : Functonal | ntersectswitn | SPBYCHAINRIS | nsy 01 (Aot Apmicatons anaor Semices ARG s
revised-points-of focus 2022
g For specific requirement detalls, buy a licensed copy of the Focal Document at Fechantsms exit fo Tacliate Ehe Tmplementation af Trd-pary management contral.
ccop0F11 °°""°e"‘3”v‘gn dors | - Functional Intersects With | Third-Party Management | TPM.01 s
revised-points-of focus 2022
fechanisms exist o conduct a Fsk assessment prior o T ACQUITTon or GUESOUTCIng of
Assesses Compliance WIth leor specific requiement detais, buy a censed copy of the Focal Document at Thirdparty Risk echnoioay.reated Technolosy Assets. Fopcatons andor Serices (FARG)
cco2poF1L Comenfidentialty oty Functional intersects witn | TGPy sk | om0t 5
ommitments of Vendors ol s offocus.2022
[iechantsms exit fo obtain 3 Fist-Party Declarafion(1PD) from applicable Exterral
s PSS WO e e rcuremen: gt by e coy o e Fca Decumen o [Service Providers (ESPs) that provides assurance of compliance with specified statutory.
ccozpor1L o Sontidentialty Functional Intersects With [First-party Declaration (1PD)| TPM-05.6 [egulatory and contractual obligations for security, compliance and resilience controls, s
ommitments of Vendors Ko cue 3053 including any flow-down reauirements to subcontractors.
iechanisms exit to develop & plan for Supply Chain Risk Management (SCRH)
Obtains Privacy _[For specific requirement detais, buy a licensed copy of the Focal Document a. ooy Chain Risk Jassociated with the development, acquisition. maintenance and disposal of Technology
cco2p0F12 s P ‘ Functional ntersects Wi | o SRV CIANRIK | oy g [Assts, Appiicationsandlor Services (TAAS), ncluding Gocumenting elected mitgating s
and Business Partners [revised-points-of-focus-2022 lanagement (SCRM) Plan lactions and monitoring performance against those plans.
Gbtains Privacy [For specific requirement detall, buy a licensed copy of the Focal Document at Fechantsms exit to Taciltate the implementation of Thrd-pary management contrals.
cco2p0r12 itments From - Functional Intersects With | Third-Party Management | TPM.01 5
and Business Partners _|revised-points-of focus 2022
Obtans pivacy  ~—Jrorspecifc requrement deals buy 3 Tconsed copy of 7 Foca Dorumert ot — echantsms ext
cco2p0r12 3 Fro - Functional ntersects with | SUPRlY ChAIRRISK | o035 (1) Evaluate securiy risks and threats associated with Technology Assets, Applications B
and Busmess Panners [revised-points-of-focus-2022 9 [and/or Services (TAAS) supply chains; and
Wechanisms exist to document and maintain 3 ResponSIBIe, ACCoUnTabIe, SUpPOrEve,
Obtains Privacy _[For specific requirement detais, buy a licensed copy of the Focal Document at: Responsible, Accountable, [Concuited & informed (RASCI) matri, or Smiar doc o o delingate aecigmment
€C9.2-POF12 tments From < Functional Intersects With | Supportive, Consulted & | TPM-05.4 for security, compliance and resilience controls between internal stakeholders and 5
and Business Partners revised-points-of focus 2022 informed (RASCI) Marix external Service Providers (ESPs).
[echarioms ¥ o perorm recu valdaton of e Resporse Accourrane
Supportive, Consuited & Infor matrix,or similar ntation, to ensure
ettty Compfance and rediance conrol acsigrments aciurately relact currnt
Obtains Privacy _[For specific requirement detais, buy a liensed copy of the Focal Document at: (1) Contractual obiigations for the External Service Provider (ESP):
cco2p0r12 itments From - Functional Intersects With | Third-party Scope Review | TPM.05.5  |(2) Business practices; 5
and Business Partners . revised-points-of focus 2022 (3) Appiicable stakeholders: and
(&) Deployed Technology Assets, Applications andjor Services (TAAS)
iechantsms oxit fo obtain 3 Fist-Party Declarafion(1PD) from applcale External
Obtains Privacy _[For specific requirement detai, buy a licensed copy of the Focal Document at [service Providers (ESPs) that provides assurance of compliance with specified satutory,
€C9.2-POF12 it ¥ Functional Intersects With  |First-Party Declaration (1pD)| TPM-05.6 ~|regulatory and contractual abligations for security, compliance and resilience controls, 5
and Business Partners [revised-points-of-focus-2022 including any flow-down requirements to subcontractc
iechanfsms exit fo monior, reqularly review and assess External Service Providers
Obtains Privacy _[For specific requirement detais, buy a liensed copy of the Focal Document at: Review of Thir-party (£575) Tor compirance with ectablshed conteactual requrements for security. compiance
cco2por12 3 rom - Functional Intersects With . M08 [und resitence contror 5
and Business Partners  |revised-points-of-focus-2022 ervices
P
eses Compliance Wi fechaniars exist o implement a threat intellgence program hat ncludes a cross
Agaesces Complnce WD ror speinc requrement aeais, by a censed copy o the ol Dacument ot lorganization information-sharing capabilty that can influence the development of the
€C9.2-POF13 Vendors and Eusmss fiwwow.aicpa-cima comy Functional Intersects With | Threat Intelligence Program|  THR-01  |system and security architectures, selection of security solutions, monitoring, threat 5
 and B revised-points-of focus- Iunting, response and recovery activities
Trreecy Comments of For specifc requirement detalls, buy a icensed copy of the Facal Document at [Mechanisms exist to develop Indicators of Exposure (I0) to understand the potential
cco.20F13 fivacy Comrmitments o Functional Intersects With [ Indicators of Exposure (I0E)|  THR-02  [attack vectors that attackers could use to attack the organization. 5
: Fevsed pons ot ot 3083
[Fecarians ext 1o mantan Stuatoral avareness o vunerabTies and evowg
e Cometomsos i [Fo spcif equirement deta,buy a Icensed copyof the Focal Document threats by leveraging the knowledge of attacker tactics, techniques and procedures to
€C9.2-POF13 vendyavs "and Business Functional Intersects With Threat Intelligence Feeds THR-03 'ﬂimalﬁ “‘E implementation of preventative and compensating controls. 5
s e e st 5073
e o [Fecaris ext o oot Exeral Seniee Povies 5P o provde noticaton of
sesses Compliance Witt For specific requirement detal, buy a licensed copy o the Focal Document at [actual or potential compromises in the supply chain that can potentially
Co2pOFL3 Privacy Commitments of e o . i Functional Intersects With Security Compromise | 1o o e Soimaiogy ASact, Apications anclor Sepvicen (TAAS) hat the 5
Vendors and Business [P/ alche cima, cony Natification Agreements [organisation utizes
oo Come /echanTars exISt © monTor for evidence of unauthorized exftration or disciosure of
sesses Compliance Wi ific requi is, buy a u lorganizational mformaton.
Ccop0r13 Pty Commen o [ st et st by s oy st v fos pneumens onetons s | Moo oy |y s
endors and Business "2/ alcae-cima con information Disclosure.
Mechanisms exit to montor, regularly review and assess External Service Providers
Assesses Compliance WD |co, specine requirement detal, buy a lcensed copy of the Focal Document at (ESPs) for compiiance with established contractual requirements for security, compiiance
rivacy Coms Review of Third-Party land resilience controls.
cco.2p0F13 e - Functional Intersects With Tou-08 B
Vendors ana Busness [Ttpsi i aicparcima.com Services
Partners o
N Wechanisms exit o Taciltate the Implementation and monitoring of vuInerabilty
e Comongeca o For specifc requirement detal, buy a lcensed copy ofthe Focal Document a: Vuinerabity & Patch management controls.
cco2p0F13 Tivacy Commitments o Functional Intersects With | Management Program | VPM-01 5
5.2nd By et pom st otun 3083 (wehP)
e CUTaTCE WU For specific requirement details buy a icensed copy of the Facal Document at Wechanisms exist to define and manage the scope for ts attack surface management
920713 ivacy Commitments of | - Functional Intersects With | Attack Surface Scope | VPM-OL1 [activities 5
revised-points-of focus 2022
B e For specifc requirement detals, buy 3 liensed copy of the Focal Document at [Mechanisms exist to detect vulnerabilities and configuration errors by routine
c9.2-p0F13 "vacy Commitments o Functional Itersects With | Vulnerabilty Scanning | VPM-06  [vulnerability scanning of systems and applications. s
Fevsat o ot ocus 3023
- Mechaniams exit to facitate the implementation and operation of data protection
frcy Crera RE(e4 10 e speciic equirement detas,buy a cened copy of the Focol Document ot lcontrols throughout the data lfecycle to ensure al forms of Personal Data (PD) are
PLO e Functional Subset Of Data Privacy Program PRI01  |processed lawfuly. fairly and transparently. 10
of Objectives Related 10 e lce f points-of-focus-2022
Privacy P
iechantsms exit o provide sddional formal mofice to awiduals from whom the
nformation i being collected that includes
) Nrceof th authory oforganizatonst cllect ersonal ata (7D}
Forspecif requrement detais, buy 3 fcensed copy o the FocalDocument ot ther proviing PO ' mardatory o opi
L1 NA Functional ntersects With | Privacy ActStatements | PRI0L2 (3 The pincipal bugose o purbosesfor i the D i fo b uses s
et poms ot ocus 3085 ) The Intended dclosures or outine uses of the information:
5 The consacuences of ot proviain ol o ore poron f the mormation requested.
echantsms exiet i
(1) Ensure that the public has access to information about organizational data privacy
Jactivities and can communicate with ts Chief Privacy Offcer (CPO) or simila role:
(2) Ensure that organizational data privacy practices are publicly available through
lorganizational websites or document repositories:
- i For specifc requirement details, buy a icensed copy of the Facal Document at Functional I tersects With Dissemination of Data prior3 |13 Utiize publicly facing email addresses andfor phone lines to enable the public to s
unctional Intersects Wit rivacy Program Information| X rovide feedback and/or direct questions to data privacy office(s) regarding data privacy
et pome ot otus 3083 privacy Program Informatior provds fesct a privacy garding data privacy
() inform uata Subjects when changes are made to the privacy notice and the nature of
Jsuch change:
echantsms exiet
(1) Make data privacy notice(s) avaiable to individuals upon first interacting with an
lorganization and subsequently as necessa
(2) Ensure that data privacy notices are clear and easy-to-understand, expressing
reevant information bout how Fersonal Dta (D) i ollected, eceived, processed,
lstored; transmitted, shared, updated andjor dispose
15)Cantain i necessary notice rlaea creri requred by applicable statutory,
[For specific requirement details, buy a licensed copy of the Focal Document at: regulatory and contractual obligas
or specific requir 3 (4) Define the scoy rocessing actvites, nclucing the georaphic locations and
P LA it o o Functional Intersects With Data Privacy Notice PRI02third-party recipients that process the PD within the scope of the data privacy notice; s
revised-points-of-focus-2022 ((5) Periodically, review and update the content of the privacy notice, as necessary; and
(6) Retain prio versions of the privacy notice, in accordance with data retention
requirements.
echantsms exiet
(1) Make dota privacy notice(s) avaiable to individuals upon first interacting with an
lorganization and subsequently as necessa
(2) Ensure that data privacy notices are clear and easy-to-understand, expressing
relevant information about how Personal Data (PD) s collected, received, processed.
toData [[orspecific requirament details, buy a fcensed copy o the Focal Document a 53 Cortam s necassany ot 11“‘21; et eared by aplcabe statto
PLLPOFL e Functional Intersects With | Data Privacy Notice prioz |(2) Cortain o necessary noticere auired by appl . 5
vev\sed -points-of- Tocus2022 [(4) Define the scoy ro:essmg activities, including the geographic locations and
ihic-party recipients that process the PD within the scope of the data privacy notice:
(5) Periodically, review and update the content of the privacy natice, as necessary; and
(6) Retain prio versions of the privacy notice, in accordance with data retention
requirements.
Wiechantsms exit fo ensure data privacy noices 1aenty The purpose(s) for which
Personal Data (D) is collected, received, processed, stored, transmitted and/or shared.
- For speciic requirement detis buy s lcensed capy o the Focal Document at
PLLPOFL Communicates to Data Functional Intersects With | purpose Specification | PRI02.1 5
i e points-of-focus-2022
echantsms exit
1) ke dota rvacy ntice(s) avelaie to individuss upon frst nteracting with on
lorganization an
(2) Ensare tha data privacy noices are clear and easy-to-understan, expressing
relevant information about how Personal Data (PD) s Collected, received, processed.
ltored. transmitted, share, updated andior
(3) Contain all necessary notice-related criteia required by applicable statutory,
[For specific requirement details, buy a licensed copy of the Focal Document at: mq“mmy and contractual obligations;
Provides Notice to Data ific require ils, i iment (4) Define the scope of PD processing activities, including the geographic locations and
P11-POF2 Subjects [C] itps:/in. 2l cpa-cima. com Functional Intersects With Data Privacy Notice PRI02thirg. n recipients that process the PD within the scope of the data privacy notice; 5
[revised-points-of-focus- (5) Penod\(eﬂy review and update the content of the privacy notice, as necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data retention
requirements.
Wechansms exit to ensure data privacy notces [GetTy the purposels) for which
rovides Notice to Data _|FOT SPECIfc requirement detais, buy a liensed copy of the Focal Document at: e ) e e e e o e e
PLLPOR2 Provides NticetoData [ ‘ Functonal | ntersects with |  purpose Specifcation |  pR-02.1 |Pe1°0na1 D212 (PD) s collected eceived, processed stored, ransmitted andor share s
8 Irevised-points-of-focus-2022
echanfsms exist to
3 ke g pitvacy notcets)avlale o ndiduals upon sk nteracking it an
lorganization and subsequently as necessa
(2) Ensure tha data privacy nah(esaredear and easy-to-understand, expressing
reevant formation bout how Fersonl Dta D) i ollected, eceived, processed,
iorea, ransmiea, shared, pdetcd andior disp
15)Cortamll necessary ntico-etatd i Teaired by appicabl statutory,
regulatory and contractual oblgat
. overs Entities and [[1 SPecific requirement details, buy a licensed copy of the Focal Document at Functions! tersects with | Data privacy Notice om0y | Defin thescope of PD proceesing activie, incudingthe geooraphic locations and R
Actvies i Notce 1C1 e aicpa-cima.com v thi-party recipients that process the PD within the scope of the data privacy notice:
revised-points-of focus- () Periodically, review and update the content of the privacy natice, as necessary; and
(6) Retain prior versions of the privacy notice,in accordance with data retention
requirements.
Fo specifc equirement dtai,buy 3 lcensed copy ofth Focal Document ot Wiechantsms exit fo ensure data privacy nofices Taeny the purposels) for which
P11p0F3 (Sovers eniiesond -y Functonal | ntersects With | Purpose Specifcation | PRL02.1 Personal Baa (PD) = collected, receved, processed, tored, ansmied andjor shared s
Fevsatpons ot ocus 3083

Secure Controls Framework (SCF)

24.0f 30



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

STRM
Rationale

STR

SCF Control

Secure Controls Framework (SCF)
[

Strength of

version 2026.1 x000a_03/27/2026

PL1-POF4

Uses Clear Language and
Presents a Current Privacy |I
Notice in a Location Easily
Found by Data Subjects [C]

For specifc requirement detal, buy alicensed copy o the Focal Document at

Feveed e aFtacus:3023

Functional

clationship

Intersects With

Data Privacy Notice

PRI02

ntrol Description

Mechanisms exist

1) Make cata pivacy noticefs) avallable o individuals upan it nteractng with an

Jorganization and subsequently as necessary;

(2) Ensure that data privacy nnt\tesare(\ear and easy-to-understand, expressing

relevant information about how Personal Data (PD) is collected, received, processed,

hared, updated and/or dispo

13)Contan i necessary noicerloed crria Teduired by appicabie satutory,

reouatory and contractya obigat

[ pefine the scope af PD pvocessmg acvites, ncluing the geographic locatons ana
irc-party recipients that process the PD within the scope of the

(3 Perodicaly. feview ani upate th cantentof e prvacy nEtice, o2 neccssary; snd

(6) Retain prior versions of the privacy notice, in accordance with data retention

requirements.

PL1-POF4

Presents a Current Privacy
Notice in a Location Easily

[For specific requirement details, buy a licensed copy of the Focal Document at
Iy

revised-points-of-focus 2022

Functional

Intersects With

Purpose Specification

PRI02.1

[Mechanisms exist to ensure data privacy notices identify the purpose(s) for which
lPersonal Data (PD) is collected, received, processed, stored, transmitted and/or shared.

PL1-POFS

Reviews the Privacy Notice
icl

For specifc requirement detal, buy a lcensed copy o the Focal Document at

B AN Y1

Functional

Intersects With

Publishing Security,
Compliance & Resilience
Documentation

Gov-02

[Mechanisms exist to establish, maintain and disseminate policies, standards and
lprocedures necessary for secure, compliant and resilient capabilties.

PL1-POFS

Reviews the Privacy Notice
icl

[For specific requirement details, buy a licensed copy of the Focal Document at:
It "

Irevised-points-of-focus-2022

Functional

Intersects With

Data Privacy Notice

PRI02

[Mechanisms exist t

(1) Make data privacy notice(s) available to individuals upon first interacting with an

lorganization and subsequently as necessar

(2) Ensure that data privacy notices are clear and easy-to-understand, expressing

relevant information about how Personal Data (PD) is collected, received, processed,
tored, transmitted, shared, updated and/or disposet

(3) Contin il necessary nticereated criterarequired by appliable statury,
Iregulatory and contractual obligati

(4 Defing the scope o PD processing activtes, ncluding the geographic locations and

[third-party recipients that process the PD within the scope of the data privacy notice;

(5) Periodically, review and update the content of the privacy notice, as necessary; and

(6) Retain prior versions of the privacy notice, in accordance with data retention

requirements.

PL1-POFE

Communicates Changes to
Notice [C]

[For specific requirement details, buy a licensed copy of the Focal Document at:
It v

Irevised-points-of-focus-2022

Functional

Intersects With

Dissemination of Data
lPrivacy Program Information|

PRI-OL3

[Mechanisms exist t
(1) Ensure that the public has access to information about organizational data privacy
Jactivities and can communicate with its Chief Privacy Officer (CPO) or similar role:

(2) Ensure that organizational data privacy practices are publicly available through

 lines to enable the public to
provids fesdbscic ancor direc questions t data pivacy office(s)regarding dsta prvacy
lpractices

i v dta sublects when changes are made to the privacy notice and the nature of
lsuch changes.

PL1-POF7

Retains Prior Notices (C]

For specific requirement detal, buy a lcensed copy o the Focal Document at

B AN o1

Functional

Intersects With

Data Privacy Notice

PRI02

[Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting with an
lorganization and subsequently as necessary;

(2) Ensure that data privacy ncncesavedeav and easy-to-understand, expressing
relevant information about 2 (PD) i collected, received, processed,
ored, ransmitted share updated o i

3) Contain all n ot relaten chtertsseauc by applicable statutory,
regulatory and contractual abigations

(4) Define the scope of PD processing activities, including the geographic locations and
[third-party recipients that process the PD within the scope of the data privacy natice;
(5) Periodically, review and update the content of the privacy notice, as necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data retention
requirem

Privacy Crtria Relted to
hoice and Consent

[For specific requirement details, buy a licensed copy of the Focal Document at:
It "

revised-points-of-focus-2022

Functional

Subset Of

Choice & Consent

PRIO3

[Mechanisms exist to enable data subjects fo authorize the collection, recaiving,

processing, storage, ransmisson,sharing, updting and/or dsposal of thelr Personal
a (PD). where prior to Collection the data subject is provided wi

' wam Ianguage to lustate the potental data privacy isks of ‘e authorization

(2) A means for users to decine the authorzaton; and

(3) All necessary choics and consentrelated criteria required by applicable statutory,

rebulotory and dontractual obligations.

NiA

Forspecitcrequirement dets buy 3 censed capy o the Focal Document st

et o sFiste 3053

Functional

Intersects With

Choice & Consent

PRI-03

echanems Xt Lo nable data SubjecsTo auhorce e colecton, receny
ving, updating andor disposal of their Personal
B 50). here prior 1o collehon the gaka subjoe s rovidca
(3Pl anguage o lusrate the potental daa privacy ks of e authorization;
1 users to decline the authorization:
() Al hecesssry choce e Consen-related erieia raquired by appicable statutory,
reguiatory and contractual obligations.

For specifc requirement details, buy a icensed copy of the Focal Document at

e e ot 3053

Functional

Intersects With

Just-In-Time Notice &
Updated Consent

PRI-03.2

[Mechanisms exist to present data subjects with a new or Updated consent request to
coliec, receive, process,sore,transmit,share, update andjor ispose Personsl Data
((PD) in’ conjunction with the data action, wh

(1) The original circumstances under which an individual gave consent have : changed; or
(2) A significant amount of time has passed since an individual gave consent

P2.1-POF1

Data

For specifc requirement detal, buy a licensed copy o the Focal Document at

to
Subjects [C]

oveed e aFtacur 3083

Functional

Intersects With

Choice & Consent

PRIO3

[Mechanisms exist to enable data subjects to authorize the collection, receiving,
processing storage, transmission. sharing, updating andr disposal o thlr Personal
[Data (PD), where prior to collection the ata subject is pr
(1) Plin language o lustrate the potentialdata privcy ks ofthe suthorizaton

2) A means for users to decline the authorization:
(3) All necessary choice and consent related crtera required by applicable statutory,
Iregulatory and contractual obligations.

P2.1.-P0F2

Communicates
of D

[For specific requirement details, buy a licensed copy of the Focal Document at:

enying
Withdrawing Consent (C]

Irevised-points-of-focus-2022

Functional

Intersects With

Choice & Consent

PRIO3

[Mechanisms exist to enable data subJects to authorize the collection, recaiving,
processing, storage, ransmisson,sharing, updting and/or disposal of their Personal
Data (PD) where prior o calection the data subject s provided

1) la nguage 1o Hlusrats the potentl data pivacy Fiks o the authorization
(2) & means for users to decine the authorization, and

(5) Al necessary choice and consent related criteria required by applicable statutory,
[2biitory and Sontraciua obhgatons

P2.1-POF3

Obtains Implicit or Explicit |1
Consent [C]

Forspecicrequirement detas buy 3 censed capy o the Focal Document st
It m

-cima.cor
revised-points-of-focus-2022

Functional

Intersects With

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects (o authorize the collection, recaving,
s ! ofther Personal

(1) Pl language o lstrate the potential data privacy ssof e authorization:
2) A for users to decline the authorization; ant

15) All hecessary choice and consantrelateq ertera required by applicable statutory,
regulatory and contractual obligations.

P2.1-POF4

Documents and Obtains
Consent for New Purposes [
ses [C]

Forspecifcrequirement detas buy 3 censed capy o the Focal Document st

Fevised-ports o lcus-202

Functional

Intersects With

JustinTime Notice &
jpdated Consent

PRI-03.2

[Mechanisms exist to present data subjects with a new or Updated consent request o
coliec, receiv, process,sore,transmi,share, update andjor dispose Personsl Data
((PD) in’conjunction with the data actio

() The crgins! Ereomitances under which an indvidual gave consent have changed; or
(2) A signiicant amaunt o &me has passed since an ingiiaual gave consent

P2.1-POFS

Obtains Explicit Consent for [
Sensitive Information [C]

For specific requiremen detal, buy alicensed copy o the Focal Document at

eveedponte-aFiacue303

Functional

Intersects With

Choice & Consent

PRI-03

echanisms exist o enable data subjects o authorize the calcion recelvng.

processing, storage, transmission, shaing, updating andjor isposa of thei Personal
ta (PD), here prio o collecton th data sul biect < provided

(1) lain anguage o lusirae the potentia dta privacy risks o the authorzation;

(2) A means or users to decline the authorization;

(3) All necessary choice and consentrelated ertera required by applicable statutory,

Iregulatory and contractual obligations.

P2.1-POF6

Obtains Consent for Data
Transfers [C]

[For specific requirement details, buy a licensed copy of the Focal Document at:
It y

Irevised-points-of-focus-2022

Functional

Intersects With

Choice & Consent

PRIO3

[Mechanisms exist to enable data subjects (o authorize the collection, receivi

lrocessing, storage, ransmission, sharing, updating andio disposal of thelr Personal
IData (PD), where prior to collection the data subject is provided wi

(1) Plain language to illustrate the potential data privacy risks of the authorization;

(2) A means for users to decline the authorization; and

(5) Al nocossary <hoice and consent related criteria required by applicable statutory,

Iregulatory and contractual obligations.

Privacy Criteria Related to
Collection

[For specific requirement details, buy a licensed copy of the Focal Document at:
It "

revised-points-of-focus-2022

Functional

Subset Of

Restrict Collection To
identified Purpose

PRI-04

[Mechanisms exist to minimize the collection of Personal Data (PD) o only what is

ladequate, relevant and limited to the purposes identified in the data privacy notice,
including protections against collecting PD from minors without appropriate parental or
legal guardian consent.

NiA

Forspecicrequirement dets buy 3 censed capy o the Focal Document st

et o aFistue 3053

Functional

Intersects With

Restrict Collection To
\dentified Purpose

PRI-04

[Mechanisms exist to minimize the collection of Personal Data (PD) to only what is
Jadequate, relevant and limited to the purposes identified in the data privacy otice
including PD from minors parental or
logal quariion coneern

For specifc requirement detal, buy alicensed copy o the Focal Document at

eveed e aFtacus:303

Functional

Intersects With

Authority To Collect
Process, Store & Share
Personal Data (PD)

PRI-04.1

Mechanisms exist to determine and document the legal authority that permits the
lorganization to collect, receive, process, store, transmit, share, update andor dispose
[Personal Data (PD), either generally or in support of a specific business process.

P3.1-POFL

Limits the Collection of
Personal Information [PI(C]

[For specific requirement details, buy a licensed copy of the Focal Document at:

Irevised-points-of-focus-2022

Functional

Intersects With

Restrict Collection To
Identified Purpose

PRI04

[Mechanisms exist to minimize the collection of Personal Data (PD) to ol what is

e, relevant and limited to the purposes identified in the data privacy notice,
including protections against collecting PD from minors without appropriate parental or
legal guardian consent.

P3.1-POF2

Collects Information by Fair
d Lawful Means [PI(C]

[For specific requirement details, buy a licensed copy of the Focal Document at:
It "

revised-points-of-focus-2022

Functional

Intersects With

Restrict Collection To
identified Purpose

PRI-04

[Mechanisms exist to minimize the collection of Personal Data (PD) o only what is

ladequate, relevant and limited to the purposes identified in the data privacy notice,
including protections against collecting PD from minors without appropriate parental or
legal guardian consent.

P3.1-POF3

Collects Information From
Reliable Sources [PJ(C]

Forspecifcrequirement dets buy 3 censed capy o the Focal Document st

et o sFistue 3053

Functional

Intersects With

Restrict Collection To
\dentified Purpose

PRI-04

[Mechanisms exist to minimize the collection of Personal Data (PD) to only what is
Jadequate, relevant and limited to the purposes identified in the data privacy otice
including PD from minors parental or
logal quariion coneern

P3.1-POF3

Collects Information From
Reliable Sources [PJ(C]

For specific requiremert detals, buy  lcenied copy ofthe Focal Document at

Fevecd ponta ot istus 053

Functional

Intersects With

Primary Sources

PRI-04.2

Mechanisms exist to ensure information is directly collected from the data subject,
[whenever possible.

P3.1-POF4

informs Data Subjects When|
‘Additional Information I
Acquired [PIIC]

For specifc requirement detal, buy alicensed copy o the Focal Document at

evieedponte-aFiacue:2083

Functional

Intersects With

Restrict Collection To
Identified Purpose

PRI04

[Mechanisms exist to minimize the collection of Personal Data (PD) o oy what is

jadequate, relevant and limited to the purposes identied n the data privacy notce,
including prots PD from mi parental or
oG guarain consert

P3.1-P0F4

informs Data Subjects When
Additional Information Is
‘Acquired [PILC]

[For specific requirement details, buy a licensed copy of the Focal Document at:
It y

Irevised-points-of-focus-2022

Functional

Intersects With

Notice of Correction or
Processing Change.

PRI-06.2

echartems exist to oy afected Gata ubjects I et Personal Data (7D has been
|corrected, amended or delets

NiA

[For specific requirement details, buy a licensed copy of the Focal Document at:
It "

revised-points-of-focus-2022

Functional

Intersects With

Choice & Consent

PRI-03

[Mechanisms exist to enable data subjects to authorize the collection, recaving,
processing,storage, ransmission,sharin, updting and/or dsposs! of thir Personal
IData (PD), where prior to collection the data subject is provided wi

() Pain language to lusrate the potert \a\dalannve(yr\sksahheaumanzanam

and
Jated crteria equired by applicable statutory
bulatory and Sontrackuat anhaatons.

NiA

For specific requirement details, buy a licensed copy of the Focal Document
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Functional

Intersects With

JustnTime Notice &
dated Consent

PRI-03.2

[Mechanisms exist to present data subjects with 3 new or Updated consent request o
coliec, receiv, process, sore,transmi,share, update and/or dispose Personal Data
((PD) in’conjunction with the data action,

T The arginal creumetances uner which an individual gave consent have changed: or
(2) A significant amount of time has passed since an individual gave consent.

P3.2-POF1

Informs Data Subjects of
c ¥ Failure to

Forspecicrequirement detas buy 3 censed capy o the Focal Document st

o
Provide Consent [C]

ma.com;
et o S iste 3053

Functional

Intersects With

Tailored Consent

PRI-03.1

echaniems eXstTo o data ubjecs o modly permision T colct, fecene
rocess, store, transmit, share, update and/or dispose selected attributes of their
Fersanal Data (55)
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SCF Control
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Secure Controls Framework (SCF)
Control Description

Mechanisms xit to enable data subjecsto uihotze he collection, receiving
rocessing storage, ranamision sharin, updating andior lsposal o el Parsonal
Bata (D) her prior o collcion the data subect provide
o ’ For secitc requrement dtalls by  censed copy of theFocl ocumentt 1) el anguage o lusirat the potental data privacy sk o the authorization
P3.2-POF2 ocuments Explicit Consent|y, Functional Intersects With Choice & Consent. PRI-03 5
o Revain nformaton (1 [P sicpa-cima comy (3) Al hecessary hotce and Consent rlated e requied by appiable statutory,
g Fedulatory and Lontractuel oongations
Wechansms SXiE
o Bata o). mevang mtsst, o s ranstentnes e
iod 0.t She purpose()ldened i the oxce or 2 el
" i
Privacy Criteia Related to [0 SPECIIC equirement detais, buy 3 lcensed copy of the Focal Document at personal Data (PD) |22 opose . destroys, erases, andlor R e et o
P40 < Functional Subset Of PRI-05. : 10
Rekerion.ana Diposal Rerermon & Dol 137 organzaton-defned techniques or methods to ensure secure deleton o
15 Retention. and DISposaleised:points o focus 2022 crenton & Diposa estruction of PD (nclucing originae, oples an archived records).
FeEratars ot o e e, e, s, g, Faremi,
Eharing anco updtin Personal Data (P o
o specifc reqrement detals by a lensed copy of the Focal Dcument 3 (2 The purpose(s) orgially collecied, mns\stznkw\mmz data privacy notice(s);
a0 Privacy Criteria Related to [FOr SPecific req t details, buy 2 licensed copy of the Focal D Lo Functional Subset OF Usage Restrictions of | g o 4 [12) What is authorized by the data subject, or authorized agent 0
e Retenin. and Disposa 05/ ichcmo cor ersona Data (701 (30 What is consstont wih appcable s, requatons ang conractual oblgatons
Fechaoms o s e e o ersane ot PO o eral e, 7
b e
Forspcitc rquremen dtats buy a cnsed copy ofthe FocolDocument at Inernaluse of Personal ) Takes measares o it o minimize the amount o P use fo nernal estng
Pal NIA Functional Intersects With Data (PD) For Testing, PRI0S.1 fraining and research purposes. an B
NV‘SEﬂ -points-of-1 ﬁKHS 2022 Training and Researc| 2) Aulhor\zes lhe use of PD when such information is required for internal testing,
faining and 7
Wechanisms SXt o res ek allecin.receving. procesain, ioring, HansriEing,
KSharing ancio updatin Personal b (P 0
+<pecinc requirement detal,buy  fcen men 17 The purpose(s)orighally colectd: consstent with the data piacy notce(sl
a1 o e e e et ooy Document 2t Functional Intersects With Usage Restrictions of | oo oc 4 [12) What s authorized by the data subject, or authorized agent; and s
Pt acparcima com etsona Data 701 (3) What i consscent wih appicaie s, requations ang coiractua oblgatons
oS 0t T rest Callecting. receving. processing, toring, FansiEing,
Eharing anco updatin Personal ta (P
o secific requirement detais, buy  fcensed copy ofthe Focal Document . 17 The purpose(s)oighall colecta consstent with the data privacy notce(s)
[ 565 Personal nformatin . rancionsl | itersectswin | Ussge Restricionsof | et oo+ [2) Wit s auinaised by th daa Sobcch o authersed agent s
(o nonges Purposes (i acparcima com Rersona Data (70) (30 What s consseent wih appicale s, replations ang conractual oblgatons
eehanEs St
Rt et ats (0 nciuing metadte,foran organzstondtine e
Iperiod to fulfill the purpose(s) identified in the notice or as required by
o specic reqirement gt by cnsecopy o the rocl Dot rerson ot 50 [ Sl b, s o sna e e 0. s o he et of
Pa2 NA I pa-cima.com Functional Intersects With Retention & Disposal PRI-0S |(3) se organization-defined techniques or methods to ensure secure deletion or 5
[revised-points-of-focus- [destruction of PD (including originals, copies and archived records).
Wedhansms oxto
(3 Retain Personal Data (PD). Including metadats, fo an organization-defined time
iod 0 T the purposet)I4enfed inth notce or s edlred by o
) Clsposeof. destroys, ersses, andjo ananyimizes the P, regaraless of the method of
reasors retansprsont ot speci requrement deas, by  cnsedcop of the ol Documert ot F A (USROS B L .
i#ic1 e v sicpa-cima com Rerermon & Do 137 0% organzaton-defned techniquss or methods to ensure secure deeton o
‘points-off |destruction of PD (including originals, copies and archived records).
For specic equrement detai,buy 3 censed copy of the Focal Documan ot [Fecharis o et PeoaT s P01 - preeced b T snd gy
Pa.2.P0F2 protects Personal ; Functional Inersctswitn | Sy f sonal DAt | g1, ecurty sfeouards tht are sufiient and sppropatly scoped o provect e 5
i Irevised-points-of-focus-2022 [Confdentality Pt (intearty of the pD.
Forspeciic raqurementGeals by 3 Tcened copy ot Foca ocument 3¢ —————— WeeH s Xt 1o Tacltate he anTGERto T Persanal Da TP
v A Functional | tersets Witn ot bcH093 s
Feviad-pons o ocus 3023
Fnr specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to securely dispose of, destroy or erase information.
va3 A funconal | ntersectswith | nformation isposal | Dema1 s
oot pons ot ocus 3083
eGhanErs St
e e Bt (70, g et or n rancton e e
Dermd to fulfill the purpose(s) identified in the notice or as requi
For specific requirement details, buy a licensed copy of the Focal Document at: (2) Dispose of, destroys, erases, and/or anonymizes the PD, mgard\css the method of
pa3 NA - Functional | Intersects With Fersanal Data (PD) omas 0% ana s
D oy Rekerton & Diposal 137 st organzaton-defned techniques or methods to ensure secure deeton or
revised-points-of-focus: |destruction of PD (including originals, copies and archived records).
echarisms ot o il & process T HTently and afectively Tospand t Tea st
Captures, dentifs, and_For specifc requirement detas, buy a censed copy o the Focal Docurment at. s e o o 2 Process o ST oo sec vy espondToredists
ra37071 Flogt Reetsfor Détenon i : Functonal | ntersects Wit |user Feedback Managemert|  PRI0G.4 [ty gsoncaros O ueEtions fam authentcated dta subjects about Pt s
el Feviedpoin o ocus 3023 (00 he organ
Captures denties, and_For Specic requrement detats buy 3 Tcensad copy of e Focal Document Wechanisms et s il  proceEs T Grase 3 G Subjels Personal D3 D).
pa3p071 Flogt Reaestsfor Détenon y Funconal | ntersectsWith | RighttoErasure | PRI0GS [accordance Wi, applcable awe:requations and conractua obiganons peraning 1o s
et Feviedpoint o ot 3023 v rtention o ther 7D
Disposes of, Destroys, and [For specific requirement details, buy a licensed copy of the Focal Document at: -hanisms exist to securely dispose of, destroy or repurpose system components using
P4.3-POF2 Redacts Personal It ¥ Functional Intersects With Se‘“’:ef’i:";f'é Des:v":f“l‘“" AST-09  [organization-defined techniques and methods to prevent information being recovered B
Information [PIIC] __|revised-points-of-focus-2022 quipr Jirom these components.
BRposesof Destroys, and [Fr seciic requiremen detals buy 3 Tcensed copy of e Focal Document at TechanTsms et o Securely GEpose o el When 1 ha Tonger required, oG
raap0r2 e : functional | tersectsWith | Physical Media Disposal | DCH08 [frmal pocedures s
nformation (P1Q)__revsed points affoces 2053
v 3 i - i lechanisms exist to securely dispose of, destroy or erase information.
P4.3-POF2 Redacts Personal Ihtty ¥ Functional Intersects With Information Disposal peH21  |Mech: e ly disp f, destroy B & 5
WechanEms SXE
et bas o). mevang mtsst, o s rersngenes e
iod 0t She purpose()identiied in th notce r 2 el
S cesoys, o, o Snamymuts e P Torloss o et o
s . et an ror spcc quramnt i,y s <o o v s ot ersonst ot 40 g et s s sroyies e . s o e o
Pa.3-POF2 e rsonal - htt Functional Intersects With Retention & Disposal PRI051(3) Use avqanua\mn defined techniques or methods to ensure secure deletion or 5
Information [PICI revised-point-of ocus 2022 |destruction of PD (including originals, copies and archived records).
cesropspesoral [e eI requrement detals buy 3 Tkensed opy of e Focal Documert ——— echaniss eXt o Securely Gspose o, GeFroy o EpuTpOse SYeTem CompOnents Uing
P4.3-POF3 Information (PIICT Functional Intersects with S¢S BISPOSE DESTUCon)  asT00 avganuauan—dehned techniques and methods to prevent information being recovered 5
rewsed (pointsof focus 2022 2 quipr m these components.
" Forsecie requremertdeals by s Tecmed cony of e Foea Document FechaToms b o secuely Gpose o edi When s 1o ongr e g
Pa.3-p0F3 Destroys Personal Functional | Intersects With | Physical Media Disposal | DCH.o08 [formal procedur s
eV pon o ocw 107
Stroys Personal ¢ if o - ; formation D [Mechanisms exist to securely dispose of, destroy or erase Iformation.
visrors pestors Fesona |10 ; Functonal | itersectswith | nformation Dsposal | bewa1 s
Wechansms oxitto
(3 Retain Personal Data (PD). nclucing metads, fo an rganizaion-defined time
eriod 0 T the purpose()I4enfed in th notce or 2 el by v
U P— ) Clspose of. destroys, ersses, andjo ananyimzes the P, regaraless ofthe method of
resrors DestroysPersonal runctonsl | iersectown | Persona 0ata 001 |y [soregeran s
armaton 1G] [psiwww.aicpa-cimacom Rerenmon & Dol 137 organzaton-defned techniques or methods to ensure secure deleton o
P |destruction of PD (including originals, copies and archived records).
THechanTsms St pravide Svenleated Gats SCbjecs e STy o
e s e () < b ot e shre, axcest
har o b T or et o oo <o o b BB oo
et offerea o he dats ubjec hfouoh arantn
) Gbtaim answers ontne specifcsof ow ihai P i coleed,receved, processed,
Sored, ranamised, shared; apdatea andor G5posed:
57 btainthe souce(s of
sy Crtria Rt to [ PG requrement dtals, by afconsecopy o he FcalDocumnt o sinthe sourcel)of heiTPDL e rocessed, stored
#s0 rivacy Crtrs Reeted Functonal Subsetor  [Data Subject Empowerment| P05 [ 0btai th categoresoftheir P being colected, received, processed,stored and 10
rewsed -points-of v’e(us 2022 (5) Request correction to lhe\r PD due to inaccuracies;
(6)Reduest erasur ofther
(5 e s clcing. recein,procesin, staring ansitig, updtes
o snarng of he
et ety et i ol D echantsms oXit 1o HTze technical ontrofs o correc Persona Data 7D hat =
- " nctons | erscswn | G Conectng | o ol o Stste, ertecty detemind egorn mped o ety - s
Fevied pons o ocus 3023
o specifc requirement dtais, buy Icensed copy of th Focal Document a R e R—
Pl NA ity d ts-of. m 2022 Functional Intersects With | Data Subject Empowerment| PRI0E  here the burden, risk or e> roviding access would be disproportionate to the s
[revised-points-of-focus [benefit offered to the data subject through granting access;
Wechanisms et to maintain a-processt icently and efectvely Tospan t Toq st
po1 A For specifc requirement detafl, buy a icensed copy of the Focal Document o runctionsl | intersects it |user Feedback {| prrosa  |complaints, concems or questions from authentcated Gata subjects about ersonal Data s
i o, unctional ntersects Wit jser Feedback Managemen! a |(PD) the organization collects, receives, processes, stores, transmits, shares, updates
Feviedpon o ocus 3022 (o)
FeChatoms i T v SUTenced o e e oy o
(3 Access ther ersanal ot (PD) that s being processed.stored and shared, except
ik o expense of rowlang 2ccess wauld be dsproporionat to e
et ofere i daks ubjec ouah Sranting access
Gt arvers e et o T 7312 oo, eceied, procesod
Sored ranamited, shred, updatea andior asposed:
(3) blain the source(s of th 70
o spcif requirement detai,buy  lcensed copy of th Focal Document sinthe sourcel of HeITPDE e, processed,stored
P5.1001 responcs to Data Controer [, : functional | ntersectsWith [Data Subject Empowerment|  PRi0s 1) Obtainthecategoresof thlr P beingcolected, recelved, processed,stored and s
a Irevised-points-of-focus-2022 (5) Request correction to their PD due to inaccuracies;
(5 Rodquest crosur of tht P
17) Resiric th further calactng, receiing,processing,storing, ransmiing, updated
o sharng f her PO
TeeharSms ot o provide Sicated dats SUBJocs e Ty o
15 ecess et Perstnal ot (B3 tho s bei protessed. stored and shared, except
IAhere e burden, ik o expese o providng access would b asprapordonate (o he
et ofered t he daes SUlect hrouGh granting access
bt anowes o e Specics o o e 1 o, eceue,procesed
Sored, tranamie shared; apdated andir 5p0s
13 btai the source(s of thr 70
. uthenicatos Data_[F9Specicrequiremen detas, buy  lcensed copy of the FocalDocument at ronctonst | terscts win |t 50t 13 Ontai the coegeries ottt P being collected, eceived, processed, tored and
' : o : unctonal | ntesects With | Data Subject Empoverment|  PRi8 s
Subjects’ Identity [PIC] [0 iooq oints-of-focus-2022 [sharec
P (5) Request correction to thelr P due to naccuracis;
16)Requeat er
(5 Reskrc o e collcing: receing, processing, storing,transicing,updated
ncior sharn of her 5.
Techansms St T pravTe Senlcated Gats SCbjecs e STy o
(13 Access el ersinal ot (PB) tha s being protessed. stored and shared, except
ihere e burden. sk o Sxpene of prvicng access would 5 aispraporionate 1o ne
et offere o he daks Sbjec rouoh drantng acces
) Gbtain answers ontne specifcsof ow ihai P i coeced,receved, processed,
Ko, e, Share Uhdscd ndor ospase
157 btainthe source(s of
permis ata St o spcicrequroment sy  ons copyoftho ol Dacument sinthe sourcel)of heiTPDL e srocessed, stored
Ps.1.703 Access to Tl Persona Functional | ntersects Wit [Data Subject Empowerment|  PRI06 N;?;t h e f i P i collece e, procese,sore s
Information [PIIC) vev\sed -points-of ’0(“5 2022 [(5) Request correction to their PD due to inaccuracies;
(6 Reduest crasur of il 7D
17) Resirict the forther calactng, rceiing,processing,storing, uansmiing, updoted
o snarng f her P
Provides Undertandatie For spece requrementGeals by 3 Teensd copy of e Faca Document echarisms S5t il  process T ety and afectively Tospond 1 Tequest]
.00 érsona formatan Wi G Functionol | nterscts With _[user Feedback Management] PRL06.4 [complalns. concerns o Questionsflom aLtnentcated dat sublects about Persona Data | 5
Sonable Tme PICI " Fewsedpos o ocus 3023 (D) e orgarizatin coects. receives, processe, tores, ransmts. hares, upites
Frovids Undersandale Forpecic (aurement deals b 3 TCereedcopy o1 e Focl Documrt o Refect Urauentcaed o Wiechanizms ot refectunauthenticated, or urirushwarhy, ciosurs requests
1008 e nformatian Wi : functional | ntersectswith | Unistwaniny Disclosure | PRI07.4 s
Reasonable Time [P]l(] [revised-points-of-focus-2022 Requests

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

AICPA 2017 Trust Services Criteria (TSC) x000a_Revised Points of Focus - 2022

SCF Control

Secure Controls Framework (SCF)
Control Description

Strength of

version 2026.1 x000a_03/27/2026

STRM
Rationale

elationship
Mechanisms exist o maintain 2 process (o eficiently and effectively respon to requests
Informs Data Subjects I _[[r SPecific requirement details, buy a licensed copy of the Focal Document at: |complaints, concerns or questions from authenticated data subjects about Personal Data
P5.1.POFS 1o Demed plc [Pt Functional Intersects With |User Feedback Management| ~ PRI-06.4  |(pD) the organization collects, receives, processes, stores, transmits, shares, updates B
ceess 1 Denied [PIC] A
evicd poinis o focus 3072 (D) the organiz
Farisms exist 0 UHTz€ Techcal Controls o Correct Personal Bata (PO That &
For specific requirement detalls, buy a licensed copy of the Focal Document ot Updating & Correcting inaccurate or outdated, incorrectly determined regarding impact, or incorrectly de-
P52 A Functional | ntersects witn | VBSSEMO S Cortecting | g5, accurat s
e pons oF ot 3053
echanisms exit o maintai @ process o
For specifc requirement detal, buy a lcensed copy o the Focal Document at (1) Data subjects to have Inaccurate Personal Data (PO} maintained by the organization
Ihtty < Correcting Inaccurate I |corrected or amended; and
P52 A Functonal | imersects witn | Cgrecting naccurste | g g1 s
o ersonal Data (2) Disseminating corrections or amendments of PD to other authorized users of the P,
echanisms ot o natfy afected data subjects F heir Personal Data (7D) has been
For specitc requiremen detal, buy a licensed copy o the Focal Document at } ) 3
P52 A , Functional | ntersects witn | Noiee o Cortecton or | g corected, amended or deltea s
Irevised-points-of-focus-2022 9
For specic requirement detal, buy alcensed copy o the Focal Document at WecHarTsms SRt o maintaln 3 process or Gata Sublects o appeal am aaverse Gecson
P52 N i ‘ Functional | Intersects With | Appeal Adverse Decision | PRI-06.3 s
evisea-points-of focus 2072
Wecharters exit o maintain 3 process 1o efciently and efectvely respond 10 Tequests]|
P52 NA o e e B e e Focal Document ot Functional Intersects With |user Feadback M o pri0sa [complaints, concerns or questions from authenticated data subjects about Personal Data 5
- -focus.2022 unctional ntersects Wi Iser Feedback Management . I(PD) the organization collects, receives, processes, stores, transmits, shares, updates
revised points-o focus Joncor disposes
Wechantsms exit o dentiy and record
For spciic requramen et by e copy of e Focl Document g personal Data ¥
vs2 n Functional | ntersectswitn [UPating Personal Data (PD) g 1 1) The processtes) used o update personal Data (7D} and 5
et o aFiotue 3053
Wechartsis S¥it t maintaln 3 process 1o Sclenty and Sectvely respond 1o Tequests]|
Responds to Data Controller|FO" SPECic requirement details, buy a licensed copy of the Focal Document at: lcomplains,concerns or uestionsfrom authentcated cata subects abo Personal Data
P5.2-POF1 sy Intty " Functional Intersects With  |User Feedback Management|  PRI-06.4  |(pD) the organization collects, receives, processes, stores, transmits, shares, updates 5
a Irevised-points-of-focus-2022 land/or dispases
esponds o ata Contrate [ 3 TPece Tequrerment Geal. by s e copy e Foea Docmart o Reject Unautnenticated or Wechantsms exit o Tefect Unauthentcated, o Gmiristworthy, GSciosure Tequests
P5.2-POFL P e Functional Intersects With | Untrustworthy Disclosure | PRI07.4 5
a vev\sed i-points-of-| Vocus 2022
WECharTes exit o maintaln 3 process o
— e, buy o y (3 i it o e et sic Personal Data (PD) maintained by the organization
I Communicatespenil o [0 SPeciic requrement et buy a cnsed copy of the Focol Document ot o | e | comtng mccste | gy | o s
Access Requests [PILCT om0 s Persanal Data (PD) (2) Disseminating corrections or amendments of PD to other authorized users o the PD
o e e
e e e oo e o o o o TS St e oty aWecied G St ey Persanal Data (PO s b
Denial of Notice o Correction or lorrectea, amended o dele
P5.2:p0F2 Communicates Denil o Functional | ntersects witn | Netice of Comectionor | o6 5 s
4 rewsed i-points-of-| v’a(us 2022 9 '9¢
Wechartams oxit o aenthy and recon
s 2rore communictes enil o2 PG equirement dtas buy a ensed copy ofthe FocalDocument ot P (O o S 5t o A
Acess Requests PIC) TP aicparcima.com Frocess (2) The frequency that such updates occur
ermis Data Subjects to_[Fr specic rquiement detas, buy  censed <opy ofthe Focl Documentat [E— [echaniams exiet o notly afected data subjects f thefr Personal Data (7DJ has been
P5.2-p0F3 Undate or Correct Personal [ Functional | itersects witn | Notice o Correcto PR106.2 s
Information [P][C] Irevised-points-of-f Vocus 2022 9
Permits Data Subjects to_|For specificrequirement detais,buy a icensed capy of the Focal Document o e concerns or Queatiots from authentcatecdats Subiect Ssout Parsena Deta |
P5.2:-P0F3 Update or Correct Personal |ty - Functional Intersects With  |User Feedback Management| - PRI-06.4 (pp) the organization collcts,receives, processes, tores, ransmits, shares, pcates 5
nformation [PICI | rewisedpoints of focus-2023 (D) e
Permwts Data Subjects to |For specific requirement details, buy a licensed copy of the Focal Document at: Reject Unauthenticated or [Mechanisms exist to reject unauthenticated, or untrustworthy, disclosure requests.
P5.2.p0F3 jpdate o Correct Persona [ ; Funciona | mersets Wi | Unstwaty Dicore | pR17.a s
Information (PILCI " revisedpoints-of focus. 2022 Reque:
Fechantsms exit t maintain @ process t eficlenty and SHectvely espond o requests |
Comm Denial of |FOr Specific requirement details, buy a licensed copy of the Focal Document at: |complaints, concerns or questions from authenticated data subjects about Personal Data
P5.2-POF4 ommunicates Denial of Functional Inte ts With  [User Feedback M: t|  PRI-06.4 5
£ Sommunicates Denlel o ntersects With |User Feedback Management|  PRL06.4 (pD) the oganization collects, receives, processes, stoes, ransmits. shares, updates
revised pointsof focus 2072 [ancor disposes
For specihc requirement detal, buy 3 icensed copy of the Focal Document at Wechanisms exit 0 resict he Giclosure oF sensivelregulated data 1o authorized
P60 Privacy Crteria Reated to i ; Functonal SubsetOf | Discosure of Information |  DCH.03.1. [partes with 3 need to know 10
revised points-of 1ocus 2072
For specifc. requremen deals buy 3 censed copy of e FocalDocument PP — Wechariams exit o Giclose Personal Bata (PD) o third partes oy Tor he purposes
P6.1 NA Functional Intersects With “Third Pamesg PRI-O7 \dentlﬁed in the data privacy notice and with the implicit or explicit consent of the data 5
revised pointsof focus 072
Commuricates Pivacy Forspecifc requrement deal buy 3 Tcenacd copy o he Focaloocument ot . Wechanisms oxit o Gisclose Personal Data (PD) o third paries oy Tor re purposes
P6.1-P0F1 Roicies to Tira Paries (7] |1t Functonal | ntersects witn | "TOTaton Sharing With |7 dentiiea nthe dta prvacy notice and withthe ImpI o expic consent of th data s
S revised points-o 1ocus 2072
Wechantams oxit o Telude data privacy FeqUTEments in contracts and other
Communcate rvcy o specnc requirmt deti, by 3 ansedcopy o th Fcol Documen Data privacy Requirements e s B s or
Po.1-P0FL Poicies to Thra Paries (P11t Functional | Itersects With | for Contractors & Service. |  PRI07.1 [ocueionrelated documents tha s
S Fevised-pointsof 1ocus 2072 ovicers
Bl Porsral e Speeic equmert deals by 3 Teerd copy of the Foal Bocumert . echantsms oxit o restict the Grclosure of SensTveTregulated Gata fo auharzed
Po.1.P0F2 Information onl it Functional | Itersects With | Disclosure of Information |  DCH-03.1. |parties with 3 need to know s
Roprobote [P |loveet ponsartocys 3055
iscloses Persanal[For specific requirement detal, buy 3 censed copy of e Focal Documert at o G4t 5 T e Gl ofPrzoral Dot (PO o ithrized gt o
Po.1.P0F2 Information only Vinen ’ Functional | tersects witn | UItnG Personal Data (°D) | .07 7 inScie purpose for which the PO was abteins s
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PIL1POF3 Necessary to Support the |1 - a0 Functinal | Intersects With | Resilence Requirements |  PRM-05  |pre-defined decision points n the Secure Development Life Cycle (SDLC)
Use of 3 &00d or Poduct.rewisecpoints-of focus-2022 niton
FecTTs o o des v ementpodue et pecesee o
Defines Information  |For specific requirement details, buy a licensed copy of the Focal Document at: actively govern the design, development and production of Technology Assets,
PIL1-POF3 Necessary to Support the - Functional Intersects With Product Management | TDA-01.1 [Abplications andior Services (TAAS) atross the System Dovelopment Lite Cycle (SDLC)
Use of 2 G00a or Product. revisecpoints of focus-202
) improve functionaiiy;
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SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

IMechanisms exist to design, develop and produce Technology Assets, Applications and/or
Defnes nformation For specific equrement et by a censed copy of e Focal Document ot Minimum Viable Product [Services (TAAS) in such a way that risk-based technical and functional specifications
PI11-POF3 Necessary to Support the Functional Intersects With Security TDA02  [ensure Minimurm Viable Product (MVP) critera establish an appropriate level of security 5
R Gond of Braduts [ oveed o arracys 3053 Requirements Jand resiliency based on applicable risks and threats,
or specific requirement detais, buy a icensed copy of the Focal Document a Fiechanisms exist to faciEate the Tmplementation of aflored development and
P2 NA e o L iresocsommand SO st senses ranan Functional Subsetof | Technology Development &| 150 5, facguisttion strategies, contract tools and procurement methods to meet unidue business 10
L sition Inecds o o
rewsed points-of focus.2022
W i etion o ; e es echarns Xt Lo develop applcations based on Secure Sofare Development
) m e ¥ Functional Intersects With | Development Practi ToA0s  [pechase e s
Deﬁnescharacrerlshcs g ¥ > oy ig hanisms. Ex\st o develop applications based on Secure Software Development
PI12-POFL et Functional intersects With | Development Practices | TDAQG |mechansiis exs s
efines Characteristics of i il oy lechanisms exist to check the validity of information inputs.
PL2-pOFL Defnes Choracters t s v 70 Functional | Intersects With | Input Data Validaton | ToA1s " 10 eheck The Valaty of formation put: s
” rocessin i i etion o ; e es [Mechanisms exTst to develop appiications based on Secure Software Development
PI1.2-POF2 Evaluates Processing ¢ Functional Intersects With Development Practi TOADE o ctices (550P) 5
up =y .t lechanisms exist to check the validity of information inputs.
PI1.2-POF2 Evaluates Processing - Functional Intersects With Input Data Validation Toa1s  |Mech: t to check the validity of infc i = 5
Creates and Mantains [ o0 0 o - oay i [Mechanisms exist to develop appiications based on Secure Software Development
PI1.2-P0F3 e s - Functional Intersects with | Development Practces | TDA.06 _|LeChan ST S5 s
Creates and Maintains |\ i tion o ; - dation [Mechanisms exist to check the validity of information inputs.
PI1.2-P0F3 e e 1t y Functional Intersects With | Input Data Validatior ToA18 5
For Specifc requrement detai,buy 3 lcensed copy ofth Focal Document ot iechantsms exist fo Taciltate Ehe mplementation of falored development and
P NA Functional subsetor | Technlogy Develooment & 01 acauision sraegies.cotract folsand rocurement methods o mee uriaue business 10
vev\sed points-of-focus-2022
s A e < yeh E— ot Devaomment arces | Tongo | |[JSCIaTaS o To eveiop SppIeations besed on Secure Softvare Developmert "
ment practices (SSDP).
iochane ST e Spporig DUSHESE racesces T TmpIemenT St
IFor specific requirement details, buy a licensed copy of the Focal Document at: lgovernance and service management to ensure appropriate planning, delivery and
PIL3-POFL Defines Processing |, o " Functional Intersects With Service Delivery 0Ps-03  [support of the organization's technology capabilities supporting business functions, 5
revised-points-of-focus-2022 (Business Process Support) [workforce, andor customers based on industry-recognized standards to achieve the
[specific goals of the process area.
Fiechanisms exit fo define business processes with consideration for Securty.
lcompliance and resiience that determines:
et procossing [ DS raqurementdetals, by  kensed copy of h Focal Document 1) The resufingris o orgaizationl aperations, assets,ndhiduals and aer
PIL3-POF1 9 Functional Intersects With | Business Process Definition |  PRI-0 [0r9anizations; an 5
Wi e i (2 nformation protection needs arsing from the defined business processes and revises
he processes a5 necessary, unfil an achievable set of protection needs is obtained
PIL3P0FL Defines Processing [ : i Functional Intersects Wi | Developmont acices | TOA-06 _[JIchanse xSt o develop applcations based on Secure Sotvare Develapment 5
practices
Mechanisms exit fo deRne supporting BUSIAGSS pracesses and ImpIement approprate
IFor specific requirement details, buy a licensed copy of the Focal Document at: jovernance and service management to ensure appropriate planning, gelivery and
PIL3-POF2 IDefines Processing , Functional Intersects With Service Deliven OPs-03  [support of the organization's technology capabilities supporting business functions, 5
revised-points-of-focus 2022 (Business Process Support) [workforce, andfor customers based on industry-recognized standards to achieve the
lspecific goats of the process area
Chanfsms Gxit fo define busInGss processes Wit consderation for Secury.
lcompiance and resiience that determines.
For specific requirement detais, buy a licensed copy of the Facal Document at: 1) T resuting ik 0 rganiatonalopertions,assts, ndidualsand ther
PIL3-POF2 [Defines Processing > Functional Intersects With | Business Process Definition |  PRI-06  |059anzations: 5
e o (2} nformation protection needs aising from the defined business processes and revises
Jthe processes as necessary, until an achievable set of protection needs is obtained.
v 2
P o " p e ST [WMechanisms exist to develop applications based on Secure Software Development
PI1.3-POF2 IDefines Processing ¥ Functional Intersects With Development Practi TOADE o tices (550P) 5
[Mechanisms exist o Gefine SUppOTEng DUSIeSs processes and Implement approprate
Detects and Carrects - Farspecifc requirement detals, buy »lcensed copy o the Focal Document o Service bel lgovernance and service managemen to ensre appropriate planning, delivery and
PIL3-POF3. Processing or Production Functional Intersects With ervice Delivery OPS-03  [5upport of the organization's technology capabllities supporting business functions, 5
Activity Errors itps:/in polnte ot focuss022 (Business Process Support) [workforce, andfor customers based on industry-recognized standards to achieve the
[Specific goats of the process area
echanirs et o deine busnessprocesses W consderaion o secuy.
lcompliance and resilience that determines.
Detects and Corrects  [For specific requirement details, buy a licensed copy of the Focal Document at: lcl') aT:;ez;:smlmq risk to organizational nperalmns assets, individuals and other
PIL3-POF3 Processing or Production - Functional Intersects With | Business Process Definition |~ PRM-06 u;zwmmm I ection needs aising from the defined business processes and revises s
Activity Errors revised-points-of-focus-2022 the processes as necessary, until an achievable set of protection needs is obtained.
% - 2
e o e F— e ST iechanfsms oxist fo develop applcations based on Secure Software Develapment
PIL3POF3 Processing or Production [t ¥ Functional Intersects With | Development Practi ToA0s [Hechanse exs s
Mechanisms exist o Gefine SUppOTEg bUSIeSs processes and implement approprate
[For specific requirement details, buy a licensed copy of the Focal Document at: [governance and service management to ensure appropriate planning, delivery and
PIL3-POF4 Records System Processing |[ o SPecific require 2 i3 Functional Intersects With Service Delivery 0PS-03  [SUPPOrt of the organization's technology capabilities supporting business functions, 5
Activities revised-points-of-focus 2022 (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area.
[Fechanises exst o deine busness processes Wit consderation o secur,
mpliance and resilience that
Recorts St prcesin [ PG roqrementdtas, buyaconsecoy o he FocalDocumrt o V;,; T esing szl apratons, asets, notculs a1 v
PIL3-POF4 tvities e poneat ocue 3023 Functional Intersects With | Business Process Definition | PRI-06 (2 nformation protection needs arsing from the defined business processes and revises °
e processes as necessary, until an achievable set of protection needs s obta
Records System Processing - - 3 i unctional ntersects Wit evelopment Practices lechanisms exist to develop applications based on Secure Software Development
PIL3POF4 SYotem Pt e Functional Intersects With | Development Practi ToA0s [Hechass exs s
Mechanisms exist o Gefine sUppOTEng buUSIESs processes and Implement approprate
For specifc requirement detal, buy alicensed copy o the Focal Document at |governance and service management to ensure appropriate planning, delivery and
PIL3-POFS Processes Inputs o i Y, i Functional Intersects With Service Delivery 0ps.03  [eapport of the organization's technology opabiliies supporting business functions 5
itpsin points-of focus 2022 (Business Process Support) [Workforce, ancor customers based on induciry.recoanized standards to achieve the
Jspecific goals of the process area.
Fecharirs ot 1o dene busnes processes Wi consgeraon o secuty
lcompliance and esiience that determi
o s requremnt gt s e copy o h ol Documer (1 Tne resuting risk <o organizational operations, assets, indviduals and other
g , - o5 [organizations; and
PiL.3-poFS [ T W S A R Functional Intersects With | Business Process Definition | - PRM-06 |5}'information protection needs arising from the defined business processes and revises °
Jthe processes a5 necessary, untl an achievable set of protection needs is obtained.
PI1.3-POF5. Processes Inputs ttpey < Zourcs i Functional Intersects With Development Practices Toa0g [Mechanisms me to develop applications based on Secure Software Development 5
P P [Practices (SSDP).
Fechanisms extTo onfgur Technology Asses AppIcatons andor Service (TARST 1
roduce event logs that contain sufficient information to, a a min
(1) Establish what type of event :
For specific reqmrement details, buy a licensed copy of the Focal Document at: [(2) When (date and time) the event occurred;
(3) Where the event occurred;
pLa NA Functional Intersects With | Contentof Event Logs |  MON-03  |(3) fjnere the event occure s
Ve points o 1ocus 2072
revised-p (5) The outcome (success o failure) of the event; and
(6) The identity of any user/subject associated with the event.
For specific requirement detaits, buy 3 lcensed copy of the Focal Document ot iechaniams exit to protect event logs and audl [ools from unauthorized access.
pLa NA i Functional Intersects With | Protection of Event Logs | MON-08 [modification and deletion. s
revised-points-of-focus-2022
Fo specifc equirement detal, buy 3 lcensed copy ofthe Focal Document ot [Physical security mechanisms exist o resirict access Eo printers and other system output
PLa NA Functional Intersects witn | AcCe5S Controlfor OUBUL | peq 15 |devices to prevent unauthorized individuals from obaining the outpu: s
rewseﬂ points-offocus-2022
“ i tion o . e P, echians Xt Lo develop applations based on Secure Sofare Development
P NA e - Functional intersects Witn | Development Practices | TDA06 _|pechanse & s
PIL4-POFL Protects Output Ihttpe: ¥ . i Functional Intersects With Data Protection om0 [Mechanisms ex\st o facilitate the implementation of Gata protection controls. 5
[Fiechaniams exist o Gefine sUppoTEing buUSIess processes and Implement approprate
For specifc requirement detal, buy alicensed copy o the Focal Document at |governance and service management to ensure appropriate planning, delivery and
PIL4-POFL Protects Output 4 g £ 200 Functional Intersects With Service Delivery OPS.03  |support of the organization's technology capabilities supporting business functions, s
e points-of focus.2022 (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area.
Fecharims ot To deine busnes processes Wi consgeraton o secuty
lcompliance and esiience that determi
orspecifc requirement details, buy  lcensed copy o the Focal Document a: (1) Tne resutting risk £ organizational operations, assets,indvidusls and other
’ . o § : , » Lo [organizations; an
PlL.4-pOFL Protects Output revised:points-of-focus 2022 Functional Intersects With | Business Process Definition | - PRI-06|5}'lnformation protection needs arising from the defined business processes and revises °
Jthe processes as necessary, untl an achievable set of protection needs is obtaine
PI1.4-POF1 Protects Output o ¥ zourc i Functional Intersects With Development Practices Toa0s  [Mechanisms exist to develop applications based on Secure Software Development 5
o r |Practices (SSDP).
ist r\ utes Output Only to i oy yips lechanisms exist to facilitate the implementation of data protection controls.
PIL4-POF2 Distrbutes Output Only 1o [y ci 41201 Functional Intersects With Data Protection DeHo1  [Mech: t to facilltate the implementation of data protecti trok 5
VMechanisms exit to define sUppoTting BUSINeSs processes and Implement appropriate
Forspcitc rquremen dtats buy  cnsed copy ofthe FocolDocument at jovernance and service managemen o ensure appropriate planning. delivery and
PIL4-POF2 Distributes Output Only to Functional Intersects With Service Delivery 0OPs-03  [support of the organization's technology capabilities supporting business functions, 5
tended Parties. Fevrom pointeat facue.053 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
[specific goals of the process area.
Fecharfems e o e Busess processes Wi consaeraon o ecurty:
lcompliance and esiience that det
o spcic reqirement dtas by s copy of the o Dot ) The reulting ik to rganizational operations, asset, individusls and other
isrbues output only o lorganizations; an
PILa-POF2 - Functional Intersects With | Business Process Definition |  PRM-06 s
tended Parties mwsgﬂ oints-of-focus-2022 [(2) Information protection needs arising from the defined business processes and revises
P Jthe processes a5 necessary, unfil an achievable st of protection needs is obtained
v 3 v T
P DR QU Oy o [ v E—— nersecs Win | Devaoopiant portces | Tongs [N o 1 Geveip sppleatons based n Secure Sotware Devempmert .
Distributes Outg H 3 i [Mechanisms exist to facilitate the implementation of data protection controls.
PIL4-POF3 Compaapkes OBy [ ¥ Functional Intersects With Data Protection bCH-01 s
[Fiechanisms exist & Gefine SUppOTEng bUSIESs processes and ImplEmEnt approprate
For secitc reqrement detals by  censed coy of e Focl ocumentt lgovernance and service management to ensure appropriate planning. delivery and
PIL4-POF3 Distributes Output o i £ 300 Functional Intersects With ervice Delivery OPS-03  |SUppOrt of the organization's technology capabilities supporting business functions, 5
Completely and Accurately "=/ points-of focus.2022 (Business Process Support) |workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area.
Fecharirs o1t o deine busines processes Wi consgeration o secuty
lcompliance and resiience that determines:
vttutescuput [ PR roqrementdtas, buya s copy o he FcalDocumrt o (02 e resling ik o Crganzationlspratons,aset, naiuls and tner
PIL4-POF3 Completely and Accurately 1P/ 2 Che-ama.Com Functional Intersects With | Business Process Definiion | PRI-06 ' information protection needs arising from the defined business processes and revises °
Jthe processes a5 necessary, untl an achievable set of protection needs is obtained.
Distributes Oury " ¥ 3 i [Mechanisms exist to develop applications based on Secure Software Development
PIL4POF3 ol Oy [ Functional intersects Wit | Development Practices | TDAQG _|mechansis exs s
T T - oy i lechanisms exist to facilitate the implementation of data protection controls.
PIL4-POF4 Records of System Output [htty ¥ Functional Intersects With Data Protection peHo1  [Mech: t to faciltate the implementation of data protecti ol 5
Wiechaniams exit to Gefine SUppOTng BUSIESs Processes and mpIEmEnT approprate
Creates and Maintains _ [For specifc requirement details, buy a licensed copy of the Focal Document a: Deiiven moore o e orgamsstione 1achnatogy capaniies coporting busisess funciions
PrLAPOR Rt of Systemm Gurmut |t : Functional Intersects with PS03 [SUppOrt of the organization's technology capabilties supporting business functions, s
s/ Irevised-points-of facus 2022 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
[specifc goals of the process area.
[Miechaniams ex/t to Gefine bUsIness processes with consIgeration for Securly,
complance and rsfence tht getermines:
Crestesond ainains _orspcitc rqurement detals, buy  cnsed copy ofthe Focol Document 2t (1) Th resuling s o orgaizaionlaperations, assets, ndidust and athr
ecords of System Output [t unctional ntersects Wi usiness Process Definition w6 [
PiL4-POF4 FRecordsofsystem utput |t s acparcima com Functonal | Itersects With | Business Process Definton | PRM-06 |ESRNERTNE T o1 needs arising from the defined business processes and revises| >
the processes a5 necessary, until an achievable set of protection needs is obtained
i oy yips chanisms exist to develop applications based on Secure Software Development
) Racores of yerem Gurput [ T oA Functional | itersects With | Deveopment Fofices | TOAG6 _[Bechansme el 1o develop appications based an Secure Sotvare Development s
s e i c i Functional \ntersects With ‘Date Protection Dero1|Mechanisms exist to facilitate the implementation of data protection controls. B
For specific requirement details, buy a licensed copy of the Focal Document at Fiechanisms exit to retain media and Gata i accordance With appIcable statutor,
PILS NIA Ihtty ¢ Functional Intersects With Media & Data Retention DCH-18  |regulatory and contractual obligations. 5
revised-points-of-focus-2022
For specific requirement detalls, buy 3 licensed copy of the Focal Document at: iechaniams exit [0 protect event 1ogs and audl [ools from unauthorized access,
pLS NA e v Functional Intersects Wiith | Protection of Event Logs | MON-08 [modification and deletion. s
revised-points-of-focus-2022
v iz
- — T T e Chanfsms oxist fo develop applications based on Secure Soffware Develapment
PiLs, NA e Functional Intersects With | Development Practi ToA0s [Hechamse exs 5
- oy i lechanisms exist to facilitate the implementation of data protection controls.
PILS-POF1 Protects Stored Items [t ¥ Functional Intersects With Data Protection peror  [Mech t to faciltate the implementation of data protecti ol 5
[Miechaniams exit to Gefing SUppoTng BUSINESs processes and mplEmEnt approprate
For specifc requirement detall, buy a licensed copy of the Focal Document at rvice Delive jovernance and service managemen to ensure appropriate planning. delivery and
PILS-POFL Protects Stored ftems Functional ntersects with | g, Service Delivery OPs.03  [support of the organization's technology capabilities supporting business functions, s
itps points-of focus 2022 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
Jspecific goals of the process area.
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SCF Control

Secure Controls Framework (SCF)
Control Description

version 2026.1 x000a_03/27/2026

Mechanisms exst o define business processes with consideration or security,
lcompliance and resflience that determines:
For specic requirement detals, buy 3 Icensed copy ofth Focal Document ot 1T resuiting rik 0 rganiatonaloperations,assts, ndidualsand other
rotects Stored ltems g unctional ntersects Wit usiness Process Definition w06 [organizations; an
PILS-POFL Protects Stored It e i o Functional ntersects With | B Process Defini PRIM-06 (2 nformation protection needs arsing from the defined business processes and revises
o e processes as necessary, until an achievable set of pmtnctmn needs is obtained.
PIL5-POF1 Protects Stored Items _ |tipe. ¥ i Functional Intersects Wi | Deveopmont acices | TOA.06 _[JSChaSe xSl o Gevelop applcations based on Secure Sotvare Develapment
Ppractices (55DP
‘Archives and Protects i 7 oy iy [Mechanisms exist to facilitate the implementation of data protection contros.
P1L5-p0F2 s e | ¥ Functional | Intersects With Data Protection ocror
Wechanisms exit 1o defne SUpporting bUsiness processes and Implement approprate
[For specific requirement details, buy a licensed copy of the Focal Document at: |governance and service management to ensure appropriate planning, delivery
PIL5-POF2 Archives and Protects {50 % Sitpa 4 500 Functional Intersects With Service Delivery OPS.03  |Support of the organization's technology capabilities supporting business functions,
ystem Records revised-pointe-of facus.207 (Business Process Support) [workforce, and/or customers based on industry-recognized standards to achieve the
Jsbecific goal of the process area
[Hecharirs et o Geine bsioes rocesses il consderatonforsecuy
mpliance and resiience that
Q,S ecific requirement details, buy a licensed copy of the Focal Document at Vl)The resulting risk to orgamzatmnal nperannns assets, individuals and other
PI1.5-POF2 Archives and Protects F e comiresoureest saara S st senic b Functional Intersects With | Business Process Definition PRM.06 [Of0anizations; and
System Records [P alcpa cima,cony (2) information protection needs arising from the defined business pracesses and revises
the processes a5 necessary. until an achievable set of protection needs s obtained,
“Archives and Protects. T > oay. iy echanisms exist to develop applications based on Secure Software Development
PiL5.00F2 ives and Prote Functional | Intersects With | Development Practices | TOA06 |hechensm ex
ores Data Completely an i oy g lechanisms exist to facilitate the implementation of data protection controls.
PI1.5-POF3. St Data Completely and|y, ¥ d/201 Functional Intersects With Data Protection pco1  [Mech t o facilitate the imp tati f data protecti trol
Fecharins i o G suppoing buess proceses and olemert appopate
For specific requirement details, buy a licensed copy of the Focal Document at: lgovernance and service management to ensure appropriate planning, delivery
PILS-POF3 Stores Data Completely and{ t+ ¥ Functional Intersects With Service Delivery OPs.03  [support of the organization's technology capabilities supporting business Toncions.
Accurately A Y (Business process Support) [workforce, andfor customers based on industry-recognized standards to achieve the
lsbecific goal of the process area.
Fiechanfsms exit fo define business processes with consideration for securty.
lcompliance and resilince that determines
ror specic requirement detals, buy a lcensed copy of the Focal Document at (1) The resuiting isk to organizational operations, assets, Individuals and other
P1L5.p0F3 Stores Data Completely and : Functional | Intersects With | Business Process Defintion |  PRM.05 [of9anizations; and
Accurately s e cima o (2 information protection needs rising from the defined business pracesses and revises
& the processes a6 necessary. until an achievable set of protection néeds s obtained,
L5POF Stores bata Competely and [ - g if Functional Intersects Wi | Developmont wacices | TOA-06 _[JIchanse sl o develop applcations based on Secure Sotvare Develapment
‘Accurately practices (55
PI1.5-POF4. Records of System Storage |htty i - i Functional Intersects With Data Protection Dei-op  [Mechanisms ex\sr tofacilitate the implementation of data protection controls.
[Mechanisms exist to define supporting business processes and implement appropriate’
Creates and aintains _|For specifc requiremen dtais, buy a censed copy ofthe Focal Document at lgovernance and service management to ensure appropriate planning, delivery and
PIL5-POF4 Records of System Storage |ntty Functional Intersects With Service Delivery OPs.03  [SUpportof the organizaton's technology capabiltes supportng business functions,
e Fevread pomeat focue 302 (Business Process Support) [workforce, andor customers based on industry-recognized standards to achieve the
Jcbecific goal of the process area
echarisms e o defne usess procerses Wi corederation o securty
lcompliance and resilience that determ
(cates and Waintains _[Forspecifc requirement detal, buy a lcensed copy ofthe Focal Document 0 e esting i rganzatianl opraens, sttt an e
F e Ihtt - i it - " g
s Records of System sorage It aicpa-cima comy 20 runcona | nersects Wi | Busires rocess Do | P08 Gt tckinneeds risingfrom h dend business procesesond eises
e processes a2 necessary, untl an achievable set of protection needs is obta
i conr 4 [Mechanisms exist to develop applications based on Secure Software Development
P1L5.P0F4 Records of System Storage i ¥ Functional | intersects With | Development Pracices | TOA08 |echen ST o
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