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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes

1 Preventing Harm Functional Subset Of Data Privacy Program PRI-01 10

2 Notice Functional Subset Of Data Privacy Notice PRI-02 10

2(a) N/A

the fact that personal information is being collected; 

Functional Subset Of Data Privacy Notice PRI-02 10

2(b) N/A

the purposes for which personal information is collected;

Functional Subset Of Data Privacy Notice PRI-02 10

2(c) N/A Functional Subset Of Data Privacy Notice PRI-02 10

2(d) N/A Functional Subset Of Data Privacy Notice PRI-02 10

2(e) N/A Functional Intersects With Data Privacy Notice PRI-02 8

2(e) N/A Functional Intersects With Choice & Consent PRI-03 8

2-1 Notice Functional Subset Of PRI-01.11 10

Bad numbering format in FDE

2-2 Notice Functional Subset Of PRI-01.11 10

Bad numbering format in FDE

3 Collection Limitation Functional Subset Of PRI-04 10

4 Uses of Personal Information Functional Intersects With PRI-03.9 5

4(a) N/A

with the consent of the individual whose personal information is collected; 

Functional Intersects With Choice & Consent PRI-03 5

4(b) N/A

when necessary to provide a service or product requested by the individual; or, 

Functional Intersects With PRI-03.9 5

4(c) N/A Functional Intersects With PRI-04.1 5

https://www.apec.org/docs/default-source/publications/2017/8/apec-privacy-framework-(2015)/217_ecsg_2015-apec-privacy-framework.pdf?
sfvrsn=1fe93b6b_1
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Rationale
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Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Recognizing the interests of the individual to legitimate expectations of privacy, 
personal information protection should be designed to prevent the misuse of 
such information. Further, acknowledging the risk that harm may result from 
such misuse of personal information, specific obligations should take account of 
such risk, and remedial measures should be proportionate to the likelihood and 
severity of the harm threatened by the collection, use and transfer of personal 
information. 

Mechanisms exist to facilitate the implementation and operation of data 
protection controls throughout the data lifecycle to ensure all forms of 
Personal Data (PD) are processed lawfully, fairly and transparently.

Personal information controllers should provide clear and easily accessible 
statements about their practices and policies with respect to personal 
information that should include: Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

the types of persons or organizations to whom personal information might be 
disclosed;

Mechanisms exist to:
(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

the identity and location of the personal information controller, including 
information on how to contact them about their practices and handling of 
personal information; Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

the choices and means the personal information controller offers individuals for 
limiting the use and disclosure of, and for accessing and correcting, their 
personal information. Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting 
with an organization and subsequently as necessary; 
(2) Ensure that data privacy notices are clear and easy-to-understand, 
expressing relevant information about how Personal Data (PD) is collected, 
received, processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessary notice-related criteria required by applicable 
statutory, regulatory and contractual obligations;
(4) Define the scope of PD processing activities, including the geographic 
locations and third-party recipients that process the PD within the scope of 
the data privacy notice;
(5) Periodically, review and update the content of the privacy notice, as 
necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data 
retention requirements.

the choices and means the personal information controller offers individuals for 
limiting the use and disclosure of, and for accessing and correcting, their 
personal information.

Mechanisms exist to enable data subjects to authorize the collection, 
receiving, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where prior to collection the data 
subject is provided with:
(1) Plain language to illustrate the potential data privacy risks of the 
authorization; 
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable 
statutory, regulatory and contractual obligations.

All reasonably practicable steps shall be taken to ensure that such notice is 
provided either before or at the time of collection of personal information. 
Otherwise, such notice should be provided as soon after as is practicable. 

Reasonable Data Privacy 
Practices

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary and 
proportionate.

It may not be appropriate for personal information controllers to provide notice 
regarding the collection and use of publicly available information. Reasonable Data Privacy 

Practices

Mechanisms exist to limit the collection, receiving, processing, storage, 
transmission, sharing, updating and/or disposal of Personal Data (PD) 
according to reasonable consumer expectations for what is necessary and 
proportionate.

The collection of personal information should be limited to information that is 
relevant to the purposes of collection and any such information should be 
obtained by lawful and fair means, and where appropriate, with notice to, or 
consent of, the individual concerned.

Restrict Collection To 
Identified Purpose

Mechanisms exist to minimize the collection of Personal Data (PD) to only 
what is adequate, relevant and limited to the purposes identified in the data 
privacy notice, including protections against collecting PD from minors 
without appropriate parental or legal guardian consent.

Personal information collected should be used only to fulfill the purposes of 
collection and other compatible or related purposes except: 

Continued Use of Personal 
Data (PD)

Mechanisms exist to govern the continued use of Personal Data (PD) as it is 
collected, received, processed, stored, transmitted, shared and/or updated 
until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use case is 
met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

Mechanisms exist to enable data subjects to authorize the collection, 
receiving, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where prior to collection the data 
subject is provided with:
(1) Plain language to illustrate the potential data privacy risks of the 
authorization; 
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable 
statutory, regulatory and contractual obligations.

Continued Use of Personal 
Data (PD)

Mechanisms exist to govern the continued use of Personal Data (PD) as it is 
collected, received, processed, stored, transmitted, shared and/or updated 
until:
(1) Disposal of PD occurs when there is no longer a legitimate business 
purpose;
(2) Disposal of PD occurs when the data retention timeline for the use case is 
met; and/or
(3) Continued use of PD is prohibited upon withdrawal of data subject 
consent.

by the authority of law and other legal instruments, proclamations and 
pronouncements of legal effect. Authority To Collect, 

Process, Store & Share 
Personal Data (PD)

Mechanisms exist to determine and document the legal authority that 
permits the organization to collect, receive, process, store, transmit, share, 
update and/or dispose Personal Data (PD), either generally or in support of a 
specific business process.
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Control Description
Strength of 
Relationship

5 Choice Functional Subset Of Choice & Consent PRI-03 10

6 Functional Intersects With PRI-05.2 5

7 Security Safeguards Functional Subset Of PRI-01.6 10

8 Access and Correction Individuals should be able to: Functional No Relationship N/A N/A N/A 0 Nothing to map to

8(a) N/A Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

8(b) N/A Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

8(b)(i) N/A
within a reasonable time;

Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

8(b)(ii) N/A
at a charge, if any, that is not excessive; 

Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

8(b)(iii) N/A
in a reasonable manner; 

Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

8(b)(iv) N/A
 in a form that is generally understandable; and, 

Functional Intersects With Personal Data (PD) Exports PRI-06.7 5

Where appropriate, individuals should be provided with clear, prominent, easily 
understandable, accessible and affordable mechanisms to exercise choice in 
relation to the collection, use and disclosure of their personal information. It may 
not be appropriate for personal information controllers to provide these 
mechanisms when collecting publicly available information. 

Mechanisms exist to enable data subjects to authorize the collection, 
receiving, processing, storage, transmission, sharing, updating and/or 
disposal of their Personal Data (PD), where prior to collection the data 
subject is provided with:
(1) Plain language to illustrate the potential data privacy risks of the 
authorization; 
(2) A means for users to decline the authorization; and
(3) All necessary choice and consent-related criteria required by applicable 
statutory, regulatory and contractual obligations.

Integrity of Personal 
Information 

Personal information should be accurate, complete and kept up-todate to the 
extent necessary for the purposes of use. Personal Data (PD) Accuracy 

& Integrity

Mechanisms exist to ensure the accuracy and relevance of Personal Data 
(PD) throughout the information lifecycle by:
(1) Keeping PD up-to-date; and 
(2) Remediating identified inaccuracies, as necessary.

Personal information controllers should protect personal information that they 
hold with appropriate safeguards against risks, such as loss or unauthorized 
access to personal information, or unauthorized destruction, use, modification or 
disclosure of information or other misuses. Such safeguards should be 
proportional to the likelihood and severity of the harm threatened, the sensitivity 
of the information and the context in which it is held, and should be subject to 
periodic review and reassessment. 

Security of Personal Data 
(PD)

Mechanisms exist to ensure Personal Data (PD) is protected by logical and 
physical security safeguards that are sufficient and appropriately scoped to 
protect the confidentiality and integrity of the PD.

obtain from the personal information controller confirmation of whether or not 
the personal information controller holds personal information about them; Mechanisms exist to export a data subject's available Personal Data (PD) in a 

readily usable format, upon an authenticated request.

have communicated to them, after having provided sufficient proof of their 
identity, personal information about them; Mechanisms exist to export a data subject's available Personal Data (PD) in a 

readily usable format, upon an authenticated request.

Mechanisms exist to export a data subject's available Personal Data (PD) in a 
readily usable format, upon an authenticated request.

Mechanisms exist to export a data subject's available Personal Data (PD) in a 
readily usable format, upon an authenticated request.

Mechanisms exist to export a data subject's available Personal Data (PD) in a 
readily usable format, upon an authenticated request.

Mechanisms exist to export a data subject's available Personal Data (PD) in a 
readily usable format, upon an authenticated request.
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