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STRM Strength of
Rationale g&r e tionship
[stablish and maintain an accurate, detaled, and up-to-date inventory of al enterprise (1) Accurately rofiocts the cumrent T
with the potential to store or process data, to include: end-user devic (2) Identiries authorized software products, including business ustification
inciuding portable and mabile) necork dcuices, non.computingioT devices, and details;
lservers. Ensure the inventory records the network address (if static). hardware (3) Is at the level of granularity deemed necessary for tracking and reporting;
laddress, machine name, enterprise asset owner, department for each asset, and (4) Includes organization-defined information deemed necessary to achieve
Establish and Maintain Detailed whether the asset has been approved to connect to the network. For mobile end-user y leffective property accountability; and
11 Enterprise Asset Inventory  [devices, MDM type tools can support this process, where appropriate. This inventory Functional Equal Asset Inventories AST-02 (55 available for review and audit by designated organizational personnel. 10
includes assets connected to the infrastructure physically, virtually, remotely, and
fthose within cloud environments. Additionally, it includes assets that are regularly
|connected to the enterprise’s network infrastructure, even if they are not under
lcontrol of the enterprise. Review and update the inventory of all enterprise assets bi-
lannually, or more frequently.
[Ensure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With | A0t U | T g3 2 R e e ana dlert upon the detection of 5
|connecting remotely to the network, or quarantine the asset. P i lunauthorize ware, softw: Wi P
[Ensure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With Host Containment NET-08.3  [Automated mechanisms exist to enforce host containment protections that 5
|connecting remotely to the network, or quarantine the asset. q
Establish and maintain a detailed inventory of all licensed software installed on
lenterprise assets. The software inventory must document the title, publisher, initial
Establish and Maintain a Software install/use date, and business purpose for each entry; where appropriate, include the y IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
21 Inventory Uniform Resource Locator (URL). app store(s), version(s), deployment mechanism, and| ~ Functional Subset Of Asset Governance AST-0L limplement and manage asset management controls. 10
e. Review and update the software inventory bi-annually, or more
lfrequently.
Mechanfsms exist o perform nvertories of Technology Assets, AppIcatons.
IServices and/or Data (TAASD) t
(1) Accurately reflects the ot TAASD i use
Establish and maintain a detailed inventory of all licensed software installed on (2) dentifes authorized software products, including business justification
lenterprise assets. The software inventory must document the title, publisher, initial el e level of granlarity deemed for tracking and report
Establish and Maintain a Software install/use date, and business purpose for each entry; where appropriate, include the y s at the level of granularity deemed necessary for tracking and reporting;
21 inventon Uniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ Functional | Intersects With Asset Inventories AST-02 \(4) Includes organization-defined information deemed necessary to achieve 5
ldecommission date. Review and update the software inventory bi-annually, or more ffective property accountability; an
lrequently. (5) 15 available for review and audit by designated organizational personnel.
Establish and maintain a detailed inventory of all licensed software installed on
lenterprise assets. The software inventory must document the title, publisher, initial
. Establish and Maintain a Software installjuse date, and business purpose for each entry; where appropriate, include the | ¢ o | Configuration Management | yer o) o [DSCTanISTE SXSE e o eoreer et 5
Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and Database (CMDB) e Infrewation. 9y o 9y
ldecommission date. Review and update the software inventory bi-annually, or more P
ffrequently.
[Ensure that only currently supported software is designated as authorized in the
Jsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is ~ fthe fulfiliment of the enterprise’s mission, document an exception detailing mitigating | ¢ ool Subset Of Asset Governance asT.o1  |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to 10
Currently Supported [controls and residual risk acceptance. For any unsupported software without an implement and manage asset management controls
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently.
[echarisis exit o perform [Vertories of Techolagy Assets, AppIcations;
Services andjor Data (TAASD) t
(1) Accurately reflects the Comont TAASD in
[Ensure that only currently supported software is designated as authorized in the (2) Identifies authorized software products, mtludmg business justification
Jsoftware inventory for enterprise assets. If software is unsupported, yet necessary for tails; X
22 Ensure Authorized Software is  [the fulfillment of the enterprise’s mission, document an exception detailing mitigating Functional Intersects With Asset tories AST-02 ((3) Is at the level of granularity deemed necessary for tracking and reporting; 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an unctional ntersects Wi et Inventories B (4) Includes organization-defined information deemed necessary to achieve
lexception documentation, designate as unauthorized. Review the software list to leffective property accountability; a
|verify software support at least monthly, or more frequently. (5 Is available for review and audit by designated organizational personnel.
Ensure that only currently supported software is designated as authorized in the
software inventory for enterprise assets. f software s unsupported, yet necessary for
Ensure Autharized Software i he fufliment o the enterprie's mission, document an exception detaiing iigating Software Licensing IMechanisms exist to protect Intellectual Property (IP) rights with software
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without a Functional | Intersects With Restrictions AST-02.7 jicensing restrictions 5
[excoption documentation, decianate a0 dnaukharized. Revion the software listto
|verify software support at least monthly, or more frequently.
[Ensure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is _ the fulfiliment of the enterprise’s mission, document an exception detailing Mitigating | . crional | Intersects With Compensating RsK.06.2 | Mechanisms exist to identify and implement compensating countermeasures 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an uncti A Countermeasures . lto reduce risk and exposure to threats.
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently.
xist to prevent Technology Assets,
land/or Services (TAAS) by:
Ensure that only currently supported software is designated as authorized in the RN
emoving and/or replacing TAAS when support for the components is no
e Atz sopre s Co Lo e 7 e el s s s,k sy o
22 Currently Supported [controls and residual risk acceptance. For any unsupported software without an Functional | Intersects With | Assets, Applications sndfor | ToA7 L{\’S:E“g‘r;‘:lﬂ‘ﬂ‘sﬁ;:";’r‘ez"t"u"S"E‘U"S'f'\‘fr’;‘égl;“’};:“’“‘ for the continued use of s
lexception documentation, designate as unauthorized. Review the software list to PP al
|verify software support at least monthly, or more frequently.
[Ensure that unauthorized software is either removed from use on enterprise assets or Automated Unauthorized y |Automated mechanisms exist to detect and alert upon the detection of
23 Address Unauthorized Software |0 iyec a documented exception. Review monthly, or more frequently. Functional | Intersects With | "¢ 0 5nent Detection AST-022 ||;nauthorized hardware, software and firmware components. 5
Ensure that unauthorized software is either removed from use on enterprise assets or Respond To Unauthorized IMechanisms exist to respond to unauthorized changes to configuration
23 Address Unauthorized Software | ocaives a documented exception. Review monthly, or more frequently. Functional | Intersects With CFG028 leettings as security incidents. 5
[Ensure that unauthorized software is either removed from use on enterprise assets or . Explicitly Allow / Deny IMechanisms exist to explicitly allow (allowlist / whitelist) and/or block
23 Address Unauthorized Software |c¢ ives a documented exception. Review monthly, or more frequently. Functional | Intersects With Applications CFG-03-3 |(genylist / blackiist) applications that are authorized to execute on systems, s
[Ensure that unauthorized software is either removed from use on enterprise assets or Unauthorized Installation ’ IMechanisms exist to configure systems to generate an alert when the
23 Address Unauthorized Software |cociyes 5 documented exception. Review monthly, o more frequently. Functional | Intersects With CFG-051 unauthorized installation of software Is detected, 5
[Automated mechanisms exist to identify unauthorized deviations from an
[Ensure that unauthorized software is either removed from use on enterprise assets or Integrity Assurance &
23 Address Unauthorized Software [0 0 0 ption. Review monthly, of more frequently. Functional | Intersects With Endoreement (AE) CFG-06.1 [approved baseline and implement automated resiliency actions to remediate 5
the unauthorized change.
Ensure that unauthorized software is either removed from use on enterprise assets or IMechanisms exist to monitor for unauthorized activities, accounts,
23 Address Unauthorized Software | 0 o otion: Revie monthly. o more frequently Functional | Intersects With | Unauthorized Activities | MON-16.3 [fieenaisms Xt 0 monitor o v 5
[Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software. |- 0 0n O o ion: Review montily. or more frequently. Functional | Intersects With | Software Installation Alerts | END-03.1 |Mechanisms exist to generate an alert when new software is detected 5
[Ensure that unauthorized software is either removed from use on enterprise assets or Endpoint Detection & y [Mechanisms exist to detect and respond to unauthorized configuration
23 Address Unauthorized Software | ocqiyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With Response (EDR) END-06:2 |changes as cybersecurity incidents. 5
(2} Automated event detection or manual incident report intake;
Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software [0 0 e ion. Review monthly. of more frequently Functional | Intersects With Incident Handling 1RO-02  [(3) Analysis; 5
[Establish and maintain a documented data management process. In the process,
Establish and Maintain a Data |209ress data sensitivity, data owner, handling of data, data retention limits, and
31 e e Pereas ldisposal requirements, based on sensitivity and retention standards for the enterprise. |  Functional Subset O Data Protection DCH-01 | Mechanisms exist to facilitate the implementation of data protection controls 10
9 Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estalish and Maintain 2 D2t ljisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With Data DCH-01.1  [Mechanisms exist to ensure data stewardship s assigned, documented and 5
9 [Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 e o pana.02t2  disposal requirements, based on senstivity and retention standards for the enterprise.|  Functional | Intersects With | Se"SItIVe Reguiated Data | peyp.gy 5 - Mechanisms exist fo protect data wherever itis 5
9 Review and update documentation annually, or when significant enterprise changes s
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
. - jdress data sensituty, data owner, handing of data data retention limits, and Defining Access . -
31 Estaplish and Maintain 2 Data esposal requirements, based on sensitvity and retention standards for the enterprise. | Functional | Intersects With.|Authorzations for Sensitve /| DCH-01.4 e o o e e o 5
9 e documentation annually, or when significant enterprise changes, Regulated Data 9 phy: 9
i St couid mpsct tns Safequara.
[Establish and maintain a documented data management process. In the process,
[address data sensitivity, data owner, handiing of data, data retention limits, and
31 Estaplish and Maintain 2 D2t liisposal requirements, based on sesitivity and retention standards for the enterprise.|  Functional | Intersects With | Data & Asset Classification | DCH-02  [Mechanisms exist to ensure data and assets are categorized in accordance 5
9 Review and update documentation annually, or when significant enterprise changes PP ¥ regulatory q g
Joccur that could impact this Safeguar
[Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and ’
31 Estaplish and Maimain 222t kiisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional | Intersects With Media Access DCH-03  [echanisme exist to contral and restrict access to digital and non-digital 5
9 Review and update documentation annually, or when significant enterprise changes uthor g
Joccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Establish and Maintain 2 D2t ljisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Disclosure of Information | DCH-03.1 ~ [Mechanisms exist to restrict the disclosure of sensitive/regulated data to 5
9 Review and update documentation annually, or when significant enterprise changes P
loccur that could impact this Safeguard.
[Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Establish and Maintain 222t kiisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Physical Media Disposal DCH-08  [ffechanisme exist to securely dispose of media when it is no longer required. 5
9 Review and update documentation annually, or when significant enterprise changes 9 P
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
Establish and Maintain a Data _[2ddress data sensitivity, data owner, handling of data, data retention limits, and IMechanisms exist to sanitize system media with the strength and integrity
31 ldisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional | Intersects With | System Media Sanitization | ~DCH-09 with the r sensitivity of the information prior to 5
Management Process
IReview and update documentation annually, or when significant enterprise changes ispasal, elease out of organizational CotTol o release for reuse.
loccur that could impact this Safeguard.
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FDE Name Focal Document Element (FDE) Descri SCF Control el
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handiing of data, data retention limits, and
51 Establish and Mainain 2 Date - (ic5c2a caurements, basea on Sensivity and relention standardsfor the amerprise. | Functional | Intersects With | Mea & Data Retention | D19 |Mechanisms exis o retain media an data in accordance with appiicable s
9 Review and update documentation annually, or when significant enterprise changes Y. regulatory 9
loccur that could impact this Safeguard.
[Establish and maintain a data inventory based on the enterprise’s data management
32 Establish and Maintain 2 Data  lorocess. Inventory sensitive data, at a minimun. Review and update inventory Functional | Intersects With | Sensitive Data Inventories | DCH-06.2 ~[HechahiSms exist to maintain inventory logs of al sensitive media and 5
ventory lennually, at a minimum, with a priority on sensitive data u ftive media inventori ually
[Establish and maintain a data inventory based on the enterprise’s data management [Mechanisms exist to periodically scan unstructured data sources for
52 Establsh and Maintain 2 Data. 8T e ot 2 . Revion and cpdate imventory Functional | Intersects witn |Perodi Scans for Sensitve | ey o6 3 |Lenciiveneguinted 6ot o Gate requining specil prorection measores by 5
i Jannually, at a minimum, with a priority on sensitive data. 9 statutory, regulatory or contractual obligations.
Configure Data Access Contro_|Configure data access control lists based on a user's need to know. Apply data access
33 lgure Date &« lcontrol lists, also known as access permissions, to local and remote file systems, Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
|databases, and applications
[Configure data access control lsts based on a user's need to know. Apply data access fining Access
53 Configure Data Access Contral 0 e T cess permiscions. Lo loca and emete he Syeeme, Functional | tersects Wit |Authorzatons or Semsitve | DCH-01.4 [Mechanisms existto explicty define autharizationsfo specifc ndviduals s
|databases, and applications. Regulated Data 91 physi gul
[Configure data access control lists based on a user's need to know. Apply data access
33 Configure Data Access Control lContral st also known a5 access penmissions, to ocal and remote fle systems, Functional | Intersects With Media Access DCH.03  [Mechanisme exist to contror and restrict access to digital and non-digital 5
|databases, and applications. -
[Configure data access control lsts based on a user's need to know. Apply data access
53 Configure Data Access Contol |c0 0 0 o s pemmiscons. fo ocal and romate e &ystome. Functional | Intersects With | Discosure ofInformation |  DCH03.1  |Mechanisms exist to estic the disclosure of sensitivelregulated data to s
|databases, and applications. P
Mechanisms exist to pronibit external parties, including Technology Assets,
§ |Applications and/or Services (TAAS), from storing, processing and
Configure Data Access Control [COT9ure data access contro lsts based on a user's need to know. Apply data access Hransmitting data Unless authorized individuals first:
33 s lcontrol lists, also known as access permissions, o local and remote file systems, Functional | Intersects With | Limits of Authorized Use | DCH-13.1 |(1) Verifying the implementation of required security, compliance and/or 5
|databases, and applications. resilience controls; or
(2) Retaining a processing agreement with the entity hosting the external
IT
3 [Configure data access control lists based on a user's need to know. Apply data access i
Configure Data Access Control IMechanisms exist to utilize  process to assist users in making information
33 lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Information Sharing DCH-14 5
Lists et s sharing decisions to ensure data is appropriately protected.
. Mechanisms exist to verify that individuals or Technology Assets,
Configure Data Access Control [COMfigure data access control lsts based on a user's need to know. Apply data access |Applications andfor Services (TAAS) transferring data between
33 o lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Transfer Authorizations | DCH-14.2  [interconnecting TAAS have the requisite authorizations (e.., write 5
|databases, and applications. or privileges) prior to transferring said data.
Configure Data Access Control [COTfigure data access control lists based on a user's need to know. Apply data access IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
33 'gu Liete |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
|databases, and applications Iparties with whom sensitive/regulated data is shared.
conture aat o1 ets based e e to ko Aopry dut Mechanisms exist to enforce Role-Based Access Control (RBAC) for
onfigure data access control lists based on a user's need to know. Apply data access . [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
33 Configure Data hccess Control fcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects with | Role-Based Access Control | pc g | CE 00 o ividuals assigned speciic roles with pteiont b 5
|databases, and applications.
[Configure data access control lsts based on a user's need to know. Apply data access . [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
33 Configure Data ccess Control icontrol lists, aiso known as access permissions, to local and remote file systems, Functional | Intersects With A‘z:;is“cmﬁg"‘ﬂgfs’“&’gw NET-04 [provide data flow enforcement that explicitly restrict network traffic to only 5
|databases, and applications what is authorize
IRetain data according to the enterprise’s documented data management process. g |Mechanisms exist to retain media and data in accordance with applicable
34 Enforce Data Retention  |n,15 retention must include both minimum and maximum timelines. Functional Equal Media & Data Retention | DCH-18 ity tory, regulatory and contractual obligations. 0
Isecurely dispose of data as outlined in the enterprise’s documented data ecure Disposal, Destruction IMechanisms exist to securely dispose of, destroy or repurpose system
35 Securely Dispose of Data | management process. Ensure the disposal process and method are commensurate Functional | Intersects With |35 DiFPOseh Destuct AST-09  |components using organization-defined techniques and methods to prevent 5
[with the data sensitivity. quipr linformation being recovered from these components.
[Securely dispose of data as outlined in the enterprise’s documented dats
35 Securely Dispose of Data  [management process, Ensure the disposal process an method are commensurate Functional | Intersects With | Physical Media Disposal DCH0g  [Mechanisme exist to securely dispose of media when it is no longer required, 5
lusing formal procedures.
[with the data sensitivity.
Isecurely dispose of data as outlined in the enterprise’s documented data IMechanisms exist to sanitize system media with the strength and integrity
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to 5
Jwith the data sensitivity. disposal, release out of organizational control or release for reuse.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With | Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information 5
[with the data sensitivity.
Mechanisms exist &
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period to flfll the purposel(s) identified n the notice or as
. required by
[securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects with 150731 D3R (7D Retention)  ppr.o5 (2) Dispose of. ¢ o "“""YS erases, andjor ananymizes the PD, regardiess of the 5
|uith the data sensitivity. S e gamsaten-defined techniques or methods to ensure secure
ldeletion or destruction of PD (including originals, copies and archived
Irecords).
[Mechanisms exist to facilitate the implementation of cryptographic
ncryt: doa on nser dovices cotaining sensiive dta, Example implementatons Use of Cryptographic
36 Encrypt Data on End-User Devices 0 1 402 o e e e o vaait. Linon & deny Functional Subset Of Soypte CRY-01 protections contol using known publc standards and rusted cryptagraphic 10
[Encrypt data on end-user devices containing sensitive data. Example implementations. . (Cryptographic mechanisms exist to prevent unauthorized disclosure of data.
36 Encrypt Data on End-User Devices 0 000 O C e e e o auin. Llnonc Gneryot Functional | Intersects With |~ Encrypting Data AtRest | CRY-05  [STYPLO 5
Establish and maintain a documented secure configuration process for enterprise
lassets (end-user devices, including portable and mobile, non-computing/loT devices,
41 Establish and Maintain 2 Secure land servers) and software (operating systems and applications). Review and update | Functional Subsetor | Configuration Management | cpg gy - |Mechanisms exist to faciltate the implementation of configuration 10
9 |documentation annually, or when significant enterprise changes occur that could 9
impact this Safeguard.
[Establish and maintain a documented secure configuration process for enterprise [Mechanisms EX(‘:: tz(cl,\e:;l:gp)} Z‘;;:gEx:):\rl\fa'tr\‘;rl\';(::\':i/s:r(;;?’v?(a:se‘(‘?:AS)
. . lassets (end-user devices, including portable and mobile, non-computing/loT devices, 3
41 Establish and Maintain 3 SECUTe lang servers) and software (operating systems and applications). Review and update | Functional | Intersects With Sgcure Baseline CFG-02  [that are consistent with industry-accepted system hardening standards. 5
0! ldocumentation annually, or when significant enterprise changes occur that could 9
impact this Safeguard.
Establish and maintain a documented secure configuration process for enterprise
lassets (end-user devices, including portable and mobile, non-computing/loT devices, Mechanisms exist to review and update baseline configurations:
a“ Establish and Maintain a Secure i (1) At least annually:
land servers) and software (operating systems and applications). Review and update | Functional | Intersects With | Reviews & Updates CFG-02.1 5
Configuration Process |gocumentation annually, or when significant enterprise changes occur that could e o o ¢ installations and upgrades.
impact this Safeguard. P ¥ P PY!
| Establish and Maintain » Secure [Establish and maintain a documented secure configuration process fo netwiork
42 Process for Review and update annually, or when significant enterprise Functional Subsetor | Configuration Management | cpg gy - |Mechanisms exist to faciltate the implementation of configuration 10
rogram Imanagement controls
Infrastructure [changes occur that could impact this Safeguard.
Mechanisms exist to develop, document and maintain secure baseline
Establish and Maintain a Secure |Establish and maintain a documented secure configuration process for network Secure Baseline configurations for Technology ASsets, Applications and/or Services (TAAS)
42 c or Review and update documentation annually, or when significant enterprise Functional | Intersects With Cenhewations CFG-02  |that are consistent with industry.accepted system hardening standards. 5
Infrastructure lchanges occur that could impact this Safeguar
[Configure automatic session locking on enterprise assets after a defined period of o ot D eB e e paeline
Configure Automatic Session Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
43 inactivity. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With CFG-02  |ihat are consistent with industry-accepted system hardening standards. 5
Locking on Enterprise ASSets |oiintes. For mobile end-user devices, the period must not exceed 2 minutes. Configurations yraccepted sy “
Conicure Automatic secsion_|Coniaure automatic sessionfocking n enterprise assts fter a defned perid of Mecharisms exist to iite a sesson ok after an organization defined ime
43 mmg; 'on Enterprise Assets | 1aCtvity. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With Session Lock IAC24 e O e e bliap et e using aetoblioned o 5
minutes. For mobile end-user devices, the period must not exceed 2 minutes. O e e et blishes o
oot ana et - ea Examon echarlas st o develon, documert and wartan secyreBaselne
implement and manage a firewall on servers, where supported. Example or Technology Assets, Applications and/or Services (TAAS
24 Implement and Manage a Firewall [mplementations include a virual frewall,operating system irenal o a thirc party Functional | Intersects With Sce::,zsz;ﬁ)“n": CFG-02  [{hat are consistent with industry-ac a((gpted 'system hardening tices (TAAS) 5
rewall agent
implement and manage a firewall on servers, where supported. Example
Implement and Manage a Firewall ; . o5 [Mechanisms exist to utilize host-based firewall software, or a similar
44 fmplmentatons inclie:  vitual el operatngsystem frewal or a thirdparty | - Functonal | ntersects With Software Firewall D05 e o et doieae whare ot tastinle. 5
implement and manage a firewall on servers, where supported. Example
aa Implement and Manage a Firewall [ e S T o e o e g yctem frewall o1 g third-party | Functional | Intersects with | Web Application Firewall | g o5 [Mechanisms exist to deploy Web Application Firewalls (WAFs) to provide s
on Servers e gt (WAF) ldefense-in-depth protection for application-specific threats.
orement ong oot boeed fremal o moreAterg T o entuser 4 Mechanisms exit 0 Gevelop, documert and maintai secure baselne
implement and manage a host-based firewall or port-fltering tool on end-user devices, for Technology Assets, Applications and/or Services (TAAS)
Implement and Manage a Firewall Secure Baseline gy . Appl
45 o anagea i 2 defoltdeny ulethat drops i rafic sxcept those services and pors thatare | Functonal | ntersects With Pl CFG02 [ e oAt with o ) Sostom hoedon ety 5
implement and manage a host-based firewall or port-filtering tool on end-user devices,
Implement and Manage a Firewall v g 05 |Mechanisms exist to utilize host-based firewall software, or a similar
45 L ang Managea F i 2 defoult-deny ulethat drops i ralfic sxcept those services and ot thatare | Functonal | ntersects With Software Firewall D05 e o ot ouiens whare tathma oo 5
[Mechanisms exist to develop, document and maintain secure baseline
[securely manage enterprise assets and software. Example implementations include lconfigurations for Technology Assets, Applications and/or Services (TAAS)
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and that are consistent with industry-accepted system hardening standards.
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Secure Baseline
46 Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With Configurations CFG-02 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and "
lechanisms exist to configure systems to provide only essential capabilities
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure
46 e fer? B e o M partext Transior Provbes! Secure (TTEY Bonot ues Insecars Functional | Intersects With | Least Functionality CFG-03 by specificlly prohiiting orrestricting the use of orts, protocols, and/or 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) an
Securely Manage Enterpise faccessing adminitrative ntrfaces over secure network protocols, such as Secure Non-Console exist to protect the and integrity
46 ‘Assets and Softw: Shell (SSH) and Hypertext Transfer Protocol Secure (HTTES). Do ot use insecure Functional | Intersects With Access CRY-06 |0t hon-console administrative access. 5
ment protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure IMechanisms exist to authorize, monitor and control remote, non-local
46 Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | Remote Maintenance MNT-05 | aintenance and diagnostic activities. 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
e Securely Manage Enterprise [at¢cing samibisnative mieriaces over secure netwark procorels uch a5 seture. | runctionst | nersects iy | Data Flow Enforcement | oo [Mechanisms exist to implement and govern Access Control Lists (ACLs) to s
Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Access Control Lists (ACLs) ‘v’/hal o otorivat plicitly o
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
s Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure cunctional | Intersects with | Insecure Ports, Protocols & | 1o, oo o Mechanisms exist to mitigate the risk associated with the use of insecure s
Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure uncti ! Service 026 Iports, protocols and services necessary to operate technology solutions.
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential
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Manage Default Accounts on

IManage default accounts on enterprise assets and software, such as root,

Secure Baseline

[Mechanisms exist to develop, document and maintain secure baseline
(configurations for Technology Assets, Applications and/or Services (TAAS)

47 ladministrator, and other pre-configured vendor accounts. Example implementations | Functional | Intersects With CFG-02  |ihat are consistent with industry-accepted system hardening standards. 5
Enterprise Assets and Software |1 include: disabling default accounts or making them unusable, Configurations y-accepted sy o
Manage Default Accounts on  [1anage default accounts on enterprise assets and software, such as root, Identity & Access IMechanisms exist to facilitate the implementation of identification and
a7 Entan gse N ecets g Software  [administrator, and other pre-configured vendor accounts. Example implementations Functional Subset Of Marn, eymen( ey IAC0L e oament contrals. P! 10
P lcan include: disabling default accounts or making them unusable. 9 9 -
Manage default accounts on enterprise assets and software, such as root,
a7 Emanage Default Accounts on  [administrator, and other pre-configured vendor accounts. Example implementations Functional | Intersects With |  Default Authenticators 1AC-10.8  [Mechanisms exist to ensure default authenticators are changed as part of 5
P |can include: disabling default accounts or making them unusable. 2
[Mechanisms exist to restrict and control privileged access rignts for users
Establish and maintain an inventory of all accounts managed in the enterprise. The land Technology Assets, Applications and/or Services (TAAS)
inventory mustmust at a minimum include user, administrator accounts, and service
5.1 eI and Mairain M Jaccounts. The inventory, at a minimum, should contain the person's name, username, | Functional | Intersects With ;g;gegz’eﬁf‘(g:% IAC-16 5
Y lstart/stop dates, and department. Validate that all active accounts are authorized, on 9
la recurring schedule at a minimum quarterly, or more frequently.
Establish and maintain an inventory of all accounts managed in the enterprise. The
inventory mustmust at a minimum include user, administrator accounts, and service IMechanisms exist to inventory all privileged accounts and validate that each
51 Establish and Maintain a1 laccounts. The inventory. at a minimum, should contain the person's name, username, | Functional | Intersects With Privileged Account IAC16.1  [person with elevated privileges is authorized by the appropriate level of 5
v [start/stop dates, and department. Validate that all active accounts are authorized, on lorganizational management.
la recurring schedule at a minimum quarterly, or more frequently.
Mechanisms exist to
lUse unique passwords for all enterprise assets. Best practice implementation includes, (1) Securely manage authenticators for users and devices; and
52 Use Unique Passwords  [at a minimum, an 8-character password for accounts using Multi-Factor Authentication |~ Functional | Intersects With | Authenticator Management |  1AC-10  [(2) Ensure the strength of < appropriate to the 5
(MFA) and a 13-character password for accounts not using of the data being accessed
[Use unique passwords for all enterprise assets. Best practice implementation includes, Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
52 Use Unique Passwords  [at & minimum, an 8-character password for accounts using Multi-Factor Authentication| ~ Functional | Intersects With e G101 [ e e e oo 5
(MFA) and a 14-character password for accounts not using MFA. 9 P .
s Disable Dormant Accounts_|De1ete or disable any dormant accounts after a period of 45 days of inactivity, where | oo cqual Disable Inactive Accounts | 1AC15.5 | AUomated mechanisms exist o disable inactive accounts after an o
Jsupported time period
N [Mechanisms exist to restrict and control privileged access rights for users
Restrict Adminisrator Privieges [Resrit administrator privileges o dedicated administyator accounts on enterpise ) Priviieged Account land Technology Assets, Applcations and/or Services (TARS)
54 to Dedicated Adminstator fassets. Conduct general computing activiies, such 3 internet browsing, email, and Functional | Intersects With | \ivieded Accounts 1AC-16 5
lproductivity e e, Trom the usars primary, non-privileged account. 9
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise IMechanisms exist to utilize the concept of least privilege, allowing only
54 to Dedicated Administrator  fassets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 5
Accounts lproductivity suite use, from the user's primary, non-privileged account. laccordance with organizational business functions.
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise y
54 o Dedicated AdTINSHAlor  BSSEts. COnGLcs Jneral OmDUing ctvies, SUch 5 ernes browsing, eman, and | Functional | Itersects wity | NomPrvleged Access or | .01 - [Mechanisms exitto proitprivleged users rom using prvieged accounts, s
Accounts lproductivity suite use, from the user's primary, non-privileged account. Y P 9 g
o Estabiish an Access Granting _[Establish and follow a documented process, preferably automated, for granting access| o . User Provisioning & De- IAC.07 | Mechanisms exist to utiize a formal user registration and de-registration "
0 enterprise assets upon new hire or role change of a user. q Provisioning lprocess that governs the assignment of access rights,
Establish and follow a process, preferably automated, for revoking access to
62 Establish an Access Revoking  [enterprise assets, through disabling accounts immediately upon termination, rights Functional cqual User Provisioning & De- \aC-07  |Mechanisms exist to utilize a formal user registration and de-registration 10
Process revocation, or role change of a user. Disabling accounts, instead of deleting accounts, a Provisioning lprocess that governs the assignment of access rights.
Imay be necessary to preserve audit trails.
[Astomated mechantsms exst to enforce MuliFactor Authentication (MFA)
1) Remote network access;
. |Require all externally-exposed enterprise or third-party applications to enforce MFA, " (
63 Require M for EXtermally L0 doperted. Enforcing MFA through a directry service o S30 provicer 1 o Functional Equal MulFactor Authentiaton | yc.og (2 Thir-pary Technology ‘Assets, Applications and/or Services (TAAS); and/ 0
[Fatisfactory implementation of this Safeguard. 5) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.
[Automated mechanisms exist to enforce Mult-Factor Authentication (MFA)
or:
(1) Remote network access;

64 Require MFA for Remote Network o ire A for remote network access Functional cqual MultFactor Authentication | .o (2 Thir-party Technology Assets, Applicatons andiorServices (TAAS) and/ 0
5) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data,

65 Require MFA for Administrative [Require MFA for all administrative access accounts, where supported, on all enterprise [ ¢ o cqual  |Network Access to privileged| |, o 1 [Mechanisms exist to utiize Multi-Factor Authentication (MFA) to authenticate 10

lassets, whether managed on-site or through a service provider. a Inetwork access for privileged accounts.
Establish and Maintain @ [Establish and maintain a documented vulnerability management process for Vulnerability & Patch .

71 Vulnerability Management  [enterprise assets. Review and update documentation annually, or when significant Functional Subset Of Management Program BOL e e ey e ation ond monitoring of 10

lenterprise changes occur that could impact this Safeguard. 9 §

T2 Estabiish and Maintaina __|Establish and maintain a risk-based remediation strategy documented in a Functiona! aual VP02 exist to ensure that are properly identified, o

Remediation Process remediation process, with monthly, or more frequent, reviews. q Process tracked and remediated.
. N Mechanisms exist to conduct software patching for all deployed Technology
Perform Automated Operating  [Perform operating system updates on enterprise assets through automated patch Software & Firmware .

73 System Patch Management | management on a monthly, or more frequent, basie, Functional Equal e VPM-05  [Assets, Applications andfor Services (TAAS), including firmware. 10

Mechanisms exst to conduct software patching for all deployed Technology.
perform Automated Application  [Perform application updates on enterprise assets through automated patch Software & Firmware 05 neaat At e e A o o e

74 Patch Management imanagement on a monthly, o more frequent, basis. Functional | Intersects With VPH-05 " Aoe! g (TAAS), 9 s

perform Automated Aplicaton.erform application updates on enterprise assets through automated patch Centralized Management of y ;

7.4 ot I sl Functional | Intersects with | Gentralized Management of | - ypy.o5.1  |mechanisms exist to centrally-manage the flaw remediation process. 5

Perform Automated Application  [Perform application updates on enterprise assets through automated patch Automated Remediation |Automated mechanisms exist to determine the state of system components
74 Patch Management Imanagement on a monthly, or more frequent, basis. Functional | Intersects With VPM-05:2  \uith regard to flaw remedation. 5
74 Perform Automated Application [Perform application updates on enterprise assets through automated patch Functional | Intersects with | Automated Software & | oy oo [Automated mechanisms exist to install the latest stable versions of security- s
Patch Management imanagement on a monthly, or more frequent, basis. Firmware Updates. 4 |relevant software and firmware updates.
Establish and maintain a documented audit log management process that defines the Mechanisms existto review evert logs on an ongoing bas's and escalate
cotablih and Maintain an Aucit [ENEETBIS'S 0g0ing requirements. At a miimum. adaress the collection. review, and incidents in accordance with established timelines and procedur
81 e aIntal, an Audit |retention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Security Event Monitoring | MON-01.8 5
9 o lannually, or when significant enterprise changes occur that could impact this
[safeguard.
Establish and maintain a documented audit log management process that defines the
lenterprise’s logging requirements. At a minimum, address the collection, review, and IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
81 Establish and Maintain an Auditketention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Cepiralized Collection of MON-02 [similar automated tool, to support the centralized collection of security- 5
9 0 lannually, or when significant enterprise changes occur that could impact this Y 9 related event logs.
[safeguard.
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management y o1 |Mechanisms exist to facilitate the implementation of enterprise-wide
82 Collect Audit Logs s ot b b RO = ere Functional Subset Of Continuous Monitoring MON-01 e 10
(Collect audit logs. Ensure that logging, per the enterprise’s audit log management [Mechanisms exist to generate, monitor, correlate and respond to alerts from
82 Collect Audit Logs. Focess. hat beon omabled BOromonietprise aceete 9 9 Functional | Intersects With | System Generated Alerts | MON-01.4  [physical, cybersecurity, data protection and supply chain activities to achieve| 5
P P lintegrated situational awareness.
o [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), o
(Collect audit logs. Ensure that logging, per the enterprise’s audit log management Centralized Collection of :

82 Collect Audit Logs s ot h bl me o B e ot Functional | Intersects With | CSgEeiEed Cotecton MON-02  similar automated tool, to support the centralized collection of security- 5
related event logs.

[Collect audit logs. Ensure that logging, per the enterprise’s audit log management System-Wide / Time- » Automated mechanisms exist o compie audt ecords into an organization-

82 Collect Audit Logs process, has been enabled across enterprise assets. Functional | Intersects With | Correlated Audit Trail MON-027 |uide audit trai that i time-correlated 5
Mechanisms exist to configure Technology Assets, AppIications andror
IServices (TAAS) to produce event logs that contain sufficient information to,
at a minimum:

1) Establish what type of event occurred;
(Collect audit logs. Ensure that logging, per the enterprise’s audit log management . § 2) When (date and time) the event occurred;
82 Collect Audit Logs lorocess, has been enabled across enterprise assets. Functional | Intersects With | Content of Event Logs MON-03  |(3) Where the event occurre 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
. " [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the Centralized Collection of » 4
83 lenterprise’s audit log management process. Functional | Intersects With | CSgrlEed Cotecton MON-02 [similar automated tool, to support the centralized collection of security. 5
related event logs.
Ensure Adequate AuditLog  [Ensure that logging destinations maintan adequate storage to camply with the 04 |Mechanisms exist to allocate and proactively manage sufficient event log
83 Storage lenterprise’s audit log management process. Functional | Intersects With | Event Log Storage Capacity | MON-04 |qt;age capacity to reduce the likelihood of such capacity being exceeded. s
Ensure Use of Only Fully _[Ensure only fully supported browsers and email clients are allowed to execute in the
91 Supported Browsers and Email [enterprise, only using the latest version of browsers and email clients provided Functional | Intersects With | o Unsupported Internet CFG-04.2 |Mechanisms exist to allow only approved Internet browsers and email clients 5
gl Browsers & Email Clients to run on systems
e hrough the vendor.
Ensure Use of Only Fully __[Ensure only fully supported browsers and email clients are allowed to execute in the
Restict Roles Permitted To IMechanisms exist to configure systems to prevent the installation of
91 Supported Browsers and Email _[enterprise, only using the latest version of browsers and email clients provided Functional | Intersects With e et CRG05.2 O e st e armed by pregad oot o1 aeruice 5
Clients {through the vendor.
[Mechanisms exist to force Internet-bound network traffic through a proxy
lUse DN filtering services on all end-user devices, including remote and on-premises ldevice (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
92 Use DNS Filtering Services | v "o block access to known malicious domains. Functional Equal DNS & Content Filtering NET-18  |ns filtering to limit a user's ability to connect to dangerous or prohibited 10
Internet sites.
IDeploy and Maintain Anti-Malware Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
101 i IDeploy and maintain anti-malware software on all enterprise assets. Functional Equal (R, END-04  [Mechanisms ex 10
[Configure Automatic Anti-Malware| ) Automatic Antimalware g [Automated exist to update hnologies, including
102 fh i |Configure automatic updates for anti-malware signature files on all enterprise assets. | Functional Equal ot D041 [AoTeteq Mechons 10
exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
103 Disable Autorun and Autoplay for icape autorun and autoplay auto-execute functionality for removable media Functional | Intersects With Secure Daselne CFG-02  [{iat are conaistont with industry-accented system hardening Standarde. H
Disable Autorun and Autoplay for ) y Endpoint Protection 07 [Hechaniims oXis o potect the confidentialty,Integrity avaiabity and
103 e M Disable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With o prote END-02 [ e e 5
N echanizms cxist o aciiate T mplemantalion o EomEngency parming
Establish and maintain a data recovery process. In the process, address the scope of lcontrols o help ensure resilient Technology ASsets, Applications andfor
11 Establish and Maintain a Data  [data recovery activities, recovery prioritization, and the security of backup data. Functiona! Subset Of Business Continuity BCD01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
Recovery Process Review and update documentation annually, or when significant enterprise changes Management System (BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks)
loccur that could impact this Safeguard.
IMechanisms exist to create recurring backups of data, software andjor
Perform automated backups of in-scope enterprise assets. Run backups weekly, or 11 [system images, as well as verify the integrity of these backups, to ensure the|
112 Perform Automated Backups |oe frequently, based on the sensitivity of the data. Functional Equal Data Backups BCD-11 | Vailability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOS).

rotect recovery data with equivalent controls to the original data. Reference Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the

113 Protect Recovery Data lencryption or data separation, based on requirements. Functional | Intersects With Integrity BCD-1L1 o ckup process, as well as the integrity and availability of the data. 5
[Protect recovery data with equivalent controls to the original data. Reference ) . (Cryptographic mechanisms exist to prevent the unauthorized disclosure

13 Protect Recovery Data  |[roteeTeconely dara e o Functional | Intersects With | Cryptographic Protection | BCD-11.4 e nfomation 5
Protect recovery data with equivalent controls to the original data. Reference Applications andjor Servces e e e S e B s mon of

. 12 [Technology Assets, Applications and/or Services (TAAS) to a known state

13 Protect Recovery Data [0 e o0 e e based on reqiremants Functional | Intersects With | APPIEEHonS Sndlor e Bcp1z - |Technology Assets, Applications andlor 5
Protect recovery data with equivalent Controls to the original data. Reference Backup & Restoration .

13 Protect Recovery Data  |[Totect Tecovely dafa Wi equivalent <o Functional | Intersects with | 2ckuP & Restoretion BCD-13  |Mechanisms exist to protect backup and restoration hardware and software. 5
Protect ecovery data vith equivalent contros o the original data. Referenice y -

13 Protect Recovery Data  [Trotee Teconely dafa Min equialen s Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Establish and maintain an isolated instance of recovery data. Example [Mechanisms exist to utilize an isolated, non-production environment to

114 Establish and Maintain an olated|iyplementations include, version controlling backup destinations through offine, Functional Equal Isolated Recovery BCD-14  |perform data backup and recovery operations through offline, cloud or off- 10

Instance of Recovery Data

|cloud, or off-site systems o services.

Environment

site capabilities.

Secure Controls Framework (SCF)

3of4



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

CIS Critical Security Controls Version 8.1 x000a_IG1

SCF Control

Secure Control ework (SCF)
Control Description

version 2025.4_x000a_03/27/2026

[Ensure network infrastructure is kept up-to-date. Example implementations include
. Ensure Network Infrastructure is |running the latest stable release of software and/or using currently supported network-| ¢ o subsetof | Network Security Controls | ex o [Mechanisms exist to develop, govern & update procedures to facllitate the 10
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, (NSC) implementation of Network Security Controls (NSC).
lto verify software support.
[Ensure network infrastructure is kept up-to-date. Example implementations include
11 Ensure Network Infrastructure is_[running the latest stable release of software and/or using currently supported network| ¢ o || Continuous Vulnerability | ypy o4 [Mechanisms exist to address new threats and vulnerabilities on an ongoing 5
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, Remediation Activities lbasis and ensure assets are protected against known attacks.
lto verify software support.
[Ensure network infrastructure is kept up-to-date. Example implementations include
Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported network-| IMechanisms exist to install the latest stable version of any software and/or
121 las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, | Functional | Intersects With Stable Versions VPM-041 | ecurity-related updates on all applicable systems. s
lto verify software support
[Ensure network infrastructure is kept up-to-date. Example implementations include [Mechanisms exist to conduct software patching for all deployed Technology
121 Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported networke{ ¢ o || Software & Firmware vemos  |Assets: Applications and/or Services (TAAS). including firmware. s
Uy las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, uncti A Patching a
lto verify software support.
[Establish and maintain a security awareness program. The purpose of a security
lawareness program is to educate the enterprise’s workforce on how to interact with
141 Establish and Maintaln 3 SeCUitY lenterprise assets and data in a secure manner. Conduct training at hire and, at a Functional SubsetOf |, Security, Complionce & | SAT-01  [echanisms exist to faciltate the Implementation of security workforce 10
9! Iminimum, annually. Review and update content annually, or when significant Pl
lenterprise changes occur that could impact this Safeguard.
Train Workforce Members to
[Train workforce members to recognize social engineering attacks, such as phishing, y Mechanisms exst to nclude awareness raiing on recognizing and reporting
142 Recognize Social Engineering |y iciness email compromise (BEC), pretexting, and tailgating. Functional Equal Social Engineering & Mining | - SAT-02:2 |ptential and actual instances of social engineering and social mining. 10
Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include
143 o Functional | Intersects With | Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5
Authentication Best Practices |MFA, password composition, and credential management. g elevan for thei Job functian.
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related trainin
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include
143 5 Functonl | Intersects With | Compliance & Resiferice | SAT-03 |(1) Before authorizing access to the system or performing assigned duties; 5
Authentication Best Practices  [MFA, password composition, and credential management Training (2) When required by system changess and
(3) Annually thereafter.
[Train workforce members on how to identify and properly store, transfer, archive, and IMechanisms exist to provide role-based security, compliance and resilience-
Train Workforce on Data Handling|J€StroY sensitive data. This also includes training workforce members on clear screen Role-Based Security, related training:
144 o P 9land desk best practices, such as locking their screen when they step away from their | Functional Equal Compliance & Resilience | SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 10
lenterprise asset, erasing physical and virtual whiteboards at the end of meetings, and raining (2) When required by system changes; and
Istoring data and assets securely. (3) Annually thereafter.
Train Workforce Members on _[Train workforce members to be aware of causes for unintentional data exposure. Sensitive / Regulated Data [Mechanisms exist to ensure that every USer aCCessing a system processing,
145 Causes of Unintentional Data  [Examle topics include mis-delivery of senstive data,losing a portable end-user Functional Equal Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
|device, or publishing data to unintended audiences " Hrocessing lhandling requirements.
Train Workforce Members on Suspicious Communications IMechanisms exist to provide training to personnel on organization-defined
146 Recognizing and Reporting [17a1" ¥orkfofce members to be able to recognize a potential incident and be able to Functional Equal & Anomalous System SAT-03.2 indicators of malware to recognize suspicious communications and 10
Security Incidents P Behavior lanomalous behavior.
rrain iorklorce on How 0 Irrain workforce to understand how to verify and report out-of-date software patches Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
147 e o Micemg  [or any failures in automated processes and tools. Part of this training should include Functional | Intersects With |  Resilience Awareness SAT-02 |security, compliance and resilience awareness education and training that is 5
P! 9 |notifying IT personnel of any failures in automated processes and tools. Training Irelevant for their job function.
Security Updates
IMechanisms exist to provide role-based security, compliance and resilience-
L’:‘n':‘:""a’"kg";‘: o e [Train workforce to understand how to verify and report out-of-date software patches Role-Based Security, Irelated training:
147 e O Mieeng [or any failures in automated processes and tools. Part of this training should include Functional | Intersects With | Compliance &Resilience | SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 5
“Semm Unduten 9 |notifying IT personnel of any failures in automated processes and tools. Training I(2) When required by system changes; an
'y Up (3) Annually thereafter.
Train Workforce on the Dangers [Train workforce members on the dangers of connecting to, and transmitting data over,
o Comnacing s amd T ek nerks o e s, 4hs e nos emae wodrs | rupciona | merscts i | SSh RIS | oy e eitio e gl emploems g convaetom ot |
Enterprise Data Over Insecure _[training must include guidance to ensure that all users securely configure their home g
Training relevant for their job function.
Inetwork infrastructure.
IMechanisms exist to provide role-based security, compliance and resilience-
Train Workforce on the Dangers [Train workforce members on the dangers of connecting to, and transmitting data over, Role-Based Security, reisted training:
148 jof Connecting to and Transmitting|insecure networks for enterprise activities. If the enterprise has remote workers, Functional | Intersects With | Compliance &Resilience | SAT-03  |(1) Before authorizing access to the system o performing assigned duties; 5
Enterprise Data Over Insecure _[training must include guidance to ensure that all users securely configure their home ) e "
Inetwork infrastructure. raining (2) When required by system changes; an
(3) Annually thereafter.
[Mechanisms exist to maintain a Current, accurate and complete It of
[Establish and maintain an inventory of service providers. The inventory is to list all [External Service Providers (ESPs) that can potentially impact the
Establish and Maintain an  [known service providers, include ciassification(s), and designate an enterprise contact ’ ’ IConfidentiality, Integrity, Availability and/or Safety (CIAS) of the
151 Inventory of Service Providers  [for each service provider. Review and update the inventory annually, or when Functional Equal Third-Party Inventories | TPM-OL.L | ation's Technology Assets, Applications, Services and/or Data 10
[significant enterprise changes occur that could impact this Safeguard. (TAASD!
Designate one key person, and at least one backup, who will manage the enterprise’s IMechanisms exist to cover:
incident handling process. Management personnel are responsible for the coordination 1) Preparation;
Designate Personnel to Manage |2Nd documentation of incident response and recovery efforts and can consist of 2) Automated event detection or manual incident report intake;
171 O demt Handling "29€ lemployees internal to the enterprise, service providers, or a hybrid approach. If using | Functional | Intersects With Incident Handling IR0-02  ((3) Analysis; 5
9 la service provider, designate at least one person internal to the enterprise to oversee 4) Containment;
lany third-party work. Review annually, or when significant enterprise changes occur 5) Eradication; and
lthat could impact this Safeguard. 6) Recovery.
Designate one key person, and at least one backup, who will manage the enterprise’s
incident handiing process. Management personnel are responsible for the coordination
land documentation of incident response and recovery efforts and can consist of
171 DO B g, "% [employees internal to the enterprise, service providers, or a hybrid approach. If using | Functional | Intersects With |Incident Response Plan (IRP)|  1R0-04  [1"eCharniems exis to mainiair and make avaiiople a current and viable 5
9 la service provider, designate at least one person internal to the enterprise to oversee P
lany third-pai Review annually, or when significant enterprise changes occur
lthat could impact this Safeguard.
Designate one key person, and at least one backup, who will manage the enterprise’s
incident handling process. Management personnel are responsible for the coordination
land documentation of incident response and recovery efforts and can consist of " [Mechanisms exist to establish an integrated team of cybersecurity, IT and
171 DO e et "% [employees internal to the enterprise, service providers, or a hybrid approach. Ifusing | Functional | Intersects with | "™e3tated Security lngdent | 1007 Ipusiness function representatives that are capable of addressing 5
9 la service provider, designate at least one person internal to the enterprise to oversee P lcybersecurity and data protection incident response operations.
lany third-party work. Review annually, or when significant enterprise changes occur
lthat could impact this Safeguard.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law Situational Awareness For IMechanisms exist to document, monitor and report the status of
17.2 fo ber insurance providers, relevant government agencies, Information Functional | Intersects With IR0-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts \way through the resolution of the incident.
lannually to ensure that information is up-to-date.
Establish and maintain contact information for parties that need o be informed of
Establish and Maintain Contact security incidents. Contacts may include internalstff, service vendors, Incident Stakeholder e e oY report incidents to applicable
17.2 urity insurance providers, relevant government agencies, In(ormat\on Functional Intersects With 8 ortin IRO-10 ((2) attacted clients & third-parties; and 5
Tncdenes [Sharing and Analysis Center (ISAC) partners, o other sakeholders. Veriy conteets 9 (3) Regulatory authorities, oo
lannually to ensure that information is up-to-dats gulatory g
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact |security incidents. Contacts may include internal staff, service vendors, law . "
172 information for Reporting Security |enforcement, cyber insurance providers, relevant government agencies, Information Functional | Intersects with | YEeT ncdent Reporfing for| - jgo.10.2  [Mechanisms existto report sensitive/reguiated data incidents in a timely 5
ncidents haring and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts 9!
lannually to ensure that information is up-to-date.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law Vulnerabilities Related To IMechanisms exist to report system vulnerabilities associated with reported
172 r Reporting insurance providers, relevant government agencies, Information Functional | Intersects With IRO-10.3  |cybersecurity and data protection incidents to organization-defined 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts lpersonnel or roles.
lannually to ensure that information is up-to-date.
[Mechanisms exist to provide cybersecurity and data protection ncident
Establish and maintain contact information for parties that need to be informed of linformation to the provider of the Technology Assets, Applications and/or
Establish and Maintain Contact |security incidents. Contacts may include internal staff, service vendors, law IServices (TAAS) and other organizations involved in the supply chain for
17.2 orting Security , cyber insurance providers, relevant government agencies, Information Functional | Intersects With | Supply Chain Coordination | IRO-10.4  [TAAS related to the incident. H
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts
lannually to ensure that information is up-to-date.
Mechanisms exist to cover:
Establish and maintain an documented enterprise process for the workforce to report 1) Preparation:
Establish and Maintain an  [security incidents. The process includes reporting timeframe, personnel to report to, 2) Automated event detection or manual incident report intake;
17.3 Enterprise Process for Reporting |mechanism for reporting, and the minimu information to be reported. Ensure the Functional Equal Incident Handling 1RO-02  [(3) Analysis; 10
ncidents lprocess is publicly available to all of the workforce. Review annually, or when 4) Containment;
[significant enterprise changes occur that could impact this Safeguard. 5) Eradication; and
6) Recovery.

Secure Controls Framework (SCF)
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