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Establish and Maintain Detailed

[Establih and maintain an accurate, detalle, and up-to-date Inventory of all enterprise
with the potential to store or process data, to include: end-user devic
(incioan hortable and mobil). network devices, non computing/oT devices, and
lservers. Ensure the inventory records the network address (if static), hardware
laddress, machine name, enterprise asset owner, department for each asset, and
[whether the asset has been approved to connect to the network. For mobile end-user
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(2) Identiries authorized software products, including business ustification
details;

(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and

Strength of
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11 Enterprise Asset Inventory  [devices, MDM type tools can support this process, where appropriate. This inventory Functional Equal Asset Inventories AST-02 (55 available for review and audit by designated organizational personnel. 10
includes assets connected to the infrastructure physically, virtually, remotely, and
lthose within cloud environments. Additionally, i includes assets that are regularly
lconnected to the enterprise’s network infrastructure, even if they are not under
lcontrol of the enterprise. Review and update the inventory of all enterprise assets bi-
lannually, or more frequently.
fEnsure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthoized Assets.[enerpise mey chiooc 6 Temove the ssoet Tom tne network,deny e acoct om | Functional | Intesects witn | Automated Unauthorzed | - pcr g, 5 - |Automated mechanisms exist to detect and slert upon the detection of s
|connecting remotely to the network, or quarantine the asset. P i lunauthorize ware, softw: Wi P
fEnsure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With Host Containment NET-08.3  [Automated mechanisms exist to enforce host containment protections that 5
|connecting remotely to the network, or quarantine the asset. al
Utilize an active discovery tool to identify assets connected to the enterprise’s Automated Unauthorized lAutomated mechanisms exist to detect and alert upon the detection of
13 Utilize an Active Discovery Tool ootyor. Configure the active discovery tool to execute daily, or more frequently Functional | Intersects With | *component Detection AST-022 ynauthorized hardware, software and firmware components, s
[Mechanisms exist to establish and maintain an authoritative source and
Utilize an active discovery tool to identify assets connected to the enterprise’s Component Duplication g repository to provide a trusted source and accountability for approved and
13 Utilize an Active Discovery Tool ootyor. Configure the active discovery tool to execute daily, or more frequently Functional | Intersects With Avoidance AST-023 fimplemented system components that prevents assets from being duplicated s
in other asset inventories.
Use Dynamic Host Configuration [Use DHCP logging on all DHCP servers or Interet Protocol (IP) address management Dynamic Host Configuration IMechanisms exist to enable Dynamic Host Configuration Protocol (DHCP)
14 Protocol (DHCP) Logging to  ftools to update the enterprise’s asset inventory. Review and use logs to update the Functional Equal Protocol (DHCP) Server |  AST-02.6  [server logging to improve asset inventories and assist in detecting unknown 10
lUpdate Enterprise Asset Inventoryfenterprise’s asset inventory weekly, or more frequently. 9ging
stablish and maintain a detailed inventory of all licensed software installed on
nterprise assets. The software inventory must document the title, publisher, nitial
Establish and Maintain a Software|nstall/use date, and business purpose for each entry; where appropriate, include the . o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
21 Inventory Uniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~Functional Subset Of Asset Governance AST-01 - limplement and manage asset management controls 10
ldecommission date. Review and update the software inventory bi-annually, or more
lfrequently.
Wecharisms exs o perform ivertories of Technology Asses, AppIcatiors.
Services and/or Data (TAASD) th
1) Accurately rofects the ufrent TAASD in use:
stablish and maintain a detailed inventory of all licensed software installed on (2) identifes authorized software products including business justfication
lenterprise assets. The software inventory must document the title, publisher, initial ULl o evel of granularity deemed o tracking and report
Establish and Maintain a Software|nstall/use date, and business purpose for each entry; where appropriate, include the y <ot the level of granularty deeme necessary for trocking an reporting;
21 Inventory Uniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ "unctional | Intersects With Asset Inventories AST-02 \(4) Includes organization-defined information deemed necessary to achieve 5
[decommission date. Review and update the software inventory bi-annually, or more leffective property accountability; an
frequently. (5) Is available for review and audit by designated organizational personnel.
Establish and maintain a detailed inventory of all licensed software installed on
nterprise assets. The software inventory must document the ttle, publisher, initial )
" tablish and Maintain  Softwar [eta o oste. 10 BAGGSS UTDose o cath eniys e appromate mBE e | ru o | et i | Contiauraion Managemen | o, o [Mecharisms exist to implement and manage » Configuraton Hanagerment s
Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and Database (CMDB) lasset.cpecific information. 9Y: 9 9%y
decommission date. Review and update the software inventory bi-annually, or more P
frequently.
fEnsure that only currently supported software is designated as authorized in the
oftware inventory for enterprise assets. If Software is unsupported, yet necessary for
Ensure Authorized Software is _ [the fulfillment of the enterprise’s mission, document an exception detailing mitigating IMechanisms exist to facilitate an IT Asset Management (ITAM) program to
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Functional Subset Of Asset Governance AST-0L (i blement and manage asset management controls, 10
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently.
[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in
fEnsure that only currently supported software is designated as authorized in the (2) denties authorized sortware products, imcluding business Justification
oftware inventory for enterprise assets. If software is unsupported, yet necessary for ‘3)1‘5"5.( the tevel of arity d o for track " -
Ensure Authorized Software is _ [the fulfillment of the enterprise’s mission, document an exception detailing mitigating s at the level of granularity deemed necessary for tracking and reporting;
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Functional | Intersects With Asset Inventories. AST-02  ((4) Includes organization-defined information deemed necessary to achieve 5
lexception documentation, designate as unauthorized. Review the software list to effective property accountability; a
\verify software support at least monthly, or more frequently. (5) Is available for review and audit by designated organizational personnel
[Ensure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If Software is unsupported, yet necessary for
22 Ensure Authorized Software i e fulfiment ofthe nterpris’s mision, document an excepton detailng mi9ating | puncrional | itersects witn | SOtware Lcensing AsT-02,7 |Mechanisms exist to protect Intellectual Property (1P rights with software s
Currently Supports lcontrols and residual risk acceptance. For any unsupported software without an Restrictions 7 |icensing restrictions.
lexception documentation, designate as unauthorized. Review the software list to
\verify software support at least monthly, or more frequently.
[Ensure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is fthe fulfilment of the enterprise’s mission, document an exception detailing mitigating | ¢, ctional | Intersects With Compensating RSK.06,2 | Mechanisms exist to identify and implement compensating countermeasures s
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Countermeasures to reduce risk and exposure to threats.
lexception documentation, designate as unauthorized. Review the software list to
\verify software support at least monthly, or more frequently.
[Mechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by.
[Ensure that only currently supported software is designated as authorized in the .
o Iventory o arkcrarae seacen 1 Sotre S unsupporeed ya pecessary for Srsoppared Technolony (3 Removingancor replcing TAAS when supprt o the components s no
22 Ensure Authorized Software is _[the fulfillment of the enterprise’s mission, document an exception detailing mitigating | oo || Unsupported T " TDA17  |12) Reauiring Justification and docurmented approval for the continued use of 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an unctional | Intersects With | Assets, Applications andor - auiring Justincation and docu! phrov - continued u
lexception documentation, designate as unauthorized. Review the software list to ervices (TAAS) lunsupporte required to satisfy mission/business needs
\verify software support at least monthly, or more frequently.
Ensure that unauthorized software is cither removed from use on enterprise assets or . Automated Unauthorized g lAutomated mechanisms exist to detect and alert upon the detection of
23 Address Unauthorized Software o iye5 5 documented exception. Review monthly, or more frequently. Functional | Intersects With | component Detection | AST022  lunauthorized hardware, software and firmware components. 5
Ensure that unauthorized software is either removed from use on enterprise assets or Respond To Unauthorized IMechanisms exist to respond to unauthorized changes to configuration
23 Address Unauthorized Software o cqives 3 documented exception. Review monthly, or more frequently. Functional | Intersects With CFG-028 lcettings as security incidents. s
Ensure that unauthorized sftware s eithr remove ffom use on enterprise assets or Explicitly Allow / Deny IMechanisms exist to explicitly allow (allowist / whitelist) and/or block
23 Address Unauthorized Software | cejyes a documented exception. Review monthly, or more frequently. Functional | Intersects With plications CFG-033|(denylist / blacklist) applications that are authorized to execute on systems. 5
[Ensure that unauthorized software is either removed from use on enterprise assets or Unauthorized Installation IMechanisms exist to configure systems to generate an alert when the
23 Address Unauthorized Software |ce ives a documented exception. Review monthly, or more frequently. Functional | Intersects With CFG-05-1 |ynauthorized instalation of software is detected, s
[Automated mechanisms exist to identify unauthorized deviations from an
Ensure that unauthorized software is cither removed from use on enterprise assets or Integrity Assurance & y
23 Address Unauthorized Software o iyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With Enforcement (IAE) O mathoried change. o e tomated reslency actons to emediate °
fEnsure that unauthorized software is either removed from use on enterprise assets or IMechanisms exist to monitor for unauthorized activities, accounts,
23 Address Unauthorized Software. [0 00 oo o e e T e vty Functional | Intersects With | Unauthorized Activities | MON-16.3 ~[Mechariems exet to mofitor for u 5
23 Address Unauthorized Software |EnSure that unauthorized software is either removed from use on enterprise assets o | ¢ ctignal | Intersects With | Software Installation Alerts | END-03.1 |Mechanisms exist to generate an alert when new software is detected 5
receives a documented exception. Review monthly, or more frequently. -
Ensure that unauthorized software is either removed from use on enterprise assets or . Endpoint Detection & y IMechanisms exist to detect and respond to unauthorized configuration
23 Address Unauthorized Software. |co iyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With Response (EDR) END-06-2 | changes as cybersecurity incidents. s
(27 Aufomated event detection or manual incident report intake;
Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software. |50 e o oo or onore ooty Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 5
(4) Containment;
[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) ientiries authorized software products, inchiding business ustifcation
Utilize Automated Software  Utilize software inventory tools, when possible, throughout the enterprise to automate 13) \S al the level of granularity deemed necessary for tracking and reporting;
24 Inventory Tools lthe discovery and documentation of installed software. Functional | Intersects With Asset Inventories. AST-02  ((4) Includes organization-defined information deemed necessary to achieve 5
effective property accountability; a
)15 avaltasie for review and aut by designated organizational personnel,
24 Utilize Automated Software  Utlize software inventory tools, when possible, throughout the enterprise to automate | ¢ o | e | Automated Unauthorized | g1z, |[Automated mechanisms exist to detect and alert upon the detection of s
Inventory Tools lthe discovery and documentation of installed software. Component Detection 2 |unauthorized hardware, software and firmware components.
exist to implement and manage a Configuration Management
Utilize Automated Software  |Utilize software inventory tools, when possible, throughout the enterprise to automate
24 favischeiee o emaaton ne T e Functional | Intersects With e s AST-02.9 |Database (CMDB), or similar technology, to monitor and govern technology 5
Jasset-specific information.
[Automated mechanisms exist to identify unauthorized deviations from an
Utilize Automated Software  Utilize software inventory tools, when possible, throughout the enterprise to automate Integrity Assurance & y
24 favischbcrvea ESSAAMARAaci ptd Functional | Intersects With ) CPG.06.1 |apprave bazline nd Implament autamate eslency actons (o temedlate 5
Utilize Automated Software _|Utiize software inventory tools, when possible, throughout the enterprise to automate Endpoint Detection & [Mechanisms exist to detect and respond to unauthorized configuration
24 inventory Tools lthe discovery and documentation of installed software. Functional | Intersects With Response (EDR) END-06.2 | anges as cybersecurity incidents. 5
lUse technical controls, such as application allowisting, to ensure that only authorized . Prevent Unauthorized y IMechanisms exist to configure systems to prevent the execution of
25 Allowlist Authorized Software  |Cofryyare can execute or be accessed. Reassess bi-annually, or more frequently Functional | Intersects With | "gofiuare Execution CFG-032 software programs. s
lUse technical controls, such as application allowisting, to ensure that only authorized . Explicitly Allow / Deny y IMechanisms exist to explicitly allow (allowist / whitelist) andfor block
25 Allowlist Authorized Software |2 o can execute or be accessed. Reassess bi-annually, or more frequently. Functional | Intersects With Applications CFG03.3  |(genylist / blacklist) applications that are authorized to execute on systems. 5
lUse technical controls to ensure that only authorized software libraries, such as
lspecific .dll, .ocx, and .so files, are allowed to load into a system process. Block . Explicitly Allow / Deny y IMechanisms exist to explicitly allow (allowist / whitelist) andfor block
26 Allowlist Authorized Libraries |2 ithorized libraries from loading into a system process. Reassess bi-annually, o Functional Equal Applications CFG03.3  |(genylist / blacklist) applications that are authorized to execute on systems. 10
Imore frequently.
Establish and maintain a documented data management process. In the process,
Eotablish and Maintain a Data [P001€SS data sensitivity. data owner, handiing of data, data retention limits, and
31 oiish and Maintain 2 Data ldisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
9 [Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguard
stablish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Establish and Maintain  Data |jigposy] requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With Data DeHo1.1  [Mechanisms exist to ensure data stewardship is assigned, documented and 5

Management Process.

Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguard.
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FDE Name Focal Document Element (FDE) Descri SCF Control el
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handiing of data, data retention limits, and
51 Establish and Mainain 2 Data. G008 o eant, based on sensiiviy andretenion tandards for the opterprse.|  Functiona | Intrsects it | SenStive / Regulated Data | oy 5 |Mechanisms existto proect senitivelreguiated data wherever it s s
9 Review and update documentation annually, or when significant enterprise changes P!
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and Defining Access
51 e e e e based oty oo Sanid o e arcrorse. | Functona | nersects Wi [nthoratans o enstve | 0401 [1eShn it o el s sunorans o s s s
9 Review and update documentation annually, or when significant enterprise changes Regulated Data 9 phy: 9
Joccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handiing of data, data retention limits, and
31 Establish and Maintain @ Data |jisposa] requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Data & Asset Classification |  DCH-02  [Miechanisms exist to ensure data and assets are categorized in accordance 5
Management Process posal req Y Ls with applicable statutory, regulatory and contractual requirements.
9 IReview and update documentation annually, or when significant enterprise changes L Y. regf v aq -
loccur that could impact this Safeguart
Establish and maintain a documented data management process. In the process,
! intai laddress data sensitivity, data owner, handling of data, data retention limits, and . g
51 Establh and Mainain 2 Data. |3 e ety and retention standards fo the enterprise. | Functonal | Intersects With | Media Access D3 |Mechanisms exist to control and resrit access to dgial and non-diital s
9 [Review and update documentation annually, or when significant enterprise changes g
loccur that could impact this Safeguart
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
51 Establisn and Mainain 2 Data 3 e e O Ceniwiy d retenion Sandards for the enterprise, | Functonal | Intersects With | Discosure of Information | DCH-03.1 [SChanisms exist to restictth dislosure ofsenstiveregulated dta to s
9 Review and update documentation annually, or when significant enterprise changes uthorized parties wi
loccur that could impact this Safeguard
Establish and maintain a documented data management process. In the process,
. e laddress data sensitivity, data owner, handiing of data, data retention limits, and
31 Establish and Maintain @ Data |jisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With |~ Physical Media Disposal DCH0g  [Mechanisms exist to securely dispose of media when it is no longer required; 5
Management Process D Y y: lusing formal procedures.
9 Review and update documentation annually, or when significant enterprise changes 9 P
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
Etablish and Maintain » Data [P001€SS data sensitivity, data owner, handiing of data, data retention limits, and IMechanisms exist to sanitize system media with the strength and integrity
31 ish and Maintain 2 D2t ldisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to 5
9 Review and update documentation annually, or when significant enterprise changes disposal, release out of organizational control o release for reuse.
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handiing of data, data retention limits, and
31 Establish and Maintain a Data  |gisposal requirements, based on sensitivity and retention standards for the enterprise. |  Functional | Intersects With | Media & Data Retention | DCH-18  |Mcchanisms exist to retain media and data in accordance with applicable 5
Management Process posal req Y L statutory, regulatory and contractual obligations.
9 Review and update documentation annually, or when significant enterprise changes Y. regulatory ual obllg
loccur that could impact this Safeguard.
Establish and maintain a data inventory based on the enterprise’s data management
52 Establih and Maintin  Data. L cEe.C" U6 Ty St aats, at & Pimmar. Review and updte mvemary Functonal | ntersects with | Sensitve Datainventories | DCr-0p.2  [Mechanisms exst to mlntan invertary lags ofal sensiive mediaand s
Jannually, at a minimum, with a priority on sensitive data,
[Estabiish and maintain a data inventory based on the enterprise’s data management [Mechanisms exist to periodically scan unstructured data sources for
32 Establish and Maintain a Data orocess. Inventory sensitive data, at a minimum. Review and update inventory Functional | Intersects With |Periodie Scans for Sensitive /| pyi.06.3  fsensitive/regulated data or data requiring special protection measures by 5
Y lannually, at a minimum, with a priority on sensitive data. 0! |statutory, regulatory or contractual obligations.
[Configure data access control lsts based on a user's need to know. Apply data access
33 Configure Data hccess Controlfcontrol lists, aiso known as access permissions, to local and remote file systems, Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
|databases, and applications
[Configure data access control lists based on a user's need to know. Apply data access fining Access
33 Configure Data Access Control |cqntrol sts, also known as access permissions, to local and remote file systems, Functional | Intersects With |Authorizations for Sensitive /| DCH-01.4 | Mechanisms exist to explicitly define authorizations for specific individuals 5
Lists otarases: and anpheations e iea Do landlor roles for logical and /or physical access to sensitive/regulated data
[Configure data access control lists based on a user's need to know. Apply data access . y
33 Configure Data fccess Controllontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With Media Access DCH-03 ﬂz;?:?fxﬁ:;f;;g ;‘f;“:";lj:"‘: restrict access to digital and non-digital 5
|databases, and applications -
[Configure data access control lsts based on a user's need to know. Apply data access
33 Configure Data Access Control | ontroj ists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Disclosure of Information | DCH-03.1 |Mechanisms exist to restrict the disclosure of sensitive/regulated data to 5
Lists |databases, and applications. lauthorized parties with a need to know.
Mechanisms exist to pronibit external parties, including Technology Assets,
§ |Applications and/or Services (TAAS), from storing, processing and
Configure Data Access Control [COTfigure data access contro lsts based on a user's need to know. Apply data access fransmitting data tnless authorized individuals firec
33 o i lcontrol lsts, also known as access permissions, to local and remote file systems, Functional | Intersects With | Limits of Authorized Use | DCH-13.1 |(1) Verifying the implementation of required security, compliance and/or 5
ldatabases, and applications. resilience controls; or
(2) Retaining a processing agreement with the entity hosting the external
T
N [Configure data access control lsts based on a user's need to know. Apply data access .
Configure Data Access Control IMechanisms exist to utilize a process to assist users in making information
33 Uists conral s, s know a5 access permissons o localand remte e systems, Functional | Intersects With | Information Sharing DL e o anere ks s aomvansmtely orotacte 5
. Mechanisms exist to verify that individuals or Technology Assets,
Configure Data Access Control [COM9Ure data access contro lsts based on a user's need to know. Apply data access [Applications and/or Services (TAAS) transferting data between
33 Uists lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Transfer Authorizations | DCH-14.2  [interconnecting TAAS have the requisite authorizations (e.g., write 5
|databases, and applications. lpermissions or privileges) prior to transferring said data
Configure Data Access Control [CONfIgure data access control lists based on a user's need to know. Apply data access IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
33 lgure Dafe &« lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
|databases, and applications. Iparties with whom sensitive/regulated data is shared.
contaure aat o1 ote bosea e e to ko AoEry ot [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
onfigure data access control lists based on a user's need to know. Apply data access . [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
33 Configure Data Access Control conzal s, e know a5 acces permissians o locland reme e systems, Functional | Intersects with | Roe-Based Access Control | 3¢ o 1800 e e pecie rores wiih logiimate business needs. 5
[Configure data access control lists based on a user's need to know. Apply data access [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
33 Configure Data Access Control |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With A‘z::g”g;;ﬁ:"°[§f§’“&a;) NET-04 [provide data flow enforcement that explicitly restrict network traffic to only s
|databases, and applications. what is authorized.
Retain data according to the enterprise’s documented data management process IMechanisms exist to retain media and data in accordance with applicable
34 Enforce Data Retention  |p,15 retention must include both minimum and maximum timelines. Functional Equal Media & Data Retention | DCH-18 | arytory, regulatory and contractual obligations. 10
[securely dispose of data as outlined in the enterprise’s documented data Secure Disposal, Destruction IMechanisms exist to securely dispose of, destroy or repurpose system
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With [SEut® BisPosal, Destructi AST-09  |components using organization-defined techniques and methods to prevent 5
[with the data sensitivity. quipr linformation being recovered from these components.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With |~ Physical Media Disposal DCH.08  [Mechanisms exist to securely dispose of media when itis no longer required, 5
[with the data sensitivity. 9 s
[securely dispose of data as outlined in the enterprise’s documented data IMechanisms exist to sanitize system media with the strength and integrity
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to 5
|with the data sensitivity. isposal, release out of organizational control or release for reuse.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With | Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information. 5
[with the data sensitivity.
Mechanisms exist to
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period o flfil the purposel(s) identified n the notice or a5
required by
[securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data | management process. Ensure the disposal process and method are commensurate Functional | Intersects with |"¢1507! Dae (P9) Retention) pp.o5 ﬁ;ﬁ‘:ﬁ"jf;‘;r:g“‘"”'s erases, andjor anonymizes the PD, regardiess of the 5
|vith the data sensitivity. 3) Use organizatio 4 techniques or methods to ensure secure
ldeletion or destruction of PD (including originals, copies and archived
records).
[Mechanisms exist to facilltate the implementation of cryptographic
36 [Encrypt Data on End-User Devices| Z‘ﬁ"’;“Z"ud:e‘avj‘""sga:;ﬁ’;i:‘e‘,ﬁ ‘:;;f;";“g\f:ﬁg“igﬁ%i’:’zp'e implementations | ¢, tional Subset Of Use of cco',y.{’féii’ap"“ CRY-01 |protectons control using known public standards and trusted cryptographic 10
' echnologies
’ Encrypt data on end-user devices containing sensitive data. Example implementations . os [C exist to prevent gisclosure of data
36 Encrypt Data on End-User Devices o0 Y1 4012 0 €0 et e e o anin s laoncs Seryot Functional | Intersects With |~ Encrypting Data AtRest | CRY-05  [STYPL 5
Establish and maintain an overall data classification scheme for the enterprise.
Enterprises may use labels, such as “Sensitive,” “Confidential,” and “Public,” and
37 Establish and tnaintain 2 D2t llassify their data according to those labels. Review and update the classification Functional | Intersects With | Data & Asset Classification |  DCH-02  [Mechanisme exist to ensure data and assets are categorized in accordance 5
lscheme annually, or when significant enterprise changes occur that could impact this PP Y. regf v aq
[safeguard.
Establish and maintain an overall data classification scheme for the enterprise. [Mechanisms exist to ensure that Technology Assets, Applications and/or
Cotoblih and Maintain a Data.[ENeTDrSes Moy use abels, such a5 "Sensitve. "Confoentil” and “Pubic. and Services (TAAS) are classified according to the highest level of data
37 Classification Scheme [classify their data according to those labels. Review and update the classification Functional Intersects With | Highest Classification Level | DCH-02.1 [sensitivity that is stored, transmitted and/or processed. 5
lscheme annually, or when significant enterprise changes occur that could impact this
[safeguard.
Document data flows. Dt flow documentation inludes senice providr data lows pechaniams exst to mantan netuork arhitecture diagrams that:
38 Document Data Fons 0 o ooy, or when Samhcant enterrse changes ocear that | Fonctonal | inersects win | MREOAIRIELINE | astoa  forchiecture s
e oot i categaaraally: o P o 9 (2) Reflect the current architecture of the network environment; and
uld Impact th guard. (3) Document all sensitive/regulated data flows.
Document data flows. Data flow documentation includes service provider data flows.
land should be based on the enterprise’s data management process. Review and . [Mechanisms exist to leverage data-specific Access Control Lists (ACL) o
38 Document Data Flows Functional | Intersects With | Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
lupdate documentation annually, or when significant enterprise changes occur that e o e et sy
|could impact this Safeguar P 0!
[Mechanisms exist to facilitate the implementation of cryptographic
39 Encrypt Data on Removable  lencrypt data on removable media Functional Subset Of Use of Cryptographic CRY-01 [protections controls using known public standards and trusted cryptographic 10
5 ltechnologies.
39 Encrypt Data on Removable  |encrypt data on removable media. Functional | Intersects With | Encrypting Data At Rest crr-05  [Syptoorap exist to prevent disclosure of data 5
Encrypt Data on Removable c exist o protect the and integrity
39 N Encrypt data on removable media. Functional | Intersects With Storage Media CRY-05.1 | e e o srorags s 5
[Mechanisms exist to facilitate the implementation of cryptographic
Encrypt sensitive data in transit. Example implementations can include: Transport . Use of Cryptographic
310 Encrypt Sensitive Data in Transit Functional Subset Of CRY-01 protections controls using known public standards and trusted cryptographic 10
Layer Security (TLS) and Open Secure Shell (OpenSSH). Controls P ohologies
[Encrypt sensitive data in transit. Example implementations can include: Transport (Cryptograp exist to protect the of data being
310 Encrypt Sensitive Data in Transit [-0<D/BY Seltve 4002 e e e et Functional | Intersects With |Ti c CRY-03 5
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
lencryption, also known as server-side encryption, meets the minimum requirement of Use of Cryptographic. IMechanisms exist to facilitate the implementation of cryptographic
31 Encrypt Sensitive Data at Rest _this Safeguard. Additional encryption methods may include application-layer Functional Subset OF ypragrap! CRY-01 [protections controls using known public standards and trusted cryptographic 10
lencryption, also known as client-side encryption, where access to the data storage technologies.
ldevice(s) does not permit access to the plain-text data.
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
Cryption, also known as server-side encryption, meets the minimum requirement of .
an Encrypt Sensitive Data at Rest |this Safeguard. Additional encryption methods may include application-layer Functional | Intersects With | Encrypting Data At Rest crr-0s  [SVRt exist to prevent disclosure of data 5
lencryption, also known as client-side encryption, where access to the data storage
ldevice(s) does not permit access to the plain-text data.
Mechanisms exist to ensure that Technology Assets, Applications and/or
312 Segment Data Processing and  [Segment data processing and storage based on the sensitivity of the data. Do not Functional | Intersects With | Highest Classifcation Level | DCH.02.1 _[Services (TAAS) are ciassified according to the highést level of data 3 s
Storage Based on Sensitivity  [process sensitive data on enterprise assets intended for lower sensitivity data -1 oensitivity that s stored. transmitted andior processed.
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FDE Name Focal Document Element (FDE) Descri SCF Control el
Segment Data Processing and  [Segment data processing and storage based on the sensitivity of the data. Do not IMechanisms exist to partition systems so that partitions reside in separate
312 Storage Based on Sensitulty |process semsitive data on enterprise aseets intanded for lowe sensitiity data Functional | Intersects With | System Partitioning SEA03.1 |ohysical domains or environments. 5
Establish and maintain a documented secure configuration process for enterprise
lassets (end-user devices, including portable and mobile, non-computing/loT devices,
a Estanlish and Mainain 3 Secure 3008 o0 3n Sitware (operating systems ond appications Reviewond Upaste. | Functionsl | Subsetor | Coniauration Management | g oy - |Mechanisms exs o aciate the implementation of onfigration 10
9 ldocumentation annually, or when significant enterprise changes occur that could 9
impact this Safeguard.
Establish and maintain a documented secure configuration process for enterprise e e e, B e e e
lassets (end-user devices, including portable and mobile, non-computing/loT devices, lconfigurations for Technology Assets, Applications and/or Services
0 Estabish and Maintain 2 Secure 0SS e aterme and appicationa) Review and update. | Functional | ntersects witn | Secure Baseline Cra.02[(hat are consistent with indusiny-accepted system hardening Standards. 5
9 |documentation annually, or when significant enterprise changes occur that could 9
impact this Safeguard.
Establish and maintain a documented secure configuration process for enterprise
Cetablh and Mo a Secure |cosets (naLuser Gevicos, Including poriaple and mobie. nomcomputinG/oT devices. Mecharismns exist o revisw and updats aselig configurations
41 o ration brocess U@ fand servers) and software (operating systems and applications). Review and update |  Functional | Intersects With | Reviews & Updates cra021 [ e e to sor or 5
ldocumentation annually, or when significant enterprise changes occur that could
e ! (3) As part of system component installations and upgrades.
| Establsh ana Maintan 3 Secure [Estabish and maintan 2 documented secure configuraton processfonetwark Configuration Managerment [Mechanisms exist to faciitate the implementation of configuration
42 55 for Review and updat ually, or when significant enterprise Functional Subset Of & 9 CRG-01 | eontrole P! 9 10
nhastactate lchanges oceur that could Impact this Safeguard. 9
[Mechanisms exist to develop, document and maintain secure baseline
| Establish and Maintain a Secure Estabish and maintain o documented secure configuration process for network Secure Baseline Configurations for Technology Assete, Appiications andor Services (TAAS)
a2 |mr:s’t$z§§jr'eo (evices. zi\cf‘\‘e’vtvhaarzdcgma‘l;pm imer Sa’eg“:r'\(;\ua"yv or when significant enterprise Functional | Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 5
ot o o ) e otor 2 defmed prod of [Mechanisms exist to develop, document and maintain secure baseline
onfigure automatic session locking on enterprise assets after a defined period of or Technology Assets, Applications and/or Services (TAAS)
Configure Automatic Session Secure Baseline gy ol
43 inactivity. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With CFG-02  [ihat are consistent with industry.accepted system hardening standards. 5
Locking on Enterprise Assets |yin tes. For mobile end-user devices, the period must not exceed 2 minutes. Configurations yraccepted sy “
< [Configure automatic session locking on enterprise assets after a defined period of [Mechanisms exist to initiate a session lock after an organization-defined time
onfigure Automatic Session Iperiod of inactivity, or upon receiving a request from a user and retain the
43 inactivity. For general purpose operating systems, the period must not exceed 1 Functional | Intersects With Session Lock 1AC-24 5
Locking on Enterprise Assets |0 E0r O D O O manct mat axtod 3 it session lock until the user reestablishes access using established
P identification and authentication methods,
mptement and manage a firewall o servers, where supported., Example Mechanisms exist to develop, document and maintain secure baseline
3 lconfigurations for Technology Assets, Applications and/or Services (TAAS)
44 Implement and Manage a Firewall fmolementatonsinclude  vitual renall operatng system frewal or o tirpary | Functonal | Intersects With e e CFG02  [(hat are concistent with industry-accepted system hardening standards. 5
W X
implement and manage a firewall on servers, where supported. Example
Implement and Manage a Firewall IMechanisms exist to utilize host-based firewall software, or a similar
44 N anag fmolementatonsinclude  vitual renall operatng system frewal or o tirpary | Functonal | Intrsects With Software Firewall D05 e o Snlooins doncae whara tathsicaly fostible. 5
implement and manage a firewall on servers, where supported. Example
24 Implement and Manage a Firewall iy, o|ementations include a virtual firewall, operating system firewall, or a third-party Functional | Intersects With | WeP """‘L‘;f:;" Firewall Weg-03  [Ylechanisme exist to deploy Web Application Firewalls (WAFs) o provide 5
ffirewall agent. P
oement ana oot based frewall o portterg toot on end-user Mechanisms exist to develop, document and maintain secure baseline
Implement and manage a host-based firewall or port-fltering tool on end-user devices, for Technology Assets, Applications and/or Services (TAAS
45 Implement and Manage a Firewall it a defultdeny uletha crops all affic except those services and prts that are | Functional | Inersects Wit s paseine CFG-02  [{hat are consistent with industry-accapted system hardening vices (TARS) 5
lexplicitly allowe
implement and manage  host-based firewall or port-filtering tool on end-user devices,
Implement and Manage a Firewall < o5 [Mechanisms exist to utilize host-based firewall software, or a similar
45 Lo eanage2 F it 2 defi-deny e that ops al rafc except thoseservices an ort thatare | Functonal | ntersects With Software Firewall D05 e o St doeas whare ot tastinle 5
Mechanisms exist to develop, document and maintain secure baseline
[securely manage enterprise assets and software. Example implementations include for Technology Assets, Applications and/or Services (TAAS)
imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and that are consistent with industry-accepted system hardening standards.
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Secure Baseline y
46 Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With Configurations cFe-02 s
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
securely manage enterpise assets and software. Example mplementations nclude
ough 2C) and
IMechanisms exist to configure systems to provide only essential capabilities
Securely Manage Enterprise |sCcecaing seministrote Iterfaces over socure network prococols, Such s Secure ’ st :
46 urely Manage Enter e R et e L ot bt Functional | Intersects With | Least Functionality CFG-03 oy specifclly prohibiing or restrctng the se of orts, rotocols, andior 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
imanaging through ode (1aC) and
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Non-Console y exist to protect the and integrity
46 Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With Access CRY-06 | amineurathe accost, 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
securely manage enterpise assets and software. Example mplementations nclude
ugh 2C) and
Securely Manage Enterprise |sCceeaing semisitrobe ILeriaces over cocurs network pracocols, Such o5 Secure o5 |Mechanisms exist to authorize, monitor and control remote, non-local
46 Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | Remote Maintenance MNT-05 | aintenance and diagnostic activities. 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
securely manage enterprise assetsand software Example mplementations nclude
e (1aC) and
IMechanisms exist to implement and govern Access Control Lists (ACLS) to
Securely Manage Enterprse |sCcocaing seministrobe ILeriaces over cocure network pracocols, Such o5 Secure Data Flow Enforcement - y
46 Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | access Cantrol Lists (ACLs) | NET-04  [brovide data flow enforcement that explicity restrict network traffic to only 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
a6 Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Functional | Intersects with | IN5€cure Ports, Protocols & | 1o oo o Mechanisms exist to mitigate the risk associated with the use of insecure s
Assets and Software [Shell (S5H) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure lports, protocols and services necessary to operate technology solutions.
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
P N N e o o N Mechanisms exist to develop, document and maintain secure baseline
Manage default accounts on enterprise assets and software, such as root, figurations for Technology Assets, Applications andjor Services (TAAS)
Manage Default Accounts on Secure Baseline (configurations for Technology Assets, Applications and/or Services
47 ladministrator, and other pre-configured vendor accounts. Example implementations | Functional | Intersects With CFG-02  [{hat are consistent with industry.accepted system hardening standards. 5
Enterprise Assets and Software e include: disabling default accounts or making them unusable, Configurations yracceptedsy: “
Manage Default Accounts on  [1anage default accounts on enterprise assets and software, such as root, Identity & Access IMechanisms exist to facilitate the implementation of identification and
a7 Entar e Aacols and Software [administrator, and other pre-configured vendor accounts. Example implementations Functional Subset Of Managoment o) IAC0L e eament contrals. Pl 10
P |can include: disabling default accounts or making them unusable. 9 96 d
Manage default accounts on enterprise assets and software, such as root,
0 Manage Detault Accaunts on L o ured vendor account. Example mplamentations | Functional | Intersects With |  Default Authenticators | IAC-10,8 [{Schanisms exit to ensure defaut authenticators ae changed as part of s
P |can include: disabling default accounts or making them unusable. 24
Mechanisms exist to develop, document and maintain secure baseline
Uninstall or Disable Unnecessary |, inciail or disable unnecessary services on enterprise assets and software, such as Secure Baseline configurations for Technology Assets, Applications andjor Services (TAAS)
48 Services on Enterprise Assets and|a sed file sharing service, web application module, or service function. Functional | Intersects With Configurations CFG-02that are consistent with industry-accepted system hardening standards. 5
Uninstall o Disable Unnecessary IMechanisms exist to configure systems to provide only essential capabilities
Uninstall or disable unnecessary services on enterprise assets and software, such as y st :
48 services on Enterprise Assets and 0 e web applcoton made. r senace fncion Functional | Intersects With | Least Functionality CFG-03 oy specifcally prohibiting or restrctng the se of ports, rotocols, anior 5
[Configure trusted DNS servers on network infrastructure. Example implementations [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
4.9 oG et e " ©linclude configuring network devices to use enterprise-controlied DNS servers and/or Functional Equal Domain Neme Service (DNS)| NET-10 |designed, implemented and managed to protect the security of name / 10
Enterprise Asset reputable externally accessible DNS servers esolution Jaddress resolution.
[Enforce automatic device lockout following a predetermined threshold of local failed [Mechanisms E’;‘S‘ to "f"j‘""v document E‘“" maintain secure baseline
uthenticaton attempts on portable end-user devices, where supported. For aptops, or Technology Assets, Applications and/or Services (TAAS)
a0 nforce Automatic Device Lockoutldo not Bllow more than 20 sled autheriction st o ables Functional | Intersects With Secure Baseline Creop |t are consistent with industry-accepted system hardening standards. s
on Portable End-User Devices. smart hones, no more than 10 failed authentication attempts. Exam| uncti A Configurations !
omentanone Ichda Microsofte InTone Devica Lock and Appled Configuraton
Profie maxFailedattempts.
Enforce automatic device lockout following a predetermined threshold of local failed
lauthentication attempts on portable end-user devices, where supported. For laptops, Mechanisms exist o enorce a mit for consecutiveinvalid login attempts by
[Enforce Automatic Device Lockout|do not allow more than 20 failed authentication attempts; for tablets . 2 user during an time period an:
410 on Portable Enc-User Devices  smartphones, no more than 10 faled authentication attempts, Example Functional | Intersects With Account Lockout 22 o Mmer o st attempts is 5
plementations include Mcrosoft® ITune Device Lock and Apple® Configuration lexceeded.
Profle maxFailedAttompts
ity |Remotely wipe enterprise data from enterprise-owned portable end-user devices when [Mechanisms exist to implement and govern a Bring Your Own Device (BYOD)
a1 Enforce Remote 11pe Capablity |deemed appropriate such as lost or stolen devices, or when an individual no longer Functional | Intersects with | SN lesr Oun beviee AST-16  |program to reduce risk associated with personally-owned devices in the 5
Jsupports the enterprise. workplace.
[Remotely wipe enterprise data from enterprise-owned portable end-user devices when
Enforce Remote Wipe Capability Centralized Management Of IMechanisms exist to implement and govern Mobile Device Management
411 ldeemed appropriate such as lost or stolen devices, or when an individual no longer Functional Subset Of MDM-01 10
on Portable End-User Devices [1eoTe8 3PPTOPTAe S Mobile Devices (MDM) controls.
[Remotely wipe enterprise data from enterprise-owned portable end-user devices when
ant Enforce Remate Wine Capabilty 00 O o stolen dcuices, o when on Indwioal ne longer | Functional | intersects with | Remote purging MDM.05 Mechanisms exst to remotely purge selected nfomation from mobite s
Jsupports the enterprise.
Mechanisms exist to restrict and control privileged access rignts for users
Establish and maintain an inventory of all accounts managed in the enterprise. The land Technology Assets, Applications and/or Services (TAAS)
inventory mustmust at a minimum include user, administrator accounts, and service
51 Establish and tariain ™ laccounts. The inventory, at a minimurm, should contain the person's narme, username, | Functional | Intersects With ;Q:gegﬁeﬁfi‘;xz, IAC-16 5
v lstart/stop dates, and department. Validate that all active accounts are authorized, on 9
la recurring schedule at a minimum quarterly, or more frequently.
Establish and maintain an inventory of all accounts managed in the enterprise. The
inventory mustmust at a minimum include user, administrator accounts, and service IMechanisms exist to inventory all privileged accounts and validate that each
51 Establish and Maintain 21 laccounts. The inventory, at a minimum, should contain the person's name, username, | Functional | Intersects with | PriVjieged Account IAC16.1  [person with elevated privileges is authorized by the appropriate level of 5
i lstart/stop dates, and department. Validate that all active accounts are authorized, on lorganizational management
la recurring schedule at a minimum quarterly, or more frequently.
Mechanisms exist to
Use unique passwords for all enterprise assets. Best practice implementation includes, (1) Securely manage authenticators for users and devices; and
52 Use Unique Passwords  [at a minimum, an 8-character password for accounts using Multi-Factor Authentication|  Functional | Intersects With | Authenticator Management | IAC-10  |(2) Ensure the strength of s appropriate to the 5
(MFA) and a 13-character password for accounts not using MFA. of the data being accessed.
lUse unique passwords for all enterprise assets. Best practice implementation includes, Password-Based [Mechanisms exist to enforce complexity, length and lifespan considerations
52 Use Unique Passwords [t 8 irimun, an 8-character paseword for sccounts using MUIELFactor Authentication|  Functional | Inersects witn | Password-Bases c-10:  Mechanisms exist to enforce complexty.length andfezpan considerati s
(MFA) and a 14-character password for accounts not using MFA. 9 2 3
s Disable Dormant Accounts Dkl 7 BEab1e Y dormant accounts ate & perad o 45 oy of nachvi. WHere | unciona zqual Disable Inactive Accounts | 1AC15.3  [Aiomated mechanisms exist 0 isable inactive accounts ater an 0
[Mechanisms exist to restrict and control privileged access rights for users
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise ) Privileged Account and Technology Assets, Applications andjor Services (TARS).
54 to Dedicated Administrator  fassets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With | V1094 AcCount 1AC-16 5
Accounts lproductivity suite use, from the user’s primary, non-privileged account. 9
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise IMechanisms exist to utilize the concept of least privilege, allowing only
54 to Dedicated Administrator  fassets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 5
lproductivity suite use, from the users primary, non-privileged account. laccordance with organizational business functions.
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise '
54 o Dedicated AdTIniator - BSset. COnGLcE Gneral Omputing ctvls, uch . ernes browsing, eman, and | Functional | itersects wit | Nom-Prvleged Access or | . 5 - [Mechanisms exitto proitt privleged users rom using prvieged accourts, s
productivity suite use, from the user's primary, non-privileged account Y P 9
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FDE Name Focal Document Element (FDE) Descri SCF Control e et
[Establish and maintain an inventory of service accounts. The inventory, at a minimum,
ss Establish and Mainain an | must contain department owner, review date, and purpose. Perfo senvice sccount | puncrional | itersects With | Authanication or AC02 o At AAA)orgamsatoral uoats and Procooses acing on pehaltor - s
Inventory of Service Accounts |reviews to validate that all active accounts are authorized, on a recurring schedule at s o a2
la minimum quarterly, or more frequently. "9 "9 :
e [Mechanisms exist to identify and authenticate third-party Technology Assets,
Establish and maintain an inventory of service accounts. The inventory, at a minimum, Authentcation & |Applications and/or Services (TAAS)
s Establish and Maintain an  [must contain department owner, review date, and purpose. Perform service account Functional | Intersects With | Party Technology Assess, 1AC-05 5
Inventory of Service Accounts |reviews to validate that all active accounts are authorized, on a recurring schedule at o
Applications and/or Services
la minimum quarterly, or more frequently. b
Establish and maintain an inventory of service accounts. The inventory, at a minimum,
s Establish and Maintain an  [must contain department owner, review date, and purpose. Perform service account Functional | Intersects With privieged Account AC16.1  [echanisms exist to Inventory al priviieged accounts and validate that each 5
Inventory of Service Accounts [reviews to validate that all active accounts are authorized, on a recurring schedule at Inventories P privileg: Y pprop!
la minimum quarterly, or more frequently.
56 Centralize Account Management |Centralize account management through a directory or identity service. Functional Subset OF e et iy 1ac-01  [Mechanisms exist to faciltate the implementation of dentification and 10
Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
56 Centralize Account Management |Centralize account management through a directory or identity service. Functional | Intersects With i (A IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 5
[service Provider (ESP)
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
56 Centralize Account Management |Centralize account management through a directory or identity service. Functional | Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
Users users
y 1dentifier Management (User [Mechanisms exist to govern naming standards for usernames and
56 Centralize Account Management |Centralize account management through a directory o identity service. Functional | Intersects With IAC-09  [Tchnology Assets, Applications andior Services (TAAS) 5
Automated System Account |automated exist to support the of system
5.6 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With | Management (Directory IAC-15.1 o pibs 3PP V- 5
o) laccounts (e.g., directory services
o1 Establish an Access Granting _[Establish and follow a documented process, preferably automated, for granting access| oo qual User Provisioning & De- \AC07 | Mechanisms exist to utilize a formal user registration and de-registration o
Process lto enterprise assets upon new hire or role change of a user. q Provisioning lprocess that governs the assignment of access rights,
Establish and follow a process, preferably automated, for revoking access to
62 Establish an Access Revoking  [enterprise assets, through disabling accounts immediately upon termination, rights Functional Equal User Provisioning & De- \Ac.07  |Mechanisms exist to utilize a formal user registration and de-registration 10
Process revocation, or role change of a user. Disabling accounts, instead of deleting accounts, q Provisioning lprocess that governs the assignment of access rights.
Imay be necessary to preserve audit trails.
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
ffor:
1) Remote network access;
. |Require all externally-exposed enterprise or third-party applications to enforce MFA, ’ i
63 Require MFA for EXernally: | here supperted. Enforcing NFA through a crectory servce or S50 provider s a Functional Equal Mult-Factor Authentication | - 15c.q ((2) Trc-party Technology Assets, Applications andjor Services (TAAS); and/ 10
[Fatisfactory implementation of this Safeguard. 5) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
for:
(1) Remote network access;

64 Recuire MFA for Remote NERWOrK locquire MF for remote network access. Functional Equal Mult-Factor Authentication | g |(2) Third-party Technology ‘Assets, Applications and/or Services (TAAS); and/ 10
5) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.

65 Require MFA for Administrative [Require MFA for all administrative access accounts, where supported, on all enterprise | ¢ o) Equal Network Access to Privileged| |\ oo [Mechanisms exist to utilize Multi-Factor Authentication (MFA) to authenticate 10

Access. lassets, whether managed on-site or through a service provider. a Accounts Inetwork access for privileged accounts.
[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services andjor Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
tails;
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and (3 Is at the level of granularity deemed necessary for tracking and reporting;
66 Inventory of Authentication and  [authorization systems, including those hosted on-site or at a remote service provider. | Functional | Intersects With Asset Inventories AST-02  |(4) Includes organization-defined information deemed necessary to achieve 5
Authorization Systems Review and update the inventory, at a minimum, annually, or more frequently. leffective property accountability; a
(5)15 avallapie fo review and auar i by designated organizational personnel
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and
66 Inventory of Authentication and  [authorization systems, including those hosted on-site or at a remote service provider. |  Functional Subset Of e e (i) 1ac-01  [Hechanisms exist to faciltale the implementation of identification and 10
Authorization Systems [Review and update the inventory, at a minimum, annually, or more frequently. 9 9
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
66 Inventory of Authentication and  [authorization systems, including those hosted on-site or at a remote service provider. | Functional | Intersects With i (Aa) IAC-01.2  |Audit (AA) solutions, both on-premises and those hosted by an External 5
Authorization Systems IReview and update the inventory, at a minimum, annually, or more frequently. IService Provider (ESP)
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
67 Centralize Access Control  [CEntralize access control for all enterprise assets through a directory service or SSO Functional | Intersects With | Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
provider, where supported Users
[Mechanisms exist to provide a transparent auther (e.g. single Sign-
[Centralize access control for all enterprise assets through a directory service or SSO Single Sign-On (SS0) . (O (580 capability o the organizations Tachnology Assete, Applications
6.7 Centralize Access Control |7 Uide ™ 1 e supported Functional Intersects With | 1. 00 rent Authentication | 'AC13:1 and(,w SJEIM(PES Lm‘lA 9 9y . Appl 5
[Centralize access control for all enterprise assets through a directory service or S5O Federated Credential [Mechanisms exist to federate credentials to allow cross-organization
67 Centralize Access Control  [CEETa 12 Becse oo Functional | Intersects With AC13.2 | e e ot dovieas 5
Establish and Maintaina __[Establish and maintain a documented vulnerability management process for Vulnerability & Patch
71 Vulnerability Management [enterprise assets. Review and update documentation annually, or when significant Functional Subset OF Management Program vpug1  |Mechanisms exist to faclitate the implementation and monitoring of 10
Process lenterprise changes occur that could impact this Safeguard. (vPMP) 4 9 -
72 Establish and Maintaina __|Establish and maintain a risk-based remediation strategy documented in a Functional qual Vulnerability Remediation | oy o> [Mechanisms exist to ensure that vulnerabilities are properly identified, o
Process process, with monthly, or more frequent, reviews. q Process tracked and remediated.
N [Mechanisms exist to conduct software patching for all deployed Technology
Perform Automated Operating [Perform operating system updates on enterprise assets through automated patch Software & Firmware y |Assets, Applications and/or Services (TRAS). ineluding firmware.
73 System Patch Management  |management on a monthly, or more frequent, basis. Functional Equal Patchin VPM-05  |Assets, Applications and/or Services (TAAS), including 10
N [Mechanisms exist to conduct software patching for all deployed Technology
Perform Automated Application |Perform application updates on enterprise assets through automated patch Software & Firmware ;
7.4 fifors il o1 more Fequant basie Functional | Intersects With etehin VPM-05  |Assets, Applications and/or Services (TAAS), including firmware. 5
Perform Automated Application |Perform application updates on enterprise assets through automated patch . Centralized Management of y g i
74 Tatch Vanmgeniant ranagamant an o ety o ore Waquen batts Functional | Intersects with | Gentrelzed Management of | vpm-05.1  Mechanisms exist to centrally-manage the flaw remediation process. 5
Perform Automated Application |Perform application updates on enterprise assets through automated patch Automated Remediation y |Automated mechanisms exist to determine the state of system components
74 Patch Management Imanagement on a monthly, or more frequent, basis. Functional | Intersects With VPM-05.2 | /ith regard to flaw remediation. 5
Perform Automated Appication  Perform application updates on enterprse assefs through automated patch Automated Software & |Automated mechanisms exist to install the latest stable versions of security-
74 ch Management. Imanagement on a monthly, or more frequent, basis. Functional | Intersects With Firmware Updates VPM-05.4 | olevant software and firmware updates. 5
Perform Automated Vulnerability
lPerform automated vulnerability scans of internal enterprise assets on a quarterly, or g IMechanisms exist to detect vulnerabilities and configuration errors by routine|

s Seans of Internal Enterprise  Imore frequent, basis. Conduct both authenticated and unauthenticated scans. Functional | Intersects With | - Vulnerability Scanning VPM-06 | uinerability scanning of systems and applications. s
IMechanisms exist to perform quarterly internal vulnerability scans, which

75 P Atomated vunerabilty lerform automated vulnerability scans of internal enterprise assets on a quarterly, or | o || nternal Vulnerability VpM.06.7 [Includes all segments of the organization's internal network, as well as s

pri Imore frequent, basis. Conduct both authenticated and unauthenticated scans. uncti A Assessment Scans. - Irescans until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System (CVSS).
Perform Automated Vulnerability
. PPerform automated vulnerability scans of externally-exposed enterprise assets. . y exist to detect errors by routine|
e Seans of Externally-£xposed  lperform scans on a monthly, or more frequent, basis. Functional | Intersects With | - Vulnerability Scanning MO bty Seaning of ystéms and applcations s
nterprise Assets
[Mechanisms exist to perform quarterly external vulnerability scans (outside
Perform Automated Vulnerability » the organization’s network looking inward) via a reputable vulnerability
76 Scans of Externally-Exposed  [reriorm 2utomated vulnerability scans of externally-exposed enterprise assets. Functional | Intersects witn | External vulnerabilty VPM-06.6  [service provider, which include rescans until passing results are obtained or 5
Enterprise Assets 2 quent, all “high” vulnerabilities are resolved, as defined by the Common
Vulnerability Scoring System (CVSS).
Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Vulnerability Remediation y IMechanisms exist to ensure that vulnerabilities are properly identified,
77 Vulnerabilities Imonthly, o more frequent, basis, based on the remediation process. Functional | Intersects With Process VPM02 |\ acked and remediated. 5
77 Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Functional | Intersects with | Continuous Vulnerability |\ o0 Mechanisms exist to address new threats and vulnerabilities on an ongoing 5
Vulnerabilities. imonthly, or more frequent, basis, based on the remediation process. uncti A Remediation Activities : Ibasis and ensure assets are protected against known attacks.
[Establish and maintain a documented audit log management process that defines the [Mechanisms exist to review event logs on an ongoing basis and escalate
Establish and Maintain an Audit [ENETPrise’s logging requirements. At a minimum, address the collection, review, and lincidents in accordance with established timelines and procedures.
8.1 o0 Mansgeraent brocess |retention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Security Event Monitoring | MON-01.8 5
9 9 lannually, or when significant enterprise changes occur that could impact this
[safeguard.
[Establish and maintain a documented audit log management process that defines the
lenterprise’s logging requirements. At a minimum, address the collection, review, and IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
81 Establish and Maintain an Audit lretention of audit logs for enterprise assets. Review and update documentation Functional | Intersects with | - Ceptralized Colection of | oy 07 Isimilar automated tool, to support the centralized collection of security- 5
9 9 lannually, or when significant enterprise changes occur that could impact this Y 9 related event logs.
[safeguard.
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management [Mechanisms exist to facilitate the implementation of enterprise-wide
82 Collect Audit Logs orocess, has been enabled across enterprise assets Functional Subset OF Continuous Monitoring MON-0L e o controls. 10
. [Mechanisms exist to generate, monitor, correlate and respond to alerts from
82 Collect Audit Logs [Collect audlt logs. Ensure that logaing. per the enterprise’s audit log management Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 5
P 4 pri lintegrated situational awareness.
. [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management Centralized Collection of ’ O

82 Collect Audit Logs orocess, has been enabled across enterprise assets Functional | Intersects With | - C°GEERS COTIE MON-02  [similar automated tool, to support the centralized collection of security: 5
related event logs.

[Collect audit logs. Ensure that logging, per the enterprise’s audit log management System-Wide / Time- N [Automated mechanisms exist to compile audit records into an organization-

82 Collect Audt Logs process, has been enabled across enterprise assets. Functional | Intersects With | Correlated Audit Trail MON-027 _|uide audit trai that i time-correlate °
[Mechanisms exist to configure Technology Assets, Applications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:

1) Establish what type of event occurred;
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management . 2) When (date and time) the event occurred;
82 Collect Audit Logs lprocess, has been enabled across enterprise assets. Functional | Intersects With | Content of Event Logs MON-03  3) Where the event occurred; s

4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or

Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the Centralized Collection of y : y

83 [enterprise's acdit 1og management procese. Functional | Intersects With | C°GERS COTTEN MON-02  [similar automated tool, to support the centralized collection of security 5
related event logs.

Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the o4 |Mechanisms exist to allocate and proactively manage sufficient event log

83 Storage lenterprise’s audit log management process Functional | Intersects With | Event Log Storage Capacity | MON-04 gt rage capacity to reduce the likelinood of such capacity being exceeded. s
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or

Configure at least two synchronized time sources Centralized Collection of y "

84 Time A A ) Functional | Intersects With | C°CgrelAsd Cotecton MON-02  [similar automated tool, to support the centralized collection of security. 5

related event logs
o tandardize time synchronization. Configure at least two synchronized time sources Synchronization With ’ IMechanisms exist to synchronize internal system clocks with an authoritative

84 Time lacross enterprise assets, where supported. Functional | Intersects With |, thoritative Time Source | MON97-ltime source. s

|Configure detailed audit logging for enterprise assets containing sensitive data Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or

85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, destination Functional | Intersects with | C°gtreiAed Colecton MON-02 [similar automated tool, to support the centralized collection of security- 5

laddresses, and other useful elements that could assist in a forensic investigation. 4 9 related event logs.
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[Configure detailed audit logging for enterprise assets containing sensitive data.

[Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event ogs that contain suffcint information to,
lat a minimus
1) Etablish wha type of event occurred;

2) When (date and time) the event occurred;

85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, destination Functional | Intersects With |  Content of Event Logs MON-03 5
3) Where the event occu
laddresses, and other useful elements that could assist in a forensic investigation.
(4) The source of th
5) The otcome (bucces or failure) of the event; and
6) The identity of any user/subject associated with the event.
tralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
86 Collect DNS Query Audit Logs ~[Collect DNS query auditlogs on enterprise assets, where appropriate and supported. |  Functional | Intersects witn | - CSgirezec Colection MON-02  similar automated tool, to support the centralized collection of security- 5
related event logs
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
86 Collect DNS Query Audit Logs ~[Collect DNS query auit logs on enterprise assets, where appropriate and supported. | Functional | Intersects With |o2¢*9/3100 ST3Co0Mn0 & | Mow-0z:3 |31aves e vulnersbilty seanners: nevvork peformance, system montores 5
lunusual activity.
entralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
87 Collect URL Request Audit Logs  Collect URL request audit logs on enterprise assets, where appropriate and supported. | Functional | Intersects With | - Cégeeised Colecion MON-02 similar automated tool, to support the centralized collection of security- 5
related event logs
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
87 Collect URL Request Audit Logs  Collect URL request audit logs on enterprise assets, where appropriate and supported. | Functional | Intersects With |o{[c9/1e8 STSC0mn0 & | mow-oz2.3 [Tnatee o suineraiiiy scanaers: network petormance, sy monoried 5
lunusual activity.
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[Collect commandine audit ogs. Example mplemertations ncluge collecting audit Centralized Collection of
88 Collect Command-Line Audit Logs 2% <% e include cc Functional | Intersects with | CZEolzed Cotection MON-02  [similar automated tool, to support the centralized collection of security- 5
related event logs.
(Collect command-line audit logs. Example implementations include collecting audit . IMechanisms exist to log and review the actions of users and/or services with
88 Collect Command-Line Audit Logs 22/ Ft CTmend. e suol logs. Exampe oo o e Functional | Intersects With |Privileged Functions Logging|  MON-03.3|echanisms exist & 5
[Centralize, to the extent possible, audit log collection and retention across enterprise Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
89 Centralize Audit Logs  [assets in accordance with the documented audit log management process. Exampl Functional Equal MON-02  similar automated tool, to support the centralized collection of security- 10
Security Event Logs
plementations include leveraging a SIEM (ol to centralize multifle 103 sources. related event logs
IMechanisms exist to allocate and proactively manage sufficient event log
8.10 Retain Audit Logs Retain audit logs across enterprise assets for a minimum of 90 days. Functional | Intersects With | Event Log Storage Capacity |  MON-0a |Iochanisms exist to aocate ond pioactively monage sufficent event o0, 5
[Mechanisms exist to retain event logs for a time period consistent with
1o |records retention requirements to provide support for after-the-fact
8.10 Retain Audit Logs Retain audit logs across enterprise assets for a minimum of 90 days. Functional | Intersects With | Event Log Retention HON-10 e O e e aett v o e Tect and 5
lcontractual retention requirements.
[Conduct reviews of audit logs to detect anomalies or abnormal events that could lAutomated mechanisms exist to centrally collect, review and analyze audit
811 Conduct Audit Log Reviews  liyjicate a potential threat. Conduct reviews on a weekly, or more frequent, basis. Functional Equal Central Review & Analysis | MON-02.2 e orgs from multiple sources 10
Ensure Use of Only Fully __ |[Ensure only fully supported browsers and email clients are allowed to execute in the e
o1 SUBPOEd Broweers G Emall Eneroros. oy wag e etest veraon of browsers ang smah chents provided Functional | tersects it | o Unsupported ntemet | crc ;- [Mechanisms existto allow only approved Inernet browsers and emalcents s
Clients [through the vendor. W il Cli u V!
Ensure Use of Only Fully _ [Ensure only fully supported browsers and email clients are allowed to execute in the
Restrict Roles Permitted To IMechanisms exist to configure systems to prevent the installation of
91 Supported Browsers and Email [enterprise, only using the latest version of browsers and email clients provided Functional | Intersects With Roles ermitt G052 e e e oy = b oo saar ot oaiice 5
Clients. rough the vendor.
echarims et o orce ntemetbound etwark vaffc troug = oy
lUse DNS filtering services on all end-user devices, including remote and on-premises ldevice (e.g., Policy Enforcement Point (PEP) for URL content filtering and
92 Use DN Filtering Services | v o block access to known malicious domains. Functional Equal DNS & Content Filtering NET-18 |5 filtering to limit a user's ability to connect to dangerous or prohibited 10
Internet sites
Enforce and update network-based URL filters to limit an enterprise asset from IMechanisms exist to force Internet-bound network traffic through a proxy
Maintain and Enforce Network- [connecting to potentially malicious or unapproved websites. Example implementations| y _1e |device (e.g., Policy Enforcement Point (PEP)) for URL content filtering and
93 Based URL Filters include category-based filtering, reputation-based filtering, or through the use of block| ~"unctional Equal DNS & Content Filtering | NET-18 | fitering to limit a user's ability to connect to dangerous or prohibited 10
lists. Enforce filters for all enterprise assets. Iinternet sites.
Restrict Unnecessary or
Restrict, either through uninstalling or disabling, any unauthorized o unnecessary Unsupported Internet pechanisms eist o allow only approved nterne browsers and emai clents
94 Unauthorized Browser and Email |y gycer’ or email client plugins, extensions, and add-on applications Functional | Intersects With | gocers & Email Clients | <F¢"042 lto run on syster 5
Client Extensions
estrict Unnecessary or
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary Restrict Roles Permitted To g IMechanisms exist to configure systems to prevent the installation of
o4 Unauthoried Browser and Emal 1S 0 O eione, and a0e.on applcatons Functional | tersects wi | RS0l T G052 e Uneas the sction s perormed by » prvieged sser of service s
Restrict Unnecessary or Mecharisms cxist o define acceptable and unacceptaple ules of befavior
9.4 Unauthorized Browser and Email [Restrict elther through uninstalling or disabling, any unauthorized or unnecessary Functional | Intersects With Rules of Behavior HRS-05.1 [for the use of including 5
Olized Browser n rowser or email client plugins, extensions, and add-on applications for the u
Restrict Unnecessary o b
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary
9.4 Unauthorized Browser and Email e O Reniona, g a0e.on applcatons Functional | Intersects With | Use of Critical Technologies |  HRS-05.4  [Mechanisms exist to govern usage policies for critical technologies. 5
. IMechanisms exist to validate the legitimacy of email communications
[T lower the chance of spoofed or modified emails from valid domains, implement Sender Policy Framework through configuring a Domain Naming Service (DNS) Sender Policy
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Policy Functional | Intersects With S ner103 [f onfiguring @ Dx aming Seric ender N 5
FFramework (SPF) and the DomainKeys Identified Mail (DKIM) standards. (SPF) ramework (SPF) record to specify the IP addresses and/or hostnames that
are authorized to send email from the specified domain
[To lower the chance of spoofed or modified emails from valid domains, implement Domain-Based Message IMechanisms exist to implement domain signature verification protections
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Policy Functional | Intersects With | Authentication Reporting | NET-204  [that authenticate incoming email according to the Domain-based Message 5
[Framework (SPF) and the DomainKeys Identified Mail (DKIM) standards. and Conformance (DMARC) lAuthentication Reporting and Conformance (DMARC).
[Mechanisms exist to utilize spam protection
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Phishing & Spam Protecton |  END-08 [t durect ancttoke achon o anealhed messages tanporsed by eloronic 5
Imail
. Detonation Chambers IMechanisms exist to utilize a detonation chamber capability to detect and/or
96 Block Unnecessary File Types ~ [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With ey RO o o e ines flos s oonmt ace e 5
. IMechanisms exist to monitor and control communications at the external
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Boundary Protection NET03 O oy Tees o) e s o e e 5
Network Intrusion
< email . _og  |Mechanisms exist to employ Network Intrusion Detection / Prevention
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects Wi | Datacin  Preverton BT 08 ) et o e e hmork 5
IDeploy and Maintain Anti-Malware| Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
101 ointar Deploy and maintain anti-malware software on all enterprise assets. Functional Equal freterenin END.0a  [echanisms ex 10
[Configure Automatic Anti-Malware|__ N Automatic Antimalware [Automated mechanisms exist to update antimalware technologies, including
102 T, |Configure automatic updates for anti-malware signature files on all enterprise assets. | Functional Equal e ot END-04.1 [Auroated mechant 10
[Mechanisms exist to develop, document and maintain secure baseline
Disable Autorun and Autoplay for Secure Baseline Technology Assets, Applications and/or Services (TAAS)
10.3 et e @Y " Ipisable autorun and autoplay auto-execute functionality for removable media. Functional | Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. H
Oiable Autorun and Autopiy for ; Endpoint Protection Mecharisms exist @ protect he confdentialty, Incegry, avalapily and
103 A . Disable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With oint Prote: EnD-0z  Mechaniene et io 5
echaniams exist o develap, dacument avd mantai S2care baseiie
(Configure Automatic Anti-Malware] ) Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
104 e aDle N Configure anti-malware software to automatically scan removable media. Functional | Intersects With e e CFG-02  [{hat are consistent with industry accepted system hardening standards. 5
(Configure Automatic Anti-Malware . Endpoint Protection IMechanisms exist to protect the confidentiality, integrity, availability and
10.4 o aple N Configure anti-malware software to automatically scan removable media. Functional | Intersects With END-02  [MeChanieTe Sxist 0 POt 5
(Configure Automatic Anti-Malwarel . Malicious Code Protection exist to utiize to detect and eradicate
104 R amte N Configure anti-malware software to automatically scan removable media. Functional | Intersects With e e ot EnDos  |Mechanisms ex 5
exist to ensure that
(Configure Automatic Anti-Malwarel § . ’ running i reabime and cannot be disabied or altered by non-privileged
104 e Amte N Configure anti-malware software to automatically scan removable media. Functional | Intersects With |  Always On Protection D047 | e o o e e e e e asis 5
for a limited time period
Mechanisms exist to develop, document and maintain secure baseline
Enable anti-exploitation features on enterprise assets and software, where possible, ) Secure Baseline for Technology Assets, Applications andior Services (TAAS)
105 Enable Anti-Exploitation Features fsuch as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With e e CFG-02  [{hat are consistent with industry-accepted system hardening standards. 5
[Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™
Enable anti-exploitation features on enterprise assets and software, where possible, . )
105 Enable Anti-Exploitation Features [such as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With Endpoint Protection END.02  [Mechanisms exist to profect the confidentiality, integrity, avalabilty and 5
|Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™ Y P
Centrally Manage Anti-Malware Centralized Management of
106 [Centrally manage anti-malware software. Functional Equal e M egemertol | END-04.3  |Mechanisms exist to centrally-manage antimalware technologies, 10
Use Behavior-Based Anti-Maware N y Heuristic / Nonsignature- y Mechanisms exist to utiize heuristic / nonsignature-based antimalware
107 1 Sased’ Use behavior-based anti-malware software. Functional Equal stic | Nonsignat D044 [Hehaeme o o 10
Mechanisms exist to facilitate the implementation of contingency planning
Establish and maintain a data recovery process. In the process, address the scope of lcontrols to help ensure resilient Technology Assets, Applications and/or
1 Establish and Maintain a Data ~|data recovery activities, recovery prioritization, and the security of backup data Functiona! Subset Of Business Continuity BCD-01  [Services (TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business 10
covery Process. Review and update documentation annually, or when significant enterprise changes Management System (BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
loccur that could impact this Safeguard
[Mechanisms exist to create recurring backups of data, software and/or
PPerform automated backups of in-scope enterprise assets. Run backups weekly, or system images, as well as verify the integrity of these backups, to ensure the
1.2 Perform Automated Backups |15 e frequently, based on the sensiti the data, Functional Equal Data Backups BCD-1L |2 ilability of the data to satisfy Recovery Time Objectives (RTOS) and 10
[Recovery Point Objectives (RPOS)
Protect recovery data with equivalent controls to the original data. Reference Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
13 Protect Recovery Data loncryption or data separation, based on requirements. Functional | Intersects With Integrity BCD-111 - Jpackup process, as well as the integrity and availability of the data 5
PProtect recovery data with equivalent controls to the original data. Reference . c exist to prevent the disclosure
13 Protect Recovery Data |encryption or data separation, based on requirements. Functional | Intersects With | Cryptographic Protection | BCD-114 |angjor modification of backup information. s
rotect recovery data with equivalent controls to the orginal data. Reference Applications andor Services eyt (e ST LeCovery A oconsiution of
" 112 [Technology Assets, Applications and/or Services (TAAS) to a known state
13 Protect Recovery Data lencryption o data separation, based on requirements. Functional | Intersects With | raxs) Recovery & B T o Chemuption. compromise or failure s
PProtect recovery data with equivalent controls to the original data. Reference Backup & Restoration
13 Protect Recovery Data |0 e e e e e o onemante Functional | Intersects ith | S2ckup & Restoretion BCD-13  |Mechanisms exist to protect backup and restoration hardware and software. 5
Protect recovery data with equivalent controls to the original data. Reference §
13 Protect Recovery Data |0 e e e e o renremante Functional Subset OF Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Establish and maintain an isolated instance of recovery data. Example [Mechanisms exist to utilize an isolated, non-production environment to
114 Establish and Maintain an 150/ated!mplementations include, version controlling backup destinations through offine, Functional Equal Isolated Recovery BCD-14  |perform data backup and recovery operations through offline, cloud or off- 10
nstance of Recovery Data Environment
lcloud, or off-ste systems or services site capabilities.
[Test backup recovery quarterly, or more frequently, for a sampling of in-scope Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
15 Test Data Recovery lenterprise assets. Functional | Intersects With Integrity BCDLLL Jhackup process, as well as the integrity and availability of the data s
fTest backup recovery quarterly, or more frequently, for a sampling of in-scope Test Restoration Using . [Mechanisms exist to utilize sampling of available backups to test recovery
s Test Data Recovery lenterprise assets Functional | Intersects With Sampl BCD-LLS |capabilities as part of business continuity plan testing 5
nsure network infrastructure s kept up-to-date, Example implementations include
121 Ensure Network Infrastructure s [running the latest stable release of Software and/or using currently supported network:| ¢ .o subsetof | Network Security Controls | oo o [Mechanisms exist to develop, govern & update procedures to facilitate the 0
Up-to-Date las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, (NSC) implementation of Network Security Controls (NSC).
to verify software support.
fEnsure network infrastructure is kept up-to-date. Example implementations include
21 Ensure Network Infrastructure is running the latest stable release of software and/or using currently supported networkc| ¢ o | - Continuous Vulnerability | pygq  Mechanisms exist to address new threats and vulnerabilites on an ongoing s
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, Remediation Activities lbasis and ensure assets are protected against known attacks
to verity software support.
[Ensure network infrastructure is kept up-to-date. Example implementations nclude
121 Ensure Network nfasiucture is [uming the Iatest stabl rlease ofsoftware and/or using curtently supported network| il | ntersects With Stable Versions VpM.04.1  |Mechanisms exist to installthe latest stable version of any software and/or s

las-a-service (Naas) offerings. Review software versions monthly, or more frequently,
Jto verify software support.

security-related updates on all applicable systems.
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[Ensure network infrastructure is kept up-to-date. Example implementations include
running the latest stable release of software and/or using currently supported network-

[Mechanisms exist to conduct software patching for all deployed Technology
lAssets, Applications and/or Services (TAAS), including firmware.

Ensure Network Infrastructure is Software & Firmware
121 Up-to-Date las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, Functional | Intersects With Patching VPM-05 5
lto verify software support.
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o subsetof | Network Security Controls | ot o [Mechanisms exist to develop, govern & update procedures to facilitate the 10
Network Architecture Imust address segmentation, least privilege, and availability, at a minimun. (NSC) implementation of Network Security Controls (NSC).
IMechanisms exist to implement security functions as a layered structure that
Establish and Maintain a Secure |Establish and maintain a secure network architecture. A secure network architecture o, |minimizes interactions between layers of the design and avoids any
12.2 Network Architecture Imust address segmentation, least privilege, and availability, at a minimum. Functional | Intersects With | Layered Network Defenses | - NET-02 |jop0ndance by lower layers on the functionality or correctness of higher 5
layers.
Mechanisms exist to facilitate the implementation of industry-recognized
§ security, compliance and resilience practices in the specification, design,
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o Subset Of cure seao1 s of Technology Assete, 0
Network Architecture Imust address segmentation, least privilege, and availability, at a minimu. Principles lApplications andjor Services (TAAS)
[Mechanisms exist to develop an enterprise architecture, aligned with
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | ¢ oo | Alignment With Enterprise | oy o0 [industry-recognized leading practices, with consideration for security. s
Network Architecture Imust address segmentation, least privilege, and availability, at a minimun. Architecture lcompliance and resilience principles that addresses risk to organizational
loperations, assets, individuals and other organizations.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network ki Remote Maintenance y (Cryptographic mechanisms exist to protect the integrity and confidentiality
123 ol Manage e contrlled nfastructure-a5-Code (1aC). an the use of secure network protocols,such | - Functional | Inersects witn | (SRS ITIEREe, | mnm05.3.ICYBErae TR S e O mancotions. 5
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
123 e lcontrolled Infrastructure-as-Code (1aC), and the use of secure network protocols, such | Functional Subset Of s T 0L O o of Notwork Becurity Comtrole (NG 10
Jas SSH and HTTPS.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network rin . Non-Console Administrative o6 |Cryptographic mechanisms exist to protect the confidentiality and integrity
123 g e [controlled Infrastructure-as-Code (1aC), and the use of secure network protocols, such | Functional | Intersects With o CRY-06  [CIYP0graphle Moo et o P 5
Jas SSH and HTTPS.
IMechanisms exist to maintain network architecture diagrams that:
stablish and maintain architecture diagram(s) and/or other network system (1) Contain sufficient detail to assess the security of the network's
124 Eatablish and Mainaln G0, on. Revi and updste documentation amnualy, r wnen Samncant Functional fal | MetwerkOagams & 0ata | grop  foreniacun 10
9 lenterprise changes occur that could impact this Safeguard. 9 (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Centralize Network Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
125 lAuthentication, Authorization, and|Centralize network AAA. Functional | Intersects With i (AR, IAC01.2  [Audit (AA) olutions, both on-premises and those hosted by an External 5
‘Auditing (AAA) Service Provider (ESP).
Centralize Network Identification & Mechanisms exit to uniquely identiy and centrally Authentiate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With Authentication for IAC02 [and Audit (AAA)organizatonalusers and processes acting on behalf o 5
‘Auditing (AAA) Organizational Users
Centralize Network Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With | Authentication for Non- IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 5
‘Auditing (AAA) Organizational Users lorganization.
Centralize Network Gentification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With | , . (Gentification® | 1Ac-04  [and Audit (AAR) devices before establishing a connection using bidirectional 5
‘Auditing (AAA) lauthentication that is cryptographically- based and replay resistant.
126 Use of Secure Network lUse secure network management and communication protocols (e.g., 802.1X, Wi- Functional subsetof | Network Security Controls | oo [Mechanisms exist to develop, govern & update procedures to facilitate the 0
i and Cor Protected Access 2 (WPA2) Enterprise or greater). (NSC) implementation of Network Security Controls (NSC).
Use of Secure Network [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
lUse secure network management and communication protocols (e.., 802.1X, Wi-Fi Data Flow Enforcement -
1256 Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only 5
i and cor Protected Access 2 (WPA2) Enterprise or greater). Access Control Lists (ACLS) e o
Mechanisms exist to facilitate the implementation of industry-recognized
securty. compliance and resiience ractices in the specification, design,
126 Use of Secure Network lUse secure network management and communication protocols (e.g., 802.1X, Wi- Functional Subset Of cure seao1 o s of Technology Atsets, 0
i and Cor Protected Access 2 (WPA2) Enterprise or greater). Principles [Applications andlor Services (TAAS)
s . [Mechanisms exist to require the developers of Technology Assets,
126 Use of Secure Netwo lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functional | Intersects with |POTtS: Protocols & Services In| 1o, oo 1 [Applications and/or Services (TAAS) to dentify early in the Secure s
Protected Access 2 (WPA2) Enterprise o greater). unctional | Intersects Wil Use - IDevelopment Life Cycle (SDLC), the functions, ports, protocols and services
Protocols intended for use.
Mechanisms exist to require External Service Providers (ESPS) to identify and
126 Use of Secure Netuwork lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functional | Intersects With [Reqr e Connectivity Tomoaz [document the business need for pors, rotocols and otherservices t S
- -04.2 Irequires to operate its Technology Assets, Applications and/or Services
it and Cor Protected Access 2 (WPA2) Enterprise or greater). I Aol q P a9y Pl
Ensure Remote Devices Utilize a
Require users to to d VPN and services IMechanisms exist to define, control and review organization-approved,
127 e and are Connectingto o eesng enerpte resources on eni-ose deuces Functional | Intersects With | Remote Access NET1 e Tamete access metrods s
Ensure Remote Devices Utilize a
Require users to to 3 VPN and services Automated Monitoring &
127 o and are Comecting o an |0 eeeng anterpise resources o enduser dewces Functional | Intersects With o o NET-14.1  |Automated mechanisms exist to monitor and control remote access sessions. 5
Ensure Remote Devices Utilize a
5 Require users to to VPN and services Protection of C g existto rotect the and integrity
127 o and are Comnecting to a0 anerpe resources on sni-sser dewces Fonctional | Inersects with T e om | NET-142 o et aecoss sossons (e VA s
Ensure Remote Devices Utilize a
127 N 3 e Comecing to an” [edulre users to authenticat to enterprise-managed VPN and authentcation Services | unctional | itersects with | Mon99€d Actess Contol | ey 5 Mechanisms exist to route sl remte accesses through managed network S
e AR et chare prior to accessing enterprise resources on end-user devices. laccess control points (e.g.. VPN concentrator)
[Centralize security event alerting across enterprise assets for log correlation and
Y '9|vendor-defined event correlation alerts. A log analytics platform configured with a Security Event Logs rated avent loas. %" PP Y
lsecurity-relevant correlation alerts also satisfies this Safeguard. 9
Host Intrusion Detection and [Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
132 Deploy a Host-Based Intrusion ~ [Deploy a host-based intrusion detection solution on enterprise assets, where Functiona! caual e oot enp.o7  [Systems (HIDS / HIPS), or similar technologies, to monitor for and protect 0
Detection Solution lappropriate and/or supported. q i lagainst anomalous host activity, including lateral movement across the
Inetwork
IDeploy a network intrusion detection solution on enterprise assets, where appropriate. Network Intrusion
133 Deploy a Network Intrusion  |Example implementations include the use of a Network Intrusion Detection System Functional Equal Detection / Prevention NET-08 ?i‘t'e‘frz‘s‘smf;;/ﬁf;s",i;"g'e‘i‘é("l‘z‘r‘:“d"/;“r o ok 10
(NIDS) or equivalent cloud service provider (CSP) service. Systems (NIDS / NIPS) V- P
[Mechanisms exist to implement and govern Access Control Lists (ACLs) to
Perform Traffic Filtering Between Data Flow Enforcement -
134 Nt oo Perform traffic filtering between network segments, where appropriate. Functional | ntersects with | 028 &N COIERTCLG) | NET-04  [provide data low enforcement that expiicity restrict network rffic o only 5
[Mechanisms exist to configure firewall and router configurations to deny
Perform Traffic Filtering Between y y Deny Traffic by Default & y
134 e o Perform traffic filtering between network segments, where appropriate. Functional | Intersects With | Q0 TriC by DEAUES | NET-04.1  |network traffic by default and allow network traffic by exception (e.g., deny 5
all, permit by exception).
IManage access control for assets remotely connecting to enterprise resources.
Determine amount of access to enterprise resources based on: up-to-date anti- IMechanisms exist to treat all users and devices as potential threats and
135 Manage Access Control for |z jware software installed, configuration compliance with the enterprise’s secure Functional | Intersects with | 2670 TrustArchitecture | yerp 1 fprevent access to data and resources until the users can be properly 3
Remote Assets (ZTA)
lconfiguration process, and ensuring the operating system and applications are up-to- lauthenticated and their access authorized.
IManage access control for assets remotely connecting to enterprise resources.
IDetermine amount of access to enterprise resources based on: up-to-date anti-
135 R ettt for  Imalware software installed, configuration compliance with the enterprise’s secure Functional | Intersects With Boundary Protection Ner3  |Mechanisms exist to monitor a‘:(d;,?;\:?u‘:nccz'r“\:;::iﬁ?ﬂnfhael:gte\'z(flkema‘ 5
process, and ensuring the operating system and applications are up-to- v Y
ldate.
Manage access control for assets remotely connecting to enterprise resources.
Manage Access Control for [Determine amount of access to enterprise resources based on: up-to-date anti Gevice (e Sofowire versons, patch vl hch prio 10 alowing Sevices
135 e Aseats. Imalware software installed, configuration compliance with the enterprise’s secure Functional | Intersects With | Endpoint Security Validation |  NET-14.7  [{€V/Ce= (€9 e toty Acerte An ey Semvices 8
process, and ensuring the operating system and applications are up-to- 9y g
ldate
[Collect network traffic flow logs and/or network traffic to review and alert upon from . o1 |Mechanisms exist to facilitate the implementation of enterprise-wide
136 Collect Network Traffic Flow Logs [otect network ¢ Functional Subset Of Continuous Monitoring MON-01  MechanionS e 10
Ny [Mechanisms exist to "tune” event monitoring technologies through analyzing
136 Collect Network Traffic Flow Logs |Sonect network traffic flow logs and/or network traffic to review and alert upon from Functional | Intersects With |  Alert Threshold Tuning | MON-01.13 |communications traffic/event patterns and developing profiles representing 5
lcommon traffic patterns and/or events.
[Automated mechanisms exist to correlate both technical and non-technical
(Collect network traffic flow logs and/or network traffic to review and alert upon from Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
136 Collect Network Traffic Flow Logs |;eryori gevices. Functional | Intersects With Information MON-02:1|(siem) or similar automated tool, to enhance organization-wide situational 5
lawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
[Collect network traffic flow logs and/or network traffic to review and alert upon from . Integration of Scanning & » lanalysis of vulnerability scanners, network performance, system monitoring
13.6 Collect Network Traffic Flow Logs | oty ork devices. Functional | Intersects With |otpe - Monitoring Information| MON92-3  [5ng other sources to further enhance the ability to identify inappropriate or 5
lunusual activity.
Establish and maintain a security awareness program. The purpose of a security
lawareness program s to educate the enterprise’s workforce on how to interact with :
11 Establish and Maintain a Security IS FESan 5ot Ina secure Maner. Conduct aining ot nire and. ot & Functional | SubsetOf |y Securt Compliance & | gy |Mechanisms exist o aciltate the implementation of security workiorce 10
9 Iminimum, annually. Review and update content annually, or when significant P!
lenterprisé changes occur that could impact this Safeguard.
142 Arain Worklorce faembers. (o Irrain workforce members to recognize social engineering attacks, such as phishing, Functional Equal Social Engincering & Mining | SAT.02.2  Mechanisms exist o ncude awareness rainng on recognizing and reporting 10
9 9 9 |business email compromise (BEC), pretexting, and tailgating. q 9 9 9 lpotential and actual instances of social engineering and social mining.
Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include
143 Functional | Intersects With | Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 5
Authentication Best Practices [MFA, password composition, and credential management g e e At
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include
143 Functonal | Itersects With | Compliance & Resllence | SAT-03 (1) Before authoizng access to th system or performing assigned dutes 5
Authentication Best Practices [MFA, password composition, and credential management. Ny ) e o e e oo
(3) Annually thereafter.
[Train workforce members on how to identify and properly store, transfer, archive, and IMechanisms exist to provide role-based security, compliance and resilience-
frain Workforce on Data Handling|0€StT0Y Sensitive data. This also includes training workforce members or clear screen Role-Based Security, related training:
144 o 9land desk best practices, such as locking their screen when they step away from their | ~ Functional Equal Compliance & Resilience |  SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 10
lenterprise asset, erasing physical and virtual whiteboards at the end of meetings, and raining (2) When required by system changes; an
lstoring data and assets securely. (3) Annually thereafter.
Train Workforce Members on [Train workforce members to be aware of causes for unintentional data exposure. Sensitive / Regulated Data [Mechanisms exist to ensure that every User accessing a system processing,
145 Causes of Unintentional Data ~|[Example topics include mis-delivery of sensitive data, losing a portable end-user Functional Equal Storage, Handling & SAT-03.3  [storing or transmitting sensitive/reguiated data is formally trained in data 10
jevice, or publishing data to unintended audiences. Processing Ihandiing requirements
Train Workforce Members on Suspicious Communications IMechanisms exist to provide training to personnel on organization-defined
146 Recognizing and Reporting ||2in Workforce members to be able to recognize a potential incident and be able to Functional Equal & Anomalous System SAT-03.2 |indicators of malware to recognize suspicious communications and 10
report such an incident
Security Incidents Behavior lanomalous behavior.
Trin Workorce on HOW 9 iy orkforce to understand how to veriy and report out.of-date software patches Securiy, Compliance & Mechanisms exit o provide all employees and contractors appropriate
147 Y P lor any failures in automated processes and tools. Part of this training should include Functional | Intersects With | Resilience Awareness SAT-02 [security, compliance and resilience awareness education and training that is 5

Enterprise Assets are Missing
Security Updates

Inotifying IT personnel of any failures in automated processes and tools.

Training

Irelevant for their job function.
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IMechanisms exist to provide role-based security, compliance and resilience-
rrain iorklorce on How 0 Irrain workforce to understand how to verify and report out-of-date software patches Role-Based Security, related trainin
147 o o Micemg  [or any failures in automated processes and tools. Part of this training should include Functional | Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
"Sewm Undutes 9 |notifying IT personnel of any failures in automated processes and tools. Training (2) When required by system changes; and
Y Up (3) Annually thereafter.
Train Workforce on the Dangers [Train workforce members on the dangers of connecting to and transmiting data over,
148 of Connecting to and networks or enterprie actiiies, If the enterprise has remate w Functional | Itersects With | “Reshence awarencss | SATO2  securiy,compiance and reshence awareness scucaton andaring tat s s
Enterprise Data Over msecure _[raiming must include guidance t ensure that all users secursly configure their home fasian et for et Tob function 9
works Inetwork infrastructure. 9 i
Train Workforce on the Dangers [Train workforce members on the dangers of connecting to, and transmiting data over, fole-Based securty echanisms exist 0 provide role-based securiy, compliance and resiience-
lof Connecting to and Transmittinginsecure networks for enterprise activities. If the enterprise has remote worker: . g y
148 Enterprise Data Over Insecure - [training must include guidance to ensure that all users securely configure their home | Functional | Intersects With | - Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned dutles; s
AR raining 2) When required by system changes; an
(3) Annually thereafter.
|Conduct role-specific security awareness and skills training. Example implementations Role-Based Security. Teisted taming. o4 roe based secutty, compliance and resiience:
Conduct Role-Speci urity |include secure system administration courses for IT professionals, OWASP® Top 10 g
149 Awareness and Skills Training  |vulnerability awareness and prevention training for web application developers, and Functional | Intersects With c°m"“a¥;f§n“;s”'e”‘e saros m:fr::gl‘:ﬂ“f:y‘;‘gsnf ;ﬁ;’r‘\;gs;f": or performing assigned duties; 5
ladvanced social engineering awareness training for high-profile roles. 3) Anmsaiy heraer”
|Conduct role-specific security awareness and skills training. Example implementations
Conduct Role-Specific Security finclude secure system administration courses for IT professionals, OWASP® To IMechanisms exist to include practical exercises in security, compliance and
14.9 Awareness and Skills Training [vulnerability awareness and prevention training for web application developers, and Functional | Intersects With Practical Exercises SAT-03.1 | oilience training that reinforce training objectives. 5
ladvanced social engineering awareness training for high-profile roles.
|Conduct role-specific security awareness and skills training. Example implementations Continuing Professional Mechanisms exist to ensure security, compliance and resience personnel
14 Conduct Role-Specific Security finclude secure system administration courses for IT professionals, OWASP® Top 1 Functional | Intersects with | Education (CPE) - Security, | g, o+ [receive Continuing Professional Education (CPE) training to rency 5
Awareness and Skills Training ~ [vulnerability awareness and prevention training for web application developers, and Compliance & Resilience 7 |an proficiency with industry.recognized secure practces that are pertinent
ladvanced social engineering awareness training for high-profile roles. to their assigned roles and responsibilities.
[Mechanisms exist to maintain a current, accurate and complete lst of
[Establish and maintain an inventory of service providers. The inventory is to list all [External Service Providers (ESPs) that can potentially impact the
Establish and Maintain an  [known service providers, include ciassification(s), and designate an enterprise contact ’ ’ IConfidentiality, Integrity, Availability and/or Safety (CIAS) of the
151 Inventory of Service Providers  [for each service provider. Review and update the inventory annually, or when Functional Equal Third-Party Inventories | TPM-OL.L |0 nization's Technology Assets, Applications, Services andor Data 10
[significant enterprise changes occur that could impact this Safeguard. (TAASD).
Wechanisis ex1t 1o develop o plan for Supply i Rk Wanagement.
s i he development, acquisition, maintenance ai
[Establish and maintain a service provider management policy. Ensure the policy ((SCRM) associated with
152 Establish and Maintain a Service [addresses the inven monitoring, an i Functional equal upply Chain Risk Rskog  [(sposal of Technology Assets, Applications and/or Services (TAAS), ucing 10
Provider Management Policy  [of service providers. Review and update the policy annually, or when significant unctional qual Management (SCRM) Plan 3 documenting selected mitigating actions and monitoring performance
lenterprise changes occur that could impact this Safeguard. jagainst those plans.
[Establish and maintain a service provider management policy. Ensure the policy
Establish and Maintain a Service [addresses the inventory, monitoring, an IMechanisms exist to facilitate the implementation of third-party management]
152 Provider Management Policy  [of service providers. Review and update the policy annually, or when significant Functional SubsetOf | Third-Party Management | TPM-01 |conirglg 10
lenterprise changes occur that could impact this Safeguard.
[classify service providers. Classification consideration may include one or more [Mechanisms exist to identify, prioritize and assess suppliers and partners of
characteristics, such as data sensitivity, data volume, availability requirements, Third-Party Criticalit (critical Technology Assets, Applications and/or Services (TAAS) using a
15.3 Classify Service Providers  [applicable regulations, inherent risk, and mitigated risk. Update and review Functional Equal Assesgmems Y TPM-02  [SuPPly chain risk assessment process relative to their importance in 10
[classifications annually, or when significant enterprise changes occur that could Isupporting the delivery of high-value services.
impact this Safeguard.
Ensure service provider contracts include security requirements. Example
equirements may include minimum security program requirements, security incident Ad
lequate Security for IMechanisms exist to protect sensitive/regulated data that s collected,
15.4 e e K o P o e emieh e 9@ | Functional | Intersects With [Sensitive / Reguiated Data In| 10032 |developed, received, transmitted, used or stored in Support of the 5
lenterprise’s service provider management policy. Review service provider contracts Support of Contracts performance of a contract.
lannually to ensure contracts are not missing security requirements.
[Ensure service provider contracts include security requirements. Example
equirements may include minimum security program requirements, security incident o
ata Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
154 E"‘:;’ff:s’:‘:jr:;""‘de' Contracts| a‘nsc!p/:srad‘ata breach notificat Se"sggjr@””"”‘ data encryption requirements, and dat2 | Functional | Intersects With | for Contractors & Service | PRI-07.1  |other acquisition-related documents that establish data privacy roles and 5
lenterprise’s service provider management policy. Review service provider contracts responsibilities for contractors and service providers.
lannually to ensure contracts are not missing security requirements.
[Ensure service provider contracts include security requirements. Example
requirements may include minimum security program requirements, security incident
Ensure Service Provider Contracts| and/ur data breach notifica response, data encryption requirements, and data i IMechanisms exist to utilize security safeguards to limit harm from potential
15.4 Include Security sal These securit t be consistent with the Functional | Intersects With Limit Potential Harm TPM-03.2 |- jversaries who identify and target the organization's supply chain. 5
enterpnse < Service provider management polcy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
[Mechanisms exist to mitigate the risks associated with third-party access to
[Ensure service provider contracts include security requirements. Example the organization's Technology Assets, Applications, Services and/or Data
equirements may include minimum security program requirements, security incident (TAASD).
Ensure Service Provider Contracts|and/or data breach notification and response, data encryption requirements, and data
154 Include Security isposal These security must be consistent with the Functional | Intersects With | Third-Party Services TRM-04 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
echarlsrns SXSt o FEQUTe conlractual requremnls or BppTCable secury.
[Ensure service provider contracts include security requirements. Example nd resilience with , reflect
equirements may include minimum security program requirements, security incident orgonization's needs to protect It Technology ASsets, Application, Services
Ensure Service Provider Contracts|and/or data breach notification and response, data encryption requirements, and data Third-Party Contract land/or Data (TAASD).
15.4 Include Security ldisposal These security must be consistent with the Functional | Intersects With Requirements TPM-05 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
Establish and maintain a secure application development process. In the process, IMechanisms exist to require software developers to ensure that their
laddress such items as: secure application design standards, secure coding practices, software development processes employ industry-recognized secure
16.1 A eaintaln & ecure. |developer training, vuinerability management, security of third-party code, and Functional | Intersects with | 2yeloPMERtMENOdS, | 1pa02.3 fpractices for secure programming, engineering methods, quality control 5
PP P! lapplication security testing procedures. Review and update documentation annually, a lprocesses and validation techniques to minimize flawed and/or malformed
lor when significant enterprise changes occur that could impact this Safeguard software.
[Mechanisms exist to require the developers of Technology Assets,
lApplications and/or Services (TAAS) to produce a design specification and
Isecurity architecture that:
(1) s consistent with and supportive of the organization's security
[Establish and maintain a secure application development process. In the process, :;;:‘r:‘e;‘:;i!2‘:{“;{;:?:;’;‘:;‘::{({;:2}“ and is an integrated part of the
jdaress such tems as: secure application design standards, secure coding practics, g
161 Cetablish and Maintain @ Secure_ldeveloper training, vulnerammy management, securiy o tird-party code, Functional | Intersects with | DeveloPerArchitecture & | rpj o5 ((2) Accurately and completely describes the required security functionality 5
PP P pplication security testing procedures. Review and update documentation annually, 9 land the allocation of security, compliance and resilience controls among
lor when significant enterprise changes occur that could |mpa(t this Safeguard. iphysical and logical components; and
(3) Expresses how individual security functions, mechanisms and services
work together to provide required security capabilities and a unified
lapproach to protection
[Mechanisms exist to develop applications based on Secure Software
Establish and maintain a secure application development process. In the process, IDevelopment Practices (SSDP).
Establish and M re [pddress such items as: secure application design standards, secure coding practices, Secure Software
161 e Prs et [developer training, vulnerability management, security of third-party code, and Functional | Intersects With |  Development Practices TDA-06 5
PP P! lapplication security testing procedures. Review and update documentation annually, (SSDP)
lor when significant enterprise changes occur that could impact this Safeguard
- [Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
Etabiish and meintin a secure spolication development process, In the process, jovern a secure development lifecycle for the development of Technology
laddress such items as: secure application design standards, secure coding practices, |Assets, Applications and/or Services (TAAS).
161 [Establieh and Maintain 3 Secure_developer training, vuinerability management, security of third-party code, and Functional | Intersects with |S°W(E ASSWalce Maturity|  pp.06.3 5
PP P! lapplication security testing procedures. Review and update annually,
lor when significant enterprise changes occur that could impact this Safeguard.
[Mechanisms exist to implement secure configuration settings by default to
[Establish and maintain 3 secure apphcatlon development process. In the process, reduce the likelihood of Technology Assets, Applications and/or Services
ress such items as: secure application design standards, secure coding practices, (TAAS) being deployed with weak security Settings that would put the TAAS
16.1 e 2 heaintain & becure_|developer training, v vunerabity managemsnl se(umy o tmm party code, an Functional | Intersects With | Secure Settings By Default | TDA-09.6  [at a greater risk of compromise. 5
pplicati P! lapplication security te: Review and uj annually,
oFihen Sgmfcant enterpice changes aceur hat cou mpact s Safeguara.
[Mechanisms exist to require the developers of Technology Assets,
Establish and maintain a secure application development process. In the process, |Applications and/or Services (TAAS) to provide training on the correct use
Establish and Maintain a Secure [20dress such items as: secure application design standards, secure coding practices, land operation of the Technology Asset, Application and/or Service (TAAS).
161 Appication Development process [eVeloper training, vinerabity management, securiy o tird-party code, and Functional | Intersects With |Developer-Provided Training| ~ TDA-16 5
PP P! lapplication security testing eview and uj annually,
oF ihen Sgmcant entermice hanges oceur that coul mpact s Safeguard.
Establish and maintain a secure application development process. In the process,
Establish and Maintain a Secure 20075 such items as: secure application design standards, secure coding practices, IMechanisms exist to ensure the Open Web Application Security Project
16.1 Py m'lm Deve‘; m'em Pmé‘ess |developer training, vulnerability management, security of third-party code, and Functional Intersects With | Web Security Standard WEB-07  |(OWASP) Application Security Verification Standard is incorporated into the 5
PP P lapplication security testing procedures. Review and update documentation annually, lorganization's Secure Systems Development Lifecycle (SSDLC) process.
lor when significant enterprise changes occur that could impact this Safeguard.
Establish and maintain a secure application development process. In the process,
Establish and Maintain a Secure [204reSs such tems as: secure applicaton design standards, secure coding practices, IMechanisms exist to ensure a robust Web Application Framework is used to
161 e Peseie. |developer training, vulnerability management, security of third-party code, Functional | Intersects With | Web Application Framework |~ WEB-08 [aid in the development of secure web applications, including web services, 5
PP P! lapplication security te: procedures. Review and update documentation annuany. lweb resources and web APIs.
lor when significant enterprise changes occur that could impact this Safeguard
Mechanisis exit o generate, or obtai, 3 Software BIl of Waterals (SBOM)
[Establish and maintain a process to accept and address reports of software [for Technology Assets, Applications and/or Services (TAAS) that ftware
|vuinerabilities, including providing a means for external entities to report. The process [packages in use, including versions and applicable licenses.
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, u Software Bill of Materials
162 to Accept and Address Software wuinerabilty racing system that ncludes severity ratings, and metrics for measuring | Functional | Intersects With (S80M) TDA-04.2 5
Vulnerabilities. ftiming and
lupdate documentation annuany, ‘or when Sigriicant enterprise changes occur hat
|could impact this Safeguard.
[ porty spplication developers need to consider this an externaly-facing policy
{that helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. A part of the process, use a IMechanisms exist to perform threat modelling and other secure design
162 to Accept and Address Software vulnerabilty tracking system that ncludes severiy ratings, and metrics for measuring | Functional | ntersects With Threat Modeling TDA06.2  [techniques, to ensure that threats to software and solutions are identified 5
Vulnerabilities. ftiming for analysis, and Review and land accounted for.
update documentation annually, or when Simficant enterprise changes occur that
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
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[Establish and maintain a process to accept and address reports of software
|vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. A part of the process, use a [echanisms exist to have an independent review of the software design to
162 to Accept and Address Software V‘I'Avl‘r‘v:grz(zply tracking sys;sgyt;:tmuues severiy raings, and metrics for measuring | Functional | Intersects With | - Software Design Review | TOA-065 (1) abriicable securty, compliance and resiince requirements are met; and 5
update documentation annualy, o when Significant enterprise changes occur that (2) dentified risks are remediated.
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
Establish and maintan a process to accept and address reports of software
|vuinerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting ?Eecﬂ;ft';‘sc"gin?“;é‘; ’:,ﬁd“,gffe‘/sf“l‘:’:cge;:,‘:::’z"‘"‘eg’a“”s consult with
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. AS part of the process, use a Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
similar capability;
162 to Accept and Address Software v‘\rJrI\r‘vr?graizﬂ\ly tracking sysiem ytshlzt;ncd\udes severly rotings, and metrics for measuring | Functional | Intersects With | ‘;e;\mcs erve:‘gsa o | A0 [ implementa >, erifable flaw remediation process to correct weaknesses 5
update documentation annualy. of when signiicant emerpnse changes occur that jand deficlencies identified during the control testing and evaluation process;
[could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy (3} Document the results.
fthat helps to set expectations for outside stakeholders.
[Mechanisms exist to require the developers of Technology Assets,
Eslab\lsh and mamlam a process to accept and address reports of software |Applications and/or Services (TAAS) to produce a plan for the continuous
cluing providing & means for external nties o reprt. The process Imonitoring of security, compliance andor resilience control effectiveness.
eto inchude suth Heme s s vulnerability handling policy t ntifies reportin
ocass, responsible party for handing vulnerabilty reports, and 5 pracese for ntake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a
162 to Accept and Address Software uinerabilty racking system that includes severity ratings, and metrics for measuring | Functonal | Intersects With | Continuous Moritaring Plan | TDA-09.1 5
Vulnerabilities. ftiming for analysis, and
lupdate documentation annually, or when significant enterprise changes occur that
|could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
[vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake, .
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, u Developer Threat Analysis & [echanisms exist to 'e“““;‘/s‘ﬁ'“}’E“f‘m’e'ﬁ"d““‘fg'a:‘;?;g,"f"e“’"
16.2 to Accept and Address Software tracking system (hat mdudes sevemy ramgs and memcs far r measuring Functional | Intersects with |D€VeIoper Threat Analysis Tpa-1s  [2nd Implement an ongoing Security Testing and Evaluation plan, or 5
Rk fimno o ) Flaw Remediation isimilar process, to objectively identify and remediate vulnerabilities prior to
updiate documentation annuan  or when Signicant enterprise changes cocur that release to production
pd v, 9 P 9
|could impact this Safeguard.
[Fir oty spplication developers need to consider this an externaly-facing policy
{that helps to set expectations for outside stakeholders.
[Mechanisms exist to establish a Vulnerability Disclosure Program (VOP) to
[Establish and maintain a process to accept and address reports of software jassist with the secure development and maintenance of Technology Assets,
\vuinerabilities, including providing a means for external entities to report. The process /Applications and/or Services (TAAS) that receives unsolicited input from the
s to include such items as: a vulnerability handiing policy that identifies reporting jpublic about vulnerabilities in organizational T/
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. AS part of the process, use a Vunerability Disclosure
162 to Accept and Address Software vulnerabilty tracking system that ncludes severiy ratings, and metrics for measuring | Functional | ntersects With T Vo) THR-06 5
ies. ltiming for analysis, and Review and g
update documentation annualy, o when Significant enterprise changes occur that
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
lPerform root cause analysis on security When reviewing
2 IMechanisms exist to incorporate lessons learned from analyzing and
Perform Root Cause Analysis on [root cause analysis is the task of evaluating underlying issues that create Root Cause Analysis (RCA) & i e i
163 Security Vulnerabilities  |vulnerabil Code, and allows development teams to move beyond just fixing Functional | Intersects With Lessons Learned IRO-13  resohving cybersecurlty ang data protection incldents to reduce the likellnood 5
iindividual vulnerabilities as they arise, imps uture inci
IMechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to:
lPerform root cause analysis on secu When reviewing securtty, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
163 Perform Root Cause Analysis on [root cause analysis is the task of evaluating underlying issues that create Functional | Intersects With TS TDAe  [Similar capability; 5
Security Vulnerabilities  |vulnerabilities in code, and allows development teams to move beyond just fixing Throughout Development (2) Implement a verifiable flaw remediation process to correct weaknesses
individual vulnerabilities as they arise. 9 P! land deficiencies identified during the control testing and evaluation process;
land
(3) Document the results.
[Mechanisms exist to design, develop and produce Technology Assets,
[Establish and manage an updated inventory of third-party components used in lApplications and/or Services (TAAS) in such a way that risk-based technical
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Minimum Viable Product land functional specifications ensure Minimum Viable Product (MVP) criteria
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With |, Ut TDA-02 |establish an appropriate level of security and resiliency based on applicable 5
Components lcould pose. Evaluate the st at least monthly to identify any changes or updates to risks and threats
[these components, and validate that the component is still supported.
[Mechanisms exist to require the developers of Technology Assets,
Establish and manage an updated inventory of third-party components used in |Applications and/or Services (TAAS) to identify early in the Secure
Establish and Manage an _development, often referred to as a “bill of materials,” as well as components slated lorts, Protocols & Services I IDevelopment Life Cycle (SDLC), the functions, ports, protocols and services
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With g Do TDA-02.1 intended for use. 5
Components lcould pose. Evaluate the list at least monthly to identify any changes or updates to
fthese components, and validate that the component is stil supported.
Establish and manage an updated inventory of third-party components used in
Establish and Manage an |development, often referred to as a “bill of materials,” as well as components slated \dentification & Justification IMechanisms exist to require process owners to identify, document and justify
164 Inventory of Third-Party Software ffor future use. This inventory is to include any risks that each third-party component Functional | Intersects With | [AS0Caton &Justiicaton | T0A-02.5  [the business need for the ports, protocols and other services necessary to 5
Components |could pose. Evaluate the list at least monthly to identify any changes or updates to g loperate their technology solutions.
[these components, and validate that the component is stil supported.
- [Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Establish and manage an updated inventory of third-party components used in [for Technology Assets, Applications and/or Services (TAAS) that fware
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Software Bl of Materials lpackages in use, including versions and applicable licenses.
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With (SBOM) TDA-04.2 5
C lcould pose. Evaluate the list at least monthly to identify any changes or updates to
fthese components, and validate that the component is il supported.
lUse up-to-date and trusted third-party software components. When possible, choose
Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate IMechanisms exist to track the origin, development, ownership, location and
16.5 Party Software Components [security. Acquire these components from trusted sources or evaluate the software for |  "unctional | Intersects With Provenance AST-032|changes to Technology Assets, Applications, Services and/or Data (TAASD). 3
|vulnerabilities before use.
lUse up-to-date and trusted third-party software components. When possible, choose Secure Software [Hechanisms exit o develop Spications based on Secure Software
Use Up-to-Date and Trusted Thircestablshed and proven frameworks and lbraries tht provids adequate evelopment Practices 3
165 rty Software Components  [security. Acquire these components from trusted sources or evaluate the software for | FUNCtional | Intersects With | - Developmen Practices TDA06 s
[vulnerabilities before use.
Use up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
165 |Use Up-to-Date and Trusted Third-festablished and proven frameworks and libraries that provide adequate Functional Intersects with |S0ftware Assurance Maturity| 1o, oc 5 [9Overn a secure levelopment lifecycle for the development of Technology 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for M SAMM) [Assets, Applications and/or Services (TAAS).
|vulnerabilities before use.
lUse up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to maintain awareness of component authenticity by
165 Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate Functional | Intersects with | Product Tampering and ToA11  |developing and implementing Product Tampering and Counterfeiting (PTC) 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for Counterfeiting (PTC) lpractices that include the means to detect and prevent counterfeit
|vulnerabilities before use. [components
lUse up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to require developers of Technology Assets, Applications
165 Use Up-to-Date and Trusted Third-{established and proven frameworks and libraries that provide adequate cunctional | Intersects with [S0ftware / Firmware Integrity| 1o, 10 1 [and/or Services (TAAS) to enable integrity verification of software and 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for uncti i Verification 141 ffirmware components.
|vulnerabilities before use.
[Establish and maintain a severity rating system and process for application
|vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities
Establish and Maintain a Severit
> lare fixed. This process includes setting a minimum level of security acceptability for IMechanisms exist to facilitate the implementation of strategic, operational
166 R e protiess 107 [releasing code or appiications. Severity ratings bring a systematic way of triaging Functional Subset Of | Risk Management Program | RSK-01 |1 tactical risk management controls. 10
pplication Vu il vulnerabilities that improves risk management and helps ensure the most severe bugs
Jare fixed first. Review and update the system and process annually.
IMechanisms exist to identify:
[Establish and maintain a severity rating system and process for application
Establish and Maintain a Severity [vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities () Assumptions affecting risk assessments, isk response and risk
Y lare fixed. This process includes setting a minimum level of security acceptability for 9:
166 Rating System and Process for  [°(" . e A fomst i Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
‘Application Vulnerabilities  [[/€3Sing code or applications. Severity ratings bring 2 systematic way of triaging (3) The organizational risk tolerance; an
lvulnerabilities that improves risk management and helps ensure the most severe bugs B Proran, bance o taeofie cangidered by the organization for
lare fixed first. Review and update the system and process annually. g Y 9
Imanaging ris
[Mechanisms exist to categorize Technology Assets, Applications, Services
[Establish and maintain a severity rating system and process for application land/or Data (TAASD) in accordance with applicable laws, regulations and
Establish and Maintain a Severity [vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities lcontractual obligations that:
166 ating Syotem and Procece for [are fixed. This process includes setting a minimum level of security acceptabilty for Functional | Intersects with Risk-Based Security Rsk.02 |(1) Document the security ca(egonzatlcn results (including supporting 5
Apgh(:mm Vaerapities”"  [releasing code or applications. Severity ratings bring a systematic way of triaging Categorization Irationale) in the security plan for system:
[vulnerabilities that improves risk management and helps ensure the most severe bugs (2) Ensure the security éategorization decision is reviewed and approved by
Jare fixed first. Review and update the system and process annually. the asset owner.
[Mechanisms exist to prioritize the impact level for Technology Assets,
[Establish and maintain a severity rating system and process for application |Applications and/or Services (TAAS) to prevent potential disruptions.
[vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities
Establish and Maintain a Severity
lare fixed. This process includes setting a minimum level of security acceptability for . y B} g
166 Rating System and Process for |releasing code or applications. Severity ratings bring a systematic way of triaging Functional | Intersects With | Impact-Level Prioritization | - Rsk-02.1 ®
PPl vulnerabilities that improves risk management and helps ensure the most severe bugs
lare fixed first. Review and update the system and process annually.
Use standard, hardening mplates for [Mechanisms exist to develop, document and maintain secure baseline
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
167 Configuration Templates for  fand web servers, and applies to cloud containers, Platform as a Service ) Functional | Intersects With Configurations CFG-02  [that are consistent with industry-accepted system hardening standards. 10
Application Infrastructure  [components, and SaaS components. Do not allow in-house developed software to 9
|weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for § [Mechanisms exist to configure Technology Assets, Applications and/or
Use Slandard Hardening [application infrastructure components. This includes underlying servers, databases, ASSC&Q"?&“'T‘SEES?QEZ/W [Services (TAAS) utilized in high-risk areas with more restrictive baseline
16.7 Templates for  [and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With |cooe®>: (T":AS' o | CFG-02.5  |configurations. 8
a not allow in-house developed software to 9
|weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, [echanisms exist to have an independent review of the software design to
167 Configuration Templates for and web servers, and applies to cloud containers, latform as a Service (Paas) Functional | Intersects With | Software Design Review | TDA06.5 [(BWSE L resilience requirements are met; and 5
pplication not allow in-house developed software to ) emtimed ek ova remeslatad
[weaken conﬁgurauun nardenmg ified ri i
e Standard Hor Use standard, industry.recommended hardening configuraton templaes for
se Standard Hardening  [application infrastructure components. This includes underlying servers, databases,
167 Configuration Templates for  [and web servers, and applies to cloud containers, Platform as a Service (Paas) Functional | Intersects with | CUstomized Development of| - pp 5, g{f;\“nﬁg‘f(";‘fg;‘f‘sT‘h?Sch“jl"°(§g$;ﬂ°u“’u$‘r"?a‘fgz‘:;‘laﬁfa"‘h“’;”e“‘s' when 5
Application and Saas not allow in-house developed software to P .
[weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, IMechanisms exist to ensure the Open Web Application Security Project
167 Configuration Templates for [and web servers, and applies to cloud containers, Platform as a Service (Paas) Functional | Intersects With |  Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
Application and saas 0 not allow in-house developed software to lorganization's Secure Systems Development Lifecycle (SSDLC) process.
[weaken configuration hardening.
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168 Se"ag‘:d::'f“’o“nf;;:,’:‘i Non* " Iiaintain separate enviranments for production and non-production systems. Intersects With | Secure Development ToA07  [echanisms exist to maintain a segmented “e"e"’""‘e"‘ network to ensure 5
[Mechanisms exist to manage separate development, testing and operational
) Separation of Development, lenvironments to reduce the risks of unauthorized access or changes to the
168 Separate Production and Non-  |\yiin separate environments for production and non-production systems. Functional | Intersects With |  Testing and Operational TDA-08  |oPerational environment and to ensure no impact to production Technology 5
Production Systems. Eavironments |Assets, Applications and/or Services (TAAS).
Ensure that all software development personnel receive training in writing secure code| IMechanisms exist to provide role-based security, compliance and resilience-
Train Developers in Application [for their specific Training can include Role-Based Security, related training:
169 Security Concepts and Secure  [general security principles and application security standard practices. Conduct Functional | Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access o th system or performing assigned dties: 5
Coding fraining at least annually and design in a romote security within the raining (2) When required by system changes; and
|development team, and build a culture of security among the developers. (3) Annually thereafter.
Ensure that allsoftware development personnel recelve training n writng secure code
Train Developers in Applicationfor their specific raining can include Continuing Professional T e T e s EPE) trainin
169 Security Concepts and Secure  [general security principles and application secumy standard practices. Conduct Functional | Intersects With | Education (CPE) - DevOps |  SAT-03.8 (06 0b%) Rercomel Toce e o e o) to approprately acaress. 5
oding ftraining at least annually and design in a way to promote security within the nnel lovorving threate P ppropriately
|development team, and build a culture of security among the developers. 9 g
[Mechanisms exist to facilitate the implementation of industry-recognized
|Apply secure design principles in application architectures. Secure design principles Isecurity, compliance and resilience practices in the specification, design,
include the concept of least privilege and enforcing mediation to validate every and of Technology Assets,
loperation that the user makes, promoting the concept of "never trust user input.” |Applications and/or Services (TAAS).
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented Secure Engincering '
1610 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional Subset Of Princip SEA01 10
lesign also means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
Japply secure design princples in application architectures. Secure design princples
include the concept of least privilege and enforcing mediation to validate
loperation that the user makee, promoting the concept of "never trust user nput.” .
entralized Management of IMechanisms exist to I the
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . y
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | - Security, Compliance & | SEA0L.1 land implementation of securly, complance and resilence Comvos and s
|design also means minimizing the application infrastructure attack surface, such as P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input." IMechanisms exist to develop an enterprise architecture, aligned with
16.10 Apply Secure Design Principles in [Examples include ensuring that explicit error checking s performed and documented | oo || Alignment With Enterprise | o, o, [industry-recognized leading practices, with consideration for security, 5
Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Architecture and resilience principles that addresses risk to organizational
|design also'means minimizing the application infrastructure attack surface, such as loperations, assets, individuals and other organizations.
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
[Mechanisms exist to require the developers of Technology Asse
oslcations sndjor Seruices (TAAS) 1o produee a deagn specieation and
Isecurity architecture that
[Apply secure design principles in application architectures. Secure design principles (1) Is consistent with and supportive of the organization's security
include the concept of least privilege and enforcing mediation to validate ever larchitecture which is established within and is an integrated part of the,
soply Secure Desian Principtes i P00 it the user makes, promoting the concept of “never trust ser input> Developer Architecture & lorganization’s enterprise architecture;
pply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documentes . eveloper Architecture ’ (2) Accurately and completely describes the required security functionality
16.10 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With Design TOA05 |ind the allocation of security, compliance and resilience controls among ®
|design also'means minimizing the application infrastructure attack surface, such as Iphysical and logical components; and
[turning off unprotected ports and services, removing unnecessary programs and files, (3) Expresses how individual security functions, mechanisms and services
jand renaming or removing default accounts \work together to provide required security capabilities and a unified
lapproach to protection
[Mechanisms exist to develop applications based on Secure Software
|Apply secure design principles in application architectures. Secure design principles IDevelopment Practices (SSDP).
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input.” Secure Software
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented ’
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | - Development fractices TDA06 s
|design also'means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input." " .
lechanisms exist to ensure the Open Web Application Security Project
16.10 Apply Secure Design Principles in |Examples include ensuring that explicit error checking s performed and documented | ¢y tional | Intersects With | Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure e enzox o Cacurc Sstarms Dovslopment Lifocycie (SSDLE) proceen
|design also means minimizing the application infrastructure attack surface, such as 9 Y- P Y P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
Japply secure design princples in application architectures. Secure design princples
include the concept of least privilege and enforcing mediation to validat
lgperation that the user makee, promoting the concept of "never trust user nput.” "
lechanisms exist to ensure a robust Web Application Framework is used to
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented 8 g
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | Web Application Framework | WEB-08 |aid in the development of secure web applications, including web services, s
[design also'means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
[Mechanisms exist to develop applications based on Secure Software
Leverage vetted modules or services for application security components, such as IDevelopment Practices (SSDP).
identity management, encryption, and auditing and logging. Using platform features in|
[critical security functions will reduce developers’ workioad and minimize the likelihood
Leverage Vetted Modules or Secure Software
1611 Services for Application Security |21 4190 of Implementation erfofé. Madern operating Systems provide effective, Functional | Intersects With |  Development Practices TDA06 H
nts available to Use onl currently accepted, and (55DP)
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs.
[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
Leverage vetted modules or services for application security components, such as lgovern a secure development lifecycle for the development of Technology
identity management, encryption, and auditing and logging. Using platform features in| |Assets, Applications and/or Services (TAAS).
lcrtical security functions will reduce developers workioad and minimize the likelihood
e S;rs}’;’:?jrﬂ';ﬁgaﬂ::“s‘zijgw o design or implementation errors. Modern uperzlmg systems provide efectve Functional | ntersects win [S0Tvare Assurance Matuy| 1o 06,3 S
make those odel
Components ovaliae to Use currently accepted, and
lextensively reviewed encryption algorthms. Operanng systems also provide
Imechanisms to create and maintain secure audit log
Leverage vetted modules or services for application security components, such as
identity management, encryption, and auditing and logging. Using platform features in|
Leverage Vetted Modules or _|CTitical security functions will reduce developers' workioad and minimize the likelinood
verags v lof design or implementation errors. Modern operating systems provide effective . Customized Development of IMechanisms exist to custom-develop critical system components, when
1611 Services for Application Security Functional | Intersects With TDA12 5
ALt for and and make those Critical Components [Commercial Off The Shelf (COTS) solutions are unavailable.
P vailable to Use only urrently accepted, and
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs.
Leverage vetted modules or services for application security components, such as
identity management, encryption, and auditing and logging. Using platform features in|
lcrtical security functions will reduce developers’ workioad and minimize the likelinood
Leverage Vetted Modules or c IMechanisms exist to require system developers and integrators to perform
1611 Services for Application security [°f 325190 of implementation errors. Madern operafing systems provide effective. Functional | Intersects With DEVE‘;";’EQENM TDA-14 during system design, development, 5
C t
available to Use onl currently accepted, and implementation and operation.
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs
Mechanisms exit o require developers of Technology Assets, Applcations
Leverage vetted modules or services for application security components, such as land/or Services (TAAS) to enable integrity verification of software an
identity management, encryption, and auditing and logging. Using platform features in| firmware components.
lcrtical security functions will reduce developers workioad and minimize the likelihood
Leverage Vetted Modules or
lof design or implementation errors. Modern operating systems provide effective [software / Firmware Integrity|
1611 Services for Application Security o o e e e Functional | Intersects With Venare TOA141 5
ailable to Use only urrently accepted, and
lextensively reviewed encryption algorthms Opersting systems elso provide
Imechanisms to create and maintain secure audit log
Designate one key person, and at least one backup, who will manage the enterprise’s IMechanisms exist to cover.
incident handling process. Management personnel are responsible for the coordination 1) Preparation;
Designate Personnel to Manage [N documentation of incident response and recovery efforts and can consist of 2) Automated event detection or manual incident report intake;
171 o1 pirbhdraititid '9€ lemployees internal to the enterprise, service providers, or a hybrid approach. If using Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 5
9 la service provider, designate at least one person internal to the enterprise to oversee 4) Containment;
lany third-party work. Review annually, or when significant enterprise changes occur 5) Eradication; and
lthat could impact this Safeguard. 6) Recovery.
one key person, and at east ane backup, who will manage the enterp
m:ldenl handling process. Management personnel are respon: the coordination
Designate Personnel to Manage 2 documentation of incident response and recovery efforts and can consis o IMechanisms exist to maintain and make available a current and viable
17.1 o demt Handling Employees imternal to the enterprice, service providers, o @ rybrid approach. ff using |  Functional | Intersects With |Incident Response Plan (RP)|  1R0-04 Incident Response Plan (IRP) te all stakeholders 5
9 la service provider, designate at least one person internal to the enterprise to oversee P
lany third-party work. Review annually, or when significant enterprise changes occur
fthat could impact this Safeguard.
Designate one key person, and at least one backup, who will manage the enterprise’s
incident handling process. Management personnel are responsible for the coordination
land documentation of incident response and recovery efforts and can consist of IMechanisms exist to establish an integrated team of cybersecurity, IT and
171 Designate fereannel to Manage lompioyees internal to the enterprise, service providers, or a hybrid approach. If using |  Functional | Intersects With "“&g;"‘;ﬁsﬁ‘e‘;’;‘/ﬂ‘gﬁf"‘ IRO-07  [business function representatives that are capable of addressin 5
9 la service provider, designate at least one person internal to the enterprise to oversee P lcybersecurity and data protection incident response operations.
lany third-party work. Review annually, or when significant enterprise changes occur
lthat could impact this Safeguard.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact |security incidents. Contacts may include internal staff, service vendors, Situational Awareness For IMechanisms exist to document, monitor and report the status of
172 information for Reporting Security |enforcement, cyber insurance providers, relevant government agencies, Information Functional | Intersects With e 1R0-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
ncidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts way through the resolution of the incident.
lannually to ensure that information is up-to-date.
[Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact |security incidents. Contacts may include internal staff, service vendors, law Incident Stakeholder e e o v report incidents to applicable
17.2 fo yber insurance providers, relevant government agencies, Information Functional | Intersects With iy IRO-10 |3 e e clients & third-parties; and 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts 9 (3) Regulatory authorities, ©- -
lannually to ensure that information is up-to-date. gulatory
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FDE Name Focal Document Element (FDE) Descri SCF Control e et
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact |security incidents. Contacts may include internal staff, service vendors, law .
172 information for Reporting Security |enforcement, cyber insurance providers, relevant government agencies, Information Functional | Intersects with | ST ncident Reportng for| .10 [Mechanisms existto report sensitive/reguiated data incidents in a timely 5
ncidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts 9!
lannually to ensure that information is up-to-date.
Establish and maintain contact information for parties that need to be informed of
Estabiish and Maitain Contact seumly incidents. Contacts may include internal staff, service vendor: Vulnerabilities Related To IMechanisms exist to report system vulnerabilities associated with reported
17.2 rting Securit et Isurance providers, rlewsnt Government saencice, iformation Functional | Intersects With IRO-10.3  |cybersecurity and data protection incidents to organization-defined 5
Tncenes [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts lpersonnel or roles.
lannually to ensure that information is up-to-date.
[Mechanisms exist to provide cybersecurity and data protection incident
Establish and maintain contact nformation for parties that need to be informed of linformation to the provider of the Technology Assets, Applications and/or
Establish and Maintain Contact security incidents, Contacts may include internal stff, service vendors, IServices (TAAS) and other organizations involved in the supply chain for
17.2 Reporti urit insurance providers, relevant goverment agencias, information Functional | Intersects With | Supply Chain Coordination | IRO-10.4  [TAAS related to the incident. H
chicne Sharing and Analysis Center (ISAC) partners, or other stakenolders. verfy contacts
lannually to ensure that information is up-to-
Mechanisms exist to cover:
[Establish and maintain an documented enterprise process for the workforce to report 1) Preparation;
Establish and Maintain an  [security incidents. The process includes reporting timeframe, personnel to report to, 2) Automated event detection or manual incident report intake;
17.3 Enterprise Process for Reporting mechanism for reporting, and the minimum information to be reported. Ensure the Functional Equal Incident Handling 1RO-02  [(3) Analysis; 10
ncidents lprocess is publicly available to all of the workforce. Review annually, or when 4) Containment;
[significant enterprise changes occur that could impact this Safeguard. 5 Eradication; and
6) Reco
Tepar.
Estabish and maintain a documented incident response process that addresses roles 2) Automated avent detection or manual Incident report Intake:
17.4 [Establish and Maintain an pliance anda plan. Review Functional | Intersects With Incident Handling 1RO-02  [(3) Analysis; 5
esponse Process fannwaly or when Signiicant enterprise changes occur that could impact this ) Contamment
[Safegua ) Eradication: and
Establish and maintain a documented incident response process that addresses roles.
Establish and Maintain an compliance and a plan. Review IMechanisms exist to maintain and make available a current and viable
174 esponse Process [Snually. o when significant enterprise changes occur that could impact this Functional | Intersects With |Incident Response Plan (IRP)|  IRO-04 |1 i4ent Response Plan (IRP) to all stakeholders. 5
lsafeguard.
e otaish and Maitain an ncident e uoh and maintain a documented ncident response process that addresses foles nteorated securty Incdent Mechanisms exist to establish an integrated team of cybersecurity, IT and
174 Functional | Intersects With IRO-07  [business function representatives that are capable of addressing 5
Response Process gn;\:gallgr,dnr 'when signiicant snteraise changes oceur that couid Impact s Response Team (ISIRT) lcybersecurity and data protection incident response operations.
[assign key roles and responsibilities for incident response, including staff from legal,
175 Assign Key Roles and IT, information security, facilities, public relations, human resources, incident Functional Subset OF Incident Response PRSPPI i e N A A A TR MRS 10
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Operations e ection ramiad mcigonte pability for cyl Y
Joccur that could impact this Safeguard > i
[Assign key roles and responsibilities for incident response, including staff from legal,
175 Assign Key Roles and IT, information security, facilities, public relations, human resources, incident Functional | Intersects With Incident Handiin 1RO-02 :g ::;“’"‘Sas‘e“ event detection o manual incident report ntake: 5
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes 9 (@) Containment;
Joccur that could impact this Safeguard. (5) Eradication: and
[Assign key roles and responsibilites for incident response, including staff from legal,
Assign Key Roles and IT, information security, facilities, public relations, human resources, incident IMechanisms exist to maintain and make available a current and viable
175 Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Functional | Intersects With |Incident Response Plan (IRP)|  IRO-04 |1 i4ent Response Plan (IRP) to all stakeholders. 5
Joccur that could impact this Safeguard.
[assign key roles and responsibilties for incident response, including staff from legal,
175 Assign Key Roles and IT, information security, facilities, public relations, human resources, incident Functional | Intersects with | Itegrated Security Incident | oo o [Mechanisms exist to establish an integrated team of cybersecurty, IT and 5
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Response Team (ISIRT) oyberescurity and da"ta otaction incident reg onas 0 W“Dnsg
Joccur that could impact this Safeguar Y Y P P P
IMechanisms exist to cover
IDetermine which primary and secondary mechanisms will be used to communicate 1) Preparation;
Define Mechanisms for  fand report during a security incident. Mechanisms can include phone calls, emails, 2) Automated event detection or manual incident report intake;
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With Incident Handling 1RO-02  [(3) Analysis; 5
lemails, can be affected during a security incident. Review annually, or when 4) Containment;
[significant enterprise changes occur that could impact this Safeguard. 5 Eradication; and
6) Recovery.
[Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  |and report during a security incident. Mechanisms can include phone calls, emails,
17.6 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With |incident Response Plan (IRP)|  IRO-04  |11€€haniEmS eﬂ"ﬂ‘z‘e‘,‘,"a'""i"";;‘ij’a‘ﬁ Make avalable a current and viable 5
Response lemails, can be affected during a security incident. Review annually, or when P
[significant enterprise changes occur that could impact this Safeguard.
IDetermine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  fand report during a security incident. Mechanisms can include phone calls, emails, Integrated Security Incident [Mechanisms exist to establish an integrated team of cybersecurity, IT and
17.6 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With | "ME9T3tee Secuty Ccs IRO-07  [business function representatives that are capable of addressing 5
e mails, can be affected during a security incident. Review annually, or when P lcybersecurity and data protection incident response operations.
[significant enterprise changes occur that could impact this Safeguard.
IDetermine which primary and secondary mechanisms will be used to communicate
efine Mechanisms for  fand report during a security incident. Mechanisms can include phone calls, emails, Situational Awareness For IMechanisms exist to document, monitor and report the status of
17.6 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional Intersects With | '3t e IRO-09 [cybersecurity and data protection incidents to internal stakeholders all the 5
Response lemails, can be affected during a security incident. Review annually, or when way through the resolution of the incident.
[significant enterprise changes occur that could impact this Safeguard.
PPlan and conduct routine incident response exercises and scenarios for key personnel Mechanisms exist to formally test incident response capabilities through
17.7 Conduct Routine Incident linvolved in the incident response process to prepare for responding to real-world Functional | Intersects With | Incident Response Testing |  R0-06  realistic exercises to detarmine the operationat effectiveness of those 5
Response Exercises incidents. Exercises need to test communication channels, decision making, and et
Iworkflows. Conduct testing on an annual basis, at a minimum. P
[Mechanisms exist to incorporate lessons learned from analyzing and
[Conduct post-incident reviews. Post-incident reviews help prevent incident recurrence . Root Cause Analysis (RCA) &
178 Conduct Post-Incident Reviews ° Functional Equal IRO-13  [resolving cybersecurity and data protection incidents to reduce the likelihood 10
lthrough identifying lessons learned and follow-up action Lessons Learned o impact of fature ncidents.
lechanisms exist to ConduCt penetration testing on Technology Assets,
[Establish and maintain a penetration testing program appropriate to the size, |Applications and/or Services (TAAS).
[complexity, industry, and maturity of the enterprise. Penetration testing program
Establish and Maintaina _|characteristics include scape, such as network, web application, Application
181 Pemattiom Tt e Programming Interface (API), hosted services, and physical premise controls; Functional Equal Penetration Testing VPM-07 10
'9 Progs [frequency; limitations, such as acceptable hours, and excluded attack types; point of
|contact information; remediation, such as how findings will be routed internally; and
retrospective requirements.
[Mechanisms exist to conduct penetration testing on Technology Assets,
PPerform periodic external penetration tests based on program requirements, no less |Applications and/or Services (TAAS)
perform Periodic External _|than annually. External penetration testing must include enterprise and environmental
182 et reconnaissance to detect exploitable information. Penetration testing requires Functional Equal Penetration Testing VPM-07 10
|specialized skills and experience and must be conducted through a qualified party.
[The testing may be clear box or opague box.
Remediate Penetration Test |emediate penetration test findings based on the enterprise’s documente
183 e [vulnerability remediation process. This should include determing a Umeling and level | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level H
9 lof effort based on the impact and prioritization of each identified finding
Remediate penetration test findings based on the enterprise’s documented
183 Remediate Penetration Test |, ynerability remediation process. This should include determing a timeline and level | Functional | Intersects With | Centnueus Vunerabiity | - ypy.gq  Mechanisms exist to address new threats and wuinerabiites on an ongoing 5
lof effort based on the impact and prioritization of each identified finding. P 9
Remediate penetration test findings based on the enterprise’s documented s S S B o Hrbgey echnalogy
lAssets, Applications and/or Services (TAAS), including firmware.
183 Remediate Penetration Test | inerability remediation process. This should include determing a timeline and level |  Functional | Intersects witn | S°ftware & Firmware VPM-05 o < 5
9 Jof effort based on the impact and prioritization of each identified finding. 9
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