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Establish and Maintain Detailed

[Establih and maintain an accurate, detalle, and up-to-date Inventory of all enterprise
with the potential to store or process data, to include: end-user devic
(incioan hortable and mobil). network devices, non computing/oT devices, and
lservers. Ensure the inventory records the network address (if static), hardware
laddress, machine name, enterprise asset owner, department for each asset, and
[whether the asset has been approved to connect to the network. For mobile end-user
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(2) Identiries authorized software products, including business ustification
details;

(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and

Strength of
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lBlock unauthorized scripts from executing. Reassess bi-annually, or more frequently.

Applications

(denylist / blacklist) applications that are authorized to execute on systems.

11 Enterprise Asset Inventory  [devices, MDM type tools can support this process, where appropriate. This inventory Functional Equal Asset Inventories AST-02 (55 available for review and audit by designated organizational personnel. 10
includes assets connected to the infrastructure physically, virtually, remotely, and
lthose within cloud environments. Additionally, i includes assets that are regularly
lconnected to the enterprise’s network infrastructure, even if they are not under
lcontrol of the enterprise. Review and update the inventory of all enterprise assets bi-
lannually, or more frequently.
fEnsure that a process exists to address unauthorized assets on a weekly basis. The
12 Adiress Unauthorized Assets  [onteroroe oy chaose v ramove the sese hom the hetwire.demy the asast rom | Functonal | itersects with | Automated Unauthorized | g 5 - |Automated mechanisms eist o detect and alert upon the detection of s
|connecting remotely to the network, or quarantine the asset. P i lunauthorize ware, softw: Wi P
fEnsure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With Host Containment NET-08.3  [Automated mechanisms exist to enforce host containment protections that 5
|connecting remotely to the network, or quarantine the asset. al
Utilize an active discovery tool to identify assets connected to the enterprise’s Automated Unauthorized lAutomated mechanisms exist to detect and alert upon the detection of
13 Utilize an Active Discovery Tool ootyor. Configure the active discovery tool to execute daily, or more frequently Functional | Intersects With | *component Detection AST-022 ynauthorized hardware, software and firmware components, s
[Mechanisms exist to establish and maintain an authoritative source and
Utilize an active discovery tool to identify assets connected to the enterprise’s Component Duplication g repository to provide a trusted source and accountability for approved and
13 Utilize an Active Discovery Tool ootyor. Configure the active discovery tool to execute daily, or more frequently Functional | Intersects With Avoidance AST-023 fimplemented system components that prevents assets from being duplicated s
in other asset inventories.
Use Dynamic Host Configuration [Use DHCP logging on all DHCP servers or Interet Protocol (IP) address management Dynamic Host Configuration IMechanisms exist to enable Dynamic Host Configuration Protocol (DHCP)
14 Protocol (DHCP) Logging to  [tools to update the enterprises asset inventory. Review and use logs to update the Functional Equal Protocol (DHCP) Server |  AST-02.6  [server logging to improve asset inventories and assist in detecting unknown 10
lUpdate Enterprise Asset Inventoryfenterprise’s asset inventory weekly, or more frequently. 9ging
- Use a passive discovery tool to identify assets connected to the enterprise’s network.
Use a Passive Asset Discovery 5 Automated Unauthorized lAutomated mechanisms exist to detect and alert upon the detection of
15 o hss Reen and use <cans (o update the enterprie’s asetinventory a eat weekly. o Functional | Intersects With | A0 e | ST 02.2 e e ke ac By non 10 5
Use o Pasive Asset Discovery 1562 paSsive discovery ool o dentiy asets comnected (o the enterprise’ network. Dynamic Host Configuration [Mechanisms exist to enable Dynamic Host Configuration Protocol (DHCP)
15 c ass i and use scans to update the enterprise’s asset inventory at least weekly, or Functional Equal Protocol (HCP) Server | AST-02.6servr logging to mprove asset inventores and asss n deecting urknown 10
more frequently Logging system:
Establish and maintain a detailed inventory of all licensed software installed on
lenterprise assets. The software inventory must document the tite, publisher, nitial
Establish and Maintain a Software|nstall/use date, and business purpose for each entry; where appropriate, include the . 01 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
21 Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ Functional Subset Of Asset Governance AST-0L  firblement and manage asset management controls. 10
ldecommission date. Review and update the software inventory bi-annually, or more
frequently.
Mecharisis exs 0 pefforn [vertoies of Technolagy Assets. Appiatins.
Services and/or Data (TAASD) t
1 Aecorately rlocts the corrent TAASD n uss
[Establish and maintain a detailed inventory of all licensed software installed or (2) Identifies authorized software products, including business justification
lenterprise assets. The software inventory must document the title, publisher, mma\ :139)!‘3"5.( the tevel of arity d " for track " )
Establish and Maintain a Software|nstall/use date, and business purpose for each entry; where appropriate, include the s at the level of granularity deemed necessary for tracking and reporting;
21 Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ Functional | Intersects With Asset Inventories AST-02 ((4) Includes organization-defined information deemed necessary to achieve 5
ldecommission date. Review and update the software inventory bi-annually, or more effective property accountability; and
lrequently (5) Is available for review and audit by designated organizational personnel.
stablish and maintain a detailed inventory of all licensed software installed on
nterprise assets. The software inventory must document the title, publisher, nitial
o o and Maintain o Software|aTose et 7 usess BUBose o coch nty where sporobrne mCude e | ronconat | mersecs i | Comfiaurtion Hanagerment | gy o g [HSChaNISmS exit to implemert and manage a Confguaton Hangemert s
Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and Database (CMDB) e e o 9y 9 9y
|decommission date. Review and update the software inventory bi-annually, or more P -
frequently.
fEnsure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
Ensure Authorized Software is _ the fulfillment of the enterprise’s mission, document an exception detailing mitigating . o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Functional Subset Of Asset Goverance AST0L fimplement and manage asset management controls. 10
lexception documentation, designate as unauthorized. Review the software list to
\verify software support at least monthly, o more frequently.
Wecharisms exs 0 perforn ivertories of Technology Assets, AppIcatiors.
Services and/or Data (TAASD) th
1) Accurately rofiects the cufrant TAASD |
lEnsure that only currently supported software is designated as authorized in the (2) dentites authorized software products, ncluding business jusiication
[software inventory for enterprise assets. If software is unsupported, yet necessary for ‘d;]l‘as % the level of aranularity dsemed necessary for racking and reporting:
Ensure Authorized Software is  [the fulfillment of the enterprise’s mission, document an exception detailing mitigating ’ ! ! ing:
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Functional | Intersects With Asset Inventories AST-02 (@) Includes organization-defined information deemed necessary to achieve s
lexception documentation, designate as unauthorized. Review the software list to effective property accountability; and
Verify software support at least monthly, or more frequently. (5) Is available for review and audit by designated organizational personnel.
lEnsure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is _the fulfilment of the enterprise’s mission. document an exception detailing Mitgating | . ctional | intersects witn | Software Licensing AsT-02.7 [Mechanisms exist to protect Intellectual Property (IP) rights with software s
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Restrictions -7 icensing restrictions.
lexception documentation, designate as unauthorized. Review the software list to
\verify software support at least monthly, or more frequently.
lEnsure that only currently supported software is designated as authorized in the
lsoftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is _the fulfilment of the enterprise’s mission, document an exception detailing mitgating | e, crional | intersects with Compensating RSK.06.2 |Mechanisms exist to identify and implement compensating countermeasures S
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Countermeasures to reduce risk and exposure to threats.
lexception documentation, designate as unauthorized. Review the software list to
\verify software support at least monthly, or more frequently.
[Mechanisms exist to prevent unsupported Technology Assets, Applications
. land/or Services (TAAS) by.
[Eneure that only currently supported software is designated as:“g‘"”fsd e (1) Removing and/or replacing TAAS when support for the components is no
Ensure Authorized Software is e fulfliment of the enterprise's mission, document an exception detaiing mitigating Unsupported Technalogy longer availabl from the developer, vendor or manufacturer; and
22 P " 93tN9 | Functional | Intersects With | Assets, Applications and/or |  TDA-17 |(2) Requiring justification and documented approval for the continued use of 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Aok e o e e e
lexception documentation, designate as unauthorized. Review the software list to
|verify software support af least monthly, or more frequently.
Ensure that unauthorized sftware s eithr remove ffom use on enterprise assets or Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
23 Address Unauthorized Software | cejyes a documented exception. Review monthly, or more frequently. Functional | Intersects With | ™ component Detection AST-02:2 Jynauthorized hardware, software and firmware components. 5
[Ensure that unauthorized software is either removed from use on enterprise assets or Respond To Unauthorized IMechanisms exist to respond to unauthorized changes to configuration
23 Address Unauthorized Software |ce ives a documented exception. Review monthly, or more frequently. Functional | Intersects With CFG-028 lsettings as security incidents. s
Ensure that unauthorized software is cither removed from use on enterprise assets or Explcty Alow Deny y IMechanisms exist to explicitly allow (allowist / whitelist) andfor block
23 Address Unauthorized Software | o oiyeq a documented exception. Review monthly, or more frequently. Functional | Intersects With Applicati CFG-03.3  |(genylist / blacklist) applications that are authorized to execute on systems. 5
fEnsure that unauthorized software is either removed from use on enterprise assets or Unauthorized Installation IMechanisms exist to configure systems to generate an alert when the
23 Address Unauthorized Software | o iyec s documented exception. Review monthly, or more frequently. Functional | Intersects With Alerts CFG-05.1 |,;nauthorized installation of software is detected. 5
[Automated mechanisms exist to identify unauthorized deviations from an
Ensure that unauthorized software is either removed from use on enterprise assets or Integrity Assurance &
23 Address Unauthorized Software. (<0418 (00t oo ot e re e T e et Functional | Intersects With T rae) GFG-06.1 |approved bazeline and implament utomated reliency actonsto remeciate 5
Ensure that unauthorized software is either removed from use on enterprise assets or . it IMechanisms exist to monitor for unauthorized activities, accounts,
23 Address Unauthorized Software. |co iyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With | - Unauthorized Activities | MON-16.3 " |connections, devices and software. s
Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software. |50 e o oo or onore ooty Functional | Intersects With | Software Installation Alerts | END-03.1 ~[Mechanisms exist to generate an alert when new software is detected 5
Ensure that unauthorized sftware i eithr remove ffom use on enterprise ssets or Endpoint Detection & IMechanisms exist to detect and respond to unauthorized configuration
23 Address Unauthorized Software | o iyec s documented exception. Review monthly, or more frequently. Functional | Intersects With Response (EDR) END-06.2 | 120 ges as cybersecurity incidents. 5
2] Automated event detection or manual incident report ntake;
Ensure that unauthorized software is either removed from use on enterprise assets or i
23 Address Unauthorized Software. {7418 (000 0o Do ol B e e o e et Functional | Intersects With Incident Handling o0z ) Analysls 5
Mechamsms xist to perform inventories of Technology Assets, 3
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD
(2) Identines authorized software products, inciiding business justification
details;
Utilize Automated Software  |Utilize software inventory tools, when possible, throughout the enterprise to automate (3) Is at the level of granularity deemed necessary for tracking and reporting;
24 Inventory Tools lhe discovery and documentation of instalied software. i Functional | Intersects With Asset Inventories AST-02  |(4) Includes organization-defined information deemed necessary to achieve 5
effective property accountability; a
(5) Is available for review and audit by designated organizational personnel.
s Utilize Automated Software  (Utiize software inventory tools, when possible, throughout the enterprise to automate | ¢ o || Automated Unauthorized | oo oo [Automated mechanisms exist to detect and alert upon the detection of R
Inventory Tools lthe discovery and documentation of installed software. Component Detection -2 |unauthorized hardware, software and firmware components.
[Mechanisms exist to implement and manage a Configuration Management
e Utiize Automated Software  Uilze software inventory tools, when possible, throughout the enterprise to automate | £ o1 | intersects witn | COMguration Management | o o) o [ESCRaniSme Sk to impiement and menage @ Configuiation Management s
Inventory Tools lthe discovery and documentation of installed software. Database (CMDB)
Jasset-specific information.
- - ] ) [Automated mechanisms exist to identify unauthorized deviations from an
Utilize Automated Software  |Utilize software inventory tools, when possible, throughout the enterprise to automate Integrity Assurance &
24 faviseheesioe o emamaton o T o Functional | Intersects With e TAe) CFG-06.1 |approved baseline and implement automated resiliency actions to remediate 5
the unauthorized change.
Utiize Automated Software _[Utilize software inventory tools, when possible, throughout the enterprise to automate - Endpoint Detection & y Mechanisms exist to detect and respond to unauthorized configuration
24 Inventory Tools lthe discovery and documentation of installed software. Functional | Intersects With Response (EDR) END-06-2 |changes as cybersecurity incidents. 5
lUse technical controls, such as application allowisting, to ensure that only authorized Prevent Unauthorized IMechanisms exist to configure systems to prevent the execution of
25 Allowlist Authorized Software  |cotryare can execute or be accessed. Reassess bi-annually, or more frequently Functional | Intersects With | "sofeyare Execution CFG-032 |ynauthorized software programs. s
lUse technical controls, such as application allowisting, to ensure that only authorized Explicitly Allow / Deny g IMechanisms exist to explicitly allow (allowlist / whitelist) and/or block
25 Allowlist Authorized Software  |Coftyyare can execute or be accessed. Reassess bi-annually, or more frequently Functional | Intersects With Applications CFG-03.3|(genylist / blackiist) applications that are authorized to execute on systems, 5
lUse technical controls to ensure that only authorized software libraries, such as
Ispecific .dll, ocx, and .so files, are allowed to load into a system process. Block Explicitly Allow / Deny g IMechanisms exist to explicitly allow (allowlist / whitelist) and/or block
26 Allowlist Authorized Libraries |, na,thorized libraries from loading into a system process. Reassess bi-annually, or Functional Equal Applications CFG-03.3|(genylist / blackiist) applications that are authorized to execute on systems, 10
more frequently.
lUse technical controls, such as digital signatures and version control, to ensure that
27 Allowlist Authorized Scripts  fonly authorized scripts, such as specific psL, and .py files are allowed to execute. Functional | Intersects with | EXPHitly Allow /Deny | ¢pg o33 |Mechanisms exist to explicitly allow (allowist / whitelist) and/or block 5

Secure Controls Framework (SCF)

1of11



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

CIS Critical Security Controls Version 8.1 x000a_IG3

SCF Control

Secure Controls Framework (SCF)
Control Description

version 2025.4_x000a_03/27/2026

lUse technical controls, such as digital signatures and version control, to ensure that

Privileged Account

[Mechanisms exist to restrict and control privileged access rights for users
land Technology Assets, Applications and/or Services (TAAS).

27 Allowlist Authorized Scripts  [only authorized scripts, such as specific .ps1, and py files are allowed to execute. Functional | Intersects With Management (PAM) 1AC-16 5
IBlock unauthorized scripts from executing. Reassess bi-annually, or more frequently. 9
lUse technical controls, such as digital signatures and version control, to ensure that
27 Allowlist Authorized Scripts  [only authorized scripts, such as specific ps1, and .py files are allowed to execute. Functional | Intersects With Maintenance Tools MNT-04  [techanisms exist to control and monitor the use of system maintenance 5
IBlock unauthorized scripts from executing. Reassess bi-annually, or more frequently.
Use techical contrls, such as digitalsignatures and version cantrol,to ensure that .
27 Allowlist Authorized Scripts  |only authorized s such as specific .ps1, and .py files are allowed to execute. Functional | Intersects With Restrict Tool Usage MNT-04.4  [AUtomated mechanisms exit to restrict the use of maintenance tools to 5
Block unauthorized. S(rlpts from executing. Reassess bi- -annually, or more frequently. P
Establish and maintain a documented data management process. In the process,
Establish and Maintain a Data |209ress data sensitivity, data owner, handling of data, data retention limits, and
31 e e Pereas ldisposal requirements, based on sensitivity and retention standards for the enterprise. |  Functional Subset Of Data Protection DCH-01 | Mechanisms exist to facilitate the implementation of data protection controls 10
9 Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguar
Establish and maintain a documented data management process. In the process,
y o laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Establish and Maintain 2 D2t liisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With Data DCH-01.1  [Mechanisms exist to ensure data stewardship s assigned, documented and 5
9 [Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguar
[Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 B o e 212 disposal requirements, based on senstivity and retention standards for the enterprise.|  Functional | Intersects With | Se"SItIVe/ Reguiated Data | peyy.g1 5 - Mechanisms exist fo protect data wherever itis 5
9 Review and update documentation annually, or when significant enterprise changes s
loccur that could impact this Safeguard.
[Establish and maintain a documented data management process. In the process,
. - laddress data sensitivity, data owner, handiing of data, data retention limits, and Defining Access . e ini
31 Estaplish and Maintain 2 Data esposal requirements, based on sensitvity and retention standards for the enterprise. | Functional | Intersects With.|Authorzations for Sensitve /| DCH-014 e O o e et o 5
9 update documentation annually, or when significant enterprise changes. Regulated Data 9 phy: 9
e thar cocis impact this Safeguard.
[Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estaplish and Maintain 2 22t kiisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Data & Asset Classification | DCH-02  [Mechanisms exist to ensure data and assets are categorized in accordance 5
9 Review and update documentation annually, or when significant enterprise changes PP ¥ regulatory q g
Joccur that could impact this Safeguard.
[Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and ’
31 B el 222t ldisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional | Intersects With Media Access DCH-03 | e e o restrict access to digital and non-digital 5
9 Review and update documentation annually, or when significant enterprise changes ut -
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estaplish and Maintain 2 D2t ljisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Disclosure of Information | DCH-03.1 ~ [Mechanisms exist to restrict the disclosure of sensitive/regulated data to 5
9 [Review and update documentation annually, or when significant enterprise changes P
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Establish and Mainiain 222t kiisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Physical Media Disposal DCH-08  [ffechanisme exist to securely dispose of media when it is no longer required, 5
9 Review and update documentation annually, or when significant enterprise changes 9 P g
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
Establish and Maintain a Data 20055 data sensitiviy, data owner, handiing of data, data retention Imits, and IMechanisms exist to sanitize system media with the strength and integrity
31 eisposalrequirements, based on sensitvity and retention standards for the enterprise. | Functional | Intersects With | System Media Saniization | - DCH-09 with the or sensitivity of the information prior to 5
Management Process
Review and update documentation annually, or when Significant enterprise changes ldisposal, release out of organizational control or release for reuse.
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estaplish and Maintain 2 22t liisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Media & Data Retention D18 [Mechanisms exist to retain media and data In accordance with applicable 5
9 Review and update documentation annually, or when significant enterprise changes ¥ regulatory 9 g
Joccur that could impact this Safeguar
Establish and maintain a data inventory based on the enterprse's data management
32 Establish and Maintain a Data lorocess. Inventory sensitive data, at a minimum. Review and update inventory Functional | Intersects With | Sensitive Data Inventories | DCH-06.2 ~[Mechanisme exist to maintain inventory logs of all sensitive media and 5
Y annuaHy, at a minimum, with a prmrlty on sensitive data. Y.
[Establish and maintain a data inventory based on the enterprise’s data management [Mechanisms exist to periodically scan unstructured data sources for
32 Establish and Maintain 2 Data  lorocess. Inventory sensitive data, at a minimun. Review and update inventory Functional | Intersects with |Periodic Scans for Sensitive /| ' pcyi.g6.3  |sensitive/regulated data or data requiring special protection measures by 5
ventory Jannually, at a minimum, with a priority on sensitive data. Regu statutory, regulatory or contractual obligations.
Configure Data Access Control |cONfigure data access control lists based on a user's need to know. Apply data access
33 9 ete |control lists, also known as access permissions, to local and remote file systems, Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
|databases, and applications.
N [Configure data access control lists based on a user's need to know. Apply data access efining Access N .
33 Configure Data Access Control - |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With |Authorizations for Sensitive /| DCH-01.4 ~|Mechanisms exist to expicify define authorizations for specifc individuels 5
|databases, and applications. Regulated Data 9 phy: 9
[Configure data access control lists based on a user's need to know. Apply data access
33 Configure Data hccess Control icontrol lists, aiso known as access permissions, to local and remote file systems, Functional | Intersects With Media Access DCH-03  [echanisme exist to contral and restrict access to digital and non-digital 5
|databases, and applications. uthor: -
[Configure data access control lists based on a user's need to know. Apply data access
33 Configure Data Access Control lContral lsts, also known a5 access penmissions, to oca and remote fle systems, Functional | Intersects With | Disclosure of Information | DCH-03.1 [1echanisms exist to restrict the disclosure of sensitive/regulated data to 5
|databases, and applications. L&
[Mechanisms exist to pronibit external parties, including Technology Assets,
|Applications and/or Services (TAAS), from storing, processing an
Configure Data Access Control [COnfigure data access control lsts based on a user's need to know. Apply data access transmitting data unless authorized individuals first:
33 Lists [control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Limits of Authorized Use | DCH-13.1 (1) Verifying the implementation of required security, compliance and/or 5
|databases, and applications. resilience controls; or
(2)Retaining a pracessing agreement with the entity hosting the external
[Configure data access control lists based on a user's need to know. Apply data access
Configure Data Access Control . IMechanisms exist to utilize a process to assist users in making information
33 [control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Information Sharing DCH-14 5
Lists Kiotabases. and apphcations sharing decisions to ensure data is appropriately protected.
Mecharisms existto very tht ndidual or Technalooy Rssets,
Configure Data Access Control |Configure data access control lists based on a user's need to know. Apply data access Appictions andjor Services (TARS) ansfeing da bet
33 oure Date |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Transfer DCH-14.2 S have the requisite authorizations Le g e ite 5
[databases, and applications. permiccions or riviages) rior to Hansfering said date
Configure Data Access Control |CONfigure data access control lists based on a user's need to know. Apply data access IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
33 o s [control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the H
jatabases, and applications. Iparties with whom sensitive/regulated data is shared.
|Configure data access control lists based on a user's need to know. Apply data access e e e e e (TARAD) o
u 2 . [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
33 Configure Data Access Control |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | RO'e Base e Control | 1AC.0B  access to ndividusls sesigned specific roles with legitimate business needs. 5
|databases, and applications.
N [Configure data access control lists based on a user's need to know. Apply data access - [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
33 Configure Data Access Control - |control lists, also known as access permissions, to local and remote file systems, Functional | Intersects with | ,D2(2 Flow Enforcemert - | NET-04  |provide data flow enforcement that explicily restrict network traffc to only 5
|databases, and applications. what is authorized
Retain data according to the enterprise’s documented data management process. - [Mechanisms exist to retain media and data in accordance with applicable
34 Enforce Data Retention  Inara retention must include both minimum and maximum timelines. Functional Equal Media & Data Retention PCHIB  statutory. regulatory and contractual obligations. 0
Isecurely dispose of data as outlined in the enterprise's documented data secure Disposal, Dr IMechanisms exist to securely dispose of, destroy or repurpose system
35 Securely Dispose of Data |management process. Ensure the disposal process and method are commensurate Functional | Intersects with [3°511® DISPOs, Destruct AST-09 ing organization-defined techniques and methods to prevent 5
|with the data sensitivity. quipr linformation being recovered from these components.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data |management process. Ensure the disposal process and method are commensurate Functional | Intersects With |  Physical Media Disposal DCH-0g  [Mechanisme exist to securely dispose of media when it is no longer required, 5
lusing formal procedures.
[with the data sensitivity.
ecurely dispose of data as outlined n the enterprise's documente lechanisms exist to sanitize system media with the strength and integrity
Isecurely di f d fined in th a d dat: IMech: dia with th h and
35 Securely Dispose of Data [management process, Ensure the disposal process and method are commensurate Functional | Intersects With | System Media Sanitization | DCH-09 with the or sensitivity of the information prior to 5
Iy Dispose of gement p he disposal p d method ional h | sy: dia Sani y of the inf P
(Wit the deta Sensttvty. ldisposal, release out of organizational control or release for reuse.
ecurely dispose of data as outlined in the enterprise’s documented data
[Securely dispose of d: fined in th prise’s d d d
35 Securely Dispose of Data | management process. Ensure the disposal process and method are commensurate Functional | Intersects With | Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information. 5
[with the data sensitivity.
[Mechanisms exist to
(1) Retain Personal Data (PD), including metadata, for an organization-
defined time periad to fulfil the purposets) dentifed in the notce or 33
. required by la
[securely dispose of data as outlined in the enterprise’s documented data . " zes th
35 Securely Dispose of Data | management process. Ensure the disposal process and method are commensurate Functional | Intersects With |Personal Data (D) Retention| g o5 ((2) Dishose of. “es‘ oS, erases, andjor anonymizes the PD: regarless of the 5
|uith the data sensitivity. 55 Use organsaen efned techniques or methods to ensure secure
(deletion or destruction of PD (including originals, copies and archived
records).
Typl |can include: Windows BitLocker®, Apple FileVault®, Linux® dm-crypt. Eechr\o logies. g " yp orep
Encrypt data on end-user devices containing sensitive data. Exampls implementations lcryp exist to prevent disclosure of data
36 Encrypt Data on End-User Devices|c 0 e o e e e, Apple Fllovault®. Linox® drm-cry Functional | Intersects With | Encrypting Data At Rest cRY-05  |SYPRe 5
Establish and maintain an overall data classification scheme for the enterprise.
Enterprises may use labels, such as “Sensitive,” “Confidential,” and “Public,” and
37 Estaplish and Maintain 2 22t Klassify their data according to those labels. Review and update the classification Functional | Intersects With | Data & Asset Classification | DCH-02  [nechanisms exist to ensure data and assets are categorized In accordance 5
lscheme annually, or when significant enterprise changes occur that could impact this PP ¥ regulatory :
[safeguard.
Establish and maintain an overall data classification scheme for the enterprise. [Mechanisms exist to ensure that Technology Assets, Applications andjor
Cotablish and Maintain  Data|ENePrises may use labels, such as "Sensitive,” “Confidential,” and “Public.” and Services (TAAS) are classified according to the highest level of data
37 Classitica [classify their data according to those labels. Review and update the classification Functional | Intersects With | Highest Classification Level | DCH-02.1 [sensitivity that s stored, transmitted and/or processed. 5
lscheme annually, or when significant enterprise changes occur that could impact this
[safeguard.
IMechanisms exist to maintain network architecture diagrams that
Document data flows. Data flow documentation includes service provider data flows 113 Contaim suficiont dotail to pesess the ecurtty of the nemworkee
38 Document Data Flows. land should be based on the enterprise’s data management process. Review and Functional | Intersects with | Network Diagrams & Data | ,cr o, () CONEN 5
ludate documentation annually,or when signficant enterprise changes occur that Flow Diagrams (DFDs) oy Motk the current architecture of the network environment: and
P guard. (3) Document all sensitive/regulated data flows.
[Document data flows. Data flow documentation includes service provider data flows
e o [andi hould be based o the enterprisers data management procass, Review and [Mechanisms exist to leverage data-specific Access Control Lists (ACL) or
ocument Data Flows pdate dotumentation anmuslly, ar when SIgnfcant enterprise changes occur that Functional | Intersects With | Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
lcould impact this safeguard. Iparties with whom sensitive/regulated data is shared.
[Mechanisms exist to facilitate the implementation of cryptographic
£ Encrypt Data on Removable  |encrypt data on removable media. Functional Subset Of Use of Cryptographic CRY-01 protections controls using known public standards and trusted cryptographic 10
technologies.
c T
39 Encrypt Data on Removable  lencrypt data on removable media Functional | Intersects With | Encrypting Data At Rest CRY-05  |SVRLO exist to prevent disclosure of data 5
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on Portable End-User Devices

lsmartphones, no more than 10 failed authentication attempts. Example
implementations include Microsoft® InTune Device Lock and Apple® Configuration
[Profile maxFailedAttempts.

Configurations

39 Encrypt Data on Removable lencrypt data on removable media. Intersects With Storage Media CRY-05. | e e srerans ety and integrity 5
Encrypt sensitive data in transit. Example implementations can include: Transport Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
3.10 Encrypt Sensitive Data in Transit [100YRL Seneive, ot 1 b0l e T e Functional Subset Of CRY01  fpraections conros sing known publc standards and iusted cryptoorhic 10
Encrypt sensitive data in transit, Example implementations can include: Transport - 3 xist to protect the o data being
3.10 Encrypt Sensitive Data in Transic [FICYPL Seneitive dete I bansit. Bxample Implementai Functional | Intersects With |Tr c CRY-03 5
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
lencryption, also known as server-side encryption, meets the minimurm requirement of Use of Cryptographic. IMechanisms exist to facilitate the implementation of cryptographic
ERS Encrypt Sensitive Data at Rest [this Safeguard Additional encryption methods may include application-layer Functional Subset Of yprograp! CRY-01 [protections controls using known public standards and trusted cryptographic 10
also known as client:side encryption, where access to the data storage technologies.
(SoviLe(@)does mot permt access to the pram-4est dbio
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
lencryption, also known as server-side encryption, meets the minimum requirement of "
311 Encrypt Sensitive Data at Rest _this Safeguard. Additional encryption methods may include application-layer Functional | Intersects With |~ Encrypting Data AtRest | CRY-05  [STYPL exist to prevent disclosure of data 5
lencryption, also known as client-side encryption, where access to the data storage
ldevice(s) does not permit access to the plain-text data
- - Mechanisms exist to ensure that Technology Assets, Applications and/or
Segment Data Processing and _[Segment data processing and storage based on the sensitivity of the data. Do not 3 e R e e e
312 Storage Based on Sensitivity  |process sensitive ata on enterprise assets intended for lower sensitivity data Functional | Intersects With | Highest Classification Level | | DCH-02.1 |58y Eee (T 2 (e o Sror mroronesd! s
Segment Data Processing and  [Segment data processing and storage based on the sensitivity of the data. Do not . . § IMechanisms exist to partition systems so that partitions reside in separate
312 Storage Based on Sensitivity  |process sensitive data on enterprise assets intended for lower sensitivity data Functional | Intersects With | System Partitioning SEA03.1Iohysical domains or environments. 5
implement an automated tool, such as a host-based Data Loss Prevention (DLP) tool to
Deploy a Data Loss Prevention [identify all sensitive data stored, processed, or transmitted through enterprise assets, . 1, |Automated mechanisms exist to implement Data Loss Prevention (DLP) to
313 Solution including those located onsite or at a remote service provider, and update the Functional Equal Data Loss Prevention (DLP) | NET-17|pyotect sensitive information as it is stored, transmitted and processed. 10
lenterprise’s_data inventory.
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With | Privileged User Oversight | MON-01.15 [}fechanisms exist to implement enhanced activity monitoring for privileged 5
Centralized Collection of Mecharisms exis 0 uilze o Securty Incident Event Manager (SEM).or
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal. Functional | Intersects with | Ce7irelzed Coflection MON-02  similar automated tool, to support the centralized collection of security- 5
related ovent logs.
[Automated mechanisms exist to correlate both technical and non-technical
Correlate Monitoring » information from across the enterprise by a Security Incident Event Manager
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal. Functional | Intersects With clate Monite R A A At e AT A A 5
Jawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal. Functional | Intersects With |/ 0000 O e B MON-02.3 e o o o e o i 1o i e roonaen o2 5
lunusual activity.
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
1) Establish what type of event occurred;
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal. Functional | Intersects With |  Content of Event Logs MON-03  [(3) When (ot o e e cvent occurred: 5
(3) The source of the event
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With Sensitve Event Log MON-03.1 [Mechanisms exist to protect sensitive/regulated data contained in log files. 5
Establish and maintain a documented secure configuration process for enterprise
lassets (end-user devices, including portable and mobile, non-computing/loT devices,
a1 Establish and Maintain 3 SECUTE lang servers) and software (operating systems and applications). Review and update | Functional Subsetof | Configuration Management | ¢ gy - |Mechanisms exist to faciltate the implementation of configuration 10
9! ldocumentation annually, or when significant enterprise changes occur that could 91 9
impact this Safeguard
[Establish and maintain a documented secure configuration process for enterprise :":ﬂ‘g‘;&‘"g:}sﬂ:)"‘:’l ;‘;gfxs:’;’:}; iz::gez:):\n(‘:’a;v:n";[:ln’:i/S:YC;:VI\):SSSE‘(‘?:AS)
lassets (end-user devices, including portable and mobile, non-computing/ioT devices, i . Appli
a1 Establish and Maintain & SE€Ure land servers) and software (operating systems and applications). Review and update Functional | Intersects With Secure Baselne CFG-02  |that are consistent with industry-accepted system hardening standards. 5
gurati ldocumentation annually, or when significant enterprise changes occur that could iqurati
impact this Safeguard
Establish and maintain a documented secure configuration process for enterprise
et and Hointin a Secure.|Pocers 1 e Geuites clogig povase ord Moo, nop compatntor hevces, Hechanims oxit o review and update baseine conigurations:
a1 et Bracaes U fand servers) and software (operating systems and applications). Review and update | Functional | Intersects With | Reviews & Updates CrG021 | e Y e o 5
Gocumentstion rualy. o when siriicant enterprie changes occur tht coud e o e eooont installtions and upgrades.
Establish and M, 2 Secure [Establish and maintain a documented secure configuration process for network
a2 c s for Review and update annually, or when significant enterprise Functional Subset Of tlon Man Cro1  [Mechanisms exist to facilitate the implementation of configuration 10
Infrastructure |changes occur that could impact this Safeguard. 9! 9
Mechanisms exist to develop, document and maintain secure baseline
| Cetabin ana it sscure, st and malntain  documented secur congurstion process s necwor ) secure Baseline for Technology Acsets, Applications andior Services (TAAS)
a2 Stor Review and u ually, or when significant enterprise Functional | Intersects With e e CFG-02  [{hat are consistont with industry-accepted system hardening standards. 5
nfrastructure anges octur that couid mpact e Safequard
[Mechanisms exist to develop, document and maintain secure baseline
- Configure Automatic Sesslon _|Confgure automatic session locking on enterprise assets ater a defined perlod of runctionsl | ntersects with secure Baseline Cra0p  |conaUrations for Technology Assets, Applications and/or Services (TAAS) s
inactivity. For general purpose operating systems, the period must not exceet unctional | Intersects Wi 02 lthat are consistent with industry-accepted system hardening standards.
Locking on Enterprise Assets |iintes For mobile end-user devices, the period must not exceed 2 minutes. Configurations yraccepted sy 9
[Mechanisms exist to intiate a session lock after an organization-defined time
Configure Automatic Session |configure automatic session locking on enterprise assets after a defined period of Iperiod of inactivity, or upon receiving a request from a user and retain the
43 e e Sacai[inactivity. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With Session Lock 1ac-24  [peried of inactivity, or upo eSS S S Wi 5
minutes. For mobile end-user devices, the period must not exceed 2 minutes. session lock until the user reestablishes a¢
molement and manage a frewall an servers, where supported. Example Mechanisms exist to develop, Gocumentsn mAa secare Eae
Implement and Manage a Firewall 3 Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
44 Pl 9¢ ‘f:vr\g?arneazt::;ons include a virtual firewall, operating system firewall, or a third-party Functional Intersects With Configurations CFG-02 |that are consistent with industry-accepted system hardening standards. 5
implement and manage a firewall on servers, where supported. Exampl
Implement and Manage a Firewall IMechanisms exist to utilize host-based firewall software, or a similar
44 fmplementatons include  vitua rewalaperating system freweal, % thiraparty | Functional | Intersects With Software Firewall D05 e o o o whare tat e oo 5
implement and manage a firewall on servers, where supported. Example )
Implement and Manage a Firewall i Web Application Firewall IMechanisms exist to deploy Web Application Firewalls (WAFs) to provide
44 and Manag [mplementations include  vitual el aperating system fewal ora thirparty | - Functonal | nersects With ey WEB-03 e o Foe o e o 5
Implement and manage a host-based firewall or port-fltering tool on end-user devices, B e A R A e e )
Implement and Manage a Firewall - i : 5 . Secure Baseline configurations for Technology Assets, Applications and/or Services (TAAS)
45 Pl Ena User DEUW(ES g)\(\phhgldlyelaa‘x‘:;:zedny rule that drops all traffic except those services and ports that are Functional Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards. 5
implement and manage a host-based firewall or port-filtering tool on end-user devices,
Implement and Manage a Firewall IMechanisms exist to utilize host-based firewall software, or a similar
a5 ¥ and Managea F ot 2 dfauleny rule iat drops al afic except those sevices and pors thatare. | Functonal | Itersects Wit Software Firewall D05 e o e Moo e ot 2 0T 2 5
[Mechanisms exist to develop, document and maintain secure baseline
[securely manage enterprise assets and software. Example implementations include lconfigurations for Technology Assets, Applications and/or Services (TAAS)
managing configuration through version-controlled Infrastructure-as-Code (1aC) and that are consistent with industry-accepted system hardening standards.
. Securely Manage Enterprise  [accessing administrative interfaces over secure network profocols, such as Secure Functional | Intersects With Secure Baseline 602 s
Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Configurations,
imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
managing configuration through version-controlled Infrastructure-as-Code (1aC) and
as Securely Manage Enterprise |accessing adminitrative nterfaces over secure network pratocols, uch s Secure | runctonal | Intersects With | Least Functionali CFG.03 by cpeciicaly proBitng or resticing the uee of rts, protocols, andlor s
Assets and Software Ishell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure ty oy pencally pi 9 9 ports. P! 4
imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless -
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
managing configuration through version-controlled Infrastructure-as-Code (1aC) and
s Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Functional | Intersects with | Non-Console Administrative | o o6 [Cryptographic mechanisms exist to protect the confidentiality and integrity s
Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Access of non-console administrative access.
management protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
Isecurely manage enterprise assets and software. Example implementations include
managing configuration through version-controlled Infrastructure-as-Code (1aC) and
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure IMechanisms exist to authorize, monitor and control remote, non-local
46 Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | Remote Maintenance MNT-05 | maintenance and diagnostic activities. 5
management protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
managing configuration through version-controlled Infrastructure-as-Code (1aC) and "
lechanisms exist to implement and govern Access Control Lists (ACLS) to
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Data Flow Enforcement - y
46 Assets and Software [Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | 5 cess Control Lists (aCLs) | NET-04  [provide data flow enforcement that explicitly restrict network traffic to enly s
imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
sential.
[securely manage enterprise assets and software. Example implementations include
managing configuration through version-controlled Infrastructure-as-Code (1aC) and
. Securely Manage Enterprise  [accessing administrative interfaces over secure network profocols, such as Secure Functional | Intersects with | 1nSecure Ports, Protocols & | 1o, oo o [Mechanisms exist to mitigate the risk associated with the use of insecure R
Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Services Iports, protocols and services necessary to operate technology solutions.
management protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
anage default accounts on enterprse assets and software, such o2 root, Mechanisms exist to develop, document and maintain secure baseline
Manage Default Accounts on ul o " ware, su . Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
a7 ladministrator, and other pre-configured vendor accounts. Example implementations | Functional | Intersects With CFG-02  [fhot are conaistont with industry accepted system hardening standards. 5
Enterprise Assets and Software | il de: disabling default accounts or making them unusable. Configurations Ty-accepted sy: 9
Manage default accounts on enterprise assets and software, such as root, ’ ; "
ar anage Derau Accaunts on O S uresvendt accounts. Exampie mpementations | Functonal | subsetor | Tty GAccess | jac gy |Mechanisms exist o acitate th implementaton of dentiication and 10
P |can include: disabling default accounts or making them unusable. 9 9
Manage default accounts on enterprise assets and software, such as root,
0z g D At o o sthar re-commiured venior sccouns Sxample meientatons | Functional | Itersects With | Defouk Authentcaors | AC-10. |'EChanEms et to ensure default aunentcatorsare changed as part of s
lcan include: disabling default accounts or making them unusable. -
P Mechanisms exist to develop, document and maintain secure baseline
ninstall or Disable Unnecessary \ninstall or disable unnecessary services on enterprise assets and software, such as . Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
a8 Services on Enterprise Assets and . unused file sharing service, web application module, or service function. Functional | Intersects With Configurations. CFG-02 that are consistent with industry-accepted system hardening standards. s
Uninstall or Disable Unnecessary IMechanisms exist to configure systems to provide only essential capabilities
Uninstall or disable unnecessary services on enterprise assets and software, such as . onali
a8 Services on Enterprise Assets and |t oo e e o o o e foction Functional | Intersects With | Least Functionality CFG-03. oy specifically profibiingorresricting the use of pors. protocol. andor 5
Configure trusted BNS servers on network nfasirucure. Example implementatons [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
29 C°"ﬁ9“’enT('e“f‘::ea"g:éNe’s Nlinclude configuring network devices to use enterprise-controlled DNS servers and/or Functional Equal Domain Neme Service (ONS)| NET-10  |designed, implemented and managed to protect the security of name / 10
P! reputable externally accessible DNS servers. laddress resolution.
[Enforce automatic device lockout following a predetermined threshold of local failed [Mechanisms E)‘(‘Sl to dheve‘lup, document a‘nd mamlavr:jse(grs baseline s
lauthentication attempts on portable end-user devices, where supported. For laptops, ot ore cons\sl:;:a(\th"ﬁ\zi)s,tfys;?;&peaI;;:‘lzrr‘ns ::rd’gg\megn;‘l(;nsdggg )
a0 fEnforce Automatic Device Lockoutfdo not allow more than 20 failed authentication attempts; for tablets and Functional | Intersects With Secure Baseline o0z s
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fEnforce automatic device lockout following a predetermined threshold of local failed
auhentication attempts on potable end-user devices where supported. Fo lpiops, Mechanisms exist o enforce a lmit for consecutiveinvalid lognattempts by
a0 nforce Automatic Device Lockoutido nt allow more than 20 aled authenticarion aemps; o tablets Functional | Intersects With Account Lockout Ac22  [a user during time period and R
on Portable EncUser Devices  smartphones, no more than 10 flled authentication ttems, Exomp e account e e masiomim mimber o sneoccosstal Saempe
omentanone Ichda Microsofte InTone Devica Lock axe Appled Configuration lexceeded
Profie maxFailedAttempts.
; Remotely wipe enterprise data from enterprise-owned portable end-user devices when [Mechanisms exist to implement and govern a Bring Your Own Device (BY0D)
411 e R e baP!ItY |deemed appropriate such as lost or stolen devices, or when an individual no longer Functional | Intersects With B""%ygé%” Device AST-16  [program to reduce risk associated with personally-owned devices in the s
Jsupports the enterprise. workplace.
Remotely wipe enterprise data from enterprise-owned portable end-user devices when
an Enforce Remote Wipe Capabilty [1°T°1elY MiPe enterprise data from enterprioc owned portable eniiuser devices u! Functiona! subsetof | Centralized Management O | o o1 [Mechanisms exist to implement and govern Mobile Device Management 10
on Portable End-User Devices obile Devices (MDM) controls
Jsupports the enterprise.
Enforce Remote Wipe Capability [ReMOtely wibe enterprise data from enterprise-owned portable end-user devices when IMechanisms exist to remotely purge selected information from mobile
a1 ldeemed appropriate such as lost or stolen devices, or when an individual no longer Functional | Intersects With Remote Purging MDM-05 5
on Portable End-User Devices devices.
Jsupports the enterprise.
fEnsure separate enterprise workspaces are used on mobile end-user devices, where
2 Separate Enterprise Workspaces |supported. Example implementations include using an Apple® Configuration Profile or | ¢ o cqual Separate Mobile Device | o 10 oo dvees i soete o e o o o Pt 10
on Mobile End-User Devices  [Android™ Work Profile o separate enterprise applications and data from personal q Profiles o data P
Jopplications and data
[Mechanisms exist to restrict and control privileged access rignts for users
Establish and maintain an inventory of all accounts managed in the enterprise. The land Technology Assets, Applications andor Services (TAAS).
inventory mustmust at a minimum include user, administrator accounts, and service
51 Establish and Maintain @ laccounts. The inventory, at a minimum, should contain the person's name, username, | Functional | Intersects With e oy IAC16 5
Y lstart/stop dates, and department. Validate that all active accounts are authorized, on 9
Ja recurring schedule at a minimum quarterly, or more frequently.
Establish and maintain an inventory of all accounts managed in the enterprise. The
inventory mustmust at a minimum include user, administrator accounts, and service IMechanisms exist to inventory all privileged accounts and validate that each
51 Establish and Maintain a1 laccounts. The inventory. at a minimum, should contain the person's name, userame, | Functional | Intersects With Privileged Account IAC16.1  [person with elevated privileges is authorized by the appropriate level of 5
v [start/stop dates, and department. Validate that all active accounts are authorized, on lorganizational management.
la recurring schedule at a minimum quarterly, or more frequently.
Mechanisms exist to:
Use unique passwords for all enterprise assets. Best practice implementation includes, (1) Securely manage authenticators for users and devices; and
52 Use Unique Passwords  [at a minimum, an 8-character password for accounts using Multi-Factor Authentication |  Functional | Intersects With | Authenticator Management | 1AC-10  |(2) gnsure the strength o s appropriate to the 5
(MFA) and a 14-character password for accounts not using MFA. of the data being accessed
lUse unique passwords for all enterprise assets. Best practice implementation includes, Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
52 Use Unique Passwords  [at & minimum, an 8-character password for accounts using Multi-Factor Authentication| ~ Functional | Intersects With Password-Based IAC10.1 [ e e e oo 5
(MFA) and a 14-character password for accounts not using M| 9 P .
s isable Dormant Accounts [Pk & fsable any Gormant accounts e  period of 43 dys of acty WHer® | ol Equat isabl Inactive Accounts | IAC-15.3 [ Aomated mecharlsms it o deabl nacive accounts atr an o
- - [Mechanisms exist to restrict and control privileged access rights for users
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise ) Privileged Account land Technology Assets, Applications and/or Services (TAAS).
54 to Dedicated Administrator  [assets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects with | Frvileged Account 1AC16 5
Accounts lproductivity suite use, from the user’s primary, non-privileged account. 9
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise IMechanisms exist to utilize the concept of least privilege, allowing only
54 to Dedicated Administrator _ [assets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With Least Privilege IAC-21  [authorized access to processes necessary to accomplish assigned tasks in 5
‘Accounts roductivity suite use, from the user's primary, non-privileged account. accordance with organizational business functions.
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise y '
54 o Dedicated AdTINSHAlor  BSSets. COngLcs eneral Ompuing ctvies, Such 5 ernes rowsing, eman, and | Functional | Itersects wity | NomPrvleged Access or | .0y - [Mechaniams xitto proitprivleged users rom using rvieged accounts, s
lproductivity suite use, from the user's primary, non-privileged account. P 9 g
Establish and maintain an inventory of service accounts. The inventory, at a minimum, y . .
. sttt sns i an L o SOt S S TS SO BT | | i | ademon | e it ol ndcrtaly surniots e |
Inventory of Service Accounts [reviews to validate that all active accounts are authorized, on a recurring schedule at cputhentication for jand Audit (A o1z
minimurm quarterly, or more frequently. "9 "9
\dentification & Mechanisms exist to identify and authenticate third-party Technology Assets,
Establish and maintain an inventory of service accounts. The inventory, at a minimum, At cation & IApplications andfor Services (TAAS)
ss Establish and Maintain an |must contain department owner, review date, and purpose. Perform service account | ¢ ot | intersects With | party Tecnoiogy Avoets 1AC05 s
Inventory of Service Accounts |reviews to validate that all active accounts are authorized, on a recurring schedule at
Applications andor Services
minimum quarterly, or more frequently. s
Establish and maintain an inventory of service accounts. The inventory, at a minimum,
os bl and il on L5 CoNITGLBUTe aurr i G, Utz PO SVEE SECOUN | ol | rersecswin | PiMIe9sdAccoun | ucq - echoisms st e muenon al rscd scceuntsandldte it coch s
Inventory of Service Accounts [reviews to validate that all active accounts are authorized, on a recurring schedule at Inventories g, et vy ’;memg Y pprop!
la minimum quarterly, or more frequently. 9 9
56 Centralze Account Management [Centalize account management through a drectoy orentity service Functonal | Subset of ety Eaceess T | acor | |echanams exitio oltate the mplementation o denticatin ana 10
Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With o IAC-01.2  |Audit (AAA) solutions, both on-premises and those hosted by an External 5
Service Provider (ESP).
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
Users users
y Identifier Management (User [Mechanisms exist to govern naming standards for usernames and
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With Nomager AC00 [ et Aolentions oo Semices (Thne) 5
‘Automated System Account

56 Centralize Account Management |Centralize account management through a directory or identity service. Functional | Intersects With | Management (Directory 1AC15.1  [hutomated mechanisms exist to support the of system 5

et o laccounts (e.g., directory services)

o Estabiish an Access Granting _[Establish and follow a documented process, preferably automated, for granting access| . User Provisioning & De- IAC.07 | Mechanisms exist to utiize a formal user registration and de-registration o

Process lto enterprise assets upon new hire or role change of a user. q Provisioning lprocess that governs the assignment of access rights,
Establish and follow a process, preferably automated, for revoking access to
62 Establish an Access Revoking  [enterprise assets, through disabling accounts immediately upon termination, rights Functiona! cqual User Provisioning & De- 1ac.07 | Mechanisms exist to utilze a formal user registration and de-registration 10
Process evocation, or role change of a user. Disabling accounts, instead of deleting accounts, a Provisioning lprocess that governs the assignment of access rights.
Imay be necessary to preserve audit trails.
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
for
1) Remote network access;
. |Require all externally-exposed enterprise or third-party applications to enforce MFA, ’ i
63 el M o el Enfocing MEA through & lrecary Srviceor S50 provider s 8 Fonctonal | Equal | MultFRactor Authentiation | yc o |2 Tir-party Technology Assfs, Applicaions andlr Services (TAAS): anc/ 1
[ratisfactory implementation of this Safeguard. (3) Non-console access to criical TAAS that store, transmit and/or process
sensitive/regulated data,
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA)
for
(1) Remote network access;

64 Require MFA for Remote Network e e or remote network access Functiona! cqual MuliFactor Authentication | .o (2 Thir-pary Technology Assts, Applications andor Serices (TAAS): and/ 10
(3) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.

65 Require MFA for Administrative [Require MFA for all administrative access accounts, where supported, on all enterprise | ¢ o cqual  |Network Access to Privileged| |\ o6 1 |Mechanisms exist to utilze Multi-Factor Authentication (MFA) to authenticate 10

Access. lassets, whether managed on-site or through a service provider. a Accounts Inetwork access for privileged accounts.
[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
tails;
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and (3) Is at the level of granularity deemed necessary for tracking and reporting;
66 Inventory of Authentication and [authorization systems, including those hosted on-site or at a remote service provider. |  Functional | Intersects With Asset Inventories AST02 @ includes orgaizationSefined information dscrmed necessary to chieve 5
Authorization Systems  [Review and update the inventory, at a minimum, annually, or more frequently. effective property accountability; a
o ovonanieforvevton and Lt by designated organizatonal personnel
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and
66 Inventory of Authentication and  [authorization systems, including those hosted on-site or at a remote service provider. |  Functional Subset Of e e (i) 1ac-01  [Mechanisms exist to faciltale the implementation of dentification and 10
Authorization Systems Review and update the inventory, at a minimum, annually, or more frequently. 9 96
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
66 Inventory of Authentication and [authorization systems, including those hosted on-site or at a remote service provider. | Functional | Intersects With e IAC-01.2  |Audit (AAA) olutions, both on-premises and those hosted by an External 5
Authorization Systems  [Review and update the inventory, at a minimum, annually, or more frequently. Service Provider (ESP).
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
6.7 Centralize Access Control  [CENtralize access control for all enterprise assets through a directory service or SO | tynctional | Intersects With Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
provider, where supported. o ) orgz
[Mechanisms exist to provide a transparent authes (.. Single Sign-
[Centralize access control for all enterprise assets through a directory service or SSO Single Sign-On (550) . (O (530 capability o the organizations Tachnology Assete, Applications
67 Centralize Access Control  [CE01TalZe Secess <ot | Functional | ntersects With | oot 0 S E 2 hon | 1AC13:1 [0 (550) capabilty t 9 gy Assets, Appl 5
[Centralize access control for all enterprise assets through a directory service or S50 ] Federated Credential [Mechanisms exist to federate credentials to allow cross-organization
6.7 Centralize Access Control [CE0tTallze secess contol | Functional | Intersects With 1AC13.2 ot o federate credentials 5
IDefine and maintain role-based access control, through determining and documenting :";:':‘:‘;:E{;E‘/SAES’;‘::;DAE;(I?;(&:‘?E;ijli‘::;f‘gds/sr‘:s:go#:::&’ tfgrresm(t
lthe access rights necessary for each role within the enterprise to successfully carry ' 3 a
6.8 Define and Maintain Role-Based loyt s assigned duties. Perform access control reviews of enterprise assets to validate |~ Functional Equal Role: s ey Control | 1c0g  [access to individuals assigned specific roles with legitimate business needs. 10
lthat all privileges are authorized, on a recurring schedule at a minimum annually, or
Imore frequently.
Establish and Maintaina _[Establish and maintain a documented vulnerability management process for Vulnerability & Patch .

71 Vulnerability Management  fenterprise assets. Review and update documentation annually, or when significant Functional Subset Of Management Program P01 et ey o eation and monitoring of 10

lenterprise changes occur that could impact this Safeguar (vPMP) 9 -

B Establish and Maintaina __[Establish and maintain a risk-based remediation strategy documented In a Functional aquan Yooz xist to ensure that are properly identified, o

emediation Process remediation process, with monthly, or more frequent, reviews. q Process tracked and remediated.
Mechanisms exist to conduct software patching for all deployed Technology
Perform Automated Operating ~[Perform operating system updates on enterprise assets through automated patch Software & Firmware At o R ¢
73 T e e e e 2 Functional Equal et VPM.05  |Assets, Applications and/or Services (TAAS), including firmware. 10
Mechanisms exst to conduct software patching for all deployed Technology.

Perform Automated Application  [Perform application updates on enterprise assets through automated patch Software & Firmware 05 et e Ao e e b oy e

74 Patch Management imanagement on a monthly, or more frequent, basis. Functional | Intersects With atchin VPH-05 " Ae! g (TAAS). 9 5
Perform Automated Application [Perform application updates on enterprise assets through automated patch Centralized Management of y .

7.4 rSVALN e o e P ot Functional | Intersects with | Gentralized Management of | - ypy.o5.1  |mechanisms exist to centrally-manage the flaw remediation process. 5
Perform Automated Application [Perform application updates on enterprise assets through automated patch Automated Remediation |Automated mechanisms exist to determine the state of system components

74 Patch Management Imanagement on a monthly, or more frequent, basis. Functional | Intersects With VPM-05.2 |,/ith regard to flaw remediation. 5
Perform Automated Application  [Perform application updates on enterprise assets through automated patch . Automated Software & futomated mechanisms exist to install the ates stable versions f securty-

74 atch Management Imanagement on a monthly, or more frequent, basis. Functional | Intersects With Firmware Updates VPM-05:4 | elevant software and firmware updal s
Perform Automated Vulnerability

Perform automated vulnerability scans of internal enterprise assets on a quarterly, or . y exist to detect and errors by routine]

I Seans of Internal Enterprise  |more frequent, basis. Conduct both authenticated and unauthenticated scans. Functional | Intersects With | - Vulnerability Scanning PM06 bty seamning of systems and applications s
IMechanisms exist to perform quarterly internal vulnerability scans, which

75 Perform Automated yuinerabilty lperform automated vulnerability scans of internal enterprise assets on a quarterly, or | oo | internal Valnerability VpM06.7 [Includes all segments of the organization's internal network, as well as 5

'temal Enterp Imore frequent, basis. Conduct both authenticated and unauthenticated scans. Assessment Scans 7 |rescans until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System (CVSS),
Perform Automated Vulnerabilty logform automated vulnerability scans of externally-exposed enterprise assets. IMechanisms exist to detect vulnerabilities and configuration errors by routine
78 Ao °% perform scans on a monthly, or more frequent, basis. Functional | Intersects With | - Vulnerability Scanning VPM-06  |uuinerability scanning of systems and applications. s
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IMechanisms exist to perform quarterly external vulnerability scans (outside
Perform Automated Vulnerability § the organization's network looking inward) via a reputable vulnerability
76 Ceame of Sty bxpeszd” perorm automated vinerabity scans of exteral-exposed enterprie assets Fonctonal | Inersects wih | EXeTl Venerabity | oy 06 6 el s resuts are owaned or s
Enterprise Assets. . quent, lall “high” vulnerabilities are resolved, as defined by the Common
Vulnerability Scoring System (CVSS).
. Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Functional | Intersects with | Vulnerabilty Remediation | oy o Mechanisms exist to ensure that vulnerabiliies are properly identified, s
Vulnerabilities monthy, or more frequent, basis, based on the remedation process. Process tracked and remediated
. Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Functional | intersects with | Continuous Vulnerability | oy o [Mechanisms exist to address new threats and vulnerabilities on an ongoing 5
Vulnerabilities imonthly, or more frequent, basis, based on the remediation process. Remediation Activities lbasis and ensure assets are protected against known attacks
Establish and maintain a documented audit log management process that defines the [Mechanisms exist to review event logs on an ongoing basis and escalate
Establish and Maintain an Audit [ENerPrise’s logging requirements. At a minimum, address the collection, review, and incidents in accordance with established timelines and procedures.
81 2blish and eintain an AUt lretention of audit ogs for enterprise assets. Review and update documentation Functional | Intersects With | Security Event Monitoring | MON-01.8 5
9 0f lannually, or when significant enterprise changes occur that could impact this
[safeguard.
stablish and maintain a documented audit log management process that defines the
lenterprise’s logging requirements. At a minimum, address the collection, review, and IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
8.1 Establish and Maintain an AUditketention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Cepralized Collection of MON-02  [similar automated tool, to support the centralized collection of security- 5
9 9 lannually, or when significant enterprise changes occur that could impact this Y 9 related event logs.
lsafeguard.
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management 1 [ Mechanisms exist to faciitate the implementation of enterprise-wide
82 Collect Audit Logs process, has been enabled across enterprise assets. Functional Subset Of Continuous Monitoring MON-01_ Jmonitoring controls. 10
) . [Mechanisms exist to generate, monitor, correlate and respond to alerts from
82 Collect Audit Logs [Collect audt logs. Ensure that logging, per the enterprise’s audit log management Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve 5
P g P lintegrated situational awareness.
[Mechanisms exist to utiize a Security Incident Event Manager (SIEM). or
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management . Collection of § y
82 Collect Audit Logs e e g, et e ot Functional | Intersects with | C7Ero/7ed Coflection MON-02 similar automated tool, to support the centralized collection of security. 5
related event logs.
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management . System-Wide / Time- 027 [futomated mecharisme exist to compile audit records nto an organizaton-
82 Collect Audit Logs lprocess, has been enabled across enterprise assets Functional | Intersects With | corelated Audit Trail MON-027 |yide audit trail that is time-correlate 5
echanisms exit t configure Technalooy Assets.Applcatons andlor
Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
(Collect audit logs. Ensure that logging, per the enterprise’s audit log management 03 |(2) When (date and time) the event occurred;
82 Collect Audit Logs o e e e e Functional | Intersects With |  Content of Event Logs MON-03 (2] e e o e 5
(4) The source of the event;
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
[Mechanisms exist to utiize a Security Incident Event Manager (SIEM). or
Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the Centralized Collection of ’ y
83 e et e Functional | Intersects with | C7Lro/zed Coflection MON-02  similar automated tool, to support the centralized collection of security s
related event logs
Ensure Adequate AuditLog - Ensure tht 10g9ing destinatons maintain adequate storage to comply with the 0s | Mechanisms exist to allocate and proactively manage sufficient event log
83 Storage lenterprise’s audit log management process. Functional | Intersects With | Event Log Storage Capacity | MON-04 |qtorage capacity to reduce the likelihood of such capacity being exceeded. s
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[standardize time synchronization. Configure at least two synchronized time sources Centralized Collection of y
84 Time e e ooy ot Functional | Intersects with | CZE2leed Copection MON-02  similar automated tool, to support the centralized collection of security. 5
related event logs
time synchronization. Configure at least two synchronized time sources Synchronization With } IMechanisms exist to synchronize internal system clocks with an authoritative
84 Time Syn: lacross enterprise assets, where supporte Functional | Intersects With | s horitative Time Source | MON071 ltime source. s
[Configure detailed audit logging for enterprise assets containing sensitive data. Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, destination Functional | Intersects With MON-02  similar automated tool, to support the centralized collection of security- 5
Security Event Logs
laddresses, and other useful elements that could assist in a forensic investigation. related event logs
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
[Configure detailed audit logging for enterprise assets containing sensitive data. 7} Vimen (date and o) the event occutred:
85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, destination Functional | Intersects With |  Content of Event Logs MON-03 (i3] e e e e g 5
laddresses, and other useful elements that could assist in a forensic investigation. HES A
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event.
Contratized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
86 Collect DNS Query Audit Logs Collect DNS query audit logs on enterprise assets, where appropriate and supported. | Functional | Intersects With | Cepiralized Collection MON-02  similar automated tool, to support the centralized collection of security- 5
Y 9 Irelated event logs.
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
86 Collect DNS Query Audit Logs ~[Collect DNS query auditlogs on enterprise assets, where appropriate and supported. |  Functional | Intersects With |o{Pte9i3ton of seapning & | won-oz3. |2nalves of vuneraplity scanncrs, network performence, system monitoring 5
Junusual activity.
Contratized Collection of [Mechanisms exist to utiize a Security Incident Event Manager (SIEM). or
87 Collect URL Request Audit Logs  [Collect URL request audit logs on enterprise assets, where appropriate and supported. | Functional | Intersects with | - Centralized Cohection MON-02  similar automated tool, to support the centralized collection of security- 5
Y 9 Irelated event logs.
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
87 Collect URL Request Audit Logs |Collect URL request auit logs on enterprise assets, where appropriate and supported. |  Functional | Intersects With |{Pte9iaton of seapning & | won-oz.3. |ansives of vuneraplily scanncrs, network performence, system monitoring 5
Junusual activity.
[Mechanisms exist to utiize a Security Incident Event Manager (SIEM). or
[Collect command-line audit logs. Example implementations include collecting audit Collection of
88 Collect Command-Line Audit Logs <21 ¢ CTmend e suol logs. Examp e e e Functional | Intersects with | C7Lro/#ed Coflection MON-02  fimiar automated too tosupport the centralize colction ofsecury- 5
y [Collect command-line audit logs. Example implementations include collecting audit . § IMechanisms exist to log and review the actions of users and/or services with
88 Collect Command-Line Audit Logs [0 LoF 00 B s e R emicistrativs teaas Functional | Intersects With |Privileged Functions Logging|  MON-03.3  |jechanisms exist t s
[Centralize, to the extent possible, audit log collection and retention across enterprise Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
89 Centralize Audit Logs  [assets in accordance with the documented audit log management process. Example |  Functional Equal ralized Collection MON-02  similar automated tool, to support the centralized collection of security- 10
include leveraging a SIEM tool to centralize multiple log sources. Y 9 related event logs.
’ ’ . 0s | Mechanisms exist to allocate and proactively manage sufficient event log
8.10 Retain Audit Logs Retain audit logs across enterprise assets for a minimum of 90 days Functional | Intersects With | Event Log Storage Capacity |  MON-04  |iechanisms exist to alocate and proactively monage sufficient even! ooy, 5
[Mechanisms exist to retain event logs for a time period consistent with
’ ' . . 10 |records retention requirements to provide support for after-the-fact
8.10 Retain Audit Logs Retain audit logs across enterprise assets for a minimum of 90 days Functional | Intersects With | Event Log Retention HON-L0 e T e e neet v e rect and 5
lcontractual retention requirements.
[Conduct reviews of audit logs to detect anomalies or abnormal events that could . § lAutomated mechanisms exist to centrally collect, review and analyze audit
811 Conduct Audit Log Reviews | icate a potential threat. Conduct reviews on a weekly, or more frequent, basis. Functional Equal Central Review & Analysis | MON-02.2 " |rocqrgs from multiple sources. 10
[Collect service provider logs, where supported. Example implementations include Contratized Coflection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
812 Collect Service Provider Logs  [collecting authentication and authorization events, data creation and disposal events, | Functional | Intersects with | - Ceptralized Colection MON-02  similar automated tool, to support the centralized collection of security- 5
land user management events. Y 9 related event logs.
Cotect seniceprovierLogs_ Eobcin nen o o S B e SR s, | runcton | s i | e et | oz [t o s e ey oSy et S |
9 9 d P d Information ~1 |(SIEM) or similar automated tool, to enhance organization-wide situational
land user management events
awareness.
; ; [Automated mechanisms exist to integrate the analyss of audit records with
ot s rvcer o [l s gt cppre srampe memarstone [ etinorsoming ¢ | oo [RoR SRR S ok pero e e |
. . lOther Monitoring Information and other sources to further enhance the ability to identify inappropriate or
land user management events.
lunusual activity.
Ensure Use of Only Fully __ |[Ensure only fully supported browsers and email clients are allowed to execute in the
9.1 Supported Browsers and Email _[enterprise, only using the latest version of browsers and email clients provided Functional | Intersects with |, Unsupportedinternet | - cpg.gq 5 [techanisms exist to allow only approved Intemet browsers and email clients 5
Clients [through the vendor. W il cli u ¥
Ensure Use of Only Fully __ [Ensure only fully supported browsers and email clients are allowed to execute in the
Restrict Roles Permitted To IMechanisms exist to configure systems to prevent the installation of
91 Supported Browsers and Email [enterprise, only using the latest version of browsers and email clients provided Functional | Intersects With Roles ermitt G052 e O e oy = b oo saar ot aiice 5
Clients. fthrough the vendor.
[Mechanisms exist to force Internet-bound network traffic through a proxy
lUse DNS filtering services on all end-user devices, including remote and on-premises device (e.g., Policy Enforcement Point (PEP) for URL content filterin
9.2 Use DNS Filtering Services | core o block access to known malicious domains. Functional Equal DNS & Content Filtering NET-18 |5 filtering to limit a user's ability to connect to dangerous or prohibited 10
Internet sites
Enforce and update network-based URL filters to limit an enterprise asset from IMechanisms exist to force Internet-bound network traffic through a prox:
Maintain and Enforce Network- [connecting to potentially malicious or unapproved websites. Example implementations ) g |device (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
93 Based URL Filters include category-based filtering, reputation-based filtering, or through the use of block| ~Functional Equal DNS & Content Filtering | NET-18 | fitering to limit a user's ability to connect to dangerous or prohibited 10
lists. Enforce filters for all enterprise assets. Iinternet sites.
Restrict Unnecessary or
Restrict, either through uninstalling or disabling, any unauthorized o unnecessary Unsupported Internet IMechanisms exist to allow only approved Internet browsers and email clients
94 Unautherized Browser and Email o yser or email client plugins, extensions, and add-on applications. Functional | Intersects With | groygers & mail Clients | SF%42 lto run on systems. s
Restrict Unnecessary or
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary Restrict Roles Permitted To g IMechanisms exist to configure systems to prevent the installation of
o4 Unauthoried Browser and Emal 1S C e O eione,and 0e.on applcatons Functional | Itersects wi | P S0l T G082 eas he achon  periormed vy » brwIcbed vea of senice 5
Restrict Unnecessary or Mecharisms cxist o define acceptable and unacceptaple ules of efavi
94 Unauthorized Browser and Email [Restrict, either through uninstalling or disabling, any unauthorized or unnecessary Functional | Intersects With Rules of Behavior HRS-05.1 [for the use of including 5
Olized Browser an browser or email client plugins, extensions, and add-on applications for the u
Restrict Unnecessary or P
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary
9.4 Unauthorized Browser and Email e O eniona, and a0e.on applcatons Functional | Intersects With | Use of Critical Technologies |  HRS-05.4  [Mechanisms exist to govern usage policies for critical technologies. 5
IMechanisms exist to validate the legitimacy of email communications
[Fo lower the chance of spoofed or modified emails from valid domains, implement Sender Policy Framework through configuring a Domain Naming Service (DNS) Sender Policy
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Policy Functional | Intersects With ey ! neT103 |t onfiguring 2 Dx aming Sevic ender . 5
FFramework (SPF) and the DomainKeys Identified Mail (DKIM) standards (SPF) ramework (SPF) record to specify the IP addresses and/or hostnames that
are authorized to send email from the specified domain
ITo lower the chance of spoofed or modified emails from valid domains, implement Domain-Based Message IMechanisms exist to implement domain signature verification protections
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Policy Functional | Intersects With | Authentication Reporting | NET-204  [that authenticate incoming email according to the Domain-based Message 5
Framework (SPF) and the DomainKeys Identified Mail (DKIM) standards and Conformance (DMARC) lAuthentication Reporting and Conformance (DMARC)
[Mechanisms exist to utiize spam protection
96 Block Unnecessary File Types ~[Block unnecessary fle types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Phishing & Spam Protecton |  END-08 [t derect ancttoke achon o anealhed messages tanporsed by eocironic 5
mail
. Detonation Chambers IMechanisms exist to utilize a detonation chamber capability to detect and/or
96 Block Unnecessary File Types [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With ey RO o o eies flo s oonmt ace e 5
. IMechanisms exist to monitor and control communications at the external
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Boundary Protection ET03 O oy Tees o e o e e 5
Network Intrusion
< email . og | Mechanisms exist to employ Network Intrusion Detection / Prevention
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects Wi | Datacin  Preverton BT 08 o e et o P e hmork, 5
[Mechanisms exist to utilize spam protection
Deploy and Maintain Email Server|Deploy and maintain email server anti-malware protections, such as attachment y o
97 eIt e A by Functional | ntersects With | Phishing & Sparm Protecton |  END-08 [t derect and 1ok Scion o uncolcked messages tancporied by elochionc 5
Deploy and Maintain Email Server|Deploy and maintain email server anti-malware protections, such as attachment Detonation Chambers IMechanisms exist to utilize a detonation chamber capability to detect and/or
97 Anti-Malware Protections  [scanning and/or sandboxing Functional | Intersects With (Sandboxes) IRO-15lhlock potentially-malicious files and email attachments. 5
Deploy and Maintain Anti-Malware| i Malicious Code Protection 0q [Mechanisms exist to utilize antimalware technologies to detect and eradicate
101 taintalr Deploy and maintain anti-malware software on all enterprise assets. Functional Equal freteni, Enpoa  |Mechanisms ex 10
(Configure Automatic Anti-Malware| Automatic Antimalware [Automated xist to update including
102 S |Configure automatic updates for anti-malware signature files on all enterprise assets. | Functional Equal e Upates END-04.1 |Jutoeted Techons 10
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Disable Autorun and Autopiay for

Secure Baseline

[Mechanisms exist to develop, document and maintain secure baseline
(configurations for Technology Assets, Applications and/or Services (TAAS)

103 e o Disable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With P CFG-02  |ihat are consistent with industry-accepted system hardening standards. 5
Disable Autorun and Autoplay for Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
103 T e Disable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With D02 e heicns. 5
[Mechanisms exist to develop, document and maintain secure baseline
(Configure Automatic Anti-Malware Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
104 e o R suale Masia:© Configure anti-malware software to automatically scan removable media Functional | Intersects With P, CFG-02  [that are conaistent with industry-accepted system hardening standards. 5
IConfigure Automatic Anti-Malware|. Endpoint Protection IMechanisms exist to protect the confidentiality, integrity, availability and
104 e R suale Masia:© Configure anti-malware software to automatically scan removable media Functional | Intersects With o Prote D02 e oo 5
(Configure Automatic Anti-Malware Malicious Code Protection exist to utilize to detect and eradicate
104 e  Ramiuablt e, Configure anti-malware software to automatically scan removable media. Functional | Intersects With frtEreai END.0a  [Mechanisms ex 5
exist to ensure that
(Configure Automatic Anti-Malware ’ y runing i reabtime and cannot be disabied or altered by non-privileged
104 e Ramisuablt e, Configure anti-malware software to automatically scan removable media. Functional | Intersects With | Always On Protection D047 | ooy hor et by et o e asis 5
for a limited time peri
Mechanisms exist to develop, document and maintain secure baseline
Enable anti-exploitation features on enterprise assets and software, where possible, Secure Baseline or Technology Assets, Applications and/or Services (TAAS)
105 Enable Anti-Exploitation Features [such as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With PR, CFG-02  [ihat are conaistent with industry.accepted system hardening standards. 5
|Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™
Enable anti-exploitation features on enterprise assets and software, where possible,
105 Enable Anti-Exploitation Features [such as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With Endpoint Protection END.02 Mechanisms exist to protect the confidentialty, integrity, availability and 5
|Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™ Y P
Centrally Manage Anti-Malware Centralized Management of
106 [Centrally manage anti-malware software. Functional Equal Ay eleiea! |  END-04.3 |Mechanisms exist to centrally-manage antimalware technologies. 10
Use Behavior-Based Anti-Malware Ny ) Heuristic / Nonsignature- y [Mechanisms exist to utilize heuristic / nonsignature-based antimaiware
107 Use behavior-based anti-malware software, Functional Equal e | Bonsignat END-04.4 [ e 10
[Mechanisms exist to facilltate the implementation of contingency planning
stablish and maintain a data recovery process. In the process, address the scope of lcontrols to help ensure resilient Technology Assets, Applications and/or
11 Establish and Maintain a Data  [data recovery activities, recovery prioritization, and the security of backup data. Functiona! Subset Of Business Continuity BCD-01  |Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
Recovery Process. Review and update documentation annually, or when significant enterprise changes Management System (BCMS) (Continuity & Disaster Recovery (BC/DR) playbooks).
loccur that could impact this Safeguard.
[Mechanisms exist to create recurring backups of data, software and/or
Perform automated backups of in-scope enterprise assets. Run backups weekly, or 11 |system images, as well as verify the integrity of these backups, to ensure the|
112 Perform Automated Backups |, re frequently, based on the sensitivity of the data, Functional Equal Data Backups BED-LL lavailability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOS).
Protect recovery data with equivalent controls to the o Reference . Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
13 Protect Recovery Datalencryption o data separation, based on requirements, Functional | Intersects With Integrity BED-LLL Joackup process, as well as the integrity and availability of the data s
[Protect recovery data with equivalent controls to the original data. Reference c exist to prevent the disclosure
13 Protect Recovery Data  |f1 e o0 el 0o o et on reqremants Functional | Intersects With | Cryptographic Protection | BCD-11.4  CYRO9TeREE Techanisne exist fo proven 5
112 [Technology Assets, Applications and/or Services (TAAS) to a known state
13 Protect Recovery Data loncryption or data separation, based on requirements Functional | Intersects With | raxs) Recovery & L T o Chemuption, compromise or failur s
Protect recovery data with equivalent controls to the original data. Reference Backup & Restoration
1.3 Protect Recovery Data |0 e o0 e e o roremants Functional | Intersects With |  Sackup & Restoration BCD-13  |Mechanisms exist to protect backup and restoration hardware and software. 5
Protect recovery data with equivalent contros to the original data. Reference
13 Protect Recovery Data  [[1leeL TocOtely 0208 o e et on reqrements Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
[Establish and maintain an isolated instance of recovery data. Example [Mechanisms exist to utilize an isolated, non-production environment to
114 e a2 reox2ted limplementations include, version controlling backup destinations through offine, Functional Equal Isofated Recovery BCD-14  |perform data backup and recovery operations through offline, cloud or off- 10
Y |cloud, or off-site systems or services. site capabilities.
[Test backup recovery quarterly, or more frequently, for a sampling of in-scope Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
s Test Data Recovery lenterprise assets Functional | Intersects With Integrity BCD-111 i ckup process, as well as the integrity and availability of the data 5
fTest backup recovery quarterly, or more frequently, for a sampling of in-scope y Test Restoration Using g [Mechanisms exist to utilize sampling of available backups to test recovery
s Test Data Recovery lenterprise assets Functional | Intersects With mpling BCD-115 |capabilities as part of business continuity plan testing s
[Ensure network infrastructure is kept up-to-date, Example implementations include
121 Ensure Network Infrastructure is [running the latest stable release of software and/or sing currently supported network| ¢ o subsetof | Network Security Controls | er o [Mechanisms exist to develop, govern & update procedures to facilitate the 0
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, (NSC) implementation of Network Security Controls (NSC).
lto verify software support.
[Ensure network infrastructure s kept up-to-date, Example implementations include
121 Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported networke{ ¢ o || Continuous Vulnerability | o o0 [Mechanisms exist to address new threats and vulnerabilities on an ongoing S
las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, Remediation Activities lbasis and ensure assets are protected against known attacks
o verify software support.
[Ensure network infrastructure s kept up-to-date. Example implementations include
Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported network- IMechanisms exist to install the latest stable version of any software and/or
121 U las-a-service (Naas) offerings. Review software versions monthly, or more frequently, | Functional | Intersects With Stable Versions VPM-04.1  |cecurity-related updates on all applicable systems. 5
o verify software support.
[Ensure network infrastructure is kept up-to-date. Example implementations include [Mechanisms exist to conduct software patching for all deployed Technology
121 Ensure Network Infrastructure s [running the latest stable release of software and/or using currently supported networke{ ¢ o || Software & Firmware Uphgs  [RSsets: Applications andor Services (TAAS). including firmware. s
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, Patching
lto verify software support.
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o subsetof | Network Security Controls | et [Mechanisms exist to develop, govern & update procedures to facilitate the 10
Network Architecture Imust address segmentation, least privilege, and availability, at a minimun. (NSC) implementation of Network Security Controls (NSC).
[Mechanisms exist to implement security functions as a layered structure that
Establish and Maintain a Secure |Establish and maintain a secure network architecture. A secure network architecture Iminimizes interactions between layers of the design and avoids any
12.2 Network Architecture Imust address segmentation, least privilege, and availability, at a minimum. Functional | Intersects With | Layered Network Defenses | NET-02 |jop0ndance by lower layers on the functionality or correctness of higher 5
layers.
Mechanisms exist to facilitate the implementation of industry-recognized
security, compliance and resilience practices in the specification, design,
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o Subset Of Secure SEAOL , an of Technology Assets, 10
Network must address least privilege, and availability, at a minimun. Principles. |Applications and/or Services (TAAS)
[Mechanisms exist to develop an enterprise architecture, aligned with
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | ¢ oo || Alignment With Enterprise | oy o0 [industry-recognized leading practices, with consideration for security, s
Network Architecture Imust address segmentation, least privilege, and availability, at a minimun. Architecture lcompliance and resilience principles that addresses risk to organizational
loperations, assets, individuals and other organizations.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network -y Remote Maintenance y (Cryptographic mechanisms exist to protect the integrity and confidentiality
123 ol anage Ne controlled nfastructure-as-Code (1aC). an the use of secure network protocols,such | - Functional | Inersects witn | (SRS IRTIEREe, | wnm05.3 |CYEmEraRE TR S e O moncations. 5
[Securely manage network infrastructure, Example implementations include version-
Securely Manage Network rkin Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
123 a0 e lcontrolled Infrastructure-as-Code (1aC), and the use of secure network protocols, such | Functional Subset Of e T 0L O o of Notwork Becurity Controle (N 10
Jas SSH and HTTPS.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network rin Non-Console Administrative o6 |Cryptographic mechanisms exist to protect the confidentiality and integrity
123 o a0 e [controlled Infrastructure-as-Code (1aC), and the use of secure network protocols, such | Functional | Intersects With o CRv-06  [SYPrographic mechanisme existto 5
Jas SSH and HTTPS.
IMechanisms exist to maintain network architecture diagrams that:
stablish and maintain architecture diagram(s) and/or other network system (1) Contain sufficient detail to assess the security of the network's
124 sl ang M T  pste docomertationonroly. o wher Samcont Functonol | Equal | NelvorkDisgrame s ata | erp  [GUSEIE 10
9 lenterprise changes occur that could impact this Safeguard. 9 (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Centralize Network IMechanisms exist to strictly govern the use of Authenticate, Authorize and
125 nd[centralize network AAA. Functional | Intersects with | AUMeNticate, Authorize and | 5c.01.5  laudit (AAA) solutions, both on-premises and those hosted by an External 5
‘Auditing (AAA) Service Provider (ESP).
Centralize Network Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 lAuthentication, Authorization, and|Centralize network AAA. Functional | Intersects With Authentication for 1AC02  [and Audit (AAA) organizational users and processes acting on behalf of 5
‘Auditing (AAA) Organizational Users lorganizational users.
Centralize Network Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With | Authentication for Non- 1AC-03  [and Audit (AAA) third-party users and processes that provide services to the 5
‘Auditing (AAA) Organizational Users lorganization.
Centralize Network dentification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With | , . (Gentification& . | 1Ac-04  [and Audit (AAA) devices before establishing a connection using bidirectional 5
‘Auditing (AAA) lauthentication that is cryptographically- based and replay resistant.
126 Use of Secure Network lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functiona! subsetof | Network Security Controls | oo [Mechanisms exist to develop, govern & update procedures to facilitate the 0
i and Cor Protected Access 2 (WPA2) Enterprise or greater) (NSC) implementation of Network Security Controls (NSC).
Use of Secure Network [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi . Data Flow Enforcement - " -
1256 Functional | Intersects With NET-04  [provide data flow enforcement that explicitly restrict network traffic to only 5
i and cor Protected Access 2 (WPA2) Enterprise or greater). Access Control Lists (ACLS) e o
Mechanisms exist to facilitate the implementation of industry-recognized
security, compliance and resilience practices in the specification, design,
126 Manaost of secure Network e secure network management and communication protocos (@.9., 802.1X, Wi runctional | subset of senol ament i 4 of Teehnology Aésets, 10
e tocon Protected Access 2 (WPA2) Enterprise or greater) Principles |Applications and/or Services (TAAS)
ee of Secore Ntk [Mechanisms exist to require the developers of Technology Assets,
se of Secure Networl
[Use secure network management and communication protocols (e.g., 802.1X, Wi-Fi [Ports, Protocols & Services In| |Applications and/or Services (TAAS) to identify early in the Secure
126 an: Protected Access 2 (WPA2) Enterprise or graater). Functional | Intersects With Use TDA02.1  [Development Life Cycle (SDLC), the functions, ports, protocols and services 5
Protocols intended for use.
ee of Secare Ntk el Mechanisms exist to require External Service Providers (ESPS) to identify and
126 Se of Secure Networ lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functional | Intersects With xternal Connectivity Tom0az |Jocument the business need for ports protocols and utheLlser\gtes it 5
-2 |requires to operate its Technology Assets, Applications and/or Services
L and cor Protected Access 2 (WPA2) Enterprise or greater). iAol q P ay el
Ensure Remote Devices Utilize a
Require users to to 4 VPN and services IMechanisms exist to define, control and review organization-approved,
127 e and are Connectingto o eesing enerpe resources on end-ose devces Functional | Intersects With | Remote Access e emote ccess metrods s
Ensure Remote Devices Utilize a
Require users to to 4 VPN and services Automated Monitoring &
127 o and are Comecting o an |00 eseng anterpie resources o enduser dewces Functional | Intersects With o o NET-14.1  |Automated mechanisms exist to monitor and control remote access sessions. 5
Ensure Remote Devices Utilize a
127 BN ot e commacing to an. [Require users to to VPN and services | ccionat | intersects with [Protection of C | weraez [© existto rotect the and integrity 5
T e Khare.prior to accessing enterprise resources on end-user devices. Integrity Using Encryption lof remote access sessions (e.g., VPN).
Ensure Remote Devices Utilize a
Require users to to ged VPN and services Managed Access Control g IMechanisms exist to route all remote accesses through managed network
127 e g X9an, [ior to accessing enterprise resources on end-user devices Functional | Intersects With NET-14.3 laccess control points (e.q., VPN concentrator). s
Establish and maintain dedicated computing resources, either physically or logically
128 B Rounain Dedicated separated, for all administrative tasks or tasks requiring administrative access. The Functional caual ated Administrative | |\ o0, |Mechanisms exist to restrict executing administrative tasks or tasks requiring 0
e e rone [computing resources should be segmented from the enterprise's primary network and q Machines lelevated access to a dedicated machine.
Inot be allowed internet access,
|Centralize security event alerting across enterprise assets for log correlation and
IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
131 Centralize Security Event Alerting 20251, Best practice implementation requires the use of  SIEM, which includes Functional Equal Centralized Collection of | yo.02  |similar automated tool, to support the centralized collection of security- 10

endor-defined event correlation alerts. A log analytics platform configured with
lsecurity-relevant correlation alerts also satisfies this Safeguard.

Security Event Logs

related event logs.
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Host Intrusion Detection and [Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
132 Deploy a Host:Based Intrusion |Deploy a host:based itrusion detecton solution on enterprise assets, where Functiona! cqual e erectonoa!|  enp.o7  [SYstems (HIDS / HIPS), or similar technologies, to monitor for and protect 10
Detection Solution lappropriate andjor supported. a H‘YPS] lagainst anomalous host activity, including lateral movement across the
Inetwort
IDeploy a network intrusion detection solution on enterprise assets, where appropriate. Network Intrusion
13 Deplay 3 Network ntrusion I3 e the sse of & Network mrusion Stecton Syatem | Functional Eawel | Detection/mevention | NET.og |Mlechanims exitto amploy Networ Intruson Detecton  Prevention 1
(NIDS) or equivalent cloud service provider (CSP) service. Systems (NIDS / NIPS) Y P
[Mechanisms exist to implement and govern Access Control Lists (ACLS) to
Perform Traffic Filtering Between . Data Flow Enforcement - " "
134 el PPerform traffic fltering between network segments, where appropriate. Functional | ntersects With | 228 SE COITERTONG) | NET-04  [provide data flow enforcement that expiicily restictnetwork rffic o only 5
[Mechanisms exist to configure firewall and router configurations to deny
134 Perform Traffic Filtering Between loe form traffic filtering between network segments, where appropriate. Functional | Intersects with | Deny Trafficby Default & | wero41  Inetwork traffic by default and allow network traffic by exception (e.g., deny 5
Network Segments Allow Traffic by Exception
all, permit by exception).
Manage access control for assets remotely connecting to enterprise resources.
IDetermine amount of access to enterprise resources based on: up-to-date anti- IMechanisms exist to treat all users and devices as potential threats and
135 Manage Access cono! o Imalware software installed, configuration compliance with the enterprise’s secure Functional | Intersects With | 2670 TIUSU/MCAIECtUre | neT.g1.1  [orevent access to data and resources until the users can be properly 3
process, and ensuring the operating system and applications are up-to- lauthenticated and their access authorized.
ldate.
Manage access control for assets remotely connecting to enterprise resources.
Determine amount of access to enterprise resources based on: up-to-date anti-
Bs Manage Access Controlfor | R e connguration compllance win he entarprise's secure | Functional | Intersects With | Boundary Protection | NET-03Mchanisms exist o monitor and conitol communications at the external s
lconfiguration process, and ensuring the operating system and applications are up-to- i 4
ldate.
st oo e e o oo e i
s Manage Access Controlfor 0 e, contauragion compliance it the enterpise'ssecure | Functional | ntersects Wih | Endpoint Security Valldation|  NET-14.7 [48¥IES (2. sotware versions, patc leves tc) prior to allowing devices s
[configuration process, and ensuring the operating system and applications are up-to- Ehves 9 9y " APP!
[Collect network traffic flow logs and/or network traffic to review and alert upon from [Mechanisms exist to facilltate the implementation of enterprise-wide
136 Collect Network Traffic Flow Logs [coeor Gonorse Functional Subset Of Continuous Monitoring MON-01 e ol 10
[Mechanisms exist to "tune” event monitoring technologies through analyzing
136 Collect Network Traffic Flow Logs [2tect, network traffic flow logs and/or network traffic to review and alert upon from Functional | Intersects With |  Alert Threshold Tuning | MON-01.13 |communications traffic/event patterns and developing profiles representing 5
e g |common traffic patterns and/or events.
[Automated mechanisms exist to correlate both technical and non-technical
[Collect network traffic flow logs and/or network traffic to review and alert upon from Correlate Monitoring § information from across the enterprise by a Security Incident Event Manager
136 Collect Network Traffic Flow Logs |rtyori devices. Functional | Intersects With Information MON-021|(SiEm) or similar automated tool, to enhance organization-wide situational s
lawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
(Collect network traffic flow logs and/or network traffic to review and alert upon from Integration of Scanning & lanalysis of vulnerability scanners, network performance, system monitoring
136 Collect Network Traffic Flow Logs ety oric devices. Functional | Intersects With |other onitoring Information|  MON02:3 " land other sources to further enhance the ability to identify inappropriate o s
lunusual activity.
echanisms exst to utlze Host based Itrusion Detection Prevertion
Deploy a Host Based Intrusion |DEPIOY @ host-based intrusion prevention solution on enterprise assets, where Host Intrusion Detection and oA e e tonet
137 e it lappropriate and/or supported. Example implementations include use of an Endpoint Functional | Intersects With | Prevention Systems (HIDS /| END-07  [S¥5tems (HIDS / HIFS), of simifar technologies, to ooy for and rore 5
[Detection and Response (EDR) client or host-based IPS agent. PS) oo 5. 9
IDeploy a host-based intrusion prevention solution on enterprise assets, where
157 Deploy aostBased intruson. 000 Lt orcupporte. Bxample mplementations ncluce useof an Encpont | Functional | Itersects witn | EVGPOIntDEtecton & | gy |Mechanisms exist to detect an responc to urauthorized configuraton s
[Detection and Response (EDR) client or host-based IPS agent. la 9 24 y
IDeploy a network intrusion prevention solution, where appropriate. Example Network Intrusion
Deploy a Network Intrusion IMechanisms exist to employ Network Intrusion Detection / Prevention
138 Implementations Include the use of @ Network Intrusion prevention System (NIPS) or | Functional Equal Detection / Prevention NET-08 10
Prevention Solution et e o e s Systems (NIDS/NIPS) to detect and/or prevent intrusions into the network.
Deploy port-level access control. Port-level access control utilizes 802.1x, or similar Network Access Contro! lAutomated mechanisms exist to employ Network Access Control (NAC), or a
139 Deploy Port-Level Access Control [network access control protocols, such as certificates, and may incorporate user Functional Equal e AST-025 [similar technology, which is capable of detecting unauthorized devices and 10
land/or device authentication disable network access to those unauthorized devices.
[Mechanisms exist to force Internet-bound network traffic through a proxy
Perform Application Layer  [Perform application layer fitering. Example implementations include a filtering proxy. . _1g |device (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
13.10 Filtering lapplication layer firewall, or gateway. Functional | Intersects With | - DNS & Content Filtering NET18 |Ns filtering to limit a user's ability to connect to dangerous or prohibited 5
Iinternet sites.
[Mechanisms exist to route internal communications traffic to external
Perform Application Layer  [Perform application layer fitering. Example implementations include a filtering proxy. . Route Internal Traffic to g ¢
13.10 polica e i Ay Functional | Intersects With o Ly NET-18.1 - networks trough organization approved proxy servers at managed 5
Perform Application Layer  [Perform application layer filtering. Example implementations include a filtering proxy, ’ Web Application Firewall 03 |Mechanisms exist to deploy Web Application Firewalls (WAFs) to provide
1310 Filtering lapplication layer firewall, or gateway. Functional | Intersects With (WAF) WEB-03 | jefense-in-depth protection for application-specific threats. 5
Tune Security Event Alertin [Mechanisms exist to "tune” event monitoring technologies through analyzing
1311 A 9 ITune security event alerting thresholds monthly, or more frequently. Functional Equal Alert Threshold Tuning | MON-01.13  |communications traffic/event patterns and developing profiles representing 10
lcommon traffic patterns and/or events.
Establish and maintain a security awareness program. The purpose of a security
’ ; lawareness program s to educate the enterprise’s workforce on how to interact with ; ; i . ;
11 Establish and Maintain @ Security o marer Conduct waining ot e and ot & Functional | SubsetOf | SeCurt; Complance s | gy [Mechanisms exst o faciltate the implementation of security worktorce 1
W 9! Iminimum, annually. Review and update content annually, or when significant ilience:-Mi velopr Wi -
lenterprise changes occur that could impact this Safeguard.
Train Workforce Members to Iy o \yorkforce members to recognize social engineering attacks, such as phishing, IMechanisms exist to include awareness training on recognizing and reporting
142 Recognize Social ENgineering |y, iness email compromise (BEC), pretexting, and tailgating Functional Equal Social Engineering & Mining | SAT-02.2  |o5tenial and actual instances of social engineering and social mining. 10
Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include .
143 Functional | Intersects With | Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 5
Authentication Best Practices ~[MFA, password composition, and credential management. e e oL o oo
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related training:
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include g
143 Functional | Intersects With | Compliance & Resilience |  SAT-03  [(1) Before authorizing access to the system or performing assigned duties; 5
Authentication Best Practices MFA, password composition, and credential managemen raining (2) When required by system changes; an
(3) Annually thereafter.
[Train workforce members on how to identify and properly store, transfer, archive, and IMechanisms exist to provide role-based security, compliance and resilience-
frain Workforce on Data Handling|0€StT0Y sensitive data. This also includes training workforce members o ciear screen Role-Based Security, related training:
144 o e 9land desk best practices, such as locking their screen when they step away from their |  Functional Equal Compliance & Resilience | ~ SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 10
lenterprise asset, erasing physical and virtual whiteboards at the end of meetings, and Training (2) When required by system changes; an
lstoring data and assets securely. (3) Annually thereafter.
Train Workforce Members on _[Train workforce members to be aware of causes for unintentional data exposure. Sensitive / Regulated Data Mechanisms exist to ensure that every User accessing a system processing,
145 Causes of Unintentional Data [Example topics include mis-delivery of senaitive dats, losing a portable end-user Functional Equal Storage, Handling & SAT-03.3 [storing or transmitting sensitive/regulated data is formally trained in data 10
Exposure ldevice, or publishing data to unintended audiences. Processing Inandling requirements.
Train Workforce Members on suspicous Communications IMechanisms exist to provide training to personnel on organization-defined
s Recogniing ond Reporing.[Tran workforce members {0 b able to recognize a potental ncident and be b0 |y ciona) Equal & nomatous Syekem | SAT.03.2  [ncicatorsof maware 1o recognse suspleioss communications and 10
Security Incidents P avior lanomalous behavior.
oK e o o &0 [Train workforce to understand how to verify and report out-of-date software patches Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
147 Enten n‘/se Assetgare Micsimg [or any failures in automated processes and tools. Part of this training should include Functional | Intersects With SAT-02  |security, compliance and resilience awareness education and training that is 5
P 155ING Inotifying IT personnel of any failures in automated processes and tools. Training Irelevant for their job function.
Security Updates
IMechanisms exist to provide role-based security, compliance and resilience-
oK e on How &0 [Train workforce to understand how to verify and report out-of-date software patches Role-Based Security, Irelated training:
147 e e e Jor any failures in automated processes and tools. Part of this training should include | Functional | Intersects With | Compliance &Resilience | SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
Frise Assels are MISsiNg. lnotifying IT personnel of any failures in automated processes and tools Training (2) When required by system changes; and
y Up: (3) Annually thereafter.
o Comnecing ¢ 3T et netrts a1 e 100 D e o omoe WK | runcions | mersecs v | Sehmnet | aon s ertio porde s enpioees g ontacos somemte |
Enterprise Data Over Insecure _[training must include guidance to ensure that all users securely configure their home 3 e ,e‘evar‘y‘"or‘ﬁe‘r b Rt 9
Networks Inetwork infrastructure. 9 ‘
Trin Workdorce on the Dangers [rain workiorce members on the dangers of connecting o, and transmiting data over, Role-Based Security e et to provide role-based securiy, compliance and resillence-
of Conn and Transmitting insecure networks for enterprise activities. If the enterprise has remote work g
148 e e e mur et Ineiato quidance 1o cnture that ol casre aeuraly Comfoure e home |  Functional | Intersects With Compliance & Resilence | SAT-03 (1) Before authorizng access o the system o performing assgned dutie; 5
> e s raining (2) When required by system changes; an
(3) Annually thereafter.
Condut ol specic ety aneness cnd il aring, Example mplementons cot-Based Securty, chanisrs exist o ovid ol base securky, compliencsan esience:
149 Conduct Role-Specific Security _include secure system administration courses for IT professionais, OWASP® Top Functional | Intersects With | Compliance & Resilience |  SAT-03  [(1) Before authorizing access to the system or performing assigned duties; 5
varencss and SKIIs Traiming . [vmerabiity awarentts and prévenion tamnG for e appcation developare and
ladvanced social engineering awareness training for high-profile roles. Training (2) When required by system changes; and
(3) Annually thereafter.
conduc role-speciic securiy awareness and sl raining, Example implementatons
Conduct Role-Specific Security _[include secure system administration courses for IT professionals, OWASP® . y IMechanisms exist to include practical exercises in security, compliance and
149 orarances and SKIls Trainng. . 1neraiity swarencss and prevartion aming for heb applcaton developare,ang | Foncional | Intersects With | Proctica Exercises SAT-03-1resilience training that reinforce training objectives. s
ladvanced social engineering awareness training for high-profile roles.
[Conauc roe-specific securty awareness and sl raining. Exampl implementations Continuing Professional IMechanisms exist to ensure security, compliance and resilience personnel
149 Conduct Role-Specific Security _[include secure system administration courses for IT professionals, OWASP® Top. Functional | Intersects with | Education (CPE) - Security, | o2 |receive Contining Professional Education (CPE) training to maintain currency| 5
ovarencss and SIS Traiming . [vmerabiity anaronets and prévenion HamnG for e appcation deveiopare and Compliance & Resilience land proficiency with industry-recognized secure practices that are pertinent
ladvanced social engineering awareness training for high-profile roles. Personnel to their assigned roles and responsibilities.
Mechanisms exit o maintaln 3 current, accurate and complte st ot
Establish and maintain an inventory of service providers. The inventory is to lst all [External Service Providers (ESPs) that can potentially impact
Establsh and Mainain an _ nown service providers, include classifications), and designate an enterprise contact Camdantiaity. intearioy: Avalobilty anclor Satoty (LIAG) o th
151 Functional Equal Third-Party Inventories | TPM-01.1 y, Integrity, Availability and/or Safety of the 10
Inventory of Service Providers [for eact e provider. Review and u annually, or when a Y lorganization's Technology Assets, Applications, Services and/or Data
mhcan enterbrise changes accur thar o Impact the Sategus (TAASD).
Mechanisms exit o develop a pln for Supply Chain Rk Management
SCRM) associated with the development, acquisition, maintenance and
Estabish and maintan 3 srvice provider managerment policy. Ensure the policy g
. Establish and Maintain a Service |adaresses th ntory, P orng Functona! el Supply Chain Risk roon  |(058I of Technology Assets, Applications and/or Sevices (TAAS), inclucing 10
Provider Management Policy  |of service pmvmers Review and. update the policy annuaHy or when significant a Management (SCRM) Plan ([documenting selected mitigating actions and monitoring performance
lenterprise changes occur that could impact this Safeguard. against those plans.
Estabiih and maintan a service provider management policy. Ensure the policy
Establish and Maintain a Service [addresses th monitoring, ant ’ o1 [Mechanisms exist to facilitate the implementation of third-party management
15.2 Provider Management Policy  [of service providers. Review and. updale the policy annually, or when significant Functional Subset Of Third-Party Management TPM-OL | ontrols. 10
lenterprise changes occur that could impact this Safeguart
|Classify service providers. Classification consideration may include one or more Mechanisms exist to identify, prioritize and assess SUppIIers and partners of
[characteristics, such as data sensitivity, data volume, availability requirements, Third-party Criticaiit critical Technology Assets, Applications and/or Services (TAAS) using a
153 Classify Service Providers  [applicable regulations, inherent risk, and mitigated risk. Update and review Functional Equal 9-Party Criticality TPM.02  [supPly chain risk assessment process relative to their importance in 10
(lassifications annually, or when sigificant enterprise changes aceur that could supporting the delivery of high-value services,
impact this Safeguard.
Ensure service provider contracts include security requirements. Example
requirements may include minimum security program requirements, security incident Ad
g lequate Security for IMechanisms exist to protect sensitive/regulated data that is collected,
154 Ensure Service provider Contractsland/ordatabreach notfcation and response, dats encrypton TeQufements a0 data | unciona | Intersects Wit [Senshive. Reguisted Oara i 1A0-03.2 ievelapes, eceied, wansmieed, usea o Stred n upport of the s
lenterprise’s service provider management policy. Review service provider contracts Support of Contracts pperformance of a contract
lannually to ensure contracts are not missing security requirements.

Secure Controls Framework (SCF)

7of11



Set Theory Relationship Mapping (STRM)

CIS Critical Security Controls Version 8.1 x000a_IG3

Secure Control

version 2025.4_x000a_03/27/2026

FDE Name Focal Document Element (FDE) Descri Jomp— Controle Framework (ScF)
Ensure service provider contracts include security requirements. Example
neure Service provkier Contracts anilor Gata Brabch notHEaRo N FSsgonca: 4ot ancyaton Feqayements, and deta Bsta privacy Requirements Mechanisms exit to include data privacy requirements in contracts and
154 oo Securiey ool aae sacurity requie e R Functional | Intersects With | for Contractors & Service | PRI-07.1  |other acquisition-related documents that establish data privacy roles and 5
lenterprise’s service provider management policy. Review service provider contracts responsibilties for contractors and service providers.
lannually to ensure contracts are not missing security requirements.
Ensure service provider contracts include securty requiremens, Example
requirements may include minimum security program requirements, security incident
Ensure Service Provider Contracts[and/or data breach notification and response, data encryption requirements, and data IMechanisms exist to utilize security safeguards to limit harm from potential
15.4 Include Security ldisposal These secarity r et be consistent with the Functional | Intersects With Limit Potential Harm TPM-03.2 [ ries who identify and targer the organization's supply chain. 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
[Mechanisms exist to mitigate the risks associated with third-party access to
Ensure service provider contracts include security requirements. Example the organization's Technology Assets, Applications, Services and/or Data.
requirements may include minimum security program requirements, security incident (TAASD).
154 ensure Service rovider Contrctsland/orcatabreach notifcation nd response, cata encryption fequrements 00 data | ncona | versects With | Thickarty Services TPM08 s
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
echarisins et o (quire Conlracual requrements ar appicable securty.
Ensure service provider contracts include security requirements. Example esilience i lecting
requirements may include minimum security program requirements, security incident organization's needs to protect it Technology ASsets, Applications, Services
Ensure Service Provider Contracts[and/or data breach notification and response, data encryption requirements, and data Third-Party Contract landor Data (TAASD
15.4 Include Security isposal These secarity re et be consistent with the Functional | Intersects With Requirements TPM-05 ( ) 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
Mechanisms exist to periodically assess supply chain risks associated with
|Assess service providers consistent with the enterprise’s service provider [Technology Assets, Applications and/or Services (TAAS)
Imanagement policy. Assessment scope may vary based on classification(s), and may
include review of standardized assessment reports, such as Service Organization Supply Chain Risk
15.5 Assess Service Providers |conro) 2 (SOC 2) and Payment Card InduslryTPCI) ‘Attestation of Compliance (AGC), Functional | Intersects With iasessment RSK-09.1 5
rigorous processes. Reassess
lservice providers annually, at a minimum, or with new and renewed contracts.
[Mechanisms exist to mitigate the risks associated with third-party access to
IAssess service providers consistent with the enterprise’s service provider the organization's Technology Assets, Applications, Services and/or Data.
Imanagement policy. Assessment scope may vary based on classification(s), and may (TAASD).
include review of standardized assessment reports, suc rvice Organization
155 Assess Service Providers e nS PR O <00 Paymem Card Industry “’PC” ettt Comp?\iance (A0, Functional | Intersects With Third-Party Services TPM-04 5
rigorous processes. Reassess
Cervice providers anmually, at & minimam. of with new and renewed contracte
Mechanisms exist to conduct a risK assessment prior to the acquisition or
|Assess service providers consistent with the enterprise’s service provider loutsourcing of technology-related Technology Assets, Applications and/or
Imanagement policy. Assessment scope may vary based on classification(s), and may Services (TA
include review of standardized assessment reports, such as Service Organization Third-Party Risk
155 Assess Service Providers |{gntr i SG0C 9) Gnd Payment Card Idustry (pCly Attestation of Complance (A6C), Functional | Intersects With |y od @ TIRYERE e | TeM041 5
figorous processes. Reassess
lservice providers annually, at a minimum, or with new and renewed contracts.
Monitor service providers consistent with the enterprise’s service provider Review of Third-Party IMechanisms exist to monitor, regularly review and assess External Service
156 Monitor Service Providers [ management policy. Monitoring may include periodic reassessment of service provider|  Functional Equal o i TPM-08  |Providers (ESPs) for compliarice with established contractual requirements 10
lcompliance, monitoring service provider release notes, and dark web monitoring. for security, compliance and resilience controls.
§ - [Mechanisms exist to identify critical system components and functions by’
Securely Decommission Service [SECUrely decommission service providers. Example considerations include user and Security, Compliance & Iperforming a criticality analysis for critical Technology Assets, Applications
157 ccommiss lservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Resilience Requirements | PRM-05  [ancjor Services (TAAS) at pre-defined decision pointe in the Secure 5
lenterprise data within service provider systems. Definition IDevelopment Life Cycle (SDLC)
IMechanisms exist to define business processes with consideration for
) ) security, compliance and resilience that determines:
Securely Decommission Service [SECUrely decommission service providers. Example considerations include user and (1) The resulting risk to organizational operations, assets, individuals and
157 oS lservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Business Process Definition |  PRM-06  [other organizations; and 5
lenterprise data within service provider systems. (2) Information protection needs arising from the defined business processes.
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
loccareny o ore. Examon oot » o [Mechanisms exist to ensure changes to Technology Assets, Applications
Securely Decommission Service [SSCUrely decommission service providers. Example considerations include user an § Secure Development Life landor Services (TAAS) within the Secure Development Life Cycle (SDLC) are
157 lservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With PRM-07 5
Providers erice account deactivation, termination of do 2 Cycle (SDLC) Management lcontrolied through formal change control procedures.
[Securely decommission service providers. Example considerations include user and [Mechanisms exist to facilitate the implementation of tailored development
15.7 Securely Decommission Service |service account deactivation, termination of data flows, and secure disposal of Functional Subsetof | TeChNOIOQY DEREIOPMENt & | 1pA01  [and acquisition strategies, contract tools and procurement methods to meet 10
[enterprise data within service provider systems. lunique business needs
Mechanisms exist to design and implement product management processes
o proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
oo oot onen ey decommisan senics praidrs. Exemle consideratians nclde e nd oot
157 Y Deoes Jservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Product Management | TDAOL1 [(3) e CRCIREINE e pabilities: 5
lenterprise data within service provider systems. (3) Correct security deficiencios, an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations
loccareny o ore. Examon et » . Mechanisms exist to control changes to services by suppliers, taking into
ecurely decommission service providers. Example considerations include user an
157 Securely Decommission Sevice |service account deactivation, termination of data flows, and secure disposal of Functional | Intersects wich |1199100 Ehanges ToThird-| 30 T B ey e e ey e, fpPlcations. Services 5
lenterprise data within service provider systems.
Establish and maintain a secure application development process. In the process, IMechanisms exist to require software developers to ensure that their
laddress such items as: secure application design standards, secure coding practices, Software development processes employ industry-recognized secure
16.1 Cstablieh and haintain & Secure_ldeveloper training, vuinerability management, security of third-party code, and Functional | Intersects with | fevelopment Methods, | 1pa05 3 fpractices for secure programming, engineering methods, quality control s
PP P! lapplication security testing procedures. Review and update documentation annually, q Iprocesses and validation techniques to minimize flawed and/or malformed
lor when significant enterprise changes occur that could impact this Safeguard. Software.
Mechanisms exist to require the developers of Technology Asse
Rorications andlor Serices (TAAS) 1o Broduce s design spocication and
security architecture tha
(1) Is consistent with and supportive of the organization's security
Establish and maintain a secure application development process. In the process, 2"!‘:?;‘3;i :2‘;&;5;?:@?“ within and is an integrated part of the
adress such tems as: secure application design standards,secure coding practices,
161 Estabien and Mainain o Secure o onerabiy Tanagemen. secumy o e pay code, and Funconal | Imersecis i | DeveloperAcitecture & | 1o g5 (2 Accurataly an compltely describes herequrea securty functoly s
lapplication security testing procedures. Review and update documentation annually, the allocation of security, compliance and resilience controls among
lor when significant enterprise changes accur that couid impact this Safeguard. lphysical and logical components; an:
(3) Expresses how individual security functions, mechanisms and services
work together to provide required security capabilities and a unified
lapproach to protection
Mechanisms exist to develop appiications based on Secure Software
Establih and maintan a secure application development process. n the process, IDevelopment Practices (SSDP).
laddress such items as: secure apy n design standards, secure coding prctices, ecure Software
16.1 A?é:‘("ﬁ‘zg:g“eyj“;;ﬁ:g:t pecure laeveloper training, vunerabity managemenl ‘security of third-party code, Functional | Intersects With | Development Practices TDA-06 5
lapplication securit ke Review and update docomentafion anaually, (55DP)
oF hen Stgnicant enterprice changes oceur that o mpact ths Sefegoard
[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
Establish and maintain a secure application development process. In the process, lgovern a secure development lifecycle for the development of Technology
laddress such items as: secure application design standards, secure coding practices, lAssets, Applications and/or Services (TAAS)
16.1 e 2 pecure. ldeveloper training, ulnerailty management securty of tid-pary cose,an Functional | Intersects with SO ASSarce Maturity| - 1pp.06.3 o 5
lapplication security testin eview and uj annually,
P hen sigmihcant enterpaice ehanges oceur that cou mmpact s Safeguard.
[Mechanisms exist to implement secure configuration settings by default to
Establish and maintain a secure application development process. n the process, reduce the likelinood of Technology Assets, Applications and/or Services
Etablish and Maintain a Secure |[2007€5S Such items as: secure application design standards, secure coding practices (TAAS) being deployed with weak security Settings that would put the TAAS
16.1 Application Development Process [4¢Veloper training, vulnerability managemenl security of third-party code, and Functional | Intersects With | Secure Settings By Default | TDA-09.6 [at a greater risk of compromise. 5
lapplication security testing procedures. Review and update documentation annually,
lor when significant enterprise changes occur that could impact this Safeguard.
Mechanisms exist to require the developers of Technology Assets,
Establish and maintain a secure application development process. In the process, lApplications andjor Services (TAAS) to provide training on the correct use
Establish and Maintain a Secure |[297€SS such items as: secure application design standards, secure coding practices, land operation of the Technology Asset, Application and/or Service (TAAS)
161 Ao vt brscacs developer training, vulnerability management, security of third-party code, and Functional | Intersects With | Developer-Provided Training| ~ TDA-16 5
lapplication security testing procedures. Review and update documentation annually,
lor when significant enterprise changes occur that could impact this Safeguard.
Establish and maintain a secure application development process. In the process
cetabl 2 secure [p00ress such items as: secure application design standards, secure coding practices, IMechanisms exist to ensure the Open Web Application Security Project
16.1 Aeation Development bracacs [developer training, vulnerability management, security of third-party code, and Functional | Intersects With | Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
lapplication security testing procedures. Review and update annually, lorganization's Secure Systems Development Lifecycle (SSDLC) process.
lor when significant enterprise changes occur that could impact this Safeguard.
Establish and maintain a secure application development process. In the process
Establish and Maintain a Secure |[2407€5S such items as: secure application design standards, secure coding practices, ) ) IMechanisms exist to ensure a robust Web Application Framework is used to
16.1 A B & besone [developer training, vulnerability management, security of third-party code, a Functional | Intersects With | Web Application Framework | ~WEB-08  [aid in the development of secure web applications, including web services, 5
lapplication security testing procedures. Review and update documentation annually, \web resources and web APls.
lor when significant enterprise changes occur that could impact this Safeguard
Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Establish and maintain a process to accept and address reports of software for Technology Assets, Applications and/or Services (TAAS) that lists software
\valnerabilites, Including hroviding a means for external entities & report. The process packages in use, including versions and applicable licenses.
s to include such items as: a vulnerability handling policy that identifies reporting
lorocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process fassignment, remediation, and remediation testing. As part of the process, use a Software Bill of Materials
162 to Accept and Adress Software |vlnerabilty tracking system that includes severity ratings, and meics for measuring | Functonal | ntersects With fEAN TDA-04.2 5
Vulnerabilities fiming for analysis, and Review and
update documentation annually, o when Simficant enterprise changes occur that
lcould impact this Safeguard
[Third-party application developers need to consider this an externally-facing policy
lthat helps to set expectations for outside stakeholders.
Establish and maintain a process to accept and address reports of software
|vulnerabiities, including providing a means for external entities to report. The process
s to include such items as:  vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a IMechanisms exist to perform threat modelling and other secure design
162 10 Accept and Address Software vlnerabiltytracking systemn that ncludes seveiy atings, and metricsfor measuring | Functional | tersects Wit Threat Modeling TDA06.2  [techniques, to ensure that threats to software and solutions are identified 5
Vulnerabilities liming for analysis, and eview and land accounited for.
Update documentation sanuaiy, or when Sisnicant anterprie changes oceur hat
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
lthat helps to set expectations for outside stakeholders.
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[Establish and maintain a process to accept and address reports of software
|vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. A part of the process, use a [echanisms exist to have an independent review of the software design to
162 to Accept and Address Software V‘I'Avl‘r‘v:grz(zply tracking sys;sgyt;:tmuues severiy raings, and metrics for measuring | Functional | Intersects With | - Software Design Review | TOA-065 (1) abriicable securty, compliance and resiince requirements are met; and 5
update documentation annualy, o when Significant enterprise changes occur that (2) dentified risks are remediated.
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
Establish and maintan a process to accept and address reports of software
|vuinerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting ?Eecﬂ;ft';‘sc"gin?“;é‘; ’:,ﬁd“,gffe‘/sf“l‘:’:cge;:,‘:::’z"‘"‘eg’a“”s consult with
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. AS part of the process, use a Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
similar capability;
162 to Accept and Address Software v‘\rJrI\r‘vr?graizﬂ\ly tracking sysiem ytshlzt;ncd\udes severly rotings, and metrics for measuring | Functional | Intersects With | ‘;e;\mcs erve:‘gsa o | A0 [ implementa >, erifable flaw remediation process to correct weaknesses 5
update documentation annualy. of when signiicant emerpnse changes occur that jand deficlencies identified during the control testing and evaluation process;
[could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy (3} Document the results.
fthat helps to set expectations for outside stakeholders.
[Mechanisms exist to require the developers of Technology Assets,
Eslab\lsh and mamlam a process to accept and address reports of software |Applications and/or Services (TAAS) to produce a plan for the continuous
cluing providing & means for external nties o reprt. The process Imonitoring of security, compliance andor resilience control effectiveness.
eto inchude suth Heme s s vulnerability handling policy t ntifies reportin
ocass, responsible party for handing vulnerabilty reports, and 5 pracese for ntake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a
162 to Accept and Address Software uinerabilty racking system that includes severity ratings, and metrics for measuring | Functonal | Intersects With | Continuous Moritaring Plan | TDA-09.1 5
Vulnerabilities. ftiming for analysis, and
lupdate documentation annually, or when significant enterprise changes occur that
|could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
[vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake, .
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, u Developer Threat Analysis & [echanisms exist to 'e“““;‘/s‘ﬁ'“}’E“f‘m’e'ﬁ"d““‘fg'a:‘;?;g,"f"e“’"
16.2 to Accept and Address Software tracking system (hat mdudes sevemy ramgs and memcs far r measuring Functional | Intersects with |D€VeIoper Threat Analysis Tpa-1s  [2nd Implement an ongoing Security Testing and Evaluation plan, or 5
Rk fimno o ) Flaw Remediation isimilar process, to objectively identify and remediate vulnerabilities prior to
updiate documentation annuan  or when Signicant enterprise changes cocur that release to production
pd v, 9 P 9
|could impact this Safeguard.
[Fir oty spplication developers need to consider this an externaly-facing policy
{that helps to set expectations for outside stakeholders.
[Mechanisms exist to establish a Vulnerability Disclosure Program (VOP) to
[Establish and maintain a process to accept and address reports of software jassist with the secure development and maintenance of Technology Assets,
\vuinerabilities, including providing a means for external entities to report. The process /Applications and/or Services (TAAS) that receives unsolicited input from the
s to include such items as: a vulnerability handiing policy that identifies reporting jpublic about vulnerabilities in organizational T/
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. AS part of the process, use a Vunerability Disclosure
162 to Accept and Address Software vulnerabilty tracking system that ncludes severiy ratings, and metrics for measuring | Functional | ntersects With T Vo) THR-06 5
ies. ltiming for analysis, and Review and g
update documentation annualy, o when Significant enterprise changes occur that
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
lPerform root cause analysis on security When reviewing
2 IMechanisms exist to incorporate lessons learned from analyzing and
Perform Root Cause Analysis on [root cause analysis is the task of evaluating underlying issues that create Root Cause Analysis (RCA) & i e i
163 Security Vulnerabilities  |vulnerabil Code, and allows development teams to move beyond just fixing Functional | Intersects With Lessons Learned IRO-13  resohving cybersecurlty ang data protection incldents to reduce the likellnood 5
iindividual vulnerabilities as they arise, imps uture inci
IMechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to:
lPerform root cause analysis on secu When reviewing securtty, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
163 Perform Root Cause Analysis on [root cause analysis is the task of evaluating underlying issues that create Functional | Intersects With TS TDAe  [Similar capability; 5
Security Vulnerabilities  |vulnerabilities in code, and allows development teams to move beyond just fixing Throughout Development (2) Implement a verifiable flaw remediation process to correct weaknesses
individual vulnerabilities as they arise. 9 P! land deficiencies identified during the control testing and evaluation process;
land
(3) Document the results.
[Mechanisms exist to design, develop and produce Technology Assets,
[Establish and manage an updated inventory of third-party components used in lApplications and/or Services (TAAS) in such a way that risk-based technical
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Minimum Viable Product land functional specifications ensure Minimum Viable Product (MVP) criteria
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With |, Ut TDA-02 |establish an appropriate level of security and resiliency based on applicable 5
Components lcould pose. Evaluate the st at least monthly to identify any changes or updates to risks and threats
[these components, and validate that the component is still supported.
[Mechanisms exist to require the developers of Technology Assets,
Establish and manage an updated inventory of third-party components used in |Applications and/or Services (TAAS) to identify early in the Secure
Establish and Manage an _development, often referred to as a “bill of materials,” as well as components slated lorts, Protocols & Services I IDevelopment Life Cycle (SDLC), the functions, ports, protocols and services
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With g Do TDA-02.1 intended for use. 5
Components lcould pose. Evaluate the list at least monthly to identify any changes or updates to
fthese components, and validate that the component is stil supported.
Establish and manage an updated inventory of third-party components used in
Establish and Manage an |development, often referred to as a “bill of materials,” as well as components slated \dentification & Justification IMechanisms exist to require process owners to identify, document and justify
164 Inventory of Third-Party Software ffor future use. This inventory is to include any risks that each third-party component Functional | Intersects With | [AS0Caton &Justiicaton | T0A-02.5  [the business need for the ports, protocols and other services necessary to 5
Components |could pose. Evaluate the list at least monthly to identify any changes or updates to g loperate their technology solutions.
[these components, and validate that the component is stil supported.
- [Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Establish and manage an updated inventory of third-party components used in [for Technology Assets, Applications and/or Services (TAAS) that fware
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Software Bl of Materials lpackages in use, including versions and applicable licenses.
164 Inventory of Third-Party Software [for future use. This inventory is to include any risks that each third-party component Functional | Intersects With (SBOM) TDA-04.2 5
C lcould pose. Evaluate the list at least monthly to identify any changes or updates to
fthese components, and validate that the component is il supported.
lUse up-to-date and trusted third-party software components. When possible, choose
Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate IMechanisms exist to track the origin, development, ownership, location and
16.5 Party Software Components [security. Acquire these components from trusted sources or evaluate the software for |  "unctional | Intersects With Provenance AST-032|changes to Technology Assets, Applications, Services and/or Data (TAASD). 3
|vulnerabilities before use.
lUse up-to-date and trusted third-party software components. When possible, choose Secure Software [Hechanisms exit o develop Spications based on Secure Software
Use Up-to-Date and Trusted Thircestablshed and proven frameworks and lbraries tht provids adequate evelopment Practices 3
165 rty Software Components  [security. Acquire these components from trusted sources or evaluate the software for | FUNCtional | Intersects With | - Developmen Practices TDA06 s
[vulnerabilities before use.
Use up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
165 |Use Up-to-Date and Trusted Third-festablished and proven frameworks and libraries that provide adequate Functional Intersects with |S0ftware Assurance Maturity| 1o, oc 5 [9Overn a secure levelopment lifecycle for the development of Technology 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for M SAMM) [Assets, Applications and/or Services (TAAS).
|vulnerabilities before use.
lUse up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to maintain awareness of component authenticity by
165 Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate Functional | Intersects with | Product Tampering and ToA11  |developing and implementing Product Tampering and Counterfeiting (PTC) 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for Counterfeiting (PTC) lpractices that include the means to detect and prevent counterfeit
|vulnerabilities before use. [components
lUse up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to require developers of Technology Assets, Applications
165 Use Up-to-Date and Trusted Third-{established and proven frameworks and libraries that provide adequate cunctional | Intersects with [S0ftware / Firmware Integrity| 1o, 10 1 [and/or Services (TAAS) to enable integrity verification of software and 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for uncti i Verification 141 ffirmware components.
|vulnerabilities before use.
[Establish and maintain a severity rating system and process for application
|vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities
Establish and Maintain a Severit
> lare fixed. This process includes setting a minimum level of security acceptability for IMechanisms exist to facilitate the implementation of strategic, operational
166 R e protiess 107 [releasing code or appiications. Severity ratings bring a systematic way of triaging Functional Subset Of | Risk Management Program | RSK-01 |1 tactical risk management controls. 10
pplication Vu il vulnerabilities that improves risk management and helps ensure the most severe bugs
Jare fixed first. Review and update the system and process annually.
IMechanisms exist to identify:
[Establish and maintain a severity rating system and process for application
Establish and Maintain a Severity [vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities () Assumptions affecting risk assessments, isk response and risk
Y lare fixed. This process includes setting a minimum level of security acceptability for 9:
166 Rating System and Process for  [°(" . e A fomst i Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
‘Application Vulnerabilities  [[/€3Sing code or applications. Severity ratings bring 2 systematic way of triaging (3) The organizational risk tolerance; an
lvulnerabilities that improves risk management and helps ensure the most severe bugs B Proran, bance o taeofie cangidered by the organization for
lare fixed first. Review and update the system and process annually. g Y 9
Imanaging ris
[Mechanisms exist to categorize Technology Assets, Applications, Services
[Establish and maintain a severity rating system and process for application land/or Data (TAASD) in accordance with applicable laws, regulations and
Establish and Maintain a Severity [vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities lcontractual obligations that:
166 ating Syotem and Procece for [are fixed. This process includes setting a minimum level of security acceptabilty for Functional | Intersects with Risk-Based Security Rsk.02 |(1) Document the security ca(egonzatlcn results (including supporting 5
Apgh(:mm Vaerapities”"  [releasing code or applications. Severity ratings bring a systematic way of triaging Categorization Irationale) in the security plan for system:
[vulnerabilities that improves risk management and helps ensure the most severe bugs (2) Ensure the security éategorization decision is reviewed and approved by
Jare fixed first. Review and update the system and process annually. the asset owner.
[Mechanisms exist to prioritize the impact level for Technology Assets,
[Establish and maintain a severity rating system and process for application |Applications and/or Services (TAAS) to prevent potential disruptions.
[vulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities
Establish and Maintain a Severity
lare fixed. This process includes setting a minimum level of security acceptability for . y B} g
166 Rating System and Process for |releasing code or applications. Severity ratings bring a systematic way of triaging Functional | Intersects With | Impact-Level Prioritization | - Rsk-02.1 ®
PPl vulnerabilities that improves risk management and helps ensure the most severe bugs
lare fixed first. Review and update the system and process annually.
Use standard, hardening mplates for [Mechanisms exist to develop, document and maintain secure baseline
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
167 Configuration Templates for  fand web servers, and applies to cloud containers, Platform as a Service ) Functional | Intersects With Configurations CFG-02  [that are consistent with industry-accepted system hardening standards. 10
Application Infrastructure  [components, and SaaS components. Do not allow in-house developed software to 9
|weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for § [Mechanisms exist to configure Technology Assets, Applications and/or
Use Slandard Hardening [application infrastructure components. This includes underlying servers, databases, ASSC&Q"?&“'T‘SEES?QEZ/W [Services (TAAS) utilized in high-risk areas with more restrictive baseline
16.7 Templates for  [and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With |cooe®>: (T":AS' o | CFG-02.5  |configurations. 8
a not allow in-house developed software to 9
|weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, [echanisms exist to have an independent review of the software design to
167 Configuration Templates for and web servers, and applies to cloud containers, latform as a Service (Paas) Functional | Intersects With | Software Design Review | TDA06.5 [(BWSE L resilience requirements are met; and 5
pplication not allow in-house developed software to ) emtimed ek ova remeslatad
[weaken conﬁgurauun nardenmg ified ri i
e Standard Hor Use standard, industry.recommended hardening configuraton templaes for
se Standard Hardening  [application infrastructure components. This includes underlying servers, databases,
167 Configuration Templates for  [and web servers, and applies to cloud containers, Platform as a Service (Paas) Functional | Intersects with | CUstomized Development of| - pp 5, g{f;\“nﬁg‘f(";‘fg;‘f‘sT‘h?Sch“jl"°(§g$;ﬂ°u“’u$‘r"?a‘fgz‘:;‘laﬁfa"‘h“’;”e“‘s' when 5
Application and Saas not allow in-house developed software to P .
[weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, IMechanisms exist to ensure the Open Web Application Security Project
167 Configuration Templates for [and web servers, and applies to cloud containers, Platform as a Service (Paas) Functional | Intersects With |  Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
Application and saas 0 not allow in-house developed software to lorganization's Secure Systems Development Lifecycle (SSDLC) process.
[weaken configuration hardening.
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Separate Production and Non-

Control Desc:

Secure Development [Mechanisms exist to maintain a segmented development network to ensure
168 T eon ovetoms Maintain separate environments for production and non-production systems Intersects With ToA07  [EChan 5
[Mechanisms exist to manage separate development, testing and operational
) Separation of Development, lenvironments to reduce the risks of unauthorized access or changes to the
168 Separate Production and Non-  |\yiin separate environments for production and non-production systems. Functional | Intersects With |  Testing and Operational TDA-08  |oPerational environment and to ensure no impact to production Technology 5
Production Systems B ironmments lAssets, Applications and/or Services (TAAS).
Ensure that all software development personnel receive training in writing secure code IMechanisms exist to provide role-based security, compliance and resilience-
Train Developers in Application [for their specific Traning can include Role-Based Security, related training:
169 Security Concepts and Secure ~|general security principles and application security standard practices. Condu Functonal | Itersects With | Complance & Resilence | SAT03 (1) Before authoizng acess to th system o performing assigned duties 5
Coding fraining at least annually and design in a romote security within the raining (2) When required by system changes; and
ldevelopment team, and build a culture of security among the developers. (3) Annually thereafter.
Ensure that alsoftware development personnel receive training n wrting secure coel
Trin Developers in Application ot hel specfic Taining Lan neivoe Continuing rofessonal Haechanisms exist o ensure pplcaion deveopment and cperations
169 Security Concepts and Secure  [general security principles and application secumy standard practices. Conduct Functional | Intersects With | Education (CPE) - DevOps |  SAT-03.8 (06 0b%) Rercomel Toce e o e o) to approprately acaress. 5
oding ftraining at least annually and design in a way to promote security within the nnel lovorving threate P ppropriately
|development team, and build a culture of security among the developers. 9 g
Mechanisms exist to faciitate the implementation of iNdustry-recognized
|Apply secure design principles in application architectures. Secure design principles security, compliance and resilience practices in the specification, design,
include the concept of least privilege and enforcing mediation to validate every and of Technology Assets,
loperation that the user makes, promoting the concept of "never trust user input." |Applications and/or Services (TAAS).
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented secure Engineering '
1610 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional Subset Of Princip SEA01 10
fesign also means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
Poply secure desion principies in appiication arhitectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate
loperation that the user makee, promoting the concept of "never trust user nput.” <
entralized Management of IMechanisms exist to i the
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . ’
160 Y st sin s n Exarols e snuing at ol o heck o peromes and oSS | puncional | mrsects wih | “Seurly: CMBISRES & | SEAGLL |30 Ipemenaan f sy, complance ond alenc bl o s
|design also means minimizing the application infrastructure attack surface, such as P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input.” IMechanisms exist to develop an enterprise architecture, aligned with
1610 Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented | oo || Alignment With Enterprise | gea o, [Industry-recognized leading practices, with consideration for security, S
Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Architecture and resilience principles that addresses risk to organizational
ldesign also means minimizing the application infrastructure attack surface, such as loperations, assets, individuals and other organizations.
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
Mechanisms exist to require the developers of Technology Asse
oslcations sndjor Seruices (TAAS) 1o produee a deagn specieation and
security architecture that
[Apply secure design principles in application architectures. Secure design principles (1) Is consistent with and supportive of the organization's security
include the concept of least privilege and enforcing mediation to validate ever larchitecture which is established within and is an integrated part of the
loperation that the user makes, promoting the concept of "never trust user input.” lorganization's enterprise architecture;
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . Developer Architecture & .05 |(2) Accurately and completely describes the required security functionality
1610 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With Design TDA-05 |nd the allocation of security, compliance and resilience controls among °
ldesign also means minimizing the application infrastructure attack surface, such as Iphysical and Iogical components; and
[turning off unprotected ports and services, removing unnecessary programs and files, (3) Expresses how individual security functions, mechanisms and services
[and renaming or removing default accounts. work together to provide required security capabilities and a unified
lapproach to protection
Mechanisms exist to develop applications based on Secure Software
|Apply secure design principles in application architectures. Secure design principles IDevelopment Practices (SSDP).
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input." Secure Software
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented ’
1610 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | - Development fractices TDA06 s
ldesign also means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input.” " .
lechanisms exist to ensure the Open Web Application Security Project
16.10 Apply Secure Design Principles in |Examples include ensuring that explicit error checking s performed and documented | ¢y tional | Intersects With | Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure e e B e e e re ineo
|design also means minimizing the application infrastructure attack surface, such as 9 Y- P Y P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
Ioply secure design principis in appiication architectures, Secure design principles
include the concept of least privilege and enforcing mediation to validats
lgperation that the user makee, promoting the concept of "never trust user nput.” "
lechanisms exist to ensure a robust Web Application Framework is used to
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . g
160 Komicaton Areniteciuos - " or Al nclading for ise: ere ype and acceptaple ranges of formate. Secure. |  Functional | Inersects With | Web Applicaton Framework | WEB-08 aid inthe development of secure web applications, nclucing web services, s
ldesign also means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accouns,
Mechanisms exist to develop applications based on Secure Software
Leverage vetted modules or services for application security components, such as IDevelopment Practices (SSDP).
dentity management, encryption, and auditing and logging. Using platform features in
lritical security functions will reduice developers’ workioad and minimize the likelinood
Leverage Vetted Modules or Secure Software
1611 Services for Application Security |21 4190 of Implementation erfofé. Madern operating Systems provide effective, Functional | Intersects With |  Development Practices TDA-06 5
nts available to Use onl currently accepted, and (55DP)
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs:
[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
Leverage vetted modules o services for application security components, such as lgovern a secure development lifecycle for the development of Technology
dentity management, encryption, and auditing and logging. Using platform features in lAssets, Applications and/or Services (TAAS)
lritical security functions will reduice developers’ workioad and minimize the likelinood
Leverage Vetted Modules or
e Servicesfo Application Secorty (o 3e5ign o mplementation erors, Madern uperzlmg systems provide efectve Functonal | Intersects wih [SOWAre Assurance Maturity| 1o o6 3 S
Components ovaliae to Use currently accepted, and
lextensively reviewed encryption algorthms. Operanng systems also provide
Imechanisms to create and maintain secure audit log
Leverage vetted modules o services for application security components, such as
dentity management, encryption, and auditing and logging. Using platform features in
Leverage Vetted Modules or _[cTtical security functions will reduce developers’ workioad and minimize the likelihood
1611 Sew:’ms ?om mlm“sﬂum lof design or implementation errors. Modern operating systems provide effective Functional Intersects With |Customized Development of | 1o, 1o [Mechanisms exist to custom-develop critical system components, when 5
ALt Y for and and make those Critical Components [Commercial Off The Shelf (COTS) solutions are unavailable.
P vailable to Use only urrently accepted, and
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs.
Leverage vetted modules o services for application security components, such as
dentity management, encryption, and auditing and logging. Using platform features in
lcritical security functions will reduice developers’ workioad and minimize the likelinood
Leverage Vetted Modules or . IMechanisms exist to require system developers and integrators to perform
1611 Services for Application security [°f 325190 of implementation errors. Madern operafing systems provide effective. Functional | Intersects with | P*V€lpPer Coniou TDA-14 during system design, development, 5
C '
available to Use onl currently accepted, and implementation and operation.
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs:
Mechanisms exit 0 require developers of Technology Assets, Applications
Leverage vetted modules or services for application security components, such as landor Services (TAAS) to enable integrity verification of software an
dentity management, encryption, and auditing and logging. Using platform features in firmware components
lcritical security functions will reduice developers’ workioad and minimize the likelinood
Leverage Vetted Modules or
Jof design or implementation errors. Modern operating systems provide effective [software / Firmware Integrity|
1611 Services for Application Security o o rovide effective. Functional | Intersects With emmare TOA14.1 5
ailable to Use only urrently accepted, and
lextensively reviewed encryption algorthms Operating systems also provide
imechanisms to create and maintain secure audit log
[Mechanisms exist to have an independent review of the software design to
Implement Code-Level Security [Apply static and dynamic analysis tools within the application life cycle to verify that g validate:
1612 lsecure coding practices are being followed. Functional | Intersects With | - Software Design Review | TDA-06.5 (1) appjicabe security, compliance and resilience requirements are met; and s
(2) Identified risks are remediated.
IMechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to:
Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
1612 Implement Code-Level Security [Apply static and dynamic analysis tools within the application life cycle to verify that |t o | Sty Compliane Toa0g  [fimilar capability; s
Checks lsecure coding practices are being followed. A, (2) Implement a verifiable flaw remediation process to correct weaknesses
‘o P land deficiencies identified during the control testing and evaluation process;
land
(3) Document the results.
Mechanisms exist to require the developers of Technology Assets,
Implement Code-Level Security |Apply static and dynamic analysis tools within the application life cycle o verify that Applications and/or Services (TAAS) to employ static code analysis tools to
16.12 " Checks D o oo PP v 4 Functional | Intersects With | Static Code Analysis TDA-09:2  figentify and remediate common flaws and document the results of the 5
Mechanisms exist to require the developers of Technology Assets,
Implement Code-Level Security [Apply static and dynamic analysis tools within the application life cycle to verify that lApplications and/or Services (TAAS) to employ dynamic code analysis tools to
16.12 Pl Checke Y Sefure Coding pm{t‘ms e beymg followed. Pl 24 Y Functional Intersects With | Dynamic Code Analysis TDA-09.3 ligentify and remediate common flaws and document the results of the 5
lanalysis.
[Conduct application penetration testing. For critical applications, authenticated ni;?;‘:z’;‘::l:‘gs\; tADssp:t:DZ;;E:‘lilccanténanr;lds/‘;i‘SpeerC\Ecl;tﬁzAtslmg of custom-
lpenetration testing is better suited to finding business logic vulnerabilities than code ]
1613 Conduct Application Penetration | o ing and automated security testing. Penetration testing relies on the skill of the | Functional Equal Application Penetration | 1pp.09.5 10
ltester to manually manipulate an application as an authenticated and unauthenticated 9
luser.
[Conduct threat modeling. Threat modeling is the process of identifying and addressing
lapplication security design flaws within a design, before code is created. It is
16.14 Conduct Threat Modeling ~ |conducted through specially trained individuals who evaluate the application design Functional Equal Threat Modelin TDA062 [fechiuen. o encure it threats o Sofwars and sonstions are ented 10
9 land gauge security risks for each entry point and access level. The goal is to map out q 9 2 o
fthe application, architecture, and infrastructure in a structured way to understand its
|weaknesses.
Designate one key person, and at least one backup, who will manage the enterprise’s IMechanisms exist to cover:
incident handling process. Management personnel are responsible for the coordination 1) Preparation;
Designate Personnel to Manage [N documentation of incident response and recovery efforts and can consist of 2) Automated event detection or manual incident report intake;
171 9 98 lemployees internal to the enterprise, service providers, or a hybrid approach. If using | Functional | Intersects With Incident Handling 1R0-02  ((3) Analysis; 5

Incident Handling

la service provider, designate at least one person internal to the enterprise to oversee
lany third-party work. Review annually, or when significant enterprise changes occur
lthat could impact this Safeguard.

4) Containment;
5) Eradication; and
6) Recovery.
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171 lemployees internal to the enterprise, service providers, or a hybrid approach. If using | Functional | Intersects With [Incident Response Plan (IRP)|  IR0-04 5
Incident Handling la service provider, designate at least one person internal to the enterprise to oversee ncident Response Plan (IRP) to all stakeholders.
lany third-party work. Review annually, or when significant enterprise changes occur
[that could impact this Safeguard.
Designate one key person, and at least one backup, who will manage the enterprise’s
incident handling process. Management personnel are responsible for the coordination
land documentation of incident response and recovery efforts and can consist of IMechanisms exist to establish an integrated team of cybersecurity, IT and
171 DO e eting 2% lemployees internal to the enterprise, service providers, or a hybrid approach. Ifusing | Functional | Intersects with | "e3tated Security Inddent | 10,07 Ipusiness function representatives that are capable of addressing 5
9 la service provider, designate at least one person internal to the enterprise to oversee P lcybersecurity and data protection incident response operations.
lany third-party work. Review annually, or when significant enterprise changes occur
[that could impact this Safeguard.
Establish and maintain contact information for parties that need to be informed of
Estabih and Maintain Contact securiy ncidents. Contacts may nclude nterna saff,service vendors,lan Situational Awareness For IMechanisms exist to document, monitor and report the status of
172 eporting Security [enforcement, cyber insurance providers, relevant government agencies, Information |  Functional | Intersects With 1R0-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
ncldene [Sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts way through the resolution of the incident.
lannually to ensure that information is up-to-date.
Establish and maintain contact nformaton fo parties that need to be nformed of
Estable an parain Contact ESCH ot Conads may 1L e a7 e vondor ot stakehader Haschanisms exist o imely.report incidents t appicable
172 rting Securit et ISutance roviders, relevant Goverhment sgencics, mormation | Functional | Inersects With Stake RO10 [ e ek S parties: and 5
mc\dents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts 9 (3) Regulatory authorities. |-
lannually to ensure that information is up-to-date. gulatory g
Estabsh and maintan contact nformation fo partes that need to be nformed of
Establh and Maintain Contact securiy ncidents. Contacts may include nternal staff, service vendors,
w2 Reporting Secury nsorance provders, elevan governmant agencies normation | Functional | ntesects Wit | B Nt Reportingfor| o, [Mechanims exit to report sensitvelregulated data ncdents i a imely s
cliene Sharing and Analysis Center (ISAC) partners, or other stakenolders. verfy contacts 9
lannually to ensure that information is up-to-
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law Vulnerabilties Related To exist to report system vulnerabilities associated with reported
172 orting insurance providers, relevant government agencies, Information |  Functional | Intersects With IR0-10.3  |cybersecurity and data protection incidents to organization-defined 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts lpersonnel or roles.
lannually to ensure that information is up-to-date.
Mechanisms exist to provide cybersecurity and dafa protection incident
Establish and maintain contact information for parties that need to be informed of information to the provider of the Technology Assets, Applications and/or
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, Services (TAAS) and other organizations involved in the supply chain for
172 orting Securit , cyber insurance providers, relevant government agencies, Information |  Functional | Intersects With | Supply Chain Coordination | IRO-10.4  [TAAS related to the incident. 5
Incidents [Sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts
lannually to ensure that information is up-to-date.
Mechanisms exist to cover:
Establish and maintain an documented enterprise process for the workforce to report 1) Preparation;
Establish and Maintain an  fsecurity incidents. The process includes reporting timeframe, personnel to report to, 2) Automated event detection or manual incident report intake;
173 Enterprise Process for Reporting [mechanism for reporting, and the minimum information to be reported. Ensure the Functional Equal Incident Handling 1R0-02  ((3) Analysis; 10
ncidents rocess is publicly available to all of the workforce. Review annually, o when 4) Containment;
lsignificant enterprise changes occur that could impact this Safeguard. 5 Eracicaton; and
o) Brpararton
Establish and maintan a documented Incdent respanse process tht addresses foles
17.4 [Establish and Maintain an Incidentjand mplianc eview Functional | Intersects With Incident Handling 1RO-02 é; proiiing vent deteconormaua cidentreport ntake: 5
Response Process [ahnually. of when signifcant enterprise changes occur that couid Impact this A
[Safeguard. ) Eradication: and
Establsh and maintan a documented incdent response process that addresses roles
174 [Establish and Maintain an pliance anda plan. Review Functional | Intersects With |Incident Response Plan (R®)|  1Ro.04 [Mechanisms exist to maintain and make avalable a current and viable s
esponse Process Ul o1 when gignificant enterprise changes occur that could impact this P Incident Response Plan (IRP) to all stakeholders.
[safeguard.
Establsh and maintan o documented ncident response process that addresses foles
R e ST | oncion | s win | sgtsssecury |, st i el o gt of oty 1 and .
esponse Process ennualy, or hen Significant enterprise changes occur that could Impact this Response Team (ISIRT) s e I o o e
[Assign key roles and responsibilities for incident response, including staf from legal. }
s Assign Key Rolesand [T ormation Securly, JeghES, b eiations, noman resources, ncdent runctonat | supsetor | Incident Response Rogy  [Hechanisms exist o implement and govem processes and documentaton o o
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Operations e o
Joccur that could impact this Safeguart
TITPrep 7
[Assign key roles and responsibilities for incident response, including staff from legal,
(2) Automated event detection or manual incident report intake;
Assign Key Roles and I, information security, facilities, public relations, human resources, incident
173 Responsibilities. responders, and analysts. Review annually, o when significant enterprise changes Functional | Intersects With Incident Handling RO o ent; 5
Joccur that could impact this Safeguard. (2) Containment; |
[Assign ke roles and responsibilities for incident response, including staff from legal,
175 Assign Key Roles and I, information security, facilities, public relations, human resources, incident Functional | Intersects With |Incident Response Plan (R®)|  1Ro.04 [MEchanisms exist to maintain and make avalable a current and viable s
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes P Incident Response Plan (IRP) to all stakeholders.
Joccur that could impact this Safeguard
[Assign key roles and responsibilities for incident response, including staff from legal,
17 Assign Key Roles and IT, information security, facilities, public relations, human resources, incident Functional | Intersects with | Itegrated Security Incident | o0 o :,”j;’n‘ig‘;f”u‘f.c‘ifgi‘,‘;’;3‘;‘:‘&2{‘.56"5‘Z‘éi?;fi’;;:é?f&‘!ﬁi?iﬁ?y end 5
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Response Team (ISIRT) e e oDl o e dressin
loccur that could impact this Safeguard. Y Y P P P
Mechanisms exist o Cover.
Determine which primary and secondary mechanisms will be used to communicate 1) Preparation;
Define Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails, 2) Automated event detection or manual incident report intake:
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With Incident Handling 1R0-02  ((3) Analysis; 5
e lemails, can be affected during a security incident. Review annually, or when 4) Containment;
lsignificant enterprise changes occur that could impact this Safeguard. 5) Eradication; and
6) Recovery.
Determine which primary and secondary mechanisms will be used to communicate
efine Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails,
e Commucaing Dug hcdent Eecure chat o Tt Tcston aers Keep I mind ot eriin mecariome, solho¢ | Funcional | Intersects Wi |Incident Rsponse plan (Rp) | 10-0a Mecharims eist to mainain and moke avalabe a curtnt and vible s
Response lemails, can be affected during a security incident. Review annually, or when P
Isignificant enterprise changes occur that could impact this Safeguard.
Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  fand report during a security incident. Mechanisms can include phone calls, emails, ntegrated Security Incident IMechanisms exit to establih an integrated team of cybersecurty, T and
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With | "grated Securty Incide 1R0-07  [business function representatives that are capable of addressing 5
Response lemails, can be affected during a security incident. Review annually, or when P cybersecurity and data protection incident response operations.
lsignificant enterprise changes occur that could impact this Safeguard.
Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails, Situational Awareness For IMechanisms exist to document, monitor and report the status of
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With IR0-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
Response lemails, can be affected during a security incident. Review annually, or when way through the resolution of the incident
lsignificant enterprise changes occur that could impact this Safeguard.
Plan and conduct routine incident response exercises and scenarios for key personnel
Response Exercises incidents. Exercises need to test communication channels, decision making, and skt
workflows. Conduct testing on an annual basis, at a minimum. P
[Mechanisms exist to incorporate lessons learned from analyzing ar
|Conduct post-incident reviews. Post-incident reviews help prevent incident recurrence . Root Cause Analysis (RCA) &
178 Conduct Post-ncident Reviews [Co0uct bosLineldent 1oves, ot e e werion Functional Equal CBuse Analysis (8 1RO13  resoling cybersccury an data proection ncdents o reduce e ikelinood 10
Establish and maintain security incident thresholds, including, at a minimum, 1) Preparation;
Establish and Maintain Security [diTerentiating between an incident and an event. Examples can include: abnormal 2) Automated event detection or manual incident report intake;
179 T e lactivity, security vulnerability, security weakness, data breach, privacy incident, etc. Functional | Intersects With Incident Handling 1R0-02  ((3) Analysis; 5
Review annually, or when significant enterprise changes occur that could impact t 4) Containment;
[safeguard. 5) Eradication; and
Establish and maintain security incident thresholds, including, at a minimum,
lifferentiating between an incident and an event. Examples can include: abnormal
17.9 B e ae ™Y factivity, security vulnerabilty, security weakness, data breach, privacy incident, etc. Functional | Intersects With |Incident Response Plan (IR)|  1R0-04  [Mechanisms exist to maintain and make available a current and viable 5
ncident Thresholds Review annually, or when significant enterprise changes occur that could impact this ncident Response Plan (IRP) to all stakeholders.
[safeguard.
Establish and maintain security incident thresholds, including, at a minimum,
lifferentiating between an incident and an event. Examples can include: abnormal IMechanisms exist to establish an integrated team of cybersecurity, IT and
17.9 Establish and Maintain ac<"Y factivity, security vulnerability, security weakness, data breach, privacy incident, etc Functional | Intersects With ‘“‘;g;:‘:ﬂ“sﬁ‘e"a’;‘/{ “gﬁz‘%e“‘ IR0-07  |business function representatives that are capable of addressing 5
Review annually, or when significant enterprise changes occur that could impact this lcybersecurity and data protection incident response operations.
[safeguard.
Mechanisms exist to conduct penetration testing on Technology Assets,
stablish and maintain a penetration testing program appropriate to the size, |Applications and/or Services (TAAS)
lcomplexity, industry, and maturity of the enterprise. Penetration testing program
Establish and Maintaina _[characteristics include scope, such as network, web application, Application
181 Penetration Touting bragram  Programming nterface (AP, hosted services, and physical premise controls; Functional Equal Penetration Testing VPM-07 10
lfrequency; limitations, such as acceptable hours, and excluded attack types; point of
[contact information; remediation, such as how findings will be routed internally; and
retrospective requirements,
Mechanisms exist to conduct penetration testing on Technology Assets,
Perform periodic external penetration tests based on program requirements, no less lApplications and/or Services (TAAS)
perform periodic External (13N annually. External penetration testing must include enterprise and environmental
182 o e e reconnaissance to detect exploitable information. Penetration testing requires Functional Equal Penetration Testing VPM-07 10
Ispecialized skills and experience and must be conducted through a qualified party.
[The testing may be clear box or opaque
Remediate penetration Test [emediate penetration test findings based on the enterprise’s documented
183 g [vulnerabiity remediation process. This should include determing a timeline and level | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
indings
lof effort based on the impact and prioritization of each identified finding.
Remediate penetration test findings based on the enterprise’s documented
183 Remediate Penetration Test |, inerability remediation process. This should include determing a timeline and level |  Functional | Intersects with | Continuous Vuinerabilty | ypy g |Mechanisms exist to address new threats and vunerablities on an engeing 5
in Jof effort based on the impact and prioritization of each identified finding. emediation Activities asis and ensure assets are protected against known attacks
emediote pemetration teot findimas based on the enterarise's -, [Mechanisms exist to conduct software patching for all deployed Technology
emediate penetration test findings based on the enterprise’s documentec
183 Remediate benetration Test rocess. This should include determing a timeline and level | ~ Functional | Intersects with | S°ftware & firmware Vemos  [ASEets: Applications and/or Sevices (TAAS), including firmuare 5
indings lof effort based on the impact and prioritization of each identified finding, atching
[Mechanisms exist to verify the functionality of security, compliance and
|Validate security measures after each penetration test. If deemed necessary, modify Control Functionality ¢ f
18.4 Validate Security Measures 00t o e O e i et during ot Functional | Intersects With (o] Function CHG06  restence controls alowing implemented changes ta ensure oppicable 5
s Perform Periodic Internal _[Perform periodic internal penetration tests based on program requirements, no less Fanctiona! equat Penetration Testing Upr07 _|Mechanisms exist to conduct penetration testing on Technology Assets, o

Penetration Tests

[than annually. The testing may be clear box or opaque box.

|Applications andjor Services (TAAS)

Secure Controls Framework (SCF)
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