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STRM Secure Controls Framework (SCF) Strength of
Rationale S (et ontrol Descripti tionship
IActively manage (inventory, track, and correct) all enterprise assets (end-user
ldevices, including portable and mobile; network devices; non-computing/internet of
Inventory and Control of  [Things (IoT) devices; and servers) connected to the infrastructure physically, virtually, o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
B Enterprise Assets remotely, and those within cloud environments, to accurately know the totaiity o Functional Subset Of Asset Governance AST-0L limplement and manage asset management controls. 10
lassets that need to be monitored and protected within the enterprise. This will also
lsupport identifying unauthorized and unmanaged assets to remove or remediate.
Mechanisms exist 0 perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) th:
1) Accurately rofects the cufrent TAASD in use:
lactively manage (inventory, track, and correct) all enterprise assets (end-user (2) \dent\ﬁes authorized software products, including business justification
ldevices, including portable and mobile; network devices; non-computingfinternet of OS2, e level of granularity deemed necessary for tracking and reporting
Inventory and Control of  [Things (IoT) devices; and servers) connected to the infrastructure physically, virtually, . g u i ing;
o Enterprise Assets remotely, and those within cloud environments, to accurately know the totality of Functional Equal Asset Inventories AST-02 \(a) Includes organization-defined information deemed necessary to achieve 10
[assets that need to be monitored and protected within the enterprise. This will also [effective property accountability; an
lsupport identifying unauthorized and unmanaged assets to remove or remediate. (5) 1s ava\lab\e for review and audit by designated organizational personnel.
Mechanisms exis 0 perfor inventories of Technology Assets, Applications,
Services and/or Data (TAASD) t
Establish and maintain an accurate, detailed, and up-to-date inventory of all enterprisel T Accoraten refsces the corrent TAASD n us
lassets with the potential to store o process data, to include: end-user devices (2) Identifies authorized software products, including business justification
(including portable and mobile), network devices, non-computing/loT devices, and details;
lservers. Ensure the inventory records the network address (if static), hardware (3) Is at the level of granularity deemed necessary for tracking and reporting;
laddress, machine name, enterprise asset owner, department for each asset, and () Includes organization-defined information deemed necessary to achieve
Establish and Maintain Detailed |whether the asset has been approved to connect to the network. For mobile end-user 0p |effective property accountability; an
11 Enterprise Asset Inventory  [devices, MDM type tools can support this process, where appropriate. This inventory Functional Equal Asset Inventories AST-02 \5) |5 available for review and audit by designated organizational personnel. 10
includes assets connected to the infrastructure physically, virtually, remotely, and
Khose within cloud environments, Additonally, t includes assets that ae regularly
lconnected to the enterprise’s network infrastructure, even if they are not un
ontrol of the enterprise. Reviow and update the Inventory of all enterprise sssets bi-
lannually, or more frequently.
Ensure that a process exists to address unauthorized assets on a weekly basis. The
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With | Automated Unauthorized | 5q7.07 5 Cr‘:;’("ha;ﬁge’;‘z‘a’;swggs Sxtet to detect and alert upon the detection of 5
|connecting remotely to the network, or quarantine the asset. P P
Ensure that a process exists to address unauthorized assets on a weekly basis. The .
|Automated mechanisms exist to enforce host containment protections that
12 Address Unauthorized Assets  [enterprise may choose to remove the asset from the network, deny the asset from Functional | Intersects With Host Containment NET08.3 o e hoats secan 1o the petmort 5
[connecting remotely to the network, or quarantine the asset.
lUtilize an active discovery tool to identify assets connected to the enterprise’s Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
13 Utilize an Active Discovery Tool |etyork. Configure the active discovery tool to execute daily, or more frequently. Functional | Intersects With | " component Detection AST-02:2 Junauthorized hardware, software and firmware components. 5
[Mechanisms exist to establish and maintain an authoritative source and
lUtilize an active discovery tool to identify assets connected to the enterprise’s Component Duplication y reposiory to provide  trusted source and accountabily for approved and
13 Utilize an Active Discovery Tool |etyqrk. Configure the active discovery tool to execute daily, or more frequently. Functional | Intersects With Avoidance AST-023 - fimplemented system components that prevents assets from being duplicated s
in other asset inventories.
Use Dynamic Host Configuration [Use DHCP logging on all DHCP servers or Internet Protocol (IP) address management Dynamic Host Configuration IMechanisms exist to enable Dynamic Host Configuration Protocol (DHCP)
14 Protocol (DHCP) Logging to _ ftools to update the enterprise’s asset inventory. Review and use logs to update the Functional Equal Protocol (DHCP) Server |  AST-02.6  [server logging to improve asset inventories and assist in detecting unknown 10
lUpdate Enterprise Asset Inventory enterprise’s asset inventory weekly, or more frequently. 9ging systems.
" Use a passive discovery tool to identify assets connected to the enterprise’s network.
Use a Passive Asset Discovery c Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
15 @ hes Review and use scansto upcatethe entrprie's asset nventory at eas weeldy. or Functional | Intersects With | AgoTated trouthores AST022 [ ware: saftwove and frmare componente 5
Use a Passive Asset Discovery |U5€ @ passive discovery tool to identify assets connected to the enterprise’s network. Dynamic Host Configuration [Mechanisms exist to enable Dynamic Host Configuration Protocol (DHCP)
15 s ™Y [Review and use scans to update the enterprise’s asset inventory at least weekly, or Functional Equal Protocol (DHCP) Server |  AST-02.6  [server logging to improve asset inventories and assist in detecting unknown 10
Imore frequently. Logging systems.
[Actively manage (inventory, track, and correct) all software (operating systems and
N Inventory and Control of Software fapplications) on the network so that only authorized software is installed and can Functional Subset Of Asset Governance ast.o1  |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to 0
Assets. xecute, and that unauthorized and unmanaged software is found and prevented from implement and manage asset management controls
installation or execution.
Mechanisms exis o perforn nventories of Technology Assets, Appicatons.
Services and/or Data (TAASD) t
5 Aecorately raflecks the current TAASD in
(2) Identifies authorized software products, incluing business Justfication
actively manage (inventory, track, and correct) all software (operating syslems and :139)!‘8"5( the tevel of arity d " for tracki " -
Inventory and Control of Software fapplications) on the network so that only authorized software is installed a s at the level of granularity deemed necessary for tracking and reporting;
2 Assets [exectite, and that unauthorized and unmanaged software is found and prevented from|  Functional | Intersects With Asset Inventories. AST-02  ((4) Includes organization-defined information deemed necessary to achieve 5
installation or execution. effective property accountability; and
(5) 1s available for review and audit by designated organizational personnel.
[Actively manage (inventory, track, and correct) all software (operating systems and
N Inventory and Control of Software fapplications) on the network so that only authorized software is Installed and can Functiona! Subsetof | Configuration Management | . o) [Mechanisms exist to faciitate the implementation of configuration 10
Assets xecute, and that unauthorized and unmanaged software is found and prevented from Imanagement controls.
installation or execution.
Establish and maintain a detailed inventory of all licensed software installed on
nterprise assets. The software inventory must document the title, publisher, initial
Establish and Maintain a Software install/use date, and business purpose for each entry; where appropriate, include the 01 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
21 Inventory niform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ Functional Subset Of Asset Governance AST-01 plement and manage asset management controls. 10
ldecommission date. Review and update the software inventory bi-annually, or more
lfrequently.
Mechanisms exis o perforn nventories of Technology Assets, Appicatons,
Services and/or Data (TAASD) t
o Aecoratel refocts the corremt TAASD n use:
[Establish and maintain a detailed inventory of all licensed software installed on ((2) Identifies authorized software products, including business justification
lenterprise assets. The software inventory must document the title, publisher, initial
21 Establish and Maintain a Software finstall/use date, and business purpose for each entry; where appropriate, include the Functional Ints s With Asset ] " AST-02 (3) Is at the level of granularity deemed necessary for tracking and reporting; 5
Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and| ~ "{Mctona ntersects Wi sset Inventories b [(4) Includes organization-defined m'ormalwn deemed necessary to achieve
ldecommission date. Review and update the software inventory bi-annually, or more effective property accountability; a
lrequently. (o) e owaabie forreviow and oL by designated organizational persomnel.
Establish and maintain a detailed inventory of all licensed software installed on
nterprise assets. The software inventory must document the title, publisher, initial
" cetanisn and Maintin a Software [mstal use aste and Busines purpese for sach enry where approprae,imciuge e | oo | conguration Management | ot g0 HEChETEMS eXit to implement and manage o Coniguration Management s
Inventory lUniform Resource Locator (URL), app store(s), version(s), deployment mechanism, and Database (CMDB) * |aesetapecific infarmation. 9Y: 9 e
|decommission date. Review and update the software inventory bi-annually, or more P -
lfrequently.
[Ensure that only currently supported software is designated as authorized in the
[software inventory for enterprise assets. If software is unsupported, yet necessary for
Ensure Authorized Software is _|the fulfillment of the enterprise’s mission, document an exception detailing mitigating o1 |Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
22 Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Functional Subset Of Asset Governance AST-01  fiplement and manage asset management controls. 10
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently
Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD
fEnsure that only currently supported software is designated as authorized in the (2) Identiries authorized software products, including business Justification
[software inventory for enterprise assets. If software is unsupported, yet necessary for 1(13e] \as ;l the level of granularity deemed necessary for tracking and reporting.
Ensure Authorized Software s _[the fulfillment of the enterprise’s mission, document an exception detailing mitigating g v ularity i ing;
22 Currently Supported |controls and residual risk acceptance. For any unsupported software without an Functional Intersects With Asset Inventories AST-02 \(4) Includes organization-defined information deemed necessary to achieve 5
lexception documentation, designate as unauthorized. Review the software list to leffective property accountability; and
[verify software support at least monthly, or more frequently. (5) Is available for review and audit by designated organizational personnel.
Ensure that only currently supported software is designated as authorized in the
oftware inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is ~ fthe fulfiliment of the enterprise’s mission, document an exception detailing mitigating | e rional | intersects wieh | SOftware Licensing AST-02.7 | Mechanisms exist to protect Intellectual Property (IP) rights with software 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Restrictions -7 iicensing restrictions.
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently
Ensure that only currently supported software is designated as authorized in the
[software inventory for enterprise assets. If software is unsupported, yet necessary for
22 Ensure Authorized Software is _ [the fulfiliment of the enterprises mission, document an exception detailing mitigating | . cvional | intersects With Compensating Rsk.06.2 |Mechanisms exist to identify and implement compensating countermeasures. 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Countermeasures to reduce risk and exposure to threats.
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently
Mechanisms exist to prevent unsupported Technology Assets, Applications
landor Services (TAAS) by.
e ot oy ety supores s s gsraeg o oz e et rr s A whe supor o v compns o
Ensure Authorized Software is _[the fulfilment of the enterprise’s mission, document an exception detailing mitigating . Unsupported Technology longer available from the developer, vendor or manufacturer; and
22 Functional | Intersects With | Assets, Applications and/or |  TDA-17  |(2) Requiring justification and documented approval for the continued use of 5
Currently Supported lcontrols and residual risk acceptance. For any unsupported software without an Aok e e e e
lexception documentation, designate as unauthorized. Review the software list to
|verify software support at least monthly, or more frequently
Ensure that unauthorized software s either removed from use on enterprise assets or Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
23 Address Unauthorized Software |c¢ ives a documented exception. Review monthly, o more frequently. Functional | Intersects With | component Detection AST-02:2 unauthorized hardware, software and firmware components. s
Ensure that unauthorized software is either removed from use on enterprise assets or Respond To y exist to respond to changes to
23 Address Unauthorized Software. |co iyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With Changes CFG-028 lsettings as security incidents. s
Ensure that unauthorized software s efthr removed from use on enterprse assets or Explicitly Allow / Deny y IMechanisms exist to explicitly allow (allowlist / whitelist) and/or block
23 Address Unauthorized Software |0 oiyec a documented exception. Review monthly, or more frequently. Functional | Intersects With Application: CFG-03.3  |(genylist / blacklist) applications that are authorized to execute on systems. 5
[Ensure that unauthorized software is either removed from use on enterprise assets or Unauthorized Installation IMechanisms exist to configure systems to generate an alert when the
23 Address Unauthorized Software | o iyec 3 documented exception. Review monthly, or more frequently. Functional | Intersects With Alerts CFG-05.1 |,,nauthorized installation of software is detected. 5
[Automated mechanisms exist to identify unauthorized deviations from an
[Ensure that unauthorized software is either removed from use on enterprise assets or . Integrity Assurance &
23 Address Unauthorized Software |0t 0 o St o e e or v fromuontiy Functional | Intersects With et iR) CFO-06.1  fpproved baseine and mplement automated resiiency actonsto remediate 5
Ensure that unauthorized software s either removed from use on enterprse assets or IMechanisms exist to monitor for unauthorized activities, accounts,
23 Address Unauthorized Software |cocjyes 5 documented exception. Review monthly, or more frequently. Functional | Intersects With | - Unauthorized Activities | MON-16.3 | onnections, devices and software. s
Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software | 0 e e e ety o1 mor frequentry Functional | Intersects With | Software Installation Alerts | END-03.1 |Mechanisms exist to generate an alert when new software is detected. 5
Ensure that unauthorized software s either removed from use on enterprise assets or Endpoint Detection & IMechanisms exist to detect and respond to unauthorized configuration
23 Address Unauthorized Software |c¢ ives a documented exception. Review monthly, o more frequently. Functional | Intersects With Response (EDR) END-06.2 | changes as cybersecurity incidents, s
(2] Automated event detection or manual incident report intake;
Ensure that unauthorized software is either removed from use on enterprise assets or
23 Address Unauthorized Software |t U o St o e e o e ooty Functional | Intersects With Incident Handling 002 (3 Analyis 5
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Utilize Automated Software

lUtilize software inventory tools, when possible, throughout the enterprise to automate

[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) dentifes authorized software products. including business justification

5y 1 2 the level of granularity deemed necessary for tracking and reporting;

[with the data sensitivity.

24 Inventory Tools lthe discovery and documentation of installed software. Functional | Intersects With Asset Inventories. AST-02  ((4) Includes organization-defined information deemed necessary to achieve 5
leffective property accountability; an
(5) Is available for review and audit by designated organizational personnel.
24 Utilize Automated Software  Utiize software inventory tools, when possible, throughout the enterprise to automate | ¢ o || Automated Unauthorized | oo oo [Automated mechanisms exist to detect and alert upon the detection of s
Inventory Tools lthe discovery and documentation of installed software. Component Detection lunauthorized hardware, software and firmware components.
exist to implement and manage a Configuration Management
Utilize Automated Software  |Utilize software inventory tools, when possible, throughout the enterprise to automate
24 2 Functional | Intersects With AST-02.9 |Database (CMDB), or similar technology, to monitor and govern technology 5
Inventory Tools fthe discovery and documentation of installed software. Database (CMDB) e o b St
[Automated mechanisms exist to identify unauthorized deviations from an
Utilize Automated Software  Utilize software inventory tools, when possible, throughout the enterprise to automate Integrity Assurance &
24 faviitieed e e Barae o of ot Lot Functional | Intersects With et iR CFO-06.1  foproved baseine and mplement automated resiliency actons (o remediate 5
Utilize Automated Software _|Utilize software inventory tools, when possible, throughout the enterprise to automate Endpoint Detection & [Mechanisms exist to detect and respond to unauthorized configuration
24 inventory Tools lthe discovery and documentation of installed software. Functional | Intersects With Response (EDR) END-06.2 | anges as cybersecurity incidents. 5
lUse technical controls, such as application allowisting, to ensure that only authorized . Prevent Unauthorized y IMechanisms exist to configure systems to prevent the execution of
25 Allowlist Authorized Software  lccfiyyare can execute or be accessed. Reassess bi-annually, or more frequently. Functional | Intersects With | "gofeuare Execution CFG032 Jynauthorized software programs. s
lUse technical controls, such as application allowisting, to ensure that only authorized Explicitly Allow / Deny y IMechanisms exist to explicitly allow (allowlist / whitelist) andor block
25 Allowlist Authorized Software |2 o can execute or be accessed. Reassess bi-annually, or more frequently. Functional | Intersects With Applications CFG-03.3  |(genylist / blacklist) applications that are authorized to execute on systems. 5
lUse technical controls to ensure that only authorized software libraries, such as
lspecific .dll, .ocx, and so files, are allowed to load into a system process. Block Explicitly Allow / Deny y IMechanisms exist to explicitly allow (allowlist / whitelist) andor block
26 Allowlist Authorized Libraries libraries from loading into a system process. Reassess bi-annually, or Functional Equal Applications CFG-033|(genylist / blacklist) applications that are authorized to execute on systems. 10
Imore frequently.
lUse technical controls, such as digital signatures and version control, to ensure that
27 Allowlist Authorized Scripts  |only authorized scripts, such as specific .ps1, and .py files are allowed to execute. Functional | Intersects with | EXPlicity Allow / Deny CFG-03.3 ‘dicn"?':f;“b“::k‘f;“)°ae“‘"‘c°a““g:s"m:z‘lg";"i%f’”e‘:‘e‘[‘:‘e’ o oK rems. s
IBlock unauthorized scripts from executing. Reassess bi-annually, or more frequently. pplicati Wl ist) applicati uthoriz xecul 2%
Mechanisms exist to restrict and control privileged access rights for users
) lUse technical controls, such as digital signatures and version control, to ensure that ) privileged Account land Technology Assets, Applications andjor Services (TAAS).
27 Allowlist Authorized Scripts  [only authorized scripts, such as specific .ps1, and .py files are allowed to execute. Functional | Intersects With | " 1AC-16 5
3 anagement (PAM)
Block unauthorized scripts from executing. Reassess bi-annually, or more frequently.
lUse technical controls, such as digital signatures and version control, to ensure that
27 Allowlist Authorized Scripts  fonly authorized scripts, such as specific psL, and _py files are allowed to execute. Functional | Intersects With Maintenance Tools MNT-a  [Mechanisms exist to control and monitor the use of system maintenance 5
Block unauthorized scripts from executing. Reassess bi-annually, or more frequently.
lUse technical controls, such as digital signatures and version control, to ensure that
27 Alowst Authorized Srpts [y Sciho 700 ot Sach e Specc ek ey Hesare SHowed 10 mekvte | Functonol | Imersocts Wit | RestictToml Usage | MNT-0q.4 [AUlomated mechanisms exst o estic ihe use of maintenance oo o s
Block unauthorized scripts from executing. Reassess bi-annually, or more frequently. p
3 Data Protection oy o Processes and technical controls to dentiy, classify, securely handle, reain. | punctional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
Establish and maintain a documented data management process. In the process,
Etablish and Maintain » Data [P001€SS data sensitivity, data owner, handiing of data, data retention limits, and
31 Drish and Maintain 2 Data lgisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
9 Review and update documentation annually, or when significant enterprise changes
Joccur that could impact this Safeguart
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 B D el 222t ldisposal requirements, based on sensitivity and retention standards for the enterprise. | Functional | Intersects With Data Stewardship DCH-011  [Mechaniems exist to ensure data stewardship is assigned, documented and 5
9 Review and update documentation annually, or when significant enterprise changes
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
51 Establish and Maimtain 2 Data e e e 2oed o Senitiviy and retention sandardsfor the anterprie. | Functonal | Intersects with | SSTSKIVe/ Reguiated Data | pcyy gy 5 [Mechanisms exist to protect sensitiveireguited data wherever it s s
9 [Review and update documentation annually, or when significant enterprise changes i3
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and fining Access
51 Estaplisn and Maintain 2 Data 30 e Coed o Senviy a2 retenion Standards for the epterprse. | Functonal | nersects Wit |Authoraatons or Senitive /| DCH-01.4.[echaniams exist to explicty deine authorizations forspecifc indvduals 5
9 Review and update documentation annually, or when significant enterprise changes Regulated Data 9 phy: 9
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
. e laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estaplish and Maintain 202t Liisposal requirements, based on sensitivity and retention standards for the enterprise.|  Functional | Intersects With | Data & Asset Classification |  DCH-02 ~ [/echanisms exist to ensure data and assets are categorized in accordance 5
9 Review and update documentation annually, or when significant enterprise changes PP! Y. regf v q
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and y
a1 Establish and Maintain 2 Data 380102 000 e, 00 o Serstiy a2 retention tandas for the epterprse. | Functonal | ntersects Wit | Media Access Dcraa |Mechanims exit to contrl and restrict acces to dgital and non gl s
9 Review and update documentation annually, or when significant enterprise changes g
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
51 B g el Dot T, based o Cetky ad reenion Sandards o e ars. | Funcionl | inerscts i | Disclosure of iormation | Dca3:1[YEENAISNS St o ki e losure ofsnsvareuitd dtao s
9 e documentation annually, or when significant enterprise changes. P W.
occor thar could mpact i Satequar
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and . .
31 Establish and Maintain 2 Data o8 0ot e oo o Sertiiy and retenion sandards for the emerprise. | Functonal | Intersects With | Physica Mecia Disposal |  DCH-08 |VSChanisms exist tosecurely dispose of media when it s o onger required, s
9 Review and update documentation annually, or when significant enterprise changes 9 P
loccur that could impact this Safeguart
Establish and maintain a documented data management process. In the process,
Etablish and Maintain » Data [?00reSS data sensitivity, data owner, handiing of data, data retention limits, and IMechanisms exist to sanitize system media with the strength and integrity.
31 M;na Emem‘ Pm'mss |disposal requirements, based on sensitivity and retention standards for the enterprise. Functional Intersects With | System Media Sanitization DCH-09  |commensurate with the classification or sensitivity of the information prior to 5
9 Review and update documentation annually, or when significant enterprise changes disposal, release out of organizational control or release for reuse.
loccur that could impact this Safeguard.
Establish and maintain a documented data management process. In the process,
laddress data sensitivity, data owner, handling of data, data retention limits, and
31 Estaplish and Maintain 2 Data isposal requirements, based on sensiivity and reteifon standards orthe enterprise | Functional | Intersects Wih | Media & Data Retention D18 [Mechanisms exist o retain media and data in accordance with applicable 5
9 update documentation annually, or when significant enterprise changes. ¥. regulatory 9
e thar couls mpacs i Satesuara
[Establish and maintain a data inventory based on the enterprise’s data management
52 Establsh and Maintain a Data. |8 e ot 2 . Revien and cpdare imventory Functional | tersects Wit | Sensiive Data nventories | DCrH-06.2 [Mechanisms existto malntain invertory logsof all senstive media and s
Inventory Jennually, at a minimum, with a priority on sensitive data [conduct sensitive media inventories at least annually.
[Establish and maintain a data inventory based on the enterprise’s data management [Mechanisms exist to periodically scan unstructured data sources for
32 Establish and Maintain 2 Data |y ocess. Inventory sensitive data, at a minimur. Review and update inventory Functional | Intersects with |"eriodic Scans for Sensitive /| ' cyy.g6 3 |sensitive/regulated data or data requiring special protection measures by 5
Jannually, at a minimum, with a priority on sensitive data. 9 statutory, regulatory or contractual obligations.
[Configure data access control lsts based on a user's need to know. Apply data access
33 Configure Dat‘asf«sccess ontrol |control lists, also known as access permissions, to local and remote file systems, Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
|databases, and applications
[Configure data access control lists based on a user's need to know. Apply data access Defining Access
53 Configure Data Access Control oo g e dess permissons o loca and emote Fle Sysems. Functonal | Intersects With |Authoriatons o Sensitve /| DCH-o14  [Mechanisms exst o explicty define authorizatons for speciic ndivduals s
. |databases, and applications. Regulated Data 9K physi itive/regul
[Configure data access control lists based on a user's need to know. Apply data access
53 Configure Data Access Contral o0 7S o o5 access permissions. to 1oca and Femote e Systems: Functional | Inersects with | Media Access Dcraa |Mechanims exit to contrl and restrict acces to dgital and non gl s
|databases, and applications
N [Configure data access control lsts based on a user's need to know. Apply data access . N
53 ConfigureData Access Control om0 7 Kown 25 access permissons o oca and emote e system: Functional | Itersects With | Discosure of Information | DCH-03.1.[MeChanisms exist to restric te disclosure of sensiivelreguiated data to s
latabases, and applications. P
Mechanisms exist to pronibit external parties, including Technology Assets,
|Applications and/or Services (TAAS), from storing, processing ant
Configure Data Access Control [COTigure data access control lists based on a user's need to know. Apply data access transmitting data Unless authorized individuals firec
33 9 oS lcontrol lists, also known as access permissions, o local and remote file systems, Functional | Itersects With | - Limits of Authorized Use | DCH13.1. (1) Verifing the mplementation of required securiy, comliance and/or 5
ldatabases, and applications. resilience control
[2) Retaining » Brocessing agreement with the entity hosting the external
[Configure data access control lsts based on a user's need to know. Apply data access . N
Configure Data Access Control IMechanisms exist to utilize  process to assist users in making information
33 lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With | Information Sharing DCH-14 " c 5
Lists e s A an sharing decisions to ensure data is appropriately protected
. Mechanisms exist to verify that individuals or Technology Assets,
Configure Data Access Control [COMigure data access contro lsts based on a user's need to know. Apply data access |Applications andfor Services (TAAS) transferring data between
33 o lcontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With |  Transfer Authorizations | DCH-14.2 |interconnectin ave the requisite authorizations (e.q., write 5
ldatabases, and applications. permissions or privileges) prior to transferring said data
Configure Data Access Control [CONfigure data access control lists based on a user's need to know. Apply data access IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
33 lgure Dat A« lcontrol lsts, also known as access permissions, to local and remote file systems, Functional | Intersects With |  Data Access Mapping DCH-143  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
|databases, and applications Iparties with whom sensitive/regulated data s share
comgure dat o1 ot based o kom Ao dat [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
onfigure data access control lists based on a user's need to know. Apply data access [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
Configure Data Access Control . Role-Based Access Control 0y . App 3
33 9! e lContral s, afSo Known a6 aCoess permissions, to lacal and remots M svstems, Functional | Intersects With friaves IAC-08 [access to individuals assigned specific roles with legitimate business needs. 5
ldatabases, and applications.
[Configure data access control lists based on a user's need to know. Apply data access [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
33 Configure Data Access Controlicontrol lists, also known as access permissions, to local and remote file systems, Functional | Intersects With A‘z:i:‘gg;ﬁ;""f;s"‘(i@g) NET-04 [provide data flow enforcement that explicitly restrict network traffic to only s
§ |databases, and applications. § [what is authorized
IRetain data according to the enterprise’s documented data management process. IMechanisms exist to retain media and data in accordance with applicable
34 Enforce Data Retention IData retention must include both minimum and maximum timelines. Functional Equal Media & Data Retention DCH-18  |ctatutory, regulatory and contractual obligations. 10
[securely dispose of data as outlined in the enterprise’s documented data ecure Disposal, Destruction IMechanisms exist to securely dispose of, destroy or repurpose system
35 Securely Dispose of Data  [management process. Ensure the disposal process and method are commensurate Functional | Intersects With [SeSute BisPosal, Destructi AST-09  |components using organization-defined techniques and methods to prevent 5
|with the data sensitivity. quip information being recovered from these components.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data  [management process. Ensure the disposal process and method are commensurate Functional | Intersects With |~ Physical Media Disposal DCH.08  [Mechanisme exist to securely dispose of media when it is no longer required, 5
lusing formal procedurt
[with the data sensitivity.
[securely dispose of data as outlined in the enterprise’s documented data IMechanisms exist to sanitize system media with the strength and integrity
35 Securely Dispose of Data  [management process. Ensure the disposal process and method are commensurate Functional | Intersects With | System Media Sanitization | DCH-09  |commensurate with the classification or sensitivity of the information prior to 5
|with the data sensitivity. lisposal, release out of organizational control or release for reuse.
[Securely dispose of data as outlined in the enterprise’s documented data
35 Securely Dispose of Data  [management process. Ensure the disposal process and method are commensurate Functional | Intersects With | Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information. 5
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[securely dispose of data as outlined in the enterprise’s documented data

[Personal Data (PD) Retention|

[Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
defined ume period to fulfl the purposes) identified n the notice or as
required

(2) Disposa of. destroys, erases, andlor ananymizes the PD, regardiess of the

Assets and Software

Ishell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.

cess

v tonaole samimstrate accect

35 Securely Dispose of Data [ management process. Ensure the disposal process and method are commensurate Functional | Intersects With sal PRIOS oo o torat 5
[with the data sensitivity. (3) Use organization-defined techniques or methods to ensure secure
ldeletion or destruction of PD (including originals, copies and archived
records)
- [Mechanisms exist to facilitate the implementation of cryptographic
36 oyt ot anencusr Devices S8 S35 1 vsen deices conton senative dte, Erarple molementatons | puncional | subsetor | USSR | cavor acioctons conls uan Known publc Samardsand e yptoaaphic 10
. ' technologies.
[Encrypt data on end-user devices containing sensitive data. Example implementations. crypt exist to prevent disclosure of data
36 Encrypt Data on End-User Devices 0 00 B C e e e o aults. LI Gomeryat Functional | Intersects With |~ Encrypting Data At Rest crr-05 (SRt 5
Establish and maintain an overall data classification scheme for the enterprise.
y ! Enterprises may use labels, such as “Sensitive,” “Confidential,” and “Public,” and
57 Establish and Maintain a Data ey )it according to those labels. Review and uptate the clasifcation Functional | ntersects With | Data & Asset Classification | DCH0z |Miechaniams exist to ensure data and assets are categorized in accordance s
lscheme annually, or when significant enterprise changes occur that could impact this PP Y regulatory q g
[safeguard.
Establish and maintain an overall data classification scheme for the enterprise. [Mechanisms exist to ensure that Technology Assets, Applications andj/or
Establish and Maintain a Data [ENEETPrises may use labels, such as “Sensitive,” “Confidential,” and “Public,” and [Services (TAAS) are classified according to the highest level of data
3.7 Classification Scheme [classify their data according to those labels. Review and update the classification Functional Intersects With | Highest Classification Level | DCH-02.1 ~[sensitivity that is stored, transmitted andjor processe 5
[scheme annually, or when significant enterprise changes occur that could impact this
[safeguard.
IDocument data flows. Data flow documentation includes service provider data flows m?‘é‘:,:‘(‘smsssfﬂzf;& 's:;g‘t‘a[‘g ;:;;’:S'thagcsfcls:‘l"'2"’(':59""’6"(‘;;?5‘5
38 Document Data Flows land should be based on the enterprise’s data management process. Review an Functional | Intersects with | Network Diagrams & Data | o, (L SONEAR S Y 5
lupdate documentation annyally, or when sigificant enteprise changes occur that Flow Diagrams (DFDs) s Refect the current architecture of the network environment: and
P: 9 (3) Document all sensitive/regulated data flows.
Document data flows. Data flow documentation includes service provider data flows
o el e hser on the Entormrisgre ot manaGoment proctss Auiow on IMechanisms exist to leverage data-specific Access Control Lists (ACL) or
38 Document Data Flows Functional | Intersects With | Data Access Mapping DCH-14.3  [Interconnection Security Agreements (ISAs) to generate a logical map of the 5
lupdate documentation annually, or when significant enterprise changes occur that ton b geners
e osct s 2ataganr, Iparties with whom sensitive/regulated data is shared.
[Mechanisms exist to facilltate the implementation of cryptographic
39 Encrypt Data on Removable lencrypt data on removable media. Functional Subset OF Use of Cryptographic CRY-01 [protections controls using known public standards and trusted cryptographic 10
technologies.
=
39 Encrypt Data on Removable  lencrypt data on removable media Functional | Intersects With |  Encrypting Data At Rest cRY-05  |SVRLO exist to prevent disclosure of data 5
Encrypt Data on Removable ) exist o protect the and integrity
39 e, Encrypt data on removable media. Functional | Intersects With Storage Media CRY05.L | e e resicing o storags madis 5
[Mechanisms exist to facilltate the implementation of cryptographic
310 Encrypt Sensitive Data in Transit Z‘;gp;;ci":t‘;‘ﬁf;t:n‘g 3525“53332'&‘”'"(%'53‘2“5‘3‘“”5 can include: Transport Functional Subset Of Use of Cryptographic CRY-01  protections contols using known public standards and rusted cyptographic 10
echnologies.
[Encrypt sensitive data in transit. Example implementations can include: Transport » exist to protect the of data being
310 Encrypt Sensitive Data in Transit B S e e e (Bpenser). Functional | Intersects With |Tr c CRY-03 5
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
lencryption, also known as server-side encryption, meets the minimum requirement of Use of Cryptographic. IMechanisms exist to facilitate the implementation of cryptographic
311 Encrypt Sensitive Data at Rest |this Safeguard. Additional encryption methods may include application-layer Functional Subset Of cory\Frmg P! CRY-01  |protections controls using known public standards and trusted cryptographic 10
lencryption, also known s client-side encryption, where access to the data storage ltechnologies.
ldevice(s) does not permit access to the plain-text data.
Encrypt sensitive data at rest on servers, applications, and databases. Storage-layer
lencryption, also known as server-side encryption, meets the minimum requirement of y
31 Encrypt Sensitive Data at Rest _this Safeguard. Additional encryption methods may include application-layer Functional | Intersects With | ~ Encrypting Data At Rest cry-0s  [Gryptograpl exist to prevent disclosure of data 5
at rest.
lencryption, also known as client-side encryption, where access to the data storage
ldevice(s) does not permit access to the plain-text data.
Mechanisms exist to ensure that Technology Assets, Applications and/or
Segment Data Processing and ~ [Segment data processing and storage based on the sensitivity of the data. Do not y [Sorvices (TAAS) are classified atcording b the highaat lover of data
312 Storage Based on Sensitivity  [process sensitive data on enterprise assets intended for lower sensitivity data Functional | Intersects With | Highest Classification Level | DCH-02.1 - |Services (TAA2) are classified according 1 I hiohest s
Segment Data Processing and  [Segment data processing and storage based on the sensitivity of the data. Do not ’ ’ ’ IMechanisms exist to partition systems so that partitions reside in separate
312 Storage Based on Sensitivity |process sensitive data on enterprise assets intended for lower sensitivity data Functional | Intersects With System Partitioning SEA03.1 |5h sical domains or environments. 5
implement an automated tool, such as a host-based Data Loss Prevention (DLP) tool to
Deploy a Data Loss Prevention _[identify all sensitive data stored, processed, or transmitted through enterprise assets, ’ ., |Automated mechanisms exist to implement Data Loss Prevention (DLP) to
313 Solution including those located onsite or at a remote service provider, and update the Functional Equal Data Loss Prevention (DLP) | NET-17 | ooct sensitive information as it is stored, transmitted and processed. 10
lenterprise’s data inventory.
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With | Privileged User Oversight | MON-01.15  [Mechanisms exist to implement enhanced activity monitoring for privileged 5
Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects with | Cepiralized Conection MON-02  [similar automated tool, to support the centralized collection of security- 5
Y 9 related event logs.
[Automated mechanisms exist to correlate both technical and non-technical
Correlate Monitoring » information from across the enterprise by a Security Incident Event Manager
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With e oito MON-02. L e o omated to01 13 anhance organiation mide situationa, 5
lawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
. o . Integration of Scanning & » lanalysis of vulnerability scanners, network performance, system monitoring
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With |00 o0 O B MON-02.3 [ O o ar e e s o iy enproorata 00 5
lunusual activity.
[Mechanisms exist to configure Technology Assets, Appiications and/or
[Services (TAAS) to produce event logs that contain sufficient information to,
at a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurr
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects With | Content of Event Logs MON-03  [(2) When ot and tme) the cvent occurred; 5
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
314 Log Sensitive Data Access  |Log sensitive data access, including modification and disposal Functional | Intersects with | Sensitve Event Log MON-03.1 | Mechanisms exist to protect sensitive/regulated data contained in log files. 5
. Establish and maintain the secure configuration of enterprise assets (end-user
4 e o o e [d€Vices, including portable and mobile; network devices; non-computing/loT devices; | Functional Subsetor | Configuration Management | cpg.gy - |Mechanisms exist to faciltate the implementation of configuration 10
P land servers) and software (operating systems and applications). 9
Secure Configuration of _[EStablish and maintain the secure configuration of enterprise assets (end-user IMechanisms exist to configure systems to provide only essential capabilities
4 Entoriee A o foware [devices, including portable and mobile; network devices; non-computing/loT devices; | Functional | Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 5
P land servers) and software (operating systems and applications). services.
Establish and maintain a documented secure configuration process for enterprise
. Jassets (end-user devices, including portable and mobile, non-computing/loT devices, .
41 Establish and Maintain 3 SECU'@ land servers) and software (operating systems and applications). Review and update. Functional Subsetof | Configuration Management | - ¢ gy - |Mechanisms exist to faciltate the implementation of configuration 10
0! ldocumentation annually, or when significant enterprise changes occur that could 0
impact this Safeguard.
[Establish and maintain a documented secure configuration process for enterprise e e, o e el
lassets (end-user devices, including portable and mobile, non-computing/loT devices, 3
a1 B aintain 2 SE€Ure land servers) and software (operating systems and applications). Review and update Functional | Intersects With Secure Baseine CFG-02  |that are consistent with industry-accepted system hardening standards. 5
9! ldocumentation annually, or when significant enterprise changes occur that could gu
impact this Safeguard.
Establish and maintain a documented secure configuration process for enterprise
Establish and Maintain a Secure [255¢tS (end-user devices, including portable and mobile, non-computing/loT devices, o s i, review and update baseline configurations
a1 S intal |and servers) and software (operating systems and applications). Review and update Functional | Intersects With Reviews & Updates CFG-02.1 5
Configuration Process  |gocumentation annually, or when significant enterprise changes occur that could (2 inen requrea due 05
[mpact this Safeguard V. 9 P 9 (3) As part of system :ompnnenl installations and upgrades.
| Establish and Maintain o Secure [Establish and maintain a documented secure configuration process fo netwirk
42 rocess for Review and update annually, or when significant enterprise Functional Subsetof | Configuration Management | - ¢ gy - |Mechanisms exist to faciltate the implementation of configuration 10
Infrastructure |changes occur that could impact this Safeguard. 9! 9
Mechanisms exist to develop, document and maintain secure baseline
Establih and Maintain a Secure |Establish and maintain @ documented secure configuration process or network Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
42 son Process for e iew and update documentation annuall,or when sgnificant enterprise Functional | Intersects With P A, CFG-02  [that are conaistent with industry-accepted system hardening standards. 5
nfrastructure Cranaes oceur that cocid mpsct e Safesuan
[Configure automatic session locking on enterprise assets after a defined period of e e e e e (T
Configure Automatic Session i i Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
43 e neararice ez [Inactiviy. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With PR CFG-02  |that are consistent with industry.accepted system hardening standards. 5
Iminutes. For mobile end-user devices, the period must not exceed 2 minutes.
Configure Automatc Session |Confgure automatic session locking on enterprise assets after defined period of Mfﬁ?ﬁ T mactiy, o Upon receing & recues o 3 ey and 1ot the.
43 Lumgg ‘on Enterprise Assets |NACtVity. For general purpose operating systems, the period must not exceed 15 Functional | Intersects With Session Lock A28 [ O O g 2 Teduest using establishe 5
Iminutes. For mobile end-user devices, the period must not exceed 2 minutes. e T e oot iohes
oot ana ot N ea Examon Mechanisms exist 0 Gevelop, documert and maintai secure baseline
implement and manage a firewall on servers, where supported. Example for Technology Assets, Applications and/or Services (TAAS)
Implement and Manage a Firewall . Secure Baseline gy Assets, Applications a
a4 P P ;:rr\:lzrnsangl:'t‘ltens include a virtual firewall, operating system firewall, or a third-party Functional | Intersects With Configurations CFG02  |that are w,,s‘s[w th industry-accepted system hardening standards. 5
implement and manage a firewall on servers, where supported. Example
Implement and Manage a Firewall 05 |Mechanisms exist to utilize host-based firewall software, or a similar
44 fmplementationsinclie  vitual remalloperatingsysiem frewal. or o tirkgarty | - Functonsl | ntrsects With Software Firewall D05 ey o all endpoint davicas, where technically fossible. 5
implement and manage a firewall on servers, where supported. Example. .
Implement and Manage a Firewall ’ Web Application Firewall 03 |Mechanisms exist to deploy Web Application Firewalls (WAFs) to provide
44 e Implementation nclude  virtual firewalloperating systm frewal or a i party Functional | Intersects With s W03 e e ovotertion for api st onanac e thronts 5
implement and manage a host-based firewall or port-filtering tool on end-user devices, o ot e e oan e e baseline
3 - - 3 lconfigurations for Technology Assets, Applications and/or Services (TAAS)
45 Implement ang Manage a Firewall it 2 defaul deny rule that arops al rffic except hose services and portsthatare | Functonal | Intersects With Sgg:ﬁ':f;iﬁ)"n"; CFG-02  [{iat are conaistont with industry-accented system hardening Standarde. 5
implement and manage a host-based firewall or port-filtering tool on end-user devices, N
Implement and Manage a Firewall IMechanisms exist to utilize host-based firewall software, or a similar
a5 o anagea it 2 default deny rule that drops al rffic except those services and portsthatare | Functonal | Intersects With Software Firewall D05 e il SOt donicaes whare tathaically fossible. 5
Mechanisms exist to develop, document and maintain secure baseline
[securely manage enterprise assets and software. Example implementations include lconfigurations for Technology Assets, Applications and/or Services (TAAS)
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and that are consistent with industry-accepted system hardening standards.
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure Secure Baseline
46 Assets and Software [Shell (S5H) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With Configurations cre-02 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
e Securely Manage Enterpise [accessing acminisrative inceriaces over secure netwrk prowocos, such o5 56re. | punctional | intersecte with | Least Functionais crogs  [Hechanisms existto confiure systermsto provide anly essentil capablties s
Assets and Software [Shell (S5H) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure unctional | Intersects Wi east Functionality 03 by specifically prohibiting icting the use of ports, p d
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
. Securely Manage Enterprise  [accessing administrative interfaces over secure network profocols, such as Secure Functional | Intersects witn | NomConsole CRY-06 exist to protect the and integrity s

Secure Controls Framework (SCF)

30f12



Set Theory Relationship Mapping (STRM)

CIS Critical Security Controls Version 8.1

Secure Control

ramework (SCF)

version 2025.4_x000a_03/27/2026

FDE Name Focal Document Element (FDE) Descri SCF Control el
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure IMechanisms exist to authorize, monitor and control remote, non-local
46 Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Functional | Intersects With | Remote Maintenance MNT-05 | aintenance and diagnostic activities. 5
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) and
us Securely Manage Enterprise _[aceesa adminSratve Inertaces over secre netork rotocos, such asSeture. | rurcionat | itersectswin | ot Flow Enforcement - | oo [Mechanisms exist o mplement and govern Access Contrl s (ACLs) t0 s
Assets and Software IShell (SSH) and Hypertext Transfer Protocol Secure (HTTPS). Do not use insecure Access Control Lists (ACLs) &m e ot ived plicitly o
Imanagement protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationally essential.
[securely manage enterprise assets and software. Example implementations include
Imanaging configuration through version-controlled Infrastructure-as-Code (1aC) an
a6 Securely Manage Enterprise  [accessing administrative interfaces over secure network protocols, such as Secure cunctional | Intersects with | Inecure Ports, Protocols & | 1o, oo o [Mechanisms exist to mitigate the risk associated with the use of insecure s
Assets and Software Shell S5H) and Hypertext Transte Protocol Secure (WTTFS). Do not use insecure i -6 |ports, protocols and services necessary to operate technology solutions.
ment protocols, such as Telnet (Teletype Network) and HTTP, unless
loperationaly essential
P N N R — [Mechanisms exist to develop, document and maintain secure baseline
lanage default accounts on enterprise assets and software, such as roo figurations for Technology Assets, Applicat dlor S (TAAS)
Manage Default Accounts on Secure Baseline lconfigurations for Technology Assets, Applications and/or Services
47 ladministrator, and other pre-configured vendor accounts. Example implementations | Functional | Intersects With CFG-02  |ihat are consistent with industry-accepted system hardening standards. 5
Enterprise Assets and Software |1 include: disabling default accounts or making them unusable, Configurations yraccepted sy <
Manage Default Accounts on  [1anage default accounts on enterprise assets and software, such as root, Identity & Access IMechanisms exist to facilitate the implementation of identification and
a7 Ememgse Aeoets and Software [administrator, and other pre-configured vendor accounts. Example implementations Functional Subset Of Manageymem AN IACOL |3 or management controls. Pl 10
lcan include: disabling default accounts or making them unusable.
Manage default accounts on enterprise assets and software, such as root,
4z g DR Aoty o1 e e Confaured vendor account. Example maplementations | Functional | ntersect With |  Defaut Authenticators | 1AC-10.g _[MEChanisms exi o ensure default autheticaors are change as partof s
P |can include: disabling default accounts or making them unusable. 2 -
mmetall or Disabre U Mechanisms exist to develop, document and maintain secure baseline
ninstall or Disable Unnecessary figurations for Technology Assets, Applications and/or Services (TAAS)
Uninstall or disable unnecessary services on enterprise assets and software, such as Secure Baseline configurations ay , Applicati i
48 Services on Enterprise Assets and|o; | sed file sharing service, web application module, or service function. Functional | Intersects With Configurations CFG-02lthat are consistent with industry-accepted system hardening standards. 5
Uninstall or Disable Unnecessary IMechanisms exist to configure systems to provide only essential capabilities
Uninstall or disable unnecessary services on enterprise assets and software, such as
48 Services on Enterprise Assets and | 0 e s O o e comvice fachon Functional | Intersects With | Least Functionality CFG03 by specifcally prohibiingorretrictng the use of ports. rotocols, anor 5
[Configure trusted DNS servers on network infrastructure. Example implementations [Mechanisms exist to ensure Domain Name Service (DNS) resolution is
49 (Configure Trusted DNS servers Mlinclude configuring network devices to use enterprise-controlled DNS servers andjor | Functional Equal  |Pomain Name Service (ONS)|  NgT10  |designed, implemented and managed to protect the security of name / 10
P reputable externally accessible DNS servers. Jaddress resolution.
[Enforce automatic device lockout following a predetermined threshold of local failed [Mechanisms exist to develop, i“”'"e"‘ and maintain secure baseline
[authentication attempts on portable end-user devices, where supported. For 1aptops, lconfigurations for Technology Assets, Applications and/or Services (TAAS)
a0 Enforce Automatic Device Lockoutdo not allow more than 20 failed authentication attempts; for tablets and Functional | Intersects With Secure Baseline Cro.0p |t @re consistent with industry-accepted system hardening standards. s
on Portable End-User Devices  [smartphones, no more than 10 failed authentication attempts. Example Configurations.
implementations include Microsoft® InTune Device Lock and Apple® Configuration
Profile maxFailedAttempts
Enforce automatic device lockout following a predetermined threshold of local failed
lauthentication attempts on portable end-user devices, where supported. For laptops, Mechanisms exist o enforce i for consecutive nvald ogin atempts by
Enforce Automatic Device Lockout{do not allow more than 20 failed authentication attempts; for tablets and 2 user during an time period and
410 on Portable End-User Devices 0 more than 10 failed authentication attempts. Example Functional | Intersects With Account Lockout AC22 T e e emtoar o et attempts is 5
implementations include Microsoft® InTune Device Lock and Apple® Configuration lexceeded.
Profile maxFailedAttempts
[Remotely wipe enterprise data from enterprise-owned portable end-user devices when [Mechanisms exist to implement and govern a Bring Your Own Device (BYOD)
411 E;ﬁ’;@i’;ig";d"_‘ﬁzzfg:;:g‘;y |deemed appropriate such as lost or stolen devices, or when an individual no longer Functional | Intersects With B""%;fgé?&’;"swe AST-16  |program to reduce risk associated with personally-owned devices in the 5
lsupports the enterprise. 9 lworkplace.
Enforce Remote Wipe Capability [Remotely wipe enterprise data from enterprise-owned portable end-user devices when Centralized Management O IMechanisms exist to implement and govern Mobile Device Management
211 pe Capability |jeemed appropriate such as lost or stolen devices, or when an individual no longer Functional Subset Of g MDM-01 P 9 9 10
on Portable End-User Devices Mobile Devices (MDM) controls
Jsupports the enterprise.
ity |Remotely wipe enterprise data from enterprise-owned portable end-user devices when
41 Enforce Remote Wipe Capability |eemed appropriate such as lost or stolen devices, or when an individual no longer Functional | Intersects With Remote Purging MDM.05  [Hechanisms exist to remotely purge selected information from mobile 5
on Portable End-User Devices ldevices.
Jsupports the enterprise.
[Ensure separate enterprise workspaces are used on mobile end-user devices, where
a2 Separate Enterprise Workspaces |supported. Example implementations include using an Apple® Configuration Profile or [ ¢ o cqual Separate Mobile Device MDML0 | e O ol device workspace on appiicable 10
on Mobile End-User Devices  [Android™ Work Profile to separate enterprise applications and data from personal a Profiles o tata P
lapplications and data
[Use processes and tools to assign and manage authorization to credentials for user Identity & Access IMechanisms exist to facilitate the implementation of identification and
5 Account Management  [accounts, including administrator accounts, as well as service accounts, to enterprise |  Functional Subset Of " 1AC-01 10
anagement (1AM) laccess management controls.
Jessets and software
lUse processes and tools to assign and manage authorization to credentials for user ‘Automated System Account
5 Account Management laccounts, including administrator accounts, as well as service accounts, to enterprise |  Functional | Intersects With | Management (Directory IAc1s1  [Automated e xroiac PP the of system 5
Jassets and software. rvices) 9 Y
Mechanisms exist to restrict and control privileged access rights for users
Establish and maintain an inventory of all accounts managed in the enterprise. The land Technology Assets, Applications andor Services (TAAS).
inventory mustmust at a minimum include user, administrator accounts, and service
51 Al ang Malntan an e T or o mimam. Shouid cantan he persons nane, userame, | Functonal | ntersects with | Frviesed Account | jac g s
Y lstart/stop dates, and department. Validate that all active accounts are authorized, on o
la recurring schedule at a minimum quarterly, or more frequently.
Establish and maintain an inventory of all accounts managed in the enterprise. The
inventory mustmust at a minimum include user, administrator accounts, and service Mechanisms exist to imventory al prvieged accounts and vaidate that cach
51 Establish and Maintain " laccounts. The inventory, at a minimurm, should contain the person's name, username, | Functional | Intersects With Priviieged Aecount IAC-16.1  |pers elevated privileges is authorized by the appropriate level of 5
vy lstart/stop dates, and department. Validate that all active accounts are authorized, on orgamzat nal management.
la recurring schedule at a minimum quarterly, or more frequently.
N N Mechanisms exist to
lUse unique passwords for all enterprise assets. Best practice implementation includes, (1 Securely manage authenticators for users and devices; and
52 Use Unique Passwords  [at a minimum, an 8-character password for accounts using Multi-Factor Authentication| ~ Functional | Intersects With | Authenticator Management |  IAC-10  [(7) Ensure the strength of < appropriate to the. 5
MFA) and a 14-character password for accounts not using MFA. of the data being accessed
lUse unique passwords for all enterprise assets. Best practice implementation includes, ’
52 Use Unique Passwords |a 3 i, af 3-characer password for accounts uang MUK Factor Authemticaton|  Functional | ntersects witn | Possuordased a0, [Mechanisms exit to enorce complety, length and fespan considerations s
(MFA) and a 14-character password for accounts not using MFA. 9 P
- [Delete or disable any dormant accounts after a period of 45 days of inactivity, where . ; 3 [Automated mechanisms exist to disable inactive accounts after an
53 Disable Dormant Accounts |07 | Functional Equal Disable Inactive Accounts | 1AC-15.3 s oeled mechanisme exstle 10
[Mechanisms exist to restrict and control privileged access rights for users
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise Privileged Account Jand Technology Assets, Applcations andior Services (TARS)
54 to Dedicated Administrator  fassets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With | Tvieged AECOUTL 1AC16 5
lproductivity suite use, from the user's primary, non-privileged account 9
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise IMechanisms exist to utilize the concept of least privilege, allowing only
54 to Dedicated Administrator  fassets. Conduct general computing activities, such as internet browsing, email, and Functional | Intersects With Least Privilege 1AC21  [authorized access to processes necessary to accomplish assigned tasks in 5
Accounts lproductivity suite use, from the user’s primary, non-privileged account. laccordance with organizational business functions.
Restrict Administrator Privileges [Restrict administrator privileges to dedicated administrator accounts on enterprise y
sa o Declioted Adiniatator sSsets. Conducs ganeral ompuiing achics, sueh a3 pXeme: srowsing.emat,and | Functonal | Interscts witn | NOMPrVIeged Access for | 1 5 |Mechanisms exist o prohibt privileged users ffom using prvieged account, s
Accounts lproductivity suite use, from the user's primary, non-privileged account. Y P 9 Y
[Establish and maintain an inventory of service accounts. The inventory, at a minimum, Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
55 Establish and Maintain an _ must contain department owner, review date, and purpose. Perform service account | gynctional | Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
Inventory of Service Accounts  [reviews to validate that all active accounts are authorized, on a recurring schedule at e o ) 12
la minimum quarterly, or more frequently. 9 9 d
Mechanisms exist to identify and authenticate third-party Technology Assets,
ectablish and aintain an inventory of service accounts. The inventory, at a minimurn, e e e o dentTy ey
Establish and Maintain an  |must contain department owner, review date, and purpose. Perform service account
55 Inventory of Service Accounts |reviews to validate that all active accounts are authorized, on a recurring schedule at | Functional | Intersects With "a""cyaggf‘:”a"rlg/gayr‘;sesfl‘ées IAC-05 5
la minimum quarterly, or more frequently. L
(TAAS)
Establish and maintain an inventory of service accounts. The inventory, at a minimum,
. Establsh and Maintin an_ s Contam deparimen owner vt date and purpose.Perorms corice stount | puncional | ntersecto iy | Prvleged Account | c.pq 1 [Mechanisms exist to inventory ll privieged sccounts and valiate that each s
Inventory of Service Accounts [reviews to validate that all active accounts are authorized, on a recurring schedule at Inventories sr o ationel e Zmemg Y pprop!
la minimum quarterly, or more frequently. 9 9
56 Centralize Account Management |Centralize account management through a directory or identity service. Functional Subset OF \dentity & iy 1ac01  [echanisms exist to faciltate the implementation of identification and 10
Authenticate, Authorize and [Mechanisms exist to strictly govern the use of Authenticate, Authorize and
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With VA IAC-01.2  |Audit (ARA) solutions, both on-premises and those hosted by an External 5
Service Provider (ESP)
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
Users
identifier Management (User Mechanisms exist to govern naming standards for usernames and
56 Centralize Account Management [Centralize account management through a directory or identity service. Functional | Intersects With romager G090 et Aolcations mrcior Sonices (TARG) 5
‘Automated System Account
56 Centralize Account Management |Centralize account management through a directory or identity service. Functional | Intersects With | Management (Directory 1AC15.1  [Automated mechanisms exist to support the of system 5
T laccounts (e.g., directory services).
lUse processes and tools to create, assign, manage, and revoke access credentials and
Identity & Access y IMechanisms exist to facilitate the implementation of identification and
6 Access Control Management  privileges for user, administrator, and service accounts for enterprise assets and Functional Subset Of e o) AC0L e e ot 10
[Mechanisms exist to enforce Role-Based Access Control (RBAC) for
lUse processes and tools to create, assign, manage, and revoke access credentials and Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
6 Access Control Management  privieges or user, adminstator, and service accourts for enterprise assets and Functional | Intersects With oo IAC0B  |access to ndividuals assigned specific roles with legitimate business needs 5
lsoftware.
lUse processes and tools to create, assign, manage, and revoke access credentials and ‘Automated System Account
6 Access Control Management  |privileges for user, administrator, and service accounts for enterprise assets and Functional | Intersects With | Management (Directory lac151  [Automated exist to support the of system 5
laccounts (e.q., directory services).
jsoftware. Services)
or Establish an Access Granting _[Establish and follow a documented process, preferably automated, for granting access| ¢ vl User Provisioning & De- 1Ao7 |Mechanisms exist to utiize a formal user registration and de-registration 0
Process 0 enterprise assets upon new hire o role change of a user. q Provisioning |process that governs the assignment of access rights.
Establish and follow a process, preferably automated, for revoking access to
62 Establish an Access Revoking  [enterprise assets, through disabling accounts immediately upon termination, rights Functiona! caual User Provisioning & De- 1AC.07  |Mechanisms exist to utilize a formal user registration and de-registration 0
Process Irevocation, or role change of a user. Disabling accounts, instead of deleting accounts, q Provisioning lprocess that governs the assignment of access rights,
Imay be necessary to preserve audit trails.
[Automated mechanisms exist to enforce MUK-Factor Authentication (MFA)
1) Remote network access;
. [Require all externally-exposed enterprise or third-party applications to enforce MFA, i
63 Re‘g‘;‘;ig";z“g’;i’;ﬂz:”” [where supported. Enforcing MFA through a directory service or SSO provider is a Functional Equal Fa“"('M“‘F‘ﬁ)“E"t“a““" 1AC-06  |(2) Third-party Technology Assets, Applications andor Services (TAAS); and/ 10
[ratisfactory implementation of this Safeguar 5) Non-console access to critical TAAS that store, transmit and/or process
sensitive/regulated data.
[Automated mechanisms exist to enforce Multi-Factor Authentication (MFA]
or:
(1) Remote network access;

64 Require MFA for Remote Network [ ic A for remote network access. Functional cqual MultFactor Authentication | .o (2 Tir-party Technology Assets, Applicatons andor Services (TAS) and/ 10
) Non-console access o criial TAAS tht store ransmit anjor process
sensitive/regulated dat

65 Require MFA for Administrative [Require MFA for all administrative access accounts, where supported, on all enterprise | ¢ .o cqual | Network Access to Privileged| xc o6.1 exist to utilize Multi-Factor Authentication (MFA) to authenticate 0

lassets, whether managed on-site or through a service provider. q Inetwork access for privileged accounts.
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Establish and Maintain an

[Establish and maintain an inventory of the enterprise’s authentication and

[Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:

(1) Accurately reflects the current TAASD in use;

(2) dentifes authorized software products. including business justification

5y 1 2 the level of granularity deemed necessary for tracking and reporting;

66 Inventory of Authentication and [authorization systems, including those hosted on-site or at a remote service provider. | Functional | Intersects With Asset Inventories AST02 (2] includes organization-defined information deemed necessary to achieve 5
Authorization Systems  [Review and update the inventory, at a minimum, annually, or more frequently. effective property accountability; an
(5) Is available for review and audit by designated organizational personnel.
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and
o Inventoy o AEhaRcation and. Eutharatn Sy, ciodig e hesied oo o ot & reimote somie provder, |  Functonal | subsetor | emityGAccess | oy [Mechanisms exito acltte the mplementaton of dentiication and 1
Authorization Systems [Review and update the inventory, at a minimum, annually, or more frequently. 9 9 -
Establish and Maintain an  [Establish and maintain an inventory of the enterprise’s authentication and Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
66 Inventory of Authentication and [authorization systems, including those hosted on-site or at a remote service provider. | Functional | Intersects With icate, IAC-01.2  |Audit (AAA) olutions, both on-premises and those hosted by an External 5
udit (AAA)
Authorization Systems  [Review and update the inventory, at a minimum, annually, or more frequently. Service Provider (ESP).
Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
67 Centralize Access Control  |CeNtTalize access control for all enterprise assets through a directory service or SSO Functional | Intersects With Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
rovider, where supported o cation for L (AAn) orgz
[Mechanisms exist to provide a transparent authes (.. Single Sign-
[Centralize access control for all enterprise assets through a directory service or SSO Single Sign-On (550) . (O (550 capability to the organizations Tachnology Assete, Applications
67 Centralize Access Control  [Ceniralize access control | Functional | tersects Wit | 1 o9 RGO o0k on | 1AC131 fon (550) capailty o the org gy Assets, Appl 5
[Centralize access control for all enterprise assets through a directory service or S50 Federated Credential Mechanisme et o federate credenils to alow cross organization
6.7 Centralize Access Control [C¥0tTallze secess contol | Functional | Intersects With 1AC13.2 ot o federate credentials 5
[Define and maintain role-based access control, through determining and documenting ?::;‘:‘;"EQ'T/SAES);‘::;“AEE(ITJE(E;‘;‘Eézfjiids:;i:s/sr‘:;:g%(;::&’ tfgrresmn
§ lthe access rights necessary for each role within the enterprise to successfully carry § . ]
6.8 Define and Maintain Role-Based |, jr¢ accigned duties. Perform access control reviews of enterprise assets to validate | Functional Equal Role-Based Access Control | s g5 [access to individuals assigned specific roles with legitimate business needs. 10
Access Control (RBAC)
lthat all privileges are authorized, on a recurring schedule at a minimum annually, or
more frequently.
Develop a plan to continuously assess and track vulnerabilities on all enterprise assets Vunerabilty & Patch
7 Continuous Vulnerability  |within the enterprise’s infrastructure, in order to remediate, and minimize, the window | ¢ oo Subset OF Management Program VpM.o1  [Mechanisms exist to facilitate the implementation and monitoring of 10
Management lof opportunity for attackers. Monitor public and private industry sources for new threat, SPMP) \vulnerability management controls.
land vulnerability information.
Develop a plan to continuously assess and track vulnerabilities on all enterprise assets
B Continuous Vulnerability  [within the enterprise’s infrastructure, in order to remediate, and minimize, the window | ¢ .o | Continuous Vulnerability | o o0 [Mechanisms exist to address new threats and vulnerabilites on an ongoing S
nage lof opportunity for attackers. Monitor public and private industry sources for new threat| Remediation Activities lbasis and ensure assets are protected against known attacks.
land vulnerability information
Establish and Maintaina___[Establish and maintain a documented vulnerability management process for Vulnerability & Patch
71 Vulnerability Management  |enterprise assets. Review and update documentation annually, or when significant Functional Subset Of Management Program VPM-01 :"j;’;;“bm; exist to facllitate the implementation and monitoring of 10
ss lenterprise changes occur that could impact this Safeguard. (VPMP) 9
2 Establish and Maintaina __[Establish and maintain a risk-based remediation strategy documented in a Functiona! . Vuinerability Remediation | ooz | Mechanisms exist to ensure that vuinerabilities are properly identified, 0
process, with monthly, or more frequent, reviews. a Process tracked and remediated
Mechanisms exist to conduct software patching for all deployed Technology.
Perform Automated Operating ~[Perform operating system updates on enterprise assets through automated patch Software & Firmware s A e e D o a0 aepioyed
73 System Patch Management | management on a monthly, or more frequent, basis. Functional Equal Patching VPN-05 PP g (TAS) g 10
[Mechanisms exist to conduct software patching for all deployed Technology
4 Perform Automated Application [Perform application updates on enterprise assets through automated patch Functional | Intersects with | Software & Firmware UpM.05  [Rsseta, Appiications andlor Services (TAAS). including fimware s
tch Managemen imanagement on a monthly, or more frequent, basis.
perform Automated Appiication peform application updates on enterprise asses trough automated patch Centralized Management of
7.4 PR SRS Gt st Functional | Intersects with | Gentralized Management of | - ypy.o5.1  |mechanisms exist to centrally-manage the flaw remediation process. 5
Perform Automated Application [Perform application updates on enterprise assets through automated patch . Automated Remediation lAutomated mechanisms exist to determine the state of system components
74 Patch Management management on a monthly, or more frequent, basis. Functional | Intersects With VPM-052 " |uith regard to flaw remediation. s
Perform Automated Application [Perform application updates on enterprise assets through automated patch . Automated Software & y lAutomated mechanisms exist to install the latest stable versions of security-
74 tch Management management on a monthly, or more frequent, basis. Functional | Intersects With Firmware Updates VPM-05.4 | elevant software and firmware updates. s
Perform Automated Vulnerability
Perform automated vulnerability scans of internal enterprise assets on a quarterly, or . ; . 06 [Mechanisms exist to detect vuinerabilities and configuration errors by routine]
7 Scans of Internal ENterprise  |uore frequent, basis. Conduct both authenticated and unauthenticated scans. Functional | Intersects With | - Vulnerability Scanning VPM06 | uinerability scanning of systems and applications. s
IMechanisms exist to perform quarterly internal vulnerability scans, which
s Perform Automated VUInerabil leform automoted vulnerabiy scans o nternal entrpris assets on a quartery, or | oo [ mal Vuinerabily | youeopy [ odee ol Scoments of e 01ganiaton’s memal newort, 55 wel ot s
ntemal Enterp Imore frequent, basis. Conduct both authenticated and unauthenticated scans. Assessment Scans rescans until passing results are obtained or all “high” vulnerabilities are
resolved, as defined by the Common Vulnerability Scoring System (CVSS),
Perform Automated Vulnerability ’
PPerform automated vulnerability scans of externally-exposed enterprise assets. IMechanisms exist to detect vuinerabilities and configuration errors by routine
78 Scans of Externally-Exposed  loetorm scans on a monthly, or more frequent, basis. Functional | Intersects With | - Vulnerability Scanning VPM-06 | uinerability scanning of systems and applications. s
Enterprise Assets
[Mechanisms exist to perform quarterly external vulnerability scans (outside
Perform Automated Vulnerability § the organization's network looking inward) via a reputable vulnerability
76 Ceame of Sty bxpesed” perorm automated vinerabity scans of extermaly-exposed enterpriseasses. Fonctonal | Inersects i | BTl Vnerabity | oy 0 6 el s resuts are oworned or s
Enterprise Assets . quent, basis. all *high” vulnerabilities are resolved, as defined by the Common
|Vulnerability Scoring System (CVSS)
. Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Functional | ntersects with | Vulnerability Remedia Uph.02  [Mechanisms exist to ensure that vulnerabiliies are properly identified, s
Vulnerabilities imonthly, or more frequent, basis, based on the remediation process, Process tracked and remediated
. Remediate Detected Remediate detected vulnerabilities in software through processes and tooling on a Functional | intersects with | Continuous Vulnerability | oy o [Mechanisms exist to address new threats and vulnerabilities on an ongoing 5
Vulnerabilities imonthly, or more frequent, basis, based on the remediation process. Remediation Activities lbasis and ensure assets are protected against known attacks
Collect,aert,review,and retan audit logs of everts that could hp detect [Mechanisms exist to facilitate the implementation of enterprise-wide
8 Audit Log Management (Goliect alert review, and retain audi Functional Subset Of Continuous Monitoring mon-oL [Hechanisme exie 10
[Establish and maintain a documented audit log management process that defines the [Mechanisms exist to review event logs on an ongoing basis and escalate
cotablih and Maintain an Auci [ENEETBIS'S 000ing Fequirements. At minimum. adaress the collection. review. and incidents in accordance with established tmelines and procedures.
81 2blish and Maintain an Audit |retention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Security Event Monitoring | MON-01.8 5
9 0f lannually, or when significant enterprise changes occur that could impact this
|safeguard.
Establish and maintain a documented audit log management process that defines the.
lenterprise’s logging requirements. At a minimum, address the collection, review, and IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
8.1 Establish and Maintain an Auditketention of audit logs for enterprise assets. Review and update documentation Functional | Intersects With | Ceptralized Collection of MON-02  [similar automated tool, to support the centralized collection of security- 5
9 0 lannually, or when significant enterprise changes occur that could impact this Y & related event logs.
[safeguard.
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management - [Mechanisms exist to facilitate the implementation of enterprise-wide
82 Collect Audit Logs e g e (et lodng, per (e enie Functional Subset Of Continuous Monitoring MON-01 [ ing controls. 10
) [Mechanisms exist to generate, monitor, correlate and respond to alerts from
52 Collct Auait Logs[COlct uditogs, Ensure that logaing, per the nterprise’s audt 109 management | puncional | ntersects with | System Generated Alets |  HON-L&  |prycal cypasecoriy dots protecion and supply enom actwies 1 acheve s
P g P lintegrated situational awareness.
. [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management Centralized Collection of ¢
82 Collect Audit Logs e g et e ot Functional | Intersects with | CZEro7ed Coection MON-02 similar automated tool, to support the centralized collection of security- 5
related event logs.
[Collect audit logs. Ensure that 10gging, per the enterprise’s audit log management System-Wide / Time- - [Automated mechanisms exist to compile audit records into an organization-
82 Collect Audit Logs lprocess, has been enabled across enterprise assets Functional | Intersects With | ¢orelated Audit Trail MON-027 |yide audit trail that is time-correlated. 5
Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
1) Establish what type of event occurred;
[Collect audit logs. Ensure that logging, per the enterprise’s audit log management o5 |(2) When (date and time) the event occurred;
82 Collect Audit Logs process, has been enabled across enterprise assets. Functional | Intersects With | Content of Event Logs MON-03 |(5) Where the event occurred; 5
(4) The source of the event;
5) The outcome (success or failure) of the event; an
&) The ety of any veerisublect petociated with the event
- - [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the Centralized Collection of § y
83 Storage lenterprise’s audit log management process. Functional | Intersects with | C7Ero/#ed Collection MON-02  similar automated tool, to support the centralized collection of security. 5
related event logs
Ensure Adequate Audit Log  [Ensure that logging destinations maintain adequate storage to comply with the . 0s | Mechanisms exist to allocate and proactively manage sufficient event log
83 lenterprise’s audit log management process. Functional | Intersects With | Event Log Storage Capacity | MON-04 |qt;rage capacity to reduce the likelihood of such capacity being exceeded. 5
[Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
tandardize time synchronization Configure at east two synchronized time sources Centralized Collection of y
84 Time e e oot oty Functional | Intersects with | CJL2eed Corection MON-02  similar automated too, to support the centralized collection of security. 5
related event logs.
time synchronization. Configure at least two synchronized time sources Synchronization With IMechanisms exist to synchronize internal system clocks with an authoritative
84 Time Syn: lacross enterprise assets, where supported. Functional | Intersects With | »horitative Time Source | MON071 ltime source: s
[Configure detailed audit logging for enterprise assets containing sensitive data Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, destination Functional | Intersects with | Ceptralized Collection MON-02  similar automated tool, to support the centralized collection of security- 5
laddresses, and other useful elements that could assist in a forensic investigation. Y 93 Irelated event logs.
[Mechantsms exist fo configure Technology Assets, Applications andjor
Services (TAAS) to produce event logs that contain sufficient information to,
at & minimum:
(Configure detailed audit ogging for enterprise assets containng sensiive data. e e e
85 Collect Detailed Audit Logs  [Include event source, date, username, timestamp, source addresses, on Functional | Intersects With |  Content of Event Logs MON-03 (i3] e e et e 5
laddresses, and other useful elements that could assist in a forensic inve: ) T e e
5) The autcome (success of failure) of the event; and
(6) The identity of any user/subject associated with the event.
Contralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
86 Collect DNS Query Audit Logs ~[Collect DNS query audit logs on enterprise assets, where appropriate and supported. |  Functional | Intersects witn | - CSgirazeq Colection MON-02  similar automated tool, to support the centralized collection of security- 5
related event logs.
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
86 Collect DNS Query Audit Logs ~[Collect DNS query audit logs on enterprise assets, where appropriate and supported. |  Functional | Intersects With |o{Pte9i3ton of seoapning & | won-oz.3 - |2nalvee of vuneraplity scanners, network performence, system monitoring 5
lunusual activity.
Contralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
87 Collect URL Request Audit Logs  [Collect URL request audit logs on enterprise assets, where appropriate and supported. |  Functional | Intersects with | Ceptralized Collection MON-02 similar automated tool, to support the centralized collection of security- 5
Y 9 related event logs.
[Automated mechanisms exist to integrate the analysis of audit records with
Integration of Scanning & analysis of vulnerability scanners, network performance, system monitoring
87 Collect URL Request Audit Logs |Collect URL request auit logs on enterprise assets, where appropriate and supported. |  Functional | Intersects With |o{Pte9i3ton of seapning & | won-oz.3 - |2nalves of vuneraplity scanners, network performence, system monitoring 5
lunusual activity.
- - [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
[Collect command-line auit logs. Example implementations include collecting audit Centralized Collection of
88 Collect Command-Line Audit Logs [ C0 T e g e e et Functional | Intersects with | CZErolzed Colection MON-02  fimiar automated oo tosupport the centralize colection ofsecury- 5
[Collect command-line audit logs. Example implementations include collecting audit . ; IMechanisms exist to log and review the actions of users and/or services with
88 Collect Command-Line Audit Logs [0 LoF 0 B s e ministrative tevrals Functional | Intersects With |Privileged Functions Logging|  MON-03.3 |jechanisms exist & 5
[Centralize, to the extent possible, audit log collection and retention across enterprise Centralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
89 Centralize Audit Logs  [assets in accordance with the documented audit log management process. Example |  Functional Equal tralized Collection MON-02  similar automated tool, to support the centralized collection of security- 10
implementations include leveraging a SIEM tool to centralize mult\p\e \ug sources. Y 95 related event logs.
8.10 Retain Audit Logs [Retain audit logs across enterprise assets for a minimum of 90 days. Functional Intersects With | Event Log Storage Capacity | MON-04  |Mechanisms exist to allocate and proactively manage sufficient event log 5

Istorage capacity to reduce the likelihood of such capacity being exceeded.
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IMechanisms exist to retain event logs for a time period consistent with
1o |records retention requirements to provide support for after-the-fact
8.10 Retain Audit Logs Retain audit logs across enterprise assets for a minimum of 90 days. Functional | Intersects With | Event Log Retention OO e At v e ke aneiiary and 5
lcontractual retention requirements.
IConduct reviews of audit logs to detect anomalies or abnormal events that could § lAutomated mechanisms exist to centrally collect, review and analyze audit
811 Conduct Audit Log Reviews | gicate a potential threat. Conduct reviews on a weekly, or more frequent, basis. Functional Equal Central Review & Analysis | MON-02.2 " |racorgs from multiple sources 10
[Collect service provider logs, where supported. Example implementations include Contralized Collection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
812 Collect Service Provider Logs  [collecting authentication and authorization events, data creation and disposal events, |  Functional | Intersects ith | ~Ceptralized Collection MON-02  [similar automated tool, to support the centralized collection of security- 5
Jan Y 9 related event logs.
[Automated mechanisms exist to correlate both technical and non-technical
ot s oo iz ot whrs o e munm vege [ L o vt | oo SR o e o sty Sk o |
Vi Vi 9 9 icati 3 d 4 isp g uncti i Information 5 SIEM) or similar automated tool, to enhance organization-wide situational
[and user management events
lawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
9 9 g P d |other Monitoring Information| +3 land other sources to further enhance the ability to identify inappropriate or
land user management events
Junusual activity.
improve protections and detections of threats from email and web vectors, as these
Email and Web Browser Unsupported Internet IMechanisms exist to allow only approved Internet browsers and email clients
9 and Web b o caportuiie o ltackers to manipuate human betavor trough irect Functional | Intersects With | 5 UnSuPPOTIEd IMEIEr | crG0a2 [feshanieme X 5
il and Web Browser | PTOVE protections and detections of threats from email and web vectors, as these exist to utilize nd spam protection
9 and wwen br lare opportunities for attackers to manipulate human behavior through direct Functional | Intersects With | Phishing & Spam Protection |  END-08 |to detect and take action on unsolicited messages transported by electronic 5
Improve protections and detections of threats from email and web vectors, as these IMechanisms exist to define rules of behavior that contain explicit restrictions
9 Email and Web Browser & opportunities for attackers to manipulate human behavior through direct Functional | Intersects With |  S0cial Media & Social HRS-05.2 |on the use of social media and networking sites, posting information on 5
Protections Networking Restrictions
lengagement. lcommercial websites and sharing account information.
improve protections and detections of threats from email and web vectors, as these
Email and Web Browser Detonation Chambers IMechanisms exist to utilize a detonation chamber capability to detect and/or
9 and dreo B lare opportunities for attackers to manipulate human behavior through direct Functional | Intersects With oo RIS e e s oo o o o 5
[Mechanisms exist to force Internet-bound network traffic through a proxy
9 Emailand Web Browser L S bkers to manipulate husnan behovir trovg arect oo Functional | Intersects With | DNS & Content Filt NET-18  [device (e.9. Policy Enforcement Point (PEP)) for URL content filtering and 5
Protections portuniti ipulate hu vior through di unctional | Intersects Wi ontent Filtering “18 DN filtering to limit a user's ability to connect to dangerous or prohibited
[engagemen Internet sites.
improve protections and detections of threats from email and web vectors, as these
Email and Web Browser IMechanisms exist to include awareness training on recognizing and reporting
9 ond dren B lare opportunities for attackers to manipulate human behavior through direct Functional | Intersects With | Social Engineering & Mining | SAT-02.2 ~ [NSChanisTs xS 6 include awareness training on recognizing ano 5
Ensure Use of Only Fully __ |Ensure only fully supported browsers and email clients are allowed to execute in the
o1 Suppored Browaars and Email enterron. oy g e bes version o rowsers s ervl chen provided Fonctonal | Inersectswith |, Unsupported nternet | o, 5 |Mechanisms exst o allow oly approved Intert browsers and email clents s
Clients hrough the vendor. V-
Ensure Use of Only Fully __ |Ensure only fully supported browsers and email clients are allowed to execute in the
Restrict Roles Permitted To y IMechanisms exist to configure systems to prevent the installation of
91 Supported Browsers and Emalfeterprise. only using the latet version o browsers and emall clents provided Functional | Intersects With ROIES drermit CRG05.2 e O e et oy o e leged waat o aariice 5
e hrough the vendor.
[Mechanisms exist to force Internet-bound network traffic through a proxy
lUse DNS filtering services on all end-user devices, including remote and on-premises s |device (e.q., Policy Enforcement Point (PEP)) for URL content filtering and
92 Use DN Filtering Services |, ot 'to block access to known malicious domains. Functional Equal DNS & Content Filtering NET-18 DN filtering to limit a user's ability to connect to dangerous or prohibited 10
Iinternet sites.
enforce and update network-based URL filters to limit an enterprise asset from IMechanisms exist to force Internet-bound network traffic through a proxy
03 Maintain and Enforce Network-  [connecting to potentially malicious or unapproved websites. Example implementations| ¢ cqual ONS & Content Filterin NET.1g  |device (e.0. Policy Enforcement Point (PEP) for URL content filtering and 10
Based URL Filters include category-based filtering, reputation-based filtering, or through the use of block q 9 IDN filtering to limit a user's ability to connect to dangerous or prohibited
lists. Enforce filters for all enterprise assets. Internet sites.
Restrict Unnecessary or .
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary Unsupported Internet IMechanisms exist to allow only approved Internet browsers and email clients
94 Unauthorized Browser and Email |y ucer or email client plugins, extensions, and add-on applications. Functional | Intersects With | 5o cere & Email Clients | 76042 |to run on systems. 5
Client Extensions
Restrict Unnecessary or -
Restrict, either through uninstalling or disabling, any unauthorized or unnecessary . Restrict Roles Permitted To g IMechanisms exist to configure systems to prevent the installation of
o4 Unauthorized Browser and Email lorowser or email client plugins, extensions, and add-on applications, Functional | Intersects With Install Software CFG-05-2fsoftware, unless the action is performed by a privileged user or service. s
Restrict Unnecessary or Mecharisms cxist o define acceptable and unacceptable vles of befavior
o4 Unoutvonsed Browser o Emoil [ESc ether through unintaling or isabing, any unauhoreed or umecessary | ynctonal | inersects With | Rules of behavior | HRS.05.1 [forthe usm o g s
Client Extensions w i plugins, extensions, -on applicati lbehavior.
Restrict Unnecessary or _ lpacirict either through uninstalling or disabling, any unauthorized or unnecessary
9.4 Unauthorized Browser and Email B B enions, ang 0d.on applcatons Functional | Intersects With | Use of Critical Technologies |  HRS-05.4 |Mechanisms exist to govern usage policies for critical technologies 5
IMechanisms exist to validate the legitimacy of email communications
o ey e e e e the S0P ement . Sender Policy Framework through configuring a Domain Naming Service (DNS) Sender Policy
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Poli Functional | Intersects With NET-10.3 5
B o D M) oo (SPF) [Framework (SPF) record to specify the IP addresses and/or hostnames that
V- lare authorized to send email from the specified domain.
(To lower the chance of spoofed or modified emails from valid domains, implement Domain-Based Message IMechanisms exist to implement domain signature verification protections
95 Implement DMARC IDMARC policy and verification, starting with implementing the Sender Policy Functional | Intersects With | Authentication Reporting | NET-20.4  [that authenticate incoming email according to the Domain-based Message 5
FFramework (SPF) and the DomainKeys Identified Mail (DKIM) standards. and Conformance (DMARC) lAuthentication Reporting and Conformance (DMARC).
[Mechanisms exist to utiize spam protection
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Phishing & Spam Protection |  END-08 [t dukact ant take action o analched messages tansporsed by Hecironc 5
. Detonation Chambers 15 [Mechanisms exist to utilize a detonation chamber capability to detect and/or
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With e e ROLS e e Ao o ber cona 5
. IMechanisms exist to monitor and control communications at the external
96 Block Unnecessary File Types ~[Block unnecessary file types attempting to enter the enterprise’s email gateway. Functional | Intersects With | Boundary Protection ET03 o ot oy oot b s e e 5
Network Inrusion
< email . IMechanisms exist to employ Network Intrusion Detection / Prevention
96 Block Unnecessary File Types  [Block unnecessary file types attempting to enter the enterprise’s email gateway. Functonal | intesectswen | Datecion | Preventon BT 08 o e o et o et e mmork 5
[Mechanisms exist to utiize spam protection
Deploy and Maintain Email Server|Deploy and maintain email server anti-malware protections, such as attachment y
97 e o o et Functional | tersects Wit | Pishing & Spam Protection | END-08 o dtect and take action on e messapes tanaporsed by Hetstonc 5
07 Deploy and Maintain Email Server|Deploy and maintain email server anti-malware protections, such as attachment cunctional | Intersects with | Detonation Chambers [RO-15 | Mechanisms exist to utilize a detonation chamber capabilty to detect andfor s
Anti-Malware Protections  [scanning and/or sandboxing. i (Sandboxes) block potentially-malicious files and email attachments
Prevent or control the installation, spread, and execution of malicious applications, Endpoint Device y xist to facilitate the implementation of Endpoint Device
0 Malware Defenses lcode. or scripts on enterprise assets. Functional Subset Of Management (EDM) ENp-oL (EDM) controls. o
PPrevent or control the installation, spread, and execution of malicious applications, y Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
10 Malware Defenses lcode, or scripts on enterprise assets. Functional | Intersects With Measures END-02  Jsaety of endpoint devices. >
PPrevent or control the installation, spread, and execution of malicious applications, Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
10 Malware Defenses lcode, or scripts on enterprise assets. Functional | Intersects With (Anti-Malware) END04 | malicious code. s
IDeploy and Maintain Anti-Malware| Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
101 saintein ! Deploy and maintain anti-malware software on all enterprise assets. Functional Equal fretreni, EnDo4  |Mechanisms ex 10
(Configure Automatic Anti-Malware| y Automatic Antimalware y lAutomated exist to update including
102 e Updatea |Configure automatic updates for anti-malware signature files on all enterprise assets. | Functional Equal atere Updates END-04.1 e e o 10
[Mechanisms exist to develop, document and maintain secure baseline
lconfigurations for Technology Assets, Applications and/or Services (TAAS)
103 Disable Autorun and Autoplay for |nisable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With Sgg:ﬂ':‘f;ﬁ)"""; CFG02  [(hat are concistent with industry-accepted system hardening standards. 5
Disable Autorun and Autoplay for Endpoint Protection [Mechanisms exist to protect the confidentiality, integrity, availability and
103 Autorun and auto bisable autorun and autoplay auto-execute functionality for removable media Functional | Intersects With Enp-0z  [Mechanioms st 0 prote 5
[Mechanisms exist to develop, document and maintain secure baseline
(Configure Automatic Anti-Malware| Secure Baseline echnology Assets, Applications and/or Services (TAAS)
10.4 Seanning of Removable Media |Configure anti-malware software to automatically scan removable media Functional | Intersects With Configurations. CFG02  |that are consistent with industry-accepted system hardening standards. 5
(Configure Automatic Anti-Malwarel § Endpoint Protection 0p  |Mechanisms exist to protect the confidentiality, integrity, availability and
104 e  Remmuablt e, Configure anti-malware software to automatically scan removable media. Functional | Intersects With it Prote D02 e etoes 5
(Configure Automatic Anti-Malware| Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
10.4 o DIt Mg Configure anti-malware software to automatically scan removable media. Functional | Intersects With fretE e, END.oa  [Mechanisms ex 5
[Mechanisms exist to ensure that anti-malware technologies are continuously
(Configure Automatic Anti-Malware| running in real-time and cannot be disabled or altered by non-privileged
10.4 o able Mg Configure anti-malware software to automatically scan removable media. Functional | Intersects With |  Always On Protection D047 | O O o ror et b et emer o DO s 5
for a limited time perio;
Fechanisms e o Gevelop, document and maniai secure boseine
Enable anti-exploitation features on enterprise assets and software, where possible, Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
105 Enable Anti-Exploitation Features jsuch as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With Pl CFG02 [ oot aith e bt Sostom hordon ety 5
[Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™
fEnable anti-exploitation features on enterprise assets and software, where possible,
105 Enable Anti-Exploitation Features [such as Microsoft® Data Execution Prevention (DEP), Windows® Defender Exploit Functional | Intersects With Endpoint Protection END-02  [Mechanisms exist to protect the integrity, availability and 5
|Guard (WDEG), or Apple® System Integrity Protection (SIP) and Gatekeeper™ Y poil d
Centrally Manage Anti-Malware y . Centralized Management of ’ y
106 ‘anage Ar [centrally manage anti-malware software Functional Equal e Managementof | D043 |Mechanisms exist to centrally-manage antimalware technologies, 10
Use Behavior-Based Anti-Maware Heuristic / Nonsignature- [Mechanisms exist to utilize heuristic / nonsignature-based antimalware
107 lUse behavior-based anti-malware software. Functional Equal Atic | Nonslgnat END-04.4 [iSChaneme exXet o 10
[Mechanisms exist to facilitate the implementation of contingency planning
eetablich and maintain dat ces sufficent t rest . . Continui lcontrols to help ensure resilient Technology Assets, Applications and/or
stablish and maintain data recovery practices sufficient to restore in-scope enterprise] usiness Continuity o1 |Services (TAAS) (e.. Continuity of Operations Plan (COOP) or Business
u Data Recovery lassets to a pre-incident and trusted state. Functional SUBSEEOf  |yanagement System (BCMs)|  BOD-0L e e e Rattueny (Ge1ony piaybooia) 10
1 Data Recoveny [Establish and maintain data recovery practices sufficient to restore In-scope enterprise| ¢\ i) Subset OF Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
very Jassets to a pre-incident and trusted state. uncti u i - isms exi i imp on protection
Establish and maintain data recovery practices sufficient to restore in-scope enterprise Endpoint Protection [Mechanisms exist to protect the confidentiaiity, integrity, availability and
u Data Recovery Jassets to a pre-incident and trusted state. Functional | Intersects With END02 |safaty of endpoint devices. s
Mechanisms exist to facilitate the implementation of contingency planning
stablish and maintain a data recovery process. In the process, address the scope of ) controls to help ensure resilient Technology Assets, Applications and/or
1 Establish and Maintain a Data _|data recovery activities, recovery prioritization, and the security of backup data Functiona! Subset Of Business Continuity BCD.01  [Services (TAAS) (e.., Continuity of Operations Plan (COOP) or Business 10
Recovery Process Review and update documentation annually, or when significant enterprise changes Management System (BCMS)| Continuity & Disaster Recovery (BC/DR) playbooke)
loccur that could impact this Safeguart
[Mechanisms exist to create recurring backups of data, software and/or
Perform automated backups of in-scope enterprise assets. Run backups weekly, or 11 |system images, as well as verify the integrity of these backups, to ensure the
112 Perform Automated Backups  |o,rc frequently, based on the sensitivity of the data, Functional Equal Data Backups BED-LL |oVailability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOS)
Protect recovery data with equivalent controls to the original data. Reference Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
13 Protect Recovery Data lencryption o data separation, based on requirements. Functional | Intersects With Integrity BED-LLL Jhackup process, as well as the integrity and availability of the data. 5
PProtect recovery data with equivalent controls to the original data. Reference c xist to prevent the disclosure
13 Protect Recovery Data |01 oet o0 e ke e o o e Functional | Intersects With | Cryptographic Protection |  BCD-11.4 |S/PLograplic mechamams exist o prover 5
Protect recovery data with equivalent controls to the original data. Reference Applications andjor Services e S e e = o o1
.12 [Technology Assets, Applications and/or Services (TAAS) to a known state
13 Protect Recovery Data lencryption or data separation, based on requirements. Functional | Intersects With | raxs) Recovery & B o romuption. compromise or failure ( s
Protec recovery data wilh cquivelert conirls fo the orginal data. Reference Backup & Restoration
113 Protect Recovery Data [[rotect fecovery dofe with equivalert contrale Lo e Functional | Intersects with | B2CkP & Restoration BCD-13  |Mechanisms exist to protect backup and restoration hardware and software. 5
Protect recovery data with equivalent controls to the crlgma\ data. Reference
13 Protect Recovery Data |01 oel o0 e ot e o o Functional Subset Of Data Protection DCH-01 | Mechanisms exist to facilitate the implementation of data protection controls. 10
Establish and maintain an isolated instance of recovery data. Example [Mechanisms exist to utilize an isolated, non-production environment to
114 e T i 2 reoratedlimplementations include, version controlling backup destinations through offine, Functional Equal Ieolated Recovery BCD-14  |perform data backup and recovery operations through offline, cloud or off- 10
very lcloud, or off-site systems or services. i site capabilities.
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[Test backup recovery quarterly, or more frequently, for a sampling of in-scope Testing for Reliability & IMechanisms exist to routinely test backups that verify the reliability of the
115 Test Data Recovery lenterprise assets Functional | Intersects With Integrity BCD-1L1 |2 ckup process, as well as the integrity and availability of the data. 5
[Test backup recovery quarterly, or more frequently, for a sampling of in-scope Test Restoration Using . [Mechanisms exist to utilize sampling of available backups o test recovery
15 Test Data Recovery lenterprise assets Functional | Intersects With Sampli BCD-115 |capabilities as part of business continuity plan testing ®
[Establish, implement, and actively manage (track, report, correct) network devices, in
Network Infrastructure Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
12 i order to prevent attackersfrom exploiting ulerable newor senices and access Functional Subset Of e BT 0L e o ot Notuark Becurity Canthole (VoG] 10
[Ensure network infrastructure is kept up-to-date. Example implementations include
121 Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported network-| ¢ .o subsetof | Network Security Controls | ot oo [Mechanisms exist to develop, govern & update procedures to facilitate the 0
U las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, unctional ubsel (NSC) h limplementation of Network Security Controls (NSC).
o verity software support.
[Ensure network infrastructure is kept up-to-date. Example implementations include
121 Ensure Network Infrastructure s [running the latest stable release of software and/or using currently supported networke{ ¢\ oo | Lo | Continuous Vulnerability | o o0 Mechanisms exist to address new threats and vulnerabilities on an ongoing s
Uy las-a-service (Naa$) offerings. Review software versions monthly, or more frequently, : Remediation Activities Ibasis and ensure assets are protected against known attacks.
lto verify software support.
[Ensure network infrastructure is kept up-to-date. Example implementations include
Ensure Network Infrastructure is_[running the latest stable release of Software and/or using currently supported network y IMechanisms exist to install the latest stable version of any software and/or
121 Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, Functional | Intersects With Stable Versions VPM-04.1 |<e curity-related updates on all applicable systems. 5
o verify software suppor
lEnsure network nfrastructure is kept up-to-date, Example implementations include Mechanisms exist to conduct software patching for all deployed Technology
121 Ensure Network Infrastructure is [running the latest stable release of software and/or using currently supported network-| ¢ v Intersects With Software & Firmware Vpm.os  [PSsets: Applications and/or Services (TAAS), including firmware. 5
Up-to-Date las-a-service (Naas) offerings. Review software versions monthly, or more frequently, Patching
lto verify software support.
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o subsetof | Network Security Controls | oo [Mechanisms exist to develop, govern & update procedures to facilitate the 0
imust address least privilege, and availability, at a minimum (NSC) implementation of Network Security Controls (NSC).
[Mechanisms exist to implement security functions as a layered structure that
Establish and Maintain a Secure |Establish and maintain a secure netwark architecture. A secure network architecture Loy |minimizes interactions between layers of the design and avoids any
122 Network imust address least privilege, and availability, at a minimum Functional | Intersects With | Layered Network Defenses | - NET-02 |qepengence by lower layers on the functionality or correctness of higher s
layers.
[Mechanisms exist to facilitate the implementation of industry-recognized
securty, compliance and resience practices i the specication, design,
122 Establish and Maintain a Secure [Establish and maintain a secure network architecture. A secure network architecture | o Subset Of re sea0l of Technology Assets, 10
Network Architecture Imust address segmentation, least privilege, and availability, at a minimun. Principles [Applications andlor Services (TAAS)
[Mechanisms exist to develop an enterprise architecture, aligned with
122 Establsh and Maitain 2 Secure |Establish and mainain 2 secure network achitecture, A secure network CRECtUre | pyncional | Intersects with | AISMMETtWIh Enterprise | g g industyecognized eading practice, with consideration forsecurty, R
Network Imust adare: least privilege, and availability, at a minimum Architectur lcompliance and resilience principles that addresses risk to organizational
loperations, assets, individuals and other organizations.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network rin Remote Maintenance y (Cryptographic mechanisms exist to protect the integrity and confidentiality
123 restracre Conurolled nfrastructur-as-Code (1aC). an the use o secure network protocol, such | Funcional | Intersects With | ¢y S800 i brgtacton | MNT95:3 o Temote nan ocel maintenance and diagnostic cammonications. s
[Securely manage network infrastructure. Example implementations include version-
123 Securely Manage Network oo o I e e erica oF socure neomork protorars auch | Functional subsetof | Network Security Controls | oo [Mechanisms exist to develop, govern & update procedures to facilitate the 10
Infrastructure (NSC) implementation of Network Security Controls (NSC).
Jos S5H and HTTPS.
[Securely manage network infrastructure. Example implementations include version-
Securely Manage Network Non-Console exist to protect the and integrity
123 e [controlled Infrastructure-as-Code (12C), and the use of secure network protocols, such | Functional | Intersects With e CRY-06  [SYPIOgTaphic mechanisme Sistop 5
Jas SSH and HTTPS.
IMechanisms exist to maintain network architecture diagrams that:
Establish and maintain architecture diagram(s) and/or other network system (1) Contain sufficient detail to assess the security of the network's
12.4 Pt fe"g":a‘rg:“zy ldocumentation. Review and update documentation annually, or when significant Functional Equal Niﬁ:‘;’/’;g‘afa’;'s"fn&n"’;'a AST-04 [architecture; 10
i & lenterprise changes occur that could impact this Safeguarc 9 (2) Reflect the current architecture of the network environment; and
3) Document all sensitive/regulated data flows.
Centralize Network Authenticate, Authorize and IMechanisms exist to strictly govern the use of Authenticate, Authorize and
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With AR IAC-01.2  [Audit (AA) solutions, both on-premises and those hosted by an External 5
Auditing (AAA) i [Service Provider (ESP).
Centralize Network Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 |Authentication, Authorization, and|Centralize network AAA. Functional | Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of 5
‘Auditing (AAA) Organizational Users lorganizational users.
Centralize Network Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 lAuthentication, Authorization, and|Centralize network AAA. Functional | Intersects With | Authentication for Non- IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 5
‘Auditing (AAA) Organizational Users lorganization
Centralize Network dentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
125 lAuthentication, Authorization, and|Centralize network AAA. Functional | Intersects with | , . Jdentifcation& | 1ac-0a  [and Audit (AAA) devices before establishing a connection using bidirectional 5
‘Auditing (AAA) lauthentication that is cryptographically- based and replay resistant.
126 Use of e etwork lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functiona! subsetof | Network Security Controls | et o [Mechanisms exist to develop, govern & update procedures to facilitate the 10
oo Protected Access 2 (WPA2) Enterprise or greater). (NSC) implementation of Network Security Controls (NS
Use of Secure Network [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Data Flow Enforcement -
126 Management and Communication 5% 5S4 10V o Bragee B0 co Functional | Intersects With | 2282 Flow Enoreemert - | NET-04  [provide data flow enforcement that explicily restrict network traffic to only 5
Protocols what is authorized
[Mechanisms exist to facilitate the implementation of industry-recognized
securty. compliance and resience practices i the specication, design
126 Use of Secure Network lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi Functiona! Subset Of Secure seaol ot . of Technology Atsets, 10
oo Protected Access 2 (WPA2) Enterprise or greater). Principles [Applications andlor Services (TAAS)
oo of Secure Ntk Mechanisms exist to require the developers of Technology Assets,
ure Netw
Use secure network management and communication protocals (€.g., 802.1X, WiFi Ports, Protocols & Services In [Applications and/or Services (TAAS) to Identify early i the Secure
126 s IProtected Access 2 (WpAﬁ Enterprise or greater). P 9 Functional | Intersects With Use TDA-02.1  |pevelopment Life Cycle (SDLC), the functions, ports, protocols and services 5
Protocols lintended for use,
oo of Secure network Exteral Commectivity Mechanisms exist to require External Service Providers (ESPS) to identify and
u ivi
lUse secure network management and communication protocols (e.g., 802.1X, Wi-Fi ldocument the business need for ports, protocols and other services it
126 Management and Communication d Functional | Intersects With - TPM-04.2  [requires to operate its Technology Assets, Applications and/or Services 5
o Protected Access 2 (WPA2) Enterprise or greaten e e ancaton) q P ay Pl
Ensure Remote Devices Utilize a Jp, qjire ysers to to d VPN and services IMechanisms exist to define, control and review organization-approved,
127 e and e ot o o anerpis resources on sni-sser dewies Functional | tersects Wit | Remote Access T 1 e Tomete access métrods s
Ensure Remote Devices Utilize a
127 VPN and are Connecting to an | cauire Users to to VPN and Services | Eunctional | Intersects with | Automated Monitoring & | er.141  automated mechanisms exist to monitor and control remote access sessions. 5
T A ey areprior to accessing enterprise resources on end-user devices. Control
Ensure Remote Devices Utilize a
127 P g ara Conecting Lo an. [Reauire users to to VPN and services | runcrional | Intersects with [PTOLeCion of Confidentalty | yer 1.5 |Cryptographic mechanisms exist o protect the confidentiality and ntegriy s
Enterprise’s ARA Infrastructure [PT to accessing enterprise resources on end-user devices. ntegrity Using Encryption lof remote access sessions (e.g., VPN).
Ensure Remote Devices Utilize a
Require users to to d VPN and services Managed Access Control IMechanisms exist to route all remote accesses through managed network
127 e ot o o g emeroae recources on end s devces Functional | tersects Wit o NET14.3 ool poines (o6, VP cenceniaton s
Establish and maintain dedicated computing resources, either physically or logically
128 B sh 2N eintain Dedicated kseparated, for all administrative tasks or tasks requiring administrative access. The Functiona! cqual Dedicated Administrative | jac 50,4 [Mechanisms existto resrict executing administrativ tasks or tasks requiting 10
:dm”ﬁsnawe s mputing resources should be segmented from the enterprise's primary network and a Machines lelevated access to a dedicated machine.
Inot be allowed internet access,
[Operate processes and tooling to establish and maintain comprehensive network 7
5 Network Monitoring and Defense [moniorig and deiense agaiat ocuriy threats across he emerbrie’s notwork Functonal | SubsetOf | Continuous Moritoring | MoN.o1|Mechanisms exis o acitte the implementation of enterprise-wide 10
infrastructure and user base. 9
|Centralize security event alerting across enterprise assets for log correlation and
[vendor-defined event correlation alerts. A log analytics platform configured with Security Event Logs g
related event logs.
[security-relevant correlation alerts also satisfies this Safeguard.
Host Intrusion Detection and [Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
Deploy a Host-Based Intrusion  [Deploy a host-based intrusion detection solution on enterprise assets, where Systems (HIDS / HIPS), or similar technologies, to monitor for and protect
132 Detection Solution lappropriate andor supported. Functional Equal Prevention Systems (HIDS /| END-07 [, g2inst anomalous host activity, including lateral movement across the 10
Inetwork
IDeploy a network intrusion detection solution on enterprise assets, where appropriate. Network Intrusion
133 Deploy a Network Intrusion  lexample implementations include the use of a Network Intrusion Detection System Functional Equal Detection / Prevention [ A A S AN A ki MR 10
((NIDS) or equivalent cloud service provider (CSP) service. Systems (NIDS / NIPS) 4 P
perform Traffic Filtering Getween Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
13.4 9 lPerform traffic filtering between network segments, where appropriate. Functional | Intersects With NET-04 [provide data flow enforcement that explicitly restrict network traffic to only 5
Network Segments Access Control Lists (ACLs) e s
[Mechanisms exist to configure firewall and router configurations to deny
134 Perform Traffic Filtering Between log form traffic filtering between network segments, where appropriate. Functional | Intersects with | Deny Traffic by Default & | er.o4 1 Inetwork traffic by default and allow network trafic by exception (e.g. deny 5
Network Segments. Allow Traffic by Exception
all, permit by exception).
Manage access control for assets remotely connecting to enterprise resources.
IDetermine amount of access to enterprise resources based on: up-to-date anti- IMechanisms exist to treat all users and devices as potential threats and
Bs Manage Access Contolor | o e, coniouradon compliance wih the onrprce s secure | Funcional | ntersects it | 2570 TRSEAICURECIe | \ergp 3 orent sccecsco ata and resourcesuntl the userscan b property B
lconfiguration process, and ensuring the operating system and applications are up-to- lauthenticated and their access authorized.
IManage access control for assets remotely connecting to enterprise resources
Determine amount of access to enterprise resources based on: up-to-date anti-
s Manage Access Controlfor | e connauration complance win he entorprice's secure | Functional | Intersects With | Boundary Protection | NET-03'echanisms exist o monitor and contol communication at the external s
[configuration process, and ensuring the operating system and applications are up-to- v 4 -
IManage access control for assets remotely connecting to enterprise resources.
IDetermine amount of access to enterprise resources based on: up-to-date anti- [hutomated mechanisms exist to validate the security posture of the endpoint
Manage Access Control for ¢ ldevices (e.q., software versions, patch levels, etc.) prior to allowing devices
135 e ey Imalware software installed, configuration compliance with the enterprise’s secure Functional | Intersects With |Endpoint Security Validation|  NET-14.7 ~[1e¥ices (&9 software verslons, ot teye e, ot o e e Souicss 8
process, and ensuring the operating system and applications are up-to- 9 9y PP
ldate.
[Collect network traffic flow logs and/or network traffic to review and alert upon from [Mechanisms exist to facilltate the implementation of enterprise-wide
136 Collect Network Traffic Flow Logs [(ofect nemork Functional Subset Of Continuous Monitoring MON-01 e 10
[Mechanisms exist to "tune” event monitoring technologies through analyzing
136 Collect Network Traffic Flow Logs [Sopectetwork traffic flow logs andjor network traffic to review and alert upon from Functional | Intersects With |  Alert Threshold Tuning | MON-01.13 |communications traffic/event patterns and developing profiles representing 5
lcommon traffic patterns and/or events.
[Automated mechanisms exist to correlate both technical and non-technical
[Collect network traffic flow logs and/or network traffic to review and alert upon from Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
136 Collect Network Traffic Flow Logs \;otyork gevices. Functional | Intersects With Information MON-02:1|(siEm) or similar automated tool, to enhance organization-wide situational s
lawareness.
[Automated mechanisms exist to integrate the analysis of audit records with
(Collect network traffic flow logs and/or network traffic to review and alert upon from . Integration of Scanning & ’ lanalysis of vulnerability scanners, network performance, system monitoring
136 Collect Network Traffic Flow Logs |rotyoric devices. Functional | Intersects With |other tonitoring Information|  MON02:3 Iang other sources to further enhance the ability to identify inappropriate or 5
lunusual activity.
IDeploy a host-based intrusion prevention solution on enterprise assets, where Host Intrusion Detection and [Mechanisms exist to utilize Host-based Intrusion Detection / Prevention
137 Deploy a Host-Based Intrusion host b sslon prevention solution on e e oint Functional | Intersects With | memie e oerecton el eNp.o7  [SYStems (HIDS / HIPS), or similar technologies, to monitor for and protect S
Prevention Solution [appropriate andfor supported. Example implementations include use of an Endpoin unctional | Intersects With | Prevention Systems ( -07 |against anomalous host activity, including lateral movement across the
Detection and Response (EDR) client or host-based IPS agent. g g
g IDeploy a host-based intrusion prevention solution on enterprise assets, where
17 Deploy 3 HostBased intrusion.|aghiCh Lt Snorsupport, Bxample mplementatons nclude use of an Endpoint | Functional | Intersectswitn |  EVdpontDetection & | gy |Mechanisms eist to detect and respond to unauthorized configuration s
[Detection and Response (EDR) client or host-based IPS agent. P 9 V! Y g
IDeploy a network intrusion prevention solution, where appropriate. Example Network Intrusion
Deploy a Network Intrusion IMechanisms exist to employ Network Intrusion Detection / Prevention
138 implementations include the use of a Network Intrusion Prevention System (NIPS) or | Functional Equal Detection / Prevention NET-08 10
Prevention Solution e e s e ayarton Systems (NIDS/NIPS) to detect and/or prevent intrusions into the network.
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Deploy port-level access control. Port-level access control utilizes 802.1x, or similar Network Access Control |Automated mechanisms exist to employ Network Access Control (NAC), o a
13.9 Deploy Port-Level Access Control [network access control protocols, such as certificates, and may incorporate user Functional Equal NAS) AST-02.5  [similar technology, which is capable of detecting unauthorized devices and 10
land/or device authentication. disable network access to those unauthorized devices.
[Mechanisms exist to force Internet-bound network traffic through a proxy
Perform Application Layer  [Perform application layer filtering. Example implementations include a filtering proxy, g ldevice (e.q., Policy Enforcement Point (PEP) for URL content filtering and
1310 Filtering lapplication layer firewall, or gateway. Functional | Intersects With | DNS & Content Filtering NET28 1N filtering to limit a user's ability to connect to dangerous or prohibited s
Internet sites.
[Mechanisms exist to route internal communications traffic to external
Perform Application Layer  [Perform application layer filtering. Example implementations include a filtering proxy, . Route Internal Traffic to g §
13.10 e npheation ayar Arewa or atoway Functional | Intersects With vy Sarvare NET-18.1  [networks through organization-approved prosy servers at managed 5
perform Application Layer  [Perform application layer filtering. Examp\e implementations include a filtering proxy, Web Application Firewall y IMechanisms exist to deploy Web Application Firewalls (WAFS) to provide
1310 Filtering lapplication layer firewall, or gatew Functional | Intersects With (WAF) WEB-03 | jefense-in-depth protection for application-specific threats. 5
Tune Security Event Alertin [Mechanisms exist to "tune" event monitoring technologies through analyzing
13.11 Y e 9 [Tune security event alerting thresholds monthly, or more frequently. Functional Equal Alert Threshold Tuning | MON-01.13 |communications traffic/event patterns and developing profiles representing 10
lcommon traffic patterns and/or events
[Establish and maintain a security awareness program to influence behavior among the
Security Awareness and Skills Security, Compliance & y [Mechanisms exist to facilitate the implementation of security workforce
1 e :;‘Lverl;;ire(reptr:;:E security conscious and properly skilled to reduce cybersecurity risks to|  Functional Subset Of [ o e orce|  SAT0L e e o 10
[Establish and maintain a security awareness program. The purpose of a security
lawareness program is to educate the enterprise’s workforce on how to interact with
141 Es‘ah"s';v:;‘:n’g:;";f;"r:rff‘“”‘y lenterprise assets and data in a secure manner. Conduct training at hire and, at a Functional Subsetor |, Securlty, Compliance & | sAT-01  |fpechanisms exist to faciltate the implementation of security workforce 10
Iminimum, annually. Review and update content annually, or when significant P!
lenterprise changes occur that could impact this Safeguard.
Train Workforce Members to N N
[Train workforce members to recognize social engineering attacks, such as phishing, . . y IMechanisms exist to include awareness training on recognizing and reporting
12 Recognize Social Engineering |y inegs email compromise (BEC), pretexting, and tailgating. Functional Equal Social Engineering & Mining | SAT-02.2 |o5tanfial and actual instances of social engineering and social mining. 10
Security, Compliance & [Mechanisms exist to provide all employees and contractors appropriate
“Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include .
143 Functional | Intersects With SAT-02 [security, compliance and resilience awareness education and training that is 5
Authentication Best Practices  [MFA, password composition, and credential management Training relevant for e Job function.
IMechanisms exist to provide role-based security, compliance and resilience-
Role-Based Security, related trainin
Train Workforce Members on  [Train workforce members on authentication best practices. Example topics include
143 § o Functional | Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
Authentication Best Practices |MFA, password composition, and credential management. g ) Whan raquirad: by system changess and
(3) Annually thereafter.
[rain workforce members on how to identy and properly store transfer,archive, and IMechanisms exist to provide role-based security, compliance and resilience-
Train Workforce on Data Handling [465troY sensitive data. This also includes training workforce members on clear screen Role-Based Security, related trainin
144 e 9 Cnd ok best practices, such 26 locking thell scroen when they step away ffom their | Functional Equal Compliance & Resilience SAT-03  |(1) Before authorizing access to the system or performing assigned duties; 10
lenterprise asset, erasing physical and virtual whiteboards at the end of meetings, and Training (2) When required by system changes; and
Jstoring data and assets securely (3) Annually thereafter.
“Train Workforce Members on [Train workforce members to be aware of causes for unintentional data exposure. Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system processing,
145 Causes of Unintentional Data [Example topics include mis-delivery of sensitive data, losing a portable end-user Functional Equal Storage, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 10
|device, or publishing data to unintended audiences. Processing lhandiing requirements.
Train Workforce Members on Suspicious Communications [Mechanisms exist to provide training to personnel on organization-defined
146 Recognizing and Reporting [17ain Workforce members to be able to recognize a potential incident and be able to Functional Equal & Anomalous System SAT-03.2  [indicators of malware to recognize suspicious communications and 10
Security Incidents P Behavior lanomalous behavior.
oKl once o How £ [Train workforce to understand how to verify and report out-of-date software patches Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
147 Entorpriae Assote are Missing |°F @ny failures in automated processes and tools. Part of this training should include Functional | Intersects With | Resilience Awareness SAT-02 |security, compliance and resilience awareness education and training that is 5
R 9 |notifying IT personnel of any failures in automated processes and tools. rainin relevant for their job function.
ecurity Updates
IMechanisms exist to provide role-based security, compliance and resilience-
Train Workforce an How to 11 workforce to understand how to verify and report outof-date software patches Role-Based Securty, related training
147 Entorrae Acsete are Missmg |oF any failures in automated processes and tools. Part of this training should include Functional | Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
P et Undutas "9 Inotifying IT personnel of any failures in automated processes and tools. raining (2) When required by system changes; and
y Upe (3) Annually thereafter.
Train Workforce on the Dangers |Train workforce members on the dangers of connecting to, and transmitting data over,
148 of Connecting toand Transmittng insacure natwerkes for entarprise actvies, I the enterprise has remate workers Functional | Intersects With | Resherce Awarencss. | SAT-02  |Secunty, compiance and reshence awarences sducaton andtaiing tat s s
Enterprise Data Over Insecure _[training must include guidance to ensure that all users securely configure their home e e e pttiom, 9
Inetwork infrastructure. 9 i
Train Workforce on the Dangers  [Train workforce members on the dangers of connecting to, and transmitting data over, Role-Based Security heechanisms exist to provide role-based security, compliance and resilience-
lof Connecting to and Transmittingfinsecure networks for enterprise activities. If the enterprise has remote workers, i 4 y
148 S ata Over meature S traiming must et uitance o snsure that i ueere securely canfioutether home |  Functional | Intersects With | Compliance & Resilience SAT-03 1) Before authorizing access to the system o performing assgned dutiesi 5
Training (2) When required by system changes; and
works Inetwork infrastructure. (3) Annostly thereatier
|Conduct role-specific security awareness and skills training. Example implementations Role-Based Security :lﬁ{':u"ﬁgﬁﬁé‘“ to provide role-based security, compliance and resilience-
Conduct Role-Specific Security finclude secure system administration courses for IT professionals, OWASP® Top 10 g
149 Awareness and Skills Training  [vulnerability awareness and prevention training for web application developers, and Functional | Intersects With | Compliance & Resilience A BT g e K ane oystem or performing assigned dulies: s
ladvanced social engineering awareness training for high-profile roles. 9 ) Amuaw“m'ereanyery ges:
|Conduct role-specific security awareness and skills training. Example implementations
Conduct Role-Specific Security  [include secure system administration courses for IT professionals, OWASP® Top 10 IMechanisms exist to include practical exercises in security, compliance and
14.9 Awareness and Skills Training |vulnerability awareness and prevention training for web application developers, and Functional | Intersects With Practical Exercises SAT-03.1 |oilience training that reinforce training objectives. 5
ladvanced social engineering awareness training for high-profile roles.
|Conduct role-specific security awareness and skills training. Example implementations Continuing Professional IMechanisms exist to ensure security, compliance and resilience personnel
149 Conduct Role-Specific Security  finclude secure system administration courses for IT professionals, OWASP® Top 1 Functional | Intersects with | Education (CPE) - Security, | g, oo |receive Contining Professional Education (CPE) training to maintain currency 5
Awareness and Skills Training  [vulnerability awareness and prevention training for web application developers, and uncti A Compliance & Resilience “03-7 land proficiency with industry-recognized secure practices that are pertinent
ladvanced social engineering awareness training for high-profile roles. rsonnel to their assigned roles and responsibilities.
Develop a process to evaluate service providers who hold sensitive data, or are i i ’
15 Service Provider Management  [responsible for an enterprise’s critical IT platforms or processes, to ensure these Functional SubsetOf | Third-party Management | Tem-o1  [Mechanisms exist tofacitate the implementation of third-party management 10
lproviders are protecting those platforms and data appropriately.
Develop a process to evaluate service providers who hold sensitive data, or are Responsible, Accountable, e A e oAt
15 Service Provider r an enterprise’s critical IT platforms or processes, to ensure these Functional | Intersects With | Supportive, Consulted & | TPM-05.4 [ D0, 0o O e e and resilence controre 5
lproviders are protecting those platforms and data appropriately. Informed (RASCI) Matrix Ibetween intermal stakeholders and Extermal Service Providers (ESPe)
IAccountable, Supportive, Consulted & Informed (RASCI) matrix, or similar
Develop a process to evaluate service providers who hold sensitive data, or are documentation, to ensure security. compliance and resilience control
15 Service Provider Management ~ [responsible for an enterprise’s critical IT platforms or processes, to ensure these Functional | Intersects With | Third-Party Scope Review | TPM-05.5 | o etermal Service Provider (ESP); 5
lproviders are protecting those platforms and data appropriately. (2) Susinecs practicos:
(3) Applicable stakeholders; and
Develop a process to evaluate service providers who hold sensitive data, or are Review of Third-Part IMechanisms exist to monitor, regularly review and assess External Service
15 Service Provider Management  [responsible for an enterprise’s critical IT platforms or processes, to ensure these Functional | Intersects With o e Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 5
lproviders are protecting those platforms and data appropriately. for security, compliance and resilience controls.
[Mechanisms exist to maintain a current, accurate and complete list of
eetablsh and Main Estabish and maintan an inventory of serice provders. The inventory s o istall [External Service Providers (ESPs) that can potentially impact
stablish and Maintain an  known service providers, include classification(s), and designate an enterprise contact ’ ’ IConfidentiality, Integrity, Availability and/or Safety (CIAS) of the
151 Inventory of Service Providers  [for each service provider. Review and update the inventory annually, or when Functional Equal Third-Party Inventories | TPM-OL.L |00 nization's Technology Assets, Applications, Services andor Data 0
[significant enterprise changes occur that could impact this Safeguard. (TAASD).
[Mechanisms exist to develop a plan for Supply Chain Risk Management
stablish and maintain a service provider management policy. Ensure the policy sz!;fif?i’fﬁﬁg\:“h the developmert. acquistion, maintenanceand
152 Establish and Maintain a Service [addresses the classification, inventory, assessment, monitoring, and decommissioning | £ o Equal Supply Chain Risk Rsk0 [0S nology. . Applications 2 fces (TAAS). including 10
Provider Management Policy  fof service providers. Review and update the policy annually, or when significant q Management (SCRM) Plan g selected mitigating actions and monitoring performance
lenterprise changes occur that could impact this Safeguard. 595'"5“ ose pla
[Establish and maintain a service provider management policy. Ensure the policy
Establish and Maintain a Service [addresses the inven monitoring, an i . . IMechanisms exist to facilitate the implementation of third-party management]
152 Provider Management Policy  [of service providers. Review and update the policy annually, or when significant Functional SubsetOf | Third-Party Management | TPM-01 |conirglg 10
lenterprise changes occur that could impact this Safeguard.
[classify service providers. Classification consideration may include one or more [Mechanisms exist to identify, prioritize and assess suppliers and partners of
characteristics, such as data sensitivity, data volume, availability requirements, Third-Party Criticalit (critical Technology Assets, Applications and/or Services (TAAS) using a
15.3 Classify Service Providers  [applicable regulations, inherent risk, and mitigated risk. Update and review Functional Equal Asseszmen(s Y TPM-02  [SuPPly chain risk assessment process relative to their importance in 10
[classifications annually, or when significant enterprise changes occur that could lsupporting the delivery of high-value services.
impact this Safeguard.
[Ensure service provider contracts include security requirements. Example
equirements may include minimum security program requirements, security incident Ad
lequate Security for exist to protect data that s collected,
154 Ensure Service ;""‘“e' Contracts| a{‘s‘;/:;a?a‘a breach “““ﬁ;i‘;z”szzjrf;"""59‘ data encryption requirements, and dat2 | Functional | Intersects With [Sensitive / Regulated Data In|  1A0-03.2 developed, received, transmitted. used or stored in support of the 5
lenterprise’s service provider management policy. Review service provider contracts Support of Contracts pperformance of a contract
lannually to ensure contracts are not missing security requirements.
Ensure service provider contracts include security requirements. Example
equirements may include minimum security program requirements, security incident o
i ata Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
154 Eﬂ‘:g’ﬂ‘;ﬁz’:‘(‘jﬂ'{;""‘“e' Contracts| :{‘S‘;/:S’a?a‘a breach “““f}‘hze‘;‘;"szzj”'fys"“"“‘ data encryption requirements, and dat2 | Functional | Intersects With | for Contractors & Service | PRI-07.1  [other acquisition-related documents that establish data privacy roles and 5
lenterprise’s service provider management policy. Review service provider contracts responsibilities for contractors and service providers.
lannually to ensure contracts are not missing security requirements.
Ensure service provider contracts include security requirements. Example
requirements may include minimum securiy program requiremens, securty incident
Ensure Service Provider Contracts| and/ur data breach notification and response, data encryption requirements, and IMechanisms exist to utilize security safeguards to limit harm from potential
15.4 Include Security sal ese security t be consistent with the Functional | Intersects With Limit Potential Harm TPM-03.2 |- jversaries who identify and target the organization's supply chain. 5
(arprscvs Sanvice provider managemant paliy. Review Sersice provider contracts
lannually to ensure contracts are not missing security requirements.
[Mechanisms exist to mitigate the risks associated with third-party access to
[Ensure service provider contracts include security requirements. Example the organization's Technology Assets, Applications, Services and/or Data
equirements may include minimum security program requirements, security incident (TAASD).
Ensure Service Provider Contracts|and/or data breach notification and response, data encryption requirements, and data
154 Include Security isposal These security must be consistent with the Functional | Intersects With | - Third-Party Services TRM-04 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
echarisis exst o require Contractual requirements for SpRTcobie securty.
[Ensure service provider contracts include security requirements. Example d resilience with reflecting
requirements may include minimum security program requirements, security incident organizations maads to protect 1 Teehmology Assers, Applcations, Services
Ensure Service Provider Contracts|and/or data breach notification and response, data encryption requirements, and data Third-Party Contract ’ land/or Data (TAASD).
154 Include Security ldisposal These security must be consistent with the Functional | Intersects With Requirements TRM-05 5
lenterprise’s service provider management policy. Review service provider contracts
lannually to ensure contracts are not missing security requirements.
[Mechanisms exist to periodically assess supply chain risks associated with
|Assess service providers consistent with the enterprise’s service provider [Technology Assets, Applications and/or Services (TAAS)
management policy. Assessment scope may vary based on clasiication(s), and may
include review of standardized assessment reports, such as Service Organization Supply Chain Risk
155 Assess Service Providers \contro) 2 (SOC 2) and Payment Card Indusiry o0 Atestation of Compliance (A0C), Functional | Intersects With Assessment RSK-09.1 s
other rigorous processes. Reassess
Service providers annual, at a minimum, ar with new and fenewed contracts
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|assess service providers consistent with the enterprise’s service provider
imanagement policy. Assessment scope may vary based on classification(s), and may
include review of standardized assessment reports, such as Service Organization

[Mechanisms exist to miti isks associated with third-party access to
{the organization's Technology Assets, Applications, Services and/or Data
(TAASD).

155 Assess Service Providers |t 8 e Oy ment Card Industry (PCIy Attestation of Compiance (ASC), Functional | Intersects With | Third-Party Services TPM-04 5
rigorous processes. Reassess
lservice providers annually, at a minimum, or with new and renewed contracts.
[Mechanisms exist to conduct a risk assessment prior to the acquisition or
|Assess service providers consistent with the enterprise’s service provider loutsourcing of technology-related Technology Assets, Applications and/or
Imanagement policy. Assessment scope may vary based on classification(s), and may Services (TAAS).
include review of standardized assessment reports, such as Service Organization Third-Party Risk
15.5 Assess Service Providers \c5nerol 2 (SOC 2) and Payment Card Industry (PCI) Attestation of Compliance (AoC), Functional | Intersects With | coccments & Approvals | 171041 5
rigorous processes. Reassess
lservice providers annually, at a minimum, or with new and renewed contracts.
IMonitor service providers consistent with the enterprise’s service provider Review of Third-part IMechanisms exist to monitor, regularly review and assess External Service
156 Monitor Service Providers  [management policy. Monitoring may include periodic reassessment of service provider|  Functional Equal 4 TPM-08  [Providers (ESPs) for compliance with established contractual requirements 10
ervic
[compliance, monitoring service provider release notes, and dark web monitoring. for security, compliance and resilience controls.
- j [Mechanisms exist to identify critical system components and functions by
Securely Decommission Service [SSCUrely decommission service providers. Example considerations include user and X Security, Compliance & Iperforming  criticality analysis for critical Technology Assets, Applications
157 e Jservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Resilience Requirements |  PRM-05  [5nd/or Services (TAAS) at pre-defined decision pointe in the Secure 5
lenterprise data within service provider systems. nition IDevelopment Life Cycle (SDLC)
IMechanisms exist to define business processes with consideration for
security, compliance and resilience that determines:
Securely Decommission Service [SSCUrely decommission service providers. Example considerations include user and (1) The resulting risk to organizational operations, assets, individuals and
157 y oere lservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Business Process Definition | PRM-06  |other organizations; an 5
lenterprise data within service provider systems. 2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Securey decommissinseie proviers. Examoe consiatons e s o [Mechanisms exist to ensure changes to Technology Assets, Applications
Securely Decommission Service [2S<u"¢Y s Vi Vi X iderations include user Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
157 lservice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With PRM-07  |dontrolled through formal change control procedures. 5
roviders enverprice data within Service provider systems. Cycle (SDLC) Management N 9 s
[Securely decommission service providers. Example considerations include user and [Mechanisms exist to facilitate the implementation of tailored development
157 Securely Decommission Service |cervice account deactivation, termination of data flows, and secure disposal of Functional Subsetof | Technology Development & | 1501 land acquisition strategies, contract tools and procurement methods to meet 10
lenterprise data within service provider systems. lunique business needs
[Mechanisms exist to design and implement product management processes
o proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
[securely decommission service providers. Example considerations include user and e Cycle (SDLC) to
i 1) Improve functionalit
157 Securely Decommission Service e ice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With | Product Management ToaoL1 |13 Improve functional 5
roviders 8 e o (2) Enhance security and resiliency capabilities;
lenterprise data within service provider systems. (3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Securely decommission service providers. Example considerations nclude user and e ey o o e e AT kg I
urely issi ice provi X iderations include u - laccount the criticality of business Technology Assets, Applications, Services
157 Securely Decommission Service |cervice account deactivation, termination of data flows, and secure disposal of Functional | Intersects With Ma"“‘;g:f:g?ﬁzgj TG ToM10  |3ocer Dot (TAAGD) that are i ccone by s thirgmarty. 5
lenterprise data within service provider systems.
IManage the security life cycle of in-house developed, hosted, or acquired software to Technology Development & [Mechanisms exist to facilitate the implementation of tailored development
16 Application Software Security ~[prevent, detect, and remediate security weaknesses before they can impact the Functional Subset Of 9y P! TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
isition
lenterprise. lunique business needs
IManage the security life cycle of in-house developed, hosted, or acquired software to Secure Software [Mechanisms exist to develop appiications based on Secure Software
16 Application Software Security ~[prevent, detect, and remediate security weaknesses before they can impact the Functional | Intersects With |  Development Practices TDA06 Practices (SSDP). 5
lenterprise. (55DP)
[Mechanisms exist to faciitate the implementation of industry-recognized
IManage the security life cycle of in-house developed, hosted, or acquired software to secure [security, compliance and resilience practices in the specification, design,
16 Application Software Security ~ [prevent, detect, and remediate security weaknesses before they can impact the Functional Subset O s SEA-01 3 an of Technology Assets, 10
lenterprise. rinciples |Applications and/or Services (TAAS)
IManage the security life cycle of in-house developed, hosted, or acquired software to IMechanisms exist to ensure the Open Web Application Security Project
16 Application Software Security ~ [prevent, detect, and remediate security weaknesses before they can impact the Functional | Intersects With |  Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
lenterprise. lorganization's Secure Systems Development Lifecycle (SSDLC) process.
IManage the security life cycle of in-house developed, hosted, or acquired software to [Mechanisms exist to ensure a robust Web Application Framework is used to
16 Application Software Security ~ [prevent, detect, and remediate security weaknesses before they can impact the Functional | Intersects With | Web Application Framework |~ WEB-08 [aid in the development of secure web applications, including web services, 5
lenterprise. web resources and web APIs.
Establish and maintain a secure application development process. In the process, IMechanisms exist to require software developers to ensure that their
. laddress such items as: secure application design standards, secure coding practices, Software development processes employ industry-recognized secure
16.1 stablish and Maintain @ Secure ldeveloper training, vulnerability management, security of third-party code, and Functional | Intersects With | Development Metods, - | 150073 |oractices for secure programming, engineering methods, quality control 5
PP P! lapplication security testing procedures. Review and update documentation annually, a lprocesses and validation techniques to minimize flawed and/or malformed
lor when significant enterprise changes occur that could impact this Safeguard software
[Mechanisms exist to require the developers of Technology Assets,
[Applications and/or Services (TAAS) to produce a design specification and
securit
(1) Is condistent with and supportive of the organization's security
[Establish and maintain a secure application development process. In the process, g:;:‘r:ic;;‘ggfthe‘rspre:(ea:r”csr:?:cmﬁ:m and is an integrated part of the
. - laddress such items as: secure application design standards, secure coding practices, i i 3
161 Establish and Maintain a Secure | ioper training, ulnerailty management scurty of i pary code,an Functional | Intersects with | Developer Architecture & | pp o5 |(2) Accurately and completely describes the required security functionality s
Application Development Process 3 0uG ORel T L S ot annually, esign land the allocation of security, compliance and resilience controls among
lor when significant enterpnse (hanges oceur that coud |mpa(t this Safeguard. [Physical and logical components; and
(3) Expresses how individual security functions, mechanisms and services
\work together to provide required security capabilities and a unified
lapproach to protection
[Mechanisms exist to develop appiications based on Secure Software
Establish and maintain a secure application development process. In the process, IDevelopment Practices (SSDP).
Establish and Maintain a Secure [0dress such items as: secure application design standards, secure coding practices, Secure Software
161 e e pesre_ |developer training, vulnerability management, security of third-party code, Functional | Intersects With |  Development Practices TDA-06 5
PP P! lapplication security testing Review and update annually, SDP)
lor when significant enterprise changes occur that could impact this Safeguard.
- i [Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
Estabish and maintan a secure application development process In the process, jovern a secure development lifecycle for the development of Technology
laddress such items as: secure application design standards, secure coding practices, |Assets, Applications and/or Services (TAAS).
161 [Cstablieh and Maintain & Secure_ldeveloper training, vuinerability management, security of third-party code, and Functional | Intersects with |S°W(E ASSalce Matuity|  1pa.06.3 5
PP P! lapplication security testing procedures. Review and update documentation annually,
lor when significant enterprise changes occur that could impact this Safeguard
[Mechanisms exist to implement secure configuration settings by default to
Establish and maintain a secure application development process. In the process, reduce the likelinood of Technology Assets, Applications and/or Services
Establish and Maintain a Secure 2047653 such tems as: secure applicaton design standards, secure coding practices, (TAAS) being deployed with weak security settings that would put the TAAS
161 e Prsete |developer training, vmnerammy management, securiy o tird-party code, Functional | Intersects With | Secure Settings By Default | TDA-09.6 [at a greater risk of compromise. 5
PP P! lapplication security testing procedures. Review and update documentation annuany.
oFihen Samcant entermtos hanges occur that coud mmpact s Safeguard.
[Mechanisms exist to require the developers of Technology Assets,
Establish and maintain a secure application development process. In the process, |Applications and/or Services (TAAS) to provide training on the correct use
Establish and Maintain laddress such items as: secure application design standards, secure coding practices, land operation of the Technology Asset, Application and/or Service (TAAS)
161 Appication Development process [eVeloper raining, vinerabity management, securty of tird-party code, and Functional | Intersects With |Developer-Provided Training| ~ TDA-16 5
PP P lapplication security testing procedures. Review and up annually,
JoF when signifcant enterprise changes aceur that could Impact this Safeguard.
Establish and maintain a secure application development process. In the process,
Establish and Maintain a Secure [20d7ess such items as: secure application design standards, secure coding practices, IMechanisms exist to ensure the Open Web Application Security Project
161 o peure. |developer training, vulnerability management, security of third-party code, and Functional | Intersects With |  Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
pplicati velopr lapplication security testing procedures. Review and update documentation annually, lorganization's Secure Systems Development Lifecycle (SSDLC) process.
lor when significant enterprise changes occur that could impact this Safeguard
Establish and maintain a secure application development process. In the process,
Establish and Maintain a Secure [0dress such items as: secure application design standards, secure coding practices, [Mechanisms exist to ensure a robust Web Application Framework is used to
161 |developer training, vulnerability management, security of third-party code, and Functional | Intersects With | Web Application Framework |~ WEB-08 [aid in the development of secure web applications, including web services, 5
Application Development Process i
PP P! lapplication security testin Review and update annually, lweb resources and web APIs.
lor when significant enterprise changes occur that could impact this Safeguard.
[Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
[Establish and maintain a process to accept and address reports of software [for Technology Assets, Applications and/or Services (TAAS) that lists software
lvulnerabilities, including providing a means for external entities to report. The process packages in use, including versions and applicable licenses.
s to include such items as: a vulnerability handling policy that identifies reporting
process, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a Software Bill of Materials
162 to Accept and Addfress Software uinerabilty trackng system that includes severiy ratings and metrics for messuring | Functional | ntersects With (S80M) TDA-04.2 5
Vulnerabilities. ftiming for analysis, an and
update documentation annualy, or when Signicant enterprise changes oceur that
|could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
[vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. A part of the process, use a IMechanisms exist to perform threat modelling and other secure design
162 to Accept and Addfress Software wulnerabilty racking system that ncludes severiy ratings, and metrics for measuring | Functional | ntersects With Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 5
Vulnerabilities. ftiming for nalysis, and Review and land accounted for.
update documentation annualy, or when Significant entarprise changes occur that
[could impact this Safeguard
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
|vuinerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake, "
Establish and Maintain a Process [assignment, remediation, and remediation testing. A part of the process, use a rachanisms exist to have an independent feview of the software design to
162 o Accept and Adress Software neraoi tracking systirv:yt;:t;r:audes severity ratings, and metris or measuring | Functional | Intersects With | Software Design Review | TOA06.5 [/DacClcapte securty, compliance and resilience requirements ae m; and 5
update documentation annualy, or when sigmificant en(erpnse changes occur that (2) dentified risks are remediated.
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
|vuinerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting e e ot obers/Insearators consult with
rocess, responsible party for handling vulnerability reports, and a process for intake, e Cre!te ang:m e oo Tgsm i Evaluation (STSE) plan, or
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a Security, Compliance & cimilar capanilty. Y 9 P
162 to Accept and Address Software Functional | Intersects With Resilience Testint TDA09 s 5

Vulnerabilities

ulnerabilty tracking system thatincludes severty raings, and metrics for measuring
ftiming for analysis, and and
update documentation annually. or when significant enterprise changes accur that
[could impact this Safeguarc

[Third-party application deve\upers need to consider this an externally-facing policy
[that helps to set expectations for outside stakeholders.

Throughout Development

2) Implement a verifable flaw remediation process to correct weaknesses
land deficiencies identified during the control testing and evaluation process;

land
(3) Document the results.
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Establish and Maintain a Process

[Establish and maintain a process to accept and address reports of software
[vulnerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handling policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake,
lassignment, remediation, and remediation testing. As part of the process, use a

p
[Mechanisms exist to req e developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a plan for the continuous
Imonitoring of security, compliance and/or resilience control effectiveness.

Coding

[training at least annually and design in a way to promote security within the
|development team, and build a culture of security among the developers.

lon Secure Software Development Practices (SSDP) to appropriately address
levolving threats.

162 to Accept and Address Software ulnerabilty tracking system that includes severiy ratings, and metrics for measuring | Functional | ntersects With | Continuous Moricoring Plan | - TDA-09.1 5
ties ftiming for analysis, and Review and
update documentation annualy, o when Significant enterprise changes occur that
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Establish and maintain a process to accept and address reports of software.
|vuinerabilities, including providing a means for external entities to report. The process
s to include such items as: a vulnerability handiing policy that identifies reporting
lprocess, responsible party for handling vulnerability reports, and a process for intake, i
Establish and Maintain a Process [assignment, remediation, and remediation testing. AS part of the process, use a evlgper st s & s A ik Pl b ke A A
162 to Accept and Address Software v‘\rJrI‘r‘v:graizﬂ\ly tracking sys;er;;g:t;nﬁuaes severity ratings, and metrics or messuring | Functionl | Intersects With D e anal TR LS e to biartively denity and Jemeciate vulnerabiltiss frior to 5
Update documentation sanuaiy, or when Signicant anterprie changes occur hat release to production
lcould impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
[Mechanisms exist to estabiish a Vuinerability Disclosure Program (VDP) to
Estabish and maintan a process to accept and address reports of software jassist with the secure development and maintenance of Technology Assets,
cluing providing & means for external nties o reprt. The process |Applications and/or Services (TAAS) that receives unsolicited input from the
i m mdude su(h items as: a vulnerability handling policy tt ntifies reportin ipublic about vulnerabilities in organizational TAAS.
rocess, responible party for handiing vunerability reports, and  process for intake,
Establish and Maintain a Process [assignment, remediation, and remediation testing. As part of the process, use a Vulnerability Disclosure
162 to Accept and Address Software uinerabilty tracking system that includes severity ratings, and metrics for messuring | Functional | ntersects With Erogram (VoP) THR-06 5
Vulnerabilities ltiming for analysis, and 9
lupdate documentation annually, or when significant enterprise changes occur that
|could impact this Safeguard.
[Third-party application developers need to consider this an externally-facing policy
fthat helps to set expectations for outside stakeholders.
lPerform root cause analysis on securit hen reviewing
IMechanisms exist to incorporate lessons learned from analyzing and
Perform Root Cause Analysis on [foot cause analysis is the task of evaluating underlying issues that create Root Cause Analysis (RCA) & g
163 Security Vulnerabilities  |vulnerabilities in code, and allows development teams to move beyond just fixing Functional | Intersects With Lessons Learned IRO-13  resoling cybersecurity and data protection incidents to reduce the likelinood s
individual vulnerabilities as they arise. P
IMechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to:
PPerform root cause analysis on securit When reviewing Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
Perform Root Cause Analysis on ot cause analyel i the task of evaluating underlying issues that create ecurity, Compliance similar capabilit
163 e A v 9 g Functional | Intersects With Resilience Testing TDA09 pability; 5
Security Vulnerabilities  |vulnerabilities in code, and allows development teams to move beyond just fixing T e 2) Implement a verifiable flaw remediation process to correct weaknesses
iindividual vulnerabilities as they arise, ‘9 P land deficiencies identified during the control testing and evaluation process;
lan
(3) Document the results.
- [Mechanisms exist to design, develop and produce Technology Assets,
Establish and manage an updated inventory of third-party components used in |Applications andfor Services (TAAS) in such a way that risk-based technical
Establish and Manage an _development, often referred to as a “bill of materials,” as well as components slated Minimum Viable Product land functional specifications ensure Minimum Viable Product (MVP) criteria
164 Inventory of Third:Party Software [for future use. This inventory 4 & mclude any riske that each thrd-party component Functional | Intersects With |, Ui HaRe FIOLEl | TDA02 lestablish an appropriate level of security and resiliency based on applicable 5
Components lcould pose. Evaluate the list at least monthly to identify any changes or updates to Y Rea risks and threats.
fthese components, and validate that the component is still supported.
[Mechanisms exist to require the developers of Technology Assets,
Establish and manage an updated inventory of third-party components used in |Applications and/or Services (TAAS) to identify early in the Secure
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Iports, Protocols & Ser IDevelopment Life Cycle (SDLC), the functions, ports, protocols and services
164 Inventory o ThirdParty Somware [for future use. Tis inventory 5 & include any risks that each third-party component Functional | Intersects With e TDA02.1 fintended for use. 5
|could pose. Evaluate the st at least monthly to identify any changes or updates to
fthese components, and validate that the component is still supported.
Estabish and manage an updated inventory of tird-party components used in
Establish and Manage an |development, often referred to as a “bill of jals,” as well as components slated \dentification & Justification IMechanisms exist to require process owners to identify, document and justify
164 Inventory of Thid:Porty Software [for future use. This inventory is & nclude any riske that each thrd-party component Functional | Intersects With | (entiCaNon S stiicalion | TDA-02.5  [the business need for the ports, protocols and other services necessary to 5
Components [could pose. Evaluate the st at least monthly to identify any changes or updates to g loperate their technology solutions.
fthese components, and validate that the component is stil supported.
[Mechanisms exist to generate, or obtain, a Software Bill of Materials (SBOM)
Establish and manage an updated inventory of third-party components used in for Technology Assets, Applications andjor Services (TAAS) that lists software
Establish and Manage an _|development, often referred to as a “bill of materials,” as well as components slated Software Bill of Materials lpackages in use, including versions and applicable licenses.
164 Inventory of Third-Party Software (for future use. This inventory is to include any risks that each third-party component Functional | Intersects With oM TDA04.2 H
Components |could pose. Evaluate the st at least monthly to identify any changes or updates to
fthese components, and validate that the component is il supported.
lUse up-to-date and trusted third-party software components. When possible, choose
Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate y [Mechanisms exist to track the origin, development, ownership, location and
165 Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for | Functional | Intersects With Provenance AST-03:2 Ichanges to Technology Assets, Applications, Services and/or Data (TAASD). 3
use.
Use up-to-date and trusted third-party software components. When possible, choose Secure Software gech‘amsmste?sl :D dE\(/;lsup ?wh(almns based on Secure Software
Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate ’ evelopment Practices
165 Party Software Components. —[security. Acquire these components {rom trusted sources or evaluate the software for | "unctional | Intersects With |- Development fractices TDA-06 s
|vulnerabilities before use.
[Use up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
165 Use Up-to-Date and Trusted Third-|established and proven frameworks and libraries that provide adequate Functional | Intersects with |SOftware Assurance Maturity| 1o, oo [govern a secure development lifecycle for the development of Technology 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for uncti A Model (SAMM) 063 |Assets, Applications and/or Services (TAAS).
|vulnerabilities before use.
lUse up-to-date and trusted third-party software components. When possible, choose [Mechanisms exist to maintain awareness of component authenticity by
165 Use Up-to-Date and Trusted Thircestablshed and proven frameworks and lbraries tht provids adequate Functional | Intersects with | Product Tampering and ToA11  |developing and implementing Product Tampering and Counterfeiting (PTC) 5
rty Software Components  [security. Acquire these components from trusted sources or evaluate the software for Counterfeiting (PTC) practces tha include the means to detect and prevent counterfet
[vulnerabilities before use. lcompon
lUse up-to-date and trusted third-party software components. When possible, choose Mechanisms exist fo require developers of Technology Assefs, Applications
165 |Use Up-to-Date and Trusted Third-festablished and proven frameworks and libraries that provide adequate Functional Intersects with [S0ftware / Firmware Integrity| 5, 14 1 |and/or Services (TAAS) to enable integrity verification of software an 5
Party Software Components  [security. Acquire these components from trusted sources or evaluate the software for rification firmware components.
|vulnerabilities before use.
Establish and maintain a severity rating system and process for application
lvulnerabilities that facilitates prioritizing the order in which discovered vulnerabilities
Establish and Maintain a Severity
lare fixed. This process includes setting a minimum level of security acceptabilty for g IMechanisms exist to facilitate the implementation of strategic, operational
166 Rating System and Process for |releasing code or applications. Severity ratings bring a systematic way of triaging Functional Subset Of | Risk Management Program | RSK-01  \o tactical risk management controls. 10
PP |vulnerabilities that improves risk management and helps ensure the most severe bugs
Jare fixed first. Review and update the system and process annually.
stablish and maintain a severity rating system and process for application m‘;‘;’ufﬂ"‘;::‘;;f‘,‘;‘fﬁ‘" s assessments, risk response and risk
Establish and Maintain a Severity [UInerabilties that facilitates prioritizing the order in which discovered vulnerabilties ontorim Pt 9 P
166 Rating System and Process for fe’fefa‘;f\‘; s AR Functional | Intersects With Risk Framing RSK-0L.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
Application Vulnerabilities |, jjnerapilities that improves risk management and helps ensure the most severe bugs ) P e cn ered by the organization for
Jare fixed first. Review and update the system and process annually. : d o
Imanaging risk.
[Mechanisms exist to categorize Technology Assets, Applications, Services
Establish and maintain a severity rating system and process for application land/or Data (TAASD) in accordance with applicable laws, regulations and
Establish and Maintain a Severity [VUnerabilities that facilitates prioritizing the order in which discovered vulnerabilities lcontractual obligations that:
166 B e oracoce gor [are fixed. This process includes setting a minimunm level of security acceptabiliy for Functional | Intersects with | Risk-Based Security Rsk.02  |(1) Document the security categorization results (including supporting 5
A gh(gmn Velnerpiities " [releasing code or applications. Severity ratings bring a systematic way of triaging Categorization rationale) in the security plan for systems; an
PPl vulnerabilities that improves risk management and helps ensure the most severe bugs (2) Ensure the security categorization decision is reviewed and approved by
Jare fixed first. Review and update the system and process annually. the asset owner.
[Mechanisms exist to prioritize the impact level for Technology Assets,
Estabish and maintain a severity rating system and process for appiication lApplications and/or Services (TAAS) to prevent potential disruptions.
Julnerabilties tha facltates prioritizing the order in which discovered vulnerabilties
Establish and Maintain a Severity |\
Process inchudds setting & minimum level of securty acceptab\l\ly for
166 Rating System and rocess for Felensing code or spaications. Severly ratings bing a Systematic ay of tragin Functional | Intersects With | Impact-Level Prioritization | ~RSK-02.1 5
Pp inerabiities that proves rsk management and elps ensure the most Severd bugs
Jare fixed first. Review and update the system and process annually
lUse standard, industry-recommended hardening configuration templates for [Mechanisms exist to develop, document and maintain secure baseline
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
167 Configuration Templates for ~[and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With e B CFG-02  [that are consistent with industry-accepted system hardening standards. 10
Application Do not allow in-house developed software to 9
[weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for ot Tecmors [Mechanisms exist to configure Technology Assets, Applications and/or
Use Standard Hardening  [application Infrastructure components. This includes underlying servers, databases, Configure Techno Mg/or Services (TAAS) utilized in high-risk areas with more restrictive baseline
16.7 Configuration Templates for  [and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With |(ASSets, ‘T‘]:AS, for High-Riek| CFG-02.5  [configurations 8
Application Do not allow in-house developed software to
[weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, \echanisms exist to have an independent review of the software design to
167 Configuration Templates for ~[and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With | Software Design Review | TDA-06.5 5
Application Infrastructure  [components, and SaaS components. Do not allow in-house developed software to (1) Applicable security, compliance and resilience requirements are met; and
(2) Identified risks are remediated.
|weaken configuration hardening.
Use standard, hardening templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, ’
16.7 Configuration Templates for  [and web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects with | CUstomized Development of | rpy @:f“':g‘ri":fg;‘f‘ST‘h‘:;:jl‘,“('ggf;ﬂ‘;‘pu;’g“n“:;fg stem components, when 5
Application Infrastructure  [components, and SaaS components. Do not allow in-house developed software to P
|weaken configuration hardening.
lUse standard, industry-recommended hardening configuration templates for
Use Standard Hardening  fapplication infrastructure components. This includes underlying servers, databases, IMechanisms exist to ensure the Open Web Application Security Project
167 Configuration Templates for  fand web servers, and applies to cloud containers, Platform as a Service (PaaS) Functional | Intersects With |  Web Security Standard WEB-07  [(OWASP) Application Security Verification Standard is incorporated into the 5
Application Saas Do not allow in-house developed software to lorganization's Secure Systems Development Lifecycle (SSDLC) process.
|weaken configuration hardening.
Separate Production and Non- y Secure Development ) [Mechanisms exist to maintain a segmented development network to ensure
168 oduction Systams Maintain separate environments for production and non-production systems. Functional | Intersects With Toa07  [echant H
[Mechanisms exist to manage separate development, testing and operational
. Separation of Development, lenvironments to reduce the risks of unauthorized access or changes to the
168 Separate Production and Non- y,intain separate environments for production and non-production systems Functional | Intersects With | Testing and Operational TDA0g operational environment and to ensure no impact to production Technology H
Production Systems. Environments lAssets, Applications and/or Services (TAAS).
Ensure that il software development personnel recelve training n writng secure code IMechanisms exist to provide role-based security, compliance and resilience-
Train Developers in Application for their specific Training can include Role-Based Security, related training:
169 Security Concepts and Secure  [general security principles and application ssc\mly standard practices. Conduct Functional | Intersects With | Compliance & Resilience SAT-03 (1) Before authorizing access to the system or performing assigned duties; 5
Coding ftraining at least annually and design in a way to promote security within the Training (2) When required by system changes; and
|development team, and build a culture of security among the developers. (3) Annually thereafter.
Ensure that ol software development personnel receive traning n witing secure cocel
Train Developers in Application [for their specific an Training can include Continuing Professional T e T e s EPE) trainine
16.9 Security Concepts and Secure  [general security principles and application secunty standard practices. Conduct Functional | Intersects With | Education (CPE) - DevOps | SAT-03.8 P R 9 9 5
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[Mechanisms exist to facilitate the implementation of industry-recognized
|Apply secure design principles in application architectures. Secure design principles Isecurity, compliance and resilience practices in the specification, design,
include the concept of least privilege and enforcing mediation to validate every an of Technology Assets,
loperation that the user makes, promoting the concept of "never trust user input.” |Applications and/or Services (TAAS)
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented Secure Engineering ’
16.10 Application Architectures  [for all input, including for size, data type, and acceptable ranges or formats. Secure Functional Subset Of Principles SEA-0L 10
[design also'means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate ever
loperation that the user makes, promoting the concept of "never trust user input.” .
. h entralized Management of IMechanisms exist to i
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . ’
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | - Security, Compliance & | SEA0L.1 land implementation of security. ‘°m°"a”‘e i resene convos and s
|design also means minimizing the application infrastructure attack surface, such as P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
Japply secure design princples in application architctures, Secure design princples
include the concept ofleas privilege and enforcin to validat
loperation that the user makes, nCept of “naver trust user Input.” IMechanisms exist to develop an enterprise architecture, aligned
16.10 Apply Secure Design Principles in [Examples include sneuring that explcit for checking is performed and documented Functional | Intersects with | Alnment With Enterprise | g o industry-recognized leading practices, with consideration fo securiy, 5
Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Architecture lcompliance and resilience principles that addresses risk to organizational
[design also means minimizing the application infrastructure attack surface, such as loperations, assets, individuals and other organizations.
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
[Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
security architecture that:
[Apply secure design principles in application artmeﬂures Secure deswn prmcwu\ES (1) Is consistent with and supportive of the organization's security
iinclude the concept of least DW"EQE E"d enforcing me n to validats larchitecture which is established within and is an integrated part of the
loperation that the user makes, concept T trust user input. lorganization’s enterprise architecture;
Apply Secure Design Principles in [Exarmples include aneuring that explict ofror checking s performed and documented . Developer Architecture & ’ I(2) Accurately and completely describes the required security functionality
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With Design TOA05 | the allocation of securty, compliance and resilence controls among ®
[design also'means minimizing the application infrastructure attack surface, such as Iphysical and logical compon
lturning off unprotected ports and services, removing unnecessary programs and files, 5 Exresses now ndviaunl securty functions, mechanisms and services
Jand renaming or removing default accounts. work together to provide required security capabilities and a unified
lapproach to protection
[Mechanisms exist to develop applications based on Secure Software
Japply secure design princples in application architectures. Secure design princples [Development Practices (SSDP).
include the concept of least privilege and enforcing mediation to validate
loperation that the user makee, promoting the concopt of "never trust user nput.” Secure Software
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented ’
16.10 Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure Functional | Intersects With | - Development fractices TOA06 s
[design also'means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input.” "
lechanisms exist to ensure the Open Web Application Security Project
Apply Secure Design Principles in [Examples include ensuring that explicit error checking is performed and documented . g
16.10 Hopicaton architacturas - | ot Inut, Including for Sse. dats type. and accaptable ranses or formate. Secure Functional | Intersects With |  Web Security Standard WEB-07 - |OWASP) Appication security Verifcation standard is ncormorated nto the 5
|design also means minimizing the application infrastructure attack surface, such as 4 4 P
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
|Apply secure design principles in application architectures. Secure design principles
include the concept of least privilege and enforcing mediation to validate every
loperation that the user makes, promoting the concept of "never trust user input.” .
Application Architectures  for all input, including for size, data type, and acceptable ranges or formats. Secure PP LA PPl g 9 g
[design also'means minimizing the application infrastructure attack surface, such as
lturning off unprotected ports and services, removing unnecessary programs and files,
land renaming or removing default accounts.
[Mechanisms exist to develop applications based on Secure Software
Leverage vetted modules or services for application security components, such as IDevelopment Practices (SSDP).
identity management, encryption, and auditing and logging. Using platform features in|
lcrtical security functions will reduce developers workioad and minimize the likelinood
Leverage Vetted Modules or Secure Software
16.11 Services for Application security [°f 325190 of implementation errors. Madern operating systems p““"“:k:;f“’e Functional | Intersects With |  Development Practices TDA-06 5
C t
available 0 Use only urrently accepted, and SOP)
lextensively reviewed encrypion algorithms. Operating Systems aiso provide
Imechanisms to create and maintain secure audit log:
[Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
[Leverage vetted modules or services for application security components, such as jovern a secure development lifecycle for the development of Technology
identity management, encryption, and auditing and logging. Using platform features in| |Assets, Applications andor Services (TAAS).
lcrtical security functions will reduce developers’ workload and minimize the likelihood
Leverage Vetted Modules or
lof design or implementation errors. Modern operating systems provide effective Software Assurance Maturity|
1611 Services for Application Security pits o e e Functional | Intersects With Viotiol (SAMMY TDA-06.3 5
available to Use onl currently accepted, and
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs
Leverage vetted modules or services for application security components, such as
identity management, encryption, and auditing and logging. Using platform features in|
Leverage Vetted Modules or _[C1tical security functions will reduce developers’ workioad and minimize the likelihood
" lof design or implementation errors. Modern operating systems provide effective Customized Development of IMechanisms exist to custom-develop critical system components, when
16.11 Services for Application Security for an: and make those Functional | Intersects With | ™ critical Components TPA2 - lcommercial Off The Shelf (COTS) solutions are unavailabie. 5
available to Use onl urrently accepted, and
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs.
Leverage vetted modules or services for application security components, such a
identity management, encrystion, and augling and logaing, Using platform features In|
tical security functions will reduce developers' workioad and minimize the likelihood
Leverage Vetted Modules or " c [Mechanisms exist to require system developers and integrators to perform
1611 Services for Application Security [2f des19n o '}""‘E’“e"t“t“’“ errors. Modern operating systems provide effective Functional | Intersects With DEVE‘;";’EQENM TDA14 uring system design, development, 5
gty o (wmnuy memed and implementation and operation.
cenaely roviewed encryation atgorthms. Operatmg systems also provide
Imechanisms to create and maintain secure audit logs
[Mechanisms exist to require developers of Technology Assets, Appiications
Leverage vetted modules or services for application security components, such as land/or Services (TAAS) to enable integrity verification of software and
identity management, encryption, and auditing and logging. Using platform features in| [firmware components.
[crtical security functions will reduce developers workioad and minimize the likelihood
Leverage Vetted Modules or
lof design or implementation errors. Modern operating systems provide effective . [software / Firmware Integrity| .
1611 Services for Application Security il o it Functional | Intersects With Ve TDA141 5
available to Use onl urrently accepted, and
lextensively reviewed encryption algorithms. Operating systems also provide
Imechanisms to create and maintain secure audit logs
IMechanisms exist to have an independent review of the software design to
implement Code-Level Security |Apply static and dynamic analysis tools within the application life cycle to verify that g validate:
1612 Checks Jsecure coding practices are being followed Functional | Intersects With | - Software Design Review | TDA-06.5 (1) pppiicable security, compliance and resilience requirements are met; and s
(2) Identified risks are remediated.
Mechanisms exist to require system developers/ntegrators consult with
security, compliance and/or resilience personnel
Security, Compliance & 1) Creaie and implement a Securiy Testing and Evaluation (STE) plan, or
Implement Code-Level Security |Apply static and dynamic analysis tools within the application life cycle to verify that . : ’ similar capability;
1612 Checks lsecure coding practices are being followed. Functional | Intersects With | Resilience Testing | TPA0%13) mplement a verifiable flaw remediation process to correct weaknesses 5
‘o P! land deficiencies identified during the control testing and evaluation process;
lan
(3) Document the results.
[Mechanisms exist to require the developers of Technology Assets,
Implement Code-Level Security [Apply static and dynamic analysis tools within the application life cycle to verify that |Applications and/or Services (TAAS) to employ static code analysis tools to
16.12 " Checks ¥ leeture coding practices are being followed i v 4 Functional | Intersects With | Static Code Analysis TDA09:2  fidentify and remediate common flaws and document the results of the 5
lanalysis
[Mechanisms exist to require the developers of Technology Assets,
Implement Code-Level Security |Apply static and dynamic analysis tools within the application life cycle to verify that [Applications and/or Services (TAAS) to employ dynamic code analysis tools to
16.12 Checks lsecure coding practices are being followed. Functional | Intersects With |  Dynamic Code Analysis TDA-09.3  [identify and remediate common flaws and document the results of the. 5
lanalyss
|conduct application penetration testing. For critical applications, authenticated [Mechanisis exst 0 perform application-fevel penetration testing of custorn-
sting s better suited to finding business logic vulnerabilities than code Imade Technology Assets, Applications and/or Services
1613 Conduct Application Penetration |ccanning and automated security testing. Penetration testing relies on the skill of the | Functional Equal Application Penetration | - 1pa.09.5 10
9 ltester to manually manipulate an application as an authenticated and unauthenticated 9
user.
[Conduct threat madeling. Threat modeing i the process ofidentiying and addressing
lapplication security design flaws within a design, before code is createt
u ing \d gauge security risks for each entry point and access level. The goal is to map ou uncti qu; ing R ac“c‘; WAy ut
lthe appl\(auon architecture, and infrastructure in a structured way to understand its u -
[weaknes:
[Establish a program to develop and maintain an incident response capability (e.g., Incident Response. [Mechanisms exist to implement and govern processes and documentation to
17 Incident Response Management [policies, plans, procedures, defined roles, training, and communications) to prepare, Functional Subset Of o heopo 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
|detect, and quickly respond to an attack. P |protection-related incidents.
[Establish a program to develop and maintain an incident response capability (e.g., (2) Automated event detection or manual incident report intake;
17 Incident Response Management [policies, plans, procedures, defined roles, training, and communications) to prepare, Functional | Intersects With Incident Handling IRO-02  ((3) Analysis; 5
|detect, and quickly respond to an attaci (@) Containment;
Designate one key person, and at least one backup, who will manage the enterprise’s Mechanisms exst to cover
incident handling process. Management personnel are responsible for the coordination 1) Prepar:
Designate Personnel to Manage [N documentation of incident response and recovery efforts and can consist of 2) Mutormated event detection or manual ncident repert intake:
171 91 et Ho i '9¢ lemployees internal to the enterprise, service providers, or a hybrid approach. If using Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 5
9 la service provider, designate at least one person internal to the enterprise to oversee 4) Containment;
lany third-party work. Review annually, or when significant enterprise changes occur 5) Eradication; and
lthat could impact this Safeguard. 6) Recovery.
Designate one key person, and at least one backup, who will manage the enterprise’s
incident handiing process. Management personnel are responsible for the coordination
land documentation of incident response and recovery efforts and can consist of
171 DO e et *"%° lemployees internal to the enterprise, service providers, or a hybrid approach. Ifusing | Functional | Intersects With |Incident Response Plan (IRP)|  1R0-04  [1'echarismms exist to maintain and make availaple a current and viable 5
9 la service provider, designate at least one person internal to the enterprise to oversee P
lany third-party work. Review annually, or when significant enterprise changes occur
lthat could impact this Safeguard.
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incident handling process. Manager
land documentation of incident response and recovery effort: Mechanisis exst o establis an inteprated tears ofcybersecy, T ond
17.1 Designate Personnel to Manage lempioyees internal to the enterprise, service providers, or a hybrid approach. If using | Functional | Intersects With ‘“‘;g;a‘:n“sesﬁce“a’r'\:y”‘g&ﬁ“‘ IR0-07  [business function representatives that are capable of addressi s
9 la service provider, designate at least one person internal to the enterprise to oversee P cybersecurity and data protection incident response operations.
lany third-party work. Review annually, or when significant enterprise changes occur
[that could impact this Safeguard.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, Situational Awareness For IMechanisms exist to document, monitor and report the status of
17.2 orting Securit; insurance providers, relevant government agencies, Information Functional Intersects With | '™ e ﬂ’e‘m IRO-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
Incidents [Sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts s \way through the resolution of the incident.
lannually to ensure that information is up-to-date.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law Mechanisms exist to timely-report incidents to applicable:
. Incident Stakeholder (1) Internal stakeholder:
172 Information for Reporting Security|enforcement, cyber insurance providers, relevant government agencies, Information |  Functional | Intersects With 1RO-10 5
" Reporting (2) Aftected chonts & third-parties; and
ncidents [Sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts e eharitias
lannually to ensure that information is up-to-date. gulatory
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law
w2 oring Inserance ploviders, elevant govemment sgences.information | Functonal | ntersects with | /0er ncident Reporting or| 1.5 |Mechanisms exis o report senstivereguiated data ncidents n a tmely s
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts 9
lannually to ensure that information is up-to-date.
Establish and maintain contact information for parties that need to be informed of
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, Vunerabilties Related To IMechanisms exist to report system vulnerabilities associated with reported
172 orting Securit yber insurance providers, relevant government agencies, Information | Functional | Intersects With Dhities e IR0-10.3  [cybersecurity and data protection incidents to organization-define 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts lpersonnel or roles
lannually to ensure that information is up-to-date.
[Mechanisms exist to provide cybersecurity and dafa protection incident
Establish and maintain contact information for parties that need to be informed of information to the provider of the Technology Assets, Applications and/or
Establish and Maintain Contact [security incidents. Contacts may include internal staff, service vendors, law Services (TAAS) and other organizations involved in the supply chain for
172 for ber insurance providers, relevant government agencies, Information | Functional | Intersects With | Supply Chain Coordination | IRO-10.4  [TAAS related to the incident. 5
Incidents [sharing and Analysis Center (ISAC) partners, or other stakeholders. Verify contacts
lannually to ensure that information is up-to-date.
Mechanisms exist o cover:
Establish and maintain an documented enterprise process for the workforce to report 1) Preparation;
Establish and Maintain an  [security incidents. The process includes reporting timeframe, personnel to report to, 2) Automated event detection or manual incident report intake;
173 Enterprise Process for Reporting [mechanism for reporting, and the minimum information to be reported. Ensure the Functional Equal Incident Handling 1R0-02  |(3) Analysis 10
ncidents process is publicly available to all of the workforce. Review annually, o when 4) Containment;
Isignificant enterprise changes occur that could impact this Safeguard. 5) Eradication; and
[Establish and maintain a documented incident response process that addresses roles 2] Atoomaren event detection or manual Incident report intake;
17.4 [Establish and Maintain an compliance anda plan. Review Functional | Intersects With Incident Handling 1R0-02  |(3) Analysis 5
esponse Process Gnualy, or when significant enterprise changes occur that Could Impact this et
[Safeguard. ) Eradication: and
Estabih and maintan a documented incident response process that addresses foles
[Establish and Maintain an plian eview IMechanisms exist to maintain and make available a current and viable
174 Response Process lnnaly, or when Hianineant enterprise changes occur that could Impact tis Functional | Intersects With |Incident Response Plan (IRP)| - IRO-04 incigent Response Plan (IRP) to all stakeholders, s
[safeguard.
Establish and maintan a documented Incdent respanse process tht addresses foles
IMechanisms exist to establish an integrated team of cybersecurity, IT and
P lSate uay 9 P 9f P P lcybersecurity and data protection incident response operations.
[Assign ke roles and responsibilities for incident response, including staff from legal,
s Rosign Key Roles and [T, normationsecurity. acities, pUblc rlaions human rosources, meident cncionat | supseror | incident Respnse o1 Hechanisms exist o mplement and govern processes and documentaton to o
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes unctional ubse! Operations - acllitate an organization-wide resp pability for cybersecurity
Joccur that could impact this Safeguard >
TITPrep 7
[Assign key roles and responsibilities for incident response, including staff from legal,
17 Assign Key Roles and IT, information security, facilities, public relations, human resources, incident Functional | Intersects With Incident Handiin 1R0-02 g; Automated event detection or manual incident report intake; s
Responsibilities Iresponders, and analysts. Review annually, or when significant enterprise changes 9 @ comyamr'nem
loccur that could impact this Safeguard. (& containment;
[Assign key roles and responsibilities for incident response, including staff from legal,
Assign Key Roles and IT. information security, facilities, public relations, human resources, incident ’ IMechanisms exist to maintain and make available a current and viable
175 Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Functional | Intersects With |Incident Response Plan (IRP)| IRO-04 incigent Response Plan (IRP) to all stakeholders, s
Joccur that could impact this Safeguart
[Assign key roles and responsibilities for incident response, including staff from legal,
IMechanisms exist to establish an integrated team of cybersecurity, IT and
175 Assign Key Roles and I, information security, facilities, public relations, human resources, incident Functional | Intersects with | INtegrated Security Incident | o o, [MEShAnIStS Sxist o setabioh an iegrated oo of bereec R
Responsibilities responders, and analysts. Review annually, or when significant enterprise changes Response Team (ISIRT) A S A
Joccur that could impact this Safeguard Y Y P P P
echanlsms exIst to cover:
Determine which primary and secondary mechanisms will be used to communicate 1) Preparation;
Define Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails, 2) Automated event detection or manual incident report intake;
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With Incident Handling 1R0-02  ((3) Analysis; 5
Response lemails, can be affected during a security incident. Review annually, or when 4) Containment;
lsignificant enterprise changes occur that could impact this Safeguard 5) Eradication; and
6) Recoven
Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  fand report during a security incident. Mechanisms can include phone calls, emails,
176 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With |Incident Response Plan (IRP)|  1R0-04  [IYecharisms exist to maintair and make available a current and viable 5
lemails, can be affected during a security incident. Review annually, or when P
lsignificant enterprise changes occur that could impact this Safeguard.
Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails, Integrated Security Incident IMechanisms exist to establish an integrated team of cybersecurity, IT and
17.6 Communicating During Incident [secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With | "M E3E3ec 2CEUTY oSy IR0-07  [business function representatives that are capable of addressing 5
lemails, can be affected during a security incident. Review annually, or when P and data protection incident response operations.
lsignificant enterprise changes occur that could impact this Safeguard.
Determine which primary and secondary mechanisms will be used to communicate
Define Mechanisms for  [and report during a security incident. Mechanisms can include phone calls, emails, Situational Awareness For IMechanisms exist to document, monitor and report the status of
176 Communicating During Incident |secure chat, or notification letters. Keep in mind that certain mechanisms, such as Functional | Intersects With oot IR0-09  [cybersecurity and data protection incidents to internal stakeholders all the 5
mails, can be affected during a security incident. Review annually, or when way through the resolution of the incident.
lsignificant enterprise changes occur that could impact this Safeguard.
Plan and conduct routine incident response exercises and scenarios for key personnel Mechanisms exist to formally test incident response capabilties through
177 Conduct Routine Incident jinvolved in the incident response process o prepare for responding to real-world Functional | Intersects With | Incident Response Testin IRO-06  |reaistic exercises to determine the operational affectiveness of those 5
Response Exercises incidents. Exercises need to test communication channels, decision making, and P 9 Canabilitias. P
[workflows. Conduct testing on an annual basis, at a minimum. P:
[Mechanisms exist to incorporate lessons leared from analyzing an
|Conduct postincident reviews. Post-incident reviews help prevent incident recurrence Root Cause Analysis (RCA) &
17.8 Conduct Post-Incident Reviews Functional Equal IRO-13  [resolving cybersecurity and data protection incidents to reduce the likelihood 10
fthrough identifying lessons learned and follow-up action. Lessons Learne: I Sl il
Establish and maintain security incident thresholds, including, at a minimum, 1) Preparation:
Etablish and Maintain Security[diferentiating between an incident and an event. Examples can include: abrormal 2) Automated event detection or manual incident report intake;
17.9 Incident Thresnoide ¥ [activity, security vulnerability, security weakness, data breach, privacy incident, etc. Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 5
Review annually, or when significant enterprise changes occur that could impact this ) Containment;
[safeguard. 5) Eradication; and
Establish and maintain security incident thresholds, including, at a minimum,
etween an incident and an event. Examples can include: abnormal
179 Establish and Maintain SSCUtY lactivity, security vulnerabillty, security weakness, data breach, privacy incident, etc Functional | Intersects With |Incident Response Plan (IRP)|  1R0-04  [IAecharisrms exiet to mantair andmake avaiiable a current and viable 5
eview annually, or when significant enterprise changes occur that could impact this P
[safeguard.
Establish and maintain security incident thresholds, including, at a minimum,
. . ldifferentiating between an incident and an event. Examples can include: abnormal IMechanisms exist to establish an integrated team of cybersecurity, IT and
179 Establish and Maintain Security lactivity. security vulnerabillty, security weakness, data breach, privacy incident, etc Functional | Intersects with | "Me3rated Security Inddent | 1007 [pusiness function representatives that are capable of addressing 5
eview annually, or when significant enterprise changes occur that could impact this P lcybersecurity and data protection incident response operations
[safeguard.
[Test the effectiveness and resiliency of enterprise assets through identifying and Vulnerability & Patch [Mechanisms exist to facilitate the implementation and montoring of
18 Penetration Testing lexploiting weaknesses in controls (people, processes, and technology), and simulating |  Functional Subset Of Management Program VPMAOL e abiity management controls. 9 10
jthe objectives and actions of an attacker. (VPMP) 9 .
[Test the effectiveness and resiliency of enterprise assets through identifying and Mechanisms exist to conduct penetration testing on Technology Assets,
18 Penetration Testing lexploiting weaknesses in controls (people, processes, and technology), and simulating | Functional | Intersects With |  Penetration Testing VPM-07  |Applications and/or Services (TAAS) 5
jthe objectives and actions of an attacker.
Mechanisms exist to conduct penetration testing on Technology Assets,
stablish and maintain a penetration testing program appropriate to the size, lApplications andjor Services (TAAS)
lcomplexity, industry, and maturity of the enterprise. Penetration testing program
Establish and Maintaina _[characteristics include scope, such as network, web application, Application
181 P eI @ Programming Interface (API), hosted services, and physical premise controls; Functional Equal Penetration Testing VPM-07 10
9 Prog [frequency; limitations, such as acceptable hours, and excluded attack types; point of
lcontact information; remedation, such as how findings will be routed internally; and
retrospective requirements.
Mechanisms exist to conduct penetration testing on Technology Assets,
Perform periodic external penetration tests based on program requirements, no less lApplications andjor Services (TAAS)
perform Periodic External 72 annually. External penetration testing must include enterprise and environmental
182 e e reconnaissance to detect exploitable information. Penetration testing requires Functional Equal Penetration Testing VPM-07 10
lspecialized skills and experience and must be conducted through a qualified party.
[The testing may be clear box or opague box.
Remediate penetration Test [emediate penetration test findings based on the enterprise’s documented
183 s [vulnerability remediation process. This should include determing a timeline and level | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
lof effort based on the impact and prioritization of each identified finding.
Remediate penetration test findings based on the enterprise’s documented
183 Remediate Penetration Test 0008 000 8 et e should Icloce derming o tmelne and level | Functional | Intersects with | COntinuous Vulnerabilty | ypy oy |Mechanisms exist to address new threats and vulnerabiltes on an ongoing s
9 Jof effort based on the impact and prioritization of each identified finding. P! 9
emediote pemetration test findimas based om the enterarise's . [Mechanisms exist to conduct software patching for all deployed Technology
emediate penetration test findings based on the enterprise’s documente lAssets, Applications and/or Services (TAAS), including firmware.
183 Remediate Penetration Test | inerability remediation process. This should include determing a timeline and level | Functional | Intersects witn | S°ftware & Firmware VPM-05 PP 3 (TAAS) 9 5
indings lof effort based on the impact and prioritization of each identified finding
[Mechanisms exist to verify the functionality of security, compliance and
|Validate security measures after each penetration test. If deemed necessary, modify Control Functionality
18.4 Validate Security Measures Functional | Intersects With CHG-06 resilience controls following implemented changes to ensure applicable 5
rulesets and capabilities to detect the techniques used during testing Verification et omerate o4 destonad
Perform Periodic Internal _[Perform periodic internal penetration tests based on program requirements, no Iess [Mechanisms exist to conduct penetration testing on Technology Assets,
185 Penetration Tests jthan annually. The testing may be clear box or opague box. Functional Equal Penetration Testing VPM-07  |applications and/or Services (TAAS) 10
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