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Control Description

[Continually identify and engage with the enterprise’s stakeholders, document an [Mechanisms exist to review the Security, Compliance & Resilience Program
Evaluate the governance |understanding of the requirements, and evaluate the current and future design Periodic Review & Update of | (SCRP), including policies, standards and procedures, at planned intervals or
EDM01.01 system lof governance of enterprise I&T. Functioral | Intersects with | Securty, Compllance & GOV-03 f significant changes occur to ensure their continuing suitability, adequacy 8
esilience Program land effectiveness.
linform leaders on I&T governance principles and obtain their support, buy-in and [Mechanisms exist to facilitate the implementation of security, compliance
Guide the structures, processes and practices for the governance land resilience governance controls.
Direct the governance  |of I&T in line with the agreed governance principles, decision-making models and Security, Compliance &
EDM01.02 i i " d < Functional Subset Of Gov-01 10
lauthority levels. Define the information required for informed decision making. Resilience Program (SCRP)
[Monitor the of the enterprise’s of I&T.
N |Assess whether the governance system and implemented mechanisms (including Periodic Review & Update of| IMechanisms exist to review the Security, Compliance & Resillence Program
Monitor the governance  [structures, principles and processes) are operating effectively and provide .03 |(SCRP), including policies, standards and procedures, at planned intervals or
EDMOL.03 lappropriate oversight of IT to enable value creation Functional | Intersects With | - Security, Compliance & GOV-03 it ignificant changes occur to ensure their continuing suitability, adequacy 8
Resilience Program O chan:
[Monitor the of the enterprise’s of I&T.
|Assess whether the governance system and implemented mechanisms (including
Monitor the governance  |structures, principles and processes) are operating effectively and provide Mechanisms exist o develop, report and monitor Securiy, Compliance &
3 " X
EDM01.03 e e et e 2 el o Functional | Intersects With | Measures of Performance |~ GOV-05  [1eCian S oo i0 CE 80D, o e e 8
[Review and ensure clarity of the enterprise and I&T strategies and current
services. Define an appropriat ent mix based on cost, alignment with
Establish the target [Strateqy, type of benefit for the programs in the portfolio, degree of risk, and Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM02.01 veimont i [financial measures such as cost and expected return on investment (ROI) over Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
the full economic life cycle. Adjust the enterprise and I&T strategies where Portfolio Management lcompliance and resilience objectives.
Inecessary.
[Review and ensure clarity of the enterprise and I&T strategies and current
services. Define an appropriate investment mix based on cost, alignment with
Establish the target _[5£ratey, type of benefit for the programs in the portfolio, degree of risk, and Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM02.01 vectmon i [financial measures such as cost and expected return on investment (ROI) over Functional | Intersects With | ~ Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 8
the full economic life cycle. Adjust the enterprise and I&T strategies where lanagement Resilience Program (SCRP) and document all exceptions to this requirement.
Inecessary.
[Review and ensure clarity of the enterprise and I&T strategies and current
serices. Define an approprite investment mix based on cost, llgnment with e o lentity and allocat . .
strategy, type of benefit for the programs in the portfolio, degree of risk, an lechanisms exist to identify and allocate resources for management,
EDM02.01 Es“navb:;',‘“‘e":t‘;"iet [financial measures such as cost and expected return on investment (ROI) over Functional | Intersects With | Allocation of Resources PRM-03  |operational, technical and data protection requirements within business 8
the full economic life cycle. Adjust the enterprise and I&T strategies where lprocess planning for projects / initiatives.
Inecessary.
(Continually evaluate the portfolio of I&T-enabled investments, services and
assets to determine the ikelinood of achieving enterprioe objectives and Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM02.02 Evaluate value optimization |dalivering value. Identify and evaluate any changes in direction to management | Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
lthat will optimize value creation. Portfolio Management lcompliance and resilience objectives
[Continually evaluate the portfolio of I&T-enabled investments, services and
assets to determine the ikelihood of achieving enterprise objectives and Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM02.02 Evaluate value optimization [dalivering value. Identify and evaluate any changes in direction to management | Functional | Intersects With | Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 8
lthat will optimize value creation. Management Resilience Program (SCRP) and document all exceptions to this requirement.
(Continually evaluate the portfolio of I&T-enabled investments, services and oo to dentity and alocat B .
lassets to determine the likelinood of achieving enterprise objectives and lechanisms exist to identify and allocate resources for management,
EDM02.02 Evaluate value optimization gaiivering value. Identify and evaluate any changes in direction to management |  Functional | Intersects With | ~Allocation of Resources PRM-03  [operational, technical and data protection requirements within business 8
lthat will optimize value creation. lprocess planning for projects / initiatives.
IDirect value management principies and practices to enable optimal value
realization from 161-enabled investments throughout their full economic ife Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM02.03 Direct value optimization |cycle Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives
[Direct value management principies and practices to enable optimal value
reatization from 161-enabled investments throughout their full economic ife Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM02.03 Direct value optimization |cycle Functional | Intersects With |  Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 8
Management Resilience Program (SCRP) and document all exceptions to this requirement.
o e o s thek o velle IMechanisms exist to identify and allocate resources for management
realization from I&T-enabled investments throughout their full economic life 3
EDM02.03 Direct value optimization |cycle 9 Functional | Intersects With | Allocation of Resources PRM-03 [operational, technical and ata protection requirements within business 8
lprocess planning for projects / initiatives.
[Monitor key goals and metrics to determine whether the enterprise receives
expected vatue and benefit from [&T-enabled investments and services. Identify Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM02.04 Monitor value optimization p Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
significant issues and consider corrective actions.
Portfolio Management lcompliance and resilience objectives
[Monitor key goals and metrics to determine whether the enterprise receives
expected vaiue and benefit from [&T-enabled ivestments and services. Identify Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM02.04 Monitor value optimization [Significant issues and consider corrective actions. Functional | Intersects With |  Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 8
Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Monitor key goals and metrics to determine whether the enterprise receives o <t o entity and atocat p .
lexpected value and benefit from IST-enabled investments and services. Identi lechanisms exist to identify and allocate resources for management,
EDM02.04 Monitor value optimization [significant issues and consider corrective actions. ™| Functional | Intersects with | Allocation of Resources PRI-03  laperationa, technica and data protection requirements withn business 8
lprocess planning for projects / nitiatives
[Continually examine and evaluate the effect of risk on the current and future use
lof I&T in the enterprise. Consider whether the enterprise’s risk appetite is Security, Compliance & Mechanisms exist to assess securiy. compliance and resilence controls
EDM03.01 Evaluate risk management &Z‘mg::‘:nzﬂri::as‘g’;ma‘ risk to enterprise value related to the use of I&T is Functional | Intersects With | Resilience In Project PRM-04 [ ented correctly, perating as intended and producing the desired 8
Management loutcome with respect to meeting the requirements.
[Continually examine and evaluate the effect of risk on the current and future use
of IST in the enterprise. Consider whether the enterprise’s risk appetite is IMechanisms exist to facilitate the implementation of strategic, operational
EDMO03.01 Evaluate risk management [appropriate and ensure that risk to enterprise value related o the use of I&T is Functional Subset Of | Risk Management Program | Rsk-01 [ JCRaNES Bt B0 B0 e O ot o 9ic, op 10
identified and manage
[Direct the establishment of risk management practices to provide reasonable
lassurance that IT risk management practices are appropriate and that actual IMechanisms exist to facilitate the implementation of strategic, operational
EDMO03.02 Direct risk management ||&T risk does not exceed the board’s risk appetite. Functional Subset Of | Risk Management Program | Rsk-01  [JCRANES Bt 56 ETOE ront 9ic, op 10
[Monitor the key goals and metrics of the risk management processes. Determine
EDM03.03 Monitor risk management |how deviations or problems will be identified, tracked and reported for Functional | Intersects With | Risk Management Program | Rsk-01  [Meshanisms exit to facltate the implementation of strategic, operational s
remediation. land tactical risk management controls.
(Continually examine and evaluate the current and future need for business and
I&T resources (financial and human), options for resourcing (including sourcing Securit
y, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM04.01 E"am‘::;e resouice jstrategies), and allocation and management principles to meet the needs of the Functional Subset Of Resilience Protection PRM-01 [controls that provide a portfolio management approach to achieve security, 10
9 lenterprise in the optimal manner. Portfolio Management lcompliance and resilience objectives.
(Continually examine and evaluate the current and future need for business and
I&T resources (financial and human), options for resourcing (including sourcing Securit
y, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM04.01 Evaluate resource  Istrategies), and allocation and management principles to meet the needs of the | fynctional | Intersects With | Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 8
9 jenterprise in the optimal manner. Management Resilience Program (SCRP) and document all exceptions to this requirement.
[Continually examine and evaluate the current and future need for business and
I&T resources (financial and human), options for resourcing (including sourcing echarisms exs o entr
y and allocate resources for managemen,
EDM04.01 Evaluate resource strategies). and allocation and management principles to meet the needs of the | - functional | Intersects With | Allocation of Resources PRM-03 |operational, t a protection requirements within business 8
9 [enterprise in the optimal manner. process pianning for | proje(ts  Riatives.
[Ensure the adoption of resource management principies to enable optimal use o
Direct resource Ibusiness and I&T resources throughout their fuil economic lfe cycle Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM04.02 e Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
9 Portfolio Management lcompliance and resilience obijectives.
[Ensure the adoption of resource management principies to enable optimal use o
Direct resource Ibusiness and I&T resources throughout their full economic Iife cycle. Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM04.02 T e Functional | Intersects With |  Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 8
9 nagement Resilience Program (SCRP) and document all exceptions to this requirement.
[Ensure the adoption of resource management principies to enable optimal use of e © to 1gontity and alocat p .
lbusiness and I&T resources throughout their full economic life cycle. lechanisms exist to identify and allocate resources for management,
EDM04.02 Dyzs;‘a'e:r:‘;“f 9 4 Functional | Intersects With | Allocation of Resources. PRM-03 [operational, technical and data protection requirements within business 8
9 lprocess planning for projects / initiatives.
[Monitor the key goals and metrics of the resource management processes.
Monitor resource |Determine how deviations or problems will e identihed. tracked and reported for Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
EDM04.03 O ot remediation. Functional | Intersects With |  Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
9 Portfolio Management lcompliance and resilience objectives
[Monitor the key goals and metrics of the resource management processes.
Monitor resource |Determine how deviations or problems will e identihed. tracked and reported for Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
EDM04.03 O ot remediation. Functional | Intersects With | ~ Resilience Resource PRM-02 [including the resources needed to implement the Security, Compliance & 8
9 nagement Resilience Program (SCRP) and document all exceptions to this requirement.
gutmtor thehkeydguals and melri(;lof the TESOUTCE Management processes. IMechanisms exist to identify and allocate resources for management,
etermine how deviations or problems will be identified, tracked and reported for 3
EDM04.03 Monitor resource remediation. P P Functional | Intersects With | ~Allocation of Resources PRM-03  |operational, technical and data protection requirements within business 8
9f lprocess planning for projects / initiatives.
[Continually examine and evaluate current and future requirements for ‘
Evaluate stokehalder _[Stakeholder engagement and reporting (including reporting mandated by periodic Review & Update of hechanism exis o review the Security, Compliance & Resilence program
EDMO05.01 engagement and reporting [€9ulatory. and other Establish Functional | Intersects With | Security, Compliance & Gov-03 f 9 g 4 - ot bl 8
gag: porting y, Compl
ripled for onGaging ana Communléating with SaKenaldere. if significant changes occur to ensure their continuing suitability, adequacy
requirements Resilience Program e
[Continually examine and evaluate current and future requirements for
Evaluate stakeholder |Stakeholder engagement and reporting (including reporting mandated by .
requlatory and to other Establish .05 |Mechanisms exist to develop, report and monitor Security, Compliance &
EDHMOS.01 O et """ lorinciples for engaging aid communicating with stakeholders. Functional | Intersects With | Measures of Performance | - GOV-05  |pegilience Program (SCRP) measures of performance. 8
[Continually examine and evaluate current and future requirements for
Evaluate and reporting including reporting mandated by . . X
£DM05.01 engagement and reporting [egulatory and her tablish Functional | ntersects witn [P6fning Business Context & oy.op  [Mechanisms exist to define the context of it business model and documen s
Fequirements ripied tor onGaging ana Communléating with SaKenalders. the organization's mission.
[Continually examine and evaluate current and future requirements for
Evaluate stakeholder |stakeRoider engagement and reporting (including feporting mandated by o Stakeholder Identification & IMechanisms exist to identify and involve pertinent stakeholders of critical
EDMO05.01 engagement and reporting |regulatory and other Establish Functional | Intersects With Iratvemant AST-01.2  [Technology Assets, Applications, Services and/or Data (TAASD) to support 8
Cequirements ripied for onGaging ana Communléating with SaKenalders. the ongoing seccre management of those assets
[Continually examine and evaluate current and future requirements for
Evaluate stakeholder [stakeholder engagement and reporting (including reporting mandated by . IMechanisms exist to implement and manage a Configuration Management
EDM05.01 engagement and reporting [€9ulatory. and to other Establish Functional | Intersects with | COnfguration Management | ss7.65 9 |atabase (CMDB), or similar technology, to monitor and govern technology 8
Tequirements prncipies for engaging and communicating with stakeholders. atabase (CMDB) eeatanect miormation.
[Continually examine and evaluate current and future requirements for
Evaluate stakeholder _[Stakeholder engagement and reporting (including reporting mandated by = IMechanisms exist to include capturing the name, position and/or role of
EDMO05.01 engagement and reporting ["€9ulatory , and her Establis! Functional Intersects With | Accountability Information | AST-03.1 [individuals responsible/accountable for administering assets as part of the 8
Cequirements reipled for onGaging ana Communicating with SaKenalders. technology asset iventory process.
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Set Theory Relationship Mapping (STRM) Control Objectives for Information and Related Technologies (COBIT) 2019 o
STRM Secure Controls Framework (SCF) Strength of
FDE # FDE Name Focal Document Element (FDE) Description TR SCF Control SCF # S Relntonainp
[Continually examine and evaluate current and future requirements for
Evaluate nd cormmusieation ta ot stakenelders E4tabish Stakeholder Notification of IMechanisms exist to ensure stakeholders are made aware of and understand
EDM05.01 engagement and reporting [29u!2 stablis Functional | Intersects With . CHG-05 . . . u 8
92 eauirement rnipiod o naaging and communicating with Stakenolders. Changes lthe impact of proposed changes.
Direct [Ensure the of effective Communication
engagement, land reporting, including mechanisms for ensuring the quality and completeness Defining Business Context &| Mechanisms exist to define the context of its business model and document
EDMO05.02 communication and |0 information, overseeing mandatory reporting, and creating a communication Functional Intersects With Mission GOV-08  ihe organization's mission. 8
eporti strategy for stakeholders.
Dire: [Ensure the of effective Communication - -
engagement, land reporting, including mechanisms for ensuring the quality and completeness o IMechanisms exist to identify and involve pertinent stakeholders of critical
EDM0S.02 commgagerent «d |of information, overseeing mandatory reporting, and creating a communication |  Functional | Intersects With e ente AST-01.2  [Technology Assets, Applications, Services and/or Data (TAASD) to support 8
Teporing strateqy for stakeholders. the ongoing secure management of those assets.
Direct [Ensure the of effective oo +to mplement and Configuration .
'engagement, land reporting, including mechanisms for ensuring the quality and completeness Configuration Management lechanisms exist to implement and manage a Configuration Management
EDMO05.02 comme e nd |of information, overseeing mandatory reporting, and creating a communication Functional | Intersects With Sutabose 1CMDQB' AST-02.9  |Database (CMDB), or similar technology, to monitor and govern technology 8
reporting strategy for stakeholders. jasset-specific information.
Direct [Ensure the of effective -
engagement, land reporting, including mechanisms for ensuring the quality and completeness [Mechanisms exist to include capturing the name, position and/or role of
EDM0S.02 commgagerent «d |of information, overseeing mandatory reporting, and creating a communication | Functional | Intersects With | Accountability Information | AST-03.1  lindividuals responsible/accountable for administering assets as part of the 8
strateqy for stakeholders. ltechnology asset inventory process.
Direct [Ensure the of effective Communication
engagement, land reporting, including mechanisms for ensuring the quality and completeness Stakeholder Notification of IMechanisms exist to ensure stakeholders are made aware of and understand
EDMO05.02 Communq‘cauon and  |of information, overseeing mandatory reporting, and creating a communication Functional Intersects With Changes CHG-05 ik impact of proposed changes. 8
reporting strategy for stakeholders.
Direct Ensure ‘h: iehr of :ffemVEf involvement, c¢ nic [Mechanisms exist to timely-report incidents to applicable:
engagement, land reporting, including mechanisms for ensuring the quality and completeness Incident Stakeholder (1) Internal stakeholders;
EDMO05.02 comm%nq‘cauo,, and  |of information, overseeing mandatory reporting, and creating a communication Functional Intersects With Reporting IRO-101(5) Affected clients & third-parties; and 8
reporting [strategy for stakeholders. (3) Regulatory authorities.
[Monitor Tevels and the of
ool lcommunication. Assess mechanisms for ensuring accuracy, reliability and el |
Monitor stakeholder leffectiveness, and ascertain whether the requirements of different stakeholders Mechanisms exit to develop,report and monitor Security, Compliance &
EDM! . Functional | Intersects With | M f Perf V-
05.03 engagement i terms of reporting and communication are met. unctional | Intersects Wi easures of Performance | GOV-05 g cgilience Program (SCRP) measures of performanc 8
[Monitor Tevels and the of
lcommunication. Assess mechanisms for ensuring accuracy, reliability and
£DM05.03 Monitor stakeholder leffectiveness, and ascertain whether the requirements of different stakeholders | punctional | Intersects with |[P€fining Business Context & <o\ oo [Mechanisms exist to define the context of its business model and document N
engagement in terms of reporting and communication are met. ission lthe organization's mission.
[Monitor Tevels and the of
lcommunication. Assess mechanisms for ensuring accuracy, reliability and IMechanisms exist to identif
; y and involve pertinent stakeholders of critical
£DMO5.03 Monior stakeholder effectiveness, and ascertain whether the requirements of diferent stekeholders. | Functional | ntersects witn [S19Keholder identification &\ usr.01 5 Irechnology Assets, Applcations, Services ancior Data (TAASD) to support 8
9ag in terms of reporting and communication are met the ongoing secure management of those asses.
[Monitor Tevels and the of
lcommunication. Assess mechanisms for ensuring accuracy, reliability and IMechanisms exist to imi
plement and manage a Configuration Management
£DMO5.03 Monitor stakeholder effectiveness, and ascertain whether the requirements of different stakeolders |  pynctional | Intersects witn | CONfiguration Management | .o o | ae e O e o montor and govern teennology N
engagement in terms of reporting and communication are met. Database (CMDB) lasset-specific information.
[Monitor Tevels and the of
lcommunication. Assess mechanisms for ensuring accuracy, reliability and IMechanisms exist to include cal
pturing the name, position and/or role of
EDM05.03 Morjtor stakeholder leffectiveness, and ascertain whether the requirements of different stakefiolders | Functional | Intersects With | Accountabilty Information | AST-03.1  [individuals responsible/accountable for administering assets as part of the 8
gag in terms of reporting and communication are met. technology asset inventory process.
[Monitor Tevels and the
lcommunication. Assess mechanisms for ensuring accuracy, renanmcy and
E£DM05.03 Monitor stakeholder leffectiveness, and ascertain whether the requirements of different stakeholders | punctional | Intersects with | Stakenolder Notification of | < oo t exist to ensure are made aware of and understand s
engagement in terms of reporting and communication are met. anges lthe impact of proposed changes.
[Design a management system tailored to the needs of the enterprise.
IManagement needs of the enterprise are defined through the use of the goals
lcascade and by application of design factors. Ensure the governance
APO01.01 e e a9t |components are integrated and aligned with the enterprise’s governance and Functional | Intersects With Pefining Business Context & 5oy g e paae e to define the context of its business model and document 8
Imanagement philosophy and operating style.
[Design a management system tailored to the needs of the enterprise.
IManagement needs of the enterprise are defined through the use of the goals
Design the management |cascade and by application of design factors. Ensure the governance IMechanisms exist to establish a:
APO01.01 o e enagem et |components are integrated and aligned with the enterprise’s governance and Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 (1) Strategic security, compliance and resilience-specific business plan; and 8
¥ P! Imanagement philosophy and operating style. (2) Set of objectives to achieve that plan.
< [Communicate awareness and promote understanding of alignment and 16T
gement objectives to hroughout the enterprise. Communicate at regular Defining Business Context & IMechanisms exist to define the context of its business model and document
APO01.02 objectives, direction and [intervals on important I&T-related decisions and their impact for the Functional | Intersects With 9B ninese GOV-08 e ot raicion 8
decisions made -
lorganization.
Communicate awareness and promote understanding of aignmen and T i
jectiv hroughout the enterprise. Communicate at regular [Mechanisms exist to establish a
APO01.02 objectves, direction and errals on mporan 1T reiote Gecions and their mapac for the Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 |(1) Stratagic security, compliance and resiience-specific business plan; and 8
decisions made lorganization. (2) Set of objectives to achieve that plan
[Define target process capability levels and implementation priority based on the
Implement management | Tanagement system design
processes (to support the . . X
APOOL03 o Functional | Intersects with |Pefining Business Context & oy qg  Mechanisms exist to define the context of ts business model and document s
it reanagament Mission lthe organization's mission.
objectives)
[Define target process capability levels and implementation priority based on the
Implement management | Tanagement system design
processes (to support the IMechanisms exist to establish a
AP001.03 of Functional | Intersects With | Strategic Plan & Objectives |  PRM-011 |(1) Stratagic security, compliance and resilience-specific business plan; and 8
and management (2) Set of objectives to achieve that plan
objectives)
[Put in place the required internal and extended organizational structures (@
lcommittees) per the management system design, enabling effective and efficient]
APO01.04 Define and implement the |decision making. Ensure that required technology and information knowledge is F Defining Business Context &| Mechanisms exist to define the context of its business model and document
n unctional Intersects With GOV-08 9 8
organizational structures  fincluded in the composition of management structures. ission lthe organization’s mission.
[Put in place the required internal and extended organizational structures (@
N ystem design, enabling effective and efficient| exist to establish control ob]e(lwes as the basis for the
APO01.04 Define and implement the |decision making. Ensure that required technology and information knowledge s | Functional | Intersects With | Define Control Objectives | GOV-09 selection, and of the internal 8
g included in the composition of management structures. cecurity, compliance and resiliance control systern.
eine and communicate roles and responsbiites for enterprise 167, ncluaing Assigned Securtty, IMechanisms exist to assign one or more qualified individuals with the mission|
Establish roles and  [authority levels, responsibilities and accountability. g land resources to centrally-manage, coordinate, develop, implement and
APOO1.05 responsibilities Functional | Intersects With | Compliance & Resilience | GOV-04 fintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsibilities (ScRp)
[Position the IT capabilities in the overall organizational structure to reflect the
strategic importance and operational dependency of IT within the enterprise. The
APOOL.06 Optimize the placement of [reporting line of the CIO and of IT within senior cunctional | Intersects wien |Defining Business Context & gy gg  [Mechanisms exist to define the context of its business model and document s
the IT function should be commensurate with the importance of I&T within the enterprise. Mission lthe organization's mission.
[Position the IT capabilities in the overall organizational structure to reflect the
strategic importance and operatonal dependency of T witin the enterprise. The § IMechanisms exist to implement and manage a Configuration Management
APOOL.06 Optimize the placement of Ireporting line of the CIO ai of IT within senior Functional | Intersects with | Configuration Management |  sor 5 9 [Database (CMDB), or similar technology, to monitor and govern technology 8
the IT function lshould be commensurate wlth the importance of I&T within the enterprise. Database (CMDB) lasset-specific information.
[Position the IT capabilities in the overall organizational structure to reflect the
strategic importance and operational dependency of IT within the enterprise. The IMechanisms exist to ensure asset ownership responsibilties are assigned.
APOOL.06 Optimize the placement of lreportng line of the CI0 and of IT within senior Functional | Intersects With Asset Ownership AST-03  |tracked and managed at a team, individual, or responsible organization level 8
jshould be commensurate with the importance of I&T within the enterprise. 9 to establish a common understanding of requirements for asset protection.
[Position the IT capabilities in the overall organizational structure to reflect the
strategic importance and operational dependency of IT within the enterprise. The IMechanisms exist to include capturing the name, position and/or role of
APOO1.06 Optimize the placement of |reporting line of the CIO and of IT within senior Functional Intersects With | Accountability Information | AST-03.1 |individuals responsible/accountable for administering assets as part of the 8
the IT function should be commensurate with the importance of I&T within the enterprise. technology aseet iventory procese.
[Define and maintain responsibilities for ownership of information (data) and e . N N -
information systems. Ensure that owners classify information and systems and lechanisms exist to ensure asset ownership responsibilities are assigned,
APO01.07 D:zgi;’;{:ﬁ;\“g;‘;’ésﬁf’ rotect them in line with their classification. 4 Functional Subset Of Asf;sgmee’::“’ AST-03  |tracked and managed at a team, individual, or responsible organization level 10
lto establish a common understanding of requirements for asset protection
Deine the required Sils and competencies to achieve refevank management ety -
Define target skills and ~ [objectives. ompetency Requirement [Mechanisms exist to ensure that all security-related positions are staffed by
APO01.08 competencies Functional | Intersects With | - for Security-Related HRS-03.2|qualified individuals who have the necessary skill set. 8
[Define the required skills and competencies to achieve relevant management [Mechanisms exist to evaluate the critical security, compliance and resilience
APO01.08 Define target skills and  |ohectives. Functional | Intersects with | 'dentify Critical Skills & HRS-13  [skills needed to support the organization's mission and identify gaps that 8
competencies Gaps e
[Define the required skills and competencies to achieve relevant management
APOOL.08 Define target skills and  |opjactives, | P 9 Functional | ntersects with | Remediate Identified Skills | o 1o Mechanisms exist to remediate critical skills deficiencies necessary to s
g competencies Deficiencies -1 Isupport the organization's mission and business functions
Define target skills and _|Define the required skills and competencies to achieve relevant management Manage Organizational [Mechanisms exist to manage the organizational knowledge of the security,
APO01.08 competencies lobjectives Functional | Intersects With Knowledge PRM-08 | compliance and resilience staff. 8
Put in place procedures to maintain compliance With and performance
e an messurement of policies and other componens of the control ramework, s Compliance & N it the impl . \
Define an: Enforce the of orinadequate performance. Track ecurity, Compliance .01 |Mechanisms exist to facilitate the implementation of security, compliance
APOOL.09 policies and procedures  [trends and performance and consider these in the future design and Functional Subset Of | pesilience Program (SCRP) | ©OV01  fand resilience governance controls. o
improvement of the control framework.
[Putin place procedures to maintain compliance with and performance
e an imeasurement of policies and other components of the control ramework, Publishing Security. N . a ' o
Define an: Enforce the of orinadequate performance. Track . .02 |Mechanisms exist to establish, maintain and disseminate policies, standards
APO01.09 policies and procedures |trends and performance and consider these in the future design and Functional | Intersects With | - Compliance & Resiience | GOV-02 o procedures necessary for secure, compliant and resilient capabilities 8
improvement of the control framework.
[Putin place procedures to maintain compliance with and performance
imeasurement of policies and other components of the control framework. IMechanisms exist to identif "
y and document Standardized Operating
APOOL.09 Define and [Enforce the of or inadequate performance. Track Functional | Intersects with | Stendardized Operating | o507 1 |procedures (SOP), or similar documentation, to enable the proper execution 8
policies and procedures  |trends and performance and consider these in the future design and Procedures (SOP) dure
lof day-to-day / assigned tasks.
improvement of the control framework.
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Secure Controls Framework (SCF)
Control Description

Define and implement nfastructure, serices and applications o support the
Define and implement _ lgovermance and management system (e, arhitecture repasitories risk
infrastricture, services and System, project toois and incident Security, Compliance & Pechanims exie o dentiy critica system compenents and functions by
APO01.10 applicatins to support the |monitoring toot) Functional | ntersects With | Resiience Requirements | PRM-05[0rTS0? 8 S S D1 Gafned decision point n the Secon 8
gementsyotem Development Life Cycle (SDLC).
[Define and implement infrastructure, services and applications to support the
lgovernance and management system (e. architecture repositories, risk exist to define business processes with consideration for
ment ot bl e K incident security, compliance and resilience that determines
infrastructure, services and |©/CTR35T mo“g) ! Proj g (1) The resulting risk to organizational uperauons assets, individuals and
APO01.10 applications to support the Functional | Intersects With | Business Process Definition |  PRM-06  Jother organizations; and 8
governance and (2) Information protection needs arising from the defined business processes
management system land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Continually improve processes and other management system components to
lensure that they can deliver against governance and management objectives. IMechanisms exist to define supporting business processes and implement
Manage continual _|Consider COBIT implementation guidance, emerging standards, compliance lappropriate governance and service management to ensure appropriate
and the feedback of stakeholders. Service Delivery ’ lplanning, delivery and support of the organization's technology capabilities
APOOL1L mprovement of the 1& Functional | Intersects With | ,inss process support) | OP503 business functions, workforce, and/or customers based on 8
9f Y lindustry-recognized standards to achieve the specific goals of the process.
[Understand the enterprise context (industry drivers, relevant regulations, basis
Understand enterprise  |tor competition). its corrent way of working and ite. ambition level in terms of Defining Business Context & og  |Mechanisms exist to define the context of its business model and document
APO02.01 context and direction |qigitization. ) Y 9 Functional | Intersects With Mission GOV-08 e organization's mission. 8
[Understand the enterprise context (industry drivers, relevant reguiations, basis -
o [for competition), its current way of working and its ambition level in terms of ' N [Mechanisms exist to develop an Enterrmsi artmtderlurev a'llqned with
Understand enterprise |digitization. Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
APO02.01 context and direction Functional | Intersects With Architecture SEA02|compliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations,
[Assess the performance of current I&T services and develop an understanding of e s Comptiance & Reationce b
i t to review the Security, Compliance & Resilience Program
Assess current capabilities, [CUTent business and I&T capabilities (both internal and external). Assess current periodic Review & Update of lechanisms exist
APO02.02 berformance and digital - [digital maturity of the enterprise and its appetite for change. Functional | Intersects With | - Security. Compliance & Govo3  [(SCRP), ncluing policies, standards and procedures, at planned intervals or s
ety of the enterorise Resiitnce Program if significant changes occur to ensure their continuing suitability, adequacy
land effectiveness.
[Assess the performance of current I&T services and develop an understanding of
Assess current capabilities, [CUTent business and I&T capabilities (both internal and external). Assess current
APO02.02 berformance and digital - [digital maturity of the enterprise and its appetite for change. Functional | Intersects With | Measures o Performance | Gov.os [Mechenisms exit to develop.report and manitor Secury, Compliance & s
ety of the enterorise esilience Program measures of performanc
[Assess the performance of current I&T services and develop an understanding of
Assess current capabilities, |CUTTeNt business and I&T capabilities (both internal and external). Assess current " IMechanisms exist to develop, report and monitor Key Performance Indicators
AP002.02 performance and digital ~|di9ital maturity of the enterprise and its appetite for change. Functional | Intersects With | K& Pem"?fp"éf Indicators | Goy.05.1  |(KPis) to assist organizational management in performance monitoring an 8
atulty of the enterprise ltrend analysis of the Security, Compliance & Resilience Program (SCRP)
[Assess the performance of current I&T services and develop an understanding of
Assess current capabiliies, [(UrTent business and ST capabllties (both internal and exteral). Assess current IMechanisms exist to develop, report and monitor Key Risk Indicators (KRIs) tol
APO02.02 performance and digital  (di9ital maturity of the enterprise and its appetite for change. Functional | Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 |assist senior management in performance monitoring and trend analysis of 8
maturity of the enterprise the Security, Compliance & Resilience Program (SCRP).
[Assess the performance of current I&T services and develop an understanding of
Assess current capabilities, [cUTent business and I&T capabilities (both internal and external). Assess current IMechanisms exist to establish a:
AP002.02 performance and digital ~|di9ital maturity of the enterprise and its appetite for change. Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 |(1) Strategic security, compliance and resilience-specific business plan; and 8
maturity of the enterprise (2) Set of objectives to achieve that plan
Bazed on the understanding of enterprise context and direction, deine the target|
I&T products and services and required capabilities. Consider referenc
AP002.03 De"’é‘;;[}g‘ft“e"s‘g“a‘ standards, best practices and validated emerging technologies Functional | Intersects with |Tr9eted Capablity Maturity) - ppyy 1.5 |echanisms exist to define and identify targeted capability maturiy levels. 8
:de"f‘?, gaps bettv;‘een clurrenl andr(‘a[rgelt environments and describe the high- [Mechanisms exist to implement an internal audit function that is capable of
level changes in the enterprise architecture. lproviding senior organization management with insights into the
APO02.04 Conduct a gap analysis Functional | Intersects With | Internal Audit Function | CPL02.1 P80 Berl 0T g e e e rormation 8
lgovernance processes.
[Develop a holistic digital strategy, in cooperation with relevant stakeholders, and
ldetail a road map that defines the incremental steps required to achieve the
lgoals and objectives. Ensure focus on the transformation journey through the
APO02.05 Define the strategic plan 13001 A e, e o O ot trotoal oo s Functional | Intersects with |Defining Business Context & oy gg  [Mechanisms exist to define the context of its business model and document s
ldrives alignment between business and I&T. [the organization’s mission
[Develop a holistic digital strategy, in cooperation with relevant stakeholders, and
ldetail a road map that defines the incremental steps required to achieve the
Define the strategic plan |39215 and objectives. Ensure focus on the transformation journey through the IMechanisms exist to establish a:
AP002.05 & e stred lappointment of a person who helps spearhead the digital transformation and Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 (1) Strategic security, compliance and resilience-specific business plan; and 8
P (drives alignment between business and (2) Set of objectives to achieve that plan
[Develop a holistic digital strategy, in cooperation with relevant stakeholders, and
ldetail a roa efines the incremental steps required to achieve the
lgoals and objectives. Ensure focus on the transformation journey through the
AP002.05 Define the strategic plan |20 it ment of a person who helps spearhead the digital transformation and Functional | Intersects With [Trgeted Capabilty Maturity) - pgy 07 5 |echanisms exist to define and identify targeted capability maturity levels. 8
drives alignment between business and I&T.
(Create awareness and understanding of the business and I&T objectives and i
Communicate the I&T  |direction, as captured in the I&T strategy, through communication to appropriate [Mechanisms exist to establish a:
APO02.06 S reetion |stakeholders and users throughout the enterprise. Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 (1) Strategic security, compliance and resilience-specific business plan; and 8
i (2) Set of objectives to achieve that plan.
[The architecture vision provides a first-cut, high-level description of the baseline
land target architectures, covering the business, information, data, application
land technology domains. The architecture vision provides the sponsor with a key han facilitate the impl "
ltool to sell the benefits of the proposed capabilities to stakeholders within the [Mechanisms exist to facilitate the implementation of industry.recognized
APO03.01 Develop the enterprise  |qtrt 220 T s et e ture vision describes how the new capabilities (in ine Functional | Intersects with | Secure Engineering sea1  [security, compliance and resilience practices in the specification, design, s
architecture vision |y,ith 1&T strategy and objectives) will meet enterprise goals and strategic Principles [developn mplementation and of Technology Assets,
lobjectives and address stakeholder concerns when implemented. pplications and/or Services (TAAS),
[The architecture vision provides a first-cut, high-level description of the baseline
land target architectures, covering the business, information, data, application
land technology domains. The architecture vision provides the sponsor with a key
Develop the enterprise _[[20! £0 Sl the benefits of the proposed capabilties to stakeholders within the Centralized Management of IMechanisms exist to ih i
AP003.01 hf \ P lenterprise. The architecture vision describes how the new capabilities (in line Functional Intersects With |  Security, Compliance & SEA-0L.1 |and implementation of security, comphan:e and resilience controls and 8
architecture vision Iwith I&T strategy and objectives) will meet enterprise goals and strategic Resilience Controls related processes.
lobjectives and address stakeholder concerns when implemented.
[The architecture vision provides a first-cut, high-level description of the baseline
land target architectures, covering the business, information, data, application
land technology domains. The architecture vision provides the sponsor with a key nani ’ o ' "
Develop th ltool to sell the benefits of the proposed capabilities to stakeholders within the w with & Mecharisms exit o develop an enterprise architecture aigned wit
APO03.01 evelop the enterprise  [oterprise. The architecture vieion desciibes how the new capabiltios (in iné Functional | Intersects with | Allgnment With Enterprise | o, o [industry-recognized leading practices, with consideration for security, s
architecture vision (L T gtrategy and objectives) will meet enterprise goals and strategic Architecture lcompliance and resilience principles that addresses risk to organizational
lobjectives and address stakeholder concerns when implemented. [operations, assets, individuals and other organizations.
[The architecture vision provides a first-cut, high-level description of the baseline
land target architectures, covering the business, information, data, application
land technology domains. The architecture vision provides the sponsor with a key han ’ . \
Develop th ltool to sell the benefits of the proposed capabilities to stakeholders within the Defensen-Depth (DID) Mechanisme exist to implement securlty functions as 3 layered structure
APO03.01 evelop the enterprise  [otarprise. The architecture vieion desciibes how the new capabiltios (in ine Functional | Intersects with | Defense-in-Depth (DID) Sea3  |minimizing interactions between layers of the design and avoiding any s
architecture vision (L T strategy and objectives) will meet enterprise goals and strategic Architecture ldependence by lower layers on the functionality or correctness of higher
lobjectives and address stakeholder concerns when implemented. layers.
[The reference architecture describes the current and target architectures for the
e et lbusiness, information, data, application and technology domains. Mechanisms exist to facitate the implementation of industry recognized
Define reference Secure Engineering ' security, compliance and resilience practices in the specification, design,
APO03.02 fine referen Functional | Intersects With rincoles SEA-0L " o O Tehnolagy Assees, 8
|Applications and/or Services (TAAS).
[The reference architecture describes the current and target architectures for the
e et lbusiness, information, data, application and technology domains. ‘ . Mechanisms exit to develop an enterprise archtecture, aligned with
Define reference Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
AP003.02 architecture Functional | Intersects With Architecture SEA02 | mpliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations,
[The reference architecture describes the current and target architectures for the [Mechanisms exist to facilitate the implementation of tailored development
APO03.02 Define reference o siness, information, data, application and technology domains. Functional | Intersects with | Technology Development &| 15 57 |ang acquisition strategies, contract tools and procurement methods to meet 8
architecture Acquisition e usinass nasas
[The reference architecture describes the current and target architectures for the N
Ibusiness, information, data, application and technology domains IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to
AP003.02 Define reference Functional | Intersects With |  Product Management TDAOL1 |(1) Improve functionality; 8
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
obligations.
[The reference architecture describes the current and target architectures for the Secure Software
Define reference  |oisinese. information. data. application and technology demains ’ IMechanisms exist to develop applications based on Secure Software
APO03.02 Bl X ppl 9y Functional | Intersects With | - Development practices A6 | et practicos (SSOP) 8
[Rationalize the gaps between baseline and target architectures, accounting for
lboth business and technical perspectives, and logically group them into project
work packages. Integrate the project with any related I&T-enabled investment
programs to ensure that the architectural niiaives are aligned with and enable IMechanisms exist to facilitate the implementation of industry-recognized
Select opportunities and  [these initiatives as part of overall enterprise change. Make this a collaborative Secure Engineering securty, compliance and esiince practces n the specfcaton, design,
AP003.03 “colutions effort with key enterprise stakeholders from business and IT to assess the Functional | Intersects With Principles SEA0L of Technology Assets, 8
entemrie'stranstormaton readiness, and Identy opporturtes, sfions and IApplications andjor Services (TAAS).
[Rationalize the gaps between baseline and target architectures, accounting for
lboth business and technical perspectives, and logically group them into project
work packages. Integrate the project with any related I&T-enabled investment
lprograms to ensure that the architectural initiatives are aligned with and enable N »
Select opportunities and _[these initiatives as part of overall enterprise change. Make this a collaborative Centralized Management of IMechanisms exist to
APO03.03 e effort with key enterprise stakeholders from business and IT to assess the Functional | Intersects With | Securtty, Compance & | SEAOL1 |and implementation of securty, orepiance s resivance controle and 8
lenterprise’s transformation readiness, and identify opportunities, solutions and Resilience Controls related processes.
il implementation constraints.
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[Rationalize the gaps between baseline and target architectures, accounting for
lboth business and technical perspectives, and logically group them into project
work packages. Integrate the project with any related I&T-enabled investment
lprograms to ensure that the architectural initiatives are aligned with and enable IMechanisms exist to develop an enterprise architecture, aligned with
AP003.03 Select opportunities and [these initiatives as part of overall enterprise change. Make this a collaborative Functional | Intersects witn | Allanment With Enterprise | g, oo [industry-recognized leading practices, with consideration for security, s
g leffort with key enterprise stakeholders from business and IT to assess the ‘Architecture compliance and resilience principles that addresses risk to organizational
lenterprise’s transformation readiness, and identify opportunities, solutions and loperations, assets, individuals and other organiz
lall implementation constraints.
[Rationalize the gaps between baseline and target architectures, accounting for
lboth business and technical perspectives, and logically group them into project
\work packages. Integrate the project with any related I&T-enabled investment
lprograms to ensure that the architectural initiatives are aligned with and enable Mechanisms exist to faciitate the implementation of taiored development
these initiatives as part of overall enterprise change. Make this a collaborative
AP003.03 Select opportunities and | ort with key enterprise stakeholders from business and IT to assess the Functional | Intersects With TE‘””"“}?&JB‘:’;A:“"“E“‘ & TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 8
lenterprise’s transformation readiness, and identify opportunities, solutions and lunique business needs.
lal implementation constraints.
[Rationalize the gaps between baseline and target architectures, accounting for i N .
lboth business and technical perspectives, and logically group them into project IMechanisms exist to design and implement product management processes
|work packages. Integrate the project with any related I&T-enabled investment |to proactively govern the design, development and production of Technology
lprograms to ensure that the architectural initiatives are aligne enable |Assets, Applications andor Services (TAAS) across the System Development
Select opportunities and [these initiatives as part of overall enterprise change. Make this a collaborative [Life Cycle (SDLC) to:
APO03.03 effort with key enterprise stakeholders from business and IT to assess the Functional | Intersects With |  Product Management TDAOL1 (1) Improve functionality; 8
lenterprise’s transformation readiness, and identify opportunities, solutions and (2) Enhance security and resiliency capabilities;
lall implementation constraints. (3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Create a viable implementation and migration plan in alignment with the
ne arch lprogram and project portfolios. Ensure the plan is closely coordinated to deliver Mechanisims exist o taclitate the Implementation of dustry.cecognized
Define architecture  |value and that the required resources are available to complete the necessary Secure Engineering y securiy. complfance and reslience practices n the specifcation, design
APO03.04 Tmplementation Functional | Intersects With inciples SEA-01 of Technology Atsets, 8
[Appications andlor Services (TAAS).
[Create a viable implementation and migration plan in alignment with the
ne arch lprogram and project portfolios. Ensure the plan is closely coordinated to deliver ‘ . Mechanisms exit to develop an enterpriss architecture, ligned
Define architecture  |value and that the required resources are available to complete the necessary Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
AP003.04 implementation work. Functional | Intersects With Architecture SEA02|compliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[Provide enterprise architecture services within the enterprise that include
uidance to and monitoring of implementation projects, formalizing ways of [Mechanisms ETISt to fﬂ(d itate the IND‘EWE"IBUDE of l”duf?ll"/ fﬂtﬂdgmmd
Provide enterprise  |working through architecture contracts, and measuring and communicating Secure Engineering y securiy. complfance and reslience practices in the specifcation, design.
AP003.05 architecture services [architecture’s value and compliance monitoring Functional | Intersects With Principles SEA-0L of Technology Assets, 8
[Appications andlor Services (TAAS).
[Provide enterprise architecture services within the enterprise that include
lguidance to and monitoring of implementation projects, formalizing ways of ' N [Mechanisms exist to develop an Enterpﬂsi artmtderlurev a'llgned
Provide enterprise  |working through architecture contracts, and measuring and communicating Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
APO03.05 architecture services farchitecture’s value and compliance monitoring. Functional | Intersects With Architecture SEA02|compliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[Create an environment that is conducive to innovation, considering methods i
APO04.01 Create an environment  |<ich 56 culture, reward, collaboration, technology forums, and mechanisms to Functional | Intersects with | _ Security, Compliance & Govo1  [Mechanisms exist to facilitate the implementation of security, compliance s
conducive to innovation  [Jromate and capture employee ideas. Resilience Program (SCRP) land resilience governance controls.
[Create an environment that is conducive to innovation, considering methods N
Create an environment  [such as culture, reward, collaboration, technology forums, and mechanisms to [Mechanisms exist to facilitate the implementation and operation of data
APOD4.01 e e tion |promote and capture employee ideas, Functional | Intersects With | Data Privacy Program PRI-O1 |protection controls throughout the data lifecycle to ensure all forms of 8
[Personal Data (PD) are processed lawfully, fairly and transparently.
[Create an environment that is conducive to innovation, considering methods [Mechanisms exist to facilitate the implementation of tailored development
AP004.01 Create an environment - fcuch as culture, reward, collaboration, technology forums, and mechanisms to Functional | Intersects With | TeCh10100Y DVelopment & p 01 land acquisition strategies,contacttols and procurement methods to meet 8
conducive to innovation - |promote and capture employee ideas. cquisition linique business needs.
[Work with relevant stakeholders to understand their challenges. Maintain an
Maintain an understanding [3dequate understanding of enterprise strategy, competitive environment and IMechanisms exist to develop an enterprise architecture, aligned with
APO04.02 of the enterprise . [other constraints, so that opportunities enabled by new technologies can be Functional | Intersects with | Allanment With Enterprise | ¢g, oo [industry-recognized leading practices, with consideration for security, s
e e identified Architecture lcompliance and resilience principles that addresses risk to organizational
loperations, assets, individuals and other organizations.
[Set up a technology watch process to perform systematic monitoring and
Iscanning of the enterprise’s external environment to identify emerging
technologies that have the potential to create value (e. by realizing the " ' "
lenterprise strategy, optimizing costs, avoiding obsolescence, and better enabling [Mechanisms exist to develop an enterprise architecture, aligned wit
APO04.03 Monitor and scan the [0t e 2 2 Y ee). Monitor the marketplace. competitive landscape, |  Functional | Intersects with | Allanment With Enterprise | gco o> [industry-recognized leading practices, with consideration for security, s
technology environment [ =C Bt nd legal and regulatory trends to be able t6 analyze emerging Architecture lcompliance and resilience principles that addresses risk to organizational
ltechnologies or innovation ideas in the enterprise context. loperations, assets, individuals and other organizations.
[Analyze identified emerging technologies and/or other I&T innovative
Assess the potential of _[SUggestions to understand their business potential. Work with stakeholders to ‘ . Mechanisms exit to develop an entarpriss architecture slgned with
\validate assumptions on the potential of new technologies and innovation. Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
AP004.04 emerging technologies and Functional | Intersects With Architecture SEA02|compliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[Evaluate and monitor the results of proof-of-concept initiatives and, if favorable,
. lgenerate recommendations for further initiatives. Gain stakeholder support. echanisims exis o aclltate the implementation of ndustry.recogoized
Recommend appropriate Secure Engineering ' security. compliance and resilience practices in the specifcation, design
APOD4.05 o Functional | Intersects With Princoles SEA-01 ey Aasee, 8
[Appications andlor Sevices (TAAS).
[Evaluate and monitor the results of proof-of-concept initiatives and, if favorable,
” jenerate recommendations for further initiatives. Gain stakeholder support. ' N IMechanisms exist to develop an enterprise architecture, aligned with
Recommend appropriate Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
AP004.05 ‘further initiatives Functional | Intersects With Architecture SEA02 |-y mpliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
Eva\uate and monitor the resu\l? r::hnrod[oftconcegt \ml\tall\(ve;s ;nd i !avorab\e, [Mechanisms exist to implement security functions as a layered structure
enerat er initiatives. Gain stakeholder support. Defense-In-Depth (DID) Iminimizing interactions between layers of the design and avoiding any
AP004.05 further initiatives Functional | Intersects With Architecture SEA03 ljependence by lower layers on the functionality or correctness of higher 8
layers.
Monitor the implementation and use of emerging technologies and innovatiors
. lduring adoption, integration and for the full economic life cycle to ensure that the| ‘ . Mechanisms exist to develop an entarprise architecture, signed with
Monitor the implementation [promised benefits are realized and to identify lessons learned. Alignment With Enterprise ' industry-recognized leading practices, with consideration for security,
AP004.06 and use of innovation Functional | Intersects With Architecture SEA02 | s mpliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[Determine potential sources of funds, different funding options and the N
Determine the availability | mplications of the funding sorce on the investment return expectations. Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APODS5.01 e orces ot gt Functional | Intersects With |  Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives
[Based on requirements for the overall investment portfolio mix and the I&T N
Evaluate and select [strategic plan and road map, evaluate and prioritize program business cases and Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APODS5.02 brograme to fand |decide on investment proposals. Allocate funds and iniiate programs. Functional | Intersects With |  Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives
n a regular basis, monitor and optimize the performance of the investment N N
IMonitor, optimize and report|oortfolio and individual programs throughout the entire investment life cycle. Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APODS5.03 on investment portfolio  [Ensure continuous follow-up on the alignment of the portfolio with I&T strategy. Functional | Intersects With | Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
performance Portfolio Management lcompliance and resilience objectives
[Vaintain portfolis of Investment programs and prjects, 16T products and N N
services, and I&T o Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APODS.04 Maintain portfolios Functional | Intersects With | Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives
[Monitor the benefits of providing and maintaining appropriate I&T products, N
Manage benefits lservices and capabliities, based on the agreed and current business case. Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APODS.05 e et Functional | Intersects With |  Resilience Protection PRM-01 |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives
[Establish and maintain a method to manage and account for all 1&T-related
Manage finance and |COsts, investments and depreciation as an integral part of enterprise financial [Mechanisms exist to identify and allocate resources for management,
APO06.01 eounting lsystems and accounts. Report using the enterprise’s financial measurement Functional | Intersects With |  Allocation of Resources PRM-03 echnical and data protection requirements within business 8
systems. lprocess planning for projects / initiatives.
Y
Implement a decision-making process to prioritize the allocation of resources and
lestablish rules for discretionary investments by individual business units. Include [Mechanisms exist to identify and allocate resources for management,
APO06.02 Prioritize resource allocationlthe potential use of external service providers and consider the buy, develop and| ~ Functional | Intersects With |~ Allocation of Resources PRM-03 [operational, technical and data protection requirements within business 8
rent options lprocess planning for projects / initiatives.
[Prepare a budget reflecting investment priorities based on the portrolio of 1&T-
Create and maintain _|enabled programs and I&T services. IMechanisms exist to identify and allocate resources for management,
AP006.03 badgere Functional | Intersects With |  Allocation of Resources PRM-03 [operational, technical and data protection requirements within business 8
o Iprocess planning for projects / initiatives.
[Establish and use an I&T costing model based, for example, on the service
ldefinition. This approach ensures that allocation of costs for services is
ﬁigi‘:‘fge‘n’("lﬁZf:;ag';z";rg‘:f’d"e'g‘Zs';f\;:g:gf:‘j“;Z%:S;Zgjsﬂﬂffjfﬁ“:: of IMechanisms exist to identify and allocate resources for management,
APO6.04 Model and allocate costs |1 e e T e Gaback model to maintain its relevance and Functional | Intersects With | Allocation of Resources PRM-03  [operational, technical and data protection requirements within business 8
lappropriateness for evolving business and IT activities. pprocess planning for projects / initiatives.
limplement a cost management process that compares actual costs against
lbudget. Costs should be monitored and reported. Deviations from budget should [Mechanisms exist to identify and allocate resources for management,
APO6.05 Manage costs lbe identified in a timely manner and their impact on enterprise processes and Functional | Intersects With |  Allocation of Resources PRM-03  [operational, technical and data protection requirements within business 8
lservices assessed. lprocess planning for projects / initiatives.
. P [Establish and maintain a method to manage and account for all I&Trelated costs,
cquire and maintain _Jinvestments and depreciation as an integral part of the enterprise financial Human Resources Securit IMechanisms exist to facilitate the implementation of personnel securit
APOO7.01 adequate and appropriate [systems and accounts. Report using the enterprise’s inancial measurement Functional Subset Of Vanagement Y | HRS-01  [FEREH P P Y 10
sta
ystems.
identify key IT personnel. Use knowledge capture (documentation), knowledge Identify Vital Security,
APO07.02 Identify key IT personnel [sharing, succession planning and staff backup to minimize reliance on a single Functional | Intersects With | Compliance & Resilience | HRS-13.2  [Mechanisms exist to identify vital security, compliance and resilience staff. 8
individual performing a critical job function Staff
[Define and manage the skills and competencies required of personnel. Regularly
\verify that personnel have the competencies to fulfill their roles on the basis of
their education, training and/or experience. Verify that these competencies are . §
APO07.03 Maintain the skills and  [being maintained, using qualification and certification programs where Functional | Intersects with | 'dentify Critical Skills & HRs.13  |echanisms exist to evaluate the crtical security. compliance and resilience s
: competencies of personnel |appropriate. Provide employees with ongoing learning and opportunities to Gaps. g PP 9 Y gaps
in their knowledge, skills and competencies at a level required to achieve .
lenterprise goals.
[Define and manage the skills and competencies required of personnel. Regularly
verify that personnel have the competencies o fulfther roles on the basis of
their education, training and/or experience. Verify that these competencies are
Maintain the skills and _[being maintained, using qualification and certification programs where Remediate Identified Skills . IMechanisms exist to remediate critical skills deficiencies necessary to
AP007.03 competencies of personnel [appropriate. Provide employees with ongoing learning and opportunities to Functional | Intersects With eficiencies HRS-13.1 | cupport the organization's mission and business functions. 8
Imaintain their knowledge, skills and competencies at a level required to achieve
lenterprise goals.
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Define and manage the skils and competencies required of personnel. Regularly
\Verify that personnel have the competencies to fulfill their roles on the basis o
ey oo taiing andlor oxpertonce. Verty that tncse competencios ave Establish Redundancy for
Maintain the skills and _[being maintained, using qualification and certification programs where . IMechanisms exist to establish redundancy for vital security, compliance and
AP007.03 competencies of personnel [appropriate. Provide employees with ongoing learning and opportunities to Functional | Intersects With |Vital security, Compliance & HRS-13:3 ogijience staf, 8
Imaintain their knowledge, skills and competencies at a level required to achieve
lenterprise goals.
[Define and manage the skills and competencies required of personnel. Regularly
\verify that personnel have the competencies to fulfil their roles on the basis of
their education, training and/or experience. Verify that these competencies are
maintain the skl and _ |peing maintainec using uaification and certification programs where Perform Succession . IMechanisms exist to perform succession planning for vital security,
AP007.03 competencies of personnel [appropriate. Provide employees with ongoing learning and of Functional | Intersects With Planning HRS-13.4 | compliance and resilience roles. 8
aintin thelr knowlcage. Siis and competencies ata lovel required to achieve
lenterprise goals.
[Conduct timely, regular performance evaluations against individual objectives.
Assess and derived from enterprise goals, established standards, specific job responsibilities,
APO07.04 recognizenenard employee|and the skills and competency framework. Implement a ) Functional Subsetof | Human Resources Security | g o7 [Mechanisms exist o faciltate the implementation of personnel security 10
performance . [remuneration/recognition process that rewards successful attainment of anagement controls.
lperformance goals.
[Understand and track the current and future demand for business and IT human Mechanisms exist to facilitate the implementation of personnel security
Plan and track the usage of resources with responsibilities for enterprise I&T. Identify shortfalls and provide Human Resources Security lcontrols.
AP007.05 IT and business human linput into sourcing plans, enterprise and IT recruitment processes, and business Functional Subset Of Management HRS-01 10
resources land IT recruitment processes.
Ensure that Consultants and contract persannel who support the enterprise with Homan et e ¢t faciitate the mplementation of ——
APOO7.06 Manage contract staff |6 skils Know and comply with the organization's paliies and meet agre Functional Subsetof | Human Resources Securiy | - yipg g |Mechanisms exist to failtate the implementation of personne securty 0
lcontractual requirements. lanagemen controls.
[Ensure that consultants and contract personnel who Support the enterprise with [Mechanisms exist to govern third-party personnel by reviewing and
AP007.06 Manage contract staff  [I&T skills know and comply with the organization’s policies and meet agreed Functional Intersects With Third-Party Personnel HRS-10  [monitoring third-party security, compliance and/or resilience roles and 8
lcontractual requirements. responsibilities.
[onderstand current business ssues, objectives and expectations for 6T Ensure
APO0B.0L Understand business i i Tanaged and communicated, and their status|  Functional Subsetof |Defining Business Context & oy g5 |Mechanisms exist to define the context ofits business model and document 0
e e Mission the organization's mission.
[Understand current business issues, objectives and expectations for I&T. Ensure securtty, Compliance & [Mechanisms exist to identify critical system components and functions by
Understand business  [that requirements are understood, managed and communicated, and their status ecurity, Compliance lperforming a criticality analysis for critical Technology Assets, Applications
e expectations lagreed and approved. Functional | Intersects With | Resilience Requirements | - PRM-05lanjor Services (TAAS) at pre-defined decision points in the Secur 8
IDevelopment Life Cycle (SDLC).
[Understand current business issues, objectives and expectations for I&T. Ensure
[that requirements are understood, managed and communicated, and their status Mechanisms exist to define business processes with consideration for
oreed g aproves security, compliance and resilience that determines
Understand business (1) The resuiting risk to organizational operations, assets, individuals and
APO08.01 erstand pusi Functional | Intersects With | Business Process Definition | PRM-06 fother organizations; and 8
P (2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Align I&T strategies with current business objectives and expectations to enable
o Mign ST strategy with T to be a value-add partner for the business and a goverance companent or 5 dtine th . -
usiness expectations and |enhanced enterprise performance. Defining Business Context & y exist to define the context of its business model and document
AP008.02 identify opportunities for IT Functional Subset Of GOV-08 i1 organization's mission 10
to enhance the business
[Manage the relationship between the IT service organization and its business
APO0.03 Manage the business | 808" T ROt relationship roles and responsibiliies are defined and Functional Subsetof  |Defining Business Context & oy o5 |Mechanisms exist to define the context of its business model and document 0
relationship esigned, and communication is failitated. Mission the organization's mission.
Coordinate and Work with all relevant stakeholders and coordmate the end-to-end delivery of I&T| Defining Business Context & [Mechanisms exist to define the context of its business model and document
APO08.04 cate lservices and solutions provided to the bus Functional | Intersects With GOV-08 1o 8
Coordinate and Work with all relevant stakeholders and coordmate the end-to-end delivery of I&T| Defining Business Context & [Mechanisms exist to define the context of its business model and document
APO08.04 communicate services and solutions provided to the busi Functional | Intersects With GOV-08 lthe organization's mission °
[Continually improve and evolve &T- emabled seices and SEcE Gelivery to the
lenterprise to align with changing enterprise objectives and technology. IMechanisms exist to define supporting business processes and implement
Provide input to the lappropriate governance and service management to ensure appropriate
i Service Delivery y lplanning, delivery and support of the organization's technology capabilities
APO0.05 continual lmprovement of Functional | Intersects WIth | (g,,giness process support) | ©P3  |supporting business functions, workforce, and/or customers based on 8
industry-recognized standards to achieve the specific goals of the process
ea
[Analyze business requirements and the degree to which I&T-enabled services
[and service levels suppart business processes. Discuss and agree with the Mechanisms exist to dentityand assess the security of Technalogy Assets,
APO09.01 Identify IT services ~ [PUSIness on potential services and service levels. Compare potential service Functional | Intersects With |Asset-Service Dependencies| AST-01.1  |Applications and/or Services (TAAS) that support more than one c 8
levels against the current service portfolio; identify new or changed services or Ibsinass furction.
service level options.
[Analyze business requirements and the degree to which I&T-enabled services
[and service levels suppart business processes. Discuss and agree with the IMechanisms exist to identify and document the critical Technology Assets,
AP009.01 Identify 1T services  [DUSIness on potential services and service levels. Compare potential service Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 8
levels against the current service portfolio; identify new or changed services or o busingss functions.
service level options.
[Define and maintain ane or more service Catalodues (o Televant target aroups.
lPublish and maintain live I&T-enabled services in the service catalog: IMechanisms exist to define supporting business processes and implement
nd service to ensure
Catalog I&T-enabled Service Delivery y lplanning, delivery and support of the organization's technology capabilties
AP009.02 rvices Functional | Intersects With | (g, cinece process Support) | ©P5°3  |supporting business functions, workforce, and/or customers based on 3
industry-recognized standards to achieve the specific goals of the process
ea
[Define and prepare service agreements based on options in the service
catalogues. Include internal operational agreements. IMechanisms exist to define supporting business processes and implement
service to
Define and prepare service Service Delivery y lplanning, delivery and support of the organization's technology capabilities
AP009.03 ‘agreements Functional | Intersects With | (g, inece process Support) | ©P503  |supporting business functions, workforce, and/or customers based on s
industry-recognized standards to achieve the specific goals of the process
area
Define and prepare service agreements based on options in the service . o ot . . ot s
Catalogues. Include internal operational agresmente. y lechanisms exist to monitor, regularly review and assess External Service
AP009.03 Define and prepare service 9 P 9 Functional | Intersects with | Reviev.of Third-Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 5
9 [for security, compliance and resilience controls.
Monitor service levels, report on achievements and identify trends. Provide the
aid IMechanisms exist to define supporting business processes and implement
appropriate governance and service management to ensure appropriate
AP009.04 Monitor and report service Functional | Intersects With Service Delivery 0PS-03 ry and support of the organization's technology capabilities N
levels (Business Process Support) D porting bt chooes workiores, andlor ustomars saced on
industry-recognized standards to achieve the specific goals of the process
area
Monitor service levels, report on achievements and identify trends. Provide the o o ot . . ot s
to aid y lechanisms exist to monitor, regularly review and assess External Service
AP009.04 Monitorand report service Functional | Intersects with | Reviev.of Third-Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 8
ffor security, compliance and resilience controls.
[Conduct periodic reviews of the service agreements and revise when needed.
IMechanisms exist to define supporting business processes and implement
lappropriate governance and service management to ensure appropriate
Review service agreements . Service Delivery ’ lplanning, delivery and support of the organization's technology capabilities
AP009.05 ‘and contracts Functional | Intersects With | (g,inece process Support) | ©P503  |supporting business functions, workforce, and/or customers based on 8
industry-recognized standards to achieve the specific goals of the process
area
(Conduct periodic reviews of the service agreements and revise when needed ocn o mont . . ot s
" lechanisms exist to monitor, regularly review and assess External Service
AP009.05 Review service agreements Functional | Intersects with | Revievof Third-Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 8
ffor security, compliance and resilience controls.
dontity and evaluate _|COMEMUOUSly Search for and dentify vendors and categarize them Into type.
lentify and evaluate lsignificance and criticality. Establish criteria to evaluate vendors and contracts. IMechanisms exist to facilitate the implementation of third-party management]
APO10.01 vendor rela:mnfh\ps and  [Review the overall portfolio of existing and alternative vendors and contracts. Functional Subset Of Third-Party Management L R il Pl party 9 10
contracts
Select suppliers according to a fair and formal practice to ensure a viable best it e ¢t faciitate the morementation of third-part N
APO10.02 Select vendors lbased on specified requirements. Requirements should be optimized with input Functional Subset Of Third-Party Management TPM-01 e‘t a‘”'s"‘s exist to facilitate the implementation of third-party management 10
[from potential suppliers. controls.
and manage the supplier relationship for each supplier. Manage,
Manage vendor Imaintain and monitor contracts and service delivery. Ensure that new or changed| IMechanisms exist to facilitate the implementation of third-party management]
APO10.03 relationahips and contracts |coNEracts conform to enterprise standards and legal and regulatory Functional SubsetOf | Third-Party Management | TPM-01  [(echalt Pl Y 9 10
requirements. Deal with contractual disputes.
[Formalize and manage the supplier refationship for each supplier. Manage, Thintparty Processing
Manage vendor Imaintain and monitor contracts and service delivery. Ensure that new or changed| ird-Party ing, IMechanisms exist to restrict the location of information processing/storage
APO10.03 Felationem and contracts |contracts conform to enterprise standards and legal and regulatory Functional | Intersects With | Storage and Service TP 044 o business requrements P glstorag 8
requirements. Deal with contractual disputes. Locations
Formalize and manage the suppler relafionship for each supler. Manage, [Mechanisms exist to require contractual requirements for applicable security,
Manage vendor Imaintain and monitor contracts and service delivery. Ensure that new or changet Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
APO10.03 relationships and contracts |contracts conform to enterprise standards and legal and regulatory Functional | Intersects With Requirements. TPM-05 organization's needs to protect its Technology Assets, Applications, Services 8
requirements. Deal with contractual disputes. andor Data (TAASD).
[Formalize and manage the supplier relationship for each supplier. Manage,
Manage vendor Imaintain and monitor contracts and service delivery. Ensure that new or changed| Third-Party Personnel IMechanisms exist to control personnel security requirements including
APO10.03 relationships and contracts [coNtracts conform to enterprise standards and legal and regulatory Functional | Intersects With P06 oles and responsibiltics for threparty providers. 8
requirements. Deal with contractual disputes.
identify and manage risk relating to vendors’ ability to confinually provide
secure, efficient and effective service delivery. This also includes the IMechanisms exist to facilitate the implementation of third-party management]
APO10.04 Manage vendor risk  |subcontractors or upstream vendors that are relevant in the service delivery of Functional SubsetOf | Third-Party Management | TPM-01  [(echalt Pl party 9 10
the direct vendor.
[dentify and manage risk efating fo vendors’ abiity to continually provide IMechanisms exist to identify, prioritize and assess suppliers and partners of
secure, efficient and effective service delivery. This also includes . Third-Party Criticality lcritical Technology Assets, Applications and/or Services (TAAS) using a
APO10.04 Manage vendor risk subcontractors or upstream vendors that are relevant in the service delivery of Functional Intersects With ssments TPM-02 lsupply chain risk assessment process relative to their importance in 8
the direct vendor. lsupporting the delivery of high-value services.
identify and manage risk relafing to vendors’ ability to confinually provide Mechanisms exist to:
secure, efficient and effective service delivery. This also includes the Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
APO10.04 Manage vendor risk  [subcontractors or upstream vendors that are relevant in the service delivery of Functional | Intersects With | | SuPPY =R scam) TPM-03  [Applications and/or Services (TAAS) supply chains; and 8
the direct vendor. 9 (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
identify and manage risk relating to vendors’ ability to confinually provide
secure, efficient and effective service delivery. This also includes the Processes To Address IMechanisms exist to address identified weaknesses or deficiencies in the
APO10.04 Manage vendor risk  [subcontractors or upstream vendors that are relevant in the service delivery of | Functional | Intersects With |, FEOSRSSS TERCRER, | TM-03.3 |t B i 8
the direct vendor.
identify and manage risk relating to vendors’ ability to confinually provide
secure, efficient and effective service delivery. This also includes the Third-party Risk nisms exist to conduct a risk assessment prior to the acquisition or
APO10.04 Manage vendor risk  |subcontractors or upstream vendors that are relevant in the service delivery of |  Functional | Intersects With | o IRIG ATy RSK | | TPM-04.1  foutsourcing of technology.-related Technology Assets, Applications and/or 8
the direct vendor. [Services (TAAS).
identify and manage risk relating to vendors’ ability to confinually provide
secure, efficient and effective service delivery. This also includes the Third-pParty Deficiency IMechanisms exist to address weaknesses or deficiencies in supply chain
APO10.04 Manage vendor risk  [oubeontractors or Upstream vendors that are relevant in the service delivery of | Functional | Intersects With o e TPM-09  |elements identified during independent or organizational assessments of 8
the direct vendor. such elements.
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identify and manage risk relating to vendors" abilty to continually provide N
secure, efficient and effective service delivery. This also includes the Managing Changes To Third:| IMechanisms exist to control changes to services by suppliers, taking into
APO10.04 Manage vendor risk [cubcontractors or upstream vendors that are relevant in the service delivery of Functional | Intersects With R TPM-10  [account the criticality of business Technology Assets, Applications, Services 8
the direct vendor. Y land/or Data (TAASD) that are in scope by the third-party.
Monitor vendor pert [Periodically review overall vendor performance, compliance to contract echant o faciitate the implementation of third-part t
APO10.05 Jonitor vendor performancelrequiraments and value for money. Address identified issues. Functional SubsetOf | Third-party Management | .01  |Mechanisms exist to faciltate the implementation of third-party management 10
and compliance lcontrols.
[Periodically review overall vendor performance, compliance to contract echan e N o N extemals
requirements and value for money. Address identified issues ird- lechanisms exist to monitor, regularly review and assess External Service
AP010.05 Monitor vendar performance a Y Functional | Intersects with | Revieviof Fhird-Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 8
®! for security, compliance and resilience controls.
[Establish and maintain a quality management system (QMS) that provides a
standard, formal and continuous approach to quality management o IMechanisms exist to
govern a Quality Management System (QMS) to ensure
APO11.01 N & Y sy [ormation. The QMS should enable technology and business processes toalign | - Functional Subset Of RRGAGH GOV-18  [security, compliance and resilience processes conform with applicable 10
9 % with business requirements and enterprise quality management. % <tatutory, regulatory and/or contractual obligations
[Establish and maintain a quality management system (QMS) that provides a
standard, formal and continuous approach to quality management of IMechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Establish a quality linformation. The QMS should enable technology and business processes to align . [rivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
APO11.01 Functional | Intersects With | Data Quality Operations | ~ DCH-22 8
management system (QMS) |with business requirements and enterprise quality management. Quality Op comple of i oughout the information
ifecycle.
[Establish and maintain a quality management system (QMS) that provides a
standard, formal and continuous approach to quality management o IMechanisms exist to define supporting business processes and implement
The QMS should enable technology and business processes to align vernance and service management to ensure appropriate
Establish a quality _|with business requirements and enterprise uality management. Service Delivery y Iplanning, delivery and support of the organization's technology capabilities
APOLL0L management system (QM: Functional | Intersects With | (gginess process Support) | ©P503  supporting business functions, workforce, andor customers based on 8
industry-recognized standards to achieve the specific goals of the process
[Focus quah:y o ‘5:;\ customers DZ r their and [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Focus quality management [ensuring integration in quality management pra [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
APO11.02 T tarad Functional | Intersects With | Data Quality Operations | ~ DCH-22 < Hroughout the information 8
lifecycle
[Focus quality on customers by their and
lensuring integration in quality management practices. IMechanisms exist to define supporting business processes and implement
vernance and service management to ensure appropriate
Focus quality management Service Delivery y Iplanning, delivery and support of the organization's technology capabilities
APOL1.02 on customers Functional | Intersects With | (gginess process Support) | ©P503  supporting business functions, workforce, andor customers based on 8
industry-recognized standards to achieve the specific goals of the process
identify and maintain standards, procedures and practices for key processes to
Manage quality standards, |guide the enterprise in meeting the intent of the agreed quality management
practices and procedures |standards (QMS). This activity should align with I&T control framework e e At o ek Ot e aan ?:fe‘;':;ecf“;;aef:eg:'f;;;“
APO11.03 and integrate quality  |requirements. Consider certification for key processes, organizational units, Functional | Intersects With | Data Quality Operations |~ DCH-22 o Cacy. e e ion] 8
management into key  |products or services. ifechcre 9
processes and solutions yele-
menufy and maintain standards, procedures and practices for key processes to
Manage quality standards, [3Uide the enterprise in meeting the intent of the agreed quality management IMechanisms exist to define supporting business processes and implement
'a([?(e‘; amy e standards (QMS). This activity should align with I&T control framework lappropriate governance and service management to ensure appropriate
APO11.03 P e ral”e ity [requirements. Consider certification for key processes, organizational units, Functional | Intersects With Service Delivery Ops.03  |Planning, delivery and support of the organization's technology capabilities 8
mnagengmm ‘ﬁm ke‘/y lproducts or services. (Business Process Support) lsupporting business functions, workforce, and/or customers based on
processes and Solutions industy.recognized standards to achieve the specific goals of the process
[Monitor the quality of processes and services on an ongoing basis, in line with
?ﬂ“:r:“‘[‘é"“czrs‘fgr:’e“fs"a‘“ssl?a”c‘:;':i;l[;g::i‘fy‘aa"sEv:‘:”‘t:s"[‘ﬁe'“sg‘lu':;fss(sgfgﬁi‘; [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Perform quality monitoring, Y g 5> [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
APO11.04 Comtrol ans reviene " [quality management system (QMS). The information gathered should be used by | Functional | Intersects With | Data Quality Operations |~ DCH-22 o pelh on teoughout the information| 8
the process owner to improve quality.
lifecycle.
[Monitor the quality of processes and services on an ongoing basis, in line with
lquality management standards. Define, plan and implement measurements to Mecharisms exit o define supporting business processes and implement
monior customer satisfaction with qualiy as wel s the value provided by the speroprite gaverance and service management to nsure appro
Perform quality monitoring, [quality management system formation gathered should be used by Service Delivery ’ lplanning, oy and support of the organzation's technology capablities
APO11.04 control and reviews  [the process owner to improve quamy. Functional | Intersects With | (g, cinece process Support) | 07503 Suppumng busines functions, workforce. and/or customers based on 8
industry-recognized standards to achieve the specific goals of the process
area.
[Maintain and regularly communicate an overall quality plan that promotes
lcontinuous improvement. The plan should define the need for, and benefits of, Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Maintain continuous |continuous improvement. Collect and analyze data about the quality [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
APOILL Functional | Intersects With | Data Qual ti DCH-22
011.05 improvement Imanagement system (QMS) and improve its effectiveness. Correct unctional | Intersects Wi ata Quality Operations c of throughout the information| 8
Inonconformities to prevent recurrence. lifecycle.
[Maintain and regularly communicate an overall quality plan that promotes
lcontinuous improvement. The plan should define the need for, and benefits of, IMechanisms exist to define supporting business processes and implement
continuous improvement. Collect and analyze data about the quality lappropriate governance and service management to ensure appropriate
Maintain continuous | management system (QMS) and improve its effectiveness. Correct Service Delivery ’ Iplanning, delivery and support of the organization's technology capabilities
APO11.05 improvement Inonconformities to prevent recurrence. Functional | Intersects With | (g, cinece process Support) | ©P503  |supporting business functions, workforce, and/or customers based on 8
industry-recognized standards to achieve the specific goals of the process
ea.
identify and collect relevant data to enable effective I&T-related risk Mechanisms exist to failtate the implementation of strtegic, operational
APO12.01 Collect data ication, analysis and reporting Functional Subset Of | Risk Management Program | RSK-01  |echaniems ext 10
identify and collect relevant data to enable effective &T-related risk
identification, analysis and reporting. IMechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk
Imonitoring;
APO12.01 Collect data Functional | Intersects With Risk Framing RSK-OL1(2) consraints affecting rsk assessments,isk response and isk monitoring: 8
3) The organizational risk tolerance; and
14; Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
ident flect relevant data t I effective I&T-related risk - N
APO12.01 Collect data Igj&‘:’(:{“gﬂf“ﬂ:ﬂﬂy;z":\;rg:ﬂf“:ge"ab e effective I&T-related ris Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external 8
identify and collect relevant data to enable effective &T-related risk [Mechanisms exist to develop and keep current a catalog of applicable risks
AP012.01 Collect data lidentification, analysis and reporting. Functional Intersects With Risk Catalog RSK-03.1 [associated with the organization's business operations and technologies in 8
luse.
identify and collect relevant data to enable effective I&T-related risk
identification, analysis and reporting. IMechanisms exist to develop a plan for Supply Chain Risk Management
Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
APO12.01 Collect data Functional Intersects With |\ > Z’:ﬂim (5CRM) Pian RSK-09 |disposal of Technology Assets, Applications and/or Services (TAAS), including 8
9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
identify and collect relevant data to enable effective I&T-related risk
lidentification. analysis and reporting. Supply Chain Risk g IMechanisms exist to periodically assess supply chain risks associated with
APO12.01 Collect data y: porting Functional | Intersects With s RSK-09.1 [ Aesets, Applications and/or Seteices (TARS) 8
Gy and Collect refevant dats o enable efective I6T-related sk IMechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
dentification, analysis and reporting. Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
APO1Z01 Collect data Functional | Intersects With | - s ccecsment (DPIA) RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
APO12.02 ‘analyze sk [Develop a substantiated view on actual I&T risk, in SUppOrt of risk decisions. Functional Subset Of | Risk Management program | Rsko1 | MIechanisms exist to faciltate the implementation of strategic, operational o
land tactical risk controls.
[Develop a substantiated view on actual I&T risk, in SUppOrt of risk decisions.
IMechanisms exist to conduct recurring assessments of risk that includes the
. likelihood and magnitude of harm, from unauthorized access, use, disclosure,
APO12.02 Analyze risk Functional | Intersects With Risk Assessment RS04 | o, modification or destruction of the organization's Technology 8
|assets, Applications, Services and/or Data (TAASD).
[Develop a substantiated view on actual I&T risk, in SUpport of risk decisions.
IMechanisms exist to develop a plan for Supply Chain Risk Management
Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
APO12.02 Analyze risk Functional Intersects With |\ > Z’r’nyent (5CRM) Pian RSK-09 |disposal of Technology Assets, Applications and/or Services (TAAS), including 8
9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
[Develop a substantiated view on actual I&T risk, in SUPPOTE of risk decisions.
Supply Chain Risk g IMechanisms exist to periodically assess supply chain risks associated with
AP012.02 Analyze risk Functional | Intersects With Assessmer RSK-09.1rechnology Assets, Applications and/or Services (TAAS) 8
[Develop a substantiated view on actual I&T risk, in support of risk decisions. IMechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact . [Technology Assets, Applications and/or Services (TAAS) that store, process
APO12.02 Analyze risk Functional | Intersects With | - s ccecsment (DPIA) RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
[Maintain an inventory of known risk and risk attributes, including expected
frequency, potential impact and responses. Document related resources, [Mechanisms exist to facilitate the implementation of strategic, operational
APO12.03 Maintain a risk profile  |capabilities and current control activities related to risk items. Functional Subset Of | Risk Management Program | Rsk-01  [Zeeni e A SR el ot Pt 9ic. Op 10
[Maintain an inventory of known risk and risk attributes, including expected
frequency, potential impact and responses. Document related resources, [Mechanisms exist to maintain a risk register that facilitates monitoring and
APO12.03 Maintain a risk profile |capabilities and current control activities related to risk items. Functional | Intersects With Risk Register RSK-04.1 | of riske. 9! 9 8
[Maintain an inventory of known risk and risk attributes, including expected
freauency, potential mpact and responses, Document related resources, IMechanisms exist to identify and assign a risk ranking to newly discovered
APO12.03 Maintain a risk profile  |capabilities and current control activities related to risk items. Functional | Intersects With Risk Ranking RSK05 | iinerabilities that is based on industry recognized practices 8
[Maintain an inventory of known risk and risk attributes, including expected
frequency, potential impact and responses. Document related resources, Business Impact Analysis Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
APO12.03 Maintain a risk profile  |capabilities and current control activities related to risk items. Functional | Intersects With o RSK08 [ eturity, comphance and resiience ioks 8
[Maintain an inventory of known risk and risk attributes, including expected
ffrequency, potential impact and responses. Document related resources, IMechanisms exist to develop a plan for Supply Chain Risk Management
lcapabilities and current control activities related to risk items upply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
APO12.03 Maintain a risk profile Functional Intersects With |, > an)ént (5CRM) Pian RSK-09 |disposal of Technology Assets, Applications and/or Services (TAAS), including 8
9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
[Maintain an inventory of known risk and risk attributes, including expected
. ffrequency, potential impact and responses. Document related resources, . Supply Chain Risk IMechanisms exist to periodically assess supply chain risks associated with
APO12.03 Maintain a risk profile  |capabilities and current control activities related to risk items. Functional | Intersects With e ecement RSK-09.1 [y Aesets, Applications andior Seteices (TARS) 8
Maintain an inventory of known risk and rsk attributes, including expected [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
. " requency, potential impact and responses. Document related resources, Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
APO12.03 Maintain a risk profile |capabilities and current control activities related to risk items. Functional | Intersects With | ™5 cecoment (DPIA) RSK10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
5 n the current state of [&T-related exposures and IMechanisms exist to facilitate the implementation of strategic, operational
i lopportunities in a timely manner to all required stakeholders for appropriate g i .
APO12.04 Articulate risk opportun y qu pprop: Functional Subset Of | Risk Management Program | Rsk-01  [JEERat s Bais B0 o ontrors 10
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FDE # FDE Name Focal Document Element (FDE) Description e SCF Control SCF # ST, et
[Communicate information on the current state of I&T-related exposures and
a timely manner to all required stakeholders for appropriate IMechanisms exist to identif
response. (1) Assumptions affecting risk assessments, risk response and risk
Imonitoring
APO12.04 Articulate risk Functional | Intersects With Risk Framing RSK-0L1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 8
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
[Communicate information on the current state of I&T-related exposures and [Mechanisms exist to develop and keep current a catalog of applicable risks
AP012.04 Articulate risk lopportunities in a timely manner to all required stakeholders for appropriate Functional Intersects With Risk Catalog RSK-03.1 [associated with the organization's business operations and technologies in 8
response. se.
(Communicate information on the current state of I&T-related exposures and
in a timely manner to all required stakeholders for appropriate IMechanisms exist to develop a plan for Supply Chain Risk Management
response. Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
APO12.04 Articulate risk Functional | Intersects With | |\ SuPPY RSK-09 |disposal of Technology Assets, Applications and/or Services (TAAS), including 8
lanagement (SCRM) Plan
ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
(Communicate information on the current state of T related exposures and Supply Chain Risk IMechanisms exist to periodically assess supply chain risks associated with
lopportunities in a timely manner to all required stakeholders for appropriate g
APO12.04 Articulate risk cpporuni y q pprop: Functional | Intersects With pply Chan ! RSK00.1 e el ioationt st Saebs (AR 8
Com':'t“"‘ia‘e '"fl?{'“a!‘m" on ‘hetC“""e"t Smedﬂt‘?;e}g‘ed exposures a"td [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
lopportunities in a timely manner to all required stakeholders for appropriate Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
AP012.04 Articulate risk response. Functional | Intersects With Assessment (DPIA) RSK-10 |21 djor transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
Manage opportunities to reduce risk to an acceptable level as a portfolio 2) Appiicable security, compliance and/or resiience Control:
3) Description of the deficiencylies);
Define a risk management Capabilities Deficiency y 4) Risk associated with the deficiency(ies);
AP012.05 action portfolio Functional | Intersects With Tracking 1A0-05 " |(5) Source deficiency identification/detection; 8
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q.
Manage opportunities to reduce risk to an acceptable level as a portfolio ) )
Define a risk management Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
APO12.05 O ok manae Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
P Portfolio Management lcompliance and resilience objectives.
[Manage opportunities to reduce risk to an acceptable level as a portfolio. y [Mechanisms exist to integrate foundational cybersecurity practices with
AP012.05 Define a fisk maagement Functional | Intersects With | fropiization To Address | o021 [advanced technologies to maintain situation awareness of and minimize the 8
” 9 Jorganization’s exposure to evolving risks and threats.
Define a risk management ||'"29% OPPOrtunities to reduce risk to an acceptable level as a portfolio IMechanisms exist to facilitate the implementation of strategic, operational
APO12.05 e Functional | Intersects With | Risk Management Program | Rsko1 [Nechonisms existto factitate the i . 5
Manage opportunities to reduce risk to an acceptable level as a portfolio
Define a risk management IMechanisms exist to maintain a risk register that facilitates monitoring and
APO12.05 e e Functional | Intersects With Risk Register RSK-04.1  [HecRanisns exet 5
[Respond i a Gmely manner o materialized sk events with effecive measires [Mechanisms exist to facilitate the implementation of strategic, operational
APO12.06 Respond to risk e daher Functional Subset Of | Risk Management Program | Rsk-01  [sechanisms exi the impl 10
I - e
APO12.06 Respond to risk :?ﬁ?:.z?r:g ;;’;ﬁz;gi’mi;" materialized risk events with effective measures Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level 8
Respond in a timely manner to materialized risk events with effective measures remediate findings from security, compliance and/or resilience-related:
AP012.06 Respond to risk lto limit the magnitude of loss. Functional Intersects With Risk Response RSK-06.1 (1) Assessments; 8
(2) Audits; and/or
Respond in a timely manner to materialized risk events with effective measures [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
AP012.06 Respond to risk to limit the magnitude of loss. Functional Intersects With | Risk Treatment Plan (RTP) RSK-06.4 will utilize to remediate identified risks according to a defined 8
ftimeline.
etanton and maintam an |ESC2BISh and maintain an information security management system (ISVS) that
stablish and maintain an |orovides a standard, formal and continuous approach to information securit
provides a s ) op y Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
APO13.01 information security _ Imanagement, enabling secure technology and business processes that are Functional Subset Of | o ocierich program (5CRP) | GOV01  [and fediience governance controls. ¥, comp 10
system with business requirements
Maintain an information security plan that describes how information security
risk is to be managed and aligned with enterprise strategy and enterprise
architecture. Ensure that recommendations for implementing security
oer | e e T RIS s |t | sumeror | s renmeneon | noan [SSNSmS s 0 ol Teament n ot e |
information security and _lintegral part of services and solutions development, and operated as an integral stakenol
privacy Plan |oart of business operation -
alntain and regularly communicate the need for, and benes of. continuous
improvement n information scuriy. Collct and analyze dta about the
APO13.03 ot caenene System SN, and. mprove s effectveness. Functional Subsetof | Security. Compliance & | oy o1 Mechanisms exist to faciltate the implementation of security, compliance "
manmgemant ay<tem (o) Correct nonconformiies ta prevant recurrence Resilience Program (SCRP) and resilience governance control
Pefine how fo manage and improve the organizatin's data assets n lne with
Define and communicate |EMETPre strategy and objectivs, Communicate the data management strateoy Mechanisms exist o allgn securiy, compliance and resilencs capabilies
APOL4.01 the organization's data |10 21! stakehelders. Asslon roles and responsiblities to ensure that corporate datal onal | intersects with |  Steering Committee & | oy 0 |with business requirements through a steering committee or advisory board, s
management strategy and [2r€ managed as critical assets and the data management strategy i Program Oversight comprised of key cybersecurity, data protection and business executives,
roles and responsibilities | M™Plemented and maintained in an effective and sustainable manner. \which meets formally and on a regular basis.
Define how to manage and improve the organization’s data assets, in fine with - -
erteroioe shoreay Sndobjectes Communlcate e dara management srateay Mechanisms exist to commit appropriate resources needed fo coninual
Define and communicate [to all stakeholders. Assign roles and responsibilities to ensure that corporate datal Pwpgram (SCRP), mdmfmg Y Pl
the organization’s data _[are managed as critical assets and the data management strategy is Commitment To Continual
APO14.01 strategy and and maintained in an effective and sustainable manner. Functional | Intersects With Improvements GOV-01.3 8: Staﬁ"‘g' 8
roles and responsi (5) procbazes; and
() Technologies.
IDefine how to manage and improve the organization's data assets, in ine with
nterprise strategy and objectives. Communicate the data management strategy
Define and COMMANCte |to all stakeholders. Assign roles and responsibilties to ensure that corporate data Periodic Review & Update of e e e e oo
APO14.01 e zaton s data & [are managed as critical assets and the data management strategy is Functional | Intersects With | Security, Compliance & |  GOV-03 ; including policies, standards and procedures. at planned intervals or 8
management strategy and [2r€ managed as critical asset: e nagement eurlty, Compliance if significant changes occur to ensure their continuing suitability, adequacy
e epmsias.! mplemented and maintained in an effective and sustainable manner. i g [ slanificant chang
Befine Fow to manage and improve e organizatior's data ssset, i i wieh
Define and communicate |enterprise strategy and objectives. Communicate the data management strategy
. to all stakenolders. Assign roles and responsibilites to ensure that corporate datal ’
APOL4.01 the organization's data |10 21 stekenolders. fssion roles ond responsibiities o o et o Functional | Intersects with | Stekeholder Notification of | < oo [Mechanisms exist to ensure stakeholders are made aware of and understand s
management strategy and [the impact of proposed changes
e s ias.! [mplemented and maintained in an effective and sustainable manner.
[Define how to manage and improve the organization’s data assets, in fine with
Betine and communcate lenterprise strategy and objectives. Communicate the data management strategy
e to all stakeholders. Assign roles and responsibilties to ensure that corporate data
APO14.01 a2t 4 |are managed as critical assets and the data management strategy is Functional | Intersects With Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 8
ity responsmllmes limplemented and maintained in an effective and sustainable manner.
Define and maintain a | cones e e T PO o et usiness terms and definitions IMechanisms exist to standardize technology and process terminology to
to foster shared data usage across the organization. '
APO14.02 lconsistent business glossary| o o Functional SubsetOf | Standardized Terminology | - SEA02.1 ey ce confusion amongst groups and departments, 10
[Establish the processes and infrastructure for specifying and extending metadata
Establish the processes and lapout the organization’s data assets, fostering and supporting data sharing,
APO14.03 infrastructure for metadata [ansuring compliant Use of data, Improving responsiveness to business changes |  Functional Subset Of Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
management land reducing data-related risk.
[Define an integrated, organizationwide srategy to achieve and maintain the e . unty Csyetem (M5 €
level of data quality (such as complexity, integrity, accuracy, completeness, lechanisms exist to govern a Quality Management System o ensure
APO14.04 Define o data auality | 2 aity. Wraceabiity and fimeliness) required i Support the business goals and Functional Subset Of R A GOV-18  [security, compliance and resilience processes conform with applicable 10
gy lobjectives. 4 statutory, regulatory and/or contractual obligations.
implement standardized data profiling methodologies, processes, practices, tools
Establish data profiling _[2nd templates that can be applied across multiple data repositories and data echanisms exist todetermine securty,compliance and eslence control
. . lapplicability by identifying, assigning and documenting the appropriate asset
APO14.05 methodologies,processes Functional | Intersects With | Asset Scope Classification |~ AST-04.1 |2PPICADILY by Ioentiying, aseianing and documenng e oo ot s 3
(TAAS) and personnel (internal and third-parties).
Establsh data profiing _[Iplement standardized data profing methodologie, processes, pracice, Tols
oG tampiates thar can be tRalied Atass Multiple data repostorics and dat 05 | Mechanisms exist to ensure data and assets are categorized in accordance
APO14.05 methodologis,processes |27 (emp ol p P Functional Subset Of | Data & Asset Classification | DCH-02 [} SeIaNETS exist o ensure aats o oot e e et 10
Provide a systematic sppraach to measure and svaluate data qualty sccording IMechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Ensure a data quality  [t0 Processes and techniques, and against data quality rules. 7 [Trivial (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
APO14.06 e e v, Functional SubsetOf | Data Quality Operations | DCH-22 datato cur e e e o) 10
lifecycle.
IDefine the mechanisms, rules, processes, and methods to validate and correct [Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or
Define the data cleansing |data according to predefined business rules. [Trivial (ROTT) data to ensure the accuracy, relevance, timelinéss, impact,
APO14.07 T Functional | Intersects With | Data Quality Operations | DCH-22 datato cur e Ipact o) 8
lifecycle.
IDefine the mechanisms, rules, processes, and methods to validate and correct IMechanisms exist to utilize technical controls to correct Personal Data (PD)
APO14.07 Define the data cleansing  |data according to predefined business rules. Functional | Intersects With U‘;Zf;g‘y?ﬂf‘.f;;’f;g;‘g DCH-22.1 [that is inaccurate or outdated, incorrectly determined regarding impact, or B
PP incorrectly de-identified.
[Ensure that the organization understands, maps, inventories and controls its data
flows through business processes over the data life cycle, from creation or
lacauisition to retirement. pechanisms xist o perform inventores of Technology Assets, Applcations,
Services and/or Data (TAASD) th
1) Accurately rfiects the corrent TAASD in
(2) dentifies authorized software products, including business justifcation
APO14.08 Manage the ife cycle of Functional | Intersects With Asset Inventories AST-02  [details; 8
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
effective property accountability; an
(5) Is available for review and audit by designated organizational personnel.
[Ensure that the organization understands, maps, nventories and controls its data Mechanisms exist to maintain network architecture diagrams that
flows through business processes over the data life cycle, from creation or e ket o Hea o .
! Y of the network's
APO14.08 Manage the ife cycle of - lacquisition to retirement Functional | Intersects wich | NTwerk Diegrame & 0ot@ | asto4 farchitecture; 8
9 (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
ramage the Ife cyeta o |ENSUre That Ehe organization understands, maps, Inventories and controls s data
APO14.08 anage the life cycle of |fiows through business processes over the data life cycle, from creation or Functional Subset Of Data Protection DCH-01 | Mechanisms exist to facilitate the implementation of data protection controls. 10
lacauisition to retirement
P [Evsure that data maintenance satisfies organizational and reguratory
APO14.09 upport data archiving and |requirements for availability of historical data. Ensure that legal and regulatory | Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. s
ntion requirements for data archiving and retention are met.
Support data archiving and | sure At data maintenance satisfies organizational and regulaton IMechanisms exist to retain media and data in accordance with applicable
APO14.09 requirements for availability of historical data. Ensure that legal and regulatory |  Functional SubsetOf | Media & Data Retention | DCH-18 i : i 10
retention requirements for data archiving and retention are met. statutory, regulatory and contractual obligations.
Manage availability of critical data to ensure operational confinuty.
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Manage data backup and o1 |controls to help ensure resilient Technology Assets, Applications andor
APO14.10 restore arrangements Functional Subset Of Management System BCD-01  Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 0
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Manage availability of critical data to ensure operational continuity. IMechanisms exist to create recurring backups of data, software and/or
Manage data backup and 11 [system images, as well as verify the integrity of these backups, to ensure the
APOL4.10 restore arrangements Functional | Intersects With Pata Backups BCD-11 [ lailability of the data to satisfy Recovery Time Objectives (RTOs) and 8
[Recovery Point Objectives (RPOS).
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Manage data backup and

[Manage availability of critical data to ensure operational continuity.

chnology Assets,
|Applications and/or Services

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to ensure the secure recovery and reconstitution of

Strength of
Relationsh

la usercentric approach; ensure that stakeholders actively participate in the
(design and approve each version.

Definition

land/or Services (TAAS) at pre-defined decision points in the Secur
IDevelopment Life Cycle (SDLC).

APO14.10 Functional | Intersects With BCD12  [Technology Assets, Applications and/or Services (TAAS) to a known state 8
restore arrangements ”Q';ig:;mm & lafter a disruption, compromise or failure.
Maitain > standard aproach for proofar manogement ot enables een | et }
Maintain  standard eview, deci and Security, Compliance & lechanisms exist to assess security, compliance and resilience controls in
BAIDLOL approach for program _[activities. Thesa cihiier shoula focus consistently on business vaiue and gosis Functional Subset Of Resiionce in Project PpRM.04  |svstem project development to determine the extent to which the controls 10
management (. requirements, risk, costs, schedule and quality targets) Mansgement lare implemented correctly, operating as intended and producing the desired
loutcome with respect to meeting the requirements.
Maitain > standard aproach for proofam manogement ot enables
Maintain a standard IMechanisms exist to ensure changes to Technology Assets, Applications
BAI1.01 approach for program ~ [activities. Trese samies 5“"“’{“ o Constrtlyon business value and goals Functional | Intersects With | SeCuT@ DEYeIOPMEnt Lfe | pru.07  [andor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
management (- requirements, risk, costs. schedule and quality targets) 4 9 lcontrolled through formal change control procedures.
initiate a program to confirm expected benefits and obtain authorization to
lproceed. This includes agreeing on program sponsorship, confirming the program
Imandate through approval of the conceptual business case, appointing program Securty, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
lboard or committee members, producing the program brief, reviewing an : ’ system project development to determine the extent to which the controls
BAI01.02 Initiate @ program |pgating the business case, developing a benefits realization plan, and obtaining | Functional Subset Of Resllience In Project PRM-04 " lare implemented correctly, operating as intended and producing the desired 10
lapproval from sponsors to proceed. 9 loutcome with respect to meeting the requirements.
initiate a program to confirm expected benefits and obtain authorization to
lproceed. This includes agreeing on program sponsorship, confirming the program
et st o s cransto Tty st gt
BAI01.02 Initate a program (L0 S ciness case, déveloping a beneiie realization pan, and obtaining | Functional | itersects with | S RRARIRTCE R | PRM-07Jandjor Services (TAAS) within the Secure Development Lite Cycle (SDLC) are 8
o orova] om sponears 1o proces lcontrolied through formal change control procedures.
Managte stlakedhflder‘ er\gfagemtent ;0 E"IIS“""- an alcnlvi e:clzange of a(cu‘rzte, IMechanisms exist to enforce an accountability structure so that appropriate
Manage stakeholder ~ [consistent and timely information for all relevant stakeholders. This includes Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
BAI01.03 engagement planning, identifying and engaging stakeholders and managing their Functional | Intersects With GOV-041 Imcasuring and managing Technology Assets, Applications, Services and/or 8
lexpectations. [Data (TAASD)-related risks.
[Manage stakeholder engagement to ensure an active exchange of accurate, - -
Manage stakeholder  [consistent and timely information for all relevant stakeholders. This includes [Mechanisms exist to identify and involve pertinent stakeholders of critical
BAI01.03 e, Iplanning, identifying and engaging stakeholders and managing their Functional | Intersects With s AST-01.2  [Technology Assets, Applications, Services and/or Data (TAASD) to support 8
lexpectations lthe ongoing secure management of those assets.
[Manage stakehoider engagement to ensure an active exchange of accurate,
ool lconsistent and timely information for all relevant stakeholders. This includes Security, Compliance & Mechanisms exist o assess sscurity. compliance and resllisnce contros n
Manage stakeholder  |planning, identifying and engaging stakeholders and managing their g ’ lsystem project development to determine the extent to which the controls
BAI01.03 engagement lexpectations Functional Subset Of Resilience In Project PRM-04 | e implemented correctly, operating as intended and producing the desired 10
9 loutcome with respect to meeting the requirements.
[Manage stakehoider engagement to ensure an active exchange of accurate, oo . . o Tecmotony Acscte, Appticat
lconsistent and timely information for all relevant stakeholders. This includes lechanisms exist to ensure changes to Technology Assets, Applications
BAI01.03 Mg kel der ning, identifying and engaging stakehoiders and managing their Functional | Intersects With Csiﬁ:i‘zgf&’fﬁg"m;”e‘mlgﬁt PRM-07  [andor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
929 lexpectations. 4 9 lcontrolled through formal change control procedures.
[Formulate a program to lay the initial groundwork. Position it for successful
lexecution by formalizing the scope of the work and identifying deliverables that
will satisfy goals and deliver value. Maintain and update the program plan and Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAIOL04 Develop and maintain the |business case throughout the full economic life cycle of the program, ensurin: Functional | Intersects With atlionce e PRM-04  [SYstem project development to determine the extent to which the controls s
program plan lalignment with strategic objectives and reflecting the current status and insights Hience In Prol plemented correctly, operating as intended and producing the desired
lgained to date. 9 utcome with respect to meeting the requirements,
[Formulate a program to lay the initial groundwork. Position it for successful
lexecution by formalizing the scope of the work and identifying deliverables that
will satisfy goals and deliver value. Maintain and update the program plan and Security, Compliance & IMechanisms exist to identify critical system components and functions by
Develop and maintain the |business case throughout the full ecanarnic e cycle of the program, ensuring g ’ performing a criicality analysis or critical Technology Agsets, Applications
BAIOL.04 rogram plan alignment with strategic objectives and reflecting the current status and Insights | "Unctional | Intersects With | - Resilience Requirements | PRIM0S o g/or Services (TAAS) at pre-defined decision points in the Sec 8
lgained to date. Bevelopment Life Cycle (SDLO).
[Formulate a program to fay the initial groundwork. Position it for successful N - -
craciition by Tormalizing the scape of e work and 1denifying Gelverailes that Mechanisms exit o define business processes with consideration or
e O e el and ubdate e brogram pan and 1) The resulting rsk t0 organizational perations, assets, ndividuals and
Develop and maintain the |business case throughout the full economic life cycle of the program, ensurin: 9 9 P g .
BAI01.04 D e Eoa e e e e e e iihys | Functional | Intersects With | Business Process Definition | PRM-06  |other organizations; an 8
program pl o date. 9ic bl 9 9 (2) Information protection needs arising from the defined business processes
9 land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Launch and execute the program to acquire and direct the resources needed to
laccomplish the goals and benefits of the program as defined in the program
Launch and execute the |P1an. In accordance with stage-gate or release review criteria, prepare for stage- Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
BAIO1.05 lgate, iteration or release reviews to report progress and make the case for Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
flunding up to the following stage-gate or release review. Portfolio Management lcompliance and resilience objectives.
[Launch and execute the program to acquire and direct the resources needed to
laccomplish the goals and benefits of the program as defined in the program
Launch and execute the |P1an: In accordance with stage-gate or release review criteria, prepare for stage- IMechanisms exist to identify and allocate resources for management,
BAIO1.05 iy lgate, iteration or release reviews to report progress and make the case for Functional | Intersects With |  Allocation of Resources PRM-03  [operational, technical and data protection requirements within business 5
preg lfunding up to the following stage-gate or release review. Iprocess planning for projects / initiatives.
[Monitor and control performance against plan throughout the full economic Iife [Mechanisms exist o provide governance oversight reporting and
BAI0L.06 Monitor, control and report [cycle of the investment, covering solution delivery at the program level and Functional | Intersects with | Status Reporting To Gov.o12 |recommendations to those entrusted to make executive decisions about s
. on the program outcomes [Value/outcome at the enterprise level. Report performance to the program Governing Body *“ |matters considered material to the organization's Security, Compliance &
steering committee and the sponsors. [Resilience Program (SCRP)
[Monitor and control performance against plan throughout the full economic life
lcycle of the investment, covering solution delivery at the program level and Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAIO1.06 Monitor, control and report |value/outcome at the enterprise level. Report performance to the program Functional Intersects With Resilience In Project PRM-04  [SYStem project development to determine the extent to which the controls 8
on the program outcomes. |steering committee and the sponsors. e i o) lare implemented correctly, operating as intended and producing the desired
9 loutcome with respect to meeting the requirements,
Prepare and execute 3 qualty management plan, processes and practices that
align with quality management standards (QMS). Describe the a IMechanisms exist to
govern a Quality Management System (QMS) to ensure
BAIO1.07 Manage program quality ~[Program quality and implementation. The plan should be formally Teviowed and Functional | Intersects Wich | QUelLY, Maragement GOV-18  [security, compliance and resilience processes conform with applicable 5
mgﬂrseu on by all parties concerned and incorporated into the integrated program y: <tatutory, regulatory and/or contractual obligations
[Prepare and execute a quality management plan, processes and practices that
lalign with quality management standards (QMS). Describe the approach to exist to inte
2 " grate practices with
BAI01.07 Manage program quality Pro9ram quality and implementation. The plan should be formally reviewed and | unctional | Intersects With | fronti22en T 490198 | pRu.02.1  fadvanced technologies to maintain situation awareness of and minimize the 8
;g;e on by all parties concerned and incorporated into the integrated program 9 lorganization's exposure to evolving risks and threats.
[Eliminate or minimize specific risk associated with programs through a
systematic process of planning, identifying, analyzing, responding to, monitoring Security, Compliance & exist to facilitate the implementation of resource planning
BAI01.08 Manage program risk |and controlling the areas or events with the potential to cause unwanted change.|  functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
efine and record any risk faced by program management. Portfolio Management lcompliance and resilience objectives.
[Eliminate or minimize specific risk associated with programs through a
systematic process of planning, identifying, analyzing, responding to, monitoring exist to integrate practices with
BAI01.08 Manage program risk (and controlling the areas or events with the potential to cause unwanted change.|  functional | Intersects With Priortization To Address | pRM-02.1  [advanced technologies to maintain situation awareness of and minimize the 8
efine and record any risk faced by program management. 9 lorganization's exposure to evolving risks and threats
[Remove the program from the active investment portfolio when there is N N
lagreement that the desired value has been achieved or when i is clear it will not Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
BAI01.09 Close aprogram  |oa achieved within the value criteria st for the program. Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives
[Remove the program from the active investment portfolio when there | prioritization To Address [Mechanisms exist to integrate foundational cybersecurity practices with
BAI01.09 Close a program  [agreement that the desired value has been achieved or when it is clear itwillnot | Functional | Intersects With | Priontization To Address | pay 07 1 laguanced technologies to maintain situation awareness of and minimize the 8
lbe achieved within the value criteria set for the program. volving Risks reats lorganization's exposure to evolving risks and threats.
[Based on the business case, identify, prioritize, specify and agree on business een o donth e T N
Define and maintain _|information, functional, technical and control requirements covering the Security, Compliance & lechanisms exist to identify critical system components and functions by
BAI02.01 business functional and ~ [scope/understanding of all initiatives required to achieve the expected outcomes | Eynctional | Intersects With | Resilience Requirements | PRM-05  [Performing a criticality analysis for critical Technology Assets, Applications 8
ool rasivemants  [of the proposed I&T-enabled business solution. e land/or Services (TAAS) at pre-defined decision points in the Secure
a Development Life Cycle (SDLC).
e e o ﬁ:z[‘;ﬁe;zﬁg:‘r{:nzg agrse on business IMechanisms exist to define business processes with consideration for
security, compliance and resilience that determines:
Define and maintain ~ [SCope/understanding of al Initiatives required to achieve the expected Cutcomes (1) The resuiting risk to organizational operations, assets, individuals and
BAI02.01 business functional and prop Functional Subset Of | Business Process Definition | PRM-06 [other organizations; an 10
technical requirements (2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Perform a feasibility study Of potential alternative solutions, assess their viability - -
perform a feasibility study [and select the preférred option. If appropriate, implement the selected option as Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
BAI02.02 and formulate alternative [3 pilot to determine possible improvements. Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
solutions. Portfolio Management lcompliance and resilience objectives
Identify, document, prioritize and mitigate functional, technical and informati Prioritization To Address IMechanisms exist to integrate foundational cybersecurity practices with
BAI02.03 Manage requirements risk |[processing-related risk associated with the enterprise Functional Intersects With | 0o o itks & Threat: PRM-02.1 |advanced technologies to maintain situation awareness of and minimize the 8
land proposed solution. volving Risks eats lorganization's exposure to evolving risks and threats.
Coordinate feedback from affected stakeholders. A predetermined Key stages, -
Obtain approval of [obtain approval and sign-off rom the business sponsor or prodct ow; Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
BAI02.04 DOl s Iegarding functional and technical requirementa, feasibiy studies, rick analyses | Functional Subset Of Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 10
land r solutions. Portfolio Management lcompliance and resilience objectives
[Coordinate feedback from affected stakeholders. At predetermined key stages, e . . o Techmotony Acsets, Appricat
Obtain approval of [obtain approval and sign-off from the business sponsor or product owner Secure Development Life lechanisms exist to ensure changes to Technology Assets, Applications
BAI02.04 e 2 aiutions |regarding functional and technical requirements, feasibility studies, risk analyses | Functional | Intersects With Cycle (SDLO) Mgnagemem PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
land r ‘solutions. lcontrolied through formal change control procedures
[Develop and document high-level designs for the solution in terms of technology,
lbusiness processes and workflows. Use agreed and appropriate phased or rapid
lAgile development techniques. Ensure alignment with the I&T strategy and Mechan ' o resil \
lenterprise architecture. Reassess and update the designs when significant issues Security, Compliance & E(t anisms E::t mlassessslﬁ‘;”ty (""‘P"‘:“‘Eta"[ {‘35‘ I‘f"ﬁh‘“"m’ts ‘I“
BAI03.01 Design high-level solutions [occur during detailed design or building phases, or as the solution evolves. Apply | Functional Subset Of Resilience In Project PRM.04  |sYStem project development to determine the extent to which the controls 10
la usercentric approach; ensure that stakeholders actively participate in the ‘Management jare implemented correctly, operating as intended and producing the desired
Gesian and approve each version. loutcome with respect to meeting the requirements.
[Develop and document high-level designs for the solution in terms of technology,
lbusiness processes and workflows. Use agreed and appropriate phased or rapid
lAgile development techniques. Ensure alignment with the I&T strategy and Mechani dentif an b
lenterprise architecture. Reassess and update the designs when significant issues Security, Compliance & E‘f anisms EX'ft (‘7[‘ enti IY o % S{S(Eﬂ“’?p“’"enf E“t ‘:\"“I‘“'"i Y
BAI03.01 Design high-level solutions [occur during detailed design or building phases, or as the solution evolves. Apply | Functional | Intersects With | Resilience Requirements | ~PRM-05  [Performing a criticality analysis for critical Technology Assets, Applications 8
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[Develop and document high-level designs for the solution in terms of technology,
lbusiness processes and workflows. Use agreed and appropriate phased or rapid IMechanisms exist to define business processes with consideration for
|Agile development techniques. Ensure alignment with the IT strategy an Isecurity, compliance and resilience that determines:
lenterprise architecture. Reassess and update the designs when significant issues (1) The resulting risk to organizational operations, assets, individuals and
BAI03.01 Design high-level solutions [occur during detailed design or building phases, or as the solution evolves. Apply | Functional | Intersects With | Business Process Definition |  PRM-06  |other organizations; an 8
la usercentric approach; ensure that stakeholders actively participate in the (2) Information protection needs arising from the defined business processes
|design and approve each version. [and revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[Develop, document and elaborate detailed designs progressively. Use agreed
land appropriate phased or rapid Agile development techniques, addressing all
B B e e N manua) conros, IMechanisms exist to assess security, compliance and resilience controls in
. . lsupporting I&T applications, infrastructure services and technology products, and Security, Compliance & :
BAI03.02 Design detailed solution | 30E 0 0 L e that the detailed design includes internal and Functional | Intersects With | _ Resilionce in Project pRM.04  |svstem project development to determine the extent to which the controls s
components external service level agreements (SLAS) and operational level agreements Management lare implemented correctly, operating as intended and producing the desired
(OLAS). loutcome with respect to meeting the requirements.
[Develop, document and elaborate detailed designs progressively. Use agreed
land appropriate phased or rapid Agile development techniques, addressing all
lcomponents (business processes and related automated and manual controls,
. . lsupporting I&T applications, infrastructure services and technology products, and IMechanisms exist to facilitate the implementation of tailored development
BAI03.02 Design detailed solution | partners/suppliers). Ensure that the detailed design includes internal and Functional Subsetof | Technology Development & 1pp 01 land acquisition strategies, contract tools and procurement methods to meet 10
components lexternal service level agreements (SLAs) and operational level agreements. cquisition lunique business needs.
(OLAs).
[Develop solution in a separate envi in
laccordance with detailed designs following standards and requirements for
development and documentation, qualty assurance (QR), and approval. Ensure Security, Compliance & IMechanisms exist to identify critical system components and functions by
Develop solution lthat all control requirements in the business processes, supporting g ! ’ lperforming a criticality analysis for critical Technology Assets, Applications
BAI03.03 components lapplications and infrastructure services, services and technology pmduds, and Functional | Intersects With | Resilience Requirements | PRM-05|ongjor Services (TAAS) at pre-defined decision points in the Secure 8
services are addressed. IDevelopment Life Cycle (SDLC).
[Develop solution in a separate envi in i .
laccordance with detailed designs following standards and requirements for Mechanisms exist to design and implement product management processes
development and documentation, quality assurance (QA), and approval. Ensure [to proactively govern the design, development and production of Technology
lthat all control requirements in the business processes, supporting 6T |assets, Applications andfor Services (TAAS) across the System Development
Develop solution lapplications and infrastructure services, services and technology products, and [Life Cycle (SDLC) to:
BAI03.03 Commonents Ipartnerjvendor services are addressed Functional Subset Of Product Management TDAOL1 (1) Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Develop solution in a separate envi in
laccordance with detailed designs following standards and requirements for . y
IMechanisms exist to design, develop and produce Technology Assets,
Develop solution f:a"f‘;"l";‘;:‘:;2:qiffe“,:‘e5“’;§af;°{‘h‘eqgs!f,‘{ezzss:gg‘:fsg";Lz;gﬂ;g’fgf Ensure Minimum Viable Product |applications and/or Services (TAAS) in such a way that risk-based technical
BAI03.03 Commonents applications and infrastructare services, services and technology products, and Functional | Intersects With (MVP) Security TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
Ipartner/vendor services are addressed
risks and threats.
[Procure solution components, based on the acquisition plan, in accordance with
requirements and detailed designs, architecture principles and standards, and [Mechanisms exist to identif
2 y critical system components and functions by
the enterprise’s overall procurement and contract procedures, QA requirements, Security, Compliance &
Procure solution ’ lperforming a criticality analysis for critical Technology Assets, Applications
BAI03.04 amponents and approval standards; Ensure that al legal and contractual requirements are Functional | Intersects With | Resience Requirements | - PRM-05 |0rG/STS00 e cx (Tans) o pe-gefined decision points in the Secr 8
identified and addressed by the vendor. Development Life Cycle (SDLC).
[Procure solution components, based on the acquisition plan, in accordance with
requirements and detailed designs, architecture principles and standards, and
the enterprise’s overall procurement and contract procedures, QA requirements, . IMechanisms exist to utilize tailored acquisition strategies, contract tools and
BAI03.04 Procure solution land approval standards. Ensure that all legal and contractual requirements are Functional Subsetof [Acauisition Strategies, Tools| - 1py.031  lprocurement methods for the purchase of unique Technology Assets, 10
P lidentified and addressed by the vendor. |Applications and/or Services (TAAS).
linstall and configure solutions and integrate with business process activities. i .
IDuring configuration and integration of hardware and infrastructure software, Mechanisms exist to design and implement product management processes
limplement control, security, privacy and auditability measures to protect [to proactively govern the design, development and production of Technology
resources and ensure availability and data integrity. Update the product or [Assets, Applications and/or Services (TAAS) across the System Development
lservices catalogue to reflect the new solutions. [Life Cycle (SDLC) to:
BAI03.05 Build solutions Functional Subset Of Product Management TDA-0L1 |(1) Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
linstall and configure solutions and integrate with business process activities.
IDuring configuration and integration of hardware and infrastructure software, IMechanisms exist to design, develop and produce Technology Assets,
iimplement control, security, privacy and auditability measures to protect Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
BAI03.05 Build solutions resources and ensure availability and data integrity. Update the product or Functional | Intersects With (MVP) Security TDA-02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 8
services catalogue to reflect the new solutions. Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
Develop. resource and exectite a QA plan aligned wih the QNS to obiain the IMechanisms exist to formally assess the security, compliance and resilience
e ti2s e prataties uirements definiton and in the enterprise’s quailty lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Perform quality assurance g Iinformation Assurance Program (IAP) activities to determine the extent to
BAI03.06 (QA) Functional Subset Of Assessments 1A0-02 |\ihich the controls are implemented correctly, operating as intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[Develop, resource and execute a QA plan aligned with the QMS to obtain the
|quality specified in the requirements definition and in the enterprise’s quality IMechanisms exist to require system develupers/mtegralurs consult with
lpolicies and procedures. security, compliance and/or resilience personnel t
(1) Crente and implement a Security Testing and Evaluation (STSE) plan, or
BAI03.06 Perform quality assurance Functional | Intersects With | - neaiance vacans = TDA-0g  [similar capability; 8
: (@A) Throtamout Develonment (2) Implement a verifiable flaw remediation process to correct weaknesses
9! P land deficiencies identified during the control testing and evaluation process;
land
(3) Document the results.
[Establish a test plan and required environments to test the individual and
lintegrated solution components. Include the business processes and supporting IMechanisms exist to require system develupers/mteqralurs consult with
services, applications and infrastructure. security, compliance and/or resilience personnel ts
Security, Compliance & (1) Crexte and implement  Security Testing and Evaluation (STSE) plan, or
BAI03.07 Prepare for solution testing Functional | Intersects With Resilience Testing TDA-0g  [similar capability; 8
g Throughout Develomeent (2) Implement a verifiable flaw remediation process to correct weaknesses
9! P! and deficiencies identified during the control testing and evaluation process;
13) Document the results.
During development, exccute testing continualy (including control testing). in IMechanisms exist to formally assess the security, compliance and resilience
ecortorcs wi s deed s ponnd devcloprin i ces 10 e ot oy et o ot A o
i 2 Information Assurance Program (IAP) activities to determine the extent to
BAI03.08 Execute solution testing  |test team. Identify, log and prioritize errors and issues identified during testing. Functional Subset Of Assessments IR0-02 e trole are Impiementad cortectly. operating ot intended and 10
lproducing the desired outcome with respect to meeting expected
requirements.
[During development, execute testing continually (including control testing), in
|accordance with the defined test plan and development practices in IMechanisms exist to require system developers/integrators consult with
lappropriate environment. Engage business process owners and end users in the security, compliance and/or resilience personnel to:
ltest team. Identify, log and prioritize errors and issues identified during testing. Security, Compliance & (1) Create and .mmeme"t a Security Testing and Evaluation (ST&E) plan, or
g similar capabili
BAI03.08 Execute solution testing Functional | ntersects With | Resilence Testing | TOA09 |G/ inony ' erifiable flaw remediation process to correct weaknesses 8
9! P! land deficiencies identified during the control testing and evaluation process;
d
(3) Document the results.
[Track the status of individual requirements (including all rejected requirements) e e . o Technoroay Assets. Appicat
throughout the project life cycle. Manage the approval of changes to lechanisms exist to ensure changes to Technology Assets, Applications
BAI03.09 Manage changes to requiements. Y 9 PP 9 Functional | Intersects With | Se(@DEVeIoPmEnt L€ | pry.o7  [andor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
a Y o lcontrolled through formal change control procedures.
[Track the status of individual requirements (including all rejected requirements) e e . o Technoroay Assets. Appicat
throughout the project life cycle. Manage the approval of changes to lechanisms exist to ensure changes to Technology Assets, Applications
BAI03.09 Manage changes to requiements. Y 9 PP 9 Functional SubsetOf | Secure Development Lfe | PRM-07  [andjor Services (TAS) within the Secure Development Life Cycle (SDLC) are 10
q 4 9 [controlled through formal change control procedures.
[Develop and execute a plan for the maintenance of solution and infrastructure i By
lcomponents. Include periodic reviews against business needs and operational IMechanisms exist to design and implement product management processes
requirements. o proactively gover the design, development and production of Technology
sets, Applications andor Services (TAAS) across the System Development
Life Cycle (SDLC) to
BAI03.10 Maintain solutions Functional | Intersects With | Product Management TDA-0L1  |(1) Improve functionality; 8
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Define and agree on new or changed IT products or services and service level
Define IT products and  |aptions. Document new or changed product and service definitions and service Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
BAI03.11 services and maintain the |level options to be updated in the products and services portfolio. Functional | Intersects With | SeCUfe SEIEPME LIS | PRM-07  fandor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
service portfolio Ve o (controlled through formal change control procedures.
[Define and agree on new or changed IT products or services and service level N N
loptions. Document new or changed product and service definitions and service [Mechanisms exist to design and implement product management processes
level options to be updated in the products and services portfolio. to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Define IT products and Life Cycle (SDLC) tor
BAIO3.11 services and maintain the Functional Subset Of Product Management TDA0L1  [(1) Improve functionality; 10
service portfolio (2) Enhanc and resiliency capabilities;
(3) Correct security deficencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Design, develop and implement solutions with the appropriate development [Mechanisms exist to require software developers to ensure that their
Design solutions based on [Methodology (i. waterfall, Agile or bimodal I&T), in accordance with the overall Development Methods, software development processes employ industry-recognized secure
BAI03.12 the defined development [Strategy and requirements. Functional Subset Of Techol “ues B Proceoass TDA-02.3 |practices for secure programming, engineering methods, quality control 10
methodology a Iprocesses and validation technigues to minimize flawed and/or malformed
software
[Assess availability, performance and capacity of services and resources to § B
lensure that cost-justifiable capacity and performance are available to support [Mechanisms exist to design and implement product management processes
lbusiness needs and deliver against service level agreements (SLAs). Create to proactively govern the design, development and production of Technology
availability, performance and capacity baselines for future comparison. lassets, Applications and/or Services (TAAS) across the System Development
Assess current availability, Life Cycle (SDLC) to:
BAI04.01 performance and capacity Functional | Intersects With | Product Management TDA-0L.1 |(1) Improve functionality; 3
and create a baseline (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
dentify important services to the enterprise. Map Services and resources to
lbusiness processes and identify business dependencies. Ensure that the impact
lof unavailable resources is fully agreed on and accepted by the customer. For IMechanisms exist to identify and assess the security of Technology Assets,
BAI04.02 Assess business impact  |vital business functions, ensure that availability requirements can be satisfied Functional | Intersects With |Asset-Service Dependencies| AST-0L1 |Applications and/or Services (TAAS) that support more than one critica 8
Iper service level agreement (SLA). lbusiness function.
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lidentify important services to the enterprise. Map services and resources to
lbusiness processes and identify business dependencies. Ensure that the impact
lof unavailable resources is fully agreed on and accepted by the customer. For [Mechanisms exist to identify and document the critical Technology Assets,
BAI04.02 Assess business impact  |vital business functions, ensure that availability requirements can be satisfied Functional | Intersects With | Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 8
lper service level agreement (SLA). land business functions.
lidentify important services to the enterprise. Map services and resources to
lbusiness processes and identify business dependencies. Ensure that the impact
lof unavailable resources is fully agreed on and accepted by the customer. For Business I
pact Analysis g Mechanisms exist to conduct a Business Impact Analysis (BIA) to dentify and
BAI04.02 Assess business impact  |vital business functions, ensure lr)\a( availability requirements can be satisfied Functional | Intersects With R RSK-0B | e security, compliance and resilience fieks 8

lper service level agreement

[Mechanisms exist to define business processes with consideration for
security, compliance and resilience that determines:
(1) The resulting risk to organizational operations, assets, individuals and

[Plan and prioritize availability, performance and capacity implications of
[changing business needs and service requirements.

Plan for new or changed

BAI04.03 Functional Subset Of | Business Process Definition | ~ PRM-06 |other organizations; and 10
service requirements (2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[Plan and prioritize availability, performance and capacity implications of echan e . o Technoroay Assets. Anplicat
(changing business needs and service requirements, lechanisms exist to ensure changes to Technology Assets, Applications
BAI04.03 Plan for new or changed 9ing . Functional | Intersects With éiﬁ:i‘zgf&’mgﬁ"e‘mﬁit PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
a 4 o lcontrolled through formal change control procedures.
Monitor, messure, analyze, report and review avallabilty. performance and
capacity. | deviations from established baselines. Review trend analysis IMechanisms exist to facilitate the implementation of capacity management
BAI04.04 av:,‘;’g;ﬁ’{yz":ﬁ;‘z’ét reports entiying any sinicant ssues and variances. Initiate actions where Functional Subset Of Capacty & Performance CAP-01  [controls to ensure optimal system performance to meet expected and 10
pacity [necessary and ensure that all outstanding issues are addressed. Qo anticipated futare capacity requirements.
[Address deviations by investigating and resolving identified availability, R
Investigate and address  |performance and capacity issues. Capacity & Performance [Mechanisms exist to facilitate the implementation of capacity management
BAI04.05 availability, performance Functional Subset Of Monaaamont CAP-01  [controls to ensure optimal system performance to meet expected and 10
and capacity issues o lanticipated future capacity requirements.
Understand the scope and impact o the desired change. Assess stakeholder echan e N o Technoroay Assets. Anplicat
Establish the desire to _|readiness ant gness to change. Identify actions that will motivate s Devel t Lif lechanisms exist to ensure changes to Technology Assets, Applications
BAI05.01 stal ‘Scha:gees"e © a“eptan(e and participation to make the change work successfully. Functional Subset Of C;c“‘ef"‘znf&’f"}‘g"m;g"em'eﬁt PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 10

[controlled through formal change control procedures.

[Establish an effective implementation team by assembling appropriate members, i

lcreating trust, and establishing commaon goalk and effectiveness measures, [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology

|assets, Applications and/or Services (TAAS) across the System Development

Life Cycle (SDLC) to
BAI05.02 Imﬁ;’;::tsg:;‘;;:m Functional Subset Of Product Management TDA-0L.1 (1) Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual

lobligations.
[Communicate the desired vision for the change in the language of those affected i
by it. The communication should be made by senior management and include Mechanisms exist to design and implement product management processes
lthe rationale for, and benefits of, the change; the impacts of not making the |to proactively govern the design, development and production of Technology
Ichange; and the vision, the road map and the involvement required of the |assets, Applications and/or Services (TAAS) across the System Development
Various stakeholders. Life Cycle (SDLC) to:
BAI05.03 |Communicate desired vision Functional Subset Of Product Management TDA0L1  [(1) Improve functionality; 10

(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an:
(4) Conform with applicable statutory, regulatory and/or contractual

lobligations.
[Empower those with implementation roles by assigning accountability. Provide .
itraining and align organizational structures and HR processes. Identify and [Mechanisms exist to design and implement product management processes
lcommunicate short-term wins that are important from a change-enablement [to proactively govern the design, development and production of Technology
lperspective. |assets, Applications and/or Services (TAAS) across the System Development
Empower role players and [Life Cycle (SDLC) to:
BAI05.04 P play Functional Subset Of Product Management TDA-01.1 |(1) Improve functionality; 10

identify short-term wins (@) Enance security and resliency capabilties;

(3) Correct securi
(4) Conform with appncame Statutory. regulatory andor contractual
lobligations.

[Plan and implement all technical, operational and usage aspects so all those who .

lare involved in the future state can exercise their [Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology

|assets, Applications and/or Services (TAAS) across the System Development

Life Cycle (SDLC) to:

BAI05.05 Enable operation and use Functional Subset Of Product Management TDA-0L1 {(1) Improve functionality; 10

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; an:

(4) Conform with applicable statutory, regulatory and/or contractual

lobligations.
[Embed new approaches by tracking implemented changes, assessing the -
leffectiveness of the operation and use plan, and sustaining ongoing awareness [Mechanisms exist to design and implement product management processes
through regular communication. Take corrective measures as appropriate (which to proactively govern the design, development and production of Technology
Imay include enforcing compliance). |assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) tor
BAI05.06 Embed new approaches Functional Subset Of Product Management TDA-0L1 {(1) Improve functionality; 10

(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an:
(4) Conform with applicable statutory, regulatory and/or contractual

lobligations.
[Sustain changes through effective training of new staff, ongoing communication i -
A105.07 s lcampaigns, continued commitment of top management, monitoring of adoption Secure Development Life [Mechanisms exist to ensure changes to Technology Assets, Applications
. ustain changes land sharing of lessons learned across the enterprise. Functional Subset Of | i E e  Management | PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 10

[controlled through formal change control procedures.

[Evaluate all requests for change to determine the impact on business processes.

G senice,and o st unathr hange il sguersely et he IMechanisms exist to design and implement product management processes
Yure that changes to proactively govern the design, development and production of Technology
oPe agoed, priontised, catbgorizes, hscorses, suthorived. planned and Jscet. spplcetions andlor Services (TAAS)acros th System Development
scheduled
BAI06.01 ayauate, prioritize and Functional Subset Of Product Management TDAOL1 |(1) Improve functionality; 10
ge req (2) Enhance security and resiliency capabilities;
(3) Correct securlty deficiencies; and
() Conform with applicable statutory, regulatory and/or contractual
obligations.
(Carefully manage emergency changes to minimize further incidents. Ensure the
Manage emergency [emergency change is controlled and takes place securely. Verify that emergency IMechanisms exist to govern change management procedures for
BAI06.02 Changee " |changes are appropriately assessed and authorized after the change. Functional Subset Of Emergency Changes CHG07  [lfechanisms exist to o 9 gement p 10
Maintain  tracking and reporting system to document rejected changes and
Track and report change [communicate the status of approved, in-process and complete changes. Make Change Management IMechanisms exist to facilitate the implementation of a change management
BAI06.03 statue """ |certain that approved changes are implemented as planned. Functional Subset O Throgtem cHeo1 | P 9 o 10
Maintain  tracking and reporting system to document rejected changes and
Track and report change [communicate the status of approved, in-process and complete changes. Make Configuration Change IMechanisms exist to govern the technical configuration change control
BAI06.03 statue """ |certain that approved changes are implemented as planned. Functional | Intersects With ol CHG02 | s, 9 o o 8
Close and document the [Whenever changes are implemented, update the solution, user documentafion Configuration Change [Mechanisms exist to govern the technical configuration change control
BAIDG.04 change: land procedures affected by the change. Functional | Intersects With Control CHG-02 | ocesses. 8
[Establish an implementation plan that covers system and data Conversion,
) testing critera, training, release
BAI07.01 tabls an implementatonlpromtiontopraduction,eary productionsupport  albackbaccUp pan. and 3| Functional | Intersects wien | ConMauraion Change CHG.02  |Mechanisms exist to govern the technical configuration change control N
plan et implementation revicw. OBta Spproval rom relovant parte Control processes.
P, Prepare for business process, I&T service data and infrastructure migration as Comfouration o . N e tocrieat comfaaration en ;
BAI07.02 an business process, {00t o the entarprise.s development methods. Include audt trails and a recovery|  Functional Subset Of onfiguration Change CHG.02  |Mechanisms exist to govern the technical configuration change control 10
system and data conversion|pian should the migration fail, Control jprocesses.
[Define and establish a secure test environment representative of the planned
lbusiness process and IT operations environment in terms of performance, Secure Development IMechanisms exist to maintain a segmented development network to ensure
BAI07.04 Establish a test environmentlcapacity, security, internal control, operational practices, data quality, privacy Functional | Intersects With Environments ToA07 L ore development environment. i 8
requirements and workioa
[Define and establish a secure test environment representative of the planned
lbusiness process and IT e;laerauons environment n tems of performance, ion of D echanisms exist to manage separate development, testing and aperationa
Environments |assets, Applications andor Services (TAAS).
[Test changes independently, in accordance with the defined test plan, prior to et validate & Document echarisms exist o appropristely test and document proposed changes in a
BAI07.05 Perform acceptance tests |migration to the live operational environment. Functional Intersects With " Changes CHG-02.2  [non-production before changes are 8
9 fproduction environment.
[Promote the accepted solution to the business and operafions. Wher
apprapriats, run the solution as & plct implementation of In parallel with the ol
Solution for a defined period and compare behavior and results. If significant ’
BAI07.06 Promote to production and | shlems accur, revert to the original environment based on the fallback/back-up| ~ Functional | Intersects with |  Configuration Change cHo-02  [Mechanisms exist to govern the technical configuration change control 8
manage releases Control lprocesses.
Iplan. Manage réleases of solution components.
Promote the accepted solution to the business and operafions. Where
lappropriate, run the solution as a pilot implementation or in parallel with the old )
promote to production and [S01ution for a defined period and compare behavior and results. I significant IMechanisms exist to ensure secure migration practices purge Technology
BAI07.06 \ote to production and |orolems occur, revert to the original environment based on the fallback/back-up | Functional | Intersects With | Secure Migration Practices | TDA-08.1  |Assets, Applications andjor Services (TAAS) of test/development/staging data 8
9 lplan. Manage releases of solution components. land accounts before it is migrated into a production environment.
o B e e oty Support to users and ST operations IMechanisms exist to design and implement product management processes
to resolve issues and help stabilize the new solul
P to proactively govern the design, development and production of Technology
|Assets, Applications andor Services (TAAS) across the System Development
Life Cycle (SDLO) to:
BAI07.07 Provide early production Functional Subset Of Product Management | TDA-0L1 |(1) Improve functionality: 10
L (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; an
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
(Conduct a post-implementation review fo confirm outcome and results, identify
lessons leared, and develop an action plan. Evaluate actual performance and IMechanisms exist to verify the functionalit
§ | . y of security, compliance and
BAI07.08 Perform a post- loutcomes of the new or changed service against expected performance and Functional | Intersects with |  Contro! Functionality CHG-06 |resilience controls following implemented changes to ensure applicable 5
implementation review  |outcomes anticipated by the user or customer. Verification otrels oerate o8 demianad.
identify, validate and classify diverse sources of internal and external information . o S oreme o .
require to enabe governance and management of 6T, nclucing srate lechanisms exist to design and implement product management processes
¥ incident repores and o hat progresses from to proactively govern the design, development and production of Technology
dentify and classity sources|development to aperations before going Ive. e, Applications anclor Services (TAAS)acros the System Development
BAI0.01 of information for Functional Subset Of Product Management | TDA-01.1 |(1) Improve functionality; 10

governance and

management of I&T (2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and
(a) Conform with applicable statutory, regulatory and/or contractual
lobligations.
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Organize information based on :lassmcauon critri. Identity and create
ements and enable use of IMechanisms exist to design and implement product management processes
linformation. Identify ewners and leverage and |mplement enlerpnsedeﬁned [to proactively govern the design, development and production of Technology
levels of access to knowledge |assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to
resources.
BAI08.02 ‘?‘;g?;“;i::fng’lf;‘;“;ed : Functional Subset Of Product Management TDA-01.1 (1) Improve functionalit 10
9 (2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Propagate available knowledge resources to relevant stakeholders and
lcommunicate how these resources can be used to address different needs (e. [Mechanisms exist to design and implement product management processes
lproblem solving, learning, strategic planning and decision making). [to proactively govern the design, development and production of Technology
|assets, Applications andfor Services (TAAS) across the System Development
Life Cycle (SDLC) to
BAI0B.03 Use and share knowledge Functional Subset Of Product Management TDAOL1 (1) Improve functionality; 10
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Mfasuret the use(and ehva\‘u?le t;ve curgency and relevance of information. Update Mecnamsms exist to check for Redundant, Obsolete/Outdated, Toxic or
Evaluate and update or ~ [information or retire obsolete information. (ROTT) data to ensure the accuracy, relevance, timeliness, impact,
BAI0B.04 e e Functional | Intersects With | Data Quality Operations DCH-22 < Hroughout the information 8
lifecycle.
[Maintain an up-to-date, accurate record of all I&T assets that are required to
ldeliver services and that are owned or controlled by the organization with an
lexpectation of future benefit (including resources with economic value, such as IMechanisms exist to perform inventories of Technology Assets, Applications,
Ihardware or software). Ensure alignment with configuration management and [Services andjor Data (TAASD) that
lfinancial management. (1) Accurately reflects the current TAASD in
(2) Identifes authorized software products, inclding business Justfication
BAI09.01 ety ang o et Functional | Intersects With Asset Inventories AST-02  details; 8
(3) Is at the level of granularity deemed necessary for tracking and reporting;
() Includes organization-defined information deemed necessary to achieve
erty accountabilit
(5; |5 avallabie for review and audit by designated organizational persannel,
Identify assets that are critical in providing service capability. Maximize their Mechanisms exist to identify and assess the security of Technology Assets,
BAI09.02 Manage critical assets  [reliability and availability to support business needs. Functional Intersects With |Asset-Service Dependencies| AST-01.1 |Applications and/or Services (TAAS) that support more than one critical 8
lbusiness function.
identify assets that are critical in providing service capability. Maximize their [Mechanisms exist to identify and document the critical Technology Assets,
BAI09.02 Manage critical assets  [reliability and availability to support business needs. Functional Intersects With Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions. 8
Jand business functions.
ety assets that are Ctical i providing service capablty. Maximize thei IMechanisms exist to require the developer of the Technology Asset,
reliabiiity and availability to support business needs Criticality Analysis During |Application and/or Service (TAAS) to perform a criticality analysis at
BAI09.02 Manage critical assets Functional | Intersects With evelopment TOA-08-1  forganization-defined decision points in the Secure Development Life Cycle 8
(SDLC).
[Manage assets from procurement to disposal. Ensure that assets are utilized as N
leffectively and efficiently as possible and are accounted for and physically Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
BAI09.03 Manage the asset life cycle |protected until appropriately retired Functional | Intersects With | SECre BEISROMET LIS | PRM-07  land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
4 o controlled through formal change control procedures.
[Manage assets from procurement to disposal. Ensure that assets are utilized as
BAI09.03 Manage the asset lie cycle [effectively and efficiently as possible and are accounted for and physically Functional Subset OF Technology Lifecycle sEa07.1  |Mechanisms exist to manage the usable lifecycles of Technology Assets, 10
rotected until appropriately retired Management |Applications and/or Services (TAAS).
Regularly review the overall asset base to dentity ways to optimize value n exist to facilitate an IT Asset Management (ITAM) program to
BAI09.04 Optimize asset value |ajignment with business need: Functional Subset Of Asset Governance AST-01limplement and manage asset ©
Regularly eview the overall asset base to dentity ways to optimize value n Technology Lifecycle [Mechanisms exist to manage the usable lifecycles of Technology Assets,
BAI09.04 Optimize asset value  |Jiohio Wik business need Functional | Intersects With SEA0T L [ endlor Services (TARS). 8
[Manage software licenses to maintain the optimal number of licenses and [echanism exist t faclltate an IT Asset Management (TTAM) program £
BAI09.05 Manage licenses lsupport business requirements. Ensure that the number of licenses owned is Functional | Intersects With Asset Governance AST-01 8
sufficient to cover the installed software in use. implement and manage asset management controls.
[Manage software licenses to maintain the optimal number of licenses and
Isupport business requirements. Ensure that the number of licenses owned is
sufficient to cover the installed software in use. IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
BAI09.05 Manage licenses Functional | Intersects With Asset Inventories AST-02 [details; 8
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[Manage software licenses to maintain the optimal number of licenses and
BAI09.05 Manage licenses SUpport business requirements. Ensure that the number of licenses owned is Functional | Intersects With Software Licensing AST-02.7 | Mechanisms exist to protect Intellectual Property (IP) rights with software s
sufficient to cover the installed software in use. Restrictions licensing restrictions.
[Establish and maintain a logical model of the services, assets, infrastructure and
recording of configuration items (CIs), including the relationships among them.
BAIL0.01 Establish and maintain a |include the Cis considered necessary to manage services effectively and to Functional subsetof | Configuration Management | e o) [Mechanisms exist to facilitate the implementation of configuration 10
configuration model  |provide a single, reliable description of the assets in a service. Imanagement controls.
Establish and maintain a_|Establish and maintain a configuration management repository and create Configuration Management [Mechanisms exist to implement and manage a Configuration Management
BAI10.02 |configuration repository and|controlled configuration baselines. Functional Intersects With gmbase ‘CMDQB, AST-02.9  |Database (CMDB), or similar technology, to monitor and govern technology 8
baseline Jasset-specific information.
— [Establish and maintain a configuration management repository and create N N
Establish and maintain a_|controlled configuration baselines. Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
BAIL0.02 lconfiguration repository and Functional | Intersects With e e CFG-02 for Technology Assets, Applications and/or Services (TAAS) 8
baseline 9 lthat are consistent with industry-accepted system hardening standards.
Cetanlish and maintain a_|FotaPIsh and maintain a configuration management repository and create [Automated mechanisms exist to govern and report on baseline
stablish and maintain a | controlled configuration baselines. Automated Central of Technology A
’ )y Assets, Applications and/or Services (TAAS)
BAI10.02 configuration repository and Functional | Intersects With | yanagement & Verification | <"6"%22 " |through Continuous Diagnostics and Mitigation (CDM), or similar 8
ltechnologies
[Maintain an up-to-date repository of configuration items (CIs) by populating any [Mechanisms exist to implement and manage a Configuration Management
BAI10.03 Mairtain and control Functional Subset Of C°”"g:{:sﬁ°;‘5’fg;‘f§;’“e"‘ AST-02.9  |Database (CMDB), or similar technology, to monitor and govern technology 10
’ Jasset-specific information.
Define and produice configuration reports on stats changes of confguration [hutomated mechanisms exist to govern and report on baseline
Produce status and | Automated Central of Technology Assets, Applications and/or Services (TAAS)
BAI10.04 configuration reports Functional | Intersects With | yanagement & Verification | <"6"22 " |through Continuous Diagnostics and Mitigation (CDM), or similar 8
ltechnologies
[Periodically review the configuration repository and verify completeness and IMechanisms exist to review and update baseline configurations
Verify and review integrity |correctness against the desired target. (1) At least annually: > o
BAIL0.05 of the configuration Functional | Intersects With Reviews & Updates CFG-02.1 5] When reauired due to so; 8
repository (3) As part of system (cmpnnent installations and upgrades.
[Periodically review the configuration repository and verify completeness and |automated mechanisms exist to govern and report on baseline
Verify and review integrity |correctness against the desired target.
3 Automated Central ’ lconfigurations of Technology Assets, Applications andjor Services (TAAS)
BAI10.05 of the configuration Functional | Intersects With | yanagement & Verification | <7622 |through Continuous Diagnostics and Mitigation (CDM), or similar 8
pository ltechnologies.
Maintain 3 standard approach for project management that enables govermanc ech N ! S rest o
Maintain a standard  [and few, deci and activities. Security, Compliance & lechanisms exist to assess security, compliance and resilience controls in
BAILL.01 approach for project Tnese activities shuu\d focus consistently on business value and goals (i. Functional Subset Of Resilience In Project PRM.04  [sYStem project development to determine the extent to which the controls 10
anagement requirements, risk, costs, schedule and quality targets). Management lare implemented correctly, operating as intended and producing the desired
loutcome with respect to meeting the requirements.
[Define and document the nature and scope of the project to confirm and develop
mon understanding of project scope among stakeholders. The definition Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAILL.02 Start up and initiate @ [should be formally approved by the project sponsors. Functional Subset OF Resilionce In Project PRM-04  |sY5tem project development to determine the extent to which the controls 10
Moo ore) lare implemented correctly, operating as intended and producing the desired
o loutcome with respect to meeting the requirements.
[Manage stakeholder engagement to ensure an active exchange of accurate,
lconsistent and timely information that reaches all relevant stakeholders. This Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAILL.03 Manage stakeholder  [includes planning, identifying and engaging stakeholders and managing their Functional Subset Of Resilionce In Project PRM.04  |sY5tem project development to determine the extent to which the controls 10
engagement lexpectations Moo amore) lare implemented correctly, operating as intended and producing the desired
o loutcome with respect to meeting the requirements.
EStablish and maintain 3 ormal, approved, Iiegrated profect pan (covering
usiness and IT resources) to guide project execution and control throughout the Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAILL04 Develop and maintain the e of the project. The scope of projects should be clearly defined and tied to Functional Subset O Resilionce In Project PRM-04  |sY5tem project development to determine the extent to which the controls 10
project plan lbuilding or enhancing business capability. Management lare implemented correctly, operating as intended and producing the desired
loutcome with respect to meeting the requirements.
[Prepare and execute a quality management plan, processes and practices that
lalign with quality management standards (QMS). Describe the approach to Security, Compliance & IMechanisms exist o assess security, compliance and resilience controls i
i Iproject quality and implementation. The plan should be formally reviewed and i d y system project development to determine the extent to which the controls
BAILLOS Manage project Quality g on by ail parties concerned and incorporated into the integrated project Functional Subset Of Resm::gge",‘nz'"“(‘m PRM-04 " lare implemented correctly, operating as intended and producing the desired ©
lpians. loutcome with respect to meeting the requirements.
[Eliminate or minimize specific risk associated with projects through a systematic
[process of planning, identifying, analyzing, responding to, monitoring and . [Mechanisms exist to integrate foundational cybersecurity practices with
BAIL1.06 Manage project risk |controlling the areas or events with potential to cause unwanted change. Define | Fynctional | Intersects With E\:‘;C};‘“"&’L?B“‘Y‘ﬁ;eai PRM-02.1 |advanced technologies to maintain situation awareness of and minimize the 8
jand record any risk faced by project management 9 lorganization's exposure to evolving risks and threats.
[Eliminate or minimize specific risk associated with projects through a systematic
rocess of planning, identifying, analyzing, responding to, monitoring an Security, Compliance & Mechanisms exit to assess security, compliance and resilence contrals n
[controlling the areas or events with potential to cause unwanted change. Define g y system project development to determine the extent to which the controls
BAIL1.06 Manage project risk | e cord any risk faced by project management Functional Subset Of Resilence In Project PRM-04 | e implemented correctly, operating as intended and producing the desired 10
o loutcome with respect to meeting the requirements.
[Measure project performance against key project performance criteria such as
Ischedule, quality, cost and risk. Identify any deviations from expected targets. Security, Compliance & Mechanisms exit to assess security, compliance and resilence contrals n
/Assess the impact of deviations on the project and overall program and report g ’ system project development to determine the extent to which the controls
BAILL07 Monitor and control projects|AS5€59 the Impact of devet Functional Subset Of Reslince I Project PRM-04 | e corractly, operating a¢ mtended and producing the desired 10
o loutcome with respect to meeting the requirements.
[Manage project work packages by placing formal requirements on authorizing
land accepting work packages and assigning and coordinating appropriate Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
BAIL1.08 Manage project resources. |business and IT resources. Functional Subset Of Resilionce In Project PRM.04  |sYStem project development to determine the extent to which the controls 10
and work packages Mo ooy lare implemented correctly, operating as intended and producing the desired
o loutcome with respect to meeting the requirements.
[At the end of each project, release or iteration, require the project stakeholders
to ascertain whether the project, release or iteration delivered the required
results in terms of capabilities and contributed as expected to program benefits. Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
Identify and communicate any outstanding activities required to achieve planned g ’ lsystem project development to determine the extent to which the controls
BAILL09 Close a project or iteration | oqt'of the project and/or benefits of the program. Identify and document Functional Subset Of Resilence In Project PRM-04 | e implemented correctly, operating as intended and producing the desired 10
lessons learned for future projects, releases, iterations and programs o loutcome with respect to meeting the requirements.
[Maintain and perform operational procedures and operational tasks reliably and IMechanisms exist to identify and document Standardized Operating
DSS01.01 Perform operational lconsistently. Functional Subsetof | Stepdaraized OREIMI | OPS-0L1  [Procedures (SOP), or similar documentation, to enable the proper execution 10
P Jof day-to-day / assigned tasks
Manage outsourced I&T _|Manage the operation of outsourced I&T services to maintain the protection of [Mechanisms exist to facilitate the implementation of third-party management]
DS501.02 services lenterprise information and reliability of service delivery. Functional SubsetOf | Third-Party Management | TPM-01 | c5nirgis o
[Monitor the I&T infrastructure and related events. Store sufficient chronological
iinformation in operations logs to reconstruct and review time sequences of .
DS501.03 Monitor IST infrastructure.[operations and other sCtivities surrounding or supporting operations. Functional Subset Of Continuous Monitoring MON-01 n‘;ﬁ\']&ﬁ::’;‘i:ﬁf&;" facilitate the implementation of enterprise-wide 10
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Maintain measures for protection against environmental factors. Instal Physical & Environmental IMechanisms exist to facilitate the operation of physical and environmental
Ispecialized equipment and devices to monitor and control the environment. '
DS501.04 Manage the environment [P quip: Functional Subset Of Protrtions PES0L e ion controls. 10
[Maintain measures for protection against environmental factors. Install Facilty security mechanisms exist t protect power equipment and power
lspecialized equipment and devices to monitor and control the environment. '
DS501.04 Manage the environment [P quip: Functional | Intersects With Supporting Utilities PES07  |C3Elind for the system ffom damage and destruction: 8
Maintain measures for protection against environmental factors. Instal Facility security mechanisms exist to utilize automatic voltage controls for
lspecialized equipment and devices to monitor and control the environment.
DS501.04 Manage the environment [P quipr Functional | Intersects With | Automatic Voltage Controls | PES-07.1 [SETY SSCary MECeaaln 8
[Maintain measures for protection against environmental factors. Install
Specialized equipment and devices to monitor and control the environment. E;cmly security mechanisms exist to shut off power in emergency situations
(1) Placing emergency shutoff switches or devices in close proximity to
DS501.04 Manage the environment Functional | Intersects With Emergency Shutoff PESI07.2 [systems or system components to faciltate safe and easy access for 8
ersonnel;
2) Protecting emergency power shutoff capability from unauthorized
lactivation
[Maintain measures for protection against environmental factors. Install [Facility security mechanisms exist to supply alternate power, capable of
DSS01.04 Manage the environment [specialized equipment and devices to monitor and control the environment. Functional Intersects With Emergency Power PES-07.3  |maintaining minimally-required operational capability, in the event of an 8
lextended loss of the primary power source.
Maintain measures for protection against environmental factors. Install Faciity security mechanisms exist o utize and maintein automtic
Ispecialized equipment and devices to monitor and control the environment. lemergency lighting that activates In the event of a power outage
DS501.04 Manage the environment Functional | Intersects With | Emergency Lighting PES 074 |G and that covers emergency exits and evacuation foctes within the 8
[facility.
[Maintain measures for protection against environmental factors. Install - -
Ispecialized equipment and devices to monitor and control the environment. [Facility security mechanisms exist to protect systems from damage resulting
DS501.04 Manage the environment Functional | Intersects With | Water Damage Protection | PES-07.5 |from water leakage by providing master shutoff valves that are accessible, 8
working properly and known to key personnel.
Maintain measures for protection against environmenta) factors. instal Automation Support for [Facility security mechanisms exist to detect the presence of water in the
Ispecialized equipment and devices to monitor and control the environment. '
D Manage the environment . |Sp AU Functional | Intersects With | \yater Damage Protection | PES"078  |vicinity of critical systems and alert facility maintenance and IT personnel 8
[Maintain measures for protection against environmental factors. Install [Facility security mechanisms exist to utilize and maintain fire suppression
DS501.04 Manage the environment [specialized equipment and devices to monitor and control the environment. Functional | Intersects With Fire Protection PES-08  [and detection devices/systems for the system that are supported by an 8
independent energy source.
[Maintain measures for protection against environmental factors. Install -
Ispecialized equipment and devices to monitor and control the environment. [Facility security mechanisms exist to utilize and maintain fire detection
DS501.04 Manage the environment Functional | Intersects With |  Fire Detection Devices PES-08.1 that activate and notify 8
lpersonnel and emergency responders in the event of a fire.
[Maintain measures for protection against environmental factors. Install [Facility security exist to utilize fire
DSS01.04 Manage the environment [specialized equipment and devices to monitor and control the environment. Functional Intersects With | Fire Suppression Devices PES-08.2 |that provide automatic notification of any activation to organizational 8
lpersonnel and emergency responders
[Maintain measures for protection against environmental factors. Install [Facility security mechanisms exist to employ an automatic fire suppression
DS501.04 Manage the environment [specialized equipment and devices to monitor and control the environment. Functional | Intersects With | Automatic Fire Suppression |  PES-08.3  |capability for critical systems when the facility is not staffed on a continuous 8
asis.
e o Do oINSt evironmenta) factars. imstal Temperature & Humidity [Facility security mechanisms exist to maintain and monitor temperature and
Ispecialized equipment and devices to monitor and control the environment. '
DS501.04 Manage the environment [P quip: Functional | Intersects With PES09 ooy Tevels within the facilty. 8
[Maintain measures for protection against environmental factors. Install Monitoring with Alarms / [Facility security mechanisms exist to trigger an alarm or notification of
DS501.04 Manage the environment [specialized equipment and devices to monitor and control the environment. Functional | Intersects With Notheations PES-09.1  [temperature and humidity changes that be potentially harmful to personnel 8
lor equipment.
[Manage facilities, including power and communications equipment, in line with
DSS01.05 Manage facilties laws and regulations, technical and business requirements, vendor specifications,|  Functional subsetof | Physical & Environmental | pec o) [Mechanisms exist to facilitate the operation of physical and environmental 10
land health and safety guidelines. Protections lprotection controls.
Define classification ~ [Define classification schemes and models for incidents and service requests. Incident Response [Mechanisms exist to implement and govern processes and documentation to
DS502.01 schemes for incidents and Functional Subset Of b IRO-01 |facilitate an organization-wide response capability for cybersecurity and data 10
service requests P lprotection-related incidents.
[Define classification schemes and models for incidents and service requests. [Mechanisms exist to cover.
1) Preparation;
Define classification 2) Automated event detection or manual incident report intake;
DS502.01 schemes for incidents and Functional | Intersects With Incident Handling IRO-02 |(3) Analysis; 8
service requests 4) Containment;
5) Eramcatlan and
6) Rec
Define classification _|Define classification schemes and models for incidents and service requests.
Indicators of Compromise IMechanisms exist to define specific Indicators of Compromise (10C) to
DS502.01 schemes for incidents and Functional | Intersects With 1R0-03 8
Service requests (1oC) identify the signs of potential cybersecurity events.
Define classification _|Define classification schemes and models for incidents and service requests. Mechanisms exist to maintain and make available a current and viable
DS502.01 schemes for incidents and Functional | Intersects With [Incident Response Plan (IRP)|  1R0-04 1 2ERaNErRe B £ M A oot e ers. 8
service requests
identify, record and classify service requests and incidents and assign a priority
laccording to business criticality and service agreements. Mechanisme exist to cover:
reparation;
Record, classify and 2) Automated event detection or manual incident report intake;
DS502.02 prioritize requests and Functional | Intersects With Incident Handling IR0-02  |(3) Analysis; 8
ncidents 4) Containment;
5) Eradication; and
6) Recovery.
Record, classify and Identify, record and classify service requests and incidents and assign a priority Situational Awareness For IMechanisms exist to document, monitor and report the status of
DS502.02 priortize requests and [according to business criticality and service agreements. Functional | Intersects With et IR0-09  [cybersecurity and data protection incidents to internal stakeholders all the 8
ents way through the resolution of the incident.
[Select the appropriate request procedures and verify that the service requests N
Ifulfill defined request criteria. Obtain approval, if required, and fulfill the "‘le","rz';'jg‘fj:_'“ to cover:
Verity, approve and futfll | - 2) Automated event detection or manual incident report intake;
DS502.03 Y. appi Functional | Intersects With Incident Handling 1RO-02 Analysis; 8

service requests

Eradication; and

3)
4) Containment;
5)
6) Recovery.

identify and record incident symptoms, determine possible causes, and allocate

for resolution. [Mechanisms exist to cover:

1) Preparation;
2) Automated event detection or manual incident report intake;
DSS02.04 Investigate, ‘dr“iﬂj"::é and Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 8
4) Containment;
5) Eradiication; and
6 Ty,
[Document, apply and test the identified solutions or workarounds. Perform
recovery actions to restore the I&T-related service. s st o cover
2) Automated event detection or manual incident report intake;
DS502.05 Resolve and recover from Functional | Intersects With Incident Handling IRO-02  |(3) Analysis 8
4) Containment;
5) Eradiication; and
6) Recovery.
[Document, apply and test the identified solutions or workarounds. Perform IMechanisms exist to document, monitor and report the status of
DS502.05 Resolve and recover ffom recovery actions to restore the IST-related service. Functional | Intersects with | Situational Awareness For | g9 and data protection incidents to internal stakeholders all the 8
way through the resolution of the incident,
[Verify satisfactory incident resolution and/or fulfiment of requests, and close. Mechanisms exist to cover
D preparation;
2) Automated event detection or manual incident report intake;
DS502.06 Close service requests and Functional | Intersects With Incident Handling IRO-02  |(3) Analysis 8
4) Containment;
5) Eradication; and
6) Recovery.
[Regularly track, analyze and report incidents and fulfiment of requests. Examine IMechanisms exist to document, monitor and report the status of
DS502.07 Track status and producelirends to provide information for continual improvement. Functional | Intersects with | Situational Awareness For | 1zo.09  Icybersecurity and data protection incidents to internal stakeholders all the 8
P \way through the resolution of the incident,
Befine and mplemert Crtria and procedures to Gerty ond report problerns
55503.01 Identify and classify  [nlude pmb‘efn . i port Functional | intersects with | Incident Classification & | 2 o Mechanisms exist to identify classes of incidents and actions to take to s
roblems Prioritization 4 |ensure the continuation of organizational missions and business functions.
investigate and diagnose problems Using relevant subject mafter experts to )
ssece ind analyse oot o, pchanims exist to cover
2) Automated event detection or manual incident report intake;
DSS03.02 '""es“gai;gg‘ag"‘”e Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 8
L 4) Containment;
5) Eradication; and
6) Recovery.
[As s00n as root causes of prablems are identified, create known-error records, oot Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing and
D5503.03 Raise known errors [document appropriate workarounds and identify potential solutions. Functional | Intersects with | Root Gause Anaysis (& IRO-13  |resolving cybersecurity and data protection incidents to reduce the likelihood 8
or impact of future incidents.
\dentify and initiate sustainable solutions addressing the roof cause. Raise
s s ety ety s s
D5503.04 Resolve and close problems - Functional | Intersects With IRP Update IR0-04.2  [to incorporate lessons learned, business process changes and industry 8
land the plans developed to prevent future incidents from occurring. evelopments, a5 necessary
|dentify and initiate sustainable solutions addressing the root cause. Raise IMechanisms exist to use qualitative and quantitative data from incident
lchange requests via the established change management process, if required, to reanones tosting tor
resolve errors. Ensure that the personnel affected are aware of the actions taken s
ontinuous Incident (1) Determine the effectiveness of incident response processes;
D5503.04 Resolve and close problems and the plans developed to prevent future incidents from occurring. Functional | Intersects With | o So00IOuS I0Cident | R0-04.3 | e e e reme pebesets o 8
(3) Provide incident response measures and metrics that are accurate,
lconsistent and in a reproducible format.
Collect and analyze operational data (especially incident and change records) to Mechanisms exist to use qualitative and quantitative data from mcdent
dentify emerging trends that may indicate problems. Log problem records to reeones tosting to,
ble assessment.
Perform proactive problem ("2 Continuous Incident (1) Determine the effectiveness of incident response processes;
DSS03.05 management Functional | Intersects With | gochonse improvements | 'RO-943  |(3) Continuously improve incident response processes; and 8
(3) Provide incident response measures and metrics that are accurate,
lconsistent and in a reproducible format.
[Define business continuity policy and scope, aligned with enterprise and
Sy Bocy. object opjectves, o mprove busness reslience Business Continuity Contros o nelp ensura resent Technalogy Assers, Applcations anGior
DS504.01 continuity policy, objectives Functional Subset Of Management System Bep-01  [ENOF (TAA;) Teg.. Continuity Dmpera%ns i ((?gom o cinaoe 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
[Evaluate business resilience options and choose a cost-effective and viable
strategy that will ensure enterprise continuity, disaster recovery and incident Business Continity Mechanisms exist to facilitate the implementation of contingency planning
DSS04.02 Maintain business resilience|"€SPonse in the face of a disaster or other major incident or disruption. Functional Subset Of Management System BCD-01 gz’;::f‘:;ﬁ;‘zg '(3:59“'i;iﬂ:i:‘fyﬁ%:‘;z%’g::ﬁ; fgggﬁ‘g“;u:‘:e/:; 10
Continuity & Disaster Recovery (BC/DR) playbooks).
o e ooy Documant o) bracadutes neresaans for v emkoronotg ! oased IMechanisms exist to facilitate the implementation of contingency planning
Develop and implement a |On the strategy. Document all procedures necessary for the enterprise to Business Continulty i
DS504.03 business continuity |continue critical activities in the event of an incident. Functional Subset Of Management System BCD-01 gz;‘:::‘:st(‘};‘zg '(3:59“'ecgenst"‘r'fu"‘y;cg:‘;‘r"a%?’o::ﬁ; fgggﬁ‘g“;u:‘:e/:; 10
response (Continuity & Disaster Recovery (BC/DR) playbooks).
[Test continuity on a regular basis to exercise plans against predetermined
JExercise est and review|outcomes, uprold business resience and allow innovative solutons to be B , . IMechanisms exist to conduct tests andjor exercises to evaluate the
the business continuity plandeveloped. ontingency Plan Testing g ; .
D5504.04 e o arsaarar st e Functional Subset Of ney Pan T BCD-0s  |contingency plan's efectiveness and the organizatios(eadines to execute 10
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[Conduct a management review of the continuity capability at regular intervals to
lensure its continued suitability, adequacy and effectiveness. Manage changes to
the plans in accordance with the change control process to ensure that continuity| IMechanisms exist to update contingency plans due to changes affecting:
Iplans are kept up to date and continually reflect actual business requirements. (1) People (e.q., personnel changes):
(2) rocesses (€9, new, alkered or decommissioned business practice,
ncluding third-party services)
D5504.05 2 ans] Functional Subset Of Ongoirg Contingency BCD-06  |(3) Technologies (e.g. new, atered or decommissioned technologies); 10
P! VP 9 ) Data (e.g., changes to data flows and/or data repositories);
(5) Facilities (e.g.. new, altered or decommissioned physical infrastructure);
land/or
(6) Feedback from contingency plan testing activities.
Conduct  management review of (e contnuty Capabity at regular tervals o
lensure its continued suitability, adequacy and effectiveness, changes to IMechanisms exist to identify components that potentially impact the
he plans i accordance with the chanae control process ta enure tnat contmuiy lorganization's ability to execute contingency plans, including changes to:
" plans are kept up to date and continually reflect actual business requirements. Conti . 1) Personnel roles;
DS504.05 m r;\‘,’i"‘h'@'z‘;‘r"‘h:x“f” Jans| Functional Intersects With on! 'C”ag;"‘o‘/nenat:“‘“g BCD-06.1 ((2) Business processes (including the use of third-party services); 8
P VP P 3) Deployed technologies;
4) Data repositories and/or data flows; and/or
5) Physical infrastructure.
Conduct contimuity ptan_[PTOVIGE all concerned internal and external parties with regular training sessions echant o adequately & .  and applicabl
DS504.06 N aining """ |regarding procedures and their roles and responsibiltties in case of disruption Functional | Intersects With |  Contingency Training BOD-03 [ O ey continaency rales and 1oeponmbitien. ond applicable 8
Maintain availability of business-critical information.
Business Continuity IMechanisms exist to facilitate the implementation of contingency planning
Manage backup o1 |controls to help ensure resilient Technology Assets, Applications and/or
D5504.07 arrangements Functional Subset Of Management System BCD-01  Iervices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks)
[Maintain availability of business-critical information Mechanisms exist to create recurring backups of data, software and/or
Manage backup 11 |system images, as well as verify the integrity of these backups, to ensure the
DS504.07 arrangements Functional " Intersects With Data Backups BCD-11 [ ailability of the data to satisfy Recovery Time Objectives (RTOs) and N
Recovery Point Objectives (RPOS).
[Maintain availability of business-critical information.
Manage back o I‘Tc‘;‘[:‘u':z"ag"{ﬂ‘osrf;mes IMechanisms exist to ensure the secure recovery and reconstitution of
DS504.07 rrarements. Functional | Intersects With |“PPCEETS SRT0T SE BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 8
e econery after a disruption, compromise or failure.
[Assess the adequacy of the business continuity plan (BCP) and disaster response Contingency Plan Root .
5504.08 Conduct post-resumption  (5jan (DRP) following successful resumption of business processes and services |  Functional | Intersects With | Cause Analysis (RCA) & | BCD-0s  |Mechanisms exist to conduct a Root Cause Analysis (RCA) and *lessons s
eview Sfter a disruption e ineh learned" activity every time the contingency plan is activated.
implement and maintain preventive, detective and corrective measures
‘ (especially up-to-date security patches and virus control) across the enterprise to ) .
Protect against malicious _[protect information systems and technology from malicious software (e Malicious Code Protection ’ exist to utilize to detect and eradicate
DS505.01 software ransomware, malware, viruses, worms, spyware, spam). Functional | Intersects With (Anti-Malware) ENDO% Imalicious code °
implement and maintain preventive, detective and corrective measures
‘ (especially up-to-date security patches and virus control) across the enterprise to »
Protect against malicious _|protect information systems and technology from malicious software (e. Automatic y exist to update including
DSS05.01 ransomware, malware, viruses, worms, spyware, spam). Functional | Intersects With Signature Updates END-041 " kignature definitions 8
implement and maintain preventive, detective and corrective measures
‘ (especially up-to-date security patches and virus control) across the enterprise to Mechanisms exist o ensure that ant-malware technolagies are continuously
Protect against malicious _protect information systems and technology from malicious software (e. ' running in real-time and cannot be disabled or altered by non-privilege
Ds505.01 ransomware, malware, viruses, worms, spyware, spam). Functional | Intersects With | - Always On Protection END-04.7 " |users, unless specifically authorized by management on a case-by-case basis 8
for a limited time period.
Manage network and |Use Secuity messures and related management procedures (o protect Network Security Controls Mechanisis exit to develop, govern & update procedures to faciltate the
DS505.02 security er all methods Functional Subset Of (NSC) NET-01 etwork Security Controls (NSC). 10
[Ensure that endpoints (e \amou desktop, server, and other mobile and network
[devices or software) are secured at a level that is equal to or greater than the Endpoint Device IMechanisms exist to facilitate the implementation of Endpoint Device
D5505.03 Manage endpoint security |defined security requirements for the information processed, stored or Functional Subset Of Management (EDM) END-0L |y ement (EDM) controls. " " 10
ltransmitted.
[Ensure that endpoints (e. laptop, desktop, server, and other mobile and network
(devices or software) are secured at a level that is equal to or greater than the Endpoint Protection IMechanisms exist to protect the confidentiality, integrity, availability and
D5505.03 Manage endpoint security |defined security requirements for the information processed, stored or Functional | Intersects With P Measures END-02 | endpoint devices. ¥, Inteartty Y 8
[transmitte
[Ensure that all users have information access rights in accordance with business . o enforce Role-Based Access Control (RBA) for
requirements. Coordinate with business units that manage their own access ' lechanisms exist to enforce Role-Based Access Control
DS505.04 Manage ser Identity and e Within business processes. 9 Functional | Intersects with | RO'® B“E“’R‘Qz‘cﬁ“ Control | ac.08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 8
9 laccess to individuals assigned specific roles with legitimate business needs.
[Ensure that all users have information access rights in accordance with business
505,04 Manage user identity and  |raquiremente. Coordinate with business units that manage their own access Functional Subset Of Access Enforcement |20  |Mechanisms exist to enforce Logical Access Control (LAC) permissions that 10
Togical access ights within business processes. conform to the principle of “least privilege.
[Define and implement procedures (including emergency procedures) to grant,
limit and revoke access to premises, buildings and areas, according to business
y Ineed. Access to premises, buildings and areas should be justified, authorized, . N " ) .
D505.05 Manage physical access to e ACcees Ko B e, B o e e e s Functional | Intersects with | Physical & Environmental | pee o) [Mechanisms exist to faciltate the operation of physical and environmental N
I&T assets ctions lprotection controls.
lpremises, including staff, temporary staff, clients, vendors, visitors or any other
third party.
[Define and implement procedures (including emergency procedures) to grant,
limit and revoke access to premises, buildings and areas, according to business
Ineed. Access to premises, buildings and areas should be justified, authorized, Physical access control mechanisms exist to maintain a current list of
DS505.05 Manage physical access to |i599eq and monitored. This requirement applies to all persons entering the Functional | Intersects With Physical Access PES-02  |personnel with authorized access to organizational facilities (except for those 8
lpremises, including staff, temporary staff, clients, vendors, visitors or any other lareas within the facility officially designated as publicly accessible)
third party.
[Define and implement procedures (including emergency procedures) to grant,
limit and revoke access to premises, buildings and areas, according to business
. d. Access to premises, buildings and areas should be justified, authorized,
Manage physical access to [1°® g g [Physical access control mechanisms exist to authorize physical access to
D5505.05 fARS logged and monitored. This requirement applies to all persons entering the Functional | Intersects With | Role-Based Physical Access | PES-02.1 [ YSIC31 90cess copio mechanisms &xist o 8. orioe 8
lpremises, including staff, temporary staff, clients, vendors, visitors or any other
third party.
[Define and implement procedures (including emergency procedures) to grant,
In‘:e‘ldazgcr:svsu:: ;r[e(:nsssetso gﬁ';“‘:;:‘;‘g‘:‘vgg: 3;255255'j;ﬁm”gul&gﬁxss Physical access control mechanisms exist to enforce physical access
Manage physical access to g " d y lauthorizations for all physical access points (including designated entry/exit
D5505.05 fARS logged and monitored. This requrement applies to al persons entering the Functional Subset Of Physical Access Control PS03 e b g thocs obene within the e oot 10
lpremises, including staff, temporary staff, clients, vendors, visitors or any other Beignated as publicly accosaible).
third party.
[Define and implement procedures (including emergency procedures) to grant,
limit and revoke access to premises, buildings and areas, according to business
. d. Access to premises, buildings and areas should be justified, authorized, .
Manage physical access to [ Controlled Ingress & Egress g Physical access control mechanisms exist to limit and monitor physical
D5505.05 fARS logged and monitored. This requirement applies to all persons entering the Functional | Intersects With ingres PES03.1 [ e ot recs e sores poine 8
lpremises, including staff, temporary staff, clients, vendors, visitors or any other
third party.
[Define and implement procedures (including emergency procedures) to grant,
limit and revoke access to premises, buildings and areas, according to business
Manage physical access to [1€d: Access to premises, buildings and areas should be justified, authorized, Physical access control mechanisms exist to enforce physical access to
D5505.05 fARS logged and monitored. This requirement applies to all persons entering the Functional | Intersects With | Access To Critical Systems |  PES-03.4  [critical systems or sensitive/regulated ata, in addition to the physical access 8
lpremises, including staff, temporary staff, clients, vendors, visitors or any other lcontrols for the facility.
third party.
[Define and implement procedures (including emergency procedures) to grant,
chansms et ety ssems,comen s esecive st
Manage physical access to 4 " g Physical Securty o Offics, y lenvironments that require limited physical access so that appropriate
DS505.05 fARS logged and monitored. This requirement applies to all persons entering the Functional | Intersects With ica) Security of O PS04 o ol ot Hec s and Imstomentan oo teorms 8
lpremises, including staff, temporary staff, clients, vendors, visitors or any other
land facilities.
hird party.
[Establish appropriate physical safeguards, accounting practices and inventory
Manage sensitive  |man2oamant ragarding sensitive 16T assete, such as special forms, negotiable Access Control for Output IPhysical security mechanisms exist to restrict access to printers and other
DS505.06 documents and output  [instruments, special-purpose printers or security tokens. Functional | Intersects With e 0P PES-12.2  [system output devices to prevent unauthorized individuals from obtaining 8
evices lthe output.
" eraiities amg |V5IMG @ portiolo of tools and technologies (e. ntrusion detection fools), manage
lanage vulnerabilities and |,yinerabilities and monitor the infrastructure for unauthorized access. Ensure '
DS505.07 monitor the infrastructure. [that security tools, technologies and detection are integrated with general event |  Functional | Intersects With |  Continuous Monitoring MON-01 ﬂiﬁ\ﬁ‘:}’;::’;‘i;:ﬁ;f’ facilitate the implementation of enterprise-wide 8
for security-related events |monitoring and incident management,
Using a portfolio of tools and technologies (€. itrusion detection tools), manage ;
Manage vulnerabilities and |yyinerabilities and monitor the infrastructure for unauthorized access. Ensure Intrusion Detection & IMechanisms exist to implement Intrusion Detection / Prevention Systems
DS505.07 monitor the that security tools, etecton are Integrated with general event | Functional | Intersects With | Prevention Systems (IDS & | MON-0L.1 (DS / IPS) technologies on crticalsystems, key network segments and 8
for security-related events |monitoring and incident management. 1PS) Inetwork choke poin
" eraiities amg |V5IMG  portfalo of tools and technologies (e. intrusion detection fo0ls), manage
‘anage vulnerabllities and |yuinerabilities and monitor the infrastructure for unauthorized access. Ensure Endpoint Device [Mechanisms exist to facilitate the implementation of Endpoint Device
DS505.07 monitor the that security tools, and detection are integrated with general event |  Functional | Intersects With |, =iCBERC REEEL, END-0L |y ement (EDM) controls. P P 3
for security-related events |monitoring and incident management.
" eraiities amg |V5IMG  portfolo of tools and technologies (e. ntrusion detection fools), manage Vanerabity & pateh
lanage vulnerabilities and |,yinerabilities and monitor the infrastructure for unauthorized access. Ensure ulnerability & Patc}
DS505.07 monitor the that security tools, "and detection are Integrated with general event |  Functional | Intersects With |  Management Program Vi1 [Mechaniems exist to facitate the implementation and monitoring of 8
for security-related events ¢ |vulnerability management contre
o y Imonitoring and incident management.
" s Using a portfolio of tools and technologies (e, itrusion detection tools), manage
lanage vulnerabilities and |,yinerabilities and monitor the infrastructure for unauthorized access. Ensure
050507 ot th yunerabilties and e Tt | Functonal | ntersects Wit | Vulnerabity Scanning | Vet [eChanims exit to detect vunerablies and coniguraton errrs by routine s
for SECU”(‘/ related events |monitoring and incident management.
Align control activities Co‘ntmdual\ytas‘se{s; am:j ml)m(?rthe execr) B n of bus\r::si process acti l | and IMechanisms exist to align security, compliance and resilience capabilities
oieadedn pusmess [rloted contrals (based on enterprise rsk), t ensure that processing cantros Steering Committee & with business requirements through a steering committee or advisory board,
DSS06.01 processes with enterprise [3lign with business needs Functional | Intersects With | - = program oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 5
jectives which meets formally and on a regular basis.
Algn contzol acivites [Contiually assess and moritr the execution of busness process acivtes and
embedded in business |related controls (based on enterprise risk), to ensure that processing controls Wechanisms exst to develop,report and monitor Secury, Complance &
DSS06.01 processes with enterprise [align with business needs. Functional | Intersects With | Measures of Performance | GOV-05|pcgilience program (SCRP) measures of performanc 8
objectives
(Operate the execution of the business process activities and related controls,
Control the processing of [pased on enterprise risk. Ensure that information processing is valid, complete,
DS506.02 nf broces laccurate, timely and secure (i. reflects legitimate and authorized business use). |  Functional Subset Of Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 10
(Operate the execution of the business process activities and related contros,
Control the processing of [Pased on enterprise risk. Ensure that information processing is valid, complete, Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
DS506.02 mfc,,ﬁam,n 99" Jaccurate, timely and secure (i. reflects legitimate and authorized business use). Functional | Intersects With Emn DCH-01.2 |1 cessed and/or Smfe o 5
(Operate the execution of the business process activities and related contros, enma A
efining Access
Control the processing of [based on enterprise risk. Ensure that information processing is valid, complete, IMechanisms exist to explicitly define authorizations for specific individuals
DS506.02 information laccurate, timely and secure (i reflects legitimate and authorized business use). | Functional | Intersects With Authorizations for DEH-OL4  landor roles for logical and /or physical access to sensitive/regulated data. s
Sensitive / Regulated Data
(Operate the execution of the business process activities and related controls,
Control the processing of [pased on enterprise risk. Ensure that information processing is valid, complete, IMechanisms exist to maintain inventory logs of all sensitive media and
DS506.02 information - " [accurate, timely and secure (i. reflects legitimate and authorized business use) Functional | Intersects With | Sensitive Data Inventories | DCH-06.2 GBS e B Raie Retta oo anndaly 5
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Rationale lationship

JManage business roles responsibiltes. levelsof authority and segregation of
Manage roles, d jed to support the business process objectives. Authorize access to all
. Information assets related to business Information processes, including those
DS506.03 et cact %% |under the custody of the business, IT and third parties. This ensures that the Functional | Intersects With | Permissions To Implement | s 54 4 |Mechanisms exist to limit operational privileges for implementing changes. 3
privileg ority lbusiness knows where the data are and who is handling data on its behalf.
[Manage business roles, responsibilities, levels of authority and segregation of
Manage roles, lduties needed to support the business process objectives. Authorize access to all
. information assets related to business information processes, including those
DS506.03 responsibilities. aCCeSS  lunder the custody of the business, IT and third parties. This ensures that the Functional | Intersects With Defined Roles & HRs-03  [Mechanisms exist to define cybersecurity roles & responsibilities for all 8
privileges and levels of ~ | Responsibilities lpersonnel
ority usiness knows where the data are and who is handling data on its behal
[Manage business roles, responsibilities, levels of authority and segregation of
Manage roles uties needed to support the business process objectives. Authorize access to all
responsibilities, atcess _[information assets related to business information processes, including those Roles With Special IMechanisms exist to ensure that individuals accessing a system that stores,
DS506.03 ivilagss and lesels of |under the custody of the business, IT and third parties. This ensures that the Functional | Intersects With | o105 WWHh SPECEl HRS-04.1  [transmits or processes information requiring special protection satisfy 8
P gauthnmy lbusiness knows where the data are and who is handling data on its behalf. lorganization-defined personnel screening criteria
[Manage business roles, responsibilities, levels of authority and segregation of
" roles lduties needed to support the business process objectives. Authorize access to all
responsibilities, access _[information assets related to business information processes, including those IMechanisms exist to avoid incompatible development-specific roles through
DS506.03 Tivilauss and lesels of |under the custody of the business, IT and third parties. This ensures that the Functional | Intersects With Incompatible Roles HRS-12 limiting and reviewing developer privileges to change hardware, software 3
priviled ority lbusiness knows where the data are and who is handling data on its behalf. land firmware within a produ
[Manage business roles, responsibilities, levels of authority and segregation of
Manage roles lduties needed to support the business process objectives. Authorize access to all
. information assets related to business information processes, including those
responsibilities, access " " s Identity & Access y IMechanisms exist to facilitate the implementation of identification and
DS506.03 privieges and levels of _[Under the custody of the business, IT and thrd parties, his ensures that the Functional | Intersects With Management (M) AC0L e management controls. 3
ority usiness knows where the data are and who is handling data on its beha
Manage business roles responsibites,levels of authoriy and segregation of
Manage roles s needed to support the business process objectives. Authorize access to all
. oformation assete ot o businecs iarmation processes, including those
responsibilities, access " : 4 > y [Mechanisms exist to revoke user access rights following changes in
DS506.03 privileges and fevels of _|Under the custody of the business, IT and third parties. This ensures that the Functional | Intersects With | Change of Roles & Duties | 1IAC-07.1  IL0C A a O e O o necessary or permitted 3
uthority lbusiness knows where the data are and who is handiing data on its behalf.
[Manage business process exceptions and errors and facilitate remediation,
Manage errors ang | [¢ECuting defined corrective actions and escalating as necessary. This treatment IMechanisms exist to prohibit exceptions to standards, except when the
DS506.04 & jof exceptions and errors provides assurance of the accuracy and integrity of the | Functional | Intersects With | Exception Management | GOV-02.1 [exception has been formally assessed for risk impact, approved and 8
exceptions lbusiness information process. recorded.
[Manage business process exceptions and errors and facilitate remediation,
Manage errors and o ccuting defined corrective actions and escalating as necessary. This treatment Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and|
DS506.04 entions of exceptions and errors provides assurance of the accuracy and integrity of the | Functional | Intersects With | Remediation During 14004 |execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 3
Pt [business information process. Development lidentify and remediate flaws during development.
Manage business process exceptions and errors and faciitate remediaton.
" jefined corrective actions and escalating as necessary. This treatment o Me‘;ham‘sms exist to require system developers and ‘mtegralws to develop
Manage errors an o exceptions and 6rrors provides assurance of the accuracy and integrity of the Developer Threat Analysis & . land implement an ongoing Security Testing and Evaluation (ST&E) plan, or
DS506.04 exceptions lbusiness information process. Functional | Intersects With Flaw Remediation TPALS  Ldimilar process, to objectively identify and remediate vulnerabilities prior to 3
release to production.
[Manage business process exceptions and errors and facilitate remediation,
o [xecuting defined corrective actions and escalating as necessary. This treatment N o \ dentied
Manage errors an lof exceptions and errors provides assurance of the accuracy and integrity of the ’ exist to ensure that vulnerabilties are properly identified,
DS506.04 centions e T PrY Functional | Intersects With ey R VPM-02 e e 3
[Manage business process exceptions and errors and facilitate remediation,
o [xecuting defined corrective actions and escalating as necessary. This treatment e ” N "
Manage errors an lof exceptions and errors provides assurance of the accuracy and integrity of the Continuous Vulnerabilty ’ Mechanisms exist o address new threats and vuinerabilies on an ongoing
DS506.04 xception: lbusiness information process. Functional | Intersects With | “gemediiation A VPM-04 " |pasis and ensure assets are protected against known attac} 3
[Ensure that business information can be traced to an originating business event
Ensure traceability and |and associated with accountable parties. This discoverability provides assurance IMechanisms exist to generate, monitor, correlate and respond to alerts from
DS506.05 accountability for  [{N2t business information is reliable and has been processed in accordance with | Functional | Intersects With | System Generated Alerts | MON-01.4  [physical, cybersecurity. data protection and supply chain activities to achieve| 8
information events  (defined objectives. integrated situational awareness.
[Ensure that business information can be traced to an originating business event .
land associated with accountable parties. This discoverability provides assurance [Mechanisms exist to configure Technology Assets, Applications and/or
that business information is reliable and has been processed in accordance with [Services (TAAS) to produce event logs that contain sufficient information to,
defined objectives. jat @ minimum:
Ensure traceability and 1) Establish what type of event occurred;
DS506.05 accountability for Functional | Intersects With |  Content of Event Logs MON-03  |(2) When (date and time) the event occurred; 8
information events 3) Where the event occurred;
4) The source of the event;
(5) The outcome (success of failure) of the event; and
6) The identity of any user/subject associated with the event.
[Secure information assets accessible by the business through approved methods,
including information in electronic form (e. portable media devices, user
lapplications and storage devices, or other methods that create new assets in any
[form), information in physical form (e. source documents or output reports) and ’ . .
DS506.06 Secure information assets [0t H 0o B bencite the business by providing et o-end Functional | Intersects With Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 8
safeguarding of information
[Secure information assets accessible by the business through approved methods,
including information in electronic form (e. portable media devices, user
lapplications and storage devices, or other methods that create new assets in any
[form), information in physical form (e. source documents or output reports) and Sensitive / Regulated Data y [Mechanisms exist to protect sensitive/regulated data wherever it is
DS506.06 Secure information assets liyformation during transit. This benefits the business by providing end-to-end Functional | Intersects With Protection DCHOL.2 - |orocessed andjor stored 8
safeguarding of information
Secure information asses accessible by the business frough approved methods|
including information in electronic form (e. portable media devices, user
jspplications and storage devices, or ather methds that create new assets in any Defining Access
[form), information in physical form (e. source documents or output reports) and ! y IMechanisms exist to explicitly define authorizations for specific individuals
DSS06.06 Secure information assets intormation during transit. This benefits the business by providing end-to-end Functional | Intersects With sgns‘:‘l““z"/’::‘mgg'nm DCH-0L4 |- d/or roles for logical and for physical access to sensitive/regulated data. 8
safeguarding of information 9
[Secure information assets accessible by the business through approved methods,|
including information in electronic form (e. portable media devices, user
lapplications and storage devices, or other methods that create new assets in any
[form), information in physical form (e. source documents or output reports) and - IMechanisms exist to restrict or prohibit the se of portable storage devices
DSS06.06 Secure information assets lin¢,rmation during transit. This benefits the business by providing end-to-end Functional | Intersects With | Portable Storage Devices | DCH-13.2 | "\,cors'on external systems. 3
safeguarding of information
[Engage with stakeholders to establish and maintain a monitoring approach to
" ldefine the objectives, scope and method for measuring business solution and N taciltate the imph . ’
Establish a monitoring  [service delivery and contribution to enterprise objectives. Integrate this approach Mechanisms exit to faciitate the implementation of enterprise-wide
MEA01.01 Functional t Of t Monit MON-01 1
oL0 approach \with the corporate performance management system. unctional Subset Of Continuous Monitoring ON-01 I onitoring contro 0
et performance ang WOk with stakeholders to define, periodically review, update and approve [Mechanisms exist to document and review instances of non-compliance with
MEA01.02 mn&rmance targets |performance and conformance targets within the performance measurement Functional Intersects With | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 5
9 isystem. risk mitigation actions.
Work with stakeholders to define, periodically review, update and approve [Frecnanisms exst T ensure te 5 a0 1O Secury.
MEAOL.02 Set performance and | oarformance and conformance targets within the performance measarement Functional | Intersects with |  Ability To Demonstrate | o o1 5 |compliance and/or resilience capability conformity with applicable s
conformance targets  |cycram ‘Conformity lcybersecurity and data protection laws, regulations and/or contractual
hlinati
Set performance and [ nopk ot stakefolders to define, periodicaly review. update and approve, IMechanisms exist to develop, report and monitor Security, Compliance &
erformance and conformance targets within the performance measurement X g
MEA0L.02 conformance targets  [oyatom o P Functional | Intersects With | Measures of Performance | - GOV-05lacgilience Program (SCRP) measures of performance. 8
Collect and process _|Collect and process timely and accurate data aligned with enterprise approaches.
IMechanisms exist to develop, report and monitor Security, Compliance &
MEA01.03 performance and Functional SubsetOf | Measures of Performance | GOV-05  ccHor T o e e ves of performance. 10
[Periodically review and report performance against targets. Use a method that [Mechanisms exist to align security, compliance and resilience capabilities
MEAOL.04 Analyze and report  [Provides a succinct all-around view of I&T performance and fits within the Functional Subset OF Steering Committee & | o\ o1 1 [with business requirements through a steering committee or advisory board, 10
performance lenterprise monitoring system. Program Oversight +1 |comprised of key cybersecurity, data protection and business executives,
which meets formally and on a regular basis.
Ensure the implementation [551St St2KENOIders in identiying, intiating and tracking correcive actions to [Mechanisms exist to document and review instances of non-compliance with
MEA01.05 A omectine pgoration laddress anomalies. Functional Subset Of | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 10
risk mitigation actions
[Continuously monitor, benchmark and improve the I&T control environment and Security, Compliance &
(Control framework to meet organizational objectives. ; IMechanisms exist to provide a security, compliance and resilience controls
MEA02.01 Monitor internal controls g i Functional Subset Of Res\lg‘:vecreszt:‘ntro\s CPL02 [t Rinction that reporta to the organiaation's execative 1oaderahip. 10
Cun(li"‘u'ously mor:(\ttor, ben{chmark ar;d \m‘wgve lthe I&T control environment and Mechanisms exist to implement an internal audit function that is capable of
(control framework to meet organizational objectives. lproviding senior organization management with insights into the
MEA02.01 Monitor internal controls Functional | Intersects With | Internal Audit Function | CPL-02.1 Technology and information 8
lgovernance processes.
[Continuously monitor, benchmark and improve the I&T Control environment and
lcontrol framework to meet organizational objectives. Securlty, Compllance & IMechanisms exist to regularly review processes and documented procedures
MEA02.01 Monitor internal controls Functional | Intersects ith |  pecilly: Compiance & CPL03 [to ensure conformity with the organization's security, compliance and/or 8
resilience policies, standards and other applicable requirements.
[Continuously monitor, benchmark and improve the I&T control environment and
lcontrol framework to meet organizational objectives. Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
MEA02.01 Monitor internal controls Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 8
Resilience Controls landor resilience policies and standards.
[Review the operation of controls, including monitoring and test evidence, to
lensure that controls within business processes operate effectively. Include
lactivities to maintain evidence of the effective operation of controls through
Imechanisms such as periodic testing, continuous monitoring, independent Security, Compliance &
MEA02.02 Review effectiveness of (3cceccments, command and conrol centers, and network operation centers. This| Functional Subset OF e e CLoz  [Mechanisms exist to provide a securiy, compliance and resilence controls 10
uSiness Process Controls |2y derce assures the enterprise that controls meet requirements related to Oversignt loversight function that reports to the organization's executive leadership.
lbusiness, regulatory and social responsibilities.
[Review the operation of controls, including monitoring and test evidence, to
lensure that controls within business processes operate effectively. Include
lactivities to maintain evidence of the effective operation of controls through Mechanis \ | audit n ble of
MEA02.02 lassessments, command and control centers, and network operation centers. This|  Functional | Intersects With | Internal Audit Function | CPL-02.1 : 8
business process controls [aurdance aseures the enterprise that controls meet requirements related to lappropriateness of the organization's technology and information
lbusiness, regulatory and social responsibilities. jgovernance processes.
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Review effectiveness of

[Review the operation of controls, including monitoring and test evidence, to
lensure that controls within business processes operate effectively. Include
[activities to maintain evidence of the effective operation of controls through
Imechanisms such as periodic testing, continuous monitoring, independent

Security, Compliance &

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to regularly review processes and documented procedures

Strength of
Relationsh

5) Source deficiency identification/detection;
§) Temporary compensating control,  appicable;
7) Point of Contact (POC) (e.q. ner).

MEA02.02 lassessments, command and control centers, and network operation centers. This|  Functional | Intersects With CPL-03 [to ensure conformity with the organization's security, compliance and/or 8
business process controls oy idence assures the enterprise that controls meet requirements related to Resilience Assessments resilience policies, standards and other applicable requirements.
lousiness, regulatory and social responsibilities.
[Review the operation of controls, including monitoring and test evidence, to
lensure that controls within business processes operate effectively. Include
lactivities to maintain evidence of the effective operation of controls through
Review effectivenss of |TEChanisms such as periodic testing, continuous monitoring, independent Functional Review O IMechanisms exist to regularly review Technology Assets, Applications and/or
MEA02.02 o = of [assessments, command and control centers, and network operation centers. This|  Functional | Intersects With |~ Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 8
usiness process controls Jeyigence assures the enterprise that controls meet requirements related to Resilience Controls. land/or resilience policies and standards.
lbusiness, regulatory and social responsibilities.
[Encourage management and process owners to improve controis proactively exist to conduc security,
Perform control self-  [through a wnlmumg program of self-assessment that evaluates the lcompliance and/or resmence capability :unfurm\ly with applicable
MEA02.03 tiveness of ‘s control over processes, Functional | Intersects With | - Conformity Assessment | CPL-01.4 |\ porcocyrity and data protection laws, regulations and/or contractual 8
policies and contracts. lobligations.
|dentify and report control | GonY control deficiencies and analyze and identify their underlying root IMechanisms exist to document and review instances of non-compliance with
MEA02.04 Yﬂemen‘; es |causes. Escalate control deficiencies and report to stakeholders. Functional Intersects With | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 8
risk mitigation actions.
dentity and report contror |4€NIY control deficiencies and analyze and identify their underlying root [Mechanisms exist to conduct periodic audits of security, compliance and
MEA02.04 v eﬂ:len‘ives [causes. Escalate control deficiencies and report to stakeholders. Functional Intersects With Periodic Audits CPL-02.2 |resilience controls to evaluate conformity with the organization's 5
ldocumented policies, standards and procedures.
§ [On a continuous basis, monitor changes in local and international laws,
MEA03.01 Iidentify external otner external and identify mandates for Functional ubsetof | Statutory, Regulatory & CpLo1  |[Mechanisms exist to facilitate the identification and implementation of 0
requirements Compliance from an I&T perspective. Contractual Compliance relevant statutory, regulatory and contractual controls.
[Review and adjust policies, principles, standards, procedures and methodologies
lto ensure that legal, regulatory and contractual requirements are addressed and Mechanisms exist to align security, compliance and resiience capabilties
Optimize response to  |communicated. Consider adopting and adapting industry standards, codes of Steering Committee & y \with business requirements through a steering committee or advisory board,
MEA03.02 external requirements  [good practice, and good practice guidance. Functional | Intersects With | - = program oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, 3
which meets formally and on a regular basis.
[Review and adjust policies, principles, standards, procedures and methodologies
lto ensure that legal, regulatory and contractual requirements are addressed and periodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program
MEA03.02 Optimize response to  |communicated. Consider adopting and adapting industry standards, codes of Functional | Intersects With | - Security. Complinnee & | Gov-03  |(SCRP) including policies, Standards and procedures, at planned intervals or s
external requirements  |good practice, and good practice guidance. emince Beare if significant changes occur to ensure their continuing suitability, adequacy
land effectiveness.
Confirm extemal  [qonne compliance of policies. principles, standards. procedures and Ability To Demonstrate Compliance andior resiiance capabiity conformity with appicable
Imethodologies with legal, regulatory and contractual requirements. X
MEA03.03 compliance 9 gal. regulatory a Functional Subset Of ‘Conformity CPLOL3 |\ bersecurity and data protection laws, regulations and/or contractual 10
hlinati
(Obtain and report assurance of compliance and adherence With policies. IMechanisms exist to conduct assessments to demonstrate security,
Obtain assurance of  |Principles, standards, procedures and methodologies. Confirm that corrective compliance and/or resilience capability conformity with applical
MEA03.04 external compliance  [actions to address compliance gaps are closed in a timely manner. Functional | Intersects With | - Conformity Assessment | CPL-01.4 d data protection laws, regulations and/or contractual 8
obligations.
[Obtain and report assurance of compliance and adherence with policies, [Mechanisms exist to generate a declaration of conformity for each
lprinciples, standards, procedures and methodologies. Confirm that corrective Conformity ascessment. where the document:
Obtain assurance of _|actions to address compliance gaps are closed in a timely manner. i e condee,
MEA03.04 oxternal compliance Functional Intersects With | Declaration of Conformity CPLOLS |5 Unambiguously reflects the current status; 8
(3) 15 physically or electronically signed; and
(4) Where possible, is machine readable.
Gbtain and report assurance of compliance and adherence with policies, 2] AppICable securty, complance andor resiience Contral
" ;. [principles, standards, procedures and methodologies. Confirm that corrective . . 3) Descripton of the deﬁmenc;{ues» )
Obtain assurance of [actions to address compliance gaps are closed in a timely manner. Capabilities Deficiency Y 4) Risk associated with the deficiency(ies);
MEA03.04 external compliance Functional | Intersects With 18005 |(5) Source deficiency identification/detection: s
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q., assetjprocess owner)
[Ensure that the entities performing assurance are independent from the function|
lgroups or organizations in scope. The entities performing assurance should
Ensure that assurance _ |demonstrate an appropriate attitude and appearance, competence in the skills IMechanisms exist to utilize independent assessors to evaluate security,
MEA04.01 providers are independent [and knowledge necessary to perform assurance, and adherence to codes of Functional | Intersects With | Independent Assessors | CPL-03.1 |compliance and resilience at planned intervals or when the Technology 8
and qualified ethics and professional standards. |Asset, Application and/or Service (TAAS) undergoes significant changes.
[Determine assurance objectives based on assessments of the internal and securty, Compliance &
Develop risk-based planning|external environment and context, the risk of not achieving enterprise goals, and ecurity, Compliance IMechanisms exist to provide a security, compliance and resilience controls
MEA04.02 of assurance initiatives _[the opportunities associated achievement of the same goals. Functional | Intersects Wit | Resifonce eontrols P02 loversight function that reports to the organization's executive leadership. 8
Determine assurance objectives based on assessments of the intemal and IMechanisms exist to implement an internal audit function that is capable of
Develop risk-based planning|external environment and context, the risk of not achieving enterprise goals, an lproviding senior organization management with insights into the
MEA04.02 of assurance initiatives _[the Opportunities associated achievement of the same goals, Functional | Intersects With | - Internal Audit Function | CPL-02.1 555 ropriateness of the organization's technology and information 8
lgovernance processes.
Define and sgree with all stakeholders on the objectives of the assurance [Mechanisms exist to align security, compliance and resilience capabilities
Determine the objectives of nitiati Steering Committee & with business requirements through a steering committee or advisory board,
MEA04.03 the assurance initiative Functional | Intersects With Program Oversight GOV-0L.L | omprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis
[Define and agree with all stakeholders on the scope of the assurance initiative,
Define the scope of the _[pased o the assurance objectives. IMechanisms exist to document and validate the scope of security,
MEA04.04 e e e e Functional | Intersects With Compliance Scope CPL01.2  [compliance and resilience controls that are determined to meet statutory, 8
regulatory and/or contractual compliance obligations.
[Define and agree with all stakeholders on the scope of the assurance initiative, [Mechanisms exist to establish the scope of assessments by defining the
Define the scope of the | °2c0 O the assurance objectives. lassessment boundary, according to people, processes and technology that
MEA04.04 efine the Scope of o Functional | Intersects With | Assessment Boundaries | 1A0-01.1 [directly or indirectly impact the confidentiality, integrity, availability and 8
afety of the Technology Assets, Applications, Services and/or Data (TAASD)
lunder review.
Define the work program for|oe e eraned work program for the assurance initiative structured according Information Assurance (1A) IMechanisms exist to facilitate the implementation of security, compliance
o the management of and governance components in scops - .
MEA04.05 the assurance initiative 9 9 s Functional Subset Of rations 1A0-01 lang resilience assessment and authorization controls. 0
erecute th [Execute the planned assurance initiative. Validate and confirm the design of the
xecute the assurance internal controls in place. Additionally, and specifically in internal audit Information Assurance (1A) IMechanisms exist to facilitate the implementation of securit
n 2 g y, compliance
MEA04.06 fnitiative, focusing on consider the cost-effectiveness of the component Functional Subset Of Operations 1A0-01  land resilience assessment and authorization controls. 10
effectiveness ldesign.
[Execute the planned assurance initiative. Validate and confirm the design of the Mechanisms exist to formally assess the securlty, compliance and resilience
internal controls in place. Additionally, and specifically in internal audit Contrals in Technology Adeets, Appiications andior Serices (TAAS) thiough
MEA4.06 e e e consider the c of the component Functional | Intersects With Assessment 1002 |Information Assurance Program (IAP) activities to determine the extent to s
ative, focsing on designidesign unctional ersects ssessments which the controls are implemented correctly, operating as intended and
lproducing the desired outcome with respect to meeting expected
requirements
[Execute the planned assurance inffiative. Test whether the infernal confrols in Mechanisms exist to formally assess the securlty, compliance and resilience
[place are appropriate and sufficient. Test the outcome of the key management lcontrols in Technology Assets, Applications andjor Services (TAAS) through
Execute the assurance  |objectives in scope of the assurance initiative, oy Prograrm IAP) aCtivides to determine the extent to
MEAD4.07 Jitiative focusing on_ Functional | Intersects With | Assessments 002 e Camirie are Implomentaq corecty, operating as Intended and s
P 9 lproducing the desired outcome with respect to meeting expected
requirements
[Provide positive assurance opinions, where appropriate, and recommendations [Mechanisms exist to produce a Security Assessment Report (SAR) at the
MEA04.08 Report and follow ub.on thelfor improvement relating to identified operational performance, external Functional | Intersects With | 5€€Urity “f;;;’?e”‘ Report|  120.02.4  |conclusion of a security assessment to certify the results of the assessment B
pliance and internal control land assist with any reme
[Agree on, follow up and implement the idenified recommendations for 2) Applicable security, compliance and/or resilience control;
Follow up on improvement. 3) Description of the deficiency(ies);
MEA04.09 recommendations and Functional | Intersects With Ca”ab"T“r‘:fk?ne;‘"e"c‘/ 1a0-05  |(£) Risk associated with the deficiency(ies); 5
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