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approve, communicate,
Publishing Security, .
Audit and Assurance Policy o assurance policies and procedures and stangards. Révion and update the i IMechanisms exist to establish, maintain and disseminate policies, standards
A&AOL and Procedures lpolicies and procedures at least annually, or upon significant changes. Functional | Intersects With | - Compliance & Reslience | GOV-02 o procedures necessary for secure, compliant and resilient capabiities. 8
[Establish, document, approve, communicate, apply, evaluate and maintain audit eriodic Review & Update of IMechanisms exist to review the Security, Compliance & Resilience Program
ACA0L Audit and Assurance Policy [and assurance policies and procedures and standards. Review and update the Functional | Intersects With | cocurity, Commlince & Gov-03 [ISCRP). including policies, standards and procedures, at planned intervals or s
and Procedures lpolicies and procedures at least annually, or upon significant changes. o oee if significant changes occur to ensure their continuing suitability, adequacy
9 Jand effectiveness.
[Conduct independent audit and assurance assessments according to relevant Security, Compliance &
¥ lstandards at least annuall i i y IMechanisms exist to provide a security, compliance and resilience controls
A&A-02 Independent Assessments y. Functional | Intersects With Resl\gcg;;mtm\s P02 e iction that reporte to the Srganisations oxective leaderehip, 8
[Conduct independent audit and assurance assessments according to relevant [Mechanisms exist to conduct periodic audits of security, compliance and
A&A-02 Independent Assessments [standards at least annually. Functional | Intersects With Periodic Audits CPL02.2 |resilience controls to evaluate conformity with the organization's 8
|documented policies, standards and procedures.
[Conduct independent audit and assurance assessments according to relevant
|standards at least annually. Security, Compliance & IMechanisms exist to regularly review processes and documented procedures
A&A-02 Independent Assessments Functional Intersects With Resmenyée Asszssmms CPL-03 |to ensure conformity with the organization's security, compliance and/or 8
resilience policies, standards and other applicable requirements.
[Conduct independent audit and assurance assessments according to relevant -
|standards at least annually. IMechanisms exist to utilize independent assessors to evaluate security,
A&A-02 Independent Assessments Functional | Intersects With | Independent Assessors | CPL-03.1  |compliance and resilience at planned intervals or when the Technology 8
|Asset, Application and/or Service (TAAS) undergoes significant changes.
[Perform independent audit and assurance assessments according to risk-based ech . o a et proces
i lans and policies,and in response to significant changes or emerging risks. " i lechanisms exist to regularly review processes and documented procedures
A&A-03 Risk Baseq piarning s P P o o ang Functional | Intersects With | security: Compliance & CPL03  |to ensure conformity with the organization's security, compliance and/or 8
resilience policies, standards and other applicable requirements.
e e abm ol tna oy regulations, legal/contractual, and Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
- |statutory requirements applicable to the audit i -
AkA-04 Requirements Compliance Ty req PR Functional Subset O Contractual Compliance CPLOL  |oevant statutory, regulatory and contractual controls, 10
[Define and implement an Audit Management process aligned with relevant N
udiing standards @ support audi: planning. is anaiysis, securty contrl IMechanisms exist to document and review instances of non-compliance with
ABA-05 Audit Process nclus scheduies, report generation, and review of | Functional | Intersects With | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 5
[past reports and suppomng evidence. risk mitigation actions.
[Define and implement an Audit Management process aligned with relevant securtty, Compliance &
lauditing standards to support audit planning, risk analysis, security control ecurity, Compliance [Mechanisms exist to provide a security, compliance and resilience controls
ABA-05 Audit Process nclusion, scheduies, report generation, and review of | Functional | Intersects With esilience Controls CPL02 | eIt function that reports to the organization's execctive loadership. 8
[past reports and supporting ev\dence Oversight
Define and implement an Audit Management process aligned with relevant IMechanisms exist to implement an internal audit function that is capable of
lauditing standards to support audit planning, risk analysis, security control lproviding senior organization management with insights into the
A&A-05 Audit Process nclusion, schedules, report generation, and review of | Functional | Intersects With |  Internal Audit Function P02 S st of the organization’s technology and information 8
Ipast reports and supporting evidence lgovernance processes.
[Define and implement an Audit Management process aligned with relevant
lauditing standards to support audit pianning, risk analysis, security control Security, Compliance & IMechanisms exist to regularly review processes and documented procedures
A&A-05 Audit Process conclusion, schedules, report generation, and review of | Functional | Intersects with | - peCUY: Complance b CPL03 [to ensure conformity with the organization's security, compliance and/or 8
lpast reports and supporting evidence. resilience policies, standards and other applicable requirements.
[Define and implement an Audit Management process aligned with relevant -
lauditing standards to support audit planning, risk analysis, security control IMechanisms exist to utilize independent assessors to evaluate security,
A&A-05 Audit Process nclusion, scheduies, report generation, and review of | Functional | Intersects With | Independent Assessors | CPL-03.1  |compliance and resilience at planned intervals or when the Technology 5
lpast reports and supporting evidence. |asset, Application and/or Service (TAAS) undergoes significant changes.
[Define and implement an Audit Management process aligned with relevant
lauditing standards to support audit planning, risk analysis, security control Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
A&A-05 Audit Process nclusion, schedules, report generation, and review of | Functional | Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
lpast reports and supporting evidence. Resilience Controls land/or resilience policies and standards.
[Define and implement an Audit Management process aligned with relevant -
lauditing standards to support audit planning, risk analysis, security control [Mechanisms exist to thoughtfully plan audits by including input from
A&A-0S Audit Process conclusion, scheduies, report generation, and review of |  Functional | Intersects With Audit Activities CPL-04  [operational risk and compliance partners to minimize the impact of audit- 5
lpast reports and supporting evidence. related activities on business operations.
[Establish, document, approve, communicate, apply, evaluate and maintain a risk
lbased corrective action plan to remediate audit findings, regularly review and IMechanisms exist to document and review instances of non-compliance with
A&A-06 Remediation report remediation status to relevant stakeholders. Functional SubsetOf | Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate 10
risk mitigation actions.
[Establish, document, approve, communicate, apply, evaluate and maintain a risk-| 2) Applicable security, compliance andjor resilience control;
lbased corrective action plan to remediate audit findings, regularly review and i 5 ) Descripton ofthe deficiencyliesy,
' report remediation status to relevant stakeholders. i Capabilities Deficiency y 4) Risk associated with the deficiency(ies);
A&A-06 Functional | Intersects With Tracking 1A0-05 " |(5) Source deficiency identification/detectio 8
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q. owner)
Establih, document, approve, communicate, apply. evaluate and maintan a sk
lbased corrective action plan to remediate audit findings, regularly review and Mechanisms exist to identify:
report remediation status to relevant frivAiy (1) Assumptions affecting risk assessments, risk response and risk
Imonitoring;
A&A-06 Remediation Functional | Intersects With Risk Framing RSK-01.1 |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
(3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
[Establish, document, approve, communicate, apply, evaluate and maintain a risk-
based corrective action plan to remediate audit findings, regularly review and IMechanisms exist to prioritize the impact level for Technology Assets,
A&A-06 Remediation report remediation status to relevant stakeholders. Functional | Intersects With | Impact-Level Prioritization | Rsk-02.1 [y SSieRerte uee to BrRn e e e et potential dicroptions. 5
[Establish, document, approve, communicate, apply, evaluate and maintain a risk-
[based corrective action plan to remediate audit findings, regularly review and IMechanisms exist to maintain a risk register that facilitates monitoring and
A&A-06 Remediation report remediation status to relevant stakeholders. Functional | Intersects With Risk Register RSK-04.1 | of rioke 9 9 5
[Establish, document, approve, communicate, apply, evaluate and maintain a risk- TSMS EXISt 0 ENSUTe PToper FISK response actions were performed to
lbased corrective action plan to remediate audit findings, regularly review and remediate findings from security, compliance andjor resilience-related:
A&A-06 Remediation report remediation status to relevant stakeholders. Functional | Intersects With Risk Response RSK-06.1  [(1) Assessments; 5
(2) Audits; and/or
(3 In
[Establish, document, approve, communicate, apply, evaluate and maintain a risk- N
lbased corrective action plan to remediate audit findings, regularly review an [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
AGA-06 Remediation report remediation status to relevant stakeholders. Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  stakeholders wil tlze o remedate identifed risks according to 2 defined 5
imeline.
noplication and Interface | 220", GoCUment, approve, communicate, apply, evaluate and maitain oublishing Securts
prlication and Interface - |policies and procedures for application security. Review and update the policies ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
AlS-01 Security Policy and  [and procedures at least annually, or upon significant changes. Functional SubsetOf | Compliance & Resilience | ~ GOV-02 g b . 10
ity Poney. P ly. or upon sig 9 vt land procedures necessary for secure, compliant and resilient capabilities.
N [Establish, document, approve, communicate, apply, evaluate and maintain N Mechanisms exist to review the Security, Compliance & Resilience Program
Application and Interface |policies and procedures for application security. Review and update the policies Periodic Review & Update of (SCRP), including policies, standards A procaciures, at planned intervals or
Als-01 Secynty Palicy and  Jand procedures at least annually, or upon significant changes. Functional | Intersects With | - Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 8
9 |and effectiveness.
N [Establish, document, approve, communicate, apply, evaluate and maintain i
Application and Interface ~|policies and procedures for application security. Review and update the policies Technology Development & IMechanisms exist to facilitate the implementation of tailored development
AlS-01 Security Policy and  [and procedures at least annually, or upon significant changes. Functional | Intersects With adieition TDA-01  fand acquisition strategies, contract tools and procurement methods to meet 8
edures lunique business needs.
[Establish, document and maintain baseline requirements for securing vech, + to develop, d ¢ and maint baseli
applications. lechanisms exist to develop, document and maintain secure baseline
AIS-02 o e PP Functional | Intersects With Secure Baseline CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 8
q 9 lthat are consistent with industry-accepted system hardening standards.
[Establish, document and maintain baseline requirements for securing vech, N basel fiqurations for devel cand
applications. lechanisms exist to manage baseline configurations for development an:
AIS-02 O e PP Functional | Intersects With | Development & Test CFG-02.4 [test environments separately from operational baseline configurations to 8
q Iminimize the risk of unintentional changes.
[Estabiish, document and maintain baseline requirements for securing Configure Technology - -
Als-02 Application Security |applications. Functional | ntersects witn | AS5ets Applications andlor | .. 5 e e e e e ive baceime 8
Baseline Requirements Services (TAAS) for High- MY &
Pl [configurations
AIS-02 Application Security _[Establish, document and maintain baseline requirements for securing Functional | Intersects with | APProved Configuration | (rq.o2.7 |Mechanisms exist to document, assess risk and approve or deny deviations s
Baseline ications. Deviations lto
[Estabiish, document and maintain baseline requirements for securing
lapplications. IMechanisms exist to allow baseline controls to be specialized or customized
lby applying a defined set of tailoring actions that are specific to
(1) Mission / business functions;
AIS-02 B::e ::‘R‘z" jf;“m’:gls Functional | Intersects With Baseline Tailoring CFG-02.9 |(2) Operational environment; 8
q (3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission / business
lsuccess
Application Security [Establish, document and maintain baseline requirements for securing Mechanisms exist to configure systems to provide only essential capabilities
AIS-02 Basline Requirements | 2PPlications. Functional | Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 5
Application Security |Eot2Plish: document and maintain baseline requirements for securing [Mechanisms exist to periodically review system configurations to identify and
AIS-02 P Y |ppplications. Functional | Intersects With Periodic Review CFG-03.1  [disable unnecessary and/or non-secure functions, ports, protocols and 5
Baseline Requirements eorires
[Define and implement technical and operational Metrics in alignment with echanisms exist to develop, report and monitor Security, Compliance &
' lbusiness objectives, security requirements, and compliance obligations. X isms exi velop, i urity, i
AIS-03 Application Security Metrics ) y req P! 9 Functional Subset Of | Measures of Performance | GOV-05  |becia o o O aaures of performance 10
[Define and implement a secure SDLC process for application requirements e e N 1o Technoroay Assets. Anplicat
Secure Application  [analysis, planning, design, development, testing, deployment, and operation in Secure Development Life lechanisms exist to ensure changes to Technology Assets, Applications
AIS-04 p laccordance with security requirements. Functional Subset OF PRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 10
Development Lifecycle Cycle (SDLC) Management |controlled through formal change control procedures,
Define and implement a secure SDLC process for application requirements Mechanisms exist to facilitate the implementation of tailored development
AIS-04 Deeure ADRlCalion .« [aalysis, planning, design, development, testing, deployment, and operation in Functional | Intersects with | Techn01o0y Development &\ 1pa 01 land acquisition strategies, contract tools and procurement methods to meet 8
evelopment Lifecycle  laccordance with security requirements cquisition inique business needs
e e e o aEpation e IMechanisms exist to require software developers to ensure that their
2 lsoftware development processes employ industry-recognized secure
AIS-04 poseure Application ,  [pecordance with security requirements Functional | Intersects with | Pevelopment Methods, | 15,053 lpractices for secure programming, engineering methods, quality control 8
P 24 a lprocesses and validation techniques to minimize flawed and/or malformed
lsoftware.
[Define and implement a secure SDLC process for application requirements Secure Software
AS04 Secure Application lanalysi, planning, design, development, tesing, deployment, and operation in Functional | Intersects With | Development practices Toa0  [Mechanisms exist to develop applications based on Secure Software s
Development Lifecycle  [3ccordance with security requirements (S<DP) IDevelopment Practices (SSDP).
[Define and implement a secure SDLC process for application requirements
Secure Application  [analysis, planning, design, development, testing, deployment, and operation in IMechanisms exist to ensure secure migration practices purge Technology
AIS-04 Development Lifecytle [accordance with security requirements Functional | Intersects With | Secure Migration Practices | TDA-08.1 |Assets, Applications and/or Services (TAAS) of test/development/staging data 5
land accounts before it is migrated into a production environment.
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IDefine and implement a secure SDLC process for application requirements
janalysis, planning, design, development, testing, deployment, and operation in [Mechanisms exist to require system developers/integrators consult with
laccordance with security requirements lsecurity, compliance and/or resilience personnel to:
1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
Secure Application Security, Compliance & ;rlmlarcapabihly " iy Testing uation ¢ P
AIS-04 Functional | Intersects With Resilience Testing TDA09 g 8
Development Lifecycle Threanot Seuaond ant (2) Implement a verifiable flaw remediation process to correct weaknesses
9 P! land deficiencies identified during the control testing and evaluation process;
land
(3) Document the resuits.
implement a testing strategy, including criteria for acceptance of new
information systems, upgrades and new versions, which provides application IMechanisms exist to conduct specialized assessments for:
|security assurance and maintains compliance while meeting organizational 1) Statutory, regulatory and contractual compliance obligations;
|delivery goals. Automate when applicable and possible. 2) Monitoring capabilities;
3) Mobile devices;
4) Databases;
y Y 5) Application security;
AIS-05 Application Security Testing Functional | Intersects With | Specialized Assessments | 140:02.2 i@ gPRICRON SRCIONE L L o et 8
7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performancejload testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
implement a testing strategy, including criteria for acceptance of new
linformation systems, upgrades and new versions, which provides application [Mechanisms exist to require system developers/integrators consult with
security assurance and maintains compliance while meeting organizational lsecurity, compliance andfor resilience personnel to:
|delivery goals. Automate when applicable and possible. Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or
. . . " lsimilar capability;
Als-05 Application Security Testing Functional st O | e e ent | %% |(2) Implement a verifiable flaw remediation process to correct weaknesses 10
9 P! land deficiencies identified during the control testing and evaluation process;
land
(3) Document the resuits.
implement a testing strategy, including criteria for acceptance of new N
information systems, upgrades and new versions, which provides application IMechanisms exist to require the developers of Technology Assets,
. security assurance and maintains compliance while meeting organizational ’ |Applications and/or Services (TAAS) to employ dynamic code analysis tools to
AIS-05 Application Security Testing e Bes e e e ey naciire. Functional | Intersects With | Dynamic Code Analysis | TDA-09.3  [(RBEEOmS BEer e te L e and dorament the results of the 8
analysis.
Impement & testing strategy, icluding criteria for acceptance of ev
information systems, upgrades and new versions, which provides application - . . ech o per ' evel penctrat g of cust
' security assarance and maintains compllance while meehing organizational pplication Penetration ' echanisms exist to perform application-level penetration testing of custom-
AlS-05 Application Security Testing 0 2o ate when applicable and possible. Functional | Intersects With Testing TDA09:5 |2 de Technology Assets, Applications and/or Services (TAAS) 3
[Estabifsh and implement strategies and capabilities for secure, standardized, and Secure Software
AIS-06 59‘;;@"2‘;:{"’“ |compliant application deployment. Automate where possible. Functional Subset O Development Practices TDA-06 g:‘:fo""‘;";‘zf;é‘éigﬂg&“g;"p"“t“’"s based on Secure Software 10
Y/ (SSDP) v : -
secure Applicat [Estabilsh and implement strategies and capabilities for secure, standardized, and [Mechanisms exist to perform threat modelling and other secure design
AIS-06 9‘;;;;;;‘::{"’“ |compliant application deployment. Automate where possible. Functional Intersects With Threat Modeling TDA-06.2 [techniques, to ensure that threats to software and solutions are identified 5
land accounted for.
[Estabilsh and implement strategies and capabilities for secure, standardized, and ech to utiize a Software A Maturity Model (SAMH) &
|compliant application deployment. Automate where possible. lechanisms exist to utilize a Software Assurance Maturity Modef o
- unctional ntersects Witl ¥ jovern a secure development lifecycle for the development of Technology
Als-06 59‘5;@52‘::{"’“ pliant app! plov s ; | with M:f:‘ﬂ“{;’;g“;;“"gzﬁm TDA-06.3 devel lifecycle for the devel f Technol 5
|Assets, Applications and/or Services (TAAS)
Secure Application  [acaoyion 21 ImPlement strategies o Capabiues for secure. standardized, and Secure Development IMechanisms exist to maintain a segmented development network to ensure
¥ |compliant application deployment. Automate where possible: ¥
Als-06 Deployment pliant app ploy s Functional | Intersects With Environments TOA07 13 secure development environment. 3
[Estabilsh and implement strategies and capabilities for secure, standardized, and -
|compliant application deployment. Automate where possible. oD IMechanisms exist to manage separate development, testing and operational
y Secure Application ’ lenvironments to reduce the risks of unauthorized access or changes to the
AlS-06 Deployment Functional | Intersects With | - Testing and Operational TPA08 |y perational environment and to ensure no impact to production Technology 3
|Assets, Applications and/or Services (TAAS)
[Define and implement a process to remediate application security vulnerabilities, IMechanisms exist to require system developers and integrators to develop
AS07 Application Vulnerability ~[automating remediation when possible. Functional SubsetOf  |Peveloper Threat Analysis & 1p, 15 [and implement an ongoing Security Testing and Evaluation (ST&E) plan, or 10
Remediation Flaw Remediation lsimilar process, to objectively identify and remediate vulnerabilities prior to
release to production.
e O e masures Lo secure Application Programming IMechanisms exist to ensure support for secure interoperability between
¥ |APIs. Review and update for any improvements at least annually or upon -
Als-08 APl Security cignificant changes. v imp! v or up Functional Subset OF Interface (API) Security CLD-04 | components with Application Programming Interfaces (APIS). 10
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Business Continuity - |hysiness continuity management and operational resilience policies and Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
BCR-01 Management Policy and |procedures. Review and update the policies and procedures at least annually, or | Functional SubsetOf | Compliance & Resilience |~ GOV-02 10
Procedures lupon significant changes. Documentation
[Establish, document, approve, communicate, apply, evaluate and maintain N - IMechanisms exist to review the Security, Compliance & Resilience Program
Business Continuity  lbusiness continuity management and operational resilience policies and Periodic Review & Update of| ((SCRP), including policies, standards and procedures, at planned intervals or
BCR-01 Management Policy and . lprocedures. Review and update the policies and procedures at least annually, or | Functional | Intersects With | - Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 5
rocedures lupon significant changes. esilience Program land effectiveness.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the implementation of contingency planning
Business Continuity _|PUsiness continuity management and operational resilience policies and Business Continuit [controls to help ensure resilient Technology Assets, Applications and/or
BCR-0L Management Policy and _|[Procedures. Review and update the policies and procedures at least annually, or | kynctional | Intersects With | Management System BCD.01  [services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 5
Procedures lupon significant changes. |Continuity & Disaster Recovery (BC/DR) playbooks).
[Determine the impact of business disruptions and risks to establish criteria for [Mechanisms exist to facilitate the implementation of contingency planning
|developing business continuity and operational resilience strategies and Business Continuity [controls to help ensure resilient Technology Assets, Applications and/or
BCR-02 Risk Assessment and Impacticapabilities. Review and update the risk assessment and impact analysis at least | punctional Subset O Management System BCD.01  [services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
nalysis lannually or upon significant changes. (BCMS) [Continuity & Disaster Recovery (BC/DR) playbooks)
[Determine the impact of business disruptions and risks to establish criteria for ‘exist to identify and document the critical Technology Assets,
Risk Assessment and Impact|developing business continuity and operational resilience strategies and |Applications, Services and/or Data (TAASD) that support essential missions
BCR-02 malysia " |capabilities. Review and update the risk assessment and impact analysis at least [  Functional | Intersects With | - Identify Critical Assets BCD-02  [and business functions. 8
lannually or upon significant changes.
[Determine the impact of business disruptions and risks to establish criteria for IMechanisms exist to categorize Technology Assets, Applications, Services
|developing business continuity and operational resilience strategies and land/or Data (TAASD) in accordance with applicable laws, regulations and
|capabilities. Review and update the risk assessment and impact analysis at least [contractual obligations that:
g Risk Assessment and Impactlannually or upon significant changes. i Risk-Based Security g (1) Document the security categorization results (including supporting
BCR-02 nalysis Functional | Intersects With Categorization RSK02 I ationale) in the security plan for systems; and 8
(2) Ensure the security categorization decision is reviewed and approved by
fthe asset owner.
[Determine the impact of business disruptions and risks to establish criteria for ‘exist to prioritize the impact level for Technology Assets,
Risk Assessment and Impact|developing business continuity and operational resilience strategies and |Applications and/or Services (TAAS) to prevent potential disruptions.
BCR-02 nalysia o |capabilities. Review and update the risk assessment and impact analysis at least [  Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 8
lannually or upon significant changes.
[Determine the impact of business disruptions and risks to establish criteria for [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
|developing business continuity and operational resilience strategies and lassess security, compliance and resilience risks.
BCR-02 Fisk ASSESZ'::‘;;;"G P pabilties. Review and update the riek assessment and Impact analyis at least |  Functional | Intersects witn | BUsiness ':"B"’:,d Analvsis | psk-os v come 8
lannually or upon significant changes.
[Establish strategies to reduce the impact of business disruptions, and improve [Mechanisms exist to facilitate the implementation of contingency planning
resiliency and recovery from business disruptions Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
Business Continuity Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
BCR-03 Functional Subset Of Management System BCD-01 . 10
Strategy 9 v |Continuity & Disaster Recovery (BC/DR) playbooks).
[Establish strategies to reduce the impact of business disruptions, and improve [Mechanisms exist to facilitate recovery operations in accordance with
BCR-03 Busm;?af:gn;mmty resiliency and recovery from business disruptions. Functional Intersects With O;:‘[’SFEYST"F("}EO//’;;’;’;’ BCD-01.4 |Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOs). 8
[Establish strategies to reduce the impact of business disruptions, and improve [Mechanisms exist to define specific criteria that must be met to initiate
resiliency and recovery from business disruptions Business Continuity / Disaster Recover (BC/DR) plans that facilitate business
Business Continuity i Recovery Operations |continuity operations capable of meeting applicable Recovery Time
BCR-03 Functional | Intersects With BCD-0LS u 5
Strategy riteria |Objectives (RTOs) and Recovery Point Objectives (RPOs).
[Establish strategies to reduce the impact of business disruptions, and improve IMechanisms exist to resume all missions and business functions within
BCR-03 Busm;?af:gn;mmty ncy and recovery from business disruptions. Functional Intersects With RZSL‘“S'I"‘;:S”FE‘::(‘%';'SS& BCD-02.1 |Recovery Time Objectives (RTOs) of the contingency plan's activation. 8
Establih strategles to reduce the impact of business disruptions. and improve [Mechanisms exist to continue essential missions and business functions with
Business Continui lency and recovery from business disruptions. Continue Essential Mission little or no loss of operational continuity and sustain that continuity until full
BCR-03 Strategy v Functional Intersects With & Business Functions BCD-02.2  |system restoration at primary processing and/or storage sites. 8
[Establish strategies to reduce the impact of business disruptions, and improve Mechanisms exist to resume essential missions and business functions within
BCR-03 Busm;zsaf:gnynnu-ty resiliency and recovery from business disruptions. Functional | Intersects with | Regume Essential Missions | - gep, g, 3 d time period o plan activation. 8
o conti [Establish strategies to reduce the impact of business disruptions, and improve [Mechanisms exist to contractually-require exteral service providers to have
BCR-03 “5‘";?3!:9"\/‘“““ resiliency and recovery from business disruptions. Functional Intersects With | Provider Contingency Plan | BCD-10.3 plans that meet 3
Establih strategles to reduce the impact of business disruptions. and improve [Mechanisms exist to maintain a failover capability, which is not collocated
Business Continui lency and recovery from business disruptions. Redundant Secondas [with the primary Technology Asset, Application and/or Service (TAAS), which
BCR-03 Strategy v Functional Intersects With ystem i BCD-11.7  Ican be activated with little-to-no loss of information or disruption to 3
loperations.
[Establish strategies to reduce the impact of business disruptions, and improve [Mechanisms exist to implement real-time or near-real-time failover capability
BCR-03 Busm;zfaf:;;nmty y and recovery from business disruptions. Functional Intersects With Failover Capability BCD-12.2 [to ;r;am[;al(n T_\F::astghty of critical Technology Assets, Applications, Services 3
land/or Data
[Establish strategies to reduce the impact of business disruptions, and improve Mechanisms exist to restore Technology Assets. Applications, Services and/or
yand recovery from business disruptions Data (TAASD) with d restoration froi
Business Continuity i ted a
BCR- Functional | Intersects With | Restore Within Time P BCD-12.4 P
CR-03 Strategy unctiona ntersects With | Restore Within Time Period | - BC known, cperauonal Hore o the sesot 8
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to update contingency plans due to changes affecting
lbusiness continuity plan based on the results of the operational resilience (1) People (e.g., personnel changes)
strategies and capabilities. (2) Processes (e.g., new, altered or decommissioned business practices,
including third-party services)
(3) Technologies (2. new, aitered or decommissioned technolagies);
. (4) Data (e.g., changes to data flows and/or data repositories);
BCR-04 B o™ Functional | Intersects With | 09T Contnoency BOD-06  [5) Faciities {e.0. now, altered or decommissioned prysical mirastructure): 8
land/or
(6) Feedback from contingency plan testing activities.
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to identify components that potentially impact the
lbusiness continuity plan based on the results of the operational resilience lorganization's ability to execute contingency plans, including changes to:
strategies and capabilities. (1) Personnel roles;
(2) Business processes (including the use of third-party services);
BCR-04 Business Continity Functional | Intersects with | Contingency Planning BcD-06.1 ((3) Deployed techologies; 8
lanning omponents (4) Data repositories and/or data flows; and/or
(5) Physical infrastructure.
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IDevelop, identify, and acquire documentation, both internally and from external IMechanisms exist to facilitate the implementation of contingency planning
lparties, that is relevant to support the business continuity and operational Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or
BCR-05 Documentation resilience plans. Make the documentation available to authorized stakeholders Functional | Intersects With | Management System BCD.01  [services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business s
land review at least annually or upon significant changes. |Continuity & Disaster Recovery (BC/DR) playbooks).
[Develop, identify, and acquire documentation, both internally and from external [Mechanisms exist to expiicitly define authorizations for specific individuals
lparties, that is relevant to support the business continuity and operational Defining Access land/or roles for logical and /or physical access to sensitive/regulated data.
BCR-05 Documentation resilience plans. Make the documentation available to authorized stakeholders Functional | Intersects with Authorizations for DCHOL4 5
land review at least annually or upon significant changes. Sensitive / Regulated Data
[Develop, identify, and acquire documentation, both internally and from external [Mechanisms exist to restrict the disclosure of sensitive/regulated data to
lparties, that is relevant to support the business continuity and operational lauthorized parties with a need to know.
BCR-05 Documentation resilience plans. Make the documentation available to authorized stakeholders Functional | Intersects With | Disclosure of Information | DCH-03.1 5
land review at least annually or upon significant changes.
Business Continuity _[Exercise and test business mntmu\ly and operational resilience pians at least Coordinate with Related echanism exst o coordinate contingency plan development with nernal
BCR-06 Exercises lannually or upon significant chan: Functional | Intersects With Plans BCD-0L1  fgng external elements responsible for related pla ®
[Exercise and test business mnmmry and operational resilience pians at least - Mechanisms exist to coordinate internal mntmgency plans with the
BCR-06 Business Continuity  lannually or upon significant changes. Functional | Intersects with | Co°rdinate With External | gep 7 5 |contingency plans of external service providers to ensure that contingency 5
Exercises Service Providers requirements can be satisfied.
[Exercise and test business continuity and operational resifience plans at least Mechanisms exist to conduct tests andjor exercises to evaluate the
BCR-06 Business Continuity  |annually or upon significant changes. Functional subsetof | Contingency Plan Testing &| - gep, g4 readiness to execute 10
xercises Exercises lthe plan.
Business Continuity _[Eercise and test business continuity and operational resilience plans at least Test Restoration Using [Mechanisms exist to utilize sampiing of available backups (o test recovery
BCR-06 Exercises lannually or upon significant changes. Functional | Intersects With sampling BCD-1L5  |capabilities as part of business continuity plan testing. s
[Estabilsh and maintain communication channels with all relevant stakeholders in N Operati [Mechanisms exist to communicate the status of recovery activities and
BCR-07 Communication [the course of business continuity and resilience procedures. Functional Intersects With ec‘gr‘:ﬁn"/un";:{;r"i”s BCD-01.6 |progress in restoring operational capabilities to designated internal and 5
lexternal stakeholders.
[Perfodically perform backups, Ensure the confidentiaity. Itegrity and avaiabilty IMechanisms exist to create recurring backups of data, software and/or
f the backup, and verify restoration from backup for resiliency. Isystem images, as well as verify the integrity of these backups, to ensure the
BCR-08 Backup Functional Subset Of Data Backups BCD-11 |\ ilability of the data to satisfy Recovery Time Objectives (RTOs) and 10
[Recovery Point Objectives (RPOs).
[Periodically perform backups. Ensure the confidentiality, integrity and avaflabiiity -
g lof the backup, and verify restoration from backup for resilienc Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
BCR-08 Backup P Y P Y- Functional | Intersects With Integrity BCD-ILL {72 ckup process, as well as the integrity and availability of the data, 8
[Perfodically perform backups. Ensure the confidentiality, integrity and avaflabiiity eryptographic mechanisms exist to prevent the unauthorized disclosure
' lof the backup, and verify restoration from backup for resiliency .
BCR-08 Backup P, Y P Y. Functional | Intersects With | Cryptographic Protection | BCD-11.4 ~[CYFR09TeRKe BEChEn=e ecto preven 5
I e B e e Confidentalily, integrily and availability Test Restoration Using IMechanisms exist to utilize sampling of available backups to test recovery
' f the backup, and verify restoration from backup for resiliency. .
BCR-08 Backup P, Y P Functional | Intersects With BOD-1L5 e ree a part of business continuity plan tesing. 5
[Estabilsh, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to faciitate the implementation of contingency planning
aster response plan to recover from natural and man-made disasters. Update Business Continuity [controls to help ensure resilient Technology Assets, Applications and/or
BCR-00 Disaster Response Plan _|the Plan at least annually or upon significant changes. Functional Subset Of Management System BCD.01  [Services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Estabilsh, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to update contingency plans due to changes affecting
aster response plan to recover from natural and man-made disasters. Update (1) People (e.g., personnel changes);
lthe plan at least annually or upon significant changes. (2) Processes (6.0, new, altered or decommissioned business practices,
including third-party services)
(3) Technologies (9. new, aitered or decommissioned technologles)
Ongoing Contingency (4) Data (e.g., changes to data flows and/or data repositories);
BCR-09 Disaster Response Plan Functional | Intersects With Banning BCD06 |5); Facilties (e.9. new, atered or decommissioned hysical infrastructure); 8
o Focdback from contingency plan testing activities.
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to identify components that potentially impact the
|disaster response plan to recover from natural and man-made disasters. Update lorganization's ability to execute contingency plans, including changes to:
lthe plan at least annually or upon significant changes. (1) Personnel roles;
Conti ol (2) Business processes (including the use of third-party services);
BCR-09 Disaster Response Plan Functional | Intersects With o omonte Y BCD-06.1 |(3) Deployed technologies; 3
omponents (4) Data repositories and/or data flows; and/or
(5) Physical infrastructure.
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to keep stakeholders informed of changes to contingency
|disaster response plan to recover from natural and man-made disasters. Update Contingency Plan Update plans.
BCR-09 Disaster Response Plan  |ihe plan at least annually or upon significant changes. Functional | Intersects With et ations BCD-06.2 3
[Exercise the disaster response plan annually or upon significant changes, N [Mechanisms exist to conduct tests and/or exercises to evaluate the
BCR-10 Response Plan Exercise ~ [including if possible, the participation of local emergency authorities. Functional | Intersects with | Contingency Plan Testing &\ gcp.04  |contingency plan's effectiveness and the organization's readiness to execute 8
lthe plan.
‘equipment with both locally redundant and [Mechanisms exist to maintain a failover capability, which is not collocated
lgeographically dispersed equipment located at a reasonable minimum distance Redundant Secondary [with the primary Technology Asset, Application and/or Service (TAAS), which
BCR-11 Equipment Redundancy - lin accordance with applicable industry standards. Functional | Intersects With ystem BCD-11.7  |can be activated with little-to-no loss of information or disruption to 8
loperations.
[Supplement business-critical equipment with both locally redundant and [Mechanisms exist to implement real-time or near-real-time failover capability
BCR-11 Equipment Redundancy [geographically dispersed equipment located at a reasonable minimum distance | Functional | Intersects With Failover Capability BCD-12.2  [to maintain availability of critical Technology Assets, Applications, Services 8
in accordance with applicable industry standards. land/or Data (TAASD).
Eslabl\sh document, approve, commupicate, apply; evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
and procedures for managing the risks associated pplying changes Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
cccol Change Management Poicy [fo assets owned, contralled or used by the organisation. Review and updatethe | Functonal | Intersects With | Compliance & Resilience | GOV-02 8
and Procedures Ipolicies and procedures at least annually, or upon significant changes. Documentation
Eslabl\sh document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to review the Security, Compliance & Resilience Program
and procedures for managing the risks associated with applying changes Periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
cccol Change Management Policy [fo assets owned, controlled or used by the organization. Review and update the Functional | Intersects With | _Security, Compliance & Gov-o3 [f significant changes occur to ensure their continuing suitability, adequacy s
and Procedures Ipolicies and procedures at least annually, or upon significant changes. Resilience Program land effectiveness.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the implementation of a change management
lpolicies and procedures for managing the risks associated with applying changes. lprogram.
cccol Change Management Polcy [fo assets owned, controlled or used by the organisation. Review and uptate the Functional | Intersects with |  Change Management CHo-01 s
and Procedures Ipolicies and procedures at least annually, or upon significant changes.
[Establish, maintain and implement a defined quality change control, approval IMechanisms exist to govern the technical configuration change control
ccco2 Quality Testing land testing process incorporating baselines, testing, and release standards. Functional | Intersects with | Configuration Change CHG-02  [processes. 8
[Establish, maintain and implement a defined quality change control, approval Mechanism exist o appropriately st and document proposed changes in a
ccc-02 Quality Testing land testing process incorporating baselines, testing, and release standards. Functional | Intersects with | TeSt Validate & Document | - 55 5 Inon-production efore changes are 8
lproduction environment.
implement a change management procedure to manage the risks associated [Mechanisms exist to facilitate the implementation of a change management
ccc-03 Change Management |yith applying changes to assets, owned, controlled or used by the organization. Functional Subset Of Change Management CHG-01  |program. 10
Technology Program
implement a change management procedure to manage the risks associated [Mechanisms exist to govern the technical configuration change control
ccc-03 Change Management yith applying changes to assets, owned, controlled or used by the organization. Functional Intersects with |  Configuration Change CHG-02  |processes. 8
Technology Control
implement a change management procedure to manage the risks associated ‘exist to prohibit changes, unless
ccc-03 C“"g:(:‘::ﬁ:qimem Iwith applying changes to assets, owned, controlled or used by the organization Functional Intersects With | Prohibition Of Changes CHG-02.1 |approved change requests are received 5
implement a change management procedure to manage the risks associated [Mechanisms exist to analyze proposed changes for potential security
ccc-03 C“"g:(:‘::ﬁ:qimem |with applying changes to assets, owned, controlled or used by the organization Functional Intersects With |S€CUrity Impact Analysis for| - 53 limpacts, prior to the implementation of the change. 5
implement and enforce a procedure to authorize the addition, removal, update, ‘exist to prohibit changes, unless
ccc-04 Unauthorized Change  |3ng management of assets that are owned, controlled or used by the Functional Subset Of Prohibition Of Changes CHG-02.1 [approved change requests are received. 10
Protection lorganization.
implement and enforce a procedure to authorize the addition, removal, update, [Automated mechanisms exist to implement remediation actions upon the
ccc-04 Unauthorized Change  |3ng management of assets that are owned, controlled or used by the Functional Intersects With Automated Security CHG-02.4 |detection of unauthorized baseline configurations changel(s) 5
Protection lorganization.
implement and enforce a procedure to authorize the addition, removal, update, [Mechanisms exist to enforce configuration restrictions in an effort to restrict
cccoa Unauthorized Change  |3ng management of assets that are owned, controlled or used by the Functional Intersects With | Access Restriction For CHG-04 [the ability of users to conduct unauthorized changes. 8
Protection lorganization.
implement and enforce a procedure to authorize the addition, removal, update, exist to perform reviews of change
cccoa Unauthorized Change  |3ng management of assets that are owned, controlled or used by the Functional Intersects With Automated Access CHG-04.1 |logs to discover any unauthorized (hanges 5
Protection lorganization. Enforcement / Auditing
implement and enforce a procedure to authorize the addition, removal, update, [Mechanisms exist to limit operational privileges for implementing changes.
cccos Unauthorized Change  [and management of assets that are owned, controlled or used by the Functional | Intersects with | Permissions To Implement | o o0 s
Protection lorganization.
include provisions limiting changes directly impacting service customers owned [Mechanisms exist to govern the technical configuration change control
ccc-05 Change Agreements  [environments (tenants) to explicitly authorized requests within service level Functional Subset Of Configuration Change CHG-02  |processes. 10
lagreements. Control
include provisions limiting changes directly impacting service customers owned [Mechanisms exist to analyze proposed changes for potential security
cccos Change Agreements  [environments (tenants) to explicitly authorized requests within service level Functional Intersects With |S€CUrity Irgﬁ::;:;alws forl  chg.03  [mpacts, prior to the implementation of the change. 5
lagreements.
include provisions limiting changes directly impacting service customers owned [Mechanisms exist to ensure stakeholders are made aware of and understand
ccc-05 Change Agreements  [environments (tenants) to explicitly authorized requests within service level Functional Intersects with | Stakeholder Notification of | = 55 Ithe impact of proposed changes. 5
lagreements.
[Establish, document and implement change management and configuration
Change Management  baselines for all relevant authorized changes on organization assets. Review and Automated Security lAutomated mechanisms exist to implement remediation actions upon the
ccc06 Baseline lupdate the baselines at least annually or upon significant changes. Functional | Intersects With Response CHG-024 detection of unauthorized baseline configurations change(s) s
[Establish, document and implement change management and configuration N
Change Management  |baselines for all relevant authorized changes on organization assets. Review and Secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
ccc06 e aalind lupdate the baselines at least annually or upon significant changes. Functional Subset OF Configurations CFG02 |configurations for Technology Assets, Applications and/or Services (TAAS) 10
lthat are consistent with industry-accepted system hardening standards.
Esla?l\sh,;ﬂocu‘:nevl and implhemen;chhange management and conﬁguRral\on " [Mechanisms exist to review and update baseline configurations:
Change Management |baselines for all relevant authorized changes on organization assets. Review an (1) At least annually:
ccc06 IBaseling lupdate the baselines at least annually or upon significant changes. Functional | Intersects With Reviews & Updates CFG-02.1 |3} When required due to s 5
(3) As part of system component installations and upgrades
[Establish, document and implement change management and configuration [Automated mechanisms exist to govern and report on baseline
Change Management [baselines for all relevant authorized changes on organization assets. Review and Automated Central [configurations of Technology Assets, Applications and/or Services (TAAS)
cec06 Baseline lupdate the baselines at least annually or upon significant changes. Functional | Intersects With | yyanagement & Verification | "6 |through Continuous Diagnostics and Mitigation (CDM), or similar 8
ltechnologies
implement detection measures with proactive notification in case of changes [Automated mechanisms exist to govern and report on baseline
Detection of Baseline  [deviating from the established baseline. Automated Central |configurations of Technology Assets, Applications and/or Services (TAAS)
cceor Deviation Functional Subset OF | yanagement & Verification | €F"92:2  lthrough Continuous Diagnostics and Mitigation (COM), or similar 10
ltechnologies
Implement a procedure for the management of exceptions including [Mechanisms exist to prohibit exceptions to standards, except when the
ccc08 Exception in the change an rocess. Align the procedure with | Functional Subset OF Exception Management | GOV-02.1  lexception has been formally assessed for risk impact, approved and 10
lthe requirements of GRC-04: Policy Exception Process. recorded
Implement a urocedu;\e for theénanaqement of excem\:r;sv int‘\udm B N |Automated mechanisms exist to govern and report on baseline
e change an rocess. Align the procedure wit Automated Central [configurations of Technology Assets, Applications and/or Services (TAAS)
ceco8 Exception Management  lihe requirements of GRC-04: Policy Exception Process. Functional | Intersects With | yyanagement & Verification | "6 |through Continuous Diagnostics and Mitigation (CDM), or similar 3
ltechnologies.
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Implement a procedure for the management of exceptions, including N 4 Configurat ech o d N  and deny deviati
ccc08 Exception in the change and process. Align the procedure with | Functional | Intersects With wproved Configuration | g5 7 |Mechanisms existto document; assess risk and approve or deny deviations s
e requirements of GRC.04: Policy Exteption hracess. eviations [to standardized configurations.
[Define and implement a process to proactively roll back changes to a previous Configuration Change IMechanisms exist to govern the technical configuration change control
ceco9 Change Restoration lnown good state in case of errors or security concerns. Functional Subset Of Control CHG02  lorocesses. 10
o B e e ook changes to a previous Automated Security |automated mechanisms exist to implement remediation actions upon the
X i known good state in case of errors or security concerns. i ¥
cec09 Change Restoration g y Functional | Intersects With CHG-02.4 e mauthorized baceline configurations Change(s) 5
[Define and implement a process to proactively roll back changes to a previous Automated Access [Mechanisms exist m perform after-the- fact reviews of configuration change
ceco9 Change Restoration lnown good state in case of errors or security concerns. Functional | Intersects With | enforcement / Auditing | “MS-9%1 Jlogs to discover ant chan s
[Define and implement a process to proactively roll back changes to a previous Respond To Unauthorized [Mechanisms exist m respond to unaulherlzed changes to configuration
cec-09 Change Restoration |y noyn good state in case of errors o security concerns. Functional | Intersects With Changes CFG-028 |cettings as security incidents, 5
encryption and K [Estabilsh, document, approve, communicate, apply, evaluate and maintain ublishing Securts
ncryption and Key  Ipolicies and procedures for Cry Encryption and Key ublishing secutty. [Mechanisms exist to establish, maintain and disseminate pol
; i X 3 policies, standards
CEK-01 Management Policy and  [Review and update the policies and procedures at least annually, or Upon Functional | Intersects With | Compliance & Resilience | GOV-02  [[1EEhemerns Bxel 10 Som e, e e and Tesiiont capabiitios, 8
Procedures significant changes. Documentation
FEstabieh, document, approve, communicate, apply, evaluate and maintain IMechanisms exist to review the Security, Compliance & Resilience Program
CEK-01 M iy o [E0icies and procedures for C Cryption and ke Functional | Intersects With | socurtey Comaiionca'e ”|  Gov-03 |(SCRP). including policis, standards and procedures, a planned intervais o 8
gv . Yy Review and update the pah(les and pm(edures at least annually, or upon 9 IY' Pp if significant changes occur to ensure their continuing suitability, adequacy
rocedures significant changes. esilience Program et venmae,
[Estabifsh, document, approve, communicate, apply, evaluate and maintain
cexor i Encryption and Key - poicies and procedures for Cr Encryption and Ke: Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
g lanagement Policy and  |Review and update the policies and procedures at least annually, or Upon Functional | Intersects With o CRY-01 [protections controls using known public standards and trusted cryptographic 8
Procedures significant changes. ftechnologies
[Define and implement cryptographic, encryption and key management roles and [Mechanisms exist to facilitate the implementation of cryptographic
CEK-02 CEK Roles and responsibilities. Functional | Intersects with |  Use ©f Cryptographic CRY-01 |protections controls using known public standards and trusted cryptographic 3
Responsibilities Controls
ftechnologies
CeK02 CEK Roles and [Define and implement cryptographic, encryption and key management roles and | ¢ o™ 0 S Defined Roles & HRS.03 nptw:rcszanr::lms ‘exist to define cybersecurity roles & responsibilities for all s
[Define and implement cryptographic, encryption and key management roles and N
CEK Roles and responsibilities. IMechanisms exist to avoid incompatible development-specific roles through
CEK-02 R et Functional | Intersects With Incompatible Roles HRS-12  [limiting and reviewing developer privileges to change hardware, software 5
P land firmware within a
[Provide data protection at-rest, in-transit, and where applicable, in-use by using Use of Cryptographi IMechanisms exist to facilitate the implementation of cryptographic
CEK-03 Data Protection |cryptographic libraries certified to approved standards. Functional Subset Of se of cﬂ’m:‘g aphic CRY-01 [protections controls using known public standards and trusted cryptographic 10
ftechnologes.
N [Provide data protection at-rest, in-transit, and where applicable, in-use by using . " i [Cryptographic mechanisms exist to protect the confidentiality of data being
CEK-03 Data Protection [eryptographic libraries certified to approved standards Functional | Intersects With [Transmission Confidentiality| ~ CRY-03 8
N [Provide data protection at-rest, in-transit, and where applicable, in-use by using . [Cryptographic mechanisms exist to prevent unauthorized disclosure of data
CEK-03 Data Protection [eryptographic libraries certified to approved standards Functional | Intersects With | Encrypting Data At Rest CRY-05  [SVPe 8
Utilize encryption algorithms following industry standards for protecting data, Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
CEK-04 Encryption Algorithm  |based on  the data classification and associated risks. Functional Subset Of cﬂ’mo‘g P! CRY-01 [protections controls using known public standards and trusted cryptographic 10
ftechnologes.
Uifze encryption algorithms following industry standards for potecing data .
CEK-04 Encryption Algorithm |0 0 D assifitation and assotiated rix Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 5
Eslabl\sh a standard change management Dra(edure to accommodate changes
Encryption Change o internal and external sources for review, approval, implementation and Configuration Change IMechanisms exist to govern the technical configuration change control
CEK-05 P! 9 . encryption and key management technology Functional Subset Of el CHG02 | e 9 9 9 10
[changes.
Manage and adopt changes to cryptography., encryption-. and key management-
Encryption Change Cost ~ [related systems (including policies and procedures) that fully account for Change Management [Mechanisms exist to facilitate the implementation of a change management
CEK-06 ?{;’"em Ma.ygs‘s effects of propused changes, including residual risk, cost, and Functional Subset Of gp,og,a,ﬁ CHGOL  |rogram. P 9 9 10
lbenefits analysis.
Manage and adop changes to cryptography-, encryption-. and key management-
Encryption Change Cost ~ [related systems (including policies and procedures) that fully account for Stakeholder Notification of [Mechanisms exist to ensure stakeholders are made aware of and understand
CEK-06 ?{g’"em Ma.ygs‘s [downstream effects of propused changes, including residual risk, cost, and Functional Intersects With Changes CHG-05  \ihe impact of proposed changes. 5
lbenefits analysis.
Encryption Risk [Establish and maincain an encryption and key managemnt risk program that IMechanisms exist to facilitate the implementation of strategic, operational
: includes provisions for risk assessment, risk treatment, risk context, monitoring, : .
CEK-07 Marsgement includes provi Functional Subset Of | Risk Management Program | Rsk-01  [JECRaNETE SAist B8 e e e 10
[Establish and maintain an encryption and key management risk program that
includes provisions for risk assessment, risk treatment, risk context, monitoring, IMechanisms exist to identify:
land feedback (1) Assumptions affecting risk assessments, isk response and risk
Imonitori
CEK-07 Encryption Risk Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
9 (3) The organizational risk tolerance; an
(4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
Encryption Risk [Establish and maincain an encryption and key managemnt risk program that IMechanisms exist to prioritize the impact level for Technology Assets
g includes provisions for risk assessment, risk treatment, risk context, monitoring, . g 3
CEK-07 Management e prov 9| Functional | Intersects With | Impact-Level Prioritization | - RSK-02.1 s ppjications and/or Services (TAAS) to prevent potential disruptions. 5
Eneryption Risk [Establish and maintain an encryption and key management risk program that
CEK-07 a"yp fon ‘i iincludes provisions for risk assessment, risk treatment, risk context, monitoring, Functional Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 5
lanagement land feedback
[Establish and maintain an encryption and key management risk program that
includes provisions for risk assessment, risk treatment, risk context, monitoring, Mechanisms exit to conduct recurring sssessments of ik that ncludss the
g Encryption Risk land feedback g ikelihood and magnitude of harm, from unauthorized access, use, disclosure,
CEK-07 Management Functional | Intersects With Risk Assessment RSK-04 | jicruption, modification or destruction of the organization's Technology 5
|Assets, Applications, Services and/or Data (TAASD).
[Establish and maintain an encryption and key management risk program that
CEk07 Encryption Risk includes provisions for sk assessment, risk treatment, risk context, monitoring, |  Functional | Intersects With Risk Register Rsk-04.1 |Mechanisms exist to maintain a risk register that facilitates monitoring and s
Management land fecdback reporting of risks.
Encryption Risk [Establish and maintain an encryption and key menagemnt risk program that IMechanisms exist to identify and assign a risk ranking to newly discovered
g includes provisions for risk assessment, risk treatment, risk context, monitoring, :
Cex-07 Management e foedak 9| Functional | Intersects With Risk Ranking RSK05|cecurity vulnerabilities that is based on industry-recognized practices. 5
Encryption Risk [Establish and maintain an encryption and key management risk program that
CEK-07 a””’ lon ‘i iincludes provisions for risk assessment, risk treatment, risk context, monitoring, Functional Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
lanagement land feedback
N ok [Establish and maintain an encryption and key management risk program that remediate findings from secrity, compliance and/or resilience-related
CEK-07 a;’:s‘:;er‘; lincludes provisions for risk assessment, risk treatment, risk context, monitoring, Functional Intersects With Risk Response RSK-06.1 |(1) Assessments; 5
9 land feedback (2) Audits; and/or
Service providers must provide the capabilty for service customers to manage IMechanisms exist to securely implement an internal Public Key Infrastructure
CEK-08 service Customer Key  \their own data encryption key: Functional | Intersects with | Public Key Infrastructure CRY-08  [(PKI) infrastructure or obtain PKI services from a reputable PKi service 8
Management Capability (PKI) orovider,
Service Customer Key  |sone oe Providers must provide the capabiliy for service customers to manage Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
g ltheir own data encryption keys. x
CEK-08 Management Capability e 4 Functional Subset Of Management CRY-09Iprotect the confidentiality, integrity and availability of keys. 10
[Audit encryption and key management systems, policies, and processes with a security, Compliance &
Encryption and Key  [frequency that is proportional to the risk exposure of the system with audit ecurity, Compliance IMechanisms exist to provide a security, compliance and resilience controls
CEK09 Management Audk O€CUITng preferably continuously bt at east annually and upon any securiy Functional | Subset Of Resilence Controls P02 loversight function that reports to the organization's executive leadership. o
levent(s
[t encryption and key management systern, poliies. and processes with a IMechanisms exist to implement an internal audit function that is capable of
Encryption and Key  [frequency that is proportional to the risk exposure of the system with audi lproviding senior organization management with insights into the
CEK-09 Management Audit |occurring preferably continuously but at least annually and upon any security Functional Intersects With | Internal Audit Function CPL-O2.1 |2 ppropriateness of the organization's technology and information 8
vent(s) lgovernance processes.
[Audit encryption and key management systems, policies, and processes with a
ceron Encryption and key [frequency that is proportional to the risk exposure of the system with audit runctional | Intersects with | Security, Compliance & cpLos  |echanisms exist to regularly review processes and documented procedures N
. loccurring preferably continuously but at least annually and upon any securit unctiona ntersects Wi g 2 0 ensure conformity with the organization’s security, compliance and/or
Management Audit |9°CLIHN P! v Y v v Y Resilience Assessments resilience policies, standards and other applicable requirements.
[Audit encryption and key management systems, policies, and processes with a
Encryption and Key  [frequency that is proportional to the risk exposure of the system with audit [Mechanisms exist to utilize independent assessors to evaluate security,
CEK-09 Management Audit  [occurring preferably continuously but at least annually and upon any security Functional | Intersects With | Independent Assessors | CPL-03.1 |compliance and resilience at planned intervals or when the Technology 5
levent(s). |Asset, Application and/or Service (TAAS) undergoes significant changes.
[Audit encryption and key management systems, policies, and processes with a Ny i
Encryption and key  |frequency that s proportional to the risk exposure of the system with audit Functonsl Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or
CEK-09 Management Audit  [occurring preferably continuously but at least annually and upon any security Functional | Intersects With ty, liance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 8
levent(s) Resiiénce Controls land/or resilience policies and standards.
[Generate Cryptographic keys using industry accepted cryptographic libraries
g lspecifying the algorithm strength and the random number generator used. Cryptographic Key x [Mechanisms exist to facilitate cryptographic key management controls to
CEK-10 Key Generation pecitying 9 9 9 Functional Subset Of Management CRY-09protect the confidentiality, integrity and availability of keys. 10
[Generate Cryptographic keys using industry accepted cryptographic libraries Control & Distribution of [Mechanisms exist to facilitate the secure distribution of symmetric and
CEK-10 Key Generation [specifying the algorithm strength and the random number generator used. Functional Intersects With Cryptographic Keys CRY-09.4 [asymmetric cryptographic keys using industry recognized key management 8
ryptographic Key: ltechnology and processes.
[Manage cryptographic secret and private keys that are provisioned for a unique
Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
g urpose. x
CEKLL Key Purpose pure Functional Subset Of Management CRY-09 lorotect the confidentiality, integrity and availabilty of keys. 10
[Manage cryptographic secret and private keys that are provisioned for a unique Control & Distribution of [Mechanisms exist to facilitate the secure distribution of symmetric and
CEK-11 Key Purpose purpose. Functional | Intersects With | COC}/0\ & DIITORION CRY-09.4 eys using industry recognized key management 5
ryptographic Key: ftechnology and processes;
flotats cryptographic keys in accordance with the calculated crvproperiod. which Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
$ includes provisions for considering the risk of information disclosure and legal x
CEk12 Key Rotation i reguiatory requirements 9 Functional Subset Of anagement CRY-09Iprotect the confidentiality, integrity and availability of keys 10
[Rotate cryptographic keys in accordance with the calculated cryptoperiod, which
CEk12 Key Rotation includes provisions for considering the risk of information disclosara and legal Functional | Intersects with | Cryptographic Key Lossor | cou g 5 [Mechanisms exist to ensure the availability of information in the event of the s
land regulatory requirements. Change loss of cryptographic keys by individual users.
Rotate cryptographic keys in accordance with the calculated cryptoperiod, which Control & Distribution of [Mechanisms exist to facilitate the secure distribution of symmetric and
CEK-12 Key Rotation lincludes provisions for considering the risk of information disclosure and legal Functional Intersects With Cryptographic Keys CRY-09.4 [asymmetric cryptographic keys using industry recognized key management 5
land regulatory requirements. ryptograp ! ltechnology and processes.
[Define, implement and evaluate processes, procedures and technical measures
lto revoke and remove cryptographic keys prior to the end of its established
CEK-13 Key Revocation |cryptoperiod, when a key is compromised, or an entity is no longer part of the Functional Subset Of Cryptographic Key CRy-09  [Mechanisms exist to facilitate cryptographic key management controls to 10
lorganization, which include provisions for legal and regulatory requirements. Management lprotect the confidentiality, integrity and availability of keys.
[Define, implement and evaluate processes, procedures and technical measures
lto revoke and remove cryptographic keys prior to the end of its established i §
CEK13 Key Revocation lcryptoperiod, when a key is compromised, or an entity is no longer part of the Functional | Intersects with | Cryptographic Key Loss or | ov oo o Mechanisms exist to ensure the availability of information in the event of the s
lorganization, which include provisions for legal and regulatory requirements. Change loss of cryptographic keys by individual users.
[Define, implement, and evaluate processes, procedures, and technical measures
lto securely destroy cryptographic keys when they are no longer needed, which Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
CEK-14 Key Destruction include provisions for legal and regulatory requirements Functional Subset Of Management CRY-09 " Iprotect the confidentiality, integrity and availability of keys 10
[Define, implement, and evaluate processes, procedures, and technical measures
[to securely destroy cryptographic keys when they are no longer needed, which Cryptographic Key Loss or [Mechanisms exist to ensure the availability of information in the event of the
CEK-14 Key Destruction include provisions for legal and regulatory requirements Functional | Intersects with | <YPto9! C”hangey CRY-00.3 e yptoaraphic Keys by mdividual users. 8
[Define, implement and evaluate processes, procedures and technical measures
[to create keys in a pre-activated state when they have been generated but not Cryptographic Key [Mechanisms exist to facilitate cryptographic key management controls to
CEK15 Key Activation authorized for use, which include provisions for legal and regulatory Functional Subset Of Tanagement © ORY-09 o the confidentiaky,integhcy and avallablity o Keys. 0
requirements.
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[Define, implement and evaluate processes, procedures and technical measures
[to create keys in a pre-activated state when they have been generated but not ith | Cryptographic Key Loss or [Mechanisms exist to ensure the availability of information in the event of the
CEK-15 Key Activation lauthorized for use, which include provisions for legal and regulatory Functional | Intersects With | CYPIO9TEEE TR CRY-00.3 e ptoaraphic Keys by individual users 8
requirements.
[Define, implement and evaluate processes, procedures and technical measures
lfo create keys in a pre-activated state when they have been generated but not | Control & Distribution of Mechanisms exist to facilitate the secure distribution of symmetric and
CEK-15 Key Activation lauthorized for use, which Include provisions for legal and regulatory Functional | Intersects With | COCHO, & DISIOWIon CRY-09.4  fasymmetric cryptographic keys using industry recognized key management 8
requirements. ryptograp! Y ltechnology and processes.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to faciitate cryptographic Key management controls to
lto monitor, review and approve key transitions from any state toffrom Cryptographic Key lprotect the confidentiality, integrity and availability of keys
CEK-16 Key Suspension lsuspension, which include provisions for legal and regulatory requirements. Functional Subset OF Management CRY-09 10
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to ensure the avallability of information i the event of the
lto monitor, review and approve key transitions from any state toffrom | cryptographic Key Loss or loss of cryptographic keys by individual users.
CEK-16 Key Suspension lsuspension, which include provisions for legal and regulatory requirements. Functional | Intersects With | “YPIO9TEEE TR CRY-09.3 8
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to faciitate cryptographic Key management controls to
CEK-17 Key Deactivation [to deactivate keys at the time of their expiration date, which include provisions Functional Subset Of Cryptographic Key CRY-09 [protect the confidentiality, integrity and availability of keys. 10
[for legal and regulatory requirements. Management
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to ensure the avallability of information i the event of the
CEK17 Key Deactivation lto deactivate keys at the time of their expiration date, which include provisions Functional | Intersects With | CTYPtographic Key Loss or |y 593 |loss of cryptographic keys by individual users 8
[for legal and regulatory requirements. Change
Define, implement and evaluate processes, procedures and lechnical measures [Mechanisms exist to faciitate cryptographic Key management controls to
to manage archived keys in a secure repository re easl privilege access, Cryptographic Key lprotect the confidentiality, integrity and availability of keys.
cexas Koy Archival e ot o e sy Funcionsl | subset of pgIene ey | v 1
[Define, implement and evaluate processes, procedures and technical measures
lto use compromised keys to encrypt information only in controlled circumstance, Cyptographic K ech o faciit ographic ke . ot
CEK-19 Key Compromise |and thereafter exclusively for decrypting data and never for encrypting data, Functional Subset O ryptographic Key CRy.09  [Mechanisms exist to facilitate cryptographic key management controls to 10
¥ comp \which include provisions for legal and regulatory requirements. Management protect the confidentiality, integrity and availability of keys
Define, implement and evaluate processes, procedures and lechnical measures
lto use compromised keys to encrypt information only in controlled circumstance, Cryptoaraphic Key L ech . the avallabilty of informat " Cofth
CEK-19 Key Compromise |and thereafter exclusively for decrypting data and never for encrypting data, Functional | Intersects with | Cryptographic Key Lossor | cou g 3 [Mechanisms exist to ensure the availability of information in the event of the s
¥ comp which include provisions for legal and regulatory requirements. Change loss of cryptographic keys by individual users.
[Define, implement and evaluate processes, procedures and technical measures
lto assess the risk to operational continuity versus the risk of the keying material
Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
CEK-20 Key Recoven land the information it protects being exposed if control of the keying materialis |  fynctional Subset Of CRY-09 [ 10
o Y lost, which include provisions for legal and regulatory requirements. Management lprotect the confidentiality, integrity and availability of keys
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to facilitate cryptographic key management controls to
lin order for the key management system to track and report all cryptographic Cryptographic Key lprotect the confidentiality, integrity and availability of keys.
CEK-21 Key Inventory Management |materials and changes in status, which include provisions for legal and regulatory| ~ Functional Subset OF “Management CRY-09 10
requirements.
N [Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Physical and Environmental |policies and procedures for physical and environmental security. Review and Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
DCS-01 Security Policy and  |update the policies and procedures at least annually, or upon significant Functional | Intersects With | Compliance & Resilience | GOV-02 8
Procedures lchanges. Documentation
N [Establish, document, approve, communicate, apply, evaluate and maintain - - IMechanisms exist to review the Security, Compliance & Resilience Program
Physical and Environmental |policies and procedures for physical and environmental security. Review and Periodic Review & Update of] (SCRP), including policies, standards and procedures, at planned intervals or
DCS-01 Security Policy an: lupdate the policies and procedures at least annually, or upon significant Functional | Intersects With | - Security, Compliance & GOV-03 if significant changes occur to ensure their continuing suitability, adequacy 8
Procedures lchanges. Resilience Program land effectiveness.
N [Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the operation of physical and environmental
Physical and Environmental |policies and procedures for physical and environmental security. Review and Physical & Environmental lprotection controls.
DCS-01 Security Policy and |ypdate the policies and procedures at least annually, or upon significant Functional | Intersects With Protections PES-01 8
Procedures lchanges.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to securely dispose of, destroy or repurpose system
Ipolicies and procedures for the secure disposal of equipment used outside the |components using organization-defined techniques and methods to prevent
lorganization's premises. If the equipment is not physically destroyed a data Secure Disposal information being recovered from these components.
’ Off-Site Equipment Disposal|destruction procedure that renders recovery of information impossible must be i o y
DCs-02 Policy and Procedures  (applied. Review and update the policies and procedures at least annually, or Functional | Intersects With | Destruction or Re-Use of | AST-09 8
lupon significant changes. P!
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to securely dispose of media when it is no longer required,
Ipolicies and procedures for the secure disposal of equipment used outside the lusing formal procedures.
lorganization's premises. If the equipment is not physically destroyed a data
’ Off-Site Equipment Disposal|destruction procedure that renders recovery of information impossible must be i . ’
Des-02 Policy and Procedures  (applied. Review and update the policies and procedures at least annually, or Functional | Intersects With | - Physical Media Disposal DCH-08 8
lupon significant changes.
Estabish, document, approve, communicate, apply. evaluate and mainiain [Mechanisms exist to sanitize system media with the strength and integrity
s and procedures for the secure disposal of equipment used outside the with the or sensitivity of the information prior to
lorganization's premises. If the eauipmant is not physically destroyed a cata |disposal, release out of organizational control or release for reuse.
y Off-Site Equipment Disposal|destruction procedure that renders recovery of information impossible must be i i " »
Des-02 Policy and Procedures  (applied. Review and update the policies and procedures at least annually, or Functional | Intersects With | System Media Sanitization | DCH-09 8
lupon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain
Ipolicies and procedures for the relocation or transfer of hardware, software, or
Off-Site Transfer  |data/information to an offsite or alternate location. The relocation or transfer in stri
DCs-03 Auth Policy and  |request requires the written o cryptographically verifiable author Review |  Functional | Intersects With | Security of Assets & Media | ~ AST-05 M“ha"‘s’"s o 'zrma‘"‘a in strict control overt ‘"e internal or external 5
Procedures land update the policies and procedures at least annually, or upon significant
[changes.
[Establish, document, approve, communicate, apply, evaluate and maintain
olicies and procedures for the relocation or transfer of hardware, software, or
Off-Site Transfer  |datainformation to an offsite or alternate location. The relocation or transfer Management Approval For IMechanisms exist to obtain management approval for any
DCS-03 Author n Policy and  |request requires the written or cryptographically verifiable authorization. Review |  Functional | Intersects With Ext;na‘ Med‘gﬁ.rans,er AST-05.1 e/regulated media that is transferred outside of the organization's 5
Procedures land update the policies and procedures at least annually, or upon significant .
[changes.
Establish, documert; approve, communicate. apply. evaluate and maintain
ind procedures for the relocation or transfer of hardware, software, or
Off-Site Transter  [data/information to an offsite o alternate location. The relocation o transfér Transfer to Alternate IMechanisms exist to transfer backup data to the alternate storage site at a
DCS-03 Authorization Policy and |request requires the written or cryptographically verifiable authorization. Review | Functional | Intersects With el BCD-116 rate that is capable of meeting both Recovery Time Objectives (RTOs) and 5
Procedures land update the policies and procedures at least annually, or upon significant 9 Recovery Point Objectives (RPOs).
[changes.
Eslabl\sh document, approve, communicate, apply, evaluate and maintain
les and procedures for the relocation or transfer of hardware, software, or
Off-Site Transter  [data/information to an offsite o alterate location. The relocation o transfér
ith | Transfer of Sensitive and/or IMechanisms exist to restrict and govern the transfer of sensitive andjor
DCS-03 Authorization Policy and request requires the written or cryptographically verifiable authorization. Review | Functional | Intersects With Reouintod bata DCH-25 e data to third-countries of interational organizations 5
Procedures land update the policies and procedures at least annually, or upon significant
[changes.
[Establish, document, approve, communicate, apply, evaluate and maintain
Ipolicies and procedures for maintaining a safe and secure working environment IMechanisms exist to identify systems, equipment and respective operating
Secure Area Policy and |in offices, rooms, and facilities. Review and update the policies and procedures at| i Physma\ Security of Offices, environments that require limited physical access so that appropriate
DCS-04 3 Functional | Intersects With PES-04 8
Procedures least annually, or upon significant changes. Rooms & Facilities Iphysical access controls are designed and implemented for offices, rooms
land facilities.
[Establish, document, approve, communicate, apply, evaluate and maintain
Ipolicies and procedures for maintaining a safe and secure working environment N . norized '
Y Secure Area Policy and [in offices, rooms, and facilities. Review and update the policies and procedures at| i " y Physical security mechanisms exist to allow only authorized personnel access
DCS-04 A e T e e viearnd Functional | Intersects With | Working in Secure Areas | PES-04.1 [PYSC8I securit 8
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to protect and control digital and non-digital media during
e Media Ipolicies and procedures for the secure transportation of physical media. Review ltransport outside of controlled areas using appropriate security measures.
DCS-05 Transportation Policy and |and update the policies and procedures at least annually, or upon significant Functional | Intersects With |  Media Transportation DCH-07 8
Procedures
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to identify custodians throughout the transport of digital or
ledia lpolicies and procedures for the secure transportation of physical media. Review Inon-digital media.
DCS-05 Transportation Policy and [and update the policies and procedures at least annually, or Upon significant Functional | Intersects With Custodians DCH-07.1 8
Procedures lchanges.
[Establish, document, approve, communicate, apply, evaluate and maintain [Cryptographic mechanisms exist to protect the confidentiality and integrity
e Media Ipolicies and procedures for the secure transportation of physical media. Review Encrypting Data In Storage |of information stored on digital media during transport outside of controlled
DCS-05 Transportation Policy and  [and update the policies and procedures at least annually, or upon significant Functional | Intersects With Media DCH-07.2 areas. 5
Procedures lchanges.
[Classify and document the physical, and logical assets (e.g., applications) based
lon the organizational business risk. Review and update the assets’ classification IMechanisms exist to ensure data and assets are categorized In accordance
DCS-06 Assets Classification |at least annually, or upon significant changes. Functional Subset Of | Data & Asset Classification | DCH-02 Lt B e e contractual requirements, 10
[Cotalogue and track ol relevant physical and logical assets located at all of the [Mechanisms exist to perform inventories of Technology Assets, Applications,
[service provider's sites within a secured system. Review and updat [Services and/or Data (TAASD) that:
|catalogue at least annually or upon significant changes. (1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
tails;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
DCS.07 Assets Cataloguing and Functional Subset Of Asset Inventories AST-02  |(4) Includes organization-defined information deemed necessary to achieve 10
leffective property accountability; and
(5) 1s available for review and audit by designated organizational personnel
[Design and implement physical security perimeters to safeguard personnel, data, [Physical access control mechanisms exist to enforce physical access
Controlled Physical Access [and information systems. lauthorizations for all physical access points (including designated entry/exit
DCS-08 4 Functional Subset OF Physical Access Control PES-03  [points) to facilities (excluding those areas within the facility officially 10
|designated as publicly accessible).
Controlled Physical Access [Design and implement physical security perimeters to safeguard personnel, data, ith | Controlled Ingress & Egress [Physical access control mechanisms exist to limit and monitor physical
DCs-08 Points land systems. Functional | Intersects With Points PES03.1 |, ccess through controlled ingress and egress points. 8
[Use equipment identification as a method for connection authen tandardized N Mechanisms exist to implement a scalable, standardized naming convention
DCS-09 Equipment Identification Functional | Intersects With N antion S AST-01.3  [for Technology Assets, Applications, Services and/or Data (TAASD) that 8
onvention lavoids asset naming conflicts.
[Use equipment identification as a method for connection authentication IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
|dentification & land Audit (AAA) devices before establishing a connection using bidirectional
DCS-09 Equipment Identification Functional | Intersects With | , . GeMIRCaton ™ | 1AC-04  |authentication that is cryptographically- based and replay resistant 8
[AlTow only authorized personnel access to secure areas, with all ingress and [Mechanisms exist to identify systems, equipment and respective operating
legress points restricted, documented, and monitored by physical access control Physical Security of Offices, lenvironments that require limited physical access so that appropriate
DCS-10 Secure Area Authorization |mechanisms. Retain access control records on a periodic basis as deemed Functional | Intersects With Rooms & Facilities PES-04 |physical access controls are designed and implemented for offices, rooms 8
lappropriate by the organization. land facilities.
[Allow only authorized personnel access to secure areas, with all ingress and [Physical security mechanisms exist to allow only authorized personnel access
legress points restricted, documented, and monitored by physical access control lto secure areas.
DCS-10 Secure Area Authorization |mechanisms. Retain access control records on a periodic basis as deemed Functional | Intersects With | Working in Secure Areas |  PES-04.1 8
lappropriate by the organization.
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[Allow only authorized personnel access to secure areas, with all ingress and Physical access control eClanars Sao (o entor for, detect and respond
legress points restricted, documented, and monitored by physical access control . lto physical security incidents.
DCS-10 Secure Area Authorization |mechanisms, Retain access control records on a periodic basis as deemed Functional | Intersects With | Monitoring Physical Access | PES-05 8
lappropriate by the organization.
implement, maintain, and operate datacenter surveillance systems at the [Physical access control mechanisms exist to monitor for, detect and respond
DCS-11 Surveilance System |external perimeter and at al the ingress and egress poins to detect Functional | Intersects With | Monitoring Physical Access | ~ PES-05  [to physical security incidents. 8
lunauthorized ingress and egress attempts.
implement, maintain, and operate datacenter surveillance systems at the [Physical access control mechanisms exist to monitor physical intrusion
DCS-11 Surveillance System  [external perimeter and at all the ingress and egress points to detect Functional Intersects With Intrusion Alarms / PES-05.1  [alarms and surveillance equipment. 8
lunauthorized ingress and egress attempts. Surveillance Equipment
[Train datacenter personnel to safely manage adverse events, including but not [Mechanisms exist to provide role-based security, compliance and resilience-
limited to unauthorized ingress and egress attempts. related training
Role-Based Security, (1) Before authérizing access to the system or performing asslgned duties;
DCS-12 Adverse Event Response Functional SubsetOf | Compliance & Resilience |  SAT-03 [(2) When required by system changes; and 10
9 Training (3) Annually thereafter.
[Define, implement and evaluate processes, procedures and technical measures [Physical security mechanisms exist to protect power and telecommunications|
. lthat ensure a risk-based protection of power and telecommunication cables from Transmission Medium [cabling carrying data or supporting information services from interception,
DCs-13 Cabling Security la threat of interception, interference or damage at all facilities, offices an Functional Subset OF Security PES-12.1 interference or damage. 10
rooms.
implement and maintain data center environmental control systems that [Facility security mechanisms exist to protect power equipment and power
Imonitor, maintain and test for continual effect the temperature and . [cabling for the system from damage and destruction
DCS-14 Environmental Systems  |hmidity conditions within accepted industry standards. Functional Subset OF Supporting Utilities PES-07 10
implement and maintain data center environmental control systems that [Facility security mechanisms exist to utilize automatic voltage controls for
Imonitor, maintain and test for continual effectiveness the temperature and [critical system components.
DCS-14 Environmental Systems  |hmidity conditions within accepted industry standards. Functional | Intersects With | Automatic Voltage Controls | PES-07.1 5
implement and maintain data center environmental control systems that Facmty Security mechanisms exist to Shut off power in emergency situations
Imonitor, maintain and test for continual effectiveness the temperature and
lhumidity conditions within accepted industry standards. (1) Placing emergency shutoff switches or devices in close proximity to
DCS 14 Environmental Systems. Functional | Intersects With Emergency Shutoff PES-07.2 ;‘{;‘;’::E‘}_':ZZ‘E'" components to facilitate safe and easy access for 5
(2) Protecting emergency power shutoff capability from unauthorized
lactivation.
implement and maintain data center environmental control systems that [Facility security mechanisms exist to supply alternate power, capable of
Imonitor, maintain and test for continual effectiveness the temperature and Imaintaining minimally-required operational capability, in the event of an
DCs-14 Environmental Systems  |humidity conditions within accepted industry standards. Functional | Intersects With Emergency Power PES-07.3  lextended loss of the primary power source. 5
implement and maintain data center environmental control systems that [Facility security mechanisms exist to utilize and maintain automatic
Imonitor, maintain and test for continual effectiveness the temperature and lemergency lighting that activates in the event of a power outage or
DCS-14 Environmental Systems  |humidity conditions within accepted industry standards. Functional | Intersects With | Emergency Lighting PES-07.4 disruption and that covers emergency exits and evacuation routes within the 5
faciliy.
implement and maintain data center environmental control systems that [Facility security mechanisms exist to protect systems from damage resulting
Imonitor, maintain and test for continual effect the temperature and [from water leakage by providing master shutoff valves that are accessible,
DCS-14 Environmental Systems  |humidity conditions within accepted industry standards. Functional | Intersects With | Water Damage Protection |  PES-07.5 |working properly and known to key personnel. 5
[Secure, monitor, maintain, and test utilities services for continual effectiveness - [Mechanisms exist to conduct tests and/or exercises to evaluate the
DCS-15 Secure Utilities lat planned intervals. Functional Intersects With Cenl‘ngerégrillasgeslmg &|  gcp-oa  |contingency plan's effectiveness and the organization's readiness to execute 8
fthe
N [Secure, monitor, maintain, and test utilities services for continual effectiveness . N [Facility security mechanisms exist to protect power equipment and power
DCS-15 Secure Utilities at planned intervals. Functional | Intersects With | Supporting Utilties PES-07 | ling for the system from damage and destruction 8
[Keep business-critical equipment away from locations subject to high probability [Physical security mechanisms exist to locate system components within the
[for environmental risk events. Equipment Siting & [facility to minimize potential damage from physical and environmental
DCs-16 Equipment Location Functional Subset O D ection PES-12  |hazards and to minimize the opportunity for unauthorized access 10
Ectablish, monitor and report datacenter security mefrics to secure data center exist to develop, report and monitor Security, Compliance &
DCS-17 Datacenter Metrics ~ [-5:7 S TON Functional Subset Of | Measures of Performance | GOV-05  [aciian o 002 S Rp) measures of performance 10
[Define, \mmemem and evaluate processes, procedures and technical measures
lto ensure continuous operations. IMechanisms exist to facilitate the implementation of industry-recognized
P
. Datacenter Operations Secure Engineering y securiy. compliance and resience practices i the specification, design,
Des-18 Resilience Functional Subset Of Principles. SEA0L of Technology Assets, 10
[Appiications andlor Services (TAAS)
bes18 Datacenter Operations I)Qegssew\emienrxzéjsnggaawgge processes, procedures and technical measures | ¢ T S Ach%ee\gsﬁ:szwlesnce SEA0Lz [Uechanisms exist o achieve resience requirements in normal and adverse s
Eeﬁn& \mn\erlﬂem and eva\luate processes, procedures and technical measures [Mechanisms exist to ensure security, compliance and resilience are designed
Datacenter Operations [t ensure continuous operations land implemented to provide resistance to:
DCS-18 o Functional | Intersects With |  Resilience Capabilities SEAOL3 T e onal ertars (by users or Software); and 8
(2) Intentional attack or circumvention.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
olicies and procedures for the preparation, classification, protection and land procedures necessary for secure, compliant and resilient capabilities.
e P prep: p P Y P! P
Security and Privacy Policy [12ndiing of data throughout its ifecycle, and according to all applicable laws and Publishing Security,
DSP-01 regulations, standards, and risk level. Review and update the policies and Functional SubsetOf | Compliance & Resilience |  GOV-02 10
Procedures 9! P P
lprocedures at least annually, or upon significant changes. Documentation
[Apply industry accepted methods for the secure disposal of data from storage
Imedia such that data is not recaverable by any forensic means. Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
DSP-02 Secure Disposal Functional SubsetOf | Destruction orRe-Useof |  AST-09 [components using organization-defined techniques and methods to prevent 10
Equipment information being recovered from these components.
[Create and maintain a data inventory, at least for any sensitive, regulated and
lpersonal data. Review and update the inventory at least annually or upon
significant changes. IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in
(2) Identifes authorized software products, Including business Justifcation
DSP-03 Data Inventory Functional Subset Of Asset Inventories AST-02 tails; 10
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; ant
(5 Is available for review and audit by designated organizational personnel.
(Classify data according to its type, criticality and sensicvity level. IMechanisms exist to ensure data and assets are categorized in accordance
DSP-04 Data Classification Functional Subset Of | Data & Asset Classification | - DCH-02 s B e O oty andl contractual requirements. 10
[Create data flow documentation to identify what data is processed, stored or [Mechanisms exist to maintain network architecture diagrams that:
ltransmitted where. Review data flow documentation at defined intervals, at least Network Diagrams & bata (2 Contai sfficientceti o ssess the securty of th networcs
DSP-05 Data Flow Documentation [2nually, or upon significant changes. Functional Subset Of P AST-04 farchitectur 10
9 ) Refect the current architecture o the network environment; and
(3) Document all sensitive/regulated data flow:
DSP-06 Da\as?ev:‘r;eréss:\i;;and [Cocument ownership and stewardship Z;:lgﬁ!ﬁvan( documented personal and Functional | Intersects With Data Stewardship DCHo11 [Pechanisms exist o ensure data stewardship i ass\gned, documented and s
[Develop systems, products, and business practices based upon a principle of [Mechanisms exist to facilitate the implementation of industry-recognized
) lsecurity by design and industry best practices. lsecurity, compliance and resilience practices in the specification, design,
Data Protection by Design Secure Engineering an of Technology Assets,
DSP-07 Functional t Of EA-0L 2 1
SP-0 e botaule unctional Subset O Princio AL o emmicas (TANS) 0
[Develop systems, products, and business practices based upon a principle of [Mechanisms exist to implement secure configuration settings by default to
Data Protection by Design [security by design and industry best practices. reduce the likelihood of Technology Assets, Applications and/or Services
DSP-07 Dot Functional | Intersects With | Secure Settings By Default | TDA-09.6  |(TAAS) being deployed with weak Security Settings that would put the TAAS 8
Jat a greater risk of compromise.
[Develop systems, products, and business practices based upon a principle of [Mechanisms exist to limit the collection, receiving, processing, storage,
Data Privacy by Design and [Privacy by design and industry best practices. Ensure that systems' privacy Reasonable Data Privacs ftransmission, sharing, updating and/or disposal of Personal Data (PD)
DSP-08 A a{m 9 settings are configured by default, according to all applicable laws and Functional Intersects With Practices Y | PRIOLIL |according to reasonable consumer expectations for what is necessary and 8
regulations. lproportionate
[Develop systems, products, and business practices based upon a principle of [Mechanisms exist to implement secure configuration settings by default to
lprivacy by design and industry best practices. Ensure that systems’ privacy reduce the likelihood of Technology Assets, Applications and/or Services
Data Privacy by Design and
DSP-08 Default semngs are configured by default, according to all applicable laws and Functional Intersects With | Secure Settings By Default | TDA-09.6 |(TAAS) being deployed with weak security settings that would put the TAAS. 8
regulati lat a greater risk of compromise.
[Conduct a Data Protection Impact Assessment (DPIA) to evaluate the origin, [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
55900 Data Protection Impact  |nature, particularity and severity of the risks upon the processing of personal Functional coual Data Protection Impact nexo  [Technolooy Assets, Applications andor Services (TAAS) that store, process 10
ment |data, according to any applicable laws, regulations and industry best practices. q ‘Assessment (DPIA) land/or transmit Personal Data (PD) to identify and remediate reasonably-
lexpected risks
[Define, implement and evaluate processes, procedures and technical measures
lthat ensure any transfer of personal or sensitive data is protected from Use of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
DSP-10 Sensitive Data Transfer  |unauthorized access and only processed within scope as permitted by the Functional | Intersects With e CRY-01 [protections controls using known public standards and trusted cryptographic 5
respective laws and regulations. [technologies
[Define, implement and evaluate processes, procedures and technical measures
[that ensure any transfer of personal or sensitive data is protected from [Cryptographic mechanisms exist to protect the confidentiality of data bein
DSP-10 Sensitive Data Transfer |iinauthorized access and only processed within scope as permitted by the Functional | Intersects With C CRY-03 et P Y 9 5
respective laws and regulations.
[Define, implement and evaluate processes, procedures and technical measures
lthat ensure any transfer of personal or sensitive data is protected from
DSP-10 Sensitive Data Transfer | nauthorized access and only processed within scope as permitted by the Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 5
respective laws and regulations.
[Define, implement and evaluate processes, procedures and technical measures
[that ensure any transfer of personal or sensitive data is protected from IMechanisms exist to utilize a process to assist users in making information
DSP-10 Sensitive Data Transfer nauthorized access and only processed wihn scope a5 permited by he Functional | Intersects With | Information Sharing DCH1a e Gecisions o ensure duta is appropriately protected 8
respective laws and regulations.
aeaf;";‘;r';z‘:nmezta:zfem‘;::Seezr:‘-::rsi:zs;;wecedi\gess ;r;glleiz;‘?olr;"easures [Mechanisms exist to verify that individuals or Technology Assets,
ure any itive i |Applications and/or Services (TAAS) transferring data between
DSP-10 Sensitive Data Transfer | inauthorized access and only processed within scope as permitted by the Functional | Intersects With | Transfer Authorizations | DCH-14.2 R0 CoLo0e o e e e authorzations (6.9, write 8
respective laws and regulations. lpermissions or privileges) prior to transferring said data
[Define, implement and evaluate processes, procedures and technical measures
[that ensure any transfer of personal or sensitive data is protected from IMechanisms exist to secure ad-hoc exchanges of large digital files with
DSP-10 Sensitive Data Transfer | nauthorized access and only processed within scope as permitted by the Functional | Intersects With Ad-Hoc Transfers DCH17 el or external parties 9 ge dig 8
respective laws and regulations.
[Define and implement, processes, procedures and technical measures to enable
|data subjects to request access to, modification, or deletion of their personal
|data. according to any applicable laws and regulations. IMechanisms exist to provide authenticated data subjects the ability to:
(1) Access their Personal Data (PD) that is being processed, stored and
lshared, except where the burden, risk or expense of providing access would
Ibe disproportionate to the benefit offered to the data subject through
lgranting access;
(2) Obtain answers on the specifics of how their PD is collected, received,
Personal Data Access,
g g y lprocessed, stored, transmitted, shared, updated and/or disposed;
DSP-11 eversal Rectification and Functional Subset Of [Data Subject Empowerment|  PRI06  [PTOeSSSE0. Siores, Bensmited, ST 10
) Obtain the categories of their PD being collected, received, processed.
lstored and s
5) Request correction to their PD e to inaccuracies;
(6) Request erasure of their PD; ai
(7) Restric the further collecting, recelving, processing, storing, transmitting,
lupdated and/or sharing of their PD.
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Define, implement and evaluate processes, procedures and technical measures IMechanisms exist to ensure data privacy notices identify the purpose(s) for
P12 Limitation of Purpose in |to ensure that personal data is processed according to any applicable laws and runctional | ntersects with | soecificat pRLG2.1 |Mhich Personal Data (PD) is collected, received, processed stored, o
DSP- Personal Data Processing |egulations and for the purposes declared to the data subject. unctiona ntersects Wi urpose Specification s ftransmitted and/or shared
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to determine and document the legal authority that
Limitation of Purpose in [f0 ensure that personal data is processed according to any applicable laws and . Authority To Collect, lpermits the organization to collect, receive, process, store, transmit, share,
DSP-12 Personal Data Processing |€gulations and for the purposes declared to the data subject. Functional Intersects With | Process, Store & Share PRI-04.1 | pdate and/or dispose Personal Data (PD), either generally or in support of a 8
Personal Data (PD) lspecific business process.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to address the use of Personal Data (PD) for internal
lto ensure that personal data s processed according to any applicable laws and ftesting, training and research that:
Limitation of Purpose in _["e9ulations and for the purposes declared to the data subject. Internal Use of Personal (1) Takes measures to limit or minimize the amount of PD used for internal
DSP-12 Persondl bata Pracessing Functional | Intersects With | Data (PD) For Testing, PRI-05.1 |testing, training and research purposes; and 8
Training and Researc (2) Authorizes the use of PD when such information is required for internal
ltesting, training and research.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to restrict collecting, receiving, processing, storing,
lto ensure that personal data is processed according to any applicable laws and ftransmitting, sharing and/or updating Personal Data (PD) to:
regulations and for the purposes declared to the data subject. w The purpuse(s7 originally collected, consistent with the data privacy
Inotic
Limitation of Purpose in i Usage Restrictions of
DSP-12 Functional | Intersects With PRI05.4 |(2) Whatis authorized by the data subject, or authorized agent; and 8
Personal Data Processing Personal Data (PD) (3) What is consistent with applicable laws, regulations and contractual
lobligations.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
Personal Data Sub-  [for the transfer and sub-processing of personal data within the sen pply | Information Sharing With lpurposes identified in the data privacy notice and with the implicit or explicit
DSP-13 processing |chain, according to any applicable laws and regulations, Functional Intersects With hird pamef PRI-07  lconsent of the data subject. 8
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to include data privacy requirements in contracts and
Personal Data Sub-  [for the transfer and sub-processing of personal data within the service supply Data Privacy Requirements lother acquisition-related documents that establish data privacy roles and
DSP-13 processing |chain, according to any applicable laws and regulations. Functional Intersects With fofCoﬂt;a(m;S & Service PRI-07.1  lresponsibilities for contractors and service providers. 8
roviders
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to clearly define and communicate the organization's role
- [for the transfer and sub-processing of personal data within the service suppl in processing Personal Data (PD) in the data processing ecosystem.
ose13 P D S st any Soovcobielon o ogutatons PP functonal | mersects win |10 Procsseing o ersonal| gy g 5 (1 Processng processing ecosy: 5
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to inform applicable third-parties of any modification,
- [for the transfer and sub-processing of personal data within the service suppl - |deletion or other change that affects shared Personal Data (PD)
DsP13 Personal D212 545" |chain, according to any appicabie laws and regulations. i Functional | Intersects with | OP19%n o iform Thifd- | pp.o7.3 ’ s
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to:
lto disciose the details of any personal or sensitive data access by sub-processors (1) Make data privacy notice(s) available to individuals upon first interacting
lto the data owner prior to initiation of that processing. [with an organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received, processed, stored, transmitted, shared, updated andor disposed;
(3) Contain all necessary notice-related criteria required by applicable
|statutory, regulatory and contractual obligations;
((4) Define the scope of PD processing activities, including the geographic
DSP-14 Disclosure of Data Sub- Functional | Intersects With | Data Privacy Notice pRi02 [locations and third-party recipients that process the PD within the scope of 8
processors lthe data privacy notic
(5) Periodically, review and update the content of the privacy notice, as
Inecessary; an
(6) Retain prior versions of the privacy notice, in accordance with data
retention requirements
[Obtain authorization from data owners, and manage associated risk before Mechanisms exist to address the use of Personal Data (PD) fr interal
replicating or using production data in non-production environments. leting, & ang teseareh
Internal Use of Personal 2
DSP-15 Limitation of Production Functional | Intersects With |  Data (PD) For Testing, prios1 (1) Takes. rr_\easures fo lmit or minimize the amount of PD used for interal s
Training and Researc esting, training and research purposes; and
(2) Authorizes the use of PD when such information is required for internal
ftesting, training and research.
Limitation of Production [ s e o Lt frorh data oaners, and manage assoclated sk before IMechanisms exist to approve, document and control the use of live data in
2 replicating or using production data in non-production environment: . 3
DSP-15 o e plicating 9 P p Functional | Intersects With Use of Live Data A0 o mment and test emuironmonts 5
[Data retention, archiving and deletion is managed in accordance with business IMechanisms exist to retain media and data in accordance with applicable
DSP-16 Data Retention and Deletion pplicable laws and regulations Functional Subset OF Media & Data Retention DCH18 [ oty Tegulatory and contractual obligations. 10
[Data retention, archiving and deletion is managed in accordance with business echanisms exist to
applicable laws and regulations
L 9 (1) Retain Personal Data (PD), including metadata, for an organization-
|defined time period to fulfll the purpose(s) identified in the notice or as
Personal Data (PD) required by law;
DSP-16 Data Retention and Deletion Functional | Intersects With | cPersena Bate (P0) PRI05 [(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardiess of the 8
P Imethod of storage; and
(3) Use organization-defined techniques or methods to ensure secure
|deletion or destruction of PD (including originals, copies and archived
records).
[Define and implement, processes, procedures and technical measures to protect i Sensitive Data In Public IMechanisms exist to limit and manage the storage of sensitive/regulated
DSP-17 Sensitive Data Protection | ongitive data throughout Functional | Intersects With Cloud Providers CLD-10 lyata in public cloud providers 5
DSP-17 Sensitive Data Protection E:,f‘;ﬁ;"ga‘g"t‘fr':f;‘;'oﬂ””esses' procedures and technical measres to protect | ¢, iong) Subset OF Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 10
[Define and implement, processes, procedures and technical measures to protect [Mechanisms exist to ensure that Technology Assets, Applications and/or
DSP-17 Sensitive Data Protection [sensitive data throughou Functional | Intersects With | Highest Classification Level| DCH-02.1 [Services (TAAS) are classified according to the highest level of data 5
[sensitivity that is stored, transmitted and/or processed.
DSP-17 Sensitive Data Protection 55:;5;"33@‘1‘:,’;5;;0,';;??55:( procedures and technical measures to protect | ¢y ctional | intersects With | Sensitive Data Inventories | DCH-06.2 Fomduct samstive media mventories ot loast. :n'na“:‘a?\eyns'twe media and 5
Define and Implement processes, procedures and techmical measures to protect i Making Sensitive Data exist to ensure data is rendered human
DSP-17 Sensitive Data Protection |Concitive data throughout it's lifecycle. Functional | Intersects With | jnreadable In Storage DCH-064 | jnreadable anywhere sensitive/regulated data is stored. 5
Define and implemen processes, procedures and techmical measures to protect Protecting Sensitive /
lsensitive data throughout it's lifecycle. Reguiated Data on External Mechanisms exit o ensure thathe requirements fo the protection of
g i 5 lsensitive/regulated data processed, stored or transmitted on external
DSP-17 Sensitive Data Protection Functional | Intersects With | technology Assets, || DCH133 e 0, Ricets, Appiications ancior Services (TAAS), e implemented in 5
PP laccordance with applicable statutory, regulatory and contractual obligations.
[Define and implement, processes, procedures and technical measures to protect i Access To Sensitive / IMechanisms exist to limit access to sensitive/regulated data to only those
DSP-17 Sensitive Data Protection |Concitive data throughout Functional | Intersects With Regulated Data 1AC-20.1fin jividuals whose job requires such access. 5
[Define and implement, processes, procedures and technical measures to protect -
lsensitive data throughou Adequate Security for IMechanisms exist to protect sensitive/regulated data that is collected,
DSP-17 Sensitive Data Protection Functional | Intersects With | Sensitive / Regulated Data | 1A0-03.2  |developed, received, transmitted, used or stored in support of the 5
In Support of Contracts lperformance of a contract.
[Define and implement, processes, procedures ‘and technical measures to protect
lsensitive data throughout it's lifecy IMechanisms exist to restrict collecting, receiving, processing, storing,
ftransmitting, sharing and/or updating Personal Data (PD) to:
(1) The purpose(s) originally collected, consistent with the data privacy
DSP-17 Sensitive Data Protection Functional | Intersects with | Us29® Restictions of PRI-05.4  |notice(s); 5
(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and contractual
lobligations.
Define and implemen. processes, procedures and technical measures to protect Sensitive / Regulated Data [Mechanisms exist to ensure that every user accessing a system processing,
DSP-17 Sensitive Data Protection [sensitive data throughout it's lifecycle. Functional Intersects With Storage, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 5
Processing lhandling requirements.
[The service provider must implement and describe to service customers the [Mechanisms exist to determine whether a government agency has an
lprocedure to manage and respond to requests for disclosure of Personal Data by Legal Assessment of lapplicable and valid legal basis to request data from the organization and
DSp-18 Disclosure Notification Law Enforcement Authorities according to applicable laws and regulations Functional Intersects With Investigative Inquires CPL-05  |what further steps need to be taken, if necessary. 8
[The service provider must implement and describe to service customers the [Mechanisms exist to notify customers about investigation request
lprocedure to manage and respond to requests for disclosure of Personal Data by Investigation Request Inotifications, unless the applicable legal basis for a government agency's
Dsp-18 Disclosure Notification Law Enforcement Authorities according to applicable laws and regulations Functional Intersects With Notifications CPL-05.1  laction prohibits notification (e.g., potential criminal prosecution). 8
[The service provider must implement and describe fo service customers the [Mechanisms exist to support official investigations by provisioning
lprocedure to manage and respond to requests_for disclosure of Personal Data by jovernment investigators with *least privileges" and *least functionality" to
DSP-1 Discl Notificati lLaw Enforcement Authorities according to applicable laws and regulations Functional | Intersects with |  Investigation Access pLO5.2 |ensure that government investigators only have access to the Technology
SP18 \sclosure Notication unctiona! ntersects W Restrictions CPL05:2 xGsets, Applications, Services andjor Data (TAASD) needed to perform the 8
investigation.
[The service provider must implement and describe to service customers the [Mechanisms exist to restrict the disclosure of sensitive/regulated data to
lprocedure to manage and respond to requests_for disclosure of Personal Data by lauthorized parties with a need to know.
DSP-18 Disclosure Notification  |[aw Enforcament Authorities according to applicable laws and reguiations Functional | Intersects With | Disclosure of Information | DCH-03.1 8
e provider must mplement and describe fo service customers the - [Mechanisms exist to reject unauthenticated, or untrustworthy, disclosure
lprocedure to manage and respond to requests_for disclosure of Personal Data by Reject Unauthenticated or requests.
DSP-18 Disclosure Notification  |Law Enforcament Authorities according to applicable laws and reguiations Functional | Intersects With | Untrustworthy Disclosure |  PRI-07.4 5
[The service provider must implement and describe to service customers the [Mechanisms exist to reject data subject access requests that are categorized
lprocedure to manage and respond to requests_for disclosure of Personal Data by :
. i lLaw Enforcement Authorities according to applicable laws and regulations i Justification To Reject Y (1) Harassing;
DSP-18 Disclosure Notification Functional | Intersects with | /e eR o e PRIOTs ()RS o 5
(3) Fraudulent.
[The service provider must implement and describe to service customers the Mechanisms exst to provide data sub]ecls with an accounting of disclosures,
lprocedure to manage and respond to requests_for disclosure of Personal Data by lof their Personal Data (PD) controlled
DSP-18 Disclosure Notification |l aw Enforcement Authorities according to applicable laws and regulations. Functional | Intersects With | Accounting of Disclosures | PRI-14.1  |(1) The organization; and/or 8
(2) Relevant third-parties that their PD was shared with
[The service provider must implement and describe to service customers the [Mechanisms exist to nuufy data subjects of applicable legal requests to
lprocedure to manage and respond to requests_for disclosure of Personal Data by Notification of Disclosure ldisclose Personal Data (PD)
DSP-18 Disclosure Notification  [[au Enforcement Authorities according to applicable laws and regulations Functional | Intersects With | peocciTo Data Subject | PRI-14:2 8
[Define and implement, processes, procedures and technical measures to specify [Mechanisms exist to control the location of cloud processing/storage based
land document the physical locations of data, including any locations in which Geolocation Requirements lon business requirements that includes statutory, regulatory and contractual
DSP-19 Data Location |data is processed or backed up. Functional | Intersects With |for Processing, Storage and|  CLD-09 |objigations. 5
Service Locations
[Define and implement, processes, procedures and technical measures to specify Mechanisms exist o inventary, document and maintain data flows for data
land document the physical locations of data, including any locations in which lthat is resident (permanently or temporarily) within a service'
DSP-19 Data Location |data is processed o backe Functional SubsetOf  [Geographic Location of Data  DCH-19 ~[deographicaly distributed applcations (physical and virua), Tnfrastructure, 10
lsystems components and/or shared with other third-partie:
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the implementation of security, compliance
Ipolicies and procedures for an information governance program, which is i land resilience governance controls.
GRC-0L Governance Program Policy [sponsored by the leadership of the organization. Review and update the policies | pynctional Subset OF Security, Compliance & Gov-o1 10
d Procedures nd procedures at least annually, or upon significant changes. Resilience Program (SCRP)
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
ey [Polcies and procedures for an information governance program, which s Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
GRC-0L Governance Program Policy sponsored by the leadership of the organization. Review and update the polcies | functional | Intersects With | Compliance & Resilience |  GOV-02 8
land procedures at least annually, or upon significant changes. DocUmentation
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[Establish and maintain a formal, documented, and leadership-sponsored IMechanisms exist to facilitate the implementation of strategic, operational
Enterprise Risk Management (ERM) program that includes policies and . land tactical risk management controls.
GRC-02 Risk Management Program [srocedures for identification, evaluation, ownership, treatment, and acceptance |  Functional | Intersects With | Risk Management Program | RSK-01 8
Jof risks.
[Review all relevant organizational policies and associated procedures at least [Mechanisms exist to review the Security, Compiiance & Resilience Program
Organizational Policy  [annually or when a substantial change occurs within the organization. Periodic Review & Update of] (SCRP), including policies, standards and procedures, at planned intervals or
GRC-03 Reviews Functional Equal Security, Compliance & GOV-03  if significant changes occur to ensure their continuing suitability, adequacy 10
Resilience Program land effectiveness.
Ectabich and follow an approved excepton process 35 mandated by the [Mechanisms exist to prohibit exceptions to standards, except when the
GRC-04 Policy Exception Process [governance program whenever a deviation from an established policy occurs Functional Subset O Exception Management | GOV-02.1 [exception has been formally assessed for risk impact, approved and 10
nformation Security _|PCV€I9P and Implement an Information Securlty Program, Which ncludes Security, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance
X rograms for all the relevant domains of the CCM. g x land resilience governance controls.
GRC-05 prog Functional Subset OF | 28 . Froatam (6cRp) | GOV-01 It 10
[Define and document roles and responsibilities for planning, implementing, B 4 securtt [Mechanisms exist to assign one or more qualified individuals with the mission
Governance Responsibility [oPerating, assessing, and improving governance programs. . ssigned Security, land resources to centrally-manage, coordinate, develop, implement and
GRC-06 Vodel Y Functional | Intersects With | Compliance &Resilience | GOV-04  Imaintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsibilities
((SCRP).
[Define and document roles and responsibilities for planning, implementing, [Mechanisms exist to enforce an accountability Structure so that appropriate
Governance Responsibility [oPerating, assessing, and improving governance programs. | stakeholder Accountabilit lteams and individuals are empowered, responsible and trained for mapping,
GRC-06 Mede\p v Functional Intersects With Structure Y| GOV-041 |measuring and managing Technology Assets, Applications, Services and/or 8
IData (TAASD)-related risks.
[Define and document roles and responsibilities for planning, implementing, [Mechanisms exist to establish an authoritative chain of command with clear
Governance Responsibility [oPerating, assessing, and improving governance programs. Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
GRC-06 Mede\p ey Functional Intersects With GOV-04.2 related to managing Technology Assets, Applications, Services and/or Data 5
(TAASD)-related risks.
[Define and document roles and responsibilities for planning, implementing, [Mechanisms exist to define cybersecurity roles & responsibilities for ail
GRC-06 Governance Responsibility |operating, assessing, and improving governance programs. Functional | Intersects With Defined Roles & HRS-03  [personnel 8
Mode! Responsibilities
[Define and document roles and responsibilities for planning, implementing, [Mechanisms exist to document and maintain a Responsible, Accountable,
loperating, assessing, and improving governance programs. Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
GRC-06 Governance Responsibility Functional | Intersects With | Supoortive, Conaned & | Tem.0s.4 [fo delineate assignment for security, compliance and resilience controls s
Model informed (RASCI) Matrix lbetween internal stakeholders and External Service Providers (ESPs)
dentify and document all relevant standards, reguiations, legal/contractual, and [Mechanisms exist to facilitate the identification and implementation of
GRC-07 Information System  Itatutory requirements, which are applicable to your organization. Review at Functional Subset OF Statutory, Regulatory & CPL-01  [relevant statutory, regulatory and contractual controls. 10
Regulatory Mapping [ieast annually or upon significant changes. Contractual Compliance
dentify and document all relevant standards, regulations, legal/contractual, and [Mechanisms exist to document and validate the SCope of security,
Information System  [statutory requirements, which are applicable to your organization. Review at |compliance and resilience controls that are determined to meet statutory,
GRC-07 Regulatory Mapping  |least annually or upon significant changes. Functional | Intersects With Compliance Scope CPL-01.2 |regulatory and/or contractual compliance obligations. 8
[Establish and maintain contact with cloud-related special interest groups and Mechanisms exst Lo establih contact wih selected groups and associations
lother relevant entities in line with business context. [within the security, compliance and resilience communities to:
1) Facllitats ongaing eybersecurity and data protaetion education and
[training for organizational personnel;
(2) Maintain currency with recommended cybersecurity and data protection
GRC-08 Special Interest Groups Functional Subsetof | Contacts WihGroups & | Goy.g7  |practices, techniques and technologies; an 10
ssociations (3) Share current cybersecurity andjor data protection-elated information
including threats, vulnerabilities and incident
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the implementation of personnel security
Ipolicies and procedures for background verification of all new employees [controls.
(including but not limited to remote employees, contractors, and third parties)
Back laccording to local laws, regulations, ethics, and contractual constraints and " 2
HRS-01 ackground Screening | portional to the data classification to be accessed, the business requirements, | Functional Subset Of luman Resources Security | og g7 10
Policy and Procedures  |ang acceptable risk. Review and update the policies and procedures at least Management
lannually, or upon significant changes:
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to manage personnel security risk by screening individuals
Ipolicies and procedures for background verification of all new employees lprior to authorizing access.
(including but not limited to remote employees, contractors, and third parties)
Back laccording to local laws, regulations, ethics, and contractual constraints and
HRS-01 ackground Screening | portional to the data classification to be accessed, the business requirements, | Functional | Intersects With Personnel Screening HRS-04 8
Policy and Procedures  |ang acceptable risk. Review and update the policies and procedures at least
lannually, or upon significant changes:
Es[abl\sh document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to require all employees and contractors to apply
Acceptable Use of and procedures for defining allowances and conditons for the acceptable |cybersecurity and data protection principles in their daily work to enable
HRS-02 Technology Policy and e of organizationally-owned or managed assets, Review and update Functional Subset Of Terms of Employment HRs.05  [secure, compliant and resilient capabilities. 10
Procadures poicies and procedurcs at least annualy. or upon Signinéant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to define acceptable and unacceptable rules of behavior
Acceptable Use of  |Policies and procedures for defining allowances and conditions for the acceptable fo the use of technologies, ncluding consequences for unacceptable
HRS-02 Technology Policy and  [use of organizationally-owned or managed assets. Review and update the Functional | Intersects With Rules of Behavior HRs-05.1 [Pehav 8
Procadures Ipolicies and procedures at least annually, or upon significant changes.
Estabish, document, approve, communicate, apply_evaluate and maintain [Mechanisms exist to establish usage restrictions and implementation
Acceptable Use o [Policies and pracedures for defining allowances and condltions fr the acceptable lguidance for organizational technologies based on the potential to cause
HRS-02 Technology Policy and |5 of organizationally-owned or managed assets, Review and upda Functional | Intersects With |Technology Use Restrictions| HRs-05.3 [damage to Technology Assets, Applications andjor Services (TAAS), if use s
rocndures. poicies and procedurcs at least annualy. or upon Sninéant changes. imaliciously.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to define acceptable and unacceptable rules of behavior
Clean Desk Policy and  |Policies and procedures that require unattended workspaces to not have openly ffor the use of technologies, including consequences for unacceptable
HRS-03 Procedures |visible confidential data. Review and update the policies and procedures at least Functional Intersects With Rules of Behavior HRS-05.1  |hehavior. 5
lannually, or upon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain IMechanisms exist to define secure telecommuting practices and govern
Remote and Home Working [P01ieS and procedures to protect information accessed, processed o stored at work From Anywhere (WFA) remote access to Technology Assets, Applications, Services and/or Data
y emote and Home Working [remote sites and locations. Review and update the policies and procedures at jork From Anywhere . (TAASD) for remote workers.
HR: | t T.
=04 Policy and Procedures  [least annually, or upon significant changes. Functional Subset Of "o iecommuting Security | NET-14:5 10
[Establish and document procedures for the return of organization-owned assets [Mechanisms exist to ensure that employees and third-party users return all
HRS-05 Asset returns lby terminated employees, contractors and third parties Functional Subset O Return of Assets AST-10  [organizational assets in their possession upon termination of employment, 10
|contract or agreement.
[Establish, document, and communicate to all relevant personnel the procedures
loutlining the roles and responsibilities concerning changes in employment IMechanisms exist to proactively govern the following personnel
ctions:
HRS-06 Employment Termination Functional Subsetof | Onpoarding. Transfering &1 HRs-01.1  |(1) Onboarding new personnel (e.g. new hires); 10
9 2) Transfemng personnel into new roles wlthm the organization; and
((3) Offboarding personnel (e.g., ).
[Establish, document, and communicate to all relevant personnel the procedures
HRS-06 Employment Termination [outlining the roles and responsibilities concerning changes in employment. Functional Intersects With Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 8
Agreement |ETPloYees sign the employee agreement prior to being granted access to [Mechanisms exist to formally educate authorized users on proper data
HRS-07 psect ystems, resources and assets. Functional | Intersects With |  Formal Indoctrination HRS-04.2  |handiing practices for all the relevant types of data to which they have 5
Jaccess.
Agreement Employees sign the emn\oyee agreement prior to being granted access to Mechanisms exist to require all employees and contractors to apply
HRS-07 psect ystems, resources and assets. Functional Subset OF Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 10
|secure, compliant and resilient capabilities.
Employment Agreement |1 01danization includes within the employment agreements provisions andjor IMechanisms exist to require all employees and contractors to apply
HRS-08 [terms for adherence to established information governance and security policies. Functional Subset Of Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 10
|secure, compliant and resilient capabilities.
mployment Agreement | organization includes within the employment agreements provisions and/or Mechanisms exist to define acceptable and unacceptable ules of behavior
HRS-08 LAk [terms for adherence to established information governance and security policies. | Functional | Intersects With Rules of Behavior HRS-05.1 for the use of including 8
lbenavior.
Personnel Roles and _[Establish, document and communicate foles and responsmmnes of employees, Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibilities for all
HRS-09 i las they relate to information assets' security and p Functional Subset Of i HRS-03 |0 connel. 10
dentiy. document, and review. 3t planned m(er\/a\s. requlremenls for non- echianisms exst o require Non-Disclosure Agreements (NDA)or smilar
HRS-10 Non-Disclosure g the needs for the Functional Subset Of C HRS-06.1 hat reflect the needs to protect data and 10
lorotection of data and operational detaiks, loperational details, or both emp\oyees and third-parties.
[Establish, document, approve, communicate, apply, evaluate and maintain a Security, Compliance & [Mechanisms exist to facilitate the implementation of security workforce
HRS-11 Security Awareness Training|security awareness training program for all employees of the organization and Functional Subset OF Resilience-Minded SAT-01  [development and awareness controls. 10
lprovide regular training updates. Workforce
[Provide employees with access to sensitive organizational and personal data with N N [Mechanisms exist to provide all employees and contractors appropriate
Personal and Sensitive Data [aPPropriate security awareness training and regular updates in organizational Security, Compliance & lsecurity, compliance and resilience awareness education and training that is
HRS-12 Awareness and Training _ [Procedures, processes, and policies relating to their professional function relative| ~ Functional Subset Of Resilience Awareness SAT-02  relevant for their job function. 10
lto the organization. Training
[Make employees aware of their roles and responsibilities for maintaining [Mechanisms exist to communicate with users about their roles and
Compliance User  [awareness and compliance with established policies and procedures an responsibilities to maintain a safe and secure working environment.
HRS-13 Responsibilty lapplicable legal, statutory, or regulatory compliance obligations, Functional | Intersects With User Awareness HRS-03.1 8
[Make employees aware of their roles and responsibilities for maintaining [Mechanisms exist to formally educate authorized users on proper data
Compliance User  [awareness and compliance with established policies and procedures and Ihandiing practices for all the relevant types of data to which they have
HRS-13 Responsibilty lapplicable legal, statutory, or regulatory compliance obligations, Functional | Intersects With |  Formal Indoctrination HRS-04.2 |access, 8
[Make employees aware of their roles and responsibilities for maintaining [Mechanisms exist to require all employees and contractors to apply
Compliance User wareness and compliance with established policies and procedures and lcybersecurity and data protection principles in their daily work to enable
HRS-13 Responsibility lapplicable legal, statutory, or regulatory compliance obligations. Functional Intersects With | Terms of Employment. HRS-05  |secure, compliant and resilient capabilities. 8
[Establish, document, approve, communicate, implement, apply, evaluate, and [Mechanisms exist to establish, maintain and disseminate policies, standards
Identity and Access  |maintain policies and procedures for identity and access management. Review Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
1AM-01 Management Policy and |and update the policies and procedures at least annually, or upon significant Functional | Intersects With | Compliance & Resilience | GOV-02 8
rocedures lchanges. Documentation
[Establish, document, approve, communicate, implement, apply. evaluate, and [Mechanisms exist to review the Security, Compliance & Resilience Program
Identity and Access  |maintain policies and procedures for identity and access management. Review Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
1AM-01 Management Policy and  [and update the policies and procedures at least annually, or upon significant Functional | Intersects With |~ Security, Compliance & GOV-03 [if significant changes occur to ensure their continuing suitability, adequacy 8
Procedures lchanges. Resilience Program land effectiveness.
[Establish, document, approve, communicate, implement, apply, evaluate, and [Mechanisms exist to facilitate the implementation of identification and
Identity and Access  |maintain policies and procedures for identity and access management. Review Identity & Access laccess management controls.
1AM-01 Management Policy and  [ang update the policies and procedures at least annually, or upon significant Functional | Intersects With Management (1AM) lac-01 8
Procedures lchanges.
[Establish, document, approve, communicate, implement, apply, evaluate, and [Mechanisms exist to implement Strong Customer Authentication (SCA) for
Identity and Access  |maintain policies and procedures for identity and access management. Review Strong Customer |consumers to reasonably prove their identity.
1AM-01 Management Policy and  |and update the policies and procedures at least annually, or upon significant Functional | Intersects With | ity ot Zrion (SCA) WEB-06 5
rocedures lchanges.
[Establish, document, approve, communicate, implement, apply, evaluate, and [Mechanisms exist to establish, maintain and disseminate policies, standards
Imaintain policies and procedures for the management of authentication Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
1AM-02 Credentials Management - |credentials, including passwords. Review and update the policies and Functional Intersects With | Compliance & Resilience GOV-02 8
Policy and Procedures  [procedures at least annually, or upon significant changes. Documentation
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[Establish, document, approve, communicate, implement, apply, evaluate, and IMechanisms exist to review the Security, Compliance & Resilience Program
Imaintain policies and procedures for the management of authentication periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
JAM-02 Credentials Management |credentials, including passwords. Review and update the policies and Functional | Intersects With | _ Security, Compliance & Gov-03 [ significant changes occur to ensure their continuing suitability, adequacy s
Policy and Procedures  [procedures at least annually, or upon significant changes. Resilience Program land effectiveness.
[Estabilsh, document, approve, communicate, implement, apply, evaluate, and [Mechanisms exist to facilitate the implementation of identification and
Cregentials Imaintain policies and procedures for the management of authentication @ oa laccess management controls.
redentials Management |credentials, including passwords. Review and update the policies and fentity & Access
1AM-02 3 Functional | Intersects With 1AC-01 8
Policy and Procedures  |procedures at least annually, or upon significant changes. u " Management (IAM)
[Manage, store, and regularly review the inventory of identities, and monitor_therr User & Service Account [Mechanisms exist to maintain a current fist of authorized users and service
1AM-03 Identity Inventory 1089 801 Functional | Intersects With antorios 1ac013 [N 8
[Manage, store, and regularly review the inventory of identities, and monitor_therr IMechanisms exist to inventory all privileged accounts and validate that each
1AM-03 Identity Inventory level of access. Functional | Intersects With Privileged Account IAC-16.1  [person with elevated privileges is authorized by the appropriate level of 8
Inventories lorganizational management.
[Employ the separation of duties principle when implementing information system [Mechanisms exist to implement and maintain Separation of Duties (50D) to
1AM-04 Separation of Duties  [-(" Functional Equal Separation of Duties (50D) | HRS-11 |t e opriate activity without collusion. 10
[Employ the least privilege principle when implementing information system [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
. laccess. i lauthorized access to processes necessary to accomplish assigned tasks in
1AM-05 Least Privilege Functional Equal Least Privilege IAC-2L  [accordance with organizational business functions. 10
[Define and implement an identity access provisioning process which authorizes, [Mechanisms exist to utilize a formal user registration and de-registration
1AM-06 Access Provisioning  |records, and communicates access changes to data and assets. Functional Subset Of User ‘;’m;‘;’mﬂg& De- IAC-07  |process that governs the assignment of access rights. 10
[De-provision or modify identity access in a timely manner. [Mechanisms exist to adjust logical and physical access authorizations to
Access Changes and [Technology Assets, Applications and/or Services (TAAS) and facilities upon
1AM-07 e ocats Functional | Intersects With Personnel Transfer HRS-08 [nersonnel reassignment or transfer, in a timely manner. 5
[De-provision or modify identity access in a timely manner. [Mechanisms exist to expedite the process of removing "high fisk” individual's
laccess to Technology Assets, Applications, Services and/or Data (TAASD)
1AM-07 Access Changes and Functional | Intersects With | High-Risk Terminations | HRS-09.2  |upon termination, a& determined by mansgement 5
Access Changes and _|De-provision or modify identity access in a timely manner. User Provisioning & De- echanisms exst o ulfze 3 forma user regitration and de regitration
1AM-07 evocat Functional Subset Of Provisioning IAC-07  |irocess that governs the assignment of access rights 10
Access Changes and _ |De-provision or modify identity access in a timely manner. [Mechanisms exist to revoke user access rights fanowmg changes n
1AM-07 evocato Functional | Intersects With | Change of Roles & Duties |  1AC-07.1 |00t gl B 2t e e neceseary o perm 8
Am07 Access Changes and [De-provision of Moy dentity access i a tmely maner. Functional | Intersects with of Inc.o72|[iechanisms exist o revoke user access ights n a tmely manner, upon S
Access Changes and __[De-provision or modify identity access in a timely manner. o | Account Disabling for High Wechanisms exist o disable accounts [mmediately Upon notifcation for users
1AM-07 Revocation Functional | Intersects With Risk Individuals IAC15.6  |oosing a significant risk to the organizatios 5
[Review and revalidate identity access for least privilege and separation of duties IMechanisms exist to periodically-review the privileges assigned to individuals
[with a frequency that is commensurate with organizational risk tolerance, and at Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
1AM-08 Access Review least annually or upon significant changes Functional Subset Of Privileges IAC-17  |remove unnecessary privileges, as necessary. 10
Segregation of Privileged [P IMplement and evaluate processes, procedures and technical measures Restrict Roles Permitted To [Mechanisms exist to configure systems to prevent the installation of
X ffor the segregation of privileged access roles. . lsoftware, unless the action is performed by a privileged user or service.
1AM-09 o Ry greg privileg Functional | Intersects With RS CFG-05.2 [ Y a privileg 5
y Searegation of Privileged [Define, implement and evaluate processes procedures and technical measures . ) [Mechanisms exist to implement enhanced activity monitoring for privileged
1AM-09 o Rolas lfor th of privileged access rolee. Functional | Intersects With | Privileged User Oversight | MON-01.15 |1 K 5
) Segregation of Privileged Deﬁne, implement and evaluate processes, procedures and technical measures . ) [Mechanisms exist to log and review the actions of users and/or services with
1AM-09 s Rolas lfor th of privileged access rolee. Functional | Intersects With [Privileged Functions Logging| MON-03.3  |(jee 80 S0 S8 5
Deﬁne, implement and evaluate processes, procedures and technical measures [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Segregation of Privileged [for the segregation of privileged access roles. Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
1AM-09 9 i“ess Roles. 9 Functional Subset Of (RBAC) IAC-08 |access to individuals assigned specific roles with legitimate business needs. 10
Segregation of Pivileged [Define, impiement and evaluate processes, procedures and technical measures . Privileged Account [Mechanisms exist to uniquely manage privileged accounts to identify the
1AM-09 Access Roles Jfor the of privileged access role: Functional | Intersects With Identifiers IAC09.5  laccount as a privileged user or service 5
Searegation of Pivileged [Define, impiement and evaluate processes, procedures and technical measures . Privileged Account Wechianisms exst o restict and control privieged access Hights for users
1AM-09 Access Roles Jfor the of privileged access role: Functional | Intersects With (PAM) IAC16  |ang Technology Assets, Applica ndjor s (TAAS). 8
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to periodically-review the pnvueges assigned to individuals
Segregation of Privileged [for the segregation of privileged access roles. Periodic Review of Account land service accounts to validate the need for such privileges and reassign or
1AM-09 greg: olen Y Functional | Intersects With Privileges IAC17  |remove unnecessary privileges, as necessary. 5
Segregation of Privileged |Define, implement and evaluate processes, procedures and technical measures [Authorize Access to Security| [Mechanisms exist to limit access to security functions to explicitly-authorized
1AM-09 Access Roles Jfor the of privileged access roles. Functional | Intersects With ctions IAC211  orivileged users. 5
Segregation of Privileged |Define, implement and evaluate processes, procedures and technical measures Management Approval For [Mechanisms exist to restrict the assi of privileged accounts to
1AM-09 Access Roles Jfor the of privileged access roles. Functional | Intersects With Privileged Accounts IAC-21.3 rsonnel and/or roles. 5
Segregation of Privileged |Define, implement and evaluate processes, procedures and technical measures ‘Auditing Use of Privileged Mechanismes exist to audit the execution of privieged functins
1AM-09 Access Roles ffor the of privileged access roles. Functional | Intersects With ctions 1AC-21.4 5
[Define, implement and evaluate processes, procedures and technical measures Prohibit Non-Privileged [Mechanisms exist to prevent non-privileged users from executing privileged
|AM-09 Segregation of Privileged for the segregation of privileged access roles. Functional Intersects With Users from Executing IAC-21.5  [functions to include disabling, circumventing or altering implemented 8
Access Roles Privileged Functions lsecurity safeguards / countermeasures.
Segregation of Privileged |Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to implement privileged access authorization for selected
1AM-09 Access Roles ffor the of privileged access roles. Functional | Intersects With Privileged Access VPM-06.3 canning activities. 3
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to implement enhanced activity monitoring for privileged
Management of Privileged |rights are granted for a time limited period, and implement procedures to lusers.
1AM-10 I rrens Rores 9% orevent the accumulation of segregated privileged access. Functional | Intersects With | Privileged User Oversight | MON-01.15 8
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to log and review the actions of users and/or services with
Management of Privileged |rights are granted for a time limited period, and implement procedures to lelevated privileges.
1AM-10 I erens Rores 9% orevent the accumulation of segregated privileged access. Functional | Intersects With |Privileged Functions Logging| MON-03.3 5
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to enforce Role-Based Access Control (RBAC) for
Management of Privileged |rights are granted for a time limited period, and implement procedures to Role-Based Access Control [Technology Assets, Applications, Services and/or Data (TAASD) to restrict
1AM-10 gA(cess Roles. 9 lprevent the accumulation of segregated privileged access. Functional Intersects With (RBAC) IAC-08 laccess to individuals assigned specific roles with legitimate business needs. 8
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to uniquely manage privileged accounts to identify the
Management of Privileged |rights are granted for a time limited period, and implement procedures to Privileged Account laccount as a privileged user or service.
1AN-10 ttess Rotes " [prevent the accumulation of segregated privileged access. Functional | Intersects With dontifiers IAC-09.5 5
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to restrict and control privileged access rights for users
Management of Privileged |rights are granted for a time limited period, and implement procedures to Privileged Account land Technology Assets, Applications and/or Services (TAAS).
1AM-10 ttess Rotes " |prevent the accumulation of segregated privileged access. Functional Subset Of Management (pAM) IAC-16 10
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to inventory all privileged accounts and validate that each
Management of Privileged |rights are granted for a time limited period, and implement procedures to Privileged Account Iperson with elevated privileges is authorized by the appropriate level of
1AM-10 ttess Rotes " |prevent the accumulation of segregated privileged access. Functional | Intersects With Imeentories IAC-16.1  |organizational management. 8
[Define and implement an access process to ensure privileged access roles and [Mechanisms exist to periodically-review the privileges assigned to individuals
Management of Privileged |rights are granted for a time limited period, and implement procedures to peridic Review of Account land service accounts to validate the need for such privileges and reassign or
1AM-10 I nerens Rores 2% orevent the accumulation of segregated privileged access. Functional | Intersects With Privileg IAC17  lremove unnecessary privileges, as necessary. 8
[Define, implement and evaluate processes and procedures for service customers. [Mechanisms exist to implement enhanced activity monitoring for privileged
Service Customers Approvalltg participate, where applicable, in the granting of access for agreed, high risk lusers.
1AM-11 for Agreed Privileged Accessas defined by the organizational isk assessment) privileged access roles Functional | Intersects With | Privileged User Oversight | MON-01.15 5
oles
[Define, implement and evaluate processes and procedures for service customers, [Mechanisms exist to log and review the actions of users and/or services with
Service Customers Approvalltg participate, where applicable, in the granting of access for agreed, high risk lelevated privileges.
1AM-11 for Agreed Privileged Accessas defined by the organizational isk assessment) privileged access roles Functional | Intersects With |Privileged Functions Logging| MON-03.3 5
oles
[Define, implement and evaluate processes and procedures for service customers. [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
Service Customers Approvalltg participate, where applicable, in the granting of access for agreed, high risk Identification & land Audit (AAA) third-party users and processes that provide services to the
1AM-11 for Agreed Privileged Access|(as defined by the organizational risk assessment) privileged access roles. Functional | Intersects With | Authentication for Non- IAC03  |organization 5
Roles Organizational Users
[Define, implement and evaluate processes and procedures for service customers. [Mechanisms exist to uniquely manage privileged accounts to identify the
Service Customers Approvallig participate, where applicable, ranting of access for agreed, high risk Privileged Account laccount as a privileged user or service.
1AM-11 for Agreed Privileged Access|(as defined by the organizationalrisk assessment) privileged access foles. Functional | Intersects With Identifiers 1AC-09.5 5
oles
[Define, implement and evaluate processes and procedures for service customers. [Mechanisms exist to restrict and control privileged access rights for users
Service Customers Approvalito participate, where applicable, in the granting of access for agreed, high risk Privileged Account land Technology Assets, Applications and/or Services (TAAS).
1AM-11 for Agreed :rnlnleged Access|(as defined by the organizational risk assessment) privileged access roles. Functional Intersects With Management (PAM) IAC-16 5
oles
[Define, implement and evaluate processes and procedures for service customers. [Mechanisms exist to inventory all privileged accounts and validate that each
Service Customers Approvalito participate, where applicable, in the granting of access for agreed, high risk Privileged Account lperson with elevated privileges is authorized by the appropriate level of
1AM-11 for Agreed :rnlnleged Access|(as defined by the organizational risk assessment) privileged access roles. Functional Intersects With Inventories IAC-16.1  lorganizational management. 5
oles
[Define, implement and evaluate processes and procedures for Service customers, Mechanisms exist to periodically review the privileges assigned to individuals
Service Customers Approvalito participate, where applicable, in the granting of access for agreed, high risk Periodic Review of Account |and service accounts to validate the need for such privileges and reassign or
1AM-11 for Agreed :rnlnleged Access|(as defined by the organizational risk assessment) privileged access roles. Functional Intersects With Privileges IAC-17  Iremove unnecessary privileges, as necessary. 5
oles
[Define, implement and evaluate processes and procedures for Service customers, [Mechanisms exist to facilitate the implementation of third-party management
Service Customers Approvalltg participate, where applicable, in the granting of access for agreed, high risk lcontrols.
1AM-11 for Agreed Privileged Accessas defined by the organizational isk assessment) privileged access roles Functional | Intersects With | Third-Party Management |  TPM-01 5
oles
[Define, implement and evaluate processes and procedures for Service customers, [Mechanisms exist to:
Service Customers Approval[to Participate, where applicable, in the granting of access for agreed, high risk . (1) Evaluate security risks and threats associated with Technology Assets,
1AM11 for Agreed Privileged Access|(@s defined by the orgai al risk assessment) privileged access roles. Functional | Intersects With Supply Chain Risk TPM03  |APplications and/or Services (TAAS) supply chains; an 5
Roles Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
[Define, implement and evaluate processes and procedures for Service customers, [Mechanisms exist to mitigate the risks associated with third-party access to
Service Customers Approval lto participate, where applicable, in the granting of access for agreed, high risk [the organization's Technology Assets, Applications, Services and/or Data
1AM-11 for Agreed Privileged Access s defined by the orga nal risk assessment) privileged access roles. Functional | Intersects With | Third-Party Services TPM-04  |(TAASD). 5
oles
D e B e e oty o Identifier Management (User| IMechanisms exist to govern naming standards for usernames and
. i lthat ensure identities" activities are identifiable through uniquely associated IDs. X
1AM-12 Unique Identities igh uniquely Functional Subset OF Namas) IAC00 [ oay Acsets, Applications andior Services (TAAS) 10
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
lfor authenticating access to systems, application and data assets, including \dentification & land Audit (AAA) organizational users and processes acting on behalf of
AM-13 Strong Authentication [Tultifactor authentication for at least privileged user and sensitive data access. Functional | Intersects With Authentication for laco2  [organizational users. 8
|Adopt digital certificates or alternatives which achieve an equivalent level of Organizational Users
security for system identities.
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
lfor authenticating access to systems, application and data assets, including \dentification & land Audit (AAA) third-party users and processes that provide services to the
AM-13 Strong Authentication [Tultifactor authentication for at least privileged user and sensitive data access. Functional | Intersects With | Authentication for Non- lAC.03  |organization. s
|Adopt digital certificates or alternatives which achieve an equivalent level of Organizational Users
lsecurity for system identities.
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
lfor authenticating access to systems, application and data assets, including denti . land Audit (AAA) devices before establishing a connection using bidirectional
AM-13 Strong Authentication | Multifactor authentication for at least privileged user and sensitive data access Functional | Intersects With lentification lAC.04  [puthentication that is cryptographically- based and replay resistant. 8
9 Authenticati |adopt digital certificates or alternatives which achieve an equivalent level of unet th | Authentication for Devices
lsecurity for system identities.
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efine, implement and evaluate processes, procedures and technical measures lechanisms exist to identify and authenticate third-party Technology Assets,
Define, implement and evaluate p proced d technical \dentification & Mech, tto identify and authenticate third-party Technology A
ffor authenticating access to systems, application and data assets, includi Authentication for Third- |Applications and/or Services (TAAS)
1AM-13 Strong Authentication  [ultifactor authentication for at least privileged user and sensitive data access. | gynctional | Intersects With | Party Technology Assets, 1AC-05 8
|Adopt digital certificates or alternatives which achieve an equivalent level of |applications andior Services
[security for system identities (TAA:
Define, implement and evaluate processes, procedures and technical measures. [Automated mecharisms existto enorce MUIt-Factor Authenticaton (MFA)
ffor authenticating access to systems, application and data assets, including
Imultifactor authentication for at least privileged user and sensitive data access. (1) Remote network access;
. |Adopt digital certificates or alternatives which achieve an equivalent level of Multi-Factor Authentication y (2) Third-party Technology Assets, Applications and/or Services (TAAS); and/
1AM-13 strong Authentication  [SCoRt S1aTel cerhcetes Functional | Intersects With o ncos |2 5
(3) Non-console access to critical TAAS that store, transmit and/or process
lsensitive/requlated data.
efine, implement and evaluate processes, procedures and technical measures, echanisms exist to enforce complexity, Iength and fifespan considerations
Define, implement and evaluate p proced.  technical Mech: Tto ent plexity, length and lfesp: Gerat
ffor authenticating access to systems, application and data assets, including . Based lto ensure strong criteria for password-based authentication.
AM13 Strong Authentication | multifactor authentication for at least privileged user and sensitive data access. | Functional | Intersects With assword-Base AC10.1 s
' |adopt digital certificates or alternatives which achieve an equivalent level of Authentication
[security for system identities
Define, implement and evaluate processes, procedures and technical measures, [AUtomated mechanisms exist to validate certificates by constructing and
ffor authenticating access to systems, application and data assets, includi |verifying a certification path to an accepted trust anchor including checking
1AM-13 Strong Authentication _[Tultifactor authentication for at least privileged user and sensttive data access. | runctional | Intersects With | PKI-Based Authentication |  1AC-10.2  [certificate status information for PK-based authentication. N
|Adopt digital certificates or alternatives which achieve an equivalent level of
lsecurity for system identi
efine, implement and evaluate processes, procedures and technical measures, /echanisms exist to Utilize the concept of least privilege, allowing on
Define, implement and evaluate p proced.  technical Mech: Tto utilize th T of least privilege, allowing only
ffor authenticating access to systems, application and data assets, including lauthorized access to processes necessary to accomplish assigned tasks in
1AM-13 Strong Authentication _[Tultifactor authentication for at least privileged user and sensitive data access. | runctional | Intersects With Least Privilege AC21  [accordance with organizational business functions. 5
|Adopt digital certificates or alternatives which achieve an equivalent level of
|security for system identi
Define, implement and evaluate processes, procedures and technical measures, Mechanisms exist to implement Strong Customer Authentication (SCA) for
ffor authenticating access to systems, application and data assets, including strong Cust [consumers to reasonably prove their identity.
1AM-13 Strong Authentication | multifactor authentication for at least privileged user and sensitive data access. | runctional | Intersects With trong Customer WeB-06 s
9 |Adopt digital certificates or alternatives which achieve an equivalent level of Authentication (SCA)
[security for system identities
efine, implement and evaluate processes, procedures and technical measures, echanisms exist to!
Define, implement and evaluate p proced. d technical Mech: Tt
ffor the secure management of authentication credentials, including passwords. . (1) Securely manage authenticators for users and devices; and
1AM-14 Credentials Management Functional | Intersects With | Authenticator Management | I1AC-10 |(2) Ensure the strength of P 8
lof the data being accessed
efine, implement and evaluate processes, procedures and technical measures, echanisms exist to enforce complexity, Iength and fifespan considerations
Define, implement and evaluate p proced.  technical Mech: Tto ent plexity, length and lfesp: Gerat
1AM-14 Credentials Management [for the secure management of authentication credentials, including passwords. Functional | Intersects With Password Based JAC-10.1  [to ensure strong criteria for password-based authentication 8
efine, implement and evaluate processes, procedures and technical measures, Utomated mechanisms exist to validate certificates by constructing ant
Define, implement and evaluate p proced. d technical [Automated mech: 0 validate certificates by constructing and
ffor the' secure management of authentication credentials, including passwords. |verifying a certification path to an accepted trust anchor including checking
1AM-14 Credentials Management Functional | Intersects With | PKl-Based Authentication | IAC-10.2  |Certificate status information for PKI-bated authentication. 3
Define, implement and evaluate processes, procedures and technical measures Mechanisms exist to implement Strong Customer Authentication (SCA) for
1AM-14 Credentials Management [for the secure management of authentication credentials, including passwords Functional | Intersects With Ausl‘h'::gfaf;:'(“;cfm WEB-06  |consumers to reasonably prove their identity. 3
Define, implement and evaluate processes, procedures and technical measures, Mechanisms exist to:
[to verify access to data and system functions is authorized. (1) securely manage authenticators or users and devices; and
1AM-15 Authorization Mechanisms Functional Subset Of | Authenticator Management | IAC-10  |(2) Ensure the strength of P to 10
lof the data being accessed
efine, implement and evaluate processes, procedures and technical measures, echanisms exist to enforce complexity, Iength and fifespan considerations
Define, implement and evaluate p proced  technical Mech: Tto ent plexity, length and lesp: Gerat
1AM-15 Authorization Mechanisms [to verify access to data and system functions s authorizes Functional | Intersects With Password Based IAC-10.1  [to ensure strong criteria for password-based authentication. 8
Define, implement and evaluate processes, procedures and technical measures [Automated mechanisms exist to determine if password authenticators are
1AM-15 Authorization Mechanisms [to verify access to data and system functions is authorized. Functional | Intersects with | - AUtomated Support For | ¢ 104 sufficiently strong enough to satisfy organization-defined password length 5
assword Streng land complexity requirements,
[Define, implement and evaluate processes, procedures and technical measures exist to protect with the
1AM-15 Authorization Mechanisms [to verify access to data and system functions is authorized Functional | Intersects With |Protection of Authenticators| IAC-10.5  [sensitivity of the information to which use of the authenticator permits 5
laccess.
[Define, implement and evaluate processes, procedures and technical measures Mechanisms exist to ensure that unencrypted, static authenticators are not
1AM-15 Authorization Mechanisms [to Verify access to data and system functions s authorizes Functional | Intersects with | N° EmBedded Unencrypted | 1 106 lembedded in applications, scripts or stored on function keys 5
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to ensure default authenticators are changed as part of
1AM-15 Authorization Mechanisms |5 verify access to data and system functions s authorized. Functional | Intersects With | Default Authenticators 1AC-10.8 _ Jaccount creation or system installation. s
- [Define, implement and evaluate processes, procedures and technical measures . IMechanisms exist to protect and store passwords via a password manager
1AM-15 Authorization Mechanisms |o™0 e T e Qo o o fonctions e authorized: Functional | Intersects With | Password Managers 1AC1011 {0 8
Establh, document, approve, commuricate, aBply. evaluate and mainain Mechanisms exist to estabiish, maintain and disseminate policies, standards
ol procedures for interoperability and portability including land procedures necessary for secure, compliant and resilient capabilities.
Fequirements for a, Communications betwcen appication ntrfaces b
o1 riabiy poly and rocessing ¢, Application bty A | unctonal | Inersects with | Compliance  Resence |  Gov-02 s
iy Folicy Information/ata exchange, usage, partabliy. Integrty. and percistence Review Pliance & Resik
land update the policies and procedures at least annually, or upon significant
[changes.
Establsh, document, spprove, Commuricate, aBpI. evaluate and maintain [Mechanisms exist to review the Security, Compliance & Resilience Program
I and procedures for interoperability and portabilty including (SCRP), including policies, standards and procedures, at planned intervals or
Interoperabillty and requwrement:r(:cresas‘ggemmumcatmns between applcaton terfacesb. reriodic Review & Update of I signiicant changes occur to ensure their continuing sultabilty, adequacy
o1 Portabity Policy and |ntormarion)bata exchange, usage, portabity, integrty, and persistence Review | Functional | Intersects With | - Security, Compliance & | GOV-03 8
land update the policies and procedures at least annually, or upon significant o
Ichanges.
[Establish, document, approve, communicate, apply, evaluate and maintain IMechanisms exist to facilitate the implementation of cloud management
Ipolicies and procedures for interoperability and portability including [controls to ensure cloud instances are secure and in-line with industry
requirements for: a. Communications between application interfaces b ractices.
Interoperability and a Pl P
y - ssing < Application portability d. " g
1PY-01 Portability Policy and 0o B e o age, portabilty, Integrity. and perdistance Review |  Functional | Intersects With Cloud Services cLo-01 8
Procedures
and update the poliies and procedures at least annuaily. or upon significant
[changes.
Application Interface  [-rouoc 2PPlication interface() to service customers so that they Application Programming IMechanisms exist to ensure support for secure interoperability between
z rogrammatically retrieve their data to enable interoperability and portabilit Y
1PY-02 Availability prog v P Y andp 4 Functional | Intersects With | “yiortace (AP Security CLD-04 | smponents with Application Programming Interfaces (APIS) 8
Secure Interoperability and [TIPIemeNt cryptographically secure network protocols for the management, Apptication [Mechanisms exst to ensure support for secure interoperability between
z import and export of data, according to industry standards. Y with Application Interfaces (APls)
IPY-03 Portability Management P P 9 Ty Functional Intersects With | “FF0eE e (API) Security CLD-04 PPl (APIs). 8
implement cryptographically secure network protocols for the management, [Mechanisms exist to ensure cloud providers use secure protocols for the
1PY-03 Sicuieb\r;tten;’?wab\llty E;“’ import and export of data, according to industry standards, Functional | Intersects With | Data Handling & Portability |  CLD-07  |import, export and management of data in cloud-based Technology Assets, 8
ortability Management |Applications and/or Services (TAAS)
[Agreements must include provisions specifying service customers' access to data
lupon contract termination and will include: a. Data format b. Length of time the IMechanisms exist to facilitate the im
i plementation of cloud management
1PY-04 Data Portabity Contractual Hata wil b stored . Scope f the data retained and made avaiabl t the Functional Subset Of Cloud Services CLD01  [controls to ensure cloud instances are secure and in-line with industry 10
Obligations |service customers d. Data deletion policy lpractices.
[Agreements must include provisions specifying service customers' access to data
lupon contract termination and will include: a. Data format b. Length of time the Ade
i quate Security for IMechanisms exist to protect sensitive/regulated data that is collected,
1PY-04 Data Portablity Contractual data willbe store <. Scope of the data retained and made available to the Functional | Intersects With | Sensitive / Regulated Data |  140-03.2  |developed, received, transmitted, used or stored in support of the 5
[service customers d. Data deletion policy In Support of Contracts lperformance of a contract.
[Agreements must include provisions specifying service customers' access to data
lupon contract termination and will include: a. Data format b. Length of time the Data Privac
i y Requirements IMechanisms exist to include data privacy requirements in contracts and
1PY-04 Data Portablity Contractual data wil e stored ¢ Scope Of the data retained and made available to the Functional | Intersects With | for Contractors & Service | PRI-07.1 other acquisition-related documents that establish data privacy roles and 5
o [service customers d. Data deletion policy Providers responsibilities for contractors and service providers.
[Agreements must include provisions specifying service customers' access to data
‘ lupon contract termination and will include: a. Data format b. Length of time the N Mechanisrs exist o require contractul equirements fo spplcatle sscury,
2 Data Portability Contractual da[a will be stored c. Scope of the data retained and made available to the i Third-Party Contract y resilience ith thi reflecting the
1PY-04 ations lservice customers d. Data deletion policy. Functional | Intersects With Requirements TPM-05 | ganization's needs to protect its Technology Assets, Applications, Services 5
land/or Data (TAASD).
frastracture and Esxabnsn b, document, apprave, communicate, apply. evaluate and maintain sublishing Securiy
procedures for infrastructure and virtualization security. Review an . IMechanisms exist to establish, maintain and disseminate policies, standards
165-01 \Virtualization Security Policy|Jodate the poiicies and procedures at least annually, or upon significant Functional | Intersects With | Compliance & Resilience |  GOV-02 g d 8
o ety P p y. or upon sig D land procedures necessary for secure, compliant and resilient capabilities.
[Establish, document, approve, communicate, apply, evaluate and maintain . IMechanisms exist to review the Security, Compliance & Resilience Program
165-01 Virtuaoation Seecriy policy FoLcles and procedures for inffastructure and virtualization security. Review and | oo | e witn | Roauniy, compiance s || Gov-os  |(SCRP). including policies, standards and procedures, at planned intervais or 8
and Procedurt Y Y| UDdale the policies and procedures at least annually, or upon significant Resmye'nce Pf‘o ram if significant changes occur to ensure their continuing suitability, adequacy
[changes. g land effectiveness.
[Establish, document, approve, communicate, apply, evaluate and maintain
Infrastructure and [policies and procedures for infrastructure and virtualization security. Review and IMechanisms exist to facilitate the implementation of industry-recognized
16501 \virtualzation secury Policy|Updte th polcies and procedures a east annualy.or upan significant Functional | Itersects wien | Se<Ure Engineering seao1  [security, compliance and resilience practices in tuf;e_riléﬁ(ri‘lglzag()\/ogs,g:élgn, s
and Procedures lapplications and/or Services (TAAS).
frastructure and [ FSi20110, document, approve, communicate, apply, evaluate and maintain
nfrastructure an: Ipolicies and procedures for infrastructure and virtualization security. Review and IMechanisms exist to utilize virtualization techni
iques to support the
165-01 vitualzaton Security Polcy upda[e the policies and procedures at least annually, or upon significant Functional | Intersects With | Virtualization Techniques | SEA-13.1 0o o0t O e e o e aplieaton. 5
[changes.
[Plan and monitor the availability, quality, and adequate capacity of resources in [Mechanisms exist to facilitate the implementation of capacity management
165-02 Capacity and Resource lorder to deliver the required system performance as determined by the business.|  Functional Subset OF Capaclly & Performance CAP-01 [controls to ensure optimal system performance to meet expected and 10
9 M lanticipated future capacity requirements.
[Plan and monitor the availability, quality, and adequate capacity of resources in Mechanisms exist o conduct capacity planning so that necessary capacity
1&5-02 Capamlg‘::'::ﬂﬂ““ lorder to deliver the required system performance as determined by the business.|  Functional Intersects With Capacity Planning CAP-03 processing, support 8
9 Wil st quring contingency operations
MonfEor encrypt and restrct communications between environments, services,
zed ustified
i lop, govern & update procedures to facilitate the
&5 Network " oy he Bucinees, Feviow these cunngmanons ey annually, and support them|  runctional cof | Network Security Controls | o) [Mechanisms exist to devel N
503 fetwork Security o) a documented justification of all allowed services, protocols, ports, and unctional Subset Of (NSC) O mplementation of Network Security Controls (NSC). 0
trols.
[Harden host and guest 05, hypervisor o infrastructure control plane according tol [Mechanisms exist to develop, document and maintain secure baseline
05 Hardening and Base _[their respective best practices, and supported by technical controls, as part of a Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
1&5-04 Ccnl?ols lsecurity baseline. Functional Subset Of Configurations. CFG-02 |that are consistent with industry-accepted system hardening standards. 10
Separate production and nonproduction environments (o reduce the ik of [Mechanisms exist to manage separate development, testing and operational
. | lsensitive production data being used in non-production environments of D to reduce the risks of unauthorized access or changes to the
Production and Non- [Production data is sanitized or protected before any authorized non-production loperational environment and to ensure no impact to production Technology
165 Functional £Of | Test tional | TDA 1
8505 Proguction Envronments unctiona Subset Of esting and Operations 08 o Seraieme (ARS) 0
[Design, develop, deploy and configure applications and infrastructures such that [Mechanisms exist to ensure network architecture utilizes network
165-06 5995'“9”‘3"0” and lservice customer (tenant) access is appropriately segmented and segregated, Functional Subset Of ‘Nemmk eaton NET-06 isolate Technology Assets, Applications and/or Services 10
egregation imonitored and restricted. macrosegementation, (TAAS) to protect from other network resources.
[Use secure and encrypted communication channels when migrating servers, [Mechanisms exist to ensure secure migration practices purge Technology
Migration to Cloud _ [services, applications, or data to cloud environments. Such channels must |Assets, Applications and/or Services (TAAS) of test/development/staging data
16507 Environments include only up-to-date and approved protocols. Functional Subset O | Secure Migration Practices | TDA-08.1  land accounts before it is migrated into a production environment. 10
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Identify and document high-isk environments based on data sensitivty, threat IMechanisms exist to maintain network architecture diagrams tha
Network Arch lexposure, and business impac Network b . (1) Contain sufficient detail to assess the security of the network's
etwork Architecture etwork Diagrams & Data architecture;
165-08 Functional | Intersects With . AST-04 d 8
Documentation u : Flow Diagrams (DFDs) ((2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows
[dentify and document high-risk environments based on data sensitivity, threat Me:h;n:smslestr To Categorize 3 syster anajr service 3 'HIgh RS 1T poces & Sgniicant
Network Architecture  [exposure, and business impact. sk of barm to a indvidual
165-08 e Functional | Intersects With | Hioh sk Asset Ctegorization | AsT312 [ Healt: 8
(3) Fandmental numan rghts
[dentify and document high-risk environments based on data sensitivity, threat [Mechanisms exist to develop an enterprise architecture, aligned with
Network Arch lexposure, and business impact. N Wit e industry-recognized leading practices, with consideration for security,
etwork Architecture lignment With Enterprise |compliance and resilience principles that addresses risk to organizational
165-08 Functional | Intersects With SEA-02 5
Documentation ul : Architecture loperations, assets, individuals and other organizations.
[Define, implement and evaluate processes, procedures and defense-in-depth [Mechanisms exist to implement security functions as a layered structure
ltechniques for protection, detection, and timely response to network-based Defense-In-Depth (DiD) Iminimizing interactions between layers of the design and avoiding any
1&5-09 Network Defense lattacks. Functional Subset Of rchitecture SEA-03  |dependence by lower layers on the functionality or correctness of higher 10
layers.
Eslabhsh Gocument, approve, communicate, apply, evaluate and maintain ublisning Securt
ublishing Security,
g Logging and Monitoring ies and procedures for logging and monitoring. Review and update the N y Mechanisms exist to establish, maintain and disseminate policies, standards
Loc-01 Policy and Procedures Policies and procedures t least annuslly, o upon Signifcant changes. Functional | Intersects With | - Compliance & Reslience | GOV-02 o procedures necessary for secure, compliant and resilient capabiities. 8
FEstabich, document. approve, communicate, apply, evaluate and maintain IMechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of ;
g Logging and Monitoring s and procedures for logging and monitoring. iew and update the " h g (SCRP), including policies, standards and procedures, at planned intervals or
Loc-01 Policy and Procedures  [Policies and rocedures at ast amuslly, o upon Signficant changes. Functional | Intersects With | - Security, Compliance & GOV-03 | Significant changes occur to ensure their continuing suitability, adequacy 8
9 Jand effectiveness.
Estannsh Gocument, approve, communicate, apply, evaluate and maintain
Logging and Monitoring and procedures for logging and monitoring. Review and update the N Mechanisms exist to facilitate the implementation of enterprise-wide
LOG-01 Pfﬁ(ygﬂm roceduree) pull o and procedures at least annually, or upon Significant changes. Functional | Intersects With |  Continuous Monitoring MON-01 0 controls. P P 8
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to protect event Iogs and audlt tools from unauthorized
L0G-02 Audit Logs Protection | ¥ericr BT S and retention of audit logs. Functional Subset OF Protection of EventLogs | MON-08 |5t e g cXt 0 e deletion 10
identify and monitor security-related events within applications and the [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
Security Monitoring and _[underlying infrastructure. Define and implement a system to generate alerts to Automated Tools for Real- [similar automated tool, to support near real-time analysis and incident
LOG-03 ymmng 9 responsible stakeholders based on such events and corresponding metrics. Functional Intersects With Time Analysis MON-01.2fescalation. 8
fdentify and monitor security-related events within applications and the Mechanisms exist to generate, monitor, Correlate and respond to alerts from
Security Monitoring and _[underlying infrastructure. Define and implement a system to generate alerts to Iphysical. cybersecurity, data protection and supply chain activities to achieve|
LoG-03 Y plerting responsible stakeholders based on such events and corresponding metrics. Functional | Intersects With | System Generated Alerts | MON-01.4 lintegrated situational awareness. 8
dentify and monitor security-related events within applications and the [Mechanisms exist to review event 10gs on an ongoing basis and escalate
Security Monitoring and ~[underlying infrastructure. Define and implement a system to generate alerts to incidents in accordance with established timelines and procedures.
L0G-03 ‘Alerting responsible stakeholders based on such events and corresponding metrics. Functional | Intersects With | Security Event Monitoring |  MON-01.8 8
Audit Logs Access and _|Restrict audit log access to authorized identities and maintain records of that Access by Subset of [Mechanisms exist to restrict access to the management of event logs to
LoG-04 Accountability Jaccess. Functional | Intersects With Privileged Users MON-08-2 Iprivileged users with a specific business need 8
[Restrict audit log access to authorized identities and maintain records of that [Mechanisms exist to retain event logs for a time period consistent with
Audit Logs Access and  [3CCess. Irecords retention requirements to provide support for after-the-fact
LoG-04 ‘Accountability Functional | Intersects With | Event Log Retention MON-10linyestigations of security incidents and to meet statutory, regulatory and 8
[contractual retention requirements.
implement and maintain capabilities to correlate and monitor security audit logs Mechanisms exist o revien event logs on an engoing basis and escalate
ffor the detection of suspicious or anomalous activity that deviates from typical incidents in accordance with established timelines and procedures
L0605 Audit Logs Monitoring and  for expected patterns. Establish and follow a defined process to review and take | punctional Subset Of | Security Event Monitoring | MON-01.8 10
lappropriate and timely actions on detected anomalies. :
[Use a reliable time source across all relevant information processing systems. [Mechanisms exist to utilize time-synchronization technology to synchronize
L0G-06 Clock Synchronization Functional Equal Clock Synchronization SEA20  |JiCritical system clocks 10
[Establish, document and implement which information meta/data system events [Mechanisms exist to determine security, compliance and resilience control
lshould be logged. Review and update the scope at least annually or whenever lapplicability by identifying, assigning and documenting the appropriate asset
L0607 Logging Scope lthere is a change in the threat environment, and as per relevant regulatory Functional | Intersects With | Asset Scope Classification | AST-04,1 [SCOPe categorization for all Technology Assets, Applications and/or Services 5
requirements. (TAAS) and personnel (internal and third-parties).
[Establish, document and implement which information meta/data system events [Mechanisms exist to document and validate the scope of security,
lshould be logged. Review and update the scope at least annually or whenever |compliance and resilience controls that are determined to meet statutory,
LoG-07 Logging Scope lthere is a change in the threat environment, and as per relevant regulatory Functional | Intersects With Compliance Scope CPL-01.2 |regulatory and/or contractual compliance obligations. 5
requirements.
[Define, implement and evaluate technical measures for service customers to -
|detect and scrub or tokenize sensitive data from logs to prevent unauthorized [Mechanisms exist to sanitize system media with the strength and integrity
L0G-08 Audit Logs Sanitization  |exposure, as per applicable laws and regulations. Functional | Intersects With | System Media DCH-09 with the v sensitivity of the information prior to 5
|disposal, release out of organizational control or release for reuse.
[Generate audit records containing relevant security information [Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
L0G-09 Log Records Functional | Intersects With |  Content of Event Logs MON-03  |(3) where the event occurred; 8
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[Protect audit records from unauthorized access, modification, and deletion. [echanisme exist to profect event logs and audit toofs from unauthorized
L0G-10 Audit Records Protection Functional Subset Of Protection of EventLogs | MON-08 |1t 8 o0d C on and delet 10
[Establish and maintain a monitoring and internal reporting capability over the [Mechanisms exist to facilitate the implementation of cryptographic
LOG-11 Encryption Monitoring and |5perations of cryptographic, encryption and key management policies, Functional Intersects With Use of prw‘gmph\c CRY-01 [|protections controls using known public standards and trusted cryptographic 5
lprocesses, procedures, and controls. rols technologies.
[Establish and maintain a monitoring and internal reporting capability over the [Mechanisms exist to securely implement an internal Public Key Infrastructure
L0G-11 Encryption Monitoring and |5perations of cryptographic, encryption and key management policies, Functional Intersects With | Public Key Infrastructure CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKI service 5
Reporting lprocesses, procedures, and controls. (PKI) lprovider.
[Establish and maintain a monitoring and internal reporting capability over the exist to facilitate key Controls to
LOG-11 Encryption Monitoring and |5perations of cryptographic, encryption and key management policies, Functional Intersects With Cryptographic Key CRY-09 |protect the confidentiality, integrity and avauabmty of keys. 5
Reporting lprocesses, procedures, and controls. anagemen
[Log and monitor key lifecycle management events to enable auditing and [Mechanisms exist to configure Technology Assets, Applications and/or
reporting on usage of cryptographic keys Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
1) Establish what type of event occurred;
2) When (date and time) the event occurred;
L0G-12 I Transaction/Activity Logging Functional | Intersects With |  Content of Event Logs MON-03  |(3) where the event occurred; 5
4) The source of the event;
5) The outcome (success o failure) of the event; and
6) The identity of any user/subject associated with the event.
[Monitor and log physical access using an auditable access control system. [Physical access control mechanisms generate a log entry for each access
L0G-13 Access Control Logs Functional Subset Of Physical Access Logs PES-033 | IAL 5 through controlled ingrese and egress pointe 10
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Failures and Anomalies _ [for the reporting of anomalies and failures of the monitoring system and provide lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
LOG-14 limmediate notification to the accountable party. Functional Intersects With Anomalous Behavior MON-16  |behavior that could indicate account compromise or other malicious 5
lactivities.
[Define, implement and evaluate processes, procedures and technical measures. [Automated mechanisms exist to identify and alert on Indicators of
LOG-14 Failures and Anomalies  |¢or the reporting of anomalies and failures of the monitoring system and provide Functional Intersects with | Monitoring for Indicators of | o\ 19 3 [Compromise (IoC). 5
Reporting limmediate notification to the accountable party. Compromise (10C)
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
Failures and Anomalies _ [for the reporting of anomalies and failures of the monitoring system and provide User Activity Monitoring (UAM) solutions to detect and respond to anomalous
LOG-14 Reporting limmediate notification to the accountable party. Functional Intersects With Anomalous Behavior MON-16  |pehavior that could indicate account compromise or other malicious 8
lactivities.
[Define, implement and evaluate processes, procedures and technical measures. [Mechanisms exist to define specific Indicators of Compromise (I0C) to
LOG-14 Failures and Anomalies  |¢or the reporting of anomalies and failures of the monitoring system and provide Functional Intersects with | ndicators of Compromise |RO-03  [identify the signs of potential cybersecurity events. 5
limmediate notification to the accountable party. (oc)
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Security Incident Ipolicies and procedures for Security Incident Management, E-Discovery, and Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
SEF-01 Management Policy and [Cloud Forensics. Review and update the policies and procedures at least Functional | Intersects With | Compliance & Resilience | GOV-02 8
Procedures lannually, or upon significant changes. Documentation
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to review the Security, Compliance & Resilience Program
Security Incident Ipolicies and procedures for Security Incident Management, E-Discovery, and Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
SEF-01 Management Policy and  |Cloud Forensics. Review and update the policies and procedures at least Functional | Intersects With | - Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 8
Procedures lannually, or upon significant changes. Resilience Program land effectiveness.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to implement and govern processes and documentation to
Security Incident Ipolicies and procedures for Security Incident Management, E-Discovery, and Incident Response [facilitate an organization-wide response capability for cybersecurity and data
SEF-01 Management Policy and  |Cloud Forensics. Review and update the policies and procedures at least Functional | Intersects With Operations IR0 |protection-related incidents. 8
rocedures lannually, or upon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Service Management Policy [Policies and procedures for the timely management of security incidents. Review Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
SEF-02 o Prosedures. land update the policies and procedures at least annually, or upon significant Functional | Intersects With | Compliance &Resilience |  GOV-02 8
lchanges. Documentation
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to review the Security, Compliance & Resilience Program
Service Management Policy [policies and procedures for the timely management of security incidents. Review Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
SEF-02 and Procedures land update the policies and procedures at least annually, or upon significant Functional Intersects With | Security, Compliance & GOV-03  |if significant changes occur to ensure their continuing suitability, adequacy 8
Resilience Program
lch land effectiveness,
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to facilitate the implementation of third-party management]
Service Management Policy [policies and procedures for the timely management of security incidents. Review lcontrols.
SEF-02 i Praceduras Y fand update the policies and procedures at least annually, or upon significant Functional | Intersects With | Third-Party Management |  TPM-01 8
lchanges.
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to cover.
security incident response plan, which includes but is not limited to: a 1) Preparation;
|communication strategy for notifying relevant internal departments, impacted 2) Au(omated event detection or manual incident report intake;
g lservice customers, and other business  critical refationships (such as supply- ’ 3) A
SEF-03 Incident Response Plans 20 C0 e B et Functional Subset OF Incident Handling RO-02 |3} cmﬁmmem 10
5) Eradication; and
6) Recovery.
[Establish, document, approve, communicate, apply, evaluate and maintain a [Mechanisms exist to maintain and make available a current and viable
security incident response plan, which includes but is not limited to: a Incident Response Plan (IRP) to all stakeholders
SEF-03 Incident Response Plans [cOMmMunication strategy for notifying relevant internal departments, impacted Functional | Intersects With |Incident Response Plan (IRP)|  IR0-04 8
lservice customers, and other business  critical relationships (such as supply-
[chain) that may be impacted
[Exercise the incident response plans at planned intervals or upon significant [Mechanisms exist to formally test incident response capabilities through
SEF-04 Incident Response Testing [changes. Functional Subset Of Incident Response Testing IRO-06 fea\lsb{l lexemses to determine the operational effectiveness of those 10
[capabilities.
[Establish, monitor and report information security incident metrics. [Mechanisms exist to develop, report and monitor Security, Compliance &
SEF-05 Incident Response Metrics P ity Functional Subset Of Measures of Performance GOV-05  [3ciliance program (SCAP) B s of performance. ty. P 10
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to cover:
supporting business processes to triage security-related events. 1) Preparation;
2) Automated event detection or manual incident report intake;
3) Analysis;
SEF-06 Event Triage Processes Functional Subset OF Incident Handling RO-02 [ A0V 10
5) Eradication; and
6) Recovery.
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IDefine, implement and evaluate processes, procedures and technical measures IMechanisms exist to cover.
ffor timely and effective response to security incidents in accordance with 1) Preparation;
incident categories and severity levels. Review, update, and test processes and 2) Automated event detection or manual incident report intake;
y Incident Management and |procedures at least annually. ’ 3) Analysis;
SEF-07 pod Functional Subset OF Incident Handling IRO-02 (3} Q0O ot 10
5) Eradication; and
6) Recovery.
[Define, implement and evaluate processes, procedures and technical measures IMechanisms exist to maintain and make available a current and viable
Incident Management and [for timely and effective response to security incidents in accordance with . incident Response Plan (IRP) to all stakeholders
SEF-07 Response lincident categories and severity levels. Review, update, and test processes and Functional Intersects With (Incident Response Plan (IRP)|  IRO-04 8
lprocedures at least annually.
[Define and implement processes, procedures and technical measures for security| [Mechanisms exist to address data breaches, or other incidents mva\vmg the
lbreach notifications. Report material security breaches including any relevant . lunauthorized disclosure of sensitive or regulated data, accordin
SEF-08 Security Breach Notification |supply chain breaches, as per applicable SLAs, laws and regulations. Functional Intersects With Data Breach IR0-04.1  |applicable laws, regulations and contractual obligations. 8
[Define and implement processes, procedures and technical measures for security| [Mechanisms exist to timely-report incidents to applicable:
§ lbreach notifications. Report material security breaches including any relevant . Incident Stakeholder (1) Internal stakeholders;
SEF-08 Security Breach Notification |supply chain breaches, as per applicable SLAs, laws and regulations. Functional Intersects With Reporting IRO-10  |(2) Affected clients & third-parties; and 8
(3) Regulatory authorities.
[Define and implement processes, procedures and technical measures for security| [Mechanisms exist to timely-report incidents to applicable:
lbreach notifications. Report material security breaches including any relevant Incident Stakeholder (1) Internal stakeholders;
SEF-08 Security Breach Notification |supply chain breaches, as per applicable SLAs, laws and regulations. Functional Intersects With Reporting IRO-10  |(2) Affected clients & third-parties; and 8
(3) Regulatory authorities.
EStablih and maintain 2 secure reposilory of securiy incident records Regularly [Mechanisms exist to report sensitive/reguiated data incidents in a timely
Incident Records review the incident records to identify patterns, root causes, and syst ICyber Incident Reporting for anner.
SEF-09 Management |vulnerabilities, and implement relevant corrective measures. Functional | Intersects With | 00 Data | 'RO-10.2 8
[Maintain points of contact for applicable regulation authorities, national and focal -
sEF10 Points of Contact iz enforcement, and other legal jurisdictional authorities. Review and update Functional | Intersects With Regulatory & Law |RO-14  |Mechanisms exist to maintain incident response contacts with applicable s
Maintenance lthe points of contact at least annually. Enforcement Contacts regulatory and law enforcement agencies.
[Estabilsh, document, approve, communicate, apply, evaluate, and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Supply Chain Risk Ipolicies and procedures for supply chain risk management. Review and update Publishing Security, and procedures necessary for secure, compliant and resilient capabilities.
STA-01 Management Policies and [the policies and procedures at least annually, or upon significant changes. Functional | Intersects With | Compliance & Resilience | GOV-02 8
Procedures Documentation
[Establish, document, approve, communicate, apply, evaluate, and maintain - - ‘exist to review the Security, Compliance & Resilience Program
Supply Chain Risk lpolicies and procedures for supply chain risk management. Review and update Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
STA-01 Management Policies and  the policies and procedures at least annually, or upon significant changes. Functional | Intersects With | - Security, Compliance & GOV-03 if significant changes occur to ensure their continuing suitability, adequacy 8
Procedures Resilience Program land effectiveness.
[Establish, document, approve, communicate, apply, evaluate, and maintain [Mechanisms exist to facilitate the implementation of third-party management|
Supply Chain Risk Ipolicies and procedures for supply chain risk management. Review and update |controls.
STA01 Management Policies and e poicies and procedures a least annuall, o Upon significant changes Functional | Intersects With | Third-Party Management |  TPM-01 8
rocedures
[Establish, document, approve, communicate, apply, evaluate and maintain IMechanisms exist to document and maintain a Responsible, Accountable,
Ipolicies and procedures for the application of the Shared Security Responsibility Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
STA02 SSRM Policy and Procedures|Model (SSRM) within the organization. Review and update the policies and Functional | Intersects with pportive. Consulted & | TPM-05.4 |10 Gelineate assignment for security, compliance and resilience controls s
lprocedures at least annually, or upon significant changes. informed (RASCI) Matrix lbetween internal stakeholders and External Service Providers (ESPs)
[Apply, document, implement and manage the SSRM throughout the supply chain. IMechanisms exist to document and maintain a Responsible, Accountable,
Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentati
STA03 SSRM Supply Chain Functional | Intersects With | Supportive, Consulted & | TPM-05.4 [0 delineate assignment for security, compliance and resilience controls 8
informed (RASCI) Matrix lbetween internal stakeholders and External Service Providers (ESPs)
[Provide SSRM Guidance to the service customers detailing information about the Mechanisms exst o require coniractual requiremens for appncame securit.
SSRM_applicability throughout the supply chain. Third-Party Contract and resilienc
STA-04 SSRM Guidance Functional Intersects With Requ,,gmm TPM-05, ergamzauon 's needs to pretect its Technology Assets, Applv(allons Servl(es 8
land/or Data (TAASD).
[Provide SSRM Guidance to the service customers detailing information about the IMechanisms exist to document and maintain a Responsible, Accountable,
SSRM applicability throughout the supply chain Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentati
STA04 SSRM Guidance Functional | Intersects With | Supportive, Consulted & | TPM-05.4 [0 delineate assignment for security, compliance and resilience controls 8
informed (RASCI) Matrix between internal stakeholders and External Service Providers (ESPs)
Delineate the shared ownership and applicabiity o all CSA CCM contrals [Mechanisms exist to document and maintain a Responsible, Accountable,
laccording to the SSRI Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
STA05 SSRM Control Ownership Functional | Intersects With | Supportive, Consulted & | TPM-05.4 [0 delineate assignment for security, compliance and resilience controls 8
informed (RASCI) Matrix lbetween internal stakeholders and External Service Providers (ESPs)
[Review and validate the SSRM documentation IMechanisms exist to document and maintain a Responsible, Accountable,
Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
StA0 SSRM Documentation Functional | Intersects With | Supportive. Conaulted & | TPM-05.4 [to delineate assignment for security, compliance and resilience controls 8
eview informed (RASCI) Matrix between internal stakeholders and External Service Providers (ESPs)
implement, operate, and audit or assess the portions of the SSRM which the IMechanisms exist to document and maintain a Responsible, Accountable,
lorganization is responsible for. Responsible, Accountable, Supportive, Consulted & Informed (RASCI) matrix, or similar documentati
STA07 SSRM Control Functional | Intersects With | Supportive, Consulted & | TpM-05.4 |to delineate assignment for security, compliance and resilience controls s
Implementation Informed (RASCI) Matrix between internal stakeholders and External Service Providers (ESPs),
[Develop and maintain an inventory of all supply chain relationships. IMechanisms exist o maintain 3 current. accurate and complete st of
[External Service Providers (ESPS) that can potentially impact
STA08 Supply Chain Inventory Functional Subset OF Third-Party Inventories | TPM-01,1  [Confidentiality, Integrity, Availability and/or Safety (CIAS) of e 10
Technology Assets, . Services and/or Data
(TAASD).
[Define, implement, and enforce a process for establishing a Bill of Material for e e R otain, a Software Bill of Materials (SEOM)
lthe service supply chain. Review and update the Bill of Material at least annuall i lechanisms exist to generate, or obtain, a Software Bill of Materials
STA-09 Service Bill of Material el P Y| Functional | Intersects with | Software Bill of Materials | 15, 045 fror Technology Assets, Applications andjor Services (TAAS) that lists software 3
(BOM) lor upon significant changes. (SBOM) o ,
lpackages in use, including versions and applicable licenses.
[Periodically review risk factors associated with supply chain relationships. [Mechanisms exist to monitor, regularly review and assess External Service
Supply Chain Risk Review of Third-Part PProviders (ESPs) for compliance with established contractual requirements
STA-10 Vanagement Functional | Intersects With rvices ) TPM-08  for securty, compliance and resilience controls 8
[Periodically review risk factors associated with supply chain relationships. [Mechanisms exist to control changes to services by suppliers, taking into
Supply Chain Risk IManaging Changes To Third- laccount the criticality of business Technology Assets, Applications, Services
STA-10 mzagemem Functional Intersects With 9 ,,g,w Sefmes TPM-10  land/or Data (TAASD) that are in scope by the third-party. 8
[Service agreements must incorporate at least the following mutually-agreed Wechanisms exst o require contractual requirements for applicable securiy.
lupon provisions and/or terms: d resilience , reflecting the
- Scope, characteristics and location of business relationship and services offered lorganization's needs to protect its Te(hne\ogy Assets, Applications, Services
- Information security requirements (including SSRM) land/or Data (TAASD).
- Change management process
- Logging and monitoring capability
- Incident management and communication procedures
Primary Service and Third-Party Contract
STA-1L - Right to audit and third party assessment Functional Subset OF TPM-05 10
Contractual Agreement |, . &2 At Requirements.
- Interoperability and portability requirements
- Data privacy
- Operational Resilience
ervice aoreements st Incorporate ot least he following Mmutually-agreed [Mechanisms exist to ensure applicable security, compliance and resilience
lupon provisions and/or terr requirements are included in contracts that flow-down to applicable sub-
. Scobe, characteristies and location of business relationship and services offered| |contractors and suppliers.
- Information security requirements (including SSRM)
+ Change management
- Logging and monitoring capability
primary Service and | Incident management and communication procedures Contract Flow-Down
STA-1L - Right to audit and third party assessment Functional | Intersects With . TPM-05.2 8
Contractual Agreement |1 g &2t At Requirements,
- Interoperability and portability requirements
- Data privacy
- Operational Resilience
[Review supply chain agreements at least annually or upon significant changes. e e N o ; external s
! lechanisms exist to monitor, regularly review and assess External Service
STA-12 Supply Chain Agreement Functional | Intersects with | Review.of Fhird-Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 8
[for security, compliance and resilience controls.
[Define and implement a process for conducting internal assessments to confirm e e N o ; external s
lconformance and effectiveness of standards, policies, procedures, and service X lechanisms exist to monitor, regularly review and assess External Service
STA13 Supply Chain Compliance | el agreement activities at least annually. P Functional | Intersects with | Review.of Fhird-Party TPM-08  [Providers (ESPs) for compliarice with established contractual requirements 8
[for security, compliance and resilience controls.
implement policies requiring all service providers throughout the supply chain to
— Supply Chain Service  [comply with information security, confidentiality, access control, privacy, audit, Functional nt s With Review of Third-Party TPm-08 gech:msTEssiX\)s; to mumltorv regug;rly trel;l;e‘: ad"d aslsesls Eflemal Sew\cte s
S ersonnel policy and service level requirements and standards, unctional ntersects Wi g roviders (ESPs) for compliance with established contractual requirements
Agreement Compliance > Y Services [for security, compliance and resilience controls.
[Review the organization's service providers' IT governance policies and e e N o ; external s
rocedures at least annually or upon significant changes. ! lechanisms exist to monitor, regularly review and assess External Service
STA-15 Supply Chain Governance P ' or upon sig 9 Functional | Intersects with | Reviewof hird-Party TPM-08  [Providers (ESPs) for compliance with established contractual requirements 8
[for security, compliance and resilience controls.
Sunply Chain Data Security |PENE and implement a process for conducting risk-based security assessments e Party R Mechanisms exist to conduct a risk assessment prior to the acquisition or
STA-16 pPly Atneseraent Y |of the supply chain Functional Subset Of Assessments &VApprova‘s TPM-04.1 |outsourcing of technology-related Technology Assets, Applications and/or 10
Services (TAAS).
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Threat and Vulnerabiity _[Policies and procedures to_identify, report and prioritize the remediation of Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
TVM-0L Management Policy and  |VuInerabilities and threats, in order to protect systems against vulnerability Functional | Intersects With | Compliance & Resilience | GOV-02 8
Procedures lexploitation. Review and update the policies and procedures at least annually, or| Documentation
lupon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to review the Security, Compliance & Resilience Program
Threat and Vulnerabiity _[Policies and procedures to_identify, report and prioritize the remediation of periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
TVMoL Management Policy and _|Vulnerabilities and threats, in order to protect systems against vulnerability Functional | Intersects With | Security, Compliance & Gov-o3 [f significant changes occur to ensure their continuing suitability, adequacy 8
orocedures lexploitation. Review and update the policies and procedures at least annually, or| Resillence Program land effectiveness.
lupon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain
Threat and Vulnerability _|Policies and procedures to identify, report and prioritize the remediation of Vulnerabillty & Patch
TVM-01 Vanagement Policy and _|vulnerabilities and threats, i order to protect systems against vulnerability Functional | Intersects With | Management Program VpM.01  [Mechanisms exist to facilitate the implementation and monitoring of s
orocedures lexploitation. Review and update the policies and procedures at least annually, or| [vulnerability management controls.
lupon significant changes.
[Establish, document, approve, communicate, apply, evaluate and maintain [Mechanisms exist to establish, maintain and disseminate policies, standards
Malware and Malicious  |policies and procedures to_protect against malware and malicious instructions. Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
TVM-02 Instructions Protection  |Review and update the policies and procedures. at least annually, or upon Functional | Intersects With | Compliance & Resilience | GOV-02 8
Policy and Procedures  |significant changes Documentation
[Establish, document, approve, communicate, apply, evaluate and maintain - - [Mechanisms exist to review the Security, Compliance & Resilience Program
Malware and Malicious  |policies and procedures to_protect against malware and malicious instructions. Periodic Review & Update of| (SCRP), including policies, standards and procedures, at planned intervals or
TVM-02 Instructions Protection  |Review and update the policies and procedures at least annually, or upon Functional | Intersects With | - Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 8
Policy and Procedures  [significant changes. Resilience Program land effectiveness.
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[Establish, document, approve, communicate, apply, evaluate and maintain IMechanisms exist to facilitate the implementation of Endpoint Device
Malware and Malicious  policies and procedures to_protect against malware and malicious instructions. " Endpoint Device [Management (EDM) controls.
TVM-02 Instructions Protection  |Review and update the policies and procedures. at least annually, or upon Functional | Intersects With | ,C0GPO T BEHES, END-01 8
Policy and Procedures  significant changes.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to define and manage the scope for Its attack surface
TVM-03 Vulnerability Identification [for the detection of vulnerabilities on organizationally managed assets at least Functional | Intersects With |  Attack Surface Scope VPM-01.1 | management activities. 8
Imonthly.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to identify and assign a risk ranking to newly discovered
TVM-03 Vulnerability Identification [for the detection of vulnerabilities on organizationally managed assets at least Functional | Intersects With |  Vulnerability Ranking VPM-03 [security vulnerabilities using reputable outside sources for security 8
Imonthly. |vulnerability information.
[Define, implement, and evaluate a threat analysis process and procedures to - [Mechanisms exist to establish, maintain and disseminate policies, standards
Threat Analysis and [identify, assess and review the threat landscape for cloud systems. Build threat i Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
TVM-04 delling Imodels according to industry best practices to inform the risk mitigation Functional | Intersects With | Compliance & Resilience | GOV-02 8
Documentation
strategy.
[Define, implement, and evaluate a threat analysis process and procedures to [Mechanisms exist to review the Security, Compiiance & Resilience Program
Threat Analysis and  [identify, assess and review the threat landscape for cloud systems. Build threat __ |Periodic Review & Update of (SCRP), including policies, standards and procedures, at planned intervals or
TVM-04 Modelling Imodels according to industry best practices to inform the risk mitigation Functional Intersects With | Security, Compliance & GOV-03 | significant changes occur to ensure their continuing suitability, adequacy 8
strategy. Resilience Program and effectiveness.
[Define, implement, and evaluate a threat analysis process and procedures to [Mechanisms exist to implement a threat intelligence program that includes a
identify, assess and review the threat landscape for cloud systems. Build threat |cross-organization information-sharing capability that can influence the
TM-04 Threat Analysis and  |models according to industry best practices to inform the risk mitigation Functional | Intersects With |Threat Intelligence Program|  THR-01  [development of the system and security architectures, selection of security s
delling strategy. [solutions, monitoring, threat hunting, response and recovery activities.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to maintain situational awareness of vulnerabilities and
lto update detection tools, threat signatures, and indicators of compromise on a levolving threats by leveraging the knowledge of attacker tactics, techniques
TVM-05 Detection Updates |weekly, or more frequent basis. Functional | Intersects With | Threat Intelligence Feeds | THR-03  land procedures to facilitate the implementation of preventative and 8
|compensating controls.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to update vulnerability scanning tools.
TVM-05 Detection Updates [to update detection tools, threat signatures, and indicators of compromise on a Functional Intersects With Update Tool Capability VPM-06.1 8
|weekly, or more frequent basis.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to maintain situational awareness of vuinerabilities and
External Library lto identify updates for applications which use third party or open source libraries levolving threats by leveraging the knowledge of attacker tactics, techniques
TVM-06 Vulnerabilities laccording to the organization's vulnerability management policy. Functional | Intersects With | Threat Intelligence Feeds | THR-03  land procedures to facilitate the implementation of preventative and 8
|compensating controls.
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to update vulnerability scanning tools.
External Library lto identify updates for applications which use third party or open source libraries
TVM-06 i according to the organization's vulnerability management policy. Functional | Intersects With |  Update Tool Capability | VPM-06.1 8
[Define, implement and evaluate processes, procedures and technical measures [Mechanisms exist to conduct penetration testing on Technology Assets,
TVM-07 Penetration Testing  [for the periodic performance of penetration testing by independent third parties. | Functional Subset O Penetration Testing VPM-07  [Applications and/or Services (TAA! 10
Vulnerability Remediation [oemn e o o ke e B e e Ca measures Continuous Vulnerability IMechanisms exist to address new threats and vulnerabilities on an ongoing
X lbased on identified risks to support scheduled and emergency responses to .
TVM-08 dule PP gency resp Functional Subset Of Remediation Activities VPM-04 " lpagis and ensure assets are protected against known attacks. 10
|vulnerability identification.
[Use a risk-based method for effective prioritization of vulnerability remediation [Mechanisms exist to identify and assign a risk ranking to newly discovered
TVM-09 Vulnerability Prioritization |using an industry recognized framework. Functional Intersects With Vulnerability Ranking VPM-03  [security vulnerabilities using reputable outside sources for security 8
[vulnerability information.
[Use a risk-based method for the prioritization and mitigation of threats, Mechanioms exist to dentily, assess 4 document the potential
- leveraging an industry-recos framework to guide threat decision-makin % A 3
TVM-10 Threat Response feveraaing an industry-recos il 9 Functional | Intersects With Threat Analysis THR0 e e) and Hkelino0a(e) of appiicabie mternal and axtornal threats. 8
|Lse 2 risk based method. f‘" B O ot Continuous Vulnerability IMechanisms exist to address new threats and vulnerabilities on an ongoing
- leveraging an industry- d framework to guide threat decision-making ¥
TVM-10 Threat Response N rotection meascres. 9 9 Functional | Intersects With | “garmediation Activities VPM-04 " lpagis and ensure assets are protected against known attacks. 8
Define and mplement 2 process for racking and reporting vulnerabilty Contralized Management of
- activities that includes stakeholder notification. X ’
VML Reporting Functional | Intersects With | SenFalzed Management O VPM-05.1  [Mechanisms exist to centrally-manage the flaw remediation process. 5
3 Vulnerability Management [Establish, monitor and report metrics for vulnerability identification and ) Mechanisms exst to develop, report and monitor Security, Compiiance &
M2 Metrics remediation at defined intervals. Functional SubsetOf | Measures of Performance |  GOV-05 nce Program (SCRP) measures of performan 0
Estabish, document, approve, communicate, apply. evaluate and maintain N - Mechamsms ‘exist o establish, maintain and Ssseminate policies, standards
Endpoint Devices Policy and P and procedures for all endpoints. Review and update the policies and Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
UEM-01 s o Drocedures at least annually, or upon significant changes Functional | Intersects With | Compliance & Resilience | GOV-02 8
Documentation
Estabish, document, approve, communicate, apply. evaluate and mainiain N - [Mechanisms exist to review the Security, Compliance & Resilience Program
Endpoint Devices Policy and|policies and procedures for all endpoints. Review and update the policies and dic Review & Update o (SCRP), including policies, standards and procedures, at planned intervals or
UEM-01 ocedu pracedures at least annually, or upon significant changes. Functional Intersects With | Security, Compliance & GOV-03 i significant changes occur to ensure their continuing suitability, adequacy 8
Resilience Program land effectiveness.
[Establish, document, approve, communicate, apply, evaluate and maintain
Endpoint Devices Policy and [policies and procedures for all endpoints. Review and update the policies and Endpoint Device [Mechanisms exist to facilitate the implementation of Endpoint Device
UEM-01 Procedures lprocedures at least annually, or upon significant changes. Functional | Intersects With |z nagement (EDM) END-0L lytanagement (EDM) controls. 8
[Define, document, apply and evaluate a list of approved services, applications
UEM-02 Application and Service . |andsaurces of applications (stores) acceptable for use by endpoints when Functional | Intersects with | EXPlicitly Allow / Deny CFG.033 [Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block s
Appro accessing or storing organization-managed data. Applications (denylist / blacklist) applications that are authorized to execute on systems.
Define and implement 5 process for ihe vaiidaton of the endpaint device's C exist to facilitate the implementation of configuration
UEM-03 c With operating systems an Functional Subset Of Program CFG-01 10
[Maintain an inventory of all endpoints used to store, access and process
|company data
IMechanisms exist to perform inventories of Technology Assets, Applications,
[Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in u
(2) Identifes authorized software products, including business Justification
UEM-04 Endpoint Inventory Functional Subset Of Asset Inventories AST-02 tails; 10
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; a
(5) s available for review and audit by designated organizational personnel.

Secure Controls Framework (SCF)

130f13



	CCA CMM 4.1.0

