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Schedule a task to update the asset/inventory database at least quarterly.
IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that;
(1) Accurately reflects the current TAASD in
(2) Identifiss authorized software products, Inchuing business ustification
ASM-01 NA Functional Subset Of Asset Inventories AST-02  [details; 10
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(3) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5 15 available for review and audit by designated organizational personnel.
Deploy an inventory management system and record details about each 10T
ldevice in inventory. Use this inventory management system to track each loT
ldevice's version, including firmware and patch status, real-time operating .
ASM-02 NA systems (RTOS) version/image version, application/iibrary versions, lost or Functional Subset Of Asset Governance AT 0L e v scact ovancasraemt sonteare " (TAM) program to 10
ldecommissioned status, and to whom the device is assigned. Include device
location
[Monitor IoT node power levels by configuring nodes to alert regarding low-battery| |Automated mechanisms exist to monitor the power levels of embedded
ASM-03 NA o increased battery drainage. Investigate any discovered incidents associated Functional Subset Of Power Level Monitoring EMB-09 [technologies for decreased or excessive power usage, including battery 10
with excess battery drainage. |drainage, to investigate for device tampering.
[Establish naming conventions for 0T devices and configure Unique identifiers to
leach device. Identifiers should be unigue across the enterprise and designed in a
Imanner that allows for the incorporation of large quantities of additional devices Standardized Namins IMechanisms exist to implement a scalable, standardized naming convention
ASM-04 NA (e.9., mergers/acquisitions) at a later time without name conflcts. Functional Subset O e yaming AST-0L:3 for Technology Assets, Applications, Services and/or Data (TAASD) that 10
lavoids asset naming conflit
[Evaluate legacy loT devices annually for technology upgrades. n the inerim, uee IMechanisms exist to perform evaluations of deployed embedded
lgateway security mechanisms to extend the security boundary and mitigate risks Embedded Technology ltechnologies as needed, or at least on an annual basis, to ensure that
cem-01 A lexposed by these legacy devices. Functional | Intersects With eviews EMB-10 | cessary updates to mitigate the risks associated with legacy embedded 8
ltechnologies are identified and implemented
[Evaluate legacy 0T devices annually for technology upgrades. In the interim, use Technology Lfecyde exist to manage the usable Ifecycles of Technology Assets
X jateway security mechanisms to extend the security boundary and mitigate risks ¥ 2
cem-01 NA pateway security mechanisms {0 y vy o Functional Subset OF Management SEA07.L e ome andlor Services (TAAS) 10
[Define and follow a quality change control and testing process (e.q., information
ltechnology infrastructure library (ITIL) service management) with established
cem02 NA lbaselines, testing, and release standards that focus on system availability, Functional Subset Of Change Management CHg.o1 [Mechanisms exist to facilitate the implementation of a change management 10
confidentiality, and integrity of systems and services. lprogram.
[Define and follow a quality change control and testing process (e.q., information
ltechnology infrastructure library (ITIL) service management) with established " . N rnical confi
Configuration Change IMechanisms exist to govern the technical configuration change control
ccm02 NA lbaselines, testing, and release standards that focus on system availability, Functional | Intersects With 9 9 CHG02 s
z confidentiality, and integrity of systems and services, Control rocesses.
[Define and follow a quality change control and testing process (e.0., information
ltechnology library (ITIL) service ) with established
t to facilitate the implementation of configuration
cem02 NA lbaselines, testing, and release standards that focus on system availability, Functional | Intersects With CFG-01 exis s
/ confidentlalty, and integrity of systems and services. Program Imanagement controls.
Implement a configuration management program that detects all modifications [Automated mechanisms exist to govern and report on baseline
to 10T system configuration files. Implement response plans upon the detection Automated Central [configurations of Technology Assets, Applications and/or Services (TAAS)
ccm-03 N/A lof unauthorized changes. Functional | Intersects With | ;o gement & Verification | FS"922  |through Continuous Diagnostics and Mitigation (CDM), or similar 8
ltechnologies
implement a configuration management program that detects all modifications Irvtomated mech . or.ent T renort
ccm-03 NA lto loT system configuration files. Implement response plans upon the detection Functional | Intersects With | Configuration Enforcement | CFG-06  [Aurormated mechanisms exist to monitor, enforce and report on 8
o unauthorized changes. [configurations for endpoint devices.
implement a configuration management program that detects all modifications
y to 0T system configuration files. Implement response plans upon the detection Embedded Technology ’ IMechanisms exist to generate log entries on embedded devices when
cen-03 G of unacthorized changes. i ponse plans up Functional | Intersects With | configuration Monitoring | M85 |configuration changes or attempts to access interfaces are detected 8
[Review IoT inventories annually to identify products used within the enterprise
that have reached or will reach end-of-life within the next year. This review
Ishould include checks to ensure the vendor has not announced plans to
ccm-05 NA discontinue support for the products or their associated services. Flag any device | Functional Subset Of Technology Lifecycle SEA-07.1  |Mechanisms exist to manage the usable lifecycles of Technology Assets, 10
lanagement |Applications and/or Services (TAAS).
at risk of end-of-life and take action to procure updated devices,
Implement a secure staging system for over-the-air updates to protect from N
intrusion and malicious logic. Apply integrity controls to files before transmitting [Mechanisms exist to islate sensitvelregulated data enclaves (secure zones)
. them to edge devices. Segregation From y rom corporate-provided IT resources by providing enclave-specific IT
cen-06 G Functional | Intersects With | - gnterprise Services NET-06.4 |cervices (e.q., directory services, DNS, NTP, ITAM, antimalware, patch 8
imanagement, etc.) to those isolated network segments.
Implement a secure staging system for over-the-air updates to protect from Software / Firmware [Mechanisms exist to require developers of Technology Assets, Applications
ccm-06 NA intrusion and malicious logic. Apply integrity controls to files before transmitting | - Functional | Intersects with | porware/ Fitmware TDA14.1  [andjor Services (TAAS) to enable integrity verification of software and H
them to edge devices. grity Veri [firmware components.
mplement a secure staging system for over-the-air updates to protect from Contralized Management of
x intrusion and malicious logic. Apply integrity controls to files before transmittin x
ccm-06 NA ntusion and malicous ogic Apply integrty 9 | Functional | Intersects with [Sentelzec Management ot veM-05.1 exist to c: ge the flaw process. 8
integrity protect firmware images of IoT Gevices. Define processes to restore IoT
devices should those devices be suspected compromised or corrupted. Test Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
ccm-o7 NiA lupdate processes at least annually across different device types. Functional | Intersects With ching VPM-05 assets, Applications and/or Services (TAAS), including firmware 8
integrity protect firmware images of 10T Gevices. Define processes to restore IoT
devices should those devices be suspected compromised or corrupted. Test Centralized Management of §
ccm-07 NA Update processes at least annually across different device types. Functional | Intersects With [SEnte1Ze MENEGSMENt Of | vpw-05.1  [Mechanisms exist to centrally-manage the flaw remediation process 8
integrity protect firmware images of 10T Gevices. Define processes to restore IoT
|devices should those devices be suspected compromised or corrupted. Test Automated Software & |automated mechanisms exist to install the latest stable versions of security-
ccm-07 N/A lupdate processes at least annually across different device types. Functional | Intersects With Firmware Updates VPM-05.4 |l¢|evant software and firmware updates. 8
[Estabiish a configuration control board (CCB) to vet modifications/changes to oT
systems. A CCB should define processes for updates, including testing
comos R yatems. A CCB should define processes for updates, Including testing Functional | Intersects with | Change Management cHG-01 r;(;r:rr:sms exist to facilitate the implementation of a change management s
[Estabiish a configuration control board (CCB) to vet modifications/changes to 10T
systems. A CCB should define processes for updates, including testing Configuration Change IMechanisms exist to govern the technical configuration change control
ccm-08 N/A (functional, security, interoperability) of all updates before fielding. Functional | Intersects With 9 Control . CHG-02 | o cesses. g o o 8
[Establish a configuration control board (CCB) to vet mudmcatlcns/changes toloT
systems. A CCB should define processes for updates, including testin Test, Validate & Document IMechanisms exist to appropriately test and document proposed changes in a
ccm-08 NiA (functional, security, interoperability) of all updates before fielding. Functional | Intersects With g CHG-02.2  [non-production environment before changes are implemented in a 8
lproduction environment.
[Estabiish a configuration control board (CCB) to vet modifications/changes to loT cecunty, Compriance &
systems. A CCB should define processes for updates, including testing ecurity, Compliance IMechanisms exist to include a cybersecurity andjor data protection
ccm-08 NA (functional, security, interoperability) of all updates before fieldin Functional | Intersects With | Resilience Representative | CHG-02.3 8
y P y) P 9 for Asset Litachcle Changes representative in the configuration change control review process.
[Estabiish a configuration control board (CCB) to vet modifications/changes to oT
systems. A CCB should define processes for updates, including testin exist to facilitate the implementation of configuration
ccM-08 N/A (functional, security, interoperability) of all updates before fielding. Functional | Intersects With Program CFG-0L | ement controls. P! o! 8
[Provision digital certificates to all cloud servers, services, and gateways to [Mechanisms exist to facilitate the implementation of cloud management
cLs-o1 NA lestablish trusted communication. Functional | Intersects With Cloud Services CLD-01  |controls to ensure cloud instances are secure and in-lin with industry 5
practices.
[Provision digital certificates to all cloud servers, services, and gateways o exist to ensure the cloud security architecture supports the
CLS-01 N/A lestablish trusted communication. Functional Intersects With | Cloud Security Architecture CLD-02 [organization's technology strategy to securely design, configure and 8
Imaintain cloud employments.
[Provision digital certificates to all cloud servers, services, and gateways to Use of Cryptographic [Mechanisms exist to facilitate the implementation of cryptographic
CLs-01 N/A lestablish trusted communication, Functional | Intersects With 'melg P CRY-01 [protections controls using known public standards and trusted cryptographic 5
ftechnologies.
[Provision digital certificates to all cloud servers, services, and gateways to public Key Infrastructure [Mechanisms exist to securely implement an internal Public Key Infrastructure
cLs-01 N/A lestablish trusted communication, Functional | Intersects With V“,K” CRY-08 [(PKI) infrastructure or obtain PKI services from a reputable PKI service 8
rovider.
e oS iy, Cl0ud servers. services, and gateways to Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
. lestablish trusted communication. x
CLs-01 A Functional | Intersects With nagement CRY-09 | btect the confidentiality, integrity and availability of keys. 8
[Provision digital certificates to all cloud servers, services, and gateways to
lestablish trusted communication. |Automated mechanisms exist to validate certificates by constructing and
cLs-01 NA Functional | Intersects With | PKI-Based Authentication | IAC-10.2 |verifying a certification path to an accepted trust anchor including checking 8
|certificate status information for PKi-based authentication.
[Configure cloud gateways to accept communications from only trusted devices. } N
Whitelist authorized devices and log attempted communications from Side Channel Attack IMechanisms exist to prevent “side channel attacks* when using a Content
cs-02 NA lunauthorized devices. Functional | Intersects With e CLD-12  [Delivery Network (CDN) by restricting access to the origin server's IP address H
lto the CON and an authorized management networt
Configure cloud gateways to accept communications from only irusted devices. Explicitly Allow / Deny IMechanisms exist to explicitly allow (allowlist / whitelist) andfor block
' Whitelist authorized devices and log attempted communications from . i
cls-02 N2 oo ad destees, 9 attemp! Functional | Intersects With Applications CFG-03:3 (genylist / blacklist) applications that are authorized to execute on systems 8
[EStablish a privacy agreement with your cloud service provider (CSP). Ensure
lappropriate security controls are in place for protection of sensitive data Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
CLs-04 N/A (personally identifiable information (PIl)/protected health information (PHI) Functional | Intersects With | o1 ractuial Compliance CPL-O1 | elevant statutory, regulatory and contractual controls. 8
[Estabiish a privacy agreement with your cloud service provider (CSP). Ensure
lappropriate security controls are in place for protection of sensitive data Adequate Security for exist to protect data that is collected,
cLs-04 NA (personally identifiable information (Pil)/protected health information (PHI)) Functional | Intersects With | Sensitive / Regulated Data | 1A0-03.2  |developed, received, transmitted, used or stored in support of the 8
In Support of Contracts lperformance of a contract.
[Estabiish a privacy agreement with your cloud service provider (CSP). Ensure
apropriate security controls are In place for protection of sensitive data Data Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
cLs-04 NA (personally identifiable information (Pll)/protected health information (PHI)) Functional Subset Of | for Contractors &Service |  PRI-07.1  [other acquisition-related documents that establish data privacy roles and 10
Providers responsibilities for contractors and service providers.
EStabien o rivacy Bareement wih your loud service provider (C57) Ensure Mechanisms existta require contractual requirements or applicable security.
i urity i i itive Third-Party Contract nd resilience eflecting the
cLs-04 QIS (personally identifiable information (Pl protected health information (PHI)) Functional | Intersects With Requirements TPM0S G anizations needs to protect s Technology Assets Applications, Services 8
Jand/or Data (TAASD).
[Configure cloud services securely. [Mechanisms exist to facilitate the implementation of cloud management
cLs0s NA Functional Subset Of Cloud Services CLD-01  |controls to ensure cloud instances are secure and in-line with industry 10
practices.
[Configure cloud services securely. IMechanisms exist to ensure the cloud security architecture supports the
cLs-0s NA Functional | Intersects With | Cloud Security Architecture | CLD-02  [organization’s technology strategy to securely design, configure and 8
Imaintain cloud employments.
[Configure cloud services securely.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
cLs-0s NA Functional | Intersects With e e CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
9 [that are consistent with industry-accepted system hardening standards.
[Configure cloud services securel
o Y penfigure Technology Mechanisms exist to configure Technology Assets, Applications and/or
CLS-05 N/A Functional | Intersects With | %255 :'espg;ms) for tigh. | CFG-02.5  [Services (TAAS) utilized in high-risk areas with more restrictive baseline 8
Bt Ml el |configurations.
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(Configure cloud services securely.
IMechanisms exist to facilitate the implementation of industry-recognized
gy Secure Enineering o1 [security, compliance and resilience practices in the specification, design,
cLs0s NA Functional | Intersects With princi SEAOL enee pEb e 8
|Applications andor Services (TAAS).
(Configure cloud services securely.
Centralized Management of Mechanisms exist to centrall he
cLso0s NA Functional | Intersects With | “Secorty. Compiance & | SEA-OLL |and mplementanion of securty, compliance sne 1ealiance contros and 8
Resilience Controls related processes.
[Keep all cloud infrastructure updated and patched Vanerability & Patch
IMechanisms exist to facilitate the implementation and monitoring of
cLs06 NA Functional Subset Of anagerment Program (ST e A 10
cLs06 NA Keep all cloud infrastructure updated and patched Functional | Intersects With |  Attack Surface Scope | VPM-01.1  [Mechanisms exist to define and manage the scope for its attack surface 8
Keep all cloud infrastructure updated and patched Vuinerability Remediation IMechanisms exist to ensure that vulnerabilities are properly identified,
cLs06 NA Functional | Intersects With vemo  [Mechaniems exist to ens 8
[cecp all cloud infrastructure updated and patched Continuous Vulnerability IMechanisms exist to address new threats and vulnerabilties on an ongoing
CLs-06 G Functional | Intersects With | “pemediation Activities VPM-04 " lhasis and ensure assets are protected against known attacks 8
Keep all cloud infrastructure updated and patched Mechanisms exist to install the latest stable version of any software andjor
cLs06 NA Functional | Intersects With Stable Versions Ve041 e e e o 8
Keep all cloud infrastructure updated and patched
1506 o i " P Functional | intersects with | Software & Firmware VeM.0s  [Mechanisms exist to conduct software patching for all deployed Technology N
chi |Assets, Applications and/or Services (TAAS), including firmware.
[Keep all cloud infrastructure updated and patched Contratzed Mamagement of
cLs06 NA Functional | Intersects with | Gentialized Management of | ypy 5.1 |mechanisms exist to centrally-manage the flaw remediation process 8
[Keep all cloud infrastructure updated and patched ‘Automated Software & [Automated mechanisms exist to install the latest stable versions of security-
CLs-06 R Functional | Intersects With | " firmware Updates VPM-05.4 |relevant software and firmware updates. 8
Ao wor ah 2pplication programming interface (API) calls and alert for potential Application Programming IMechanisms exist to ensure support for secure interoperability between
y IAPI misuse. y
CLs-07 A Functional | Intersects With | "o\t ce (API) Security CLD-04 | components with Application Programming Interfaces (APIs). 5
Foritor 3l spplcaton programming ntrface (AP cals and aer for porentl
Ls07 m [AElm PP prog 9 (P s Functional | Intersects with | _Inbound & Outbound MON-01.3 |Mechanisms exist to continuously monitor inbound and outbound s
Communications Traffic raffic for unusual or activities or conditions.
[Fonior il appication programming ntertace (AP calls and alet for patenl Mechanisms exist to assess the organization's needs for monitoring and
misuse. Analyze and Prioritize prioritize the monitoring of Technology Assets, Applications and/or Services
CLs-07 B Functional | Intersects With | \onitoring Requirements | MON-0116 [ Taxs) hased on TAAS criticality and the sensitivity of the data it stores, 8
jtransmits and processes
[Authenticate IoT devices to cloud services. Deny access to any device that falls
authentication and log that access attempt, and set thresholds for the number of echanisms it t requre embectded echnolgies o ntate a1
cis08 /A Failures in a fime period that triggers an aier to security administrators, Functional | Intersects With | Restrict C EMB-12 R A 5
[Authenticate IoT devices to cloud services. Deny access to any device that falls
authentication and log that access attempt, and set thresholds for the number of exist to restrict embedded technologies to communicate onls
CLs-08 NA failures in a time period that triggers an alert to security administrators. Functional | Intersects With |Authorized C EMB-13 T orized peers and service endpoints,  ~ Y s
[Authenticate 10T devices to cloud services. Deny access to any device that fails
cLs08 m authentication and log that access attempt, and set thresholds for the pumberof | | Certificate-Based emp.16  |[Mechanisms exist to enforce certificate-based authentication for embedded s
- failures in a time period that triggers an alert to security administrators. unctional | Intersects Wil Authentication 16 liechnologies (e.q., IoT, OT, etc.) and their supporting services,
[Authenticate IoT devices to cloud services. Deny access to any device that fails
lauthentication and log that access attempt, and set thresholds for the number of [Mechanisms exist to implement embedded technologies that utilize pre-
- [ailures in a time period that triggers an slert to security administrators unctional | Intersects Wil ip-To-Cloud Security 117 |provisioned cloud trust anchors to support secure bootstrap and Zero Touc
cLs-08 NA o 90 Y Functional | Intersects With | Chip-To-Cloud Securit EMB-17 d cloud trust anchors t t bootstrap and Zero Touch 5
Provisioning (ZTP)
[Authenticate IoT devices to cloud services. Deny access to any device that falls
authentication and log that access attempt, and set thresholds for the number of IMechanisms exist to generate, monitor, correlate and respond to alerts from
cLsos NA [Failures in a time period that triggers an alert to security administrators. Functional | Intersects With | System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| 5
integrated situational awareness.
[Authenticate IoT devices to cloud services. Deny access to any device that falls
lauthentication and log that access attempt, and set thresholds for the number of IMechanisms exist to review event logs on an ongoing basis and escalate
cus-08 NA failures in a time period that triggers an alert to security administrators. Functional | Intersects With | Security Event Monitoring | MON-01.8 it TR = o0 oy e liened timelinas and procedures 5
[Require authentication to loT service management consoles. Provision unique ruthenticate, Authorize and Mechanisms exist to strictly govern the use of Authenticate, Authorize and
cLs09 NA dentities for each operator and administrator with access to the management Functional | Intersects With d IAC-0L.2  [Audit (AAA) solutions, both on-premises and those hosted by an External 8
console. Service Provider (ESF).
[Enforce mult-factor authentication for management console ogin to cloud |utomated mechanisms exist to enforce Multi-Factor Authentication (MFA)
(1) Remote network access;
cs11 NA Functional | Intersects with | MUtFactoffutnentication | ac.06.2) Third-party Technology Assets, Applications and/or Services (TAAS); and/ 8
lor
(3) Non-console access to critical TAAS that store, transmit andor process
lsensitive/regulated data
oD O g 01 APIs to specific internet protocol (IP) addresses, Application Programming Mechanisms exist to ensure support for secure interoperability between
. ateways or applications i - i i i
cls2 R gateways or app Functional | Intersects With | e face (API) Security CLD-04 |components with Application Programming Interfaces (APIS). s
Restrict the scope of ol coud AP t specific nternet potocal (1) addresses, IMechanisms exist to utilize a Cloud Access Security Broker (CASB), or similar
lgateways o applications Cloud Access Security ltechnology. to provide boundary protection and monitoring functions that
cls12 R Functional | Intersects With Broker (CASB) CLOLL - ooth provide access to the cloud and protect the organization from misuse of 3
lcloud resources.
[Restrict the scope of all cloud APIS t0 SpEcific interet protocol (IP) addresses, . N
lgateways or applications. Side Channel Attack Mechanisms exist to prevent “side channel attacks" when using a Content
cs12 NA Functional | Intersects With Shannel At CLD-12  |Delivery Network (CDN) by restricting access to the origin server's IP address 3
lto the CDN and an authorized management network
[Restrict the scope of all cloud APIs to specific internet protocol (IP) addresses, Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists (ACLs) to
cus12 NA lgateways o applications Functional | Intersects With NET-04  [provide data flow enforcement that explicily restrict network traffic to only 8
Access Control Lists (ACLs) oot store
[Restrict the scope of all cloud APIs to specific intermet protocol (IP) addresses,
§ teways or amiications. Refresh from Trusted ’ Mechanisms exist to ensure that software and data needed for system
cls12 A gateways or app Functional | Intersects With Sources SEA0BL - |component and service refreshes are obtained from trusted sources. 8
Restrict the allowable operations of each API (e... read-only. readjurite. etc.) Application Programming IMechanisms exist to ensure support for secure interoperability between
Cls13 U Functional | Intersects With | "ot reace (API) Security CLD-04 | components with Application Programming Interfaces (APs). 8
e e e e I gement Consoles o™ Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
2 Imalware infection using anti-virus protections and host-based securit y
cls1a NA maiware i 9 2 y Functional | Intersects With fret i, END-04  [Mechanisms ex 8
Protect hosts used to remotely access cloud management consoles from IMechanisms exist to utilize Host-based Intrusion Detection / Prevention
Imalware infection using anti-virus protections and host-based security FHost Intrusion Detection and Systems (HIDS / HIPS), or similar technologies, to monitor for and protect
Cls14 GE imonitoring Functional | Intersects With | Prevention systems (HIDS /| END-07  lygainst anomalous host activiy, including lateral movement across the 3
network.
[Enforce security for message queuing telemetry transport (MQTT) protocol
Imessaging. Define authorized MQTT topics and createfenforce an access control
list within the broker to restrict IoT devices from publishing content or
subscribing to unauthorized message topics. Encrypt all MQTT messages. Use
certificates to authenticate MQTT transactions. Consider throttling traffic to MQTT| " o o e o enforce th - o Tetemets
com-o1 WA servers on both a global and per-client basis and always route MQTT traff Functional subsetof  |Message Queuing Telemetry| o 11 |Mechanisms exist to enforce the security of Message Queuing Telemetry 10
& through a firewall. Reduce the standard MQTT message size to limit an attacker's Transport (MQTT) Security [Transport (MQTT) traffic
ability to overload the system by sending large messages.
[Encrypt all transmission control protocol (TCP)-based communications (€.,
representational state transfer (REST), MQTT, advanced message queuin Mechanisms exist to facilitate the implementation of cryptographic
com07 NA Iprotocol (AMQP)) between system components using X.509 authenticated Functional | Intersects with |  USe of Cryptographic CRY-01  [protections controls using known public standards and trusted cryptographic 8
transport layer security (TLS). rols
ltechnologies.
[Encrypt all transmission control protocol (TCP)-based communications (€.,
representational state transfer (REST), MQTT, advanced message queuing
coM-07 oy Iprotocol (AMQP)) between system components using X.509 authenticated Functional | Intersects With . CRy.03  |Cryptographic mechanisms exist to protect the confidentialty of data being N
transport layer security (TLS)
[Encrypt all transmission control protocol (TCP)-based communications (e.4.,
representational state transfer (REST), MQTT, advanced message queuing " o r| e o enforce th . o retemets
’ lprotocol (AMQP)) between system components using X.509 authenticated lessage Queuing Telemetry g echanisms exist to enforce the security of Message Queuing Telemetry
com-07 (W transport layer security (TLS) Functional | Intersects With | T 21cport (MQTT) Security | EMBLL (Transport (MQTT) traffic. 8
[Encrypt all user datagram protocol (UDP)-based communications (€.g
lconstrained application protocol (CoAP) between system components using the IMechanisms exist to facilitate the impl
. plementation of cryptographic
comos N datagram transport layer security (DTLS) protocol specified in Internet cunctional | Intersects with | Use of Cryptographic RTO1 oo O e o e L tographic N
Engineering Task Force (IETF) Request for Comments (RFC) 7525 or newer). rols e e
[Encrypt all user datagram protocol (UDP)-based communications (9.,
lconstrained application protocol (CoAP) between system components using the
com-08 NA datagram transport layer security (DTLS) protocol specified in Internet Functional | Intersects With . CRy-03  |Cryptographic mechanisms exist to protect the confidentiaity of data being s
Engineering Task Force (IETF) Request for Comments (RFC) 7525 or newer).
[Enforce end-to-end authenticated encryption protocols across all IoT system
lendpoints. Use transport layer security (TLS) and datagram transport layer
security (DTLS) as appropriate based on TCP/UDP communications. Ensure that Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
CoM-09 N/A lall encryption operations align with policy guidance from the latest version of the | ~ Functional | Intersects With coifmé P CRY-01 |protections controls using known public standards and trusted cryptographic 8
National Institute of Standards and Technology (NIST) SP 800-131A. ltechnologies.
[Enforce end-fo-end authenficated encryption protocols across all IoT system
lendpoints. Use transport layer security (TLS) and datagram transport layer
security (DTLS) as appropriate based on TCP/UDP communications. Ensure that .
com-09 NA all encryption operations align with policy guidance from the latest version of the | Functional | Intersects With c CRY-03  [Cryptographic mechanisms exist to protect the confidentiality of data being 8
INational Institute of Standards and Technology (NIST) SP 800-131A
[Configure 10T devices to drop new Incoming communication attempts. Require Mechanisms exist to require embedded technologies to initiate all
com10 R that IoT devices initiate all communications. Functional Equal Restrict EMB-12 and drop new, incoming communications o
Configure IoT devices, gateways, services and applications to Communicate only Mechanisms exist to restrict embedded technologies to communicate only
com11 W with authorized peers and service endpoints. Functional Equal  |Authorized Communications|  EMB-13 |y authorized peers and service endpoints. 10
Document data collected, processed, and stored within 0T systems. Classify that
data based on data type, value (criticality to the organization, and sensitivity) Mechanisms exist to ensure data and assets are categorized in accordance
DAT-01 NA Label the data with tags (metadata) that can be used to identify data types Functional | Intersects With | Data & Asset Classification | DCH-02  [EeERERma B 0 o o v contractual requirements, 8
flowing within the system
[Document data collected, processed, and stored within 10T systems. Classify that
data based on data type, value (criticality to the organization, and sensitivity) Cybersecurity & Data IMechanisms exist to bind cybersecurity and data protection attributes to
DAT-01 (R lLabel the data with tags (metadata) that can be used to identify data types Functional | Intersects With | prore ction Attributes DCH-05 information as it is stored, transmitted and processed. 5
flowing within the system
[Document data collected, processed, and stored within 0T systems. Classiy that
data based on data type, value (criticality to the organization, and sensitivity).
DAT-01 NA Label the data with tags (metadata) that can be used to identify data types Functional | Intersects With Metadata NET-04.5  |Mechanisms exist to enforce information flow controls based on metadata 5
Ifowing within the system.
implement data security Controls based on the classiication of each data type Inatomated mechantsms existto mplement Data Loss Prevention (OLP)
DAT-02 NA Functional | Intersects With | Data Loss Prevention (DLP) | NET-L7  [250Tateq mcharioms Bxiot Ko D e D L B o e 8
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(Catalog data sources (both internal and third-party use) and enforce data
lauthentication relied upon by the IoT system. Track the data lineage throughout
the system as data is cleaned, reduced, modified, and aggregated. Then, IMechanisms exist to track the o
igin, development, ownership, location and
DAT-03 NA Ipinpoint data sources—and any users or processes—that have acted upon any Functional | Intersects With Provenance AST-03.2 e e ology Assets, ARplications, Sorvices androf Dats (TAASD) 8
data used within an automated IoT decision process
[Catalog data sources (both internal and third-party use) and enforce data
lauthentication relied upon by the IoT system. Track the data lineage throughout IMechanisms exist to maintain network architecture diagrams that
lthe system as data is cleaned, reduced, modified, and aggregated. Then, Network Diagrams & Data (1) Contain sufficient detail to assess the security of the network's
DAT-03 NA lpinpoint data sources—and any users or processes—that have acted upon any Functional | Intersects with | NEinerk Dedreme & Oa AST-04 [architecture; 5
data used within an automated loT decision process. 9 (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
[Catalog data sources (both internal and third-party Use) and enforce data
puthentication relied upon by the loT system, Track the data ineage throughout
the system as data is cleaned, reduced, modified, and aggregated.
DAT-03 NA pinpoint dath Sources—-and Ay USErS of processes—.that have acted upan any Functional | Intersects with | Refres? from Trusted SEA-08.1 Z)E;;ij\'::\"tSaiz‘5;;,‘;‘i;Srigfeg“ﬁssggvfgfa;lz“fféf" needed for system 3
data used within an automated IoT decision process
[After cataloging data within an IoT system, identify any locations and systems
which store that data and apply data-at-rest encryption controls to those :
DAT-04 NA locations and systems. Monitor to ensure new systems and components are not | runctional | Intersects With | Change Management .01 [Mechanisms exist to facilitate the implementation of a change management R
implemented without evaluating their storage of sensitive information. lprogram.
[fter cataloging data witin an T system, [enty any locations and systems
which store that data and apply data-at-rest encryption controls to thos
DAT-04 oy locations and systems. Moo to ensure new syssems and components are 1ot | punctional | inersects With Encrypting Data AtRest | CRv-0s |7 exist to prevent disclosure of data s
implemented without evaluating their storage of sensitive information. Jat rest.
[After cataloging data within an IoT system, identify any locations and systems
which store that data and apply data-at-rest encryption controls to those V‘:echamsmds exist to mvenh‘w document and mhamtam data flows for data
g locations and systems. Monitor to ensure new systems and components are not 119 [that s resident (permanently or temporarily) within a service's
DAT-04 [ implemented without evaluating their storage of sensitive information. Functional | Intersects With Geographic Location of Datal - BCH-19.lgeographically distributed applications (physical and virtual), infrastructure, 8
lsystems components and/or shared with other third-parties.
[Create a governance framework for the IoT system. Clarify the individuals
responsible for distributed systems' security and their interconnection to the
cloud and other data services. Require the identification of executive leadership
e O e e e i les of thase charged Security, Compliance & anisms exist to facilitate the implementation of security, compliance
GVN-01 NA with securing those systems. Identify and document the roles and responsibilities|  Functional | Intersects With 3 GOv-01 g 8
lof employees and third-party users for data and assets protection within loT Resilience Program (SCRP) jand resilience governance controls.
systems.
[Create a governance framework for the IoT system. Clarify the individuals
responsible for distributed systems' security and their interconnection to the
cloud and other data services. Require the dentifcation of executive eadership
laccountable for each system and define the responsibilities of those charg Publishing Security,
. IMechanisms exist to establish, maintain and disseminate policies, standards
GVN-01 NA it Sacoring thoss Systems. 1dentity and document the roles and responaibiities|  Functional | Intersects With | Compiance's Roience | GOV-02 8
of employees and thrc-party users for data and assets prokection within (a7 Documentation land procedures necessary for secure, compliant and resilient capabilties.
sy:
[Create a governance framework for the IoT system. Clarify the individuals
responsible for distributed systems' security and their interconnection to the
cloud and other data services. Require the identification of executive leadership ech Jifed individuals with the
laccountable for each system and define the responsibilities of those charged Assigned Security, o Tesources to contralls manage, coordinate: develo, imploment and |
GVN-01 NA with securing those systems. Identify and document the roles and responsibilities|  Functional | Intersects With | Compliance & Resilience |  GOV-04 - 3 . 3 s
lof employees and third-party users for data and assets protection within loT Responsibilities [maintain an enterprise-wide Security, Compliance & Resilience Program
o (SCRP)
ystems.
[Create a governance framework for the IoT system. Clarify the individuals
responsibe for distributed systems' security and their interconnection to the
Mechanisms exst to enforce an accountabilty structure so that appropriate
Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
GVN-01 NA Functional | Intersects With GOV-04.1 5
o cripioy e an oty usrsfor Gata a0 33t protecion Wi ot Structure Imeasuring and managing Technology Assets, Applications, Services andor
<yst Data (TAASD)-related risks.
[Create a governance framework for the IoT system. Clarify the individuals
responsible for distributed systems' security and their interconnection to the
Icloud and other data services. Require the identification of executive leadership
laccountable for each system and define the responsibilities of those charged
GUN-01 NA with securing those systems. Identify and document the roles and responsibilties|  Functional | Intersects witn | EMbedded Technology Eemp.o1  [Mechanisms exist to facilitate the implementation of embedded technology s
lof employees and third-party users for data and assets protection within loT ecurity Program [contros
systems.
[Create a governance framework for the IoT system. Clarify the individuals
responsible for distributed systems' security and their interconnection to the
cloud and other data services. Require the identification of executive leadership
laccountable for each system and define the responsibilities of those charge fined Roles & N define cyb s & ties for all
GVN-01 NA with securing those systems. Identify and document the roles and responsibilities|  Functional | Intersects With el HRS-03  [Mechanisms exist to define cybersecurity roles & responsibilities for a 8
lof employees and third-party users for data and assets protection within loT Responsibilities [personnel
systems.
T R e A e U oo S s Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
X regulatory, legal, and statutory requirements that must be adhered to by loT g y g
GN-02 G yotome within the enterprise. 4 Functional | Intersects With | gejience program (SCRP) | ©V01  fand resilience governance controls, 8
[Estabiish an enterprise loT security architecture that documents the standards, Publishing Securt
regulatory, legal, and statutory requirements that must be adhered to by loT ublishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
GVN-02 (R systems within the enterprise. Functional | Intersects With | - Compliance & Resilience | GOV-02 o procedures necessary for secure, compliant and resilient capabilities. 8
Documentation
T AR e A e e o S s Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
X regulatory, legal, and statutory requirements that must be adhered to by loT g K
Gn-02 G yoteme within the enterprise. 4 Functional | Intersects With | - Cqntractual Compliance CPLOL  \elevant statutory, regulatory and contractual controls, 8
[Estabiish an enterprise loT security architecture that documents the standards, -
GvN-02 ey regulatory, legal, and statutory requirements that must be adhered o by o7 Functional | Intersects with | Embedded Technology emp.o1  [Mechanisms exist to facilitate the implementation of embedded technology s
lsystems within the enterprise. Security Program lcontrols.
[Estabiish an enterprise IoT security architecture that documents the standards,
regulatory, legal, and statutory requirements that must be adhered to by loT Mechanisms exist to facliate the implementation o Industry.recognized
Y systems within the enterprise. Secure Engineering ' |security, compliance and resilience practices in the specification, design,
GVN-02 NA Functional | Intersects With e ncles SEA-0L o O remnlogy Rasere, 8
|Applications andjor Services (TAAS).
[Establish an enterprise IoT security architecture that documents the standards,
regulatory, legal, and statutory requirements that must be adhered to by loT Centralized of exist to centrall the d
GVN-02 NA Systems within the enterprise. Functional | Intersects With | Security, Compliance & | SEA-01.1  [and implementation of security, compliance and resilience controls and 5
Resilience Controls related processes.
[Estabiish an enterprise loT security architecture that documents the standards,
regulatory, legal, and statutory requirements that must be adhered to by loT ’ N M;chamsms exist !du‘dE;_e\OD an enternnsi arth\lgdwa a(hgned with
» systems within the enterprise. Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
GVN-02 BA Functional | Intersects With rchitecture SEA02 | 5 mpliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations
/- unified ramework business contnuty plan shal be created: documented, and i
dopted to ensure all business continuity plans are consistent in addressing Business Continulty Mechanisms exist to faciltate the implementation o contingency planning
" rioities for backup, recovery, t64ting, mantenance, and nformation security 01 |controls to help ensure resilient Technology Assets, Applications and/or
GVN-03 (7 requirements. Functional Subset Of Menagemens pystem BCD-0LIseryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
[Establish and implement an organizational compliance management program for
[all IoT systems. This system should be reviewed annually and used to monitor Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
GUN-04 NA Inonconformities with established policies, standards, procedures, an Functional | Intersects With | 2n o E0 D e | CPLOL  |idlevant statutory, requlatory and contractual controls. 8
lcompliance obligations.
[Estabiish and implement an organizational compliance management program for
all 10T systems. This system should be reviewed annually and used to monitor Mechanisms exist to document and review instances of non-compliance with
GVN-04 NA Inonconformities with established policies, standards, procedures, and Functional | Intersects With | Non-Compliance Oversight | CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate 8
lcompliance obligations. sk mitigation actions.
[Estabiish and implement an organizational compliance management program for ecurtty, Comtiance &
all 10T systems. This system should be reviewed annually and used to monitor ecurity, Compliance IMechanisms exist to provide a security, compliance and resilience controls
GUN-04 (R inonconformities with established policies, standards, procedures, an Functional | Intersects With | - Resilience Controls CPLOZ I CTane function that reports to the organisation's executve Ieadership. 8
lcompliance obligations Oversight
Establish and implement an organizational compliance management program for IMechanisms exist to implement an internal audit function that is capable of
all 10T systems. This system should be reviewed annually and used to monitor lproviding senior organization management with insights into the
GUN-04 NiA Inonconformities with established policies, standards, procedures, and Functional | Intersects With | Internal Audit Function | CPL02.1  |gppropriateness of the organization's technology and information s
lcompliance obligations. lgovernance processes
[Estabiish and implement an organizational compliance management program for
all 10T systems. This system should be reviewed annually and used to monitor Security, Compliance & Mechanisms exist to regularly review processes and documented procedures
GVN-04 NA Inonconformities with established policies, standards, procedures, and Functional | Intersects with | peu: Complance CPL-O3  fto ensure conformity with the organization's security, compliance and/or 8
lcompliance obligations. resilience policies, standards and other applicable requirements.
[Estabiish and implement an organizational compliance management program for Ny -
a1l IoT systems, This system should be reviewed annually and used to monitor Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications andjor
GVN-04 NA nonconformities with established policies, standards, procedures, and Functional | Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 5
lcompliance obligations Resilience Controls. landor resilience policies and standards.
implement and enforce technical and policy mechanisms o restrict administrator|
ability to track location or other sensitive attributes of system users. Implement
GVN-05 NA laccess controls and logging procedures to prevent insiders from disabling these |  punctional | Intersects with |  Configuration Change CHG.02 [Mechanisms exist to govern the technical configuration change control s
lcontrols without proper event logging rol lprocesses.
implement and enforce technical and policy mechanisms to restrict administrator|
ability to track location or other sensitive attributes of system users. Implement b N ’
VN n laccess controls and logging procedures to prevent insiders from disabling these |  Functional | Intersects With |  Prohibition Of Chan HG-02.1 exist to prohibit changes, unless
GVN-05 Ll lcontrols without proper event logging unctiona) ersects ohibition Of Changes | CHG-02:1 o oroved change requests are received. ®
mplement and enforce technical and policy mechanisms o restrict administrator|
ability to track location o other sensitive attributes of system users. Implement N us o 4 mech ' u N
¥ laccess controls and logging procedures to prevent insiders from disabling these utomated Security y utomated mechanisms exist to implement remediation actions upon the
GVN-05 NA Controls without proper event logging Functional | Intersects With Response CHG-02.4 jetection of unauthorized baseline configurations change(s). s
mplement and enforce technical and policy mechanisms o restrict administrator|
ability to track location o other sensitive attributes of system users. Implement berdenti ecn tab .  ata (5D
¥ laccess controls and logging procedures to prevent insiders from disabling these . e-ldentification . echanisms exist to anonymize data by removing Personal Data (PD) from
GVN-05 LsS lcontrols without proper event logging, Functional | Intersects With (Anonymization) DCH23  lgatasets. s
rement and enforce technical and polcy mecharisrms f restictsdmimistrator
ability to track location or other sensitive attributes of system users. Implem: pedded Technol N . nedded d N
¥ laccess controls and logging procedures to prevent insiders from disabling these Embedded Technology ’ IMechanisms exist to generate log entries on embedded devices when
GVN-05 (3 lcontrols without proper event logging Functional | Intersects With | confiqyration Monitoring EMB-05 | o figuration changes or attempts to access interfaces are detected. 8
[Document the metadata generated by the IoT system. Classify the metadata
lbased on sensitivity level and identify any instances where aggregated data
would increase the data sensitivity level. Establish procedures to ensure that
IMechanisms exist to ensure data and assets are categorized in accordance
GVN-06 NA metadata breaches are identified and handied in accordance with the Functional | Intersects With | Data & Asset Classification | DCH-02 Lo R Ba o e e e e amtractual sequirements 8
lorganization’s incident handling procedures and any applicable breach
Inotification requirements.
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IDocument the metadata generated by the loT system. Classify the metadata
lbased on sensitivity level and identify any instances where aggregated data
would increase the data sensitivity level. Establish procedures to ensure that IMechanisms exist to ensure that Technology Assets, Applications and/or
GUN-06 NA Imetadata breaches are identified and handled in accordance wit Functional | Intersects With | Highest Classification Level | DCH-02.1  [Services (TAAS) are classified according to the highest level of data 8
lorganization's incident handling procedures and any applicable breach [sensitivity that is stored, transmitted and/or processed.
Inotification requirements.
Document the metadata generated by the 10T system. Classify the metadata
lbased on sensitivity level and identify any instances where aggregated data
would increase the data sensitivity level. Establish procedures to ensure that IMechanisms exist to address data breaches, or other incidents involving the
GVN-06 NA Imetadata breaches are identified and handied in accordance with the Functional | Intersects With Data Breach 1R0-04.1  |unauthorized disclosure of sensitive or regulated data, according to s
organization's incident handling procedures and any applicable breach lapplicable laws, regulations and contractual obligations,
Inotification requirements.
[Document the metadata generated by the IoT system. Classify the metadata
lbased on sensitivity level and identify any instances where aggregated data
would increase the data sensitivity level. Establish procedures to ensure that
GUN-06 NA Imetadata breaches are identified and handled in accordance wit Functional | Intersects With Metadata NET-04.5  |Mechanisms exist to enforce information flow controls based on metadata. 5
lorganization’s incident handling procedures and any applicable breach
Inotification requirements.
[Require a privacy impact assessment (PIA) at the onset of any new system
implementation. Systems may be interal or external facing. The PIA should
laddress the following, at a minimu: identification of sensitive data stored on o
lthe device; mechanisms used to inform users of data collected; consent for data Dot . [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
GVN-07 NA collection; processes for use and review of personal data before it is transferred; | Functional Subset Of o Prtection ampact RSK10 [ e, A O eerices (TAAS) ot store. process 10
Inotice concerning data collection timing and frequency; and the ability for users ssessment (DPIA) [and/or transmit Personal Data (PD) to identify and remediate reasonably-
to opt-in or out of data sharing. [expected risks.
Update privacy mpact assessment annually Commuricate key findings of the IMechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
0 all system administrators supporting the operational system. Trac Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
GN-08 A compliance with PIA results on a continuous basis. Functional Subset Of ‘Assessment (DPIA) RSK10 fandfor transmit Personal Data (PD) to identify and remediate reasonaby- 10
lexpected risks.
[Evaluate the safety impacts of an 10T system. Log all safety risks, prioritize the
risks, and implement mitigations for each risk. Incorporate device and N . embedded techmol fea
» lenvironmental controls to enforce safety requirements as necessary. Operating Environment 14 [Mechanisms exist to determine if embedded technologies are certified for
GVN-09 (3 Functional | Intersects With Certification EMB-14  lcecure use in the proposed operating environment. 3
Evoluate the safety impacs of an 16T system, Log allsfety ks, priortize the
risks, and implement mitigations for each risk. Incorporate dev| Mechanisms exist to evaluate the safey aspects of embedded technologies
GVN-09 N/A environmental controls to enforce safety requirements as "“5553’\/ Functional | Intersects With Safety Assessment. EMB-15  |via a fault tree analysis, or similar method, to determine possibl 8
lconsequences of misuse, misconfiguration and/or failure.
(Conduct fault tree analysis to identify and prioritize safety risks associated with
lthe loT system. exist to evaluate the safety aspects of embedded technologies
GUN-10 NA Functional | Intersects With | Safety Assessment EMB-15  |via a fault tree analysis, or similar method, to determine possible 8
lconsequences of misuse, misconfiguration and/or failure.
implement attribute-based access control (ABAC) to enable policy-driven
ynamic sutorizaions witin he o syster and support secure sharing of Attribute-Based Access Mechanisms exist to enforce Attribute-Based Access Control (ABAC) for
1AM-01 NA across the  partner Functional Subset Of PGS 1AC:29  [policy-driven, dynamic authorizations that supports the secure sharing of 10
[AUGTt ser, administrator, service, and device accounts within the 10T system at
lleast annually. Take action to disable any accounts that are determine Privileged Account [Mechanisms exist to restrict and control privileged access rights for users
1AM-02 NiA lunnecessary—including those that are unauthorized and expiret Functional | Intersects With | y21agement (PAM) IAC-16  lang Technology Assets, Applications and/or Services (TAAS). 8
[AUTTt ser, administrator, service, and device accounts within the 10T system at
least annually. Take action to disable any accounts that are determined periodic Review of Account Mechanisms exist to periodically-review the privileges assigned to individuals|
1AM-02 NA Uding those that are and expired. Functional | Intersects With il IAC17  [and service accounts to validate the need for such privileges and reassign or 8
remove unnecessary privileges, as necessary.
(Configure certificate-based authentication on IoT devices, gateways and services.
AM-03 o Functional | Intersects With Certificate-Based Mg [Mechanisms exist to enforce certificate-based authentication for embedded N
Authentication ltechnologies (e.g., 10T, OT, etc.) and their supporting services,
[Minimize privileged service operafions. Do Nof run Network services such as web
servers with root privileges. Instead, require "run as/sudo” operations. Implement srivieged Account e 1o restrict and contol priviieaed o
1AM-04 NA land assign privileged roles to system components and users, such as trusted Functional | Intersects With rivileged Account \aC.16  |Mechanisms exist to restrict and control privileged access rights for users s
’ ldevices, privileged local users, system administrators, trusted applications, and Management (PAM) land Technology Assets, Applications and/or Services (TAAS)
trusted gateway.
Mirimize privileged service operations. Do not run network services such as web
servers with root privileges. Instead, require "run as/sudo” operations. Implement e of Privieged i ech o St - "
1AM-04 NA land assign privileged roles to system components and users, such as trusted Functional | Intersects with | Use of Privileged Utility | echanisms exist to restrict and tightly control utility programs that are
o ¥ devices, privileged local users, system administrators, trusted applications, and unctiona ersects Programs. €203 |capable of overriding system and application controls. 5
ltrusted gateway.
Mirimize privileged service operations. Do not run network services such as web
servers with root privileges. Instead, require "run as/sudo” operations. Implement Non Privieged Access e bt orvieged users 1 eged
1AM-04 n land assign privileged roles to system components and users, such as trusted Functional | intersects with | Non-Privileged Access for | . o |Mechanisms exist to prohibit privileged users from using privileged accounts,
o o devices, privileged local users, system administrators, trusted applications, and unctiona ersects. Non-Security Functions ¢ lwhile performing non-security functions. 8
ltrusted gateway.
[For mobile IoT devices, implement geofencing restrictions to monitor or control
1AM-05 N/A |device location to collect location data for authorization decisions. Functional Intersects With | Mobile Device Geofencing MDM-09 g::;;g;m;s;t‘;\u restrict the functionality of mobile devices based on 8
[Enforce the concept of least privilege. Limit applications and services that run
lwith elevated access, such as administrative privileges. Require authentication [Mechanisms exist to utilize the concept of least privilege, allowing only
1AM-06 NA lfor all access and sensitive actions. Functional Subset Of Least Privilege IAC:21  [authorized access to processes necessary to accomplish assigned tasks in 10
laccordance with organizational business functions.
[EStabiish a process for securely bootstrapping 10T devices onto networks. Give
lpreference to loT devices capable of zero-touch provisioning, as these devices
lcome pre-loaded with manufacturer credentials embedded in the hardware. Zero-Touch Provisionin IMechanisms exist to implement Zero-Touch Provisioning (ZTP), or similar
1AM-07 N/A [zero-touch provisioning requires a trusted out-of-band process for loading serial Functional Subset Of pres 9 CFG-07 [technology, to automatically and securely configure devices upon being 10
Inumbers and public keys of devices to be provisioned. ladded to a networl
[Eetablish monitoring rules for misbehavior and procedures to revoke certificates Monitoring for Indicators of |Automated mechanisms exist to identify and alert on Indicators of
¥ lwhenever a system resource or user is suspected of being compromise - i
1AM-08 NA v p g compr Functional | Intersects with | MO"¢ong for st MON-11.3 - [gutomated Techs 8
e e o s co mevoxe cenificates IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
urce or u i 3 User Activity Monitoring (UAM) solutions to detect and respond to anomalous
1AM-08 [z Functional | Intersects With | - Anomalous Behavior MON-16lochavior that could indicate account compromise or other malicious 8
Jactivities.
[Establish monitoring rules for misbehavior and procedures to revoke certificates Coyptographic Koy ot o facitate o oo o
¥ lwhenever a system resource or user is suspected of being compromised : P!
1AM-08 z Y P 9 comp Functional | Intersects With Management ORY08 T tne confdentiaity. nteariy shd vailsoiny of Levs s
e e L0 revoke certificates User Provisioning & De: IMechanisms exist to utilize a formal user registration and de-registration
y whenever a system resource or user is suspected of being compromised. i - . i i - i
1AM-08 e Y P 9 comp Functional | Intersects With Provisioning 1G0T process that governs the assignment of access rights. s
[Establish monitoring rules for misbehavior and procedures to revoke certificates
heneuer' Systam resource o woct & Suspected of ving Compromis Pechanisms exst o cover
2) Automated event detection or manual incident report intake;
1AM-08 NA Functional | Intersects With Incident Handling 1R0-02  {(3) Analysis; 5
(4) Containment;
5) Eradication; and
6) Recovery.
[Establish monitoring rules for misbehavior and procedures to revoke certificates rtomated meident
1AM-08 NA whenever a system resource or user is suspected of being compromised. Functional | Intersects With | {etiated incidens 1R0-02.1  [Automated mechanisms exist to support the incident handiing process. 5
[Establish monitoring rules for misbehavior and procedures to revoke certificates Atomatc Disgbing of
[whenever a system resource or user is suspected of being compromised. nology oo, IMechanisms exist to automatically disable Technology Assets, Applications
1AM-08 NA Functional | Intersects With |, Fechnolooy Assers, | 1R0-02.6  [andor Services (TAAS), upon detection of a possible inciden that meets 8
PP (TaAS) lorganizational criteria, which allows for forensic analysis to be performed.
[Define misuse patterns and estabiish policies for revocation of credentials
Implement procedures for the submission of misbehavior reports and a process "'{?‘P”'Z";';'gsj:‘s‘ to cover:
(misbehavior authority) to adjudicate reports of misbehavior. Establish and
: 2) Automated event detection or manual incident report intake;
AM-09 o implement procedures for revocation to occur within one day of authorization. Functional Subset Of Incident Handing 1002 |(3) Ana 0
(4) Containment;
5) Eradication; and
6) Recovery.
[Define misuse patterns and estabiish policies for revocation of credentials
implement procedures for the submission of misbehavior reports and a process i c e e fend c 100
1AM (misbehavior authority) to adjudicate reports of misbehavior. Establish and vt | inter indicators of Compromise ’ echanisms exist to define specific Indicators of Compromise (10C) to
M-09 A implement procedures for revocation to occur within one day of autharization. Functional | Intersects With (100) 1RO-03 " igentify the signs of potential cybersecurity events. 8
[Define misuse patterns and estabiish policies for revocation of credentials
implement procedures for the submission of misbehavior reports and a process e 4 make svalabi i
’ (misbehavior authority) to adjudicate reports of misbehavior. Establish and . nci ’ echanisms exist to maintain and make available a current and viable
1AM-09 LsS implement procedures for revocation to occur within one day of authorization. Functional | Intersects With incident Response Plan (IRF)] - IR0-04 lincigent Response Plan (IRP) to all stakeholders. &
[Estabiish operational certificate ifetimes of no more than three years.
IManufacturers may embed device identity certificates with no expiration, but Public Key Infrastructure IMechanisms exist to securely implement an internal Public Key Infrastructure
1AM-10 NA lthese certificates should only be used to establish shorter-term operational Functional | Intersects With s CRY-08  |(PKI) infrastructure or obtain PKI services from a reputable PKi service 5
certificates. rovider.
[Estabilsh operational certiicate lfetimes of no more than three years.
IManufacturers may embed device identity certificates with no expiration, but Cryptographic Key exist to facilitate controls to
1AM-10 N/A mfts: (Elmﬁ:alss should only be used to establish shorter-term operational Functional Subset Of lanagement CRY-09 | otect the confidentiality, integrity and Mﬂammy of keys. 10
certificates.
[Establish operational certificate lfetimes of no more than three years.
IManufacturers may embed device identity certificates with no expiration, but Cryptographic Key Loss or IMechanisms exist to ensure the availability of information in the event of the
1AM-10 NA these certificates should only be used to establish shorter-term operational Functional | Intersects With | CYPIOSTERE Y CRY-09.3 |1 ptographic keys by individual users 5
certificates.
e o e o e cate revacaton thal Includes reduited reportng Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
. (channels, investigation methods, and authorities for approving/disapprovint x
1AM-11 Tz placement on the revocation list pproving/disapproving Functional Subset Of nagement CRY-09 " lorotect the confidentiality, integrity and availability of keys. 10
[Estabiish a process for certificate revocation that includes required reporting
1AM NA lchannels, investigation methods, and authorities for approving/disapproving Functional | intersects with | CryPtographic Key Loss or | oy oo Mechanisms exist to ensure the availability of information in the event of the 5
lacement on the revocation fist. Change loss of cryptographic keys by individual users
e e betare mnieare oererents for Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
. \validation of device identities (enrollment) before certificate provisionin x
1AM-12 NiA L ) o 9 Functional Subset Of gement CRY-09 |, otect the confidentiality, integrity and availability of keys. 10
fstablish automated certificate processes to include certificates’ renewal. Cryptographic Key IMechanisms exist to facilitate cryptographic key management controls to
1AM-13 A Functional Subset Of ‘Management CRY-09 | htect the confidentiality, integrity and availability of keys. 10
[Estabiish automated certificate processes to include certificates' renewal Cryptographic Key Loss o IMechanisms exist to ensure the availability of information in the event of the
1AM-13 NA Functional | Intersects With Erante CRY-00.3 [ e aie koys by Icdual dere 8
[Estabiish secure key management processes for 10T systems that include (at a
Iminimum) key generation, ke derivation, key establishment/transport, key
storage, key lifetimes, and key zeroization/destruction. Keys should be generated -
. yptographic Key 0s  |Mechanisms exist to facilitate cryptographic key management controls to
1AM-14 NA lon the devices they will be used with whenever possible, assuming those devices| ~ Functional Subset Of Sl CRY-00 e enfidentialty, Integiiy h iallatiiy of oy 10
Ihave a sufficiently random entropy source.
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FDE Name Focal Document Element (FDE) Desc SCF Control Comtrol Daseription
Establish a policy to never share private keys across multiple devices or groups
land incorporate forward-secrecy whenever possible for key derivations (e.g., do
Inot use static mechanisms). Keys should always be stored in a secure element
. (either software or hardware) capable of restricting key access by unauthorized Cryptographic Key y IMechanisms exist to facilitate cryptographic key management controls to
1AM-15 (R lactors. Keys should be limited in lifetime (when possible) to no more than three Functional Subset Of Management CRY-09 o rotect the confidentiality, integrity and availability of keys. 10
vears, and ideally one year.
EStablh a specialized key management user oroup to securely conigure key Cryptographic Key st o faciitate contrors to
- Imanagement within 0T devices and servic x o
1AM-16 A o Functional Subset Of Management ORY08 e tne confdentiaity. ntegriy and vallsoiny of peys 10
[Estabiish a specialized key management User group to securely configure key
Imanagement within IoT devices and services. Role-Based Access Control IMechanisms exist to enforce Role-Based Access Control (RBAC) for
1AM-16 NA Functional | Intersects With AG) IAC-08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict H
laccess to individuals assigned specific roles with legitimate business needs,
[Establish a specialized key management user group to securely configure key
Imanagement within IoT devices and services. IMechanisms exist to define supporting business processes and implement
to ensure appropriate
. ervice Delivery y lplanning, delivery and support of the organization's technology capabilities
1AM-16 A Functional | Intersects With | (g,,qiness process Support) | OS2 Isupporting business functions, workforce, and/or customers based on 5
industry-recognized standards to achieve the specific goals of the process
area.
[Document an identity management policy for the 0T system. Define appropriate
AM-17 NA luses for symmetric keys, passwords, and certificates. Restrict the provision of Functional Subset OF Identity & Access |AC.01  [Mechanisms exist to facilitate the implementation of identification and 10
- uplicate identiy credentials (keys, ertficates, passwords) to mre than one unctiona ubse Management (IAM) - laccess management controls.
levice, user, or service.
[Document an identity management policy for the 0T system. Define appropriate
luses for symmetric keys, passwords, and certificates. Restrict the provision of \dentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
1AM-17 NA lduplicate identity credentials (keys, certificates, passwords) to more than one Functional | Intersects With | , . JOSTCAtON R L | 1AC-04  fand Audit (AAA) devices before establishing a connection using bidirectional 8
ldevice, user, or service. lauthentication that is cryptographically- based and replay resistant.
Enforce minimum password complexTy requremens for il 0T devices and Mechanisms exist to
lassociated services (e.g., cloud services). Enforce password aging requirements. (1) Securely manage authenticators for users and devices; and
1AM-18 Wz Define and enforce lock-out policies. Functional Subset Of | Authenticator Management | - IAC-10 5) Ensure the strength of authentication s appropriate to the classification 10
Jof the data being accessed.
e ot s v ol Password-Based IMechanisms exist to enforce complexity, length and lifespan considerations
- lassociated services (e.g., cloud services). Enforce password aging requirements. - - i 3
1am-18 L e oo amores oot el == s aina rea Functional | Intersects With Authentication IAC-10-1 5 ensure strong criteria for password-based authentication. 8
[Establish robust password processes across devices and 10T nfrastructure. Do
Inot hardcode passwords, credentials, or private keys into the device firmware.
Do not provision duplicate identities or passwords across multiple devices or o
g assword-Based . IMechanisms exist to enforce complexity, length and lifespan considerations
1AM-19 NA Erl‘;\dl:I(Idhentltyr(;::el\rnde‘flw standards such as NIST Special Publication 800-63: |  Functional Subset Of e A L0L e ang Critorn for passord. based authentication 10
[Review and identify devices that contain default passwords and change those
[passwords immediately (preferably before connecting to a network). Identify [Mechanisms exist to ensure default authenticators are changed as part of
1AM-20 NiA passwords shared across multiple devices and change those passwords Functional Subset OF Default Authenticators IAC-10.8  |oCCouint creation or system installation ged 2P 10
immediately to unique values.
I passwords are used for remote access to 10T devices, update them at least
lonce per year. When possible, implement mechanisms that allow for the update IMechanisms exist to:
lof passwords automatically. Given the amount of IoT devices that populate e
g s e . ecurely manage authenticators for users and devices; and
1AM-21 NA networks, it s preferab to use certfcates fo remote access as passwords Functional Subset Of | Authenticator Management | 1AC-10 (3] B o e O e aopropriate o the classification 10
ecome challenging to manage as quantities of devices increase. lof the data being accessed.
7 passwords are used for remote access to 10T devices, update them at least
lonce per year. When possible, implement mechanisms that allow for the update
lof passwords automatically. Given the amount of IoT devices that populate Password-Based IMechanisms exist to enforce comy
’ . . plexity, length and lifespan considerations
AM-21 L2 networks, it s preferabe to use certficates for emate access s passwords Functional | Intersects With Authentication IAC101 - {gensure strong criteri for password-based authentication 8
[Estabiish a process and acquire technology to manage secure updates of devices N
M2 B land service trust anchore, Restrict access to updating device trust anchors o Functional subset Of Change Management CH.01 [Mechanisms exist to facilitate the implementation of a change management 10
lonly authorized administrators. lprogram.
[Estabiish a process and acquire technology to manage secure updates of devices
AM-22 o land service trust anchore, Restrict access to updating device trust anchors o Functional | Intersects wigh | Configuration Change CHG.02 [Mechanisms exist to govern the technical configuration change control N
lonly authorized administrators. Control lprocesses.
[Establish a process and acquire technology fo manage secure updates of devices
AM-22 ey land service trust anchore, Restrict access to updating device trust anchors to Functional | Intersects with |  Cryptographic Module |aC12  |Mechanisms exist to ensure cryptographic modules adhere to applicable s
only authorized administrators. Authentication Istatutory, regulatory and contractual requirements for security strength.
[Establish an 10T incident management plan. Identify businesses and technical
Ipoints of contact (PoCs) for each loT system and inform these stakeholders of
ltheir roles and responsibilities should an incident occur. Define the roles of third-
Iparty organizations in an incident response (e.g., vendors and service providers).
IDefine chain-of-custody for log/audit data captured from devices. Establish Incident Response [Mechanisms exist to implement and govern processes and documentation to
IMT-01 NA lescalation procedures and define forensics activities that must be performed on |  Functional Subset O Onerations IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
(devices. Consider acquiring automated forensics capabilities in real-time from [protection-related incidents.
Inetworked devices.
[Estabiish an IoT incident management plan. Identify businesses and technical
Ipoints of contact (PoCs) for each loT system and inform these stakeholders of
their roles and responsibilities should an incident occur. Define the roles of third- [Mechanisms exist to cover:
party organizations in an ncident response (&g, vendors and service providers). 1) Preparation:
Define chain-of-custody for log/audit data captured from devices. Establish 2) Automated event detection or manual incident report intake;
IMT-01 N/A lescalation procedures and define forensics activities that must be performed on Functional Intersects With Incident Handling IRO-02 3) Analysis; 8
devices. Consider acquiring automated forensics capabilities in real-time from (4) Containment;
Inetworked devices. 5) Eradication; and
6) Recovery.
[Establish an IoT incident management plan. Identify businesses and technical
Ipoints of contact (PoCs) for each loT system and inform these stakeholders of
their roles and responsibilities should an incident occur. Define the roles of third-
Iparty organizations in an incident response (e.g., vendors and service providers).
Define chain-of-custody for log/audit data captured from devices. Establish IMechanisms exist to maintain and make avallable a current and viable
IMT-01 N/A lescalation procedures and define forensics activities that must be performed on Functional Intersects With fincident Response Plan (IRP)|  1R0-04 |, 2L/ TR Q02 T T2 0% 1RG) to all stakeholders. 8
ldevices. Consider acquiring automated forensics capabilities in real-time from
Inetworked devices.
[Estabiish an IoT incident management plan. Identify businesses and technical
Ipoints of contact (PoCs) for each IoT system and inform these stakeholders of
their roles and responsibilities should an incident occur. Define the roles of third-
Iparty organizations i an incident response (e.g., vendors and service providers).
IDefine chain-of-custody for log/audit data captured from devices. Establis Integrated Security Incident [Mechanisms exist to establish an integrated team of cybersecurity, IT and
IMT-01 NA escalation procedures and define forensics activities that must be performed on | Functional | Intersects with |'"9rateq Secutly fncids IRO-07  [business function representatives that are capable of addressing 5
devices. Consider acquiring automated forensics capabilities in real-time from [cybersecurity and data protection incident response operations.
Inetworked devices.
[Estabiish an IoT incident management plan. Identify businesses and technical
lpoints of contact (PoCs) for each loT system and inform these stakeholders of
ltheir roles and responsibilities should an incident occur. Define the roles of third-
Iparty organizations in an incident response (e.g., vendors and service providers). . .
IDefine chain-of-custody for log/audit data captured from devices. Establis| Chain of Custody & [Mechanisms exist to perform digital forensics and maintain the integrity of
IMT-01 NA lescalation procedures and define forensics activities that must be performed on |  Functional | Intersects With o o IRO-08 [the chain of custody, in accordance with applicable laws, regulations and H
devices. Consider acquiring automated forensics capabilities in real-time from industry-recognized secure practices
Inetworked devices.
[Estabiish an IoT incident management plan. Identify businesses and technical
lpoints of contact (PoCs) for each loT system and inform these stakeholders of
ltheir roles and responsibilities should an incident occur. Define the roles of third-
gar':v org\amza:wnstmdar; mc‘\de,m;etszot"se (et vendors ser\élcte providers). Mechanisms exist to require contractual requirements for applicable security,
efine chain-of-custody for log/audit data captured from devices. Estal Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
1MT-01 e escalation procedures and deine forensics actvities that must be performed on |  Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 3
devices. Consider acquiring automated forensics capabilities in real-time from land/or Data (TAASD).
Inetworked devices.
[Establish an 10T incident management plan. Identify businesses and technical
Ipoints of contact (PoCs) for each loT system and inform these stakeholders of
ltheir roles and responsibilities should an incident occur. Define the roles of third-
Iparty organizations in an incident response (e.g., vendors and service providers). Third-party Incident
IDefine chain-of-custody for log/audit data captured from devices. Establish - i IMechanisms exist to ensure response/recovery planning and testing are
IMT-01 (A lescalation procedures and define forensics activities that must be performed on | Functional | Intersects With | Response & Recovery TPMAIL O ted with critical suppliere/providers. o 9 3
devices. Consider acquiring automated forensics capabilities in real-time from Capabilities,
Inetworked devices.
y [Acquire ToT products that have undergone testing and received a device security Information Assurance (1A) y Mechanisrns exstt facitate the [mplementation of securiy. compliance
lor-01 (R certification. Functional Subset Of Operations 1A0-01  land resilience assessm rols. 10
[Acquire ToT products that have undergone testing and received a device securlty
certification. IMechanisms exist to conduct specialized assessments
1) Statutory, regulatory and contractual compliance cbhgallcns‘
2) Monitoring capabilities;
3) Mobile devices;
(4) Databases;
y Y 5) Application security;
107-01 NA Functional | Intersects With | Specialized Assessments | 1A0-02.2  [i2) APRICROR SOV o 8
7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performance/ioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
[Acquire ToT products that have undergone testing and received a device security IMechanisms exist to perform Information Assurance Program (IAP) activities
10701 NA certification. Functional | Intersects With | Technical Verification 1A0-06 |to evaluate the design, implementation and effectiveness of technical 8
[security, compliance and resilience controls.
[Acquire IoT products that have undergone testing and received a device security Mochanisms exist to ensure Technology Assets, Applications and/or Services
~ certification. -
lor-o1 LsS Functional | Intersects With | Security Authorization 1A0-07 " |(rAnS) are officially authorized prior to "go live" in a production environment 8
[Eliminate or lockdown Unnecessary hardware features of loT devices (€.g.,
lunneeded radios or universal serial bus (USE) interfaces). Disable or password- IMechanisms exist to develoy
i p. document and maintain secure baseline
10702 NA restictany test ntefaces (ot test action oroup (TAC, universl asynchronous|  funcrional Subset Of Secure Baseline. CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
rece (UART), or P (GPIO)), 0! |that are consistent with industry-accepted system hardening standards.
[Eliminate or lockdown Unnecessary hardware features of IoT devices (€.g., o oo
lunneeded radios or universal serial bus (USB) interfaces). Disable or password- onfigure Technology IMechanisms exist to confi
g i igure Technology Assets, Applications and/or
10T-02 N/A restrict any test interfaces (joint test action group TAG), universal asynchronous|  fynctional | Intersects With A;:féfee“;ﬂ'}‘,'::;“{‘uﬁ"‘“r’f’ CFG-025 [Services (TAAS) utilized in high-risk areas with more restrictive baseline 8
). or (GPIO)) o |configurations.
Risk Areas
[Deploy devices that validate the software signature on firmware and its
lcomponents before updating. secure Baseline IMechanisms exist to develop, document and maintain secure baseline
107-03 NA Functional Subset O e e CFG-02  |configurations for Technology Assets, Applications and/or Services (TAAS) 10
0! |that are consistent with industry-accepted system hardening standards.
[Deploy devices that validate the software signature on firmware and its [Mechanisms exist to validate configurations through integrity checking of
10T-03 NA components before updating Functional | Intersects With Integrity Checks END-0B.1 [ e e 8
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integrate chip-to-cloud capabilities that leverage microcontroller units (MCUs)
with pre-provisioned cloud trust anchors to support more secure bootstrap and
ro-touch provisioning of T devices Use sectre NCU harduare feaures to IMechanisms exist to implement embedded technologies that utilize pre-
10T-04 NA Bootioading by validating sofiware before booting. Functional Subset OF Chip-To-Cloud Security EMB-17  |provisioned cloud trust anchors to support secure bootstrap and Zero Touch 10
PProvisioning (ZTP).
[Deploy 0T devices that apply tamper protection for security-critical device
lcomponents. Tamper protections range from simple seals and/or locked covers IMechanisms exist to assess the integrity of critical Technology Assets,
to piezo-electric circuits (depending on the threat environment). |Applications andor Services (TAAS) to detect evidence of tampering, where:
y Logical Tampering g (1) Logical assessments evaluate the integrity of critical components (e.g.,
10T-05 NA Functional Subset OF oot AST1S | e ration settinge): and 10
(2) Physical assessments evaluate assets for evidence of unauthorized
laccess and/or modifications.
[Deploy 10T Gevices that apply tamper protection for security-critical device
lcomponents. Tamper protections range from simple seals and/or locked covers IMechanisms exist to protect embedded devices against unauthorized use of
107-05 NIA to piezo-electric circuits (depending on the threat environment). Functional | Intersects With Interface Security EMB-04 e cal factory diagnostic and test interface(s) 8
Deploy T devices That appy tamper protection for secury-criical device
lcomponents. Tamper protections range mple seals and/or locked covers IMechanisms exist to protect embedded devices by preventing the
10T-05 NA 160 pieso-electric circuits (dapending on the threat environment Functional | Intersects With | Prevent Alterations EMB-06 |1 e o and. oxocution of o fere, 8
[For 10T devices that operate with a real-time operating system (RTOS), ensure
that the RTOS provides a minimum set of security features including application realime . ecn pedded technor ' \
o re boot, access controls, trusted execution environment, kernel N ¢ [Real-Time Operating System| . lechanisms exist to ensure embedded technologies utilize a securely
0T-06 U eparation, and a (minimized) microkemel. Functional Subset Of (RTOS) Security EMB-18 | onfigured Real-Time Operating System (RTOS). 10
[Acqulre ToT Gevices Tt negrate MCUs with Miaraware-based separation
architectures to meet h figure sec: IMechanisms exist to develoy
p, document and maintain secure baseline
10T-07 NiA applications Lo run within the horduare's Srusted zone. Configure device Functional Subset OF Secure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
jattestation of software before entering into the trusted mo o fthat are consistent with industry-accepted system hardening standards.
[Acquire ToT Gevices that Tnegrate MCUs with Miaraware-based separation
architectures to meet Con o N p ¢ embedded technol fea
y lapplications to o s harieare < inocted sone. anﬁgurg device perating Environment . IMechanisms exist to determine if embedded technologies are certified for
lor-07 [ attestation of software before entering into the trusted mode. Functional | Intersects With Certification EMB-14 feecure use in the proposed operating environment. &
[Acquire ToT Gevices that Inegrate MCUs with Maraware-based separation
architectures to meet figure sec: e o . N pedded technol ' \
y 2 pplications to run within the nardwarers trusted zone, Configure device [Real-Time Operating System g IMechanisms exist to ensure embedded technologies utilize a securely
lor-o7 N attestation of software before entering into the trusted mode. Functional | Intersects With (RTOS) ecurity EMB-18 " fconfigured Real-Time Operating System (RTOS) °
When dED‘U{W)‘Q loT de\éifels in regu;a;ed industries (e. g(, safetyt—crmczlrm a Mechanisms exist to perform evaluations of deployed embedded
lenvironments), ensure that acquired devices use operating systems certified for Embedded Technolo ltechnologies as needed, or at least on an annual basis, to ensure that
10108 NiA luse in their respective environments (airborne, industrial control, medical Functional | Intersects With eviews EMBI0 |y Updates to mitigate the risks associated with legacy embedded 8
devices, transportation, etc.). ltechnologies are identified and implemented
When deploying IoT devices in regulated industries (.g., safety-critical
lenvironments), ensure that acquired devices use operating systems certified for Operating Environment IMechanisms exist to determine if embedded technologies are certified for
10T-08 NA luse in their respective environments (airborne, industrial control, medical Functional | Intersects With | - OP¢rE0g EEn EMB-14 | e i the proposed operating environment. 8
ldevices, transportation, etc
[Deploy 0T devices that integrate hardware security mechanisms and Use
Ihardware roots of trust to store cryptographic material and secure operation of IMechanisms exist to provision and protect the confidentialty, integrity and
10T-09 NA cryptographic functions, including secure boot and firmware signature validation. | gynctional | Intersects With | Roots of Trust Protection |  AST-18 of product supplier keys and data that can be used as a “roots of| 5
ltrust” basis for integrity verification.
[Deploy IoT devices that integrate hardware security mechanisms and Use
lhardware roots of trust to store cryptographic material and secure operation of realime . ecn pedded technol ' \
y (cryptographic functions, including secure boot and firmware signature validation. eal-Time Operating System . lechanisms exist to ensure embedded technologies utilize a securely
lot-09 A Functional | Intersects With (RTOS) Security EMB-18 | onfigured Real-Time Operating System (RTOS). 5
[Gnly deploy IoT gateways that are valldated as Federal Information Processing Use of Cryptographic IMechanisms exist to facilitate the implementation of Cryptographic
10T-10 NA standard Publication (FIPS) 140-2 or above, Functional | Intersects With sarer CRY-01 |protections controls using known public standards and trusted cryptographic 5
(Only deploy IoT gateways that are validated as Federal Information Processing [Cryptographic mechanisms exist to protect the confidentiality of data being
107-10 NA Stadard Prblicaton (FIPS) 140.2 o above Functional | Intersects With c CRY-03 5
o e o oval dated as Federal nformation Processing IMechanisms exist to monitor and control communications at the external
. Standard Publication (FIPS) 140-2 or above X
10T-10 N/A (FIPS) Functional Intersects With Boundary Protection NET-03 | Cwork boundary and at key internal boundaries within the network 5
[Perform a Iegal compliance assessment for an [oT System. Determine appiicable
llurisdictions, specific legislation, regulations, or any additional legalities. Include
lgeneral security and privacy legislation, device-specific, age-specific (children's
rights), industry-specific, and others. Kriow the definition of personal data,
lpersonally identifiable information, and related terms for all relevant jurisdictions
to comply with requirements. Interpret legal rules in respect of the IoT system.
|assess how to comply. Consider any standards that are applicable that may
LGL-01 N/A lassist in justifying measures taken. Consider roles in the loT system and which Functional | Intersects With gtat{utory, F‘(Egu\at‘u"/ & CPL-01 M‘EC"E'"S'"S exist to 'aclm‘late (hz\den(mc‘alm‘n an:i \‘mp\emenlﬁlw” of 8
Irules apply, as this could impact legal obligations. Take legal advice. Also, ontractual Compliance relevant statutory, regulatory and contractual controls.
recognize potential upcoming legisiation. Contemplate what aspects of the IoT
system, logging, and reporting may be used in legal proceedings.
[Perform a legal compliance assessment for an [T System. Determine appiicable
fjurisdictions, specific legislation, regulations, or any additional legalities. Include
lgeneral security and privacy legislation, device-specific, age-specific (children's
rights), industry-specific, and others. Know the definition of personal data,
lpersonally identifiable information, and related terms for all relevant jurisdictions
lto comply with requirements. Interpret legal rules in respect of the IoT system
|assess how to comply. Consider any standards that are applicable that may .
LGL-01 NA lassist in justifying measures taken. Consider roles in the IoT system and which Functional | Intersects with |  OPerating Environment EMp1a  [Mechanisms exist to determine If embedded technologies are certified for 8
rules apply, as this could impact legal obligations. Take legal advice. Also, ertification [pecure use in the proposed operating environment
recognize potential upcoming legislation. Contemplate what aspects of the IoT
system, logging, and reporting may be used in legal proceedings.
[Perform a Iegal compliance assessment for an [T System. Determine appiicable
fjurisdictions, specific legislation, regulations, or any additional legalities. Include
lgeneral security and privacy legislation, device-specific, age-specific (children's
rights), industry-specific, and others. Kriow the definition of personal data,
lpersonally identifiable information, and related terms for all relevant jurisdictions
to comply with requirements. Interpret legal rules in respect of the IoT system.
|assess how to comply. Consider any standards that are applicable that may Mechanisms existto evaluate the safety aspects of embedded technalogies
L6L-01 NA lassist in justifying measures taken. Consider roles in the IoT system and which Functional | Intersects With | Safety Assessment EMB-15  |via a fault tree analysis, or similar method, to determine possibl 8
rules apply, as this could impact legal obligations. Take legal advice. Also, |consequences of misuse, misconfiguration and/or failure.
recognize potential upcoming legisiation. Contemplate what aspects of the IoT
system, logging, and reporting may be used in legal proceedings.
[Perform a legal compliance assessment for an IoT System. Determine appiicable
fjurisdictions, specific legislation, regulations, or any additional legalities. Include
lgeneral security and privacy legislation, device-specific, age-specific (children's
rights), industry-specific, and others. Know the definition of personal data,
lpersonally identifiable information, and related terms for all relevant jurisdictions
lto comply with requirements. Interpret legal rules in respect of the IoT system
|assess how to comply. Consider any standards that are applicable that may Security, Compliance & [Mechanisms exist to identily critical system components and functions oy
LL01 NA osist i ustifying measures taken. Consider roles in the 0T system and which | Functional | Itersects With | Resilence Requrements |  pRw.0s  erorming a critcalty onalysie for crtical Technology Assets, Applications 8
rules apply, as this could impact legal obligations. Take legal advice. Definiti Devel T Cycle (SOLC) P
Irecognize potential upcoming legislation. Contemplate what aspects of the loT evelopment Life Cycle
system, logging, and reporting may be used in legal proceedings.
[Perform a Iegal compliance assessment for an IoT System. Determine appiicable
fjurisdictions, specific legislation, regulations, or any additional legalities. Include
lgeneral security and privacy legislation, device-specific, age-specific (children's
rights), industry-specific, and others. Kriow the definition of personal data,
lpersonally identifiable information, and related terms for all relevant jurisdictions
lto comply with requirements. Interpret legal rules in respect of the IoT system.
b et Ay
LGL-01 N/A lassist in justifying measures taken. Consider roles in the loT system and which Functional Intersects With RSK-10 g " . 8
Fules apply, a2 this could impact legal obligations. Take legal advice. Also, Assessment (DPIA) landfor transmit Personal Data (PD) to identfy and remedate reasonabiy-
recognize potential upcoming legislation. Contemplate what aspects of the loT [expected risks.
system, logging, and reporting may be used in legal proceedings.
(Create an implementation plan to comply with legal requirements for an loT
stem. Include specific technical and organizational implementation
interpreted legal rules based on the IoT system. Build in measures to comply with
lthe legal rights of consumers andor users of the IoT system. Consi
reasonable security and privacy measures where required by law. Build in
imechanisms to securely collect personal or confidential data, provide data, and Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
y correct errors in data where required by law. Consider data minimization and the d 04 |system project development to determine the extent to which the controls
Let-02 A lprinciple of least privilege. Consider how to block data from unauthorized Functional | Intersects With | - Resence I om-t PRM-0% |ore implemented correctly, operating as intended and producing the desired s
individuals or organizations. Assess whether any appointments of personnel are loutcome with respect to meeting the requirements.
required under the law. Conduct due diligence when approving third parties
related to the IoT system.
Create an mplementation plan to Compy Wi egal requirements for an o
imechanisms to securely collect personal or confidential data, provide data, and Security, Compliance & IMechanisms exist to identify critical system components and functions by
y correct errors in data where required by law. Consider data minimization and the i ’ lperforming a criticality analysis for critical Technology Assets, Applications
LoL-02 (3 lprinciple of least privilege. Consider how to block data from unauthorized Functional | Intersects With | Resilience Requirements | PRM-05lang/or Services (TAAS) at pre-defined decision points in the Secure s
individuals or organizations. Assess whether any appointments of personnel are IDevelopment Life Cycle (SDLC).
required under the law. Conduct due diligence when approving third parties
related to the loT system.
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(Create an implementation plan to comply with legal requirements for an loT
Isystem. Include specific technical and organizational implementation of
interpreted legal rules based on the IoT system. Build in measures to comply with|
the legal rights of consumers and/or users of the IoT system. Consider .
reasonable security and privacy measures where required by law. Build in i aacs S re s S Gete i Consderation for
Imechanisms to securely collect personal or confidential data, provide data, and 1) The resciting rik to organizational operations, assets, individuals and
LGL-02 N/A “"’“‘Ie";‘l's ‘”tda‘a “""E’EC’E““J'Edth '?Wb‘c"ﬁ;df' fda‘a '"'”"'t‘;‘““"" andthe | punctional | Intersects With | Business Process Definition | PRM-06  [other organizations; and
D ale or oraoniaatons. Aeees Whothor o aopamnente of pa ) (2) Information protection needs arising from the defined business processes
or organizations. Assess whether any appointments of personnel are land revises the processes as necessary, until an achievable set of protection
reqmrea under the law. Conduct due diligence when approving third parties Peads o ootaimed
related to the IoT system.
(Create an implementation plan to comply With legal requirements for an loT.
system. Include specific technical and organizational implementation of
interpreted legal rules based on the IoT system. Build in measures to comply with
the legal rights of consumers and/or users of the IoT system. Consider
reasonable security and privacy measures where required by law. Build in
Imechanisms to securely collect personal or confidential data, provide data, and " .
echanisms exist to ensure changes to Technology Assets, Applications
LG6L-02 NA correct errors In data where required by law, Consider data minimizationandthe | functional | Intersects With | Serue DEVEOPment Lfe | pRI-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
principle of least privilege. Consider how to block data from unau 4 9 [controlled through formal change control procedures.
individuals or organizations. Assess whether any appointments of personnel are
required under the law. Conduct due diligence when approving third parties
related to the IoT system.
e ] o sy es With a Justification of how these Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
K lcomply with the law as instructed by counsel. g K i
LGL-03 NiA Pl Y Functional | Intersects With | coniractjal Compliance CPLOL | olevant statutory, regulatory and contractual controls.
[Document major security and privacy measures with a justification of how these Security, Compliance &
» comply with the law ag instructed by counsel. y IMechanisms exist to a security, compliance and resilience controls
LoL03 e i 4 Functional | Intersects With R PO it function that reports to the erganisation's executive l6adership
[Document major security and privacy measures with a justification of how these IMechanisms exist to identify critical system components and functions by
lcomply with the law as instructed by counsel. Security, Compliance & lperforming a criticality analysis for critical Technology Assets, Applications
LGL-03 NA Functonal | Intersects With | Resiience Requirements | PRM-05 (Z0C/TSCR 52 TaAS) o pre-defined decision points inthe Secure
IDevelopment Life Cycle (SDLC).
[Document major security and privacy measures with a justification of how these
IMechanisms exist to define business processes with consideration for
jcomply with the law as instructed by counsel. lsecurity, compliance and resilience that determines:
(1) The resulting risk to organizational operations, assets, individuals and
LGL-03 NA Functional | Intersects With | Business Process Definition |  PRM-06  [other organizations; and
(2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Document major security and privacy measures with a justification of how these -
comply with the law as Instructed by counsel. Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
LGL-03 NA Functional | Intersects with | SETUTCDEYEIOPMEt LIS | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
4 9 [controlled through formal change control procedures.
DocuTentl;‘v\(aAur‘SEcur\ly and wl;cy measures with a justification of how these [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
lcomply with the law as instructed by counsel Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
LoL-03 oz Functional | Intersects With ‘Assessment (DPIA) RSK10 landfor transmit Personal Data (PD) to identify and remediate reasonably-
lexpected risks.
(Create a set of terms and conditions and a privacy policy associated with an loT
system and specific devices as required by law or recommended. Consider data
lcollected, whether it will be personal data/confidential data or identifiable to an
individual, data use, whether it can be or will be sold to any parties, and whether
instances of future data collection may arise. Ensure compliance with all
liurisdictions. Create a separate privacy policy or a supplemental privacy policy as
y Ineeded for specific jurisdictions. Have this reviewed by legal counsel. Do no Statutory, Regulatory & p IMechanisms exist to facilitate the identification and implementation of
Lot-04 (T loverpromise privacy or engage in deceptive or unfair practices; these may be Functional | Intersects With | - Contractual Compliance CPLOL |relevant statutory, regulatory and contractual controls
lused against an organization. Obtain informed consent to terms and conditions
las well as the privacy policy. Ensure these are agreed to as a contract in relevant
ljurisdictions.
(Create a set of terms and conditions and a privacy policy associated with an loT
system and specific devices as required by law or recommended. Consider data
lcollected, whether it will be personal data/confidential data or identifiable to an
individual, data use, whether it can be or will be sold to any parties, and whether
instances of future data collection may arise. Ensure compliance with all
flrisdictions. Create a separate privacy policy or a supplemental privacy policy as| IMechanisms exist to facilitate the implementation and operation of data
LGL-0a NA [needed for specific jurisdictions. Have this reviewed by legal counsel. Do no! Functional | Intersects With |  Data Privacy Program PRI01  [protection controls throughout the data lifecycle to ensure all forms of
loverpromise privacy or engage in deceptive or unfair practices; these may be Personai Data (PD) are processed tawfully. faly and srancparently.
lused against an organization. Obtain informed consent to terms and conditions g
as well as the privacy policy. Ensure these are agreed to as a contract in relevant
ljurisdictions.
[Create a set of terms and conditions and a privacy policy associated with an loT
system and specific devices as required by law or recommended. Consider data
(ollected, whether it will be personal data/confidential data or identifiable to an
individual, data use, whether it can be or will be sold to any parties, and whether
instances of future data collection may arise. Ensure compliance with all
jlurisdictions. Create a separate privacy policy or a supplemental privacy policy as Security, Compliance & IMechanisms exist to identify critical system components and functions by
y Ineeded for specific jurisdictions. Have this reviewed by legal counsel. Do no . y Iperforming a criticality analysis for critical Technology Assets, Applications
Lot-04 [z loverpromise privacy or engage in deceptive or unfair practices; these may be Functional | Intersects With | Resilience Requirements | PRM-05 o gjor Services (TAAS) at pre-defined decision points in the Secure
lused against an organization. Obtain informed consent to terms and conditions IDevelopment Life Cycle (SDLC).
as well as the privacy policy. Ensure these are agreed to as a contract in relevant
lurisdictions.
(Create a set of terms and conditions and a privacy policy associated with an 1oT
system and specific devices as required by law or recommended. Consider data
(ollected, whether it will be personal data/confidential data or identifiable to an
individual, data use, whether it can be or will be sold to any parties, and whether Mechanisms exist to define business processes with consideration for
instances of future data collection may arise. Ensure compliance with all [Security. compliance and resiliance that determines:
flurisdictions. Create a separate privacy policy or a supplemental privacy policy as| (1) The resulting risk to organizational operations, assets, individuals and
Lot04 A needed for specifi juridictions. Have this reviewe by legal counsel. Do not Functional | Intersects With | Business Process Definition |  PRM-06 [other organizations; an
erpromisprivcy o engege 1 secentve f s pracce; e ey B eotsain o e dened usinss proceses
as well as the privacy policy. Ensure these are agreed to as a contract in relevant [and revises the processes as necessary, until an achievable st of protection
lurisdictions.
[Create a set of terms and conditions and a privacy policy associated with an loT
system and specific devices as required by law or recommended. Consider data
collected, whether it will be personal data/confidential data or identifiable to an
individual, data use, whether it can be or will be sold to any parties, and whether
instances of future data collection may arise. Ensure compliance with all
jlurisdictions. Create a separate privacy policy or a supplemental privacy policy as IMechanisms exist to ensure chan:
b g \ges to Technology Assets, Applications
LGL-04 NA [needed for specific jurisdictions. Have this reviewed by legal counsel. Do no Functional | Intersects With | Secure Development Life | ooy 07 langjor Services (TAAS) within the Secure Development Life Cycle (SDLC) are
loverpromise privacy or engage in deceptive or unfair practices; these may be Cycle (SDLC) Management Fontrolied through formal change control procedure.
lused against an organization. Obtain informed consent to terms and conditions
as well as the privacy policy. Ensure these are agreed to as a contract in relevant
furisdictions.
[Consider all the necessary contracts. Include indemnification clauses where
lapplicable. Consider security and privacy areas and relevant responsibilities.
(Obtain consent where required. Weigh jurisdictional requirements and
lenforceability of contracts. These considerations may include agreements with
LGLos oy the likelinood of enforcement is unlikely or Functional | Intersects with | SttUtory, Regulatory & cpLo1  [Mechanisms exist to facilitate the identification and implementation of
'of clauses in particular jurisdictions. A law in Contractual Compliance relevant statutory, regulatory and contractual controls.
lone jurisdiction may not be applicable in another; consider this carefully.
(Consider all the necessary contracts. Include indemnification clauses where
lapplicable. Consider security and privacy areas and relevant responsibilities.
(Obtain consent where required. Weigh jurisdictional requirements an
lenforceability of contracts. These considerations may include agreements with Security, Compliance & Mec'hamsms Ex‘f‘ ml l“‘e”mly :mf\ca\ s{s(eln}mpp‘onen;s an‘d “)‘{‘“"“"i by
LGL-05 NA lorganizations in jurisdictions where the likelihood of enforcement is unlikely or Functional | Intersects With | Resilience Requirements | PRw.05  [Performing a criticality analysis for criical Technology Assets, Applications
very difficult. Consider enforceability of clauses in particular jurisdictions. A law in| g" /"I’ E'V“Eff‘ P ‘) H'S%’f{: lefined decision points in the Secure
lone jurisdiction may not be applicable in another; consider this carefully. evelopment Life Cycle (SDLC).
[Consider all the necessary contracts. Include indemnification clauses where
lapplicable. Consider security and privacy areas and relevant responsibilities. IMechanisms exist to define business processes with consideration for
(Obtain consent where required. Weigh jurisdictional requirements and Jsecurity, compliance and resilience that determines:
lenforceability of contracts. These considerations may include agreements with (1) The resulting risk to organizational operations, assets, individuals and
L6L-05 NA lorganizations in jurisdictions where the likelihood of enforcement is unlikely or Functional | Intersects With | Business Process Definition |  PRM-06  [other organizations; and
\very difficult. Consider enforceability of clauses in particular jurisdictions. A law in (2) Information protection needs arising from the defined business processes
lone jurisdiction may not be applicable in another; consider this carefully. land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
(Consider all the necessary contracts. Include indemnification clauses where
lapplicable. Consider security and privacy areas and relevant responsibilities.
(Obtain consent where required. Weigh jurisdictional requirements an
enforceabily of onracts. These considerations may include agreements with Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
LGL-05 N/A where the likelihood of enforcement is unlikely or Functional | Intersects With | SeCef DEXS (e ¢ | PRM-07 fand/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
\very difficult. Cuns\der enforceability of clauses in particular jurisdictions. A law in| ycle ‘anagemen |controlled through formal change control procedures.
lone jurisdiction may not be applicable in another; consider this carefully.
(Consider all the necessary contracts. Include indemnification clauses where
lapplicable. Consider security and privacy areas and relevant responsibilities.
tain consent where required. Weigh jurisdictional requirements an
LGL-0S NA lorganizations in jurisdictions where the likelihood of enforcement is unlikely or Functional | Intersects With | Third-Party Contract Tem.os  [ComPliance and resiience requirements with third-parties, reflecting the
\very difficult. Consider enforceability of clauses in particular jurisdictions. A law in Requirements [oraanization's needs to protect its Technology Assets, Applications, Services
lone jurisdiction may not be applicable in another; consider this carefully. jand/or Data (TAASD).
[Create necessary disclosures, disclaimers, and waivers refated to the IoT system
to protect the organization. Consider third-party liability. Consider all required s regulatory & ecn aciltate the identif o .
y lconsumers andjor other stakeholders. Review breach notification rules an tatutory, Regulatory y lechanisms exist to facilitate the identification and implementation o
LGL-06 NIA lanticipate how to best react in the event of a breac Functional | Intersects With | - Cgniractual Compliance CPLOL lrelevant statutory, regulatory and contractual controls,
[Create necessary disclosures, disclaimers, and waivers refated to the IoT system
to protect the organization. Consider third-party lability. Consider all required Security, Compliance & Mechanisms exist to vdenlvfly Griical system companents and functions by
y lconsumers andor other stakeholders. Review breach notification rules and N Inter R e RV performing a crtclty analysi forcrtcal Technology Assets Appications
LeL-06 L% anticipate how to best react in the event of a breach. Functional | Intersects With | Resilience Requirements | PRM-05land/or Services (TAAS) at pre-defined decision points in the Sec
Bevelopment Lo Cycle (9oL
(Create necessary disclosures, disclaimers, and walvers refated to the loT system
lto protect the organization. Consider third-party liability. Consider all required i aacs S e 2T dere iy onsideration for
(consumers andor other stakeholders. Review breach notification rules and (1) The resulting risk to organizational operations, assets, individuals and
LGL-06 N/A P - Functional | Intersects With | Business Process Definition | ~ PRM-06 [other organizations; an
(2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
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(Create necessary disclosures, disclaimers, and waivers related to the IoT system
to protect the organization. Consider third-party liability. Consider il required IMechanisms exist to ensure chan
\ges to Technology Assets, Applications
L6L06 NA lconsumers and/or other stakeholders. Review breach notification rules and Functional | Intersects with | Secure Development Life | peyy o, LI CRaTIES S e s O T etomman Life Cole (SDLC) are s
lanticipate how to best react in the event of a breac Cycle (SDLC) Management Controlied through formal change control procedures.
[Create necessary disclosures, disclaimers, and waivers refated to the IoT system
to protect the organization. Consider third-party liability. Consider all required IMechanisms exist to require contractual requirements for applicable security,
" lconsumers andjor other stakeholders. Review breach notification rules and Third-Party Contract y nd resilience i . reflecting the
LoL-06 L anticipate how to best react in the event of a breach. Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 8
land/or Data (TAASD).
Consider i ralor OBty orcas sssociated WIEh an loT syster, Consider possie
legal exposure within the IoT system that might result from somethin
organaation can control. Consuer araas outard of an organisation’ conrol and st
y atutory, Regulatory & y IMechanisms exist to facilitate the identification and implementation of
LGL-07 N/A whether these are addressed in liability disclaimers. Create and implement a Functional | Intersects With | - 2mPow: [TEONE0N & PO o ataton. regulatary and contruckua Controle: 8
Iplan to address significant areas of potential liability after understanding risks.
(Consider all major fiability areas associated with an 10T system. Consider possibie|
legal exposure within the loT system that might result from something the
organization can control. Consider areas outsde of an organization's control and Securiy, Compliance & IMechanisms existto dentiy citcal system components and functions by
LGL-07 N/A whether these are addressed in liability disclaimers. Create and implement a Functional | Intersects With | Resilience Requirements pRM-05 [P ror & 9 1TAAS‘; e defned o Y the Cenir 8
lan to address significant areas of potential liability after understanding risks. Definit anlor Services S precdefined decision points in the Secure
P! [Development Life Cycle (SDLC).
Consider i ralor bty areas sssociated Wth an loT syster, Consider possile
legal exposure within the IoT system that might result from something [Mechanisms exist to define business processes with consideration for
can control. Consider areas outside of an organization's conlm\ and . complial
gameatio e ot L arganization s contre (1) The resulting risk to organizational operations, assets, individuals and
L6L07 NA e T e e e A e o, Functional | Intersects With | Business Process Definition | ~ PRM-06  [other organizations; an 8
Iplan to address significant areas of potential liability after understanding risks. ;
(2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Consider all major fability areas associated with an 10T system. Consider possibie|
legal exposure within the loT system that might result from sometl
lorganization can control. Consider areas outside of an organization's control and Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
L6L07 NA whether these are addressed in liability disclaimers. Create and implement a Functional | Intersects with | SECTEDEYEIPMEN L% | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
Iplan to address significant areas of potential liability after understanding risks. ¥ 9 |controlled through formal change control procedures.
(Consider all major fiability areas associated with an 10T system. Consider possibie|
':rgg:‘ni";“’::'fa‘:“‘;gw"‘;eé‘g;ﬁf;"régzto'ﬂg:‘eff:: L’fg’;‘:;;?zﬁ:"s"comm‘ and [Mechanisms exist to require contractual requirements for apphcah\s security,
“Third-Party Contract |compliance and resilience requirements with third- g the
LGL-07 NiA whether these are addressed in liability disclaimers. Create and implement a Functional | Intersects With Requiraments TPM-05 O ntion s nacds to protect ite Technology Assera, Applications, Services 8
Iplan to address significant areas of potential liability after understanding risks. [oresior Data (TAASD)
[Consider any applicable rules or restrictions on data transfer and comply with the|
» same guidelines Statutory, Regulatory & » IMechanisms exist to facilitate the identification and implementation of
LGL-08 LA 9 Functional | Intersects With | - ¢ohva ctiial Compliance CPLOL | elevant statutory, regulatory and contractual controls. 8
LGL-08 NA E:;ﬂdgﬂj"hy:e"p"“me rules or restrictions on data transfer and comply With thel ¢ conal | Intersects With Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 8
[Consider any applicable rules or restrictions on data transfer and comply with the|
same guidelines. IMechanisms exist to inventory, document and maintain data flows for data
lthat s resident (permanently or temporarily) within a service's
LGL-08 NA Functional | Intersects With |Geographic Location of Datal  DCH-19. [ & E08 ot e o wirtua), ifrastructure, 8
lsystems components and/or shared with other third-parties.
Consider an applicable rules or restrictions on data transfer and comply with the Transfer of Sensitive and/or IMechanisms exist to restrict and govern the transfer of sensitive and/or
r same guidelines. -
LoL-0s G 9 Functional | Intersects With Regulated Data DCH25  regulated data to third-countries or international organizations. 8
Conderary Bppicable rules or restricons on data transter and comply withthe cecurty, Compliance & [Mechanisms exist to identify critical system components and functions by
same guidelines. . Iperforming a criticality analysis for critical Technology Assets, Applications
LGL-08 NA Functional | Intersects With | Resiience Requirements | PRM-05 (20 TSCR 5 CSTaag) 3 pre-ceined decision points nthe Secure 8
IDevelopment Life Cycle (SDLC).
(Consider any applicable rules or restrictions on data transfer and comply with the|
came guidenes Mechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:
(1) The resulting risk to organizational operations, assets, individuals and
LGL-08 NA Functional | Intersects With | Business Process Definition |  PRM-06  [other organizations; and 8
(2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
CW‘S‘ﬂEf:"‘Y applicable rules or restrictions on data transfer and comply with the, [Mechanisms exist to require contractual requirements for applicable security,|
same guidelines. Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
LGL-08 A Functional | Intersects With Requirements TPM-05 |, ganization's needs to protect its Technology Assets, Applications, Services 8
land/or Data (TAASD).
mplement monitoring rules to detect multiple 0T device authentications when
they have identicalidentty credentias, Such a scenario may indicate an (a7
ldevice credential compromise or non-adherence to security best pra .
MON-01 NA (associated with provicone unique crefentinl to sach loT device) Imvectiate | Functional Subset Of Continuous Monitoring MON-0L  [HeCTaioTS o <21 (he Implementation of enterprise-wide 10
land remediate issues upon detection.
Implement monitoring rules to detect multiple 0T device authentications when
lthey have identical identity credentials. Such a scenario may indicate an loT
ldevice credential compromise or non-adherence to security best practices .
MON-01 NA (associated with provisioning unique credentials to each IoT device). Investigate | Functional | Intersects with | Momitoring forindicators of | -y 1, 5 Automated mechanisms exist to identify and alert on Indicators of 8
Compromise (10C) |compromise (1oC).
land remediate issues upon detection.
mplement monitoring rules to detect multiple 0T device authentications when
;’;ﬁf{’;i";g’;’::ﬁ(‘u‘;i"rz“rx;egf;‘g:‘: di:::ﬂi;‘g‘;’:m%‘s"s‘:‘;a‘e anlot IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
" 116 |User Activity Monitoring (UAM) solutions to detect and respond to anomalous
MON-01 NA (acsociated with provisioning unique credentials to cach Iof device). Investigate |  Functional | Intersects With |  Anomalous Behavior MON-16 e eoul Indhcate atcount ompromice of other maclous 8
land remediate issues upon detection. Ioetitios
[Define securityrelevant events to include elevation of privilege attempts, IMechanisms exit to cover:
successful/unsuccessful firmware update events, configuration changes to loT 1) Preparation
devices and service software, account modifications, tamper events, etc.
MON-02 R Monitor these security events across the entire IoT system, including all devices, | ¢ o | Incident Handiin R0z |(3) hmsomated vent detection or manual incident report nfake: s
(cloud services, mobile or network services, and storage systems. 9 e
(4) Containment;
5) Eradication; and
6) Recovery.
[Define security relevant events to include elevation of privilege attempts,
successful/unsuccessful firmware update events, configuration changes to IoT
devices and service software, account modifications, tamper events, et .
Indicators of Compromise IMechanisms exist to define specific Indicators of Compromise (10C) to
MON-02 NiA [Monitor these security events across the entire oT system, including all devices, |  Functional | Intersects With o IRO-03 e e sians of potential cybersecunty ovents 8
lcloud services, mobile or network services, and storage systems.
[Cog every failed remote access attempt (secure socket shell (55H), web, etc.]
ISend an alert to a security administrator for resolution when detecting five IMechanisms exist to facilitate the implementation of enterprise-wide
MON-03 N/A Sequential invalid attempts over a 30-minute period. Functional Subset Of Continuous Monitoring MON-01 | NG controls. P! P 10
[Log every failed remote access attempt (secure socket shell (SSH), web, etc.)
Send an alert to a security administrator for resolution when detecting five Automated Tools for Real- Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
MON-03 NA sequential invalid attempts over a 30-minute perio Functional | Intersects With ime Anaiyas MON-01.2 similar automated tool o support near reabime analysis and n 8
lescalation.
[Log every failed remote access attempt (secure socket shell (SSH), web, etc.)
ISend an alert to a security administrator for resolution when detecting five [Mechanisms exist to generate, monitor, correlate and respond to alerts from
MON-03 NA eequential invalid attempts over a 30-minute period. Functional | Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 8
integrated situational awareness.
[Log every failed remote access attempt (secure socket shell (55H), web, etc.)
ISend an alert to a security administrator for resolution when detecting five [Mechanisms exist to automatically alert incident response personnel to
MON-03 NA sequential invalid attempts over a 30-minute perio Functional | Intersects With Automated Alerts MON-01.12  [nappropriate o anomalous actvties that have potentil security ncident 5
implications.
[Cog every failed remote access attempt (secure socket shell (5H), web, etc.]
ISend an alert to a security administrator for resolution when detecting five [Mechanisms exist to configure Technology Assets, Applications and/or
Sequential invalid attempts over a 30-minute period. Services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum
1) Establish what type of event occurred;
MON-03 NA Functional | Intersects With |  Content of Event Logs MON-03  [(2) When (date and time) the event occurred; 8
3) Where the event occurred;
(4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
Implement an audit user group responsible for managing (€.g... reviewing or
rotating off device) audit log data. Restrict read access to security logs to this IMechanisms exist to enforce Role-Based Access Control (RBAC) for
MON-04 NA group membership. Provision audit group members with read access but donot | runctional | Intersects it | "01e-Basef Access Control | yac.og  Irechnology Assets, Applications, Services andjor Data (TAASD) to restrict 8
[provide write privileges to any audit logs. laccess to individuals assigned specific roles with legitimate business needs.
[mplement an audit User group responsible for Managing (€.g.. reviewing or
rotating off device) audit log data. Restrict read access to security logs to this ecn o protect . 4 audit toos thorived
MON-04 A lgroup membership. Provision audit group members with read access but do not | gynctional tof | Protection of Event L MON- lechanisms exist to protect event logs and audit tools from unauthorize N
on-o L lprovide write privileges to any audit logs. unctiona Subset O otection of Event Logs ION-08 5 cess, modification and deletion. o
Implement an audit User group responsible for Managing (€.g., reviewing or
rotating off device) audit log data. Restrict read access to security logs to this pccess by Subset of ecn " . ;
¥ lgroup membership. Provision audit group members with read access but do not \ccess by Subset of N lechanisms exist to restrict access to the management of event logs to
MON-04 R rovide write privileges to any audit logs. Functional | Intersects With Privileged Users MON-08-2 o rivileged users with a specific business need. 8
[Document all logging mechanisms. Verify that only assigned audit group
Imembers can read audit logs, and no other users can write the logs. Ensure the
loffload of audit log data (e.g., from device to cloud or gateway) is integrity-
lprotected (e.q., hash message authentication code (HMAC) or digital signature) IMechanisms exist to facilitate the implementation of enterprise-wide
MON-05 G land that integrity protection is maintained with the log during long-term storage. | "unctional Subset Of Continuous Monitoring MON-01|monitoring controls. 10
In all cases, validate the integrity of log files before review.
[Document all logging mechanisms. Verify that only assigned audit group
imembers can read audit logs, and no other users can write the logs. Ensure the
loffload of audit log data (e.g., from device to cloud or gateway) is integrity-
lprotected (e.q., hash message authentication code (HMAC) or digital signature) IMechanisms exist to protect event logs and audit tools from unauthorized
MON-05 G land that integrity protection is maintained with the log during long-term storage, |  Functional | Intersects With | - Protection of Event Logs | MON-08 [ ec, modification and deletion. 8
In all cases, validate the integrity of log files before review.
[Document all logging mechanisms. Verify that only assigned audit group
imembers can read audit logs, and no other users can write the logs. Ensure the
loffload of audit log data (e.g., from device to cloud or gateway) is integrity- . i
MON-05 B lprotected (e.q., hash message authentication code (HMAC) or digital signature) Functional | Intersects With |[Seporete Prosieal ontams /| MON-0B1 [oyetmm compamant T i g e e E s Moy (G ™ " s
: land that integrity protection is maintained with the log during long-term storage. | Function ntersects With |Separate Physical Systems L e g (e Security Incident Event Manager or
In all cases, validate the integrity of log files before review. [similar automated tool
[Document all logging mechanisms. Verify that only assigned audit group
Imembers can read audit logs, and no other users can write the logs. Ensure the
loffload of audit log data (e.g., from device to cloud or gateway) is integrity-
.., hash message authentication code (HMAC) or digital signature) Access by Subset of IMechanisms exist to restrict access to the management of event logs to
MON-05 G2 egrity protection is maintained with the log during long-term storage, [ Functional | Intersects With Privileged Users MON-08:2 orivileged users with a specific business nee 8
in all cases, validate the integrity of log files before review.
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IDocument all logging mechanisms. Verify that only assigned audit group
imembers can read audit logs, and no other users can write the logs. Ensure the
loffload of audit log data (e.g., from device to cloud or gateway) is integrity-
y lprotected (e.q., hash message authentication code (HMAC) or digital signature) Cryptographic Protection of y [Cryptographic mechanisms exist to protect the integrity of event logs and
MON-05 G land that integrity protection Is maintained with the log during long-term storage. [ "unctional | Intersects With | ™" ent' og nformation | MON08-3 ot taols. 8
Iin all cases, validate the integrity of log files before review.
[Futomatically transmit securiy evert data to the cloud or storage and analysis
land record, at minimurn, the initiator, receiver, timestamp, data, and event Mechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient informati
at a minimum:
1) Establish what type of event occurred;
MON-06 NA Functional | Intersects With |  Content of Event Logs MON-03  [(2) When (date and time) the event occurred 8
3) Where the event occurred;
(4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
[Automatically transmit security event data to the cloud for storage and analysis Event Log Backup on [Mechanisms exist to back up event logs onto a physically different system or
MON-06 NA land record, at minimum, the initiator, receiver, timestamp, data, and event Functional | Intersects With |Separate Physical Systems /| MON-08.1 [system component than the Security Incident Event Manager (SIEM) or 8
ltypes. lsimilar automated tool.
[Design and implement an enterprise 109ging paTy ety proret alllogs [Mechanisms exist to facilitate the implementation of enterprise-wide
MON-07 NA rom generation to storage Lo enable a thaim of < Functional Subset Of Continuous Monitoring MoN-01  [TeCEE ntrols. 10
Design and implement an enterprise logging Eapabmly Integrity protect all logs Centralized Collection of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
MON-07 NA [from generation to storage to enable a chain of custod: Functional | Intersects With MON-02  [similar automated tool, to support the centralized collection of security- 8
Security Event Logs
related event logs.
[Design and Tplement an enterorise [oggTng Capabilty. Iegrlty protect allogs [Automated mechanisms exist to centrally collect, review and analyze audit
MON-07 NA rom generation to storage to enable a chain of ¢ Functional | Intersects With | Central Review & Analysis | MON-022 [Foated Mechanians et 8
[Design and implement an enterprise 10gging (apabmly Integrity protect all logs System-Wide / Time- [Automated mechanisms exist to compile audit records into an organization-
Mon-07 A ffrom generation to storage to enable a chain of c Functional | Intersects With | Correlated Audit Trail MON-02.7 |uide audit trail that is time-correlated 8
[Establish an enterprise loT wireless detection (apablhty ‘Actively search the
Inetwork for rogue wireless devices. Actively search for network communications
to well-known botnet customer to customer (C2C) addresses/ports. Actively .
disable any identified devices/communications and investigate infraction causes. 9 > (2) Anamalous andlor hostie activities,
[Take action to educate users when unintended violations occur.
[Establish an enterprise loT wireless detection capability. Actively search the
Inetwork for rogue wireless devices. Actively search for network communications
to well-known botnet customer to customer (C2C) addresses/ports. Actively \Wireless Intrusion Detection
MON-08 R search for unauthorized communications to vendor IP addresses. Immediately Functional | Intersects With | | brovertion Systeme NET-08.2 |Mechanisms exist to utilize Wireless Intrusion Detection / Protection Systems s
disable any identified devices/communications and investigate infraction causes. WIS T WTPS) Deplovment (WIDS / WIPS) on wireless network segments.
[Take action to educate users when unintended violations occur. ployt
[Actively search for indicators of Compromise, such as new botnet activity Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
MON-09 NIA move infected loT devices upon detection, Functional | Intersects With Compromise (10C) MON-11.3  [compromise (IoC) 8
[Acivey search for ndicators of Compromise, Such 35 ew boEnet actvy. Indicators of Compromise [Mechanisms exist to define specific Indicators of Compromise (10C) to
MON-09 (R move infected IoT devices upon detection. Functional | Intersects With (10C) 1RO-03 _ligentify the signs of potential cybersect 8
M;mtw vlﬂge:/wwe\sss network communication to identify rogue devices and [Mechanisms exist to utilize User & Entity Behavior Analytics (UEBA) andjor
jabnormal behavior. lUser Activity Monitoring (UAM) solutions to detect and respond to anomalous
MON-10 G Functional | Intersects With | - Anomalous Behavior MON-16 " loehavior that could indicate account compromise or other malicious 8
activities.
identiry threat intelligence feeds appiicable to specific industries. Then, maintain
lan understanding of attacker types that typically target particular systems and M tornd . N 4 mech dentity and al e .
. their motivations. onitoring for Indicators o . utomated mechanisms exist to identify and alert on Indicators of
MON-11 NA Functional | Intersects With Compromise (100) MON-113  [gi el Tiee) 8
identify threat intelligence feeds applicable to specific industries. Then, maintain
lan understanding of attacker types that typically target particular systems an: e c ecn et - - 100
ltheir motivations. Indicators of Compromise echanisms exist to define specific Indicators of Compromise (10C) to
MON-11 G Functional | Intersects With (10C) 1R0-03 " igentify the signs of potential cybersecurity events. 8
identify threat intelligence feeds appiicable to specific industries. Then, maintain
lan understanding of attacker types that typically target particular systems and Mechanisms exst to maintain situational awareness of vulnerabilties and
ltheir motivations. levolving threats by leveraging the knowledge of attacker tactics, techniques
MON-11 NA Functional | Intersects With | Threat Intelligence Feeds | THR-03  |CHET TLrEa.s oY o Ea e e of preventative. an 8
ing controls.
(Create maintenance plans to inspect and upkeep loT hardware routinely. Keep
lparts on hand in inventory in case an IoT device requires repair or replacement. IMechanisms exist to develop, disseminate, review & update procedures to
opA-01 (R [Take immediate action when a maintenance issue is identified by repairing or Functional | Intersects With | Maintenance Operations | MNT-01 |80t 08 En L 0 oo e e Controls across the enterprise. s
replacing the loT device.
(Create maintenance pians to inspect and upkeep IoT hardware routinely. Keep
parts on hand in nventory In Case an 10T device requies repalt or replacement. IMechanisms exist to conduct controlled maintenance activities throughout
OPA-01 NIA mediate action when a maintenance issue is identified by repairing or Functional | Intersects With | Controlled Maintenance MNT-02 e oele of the Technology ASset, Application andlor Service (TARS). s
replacing the IoT device
(Create maintenance plans to inspect and upkeep IoT hardware routinely. Keep
lparts on hand in inventory in case an IoT device requires repair or replacement. X IMechanisms exist to obtain maintenance support and/or spare parts for
opPA-01 NA [Take immediate action when a maintenance issue s identified by repairing or Functional | Intersects With | Timely Maintenance MNT-03  [Technology Assets, Applications and/or Services (TAAS) within a defined 5
replacing the loT device. IRecovery Time Objective (RTO).
(Create maintenance plans to inspect and upkeep loT hardware routinely. Keep
lparts on hand i inventory in case an IoT device requires repair or replacement. IMechanisms exist to perform preventive maintenance on critical Technolo
OPA-01 N/A [Take immediate action when a maintenance issue is identified by repairing or Functional | Intersects With | Preventative Maintenance | MNT-03.1 [, (Can s 240 2 P lor Samvices (TARS) 9y 5
replacing the loT device.
e T Byt w0 Galiate expected performance issues o Automated Support For |Automated mechanisms exist to transfer predictive maintenance data to a
¥ lbreakdowns in 10T systems. Act on that data as neede ~
OPA-02 A 4 Functional | Intersects With | pregictive Mainten MNT-03.3 |computerized maintenance management system. 8
[Architect cloud services to support regional failover of nodes and gateways. Test Contingency Plan Testing & [Mechanisms exist to conduct tests and/or exercises to evaluate the
opPA-03 NA lannually to ensure that failover is automatic if a single region s brought offline. Functional | Intersects With ISy o Testing BCD-04  [contingency plan's effectiveness and the organization's readiness to execute 5
[Architect cloud services to support regional failover of nodes and gateways. Test [Mechanisms exist to implement real-time or near-real-time failover capability
OPA-03 N/A lannually to ensure that failover is automatic if a single region is brought offline. Functional Intersects With Failover Capability BCD-12.2 o maintain availability of critical Technology Assets, Applications, Services 8
land/or Data (TAASD).
[Architect cloud services to support regional failover of nodes and gateways. Test [Mechanisms exist to support operations that are geographically dispersed via
opPA-03 NA jannually to ensure that failover is automatic if a single region is brought offline. | Functional | Intersects With Regional Delivery CAP-06 |regional delivery of technological Technology Assets, Applications and/or 5
[Services (TAAS).
[Setup monitoring procedures to identify and alert on abnormally heavy traffic Intrusion Detection & [Mechanisms exist to implement Intrusion Detection / Prevention Systems
oPA-04 NA [transmitted from IoT devices. Functional | Intersects With | Prevention Systems (IDS & | MON-01.1 |(IDS /IPS) technologies on critical systems, key network segments and 8
1PS) Inetwork choke points,
|Setup monitoring procedures to identify and alert on abnormally heavy traffic Automated Tools for Real- [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
oPA-04 NA [transmitted from loT devices Functional | Intersects With o hoaa MON-01.2 [similar automated tool, to support near real-time analysis and incident 8
N lescalation.
[Setup monitoring procedures to identify and alert on abnormally heavy traffic
y tranemitted from loT devices, Inbound & Outbound N IMechanisms exist to continuously monitor inbound and outbound
opA-04 G Functional | Intersects With | - communications Traffic | MON01:3 raffic for unusual or activities or conditions. 8
Setup monitoring procedures o identiy and alert on abrormally heavy trafic [Mechanisms exist to *tune® event monitoring technologies through analyzing
OPA-04 N/A m loT devices. Functional | Intersects With |  Alert Threshold Tuning MON-01.13 |communications traffic/event patterns and developing profiles representing 8
|common traffic patterns and/or events.
[Work with CSPs to define service level agreements (SLAS) for uptime Coordinate with External [Mechanisms exist to coordinate internal contingency plans with the
OPA-05 N/A lpercentages and response timing (for incidents/patches) and hold CSPs Functional Intersects With S Provid. BCD-01.2 [contingency plans of external service providers to ensure that contingency 3
laccountable for SLA breaches. ervice Providers requirements can be satisfied.
[Work with CSPs to define service-level agreements (SLAS) for uptime
lpercentages and response timing (for incidents/patches) and hold CSPs. |continue Essential Mission & IMechanisms exist to continue essential missions and business functions with
oPA-05 NA accountable for SLA breaches Functional | Intersects With e e e BCD-02.2 |[ittle or no loss of operational continuity and sustain that continuity until full 8
lsystem restoration at primary processing and/or storage sites.
e e o ey o o Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
¥ ercentages and response timing (for incidents/patches) and hold CSPs g X
OPA-05 G percentages and response timing ( P ) Functional | Intersects With | - Contractual Compliance CPLOL  relevant statutory, regulatory and contractual controls, s
[Work with CSPs to define service-level agreements (SLAS) for uptime Third-Party Incident
oPA-05 NA lpercentages and response timing (for incidents/patches) and hold CSPs Functional | Intersects With |  Response & Recovery Tpm-1  [Mechanisms exist to ensure response/recovery planning and testing are 3
ccountable for SLA breaches Capabilitios |conducted with critical suppliers/providers.
[Architect wireless sensor network (WSN) gateways in a cluster formation to
lbetter handle heavy loads and support failover if a single gateway is brought
loffline. Configure loT nodes to contact backup gateways in case a primary Contingency Plan Testing & IMechanisms exist to conduct tests and/or exercises to evaluate the
OPA-06 N/A lgateway fails. Test failover capabilities and load shedding/distribution capabilities| ~ Functional | Intersects With '9 Exﬁmses 9 BCD-04 [contingency plan's effectiveness and the organization's readiness to execute 5
at least annually plan
[Architect wireless sensor network (WSN) gateways in a cluster formation to
lbetter handle heavy loads and support failover if a single gateway is bmught Technology Assets
loffline. Configure IoT nodes to contact backup gateways in case a pi |Applications Myd/w Services| [Mechanisms exist to ensure the secure recovery and reconstitution of
OPA-06 N/A lgateway fails. Test failover capabilities and load sheddmg/d\stnbuucn capablhtles Functional | Intersects With |*PP (TARS) Recovery & BCD-12  [Technology Assets, Applications and/or Services (TAAS) to a known state 5
at least annually. Reconettation lafter a disruption, compromise or failure.
[Architect wireless sensor network (WSN) gateways in a cluster formation to
lbetter handle heavy loads and support failover if a single gateway is brought
offline. Configure loT nodes to contact backup gateways in case a primary IMechanisms exist to implement real-time or near-real-time failover capability
oPA-06 NA lgateway fails. Test failover capabilities and load shedding/distribution capabilities| ~ Functional | Intersects With Failover Capability BCD-12.2  [to maintain availability of critical Technology Assets, Applications, Services H
at least annually land/or Data (TAASD).
[Architect wireless sensor network (WSN) gateways in a cluster formation t
lbetter handle heavy loads and support failover if a single gateway is bruught
loffline. Configure IoT nodes to contact backup gateways in case a primary .
OPA-06 NA Gateway falls. Test falover capabilties and 1oad sheadngldistnbution capabilities|  Functional | Intersects with | Network Shiaeyy Controls | 01 r:f;g;‘gf:@ff;:;ﬁv‘ﬁfg‘s gz‘ﬁ;"cin“tfgz‘mg‘““'“ to facilitate the 3
at least annually
[Architect wireless sensor network (WSN) gateways in a cluster formation to
petter "Cﬁg:f"eq heavy loads and j::l‘;g‘h’:'(‘::s;;&aggﬁ S ;’:r“ygh‘ IMechanisms exist to develop an enterprise architecture, aligned with
y - . Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
opPA-06 NA pateway fails. Test filover capabilties and load shedding/distribution capabil Functional | Intersects With A A2 o resilionce aincinlos that ndaressos vty to aromnsational 3
at least annually. loperations, assets, individuals and other organizations.
[frchitect metropoitan scaje WoN deployments using Clusters of nodes deployed Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
¥ lto geographic regions to minimize points of interconnection and reduce long-haul - 3
opA-07 G g rephic red P o Functional | Intersects With (NSC) NET-01  fimplementation of Network Security Controls (NSC). 3
[Architect metropolitan-scale WSN deployments using cIUsters of nodes depioyed
to geographic regions to minimize points of interconnection and reduce long-haul " i et Mechanisms existto develop an enterprise architecture, aligne with
' tra ignment With Enterprise y industry-recognized leading practices, with consideration for security,
opa-07 G Functional | Intersects With rchitecture SEA02|compliance and resilience principles that addresses risk to organizational 3
loperations, assets, individuals and other organizations.
[Deploy network monitoring tools and monitor 10T networks for congestion
[Establish prioritized traffic flows (e.q., differentiated services) or execute [Mechanisms exist to control resource utilization of Technology Assets,
opa-08 NA ldynamic rerouting (e.g., WSNisoftware-defined networking (SDN)) upon detection| ~ Functional | Intersects With Resource Priority CAP-02  |Applications and/or Services (TAAS) that are susceptible to Denial of Service 8
o congested commurications (DoS) attacks to limit and prioritize the use of resources.
[Deploy network monitoring tools and monitor 10T Networks for congestion
oPA0E A [Establish prioritized traffic flows (e.q., differentiated services) or execute . ‘ Wwith | _Inbound & Outbound MON-013 |Mechanisms exist to continuously monitor inbound and outbound s
. " ldynamic rerouting (e.g., WSN/software-defined networking (SDN)) upon detection| ~ Functional Intersects Witl Communications Traffic - ‘traffic for unusual or activities or conditions.
o congested communications.
[Deploy network monitoring tools and monitor 10T networks for congestion
[Establish prioritized traffic flows (e.g., differentiated services) or execute Network Security Controls [Mechanisms exist to develop, govern & update procedures to facilitate the
OPA-08 NA ldynamic rerouting (e.q., WSN/software-defined networking (SDN)) upon detection| ~ Functional | Intersects With NSC) NET-01 [ mentation of Network Security Controls (NSC) 5
of congested communications.
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IDeploy network monitoring tools and monitor IoT networks for congestion.
[Estabiish prioritized traffic flows (e.q., differentiated services) or execute Denial of Service (DoS) |Automated mechanisms exist to protect against or limit the effects of denial
OPA-08 NiA dynamic rerouting (e.g. WSNsoftware-defned networking (SDN) pon detecton Functional | Intersects With Protection NET-02.1 | (0 Vice attacks. s o 5
i
(Cache messaging at gateways for at least one day (or more depending on your
lenvironment) to ensure the availability of messaging should loT nodes be offline. [Mechanisms exist to control resource utilization of Technology Assets,
opA-09 NA Functional | Intersects With Resource Priority CAP-02  |Applications and/or Services (TAAS) that are susceptible to Denial of Service 5
(DoS) attacks to limit and prioritize the use of resources.
[Cache messaging at gateways for at least one day (or more depending on your
OPA0S ey lenvironment) to ensufe the availability of messaging should IoT nodes be offine. | Functional | Intersects with | Denial of Service (DoS) | yer oo [Automated mechanisms exist to protect against or limit the effects of denial s
ction lof service attacks.
Estabiish physical security processes that restrict physical access to 10T edge Kioske & Pomnt of Iteraction Mechanisms exist to appropriately protect devices that capture
PHY-01 N/A (devices and alert on physical access attempts. Functional | Intersects With (Po) Devices AST-07  [sensitive/regulated data via direct physical interaction from tampering and 8
[EStablish physical security processes that restrict physical access to IoT edge Physical Tampering [Mechanisms exist to periodically inspect systems and system components for|
PHY-01 G devices and alert on physical access attemy Functional | Intersects With Detection AST-08 _lindicators of Compromise (IoC) s
[EStabiish physical security processes that restrict physical access to IoT eage Mechanisms exist to protect embedded devices against unauthorized use of
x levices and alert on physical access atter ¥
PHY-01 NA phy: mpts. Functional | Intersects With Interface Security EMB-04 ot factory ingastc and teat interiaceto) 8
[Establish physical security processes that restrict physical access to loT edge
. devices and alert on physical access attempts. Embedded Technology ' IMechanisms exist to generate log entries on embedded devices when
PHY-01 o2 phy P Functional | Intersects With | onfiguration Monitoring | MB0%  lconfiguration changes or attempts to access interfaces are detected 8
[Estabiish physical security processes that restrict physical access to IoT edge
PHY-01 R devices and alert on physical access attempts Functional | Intersects witn | Physical & Environmental | peg o pechanisms eist (o facilitate the operation of physical and environmental s
sstﬁbl‘sh DS‘/S"(:‘ Sﬂﬂ;vﬂly DTIDCESSES l:'tﬂt fﬂf"lﬂ physical access to loT edge Physical access control mechanisms exist to enforce physical access
levices and alert on physical access attempts lauthorizations for all physical access points (including designated entry/exit
PHY-01 NA Functional | Intersects With | Physical Access Control PES-03 | facilties (exciuding those areas within the faciity offcially 5
|designated as publicly accessible).
[Estabiish physical security processes that restrict physical access o IoT edge [Physical access control mechanisms exist to monitor for, detect and respond
PHY-01 (A devices and alert on physical access attempts. Functional | Intersects With | Monitoring Physical Access |  PES-05 g physical security incidents s
) ESESBIEh physial securlty processes Thot vesmct Physical access to 10T edge intrusion Alarms / ) [Physical access control mechanisms exist to monitor physical intrusion
PHY-01 (3 devices and alert on physical access atter Functional | Intersects With | sureillance Equipment | PES951 falarms and surveillance equipment. s
Establish physical security processes that restnct physical access to loT edge Monitoring Physical Access [Facility security mechanisms exist to monitor physical access to critical
PHY-01 N/A devices and alert on physical access attempts. Functional | Intersects With o Cr% :alys s PES-05.2 |systems or sensitive/regulated data, in addition to the physical access 5
itical Sys Imonitoring of the facility.
[Estabiish physical security processes that restrict physical access o IoT edge
devices and alert on physical access attempts. Equipment siting & lPhysical security mechanisms exist to locate system components within the
PHY-01 NA Functional | Intersects With AN PES-12 ffacility to minimize potential damage from physical and environmental H
: lhazards and to minimize the opportunity for unauthorized access.
[Work with suppliers and establish SLAS that cover minimum vulnerability
disclosure timelines, patch update timelines, and incident management support, IMechanisms exist to facilitate the implementation of third-part
POL-01 N/A lincluding support during forensic investigations. Functional Subset Of Third-Party Management TRM01 e et controls P party 10
Work with suppliers and establish SLAs that cover minimum vulnerability
isclosure imelines, patch update timelines, and incident management support, IMechanisms exist to mitigate the risks associated with third-party access to
POL-01 NA including support during forensic investigations. Functional | Intersects With | Third-Party Services TPM-04  [the echnology Assets, Services and/or Data 8
(TAASD)
Z‘f:(f:;;‘z‘r: i“r::“":g a;‘:(::‘::;‘;:‘:{"-r‘;‘seﬁ:zlschsf‘rﬂ";‘e"r“‘l":‘nz:‘a’;ee’;z‘r“‘tysuwon Third-party Cont [Mechanisms exist tn‘ vequ\re contractual requirements for applicable security,
y . P 3 3 ird-Party Contract y and resilie i reflecting the
poL-01 (R including support during forensic investigations. Functional | Intersects With Requirements TPM0S e rization's neads to pratect ts Technology Assets, Applications, Services 8
land/or Data (TAASD).
[Work with suppliers and establish SLAS that cover minimum vulnerability
disclosure timelines, patch update timelines, and incident management support, securty Mechanisms existto compel Exterma Service Providers (ESPs) to provide
X including support during forensic investigations. ecurity Compromise y Inotification of actual or potential compromises in the supply chain that can
poL-01 R Functional | Intersects With | - ntfication Agreements | P51 lpotentially affect or have adversely affected Technology Assets, Applications 8
land/or Services (TAAS) that the organization utilizes.
[Work with suppliers and establish SLAs that cover minimum vuinerabiiity
disclosure timelines, patch update timelines, and incident management support, Third-Party Deficiency e e e O el I supply chain
POL-01 NA including support during forensic Investigations. Functional | Intersects With e TPM-09  [elements identified during independent or organizational assessments of 8
lsuch elements.
Work with suppliers and establish SLAs that cover minimum vulnerability e party meident
disclosure timelines, patch update timelines, and incident management support, ird-Party Inciden IMechanisms exist to ensure response/recovery planning and testing are
POL-01 NA including support during forensic investigations. Functional | Intersects With Respecr;speas”:ze::very TPl e with critical suppliere/oroviders 8
[Estabiish policies and procedures for vendor access and management of 10T
devices. These policies include data that can be transmitted out of the
lorganization (e.g., telemetry or machine data) and authorized roles and ’
POL-02 NA Iminimum access security requirements for managing the devices within the Functional SubsetOf | Third-Party Management | TPm-o1  [wechanisms exist to facilitate the implementation of third-party 10
lorganizations' networks. Enforce these controls and monitor for abuse. 9
[Establish policies and procedures for vendor access and management of 10T
devices. These policies include data that can be transmitted out of the IMechanisms exist to:
lorganization (e.g., telemetry or machine data) and authorized roles and Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
POL-02 N/A Iminimum access security requirements for managing the devices within the Functional | Intersects With Man:geymenl scRM) TPM-03  |Applications and/or Services (TAAS) supply chains; and 5
lorganizations' networks. Enforce these controls and monitor for abuse. (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
EStablsh policie and procedures for vendor access and managermert o o
devices. These policies include data that can be transmitted out of the
lorganization (e.g., telemetry or machine data) and authorized roles and IMechanisms exist to mitigate the risks associated with third-party access to
POL-02 NA Iminimum access security requirements for managing the devices within the Functional | Intersects With | Third-Party Services TPM-04  [the organization's Technology Assets, Applications, Services and/or Data 8
networks. Enforce these controls and monitor for abuse. (TAASD)
[Establish policies and procedures for vendor access and management of 10T
devices. These policies include data that can be transmitted out of the
lorganization (e.g., telemetry or machine data) and authorized roles and Third-Party Processing, . .
POL-02 NA Iminimum access security requirements for managing the devices within the Functional | Intersects With | Storage and Service TP08.4 e o emtamants 1 o" of information processing/storage ]
lorganizations' networks. Enforce these controls and monitor for abuse. Locations
EStablsh poliie and procedures for vendor access and managermert o o
s, Tose ol s st o e et o e e —
Third-Party Contract |compliance and resilience requirements with third-parties, reflecting
POL-02 NA minimum access security requirements for managing the devices within the Functional | Intersects With Requiraments TPM-05 O ntion s nacds £o protect its Technology Assera, Applications, Services 8
lorganizations' networks. Enforce these controls and monitor for abuse. [oresior Data (TAASD)
[Estabiish policies and procedures for vendor access and management of 10T
devices. These policies include data that can be transmitted out of the
lorganization (e.g., telemetry or machine data) and authorized roles and Third-Par
y ird-Party Personnel y IMechanisms exist to control personnel security requirements including
POL-02 NA minimum access security requirements for managing the devices within the Functional | Intersects With ety TPM06 o and ressaneiios for third-party orovidre, 5
lorganizations' networks. Enforce these controls and monitor for abuse.
[Establish policies and procedures for vendor access and management of 10T
devices. These policies include data that can be transmitted out of the
lorganization (e.g., telemetry or machine data) and authorized roles and Review of Third-part IMechanisms exist to monitor, regularly review and assess External Service
POL-02 NIA Iminimum access security requirements for managing the devices within the Functional | Intersects With rices oY TPM-08  |Providers (ESPs) for compliance with established contractual requirements 8
lorganizations' networks. Enforce these controls and monitor for abuse. ffor security, compliance and resilience controls.
[Document an enterprise-wide IoT cybersecurity policy. Require all loT
implementations to comply with this policy or apply for an exception. Policies
Ishould include restrictions on the implementation of un-approved/documented
loT devices/cloud services. Policies should also feature minimum security
controls to apply to all IoT implementations, including cryptography, monitoring, Publishing Security, IMechanisms exist to establish, maintain and disseminate policies, standards
POL-03 NiA lauditing, authentication, access controls, and physical security controls. All Functional SubsetOf | Compliance &Resilience | GOV-02 |54 yrocedures necessary for secure, compliant and resilient capabilities. 10
lactivities must adhere to an approved IoT implementation. Monitor quarterly to Dacumentation .
identify out-of-compliance implementations.
[Document an enterprise-wide IoT cybersecurity policy. Require all loT
implementations to comply with this policy or apply for an exception. Policies
should include restrictions on the implementation of un-approvedidocumented
loT devices/cloud services. Policies should also feature minimum securit
controls to apply to all loT implementations, including cryptography, monitoring, Embedded Te(hnolc IMechanisms exist to facilitate the implementation of embedded technolog
POL-03 NiA lauditing, authentication, access controls, and physical security controls. Al Functional | Intersects With Security Program EMB-OL oo bols i gy 8
lactivities must adhere to an approved IoT implementation. Monitor quarterly to
identify out-of-compliance implementations
[For each 10T system, define end-of-fife procedures for system hardware. For any
Ihardware storing sensitive information, dispose of that hardware securely and
Imaintain an audit log of the disposal process, including any individual who Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
POL-04 NiA Iparticipates in that process. Secure disposal processes can include, as Functional | Intersects With | Destruction or Re-Use of | ~ AST-09  |components using organization-defined techniques and methods to prevent 8
lapplicable: data sanitization, degaussing, etc quipment information being recovered from these components.
[For each 10T system, define end-of-life procedures for system hardware. For any
Ihardware storing sensitive information, dispose of that hardware securely and
Imaintain an audit log of the disposal process, including any individual who
POL-04 NA lparticipates in that process. Secure disposal processes can include, as Functional | Intersects With | Physical Media Disposal DCHog  [Mechanisms exist to securely dispose of media when [t is no longer required, 8
lapplicable: data sanitization, degaussing, etc. 9 P
[For each 10T system, define end-of-life procedures for system hardware. For any
Ihardware storing sensitive information, dispose of that hardware securely and
Imaintain an audit log of the disposal process, including any individual who
POL-04 N/A Iparticipates in that process. Secure disposal processes can include, as Functional | Intersects With |  Information Disposal DCH-21  |Mechanisms exist to securely dispose of, destroy or erase information. 8
lapplicable: data sanitization, degaussing, etc.
[For each 10T system, define end-of-life procedures for system hardware. For any
Ihardware storing sensitive information, dispose of that hardware securely and
Imaintain an audit log of the disposal process, including any individual who Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
POL-04 NA Iparticipates in that process. Secure disposal processes can include, as Functional | Intersects With | SeCeePEMEETEE SR | PRM-07  fandor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
lapplicable: data sanitization, degaussing, etc. ¥ 9 |controlled through formal change control procedures.
[For each 10T system, define end-of-life procedures for system hardware. For any
lhardware storing sensitive information, dispose of that hardware securely and
Imaintain an audit log of the disposal process, including any individual who .
POL-04 NA Iparticipates in that process. Secure disposal processes can include, as Functional | Intersects With | TeCpo0gy Liecycle SEA07.L [ O sareas Ty Ifecycles of Technology Assets, ]
lapplicable: data sanitization, degaussing, etc. g
[Adopt and define a standardized, industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
lanalysis, evaluation), treatment, monitoring, and feedback. Effective risk
RSM-01 NA imanagement supports information technology, baseline requirements, and the Functional | Intersects With Material Risks Gov-16.1  [echanisms exist to define criteria necessary to designate a risk as a 3
lorganization's overall business strategy, goals, and objectives.
[Adopt and define a standardized, industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
lanalysis, evaluation), treatment, monitoring, and feedback. Effective risk . .
RSM-01 NA Imanagement supports information technology, baseline requirements, and the Functional | Intersects With Material Threats GOv-16.2  [Mechanisms exist to define criteria necessary to designate a threat as a 3
lorganization's overall business strategy, goals, and objectives. g
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[Adopt and define a standardized, industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
analysis, evaluation), treatment, monitoring, and feedback. Effective risk
RSM-01 NA Imanagement supports information technology, baseline requirements, and the | Functional Subset OF | Risk Management Program | - Rsk01  [[1eChomems exie to faciitate the fmplementation of strategc; operationa! 10
organization's overall business strategy, goals, and objectives.
[Adopt and define a standardized, Industry-recognized risk management
that considers context, risk assessment (risk identification, Mechanisms exist to identify:
analysis, evaluation), treatment, monitoring, and feedback. Effective risk (1) Assumptions affecting rik assessments, isk response and risk
Imanagement supports information technology, baseline requirements, and the imonitorin
RSM-01 NA organization's overall business strategy, goals, and objectives. Functional | Intersects With Risk Framing RSK-OL1 |(2) Constraints affecting risk assessments, risk response and risk monitoring; 8
(3) The organizational risk tolerance; an
(@) Priorities, benefits and trade-ofs considered by the organization for
imanaging risk
[Adopt and define a standardized, industry-recognized risk management
Mechanisms exist to categorize Technology Assets, Applications, Services
Imethodology that considers context, risk assessment (risk identification,
raivas, Soaluntion. Hestment. menioring, and 1eecback. Eectve nok oo Da (TAASD) in sccordance withapplcabie s, reguitons
Imanagement supports information technology. baseline requirements, and the Risk-Based Security
RSM-01 NA ! Functional | Intersects With ; RSK-02  [(1) Document the security categorization results (including supporting 8
organization's overall business strategy, goals, and objectives. Categorization e e oot
(2) Ensure the security categorization decision is reviewed and approved by
fthe asset owner
[Adopt and define a standardized, industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
analysis, evaluation), treatment, monitoring, and feedback. Effective risk .
RSM-01 NA Imanagement supports information technology, baseline requirements, and the Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 r;;‘”‘fa”l'ﬂ; s:“ffoi"szmL'SSZTT‘::S‘;';‘;E;:;‘?:E: ;"D’tlﬁ;’;m‘l‘zﬂp‘;ﬁi“ 8
organization's overall business strategy, goals, and objectives.
[Adopt and define a standardized, industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
analysis, evaluation), treatment, monitoring, and feedback. Effective risk
RSM-01 NA Imanagement supports information technology, baseline requirements, and the | Functional | Intersects With | Risk Identification RSK-03  |Mechanisms exist to identify and document risks, both internal and external 8
organization's overall business strategy, goals, and objectives.
[Adopt and define a standardized, Industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification, Mechanisms exist to conduct recurring assessments of risk that includes the
lanalysis, evaluation), treatment, monitoring, and feedback. Effective risk likelihood and magnitude of harm, from unauthorized access, use, disclosure,
RSM-01 NA Imanagement supports information technology, baseline requirements, and the | Functional | Intersects With Risk Assessment RSK04 O B g o T o ACCess, use,dieclosure, 8
lorganization's overall business strategy, goals, and objectives. e Carreas o Dats CeAngan
[Adopt and define a standardized, Industry-recognized risk management
Imethodology that considers context, risk assessment (risk identification,
analysis, evaluation), treatment, monitoring, and feedback. Effective risk
Rsor A rrasent Susparts womation eckmoagy. baceine squerente and the | Functonal | Inersects With | Risk Ranking Rskos  [Mechanisms exist o dentity and assgn a sk ranking to neuly discovered s
organization's overall business strategy, goals, and objectives Y frecognized
[Adopt and define a standardized, Industry-recognized risk management
Imethodology that considers context, isk assessment (risk identification,
lanalysis, evaluation), treatment, monitoring, and feedback. Effective risk
RSM-01 NA Imanagement supports information technology, baseline requirements, and the | Functional | Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level 8
lorganization's overall business strategy, goals, and objectives.
[Adopt and define a standardized, industry-recognized risk management
that considers context, risk assessment (risk identification, Mechanisms exist to ensure proper risk response actions were performed to
analysis, evaluation), treatment, monitoring, and feedback. Effective risk remediate findings from security, compliance and/or resilience-related:
RSM-01 NA imanagement supports information technology, baseline requirements, and the | Functional | Intersects With Risk Response RSK-06.1  [(1) Assessments; 8
organization's overall business strategy, goals, and objectives. (2) Audits: and/or
(3) Incidents.
[Adopt and define a Tisk
Imethodology that considers context, risk assessment (risk identification,
lanalysis, evaluation), treatment, monitoring, and feedback. Effective risk
RstoL A romagement sbpats momaton wcmBB0y. s reqorements-and the | Funcional | ntersects wi | BUSiness IMBSCKATAlSE | g Mechanisms exist o conuct aBusiess Imaact Analysis (B to denty and s
lorganization's overall business strategy, goals, and objectives. g -
implement a risk management approach to establish context, perform risk
assessments (risk identification, analysis, evaluation), determine treatment, N iitate the ot . ‘
y lestablish monitoring, create feedback procedures and processes, and formulate 01 |Mechanisms exist to facilitate the implementation of strategic, operationa
RSM-02 NA establish montoring. ¢ Functional Subset OF | Risk Management Program | Rsk01  [l1eChomems exie to factitate the fmp! 10
mplemert a ik managemert approach to establsh context,perform sk
analysis, evaluation), determine treatment, Mechanisms exist to identify:
establish monitoring, reate feedback procequres and processes, and formulate (1) ASsumptions affecting rik assessments, risk response and risk
baseline requirements. Imonitoring;
RSM-02 NA Functional | Intersects With Risk Framing RSK-0L1  |(2) Constraints affecting risk assessments, risk response and risk monitoring: 8
(3) The organizational risk tolerance; and
(@) Priorities, benefits and trade-offs considered by the organization for
managing risk
Tement 3 ek management appraech o ceubI conert.perorm ek echanisms exet o categorize Technology Assers, Applications,Services
ectabloh monioring. create raedback procedures and processes, ond formulate B e fesordance with applicable avs, regulations and
RSM-02 NA fpaseline requirements. Functional | Intersects with | Risk-Based Security RSK-02  [11) Document the security categorization results (including supporting 8
9 rationale) in the security plan for systems; ar
(2) Ensure the security categorization decision is reviewed and approved by
fthe asset owner
[plemet a K maragernent approach to establs context, perform 15k
s Iuation), determine treatment, e N evel for Techolony A
- ostablish monitoring, create fecdback procedures and processes, and formulate g g echanisms exist to prioritize the impact level for Technology Assets,
RSM-02 NA establish monitoring, < Functional | Intersects With | Impact-Level Prioritzation | RSK-02.1  [yeChaniems exit o prierize e impact Jeve)for Technolooy Aseet 8
rmplement 3 sk management approach to cstabih context, perform sk
termine treatm ecn oty and o e .
y eetablah moioring, create faedback proceduras and processes, and formulate g lechanisms exist to identify and assign a risk ranking to newly discoveret
RSM-02 NA baceline requirements. Functional | Intersects With Risk Ranking RSK-05 \cecurity vulnerabilities that is based on industry-recognized practices. 8
implement a risk management approach o establish context, perform risk
lassessments (risk identification, analysis, evaluation), determine treatment,
RsM-02 NA esablish montoring, reate feedback procedures and processes, and fomuate | Functonal | Intersects With | Risk Remediation RSK-06  [Mechanisms exist to remediate isks to an acceptable level 8
[plement a isk management approach to establish context, perform risk Mechanisms exist to ensure proper isk response actions were performed to
assessments (risk identification, analysis, evaluation), determine treatment, Temeaiate fndings fram Securioy. compiance anclor resiencreiated
RSM-02 NiA jestablish monitoring, create feedback procedures and processes, and formulate | fynctional | Intersects With Risk Response RSK-06.1  |(1) Assessments; i 8
baseline requirements. ) A e
(3) Incidents.
Eualuate the labillty polential of an o] systerh when that system physicaly Operating Environment IMechanisms exist to determine if embedded technologies are certified for
y interacts with the public of workers. Defina safety restrictions and poet warnin .
RsM-03 Iz Inotices to limit liability. v P 9| Functional | Intersects With Certification EMB-14 oecure use in the proposed operating environment 8
e o e e aystem Physicaly Business Impact Analysis IMechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
’ interacts with the public or workers. Define safety restrictions and post warnin : i
RSM-03 [ 5 v " 9| Functional | Intersects With ®IA) RSK-08 |assess security, compliance and resilience risks. 8
Inotices to limit liability.
[Evaluate the liabilty potential of an 10T System when that system physically
RSM-03 m nteracts with the public or workers, Define safety restrictions and post warning | Functional | intersects with |  Limit Potential Harm Tpm032  |Mechanisms exist to utilize security safeguards to limit harm from potential s
notices to imit labiity. ladversaries who identify and target the organization's supply chain
Design and deploy autonamous systems that segment safety-crical fom o oo seamartaton Wechanisms exist to ensure netwark architecture utlizes network
SAP-01 N/A [safety-critical functions. Functional | Intersects With | (ol egmemmm NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
9 [(TAAS) to protect from other network resources
[Desion and deploy autanamous systems that segment safety-crical from non- IMechanisms exist to implement security management subnets to isolate
safety-critical functions.
sap.o1 m Y Functional | ntersects wi | Securty Management | yer.oq; - fecurty tols and support components fom ther ntemalsystem 3
intariaces to otner components of the system
[Design and deploy autonomous systems that segment safety-critical from non-
safety-critical functions. . . Irechanisms exist o slate sensmve/[’egulateg dat encaves (secure zones)
g egregation From y om corporate provided T resources by providing enclave-specifc
SAP-01 3 Functional | Intersects With | gnterprise services NET-06.4 |cenvices (e.g. directory services, DNS, NTP, ITAM, antimalware, patch 3
anagemen, etc) to tnoce isoated network segments
e LAl controls tnal validate the safe operation o an Mechanisms exist to continuously validate autonomous systems that trigger
y autonomous system and change states when safe operation is no longer assured .
SAP-02 Rl e collaborative robotice usa case) P 9 Functional Subset Of Safe Operations EMB19 |1 automatic state change when safe operation is no longer assured. 10
[Design resilient, autonomous control systems capable of operating in sensor-
degraded environments (.., loss of global navigation satllite system (GNSS),
lcameras, light detection and ranging (LIDAR), radio detection and rangin
SAP-03 NA (RADAR), etc.). Use mechanisms such as mutually verifiable information. Functional Subset Of Resilience To Outages M08 | e amgaa© STPedded technology fo be resiient to data 10
simultaneous localization and mapping (SLAM), or changing the system to a fal
[Estabiish a security plan for mobile applications. Ensure mobile devices recelve
lupdates from approved/trusted repositories. Only allow the use of pre-approved
Imobile devices for managing loT devices. Ensure that mobile devices store .
saros WA Fecrtiy ey motorn i Fareare bached sevure Seroge lotions (o hndrcid |  Functional | Subsetof |Centvalized ManagementOf| yoy, oy Mecharisms exist o implement and govern Mobie Device Managerment 10
KeyChain/KeyStore and 05 KeyChain). -
[Establish a security plan for mobile applications. Ensure mobile devices receive
lupdates from approved/trusted repositories. Only allow the use of pre-approved
Imobile devices for managing IoT devices. Ensure that mobile devices store £ull Device & Container- o
- ryptographic mechanisms exist to protect the confidentiality and integrity
SAP-05 (A E’:y"’é‘,:g{:fzey;‘:rgaa"“’é :\g;ﬂz/eayrg‘baa‘::(ed secure storage locations (e.g.. Android Functional | Intersects With Based Encryption MDM-03 | ¢ formation on mobile devices through full-device or container encryption. 8
[Establish a security plan for mobile applications. Ensure mobile devices receive
lupdates from approved/trusted repositories. Only allow the use of pre-approved
Imobile devices for managing IoT devices. Ensure that mobile devices store personally-Owned Mobile Mechanisms exist to restrict the connection of personally-owned, mobile
5AP-05 NA material in hardware-backed secure storage locations (e.g., Android | ~ Functional | Intersects With ly-Oune MDM-06  [devices to organizational Technology Assets, Applications and/or Services 8
KeyChain/KeyStore and i0S KeyChain). (TAAS)
[Establish a security plan for mobile applications. Ensure mobile devices receive
lupdates from approved/trusted repositories. Only allow the use of pre-approved
Imobile devices for managing IoT devices. Ensure that mobile devices store Organization-Owned Mobile Mechanisms exist to prohibit the installation of non-approved applications or
SAP-05 NA dentity/key material in hardware-backed secure storage locations (e.g., Android | Functional | Intersects With |0 MDM-07  [approved applications not obtained through the organization-approve 8
KeyChain/KeyStore and 05 KeyChain). lapplication store.
implement intrusion detection/prevention capabilities within the system. Use
both baced and behavior based havior based
i ilize a File Integrity Monitor (FIM), or simil .
SAP-06 NA [mechanisms should identify  yaround-truthe for the system and identify Functional | Intersects with | Fi1® nteggy fenitoring | yon.1.7 Litection echelogy. on crical Techaolagy ASsets, ApBlcations andler 3
lanomalies such as unexpected communications and behaviors. Services (TAAS) to generate alerts for unauthorized modifications.
implement intrusion detection/prevention capabilities within the system. Use
ot . and behavior based havior-b IMechanisms exist to utilize User & Entity Behavior Analytics (UEBA) and/or
y Imechanisms should identify a “ground-truth” for the system and identify 16 |User Activity Monitoring (UAM) solutions to detect and respond to anomalous
SAP-06 A lanomalies such as unexpected communications and behaviors, Functional | Intersects With | Anomalous Behavior MoN-16 behavir that could indicate account compromise or other maicious 8
lactiviies.
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implement intrusion detection/prevention capabilities within the system. Use
fpoth sig: n IMechanisms exist to utilize File Inte
a e grity Monitor (FIM), or similar
SAP-06 NA Imechanisms should identify a "ground.truth for the system and identify Functional | Intersects with | Endpoint File Integrity END-06  [technologies, to detect and report on unauthorized changes to selected files 3
lanomalies such as unexpected communications and behaviors, Monitoring (FIM) and configaration setsinge.
implement intrusion detection/prevention capabiities Within the system. Use
lboth and ost Intrusion Detection and IMechanisms exist to utilize Host-based Intrusion Detection / Prevention
Y Imechanisms should identify a "ground-truth” for the system and identify o7 [Systems (HIDS / HIPS), or similar technologies, to monitor for and protect
SAP-06 L lanomalies such as unexpected communications and behaviors, Functional | Intersects With | Prevention Systems (HIDS /| END-07 pgainst anomalous host activiy, including ateral movement across the 8
networt
Whenever possible, implement cryptographic-security processes that support s of Cryptographic IMechanisms exist to facilitate the implementation of cryptographic
SAP-07 N/A lauthentication and integrity checking of safety-critical messages. Functional Subset Of Wmlg phi CRY-01 [protections controls using known public standards and trusted cryptographic 10
jtechnologies.
Whenever possible, implement cryptographic-security processes that support
SAP-07 NA lauthentication and integrity checking of safety-critical messages. Functional | Intersects With [Transmission Confidentiality|  CRY-03  |c¥Ptooraphic mechanisms exist to protect the confidentlality of data being 5
Whenever possible, implement cryptographic-security processes that support eryptographic mechamisms exist o protect the mtegrity of data berm
SAP-07 NA lauthentication and integrity checking of safety-critical messages Functional | Intersects With | Transmission Integrity crv-0a  [CYPrograp) L arity 9 5
[Design and implement a state machine for the autonomous system. States conftgure Techmon
should include fail-safe and fail-operational capabilities. Cybersecurity events onfigure Technology IMechanisms exist to configure Technology A
igure Technology Assets, Applications and/or
SAP-09 NA should trigger state changes to one of these states. Fail operational events Functional | Intersects With | ASSets: Applications andior | - G55 5 |Gervices (TAAS) utilized in high-risk areas with more restrictive baseline 8
should require human intervention immediately. Services (TAAS) for High- onfserations
is
[Design and implement a state machine for the autonomous system. States
should include fail-safe and fail-operational capabilities. Cybersecurity events o » t
g should trigger state changes to one of these states. Fail operational events § exist to validate systems that trigger
SAP-09 NA chould reqaire human intervention immediately: Functional Subset Of Safe Operations EMB-19 an automatic state change when safe operation is no longer assured. 0
Evaluate and test interaction with ystems to i [Mechanisms exist to ensure policies, processes, procedures and practices
Validate aperator/otcupant capacities o take Control and/or resoive cyber Artificial Intelligence (Al) & related to the mapping, measuring and managing of Artificial Intelligence (Al)
SAP-10 WS lanomaly issues should they occur. Functional Subset Of | Autonomous Technologies | - AAT-0L |ang Autonomaus Technologies (AAT)-related risks are in place, transparent 10
Jand implemented effectively.
e ey o e to Al & Autonomous Mechanisms exist to monitor the functionality and behavior of the deployed
SAP-10 N/A lvalidate operator/occupant caj pacmes to take control and/or resolve cyber Functional Intersects With | Technologies Production AAT-16 " a 8
anomaly fesues should they occur. ot |Artificial Intelligence (Al) and Autonomous Technologies (AAT).
Evaluate and test Interaction with systems to IMechanisms exist to analyze anomalous Artificial Intelligence (Al) and
validate operator/occupant capaciies to take control andlor resoive cyber Inutonomeous Technologies (AAT) behauior and provide cscalation paths for
5AP-10 NA janomaly issues should they occur. Functional | Intersects with | Afemaly Betection & | pxr16.11  lnuman oversight, including 8
uman Oversig (1) Real-time review; an
(2) Intervention
Do not store API keys and other credentials in public-facing source control
systems (e.g., GitLab/GitHub). Publish procedures for the secure handing of API
eys. Do not hardcode API keys into firmware, mobile applications, or any client- . )
(credentials are not stored in public-facing source control systems, (PKI) RO
[Do not store API keys and other credentials in public-facing source control
systems (e.g., GitLab/GitHub). Publish procedures for the secure handing of API
eys. Do not hardcode AP keys into firmware, mobile applications, or any client-
lbased application. Monitor at least quarterly to verify that API keys and other Cryptographic Key Mechanisms exist to facilitate cryptographic key management controls to
sbv.o1 A lcredentials are not stored in public-facing source control systems. Functional Subset Of Management CRY-09 | otect the confidentiality, integrity and availability of keys. 10
[Estabilsh good supply chain practices: establish an inventory of software bill of
imaterials (SBOM) for 0T components; subscribe to security alerts from all third- IMechanisms exist to develop a plan for Supply Chain Risk Management
Iparty components and frameworks; review updates to determine the timeline for Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
sDV-02 NA lapplying updates; analyze changelogs and release notes for security updates. Functional | Intersects With | ,. SuPPY Chaln ek | Rsk-09  [disposal of Technology Assets, Applications andor Services (TAAS), including 8
9 documenting selected mitigating actions and monitoring performance
lagainst those plans.
[Estabiish good supply chain practices: establish an inventory of software bill of
imaterials (SBOM) for loT components; subscribe to security alerts from all third- Mechanisms exist to
generate, or obtain, a Software Bill of Materials (SBOM)
SDV-02 NA arty companents and frameworks; review updates to determine the timeline for | functional | Intersects with | S°ftware Bl of Materials | ps04 5 ffor Technology Assets, Applications andjor Services (TAAS) that lsts software 8
applying updates; analyze changelogs and release notes for security updates (5BOM) ke I e versions and Spahcabie i ansar.
[Adopt a software assurance maturity model (SAMM) to establish a secure
ldevelopment lifecycle for all developed IoT devices and components (€.g., Open oftware Assurance Mechanisms exist to utilize a Software Assurance Maturity Model (SAMM) to
sDV-03 NA Web Application Security Project (OWASP), SAMM). Functional Subset Of Maturity odel (@) | TDA-06.3  fgovern a secure development lifecycle for the development of Technology 10
|Assets, Applications and/or Services (TAAS).
[Adopt a software assurance maturity model (SAMM) o establish a secure
development lifecycle for all developed IoT devices and components (e.g., Open (Customized Development of Mechanisms exist to custom-develop critcal system companents, when
Spv-03 R \Web Application Security Project (OWASP), SAMM) Functional | Intersects With | ™ ¢ jtical Components TPAL2  |commercial Off The Shelf (COTS) solutions are unavailable. s
Use static and dynamic analysis tools (o validate the authenticity, integrity. and [Mechanisms exist to require the developers of Technology Assets,
security state of all third-party libraries used within the components of an Io lApplications and/or Services (TAAS) to employ static code analysis tools to
spv-o4 G system Functional | Intersects With | Static Code Analysis TDA09:2  lentify and remediate common flaws and document the results of the 8
lanalysis.
Use static and dynamic analysis tools to validate the authenticity, integrity. and Mechanisms exist to require the developers of Technology Assets,
security state of allthird-party libraries used within the components of an loT lpplicaions ancr Senvices (TAAS) to amploy dynamic code anaiysi ool o
sDV-04 NA ystem. Functional | Intersects With | Dynamic Code Analysis | TDA-09.3 (AP CSHIOnS andlor Services (TAA0) b0 ot oy oo <o e of o 8
ek
[Develop applications in accordance with OWASP's Application Security Secure Software
SDV-05 NA |Verification Standard (ASVS) and Mobile Application Security Verification Functional | Intersects With | Development Practices |  TDA-06  [Mechanisms exist to develop applications based on Secure Software 8
Standard (MASVS) security requirements, (55DP) [Development Practices (SSDP).
[Develop applications in accordance with OWASP's Application Security P crtica system e
X |Verification Standard (ASVS) and Mobile Application Security Verification . i
SDV-05 (z o (Ao Sy marormone. AP Y Functional | Intersects With ™" citica| Components DRI oy G The Shef (COTS) 0ncons 12 navalbie s
[Conduct threat modeling at the onset of any device or system development
effort. Use a standardized approach to threat modeling that includes the
identification of components, data flows, and high-value code. Define the threats,
t i IMechanisms exist to perform threat modelling and other secure design
prioritize (e.g., rate) the threats and identify mitigations. Communicate the
SDV-06 NA Ut of thraat mbtiets e e oy o ooan Gackiog and track these |  Functional Subset Of Threat Modeling TOA06.2 fechmiques to nsure that threats o software and solutions ae identfied 10
Irequirements to closure across the lifecycle of the product or system. and accounted for.
[Perform security tests on each product and incrementally on system releases, Mechanisms exist to design, develop and produce Techmology Assets,
[Ensure that infrastructure-as-code (1aC) components—including container Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
spv-07 NA jorchestration tooling—undergo static analysis testing as part of system Functional | Intersects With (MVP) Security TDA02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 8
deployment pipeline workflows Requirements stablish an appropriate level of security and restlency based on applicable
risks and threats,
[Perform security tests on each product and incrementally on system releases, Mechanisms exist to require software developers to ensure that their
Ensure that infrastructure-as-code (1aC) components—including container [Software development processes amploy ndustry-recognized secure
spv-07 NA jorchestration tooling—undergo static analysis testing as part of system Functional | Intersects with | _Development Methods, | 15053 lpractices for secure programming, engineering methods, quality control 8
pipeline workflows q rocesses and validation techniques to minimize flawed andjor malformed
lsoftware.
[Perform security tests on each product and incrementally on system releases,
Ensure that infrastructure-as-code (1aC) components—including container Mechanisms exist to require system developers/integrators consult with
lorchestration tooling—undergo static analysis testing as part of system lsecurity, compliance and/or resiience personnel to.
ldeployment pipeline workflows.
ployment pip Security, Compliance & 1) create and implement 2 Securky Testing and Evaluation (ST&E) plan, or
sovor wa Functonal | subsetof | esiénce Testing | TOA09 TSR o taw remediaionproces to correctweaknesses 10
9 P land deficiencies identified during the control testing and evaluation process;
nd
(3) Document the results.
[Perform security tests on each product and incrementally on system releases,
Ensure that infrastructure-as-code (1aC) components—including container IMechanisms exist to require the developers of Technology Assets,
spv-07 NA orchestration tooling-—undergo static analysis testing as part of system Functional | Intersects With | Continuous Monitoring Plan |  TDA-09.1  [Applications and/or Services (TAAS) to produce a plan for the continuous 8
eployment pipeline workflows. monitoring of Security, compliance andor resiience control effectiveness.
[Perform security tests on each product and incrementally on system releases,
Ensure that infrastructure-as-code (1aC) components—including container oot . e ” ' el .
y lorchestration tooling—undergo static analysis testing as part of system pplication Penetration ’ echanisms exist to perform application-level penetration testing of custom-
Sbv-07 (=3 ldeployment pipeline workflows. Functional | Intersects With Testing TPA09.5 |2 de Technology Assets, Applications andfor Services (TAAS). 8
Securely configure all supporting networks, software, and infrastructure (€.9.,
web servers, cloud services, firewalls, etc.) supporting the IoT system. Refer fo Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
SNT-01 NA specific secure configuration guidance for system implementation Functional Subset Of Pl CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
[that are consistent with industry-accepted system hardening standards.
Securely configure all supporting networks, software, and Infrastructure (€.9.,
web servers, cloud services, firewalls, etc.) supporting the IoT system. Refer to Network Security Controls IMechanisms exist to develop, govern & update procedures to facilitate the
SNT-01 NIA specific secure configuration guidance for system implementation Functional | Intersects With (NSC) NET-01 | plementation of Netwark Security Controls (NSC). 8
[Securely configure all supporting networks, software, and infrastructure (e.g., IMechanisms exist to implement security functions as a layered structure that
sror A lweb servers, cloud services, firewalls, etc.) supporting the IoT system. Refer to runctional | Intersects Wit | Layered Network bef NEr.op  |Tinimizes interactions between iayers of the design and avoids an s
A lspecific secure configuration guidance for system implementation. unctional ntersects Wi 'yered Network Defenses h |dependence by lower layers on the functionality or correctness of higher
layers.
(Configure a software-defined perimeter (SDP) that authenticates IoT devices Jero Trast Architecture [Mechanisms exist to treat all users and devices as potential threats and
SNT-02 NA lbefore network connection and restricts activities based on their pre-approved Functional | Intersects With e NET-01.1  |prevent access to data and resources until the users can be properly 3
roles and privileges. |authenticated and their access authorized.
[Use a network visualization tool to monitor the operating state and health status,
of loT devices, gateways, and services. Use simple heartbeat monitoring to IMechanisms exist to facilitate the impl
plementation of capacity management
SNT-03 NA levaluate device connectivity or simple network management protocol (SNMPIV3. | Functional | Intersects With | CPaCity & Performance | cpp.g1  controls to ensure optimal system performance to meet expected and 5
traps to monitor central processing unit (CPU) utilization, memory, etc. anagement e e O e el
[Use a network visualization tool to monitor the operating state and health status
of loT devices. gateways, and services. Use simple heartbeat monitoring to lAutomated mechanisms exist to centrally-monitor and alert on the operating
SNT-03 NA levaluate device connectivity or simple network management protocol (SNMPIV3. | Functional | Intersects With | Performance Monitoring |~ CAP-04 [state and health status of critical Technology Assets, Applications and/or 5
traps to monitor central processing unit (CPU) utilization, memory, etc. Services (TAAS)
[Use a network visualization tool to monitor the operating state and health status
of loT devices, gateways, and services. Use simple heartbeat monitoring to ecn aciltate the imo . a
T n levaluate device connectivity or simple network management protocol (SNMPIV3 | £unctional | Intersects With Atinuous Monitorin MON.o1  [Mechanisms exist to faciltate the implementation of enterprise-wide
SNT-03 o ltraps to monitor central processing unit (CPU) utilization, memory, etc. unctiona ersects Continuous Monitoring ON-01 s onitoring controls. 5
Use a network visualization tool to monitor the operating state and health status,
of IoT devices, gateways, and services. Use simple heartbeat monitorin Embedded Technol e . sedded a N
g levaluate device connectivity or simple network management protocol (SNMP)v3 mbedded Technology ’ echanisms exist to generate log entries on embedded devices when
SNT-03 NA [raps to monitor central processing unit (CPU) utilization, memory, etc Functional | Intersects With | configuration Monitoring | M85 |configuration changes or attempts to access interfaces are detected s
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implement authenticated discovery ses Authenticate all service discovery
ueries and orop requests that fal authentication.
IMechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
SNT-04 NA Functional | Intersects With Asset Inventories AST-02  [details; 8
(3) s at the level of granularity deemed necessary for tracking and reporting;|
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability: and
(5) 1s available for review and audit by designated organizational personnel.
mplem Clacovery services all service discovery Automated Unauthorized |Automated mechanisms exist to detect and alert upon the detection of
~ eries and drop requests thot fa authentcation ~
SNT-04 G i P red Functional | Intersects With | “component Detection | AST-022 hardware, software and firmware components. 8
implement authenticated discovery services. Authenticate all service discovery IMechanisms exist to Implement and manage a Configuration Managemant
SNT-04 N/A lqueries and drop requests that fail authentication Functional | Intersects With C“"”g:;:s‘a’s"e"(‘g’"fg&"‘e" AST-02.9  [Database (CMDB), or similar technology, to monitor and govern technology 8
asset-specific information
implement Giscovery services all service discovery exist to restrict embedded technologies to communicate only
SNT-04 NA lqueries and drop requests that fail Functional | Intersects With | Authorized C EMB-13  with authorized peers and service endpoints. 8
Disable non-authenticated Bluetooth pairing procedures (€.. Just Works) Sluetooth & Wireless IMechanisms exist to prevent the usage of Bluetooth and wireless devices.
sws-01 NA Functional | Intersects With AST-14.1  |(e.g., Near Field Communications (NFC)) in sensitive areas or unless used in a 8
Radio Frequency (RF)-screened building
[Disable non-authenticated Bluetooth pairing procedures (€., Just Works).
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
sws-01 NA Functional | Intersects With Ccure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 8
'guratl lthat are consistent with industry-accepted system hardening standards.
A:d‘tk‘thte'sewdnty g' B[luetgc:h :fr:ﬁ\emgtsasgr&u]s;nlgztr;e B\uelo?t: Sewdﬂl{ |automated mechanisms exist to govern and report on baseline
lchecklist found in Section 4.4 of the -12112 document. Remediate Automated Central [configurations of Technology Assets, Applications and/or Services (TAAS)
SWs-02 N/A lany deficiencies. Functional | Intersects With | ;o gement & verification | 76922 |through Continuous Diagnostics and Mitigation (CDM), or similar 3
ftechnologies.
install near field communication (NFC) devices n locations that do not lend
[themselves to installing sniffers nearby. Establish physical security protection Bluetooth & Wireless Mechanisms exist to prevent the usage of Bluetooth and wireless devices.
SWs-03 NA Imeastires (e.g., cameras/guards) to monitor access to these devices Functional | Intersects With AST-14.1  |(e.g.. Near Field Communications (NFC)) in sensitive areas or unless used in 3 8
Radio Frequency (RF)-screened building
install near field communication (NFC) devices in locations that do not lend Configure Technolo: N
themselves to installing sniffers nearby. Establish physical security protection Assets, Applications andfor IMechanisms exist to configure Technology Assets, Applications and/or
SWs-03 NA Imeasures (e.q., cameras/guards) to monitor access to these devices Functional | Intersects With | A55er™ ZPRICSONS SRCIOT | CFG02.5  [Services (TAAS) utiized in high-rsk areas with more restictive baseline 8
Wil [configurations.
[Architect WSNs such as Zigbee, Z Wave, LoRGWAN, and Bluetooth so that ochanioms oxot t It the mmber of concurrent extemal metwork
x internet disconnection occurs with only authorized gateways exposing internet . isms exist to limit the nu urrent ex w
SWs-04 NA Internet disce 'y gateways exposing Functional | Intersects With | Limit Network Connections | - NET-03.1  \connections to its Technology Assets, Applications and/or Services (TAAS). °
[Architect WSNs such as Zigbee, Z-Wave, LoRaWAN, and Buetooth so that
internet disconnection occurs with only authorized gateways exposing internet et Mechanisms exist o facltate the implementation of Industy.recognized
y connectivity. ecure Engineering o1 |security, compliance and resilience practices in the specification, design,
Sws-04 NA Functional | Intersects With Erincies SEA-01 ones e noloay Asse, 8
|Applications and/or Services (TAAS)
[Architect WSNs such as Zigbee, Z-Wave, LoRaWAN, and Bluetooth so that
linternet disconnection occurs with only authorized gateways exposing internet A With & M;(V‘HNSW‘S exist ;ﬂ‘dE;E‘DD an E"!EVDNS;E‘ ar:h\l;(lure, H{“Bﬂ?d with
y connectivity. ignment With Enterprise 0y [industry-recognized leading practices, with consideration for security,
SWs-04 A Functional | Intersects With Architecture SEA02 | 5 mpliance and resilience principles that addresses risk to organizational 8
loperations, assets, individuals and other organizations.
[Restrict device beaconing and advertisements in response to environmental Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists (ACLs) to
SWS-05 N/A [threat models. Functional Subset OF NET-04  |provide data flow enforcement that explicitly restrict network traffic to only 10
Access Control Lists (ACLs)
[what is authorized.
[Restrict device beaconing and advertisements in response to environmental eny Trafic by Defau & [Mechanisms exist to configure firewall and router configurations to deny
SWS-05 N/A |threat models. Functional | Intersects With A\\uxTramc by Excoption | NET-04.1  |network traffic by default and allow network traffic by exception (e.g., deny 8
y Excep! lall, permit by exception).
[Scan geographic areas for Jammers attempting to suppress radio frequency (RF)
' lcommunications and execute incident response plans upon detecting such an : exist to test for the presence of Wireless Access Points (WAPs)
SWS-06 NA ponse plans up: 9 Functional | Intersects With | Rogue Wireless Detection | - NET-15.5 |o1 4 igenify all authorized and unauthorized WAPs within the facilityies) 8
[Scan geographic areas for jammers attempting to suppress radio frequency (RF) recrmicat Surveiiance
' lcommunications and execute incident response plans upon detecting such an r i
SWs-06 NA comm: ponse plans up 9 Functional | Intersects With | ¢ SUICASUVEBNCE | VP08 [Mechanisms exist to utiize a technical surveillance countermeasures survey. 8
[Encrypt all wireless communications within an IoT system. Wireless Access Mechanisms exist to protect the confidentialty and ntegity of wireless
sws-07 NA Functional | Intersects WA | ypenticaion & Encrypton|  CRY-07 - [petworking techlogies by implementing authetication and tro 8
[Encrypt all wireless communications within an 10T system
IMechanisms exist to protect external and internal wireless links from signal
g . lparameter attacks through monitoring for unauthorized wireless connections,|
sws-07 NA Functional | Intersects With | Wireless Link Protection | NET-12.1  |PRTameter atacks ihrough Momitoring for unauorzes wire ese comg 8
lappropriate action, if an unauthorized connection is discovered.
[Disable the default ZigBee trust center (TC) key and generate/use a non-default
ey for confidentiality protection of keys in transport, secure Baseline IMechanisms exist to develop, document and maintain secure baseline
sws-08 NA Functional Subset Of Csute Baseine CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS) 10
ot Ithat are consistent with industry-accepted system hardening standards.
[Distribute ZigBee master keys out-of-band, and never pass master keys over the [Mechanisms exist to utilize out-of-band channels for the electronic
SWs-09 NA Functional | Intersects With | Out-of-Band Channels NET-11  ftransmission of information andjor the physical shipment of system 3
|components or devices to authorized individuals.
[Rotate Zigbee network keys at least annually and disable the previous keys J— ot o et omron
. when establishing and distributing the new network keys. x !
sws-10 G 9 . 4 Functional | Intersects With Management ORY00 e tne confdentiaity. ntegriy hd availsoiny o beys 3
Sws i1 ey Supplement Zave nebhorks Wi Aduanced Encryption tandard (AES) 128 ronctional | mtersects with B 05 [Cryplographic mechanisms exist to protect the confidentiality of data being .
[Estabiish a security training program for 10T administrators. At a minimum,
include information on acceptable use policies, IoT assets used within the
lorganization, procedures for bootstrapping trust in IoT devices, monitoring the Security, Compliance &
security posture of IoT systems, approved processes for securély administrating - Comel IMechanisms exist to facilitate the implementation of security workforce
TRN-01 A loT devices, and incident response procedures. Require that loT system Functional Subset OF Resilence tinded SAT-0L \development and awareness controls. 10
ladministrators take this training annually. e
[EStabiish a security training program for 10T administrators. At a minimum,
include information on acceptable use policies, IoT assets used within the y .
organization procedures fo bootsraping tust 1 T devices, monftoring the o 8ased Securty Piecharisms exs o provid role base securky, compliance and esilence
TRN-01 NA e e e o raenire tha o aci 73N | unctional | Intersects With | Compliance & Resiience | SAT-03 i) Before authorizing access to the system or performing assigned duties; 8
et arow Sl thia e anpai Ures Trainin (2) When required by system changes; and
(3) Annually thereafter
[EStabilsh a user security training program. The training program should focus on
Imaking all personnel aware of their roles and responsibilities in maintaining
lawareness and compliance with established policies and procedures and
lapplicable legal, statutory, or regulatory compliance obligations. Training should
also focus on maintaining a safe and secure working environment, including
policies and procedures related to the use of employee-owned IoT devices on the Securlty, Compliance &
» lcorporate network (e.g., smart TVs, wearables, etc.). Training should include a  Com o1 [Mechanisms exist tofacitate the implementtion of securiy workforce
TRNG2 NA euegion on e vk sssocated Wil 0T devices, pvacy contoms aapcigied | | Functional | - subserof | Reshencetinded | saro1  GaSiRER SRS LR T 10
with 0T devices, and procedures for interfacing with corporate IoT devices (f
lapplicable). Require that all users of IoT systems take this training annually.
[EStabilsh a user security training program. The raining program Should focus on
Imaking all personnel aware of their roles and responsibilities in maintaining
lawareness and compliance with established policies and procedures and
lapplicable legal, statutory, or regulatory compliance obligations. Training should
also focus on maintaining a safe and secure working environment, including
A e e v A aA s st Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
TRN02 wa Corporate network (69 smart TV, wearables e ) Trainng should N9 3 | unctonal | nersects With | Resllence Awarenees | SAT-02 |securty,compliance an rec nce awarences educaton and raming that s s
with 0T devices, and procedures for interfacing with corporate IoT devices (f Training relevant for their job function
lapplicable). Require that all users of IoT systems take this training annually.
[EStabilsh a user security training program. The training program Should focus on
Imaking all personnel aware of their roles and responsibilities in maintaining
lawareness and compliance with established policies and procedures and
lapplicable legal, statutory, or regulatory compliance obligations. Training should
aiso focus an maintaining a safe and secure working environment, including IMechanisms exist to provide role-based security, compliance and resilience-
policies and procedures related to the use of employee-owned IoT devices on the Role-Based Security reisted i
N2 A Corporate neturk (6. smart Vs, wearables ic ). raning hould Incde 8 | runcronal | ntersects Wit | Complance & Reserce | SAT:03 () Before auhorizing access o the ystem o performing assioned dutes s
lwith IoT devices, and procedures for interfacing with corporate loT devices (f e apeg o chianges: an
lapplicable). Require that all users of loT systems take this training annually.
[Estabilsh a user security training program. The training program should focus on
Imaking all personnel aware of their roles and responsibilities in maintaining
lawareness and compliance with established policies and procedures and
lapplicable legal, statutory, or regulatory compliance obligations. Training should
also focus on maintaining a safe and secure working environment, including
policis and procedures efted to th use of employec-onned o devices onthe Sensitive / Regulated Data Mechanisms existto ensure that every user accessing a system processing,
TRN-02 NA e e e educa |  Functional | Intersects With |~ Storage, Handiing SAT-03.3  [storing or transmitting sensitive/reguiated data is formally trained in data 8
lwith IoT devices, and procedures for interfacing with corporate loT devices (if Processing andling requirements.
lapplicable). Require that all users of IoT systems take this training annually.
[Estabilsh a user security training program. The training program should focus on
Imaking all personnel aware of their roles and responsibilities in maintaining
lawareness and compliance with established policies and procedures and
lapplicable legal, statutory, or regulatory compliance obligations. Training should
also focus on maintaining a safe and secure working environment, including
Ipolicies and procedures related to the use of employee-owned loT devices on the . .
lcorporate network (e.g., smart TVs, wearables, etc.). Training should include a [Mechanisms exist to provide role-based security. (ompliance and resilience
TRN-02 NA e e e eae g |  Functional | Intersects With | Cyber Threat Environment | SAT-03.6  fawareness training that is current and relevant to the cyber threats that 8
with loT devices, and procedures for interfacing with corporate loT devices (if Jusers might encounter in day-to-day business operations.
lapplicable). Require that all users of loT systems take this training annually.
[Establish responsible disclosure policies to report security research community
Vulnerabilities. Establish guidelines and procedures for working with independent e ) Mechanisms exist to establish a Vulnerabilty Disclosure Program (VOP)to
¥ ltesters that report vulnerabilities. Establish procedures to add independently- Vulnerability Disclosure . ssist with the secure development and maintenance of Technology Assets,
TRN-03 A reported vuinerabilities to the system backlog for prioritization and remediation. | "o Subset Of Program (VDP) THR-06  |xppiications andor Services (TAAS) that receives unsolicited input from the ©
lpublic about vulnerabilities in organizational TAAS.
implement a configuration management program to track firmware, software, Vemerabiity & pateh
land hardware versions for each loT device in inventory. Document and date uinerabllity & Patct IMechanisms exist to facilitate the implementation and monitoring of
VLN-01 NA [irmuware updates or software patches, and flag devices not current with the Functional Subset Of Management Program | - VPM-01 [TERRan S e e e 9 10
latest firmware or patches. (vPMP)
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Implement a configuration management program to track firmware, software,
land hardware versions for each IoT device in inventory. Document and date Software & Firmware IMechanisms exist to conduct software patching for all deployed Technolo
VLN-01 N/A firmware updates or software patches, and flag devices not current with the Functional Intersects With Patching VPM-05 |1 <sets, Applications and/or Services {TKASJ, mﬁ.udmg ﬁ,,swy, Y 8
latest firmware or patches.
mplement a configuration management program to track firmware, software,
land hardware versions for each IoT device in inventory. Document and date Centralized Management of
VLN-01 N/A Ifirmware updates or software patches, and flag devices not current with the Functional | Intersects With |ontiel2ed Hanagomen os|  VPM-05.1 exist to the flaw process. 8
latest firmware or patches.
[Monitor devices to identify those out of compliance ith organizational policies [Mechanisms exist to define and manage the scope for Its attack surface
VLN-02 NA and require Updates of patches. Functional | Intersects With |  Attack Surface Scope VPM-01.1 vities 8
[Monitor devices to identify those out of compliance ith organizational policies Contralized Management of
¥ land require updates or patches. ¥
VLN-02 NA quire up P Functional | Intersects With | Genttlzed anagement of | vpm.05.1 exist to ge the flaw process. 8
[Monitor for newly identified product vuinerabilities, including in proguct
dependencies, and monitor for newly released supplier patches. Continuous Vulnerability [Mechanisms exist to address new threats and vulnerabilities on an ongoing
VLN-03 A Functional | Intersects With | “gemediation Activities VPM-04 " loasis and ensure assets are protected against known attacks. 8
[Monitor for newly identified product vuinerabilities, including in product
(dependencies, and monitor for newly released supplier patches. Automated Software & |Automated mechanisms exist to install the latest stable versions of security-
VLN-03 G Functional | Intersects With Firmware Updates VPM-05.4 | elevant software and firmware updates 8
[Establish a vulnerability management program for [oT systems. Perform periodic
or continuous vulnerability assessments of loT deployments (at least annually),
Imaintaining a risk register reflecting vulnerability information associated with
’ ldeployed IoT devices/systems. Use vulnerability correlation and security Embedded Technology ’ IMechanisms exist to facilitate the implementation of embedded technology
VLN-04 A lorchestration tools to automate vulnerability scanning upon predefined Functional | Intersects With Security Program EMB-OL | ontrols. 8
schedules.
[Estabiish a vulnerability management program for IoT systems. Perform periodic
lor continuous vulnerability assessments of loT deployments (at least annually),
Imaintaining a risk register reflecting vulnerability information associated with Vulnerabilty & Patch
’ ldeployed [T devices/systems. Use vulnerability correlation and security ’ Mechanisms exst to facltate the implementation and montoring of
vLn-04 WA lorchestration tools to automate vulnerability scanning upon predefined Functional | Intersects With | - Managerent frogram VPM-0L - liinerability management control 8
schedules.
[Estabiish a vuinerability management program for IoT systems. Perform periodic
lor continuous vulnerability assessments of loT deployments (at least annually),
Imaintaining a risk register reflecting vulnerability information associated with
’ ldeployed [T devices/systems. Use vulnerability correlation and security Vulnerability Remediation ’ IMechanisms exist to ensure that vulnerabilities are properly identified,
vLn-04 N2 lorchestration tools to automate vulnerability scanning upon predefined Functional | Intersects With VP02 liracked and remediated 8
schedules.
[Estabiish a vuinerability management program for IoT systems. Perform periodic
lor continuous vulnerability assessments of loT deployments (at least annually),
e oo asociated with IMechanisms exist to identify and assign a risk ranking to newly discovered
’ leployed IoT devices/systems. Use vulnerability correlation and security y
VLN-04 NA orehastration tools o sutomate vuinerabiity scanning Upon predefined Functional | Intersects With |  Vulnerability Ranking VPM03 - fscurity vulnerabiites using reputable outside sources or securty 8
schedules. Y
[Estabiish a vuinerability management program for IoT systems. Perform periodic
lor continuous vulnerability assessments of loT deployments (at least annually),
Imaintaining a risk register reflecting vulnerability information associated with
’ ldeployed I0T devices/systems. Use vulnerability correlation and security y exist to detect errors by routine|
vLn-04 A lorchestration tools to automate vulnerability scanning upon predefined Functional | Intersects With | - Vulnerability Scanning VPM-06  yinerability scanning of systems and appncamns 8
schedules.
[EStabiish a vuinerability management program for IoT systems. Perform periodic
lor continuous vulnerability assessments of loT deployments (at least annually),
a risk register reflecting vulnerability information associated with .
m e et st ncaby coeoion sty runctons | ersects i sesct e overane] vevsona e S e e e ey
lorchestration tools to automate vulnerability scanning upon predefined e e A e .
schedules.
[Determine the assessment target IoT component(s), allocated budget,
versioning, testing constraints, overall goals, and cadence with system
Imanufacturers or owners during scoping. Consider each facet of an IoT system,
lsuch as mobile applications, hosted web applications (software as a service
SET.01 NA (saas)), embedded web applications, APIS, network services, wireless Functional Subsetor | Information Assurance (A) | xq.q)  [Mechanisms exis to facltate the implementation of securty, compliance 10
lcommunication, firmware binaries, and device hardware. Prioritize critical [ond resilience assessment and authorization controls
interfaces that allow for user control and privileged access.
[Determine the assessment target IoT component(s). allocated budget,
versioning, testing constraints, overall goals, and cadence with system
Imanufacturers or owners during scoping. Consider each facet of an loT system, IMechanisms exist to establish the scope of assessments by defining the
such as mabile applications, hasted web applications (oftware 3= 3 sevice lassessment boundary, according to people, processes and technology that
SET-01 NA (52a5)), embedded web applications, APIs, network services, wireles: Functional | Intersects With | Assessment Boundaries | 1A0-01.1 |directly or indirectly impact the confidentiality, integrity, availability and 8
communication, hrrmware binaries. and device hardware. Prioriine entical |safety of the Technology Assets, Applications, Services and/or Data (TAASD)
interfaces that allow for user control and privileged access. lunder review.
[Determine the assessment target IoT component(s), allocated budget,
versioning, testing constraints, overall goals, and cadence with system exist to formally assess the security, compliance and resilience
manufacturrs or owners during scoping. Consider each facet of an loT system. lcontrols in Technology Assets, Applications andor Services (TAAS) through
eron T e S e | o | amemens | wogs e s oy (08 S0 e .
lcommunication, firmware binaries, and device hardware. Prioritize critical Iwhich the contrls are implemented correcty, operating 3 inended and
iinterfaces that allow for user control and privileged access. fﬂ':u:‘rg"fe:‘; lesired outcome with respect to meeting expecte
[Determine the assessment target 1T component(s), allocated budget,
\versioning, testing constraints, overall goals, and cadence with system IMechanisms exist to conduct specialized assessments for:
Imanufacturers or owners during scoping. Consider each facet of an IoT system, 1) Statutory, requlatory and contractual compliance obligations;
such as mobile applications, hosted web applications (software as a service 2) Monitoring capabilities;
(5aas)), embedded web applications, APls, network services, wireless 3) Mobile devices;
lcommunication, firmware binaries, and device hardware. Prioritize critical (4) Databases;
y interfaces that allow for user control and privileged access. Y 5) Application security;
SET-01 NA Functional | Intersects With | Specialized Assessments | 1A0-02.2  [(2) APRICRUOR ST o 8
7) Vulnerability management;
10) Performancefioad testing; andor
11) Artificial Intelligence and Autonomous Technologies (AAT).
[Perform penetration testing on IoT systems at least annually. Evaluate findings
land prepare a plan to mitigate identified vulnerabilities. Perform testing on
individual system components and the system as a whole using a range of
tactics, techniques, and procedures. Ensure findings are prioritized for
pplication should follow the OWASP Application Penetration IMechanisms exist to perform application-level penetration testing of custorn-
SET-02 N/A Web Security Testing Guide against the applicable assurance levels within the Functional Intersects With Testing TDA-09.5 |12 de Technology Assets, Applications and/or Services (TAAS). 8
OWASP Application Security Verification Standard. Firmware-related assessments
Ishould follow the OWASP Firmware Security Testing Methodology.
[Perform penetration testing on 0T systems at least annually. Evaluate findings
land prepare a plan to mitigate identified vulnerabilities. Perform testing on
individual system components and the system as a whole using a range of
tactics, techniques, and procedures. Ensure findings are prioritized for
remediation. Application assessment methodologies should follow the OWASP IMechanisms exist to conduct penetration testing on Technology Assets,
SET-02 N/A Web Security Testing Guide against the applicable assurance levels within the Functional Intersects With Penetration Testing VPM-07 | pplications and/or Services (TAAS). 8
OWASP Application Security Verification Standard. Firmware-related assessments
Ishould follow the OWASP Firmware Security Testing Methodology.
[Perform penetration testing on 0T systems at least annually. Evaluate findings
land prepare a plan to mitigate identified vulnerabilities. Perform testing on
individual system components and the system as a whole using a range of
[tactics, techniques, and procedures. Ensure findings are prioritized for
plication ment ould follow the OWASP Independent Penetration IMechanisms exist to utilize an independent assessor or penetration team to
SET-02 WA \Web Security Testing Guide against the applicable assurance levels within the Functional | Intersects With ‘Agent or Team VPM-07.1 | form penetration testing. 8
OWASP Application Security Verification Standard. Firmware-related assessments
Ishould follow the OWASP Firmware Security Testing Methodology.
[EStabiish red-team exercises to actively expioit IoT system vulnerabilities.
Provide sufficient threat documentation to allow red team operators to identify
land target weak areas. Provide red teams with adequate time to fully explore
weaknesses and properly plan exploit scenarios that should be proposed before
SET-03 NA fielgwork. Assure that red-team scope Includes network, application, ond physicall  Functional | Intersects with | "Ndependent Penetration | gy 1 - Mechanisms exist o utize an independent assessor or penetration team to s
layers of the IoT system architecture. Red team testing activities should use eam jperform penetration testing.
tactics and techniques based on MITRE ATT&CK.
[EStablish red-team exercises o actively exploit [T system vulnerabilities.
[Provide sufficient threat documentation to allow red team operators to identify
land target weak areas. Provide red teams with adequate time to fully explore
d properly plan exploit scenarios that should be proposed before exist to utilize *red team" exercises to simulate attempts by
SET-03 NA fieldwork. Assure that red-team scope includes network, application, and physical|  Functional | Intersects With |  Red Team Exercises VPM-10  [adversaries to compromise Technology Assets, Applications and/or Services 8
layers of the IoT system architecture. Red team testing activities should use (TAAS) in accordance with organization-defined rules of engagement.
ltactics and techniques based on MITRE ATT&CK.
identify qualified third-party firms to perform 1T penetration testing fieldwork.
Request relevant IoT penetration test reports to review as part of vendor intake.
[Ensure industry methodologies and tools are shareable to reproduce identified .
SET-04 NA \ulnerabilities. Consider including hardware and firmware as part of the scope for| ~ Functional | Intersects With | Penetration Testing M7 o or amives (Lane) " (esting on Technology Assets. i
ladvanced security testing fieldwork to provide a complete landscape of risk. g
identify qualified third-party firms to perform IoT penetration testing RelGWork.
[Request relevant IoT penetration test reports to review as part of vendor intake.
[Ensure industry methodologies and tools are shareable to reproduce identified .
SET-04 NA \vulnerabilties. Consider including hardware and firmware as part of the scope for|  Functional | Intersects with | "dependent Penetration | g7 ’;":;:fy:“'g:gf‘j;g t“g‘;‘t‘ff;" independent assessor or penetration team to 8
ladvanced security testing fieldwork to provide a complete landscape of risk. g
[Establish processes checks within the procurement lifecycle to validate that
vendors participate in bug bounties. If possible, request manufacturer program Technology Lifecycle IMechanisms exist to manage the usable lifecycles of Technology Assets,
SET-05 NA report data for accepted bounty submissions at least annually. Functional | Intersects With naeement SEAD7.1 s andlor Services (TAAS). v W 5
[Establish processes checks within the procurement Ifecycle to validate that
vendors participate in bug bounties. If possible, request manufacturer program Valnerability Discl MECWE"If"WHSheX‘Sl to e(s’tabh‘sh a VU('"E':D"‘W (D\sclosure’ ?mgh'ar‘" (VDAP) to(
- report data for accepted bounty submissions at least annually. uinerability Disclosure y lassist with the secure development and maintenance of Technology Assets,
SET-05 z Functional | Intersects With Program (VDP) THR-06  appiications and/or Services (TAAS) that receives unsolicited input from the s
lpublic about vulnerabilities in organizational TAAS.
[Establish automated security testing into development release pipelines for all
internally-developed applications and services within the IoT system against IMechanisms exist to facilitate the impl
plementation of tailored development
SET-06 NA defined security requirements. Integrate static, runtime, and dynamic analysis Functional Subsetof | Technology Development & | 67 lang acquisition strategies, contract tools and procurement methods to meet 10
ltesting into development workflows. Establish testing baselines and setup cquisition oo businoss neds
alerting for identified findings.
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