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STRM STRM

FDE Name Focal Document Ele: SCF Control SCF #

Rationale Relations!

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time Functional |Intersects With
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and Mechanisms exist to proactively
[Assignment: organization-defined personnel or roles] govern account management of
within:1. [Assignment: organization-defined time Functional [Intersects With IAC-15 [individual, group, system, 5
period] when accounts are no longer required;2. service, application, guest and
[Assignment: organization-defined time period] when itemporary accounts.

users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based

on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
[termination and transfer processes.

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time Functional |Intersects With
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

Mechanisms exist to revoke user
Termination of access rights in a timely manner,
IAC-07.2 P
Employment upon termination of employment

or contract.

AC-02 Account
Management

Account
AC-02 Management

Account
Management

Account
Management

Mechanisms exist to check the
validity of information inputs.

Input Data

AC-02 Validation

TDA-18
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FDE Name Focal Document Element (FDE) Description SCF Control SCF #
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
system usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
[termination and transfer processes.
Management | _|Support the management of system accounts using AumnAaLeu System Aulunmehu mechanisms emfstto
AC-02(01) Automated System |[Assignment: organization-defined automated Functional - |Iintersects With| ccount IAC-15.1{SupPort the management o 5
Account mechanisms]. Management system accounts (e.g., directory
[a. Establish and administer privileged user accounts in {Diractons Senvices) SRR b <o roremmoree
A accordance with [Selection (one): a role-based access Role-Based Access Control
ccount ) " N : (RBAC) for Technology Assets,
Management | scheme; an attribute-based access schemel;b. Monitor Role-Based Access /Applications, Services and/or
AC-02(07) Privi privileged role or attribute assignments;c. Monitor Functional Equal IAC-08 . ! 10
rivileged User changes to roles or attributes; andd. Revoke access Control (RBAC) DaFa (.TAASD) to restrict access
Accounts when privileged role or attribute assignments are no 't_glgsd"’yiﬁ]ulaésiasnfﬁgefuz?:;'gc
longer appropriate. " 9
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
Information Flow (flow of information within the system and between . Enforcement - (ACLs) to provide data flow
AC-04 Enforcement connected systems based on [Assignment: Functional Equal Access Control Lists. NET-04 lenforcement that explicitly 10
organization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only conce_pt of least privilege,
lauthorized accesses for users (or processes acting on allowing only authorized access
AC-06 Least Privilege b h Functional |Intersects With| Least Privilege IAC-21 [to processes necessary to 5
ehalf of users)‘ thgt are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
" authorized accesses for users (or processes acting on . " Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |Intersects With/Access Enforcement] IAC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
Least Privilege | [Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for [functions or security-relevant information] use non- Functional Equal Access for Non-  |IAC-21.2|privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
Mechanisms exist to prevent
Least Privilege | Prohibit Non- non-privileged users from
Prohibit Non- " ; i g executing privileged functions to
AC-06(10) privileged Users r&s\clzg:‘:on—pnwleged users from executing privileged Functional Equal i:;vry‘egfgcgéirgs IAC-21.5|include disabling, circumventing 10
from Executing : Privileged Functions| or altering implemented security
Privileged Functions safeguards / countermeasures.
la. Establish and document usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
implementation guidance for each type of remote . " control and review organization-
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional |Intersects With| Remote Access | NET-14 approved, secure remote access 5
laccess to the system prior to allowing such methods.
Iconnections.
RePTOTeeCﬁ;;e;fs I ol N N N CPr%tgzctiunl of ; NET Cryptograppic megl;anisn?s exisg|
A o mplement cryptographic mechanisms to protect the : onfidentiality - |to protect the confidentiality an
AC-17(02) Colrr:?:ger?tt;all.l‘tgnagnd confidentiality and integrity of remote access sessions. Functional Equal Integrity L_Jsing 14.2 integrity of remote access 10
Encryption Encryption sessions (e.g., VPN).
Provide and implement an audit record reduction and
Audit Record report generation capabi!ity that:a. _Supports on- ) Mechanisms exist to proyide an
AU-07 Reduction and demz_and audit record review, anglysls, and reporting Functional |Intersects With Momtor_mg MON-06 event I(_)g report generation 5
Report Generation _req_ulrements and after-the-fact |nves_t\gat\ons of Reporting capability to aid in detect_ln_g_ and
P "
incidents; andb. Does not alter the original content or assessing anomalous activities.
time ordering of audit records.
R/:L:jdutt'i‘:ncgrndd Prt;vide anhd imdptlemenzthfe capabilityft_o tproce;sg, solrjt, Monitori Mechtalnisms eﬂst to prot\_/ide an
land search audit records for events of interest base . - onitoring event log report generation
AU-07(01) - |Report Generation ||, the following content: [Assignment: organization- | Functional[intersects Wit} geporting MON-06| . pability to aid in detecting and 5
utomatic . " ' . P
Processing defined fields within audit records]. assessing anomalous activities.
MTETITATITSTITS EXTST U TET@anT EVeTTe
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
Audit Record defined time per\od‘conswstent with records retention ) ) requirements to p!'ovide‘ support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10| for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
organizational information retention requirements. statutory, regulatory and
contractual retention
O DEVETUp; UUTUTITETTG, e Ta TITaT T T UTTaeT .
configuration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline configuration of the system:1. [Assignment: : " . CFG- |(1) At least annually;
CM-02 Configuration  |organization-defined frequency];2. When required due Functional |Intersects With| Reviews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
land3. When system components are installed or installations and upgrades.
=BRGP aocuTTeTTG T AT T rTeCTTETTSTITS TATST T P
iconfiguration control, a current baseline configuration document and maintain secure
of the system; andb. Review and update the baseline baseline configurations for
Baseline iconfiguration of the system:1. [Assignment: . N Secure Baseline Technology Assets, Applications
CM-02 Configuration organization-defined frequency];2. When required due Functional |Intersects With Configurations CFG-02 and/or Services (TAAS) that are 5
[to [Assignment: organization-defined circumstances]; consistent with industry-
land3. When system components are installed or accepted system hardening
AR T eSS T AT T
Baseline . govern and report on baseline
Configuration | Ma_llnt]a_ll_r; th(? tchurrln)ency‘, compl(feitenest_s, ac?g‘acy. atnd Automated Central . cﬁnﬁgtura:or:_s o{_Techn(:jlogy
CM-02(02) Automation Support| V2@ "'\V of the basefine cont 9”:’ #’”g € sys ed"‘ Functional Equal Management & | 5% gse S, ppT'/_fZS“’"}f an {:" 10
for Accuracy and using [Assignment: orgamz_atlon- efined automate: Verification . er_vlces( A ) t roug
Currency mechanisms]. qu!tlngous Diagnostics §nd
Mitigation (CDM), or similar
|Analyze changes to the system to determine potential Security Impact M,—%d:)asglsTﬁa?“ztstfc:;fnzlézneﬁa\
CM-04 Impact Analyses |[security and privacy impacts prior to change Functional Equal Analysis for CHG-03 geczrity impactgs priorpto the 10
implementation. Changes implementation of the change.
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CM-05 Accefzi gﬁ;tr""gc:ons It?‘%icsalsfecr%ess restrictions associated with changes to Functional |Intersects With Resé:;tr:or;for %’;Dz ;?tcheii‘;iztgscttlgr}secasiglc;ag;ed 5
Y : 9 /Assets, Applications and/or
Services (TAAS).
lechanisms exist to enforce
- Define, document, approve, and enforce physical and - configuration restrictions in an
CM-05 Accefss gﬁstrlctlons logical access restrictions associated with changes to Functional |Intersects With Accsss Eﬁstnctlon CHG-04 |effort to restrict the ability of 5
or Change the system. or Change users to conduct unauthorized
Access Restriction: char'11c1e' _ o
la. Enforce access restrictions using [Assignment: Mechanisms exist to perform
€M-05(01) Automote 26 degs foraanization-defined automated mechanismsl; andb. | ¢ tional Equal Aué%?é:&zrcﬁss CHG. [after-the-fact reviews of 10
|Automatically generate audit records of the - 04.1 |configuration change logs to
Enforcement and | e o actions Auditing discover any unauthorized
Audit Record: -
Access Restrictions [a. Limit privileges to change system components and Mechaﬂlsms e_xl_st to limit
for Change | system-related information within a production or Permissions T CHG- operational privileges for
CM-05(05) Privilege Limitation |operational environment; andb. Review and reevaluate| Functional Equal \ ermissions 1o implementing changes. 10
for Production and [privileges [Assignment: organization-defined mplement Changes| 04.4
privileg g g
Operation frequency].
- v v
icomponents employed within the system that reflect
the most restrictive mode consistent with operational . .
requirements using [Assignment: organization-defined g:f:‘;g?tmasnzxrlrﬁtaitr?tsi?\vse;ﬁﬁ}e
icommon secure configurations];b. Implement the baseline configurations for
Configuration configuration settings;c. Identify, document, and Secure Baseline Technology Assets, Applications
CM-06 Setti lapprove any deviations from established configuration | Functional |Intersects With ) N CFG-02 h . 5
ettings . . N PR " Configurations and/or Services (TAAS) that are
settings for [Assignment: organization-defined system : -
h _ Pl consistent with industry-
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and accepted system hardening
P g
. : " . standards.
control changes to the configuration settings in
laccordance with organizational policies and
- e v
icomponents employed within the system that reflect
[the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
Configuration configuration settings;c. Identify, document, and Approved CFG- rsescegzrrissfzneglzgé?'or:/oecg:n;;:y
CM-06 Settings lapprove any deviations from established configuration | Functional |Intersects With Configuration 02.7 |deviations to standardized 5
settings for [Assignment: organization-defined system Deviations . configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
control changes to the configuration settings in
laccordance with organizational policies and
RUTOTTTETE T TTTECTT TSRSt
Configuration govern and report on baseline
Settings |d Fllanage, apply, and verify %or%ﬁgLération settings for Automated Central conﬁguratiolns of Techn;logy
Automate Assignment: organization-defined system . " CFG- |Assets, Applications and/or
CM-06(01) Management,  [components] using [Assignment: organization-defined Functional |Intersects With M?Ir:igﬁgc:teigrt‘ & 02.2 |Services (TAAS) through 5
Application, and |automated mechanisms]. Continuous Diagnostics and
Verification Mitigation (CDM), or similar
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately reflects the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
icomponents assigned to any other system;4. Is at the products, including business
System Component level of granularity deemed necessary for tracking and liustification details;
CM-08 Invento reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 |(3) Is at the level of granularity 5
Y lachieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
laccountability]; andb. Review and update the system information deemed necessary to|
icomponent inventory [Assignment: organization- achieve effective property
defined frequency]. accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level of granularity deemed necessary for tracking and Component AST- 2 trusted source and
CM-08 Invento reporting; and5. Includes the following information to Functional |Intersects With Duplication 02.3 accountability for approved and 5
Y lachieve system component accountability: Avoidance h implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the|
CM-09 Management Plan configuration of the configuration items;c. Defines the | Functional Subset Of Management CFG-01 | implementation of configuration 10
configuration items for the system and places the Program management controls.
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration Mechanisms exist to ensure
management plan for the system that:a. Addresses stakeholders are made aware of
roles, responsibilities, and configuration management and understand the impact of
processes and procedures;b. Establishes a process for proposed changes.
identifying configuration items throughout the system
Configuration development life cycle and for managing the Stakeholder
CM-09 Management Plan configuration of the configuration items;c. Defines the Functional [Intersects With|  Notification of | CHG-05 5
configuration items for the system and places the Changes
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
- CSTaUTTSIT AT aIeT NTate ProvesSITY STCS, Oy
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery| Mechanisms exist to establish an
Alternate poiq@ pbjectives] when the primary pr_ocessing . Alternate alterqate procegsing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 provides security measures 10
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
H .
Establish alternate telecommunications services, Mechanisms exist to reduce the
including necessary agreements to permit the likelihood of a single point of
Telecommunication ;3?:;]“’)2?)2r%fti[:nsssllgfglr“:sns;notzgfrr:izsastifnn ::glgﬁginess t . Telecommqmcatlon IZ‘IIeucrsn:,rlrgznpiggzg'Xs services.
CP-08 ; " Mo . N kit N Functional |Intersects With s Services BCD-10 . 5
s Services ffunctions within [Assignment: organization-defined Availability

time period] when the primary telecommunications
capabilities are unavailable at either the primary or

alternate processing or storage sites.
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s Services | Priority
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service agreements that contain priority-of-service
provisions in accordance with availability requirements
(including recovery time objectives); andb. Request
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Telecommunication

BCD-

primary and alternate
telecommunications service
agreements contain priority-of-
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CP-08(01) ; [Telecommunications Service Priority for all Functional Equal s Priority of Service . it 10
g:os\/ei;’o'fé telecommunications services used for national security Provisions 101 ngﬂ;giE{O\I’_S'?j?rsem:;;“ppon
lemergency preparedness if the primary and/or including )I;ecgvery Timel
alternate telecommunications services are provided by o
rior Objectives (RTOs).
Telecommunication [Obtain alternate telecommunications services to Telecommunication \Iife‘i;m::gd'gf aeélisn[ t‘g reocil:tcifme
CP-08(02) s Services | Single |reduce the likelihood of sharing a single point of failure| Functional [Intersects With s Services BCD-10 failure with prima?y P 5
Points of Failure |with primary telecommunications services. Availability telecommunications service:
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
icomponents] [Assignment: organization-defined . "
frequency consistent with recovery time and recovery iecﬂ;zg'sl;sciﬂsg?fg:ge
point objectives];b. Conduct backups of system-level softwaregand/orps stem inlwa es,
information contained in the system [Assignment: as well as verify t%e integnt)? of’
CP-09 System Backup organization-defined frequency consistent W',th Functional |Intersects With| ~ Data Backups | BCD-11 |these backups, to ensure the 5
recovery time and recovery point objectives];c. availability of the data to satisf
IConduct backups of system documentation, including Recover zl/'ime Objectives (RTOst
security- and privacy-related documentation and Reche Poinjt Objectives
[Assignment: organization-defined frequency (RPOSs) i d
consistent with recovery time and recovery point :
objectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
System Recove! system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 anyd Reconst\tuti:lyn organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 Assets, Applications and/or 5
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recove! isystem to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 an{! Reconst\tuti:lyn lorganization-defined time period consistent with Functional [Intersects With Management BCD-01 |Applications and/or Services 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide Tor the recovery and reconstitution of the Mechanisms exist to facilitate
System Recover isystem to a known state within [Assignment: Recovery Time / BCD- |recovery operations in
CP-10 an’:ﬁ Reconst\tuti';;yn organization-defined time period consistent with Functional |Intersects With| Point Objectives 0l.4 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) *" |Objectives (RTOs) and Recovery
disruption. compromise., or failure. ll*’/IOian Obiectives (thPO ), ‘
echanisms exist to uniquely
1A-02 (organizational :ggnasz%csetﬁaﬁ?ztf \ég‘;c;:eulgeerr;tlﬁcanon with processes | - Functional Equal Organizational 1AC-02 /Audit (AAA) organizational users 10
Users) 9 " Users and processes acting on behalf of]
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
Identification and |Authentication (MFA) for:
1A-02(01) ﬁlurtg:iri];:taig:; Implement multi-factor authentication for access to Functional |Intersects With Artw;il:viiaccatt?;n AC-06 g; _FFﬁir;:‘o_;eapét_lv_vgcrﬁnaoclgzsys; 5
Users) | Multi-factor |privileged accounts. (MFA) |Assets, Applications and/or
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
- (organizational  Implement multi-factor authentication for access to : y Local Access to g Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor [privileged accounts. Functional |Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
F‘A_utlhent(;c/.a\tion tot privileged accounts.
rivileged Accounts
Mechanisms exist to Tmit the use
of commercially-provided
\dentification and Information Assurance (IA) and
Authentication IA-enabled IT products to those
P, " P Information products that have been
1A-02(01) Us(eigglinhldzjt:?fgiltor Ir:}sl‘leem:gtar?ctgg;]ftasctor authentication for access to Functional [Intersects With| Assurance Enabled '(I;I:Z)Az successfully evaluated against a 5
Authentication to P 9 : Products h National Information Assurance
Privileged Accounts partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
i or NSA-anoraved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
ﬁ:urt:iri];:'gg:; Implement multi-factor authentication for access to Out-of-Band Multi- f(:‘l;v?\ceceesj ;icporle\glégseudcs:ﬁar;on-
1A-02(01) Usersg) | Multi-factor: priswleged accounts. Functional | Intersects With Factor IAC-06.4 gne ofgthe factors is 5
Authentication to Authentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
" (organizational  [Implement multi-factor authentication for access to : .| Network Access to . Factor Authentication (MFA) to
1A-02{01) Users) | Multi-factor privileged accounts. Functional |Intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
PA_utIhent(;cztion to privileged accounts.
rivilege: ccounts
Identification and
Authentication Mechanisms exist to utilize Multi-
vy N : Network Access to ot
(organizational Implement multi-factor authentication for access to : N o Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor privileged accounts. Functional |Intersects With Noz—cl’cré\‘/;:]etged IAC-06.2) 3 thenticate network access for 5
PAuﬁhen;ic:tion to non-privileged accounts.
rivileged Accounts
Id:ﬂ:;‘ﬁei‘atflc‘)ar:;gd /Automated mechanisms exist to
P . - Hardware Token- lensure organization-defined
1A-02(01) Us(e?—;?ﬁnl\lllzjt:?fgiltor In:islueemsgtaTclgﬂhftasctor authentication for access to Functional |Intersects With Based IAC-10.7|token quality requirements are 5
Authentication to P 9 : Authentication satisfied for hardware token-
Privileged Accounts based authentication.
MTETTagE Sy STENT TUETTtTETS Uy -a- TRETETVITTg
lauthorization from [Assignment: organization-defined . . .
personnel or roles] to assign an individual, group, role, sze\f:;ntlizise:;gZ%fr:gﬁt:zate
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, ?\uthonze and Audit (AAA) .
1A-04 Management that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2| <olutions, both on-premises and 5
9 device;c. Assigning the identifier to the intended (AAA) those hosted b aanxternaI
individual, group, role, service, or device; andd. : - oY
Preventing reuse of identifiers for [Assignment: Service Provider (ESP).
RrerasEbREntiaefdirerafrshecevmy
lauthorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role, Mechanisms exist to govern
\dentifier service, or device identifier;b. Selecting an identifier Identifier naming standards for usernames
1A-04 Management that identifies an individual, group, role, service, or Functional |Intersects With| Management (User | IAC-09 (and Technology Assets, 5
9 device;c. Assigning the identifier to the intended Names) /Applications and/or Services
individual, group, role, service, or device; andd. (TAAS)
Preventing reuse of identifiers for [Assignment:
i i dafinad tima narindl - - -
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, 23‘;:;?;22:éeAzzﬁu(t::xlcate'
1A-04(04) Management | [each individual as [Assignment: organization-defined Functional |Intersects With|Authorize and Audit|IAC-01.2| 5

Identify User Status

characteristic identifying individual status].

(AAA)

solutions, both on-premises and
those hosted by an External

Service Provider (ESP).
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STRM STRM Secure Lonturol r
FDE Name Focal Document Element (FDE) Description R SCF Control SCF # (SCF)
ationale _ Relations Contral Nacerintinn
Identifier Manage individual identifiers by uniquely identifying User Identity (D) roc earnl:ss;nrsig::]stiﬁga%r;s#re
1A-04(04) Management | |each indi\_/idua_\ as [_As_swgn_me_n_t: organization-defined Functional |Intersects With Managemént IAC-09.1 fnar?agement for non-consumer 5
Identify User Status|characteristic identifying individual status]. \users and administratar:
Identifier Manage individual identifiers by uniquely identifying roeni?aa?tltsn’:gsaiﬂscftﬁ’e:'dtir\]:tljf—yart
1A-04(04) Management | [each individual as [Assignment: organization-defined Functional |Intersects With|Identity User Status|IAC-09.2| Users through unique userngmey 5
Identify User Status|characteristic identifying individual status]. characteristics
T T Sy ST T IO TS TS U TO TS Ty T v STy Ty aS AT - -
of the initial authenticator distribution, the identity of Mechanisms ex!st fo ensure
the individual, group, role, service, device receiving default authenticators are
the authenticator;b. Establishing initial authenticator changed as part of account
icontent for any authenticators issued by the creation or system installation.
organization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
. lor compromised or damaged authenticators, and for
1A-05 AI\\Authentlcator revoking authenticators;e. Changing default Functional |Intersects With Default IAC-10.8| 5
anagement J u " ¢ Authenticators
lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
into th e
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the A . :
list of commonly-used, expected, or compromised utoma_ted_mechanlsms exist to
Authenticator passwords in IAYS(l)(aV)'c F')I'ransnvlit passveords only determine if password
1A-05 Management | |over cryptographically-protected channels;d. Store : N Automated Support authenticators are su_fﬁuently
-05(01) P: " P Functional [Intersects With For Password IAC-10.4|strong enough to satisfy 5
assword-based [passwords using an approved salted key derivation Strength organization-defined password
Authentication  [function, preferably using a keyed hash;e. Require length and complexity
immediate selection of a new password upon account requirements
recovery;f. Allow user selection of long passwords and .
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
complexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of Mechanisms exist to enforce
icommonly-used, expected, or compromised passwords complexity, length and lifespan
land update the list [Assignment: organization-defined considerations to ensure strong
frequency] and when organizational passwords are criteria for password-based
isuspected to have been compromised directly or authentication.
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
Authenticator  |passwords in IA-5(1)(a);c. Transmit passwords only
Management | |over cryptographically-protected channels;d. Store : " Password-Based
1A-05(01) Password-based |passwords using an approved salted key derivation Functional |Intersects With Authentication 1AC-10.1 5
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
and update the list [Assignment: organization-defined
frequency] and when organizational passwords are
suspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the Mechanisms exist to:
list of commonly-used, expected, or compromised (1) Securely manage
Authenticator  |passwords in IA-5(1)(a);c. Transmit passwords only authenticators for users and
Management | |over cryptographically-protected channels;d. Store . N Authenticator devices; and
1A-05(01) Password-based |passwords using an approved salted key derivation Functional |Intersects With Management IAC-10 (2) Ensure the strength of 5
Authentication  |function, preferably using a keyed hash;e. Require authentication is appropriate to
immediate selection of a new password upon account the classification of the data
recovery;f. Allow user selection of long passwords and being accessed.
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
Mechanisms exist to uniquely
Identification and Uniquely identify and authenticate non-organizational Identification & identify and centrally
IA-08 Authentication users or processes acting on behalf of non- Functional Equal Authentication for | |\c o3 | Authenticate, Authorize and 10
(non-organizational organizational users Non-Organizational Audit (AAA) third-party users and
Users) : Users processes that provide services
to the organization.
Mechanisms exist to formally test|
[Test the effectiveness of the incident response incident response capabilities
Incident Response |capability for the system [Assignment: organization- : .| Incident Response through realistic exercises to
IR-03 Testing defined frequency] using the following tests: Functional | Intersects With Testing IRO-06 determine the operational 5
[Assignment: organization-defined tests]. effectiveness of those
capabilities.
. Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis, Mechanisms exist to cover:
icontainment, eradication, and recovery;b. Coordinate (1) Preparation;
incident handling activities with contingency planning (2) Automated event detection or
. " activities;c. Incorporate lessons learned from ongoing : " " manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling | IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
lactivities are comparable and predictable across the
organization.
Incident Handling | |Support the incident handling process using Automated Incident| IRO- |Automated mechanisms exist to
IR-04(01) Automated Incident|[Assignment: organization-defined automated Functional Equal Handling Processes| 02.1 support the incident handling 10
Handling Processes [mechanisms]. : process.
a. Require personnel to report suspected incidents to MEC“BF"SF‘S exist to t‘f'.‘e'y'
lthe organizational incident response capability within Incident report incidents to applicable:
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With Stakeholder IRO-10 |(1) Internal sta_keholders; 5
Report incident information to [Assignment: Reporting (2) Affected clients & third-
lorganization-defined authorities]. parties; and -
(3) Requlatory authoritie:
@. Require personnel to report suspected incidents to M . . o
P P Py o lechanisms exist to maintain
the organizational incident response capability within Regulatory & Law incident response contacts with
IR-06 Incident Reporting [Assign_me_nt: organizatio_n»deﬁned time period]; andb. Functional |Intersects With Enforcement IRO-14 applicable regulatory and law 5
Srepor_t mr_:lde_nt |_nf0rmat|on ‘ttti)e[A]ss\gnment. Contacts enforcement agencies.
a. Eeqwre personnel i report suspected incidents to - - - -
[the organizational incident response capability within Contacts With y:f:;g':p;p:’:&f;:tfig:}'g;gd
IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With Authorities GOV-06 With relevant law enforcement 5
Report incident information to [Assignment: u "
loraanization-defined authorities]. and regulatory bodies.
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STRM STRM
FDE Name Focal Document Element (FDE) Description Rationale Relations| SCF Control SCF # - "
Incident Reporting | Re, - . . . tion. _ Aut‘om'ated mecha. sms exist to
port incidents using [Assignment: organization: . Automated IRO
1R-06(01) ARuet;&rvnrtai?gd defined automated mechanisms]. Functional Equal Reporting 10.1 gjE‘::;;cm.i;;pﬁétég%aOf 10
a. Develop an incident response plan that:1. Provides
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information;9. Is Mechanisms exist to maintain
. reviewed and approved by [Assignment: organization- . A
IR-08 Inclden;IResponse defined personnel or roles] [Assignment: organization- | Functional Equal Incident Response | 5 g, (and make available a current and 10
an . h : ? Plan (IRP) viable Incident Response Plan
defined frequency]; and10. Explicitly designates (IRP) to all stakeholders
responsibility for incident response to [Assignment: .
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
from unauthorjzed disclosure and madification
a. A_pprove, control,”and momt_or the u_se of system’ Mechanisms exist to control and
MA-03 Maintenance Tools [T2intenance tools; andb, Review previously approved | ¢ tjona) |intersects With| Maintenance Tools | MNT-04 |monitor the use of system 5
isystem maintenance tools [Assignment: organization- maintenance tools.
defined freauencvl
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
organization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and . .
Vulnerability ~|[mProper configurations;2. Formatting checkists and " Vinerabilties snd configuration
RA-05 Monitorin d test procedures; and3. Measuring vulnerability Functi I int ts With Vulnerability VPM-06 b ti | bilit 5
g an: N N o unctional |Intersects Wi h errors by routine vulnerability
Scanning impact;c. Anal_y_ze vuln(_erablllty scan rep!orts an_dvresults Scanning scanning of systems and
from vulnerability monitoring;d. Remediate legitimate - pplications.
\vulnerabilities [Assignment: organization-defined PP .
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
assessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
ffor:1. Enumerating platforms, software flaws, and
Vulnerability improper %onﬁgurat';%nsl\jlz. Formattinlg chebc:dists and Uod ool N g
PR test procedures; and3. Measuring vulnerability : N pdate Tool - lechanisms exist to update
RA-05 Moglct;)::i%;nd impact;c. Analyze vulnerability scan reports and results Functional |Intersects With Capability 06.1 |vulnerability scanning tools. 5
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
Vulnerability  Implement privileged access authorization to :)"f??:;:dm:ccegsstatot'h”;lrﬂe:t"_z:t
Monitoring and  |[[Assignment: organization-defined system . L VPM- i uthorizati
RA-05(05) Scanning | icomponents] for [Assignment: organization-defined Functional Equal Privileged Access 06.3 [for selected vulnerability 10
Privileged Access |vulnerability scanning activities]. scanning activities.
Require the developer of the system, system Zlesi:?nn:isg\]/sélixitst/?nrteeqligtirs
icomponent, or system service, at all post-design c)(;nsult with seezurit cgm liance
istages of the system development life cycle, to:a. and/or resilience pe)ll'vsonnel\) to:
Develop and implement a plan for ongoing security (1) Create and implement a :
land privacy control assessments;b. Perform [Selection Security, Security Testing and Evaluation
Developer Testing (one or more): unit; integration; system; regression] Compliance & (ST&E) plan, or similar capability;
SA-11 and Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 (2) Imp\emént 2 verifiable flaw ’ 10
frequency] at [Assignment: organization-defined depth Throughout remediation process to correct
land coverage];c. Produce evidence of the execution of Development \weaknesses gnd deficiencies
the assessment plan and the results of the testing and identified during the control
levaluation;d. Implement a verifiable flaw remediation testing and eva?uation rocess;
process; ande. Correct flaws identified during testing and 9 P "
and evaluation. (3) Document the results.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing Require the developer of the system, Isystem ’ oA (A_Ipillisc)ations arrd/ortsterviceds
- component, or system service to employ static code . : . - 0 employ static code
SA-11(01) St:;‘ig (E:‘t;cajleui\:z'?ylsis analysis tools to identify common flaws and document Functional Equal Static Code Analysis) 09.2 [analysis tools to identify and 10
the results of the analysis. remediate common flaws and
document the results of the
analysis.
5C-02 s Ssetgl'ar:aat:\%nuosfer Separate user functionality, including user interface Functional Equal Application SEA- r;:rhfirxsmnsn:iitﬁfﬁ%rieza::n 10
yFunctionaIity services, from system management functionality. 9 Partitioning 03.2 management fur{ctionali\{y.
Informationin | prevent unauthorized and unintended informati Information | Anauthorized and uniptended
revent unauthorized and unintended information . nformation In unauthorized and unintende
Sc-04 Sh;;escéusrycsetsem transfer via shared system resources. Functional Equal Shared Resources SEA-05 information transfer via shared 10
system resources.
[@. Monitor and control communications at the externar
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary components that are [Selection (one): physically; Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional |Intersects With Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
systems only through managed interfaces consisting of]| the network.
boundary protection devices arranged in accordance
with an organizational security and privacy
architecture.
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Set Theory Relationship Mapping (STRM)

SC-07(03)

FDE Name

Boundary
Protection | Access
Points

Focal Document Element (FDE) Description

Limit the number of external network connections to
the system.

GovRAMP CORE_x000a_Crosswalk Mapping

Functional

SCF Control

Limit Network
Connections

SCF #

NET-
03.1

0 e
number of concurrent external
network connections to its
Technology Assets, Applications
and/or Services (TAAS)

version 2026.1_x000a_03/27/2026

SC-13

Cryptographic
Protection

a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following
ltypes of cryptography required for each specified
cryptographic use: [Assignment: organization-defined
ltypes of cryptography for each specified cryptographic
use]

Functional

Intersects With

Encrypting Data At
Rest

CRY-05

Cryptographic mechanisms exist
to prevent unauthorized
disclosure of data at rest.

SC-13

Cryptographic
Protection

a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following
types of cryptography required for each specified
cryptographic use: [Assignment: organization-defined
types of cryptography for each specified cryptographic
use]

Functional

Intersects With

Export-Controlled
Cryptography

CRY-
01.2

Mechanisms exist to address the
exporting of cryptographic
technologies in compliance with
relevant statutory and regulatory
requirements.

SC-13

Cryptographic
Protection

a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following
ltypes of cryptography required for each specified
cryptographic use: [Assignment: organization-defined
ltypes of cryptography for each specified cryptographic
use].

Functional

Intersects With

Use of
Cryptographic
Controls

CRY-01

Mechanisms exist to facilitate the
implementation of cryptographic
protections controls using known
public standards and trusted
cryptographic technologies.

SC-21

Secure
Name/address
Resolution Service
(recursive or
Caching Resolver)

Request and perform data origin authentication and
data integrity verification on the name/address
resolution responses the system receives from
authoritative sources.

Functional

Equal

Secure Name /
Address Resolution
Service (Recursive

or Caching
Resolver)

NET-
10.2

Mechanisms exist to perform
data origin authentication and
data integrity verification on the
Domain Name Service (DNS)
resolution responses received
from authoritative sources when
requested by client systems.

SC-28

Protection of
Information at Rest

Protect the [Selection (one or more): confidentiality;
integrity] of the following information at rest:
[Assignment: organization-defined information at rest].

Functional

Intersects With

Endpoint Protection
Measures

END-02

MeChanisms exist to protect the
confidentiality, integrity,

lability and safety of
endnoint device:

SI-02

Flaw Remediation

a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
and firmware updates within [Assignment:
organization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the|
implementation and monitoring
of vulnerability management
controls.

SI-02

Flaw Remediation

. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-02

Flaw Remediation

. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

S1-02(02)

Flaw Remediation |
Automated Flaw
Remediation Status

Determine if system components have applicable
security-relevant software and firmware updates
installed using [Assignment: organization-defined
lautomated mechanisms] [Assignment: organization-
defined frequencvl

Functional

Intersects With

Automated
Remediation Status

VPM-
05.2

/Automated mechanisms exist to
determine the state of system
components with regard to flaw
remediation.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Software &
Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
configuration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the

Isystem.

Functional

Intersects With

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.
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FDE Name

Malicious Code
Protection

Focal Document Ele! t (FDE) Description

a. Implement [Selection (one or more): signature

based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

GovRAMP CORE_x000a_Crosswalk Mapping

STRM
Rationale

Functional

STRM

Relations| SCF Control

Heuristic /
Intersects With|Nonsignature-Based|
Detection

04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
configuration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
configuration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
[the resulting potential impact on the availability of the
system.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

@. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to]
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]].

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

Secure Controls Framework (SCF)
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SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential
information; and2. At ad hoc locations within the
system to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to|
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Intersects With

Centralized
Collection of
Security Event Logs

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
Ifollowing monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
and anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
organization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]l.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to]
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Intersects With

Continuous
Monitoring

MON-01

Mechanisms exist to facilitate the
implementation of enterprise-
wide monitoring controls.

SI-04(04)

System Monitoring |
Inbound and
Outbound
Communications
Traffic

la. Determine criteria for unusual or unauthorized
lactivities or conditions for inbound and outbound
communications traffic;b. Monitor inbound and
loutbound communications traffic [Assignment:
organization-defined frequency] for [Assignment:
lorganization-defined unusual or unauthorized activities
lor conditions].

Functional

Equal

Inbound &
Outbound
Communications
Traffic

MON-
01.3

Mechanisms exist to
continuously monitor inbound
and outbound communications
traffic for unusual or
unauthorized activities or
conditions.

SI-07

Software, Firmware,
and Information
Integrity

a. Employ integrity verification tools to detect
unauthorized changes to the following software,
firmware, and information: [Assignment: organization-
defined software, firmware, and information]; andb.
[Take the following actions when unauthorized changes
[to the software, firmware, and information are
detected: [Assignment: organization-defined actions].

Functional

Intersects With

Endpoint File
Integrity Monitoring
(FIM)

END-06

Mechanisms exist to utilize File
Integrity Monitor (FIM), or similar
technologies, to detect and
report on unauthorized changes
to selected files and
configuration settings.

SI-07

Software, Firmware,
and Information
Integrity

a. Employ integrity verification tools to detect
unauthorized changes to the following software,
ffirmware, and information: [Assignment: organization-
defined software, firmware, and information]; andb.
[Take the following actions when unauthorized changes
[to the software, firmware, and information are
detected: [Assignment: organization-defined actions].

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-07

Software, Firmware,
and Information
Integrity

a. Employ integrity verification tools to detect
unauthorized changes to the following software,
firmware, and information: [Assignment: organization-
defined software, firmware, and information]; andb.
[Take the following actions when unauthorized changes
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-07(07)

Software, Firmware,
and Information
Integrity |
Integration of
Detection and
Response

Incorporate the detection of the following unauthorized
changes into the organizational incident response
capability: [Assignment: organization-defined security-
relevant changes to the system].

Functional

Equal

Endpoint Detection
& Response (EDR)

END-
06.2

Mechanisms exist to detect and
respond to unauthorized
configuration changes as
cybersecurity incidents.

Secure Controls Framework (SCF)
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