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Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control Functional [Intersects With
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilience Program (SCRP),
Mission/business process-level; System-level] access including policies, standards and
icontrol policy that:a. Addresses purpose, scope, roles, procedures, at planned intervals
responsibilities, management commitment, or if significant changes occur to
icoordination among organizational entities, and ensure their continuing
icompliance; andb. Is consistent with applicable laws, suitability, adequacy and
lexecutive orders, directives, regulations, policies, effectiveness.
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control Functional |Intersects With
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control Functional Subset Of
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
Account [Assignment: organization-defined personnel or roles]
AC-02 M within:1. [Assignment: organization-defined time Functional |Intersects With
anagement : gy

period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and Mechanisms exist to proactively
Account [Assignment: organization-defined personnel or roles] Account govern account management of
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Management IAC-15 [individual, group, system, 5

period] when accounts are no longer required;2. service, application, guest and
[Assignment: organization-defined time period] when temporary accounts.
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

Mechanisms exist to establish,
Publishing Security, maintain and disseminate
Compliance & GOV-02 policies, standards and 5
Resilience procedures necessary for secure,
Documentation compliant and resilient
capabilities.

Policy and

AC-01 Procedures

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Policy and

AC-01 Procedures

GOV-03 5

Mechanisms exist to facilitate the|
implementation of identification 10
and access management
controls.

Policy and
Procedures

Identity & Access

AC-01 Management (I1AM)

IAC-01

Mechanisms exist to revoke user
Termination of |AC-07.2 [access rights in a timely manner,

Employment " |upon termination of employment
or contract.
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Focal Document Element (FDE) Description Relationsh
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] " .
AC-02 Maﬁ]gc?mntent within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \I\//Iaehcc'l"ifnI:fn’\‘:fsrrls;ttioor?\‘sctttshe 5
9 period] when accounts are no longer required;2. Y puts.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
Account [Assignment: organization-defined personnel or roles] Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
9 period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
Management |  [Support the management of system accounts using A“w"}:leu 5tysmm Auw":f:l&u mecnansm tex‘fSt ©
AC-02(01) Automated System [[Assignment: organization-defined automated Functional |Intersects With M ccoun IAC-15.1 SuppPo € management of 5
Account mechanisms]. ‘ anagemer!t systgm accounts (e.g., directory
(Directorv Services) services)
Account /Automated mechanisms exist to
Management | |Automatically [Selection (one): remove; disable] Removal of disable or remove temporary and
AC-02(02) T Automated temporary and emergency accounts after [Assignment: Functional Equal Temporary / IAC-15.2 |emergency accounts after an 10
emporary and |organization-defined time period for each type of Emergency organization-defined time period
Emi;'gency Account|account]. Accounts for each type of account.
anagement
Disable accounts within [Assignment: organization-
Account deﬁneg E)imAe periold] when the_agcgun_ttsh:a, Have Disable Inacti g\_utobn"\a_ted ;\'_\echanismi exfitst to
lexpired;b. Are no longer associated with a user or . isable Inactive isable inactive accounts after
AC-02(03) Management | individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3 an organization-defined time 10
Disable Accounts 8 ! ! olicy ©
ord. Have been inactive for [Assignment: organization- period.
defined time period].
/Automated mechanisms exist to
Account audit account creation,
Management |  |Automatically audit account creation, modification, " Automated Audit modification, enabling, disabling
AC-02(04) Automated Audit |enabling, disabling, and removal actions. Functional Equal ctions IAC-15.4 and removal actions and notify 10
Actions organization-defined personnel
or roles.
TECTTaTITSTITS EXTST o TTtraTe
session lock after an
organization-defined time period
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24  |request from a user and retain 10
Inactivity Logout |or description of when to log out]. the session lock until the user
reestablishes access using
established identification and
[a. Establish and administer privileged user accounts in PR A o
A laccordance with [Selection (one): a role-based access Role-Based Access Control
ccount ) " N " (RBAC) for Technology Assets,
Management | scheme; an attribute-based access schemel;b. Monitor Role-Based Access /Applications, Services and/or
AC-02(07) prit privileged role or attribute assignments;c. Monitor Functional Equal 1AC-08 . A 10
rivileged User : ) Control (RBAC) Data (TAASD) to restrict access
Accounts changes_ to roles or attnbut_es, andd. Revoke access to individuals assigned specific
\when privileged role or attribute assignments are no roles with legitimate business
longer appropriate. " 9
Account Mechanisms exist to authorize
Management | |Only permit the use of shared and group accounts that Restrictions on the use of shared/group accounts
AC-02(09) Restrictions on Use [meet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / IAC-15.5 |only under certain organization- 10
of Shared and  establishing shared and group accounts]. Accounts defined conditions.
Group Accounts o i
N : o \Withdrawn in NIST SP 800-53 R5
AC-02(10) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Account Enforce [Assignment: organization-defined /Automated mechanisms exist to
AC-02(11) Management | |circumstances and/or usage conditions] for Functional Equal Usage Conditions | IAC-15.8 |enforce usage conditions for 10
Usage Conditions |[Assignment: organization-defined system accounts]. users and/or roles.
Mechanisms exist to utilize User
& Entity Behavior Analytics
Account a. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
Management | organization-defined atypical usage]; andb. Report " Anomalous Monitoring (UAM) solutions to
AC-02(12) Account Monitoring| atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 detect and respond to anomalous| 10
for Atypical Usage organization-defined personnel or roles]. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to expedite the|
Account process of removing "high risk"
Management | |Disable accounts of individuals within [Assignment: High-Risk individual’s access to Technology
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional (Intersects With Terr\%inations HRS-09.2 |Assets, Applications, Services 5
for High-risk [Assignment: organization-defined significant risks]. and/or Data (TAASD) upon
Individuals termination, as determined by
management.
Account i . o i o Mechanisms exist to disable
Management | Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts |organization-defined time period] of discovery of Functional (Intersects With for High Risk IAC-15.6 |notification for users posing a 5
for High-risk [Assignment: organization-defined significant risks]. Individuals significant risk to the
Individual ;
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L . Mechanisms exist to enforce
Enforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 /Access Enforcementlinformation and system resources in accordance with Functional |Intersects With|Access Enforcement| IAC-20  |permissions that conform to the 5
applicable access control policies. principle of "least privilege."
Cryptographic mechanisms exist
to implement strong
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 |Access Enforcement|information and system resources in accordance with Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
lapplicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . "
n : f " : Input Data Mechanisms exist to check the
AC-03 IAccess Enforcement ;npfg:"rg\aa;;gr;scngszycs;s?:oll'e;;iﬁis in accordance with Functional [Intersects With Validation TDA-18 Validity of information inputs. 5
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
X Information Flow [flow of information within the system and between : Enforcement - - (ACLs) to provide data flow
AC-04 Enforcement iconnected systems based on [Assignment: Functional Equal Access Control Lists NET-04 enforcement that explicitly 10
lorganization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
O T ITO T CE O T U T U W CUTTO O USTITg [ASSTgTTTTETTC:
Information Flow lorganization-defined security or privacy policy filters] /Automated mechanisms exist to
Enforcement | as a basis for flow control decisions for [Assignment: evaluate access requests against
. N organization-defined information flows]; andb. : Policy Decision : established criteria to
AC-04(08) ',Sr?\f:glt)lpgl?cd [Selection (one or more): Block; Strip; Modify; Functional Equal Point (PDP) NET-04.7 dynamically and uniformly 10
Fil\{ers Y |Quarantine] data after a filter processing failure in enforce access rights and
laccordance with [Assignment: organization-defined permissions.
y " Gt
. Mechanisms exist to ensure
InEfz;(r)':igronnels‘tﬂw Separate information flows logically or physically using Network network architecture utilizes
g " . [Assignment: organization-defined mechanisms and/or N Segmentation - network segmentation to isolate
AC-04(21) Phéselcglr:tr;;.:%lfca\ techniques] to accomplish [Assignment: organization- Functional Equal (macrosegementati NET-06 Technology Assets, Applications 10
Inforr’;at\on Flows defined required separations by types of information]. on) and/or Services (TAAS) to protect
from other network resources.
Separation of z.e}‘?ne;dnml?ire]g gfoﬁwliini?/eigflalI;ré%]llzlilrliillg‘;.s:;:gai;i;rtl]m‘- Input Data Mechanisms exist to check the
| ; i - validity of information inputs.
AC-05 Duties landb. Define system access authorizations to support Functional |intersects With Validation TDA-18 Y P 5
enaration of dutie: T T
a. Identify and document [Assignment: organization- It&:;’;‘;;’r“so'; rfl):ior?r:;rj]lgr:f:nating
. Separation of  |defined duties of individuals requiring separation]; : Dual Authorization . e
AC-05 Duties andb. Define system access authorizations to support Functional |intersects With for Change CHG-04.3 E\Z?gtgseitjopﬁ?:t(i::l\leacr\hd'}gn"ogy 5
iseparation of duties. Services (TAAS)
Cryptographic mechanisms exist
" " . T to implement strong
. . Identify and document [Assignment: organization Safeguarding Data cryptography and security
Separation of  |defined duties of individuals requiring separation]; "
AC-05 Duties andb. Define system access authorizations to support Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
se a;ation of dyuties PP Networks sensitive/regulated data during
P . transmission over open, public
networks.
- " _ P— Mechanisms exist to implement
Separation of 2;?::;;};32? gfoﬁ;ni’\\/?g\:a[ésfé?qz?:i?]gtég;%ar:;izjr?]?n Separation of and maintain Separation of
AC-05 Duties andb. Define system access authorizations to support Functional [Intersects With Duties (SoD) HRS-11 putles (SoD) to prevent potential 5
. ) inappropriate activity without
iseparation of duties. collusion.
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only cﬁnce_pt of \Ieastt[:]rlv_lle%e,
: lauthorized accesses for users (or processes acting on F : o Wwith| L Privil JAC-21 ta owing only authorize: taccess 5
AC-06 Least Privilege behalf of users) that are necessary to accomplish unctiona ntersects Witl east Privilege - aocgorgf;‘sss:sa:;;sesdagsss n
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
- authorized accesses for users (or processes acting on . . Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional  lintersects With|Access Enforcement  1AC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
/Authorize access for [Assignment: organization-defined
Least Privilege | |individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to|defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1 |to security functions to explicitly- 10
Security Functions |software, and firmware)]; andb. [Assignment: Y authorized privileged users.
oraanization-defined securitv-relevant informationl
Least Privilege | |Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged  |access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- IAC-21.2 |privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
Mechanisms exist to authorize
remote access to perform
Least Privilege | IAuthorize network access to [Assignment: privileged commands on critical
Network Acce(-:s to [organization-defined privileged commands] only for Network Access to Technology Assets, Applications
AC-06(03) Privileged [Assignment: organization-defined compelling Functional Equal Privileged IAC-21.6 |and/or Services (TAAS) or where 10
Commagnds loperational needs] and document the rationale for Commands senslt\ve/regul_ated data is
isuch access in the security plan for the system. stored, transmitted and/or
processed only for compelling
operational needs.
Management Mechanisms exist to restrict the
. Least Privilege | |Restrict privileged accounts on the system to : . assignment of privileged
AC-06(05) Privileged Accounts [[Assignment: organization-defined personnel or roles]. Functional Equal Pr\vﬁzp;%\/:‘czgl:nts IAC-21.3 accounts to management- 10
9 approved personnel and/or roles.
a. Review [Assignment: organization-defined Meghantllims ?X.'ISt to perl_odlcz\lty»
Lot vl | [FeTeny) o aispes asigne o (st peien e ridieges assoned o
X : organization-defined roles or classes of users] to , Periodic Review of .~ :
AC-06(07) Re;:,?\\/"illgf::er \validate the need for such privileges; andb. Reassign Functional Equal Account Privileges IAC-17 to‘vﬁhdate thde need for such 10
9 lor remove privileges, if necessary, to correctly reflect privileges and reassign .°r.|
lorganizational mission and business needs. remove unnecessary privileges,
as necessary.
N . : /Automated mechanisms exist to
Least Privilege | |Prevent the following software from executing at Privilege Levels for revent applications from
AC-06(08) Privilege Levels for |higher privilege levels than users executing the Functional Equal CodegExecution IAC-21.7 ercutmgpapt higher privilege 10
Code Execution [software: [Assignment: organization-defined software]. levels than the user's privileges.
LEasTPTIVITEgE TLOg . - . . Auditing Use of Mechanisms exist to audit the
AC-06(09) UseF(I)Ifnliilivlrl‘eged Log the execution of privileged functions. Functional Equal Privileged Functions IAC-21.4 execution of privileged functions. 10
Mechanisms exist to prevent
oroniott Non prohibit Non- execring prvileged fonctions to
AC-06(10) privileged Users ?Jﬁz;g;gon—pnwleged users from executing privileged Functional Equal z:glrlr:egfedcﬂtsiﬁs IAC-21.5 [include disabling, circumventing 10
from Executing B Privileged Functions| or altering implemented security
Privileged Functions safeguards / countermeasures.
[a. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time Mechanisms exist to enforce a
period]; andb. Automatically [Selection (one or more): limit for consecutive invalid login
lock the account or node for an [Assignment: attempts by a user during an
. Unsuccessful Logon|organization-defined time period]; lock the account or " . organization-defined time period
AC-07 ttempts node until released by an administrator; delay next Functional Equal Account Lockout 1AC-22 and automatically locks the 10
logon prompt per [Assignment: organization-defined account when the maximum
delay algorithm]; notify system administrator; take number of unsuccessful attempts
other [Assignment: organization-defined action]] when is exceeded.
the maximum number of unsuccessful attempts is
lexceeded
Purge or wipe information from [Assignment:
Unsuccessful Logon orga‘mzatmnjdeﬁneq m.Ob'Ie d‘evlces] ba_sed on Mechanisms exist to remotely
[Assignment: organization-defined purging or wiping . " h .
AC-07(02) Attempts | Purge or h 4 hni frer [A: 5 Functional Equal Remote Purging MDM-05 |purge selected information from 10
Wipe Mobile Device requlrgmgnts anc techniques] after [. sg\gnment. mobile devices.
lorganization-defined number] consecutive, .
unsuccessful device logon attempts.
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v
use notification message or banner] to users before

granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3.
Unauthorized use of the system is prohibited and
Isubject to criminal and civil penalties; and4. Use of the

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Mechanisms exist to utilize
system use notification / logon
banners that display an approved|

version 2026.1_x000a_03/27/2026

isystem indicates consent to monitoring and System Use ey
AC-08 i};ﬁ;z’;gjﬁ recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 gs’;:’ngfi:&i‘gC?_gﬁzr:ne:s?eg:; 10
lon the screen until users acknowledge the usage Banner) to Technology Assgets 9
iconditions and take explicit actions to log on to or PR ’
further access the system; andc. For publicly Applications and/or Services
. H (TAAS).
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
Isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
RO R TR 2R ST bR ERe R ssTons Tor each
AC-10 Concurrent Session [[Assignment: organization-defined account and/or Functional Equal Concurrent Session JAC-23 rlfr?\laevlz;n:oiiljir?nltlr:eltsstir:)ens 10
Control laccount type] to [Assignment: organization-defined a Control for each system account
numberl .
la. Prevent further access to the system by [Selection 's'e‘;"s'i';'r;"l()‘é'l( aeftlerL:rJ\ TreatETa
(one or more): initiating a device lock after . . .
[Assignment: organization-defined time period] of g;gisgwcztiavtilfn—greﬁnzﬂ iglgeei\?i?]no:
: inactivity; requiring the user to initiate a device lock : . Y, P! 9
AC-11 Device Lock ) N . Functional [Intersects With Session Lock IAC-24 |request from a user and retain 5
before leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access reestablishes access usin
using established identification and authentication " h A sing
established identification and
procedures. RieRghisme exp ol
[ XI: implement
Device Lock | . . . Hidi pattern-hiding displays to
AC-11(01) Patter-hiding ~[ConGeal via the device lock, information previously | Functional Equal Pattern-Hiding | 1ac-24.1 |conceal information previously 10
Displays play P y ge. play: visible on the display during the
Aest ion tlofjk hani istt
utomated mechanisms exist to
Session Automatically terminate a user session after Session :'?egtvovgrt'ku:izjské)::gn‘wooctaelIzezrs]ig:z
AC-12 o e [Assignment: organization-defined conditions or trigger| Functional Equal I IAC-25 " ' 10
Termination levents requiring session disconnect] Termination at the end of the session or after
a 9 . an organization-defined period of
inactivity.
Sesson _[Proide o oot copabily o verintited, s osoutcapabty an dsployon
AC-12(01) Termination | User- : : N " Functional Equal Logouts / Message | IAC-25.1 |explicit logout message to users 10
e used to gain access to [Assignment: organization- " A : -
initiated Logouts defined information resources] Displays indicating the reliable
ety [ | Tefred termination of the session
a. Identify [Assignment: organization-defined user . : . N
h h Mechanisms exist to identify and
Permitted Actions iadcet'not?;g;ng‘Coarnath’;';fig;rt?gg s:n:‘:tzzftﬁ?hw'thom Permitted Actions document the supporting
AC-14 |den\€ilil'itcha°tli1(§n or lorganizational mission and business functions; andb. Functional Equal Iden‘?ilg'tg?tli];n or IAC-26 ;ﬁg?z::]eggrpseprig:?e\és;: aactlons 10
n Document and provide supporting rationale in the : " h n h
Authentication security plan for the system, user actions not requiring Authorization zﬁaeer:t;/zgggﬁt identification or
identification or authentication. .
a. Establish and document usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
~ implementation guidance for each type of remote : y . control and review organization-
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional Intersects With| Remote Access NET-14 approved, secure remote access 5
laccess to the system prior to allowing such methods.
lconnections.
Remote Access | . . Automated /Automated mechanisms exist to
AC-17(01) Monitoring and E::T?OI?g aaélctgga;eedﬂnghanlsms to monitor and control Functional Equal Monitoring & NET-14.1 |monitor and control remote 10
Control ] Control access sessions.
Remote Access | : £ c hi hani .

_ A e mplement cryptographic mechanisms to protect the . onfidentiality - o protect the confidentiality an
AC-17(02) Cﬂ:?:e:i‘tnalljgnand iconfidentiality and integrity of remote access sessions. Functional Equal Integrity Using NET-14.2 integrity of remote access 10
Engcry);/Jtion 9 Encryption sessions (e.g., VPN).

Mechanisms exist to route all
Remote Access | i
Route remote accesses through authorized and y Managed Access remote accesses through
AC-17(03) Mgssgz?éfiff:s managed network access control points. Functional Equal Control Points NET-14.3 managed network access control 10
points (e.g., VPN concentrator).
i - T T Mechanisms exist to restrict the
Remote Access | ggg:z g;Isyeicr:‘";tfyc;:fnl::?S;;r;f;:):;?:et'sogs\;:s;?g:gte Remote Privileged execution of privileged
AC-17(04) Privileged levidence and for the following needs: [Assignment: Functional Equal Com_mands & NET-14.4 comn‘_!ands and access to . . 10
Commands and PR " . Sensitive Data security-relevant information via
lorganization-defined needs]; andb. Document the
Access A ! . Access remote access only for
rationale for remote access in the security plan for the compelling operational needs.
Remote Access | |Provide the capability to disconnect or disable remote Expeditious ?aecal"baimsn:: ::Iségﬁig[g\l”de the
AC-17(09) Disconnect or laccess to the system within [Assignment: organization-| Functional Equal Disconnect / NET-14.8 dis?:onneyct or d?sable a uZer's 10
Disable Access |defined time period]. Disable Capability remote access session
@, Establish configuration requirements, connection f .
requirements, and implementation guidance for each Wireless gﬁ;’lﬁg:?;ﬁgis’uﬁngz‘nd
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional (Intersects With Networkin NET-15 monitor for unauthcr\ze?'j wireless| 5
\wireless access to the system prior to allowing such 9 access
ccnn?%'on -
a. Establish configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
connections. and trl({:l}:qtednucrvlpltion.u —
Wireless Access | Protect wireless access to the system using Authentication & (e.g\:lvnauthorizéd a’c?:’e]esspl; V m
AC-18(01) Authentication and authentication of [Selection (one or more): users; Functional Equal Encryption NET-15.1 (1) Authenticatin devwces‘{. in 10
Encryption devices] and encryption. yP o mnnpg - and rying
Mechanisms exist to disable
Wireless Access | |Disable, when not intended for use, wireless Disable Wireless gannae;ﬁ;f:;);rxlgealf:?nT:::V:l[klng
AC-18(03) Disable Wireless |networking capabilities embedded within system Functional Equal Networking NET-15.2 en?bedded within system y 10
Networking icomponents prior to issuance and deployment. components prior to issuance to
echonsr o identity and
- echanisms exist to identity an
Wireless ACcess || gentify and explicitly authorize users allowed to Restrict explicitly authorize users who are
AC-18(04) Configurations b independently configure wireless networking Functional Equal Configuration By | NET-15.3 allowed to independently 10
gUsers Y capabilities. Users configure wireless networking
capabilitie:
Wireless Access | [Select radio antennas and calibrate transmission M_ec?anisms exist tot_conﬁ?e
. Antennas and  [power levels to reduce the probability that signals from . Wireless .. wireless communications to
AC-18(05) Transmission Power|wireless access points can be received outside of Functional Equal Boundaries NET-15.4 organization-controlled 10
Levels lorganization-controlled boundaries. boundaries.
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
Access Control for |organization-controlled mobile devices, to include : Access Control For the connection of mobile devices
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 to organizational Technology 10
landb. Authorize the connection of mobile devices to /Assets, Applications and/or
lorganizational systems. Services (TAAS).
Cryptographic mechanisms exist
A&‘;ﬁ;%’:\f;’;ﬁr Employ [Selection: full-device encryption; container- Full Device & to protect the confidentiality and
AC-19(05) Full Device or  |Pased encryption] to protect the confidentiality and Functional Equal Container-Based | MDM-03 [Integrity of information on mobile| 14
Container-based integrity of information on [Assignment: organization- Encryption devices through full-device or

Encryption

defined mobile devices].

container encryption.
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FDE Nam
lorganization-defined terms and conditions]; Identify
[Assignment: organization-defined controls asserted to
be implemented on external systems]], consistent with Mechanisms exist to govern how
the trust relationships established with other Use of External external parties, including
Use of External |organizations owning, operating, and/or maintaining " Technology Assets, Technology Assets, Applications
AC-20 Systems lexternal systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 and/or Services (TAAS), are used 10
/Access the system from external systems; and2. Services (TAAS) to securely store, process and
Process, store, or transmit organization-controlled transmit data.
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
lexternal systems]. -
external parties, including
Permit authorized individuals to use an external 'Technology Assets, Applications
Isystem to access the system or to process, store, or and/or Services (TAAS), from
transmit organization-controlled information only storing, processing and
Use of External [after:a. Verification of the implementation of controls Limits of Authorized transmitting data unless
AC-20(01) Systems | Limits on [on the external system as specified in the Functional Equal Use DCH-13.1 |authorized individuals first: 10
Authorized Use |organization’s security and privacy policies and (1) Verifying the implementation
lsecurity and privacy plans; orb. Retention of approved of required security, compliance
isystem connection or processing agreements with the and/or resilience controls; or
lorganizational entity hosting the external system. (2) Retaining a processing
agreement with the entity
Use of External [Restrict the use of organization-controlled portable Mechanisms exist to restrict or
Systems | Portable |storage devices by authorized individuals on external " . Portable Storage prohibit the use of portable
AC-20(02) Storage E;evices — |systems using [Assignment: organization-defined Functional  intersects With Devices DCH-13.2 storage devices by users on 5
Restricted Use  |restrictions]. external systems.
la. Enable authorized users to determine whether Mechanisms exist to disclose
laccess authorizations assigned to a sharing partner Personal Data (PD) to third-
match the information’s access and use restrictions for parties only for the purposes
[Assignment: organization-defined information sharing Information Sharing identified in the data privacy
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With With Third Parties PRI-07  [notice and with the implicit or 5
landb. Employ [Assignment: organization-defined explicit consent of the data
lautomated mechanisms or manual processes] to assist subject.
users in making information sharing and collaboration
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing|circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5
andb. Employ [Assignment: organization-defined ensure data is appropriately
lautomated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
@, Designate ndiviguals authorized to make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
" . Review the proposed content of information prior to . " . .
AC-22 Publlc(I:y Accessible posting onto the publicly accessible system to ensure Functional Equal PubIlc(I:y Accessible DCH-15 Me;lhzalnlsms exvlg‘t to control 10
ontent that nonpublic information is not included; andd. ontent publicly-accessible content.
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
HSGRYErSH-rorarmer-anursseraTe T
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational Mechanisms exist to review the
lentities, and compliance; andb. Is consistent with Security, Compliance &
applicable laws, executive orders, directives, Resili Y, P
lations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Ir:—ggeduresvtg facilit’ate the imp’lemer?tation of Ehe Update of Security, including policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional |intersects With Compliance & Gov-03 g’[oifcigﬂ‘ri%sc':ntt‘zl’?::egs'gtcecmatlz 5
lawareness and training controls;b. Designate an Resilience Program ensuregtheir continuign
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of]| effectivenéss
the awareness and training policy and procedures; .
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
HIsifRmpe tearRiE AR et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security, Mechanisms exist to facilitate the|
Policy and Procedures to facilitate the implementation of the . Compliance & implementation of security
AT-01 Procedures lawareness and training policy and the associated Functional Subset Of Resilience-Minded SAT-01 workforce development and 10
lawareness and training controls;b. Designate an Workforce awareness controls.
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
HasifRmpe ttarritetiatdntoaimieettt
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . . Compliance & policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
[ izatinn dafi n
a. Provide security and privacy literacy training to
isystem users (including managers, senior executives,
and contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system " ; ;
ch;nges )(,)r following [Assignment: orgqanizatioyn-y N Mechanisms exist to provide all
Lit Traini defined events];b. Employ the following techniques to c Seclgrlty, & employgets and cqctractorsl_
AT-02 ;r?dra/\cv);ar?r:rélsr‘sg increase the security and privacy awareness of system | Functional Equal oRn;;)illiaerr:iee SAT-02 :ggr:)epsrilliaeﬁcseegl\:vnanye'nceosr:p lance 10
users [Assignment: organization-defined awareness A . > ars .

3 : o wareness Training education and training that is
techniques];c. Update literacy training and awareness relevant for their job function
content [Assignment: organization-defined frequency] ) :
land following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.
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AT-02(02)

Literacy Training
and Awareness |
Insider Threat

Focal Document Element (FDE) Description

Provide literacy training on recognizing and reporting
potential indicators of insider threat.

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Insider Threat
Awareness

THR-05

security awareness training on
recognizing and reporting
potential indicators of insider
threat,

version 2026.1_x000a_03/27/2026

AT-03

Role-based Training

a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
and [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Intersects With

Role-Based
Security,
Compliance &
Resilience Training

SAT-03

Mechanisms exist to provide
role-based security, compliance
and resilience-related training:
(1) Before authorizing access to
the system or performing
assigned duties;

(2) When required by system
changes; and

(3) Annually thereafter.

AT-03(03)

Role-based Training
| Practical Exercises

Provide practical exercises in security and privacy
training that reinforce training objectives.

Functional

Equal

Practical Exercises

SAT-03.1

Mechanisms exist to include
practical exercises in security,
compliance and resilience
training that reinforce training

AT-03(04)

N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

AT-04

Training Records

la. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
security and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Equal

Security,
Compliance &
Resilience Training
Records

SAT-04

training activities, including:

(1) Initial security, compliance

and resilience awareness

training;

(2) Recurring awareness training;
d

an
(3) Technology Assets,

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
idevelopment, documentation, and dissemination of the|
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Continuous
Monitoring

MON-01

Mechanisms exist to facilitate the|
implementation of enterprise-
wide monitoring controls.

AU-02

Event Logging

@ Taentiy the Types of events that the System 15
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
system is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the
system: [Assignment: organization-defined event types
(subset of the event types defined in AU-02a.) along
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanizat ined frequencyl

Functional

Intersects With

Security Event
Monitoring

MON-01.8

Mechanisms exist to review
event logs on an ongoing basis
and escalate incidents in
accordance with established
timelines and procedures.

AU-02

Event Logging

A R RSS2 Hhar e systemTs
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
system is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify
the following event types for logging within the
system: [Assignment: organization-defined event types
(subset of the event types defined in AU-02a.) along
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
ideemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
laraanization-defined freauencvl

Functional

Intersects With

Centralized
Collection of
Security Event Logs

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

AU-02(03)

N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5
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Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimum:
Ensure that audit records contain information that (1) Establish what type of event
lestablishes the following:a. What type of event occurred;
Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event 2) When (date and time) th
AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 (ev)ent ;-_CS??eZ;a d time) the 10
the event; andf. Identity of any individuals, subjects, or (3) Where the event occurred;
objects/entities associated with the event. (4) The source of the event;
(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
event.
Content of Audit |Generate audit records containing the following Sensitive Event Log Mechanisms exist to protect
AU-03(01) Records | Additionalladditional information: [Assignment: organization- Functional |Intersects With Information MON-03.1 [sensitive/regulated data 5
Audit Information |defined additional information]. contained in log files.
P : No \Withdrawn in NIST SP 800-53 R5
AU-03(02) N/A Withdrawn Functional | oo tionshi N/A N/A N/A 0
Mechanisms exist to allocate and
" /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 Audltctogacf;torage [Assignment: organization-defined audit log retention Functional Equal Eventclgogcsiforage MON-04 |event log storage capacity to 10
P Yy requirements]. P Yy reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit [roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure;| Functional Equal Log Processing MON-05 |event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
Provide a warning to [Assignment: organization- [Automated mechanisms exist to
Response to Audit |defined personnel, roles, and/or locations] within alert appropriate personnel when
Logging Process |[Assignment: organization-defined time period] when . Event Log Storage the allocated volume reaches an
AU-05(01) Failures | Storage [allocated audit log storage volume reaches Functional Equal Capacity Alerting MON-05.2 organization-defined percentage 10
Capacity Warning |[Assignment: organization-defined percentage] of of maximum event log storage
repository maximum audit log storage capacity. capacity.
Provide an alert within [Assignment: organization-
Response to Audit (defined real-time period] to [Assignment: organization- Real-Time Alerts of Mechanisms exist to provide
Logging Process |defined personnel, roles, and/or locations] when the : 24x7x365 near real-time alerting
AU-05(02) Failures | Real-time [following audit failure events occur: [Assignment: Functional Intersects With EverF1t »II_oggmg MON-05.1 capability when an event log 5
Alerts lorganization-defined audit logging failure events ailure processing failure occurs.
requiring real-time alerts].
a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined . . .
inappropriate or unusual activity] and the potential Sel\gﬁiilzar:ﬂ’;’éiﬁ:'és;&“agiea aer
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) zr similar automated t%ol
AU-06 Review, Analysis, | Report findings to [Assignment: organization-defined Functional |Intersects With Collection of MON-02 to :su ort the centralized ! 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs co\lectFi)OPn of security-related
record review, analysis, and reporting within the event lo Sy
system when there is a change in risk based on law 95-
enforcement information, intelligence information, or
other credil ion
@ Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional [Intersects With Adiustments MON-02.6 [threat information from law 5
and Reporting personnel or roles]; andc. Adjust the level of audit ) enforcement, industry
record review, analysis, and reporting within the associations or other credible
isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
Audit Record
Review, Analysis, [Integrate audit record review, analysis, and reporting Sensitive Event Lo Mechanisms exist to protect
AU-06(01) and Reporting | [processes using [Assignment: organization-defined Functional (Intersects With Information 9| MON-03.1 sensitive/regulated data 5
Automated Process |[automated mechanisms]. contained in log files.
Intearation
/Automated mechanisms exist to
Audit Record correlate both technical and non-
Review, Analysis, |Analyze and correlate audit records across different Correlate technical m_format\on from across
e " P : . " P the enterprise by a Security
AU-06(03) and Reporting | [repositories to gain organization-wide situational Functional [Intersects With Monitoring MON-02.1 \ncident Event Manager (SIEM) or 5
Correlate Audit [awareness. Information similar automated tool, to
Record Repositories enhance organization-wide
situational awareness.
Audit Record "
Review, Analysis, |Provide and implement the capability to centrally Central Review & ?;'ﬁ?gﬁ;efomﬁhragmsaenxft b
AU-06(04) and Reporting | [review and analyze audit records from multiple Functional Equal Analysis MON-02.2 analyze audit re’cords from 10
Central Review and [components within the system. Y Y.
Analvsi multiple sources.
Integrate analysis of audit records with analysis of ﬁl;teogiteegh'::ﬁgi’":s"; :Egittm
Audit Record [Selection (one or more): vulnerability scanning Integration of recogrds with anal ysis of
Review, Analysis, |information; performance data; system monitoring Scann?n & Other Vulnerabilits scanyners network
AU-06(05) and Reporting |  [information; [Assignment: organization-defined Functional Equal Moni%orin MON-02.3 en‘ormanc)é system ;nomtorin 10
Integrated Analysis |data/information collected from other sources]] to Informatiogn gnd other soﬂrc)’es to further 9
of Audit Records [further enhance the ability to identify inappropriate or enhance the ability to identify
unusual activity. inappropriate or unusual activity.
/Automated mechanisms exist to
correlate information from audit
Re‘?/?:v‘vt '/R\erfao\;gis C(;rrelatte infotr)rtnatiodnffrom auditt record:;with | c ot 0 rebctordsl;/vfith informition
! " |information obtained from monitoring physical access : orrelation wi obtained from monitoring
AU-06(06) gggr;:ﬁzl;\h\:/igté Fo furthervenhance the ability to identify ;ugpicious, Functional Equal Physical Monitoring MON-02.4 physical access‘t'o further ) 10
Physical Monitoring inappropriate, unusual, or malevolent activity. enha_n_ce thg ability to_ identify
suspicious, inappropriate,
unusual or malevolent activity.
Mechanisms exist to specify the
Audit Record ISpecify the permitted actions for each [Selection (one giﬂéﬁdﬂ;c;&"/isfgééom users
Review, Analysis, |or more): system process; role; user] associated with " P '
AU-06(07) and Reporting | [the review, analysis, and reporting of audit record Functional Equal Permitted Actions | MON-02.5 #::grgg:;c?;ig)zv?ﬁ‘r\af:s 10
Permitted Actions |information. review, analysis and reporting of
audit information.
0 : No \Withdrawn in NIST SP 800-53 R5
AU-06(10) N/A Withdrawn Functional | oo otionshi N/A N/A N/A 0
Provide and implement an audit record reduction and
Audit Record Leport %eneéation cizpabil\ty that:la. Suppodrts on- " Mechalnisms exist to provide an
) lemand audit record review, analysis, and reporting " N lonitoring event log report generation
AU-07 ReRpeo(i'thGne?'vne?aTijon requirements and after-the-fact investigations of Functional |Intersects With Reporting MON-06 capability to aid in detecting and 5
incidents; andb. Does not alter the original content or assessing anomalous activities.
time ordering of audit records.
Audit Record " m " : :
Reduction and 0 racords for svants f mierest based Monitoring vent 1og roport gengration.
AU-07(01) Re’“’&ﬁ)ﬂs?g'on | lon Fhe fo_llowing_ content: [Assignment: organization- Functional [intersects With Reporting MON-06 capabi!ity to aid in detect_in_g_ and 5
Processing defined fields within audit records]. assessing anomalous activities.
la. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit " : . "
records that meet [Assignment: organization-defined Clock ?e‘,‘ccmargl:ir;astiilstteg#;‘Iléze tt'g]e’
AU-08 Time Stamps granularity of time measurement] and that use Functional |Intersects With Synchronization SEA-20 synchronize all critical s gg’em 5
ICoordinated Universal Time, have a fixed local time 4 clyocks 4
offset from Coordinated Universal Time, or that include .
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps . . .
for audit records; andb. Record time stamps for audit _ll\fleecc:na:lSmsAesélesttstoAcol?iﬁcg;gens
records that meet [Assignment: organization-defined and/or Segrz,/ices (TAASD)ptc use an
AU-08 Time Stamps granularity of time measurement] and that use Functional (Intersects With Time Stamps MON-07 Suthoritative time source to 5
Coordinated Universal Time, have a fixed local time enerate time stamps for event
offset from Coordinated Universal Time, or that include Ig P
the local time offset as part of the time stamp. 0gs.
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\Withdrawn in NIST SP 800-53 R5

AU-08(01) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
la. Protect audit information and audit logging tools Mechanisms exist to protect
: i+ from unauthorized access, modification, and deletion; ;i "

AU-09 Pmtlﬁ?s';)n:aiifoﬁumt landb. Alert [Assignment: organization-defined Functional Equal Protectll?on :f Event MON-08 s\rlv::tf:z?isz:gicacbfsﬁ tools from 10
personnel or roles] upon detection of unauthorized g modification and delét\on
laccess, modification, or deletion of audit information. .

. " Mechanisms exist to back up
ﬁ]’gﬁgggzﬁ éfodr'é IStore audit records [Assignment: organization-defined Event Log Backup levent logs onto a physically

- frequency] in a repository that is part of a physically " on Separate - different system or system

AU-09(02) Ph ;)i:aslespasrtaetis or different system or system component than the Functional Intersects With Physical Systems / MON-08.1 component than the Security 5

yCorn oynents Isystem or component being audited. Components Incident Event Manager (SIEM) or

P similar automated tool.
Protection of Audit . . " :

- . . Cryptographic Cryptographic mechanisms exist

AU-09(03) énfol;l:af;orr\“L :nmtglerri:\er;tfCal‘z/;tc)igggfalacﬂrgﬁzmadnIasl:g?tt&g‘rsotect the Functional Equal Protection of Event | MON-08.3 |to protect the integrity of event 10
rgre)tegctign grity " Log Information logs and audit tools.
Protection of Audit Authorize access to management of audit logging Mechanisms exist to restrict
Information | N " " N A " Access by Subset of | access to the management of
AU-09(04) Access by Subset of]| funct\onallstL\llbtsoe?rglfy [::‘s‘;gr;rgel‘lr;te.rgrg?:lgeastllon defined|  Functional Equal Privileged Users MON-08.2 event logs to privileged users 10
Privileged Users P 9 . with a specific business need.
Provide irrefutable evidence that an individual (or ln::»';;:I:Jj'i‘atz:wlsctat;?a\:)ti‘l:lt@etz
- . - process acting on behalf of an individual) has " " " - f h .

AU-10 Non-repudiation performed [Assignment: organization-defined actions Functional Equal Non-Repudiation MON-09 |protect against an |_nd\V|duaI 10

: falsely denying having performed

to be covered by non-repudiation]. N . "
AR EIR o reramreverT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention

Audit Record defined time period consistent with records retention requirements to provide support

AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10 | for after-the-fact investigations 10

investigations of incidents and to meet regulatory and of security incidents and to meet
organizational information retention requirements. statutory, regulatory and
contractual retention
@ PTUVIUE auUIt TECOTU YeTTeTatoT CapannTty Tor tTe s
event types the system is capable of auditing as
defined in AU-2a on [Ass\gr.\ment: organl.zatlon-d.eﬁned Mechanisms exist to provide an
Audit Record system componentsl;b. Allow [Assignment: . Monitoring event log report generation
AU-12 : organization-defined personnel or roles] to select the | Functional [Intersects With : MON-06 " o : 5
Generation event types that are to be logged by specific Reporting capability to aid in detecting and
components of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2c that
includa tha audit d cantant dafinad in ALL2
Audit Record [Compile audit records from [Assignment: organization-
Generation | defined system components] into a system-wide System-Wide / /Automated mechanisms exist to
. o (logical or physical) audit trail that is time-correlated to . A " compile audit records into an
AU-12(01) S‘I};fr::{“covl\!r!gleataendd within [Assignment: organization-defined level of Functional Equal T'm:ugi(:r,lr.féa"ted MON-02.7 organization-wide audit trail that 10
Audit Trail tolerance for the relationship between time stamps of is time-correlated.
individual records in the audit trail].
Provide and implement the capability for [Assignment: Me_ec_hanlsms exist to provide
Audit Record e ar .ement the privileged users or roles the
. lorganization-defined individuals or roles] to change the o e
Generation | l0ggi h " o Changes by capability to change the auditing
logging to be performed on [Assignment: organization- " f o
AU-12(03) Changes by defined system components] based on [Assignment: Functional Equal Authorized MON-02.8 |to be performed on specified 10
Authorized - tY defi dp lectabl t crit 19 'th" Individuals system components, based on
Individuals o/;gamza 'onf ehned sel ecg ﬁe e;ef‘ C”he”aim;é in specific event criteria within
[Assignment: organization-defined time thresholds]. specified time thresholds.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facilitate the implementation of the assessment, Information implementation of security,

CA-01 Proce):jures lauthorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
icontrols;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

coordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws, Mechanisms exist to review the

lexecutive orders, directives, regulations, policies, Security, Compliance &

standards, and guidelines; and2. Procedures to Periodic Review & Resilience Program (SCRP),
Policy and facilitate the implementation of the assessment, Update of Securit including policies, standards and

CA-01 Proce{:lures lauthorization, and monitoring policy and the Functional |Intersects With pCom liance & Y| Gov-03 procedures, at planned intervals 5
lassociated assessment, authorization, and monitoring Resilienpce Program or if significant changes occur to
icontrols;b. Designate an [Assignment: organization- 9 lensure their continuing
defined official] to manage the development, suitability, adequacy and
documentation, and dissemination of the assessment, effectiveness.
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, 51|re§t|v(.es, regulations, policies, Mechanisms exist to establish,
standards, and guidelines; and2. Procedures to - N - N )
facili he impl . £ th Publishing Security, maintain and disseminate
Policy and act‘h'ta.te t © 'mp;me”ﬁat'?" ° t|-e asssstshment' ! Compliance & policies, standards and
CA-01 Procedures lauthorization, and monitoring policy an e Functional [Intersects With Resilience GOV-02 procedures necessary for secure, 5

lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Documentation

compliant and resilient
capabilities.
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FDE Nam Focal Document Element (FDE) Desci
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and . :
responsibilities;c. Ensure the control assessment plan ?’:I?Q;flll_séré’!hsni);ést ti;‘:egtuslarly
is reviewed and approved by the authorizing official or Functional Review Y 9y g
A0 Control designated representative prior to conducting the Functional witn| Of Security, CPLo3.2 |[pications andjor Services s
i Assessments lassessment;d. Assess the controls in the system and unctional |Intersects Wit Compliance & -03.2 (( ) °t.r a | erenci to the
its environment of operation [Assignment: Resilience Controls gg‘r}‘:gl‘izaiéinaizif::esyi'lience
lorganization-defined frequency] to determine the olicies and standards.
lextent to which the controls are implemented P .
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and " ;
responsibilities;c. Ensure the control assessment plan :‘:?oc::g:It?gsAes):::atr?creeF:frgrgTam
Control Ls'e."ie"t’eg and app':‘(.ed by.t“eta“th%”z‘{‘.g °{fhic‘a' or Technical (IAP) activities to evaluate the
ontrol lesignated representative prior to conducting the . ‘echnical . : "

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional  Intersects With Verification 1A0-06 dfefmgtr_\, |mplemfetnta|:|qn alnd 5
its environment of operation [Assignment: :e;friltvelisri Ol'areéenallgz
lorganization-defined frequency] to determine the rity, pli

. resilience controls.

lextent to which the controls are implemented

correctly, operating as intended, and producing the

desired outcome with respect to meeting established

lsecurity and privacy requirements;e. Produce a control

lassessment report that document the results of the

lassessment; andf. Provide the results of the control

assessment to [Assignment: organlzatlon defined

indeiderineaitobrare TTeTTCTEETT

for the type of assessment to be conducted b. Develop

la control assessment plan that describes the scope of

the assessment including:1. Controls and control

lenhancements under assessment;2. Assessment

procedures to be used to determine control

effectiveness; and3. Assessment environment, Mechanisms exist to assess

lassessment team, and assessment roles and security, compliance and

responsibilities;c. Ensure the control assessment plan resilience controls in system

is reviewed and approved by the authorizing official or Security, project development to
Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
icorrectly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
indeiderineaitobrare ora TTeTTCTEETT
for the type of assessment to be conducted;b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control Mechanisms exist to formally
effectiveness; and3. Assessment environment, assess the security, compliance
assessment team, and assessment roles and and resilience controls in
responsibilities;c. Ensure the control assessment plan Technology Assets, Applications
is reviewed and approved by the authorizing official or and/or Services (TAAS) through

Control designated representative prior to conducting the . Information Assurance Program

Ca-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Assessments 140-02 (IAP) activities to determine the 5
its environment of operation [Assignment: extent to which the controls are
lorganization-defined frequency] to determine the implemented correctly, operating
lextent to which the controls are implemented as intended and producing the
icorrectly, operating as intended, and producing the desired outcome with respect to
desired outcome with respect to meeting established meeting expected requirements.
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-deﬁned
indideptherdiifthrare TTeTTCTeaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,

a: ment team, and a ment roles and Mechanisms exist to regularly

responsibilities;c. Ensure the control assessment plan review processes and

is reviewed and approved by the authorizing official or Security, documented procedures to
Control [designated representative prior to conducting the . Compliance & lensure conformity with the

Ca-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 organization's security, 5
its environment of operation [Assignment: Assessments compliance and/or resilience
lorganization-defined frequency] to determine the policies, standards and other
lextent to which the controls are implemented applicable requirements.
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
individiale ar r

tast Mechanisms exist to ensure
Control assessors or assessment teams
Assessments | |Employ independent assessors or assessment teams to . Assessor have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 1A0-02.1 independence to conduct 10
Assessors security, compliance and/or
resilience control assessments.
Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
contractual compliance
Include as part of control assessments, [Assignment: ?gllhgllztn?tlsr}n capabilities:
organization-defined frequency], [Selection (one): (3) Mobile de?/iceg' .
Control _angoultwrfed; u_rt\announced]‘,t[S_e\etctlon ((an' or more): (2) Databases; '
in-depth monitoring; security instrumentation; il ieation e
CA-02(02) Asssessments | autmf\ated securit)? test caszs; vulnerability scanning; Functional [Intersects With Specialized IA0-02.2 (5) Application security; . 5
pecialized L L . Assessments (6) Embedded technologies (e.g.,
Assessments malicious user testing; insider threat assessment; loT, OT, etc.);
performance and load testing; data leakage or data (7)’Vulnerab\'|it management;
loss assessment; [Assignment: organization-defined (8) Malicious nge_ !
other forms of assessment]]. (9) Insider threats.
(10) Performance/load testing;
and/or
(11) Artificial Intelligence and
I/Autonomous Technologies (AAT).
Control Ceverage the results of control a: ments performed Mechanisms exist to accept and
Assessments |  |by [Assignment: organization-defined external Third-Party respond to the results of external
CA-02(03) Leveraging Results [organization(s)] on [Assignment: organization-defined Functional Equal Assessment IAO-02.3 |assessments that are performed 10
from External isystem] when the assessment meets [Assignment: Reciprocity by impartial, external
Organization: lorganization-defined requirementsl organization:

Secure Controls Framework (SCF)
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FDE Nam

Focal Document Element (FDE) Desc

between the system and other systems using
[Selection (one or more): interconnection security
lagreements; information exchange security
lagreements; memoranda of understanding or
lagreement; service level agreements; user

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Interconnection

ms exist to authorize
connections from systems to
other systems using
Interconnection Security
/Agreements (ISAs), or similar

version 2026.1_x000a_03/27/2026

Information lagreements; nondisclosure agreements; [Assignment: . methods, that document, for

CaA-03 Exchange lorganization-defined type of agreement]];b. Document, Functional Intersects With A ecurtl yl A NET-05 each interconnection: 5
as part of each exchange agreement, the interface greements (ISAs) (1) Interface characteristics;
Icharacteristics, security and privacy requirements, (2) Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Review and update the agreements [Assignment: communicated.

imakinm dafiaod 1
CA-03(05) N/A Withdrawn Functional Relat?‘(fnship N/A N/A N/A o |PEdEmmhNErER SBEs B
@ DEVETop @ Pra o aclom and MIESTones Tor e COroT;
isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known : Capabilities deficiency(ies);

CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
lorganization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, independent audits or controls, if applicable;
reviews. and continypus manitarina activities (7) Paint of Cantact (POCY (e a

a. Assign a senior official as the authorizing official for
the system;b. Assign a senior official as the authorizing
official for common controls available for inheritance
by organizational systems;c. Ensure that the Mechanisms exist to ensure
authorizing official for the system, before commencing Technology Assets, Applications
- operations:1. Accepts the use of common controls . Security and/or Services (TAAS) are
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 officially authorized prior to "go 10
to operate;d. Ensure that the authorizing official for live" in a production
common controls authorizes the use of those controls environment.
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
prosysrermrer eSO rronmormy gy
land implement continuous monitoring in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: " : .
lorganization-defined frequencies] for assessment of Security ?eiiﬁiclsgazﬁ;gigz r;rn%wde a
Continuous control effectiveness;c. Ongoing control assessments . Compliancé & resilienc’e controls oversight
CA-07 Moni in accordance with the continuous monitoring Functional [Intersects With o CPL-02 : 5
onitoring strategy;d. Ongoing monitoring of system and Resilience _Controls function that‘ reports ;o the
lorganization-defined metrics in accordance with the Oversight lorggmz:tlon s executive
icontinuous monitoring strategy;e. Correlation and eadership.
analysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
security and privacy status of the system to
[Assignment: organization-defined personnel or roles]
H inatina dafinad & 1
independent assessors to
I\ﬁg:itt“;:ggsl Employ_independent assessors or assessment teqms to ' ‘ Independent EV:L“dai;ﬁ;g?@ﬁ:ggg::gce
CA-07(01) independent monitor the controls ||?Jthe system on an ongoing Functional [Intersects With Assessors CPL-03.1 intervals or when the Technology 5
Assessment asis. Asset, Application and/or Service
(TAAS) undergoes significant
"
Mechanisms exist to provide a
(_:on_tinuous Employ_independent assessors or assessment teqms to| . Co;epcl‘ilar:cyé & resseilcieur:g'c?nTr%lllsgf/ili?;ht
CA-07(01) Mgfnktgsner;(_:ll"lyr/];t)ses monitor the controls ||?j;:‘essystem on an ongoing Functional [Intersects With Resilience _Controls CPL-02 function thgt reports to the 5
" Oversight organization's executive
leadership.
VTECTTATTISTITS EXISC 10 €MMpToy
trend analyses to determine if
Employ trend analyses to determine if control security control implementations,
Continuous implementations, the frequency of continuous Trend Analysis the frequency of continuous
CA-07(03) Monitoring | Trend |monitoring activities, and the types of activities used in| Functional Equal Reportin MON-06.2 [monitoring activities, and/or the 10
Analyses the continuous monitoring process need to be modified P 9 types of activities used in the
based on empirical data. continuous monitoring process
need to be modified based on
irical dat:
IConduct penetration testing [Assignment: Mechan|§ms exl_st to conduct

CA-08 Penetration Testing [organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 penetration testingon 10

lorganization-defined systems or system components] Technology Assets, Applications
. and/or Services (TAAS).
Pe??;zaet;jenn-g:ittmg Employ an independent penetrati_on testing agent or . Indep_endent :\:Iueig:)aewggst 2’;':;;50;2:]22 an
CA-08(01) P H . [team to perform penetration testing on the system or Functional Equal Penetration Agent | VPM-07.1 " 10
enetration Testing system components or Team penetration team to perform
Agent or Team " penetration testing.
[@ AUTNOTTZE TTeTNaT CONMECTIons OT [ASSIgNMEnt: Mechanisms exist to control
lorganization-defined system components or classes of internal system connections
f:omponents] to _the syst_em;bA Document, fc_)r gach through authorizing internal
Internal System Isr:atce\m?)l/ cal::insfi:/lgg)'/trr;eqL?:sgaeiliscganrgctieerl:ta‘fjl"e of Internal System connections of systems and

CA-09 Connections the information communicated;c. Terminate internal Functional Equal Connections NET-05.2 gggﬁg'\c?ir:)t:]n%hgoirnieasgclztemal 10
lsystem connections after [Assignment: organization- characteris’tics, security
defined conditions]; andd. Review [Assignment: requirements and the nature of
lorganization-defined frequency] the continued need for| the information communicated.
leach internal connection
a. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of configuration
roles]:1. [Selection (one or more): Organization-level; management controls.

Mission/business process-level; System-level]

iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives,

oty ong[oouons poles sandods and qudelres ez || contauraton |
CM-01 Procedures iconfiguration management policy and the associated Functiona Subset O Mapr:’aogznn?nt CFG-01 10

iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational

entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Periodic Review &

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and

of
Relationsh
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Policy and Procedures to facilitate the implementation of the . Update of Security, .
cM-01 Procedures configuration management policy and the associated Functional |intersects With Compliance & Gov-03 prq;:eplur%s, attplhanned |ntervatls 5
configuration management controls;b. Designate an Resilience Program ori selr?:l:r;at?]eicr caonngtie:u?lg;ur ©
[Assignment: organization-defined official] to manage P
the degvelopmentg, documentation, and dissemination of| sultablllffty,tgdequacy and
the configuration management policy and procedures; eftectiveness.
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, imaintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CM-01 Procedures iconfiguration management policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
foHowing [Assignment: organization-defined events].
P UCUTITE TGO T T T T T
conﬁguratlon control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline iconfiguration of the system:1. [Assignment: . N . (1) At least annually;
CM-02 Configuration lorganization-defined zrequency];z. When required due Functional |Intersects With| Reviews & Updates| CFG-02.1 (2) When required ()i,ue to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
land3. When system components are installed or installations and upgrades.
dpaocuTTTeTTG o TTTETTTCETT T TeCTTaTITSTITS T ATST T
conﬁguratlon control, a current baseline configuration document and maintain secure
of the system; andb. Review and update the baseline baseline configurations for
Baseline configuration of the system:1. [Assignment: " Secure Baseline Technology Assets, Applications
CM-02 Configuration lorganization-defined frequency];2. When required due Functional Intersects With Configurations CFG-02 and/or Services (TAAS) that are 5
to [Assignment: organization-defined circumstances]; consistent with industry-
land3. When system components are installed or accepted system hardening
r : No \Withdrawn in NIST SP 800-53 R5
CM-02(01) N/A Withdrawn Functional Relationshi N/A N/A o l\:{ﬁ, - o 0
Baseline Maintain th et ” gove'zi‘rn ang repo;t_lfm rk\)as‘eline
Configuration | _| o\ i3ty of the bassline configuration of the system Automated Central ‘Agsets, Applications andior
CM-02(02) Al;;?l:sgluor’;f;gﬁgrt using [Assignment: organiz_ation-deﬁned automated Functional Equal M?/near%irante‘gr: & CFG-02.2 Ser_vices lTAAS) thr_ough 10
Currency mechanisms]. Co_ntmqous Diagnostics and
Mmgatlon (CDM), or similar
Configuration | Retain [Assignment: organization-defined number] of Retention Of WECTanTmS exlsEFobretalm
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous CFG-02.3 prevflious versions of base InHe 10
Previous system to support rollback. Configurations con gurat\ohnaﬁok support ro
a. Issue [Assignment: organization-defined systems or
Baseline system compo_nents] with [A_ssigqment: organization- Configure Mechanisms exist to coljﬁgyre
Configuration | dTﬂnet_d corl?]gltirt?]t\ons] to_ |n::|_\\/|d(|;als tratvel\)mgfto Technology Assets, Tedc/hnoslogy_ ASS?TtZ;AAS?p‘é'CI'an%n'S
. locations that the organization deems to be of . : and/or Services utilized in
CM-02(07) C::g%ngn;re‘;g/:;gs significant risk; andb. Apply the foHowing c_on_trols to Functional Equal ésf\i;izg%}i:gfég[ CFG-02.5 high—rislg areas with_ more 10
for High-risk Areas the systems or components when the individuals High-Risk Areas restrictive baseline
return from travel: [Assignment: organization-defined configurations.
controls].
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of cqnﬁgurat\on-con‘trcllled cha‘nges ﬁo Change !Vlechanisms gxist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
period];f. Monitor and review activities associated with Program management program.
configuration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequencyl]; when
[Assignment: organization-defined configuration
g >
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
N : Retain records of configuration-controlled changes to ) . Mechanisms exist to govern the
CM-03 C?\Z:ﬁgeu(r:aoﬂggl the system for [Assignment: organization-defined time | Functional |Intersects With C%g;ﬁgeucrz:grr:nl CHG-02 |technical configuration change 5
9 period];f. Monitor and review activities associated with 9 control processes.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
Ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
Use [Assignment: organization-defined automated Mechanisms exist to prohibit
mechanisms] to:a. Document proposed changes to the unauthorized changes, unless
Configuration Isystem;b. Not\fx [Assignment: organization-defined organization-approved change
Change Control | lapproval authorities] of proposed changes to _the requests are received.
Rfomatd | (yem sndeses cange gppresaic Hantan: banion o
CM-03(01) ’\?gtci;?:ﬂr;t:t::é approyed‘or disqppro\{ed with.in [Ass\gnme[\t: Functional Equal Changes CHG-02.1 10
Prohibitior; of orgamzanon—deﬁn_ed time period];d. Prohibit changes
Changes to th_e system until designated approvals are
received;e. Document all changes to the system; andf.
Notify [Assignment: organization-defined personnel]
when approved changes to the system are completed.
Mechanisms exist to verify the
Configuration functionality of security,
Change Control | " Control compliance and resilience
CM-03(02) Testing, Validation, Zz?;vrg?‘i“ndaal\tzeihanti:liﬁurlre‘zemn;rft';z\nognezftfhtehshsay:tzzq Functional [Intersects With Functionality CHG-06 |controls following implemented 5
and Documentation 9 P ges. Verification changes to ensure applicable

of Changes

controls operate as designed.
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[Test, validate, and document changes to the system
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€M-03(02) ;ﬁ;tggé:;ggf:t?gﬁ before finalizing the implementation of the changes. Functional |Intersects With Document Changes CHG-02.2 production environment before 5
of Changes changes are implemented in a
9 . production environment.
Configuration  [oo o0 ] ation-defined j c Se(:‘grlty, B Mechanisms exist to include a
Change Control | egulr_e[ sswgnment‘totrgam]ztatlgn— e nﬁ secfutr'l]ty oRmp_Il_ance cybersecurity and/or data N
] N land privacy representatives] to be members of the . esilience : protection representative in the
CM-03(04) Se?’Lr‘ir\lltayC;i/nd [Assignment: organization-defined configuration Functional Equal Representative for CHG-02.3 configuration change control 10
: ichange control element]. Asset Lifecycle review process.
Representatives Changes
Mechanisms exist to govern
Configuration Ensure that cryptographic mechanisms used to provide assets involved in providing
-~ Change Control | |the following controls are under configuration " Cryptographic g cryptographic protections
CM-03(06) Cryptography management: [Assignment: organization-defined Functional Equal Management CHG-02.5 according to the organization's 10
Management icontrols]. configuration management
processes.
/Analyze changes to the system to determine potential Security Impact MSC":)E;;I;T;:VIXIZ;Cg)ranii‘/eznetial
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 Eeczrity impac?s priorpto the 10
[mplementation. Changes implementation of the change.
Mechanisms exist to manage
separate development, testing
/Analyze changes to the system in a separate test Separation of and operational environments to
Impact Analyses | |environment before implementation in an operational Development, reduce the risks of unauthorized
CM-04(01) Separate Test  |environment, looking for security and privacy impacts Functional Equal Testing and TDA-08 |access or changes to the 10
Environments due to flaws, weaknesses, incompatibility, or Operational operational environment and to
intentional malice. Environments lensure no impact to production
'Technology Assets, Applications
and/or Services (TAAS).
Mechanisms exist to define,
Access Restrictions Define, document, approve, and enforce physical and Governing Access :g§g£izitzggg%\;eazzgc?:tf:czce
CM-05 logical access restrictions associated with changes to Functional |Intersects With Restriction for END-03.2 [°* 5
for Change the system Change with changes to Technology
Y : g |Assets, Applications and/or
Services (TAAS).
echanisms exist to enforce
. Define, document, approve, and enforce physical and . configuration restrictions in an
CM-05 Accizi Eﬁztnncetlons logical access restrictions associated with changes to Functional |Intersects With Accﬁgf g:;:‘ncenon CHG-04 |effort to restrict the ability of 5
9 the system. 9 users to conduct unauthorized
changes
Access ResTrCtions |, "¢ 1o ce access restrictions using [Assignment: Mechanisms exist to perform
CM-05(01) Automohal 98 es [organization-defined automated mechanisms; andb. Functional Equal Auéirfgx:ﬁéﬁﬁss CHG-04.1 |Per-the-fact reviews of 10
E /Automatically generate audit records of the a - -% |configuration change logs to
IXO(V;FF'TE"( gnd enforcement actions. Auditing discover any unauthorized
udit Recor
CM-05(02) N/A Withdrawn Functional | oo N/A N/A N/A p  [PutiEm R USre? Ei
CM-05(03) N/A Withdrawn Functional Relat?é‘nship N/A N/A N/A o |PEdEmmRhNErER SBEs B
Access Restrictions |a. Limit privileges to change system components and Mechar\isms exist to limit
for Change | isystem-related information within a production or Permissions To _operatlona_\ privileges for
CM-05(05) Privilege Limitation operational environment; andb. Review and reevaluate| Functional Equal |mplement Changes| CHG-04.4 implementing changes. 10
for Production and |privileges [Assignment: organization-defined P 9
Operation frequency].
- & =)
icomponents employed within the system that reflect
the most restrictive mode consistent with operational " :
requirements using [Assignment: organization-defined Z/I:cc:r:r;ﬁgﬂasnzxrﬁ;itlgtgiivse(l_oczvre
icommon secure configurations];b. Implement the baseline configurations for
Configuration configuration settings;c. Identify, document, and Secure Baseline 'Technology Asgsets Applications
CM-06 Settings approve any deviations from es_tabl_lshed c_onﬁgurat\cn Functional |Intersects With Configurations CFG-02 and/or Services (TAAS) that are 5
settings for [Assignment: organization-defined system consistent with industry-
icomponents] based on [Assignment: organization- accepted system hardeymn
defined operational requirements]; andd. Monitor and standpards Y 9
icontrol changes to the configuration settings in .
laccordance with organizational policies and
- o =)
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the : :
Configuration configuration settings;c. Identify, document, and Approved gasescer;asnr'izr:zsslgt t?g[zcgr;:':'
CM-06 9 approve any deviations from established configuration | Functional |Intersects With|  Configuration CFG-02.7 e pprove Yy 5
Settings N N g " . deviations to standardized
settings for [Assignment: organization-defined system Deviations configurations
icomponents] based on [Assignment: organization- 9 .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
UTOTTaTe U T TE T TamTSTITS EATSTTo"
Configuration govern and report on baseline
Settings | Manage, apply, and verify configuration settings for Automated Central configurations of Technology
Automated [Assignment: organization-defined system " /Assets, Applications and/or
€M-06(01) Management, |components] using [Assignment: organization-defined Functional Intersects With|  Management & CFG022 |seryices (TAAS) through 5
‘ : Verification : ) :
Application, and |automated mechanisms]. Continuous Diagnostics and
Verification Mitigation (CDM), or similar
Configuration _(Take the TONOWING actions in response to unauthorized Respond To MEEREHTSHTS exist to Tespond to
X Settings | Respond |changes to [Assignment: organization-defined . . _ unauthorized changes to
CM-06(02) to Unauthorized |configuration settings]: [Assignment: organization- Functional Equal Ungrl:thorlzed CFG-02.8 configuration settings as security 10
Change: defined actionsl anges incident
la. Configure the system to provide only [Assignment: Mechanisms exist to configure
lorganization-defined mission essential capabilities]; systems to provide only essential
landb. Prohibit or restrict the use of the following capabilities by specifically
CM-07 Least Functionality (functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 |prohibiting or restricting the use 10
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, services.
and/or services].
a. Review the system [Assignment: organization- Mechanisms exist to periodically
defined frequency] to identify unnecessary and/or review system configurations to
Least Functionality | nonsecure functions, ports, protocols, software, and identify and disable unnecessary
CM-07(01) Periodic Reviewy services; andb. Disable or remove [Assignment: Functional Equal Periodic Review CFG-03.1 |and/or non-secure functions, 10
lorganization-defined functions, ports, protocols, ports, protocols and services.
software, and services within the system deemed to be
unnecessary and/or nonsecure].
Prevent program execution in accordance with
LeatFonconlty (Sleton one o more Assnment crgnizaton hutomated mechanisms exist o
CM-07(02) Pre\éigtcsiﬁjgnram lagreements regarding software program usage and Functional |Intersects With Execution SEA-06 Eiﬁﬂzﬁfiﬁ%fg Ofro rams 5
restrictions]; rules authorizing the terms and prog .
conditions of software program usage].
Prevent program execution in accordance with Mechanisms exist to configure
" [Selection (one or more): [Assignment: organization- systems to prevent the execution
Least Functionality | L L ‘ Prevent v
CM-07(02) Prevent Program defined policies, nél_es of lf:tehavlor, andfor access d Functional |Intersects With|  Unauthorized CFG-03.2 [of unauthorized software 5
Execution lagreements regarding software program usage an Software Execution programs.
restrictions]; rules authorizing the terms and
iconditions of software program usage].
a. Identify [Assignment: organization-defined software
Least Functionality | programs authorized to execute on the system];b. Mechanisms exist to explicitly
‘Authorized Yy Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / allow (allowlist / whitelist) and/or
CM-07(05) the execution of authorized software programs on the Functional Equal P Y CFG-03.3 |block (denylist / blacklist) 10

Software — Allow-
by-exception

isystem; andc. Review and update the list of authorized
software programs [Assignment: organization-defined

frequency].

Deny Applications

applications that are authorized
to execute on systems.

Secure Controls Framework (SCF)
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of
Focal Document Element (FDE) Description Relationsh
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
la. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately reflects the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
icomponents assigned to any other system;4. Is at the products, including business
System Component level of granularity deemed necessary for tracking and ljustification details;
CM-08 Inventory reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories AST-02 [(3) Is at the level of granularity 5
lachieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
laccountability]; andb. Review and update the system information deemed necessary to|
icomponent inventory [Assignment: organization- achieve effective property
defined frequency]. accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level o_f granularity deemed necessary for tracki_ng and . Compon_ent a trusted source and
CM-08 Inventor reporting; and5. Includes the following information to Functional (Intersects With Duplication AST-02.3 |accountability for approved and 5
Y lachieve system component accountability: Avoidance implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
System Component Update the inventory of system components as part of Updates During Mechanisms exist to update
cm-08(01) | 'nventory | Updates| o oot installations, removals, and system Functional Equal Installations / | AST-02.1 [2SSet inventories as part of 10
During Installation Updates " 4 Removals " |component installations,
and Removal . removals and asset upgrades.
Mechanisms exist to implement
System Component|Maintain the currency, completeness, accuracy, and Configuration and manage a Configuration
Inventor availability of the inventory of system components : Management Database (CMDB),
CM-08(02) Automaté(l using [Ass%gnment: organgat\ony»deﬁned al?tomated Functional Equal D I\tllak;\age(rgidném AST-02.9 or sirrﬁ\ar technology, to monitor 10
Maintenance mechanisms]. atabase and govern technology asset-
specific information.
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systlenmveitzg:’polnent using [Assignment: organization-defined automated Automated /Automated mechanisms exist to
Automatéd mechanisms] [Assignment: organ!zation-_deﬁned ) Unauthorized detect_and alert upon_the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional (Intersects With Component AST-02.2 |detection of unauthorized 5
Component unauthorized cor_nponents are detected: [Selection Detection lhardware, software and firmware
Detection (one or more)_: disable network access by such components.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systler:necn(igvrponent using [Assignment: organization-defined automated
AL‘l/tomaté(l mechanisms] [Assignment: organ!zation—_deﬁned . Software Mechanisms exist to gene_rate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional (Intersects With Installation Alerts END-03.1 |alert when new software is 5
Component unauthorized col_'nponents are detected: [Selection detected.
Detection (one or more)_: disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systler:neCn(i(r)nrponent using [Assignment: organization-defined automated Mechanisms exist to configure
At}/tomaté(l mechanisms] [Assignment: organ!zation—_deﬁned . Unauthorized systems to generate an alert
CM-08(03) Unauthorized frequency]; andb. Take the following actions wh'en Functional [Intersects With Installation Alerts CFG-05.1 yvhen thg unauthorlzed' 5
Component unauthorized components are detected: [Selection installation of software is
Detection (one or more)v: disable network access by ‘such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
System Component|Include in the system component inventory ;iz;gp:glet:ef ?nadr::,?asgéltlon
Inventory information, a means for identifying by [Selection (one " Accountability
CM-08(04) Accountabililty lor more): name; position; role], individuals responsible Functional Equal Information AST-03.1 ;ecisrg?r:?tz‘r?r/:;i::ttsata)lsepfgrrt of 10
Information land accountable for administering those components. the technology asset inventory
o : No \Withdrawn in NIST SP 800-53 R5
CM-08(05) N/A Withdrawn Functional | o ationshi N/A N/A N/A 0
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration _devel_opment life cycle anq fo!' managing _the . Configuration I\_llechanisms gxist to fac_ilitate‘the
CM-09 Management Plan configuration of the configuration items;c. Defines the | Functional Subset Of Management CFG-01 | implementation of configuration 10
configuration items for the system and places the Program management controls.
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
from unauthorized disclosure and modification.
Develop, document, and implement a configuration Mechanisms exist to ensure
management plan for the system that:a. Addresses stakeholders are made aware of
roles, responsibilities, and configuration management and understand the impact of
processes and procedures;b. Establishes a process for proposed changes.
identifying configuration items throughout the system
Configuration deve_lopmgnt life cycle apd for_ma_naging the . . Sta_lfehqlder
CM-09 Management Plan iconfiguration of the configuration items;c. Defines the Functional (Intersects With Notification of CHG-05 5
iconfiguration items for the system and places the Changes
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorized disclosure and modification.
@ USE SUTWATE alTu- a5SUtiatet quCUTTTeTtator 1T
laccordance with contract agreements and copyright
laws;b. Track the use of software and associated : ;
Software Usage documentation protected by quantity licenses to Software Usage leoefgvr\::?:s’;sage:If;sttoriiagonr;io
CM-10 R P icontrol copying and distribution; andc. Control and Functional Equal P CFG-04 " . 10
estrictions document the use of peer-to-peer file sharing Restrictions comply with appllcable_ contract
technology to ensure that this capability is not used for| agreements and copyright laws.
the unauthorized distribution, display, performance, or
ranradiiction of inhtad
Software Usage | Establish the following restrictions on the use of open- Open Source Mechanisms exist to establish
CM-10(01) Restrictions | Open-| source software: [Assignment: organization-defined Functional Equal pSoftware CFG-04.1 |parameters for the secure use of 10
source Software restrictions]. open source software.
a. Establish [Assignment: organization-defined policies]
U ed go}/erning ftthe insta\latli‘on of sof‘tware ﬁy usirs;hb. Prohibit Installation Autgl;\atedftmechanisrrllls exist to
ser-installes nforce software installation policies through the : : o rohibit software installations
CM-11 Software following methods: [Assignmepnt: orgamzat?on-deﬁned Functional Intersects With Wlthogtt Ptr\vlleged END-03 \Fl’vithout explicitly assigned 5
methods]; andc. Monitor policy compliance atus privileged status.
[Assignment: organization-defined frequency].
la. Establish [Assignment: organization-defined policies] Mechanisms exist to restrict the
led go}/erning ;the insta\latli‘on of sof‘tware Ey us?‘rsiwb. lled o aees ©
User-installe Enforce software installation policies through the . User-Installe install unauthorized software.
CM-11 Software following methods: [Assignment: organization-defined Functional  Intersects With Software CFG-05 5
methods]; andc. Monitor policy compliance
[Assignment: organization-defined frequency].
n : No \Withdrawn in NIST SP 800-53 R5
CM-11(01) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
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ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational . " .
lentities, and compliance; andb. Is consistent with ?:gfr?gsggnf;;f;;ferz\"ew the
lapplicable laws, executive orders, directives, Resilienc’e Program (SCRP)
pol ; ;eguladtions, poflicifs, star}ldards,land guide\inefs;handz, L:’e';iodic fR;view & including policies, standard's and
olicy an: rocedures to facilitate the implementation of the : ate of Security, i .
CP-01 Proce);ures icontingency planning policy ar’\ad the associated Functional  Intersects With pCompliance & Y| Gov-03 prqfcequr%s, attplhanned mtervatls 5
icontingency planning controls;b. Designate an Resilience Program g;\;usrleg?r:e?fgurftiﬁgﬁwegs occurto
[Assignment: organization-defined official] to manage suitability, adequacy and
the development, documentation, and dissemination of| effectiveness
the contingency planning policy and procedures; andc. .
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
Chosgmen.cgeniaton dehoci persomnl o Mechanisms it o fcliate re
roles]:1. [Selection (one or more): Organization-level; lf{;ﬁ:ﬁﬂgef\ctg:;glgftg?‘?lmgeif;cyre
Mission/business process-level; System-level] Ees\lie‘nthechnology Asspets Y
icontingency planning policy that:a. Addresses purpose, A "
iscope, roles, respo(;\sibilities, management \ f\Tp:A'Sc)affgs acr:)dnlfi;sii;v(\)cfes
icommitment, coordination among organizationa g
entiltiesl,)lan‘d compliance; anddb. Is zonsistent with gl?seirl;aet‘szncso':tai:l}i(é)?gpt))ig;ster
lapplicable laws, executive orders, directives,
poli ’ ;eguladtions,tp?\cwﬁ, tstatr}lcla_rds,I and gtuitdehnefst;handz, Business Continuity Recovery (BC/DR) playbooks).
olicy an rocedures to facilitate the implementation of the .
CP-01 Procedures icontingency planning policy and the associated Functional Subset Of Matnagegﬁel\;lvt BCD-01 10
icontingency planning controls;b. Designate an System (BCMS)
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
ISR Rt iffatRbeanisee'd
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
CP-01 Procedures icontingency planning policy and the associated Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
N o izptinn, daEinad. s51
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
and business functions despite a system disruption,
compromise, or failure;5. Addresses eventual, full
Isystem restoration without deterioration of the controls|
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed . . -
and approved by [Assignment: organization-defined Mifnchlzr%ir:fafiﬂzt;:cf;:;‘“r:a;enéhe
personnel or roles];b. Distribute copies of the Iaﬁnin controls to hel egnsurye
contingency plan to [Assignment: organization-defined Busi P P 'ing P
: key contingency personnel (identified by name and/or . usiness Continuity resilient Technology Assets,
CP-02 Contingency Plan b " . Functional Subset Of Management BCD-01 Applications and/or Services 10
y role) and organizational elements];c. Coordinate System (BCMS) (TAAS) (e.g., Continuity of
contingency planning activities with incident handling Y o erationg Plan (COOP); or
activities;d. Review the contingency plan for the Busﬁ\ess Continuity & Disaster
system [Assignment: organization-defined Recovery (BC/DR) playbooks)
frequency];e. Update the contingency plan to address vy play! :
changes to the organization, system, or environment
of operation and problems encountered during
contingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission . .
and business functions despite a system disruption, Mce;:é’:'ser?‘i ex'lztntsod‘t‘;dfge
compromise, or failure;5. Addresses eventual, full chz?n esyapffectm N
isystem restoration without deterioration of the controls ) Peop\g (e.g pers%nnel
originally planned and implemented;6. Addresses the char{gé’s)'
sharing of contingency information; and7. Is reviewed N
and approved by [Assignment: organization-defined (2(1rpgzcczfns?msis(;.gﬁ'er(;e[:\as?gt:;:d
personnel or roles];b. Distribute copies of the practices, including third-party
continge(vcy plan to [Assignment: vo‘rganization-deﬁned Ongoing ' services)
CP-02 Contingency Plan Ki);, ?g""et;r;%ednggzﬁiggzﬁIﬁ}'gg‘;’gﬁgfz nCaon(:rediar:‘adt/eor Functional [Intersects With Contingency BCD-06 (3) Technologies (e.g., new, 5
contingency planning activities with incident handling Planning alteredtorhdeclon'_\m\)s.smned
activities;d. Review the contingency plan for the (4) Data (eecgnocgg:fgse's to data
system [Assignment: organization-defined flows and/o‘r aata repositories);
frequency];e. Update the contingency plan to address (5) Facilities (e.g., new altereci
changes to the organization, system, or environment or decomm\ss}io‘l’wed pi1ysica|
of operation and problems encountered during infrastructure); and/or
contingency plan implementation, execution, or (6) Feedback from Eontmgency
testing;f. Communicate contingency plan changes to lan testing activities
[Assignment: organization-defined key contingency P 9 "
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
- - Mechanisms exist to coordinat
Contingency Plan | : : " . " contingency plan development
CP-02(01) Coordinate with or gg;ﬁ‘i:itael Z?::;ggtesnfgspIoa:swdbel\e/ef::?rprrglea:;;\”tlgns Functional Equal ngg’;ggt;;vr:;h BCD-01.1 with internal and external 10
Related Plans 9 P P . elements responsible for related
plan:
Mechanisms exist to conduct
Conduct capacity planning so that necessary capacity can;;a;ggagla?:w;gc;o Fgft
CP-02(02) Contingency Plan | | for information processing, telecommunications, and Functional Equal Capacity Planning CAP-03 informatign pfoces\éing 10
Capacity Planning environmental support ex_ists during contingency telecommunications ana
operations. environmental support will exist
during contingency operations.
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Contingency Plan |
Resume Mission

Plan for the resumption of [Selection (one): all;
lessential] mission and business functions within

Resume All Missions|

Mechanisms exist to resume all
missions and business functions

time period] when the primary telecommunications
Icapabilities are unavailable at either the primary or

alternate processing or storage sites.

CP-02(03) and Business  [[Assignment: organization-defined time period] of Functional |Intersects With &;:Bust\_ness BCD-02.1 \within Recovery Time Objectives 5
Functions lcontingency plan activation. unctions (RTOs) of the contingency plan's
- - - Mechanisms exist to resume
oy | omngeney o [ ot et o et oner ot || L nesmesssentr | Tescetarmedorsana e |
-02(03) and Business  |[Assignment: organization-defined time period] of unctional |Intersects Witl ISSIOFrL]lictiorlgmess e duer%c:le%nfirvnvg plgriaor:io(:fganlzatlon—
Functions icontingency plan activation. . continaency plan activation -
8 a o \Withdrawn in NIST SP 800-53 R5
CP-02(04) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Mechanisms exist to continue
Contingency Plan | Plan for the continuance of [Selection (one): all; essential missions and business
Continue Mission lessential] mission and business functions with minimal Continue Essential functions with little or no loss of
CP-02(05) and Business lor no loss of operational continuity and sustains that Functional Equal Mission & Business | BCD-02.2 |operational continuity and 10
Functions icontinuity until full system restoration at primary Functions sustain that continuity until full
processing and/or storage sites. system restoration at primary
processing and/or storage sites.
Mechanisms exist to identify and
" document the critical Technology
Contingency Plan | \dentify criti : : N . : A
2 L y critical system assets supporting [Selection . Identify Critical /Assets, Applications, Services
CP-02(08) Idenggysectrsltlca\ (one): all; essential] mission and business functions. Functional Equal ssets BCD-02 and/or Data (TAASD) that 10
support essential missions and
business functions.
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
" of assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 Coprt;?ngiﬁncy \When required by system changes; and3. [Assignment:| Functional Equal CO.P:E‘?r?iﬁncy BCD-03 |applicable stakeholders in their 10
9 lorganization-defined frequency] thereafter; andb. 9 contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to incorporate
Contingency Incorporate simulated events into contingency training simulated events into
CP-03(01) Training | Simulated|to facilitate effective response by personnel in crisis Functional Equal Simulated Events | BCD-03.1 |contingency training to facilitate 10
Events situations. effective response by personnel
in crisis situations.
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis| Root Cause Analysis (RCA) and
CP-04 Testin the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
9 [Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
a. Test the contingency plan for the system . .
[Assignment: organization-defined frequency] using gif?z:'j;gfﬁ:;ig’e;otzduq
" the following tests to determine the effectiveness of : " |
CP-04 Contl_nl'rvgency Plan lihe plan and the readiness to execute the plan: Functional |Intersects with|, contingency Plan | gep o,  |evaluate the contingency plan's 5
esting ) PR ; Testing & Exercises effectiveness and the
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective exgecute the plan
actions, if needed. pan.
Contingency Plan coord | N coord . Mechanisms elxist to coordinste
: : oordinate contingency plan testing witl " oordinated Testing contingency plan testing wit
CP-04(01) Tvevisttlgnr%e‘l;:t(;?jrgll;zge lorganizational elements responsible for related plans. Functional Equal with Related Plans BCD-04.1 internal and external elements 10
responsible for related plans.
Mechanisms exist to test
[Test the contingency plan at the alternate processing ;Eg;g%%gézg;st aslitteersﬂtaote
Contingency Plan [site:a. To familiarize contingency personnel with the Alternate Storage & both ?amihparize contgin enc
CP-04(02) Testing | Alternate [facility and available resources; andb. To evaluate the Functional Equal P h S’tg BCD-04.2 | with the f: .cft Y d 10
Processing Site  |capabilities of the alternate processing site to support rocessing sites personne; wi @ facility an
n : evaluate the capabilities of the
contingency operations. alternate processing site to
support contingency operations.
a. Establish an alternate storage site, including g’l‘?ecn‘aar;s:’;;ﬁ?;ﬁ:ﬁ;g?“m an
necessary agreements to permit the storage and N
cP-06 Alternate Storage |etrieval of system backup information; andb. Ensure | Functional Equal Alternate Storage | gp.gg  [INCludes both the assetsand 10
€ that the alternate storage site provides controls € theecesits)?aéeagnedereiovser; gfe
lequivalent to that of the primary site. system backup information.
Mechanisms exist to separate
Alternate Storage |ldentify an alternate storage site that is sufficiently Separation from the alternate storage site from
CP-06(01) Site | Separation |separated from the primary storage site to reduce Functional Equal Primary Storage BCD-08.1 |the primary storage site to 10
from Primary Site |susceptibility to the same threats. Site reduce susceptibility to similar
threﬁls
Alternate Storage . i i Mechanisms exist to facilitate
Site | Recovery IConfigure the alternate storage site to facilitate Recovery Time / recovery operations in
CP-06(02) Time and Recovery recovery operations in accordance with recovery time Functional [Intersects With| Point Objectives BCD-01.4 |accordance with Recovery Time 5
Point Objectives land recovery point objectives. (RTO / RPO) Objectives (RTOs) and Recovery
Point Obiectives (RPOs)
Identify potential accessibility problems to the mﬁ?g:{‘elsgiei’;zﬁ ta?:éiigitt;fﬁ’itaynd
CP-06(03) Alternate Storage alternate storage site in the event of an area-wide Functional Equal Primary Storage | gcp gg.2 [problems to the alternate 10
Site | Accessibility :lcstgggglon or disaster and outline explicit mitigation Site Accessibility Storage sites in the event of an
. area-wide disruption or disaster.
T CSTEUTSTT AT AT T TaTe PTUTESSTITYSTre, TICTuaTTy
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery| Mechanisms exist to establish an
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 provides security measures 10
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
Alternate i i = i i - ) Mechanisms exist to separate
Processing Site | Identify an alternate processing site that is sufficiently Separation from the alternate processing site
CP-07(01) Separation from separatgd from the primary processing site to reduce Functional Equal Primary Ffrocessing BCD-09.1 [from the primary processing s!te 10
Primary Site Isusceptibility to the same threats. Site Eg redtuce susceptibility to similar
reats
Mechanisms exist to identify and
mitigate potential accessibility
Alternate Identify potential accessibility problems to alternate Alternate problems to the alternate
CP-07(02) Processing Site | |processing sites in the event of an area-wide disruption| Functional Equal Processing Site BCD-09.2 |processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility mitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
Develop alternate processing site agreements that prlorlty-of—servwcg provisions in
CP-07(03) Procescing site | [contain priority-of-service provisions in accordance Functional Equal Alternate Site | g oo o [BHeTot Proceseing A s 0| 10
Priority ofgServwce gli)tre\cat;/‘/aeilsa)bility requirements (including recovery time a Priority of Service : requirementg,pincluding Yy
d : Recovery Time Objectives
(RTOs).
Mechanisms exist to prepare the
Alternate Prepare the alternate processing site so that the site :lferg?tteegggﬁﬁzf‘ggisz:;ir::tnedm
CP-07(04) Processing Site | |can serve as the operational site supporting essential Functional Equal Preparation for Use | BCD-09.4 bugi‘;\ess functions so that the 10
Preparation for Use |mission and business functions. alternate site is capable of being
used as the primary site.
Establish alternate telecommunications services, Mechanisms exist to reduce the
including necessary agreements to permit the likelihood of a single point of
resumption of [Assignment: organization-defined Telecommunication failure with primary
Telecommunication [system operations] for essential mission and business : telecommunications services.
cp-08 s Services functions within [Assignment: organization-defined Functional  lintersects With :vsa?lgl‘)\chetsy BCD-10 5
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service agreements that contain priority-of-service : to formalize
" A f o ’ primary and alternate
Telecommunication|[Provisions in accordance with availability requirements telecommunications service
: < |(including recovery time objectives); andb. Request Telecommunication . .
s Services | Priority PO f P . L agreements contain priority-of-
CP-08(01) of Service [Telecommunications Service Priority for all Functional Equal s Priority of Service| BCD-10.1 service provisions that support 10
Provisions telecommunications services used for national security Provisions ava\labiﬁt requirements. PP
lemergency preparedness if the primary and/or includin Kecgver Time'
alternate telecommunications services are provided by Objectivges (RTOs)y
Telecommunication [Obtain alternate telecommunications services to Telecommunication :i;f;l;ﬁ;;;‘:;f aexslisnt tlz reoc‘l:tc(e;ftne
CP-08(02) s Services | Single |reduce the likelihood of sharing a single point of failure| Functional |Intersects With s Services BCD-10 failure with prima?y p 5
Points of Failure |with primary telecommunications services. Availability telecommunications services,
Telecommunication Mechanisms exist to obtain
s Services | Obtain alternate telecommunications services from Separation of alternate telecommunications
h " f h . " services from providers that are
CP-08(03) Separation of providers that are separated from primary service Functional Equal Primary / Alternate | BCD-10.2 | ‘(0o rve 4 from primary service 10
Primary and providers to reduce susceptibility to the same threats. Providers p.d to red P ry tibilit
Alternate Providers PO e same threate
Telecommunication :‘e:I?geu:?03';('1":2'{03L‘gVaeltcellj':gt}z;enls;:%rgn;;rgl.csgeir;v E/Ioenct?:&izgls —erxeistjitl?e external
s Services | provider contingency plans to ensure that the plans Provider service prov)i/dercsl to have
CP-08(04) : meet organizational contingency requirements; andc. Functional Equal : BCD-10.3 : 10
Provider Obtain evidence of contingency testing and training by Contingency Plan contingency plans that meet
Contingency Plan providers [Assignment: organization-defined orgamzatlol:al contingency
frequency]. requirements.
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
icomponents] [Assignment: organization-defined . "
frequency consistent with recovery time and recovery :liﬁ?;:'sgasciﬁ'sgffziaate
point objectives];b. Conduct backups of system-level softwaregandlorps stem irrv1a es
information contained in the system [Assignment: s well as verify tﬁe mtegritg of’
CP-09 System Backup orgamzatlpn-deﬁned frequency Ccns!Stent W'_th Functional |Intersects With Data Backups BCD-11 |these backups, to ensure the 5
recovery time and recovery point objectives];c. availability of the data to satisf
(Conduct backups of system documentation, including A I Y
: N Recovery Time Objectives (RTOs)
Isecurity- and privacy-related documentation and Recovery Point Objectives
[Assignment: organization-defined frequency (RPOS) Y d
consistent with recovery time and recovery point .
lobjectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Mechanisms exist to routinely
SysTt:STirl‘Sacfl;:p | Test backup information [Assignment: organization- Testing for test backups that verify the
CP-09(01) Rehabwli? and defined frequency] to verify media reliability and Functional Equal Reliability & BCD-11.1 |reliability of the backup process, 10
Y information integrity. Integrity as well as the integrity and
Integrity
Mechanisms exist to utilize
System Backup | |Use a sample of backup information in the restoration Test Restoration sampling of available backups to
CP-09(02) Test Restoration [of selected system functions as part of contingency Functional Equal Usi : BCD-11.5 |test recovery capabilities as part 10
> ; € sing Sampling ’ >
Using Sampling  [plan testing. of business continuity plan
testing,
Mechanisms exist to store
System Backup | IStore backup copies of [Assignment: organization- backup copies of critical software
Sé’ arate Storap e defined critical system software and other security- Separate Storage and other security-related
CP-09(03) pfor Critical 9€ lrelated information] in a separate facility or in a fire Functional Equal for Critical BCD-11.2 (information in a separate facility 10
Information rated container that is not collocated with the Information or in a fire-rated container that is
loperational system. not collocated with the system
being backed up.
System Backup | Transfer system backup information to the alternate Transfer to Z?cfll'(:pedsaitts ;(t) ;hljeatae\ttehrgta?se
CP-09(05) Transfer to storage site [Assignment: organization-defined time Functional Equal Alternate Storage | BCD-11.6 cal ?ab\e of meeting both 10
Alternate Storage | period and transfer rate consistent with the recovery a Site 9 . Recove’?’y Time Objectiges (RTOs)
Site time and recovery point objectives]. and Recovery Point Objectives
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
System Recover system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 an{j Reconstitutioyn organization-defined time period consistent with Functional [Intersects With| Services (TAAS) BCD-12 Assets, Applications and/or 5
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or|
Mechanisms exist to facilitate the|
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recoven isystem to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 an{i Reconstitutioyn lorganization-defined time period consistent with Functional |Intersects With Management BCD-01 |Applications and/or Services 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recover isystem to a known state within [Assignment: Recovery Time / recovery operations in
CP-10 anyd Reconstitutioyn lorganization-defined time period consistent with Functional [Intersects With| Point Objectives BCD-01.4 |accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) Objectives (RTOs) and Recovery
disruption. compromise. or failure. Point Qhiectives (RPQS),
REat trze
specialized backup mechanisms
System Recovery that will allow transaction
g and Reconstitution [[Implement transaction recovery for systems that are y Transaction . recovery for transaction-based
CP-10(02) Transaction transaction-based. Functional Equal Recovery BCD-12.1 'Technology Assets, Applications 10
Recovery and/or Services (TAAS) in
accordance with Recovery Point
PetfdismPeRst o restore
'Technology Assets, Applications,
System Recover Provide the capability to restore system components Services and/or Data (TAASD)
ané’ Reconstitutioz | within [Assignment: organization-defined restoration Restore Within Time| within organization-defined
CP-10(04) =~ lltime periods] from configuration-controlled and Functional Equal . BCD-12.4 |restoration time-periods from 10
Restore Within Time| - d inf : Pt Period fi : lled and
Period |ntegn§y-pmtecte information representing a known, con gyratlon-contr@ led and
loperational state for the components. integrity-protected information;
representing a known,
i ctata for tha accat
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . . .
consistent with applicable laws, executive orders, g:cc:r??'srcﬂ:mex;isat;gerzwew the
directives, regulations, policies, standards, and Resilierzlée Propram (SCRP)
guidelines; and2. Procedures to facilitate the Periodic Review & includi i 9 4 d d
Policy and implementation of the identification and authentication . | ith Update of Security, inclu é"g po 'ct'ef' Staré ‘art S anl
1A-01 Procedures policy and the associated identification and Functional  Intersects Wit Compliance & GOV-03 g:oifa:i li]riiiscvaitzr?;:eeslgcimatz 5
lauthentication controls;b. Designate an [Assignment: Resilience Program ensuregtheir contmuign
lorganization-defined official] to manage the suitability, adequac agnd
development, documentation, and dissemination of the ility, quacy
N Ay H effectiveness.
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) 1AC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, imaintain and disseminate
Policy and implementation of the identification and authentication . Compliance & policies, standards and
14-01 Procedures policy and the associated identification and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identification and Uniquely identify and authenticate organizational users \dentification & identify and centrally
1A-02 Authentication land associate that unique identification with processes | Functional Equal Authentication for IAC-02 [Authenticate, Authorize and 10
(organizational acting on behalf of those users. Organizational /Audit (AAA) organizational users
Users) ) Users and processes acting on behalf of]
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
Identification and |Authentication (MFA) for:
(Authent\cation‘ | i n . Multi-Factor g; Rre;rndote networl; aclcess;
organizationa Implement multi-factor authentication for access to " R Third-party Technology
1A-02(01) Users) | Multi-factor|privileged accounts. Functional lintersects With| Authentication IAC-06 Assets, Applications and/or 5
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to : Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional [intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
Authentication to privileged accounts.
Privileged Accounts
VIeChanisms exist to Tt the use
of commercially-provided
. Information Assurance (IA) and
IdAestt;‘féi‘at‘tlczr;iszd ) IA-enabled IT products to those
(organizational |Implement multi-factor authentication for access to Information products that have been
1A-02(01) Users) | Multi-factor [privileged accounts, Functional [Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Authentication to . Products National Information Assurance
Privileged Accounts partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated ar NSA-anoroved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication Out-of-Band Multi- for access to privileged and non-
(organizational |[Implement multi-factor authentication for access to . N privileged accounts such that
1A-02(01) Users) | Multi-factor|privileged accounts. Functional |Intersects With A hFact_or . IAC-06.4 |16 of the factors is 5
Authentication to uthentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to : Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional [intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
oot : oot Network Access to oAt
(organizational Implement multi-factor authentication for access to . M Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor privileged accounts. Functional Intersects With NOR'PrIVIIiged IAC-06.2 | 4 thenticate network access for 5
Authentication to ccounts non-privileged accounts.
Privileged Accounts
Identification and /Automated mechanisms exist to
éhrlthael'?t‘actag::\ Implement multi-factor authentication for access to Hardware Token- ensure organization-defined
1A-02(01) Usersg) | I\lllzult‘i-factor prisileged acc\:)u‘nts N catt Functional |Intersects With Based IAC-10.7 |token quality requirements are 5
Authentication to . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
Mechanisms exist to Tmit the use
of commercially-provided
Identification and Information Assurance (IA) and
Authentication IA-enabled IT products to those
(organizational " Information products that have been
1A-02(02) Users) | Multi-factor Iﬂ";ﬁ!e??\fi?et m;lt\—facto{ authentication for access to Functional [Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Authentication to P ged accounts. Products National Information Assurance
Non-privileged partnership (NIAP)-approved
Accounts Protection Profile or the
cryptographic module is FIPS-
alidated or NS, aved
Identification and
Authentication . : . .
(organizalt\‘ofna\ Implement multi-factor authentication for access to : Network Aﬁcess © yaecctg?rxinsere\:ilcseftfgnu(tl‘\”éf\lwtlgm
1A-02(02) Uzers) | N_Iu tl_— actor non-privileged accounts. Functional [Intersects With| Non-Privileged IAC-06.2 authenticate network access for 5
uthentication to Accounts non-privileged accounts
Non-privileged .
Accounts
e Mechanisms exist to implement
Id::tt'l’fécnat‘tlcoar;isrr]\d Multi-Factor Aut_h_entication (MFA)
(organizational | ti-F h ion f Out-of-Band Multi- for a“ccess to privileged sng non-
1A-02(02) Users) | Multi-factor|/MmPlement multi-factor authentication for access to Functional |Intersects With Factor IAC-06.4 |Privileged accounts such that 5
Authentication to non-privileged accounts. Authentication one of the factors is
Non-privileged |nde_pendent|y provided by a
Accounts deylce separate from the system
being accessed.
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M of
FDE Name Focal Document Element (FDE) Description Relai " Relationsh

Identification and

Authentication /Automated mechanisms exist to
(organizational y . Hardware Token- ensure organization-defined
1A-02(02) Users) | Multi-factor :Eg!ewfi?et newéjI;wcfcachlth;Sauthent\catlon for access to Functional (Intersects With Based IAC-10.7 [token quality requirements are 5
Authentication to P 9 ) Authentication satisfied for hardware token-
Non-privileged based authentication.
Accounts
Identification and Mechanisms exist to utilize Multi-
Authentication Factor Authentication (MFA) to
(organizational ¥ : authenticate network access for
1A-02(02) Users) | Multi-factor [mplement multi-factor authentication for access to Functional |Intersects With Network Access to IAC-06.1 |privileged accounts. 5

Authentication to non-privileged accounts. Privileged Accounts

Non-privileged
Accounts

/Automated mechanisms exist to
L enforce Multi-Factor
Identification and /Authentication (MFA) for:
Authentication
(1) Remote network access;

(organizational | et multi-factor authentication for access to Multi-Factor (2) Third-party Technology

1A-02(02) Users) | I\{Iultl_-factcr non-privileged accounts. Functional [Intersects With| Authentication IAC-06 lAssets, Applications andjor 5
Authentication to (MFA) Servi TAAS): and
Non-privileged ervices (TAAS); and/or
Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
énl:ghairi‘i:t?slr?;\ Mechanisms exist to utilize Multi-
1A-02(02) Users) | Multi-factor Implenje_rt m;lt\—factor authentication for access to Functional |Intersects With b Lolca\ A;c;ess to IAC-06.3 Facrt]or Auther‘\tlcalt\on (MF/fA) to 5
Authentication to |"ON-Privilege: accounts. rivileged Accounts aL[t ‘entlcate ocal access for
Non-privileged privileged accounts.
Accounts
5 n No \Withdrawn in NIST SP 800-53 R5
1A-02(03) N/A Withdrawn Functional Relationship N/A N/A N/A 0
1A-02(04) N/A Withdrawn Functional Relat’i“(;‘nship N/A N/A N/A p |HEEEmDErESEEE
Identification and
Authentication ; Mechanisms exist to require
(organizational vahE‘2523rergqa‘ﬁ?e:ltr;tesr:r;:l;tel'\ienn;il‘c/iadtgﬁlire Group individuals to be authenticated
I1A-02(05) Users) | Individual . . Functional Equal P IAC-02.1 |with an individual authenticator 10
Authentication with lauthenticated before granting access to the shared Authentication when a group authenticator is
laccounts or resources. i
Group utilized.
Authentication
Identification and
Authentication |, o ent replay-resistant authentication mechanisms ) Automated mechanisms exist to
(organizational * tion T ) Replay-Resistant !
IA-02(08) for access to [Selection (one or more): privileged Functional Equal P IAC-02.2 |employ replay-resistant 10
Users) | Access to N leged Authentication henti
Accounts — Replay laccounts; non-privileged accounts]. authentication.
Resistant
- 3 No \Withdrawn in NIST SP 800-53 R5
1A-02(09) N/A Withdrawn Functional Relationship N/A N/A N/A 0
n q No \Withdrawn in NIST SP 800-53 R5
I1A-02(11) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Id:&t;fécnat‘tlcgr;is:d Mechanisms exist to accept and
~ . /Accept and electronically verify Personal Identity " Acceptance of PIV g electronically verify
1A-02(12) (organizational Verification-compliant credentials. Functional  Intersects With Credentials IAC-02.3 organizational Personal Identity 5

Users) | Acceptance

of PIV Credentials Verification (PIV) credentials.

Mechanisms exist to uniquely
identify and centrally

Uniquely identify and authenticate [Assignment: Authenticate, Authorize and

Device P N . . Identification & N .
" Iy organization-defined devices and/or types of devices] . PN g Audit (AAA) devices before
1-03 Id:&tgf;aﬂtlcc;r;is:d before establishing a [Selection (one or more): local; Functional [Intersects With AutheDnet:Ici?;l;)n for 1AC-04 establishing a connection using 5
remote; network] connection. bidirectional authentication that
is cryptographically- based and
replay resistant.
MTaTTagE Sy STENT TUeTTUITETS Dy @ RETETVITT
e e e pechaisms exit to sty
\dentifier service, or device identifier;b. Selecting an identifier Authenticate, gﬁ\t/’f;:iztzzx;eAzfd/i\tu(tf\A:xIcate,
IA-04 Management that identifies an individual, group, role, service, or Functional (Intersects With|Authorize and Audit| 1AC-01.2 solutions, both on-premises and 5
9 device;c. Assigning the identifier to the intended (AAA) those hoéted b aanxtema\
individual, group, role, service, or device; andd. Service Provideyr (ESP)
Preventing reuse of identifiers for [Assignment: .
prataiERSRRdftitertdiferafFs tecermy
lauthorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role, Mechanisms exist to govern
\dentifier service, or device identifier;b. Selecting an identifier Identifier naming standards for usernames
IA-04 Management that identifies an individual, group, role, service, or Functional [Intersects With| Management (User | 1AC-09 [and Technology Assets, 5
9 device;c. Assigning the identifier to the intended Names) /Applications and/or Services
individual, group, role, service, or device; andd. (TAAS).
Preventing reuse of identifiers for [Assignment:
izatinn dafinad tima narindl § § §
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, gﬁ\{ﬁ;pizﬂeﬁea:ZEA?de/ixtu(t!ﬁA:gmate,
I1A-04(04) Management | |each individual as [Assignment: organization-defined Functional [Intersects With|Authorize and Audit| IAC-01.2 Solutions, both on-premises and 5
Identify User Status|characteristic identifying individual status]. (AAA) those hosted by an External
Service Provider (ESP).
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) reoc earndssr;rsij:fttiégaiils:re
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional |Intersects With Managem);nt IAC-09.1 Fnalgagement for non-consumer 5
Identify User Status|characteristic identifying individual status]. \isers and administratar
Identifier Manage individual identifiers by uniquely identifying ?:ﬂct?:glz?;saeﬂ)élsott:\oeIl'dteh?l't(;f»yal’t
I1A-04(04) Management | |each individual as [Assignment: organization-defined Functional [Intersects With|Identity User Status| IAC-09.2 Users through unique usern;)mey 5
Identify User Status|characteristic identifying individual status]. Characteristics.
rraTTergeSySTeTT TyaverTyTTgaspart - -
lof the initial authenticator distribution, the identity of zlefchelttmsr?s e);!st §° ensure
the individual, group, role, service, or device receiving ﬁ au ;“ en |cafors are
the authenticator;b. Establishing initial authenticator C antge as pa{t o _accto“nt_
icontent for any authenticators issued by the creation or system installation.
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
Authenticator  |°" compromised or damaged authenticators, and for Default
IA-05 Management revoking authenticators;e. Changing default Functional (Intersects With Authenticators IAC-10.8 5

lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when
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of
FDE Name Focal Document Element (FDE) Description Relationsh
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised g:ttgm;eedifmpeacsl;a”n‘;fys exist to
Authenticator  [passwords in I1A-5(1)(a);c. Transmit passwords only : y
1A-051 Management | |over cryptographically-protected channels;d. Store " Automated Support authenticators are su_fﬁc\ently
-05(01) P h P Functional [Intersects With For Password IAC-10.4 |strong enough to satisfy 5
assword-based [passwords using an approved salted key derivation Strength organization-defined password
Authentication  [function, preferably using a keyed hash;e. Require 9 Ier? th and com, \exitp
immediate selection of a new password upon account e ?Jirements P Y
recovery;f. Allow user selection of long passwords and q .
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of Mechanisms exist to enforce
icommonly-used, expected, or compromised passwords complexity, length and lifespan
land update the list [Assignment: organization-defined considerations to ensure strong
frequency] and when organizational passwords are criteria for password-based
isuspected to have been compromised directly or authentication.
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
Authenticator  [passwords in IA-5(1)(a);c. Transmit passwords only
Management | |over cryptographically-protected channels;d. Store " Password-Based
14-05(01) Password-based |passwords using an approved salted key derivation Functional  lintersects With| "4 thentication IAC-10.1 5
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].
For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the Mechanisms exist to:
list of commonly-used, expected, or compromised (1) Securely manage
Authenticator  |passwords in IA-5(1)(a);c. Transmit passwords only authenticators for users and
Management | |over cryptographically-protected channels;d. Store " Authenticator devices; and
1A-05(01) Password-based |passwords using an approved salted key derivation Functional Intersects With Management IAC-10 (2) Ensure the strength of 5
Authentication  [function, preferably using a keyed hash;e. Require authentication is appropriate to
immediate selection of a new password upon account the classification of the data
recovery;f. Allow user selection of long passwords and being accessed.
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
omplexity rules]
TON: L. ENTOTCe
lauthorized access to the corresponding private key;
land2. Map the authenticated identity to the account of Aultzmtatedrgjﬁecr;amzms exist to
Authenticator  |the individual or group; andb. When public key valigate certificates by
n . N . e constructing and verifying a
I1A-05(02) PMa_nagement | mfrastruc_ture (PKI) s U.SEd'l' Val_\qate_ certificates by Functional Equal PKI'BB.S(E(! IAC-10.2 [certification path to an accepted 10
ublic Key-bgsed iconstructing and verlfylrng a gertlﬁcathn path Fq an Authentication trust anchor including checking
Authentication accept_ed trust _anc‘hor, including checking certificate Certificate status information for
status information; and2. Implement a local cache of PKl-based authentication
revocation data to support path discovery and .
alidation N \Withdrawn in NIST SP 800-53 R5
. . [o] 1 wn | -.
I1A-05(03) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
o q No \Withdrawn in NIST SP 800-53 R5
|1A-05(04) N/A Withdrawn Functional Relationship N/A N/A N/tAt - 0
N Mechanisms exist to protec
I\//\I::;egr;tlmc:;tzr‘ Protect authenticators commensurate with the security Protection of authenticators commensurate
IA-05(06) Protection of category of the information to which use of the Functional (Intersects With Authenticators IAC-10.5 |with the sensitivity of the 5
Authenticators lauthenticator permits access. information to which use of the
authenticator permits access,
Authenticator Mechanisms exist to ensure that
Management | No |Ensure that unencrypted static authenticators are not No Embedded unencrypted, static
IA-05(07) Embedded lembedded in applications or other forms of static Functional Equal Unencrypted Static | IAC-10.6 |authenticators are not embedded 10
Unencrypted Static [storage. Authenticators in applications, scripts or stored
Authenticators on function keys.
AUThenticator Ny — - - VEChanisms exist to uniquely
Implement [Assignment: organization-defined security P e
IA-05(08) MMar!agement | icontrols] to manage the risk of compromise due to Functional |Intersects With Prlvl\eged_ /_\ccount IAC-09.5 [manage privileged accounts to 5
ultiple System individuals having accounts on multiple systems. Identifiers identify the account as a
Accaunts 9 ple sy : orivileaed user or service
i : No \Withdrawn in NIST SP 800-53 R5
IA-05(11) - N/A Withdrawn Functional Relationship N/A N/A N/A 0
uthenticator . N
Management | Prohibit th £ cached authenticat ft Expiration of Automs_t;:_? tr}r:echamsfms ehxlzt to
1A-05(13) Expiration of rohibit the use of cached authenticators after Functional Equal Cached IAC-10.10 pronibit the use of cached. 10
Cached [Assignment: organization-defined time period]. Authenticators authenticators after organization-|
A h defined time period.
uthenticator:
Mechanisms exist to obscure the
Obscure feedback of authentication information during fe?:g?;zz;:“gzﬁggﬁt:n
Authentication the authentication process to protect the information " Authenticator h
IA-06 " P : Functional Equal IAC-11 |authentication process to protect 10
Feedback from possible explol‘tnaéliz?dlajg:ﬁsuse by unauthorized Feedback the information from possible
: exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
IA-07 Module applicable laws, executive orders, directives, policies, Functional [Intersects With Module IAC-12 applicable statutory, regulatory 5
Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
authentication. security strength.
Tmplement mechanisms for authentication to a Automated
Cryptographic cryptographic module that meet the requirements of Authentication Automated mechanisms exist to
IA-07 Module applicable laws, executive orders, directives, policies, | Functional |Intersects With Through CRY-02 enable systems to authenticate 5
Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication Module:
Mechanisms exist to uniquely
Rithentication | Uniauely identity and authenticate non-organizational ALthentication fo Authenticate, Asthorie and
IA-08 (non-organizational users or processes a_cting on behalf of non- Functional Equal Non-Organizational IAC-03 Audit (AAA) thir’d-party users and 10
Users) organizational users. Users processes that provide services
to the organization.
Identification and Mechanisms exist to accept and
Authentication electronically verify Personal
(non-organizational [Accept and electronically verify Personal Identity Acceptance of PIV Identity Verification (PIV)
IA-08(01) Users) | Acceptance |Verification-compliant credentials from other federal Functional Equal Credentials from IAC-03.1 [credentials from third-parties. 10
of PIV Credentials |agencies. Other Organizations
from Other
Agencies
Id::tt'l’fécnat‘tlcoar;i::d X /Automated mecham§ms exist to
(non-organizational a. Accept only external authentlcatqrs that are NIST- ' Acce_ptance of accept Eederal Identity,
I1A-08(02) Users) | Acceptance icompliant; andb. Document and maintain a list of Functional Equal Third-Party IAC-03.2 [Credential and Access 10
of External laccepted external authenticators. Credentials Mgnagement (FICAM)—approved
Authenticators third-party credentials.
o : No \Withdrawn in NIST SP 800-53 R5
1A-08(03) N/A Withdrawn Functional | oo otionshi N/A N/A N/A 0
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|1A-08(04)

dentification and
Authentication

(non-organizational
Users) | Use of
Defined Profile:

IConform to the following profiles for identity
management [Assignment: organization-defined
identity management profiles].

Functional

Use of FICAM-Issued|
Equal Profiles

IAC-03.3

systems to Federal Identity,
Credential and Access
Management (FICAM)-issued
profile:

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response
policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Incident Response

Subset Of Operations

IRO-01

Mechanisms exist to implement
and govern processes and
documentation to facilitate an
organization-wide response
capability for cybersecurity and
data protection-related incidents.

IR-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With IRP Update

IRO-04.2

Mechanisms exist to regularly
review and modify incident
response practices to incorporate|
lessons learned, business
process changes and industry
developments, as necessary.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Root Cause Analysis|
Intersects With| (RCA) & Lessons
Learned

IRO-13

Mechanisms exist to incorporate
lessons learned from analyzing
and resolving cybersecurity and
data protection incidents to
reduce the likelihood or impact of]
future incidents.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

IR-02

Incident Response
Training

a. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility
lor acquiring system access;2. When required by
isystem changes; and3. [Assignment: organization-
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Incident Response

Intersects With Training

IRO-05

Mechanisms exist to train
personnel in their incident
response roles and
responsibilities.

IR-02(01)

Incident Response
[Training | Simulated
Events

Incorporate simulated events into incident response
training to facilitate the required response by
personnel in crisis situations.

Functional

Equal Simulated Incidents

IRO-05.1

Mechanisms exist to incorporate

simulated events into incident

response training to facilitate

effective response by personnel
crisis sityation

IR-02(02)

TNCIGeNnt RESponse
Training |
Automated Training
Environment:

Provide an incident response training environment
using [Assignment: organization-defined automated
mechanisms].

Functional

Automated Incident
Equal Response Training
Environments

IRO-05.2

RIS HRated hethanTsms existto
provide a more thorough and
realistic incident response

rainina environm

IR-03

Incident Response
Testing

[Test the effectiveness of the incident response
icapability for the system [Assignment: organization-
defined frequency] using the following tests:
[Assignment: organization-defined tests].

Functional

Incident Response

Intersects With Testing

IRO-06

fy ent
Mechanisms exist to formally test|
incident response capabilities
through realistic exercises to
determine the operational
effectiveness of those
capabilities.
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Incident Response Mechanisms exist to coordinate
Testing ICoordinate incident response testing with . Coordination with incident response testing with
IR-03(02) CoordinationI with |organizational elements responsible for related plans. Functional Equal Related Plans IRO-06.1 organizational elements 10
Related Plans responsible for related plans.
a. Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis, Mechanisms exist to cover:
icontainment, eradication, and recovery;b. Coordinate (1) Preparation;
incident handling activities with contingency planning (2) Automated event detection or|
. . lactivities;c. Incorporate lessons learned from ongoing . . manual incident report intake;
IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
lactivities are comparable and predictable across the
organization.
Incident Handling | |Support the incident handling process using Automated Incident /Automated mechanisms exist to
IR-04(01) Automated Incident |[Assignment: organization-defined automated Functional Equal Handling Processes IRO-02.1 |[support the incident handling 10
Handling Processes [mechanisms]. process.
i i Include the following types of dynamic reconfiguration /Automated mechanisms exist to
Incident Handling | [for [Assignment: organization-defined system ' Dynamic dynamically reconfigure system
IR-04(02) Dynamic icomponents] as part of the incident response Functional Equal Reconfiguration IRO-02.3 |components as part of the 10
Reconfiguration  |capability: [Assignment: organization-defined types of incident response capability.
dvnamic reconfiguration].
Mechanisms exist to facilitate the|
Identify [Assignment: organization-defined classes of |Tplementat\tonl oftc%ntlmgency
Inci . incidents] and take the following actions in response to P planning controls to help ensure
ncident Handling | those incidents to ensure continuation of Business Continuity resilient Technology Assets,
IR-04(03) Continuity of P e : A Functional |Intersects With Management BCD-01 |Applications and/or Services 5
Operations lorganizational mission and business functions: System (BCMS) (TAAS) (e.g., Continuity of
[Assignment: organization-defined actions to take in S
response to classes of incidents] Ope_rat\ons Pla_n (_COOP)_or
. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Identify [Assignment: organization-defined classes of Mechanisms exist to identify
. " incidents] and take the following actions in response to . classes of incidents and actions
Incident Handling | |tﬂhf)‘se incidents to ensure continuation of Incident 'to take to ensure the
IR-04(03) antmul_ty of organizational mission and business functions: Functional |Intersects With Cla§5|ﬁgatlpn & IRO-02.4 continuation of organizational 5
perations [Assignment: organization-defined actions to take in Prioritization missions and business functions.
response o classes of incidents), VIECTTATTISTITS EXTST IO TPTETTTETT
Incident Handling | Implement an incident handling capability for incidents " Insider Threat .
IR-04(06) Insider Threats  |involving insider threats. Functional (Intersects With Response Capability] IRO-02.2 |and govern an insider threat 5
[Coordinate with [Assignment: organization-defined Mechanisms exist to coordinate
Incident Handling | |external organizations] to correlate and share Correlation with with approved third-parties to
|R-04(08) Correlation with  [[Assignment: organization-defined incident Functional Equal External IRO-02.5 achieve a cross-organization 10
External information] to achieve a cross-organization o P = |perspective on incident
Organizations erspective on incident awareness and more effective rganizations awareness and more effective
g persp
incident responses. incident responses.
Mechanisms exist to document,
monitor and report the status of
Situational cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 |protection incidents to internal 10
Incidents stakeholders all the way through
the resolution of the incident.
: - /Automated mechanisms exist to
Incident Monitoring h . f
| Automated [Track incidents and collect and analyze incident Trgﬂtk?:\atsgta :iﬂsatn“;tl;iest;?f:flggrhgfil‘;cg_g%
IR-05(01) Tracking, Data |information using [Assignment: organization-defined Functional Equal 9. IRO-09.1 Y n 10
Collection, and  |automated mechanisms] Collectwo_n & actual and potentlal
Ana\ysis . Analysis cybersgcur_lty _and data
protection incidents.
a. Require personnel to report suspected incidents to Mechanlsms exist to “".‘e'y‘
the organizational incident response capability within Incident report incidents to applicable:
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional (Intersects With Stakeholder IRO-10 (1) Internal stgkeholder;; 5
Report incident information to [Assignment: Reporting (2) Affected clients & third-
lorganization-defined authorities]. parties; and .
(3) Requlatory authoritie:
EN Requlre_ pe_rsonn_el t_o report suspected |n_c_|dent_s t_o Mechanisms exist to maintain
the organizational incident response capability within Regulatory & Law incident response contacts with
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional |Intersects With Enforcement IRO-14 applicable regulatory and law 5
Report incident information to [Assignment: Contacts enforcement agencies.
oraaniza&‘Lo_n-_d_eﬁugq.?uthoritie 1 .
?H Require personnefto report suspected incidents to Mechanisms exist to identify and
e organizational incident response capability within Contacts With document appropriate contacts
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With A e GOV-06 ‘ 5
i 2 n uthorities with relevant law enforcement
Report incident information to [Assignment: and requlatory bodies
oraanization-defined authorities] 9 . y = -
Incident Reporting | . " " . S /Automated mec ar_\isms exist to
IR-06(01) Automated [1ePOrt INCIdents using [Assignment: organization- Functional Equal e IRO-10.1 [assist in the reporting of 10
Reporting : cyberse_cur_lty _and data
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral| assistance to users of
Incident Response |to the organizational incident response capability, that : Incident Reportin Technology Assets, Applications
IR-07 Assistam’:)e offers ad?/ice and assistance to users of thz syst)e!m for| Functional Equal Assistalfce °| o1 and/or S%Xvices (TAApSp) for the 10
the handling and reporting of incidents. handling and reporting of actual
and potential cybersecurity and
data protection incidents.
Aemated mechanlime X0
Autoﬁz‘tsiganngsplport !ncrease_che availability of i_ncident_response . Au;;wlpiatigréiﬁg;)g?rt incident response-related
IR-07(01) for Availability of |nformat|9n and _support using [Asslgnmgnt: Functional Equal Information / IRO-11.1 |information and support. 10
Information and lorganization-defined automated mechanisms]. Support
Support
Incident Response a. Esta}blish adirect, coope(ative relationship betv{veen Mechanisms exi‘st to estgblish a
Assistance | its incident response capab_ll_lty and externa_\ providers ) Coordination With direct, cooperatlve_rela_tmnsh\p
IR-07(02) Coordination with of sysgem protgct\von capability; andb. Identify Functional Equal External Providers IRO-11.2 ‘bet.ween the organlzatlo[\.‘s 10
External Providers or%anlz?tlona_ldmcldent response team members to the |nct|dentI response capdablllty and
lexternal providers. external service providers.
a. Develop an incident response plan that:1. Provide:
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information;9. Is . : P
Incident Response | Feviewed and approved by [Assignment: organization- | Incident Response v ks avalable 2 currant and
IR-08 Plan defined personnel or roles] [Assignment: organization- | Functional Equal Plan (IRP) IRO-04 viable Incident Response Plan 10
defined frequency]; and10. Explicitly designates (IRP) to all stakeholders
responsibility for incident response to [Assignment: .
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
from unauthorized disclosure and modification
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Set Theory Relationship Mapping (STRM)

FDE Nam

Information Spillage|

IR-09 Response

Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or roles]

with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the
information spill using a method of communication not
associated with the spill;d. Isolating the contaminated
system or system component;e. Eradicating the
information from the contaminated system or
component;f. Identifying other systems or system
components that may have been subsequently
contaminated; andg. Performing the following

additional actions: [Assignment: organization-defined
1

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Sensitive /
Regulated Data
Spill Response

Intersects With

IRO-12

Mechanisms exist to respond to
sensitive/regulated data spills.

version 2026.1_x000a_03/27/2026

Information Spillage

IR-09 Response

NeSpUTTTTTTOTTTaTOTT YRS Sy oS sTg Ty
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
lorganization-defined personnel or roles] of the
information spill using a method of communication not
lassociated with the spill;d. Isolating the contaminated
isystem or system component;e. Eradicating the
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
tinncl

Functional

Sensitive /
Regulated Data
Spill Responsible
Personnel

Intersects With

IRO-12.1

Mechanisms exist to formally
assign personnel or roles with
responsibility for responding to
sensitive/regulated data spills.

IR-09(01) N/A

Withdrawn

Functional

No
Relationship b7

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

Information Spillage

1R-09(02) Response | Training

Provide information spillage response training
[Assignment: organization-defined frequency].

Functional

Sensitive /
Regulated Data
Spill Training

Equal

IRO-12.2

Mechanisms exist to ensure
incident response training
material provides coverage for
sensitive/regulated data spillage
reSPOnSR

Information Spillage|
Response | Post-
spill Operations

IR-09(03)

Implement the following procedures to ensure that
lorganizational personnel impacted by information spills
ican continue to carry out assigned tasks while
icontaminated systems are undergoing corrective
lactions: [Assignment: organization-defined
procedures].

Functional

Post-Sensitive /
Regulated Data
Spill Operations

Equal

IRO-12.3

TATISTTTS EXTSTTU eTTSuTe tTaT
organizational personnel
impacted by sensitive/regulated
data spills can continue to carry
out assigned tasks while
contaminated Technology
/Assets, Applications and/or
Services (TAAS) are undergoing

Tnformation Spillage]
Response |
Exposure to

Unauthorized
Personnel

IR-09(04)

Employ the following controls for personnel exposed to
information not within assigned access authorizations:
[Assignment: organization-defined controls].

Functional

Sensitive /
Regulated Data
Exposure to
Unauthorized
Personnel

Equal

IRO-12.4

RREERaRISMS exist To address
security safeguards for personnel
exposed to sensitive/regulated
data that is not within their
assigned access authorizations.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Maintenance

Subset Of Operations

MNT-01

Mechanisms exist to develop,
disseminate, review & update
procedures to facilitate the
implementation of maintenance
controls across the enterprise.

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Remote
Maintenance
Notifications

Intersects With

MNT-05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

Policy and

MA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Auditing Remote

Intersects With Maintenance

MNT-05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Policy and

MA-0L Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.
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FDE Nam Focal Document Element (FDE) Desci
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . .
lexecutive orders, directives, regulations, policies, Publishi : MthH’?'Sms ex.'St to FStabl'Sh'
. standards, and guidelines; and2. Procedures to u CIS '"IQJ Secu&r‘lty, mal_ln_tam atndddlsjemlréate
MA-01 :TOOIICCE);E?:S fac‘\litate éhiimplementadticn of the maintenarlmeb Functional |Intersects With oR‘E’s)illiir;cci GOV-02 S?olcc:isdrsesazez;sz:r; for secure, 5
policy and the associated maintenance controls;b. - " o ’
Designate an [Assignment: organization-defined Documentation com;)t:!lqpt and resilient
official] to manage the development, documentation, capabilities.
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
maintenance, repair, and replacement on system
lcomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of Mechanisms exist to conduct
Controlled the §¥stem or sy_stem c_omponents from organizational . Controlled controlled maintenance activities
MA-02 Maintenance facilities for off-site maintenance, repair, or Functional Equal Maintenance MNT-02 |throughout the lifecycle of the 10
replacement;d. Sanitize equipment to remove the 'Technology Asset, Application
following information from associated media prior to and/or Service (TAAS).
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined
a. Schedule, conduct, and document maintenance,
Controlled repair, and replacement actions for the system using
Maintenance |  [[Assignment: organization-defined automated Automated /Automated mechanisms exist to
MA-02(02) Automated mechanisms]; andb. Produce up-to date, accurate, and| Functional Equal Maintenance MNT-02.1 [schedule, conduct and document 10
Maintenance icomplete records of all maintenance, repair, and Activities maintenance and repairs.
Activities replacement actions requested, scheduled, in process,
land completed.
[@. APPrOVE, CONIIol, and MONITor the USe Of System Mechanisms exist to control and
. maintenance tools; andb. Review previously approved " N . f
MA-03 Maintenance Tools iyiitemd rfnaintenan]ce tools [Assignment: organization- Functional [Intersects With| Maintenance Tools | MNT-04 22{2{2;;:?:?30?;53'5@"“ 5
ehinedreauenc Mechanisms exist to inspect
Maintenance Tools |(Inspect the maintenance tools used by maintenance : maintenance tools carried into a
MA-03(01) ¢ . W Functional Equal Inspect Tools MNT-04.1 [facility by maintenance 10
Inspect Tools personnel for improper or unauthorized modifications. personnel for improper or
unauthorized modification
Maintenance Tools |[Check media containing diagnostic and test programs . . Contaming aisgrostc ong test
MA-03(02) Inspect Media gogézamhcmus code before the media are used in the Functional Equal Inspect Media MNT-04.2 orograms for malicious code 10
¥ . before the media are used.
FTEVETTT UTe TETTOVaT OT T e TTaTCe EquipTITerT — Mechanisms exist to prevent or
icontaining organizational information by:a. Verifying "
inenance Tos | EPDeTS oMo Orgasatona iommato cortaies
Prevent on t_he equlpment;_b._ Sanitizing or destroyln_g the i Preven_t contains organizational
MA-03(03) Unauthorized lequipment;c. Retaining the equipment within the Functional Equal Unauthorized MNT-04.3 information 10
Removal facility; ord. Obtaining an exemption from Removal .
[Assignment: organization-defined personnel or roles]
lexplicitly authorizing removal of the equipment from
S xfHréanamonmornonTocaT mamTenance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the Mechanisms exist to authorize,
Nonlocal security plan for the system;c. Employ strong " Remote monitor and control remote, non-
MA-04 Maintenance lauthentication in the establishment of nonlocal Functional |Intersects With Maintenance MNT-05 local maintenance and diagnostic| 5
maintenance and diagnostic sessions;d. Maintain activities.
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
5?2{“’%?' ‘ ESHPHE Mechanisms exist to require
diagnostic activities;b. Allow the use of nonlocal maintenance personnel to notify
maintenance and diagnostic tools only as consistent affected stakeholders when
with o_rganizational policy and documented in the Remote remote, non-local maintenance is
MA-04 Malntenance  [outhenticarion n he satablshment of norioca Functional |Intersects With|  Malntenance | MNT-05.2 [plannied (e.g. date/time). 5
maintenance and diagnostic sessions;d. Maintain Notifications
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
BB OB S oA BB ARG
@. Appro tenance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent Mechanisms exist to audit
\with organizational policy and documented in the remote, non-local maintenance
Nonlocal security plan for the system;c. Employ strong . Auditing Remote and diagnostic sessions, as well
MA-04 Maintenance lauthentication in the establishment of nonlocal Functional  lintersects With Maintenance MNT-05-1 |6 review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
records for nonlocal maintenance and diagnostic maintenance sessions.
activities; ande. Terminate session and network
connections when nanlacal maintenance is ¢ o ST e
- o o i -
MA-04(02) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
a. Require that nonfocal maintenance and diagnostic
services be performed from a system that implements Mechanisms exist to require
a security capability comparable to the capability Technology Assets, Applications
Nonlocal implemented on the system being serviced; orb. Remote and/or Services (TAAS)
Maintenance | Remove the component to be serviced from the Maintenance performing remote, non-local
MA-04(03) Comparable system prior to nonlocal maintenance or diagnostic Functional Equal Comparable MNT-05.6 | maintenance and/or diagnostic 10
Security and services; sanitize the component (for organizational Security & services implement a security
Sanitization information); and after the service is performed, Sanitization capability comparable to the
inspect and sanitize the component (for potentially capability implemented on the
malicious software) before reconnecting the system being serviced.
comn
Tmplement the follo@%ﬁmncumm ms to Cryptographic mechanisms exist
Ma’i\:ﬁg:f;:ée | prote;t the integrity and conﬁdentiality _of n_onlocal . Ma?:tr::;ice to _prote_ct_the integrity and
MA-04(06) Cryptographic maintenance and ghag_nostlc Fommunlcatlons:‘ Functional Equal Cryptographic MNT-05.3 conﬁdgntlallty of remote, non- 10
Protection [Assignment: organlzatlor_\-deﬁned cryptographic Protection local maintenance ar_\d diagnostic|
mechanisms] communication:
a. Establish a process for maintenance personnel Mechanisms exist to maintain a
lauthorization and maintain a list of authorized current list of authorized
maintenance organizations or personnel;b. Verify that maintenance organizations or
Maintenance non-escorted personnel perfqrmmg maincenanc_e on . AL_lchorized personnel.
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 10
landc. Designate organizational personnel with required Personnel
laccess authorizations and technical competence to
isupervise the maintenance activities of personnel who
do not possess the required access authorizations.
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Set Theory Relationship Mapping (STRM)

Maintenance
Personnel |

Focal Document Element (FDE) Description

a. Implement procedures for the use of maintenance
personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following
requirements:1. Maintenance personnel who do not
have needed access authorizations, clearances, or
formal access approvals are escorted and supervised
during the performance of maintenance and diagnostic
activities on the system by approved organizational
personnel who are fully cleared, have appropriate
laccess authorizations, and are technically qualified;

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Maintenance

Mechanisms exist to ensure the
risks associated with
maintenance personnel who do

of
Relationsh

version 2026.1_x000a_03/27/2026

MA-05(01) Individuals Without [and2. Prior to initiating maintenance or diagnostic Functional |Intersects With APersonn_eItWAthout MNT-06.1 nothha\_/e f_pproplriate access 5
Appropriate Access |activities by personnel who do not have needed access ppropriate Access fa;rm:\nézclgsnss'ac efgs:f:;gr
lauthorizations, clearances or formal access approvals, appropriatel m‘ijt‘i’ ated
all volatile information storage components within the pprop! y 9 :
Isystem are sanitized and all nonvolatile storage media
lare removed or physically disconnected from the
Isystem and secure ndb. Develop and implement
[Assignment: organization-defined alternate controls]
in the event a system component cannot be sanitized,
removed, or disconnected from the system.
Mechanisms exist to obtain
(Obtain maintenance support and/or spare parts for maintenance support and/or
[Assignment: organization-defined system " " . spare parts for Technology
MA-06 Timely Maintenancej icomponents] within [Assignment: organization-defined Functional Equal Timely Maintenance| - MNT-03 Assets, Applications and/or 10
time period] of failure. Services (TAAS) within a defined
Recovery Time Objective (RTO).
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
compliance; andb. Is consistent with applicable laws, Security, Compliance &
executive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and standards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
MP-01 Procedures facilitate the implementation of the media protection Functional |Intersects With Compliance & "l GOV-03 | procedures, at planned intervals 5
policy and the associated media protection controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 ensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of data
roles]:1. [Selection (one or more): Organization-level; protection controls.
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and standards, and guidelines; and2. Procedures to
MP-01 Procedures facilitate the implementation of the media protection Functional Subset Of Data Protection DCH-01 10
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, " : :
lexecutive orders, directives, regulations, policies, Publishi N Me_chanlsms ex_lst to _establlsh,
P ublishing Security, maintain and disseminate
Policy and istandards, and guidelines; and2. Procedures to Compliance & policies, standards and
MP-01 P facilitate the implementation of the media protection Functional (Intersects With i, GOV-02 . 5
rocedures : " n . Resilience procedures necessary for secure,
policy and the associated media protection controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined Capabilities.
official] to manage the development, documentation, P .
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined Mechanisms exist to control and
MP-02 Media Access  [types of digital and/or non-digital media] to Functional [Intersects With|  Media Access DCH-03 |restrict access to digital and non- 5
[Assignment: organization-defined personnel or roles]. digital media to authorized
Restrict access to [Assignment: organization-defined f ' Mecnanisms exIst to raciitate e
MP-02 Media Access  [types of digital and/or non-digital media] to Functional (Intersects With Mgzgpgmter?te(vé;el\ll) END-01 :?eslzren;r;t::o:;;in:igg;l\lgt 5
[Assignment: organization-defined personnel or roles]. 9 control 9
a. Mark system media indicating the distribution Mechi:r:zgi:axrl‘itet;imagzt?edla
limitations, handling caveats, and applicable security " A
MP-03 Media Marki markings (if any) of the information; andb. Exempt F ional |I with|  Media Marki DCH-04 protection re(|:|u|rem|entsdso that 5
- edia Marking [Assignment: organization-defined types of system unctional |Intersects Wit edia Marking - g tpsri_onnlg a_treta erteh t%‘_
media] from marking if the media remain within CIBSVI;BESI::dI;m a:icu;rt')fé szrc]urlizg
[Assignment: organization-defined controlled areas]. PP Yy
requirements.
Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. markings (if any) of the information; andb. Exempt . limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional |Intersects With| Automated Marking| DCH-04.1 requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
Mechanisms exist to:
(1) Physically control and
a. Physically control and securely store [Assignment: securely store digital and non-
lorganization-defined types of digital and/or non-digital digital media within controlled
media] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage |controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 |security measures; and 10
defined in MP-4a until the media are destroyed or (2) Protect system media until
sanitized using approved equipment, techniques, and the media are destroyed or
procedures. sanitized using approved
equipment, techniques and
procedure:
[ PTUTETT AT COTTrOT [ASSTYTITTET T OTgaTTZatoT=
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
lorganization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |media during transport outside of| 10
outside of controlled areas;c. Document activities P controlled areas using
lassociated with the transport of system media; andd. appropriate security measures.
Restrict the activities associated with the transport of
+ ia ¢ i
. : No \Withdrawn in NIST SP 800-53 R5
MP-05(04) N/A Withdrawn Functional Relationship N/A N/A N/A 0
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Focal Document Element (FDE) Description Rela;fonsh
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, releage out of‘orgamzétlonal Mechanisms exist to securely
icontrol, or release for reuse using [Assignment: Physical Media dispose of media when it is no
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With yDis osal DCH-08 Ionper required, using formal 5
procedures]; andb. Employ sanitization mechanisms P g # q 3 g
with the strength and integrity commensurate with the procedures.
Isecurity category or classification of the information.
a. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional (Intersects With gan't' ation DCH-09 |the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms ftizati the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
Isecurity category or classification of the information. control or release for reuse.
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment: Sanitization of Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With personal Data (PD) DCH-09.3 |sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms (PD).
with the strength and integrity commensurate with the
security category or classification of the information.
Media Sanitization | System Media Mechanisms exist to supervise,
Review, Approve, |Review, approve, track, document, and verify media . P track, document and verify
MP-06(01) Track, Document, [sanitization and disposal actions. Functional Equal DsanrlntIZ:ttll:? n DCH-09.1 system media sanitization and 10
and Verify ocumentatiol disposal actions.
y | [lest anitization equmenltjafr‘m %rrf)ceuures : Mechanisms exist to test
Media Sanitization | [[Assignment: organization-defined frequency] to " " [ :
MP-06(02) Equipment Testing :?E;re:(:‘at the intended sanitization is being Functional Equal Equipment Testing | DCH-09.2 :?:ételilztrlggteoq\‘/“eﬁ:?ye?;ailﬁe 10
gt - A Mechanisms exist to apply
Media Sanitization | portable storage devices prior to connecting such . ondestrcti o
devices to the system under the following : First Time Use estructive sanitization
MP-06(03) qu_rve(iiitiruucet;ve circumstances: [Assignment: organization-defined Functional  Intersects With Sanitization DCH-09.4 techniques to portable storage 5
a lcircumstances requiring sanitization of portable devices prior to first use.
/Apply nondestructive sanitization techniques to Mechanlsms_exls_t to sanitize
N " system media with the strength
Media Sanitization | portable storage devices prior to connecting such . and integrity commensurate with
MP-06(03) Nondestructive |[06Vices to the system under the following Functional [Intersects with|  SyStemMedia | pep o9 lihe classification or sensitivity of 5
" i tances: [Assignment: organization-defined Sanitization h " ? tivity
Techniques circums -t iy the information prior to disposal,
circumstances requiring sanitization of portable P
storage devices]. release out of organizational
control or release for reuse.
pg:table storage devices prior to connecting such Mechanisms exist to facilitate the|
Media Sanitization || i 0t the s i itizati sanitization of Personal Data
" ystem under the following : Sanitization of
MP-06(03) Nl}l’\etiisnti;uucet\sve circumstances: [Assignment: organization-defined Functional Intersects With Personal Data (PD) DCH-09.3 \(pD). 5
circumstances requiring sanitization of portable
a. [Selection (one): Restrict; Prohibit] the use of Mechanisms exist to retain
[Assignment: organization-defined types of system media and data in accordance
media] on [Assignment: organization-defined systems Media & Data with applicable statutory,
MP-07 Media Use lor system components] using [Assignment: Functional |Intersects With Retention DCH-18 |regulatory and contractual 5
organization-defined controls]; andb. Prohibit the use obligations.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use lor system components] using [Assignment: Functional |Intersects With Media Use DCH-10 |use of types of digital media on 5
lorganization-defined controls]; andb. Prohibit the use systems or system components.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system Mechanisms exist to prohibit the
media] on [Assignment: organization-defined systems Prohibit Use use of portable storage devices
MP-07 Media Use or system components] using [Assignment: Functional (Intersects With Without Owner DCH-10.2 |in organizational systems when 5
lorganization-defined controls]; andb. Prohibit the use such devices have no identifiable
of portable storage devices in organizational systems owner.
when such devices have no identifiable owner.
0 : No \Withdrawn in NIST SP 800-53 R5
MP-07(01) N/A Withdrawn Functional | oo tionshi N/A N/A N/A 0
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and physical and environmental protection policy and the . Compliance & policies, standards and
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Resilience Gov-02 procedures necessary for secure, 5
controls;b. Designate an [Assignment: organization- Documentation compliant and resilient
defined official] to manage the development, capabilities.
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the ) " operation of physical and
PE-01 Procedures lassociated physical and environmental protection Functional Subset OF Er:)\ll—lr?nrge:tal PES-01 lenvironmental protection 10
controls;b. Designate an [Assignment: organization- otections controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with . " .
lapplicable laws, executive orders, directives, glleeccyr?ps@osnfx;isat::erzwew the
regulations, policies, standards, and guidelines; and2. Resiliegc'e Propram (SCRP)
Procedures to facilitate the implementation of the Periodic Review & N " 09 3
pE0L Policy and  [physical and environmental protection policy and the | p oo K Update of Security, | oo o [MGuding policies, standards and s
i Procedures lassociated physical and environmental protection unctional - Intersects Wi Compliance & - procedures, at planned intervals

controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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with authorized access to the facility where the system mechanisms exist to maintain a
resides;b. Issue authorization credentials for facility current list of personnel with
PE-02 Physical Access |access;c. Review the access list detailing authorized Functional Equal Physical Access PES-02 authorized access to 10
Authorizations  [facility access by individuals [Assignment: a Authorizations organizational facilities (except
lorganization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
L iead i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
or more): [Assignment: organization-defined physical
access control systems or devices]; guards];b. Maintain|
physical access audit logs for [Assignment: Physical access control
organization-defined entry or exit points];c. Control mechanisms exist to enforce
access to areas within the facility designated as physical access authorizations
" ublicly accessible by implementing the followin: " for all physical access points
PE-03 Phys(ljcaltAclcess cgntrols?’[Assignment:yoranization—geﬁned physigal Functional [Intersects With Phys(lzcaltAclcess PES-03 (inc\udinpg Zesignated enary/exit 5
ontrof access controls];d. Escort visitors and control visitor ontro points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
when keys are lost, combinations are compromised, or
when individuals possessing the keys or combinations
Physical access control
Physical Access Eg;qtr_ce ;zhytiicalhacc_esls authorizatiEnT tfo thteh s);ste_lr_\: in A To Critical mhecr_\anlisms exift to inftIJrce
laddition to the physical access controls for the facility . ccess To Critica physical access to critica
PE-03(01) Contfclc\ess)éstem at [As_si_gnment: organization-defined physical spaces Functional Equal Systems PES-03.4 syster_ns or s_e_nswtive/regulatgd 10
icontaining one or more components of the system]. data, in addition to the physical
accg§csucontrols for the facility.
IControl physical access to [Assignment: organization- ?:Ig;;;ﬁ:ﬁ;?gt?;ﬁecraﬂ%g
Access Control for |defined system distribution and transmission lines] " Transmission "
PE-04 Transmission within organizational facilities using [Assignment: Functional Equal Medium Security PES-12.1 ic:fgryr‘v;];t\g:tge?';iscuezpfigr:]g 10
lorganization-defined security controls]. interception, interference or
Physical security mechanisms
IControl physical access to output from [Assignment: exist to restrict access to printers
PE-05 Access Control for lorganization-defined output devices] to prevent Functional Equal Access Contr_ol for PES-12.2 and other system output devices 10
Output Devices unauthorized individuals from obtaining the output. Output Devices to prevent unauthorized
. individuals from obtaining the
output.
a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
isecurity incidents;b. Review physical access logs Physical access control
Monitoring Physical [[Assignment: organization-defined frequency] and " Monitoring Physical mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
Monitoring Physical -
Access | Intrusion |Monitor physical access to the facility where the Intrusion Alarms / Physmal_access_control .
H . . . : mechanisms exist to monitor
PE-06(01) Alarms and system resides using physical intrusion alarms and Functional Equal Survglllance PES-05.1 ohysical intrusion alarms and 10
SEurv_eMIance surveillance equipment. Equipment surveillance equipment.
quipment
Facility security mechanisms
Xlonitorinl\(lg| Physical I\:\onitﬁr phylsical access to the syfstﬁmfin Tddition to Monitoring Physical exist to nlmnitor physical access
ccess lonitoring [the physical access monitoring of the facility at " 2 to critical systems or
PE-06(04) Physica‘\ Access to [[Assignment: organization-defined physical spaces Functional Equal Acce;s To Critical | PES-05.2 sensitive/regulated data, in 10
Systems icontaining one or more components of the system]. ystems addition to the physical access
imonitoring of the facility.
a. Maintain visitor access records to the facility where Physical access control
the system resides for [Assignment: organization- hani t | nt
Visitor Access  |defined time period];b. Review visitor access records " Physical Access mechanisms generate a log entry|
PE-08 ) F . . Functional Equal PES-03.3 |[for each access attempt through 10
Records [Assignment: organization-defined frequency]; andc. Logs controlled ingress and egress
Report anomalies in visitor access records to "
[Assignment: organization-defined personnel]. points.
Visitor Access
Records | Maintain and review visitor access records using Automated Records /Automated mechanisms exist to
PE-08(01) Automated Records |[[Assignment: organization-defined automated Functional Equal Management & PES-06.4 |facilitate the maintenance and 10
Maintenance and |mechanisms]. Review review of visitor access records.
Review
Facility security mechanisms
Power Equipment |Protect power equipment and power cabling for the ) ) - exist to protect power equipment
PE-09 and Cabling isystem from damage and destruction. Functional Equal Supporting Utilities | PES-07 and power cabling for the system 10
from damage and destruction.
Facility security mechanism
a. Provide the capability of shutting off power to ::lsetrtzszu;ﬁgaréﬁ:;zrgn,
[Assignment: organization-defined system or individual (1) Plgcingyemergency syl';utoff
system components] ip emergency situgticns;p. Place <witches or devices in close
PE-10 Emergency Shutoff z:;:;gizegt?g:_Zz;?r:gZvll:cc;t?;no'::i;ft:f“'r:)&’ﬁsilssltgewent' Functional Equal Emergency Shutoff | PES-07.2 |proximity to systems or system 10
icomponent] to facilitate access for authorized gggnpggce:;: ftgrfaec:\;za;sesl.a;ensnd
personne\; andc. Protect ‘emergency power shutoff (2) grotectmg en‘:ergency 'power
capability from unauthorized activation. shutoff capability from
unauthorized activation
Facility security mechanisms
Provide an uninterruptible power supply to facilitate zlrfatl'ffeso‘;pn:layir?tlsier:innagte power,
PE-11 Emergency Power S/ilticmtl;otr:a(ggii\g; r(\;fotrhee).sa)lr;tz’;?\etgyl;:;-tt(i:?'\rfvnna?tfetrrlite Functional |Intersects With| Emergency Power | PES-07.3 I;r;i;;rgiélliltls):-riiqtl:]i;egvzﬁfroaftiao:al 5
power] in the event of a primary power source loss. extended loss of the primary
power source.
Facility security mechanisms
Emergency Power || Provide an alternate power supply for the system that exist to supply alternate power,
Alternate Power | is activated [Selection (one): manually; automatically] capable of maintaining
PE-11(01) Supply — Minimal | and that can maintain minimally required operational | Functional |Intersects With| Emergency Power | PES-07.3 | minimally-required operational 5
Operational capability in the event of an extended loss of the capability, in the event of an
Capability primary power source. extended loss of the primary
power source.
TaCTTTySetuTTy TITeCTTaTTST
exist to utilize and maintain
Employ and maintain automatic emergency lighting for automatic emergency lighting
f the system that activates in the event of a power : Py that activates in the event of a
PE-12 Emergency Lighting loutage or disruption and that covers emergency exits Functional Equal Emergency Lighting| PES-07.4 power outage or disruption and 10
land evacuation routes within the facility. that covers emergency exits and
levacuation routes within the
Page
Facﬁfty security mechanisms
Employ and maintain fire detection and suppression szs;rteos:igazaenadngerpeac‘agan‘n fire
PE-13 Fire Protection :zztrecr:s that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
: that are supported by an
independent energy source.
Facility security mechanisms
Fire Protection | |Employ fire detection systems that activate exist to utilize and maintain fire
Detection Systems |automatically and notify [Assignment: organization- Fire Detection detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal Devi PES-08.1 |activate automatically and notify 10
Activation and  |organization-defined emergency responders] in the evices organizational personnel and
Notification levent of a fire. lemergency responders in the
event of a fire.
Fire Protection | [a. Employ fire suppression systems that activate Facility security mechanisms
Suppression lautomatically and notify [Assignment: organization- exist to employ an automatic fire
Systems — defined personnel or roles] and [Assignment: " N Automatic Fire suppression capability for critical
PE-13(02) Automatic lorganization-defined emergency responders]; andb. Functional |Intersects With Suppression PES-08.3 sygtpems when fhe facyinty is not 5
Activation and  |Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification the facility is not staffed on a continuous basis.
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Fire Protection
Suppression

a. Employ fire suppression systems that activate
lautomatically and notify [Assignment: organization-

exist to utilize fire suppression
devices/systems that provide

Systems — defined personnel or roles] and [Assignment: . N Fire Suppression > e
PE-13(02) Automatic lorganization-defined emergency responders]; andb. Functional Intersects With Devices PES-08.2 au:pmtetlc tnotlﬁcat!ont_of arlly 5
Activation and  |Employ an automatic fire suppression capability when acrlvan':'] %grg;mrza |:na
Notification the facility is not staffed on a continuous basis. personnel and emergency
7 q No \Withdrawn in NIST SP 800-53 R5
PE-13(03) N/A Withdrawn Functional | o otionshi N/A N/A N/A 0
a. Maintain [Selection (one or more): temperature;
humid_\ty:‘pressu‘re: radiarion: [Assignment: Facility security mechanisms.
Environmental  [Organization-defined environmental control]] levels . Temperature & exist t](l) mainta]n and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[Assignment: organization-defined acceptable levels]; Wwithin the facilit
andb. Monitor environmental control levels Y-
[Assignment: organization-defined frequency].
. Facility security mechanisms’
Enélronmental Employ environmental control monitoring that provides . exist to trigger an alarm or
ontrols | | tificati £ ch tentially h ful Monitoring with tificat ft t d
PE-14(02) Monitoring with |21 @'arm or notification of changes potentially harmiul | g tional Equal Alarms / PES-09.1 [notification of temperature an 10
Alarms and to per_son_nel or equipment to [Assignment: Notifications humldl_ty changes that be
Notifications lorganization-defined personnel or roles]. potent]ally harmful to personnel
or equipment.
Facility security mechanisms
Protect the system from damage resulting from water zg]irtatgoeprreostjliitnsgy?:rwSwf;toe]]
Water Damage ([leakage by providing master shutoff or isolation valves N Water Damage Py
PE-15 Protection that are accessible, working properly, and known to Functional Equal Protection PES-07.5 lsiauktz?fev?(vz;otvt:génsrgqasmr 10
key personnel. accessible, working properly and
known to key personnel.
Detect the presence of water near the system and Facility security mechanisms
PE-15(01) Ws::{elial:na?e alert [Assignment: organization-defined personnel or | ¢, tjonal Equal Afgf'o\AT:tte‘?nnzﬁ'?ap;en PES.07.6 [ oSt to ditea the v ?f 10
|Automation Support roles] using [Assignment: organization-defined Protection +9 |water in the vicinity of critical
lautomated mechanisms]. systems and alert faC”lty
]mhyslcal securlty mechamsms
a. Authorize and control [Assignment: organization- exist to isolate information
Delivery and  [defined types of system components] entering and ) . processing facilities from points
PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| = PES-10 such as delivery and loading 10
isystem components. areas and other points to avoid
unauthorized access.
a. Determine and document the [Assignment: Physical security mechanisms
lorganization-defined alternate work sites] allowed for exist to utilize appropriate
use by employees;b. Employ the following controls at management, operational and
PE-17 Alternate Work Site ggst';:j;i:‘X:;'::i#::;‘g&mz; S‘;’gfa:g:ttr‘glr; :fﬁ"ed Functional Equal  |Alternate Work Site| PES-11 ‘tNe;rhk”'sffe';""m"s atalternate 10
alternate work sites; andd. Provide a means for
lemployees to communicate with information security
land privacy personnel in case of incidents.
Physical security mechanisms
Position system components within the facility to exist to locate system
. minimize potential damage from [Assignment: components within the facility to
PE-18 Loc(a:tlon of Syftem lorganization-defined physical and environmental Functional (Intersects With Equu'a:menttsmng & PES-12 minipmize potential damage fryom 5
omponents hazards] and to minimize the opportunity for rotection physical and environmental
unauthorized access. hazards and to minimize the
S opportunity for unauthorized
[Asswgnment organization- deﬁned personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
compl]ance;;ndb.dls consistent wlith applicalble laws, S Mechanisms exist to facilitate the
lexecutive orders, directives, regulations, policies, ecurity, "
Policy and stan_dards, an_d guidelines;_ and2. Procedures to ) ) Comp_li_ance & mﬁ:ﬁw;rﬁ:ﬁg;:fﬂzziopurrocﬁde a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 portfolio management approach 10
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience objectives
the development, documentation, and dissemination of]| .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Asslgnment organlzatlon-
)
[Asswgnment organization- deﬁned personnel or Mech.anlsnws exist to facilitate the
roles]:1. [Selection (one or more): Organization-level; !dentlﬁcatlon and
Mission/business process-level; System-level] planning implementation of relevant
policy that:a. Addresses purpose, scope, roles, statutory, regulatory and
responsibilities, management commitment, contractual controls.
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qirectives, regulations, policies, Statutory
Policy and stan_dards, an_d guldellnes;_ and2. Procedures to . Regulatqry'&
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 10
land the associated planning controls;b. Designate an Compliance
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
)
[Asswgnment organization-defined personnel or Mechamsms ?X'St to facwlltate the
roles]:1. [Selection (one or more): Organization-level; implementation of tallo_red_
Mission/business process-level; System-level] planning development and acquisition
policy tha Addresses purpose, scope, roles, strategies, contract tools and
responsibilities, management commitment, procurement methods to meet
icoordination among organizational entities, and unique business needs.
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and stan_dards, an_d guidelines;_ and2. Procedures to ) ) Technology
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Development & TDA-01 10
land the associated planning controls;b. Designate an Acquisition
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
)
[Asswgnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, qirectives, regulations, policies, Periodic Review & Besilience Prqgram (SCRP),
Policy and stan_dards, an_d guldellnes;_ and2. Procedures to ) ) Update of Security, including policies, stand_ards and
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With Compliance & 'l GOV-03 [procedures, at planned intervals 5

land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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Set Theory Relationship Mapping (STRM)

Policy and

PL-01 Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and followmg [Assignment: organization-

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

version 2026.1_x000a_03/27/2026

System Security

PL-02 and Privacy Plans

enterpnse archltecture 2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Plan / Coordinate
with Other
Organizational
Entities

Intersects With

IA0-03.1

Mechanisms exist to plan and
coordinate Information
/Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

System Security

PL-02 and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

System Security

PL-02 and Privacy Plans

Functional

Applied Security,
Compliance and
Resilience Controls
Documentation

Intersects With

IA0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))
that:

(1) Identifies key architectural
and implementation information
on in-scope Technology Assets,
/Applications and/or Services
(TAAS);

(2) Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and

(3) Provides a historical record of
applied security controls,
including changes.

enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on
or connections to other systems or system
components;10. Provide an overview of the security
and privacy requirements for the system;11. Identify
any relevant control baselines or overlays, if
applicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
and privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
coordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified
during plan implementation or control assessments;

Functional

Network Diagrams
& Data Flow
Diagrams (DFDs)

Intersects With

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the
network's architecture;

(2) Reflect the current
architecture of the network
environment; and
(3) Document all
sensitive/regulated data flows.

PL-02(03) N/A

Withdrawn

Functional

Ho N/A

Relationship

N/A

N/A

\Withdrawn in NIST SP 800-53 R5
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Set Theory Relationship Mapping (STRM)

PL-04 Rules of Behavior

Focal Document Element (FDE) Description

to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Terms of

Intersects With Employment

HRS-05

Mechanisms exist to require all
employees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.

version 2026.1_x000a_03/27/2026

PL-04 Rules of Behavior

sttt aoproviae o TequTTTya
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-

defined frequency]; when the rules are revised or
1

Functional

Intersects With| Rules of Behavior

HRS-05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.

PL-04 Rules of Behavior

eEstatsramrproviae o requTTTyaTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Technology Use

Intersects With Restrictions

HRS-05.3

Mechanisms exist to establish
usage restrictions and
implementation guidance for
organizational technologies
based on the potential to cause
damage to Technology Assets,
/Applications and/or Services
(TAAS), if used maliciously.

Rules of Behavior |
Social Media and
External
Site/application
Usage Restrictions

PL-04(01)

1
Include in the rules of behavior, restrictions on:a. Use
of social media, social networking sites, and external
sites/applications;b. Posting organizational information
lon public websites; andc. Use of organization-provided
identifiers (e.g., email addresses) and authentication
secrets (e.g., passwords) for creating accounts on
lexternal sites/applications.

Functional

Social Media &
Equal Social Networking
Restrictions

HRS-05.2

Mechanisms exist to define rules
of behavior that contain explicit
restrictions on the use of social
media and networking sites,
posting information on
commercial websites and sharing
laccount information.

Security and
PL-08 Privacy
Architectures

isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and
lapproach to be taken for processing personally
identifiable information to minimize privacy risk to
individuals;3. Describe how the architectures are
integrated into and support the enterprise
larchitecture; and4. Describe any assumptions about,
land dependencies on, external systems and services;b.|
Review and update the architectures [Assignment:
lorganization-defined frequency] to reflect changes in
the enterprise architecture; andc. Reflect planned
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and pr

Functional

Alignment With
Enterprise
Architecture

Intersects With

SEA-02

Mechanisms exist to develop an
enterprise architecture, aligned
with industry-recognized leading
practices, with consideration for
security, compliance and
resilience principles that
addresses risk to organizational
operations, assets, individuals
and other organizations.

Policy and

PS-01 Procedures

/@ DEVETOp, UOCUTTTETTT, aTTu UTSSeT
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
lsecurity controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and

PS-01 Procedures

A=AV ottt A drssermmate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

Ps-01 Procedures

rRiERIs el 1 drssermate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Position Risk

Ps-02 Designation

Functional

Human Resources
Security
Management

Subset Of

HRS-01

Mechanisms exist to facilitate the|
implementation of personnel
security controls.

. Assign a rlské geswgnaflon go all organizational
positions;b. Establish screening criteria for individuals
filling those positions; andc. Review and update
position risk designations [Assignment: organization-
defined frequency]

Functional

Competency
Requirements for
Security-Related
Positions

Intersects With

HRS-03.2

Mechanisms exist to ensure that
all security-related positions are
staffed by qualified individuals

who have the necessary skill set.
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Set Theory Relationship Mapping (STRM)

FDE Nam

Focal Document Element (FDE) Desc

‘GovRAMP HIGH_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

Coantral accrintian
a. Assign a risk designation to all organizational L’I:rcs':;rg\lglrgsece:;isttytzsTabr)"age
. positions;b. Establish screening criteria for individuals . h h " !
PS-02 PDosmon Risk filling those positions; andc. Review and update Functional |Intersects With Position HRs-02 [2SSigning a risk designation to all 5
esignation = : " : " ) N Categorization positions and establishing
position risk designations [Assignment: organization- screening criteria for individuals
degned freq:en:y]'l t o th @ng those position
[a. Screen Individuals prior to authorizing access to the N N
Personnel isystem; andb. Rescreen individuals in accordance with Personnel r:rcsr:)an?]l;nsecej;ist;tﬁerir;:age
PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| Uthorizing access.
frequency of rescreeninal han 9 — h
h storing, or transmitting information requiring special ” . h
Screening | protection:a. Have valid access authorizations that are Roles With Special that stores, transmits or
PS-03(03) Informaéion | demonstrated by assigned official government duties; Functional |Intersects With Protection HRS-04.1 proceslses information rfequiring 5
Requiring Special landb. Satisfy [Assi t tion-defined . Measures special protection satisfy
Protective Measures|®- > Yy gnment: organization-define organization-defined personnel
ladditional personnel screening criteria]. screening criteria.
Upon termination of individual employment:a. Disable
system access within [Assignment: organization-
defined time period];b. Terminate or revoke any
lauthenticators and credentials associated with the . .
Ny o . . Mechanisms exist to govern the
Personnel individual;c. Conduct exit interviews that include a N Personnel gt figre
PS-04 Termination discussion of [Assignment: organization-defined Functional Equal Termination HRS-09 termllnatlontof individual 10
information security topics];d. Retrieve all security- employment.
related organizational system-related property; ande.
Retain access to organizational information and
isystems formerly controlled by terminated individual.
Use TAssignment: organization-defined automated )
Personnel mechanisms] to [Selection (one or more): notify Automated Ma,',];’tgﬁ:,f{'ﬂ;yw,a}ndegff:f; or
PS-04(02) Termination | [Assignment: organization-defined personnel or roles] | Functional Equal Employment Status| HRS-09.4 rolez upon terminStion of an 10
Automated Actions | of individual termination actions; disable access to Notifications indiviZua\ employment or
_ OSSR
icurrent logical and physical access authorizations to
isystems and facilities when individuals are reassigned
or transferred to other positions within the Mechanisms exist to adjust
lorganization;b. Initiate [Assignment: organization- logical and physical access
defined transfer or reassignment actions] within authorizations to Technology
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 |Assets, Applications and/or 10
following the formal transfer action];c. Modify access Services (TAAS) and facilities
lauthorization as needed to correspond with any upon personnel reassignment or
ichanges in operational need due to reassignment or transfer, in a timely manner.
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:
@ Deverdp and gocurhent access agreements Tor
lorganizational systems;b. Review and update the . . .
laccess agreements [Assignment: organization-defined giﬁ?:srsfgf i:lsrnt:nil}llfllgel-\?)og;
frequency]; andc. Verify that individuals requiring similar conﬁgentiality
laccess to organizational information and systems:1. : Confidentiality
PS-06 Access Agreements Sign appropriate access agreements prior to being Functional |Intersects With Agreements HRS-06.1 agreden;ents ghatt gezlect t:e 5
granted access; and2. Re-sign access agreements to ge:rastignzr\od:tcailsa :rirém
maintain access to organizational systems when e% loyees and thil"d- arties
laccess agreements have been updated or ploy P .
[Assion - izati i Llencyl
[a. Devel THENMs ToT
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined . " "
frequency]; andc. Verify that individuals requiring Mechanisms exist to require
laccess to organizational information and systems:1. : |r_1terna| and Fhlrd-party users to
PS-06 Access Agreements i . N . Functional |Intersects With| Access Agreements| HRS-06 |[sign appropriate access 5
ign appropriate access agreements prior to being S greements prior to bein
granted access; and2. Re-sign access agreements to 9 ted P 9
maintain access to organizational systems when granted access.
laccess agreements have been updated or
[Assianment- araanization-defined frequencvl
la. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . "
by the organization;c. Document personnel security m?;ﬁ;gﬁy;:gs:n:(;lgt?;em
requirements;d. Require external providers to notify " Pl
PS-07 Exterg:lciﬁgonnel [Assignment: organization—deﬁned_ per_sonnel or roles] Functional Equal 1;92:Sol:|arnretly HRS-10 ;zﬁivggcgu?i:; T;;gﬁgg?;g:g/m 10
of any personnel transfers or terminations of external resilience roles and
personnel who possess organizational credentials responsibilities.
land/or badges, or who have system privileges within P .
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
a. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify Mechanisms exist to sanction
" [Assignment: organization-defined personnel or roles] " N personnel failing to comply with
Ps-08 Personnel Sanctions| within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions|  HRS-07 established security policies, 10
'when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
the sanction.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and istandards, and guidelines; and2. Procedures to Update of Security, including policies, standards and
RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & 'l GOV-03 [procedures, at planned intervals 5
policy and the associated risk assessment controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 ensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, Q|regt|v?s, regulations, policies, Mechanisms exist to facilitate the
Policy and standards, and guidelines; and2. Procedures to ) Risk Management implementation of strategic,
RA-01 Procedures facilitate the implementation of the risk assessment Functional Subset Of Program RSK-01 operational and tactical risk' 10
policy and the associated risk assessment controls;b. 9 mpana ement controls
Designate an [Assignment: organization-defined 9 .
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Set Theory Relationship Mapping (STRM)

RA-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

of
Relationsh

version 2026.1_x000a_03/27/2026

RA-02

Security
Categorization

a. Categorize the system and information it processes,
stores, and transmits;b. Document the security
categorization results, including supporting rationale,
in the security plan for the system; andc. Verify that
the authorizing official or authorizing official
designated representative reviews and approves the
security categorization decision.

RA-03

Risk Assessment

Functional

Risk-Based Security

Equal Categorization

RSK-02

Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
regulations and contractual
obligations that:

(1) Document the security
categorization results (including
supporting rationale) in the
security plan for systems; and
(2) Ensure the security
categorization decision is
reviewed and approved by the
asset owner.

a. Conduct a rsK assessment, including: L. I[dentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
organization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy

Functional

Functional Review
Of Security,
Compliance &
Resilience Controls

Intersects With

CPL-03.2

Mechanisms exist to regularly
review Technology Assets,
Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

RA-03

Risk Assessment

tatuﬁth%jys%em
[@. CoNduct a 1Sk asses: nclading: I Tdentitying

threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the tem,

Functional

Intersects With| Risk Assessment

RSK-04

Mechanisms exist to conduct
recurring assessments of risk
that includes the likelihood and
imagnitude of harm, from
unauthorized access, use,
disclosure, disruption,
modification or destruction of the
organization's Technology
/Assets, Applications, Services
and/or Data (TAASD).

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be

Functional

Vulnerability

Intersects With Scanning

VPM-06

Mechanisms exist to detect
\vulnerabilities and configuration
errors by routine vulnerability
scanning of systems and
applications.

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results
from vulnerability monitoring;d. Remediate legitimate
'vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
'vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be

Functional

Update Tool

Intersects With Capability

VPM-06.1

Mechanisms exist to update
\vulnerability scanning tools.

RA-05(01)

N/A

Withdrawn

Functional

No
Relationship B

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

RA-05(02)

Vulnerability
Monitoring and
Scanning | Update
Vulnerabilities to Be|

Scanned

Update the system vulnerabilities to be scanned
[Selection (one or more): [Assignment: organization-
defined frequency]; prior to a new scan; when new
'vulnerabilities are identified and reported].

Functional

Update Tool

Intersects With Capability

VPM-06.1

Mechanisms exist to update
'vulnerability scanning tools.
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Vulnerability breadth and depth of coverage
Monitoring and ) - ) for vulnerability scanning that
RA-05(03) Scanning | Breadth E:\?enr?a tZe breadth and depth of vulnerability scanning Functional Equal Breag;rlér[;ezth of VPM-06.2 |define the system components 10
and Depth of 9e- 9 scanned and types of
Coverage \vulnerabilities that are checked
Vulnerability information is allowed to be
Monitoring and  |Determine information about the system that is Acceptable discoverable by adversaries and
RA-05(04) Scanning | discoverable and take [Assignment: organization- Functional Equal Discoverable VPM-06.8 [take corrective actions to 10
Discoverable defined corrective actions]. Information remediate non-compliant
Information Technology Assets, Applications
Vulnerability  |Implement privileged access authorization to Mgc_lram;ms exist tot'lgnp_'e"pe”t
Monitoring and  |[Assignment: organization-defined system : L privileged access authorization
RA-05(05) Scannir?g | Lompgonents] fo?[Assignment: organ{zation-deﬁned Functional Equal Privileged Access | VPM-06.3 |for selected vulnerability 10
Privileged Access |vulnerability scanning activities]. scanning activities.
Vulnerabilit [Automated mechanisms exist to
Monitoring and  |Compare the results of multiple vulnerability scans compare the results of
RA-05(06) Scanning | using [Assignment: organization-defined automated Functional Equal Trend Analysis VPM-06.4 |vulnerability scans over time to 10
Automated Trend |mechanisms]. determine trends in system
Analyses vulnerabilitie
Vulnerability Review historic audit logs to determine if a Mechanisms exist to review
Monitoring and  |vulnerability identified in a [Assignment: organization- : Review Historical historical event logs to determine|
RA-05{(08) Scanning | Review |defined system] has been previously exploited within Functional Equal Event logs VPM-06.5 if identified vulnerabilities have 10
Historic Audit Logs |an [Assignment: organization-defined time period]. been previously exploited.
Vulnerability /Automated mechanisms exist to
Monitoring and  |Correlate the output from vulnerability scanning tools Ie late S colrrelats_lt_Ce output m;m| t
RA-05(10) Scanning|  |to determine the presence of multi-vulnerability and Functional Equal orrelate Scanning | \py_gg g [vuInerability scanning tools to . 10
Correlate Scanning |multi-hop attack vectors Information determine the presence of multi-
| : . vulnerability/multi-hop attack
nformation vectors.
a. DEVETOP, JOTUTTTENT, ana arssermimate to -
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish
regulations, policies, standards, and guidelines; and2. Publishing S it intai d di inat .
i Procedures to facilitate the implementation of the ublishing Security, maintain and disseminate
Policy and n P . " Compliance & policies, standards and
SA-01 Procedures system and services acquisition policy and the Functional [Intersects With Resilience GOV-02 procedures necessary for secure, 5
associated system and services acquisition controls;b. Documentation compliant and resilient i
Designate an [Assignment: organization-defined P "
b : capabilities.
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
araan iQn.s i I
@ DEveTop, uoty n 8y
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, . " "
regulations, policies, standards, and guidelines; and2. :\:I‘:ecll;a"?ésnrrastzﬁlsotft;ifle:)crgléate the
Policy and Procedures to facilitate the implementation of the Technology deselopment and acquisition
SA-01 Procedures isystem and services acquisition policy and the Functional Subset Of Development & TDA-01 strategies, contract tools and 10
associated system and services acquisition controls;b. Acquisition rocurement methods to meet
Designate an [Assignment: organization-defined ﬁm e business needs.
official] to manage the development, documentation, a -
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
j ined euentel
L, diid CISSEmate o Mechanisms exist to review the
rganization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Resilienc’e Program (SCRP)
Mission/business process-level; System-level] system including policies standarés and
land services acquisition policy that:a. Addresses procedures, at plénned intervals
purpose, scope, roles, responsibilities, management or i signiﬁc'ant changes occur to
icommitment, coordination among organizational ensure their continuing
lentities, and compliance; andb. Is consistent with suitability, adequacy and
lapplicable laws, executive orders, directives, effectivenéss
regulations, policies, standards, and guidelines; and2. Periodic Review & .
Policy and Procedures to fapilitate th(_e ‘implemgntat\on of the Update of Security
SA-01 Procedures Isystem and services acquisition policy and the Functional [Intersects With Compliance & '| GOV-03 5
lassociated system and services acquisition controls;b. Resilience Program
Designate an [Assignment: organization-defined 9
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
i i, eventcl
L, and grssermmate to
rganization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. . .
Policy and Procedures to facilitate the implementation of the Secure Software ?:pcl?caa'l';?: E:;Setdtgnd?éilfrz
SA-01 Procedures isystem and services acquisition policy and the Functional |Intersects With Development TDA-06 Software Development Practices 5
lassociated system and services acquisition controls;b. Practices (SSDP) (5SDP) P
Designate an [Assignment: organization-defined :
official] to manage the development, documentation,
iand dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
Chg 3 ) InTormatom secarty A
privacy requirements for the system or system service . " . :
in mission and business process planning;b. :ﬁ)ccl;atglfgzﬁ:clzcscf%;dentlfy and
" . Determ(ijne, documer:‘t, and allocate the resources " . management, operational
Allocation of required to protect the system or system service as . Allocation o h . v
SA-02 Resources part of the organizational capital planning and Functional Equal Resources PRM-03 teCh?'cal antd da‘tt:‘ pr;)te;tlon 10
investment control process; andc. Establish a discrete requlreme‘n s wi fm us!netss/
line item for information security and privacy in ﬁ'\ri(:icaetisvseg anning for projects
lorganizational programming and budgeting :
ldocumentation
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€lop, and g ystem using Mechanisms exist to manage the
[Assignment: organization-defined system usable lifecycles of Technology
development life cycle] that incorporates information Assets, Applications and/or
security and privacy considerations;b. Define and Services (TAAS).
System idocument information security and privacy roles and Technology
SA-03 Development Life |responsibilities throughout the system development Functional [Intersects With Lifecycle SEA-07.1
Cycle life cycle;c. Identify individuals having information Management
security and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system
g.ex%:qu\re, evelop, and manage the system using Mechanisms exist to ensure
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that \ncorporatesf\‘nfcrmation Applications and/or Services
rity and privi nsiderations;b. Define an ithi
seare (s wit e S
SA-03 Development Life |responsibilities throughout the system development Functional [Intersects With Development Life PRM-07 Development Life Cycle (SDLC)
Cycle life cycle;c. Identify individuals having i i Cycle (SDLC) are controlled through formal
A : . Management change control procedures.
isecurity and privacy roles and responsil
Integrate the organizational information security and
privacy risk management process into system
Include the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]] Mechanisms exist to design
in the acquisition contract for the system, system g
component, or system service:a. Security and privacy 25"&'09 and produce Technology
functional requirements;b. Strength of mechanism ssevts, Appl\catlpns and/or
: d h 9 . . Services (TAAS) in such a way
requirements;c. Security and privacy assurance Minimum Viable that risk-based technical and
- requirements;d. Controls needed to satisfy the security . Product (MVP) : P
SA-04 Acquisition Process land privacy requirements.e. Security and privacy Functional [Intersects With Security TDA-02 If\zj_ngtlonalvspi‘clﬁ;at:jonst ?ﬁlt;’r)e
documentation requirements;f. Requirements for Requirements crlirt]g:i]ggsta‘zliseh arr? al::cpropriate
protecting security and privacy documentation;g. level of security and resiliency
Description of the system development environment : .
land environment in which the system is intended to E:rseeadtson applicable risks and
loperate;h. Allocation of responsibility or identification .
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
clrhtcelﬂge the following requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance Mechanisms exist to facilitate the
- requirements;d. Controls needed to satisfy the security . Third-Party s N h
SA-04 Acquisition Process and privacy requirements.e. Security and privacy Functional |Intersects With Management TPM-01 implementation tof thltrd-lparty
documentation requirements;f. Requirements for management controls.
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria
Include the following requirements, descriptions, and Mechanisms exist to facilitate the|
criteria, explicitly or by reference, using [Selection implementation of tailored
(one or more): standardized contract language; development and acquisition
[Assignment: organization-defined contract language]] strategies, contract tools and
in the acquisition contract for the system, system procurement methods to meet
icomponent, or system service:a. Security and privacy unique business needs.
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance Technology
P requirements;d. Controls needed to satisfy the security :
SA-04 Acquisition Process land privacy requirements.e. Security and privacy Functional [Intersects With De/;/elopn_’;_ent & TDA-01
documentation requirements;f. Requirements for cquisition
protecting security and privacy documentation;g.
Description of the system development environment
iand environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
clrhtcelﬂge the following requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy " .
functional requirements;b. Strength of mechanism Mechanisms exist to control
: . > changes to services by suppliers,
requirements;c. Security and privacy assurance . piGan L
requirements;d. Controls needed to satisfy the security Managing Changes taking into account the criticality
SA-04 Acquisition Process and rivacv .re Lirements.e. Security and privac Functional [Intersects With To Third-Party TPM-10 of business Technology Assets,
g privacy requirements.e. 5 y and privacy Services Applications, Services and/or
locumentation requirements;f. Requirements for Data (TAASD) that are in scope
protecting security and privacy documentation;g. by the third-part P
Description of the system development environment Yy party.
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria
Mechanisms exist to require
software developers to provide
L " information describing the
Aqullll:SltIOC_ Prolcess Require ths develotper of th_e s);stern, _sgsterg . Funct | functional properties of the
unctiona icomponent, or system service to provide a description " unctiona ; N
SA-04(01) Properties of  [of the functional properties of the controls to be Functional _fintersects WIth  properties T e comirote o be utilized
Controls implemented. within Technology Assets,
/Applications and/or Services
(TAAS) in sufficient detail to
Mechanisms exist to mamtarm
network architecture diagrams
that:
Acquisition Process Require the developer of the system, system " (1) Contain sufﬁc\e_nt detail to
| Functional component, or system service to provide a description Network Diagrams assess the security of the
SA-04(01) P : L : Functional |Intersects With & Data Flow AST-04 network's architecture;
roperties of of the functional properties of the controls to be Di DFD: 2) Reflect th ¢
Controls implemented. iagrams ( s) (2) Reflect the curren
architecture of the network
environment; and
(3) Document all
Require the developer of the system, system network architecture diagrams
icomponent, or system service to provide design and that:
Acquisition Process [implementation information for the controls that (1) Contain sufficient detail to
| Design and includes: [Selection (one or more): security-relevant Network Diagrams assess the security of the
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional [Intersects With & Data Flow AST-04 |network's architecture;
Information for |design; source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
Controls [Assignment: organization-defined design and architecture of the network
implementation information]] at [Assignment: environment; and
lorganization-defined level of detail]. (3) Document all
sensitive/requlated data flow:
N EqUITE (T UeVETUper U e Sy STETTT, Sy STenT
icomponent, or system service to provide design and
Acquisition Process [implementation information for the controls that
| Design and includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional [Intersects With S 9 TDA-20 |privileges to change software
Information for  |design; source code or hardware schematics; ource Code resident within software libraries.
gn; 3
Controls [Assignment: organization-defined design and
implementation information]] at [Assignment:
izatian dafinad laval of dataill
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SA-04(02) Implementation |external system interfaces; high-level design; low-level| Functional [Intersects With Et‘gcggr:sl TDA-04.1 |resilience controls to be utilized 5
Information for |design; source code or hardware schematics; P within Technology Assets,

Controls [Assignment: organization-defined design and /Applications and/or Services
implementation information]] at [Assignment: (TAAS) in sufficient detail to
lorganization-defined level of detail]. permit analysis and testing of the|

Mechanisms exist to require the
P Require the developer of the system, system developers of Technology Assets,
Acﬁués(;ﬂarn\\f;ﬂgess component, or s_ystt_em service to produ_ce aplan for_ ) Continuous /Applications and/or Services
SA-04(08) Monitoring Plan for icontinuous monitoring of control effectiveness that is Functional Equal Monitoring Plan TDA-09.1 |(TAAS) to produce a plan for the 10

Controls iconsistent with the continuous monitoring program of continuous monitoring of

the organization. security, compliance and/or
resilience control effectiveness.
Mechanisms exist to require the
developers of Technology Assets,
Acquisition Process [Require the developer of the system, system /Applications and/or Services
Functions, Ports, [component, or system service to identify the functions, . Ports, Protocols & (TAAS) to identify early in the
SA-04(09) l Protocols, and ports, protoco\s,yand services intended z)r Functional Equal Services In Use TDA-02.1 Secure Development Life Cycle 10
Services in Use |organizational use. (SDLC), the functions, ports,
protocols and services intended
for use.
VeChanisms exist to Tt the use
of commercially-provided
Information Assurance (IA) and
. IA-enabled IT products to those
Acquisition Process E{Eglggl?ggplrr::f\?er??)trf(;‘utcetgr;ir;;(:lfoogrsz;zgrlgltsldognm; Information products that have been
SA-04(10) | Use of Approved Verification (PIV) capability implemented within Functional [Intersects With| Assurance Enabled | TDA-02.2 [successfully evaluated against a 5
PIV Products organizational systems. Products National Information Assurance
. partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated ar NSA-anoroved
[@. Obtain or develop administrator documentation for
the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy Mechanisms exist to obtain,
functions and mechanisms; and3. Known protect and distribute
\vulnerabilities regarding configuration and use of administrator documentation for
ladministrative or privileged functions;b. Obtain or Technology Assets, Applications
develop user documentation for the system, system and/or Services (TAAS) that
icomponent, or system service that describes:1. User- describe:
laccessible security and privacy functions and (1) Secure configuration,

System mechanisms and how to effectively use those functions| " . Documentation installation and operation of the

SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional |Intersects With Requirements TDA-04 TAAS; 5
lenables individuals to use the system, component, or (2) Effective use and
service in a more secure manner and protect individual maintenance of security
privacy; and3. User responsibilities in maintaining the features/functions; and
security of the system, component, or service and (3) Known vulnerabilities
privacy of individuals;c. Document attempts to obtain regarding configuration and use
isystem, system component, or system service of administrative (e.g.,
documentation when such documentation is either privileged) functions.
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.

Distribute documentation to [Assignment:

0 il el or roles]

velop administrator documentation for

the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or Mechanisms exist to determine
develop user documentation for the system, system security, compliance and
icomponent, or system service that describes:1. User- resilience control applicability by
laccessible security and privacy functions and identifying, assigning and

System mechanisms and how to effectively use those functions| " . Asset Scope documenting the appropriate

SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional  intersects With Classification AST-04.1 asset scope categorization for all 5
lenables individuals to use the system, component, or Technology Assets, Applications
service in a more secure manner and protect individual and/or Services (TAAS) and
privacy; and3. User responsibilities in maintaining the personnel (internal and third-
security of the system, component, or service and parties).
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.

Distribute documentation to [Assignment:
loraanization-defined nersonnel or rolesl
Apply the following systems security and privacy decc:]r:\gllf?asnzxrlrs\;it:tsif\vseelzﬁ}e
s . lengineering principles in the specification, design, " N
ecurity and : : AP : baseline configurations for

SA-08 Privacy Engineering|J¢elopment, implementation, and modification of the | ¢, tional intersects with| SeCure Baseline | ccq oy Irelhnology Assets, Applications 5

Principles syster_n ar_u:l syst_em components: [A_sslgnment: Configurations and/or Services (TAAS) that are
lorganization-defined systems security and privacy : P
engineering principles]. consistent with |ndustry-‘

accepted system hardening
SR S R S e
/Apply the following systems security and privacy :'?ggmggsastgbg{;nggrsv:;{i-ance
Security and__[engineering principles in the specification desion, cecure £ and resilience practices in the
y ! .~ |development, implementation, and modification of the . ecure Engineering Y .

SA-08 Prlvaaisgi%llr;zermg system and system components: [Assignment: Functional |Intersects With Principles SEA-01 Zzszllfl;cpaélg:t, dire;\s;ly?en&entation 5
orga_nizat_ion—d_eﬁr}ed systems security and privacy and modiﬁcat’ion of Technology
engineering principles]. /Assets, Applications and/or
@, Require that providers of external system services < fransy
icomply with organizational security and privacy
requirements and employ the following controls:

[Assignment: organization-defined controls];b. Define Mechanisms exist to mitigate the
External System and docume_nt_ p(gani_zational oversight and user roles ) . risks associated with th_ird-party

SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 |access to the organization's 10
iservices; andc. Employ the following processes, 'Technology Assets, Applications,
methods, and techniques to monitor control Services and/or Data (TAASD).
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
nrocesses._methods. and techniquesl _ i} i i}

External System a. Conduct an ‘organlzat\onal assessment of‘nsk prior Mechamsms exist to conduct a
Services | Risk to the_tacqu\s_ltlon or ggts\?ur?m&o{ laformatl_o_ré Third-Party Risk risk a_s_stgssment fr\or tp thef
security services; andb. Verify that the acquisition or . acquisition or outsourcing of
SA-09(01) Az)sregsasrl"!i'\;ar;itgnaar;d Qutsourcing of dedigated informat\qn s_ecurityvservwces Functional Equal Ass:;;rrgsgltss & TPM-04.1 technology-relat_ed Technology 10
Approvals is approved by [Assignment: organization-defined Assegs, Applications and/or
personnel or roles]. Services (TAAS). S
ERIe SYSM nequreprovidrs o th foluing xtena sy Epmal Sevce Providers fste)
PSS services to identify the functions, ports, protocols, and " "
SA-09(02) gﬂizggﬁit';grg lother services required for the use of such services: Functional Equal Eee?]%:;iigl\e:ncso} TPM-04.2 z?ostlzceslssr;eneddof?;e?rosré:\'/ices it 10
Protocols, and L‘/:i\s’\iggglwent. organization-defined external system Ports, Protocols & requires to operate its
Services 3 Services Technology Assets, Applications
AL icoc ITANC
External System ake the following actions to verity that the interests ol . :
Services | [Assignment: organization-defined external service micmgfer:tss i’;'ziggrﬁgfszti::t
SA-09(04) Consistent Interests|providers] are consistent with and reflect Functional Equal Conflict of Interests| TPM-04.3 providers are consistent with and 10
of Consumers and |organizational interests: [Assignment: organization- reflect organizational interests

Provider: defined actions] . n -

External System |Restrict the location of [Selection (one or more): Geolocation m:snz:i?;?:&“ to control the

Services | information processing; information or data; system Requirements for rocessing/storage based on

SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With|Processing, Storage| CLD-09 Eusiness rge uirergnents that 5
Stqrage, anq Iccaqons] based on [Agsignment: organization-defined and Sgrvice includes staqtutory regulatory
Service Location |requirements or conditions]. Locations and contractual obligations.
Extgrna! System [Restrict the Tocation 0f.l' efection {one or mf)re). Third-Party Mechanisms exist to restrict the
ervices | information processing; information or data; system P St locati £ inf t
SA-09(05) Processing,  [services] to [Assignment: organization-defined Functional |Intersects With|" 0c€SSINg, Storage| 5y o, 4 |location of information 5
N " ) PR . and Service processing/storage based on
Storage, and locations] based on [Assignment: organization-defined Locations business requirements.

Service Location

requirements or conditionsl
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External System

Restrict the location of [Selection (one or more):

Mechanisms exist to inventory,
document and maintain data
flows for data that is resident

of
Relationsh

Services | information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing, services] to [Assignment: organization-defined Functional [Intersects With Locatiogn opf Data DCH-19 |within a service's geographically 5
Storage, and locations] based on [Assignment: organization-defined distributed applications (physical
Service Location |requirements or conditions]. and virtual), infrastructure,
systems components and/or
shared with other third-parties.
REQUITE TNe UEVETOPET OT TTe SySTETT, SYSTenT
icomponent, or system service to:a. Perform
iconfiguration management during system, component,
or service [Selection (one or more): design;
development; implementation; operation; disposall;b. Mechanisms exist to require
Document, manage, and control the integrity of system developers andq
ichanges to [Assignment: organization-defined SY. P
Developer configuration items under configuration Developer integrators to perform
SA-10 Configuration managgement]'c Implement onl?/ organization- Functional Equal Configuration TDA-14 |configuration management 10
Management lapproved changes to the system, component, or Management g“cnlg Sr\ftﬁ;" i‘::SI'g:,]’ ntation
service;d. Document approved changes to the system, a(:deoo‘;raiicr'\ plementatio
icomponent, or service and the potential security and P :
privacy impacts of such changes; ande. Track security
flaws and flaw resolution within the system,
icomponent, or service and report findings to
i X ization.dafinad 1
Developer Mechanisms exist to require
ﬁonﬁguratlotn Require the developer of the system, system Software / Firmware| 2ev?lo;)tgrs of Tgchnclogy Assets,
SA-10(01) anagement | |0 onent, or system service to enable integrity Functional Equal Integrity TDA-14.1 |APPlications and/or Services 10
Software and e ) P (TAAS) to enable integrity
Firmware Integrity \verification of software and firmware components. Verification Verification of software and
Verification firmware components.
Require the developer of the system, system Mechanisms exist to require
. . system developers/integrators
icomponent, or system service, at all post-design consult with security, compliance
istages of the system development life cycle, to:a. andor resilience eréonnel to:
Develop and implement a plan for ongoing security -€ P! :
! 8 . N (1) Create and implement a
land privacy control assessments;b. Perform [Selection Security, Security Testing and Evaluation
Developer Testing (one or more): unit; integratio ystem; regression] Compliance & (STSE) plan, or similar capability;
SA-11 and Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing TDA-09 (2) Im Iemént 2 verifiable flaw ’ 10
frequency] at [Assignment: organization-defined depth Throughout remed‘?ation rocess to correct
land coverage];c. Produce evidence of the execution of Development K P! d deficienci
the assessment plan and the results of the testing and weaknesses and deficiencies
by Py P identified during the control
levaluation;d. Implement a verifiable flaw remediation testing and evaluation process;
process; ande. Correct flaws identified during testing and "
and evaluation. (3) Document the results.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing Require ths develotper of th_e s);stern, Isystetmt_ ’ f;p:/l\isc)aiions aTd/ortSte_rvchs
- lcomponent, or system service to employ static code . . . 0 employ static code
SA-11(01) St:Qig E‘ézg"i:g?y‘sisanalysis tools to identify common flaws and document Functional Equal Static Code Analysis{ TDA-09.2 analysis tools to identify and 10
the results of the analysis. remediate common flaws and
document the results of the
analysis.
RequITe the Jeveloper of the SySTem, System
icomponent, or system service to perform threat
imodeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.| Mechanisms exist to require
Uses the following contextual information: system developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
and Evaluation | |concerning impact, environment of operations, known Developer Threat implement an ongoing Security
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Analysis & Flaw TDA-15 |[Testing and Evaluation (ST&E) 5
and Vulnerability [Employs the following tools and methods: Remediation plan, or similar process, to
Analyses [Assignment: organization-defined tools and objectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
the following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
acceptance criteria: [Assignment: organization-defined
accentance criterial
quiTe the developer of the System, System
component, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: . .
Developer Testing [Assignment: organization-defined information Mtiigztmr;?;ee\\)\ft ;sirtfl?é?]
and Evaluation | | concerning impact, environment of operations, known secure design tegchm ues, to
SA-11(02) Threat Modeling or assumed threats, and acceptable risk levels];b. Functional (Intersects With| Threat Modeling | TDA-06.2 ensure that tghreats to(:lsoft\)vare 5
and Vulnerability Employs the following tools and methods: and solutions are identified and
Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at .
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
andd. Produces evidence that meets the following
acceptance criteria: [Assignment: organization-defined
accentance criterial
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing Require the developer of the system, system Applications and/or Services
and Evaluation | |component, or system service to employ dynamic code : Dynamic Code (TAAS) to employ dynamic code
SA-11(08) Dynamic Code analysis tools to identify common flaws and document Functional Equal Analysis TDA-09.3 analysis tools to identify and 10
Analysis the results of the analysis. remediate common flaws and
document the results of the
analysis.
SA-12 N/A Withdrawn Functional | gt e N/A N/A N/A p |HEEmRErEPEBEsE
elationship
@ Require the eveloper of the System, System
icomponent, or system service to follow a documented
development process that:1. Explicitly addresses
Isecurity and privacy requirements;2. Identifies the
istandards and tools used in the development
process;3. Documents the specific tool options and tool
iconfigurations used in the development process; and4. . .
Development Documents, manages, and ensures the integrity of Secure Software l;llecl?caa'l"sor:: s:;setdtﬁr??éi?rpe
SA-15 Process, Standards, [changes to the process and/or tools used in Functional Equal Development TDA-06 ngware Development Practices 10
and Tools development; andb. Review the development process, Practices (SSDP) (SSDP) P
istandards, tools, tool options, and tool configurations :
[Assignment: organization-defined frequency] to
determine if the process, standards, tools, tool options
land tool configurations selected and employed can
isatisfy the following security and privacy
requirements: [Assignment: organization-defined
ecurity and orivacy reauirementsl _ _ _
Require the developer of the system, system d':s;roane'sr:qgf%zth:‘%lfquzi;ehé
component, or system service to provide the following Appl?cat\cns and/or Sgeyrvices g
SA-16 Deve\ope_r—_provlded training on the correct use and operation of the Functional Equal Developer-_Provlded TDA-16 |(TAAS) to provide training on the 10

Training

implemented security and privacy functions, controls,
and/or mechanisms: [Assignment: organization-defined
training].

Training

correct use and operation of the
Technology Asset, Application

and/or Service (TAAS).
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FDE Nam
levelopers of Technology Assets
/Applications and/or Services
(TAAS) to produce a design
specification and security
architecture that:
Require the developer of the system, system _g‘) Isocrgr\)zlztfemew:rh:r:‘igat‘on.s
icomponent, or system service to produce a design se?ﬁrit architecturg which is
ispecification and security and privacy architecture estainZhed within and is an
that:a. Is consistent with the organization’s security integrated part of the
Developer Security [2Nd Privacy architecture that is an integral part the organization's enterprise
and Privacy lorganization’s enterprise architecture;b. Accurately Developer architecture:
SA-17 Archi land completely describes the required security and Functional Equal Architecture & TDA-05 : 10
rchitecture and n . . . : (2) Accurately and completely
Design privacy func_tlonallty, an_d the allocation of controls Design describes the required security
lamong physical and logical components; andc. functionality and the allocation of
Expresses how individual security and privacy securit co¥n liance and
functions, mechanisms, and services work together to reswlienyc'e con‘t)rols amon
provide required security and privacy capabilities and hysical and logical comgonentS'
a unified approach to protection. Zr\g 9 P .
(3) Expresses how individual
security functions, mechanisms
and services work together to
provide required security
capabilities and a unified
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications . Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |intersects With Resilience GOVv-02 procedures necessary for secure, 5
communications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined SALEDIS
@ Develop, document, and disseminate to Mechanisms exist to develop,
[Assignment: organization-defined personnel or govern & update procedures to
roles]:1. [Selection (one or more): Organization-level; facilitate the implementation of
Mission/business process-level; System-level] system Network Security Controls (NSC).
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications . Network Security
s¢-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) NET-01 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined I%ent 1
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is Mechanisms exist to facilitate the
consistent with applicable laws, executive orders, h ; :
directives, regulations, policies, standards, and relch,I]?Zn;sn;:glL?r?tOfclr(;?“usﬁgnce
guidelines; and2. Procedures to facilitate the andgresilience prayétices ?ﬂ the
Policy and implementation of the system and communications . Secure Engineering el -
s¢-01 Procedures protection policy and the associated system and Functional Subset Of Principles SEA-OL dev Tpegﬁf‘it'm' Ide;lgnnt, tion 10
communications protection controls;b. Designate an a:d ?n?)?iiﬁiation gfe'l'eshnacls
[Assignment: organization-defined official] to manage Assets, Applications and/orgy
the development, documentation, and dissemination of| Sérvices (TAAS)
the system and communications protection policy and :
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined g,v_ents
@ Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . . .
consistent with applicable laws, executive orders, ?:f&r??'sg'gnfx;f;;ferzv'ew the
directives, regulations, policies, standards, and Resilier\yée Pmpram (SCRP)
guidelines; and2. Procedures to facilitate the Periodic Review & including policgies standards and
Policy and implementation of the system and communications : Update of Security, " A
5C-01 Procedures protection policy and the associated system and Functional [intersects With Compliance & Gov-03 F[Oifcefwi?is' ?\i‘ﬂ?":ed |ntervratls >
icommunications protection controls;b. Designate an Resilience Program gnsusregthe?racorftisuignes occur to
[Assignment: organization-defined official] to manage Suitability, adequacy agnd
the development, documentation, and dissemination of]| effectivenéss
the system and communications protection policy and .
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
Separation of Separate user functionality, including user interface Application Mechanisms exist to separate
SC-02 System and User Seg,ices from oyatom max'a Ementguncﬁona”t Functional Equal P;’r'zitionin SEA-03.2 |user functionality from system 10
Functionality " Y 9 Y- 9 management functionality.
Mechanisms exist to ensure
security functions are restricted
SC-03 Seculrslgyllal;l:jl:]ctlon Isolate security functions from nonsecurity functions. Functional [Intersects With g:i?é;?icnistfoﬁz END-16 te(;‘faonitcheo‘relzae;: é?;vi‘;ledgueaj:so?\tnr%l 5
requirements for necessary job
functions.
Security Function Security Function W\fegn A 55 CXISTTO 150Tate
SC-03 \ h Isolate security functions from nonsecurity functions. Functional |Intersects With h SEA-04.1 [security functions from non- 5
solation Isolation ritv function.
Information in . . ) ) Mechanis_ms exist to prevent
5C.04 Shared System Prevent unauthqnzed and unintended information Functional Equal Information In SEA05 ‘unautho‘rlzed and unl‘ntended 10
Resources transfer via shared system resources. Shared Resources information transfer via shared
system resources.
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Denial-of-service

a. [Selection (one): Protect against; Limit] the effects of|
the following types of denial-of-service events:
[Assignment: organization-defined types of denial-of-

Cantral Nacer "
Mechanisms exist to contro
resource utilization of
'Technology Assets, Applications

of
Relationsh

SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With| Resource Priority CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.

a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for

SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
la. [Selection (one): Protect against; Limit] the effects of| . : "
the following types of denial-of-service events: :‘xgcg?éﬂtﬂ:t‘iﬁlsgftgafa;élilfate thej

Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & mapna ement controlspto e);sure

SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 o timg\ system performance to 5
achieve the denial-of-service objective: [Assignment: Management mpeet ex yected e?nd anticipated
lorganization-defined controls by type of denial-of- f pecte " P
service event]. uture capacity requirements.

a. [Selection (one): Protect against; Limit] the effects of|
the following types of denial-of-service events: .
hagn " . /Automated mechanisms exist to
. " [Assignment: organization-defined types of denial-of- " h L
Denial-of-service " . " : Denial of Service protect against or limit the

SC-05 Protection service events],_andb. Em_ploy tr_\e fp\\QW|ng controls.to Functional |Intersects With (DoS) Protection NET-02.1 effects of denial of service 5
lachieve the denial-of-service objective: [Assignment: ttacks
lorganization-defined controls by type of denial-of- .
service event].

Mechanisms exist to control
Protect the availability of resources by allocating ;_eei%‘:‘"gﬁ);;'gzsa;e'?: (/)\fpplications
Resource [Assignment: organization-defined resources] by N . ) .

SC-06 Availability [Selection (one or more): priority; quota; [Assignment: Functional [Intersects With| Resource Priority CAP-02 :Sgég:)tsiglr:tcfgg?;so)ftgea:v?crz 5

organization-defined controls]]. (DoS) attacks to limit and
prioritize the use of resources.
@ Monitor and CoNtrol communications at the externar
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundai icomponents that are [Selection (one): physically; Boundar control communications at the

SC-07 Protectit?r’\ logically] separated from internal organizational Functional |Intersects With Protectio);\ NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of]| the network.
boundary protection devices arranged in accordance
\with an organizational security and privacy
architecture.

Mechanisms exist to limit the
Boundal [ : . number of concurrent external
SC-07(03) Protection | Access Limit the number of te:;esrnsatler:r?twork connections to Functional Equal Llcrg:]tnl\éig/;?];k NET-03.1 network connections to its 10
Points Y . Technology Assets, Applications
3. TMPTEMent @ Managed TIETTace Tor 8acT externar andior Services (TAAS),
telecommunication service;b. Establish a traffic flow
policy for each managed interface;c. Protect the
confidentiality and integrity of the information being
transmitted across each interface;d. Document each : : _—
exception to the traffic flow policy with a supporting Mensgraxglsergsi:éfftatcoerfrglgtaaclﬂ °
Boundary mission or business need and duration of that need;e. externgal telecommunication
Protection | Review exceptions to the traffic flow policy External service that protects the
SC-07(04) External [Assignment: organization-defined frequency] and Functional [Intersects With| Telecommunication| NET-03.2 confidentialit apnd integrity of 5
Telecommunication | remove exceptions that are no longer supported by an s Services the mforr)(wation beign Yy
s Services explicit mission or business need;f. Prevent transmitted across eagc;h
unauthorized exchange of control plane traffic with interface
external networks;g. Publish information to enable N
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
netwark: § § §
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
g Protection | Deny |allow network communications traffic by exception . - to deny network traffic by default
SC-07(05) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional  Intersects With Trg)f:fcaglt é‘xﬁ!on’on NET-04.1 and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. Y P exception (e.g., deny all, permit
by exception).
Boundary Prevent split tunneling for remote devices connecting micn:‘ir:";r?;rer:';toté zr:\xceg; SPITY
. Protection | Split [to organizational systems unless the split tunnel is " " _ " h
$C-07(07) Tunneling for isecurely provisioned using [Assignment: organization- Functional Equal Split Tunneling CFG-03.4 up(‘)iisssi;:zdszgti;uZ:EIE':‘ZS:&:::IY 10
Remote Devices |defined safeguards]. seﬁned Afm“a% 9
ProteBgtliJ::T Route Route [Assignment: organization-defined internal Route Internal mfecrnaar;Izgniniﬂ:itcta%?nustirafﬁc
. icommunications traffic] to [Assignment: organization- . "
SC-07(08) Traffic to defined external networks] through authenticated Functional [Intersects With| Traffic to Proxy NET-18.1 |to external networks through 5
Authenticated . Servers organization-approved proxy
Proxy Servers proxy servers at managed Interfaces. servers at managed interfaces.
Mechanisms exist to force
Boundal Internet-bound network traffic
Protection |rF{oute Route [Assignment: organization-defined internal through a proxy device (e.g.,
g , icommunications traffic] to [Assignment: organization- . DNS & Content . Policy Enforcement Point (PEP))
SC-07(08) AutTt::Lﬁt'i:ctaoted defined external networks] through authenticated Functional  Intersects With Filtering NET-18 for URL content filtering and DNS 5
Proxy Servers  [Proxy servers at managed interfaces. filtering to limit a user's ability to
Y connect to dangerous or
prohibited Internet sites.
Boundary a. Prevent the exfiltration of information; andb. Prevent A;Jet\%nnittehdeTs;:?ﬁés’_;‘:dexm to
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Unauthorized NET-03.5 gxﬁltration of sensitive/regulated 5
Exfiltration defined frequencyl. Exfiltration data across managed interfaces.
Automated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent| Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 (DLP) to protect sensitive 5
Exfiltration defined frequency]. information as it is stored,
transmitted and processed.
Boundary Implement [Assignment: organization-defined host- Mechanisms exist to implement
g _ |based boundary protection mechanisms] at ) Host-Based Security| : underlying software separation
SC-07(12) T;:Sts;t,‘,orgtle:'gg:‘ [Assignment: organization-defined system Functional Equal Function Isolation END-16.1 mechanisms to facilitate security 10
icomponents]. function isolation.
TECITATTSTITS EXTST IO TTPTETTTETTT
Boundary Isolate [Assignment: organization-defined information ?:;:{:’;g;z':iigf&?:;a‘ébsletsgft
Protection | security tools, mechanisms, and support components] Securit components fryom other inte‘r)npa\
Isolation of Security|from other internal system components by " Y P
SC-07(13) N " . Functional [Intersects With Management NET-06.1 |system components by 5
Tools, Mechanisms, implementing physically separate subnetworks with Subnets implementing separate
and Support managed interfaces to other components of the susnetworksgwitr?managed
Components system. interfaces to other components
£ th, t,
Mechanisms exist to facilitate the|
implementation of industry-
Boundary Prevent systems from entering unsecure states in the s . . recogm_z_ed securlty,_ C°”?P"ance
. . h N : ecure Engineering and resilience practices in the
SC-07(18) Protection | Fail |event of an operational failure of a boundary Functional |Intersects With Principles SEA-01 specification, design 5
Secure protection device. development, implementation
and modification of Technology
/Assets, Applications and/or
UTUTITaTE U TITECITaTTSTITS CATSTTo
dynamically isolate (e.g.,
P?gtuerg;?l Provide the capability to dynamically isolate Dynamic Isolation & Zi?ﬁ]%o;(:ni:"g:swtuelge?eoThpeonems
SC-07(20) Dynamic Isolation [Assignment: organization-defined system Functional Equal Segregation NET-03.6 component is isolated in a fault- 10
N icomponents] from other system components. (Sandboxing) . h °
and Segregation contained environment but it can
still collaborate with the
Mechanisms exist to employ
Boundary Employ boundary protection mechanisms to isolate boundary protections to isolate
g Protection | [Assignment: organization-defined system : Isolation of System s Technology Assets, Applications
SC-07(21) Isolation of System [components] supporting [Assignment: organization- Functional Equal Components NET-03.7 and/or Services (TAAS) that 10
Components defined missions and/or business functions]. support critical missions and/or

business functions.
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FDE Name Focal Document Element (FDE) Description
Transmission Protect the [Selection (one or more): confidentiality; Transmission Cryptographic mechanisms exist
SC-08 Confidentiality and integrity] of transmitted information. ' Functional |Intersects With Confidentialit CRY-03 |to protect the confidentiality of 5
Integrity grity. : Y data being transmitted.
Transmission : - . Cryptographic mechanisms exist
. o Protect the [Selection (one or more): confidentiality; : Transmission i i
SC-08 Confidentiality and |; - P : Functional |Intersects With " CRY-04 [to protect the integrity of data 5
Integrityy integrity] of transmitted information. Integrity being transmitted.
Transmission . . . Cryptographic mechanisms exist
oty ana [TBlement coptograpic mechonisms o Seecion forevent unatotze
SC-08(01) Integrity | n ion: de f N h Functional |Intersects With : CRY-01.1 |disclosure of information as an 5
chtcgr?ph‘c Lr;;?‘rsrrr:wai;gghdetect changes to information] during Protection alternative to physical
Protection . safeguards.
Transmission Implement cryptographic mechanisms to [Selection Mechanisms exist to facilitate the|
Conﬁdenngllty and (one or more): prevent unauthorized disclosure of . Use of . \mplem_entat\cn of cryptographlc
SC-08(01) Integrity | information; detect changes to information] durin Functional [Intersects With| Cryptographic CRY-01 |protections controls using known 5
Cryptographic ' transrﬁission 9 Controls public standards and trusted
Protection N cryptographic technologies.
Transmission : . .
A - Implement cryptographic mechanisms to [Selection : ; :
scoaon | inee nr?c“t)[ 24| (one or more): prevent unauthorized disclosure of | ¢ igna [intersects with|  JrNSMission | oy oy | GYBOSIEPRE TECAIRTRSES )
c mg ray hic information; detect changes to information] during Confidentiality pdata being transmitted Y
rPylpotegctign transmission. 9 .
. t " Tt to terminate
[Terminate the network connection associated with a rechanisms exis
" N N ; network connections at the end
. lcommunications session at the end of the session or . Network Connection| -
SC-10 Network Disconnect : ) o . Functional Equal n NET-07 |of a session or after an 10
ianf;ecziyi\tsyslgnment. organization-defined time period] of Termination organization-defined time period
, of inactivit
Establish and manage cryptographic keys when . .
Coptogratic Key (VPGSO s elosed i th it
SC-12 Esr{apblighrr‘\)ent ang accordance with the following key management Functional [Intersects With Public Key CRY-08 InfEastructure (PKI) infrastructurﬁ 5
Management requirements: [Assignment: organization-defined Infrastructure (PKI) or obtain PKI services from a
9 requirements for key generation, distribution, storage, r table PKI servi rovider.
laccess, and destruction]. eputable service provider.
Cryptographic Key Mechanisms exist to ensure the
: Establishment and [Maintain availability of information in the event of the ) Cryptographic Key ; availability of information in the
SC-12(01) Management | loss of cryptographic keys by users. Functional Equal Loss or Change CRY-00.3 event of the loss of cryptographic| 10
Availability keys by individual users.
Mechanisms exist to facilitate the|
Cryptographic Key [Produce, control, and distribute symmetric ’:;?:;Cett'g? S&%gg?:;ﬁ?sg;:f
_ Establishment and |cryptographic keys using [Selection (one): NIST FIPS- : . g
SC-12(02) Management | |validated; NSA-approved] key management technology Functional Equal Symmetric Keys CRY-09.1 |using ngeral Information 10
Processing Standards (FIPS)-
Symmetric Keys |and processes. "
compliant key management
technology and processes.
Produce, control, and distribute asymmetric Mechan_isms exist to facilitate the|
cryptographic keys using [Selection (one): NSA- production and management of
Cryptographic Ke lapproved key management technology and processes; asymmetric cryptographic keys
E?t’apblighrr?ent amyj prepositioned keying material; DoD-approved or DoD- using Federal Information
SC-12(03) Management | issued Medium Assurance PKI certificates; DoD- Functional Equal Asymmetric Keys | CRY-09.2 PFOCES_S\HQ Standards (FIPS)- 10
As mmgetric Keys lapproved or DoD-issued Medium Hardware Assurance compliant key management
Y YS P certificates and hardware security tokens that technology and processes that
protect the user’s private key; certificates issued in protect the user’s private key.
laccordance with organization-defined requirements].
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following c . . .
h » " ryptographic mechanisms exist
Cryptographic  [types of cryptography required for each specified . .. | Encrypting Data At :
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Rest CRY-05 fj?sg[::frr;gt:fn::tt;?ﬁ:gt 5
types of cryptography for each specified cryptographic :
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following gf;:rati':zrgi f;;';i;;;‘;ﬂfss the
. Cryptographic  |types of cryptography required for each specified " Export-Controlled g P " .
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Cryptography’ CRY-01.2 |technologies in compliance with 5
A relevant statutory and regulatory
types of cryptography for each specified cryptographic "
Usel. requirements.
a. Determine the [Assignment: organization-defined : ; i
cryptographic uses]; andb. Implement the following Use of :\:I:cll'éamrgsnr:asti;lsgftgrfactglt?;eI:ihce
sC-13 Cryptographic  |types of cryptography required for each specified F : 8 : plem yptograpl
- " ! h . A . unctional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Protection cryptographic use: [Assignment: organization-defined Controls bublic standards and trusted
Eys;;?s of cryptography for each specified cryptographic cryptographic technologies.
Mechanisms exist to unplug or
a. Prohibit remote activation of collaborative prohibit the remote activation of
Collaborative computing devices and applications with the following collaborative computing devices
.~ : : exceptions: [Assignment: organization-defined : Collaborative - with the following exceptions:
SC-15 Cg;ndpxtmﬁc[;?él:ses exceptions where remote activation is to be allowed]; Functional Intersects With Computing Devices END-14 (1) Networked whiteboards; 5
PP andb. Provide an explicit indication of use to users (2) Video teleconference
physically present at the devices. cameras; and
(3) Teleconference microphones.
a. Issue public key certificates under an [Assignment: . .
Public Ke lorganization-defined certificate policy] or obtain public :\:I:CIZ?:;TZ:T;Stzﬁ:aslelfﬁl;ﬁ::yke
sc-17 Infrastructare K€Y certificates from an approved service provider; Functional |Intersects With| . _Public Key CRY-08 |Infrastructure (PKI) mfrastructure 5
Certificates landb. Include only approved trust anchors in trust Infrastructure (PKI) or obtain PKI services from a
zﬁgraensizoarticoenrt\ﬁcate stores managed by the reputable PKI service provider.
@. DeTine acceptable and Unacceptable mobile code " -
SC-18 Mobile Code and mobile code technologles; andb. Authorize, Functional |Intersects With Mobile Code END-10 mi%?laenclirges /e;:f;rtaotiigdsr;sstsem- 5
mor;t;r, and control the use of mobile code within the independent applications.
sc19 N/A Withdrawn Functional fo N/A N/A N/A 0 |FREEEDRIEEPEEDEE
Relationship
[@. PTOVIde adaitionar data origin autnentication and
integrity verification artifacts along with the
Secure lauthoritative name resolution data the system returns Mechanisms exist to ensure
in response to external name/address resolution . Domain Name Service (DNS)
Name/address > ' i Domain Name ) ¢
. : .o |aueries; andb. Provide the means to indicate the : : - resolution is designed,
SC-20 Re(s;h\lk:rt]lgrr‘!tgtei;\gce isecurity status of child zones and (if the child supports Functional Intersects With Sir:;fﬁu(t%’\:‘s) NET-10 implemented and managed to 5
Source) isecure resolution services) to enable verification of a protect the security of name /
chain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
e
Mechanisms exist to perform
Secure Request and perform data origin authentication and Secure Name / data origin authentication and
Name_/address data integrity verification on the name/address . Addr_ess Reso\ut_lon data integrity venﬁ(_:at\on on the
SC-21 Resolution Service resolution responses the system receives from Functional Equal Service (Recursive | NET-10.2 [Domain Name Service (DNS) 10
(recursive or authoritative gources Y or Caching resolution responses received
Caching Resolver) : Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
Architecture and |Ensure the systems that collectively provide Architecture & systems that collectively provide
5C-22 Provisioning for |name/address resolution service for an organization Functional Equal Provisioning for NET-10.1 Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external q Name / Address " |resolution service are fault-
P
Resolution Service [role separation. Resolution Service tolerant and implement
internal/external role separation.
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity NET-09 |authenticity and integrity of 10
4 communications sessions.
Session /AUTOMated Mechanisms exist o
. Authenticity | Invalidate session identifiers upon user logout or other " Invalidate Session s invalidate session identifiers
SC-23(01) Invalidate Session [session termination. Functional Equal Identifiers at Logout| NET-09.1 upon user logout or other session 10
\dentifiers at | aaaut, termination
Fail to a [Assignment: organization-defined known . .
isystem state] for the following failures on the indicated ?esizz:‘slst:?aeilxtlitats enable
icomponents while preserving [Assignment: 0{ anization-defined known-state
SC-24 Fail in Known State |organization-defined system state information] in Functional (Intersects With Fail Secure SEA-07.2 fo?t s of failures, preservin 5
failure: [Assignment: list of organization-defined types s stgpm <tate inform’aption in 9
of system failures on organization-defined system fayilure
icomponents]. 3
" - TTO protect the
. Protect the [Selection (one or more): confidentiality; ! . recnamems eXIst 10 b
Protection of N " P - ) : Endpoint Protection confidentiality, integrity,
SC-28 Information at Rest integrity] of the foIIr_)wwr)g mfor_matlon at res_t. Functional |Intersects With Measures END-02 availability and safety of 5
[Assignment: organization-defined information at rest]. it deyice
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of
Relationsh

version 2026.1_x000a_03/27/2026

Protection of

Protect the [Selection (one or more): confidentiality;

Cryptographic mechanisms exist

Benchmarks for
Corrective Actions

benchmarks for taking corrective actions: [Assignment:
lorganization-defined benchmarks].

Benchmarks For
Corrective Action

operations through metrics
reporting.

SC-28 Information at Rest integrity] of the following information at rest: Functional (Intersects With Encryptl;r;gstData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
n Implement cryptographic mechanisms to prevent . f .
Infoi:ﬁtaiicélf)gto;est unauthorized disclosure and modification of the Cryptographic gxz)?teovgerlftpphl; T:;S;g;r;:;xlst
SC-28(01) . following information at rest on [Assignment: Functional (Intersects With : BCD-11.4 | . vy 5
| Cryptographic orgamzanon deﬁned system components or medial: Protection disclosure and/or modification of
Protection onl backup information.
Protection of Implemen cryp ographic mechanisms to prevent K | i
Information at Rest unauthon_zed dlscl_osure and modlﬁc_atlon of the Encrypting Data At Cryptographic mechgmsms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Rest CRY-05 |to prevent unauthorized 5
Protection organlzatlon defined system components or medla] disclosure of data at rest.
Protection of 4 %ﬁﬁ?ﬁ%@aﬁ%m%%ﬁﬁfgms to prevent R . .
Information at Rest unauthpnz_ed dlsclo_sure and mod\ﬁcapon of the ) Transmission Cryptographic mechanlsms exist
SC-28(01) | Cryptographic fo\_\ow_mg |nfo_rmat|on at rest on [Asslgnment:_ Functional |Intersects With Integrity CRY-04 to protec_t the |nteg_r|ty of data 5
Protection organization-defined system components or media]: being transmitted.
[Assianment: oraanization-defined informationl
Protection of Implement cryptographic mechan‘i_sms‘ to prevent Cryptographic meghani;m_s exist
Information at Rest unauthor\_zed dlscl_osure and modlﬁc_atlon of the . Encrypting Data In _to protect tlje conﬁd_entlallty and
SC-28(01) 25 Ifollowing information at rest on [Assignment: Functional [Intersects With N DCH-07.2 |integrity of information stored on 5
I Cryptog{aphlc lorganization-defined system components or medial: Storage Media digital media during transport
Protection [Assignment: organization-defined information]. outside of controlled areas.
P N . Mechanisms exist to implement a|
SC-39 Process Isolation leaelrc\zat::gassye;::rmat:r::eesc:t\on domain for each Functional Equal Process Isolation SEA-04 |separate execution domain for 10
. each executing process.
@ DEVETOp, UOCUITIENT, and aTSSenmate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security, including policies, standards and
SI-01 Procedures isystem and information integrity policy and the Functional |Intersects With Compliance & 'l GOV-03 [procedures, at planned intervals 5
aDssociated sysi;em and information integ;it)g cogtrols;b. Resilience Program or if signliﬁcant changes occur to
esignate an [Assignment: organization-define: ensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
argani ouentel
d. DEV t, dTid UTSSETTMate 1o Mechanisms exist to facilitate the|
[Ass\gnment organization-defined personnel or implementation of industry-
ro\es_] 1. [Se_lectlon (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
land information integrity policy t_l'_\a_t:a. Addresses specification, design,
purpose, scope, roles, responsibilities, management development, implementation
commltment, coord_lnatlon among orga_nlzatlon_al and modification of Technology
entities, and compllanc_e; andb. Is consistent with Assets, Applications and/or
lapplicable laws, executive orders, directives, Services (TAAS)
regulations, policies, standards, and guidelines; and2.
Policy and Procedures to facilitate the implementation of the Secure Engineering
SI-01 Procedures isystem and information integrity policy and the Functional Subset Of Principles SEA-01 10
lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
araanization-defined eventsl
§ Uk LAGETE ama arssemmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, . " .
regulations, policies, standards, and guidelines; and2. . ) Mechanisms exist to establish,
Policy and Procedures to facilitate the implementation of the Pu%g&':ﬁaiiggty' m:g“i?é; asntgndézsrzrs\'uar:]a;e
si-01 Procedures assosézttee?sayr::el;‘foar:(;a\tr:tf)grg:taig)r:)\/nfggrci{ya?gntt’::ls'b Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
Designate an [Assignment: organization-defined Documentation compliant g_rl\_d resilient
official] to manage the development, documentation, capabilities.
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and followmg [Assignment:
ovantcl
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects Vulnerability & Mechanisms exist to facilitate the|
SI-02 Flaw Remediation beforea\nr:istﬁarlrlgs\llc;rr\éc&:)r:js;taelIssvtictlaggy[zse;iegv::]tei%ftware Functional |Intersects With| Patch Management| VPM-01 |rr(;?l\leLTr]e;r?;:ﬁpyamngnrg;g:;%rr:rég 5
organization-defined time period] of the release of the Program (VPMP) controls.
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw " :
remediation for effectiveness and potential side effects glloeéx:?:g‘;tfhxi:fé tfgrcglrluiuct
SI-02 Flaw Remediation gﬁLoger%n;:!as':(;‘a'iélsn;tiflili:e[il;ggr;':g‘fnt software | ¢ nctional |Intersects With Firmsv(\?;trv;a;aetc&hmg VPM-05 2epll(_)yet(_j Techndo/log%/ Assets, 5
lorganization-defined time period] of the release of the (1P:Alg]a :ngugﬁ. %(rme“rl\;\:ees
updates; andd. Incorporate flaw remediation into the ' 9 .
organizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw
remediation for effectiveness and potential side effects Automatic /Automated mechanisms exist to
S1-02 Flaw Remediation gﬁLoger%n:’:!as':(;‘a'iélsn‘;tiflili:e[g;gg::g‘fnt software Functional (Intersects With Antimalware END-04.1 E:tha:slggit:snai:]vé\agsmg signature 5
lorganization-defined time period] of the release of the Signature Updates definitions.
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.
51-02(01) N/A Withdrawn Functional Relat’i“;nship N/A N/A N/A p  [PutidEm RS Ei
Determine if system components have applicable "
Flaw Remediation | [security-relevant software and firmware updates Automated Qg{gm;eedthm:;haigi'fﬂzye;t(‘esrtnm
S1-02(02) Automated Flaw |installed using [Assignment: organization-defined Functional |Intersects With Remediation Status VPM-05.2 components with regard to flaw 5
Remediation Status [automated mechanisms] [Assignment: organization- A
i remediation.
defined frequency]
?‘?We ::';:;':3:;;&! @. Measure _the time between flaw identification and Time To Mecha_nisms exist to trgclf the
$1-02(03) Flaws and flaw remediation; andb. Establish the following Functional Equal Remediate / VPM-05.3 |effectiveness of remediation 10
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FDE Nam

Malicious Code

5103 Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

version 2026.1_x000a_03/27/2026

Malicious Code

5103 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the|
implementation and monitoring
of vulnerability management
controls.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Malicious Code
Intersects With| Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.

Malicious Code

si-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

Malicious Code

S-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
iduring malicious code detection and eradication and
the resulting potential impact on the availability of the

system.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.
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5103 Protection

Malicious Code

Focal Document Element (FDE) Description

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

‘GovRAMP HIGH_x000a_Crosswalk Mapping

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

of
Relationsh

version 2026.1_x000a_03/27/2026

SI-03(01) N/A

Withdrawn

Functional

N N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

SI-03(02) N/A

Withdrawn

Functional

Relationship
N

o
Relationship B

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

SI-03(07) N/A

Withdrawn

Functional

No

Relationship BHA

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Continuous

Intersects With Monitoring

MON-01

Mechanisms exist to facilitate the|
implementation of enterprise-
wide monitoring controls.

S1-04(01)
System

System Monitoring |
System-wide
Intrusion Detection

IConnect and configure individual intrusion detection
tools into a system-wide intrusion detection system.

Functional

Intrusion Detection
& Prevention
Systems (IDS & IPS)

Equal

MON-01.1

Mechanisms exist to implement
Intrusion Detection / Prevention
Systems (IDS / IPS) technologies
on critical systems, key network
segments and network choke
points

S1-04(02)

System Monitoring |
Automated Tools
and Mechanisms for|
Real-time Analysis

Employ automated tools and mechanisms to support
near real-time analysis of events.

Functional

Automated Tools
for Real-Time
Analysis

Equal

MON-01.2

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support near real-time

analysis and incident escalation.

Secure Controls Framework (SCF)

410f 43



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

‘GovRAMP HIGH_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

System Monitoring |

a. Determine criteria for unusual or unauthorized
activities or conditions for inbound and outbound

Mechanisms exist to

Inbound and icommunications traffic;b. Monitor inbound and Igﬁf;;:ng ;?]Ztg‘uut?)‘éilxdmc%w%ru':iggriggS
S1-04(04) Outbound loutbound communications traffic [Assignment: Functional Equal Communications MON-01.3 traffic for unusual or 10
Communications |organization-defined frequency] for [Assignment: Traffic unauthorized activities or
Traffic lorganization-defined unusual or unauthorized activities e
iti conditions.
lor conditions]. .
/Alert [Assignment: organization-defined personnel or monitor, correlate and respond
System Monitoring ||roles] when the following system-generated indications System Generated to alerts from physical,
S1-04(05) System-generated |of compromise or potential compromise occur: Functional Equal Y Alerts MON-01.4 |cybersecurity, data protection 10
Alerts [Assignment: organization-defined compromise and supply chain activities to
indicators]. achieve integrated situational
Mechanisms exist to utilize User
& Entity Behavior Analytics
System Monitoring ||Analyze outbound communications traffic at the (UEBA) and/or User Activity
Analyze lexternal interfaces to the system and selected y Anomalous Monitoring (UAM) solutions to
S1-04(11) Communications |[Assignment: organization-defined interior points Functional Equal Behavior MON-16 detect and respond to anomalous| 10
Traffic Anomalies |within the system] to discover anomalies. behavior that could indicate
account compromise or other
malicious activities.
N f N n Mechanisms exist to monitor
Sysem iorng [ETPY @ wicless s ceen stem wirtss newore
SI1-04(14) Wireless Intrusion attempts agnd potential compromises or breaches to Functional |Intersects With Monitoring MON-01.5 [(1) Rogue wireless devices; and 5
Detection (2) Anomalous and/or hostile
the system. M
activitie
/Automated mechanisms exist to
correlate both technical and non-
System Mo‘mtonng | \ . . | g Correlate tﬁchnical infonEat\on from across|
Correlate ICorrelate information from monitoring tools an . L the enterprise by a Security
S-04(16) Monitoring mechanisms employed throughout the system. Functional Equal leonltortmg MON-02.1 Incident Event Manager (SIEM) or 10
Information nformation similar automated tool, to
lenhance organization-wide
situational awareness.
[Analyze outbound communications traffic at external [Automated mechanisms exist to
System Monitoring ||interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Covert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
)_\E_Lthin the system], transmitted and processed
nalyze outbound communications traffic at external
System Monitoring ||interfaces to the system and at the following interior Analyze Traffic for /Automated mechanisms exist to
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional (Intersects With Coveyrt Exfiltration MON-11.1 [analyze network traffic to detect 5
Covert Exfiltration |[Assignment: organization-defined interior points covert data exfiltration.
within the svstem], XISETS
Implement [Assignment: organization-defined Ie‘:r:::égd”;ctivit mo':,:"t“c'):'r"'c'f“
System Monitoring ||additional monitoring] of individuals who have been . Individuals Posing A Y g for
51-04(19) Risk for Individuals| identified by [Assignment: organization-defined Functional Equal Greater Risk MON-01.14 !Sd\vt\%uzls who have bgen d 10
Isources] as posing an increased level of risk. :eegl Iofen is posing an increase
Implement the following additional monitoring of - Mechanisms exist to implement
sioao)  [System MORKONing ||p jviieged users: [Assignment: organization-defined Functional Equal Privileged User  |MON-01.15 [enhanced activity monitoring for 10
rivileged Users |2 dditional monitoring]. versight privileged users.
la. Detect network services that have not been /Automated mechanisms exist to
System Monitoring | ZU'EihOZZEdt?‘f a_PPtf_Wed by [Assiglnment: Ofg]anizztlion- Unauthorized detect unauthorized network
N efined authorization or approval processes]; andb. . nauthorize services and alert incident
51-04(22) NeLir\;vaoLrlihg:ereiges [Selec_tion_ (one or more): Audit; Alert [Assignment: Functional Equal Network Services MON-11.2 response personnel. 10
lorganization-defined personnel or roles]] when
detected
Mechanisms exist to utilize Host-
based Intrusion Detection /
Implement the following host-based monitoring Prevention Systems (HIDS / HIPS)
System Monitoring |[mechanisms at [Assignment: organization-defined " N to actively alert on or block
S-04(23) Host-based Devices! isystem components]: [Assignment: organization- Functional Equal Host-Based Devices| MON-01.6 unwanted activities and send 10
defined host-based monitoring mechanisms]. logs to a Security Incident Event
Manager (SIEM), or similar
automated tool, to maintain
System Monitoring | g;;ca?\\i/zeakigaqsganae%dpﬂfstglr?:;le;rorlc?\esl]%"i:\gi:c”akéors of » Monitoring for Automated mechanisms exist to
SI-04(24) Indicators of icompromise provided by [Assignment: organization- Functional |Intersects With Indicators of MON-11.3 [identify and alert on Indicators of 5
Compromise defined sources] . Compromise (I0C) Compromise (loC).
Mechanisms exist to utilize a File
. . . . Integrity Monitor (FIM), or similar
System Honioring [D5CoLeT colec and gt o sarment Ehange deteeion technoioay. o
S1-04(24) Indicators of m?“ romise rovidedpb [Assignment: o’r anization- Functional |Intersects With Monitoring(FlyM) MON-01.7 |critical Technology Assets, 5
Compromise deﬁr?ed sourcpes] Yy 9 :org 9 /Applications and/or Services
. (TAAS) to generate alerts for
unauthorized modifications.
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With “\;pﬁ; Ii_ata TDA-18 Melc(;\_tams;nsfexlsttt_o checktthe 5
Directives personnel or roles]; [Assignment: organization-defined alidation validity of information inputs.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Mechanisms exist to maintain
directives from [Assignment: organization-defined situational awareness of
lexternal organizations] on an ongoing basis;b. vulnerabilities and evolving
Generate internal security alerts, advisories, and threats by leveraging the
directives as deemed necessary;c. Disseminate knowledge of attacker tactics,
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence techniques and procedures to
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With Feeds THR-03  [facilitate the implementation of 5
Directives personnel or roles]; [Assignment: organization-defined preventative and compensating
lelements within the organization]; [Assignment: controls.
organization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Cryptographic mechanisms exist
directives from [Assignment: organization-defined lto implement strong
lexternal organizations] on an ongoing basis;b. cryptography and security
Generate internal security alerts, advisories, and protocols to safeguard
directives as deemed necessary;c. Disseminate sensitive/regulated data during
Security Alerts, [security alerts, advisories, and directives to: [Selection Safeguarding Data transmission over open, public
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With Over Open NET-12  |networks. 5
Directives personnel or roles]; [Assignment: organization-defined Networks
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
TECITATTTSTITS EXTST o TITaTeamT
situational awareness of
Security Alerts, \vulnerabilities and evolving
Advisories, and  [Broadcast security alert and advisory information Threat Intelligence threats by leveraging the
SI-05(01) Directives | throughout the organization using [Assignment: Functional [Intersects With Feeds THR-03 |knowledge of attacker tactics, 5
Automated Alerts |organization-defined automated mechanisms]. techniques and procedures to
and Advisories facilitate the implementation of
preventative and compensating
[a. Verify the correct operation of [Assignment:
lorganization-defined security and privacy functions];b.
Perform the verification of the functions specified in SI-
I06a [Selection (one or more): [Assignment: Mechanisms exist to verify the
security and 0 eer with approprate privicger Control Complance and reshience
5-06 Prl;//aei%‘(f:{;gﬁlon [Assignment: organization-defined frequency]];c. Alert Functional  Intersects With F\l;grci‘t;ilggtanl)ltny CHG-06 controls following implemented 5

[Assignment: organization-defined personnel or roles]
to failed security and privacy verification tests; andd.
[Selection (one or more): Shut the system down;
Restart the system; [Assignment: organization-defined
alternative action(s)1] when anomalies are discovered

changes to ensure applicable
controls operate as designed.
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of
Focal Document Element (FDE) Description Relationsh
a. Employ integrity verification tools to detect . . . .
unauthorized changes to the following software, miecgz?;sl%smegft(;?M‘;t‘giesi'r:\;lﬁar
Software, Firmware, |firmware, and information: [Assignment: organization- Endpoint File technologies, to detecé and
SI-07 and Information |defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 report on unéuthorized changes 5
Integrity [Take the following actions when unauthorized changes (FIM) to selected files and
to the software, firmware, and information are configuration settings
detected: [Assignment: organization-defined actions]. .
la. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware,[firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional (Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware, |firmware, and information: [Assignment: organization- " .
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With I\r/glli";alziaotr? TDA-18 ‘I‘I/Iaehcé’lisnlsfmsfexlstttp checktthe 5
Integrity [Take the following actions when unauthorized changes y ofinformation inputs.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment: Mechanisms exist to validate
Softv[vjaref, Firmware, orfganizatior]]-[deflined so(ftware, ﬁrmw)are, and configurations through integrity
and Information [information] [Selection (one or more): at startup; at " . checking of software and
SI-07(01) Integrity | Integrity [[Assignment: organization-defined transitional states Functional Equal Integrity Checks END-06.1 ﬁrmwarg_ 10
Checks or security-relevant events]; [Assignment:
organization-defined frequency]].
Software, Firmware,
and Information [Employ automated tools that provide notification to Automated /Automated mechanisms exist to
Integrity | [Assignment: organization-defined personnel or roles] " : ; alert incident response personnel
S1-07(02) Automated upon discovering discrepancies during integrity Functional Equal | {\lotl_ﬁtca\tllolnst_of END-06.3 upon discovering discrepancies 10
Notifications of  |verification. ntegrity Violations during integrity verification.
Integrity Violations
Software, Firmware,
and InformaTion Automazically [Selectwor:v (one or morel): shut the Automated Aut(IJmated mecr:janisms exist to
Integrity system down; restart the system; implement . implement remediation actions
5-07(05) Automated [Assignment: organization-defined controls]] when Functional Equal Re;pon;el t(? END-06.4 when integrity violations are 10
Response to integrity violations are discovered. Integrity Violations discovered.
Integrity Violations
Software, Firmware,
and Information (Incorporate the detection of the following unauthorized Mechanisms exist to detect and
Integrity | ichanges into the organizational incident response : Endpoint Detection respond to unauthorized
S1-07(07) Integration of  |capability: [Assignment: organization-defined security- Functional Equal & Response (EDR) END-06.2 configuration changes as 10
Detection and  |relevant changes to the system]. cybersecurity incidents.
Response
5 n No \Withdrawn in NIST SP 800-53 R5
SI-07(14) N/A Withdrawn Functional Relationship N/A N/A N/A 0
la. Employ spam protection mechanisms at system Mechanisms exist to utilize anti-
lentry and exit points to detect and act on unsolicited phishing and spam protection
. messages; andb. Update spam protection mechanisms . Phishing & Spam technologies to detect and take
5-08 Spam Protection 'when new releases are available in accordance with Functional Equal Protection END-08 action ongunsolicited messages 10
lorganizational configuration management policy and transported by electronic mail.
procedures.
q q No \Withdrawn in NIST SP 800-53 R5
SI-08(01) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Mechanisms exist to
automatically update anti-
: : : Automatic Spam phishing and spam protection
S1-08(02) Asupt?):v:trigtsczz?els ?:st;m:r::cefmltly(;erca‘antiiast?:nn:‘dzgﬁsstf‘?: T:nccl’\a]nlsms Functional Equal and Phishing END-08.2 |technologies when new releases 10
P 9 + org q Yyl Protection Updates are available in accordance with
configuration and change
management practices.
Cryptographic mechanisms exist
to implement strong
Information Input Che;k the validity of th‘e follov{ing informatipn ipputs: Safeguarding Data cryptography and security
SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTETR TITE Vanarty or e TpuT retworks.
Information Input 3§ T UTTS TOTOWINY TTOTetror 1 i . Input Data Mechanisms exist to check the
SI-10 Validation Efsragnmzer:&”organlzatlon-deﬁned information inputs Functional [Intersects With Validation TDA-18 validity of information inputs. 5
Mechanisms exist to handle error
conditions by:
(1) Identifying potentially
security-relevant error
conditions;
a. Generate error messages that provide information (2) Generating error messages
necessary for corrective actions without revealing that provide information
SI-11 Error Handling  |information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined without revealing sensitive or
personnel or roles]. potentially harmful information in
error logs and administrative
messages that could be
exploited; and
(3) Revealing error messages
only to authorized personnel.
Manage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation:
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and :gvshe notice or as required by
Information information output from the system in accordance with Personal Data (PD) i
SI-12 Management and |applicable laws, executive orders, directives, Functional (Intersects With Retention & PRI-05 (EZH)d?(li[Jafiys:noﬁ]ﬁizeesstzohf#srases, 5
Retention regulations, policies, standards, guidelines and Disposal dl )f’th method 'f
loperational requirements. regar ?55 of the method o
storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
Implement the following controls to protect the system reecclﬂ_iat';'ss:ége:'::dtsot:)mpprl:tzcetnt
SI-16 Memory Protection [/memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 10

[Assignment: organization-defined controls].

system memory from
unauthorized code execution.
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