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AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.

10

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] " .
AC-02 Maﬁ]gcg?mntent within:1. [Assignment: organization-defined time Functional [Intersects With I\r/glli";alziaotr? TDA-18 \D:I:hcd'}f;Em:;::;fﬁ)sﬁ:;téhe 5
period] when accounts are no longer required;2. .
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the Cryptographic mechanisms exist
use of accounts;h. Notify account managers and to implement strong
Account [Asslgnment: ‘organization-de.ﬁne;d perspnnel or roles] X ‘ Safeguarding Data cryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.
Management\ Supportthe managementofsystem accounts using Automated System AULUI"dlehullchllaln m: ex\fstto
AC-02(01) Automated System [[Assignment: organization-defined automated Functional |Intersects With M Account IAC-15.1] support the managemen_t o 5
Account mechanisms]. ‘ anagemer!t systgm accounts (e.g., directory
la. Establish and administer privileged user accounts in {hirectory Services) RS- eoermor
Account laccordance with [Selection (one): a role-based access F:éig??;—décc%?\flocg?/ngsoslets
Management | scheme; an attribute-based access schemel;b. Monitor Role-Based Access /Applications, Services and/or '
AC-02(07) Privileged privileged role or attribute assignments;c. Monitor Functional Equal IAC-08 i . 10
ged User : ) Control (RBAC) Data (TAASD) to restrict access
Accounts changes‘tg roles or attrlbutgs, andd. Revoke access to individuals assigned specific
;/(\:I;er;f:wlsgeﬁ;g!e or attribute assignments are no rOIei with legitimate business
o . Mechanisms exist to enforce
Enforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 /Access Enforcementlinformation and system resources in accordance with Functional |Intersects With|Access Enforcement| IAC-20 |permissions that conform to the 5
applicable access control policies. principle of "least privilege."
Cryptographic mechanisms exist
to implement strong
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 /Access Enforcementlinformation and system resources in accordance with Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
applicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to . "
AC-03 |[Access Enforcement|information and system resources in accordance with Functional [Intersects With I\?pl‘ijc; [:iat: TDA-18 \hlllehc(:}?msfn?:fe::t tt;)rc‘r;re‘:cktthe 5
applicable access control policies. alidatiof a y o ormation inputs.
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow and govern Access Control Lists
Information Flow [flow of information within the system and between . Enforcement - (ACLs) to provide data flow
AC-04 Enforcement iconnected systems based on [Assignment: Functional Equal Access Control Lists NET-04 lenforcement that explicitly 10
lorganization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
S onof z. lﬁqer:in:jy f_nu a?glgnjegt [I TgAment: uvgulvé_au]ull— out Dat Mechanisms exist to check the
eparation o efines uties of Individuals requiring separation]; n npu ata i i i i
AC-05 Duties landb. Define system access authorizations to support Functional [intersects With Validation TDA-18 |validity of information inputs. 5
eparation of dutie:
la. Identify and document [Assignment: organization- Mechanisms exist to enforce a
AC-05 Separation of  |defined duties of individuals requiring separation]; F " II With Dual Authorization | CHG- tvr\:o-person ru_lg folr_llm;aler?entmg 5
a Duties landb. Define system access authorizations to support unctional |Intersects Wit for Change 04.3 Zszggsei;opﬂ:tciinseacndr;grogy
iseparation of duties. Services (TAAS)
Cryptographic mechanisms exist
N . . N to implement strong
Separatonor  [eeray and decument ssarment: rgniaton |
AC-05 Duties landb. Define system access authorizations to support Functional |Intersects With C’>\‘ver Open NET-12 protqc_o\s to safeguard ) 5
separation of duties. etworks sensltl\{elregulated data dunpg
transmission over open, public
networks.
: 3. If:ien;i;y and dfoclfdmegt [;lﬁssignment: organizati]on- . ZI:dc n'?:ilrsvtrgisne;elzsptatr(;tl;g#;f "
Separation o efined duties of individuals requiring separation]; " . Separation o .
AC-05 Duties andb. Define system access authorizations to support Functional |Intersects With Duties (SoD) HRS-11 _Dutles (SODt) to Ptl‘e\éent fr?teltmal 5
iseparation of duties. '::ﬁﬁlpirgs”a € activity withou
Mechanisms exist to utilize the
. . . concept of least privilege,
Erply the bl o teac prige, sowrgonty
AC-06 Least Privilege |7 : Functional |Intersects With| Least Privilege | IAC-21 [to processes necessary to 5
eh_a\f of users) thgt are necessary to accomplish accomplish assigned tasks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
) authorized accesses for users (or processes acting on ) Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |intersects With|Access Enforcement} 1AC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
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FDE Nam

Unsuccessful Logon

number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time
period]; andb. Automatically [Selection (one or more):
lock the account or node for an [Assignment:
lorganization-defined time period]; lock the account or

GovRAMP LOW+_x000a_Crosswalk Mapping

Mechanisms exist to enforce a
limit for consecutive invalid login
attempts by a user during an

organization-defined time period

AC-07 Attempts node until released by an administrator; delay next Functional Equal Account Lockout | IAC-22 and automatically locks the 10
logon prompt per [Assignment: organization-defined account when the maximum
delay algorithm]; notify system administrator; take number of unsuccessful attempts:
other [Assignment: organization-defined action]] when is exceeded.
the maximum number of unsuccessful attempts is
exceeded.
@. DISplay [ASSIgMTTIENT: OrgantZation-aeTmed SyStemnT
use notification message or banner] to users before
granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3. Mechanisms exist to utilize
Unauthorized use of the system is prohibited and e
o e Rt system use notification / logon
isubject to criminal and civil penalties; and4. Use of the banners that display an approved|
System Use isystem indicates consent to monitoring and System Use system use notification message
AC-08 Notification recording;b. Retain the notification message or banner | Functional Equal Notification (Logon | SEA-18 or banner before granting access 10
lon the screen until users acknowledge the usage Banner) 9 9
iconditions and take explicit actions to log on to or :) Tlgchpo\ogy Ads/setss,
further access the system; andc. For publicly pplications andfor Services
. . (TAAS).
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
systel . Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
fha autharlzadusas of the custam TSelect TECTTATITSTITS EXTST T TTTTaTe |
- Prevent further access to the system by [Selection session lock after an
(one or more): initiating a device lock after organization-defined time period
[Assignment: organization-defined time period] of fg_ P P
. inactivity; requiring the user to initiate a device lock " . of inactivity, or upon receiving a
AC-11 Device Lock | ;"& ‘ é . Functional Intersects With| ~ Session Lock | IAC-24 |request from a user and retain 5
efore leaving the system unattended]; andb. Retain the session lock until the user
the device lock until the user reestablishes access reestablishes access using
:?;%gj:s_“sr‘ed identification and authentication established identification and
[Automated mechanisms exist to
Session Automatically terminate a user session after Session :'?egtxglt'ku:ﬁ?'f:?gn"\%ctaelIsyezrs]i;rljli
AC-12 T I [Assignment: organization-defined conditions or trigger| Functional Equal P IAC-25 " ' 10
ermination levents requiring session disconnect] Termination at the end of the session or after
. an organization-defined period of
inactivity.
a. Identify [Assignment: organization-defined user Mechanisms exist to identify and
Permitted Actions ijcetlr\ot'i]f?gatgti::\co?'nagfh’;irtfiggtrifr? ggngrs;:xft\;?hw'thom Permitted Actions document the supporting
Without P o . i . Without rationale for specific user actions
AC-14 \dentification or lorganizational mission and bus[ness fgnctlons, andb. Functional Equal \dentification or IAC-26 that can be performed on a 10
Authentication |[Pocument and provide supporting rationale in the Authorization system without identification or
security plan for the system, user actions not requiring authentication,
identification or authentication. .
la. Establish and document usage restrictions,
iconfiguration/connection requirements, and Mechanisms exist to define,
implementation guidance for each type of remote ) control and review organization-
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional [intersects With| Remote Access NET-14 approved, secure remote access 5
laccess to the system prior to allowing such methods.
connections.
Remote Access | . " Automated /Automated mechanisms exist to
AC-17(01) Monitoring and Eer:r?;(t)g :gctgr;;ar;eedﬂl‘w;g;hamsms to monitor and control Functional Equal Monitoring & ’:ET]: monitor and control remote 10
Control . Control "~ [access sessions.
Remote Access | Pi i f Crypti hi hani ist
Protection of i\ plement cryptographic mechanisms to protect the Co:!%ttieecrt!It?gli':y/ NET- tl)”;)?'l)l:zﬁghlecCmOﬁ?idaeggg?iiYe;:fd
AC-17(02) Cﬁ:?:;:;f;aﬂts{nznd iconfidentiality and integrity of remote access sessions. Functional Equal Integrity Using 14.2 |integrity of remote access 10
E : Encryption sessions (e.g., VPN).
ncryption
Remote Access | |Provide the capability to disconnect or disable remote Expeditious NET- ?aec;l)aiﬂésmts ii'sééfi‘gg;}"de the
AC-17(09) Disconnect or  [access to the system within [Assignment: organization-| Functional Equal Disconnect / ap: Y P Y 10
Disable Access  |defined time period] Disable Capability | 148 |disconnect or disable a user's
. remote access session.
[@. Establish configuration requirements, connection - -
requirements, and implementation guidance for each Wireless riﬂ:)arg:?;ﬁ:its?ugngﬂnd
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional (Intersects With Networking NET-15 monitor for unauthorize% Wireless| 5
\wireless access to the system prior to allowing such access
gv.sr%gteac&%r% configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
lconnection and strona encryption
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for
Access Control for |organization-controlled mobile devices, to include : Access Control For the connection of mobile devices
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices MDM-02 to organizational Technology 10
landb. Authorize the connection of mobile devices to /Assets, Applications and/or
lorganizational systems. Services (TAAS).
[a. [Selection (one or more): Establish [Assignment:
lorganization-defined terms and conditions]; Identify
[Assignment: organization-defined controls asserted to
be implemented on external systems]], consistent with Mechanisms exist to govern how
the trust relationships established with other Use of External external parties, including
Use of External |organizations owning, operating, and/or maintaining : Technology Assets, Technology Assets, Applications
AC-20 Systems lexternal systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 and/or Services (TAAS), are used 10
/Access the system from external systems; and2. Services (TAAS) to securely store, process and
Process, store, or transmit organization-controlled transmit data.
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
lexternal systems]. -
external parties, including
Permit authorized individuals to use an external Technology Assets, Applications
Isystem to access the system or to process, store, or and/or Services (TAAS), from
transmit organization-controlled information only storing, processing and
Use of External [after:a. Verification of the implementation of controls Limits of Authorized| DCH- transmitting data unless
AC-20(01) Systems | Limits on on the external system as specified in the Functional Equal Use 13.1 authorized individuals first: 10
Authorized Use |organization’s security and privacy policies and : (1) Verifying the implementation
security and privacy plans; orb. Retention of approved of required security, compliance
isystem connection or processing agreements with the and/or resilience controls; or
lorganizational entity hosting the external system. (2) Retaining a processing
agreement with the entity
[ DEVETUP, UUCUTITETTE, arta T eTo -
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational " " .
lentities, and compliance; andb. Is consistent with DS/I:CCSrTIs@:”?xllisatntgerzwew the
lapplicable laws, executive orders, directives, Resili Y, P P RP
lations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Ir:'ggedures to facilitate the implementation of the Update of Security, including policies, standards and
AT-01 Procedures lawareness and training policy and the associated Functional [Intersects With Compliance & GOV-03 [procedures, at planned intervals 5

lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

[ izatian dafinad el

Resilience Program

or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.
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GovRAMP LOW+_x000a_Crosswalk Mapping

Focal Document Element (FDE) Description

ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
lawareness and training policy and the associated
lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following
SRR R RITE A tRESsY
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lawareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
lawareness and training policy and the associated
lawareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

r izatinn dafinad el

Mechanisms exist to facilitate the
implementation of security 10
workforce development and
awareness controls.

Security,
Compliance &
Resilience-Minded
Workforce

Policy and

Procedures Subset Of

AT-01 Functional SAT-01

Mechanisms exist to establish,
maintain and disseminate
policies, standards and 5
procedures necessary for secure,
compliant and resilient
capabilities.

Publishing Security,
Compliance &
Resilience
Documentation

Policy and "
AT-01 Procedures Functional |Intersects With GOV-02

a. Provide security and privacy literacy training to
lsystem users (including managers, senior executives,
land contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system
changes or following [Assignment: organization-
defined events];b. Employ the following techniques to
increase the security and privacy awareness of system | Functional Equal
users [Assignment: organization-defined awareness
techniques];c. Update literacy training and awareness
icontent [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.

Mechanisms exist to provide all
lemployees and contractors
appropriate security, compliance 10
and resilience awareness
education and training that is
relevant for their job function.

Security,
Compliance &
Resilience
Awareness Training

Literacy Training

and Awareness SAT-02

AT-02

Mechanisms exist to utilize

security awareness training on
THR-05 |recognizing and reporting 10
potential indicators of insider

Literacy Training
and Awareness |
Insider Threat

Insider Threat
Awareness

Provide literacy training on recognizing and reporting

AT-02(02) potential indicators of insider threat.

Functional Equal

threat.

AT-03 Role-based Training

|a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
land [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Role-Based
Security,
Compliance &
Resilience Training

Intersects With

SAT-03

Mechanisms exist to provide
role-based security, compliance
and resilience-related training:
(1) Before authorizing access to
the system or performing
assigned duties;

(2) When required by system
changes; and

(3) Annually thereafter.

AT-04 Training Records

la. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
isecurity and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Security,
Compliance &
Resilience Training
Records

Equal

SAT-04

training activities, including:

(1) Initial security, compliance
and resilience awareness
training;

(2) Recurring awareness training;
and

(3) Technology Assets,

10

Policy and

AU-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

AU-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
laccountability policy and the associated audit and
laccountability controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Secure Controls Framework (SCF)
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la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to

GovRAMP LOW+_x000a_Crosswalk Mapping

Mechanisms exist to facilitate the

version 2026.1_x000a_03/27/2026

Information

personnel or roles] upon detection of unauthorized

laccess, modification, or deletion of audit information.

Logs

unauthorized access,
modification and deletion.

Policy and facilitate the implementation of the audit and . Continuous N :

AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 |m§lemen_tat\_on of entelrpnse- 10
laccountability controls;b. Designate an [Assignment: wide monitoring controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.

Review and update the current audit and

laccountability:1. Policy [Assignment: organization-

defined frequency] and following [Assignment:

lorganization-defined events]; and2. Procedures

[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

@ TaentiTy tThe Types of events that the System T

icapable of logging in support of the audit function:

[Assignment: organization-defined event types that the|

isystem is capable of logging];b. Coordinate the event

logging function with other organizational entities

requiring audit-related information to guide and inform

the selection criteria for events to be logged;c. Specify Mechanisms exist to review
the following event types for logging within the Security Event MON- event logs on an ongoing basis

AU-02 Event Logging  [system: [Assignment: organization-defined event types| Functional |Intersects With Monit{:rin 018 and escalate incidents in 5
(subset of the event types defined in AU-02a.) along 9 . accordance with established
\with the frequency of (or situation requiring) logging timelines and procedures.
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:

S RRI BB FRUERE HhrrersystemTs —
icapable of logging in support of the audit function: Security Incident Event Manager
[Assignment: organization-defined event types that the| (SIEM), or similar automated tool,
isystem is capable of loggingl;b. Coordinate the event to support the centralized
logging function with other organizational entities collection of security-related
requiring audit-related information to guide and inform event logs.

the selection criteria for events to be logged;c. Specify

the following event types for logging within the Centralized

AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 5
(subset of the event types defined in AU-02a.) along Security Event Logs
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanization-defined freauencyl _ _

AU-02(03) N/A Withdrawn Functional | poote N/A N/A N/A p |HEEEmhEER S

Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimum:

Ensure that audit records contain information that (1) Establish what type of event

lestablishes the following:a. What type of event occurred;

Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event i

AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 (ezv)e‘:nvthoe:cfﬁ?etg:and fme) the 10
the event; andf. Identity of any individuals, subjects, or' (3) Where the event occurred;
objects/entities associated with the event. (4) The source of the event;

(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
event.
Mechanisms exist to allocate and
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 A“d'tcL"g Storage |[assignment: organization-defined audit log retention | Functional Equal Event Log Storage | \oN-04fevent log storage capacity to 10
apacity requirements]. apacity reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit [roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing  [MON-05 |event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
3. Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined " " .
inappropriate or unusual activity] and the potential Sel\gﬁfilzarl‘f(:r;’(]iseszlé\t/é?]tuls:lalfyea aer
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) %r similar automated t%ol
AU-06 Review, Analysis, | Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 to 'Su ort the centralized | 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs PP .
" " N e collection of security-related
record review, analysis, and reporting within the event logs,
system when there is a change in risk based on law .
enforcement information, intelligence information, or
other credil I ion
@ Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Adiustments 02.6 threat information from law 5
and Reporting  [personnel or roles]; andc. Adjust the level of audit ) . enforcement, industry
record review, analysis, and reporting within the associations or other credible
Isystem when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
Audit Record
Review, Analysis, |Integrate audit record review, analysis, and reporting Sensitive Event Log| MON- Mechanisms exist to protect
AU-06(01) and Reporting | |processes using [Assignment: organization-defined Functional |Intersects With | : 9 sensitive/regulated data 5
i nformation 03.1 N : "
Automated Process |[automated mechanisms]. contained in log files.
Integration
a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit . . - .
records that meet [Assignment: organization-defined Clock gy?'yccmar?:irznastzﬁsttei?\:;:!de)/ttl(r)ne-
AU-08 Time Stamps granul_arlty of tll_'ne meas_urement] anq that use ) Functional |Intersects With Synchronization SEA-20 synchronize all critical system 5
oordinated Universal Time, have a fixed local time Clocks
offset from Coordinated Universal Time, or that include .
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps . . )
for audit records; andb. Record time stamps for audit .I:.’I:cc::;fmsAi’;'eStt;oAcoTiﬁcg;‘i;is
records that meet [Assignment: organization-defined and/or Segrzllices (TAASp)pto use an

AU-08 Time Stamps granularity of time measurement] and that use Functional (Intersects With Time Stamps MON-07 authoritative time source to 5
ICoordinated Universal Time, have a fixed local time enerate time stamps for event
offset from Coordinated Universal Time, or that include Ig P
the local time offset as part of the time stamp. 0gs.

AU-08(01) N/A Withdrawn Functional | oo N/A N/A N/A @ [P W R S [
la. Protect audit information and audit logging tools Mechanisms exist to
: «+ [from unauthorized access, modification, and deletion; ; 0 protect
AU-09 Protection of Audit landb. Alert [Assignment: organization-defined Functional Equal Protection of Event MON-08 event logs and audit tools from 10
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AU-11

Audit Record
Retention

Retain audit records for [Assignment: organization-
defined time period consistent with records retention
policy] to provide support for after-the-fact
investigations of incidents and to meet regulatory and
organizational information retention requirements.

Functional

Equal

Event Log Retention|

MON-10

logs for a time period consistent
with records retention
requirements to provide support
for after-the-fact investigations
of security incidents and to meet
statutory, regulatory and
contractual retention

10

AU-12

Audit Record
Generation

& PTOVIUE GUUTT TECOr GETET o CapanTTTy ToT TTe
event types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined
system components];b. Allow [Assignment:
organization-defined personnel or roles] to select the
event types that are to be logged by specific
components of the system; andc. Generate audit
records for the event types defined in AU-2c that

inclide. tho audit. o caotantdefinad in AlL

Functional

Intersects With

Monitoring
Reporting

MON-06

Mechanisms exist to provide an
event log report generation
capability to aid in detecting and
assessing anomalous activities.

CA-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Information
Assurance (IA)
Operations

IA0-01

Mechanisms exist to facilitate the
implementation of security,
compliance and resilience
assessment and authorization
controls.

10

CA-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
[documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

CA-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

CA-02

Control
Assessments

[ SETEtT UTe-aPPTUPTTate aSSESSUT Ur aSSESSITTETIT TeanT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined

; I L

Functional

Intersects With

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
/Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

CA-02

Control
Assessments

ipduideetnedRtobrate assessorurassessmrenTteanT
for the type of assessment to be conducted;b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing official or
designated representative prior to conducting the
lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

lassessment to [Assignment: organization-defined
lacividal lacl

Functional

Intersects With

Technical
Verification

1A0-06

Mechanisms exist to perform
Information Assurance Program
(IAP) activities to evaluate the
design, implementation and
effectiveness of technical
security, compliance and
resilience controls.

Secure Controls Framework (SCF)
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FDE Nam Focal Document Element (FDE) Desci
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment, Mechanisms exist to assess
lassessment team, and assessment roles and security, compliance and
responsibilities;c. Ensure the control assessment plan resilience controls in system
is reviewed and approved by the authorizing official or Security, project development to

Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional Intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
correctly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control Mechanisms exist to formally
effectiveness; and3. Assessment environment, assess the security, compliance
assessment team, and assessment roles and and resilience controls in
responsibilities;c. Ensure the control assessment plan 'Technology Assets, Applications
is reviewed and approved by the authorizing official or and/or Services (TAAS) through

Control designated representative prior to conducting the ) Information Assurance Program

CA-02 Assessments  |assessment;d. Assess the controls in the system and Functional  lintersects With|  Assessments 140-02 (IAP) activities to determine the 5
its environment of operation [Assignment: extent to which the controls are
organization-defined frequency] to determine the implemented correctly, operating
lextent to which the controls are implemented as intended and producing the
correctly, operating as intended, and producing the desired outcome with respect to
desired outcome with respect to meeting established meeting expected requirements.
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organlzatlon defined
indeiderineaitobrare TTeTTCTEETT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
lassessment team, and assessment roles and Mechanisms exist to regularly
responsibilities;c. Ensure the control assessment plan review processes and
is reviewed and approved by the authorizing official or Security, documented procedures to

Control designated representative prior to conducting the ) Compliance & ensure conformity with the

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience CPL-03 organization's security, 5
its environment of operation [Assignment: Assessments compliance and/or resilience
lorganization-defined frequency] to determine the policies, standards and other
lextent to which the controls are implemented applicable requirements.
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
i clivziclial lacl

Mechanisms exist to ensure
Control assessors or assessment teams
Assessments |  |Employ independent assessors or assessment teams to| ) Assessor 1AO- |have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 02.1 [independence to conduct 10
Assessors security, compliance and/or
— - - resilience control assessments.
between the system and other systems using Mechanisms exist to authorize
[Selection (one or more): interconnection security connections from systems to
lagreements; information exchange security other systems using
lagreements; memoranda of understanding or Interconnection Security
. lagreement; service_e level agreements; user . Interconnection IAgreements (ISAs), or similar
CA03 Information lagreements; nondisclosure agreements; [Assignment: Functional |Intersects With Security NET-05 methods, that document, for 5
Exchange lorganization-defined type of agreement]];b. Document, A each interconnection:
! greements (ISAs) N
as part of each exchange agreement, the interface (1) Interface characteristics;
Icharacteristics, security and privacy requirements, (2) Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Review and update the agreements [Assignment: communicated.
F-TEETSls a pritrordetna mestones Tor e TontroT;
isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known . Capabilities deficiency(ies);

CA-05 Milestones vulnerabilities in the system; andb. Update existing Functional  Intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
lorganization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, mdependent audlts or controls, if applicable;

(7) Paint of Contact (POCY (e a
a Asslgn a senior official as the aufi orlzmg official for
the system;b. Assign a senior official as the authorizing
official for common controls available for inheritance
by organizational systems;c. Ensure that the Mechanisms exist to ensure
authorizing official for the system, before commencing Technology Assets, Applications
- operations:1. Accepts the use of common controls . Security and/or Services (TAAS) are
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 officially authorized prior to "go 10
to operate;d. Ensure that the authorizing official for live" in a production
common controls authorizes the use of those controls environment.
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
oSy T frec%rrmuenc\/]u TITOTIITOTTITY STratcyy
land |mplement continuous monltonng in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: . " .
lorganization-defined frequencies] for assessment of Security geecﬂl‘atr;'sgfrﬁ;:;zz ;;r;]o(;/lde a
Continuous control effectiveness;c. Ongoing control assessments Compliancé & resilienc’e controls oversight
CA-07 Moni in accordance with the continuous monitoring Functional [Intersects With o CPL-02 : 5
onitoring strategy;d. Ongoing monitoring of system and Resilience .Controls functlpn thaF reports Fo the
lorganization-defined metrics in accordance with the Oversight loer‘ag;g;:gpon s executive
icontinuous monitoring strategy;e. Correlation and P
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
security and privacy status of the system to
[Assignment: organization-defined personnel or roles]
B . . clofinod £ 1 TTCTTTATITSTTT. TSTTO U,
independent assessors to
Somnuots. ol ndependent assesos or osessment teamsto| | nepengent | o | 1t ecur complance
CA-07(01) Independent monitor the controls |rl1jt e system on an ongoing Functional [Intersects Witl Assessors 03.1 |intervals or when the Technology 5
Assessment asis. Asset, Application and/or Service
(TAAS) undergoes significant
"
Mechanisms exist to provide a
Continuous Employ independent assessors or assessment teams to| Co;esl?ar:cyé & resseilcigrrxg'cC:nTrEJI\fgf/iras?;ht
CA-07(01) Monitoring | Types monitor the controls in the system on an ongoing Functional (Intersects With Resili CPL-02 5
of Assessments basis. esilience .Controls funct\orj thgt reports to the
Oversight organization's executive
leadership.
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IConduct penetration testing [Assignment:

GovRAMP LOW+_x000a_Crosswalk Mapping

Mechanisms exist to conduct
penetration testing on

version 2026.1_x000a_03/27/2026

iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
ichange control activities through [Assignment:
lorganization-defined configuration change control
lelement] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when

[Assignment: organization-defined configuration

CA-08 Penetration Testing [organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 P 10
lorganization-defined systems or system components]. l’ﬁg?onrolsoegrzi?esze(%&:gfl|cat|ons
PenTtl;jatlon ‘;esttlng Employ an independent penetration testing agent or Independent VPM Mzchanlgmstexlst to utilize an
CA-08(01) Per||ert]raetipoennT§2ting team to perform penetration testing on the system or Functional Equal Penetration Agent 07 1 lpne:eptz‘tis: t::fneizorz:r;orm 10
Agent or Team system components. or Team penetration testing.
EB I-\U[.I'IOI'I. ) |n[e_rna| connectons or [ e Mechanisms exist to control
lorganization-defined system components or classes of internal system connections
icomponents] to the system;b. Document, for each through authorizing internal
internal connection, the interface characteristics, connections of systems and
CA-09 Internal System security and_prlvacy rqulrements, and_the n_ature of Functional Equal Internal System NET- documenting, for each internal 10
Connections the information communicated;c. Terminate internal Connections 05.2 | connection, the interface
sys_tem connggtions after [Assignment:‘ organization- characteristics, security
deﬁne_d cpndltlons]: andd. Review [Asslgrjment: requirements and the nature of
:;grinilfraﬂz:;dreni?\i?—rfirner?uency} the continued need for the information communicated.
a. Develop, document, and disseminate to Mechanisms exist to facilitate the
[Assignment: organization-defined personnel or implementation of configuration
roles]:1. [Selection (one or more): Organization-level; management controls.
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
I ’ reguladtions, pofhchs, star}lclards,I and guidehnefs;handz, Configuration
Policy an Procedures to facilitate the implementation of the "
CM-01 Procedures iconfiguration management policy and the associated Functional Subset OF Mapnagement CFG-01 10
. " " ¢ rogram
iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational . " .
entities, and compliance; andb. Is consistent with Mecgzrc\:]srliwt\s %;?:\tﬁarﬁz;eg the
applicable laws, executive orders, directives, ResilwencZ'Pro rgm (SCRP)
regulations, policies, standards, and guidelines; and2. Periodic Review & . " - Prog| ’
Policy and Procedures to facilitate the implementation of the ) Update of Security, including policies, standards and
CM-01 Procedures configuration management policy and the associated Functional  Intersects With Compliance & GOV-03 prgfce_dur_;_s, attplhanned mtervatls 5
configuration management controls;b. Designate an Resilience Program ori er?s'ur;atﬂeﬁ' caonngc?rfu(i)rf;ur ©
[Assignment: organization-defined official] to manage suitability, adequacy and
the development, documentation, and dissemination of| effeétiveness
the configuration management policy and procedures; .
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the : Compliance & olicies, standards and
CM-01 Proce{jures iconfiguration management poﬁcy and the associated Functional Intersects With ReSiIience GOv-02 grocedures necessary for secure, 5
iconfiguration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
- P TG TrTETTCETTaTTareT
iconfiguration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline configuration of the system:1. [Assignment: . . CFG- |(1) At least annually;
CM-02 Configuration  |organization-defined frequencyl;2. When required due Functional [intersects With| Reviews & Updates 02.1 |(2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
land3. When system components are installed or installations and upgrades.
s pruTcuTTTeTTGaTTo e T rTeCTTaTITSTITS T ATST v
iconfiguration control, a current baseline configuration document and maintain secure
of the system; andb. Review and update the baseline baseline configurations for
Baseline iconfiguration of the system:1. [Assignment: " . Secure Baseline 'Technology Assets, Applications
CM-02 Configuration  |organization-defined frequency];2. When required due Functional  Intersects With Configurations CFG-02 and/or Services (TAAS) that are 5
to [Assignment: organization-defined circumstances]; consistent with industry-
land3. When system components are installed or accepted system hardening
5 N No \Withdrawn in NIST SP 800-53 R5
CM-02(01) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Configuration | Retain [Assignment: organization-defined number] of Retention Of CFG- Ir‘ef;i:::i‘s”v;ll‘s;:Iss;?:);i[ealilge
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous 02.3 pconﬁ uration to support roll 10
Previous system to support rollback. Configurations : 9 hack PP
7T >
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
Configuration Retain records of cqnﬁguration—cor\_trol_led cha_nges to ) Change _Mechanisms exist to facilitate the|
CM-03 Change Control the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 [implementation of a change 10
period];f. Monitor and review activities associated with Program 'management program.
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the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
lexplicit consideration for security and privacy impact
lanalyses;c. Document configuration change decisions
lassociated with the system;d. Implement approved
iconfiguration-controlled changes to the system;e.
. . Retain records of configuration-controlled changes to . . Mechanisms exist to govern the
CM-03 Cf\(;rr]\ggeugﬂz%l the system for [Assignment: organization-defined time | Functional |Intersects With C%i?\ﬁggeucrztr:g%l CHG-02 [technical configuration change 5
period];f. Monitor and review activities associated with control processes.
iconfiguration-controlled changes to the system; andg.
ICoordinate and provide oversight for configuration
Ichange control activities through [Assignment:
lorganization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
Mechanisms exist to verify the
Configuration functionality of security,
Change Control | : Control compliance and resilience
CM-03(02) Testing, Validation, 'll;e?t, vaﬁlldalte_, anti dpcurlnent cthingesftfhthehsystem Functional [Intersects With Functionality CHG-06 |controls following implemented 5
and Documentation|°€'°"€ NInalizing the implementation of the changes. Verification changes to ensure applicable
of Changes controls operate as designed.
Configuration Mechani_sms‘ exist to 4a
Change Control | [Test, validate, and document changes to the system Test, Validate & CHG- z?ggggggtceh;:gztsairn\ a n?)cr:ment
CM-03(02) ;Vr?stl‘:;]gc'uvnilelg?:t?gr'\ before finalizing the implementation of the changes. Functional |intersects With Document Changes| 02.2 [production er_wironment before 5
of Changes changes_ are |m_plemented ina
production environment.
/Analyze changes to the system to determine potential Security Impact Mechanljms exist tf analyze_ |
CM-04 Impact Analyses |[security and privacy impacts prior to change Functional Equal Analysis for CHG-03 |Proposed changes for potentia 10
implementation Changes security impacts, prior to the
: implementation of the change.
Mechanisms exist to define,
Access Restrictions [DSfine. document, approve, and enforce physical and . Governing Access | gy, [Gecert ocirchions sesociated
CM-05 f logical access restrictions associated with changes to Functional |Intersects With Restriction for : 5
or Change the system Change 03.2 |with changes to Technology
: |Assets, Applications and/or
(Services (TAAS),
echanisms exist to enforce
. |Define, document, approve, and enforce physical and ) configuration restrictions in an
CM-05 Accefss EES(I’\C(IOHS logical access restrictions associated with changes to Functional |Intersects With Acc?s gﬁstr\ctlon CHG-04 |effort to restrict the ability of 5
or thange the system. or Change users to conduct unauthorized
, - change:
icomponents employed within the system that reflect
the most restrictive mode consistent with operational Mechanisms exist to develop,
requirements using [Assignment: organization-defined document and maintain secuvre
icommon secure configurations];b. Implement the " ;
Configurati lconfiguration settings;c. Identify, document, and s Baseli ?asﬁlmle con:gurtat\zns If_or i
CM-06 02 ?tura on lapprove any deviations from established configuration | Functional [Intersects With cecuge aie Ne | crG-02 eg/ nosogy_ sseTSAASpptlhcat lons 5
ettings settings for [Assignment: organization-defined system onfigurations an ‘?'t etmctehs .( d t) at are
icomponents] based on [Assignment: organization- conslsteg W‘t |nhu5dry»
defined operational requirements]; andd. Monitor and :tc;r?g;dssys em hardening
icontrol changes to the configuration settings in .
laccordance with organizational policies and
- v
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
|
CM-06 Settings lapprove any deviations from established configuration | Functional [Intersects With Configuration 02.7 |deviations to standardized 5
settings for [Assignment: organization-defined system Deviations . configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
icontrol changes to the configuration settings in
laccordance with organizational policies and
Configuration govern and report on baseline
ASE;ttmgts |d FdAangge, apEIy, and.vet(ify ((:jor'vﬁfigudratiotn settings for Automated Central FG E\onﬁgur:tio‘ns lt)f Techné)/logy
utomate ssignment: organization-defined system . - |Assets, Applications and/or
CM-06(01) Management, |components] using [Assignment: organization-defined Functional |intersects With M?Ir;?%i:sg; & 02.2 |Services (TAAS) through 5
Application, and |automated mechanisms]. Continuous Diagnostics and
Verification Mitigation (CDM), or similar
la. Configure the system to provide only [Assignment: Mechanisms exist to configure
lorganization-defined mission essential capabilities]; systems to provide only essential
andb. Prohibit or restrict the use of the following capabilities by specifically
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 |prohibiting or restricting the use 10
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, services.
land/or services].
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately reflects the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
icomponents assigned to any other system;4. Is at the products, including business
System Component level of granularity deemed necessary for tracki'ng and justification details; X
CM-08 Inventory reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 |(3) Is at the level of granularity 5
lachieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
laccountability]; andb. Review and update the system information deemed necessary to|
icomponent inventory [Assignment: organization- achieve effective property
defined frequency]. accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
System Component level o_f granularity deemed necessary for tracki_ng and ) Compongnt AsT- |2 trusted source and
CM-08 Inventory reporting; and5. Includes the following information to Functional (Intersects With Duplication 02.3 accountability for approved and 5
lachieve system component accountability: Avoidance . implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
Isn):féﬁgrﬁr[‘)‘;?ﬂgg; Update the i_nventow of system components as part of ) Updates puring AST- rsice'ﬁmlsg;?e'zt;s:apgaotfe
CM-08(01) During Installation cor‘;mtonent installations, removals, and system Functional Equal In;ta\latlorcs/ 02.1 |component installations, 10
and Removal updates. emovals removals and asset upgrades.
Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
Configuration development life cycle and for managing the Configuration Mechanisms exist to facilitate the|
CM-09 Management Plan configuration of the configuration items;c. Defines the | Functional Subset Of Management CFG-01 | implementation of configuration 10
configuration items for the system and places the Program management controls.
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
from unauthorized disclosure and modification.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

CM-09

Configuration
Management Plan

Focal Document Element (FDE) Description

Develop, document, and implement a configuration
management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
development life cycle and for managing the
iconfiguration of the configuration items;c. Defines the
iconfiguration items for the system and places the
iconfiguration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan
from unauthorlzed disclosure and modification.

CM-10

Software Usage
Restrictions

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Stakeholder
Notification of
Changes

Intersects With

CHG-05

Mechanisms exist to ensure
stakeholders are made aware of
and understand the impact of
proposed changes.

version 2026.1_x000a_03/27/2026

TaroTT T

accordance with contract agreements and copyright
laws;b. Track the use of software and associated
documentation protected by quantity licenses to
icontrol copying and distribution; andc. Control and
document the use of peer-to-peer file sharing
technology to ensure that this capability is not used for
the unauthonzed dlstrlbutlon display, performance, or
"

Functional

Software Usage

Equal Restrictions

CFG-04

Mechanisms exist to enforce
software usage restrictions to
comply with applicable contract
agreements and copyright laws.

10

CM-11

User-installed
Software

a. Establlsh [Asslgnment organlzat\on -defined policies]
igoverning the installation of software by users;b.
Enforce software installation policies through the
following methods: [Assignment: organization-defined
methods]; andc. Monitor policy compliance
[Assignment: organization-defined frequency].

Functional

Prohibit Installation
Intersects With| Without Privileged
Status

END-03

/Automated mechanisms exist to
prohibit software installations
without explicitly assigned
privileged status.

CM-11

User-installed
Software

a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b.
Enforce software installation policies through the
following methods: [Assignment: organization-defined
methods]; andc. Monitor policy compliance
[Ass\gnment organization- deﬁned frequency]

CP-01

Policy and
Procedures

Functional

User-Installed

Intersects With Software

CFG-05

Mechanisms exist to restrict the
ability of non-privileged users to
install unauthorized software.

[Ass\gnment organlzatlon deﬁned personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization- deﬁned frequency] and followmg

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

CP-01

Policy and
Procedures

iR R Rt AfatrSsaimisetd
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization- deﬁned frequency] and following

Functional

Business Continuity
Management
System (BCMS)

Subset Of

BCD-01

Mechanisms exist to facilitate the
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
/Applications and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

10

CP-01

Policy and
Procedures

SRR R RITE AT Eoa e
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
icontingency planning policy and the associated
icontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following

I ization-dabaad. 1

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

CP-02

Contingency Plan

Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
and business functions despite a system disruption,
compromise, or failure;5. Addresses eventual, full
isystem restoration without deterioration of the controls|
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed
and approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
contingency plan to [Assignment: organization-defined
key contingency personnel (identified by name and/or
by role) and organizational elements];c. Coordinate
contingency planning activities with incident handling
activities;d. Review the contingency plan for the
system [Assignment: organization-defined
frequency];e. Update the contingency plan to address
changes to the organization, system, or environment
of operation and problems encountered during
contingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from

Functional

Business Continuity
Management
System (BCMS)

Subset Of

BCD-01

Mechanisms exist to facilitate the|
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
Applications and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

10
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Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission . .
and business functions despite a system disruption, Mf;:;:'semz exllsatntsodltpedtaote
compromise, or failure;5. Addresses eventual, full chagn esyapffectin A
isystem restoration without deterioration of the controls| (1) Peo ‘g (e ersgo'nnel
originally planned and implemented;6. Addresses the pchan.gé'slja-
sharing of contingency information; and7. Is reviewed (2) Processes (eg r;ew altered
and approved by [Assignment: organization-defined or decommissi‘gﬁ'ed bdsiness
personnel or roles];b. Distribute copies of the practices, including third-part
ckontingency plan to [Assing;ndent: zrgdagization—deﬂ;ined Ongoing ' services) Y
" ey contingency personnel (identified by name and/or " h
CP-02 Contingency Plan by role) and organizational elements]:c. Coordinate Functional |Intersects With CoPr;tmg‘ency BCD-06| (3) Technologies (e.g., new, 5
" . P P N anning altered or decommissioned
contingency planning activities with incident handling technologies);
activities;d. Review the contingency plan for the (4) Data (e chgn e’s to data
system [Assignment: organization-defined flows and/o‘rgaata reg ositories);
frequency];e. Update the contingency plan to address (5) Facilities (e nzw altered
changes to the organization, system, or environment or decommisé%ﬁed h sical
of operation and problems encountered during infrastructure); agd/ym
contingency plan implementation, execution, or (6) Feedback from 'contingency
testing;f. Communicate contingency plan changes to lan testing activities
[Assignmel rganization-defined key contingency P 9 .
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
Mechanisms exist to identify and
. document the critical Technology
Contingency Plan | \dentify criti : : . - :
: e y critical system assets supporting [Selection " Identify Critical /Assets, Applications, Services
CP-02(08) Idengzect;mca\ (one): all; essential]l mission and business functions. Functional Equal Assets BCD-02 and/or Data (TAASD) that 10
support essential missions and
business functions.
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
" lof assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 Co{\:al?rgiﬁncy \When required by system changes; and3. [Assignment:| Functional Equal CO.P:a‘ﬂﬁincy BCD-03 |applicable stakeholders in their 10
9 lorganization-defined frequency] thereafter; andb. 9 contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis| Root Cause Analysis (RCA) and
CP-04 Testing the plan and the readiness to execute the plan: Functional [Intersects With (RCA) & Lessons BCD-05 ["lessons learned" activity every 5
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
la. Test the contingency plan for the system Mechanisms exist to conduct
[Assignment: organization-defined frequency] using tests and/or exercises to
Contingency Plan the following tests to determine the effectiveness of Contingency Plan evaluate the contingency plan's
CP-04 Testin the plan and the readiness to execute the plan: Functional |Intersects With Testing & Exercises BCD-04 effectiveness and the 5
9 [Assignment: organization-defined tests].b. Review the 9 organization's readiness to
icontingency plan test results; andc. Initiate corrective exgecute the plan
actions, if needed. plan.
a. Establish an alternate storage site, including :I‘?grnaa"ts':;zgs;:::;t‘zghm an
Alternate Storage necessary agreements to permit the storage and Alternate Storage includes both the assets and
CP-06 Site retrieval of system backup information; andb. Ensure Functional Equal Site BCD-08 necessary agreements to permit 10
that the alternate storage site provides controls the storage and recovery of
lequivalent to that of the primary site. system backup information.
o CSTEUTSTT AT AT T TaTe - PTUCE S STITY - STre; TICTuaTTy
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery| Mechanisms exist to establish an
Alternate poip_t ‘obJectives] when the primary processing . Alternate altern_ate proce;sing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 provides security measures 10
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
i i
Establish alternate telecommunications services, Mechanisms exist to reduce the
including necessary agreements to permit the likelihood of a single point of
resumption of [Assignment: organization-defined Telecommunication faillure with prima
Telecommunication |system operations] for essential mission and business " N . telecommunications services.
CP-08 s Services functions within [Assignment: organization-defined Functional |Intersects With : Sagllg/gclets BCD-10 5
time period] when the primary telecommunications vallability
Icapabilities are unavailable at either the primary or
lalternate processing or storage sites.
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
icomponents] [Assignment: organization-defined . .
frequency consistent with recovery time and recovery :’Ieeci':?iglsrgasciﬁﬁ;ag:taate
point objectives];b. Conduct backups of system-level softwaregand/orps stem in'1a es
information contained in the system [Assignment: s well as verifs t{e inte ritg of’
CP-09 s lorganization-defined frequency consistent with " Yy grity
- ystem Backup : A : N Functional |Intersects With Data Backups BCD-11 [these backups, to ensure the 5
recovery time and recovery point objectives];c. availability of the data to satisf
IConduct backups of system documentation, including Recove zl"ime Objectives (RToys)
security- and privacy-related documentation and Recrgver Po\njt Objectives
[Assignment: organization-defined frequency Yy d
h : . . (RPOs).
consistent with recovery time and recovery point
lobjectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Mechanisms exist to routinely
SysTt:;r;mBgacﬂl;Ler | Test backup information [Assignment: organization- Testing for BCD- test backups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & 111 reliability of the backup process, 10
Integrity information integrity. Integrity : as we_ll as _the integrity and
availahility.of the.data,
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
System Recovery system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 and Reconstitution organization-defined time period consistent with Functional [Intersects With| Services (TAAS) |[BCD-12 Assets, Applications and/or 5
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or]|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery isystem to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With Management BCD-01 [Applications and/or Services 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recover syster_n to_ a kno\{vn state Withi_n [Assigl_'\ment: . . Re_cover)_/ Tir_ne/ BCD. |recovery oper_ations in
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 014 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) " |Objectives (RTOs) and Recovery
disruption. compromise. or fajlure. Pink Qhiectives (RPOS),
specialized backup mechanisms
System Recovery that will allow transaction
and Reconstitution [[Implement transaction recovery for systems that are y Transaction BCD- |recovery for transaction-based
CP-10(02) Transaction transaction-based. Functional Equal Recovery 12.1 ([Technology Assets, Applications 10
Recovery and/or Services (TAAS) in
accordance with Recovery Point
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

GovRAMP LOW+_x000a_Crosswalk Mapping
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
orgaplzatlon_al entities, and compllance_; andb. Is Mechanisms exist to review the
consistent with applicable laws, executive orders, Security, Compliance &
directives, regulations, policies, standards, and Resili Y P
idelines; and2. Procedures to facilitate the Periodic Review & Resilience Program (SCRP),
Policy and igmmplement’ation of the identification and authentication Update of Security, including policies, standards and
1A-01 Procedures policy and the associated identification and Functional |intersects With Compliance & Gov-03 grtoifciidunriiisc'aitt ‘;Ilf::e:s‘gtcizvftlz 5
lauthentication controls;b. Designate an [Assignment: Resilience Program ensuregtheir continui?1
lorganization-defined official] to manage the suitability, adequacy agnd
development, documentation, and dissemination of the effectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
14-01 Procedures policy and the associated identification and Functional Subset OF Management (IAM) IAC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
iconsistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication : Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional [intersects With Resilience GOv-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identlﬁcatlon_and Uniquely identify and authenticate organizational users Identlﬁ_catl_on & identify ‘and centrally
1A-02 Authentication land associate that unique identification with processes | Functional Equal Authentication for IAC-02 Authenticate, Authorize and 10
(organizational acting on behalf of those users. Organizational /Audit (AAA) organizational users
Users) : Users and processes acting on behalf off
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
Identification and /Authentication (MFA) for:
Authentication Multi-Factor (1) Remote network access;
(organizational |Implement multi-factor authentication for access to " R (2) Third-party Technology
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With)  Authentication IAC-06 |Assets, Applications and/or 5
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to : Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3 authenticate local access for 5
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to Imit the use
of commercially-provided
. Information Assurance (IA) and
Id:Sttllwf;aﬂtlc:r;iggd nf " I/&-ednakileghl'l't arodugts to those
K . nformation products that have been
1A-02(01) Us(ezgg)ﬁnhblzjtg?fgi‘tor Lme:leergsgta':cﬂﬂ;‘fgcmr authentication for access to Functional [Intersects With| Assurance Enabled {)I:Z’Ai successfully evaluated against a 5
Authentication to . Products ) Nartt\ona\rI]nfo(r’\‘rln:lgl)on Assuradnce
" partnership -approve
Privileged Accounts Protection Profile or the
cryptographic module is FIPS-
alidated or NSA-anoroved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication ‘ e Out-of-Band Multi- for access to privileged and non-
1A-02(01) " (orgamzat\_ona\ Im_p!ement multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4] privileged accounts such that 5
sers) | Multi-factor |privileged accounts. Authentication one of the factors is
Authentication to independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to : Network Access to Factor Authentication (MFA) to
1A-02(01) Usersg) | Multi-factor prieileged accounts. Functional [intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
. : - Network Access to oAt
(organizational Implement multi-factor authentication for access to . M Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor privileged accounts. Functional  Intersects With Noz—inletged IAC-06.2] 5 thenticate network access for 5
Authentication to ccounts non-privileged accounts.
Privileged Accounts
Id:Lrl‘tttlvlcnat\ncoar;is:d Hard Tok /Automated mecl;amsdm; exc\jst to
i ) — ardware Token- ensure organization-define
I1A-02(01) Us(eor;g)a|nl\lllzualt‘i?fr;i‘tcr :Tns:i:s:gta&%ﬂigcmr authentication for access to Functional [Intersects With Based IAC-10.7|token quality requirements are 5
Authentication to . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
1A-02(11) N/A Withdrawn Functional | p_tto o N/A N/A N/A O |EdETmh S, SBEs s
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Identifier

1A-04 Management

Focal Document Element (FDE) Description

authorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role,
service, or device identifier;b. Selecting an identifier
that identifies an individual, group, role, service, or
device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Authenticate,
Intersects With|Authorize and Audit
(AAA)

IAC-01.2]

Mechanisms exist to strictly
govern the use of Authenticate,
/Authorize and Audit (AAA)
solutions, both on-premises and
those hosted by an External
Service Provider (ESP).

version 2026.1_x000a_03/27/2026

Identifier

1A-04 Management

prraTERLRRantitertdersfrstecervmy
lauthorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role,
service, or device identifier;b. Selecting an identifier
that identifies an individual, group, role, service, or
device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
izatinn-dafinadth ing}

Functional

Identifier
Intersects With| Management (User
Names)

IAC-09

Mechanisms exist to govern
naming standards for usernames
and Technology Assets,
/Applications and/or Services
(TAAS).

Authenticator

1A-05 Management

PG Rl e asparc
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
icontent for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
lor compromised or damaged authenticators, and for
revoking authenticatol . Changing default
lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when

io b tla e cla

Functional

Intersects With efaigk

D
Authenticators

IAC-10.8

Mechanisms exist to ensure
default authenticators are
changed as part of account
creation or system installation.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Automated Support
For Password
Strength

Intersects With

IAC-10.4

/Automated mechanisms exist to
determine if password
authenticators are sufficiently
strong enough to satisfy
organization-defined password
length and complexity
requirements.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Password-Based

Intersects With Authentication

IAC-10.1]

Mechanisms exist to enforce
complexity, length and lifespan
considerations to ensure strong
criteria for password-based
authentication.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Authenticator

Intersects With Management

IAC-10

Mechanisms exist to:

(1) Securely manage
authenticators for users and
devices; and

(2) Ensure the strength of
authentication is appropriate to
the classification of the data
being accessed.

1A-05(11) N/A

Withdrawn

Functional

No

Relationship Bz

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

Authentication

1A-06 Feedback

Obscure feedback of authentication information during
the authentication process to protect the information
from possible exploitation and use by unauthorized
individuals.

Functional

Authenticator

Equal Feedback

IAC-11

Mechanisms exist to obscure the
feedback of authentication
information during the
authentication process to protect
the information from possible
exploitation/use by unauthorized
individuals.

10

Cryptographic
Module
Authentication

IA-07

Implement mechanisms for authentication to a
cryptographic module that meet the requirements of
applicable laws, executive orders, directives, policies,

regulations, standards, and guidelines for such

authentication.

Functional

Cryptographic
Module
Authentication

Intersects With

IAC-12

Mechanisms exist to ensure
cryptographic modules adhere to
applicable statutory, regulatory
and contractual requirements for
security strength.

Cryptographic
Module
Authentication

1A-07

Tmplement mechanisms Tor authentication to a
cryptographic module that meet the requirements of
applicable laws, executive orders, directives, policies,

regulations, standards, and guidelines for such

authentication

Functional

Automated
Authentication
Through
Cryptographic

Intersects With

Module:

CRY-02

Automated mechanisms exist to
enable systems to authenticate
to a cryptographic module.
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Set Theory Relationship Mapping (STRM)

IR-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Incident Response
Operations

IRO-01

Mechanisms exist to implement
and govern processes and
documentation to facilitate an
organization-wide response
capability for cybersecurity and
data protection-related incidents.

10

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

IRP Update

IRO-
04.2

Mechanisms exist to regularly
review and modify incident
response practices to incorporate|
lessons learned, business
process changes and industry
developments, as necessary.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Root Cause Analysis|
(RCA) & Lessons
Learned

IRO-13

Mechanisms exist to incorporate
lessons learned from analyzing
and resolving cybersecurity and
data protection incidents to
reduce the likelihood or impact off
future incidents.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

IR-02

Incident Response
Training

a. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility
lor acquiring system access;2. When required by
isystem changes; and3. [Assignment: organization-
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Incident Response
Training

IRO-05

Mechanisms exist to train
personnel in their incident
response roles and
responsibilities.

IR-03

Incident Response
Testing

[Test the effectiveness of the incident response
capability for the system [Assignment: organization-
defined frequency] using the following tests:
[Assignment: organization-defined tests].

Functional

Intersects With

Incident Response
Testing

IRO-06

Mechanisms exist to formally test]|
incident response capabilities
through realistic exercises to
determine the operational
effectiveness of those
capabilities.

IR-04

Incident Handling

[a. Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis,
icontainment, eradication, and recovery;b. Coordinate
incident handling activities with contingency planning
activities;c. Incorporate lessons learned from ongoing
incident handling activities into incident response
procedures, training, and testing, and implement the
resulting changes accordingly; andd. Ensure the rigor,
intensity, scope, and results of incident handling
activities are comparable and predictable across the

lorganization.

Functional

Equal

Incident Handling

IRO-02

Mechanisms exist to cover:

(1) Preparation;

(2) Automated event detection or
manual incident report intake;
(3) Analysis;

(4) Containment;

(5) Eradication; and

(6) Recovery.

10

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

14 of 30



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

GovRAMP LOW+_x000a_Crosswalk Mapping

Mechanisms exist to document,

version 2026.1_x000a_03/27/2026

monitor and report the status of
Situational cybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 |protection incidents to internal 10
Incidents stakeholders all the way through
the resolution of the incident.
la. Require personnel to report suspected incidents to Mechanisms exist to timely-
the organizational incident response capability within Incident report incidents to applicable:

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. | Functional |Intersects With Stakeholder |RO-10 [(1) Internal stakeholders; 5
Report incident information to [Assignment: Reporting :)za)rt/?g:[:;i‘é clients & third-
ey (2 Secuietant sulture

§ NCIdent: " . P
the organizational incident response capability within Regulatory & Law mi%‘:ﬂ?—:ss Eﬁlsset E?Jr?:aa::?;avllri]th

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional (Intersects With Enforcement IRO-14 applicable rSQuIatcry and law 5
5reupaonrit |nc|d?nt |_nformat|on _tt_) [Assignment: Contacts enforcement agencies.
s v < o pes S rechanisms ot to geityand

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional [Intersects With 2" tTwc S.t. ! GOV-06 qtchumlen a;ﬁroprlafe con acts 5
Report incident information to [Assignment: uthorities WICh relevant faw enforcemen

I " P and regulatory bodies.
organization-defined authorities]
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral| assistance to users of
Incident Response |to the organizational incident response capability, that : Incident Reporting Technology Assets, Applications
IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 and/or Services (TAAS) for the 10
the handling and reporting of incidents. handling and reporting of actual
and potential cybersecurity and
data protection incidents.
Incident Response a. Estgblish adirect, cooper_a_tive relationship between M_echanisms exi_st to establish a
Assistance | its incident response capability and external providers Coordination With IRO- direct, cooperative relationship
IR-07(02) Coordination with of system protection capability; andb. Identify Functional Equal External Providers | 11.2 between the organization's 10
External Providers lorganizational incident response team members to the . incident response capability and
lexternal providers. external service providers.
a. Develop an incident response plan that: I, Provide
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information;9. Is . : v
Incident Response reviewed and approved by [Assignment: organization- Incident Response anhgenigizlsan\:asﬂ?slsé gocr:rilenrftalannd
IR-08 Pl defined personnel or roles] [Assignment: organization-| Functional Equal 1 IRO-04 iabl . ) 10
an defined fi 1; and10. Explicitly desi t Plan (IRP) viable Incident Response Plan
efined irequencyl; and19. Explicitly cesignates (IRP) to all stakeholders.
responsibility for incident response to [Assignment:
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
from ynauthorized disclosure and maodification
RO ARG RGP U207 A8 EARRY
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the
: " information spill using a method of communication not Sensitive / . .
IR-09 Information Spillage associated with the spill;d. Isolating the contaminated | Functional |Intersects With| Regulated Data | IRO-12 Mech_a_msms exist to respon_d to 5
N P H sensitive/regulated data spills.
system or system component;e. Eradicating the Spill Response
information from the contaminated system or
component;f. Identifying other systems or system
components that may have been subsequently
contaminated; andg. Performing the following
additional actions: [Assignment: organization-defined
eSOt TToTTETOT AR sy
[Assignment: organization-defined personnel or roles]
\with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
nformation opll Using a method of communiéation not sensitive / Mechanisms exist to formally
Information Spillage| " . ) ! ) Regulated Data | IRO- |assign personnel or roles with
IR-09 R lassociated with the spill;d. Isolating the contaminated Functional (Intersects With . " i " 5
esponse system or system component;e. Eradicating the Spill Responsible 12.1 |responsibility for responding to
N . i Personnel sensitive/regulated data spills.
information from the contaminated system or
icomponent;f. Identifying other systems or system
icomponents that may have been subsequently
icontaminated; andg. Performing the following
ladditional actions: [Assignment: organization-defined
tinncl
i : No \Withdrawn in NIST SP 800-53 R5
IR-09(01) N/A Withdrawn Functional Relationship N/A N/A N/A 0
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to develop,
" standards, and guidelines; and2. Procedures to . disseminate, review & update
MA-01 policyand facilitate the implementation of the maintenance Functional | Subset Of Maintenance | .01 |procedures to facilitate the 10
rocedures ! A . : Operations I €
policy and the associated maintenance controls;b. implementation of maintenance
Designate an [Assignment: organization-defined controls across the enterprise.
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Set Theory Relationship Mapping (STRM)

MA-01

FDE Nam

Policy and
Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

GovRAMP LOW+_x000a_Crosswalk Mapping

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

MA-02

Controlled
Maintenance

maintenance, repair, and replacement on system
icomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
'Technology Asset, Application
and/or Service (TAAS).

10

MA-03

Maintenance Tools

@ APPrOVE, CONIIol, and MoNITor the USe Of System
maintenance tools; andb. Review previously approved
isystem maintenance tools [Assignment: organization-
defined freauencyl

Functional

Intersects With

Maintenance Tools

MNT-04

Mechanisms exist to control and
monitor the use of system
maintenance tools.

MA-03(01)

Maintenance Tools |
Inspect Tools

Inspect the maintenance tools used by maintenance
personnel for improper or unauthorized modifications.

Functional

Equal

Inspect Tools

MNT-
04.1

Mechanisms exist to inspect
maintenance tools carried into a
facility by maintenance
personnel for improper or
unauthorized modification

10

MA-04

Nonlocal
Maintenance

@ APPTOVE ana TOMTToT TIOTToCaT T enance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.

MA-04

Nonlocal
Maintenance

OB HOR SR RO R ARARE S 3NE
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

i hen nanlacal maintenance i

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).
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Focal Document Element (FDE) Description

GovRAMP LOW+_x000a_Crosswalk Mapping

diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent Mechanisms exist to audit
\with organizational policy and documented in the remote, non-local maintenance
Nonlocal security plan for the system;c. Employ strong . 8 Auditing Remote MNT- |and diagnostic sessions, as well
MA-04 Maintenance lauthentication in the establishment of nonlocal Functional  Intersects With Maintenance 05.1 [as review the maintenance 5
maintenance and diagnostic sessions;d. Maintain action performed during remote
records for nonlocal maintenance and diagnostic maintenance sessions.
lactivities; ande. Terminate session and network
connections when nanlacal maintenance is ¢
a. Establish a process for maintenance personnel Mechanisms exist to maintain a
lauthorization and maintain a list of authorized current list of authorized
maintenance organizations or personnel;b. Verify that maintenance organizations or
Maintenance non-escorted personnel perfqrmmg maintenanc_e on Aqthorized personnel.
MA-05 Personnel the system possess the required access authorizations;| Functional Equal Maintenance MNT-06 10
landc. Designate organizational personnel with required Personnel
laccess authorizations and technical competence to
supervise the maintenance activities of personnel who
do not possess the required access authorizations.
Mechanisms exist to obtain
(Obtain maintenance support and/or spare parts for maintenance support and/or
[Assignment: organization-defined system . . . spare parts for Technology
MA-06 Timely Maintenance icomponents] within [Assignment: organization-defined Functional Equal Timely Maintenance| MNT-03 /Assets, Applications and/or 10
time period] of failure. Services (TAAS) within a defined
Recovery Time Objective (RTO).
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and Mechanisms exist to review the
compliance; andb. Is consistent with applicable laws, Security, Compliance &
executive orders, directives, regulations, policies, periodi A Resilience Program (SCRP),
idelines: eriodic Review & : . L
Policy and _sgandards, and guldelln_es, and2. Proc_edures to_ . Update of Security, including policies, stand_ards and
MP-01 Procedures facilitate the implementation of the media protection Functional [Intersects With Compliance & GOV-03| procedures, at planned intervals 5
policy and the associated media protection controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined ensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
la. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of data
roles]:1. [Selection (one or more): Organization-level; protection controls.
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and stan_dards, aqd guidelines;} and2. Procedqres to
MP-01 Procedures facilitate the implementation of the media protection Functional Subset Of Data Protection |DCH-01 10
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
compl@nce, andb. I.s copslstent W\th‘ appllcaplg laws, Mechanisms exist to establish,
lexecutive orders, directives, regulations, policies, T " Pt " h
" standards, and guidelines; and2. Procedures to PUbI'Sh'ng security, ma!n;aln and disseminate
MP-01 Policy and facilitate the implementation of the media protection Functional |Intersects With Comp_ll_ance & GOV-02 policies, standards and 5
Procedures : " f . Resilience procedures necessary for secure,
policy and the associated media protection controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined Capabilities.
official] to manage the development, documentation, P .
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Restrict access to [Assignment: organization-defined Mechanisms exist to control and
MP-02 Media Access  [types of digital and/or non-digital media] to Functional |Intersects With| ~ Media Access DCH-03 [restrict access to digital and non- 5
[Assignment: organization-defined personnel or roles]. digital media to authorized
Restrict access to [Assignment: organization-defined . . MECNANISMS EXIST TO TaciMtate the
MP-02 Media Access  |types of digital and/or non-digital media] to Functional [Intersects With Mgzspgxéie(‘gg%) END-01 gz‘\),l‘i?;r;t:;m:n?é,in&?&n)t 5
[Assignment: organization-defined personnel or roles]. 9 cantral 9
a. Mark system media indicating the distribution Mecf_!amsmsdexlst to rtv';‘a;ktmedla
limitations, handling caveats, and applicable security in accordance with data
. markings (if any) of the information; andb. Exempt ) . ) protection requirements so that
MP-03 Media Marking [Assignment: organization-defined t’ypes of system Functional [Intersects With| Media Marking DCH-04 ' pers_onngl are alerted to . 5
media] from marking if the media remain within i';s';g?:gg;':;;a”tcgglsé 2223:'23
[Assignment: organization-defined controlled areas]. requirements.
Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. " markings (if any) of the information; andb. Exempt " N : DCH- limitations, handling
MP-03 Media Marking [Assignment: organization-defined types of system Functional  Intersects With| Automated Marking 04.1 requirements and applicable 5
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
Mechanisms exist to:
(1) Physically control and
a. Physically control and securely store [Assignment: securely store digital and non-
lorganization-defined types of digital and/or non-digital digital media within controlled
media] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage |controlled areas]; andb. Protect system media types Functional Equal Media Storage DCH-06 |security measures; and 10
defined in MP-4a until the media are destroyed or (2) Protect system media until
isanitized using approved equipment, techniques, and the media are destroyed or
procedures. sanitized using approved
lequipment, techniques and
nrocedure:
[ PTUTETT aTTaCOTTrOT [ASSTgTTTTETTC UTgaTTZatoT
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
lorganization-defined controls];b. Maintain Media control digital and non-digital
MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |[media during transport outside of]| 10
loutside of controlled areas;c. Document activities P controlled areas using
lassociated with the transport of system media; andd. appropriate security measures.
Restrict the activities associated with the transport of
£ Ain t i
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la. Sanitize [Assignment: organization-defined system
media] prior to disposal, releage out of‘orgamzétlonal Mechanisms exist to securely
icontrol, or release for reuse using [Assignment: Physical Media dispose of media when it is no
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With yDis osal DCH-08 Ionper required, using formal 5
procedures]; andb. Employ sanitization mechanisms P g o q 3 ]
with the strength and integrity commensurate with the procedures.
Isecurity category or classification of the information.
a. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational system media with the strength
icontrol, or release for reuse using [Assignment: System Media and integrity commensurate with
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With ganitization DCH-09 [the classification or sensitivity of 5
procedures]; andb. Employ sanitization mechanisms the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
Isecurity category or classification of the information. control or release for reuse.
la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment: Sanitization of DCH- Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With personal Data (PD) | 09.3 sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms . (PD).
with the strength and integrity commensurate with the
security category or classification of the information.
Media Sanitization | System Media Mechanisms exist to supervise,
Review, Approve, |Review, approve, track, document, and verify media . P DCH- |track, document and verify
MP-06(01) Track, Document, [sanitization and disposal actions. Functional Equal DSanmzatmp 09.1 |system media sanitization and 10
i ocumentation ! N
and Verify disposal actions.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and physical and environmental protection policy and the . Compliance & policies, standards and
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Resilience GOv-02 procedures necessary for secure, 5
icontrols;b. Designate an [Assignment: organization- Documentation compliant and resilient
defined official] to manage the development, capabilities.
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the ) " operation of physical and
PE-01 Procedures lassociated physical and environmental protection Functional Subset Of Er'v:vlronrr]ental PES-01 environmental protection 10
N h n rotections
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Resilienée Program (SCRP),
Procedures to facilitate the implementation of the Periodic Review & N " 9 '
. Policy and  [physical and environmental protection policy and the | p oo Update of Security, | ooy o5 [ncluding policies, standards and 5
a Procedures lassociated physical and environmental protection unctional - intersects Wi Compliance & -03 |procedures, at planned intervals
N y h ) A o or if significant changes occur to
controls;b. Designate an [Assignment: organization- Resilience Program ensure their continuing
defined official] to manage the development, ~
documentation, and dissemination of the physical and su\tab_|l|ty, adequacy and
: . ; i Py effectiveness.
lenvironmental protection policy and procedures; andc. :
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
- PP PTUVE T T T TS T O ¥ o reror
\with authorized access to the facility where the system imechanisms exist to maintain a
resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access [|access;c. Review the access list detailing authorized " Physical Access authorized access to
PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 organizational facilities (except 10
lorganization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
L ieqd i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
or more): [Assignment: organization-defined physical
access control systems or devices]; guards];b. Maintain|
physical access audit logs for [Assignment: Physical access control
organization-defined entry or exit points];c. Control mechanisms exist to enforce
access to areas within the facility designated as physical access authorizations
. publicly accessible by implementing the following . for all physical access points
PE-03 Phys(l:coanltfglcess controls: [Assignment: organization-defined physical Functional |Intersects With Phys(':f;:‘ltﬁ;cess PES-03 | (including designated entry/exit 5
access controls];d. Escort visitors and control visitor points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
when keys are lost, combinations are compromised, or
when individuals possessing the keys or combinations
5 24
IControl physical access to [Assignment: organization- ?;g;;;mﬁ;?gﬁ:&e;:b?%
PE-04 Access Control for |defined system distribution and transmission lines] Functional Equal Transmission PES- carrying data or supportingg 10
Transmission within_ org_anizat\_onal facilities using [Assignment: Medium Security 12.1 information services from
lorganization-defined security controls]. interception, interference or
Physical security mechanisms
. . . exist to restrict access to printers.
PE-05 Access Control for Contr(_)l phys'cal access to output from [Assignment: " Access Control for | PES- |and other system output devices
- lorganization-defined output devices] to prevent Functional Equal h . 10
Output Devices unauthorized individuals from obtaining the output. Output Devices 12.2 [to prevent unauthorized
. individuals from obtaining the
output.
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a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs
[Assignment: organization-defined frequency] and
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Monitoring Physical

Physical access control
mechanisms exist to monitor for,

version 2026.1_x000a_03/27/2026

PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
a. Maintain visitor access records to the facility where .
the system resides for [Assignment: organization- :‘eycsl':caanli:rfwcsegzggpattrgla log entry
PE-08 Visitor Access defined time period];b. Review visitor access records Functional E | Physical Access PES- f h t t th h 10
X e : A qual or each access attempt throug
Records [Assignment: organization-defined frequency]; andc. Logs 03.3 controlled ingress and egress
Report anomalies in visitor access records to int
[Assignment: organization-defined personnel]. points.
Facility security mechanisms
Employ and maintain fire detection and suppression :'psérteossiglrl]zaenadngerp:c‘ggan‘n fire
PE-13 Fire Protection Zﬁls"trecrgs that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
. that are supported by an
independent energy source.
a. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: . " .
Environmental ~[organization-defined enviranmental controllllevels . Temperature & st to maintoi ond momitor
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[Assignment: organization-defined acceptable levels]; within the facility
landb. Monitor environmental control levels .
[Assignment: organization-defined frequency].
Facility security mechanisms
Protect the system from damage resulting from water s:ita?eprﬁgjliitn!sgy#‘fmswfargg
PE-15 Water Damage |leakage by providing master shutoff or isolation valves Functional Equal Water Damage PES- \eakage by providing master 10
Protection that are accessible, working properly, and known to Protection 07.5 hutoff valves that ar
key personnel. shutoft valves that are
accessible, working properly and
known to key personnel.
Physical security mechanisms
a. Authorize and control [Assignment: organization- exist to isolate information
Delivery and defined types of system components] entering and " . processing facilities from points
PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
isystem components. areas and other points to avoid
unauthorized access.
a. Determine and document the [Assignment: Physical security mechanisms
lorganization-defined alternate work sites] allowed for exist to utilize appropriate
use by employees;b. Employ the following controls at management, operational and
PE-17 Alternate Work Site ?vl:r?trpoé;;i:‘X:slet:sti’][eA::flggtT/:zte.s‘;rgfag(;zr?ttr‘glz gteﬁned Functional Equal Alternate Work Site| PES-11 ‘tNesrhkn;?tae\sclontrols at alternate 10
lalternate work sites; andd. Provide a means for
lemployees to communicate with information security
land privacy personnel in case of incidents.
- e e
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . " .
lexecutive orders, directives, regulations, policies, Security, iNIr:pCIZ?;TaSt\?J)l(wlsotftl?(esﬂ:'lézte the
Policy and stan}iards, aqd guidelines:' and2. Procedufes to ‘ Comp‘li‘ance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 |/~ ol t h 10
. n 8 ? N . portfolio management approac
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience obj;”ctives
the development, documentation, and dissemination ofj .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
= Eraoe "
[Assignmgnt: organization-defined personnel or _Nlech_a_msr_ns exist to facilitate the
roles]:1. [Selection (one or more): Organization-level; !dentlﬁcatlon‘ and
Mission/business process-level; System-level] planning implementation of relevant
policy that:a. Addresses purpose, scope, roles, statutory, regulatory and
responsibilities, management commitment, contractual controls.
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qire_ctives, regulations, policies, Statutory
Policy and stan}iards, aqd guldellnes:' and2. Procedufes to ‘ Regulatcry'&
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 10
land the associated planning controls;b. Designate an Compliance
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
= Fraoe "
[Assignmgnt: organization-defined personnel or _Mechanlsms exist to _facllltate the)
roles]:1. [Selection (one or more): Organization-level; implementation of ta"°.'?".
Mission/business process-level; System-level] planning development and acquisition
policy that:a. Addresses purpose, scope, roles, strategies, contract tools and
responsibilities, management commitment, procuremen_'\t methods to meet
coordination among organizational entities, and unique business needs.
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Policy and stan}iards, aqd guidelines:' and2. Procedufes to ' Technology
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Development & | TDA-01 10
land the associated planning controls;b. Designate an Acquisition
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
= Fraoe "
ek pretdarmertaruTs eI
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, qire_ctives, regulations, policies, Periodic Review & _Resilie_nce Program (SCRP),
Policy and stan}iards, aqd guldellnes:' and2. Procedufes to ' Update of Security including policies, standgrds and
PL-01 Procedures facilitate the implementation of the planning policy Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5

land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

version 2026.1_x000a_03/27/2026

et o1
lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Plan / Coordinate
with Other
Organizational
Entities

Intersects With

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Policy and

PL-01 Procedures
System Security
PL-02 and Privacy Plans
System Security
PL-02 and Privacy Plans
~ System Security
PL-02 and Privacy Plans

Functional

Applied Security,
Compliance and
Resilience Controls
Documentation

Intersects With

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))]
that:

(1) Identifies key architectural
and implementation information
on in-scope Technology Assets,
/Applications and/or Services
(TAAS);

(2) Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and

(3) Provides a historical record of
applied security controls,
including changes.

enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on
or connections to other systems or system
components;10. Provide an overview of the security
and privacy requirements for the system;11. Identify
any relevant control baselines or overlays, if
applicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
and privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
coordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified

during plan implementation or control assessments;

Functional

Network Diagrams
& Data Flow
Diagrams (DFDs)

Intersects With

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the
network's architecture;

(2) Reflect the current
architecture of the network
environment; and
(3) Document all
sensitive/regulated data flows.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

PL-04 Rules of Behavior

Focal Document Element (FDE) Description

to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such |nd|v|dua]s,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Terms of

Intersects With Employment

HRS-05

Mechanisms exist to require all
lemployees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.
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PL-04 Rules of Behavior

sttt aoproviae o TequTTTya
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-

defined frequency]; when the rules are revised or
1

Functional

Intersects With| Rules of Behavior

HRS-
05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.

PL-04 Rules of Behavior

eEstatsramrproviae o requTTTyaTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

1

Functional

Technology Use

Intersects With Restrictions

HRS-
05.3

Mechanisms exist to establish
usage restrictions and
implementation guidance for
organizational technologies
based on the potential to cause
damage to Technology Assets,
/Applications and/or Services
(TAAS), if used maliciously.

Security and
PL-08 Privacy
Architectures

isystem that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and
lapproach to be taken for processing personally
identifiable information to minimize privacy risk to
individuals;3. Describe how the architectures are
integrated into and support the enterprise
larchitecture; and4. Describe any assumptions about,
land dependencies on, external systems and services;b.
Review and update the architectures [Assignment:
lorganization-defined frequency] to reflect changes in
the enterprise architecture; andc. Reflect planned
architecture changes in security and privacy plans,
IConcept of Operations (CONOPS), criticality analysis,
lorganizational procedures, and procurements and

Functional

Alignment With
Enterprise
Architecture

Intersects With

SEA-02

Mechanisms exist to develop an
enterprise architecture, aligned
with industry-recognized leading
practices, with consideration for
security, compliance and
resilience principles that
addresses risk to organizational
operations, assets, individuals
and other organizations.

Policy and

PS-01 Procedures

[ DEVETop, UUCUTTENT, AT UTSSeTTate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
isecurity controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

deﬁned frequency] and following [Assignment:
s

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and

PS-01 Procedures

AriRiERisaBeiRftht AR drsser e
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the|
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

deﬁned frequency] and followmg [Asslgnment
)

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

PS-01 Procedures

AriRiERisaBeiRRthE AR drsser
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
deﬁned frequency] and followmg [Assignment:

Functional

Human Resources
Security
Management

Subset Of

HRS-01

Mechanisms exist to facilitate the
implementation of personnel
security controls.

10

Personnel

Ps-03 Screening

a. Screen |nd|v1dl7°f§ prior to authorizing access to the
isystem; andb. Rescreen individuals in accordance with
[Assignment: organization-defined conditions requiring
rescreening and, where rescreening is so indicated, the|

frequency of rescreeninal

Functional

Personnel

Equal Screening

HRS-04

Mechanisms exist to manage
personnel security risk by
screening individuals prior to
authorizing access.

10

Secure Controls Framework (SCF)
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FDE Nam

Focal Document Element (FDE) Desc
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Personnel

Ps-04 Termination

Upon termination of individual employment:a. Disable
Isystem access within [Assignment: organization-
defined time period];b. Terminate or revoke any
lauthenticators and credentials associated with the
individual;c. Conduct exit interviews that include a
discussion of [Assignment: organization-defined
information security topics];d. Retrieve all security-
related organizational system-related property; ande.
Retain access to organizational information and
isystems formerly controlled by terminated individual.

Functional

Personnel

Equal Termination

HRS-09

Mechanisms exist to govern the
termination of individual
employment.

10

PS-05 Personnel Transfer

goTTyoE
current logical and physical access authorizations to
isystems and facilities when individuals are reassigned
or transferred to other positions within the
lorganization;b. Initiate [Assignment: organization-
defined transfer or reassignment actions] within
[Assignment: organization-defined time period
following the formal transfer action];c. Modify access
lauthorization as needed to correspond with any
ichanges in operational need due to reassignment or
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:

Functional

Equal Personnel Transfer

HRS-08

Mechanisms exist to adjust
logical and physical access
authorizations to Technology
/Assets, Applications and/or
Services (TAAS) and facilities
upon personnel reassignment or
transfer, in a timely manner.

10

PS-06 Access Agreements

@ DeveTsp ant gocurhient access agreements Tor
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined
frequency]; andc. Verify that individuals requiring
laccess to organizational information and systems:1.
ISign appropriate access agreements prior to being
granted access; and2. Re-sign access agreements to
maintain access to organizational systems when
laccess agreements have been updated or

defined frequenc

Functional

Confidentiality

Intersects With Agreements

HRS-
06.1

Mechanisms exist to require Non-
Disclosure Agreements (NDAs) or
similar confidentiality
agreements that reflect the
needs to protect data and
operational details, or both
employees and third-parties.

PS-06 Access Agreements

[Ascianment ization., 1
A DR G Rt SRS SRRt Tor
lorganizational systems;b. Review and update the
laccess agreements [Assignment: organization-defined
frequency]; andc. Verify that individuals requiring
laccess to organizational information and systems:1.
ISign appropriate access agreements prior to being
granted access; and2. Re-sign access agreements to
maintain access to organizational systems when
laccess agreements have been updated or
anization.defined freauenc

Functional

Intersects With|Access Agreements

HRS-06

Mechanisms exist to require
internal and third-party users to
sign appropriate access
agreements prior to being
granted access.

External Personnel

Ps-07 Security

- ara 1
la. Establish personnel security requirements, including
security roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established
by the organization;c. Document personnel security
requirements;d. Require external providers to notify
[Assignment: organization-defined personnel or roles]
of any personnel transfers or terminations of external
personnel who possess organizational credentials
land/or badges, or who have system privileges within
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.

Functional

Third-Party

Equal Personnel

HRS-10

Mechanisms exist to govern
third-party personnel by
reviewing and monitoring third-
party security, compliance and/or|
resilience roles and
responsibilities.

10

PS-08 Personnel Sanctions|

a. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify
[Assignment: organization-defined personnel or roles]
\within [Assignment: organization-defined time period]
'when a formal employee sanctions process is initiated,
identifying the individual sanctioned and the reason for|
the sanction.

Functional

Equal Personnel Sanctions|

HRS-07

Mechanisms exist to sanction
personnel failing to comply with
established security policies,
standards and procedures.

10

Policy and

RA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

RA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Risk Management

Subset Of Program

RSK-01

Mechanisms exist to facilitate the
implementation of strategic,
operational and tactical risk
management controls.

10

Policy and

RA-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Secure Controls Framework (SCF)
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RA-02

Security
Categorization

Focal Document Element (FDE) Description

a. Categorize the system and information it processes,
stores, and transmits;b. Document the security
categorization results, including supporting rationale,
in the security plan for the system; andc. Verify that
the authorizing official or authorizing official
designated representative reviews and approves the
security categorization decision.

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Risk-Based Security

Equal Categorization

RSK-02

Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
regulations and contractual
obligations that:

(1) Document the security
categorization results (including
supporting rationale) in the
security plan for systems; and
(2) Ensure the security
categorization decision is
reviewed and approved by the
asset owner.

10

version 2026.1_x000a_03/27/2026

RA-03

Risk Assessment

a. Conduct a MK assessment, cluding: L. l[dentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
organization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy

Functional

Functional Review
Of Security,
Compliance &
Resilience Controls

Intersects With

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

RA-03

Risk Assessment

tate of the system.

@ Conduct a sk assessment, ncluding: L. Jaentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy

tate of the svstem

Functional

Intersects With| Risk Assessment

RSK-04

Mechanisms exist to conduct
recurring assessments of risk
that includes the likelihood and
magnitude of harm, from
unauthorized access, use,
disclosure, disruption,
modification or destruction of the
organization's Technology
/Assets, Applications, Services
and/or Data (TAASD).

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
'vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ
'vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be

Functional

Vulnerability

Intersects With Scanning

VPM-06

Mechanisms exist to detect
'vulnerabilities and configuration
errors by routine vulnerability
scanning of systems and
applications.

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results|
from vulnerability monitoring;d. Remediate legitimate
vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be

Functional

Update Tool

Intersects With Capability

VPM-
06.1

Mechanisms exist to update
'vulnerability scanning tools.

RA-05(01)

N/A

Withdrawn

Functional

No

Relationship WA

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

RA-05(02)

Vulnerability
Monitoring and
Scanning | Update
Vulnerabilities to Be|
Scanned

Update the system vulnerabilities to be scanned
[Selection (one or more): [Assignment: organization-
defined frequency]; prior to a new scan; when new
vulnerabilities are identified and reported].

Functional

Update Tool

Intersects With Capability

VPM-
06.1

Mechanisms exist to update
vulnerability scanning tools.

SA-01

Policy and
Procedures

a. DEVeTop, Jocument, ana arsseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
izatinn.defined eventcl

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Secure Controls Framework (SCF)
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FDE Nam

Policy and

Sa-01 Procedures

Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

organ

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Technology
Development &
Acquisition

Subset Of

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

version 2026.1_x000a_03/27/2026

Policy and

Sa-01 Procedures

G GRESIS, £45% rssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
lQraani event

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

SA-0L Procedures

8- UEVEHS) £ T arssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

org:

Functional

Secure Software
Development
Practices (SSDP)

Intersects With

TDA-06

Mechanisms exist to develop
applications based on Secure
Software Development Practices
(SSDP).

Allocation of

SA-02 Resources

a A rormatonsecurty-ana
privacy requirements for the system or system service
in mission and business process planning;b.
Determine, document, and allocate the resources
required to protect the system or system service as
part of the organizational capital planning and
investment control process; andc. Establish a discrete
line item for information security and privacy in
lorganizational programming and budgeting

Functional

Allocation of

Equal Resources

PRM-03

Mechanisms exist to identify and
allocate resources for
management, operational,
technical and data protection
requirements within business
process planning for projects /
initiatives.

10

System
SA-03 Development Life
Cycle

gf‘f\‘c'%e\%?g%\[}elop, and manage the system using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
document information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system

Functional

Technology
Lifecycle
Management

Intersects With

SEA-
07.1

Mechanisms exist to manage the
usable lifecycles of Technology
/Assets, Applications and/or
Services (TAAS).

System
SA-03 Development Life
Cycle

g?)-/\eclqu\re, €veTop, and manage the System Using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
idocument information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system

Functional

Secure
Development Life
Cycle (SDLC)
Management

Intersects With

PRM-07

Mechanisms exist to ensure
changes to Technology Assets,
/Applications and/or Services
(TAAS) within the Secure
Development Life Cycle (SDLC)
are controlled through formal
change control procedures.

System
SA05 Documentation

dpvplnnmgn%hﬁ&'atd%aanm{m
. Obtain or develop administrator documentation for

the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or
develop user documentation for the system, system
icomponent, or system service that describes:1. User-
laccessible security and privacy functions and
imechanisms and how to effectively use those functions
land mechanisms;2. Methods for user interaction, which
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
security of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
isystem, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
loraanization-defined nersonnel or ralesl

Functional

Documentation

Intersects With Requirements

TDA-04 |11

Mechanisms exist to obtain,
protect and distribute
administrator documentation for
'Technology Assets, Applications
and/or Services (TAAS) that
describe:

(1) Secure configuration,
installation and operation of the

(2) Effective use and
maintenance of security
features/functions; and

(3) Known vulnerabilities
regarding configuration and use
of administrative (e.g.,
privileged) functions.

Secure Controls Framework (SCF)
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FDE Nam
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g] ain or develop administrato a or
the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or Mechanisms exist to determine
develop user documentation for the system, system security, compliance and
icomponent, or system service that describes:1. User- resilience control applicability by
laccessible security and privacy functions and identifying, assigning and
System mechanisms and how to effectively use those functions . Asset Scope documenting the appropriate
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional Intersects With Classification asset scope categorization for all 5
lenables individuals to use the system, component, or Technology Assets, Applications
service in a more secure manner and protect individual and/or Services (TAAS) and
privacy; and3. User responsibilities in maintaining the personnel (internal and third-
security of the system, component, or service and parties).
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:
are ization-defi or roles],
|a. Require at providers of external system Services
icomply with organizational security and privacy
requirements and employ the following controls:
[Assignment: organization-defined controls];b. Define Mechanisms exist to mitigate the
External System land document organizational oversight and user roles risks associated with third-party
SA-09 Services land responsibilities with regard to external system Functional Equal Third-Party Services| TPM-04 [access to the organization's 10
services; andc. Employ the following processes, Technology Assets, Applications,
methods, and techniques to monitor control Services and/or Data (TAASD).
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined
nrocesses. methods. and techniquesl ‘ } . i
External System a. Conduct an _orqamzat\onal assessment of_rlsk prior N_Iechanlsms exist to conduct a
Services | Risk to thg acqu\s_ltlon or outsour‘cmg of |nformat|'0‘n‘ Third-Party Risk risk qs;gssment prior tQ the
SA-09(01) Assessments and isecurity services; a_ndb. V_enfy that the acq_ulsmon or Functional Equal Assessments & acquisition or outsourcing of 10
Organizational gutsourclng of dedlgated |nf0rmat\qn srecurlty'serwces ‘Approvals technology-(e\at.ed Technology
Approvals is approved by [Assignment: organization-defined /Assets, Applications and/or
personnel or roles]. 'SIerv'igelzﬁ:("ll"AAS)I.:L S
External System Require providers of the following external system External Ext_erna_\ Service Providers (ESPs)
services | services to identify the functions, ports, protocols, and Connectivity to identify and document the
SA-09(02) Identification of other services required for th . £ 4 h ' . I | Requirements - business need for ports, 0
Functions, Ports, . quirec. or ¢ @ use of such services: Functiona Equal Identification of protocols and other services it 1
Protocols, and L’:iﬁ‘igg;‘em' organization-defined external system Ports, Protocols & requires to operate its
Services g Services 'Technology Assets, Applications
AL icoc [TAAC
Require the developer of the system, system 24esinanmerg/Sef:xirt—st/?nrteeq‘:lartirs
icomponent, or system service, at all post-design cznsu\t with seréurit cogm liance
stages of the system development life cycle, to:a. and/or resilience e¥’sonne‘lj to:
Develop and implement a plan for ongoing security (1) Create and \mplement a .
land privacy control assessments;b. Perform [Selection Security, Security Testin a‘:\d Evaluation
Developer Testing (one or more): unit; integration; system; regression] Compliance & (ST&E)ypIan orgswmi\ar capability;
SA-11 and Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing | TDA-09 2) Implemént a verifiable flaw ’ 10
frequency] at [Assignment: organization-defined depth Throughout remediation process to correct
land coverage];c. Produce evidence of the execution of Development \weaknesses gnd deficiencies
the assessment plan and the results of the testing and identified during the control
levaluation;d. Implement a verifiable flaw remediation testing and evaluation process:
process; ande. Correct flaws identified during testing and 9 P .
and evaluation. (3) Document the results.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications . Compliance & policies, standards and
SC-01 Procedures protection policy and the associated system and Functional |intersects With Resilience procedures necessary for secure, 5
communications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination of|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined Suantsl
[a. Develop, document, and disseminate to Mechanisms exist to develop,
[Assignment: organization-defined personnel or govern & update procedures to
rov\es:]:l. [Sglectlon (one or more): Organization-level; facilitate the implementation of
Mission/business process-level; System-level] system Network Security Controls (NSC).
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
Policy and implementation of the system and communications . Network Security
SC-01 Procedures protection policy and the associated system and Functional Subset Of Controls (NSC) 10
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined eventsl
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is Mechanisms exist to facilitate the
consistent with applicable laws, executive orders, h :
directives, regulations, policies, standards, and relcr:prlleiezngsnst:gfrri\tofér;?nleﬁg]ce
guidelines; and2. Procedures to facilitate the andgresilience prayétices ?n the
5C-01 Policy and implementation of the system and communications Functional Subset Of Secure Engineering specification, design 10
Procedures protection policy and the associated system and Principles development, imﬁ\ement’ation
communications protection controls;b. Designate an and modiﬁcatfon of Technolo:
[Assignment: organization-defined official] to manage Assets, Applications and/orgy
the development, documentation, and dissemination of| Sérvices (TAAS)
the system and communications protection policy and :
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined eventsl

Secure Contt
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Focal Document Element (FDE) Description

evelop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . .
consistent with applicable laws, executive orders, Dsﬂ:cc:\ri‘ipIsgjsr:xllisatnté)erzwew the
directives, regulations, policies, standards, and Resilier\yée pmpram (SCRP)
| ’ guidlelines: and2. fPrgcedures to fzcilitate the Pe(;iodic fReview & including Dol\c(—i;es standartis and
Policy an implementation of the system and communications " Update of Security, :
SC-01 Procedures protection policy and the associated system and Functional |intersects With Compliance & GOV-03 g;()ifciidunriiisc'aitt lef::e:s‘gtceczvftlz 5
lcommunications protection controls;b. Designate an Resilience Program ensuregtheir continui?1
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of| effectivenéss
the system and communications protection policy and .
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
Separation of |o : S . - Mechanisms exist to separate
parate user functionality, including user interface " Application SEA- : .
5C-02 Sy:silc“tizrr]\glilgxier services, from system management functionality. Functional Equal Partitioning 03.2 umsaerzgggﬁffr."taflffxc:g:'aﬁ{;tem 10
Information in . . . . Mechams_ms exist to prevent
5C-04 Shared System Prevent unauthorized and unintended information Functional Equal Information In SEA-05 unauthorized and unintended 10
Resources transfer via shared system resources. Shared Resources information transfer via shared
system resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- 'Technology Assets, Applications
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. |prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
la. [Selection (one): Protect against; Limit] the effects of| . : .
the following types of denial-of-service events: iMmec:;amnésnr::tE):ylsotft?afaacélilttate the
Denial-of-service [Assw_gnment: organization-defined types_of denial-of- . Capacity & mapnagement controlspto e}:\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management mpeet ex zcted apnd anticipated
lorganization-defined controls by type of denial-of- f pecte " P
service event], uture capacity requirements.
la. [Selection (one): Protect against; Limit] the effects of|
the following types of denial-of-service events:
Denial-of-service [Ass\gnmen?: grpganization-deﬁned types of denial-of- Denial of Service | NET- All"otfe"c]ftaeiiTsecCEfmf\Wihe:St b
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With (DoS) Protection 02.1 foects ofgdenia\ of service 5
lachieve the denial-of-service objective: [Assignment: : ttacks
lorganization-defined controls by type of denial-of- .
service event].
[@- MonItor and control communications at the external
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary icomponents that are [Selection (one): physically; Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional |Intersects With Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
with an organizational security and privacy
architecture.
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
Protection | Deny |allow network communications traffic by exception . NET- |to deny network traffic by default
SC-07(05) by Default — Allow |[Selection (one or more): at managed interfaces; for Functional  Intersects With T Df:faglt é‘ AIIO:Y 04.1 [and allow network traffic by 5
by Exception [Assignment: organization-defined systems]]. raffic by Exception exception (e.g., deny all, permit
by exception).
Boundary Prevent split tunneling for remote devices connecting m?]cn:”r:;r?;r?:';toté z’:\xs:g SPITY
Protection | Split [to organizational systems unless the split tunnel is : " CFG- " h
SC-07(07) Tunneling for isecurely provisioned using [Assignment: organization- Functional Equal Split Tunneling 03.4 :?A?”S:i;:zjzgti;:r:’r:zlalns;:tcigfly 10
Remote Devices |defined safeguards]. defined safequards,
Boundary Fplzn:)ent [éxsswgnmteng organiiation—de]ﬁrled host- iostB s ol END Medche;n_isms efé(ist to imp\en:_ent
ased boundary protection mechanisms] a . ost-Based Security| - |underlying software separation
SC-07(12) Z?;s;tggtle?t?sﬁ [Assignment: organization-defined system Functional Equal Function Isolation 16.1 |mechanisms to facilitate security 10
icomponents]. function isolation.
TECITATTISTITS EXTST IO TTPTETTTETTT
Boundary Isolate [Assignment: organization-defined information ?;clgg‘etysgc‘z?iigi&?:;z:bsnfts;;
Protection | security tools, mechanisms, and support components] Security components f%m other intefrl\)a\
SC-07(13) Isolation of Security|from other internal system components by Functional |Intersects With Management NET- system components by 5
Tools, Mechanisms, implementing physically separate subnetworks with Subnets 06.1 implementing separate
and Support managed interfaces to other components of the s 9 sep
Components system. su networks with managed
interfaces to other components
£ th, t,
Transmission . . P . Cryptographic mechanisms exist
SC-08 Confidentiality and [77OreCt t]hif[tsrea'::;‘l’t'ze(g’I':fgr'n':‘a‘:lr;)‘ confidentiality; | gunctional |Intersects ith| ~ [T20STISSIOn | cRy.03to protect the confidentiality of 5
Integrity grity : Yy data being transmitted.
Transmission . . L Cryptographic mechanisms exist
) o Protect the [Selection (one or more): confidentiality; . Transmission f N
SC-08 Conﬁ::inetr;tgl?iltl;y and integrity] of transmitted information. Functional |Intersects With Integrity CRY-04 E)Dei?]?t;;tn;zﬁtltltde_gnty of data 5
[Terminate the network connection associated with a In‘:t;:::r’l: cygnnzxcfito:f;:t”t'ﬁg:l:d
5C-10 Network Disconnect|cOmmunications session at the end of the session or Functional Equal Network Connection| \ e+ 07 |of 5 session or after an 10
ianf;ec;iElAitsyslgnment. organization-defined time period] of Termination org_amz_at_ion-deﬁned time period
Establish.and manage cryptographic keys when of inactivit
Cryptographic Key cryptography is employed yvithin the system in . ihllrr?;aclr::;TZ:)i(rlxsttelsgaslelf:l;ﬁlcykey
sc-12 Establishment and [FCcordance with the following key management Functional [Intersects With| . PUPCKey | cpy og |infrastructure (PKI) infrastructure 5
Management requirements: [Assignment: o_rgamzatl_on—gieﬁned Infrastructure (PKI) or obtain PKI services from a
requirements for key generation, distribution, storage, h :
laccess, and destruction]. reputable PKI service provider.
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following Cryptographic mechanisms exist
Cryptographic  [types of cryptography required for each specified " ... | Encrypting Data At yptographi ani X
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional |Intersects With Rest CRY-05 Eq pll'event ufngutthm:zedt 5
types of cryptography for each specified cryptographic isclosure of data at rest.
use].
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following gf;;mzngi cesztg;r?s?)f\?sss the
Cryptographic  |types of cryptography required for each specified " Export-Controlled | CRY- P
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional [intersects With Cryptography 01.2 telchnolsgltei '? comp(lj\ance Iw;th 5
types of cryptography for each specified cryptographic re'evant statutory and regulatory
sel. requirements.
a. Determine the [Assignment: organization-defined . . .
cryptographic uses]; andb. Implement the following Use of iNImeCII:::éSnTaStE?ISOtft?rfactlglt?;er:ihce
sc-13 Cryptographic  [types of cryptography required for each specified F ti I lint ts With Crypt hi CRY-01 pt ti trol yp! gk p 5
: Protection cryptographic use: [Assignment: organization-defined unctional - Intersects Wi ryptographic -01 protections controls using known
o . Controls public standards and trusted
Eys;;?s of cryptography for each specified cryptographic cryptographic technologies.
a. Issue public key certificates under an [Assignment: . .
Public Key organizat!on—deﬁned certificate po\icy]_or obta\_n public : m?pﬁg?::nTZ:Tﬁ;ﬁg;e’f:éﬁl:ykey
sc-17 Infrastructare |<eY certificates from an approved service provider; Functional |Intersects With| . PUPCKey | cpy o |infrastructure (PKI) infrastructure 5
Certificates atndb. Includ:ﬁqnl\i aptproved trust adnéhotl;? in trust Infrastructure (PKI) or obtain PKI services from a
zrzger?i;articoen.‘ cate stores managed by the reputable PKI service provider.
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integrity verification artifacts along with the
Secure _authoritativet nan’;e reslolutionlddaéa the systleg\ returns gecha_ni?\lms exsist to er}ls:)ur\ll';
Name/address |IN F€SPONSe to external name/address resolution Domain Name omain Name Service
SC-20 Resolution Service [JUeries: andb. Provlc_ie the means t_o mdlca'_:e the Functional |Intersects With Service (DNS) NET-10 _resolutlon is designed, 5
(authoritative security statu; of chllq zones and (if the .c)jlld‘supports Resolution implemented anq managed to
Source) isecure resolution services) to enable verification of a protect the security of name /
ichain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
o
Mechanisms exist to perform
N Secure Request and perform data origin authentication and Secure Name/ data ‘ongm'authe‘nt‘lcat‘lon and
ame/address data i . : . Address Resolution data integrity verification on the
sc21 Resolution Service 13t integrity verification on the name/address Functional Equal | Service (Recursive | ' |Domain Name Service (DNS) 10
. resolution responses the system receives from a h 10.2 : .
(recursive or | i ative sources, or Caching resolution responses received
Caching Resolver) : Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
Architecture and |Ensure the systems that collectively provide Architecture & systems that collectively provide
5C.22 Provisioning for |name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external qa Name / Address 10.1 [resolution service are fault-
Resolution Service [role separation. Resolution Service tolerant and implement
e B A peRer e
. Protect the [Selection (one or more): confidentiality; . . . N X
sc-28 Inferotection of ¢ [Integrityl of the following information at rest: Functional [Intersects with| E"@Pint Protection gy o, g‘\’/’a‘ﬂggnft‘;!ﬁ{ @ ';‘at?egt’y'tg’% 5
[Assignment: organization-defined information at rest]. endnoint device
: Protect the [Selection (one or more): confidentiality; : Cryptographic mechanisms exist
SC-28 Infoi:ﬁtaiic;?;tuéest integrity] of the following information at rest: Functional |Intersects With Encrypt';negstData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
— . Mechanisms exist to implement a|
SC-39 Process Isolation Zlfe“::zat:: a:eg:g:tersé(:sc:t\on domain for each Functional Equal Process Isolation | SEA-04 |separate execution domain for 10
9 sy P " each executing process.
@ DEVETOp, TOCUITIENT, ard aTSSenate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
applicable laws, executive orders, directives, Security, Compliance &
regulations, pohcw‘e‘s, standa_rds, and guidelines; and2. Periodic Review & Besilignce Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security, including policies, standards and
SI-01 P isystem and information integrity policy and the Functional |Intersects With " ' | GOV-03 |procedures, at planned intervals 5
rocedures - . Y P h . Compliance & PR,
lassociated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
argani
& UEV! e A " Mechanisms exist to facilitate the|
[Ass\g.nment. organlzatlon-deﬁnefi persqnne! or . implementation of industry-
ro_\es_].l. [Se_lectlon (one or more): Organization-level; recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
land information integrity policy that:a. Addresses specification, design,
purpose, scope, roles, responsibilities, management development, implementation
icommitment, coordination among organizational and modification of Technology
entities, and compllanc_e; andb. Is consistent with Assets, Applications and/or
lapplicable laws, executive orders, directives, Services (TAAS)
regulations, policies, standards, and guidelines; and2. :
" Procedures to facilitate the implementation of the .
SI-01 ;:)I'Czjslr_]:s isystem and information integrity policy and the Functional Subset Of Secu;erisgsgwlr;enng SEA-01 10
lassociated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
PHARERINASERRIR s orssermmaTte o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
appl\cab\e !ayvs, executive orders, qiregtives, Mechanisms exist to establish
| gt plces andara, and idelnes; S
SI-01 ot system and information integrity policy and the Functional [Intersects With| ~ “QmP1ance GOV-02 po/icies, stancards an 5
rocedures o : - " Resilience procedures necessary for secure,
associated system and information integrity controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilities.
official] to manage the development, documentation, P .
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-definad sventcl
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects i Mechanisms exist to facilitate the|
5102 Flaw R diati before installation;c. Install security-relevant software Functi 1 lint ts With| P \t/uhlnlarablllty& t| vPM-01 implementation and monitoring 5
A aw Remediation and firmware updates within [Assignment: unctional Jintersects Wi aPC ana(ggms)n A of vulnerability management
organization-defined time period] of the release of the rogram controls.
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
isoftware and firmware updates related to flaw . .
remediation for effectiveness and potential side effects goefgvr\:g?:g'astcehxi:f; tfgrc:nduct
SI-02 Flaw Remediation gsfﬂo;\?lg::!asl:gafelsnvsvti?ftli:?Z‘;ggnl:leer‘llta'nt software Functional |Intersects With Firmsv(\-:;trv;a;aetc&hmg VPM-05 |deployed Technology Assets, 5
lorganization-defined time period] of the release of the f\TpA)AI\lSc)at;gzi:{:‘d/%(rsmev;\;\rcees
updates; andd. Incorporate flaw remediation into the ’ 9 .
lorganizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects Automatic /Automated mechanisms exist to
- before installation;c. Install security-relevant software . END- |update antimalware
502 Flaw Remediation land firmware updates within [Assignment: Functional  Intersects With s Ant\mahdlaéet 04.1 [technologies, including signature 5
lorganization-defined time period] of the release of the Ignature Updates definitions.
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.
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Set Theory Relationship Mapping (STRM)

FDE Nam

Malicious Code

5103 Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

version 2026.1_x000a_03/27/2026

Malicious Code

5103 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Malicious Code
Intersects With| Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.

Malicious Code

si-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

Malicious Code

S-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

Malicious Code

SI-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
iduring malicious code detection and eradication and
the resulting potential impact on the availability of the

system.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.
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Set Theory Relationship Mapping (STRM)

Malicious Code
Protection

Focal Document Element (FDE) Description

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update

malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

GovRAMP LOW+_x000a_Crosswalk Mapping

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

version 2026.1_x000a_03/27/2026

SI-04 System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04 System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.

SI-04 System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-04 System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Continuous

Intersects With Monitoring

MON-01

Mechanisms exist to facilitate the
implementation of enterprise-
wide monitoring controls.

Security Alerts,
SI-05 Advisories, and
Directives

a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
security alerts, advisories, and directives to: [Selection
(one or more): [Assignment: organization-defined
personnel or roles]; [Assignment: organization-defined
lelements within the organization]; [Assignment:
organization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing

lorganization of the degree of noncompliance.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.
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Security Alerts,

Focal Document Element (FDE) Description

a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
isecurity alerts, advisories, and directives to: [Selection

GovRAMP LOW+_x000a_Crosswalk Mapping

Threat Intelligence

Mechanisms exist to maintain
situational awareness of
vulnerabilities and evolving
threats by leveraging the
knowledge of attacker tactics,
techniques and procedures to

version 2026.1_x000a_03/27/2026

[Assignment: organization-defined controls].

system memory from
unauthorized code execution.

SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Feeds THR-03 [facilitate the implementation of 5
Directives personnel or roles]; [Assignment: organization-defined preventative and compensating
lelements within the organization]; [Assignment: controls.
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Cryptographic mechanisms exist
directives from [Assignment: organization-defined lto implement strong
lexternal organizations] on an ongoing basis;b. cryptography and security
Generate internal security alerts, advisories, and protocols to safeguard
directives as deemed necessary;c. Disseminate sensitive/regulated data during
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data transmission over open, public
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional |Intersects With Over Open NET-12 |networks. 5
Directives personnel or roles]; [Assignment: organization-defined Networks
lelements within the organization]; [Assignment:
organization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Employ integrity verification tools to detect . . ™ .
unauthorized changes to the following software, miéthlsm;nigft(;fu;tl:)llz'eSileliTar
Software, Firmware,[firmware, and information: [Assignment: organization- Endpoint File techgnolst;gies to detecé and
SI-07 and Information |defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 report on unéuthorized changes 5
Integrity [Take the following actions when unauthorized changes (FIM) to selected files and
to the software, firmware, and information are configuration settings
detected: [Assignment: organization-defined actions]. .
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware,[firmware, and information: [Assignment: organization- Safeguarding Data cryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware,[firmware, and information: [Assignment: organization- Input Data Mechanisms exist to check the
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Validation TDA-18 Validity of information inputs. 5
Integrity [Take the following actions when unauthorized changes .
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
a. Employ spam protection mechanisms at system Mechanisms exist to utilize anti-
lentry and exit points to detect and act on unsolicited phishing and spam protection
. messages; andb. Update spam protection mechanisms . Phishing & Spam technologies to detect and take
5I-08 Spam Protection |,ypen new releases are available in accordance with Functional Equal Protection END-08 action ongunsolic\ted messages 10
lorganizational configuration management policy and transported by electronic mail.
procedures.
Cryptographic mechanisms exist
to implement strong
Information Input Che;k the validity of thg follov{ing ipformatipn ipputs: ) ‘ Safeguarding Data cryptography and security
SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
CTTETR e Vanarty or te TpuT networks.
Information Input i} T TS TOMORITG TTOTATEIcrom 1 R . Input Data Mechanisms exist to check the
SI-10 Validation Eﬁsrsh\gnmern;organlzatlon—deﬁned information inputs Functional |Intersects With Validation TDA-18 Validity of information inputs. 5
Mechanisms exist to handle error
conditions by:
(1) Identifying potentially
security-relevant error
conditions;
a. Generate error messages that provide information (2) Generating error messages
necessary for corrective actions without revealing that provide information
SI-11 Error Handling  |information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined without revealing sensitive or
personnel or roles]. potentially harmful information in|
error logs and administrative
messages that could be
exploited; and
(3) Revealing error messages
only to authorized personnel.
Manage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention DCH-18 |with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
loperational requirement: obligation:
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and ::vsl:\e notice or as required by
Information information output from the system in accordance with Personal Data (PD) .
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 (;)dl/)olﬁpa(i‘soenokieesst;%éségraSES. 5
Retention regulations, policies, standards, guidelines and Disposal dl )f,th thod ’f
loperational requirements. regardless of the method o
storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
" Mechanisms exist to implement
Implement the following controls to protect the system
SI-16 Memory Protection [memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 security safeguards to protect 10
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