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AC-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
icontrol policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Identity & Access

Subset OF Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
and access management
controls.

10

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
|termination and transfer processes.

Functional

Termination of

Intersects With Employment

IAC-07.2]

Mechanisms exist to revoke user
access rights in a timely manner,
upon termination of employment
or contract.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

termination and transfer processes.

Functional

Account

Intersects With Management

IAC-15

Mechanisms exist to proactively
govern account management of
individual, group, system,
service, application, guest and
itemporary accounts.
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Set Theory Relationship Mapping (STRM)

AC-02

Account
Management

Focal Document Element (FDE) Description

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for

group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency:

Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
lorganization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
icompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared,|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
termination and transfer processes.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

AC-03

Enforce approved authorizations for logical access to

IAccess Enforcement{information and system resources in accordance with

applicable access control policies.

Functional

Intersects With

/Access Enforcement]

IAC-20

Mechanisms exist to enforce
Logical Access Control (LAC)
permissions that conform to the
principle of "least privilege."

AC-03

Enforce approved authorizations for logical access to

)Access Enforcementfinformation and system resources in accordance with

lapplicable access control policies.

Functional

Intersects With

Safeguarding Data
Over Open
Networks

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

AC-03

Enforce approved authorizations for logical access to

|Access Enforcement{information and system resources in accordance with

applicable access control policies.

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

AC-07

Unsuccessful Logon
Attempts

[a. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time
period]; andb. Automatically [Selection (one or more):
lock the account or node for an [Assignment:
lorganization-defined time period]; lock the account or
node until released by an administrator; delay next
logon prompt per [Assignment: organization-defined
delay algorithm]; notify system administrator; take
lother [Assignment: organization-defined action]] when
the maximum number of unsuccessful attempts is

Functional

Equal

Account Lockout

IAC-22

Mechanisms exist to enforce a
limit for consecutive invalid login
attempts by a user during an
organization-defined time period
and automatically locks the
account when the maximum
number of unsuccessful attempts
is exceeded.

10

AC-08

System Use
Notification

lexceeded.
[@. DISpIay [ASSTgTITIENT, OrganiZatoTn-UeTed SyStenT
use notification message or banner] to users before
granting access to the system that provides privacy
land security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines and state that:1. Users are
laccessing a U.S. Government system;2. System usage
may be monitored, recorded, and subject to audit;3.
Unauthorized use of the system is prohibited and
isubject to criminal and civil penalties; and4. Use of the
isystem indicates consent to monitoring and
recording;b. Retain the notification message or banner
lon the screen until users acknowledge the usage
iconditions and take explicit actions to log on to or
further access the system; andc. For publicly
laccessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
igranting further access to the publicly accessible
isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommodations for such systems that generally
prohibit those activities; and3. Include a description of
ithe autharized 11 of th,

Functional

Equal

System Use
Notification (Logon
Banner)

SEA-18

Mechanisms exist to utilize
system use notification / logon
banners that display an approved|
system use notification message
or banner before granting access
to Technology Assets,
/Applications and/or Services

(TAAS)

10

AC-14

Permitted Actions
Without
Identification or
Authentication

m
a. Identify [Assignment: organization-defined user
lactions] that can be performed on the system without
identification or authentication consistent with
lorganizational mission and business functions; andb.
Document and provide supporting rationale in the
security plan for the system, user actions not requiring
identification or authentication.

Functional

Equal

Permitted Actions
Without
Identification or
Authorization

IAC-26

Mechanisms exist to identify and
document the supporting
rationale for specific user actions
that can be performed on a
system without identification or
authentication.

10

AC-17

Remote Access

la. Establish and document usage restrictions,
iconfiguration/connection requirements, and
implementation guidance for each type of remote
laccess allowed; andb. Authorize each type of remote
laccess to the system prior to allowing such
connections.

Functional

Intersects With

Remote Access

NET-14

Mechanisms exist to define,
control and review organization-
approved, secure remote access
methods.

AC-18

Wireless Access

[a. Establish configuration requirements, connection
requirements, and implementation guidance for each
type of wireless access; andb. Authorize each type of
\wireless access to the system prior to allowing such
lconnection:

Functional

Intersects With

Wireless
Networking

NET-15

Mechanisms exist to control
authorized wireless usage and
monitor for unauthorized wireless|

access.
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FDE Nam Focal Document Element (FDE) Desci
a. Establish configuration requirements, connection Mechanisms exs protec
requirements, and implementation guidance for each Wireless Access conﬁdent\allty and integrity of

AC-18 Wireless Access  |type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
connection: d strona encryption
la. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for access control requirements for

AC-19 Access Control for |organization-controlled mobile devices, to include Functional Equal Access Control For _oo|the connection of mobile devices 10

Mobile Devices |when such devices are outside of controlled areas; Mobile Devices to organizational Technology
landb. Authorize the connection of mobile devices to /Assets, Applications and/or
organlzatlonal system Services (TAAS).

[a. [Selection (one or more) Establish [Assignment:

lorganization-defined terms and conditions]; Identify

[Assignment: organization-defined controls asserted to

be implemented on external systems]], consistent with Mechanisms exist to govern how
the trust relationships established with other Use of External external parties, including

Use of External |organizations owning, operating, and/or maintainin : Technology Assets, Technology Assets, Applications

AC-20 Systems ex%ernal systems, al\gowi?wg autlgorized individuals t(?:l. Functional Equal Appl\cati(?rl\ls and/or DCH-13 and/or Segrylices (TAASp)?are used 10
/Access the system from external systems; and2. Services (TAAS) to securely store, process and
Process, store, or transmit organization-controlled transmit data.
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
XS pRl S S S rerreamaron o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lawareness and training policy that:a. Addresses

purpose, scope, roles, responsibilities, management

icommitment, coordination among organizational . :

lentities, and compliance; andb. Isg cogsistent with Mechanisms exist to review the

lapplicable laws, executive orders, directives, z:gﬁ;‘é?&;ggp:—l:;c(esgr(m

regulations, policies, standards, and guidelines; and2. Periodic Review & including pol\c?es standar&s and
Policy and Procedures to facilitate the implementation of the : Update of Security, . p

AT-01 Proce{:lures lawareness and training policygnd the associated Functional Intersects With pCompliance & Y| Gov-03 pro_fce@ur%s, att pl:nned mtervatls 5
lawareness and training controls;b. Designate an Resilience Program Zn;usr;g?ne?f?orstiraxsﬁxzs occurto
[Assignment: organization-defined official] to manage suitability, adequacy and
the development, documentation, and dissemination of| effectivenéss
the awareness and training policy and procedures; :
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organlzatlon deﬁned frequency] and following
SRR TR RIS AR
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lawareness and training policy that:a. Addresses

purpose, scope, roles, responsibi

icommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives,

regulations, policies, standards, and guidelines; and2. Security, Mechanisms exist to facilitate the|
Policy and Procedures to facilitate the implementation of the " Compliance & implementation of security

AT-01 Procedures lawareness and training policy and the associated Functional Subset Of Resilience-Minded SAT-01 workforce development and 10
lawareness and training controls;b. Designate an Workforce awareness controls.
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization- deﬁned frequency] and followmg
HIRRRB R RIS At eed
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lawareness and training policy that:a. Addresses

purpose, scope, roles, responsibilities, management

lcommitment, coordination among organizational

lentities, and compliance; andb. Is consistent with

lapplicable laws, executive orders, directives, Mechanisms exist to establish,

regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and

AT-01 Procedures lawareness and training policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
lawareness and training controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the awareness and training policy and procedures;
landc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
r izatinn dafinad el
a. Provide security and privacy literacy training to
lsystem users (including managers, senior executives,
land contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system . " .
changes or following [Assignment: organization- § Mechanisms exist to provide all

U Training  |defined eventsb. Employ the following techniques to Conounity, employees and Contractors.

AT-02 iteracy Training ;- raace the security and privacy awareness of system | Functional Equal ompliance SAT-02 |2PPropriate security, compliance 10

and Awareness : h . Resilience and resilience awareness
users [Assignment: organization-defined awareness Awareness Training education and training that is
techniques];c. Update literacy training and awareness relevant for their job function
icontent [Assignment: organization-defined frequency] .
and following [Assignment: organization-defined
levents]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.

a. Provide role-based security and privacy training to

personnel with the following roles and responsibilities: . . "

[Assignment: organization-defined roles and :I(I)Teclaa?:g‘:eiﬂ?itt toc[:::glwﬁaence

responsibilities]:1. Before authorizing access to the and resilience»rela{'ed tra?ning-

sys;te[/T, information, or performc\’ng asgi?ned dut\e]s, Rgle-Based (1) Before authorizing access t‘o
L land ssignment: organization-defined frequency : . ecurity,

AT-03 Role-based Training thereafter; and2. When required by system changes;b. Functional [Intersects With Compliance & SAT-03 tar;:s)r/]itgrg (z_;;;grformmg 5
Update role-based training content [Assignment: Resilience Training 2) "?Vhen r: Iuwréd by system
lorganization-defined frequency] and following Changes: an?:l Y SY:
[Assignment: organization-defined events]; andc. 3) Agnu'all thereafter
Incorporate lessons learned from internal or external Yy :
security incidents or breaches into role-based training. —

L . . training activities, including:
a. Document and monitor information security and o N "
privacy training activities, including security and Security, (aln)d":let‘s?lli:r?cc:ga/'arceor:re‘zlslance
" rivacy awareness training and specific role-based : Compliance & Py

AT-04 Training Records specuriZy and privacy traini?19; andpb. Retain individual Functional Equal Resilier?ce Training SAT-04 :;a)u;lng, : training: 10
training records for [Assignment: organization-defined Records and ecurring awareness training;
time period]. (3) Technology Assets,

Secure Controls Framework (SCF) 30of 26
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Focal Document Element (FDE) Description

GovRAMP Low_x000a_Crosswalk Mapping

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordlnat\or\ among orgaqlzatlonal entme_s, and Mechanisms exist to review the
icompliance; andb. Is consistent with applicable laws, Security, Compliance &
lexecutive orders, directives, regulations, policies, Resilier\yée Program (SCRP)
I ’ ?tar;dards,hand g?idelines; and?.l'l"roceguresdto Pe(;iudic ;{eview & including pol\c(—i;es standards and
Policy an acilitate the implementation of the audit an " Update of Security, .
AU-01 Procedures laccountability policy and the associated audit and Functional |intersects With Compliance & Gov-03 prqfce#u(e;is, att plhanned mtervatls 5
laccountability controls;b. Designate an [Assignment: Resilience Program Z;;uileg;ue?razorftiravcignzs occur to
lorganization-defined official] to manage the P
development, documentation, and dissemination of the Z#:gci\{]ggequacy and
laudit and accountability policy and procedures; andc. .
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to establish,
istandards, and guidelines; and2. Procedures to Publishing Security, imaintain and disseminate
Policy and facilitate the implementation of the audit and ) Compliance & policies, standards and
AU-01 Procedures laccountability policy and the associated audit and Functional |Intersects With Resilience GOv-02 procedures necessary for secure, 5
laccountability controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the
Policy and facilitate the implementation of the audit and " Continuous " -
AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 mr_\glemen_ttat\pn of en:telrpnse— 10
laccountability controls;b. Designate an [Assignment: wide monitoring controfs.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
laudit and accountability policy and procedures; andc.
Review and update the current audit and
laccountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
@ TOenTITy TNe Types of EVents tat the System 15
icapable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
lsystem is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify Mechanisms exist to review
the following event types for logging within the Security Event MON- event logs on an ongoing basis
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Monityorin 018 and escalate incidents in 5
(subset of the event types defined in AU-02a.) along 9 . accordance with established
with the frequency of (or situation requiring) logging timelines and procedures.
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
ideemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
nrqag'ﬁqﬁ'q? gefined fraquencyl
- YPes Of EVENTS that Te SyStem T Mechanisms exist to utilize a
capable of logging in support L_af the audit function: Security Incident Event Manager
[Asswgnr_nent: orgamzatlor)-deﬁned event types that the| (SIEM), or similar automated tool,
systgm is cap_able _of logging];b. C_oor_dmate th_e_ event to support the centralized
logging function with other organizational entities collection of security-related
requiring audit-related information to guide and inform event logs.
the selection criteria for events to be logged;c. Specify
the following event types for logging within the Centralized
AU-02 Event Logging  [system: [Assignment: organization-defined event types| Functional |Intersects With Collection of MON-02 5
(subset of the event types defined in AU-02a.) along Security Event Logs
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
loraanization-defined freauencyl
Mechanisms exist to configure
'Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimu

Ensure that audit records contain information that (1) Establish what type of event

lestablishes the following:a. What type of event occurred;

Content of Audit |occurred;b. When the event occurred;c. Where the . Content of Event i

AU-03 Records levent occurred;d. Source of the event;e. Outcome of Functional Equal Logs MON-03 (ezv)e‘:yvthoe:cﬁ??etg:and {me) the 10
the event; andf. Identity of any individuals, subjects, or (3) Where the event occurred;
objects/entities associated with the event. (4) The source of the event;

(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
event.
Mechanisms exist to allocate and
. /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 A“d'tCL"g Storage I[assignment: organization-defined audit log retention | Functional Equal Event Log St0rage | MoN-04fevent log storage capacity to 10
apacity requirements]. apacity reduce the likelihood of such
capacity being exceeded.
. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit [roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing  [MON-05 |event of a log processing failure 10
Failures landb. Take the following additional actions: Failures and take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.

Secure Controls Framework (SCF)
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eview and analyze system au
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined

inappropriate or unusual activity] and the potential

GovRAMP Low_x000a_Crosswalk Mapping

Mechanisms exist to utilize a
Security Incident Event Manager

version 2026.1_x000a_03/27/2026

Audit Record impact of the inappropriate or unusual activity;b. Centralized Paoe
AU-06 Review, Analysis, | Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 (SIE::IJ)'SSr S'onr]t'lfgeaféﬁ@:ﬁi:;m" 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs coHectipopn of security-related
record review, analysis, and reporting within the event lo Sy
system when there is a change in risk based on law 9s-
enforcement information, intelligence information, or
ather credi mation

@ Review and analyze system audit records

[Assignment: organization-defined frequency] for

indications of [Assignment: organization-defined Mechanisms exist to adjust the

inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level MON- and reporting based on evolving

AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional [Intersects With Adjustments 02.6 threat information from law 5

and Reporting  |personnel or roles]; andc. Adjust the level of audit g . enforcement, industry

record review, analysis, and reporting within the associations or other credible

isystem when there is a change in risk based on law sources of threat intelligence.

lenforcement information, intelligence information, or

ather credible sources of information

a. Use internal system clocks to generate time stamps

for audit records; andb. Record time stamps for audit . . - .

records that meet [Assignment: organization-defined Clock gy?'yccmar?:irznastzﬁsttei?\:;:!de)/ttl(r)ne-

AU-08 Time Stamps granul_arlty of tll_'ne meas_urement] anq that use ) Functional |Intersects With Synchronization SEA-20 synchronize all critical system 5

oordinated Universal Time, have a fixed local time Clocks
offset from Coordinated Universal Time, or that include )
the local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps . . )
for audit records; andb. Record time stamps for audit .I:./IeChamsms exist to con‘ﬁgu're
. ) P . echnology Assets, Applications
records that meet [Assignment: organization-defined and/or Services (TAAS) to use an

AU-08 Time Stamps granularity of time measurement] and that use Functional (Intersects With Time Stamps MON-07 authoritative time source to 5
ICoordinated Universal Time, have a fixed local time enerate time stamps for event
offset from Coordinated Universal Time, or that include Ig P
the local time offset as part of the time stamp. 0gs.

A : No \Withdrawn in NIST SP 800-53 R5
AU-08(01) N/A Withdrawn Functional Relationship N/A N/A N/A 0
. Protect audit information and audit logging tools Mechanisms exist to
: «+ [from unauthorized access, modification, and deletion; ; 0 protect
AU-09 Protlectlon of Audit |2 4 “Alert [Assignment: organization-defined Functional Equal Protection of Event |\, qglevent logs and audit tools from 10
nformation - ) Logs unauthorized access,
personnel or roles] upon detection of unauthorized modification and deletion
laccess, modification, or deletion of audit information. .
TTECTTATTTSTITS EXTST (U TETanT eveTTT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
Audit Record defined time period consistent with records retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention|MON-10| for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
organizational information retention requirements. statutory, regulatory and
contractual retention
& T TUVIUE qUUTT TECorgeTTeTatuTT CapauTTTy ToTTTe aa
event types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined Mechanisms exist to provide an
system components];b. Allow [Assignment: - Ny
AU-12 Agsr\]teF::tcig;d organization-defined personnel or roles] to se\_e_ct the | Functional [Intersects With “ﬁ:gﬁ?{i:‘gg MON-06 Ca:;;?ii)‘lotgo raeizci:g:tlirt?:gora‘nd 5
event types that are to be logged by specific assessing anomalous activities.

components of the system; andc. Generate audit 9 :
records for the event types defined in AU-2c that
iaclide the audi. o caotantdaeined in ALL2

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

coordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws,

lexecutive orders, directives, regulations, policies,

standards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the

Policy and facilitate the implementation of the assessment, Information implementation of security,

CA-01 Procedures lauthorization, and monitoring policy and the Functional Subset Of Assurance (IA) IAO-01 |compliance and resilience 10
lassociated assessment, authorization, and monitoring Operations assessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

icoordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws, Mechanisms exist to review the

lexecutive orders, directives, regulations, policies, Security, Compliance &

standards, and guidelines; and2. Procedures to Periodic Review & Resilience Program (SCRP),
Policy and facilitate the implementation of the assessment, Update of Security including policies, standards and

CA-01 Procedures lauthorization, and monitoring policy and the Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated assessment, authorization, and monitoring Resilience Program or if significant changes occur to
controls;b. Designate an [Assignment: organization- 9 lensure their continuing
defined official] to manage the development, suitability, adequacy and
documentation, and dissemination of the assessment, effectiveness.
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lassessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

coordination among organizational entities, and

icompliance; andb. Is consistent with applicable laws,

lexecutive orders, qiregtives, regulations, policies, Mechanisms exist to establish
ooty ang it the implementation of the assesorment, Publishing Securiy,| |malntain and disseminate

CA-01 Proce{jures lauthorization, and monitoring policy and the Functional [Intersects With ReSiIience GOV-02 Srocedu’res necessary for secure, 5

lassociated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
lauthorization, and monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Documentation

compliant and resilient
capabilities.

Secure Controls Framework (SCF)

50f 26



Set Theory Relationship Mapping (STRM)

GovRAMP Low_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

FDE Nam Focal Document Element (FDE) Desci
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and . :
responsibilities;c. Ensure the control assessment plan :";ﬁ:;qll_ir;hsneoﬁst t(;;:egtilarly
is reviewed and approved by the authorizing official or Functional Review Y gy g
A0 Control designated representative prior to conducting the Functional witn| Of Security, cpL- (Appications andor Services 5
3 Assessments lassessment;d. Assess the controls in the system and unctional |Intersects Wit Compliance & 03.2 ( ) i.r a | erenci to the
its environment of operation [Assignment: Resilience Controls g;?‘:gl‘izaié‘enaigfgﬁrres’illience
lorganization-defined frequency] to determine the olicies and standards.
lextent to which the controls are implemented P .
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Asslgnment organlzatlon defined
Rt ine diohrare TTTeTTCTEaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and " ;
responsibilities;c. Ensure the control assessment plan m?ocrr::It?or?fAes):j:atr?cree;Z;Tam
Control Ls'e."ie"t’eg and app':‘(.ed by.t“eta“th%”z‘{‘.g °{fhic‘a' or Technical (IAP) activities to evaluate the
ontrol lesignated representative prior to conducting the . ‘echnical . : "

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional  Intersects With Verification IA0-06 dfefsgtn, mplemfe{\taltm_n and 5
its environment of operation [Assignment: :ecelfﬂltvelz:eosni oliarekc:er:;ad
lorganization-defined frequency] to determine the urity, P

. resilience controls.

lextent to which the controls are implemented

correctly, operating as intended, and producing the

desired outcome with respect to meeting established

lsecurity and privacy requirements;e. Produce a control

lassessment report that document the results of the

lassessment; andf. Provide the results of the control

assessment to [Assignment: organlzatlon defined

indeiderineaitobrare TTeTTCTEETT

for the type of assessment to be conducted b. Develop

la control assessment plan that describes the scope of

the assessment including:1. Controls and control

lenhancements under assessment;2. Assessment

procedures to be used to determine control

effectiveness; and3. Assessment environment, Mechanisms exist to assess

lassessment team, and assessment roles and security, compliance and

responsibilities;c. Ensure the control assessment plan resilience controls in system

is reviewed and approved by the authorizing official or Security, project development to
Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 Assessments lassessment;d. Assess the controls in the system and Functional intersects With Resilience In Project| PRM-04 the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
lorganization-defined frequency] to determine the and producing the desired
lextent to which the controls are implemented outcome with respect to meeting
icorrectly, operating as intended, and producing the the requirements.
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the resuits of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
indeiderineaitobrare ora TTeTTCTEETT
for the type of assessment to be conducted;b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control Mechanisms exist to formally
effectiveness; and3. Assessment environment, assess the security, compliance
assessment team, and assessment roles and and resilience controls in
responsibilities;c. Ensure the control assessment plan Technology Assets, Applications
is reviewed and approved by the authorizing official or and/or Services (TAAS) through

Control designated representative prior to conducting the . Information Assurance Program

Ca-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Assessments 1A0-02 (IAP) activities to determine the 5
its environment of operation [Assignment: extent to which the controls are
lorganization-defined frequency] to determine the implemented correctly, operating
lextent to which the controls are implemented as intended and producing the
icorrectly, operating as intended, and producing the desired outcome with respect to
desired outcome with respect to meeting established meeting expected requirements.
Isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control
assessment to [Assignment: organization-deﬁned
indideptherdiifthrare TTeTTCTeaTT
for the type of assessment to be conducted b. Develop
la control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,

a: ment team, and a ment roles and Mechanisms exist to regularly

responsibilities;c. Ensure the control assessment plan review processes and

is reviewed and approved by the authorizing official or Security, documented procedures to
Control [designated representative prior to conducting the . Compliance & lensure conformity with the

Ca-02 Assessments assessment;d. Assess the controls in the system and Functional  Intersects With Resilience CPL-03 organization's security, 5
its environment of operation [Assignment: Assessments compliance and/or resilience
lorganization-defined frequency] to determine the policies, standards and other
lextent to which the controls are implemented applicable requirements.
icorrectly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
assessment; andf. Provide the results of the control
lassessment to [Assignment: organization-defined
individiale ar r

tast Mechanisms exist to ensure
Control assessors or assessment teams
Assessments | |Employ independent assessors or assessment teams to . Assessor 1A0- |have the appropriate
CA-02(01) Independent iconduct control assessments. Functional Equal Independence 02.1 [independence to conduct 10
Assessors security, compliance and/or
— - - resilience control assessments.
between the system and other systems using Mechanisms exist to authorize
[Selection (one or more): interconnection security connections from systems to
lagreements; information exchange security other systems using
lagreements; memoranda of understanding or Interconnection Security
. lagreement; service level agreements; user . Interconnection /Agreements (ISAs), or similar
CA03 Information lagreements; nondisclosure agreements; [Assignment: Functional |Intersects With Security NET-05 methods, that document, for 5
Exchange lorganization-defined type of agreement]];b. Document,| Agreements (ISAs) each interconnection:
as part of each exchange agreement, the interface (1) Interface characteristics;
Icharacteristics, security and privacy requirements, (2) Security, compliance and
icontrols, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Revlew and update the agreements [Assignment: communicated.
. UEVeIOp d pTal’V OT aC(IOH al’\(]‘nllle Tones 1or the [CONTror;
Isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known . Capabilities deficiency(ies);

CA-05 Milestones \vulnerabilities in the system; andb. Update existing Functional [Intersects With Deficiency Tracking 1AC-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
lorganization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, |ndependent audits or controls, if applicable;
reviews and continuai activitie: (7) Paint of Cantact (POC) (e o

Secure Controls Framework (SCF)

60f 26



Set Theory Relationship Mapping (STRM)

FDE Nam

CA-06 Authorization

thorizing official for
the system;b. Assign a senior official as the authorizing
official for common controls available for inheritance
by organizational systems;c. Ensure that the
authorizing official for the system, before commencing
operations:1. Accepts the use of common controls
inherited by the system; and2. Authorizes the system
to operate;d. Ensure that the authorizing official for
common controls authorizes the use of those controls
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined

frequency].
e AU S hrsrromcorgstraTeyy

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Security

Equal Authorization

1A0-07

Mechanisms exist to ensure
Technology Assets, Applications
and/or Services (TAAS) are
officially authorized prior to "go
live" in a production
environment.

10

version 2026.1_x000a_03/27/2026

Continuous

CA-07 Monitoring

Py
land implement continuous monitoring in accordance
with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
Isystem-level metrics to be monitored: [Assignment:
lorganization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment:
lorganization-defined frequencies] for assessment of
control effectiveness;c. Ongoing control assessments
in accordance with the continuous monitoring
strategy;d. Ongoing monitoring of system and
lorganization-defined metrics in accordance with the
icontinuous monitoring strategy;e. Correlation and
lanalysis of information generated by control
lassessments and monitoring;f. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andg. Reporting the
isecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]

Functional

Security,
Compliance &
Resilience Controls
Oversight

Intersects With

CPL-02

Mechanisms exist to provide a
security, compliance and
resilience controls oversight
function that reports to the
organization's executive
leadership.

Internal System

CA-09 Connections

HRRRet R TRE A esInTedaRe S iaRerymenT:
lorganization-defined system components or classes of
icomponents] to the system;b. Document, for each
internal connection, the interface characteristics,
isecurity and privacy requirements, and the nature of
the information communicated;c. Terminate internal
Isystem connections after [Assignment: organization-
defined conditions]; andd. Review [Assignment:
lorganization-defined frequency] the continued need for|
leach internal connection

Functional

Internal System

Equal Connections

NET-
05.2

Mechanisms exist to control
internal system connections
through authorizing internal
connections of systems and
documenting, for each internal
connection, the interface
characteristics, security
requirements and the nature of
the information communicated.

10

Policy and

cM-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
iconfiguration management policy and the associated
iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Configuration
Management
Program

Subset Of

CFG-01

Mechanisms exist to facilitate the
implementation of configuration
management controls.

10

Policy and

CM-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
configuration management policy and the associated
configuration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the configuration management policy and procedures;
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

CM-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
iconfiguration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
iconfiguration management policy and the associated
iconfiguration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the configuration management policy and procedures;
landc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Baseline

CM-02 Configuration

following [Assignment: organization-defined events].

P UCUTTE TGO T T T T
iconfiguration control, a current baseline configuration
of the system; andb. Review and update the baseline
iconfiguration of the system:1. [Assignment:
lorganization-defined frequency];2. When required due
to [Assignment: organization-defined circumstances];
land3. When system components are installed or

Functional

Intersects With| Reviews & Updates

CFG-
02.1

Mechanisms exist to review and
update baseline configurations:
(1) At least annually;

(2) When required due to so; or
(3) As part of system component
installations and upgrades.

Baseline

CM-02 Configuration

et pruTCuTTTe TGO TTTaTTTCETTT T
iconfiguration control, a current baseline configuration
of the system; andb. Review and update the baseline
iconfiguration of the system:1. [Assignment:
lorganization-defined frequency];2. When required due
to [Assignment: organization-defined circumstances];
land3. When system components are installed or

Functional

Secure Baseline

Intersects With Configurations

CFG-02

TTeCTTaTTSTITS T ATSTT P
document and maintain secure
baseline configurations for
'Technology Assets, Applications
and/or Services (TAAS) that are
consistent with industry-
accepted system hardening

CM-04 Impact Analyses

/Analyze changes to the system to determine potential
isecurity and privacy impacts prior to change
implementation.

Functional

Security Impact
Equal Analysis for
Changes

CHG-03

Mechanisms exist to analyze
proposed changes for potential
security impacts, prior to the

implementation of the change.

10
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icomponents employed within the system that reflect
the most restrictive mode consistent with operational . .
requirements using [Assignment: organization-defined y:cclTrangI:Tasnzxrlrs\;itr?tgiivseéocﬂvre
icommon secure configurations];b. Implement the b " h N
" ; h ? > aseline configurations for
cmos Configuration ~[<onfiguration settings;c. Identify, document and | nctional lintersects with| Secure Baseline | .o o [Technology Assets, Applications s
- Settings approve any deviations from established configuration unctional |Intersects Wi Configurations -02 |2 nd/or Services (TAAS) that are
settings for [Assignment: organization-defined system consistent with industry-
icomponents] based on [Assignment: organization- accepted system hardeymng
defined operational requirements]; andd. Monitor and <tandards.
icontrol changes to the configuration settings in .
laccordance with organizational policies and
- & =)
icomponents employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
icommon secure configurations];b. Implement the . .
Configuration configuration settings;c. Identify, document, and Approved CFG- haasesce';asnrlwssrsasglgt tc;odvzcg?‘!::nt,
CM-06 s 9 lapprove any deviations from established configuration | Functional |Intersects With|  Configuration o pprove Y 5
ettings N N g " . 02.7 |deviations to standardized
settings for [Assignment: organization-defined system Deviations configurations
icomponents] based on [Assignment: organization- .
defined operational requirements]; andd. Monitor and
control changes to the configuration settings in
laccordance with organizational policies and
a. Configure the system to provide only [Assignment: Mechanisms exist to configure
lorganization-defined mission essential capabilities]; systems to provide only essential
landb. Prohibit or restrict the use of the following capabilities by specifically
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 |prohibiting or restricting the use 10
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, services.
land/or services].
Mechanisms exist to perform
inventories of Technology Assets,
/Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
icomponents that:1. Accurately reflects the system;2. (1) Accurately reflects the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
icomponents assigned to any other system;4. Is at the products, including business
System Component level of granularity deemed necessary for tracking and liustification details;
CM-08 Inventor reporting; and5. Includes the following information to Functional [Intersects With| Asset Inventories | AST-02 |(3) Is at the level of granularity 5
y lachieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
laccountability]; andb. Review and update the system information deemed necessary to|
icomponent inventory [Assignment: organization- achieve effective property
defined frequency]. accountability; and
(5) Is available for review and
audit by designated
organizational personnel.
a. Develop and document an inventory of system
icomponents that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
icomponents assigned to any other system;4. Is at the source and repository to provide
level of granularity deemed necessary for tracking and Component a trusted source and
CM-08 SystelTvgstn;:)onent reporting; and5. Includes the following information to Functional [Intersects With Duplication ng accountability for approved and 5
y lachieve system component accountability: Avoidance : implemented system
[Assignment: organization-defined information deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
laccountability]; andb. Review and update the system asset inventories.
icomponent inventory [Assignment: organization-
defined frequency].
ISYSte;n COTJp%nfnt Update the inventory of system components as part of Updates During AST MeChta.msmf e?('St o Up:atfe
CM-08(01) Bve'." ory | Up ates icomponent installations, removals, and system Functional Equal Installations / - |assetinventories as part o 10
uring Installation Updates. Removals 02.1 |component installations,
and Removal P . removals and asset upgrades.
la. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b. Prohibit Installation /Automated mechanisms exist to
User-installed  |[Enforce software installation policies through the N : " prohibit software installations
CM-11 Software following methods: [Assignment: organization-defined Functional Intersects With Wlthogtt Ptr\vlleged END-03 without explicitly assigned 5
methods]; andc. Monitor policy compliance atus privileged status.
[Assignment: organization-defined frequency].
la. Establish [Assignment: organization-defined policies] Mechanisms exist to restrict the
igoverning the installation of software by users;b. ability of non-privileged users to
User-installed Enforce software installation policies through the . User-Installed install unauthorized software.
CM-11 Software following methods: [Assignment: organization-defined Functional |intersects With Software CFG-05 5
methods]; andc. Monitor policy compliance
[Assignment: organization-defined frequency].
- DEVETOP, UUCUITTENT, alta UTSSenate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational . .
lentities, and compliance; andb. Is consistent with gl:é:Sraitnlsg;nfx;fat;gergwew the
lapplicable laws, executive orders, directives, Resilienyée Pmpram (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & includi li 9 tand. d d
Policy and Procedures to facilitate the implementation of the ) Update of Security, including policies, standards an
CP-01 N " h " Functional |Intersects With . GOV-03 |procedures, at planned intervals 5
Procedures icontingency planning policy and the associated Compliance & or if significant changes occur to
icontingency planning controls;b. Designate an Resilience Program ensuregtheir continui?'\
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of]| effectivenéss
the contingency planning policy and procedures; andc. .
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
SRR R RIAE AR ARG Re Mechanisms exist to faciitate thel
[Assignment: organization-defined personnel or implementation of contingency
ro}\es_].l. [Se_lectlon (one or mol:e), Organization-level; planning controls to help ensure
Mission/business process-level; System-level] e
icontingency planning policy that:a. Addresses purpose, resilient Technology Assets,
Aol - 4 /Applications and/or Services
iscope, roles, responsibilities, management TAAS) (e Continuity of
icommitment, coordination among organizational ( A Y
lentities, and compliance; andb. Is consistent with Ope_ratlons Pla_n (_COOP)_or
P, - N " N Business Continuity & Disaster
applicable laws, executive orders, directives, Recovery (BC/DR) playbooks)
I ’ regula:jtions, pofhcwfs, stan:‘dards,land guidehnefs;handz, Business Continuity Y .
Policy an Procedures to facilitate the implementation of the .
cp-01 Procedures icontingency planning policy and the associated Functional Subset Of sMatn;ng?Cegg) BCD-01 10
icontingency planning controls;b. Designate an yste
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
[Acci izatian dafinad tcl
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ate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
icontingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the ) Compliance & policies, standards and
Cp-01 Procedures icontingency planning policy and the associated Functional Intersects With Resilience GOv-02 procedures necessary for secure, 5
icontingency planning controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the development, documentation, and dissemination ofj
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
lorganization-defined frequency] and following
r o ization, deEinsd. 51
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
and business functions despite a system disruption,
compromise, or failure;5. Addresses eventual, full
Isystem restoration without deterioration of the controls|
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed . . -
and approved by [Assignment: organization-defined Mi?nch‘zr:\:se?tsazﬂrs‘t;focfoaﬁé:Lta;en;he
personnel or roles];b. Distribute copies of the Iaﬁnin controls to hel gnsurye
contingency plan to [Assignment: organization-defined " o P g P
key contingency personnel (identified by name and/or Business Continuity resilient Technology Assets,
CP-02 Contingency Plan by gency p .y . Functional Subset Of Management BCD-01| Applications and/or Services 10
y role) and organizational elements];c. Coordinate s P
: " A P " ystem (BCMS) (TAAS) (e.g., Continuity of
contingency planning activities with incident handling Operations Plan (COOP) or
activities;d. Review the contingency plan for the Busﬁwess Continuity & Disaster
system [Assignment: organization-defined Recove (BC/DR)y laybooks)
frequency];e. Update the contingency plan to address very playl .
changes to the organization, system, or environment
of operation and problems encountered during
contingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsil ies, assigned individuals with contact
information;4. Addresses maintaining essential mission Mechanisms exist to update
and business functions despite a system disruption, contingency plans dupe to
compromise, or failure;5. Addresses eventual, full changes affecting:
isystem restoration without deterioration of the controls| ) Peop\g (e.g perso’nnel
originally planned and implemented;6. Addresses the chan‘gé’s)'
sharing of contingency information; and7. Is reviewed .
and approved by [Assignment: organization-defined (zgrpczzf:eosr‘rs\?nsi;:.ogﬁézelms?:\f;:d
personnel or roles];b. Distribute copies of the ractices, including third-part
contingency plan to [Assignment: organization-defined Ongoing P ' serviceg) party
CP-02 Contingency Plan ki{[ ?g;"et)magnedn;!gz:;ggzﬁIaflg;r;:lgsgs]l?z rgon;red?:adtfr Functional [Intersects With Contingency BCD-06 (3) Technologies (e.g., new, 5
contingency planning activities with incident handling Planning alteredtorhdeclon’_\m\)s.sloned
activities;d. Review the contingency plan for the (4) Data (eec "ocgg'nese's to data
system [Assignment: organization-defined flows and/o}g&ata reg ositories);
frequency];e. Update the contingency plan to address (5) Facilities (e.g nsw altered'
changes to the organization, system, or environment or deccmmiss‘io‘ﬁed h sical
of operation and problems encountered during infrastructure); ar‘:d/yor
contingency plan implementation, execution, or (6) Feedback from 'contingenc
testing;f. Communicate contingency plan changes to lan testing activities Yy
[Assignment: organization-defined key contingency P 9 .
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
a. Provide contingency training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
. lof assuming a contingency role or responsibility;2. train contingency personnel and
CP-03 CO.P:'?ngiﬁ"Cy \When required by system changes; and3. [Assignment:| Functional Equal Co_ﬂt\ﬂﬁincy BCD-03 |applicable stakeholders in their 10
aining lorganization-defined frequency] thereafter; andb. aining contingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis| Root Cause Analysis (RCA) and
CP-04 Testin the plan and the readiness to execute the plan: Functional |Intersects With (RCA) & Lessons BCD-05 |"lessons learned" activity every 5
9 [Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
icontingency plan test results; andc. Initiate corrective activated.
actions, if needed.
la. Test the contingency plan for the system . .
[Assignment: organization-defined frequency] using gif?z:ngs:;g:egigdu“
Contingency Plan the following tests to determine the effectiveness of Contingency Plan evaluate the contingency plan's
CP-04 Testi the plan and the readiness to execute the plan: Functional |Intersects With " : BCD-04 : 5
esting ) PR ; Testing & Exercises effectiveness and the
[Assignment: organization-defined tests].b. Review the organization's readiness to
icontingency plan test results; andc. Initiate corrective execute the plan
actions, if needed. pan.
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
icomponents] [Assignment: organization-defined . .
frequency consistent with recovery time and recovery :’Ieii'::glsrgasciﬁlsgﬁg:taate
point objectives];b. Conduct backups of system-level softwaregand/orps stem in’1a es
information contained in the system [Assignment: s well as verifs t{e inte ritg ofy
CP-09 s lorganization-defined frequency consistent with : Y grity
- ystem Backup : A " N Functional |Intersects With Data Backups BCD-11 |these backups, to ensure the 5
recovery time and recovery point objectives];c. availability of the data to satisf
(Conduct backups of system documentation, including Recove zl"ime Objectives (RToys)
isecurity- and privacy-related documentation and Regver Pomjt Objectives
[Assignment: organization-defined frequency (RPOS) y )
consistent with recovery time and recovery point .
lobjectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
System Recovery system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 and Reconstitution organization-defined time period consistent with Functional [Intersects With| Services (TAAS) |BCD-12 Assets, Applications and/or 5
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or|
Mechanisms exist to facilitate the
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery system to a knm{vn state withi_n [Assignment: . Business Continuity resili‘ent_TechnoIogy Assets,
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With Management BCD-01 [Applications and/or Services 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
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Focal Document Element (FDE) Description

ovide for the recovery a u 0
System Recovery system to a knm{vn state withi_n [Assignment: . ' ‘ Repovery T\me/ BCD- |recovery oper_ations in
CP-10 and Reconstitution lorganization-defined time period consistent with Functional [Intersects With| Point Objectives 0l.4 accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) *" |Objectives (RTOs) and Recovery
disruption. compromise, or failure Point Obijectives (RPOs)
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . .
consistent with applicable laws, executive orders, hS/I:CcSra‘tn|s?osmex||isatntcoer§‘vwew the
directives, regulations, policies, standards, and Resili Y. P
idelines; and2. Procedures to facilitate the Periodic Review & H esllle_ncs Program (SCRP),
Policy and igmuizlemenéation of the identification and authentication Update of Security, including policies, standards and
1A-01 Procedures policy and the associated identification and Functional Intersects With Compliance & GOV-03 g:qfciqunﬁiscva?}tt er?an:egswggecrvratls 5
lauthentication controls;b. Designate an [Assignment: Resilience Program en;urlegtlj\eir continuigng urto
lorganization-defined official] to manage the suitability, adequacy and
development, documentation, and dissemination of the| eﬁectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the|
Policy and implementation of the identification and authentication . Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 and access management 10
lauthentication controls;b. Designate an [Assignment: controls.
lorganization-defined official] to manage the
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication " Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional |intersects With Resilience Gov-02 procedures necessary for secure, 5
lauthentication controls;b. Designate an [Assignment: Documentation compliant and resilient
lorganization-defined official] to manage the capabilities.
development, documentation, and dissemination of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identification and . . " : - Identification & identify and centrall
Authentication Uniquely |qent|fy and autm_entlcgt_e o_rganlgatlonal users . Authentication for Auther\{ticate, Autho%ze and
1A-02 . land associate that unique identification with processes | Functional Equal . IAC-02 . PR 10
(organizational lacting on behalf of those users Organizational /Audit (AAA) organizational users
Users) : Users and processes acting on behalf of]
organizational users.
/Automated mechanisms exist to
enforce Multi-Factor
Identification and /Authentication (MFA) for:
(Authent\cation‘ | i N . Multi-Factor zl; Rﬁrr:jote networlh< aclcess;
organizationa Implement multi-factor authentication for access to " R 2) Third-party Technology
1A-02(01) Users) | Multi-factor|privileged accounts. Functional [intersects With Auth(eh;\;f;tlon 1AC-06 /Assets, Applications and/or 5
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
ITAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to . Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional Intersects With Privileged Accounts IAC-06.3] authenticate local access for 5
Authentication to privileged accounts.
Privileged Accounts
Mechanisms exist to imit the use
of commercially-provided
I Information Assurance (IA) and
Id::tt;'fécnat‘tlcoar;i::d nf " IA-ednal;Ieg"lTt %rodugts to those
K N nformation products that have been
1A-02(01) Usie?‘;g)ﬁnhblzjt‘i?fr;i‘tor ms:ﬁ;;:z;‘?é‘gg;:&cmr authentication for access to Functional [Intersects With| Assurance Enabled LI;AZ- successfully evaluated against a 5
Authentication to . Products *“ |National Information Assurance
Privileged Accounts partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated or NSA-anoroved
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication Out-of-Band Multi- for access to privileged and non-
(organizational [Implement multi-factor authentication for access to : rivileged accounts such that
1A-02(01) users) | Multi-factor prisileged accounts. Functional |Intersects With)  Factor . 1AC-06.4(00 ! 3 he Factors is 5
Authentication to uthentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational [Implement multi-factor authentication for access to . Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional |intersects With Privileged Accounts IAC-06.1 authenticate network access for 5
Authentication to privileged accounts.
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
. : - Network Access to ot
(organizational Implement multi-factor authentication for access to . ) M Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor privileged accounts. Functional  intersects With No;\\-Prlvlletged IAC-06.2) 5 thenticate network access for 5
Authentication to ccounts non-privileged accounts.
Privileged Accounts
Id:&ﬁ'g?;';;?i::d Hard Tok /Automated m_ec?_amsdm; ex(\ist to
. . ardware Token- ensure organization-define
1A-02(01) Us(e?'rsg)a|nhlllzjlt‘i?fr;i‘tor Ipr:s:leengw:gtar?cﬂﬂ-nf;ctor authentication for access to Functional |Intersects With Bas_ed i IAC-10.7| tok_en_ quality requirements are 5
Authentication to . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
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Identifier

1A-04 Management

Focal Document Element (FDE) Description

authorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role,
service, or device identifier;b. Selecting an identifier
that identifies an individual, group, role, service, or
device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Authenticate,
Intersects With|Authorize and Audit
(AAA)

IAC-01.2]

Mechanisms exist to strictly
govern the use of Authenticate,
/Authorize and Audit (AAA)
solutions, both on-premises and
those hosted by an External
Service Provider (ESP).
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Identifier

1A-04 Management

prraTERLRRantitertdersfrstecervmy
lauthorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role,
service, or device identifier;b. Selecting an identifier
that identifies an individual, group, role, service, or
device;c. Assigning the identifier to the intended
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
izatinn-dafinadth ing}

Functional

Identifier
Intersects With| Management (User
Names)

IAC-09

Mechanisms exist to govern
naming standards for usernames
and Technology Assets,
/Applications and/or Services
(TAAS).

Authenticator

1A-05 Management

PG Rl e asparc
of the initial authenticator distribution, the identity of
the individual, group, role, service, or device receiving
the authenticator;b. Establishing initial authenticator
icontent for any authenticators issued by the
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
lor compromised or damaged authenticators, and for
revoking authenticatol . Changing default
lauthenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
lauthenticators for group or role accounts when

io b tla e cla

Functional

Intersects With efaigk

D
Authenticators

IAC-10.8

Mechanisms exist to ensure
default authenticators are
changed as part of account
creation or system installation.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Automated Support
For Password
Strength

Intersects With

IAC-10.4

/Automated mechanisms exist to
determine if password
authenticators are sufficiently
strong enough to satisfy
organization-defined password
length and complexity
requirements.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Password-Based

Intersects With Authentication

IAC-10.1]

Mechanisms exist to enforce
complexity, length and lifespan
considerations to ensure strong
criteria for password-based
authentication.

Authenticator
Management |
Password-based
Authentication

1A-05(01)

For password-based authentication:a. Maintain a list of
icommonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in 1A-5(1)(a);c. Transmit passwords only
lover cryptographically-protected channels;d. Store
passwords using an approved salted key derivation
function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
landh. Enforce the following composition and
icomplexity rules: [Assignment: organization-defined
lcomposition and complexity rules].

Functional

Authenticator

Intersects With Management

IAC-10

Mechanisms exist to:

(1) Securely manage
authenticators for users and
devices; and

(2) Ensure the strength of
authentication is appropriate to
the classification of the data
being accessed.

1A-05(11) N/A

Withdrawn

Functional

No

Relationship Bz

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

Authentication

1A-06 Feedback

Obscure feedback of authentication information during
the authentication process to protect the information
from possible exploitation and use by unauthorized
individuals.

Functional

Authenticator

Equal Feedback

IAC-11

Mechanisms exist to obscure the
feedback of authentication
information during the
authentication process to protect
the information from possible
exploitation/use by unauthorized
individuals.

10

Cryptographic
Module
Authentication

IA-07

Implement mechanisms for authentication to a
cryptographic module that meet the requirements of
applicable laws, executive orders, directives, policies,

regulations, standards, and guidelines for such

authentication.

Functional

Cryptographic
Module
Authentication

Intersects With

IAC-12

Mechanisms exist to ensure
cryptographic modules adhere to
applicable statutory, regulatory
and contractual requirements for
security strength.

Cryptographic
Module
Authentication

1A-07

Tmplement mechanisms Tor authentication to a
cryptographic module that meet the requirements of
applicable laws, executive orders, directives, policies,

regulations, standards, and guidelines for such

authentication

Functional

Automated
Authentication
Through
Cryptographic

Module:

Intersects With

CRY-02

Automated mechanisms exist to
enable systems to authenticate
to a cryptographic module.
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Set Theory Relationship Mapping (STRM)

IR-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Incident Response
Operations

IRO-01

Mechanisms exist to implement
and govern processes and
documentation to facilitate an
organization-wide response
capability for cybersecurity and
data protection-related incidents.

10

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

IRP Update

IRO-
04.2

Mechanisms exist to regularly
review and modify incident
response practices to incorporate|
lessons learned, business
process changes and industry
developments, as necessary.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Root Cause Analysis|
(RCA) & Lessons
Learned

IRO-13

Mechanisms exist to incorporate
lessons learned from analyzing
and resolving cybersecurity and
data protection incidents to
reduce the likelihood or impact off
future incidents.

IR-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the incident response

policy and the associated incident response controls;b.

Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

IR-02

Incident Response
Training

a. Provide incident response training to system users
iconsistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period]
lof assuming an incident response role or responsibility
lor acquiring system access;2. When required by
isystem changes; and3. [Assignment: organization-
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Incident Response
Training

IRO-05

Mechanisms exist to train
personnel in their incident
response roles and
responsibilities.

IR-03

Incident Response
Testing

[Test the effectiveness of the incident response
capability for the system [Assignment: organization-
defined frequency] using the following tests:
[Assignment: organization-defined tests].

Functional

Intersects With

Incident Response
Testing

IRO-06

Mechanisms exist to formally test]|
incident response capabilities
through realistic exercises to
determine the operational
effectiveness of those
capabilities.

IR-04

Incident Handling

[a. Tmplement an incident handling capability for
incidents that is consistent with the incident response
plan and includes preparation, detection and analysis,
icontainment, eradication, and recovery;b. Coordinate
incident handling activities with contingency planning
activities;c. Incorporate lessons learned from ongoing
incident handling activities into incident response
procedures, training, and testing, and implement the
resulting changes accordingly; andd. Ensure the rigor,
intensity, scope, and results of incident handling
activities are comparable and predictable across the

lorganization.

Functional

Equal

Incident Handling

IRO-02

Mechanisms exist to cover:

(1) Preparation;

(2) Automated event detection or
manual incident report intake;
(3) Analysis;

(4) Containment;

(5) Eradication; and

(6) Recovery.

10
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Set Theory Relationship Mapping (STRM)

IR-05

Focal Document Element (FDE) Description

Incident Monitoring [Track and document incidents.

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Situational
Awareness For
Incidents

IRO-09

Mechanisms exist to document,
monitor and report the status of
cybersecurity and data
protection incidents to internal
stakeholders all the way through
the resolution of the incident.

10

IR-06

Incident Reporting

la. Require personnel to report suspected incidents to
the organizational incident response capability within
[Assignment: organization-defined time period]; andb.
Report incident information to [Assignment:
lorganization-defined authorities].

Functional

Intersects With

Incident
Stakeholder
Reporting

IRO-10

Mechanisms exist to timely-
report incidents to applicable:
(1) Internal stakeholders;

(2) Affected clients & third-
parties; and

(3) Reaulatorv authoritje:

IR-06

Incident Reporting

[@. Require personnel to report suspected incidents to
the organizational incident response capability within
[Assignment: organization-defined time period]; andb.
Report incident information to [Assignment:

Functional

Intersects With

Regulatory & Law
Enforcement
Contacts

IRO-14

Mechanisms exist to maintain
incident response contacts with
applicable regulatory and law
enforcement agencies.

IR-06

Incident Reporting

g.rclllaenciulre personnel to report suspected incidents to
the organizational incident response capability within
[Assignment: organization-defined time period]; andb.
Report incident information to [Assignment:
organization-defined authorities]

Functional

Intersects With

Contacts With
Authorities

GOV-06

Mechanisms exist to identify and
document appropriate contacts
with relevant law enforcement
and regulatory bodies.

IR-07

Incident Response
Assistance

Provide an incident response support resource, integral|
to the organizational incident response capability, that
offers advice and assistance to users of the system for
the handling and reporting of incidents.

Functional

Equal

Incident Reporting
Assistance

IRO-11

Mechanisms exist to provide
incident response advice and
assistance to users of
Technology Assets, Applications
and/or Services (TAAS) for the
handling and reporting of actual
and potential cybersecurity and
data protection incidents.

10

IR-08

Incident Response
Plan

a. Develop an Incident response plan that:L. Provide:
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information;9. Is
reviewed and approved by [Assignment: organization-
defined personnel or roles] [Assignment: organization-
defined frequency]; and10. Explicitly designates
responsibility for incident response to [Assignment:
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
from unauthorized disclosure and modification.

Functional

Equal

Incident Response
Plan (IRP)

IRO-04

Mechanisms exist to maintain

and make available a current and|

viable Incident Response Plan
(IRP) to all stakeholders.

10

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Maintenance
Operations

MNT-01

Mechanisms exist to develop,
disseminate, review & update
procedures to facilitate the
implementation of maintenance
controls across the enterprise.

10

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.
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Set Theory Relationship Mapping (STRM)

FDE Nam

Policy and

MA-0L Procedures

Focal Document Element (FDE) Desc

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

ccrintion
Mechanisms exist to review the

Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Controlled

MA-02 Maintenance

maintenance, repair, and replacement on system
icomponents in accordance with manufacturer or
'vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
\whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
following information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
lorganization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
'Technology Asset, Application
and/or Service (TAAS).

10

Nonlocal

MA-04 Maintenance

@, ApPprove and Monitor Nonfocal Mamtenance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
activities.

Nonlocal

MA-04 Maintenance

EB Ilr:Pllldllr;.E ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

ca

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

Nonlocal

MA-04 Maintenance

&° AEhEING
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
lauthentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
connections when nanlacal maintenance is ¢

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
and diagnostic sessions, as well
as review the maintenance
action performed during remote
maintenance sessions.

Maintenance

MA-05 Personnel

a. Establish a process for maintenance personnel
lauthorization and maintain a list of authorized
maintenance organizations or personnel;b. Verify that
non-escorted personnel performing maintenance on
the system possess the required access authorizations;
landc. Designate organizational personnel with required
laccess authorizations and technical competence to
isupervise the maintenance activities of personnel who
ido not possess the required access authorizations.

Functional

Equal

Authorized
Maintenance
Personnel

MNT-06

Mechanisms exist to maintain a
current list of authorized
maintenance organizations or
personnel.

10

Policy and

MP-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.
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Set Theory Relationship Mapping (STRM)

MP-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Subset Of Data Protection

DCH-01

(SCF)

Coantral Nacer "
Mechanisms exist to facilitate the
implementation of data
protection controls.

10

version 2026.1_x000a_03/27/2026

MP-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Intersects With|  Media Access

DCH-03

Mechanisms exist to control and
restrict access to digital and non-
digital media to authorized

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Endpoint Device

Intersects With Management (EDM)

END-01

MEERanEmS exist to Tactate the
implementation of Endpoint
Device Management (EDM)
control:

MP-06

Media Sanitization

la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
with the strength and integrity commensurate with the
security category or classification of the information.

Functional

Physical Media

Intersects With Disposal

DCH-08

Mechanisms exist to securely
dispose of media when it is no
longer required, using formal

procedures.

MP-06

Media Sanitization

la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
with the strength and integrity commensurate with the
security category or classification of the information.

Functional

System Media

Intersects With Sanitization

DCH-09

Mechanisms exist to sanitize
system media with the strength
and integrity commensurate with
the classification or sensitivity of
the information prior to disposal,
release out of organizational
control or release for reuse.

MP-06

Media Sanitization

la. Sanitize [Assignment: organization-defined system
media] prior to disposal, release out of organizational
icontrol, or release for reuse using [Assignment:
lorganization-defined sanitization techniques and
procedures]; andb. Employ sanitization mechanisms
\with the strength and integrity commensurate with the

PE-01

Policy and
Procedures

Functional

Sanitization of

Intersects With Personal Data (PD)

DCH-
09.3

Mechanisms exist to facilitate the
sanitization of Personal Data
(PD).

security category or classification of the information.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PE-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
physical and environmental protection policy and the
lassociated physical and environmental protection
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc.
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

Functional

Physical &
Environmental
Protections

Subset Of

PES-01

Mechanisms exist to facilitate the
operation of physical and
environmental protection
controls.

10
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Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
entiltiesl,)lan‘d compliance; anddb. Is ;onsistent with Mechanisms exist to review the
applicable laws, executive orders, directives, n
regulations, policies, standards, and guidelines; and2. izzm;ﬁ&fgs,p'rfﬂ.cfséw)
poli ’ PLocgdL:resljto fagilitate t}wte‘impltemfntat\(JI{v Ofthdeth lj’e(;iutdic ;{Sviewt& including Dol\c(—i;es standards and
olicy an physical and environmental protection policy and the . pdate of Security, .
PE-01 Procedures lassociated physical and environmental protection Functional |intersects With Compliance & Gov-03 grtoifciidunriiisc'aitt ;;Iﬁ::e:s\gt;matlz 5
controls;b. Designate an [Assignment: organization- Resilience Program ensuregtheir continuign
defined official] to manage the development, suitability, adequacy agnd
documentation, and dissemination of the physical and effectivenéss
lenvironmental protection policy and procedures; andc. .
Review and update the current physical and
lenvironmental protection:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
- PrappTove;aTTa-TTTeT amsToTT rriysTCaTa corTcroT
with authorized access to the facility where the system mechanisms exist to maintain a
resides;b. Issue authorization credentials for facility current list of personnel with
Physical Access |access;c. Review the access list detailing authorized : Physical Access authorized access to
PE-02 At}llthorizat\ons facility access by individuals [Ass\gnmer?t: Functional Equal AL}’thorizations PES-02 organizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
L iead i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
or more): [Assignment: organization-defined physical
access control systems or devices]; guards];b. Maintain|
physical access audit logs for [Assignment: Physical access control
organization-defined entry or exit points];c. Control mechanisms exist to enforce
access to areas within the facility designated as physical access authorizations
" ublicly accessible by implementing the followin: . for all physical access points
PE-03 Phys(I:caItAclcess cgntrolsy[Assignment:yorggnization-geﬁned physicgal Functional (Intersects With Phys&caltAclcess PES-03 (inc\udinpg ées\gnated enptry/exit 5
ontro access controls];d. Escort visitors and control visitor ontrof points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
when keys are lost, combinations are compromised, or
when individuals possessing the keys or combinations
a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical [[Assignment: organization-defined frequency] and : Monitoring Physical mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. security incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
a. Maintain visitor access records to the facility where .
the system resides for [Assignment: organization- :‘eycslgcaili:r;cseézﬁgrnattrgla log entry
PE-08 Visitor Access defined time period];b. Review visitor access records Functional Equal Physical Access PES- for each access attempt through 10
Records [Assignment: organization-defined frequency]; andc. Logs 03.3 controlled ingress and egress
Report anomalies in visitor access records to int
[Assignment: organization-defined personnel]. points.
Facility security mechanisms’
Employ and maintain fire detection and suppression :'ps,grfs:iglrﬁzaenzngeT:c‘Qgﬂ" fire
PE-13 Fire Protection Zﬁls"trecr:s that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
. that are supported by an
independent energy source.
a. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: . " .
Environmental organization-defined environmental control]] levels Temperature & Zi?slltltt){) Smegl\‘lr:ltayinn;encdh?;sn?:;r
PE-14 Controls within the facility where the system resides at Functional Equal Humidity Controls PES-09 temperature and humidity levels 10
[Assignment: organization-defined acceptable levels]; within the facility.
landb. Monitor environmental control levels .
[Assignment: organization-defined frequency].
Facility security mechanisms
Protect the system from damage resulting from water s:ﬁta?eprgfﬁitnzy?:smswfarfé“r
PE-15 Water Damage |leakage by providing master shutoff or isolation valves Functional Equal Water Damage PES- \eakage by providing master 10
Protection that are accessible, working properly, and known to Protection 07.5 hutoff valves that ar
key personnel. shutoft valves that are
accessible, working properly and
known to key personnel.
Physical security mechanisms
a. Authorize and control [Assignment: organization- exist to isolate information
Delivery and  [defined types of system components] entering and ) ) processing facilities from points
PE-16 Removal lexiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal| PES-10 such as delivery and loading 10
isystem components. areas and other points to avoid
unauthorized access.
- pruTcaTTeTTGaTTeuTS e TTITTT
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws, . . -
lexecutive orders, directives, regulations, policies, Security, m::lgi?:n'r:tE’:"Séft?e;ﬂ:,'ctzte the
Policy and standards, and guidelines; and2. Procedures to Compliance & planning controls that provide a
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 rtfoli t h 10
: y 8 v > . portfolio management approac
land the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management and resilience objz’ctives
the development, documentation, and dissemination ofj .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
= Eraoe sk
[Assignment: organization-defined personnel or Mech_a_msr_ns exist to facilitate the
roles]:1. [Selection (one or more): Organization-level; !dentlﬁcatlon‘ and
Mission/business process-level; System-level] planning implementation of relevant
policy that:a. Addresses purpose, scope, roles, statutory, regulatory and
responsibilities, management commitment, contractual controls.
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, qire_ctives, regulations, policies, Statutory
Policy and standards, and guidelines; and2. Procedures to Regulatory'&
PL-01 Procedures facilitate the implementation of the planning policy Functional Subset Of Contractual CPL-01 10
land the associated planning controls;b. Designate an Compliance
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

PL-01

Policy and
Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

o1 o s

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Technology
Development &
Acquisition

Subset Of

TDA-01

Mechanisms exist to fa
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

version 2026.1_x000a_03/27/2026

PL-01

Policy and
Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy tha Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

PL-01

Policy and
Procedures

[Ass\gnment organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guideline: d2. Procedures to
facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and followmg [Assignment: organization-

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PL-02

System Security
and Privacy Plans

enterpnse archltecture 2. Explicitly define the
constituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or over\ays if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requlrements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Plan / Coordinate
with Other
Organizational
Entities

Intersects With

IAO-
03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
operations.

PL-02

System Security
and Privacy Plans

lenterprise architecture;2. Explicitly define the
iconstituent system components;3. Describe the
loperational context of the system in terms of mission
land business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system
icomponents;10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
lapplicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
icoordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
isubsequent changes to the plans to [Assignment:
lorganization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
during plan implementation or control assessments;

Functional

Applied Security,
Compliance and
Resilience Controls
Documentation

Intersects With

1A0-03

Mechanisms exist to generate
authoritative documentation
(e.g., System Security Plan (SSP))]
that:

(1) Identifies key architectural
and implementation information
on in-scope Technology Assets,
/Applications and/or Services
(TAAS);

(2) Reflects the current state of
applied security, compliance and
resilience controls on applicable
People, Processes, Technologies,
Data and/or Facilities (PPTDF)
that are contained within the
system boundary; and

(3) Provides a historical record of
applied security controls,
including changes.

Secure Controls Framework (SCF)
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PL-02

System Security
and Privacy Plans

Focal Document Element (FDE) Description

enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on
or connections to other systems or system
components;10. Provide an overview of the security
and privacy requirements for the system;11. Identify
any relevant control baselines or overlays, if
applicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
and privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
coordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Intersects With

Network Diagrams
& Data Flow
Diagrams (DFDs)

AST-04

Mechanisms exist to maintain
network architecture diagrams
that:

(1) Contain sufficient detail to
assess the security of the
network's architecture;

(2) Reflect the current
architecture of the network
environment; and
(3) Document all
sensitive/regulated data flows.

during plan implementation or control assessments;
acee

PL-04

Rules of Behavior

-
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Terms of
Employment

HRS-05

Mechanisms exist to require all
employees and contractors to
apply cybersecurity and data
protection principles in their daily|
work to enable secure, compliant
and resilient capabilities.

PL-04

Rules of Behavior

eestadisrarprovioe o TeqUITITyaTTe:
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

1

Functional

Intersects With

Rules of Behavior

HRS-
05.1

Mechanisms exist to define
acceptable and unacceptable
rules of behavior for the use of
technologies, including
consequences for unacceptable
behavior.

PL-04

Rules of Behavior

amuprovioeTo requITTy-aTTesS
to the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
idocumented acknowledgment from such individuals,
indicating that they have read, understand, and agree
to abide by the rules of behavior, before authorizing
laccess to information and the system;c. Review and
update the rules of behavior [Assignment:
lorganization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or

Functional

Intersects With

Technology Use
Restrictions

HRS-
05.3

Mechanisms exist to establish
usage restrictions and
implementation guidance for
organizational technologies
based on the potential to cause
damage to Technology Assets,
/Applications and/or Services
(TAAS), if used maliciously.

PS-01

Policy and
Procedures

4> BRSSP ToTuTTTeTTE, aTTUuTsSETTTTaTE T
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

PS-01

Policy and
Procedures

AERIESIS aBeERRhE AR drssermate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
personnel security policy and the associated personnel
security controls;b. Designate an [Assignment:
lorganization-defined official] to manage the
development, documentation, and dissemination of the
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
izatinn dafinad tel

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Secure Controls Framework (SCF)
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[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.

Human Resources

Mechanisms exist to facilitate the

Policy and Procedures to facilitate the implementation of the : " H
PS-01 Proce);ures bersonnel security policy and Fhe associated personnel Functional Subset Of Security HRS-01 [implementation of personnel 10

N N f " . Management security controls.

isecurity controls;b. Designate an [Assignment:

lorganization-defined official] to manage the

development, documentation, and dissemination of the

personnel security policy and procedures; andc.

Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]

and following [Assignment: organization-defined

levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
ization dof el

la. Screen |nd|V|d|7§f'§ prior to authorizing access to the Mechanisms exist to manage

isystem; andb. Rescreen individuals in accordance with :

PS-03 EEZZ:F:QI [Assignment: organization-defined conditions requiring | Functional Equal gs::g:?negl HRS-04 gcerres:rr]\;i isnedcispdtgarl‘sszggr to 10
rescreening and, where rescreening is so indicated, the| authorizing access
frequency of rescreeninal .

Upon termination of individual employment:a. Disable
system access within [Assignment: organization-
defined time period];b. Terminate or revoke any
authenticators and credentials associated with the : :
PS-04 Personnel individual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 :’Ie?cm'}zglt?&soifl:éi;?dioa\l/ern the 10
Termination discussion of [Assignment: organization-defined Termination
N " N i N . employment.
information security topics];d. Retrieve all security-
related organizational system-related property; ande.
Retain access to organizational information and
isystems formerly controlled by terminated individual.
- oo
icurrent logical and physical access authorizations to
isystems and facilities when individuals are reassigned
or transferred to other positions within the Mechanisms exist to adjust
lorganization;b. Initiate [Assignment: organization- logical and physical access
defined transfer or reassignment actions] within authorizations to Technology

PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 [Assets, Applications and/or 10
following the formal transfer action];c. Modify access Services (TAAS) and facilities
lauthorization as needed to correspond with any upon personnel reassignment or
ichanges in operational need due to reassignment or transfer, in a timely manner.
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:

@ Deverdp and gocurnent access agreements Tor

lorganizational systems;b. Review and update the . . .
laccess agreements [Assignment: organization-defined EIiesiToaanfén/iger)élsﬁnt:nrtzt}nlIF)EAS)OQ;
frequency]; andc. VerifyI thfat individuals':jrequwring N Confid | RS similar confidentiality

access to organizational information and systems:1. : onfidentialit -

PS-06 Access Agreements Sign approp?iate access agreements prior {o being Functional |Intersects With Agreementsy 061 agredengents {hatt get;lect t(;ne 5
granted access; and2. Re-sign access agreements to EEZraStigngrlod:tcailsa :rir;th
maintain access to organizational systems when employees and thi}d- arties
laccess agreements have been updated or ploy P .
[Assion izati Lencyl
[a. Devel THENMs ToT
lorganizational systems;b. Review and update the
access agreements [Assignment: organization-defined : " .
frequenc%/]; andc. Verify ?hat individzals requiring Mechanlsms exist to require
laccess to organizational information and systems:1 " |r_1terna| and third-party users to

PS-06 Access Agreements i it t ior to bei o Functional [Intersects With| Access Agreements| HRS-06 [sign appropriate access 5

gn appropriate access agreements prior to being agreements prior to being
granted access; and2. Re-sign access agreements to 9 d
maintain access to organizational systems when granted access.
laccess agreements have been updated or
[Assianment: araanization-defined frequencvl
a. Establish personnel security requirements, including
isecurity roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established . "
by the organizgtion;c, Documentlpersogne\ securitfyy m?éﬁgﬁy;:é‘;;:&g;;em
requirements;d. Require external providers to noti " Pl

PS-07 Exterg:lciﬁgonnel [Assignment: organization—deﬁned_ per_sonnel or roles] Functional Equal Ez:s;f‘zly HRS-10 ;2‘:‘5“223;{;3, ?:;‘;ﬁg:?etz‘:g}or 10
of any personnel transfers or terminations of external resilience roles and
personnel who possess organizational credentials he

P responsibilities.
land/or badges, or who have system privileges within
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
a. Employ a formal sanctions process for individuals
failing to comply with established information security
land privacy policies and procedures; andb. Notify Mechanisms exist to sanction
" [Assignment: organization-defined personnel or roles] . N personnel failing to comply with

Ps-08 Personnel Sanctions| within [Assignment: organization-defined time period] Functional Equal Personnel Sanctions| HRS-07 established security policies, 10
'when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
the sanction.

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] risk

lassessment policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

icoordination among organizational entities, and Mechanisms exist to review the

icompliance; andb. Is consistent with applicable laws, Security, Compliance &

lexecutive orders, qiregtives, regulations, policies, Periodic Review & Besilignce Prpgram (SCRP),
Policy and stan_dards, an_d guldellnes;_ and2. Procedures to ) Update of Security, including policies, standards and

RA-01 Procedures facilitate the implementation of the risk assessment Functional |Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
policy and the associated risk assessment controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, . : .
. standards, and guidelines; andZQ. Procedul")es to . Mechanisms exist to facilitate the
RA-01 Policy and facilitate the implementation of the risk assessment Functional Subset Of Risk Management RSK-01 implementation of strategic, 10
Procedures Program operational and tactical risk

policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

management controls.
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Set Theory Relationship Mapping (STRM)

RA-01

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
icoordination among organizational entities, and
icompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
lassessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

version 2026.1_x000a_03/27/2026

RA-02

Security
Categorization

a. Categorize the system and information it processes,
stores, and transmits;b. Document the security
categorization results, including supporting rationale,
in the security plan for the system; andc. Verify that
the authorizing official or authorizing official
designated representative reviews and approves the
security categorization decision.

RA-03

Risk Assessment

Functional

Risk-Based Security

Equal Categorization

RSK-02

Mechanisms exist to categorize
'Technology Assets, Applications,
Services and/or Data (TAASD) in
accordance with applicable laws,
regulations and contractual
obligations that:

(1) Document the security
categorization results (including
supporting rationale) in the
security plan for systems; and
(2) Ensure the security
categorization decision is
reviewed and approved by the
asset owner.

10

a. Conduct a rsK assessment, including: L. I[dentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
organization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy

Functional

Functional Review
Of Security,
Compliance &
Resilience Controls

Intersects With

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

RA-03

Risk Assessment

tatuﬁth%jys%em
[@. CoNduct a 1Sk asses: nclading: I Tdentitying

threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
lorganization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
iconditions that may impact the security or privacy
tate of the tem,

Functional

Intersects With| Risk Assessment

RSK-04

Mechanisms exist to conduct
recurring assessments of risk
that includes the likelihood and
imagnitude of harm, from
unauthorized access, use,
disclosure, disruption,
modification or destruction of the
organization's Technology
/Assets, Applications, Services
and/or Data (TAASD).

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
icapability to readily update the vulnerabilities to be

Functional

Vulnerability

Intersects With Scanning

VPM-06

Mechanisms exist to detect
vulnerabilities and configuration
errors by routine vulnerability
scanning of systems and
applications.

RA-05

Vulnerability
Monitoring and
Scanning

land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
lorganization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
monitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results
from vulnerability monitoring;d. Remediate legitimate
'vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
lassessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
'vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
Icapability to readily update the vulnerabilities to be

Functional

Update Tool

Intersects With Capability

VPM-
06.1

Mechanisms exist to update
\vulnerability scanning tools.

RA-05(01)

N/A

Withdrawn

Functional

No
Relationship B

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

RA-05(02)

Vulnerability
Monitoring and
Scanning | Update
Vulnerabilities to Be|

Scanned

Update the system vulnerabilities to be scanned
[Selection (one or more): [Assignment: organization-
defined frequency]; prior to a new scan; when new
'vulnerabilities are identified and reported].

Functional

Update Tool

Intersects With Capability

VPM-
06.1

Mechanisms exist to update
vulnerability scanning tools.
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Set Theory Relationship Mapping (STRM)

FDE Nam

Policy and

Sa-01 Procedures

Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] system
and services acquisition policy :a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

version 2026.1_x000a_03/27/2026

Policy and

Sa-01 Procedures

araanization Ie
[@. DEeVeTop, aocurnent, arna et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
lQraani event

Functional

Technology
Development &
Acquisition

Subset Of

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

Policy and

SA-0L Procedures

8- UEVEHS) £XeRsrssermmate o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
laraanizati ined ouent

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

SA-0L Procedures

arUREDIS £ e w©To
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
lassociated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

org:

Functional

Secure Software
Development
Practices (SSDP)

Intersects With

TDA-06

Mechanisms exist to develop
applications based on Secure
Software Development Practices
(SSDP).

SA-02 Resources

Allocation of

a. Efl TNTOTMation Security ana
privacy requirements for the system or system service
in mission and business process planning;b.
Determine, document, and allocate the resources
required to protect the system or system service as
part of the organizational capital planning and
investment control process; andc. Establish a discrete
line item for information security and privacy in
lorganizational programming and budgeting

Functional

Allocation of

Equal Resources

PRM-03

Mechanisms exist to identify and
allocate resources for
management, operational,
technical and data protection
requirements within business
process planning for projects /
initiatives.

10

System

Cycle

SA-03 Development Life

gf’ﬂc‘%%‘?ﬁ%elop, ana manage the system Using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
idocument information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk management process into system

Functional

Technology
Lifecycle
Management

Intersects With

SEA-
07.1

Mechanisms exist to manage the
usable lifecycles of Technology
/Assets, Applications and/or
Services (TAAS).

Cycle

System
SA-03 Development Life

deyelol

a. Acquire, dévelop, and manage the system using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
document information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and

privacy risk management process into system
de life cvcle activitie:

Functional

Secure
Development Life
Cycle (SDLC)
Management

Intersects With

PRM-07

Mechanisms exist to ensure
changes to Technology Assets,
/Applications and/or Services
(TAAS) within the Secure
Development Life Cycle (SDLC)
are controlled through formal
change control procedures.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

g] ain or develop administrato a or
the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or
develop user documentation for the system, system
icomponent, or system service that describes:1. User-
laccessible security and privacy functions and
mechanisms and how to effectively use those functions|
land mechanisms;2. Methods for user interaction, which
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
security of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:

Functional

Intersects With

GovRAMP Low_x000a_Crosswalk Mapping

Documentation
Requirements

TDA-04

Mechanisms exist to obtain,
protect and distribute
administrator documentation for
'Technology Assets, Applications
and/or Services (TAAS) that
describe:

(1) Secure configuration,
installation and operation of the
TAAS;

(2) Effective use and
maintenance of security
features/functions; and

(3) Known vulnerabilities
regarding configuration and use
of administrative (e.g.,
privileged) functions.

version 2026.1_x000a_03/27/2026

orga el or roles]

[a. Obtain or develop administrator documentation for
the system, system component, or system service that
[describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or
develop user documentation for the system, system
icomponent, or system service that describes:1. User-
laccessible security and privacy functions and
mechanisms and how to effectively use those functions|
land mechanisms;2. Methods for user interaction, which
lenables individuals to use the system, component, or
service in a more secure manner and protect individual
privacy; and3. User responsibilities in maintaining the
security of the system, component, or service and
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
lorganization-defined actions] in response; andd.
Distribute documentation to [Assignment:

Functional

Intersects With

Asset Scope
Classification

Mechanisms exist to determine
security, compliance and
resilience control applicability by
identifying, assigning and
documenting the appropriate
asset scope categorization for all
'Technology Assets, Applications
and/or Services (TAAS) and
personnel (internal and third-
parties).

S G e RS providers O extérnal System services
icomply with organizational security and privacy
requirements and employ the following controls:
[Assignment: organization-defined controls];b. Define
land document organizational oversight and user roles
land responsibilities with regard to external system
services; andc. Employ the following processes,
methods, and techniques to monitor control
icompliance by external service providers on an
longoing basis: [Assignment: organization-defined

Functional

Equal ' Third-Party Services| TPM-04

Mechanisms exist to mitigate the
risks associated with third-party
access to the organization's
'Technology Assets, Applications,
Services and/or Data (TAASD).

10

a. Develop, document, ani I v eminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
communications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the system and communications protection policy and

ndc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Publishing Security,
Intersects With Resilience
Documentation

Compliance & GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

@ Develop, docume%%, gﬁdd sfls'%g’%mate 1)
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
quidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
icommunications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the system and communications protection policy and
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Network Security

Subset Of Controls (NSC)

Mechanisms exist to develop,

govern & update procedures to
facilitate the implementation of
Network Security Controls (NSC).

10

FDE Nam
System
SA-05 Documentation
System
SA-05 Documentation
External System
SA-09 Services
bracesse
Policy and
sco1 Procedures
procedures;
Policy and
sco1 Procedures
defined e
a.
Policy and
sco1 Procedures

evgltl)p, dgocument, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
communications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

defined eventsl

Functional

Secure Engineering

Subset Of Principles

SEA-01 specification, design,

Mechanisms exist to facilitate the
implementation of industry-
recognized security, compliance
and resilience practices in the

development, implementation

and modification of Technology

Assets, Applications and/or
Services (TAAS).

10
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Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

GovRAMP Low_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

evelop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land communications protection policy that:a.
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
lorganizational entities, and compliance; andb. Is . .
consistent with applicable laws, executive orders, hsa:cc:‘r?{‘Isg';rfx;f;ntgerzwew the
directives, regulations, policies, standards, and Resilier‘;’ée pmpram (SCRP)
| ’ guidlelines: and2. fPrgcedures to fzcilitate the Pe(;iodic fReview & including Dol\c(—i;es standartis and
Policy an implementation of the system and communications " Update of Security, :
SC-01 Procedures protection policy and the associated system and Functional |intersects With Compliance & GOV-03 grtoifciidunriiisc'aitt lef::e:s‘gtceczvftlz 5
lcommunications protection controls;b. Designate an Resilience Program ensureqtheir continui?1
[Assignment: organization-defined official] to manage suitability, adequacy agnd
the development, documentation, and dissemination of| effectivenéss
the system and communications protection policy and .
procedures; andc. Review and update the current
isystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
land2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined event:
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- 'Technology Assets, Applications
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority | CAP-02 |and/or Services (TAAS) that are 5
lachieve the denial-of-service objective: [Assignment: susceptible to Denial of Service
lorganization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. |prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to conduct
the following types of denial-of-service events: capacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning | CAP-03 |information processing, 5
lachieve the denial-of-service objective: [Assignment: telecommunications and
lorganization-defined controls by type of denial-of- environmental support will exist
service event]. during contingency operations.
?H [Selection (one): Protect against; Limit] the .effects of] Mechanisms exist to facilitate the
e following types of denial-of-service events: implementation of capacit
Denial-of-service [Assw_gnment: organization-defined types_of denial-of- . Capacity & mapnagement controlspto e}:\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 optimal system performance to 5
lachieve the denial-of-service objective: [Assignment: Management meet expected and anticipated
lorganization-defined controls by type of denial-of- future cap acity re uireme?ﬁts
service event]. pacity req .
la. [Selection (one): Protect against; Limit] the effects of|
Denial-of-service Ezzsf‘glr‘#:velgg tgrpge:"iozfaeizw'adlefgniﬁ‘g:ezv(;nézniaI'Of' Denial of Service | NET- ::‘;fe"c‘f taegdaiI:setct:‘ra :?n"flﬁ‘st;he: Bt
SC-05 Protection service events],_andb. Em_ploy tr_\e fp\\t{W|ng controls.to Functional |Intersects With (DoS) Protection 02.1 |effects of denial of service 5
achieve the denial-of-service objective: [Assignment: ttacks
lorganization-defined controls by type of denial-of- .
service event].
[@. Monitor and CONtrol Communications at the externar
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Bounda icomponents that are [Selection (one): physically; Boundar control communications at the
SC-07 P ary logically] separated from internal organizational Functional |Intersects With ary NET-03 |external network boundary and 5
rotection Protection ¢ . iy
networks; andc. Connect to external networks or at key internal boundaries within
Isystems only through managed interfaces consisting of| the network.
boundary protection devices arranged in accordance
with an organizational security and privacy
arrhirler’:umd : Py
I e rechanisms et 10 seurely
sc-12 Eryp 09raphic Key 1, - cordance with the following key management " Public Key implement an Internal Public Key
- stablishment and " 8 " " . Functional |Intersects With CRY-08 |Infrastructure (PKI) infrastructure 5
Management requirements: [Assignment: qrgan\zatl_on-qeﬁned Infrastructure (PKI) or obtain PKI services from a
requirements for key generation, distribution, storage, reputable PKI service provider.
laccess, and destruction]. P P! .
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following Cryptographic mechanisms exist
Cryptographic  [types of cryptography required for each specified " Encrypting Data At yptograp :
SC13 Protection cryptographic use: [Assignment: organization-defined Functional Intersects With Rest CRY-05 ff pll'event ufn:utthm;lzedt 5
types of cryptography for each specified cryptographic \sclosure of data at rest.
use].
a. Determine the [Asslgnment. organization-defined Mechanisms exist to address the
hic [ypes of chypiography reauired fo each specified Export-Controlled | Cay- [SXPorting of cryptographic
Cryptographic " - - o
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional  Intersects With Cryptography 01.2 tefhml?g'tei '? complljwance th‘th 5
types of cryptography for each specified cryptographic relevant statutory and regulatory
usel. requirements.
a. Determlng the [Afsslgnment. organlzatlon-deﬁr}ed Mechanisms exist to facilitate the
cryptographic uses]; andb. Implement the following Use of implementation of cryptographic
SC-13 Crzptographlc types of cryptogra.phy r_equlred for each sp}euﬁed» Functional |Intersects With|  Cryptographic CRY-01 |protections controls using known 5
rotection cryptographic use: [Assignment: organization-defined Controls public standards and trusted
Eys;;?s of cryptography for each specified cryptographic cryptographic technologies.
@. PTOVIOE auaionaT Jata OrgiT autnentication and
integrity verification artifacts along with the
Secure authoritative name reslolution/dgéa the systlem returns gechanif\‘ms exsist to en“s:‘ur\ll'g)
in response to external name/address resolution : omain Name Service
5C-20 Re’:?)m;fr?gre?nsce queries; andb. Provide the means to indicate the Functional |Intersects With ggxiaclz {\‘;'\T;? NET-10 resolution is designed, 5
A isecurity status of child zones and (if the child supports : implemented and managed to
(authoritative " : A Resolution y
Source) secure resolution services) to enabl‘e venﬁce_ztlon of a protect the secl‘mty of name /
ichain of trust among parent and child domains, when address resolution.
loperating as part of a distributed, hierarchical
e
Mechanisms exist to perform
N Secure Request and perform data origin authentication and Secure Name / data origin authentication and
ame/address data integrity verification on the name/address Address Resolution NET- data integrity verification on the
SC-21 Resolution Service tegrity N Functional Equal Service (Recursive Domain Name Service (DNS) 10
(recursive or _ |[es0lution responses the system receives from or Caching 102 |resolution responses received
. authoritative sources. T
Caching Resolver) Resolver) from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
Architecture and |Ensure the systems that collectively provide Architecture & systems that collectively provide
5C-22 Provisioning for |name/address resolution service for an organization Functional Equal Provisioning for NET- |Domain Name Service (DNS) 10
Name/address |are fault-tolerant and implement internal and external Name / Address 10.1 |[resolution service are fault-
Resolution Service |role separation. Resolution Service tolerant and implement
internal/external role separation.
. . Mechanisms exist to implement a
SC-39 Process Isolation Z‘fe'gsat:: a:iﬁ::f'ter:::;smn domain for each Functional Equal Process Isolation | SEA-04 |separate execution domain for 10
9 sy P " each executing process.
@ DEVETop, JOCUIMENT, and aISSermare 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, Security, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilita_te t_he impleme_ntat\on of the Update of Security including policies, standards and
SI-01 Procedures isystem and information integrity policy and the Functional [Intersects With Compliance & ' | GOV-03 |procedures, at planned intervals 5
lassociated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
ization-definad eventcl
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Focal Document Element (FDE) Desc

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy :a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and information integrity policy and the
lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Secure Engineering

Subset Of Principles

SEA-01

Mechanisms exist to facilitate the
implementation of industry-
recognized security, compliance
and resilience practices in the
specification, design,
development, implementation
and modification of Technology
/Assets, Applications and/or
Services (TAAS).

10

d. Ueve 'L, ana arssermimnarte
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and information integrity policy and the
associated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

ization-defined suentsl

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

a. ldentify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
and firmware updates within [Assignment:
organization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the|
implementation and monitoring
of vulnerability management
controls.

a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. Incorporate flaw remediation into the
lorganizational configuration management process.

Functional

Automatic
Intersects With Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the

Functional

Software &

Intersects With Firmware Patching

VPM-05

Mechanisms exist to conduct
software patching for all
deployed Technology Assets,
/Applications and/or Services
(TAAS), including firmware.

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the

Functional

Vulnerability &
Intersects With| Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the
implementation and monitoring
of vulnerability management
controls.

FDE Nam
Policy and
sl-01 Procedures
arnanization.
Policy and
si-01 Procedures
SI-02 Flaw Remediation
SI-02 Flaw Remediation
SI-02 Flaw Remediation
Malicious Code
sk-03 Protection
lsystem.
Malicious Code
5103 Protection
system.
Malicious Code
5103 Protection
system.

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases;
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
[during malicious code detection and eradication and
the resulting potential impact on the availability of the

Functional

Malicious Code
Intersects With| Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
antimalware technologies to
detect and eradicate malicious
code.
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SI-03

FDE Nam

Malicious Code
Protection

Focal Document Element (FDE) Desc

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious cod: uarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined

personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

GovRAMP Low_x000a_Crosswalk Mapping

Heuristic /
Intersects With|Nonsignature-Based|
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

version 2026.1_x000a_03/27/2026

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Safeguarding Data
Over Open
Networks

Intersects With

NET-12

Cryptographic mechanisms exist
to implement strong
cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Automatic
Antimalware
Signature Updates

Intersects With

END-
04.1

/Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

SI-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
lare available in accordance with organizational
iconfiguration management policy and procedures;c.
IConfigure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
lorganization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
icode; take [Assignment: organization-defined action]];
iand send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]l.

Functional

Input Data

Intersects With Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
[deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential
information; and2. At ad hoc locations within the
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]l.

Functional

Centralized
Collection of
Security Event Logs

Intersects With

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
event logs.
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GovRAMP Low_x000a_Crosswalk Mapping

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or Cryptographic mechanisms exist
deploy monitoring devices:1. Strategically within the to implement strong
isystem to collect organization-determined essential Safeguarding Data cryptography and security
SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional [Intersects With Over Open NET-12 |protocols to safeguard 5
isystem to track specific types of transactions of Networks sensitive/regulated data during
interest to the organization;d. Analyze detected events transmission over open, public
land anomalies;e. Adjust the level of system monitoring networks.
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
lorganization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
iconnections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
isystem to collect organization-determined essential Continuous. Mechanisms exist to facilitate the
SI-04 System Monitoring [information; and2. At ad hoc locations within the Functional (Intersects With Monitorin MON-01|implementation of enterprise- 5
isystem to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
loperations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
lorganization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
IGenerate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, |security alerts, advisories, and directives to: [Selection . .
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With “\;pll']; Ii_ata TDA-18 Melcéw_?nlsfrr}sfexlstttf) chEththe 5
Directives personnel or roles]; [Assignment: organization-defined alidation validity of information inputs.
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Mechanisms exist to maintain
directives from [Assignment: organization-defined situational awareness of
lexternal organizations] on an ongoing basis;b. \vulnerabilities and evolving
Generate internal security alerts, advisories, and threats by leveraging the
directives as deemed necessary;c. Disseminate knowledge of attacker tactics,
Security Alerts, |security alerts, advisories, and directives to: [Selection Threat Intelligence techniques and procedures to
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With Feedsg THR-03 [facilitate the implementation of 5
Directives personnel or roles]; [Assignment: organization-defined preventative and compensating
lelements within the organization]; [Assignment: controls.
organization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
la. Receive system security alerts, advisories, and Cryptographic mechanisms exist
directives from [Assignment: organization-defined lto implement strong
lexternal organizations] on an ongoing basis;b. cryptography and security
Generate internal security alerts, advisories, and protocols to safeguard
directives as deemed necessary;c. Disseminate sensitive/regulated data during
Security Alerts, [security alerts, advisories, and directives to: [Selection Safeguarding Data transmission over open, public
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional [Intersects With Over Open NET-12 |networks. 5
Directives personnel or roles]; [Assignment: organization-defined Networks
lelements within the organization]; [Assignment:
lorganization-defined external organizations]]; andd.
Implement security directives in accordance with
lestablished time frames, or notify the issuing
lorganization of the degree of noncompliance.
anage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional [Intersects With Retention DCH-18|with applicable statutory, 5
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: obligation
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
organization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and ::vsr‘e notice or as required by
Information information output from the system in accordance with Personal Data (PD) o
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 (azn)d?(;fp;'s:ncr'ﬂiees;';%\?hsrases' 5
Retention regulations, policies, standards, guidelines and Disposal regardless o)fl the method éf
loperational requirements. g ‘
storage; and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
and archived records).
Implement the following controls to protect the system geicuﬁ_‘atmssg'fsee:'::dtsot:)mﬁ_‘:tzcetm
SI-16 Memory Protection [/memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 Y 9 P! 10
[Assignment: organization-defined controls] system memory from
i i unauthorized code execution.
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