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FDE Name

Policy and

Ac-0L Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
control policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
access control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
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Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
capabilities.

Policy and

AC-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
control policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
access control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Policy and

AC-01 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
control policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the access control
policy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
procedures; andc. Review and update the current
access control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Identity & Access
Management (IAM)

IAC-01

Mechanisms exist to facilitate the
implementation of identification
land access management
controls.

10

Account

AC-02 Management

a. Define and document the types of accounts allowed
and specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
account management processes with personnel
termination and transfer processes.

Functional

Intersects With|

Termination of
Employment

IAC-07.2

Mechanisms exist to revoke user
laccess rights in a timely manner,
upon termination of employment
or contract.

Account

AC-02 Management

a. Define and document the types of accounts allowed
and specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
account management processes with personnel

termination and transfer processes.

Functional

Intersects With|

Account
Management

IAC-15

Mechanisms exist to proactively
lgovern account management of
individual, group, system,
iservice, application, guest and
temporary accounts.
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FDE Name Focal Document Ele!
a. Define and document the types of accounts allowed
and specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criterial;g. Monitor the
use of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles] .
AC-02 Maﬁgcoeur:tem within:1. [Assignment: organization-defined time Functional |Intersects With| “\;:\leéaeiit: TDA-18 \I‘I/I:"Cdﬁ?"gﬂzfs:'ﬁ;:%ﬁsctéhe
g period] when accounts are no longer required;2. Y puts.
[Assignment: organization-defined time period] when
users are terminated or transferred; and3.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequenc 8
Establish and implement a process for changing shared|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
account management processes with personnel
termination and transfer processes.
a. Define and document the types of accounts allowed
and specifically prohibited for use within the system;b.
/Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
group and role membership;d. Specify:1. Authorized
users of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
for requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
\with [Assignment: organization-defined policy,
procedures, prerequisites, and criteria];g. Monitor the ICryptographic mechanisms exist
use of accounts;h. Notify account managers and [to implement strong
Account [Assignment: organization-defined personnel or roles] Safeguarding Data icryptography and security
AC-02 Management within:1. [Assignment: organization-defined time Functional |Intersects With| Over Open NET-12 |protocols to safeguard 5
period] when accounts are no longer required;2. Networks isensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3. networks.
[Assignment: organization-defined time period] when
isystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequenc .
Establish and implement a process for changing shared|
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
account management processes with personnel
termination and transfer processes.
Management |  (Support the management of system accounts using Am””/;‘z‘;il:z“em slljj;l);glr:ﬁfe%?r::g:;rrl\'éntezlfﬂ ©
AC-02(01) Automated System [[Assignment: organization-defined automated Functional Intersects With| t IAC-15.1 t ts ( direct 5
Account mechanisms]. Managemen system accounts (e.g., directory
(Directorv Services) ervices)
Account |Automated mechanisms exist to
Management | |Automatically [Selection (one): remove; disable] Removal of "
Automated temporary and emergency accounts after [Assignment: Temporary / disable or remove temporary and
AC-02(02) " . N N ‘| Functional Equal IAC-15.2 |emergency accounts after an 10
Temporary and  |organization-defined time period for each type of Emergency : ) . N
Emergency Accountfaccount] Accounts organization-defined time period
M . for each type of account.
lanagement
Disable accounts within [Assignment: organization-
Account deﬁ_neg t;mAe periold] when the_a:cgunvt;:a. Have Disable Iacti ’:_”tol;‘“a_(ed rg\echamsmi exfitst to
expired;b. Are no longer associated with a user or . isable Inactive isable inactive accounts after
AC-02(03) D?::rkllaeg:'cncittn‘ts individual;c. Are in violation of organizational policy; Functional Equal Accounts IAC-15.3 an organization-defined time 10
ord. Have been inactive for [Assignment: organization- period.
defined time period].
[Automated mechanisms exist to
Account laudit account creation,
Management |  |Automatically audit account creation, modification, ) Automated Audit modification, enabling, disabling
AC-02(04) Automated Audit |enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4 land removal actions and notify 10
Actions lorganization-defined personnel
or roles.
TECITaTITSTITS EXTST T TIaTe &
session lock after an
lorganization-defined time period
Account Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management | |organization-defined time period of expected inactivity | Functional Equal Session Lock IAC-24  |request from a user and retain 10
Inactivity Logout |or description of when to log out]. the session lock until the user
reestablishes access using
lestablished identification and
a. Establish and administer privileged user accounts in 'F{Iole'-lgla”ség}z::eslslc;::;r:
Account accordance with [Selection (one): a role-based access (RBAC) for Technology Assets,
AC-02(07) Management | ;Sjnc':'\\/?I:;é;:o?étgEgiteriiii:da:scicgensri:g?:Tervllfr;itl\g?mmr Functional Equal Role-Based Access | - g [Applications, Services and/or 10
Privileged User h " y o Control (RBAC) Data (TAASD) to restrict access
Accounts c| angesrt‘o roles or attrlbutgs, andd.‘ Revoke access lto individuals assigned specific
\when privileged role or attribute assignments are no roles with legitimate business
longer appropriate. "
Account i . Mechanisms exist to authorize
Management | |Only permit the use of shared and group accounts that ) Restrictions on the use of shared/group accounts
AC-02(09) Restrictions on Use Imeet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / IAC-15.5 |only under certain organization- 10
of Shared and  |establishing shared and group accounts]. Accounts defined conditions.
Group Account:
i : No \Withdrawn in NIST SP 800-53 R5
AC-02(10) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Mechanisms exist to utilize User
& Entity Behavior Analytics
Account a. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
Management | organization-defined atypical usage]; andb. Report : Anomalous Monitoring (UAM) solutions to
AC-02(12) Account Monitoring| atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 detect and respond to anomalous| 10
for Atypical Usage organization-defined personnel or roles]. behavior that could indicate
account compromise or other
malicious activities.
L . Mechanisms exist to enforce
Enforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 /Access Enforcementlnfor_mat\on and system resources in accordance with Functional [Intersects With|Access Enforcement| IAC-20 permissions that conform to the 5
applicable access control policies. principle of "least privilege."
ICryptographic mechanisms exist
to implement strong
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 IAccess Enforcement|information and system resources in accordance with Functional [Intersects With| Over Open NET-12 |protocols to safeguard 5
applicable access control policies. Networks sensitive/regulated data during
[transmission over open, public
networks.
Enforce approved authorizations for logical access to . .
AC-03 IAccess Enforcement|information and system resources in accordance with Functional [Intersects With| “\;s‘l‘]éalz?ots TDA-18 \I\I/I:"Cdﬁ?"gmsfs::;:%ﬂsctéhe 5
applicable access control policies. Y puts.
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow land govern Access Control Lists
Information Flow |flow of information within the system and between . Enforcement - (ACLs) to provide data flow
AC-04 Enforcement connected systems based on [Assignment: Functional Equal Access Control Lists NET-04 lenforcement that explicitly 10
organization-defined information flow control policies]. (ACLs) restrict network traffic to only
what is authorized.
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Information Flow

Mechanisms exist to ensure

Enforcement | ?:pqrate \nftormatio_n ﬂtpwsdlo%icagy or ;;]hys_icaHy uz\/ng s NetW(turl:_ ntethrk architictyregt\_\\z?st
. ssignment: organization-defined mechanisms and/or . egmentation network segmentation to isolate
AC-04(21) Phése‘;::_:é;:%'fcal tec_hmques] to accomp\is_h [Assignment: (_Jrganization- Functional Equal (macrosegementati NET-06 Technology Assets, Applications 10
Information Flows defined required separations by types of information]. and/or Services (TAAS) to protect|
from other network resources.
S . 2. Iﬁnendmdy and u;ncudme;\t lr ignment: organt. au]on- Mechanisms exist to check the
eparation of efined duties of individuals requiring separation]; . Input Data i i ion i
AC-05 Duties andb. Define system access authorizations to support Functional _fIntersects With Validation TDA-18  \validity of information inputs. 5
enaration of dutie
a. Identify and document [Assignment: organization- 't'“”“'” m E‘X'Sft to enlforce a
Separation of  [defined duties of individuals requiring separation]; . Dual Authorization wo-person rule for implementing
AC-05 N . Functional |Intersects With| CHG-04.3 |changes to critical Technology 5
Duties andb. Define system access authorizations to support for Change lAssets, Applicat d/
iseparation of duties. ssets, Applications and/or
ervices (TAAS)
ICryptographic mechanisms exist
. . . R to implement strong
a. Identify and document [Assignment: organization- " N
AC-05 Separation of  |defined duties of individuals requiring separation]; F ional |1 With Safeguar(gng bata NET-12 cry;tatog:'aihy afnd secf;mty 5
: Duties andb. Define system access authorizations to support unctional - lIntersects Wit! ver Open h protocols to safeguar .
separation of duties. Networks sensitive/regulated data during
. transmission over open, public
networks.
a. Identify and document [Assignment: organization- m{gfﬂ?ﬁf;&ggﬁ‘g?em
Separation of  |defined duties of individuals requiring separation]; : ;i Separation of y :
AC-05 Duties andb. Define system access authorizations to support | Functional |intersects With| 5 iod'op) HRS-11  |Duties (SoD) to pfeye"t.pﬁte"t'al 5
separation of duties. mapp_ropnate activity without
collusion
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only ;ﬁgcﬁﬁt (())fn‘leaasst?\rzl)‘;i”zeegdeéccess
AC-06 L - authorized accesses for users (or processes acting on : - g only
- east Privilege b Functional [Intersects With| Least Privilege IAC-21 [to processes necessary to 5
ehalf of users) tha_t are necessary to accomplish laccomplish assigned tasks in
assigned organizational tasks. laccordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
. authorized accesses for users (or processes acting on . Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional |intersects WithjAccess Enforcement| IAC-20 permissions that conform to the 5
assigned organizational tasks. principle of "least privilege."
[Authorize access for [Assignment: organization-defined
Least Privilege | |individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to|defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1 |to security functions to explicitly- 10
Security Functions [software, and firmware)]; andb. [Assignment: Y lauthorized privileged users.
oraanization-defined securitv-relevant information]
Least Privilege | |Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged  [access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- IAC-21.2 |privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
Least Privi | IRestrict priviteged " " ot Management Meghanismts t?xisy t‘o resdtrict the
east Privilege estrict privileged accounts on the system to . lassignment of privilege
AC-06(05) | privileged Accounts [[Assignment: organization-defined personnel or roles]. | ©unctional Baual | npproval For | C213 Jaccounts to management- 10
rivileged Accounts lapproved personnel and/or roles.
LEast PTIVITEYE T TOg| . - - Auditing Use of Mechanisms exist to audit the
AC-06(09) Use:f Prl_vlleged Log the execution of privileged functions. Functional Equal Privileged Functions| IAC-21.4 lexecution of privileged functions. 10
Mechanisms exist to prevent
Least Privilege | Prohibit Non- non-privileged users from
Prohibit Non- i i il lexecuting privileged functions to
AC-06(10) privileged Users rurﬁzggit“:l)n—pnvlleged users from executing privileged Functional Equal i:;vr:egfgcgtsii: IAC-21.5 finclude disabling, circumventing 10
from Executing : Privileged Functions or altering implemented security
Privileged Functions safeguards / countermeasures.
. Enforce a limit of [Assignment: organization-defined
number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time Mechanisms exist to enforce a
period]; andb. Automatically [Selection (one or more): limit for consecutive invalid login
lock the account or node for an [Assignment: attempts by a user during an
Unsuccessful Logon|organization-defined time period]; lock the account or : lorganization-defined time period
AC-07 Attempts node until released by an administrator; delay next Functional Equal Account Lockout IAC-22 land automatically locks the 10
logon prompt per [Assignment: organization-defined laccount when the maximum
delay algorithm]; notify system administrator; take number of unsuccessful attempts
other [Assignment: organization-defined action]] when is exceeded.
the maximum number of unsuccessful attempts is
exceeded.
a. TASSTgNITIENT: OrganTZation=-aeTnea SySTem
use notification message or banner] to users before
granting access to the system that provides privacy
and security notices consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines and state that:1. Users are
accessing a U.S. Government system;2. System usage
imay be monitored, recorded, and subject to audit;3. . . .
Unauthorized use of the system is prohibited and resctgamnfsngsnzﬂztcéﬁfﬁn/'zﬁ on
Isubject to criminal and civil penalties; and4. Use of the byanners that display an apgroved
System Use isystem indicates consent to monitoring and System Use system use notification message
AC-08 Notification recording;b. Retain the notification message or banner | Functional Equal Notification (Logon SEA-18 lor banner before granting access 10
on the screen until users acknowledge the usage Banner) to Technolo Assgets 9
conditions and take explicit actions to log on to or A hcationsggnd/or S’ervices
further access the system; andc. For publicly (TDA{)AS)
accessible systems:1. Display system use information .
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
isystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
accommodations for such systems that generally
prohibit those activities; and3. Include a description of
R R RGRTbEF 3T e5hRErRéR Sassrons Tor each Mech st to limit th
Concurrent Session [[Assignment: organization-defined account and/or N Concurrent Session echanisms exist to fimit the
AC-10 - . P Functional Equal IAC-23  [number of concurrent sessions 10
Control 2ﬁ<£:::]type] to [Assignment: organization-defined Control lfor each system account.
a. Prevent further access to the system by [Selection cession lock aftoram oo
(one or more): initiating a device lock after organization-defined time period
[Assignment: organization-defined time period] of of inactivity, or upon receiving a
AC-11 Device Lock inactivity; requiring the user to initiate a device lock Functional |Intersects With| Session Lock IAC-24  |request fron‘\ a user and retain 5
before leaving the system unattended]; andb. Retain lthe session lock until the user
the device lock until the user reestablishes access reestablishes access using
:f:)régedejﬁzghshed identification and authentication established identification and
lechanisms exist to Implement
Device Lock | A A ) ’ - pattern-hiding displays to
AC-11(01) Pattern-hiding Si"f‘bclea"n‘/t‘ﬁ ”(‘f dfv'cj.'t‘r’fk‘ '”{j"“'”fa\t/""’\‘up[j‘“i"n‘f'y Functional Equal Pa“De‘m]H'd'”g IAC-24.1 |conceal information previously 10
Displays sible o @ display with a publicly viewable image. splays visible on the display during the
ession lock.
[Automated mechanisms exist to
I/Automatically terminate a user session after ‘r?egtv?/g:ku::gs;‘:f:gnl\%iaelI;lezgi;:2
AC-12 Session Termination|[Assignment: organization-defined conditions or trigger| Functional Equal Session Termination| 1AC-25 at the end of the session or after 10
events requiring session disconnect]. an organization-defined period of
inactivity.
a. Iqentify [Assignment: organization-defined user Mechanisms exist to identify and
Permitted Actions iadcetll'?t?f?c]attrzsg Zinaﬁfhzigizg:ifg é):ntsri\set:xtst‘;::\hwnhout Permitted Actions document the supporting
AC-14 Jdermihout | lorganizational mission and business functions; andb. | Functional Equal dentioaton or | 1AC-26 [Rhon2le for specifc user actions| 10
P Document and provide supporting rationale in the . . h R
Authentication security plan for the system, user actions not requiring Authorization syi;emtwltthout identification or
identification or authentication. authentication.
a. Establish and document usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
AC-17 Remote Access implementat\or? guidance fcr_each type of remote Functional |Intersects With| Remote Access NET-14 icontrol and review organization- 5
access allowed; andb. Authorize each type of remote lapproved, secure remote access
access to the system prior to allowing such methods.
connections.
Remote Access | . Automated |Automated mechanisms exist to
AC-17(01) Monitoring and E::mﬂ?ey aa:lctg;nsar:‘eedn:gzghamsms to monitor and control Functional Equal Monitoring & NET-14.1 [monitor and control remote 10
Control } Control laccess sessions.
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FDE Name Focal Document Ele!
RSN | | tmenscoptoaptc mecharisms o prtect ot e et
i mplement cryptographic mechanisms to protect the . onfidentiality 0 protect the confidentiality an
AC-17(02) C&Jlrr::!éigerri\tt;alljtsyinagnd confidentiality and integrity of remote access sessions. Functional Equal Integrity Using NET-14.2 integrity of remote access 10
Encryption Encryption isessions (e.g., VPN).
Mechanisms exist to route all
Remote Access | Route remote accesses through authorized and " Managed Access remote accesses through
AC-17(03) Mgg:gz?':)ciﬁfsss imanaged network access control points. Functional Equal Control Points NET-14.3 managed network access control 10
points (e.g., VPN concentrator).
j - T T Mechanisms exist to restrict the
Remote Access | :Eg:zz ;?1Iseicn“;%{s:zz:sg"fg\:';et'so;s\;:s;:g"zte Remote Privileged lexecution of privileged
AC-17(04) Privileged y ° . . . Commands & commands and access to
- Commands and evwdel_wce and for_ the following needs: [Assignment: Functional Equal Sensitive Data NET-14.4 security-relevant information via 10
organization-defined needs]; andb. Document the
Access rationale for remote access in the security plan for the Access remote access only for
compelling operational needs.
Remote Access | [Provide the capability to disconnect or disable remote Expeditious Mechbaiﬂ\tsn:s e:'Stdtic;ime'de the
AC-17(09) Disconnect or  |access to the system within [Assignment: organization-| Functional Equal Disconnect / NET-14.8 [(@Pabllity to expeditiously N 10
Disable Access |defined time period]. Disable Capability disconnect or dlsabl_e a users
remote access session.
a. Establish configuration requirements, connection .
requirements, and implementation guidance for each Wireless g&%ﬁ?‘z‘:?;ﬁ:‘lsets;oucsgngoalnd
AC-18 Wireless Access  [type of wireless access; andb. Authorize each type of Functional |Intersects With| N : NET-15 . 1sag 5
! etworking monitor for unauthorized wireless
wireless access to the system prior to allowing such laccess,
g(.)régteactglﬁoénh configuration requirements, connection Mechanisms exist to protect the
requirements, and implementation guidance for each Wireless Access confidentiality and integrity of
AC-18 Wireless Access [type of wireless access; andb. Authorize each type of Functional |Intersects With| Authentication & CRY-07 |wireless networking technologies 5
\wireless access to the system prior to allowing such Encryption by implementing authentication
connection and strong encrvption.
Wireless Access | Protect wireless access to the system using Authentication & (e'g‘;’nlat:tthgr(‘i‘zééla)cacr;ispge‘_/ent
AC-18(01) Authentication and authentication of [Selection (one or more): users; Functional Equal E N NET-15.1 hadn 'SS OY: 10
. f h ncryption (1) Authenticating devices trying
Encryption devices] and encryption. to connect: and
a. Establish configuration requirements, connection Mechanisms exist to enforce
requirements, and implementation guidance for laccess control requirements for
AC-19 Access Control for |organization-controlled mobile devices, to include Functional Equal Access Control For MDM-02 the connection of mobile devices 10
Mobile Devices |when such devices are outside of controlled areas; a Mobile Devices to organizational Technology
andb. Authorize the connection of mobile devices to |Assets, Applications and/or
organizational systems. Services (TAAS).
Cryptographic mechanisms exist
A&;is“se%;\f;’:elsf?r Employ [Selec_t\on: full-device encrypt_ion; container- Full Device & lto protect the confidentiality and
AC-19(05) Full Device or  |2@s€d encryption] to protect the conﬁd?nt\ahty and Functional Equal Container-Based MDM-03 [Integrity of information on mobile| 10
o integrity of information on [Assignment: organization- N devices through full-device or
Container-based defined mobile devices] Encryption N :
Encryption 3 icontainer encryption.
a. [Selection (one or more): Establish [Assignment:
organization-defined terms and conditions]; Identify
[Assignment: organization-defined controls asserted to
be implemented on external systems]], consistent with Mechanisms exist to govern how
the trust relationships established with other Use of External lexternal parties, including
Use of External |organizations owning, operating, and/or maintaining . Technology Assets, [Technology Assets, Applications
AC-20 Systems external systems, allowing authorized individuals to:1. Functional Equal Applications and/or DCH-13 land/or Services (TAAS), are used 10
/Access the system from external systems; and2. Services (TAAS) to securely store, process and
Process, store, or transmit organization-controlled transmit data.
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
external systems]. -
lexternal parties, including
Permit authorized individuals to use an external [Technology Assets, Applications
system to access the system or to process, store, or land/or Services (TAAS), from
transmit organization-controlled information only storing, processing and
Use of External |after:a. Verification of the implementation of controls Limits of Authorized transmitting data unless
AC-20(01) Systems | Limits on on the external system as specified in the Functional Equal DCH-13.1 [authorized individuals first: 10
Authorized Use |organization’s security and privacy policies and (1) Verifying the implementation
security and privacy plans; orb. Retention of approved of required security, compliance
isystem connection or processing agreements with the land/or resilience controls; or
organizational entity hosting the external system. (2) Retaining a processing
lagreement with the entity
Use of External [Restrict the use of organization-controlled portable Mechanisms exist to restrict or
Systems | Portable |storage devices by authorized individuals on external ) Portable Storage prohibit the use of portable
AC-20(02) Storage Devices — [systems using [Assignment: organization-defined Functional |intersects With Devices DCH-13.2 storage devices by users on 5
Restricted Use  |restrictions]. lexternal systems.
a. Enable authorized users to determine whether Mechanisms exist to disclose
access authorizations assigned to a sharing partner Personal Data (PD) to third-
match the information’s access and use restrictions for parties only for the purposes
[Assignment: organization-defined information sharing Information Sharing \deptiﬁed in t‘he data privacy
AC-21 Information Sharing|circumstances where user discretion is required]; Functional [Intersects With| With Third Parties PRI-07 notl;e_ and with the implicit or 5
andb. Employ [Assignment: organization-defined lexplicit consent of the data
automated mechanisms or manual processes] to assist subject.
users in making information sharing and collaboration
decisions.
a. Enable authorized users to determine whether
access authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
[Assignment: organization-defined information sharing process to assist users in making
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With|Information Sharing| DCH-14 |information sharing decisions to 5
andb. Employ [Assignment: organization-defined lensure data is appropriately
automated mechanisms or manual processes] to assist protected.
users in making information sharing and collaboration
decisions.
@. Designate dividuals authorized to make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
" . Review the proposed content of information prior to . " .
AC-22 Pubhc(I:y Atccetss'b‘e posting onto the publicly accessible system to ensure | Functional Equal Pubhcéy Atccetss'ble DCH-15 Meglljalmsms ex»l;lt to cotntr?I 10
onten that nonpublic information is not included; andd. onten publicly-accessible content.
Review the content on the publicly accessible system
for nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
discovered
& OEVEI6; uocumenT-aruursserTTTaTeTo
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational .
entities, and compliance; andb. Is consistent with g'::j‘r?tn‘Srgsmexl'isatnté’erzwew the
applicable laws, executive orders, directives, Res‘"egc'e Pmpram (SCRP)
' " regulations, policies, standards, and guidelines; and2. Peéiodic fReview & including polic?es standar&s and
Policy an Procedures to facilitate the implementation of the : Update of Security, . :
AT-01 Procedures awareness and training policy and the associated Functional Intersects With Compliance & GOv-03 profce_dur%s, at plr':]-mned intervals 5
awareness and training controls;b. Designate an Resilience Program or ' slgnr\‘ {:ant changes occur to
[Assignment: organization-defined official] to manage ensure their continuing
the development, documentation, and dissemination of]| su|tab_\hty, adequacy and
Lo : effectiveness.
the awareness and training policy and procedures;
andc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following
[Acci i Anfinad el
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Set Theory Relationship Mapping (STRM)

AT-01

FDE Name

Policy and
Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
awareness and training policy and the associated
awareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the awareness and training policy and procedures;
andc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following
i izati ol

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Subset Of

Security,
Compliance &
Resilience-Minded
Workforce

SAT-01

Mechanisms exist to facilitate the|
implementation of security
\workforce development and
lawareness controls.

10

version 2026.1_x000a_03/27/2026

AT-01

Policy and
Procedures

& SRR, GRERIAT, Gttt figeett
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
awareness and training policy and the associated
awareness and training controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the awareness and training policy and procedures;
andc. Review and update the current awareness and
training:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment
organization-defined frequency] and following
[Acci i Aofinad it

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
capabilities.

AT-02

Literacy Training
and Awareness

1
a. Provide security and privacy literacy training to
isystem users (including managers, senior executives,
and contractors):1. As part of initial training for new
users and [Assignment: organization-defined
frequency] thereafter; and2. When required by system
changes or following [Assignment: organization-
defined events];b. Employ the following techniques to
increase the security and privacy awareness of system
users [Assignment: organization-defined awareness
techniques];c. Update literacy training and awareness
content [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.

Functional

Equal

Security,
Compliance &
Resilience
Awareness Training

SAT-02

Mechanisms exist to provide all
lemployees and contractors
lappropriate security, compliance
and resilience awareness
leducation and training that is
relevant for their job function.

10

AT-02(02)

Literacy Training
and Awareness |
Insider Threat

Provide literacy training on recognizing and reporting
potential indicators of insider threat.

Functional

Equal

Insider Threat
Awareness

THR-05

Mechanisms exist to utilize
Isecurity awareness training on
recognizing and reporting
potential indicators of insider
threat.

10

AT-03

Role-based Training

a. Provide role-based security and privacy training to
personnel with the following roles and responsibilities:
[Assignment: organization-defined roles and
responsibilities]:1. Before authorizing access to the
isystem, information, or performing assigned duties,
and [Assignment: organization-defined frequency]
thereafter; and2. When required by system changes;b.
Update role-based training content [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; andc.
Incorporate lessons learned from internal or external
security incidents or breaches into role-based training.

Functional

Intersects With|

Role-Based
Security,
Compliance &
Resilience Training

SAT-03

Mechanisms exist to provide
role-based security, compliance
land resilience-related training:
(1) Before authorizing access to
the system or performing
lassigned duties;

(2) When required by system
ichanges; and

(3) Annually thereafter.

AT-04

Training Records

a. Document and monitor information security and
privacy training activities, including security and
privacy awareness training and specific role-based
security and privacy training; andb. Retain individual
training records for [Assignment: organization-defined
time period].

Functional

Equal

Security,
Compliance &
Resilience Training
Records

SAT-04

training activities, including:

(1) Initial security, compliance

and resilience awareness

training;

(2) Recurring awareness training;
d

lan
(3) Technology Assets,

10

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
accountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
accountability policy and the associated audit and
accountability controls;b. Designate an [Assignment:
organization-defined official] to manage the
development, documentation, and dissemination of the|
audit and accountability policy and procedures; andc.
Review and update the current audit and
accountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

AU-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
accountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the audit and
accountability policy and the associated audit and
accountability controls;b. Designate an [Assignment:
organization-defined official] to manage the
development, documentation, and dissemination of the|
audit and accountability policy and procedures; andc.
Review and update the current audit and
accountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
capabilities.

Secure Controls Framework (SCF)

50of 38



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] audit and|
accountability policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Mechanisms exist to facilitate the

version 2026.1_x000a_03/27/2026

Automatic

defined fields within audit records].

Processing

lassessing anomalous activities.

Policy and facilitate the implementation of the audit and . Continuous h
AU-01 Procedures laccountability policy and the associated audit and Functional Subset Of Monitoring MON-01 ‘".‘gleme".ttat'."" of e';telrpr‘se' 10
accountability controls;b. Designate an [Assignment: \wide monitoring controls.
organization-defined official] to manage the
development, documentation, and dissemination of the|
audit and accountability policy and procedures; andc.
Review and update the current audit and
accountability:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
@. TaentTy TNe Types of eVenTs tNat tNe SySTemn T
capable of logging in support of the audit function:
[Assignment: organization-defined event types that the
system is capable of loggingl;b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
the selection criteria for events to be logged;c. Specify Mechanisms exist to review
the following event types for logging within the Security Event levent logs on an ongoing basis
AU-02 Event Logging  |system: [Assignment: organization-defined event types| Functional |Intersects With Monit\{)r\n MON-01.8 |and escalate incidents in 5
(subset of the event types defined in AU-02a.) along 9 laccordance with established
with the frequency of (or situation requiring) logging timelines and procedures.
for each identified event typel;d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
cy]
v thattne System T Mechanisms exist to utilize a
o g in support of the audit function: Security Incident Event Manager
[Assignment: organization-defined event types that the! (SIEM), or similar automated tool,
isystem is capable of loggingl;b. Coordinate the event lto support the centralized
logging function with other organizational entities collection of security-related
requiring audit-related information to guide and inform levent logs.
the selection criteria for events to be logged;c. Specify
the following event types for logging within the Centralized
AU-02 Event Logging  [system: [Assignment: organization-defined event types| Functional [Intersects With| Collection of MON-02 5
(subset of the event types defined in AU-02a.) along Security Event Logs
with the frequency of (or situation requiring) logging
for each identified event type];d. Provide a rationale
for why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
the event types selected for logging [Assignment:
ization-defined freauency] No \Withd in NIST SP 800-53 R5
" . ithdrawn in -
AU-02(03) N/A Withdrawn Functional | oo ationshi N/A N/A N/A 0
Mechanisms exist to configure
[Technology Assets, Applications
land/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
minimum:
Ensure that audit records contain information that (1) Establish what type of event
establishes the following:a. What type of event loccurred;
Content of Audit |occurred;b. When the event occurred;c. Where the : Content of Event i
AU-03 Records event occurred;d. Source of the event;e. Outcome of Functional Equal 0gs MON-03 (e%/)emh:gcﬂdr?egg;and el the 10
the event; andf. Identity of any individuals, subjects, or (3) Where the event occurred;
objects/entities associated with the event. (4) The source of the event;
(5) The outcome (success or
[failure) of the event; and
(6) The identity of any
user/subject associated with the
levent.
Content of Audit |Generate audit records containing the following Sensitive Event Log Mechanisms exist to protect
AU-03(01) Records | Additional[additional information: [Assignment: organization- Functional |Intersects With| Information MON-03.1 |sensitive/regulated data 5
Audit Information |defined additional information]. icontained in log files.
Mechanisms exist to allocate and
" /Allocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 AUd'tCLOQ S_tcrage [Assignment: organization-defined audit log retention Functional Equal EVEHELOQ S_torage MON-04 |event log storage capacity to 10
apacity requirements]. apacity reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit |roles] within [Assignment: organization-defined time Response To Event appropriate personnel in the
AU-05 Logging Process [period] in the event of an audit logging process failure; | Functional Equal Log Processing MON-05 [event of a log processing failure 10
Failures andb. Take the following additional actions: Failures land take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
a. Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined . . .
inappropriate or unusual activity] and the potential SeMcﬁﬁirt'a'?'niT;ﬁ:'é:;ﬁtuﬁ:la'f‘zaer
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) )(;r similar automated t?)ol
AU-06 Review, Analysis, | Report findings to [Assignment: organization-defined Functional [Intersects With| Collection of MON-02 to 'support the centralized | 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs collection of security-related
record review, analysis, and reporting within the event lo sy
system when there is a change in risk based on law 9s-
enforcement information, intelligence information, or
oth_%' credible sources of information
@. Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level land reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With| Adiust: t MON-02.6 [threat information from law 5
and Reporting  |personnel or roles]; andc. Adjust the level of audit justments lenforcement, industry
record review, analysis, and reporting within the lassociations or other credible
system when there is a change in risk based on law sources of threat intelligence.
enforcement information, intelligence information, or
other credible sources of information
Audit Record
Review, Analysis, |Integrate audit record review, analysis, and reporting Sensitive Event Lo Mechanisms exist to protect
AU-06(01) and Reporting | [processes using [Assignment: organization-defined Functional |Intersects With| Information 9| MON-03.1 sensitive/regulated data 5
Automated Process |automated mechanisms]. contained in log files.
Intearation
/Automated mechanisms exist to
contas bth tecnicl ondron
Review, Analysis, |Analyze and correlate audit records across different Correlate lthe enterprise by a Securit
AU-06(03) and Reporting | [repositories to gain organization-wide situational Functional [Intersects With| Monitoring MON-02.1 Incident Event Myanager (SI)EM) or 5
Correlate Audit  awareness. Information similar automated tool, to
Record Repositories lenhance organization-wide
situational awareness.
Provide and implement an audit record reduction and
Audit Record geport gdenegition cadpabw_hty that:‘aA _Suppodrts on;t Monit Mechtalmsms eﬁst to prot\_lide an
lemand audit record review, analysis, and reporting . onitoring levent log report generation
AU-07 REREO?,E%U;ZS;}?O" requirements and after-the-fact investigations of Functional |intersects With Reporting MON-06 capability to aid in detecting and 5
P incidents; andb. Does not alter the original content or ing anomalous activities.
time ordering of audit records.
AUGIERECOTd o0 0 ; - - -
Reduction and rovide and |mp|ement the capability tp process, sort, . Mechanisms exist to pro\_/lde an
AU-07(01) Report Generation | and search audit records for events of interest based Functional |Intersects With| Monitoring MON-06 levent log report generation 5
on the following content: [Assignment: organization- Reporting capability to aid in detecting and
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FDE Name

Focal Document Element (FDE) Description

a. Use internal system clocks to generate time stamps
for audit records; andb. Record time stamps for audit
records that meet [Assignment: organization-defined

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Mechanisms exist to utilize time-
isynchronization technology to

version 2026.1_x000a_03/27/2026

N N N Clock

AU-08 Time Stamps (g::)aunrg;ig;g;zﬂm;&??xsﬁ?&g :r;&;galzgzlenme Functional |Intersects With| Synchronization SEA-20 synchronize all critical system 5
offset from Coordinated Universal Time, or that include clocks.
the local time offset as part of the time stamp.

a. Use internal system clocks to generate time stamps . )
for audit records; andb. Record time stamps for audit .ppee&:'na;‘osmSAE;;'::;OACOTES)E?"S
records that meet [Assignment: organization-defined dfor S 9y (TAAS;))pt

AU-08 Time Stamps  [granularity of time measurement] and that use Functional [Intersects With|  Time Stamps MoN-07 [3" h°' ervices O usean 5
Coordinated Universal Time, have a fixed local time aut untattlve tlnze suurfce to t
offset from Coordinated Universal Time, or that include ‘genera @ time stamps for even
the local time offset as part of the time stamp. 0gs.

o : No \Withdrawn in NIST SP 800-53 R5
AU-08(01) N/A Withdrawn Functional | oo \ationshi N/A N/A N/A ()
a. Protect audit information and audit logging tools Mechanisms exist to protect
: «+ |from unauthorized access, modification, and deletion; i "

AU-09 Protection of Audit 3 dp, Alert [Assignment: organization-defined Functional Equal  |Protection of Event| yqy qg [event logs and audit tools from 10
personnel or roles] upon detection of unauthorized g modification and delétion
access, modification, or deletion of audit information. .

: " Mechanisms exist to back up
::‘rfoljtrerstalgg:{ ééﬁz fStore audi]t records [Aisigntwetnt: crg:tanifzaticr)‘n-d_eﬁlTed Eventé_og Baé:kup gyffent Iotgs o;]tc a physitcal\y
requency] in a repository that is part of a physically . on Separate ifferent system or system
AU-09(02) Phy:iZaSIeSpyasrtaetris or different system or syste_m comp_unent than the Functional intersects With Physical Systems / MON-08.1 cul_nponent than the Security 5
Components Isystem or component being audited. Components Incident Event Manager (SIEM) or|
similar automated tool.
AU-09(04) Prﬂ;eff)?r?\nagg:l\ldlt f A:Fhor\l_zte ?Ccesls t[(;\mgnagemfnt of audi@ Iogdgilfwig al Functional Equal Access by Subset of| |0 o0 o ah:ceecshsa;‘o‘str:: ?nxalitatgoeﬁztrﬂcéf 10

g Access by Subset of| unctionall ybo ?nfy .S,Sl'g"'ge" . orgamTa ']O"' efine unctiona qua Privileged Users e event logs to privileged users

Privileged Users subset of privileged users or roles]. with a specific business need.
MTETTTATIISTITS EXTSTTU TET@NT EVETT
logs for a time period consistent

Retain audit records for [Assignment: organization- with records retention
Audit Record defined _time period‘consistent with records retention requirements to provide support
AU-11 Retention policy] to provide support for after-the-fact Functional Equal Event Log Retention| MON-10 | for after-the-fact investigations 10
investigations of incidents and to meet regulatory and of security incidents and to meet
organizational information retention requirements. statutory, regulatory and
contractual retention
@ FTUVIUE gUUTT TECUTT GENETaTtoTT CapauTity ToT TTe
event types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined . " .
Audit Record system components};b. Allow [Assignment: Monitoring MZf/he?':;Ifgsr:;:frtttgoezg\gg:nan
AU-12 G : organization-defined personnel or roles] to select the | Functional |Intersects With| : MON-06 fon : 5
eneration event types that are to be logged by specific Reporting capablll_ty to aid in detectl_ng and
components of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2c that
inclidp, the Audik o + definad in ALl
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
assessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to Mechanisms exist to facilitate the|
Policy and facilitate the implementation of the assessment, Information implementation of security,

CA-01 Procedures authorization, and monitoring policy and the Functional Subset Of Assurance (IA) IA0-01  |compliance and resilience 10
associated assessment, authorization, and monitoring Operations lassessment and authorization
controls;b. Designate an [Assignment: organization- controls.
defined official] to manage the development,
documentation, and dissemination of the assessment,
authorization, and monitoring policy and procedures;
andc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

assessment, authorization, and monitoring policy

that:a. Addresses purpose, scope, roles,

responsibilities, management commitment,

coordination among organizational entities, and

compliance; andb. Is consistent with applicable laws, Mechanisms exist to review the

executive orders, directives, regulations, policies, 'Security, Compliance &

istandards, and guidelines; and2. Procedures to Periodic Review & Resilience Program (SCRP),
Policy and facilitate the implementation of the assessment, Update of Security. including policies, standards and

CA-01 Procedures authorization, and monitoring policy and the Functional [Intersects With| Compliance & '| GOV-03 |procedures, at planned intervals 5
associated assessment, authorization, and monitoring Resilience Program or if significant changes occur to
controls;b. Designate an [Assignment: organization- 9 lensure their continuing
defined official] to manage the development, suitability, adequacy and
documentation, and dissemination of the assessment, effectiveness.
authorization, and monitoring policy and procedures;
andc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
assessment, authorization, and monitoring policy
that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies, . .
standards, and guidelines; and2. Procedures to Publishing Security mz?:taa?r‘]s';rfde;i':;;g‘ﬁf;;b"Sh'
Policyand  [fcilitate the implementation of the assessment, ) Compliance & bolicies, standards and
CA-01 Procedures authorization, and monitoring policy and the Functional |Intersects With| Resilience GOV-02 procedures necessary for secure, 5

associated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined official] to manage the development,
documentation, and dissemination of the assessment,
authorization, and monitoring policy and procedures;
andc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Documentation

icompliant and resilient
icapabilities.
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7 of 38



Set Theory Relationship Mapping (STRM)

GOVRAMP MODERATE_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

FDE Name Focal Document Ele!
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
enhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
a: ment team, and a ment roles and :
responsibilities;c. Ensure the control assessment plan 2?1(\::Va\ln'|"221715n?))|((l75t t(;srsgtuslarly
is reviewed and approved by the authorizing official or Functional Review lApplications and%r Servic’es
Control designated representative prior to conducting the . Of Security,

CA-02 Assessments  [assessment;d. Assess the controls in the system and Functional intersects With Compliance & CPL032 ((TAAS) f(:_r a(liherenci tothe 5
its environment of operation [Assignment: Resilience Controls 2;%?"@?1(':?:";75:1:;;’“ence
organization-defined frequency] to determine the li P d standard
extent to which the controls are implemented policies and standards.
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
assessment report that document the results of the
assessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
ipdeigeeineaifobrate assessorora TTeTTCTETT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
enhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
assessment team, and assessment roles and Mechanisms exist to perform
responsibilities;c. Ensure the control assessment plan Information Assurancz Program

| |§, revieweg and approved by the authodrizing off;cia\ or N | (IAP) activities to evaluate the
Control lesignated representative prior to conducting the . Technica Pl .

CA-02 Assessments assegssment;d.pAssess the c%ntrols in the sysgem and Functional |Intersects With Verification 1A0-06 dfefS|gtr_|, |mplemfetntart‘|qn a‘nd 5
its environment of operation [Assignment: gef:rwltveleosl;oliaﬁéerg;z
organization-defined frequency] to determine the resilienyc'e con’t)rols
extent to which the controls are implemented .
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
isecurity and privacy requirements;e. Produce a control
assessment report that document the results of the
assessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
ipdeierine diifobrare assessorora TITeTTTTEaTT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment, Mechanisms exist to assess
assessment team, and assessment roles and security, compliance and
responsibilities;c. Ensure the control assessment plan resilience controls in system
is reviewed and approved by the authorizing official or Security, project development to

Control designated representative prior to conducting the ) Compliance & determine the extent to which

CA-02 Assessments assessment;d. Assess the controls in the system and Functional |intersects With Resilience In Project| PRM-04 [the controls are implemented 5
its environment of operation [Assignment: Management correctly, operating as intended
organization-defined frequency] to determine the land producing the desired
extent to which the controls are implemented loutcome with respect to meeting
correctly, operating as intended, and producing the [the requirements.
desired outcome with respect to meeting established
Isecurity and privacy requirements;e. Produce a control
assessment report that document the results of the
assessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
il ine isifobate assessorurassessTITEnTTTERTT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control Mechanisms exist to formally
effectiveness; and3. Assessment environment, lassess the security, compliance
assessment team, and assessment roles and and resilience controls in
responsibilities;c. Ensure the control assessment plan [Technology Assets, Applications
is reviewed and approved by the authorizing official or land/or Services (TAAS) through

Control designated representative prior to conducting the . N Information Assurance Program

Ca-02 Assessments assessment;d. Assess the controls in the system and Functional _ (Intersects With) Assessments 1A0-02 (IAP) activities to determine the 5
its environment of operation [Assignment: lextent to which the controls are
organization-defined frequency] to determine the implemented correctly, operating
extent to which the controls are implemented as intended and producing the
correctly, operating as intended, and producing the desired outcome with respect to
desired outcome with respect to meeting established meeting expected requirements.
lsecurity and privacy requirements;e. Produce a control
assessment report that document the results of the
assessment; andf. Provide the results of the control

sment to [Assignment: organization-defined
et iifobrareassessorora TITeTTCTeanT
for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
the assessment including:1. Controls and control
enhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
a ment team, and a ment roles and Mechanisms exist to regularly
responsibilities;c. Ensure the control assessment plan review processes and
is reviewed and approved by the authorizing official or Security, documented procedures to
Control designated representative prior to conducting the . Compliance & lensure conformity with the

CA-02 Assessments assessment;d. Assess the controls in the system and Functional  fIntersects With Resilience CPL-03 lorganization's security, 5
its environment of operation [Assignment: Assessments icompliance and/or resilience
organization-defined frequency] to determine the policies, standards and other
extent to which the controls are implemented applicable requirements.
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
assessment report that document the results of the
assessment; andf. Provide the results of the control
assessment to [Assignment: organization-defined
indivicliial lacl

Mechanisms exist to ensure
Control lassessors or assessment teams
Assessments | |Employ independent assessors or assessment teams to| . Assessor have the appropriate
CA-02(01) Independent conduct control assessments. Functional Equal Independence 1A0-02.1 independence to conduct 10
Assessors isecurity, compliance and/or
resilience control assessments.
Mechanisms exist to conduct
Ispecialized assessments for:
(1) Statutory, regulatory and
icontractual compliance
Include as part of control assessments, [Assignment: ?Zb)llaztnl(i)tgsr}n capabilities:
organization-defined frequency], [Selection (one): (3) Mobile de?/iceg' '
Control announced; unannounced], [Selection (one or more): (4) Databases; i
Assessments | in-depth monitoring; security instrumentation; Specialized (5) Apphcatior{ security;
CA-02(02) Speciali automated security test cases; vulnerability scanning; Functional |Intersects With| IA0-02.2 - 5
pecialized " A . Assessments (6) Embedded technologies (e.g.,
Assessments | Malicious user testing; insider threat assessment; loT, OT, etc.);
performance and load testing; data leakage or data (7)’Vu|r’1erabiiit management;
loss assessment; [Assignment: organization-defined (8) Malicious ccyde' '
other forms of assessment]]. .
(9) Insider threats;
(10) Performance/load testing;
land/or
(11) Artificial Intelligence and
|[Autonomous Technologies (AAT).
Control [everage the results of control a ments performed Mechanisms exist to accept and
Assessments |  |by [Assignment: organization-defined external Third-Party respond to the results of external
CA-02(03) Leveraging Results |organization(s)] on [Assignment: organization-defined Functional Equal Assessment IAO-02.3 |assessments that are performed 10
from External  |system] when the assessment meets [Assignment: Reciprocity by impartial, external
QOraanization: oraanization-defined requirements] loraanization:

Secure Controls Framework (SCF)
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FDE Name

Focal Document Ele!

between the system and other systems using
[Selection (one or more): interconnection security
agreements; information exchange security
agreements; memoranda of understanding or
agreement; service level agreements; user

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Interconnection

Mechanisms exist to authorize
iconnections from systems to
other systems using
Interconnection Security
/Agreements (ISAs), or similar

version 2026.1_x000a_03/27/2026

configuration management controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the configuration management policy and procedures;
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Resilience Program

or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

Information agreements; nondisclosure agreements; [Assignment: : methods, that document, for

CA-03 Exchange organization-defined type of agreement]];b. Document,| Functional _Intersects With A Secul:tylSA NET-05 leach interconnection: 5
as part of each exchange agreement, the interface greements (ISAs) (1) Interface characteristics;
characteristics, securit: d privacy requirements, (2) Security, compliance and
controls, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Review and update the agreements [Assignment: icommunicated.

CA-03(05) N/A Withdrawn Functional | poame N/A NA NA ORI (e lal SHERE00.33 RS
elationship
@, DEVeTop a pran or action ana 1w ToT TNe [COTTIToT;
isystem to document the planned remediation actions (3) Description of the
of the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known . Capabilities deficiency(ies);

CA-05 Milestones \vulnerabilities in the system; andb. Update existing Functional intersects With Deficiency Tracking 1A0-05 (5) Source deficiency 5
plan of action and milestones [Assignment: identification/detection;
organization-defined frequency] based on the findings (6) Temporary compensating
from control assessments, independent audits or controls, if applicable;
reviews and caontinugu itarina activities (7) Point of Cantact (POCY (e o

a. Assign a senior official as the authorizing official for
the system;b. Assign a senior official as the authorizing
official for common controls available for inheritance
by organizational systems;c. Ensure that the Mechanisms exist to ensure
authorizing official for the system, before commencing Technology Assets, Applications
. operations:1. Accepts the use of common controls N Security and/or Services (TAAS) are
CA-06 Authorization inherited by the system; and2. Authorizes the system Functional Equal Authorization 1A0-07 officially authorized prior to "go 10
to operate;d. Ensure that the authorizing official for live" in a production
common controls authorizes the use of those controls environment.
for inheritance by organizational systems;e. Update
the authorizations [Assignment: organization-defined
— frequency]. - -
and implement continuous monitoring in accordance
\with the organization-level continuous monitoring
strategy that includes:a. Establishing the following
system-level metrics to be monitored: [Assignment:
organization-defined system-level metrics];b.
Establishing [Assignment: organization-defined
frequencies] for monitoring and [Assignment: " .
organization-defined frequencies] for assessment of Security geicuﬁi;‘sg;ﬁ;;g Z;oc;”de a
Continuous control effectiveness;c. Ongoing control assessments Compliancé & resilienc’e controls oversight
CA-07 Moni in accordance with the continuous monitoring Functional |Intersects With . CPL-02 5
onitoring strategy;d. Ongoing monitoring of system and Resilience _Contro\s function t_hatl reports to the
organization-defined metrics in accordance with the Oversight ‘urg;nlw'zgitlon s executive
continuous monitoring strategy;e. Correlation and eadership.
analysis of information generated by control
assessments and monitoring;f. Response actions to
address results of the analysis of control assessment
and monitoring information; andg. Reporting the
security and privacy status of the system to
[Assignment: organization-defined personnel or roles]
fnccs i Afinad £ 1
independent assessors to
ooy | fiominuotsfmploy ndeperdentaseseors o assessment eams o || || el seary, complance |
-07(01) Independent monitor the controls Irl‘: e system on an ongoing unctional Intersects Wit Assessors -03.1 | ntervals or when the Technology
Assessment asis. Asset, Application and/or Service
(TAAS) undergoes significant
L
Mechanisms exist to provide a
Continuous Employ ir 1t assessors or a: ment teams to Coi\e;fl?ar:zé & resseil(i::r:g'ccoonTrzl\I:Zflzras?gdht
CA-07(01) Monitoring | Types monitor the controls in thg system on an ongoing Functional [Intersects With| Resilience Controls CPL-02 function that reports to the 5
of Assessments basis. h P :
Oversight organization's executive
leadership.
Conduct penetration testing [Assignment: Mechtamtgmstex;_st to conduct

CA-08 Penetration Testing [organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 ?ngni)alolgc Aessse“;sg DAr;;plications 10

organization-defined systems or system components]. and/or Services (TAAS).
PeTe‘::jaet:)ennl':ittlng Employ an independent penetration testing agent or Independent mzcer;;aewdsgst 22';;;;:2';” an
CA-08(01) Penetration Testing team to perform penetration testing on the system or Functional Equal Penetration Agent | VPM-07.1 penetration team to perform 10

Agent or Team system components. or Team penetration testing.
@. AUTNOTIZE TNTErNaT CONNECTIoNs Of [ASSIgNMent: Mechanisms exist to control
organization-defined system components or classes of internal system connections
components] to the system;b. Document, for each through authorizing internal

, s internal cor:jnection, the interface charsc;eristwcs, . , s connections of systems and

nternal System |security and privacy requirements, and the nature of N nternal System : i

CA-09 Connections the information communicated;c. Terminate internal Functional Equal Connections NET-05.2 gggg:cigt:‘nghgo{nfea;gclzternal 10
Isystem connections after [Assignment: organization- characteris’t\cs securit
defined conditions]; andd. Review [Assignment: i . 4

" L . requirements and the nature of
organization-defined frequency] the continued need for| the information communicated.
each internal connection
a. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of configuration
roles]:1. [Selection (one or more): Organization-level; management controls.
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Configuration

Policy and Procedures to facilitate the implementation of the .

CM-01 Procedures configuration management policy and the associated Functional Subset Of Mapnagement CFG-01 10
configuration management controls;b. Designate an rogram
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination off|
the configuration management policy and procedures;
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational . . .
entities, and compliance; andb. Is consistent with Mecgzzm‘:s ecx(\;: t?iar:z':g the
applicable laws, executive orders, directives, ResiliencZ'Pm rgm (SCRP)
pol ’ regu\at\gns, policf\esi standsrds, alnd guidelines;fa;‘\dz. Je&iodic ngview & including policiesg standards énd
olicy an rocedures to facilitate the implementation of the . N pdate of Security, " :
CM-01 Procedures configuration management policy and the associated Functional  (Intersects With Compliance & GOV-03 | procedures, at planned intervals 5

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Publishing Security,

Mechanisms exist to establish,
maintain and disseminate

version 2026.1_x000a_03/27/2026

for Production and
Operation

privileges [Assignment: organization-defined
frequency].

Implement Changes

Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and
CM-01 Procedures configuration management policy and the associated Functional _ fIntersects With Resilience GOv-02 procedures necessary for secure, 5
configuration management controls;b. Designate an Documentation icompliant and resilient
[Assignment: organization-defined official] to manage icapabilities.
the development, documentation, and dissemination of|
the configuration management policy and procedures;
andc. Review and update the current configuration
management:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
- pra OGO TrTaTT e G
configuration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline configuration of the system:1. [Assignment: : " (1) At least annually;
CM-02 Configuration  |organization-defined frequency];2. When required due Functional |intersects With| Reviews & Updates | CFG-02.1 (2) When required due to so; or 5
to [Assignment: organization-defined circumstances]; (3) As part of system component
and3. When system components are installed or installations and upgrades.
=GP gocaTTeTTG Ao AT TTETTT T MTECTTATTSTITS EATST T ueveTop;
configuration control, a current baseline configuration idocument and maintain secure
of the system; andb. Review and update the baseline baseline configurations for
Baseline configuration of the system:1. [Assignment: . N Secure Baseline [Technology Assets, Applications
CM-02 Configuration organization-defined frequency];2. When required due Functional _ (Intersects With) Configurations CFG-02 land/or Services (TAAS) that are 5
to [Assignment: organization-defined circumstances]; iconsistent with industry-
and3. When system components are installed or laccepted system hardening
o : No \Withdrawn in NIST SP 800-53 R5
CM-02(01) N/A Withdrawn Functional Relationship N/A N/A e N{ﬁ S 0
Baseline Maintain the currency, completeness, accuracy, and gc%m?rgu?:g(::sz;t‘gz::ssﬁlign;
Configuration | | . ciiability of the baseline configuration of the system ) Automated Central Assets, Applications and/or
CM-02(02) Al;él:r:?ct:?rr;fuapggrt using [Assignment: organization-defined automated Functional Equal M?/near%ir:ggg & CFG-02.2 Services (TAAS) through 10
Currenc); mechanisms]. Continuous Diagnostics and
Mitigation (CDM), or similar
fochaoloo
Configuration | Retain [Assignment: organization-defined number] of Retention Of Mecnanisms exist F%re(a‘m
CM-02(03) Retention of previous versions of baseline configurations of the Functional Equal Previous CFG-02.3 pcroer\]/flious vtgrsm:ns o aste \nHe 10
Previous system to support rollback. Configurations guration to support rol
a. Issue [Assignment: organization-defined systems or
Baseline system compo_nents]_ with [A_ss\gnment: organ_ization- Configure Mechanisms exist to coljﬁgure
Configuration | dleﬁnett_i corll;l]gtlrtztlonsl to |ng|vwd(;|als tratvekl)mgfto Technology Assets, Tedc/hnoslogy_ Ass(e_F::AAS;))pléc‘at\%n_s
y ocations that the organization deems to be of . . 4 and/or Services utilized in
CM-02(07) C::;'%%’:;y::gs significant risk; andb. Apply the following controls to Functional Equal SZEJ:Ezg?;\_i:g)dég: CFG-02.5 high-risk areas with more 10
for High-risk Areas the systems or components when the individuals High-Risk Areas restrictive baseline
return from travel: [Assignment: organization-defined configurations.
controls].
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
explicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
configuration-controlled changes to the system;e.
Configuration Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate the
CM-03 ch the system for [Assignment: organization-defined time | Functional Subset Of Management CHG-01 |implementation of a change 10
ange Control N » N o " N
period];f. Monitor and review activities associated with Program management program.
configuration-controlled changes to the system; andg.
Coordinate and provide oversight for configuration
change control activities through [Assignment:
organization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
-
the system that are configuration-controlled;b. Review
proposed configuration-controlled changes to the
isystem and approve or disapprove such changes with
explicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
configuration-controlled changes to the system;e.
N : Retain records of configuration-controlled changes to N N Mechanisms exist to govern the
CM-03 C?\Z:\ﬁgeué?):?lzﬂ the system for [Assignment: organization-defined time | Functional |Intersects With| Cic;:\ﬁgeu;tr‘\?%l CHG-02 [technical configuration change 5
9 period];f. Monitor and review activities associated with 9 icontrol processes.
configuration-controlled changes to the system; andg.
Coordinate and provide oversight for configuration
change control activities through [Assignment:
organization-defined configuration change control
element] that convenes [Selection (one or more):
[Assignment: organization-defined frequency]; when
[Assignment: organization-defined configuration
Mechanisms exist to verify the
Configuration functionality of security,
Change Control | . Control icompliance and resilience
CM-03(02) | Testing, Validation, [fe5% vaidate, and document changes 6 the SYstem | Functional |intersects With|  Functionality CHG-06 |controls following implemented 5
and Documentation [°¢70"@ finalizing the implementation of the changes. Verification changes to ensure applicable
of Changes controls operate as designed.
Configuration Mechani‘sms exist to
Change Control | et validate, and d t changes to the syst Test, Validate & rroned cranges manon
H i ‘est, validate, and document changes to the system . est, Validate proposed changes in a non-
CM-03(02) :ﬁ;tg‘gc’\}/;ggf;?gﬁ before finalizing the implementation of the changes. Functional Intersects With Document Changes CHG-02.2 production environment before 5
of Changes changes are implemented in a
production environment.
/Analyze changes to the system to determine potential Security Impact Mgclasne‘sngliaelwx'?stg)?nzltyezriial
CM-04 Impact Analyses |security and privacy impacts prior to change Functional Equal Analysis for CHG-03 gecfmty impactgs priorpto the 10
implementation. Changes implementation of the change.
Mechanisms exist to define,
Access Restrictions |Pefine, document, approve, and enforce physical and Governing Access ggggsmsergts't:gggz‘fazggc?:::‘;ce
CM-05 f logical access restrictions associated with changes to Functional [Intersects With| Restriction for END-03.2 |- 5
or Change the system Change with changes to Technology
. |Assets, Applications and/or
Services (TAAS).
lechanisms exist to enforce
Access Restrictions Define, document, approve, and enforce physical and Access Restriction iconfiguration restrictions in an
CM-05 for Change logical access restrictions associated with changes to Functional |Intersects With| For Change CHG-04 |effort to restrict the ability of 5
the system. users to conduct unauthorized
Access chanae
Restriction: . " . Mechanisms exist tt rform
for Change | a. Enforce access restrictions using [Ass\gnmeﬁt, Automated Access aff;r:hes—faf:tereaie\?vspgf 0
CM-05(01) Automated Access [0rganization-defined automated mechanisms]; andb. Functional Equal Enforcement / CHG-04.1 i i 10
/Automatically generate audit records of the q i "+ |configuration change logs to
Enforcement and | e oo Cr Crions, Auditing discover any unauthorized
Audit Record: -
i : No \Withdrawn in NIST SP 800-53 R5
CM-05(03) N/A Withdrawn Functional Relationship. N/A N/A N/A 0
Access Restrictions [a. Limit privileges to change system components and Mecharﬂsms exist to limit
for Change | isystem-related information within a production or Permissions To pperatlona‘\ privileges for
CM-05(05) Privilege Limitation |operational environment; andb. Review and reevaluate| Functional Equal CHG-04.4 [mplementing changes. 10
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FDE Name Focal Document Ele!
components employed within the system that reflect
the most restrictive mode consistent with operational Mechanisms exist to develo
requirements using [Assigqmen : organization-defined ldocument and maintain sec:’re
ooy ommon scire onfuttiorsi, mplement e o besein contaratons o
CM-06 oge?ttilr::smn approve any deviations from established configuration | Functional |Intersects With| (?oc:gzuraastieo:'\nse CFG-02 aﬁ;/gl?soegrzic:ze(TSA’ASp)ptlhcaat 'ao:: 5
settings for [Assignment: organization-defined system consistent with industry-
components] based on [Assignment: organization- accepted system hardgmng
defined operational requirements]; andd. Monitor and standards Y
control changes to the configuration settings in .
accordance with organizational policies and
- v v
components employed within the system that reflect
the most restrictive mode consistent with operational
requirements using [Assignment: organization-defined
common secure configurations];b. Implement the :
Configuration configuration settings;c. Identify, document, and Approved gsescer;ZTiSSTzsg':;;?oizcgrm:::\}
CM-06 Settings approve any deviations from established configuration | Functional |Intersects With| Configuration CFG-02.7 deviations to standardized 5
isettings for [Assignment: organization-defined system Deviations configurations.
components] based on [Assignment: organization- 9 .
defined operational requirements]; andd. Monitor and
control changes to the configuration settings in
accordance with organizational policies and
RO T T U T T AT TS TS EATST T
Configuration igovern and report on baseline
ASettings ld {\:Lanage, apply, and verify cdor;'ﬁgl_ération settings for Automated Central Zonﬁgul:tiolns of Techndollugy
utomate: ssignment: organization-defined system : ssets, Applications and/or
CM-06(01) Management, components] using [Assignment: organization-defined Functional |intersects With M?/na%emte_nt & CFG-02.2 Services (TAAS) through 5
Application, and |automated mechanisms]. erification IContinuous Diagnostics and
Verification Mitigation (CDM), or similar
a. Configure the system to provide only [Assignment: Mechanisms exist to configure
organization-defined mission essential capabilities]; systems to provide only essential
andb. Prohibit or restrict the use of the following capabilities by specifically
CM-07 Least Functionality [functions, ports, protocols, software, and/or services: Functional Equal Least Functionality | CFG-03 [prohibiting or restricting the use 10
[Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, services.
land/or services].
a. Review the system [Assignment: organization- Mechanisms exist to periodically
defined frequency] to identify unnecessary and/or review system configurations to
Least Functionality | nonsecure functions, ports, protocols, s_oftware, and X o identify and disable unnecessary
CM-07(01) Periodic Review |c€rvices: andb. Disable or remove [Assignment: Functional Equal Periodic Review CFG-03.1 |and/or non-secure functions, 10
organization-defined functions, ports, protocols, ports, protocols and services.
isoftware, and services within the system deemed to be
unnecessary and/or nonsecure].
Prevent program execution in accordance with
. .+ [[Selection (one or more): [Assignment: organization- .
CM-07 Least Functionality | defined policies, rules of behavior, and/or access : . Prevent Program [Automated mechaq\sms exist to
-07(02) Prevent Program " Functional |Intersects With| h SEA-06 |prevent the execution of 5
Execution agreements regarding software program usage and Execution unauthorized software programs.
restrictions]; rules authorizing the terms and
conditions of software program usage].
Prevent program execution in accordance with Mechanisms exist to configure
N [Selection (one or more): [Assignment: organization- Isystems to prevent the execution|
Least Functionality |\jefineq policies, rules of behavior, and/or access ; Prevent of unauthorized software
CM-07(02) Prevent Program agreements regarding software program usage and Functional |Intersects With| s fUnauthorlzed_ CFG-03.2 orograms. 5
Execution restrictions]; rules authorizing the terms and oftware Execution
conditions of software program usage].
a. Identify [Assignment: organization-defined software
Least Functionality | programs authorized to e_execute on t_he sys_tem];b. Mechamsms_exist tq e>_<phcwt\y
Authorized Employ a deny-all, permit-by-exception policy to allow Explicitly Allow / allow (allowlist / whitelist) and/or
CM-07(05) Software — Allow- the execution of authorized software programs on the Functional Equal Deny Applications CFG-03.3 |block (denylist / blacklist) 10
by-exception isystem; andc. Review and update the list of authorized lapplications that are authorized
isoftware programs [Assignment: organization-defined to execute on systems.
frequency].
Mechanisms exist to perform
inventories of Technology Assets,
|Applications, Services and/or
a. Develop and document an inventory of system Data (TAASD) that:
components that:1. Accurately reflects the system;2. (1) Accurately reflects the
Includes all components within the system;3. Does not current TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
components assigned to any other system;4. Is at the products, including business
System Component level o_f granularity deemed necessary fpr track\_ng and . ustification details;
CM-08 Inventon reporting; and5. Includes the following information to Functional |Intersects With| Asset Inventories AST-02 |(3) Is at the level of granularity 5
Y achieve system component accountability: deemed necessary for tracking
[Assignment: organization-defined information deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
accountability]; andb. Review and update the system information deemed necessary to
component inventory [Assignment: organization- lachieve effective property
defined frequency]. laccountability; and
(5) Is available for review and
laudit by designated
lorganizational personnel.
a. Develop and document an inventory of system
components that:1. Accurately reflects the system;2.
Includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or land maintain an authoritative
components assigned to any other system;4. Is at the isource and repository to provide
System Component level of granularity deemed necessary for tracking and Component la trusted source and
CM-08 Inventon reporting; and5. Includes the following information to Functional (Intersects With| Duplication AST-02.3 |accountability for approved and 5
Y achieve system component accountability: Avoidance implemented system
[Assignment: organization-defined information deemed icomponents that prevents assets
necessary to achieve effective system component from being duplicated in other
accountability]; andb. Review and update the system asset inventories.
component inventory [Assignment: organization-
defined frequency].
ﬁ'{,séﬁmrcinangig Update the inventory of system components as part of Updates During gsicer:ai:‘:enplioer\xelztatg u;:aotfe
CM-08(01) Duri ¥ Uup component installations, removals, and system Functional Equal Installations / AST-02.1 P 10
uring Installation updates, Removals icomponent installations,
and Removal . removals and asset upgrades.
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systlerl"ceiimﬁu‘nent using [A_ssignment; organization-d_eﬁljed aut_omated Automated |Automated mechanisms exist to
Automated mechanisms] [Assignment: organization-defined Unauthorized detect and alert upon the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional |Intersects With Component AST-02.2 |detection of unauthorized 5
C unauthorized components are detected: [Selection hardware, software and firmware
omponent o Detection
Detection (one or more): disable network access by such components.
components; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systler:w‘;ecntzr;?)‘nent using [A_ssignmen;: organization—d_eﬁr_\ed aut_omated .
Automated mechanisms] [Assignment: organization-defined Software Mechanisms exist to generate an
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional [Intersects With| Installation Alerts END-03.1 |alert when new software is 5
Component unauthorized components are detected: [Selection detected.
Detection (one or more): disable network access by such
components; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systler:\;eiimﬁo‘nent using [A_ssignment; organization-d_eﬁljed aut_omated Mechanisms exist to configure
Automated mechanisms] [Assignment: organization-defined Unauthorized systems to generate an alert
CM-08(03) U : frequency]; andb. Take the following actions when Functional |Intersects With . CFG-05.1 |when the unauthorized 5
nauthorized ! ) ’ Installation Alerts h f
Component unauthorized components are detected: [Selection installation of software is
Detection (one or more): disable network access by such detected.
components; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
o : No \Withdrawn in NIST SP 800-53 R5
CM-08(05) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
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Set Theory Relationship Mapping (STRM)

CM-09

FDE Name

Configuration
Management Plan

Focal Document Element (FDE) Description

Develop, document, and implement a configuration

management plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
development life cycle and for managing the
configuration of the configuration items;c. Defines the
configuration items for the system and places the
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
from unauthorized disclosure and modification.

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Subset Of

Configuration
Management
Program

CFG-01

Mechanisms exist to facilitate the|
implementation of configuration
management controls.

10

CM-09

Configuration
Management Plan

Develop, document, and implement a configuration
imanagement plan for the system that:a. Addresses
roles, responsibilities, and configuration management
processes and procedures;b. Establishes a process for
identifying configuration items throughout the system
development life cycle and for managing the
configuration of the configuration items;c. Defines the
configuration items for the system and places the
configuration items under configuration
management;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
Lro&ngnauthonzed disclosure and modiﬁcladtlwgrlt

CM-10

Software Usage
Restrictions

Functional

Intersects With|

Stakeholder
Notification of
Changes

CHG-05

Mechanisms exist to ensure
stakeholders are made aware of
land understand the impact of
proposed changes.

accordance with contract agreements and copyright
laws;b. Track the use of software and associated
documentation protected by quantity licenses to
control copying and distribution; andc. Control and
document the use of peer-to-peer file sharing
technology to ensure that this capability is not used for

the unauthorized distribution, display, performance, or
tinn af inhtad worl

Functional

Equal

Software Usage
Restrictions

CFG-04

Mechanisms exist to enforce
software usage restrictions to
icomply with applicable contract
lagreements and copyright laws.

10

CM-10(01)

Software Usage
Restrictions | Open-
source Software

Establish the following restrictions on the use of open-
source software: [Assignment: organization-defined
restrictions].

Functional

Equal

Open Source
Software

CFG-04.1

Mechanisms exist to establish
parameters for the secure use of
open source software.

10

CM-11

User-installed
Software

a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b.
Enforce software installation policies through the
following methods: [Assignment: organization-defined
methods]; andc. Monitor policy compliance
[Assignment: organization-defined frequency].

Functional

Intersects With|

Prohibit Installation
Without Privileged
Status

END-03

|Automated mechanisms exist to
prohibit software installations
\without explicitly assigned
privileged status.

CM-11

User-installed
Software

a. Establish [Assignment: organization-defined policies]
governing the installation of software by users;b.
Enforce software installation policies through the
following methods: [Assignment: organization-defined
methods]; andc. Monitor policy compliance

LAssi nment: organization-defined Iﬁg&uﬁl}wcy].

CP-01

Policy and
Procedures

Functional

Intersects With|

User-Installed
Software

CFG-05

Mechanisms exist to restrict the
ability of non-privileged users to
install unauthorized software.

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
contingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
contingency planning policy and the associated
contingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
ISecurity, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

CP-01

Policy and
Procedures

SRR e Rt iafa S satiaee’
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
contingency planning policy that:a. Addresses purpose,
scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
contingency planning policy and the associated
contingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following

Functional

Subset Of

Business Continuity
Management
System (BCMS)

BCD-01

Mechanisms exist to facilitate the|
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
|Applications and/or Services
(TAAS) (e.g., Continuity of
(Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

10

CP-01

Policy and
Procedures

S ESRRABR R R it th R
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
contingency planning policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
contingency planning policy and the associated
contingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:

organization-defined frequency] and following
[Acci i Aafinad el

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
icapabilities.
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Ele!

Identifies essential mission and business functions and

associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
and business functions despite a system disruption,
compromise, or failure;5. Addresses eventual, full
system restoration without deterioration of the controls|
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed
and approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
contingency plan to [Assignment: organization-defined
key contingency personnel (identified by name and/or

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Business Continuity

Mechanisms exist to facilitate the|
implementation of contingency
planning controls to help ensure
resilient Technology Assets,

Site | Accessibility

disruption or disaster and outline explicit mitigation
actions.

Site Accessibility

storage sites in the event of an
larea-wide disruption or disaster.

CP-02 Contingency Plan by role) and organizational elements];c. Coordinate Functional Subset Of SManageg::eag BCD-01 Aq&li:gt\ons ar&d/or Se_rvicefs 10
contingency planning activities with incident handling ystem ( ) (() ). (e Pl ongglg;y o
activities;d. Review the contingency plan for the B perations Plan ( . ) or
N 3 Je ) usiness Continuity & Disaster
system [Assignment: organization-defined Recovery (BC/DR) playbooks)
frequency];e. Update the contingency plan to address very playi .
changes to the organization, system, or environment
of operation and problems encountered during
contingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to
[Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission Mechanisms exist to update
and business functions despite a system disruption, "
f " N contingency plans due to
compromise, or failure;5. Addresses eventual, full changes affecting:
system restoration without deterioration of the controls| (1) People (e erso‘nnel
originally planned and implemented;6. Addresses the pchan.gé's’))-
sharing of contingency information; and7. Is reviewed :
and approved by [Assignment: organization-defined (zgrpéziif:ems‘s(:igﬁ'ezekms‘arl‘t:;:d
personnel or roles];b. Distribute copies of the practices, including third-party
contingency plan to [Assignment:_o_rganization—deﬁned Ongoing ' services)
CP-02 Contingency Plan ki‘\ll iggg%%ngxgzifigazi;f'gg‘;‘::&ﬁz r&aorgsdia:adt/eor Functional |Intersects With| Contingency BCD-06 (3) Technologies (e.g., new, 5
contingency planning activities with incident handling Planning a\teredtorhdeclom‘ml)s.sloned
activities;d. Review the contingency plan for the (4) Data (eec nocﬁglnesevs to data
system [Assignment: organization-defined flows and/d?&ata reg ositories);
frequency];e. Update the contingency plan to address (5) Facilities (e nsw altered
changes to the organization, system, or environment or decommisé%ﬁed i1 sical
of operation and problems encountered during infrastructure); ar?d}lor
contingency plan implementation, execution, or (6) Feedback from Eontingency
testing;f. Communicate contingency plan changes to lan testing activities
[Assignment: organization-defined key contingency P 9 .
personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
Mechanisms exist to coordinate
Contingency Plan | ; ; i contingency plan development
€P-02(01) Coordinate with | | _Coordinate contingency plan development with | Functional Equal Coordinate with | BCD-01.1 | with internal and external 10
Related Plans ganizati ponsi P . elements responsible for related
I
Mechanisms exist to conduct
Conduct capacity planning so that necessary capacity Caﬂzigg;';?g;)"ﬁ%;; Fgrat
Contingency Plan | | for information processing, telecommunications, and : 8 . h : "
CP-02(02) Capacity Planning environmental support exists during contingency Functional Equal Capacity Planning CAP-03 t'ggg(')“;ﬁg;ﬂ;i?ﬁ:'gga 10
operations. environmental support will exist
during contingency operations.
Contingency Plan | |Plan for the resumption of [Selection (one): all; Resume All Missions| Mechanisms exist to resume all
Resume Mission ntial] mission an iness functions within ) missions and business functions
CP-02(03) 2?\‘1“1 Beusms:sg [e:::ign?n]ent:szrogara\izgt?::—d:;ielé t‘\:moe ;eriod] of Functional Intersects With) & Business BCD-02.1 lwithin Recovery Time Objectives 5
Functions contingency plan activation. Functions (RTOs) of the contingency plan's
. - - lechanisms exist to resume
e | R e e e | emesmemsenia [t i s |
- ) and Business  |[Assignment: organization-defined time period] of unctional jintersects Wi ISSI(;TJSmtioﬁzmess 0. duenﬁcn‘e(:infirvr\:le ||e1”a0nd00rfganlza fon-
Functions contingency plan activation. contingenc uplan Activation.
Mechanisms exist to identify and
. document the critical Technology
Contingency Plan | \,ye ticy critical system assets supporting [Selection y Identify Critical |Assets, Applications, Services
CP-02(08) Idengfsy;é:tgt\ca\ (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 land/or Data (TAASD) that 10
isupport essential missions and
business functions.
a. Provide contingency training to system users
consistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
: of assuming a contingency role or responsibility;2. . train contingency personnel and
CP-03 COT":;?ngii"Cy \When required by system changes; and3. [Assignment:| Functional Equal Co?:;?ngisncy BCD-03 |applicable stakeholders in their 10
9 organization-defined frequency] thereafter; andb. 9 icontingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
Mechanisms exist to incorporate
Contingency Incorporate simulated events into contingency training simulated events into
CP-03(01) Training | Simulated|to facilitate effective response by personnel in crisis Functional Equal Simulated Events | BCD-03.1 |contingency training to facilitate 10
Events situations. effective response by personnel
in crisis situations.
a. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency Plan the following tests to determine the effectiveness of Root Cause Analysis| Root Cause Analysis (RCA) and
CP-04 Testing the plan and the readiness to execute the plan: Functional |Intersects With| (RCA) & Lessons BCD-05 |["lessons learned" activity every 5
[Assignment: organization-defined tests].b. Review the Learned time the contingency plan is
contingency plan test results; andc. Initiate corrective lactivated.
actions, if needed.
a. Test the contingency plan for the system .
[Assignment: organization-defined frequency] using gii::g‘;;g::;:rtc‘?e;igdun
" the following tests to determine the effectiveness of " .
cP-04 C°"“¥ge"°‘/ Plan }he plan and the readiness to execute the plan: Functional |Intersects With| Contingency Plan | gy, levaluate the contingency plan's 5
esting v ) " N . Testing & Exercises effectiveness and the
[Assignment: organization-defined tests].b. Review the organization's readiness to
contingency plan test results; andc. Initiate corrective execute the plan
actions, if needed. plan.
: Mechanisms exist to coordinate
Contingency Plan |-, dinate contingency plan testing with N Coordinated Testing lcontingency plan testing with
CP-04(01) Tv?listtl‘wnfge‘\;zzrgl\grafse organizational elements responsible for related plans. Functional Equal with Related Plans BCD-04.1 internal and external elements 10
responsible for related plans.
a. Establish an alternate storage site, including :I‘?ec:!naar;:r:éreaxglsetstic:eets;:t)\lsh an
necessary agreements to permit the storage and
CP-06 Alternaét‘etestorage retrieval of system backup \_nformat_icn; andb. Ensure Functional Equal Alterna;etestorage BCD-08 ‘r?ec(!zcsjseasrgoatgr;heernaes:testiaaggrm\t 10
that the alternate storage site provides controls
equivalent to that of the primary site. the storage and' recovery of
. system backup information.
Machaniams exist 0 separate
Alternate Storage [ldentify an alternate storage site that is sufficiently Separation from [the alternate storage site from
CP-06(01) Site | Separation |separated from the primary storage site to reduce Functional Equal Primary Storage BCD-08.1 |the primary storage site to 10
from Primary Site |susceptibility to the same threats. Site reduce susceptibility to similar
lthreat:
Identify potential accessibility problems to the mi?g::e‘sggi:nﬁzﬁ ta%‘ciigitgi\(itaynd
CP-06(03) Alternate Storage |alternate storage site in the event of an area-wide Functional Equal Primary Storage BCD-08.2 |problems to the alternate 10
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FDE Name Focal Document Ele!
necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
time period consistent with recovery time and recovery Mechanisms exist to establish an
Alternate point objectives] when the primary processing Alternate alternate processing site that
CP-07 Processing Site capabilities are unavailable;b. Make available at the Functional Equal Processing Site BCD-09 provides security measures 10
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
Alternate i i * i - i Mechanisms exist to separate
Processing Site | Identify an alternate processing site that is sufficiently Separation from the alternate processing site
CP-07(01) Separation from separated from the primary processing site to reduce Functional Equal Primary Processing | BCD-09.1 |[from the primary processing site 10
Primary Site susceptibility to the same threats. Site to reduce susceptibility to similar
threat:
Mechanisms exist to identify and
mitigate potential accessibility
Alternate Identify potential accessibility problems to alternate Alternate problems to the alternate
CP-07(02) Processing Site | |processing sites in the event of an area-wide disruption| Functional Equal Processing Site BCD-09.2 |processing sites and possible 10
Accessibility or disaster and outlines explicit mitigation actions. Accessibility mitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
" " priority-of-service provisions in
CP-07(03) ;Egﬁf;sé?gsg\t’?cle :«li)t_gcat;caeilsa)bihty requirements (including recovery time Functional Equal Priority of Service BCD-09.3 f'etqe:iﬁg;tesr:igf)ﬁ:ctlfl;?r:?b”'ty 10
) . Recovery Time Objectives
(RTOs).

1 alternate telecommunications services, Mechanisms exist to reduce the
including necessary agreements to permit the likelihood of a single point of
resumption of [Assignment: organization-defined Telecommunication Ifailure with primary

cp-08 Telecommunication [system operations] for essential mission and business Functional |Intersects With| < Services BCD-10 [telecommunications services. 5
s Services functions within [Assignment: organization-defined Availabilit
time period] when the primary telecommunications Yy
capabilities are unavailable at either the primary or
alternate processing or storage sites.
@ DEVETUp PriTIaTy aTTa anteT ate TeTeToTTITuCatoTT - -
service agreements that contain priority-of-service I:I_?;h:rym?:"‘; :Itlesrtntaci;ormallze
Telecommunication {’.”“l’iﬂ‘?”s in acc"’df.”ce Wbi.th f."a"?bi“té’b'esu"e’“f"ts Tel cati telecommunications service
. =ity |(including recovery time objectives); andb. Reques ‘elecommunication Paariia
cp-0go1)  |S Services | Priority g iecommunications Service Priority for all Functional Equal | Priority of Service | BCD-10.1 [29reements contain priority.of- 10
of Service - i : y ! service provisions that support
Provisions telecommunications services used_ for national security Provisions availability requirements
emergency preparedn_ess _|f the primary and/or . including Recovery Time'
alternate te\ecqmmumcatlons services are provided by Objectives (RTOs).
Telecommunication [Obtain alternate telecommunications services to Telecommunication likalihood of :25"( [|Z reo?:“tcifme
CP-08(02) s Se_rvices | Single rgduce the likelihood of shariljg a single point of failure| Functional |Intersects With s Sgrvi_cgs BCD-10 failure with prima?y P 5
Points of Failure |with primary telecommunications services. Availability telecammunicatians service:
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
components] [Assignment: organization-defined "
frequency consistent with recovery time and recovery giﬁﬁﬁ:‘s?:ciﬁlsgﬁﬁ;te
point objectives];b. Conduct backups of system-level softwaregandlurps stem iﬁa es
information contained in the system [Assignment: as well as verif J‘e inte ritg of’
CP-09 s organization-defined frequency consistent with : Y grity
- ystem Backup 4 o . Functional [Intersects With| Data Backups BCD-11 |these backups, to ensure the 5
recovery time and recovery point objectives];c. availability of the data to satisfy
Conduct backups of system documentation, including Recovery Time Objectives (RTOs)
security- and privacy-related documentation and Recgve Poinjt Objectives
[Assignment: organization-defined frequency (RPOS) ry )
consistent with recovery time and recovery point :
objectives]; andd. Protect the confidentiality, integrity,
and availability of backup information.
System Backup | ) i i N i Mechanisms exist to rqutmely
Testing for Test backup information [Assignment: organization- Testing for test backups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & BCD-11.1 |reliability of the backup process, 10
Integrity information integrity. Integrity as well as the integrity and
i of the data
Mechanisms exist to store
System Backup | Store baclfl{p copies of [Assignment: organizatior\» backup copies o_f critical software
Separate Storage defined ‘CI‘ItICa| system software and qt‘her securlgy- ) Separate Storage land other security-related
CP-09(03) for Critical related |nformat|on] in a separate faclllt‘y orin a fire Functional Equal for Crltlc_al BCD-11.2 |information in a separate facility 10
Information rated container that is not collocated with the Information or in a fire-rated container that is
operational system. not collocated with the system
being backed up.
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
System Recovery system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 and Reconstitution organization-defined time period consistent with Functional (Intersects With| Services (TAAS) BCD-12 Assets, Applications and/or 5
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or;
Mechanisms exist to facilitate the|
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery isystem to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 and Reconstitution organization-defined time period consistent with Functional |Intersects With| Management BCD-01 |Applications and/or Services 5
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. (Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Provide for the recovery and reconstitution of the Mechanisms exist to facilitate
System Recovery system to a known state within [Assignment: Recovery Time / recovery operations in
CP-10 and Reconstitution organization-defined time period consistent with Functional |Intersects With| Point Objectives BCD-01.4 |accordance with Recovery Time 5
recovery time and recovery point objectives] after a (RTO / RPO) (Objectives (RTOs) and Recovery
disruption. compromise. or failure. PQint Qhiectives (RPQS)
ispecialized backup mechanisms
System Recovery [that will allow transaction
and Reconstitution ||Implement transaction recovery for systems that are . Transaction recovery for transaction-based
CP-10(02) Transaction transaction-based. Functional Equal Recovery BCD-12.1 [Technology Assets, Applications 10
Recovery land/or Services (TAAS) in
laccordance with Recovery Point
linckiviac (DD
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is .
consistent with applicable laws, executive orders, Dslleeglra‘p\s?;r:xllisatnté)erzwew the
directives, regulations, policies, standards, and Reswlier)(c'e Propram (SCRP)
guidelines; and2. Procedures to facilitate the Periodic Review & including polic?es standarés and
Policy and implementation of the identification and authentication " Update of Security, i .
1A-01 Procedures policy and the associated identification and Functional intersects With Compliance & GOV-03 p:o‘fceidl;r;is, antt pl:n:ed |ntervratls 5
authentication controls;b. Designate an [Assignment: Resilience Program gnsu?'egthe?raco;tir?ui?wes occurto
organization-defined official] to manage the suitability, adequacy agnd
development, documentation, and dissemination of the| eﬁectivenéss
identification and authentication policy and .
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
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FDE Name Focal Document Ele!
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy tha
IAddresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate the
Policy and implementation of the identification and authentication N Identity & Access implementation of identification
1A-01 Procedures policy and the associated identification and Functional Subset Of Management (IAM) IAC-01 land access management 10
authentication controls;b. Designate an [Assignment: icontrols.
organization-defined official] to manage the
development, documentation, and dissemination of the|
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
guidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the identification and authentication . Compliance & policies, standards and
1A-01 Procedures policy and the associated identification and Functional _ fIntersects With Resilience GOv-02 procedures necessary for secure, 5
authentication controls;b. Designate an [Assignment: Documentation icompliant and resilient
organization-defined official] to manage the icapabilities.
development, documentation, and dissemination of the|
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
Mechanisms exist to uniquely
Identification and . N . . - Identification & identify and centrally
1A-02 Authentication g:(‘iq:seslgc‘getznt?airx‘f:‘;ﬂ??ulii?éiaonrg:r\‘nlﬁfrfl;?;c‘eussseerss Functional Equal Authentication for | ¢ oy  (Authenticate, Authorize and 10
(organizational acting on behalf of those users Organizational /Audit (AAA) organizational users
Users) . Users land processes acting on behalf of|
organizational users.
|Automated mechanisms exist to
lenforce Multi-Factor
Identification and |Authentication (MFA) for:
Authentication : (1) Remote network access;
i - Multi-Factor f
(organizational  |Implement multi-factor authentication for access to . N (2) Third-party Technolo
1A-02(01) Users% | Multi-factor prisileged accounts. Functional intersects With|  Authentication IAC-06 |Assets, Agplicyations and?gr 5
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
[TAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to . N Local Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor|privileged accounts. Functional  (Intersects With) Privileged Accounts 1AC-06.3 lauthenticate local access for 5
F’Autlhentci‘c:tion to privileged accounts.
rivileged Accounts
Mechanisms exist to imit the use
of commercially-provided
- Information Assurance (IA) and
Id:Stt;‘f;cnanr;i:;‘d n " IA-ednaliletdh\Tt ;;mdugts to those
v — nformation products that have been
1A-02(01) U (organlzatl_ona\ Imp!ement multi-factor authentication for access to Functional |Intersects With| Assurance Enabled | TDA-02.2 [successfully evaluated against a 5
sers) | Multi-factor [privileged accounts. N
et Products National Information Assurance
Pﬁtitlze:tt;c:xt:?;‘utnots partnership (NIAP)-approved
9 Protection Profile or the
icryptographic module is FIPS-
alidated or NSA-
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication Out-of-Band Multi- for access to privileged and non-
(organizational [Implement multi-factor authentication for access to ) privileged accounts such that
1A-02(01) Users) | Multi-factor [privileged accounts. Functional Intersects With Factor IAC-06.4 |he of the factors is 5
Authentication to Authentication independently provided by a
Privileged Accounts device separate from the system
being accessed.
Identification and
Authentication Mechanisms exist to utilize Multi-
(organizational |Implement multi-factor authentication for access to " Network Access to Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor |privileged accounts. Functional |intersects With Privileged Accounts 1AC-06.1 lauthenticate network access for 5
PA‘u_tlhent(;cAation tot privileged accounts.
rivileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
o : Network Access to ati
(organizational Implement multi-factor authentication for access to : M Factor Authentication (MFA) to
1A-02(01) Users) | Multi-factor privileged accounts. Functional |intersects With NOR’PrIV':‘etQEG IAC-06.2 | 5 thenticate network access for 5
Autlhentci‘catiun to ccounts non-privileged accounts.
Privileged Accounts
IdAeSttr"fécnat?c(;zigzd » " |Automated mechanizm; ex(:st to
R P Hardware Token- lensure organization-define
1A-02(01) Us(eﬁgg)ﬁnhldzxfltzf,fgi‘tor me:;";gg;&ﬂﬂ;‘ftﬁ;tor authentication for access to Functional |Intersects With| Based IAC-10.7 |[token quality requirements are 5
Authentication to . Authentication satisfied for hardware token-
Privileged Accounts based authentication.
Mechanisms exist to imit the use
of commercially-provided
Identification and Information Assurance (IA) and
Authentication IA-enabled IT products to those
(organizational PR Information products that have been
1A-02(02) Users) | Multi-factor Ir:v;r[ﬂerrri\‘j‘net r:g\;\C—iaocl:g:sauthentlcatlon for access to Functional (Intersects With| Assurance Enabled | TDA-02.2 |successfully evaluated against a 5
Authentication to P 9 . Products National Information Assurance
Non-privileged partnership (NIAP)-approved
Accounts Protection Profile or the
icryptographic module is FIPS-
alidated or NSA-
Identification and
Authentication . ; i ;
vt Mechanisms exist to utilize Multi-
(organizational |, ., : P Network Access to Py
: plement multi-factor authentication for access to : b Factor Authentication (MFA) to
1A-02(02) U/ii?h)elr\:?:alttligictfr non-privileged accounts. Functional |Intersects With No;\\—cPcn'é\‘/Jlrl]etged IAC-06.2 authenticate network access for 5
Non-privi non-privileged accounts.
lon-privileged
Accounts
e Mechanisms exist to implement
Identification and Ml Factor Authentication (MFA)
(organizational - Out-of-Band Multi- or access [o privieged and non-
1A-02(02) Users) | Multi-factor Implement multi-factor authentication for access to Functional |Intersects With| Factor |AC-06.4 [Privileged accounts such that 5
Authentication to non-privileged accounts. Authentication one of the factors is
Non-privileged independently provided by a
Accounts device separate from the system
being accessed.
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FDE Name Focal Document Ele!

Identification and

Authentication |Automated mechanisms exist to
(organizational - Hardware Token- lensure organization-defined
1A-02(02) Users) | Multi-factor LmogleW\i\net rgéi\;\éfcaocjztrsauthentlcatlon for access to Functional [Intersects With| Based IAC-10.7 |token quality requirements are 5
Authentication to P! 9 : Authentication satisfied for hardware token-
Non-privileged based authentication.
Accounts
Identification and Mechanisms exist to utilize Multi-
Authentication Factor Authentication (MFA) to
(organizational Implement multi-factor authentication for access to Network Access to authenticate network access for

1A-02(02) Users) | Multi-factor Functional [Intersects With|
Authentication to
Non-privileged
Accounts

IAC-06.1 |privileged accounts. 5

non-privileged accounts. Privileged Accounts

|Automated mechanisms exist to

PP lenforce Multi-Factor

Identification and lAuthentication (MFA) for:
(organizational Multi-Factor (1) Remote network access;

10 Implement multi-factor authentication for access to ) : (2) Third-party Technology
1A-02(02) Users) | Multi-factor non-privileged accounts. Functional |Intersects With| ~ Authentication IAC-06 |\ Ccets, Applications andjor
Authentication to (MFA) Servi TAAS): and

Non-privileged ervices ( ); and/ or N
Accounts (3) Non-console access to critical
[TAAS that store, transmit and/or
process sensitive/regulated data.

Identification and
Authentication
(organizational

1A-02(02) Users) | Multi-factor

Authentication to
Non-privileged

Mechanisms exist to utilize Multi-
Implement multi-factor authentication for access to : Local Access to Factor Authentication (MFA) to

non-privileged accounts. Functional _fIntersects With Privileged Accounts IAC-06.3 lauthenticate local access for 5
privileged accounts.

Accounts
- - No Withdrawn in NIST SP 800-53 R5
I1A-02(03) N/A Withdrawn Functional | oo \ationshi N/A N/A N/A 0
Identification and
(organicaonl [When shared accounisofathendcators are il o be authentated
1A-02(05) Users) | Individual [STPIoyed. req 4 Functional Equal P IAC-02.1 |with an individual authenticator 10

authenticated before granting access to the shared Authentication

Authentication with accounts or resources. wf_\gn a group authenticator is
Group utilized.

Authentication
Identification and
Authentication
(organizational

Implement replay-resistant authentication mechanisms |Automated mechanisms exist to

Replay-Resistant

IA-02(08) for access to [Selection (one or more): privileged Functional Equal N IAC-02.2 |employ replay-resistant 10
Users) | Access to N P Authentication .
Accounts — Replay accounts; non-privileged accounts]. lauthentication.
Resistant
= 3 No \Withdrawn in NIST SP 800-53 R5
1A-02(11) N/A Withdrawn Functional Relationship. N/A N/A N/A 0

Identification and

Authentication Mechanisms exist to accept and

Acceptance of PIV lelectronically verify

Htica IAccept and electronically verify Personal Identity )
1A-02(12) Usfe?;g)’?'xﬁgs?:rlce \Verification-compliant credentials. Functional |Intersects With Credentials IAC-02.3 lorganizational Personal Identity 5
of PIV Credentials |Verification (PIV) credentials.
Mechanisms exist to uniquely
identify and centrally
" Uniquely identify and authenticate [Assignment: e Authenticate, Authorize and
Device A N ¢ : Identification &
e organization-defined devices and/or types of devices] . : Audit (AAA) devices before
1A-03 IdAeSttrl‘f;cna;::oar;ig:d before establishing a [Selection (one or more): local; Functional |intersects With Authe[;\et\llciis:n for IAC-04 establishing a connection using 5
remote; network] connection. bidirectional authentication that
is cryptographically- based and
replay resistant.
MTETTaYE Sy STETT TUENUTETS Uy -a REeTETvIng
authorization from [Assignment: organization-defined .
personnel or roles] to assign an individual, group, role, g:\fgraﬂﬁ':i::'s: ;%tSISZrC\EI\Zate
\dentifier iservice, or device identifier;b. Selecting an identifier Authenticate, |Authorize and Audit (AAA) "
1A-04 M that identifies an individual, group, role, service, or Functional [Intersects With|Authorize and Audit| 1AC-01.2 : 5
lanagement device: P : e \ solutions, both on-premises and
evice;c. Assigning the identifier to the intended (AAA) those hosted by an External
individual, group, role, service, or device; andd. Service Provider (ESP)
Preventing reuse of identifiers for [Assignment: :
PrRAESRtaftaeftiAaRAehecevmy
authorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role, Mechanisms exist to govern
\dentifier iservice, or device identifier;b. Selecting an identifier Identifier naming standards for usernames
1A-04 Management that identifies an individual, group, role, service, or Functional (Intersects With| Management (User IAC-09 |and Technology Assets, 5
device;c. Assigning the identifier to the intended Names) |Applications and/or Services
individual, group, role, service, or device; andd. (TAAS).
Preventing reuse of identifiers for [Assignment:
i dafinad tima narindl
Mechanisms exist to strictly
Identifier Manage individual identifiers by uniquely identifying Authenticate, zﬁzﬁ;?iztzZ#siﬂ;ﬁ“&:ﬁ‘cate’
1A-04(04) Management | |each individual as [Assignment: organization-defined Functional [Intersects With|Authorize and Audit| 1AC-01.2 \uti both d 5
Identify User Status|characteristic identifying individual status]. (AAA) solutions, both on-premises an
[those hosted by an External
Service Provider (ESP).
Identifier Manage individual identifiers by uniquely identifying User Identity (ID) preocpearnn‘lzr:rswc?;:tiﬁgaiinosr:‘lre
I1A-04(04) Management | |each ind\\(id_ua}l as [‘As‘signme‘n_t: organization-defined Functional |Intersects With Managemyent IAC-09.1 management for non-consumer 5
Identify User Status|characteristic identifying individual status]. \icers and administratar
Identifier Manage individual identifiers by uniquely identifying ?;ftﬁ:?t‘zZsai)élsottthoe‘rdt:?rtc‘jf—y art
I1A-04(04) Management | |each ind\\(id_ua}l as [‘As‘signme‘n_t: organization-defined Functional |Intersects With|Identity User Status| 1AC-09.2 Users through unique usernapmey 5
Identify User Status|characteristic identifying individual status]. characteristics.
T T OUTTETTtCaTUTS Ty e Ve Ty g oS par -
of the initial authenticator distribution, the identity of Mechanisms exist to ensure
the individual, group, role, service, or device receiving default authenticators are
the authenticator;b. Establishing initial authenticator changed as part of account.
content for any authenticators issued by the creation or system installation.
organization;c. Ensuring that authenticators have
isufficient strength of mechanism for their intended
use;d. Establishing and implementing administrative
procedures for initial authenticator distribution, for lost
. or compromised or damaged authenticators, and for
IA-05 /:/Il;t::ng;aet:{ revoking authenticators;e. Changing default Functional [Intersects With| Autr?eer:taiﬁlattors IAC-10.8 5
g authenticators prior to first use;f. Changing or
refreshing authenticators [Assignment: organization-
defined time period by authenticator type] or when
[Assignment: organization-defined events] occur;g.
Protecting authenticator content from unauthorized
disclosure and modification;h. Requiring individuals to
take, and having devices implement, specific controls
to protect authenticators; andi. Changing
authenticators for group or role accounts when
For password-based authentication:a. Maintain a list of
commonly-used, expected, or compromised passwords
and update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the .
list of commonly-used, expected, or compromised ﬁgtgmtnidﬂ?sszys exist to
Suthentlcator passwords in IA—5_(1)(a),c. Transmit passwn?rds only Automated Support authenticators are sufficiently
1A-05(01) anagement | - jover cryptographically-protected channels;d. Store Functional |Intersects With|  For Password IAC-10.4 [strong enough to satisfy 5
Password-based [passwords using an approved salted key derivation y .
Strength lorganization-defined password

Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
andh. Enforce the following composition and
complexity rules: [Assignment: organization-defined
composition and complexity rules].

length and complexity
requirements.
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Management |

Focal Document Element (FDE) Description

For password-based authentication:a. Maintain a list of
commonly-used, expected, or compromised passwords
and update the list [Assignment: organization-defined
frequency] and when organizational passwords are
isuspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the
list of commonly-used, expected, or compromised
passwords in I1A-5(1)(a);c. Transmit passwords only
over cryptographically-protected channe Store

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Password-Based

Mechanisms exist to enforce
icomplexity, length and lifespan
iconsiderations to ensure strong
criteria for password-based
lauthentication.

version 2026.1_x000a_03/27/2026

policy and the associated incident response controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

following [Assignment: organization-defined events].

IA-05(01) Password-based [passwords using an approved salted key derivation Functional Intersects With Authentication 1AC-10.1 5
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
andh. Enforce the following composition and
complexity rules: [Assignment: organization-defined
composition and complexity rules]
For password-based authentication:a. Maintain a list of
commonly-used, expected, or compromised passwords
and update the list [Assignment: organization-defined
frequency] and when organizational passwords are
suspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, that the passwords are not found on the Mechanisms exist to:
list of commonly-used, expected, or compromised (1) Securely manage
Authenticator  [passwords in I1A-5(1)(a);c. Transmit passwords only lauthenticators for users and
Management | |over cryptographically-protected channels;d. Store : Authenticator devices; and
1A-05(01) Password-based [passwords using an approved salted key derivation Functional intersects With Management IAC-10 (2) Ensure the strength of 5
Authentication  [function, preferably using a keyed hash;e. Require lauthentication is appropriate to
immediate selection of a new password upon account the classification of the data
recovery;f. Allow user selection of long passwords and being accessed.
passphrases, including spaces and all printable
characters;g. Employ automated tools to assist the
user in selecting strong password authenticators;
andh. Enforce the following composition and
complexity rules: [Assignment: organization-defined
composition and complexity rules].
@ F ation: I, ENTOTCe
authorized access to the corresponding private key; .
and2. Map the authenticated identity to the account of C:ﬁzgl:tignr‘"ﬁefahfe:‘sbms exist to
Suthenticator‘ thfe individual ?glg;oup; agdlb.\\llvrsn pubhc;ey b pKi-Based constructing and veri%{ing a
lanagement infrastructure is used:1. Validate certificates by : -Base PO
1A-05(02) Public Key-based |constructing and verifying a certification path to an Functional Equal Authentication IAC-10.2 Eertltﬁcatl’;:n patlh ;c_) an arl'ccekpted 10
Authentication |accepted trust anchor, including checking certificate ruri.ﬁani Drt'rt'c U 'f"g c (:_c mfg
status information; and2. Implement a local cache of ;eKI Lca de S! athus 't'.‘ c{ma fon for
revocation data to support path discovery and -based authentication.
alidation No \Withdrawn in NIST SP 800-53 R5
i Ny i wn in -
1A-05(03) N/A Withdrawn Functional Relationship N/A N/A N/A 0
B : o \Withdrawn in NIST SP 800-53 R5
1A-05(04) N/A Withdrawn Functional Relationship. N/A N/A N/tAt - 0
- Mechanisms exist to protec
S::‘!egnet:::n:r‘ Protect authenticators commensurate with the security Protection of lauthenticators commensurate
IA-05(06) Protection of category of the information to which use of the Functional |Intersects With Authenticators IAC-10.5 |with the sensitivity of the 5
Authenticators authenticator permits access. information to which use of the
authenticator permits acce:
Authenticator Mechanisms exist to ensure that
Management | No |[Ensure that unencrypted static authenticators are not No Embedded unencrypted, static
IA-05(07) Embedded embedded in applications or other forms of static Functional Equal Unencrypted Static| IAC-10.6 [authenticators are not embedded,| 10
Unencrypted Static |storage. Authenticators in applications, scripts or stored
Authenticators lon function keys.
o : No \Withdrawn in NIST SP 800-53 R5
IA-05(11) N/A Withdrawn Functional Relationship N/A N/A N/A 0
Mechanisms exist to obscure the
Obscure feedback of authentication information during feedback of authentication
Authentication the authentication process to protect the information Authenticator information during the
1A-06 Feedback from possible exploitation and use by unauthorized | Functional Equal Feedbac IAC-11  |authentication process to protect| 10
individuals, the information from possible
. exploitation/use by unauthorized
individuals.
Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
1A-07 Module applicable laws, executive orders, directives, policies, | Functional |Intersects With| Module IAC-12 applicable statutory, regulatory 5
Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
authentication. security strength.
Tmplement mechanisms for authentication to a Automated
Cryptographic cryptographic module that meet the requirements of Authentication Automated mechanisms exist to
1A-07 Module applicable laws, executive orders, directives, policies, | Functional [Intersects With Through CRY-02 enable systems to authenticate 5
Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication Modules
Mechanisms exist to uniquely
Identification and . : " : - Identification & identify and centrally
1A-08 Authentication | U0 e o e benar oo | Functional Equal | futhentication for | ,c o3 | Authenticate, Authorize and 10
(non-organizational organizational users. Non-Organizational Audit (AAA) third-party users and
Users) : Users processes that provide services
to the organization.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws, " "
executive orders, qire_ct\v?s, regulations, policies, Publishing Security, m?:taari]n"\sran:de;ilssstetr%iensattaebHSh'
Policy and standards, and guidelines; and2. Procedures to Compliance & policies, standards and
IR-01 Procedures fac!litate the implem‘entatwlon of the incident response Functional |Intersects With| Resilience GOV-02 proceddres necessary for secure, 5
poll_cy and the associated |r1c\dent_ response icontrols,b. Documentation lcompliant and resilient
Designate an [Assignment: organization-defined capabilities
official] to manage the development, documentation, .
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to Mechanisms exist to implement
[Assignment: organization-defined personnel or land govern processes and
roles]:1. [Selection (one or more): Organization-level; idocumentation to facilitate an
Mission/business process-level; System-level] incident lorganization-wide response
response policy that:a. Addresses purpose, scope, icapability for cybersecurity and
roles, responsibilities, management commitment, data protection-related incidents.
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
. istandards, and guidelines; and2. Procedures to .
IR-01 :r(())“cceydfllr"eds facilitate the implementation of the incident response Functional Subset Of Incltioepr;tr:teizggnse IRO-01 10
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a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] incident

response policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

coordination among organizational entities, and

compliance; andb. Is consistent with applicable laws, "

executive orders, directives, regulations, policies, Mechanisms exist to rggularly

ideli ) review and modify incident

Policy and istandards, and guidelines; and2. Procedures to response practices to incorporate

IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With| IRP Update IRO-04.2 lessons learned, business 5
policy and the associated incident response controls;b. process changeé and industry
Designate an [Assignment: organization-defined developments, as necessar
official] to manage the development, documentation, P " v
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] incident

response policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

coordination among organizational entities, and

compliance; andb. Is consistent with applicable laws, . . N

executive orders, directives, regulations, policies, Ei;g:?‘zr:rsn:é'ﬁ;%‘gﬁg:—}’l);:‘agte
Policy and istandards, and guidelines; and2. Procedures to Root Cause Analysis| and resolving cybersecurity and

IR-01 Procedures facilitate the implementation of the incident response Functional (Intersects With| (RCA) & Lessons IRO-13 data protection incidents to 5
policy and the associated incident response controls;b. Learned reduce the likelihood or impact off
Designate an [Assignment: organization-defined lfuture incidents.
official] to manage the development, documentation, .
and dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] incident

response policy that:a. Addresses purpose, scope,

roles, responsibilities, management commitment,

coordination among organizational entities, and Mechanisms exist to review the

compliance; andb. Is consistent with applicable laws, Security, Compliance &

executive orders, directives, regulations, policies, Periodic Review & Resilience Program (SCRP),
Policy and istandards, and guidelines; and2. Procedures to Update of Security. including policies, standards and

IR-01 Procedures facilitate the implementation of the incident response Functional |Intersects With| Compliance & 'l GOV-03 |procedures, at planned intervals 5
policy and the associated incident response controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the incident response policy and effectiveness.
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

a. Provide incident response training to system users Mechanisms exist to train
consistent with assigned roles and responsibilities:1. personnel in their incident
\Within [Assignment: organization-defined time period] response F°|95 and
of assuming an incident response role or responsibility responsibilities.

Incident Response |or acquiring system access;2. When required by " Incident Response

IR-02 Training system changes; and3. [Assignment: organization- Functional |intersects With Training IRO-05 5
defined frequency] thereafter; andb. Review and
update incident response training content
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Mechanisms exist to formally test]|
[Test the effectiveness of the incident response incident response capabilities
Incident Response |capability for the system [Assignment: organization- : Incident Response through realistic exercises to

IR-03 Testing defined frequency] using the following tests: Functional _fIntersects With Testing IRC-06 determine the operational 5

[Assignment: organization-defined tests]. effectiveness of those
capabilities.
Incident Response Mechanisms exist to coordinate
Testing | Coordinate incident response testing with . Coordination with incident response testing with
IR-03(02) Coordination with |organizational elements responsible for related plans. Functional Equal Related Plans 1RO-06.1 lorganizational elements 10

Related Plans responsible for related plans.

@. Implement an incident handling capability for

incidents that is consistent with the incident response

plan and includes preparation, detection and analysis, Mechanisms exist to cover:

containment, eradication, and recovery;b. Coordinate (1) Preparation;

incident handling activities with contingency planning (2) Automated event detection or|
" activities;c. Incorporate lessons learned from ongoing " " manual incident report intake;

IR-04 Incident Handling incident handling activities into incident response Functional Equal Incident Handling IRO-02 (3) Analysis; 10
procedures, training, and testing, and implement the (4) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
activities are comparable and predictable across the
organization.

Incident Handling | |Support the incident handling process using Automated Incident |Automated mechanisms exist to
IR-04(01) Automated Incident|[Assignment: organization-defined automated Functional Equal Handling Processes IRO-02.1 [support the incident handling 10
Handling Processes |mechanisms]. process.
Mechanisms exist to document,
monitor and report the status of
Situational icybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For IRO-09 |protection incidents to internal 10
Incidents istakeholders all the way through
the resolution of the incident.
a. Require personnel to report suspected incidents to Mechamsms exist to timely-
the organizational incident response capability within Incident report incidents to applicable:

IR-06 Incident Reporting |[Assignment: organization-defined time period]; andb. Functional |Intersects With Stakeholder IRO-10  |(1) Internal sta_kehu\der§; 5
Report incident information to [Assignment: Reporting (pza)rt’?::':;iﬂ clients & third-
organization-defined authorities]. (3) Reaulatory autharitie:

a. Requ\re_ personnel t_o report suspected incident: t_o Mechanisms exist to maintain
the organizational incident response capability within Regulatory & Law incident response contacts with

IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. Functional [Intersects With| Enforcement IRO-14 applicable regulatory and law 5
gfw&?egsswgnment Contacts lenforcement agencies.
he onganizationalincident resporie capabily within Contacts with Mechanisms exst to identity and

IR-06 Incident Reporting [Assign_me_nt: organizat\o_n-deﬁned time per‘iod]', andb. Functional |Intersects With| Authorities GOV-06 with relevanpérilawpenforcement 5
Report incident information to [Assignment: land regulatory bodies.
oraanization-defined authorities] 9 b4 -

Incident Reporting | Report incidents using [Assignment: organization- Automated Aut‘om‘ated mechamsms existto
. - i - assist in the reporting of
IR-06(01) A;et:g\r;;egd defined automated mechanisms]. Functional Equal Reporting IRO-10.1 cyberse_cur_ity_apnd dagta 10
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral assistance to users of
Incident Response |to the organizational incident response capability, that . Incident Reporting Technology Assets, Applications
IR-07 Assistance offers advice and assistance to users of the system for Functional Equal Assistance IRO-11 and/or Services (TAAS) for the 10
the handling and reporting of incidents. handling and reporting of actual
and potential cybersecurity and
data protection incidents.
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FDE Name Focal Document Ele!

can
|Automated mechanisms exist to
increase the availability of
incident response-related
IRO-11.1 [information and support. 10

Incident Response
Assistance |
Automation Support|
for Availability of
Information and
Support

Automation Support|
of Availability of
Information /
Support

Increase the availability of incident response
information and support using [Assignment: Functional Equal
organization-defined automated mechanisms].

IR-07(01)

a. Establish a direct, cooperative relationship between Mechanisms exist to establish a
its incident response capability and external providers Coordination With direct, cooperative relationship
of system protection capability; andb. Identify Functional Equal External Providers IRO-11.2 |between the organization's 10
organizational incident response team members to the incident response capability and
external providers. lexternal service providers.

a. Develop an incident response plan that:1. Provides
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;4.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information;9. Is
reviewed and approved by [Assignment: organization-
defined personnel or roles] [Assignment: organization- | Functional Equal
defined frequencyl; and10. Explicitly designates
responsibility for incident response to [Assignment:
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment:
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
from ynanthgrizsd-disciosaand modification

RO SR TGH O 20PN AEEARS
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the
information spill using a method of communication not Sensitive /
associated with the spill;d. Isolating the contaminated | Functional [Intersects With| Regulated Data IRO-12

system or system component;e. Eradicating the Spill Response
information from the contaminated system or
component;f. Identifying other systems or system
components that may have been subsequently
contaminated; andg. Performing the following
additional actions: [Assignment: organization-defined
respoTTToT TaTOTT P By s sTgT
[Assignment: organization-defined personnel or roles]
\with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the
information spill using a method of communication not
associated with the spill;d. Isolating the contaminated Functional [Intersects With|
isystem or system component;e. Eradicating the
information from the contaminated system or
component;f. Identifying other systems or system
components that may have been subsequently
contaminated; andg. Performing the following
additional actions: [Assignment: organization-defined
tinncl

Incident Response
Assistance |
Coordination with
External Providers

IR-07(02)

Mechanisms exist to maintain

land make available a current and|

viable Incident Response Plan
(IRP) to all stakeholders.

Incident Response
Plan (IRP) IRO-04 10

Incident Response
IR-08 Plan

Mechanisms exist to respond to
sensitive/regulated data spills.

Information Spillage|

IR-09 Response

Sensitive / Mechanisms exist to formally
Regulated Data RO-12.1 assign personnel or roles with 5
Spill Responsible " |responsibility for responding to
Personnel sensitive/regulated data spills.

Information Spillage|

IR-09 Response

n o No! \Withdrawn in NIST SP 800-53 R5
IR-09(01) N/A Withdrawn Functional Relationship N/A N/A N/A 0

Mechanisms exist to ensure
Sensitive / incident response training

Functional Equal Regulated Data IRO-12.2 |material provides coverage for 10
Spill Training sensitive/regulated data spillage

response.
MECTIAMTSITTS EXTST [0 EMSUTe et

lorganizational personnel
impacted by sensitive/regulated
Post-Sensitive / data spills can continue to carry

contaminated systems are undergoing corrective Functional Equal ge.?lucl)ated It?ata IRO-12.3 OuttBSSI‘gn:ddt?'SkiWhI”e 10
actions: [Assignment: organization-defined pill Operations contaminated Technology
|Assets, Applications and/or

procedures]. Services (TAAS) are undergoing

Tnformation Spillage| ensitive / mféﬁgﬁm to address
Response | Employ the following controls for personnel exposed to Regulated Data security safeguards for personnel
IR-09(04) Exposure to information not within assigned access authorizations: | Functional Equal Exposure to IRO-12.4 |exposed to sensitive/regulated 10
Unauthorized [Assignment: organization-defined controls]. Unauthorized data that is not within their
Personnel Personnel assianed access authorization:
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies, Mechanisms exist to develop,
istandards, and guidelines; and2. Procedures to disseminate, review & update
facilitate the implementation of the maintenance Functional Subset Of MNT-01 |procedures to facilitate the 10
policy and the associated maintenance controls;b. implementation of maintenance
Designate an [Assignment: organization-defined icontrols across the enterprise.
official] to manage the development, documentation,
and dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies, Mechanisms exist to require
istandards, and guidelines; and2. Procedures to Remote maintenance personnel to notify
facilitate the implementation of the maintenance Functional |Intersects With| Maintenance MNT-05.2 [affected stakeholders when 5
policy and the associated maintenance controls;b. Notifications remote, non-local maintenance is
Designate an [Assignment: organization-defined planned (e.g., date/time).
official] to manage the development, documentation,
and dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Information Spillage|Provide information spillage response training

IR-09(02) Response | Training|[Assignment: organization-defined frequency].

Implement the following procedures to ensure that
organizational personnel impacted by information spills|

Information Spillage) can continue to carry out assigned tasks while

IR-09(03) Response | Post-
spill Operations

Maintenance
Operations

Policy and

MA-01 Procedures

Policy and

MA-01 Procedures
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Set Theory Relationship Mapping (STRM)

MA-01

FDE Name

Policy and
Procedures

Focal Document Element (FDE) Description

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Intersects With|

Auditing Remote
Maintenance

MNT-05.1

Mechanisms exist to audit
remote, non-local maintenance
land diagnostic sessions, as well
as review the maintenance
laction performed during remote
maintenance sessions.

version 2026.1_x000a_03/27/2026

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

MA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
policy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the maintenance policy and
procedures; andc. Review and update the current
maintenance:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
icapabilities.

MA-02

Controlled
Maintenance

maintenance, repair, and replacement on system
components in accordance with manufacturer or
\vendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
whether the system or system components are
serviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
the system or system components from organizational
facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the

information from associated media prior to
removal from organizational facilities for off-site
maintenance, repair, or replacement: [Assignment:
organization-defined information];e. Check all
potentially impacted controls to verify that the controls
are still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
following information in organizational maintenance
records: [Assignment: organization-defined

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
controlled maintenance activities
throughout the lifecycle of the
[Technology Asset, Application
land/or Service (TAAS).

10

MA-03

Maintenance Tools

@. Approve, CONtrol, and MONITor te USe of System
maintenance tools; andb. Review previously approved
lsystem maintenance tools [Assignment: organization-
defined freauencvl

Functional

Intersects With|

Maintenance Tools

MNT-04

Mechanisms exist to control and
monitor the use of system
maintenance tools.

MA-03(01)

Maintenance Tools |
Inspect Tools

Inspect the maintenance tools used by maintenance
personnel for improper or unauthorized modifications.

Functional

Equal

Inspect Tools

MNT-04.1

Mechanisms exist to inspect
maintenance tools carried into a
facility by maintenance
personnel for improper or
unauthorized modifications.

10

MA-03(02)

Maintenance Tools |
Inspect Media

Check media containing diagnostic and test programs
for malicious code before the media are used in the
Isystem.

Functional

Equal

Inspect Media

MNT-04.2

Mechanisms exist to check media
icontaining diagnostic and test
programs for malicious code
before the media are used.

10

MA-03(03)

Maintenance Tools |
Prevent
Unauthorized
Removal

FTEVETIC T TETovaT UT TTTan e aTCe EquTpITeTTT
containing organizational information by:a. Verifying
that there is no organizational information contained
on the equipment;b. Sanitizing or destroying the
equipment;c. Retaining the equipment within the
facility; ord. Obtaining an exemption from
[Assignment: organization-defined personnel or roles]
explicitly authorizing removal of the equipment from
tho facil

Functional

Equal

Prevent
Unauthorized
Removal

MNT-04.3

Mechanisms exist to prevent or
icontrol the removal of equipment]|
undergoing maintenance that
icontains organizational
information.

10

MA-04

Nonlocal
Maintenance

&, KPPTOVE ana OO NONToCaT THaMMTenance and
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
isecurity plan for the system;c. Employ strong
authentication in the establishment of nonlocal
imaintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network

MA-04

Nonlocal
Maintenance

Functional

Intersects With|

Remote
Maintenance

MNT-05

Mechanisms exist to authorize,
monitor and control remote, non-
local maintenance and diagnostic|
lactivities.

connections when noplocal malgtenance is completed
@. Approve and mo enance ana
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the
security plan for the system;c. Employ strong
authentication in the establishment of nonlocal
maintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
connections wh i completed

MA-04

Nonlocal
Maintenance

Functional

Intersects With|

Remote
Maintenance
Notifications

MNT-05.2

Mechanisms exist to require
maintenance personnel to notify
affected stakeholders when
remote, non-local maintenance is
planned (e.g., date/time).

RS tnarcAnG
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
\with organizational policy and documented in the
security plan for the system;c. Employ strong
authentication in the establishment of nonlocal
imaintenance and diagnostic sessions;d. Maintain
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
cannections when nonlacal mai o is comnleted

Functional

Intersects With|

Auditing Remote
Maintenance

MNT-05.1

Mechanisms exist to audit
remote, non-local maintenance
land diagnostic sessions, as well
las review the maintenance
laction performed during remote
maintenance sessions.

MA-04(02)

N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5
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Set Theory Relationship Mapping (STRM)

MA-05

FDE Name

Maintenance
Personnel

Focal Document Ele!

a. Establish a process for maintenance personnel
authorization and maintain a list of authorized
maintenance organizations or personnel;b. Verify that
non-escorted personnel performing maintenance on
the system possess the required access authorizations;
andc. Designate organizational personnel with required
access authorizations and technical competence to
supervise the maintenance activities of personnel who
do not possess the required access authorizations.

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Authorized
Equal Maintenance
Personnel

MNT-06

Mechanisms exist to maintain a
current list of authorized
maintenance organizations or
personnel.

10

version 2026.1_x000a_03/27/2026

MA-05(01)

Maintenance
Personnel |
Individuals Without
Appropriate Access

a. Implement procedures for the use of maintenance
personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following
requirements:1. Maintenance personnel who do not
have needed access authorizations, clearances, or
formal access approvals are escorted and supervised
during the performance of maintenance and diagnostic
activities on the system by approved organizational
personnel who are fully cleared, have appropriate
access authorizations, and are technically qualified;
and2. Prior to initiating maintenance or diagnostic
activities by personnel who do not have needed access
authorizations, clearances or formal access approvals,
all volatile information storage components within the
system are sanitized and all nonvolatile storage media
are removed or physically disconnected from the
isystem and secured; andb. Develop and implement
[Assignment: organization-defined alternate controls]
in the event a system component cannot be sanitized,
removed, or disconnected from the system.

Functional

Maintenance
Intersects With| Personnel Without
Appropriate Access

MNT-06.1

Mechanisms exist to ensure the
risks associated with
maintenance personnel who do
not have appropriate access
lauthorizations, clearances or
[formal access approvals are
lappropriately mitigated.

MA-06

Timely Maintenance

Obtain maintenance support and/or spare parts for
[Assignment: organization-defined system
components] within [Assignment: organization-defined
time period] of failure.

Functional

Equal Timely Maintenance

MNT-03

Mechanisms exist to obtain
maintenance support and/or
ispare parts for Technology
|Assets, Applications and/or
Services (TAAS) within a defined
Recovery Time Objective (RTO).

10

MP-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Periodic Review &
Update of Security,
Compliance &
Resilience Program

Intersects With|

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
ensure their continuing
suitability, adequacy and
effectiveness.

MP-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of Data Protection

DCH-01

Mechanisms exist to facilitate the
implementation of data
protection controls.

10

MP-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the media protection
policy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Publishing Security,
Compliance &
Resilience
Documentation

Intersects With|

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
icapabilities.

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Intersects With| ~ Media Access

DCH-03

Mechanisms exist to control and
restrict access to digital and non-
digital media to authorized

MP-02

Media Access

Restrict access to [Assignment: organization-defined
types of digital and/or non-digital media] to
[Assignment: organization-defined personnel or roles].

Functional

Endpoint Device

Intersects With| Management (EDM)

END-01

Mechanisms exist to facilitate the
implementation of Endpoint
Device Management (EDM)
icantrol

MP-03

Media Marking

a. Mark system media indicating the distribution
limitations, handling caveats, and applicable security
markings (if any) of the information; andb. Exempt
[Assignment: organization-defined types of system
media] from marking if the media remain within
[Assignment: organization-defined controlled areas].

Functional

Intersects With|  Media Marking

DCH-04

Mechanisms exist to mark media
in accordance with data
protection requirements so that
personnel are alerted to
distribution limitations, handling
caveats and applicable security
requirements.

MP-03

Media Marking

a. Mark system media indicating the distribution
limitations, handling caveats, and applicable security
markings (if any) of the information; andb. Exempt
[Assignment: organization-defined types of system
media] from marking if the media remain within
[Assignment: organization-defined controlled areas].

Functional

Intersects With| Automated Marking

DCH-04.1

Automated mechanisms exist to
mark physical media and digital
files to indicate the distribution
limitations, handling
requirements and applicable
security markings (if any) of the
information to aid Data Loss
Prevention (DLP) technologies.

MP-04

Media Storage

a. Physically control and securely store [Assignment:
organization-defined types of digital and/or non-digital
media] within [Assignment: organization-defined
controlled areas]; andb. Protect system media types
defined in MP-4a until the media are destroyed or
isanitized using approved equipment, techniques, and
procedures.

Functional

Equal Media Storage

DCH-06

Mechanisms exist to:

(1) Physically control and
isecurely store digital and non-
digital media within controlled
lareas using organization-defined
security measures; and

(2) Protect system media until
[the media are destroyed or
lsanitized using approved
lequipment, techniques and

lprocedure:

10
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FDE Name Focal Document Ele!
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
organization-defined controls];b. Maintain Media control digital and non-digital

MP-05 Media Transport |accountability for system media during transport Functional Equal Transportation DCH-07 |media during transport outside of| 10
outside of controlled areas;c. Document activities P controlled areas using
associated with the transport of system media; andd. lappropriate security measures.
Restrict the activities associated with the transport of

tam madia t i
- q No \Withdrawn in NIST SP 800-53 R5
MP-05(04) N/A Withdrawn Functional Relationship N/A N/A N/A 0
a. Sanitize [Assignment: organization-defined system
imedia] prior to disposal, release out of organizational "
control, or release for reuse using [Assignment: Physical Media gliicZzg‘zgnésg:;tv:ﬁ::cituirsewo

MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With| yD' | DCH-08 \ P ired, using f I 5
procedures]; andb. Employ sanitization mechanisms Isposa ongegrequlre - using formal
with the strength and integrity commensurate with the procedures.
security category or classification of the information.

a. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
media] prior to disposal, release out of organizational isystem media with the strength
control, or release for reuse using [Assignment: System Media and integrity commensurate with

MP-06 Media Sanitization |organization-defined sanitization techniques and Functional |Intersects With g yet DCH-09 [the classification or sensitivity of 5

Ay ; anitization . ? N
procedures]; andb. Employ sanitization mechanisms the information prior to disposal,
with the strength and integrity commensurate with the release out of organizational
security category or classification of the information. icontrol or release for reuse.

a. Sanitize [Assignment: organization-defined system
imedia] prior to disposal, release out of organizational
control, or release for reuse using [Assignment: Sanitization of Mechanisms exist to facilitate the|
MP-06 Media Sanitization |organization-defined sanitization techniques and Functional [Intersects With| personal Data (PD) DCH-09.3 [sanitization of Personal Data 5
procedures]; andb. Employ sanitization mechanisms (PD).
\with the strength and integrity commensurate with the
lsecurity category or classification of the information.
Media Sanitization | System Media Mechanisms exist to supervise,
Review, Approve, |Review, approve, track, document, and verify media ) > track, document and verify
MP-06(01) Track, Document, |sanitization and disposal actions. Functional Equal polnitization DCH-09.1 |G\ stem media sanitization and 10
and Verify ocumentation disposal actions.
y | [les( anitzation equlpmen;afr:o [.:;(f)t_euulr: ' Mechanisms exist to test
Media Sanitization ||[Assignment: organization-defined frequency] to " " : iti i
MP-06(02) Equipment Testing |ensure that the intended sanitization is being Functional Equal Equipment Testing | DCH-09.2 ;?glctelzdajgg teoq\Llue;iirfnyemaatnt?]e 10
achieved " it
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
and environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and physical and environmental protection policy and the : Compliance & policies, standards and

PE-01 Procedures associated physical and environmental protection Functional  (Intersects With Resilience Gov-02 procedures necessary for secure, 5
controls;b. Designate an [Assignment: organization- Documentation icompliant and resilient
defined official] to manage the development, icapabilities.
documentation, and dissemination of the physical and
environmental protection policy and procedures; andc.

Review and update the current physical and

environmental protection:1. Policy [Assignment:

organization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] physical

and environmental protection policy that:a. Addresses

purpose, scope, roles, responsibilities, management

commitment, coordination among organizational

entities, and compliance; andb. Is consistent with

applicable laws, executive orders, directives,

regulations, policies, standards, and guidelines; and2.

Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and physical and environmental protection policy and the " . loperation of physical and

PE-01 Procedures associated physical and environmental protection Functional Subset Of Er;wr;)nrpental PES-0Llanvironmental protection 10
controls;b. Designate an [Assignment: organization- rotections controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
environmental protection policy and procedures; andc.

Review and update the current physical and

environmental protection:1. Policy [Assignment:

organization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

[Assignment: organization-defined personnel or

roles]:1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] physical

and environmental protection policy that:a. Addresses

purpose, scope, roles, responsibilities, management

commitment, coordination among organizational

entities, and compliance; andb. Is consistent with .

applicable laws, executive orders, directives, g::j‘r?tn‘S'gsmex;isatnté’ergwew the

regulations, policies, standards, and guidelines; and2. Resiliegc'e Propram (SCRP)

Procedures to facilitate the implementation of the Periodic Review & including polic?es standar(is and
Policy and physical and environmental protection policy and the . Update of Security, " !

PE-01 Procedures associated physical and environmental protection Functional |intersects With Compliance & GOv-03 profce_dur?is, att plﬁ"nm |ntervatls 5
controls;b. Designate an [Assignment: organization- Resilience Program gg‘suileg?ge?razcrftiﬁzignes occurto
defined official] to manage the development, suitability, adequac agnd
documentation, and dissemination of the physical and ffecti Y quacy
environmental protection policy and procedures; andc. effectiveness.

Review and update the current physical and

environmental protection:1. Policy [Assignment:

organization-defined frequency] and following

[Assignment: organization-defined events]; and2.

Procedures [Assignment: organization-defined

frequency] and following [Assignment: organization-

o TP, aPPTUVE; AT TaTT T A ST T T rTTySTCaT eSS CoTTTroT

\with authorized access to the facility where the system mechanisms exist to maintain a

resides;b. Issue authorization credentials for facility icurrent list of personnel with
Physical Access |access;c. Review the access list detailing authorized : Physical Access lauthorized access to

PE-02 Authorizations  [facility access by individuals [Assignment: Functional Equal Authorizations PES-02 lorganizational facilities (except 10
organization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly

L e i
[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
or more): [Assignment: organization-defined physical
access control systems or devices]; guards];b. Maintain|
physical access audit logs for [Assignment: Physical access control
organization-defined entry or exit points];c. Control mechanisms exist to enforce
access to areas within the facility designated as physical access authorizations
. publicly accessible by implementing the following . for all physical access points
PE-03 Phys(l:caItAclcess controls: [Assignment: organization-defined physical Functional |Intersects With| Phys(l:caItAclcess PES-03 (including designated entry/exit 5
ontro access controls];d. Escort visitors and control visitor ontro points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activity];e. Secure keys, combinations, and accessible).
other physical access devices;f. Inventory
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
when keys are lost, combinations are compromised, or
when individuals possessing the keys or combinations
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FDE Name Focal Document Ele!
Control physical access to [Assignment: organization- exist to prutgct power an_d
Access Control for |defined system distribution and transmission lines] Transmission telecommunications cabling
PE-04 . s yste " Functional Equal " " PES-12.1 |carrying data or supporting 10
Transmission \within organizational facilities using [Assignment: Medium Security information services from
organization-defined security controls]. interception, interference or
Physical security mechanisms
. lexist to restrict access to printers|
Control physical access to output from [Assignment: .
PE-05 Access Control for | o ization-defined output devices] to prevent Functional Equal Access Control for | peg 5 5 |and other system output devices 10
Output Devices unauthorized individuals from obtaining the output Output Devices to prevent unauthorized
g individuals from obtaining the
output.
a. Monitor physical access to the facility where the
system resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical [[Assignment: organization-defined frequency] and ) Monitoring Physical mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
events or potential indications of events]; andc. security incidents.
Coordinate results of reviews and investigations with
the organizational incident response capability.
Monitoring Physicarl -
Access | Intrusion |Monitor physical access to the facility where the Intrusion Alarms / S‘r‘eycsﬁcaarlisaricse;iigﬁrt‘érﬁlonitor
PE-06(01) Alarms and isystem resides using physical intrusion alarms and Functional Equal Surveillance PES-05.1 physical intrusion alarms and 10
SEuqu\:ﬁ)llrlr?en:te isurveillance equipment. Equipment surveillance equipment.
a. Maintain visitor access records to the facility where
the system resides for [Assignment: organization- ﬂqgcsr‘lcai\:ri\cse;:g:attrga log entry
Visitor Access  |defined time period];b. Review visitor access records " Physical Access
PE-08 Records [Assignment: organization-defined frequency]; andc. Functional Equal Logs PES-03.3 g‘;jf;r;gciieisa;t:r:gpet trhergsugh 10
Report anomalies in visitor access records to oints 9 9
[Assignment: organization-defined personnel]. P .
Facility security mechanisms
g Power Equipment [Protect power equipment and power cabling for the y - ’ lexist to protect power equipment
PE-09 and Cabling isystem from damage and destruction. Functional Equal Supporting Utilities | PES-07 land power cabling for the system 10
from damage and destruction.
Facility Security mechanism
a. Provide the capability of shutting off power to Z#Se(rn;:?ursﬁga;z%ﬁ?l;n-
[Assignment: organization-defined system or individual ) Plgcin yemer enc syf;utoﬁ‘
lsystem components] in emergency situations;b. Place <witches g’_ devicges inyc\ose
PE-10 Emergency Shutoff emergency shutoff switches or devices in [Assignment: Functional Equal Emergency Shutoff | PES-07.2 |proximity to systems or system 10
organization-defined location by system or system Components to facilitate safe and
component] to facilitate access for authorized eas paccess for personnel: and
personnel; andc. Protect emergency power shutoff 2) grutecting er’\:ergency 'power
capability from unauthorized activation. shutoff capability from
unauthorized activation
Facility security mechanisms
Provide an uninterruptible power supply to facilitate igsgél(;sol}pmplayi:t‘;er:?na;e power,
~ [Selection (one or more): an orderly shutdown of the : 8 _ o . . :
PE-11 Emergency Power system; transition of the system to long-term alternate Functional |Intersects With| Emergency Power | PES-07.3 Z‘alg:argiiliilt‘;l riiqtuhlgeedvggr):roaftlaor?al 5
power] in the event of a primary power source loss. extended loss of the primary
power source.
ety secaTToy TrTeTTTaTTSTT
exist to utilize and maintain
Employ and maintain automatic emergency lighting for lautomatic emergency lighting
X . the system that activates in the event of a power . . . that activates in the event of a
PE-12 Emergency Lighting outage or disruption and that covers emergency exits Functional Equal Emergency Lighting| PES-07.4 power outage or disruption and 10
and evacuation routes within the facility. that covers emergency exits and
levacuation routes within the
o cilis,
Facility security mechanisms
Employ and maintain fire detection and suppression ::;)S;rte()sgig:Z:natingeEaclgf)E:n fire
PE-13 Fire Protection zgzt;r:s that are supported by an independent energy | Functional Equal Fire Protection PES-08 devices/systems for the system 10
. that are supported by an
ir 1t energy source.
Fire Protection [ [a. Employ fire suppression systems that activate Facility security mechanisms
Suppression automatically and notify [Assignment: organization- lexist to employ an automatic fire
~ Systems — defined personnel or roles] and [Assignment: . N Automatic Fire » suppression capability for critical
PE-13(02) Automatic organization-defined emergency responders]; andb. Functional Intersects With) Suppression PES-08.3 systems when the facility is not 5
Activation and  |Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification | the facility is not staffed on a continuous basis. -
Fire Protection a. Employ fire suppression systems that activate : o -
Suppression automatically and notify [Assignment: organization- g:at(:g;/g;llsltzeemﬁsretrf:tpgrr(?\fiijlgn
~ Systems — defined personnel or roles] and [Assignment: . Fire Suppression g 2 " "
PE-13(02) Automatic organization-defined emergency responders]; andb. Functional |intersects With Devices PES-08.2 :?ttﬁ/rgt?grf Coogrﬁc:r:"ggﬁo;naa?y 5
Activation and  [Employ an automatic fire suppression capability when ersonnel and gmer enc
Notification the facility is not staffed on a continuous basis. P gency
n : No \Withdrawn in NIST SP 800-53 R5
PE-13(03) N/A Withdrawn Functional | o\ tion. hip N/A N/A N/A 0
a. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment: Facility security mechanisms
Environmental organization-defined environmental control]] levels Temperature & lexist t)g maintayin and monitor
PE-14 Controls within the facility where the system resides at Functional Equal Humicﬁt Controls PES-09 ltemperature and humidity levels 10
[Assignment: organization-defined acceptable levels]; Y with’\)n the facilit Yy
andb. Monitor environmental control levels Y-
[Assignment: organization-defined frequency].
. Facility security mechanisms
Enél(;ﬁ;\glinltal Employ environmental control monitoring that provides| Monitoring with lexist to trigger an alarm or
. o " an alarm or notification of changes potentially harmful . . notification of temperature and
PE-14(02) MOAHI';::;':%:SM to personnel or equipment to [Assignment: Functional Equal N(:::?iz?tsir;ns PES-09.1 humidity changes that be 10
Notifications organization-defined personnel or roles]. potentially harmful to personnel
lor equipment.
Facility security mechanisms
Protect the system from damage resulting from water 3:Irsntatgoepr?stsft\tnsgy?:s'rgsvvfarg;‘
X Water Damage |leakage by providing master shutoff or isolation valves " Water Damage 7 P
PE-15 Protection that are accessible, working properly, and known to Functional Equal Protection PES-07.5 ‘:hau';i%ev";{vzgotvh':'tnagr?aSter 10
key personnel. accessible, working properly and
known to key personnel.
Physical security mechanisms
a. Authorize and control [Assignment: organization- lexist to isolate information
~ Delivery and defined types of system components] entering and : " _ processing facilities from points
PE-16 Removal exiting the facility; andb. Maintain records of the Functional Equal Delivery & Removal|  PES-10 isuch as delivery and loading 10
lsystem components. lareas and other points to avoid
unauthorized access.
a. Determine and document the [Assignment: Physical security mechanisms
organization-defined alternate work sites] allowed for lexist to utilize appropriate
use by employees;b. Employ the following controls at management, operational and
~ alternate work sites: [Assignment: organization-defined| . . ~ technical controls at alternate
PE-17 Alternate Work Site controls]:c. Assess the effectiveness of controls at Functional Equal Alternate Work Site| PES-11 work sites. 10
alternate work sites; andd. Provide a means for
employees to communicate with information security
and privacy personnel in case of incidents.
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws, Mechanisms exist to facilitate thel
executive orders, directives, regulations, policies, Security, implementation of resource
Policy and istandards, and guidelines; and2. Procedures to Compliance & Iapnnin controls that provide a
PL-01 Y facilitate the implementation of the planning policy Functional Subset Of Resilience PRM-01 [P "9 P! 10
Procedures r ! : i portfolio management approach
and the associated planning controls;b. Designate an Protection Portfolio to achieve security, compliance
[Assignment: organization-defined official] to manage Management land resilience ob'é’étivesp
the development, documentation, and dissemination off| ) .
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
loinad el
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FDE Name

Policy and
Procedures

Focal Document Ele!

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
and the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Subset Of

Statutory,
Regulatory &
Contractual
Compliance

CPL-01

o,
Mechanisms exist to facilitate the
identification and
implementation of relevant
statutory, regulatory and
contractual controls.

10

version 2026.1_x000a_03/27/2026

PL-01

Policy and
Procedures

frequency] and following [Assignment: organization-
oo
el ¥ oG aTTaaT
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy

and the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

]

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

PL-01

Policy and
Procedures

frequency] and following [Assignment: organization-
o

e pretrdarentar

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
and the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
'Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

PL-01

Policy and
Procedures

o= Pt 5 ar et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
policy that:a. Addresses purpose, scope, roles,
responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the planning policy
and the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination ofj
the planning policy and procedures; andc. Review and
update the current planning:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
it el

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
icapabilities.

PL-02

System Security
and Privacy Plans

enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on
or connections to other systems or system
components;10. Provide an overview of the security
and privacy requirements for the system;11. Identify
any relevant control baselines or overlays, if
applicable;12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
and privacy architecture and design decisions;14.
Include security- and privacy-related activities
affecting the system that require planning and
coordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified
during plan i tation or control assessments;

Functional

Intersects With|

Plan / Coordinate
with Other
Organizational
Entities

IAO-03.1

Mechanisms exist to plan and
coordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
[the potential impact on
loperations.
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FDE Name Focal Document Element (FDE) Description
enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern Mechanisms exist to generate
to the organization;8. Provide the results of a privacy lauthoritative documentation
risk assessment for systems processing personally (e.g., System Security Plan (SSP))|
identifiable information;9. Describe the operational that:
environment for the system and any dependencies on (1) Identifies key architectural
or connections to other systems or system land implementation information
components;10. Provide an overview of the security lon in-scope Technology Assets,
and privacy requirements for the system;11. Identify . . |Applications and/or Services
System Security any relevant control baselines or overlays, if %‘;?J:sﬁaiiceu;':é' (T ;
PL-02 and Privacy Plans applicable;12. Describe the controls in place or Functional [Intersects With| Resilience Controls IAO-03  |(2) Reflects the current state of 5
Yy planned for meeting the security and privacy Documentation lapplied security, compliance and
requirements, including a rationale for any tailoring resilience controls on applicable
decisions;13. Include risk determinations for security People, Processes, Technologies,
and privacy architecture and design decisions;14. Data and/or Facilities (PPTDF)
Include security- and privacy-related activities that are contained within the
affecting the system that require planning and system boundary; and
coordination with [Assignment: organization-defined (3) Provides a historical record of
individuals or groups]; and15. Are reviewed and lapplied security controls,
approved by the authorizing official or designated including changes.
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified
during plan i \tation or control assessments;
enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on Mechanisms exist to maintain
or connections to other systems or system network architecture diagrams
components;10. Provide an overview of the security that:
and privacy requirements for the system;11. Identify (1) Contain sufficient detail to
System Security any relevant contrq\ baselines or o\{erlays, if . Network Diagrams assess the security of the
PL-02 and Privacy Plans applicable;12. Describe the controls in place or Functional |Intersects With| & Data Flow AST-04 network's architecture; 5
planned for meeting the security and privacy Diagrams (DFDs) (2) Reflect the current
requirements, including a rationale for any tailoring architecture of the network
decisions;13. Include risk determinations for security environment; and
and privacy architecture and design decisions;14. (3) Document all
Include security- and privacy-related activities sensitive/regulated data flows.
affecting the system that require planning and
coordination with [Assignment: organization-defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified
during plan implementation or control assessments;
PL-02(03) N/A Withdrawn Functional | oot N/A N/A N/A o  |PlEmmhiSrEPeeEs o
o TSt AT proviae o T TequTTTgaTee elationship
'to the system, the rules that describe their
responsibilities and expected behavior for information
and system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, . .
indicating that they have read, understand, and agree Mecf:amsms e;'St t(t’ re(;ulretall
to abide by the rules of behavior, before authorizing employees and contractors to
: H N : : Terms of apply cybersecurity and data
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| HRS-05 PPy ¢y ecurity " . 5
Update the rules of behavior [Assignment: Employment protection principles in their daily|
organization-defined frequency]; andd. Require \;v:(;kr;(;ﬁg:tmceaszgnijlirteié;omphant
individuals who have acknowledged a previous version p .
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
Hogstagisanuproviae o TequTTTg-aTTe
to the system, the rules that describe their
responsibilities and expected behavior for information
and system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals, " )
indicating that they have read, understand, and agree Mechanisms exist to define
to abide by the rules of behavior, before authorizin: acceptable and unacceptable
) Y € . A 9 ) ) rules of behavior for the use of
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| Rules of Behavior | HRS-05.1 technologies, including 5
update the rules of behavior [Assignment: conse uencés for unacceptable
organization-defined frequency]; andd. Require behav?or P
individuals who have acknowledged a previous version :
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
Astagt
HoEstadtsTanuproviae o TequTTTgaTee - -
'to the system, the rules that describe their Mechamsmg e_xlst to :stabhsh
responsibilities and expected behavior for information usalge restrictions a_g P
and system usage, security, and privacy;b. Receive a imp! emet".tat"l"z 9‘"]' a‘”ce or
documented acknowledgment from such individuals, grgag‘za Itohna etc It"o |°t9'e5
indicating that they have read, understand, and agree dase ont Te pg e"‘ 1a : ca?se
'to abide by the rules of behavior, before authorizing Technol amage to fechnology Assets,
PL-04 Rules of Behavior |access to information and the system;c. Review and Functional |Intersects With| echnology Use HRS-05.3 [Applications and/or_ Sewlces 5
y > N Restrictions (TAAS), if used maliciously.
update the rules of behavior [Assignment:
organization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
Aatadl
Include in the rules of behavior, restrictions on:a. Use Mechanisms exist to define rules
Rules of Behavior | |of social media, social networking sites, and external of behavior that contain explicit
Social Media and |sites/applications;b. Posting organizational information Social Media & restrictions on the use of social
PL-04(01) External on public websites; andc. Use of organization-provided | Functional Equal Social Networking | HRS-05.2 |media and networking sites, 10
Site/application |identifiers (e.g., email addresses) and authentication Restrictions posting information on
Usage Restrictions [secrets (e.g., passwords) for creating accounts on icommercial websites and sharing
external sites/applications. laccount information.
isystem that:1. Describe the requirements and
approach to be taken for protecting the confidentiality,
integrity, and availability of organizational
information;2. Describe the requirements and :
approach to be taken for processing personally rﬁi’;agfé":rs;;f;;&?:"sl‘w aé‘
identifiable information to minimize privacy risk to nterp Ire, aligne:
) individuals;3. Describe how the architectures are ) ) with industry-recognized leading
Security and in A Alignment With practices, with consideration for
PL-08 Privacy integrated into and support the enterprise Functional [Intersects With| Enterprise SEA-02 |security, compliance and 5
Architectures architecture; and4, Describe any assumptions about, Architecture resilienc’e principles that
and dependencies on, external systems and services;b. dd isk izational
Review and update the architectures [Assignment: 2 rets_ses s otcrgac{_\lz_; |o|na
organization-defined frequency] to reflect changes in 0p§rat|hons, assel s,t\_n Ividuals
the enterprise architecture; andc. Reflect planned and other organizations.
architecture changes in security and privacy plans,
Concept of Operations (CONOPS), criticality analysis,
organizational procedures, and procurements and
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FDE Name Focal Document Element (FDE) Description
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and Procedures to facilitate the implementation of the . Compliance & policies, standards and
Ps-01 Procedures personnel security policy and the associated personnel Functional  fIntersects With Resilience GOv-02 procedures necessary for secure, 5
lsecurity controls;b. Designate an [Assignment: Documentation icompliant and resilient
organization-defined official] to manage the icapabilities.
development, documentation, and dissemination of the|
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defmed frequency] and followmg [Assignment:
SRS el Aradedr Tate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
personnel security policy that:a. Addresses purpose,
scope, roles, responsibilities, management
commitment, coordination among organizational Mechanisms exist to review the
entities, and compliance; andb. Is consistent with Security, Compliance &
applicable laws, executive orders, directives, Resiliegc'e Program (SCRP)
| ’ reguladtions, pochi s, star’;dards,‘ and guidelinefs;handZ. Peéiodic fReview & including policies, standar&s and
Policy an Procedures to facilitate the implementation of the " Update of Security, i N
Ps-01 Procedures personnel security policy and the associated personnel Functional |Intersects With Compliance & GOV-03 pro;.e_dur;s, att plﬁnned |nterva:s 5
security controls;b. Designate an [Assignment: Resilience Program Zggusr‘zeg?r‘\e?rago:tira\\?igrves oceurto
organization-defined official] to manage the suitability, adequac agnd
development, documentation, and dissemination of the| effective{\’ess Y
personnel security policy and procedures; andc. .
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and foIIoWlng [Ass\gnment
SRS g elRRE ARG
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
M\ssion/busmess process-level; System-level]
personnel security policy that:a. Addresses purpose,
iscope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
rocyang 2 Pl sapdares ond quelns oz | echanisms e o fcae the
PS-01 P " . " Functional Subset Of Security HRS-01 |implementation of personnel 10
rocedures personnel security policy and the associated personnel Management security controls
security controls;b. Designate an [Assignment: 9 Y .
organization-defined official] to manage the
development, documentation, and dissemination of the|
personnel security policy and procedures; andc.
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
deﬁned frequency] and followmg [Assignment:
a. Assign a risk designaf \on to all organizational .
o n positions;b. Establish screening criteria for individuals Competency Mechanisms exist to ensure that
PS-02 Position Risk ﬁlllng those positions; andc. Review and update Functional [Intersects With| Requirements for HRS-03.2 all security-related positions are 5
Designation osition risk designations [Assignment: organization- Security-Related *“ |staffed by qualified individuals
defined frequencyl Positions who have the necessary skill set.
a. Assign a risk designation to all organizational r:ézi?‘zmi:::itytﬁsn;i;age
. . positions;b. Establish screening criteria for individuals . P . . !
PS-02 Position Risk  \flling those positions; andc. Review and update Functional |[Intersects with| . Posidon. HRs-02 [ssigning a risk designation toall|
esignation o : " : : . P Categorization positions and establishing
position risk designations [Assignment: organization- iteria for individual
defined frequency]. screening criteria for individuals
Screen individuals prior to authorizing access to the filing those positions.
a. -
Personnel isystem; andb. Rescreen individuals in accordance with Personnel g:ézi”n‘zlrzses::ft;tgs'si';age
PS-03 Screening [Assignment: organization-defined conditions requiring | Functional Equal Screening HRS-04 screening individuals prior to 10
rescreening and, where rescreening is so indicated, the| authorizing access
frequency of rescreeninal .
Upon termination of individual employment:a. Disable
isystem access within [Assignment: organization-
defined time period];b. Terminate or revoke any
authenticators and credentials associated with the :
PS-04 Personnel individual;c. Conduct exit interviews that include a Functional Equal Personnel HRS-09 zﬂeerrcnl':?‘:\t?;rr!‘soefﬁ:féiflci)dglg‘/em the 10
Termination discussion of [Assignment: organization-defined Termination employment
information security topics];d. Retrieve all security- ploy .
related organizational system-related property; ande.
Retain access to organizational information and
isystems formerly controlled by terminated individual.
- goTTy o
current logical and physical access authorizations to
systems and facilities when individuals are reassigned
or transferred to other positions within the Mechanisms exist to adjust
organization;b. Initiate [Assignment: organization- logical and physical access
defined transfer or reassignment actions] within lauthorizations to Technology
PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal Personnel Transfer | HRS-08 |Assets, Applications and/or 10
following the formal transfer action];c. Modify access Services (TAAS) and facilities
authorization as needed to correspond with any upon personnel reassignment or
changes in operational need due to reassignment or transfer, in a timely manner.
transfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignment:
3 UeveTsp antr Gocdrient access agreements Tor
organizational systems;b. Review and update the Mechanisms exist to require Non-
access agreements [Assignment: organization-defined Disclosure Agreements (NDAS) or
frequency]; and_c. V_er\fy Fhat individuals requiring X o similar confidentiality
PS-06 Access Agreements|2°°55 to organizational information and systems:1. Functional |Intersects with| Confidentiality | yoq 56 1 lagreements that reflect the 5
ign appropriate access agreements prior to being Agreements needs to protect data and
granted access; and2. Re-sign access agreements to operational details, or both
imaintain access to organizational systems when erpn loyees and thi'rd» arties.
access agreements have been updated or ploy P .
La. T Yeror
organizational systems;b. Review and update the
access agreements [Assignment: organization-defined . .
frequency]; andc. Verify that individuals requiring Mfchaq\smj teh)flilt to rtequlre t
access to organizational information and systems:1. " internal and third-party users to
PS-06 Access Agreements Si 9 N " Functional |Intersects With| Access Agreements| HRS-06 |sign appropriate access 5
ign appropriate access agreements prior to being agreements prior to bein
granted access; and2. Re-sign access agreements to 9 d P 9
maintain access to organizational systems when granted access.
access agreements have been updated or
ion-defined freauenc
a Establish personne\ security requwrements, including
security roles and responsibilities for external
providers;b. Require external providers to comply with
personnel security policies and procedures established Mechanisms exist to govern
by the organizgtion;c. Documentlpersognel securitfy lthird-party personnelgby
requirements;d. Require external providers to notify " : P .
PS-07 Extergal Personnel [Assignment: organization-defined personnel or roles] Functional Equal 'I;’hlrd—Partly HRs-10 |fEVIEwing and monlttlj_rlng th'rg’ 10
ecurity of any personnel transfers or terminations of external ersonne parﬁy secur\tly, corgp iance and/or
personnel who possess organizational credentials ::? l:r?sciii\r\%:: an
and/or badges, or who have system privileges within P .
[Assignment: organization-defined time period]; ande.
Monitor provider compliance with personnel security
requirements.
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PS-08

Personnel Sanctions|

a. Employ a formal sanctions process for individuals
failing to comply with established information security
and privacy policies and procedures; andb. Notify
[Assignment: organization-defined personnel or roles]
\within [Assignment: organization-defined time period]
'when a formal employee sanctions process is initiated,
identifying the individual sanctioned and the reason for|
the sanction.

Functional

Equal

Personnel Sanctions|

HRS-07

Mechanisms exist to sanction
personnel failing to comply with
lestablished security policies,
standards and procedures.

10

RA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
assessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
assessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

RA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
assessment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
assessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Subset Of

Risk Management
Program

RSK-01

Mechanisms exist to facilitate the
implementation of strategic,
operational and tactical risk
management controls.

10

RA-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk

a: ment policy that:a. Addresses purpose, scope,
roles, responsibilities, management commitment,
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
istandards, and guidelines; and2. Procedures to
facilitate the implementation of the risk assessment
policy and the associated risk assessment controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the risk assessment policy and
procedures; andc. Review and update the current risk
assessment:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events].

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
icapabilities.

RA-02

Security
Categorization

a. Categorize the system and information it processes,
stores, and transmits;b. Document the security
categorization results, including supporting rationale,
in the security plan for the system; andc. Verify that
the authorizing official or authorizing official
designated representative reviews and approves the
security categorization decision.

RA-03

Risk Assessment

Functional

Equal

Risk-Based Security
Categorization

RSK-02

Mechanisms exist to categorize
[Technology Assets, Applications,
Services and/or Data (TAASD) in
laccordance with applicable laws,
regulations and contractual
lobligations that:

(1) Document the security
Icategorization results (including
isupporting rationale) in the
isecurity plan for systems; and
(2) Ensure the security
Icategorization decision is
reviewed and approved by the
lasset owner.

10

@, Conduct a 115K assessment, including: L. 1dentitying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
organization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy

RA-03

Risk Assessment

Functional

Intersects With|

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-03.2

Mechanisms exist to regularly
review Technology Assets,
Applications and/or Services
(TAAS) for adherence to the
organization's security,
compliance and/or resilience
policies and standards.

@. Conduct a risk assessmen?, incl uamg:l. Tdentifying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable
information;b. Integrate risk assessment results and
risk management decisions from the organization and
mission or business process perspectives with system-
level risk assessments;c. Document risk assessment
results in [Selection (one): security and privacy plans;
risk assessment report; [Assignment: organization-
defined document]];d. Review risk assessment results
[Assignment: organization-defined frequency];e.
Disseminate risk assessment results to [Assignment:
organization-defined personnel or roles]; andf. Update
the risk assessment [Assignment: organization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy

tate of the tem

Functional

Intersects With|

Risk Assessment

RSK-04

Mechanisms exist to conduct
recurring assessments of risk
that includes the likelihood and
magnitude of harm, from
unauthorized access, use,
disclosure, disruption,
modification or destruction of the
organization's Technology
|Assets, Applications, Services
land/or Data (TAASD).
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FDE Name

Vulnerability
Monitoring and
Scanning

RA-05

Focal Document Ele!

and hosted applications [Assignmel rganization-

defined frequency and/or randomly in accordance with
organization-defined process] and when new

\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
imonitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results|
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
assessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Intersects With|

Vulnerability
Scanning

VPM-06

Mechanisms exist to detect
\vulnerabilities and configuration
lerrors by routine vulnerability
iscanning of systems and
applications.

version 2026.1_x000a_03/27/2026

Vulnerability
Monitoring and
Scanning

RA-05

and hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
organization-defined process] and when new
\vulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
imonitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
\vulnerability management process by using standards
for:1. Enumerating platforms, software flaws, and
improper configurations;2. Formatting checklists and
test procedures; and3. Measuring vulnerability
impact;c. Analyze vulnerability scan reports and results|
from vulnerability monitoring;d. Remediate legitimate
\vulnerabilities [Assignment: organization-defined
response times] in accordance with an organizational
assessment of risk;e. Share information obtained from
the vulnerability monitoring process and control
assessments with [Assignment: organization-defined
personnel or roles] to help eliminate similar
\vulnerabilities in other systems; andf. Employ
\vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be

Functional

Intersects With|

Update Tool
Capability

VPM-06.1

Mechanisms exist to update
\vulnerability scanning tools.

RA-05(01) N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

Vulnerability
Monitoring and
Scanning | Update
Vulnerabilities to Be|
canned

RA-05(02)

Update the system vulnerabilities to be scanned
[Selection (one or more): [Assignment: organization-
defined frequency]; prior to a new scan; when new
\vulnerabilities are identified and reported].

Functional

Intersects With|

Update Tool
Capability

VPM-06.1

Mechanisms exist to update
\vulnerability scanning tools.

Vulnerability
Monitoring and
Scanning | Breadth
and Depth of
Coverage

RA-05(03)

Define the breadth and depth of vulnerability scanning
coverage.

Functional

Equal

Breadth / Depth of
Coverage

VPM-06.2

4
breadth and depth of coverage
for vulnerability scanning that
define the system components
iscanned and types of
\vulnerabilities that are checked

10

Vulnerability
Monitoring and
Scanning |
Privileged Access

RA-05(05)

Implement privileged access authorization to
[Assignment: organization-defined system
components] for [Assignment: organization-defined
'vulnerability scanning activities].

Functional

Equal

Privileged Access

VPM-06.3

Mechanisms exist to implement
privileged access authorization
Ifor selected vulnerability
lscanning activities.

10

Vulnerability
Monitoring and
Scanning |
Automated Trend
I

RA-05(06)

Compare the results of multiple vulnerability scans
using [Assignment: organization-defined automated
mechanisms].

Functional

Equal

Trend Analysis

VPM-06.4

utomated mechanisms exist to

icompare the results of

\vulnerability scans over time to

determine trends in system
ulnerabilities.

10

Vulnerability
Monitoring and
Scanning | Review
Historic Audit Logs

RA-05(08)

Review historic audit logs to determine if a
\vulnerability identified in a [Assignment: organization-
defined system] has been previously exploited within
an [Assignment: organization-defined time period].

Functional

Equal

Review Historical
Event logs

VPM-06.5

Mechanisms exist to review
historical event logs to determine)
if identified vulnerabilities have
been previously exploited.

10

Policy and

SA01 Procedures

a. DEVETop, QOCUTMeNT, ana arssermimate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and

SA01 Procedures

@ Deverop, ToLRERE,
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

oros

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

10

Policy and

SA01 Procedures

CHeis A £S5 Urssermmate
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment:
laraanization-defined event

Functional

Intersects With|

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

Secure Controls Framework (SCF)
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SA-01

FDE Name

Policy and
Procedures

Focal Document Element (FDE) Description

[Assignment: organ efined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
isystem and services acquisition policy and the
associated system and services acquisition controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Secure Software
Development
Practices (SSDP)

Intersects With|

TDA-06

Mechanisms exist to develop
applications based on Secure
Software Development Practices
(SSDP).

version 2026.1_x000a_03/27/2026

SA-02

Allocation of
Resources

G 3 YT InTormaTon securty ana
privacy requirements for the system or system service
in mission and business process planning;b.
Determine, document, and allocate the resources
required to protect the system or system service as
part of the organizational capital planning and
investment control process; andc. Establish a discrete
line item for information security and privacy in
organizational programming and budgeting

Functional

Allocation of

Equal Resources

PRM-03

Mechanisms exist to identify and
allocate resources for
management, operational,
technical and data protection
requirements within business
process planning for projects /
initiatives.

10

SA-03

System
Development Life

documentation
a. Acquire, develop, and manage the system using

[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
document information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
isecurity and privacy roles and responsibilities; andd.
Integrate the organizational information security and
privacy risk managemen! ess into system

Functional

Technology
Lifecycle
Management

Intersects With|

SEA-07.1

Mechanisms exist to manage the
usable lifecycles of Technology
|Assets, Applications and/or
Services (TAAS).

SA-03

System
Development Life
Cycle

SA-04

Acquisition Process

deyelo e

a.Acquire, develop, and managé the system using
[Assignment: organization-defined system
development life cycle] that incorporates information
isecurity and privacy considerations;b. Define and
document information security and privacy roles and
responsibilities throughout the system development
life cycle;c. Identify individuals having information
lsecurity and privacy roles and responsil ies; andd.

Integrate the organizational information security and
privacy risk management process into system

Functional

Secure
Development Life
Cycle (SDLC)
Management

Intersects With|

PRM-07

Mechanisms exist to ensure
changes to Technology Assets,
|Applications and/or Services
(TAAS) within the Secure
Development Life Cycle (SDLC)
lare controlled through formal
ichange control procedures.

nclude the Tollowing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
and privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria

Functional

Minimum Viable
Product (MVP)
Security
Requirements

Intersects With|

TDA-02

Mechanisms exist to design,
develop and produce Technology
|Assets, Applications and/or
Services (TAAS) in such a way
[that risk-based technical and
[functional specifications ensure
Minimum Viable Product (MVP)
criteria establish an appropriate
level of security and resiliency
based on applicable risks and
threats.

SA-04

Acquisition Process

Include the g requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
and privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance

Functional

Third-Party

Intersects With| Management

TPM-01

Mechanisms exist to facilitate the|
implementation of third-party
management controls.

SA-04

Acquisition Process

riteria.
Include the requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract languagel]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
and privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
crite

Functional

Technology
Intersects With| Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the)
implementation of tailored
development and acquisition
strategies, contract tools and
procurement methods to meet
unique business needs.

SA-04

Acquisition Process

Inclru [etheT ing requirements, descriptions, and
criteria, explicitly or by reference, using [Selection
(one or more): standardized contract language;
[Assignment: organization-defined contract language]]
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance
requirements;d. Controls needed to satisfy the security
and privacy requirements.e. Security and privacy
documentation requirements;f. Requirements for
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
criteria

Functional

Managing Changes
To Third-Party
Services

Intersects With|

TPM-10

Mechanisms exist to control
changes to services by suppliers,
taking into account the criticality

of business Technology Assets,

Applications, Services and/or

Data (TAASD) that are in scope
by the third-party.

SA-04(01)

Acquisition Process
| Functional
Properties of

Controls

Require the developer of the system, system
component, or system service to provide a description
of the functional properties of the controls to be
implemented.

Functional

Functional

Intersects With| Properties

TDA-04.1

Mechanisms exist to require
software developers to provide
information describing the
[functional properties of the
security, compliance and
resilience controls to be utilized
within Technology Assets,
|Applications and/or Services

(TAAS) in sufficient detail to

Secure Controls Framework (SCF)
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FDE Name Focal Document Ele!
network architecture diagrams
that:
Acquisition‘ Process Require the developer_of the system, system Network Diagrams (l)agsuenst:'t?]:l;f:cﬂfiz; %?t(ahlleto
SA-04(01) | Funct!onal component, or system service to provide a description Functional (Intersects With| & Data Flow AST-04 network's architecture; 5
Properties of of the functional properties of the controls to be DI DFD: >) Reflect th ¢
Controls implemented. iagrams ( s) ¢ ,) eflect the curren
architecture of the network
environment; and
(3) Document all
@. Obtain or develop administrator documentation Tor sensitivelreaulated data flaw
the system, system component, or system service that
describes:1. Secure configuration, installation, and
operation of the system, component, or service;2.
Effective use and maintenance of security and privacy Mechanisms exist to obtain,
functions and mechanisms; and3. Known protect and distribute
'vulnerabilities regarding configuration and use of ladministrator documentation for
administrative or privileged functions;b. Obtain or [Technology Assets, Applications
develop user documentation for the system, system land/or Services (TAAS) that
component, or system service that describes:1. User- describe:
accessible security and privacy functions and (1) Secure configuration,
System mechanisms and how to effectively use those functions : Documentation installation and operation of the
SA-05 Documentation |and mechanisms;2. Methods for user interaction, which Functional intersects With Requirements TDA-04 [TAAS; 5
enables individuals to use the system, component, or (2) Effective use and
service in a more secure manner and protect individual maintenance of security
privacy; and3. User responsibilities in maintaining the features/functions; and
isecurity of the system, component, or service and (3) Known vulnerabilities
privacy of individuals;c. Document attempts to obtain regarding configuration and use
isystem, system component, or system service lof administrative (e.g.,
documentation when such documentation is either privileged) functions.
unavailable or nonexistent and take [Assignment:
organization-defined actions] in response; andd.
Distribute documentation to [Assignment:
2 P G S RS 5 A meneaon Tor
the system, system component, or system service that
describes:1. Secure configuration, installation, and
operation of the system, component, or service;2.
Effective use and maintenance of security and privacy
functions and mechanisms; and3. Known
\vulnerabilities regarding configuration and use of
administrative or privileged functions;b. Obtain or Mechanisms exist to determine
develop user documentation for the system, system isecurity, compliance and
component, or system service that describes:1. User- resilience control applicability by
accessible security and privacy functions and identifying, assigning and
System mechanisms and how to effectively use those functions| : Asset Scope documenting the appropriate
SA-05 Documentation [and mechanisms;2. Methods for user interaction, which Functional  fIntersects With Classification AST-04.1 lasset scope categorization for all 5
enables individuals to use the system, component, or [Technology Assets, Applications
service in a more secure manner and protect individual land/or Services (TAAS) and
privacy; and3. User responsibilities in maintaining the personnel (internal and third-
security of the system, component, or service and parties).
privacy of individuals;c. Document attempts to obtain
system, system component, or system service
documentation when such documentation is either
unavailable or nonexistent and take [Assignment:
organization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oraanization-defined nersonnel or roles]
/Apply the following systems security and privacy gﬂfccf:xr::tmasnzxrl\:taitr?tsienvsee!ucz}e
Security and engineering pr}nciples in th_e speciﬁcatio_n_, de_sign, . baseline configurations for
SA-08 Privacy Engilneering g;;lggpg‘%n;'y'ST;:fgﬂ;?;’::‘;ﬁ&g?;:?::;ﬁn ofthe | ¢nctional |Intersects With| Sgg:frizfra;t%:,‘n: CFG-02  |Technology Assets, Applications 5
Principles organization-defined systems security and privacy and/or Services (TAAS) that are
engineering principles]. iconsistent with |ndustry»‘
fBecepled system hardening
TCaTE e
/Apply the following systems security and privacy Lg]c‘ﬂemsgéast'eo&g: mggrsnmlli-ance
Security and  |eN9ineering principles in the specification, design, A and resiience pracyt'ices i the
SA-08 Privacy Engineering|d€Vélopment, implementation, and modification of the | ¢\ tional [intersects with| 36€Ure Engineering | gea 61 Ispecification, design, 5
Principles syster_n and syst_em components: [A_sslgnmer\t. Principles development, implementation
org§n|zat\on—deﬁqed systems security and privacy land modification of Technology
engineering principles]. |Assets, Applications and/or
@. Require that providers of external System Services cra
comply with organizational security and privacy
requirements and employ the following controls:
[Assignment: organization-defined controls];b. Define Mechanisms exist to mitigate the
External System and document organizational oversight and user roles risks associated with third-party
SA-09 Services and responsibilities with regard to external system Functional Equal I Third-Party Services| TPM-04 |access to the organization's 10
services; andc. Employ the following processes, [Technology Assets, Applications,
methods, and techniques to monitor control Services and/or Data (TAASD).
compliance by external service providers on an
ongoing basis: [Assignment: organization-defined
processe: .and techniauesl _ _ _
External System a. Conduct an prganlzatlonal assessment of risk prior I\/_Iechamsms exist to conduct a
Services | Risk to the_tacqulsltlon or gEts\;)ur?mt%otf ;lp]format\_o_r;_ Third-Party Risk risk a_s_st_essment frlor to thef
Isecurity services; andb. Verify that the acquisition or . lacquisition or outsourcing of
SA-09(01) Az)sregsaslz\i’wzear;itsnaar:d _outsourcing of dedi(_:ated informatiqn security services Functional Equal Asie;;;gs;ltss & TPM-04.1 technology-r_elat_ed Technology 10
Approvals is approved by [Assignment: organization-defined |Assets, Applications and/or
personnel or roles]. Services (TAAS). N
EAT ST e providers of e alowing xteal ysem e rovoer 57
PSS services to identify the functions, ports, protocols, and
SA-09(02) Ilzﬁrc‘t:ggznggrtosf other services required for the use of such services: Functional Equal Ileeeqr::i‘friecr:tie;r:So} TPM-04.2 g:lost‘gceglssgeneddof?hreﬁosr;?\'/ices it 10
Protocols, and gﬁfi:g:g‘e"t' organization-defined external system Ports, Protocols & requires to operate its
Services . Services [Technology Assets, Applications
ReqUITE e UEVETOPEr OT TTE SYSTETTT, SYSTEnT <llasCondeas LTaNC
component, or system service to:a. Perform
configuration management during system, component,
or service [Selection (one or more): design;
development; implementation; operation; disposall;b. " "
Document, manage, and control the integrity of !/ictginngglselz)szﬁstgrzzqwre
Developer 22ﬁggﬁi;gor‘sg?nnsqi%zfég:;‘i'zsﬁ'a‘:i"égeﬁ ned Developer integrators to perform
SA-10 Configuration manag ementl:c. Impl t Ig tion- Functional Equal Configuration TDA-14  |configuration management 10
Management 9 :¢. Implement only organization Management during system design,
approved changes to the system, component, or d . :
ice: levelopment, implementation
iservice;d. Document approved changes to the system, land operation
component, or service and the potential security and .
privacy impacts of such changes; ande. Track security
flaws and flaw resolution within the system,
component, or service and report findings to
i - araanization_definad 1
Developer Mechanisms exist to require
ﬁg:gg::é':tn‘ Require the developer of the system, system Software / Firmware| 2;/’?\coapteieorrs‘so;:g;:;\rnsoéors%:sssets,
SA-10(01) Software and component, or system service to enable integrity Functional Equal InFe_grit_y TDA-14.1 (TAAS) to enable integrity 10
Firmware Integrity verification of software and firmware components. Verification Verification of software and
Verification firmware components.
Require the developer of the system, system Mechan\dsms IeX'St t? require
component, or system service, at all post-design SVStET (_e\;]e cpers/lntegratlo_rs
stages of the system development life cycle, to:a. cor&iu ¢ W'Fl. security, com;‘ntla?ce
Develop and implement a plan for ongoing security (aln) Cor r?' |erdvce p(lersonnte 0
and privacy control assessments;b. Perform [Selection Security, Secu;\eta '?eas:in‘r“a’:]s?\?glu:tion
Developer Testing (one or more): unit; integration; system; regression] Compliance & (ST&E)):::Ian orgsim\\ar capability;
SA-11 and Evaluation testing/evaluation [Assignment: organization-defined Functional Equal Resilience Testing TDA-09 2) Implemént a verifiable flaw ' 10
frequency] at [Assignment: organization-defined depth Throughout remediation process to correct
and coverage];c. Produce evidence of the execution of Development eaknesses and deficiencies
the assessment plan and the results of the testing and Vé tified during th trol
evaluation;d. Implement a verifiable flaw remediation ‘tei;‘inl eanduer\llr;?uat?of\onn;?:ess
process; ande. Correct flaws identified during testing and 9 P '
and evaluation. (3) Document the results.
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Developer Testing

SA-11(01) and Evaluation |

Static Code Analysis|

Require the developer of the system, system
component, or system service to employ static code
analysis tools to identify common flaws and document
the results of the analysis.

Functional

Equal

Static Code Analysis|

TDA-09.2

Mechanisms exist to require the
developers of Technology Assets,
/Applications and/or Services
(TAAS) to employ static code
lanalysis tools to identify and
remediate common flaws and
document the results of the
analysis.

10

Developer Testing
and Evaluation |
Threat Modeling
and Vulnerability
Analyses

SA-11(02)

RequITe e Geveloper of The SySTem, SyStem
component, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
evaluation of the system, component, or service that:a.
Uses the following contextual information:
[Assignment: organization-defined information
concerning impact, environment of operations, known
or assumed threats, and acceptable risk levels];b.
Employs the following tools and methods:
[Assignment: organization-defined tools and
methods];c. Conducts the modeling and analyses at
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
andd. Produces evidence that meets the following
acceptance criteria: [Assignment: organization-defined
accentance criterial

Functional

Intersects With|

Developer Threat
Analysis & Flaw
Remediation

TDA-15

Mechanisms exist to require
isystem developers and
integrators to develop and
implement an ongoing Security
[Testing and Evaluation (ST&E)
plan, or similar process, to
objectively identify and
remediate vulnerabilities prior to
release to production.

Developer Testing
and Evaluation |
Threat Modeling
and Vulnerability
Analyses

SA-11(02)

KBAGIE e Geveroperor e system, system
component, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.|
Uses the following contextual information:
[Assignment: organization-defined information
concerning impact, environment of operations, known
or assumed threats, and acceptable risk levels];b.
Employs the following tools and methods:
[Assignment: organization-defined tools and
methods];c. Conducts the modeling and analyses at
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
andd. Produces evidence that meets the following
acceptance criteria: [Assignment: organization-defined
accentance criterial

Functional

Intersects With|

Threat Modeling

TDA-06.2

Mechanisms exist to perform
threat modelling and other
secure design techniques, to
ensure that threats to software
and solutions are identified and
accounted for.

Developer Testing
and Evaluation |
Dynamic Code
Analysis

SA-11(08)

Require the developer of the system, system

[component, or system service to employ dynamic code|

analysis tools to identify common flaws and document
the results of the analysis.

Functional

Equal

Dynamic Code
Analysis

TDA-09.3

Mechanisms exist to require the
developers of Technology Assets,
Applications and/or Services
(TAAS) to employ dynamic code
analysis tools to identify and
remediate common flaws and
document the results of the
analysis.

10

Policy and
sc-o1 Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
communications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Policy and
sco1 Procedures

@. Develop, uacume%ﬁ%lr%ﬁ%glm}nate ™
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:a.
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
communications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of]|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

Functional

Subset Of

Network Security
Controls (NSC)

NET-01

Mechanisms exist to develop,
igovern & update procedures to
[facilitate the implementation of
Network Security Controls (NSC).

10

Policy and
sc-o1 Procedures

defined Pclyent 1
a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system

and communications protection policy that:a.
Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
guidelines; and2. Procedures to facilitate the
implementation of the system and communications
protection policy and the associated system and
communications protection controls;b. Designate an
[Assignment: organization-defined official] to manage
the development, documentation, and dissemination of|
the system and communications protection policy and
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-

defined events].

Functional

Subset Of

Secure Engineering
Principles

SEA-01

Mechanisms exist to facilitate the|
implementation of industry-
recognized security, compliance
and resilience practices in the
specification, design,
development, implementation
and modification of Technology
Assets, Applications and/or
Services (TAAS).

10

Secure Col

ntrols Framework (SCF)
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FDE Name Focal Document Element (FDE) Description
et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy that:
/Addresses purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance; andb. Is .
consistent with applicable laws, executive orders, gllee::?tmsrg:r:xllisatntcoerzwew the
directives, regulations, policies, standards, and Res‘“egc'e Program (SCRP)
guidelines; and2. Procedures to facilitate the Periodic Review & including policies, standard’s and
sc-01 Policy and implementation of the system and communications Functional |Intersects With| Update of Security, GOV-03 |procedures, at plénned intervals 5
Procedures protection policy and the associated system and Compliance & or if si mﬁc’ant changes occur to
communications protection controls;b. Designate an Resilience Program ensuregtheir continui?'v
[Assignment: organization-defined official] to manage suitability, adequac agnd
the development, documentation, and dissemination of]| effective?\’ess Y
the system and communications protection policy and .
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
defined events]
s Separati(:jn of |separate user functionality, including user interface ional ' Application Mec"fa”‘sms eFiStfto separate
SC-02 ystem_an User services, from system management functionality. Functiona Equal Partitioning SEA-03.2 |user functionality rom ;ystem 10
Functionality management functionality.
Information in Prevent unauthorized and unintended informati Information I natnorized and unintended
revent unauthorized and unintended information . nformation In unauthorized and unintende
SC-04 Sh;:ifrycsetsem transfer via shared system resources. Functional Equal Shared Resources SEA-05 information transfer via shared 10
system resources.
a. [Selection (one): Protect against; Limit] the effects of| Mechanisms exist to control
the following types of denial-of-service events: resource utilization of
Denial-of-service [Assignment: organization-defined types of denial-of- [Technology Assets, Applications
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Resource Priority CAP-02 |and/or Services (TAAS) that are 5
achieve the denial-of-service objective: [Assignment: isusceptible to Denial of Service
organization-defined controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of] Mechanisms exist to conduct
the following types of denial-of-service events: icapacity planning so that
Denial-of-service [Assignment: organization-defined types of denial-of- necessary capacity for
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With| Capacity Planning CAP-03 [information processing, 5
achieve the denial-of-service objective: [Assignment: [telecommunications and
organization-defined controls by type of denial-of- lenvironmental support will exist
lservice event]. during contingency operations.
a. [Selection (one): Protect against; Limit] the effects of] . .
the following types of denial-of-service events: ‘I\:neCII:nnésnTastiifwlsgftgafaacélilttate the
Denial-of-service [Assignment: organization-defined types of denial-of- Capacity & mapnagement controlspto e’r’\sure
SC-05 Protection service events]; andb. Employ the following controls to | Functional |Intersects With Performance CAP-01 loptimal system performance to 5
achieve the denial-of-service objective: [Assignment: Management meet expected and anticipated
organization-defined controls by type of denial-of- i pecte g 1%
service event]. uture capacity requirements.
a. [Selection (one): Protect against; Limit] the effects of]
the following types of denial-of-service events: .
Denial-of-service [LASSignment: organization-defined types of denial-of- Denial of Service s?gfgta;egiir:\‘setcgraﬂl‘zwstheexlﬁ 0
SC-05 Protection service events]; andb. Employ the following controls to | Functional [Intersects With (DoS) Protection NET-02.1 effects of denial of service 5
achieve the denial-of-service objective: [Assignment: attacks.
organization-defined controls by type of denial-of- .
service event].
Mechanisms exist to control
Protect the availability of resources by allocating ;ZSC?‘“”’;E;;'[Z:;E'S: ?Ipplications
Resource [Assignment: organization-defined resources] by : - 5 ,
SC-06 Availability [Selection (one or more): priority; quota; [Assignment: Functional |Intersects With| Resource Priority CAP-02 zsgclg;tsiglr:|tcoesD(e';Ai:Ingt2::Vaigz 5
organization-defined controls]]. (DoS) attacks to limit and
prioritize the use of resources.
@. Monitor and CONtrol communications at the external
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary components that are [Selection (one): physically; Boundary icontrol communications at the
SC-07 Protection logically] separated from internal organizational Functional [Intersects With| Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or lat key internal boundaries within
Isystems only through managed interfaces consisting of]| [the network.
boundary protection devices arranged in accordance
\with an organizational security and privacy
architecture.
Mechanisms exist to limit the
Boundary P : P number of concurrent external
SC-07(03) Protecgop | Access Limit the number of f:;e;;:tle':ﬁ_twmk connections to Functional Equal Lg::ﬂ’:i:;’;g;k NET-03.1 network connections to its 10
oints Technology Assets, Applications
3. TMpIement @ Managed IIerTace Tor eacn externar and/or Services (TAAS)
telecommunication service;b. Establish a traffic flow
policy for each managed interface;c. Protect the
confidentiality and integrity of the information being
transmitted across each interface;d. Document each : .
exception to the traffic flow policy with a supporting Mechamsn;s etxfft o Tamta‘ﬂ a
Boundary mission or business need and duration of that need;e. em):gfng:l te‘?eceorzcn?ur?irc:giiZn
Protection | Review exceptions to the traffic flow policy External service that protects the
SC-07(04) External [Assignment: organization-defined frequency] and Functional (Intersects With| Telecommunication| NET-03.2 confidentiality apnd integrity of 5
Telecommunication | remove exceptions that are no longer supported by an s Services the information being
s Services explicit mission or business need;f. Prevent transmitted across each
unauthorized exchange of control plane traffic with interf:
external networks;g. Publish information to enable Interface.
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
netwarl
Mechanisms exist to configure
Boundary Deny network communications traffic by default and Deny Traffic by firewall and router configurations
Protection | Deny |allow network communications traffic by exception . to deny network traffic by default|
5C-07(05) by Default — Allow [[Selection (one or more): at managed interfaces; for | Functional . |intersects With| _ Default & Allow | NET-04.1 o1 aliow network traffic by 5
by Exception [Assignment: organization-defined systems]]. Traffic by Exception lexception (e.g., deny all, permit
by exception).
Boundary Prevent split tunneling for remote devices connecting m?‘%:‘m;r?;rer:'::oté zf\xceg; ST
Protection | Split |to organizational systems unless the split tunnel is " " " " :
SC-07(07) Tunneling for securely provisioned using [Assignment: organization- Functional Equal Split Tunneling CFG-03.4 ;:éi?;;:z;zﬁ;;r;r:zla:izs:tcigﬁly 10
Remote Devices |defined safeguards]. defined safequard
Boundary . - : Mechanisms exist to route
Protection | Route Sg;tsilﬁwsga‘%iry:se?rtéf?i::g]atz‘?:z:ig‘:sz:fgt;:gt:;?zaaltion- Route Internal internal communications traffic
SC-07(08) AU.(r?'I;zlf’iﬁt‘i:Ctaoted defined external networks]‘through authenticated Functional |Intersects With| Trafg;r:/o;sroxy NET-18.1 Zorgeax:‘ezrar?é:Vzt‘%?;:se;h;?':g;\ 5
Proxy Servers proxy servers at managed interfaces. iservers at managed interfaces.
Mechanisms exist to force
Boundary o . Internet-bound network traffic
Protection | Route Route [Ass\gt;_nme?t:f?irg]atnlfithn-deﬁnfd |nterr_1a|t_ NS & Content ;hrlpugg af proxy detv';cg (te(.ggp))
. communications traffic] to [Assignment: organization- . onten olicy Enforcement Poin
SC-07(08) Au{)::’r‘:‘tfctaied defined external networks]_thrcugh authenticated Functional intersects With Filtering NET-18 ff:r U_RL ccn_ter_\t filtering an_d_ DNS 5
Proxy Servers proxy servers at managed interfaces. [filtering to limit a user's ability to
iconnect to dangerous or
prohibited Internet sites.
Boundary ::mlzngent [dAss\gnmten;: crganizhatic_m-de]ﬁrled host- Host-Based S i Me:‘:halmsms ef?ist to \mp\emt_ent
4 ased boundary protection mechanisms] a . ost-Based Security| underlying software separation
5C-07(12) Z':;:ét;,?,gtle?g:g [Assignment: organization-defined system Functional Equal Function Isolation END-16.1 mechanisms to facilitate security 10
components]. [function isolation.
MTECTTATTISTITS EXTSTTO TMPTETTTETTT
Boundary Isolate [Assignment: organization-defined information ‘sszﬁ:;‘et);:jxg?g?taf‘gbsletsgﬂ
P_rctection | . security too_ls, mechanisms, and support components] Security components fr):)m other inte?r?al
SC-07(13) Isolation of Se(_:urlty _from otherilnternal system components by " Functional |Intersects With| Management NET-06.1 [system components by 5
Tools, Mechanisms, |mp|emen_t|ng physically separate subnetworks with Subnets implementing separate
ggi‘SgEzﬁg :\as?ea'%ed interfaces to other components of the subnetworks with managed
P Y : interfaces to other components
£ th,
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Boundary Prevent systems from entering unsecure states in the . . N . .
SC-07(18) Protection | Fail |event of an operational failure of a boundary Functional |Intersects With Secu;eriﬁz‘gglr;ermg SEA-01 zggcﬁi!'ﬁgﬁedfsgﬂces in the 5
Secure protection device. development, implementation
land modification of Technology
/Assets, Applications and/or
Transmission . ) ) P, . ICryptographic mechanisms exist
SC-08 Confidentiality and :zrtoeteﬁt t]hgf[tsrealr?sc&?tnte(gI?:fgrrmma(zirsr){ confidentiality; Functional |Intersects With| gg:gsg‘]izﬁ? CRY-03 |to protect the confidentiality of 5
Integrity grity. : Y data being transmitted.
Transmission . ) y A . ICryptographic mechanisms exist
sc-08 Confidentiality and |"oteCt the [belection (one or more): confidentiality: | fynctional [Intersects With| ~ T"orST1SSION | CRy.04 o protect the integrity of data 5
Integrity integrity] of transmitted information. ntegrity being transmitted.
Transmission | : ) Cryptographic mechanisms exist
o mplement cryptographic mechanisms to [Selection )
Confidentiality and (one or more): prevent unauthorized disclosure of Alternate Physical o prevent unautharized
SC-08(01) Integrity | information: d‘e‘zect changes to information] durin Functional |Intersects With Protectwoyn CRY-01.1 |disclosure of information as an 5
Cryptographic transm\ssio;’\ 9 9 alternative to physical
Protection . safeguards.
Transmission . : : Mechanisms exist to facilitate the|
Conidentayana | ITplemert cypesraphic mechoiss o <eecon use o
SC-08(01) Integrity | information: détect changes to information] durin Functional (Intersects With| Cryptographic CRY-01 |protections controls using known 5
Cryptographic . transrgission 9 Controls public standards and trusted
Protection : cryptographic technologies.
Transmission " .
P Implement cryptographic mechanisms to [Selection " .
Confidentiality and | “(5ne or more): prevent unauthorized disclosure of . Transmission Cryptographic mechanisms exist
SC-08(01) Integrity | P > : Functional [Intersects With| . . CRY-03 to protect the confidentiality of 5
Cryptographic information; detect changes_tc information] during Confidentiality data being transmitted.
Protection transmission.
[Terminate the network connection associated with a etwork éé’nnixclfig:; ‘st the and
: communications session at the end of the session or : Network Connection| h
SC-10 Network Disconnect : ) : . : . Functional Equal iy NET-07 |of a session or after an 10
ianf;ec{iElﬁi\tss@nment. organization-defined time period] of Termination organization-defined time period
. Y. _ of inactivit
Establish and manage cryptqgraphlc keys wh_en Mechanisms exist to securely
Cryptographic Key cryptography is employed within the system in implement an internal Public Key
. accordance with the following key management : Public Key :
SC-12 Establishment and " ) . . : Functional |Intersects With CRY-08 |[Infrastructure (PKI) infrastructure 5
Management requirements: [Assignment: organization-defined Infrastructure (PKI) lor obtain PKI services from a
g requirements for key generation, distribution, storage, bl id
access, and destruction]. reputable PKI service provider.
Mechanisms exist to facilitate the
Cryptographic Key [Produce, control, and distribute symmetric g;?ndr:cett'gg S&ig;p:ﬁ;?sg;:f
x Establishment and |cryptographic keys using [Selection (one): NIST FIPS- N N g N N
SC-12(02) Management | |validated; NSA-approved] key management technology]| Functional Equal Symmetric Keys CRY-09.1 :fgége;eigerg;ggoar:;:t('?f;s). 10
Symmetric Keys |and processes. >sing
icompliant key management
[technology and processes.
Produce, control, and distribute asymmetric Mechanisms exist to facilitate the|
cryptographic keys using [Selection (one): NSA- production and management of
Cryptographic Ke approved key management technology and processes; asymmetrlc cryptographlc keys
Ega:)blighn?ent ang prepositioned keying material; DoD-approved or DoD- using Federal information
SC-12(03) Management | issued Medium Assurance PKI certificates; DoD- Functional Equal Asymmetric Keys | CRY-09.2 |Processing Standards (FIPS)- 10
As: mmgemc Keys approved or DoD-issued Medium Hardware Assurance compliant key management
Y YS IPKI certificates and hardware security tokens that technology and processes that
protect the user’s private key; certificates issued in protect the user’s private key.
accordance with organization-defined requirements].
a. Determine the [Assignment: organization-defined
cryptographic uses]; andb. Implement the following . . .
. h . : ICryptographic mechanisms exist
.~ Cryptographic  [types of cryptography required for each specified . .. | Encrypting Data At g :
SC-13 Protection cryptographic use: [Assignment: organization-defined Functional Intersects With Rest CRY-05 ;?Sg{sgffetgf"j:::‘::zr:gt 5
types of cryptography for each specified cryptographic .
use].
a. Determine the [Assignment: organization-defined .
cryptographic uses]; andb. Implement the following rf;;‘;m:";? s:;;tmt;;‘;ﬂfss the
. Cryptographic  [types of cryptography required for each specified " Export-Controlled g .
sC13 Protection cryptographic use: [Assignment: organization-defined Functional Intersects With Cryptography CRY-01.2 :‘:IC:vnaorifg‘tZStL‘l?oiulTa‘r?garre'ciIvavt‘zhr 5
types of cryptography for each specified cryptographic " Y 9 y
Usel. requirements.
a. Determine the [Assignment: organization-defined . .
cryptographic uses]; andb. Implement the following Use of mf;lzi:‘:nr:;ﬂif"Sg;g;iig;s;:;?:
SC-13 Crgptogrgphlc types of cryptogra‘phy required for eac_h sp_eclﬁed Functional (Intersects With| Cryptographic CRY-01 |protections controls using known 5
rotection cryptographic use: [Assignment: organization-defined Control blic standard d trusted
types of cryptography for each specified cryptographic ontrols public standards and truste
use] cryptographic technologies.
a. Issue public key certificates under an [Assignment: .
organization-defined certificate policy] or obtain public Mechanisms exist to securely
Public Key key certificates from an approved service provider; Public Ke: implement an internal Public Key
sc-17 Infrastructure / o P ; Functional |Intersects With Y CRY-08 |Infrastructure (PKI) infrastructure 5
Certificates andb. Include only approved trust anchors in trust Infrastructure (PKI) lor obtain PKI services from a
i&t;rae:ifartf:nrtlﬁcate stores managed by the reputable PKI service provider.
a. Define acceptable and Unacceptable mobile code Mechanisms exist to address
" and mobile code technologies; andb. Authorize, N " ; )
SC-18 Mobile Code monitor, and control the use of mobile code within the Functional |Intersects With Mobile Code END-10 |mobile code / operating system- 5
tem independent applications.
. : No \Withdrawn in NIST SP 800-53 R5
SC-19 N/A Withdrawn Functional Relationship N/A N/A N/A 0
@ PTOVIOE aUaItionar aata OrgiT autnenucation and
integrity verification artifacts along with the
Secure authoritative name resolution data the system returns Mechanisms exist to ensure
i to external name/address resolution . Domain Name Service (DNS)
Name/address | fésponse r s re. Domain Name €
. : : queries; andb. Provide the means to indicate the : : N s resolution is designed,
sc-20 Ref:i:}:':r"itgﬁc‘gce isecurity status of child zones and (if the child supports Functional Intersects With Si’:;z?u(t?o’\l‘f) NET-10 implemented and managed to 5
Source) Isecure resolution services) to enable verification of a protect the security of name /
chain of trust among parent and child domains, when laddress resolution.
operating as part of a distributed, hierarchical
o
Mechanisms exist to perform
Secure " P Secure Name / data origin authentication and
Name/address Sequ_est an‘d perfugm data 0”?1'" authentf;(l:jatlon and Address Resolution data integrity verification on the
sc-21 Resolution Service [43ta integrity verification on the name/address Functional Equal Service (Recursive | NET-10.2 [Domain Name Service (DNS) 10
: resolution responses the system receives from :
(recursive or s or Caching resolution responses received
authoritative sources. :
Caching Resolver) Resolver) [from authoritative sources when
requested by client systems.
Mechanisms exist to ensure
Architecture and |Ensure the systems that collectively provide Architecture & isystems that collectively provide
Provisioning for |name/address resolution service for an organization : Provisioning for Domain Name Service (DNS)
sc-22 Name/address |are fault-tolerant and implement internal and external Functional Equal Name / Address NET-10.1 resolution service are fault- 10
Resolution Service |role separation. Resolution Service tolerant and implement
internal/external role separation.
Session Mechanisms exist to protect the
SC-23 Authenticit Protect the authenticity of communications sessions. Functional Equal Session Integrity NET-09 [authenticity and integrity of 10
Y lcommunications sessions.
- " — TTo protect the
: Protect the [Selection (one or more): confidentiality; . . Mechanisms exist to p
SC-28 Info')rlt\ﬁtaetwct:t:']o;ol;est integrity] of the following information at rest: Functional |Intersects With Endp:/:z;:l:?etictlun END-02 gsgﬂgmﬁlahﬁ& ‘:at?egt”t\éé 5
[Assignment: organization-defined information at rest]. lendnaint {)”P ice Y
. Protect the [Selection (one or more): confidentiality; : Cryptographic mechanisms exist
SC-28 Infoinr'ztaetwcot:'\ogto;est integrity] of the following information at rest: Functional |Intersects With| EncryptFl{negstData At CRY-05 |to prevent unauthorized 5
[Assignment: organization-defined information at rest]. disclosure of data at rest.
" Implement cryptographic mechanisms to prevent . © .
SC-28(01) .~~~ [following information at rest on [Assignment: Functional |Intersects With yptograp BCcD-11.4 |0 P : : 5
| Cryptographic | = = L ation-defined system components or medial: Protection disclosure and/or modification of
Protection I ga . ¢ sy " defi P rmation] . backup information.
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthori;ed disclosure and mod\ﬁcation of the Encrypting Data At ICryptographic mechgnisms exist
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Rest CRY-05 [to prevent unauthorized 5
P{gtegtio‘:\ organization-defined system components or media]: disclosure of data at rest.
i o i -defi ‘mation]
Protection of mplement cryptographic mechanisms to prévent
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) following information at rest on [Assignment: Functional |Intersects With CRY-04 to protect the integrity of data 5

| Cryptographic
Protection

organization-defined system components or media]:

[Assianment: oraanization-defined informationl

Integrity

being transmitted.
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Protection of Implemer)t cryptographic mechani_smsv to prevent Cryptographic mec_hanism; exist
Information at Rest unauthorized disclosure and modification of the Encrypting Data In to protect the confidentiality and
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With| Storage Media DCH-07.2 |integrity of information stored on 5
Protection organization-defined system components or media]: digital media during transport
[Assignment: organization-defined information]. loutside of controlled areas.
. " " Mechanisms exist to implement a
SC-39 Process Isolation rfe‘gsat:: asses;é:?terié:;::tlon domain for each Functional Equal Process Isolation SEA-04 [separate execution domain for 10
9 sy P . leach executing process.
@ DEVETop, GOCUMENT, ana aISSeTmate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with Mechanisms exist to review the
applicable laws, executive orders, directives, ISecurity, Compliance &
regulations, policies, standards, and guidelines; and2. Periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Update of Security. including policies, standards and
SI-01 Procedures isystem and information integrity policy and the Functional [Intersects With| Compliance & ‘| GOV-03 |procedures, at planned intervals 5
associated system and information integrity controls;b. Resilience Program or if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
[aAsus(iegnment- organiz;t\aor:]ud‘gﬁ;teycl;”pleﬂntseo(r?nel or Mechanisms exist to facilitate the
roles]:1. [Selection (one or more): Organization-level; \mplementatlon qf |ndu5try‘»
> . recognized security, compliance
Mission/business process-level; System-level] system and resilience practices in the
and information integrity pohcy ;r_\a_t:a‘ Addresses specification, design,
purpose, scope, roles, r_esponsmllltles, mana_gement development, implementation
commitment, coordination among organizational land modification of Technology
ent\t_\es, and compllancg, andb. Is cgnsns‘tent with lassets, Applications and/or
applicable laws, executive orders, directives, Services (TAAS).
regulations, policies, standards, and guidelines; and2.
" Procedures to facilitate the implementation of the . .
Sl-01 :r?)“cceydz?eds isystem and information integrity policy and the Functional Subset Of Secu;eriﬁg‘gllr;esermg SEA-01 10
associated system and information integrity controls;b. P
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
E:h T, ana aISSETmate 1o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, . : :
regulations, policies, standards, and guidelines; and2. publishing Securi Mechanisms eslilt' to establish,
" Procedures to facilitate the implementation of the ublishing ecurity, malqtaln and disseminate
Policy and g e th b ) Compliance & policies, standards and
Sl-01 system and information integrity policy and the Functional |Intersects With| " GOV-02 5
Procedures o " 2 . ! Resilience procedures necessary for secure,
associated system and information integrity controls;b. Documentation compliant and resilient
Designate an [Assignment: organization-defined bilities.
official] to manage the development, documentation, capabilities.
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
izatinn.defined aventsl
a. ldentify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects Vulnerability & Mechanisms exist to facilitate the|
51-02 Flaw Remediation before installation;c. Install security-relevant software Functional |Intersects With| Patch Management| VPM-01 implementation and monitoring 5
and firmware updates within [Assignment: Program (VPMP) of vulnerability management
organization-defined time period] of the release of the 9 controls.
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw .
remediation for effectiveness and potential side effects gceff‘:;?:gstjﬁﬁ; tfgrcaolr;duct
SI-02 Flaw Remediation ::;Ogir:‘vitaile‘aslggéié;nvsvtifrlxli:e[z‘;:itg;;il:r‘\/t?nt software Functional |Intersects With Firmsvsgtrzagaetfhing VPM-05 iepl‘uyett_j Techndulug\é/ Assets, 5
organization-defined time period] of the release of the (.FD:A‘;E 'D”IS :” ";‘F ervices
updates; andd. Incorporate flaw remediation into the - Including firmware.
organizational configuration management process.
a. Identify, report, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects Automatic |Automated mechanisms exist to
P before installation;c. Install security-relevant software " . update antimalware
S1-02 Flaw Remediation |- 1" mware updates within [Assignment: Functional - intersects With| _ Antimatware o | END-04 ftechnologies, including signature 5
organization-defined time period] of the release of the ignature Updates definitions.
updates; andd. Incorporate flaw remediation into the
organizational configuration management process.
Fow Remediation | orormine | e, Compnerts e Specae tomated mechanisms et o
S1-02(02) RAutumaFed Flaw [installed using [Assi_gnment: organizatﬁun-def_ined_ Functional |Intersects With| Rem’:ﬁ:tirlantestiatus VPM-05.2 gs;f;:‘r:giéh;istﬁ‘a:goafrzytsgeﬂngw 5
emediation Status [automated mechanisms] [Assignment: organization- remediation
defined frequencvl -
‘Frli?nwer;:lfyilexggiua';e[ a. Measure the time between flaw identification and Time To Mechanisms exist to track the
51-02(03) Flaws and flaw remediation; apdb. Establrish thg followmg_ Functional Equal Remediate / VPM-05.3 effectiyeness of remedia_tion 10
Benchmarks for benchmarks for taking corrective actions: [Assignment: Benchmarks For *~ |operations through metrics
c . . organization-defined benchmarks]. Corrective Action reporting.
orrective Actions
a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment: .
organization-defined frequency] and real-time scans of z}effxg?:;ig::; tfgrcglrllduct
Malicious Code (files from external sources at [Selection (one or more): : Software &
Si03 Protection lendpoint; network entry and exit points] as the files Functional _fIntersects With Firmware Patching VPM-05 iepl‘pyetq Techndologg As;ets, 5
are downloaded, opened, or executed in accordance pplications an ’°F ervices
" o M . (TAAS), including firmware.
\with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
[system.
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Malicious Code

S-03 Protection

Focal Document Ele!

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect

and eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives

during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

GOVRAMP MODERATE_x000a_Crosswalk Mapping

Intersects With|

Vulnerability &
Patch Management
Program (VPMP)

VPM-01

Mechanisms exist to facilitate the|
implementation and monitoring
of vulnerability management
controls.

version 2026.1_x000a_03/27/2026

Malicious Code

sl-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With|

Malicious Code
Protection (Anti-
Malware)

END-04

Mechanisms exist to utilize
lantimalware technologies to
detect and eradicate malicious
code.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With|

Heuristic /
Nonsignature-Based
Detection

END-04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
antimalware detection
capabilities.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With|

Safeguarding Data
Over Open
Networks

NET-12

ICryptographic mechanisms exist
[to implement strong
icryptography and security
protocols to safeguard
sensitive/regulated data during
[transmission over open, public
networks.

Malicious Code

sk-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
system.

Functional

Intersects With|

Automatic
Antimalware
Signature Updates

END-04.1

|Automated mechanisms exist to
update antimalware
technologies, including signature
definitions.

Malicious Code

s-03 Protection

a. Implement [Selection (one or more): signature
based; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
and eradicate malicious code;b. Automatically update
malicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more):
endpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
and send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
the resulting potential impact on the availability of the
Isystem.

Functional

Intersects With|

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-03(01) N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

SI-03(02) N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5

SI-03(07) N/A

Withdrawn

Functional

No
Relationship

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 R5
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Ele!

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.

Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
Isystem to collect organization-determined essential

GOVRAMP MODERATE_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

Host-based Devices

isystem components]: [Assignment: organization-
defined host-based monitoring mechanisms].

unwanted activities and send
logs to a Security Incident Event
Manager (SIEM), or similar
lautomated tool, to maintain

NP & h . Input Data Mechanisms exist to check the
SI-04 System Monitoring |information; and2. At ;d hoc locations wwt_hln the Functional |Intersects With Vg\idation TDA-18 validity of information inputs.
isystem to track specific types of transactions of
interest to the organization;d. Analyze detected events
and anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
organization-defined system monitoring information] to|
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
organization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or Mechanisms exist to utilize a
deploy monitoring devices:1. Strategically within the Security Incident Event Manager
system to collect organization-determined essential Centralized (SIEM) yur similar automated tgocl
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional |Intersects With| Collection of MON-02 Ito su ’ort the centralized ' 5
system to track specific types of transactions of Security Event Logs collegt’ijon of security-related
interest to the organization;d. Analyze detected events levent logs. Y
and anomalies;e. Adjust the level of system monitoring 9s-
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
organization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
organization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or ICryptographic mechanisms exist
deploy monitoring devices:1. Strategically within the [to implement strong
Isystem to collect organization-determined essential Safeguarding Data icryptography and security
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional [Intersects With| Over Open NET-12 |protocols to safeguard 5
isystem to track specific types of transactions of Networks sensitive/regulated data during
interest to the organization;d. Analyze detected events [transmission over open, public
and anomalies;e. Adjust the level of system monitoring networks.
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
organization-defined system monitoring information] to|
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
organization-defined frequency]].
a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the following techniques and methods:
[Assignment: organization-defined techniques and
methods];c. Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the
SI-04 System Monitoring |information; and2. At ad hoc locations within the Functional [Intersects With Monitorin MON-01 [implementation of enterprise- 5
system to track specific types of transactions of 9 wide monitoring controls.
interest to the organization;d. Analyze detected events
and anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
operations and assets, individuals, other organizations,
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:
organization-defined system monitoring information] to
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
organization-defined frequency]].
System Monitoring | Mechanisms exist to implement
ystem Monitoring o ) ) Intrusion Detection Intrusion Detection / Prevention
System-wide Connect and configure individual intrusion detection . N ISystems (IDS / IPS) technologies
51-04(01) Intrusion Detection [tools into a system-wide intrusion detection system. Functional Equal 5 & Prevention MON-01.1 ox critica(\ systems) key netm?ork 10
ystems (IDS & IPS) 4
System isegments and network choke
Doint:
: Mechanisms exist to utilize a
System Monitoring | Automated Tools Securit) i
y Incident Event Manager
51-04(02) Automated Tools |Employ automated tools and mechanisms to support | ¢, tiona| Equal for Real-Time | MON-01.2 |(SIEM), or similar automated tool,| 10
and Mechanisms for|near real-time analysis of events. lysi It t -t
Real-time Analysis Analysis 0 support near reattime
lanalysis and incident escalation.
a. Determine criteria for unusual or unauthorized :
System Monitoring ||activities or conditions for inbound and outbound Inb Mechanisms exist to
Inbound and  |communications traffic;b. Monitor inbound and nbound & continuously monitor inbound
ppavs " ; : Outbound land outbound communications
S1-04(04) Outbound outbound communications traffic [Assignment: Functional Equal Communications MON-01.3 traffic for unusual or 10
Communications |organization-defined frequency] for [Assignment: Traffic unauthorized activities or
Traffic organization-defined unusual or unauthorized activities conditions
or conditions]. ) -
Alert [Assignment: organization-defined personnel or monitor, correlate and respond
System Monitoring ||roles] when the following system-generated indications System G ted to alerts from physical,
51-04(05) System-generated |of compromise or potential compromise occur: Functional Equal Ys ENA‘ ftnera €d | MoN-01.4 cybersecurity, data protection 10
Alerts [Assignment: organization-defined compromise erts land supply chain activities to
indicators]. achieve integrated situational
- . " : Mechanisms exist to monitor
System Monitoring ||EMPIOY @ wireless intrusion detection system to ) wireless network segments for:
51-04(14) Wireless Intrusion |[9entify rogue wireless devices and to detect attack Functional |Intersects With| \Wireless Network | yioy o1 5 \(1) Rogue wireless devices; and 5
attempts and potential compromises or breaches to Monitoring f
Detection th (2) Anomalous and/or hostile
e system. o
activitie:
|Automated mechanisms exist to
correlate both technical and non-
System Monitoring | Correlate [technical information from across,
Correlate Correlate information from monitoring tools and . . [the enterprise by a Security
51-04(16) Monitoring imechanisms employed throughout the system. Functional Equal lr&?:ﬁ;’é{:}% MON-02.1 Incident Event Manager (SIEM) or| 10
Information similar automated tool, to
lenhance organization-wide
situational awareness.
Mechanisms exist to utilize Host-
based Intrusion Detection /
Implement the following host-based monitoring Prevention Systems (HIDS / HIPS)
S1-04(23) System Monitoring ||mechanisms at [Assignment: organization-defined Functional Equal Host-Based Devices| MON-01.6 to actively alert on or block 10
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FDE Name Focal Document Element (FDE) Description
a. Receive system security alerts, advisories, and
directives from [Assignment: organization-defined
external organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary;c. Disseminate
Security Alerts, |security alerts, advisories, and directives to: [Selection Input Data Mechanisms exist to check the
SI-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional [Intersects With| Vp\ dati TDA-18 lidity of inf tion i t 5
Directives personnel or roles]; [Assignment: organization-defined alidation validity ot information inputs.
elements within the organization]; [Assignment:
organization-defined external organizations]]; andd.
Implement security directives in accordance with
established time frames, or notify the issuing
organization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Mechanisms exist to maintain
directives from [Assignment: organization-defined situational awareness of
lexternal organizations] on an ongoing basis;b. \vulnerabilities and evolving
Generate internal security alerts, advisories, and threats by leveraging the
directives as deemed necessary;c. Disseminate knowledge of attacker tactics,
Security Alerts, [security alerts, advisories, and directives to: [Selection Threat Intelligence techniques and procedures to
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional [Intersects With| Feeds THR-03 [facilitate the implementation of 5
Directives personnel or roles]; [Assignment: organization-defined preventative and compensating
elements within the organization]; [Assignment: icontrols.
organization-defined external organizations]]; andd.
Implement security directives in accordance with
established time frames, or notify the issuing
organization of the degree of noncompliance.
a. Receive system security alerts, advisories, and Cryptographic mechanisms exist
directives from [Assignment: organization-defined to implement strong
external organizations] on an ongoing basis;b. cryptography and security
Generate internal security alerts, advisories, and protocols to safeguard
directives as deemed necessary;c. Disseminate isensitive/regulated data during
Security Alerts, |security alerts, advisories, and directives to: [Selection Safeguarding Data transmission over open, public
SI-05 Advisories, and |(one or more): [Assignment: organization-defined Functional [Intersects With| Over Open NET-12  |networks. 5
Directives personnel or roles]; [Assignment: organization-defined Networks
elements within the organization]; [Assignment:
organization-defined external organizations]]; andd.
Implement security directives in accordance with
established time frames, or notify the issuing
organization of the degree of noncompliance.
a. Verify the correct operation of [Assignment:
organization-defined security and privacy functions];b.
Perform the verification of the functions specified in SI-
06a [Selection (one or more): [Assignment: Mechanisms exist to verify the
N ization-defined system transitional states]; upon functionality of security,
Security and Z(r)?nas::zd b " - : ) Control " e
¢ y user with appropriate privilege; ) ntrol. compliance and resilience
5106 Pr\:l/zi%;:tl}g:‘lon [Assignment: organization-defined frequency]];c. Alert Functional intersects With Fygﬁg?;‘taic‘;:\y CHG-06 controls following implemented 5
[Assignment: organization-defined personnel or roles] changes to ensure applicable
'to failed security and privacy verification tests; andd. icontrols operate as designed.
[Selection (one or more): Shut the system down;
Restart the system; [Assignment: organization-defined
alterna‘tive action(s)11 V\?"hen anomallies a(ljre discovered.
a. Employ integrity verification tools to detect . i,
unauthorized changes to the following software, r’lfCha.?‘spTS ?tX'St ;:)Mutlllze .F‘I.?
Software, Firmware,|firmware, and information: [Assignment: organization- Endpoint File ntegrity Monitor (FIM), or similar
: " J . N L technologies, to detect and
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With|Integrity Monitoring| END-06 t thorized chan: 5
Integrity |Take the following actions when unauthorized changes (FIM) report on unauthorized changes
- : to selected files and
to the software, firmware, and information are configuration settings.
detected: [Assignment: organization-defined actions]. )
a. Employ integrity verification tools to detect ICryptographic mechanisms exist
unauthorized changes to the following software, [to implement strong
Software, Firmware,|firmware, and information: [Assignment: organization- Safeguarding Data icryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With| Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are [transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware,|firmware, and information: [Assignment: organization- .
SI-07 and Information |defined software, firmware, and information]; andb. Functional [Intersects With| Il\;p‘ué Ii_ata TDA-18 Mel_cdhimsfnjsfexlst tt_o checktthe 5
Integrity Take the following actions when unauthorized changes alidation validity of information Inputs.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment: Mechanisms exist to validate
Software, Firmware,|organization-defined software, firmware, and configurations through integrity
and Information [information] [Selection (one or more): at startup; at " N Ichecking of software and
si-07(01) Integrity | Integrity |[[Assignment: organization-defined transitional states Functional Equal Integrity Checks END-06.1 ﬁrmwarg, 10
Checks or security-relevant events]; [Assignment:
organization-defined frequency]].
Software, Firmware,
and Information |Incorporate the detection of the following unauthorized Mechanisms exist to detect and
Integrity | changes into the organizational incident response . Endpoint Detection respond to unauthorized
S-07(07) Integration of  |capability: [Assignment: organization-defined security- Functional Equal & Response (EDR) END-06.2 configuration changes as 10
Detection and  [relevant changes to the system]. cybersecurity incidents.
Response
a. Employ spam protection mechanisms at system Mechanisms exist to utilize anti-
entry and exit points to detect and act on unsolicited phishing and spam protection
. messages; andb. Update spam protection mechanisms . Phishing & Spam ltechnologies to detect and take
S-08 Spam Protection 'when new releases are available in accordance with Functional Equal Protection END-08 laction ungunsulicited messages 10
organizational configuration management policy and ltransported by electronic mail.
procedures.
5 3 No \Withdrawn in NIST SP 800-53 R5
S1-08(01) N/A Withdrawn Functional Relationshi N/A N/A N/A 0
Mechanisms exist to
lautomatically update anti-
" " " " Automatic Spam phishing and spam protection
S1-08(02) :ﬁiﬁ:ggtﬁcﬂz:els f::fim:rﬂéiltl-y;rpgitisast’f:nngﬁ‘t:ﬂ?; Teer::chalmsms Functional Equal and Phishing END-08.2 [technologies when new releases 10
P 9 : org a vl Protection Updates lare available in accordance with
iconfiguration and change
management practices.
ICryptographic mechanisms exist
[to implement strong
Information Input Check the validity of the following information inputs: Safeguarding Data icryptography and security
SI-10 Validation [Assignment: organization-defined information inputs Functional |Intersects With| Over Open NET-12 |protocols to safeguard 5
to the system]. Networks sensitive/regulated data during
transmission over open, public
CITECK TITE VarraTty Or te TITOTTITETOTT MpUT networks.
Information Input © : ! Y o : - Input Data Mechanisms exist to check the
SI-10 Validation EAsj'lgnmefn&‘?rganlzatmn—deﬁned information inputs Functional |Intersects With| Validation TDA-18 validity of information inputs. 5
Mechanisms exist to handle error
iconditions by:
(1) Identifying potentially
lsecurity-relevant error
conditions;
a. Generate error messages that provide information (2) Generating error messages
necessary for corrective actions without revealing that provide information
SI-11 Error Handling  |information that could be exploited; andb. Reveal error| Functional Equal Error Handling TDA-19 |necessary for corrective actions 10
messages only to [Assignment: organization-defined without revealing sensitive or
personnel or roles]. potentially harmful information in
lerror logs and administrative
messages that could be
lexploited; and
(3) Revealing error messages
only to authorized personnel.
Manage and retain information within the system and Mechanisms exist to retain
Information information output from the system in accordance with Media & Data media and data in accordance
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With| R DCH-18 |with applicable statutory, 5
- H - etention
Retention regulations, policies, standards, guidelines and regulatory and contractual
operational requirement: lobliaation:
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FDE Name Focal Document Element (FDE) Description SCF Control

Cont.
Mechanisms exist t

(1) Retain Personal Data (PD),
including metadata, for an
lorganization-defined time period
[to fulfill the purpose(s) identified
in the notice or as required by

Manage and retain information within the system and

: n h : i law;
Information information output from the system in accordance with Personal Data (PD) o
SI-12 Management and |applicable laws, executive orders, directives, Functional |Intersects With Retention & PRI-05 (azn)d?cl;Z%S:no;;iisstz?w)ési’grases' 5
Retention regulations, policies, standards, guidelines and Disposal Y .

regardless of the method of
storage; and

(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
land archived records).

loperational requirements.

Mechanisms exist to implement
security safeguards to protect 10
isystem memory from

lunauthorized code execution.

Implement the following controls to protect the system
SI-16 Memory Protection |[memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10
[Assignment: organization-defined controls].
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