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AC-01

FDE Name

Policy and
Procedures

t-th ionshi pping-strm/

Document Element (FDE) Descri

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
control policy that:a. Addresses purpose, scope, roles,

lcoordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
Ifacilitate the implementation of the access control
lpolicy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
lprocedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ defined events].

Functional

Intersects With

GOVRAMP_x000a_Crosswalk Mapping

Focal Document:

Government Risk and Authorization Man

Focal u
i STRM U

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
lcompliant and resilient
capabilities.
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AC-01

AC-01

AC-01

Policy and
Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

rocess-level; System-level] access
control policy that:a. Addresses purpose, scope, roles,

-
coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Istandards, and guidelines; and2. Procedures to
[facilitate the implementation of the access control
Ipolicy and the associated access controls;b. Designate
lan [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
lprocedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ined events].

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
lor if significant changes occur to
lensure their continuing
lsuitability, adequacy and
effectiveness.

AC-01

AC-01

AC-01

AC-01

AC-01

Policy and
Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] access
lcontrol policy that:a. Addresses purpose, scope, roles,

lcoordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the access control
Ipolicy and the associated access controls;b. Designate
an [Assignment: organization-defined official] to
manage the development, documentation, and
dissemination of the access control policy and
lprocedures; andc. Review and update the current
laccess control:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

[following [, or -defined events].

Functional

Subset Of

Identity & Access
Management (IAM)

IAC-01

Mechanisms exist to facilitate the|
implementation of identification
land access management
controls.

AC-01

AC-01

AC-01

AC-01

AC-02

Account
Management

/2. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
lgroup and role membership;d. Specify:1. Authorized
lusers of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
ffor requests to create accounts;f. Create, enable,
Imodify, disable, and remove accounts in accordance
|with [Assignment: organization-defined policy,
lprocedures, prerequisites, and criteria];g. Monitor the
luse of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
|within:1. [Assignment: organization-defined time
Iperiod] when accounts are no longer required;2
[Assignment: organization-defined time period] when
lusers are terminated or transferred; and3,
[Assignment: organization-defined time period] when
system usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
lusage; and3. [Assignment: organization-defined
jattributes (as required)];j. Review accounts for
lcompliance with account management requirements
[Assignment: organization-defined frequency];k.
Establish and implement a process for changing shared|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel
ltermination and transfer processes.

Functional

Intersects With

Termination of
Employment

IAC-07.2)

Mechanisms exist to revoke user
laccess rights in a timely manner,
lupon termination of employment
or contract.

AC-02

AC-02

AC-02

AC-02

AC-02

AC-02

Account
Management

. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
lgroup and role membership;d. Specify:1. Authorized
lusers of the system;2. Group and role membership;
and3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
ffor requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
|with [Assignment: organization-defined policy,
lprocedures, prerequisites, and criterial;g. Monitor the
luse of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
within:1. [Assignment: organization-defined time
lperiod] when accounts are no longer required;2.
[Assignment: organization-defined time period] when
lusers are terminated or transferred; and3,
[Assignment: organization-defined time period] when
lsystem usage or need-to-know changes for an
individual;i. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment: organization-defined
attributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequencyl:k.
Establish and implement a process for changing shared|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

and transfer processes.

Functional

Intersects With

Account
Management

IAC-15

Mechanisms exist to proactively
lgovern account management of
individual, group, system,
service, application, guest and
temporary accounts.

AC-02

AC-02

AC-02

AC-02

AC-02

AC-02

Account
Management

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
lgroup and role membership;d. Specify:1. Authorized
lusers of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
ffor requests to create accounts;f. Create, enable,
modify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
lprocedures, prerequisites, and criterial;g. Monitor the
luse of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]
|within:1. [Assignment: organization-defined time
period] when accounts are no longer required;2
[Assignment: organization-defined time period] when
lusers are terminated or transferred; and3,

defined time period] when
system usage or need-to-know changes for an
individual;i. Authorize access to the system based
lon:1. A valid access authorization;2. Intended system
lusage; and3. [Assignment: organization-defined
jattributes (as required)];j. Review accounts for
with account i

[Assignment: organization-defined frequencyl;k.
Establish and implement a process for changing shared|
lor group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
laccount management processes with personnel

and transfer processes.

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

AC-02

AC-02

AC-02

AC-02

AC-02

Secure Controls Framework (SCF)
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FDE Name

Focal Document Element (FDE) Descri

a. Define and document the types of accounts allowed
land specifically prohibited for use within the system;b.
|Assign account managers;c. Require [Assignment:
organization-defined prerequisites and criteria] for
lgroup and role membership;d. Specify:1. Authorized

lusers of the system;2. Group and role membership;
land3. Access authorizations (i.e., privileges) and
[Assignment: organization-defined attributes (as
required)] for each account;e. Require approvals by
[Assignment: organization-defined personnel or roles]
ffor requests to create accounts;f. Create, enable,
imodify, disable, and remove accounts in accordance
with [Assignment: organization-defined policy,
lprocedures, prerequisites, and criterial;g. Monitor the
luse of accounts;h. Notify account managers and
[Assignment: organization-defined personnel or roles]

GOVRAMP_x000a_Crosswalk Mapping

Safeguarding Data

Cryptographic mechanisms exist
to implement strong
cryptography and security

version 2026.1_x000a_03/27/2026

AC-02 Ma‘:‘;"g“m'“em |within:1. [Assignment: organization-defined time Functional |Intersects With| Over Open NET-12 |protocols to safeguard 5 AC-02 | AC02 | AC-02 | AC-02 | AC-02
9 lperiod] when accounts are no longer required;2 Networks sensitive/regulated data during
[Assignment: organization-defined time period] when transmission over open, public
users are terminated or transferred; and3, networks.
[Assignment: organization-defined time period] when
system usage or need-to-know changes for an
individuali. Authorize access to the system based
on:1. A valid access authorization;2. Intended system
usage; and3. [Assignment; organization-defined
jattributes (as required)];j. Review accounts for
compliance with account management requirements
[Assignment: organization-defined frequencylik.
Establish and implement a process for changing shared
or group account authenticators (if deployed) when
individuals are removed from the group; andl. Align
account management processes with personnel
ftermination and transfer processes.
n stem exist o
| |support the of system accounts using Y
AC-02(01) System [ defined Functional  [Intersects With| Account ¢ acisaspeort the mat"agsmsg,t “ft 5 IAC-02(01)| |AC-02(01)|AC-02(01)[AC-02(01)|
e [ssanment) anagemen system accounts (e.g., directory
A T (Directorv Services) ervices)
count -
Management |  [Automatically [Selection (one): remove; disable] Removal of ﬁg?ﬁea;?drem;;\,h:?eﬁ“;;:;‘;gd
y Automated  [temporary and emergency accounts after [Assignment; Temporary / 3 ’ ’
ACO202) | remportinyand lorganiaton derined i period or cach ype of | Functional | Equal Emeroency [AC152emergency accauntsafteran | 10 AC2(2) | AC2(2)
Emergency Account/account]. Accounts e e
Disable accounts within | -
Account  |defined time period] when the accounts:a. Have Automated mechanisms exist to
y expired:b. Are no longer associated with a user or Disable Inactive | , ;. s|disable inactive accounts after . g
individualic. Are in violation of organizational policy; ccounts an organization-defined time
AC-02(03) Mamagement | 0 wiaton of arganotons: po Functional Equal e e IAC-15.3 nactive accounts 10 AC2(3) | AC-2(3)
ord. Have been inactive for [Assignment: organization- period.
defined time period]
Automated mechanisms exist to
Account laudit account creation,
y Management |  |Automatically audit account creation, modification, dit | xc. | enabling, disabling » ’
AC-02(04) Automated Audit |enabling, disabling, and removal actions. Functional Equal Actions IAC-15.4150d removal actions and notify 10 Hezdp) || rete)
Actions organization-defined personnel
or roles.
RIS rsrrrs-exrserormmrae-ar
session lock after an
organization-defined time period
Account  |Require that users log out when [Assignment: of inactivity, or upon receiving a
AC-02(05) Management |  [organization-defined time period of expected inactivity | Functional Equal Session Lock | IAC-24 [request from a user and retain 10 AC-2(5) | AC-2(5)
Inactivity Logout _|or description of when to log out]. the session lock until the user
reestablishes access using
established identification and
; et
. Establish and administer privileged User accounts i e
accordance with [Selection (one): a role-based access
Account - locheme; an attribute-based access schemel;b. Monitor Role-Based Access A for Technology fesets.
AC-02(07) e privileged role or attribute Monitor Functional Equal 1AC-08 [APP . 10 IAC-02(07) IAC-02(07)|AC-02(07)[AC-02(07)
rivileged User o0 o O e e o Mook atcass Control (RBAC) Data (TAASD) to restrict access
Accounts o eged fols of attrhute sssignments are no o ndividusls assigned specific
longer appropriate. 9!
ccount ) Mechanisms exist to authorize
Management |  [Only permit the use of shared and group accounts that Restrictions on the Use of shared/group accounts
AC-02(09) |Restrictions on Use [meet [Assignment: organization-defined conditions for | Functional Equal Shared Groups / [IAC-15.5/oniy under certain organization- 10 AC2(9) | AC-2(9)
of Shared and _ [establishing shared and group accounts] Accounts defined conditions.
Group Account:
AC-02(10) N/A Withdrawn Functional D N/A N/A N/A 0 |rEEEmhNErSP LR AC-2(10) | AC-2(10)
Account __ |Enforce [Assignment: organization-defined lAutomated mechanisms exist to
AC-02(11) Management | [circumstances and/or usage conditions] for Functional Equal Usage Conditions [IAC-15.8[enforce usage conditions for 10 AC-2(11)
Usage Conditions [[Assignment: organization-defined system accounts] lusers and/or roles.
Mechanisms exist to utiize User
& Entity Behavior Analytics
Account a. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
y defined atypical usagel; andb. Report Anomalous 16| Monitoring (UAM) solutions to g ’
AC-02(12) |\ count Monitoring | - atypical usage of system accounts to [Assignment: | Functional Equal Behavior MON-16|4otect and respond to anomalous|  *° 2R | 2
for Atypical Usage organization-defined personnel or rolesl. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to expedite the|
Account process of removing *high risk”
Management |  [Disable accounts of individuals within [Assignment: High-Risk WRs. [Individual's access to Technology
AC-02(13) Disable Accounts  [organization-defined time period] of discovery of Functional [intersects With| RISk | HAS lassers, Applications, Services 5 AC-2(13)
for High-risk [[Assignment: organization-defined significant risks]. 2 |andjor Data (TAASD) upon
Individuals termination, as determined by
Account - Mechanisms exist to disable
Management |  [Disable accounts of individuals within [Assignment: Account Disabling accounts immediately upon
AC-02(13) Disable Accounts [organization-defined time period] of discovery of Functional [Intersects With|  for High Risk  [IAC-15.6notification for users posing a 5 AC-2(13)
for High-risk [[Assignment: organization-defined significant risks]. Individuals <ignificant risk to the
Mechanisms exist to enforce
Enforce approved authorizations for logical access to Logical Access Control (LAC)
AC-03 Access Enforcementjinformation and system resources in accordance with | Functional ~[Intersects WithlAccess Enforcement] IAC-20 |parmissions that conform to the 5 AC-03 | AC03 | AC-03 | AC-03
applicable access control policies orinciple of “least privilege.»
Cryptographic mechanisms exist
to implement stron
Enforce approved authorizations for logical access to Safeguarding Data cryptography and security
AC-03 Access Enforcementlinformation and system resources in accordance with | Functional [Intersects With|  Over Open | NET-12 |protocols to safeguard 5 AC-03 | AC-03 | AC-03 | AC-03
applicable access control policies. Networks sensitive/regulated data during
transmission over open, public
networks.
Enforce approved authorizations for logical access to v ;
AC-03 Access Enforcementfinformation and system resources in accordance with | Functional [Intersects with| 10Ut Data | rpp.qg [Mechanisms exist to check the 5 AC03 | AC:03 | AC-03 | AC03
lapplicable access control policies Y puts.
Mechanisms exist to implement
Enforce approved authorizations for controlling the Data Flow land govern Access Control Lists
Information Flow [flow of information within the system and between Enforcement - (ACLS) to provide data flow
AC-04 Enforcement  |[connected systems based on [Assignment: Functional Equal  |access Control Lists| VET-04 lenforcement that explicitly 10 LS eS| AED || Aee
organization-defined information flow control policies]. (ACLs) restrict network traffic to only
N what is
Information Flow |organization-defined security or privacy policy filters] Automated mechanisms exist to
Eoforaton F"  fas a basis for flow control decisions for [Assignment: evaluate access requests against
¢ organization-defined information flows]; andb. Policy Decision | NET- |established criteria to
AC-04(08) Security and |[selection (one or more): Block; Strip; Modify; Functional Equal Point (PDP) 04.7 |dynamically and uniformly 10 [AC-04(08)
F"{ers Y |Quarantine] data after a filter processing failure in lenforce access rights and
accordance with [Assignment: organization-defined permissions
Mechanisms exist to ensure
‘"gﬁ;;"rig;"e;lulw Separate information flows logically or physically using Network network architecture utilizes
i defined Segmentation network segmentation to isolate y y
AC-04(21) Phéi“:'r:t’i;r“’go'f‘a‘ techniques] to accomplish [Assignment: organization- | "unctional Equal (macrosegementati| NET-06 | Technology Assets, Applications 10 [AC-04(21)]AC-04(21)
para defined required separations by types of information]. on) andjor Services (TAAS) to protect|
Information Flows
from other network resources.
/@ TdentiTy and document [ Moch. existto check the
’ Separation of  [defined duties of individuals requiring separation]; Input Data 1 validity of Information Ineute, g ’ 9
AC05 Duties landb. Define system access authorizations to support | Functional jintersects With) 2 yation TDA-18 Y P 5 AC05[ | AC05. || AC-05
of dutie:
a. Identify and document [Assignment: organization- Mechanisms exist fo enforce a -
y Separation of  [defined duties of individuals requiring separation]; Dual Authorization | CHG- g : y
AC-05 Duties andb. Define system access authorizations to support | Functional jintersects With) ™o cpopge 04,3 [shanges to critica) TechPology 5 (218 || (e || A=
separation of duties. ssets, Applications and/or
Services (T
Cryptographic mechanisms exist
a. Identify and document [Assignment: organization- bata E"y‘:‘p‘:"’:": ;:g”sgecmy
) ! ° g ryptograpt
AC-05 Se"g;an“:s" of gﬁgﬂeggﬁﬁi “sflg‘:“‘é‘fc‘g; ;i‘:xé’:;g;sgsﬁtzn]' ot | Functional lintersects with|  Over Open NET-12 [protocols to safeguard 5 AC-05 | AC-05 | AC-05
e ation o s PP Networks sensitive/regulated data during
P transmission over open, public
networks
a. Identify and document [Assignment: organization- €chanisms exist to i
Separation of  |defined duties of individuals requiring separation]; Separation of jand maintain Separation of
AC-05 Duties andb. Define system access authorizations to support | "UNctional |intersects With g ieq (op) | HRS-11 |Duties (SoD) to prevent potential | 5 SECSH oSl |is o8
lseparation of duties. mu'l’fw‘: Y
Mechanisms exist o utilize the
Employ the principle of least privilege, allowing only D O e g cess
. lauthorized accesses for users (or processes acting on g only
AC-06 Least Privilege ! Functional [Intersects With|  Least Privilege | IAC-21 [to processes necessary to 5 AC-06 AC-06 | AC06 | AC-06
behalf of users) that are necessary to accomplish
accomplish assigned tasks in
assigned organizational tasks.
accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
AC-06 Least Privilege | 2uthorized accesses for users (or processes acting on | ¢ ctional |intersects With|Access Enforcement| 1aC-20 |  Logical Access Control (LAC) 5 AC-06 AC06 | AC06 | AC-06

behalf of users) that are necessary to accomplish
assigned organizational tasks.

permissions that conform to the
principle of *least privilege."

Secure Controls Framework (SCF)
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RIgn
Low+ Moderate (FedRAMP
|

o
Least Privilege | or roles] . Authorize Access to Mechanisms exist to limit access
AC-06(01) |Authorize Access todefined security functions (deployed in hardware, Functional Equal  |fehortze Aceess 10 lIac-21.1to security functions to explicitly-| 10 IAC-06(01)|AC-06(01)|
Security Functions [software, and firmware)]; andb. [Assignment: ity lauthorized privileged users.
d security-relevant informationl
Least Privilege | [Require that users of system accounts (or roles) with Mechar\lsms exist to prohibit
Non-privileged  [access to [Assignment: organization-defined security Non-Privileged users from using
AC-06(02) Access for  [functions or security-relevant information] use non- | Functional Equal Access for Non- ||IAC-21.2]privileged accounts, while 10 IAC-06(02) IAC-06(02)|AC-06(02)|
Nonsecurity |privileged accounts or roles, when accessing Security Functions performing non-security
Functions  [nonsecurity functions. functions
Mechanisms exist to authorize
remote access to perform
Least Privilege | [Authorize network access to [Assignment privileged commands on critical
Network Amfss to [organization-defined privileged commands] only for Network Access to [Technology Assets, Applications
AC-06(03) nork accessto |, -defined i Functional Equal Privileged | [|AC-21.6[and/or Services (TAAS) or where | 10 IAC-06(03)
G s |operational needs] and document the rationale for Command: data is
lsuch access in the security plan for the system stored, transmitted and/or
processed only for compelling
loperational needs.
Management Mechanisms exist to restrict the
Least Privilege | [Restrict privileged accounts on the system to assignment of privileged
AC-06(05) | privileged Accounts [Assignment: organization-defined personnel or roles]. | "unctional Equal | aeproval For o[ A€ 3laccounts to management- 10 pecele2) Scues)
9 lapproved personnel and/or roles
a. Review [Assignment: organization-defined gif;‘:";ﬁ;“;:j:ﬁ;g‘e"s ZZQT;‘ﬂSZ"!o
R lfrequency] the privileges assigned to [Assignment:
Least Privilege | - PE— individuals and service accounts
! organization-defined roles or classes of users] to Periodic Review of
AC-06(07) Review of User 0 et for such priviloges: and, Reassign | Functiona Baval | Kot prviieges | ACL7 [fovaldate the need for such 10 IAC-06(07)
g or remove privileges, if necessary, to correctly reflect privileges and reassign or
organizational mission and business needs. remove unnecessary privileges,
s necessan
Least Privilege | |Prevent the following software from executing at [Automated mechanisms exist to
Privilege Levels for prevent applications from
AC-06(08) Privilege ste\‘s for |higher privilege levels than ussrslexsculmg the Functional Equal Code Execution IAC-21.7| lexecuting at higher privilege 10 IAC-06(08)|
Code Execution [software: [Assignment: organization-defined software]. levels than the users priviloges.
CEasTPIIVIEYE [ T0g - Auditing Use of Mechanisms exist to audit the
AC-06(09) Use of Privileged|Log the execution of privileged functions Functional Eual | miged Fametans AC 2L bestution of sriloged unctons.| 10 IAC-06(09)|AC-06(09)|
Mechanisms exist to prevent
Least Privilege | prohibit Non- non-privileged users from
-ohibit Non- . lexecuting privileged functions to
AC-06(10) privileged Users [PreVent non-privileged users from executing privileged | gy cigna Equal Zs’rxegf:cgéf"; |AC-21.5linclude disabling, circumventing 10 IAC-06(10)| |AC-06(10)|AC-06(10)
from Executing g priviteged Functions| lor altering implemented security
Privileged Functions| isafeguards / countermeasures.
- Enforce a it of | Gefined
Inumber] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time Mechanisms exist to enforce a
Iperiod]; andb. Automatically [Selection (one or more): limit for consecutive invalid login
lock the account or node for an [Assignment: attempts by a user during an
. Unsuccessful Logon organization-defined time period]; lock the account or ., |organization-defined time period ' g y y
AC07 Attempts Inode until released by an administrator; delay next Functional Equal Account Lockout | IAC-22 |1 "5 tomatically locks the 10 ACOZH [RAC 07N NACO7ZB8 RAC07
logon prompt per [Assignment: organization-defined laccount when the maximum
ldelay algorithm]; notify system administrator; take number of unsuccessful attempts
other [Assignment: organization-defined action]] when is exceeded.
[the maximum number of unsuccessful attempts is
exceeded.
Purge or wipe information from [Assignment:
lorganization-defined mobile devices] based on N N
Unsuccessful Logon s cignment: organization-defined purging or wiping ; Mechanisms exist to remotely
AC-07(02) Attempts | Purge or requirements and techniques] after [Assignment: Functional Equal Remote Purging [MDM-05|purge selected information from 10 IAC-07(02)|
Wipe Mobile Device | o nization.defined number] consecutive, mobile devices.
unsuccessful device logon attempts.
RS : e SySTenT
use notification message or banner] to users before
lgranting access to the system that provides privacy
and security notices consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
istandards, and guidelines and state that:1. Users are
accessing a U.S. Government system;2. System usage
Imay be monitored, recorded, and subject to audit;3. §
Unauthorized use of the system is prohibited and ?iﬁg;"fg’giﬁg‘gi;ﬁ:ﬁ'vz‘z on
subject to criminal and civil penalties; and4. Use of the e that iy o o0 ]
System Use  |fystem indicates consent to monitoring and System Use system use notig’ca{ion ngsage
AC-08 Nodncation _ecerdingib Retaln th notficatin message or banner | Funcionl Eaual | Notifcaton (Logon | SEA-L8 (IS c s oore raniing access| 10 AC-08 | AC-08 | AC-08 | AC-08
conditions and take explicit actions to log on to or o Tﬁg;‘gg'rf’sggn’ﬁftg'emces
lfurther access the system; andc. For publicly (T";’AS,
accessible systems:1. Display system use information
[Assignment: organization-defined conditions], before
granting further access to the publicly accessible
lsystem;2. Display references, if any, to monitoring,
recording, or auditing that are consistent with privacy
laccommadations for such systems that generally
lprohibit those activities; and3. Include a description of
e 20 o
RO AR BT bR R B ssTons Tor e
" Mechanisms exist to limit the
Concurrent Session |[Assignment: organization-defined account and/or Concurrent Session "
AC-10 : f / Functional Equal IAC-23 [number of concurrent sessions 10 AC-10 | AC-10
ol account type] to [Assignment: organization-defined Fo sach System accoun:
ccess to the system by [Selection SXSTToTTaTETE
[Assignment: organization-defined time period] of ngmmwty or upon rem“’/’m a
AC-11 Device Lock g‘:fc;,';".‘ga\;‘e},qgug:ggs;ZteeLrInsirn?ttlg‘ntv‘dae}s]aac‘r‘ed‘gcil‘g‘fn Functional [Intersects With| ~ Session Lock | IAC-24 [request from a user and retain 5 AC11 | AC1l | AC11
lthe device lock until the user reestablishes access ﬁ'e‘:ss‘:is“‘:;‘e';;ic“e";;":';ﬁ“g‘se’
using estabished identfication and authentcation e s ueing
Eafanisme exiet to mprement
Device Lock | . . . - pattern-hiding displays to
AC-11(01) Pattern-hiding ~[Goceal: via the device lock, information previously | Functional Equal Pattern-Hiding iac-24.1|conceal information previously 10 IAC-11(01)|AC-11(01)
Displays play P y 9 play: \visible on the display during the
ession lock,
|Automated mechanisms exist to
Automancally termmate a user session after L\“egtx:tk“;i;s'f;’r“g':“;(;"syez';igr‘é
AC-12 Session Ten d conditions or trigger| Functional Equal [session Termination| 1AC-25 [Tetwork and for remote sessions,| 4 AC12 | AC12 | AC12
e recuiring escion disconmece] o s e
inactivity.
IProvide a logout capability for user-initiated echanisms exist fo provide a
session lcommunications sessions whenever authentication is User-Initiated logout capability and display an
AC-12(01) Termination | User- 00T e e e ment: arganwation, Functional Equal Logouts / Message [IAC-25.1|explicit logout message to users 10 IAC-12(01)|
initiated Logouts [ 1o2 '@ ?Mormancn resowgs] + 0rg; Displays indicating the reliable
termination of the session.
. Tdentify [Assignment: organization-defined user Mechanisms exist to identiy and
" lactions] that can be performed on the system without "
permitted Actions ] s omcation condstant wi permited Actions document the supporing
AC-14 thou lorganizational mission and business functions; andb. | Functional Equal IAC-26 P 10 AC14 | AC14 | AC14 | AC14
Identification or IDocument and provide supporting rationale in the Identification or that can be performed on a
Authentication security plan for the syslem user actions not requiring Authorization Z)L/;:'eefgt;ﬁ(l\;{:g:( identification or
identification or
a. Establish and document Usage restrictions,
configuration/connection requirements, and Mechanisms exist to define,
g implementation guidance for each type of remote . 14 |control and review organization- g g g g g
AC-17 Remote Access laccess allowed; andb. Authorize each type of remote Functional [Intersects With| Remote Access NET-14 lapproved, secure remote access 5 AC-17 AC-17 AC-17 AC-17 AC-17
laccess to the system prior to allowing such methods.
Remote Access | " Automated |Automated mechanisms exist to
AC-17(01) Monitoring and |[EPIOY automated mechanisms to monitor and control g tiona) Equal Monitoring & | YET monitor and control remote 10 IAC-17(01)|AC-17(01)[AC-17(01)|
Control " Control - laccess sessions.
Rﬁ,"r’o“(t:cagf‘ejf | Protection of ICryptographic mechanisms exist
2 Implement cryptographic mechanisms to protect the Confidentiality / NET- |to protect the confidentiality and 2 x . =
AC-17(02) cﬂf‘:':er’i‘tt'al‘l‘s"’:"d lconfidentiality and integrity of remote access sessions. | Functional Equal Integrity Using | 14.2 |integrity of remote access 10 ACL7(02) [AG:17(02)|AC-17(02) AC-17(02))
Engwypm" 9 Encryption sessions (e.g., VPN)
Mechanisms exist to route all
Remote Access |
g Route remote accesses through authorized and Managed Access | NET- |remote accesses through g g
AC-17(03) Managed ACCess  managed network access control points. Functional Equal Control Points | 14.3 |managed network access control | 1° [FEATE TR
points (e.g., VPN concentrator)
- - Py Mechanisms exist fo restrict the
Remote Access | [2CC8% 9 secury refevant informaion via remote Remote Priveged evecution o privieged
AC-17(04) Privileged o Jijence and for the following needs: [Assignment: Functional Equal Commands& | NET- commandsandaccessto 10 IAC-17(04)|AC-17(04)
Commands and |0 deC B o e e oot 1on Sensitive Data | 14.4 |security-relevant information via
rationale for remote access in the security plan for the Access e O T needs
Remote Access | [Provide the capability to disconnect or disable remote Expeditious NET- 2":‘;‘;“{5’?: ::'Sgsﬁisz‘;‘l"ds the
AC-17(09) Disconnect or  [access to the system within [Assignment: organization-| Functional Equal Disconnect / Yas di:wmeyct o df’sab‘e ! USVEFS 10 AC-17(09)|AC-17(09)|AC-17(09)|
Disable Access |defined time period] Disable Capability e
AC-18 Wireless Access ~[type of wireless access; andb. Authorize each type of | Functional |Intersects With|  Iireless NET-15 [2Uthorized wireless e s 5 AC18 | Ac18 | AC-18 | Ac18
wlre\ess access to the system prior to allowing such 9 e
Stal T 5 EXISE To protect the
requirements, and implementation guidance for each Wireless Access iality and integrity of
AC-18 Wireless Access |type of wireless access; andb. Authorize each type of Functional [Intersects With| Authentication & | CRY-07 wwreless networkmg technologies 5 AC-18 AC-18 AC-18 AC-18
|wireless access to the system prior to allowing such Encryption by implementing authentication
lconnection: 2pgstng epervption, revent
Wireless Access | Protect wireless access to the system using Authentication & | NET- inauthorized actesy by!
AC-18(01) Authentication and authentication of [Selection (one or more): users; Functional Equal Encryption 15.1 |(1) Authenticating devices tryin 10 IAC-18(01)|AC-18(01)|
Encryption devices] and encryption. i i o conn 9.8 A ving
Mechanisms exist 1o disable
lunnecessary wireless networking
Wireless Access | |Disable, when not intended for use, wireless Disable Wireless | NET- [capabilities that are internally
AC-18(03) Disable Wireless [networking capabilities embedded within system Functional Equal 10 IAC-18(03)|
Networking prior to issuance and deployment Networking 152 lembedded within system
- prior to issuance to
lend users.
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W"e'::;?itess | Identify and explicitly authorize users allowed to Restrict NET. [exlicitly authorize users whyu are|
AC-18(04) Configurations by independently configure wireless networking Functional Equal Configuration By | YE§ allowed to independently 10 IAC-18(04)
capabilities. sers 3 | configure wireless networking
Wireless Access | [Select radio antennas and calibrate transmission Mec:\amsms exist lot_tonﬁpe
. |wireless communications to
A B0S) | Peer arcloss sccess paint can be recaiued butscoar | Functional | Eaual | Wireless Boundaries| 15T, largarization contrlled 10 AC-18(05)
Levels. lorganization-controlled boundaries. boundaries.
a. Establish q ; Mechanisms exist to enforce
requirements, and implementation guidance for laccess control requirements for
Access Control for [organization-controlled mobile devices, to include Access Control For the connection of mobile devices
AC-19 Mobile Devices |when such devices are outside of controlled areas; Functional Equal Mobile Devices  |""PM02|to organizational Technology 10 QB || AeD | e || e
andb. Authorize the connection of mobile devices to |assets, Applications and/or
organizational systems. Services (TAAS).
Cryptographic mechanisms exist
gricasinl Employ Selection; ful-device encrypton; container. Full Device & to protect the confidentiality and
. ased encryption] to protect the confidentiality an ! o3|integrity of information on mobile| . .
AC-19(05) Ul Device or e P hformation on [Assignment. organzeton- | Functiona Equal CanEt"ac\r:F;t?;:ed MDI.03 [ntegrity of information en me 10 IAC-19(05)|AC-19(05)|
e e (defined mobile devices]. container encryption
& TSelection (one or more): EStabsh |
organization-defined terms and conditions]; Identify
[Assignment: organization-defined controls asserted to
be implemented on external systemsl], consistent with Mechanisms exist to govern how
lthe trust relationships established with other Use of External lexternal parties, including
Use of External  [organizations owning, operating, and/or maintainin Technology Assets, [Technology Assets, Applications
AC20 ex%emalsystems, a\lgowﬁ\g aulr?ur\zed individuals tog:l Functional Equal Apphcatmgé and/or | PH13 and/or Segrynces (TAAS)F,’ are used 10 Hed) | e || AeAY || AeZD
[Access the system from external systems; and2. Services (TAAS) to securely store, process and
IProcess, store, or transmit organization-controlled transmit data.
information using external systems; orb. Prohibit the
use of [Assignment: organizationally-defined types of
external systemsl. .
lexternal parties, including
Permit authorized individuals to use an external [Technology Assets, Applications
lsystem to access the system or to process, store, or and/or Services (TAAS), from
ftransmit organization-controlled information only storing, processing and
Use of External  [after:a. Verification of the implementation of controls Limits of . [ransmitting data unless
AC-20(01)  |Systems | Limits on fon the external system as specified in the Functional Equal o e i first 10 IAC-20(01)|AC-20(01)[AC-20(01)|
Authorized Use  [organization’s security and privacy policies and -1 |(1) Verifying the implementation
Isecurity and privacy plans; orb. Retention of approved of required security, compliance
system connection or processing agreements with the and/or resilience controls; or
lorganizational entity hosting the external system (2) Retaining a processing
agreement with the entity
Use of External |Restrict the use of organization-controlled portable Mechanisms exist to restrict or
Systems | Portable [storage devices by authorized individuals on external 1| Portable Storage | DCH-  [prohibit the use of portable
AC20002) | Gorage Devices — [systems using [Assignment: organization-defined Functional  |Intersects With Devices 13.2 |storage devices by users on 5 e e (123)
Restricted Use _|restrictions]. external systems.
la. Enable authorized users to determine whether Mechanisms exist to disclose
access authorizations assigned to a sharing partner Personal Data (PD) to third-
match the information’s access and use restrictions for parties only for the purposes
i i d ion sharing I nformation Sharin identified in the data privacy
AC-21 Information Sharing|circumstances where user discretion is required]; Functional |Intersects With| "\ ety Pamesg PRI-07 |notice and with the implicit or 5 AC-21 AC-21
andb. Employ [Assignment: organization-defined explicit consent of the data
automated mechanisms or manual processes] to assist subject
lusers in making information sharing and collaboration
decisions.
a. Enable authorized users to determine whether
laccess authorizations assigned to a sharing partner
match the information’s access and use restrictions for Mechanisms exist to utilize a
I organization-defined i ion sharing process to assist users in making
AC-21 Information Sharing|circumstances where user discretion is required]; Functional [Intersects With|Information Sharing| DCH-14 finformation sharing decisions to 5 AC21 | Ac21
andb. Employ [Assignment: organization-defined lensure data is appropriately
automated mechanisms or manual processes] to assist protected
lusers in making information sharing and collaboration
decisions.
@ Designate To make
information publicly accessible;b. Train authorized
individuals to ensure that publicly accessible
information does not contain nonpublic information;c.
; 1 [Review the proposed content of information prior to ! : )
AC-22 Publicly Accessible |0 ting onto the publicly accessible system to ensure | Functional Equal | Puplicly Accessible |y y 5 [Mechanisms exist to control 10 Ac22 | Ac22
lthat nonpublic information is not included; andd. publicly-accessible content.
Review the content on the publicly accessible system
ffor nonpublic information [Assignment: organization-
defined frequency] and remove such information, if
AiSGRYErSH-rocumentam ™
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance, andb. 12 Congistent wih Mechanisms exit to review the
lapplicable laws, executive orders, directives, Rosil Y. P!
) esilience Program (SCRP),
regulations, policies, standards, and guidelines; and2. Periodic Review & e P s and
AT-01 PSRN el A Ao Functional |Intersects Witn| UPEare of €U | Gov-03 procedures, at planned intervals 5 AT-01 | AT-01 | AT-01 | AT-01
lawareness and training controls;b. Designate an Resilience Program or if 5‘93‘1“?“ changes occur to
[Assignment: organization-defined official] to manage ensure their continuing
s e el o A suitability, adequacy and
lthe awareness and training policy and procedures; effectiveness.
andc. Review and update the current awareness and
fraining:1. Policy [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following
iR ARt fir et
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
ion among izati
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Security, Mechanisms exist to facilitate the|
Policy and  [Procedures to facilitate the implementation of the Compliance & implementation of security
AT-01 Procedures  [awareness and training policy and the associated Functional | Subset Of | o dilience-Minded | ®AT-01 workforce development and 10 e B O I
awareness and training controls;b. Designate an Workforce lawareness controls.
[Assignment: organization-defined official] to manage
lthe development, documentation, and dissemination of
lthe awareness and training policy and procedures;
andc. Review and update the current awareness and
ftraining:1. Policy [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following
Hasinrmpe erathSsat e
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
awareness and training policy that:a. Addresses
purpose, scope, roles, responsibilities, management
c < among
entities, and compliance; andb. I consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
requlations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policyand  [Procedures to facilitate the implementation of the Compliance & policies, standards and
AT-01 Procedures  fawareness and training policy and the associated Functional Intersects With  “gegilience | S©V-02 |procedures necessary for secure, | > Ardn | A || AR || A
awareness and training controls;b. Designate an Documentation lcompliant and resilient
[Assignment: organization-defined official] to manage capabilities.
fthe , ion, and dissemi of|
lthe awareness and training policy and procedures;
andc. Review and update the current awareness and
fraining:1. Policy [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
defined eventsl; and2. Procedures [Assignment:
organization-defined frequency] and following
; ; inEnod cuane]
a. Provide security and privacy literacy training to
system users (including managers, senior executives,
and contractors):1. As part of initial training for new
lusers and [Assignment: organization-defined
ffrequency] thereafter; and2. When required by system : )
changes or following [Assignment: organization- ; Mechanisms exist to provide all
AT-02 oY g increase the securiy and privacy awareness of system - Functional Equal erplance & | saT-02 [aPRropriate security, com 10 AT-02 | AT-02 | AT-02 | AT-02
ltechniquesl;c. Update literacy training and awareness Awareness Training education and training that is
content [Assignment: organization-defined frequency] relevant for their job function
and following [Assignment: organization-defined
events]; andd. Incorporate lessons learned from
internal or external security incidents or breaches into
literacy training and awareness techniques.
MechanTsms exist t0 UETZe
Literacy Training e . ) security awareness training on
AT-02(02) and Awareness | F"i‘”df “".E?‘Vlt’a‘"'f”,g S eecoanieing andreporting | g0 tional Equal ‘"Z'de’ Threat | 1pp 05 |recognizing and reporting 10 AT-02(02)|AT-02(02) |AT-02(02)
Insider Threat ~ [POtential indicators of insider threal wareness potential indicators of insider
threat.
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la. Provide role-based security and privacy training to .
lpersonnel with the following roles and responsibilitie: . .
[Assignment: organization-defined roles and S et Lo oV e
responsibilities]:1. Before authorizing access to the A resmenceﬁla{'&d va’:mng_
system, information, or performing assigned duties, Role-Based 1) Before authorizing acceseto
AT-03 Role-based Training[2Nd [Assignment: organization-defined frequency] Functional Intersects With| Security, SAT-03 [the system or performing 5 AT-03 | AT-03 | AT-03 | AT-03
lthereafter; and2. When required by system changes;b. Compliance & ocionas dutien
Update role-based training content [Assignment: Resilience Training 5 Wien required by system
organization-defined frequency] and following ) e real
[Assignment: organization-defined events); andc. e Aﬁnu'a”y thereafter
Incorporate lessons learned from internal or external N
security incidents or breaches into role-based training.
Mechanisms exist to include
g . . . . . i - |practical exercises in security,
srovoy [ g o ey e ety 0P| uncionr | | racicot s | S5 Eoones e | 10 o3
ltraining that reinforce training
AT-03(04) N/A Withdrawn Functional o) N/A N/A N/A o |Withdrawn in NIST SP 800-53 RS AT-03(04)
. Document and monitar Information securiy and ‘ [raning actvies, ncudng:
privacy training activities, including security and Security, o resilience awaronapd
AT-04 Training Records [P71Vacy awareness training and specific role-based Functional Equal Compliance & | 5x1.04 [training; 10 AT-04 | AT-04 | AT-04 | AT-04
lsecurity and privacy training; andb. Retain individual Resilience Training (2) Recurring awareness training:
ltraining records for [Assignment: organization-defined Records o ;
[time period]. (3) Technology Assets,
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
laccountability policy that:a. Addresses purpose, scope,
roles, ibiliti
lcoordination among organizational entities, and . .
compliance: and. 1s consistent with appiicaple laws, Mechanisms exist to review the
lexecutive orders, directives, regulations, policies, ociiie Y. P
esilience Program (SCRP),
- an 2. Procedures to Periodic REVIEW. & including policies, standards and
AU-01 policyand - [faciltate mi;’g‘;ﬁ(’;‘;ﬁﬁi‘ﬁ: of the auditand nd Functional |Intersects With ””gztﬁp‘if;‘e{g‘gty' G0V-03 procedures, ot planne ntervals 5 AU01 | AU-01 | AU-01 | Au-01
laccountability controls;b. Designate an [Assignment: Resilience Program Z;“Suﬁ‘egz‘r“eff;‘mfnjcﬁfs occurto
organization-defined official] to manage the i Sutabiity. adeauacy agnd
) an of the ility,
audit and accountability policy and procedures; andc. effectiveness.
IReview and update the current audit and
1. Policy [
ldefined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [Assignment: organization-defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and
laccountability policy that:a. Addresses purpose, scope,
roles, ibiliti
lcoordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to establish,
standards, and guidelines; and2. Procedures to Publishing Security, maintain and disseminate
Policy and lfacilitate the implementation of the audit and Compliance & policies, standards and
AU-0L Procedures  [accountability policy and the associated audit and Functional |Intersects With)  “gegiiience | GOV-02|5rocedures necessary for secure, 5 AUROL || AT || AR || AU
laccountability controls;b. Designate an [Assignment: Documentation icompliant and resilient
lorganization-defined official] to manage the lcapabilities.
. i and di: ion of the|
laudit and accountability policy and procedures; andc.
Review and update the current audit and
1. Policy [
defined frequency] and following [Assignment:
lorganization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ defined events].
la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
rolesl:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] audit and|
accountability policy that:a. Addresses purpose, scope,
roles, C
coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
pollcy ang | andards and guidelines; and2. Procedures to cont Mechanisms exist to faciltate the
olicy an acilitate the implementation of the audit an ontinuous )
AU-01 Procedures  [accountabilty policy and the sssociated audit and Functional | Subset Of Monitoring | MON-01 [mplementation of enterprie- 10 AU-01 | AU-01 | AU-01 | AU-0L
laccountability controls;b. Designate an [Assignment: wide monitoring controls.
organization-defined official] to manage the
doc an of the|
audit and accountability policy and procedures; andc.
Review and update the current audit and
1. Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events).
@ TOENTITy TITe Types Or events that the System T
capable of logging in support of the audit function:
[Assignment: organization-defined event types that the|
system is capable of logging];b. Coordinate the event
logging function with other organizational entities
requiring audit-related information to guide and inform
[the selection criteria for events to be logged;c. Specify Mechanisms exist to review
lthe following event types for logging within the Security Event | MoN. [event logs on an ongoing basis
AU-02 Event Logging fsystem: [Assignment: organization-defined event types| Functional Intersects With|  SSiat ve 0% [and escalate incidents in 5 AU-02 | AU-02 | AU-02 | AU-02
(subset of the event types defined in AU-02a.) along - laccordance with established
with the frequency of (or situation requiring) logging timelines and procedures
for each identified event type];d. Provide a rationale
Ifor why the event types selected for logging are
ldeemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
lthe event types selected for logging [Assignment:
Ty VENTS taT e SysTem T Mechanisms exist to utilize a
capable of logging in support of the audit function: Security Incident Event Manager
[Assignment: organization-defined event types that the (SIEM), or similar automated tool,
system is capable of logging];b. Coordinate the event to support the centralived
logging function with other organizational entities lcollection of security-related
requiring audit-related information to guide and inform event 105,
lthe selection criteria for events to be logged;c. Specify
lthe following event types for logging within the Centralized
AU-02 Event Logging  [system: [Assignment: organization-defined event types| Functional |Intersects With|  Collection of  [MON-02 5 AU-02 | AU-02 | AU-02 | AU-02
(subset of the event types defined in AU-02a.) along Security Event Logs
with the frequency of (or situation requiring) logging
lfor each identified event typel;d. Provide a rationale
ffor why the event types selected for logging are
deemed to be adequate to support after-the-fact
investigations of incidents; ande. Review and update
lthe event types selected for logging [Assignment:
AU-02(03) N/A Withdrawn Functional o) N/A N/A N/A 0 |EEEmRErEP LR |AU-02(03)|AU-02(03)[AU-02(03)|
Mechanisms exist to configure
[Technology Assets, Applications
and/or Services (TAAS) to
produce event logs that contain
sufficient information to, at a
[Ensure that audit records contain information that (”I',"‘E";t“;;’.;sh what type of event
establishes the following:a. What type of event occurred:
Content of Audit |occurred;b. When the event occurred;c. Where the Content of Event
AU-03 Records levent occurred;d. Source of the event;e. Outcome of | Functional Equal MON-03 (ez‘,)e‘f,vthf("m(ﬁfé;a"d time) the 10 AR | AUEB || AT | ABES
lthe event; andf. Identity of any individuals, subjects, or| (3) Where the event occurred;
objects/entities associated with the event. (a) The source of the event;
(5) The outcome (success or
failure) of the event; and
(6) The identity of any
user/subject associated with the
levent.
Content of Audit_|Generate audit records containing the following " Mechanisms exist to protect
AU-03(01)  |Records | information: [ i Functional [Intersects With Se”?"f've E"f"‘ Log "gg’Nl' sensitive/regulated data 5 |AU-03(01)|AU-03(01)
Audit Information |defined additional information]. nformation ** |contained in log files.
AU-03(02) N/A Withdrawn Functional D N/A N/A N/A @  |UEEEm TSP e IAU-03(02)
Mechanisms exist to allocate and
lallocate audit log storage capacity to accommodate proactively manage sufficient
AU-04 A“““cmg Storage | zssignment: organization-defined audit log retention | Functional Equal E"e"‘cmg Storage | oN.04levent log storage capacity to 10 AU-04 | AU-04 | AU-04 | AU-04
apacit i . apacity reduce the likelihood of such
capacity being exceeded.
a. Alert [Assignment: organization-defined personnel or| Mechanisms exist to alert
Response to Audit [roles] within [Assignment: organization-defined time Response To Event lappropriate personnel in the
AU-05 Logging Process |period] in the event of an audit logging process failure; | Functional Equal Log Processing |MON-05 event of a log processing failure 10 AU-05 | AU-05 | AU-05 | AU-05
Failures landb. Take the following additional actions: Failures land take actions to remedy the
[Assignment: organization-defined additional actions]. disruption.
[Provide a warning to [Assignment: organization- Automated mechanisms exist to
Response to Audit [defined personnel, roles, and/or locations] within alert appropriate personnel when
Logging Process |[Assignment: organization-defined time period] when Event Log Storage | MON- [the allocated volume reaches an
AU-05(01) Faitires | Storage [allocated audit iog storage volume reaches Functional Equal Capacity Alerting. | (052 lorganivation-defined porcentage 10 [AU-05(01)
Capacity Warning [[Assignment: organization-defined percentage] of lof maximum event log storage
repository maximum audit log storage capacity. capacity.

Secure Controls Framework (SCF)

50f35



Set Theory Relationship Mapping (STRM)

GOVRAMP_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

AIgn
FDE Name Focal Document Element (FDE) Descri Notes Core ow  Low+ Moderate (FedRAMP|
\
Provide an alert within [Assignment: organization-
Response to Audit [defined real-time period] to [Assignment: organization- Real-Time Alerts of Mechanisms exist to provide
Logging Process  [defined personnel, roles, and/or locations] when the ; MON- [24x7x365 near real-time alerting y
AU-05(02) Failures | Real-time [following audit failure events occur: [Assignment: Functional  |Intersects With E"epgﬁsfeg‘”g 05.1 |capability when an event log 5 (AU-05(02)
Alerts organization-defined audit logging failure events processing failure occurs.
requiring real-time alerts
a. Review and analyze Systern audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined ’
inappropriate or unusual activity] and the potential sanechanisms exist to Utiize o
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) T omatad o]
AU-06 Review, Analysis, | Report findings to [Assignment: organization-defined | Functional [Intersects With|  Collection of _|moN-02|(SI%}) Of Similar aufomated tool) 5 AU-06 | AU-06 | AU-06 | AU-06
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs m”e(t’l’;’n of securityrelated
record review, analysis, and reporting within the
system when there is a change in risk based on law event logs.
enforcement information, intelligence information, or
3 REVIEW A Shaly26 Syatern aualt recarae
[Assignment: organization-defined frequency] for
indi of [Assi defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record  [impact of the inappropriate or unusual activit Audit Level MoN. |2nd reporting based on evolving
AU-06 Review, Analysis, [Report findings to [Assignment: organization-defined | Functional [Intersects With| ~ fudttevel | TN \hreat information from law 5 AU-06 | AU-06 | AU-06 | AU-06
and Reporting  |personnel or roles]; andc. Adjust the level of audit 4 6 |enforcement, industry
record review, analysis, and reporting within the lassociations or other credible
system when there is a change in risk based on law sources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
\udit Record
Review, Analysis, |Integrate audit record review, analysis, and reporting Sensitive Event Log| MON. |Mechanisms exist to protect
AU-06(01) and Reporting | [processes using [Assignment: organization-defined Functional [Intersects With| <"1V Event Log | 1O ata 5 |AU-06(01)|AU-06(01)[AU-06(01)|
Process i -1 |contained in log files
i
Automated mechanisms exist to
Audit Record correlate both technical and non-
Review, Analysis, [Analyze and correlate audit records across different Correlate - tﬁg‘:ﬂ‘;z'r":‘fs"e”gat;“;‘efc’ﬁm across
AU-06(03) and Reporting | i id i Functional |Intersects With|  Monitoring prise by Y 5 IAU-06(03)|AU-06(03)
Correlate Audit ~ [awareness. Information 021 Incident Event Manager (SIEM) or
; similar automated tool, to
Record Repositories, lenhance organization-wide
AudrtRecord |automated mechanisms exist to
Review, Analysis, |Provide and implement the capability to centrally Central Review & | MON- |oommm e o
AU-06(04) and Reporting | |review and analyze audit records from multiple Functional Equal e 0oy [Sentrally Cofiect, review an 10 IAU-06(04)
Central Review and [components within the system. v g i
P multiple sources,
Integrate analysis of audit records with analysis of Automated mechanisms exist to
Audit Record  [[Selection (one or more): vulnerability scanning Integration of Mevctiiarieliedidl
Review, Analysis, |information; performance data; system monitoring 9! v
AU-06(05) o meaona | on; perfo system monitor Functional Equal Scanning & Other | MON- |vulnerability scanners, network 0 buszms|
Integrated Analysis [data/information collected from other sources]] to l:"‘f"o’;'ng"a’t“"ogn 023 :ﬁg‘;’;ﬁ:{";&fc":stet:f’fr‘:;"‘etfr'”g
of Audit Records - further enhiance the abilty to dentiy nappropriate or nnancs the Ay v loantty
Y- iate or unusual activity.
Automated mechanisms exist to
correlate information from audit
Re“‘/‘i‘:v‘f ';er“a‘i;‘;is Correlate information from audit records with records with information
. " linformation obtained from monitoring physical access Correlation with | MON- |obtained from monitoring y
AU-06(06) g;‘fr;:zg:‘;‘v?“l lto further enhance the ability to identify suspicious, Functional Equal Physical Monitoring| 02.4 |physical access to further 10 (AU-06(06)
P Mon ot inappropriate, unusual, or malevolent activity. lenhance the ability to identify
4 9 suspicious, inappropriate,
lunusual or malevolent activity.
Mechanisms exist to specify the
Audit Record  [Specify the permitted actions for each [Selection (one gﬁ;’?;‘;“n:fg;’y“isf;’;t‘;‘“h users
’ Review, Analysis, |or more): system process; role; user] associated with Mo [and Tect ] y
AU-06(07) and Reporting | |the review, analysis, and reporting of audit record Functional Equal Permitted Actions | o7 f}“ﬂ';f:g;‘;f;‘;;ﬂﬁ;“ﬁ:s 10 (AU-06(07)
Permitted Actions [information. eviow, analysis and reporting of
audit information.
AU-06(10) N/A Withdrawn Functional o) N/A N/A N/A O R ErSR e 1AU-06(10)
Provide and implement an audit record reduction and
Audit Record report generation capability that:a. Supports on- Mechanisms exist to provide an
’ R ldemand audit record review, analysis, and reporting ; Monitoring _og|event log report generation ’ ’ ’
AU-07 ReR‘f)“r‘t‘%“E"n"efa"t‘I’m requirements and after-the-fact investigations of Functional  Intersects With)  ‘gaporting MON-06|cability to aid in detecting and 5 Ay L (e
P incidents; andb. Does not alter the original content or lassessing anomalous activities.
ltime ordering of audit records
R’;‘ﬂ;g:;";:d IProvide and implement the capability to process, sort, Mechanisms exist to provide an
4 land search audit records for events of interest based ; Monitoring levent log report generation
AU-07(01) | Report Generation lon the following content: [Assignment: organization- | FUnctional |Intersects With) gaporting  {MON-06|capaility to aid in detecting and 5 el [RACZCR B2
P omate |defined fields within audit records] lassessing anomalous activities.
a. Use internal system clocks to generate time stamps
Ifor audit records; andb. Record time stamps for audit Mechanisms exist to utilize time-
records that meet [Assignment: organization-defined e e
AU-08 Time Stamps [granularity of time measurement] and that use Functional [Intersects With| o 0CK | SEA20 3 e atamm 5 AU-08 | AU-08 | AU-08 | AU-08
(Coordinated Universal Time, have a fixed local time 4 A 4
offset from Coordinated Universal Time, or that include g
lthe local time offset as part of the time stamp.
a. Use internal system clocks to generate time stamps - 3
lfor audit records; andb. Record time stamps for audit 4";;;‘:;}5’"SAESxS';:S“’A‘“T‘fC‘g‘“iLiS
records that meet [Assignment: organization-defined land/or Sonvices (TAAg)ptD use an
AU-08 Time Stamps  |granularity of time measurement] and that use Functional [Intersects With|  Time Stamps | MON-07|3/Or Services (TAAS) to s 5 AU-08 | AU-08 | AU-08 | AU-08
Coordinated Universal Time, have a fixed local time e e oo 0 et
offset from Coordinated Universal Time, or that include e P
lthe local time offset as part of the time stamp. 9s-
AU-08(01) N/A Withdrawn Functional D N/A N/A N/A O [N EIEr S HREES |AU-08(01)|AU-08(01)(AU-08(01){AU-08(01)
a. Protect audit information and audit logging tools
Protection of Audit 70T unauthorized access, modification, and defetion; Protection of Event gfe(r:‘talr:in;nedxgﬁﬁ {’;g\tseﬁom
AU-09 tection of AUAIt landb. Alert [Assignment: organization-defined Functional Equal MON-08[eVent 1005 and audt 10 AU-09 | AU-09 | AU-09 | AU-09
personnel or roles] upon detection of unauthorized e ion
laccess, modification, or deletion of audit information -
- Mechanisms exist (o back up
I”n’f‘;‘f"ﬁ:gg:{ Audi Istore audit records [Assignment: organization-defined Event Log Backup levent logs onto a physically
’ ffrequency] in a repository that is part of a physically on Separate | MON- [different system or system » y
AU00(02) | on Separate ldifferent system or system component than the Functional Intersects With| py gical Systems /| 08.1  |component than the Security 5 UTER) UEeR)
o ote: ©"lsystem or component being audited. Components incident Event Manager (SIEM) or
L similar tool.
Protection of Audit .
° Cryptographic (Cryptographic mechanisms exist
Information | Implement cryptographic mechanisms to protect the MON- ;
AU-09(03) 1 [implen > ! S Functional Equal | Protection of Event to protect the integrity of event 10 IAU-09(03)
Cryptographic lintegrity of auditinformation and ault tooks. e ntaration | 083 oo e ey
Protection of Audit . Mechanisms exist to restrict
AU-09(04) Information | furilé\toh:a”hzte Toonly t[?\s"s‘?nr?n%:'n“t?';lrognail;ggolgrgdge"ﬁ‘?\ed Functional Equal  |Access by Subset off MON- | access to the management of 10 |AU-09(04)|AU-09(04)|
Access by Subset of] et of s ”ng o ners gr i q Privileged Users | 08.2 | event logs to privileged users
Privileged Users privileg 3 with a specific business need.
Provide irrefutable evidence that an individual (or e e T e
AU-10 N lprocess acting on behalf of an individual) has P! pability
- on-r R rsomad (acsh o actions | Functional Equal Non-Repudiation [MON-09 protect against an individual 10 AU-10
lto be covered by non-repudiation]. falsely denying having performed
e o TeTamTeveTT
logs for a time period consistent
Retain audit records for [Assignment: organization- with records retention
Audit Recorg | defined time period consistent with records retention requirements to provide support
AU-1L B anecor policy] to provide support for after-the-fact Functional Equal  [EventLog ON-10| for after-the-fact 10 AULL | AUL1 | AU | AULL | AU-LL
investigations of incidents and to meet regulatory and of security incidents and to meet
organizational information retention requirements. statutory, regulatory and
contractual retention
arroviTe AT TeoT apavmyToT T
event types the system is capable of auditing as
defined in AU-2a on [Assignment: organization-defined ;
AU-12 o organization-defined personnel or roles] to select the | Functional [Intersects With| 19 \MoN-06 it 10g repart genera 5 AU-12 | AU12 | AU-12 | AU-12
eneration evant types that oré o be Iogged by specific Reporting capability to aid in detecting and
components of the system; andc. Generate audit assessing anomalous activities.
records for the event types defined in AU-2¢ that
\iires the auidit rarard fantant dafinac in ALL
“Audit Recora_[ComBile audit records from {ASsignment: organization-
Serstion|  [defined system components] into a system-wide System-Wide / Automated mechanisms exist to
(logical or physical) audit trail that is time-correlated to > MON- |compile audit records into an
AU-12(01) S.I_ylfn‘iz;)fr‘gleatae"d“ within [Assignment: organization-defined level of Functional Equal T'm:;dc“ér{f:fe" 027 |organization-wide audit trail that 10 AU-12(01)
heeared  folerance for the relationship between time stamps of is time-correlated
individual records in the audit traill.
; - Mechanisms exist to provide
Audit Record ~ [Provide and implement the capability for [Assignment: privileged users or roles the
Generation | [organization-defined individuals or roles] to change the Changes by lcapability to change the auditing
logging to be performed on [Assignment: organization- MON- !
AU-12(03) Changes by |00 0 e P mpomeats] bated on [Agmment. | Functional Equal Authorized 69" |to be performed on specified 10 AU-12(03)
Authorized ! : Individuals 8 |system components, based on
organization-defined selectable event crierial within e oo
specified time .
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Set Theory Relationship Mapping (STRM)

FDE Name

Policy and

CA-01 Procedures

Focal Document Element (FDE) Description

[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
lthat:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
lstandards, and guidelines; and2. Procedures to
ffacilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
associated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined offical to manage the development,

of the

authorization, snd monitoring policy and procedures;
landc. Review and update the current assessment,
authorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
[frequency] and following [Assignment: organization-

Functional

Subset Of

GOVRAMP_x000a_Crosswalk Mapping

SCF Control

Information
Assurance (IA)
Operations

SCF #

1A0-01

Mechanisms exist to facilitate the|
implementation of security,
lcompliance and resilience
[assessment and authorization
controls.

CA-01

CA-01

version 2026.1_x000a_03/27/2026

RIgn
Moderate (FedRAMP|
\

CA-01 CA-01

Policy and

CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
lthat:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
lstandards, and guidelines; and2. Procedures to
ffacilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
associated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined offical to manage the development,

of the

authorization, snd monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
[frequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
lor if significant changes occur to
lensure their continuing
suitability, adequacy and
leffectiveness.

CA-01

CA-01

CA-01 CA-01

Policy and
CA-01 Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lassessment, authorization, and monitoring policy
lthat:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
Istandards, and guidelin 2. Procedures to
ffacilitate the implementation of the assessment,
lauthorization, and monitoring policy and the
associated assessment, authorization, and monitoring
controls;b. Designate an [Assignment: organization-
defined offical to manage the development,

of the

3

authorization, snd. monitoring policy and procedures;
landc. Review and update the current assessment,
lauthorization, and monitoring:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
[frequency] and following [Assignment: organization-

Functional

Intersects With|

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminats
policies, standards and
procedures necessary for secure,
icompliant and resilient
capabilities.

CA-01

CA-01

CA-01 CA-01

rol

Conty
cA-02 Assessments.

—Seretr assessoToT rea
ffor the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
fthe sssessment incluing:1. Contrls and control

procedures to be used to determine control
and3.

lassessment team, and assessment roles and

responsibilities;c. Ensure the control assessment plan

lis reviewed and approved by the authorizing official or
the

osseasment.d. Assess the controls n the system and
ts environment of operation [Assignment

d frequency] to the
Exlent to whl(h the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

to [Assi ion-defined

Lol

Functional

Intersects With

Functional Review
Of Security,
Compliance &
Resilience Controls

CPL-
03.2

Mechanisms exist to regularly
review Technology Assets,
|Applications and/or Services
(TAAS) for adherence to the
lorganization's security,
lcompliance andjor resilience
policies and standards.

CA-02

CA-02

CA-02 CA-02

Control
ca02 Assessments.

et assessor ceam
[for the type of assassment to ba conducted:b. Develop
la control assessment plan that describes the scope of
lthe assessment including:1. Controls and control

und,

Iprocedures to be used to determine control
effectiveness; and3. Assessment environment,
lassessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan
is reviewed and approved by the authorizing ofﬂc\al or
designated representative prior to conducting th
lassessment;d. Assess the controls in the system and
iits environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
(correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

to [Assi ization-defined

S

Functional

Intersects With

Technical
Verification

1A0-06

Mechanisms exist to perform
information Assurance Program
(1AP) activities to evaluate the
design, implementation and
effectiveness of technical
security, compliance and
resilience controls.

CA-02

CA-02

CA-02 | CA-02

Control
CA-02 Assessments.

inideete assessor e
[for the type of assessment to be conductedib. Develop
a control assessment plan that describes the scope of
lthe assessment including:1. Controls and control
lenhancements under assessment;2. Assessment
procedures to be used to determine control
effectiveness; and3. Assessment environment,
lassessment team, and assessment roles and
responsibilities:c. Ensure the control assessment plan

i reviewed and approved by the authorizing official or
rior to the

lassessment;d. Assess the controls in the system and
its environment of operation [Assignment:
lorganization-defined frequency] to determine the
lextent to which the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
lsecurity and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

to [ i defined

Lol

Functional

Security,
Comeet

Mechanisms exist to assess
security, compliance and
resilience controls in system
project development to

the extent to which

With|

Resilience In Project]
Management

PRM-04

the controls are implemented
correctly, operating as intended
land producing the desired
loutcome with respect to meeting
the requirements.

CA-02

CA-02

CA-02 CA-02

Control
ca02 Assessments.

il assessoToT reaT
ffor the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
[the assessment In(Iudlng 1. Controls and control

procedures to be used to determine control
and3.

lassessment team, and assessment roles and

responsibilities;c. Ensure the control assessment plan

i reviewed and approved by the authorizing official or
the

prior to
ssessmentd, Assess the controls n the system and
s environment of operation [Assignm
i

d frequency] to the
lextent to whl(h the controls are implemented
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
lassessment report that document the results of the
lassessment; andf. Provide the results of the control

to [Assi fon-defi

lacl

Functional

Intersects With

Assessments

1A0-02

Mechanisms exist to formally
lassess the security, compllance
land resilience controls
[Technology Assets, Apphcations
land/or Services (TAAS) through
information Assurance Program
(IAP) activities to determine the
lextent to which the controls are
implemented correctly, operating
las intended and producing the
ldesired outcome with respect to
meeting expected requirements.

CA-02 CA-02

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

[for the type of assessment to be conducted;b. Develop
a control assessment plan that describes the scope of
lthe assessment including:1. Controls and control

lprocedures to be used to determine control

assessment team, and assessment roles and
responsibilities;c. Ensure the control assessment plan

GOVRAMP_x000a_Crosswalk Mapping

Mechanisms exist to regularly
review processes and

version 2026.1_x000a_03/27/2026

RIgn
Low+ Moderate (FedRAMP
\

is reviewed and approved by the authorizing official or Security, documented procedures to
Control designated representative prior to conducting the . Compliance & lensure conformity with the
CA-02 Assessments  [assessment;d. Assess the controls in the system and | Tunctional [intersects With ™ poijiance CPL-03 |, ganization's security, 5 Eeep || @z | @ || G
its environment of operation [Assignment: Assessments lcompliance and/or resilience
ined frequency] to the policies, standards and other
extont to which the controls are implemented lapplicable requirements.
correctly, operating as intended, and producing the
desired outcome with respect to meeting established
security and privacy requirements;e. Produce a control
report that document the results of the
lassessment; andf. Provide the results of the control
to [Assi fon-defi
y
Mechanisms exist o ensure
Control [assessors or assessment teams
Employ assessors or teams to| Assessor 1A0- |have the appropriate
ca-02(01) independent  [conduct control assessments. Functional Equal 021 to conduct 10 ERC2UEN ER02I00) CR02( 01 CR0200D)
Assessors lsecurity, compliance and/or
resilience control
Mechanisms exist to conduct
specialized assessments for:
(1) Statutory, regulatory and
lcontractual compliance
Iinclude as part of control assessments, [Assignment; opligations:
onitoring capabilities;
organization-defined frequencyl, [Selection (one) ) Mobile devices:
Control nnounced; unannouncedl, (selection (one o more) ) Do baae
in-depth monitoring; security instrumentation; ) : .
CA-02(02) A;f:g;",i’:j | lautomated security test cases; vulnerability scanning; | Functional [Intersects with| ~ SPecialized o g’ Application security; (oo 5 CA-02(02)|CA-02(02)|
Assessments imalicious user testing; insider threat assessment; - loT, OT, etc.); i
performance and load esting; data eakage or ot o ey management;
oiver form of susessmentin. ) Inaiaous coge:
(10) Performance/ioad testing;
and/or
(11) Artificial Intelligence and
|[Autonomous Technologies (AAT).
Control [everage the results of control performed Mechanisms exist to accept and
b or -defined external Third-Party 1a0. [respond to the results of external
CA-02(03) Leveraging Results [organization(s)] on [Assignment: organization-defined | Functional Equal Assessment 05 [assessments that are performed 10 CA-02(03)|CA-02(03)|
from External - [system] when the assessment meets [Assignment: Reciprocity -3 |by impartial, external
0 i arganizati izatis
between the system and other systsms using Mechanisms exist to authorize
[Selection (one or more): interconnection security lconnections from systems to
lagreements; information exchange security lother systems using
of or Interconnection Security
format agreement; servl;e lovelagreements; user Interconnection Aareements (15As), o simiar
nformation nondisclosure ) methods, that document, for
CA03 Ethange  [osanzatonoeine type of sareementilb. Documant| Functional[intersects with Agrea Uity asy | ETO% feach interconnection: 5 G5B || @B | CMB | @B
las part of each exchange agreement, the interface greements (ISAs) (1) Interface characteristics;
characteristics, security and privacy requirements, (2) Security, compliance and
controls, and responsibilities for each system, and the resilience requirements; and;
impact level of the information communicated; andc. (3) The nature of the information
Review and update the agreements [Assignment communicated.
CA-03(05) N/A Withdrawn Functional o) NIA N/A N/A o [Withdrawn in NIST SP 800-53 RS CA-03(05)|CA-03(05)
- DEveTop 3 pram or aCto AN Tor e oo
system to document the planned remediation actions (3) Description of the
lof the organization to correct weaknesses or deficiency(ies);
deficiencies noted during the assessment of the (4) Risk associated with the
Plan of Action and |controls and to reduce or eliminate known Capabilities deficiency(ies);
CA-05 Milestones  |vulnerabilities in the system; andb. Update existing Functional  Intersects With e ciency Tracking| 'A9-05 |(5) Source deficiency 5 G5 || @M | @M || @
lplan of action and milestones [Assignment: identification/detection;
organization-defined frequency] based on the findings (6) Temporary compensating
rom control assessments, independent auts or contrals, if applicable;
(7) Paint af Contact (POC) (e a
S4Tgh 3 SERTor oticial a8 the Sathor(#ing official for
lthe system;b. Assign a senior official as the authorizing|
official for common controls available for inheritance
by organizational systems;c. Ensure that the Mechanisms exist to ensure
authorizing official for the system, before commencing Technology Assets, Applications
operations:1. Accepts the use of common controls Security and/or Services (TAAS) are
CA-06 Authorization | ;1 erited by the system; and2. Authorizes the system | unctional Equal Authorization | "A9-07 | officially authorized prior to "go 10 CA-061 NCA-06 R [NCAUGHI|NCA06
to operate;d. Ensure that the authorizing official for live" in a production
common ccntmls authonzes the use Of those controls environment.
for e. Update
the authorizations [Asslgnment urgamzatmn -defined
frequency)
o7
land |mp|emenl continuous monitoring in accordance
Wwith the o -level
strategy that includes:a. Establishing the fDHuwmg
1 | metrics to be
organization-defined system-level metrl(s] b.
rosenciod) or roomoring oo Tassanenant
organization-defined frequancies] Forgassessment of securi Mechanisms exist to provide a
| ; ecurity, security, compliance and
Continuous  [coNtrol effectiveness;c. Ongoing control assessments Compliance & resilience controls oversight
CA-07 . lin accordance with the continuous monitoring Functional |Intersects With| - CPL-02 - 5 CA-07 CA-07 CA-07 CA-07
Monitoring |0 e Coing manitoring of system and Resilience Controls function that reports to the
lorganization-defined metrics in accordance with the Oversight “”gj”'zﬁ?"’” s executive
lcontinuous monitoring strategy;e. Correlation and leadership.
analysis of information generated by control
lassessments and monitoring;f. Response actions to
address results of the analysis of control assessment
land monitoring information; andg. Reporting the
lsecurity and privacy status of the system to
[Assignment: organization-defined personnel or roles]
independent assessors to
Continuous evaluate security, compliance
CA-07(01) Monitoring | Emﬂgz\‘tr:r‘etE:rz:t::enrl‘ioalzSlsstshrgss\?srlzsmse;:?:}rntge:lnmgs “ Functional [intersects witn|  dependent | CPL- and resilience at planned 5 CA-07(01)|CA-07(01)|CA-07(01)
Independent e Assessors 03.1 |intervals or when the Technology
Assessment - Asset, Application and/or Service
(TAAS) undergoes significant
Mechanisms exist to provide a
) Security, security, compliance and
07 Continuou: Employ assessors or teams to Cc\mpliar\(ye & resihience controls oversight
-07(01) Monitoring | Types monitor the controls in the system on an ongoing Functional |Intersects With| Resili I CPL-02 f h h 5 (CA-07(01)|CA-07(01)|CA-07(01)|
of Assessments basis. esilience _Conlro s un(t\or) tl ?t reports to the
Oversight organization's executive
leadership,
Wi
trer\d ar\alyses to determme if
Employ trend analyses to determine if control security control implementations,
Continuous [implementations, the frequency of continuous Trend Analysis | MoN. [fn€ frequency of continuous
CA-07(03) Monitoring | Trend |monitoring activities, and the types of activities used in| Functional Equal Remortin 665 [monitoring activities, and/or the 10 ICA-07(03)|
alyses lthe continuous monitoring process need to be modified porting 2 |types of activities used in the
based on empirical data. continuous monitoring process
need to be modified based on
Conduc penetrationteting [Assgnment Mechanisms exstto conduct
cA-08 P Testing er tion-defined freqtuency] on [tA55|gnment - Functional Equal Penetration Testing | VPM-07 $echnology ot Applications 10 CcA-08 | ca-08 | cA-08
ganization-defined systems or system components o e ALY
Penetration TeStng oy an independent penctration testing agent or Indepenent |y, [Hechaniams et o e an
CA-08(01) Pe . [team to perform penetration testing on the system or Functional Equal Penetration Agent - 10 (CA-08(01)|CA-08(01)|CA-08(01)|
enetration Testing [{2 10 PErior™ PEr o Tonm 07.1 |penetration team to perform
Agent or Team  |*V° P penetration testing.
/@ AUTTOTZE TeeTmar Mechanisms exist to control
lorganization-defined system (omponenls or classes of internal system connections
‘ to the system;b. Document, for each through authorizing internal
Internal System  kecuriy and rvacy reduirements. and the neture of Internal System | NET- |comnections of systems and
o y X n .
cA09 Connections [the information communicated;c. Terminate internal | Functional Equal Connections 05,2 [documenting, for each intemal 10 EM | @ || @@ | @
lsystem connections after [Assignment: organization- Characteristics. securit
defined conditions]; andd. Review [Assignment: q 4
requirements and the nature of
organization-defined frequency] the continued need for| tha information communicated.
la. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of configuration
roles]:1. [Selection (one or more): Organization-level; management controls.
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
among
lentities, and (Dmp\lan(s, andb. Is consistent with
applicable laws, executive orders, directives,
' " rsguladt\ons, pof\\(i‘fs, starr\‘dabrds,l and gtu\lqe\inefst,har\dl Configuration
Policy an Procedures to facilitate the implementation of the
cm-01 Procedures  |configuration management policy and the associated | FUNCUonal | SubsetOf | Menagement | CFG-01 10 €l | @I | @B || @R

configuration management controls;b. Designate an
[Assignment: organization-defined official] to manage
lthe development, documentation, and dissemination of
lthe configuration management policy and procedures;
landc. Review and update the current configuration

1 Poliey | or -
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and

[following . or -defined events].

Secure Controls Framework (SCF)
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\
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles}:1. [Selection (one or more): Organization-level;
process-level;
policy that:a. Add
purpose, scope, ole, responsibities, management
among ; ) )
enities, and compliance; andb. 1o conistent wi Mechanisms exis o review the
applicable laws, executive orders, directives, Resi"ence'mgr:m SCRP),
oty ang | FEQuIERONS, polces, standards, and guidelines; and2 periodic Review & inciuding paliti o Gt and
olicy an rocedures to facilitate the implementation of the pdate of Security, . @
cmor mocoiues | conmauration management poiey and the sesoriared | Functional[mersects with| VPESTE SRRV | Gov-03 | procedures, at plamned itervals| 5 cwor | cwor | cuoi | cor
configuration management controls;b. Designate an Resilience Program er?swe et mngmmg
| Assignment;arganizaton-defined fficallto manage Pt AAS
the configuration management policy and procedures; effectiveness.
andc. Review and update the current configuration
1. Policy
defined fraguency) and following [Assignment-
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assi d events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
configuration management policy that:a. Addresses
purpose, scope, roles, responsibilities, management
commitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
requlations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and  [Procedures to facilitate the implementation of the | Compliance & olicies, standards and
cM-01 Procedures  |configuration management poicy and the associated | FUNctional - fintersects with| - “FEREIECS aov-02 e B for secure,| 5 G | @R || @en | e
configuration management controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
fthe do and dissemi of
lthe configuration management policy and procedures;
andc. Review and update the current configuration
:1. Policy [ or
dfine frequency] and following (Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined events.
configuration control, a current baseline configuration Mechanisms exist to review and
of the system; andb. Review and update the baseline update baseline configurations:
Baseline |configuration of the system:1. [Assignment: ; CFG- [(1) At least annually;
CM-02 Configuration  [organization-defined frequencyl;2, When required due | "unctional |Intersects With| Reviews & Updates| 557 |3) When required due to so; or 5 EHZ | @ | @il || die | e
lto [Assignment: organization-defined circumstances]; (3) As part of system component
and3. When system components are installed or installations and upgrades.
o7
configuration control, a current baseline configuration ldocument and maintain secure
of the system; andb. Review and update the baseline baseline configurations for
Baseline  |configuration of the system:1. [Assignment: | Secure Baseline [Technology Assets, Applications
CM-02 Configuration urgar?\zat\on defined ;/requen(y] 2. \?\Ihen required due | Functional |Intersects With “corho ations | ©F6-02 and/or Sonvices (TAASp)pthat are 5 CHE | @ || e || | Eez
o d cir consistent with industry-
and3. When system components are installed or accepted system hardening
€M-02(01) N/A Withdrawn Functional D N/A N/A N/A O  [PEETE S B ot || v || gt
saseline vaintain th . j govern and report on baseline
¢ aintain the currency, completeness, accuracy, an configurations of Technology
eM02(02) C”""gmgl“‘;;m the baseline ¢ of the system | o Equal A‘:;‘;’g‘:;:;g;"ga' CFG- | Assets, Applications and/or 10 cM- M- cM-
stor ") using d Shagem 0222 Services (TAAS) through 02(02) 02(02) | 02(02)
or Accuracy an erification
P mechanisms]. Continuous Diagnostics and
Mitigation (CDM), or similar
C || Retain or defined number] of Retention Of TTecnanisms exist to retam
CM-02(03) Retention of previous versions of baseline configurations of the | Functional Equal Previous CrG; | Previous versions of baseline 10 0%'3) o%}) o%é)
Previous system to support rollback. Configurations - configuration to support rof
3. Issue [Assignment: organization-defined systems o
Baseline system with Mechanisms exist to configure
i | dlﬂme:"1 e that the organization d mtvegng ° Technology Assets, | Ted(/hnus‘ogy ASS(ETISA'/:;TDQ(\’M";HS M cM
4 ocations that the organization deems to be o ° - |and/or Services utilized in - -
€M-02(07) c:rc‘g‘gc‘;’r::g::ﬂs significant risk; andb. Apply the following controls to | "unctional Equal égf\l\izg??;jgﬂg[ 02.5 high-risk areas with more 10 02(07) | 02(07)
o oS | the systems or components when the individuals Ak Arone restrictive baseline
return from travel: [Assignment: organization-defined configurations.
controls].
[the system that are configuration-controlied:b. Review
proposed configuration-controlled changes to the
system and approve or disapprove such changes with
explicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
configuration-controlled changes to the system;e
Configuration | Retain records of configuration-controlled changes to Change Mechanisms exist to facilitate thel
cm-03 e Canoral[the system for [Assignment: organization-defined time | Functional | Subset Of CHG-01 of a change 10 cM03 | CM-03 | cM-03
lperiod];f. Monitor and review activities associated with Program management program.
configuration-controlled changes to the system; andg.
Coordinate and provide oversight for configuration
change control activities through [Assignment:
organization-defined configuration change control
element] that convenes [Selection (one or more)
[Assignment: organization-defined frequencyl; when
[Assignment: organization-defined configuration
[the system that are configuration-controlied:b. Review
proposed configuration-controlled changes to the
system and approve or disapprove such changes with
explicit consideration for security and privacy impact
analyses;c. Document configuration change decisions
associated with the system;d. Implement approved
configuration-controlled changes to the system;e
) Retain records of configuration-controlled changes to Mechanisms exist to govern the
cM-03 c%‘;:ﬂgeu(rzsz‘gr"m lthe system for [Assignment: organization-defined time | Functional [Intersects With| cf.i"nﬁge“c'ifl?% CHG-02 [technical configuration change 5 CcM-03 | CM-03 | CM-03
9 lperiod];f. Monitor and review activities associated with 9 lcontrol processes.
configuration-controlled changes to the system; andg.
Coordinate and provide oversight for configuration
change control activities through [Assignment:
organization-defined configuration change control
element] that convenes [Selection (one or more)
[Assignment: organization-defined frequencyl; when
o
-defined Mech exist to prohibit
Imechanisms] to:a. Document proposed changes to the unauthorized changes, unless
Configuration _|SY5temib. Notify [Assignment: organization-defined organization-approved change
Chmagation) | [approval authorities] of proposed changes to the requests are received
a9 Coruao! 1 lsystem and request change approval:c. Highlight
cM-03(01) Doc proposed changes to the system that have not been | [ o Equal Prohibition Of | CHG- 10 cM-
o cumentation. ~lapproved or disapproved within [ en Changes 02.1 03(01)
ouication: a1 lorganization-defined time period];d. Prohibit changes
Uhongan o the system until designated approvals are
received;e. Document all changes to the system; andf.
Notify |
when approved changes to the system are
Mechanisms exist to verify the
Configuration functionality of security,
Change Control | '\t aligate, and document changes to the system ) Control compliance and resilience M- M- M-
D L et o b s, | Focton |messcsuan iy | cvoos el ey s | w52 | 652 | 002
of Changes controls operate as designed.
- Mechanisms exist to
C’S:':‘:egucr:"t‘:’g' | Irest, validate, and t changes to the syst Test, Validate & | CHG- [orepones changos m s pom 1+ cm cm cM
ol | Irest, validate, and document changes to the system est, Validate - |proposed changes in a non- 5 b -
CHH03(02) | Testing, Valldation. before finalizing the implementation of the changes. | Functional fintersects With) poc ment Changes| 02.2 [production environment before 5 03(02) | 03(02) | 03(02)
of Changes changes are implemented in a
production environment.
Configuration Securtty, Mechanisms exist to include a
Chmagation) | Reaire [assignment: organization-defined security Compliance & cybersecurity and/or data
M03(08) sty | [and privacy representatives] to be members of the Functional fqual | g RESlIEnce | CHG- |orotectin representative in the 10 oo
Privac lchange control element] ( Zpsrseestelz‘i;cl;cslew i fg&l&”{ﬁﬂf@;“a“ge control
Representatives ey
Mechanisms exist to govern
c Ensure that c used to provide assets involved in providing
Change Control | [the following controls are under configuration Cryptographic | CHG-  [cryptographic protections M-
CM-03(06) Cryptography ! [ defi Functional Equal Management | 02.5 |according to the organization's 10 03(06)
Management [controls]. configuration management
lAnalyze changes to the system to determine potential Security Impact M;‘";’g’;'j’:;:ﬂ"'zts‘f"of"z‘t‘gnet ol
cM-04 Impact Analyses [security and privacy impacts prior to change Functional Equal Analysis for | CHG-03 gecﬂnt i tg p( the 10 CM-04 | CM-04 | CM-04 | CM-04 | CM-04
: Changes y impacts, prior to the
implementation of the change.
Mechanisms exist to manage
separate development, testing
lAnalyze changes to the system in a separate test Separation of land operational environments to
Impact Analyses | befo in an Development, reduce the risks of unauthorized o
€M-04(01) Separate Test _environment,looking or security and privacy impacts | Functional Equal Testingand | TDA-08 [access or changes to the 10 oo
due to flaws, o and to
intentional malice. Environments ensure no impact to production
[Technology Assets, Applications
and/or Services (TAAS).

Secure Controls Framework (SCF)
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RIgn
Moderate (FedRAMP|
\

Mechanisms exist to define,
Access Restrictions [Pefine; document, approve, and enforce physical and Governing Access | ¢o - [Socument; approve and enforce
cMm-05 e logical access restrictions associated with changes to | Functional  [Intersects With|  Restriction for 5 cM-05 cM05 | CM-05 | CM-05
ange  [09ICH acce honen 032 |with changes to Technology
lAssets, Applications and/or
Services (TAAS
e e ealeE T anforee
ctions |Pefine, document, approve, and enforce physical and . configuration restrictions in an
cM-05 A“sfss 2:5""“""5 logical access restricions aseociated w\tr?(ryvangss to | Functional |Intersects With A“sss gﬁs""t"’" CHG-04 offort to restrict the ability of 5 cM-05 cM-05 | cM-05 | cM-05
orchange e system. or Change lusers to conduct unauthorized
change:
o Chamae] " o Enforce access restrictions using [Assignment: Automated Access Mechanisms exist to perform
CM-05(01) Automated QAHQSS organization-defined automated mechanismsl; andb. | g g0 Equal Enforcement | CHG- ﬂﬂe(:-thE-f_att fiV'EWS‘Df 10 cM- CM- CM-
Enforcement and. [Automatically generate audit records of the ‘Auditing 04.1 ;0" iguration c| aﬂtghe 095‘110 05(01) 05(01) | 05(01)
e ent a4 lenforcement actions. iscover any unauthorize
CM-05(02) N/A Withdrawn Functional o) N/A N/A N/A o |Mithdrawn in NIST SP 800-53 RS B
CM-05(03) N/A Withdrawn Functional D N/A N/A N/A © [EEEL RIS RS ug(htll)-s) 0;:'”3'3)
Access Restrictions [a. Limit privileges to change system components and "‘)":e(r";t"gf"a"fp‘;"v';;;:s"g‘)‘:
for Change | [system-related information within a production or ! !
CM-05(05) | Privilege Limitation [operational environment; andb. Review and reevaluate| Functional Equal Imgfs’r’:l::t'%‘j;‘;es . implementing changes. 10 0;’3’5) og(hgs) 0;’3'5)
for Production and |privileges [Assignment: organization-defined -
Operation  [frequency]
components employed within the system that reflact
e most estictive mode consstent with oerationa Mechanisms exis to develop,
common secure configurationsJ;b. Implement the document and maintain secure
o ; aseline configurations for
cM-06 G ;;r;fr'gvuemat‘:yn e e ranaae Functional |Intersects with| Secure Baseline | . o, Technology Assets, Applications 5 CM-06 | CM-06 | CM-06 | CM-06 | CM-06
Settings  |Cetings for [Assignment: organization-defined system Configurations and/or Services (TAAS) that are
oment lconsistent with industry-
ldefined operational requirements]; andd. Monitor and accepted system hardening
lcontrol changes to the configuration settings in [standards.
laccordance with organizational policies and
lcomponents employed within the system that reflact
the most restrictive mode consistent with operational
using [
common secure configurationsJ;b. Implement the : )
r configuration settings:c. Identify, document, and Approved - :‘:5‘:&"5:”;;’:2:;':;‘pﬂodv"e‘g:";e":y
cM-06 Seerae®"  fopprove any devi i Functional (Intersects With| ~ Configuration | $hG [25sese risk and approve of 5 CM-06 | CM-06 | CM-06 | CM-06 | CM-06
settings for [Assignment: organization-defined system Deviations -
based on [ iconfigurations.
defined operational requirements]; andd. Monitor and
control changes to the configuration settings in
laccordance with organizational policies and
Configuration lgovern and report on baseline
Settings | [Manage, apply, and verify configuration settings for Automated Central onfigurations of Technology
i i fined system CFG- [Assets, Applications and/or cM- cM- cM- cM-
CM-06(01) using [ defined | Functional |Intersects With M%":f%i’;‘;(’)‘:‘ & | 022 [services (TAAS) through 5 06(01) 06(01) | 06(01) | 06(01)
Application, and ~[automated mechanisms] Continuous Diagnostics and
Verification Mmganun (CDM), or similar
. ét S d \ske metvowgzwmg acnotns ™ resp(inseéoﬁ T Respond To o i dex:‘S[ To TeSpond o -
ettings | Respond [changes to [Assignment: organization-define ! - |unauthorized changes to -
CM-06(02) to i setiingsl: (A Functional Equal Unauthorized | 55 | onfiguration settings as security| 10 06(02)
Chanae: defined action Changes incident
o Contaure the System to provide only [Assignment: Mechanisms exist to configure
or d mission essential systems to provide only essential
. Fromiit o rectrct the ee of he fooning capabilities by specifically
cm-07 Least Functionality functions, ports, protocols, software, andor sarvices: | Functional Equal | Least Functionality | CFG-03 [prohibiting or restricting the use 10 cM-07 | cM-07 | cM07 | cM-07
Assignment: organization-defined prohibited or of ports, protocols, and/or
restricted functions, system ports, protocols, software, services.
and/or services].
a. Review the system [ Mechanisms exist to periodically
Gefined frequency] to identify unnecessary and/or review system configurations to
nonsecure functions, ports, protocols, software, and identify and disable unnecessary
cmo7(01)  [-eastFunctionality llseryices; andb. Disable or remove [Assignment Functional Equal periodic Review | SEG [andor non-secure functions, 10 05(’3'1) o%i)
organization-defined functions, ports, protocols, "1 Iports, protocols and services.
software, and services within the system deemed to be
unnecessary and/or nonsecure]
Prevent program execution in accordance With
(one or more): [ ort - )
Least Functionalit Automated mechanisms exist to
CM-07(02) Prevent ngrarrz/ Ildefined policies, rules of behavior, and/or access Functional [Intersects With| PreVent Program | s o6 |revent the execution of 5 CM- CM-
\ent PLogram lagreements regarding software program usage and Execution D norived saftwore arograms 07(02) | 07(02)
restrictions]; rules authorizing the terms and
conditions of software program usage].
Prevent program execution in accordance with Mechanisms exist to configure
[Selection (one or more): [Assignment: organization- Systems to prevent the execution
Least Functionality [lefineq policies, rules of behavior, and/or access ) Prevent CFG- |of unauthorized software oM | cm
CM-07(02) Prevent Program lagreements regarding software program usage and Functional _Intersects With) __Unauthorized ' | 032 [orograms. s 07(02) | 07(02)
restrictions]; rules authorizing the terms and
conditions of software program usagel
a. Identify [Assignment: organization-defined software
Least Functionality [2709FaMS authorized to execute on the system];b. Mechanisms exist to explicitly
e enctionalty llemploy a deny-all, permit-by-exception policy to allow Explcitly Allow/ | cro. [2llow (allowlist/ whitelist) and/or o -
CM07(05) | gogauthorized lthe execution of authorized software programs on the | Functional Equal | g Ao | S5 [plock (denyiist / blackiist 10 o | oo
e o ao™ system; andc. Review and update the list of authorized -3 |applications that are authorized
Y P lsoftware programs [Assignment: organization-defined lto execute on systems.
ffrequency).
Mechanisms exist to perform
inventories of Technology Assets,
Applications, Services and/or
. Develop and document an inventory of system Data (TAASD) that:
that:1. Accurately reflects the system;2 (1) Accurately reflects the
includes all components within the system;3. Does not lcurrent TAASD in use;
include duplicate accounting of components or (2) Identifies authorized software
assigned to any other system:4. Is at the products, including business
System Component|[€Vel Of granularity deemed necessary for iracking and lustification details;
cm-08 o corpone reporting; ands. Includes the following information to | Functional - intersects With| Asset Inventories | AST-02 [(3) Is at the level of granularity 5 cM-08 | cM-08 | CM-08 | CM-08 | CM-08
achieve system component accountabilty: ldeemed necessary for tracking
or d deemed and reporting;
necessary to achieve effective system component (4) Includes organization-defined
ccountabilty); andp. Review and update the system information deemed necessary to
nventory [ achieve effective property
defined frequency] ac ilty; and
(5) Is available for review and
audit by designated
organizational personnel
& Develop and document an inventory of system
at:1. Accurately reflects the system;2.
includes all components within the system;3. Does not Mechanisms exist to establish
include duplicate accounting of components or and maintain an authoritative
assigned to any other system:4. Is at the Source and repository to provide
System Component|[€Vel Of granlarity deemed necessary for tracking and Component | o1 [a trusted source and
cm-08 o reporting; ands. Includes the following information to | Functional |Intersects With|  Duplication s ity for approved and 5 cM-08 | cM-08 | CM-08 | CM-08 | CM-08
Y achieve system component accountabilty: Avoidance +3 " limplemented system
or d i ion deemed components that prevents assets
necessary to achieve effective system component from being duplicated in other
accountabilityl; andb. Review and update the system asset inventories.
inventory [
defined frequency]
‘S"yvse‘ﬁgr';"lnaz‘égfgg lUpdate the inventory of system components as part of Updates During | per. Z'sescezai;‘fe“:‘ioe”xe'zt;;:;‘:a;fe & a @ @
cmoson) | component installations, removals, and system Functional Equal Installations / 10
uring Installation < PO Stalations 02.1 |component installations, 08(01) | 08(01) | 08(01) | 08(01)
and Removal  |IP - removals and asset upgrades.
Mechanisms exist to
System Component|Maintain the currency, completeness, accuracy, and Configuration land manage a Configuration
Inventory | - favailability of the inventory of system components AST- [Management Database (CMDB), cM-
CM-08(02) ‘ lusing [. Functional Equal Da"(":g‘:sg:(’gn"ém 02.9 |or similar technology, to monitor 10 08(02)
Maintenance  [mechanisms]. land govern technology asset-
specific
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Sys‘fn"\“lecr“:g“rs"‘”e"t sing [Assi defi Automated lAutomated mechanisms exist to
mwentor¥ ] |mechanisms] [Assignment: argan\zat\en:deﬁned | amatedy | ast. [detect and alert upon the o o
CM-08(03) . ‘ lfrequency]; andb. Take the following actions when Functional [Intersects With|  {{iovhoTze £35  [detection of unauthorized 5 e | o,
A unauthorized con are detected: [Selection ormponern 2 |hardware, software and firmware
Smponent |ione or more): disable network access by such
lcomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]]
a. Detect the presence of unauthorized hardware,
System G software, and firmware components within the system
using
jnventory | |mechanisms] [Assignment: crganlzal\unrdeﬁned enD. |[Mechanisms exist to generate an M- M-
€M-08(03) . ‘ ffrequencyl; andb. Take the following actions when Functional [intersects with| | Software | END" lalert when new software is 5 e | aseE
Comaorized  lunauthorized are detected: [Selection 1 |Setected
omponent |ione or more): disable network access by such
isolate the notify
[Assignment: organization-defined personnel or roles]]
a. Detect the presence of unauthorized hardware,
software, and firmware components within the system
System Componentying fion-d X Mechanisms exist to configure
isms] [Assi defined ) systems to generate an alert
CM-08(03) lA”t"'"ated lfrequency; andb. Take the following actions when Functional |Intersects With| Ing:ﬁ:;ho"n”;f:ns g;cl when the unauthorized 5 ogmé) u(s:mé)
Componedd |unauthorized are detected: [Selection - of software is
Smponent  |ione or more): disable network access by such detected.
isolate the c notify
[Assignment: organization.defined personnel or roes]

Secure Controls Framework (SCF)

100f 35



Set Theory Relationship Mapping (STRM)

FDE Name

Focal Document Element (FDE) Descri

GOVRAMP_x000a_Crosswalk Mapping

version 2026.1_x000a_03/27/2026

CM-08(04)

System Component
Inventory |
Accountability
Information

Include in the system component inventory
information, a means for identifying by [Selection (one
or more): name; position; role], individuals responsible
and for those

Functional

Equal

Accountability
Information

AST-
03.1

lcapturing the name, position
land/or role of individuals
responsible/accountable for
ladministering assets as part of
the technology asset inventory

RIgn
Moderate (FedRAMP|
\

cM-
08(04)

CM-08(05)

N/A

Withdrawn

Functional

No

N/A

N/A

N/A

[Withdrawn in NIST SP 800-53 RS

CM- CM-
08(05) | 08(05)

CM-09

Develop, document, and
management plan for the sys(em that a. Addresses
roles,
processes and procedures b. Establishes a process for
e system
development life cycle and for managing the

C
Management Plan

configuration of the items;c. Defines the
configuration items for the system and places the
configuration items under configuration
management;d. s reviewed and approved by
[Assignment: organization-defined personnel or roles];
ande. Protects the configuration management plan
m unauthorized disclosure and

Functional

Subset Of

Configuration

CFG-01

Mechanisms estt m facilitate the|

Program

management controls.

CM-09

CM-09

CM-09 CM-09

CM-09

Develop, document, and implement a configuration

management plan for the system that:a. Addresses

roles, ies, and configuration

processes and procedures;b. Establishes a process for
ms he system

deve\cpmer\l life cycle and for managing the

s
Management Plan

items;c. Defines the
configuration items for the system and places the
configuration items under configuration
imanagement;d. Is reviewed and approved by
[Assignment: organization-defined personnel or roles];
lande. Protects the configuration management plan

CM-10

Software Usage
Restrictions

Functional

Intersects With

Stakeholder
Notification of
Changes

CHG-05

Mechanisms exist to ensure
stakeholders are made aware of
land understand the impact of
proposed changes

CM-09

CM-09

CM-09 CM-09

lfrom unauthorized disclosure and modification.
A USE SUTTWTE aTTd a5SUtTated UCUTETItaton 1T

laccordance with contract agreements and copyright
llaws;b. Track the use of software and associated
documentation protected by quantity licenses to
icontrol copying and distribution; andc. Control and
ldocument the use of peer-to-peer file sharing
ltechnology to ensure that this capability is not used for|
lthe unauthorized distribution, display, performance, or
horized distr S

Functional

Equal

Software Usage
Restrictions

CFG-04

Mechanisms exist to enforce
software usage restrictions to
lcomply with applicable contract
lagreements and copyright laws.

CM-10

CM-10 CM-10

CM-10(01)

Software Usage
Restrictions | Open-
source Software

Establish the following restrictions on the use of open-
source software: [Assignment: organization-defined
restrictions].

Functional

Equal

Open Source
Software

CFG-
04.1

Mechanisms exist to establish
parameters for the secure use of
open source software.

CM- cm-
10(01) | 10(01)

cM-11

User-installed
Software

/3. Establish [Assignment: organization-defined policies]
lgoverning the installation of software by users;b.
Enforce software installation policies through the
[following methods: [Assignment: organization-defined
Imethods]; andc. Monitor policy compliance
[Assignment: organization-defined frequency].

CM-11

User-installed
Software

Functional

Intersects With

Prohibit Installation
Without Privileged
Status

END-03

Automated mechanisms exist to
prohibit software installations
without explicitly assigned
privileged status.

CcM-11

CcM-11

CM-11 | CM-11

la. Establish [Assignment: organization-defined policies]]
lgoverning the installation of software by users;b.
[Enforce software installation policies through the
[following methods: [Assignment: organization-defined
methodsl; andc. Monitor policy compliance

-defined frequency]

Functional

Intersects With

User-Installed

CFG-05

Mechanisms exist to restrict the
lability of non-privileged users to
instail unauthorized software.

CM-11

CM-11

CM-11 CM-11

CM-11(01)

N/A

Withdrawn

Functional

No

N/A

N/A

N/A

Withdrawn in NIST SP 800-53 RS

CM-
11(01)

CP-01

Policy and
Procedures

@ DeveTop; e
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lcontingency planning policy that:a. Addresses purpose,
scope, oles, respansibites, management

among
entities, and compliance: andb. 15 consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
contingency planning policy and the associated
lcontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
lthe ion, and off
lthe contingency planning policy and procedures; andc.
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
[frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

CP-01

CP-01

cP-01 | CP-01

CP-01

Policy and
Procedures

SRR RGTRIE R &
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lcontingency planning policy that:a. Addresses purpose,
scope, roles, responsibilities, management
lcommitment, coordination among organizational
entities, and compliance; andb. Is consistent with
lapplicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
IProcedures to facilitate the implementation of the
contingency planning policy and the associated
contingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
lthe and dissemi off
lthe contingency planning policy and procedures; andc
Review and update the current contingency
planning:1. Policy [Assignment: organization-defined
[frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following

o

Functional

Subset Of

Business Continuity
Management
System (BCMS)

BCD-01

Mechanisms exist to facilitate the|
implementation of contingency
planning controls to help ensure
resilient Technology Assets,
lApplications and/or Services
(TAAS) (e.g., Continuity of
(Operations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks).

CP-01

CP-01

CP-01 CP-01

CP-01

Policy and
Procedures

AR R s
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lcontingency planning policy that:a. Addresses purpose,
scope, roles, responsibilities, management

lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
contingency planning policy and the associated
lcontingency planning controls;b. Designate an
[Assignment: organization-defined official] to manage
(the development, documentation, and dissemination of]|
lthe contingency planning policy and procedures; andc
IReview and update the current contingency
planning:1. Policy [Assignment: organization-defined
[frequency] and following [Assignment: organization-
defined events]; and2. Procedures [Assignment:
organization-defined frequency] and following

; et cantsl

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
capabilities.

CP-01

CP-01

CP-01 CP-01

CP-02

Contingency Plan

Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission
and business functions despite a system disruption,
compromise, or failure;5. Addresses eventual, full
system restoration without deterioration of the controls|
originally planned and implemented;6. Addresses the
sharing of contingency information; and7. Is reviewed
and approved by [Assignment: organization-defined
personnel or roles];b. Distribute copies of the
contingency plan to [Assignment: organization-defined
key contingency personnel (identified by name and/or
by role) and organizational elements];c. Coordinate
contingency planning activities with incident handling
activities;d. Review the contingency plan for the
system [Assignment: organization-defined
frequencyJ;e. Update the contingency plan to address
changes to the organization, system, or environment
of operation and problems encountered during
contingency plan implementation, execution, or
testing;f. Communicate contingency plan changes to

estin ate ¢ e @

personnel (identified by name and/or by role) and
organizational elements];g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing

and training; andh. Protect the contingency plan from

Functional

Subset Of

Business Continuity

Mechanisms exist to facilitate the|
implementation of contingency
planning controls to help ensure

resilient Technology Assets,

System (BCMS)

BCD-01

and/or Services
(TAAS) (e.g., Continuity of
Operations Plan (COOP) or

Business Continuity & Disaster

Recovery (BC/DR) playbooks).

CP-02

CP-02

CP-02 CP-02

Secure Controls Framework (SCF)
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RIgn
Low+ Moderate (FedRAMP
\

FDE Name Focal Document Element (FDE) Descr
Identifies essential mission and business functions and
associated contingency requirements;2. Provides
recovery objectives, restoration priorities, and
metrics;3. Addresses contingency roles,
responsibilities, assigned individuals with contact
information;4. Addresses maintaining essential mission| '
o buEingss Tancions despie a systam dsruplon. Mechanisms exist to update
compromise, or failure;5. Addresses eventual, full cm?n esyapﬁecm <
lsystem restoration without deterioration of the controls| (1) peo ‘g @ ersgu'me‘
originally planned and implemented:6. Addresses the pchan'g'e's"’
sharing of contingency information; and7. Is reviewed (2) Processes ‘Egg ) o, altered
and approved by [Assignment: organization-defined ) Processes (€9, new, olters
personnel or roles]ib. Distribute copies of the et marsy
contingency plan to [Assignment: organization-defined ongoing )
cp-02 Contingency Plan ka fg{;‘)‘"agned”gfg‘;f‘:igggﬁ‘af‘gi%“gﬁg ]“g name and/or | Functional [Intersects With Contingency BCD-06| (3 Technologies e.g. new, 5 cp02 | cp02 | cpo2 | cpo2
contingency planning activities with incident handling lanning altere (;’c’h"i“g":g“s'ﬁs"’“e
activities;d. Review the contingency plan for the (4) Data (0.9 (hgnge's to data
system [Assignment: organization-defined e orioay
frequencyle. Update the cortingency plan to address o o F e et
changes to the organization, system, or environment {e.g., new, alte
of operation and problems encountered during or ﬁ‘ffﬁg’s‘mff‘j‘r’gfdagg/ﬁ‘“‘
contingency plan implementation, execution, or (6) Feedback from contingency
testing;f. Communicate contingency plan changes to o i
[Assignment: organization-defined key contingency P 9 g
personnel (identified by name and/or by role) and
organizational elementsJ;g. Incorporate lessons
learned from contingency plan testing, training, or
actual contingency activities into contingency testing
and training; andh. Protect the contingency plan from
- - - Mechanisms exist to coordinate
Contingency Plan . contingency plan development
€P-02(01) ooraents wian Coordinate contingency plan development with Functional Equal Coordinate with | B¢D- it mternal and external 10 CP-02(01)|CP-02(01)
Related Plans | organizational elements responsible for related plans. elated Plans 1| slements responeible for related
Dlan
Mechanisms exist to conduct
Conduct capacity planning so that necessary capacity (ipei;‘ga"r‘yazg‘:’“agcég ;th
Contingency Plan | | for information processing, telecommunications, and . : |
CP-02(02) cEpa(ﬂy Pénmng Env'mnmema'l’suppmgex‘sts Curing contingency | Functional Equal Capacity Planning | CAP-03 t\;f;)g;n;;ﬁr;ar’:{f:::l;g,d 10 CP-02(02)|CP-02(02)
operations. environmental support will exist
during contingenc: 3
Contingency Plan | [Plan for the resumption of [Selection (one): all; Resume Al Missions| Mechanisms exist to resume all
Resume Mission ntial] mission an iness functions within BCD- |missions and business functions
CP-02(03) esume Missiol ?:;:gnztnt,sgéaﬁizgt?::rd:;ie‘; ctior ;emd] o Functional |Intersects With| & Business Og.l ithin Recovery Time Objectives 5 CP-02(03)|CP-02(03)
Functions lcontingency plan activation. Functions (RTOs) of the contingency plan's
N - [echanisms exist to resume
I o o e A U ey s i
CP-02(03) i Bt TAcionnts orybaisation defned tma neriod] of unctionaltersects With|uissions & Business| 5" functions within an organiztion- 5 CP-02(03)|CP-02(03)
Functions|contingancy pian actvation. unctions defined tme period of
CP-02(04) N/A Withdrawn Functional D N/A N/A N/A o |Withdrawn in NIST SP 800-53 RS CP-02(04)
Mechanisms exist to continue
Contingency plan | [I20 for the continuance of [Selection (one): al; ) ) essential missions and business
Qnngency. nian | lessential] mission and business functions with minimal Continue Essential | oo [functions with little or no loss of
CP-02(05) Ontine Mission for no loss of operational continuity and sustains that | Functional Equal | Mission & Business | 550" Joperational continuity and 10 CP-02(05)
1 usiness. |continuity until full system restoration at primary Functions 2 |sustain that continuity until full
processing and/or storage sites. system restoration at primary
rocessing and/or storage sites.
Mechanisms exist to identify and
Contingency Plan | |0 vify critical syst 1 rting [Selecti Identify Critical 2‘“”(“? t:‘s (tm(als-remmmgy
g lentify critical system assets supporting [Selection entify Critical ssets, Applications, Services
CP-02(08) dentiy Critical " |(one): al; essential] mission and business functions Functional Equal BCD-02 |, i/or Data (TAASD) that 10 (I T (At ) [ e (o)
ssets lsupport essential missions and
business functions.
a. Provide contingency training to system users
consistent with assigned roles and responsibilities:1.
\Within [Assignment: organization-defined time period] Mechanisms exist to adequately
of assuming a contingency role or responsibility:2 train contingency personnel and
cP-03 C“T"rta"“ngﬁ"‘y [When required by system changes; and3. [Assignment:| Functional Equal C"T”r‘a""ng.f‘"cy BCD-03 |applicable stakeholders in their 10 cpP-03 | cp-03 | cP03 | cp-03
ing lorganization-defined frequency] thereafter; andb. ing lcontingency roles and
Review and update contingency training content responsibilities.
[Assignment: organization-defined frequency] and
following [ defined events].
T XISt o TNcoTporate
Contingency  [Incorporate simulated events into contingency training gcp. [simulated events into
CP-03(01)  [Training | Simulatedto facilitate effective response by personnel in crisis | Functional Equal simulated Events | 857 [contingency training to faciitate | 10 CP-03(01)|CP-03(01)
Events situations. "1 leffective response by personnel
in crisis situation
3. Test the contingency plan for the system
[Assignment: organization-defined frequency] using Contingency Plan Mechanisms exist to conduct a
Contingency plan [fN€ following tests to determine the effectiveness of IS At Root Cause Analysis (RCA) and
cP-04 n lthe plan and the readiness to execute the plan: Functional |Intersects With| 3¢ 2345 AN2YS19 CD-05 Yessons learned" activity every 5 cP-04 | cp04 | cP-04 | cpo4
[Assignment: organization-defined tests].b. Review the V& Less time the contingency plan is
contingency plan test results; andc. Initiate corrective activated.
actions, if needed
a. Test the contingency plan for the system - -
[f‘ussf\g‘rlvmenl: crganizadt\onrdeﬁnef‘ freft;uency] using mii:::‘;,’gf::;::e;‘igd““
; lthe following tests to determine the effectiveness o .
cP-04 Contingency Plan 12 L0 T e readiness to execute the plan: Functional _[Intersects With| ;SOTHN9eneY Plan |gcp g4 (evaluate the contingency plan's 5 cP-04 | cpoa | cpo4 | cP-04
| the rea esting & Exercises effectiveness and the
[Assignment: organization-defined tests.b. Review the oo readiess to
contingency plan test results; andc. Initiate corrective o e
actions, if needed. -
; Mechanisms exist to coordinate
Contingency Plan |, ginate contingency plan testing with ICoordi Testing| BCD- i plan testing with
CP-04(01) T;f&”.?e“;';‘;’g‘lgf‘t: lorganizational elements responsible for related plans. | Functional Equal with Related Plans | 04.1 [internal and external elements 10 (CP-04(01)(CP-04(01)
responsible for related plans.
Mechanisms exist to test
Test the contingency plan a the altemate processing contingency plans a aterate
chonoy |-Somtingency Plan ditea. To familarize contingency personnel withthe Aternate Storage & BCD- oo tammiise comiency
X esting | Alternate [faciiity and available resources; andb. To evaluate the | Functional Equal P e B oSN b b 10 CP-04(02)
Processing Site itties of the alternate processing site to support 9 - gva‘uate the capabmnesyof the
contingency operations lalternate processing site to
support contingency operations.
- Mechanisms exist to establish an
a. Establish an alternate storage site, includin :
Al necessary agreements to permit the storage and Al aiternate storage site that
CP-06 te"‘a;els"”age retrieval of system backup information; andb. Ensure | Functional Equal te'"a;elswmge BCD-08 | Ncludes both the assteti and " 10 CP-06 | CP-06 | CP-06
ite [that the alternate storage site provides controls ite e e o e
equivalent to that of the primary site. e storage and recovery o
system backup information.
echanisms exist o separate
Alternate Storage (Identify an alternate storage site that is sufficiently Separation from BCD- the alternate storage site from
CP-06(01) Site | Separation [separated from the primary storage site to reduce Functional Equal Primary Storage | S0 [the primary storage site to 10 CP-06(01)|CP-06(01)
from Primary Site [susceptibility to the same threats. Site "1 |reduce susceptibility to similar
€ arTsms exist to TaciTtate
A‘Sflet;"f;eefggfrge (Configure the alternate storage site to facilitate Recovery Time / | oo [recovery operations in
CPO6(02) | i Korerary [eCOVery operations in accordance with recovery time | Functional [intersects With| Point Objectives | (3¢° faccordance with Recovery Time 5 CP-06(02)
e by [and recovery point objectives. (RTO / RPO) 4 |Objectives (RTOs) and Recovery
Point Obiectives (RPO).
Identify potential accessibility problems to the ﬂftf;‘::‘e'sgf:nﬂzﬁ (:(é:i;%%?,nd
P-06(03) Alternate Storage [alternate storage site in the event of an area-wide Functional Equal Primary Storage | BCD- [ TE1931e POIE3) access 10 e -
Site | Accessibilty |disrupton or isaster and outine explict mitigation Site Accessivilty | 082 [BiCD el T N vent of an
- larea-wide disruption or disaster
; g
necessary agreements to permit the transfer and
, of [Assi : defined
system operations] for essential mission and business
functions within [Assignment: organization-defined
ltime period consistent with recovery time and recovery| Mechanisms exist to establish an
Aternate point objectives] when the primary processing Aternate alternate processing site that
cp-07 Pronteuing Gite | capabllities are unavailableib. Make available at the | Functional Equal Procbesn Gite |BCD-09|  provides security measures 10 cP-07 cp-07 | cpo7 | cp-o7
alternate processing site, the equipment and supplies equivalent to that of the primary
required to transfer and resume operations or put site.
contracts in place to support delivery to the site within
the organization-defined time period for transfer and
resumption; andc. Provide controls at the alternate
processing site that are equivalent to those at the
pa— - - Wechantsms exIst fo Separate
brocesamg Ste | [[dentiy an alternate processing site tha is sufficiently Separation from | o o [the alternate processing site
CP-07(01) i, e [separated from the primary processing site to reduce | Functional Equal | Primary Processing [ 555 [irom the primary processing site | 10 CP-07(01)|CP-07(01)
e Sa ™ susceptibility to the same threats. site " |to reduce susceptivity to smilar
rea
Mechanisms exist to identify and
mitigate potential accessibility
Alternate  [identify potential accessibility problems to alternate Alternate acp. [Problems to the alternate
€P-07(02) Processing Site | [processing sites in the event of an area-wide disruption| Functional Equal Processing site | 5G0: [processing sites and possible 10 CP-07(02)|CP-07(02)
Accessibility [or disaster and outlines explicit mitigation actions. Accessibility 2 Imitigation actions, in the event
of an area-wide disruption or
disaster.
Mechanisms exist to address
) priority-of-service provisions in
Altemate oty of Senice provisions m accorsance Atemate Site | BCp. [2ltemate processing and storage
CP-07(03) ;:gffji;‘%zsi'e it atvaua)b ty requirements (including recovery time | Functional Equal Priority of Service | 09.3 f'e‘qej‘:'E‘ﬁfssn“tZ}’i“n’c‘lsgfn"gab""y 10 Rl (GRS
Jectives). Recovery Time Objectives
(RTOs)
Mechanisms exist to prepare the
alternate processing alternate to
cor0n prolernate - Prepare the ltemate processing site 5o that the site BCD- ot e ey
X rocessing Site | [can serve as the operational site supporting essential | Functional Equal |Preparation for Use| BCO- [SuPport essential missions an 10 CP-07(04)
Preparation for Use [mission and business functions. e s et being
lused as the primary site.
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Set Theory Relationship Mapping (STRM)

FDE Name

Telecommunication

Focal Document Element (FDE) Descri

Establish alternate telecommunications services,
including necessary agreements to permit the
of [ defined

system operations] for essential mission and business

GOVRAMP_x000a_Crosswalk Mapping

Telecommunication

Mechanisms exist to reduce the
likelihood of a single point of
failure with primary
telecommunications services.

version 2026.1_x000a_03/27/2026

RIgn
Low+ Moderate (FedRAMP
\

cp-08 PPy = ootk ud Bl R Functional |Inersects With| s Seruces | BCD-10 5 cP-08 cP-08 | cp08 | cp-08
ftime period] when the primary telecommunications ailability
ar at either the primary or
alternate processing o storage sites.
T Ty S s
Service agrcemee that contan priory.of servce Fiechaniame ext to formalize
Telecommunication [Provisions in accordance with availability requirements . ltelecommunications service
Services | Prioriy |(including recovery time objectives); andb. Request Telecommunication| gy o Eee N O e ot
CP-08(01) uices | oot Telecommunications Service Priority for ali Functional Equal s Priority of Service | 367 [29rements coniain priotty-of 10 cP-08(01) CP-08(01)|CP-08(01)
Provisions [telecommunications services used for national security Provisions - lavailability requirements,
lemergency preparedness if the primary and/or aing hecavery Tme
alternate telecommunications services are provided by Objoctives (RTo%:
Telecommunication [Obtain alternate telecommunications services to Telecommunication aihood of 5 amao o
CP-08(02) s Services | Single [reduce the likelihood of sharing a single point of failure| Functional [Intersects With| s Services | BCD-10[fke000 © p”ma?y P 5 cP-08(02) CP-08(02)|CP-08(02)
Points of Failure |with primary telecommunications services. Availability ralre
Mechanisms exist to obtain’
Telecommunication " " N alternate telecommunications
s Services | Obtain alternate telecommunications services from Separation of | g | e e e
CP-08(03) Separation of providers that are separated from primary service | Functional Equal primary / Alternate | §G7" | SE0CeE MO PO eice 10 CP-08(03)
Primary and | providers to reduce susceptibility to the same threats. Providers 2 | Separated from s
Aternate Froviders providers o reduce susceptibilty
/3. Require primary and alternate telecommunications " -
Telecommunication [SETVICe Providers to have contingency plans;b. Review 2";&?:2;3{:}@235“; external
provider contingency plans to ensure that the plans .
CP-08(04) s Services | Imeet h andc. Functional Equal Provider BCD- [service providers to have 10 CP-08(04)
Provider [T OO o e Contingency Plan | 10.3 |contingency plans that meet
Contingency Plan gency testing and training by lorganizational contingency
providers [Assignment: organization-defined e
lfrequency].
a. Conduct backups of user-level information contained
in [Assignment: organization-defined system
TAssi ‘ e
lfrequency consistent with recovery time and recovery gi;’;fl:'s’g;ciﬂsg‘o"fg’;“;te
lpoint objectives];b. Conduct backups of system-level Smwargand/w"syslem images,
information contained in the system [Assignment: e well as verify the miegrity of
cp-09 System Backup fe’ggc}eﬁ“tm:jfr“geigiqs‘ﬁ'L%{:f;‘;;z‘fn”‘fegl“r Functional |Inersects With| ~ Data Backups | BCD-L1 these backups, to ensure the 5 cpP09 | cp-09 | cPo9 | cpo9 | cp-09
IConduct backups of system documentation, including of the data to satisfy
security- and privacy-related documentation Re;"&’e’y T‘"‘EPODJ(e&'J"SSt'RTOS)
[Assignment: organization-defined frequency e covery Point Objectives
lconsistent with recovery time and recovery poi -
objectives}; andd. Protect the confidentiality, |ntegmty
and ity of backup N
MechanTSmS exist to ToUthely
Sys.fzgzif:?;fp I | Test backup information [Assignment: organization- Testing for acp. | _ test backups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & 9% | reliability of the backup process, 10 CP-09(01)|CP-09(01)|CP-09(01)
aarts information integrity. Integrity g as well as the integrity and
grity
Mechanisms exist to utilize
System Backup | |Use a sample of backup information in the restoration Test Restoration | BCD. [saMPling of available backups to
CP-09(02) Test Restoration [of selected system functions as part of contingency Functional Equal Uarng sampling. | 31 [test recovery capabilities as part 10 CP-09(02)
Using Sampling ~ [plan testing. -5 lof business continuity plan
testina.
Mechanisms exist to store
System Backup | |St0re backup copies of [Assignment: organization- backup copies of critical software
et ekt L defined critcal system software and other security- Separate Storage | g fand other security-related
CP-09(03) for Critical related information] in a separate facility or in a fire Functional Equal for Critical 1.2 information in a separate facility 10 (CP-09(03)|CP-09(03)]
el [rated container that is not collocated with the Information 2 lorin a fire-rated container that is
loperational system. not collocated with the system
being backed up.
System l?ackup | | Transfer syst[em backup information to lheﬁ alternate Transfer to *;:sf:g"s“:f: L ;h:;fe“f;‘fff
Transfer to storage site [Assignment: organization-defined time BCD- @
CP-09(05) Alternate Storage | period and transfer rate consistent with the recovery | "unctional Equal A‘te""a;etss“”age 116 Rewcvaepalf}‘em"ef gsitc'{‘igeb:f;‘.ms) 10 ERCEEE]
Site time and recovery point objectives]. oo R;vaery Po{nt Objectives
Provide for the recovery and reconstitution of the Technology Assets, secure recovery and
system Recovery system to a known state within [Assignment: Applications and/or reconstitution of Technology
CP-10 and Reconstitution organization-defined time period consistent with Functional |Intersects With| Services (TAAS) |BCD-12 Assets, Applications and/or 5 CP-10 CP-10 CP-10 CP-10 CP-10
recovery time and recovery point objectives] after a Recovery & Services (TAAS) to a known state
disruption, compromise, or failure. Reconstitution after a disruption, compromise or|
Mechanisms exist to facilitate the|
implementation of contingency
Provide for the recovery and reconstitution of the planning controls to help ensure
System Recovery [SYSteMm to a known state within [Assignment: Business Continuity resilient Technology Assets,
CP-10 and Reconstitution |°" -defined time period with Functional With| BCD-01 and/or Services 5 CP-10 CP-10 CP-10 CP-10 CP-10
recovery time and recovery point objectives] after a System (BCMS) (TAAS) (e.g., Continuity of
disruption, compromise, or failure. lOperations Plan (COOP) or
Business Continuity & Disaster
Recovery (BC/DR) playbooks)
[Provide Tor the recovery and rec of the Mechanisms exist to faciitate
System Recovery [SYSteMm to @ known state within [Assignment: Recovery Time / | o |recovery operations in
cP-10 System Recovery lorganization-defined time period consistent with Functional [Intersects With| Point Objectives | 50 laccordance with Recovery Time 5 cP10 | cp10 | CP10 | cP10 | P10
recovery time and recovery point objectives] after a (RTO / RPO) 4 |Objectives (RTOs) and Recovery
disruption or failure. ciives (RPOS),
specialized backup mechanisms
System Recovery lthat will allow transaction
and Reconstitution |Implement transaction recovery for systems that are Transaction BCD- [recovery for transaction-based
CP-10(02) Transaction ‘lra?vsa(l\un-based viorsy Functional Equal Recovery 12.1 Te(hr\ul\nl)gy Assets, Applications 10 CP-10(02)) CP-10(02)(CP-10(02)
Recovery and/or Services (TAAS) in
laccordance with Recovery Point
PretarhtsPeast restor
[Technology Assets, Applications,
Provide the capability to restore system components Services and/or Data (TAASD)
afﬁim Recovery [within estore Within Time| BCD. |Within organization-defined
CP-10(04) Restore Within Time| Slme qsnods] from Fcnﬁgura_tlon-(untro\led and Functional Equal erio 12.4 resturaliurj time-periods from 10 (CP-10(04)|
e integrity-protected information representing a known, 4 |configuration-controlled and
loperational state for the components. integrity-protected information;
representing a known,
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level
identification and authentication policy that:
purpose, scope, roles, responsibilities,
Imanagement commitment, coordination among
organizational entities, and compliance; andb. Is Mechanisms exist o review the
lconsistent with applicable laws, executive orders, Securtty. Compliance &
directives, regulations, policies, standards, and R e AP,
pol " gulde\mes andz. ’P;ﬁ(edure‘S to f_a(ll\taze the UPE(;\Otd\( 'RSEVIEW‘t& including policies, standar&s and
olicy an of e an i late of Security, .
1A-01 Procedures  |policy and the associated identfication and Functional with P e & |GOV-03 procedures, t planned intervels 5 101 | 1AL | 1A01 | IA01
lauthentication controls;b. Designate an [Assignment: Resilience Program g;“susr‘eg;‘y“e?;‘wf”scﬁs occurto
rganization-defined officall o managethe | SUranilty. scequacy shd
identification and authentication policy and effectiveness.
lprocedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
lorganization-defined frequency] and following
[Assignment: organization-defined events}; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:a.
|Addresses purpose, scope, roles, responsibilities,
Imanagement commitment, coordination among
lorganizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
quidelines; and2. Procedures to facilitate the Mechanisms exist to facilitate thel
Policy and of the identification and authentication Identity & Access of identification
1A-01 Procedures  [policy and the associated identification and Functional | Subset Of | yanagement (1AM) | A0 land access management 10 G| || Rl |

authentication controls;b. Designate an [Assignment:
organization-defined official] to manage the

) ion, and ion of the|
identification and authentication policy and
lprocedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined

icontrols.

[frequency and following [
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FDE Name Focal Document Element (FDE) Descr
[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
identification and authentication policy that:
|Addresses purpose, scope, roles, responsibilities,
Imanagement commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
quidelines; and2. Procedures to facilitate the Publishing Security, maintain and disseminate
’ Policyand  limplementation of the identification and authentication Compliance & o, [Policies, standards and y ’ ’ ’
1A-01 Procedures  [policy and the associated identification and Functional - Intersects With  “pegiience | OV-02|procedures necessary for secure,| IA-0L | 1A01 | IA01 ) 1A-01
authentication controls;b. Designate an [Assignment: Documentation compliant and resilient
organization-defined official] to manage the capabilities.
) and di ion of the
identification and authentication policy and
procedures; andc. Review and update the current
identification and authentication:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assi
Mechanisms exist to uniquely
1A-02 Id:Stt"’Zc"i'ﬂ‘g':d gﬁéqgfs‘ﬁc‘f’aﬂ”fnyafﬂi‘a”u?‘sfé‘ni?rfiéﬂgﬁ in ‘Ornfc‘ef:e? Functional Equal Alﬂf‘:l’:ac‘a;t"o"?‘ i” IAC-02 fi’;‘é?ﬂi’;‘g;i”:{gg%ze and 10 1A-02 | 1A02 | 1A02 | I1A02 | 1A-02
(organizational |30 820C =l 4oL thoqse sorm P a Organizational |Audit (AAA) organizational users
Users) 9 Users land processes acting on behalf of|
izati users.
Automated mechanisms exist to
enforce Multi-Factor
Identification and lAuthentication (MFA) for:
Authentication Mult-Factor (1) Remote network access;
! (organizational  Implement multi-factor authentication for access to o6 |(2) Third-party Technology ’ ’ ’ ’ ’
A0200) | o rieged actoumts Functional |Intersects With|  Authentication | 1aC-06 (24 TN -Pary Technoiooy 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) |1A-02(01)
Authentication to Services (TAAS); and/ or
Privileged Accounts (3) Non-console access to critical
ITAAS that store, transmit and/or
process sensitive/regulated data.
Identification and
Authentication Mechanisms exist to utilize Multi-
(ore multi-factor for access to | Local Access to Factor Authentication (MFA) to
020D | o freiieged atcounte. Functional {Intersects With| , 1€ ACCe5® b0 linc.06.3]0 0 e o e o 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) |1A-02(01)
Authentication to privileged accounts
Privileged Accounts
MECRANTSIYS eXISTTo I e Use
of commercially-provided
) information Assurance (IA) and
'd:u"‘tl‘g‘:ﬁt‘c"a'r‘;:d |A-enabled IT products to those
. . Information products that have been
1A-02(01) (organizational _ lmplement multi-factor authentication for access to Functional [Intersects With| Assurance Enabled | 0% |Successfully evaluated against a 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01)
Users) | Multi-factor|privileged accounts. e 022 fully
e et facto Products National Information Assurance
P s partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated or N d.
Mechanisms exist to implement
Identification and Multi-Factor Authentication (MFA)
Authentication Out-of-Band Multi for access to privileged and non-
y (organizational mplement multi-factor authentication for access to o6 alprivileged accounts such that y ’ ’ ’ ’
A0200) | e o priviioged accounts Functional |mtersects witn -~ Factor - Iac-06.4l6L OSSR 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) |1A-02(01)
Authentication to independently provided by a
Privileged Accounts device separate from the system
being accessed
Identification and
Authentication Mechanisms exist to utilize Multi-
y (organizational mplement multi-factor authentication for access to 1| Network Access to | , - - - [Factor Authentication (MFA) to y ’ ’ ’ ’
A0200) | e o riviloged accounts Functional [ Intersects With| T O ACCe52 1 |iac.06.11 8 e e for 5 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) |1A-02(01)
Authentication to privileged accounts
Privileged Accounts
Identification and
Authentication Mechanisms exist to utilize Multi-
. . Network Access to st to
multi-factor for access to ; Factor Authentication (MFA) to
1802001 | gt o phi e Functional|Inersects with|  Nor-Privleged — 1AC-06.2) 40t ee i atcosa for | 3 1A-02(01) | 1A-02(01) | 1A-02(01) | 1A-02(01) |1A-02(01)
Authentication to non-privileged accounts.
Privileged Accounts
dentincation.and Automated mechanisms exist to
multi-factor o for access to Hardware Token- ensure organization-defined
A020L) | o rbiiagen arepuis Functional [Intersects With| ase IAC-10.7|token quality requirements are 5 14-02(01) | 1A-02(01) | 14-02(01) | 1A-02(01) | 1A-02(01)
Authentication o || <9 g Authentication satisfied for hardware token-
Privilasd Aocouns based authentication.
Mechanisms exist to mit the use
of commercially-provided
Identification and Information Assurance (IA) and
Authentication IA-enabled IT products to those
(organizational y Information _ [products that have been
1A-02(02) Users) | Multi-factor| ::L‘ﬁ[e'r'i"i"‘et '2(‘;';'czao‘utz:“"‘E"““t“’" for access to Functional |Intersects With| Assurance Enabled g';Az successfully evaluated against a 5 1A-02(02) |1A-02(02)
Authentication to privileg Products *2 INational Information Assurance
Non-privileged partnership (NIAP)-approved
Accounts Protection Profile or the
cryptographic module is FIPS-
alidated or N d
1dentification and
é}‘:‘g';en"‘;‘;j;f:‘ Network Access fo Mechanisms exist to utilize Multi-
y ional _ limplement multi-factor authentication for access to ' g o6 |Factor Authentication (MFA) to ’ ’
w02002) |users) | Mult-factor R SRR Ul A Functional|Intersects Wit Nor-Privleged — |AC-06.2(56 01 GECLe ok access or 5 1A-02(02) | 1A-02(02)
PO non-privileged accounts.
Accounts
) Mechanisms exist to implement
'dfsfx;?ﬁt‘;’:::d Multi-Factor Authentication (MFA)
. for access to privileged and non-
(organizational N . Out-of-Band Multi- ra
1A-02(02)  |Users) | Multi-factor|MPlement multi-factor authentication for access to Functional |Intersects With Factor |AC-06.4[PriVileged accounts such that 5 1A-02(02) | 1A-02(02)
/ non-privileged accounts . lone of the factors is
Authentication to Authentication
o mrionaoed independently provided by a
Accounts [device separate from the system
being accessed
Tdentification and
Authentication |/Automated mechanisms exist to
(organizational . Hardware Token- ensure organization-defined
14-02(02)  |Users) | Multi-factor [MPIeMent multi-factor authentication for access to Functional [Intersects With ase IAC-10.7|token quality requirements are 5 1A-02(02) | 1A-02(02)
Authentication to priviieg Authentication satisfied for hardware token-
Non-privileged based authentication.
Accounts
1dentification and Mechanisms exist to utilize Multi-
Authentication Factor Authentication (MFA) to
(organizational . authenticate network access for
Implement multi-factor authentication for access to Network Access to
w02(02)  |users) | Multfactor|TERIEREE B RS Functional Intersects With| JETHOTk BCCESS 10 liac.06.1/privileged accounts 5 1A-02(02) | 1A-02(02)
Non-privileged
Accounts
Automated mechanisms exist to
) enforce Multi-Factor
dentification and lAuthentication (MFA) for:
(1) Remote network access;
(organizational . Multi-Factor !
i Implement multi-factor authentication for access to ; ° (2) Third-party Technology ’ ’
1A-02(02)  |Users) | Mulki-factor | TIPIEENt Muttfactor Functional [Intersects With| ~ Authentication | IAC-06 |(2) T"UPalty Technoiogy. 5 1A-02(02) | 1A-02(02)
Authentication to (MFA) ! %
o mrionaoed Services (TAAS); and/ or
e (3) Non-console access to critical
ITAAS that store, transmit and/or
process sensitive/regulated data
1dentification and
ﬁ}‘:g‘:ﬂ:‘;g;‘:ﬂ"‘ Mechanisms exist to utilize Multi-
y ional _limplement multi-factor authentication for access to | Local Accessto |, - - [Factor Authentication (MFA) to ’ ’
1A-02(02) - |Users) | Multfactorlnon-privileged accounts Functional  |Intersects With| i iS04 Accounts|'AC"08-3lauthenticate local access for 5 ezt (o2 o2 (02
e eon privileged accounts
Accounts
1A-02(03) N/A Withdrawn Functional o) N/A N/A N/A @  |PEEesm e SR 1A-02(03) | 1A-02(03)
1A-02(04) N/A Withdrawn Functional No N/A NA NA 0 |PEETmhUEEEEEEE 1A-02(04)
1dentification and
oo e shredsccouts o autentcaor e i o b anrtcoes
1A-02(05) Users) | Individual i : Functional Equal o [IAC-02.1|with an individual authenticator 10 1A-02(05) | 1A-02(05)
Rrnemicaton with puthenticated before granting access o the shared Authentication hen s group authentcator o
Group - utilized.
Authentication
Tdentification and
Authentication replay-resistant authentication mechanisms Replay-Resistant lAutomated mechanisms exist to
1A-02(08) ffor access to [Selection (one or more): privileged Functional Equal play-Resistant |,,¢ 5 2lemploy replay-resistant 10 1A-02(08) | 1A-02(08)
Users) | Access to < Authentication
A %5 ko faccounts; non-privileged accounts]. authentication
Resistant
1A-02(09) N/A Withdrawn Functional No N/A NA NA 0 |EETmhUEEEEELE 1A-02(09)
1A-02(11) N/A Withdrawn Functional D N/A N/A N/A 0 ‘Wi“‘"’a""“ [ETEr P s 1A-02(11) | 1A-02(11) | 1A-02(11)
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Set Theory Relationship Mapping (STRM)

FDE Name

Identification and
Authentication

Focal Document Element (FDE) Descri

lAccept and electronically verify Personal Identity

GOVRAMP_x000a_Crosswalk Mapping

Acceptance of PIV

Mechanisms exist to accept and

version 2026.1_x000a_03/27/2026

’ electronically verify
1A-0212) Usg’(;ﬁ"&iiggt":r‘me |Verification-compliant credentials, Functional  |Intersects With) "¢ ojantials  [AC-02.3) organizational Personal Identity 5 1A-02(12) (1A-02(12)
of PIV Credentials \Verification (PIV) credentials.
Mechanisms exist to uniquely
identify and centrally
Uniquely identify and authenticate [Assignment: . Authenticate, Authorize and
Device Identification & )
organization-defined devices and/or types of devices] Audit (AAA) devices before
1403 '“:m’;‘,‘a;‘c“a’t“g;‘d before establishing a [Selection (one or more): local; | "unctional |Intersects With A”‘“E[;“:v‘;s:” for | IAC-04 | tablishing a connection using 5 10308 IA-03
remote; network] connection. bidirectional authentication that
is cryptographically- based and
TaTTagT T TETTTeTS Dy e ReTeTvITTy replay resistant.
authorization from [Assignment: organization-defined
Ipersonnel or roles] to assign an individual, group, role, g:;g‘;";;’e"i::'s; ;"ufﬁg;t:‘c’a(e
\dentifier [5€rvice, or device identifier;b. Selecting an identifier Authenticate, Ao
1A-04 Management [that identifies an individual, group, role, service, or Functional |Intersects With|Authorize and Audit|IAC-01.2| lsolutions, both on-premises and 5 1A-04 1A-04 1A-04 1A-04 1A-04
device;c. Assigning the identifier to the intended (AAA) s pocted by o Extermal
individual, group, role, service, or device; andd. Sorice Provider (Romy
Preventing reuse of identifiers for [Assignment:
RFTRE retffifefiiers i hecermy
lauthorization from [Assignment: organization-defined
personnel or roles] to assign an individual, group, role, Mechanisms exist to govern
\dentifier [5€TViCe, or device identifier;b. Selecting an identifier Identifier naming standards for usernames
1A-04 Management [that identifies an individual, group, role, service, or Functional [Intersects With| Management (User | IAC-09 |and Technology Assets, 5 1A-04 1A-04 1A-04 1A-04 1A-04
device;c. Assigning the identifier to the intended Names) Applications and/or Services
individual, group, role, service, or device; andd.
Preventing reuse of identifiers for [Assignment:
iy o
Mechanisms exist to strictly
\dentifier  |Manage individual identifiers by uniquely identifying Authenticate, g‘:‘(ﬁ;ﬂ‘zt:sa;’;eAi;ft“"mf"a‘e'
1A-04(04) Management | leach individual as [Assignment: organization-defined Functional [Intersects With|Authorize and Audit ‘ACVULZSO\U(IOUS both on-premises and 5 I1A-04(04) 1A-04(04) [1A-04(04)
Identify User Status [characteristic identifying individual status]. (AAA) lth h .
ose hosted by an External
Service Provider (Esp).
\dentifier |Manage individual identifiers by uniquely identifying
1A-04(04) Management | leach individual as [Assignment: organization-defined | Functional [Intersects With| USer 9entit (1D )i5c.gg 5 broper user ‘l"f””f'cam" 5 1A-04(04) 1A-04(04) | 1A-04(04)
Identify User Status |characteristic identifying individual status]. lanagement e e ietonoomsumer
\dentifier Manage individual identifiers by uniquely identifying 2"09"‘[:‘:2‘('2;‘;5;2'Sott‘r“’e;"lfw"‘,‘éfy art
1A-04(04) Management |  leach individual as [Assignment: organization-defined | Functional ~[Intersects With|Identity User Status|IAC-09.2[<1tTegters and other third-party | 1A-04(04) 1A-04(04) | 1A-04(04)
Identify User Status |characteristic identifying individual status). ugl qf
Icharacteristics.
ooy e o - .
lof the initial authenticator distribution, the identity of Mechanisms exist to ensure
lthe individual, group, role, service, or device receiving (default authenticators are
lthe authenticator;b. Establishing initial authenticator changed as part of account
lcontent for any authenticators issued by the [creation or system installation.
lorganization;c. Ensuring that authenticators have
sufficient strength of mechanism for their intended
use;d. i
procedures for initial authenticator distribution, for lost
or compromised or damaged authenticators, and for
1A-05 ':ﬂ“a‘;‘:;‘;';aetr‘:{ revoking authenticators;e. Changing default Functional Intersects With| Autr?::;g';ms IAC-10.8 5 1A-05 1A-05 1A-05 1A-05 1A-05
authenticators prior to first use;f. Changing or
authenticators [.
defined time period by authenticator type] or when
[Assignment: organization-defined events] occurg.
Protecting i content from
disclosure and modification;h. Requiring individuals to
ltake, and having devices implement, specific controls
lto protect authenticators; andi. Changing
lauthenticators for group or role accounts when
[For password-based authentication:a. Maintain a list of
commonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
ffrequency] and when organizational passwords are
suspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords, hat the passwords are ot ound on the putomated mechansms et o
) jetermine if passwor
Authenticator g\a/ifv(/:)rds in A 511d»‘<‘3):r012a(2:énlﬁ‘pis"sv‘«0;dss°gr‘g Automated Support lauthenticators are sufficiently
1A-05(01) A-hacod using an approved salted key derivation Functional |Intersects With For Password IAC-10.4| strong en_cugh to satisfy 5 I1A-05(01) | 1A-05(01) | IA-05(01) | IA-05(01) | 1A-05(01)
Authentication [function, preferably using a keyed hash;e. Require strength f'gat';:za‘g’”’def'"‘edtpassw"'d
Immediate selection of & new password upon account fength and complexity
recovery;f. Allow user selection of long passwords and q
passphrases, including spaces and all printable
lcharacters;g. Employ automated tools to assist the
luser in selecting strong password authenticators;
andh. Enforce the following composition and
lcomplexity rules: [Assignment: organization-defined
and rules]
For’ passwurd based authentication:a. Maintain a list of Mechanisms exist to enforce
lcommonly-used, expected, or compromised passwords lcomplexity, length and lifespan
land update the list [Assignment: organization-defined iconsiderations to ensure strong
ffrequency] and when organizational passwords are criteria for password-based
suspected to have been compromised directly or authentication
indirectly;b. Verify, when users create or update
passwords,tha the passwords are not found on the
llist of c , expected,
Authenticator  [passwords in IA-5(1)(a);c. ranamit passwords only
1A-05(01) Password-based [passwords using a:‘ﬁ‘;;’;‘é:;‘ig‘t‘;ﬂ Egy‘de"ﬂfa:; Functional [intersects With| "assword-Based ¢y 5 1A-05(01) | 1A-05(01) | 1A-05(01) | 1A-05(01) |1A-05(01)
Authentication  [function, preferably using a keyed hash;e. Require
immediate selection of a new password upon account
recovery;f. Allow user selection of long passwords and
passphrases, including spaces and all printable
lcharacters;g. Employ automated tools to assist the
luser in selecting strong password authenticators;
andh. Enforce the following composition and
lcomplexity rules: [Assignment: organization-defined
and rules]
[For’ passwurd based authentication:a. Maintain a list of
commonly-used, expected, or compromised passwords
land update the list [Assignment: organization-defined
ffrequency] and when organizational passwords are
suspected to have been compromised directly or
indirectly;b. Verify, when users create or update
passwords,tha the passwords are not found on the Mechanisms exist to:
list of ¢ , expected, (1) Securely manage
Authenticator  |passwords in IA'S(1)(ahc. Transmit pasewords only authenticators for users and
jover cr ally-protected channels;d. Store Authenticator devices; and
1A-05(01) Password-based _|passwords using an approved salted key derivation Functional Intersects With) “yianagement | AC10 2) Ensure the strength of 5 ST | (| ST | o) ()
Authentication  [function, preferably using a keyed hash;e. Require lauthentication is appropriate to
immediate selection of a new password upon account the classification of the data
recoveryf. Allow user selection of long passwords and being accessed
passphrases, including spaces and all printable
lcharacters;g. Employ automated tools to assist the
luser in selecting strong password authenticators;
andh. Enforce the following composition and
lcomplexity rules: [Assignment: organization-defined
composition and complexity rules)
StomT-EnToTce
Suthorzed accass to the corrasponding private key: exist to
land2. Map the authenticated identity to the account of Validate certificates by
Authenticator  fthe individual or group; andb. When public key et oo verying o
Management | [infrastructure (PKI) is used:1. Validate certificates b PKI-Based
w0s(02) | puERETETEL Cansinuciing and veriying 2 comifcation pathtoan’ | Functional | Eaual |\ SRR, IAC10.2cenfication path Lo an accepted | 10 14-05(02)14:05(02)
Authentication [accepted trust anchor, including checking certificate e e
status information; and2. Implement a local cache of PKI-based authentication
revocation data to support path discovery and
licat
1A-05(03) N/A Withdrawn Functional No NIA N/A N/A 0 Ehd’aw" DINSHSHE0C SRS 1A-05(03) | 1A-05(03)
1A-05(04) N/A Withdrawn Functional No NIA N/A N/A 0 [PEEIhIEEPEERE 1A-05(04) | 1A-05(04)
Authenticator - - Mechanisms exIt to protect
Management | IProtect authenticators commensurate with the security Protection of lauthenticators commensurate
I1A-05(06) Protection of category of the information to which use of the Functional (Intersects With| Authenticators IAC-10.5|with the sensitivity of the 5 1A-05(06) | 1A-05(06)
Authenticators lauthenticator permits access. mformatlon to which use of the
permits acce:
Authenticator Mechanisms exist to ensure that
Management | No [Ensure that unencrypted static authenticators are not No Embedded lunencrypted, static
1A-05(07) Embedded lembedded in applications or other forms of static Functional Equal Unencrypted Static [IAC-10. ators are not 10 1A-05(07) | 1A-05(07)
Unencrypted Static |storage. i in scripts or stored
Authenticators. lon function keys.
[ organization-defined security T EXIST 0 UnIqueTy
1A-05(08) M":f,{:;?:g"fs;‘;m controls] to manage the risk of compromise due to Functional [Intersects With "”‘”l‘sgﬁgf’;‘;““"‘ 1AC-00.5 ;Q:g;?ftf‘g";i%i“nf;?’:”“ to 5 1A-05(08)
e o individuals having accounts on multiple systems. S ot 2,
1A-05(11) N/A Withdrawn Functional D NIA N/A N/A o |Withdrawn in NIST SP800-53 RS 1A-05(11) [ 1A-05(11) |1A-05(11) | 1A-05(11)
Management | Prohibit th f cached authenticators aft Expirationof | | A e o cached
! rohibit the use of cached authenticators after - | prohibit the use of cache
1A-0513) Expiration of [Assignment: organization-defined time period]. | "unctional Equal puteoched o | 1010 authenticators after organization{  1° (A GEEED
" defined time period.
Mechanisms exist to obscure the
Obscure feedback of authentication information during feﬁgf;“ﬁzgi“ﬂﬁ:gcg‘?”
1A-06 Authentication | the authentication process to protect the information | ¢ o Equal Authenticator | |\ 11 | snentication process o protect 10 5 a5 a3 (a5

Feedback

from possible exploitation and use by unauthorized
individuals.

Feedback

the information from possible
exploitation/use by unauthorized
individuals.
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FDE Name Focal Document Element (FDE) Descri

RIgn
Moderate (FedRAMP|
\

Implement mechanisms for authentication to a Mechanisms exist to ensure
Cryptographic | cryptographic module that meet the requirements of Cryptographic cryptographic modules adhere to
1A-07 Modul applicable laws, executive orders, directives, policies, | Functional |Intersects With| Modul IAC-12 | applicable statutory, regulatory 5 1A07 | 1A-07 | 1A07 | 1A07
Authentication regulations, standards, and guidelines for such Authentication and contractual requirements for
authentication. security strength.
TechanTsms Tor authentication to @
Cryptographic | cryptographic module that meet the requirements of exist to
1A-07 Module applicable laws, executive orders, directives, policies, | Functional |Intersects With| roug| CRY-02| enable systems to authenticate 5 1A07 | 1A-07 | 1A07 | 1A07
Authentication regulations, standards, and guidelines for such Cryptographic to a cryptographic module.
authentication.
Mechanisms exist to uniquely
| |y iy ons ouencaeronoonaens ||| e || ety ey T s oo | s
: (non-organizational T O ol eare T Of mon” unctiona aua Non-Organizational | "A<"%3 | audit (AAA) third-party users and 3 - -
Users) organizational users. Users processes that provide services
to the organi
identification and Mechanisms exist to accept and
Authentication electronically verify Personal
(non-organizational [Accept and electronically verify Personal Identity Acceptance of PIV dentity Verification (PIV)
1A-08(01) Users) | Acceptance Verification-compliant credentials from other federal | Functional Equal Credentials from [IAC-03.1|credentials from third-parties. 10 1A-08(01)
of PIV Credentials[agencies. Other Organizations|
from Other
Agencies
o and | ! lautomated mechanisms exist to
(nom-organiaatianal |2 ACcept only external authenticators that are NIST- Acceptance o laccept Federal Identity,
1A-08(02) Uaorey Paccantance compliant; andb. Document and maintain a list of Functional Equal Third-Party  ||AC-03.2|Credential and Access 10 1A-08(02)
S e " accepted external authenticators. Credentiais Management (FICAM)-approved
uthenticators ird-party credentials.
1A-08(03) N/A Withdrawn Functional O N/A N/A N/A o |Withdrawn in NIST SP 800-53 RS 1A-08(03)
and T XISt o Conform
Authentication _[Conform to the following profiles for identity systems to Federal Identity,
1A-08(04) [Assi or efined Functional Equal |5 Of FICANMIssued\c 03 3iCredential and Access 10 1A-08(04)
Users) | Use of  |identity management profiles]. Management (FICAM)-issued
Defined Profile: orofile:
2. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, (
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws, Mechanisms exist to establish,
s{ae:d“a“r‘ées"a‘gg';u f’d":lfn‘le‘;esar{sg“,‘ffg:;‘jurp:s"ges Publishing Security, maintain and disseminate
IR-01 Policyand - cilitate the implementation of the incident response | Functional [Intersects with| COmPliance & gy o5 policies, standards and 5 R-01 | IROL | IROL | IR-01
Procedures | e masociated incident reaponse controlaib Resilience procedures necessary for secure,
" 0 Documentation compliant and resilient
Designate an [Assignment: organization-defined capabilties
official] to manage the development, documentation, g
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response: 1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ined events].
a. Develop, document, and disseminate to Mechanisms exist to implement
[Assignment: organization-defined personnel or land govern processes and
roles]:1. [Selection (one or more): Organization-level; on to facilitate an
Mission/business process-level; System-level] incident lorganization-wide response
response policy that:a. Addresses purpose, scope, capability for cybersecurity and
roles, ibiliti data protection-related incidents.
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to .
IR-01 ;ﬂceynj:‘eds Ifacilitate the implementation of the incident response | Functional Subset Of '"C'doe"etr:telsﬁ:"se IRO-01 10 IR-01 IR-01 IR-01 IR-01
Ipolicy and the associated incident response controls;b. G
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, ibiliti
lcoordination among organizational entities, and
compliance; andb. Is consistent with applicable laws, : )
lexecutive orders, directives, regulations, policies, Mechanisms exist to regularly
Policy and lstandards, and guidelines; and2. Procedures to RO- ;:;"eof‘;‘e"dr’:;dc'g ‘t";'gigﬁ orate
IR-01 Protenures  [facilitate the implementation of the incident response | Functional |Intersects With|  IRP Update ons ‘esspons ‘egmsd‘ ey P 5 IR-01 IR-01 IR-01 IR-01
lpolicy and the associated incident response controls;b. 2 orocase chanoas and industry
Designate an [Assignment: organization-defined o e e canamy
official] to manage the development, documentation, evelop g Y
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ned events.
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, (
coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, ‘”g;g:;“‘z’;fn‘;’é'%;‘;‘;g[;’;fg‘e
and guidelines; and2. Procedures to Root Cause Analysis|
IR-01 ;‘;‘é‘e‘éi;‘e"s [facilitate the implementation of the incident response | Functional [Intersects With| (RCA) & Lessons | IRO-13 ;gfargfgt‘;‘c'l?osy‘g;’;:ﬁ‘é"g and 5 IR-01 IR-01 IR-01 IR-01
Ipolicy and the associated incident response controls;b. Learned
! reduce the likelihood or impact of
Designate an [Assignment: organization-defined ittt
official] to manage the development, documentation, g
land dissemination of the incident response policy and
procedures; andc. Review and update the current
incident response: 1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] incident
response policy that:a. Addresses purpose, scope,
roles, ibiliti
coordination among organizational entities, and Mechanisms exist to review the
compliance; andb. Is consistent with applicable laws, Security, Compliance &
executive orders, directives, regulations, policies, periodic Review & Resilience Program (SCRP),
Policy and  [stendards, and guidelines; and2. Procedures to Update of Security including policies, standards and
IR-01 Procedures  [[acllitate the implementation of the incident response | Functional |Intersects With| "PCET= T Bevel” | Gov-03 |procedures, at planned intervals 5 RO01 | IR-01 | IROL | IR01
Ipolicy and the associated incident response controls;b. ReSiTamee Pracre lor if significant changes occur to
Designate an [Assignment: organization-defined 9 lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the incident response policy and effectiveness.
procedures; andc. Review and update the current
incident response:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].
a. Provide incident response training to system users Mechanisms exist to train
consistent with assigned roles and responsibilities:1. personnel in their incident
|Within [Assignment: organization-defined time period] response roles and
of assuming an incident response role or responsibility responsibilities.
Incident Response or acquiring system access;2. When required b | Incident Response
IR-02 Tmmmg syste(:n (hagngyes; and3. [Accignment mgamm%n_ Functional |Intersects With| Tmmmg" IRO-05 5 IR-02 IR-02 IR-02 IR-02
defined frequency] thereafter; andb. Review and
lupdate incident response training content
[Assignment: organization-defined frequency] and
[following [Assignment: organization-defined events].
Mechanisms exIst to TNCorporate
Incident Response [Incorporate simulated events into incident response |Ro. [simulated events into incident
IR-02(01)  [Training | Simulated|training to facilitate the required response by Functional Equal  [Simulated Incidents| (%] [response training to facilitate 10 1R-02(01)
Events lpersonnel in crisis situations. "1 leffective response by personnel
if crisis sityation
TCAent RESPONSE | provige an incident response training environment Automated Incident Automated mechanisms exist fo
IR-02(02) Aut T’at‘"t"“Tg | using defined Functional Equal Response Training :)Rsoé p”’"‘l'.’eta .’“°’; "‘t""‘“gh and 10 IR-02(02)
utomated Training menaniamel. P et . realisti incident response
Mechanisms exist to formally test
[Test the effectiveness of the incident response incident response capabilities
Incident Response |capability for the system [Assignment: organization- | Incident Response through realistic exercises to
IR-03 sting ldefined frequency] using the following tests: Functional  |Intersects With Testing IRO-06 | jatermine the operational 5 A e e
[Assignment: organization-defined tests]. leffectiveness of those
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Incident Response Mechanisms exist to coordinate
Testing (Coordinate incident response testing with Coordination with | IRO- [incident response testing with
1R-03(02) Coordination with [organizational elements responsible for related plans. | Functional Equal Related Plans | 06.1 [organizational elements 10 03102} [[703(02)
Related Plans resp for related plans.
& an Tneident Randling capability Tor
lincidents that is consistent with the incident response
plan and includes preparation, detection and analysis, Mechanisms exist to cover:
eradication, and recovery;b. Coordinate (1) Preparation;
incident handling activities with contingency planning (2) Automated event detection or
’ activities;c. Incorporate lessons learned from ongoing . o, |[manual incident report intake; ’ y y ’ ’
IR-04 Incident Handling [2c s D fos ot Incident roaponte Functional Equal Incident Handiing | IR0-02 33749 MK 10 R04 | IR-04 | IR04 | IR04 | IR-04
lprocedures, training, and testing, and implement the (a) Containment;
resulting changes accordingly; andd. Ensure the rigor, (5) Eradication; and
intensity, scope, and results of incident handling (6) Recovery.
activities are comparable and predictable across the
incident Handling | [Support the incident handling process using _ [Automated mechanisms exist to
1R-04(01) Incident ore defined Functional Equal ﬁ;‘n"gi‘;grg‘c‘s‘g;": 3*201 lsupport the incident handling 10 1R-04(01) 1R-04(01) | IR-04(01)
Handling Processes |mechanisms). -1 |process.
TAcTude the Tollowing types of dynamic rec Automated mechaf XISt to
a2 Incident Handiing | for [Assgnent; organization-defined systern functional o Dynamic 1RO- |dynamically reconfigure system » oao
. mic nts] as part of the incident response unctiona qua Reconfiguration | 03 |components as part of the ¥
Rect ;apabmtv- [Assig | types of incident response capability.
namic r
Mechanisms exist to facilitate the|
Identify [Assignment: organization-defined classes of &ﬂﬁmg"{f&?gétg?{;‘:if";ﬁ{e
Incident Handiing | [I"cidents] and take the following actions in response to Business Continuity resilient Technology Assets,
1R-04(03) Continuity of 10 e s umctions: Functional [Intersects With| ~Management | BCD-01 |Applications and/or Services 5 1R-04(03)
Operations |{<signment: organization-defined actions to take in System (BCMS) (TAAS) (e.g., Continuity of
response to classes of incidents]. (Operations Plan (COOP) o
- Business Continuity & Disaster
Recovery (BC/DR) playbooks)
ldentify [Assignment: organization-defined classes of Mechanisms exist to identify
incidents] and take the following actions in response to classes of incidents and actions
Incident Handling | r r Incident
y lthose incidents to ensure continuation of ; " IRO-to take to ensure the ’
1R-04(03) Cortinuity of g1 cazavional mission and Business functions: Functional [Intersects With| ~ Classification & | (%0 |t su 5 1R-04(03)
P [Assignment: organization-defined actions to take in Pr missions and business functions.
response to classes of incidents]. e
y Incident Handling | [Implement an incident handling capability for incidents | Insider Threat | IRO- 3 y
1R-04(06) e Threate | [miolving indeer thrests. Functional |Intersects With|o S 1ST TS, | (5 [and govern an insider threat 5 IR-04(06)
Coordinate with [Assignment: organization-defined Mechanisms exist to coordinate
Incident Handling | fexternal organizations] to correlate and share Correlation with with approved third-parties to
y Correlaton with [Assignment; organization-defined incdent IRO- |achieve a cross-organization ’
1R-04(08) External Tto achieve a ¢ o Functional Equal oriernal 025 |perspective on incident 10 [EEs)
rganizations
Organizations  |perspective on incident awareness and more effective lawareness and more effective
incident respon: incident
Mechanisms exist to document,
monitor and report the status of
Situational lcybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awareness For | IRO-09 protection incidents to internal 10 IR05 | IR-05 | IRO5 | IR0S
Incidents stakeholders all the way through
the resolution of the incident.
- - [AUtomated mechanisms exist to
Incident Monitoring ;
| Astomated [k ncidents angcolct and anayze ncidrt utomated | lassist i the tracking. collection
IR-05(01) Tracking, Data using [ defined Functional Equal cOHechm Py 09.1 |actual anyd potential 10 IR-05(01)
Coll:rc':‘z;ns,‘sand lautomated mechanisms] Ao e bartanuriy and data
protection incidents.
. Require personnel to report suspected incidents to Mechanisms exist to timely.
lthe organizational incident response capability within Incident report incidents to applicable:
IR-06 Incident Reporting [Assignment: organization-defined time period]; andb. | Functional |[Intersects With|  Stakeholder IRO-10 [(1) Internal stakeholders; 5 IR-06 IR-06 IR-06 IR-06 IR-06
Report incident information to [Assignment: Reporting (2) Affected clients & third-
lorganization-defined authorities]. ;‘3{"95' and
3. Require personnel to report suspected cidents © - 2 -
lthe organizational incident response capability within Regulatory & Law mifd":n"t'srg’: s:':e‘ gr:‘g:&‘;av';‘m
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With| ~ Enforcement | IRO-14 [T I9€t resbonse contacts 5 IR-06 | IR-06 | IR06 | IR-06 | IR-06
Report incident information to [Assignment: Contacts a"f icable ‘fg“ latory and law
lenforcement agencies.
organiz fin horitjes].
B e e B e e pecrea moen o -
lthe organizational incident response capability within Contacts With echanisms exist to identify and
IR-06 Incident Reporting [[Assignment: organization-defined time period]; andb. | Functional |Intersects With| ~ “Qno<e. GOV-06 [ e o o : 5 IR-06 | IR-06 | IR06 | IR-06 | IR-06
Report incident information to [Assignment: uthorities with relevant law enforcemen
e o toec. land regulatory bodies.
Incident Reporting | ; . Automated mechanisms exist to
Report incidents using [Assignment: organization- Automated IRO- i
IR-06(01) ated Functional Equal assist in the reporting of 10 IR-06(01) IR-06(01) | IR-06(01)
Aaooriing. [defined automated mechanisms] Reporting 101 [iypersecurity and data
Mechanisms exist to provide
incident response advice and
Provide an incident response support resource, integral assistance to users of
’ Incident Response [to the organizational incident response capability, that Incident Reporting | o 1 | Technology Assets, Applications ’ ’ ’ g
IR-07 Assistance offers advice and assistance to users of the system for| " unctional Equal Assistance IRO-1L | Znd/or Services (TAAS) for the 10 e [ [ 10
the handling and reporting of incidents. handling and reporting of actual
and potential cybersecurity and
data protection incidents.
Incident Response [Automated mechanisms exist to
increase the availability of
Aumﬁz‘j;"gﬁgw [Increase the availability of incident response A”;?Tf;‘g’,‘mﬁﬂyg?" \Ro. [Incident response-related
1R-07(01) for Avsiiabilty af [ formation and Support using [Assignment: Functional Equal teaanied o | 1% finformation and support. 10 IR-07(01) | IR-07(01)
Information and [ Support
Support
Incident Response | Establish a direct, cooperative relationship between Mechanisms exist to establish a
et taneao’*® fts incident response capability and external providers Coordination with | 1o. |direct, cooperative relationship
1R-07(02) Com e Lith [of system protection capability; andb. Identify Functional Equal | Cooranaion e | 11 [between the organization's 10 1R-07(02) | IR-07(02) | IR-07(02)
I aon Mi |organizational incident response team mermbers to the 2 lincident response capability and
external providers. lexternal service providers.
3. Develop an Icident Fesponse plan that: 1. Provides
the organization with a roadmap for implementing its
incident response capability;2. Describes the structure
and organization of the incident response capability;3.
Provides a high-level approach for how the incident
response capability fits into the overall organization;d.
Meets the unique requirements of the organization,
which relate to mission, size, structure, and
functions;5. Defines reportable incidents;6. Provides
metrics for measuring the incident response capability
within the organization;7. Defines the resources and
management support needed to effectively maintain
and mature an incident response capability;8.
Addresses the sharing of incident information:9. Is
) ! 9. | Mechanisms exist to maintain
reviewed and approved by [Assignment: organization- . :
IR-08 Incident Response | gefined personnel or roles] [Assignment: organization- | Functional Equal | MIGTERESRONSE | 1ro-0a [ ke e e | 10 IR08 | IR-08 | IR08 | IR08 | IR-08
defined frequency]; and10. Explicitly designates
responsibility for incident response to [Assignment: (IRP) to all stakeholders,
organization-defined entities, personnel, or roles].b.
Distribute copies of the incident response plan to
[Assignment: organization-defined incident response
personnel (identified by name and/or by role) and
organizational elements];c. Update the incident
response plan to address system and organizational
changes or problems encountered during plan
implementation, execution, or testing;d. Communicate
incident response plan changes to [Assignment.
organization-defined incident response personnel
(identified by name and/or by role) and organizational
elements]; ande. Protect the incident response plan
(rnmp T To O -
[Assignment: organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
the system contamination;c. Alerting [Assignment:
organization-defined personnel or roles] of the
information spill using a method of communication not Sensitive /
IR-09 '"“’”Q:‘S"’;‘nss‘;"'ags associated with the spill;d. Isolating the contaminated | Functional [Intersects With| Regulated Data | IRO-12 'g:s:mg’/‘r‘: i’;;;;“;:f:g"ﬁlsm 5 R-09 | IR09 | IR-09
P! system or system component;e. Eradicating the Spill Response 9 P
information from the contaminated system or
componentf. Identifying other systems or system
components that may have been subsequently
contaminated; andg. Performing the following
additional actions: [Assignment: organization-defined
. DYoo
[Assignment. organization-defined personnel or roles]
with responsibility for responding to information
spills;b. Identifying the specific information involved in
lthe system contamination;c. Alerting [Assignment
organization-defined personnel or roles] of the
IR-09 Pillage associated with the spill;d. Isolating the contaminated | Functional |Intersects With su.ﬁ e O oy for b 5 IR-09 | IR09 | IR-09
eystem or system componente. Eradicating the Personnel sensitive/regulated data spills.
c g other systems or system
that may have been subsequently
c andg. Performing the following
actions: [ or defined
1R-09(01) N/A Withdrawn Functional D N/A N/A N/A O |HEEE TSP 1R-09(01) | IR-09(01) | IR-09(01)
T XISt To ensure
Sensitive / incident response training
1R-09(02) '“"”"‘at"’i‘f}’a‘,'::gs e oo SPihad® e Functional Equal Regulated Data | 13 |material provides coverage for 10 1R-09(02) | IR-09(02)
9 quency. Spill Training lsensitive/regulated data spillage
resnonse
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Information Spillage

1R-09(03) Response | Post-

Implement the following procedures to ensure that
organizational personnel impacted by information spills|
lcan continue to carry out assigned tasks while

spill Operations

systems are corrective
actions: [Assignment: organization-defined
lprocedures].

Functional

Equal

Post-Sensitive /
Regulated Data
Spill Operations

IRO-
123

personnel
impacted by sensitive/regulated
data spills can continue to carry
out assigned tasks while

Technology
Iacsets, Applications andor
Services (TAAS) are undergoing

IR-09(03) | IR-09(03)

TATormation Spillage
Response |

1R-09(04) Exposure to
1

[Employ the following controls for personnel exposed to
information not within assigned access authorizations:

Personnel

d controls].

Functional

Equal

ensitive
Regulated Data
Exposure to
Unauthorized
Personnel

IRO-
12.4

fféERsISS exiat o address
security safeguards for personnel
lexposed to sensitive/regulated
[data that is not within their
assianed access authorization:

IR-09(04) | IR-09(04)

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
Imaintenance policy that:a. Addresses purpose, scope,
roles, c
lcoordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
Ifacilitate the implementation of the maintenance
Ipolicy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
lprocedures; andc. Review and update the current

e:1. Policy [

defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ined events].

Functional

Subset Of

Maintenance
Operations

MNT-01

Mechanisms exist to develop,
disseminate, review & update
procedures to facilitate the
implementation of maintenance
lcontrols across the enterprise.

MA-01

MA-01

MA-01 | MA-01

Policy and

MA-0L Procedures

a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that;a. Addresses purpose, scope,
roles,
coordination among érganizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
lstandards, and guidelines; and2. Procedures to
facilitate the implementation of the maintenance
Ipolicy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current

1. Policy

defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].

Functional

Intersects With

Remote
Maintenance
Notifications

MNT-
05.2

Mechanisms exist to require
maintenance personnel to notify
laffected stakeholders when
remote, non-local maintenance is|
planned (e.g., date/time).

MA-01

MA-01

MA-01 | MA-01

Policy and

MA-01 Procedures

la. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles,
(coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the maintenance
Ipolicy and the associated maintenance controls;b.
ignaty i i

officiall to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current

1. Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ned events].

Functional

Intersects With

Auditing Remote
Maintenance

MNT-
05.1

Mechanisms exist to audit
remote, non-local maintenance
land diagnostic sessions, as well
as review the maintenance
laction performed during remote
maintenance sessions.

MA-01

MA-01

MA-01 MA-01

Policy and

MA-0L Procedures

. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
imaintenance policy that:a. Addresses purpose, scope,
roles, (
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
lstandards, and guidelines; and2. Procedures to
ffacilitate the implementation of the maintenance
Ipolicy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current

e:1. Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ fined events]

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
or if significant changes occur to
lensure their continuing
suitability, adequacy and
effectiveness.

MA-01

MA-01

MA-01 | MA-01

Policy and

MA-0L Procedures

2. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
maintenance policy that:a. Addresses purpose, scope,
roles,
(coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
lstandards, and guidelines; and2. Procedures to
Ifacilitate the implementation of the maintenance
Ipolicy and the associated maintenance controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the maintenance policy and
procedures; andc. Review and update the current

1. Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
icompliant and resilient
lcapabilities.

MA-01

MA-01

MA-01 | MA-01

Controlled

MA-02 Maintenance

Imaintenance, repair, and replacement on system
in accordance with manufacturer or
lvendor specifications and/or organizational
requirements;b. Approve and monitor all maintenance
activities, whether performed on site or remotely and
whether the system or system components are
lserviced on site or removed to another location;c.
Require that [Assignment: organization-defined
personnel or roles] explicitly approve the removal of
lthe system or system components from organizational
[facilities for off-site maintenance, repair, or
replacement;d. Sanitize equipment to remove the
[following information from associated media prior to
removal from organizational facilities for oft-site
repair, or r
organization-defined informationJ;e. Check all
Ipotentially impacted controls to verify that the controls
lare still functioning properly following maintenance,
repair, or replacement actions; andf. Include the
[following information in organizational maintenance
records: [ -defin

Functional

Equal

Controlled
Maintenance

MNT-02

Mechanisms exist to conduct
lcontrolled maintenance activities
throughout the lifecycle of the
[Technology Asset, Application
land/or Service (TAAS).

MA-02

MA-02

MA-02 MA-02

Controlled

. Schedule, conduct, and document maintenance,
repair, and replacement actions for the system using

Automated
Maintenance
Activities

MA-02(02)

imechanismsl; andb. Produce up-to date, accurate, and
lcomplete records of all maintenance, repair, an:
replacement actions requested, scheduled, in process,
and completed

Functional

Equal

Automated
Maintenance
Activities

MNT-
021

|Automated mechanisms exist to
schedule, conduct and document
maintenance and repairs.

MA-
02(02)

MA-03 Maintenance Tools

70T, aNG MOMTIOT e USE 0T SyST
maintenance tools: andb, Review previously approved
system e tools [

defined

Functional

Intersects With

Maintenance Tools

MNT-04

Mechanisms exist to control and
monitor the use of system
maintenance tools.

MA-03

MA-03

MA-03 MA-03

Maintenance Tools |

MA-03{01) Inspect Tools

Inspect the tools used by
lpersonnel for improper or unauthorized modifications.

Functional

Equal

Inspect Tools

MNT-
04.1

Mechanisms exist to INSpect
maintenance tools carried into a
facility by maintenance
personnel for improper or
unauthor

MA-
03(01)

MA- MA-
03(01) | 03(01)

Maintenance Tools |

MA-03(02) Inspect Media

(Check media containing diagnostic and test programs
Ifor malicious code before the media are used in the
lsystem.

Functional

Equal

Inspect Media

MNT-
04.2

Mechanisms exist to check medial
containing diagnostic and test
programs for malicious code
before the media are used.

MA- MA-
03(02) 03(02)

Maintenance Tools |
ent
Unauthorized
Removal

MA-03(03)

rrever e TeTTOvaToT
containing organizational information by:a. Verifying
lthat there is no organizational information contained
on the equipment;b. Sanitizing or destroying the
lequipment;c. Retaining the equipment within the
ffacility; ord. Obtaining an exemption from
[Assignment: organization-defined personnel or roles]

lexplicitly authorizing removal of the equipment from
ly

Functional

Equal

Prevent
Unauthorized
Removal

MNT-
04.3

Mechanisms exist to prevent or
lcontrol the removal of equipment|
lundergoing maintenance that
icontains organizational
information.

MA- MA-
03(03) 03(03)
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diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent
with organizational policy and documented in the Mechanisms exist to authorize,
Nonlocal  [security plan for the systemc. Employ stron Remote monitor and control remote, non-
MA-04 Maintenonce  |authentication in the sstablishment of nonlocal Functional Intersects With|  yaintenance | MNT-05 fiocal maintenance and diagnostic| 5 MA-04 | MA04 | MA-04 [ MA-04
and Maintain activities.
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
a. A Mechanisms exist to require
diagnostic activities;b. Allow the use of nonlocal maintenance personnel o notify
maintenance and diagnostic tools only as consistent e ntad Srakeholders shen
lwith organizational policy and documented in the Remote remote, non-local maintenance is|
MA-04 N e o e e, Employ Strorg Functional [Intersects With| ~ Maintenance | |J>" |planned (e.g., date/time). 5 MA04 | MA04 | MAO4 | MA04
maintenance and diagnostic sessions;d. Maintain Notifications
records for nonlocal maintenance and diagnostic
activities; ande. Terminate session and network
SRR A oA B e S
diagnostic activities;b. Allow the use of nonlocal
maintenance and diagnostic tools only as consistent Mechanisms exist to audit
with organizational policy and documented in the remote, non-local maintenance
Nonlocal  [security plan for the system;c. Employ strong Auditing Remote | MNT- |and diagnostic sessions, as well
MA-04 in the of nonlocal Functional Intersects With| “yaintenance | 05.1 [as review the maintenance 5 (IS0 || PR | DG || (R
e and Maintain action performed during remote
records for nonlocal maintenance and diagnostic maintenance sessions.
activities; ande. Terminate session and network
hen nonlacal i
N No |Withdrawn in NIST SP 800-53 R5 MA- VA=
MA-04(02) N/A Withdrawn Functional ) NIA N/A N/A 0 atiom | atim
5 RequiTe That nonTocar
services be performed from a system that implements Mechanisms exist to require
a security capability comparable to the capability Technology Assets, Applications
Nonlocal implemented on the system being serviced; orb. Remote andjor Services (TAAS)
Maintenance | Remove the component to be serviced from the Maintenance | \r. | performing remote, non-local A
MA-04(03) Comparable system prior to nonlocal maintenance or diagnostic | Functional Equal Comparable "8G | maintenance andjor diagnostic 10 o)
Security and | services; sanitize the component (for organizational Security & 6| ‘services implement a security
Sanitization information); and after the service is performed, Sanitization capability comparable to the
inspect and sanitize the component (for potentially capability implemented on the
malicious software) before reconnecting the system being serviced
e PO AR Rt e W Tr xSt
Manonlocal | || protect the intearity and confidentiaity of noniocal Remote | wnr. | _to protect the integrity and a
MA-04(06) Cryptogmanhic  maintenance and diagnostic communications: Functional Equal Coptoaraphe | 085 of remote, non- 10 SH0E)
o ryptograp ol 3 |iocal maintenance and diagnostic|
mechanismsl. mmunication:
la. Establish a process for maintenance personnel Mechanisms exist to maintain a
authorization and maintain a list of authorized current list of authorized
or or p :b. Verify that maintenance organizations or
Maintenance |non-escorted personnel performing maintenance on Authorized personnel.
MA-05 inienante  fthe system possess the required access authorizations;| Functional Equal Maintenance | MNT-06 10 MA05 | MA-05 | MA05 | MA-0S
andc. Designate organizational personnel with required Personnel
laccess authorizations and technical competence to
supervise the maintenance activities of personnel who
do not possess the required access authorizations.
. Implement procedures for the use of mamntenance
lpersonnel that lack appropriate security clearances or
are not U.S. citizens, that include the following
requirements:1. Maintenance personnel who do not
have needed access authorizations, clearances, or
lformal access approvals are escorted and supervised
lduring the performance of maintenance and diagnostic '
activities Iun;he sy?te“m bly apzrohved organizational r"':fshg;‘;’c"i;é’gsvzi‘t‘l’w ensure the
Maintenance  |personnel who are fully cleared, have appropriate ;

MA-05(01) Personnel jaccess authorizations, and are technically qualified; Functional |Intersects With| Per":::::\n\?v?tcheout MNT- :::T?aev"ea:;:r%irrs\gtne":‘c:leii do 5 MAz MAZ
Individuals Without [and2. Prior to initiating maintenance or diagnostic . on 06.1 [10% have apbropr 05(01) | 05(01)
Appropriate Access [activities by personnel who do not have needed access Ppropriate Access e aranes ol

authorizations, clearances or formal access approvals, ety opbrovals e
lall volatile information storage components within the appropriately mitigated.
system are sanitized and all nonvolatile storage media
are removed or physically disconnected from the
system and secured; andb. Develop and implement
[Assignment: organization-defined alternate controls]
in the event a system component cannot be sanitized,
removed, or disconnected from the system.
Mechanisms exist to obtain
Obtain maintenance support and/or spare parts for maintenance support and/or
MA-06 Timely Maintenance[[ASSI9nMent: organization-defined system = tefineq| Functional Equal  [Timely Maintenance| MNT-03 Z’;z;is"i';;lfgggﬁ?"ﬂ‘;‘g% 10 MA-06 | MA-06 | MA-06
ltime period] of failure. Services (TAAS) within a defined
Recovery Time Objective (RTO).
. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
rocess-level; System-level] media
protection policy that:a. Addresses purpose, scope,
roles, i i
coordination among organizational entities, and Mechanisms exist to review the
compliance; andb. I consistent with applicable laws, Security, Compliance &
executive orders, directives, regulations, policies, periodic Review &  Resilience Program (SCRP),
Policy and standards, and guidelines; and2. Procedures to Urdate of Security including policies, standards and
MP-01 protaharss | facilitate the implementation of the media protection | Functional - intersects With| UPE21€ S €€V | Gov-03| pracedures, at planned intervals 5 MP-01 | MP-OL | MP-01 | MP-01
policy and the associated media protection controls;b. Resiiene Program or if significant changes occur to
Designate an [Assignment: organization-defined ensure their continuing
official] to manage the development, documentation, suitability, adequacy and
and dissemination of the media protection policy and effectiveness.
procedures; andc. Review and update the current
media pri :1. Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
following [ d events].
a. Develop, document, and disseminate to Mechanisms exist to facilitate the|
[Assignment: organization-defined personnel or implementation of data
roles]:1. [Selection (one or more): Organization-level; protection controls.
Mission/business process-level; System-level] media
protection polcy thatia. Addresses purpose, scope,
roles,
lcoordination among organizational entmes and
compliance; andb. Is consistent with applicable laws,
executive orders, directives, regulations, policies,
Policyand_[standards, and guidelines; and2. Procedures to
MP-01 Y. |racilitate the implementation of the media protection | Functional | SubsetOf | Data Protection |DCH-01 10 MP-01 | MP-O1 | MP-01 | MP-01
lpolicy and the associated media protection controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ fined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] media
protection policy thatia. Addresses purpose. scope,
roles,
coordination among érganizational entities, and
compliance; andb. Is consistent with applicable laws,
exactutive orders, directives, regulationt, polices, o Mechanisms exist to establish,
ublishing Security, maintain and disseminate
policyang _[standards, and guidelines; and2. Procedures to oo s o elea standaras ana
MP-01 . facilitate the implementation of the media protection | Functional [Intersects With Gov-02 . 5 MP-01 | MP-01 | MP-01 | MP-01
rocedures y Rediience procedures necessary for secure,
lpolicy and the associated media protection controls;b. Do o P ompiiant and recihent
Designate an [Assignment: organization-defined e
official] to manage the development, documentation, -
and dissemination of the media protection policy and
procedures; andc. Review and update the current
media protection:1. Policy [Assignment: organization-
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ ined events].
IRestrict access to [Assignment: organization-defined Mechanisms exist to control and
MP-02 Media Access  [types of digital and/or non-digital media] to Functional [Intersects With| ~ Media Access | DCH-03 [restrict access to digital and non-| 5 MP-02 | MP-02 | MP-02 | MP-02
[Assignment: organization-defined personnel or roles]. digital media to authorized
[Restrict access to [Assignment: organization-defined Endpoint Device ;mp‘ementmixn'sc‘f‘gn':;”‘I‘:l‘e e]
MP-02 Media Access  [types of digital and/or non-digital media] to Functional [Intersects With|\, S0PoIE Ber 00, | END-01 e e o ot (M) 5 MP-02 | MP-02 | MP-02 | MP-02
[Assignment: organization-defined personnel or roles]. Device
2. Mark ystem me ndcating e ditsution Mechanisrs extto mark media
imitations, handling caveats, and applicable security
markings (if any) of the information; andb. Exempt protection requirements so that
MP-03 Media Marking Kings (If any . " P! Functional |Intersects With| Media Marking | DCH-04 personnel are alerted to 5 MP-03 | MP-03 | MP-03
[Assignment: organization-defined types of system distribution hmitations, handling
media] from marking if the media remain within et ond anpicamrs saeari
[Assignment: organization-defined controlled areas].
Automated mechanisms exist to
a. Mark system media indicating the distribution mark physical media and digital
limitations, handling caveats, and applicable security files to indicate the distribution
. markings (if any) of the information; andb. Exempt ; DCH- limitations, handling
MP-03 Media Marking | - {ssignment: organization-defined types of system | Functional [intersects Withj Automated Marking| g1 | requirements and applicable 5 UGB || LRED || (D
media] from marking if the media remain within security markings (if any) of the
[Assignment: organization-defined controlled areas]. information to aid Data Loss
Prevention (DLP) technologies.
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AIgn
FDE Name Focal Document Element (FDE) Descri Moderate (FedRAMP
\
(1) Physically control and
a. Physically control and securely store [Assignment: securely store digital and non-
organization-defined types of digital and/or non-digital digital media within controlled
imedia] within [Assignment: organization-defined areas using organization-defined
MP-04 Media Storage  |controlled areas]; andb. Protect system media types | Functional Equal Media Storage | DCH-06 [security measures; and 10 MP-04 | MP-04 | MP-04
defined in MP-4a until the media are destroyed or (2) Protect system media until
sanitized using approved equipment, techniques, and the media are destroyed or
procedures. sanitized using approved
lequipment, techniques and
[@ PTOTETT armu COTTIroT orocedure
defined types of system media] during transport
outside of controlled areas using [Assignment: Mechanisms exist to protect and
organization-defined controls];b. Maintain edia control digital and non-digital
MP-05 Media Transport ~[accountability for system media during transport Functional Equal Tranepertation | PCH-07|media during transport outside of 10 MP-05 | MP-05 | MP-05
outside of controlled areas;c. Document activities controlled areas using
lassociated with the transport of system media; andd lappropriate security measures.
Restrict the activities associated with the transport of
. i h
MP-05(04) N/A Withdrawn Functional o) N/A N/A N/A o [T ErSP e MP-05(04) MP-05(04)
a. Sanitize [Assignment: organization-defined system
Imedia] prior to disposal, release out of organizational : )
Corirol,or release for reuse using [Assignment onysica Media Iechanisms exist o securely
MP-06 Media or d techniques and Functional  [Intersects With o DCH-08 e O e e ol 5 MP-06 | MP-06 | MP-06 | MP-06
lprocedures]; andb Emplcy sanitization mechanisms P g red. using
with the strength and integrity commensurate with the procedures.
security category or classification of the i
a. Sanitize [Assignment: organization-defined system Mechanisms exist to sanitize
Imedia] prior to disposal, release out of organizational system media with the strength
control, or relesse for reuse using [Assignment System Media land integrity commensurate with
MP-06 Media d and Functional [Intersects With| ~ >YStem Me DCH-03 e classification or sensitiviy of 5 MP-06 | MP-06 | MP-06 | MP-06
proceduresl b Empluy sanitization mechanisms he prior to disposal,
with the strength and integrity commensurate with the Feleate out of organizational
security category or classification of control or release for reuse.
a. Sanitize [Assignment: organization-defined system
Imedia] prior to disposal, release out of organizational
control, or release for reuse using [Assignment Sanitization of | DCH. [Mechanisms exist to facilitate the|
MP-06 Media organization-d ‘techniques and Functional Intersects With| p 22 %00 O BCH fsanitization of Personal Data 5 MP-06 | MP-06 | MP-06 | MP-06
procedures]; andb. Employ sanitization mechanisms 3 e
|with the strength and integrity commensurate with the
security category or classification of the i
Media Sanitization | System Media Mechanisms exist to supervise,
Review, Approve, |Review, approve, track, document, and verify media DCH- |track, document and verify
MP-06(01) Track, Document, [sanitization and disposal actions. Functional Equal oo o | 091 [system media sanitization and 10 RECS HEOSED RESSO)
and Verify disposal actions.
MP-06(02) | Equipment Testing |ensure that the intended sanitization is being Functional Equal | Equipment Testing | ‘g5 ;?Qg‘:;j;g:fo“y'ep,‘"f‘fg:;"je 10 RE0S (02} [HE0c02)
hig:
table storage devices prior to connecting such Mechanisms exist to apply
Media Sanitization | 072215 20 29¢ i - |nondestructive sanitization
ystem under the following First Time Use | DCH. p-06(03
MP-06(03) N‘_’r"“f‘f“‘“"e lcircumstances: [Assignment: organization-defined Functional Intersects With| "2 njtization 09.4 [techniques to portable storage 5 (
echniques circumstances requiring sanitization of portable devices prior to first use.
lApply nondestructive sanitization techniques to gyii:fn”';\’:;:ﬁ:;‘;:::g‘::gm
; o 1 [portable storage devices prior to connecting such e
Media Sanitization | 101 201% 50" System ncer tne folonig System Media land integrity commensurate with
MP-06(03) tructive (9% g Functional [Intersects With °m Me DCH-09 [the classification or sensitivity of 5 IMP-06(03)
Techniques lcircumstances requiring sanitization of purtabls hf : prior to d‘Spfsal
storage devices). release out of organizational
lcontrol or release for reuse.
; . 1|portable storage devices prior to connecting such Mechanisms exist to facilitate the|
P06 Media Sanitization | gev\(es to thsgsystem um;)er the following o of | DCH- of Personal Data
-06(03) Nondestructive . Functional _[Intersects With| oot BFR0n & | 0C (bp), 5 IMP-06(03)
Techniques |0 hees requining sanitization of pcrtabls
a. [Selection (one): Restrict; Pronibit] the use of Mechanisms exist to retain
[Assignment: organization-defined types of system media and data in accordance
Imedia] on [Assignment: organization-defined systems Media & Data with applicable statutory,
MP-07 Media Use  [or system components] using [Assignment: Functional  [Intersects with| 328 % 28¢ | DCH-18|regulatory and contractual 5 MP-07
organization-defined controls]; andb. Prohibit the use obligations.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system
media] on [Assignment: organization-defined systems Mechanisms exist to restrict the
MP-07 Media Use  [or system components] using [Assignment: Functional [Intersects With|  Media Use | DCH-10 |use of types of digital media on 5 MP-07
organization-defined controls]; andb. Prohibit the use systems or system components.
of portable storage devices in organizational systems
when such devices have no identifiable owner.
a. [Selection (one): Restrict; Prohibit] the use of
[Assignment: organization-defined types of system Mechanisms exist to prohibit the
Imedia] on [Assignment: organization-defined systems pronibit Use | DCH. |Use of portable storage devices
MP-07 Media Use [or system components] using [Assignment: Functional [Intersects With|  fe0RIESe | DEE in organizational systems when 5 MP-07
organization-defined controls]; andb. Prohibit the use 2 lsuch devices have no identifiable
of portable storage devices in organizational systems lowner.
lwhen such devices have no identifiable owner.
MP-07(01) N/A Withdrawn Functional o) N/A N/A N/A o U ErSP e IMP-07(01)
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
E
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Mechanisms exist to establish,
Procedures to facilitate the implementation of the Publishing Security, maintain and disseminate
Policy and hysical and environmental protection policy and the | Compliance & olicies, standards and
PE-01 Procedures  [astociated physical and environmental protection Functional [Intersects with| - “RIBIETCE | G0v-02 |0 O eceseary for secure, 5 (& || e | E® | G
controls;b. Designate an [Assignment: organization- Documentation lcompliant and resilient
defined official] to manage the development, capabilities.
ldocumentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc
Review and update the current physical and
rotection:1. Policy [Assi :
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
icommitment, coordination among organizational
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2
Procedures to facilitate the implementation of the Physical & Mechanisms exist to facilitate the|
Policy and  [physical and environmental protection policy and the " loperation of physical and
PE-01 Procedures  [associated physical and environmental protection Functional | - SubsetOf | Environmental | PES-01 |onironmental protection 10 PEO1 | PE-OL | PEO1 | PEO1
lcontrols;b. Designate an [Assignment: organization- rotections \controls.
defined official] to manage the development,
documentation, and dissemination of the physical and
lenvironmental protection policy and procedures; andc
Review and update the current physical and
environmental protection:1. Policy [Assignment:
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assi
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] physical
land environmental protection policy that:a. Addresses
purpose, scope, roles, responsibilities, management
coordination among
entities, and compliance; andb. Is consistent with : )
Sbplicable laws, executive orders, directivs, Mechanisms existto review the
regulations, policies, standards, and guidelines; and2. i oD P
Procedures to facilitate the implementation of the Periodic Review & esilience Program (SCRP),
Policyand  |physical and environmental protection policy and the Update of Security, including policies, standards and
PE-01 Procedures  [aseociated physical and environmental protection | Functional|intersects With) “PCS Tt | Gov-03 procedures, at planned intervals | 5 PEOL | PEOL | PEOL | PEOL
lcontrols;b. Designate an [Assignment: organization- Resilience Program en‘sw‘egtr“efr comin;‘% ur
defined official] to manage the development, by o
ldocumentation, and dissemination of the physical and eﬁective""'ess quacy
lenvironmental protection policy and procedures; andc g
Review and update the current physical and
protection:1. Policy [Assi
organization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assi
- Prapprove; 7
with authorized access to the facility where the system mechanisms exist to maintain a
resides;b. Issue authorization credentials for facility lcurrent list of personnel with
Physical Access  [access;c. Review the access list detailing authorized Physical Access authorized access to
PE-02 Authorizations  facility access by individuals [Assignment: Functional Equal izati PES-02 facilities (except 10 (=g || R || B | e
organization-defined frequency]; andd. Remove for those areas within the facility
individuals from the facility access list when access is officially designated as publicly
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FDE Name

Physical Access

Focal Document Element (FDE) Descri

[Assignment: organization-defined entry and exit
points to the facility where the system resides] by:1.
Verifying individual access authorizations before
granting access to the facility; and2. Controlling
ingress and egress to the facility using [Selection (one
or more): [Assignment: organization-defined physical
laccess control systems or devices]; guards];b. Maintain|
physical access audit logs for [Assignment:
organization-defined entry or exit points];c. Control
access to areas within the facility designated as
publicly accessible by implementing the following

GOVRAMP_x000a_Crosswalk Mapping

Physical Access

Physical access control
mechanisms exist to enforce
physical access authorizations
for all physical access points

version 2026.1_x000a_03/27/2026

RIgn
Moderate (FedRAMP|
\

Removal

exiting the facility; andb. Maintain records of the
lsystem components.

such as delivery and loading
lareas and other points to avoid

lunauthorized access.

PE-03 P Assignment: organization-defined physical | Functional |Intersects With PES-03 | (including designated entry/exit 5 PE-03 | PE-03 | PE03 | PE-03
access controls];d. Escort visitors and control visitor points) to facilities (excluding
activity [Assignment: organization-defined those areas within the facility
circumstances requiring visitor escorts and control of officially designated as publicly
visitor activityJ;e. Secure keys, combinations, and accessible).
other physical access devices;f. Invento
[Assignment: organization-defined physical access
devices] every [Assignment: organization-defined
frequency]; andg. Change combinations and keys
[Assignment: organization-defined frequency] and/or
when keys are lost, combinations are compromised, or
when indivi ing the keys or i
Physical access control
Physical Access [ENforce physical access authorizations to the system in mechanisms exist to enforce
y addition to the physical access controls for the facility Access To Critical | PES- |physical access to critical y
PE-03(01) Contfc‘c\essftﬁ'“ at [Assignment: organization-defined physical spaces | Functional Equal 03.4 |systems or sensitive/regulated 10 R
containing one or more components of the system] data, in addition to the physical
access controls for the facilty.
55 controls for the
IControl physical access to [Assignment: organization- fggé;&zgﬁ?gﬁ::fﬁ';’ﬁ
Access Control for [defined system distribution and transmission lines] Transmission | PES- ° ling
PE-04 e ; Functional Equal 2 " carrying data or supporting 10 PE-04 | PE-04 | PE-04
kL within facilities using [ Medium Security | 12:1 [47YIn9 9ata or suppoern
organization-defined security controls]. ntareeption. marferands or
Physical security mechanisms
) lexist to restrict access to printers
Control physical access to output from [Assignment: !
PE-05 Access Control for | oaization-defined output devices] to prevent Functional Equal | Access Control for | PES- jand other system output devices |, PE-05 | PE-05 | PE0S
Output Devices |0 0o e O O ey b otout Output Devices | 12.2 [to prevent unauthorized
9 P individuals from obtaining the
loutput.
a- Monitor physical access to the facility where the
system resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
y Monitoring Physical [[Assignment: organization-defined frequency] and Monitoring Physical| e o< [mechanisms exist to monitor for, y » » 3
PE-06 upon occurrence of [Assignment: organization-defined | Functional Equal PES-05 |detect and respond to physical 10 (=00 || BB || GE0 | S
levents or potential indications of events]; andc. security incidents.
Coordinate results of reviews and investigations with
lthe organizational incident response capability
Montoring Physical
Access | Intrusion [Monitor physical access to the facility where the Intrusion Alarms / Physical access control
PES- |mechanisms exist to monitor
PE-06(01) Alarms and  [system resides using physical intrusion alarms and Functional Equal Surveillance | £EST [mechanisms exist to montor 10 PE-06(01) [PE-06(01)
Surveillance [surveillance equipment. e
Facility security mechanisms
Monitoring Physical [Monitor physical access to the system in addition to Monitoring Physical lexist to monitor physical access
PE.06(04) Access | Monitoring [the physical access monitoring of the facility at Functional Equal pieel T% Crim‘ PES- |to critical systems or 10 "
Physical Access to [[Assignment: organization-defined physical spaces q o o 05.2 [sensitive/regulated data, in
Systems lcontaining one or more components of the system]. Y laddition to the physical access
ing of the facility.
& Maintain visitor access records to the facilty where
lthe system resides for [Assignment: organization- z‘gsﬁ;ﬁ";&‘:;z;g{";’g‘a log entry
Visitor Access  [defined time period];b. Review visitor access records Physical Access | PES- y ’ ’ y
PE-08 Records [Assignment: organization-defined frequencyl; andc. | Functional Equal Logs 03.3 Z"O'nff;";gcif‘ei:;‘;:g"; ‘?e’;’s“g“ 10 PE08 | PE-08 | PE-0B | PE-08
Report anomalies in visitor access records to oomts, 9 9
TSTEor ACCess -
Records | | Maintain and review visitor access records using Automated Records| e |Automated mechanisms exist to
PE-08(01) Records|[ defined Functional Equal Management & | £55 Ifacilitate the maintenance and 10 PE-08(01)
Maintenance and |mechanisms]. Review 4 |review of visitor access records.
Facility security mechanisms
. Power Equipment |Protect power equipment and power cabling for the o7 |exist to protect power equipment y 3
PE-09 and Cabling  |system from damage and destruction. Functional Equal | Supporting Utilities | PES-07 | ' b ower cabling for the system| 10 PE-09 || PE-0S
from damage and destruction.
FaCITty SecuTty mechamsm
a. Provide the capability of shutting off power to jexist to shut off power .
[Assignment: organization-defined system or individual el P‘g(ingyemergency syﬁumff
system 1in emergency situati Place ‘
" switches or devices in close
. lemergency shutoff switches or devices in [Assignment: PES- » »
PE-10 Emergency Shutoff [0 o e eation by cytern or ayetom Functional Eaual | Emergency Shutoff| G5 |proximity to systems or system | 10 PE-10 | PE-10
component] to facilitate access for authorized components o faciitate safe a
lpersonnel; andc. Protect emergency power shutoff e ;mtemng en‘iergency oower
capability from unauthorized activation. Ul i
i ctivation
Facility security mechanisms
Provide an uninterruptible power supply to facilitate i:‘;;;ﬁiﬁf\gﬂ;fm‘ge power,
g [Selection (one or more): an orderly shutdown of the ' pes- [ f 3 3
PE-11 Emergency Power (00 o O O e systor 10 long-tenm atermate | Functional - [Intersects With| Emergency Power | g€ gl:;n;:‘\t\;/ required operational 5 PE-11 | PE1L
lpower] in the event of a primary power source loss. rbaries loss of the nrimary
power source
Facility security mechanisms
Emergency Power || Provide an alternate power supply for the system that exist to supply alternate power,
Alternate Power | is activated [Selection (one): manually; automatically] oEs. capable of maintaining
PE-11(01) Supply — Minimal | and that can maintain minimally required operational | Functional |Intersects With| Emergency Power | FCS | minimally-required operational 5 PE-11(01)
Operational capability in the event of an extended loss of the -3 | capability, in the event of an
Capability primary power source. extended loss of the primary
power source.
lexist to utilize and maintain
Employ and maintain automatic emergency lighting for lautomatic emergency lighting
[the system that activates in the event of a power PES- [that activates in the event of a
PE-12 Emergency Lighting|,,t2qe or disruption and that covers emergency exits | "unctional Equal y Lighting| 7% |hower outage or disruption and 10 PE12 | PE-12
land evacuation routes within the facility. that covers emergency exits and
levacuation routes within the
Faciiity security mechanisms,
[Employ and maintain fire detection and suppression :\’j‘:;r‘:sgz”r“z:nad"ge’z‘ea(‘g‘o":"” fire
PE-13 Fire Protection _ systems tha are supported by an independent energy | Functonal Equal Fire Protection | PES-08 [P o o o o etem 10 PE-13 | PE13 | PE13 | PE13
. that are supported by an
energy source
Facility security mechanisms,
Fire Protection | [Employ fire detection systems that activate lexist to utilize and maintain fire
Detection Systems [automatically and notify [Assignment: organization- Fire Detection | pEs. |detection devices/systems that
PE-13(01) — Automatic defined personnel or roles] and [Assignment: Functional Equal evices 08,1 [Activate automatically and notify 10 PE-13(01)
Activation and  [or -defined emergency in the "1 lorganizational personnel and
Notification  [event of a fire lemergency responders in the
event of a fire.
Fire Protection | [a. Employ fire ppressTor Systems that activate Facility security m
pp! i and notify i izati lexist to employ an automatic fire
3 Systems — |defined personnel or roles] and [Assignment: Automatic Fire | PES- |suppression capability for critical 5 »
PE-13(02) Automatic  |organization-defined emergency responders]; andb. | Functional fintersects With) "5 porecgion 08.3 |systems when the facility is not 5 EESS2) eSS 02)
Activation and [Employ an automatic fire suppression capability when staffed on a continuous basis.
Notification __|the facility is not staffed on a continuous basis. ,
Fire Protection | [a. Employ fire suppression systems that activate A
Suppression  [automatically and notify [Assignment: organization- exist to utilize f"i:ﬁ“{’;’f'sjﬂg"
Systems — |defined personnel or roles] and [Assignment: | Fire PES- :
PE-13(02) Automatic  forganization-defined emergency respondersl; andp. | Functional With " evices 082 [2utomatic notification of any 5 EESS(02) BEIS02)
Activation and  [Employ an automatic fire suppression capability when g 9
Notification __|the facility is not staffed on a conti basis. personnel and emergency
PE-13(03) N/A Withdrawn Functional o) N/A N/A NA 0 |FEEEmDUSEETEE:E PE-13(03) |PE-13(03)
a. Maintain [Selection (one or more): temperature;
humidity; pressure; radiation; [Assignment
Environmental ~|organization-defined environmental control] levels Temperature & it o maintarn and montor
PE-14 Contros | [uhin the facilty where the syster resides ot vt Functional Eaual | e ererols | PES09 [Ear ot iy lovels | 10 PE-14 | PE14 | PE-14 | PE14
landb. Monitor environmental control levels [within the facility.
-defined frequency.
Facility security mechanisms
E“éggg’;@"l‘a' [Employ environmental control monitoring that provides| Monitoring with lexist to trigger an alarm or
! an alarm or notification of changes potentially harmful PES- [notification of temperature and
PE-14(02) Monitoring With ko personnel or equipment to [Assignment: Functional Equal N 09.1 |humidity changes that be 10 EELA02) HESRC2)
Noams o, |organization-defined personnel or roles]. potentially harmful to personnel
or
Facility security mechanisms
IProtect the system from damage resulting from water S’;zta‘g“e"rgjﬁnsgyz‘;’;‘mfg
. Water Damage ~ |leakage by providing master shutoff or isolation valves Water Damage | PES- / » » » 3
PE-15 Protection lthat are accessible, working properly, and known to Functional Equal Protection 07.5 ;ﬂ:%ev';‘(vzgut‘ﬂg't"agrg'“t” 10 H=B | #=B || FED || [ES
key personnel. laccessible, working properly and
known to key personnel
Detect the presence of water near the system and Facility security mechanisms
Water Damage |0+ [assignment: organization-defined personnel or Automation SUPPOTt| peg  lexist to detect the presence of
PE-15(01) Protection | e, o e e Functional Equal | for Water Damage | (5% |water in the vicinity of critical 10 PE-15(01)
Automaen o L ortoles] using [Assignment: organization-define Nater Dam y ; e vicnity of
lautomated mechanisms] systems and alert facility
Physical secarity mechanisme
a. Authorize and control [Assignment: organization- lexist to isolate information
PE16 Delivery and  |defined types of system components] entering and Functional Equal  |Delivery & Removal | pEs. 10 [PFOCeSSing faciliies from points 10 pe16 | pe1s | Peis | PEi6
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FDE Name

Alternate Work Site

Focal Document Element (FDE) Descri

la. Determine and document the [Assignment:
organization-defined alternate work sites] allowed for
luse by employees;b. Employ the following controls at
alternate work sites: [Assignment: organization-defined|
controls]ic. Assess the effectiveness of controls at
alternate work sites; andd. Provide a means for
to i ion security

ith
land privacy personnel in case of incidents.

Functional

GOVRAMP_x000a_Crosswalk Mapping

Alternate Work Site

PES-11

Physical security mechanisms
lexist to utilize appropriate
management, operational and
technical controls at alternate
work sites.

version 2026.1_x000a_03/27/2026

RIgn
Moderate (FedRAMP|
\

PE-18

Location of System
Components

Position system components within the facility to
minimize potential damage from [Assignment:
organization-defined physical and environmental
lhazards] and to minimize the opportunity for
lunauthorized access.

Functional

Intersects With

Equipment Siting &
Protection

PES-12

Physical security mechanisms
lexist to locate system
lcomponents within the facility to
minimize potential damage from
physical and environmental
hazards and to minimize the
lopportunity for

PE-18

PL-01

Policy and
Procedures

- o
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
lpolicy that:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
ion, and off
fthe planning policy and procedures; andc. Review and
lupdate the current planning:1. Policy [Assignment
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-

Functional

Subset Of

Security,
Compliance &
Resilience
Protection Portfolio
Management

PRM-01

Mechanisms exist to facilitate the|
of resource

planning controls that provide a
portfolio management approach
lto achieve security, compliance
land resilience objectives:

PL-01

PL-01

PL-01

PL-01

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
lpolicy that:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
ion, and off
fthe planning policy and procedures; andc. Review and
lupdate the current planning:1. Policy [Assignment
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-

Functional

Subset Of

Statutory,
Regulatory &
Contractual
Compliance

CPL-01

Mechanisms exist to facilitate the|
dentification and
implementation of relevant
statutory, regulatory and
lcontractual controls.

PL-01

PL-01

PL-01

PL-01

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
lpolicy that:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
ion, and off
fthe planning policy and procedures; andc. Review and
lupdate the current planning:1. Policy [Assignment
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-

Functional

Subset Of

Technology
Development &
Acquisition

TDA-01

Mechanisms exist to facilitate the|
implementation of tailored
ldevelopment and acquisition
Istrategies, contract tools and
procurement methods to meet
lunique business needs.

PL-01

PL-01

PL-01

PL-01

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
lpolicy that:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
ion, and off
fthe planning policy and procedures; andc. Review and
lupdate the current planning:1. Policy [Assignment
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-

Functional

Intersects With

Periodic Review &
Update of Security,
Compliance &
Resilience Program

GOV-03

Mechanisms exist to review the
Security, Compliance &
Resilience Program (SCRP),
including policies, standards and
procedures, at planned intervals
lor if significant changes occur to
lensure their continuing
suitability, adequacy and
leffectiveness.

PL-01

PL-01

PL-01

PL-01

PL-01

Policy and
Procedures

[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] planning
lpolicy that:a. Addresses purpose, scope, roles,

coordination among organizational entities, and
lcompliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies,
standards, and guidelines; and2. Procedures to
[facilitate the implementation of the planning policy
land the associated planning controls;b. Designate an
[Assignment: organization-defined official] to manage
ion, and off
fthe planning policy and procedures; andc. Review and
lupdate the current planning:1. Policy [Assignment
lorganization-defined frequency] and following
[Assignment: organization-defined events]; and2.
Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-

Functional

Intersects With

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
lcompliant and resilient
capabilities.

PL-01

PL-01

PL-01

PL-01

PL-02

System Security
and Privacy Plans

ehterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
land business processes;d. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
types processed, stored, and transmitted
by the system;6. Provide the security categorization of
lthe system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern
lto the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
lenvironment for the system and any dependencies on
lor connections to other systems or system

10. Provide an overview of the security
land privacy requirements for the system;11. Identify
lany relevant control baselines or overlays, if
applicable; 12. Describe the controls in place or
planned for meeting the security and privacy
requirements, including a rationale for any tailoring
decisions;13. Include risk determinations for security
land privacy architecture and design decisions; 14.
include security- and privacy-related activities
affecting the system that require planning and

with [ -defined
individuals or groups]; and15. Are reviewed and
lapproved by the authorizing official or designated
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
subsequent changes to the plans to [Assignment:
organization-defined personnel or roles];c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
land environment of operation or problems identified
lduring plan i or control

Functional

Intersects With

Plan / Coordinate
with Other
Organizational
Entities

1AO-
03.1

Mechanisms exist to plan and
lcoordinate Information
|Assurance Program (IAP)
activities with affected
stakeholders before conducting
such activities in order to reduce
the potential impact on
loperations.

PL-02

PL-02

PL-02

PL-02

Secure Controls Framework (SCF)
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lenterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
land business processes;4. Identify the individuals that
lfulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
lthe system, including supporting rationale;7. Describe
lany specific threats to the system that are of concern Mechanisms exist to generate
lto the organization;8. Provide the results of a privacy lauthoritative documentation
risk for systems p (e.g., System Security Plan (SSP))
i ;9. Describe the :
for the system and any dependencies on (1) Identifies key architectural
or connections to other systems or system land implementation information
components; 10. Provide an overview of the security on in-scope Technology Assets,
land privacy requirements for the system;11. Identify Applications and/or Services
System Security |21V relevant control baselines or overlays, if “c”o‘i‘ﬂeﬁa?‘ecce“;‘:‘é' (TAAS);
PLO2 Y Y lapplicable;12. Describe the controls in place o Functional [Intersects With| , SOmP 1A0-03 |(2) Reflects the current state of 5 PLO2 | PLO2 | PLO2 | PLO2
and Privacy Plans Resilience Controls N "
planned for meeting the security and privacy e Conero applied security, compliance and
requirements, including a rationale for any tailoring resilience controls on applicable
3. Include risk ions for security People, Processes, Technologies,
and privacy architecture and design decisions; 14. Data and/or Facilities (PPTDF)
include security- and privacy-related activities that are contained within the
affecting the system that require planning and system boundary; a
with [ ort -defined (3) Provides a historical record of
individuals or groups]; and15. Are reviewed and applied security controls,
lapproved by the authorizing official or designated including changes.
representative prior to plan implementation.b.
Distribute copies of the plans and communicate
changes to the plans to [Assignment:
organization-defined personnel or roles]ic. Review the
plans [Assignment: organization-defined frequencyl;d
Update the plans to address changes to the system
land environment of operation or problems identified
during plan or control
enterprise architecture;2. Explicitly define the
constituent system components;3. Describe the
operational context of the system in terms of mission
and business processes;4. Identify the individuals that
fulfill system roles and responsibilities;5. Identify the
information types processed, stored, and transmitted
by the system;6. Provide the security categorization of
the system, including supporting rationale;7. Describe
any specific threats to the system that are of concern
to the organization;8. Provide the results of a privacy
risk assessment for systems processing personally
identifiable information;9. Describe the operational
environment for the system and any dependencies on Mechanisms exist to maintain
or connections to other systems or system network architecture diagrams
components;10. Provide an overview of the security that:
and privacy requirements for the system;11. Identify (1) Contain sufficient detail to
System Security any relevant control baselines or overlays, if Network Diagrams assess the security of the
PL02 oy ivary bians | applicable;12. Describe the controls in place or Functional [Intersects With| & Data Flow | AST-04|  network's architecture; 5 PL02 | PLO2 | PLO2 | PLO2
planned for meeting the security and privacy Diagrams (DFDs) (2) Reflect the current
requirements, including a rationale for any tailoring architecture of the network
decisions;13. Include risk determinations for security environment; and
and privacy architecture and design decisi (3) Document all
Include security- and privacy-related activities sensitive/regulated data flows.
affecting the system that require planning and
o wit -defined
individuals or groups]; and15. Are reviewed and
approved by the authorizing offcial o designated
ive prior to plan i
Distribute copies of the plans and i
subsequent changes to the plans to [Assignment:
organization-defined personnel or rolesl;c. Review the
plans [Assignment: organization-defined frequencyl;d.
Update the plans to address changes to the system
and environment of operation or problems identified
during plan i ion or control
PL-02(03) N/A Withdrawn Functional D N/A N/A N/A O  [PEEE S RS PL-02(03)| PL-02(03)
oo prov regmTg
lto the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacyb. Receive a
documented acknowledgment from such individuals, : ) :
indicating that they have read, understand, and agree Mechanisms exist to require all
a lemployees and contractors to
lto abide by the rules of behavior, before authorizing Terms of oy oy baraacurty and dats
PLO04 Rules of Behavior  faccess to information and the systemic. Review and | Functional [Intersects With| 1517 °F | HRs-05 [3PRY OYbersectly andcaria L | s PLO4 | PLO4 | PLO4 | PLO4
lupdate the rules of behavior [Assignment:
lorganization-defined frequencyl; andd. Require W°ék to f“atb‘e ieiied compliant
individuals who have acknowledged a previous version and resilient capabilities.
of the rules of behavior to read and re-acknowledge
[Selection (one or more): [Assignment: organization-
defined frequency]; when the rules are revised or
elataeit
s P .
lto the system, the rules that describe their
responsibilities and expected behavior for information
land system usage, security, and privacy;b. Receive a
documented acknowledgment from such individuals,
indicating that they have read, understand, and agree e e e e
lto abide by the rules of behavior, before authorizing RS [ e e
PL04 Rules of Behavior [access to information and the system;c. Review and | Functional [Intersects With| Rules of Behavior | 8% Fecmologie ncludng 5 PL04 | PLO4 | PLO4 | PLO4
lupdate the rules of behavior [Assignment: - psh
organization-defined frequency]; andd. Require onsedue
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
(one or more): [,
defined frequency] \whan the rules are revised or
[fo the system. the rules that describe therr Mechanlsms exist to establish
responsibilities and expected behavior for information lusage restrictions and
land system usage, security, and privacyb. Receive a implementation guidance for
Pl organizational technologies
ased on the potential to cause
indicating tht they have read, understand, and agree oo to T hhalony Aseate
ide by the rules of behavior, before authorizing Technology Use | HRS- |Applications and/or Services
PL04 Rules of Behavior  faccess to information and the system;c. Review and | Functional |Intersects With| T Sgooiotine e A 5 PLO04 | PLO4 | PLO4 | PLO4
lupdate the rules of behavior [Assignment: - d -
organization-defined frequency]; andd. Require
individuals who have acknowledged a previous version
of the rules of behavior to read and re-acknowledge
ion (one or more): [
defined frequency]; when the rules are revised or
include in the rules of behavior, restrictions on:a. Use Mechanisms exist to define rules
Rules o Behavior | o social media, scial networking sies, and external of behavior that contain explicit
Social Media and sting Social Media & | o |restrictions on the use of social
PL-04(01) External on public websites; e s of organization-provided | Functional Equal | Social Networking | 1R% | media and networking sites, 10 PL-04(01)|PL-04(01)
 email and Restrictions -2 |posting information on
Usage Restrictions [secrets (e.g., passwords) for creating accounts on lcommercial websites and sharing
external laccount i
system that:1. Describe the requirements and
lapproach to be taken for protecting the confidentiality,
integrity, and availability of organizational
rormation Desce e renuremers o ectaisns et to et an
identifiable information to minimize privacy risk to enterprise architecture, afigne
) individuals;3. Describe how the architectures are with industry-recognized leading
Security and 0 D eoport the ontarmrise Alignment With practices, with consideration for
PL08 Privacy e B o neeumptions about, | Functional |Intersects With|  Enterprise | SEA-02 |security, compliance and 5 PL08 | PLO8 | PLO08
Architectures s andd. 3 Architecture resilience principles that
land dependencies on, external systems and services;b. neiresses TSk th orgonizational
Review and update the architectures [Assignment: aratont, st B
organization-defined frequency] to reflect changes in o e o
lthe enterprise architecture; andc. Reflect planned 9
architecture changes in security and privacy plans,
(Concept of Operations (CONOPS), criticality analysis,
organizational procedures, and procurements and
- DEveTop, uCuTTeTTG 3T
FAseignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level]
lpersonnel security policy that:a. Addresses purpose,
scope,roles, responsibites, management
among
entities, and compliance; andb. 15 congiatent with
applicable laws, executive orders, directives, Mechanisms exist to establish,
regulations, policies, standards, and guidelines; and2. Publishing Security, maintain and disseminate
Policy and  [Procedures to facilitate the implementation of the Compliance & olicies, standards and
Ps-01 Procedures  [persannel security policy and the associated personnel | Functional - [intersects with| - “GERERCC® | Gov-02 R c e B ey for secure,| 5 || B2 | ES | G
lsecurity controls;b. Designate an [Assignment Documentation lcompliant and resilient
organization-defined official] to manage the capabilities.
) ion, and di ion of thel
lpersonnel security policy and procedures; andc
Review and update the current personnel security:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
Aafined nusntel
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[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level
lpersonnel security policy that:a. Addresses purpose,
scope, roles, responsibilities, management
entities, and compliance; andb. Is consistent with echanisms exist to review the
lapplicable laws, executive orders, directives, Res'her{ée ngram (SCRP),

oty ang | [28012t10nS. polices,standards, and guidelines; andz. periodic Review & eiting policias, Standaris and

olicy ant rocedures to facilitate the implementation of the | Update of Security,

Ps-01 Procedures  [personnel security policy and the associated personnel | "Unctional |intersects With) "compiance 5 | GOV-03 |procedures, at planned intervals 5 (B | =@ | = | FEm
lsecurity controls;b. Designate an [Assignment: Resilience Program ensuregmeir mminuigng
organization-defined official] to manage the

i e 1o of the suitability, adequacy and
lpersonnel security policy and procedures; andc effectiveness.
Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]

land following [Assignment: organization-defined

levents]; and2. Procedures [Assignment: organization-

defined frequency] and following [Assignment'

BERRRIER 5! SR

[Assignment: organization-defned personnel or

roles]: 1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level]

lpersonnel security policy that:a. Addresses purpose,

scope, oles, responsibities, management

entities, and compliance; andb. 15 consistent with

applicable laws, executive orders, directives,

regulations, policies, standards, and guidelines; and2. : )

PS-01 Policyand ~ Procedures to facilitate the implementation of the Functional | Subset Of H"mas"eleﬁfy”"es HRS-01 w;i?éi’?:tleo):s;f(s;?sg!?éle the 10 PS-01 | Ps-01 | Ps-01 | Ps-01

Procedures  |personnel security policy and the associated personnel Manaoamant e Coatrars

lsecurity controls;b. Designate an [Assignment: 9 Yy g

organization-defined official] to manage the

) ion, and ion of the|
lpersonnel security policy and procedures; andc
Review and update the current personnel security:1.

Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
)
SRR S e dRsiGREts toan -
PS-02 " filling those positions; andc. Review and update Functional [Intersects With 5 PS-02 | PS-02
esignation |0 e eatgnations [Assignment. organisation- Security-Related | 03.2 [staffed by qualified individuals
e fros et : Positions who have the necessary skill set.
Mechanisms exIst to manage
o pemommc e gt ) prsome ety .
PS-02 D":s'.“:_"‘at ‘:n Ifilling those positions; andc. Review and update Functional Intersects With| cﬁte"i‘r"’a"t on |HRS-02 azss',f,’;‘;“sg:ngsest:;‘gsgan“’" o al 5 PS-02 | PS-02
‘gnati Iposition risk designations [Assignment: organization- gorizati positi e o e ual
defined frequency] screening criteria for individuals
& Screen BrioT T0 aUThoMZingG access to the filing those postions.
personnel [5ystem; andb. Rescreen individuals in accordance with personnel L“;Z’;ic";ﬂis:‘;ft‘y‘ﬁs'si’;age

PS-03 Screoning  [Assignment: organization-defined conditions requiring | - Functional Equal Sereaning HRS-04 [0 individuals priar o 10 PS03 | PS03 | PS03 | PS-03
rescreening and, where rescreening is so indicated, thel S heriviag stces
frequency of rescreeninal.

j Istoring, or transmitting information requiring special
Requiting s'pemal ldemonstrated by assigned official government duties; | "< : Measuree 04.1 Zpecia\ pm'temon ;aﬁsfy““' ing
Protective Measures[2192: Sa“szrs’;fgl"géf;‘;n“’;gac’:gf':]" -defined lorganization-defined personnel
P 9 " lscreening criteria.
lUpon termination of individual employment:a. Disable
System access within [Assignment: organization-
defined time period];b. Terminate or revoke any
authenticators and credentials associated with the :
jauthentica ? Mechanisms exist to govern the
personnel [individualc. Conduct exit interviews that include a Personnel 1anisms exist to

PS-04 Termination  [discussion of [Assignment: organization.defined Functional Equal Termination | HRS-09 termination of ndividual 10 PS-04 | PS04 | PS-04 | PS-04
information security topics]:d. Retrieve all security- employment.
related organizational system-related property; ande.

Retain access to organizational information and
|systems formerly controlled by terminated individual.
UseTl
notify Identity and Access
25.04(02) Personnel . to [selecnon (one or more): notify Automated HRS- | Management (IAM) personnel or
- d personnel or roles] | Functional Equal Employment Status| o7 roles upon termination of an 10 PS-04(02)
Automated Actions | of individual tefmination actions; Gisable access to Notifications ncividual employment or
current logical and physical access authorizations to
systems and facilities when individuals are reassigned
or transferred to other positions within the Mechanisms exist to adjust
Initiate [ logical and physical access
defined transfer or reassignment actions] within lauthorizations to Technology

PS-05 Personnel Transfer [[Assignment: organization-defined time period Functional Equal | Personnel Transfer | HRS-08 |Assets, Applications and/or 10 PS-05 | PS05 | PS:05 | PS-05
[following the formal transfer actionl;c. Modify access Services (TAAS) and facilities
authorization as needed to correspond with any lupon personnel reassignment or
changes in operational need due to reassignment or transfer, in a timely manner.
ltransfer; andd. Notify [Assignment: organization-
defined personnel or roles] within [Assignmen('

- DeveTsantr tocdrient acce
rganizational systems;b. Review and update (he Mechanisms exist to require Non-
lfrequency]; andc. Verify that individuals requiring ;’Iﬁ::f‘f"ﬂ“g;ifk’;‘ﬁ’;‘s (NDAs) or|

PS-06 Access Agreements ;‘g‘:s:p;i:;ﬁ:?::gf::; ‘a"gffe'é"::r‘"t"s ap’:gf{;‘;:;gl' Functional |Intersects With| Cs;‘f::n:‘e‘:'gy :;Sl agnzerrger\ls :hatl (;et;le(t tdhe 5 PS-06 | PS-06 | PS-06 | PS-06
granted access; and2. Re-sign access agreements to omerational detaile o both
Imaintain access to organizational systems when P vona ard thirooine,
laccess agreements have been updated or ploy P g

HEY S TOT
organizational systemsb. Review and update the
jaccess. defi Mechanisms exist to require
ffrequency]; andc. Ver\fy that individuals requiring X
| information and systemerl. ) internal and third-party users to
PS-06 Access Agreements|2°°955 {0 organizationa < Functional With| Access HRS-06 [sign appropriate access 5 PS-06 | PS-06 | PS-06 | PS-06
ign appropriate access agreements prior to being Soreamants rior to bein
lgranted access; and2. Re-sign access agreements to 9 # P 9
Imaintain access to organizational systems when granted access.
access agreements have been updated or
o EeahToh parsonnel sacury Teduiemants. muaing
security roles and responsibilities for external
providers;b. Require external providers to comply with
lpersonnel security policies and procedures established : )
lby the organization;c. Document personnel security m?é“:gﬁ?:;z‘:;;z‘ggf”‘
requirements;d. Require external providers to notify ’ : Y o
PS-07 Bxternal Personnel | assignment: organization-defined personnel or roles] | Functional Equal Third Party | Hs-10 fevieving and monitoring third. 10 PS-07 | PS07 | PS-07 | Ps-07
ecurity lof any personnel transfers or terminations of external ersonnel party security, compliance and/or
lpersonnel who possess organizational credentials ;:;‘ ':I;‘;EH"‘;‘:: an
land/or badges, or who have system privileges within P -
[Assignment: organization-defined time period); ande.
Monitor provider compliance with personnel security
requirements.
la. Employ a formal sanctions process for individuals
[failing to comply with established information security
and privacy policies and procedures; andb. Notify Mechanisms exist to sanction
or -defined personnel or roles] . ersonnel failing to comply with

Ps-08 wltmn [Assignment: organization- dSﬁned time period] | Functional Equal Personnel Sanctions| HRS-07 gstabllshed se(gnty puhglis, 10 PS08 | PS-08 | Ps-0B | PS-08
when a formal employee sanctions process is initiated, standards and procedures.
identifying the individual sanctioned and the reason for|
lthe sanction.

a. Develop, document, and disseminate to

[Assignment: organization-defined personnel or

roles]: 1. [Selection (one or more): Organization-level;

Mission/business process-level; System-level] risk

assessment policy that:a. Addresses purpose, scope,

roles,

coordination among organizational entities, and Mechanisms exist to review the

compliance; andb. Is consistent with applicable laws, security, Compliance &

executive orders, directives, regulations, policies, periodic Review & Resilience Program (SCRP),
policyand  [standards, and guidelines; and2. Procedures to Update of Security, including policies, standards and

RA-01 Proterires  [faciltate the implementation of the risk assessment | Functional - |Intersects With| “Pga= 57 S€€iTtY" | Gov-03 procedures, at planned intervals 5 RA-O1 | RAOL | RAO1 | RA-0L
policy and the associated risk assessment controls;b. Resitience program lor if significant changes occur to

ignat lensure their continuing
official] to manage the development, du(umentatmr\, suitability, adequacy and
land dissemination of the risk assessment policy and effectiveness.
lprocedures; andc. Review and update the current risk

ande. : e cur
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].
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\
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, i c
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
lexecutive orders, directives, regulations, policies, Mechanisms exist to facilitate the
RAOL Policy and  [t2dards, and guidelines: anda. Procedures s Risk Management implementation of strategic,
- Procenures  [facilitate the implementation of the risk assessment | Functional | Subset Of Program RSK-01 | o onal and tactical 1isk 10 RA-01 | RAOL | RAO1 | RA-0L
lpolicy and the associated risk assessment controls;b. P rragomant conrole
Designate an [Assignment: organization-defined g
official] to manage the development, documentation,
land dissemination of the risk assessment policy and
lprocedures; andc. Review and update the current risk
Policy [
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ defined events].
a. Develop, document, and disseminate to
[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] risk
lassessment policy that:a. Addresses purpose, scope,
roles, i <
coordination among organizational entities, and
compliance; andb. Is consistent with applicable laws,
standards, and guidelines; and2. Procedures to . :
RA-01 ;‘ﬁé‘e‘gj;‘:s Ifacilitate the implementation of the risk assessment Functional Intersects With| C“R’gsi'l"aerr‘“:e& GOV-02 ;?f:‘f;ﬁ;fg‘:gg??g::f’;“mr secure, 5 RA-01 | RA-01 | RA-01 | RA-01
Ipolicy and the associated risk assessment controls;b. Docamentstion Compliant and resiient g
Designate an [Assignment: organization-defined canabiliies
official] to manage the development, documentation, g
and dissemination of the risk assessment policy and
lprocedures; andc. Review and update the current risk
Policy [Assi izati
defined frequency] and following [Assignment:
organization-defined events]; and2. Procedures
[Assignment: organization-defined frequency] and
[following [ or -defined events].
Mechanisms exist to categorize
[Technology Assets, Applications,
Services and/or Data (TAASD) in
la. Categorize the system and information it processes, fe“s":‘?:rf: ;"’n';h caof“t’l:;z'; laws,
stores, and transmits;b. Document the security obgligalicns et
categorization results, including supporting rationale, . :
RA-02 Catauty o [inthe security plan for the system; andc. Verify that | Functional Equal  [RiskcBased Security poic 02 ‘cla’te["’;r“‘z";ﬁg;‘:‘;jﬁ;“(ﬂféudm 10 RA-02 | RA02 | RA02 | RA-02
9f lthe authorizing official or authorizing official 9 Suppgmmg Tationale) in the 9
r esen reviews and approves the security plan for systems; and
security categorization decision o e e the securiny
(categorization decision is
reviewed and approved by the
asset owner.
3. Conduct a fisk TcTuding: . Tdentifying
threats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
from unauthorized access, use, disclosure, disruption,
modification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
and impact of adverse effects on individuals arising
from the processing of personally identifiable :
information;b. Integrate risk assessment results and Mechanisms exist to regularly
risk managbement decisions from the orgamz:non and Funé;ignal Review - Applications and/g}’Smice's
mission or business process perspectives with system- ecurity, -
RA-03 Risk Assessment. |"lCU 0l oscoosmentaic, Document ik assessment. | Functional |mtersects With)  coridioncds | G335 | (TAAS) for adnerence to the 5 RA-03 | RA03 | RA03 | RA-03
results in [Selection (one): security and privacy plans; Resilience Controls [Dmgiancs andlor resmeyr"m
risk report; [Assi ;
defined document]];d. Review risk assessment results policies and standards
[Assignment: organization-defined frequencyl;e.
D risk results to [
organization-defined personnel or rolesl; andf. Update
the risk ization-defined
frequency] or when there are significant changes to
the system, its environment of operation, or other
conditions that may impact the security or privacy
5 COnGuCE 8 TRk S aeat, o T
lthreats to and vulnerabilities in the system;2.
Determining the likelihood and magnitude of harm
[from unauthorized access, use, disclosure, disruption,
imodification, or destruction of the system, the
information it processes, stores, or transmits, and any
related information; and3. Determining the likelihood
land impact of adverse effects on individuals arising Mechanisms exist to conduct
ffrom the processing of personally identifiable recurring assessments of risk
information;b. Integrate risk assessment results and that includes the likelihood and
risk management decisions from the organization and magnitude of harm, from
RA-03 Risk Assessment I’g\‘f:"‘r’gf’ business ””"Eszc":g::l‘fi‘:fs with system- | £ tional |Intersects With| Risk Assessment | RSK-04 gi“sac:‘;:s::‘e;saéﬁf:&“e' 5 RA-03 | RA-03 | RA-03 | RA-03
results in [Selection (one): security and privacy plans; modification or destruction of the
risk report; [ or - organization’s Technology
defined document]l;d. Review risk assessment results Assets, Applications, Services
[Assignment: organization-defined frequencyl;e. land/or Data (TAASD).
Disseminate risk results to [
organization-defined personnel or roles]; andf. Update
lthe risk [Assi ization-defined
[frequency] or when there are significant changes to
lthe system, its environment of operation, or other
lconditions that may impact the security or privacy
tate of the
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
organization-defined process] and when new
lvulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
Imonitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
|vulnerability management process by using standards
lfor:1. Enumerating platforms, software flaws, and Mechanisms exist to detect
RA-05 Monitoring and D i arabinty o0 o results| Functional [Intersects With s Y| vPM-06 |errors by routine vulnerability 5 RA05 | RA05 | RA-05 | RA-05 | RA-05
Scanning ;mpa(t,f. r\ab.)lthE vul n‘EtrE i \%S?r\ rE;Ot Slan.t.restj S| canning lscanning of systems and
rom vulnerability monitoringd. Remediate legitimate pplications
response times] in accordance with an organizational
of risk;e. Share information obtained from
lthe vulnerability monitoring process and control
or defi
lpersonnel or roles] to help eliminate similar
lvulnerabilities in other systems; andf. Employ
lvulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
land hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with
organization-defined process] and when new
lvulnerabilities potentially affecting the system are
identified and reported;b. Employ vulnerability
Imonitoring tools and techniques that facilitate
interoperability among tools and automate parts of the
|vulnerability management process by using standards
ffor:1. Enumerating platforms, software flaws, and
ity [mproper . Formatting checkiists and
ltest procedures; and3. Measuring vulnerability Update Tool VPM-  |Mechanisms exist to update
RA-05 M”g‘c‘;"':i%;"“ impact;c. Analyze vulnerability scan reports and results| Functional |intersects Withj "¢, p i, 06.1 |vulnerability scanning tools. 5 RRGE | BB || G5 || DB | RS
ffrom vuinerability monitoring;d. Remediate legitimate
nerability emediate legitir
response times] in accordance with an organizational
lassessment of risk;e. Share information obtained from
lthe vulnerability monitoring process and control
lpersonnel or roles] to help eliminate similar
lvulnerabilities in other systems; andf. Employ
|vulnerability monitoring tools that include the
capability to readily update the vulnerabilities to be
RA-05(01) N/A Withdrawn Functional o) N/A N/A N/A @  [UEEmmhErSr e RA-05(01)[RA-05(01)[RA-05(01)|RA-05(01)
Monitoring a;d t}spd‘atf (he( system vu\n’er[aAbmnes to k;e scannedt Undate Tool vent. hechan + to undat
election (one or more): [Assignment: organization- pdate Too - [Mechanisms exist to update
RA05(02) | Scanning | Update |defined frequency]; prior to a new scan; when new Functional - Intersects With - “capapility 06.1 |vulnerability scanning tools. 5 Eai= 02/ RE0S102) 0502 RERE 2}
oD ies 10 Belvulnerabilities are identified and reported].
Vulnerability breadth and depth of coverage
Monitoring and for vulnerability scanning that
RA05(03) | Scanning | Sroadth [Dfine the breadth and depth of vulnerability Scanning | g, tional Equal | Breadth /Depth of | veM- I InEE R SR et 10 05031 R o
and Depth of | -0Verage. Coverage 062 | canned and types of
Coverage vulnerabilities that are checked
Vulnerability information is allowed to be
Monitoring and  [Determine information about the system that is Acceptable vpw. [discoverable by adversaries and
RA-05(04) Scanning | |discoverable and take [Assignment: organization- Functional Equal Discoverable | (7' [rake corrective actions to 10 RA-05(04
Discoverable  |defined corrective actions]. Information - non-compliant
Information [Technology Assets, Applications
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\

land privacy requirements.e. Security and privacy

q . Req for
protecting security and privacy documentation;g.
Description of the system development environment
land environment in which the system is intended to
loperate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
land supply chain risk management; andi. Acceptance
criteria

Security
Requirements

Minimum Viable Product (MVP)
criteria establish an appropriate
level of security and resiliency
based on applicable risks and
threats.

y privileged access authorization to Mec:‘amzms exist lotrpleTent
i ization.defined - |privileged access authorization
RA-05(05) SCBHHinga‘"d prganization-d system . Functional Equal Privileged Access | o [for selected vulnerability 10 05(05)|RA-05(
Privileged Access [vulnerability scanning activities]. scanning activities.
Y XISt o
Monitoring and  |Compare the results of mutiple vulnerability scans vpy. |compare the results of
RA-05(06) Scanning | |using [ Functional Equal Trend Analysis | Yoy [vulnerability scans over time to 10 05(06)|RA-05(
Automated Trend [mechanisms]. 4 |determine trends in system
Vulnerability IReview historic audit logs to determine if a Mechanisms exist to review
Monitoring and  |[vulnerability identified in a [Assignment: organization- Review Historical | VPM- |historical event logs to determine| e rom ke o
RA-05(08) Scanning | Review |defined system] has been previously exploited within | Functional Equal Event logs 06.5 |if identified vulnerabilities have 10
Historic Audit Logs [an [Assignment: organization-defined time period]. been previously exploited.
. |Automated mechanisms exist to
Vulnerability
Monitoring and |Correlate the output from vulnerability scanning tools Correlate Scanning | VPM. sz[gee'fafﬂ‘;s’}‘;t:r“";;’?g;ls o
RA-05(10) Scanning | [to determine the presence of multi-vulnerability and | Functional Equal [elate S P kel S A I T RA-05(10)|
Correlate Scanning |multi-hop attack vectors. 5 > the presence of mul
relate Scant Vulnerability/multi-hop attack
& DEVETop, TOTUTITETTT, aTT o vectors
[Assignment: organization-defined personnel or
roles}:1. [Selection (one or more): Organization-level;
process-level; Sy level] system
and services acquisition policy that:a. Addresses
purpose, scope, roles, responsibilities, management
c i coordi mong
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2. Publi ; Mechanisms exist to establish,
ublishing Security, maintain and disseminate
Policy and Procedures to fa(\\ltate the \mp\emeqtat\on of the . Compliance & policies, standards and
SA-01 s system and services acquisition policy and the Functional |Intersects With| " GOV-02 . 5 SA-01 | SA-01 | SA01 | SA-01
ocedures / Resilience procedures necessary for secure,
associated system and services acquisition controls;b. Documentation Compliant and resilient
Designate an [Assignment: organization-defined o e
official] to manage the development, documentation, P
and dissemination of the system and services
acquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and fcllowmg [Ass\gnmer\l
- DeveTop, TBEAER, Iirsiaiaest t
organization-defined personnel or
mIeS] 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
lpurpose, scope, roles, responsibilities, management.
lcommitment, coordination among organizational
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives, : )
regulations, policies, standards, and guidelines; and2. mpﬂ’:\:‘;"t";ieo’:sgf‘&ﬁ‘rgga‘e the|
Policyan |Procedures to faciltate the impiementation of the Technology AR

SA-01 Procedures lsystem and services acquisition policy and the Functional Subset Of Development & | TDA-01 strategies, contract tools and 10 SA-01 SA-01 SA-01 SA-01
associated system and services acquisition controls;b. Acquisition e metot ks et
Designate an [Assignment: organization-defined procurement methods
lofficial] to manage the development, documentation, 9 -
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.

Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Asslgnment
4. D1 Mechanisms exist to review the
[Assignment: organization-defined personnel or Security, Compliance &
roles]:1. [Selection (one or more): Organization-level; Rediience brogram (SCRP),
Mission/business process-level; System-level] system netuding poicee, standanis and
and services acquisition policy thatia. Addresses oracedusue, ot nianned intervals
purpose. scope,roles responsiites, management B Slomifeant hanges oecur to
entities, and compliance; andb. Is consistent with e ot
y, adequacy an:

lapplicable laws, executive orders, directives, frectiverces.
requlations, policies, standards, and guidelines; and2. periodic Review &

Policy and Procedures to facilitate the implementation of the Undate of secority,

SA-01 Procedures lsystem and services acquisition policy and the Functional (Intersects With| Compliance & " |GOV-03 5 SA-01 SA-01 SA-01 SA-01
associated system and services acquisition controls;b. RS
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
land dissemination of the system and services
acquisition policy and procedures; andc. Review and
lupdate the current system and services acquisition:1.

Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Asslgnment
REGRES oA SR
[Assignment. organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and services acquisition policy that:a. Addresses
lpurpose, scope, roles, responsibilities, management
ion among izati
lentities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Policyand |Procedures to faciltate the impiementation of the Secure Software g":';’l‘:a"t'lf)’;: ;;‘;td‘g"dg‘;:’(‘;
sA-01 policy.and  lsystem and services acquisition policy and the Functional |Intersects With| _Development | TDA-06 |2PBlIcations based on Secure 5 SA01 | SA01 | SAO1 | SA-01
associated system and services acquisition controlsib. Practices (SSDP) eeom
ignate an [
official] to manage the development, du(umentatmr\,
and dissemination of the system and services
lacquisition policy and procedures; andc. Review and
update the current system and services acquisition:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:
8% sREIRG IR Curty-anT
lprivacy requirements for the system or system service . . .
in mission and business process planning:b. iechanisms exist to identify and
Al " " Determ(\inte, dD(tuVT\tEtnht, andtal\o(ate lf;e resources Al " . management, operational,
location of required to protect e system or system service as location of "’ .

SA-02 Resaurces p:rt o the D”mamzam"ay‘(ap‘ta‘ plgnmg o Functional Equal Resources PRM-03 |technical antd da::» prl;)tecl\cn 10 SA-02 | SA-02 | SA-02 | SA-02
investment control process; andc. Establish a discrete 'e““"e'“e‘" S wil f'" usiness
line item for information security and privacy in process planning for projects /
lorganizational programming and budgeting initiatives.

AR R P> H80eTop, ana manage the system using Mechanisms exist to manage the
[Assignment: organization-defined system Lsable lifecycles of Technology
development life cycle] that incorporates information lAssets, Applications and/or
security and privacy considerations;b. Define and Services (TAAS)

System document information security and privacy roles and Technology Sea.

SA-03 Life the system Functional (Intersects With| Lifecycle 071 5 SA-03 SA-03 SA-03 SA-03
Cycle life cycle;c. Identify individuals having information Management .

security and privacy roles and responsibilities; andd.
Integrate the organizational information security and
lprivacy risk management process into system
dexeanRe A G S RS e systemosng Mechanisms exist (o ensure
[Assignment: organization-defined system changes to Technology Assets,
development life cycle] that incorporates information [applications and/or Services
lsecurity and privacy considerations;b. Define and secure (TA8S) withn the Secure

System  |document information security and privacy roles and o Lie Life Cycle (SDLC)

Sho3 Cycle e life cycle;c. Identify mdlvldutales ;);svt\i'g" information Functiona! W cycle (spLoy | PRMO7 a[\e nm"m!f,d ‘thr,ougz 'frmal ° SAO3 | SAO3 | SAD3 | SA03
lsecurity and privacy roles and responsibilities; andd. Management change control procedures
Integrate the organizational information security and
lprivacy risk management process into system
mictude the Tollowmg requirements, descriptions, and
criteria, explicitly or by reference, Using [Selection
(one or more): standardized contract language;

[Assignment: organization-defined contract language]] . . y

in the acquisition contract for the system, system g":‘fgz’p"i"n‘j s:;ﬁu‘fsdgﬁ'n‘bmgy
lcomponent, or system serv\s(ler;‘gslﬁ(‘;nty and privacy lacsets, Applications andror
requirementsic. Security and privacy assurance ) Minimum Viable f‘:a’;”r“ig;iég’t'encﬁf‘f:;;;gy

SA-04 Acquisition Process [eduirements;d. Controls needed to satisfy the security| ¢, ctional |intersects with|  P3UCt MVP) | 75 05 lfunctional specifications ensure 5 sA-04 | sa-04
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e following requirements, 2
criteria, explicitly o by reference, using [Selection
(one or more): standardized contract language;
[ defined contract
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism
e irements;: rity an rivi rant . "
SA-04 Acquisition Process ’E“”‘ergf“:"t:d'séf’"?’e‘j: "ey;’edd % Sgi"éfi;s‘s:‘*asec(i”ty Functional [Intersects with| ~ THIrd-Party gy g1 M?;hpalgrlrs\::tae;‘:; :;Df {;w(r‘rlfsgsr:tyhe 5 SA-04 | SA-04
and privacy requirements.e Security and privacy Management anagament controi.
protecting security and privacy documentation;g.
Description of the system development environment
and environment in which the system i ntended to
perate;h. Allocation of
of partics responsible for imformation securty, privacy,
and supply chain risk management; andi. Acceptance
riteria
TRclude the Tollowing Fequirements, descriptions, and Mechanisms exist to facilitate thel
criteri, expliciy or by reference, using [Selection implementation of tailored
(one or more): standardized contract langua development and acquisition
[ Assignment: organization-defined contract languagel] strategies, contract tools and
in the acquisition contract for the system, system procurement methods to meet
lcomponent, or system service:a. Security and privacy Unique business needs.
lfunctional requirements;b. Strength of mechanism
requirements;c. Security and privacy assurance Technology
SA-04 Acquisition Process ;‘L“L’re“'l"aictfé‘:uﬁg’::"e“rlfs":esd:fu‘rﬁ;aa‘r“z%:Reacsfw”‘V Functional [Intersects With| Development & | TDA-01 5 SA-04 | SA-04
A Acquisition
lprotecting se(urlly and privacy documentation; R
Description of the system development environment
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chsin isk management; andi. Acceptance
& e romowmg e —and
criteria, explicitly o by reference, using [Selection
(one or more): standardized contract language;
[ defined contract
in the acquisition contract for the system, system
component, or system service:a. Security and privacy
functional requirements;b. Strength of mechanism T st o control
requirements;c. Security and privacy assurance ; changes to services by suppliers,
- requirements;d. Controls needed to satisfy the security oy 2naging Changes taking into account the criticality
SA-04 Acauisition Process |0 o e 6. Secunty ond privacy | Functional [Intersects With|  To Third-Party | TPM-10 | of business Technology Assets, 5 SA-04 | SA-04
and e o Services Applications, Services and/or
protecting security and privacy documentation;g. Data (LAAtiD’l;’.‘a; are In scope
Description of the system development environment y the third-party
and environment in which the system is intended to
operate;h. Allocation of responsibility or identification
of parties responsible for information security, privacy,
and supply chain risk management; andi. Acceptance
riteria
Mechanisms exist o require
software developers to provide
Acauiston process Require the developer of the system, system — o S e
unctional  |component, or system service to provide a description ; unctiona -
SA-04(01) Properties of |of the functional properties of the controls to be Functional Intersects Withi - properties 04.1 [feCurity. compliance and ived s [P )
Controls  implemented. within Technology Assets,
Applications and/or Services
(TAASD in sufficient detail to
exTSt toTamaT
network architecture diagrams
) (1) Contain sufficient detail to
e Ko e ol e s o, e T B b
SA-04(01) | Funct Functional [Intersects With| & Data Flow | AST-04|  network's architecture; 5 5A-04(01)[SA-04(01)
roperties of of the functional properties of the controls to be oi s o °
operties ol iagrams (DFDs) (2) Reflect the curren
architecture of the network
environment; and
(3) Document all
MEPC lanisms exist to maintain
Require the developer of the system, system network architecture diagrams
lcomponent, or system service to provide design and that:
Acquisition Process implementation information for the controls that (1) Contain sufficient detail to
| Designand _ [includes: [Selection (one or more): security-relevant Network Diagrams lassess the security of the
5A-04(02) Implementation ~ [external system interfaces; high-level design; low-level | Functional |Intersects With| & Data Flow | AST-04 |network's architecture; 5 5A-04(02)
Information for  |design; source code or hardware schematics; Diagrams (DFDs) (2) Reflect the current
Controls  |[Assignment: organization-defined design and architecture of the network
implementation information]] at [Assignment: lenvironment; and
organization-defined level of detail]. (3) Document all
data flow
T T e CIopeT O e Sy ST, Sy st
lcomponent, or system service to provide design and
Acquisition Process implementation information for the controls that
| Designand _ [includes: [Selection (one or more): security-relevant Access to Program Mechanisms exist to limit
SA-04(02) Implementation ~|external system interfaces; high-level design; low-level| Functional [Intersects With| A“E> £© F1973™ | TpA-20 |privileges to change software 5 5A-04(02)
Information for  [design; source code or hardware schematics; resident within software libraries
Controls  |[Assignment: organization-defined design and
limplementation information]] at [Assignment:
Anfinad | v
Require the developer of the system, system Software developers to provide
lcomponent, or system service to provide design and information describing the
Acquisition Process implementation information for the controls that functional properties of the
| Designand [includes: [Selection (one or more): security-relevant Functional 1o [security, compliance and
SA-04(02) Implementation - |external system interfaces; high-level design; low-level| Functional |Intersects With|  F0eione! 02 |resitience controls to be utilized 5 5A-04(02)
Information for  [design; source code or hardware schematics; -1 \within Technology Assets,
Controls  |[Assignment: organization-defined design and Applications and/or Services
implementation information]] at [Assignment: (TAAS) in sufficient detail to
organization-defined level of detaill. permit analysis and testing of the|
Mechanisms exist to require the
. Require the developer of the system, system ldevelopers of Technology Assets,
Acqwcsowtr:f:‘ Pg"gsss cura\ponem, or syst‘;m serwceym pmduy(e a plan for Continuous TDA- App\i(aptions andfor Ser\%es
SA-04(08) Mo,“iwrm'g oran for nitoring of control i thatis | Functional Equal Momw‘”;g omn | 051 |(TAAS) to produce a plan for the 10 04(08)
Conbols lconsistent with the continuous monitoring program of 1 |continuous monitoring of
lthe organization. security, compliance and/or
resilience control effectiveness.
Mechanisms exist to require the
developers of Technology Assets,
Acquisition Process [Require the developer of the system, system |Applications and/or Services
Functions, Ports, [component, or system service to identify the functions, Ports, Protocols & | TDA- |(TAAS) to identify early in the
SA-04(09) ‘ protocols, and . [porte. protocols, and services intended for Functional Equal Services I Use | 021 [Secure Development Life Cycle 10 i)
Services in Use  [organizational use. (SDLO), the functions, ports,
protocols and services intended
for use.
i exIStTo Tmit the Use
lof commercially-provided
information Assurance (1A) and
IA-enabled IT products to those
Acquisiton rocess [ETPISY only nformaion technology products on the nformation | 0. lorodcts that have been
SA-04(10) 11Use of Approved [0S 2oL e B o e withim Functional _[Intersects With| Assurance Enabled | (2’5 [successfuly evaluated against a 5 5A-04(10)
PIV Products ) et Cat0n (PN e Products -2 |National Information Assurance
g partnership (NIAP)-approved
Protection Profile or the
cryptographic module is FIPS-
alidated or N
/3 OBbtain o develop doc Tor
lthe system, system ent, or system service that
describes:1. Secure configuration, installation, and
operation of the system, component, o service;2.
Effective use and maintenance of security and privacy Mechanisms exist to obtain,
lfunctions and mechanisms; and3. Known protect and distribute
|vulnerabilities regarding configuration and use of administrator documentation for
administrative or privileged functions;b. Obtain or [Technology Assets, Applications
develop user documentation for the system, system land/or Services (TAAS) that
lcomponent, or system service that describes:1. User- describe
accessible security and privacy functions and (1) Secure configuration,
mechanisms and how to effectively use those functions Documentation installation and operation of the
SA-05 Documentation  [and mechanisms;2. Methods for iser interaction, which| Functional |Intersects With Requirements | TPA"04 [TaAs; 5 SA-05 | SA05 | SAO5 | SA-05
enables individuals to use the system, component, or (2) Effective use and
service in a more secure manner and protect individual maintenance of security
privacy; and3. User responsibilities in maintaining the features/functions; and
security of the system, component, or service and (3) Known vulnerabilities
privacy of individuals;c. Document attempts to obtain regarding configuration and use
Isystem, system component, or system service of administrative (e.g.,
doc when such is either privileged) functions.
i and take [
organization-defined actione] in response; andd.
Distribute documentation to [Assignment:
d personnel or rolesl
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FDE Name

Focal Document Element (FDE) Descri

ain or develop administrator documentation for
lthe system, system component, or system service that
describes:1. Secure configuration, installation, and
loperation of the system, component, or service;2.
[Effective use and maintenance of security and privacy
[functions and mechanisms; and3. Known
lvulnerabilities regarding configuration and use of
ladministrative or privileged functions;b. Obtain or
develop user documentation for the system, system
lcomponent, or system service that describes:1. User-
accessible security and privacy functions and

GOVRAMP_x000a_Crosswalk Mapping

Mechanisms exist to determine
security, compliance and
resilience control applicability by
dentifying, assigning and

version 2026.1_x000a_03/27/2026

RIgn
Low+ Moderate (FedRAMP
\

System Imechanisms and how to effectively use those functions | AssetScope | AST- |documenting the appropriate
SA-05 Documentation ~[and mechanisms;2. Methods for user interaction, which| " unctional |intersects With|¢yoccicicarion | 04,1 asset scope categorization forall| > S5 | &b || 9B || S4B
enables individuals to use the system, component, or [Technology Assets, Applications
Iservice in a more secure manner and protect individual and/or Services (TAAS) and
privacy; and3. User responsibilities in maintaining the personnel (internal and third-
Isecurity of the system, component, or service and parties).
lprivacy of individuals;c. Document attempts to obtain
system, system component, or system service
doc: when such doc is either
ilable or and take [
organization-defined actions] in response; andd.
Distribute documentation to [Assignment:
oraanization-defined nersonnel or rolesl — e
- Mechanisms exist to develop,
lApply the following systems security and privacy I
security ang_[choinering princpies in the specification desian, _ document and mainain secure
SA-08 Privacy Engineering d and Ofthe | Functional [intersects with| SEUre Baseline | ¢ 05 (rachnology Assets, Applications 5 SA-08 | SA-08
Principles system and system components: [Assignment: Configurations andfor Sevices (TARS) that a6
organization-defined systems security and privacy and/or Services (TAAS)
engineering principlesl. Sccepted system hardenin
R e RS 1 St i e
lApply the following systems security and privacy ‘r’e“(pu“;mf:;ast'eﬂ:S”‘(jg;fs{;an(e
Security and _ [&n9ineering principles in the specification, design secure . and resilience practices in the
. : an of the ecure Engineerin
SA-08 Prlvacpy”sgg\lr;:ermg system and system Components: [Assignment. Functional |Intersects With| b m(‘gp‘es 9| sea-01 ;Ze:gcar:g:t, q:«s'?e"r}\entat o 5 SA-08 | SA-08
P lorganization-defined systems security and privacy o mc"d‘ﬁcat’u‘m Zf Techno;ogy
engineering principles]. lAssets, Applications and/or
3 Require That providers of external SyStem Services =
comply with organizational security and privacy
requirements and employ the following controls:
[Assignment: organization-defined controls;b. Define Mechanisms exist to mitigate the
External System |2nd document organizational oversight and user roles risks associated with third-party
SA-09 2rnal SYSeM land responsibilities with regard to external system Functional Equal  [Third-Party Services| TPM-04 [access to the organization's 10 sA-09 | SA09 | sA-09 | sA-09
lservices; andc. Employ the following processes, [Technology Assets, Applications,
Imethods, and techniques to monitor control Services and/or Data (TAASD).
compliance by external service providers on an
ongoing basis: [Assignment: organization-defined
me
External System [P CONGUCE ah organzational assessment of TSk prior Vechanisms exist to Conduct a
Services ‘ Risk [to thglatquwswtwon or gtti;)urgwng‘o: :rl’v‘formauor; Third-Party Risk - risk gss{essmenl Frlur tP théf
security services; andb. Verify that the acquisition or - [acquisition or outsourcing o
SA-09(01) A e iorem loutsourcing of dedicated information security services | Fnetone! Equal onens & | 041 [technology-related Technology 10 SCelOlSEdOR) SR0o0D
Dot s approved by [Assignment: organization-defined lAssets, Applications and/or
or roles]. Services (TAAS)
External System External External Service Providers (ESPs)
Services | ';:R/‘;c‘r:s‘:(’)°i"d‘g:ti'5iy°{;:eﬁfﬁ!fi‘:r"’;g:::f;":";gi:;" and Connectivity to identify and document the
SA-09(02) ;ﬁ:zﬂg;z“g{'}‘ rt°sf other services required for the use of such services: Functional Equal I';eecr"‘:“f"iamj:rfsaf '5':"; g‘r‘:t';‘fgfs";;" th"h’ oS, it 10 5A-09(02)[SA-09(02)|SA-09(02)|
Protocols, and " [[ASelgnment: organization-defined external system Ports, Protocols & requires to operate its
Services Services [Technology Assets, Applications
EXternal System —[Take the Tollowing actions to Veriry Tat the InEerests o - -
Services | [[Assignment: organization-defined external service oM. |irechanisms exist to ensure that
SA-09(04) |Consistent are consistent with and reflect Functional Equal | Conflct of Interests| (71 (e Inierests of extemalselvices| 10 5A-09(04)
of Consumers and |arganizational interests: [ ort reflect organizational interests.
External System [Restrict the location of [Selection (one or more): Geolocation mig[‘;:‘z’{cﬁjﬁft o controlthe
Services | [information processing; information or data; system Requirements for O et e based on
SA-09(05) Processing,  [services] to [Assignment: organization-defined Functional Intersects With|Processing, Storage| CLD-09 Eus.ness Ee U.re?nents that 5 9
Storage, and [locations] based on [Assignment: organization-defined and Service i qul
Service Location |requirements or conditions]. Locations includes statutory, regulatory
9 land
EXtemnaT System —[ReStict the Tocalion of TSelection (one oF MoreT: - " - "
Semices ||| [mformation processng: nformation or doto systen pocnraparty [ echaniams exist to retric the
SA-09(05) Processing,  [services] to [Assignment: organization-defined Functional _[Intersects With| ""C255/29: Stor I AT 5 09(05)
Storage, and _ocations] based on [Assignment; organizatio-defined T Sercs P o ot
Mechanisms exist to inventory,
document and maintain data
External System  [Restrict the location of [Selection (one or more): flows for data that is resident
Services| [information processing; information or data; system Geographic (permanently or temporarily)
SA-09(05) Processing,  [services] to [Assignment: organization-defined Functional [Intersects With| | (G209"@RRIC | pck-19|within a service's geographically 5 09(05)
Storage, and  [locations] based on [Assignment: organization-defined ocation of Data distributed applications (physical
Service Location |requirements or conditions]. land virtual), infrastructure,
systems components and/or
shared with other third-parties.
ReqUTTe TITeCeVeToper O e SySTem, SystenT
component, or system service to:a. Perform
configuration management during system, component,
or service [Selection (one or more): design;
; operation; : ) ;
Document, manage, and control the integrity of Mefha”'dsmslex'“ to ’Zq“"e
b ichanges to [Assignment: organization-defined System developers an
eveloper ! ssignment: ¢ r Developer integrators to perform
SA-10 | | s Functional Equal Configuration | TDA-14 [configuration management 10 SA10 | SA-l0
Management o roved changes to the system, component, or Management g“”"lg SVS‘ET.UESI'Q"' tati
Iservice:d. Document approved changes to the system, levelopment, implementation
lcomponent, or service and the potential security and and operation
privacy impacts of such changes; ande. Track security
[flaws and flaw resolution within the system,
component, o service and report findings to
Developer Mechanisms exist to require
w0 ﬁ:::g:;f;‘:t"l Require the developer of the system, system Software / Firmware| 1p, g;;ﬁ'c"apﬁeorf‘ s";:;f:{";:’ra‘; ::Sets'
-10(01) canagement | lcomponent, or system service to enabe integrity Functional Equal Integrity e 7S 10 SA-10(01)[SA-10(01)
\verification of software and firmware components. Verification .
Firmware Integrity verification of software and
Verification firmware
Require the developer of the system, system Mechanisms exist to require
system developers/integrators
component, or system service, at all post-design e e e e
Destion and iaplement a pian or Onaing security ndor resilience personnel to:
and privacy control assessments;b. Perform [Selection Security, ‘sle’cs:i;f:s’l‘f‘n'g";f“s“gfgl‘u;non
Developer Testing |(ON€ OF MOre): unit; integration; system; regression] Compliance & e e ooty
sA-11 e o [ defined | Functional Equal | Resilience Testing | TDA-09 (S1™) Plan: o STer Copab iy 1 SA1l SA1l | SA1l | sA1l
ffrequency] at [Assignment: organization-defined depth Throughout e e tone et
and coveragelic. Produce evidence of the execution of Development O B e
[the assessment plan and the results of the testing and entien doring the cemol
evaluation;d. Implement a verifiable flaw remediation A A A
process; ande. Correct flaws identified during testing e g
and evaluation. (3) Document the results.
Mechanisms exist to require the
developers of Technology Assets,
Developer Testing [ReGUIre the developer o the syster, system +oa, [ABplicatons andior Services
>5ting |component, or system service to employ static code - 0 employ static code
SA110D) | and gzzg‘i‘n‘:‘y‘sis lanalysis tools to identify common flaws and document | Functional Equal  [Static Code Analysis| 495 |3nalysis tools to identify and 10 RESOS EASLIOTHEESEC)
lthe resuits of the analysis. remediate common flaws and
document the results of the
analysis.
RequIre the GeveToper o te SyStemT, SystenT
component, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.| Mechanisms exist to require
Uses the following contextual information system developers and
Developer Testing |l organization-defined i integrators to develop and
and Evaluation | [concerning impact, environment of operations, known Developer Threat implement an ongoing Security
SA11(02) Threat Modeling ~[or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Analysis & Flaw | TDA-15 [Testing and Evaluation (ST&E) 5 SA-11(02)[SA-11(02)
and Vulnerability [Employs the following tools and methods: Remediation plan, or similar process, to
Analyses  [[Assignment: organization-defined tools and objectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
lthe following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
andd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
ACCeqiRRs VeTOper of the SySTem, System
component, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
ion of the system, or service that:a,
beveloper Testng Uses the fol\oorvgv;r:‘gizcainteﬁu:\ information: Mechanisms aist o perom
reat modelling and other
and Evaluation | | concerning impact, environment of operations, known ) TOA | s e et
SA11(02) Threat Modeling |~ or assumed threats, and acceptable risk levelslb. | Functional [Intersects With| Threat Modeling | (0% | Secure design techniques, to 5 SA-11(02)[SA-11(02)

and Vulnerability
Analyses

Employs the following tools and methods:
[Assignment: organization-defined tools and
methodsJic. Conducts the modeling and analyses at
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
andd. Produces evidence that meets the following

criteria: [Assi ization-defined

riterial

and solutions are identified and
accounted for.
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FDE Name Focal Document Element (FDE) Descr
Mechanisms exist o require the
developers of Technology Assets,|
Developer Testing Require the developer of the system, system Applications and/or Services
and Evaluation | |component, or system service to employ dynamic code| Dynamic Code | TDA- | (TAAS) to employ dynamic code
SA-11(08) Dynamic p malyats toola to dentify common flawe and document| Functional Equal Y analysis 093 | ansiysie toors to iaentiy and [ Rl ()
Analysis the results of the analysis. remediate common flaws and
document the results of the
analysis.
SA-12 N/A Withdrawn Functional Nog NIA N/A N/A [Withdrawn in NIST SP 800-53 RS sA-12
& ReqUITE T GeveropeT o e System
Component, or syster service to follow a documented
process that:1. Explicitly addresses
security and privacy requirements;2. Identifies the
Istandards and tools used in the development
process;3. Documents the specific tool options and tool
configurations used in the development process; and4. : )
Development  |bocuments, manages, and ensurés the integrity of Secure Software Mechanisms exist to develop
SA-15 Process, Standards, [changes to the process andjor tools used in Functional Equal Development | TDA-06 ggflv'f:rfgzv;ffm‘::“ Sf:c'leices 10 SA-15
Tools  |development; andb. Review the development process, Practices (SSDP) o, P
standards, tools, tool options, and tool configurations
[Assignment: organization-defined frequency] to
determine if the process, standards, tools, tool options
and tool configurations selected and employed can
satisfy the following security and privacy
aui : zation-defined
ecuritv and nrivac _ _ _
Require the developer of the system, systern echaers oxs fo requre T1o
component, or system service to provide the following Appl?cat\ons andior Sge‘:vices d
Sal6 Developer-provided| _ training on the ct:rrectduse and operation of trze | Functonat Equal  |Developer-Provided| 1 1 | ARBIE oD Bndlor Sery e e 10 T
raining | implemented securty and privacy unctions controls, raining e e o e o e
r A Technology Asset, Application
- andjor Service (TAAS).
GeveTopers of Techrology ASSets,
Applications and/or Services
(TAAS) to produce a design
specification and security
larchitecture that:
Require the developer of the system, system (1) Is ?"S'S‘fet"h‘ with and tion'
component, or system service to produce a design Supportive of the organization's
Speciication and security and prvacy architectura securiy architecture which i
lhadt. 1S consis':elnt :vith metorgamzzzt\on'ls se::tutrr\‘ly ntegrated part of the
.., [and privacy architecture that is an integral part the ated pz A
Develaper Secury o eerprise rchinecturert, Accurately Developer organization's enterpise
sA-17 Ao and completely describes the required security and | Functional Equal Architecture & | TDA-05 : 10 sA17
rehitecture and functionality, and the allocation of controls Design (2) Accurately and completely
esign privacy functionality, and the a ‘ 9 describes the required security
lamong physical and logical components; andc. et o e of
Expresses how individual security and privacy oy i nre ane
ffunctions, mechanisms, and services work together to urity, compliance anc
lprovide required security and privacy capabilities and resilience con .
la unified approach to protection. g:ysma\ and logical components;
(3) Expresses how individual
security functions, mechanisms
and services work together to
provide required security
3 Develop; Gocumere: and o and aunified
n-defined personnel or
roles}:1. [Selection (one or more): Organization-level;
i process-level; level] system
and communications protection policy thata
Addresses purpose, scope, roles, responsibilities,
i rdination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and Mechanisms exist to establish,
quidelines; and2. Procedures {o facilitate the Publishing Security, maintain and disseminate
Policy and implementation of the system and communications Compliance & policies, standards and
sco1 Procedures protection policy and the associated system and | Functional |intersects With)  “gogiiance ©  |GOV-02|5rocequres necessary for secure,| > SCOLYESCOly[Scoll e ol
communications protection controls;b. Designate an Documentation compliant and resilient
[Assignment: organization-defined official] to manage capabilities.
the and of
the system and communications protection policy and
procedures; andc. Review and pdate the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined eventsl;
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
5 Develop, document, and Gisseminate to Mechanisms exist to develop,
[Assignment: organization-defined personnel or govern & Undate procedures to
roles]: . [Selection (one or more): Organization-level; Paciitate the implementation of
Mission/business process-level; System-level] system Network Security Controls (NSC).
and communications protection policy tha
|Addresses purpose, scope, roles, responsibilities,
Imanagement commitment, coordination among
organizational entities, and compliance; andb. Is
consistent with applicable laws, executive orders,
directives, regulations, policies, standards, and
uidelines; and2. Procedures to facilitate the
Policy and of the system and communications Network Security
sco1 Procedures  [protection policy and the associated system and Functional |~ Subset Of | “conergis (nsc) | NET-01 10 EECR || B || £ || S
lcommunications protection controls;b. Designate an
[Assignment: organization-defined officiall to manage
fthe ion, and di of
fthe system and communications protection policy and
procedures; andc. Review and update the current
lsystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
ffollowing [Assignment: organization-defined events];
and2. Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
efined ayentel
S YeVelop, uuLulnelvl, and T
L n-defined personnel or
roles}1. [Selection (one or more): Organization-level;
i process-level; System-level] system
and communications protection policy that a.
Addresses purpose, scope, roles, responsibilities,
i ion among
organizational entities, and compliance; andb. Is ; ;
consistent with applicable laws, executive orders, Mechanisms exist to faclitate the
directives, regulations, policies, standards, and remgmzed security, mmp";"n:e
i guidelines; and2, Procedures o faciltate the e P A A
olicy an implementation of the system and communications ecure Engineering
sco1 Procedunes | protection policy and the associated systemana | Functional | - subsetot | SCCECaRLErg| sea01 | specification,design. | 10 sco1 | scoL | sco1 | scol
communications protection controls;b. Designate an e tion o Technology
[Assignment; organizaton-defined oficil to manage | e e
the system and communications protection policy and Services (TAAS).
procedures; andc. Review and update the current
system and communications protection:1. Policy
[Assignment: organization-defined frequency] and
following [Assignment: organization-defined eventsl;
and2. Procedures [Assignment: organization-defined
frequency] and following [Assignment: organization-
5 Develop, docTment ahd Siseninate to
[Assignment: organization-defined personnel or
roles]: . [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and communications protection policy tha
|Addresses purpose, scope, roles, responsibilities,
< among
organizational entities, and compliance; andb. Is : ) )
lconsistent with applicable laws, executive orders, g'eefs‘r?t’;;sg’:rf:;fa‘rfgerzv'ew the
directives, regulations, policies, standards, and RS ANA AN
oty ang | |iclines; and2. Procedures to facitate the periodic Review & ritng P L e and
olicy an implementation of the system and communications. pdate of Security, )
scor ocois  [precion pohey ane the aseacine syvem and | Functional[mersects with| VPE2TE SRRV | Gov-03 procedures,at plamned ntervals | 5 scoi | sco1 | scor | scor
lcommunications protection controls;b. Designate an Resilience Program Ensuregmew (Dntmmgng
[ssgnmen; organization-gefned officiall to manage | SUrabiity. aaeauacy ond
lthe system and communications protection policy and effectiveness.
procedures; andc. Review and update the current
lsystem and communications protection:1. Policy
[Assignment: organization-defined frequency] and
ffollowing [Assignment: organization-defined events};
and2. Procedures [Assignment: organization-defined
ffrequency] and following [Assignment: organization-
defined events]
separation of |G 3 ate user functionality, including user interface Application sga- [Mechanisms exist to separate
S0z | syt o e B e mansgement uncuonany. ~ | Foncional | Eaal | QERESIES | G55 |userunctionalty fom aystem | 10 sco2 sco2 | scor | sco2
Mechanisms exist fo ensure
lsecurity functions are restricted
sc-03 Se I anction lisolate security functions from nonsecurity functions. | Functional [Intersects With| SSSUIE A°Ce%2 19 | END-16 o authorized ;ﬂ;x‘;‘g“:‘;s{‘;l 5 sc-03
requirements for necessary job
S ity Fi i S ity Fi i SEA. fund EXTST L0 TS0Tate
sC-03 e‘“lga{at:;’:“ 10N Jisolate security functions from nonsecurity functions. | Functional |Intersects With| >S¢UT Vat“g‘n‘ fon a1 [security functions from non- 5 5C-03
. 2 fonct
m | orevent ot B | Mechanisms exist 0 prevent
reven information Information In unauthorized and unintendet
sc-o4 Shared System Teansier v anared systom resources, Functional Equal | gpared Resources | SEA03 | information transfer via shared | 1° sco4 SC-04 | SC04 | sc.04
system resources.
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Secu ewor Rign
FDE Name Focal Document Element (FDE) Descr e T [ b SR Lowt  Moderate (FedRAMP)
a. [Selection (one): Protect against; Limit] the effects of] Mechanisms exist to control
lhe following types of denial-of-service events: resource utilization of
of-service or -defined types of denial-of- [Technology Assets, Applications
5C-05 o service eventsl; andb. Employ the following controls to| - Functional Intersects With| Resource Priority | CAP-02 fand/or Services (TAAS) that are 5 SC-05 | SC-05 | SC05 | SC-05
rotection
achieve the d f-service objective: [ susceptible to Denial of Service
orgamzat\onrdeﬁned controls by type of denial-of- (DoS) attacks to limit and
service event]. prioritize the use of resources.
a. [Selection (one): Protect against; Limit] the effects of Mechanisms exist to conduct
lthe following types of denial-of-service events: (capacity planning so that
Denialof-service |/ASsianment: organization-defined types of denial-of- necessary capacity for
SC-05 e rmice Iservice eventsl; andb. Employ the following controls to | Functional  [Intersects With| Capacity Planning | CAP-03 [information processing, 5 SC05 | SC-05 | SC05 | SC-05
achieve the denial-of-service objective: [Assi telecommunications and
organization-defined controls by type of denial-of- lenvironmental support will exist
service event]. during contingen
a. [Selection (one): Protect against; Limit] the effects of
lthe following types of denial-of-service events: Mechanisms exist to faciitate the
Denial-of-service [1ASsignment: organization-defined types of denial-of- Capacity & e o e sure
SC-05 ) service events]; andb. Employ the following controls to | Functional Intersects With| ~ Performance | CAP-01 75705 5 SC-05 | SC-05 | SC05 | SC-05
Protection tsl; and® fing loptimal system performance to
achieve the vice objective: Management
organization-defined controls by type of denial-of- meet expected and anticipated
service event]. pacity req -
a. [Selection (one): Protect against; Limit] the effects of
fhe following types of denial-of Si"(;f:g";“;zma‘ of. Automated mechanisms exist to
I-of-service A | Denial of Service | NET- |protect against or limit the
5C-05 brotoction se;\‘/lscvese\rlznis] andb. Employ tTee(::)J\:wmg controls to | Functional [Intersects With| 5l 0 e e | BT e e ial of Service 5 SC-05 | SC-05 | SC05 | SC-05
lorganization-defined controls by type of denial-of- attacks.
service event].
Mechanisms exist to control
Protect the availability of resources by allocating ;eesc%“n'gfo;;'y:;e‘fs" Z;phcam”s
Resource  [[Assignment: organization-defined resources] by ’ ; A g g
5C-06 Mooty [(Gorention (ona ormerey priority: qustor (Aedigament, | Functional - [Intersects With| Resource Priority | CAP-02 Ecsdc/gL?s{:f:sogﬁso)ftgg:fi 5 SC-06 | SC-06
lorganization-defined controls]]. (DoS) attacks to limit and
prioritize the use of resource:
[@- Monitor and control communications at the external
Imanaged interfaces to the system and at key internal
Imanaged interfaces within the system:b. Implement
subnetworks for publicly accessible system Mechanisms exist to monitor and
Bounda that are [Selection (one): physically; Bounda control communications at the
sc07 potosa™ llogically] separated from internal organizational Functional [Intersects With|  poUn98Y | NET-03 |external network boundary and 5 sC-07 | SC07 | sc07 | sc-07 | sco7
networks; andc. Connect to external networks or at key internal boundaries within
systems only through managed interfaces consisting of| the network.
lboundary protection devices arranged in accordance
|with an organizational security and privacy
SXIST o Tt the
Bounda number of eoncurrent extemnal
5C-07(03) Protection | Access | HMit the number of f;‘;esr";‘e'r‘rf“’““ connectionsto | ¢ ctional Equal L&’gﬁﬂtig’;i’: g?l network connections to its 10 5C-07(03) 5C-07(03)[SC-07(03)
i ystem. ‘1| Technology Assets, Applications
and/or Services (TAAS)
3 TaNagET IETTaCe Tor eaCh extermar
Celocommunication Servicerb, Establieh g traffic flow
policy for each managed interface;c. Protect the
confidentiality and integrity of the information being
transmitted across each interface;d. Document each Mechanisms exist to maintain a
exception to the traffic flow policy with a supporting Thanaged interface for each
Boundary mission or business need and duration of that need;e. [managed interface for each
Protection | Review exceptions to the traffic flow policy External NET- o e e the
5C-07(04) External [Assignment: organization-defined frequency] and | Functional |Intersects With| Telecommunication P 5 5C-07(04)[SC-07(04)
032 | confidentiality and integrity of
Telecommunication | remove exceptions that are no longer supported by an s Services e e o ey
s Services explicit mission or business need;f. Prevent transmithod BCse sagh
unauthorized exchange of control plane traffic with e
external networks;g. Publish information to enable
remote networks to detect unauthorized control plane
traffic from internal networks; andh. Filter
unauthorized control plane traffic from external
Mechanisms exist to configure
Deny network communications traffic by default and Deny Traffic by firewall and router configurations
g Protection | Deny [allow network communications traffic by exception ; NET-  [to deny network traffic by default g g g
5C-07(05) by Default — Allow [[Selection (one or more): at managed interfaces; for | Functional |intersects With _ Befault & Alow | 041 fand allow network traffic by 5 ESSUURIEERAERISECE]
by Exception  [Assignment: organization-defined systems]]. Y P! lexception (e.g., deny all, permit
by exception).
Boundary  |Prevent split tunneling for remote devices connecting echanisms existto prevent spiit
Protection | Split|to organizational systems unless the split tunnel is . CFG. [unneling for remote devices
5C-07(07) Ponneling far |securdly dsing U Functional Equal Split Tunneling | 5% |unless the split tunnel is securely| 10 5C-07(07)[SC-07(07)|SC-07(07)
Remote Devices defined safeguards] provisioned using organization-
defined
Route [Assignment: organization-defined internal Mechanisms exist to route
Protection | Route ions traffic] to | Route Internal | e [internal communications traffic
SC-07(08) e te e external networks] through authentcated Functional Intersects With|  Traffic to Proxy | 35y toig?:lezmé:e;;vp%i;hgggc 5 5C-07(08)[SC-07(08)
Proxy Servers ~[PTOXY servers at managed interfaces. servers at managed interfaces.
Mechanisms exist to force
internet-bound network traffic
Protection | Route [ROUte [Assignment: organization-defined internal through a proxy device (e.g.,
ations traffic] to [ DNS & Content Policy Enforcement Point (PEP))
5C-07(08) Authenticateq  |defined external networks] through authenticated Functional  |Intersects With Filtering NET-18 |5 URL content filtering and DNS 5 5C:07(08){SC-07(08)
Drovy Servera  |Proxy servers at managed interfaces. filtering to limit a user's ability to
lconnect to dangerous or
prohibited Internet sites.
a. Prevent the exfiltration of information; andb. Prevent NET. [tomated mechanisms gXist to
SC07(10)  |Protection | Prevent|Conduct exdiltration tests [Assignment: organization- | Functional [Intersects With| ~ Unauthorized | ot [RTEIERLRE COOURENERe 5 5C-07(10)
Exfiltration  |defined frequency] Exfiltration (iata across managed itertaces
Mechanisms exist to
3. Prevent the exfitration of information; andb. Loss implement Data Loss Prevention
SC-07(10)  |Protection | Prevent| Condu tests [ or - | Functional [Intersects With| p D3R 10% | INET-17| - (DLP) to protect sensitive 5 5C-07(10)
Exfiltration defined frequencyl. information as it is stored,
and processed
ndary [ defined host- Mechanisms exist to implement
! lbased boundary protection mechanisms] at Host-Based Security| END- |underlying software separation g g g
sc0702) o ot [[Assignment: organization-defined system Functional Equal Function Isolation | 16.1 |mechanisms to facilitate security| 10 SRR SELII2) SE0l )
function isolation.
Boundary [isolate [Assignment: organization-defined information f;ﬁ:{‘e‘yse"gi’r“fgfg‘f‘s";f\:bs’f“;z
Protection | |security tools, mechanisms, and support components] Y PP
sc.0713)  |lsolation of Security irom other internal system components by Functional | ntersects With|  Management | NET- [eyitem oot oary Me! 5 5C-07(13)[SC-07(13)[5C-07(13)
Tools, Mechanisms, implementing physically separate subnetworks with et 06,1 [ e raty
and Support  |managed interfaces to other components of the sugne(worksgwi(ﬁmanaged
Components  jsystem. interfaces to other components
. .
Mechanisms exist to facilitate the|
implementation of industry-
Prevent systems from entering unsecure states in the secure Engineerin recognized securlty, complionce
5C-07(18) Protection | Fail  [event of an operational failure of a boundary Functional |Intersects With| Prmagp‘es 9| sea-01 peciication d"esm 5 SC-07(18)[SC-07(18)
pprotection device. development, implementation
land modification of Technology
Assets, Applications and/or
dynamically isolate (e.g.,
Boundary o0 ige the capability to dynamically isolate Dynamic Isolation & sandbox) untrusted components
Protection | c ! NET-  [during runtime, where the
5C-07(20) Dytamic 1soiation [Assignment: organization-defined system Functional Equal Segregation 055 [component s iolated n a fault 10 5C-07(20)
| X
) from other system components. bat i ean
still collaborate with the
Miechanisms exist to employ
Boundary  [Employ boundary protection mechanisms to isolate boundary protections to isolate
g Protection | [[Assignment: organization-defined system Isolation of System | NET-  [Technology Assets, Applications g
SC-07(21) Isolation of System upporting [ izati Functional Equal Components 03.7 |and/or Services (TAAS) that 10 [Feaen)
Components  [defined missions and/or business functions]. support critical missions and/or
business functions.
Transmission - confidentiality: (Cryptographic mechanisms exist
ansm Protect the [Selection (one or more): confidentiality; | Transmission
5C-08 Confidentiality and 11 oC e e information- Functional _[Intersects With| o oCeTEEER | CRY-03 to protect the confidentiality of 5 SC-08 | SC-08 | SC-08
Integrity data being transmitted.
Transmission e [Cryptographic mechanisms exist
ansm Protect the [Selection (one or more): confidentiality; | Transmission :
5C-08 Confidentiality and Functional [Intersects With CRY-04 to protect the integrity of data 5 sc08 | sc-08 | sc-08
Integ”tyy integrity] of transmitted information. Integrity being transmitted.
i ! . (Cryptographic mechanisms exist
ansm o to [Selection
Confidentiality and y . |to prevent unauthorized
5C-08(01) Integrity | ::gfg;m‘;’?;'e‘z;i‘t’i'p‘;x"::ig";ﬁsfmda'fsﬁ?‘é’;ﬁ: Functional |Intersects With| A'te;’;gf:;i';yr‘s“a' 8';"1 disclosure of information as an 5 5C-08(01)[SC-08(01)
Cryptographic  |[VOTELC0 9 9 -1 lalternative to physical
Protection - safeguards.
T Mechanisms exist to facilitate the|
: mechanisms to [Selection n
s
and | o more): prevent unauthorized disclosure of ' Use of implementation of cryptographic
5C-08(01) Integrity | Functional  |Intersects With| ~ Cryptographic | CRY-01 |protections controls using known 5 5C-08(01)[SC-08(01)
information; detect changes to information] during
Cryptographic o public standards and trusted
Protection - cryptographic technologies.
COnTﬁdentiamy and c i to [Selection Cryptographic mechanisms exist
5C-08(01) Integrity | f;}gfﬂ,“‘a’l"gﬁrﬂefeft"fg‘g :”:s“f;‘“‘r"‘fz:r‘r’n‘;‘j;‘:f;;gf Functional ~|Intersects With| ggﬁg‘;’:ﬁa‘ﬁ{‘ CRY-03 | to protect the confidentiality of 5 5C-08(01)[SC-08(01)
Cryptographic ana 9 Yy data being transmitted.
ransmission.
Protection
- XISt o Termnate
Cormmumications seceion ot e enchof he session or Network Connection pecwor connectons t he end
SC-10 Network Disconnect| ; " ! A " Functional Equal A NET-07 [of a session or after an 10 SC-10 | SC-10 | SC-10
Iaﬂf;e(;&ﬁ\tsysugnmentv organization-defined time period] of Termination organation-defined tme period
- lof inactivit
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GOVRAMP_x000a_Crosswalk Mapping
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Moderate

G
(FedRAMP
\

Establish and manage cryptographic keys when
Coptoroptic Ky PO s amBlnes wihn h e pechnss s
yptograp! Y laccordance with the following key management . Public Key P Yy
SC-12 and Aefined Functional (Intersects With| Infrastructure (PKI) CRY-08 [Infrastructure (PKI) infrastructure 5 SC-12 SC-12 SC-12 SC-12
o ke Sorage lor obtain PKI services from a
laccess, and destruction] reputable PKI service provider.
Cryptographic Key Mechanisms exist to ensure the
x i and [Maintain in the event of the Cryptograp! Key | CRY- ity of ion in the .
SC12(01) Management |  |loss of crypmgrapmc keys by users. Functional Equal Loss or Change | 09.3 |event of the loss of cryptographic| 10 5C-12(01)
Availability keys by individual users.
Mechanisms exist to facilitate the|
Cryptographic Key [Produce, control, and distribute symmetric g;“m“,:‘ett'gg Ca,"y‘:)t";;;‘:;;’c“f;‘;s”f
. Establishment and [cryptographic keys using [Selection (one): NIST FIPS- N CRY- . g
SC-12(02) Management |  [validated; NSA-approved] key management technology| Functional Equal Symmetric Keys 09.1 \;:\Orégeszei:;rsat\a\z;oarrrg:t‘\'(:]‘r;s'7 10 SC-12(02)|SC-12(02)]
Symmetric Keys [and processes. omeianCicey managamont
technology and processes.
Produce, control, and distribute asymmetric Mechanisms exist to facilitate the|
lcryptographic keys using [Selection (one): NSA- production and management of
Cryptographic ey [2PProved key management technology and processes; lasymmetric cryptographic keys
Egﬁ"bhgmﬁent ang lprepositioned keying material; DoD-approved or DoD- CRy. |!using Federal information
SC-12(03) lissued Medium Assurance PKI certificates; DoD- Functional Equal Asymmetric Keys Processing Standards (FIPS)- 10 SC-12(03){SC-12(03)
Management | 09.2
Ay Rovs [approved or DoD-issued Medium Hardware Assurance -2 |compliant key management
Y YS PKI certificates and hardware security tokens that technology and processes that
lprotect the user’s private key; certificates issued in protect the user’s private key.
laccordance with organization-defined requirements].
la. Determine the [/
lcryptographic uses]; andb. Imp\ement the following c "
; . ryptographic mechanisms exist
sc13 Cryptographic  types of cryptography required for each specified. Functional _[intersects With| E"™YPY9 Data AL\ cpy. o5 |to prevent unauthorized 5 sc-13 | sc13 | sc13 | sc13 | sca3
[ypes o cryptography fo each specified cryptographic disclosure of data at rest.
o Dstermine the TAssignment: organization-defined " -
 kiyptographic usesT; andb. Implement the following Mechanisms exist o address the
sc13 Cryptographic. types of cryptography required for each specified Functional |Intersects with| EXport.controlied | €RY' o hnologies in compiiance with 5 sc13 | SC13 | sc13 | sc13 | sc13
lypes of crypwgra'pny for each specified cryptographic ryprography *©  |relevant statutory and regulatory
requirements.
a ue[ermme the ) i defined
lcryptographic uses]; andb. Imp\ement the following Use of rﬁ;gﬁg‘;\’gmsgf‘gzﬂ‘;f:)lﬁl"f
sc-13 C’;futt"egc’jg:‘c [ypes °f”‘/°‘°u95'aphy required for each specified Functional [Intersects With| Cryptographic | CRY-01 [protections controls using known 5 sc13 | sc13 | sc13 | sc13 | sca3
Controls public standards and trusted
[yes of cryptography for each specified cryptographic D ptogianie tocmotgres:
Mechanisms exist to unplug or
a. Prohibit remote activation of collaborative prohibit the remote activation of
Collaborative | comPuting devices and applications with the following collaborative computing devices
. exceptions: [Assignment: organization-defined Collaborative 14| with the following exceptions: g
SC-15 Cg’rf‘d"f\“"ﬁcgfi‘g;fs exceptions where remote activation is to be allowed]; | Functional jintersects With| o, o fing Devices |[ENP-14| (1) Networked whiteboards; 5 e
PP andb. Provide an explicit indication of use to users (2) Video teleconference
physically present at the devices. ras; and
(3) Teleconference microphones.
3. T55U€ PUBIIC Key Certificates under an [Assignment: - -
lorganization-defined certificate policy] or obtain public Mechanisms exist to securely
Public Key oy certificates from an approved service provider; Public Ke implement an internal Public Key
sc17 Infrastructure o C8 e O o truet anchors i trust - Functional [Intersects With| |« @sbUC 1Y o\ | CRY-08 |Infrastructure (PKI) infrastructure 5 sc17 | sc17 | sca7
Certificates |3y o o oy o managed by the lor obtain PKI services from a
oraanization reputable PKI service provider.
e e Tonte ooe rechaisms ot o addes
sc18 Mobile Code [0 H O O e ile coria cihin the | FUnctional |Intersects With|  Mobile Code | END-10|mobile code / operating system- 5 sc18 | sc18
nitor. independent applications.
sc19 N/A Withdrawn Functional D NIA N/A N/A 0 [PEECmRIEEPEEEERE sc19 | sc19
- PTOVIOE G0aTOMTaT TaTa OTgm ana
lintegrity verification artifacts along with the
Secure authoritative name resolution data the system returns Mechanisms exist to ensure
in response to external name/address resolution Domain Name Service (DNS)
Name/address Spo r Domain Name n Nai
sc-20 Resolution Service [1e71eS: A ovide the meansto g’h’g'zﬁm‘fw orts | Functional [intersects with|  Service (DNS) | NET-10 (;;ﬁg’:z:;:;‘::‘f;‘::r;a ged to 5 sc20 | sc20 | sc20 | sc20
““g;‘ﬁ'{‘:gﬁ“’e secure resolution services) to enable verification of a Resolution protect the security of name /
chain of trust among parent and child domains, when laddress resolution.
loperating as part of a distributed, hierarchical
Mechanisms exist to perform
Namejadaress [Reauest and perform data orign authentication and Adiress Resonton ata nteority veriication on the
sc21 Resolution Service (122 integrity verification on the name/address Functional Equal | Service (Recursive | Y5 [Domain Name Service (DNS) 10 sc21 | sc21 | sc21 | sc21 | sc2i
(recursive or 120 SEO1 7 Spowces Y3 or Caching -2 |resolution responses received
Caching Resolver) Resolver) ffrom authoritative sources when
by client systems
Mechanisms exist to ensure
Architecture and [Ensure the systems that collectively provide Architecture & systems that collectively provide
. Provisioning for ~ |name/address resolution service for an organization Provisioning for | NET- |Domain Name Service (DNS) g g g g
sc-22 are fault-tolerant and internal and external | Functional Equal Name / Address | 10.1 [resolution service are fault- 10 e | Sem || e | s
Resolution Service |role separation. Resolution Service tolerant and implement
nal role
Mechanisms exist to protect the
sc-23 Aufﬁzz‘g;‘it Protect the authenticity of communications sessions. | Functional Equal Session Integrity | NET-09 |authenticity and integrity of 10 sc23 | sc-23
Y lcommunications sessions.
essTON TECTMTSTS EXISTTe
Authenticity | [Invalidate session identifiers upon user logout or other Invalidate Session | NET- finvalidate session identifiers
sc-23(01) Invalidate Session [session termination Functional Equal Identifiers at Logout| 09.1 |upon user logout or other session 10 SC-23(01)
at | oaout]| i it
Fail to a [Assignment: organization-Gefined Known ; -
system state for the following failures on the indicated 2";;2?“”5'5(’:?:"‘5‘;: enable
while preservin ization-defined k tat
SC-24 Fail in Known State urgamzat\on defmed system Slate \nformat\cm] in Functional (Intersects With| Fail Secure 352’ for f fail 5 SC-24
rganze st i types 2 for types o fallues, preserving
of system failures on organization-defined system system state information in
protection of _|Protect the [Selection (one or more): confidentiality; Endpoint Protection I i ex'si;g p’y“e“ me
SC-28 Information at Rest :ntegrlty] of lf:JEr following \r:‘fozma:\?n at rEs_t atrest] Functional (Intersects With| Measures END-02 ava\\ab\\lly and safety of 5 SC-28 SC-28 SC-28 SC-28
lendnaint device:
Protect the [Selection (one or more): confidentiality; [Cryptographic mechanisms exist
sc-28 lmo”r;ﬁfti(ot":’gt“;est lintegrity] of the following information at rest: Functional |Intersects With| E"‘””ﬁ;’égstba‘a At | CRY-05 |to prevent unauthorized 5 sc28 | sc-28 | sc28
L organ defined i ion at rest]. disclosure of data at rest
- To prevent -
I R st nauthorized tisclosure and modification of the Cryptographic | BCD- [fo movent the unsuthorned.
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With Protection 11.4 |disclosure and/or modification of 5 SC-28(01)|SC-28(01)]
brotection " [organization-defined system components or media] ko imformation.
Protection of | mplement cryptographic mechanisms to prevent
Infarmtion at Rest {nautharized disclosure and modification of the Encrypting Data At (Cryptographic mechanisms exist
SC-28(01) 1C following information at rest on [Assignment: Functional (Intersects With| yp Regst CRY-05 [to prevent unauthorized 5 SC-28(01)|SC-28(01)]
DLorepMIE or d system or media) disclosure of data at rest.
[As; - ationl
Protection of mplement cryptographic mechanisms to prévent
Infor o hest|  Unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) | Cryptographic following \r\furmatlor\ at rest on [Assignment: Functional (Intersects With| Integrit CRY-04 | to protect the integrity of data 5 SC-28(01){SC-28(01)
! d system or medial grity being transmitted.
L defined information].
protection of _|MPlement cryptographic mechanisms to prevent (Cryptographic mechanisms exist
o Rest [unauthorized disclosure and modification of the Encrypting Data In | DCH. |[0 Protect the confidentiality and
5C-28(01) | Cryptographic . [following information at rest on [Assignment: Functional Intersects With| sgr'; egMema 07.2 [integrity of information stored on 5 SC-28(01)[SC-28(01)
ol lorganization-defined system components or medial: 9 -2 |digital media during transport
[t defined 1. loutside of controlled areas.
Maintain a separate execution domain for each . Mechanisms exist to implement a
sc-39 Process Isolation 1121t @ Separate execy Functional Equal Process Isolation | SEA-04 [separate execution domain for 10 sc39 | sc-39 | sc39 | sc-39
9 Sy P leach executing process.
- DeveTop; A
[Assignment: organization-defined personnsl or
roles]:1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
and information integrity policy that:a. Addresses
purpose scope, roles, responsibilities, management
coordination among
entities, and compliance: andb. 15 consistent with Mechanisms exist to review the
lapplicable laws, executive orders, directives, 'Security, Compliance &
regulations, policies, standards, and guidelines; and2. periodic Review & Resilience Program (SCRP),
Policy and Procedures to facilitate the implementation of the Undiate of sacurit including policies, standards and
sI-01 Pmce‘ames lsystem and information integrity policy and the Functional |Intersects With| "cOm liance & Y+ | GOV-03 [procedures, at planned intervals 5 SI-01 SI-01 SI-01 SI-01
lassociated system and information integrity controls;b. Resmen"m Program lor if significant changes occur to
Designate an [Assignment: organization-defined 9! lensure their continuing
official] to manage the development, documentation, suitability, adequacy and
land dissemination of the system and information effectiveness.
integrity policy and procedures; andc. Review and
lupdate the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

SI-01

FDE Name

Policy and
Procedures

Focal Document Element (FDE) Descri

[Assignment: organization-defined personnel or
roles]: 1. [Selection (one or more): Organization-level;
Mission/business process-level; System-level] system
land information integrity policy that:a. Addresses
lpurpose, scope, roles, responsibilities, management

c 2 among

entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2.
Procedures to facilitate the implementation of the
system and information integrity policy and the
lassociated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and information
integrity policy and procedures; andc. Review and
lupdate the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
land following [Assignment: organization-defined
levents]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Subset Of

GOVRAMP_x000a_Crosswalk Mapping

ntinn
Mechanisms facilitate the|
implementation of industry-
recognized security, compliance
land resilience practices in the
specification, design,
development, implementation
land modification of Technology
lAssets, Applications and/or
Services (TAAS)

Secure Engineering

Principles SEA-OL

SI-01

SI-01

version 2026.1_x000a_03/27/2026

RIgn
Moderate (FedRAMP|
\

SI-01 SI-01

SI-01

Policy and
Procedures

FARRERE A RIRIT Ao w
[Assignment: organization-defined personnel or
roles]:1. [Selection (one or more): Organization-level;

i process-level; System-level] system
and information integrity policy that:a. Addresses
purpose, scope, roles, responsibilities, management

i coordi mong
entities, and compliance; andb. Is consistent with
applicable laws, executive orders, directives,
regulations, policies, standards, and guidelines; and2
Procedures to facilitate the implementation of the
system and information integrity policy and the
associated system and information integrity controls;b.
Designate an [Assignment: organization-defined
official] to manage the development, documentation,
and dissemination of the system and information
integrity policy and procedures; andc. Review and
update the current system and information integrity:1.
Policy [Assignment: organization-defined frequency]
and following [Assignment: organization-defined
events]; and2. Procedures [Assignment: organization-
defined frequency] and following [Assignment:

Functional

Intersects With|

Mechanisms exist to establish,
maintain and disseminate
policies, standards and
procedures necessary for secure,
compliant and resilient
capabilities.

Publishing Security,
Compliance &
Resilience
Documentation

GOV-02

SI-01

SI-01

SI-01 SI-01

s1-02

o Tdentiy, repert. v correct system fawsib. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
before ion;c. Install security-relevant software

Flaw

and firmware updates within [Assignment:
organization-defined time period] of the release of the
updates; andd. incorporate flaw remediation into the

Functional

Vulnerability & Mechanisms exist to facilitate the|

With|

Patch VPM-01

an
Program (PMP) of vulnerability management

SI-02

SI-02

SI-02

SI-02 SI-02

process.

SI-02

Flaw Remediation

a. Identify, rEpart, and correct system flaws;b. Test
software and firmware updates related to flaw
remediation for effectiveness and potential side effects
lbefore installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. incorporate flaw remediation into the
g process.

Functional

Intersects With

Mechanisms exist to conduct
software patching for all
VPM-05 [deployed Technology Assets,
lApplications and/or Services
(TAAS), including firmware.

Software &
Firmware Patching

SI-02

SI-02

SI-02

SI-02 SI-02

SI-02

Flaw Remediation

a. Identify, rspurt and correct system flaws;b. Test
software and firmware updates related to flaw
for effectiveness and potential side effects
lbefore installation;c. Install security-relevant software
land firmware updates within [Assignment:
lorganization-defined time period] of the release of the
updates; andd. incorporate flaw remediation into the
g process.

Functional

Intersects With

mechanisms exist to
END- [update antimalware

04.1 [technologies, including signature
definitions.

Automatic
Antimalware
Signature Updates

SI-02

SI-02

SI-02

SI-02 SI-02

$1-02(01)

N/A

Withdrawn

Functional

No

N/A N/A N/A

|Withdrawn in NIST SP 800-53 R5

51-02(01)

51-02(02)

Flaw Remediation |
Automated Flaw
taty

Determime 1 System ¢ Tiave applicable
security-relevant software and firmware updates
installed using [Assignment: organization-defined

mechanisms] [,

Functional

|Automated mechanisms exist to

With|

VPM- the state of system
Status| 05.2 | with regard to flaw
remedi

51-02(02)

S1-02(02) | SI-02(02)

51-02(03)

Flaw
Time to Remediate
Flaws and
Benchmarks for
Corrective Action:

defined frequencyl.

@. Measure the time between flaw identification and
[flaw remediation; andb. Establish the following
lbenchmarks for taking corrective actions: [Assignment:
organization-defined benchmarks]

Functional

Equal

Time To
Remediate / VPM-
Benchmarks For 05.3
Corrective Action

Mechanisms exist to track the
leffectiveness of remediation
loperations through metrics
reporting.

S1-02(03) | SI-02(03)

S1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
imore): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]l;
and send alert to [Assignment: organization-defined
lpersonnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the
lsystem.

Functional

Intersects With

Mechanisms exist to conduct
Isoftware patching for all
VPM-05 [deployed Technology Assets,
lApplications and/or Services
(TAAS), including firmware.

Software &
Firmware Patching

SI-03

SI-03

S1-03

S1-03 S1-03

SI-03

Malicious Code
Protection

la. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
Imechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
lare available in accordance with organizational
lconfiguration management policy and procedures;c.
(Configure malicious code protection mechanisms to:1.
IPerform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
|with organizational policy; and2. [Selection (one or
Imore): block malicious code; quarantine malicious
lcode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
lpersonnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the
system.

Functional

Intersects With

Mechanisms exist to facilitate the|
implementation and monitoring
of vulnerability management
controls.

Vulnerability &
Patch Management [ VPM-01
Program (VPMP)

SI-03

SI-03

SI-03

SI-03 SI-03

S1-03

Malicious Code
Protection

la. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
Imechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
(Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more)
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
Imore): block malicious code; quarantine malicious
lcode; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
Ipersonnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the

lsystem.

Functional

Intersects With

Mechanisms exist to utilize
lantimalware technologies to
detect and eradicate malicious
icode.

Malicious Code
Protection (Anti-
Malware)

END-04

SI-03

SI-03

S1-03

S1-03 SI-03

Secure Controls Framework (SCF)

320f35



Set Theory Relationship Mapping (STRM)

S1-03

FDE Name

Malicious Code
Protection

Focal Document Element (FDE) Descri

[a. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
mechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
lare available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
are downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
imore): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]l;
land send alert to [Assignment: organization-defined
lpersonnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the
lsystem.

Functional

Intersects With

GOVRAMP_x000a_Crosswalk Mapping

Heuristic /
Nonsignature-Based
Detection

END-
04.4

Mechanisms exist to utilize
heuristic / nonsignature-based
lantimalware detection
capabilities.

S1-03

SI-03

SI-03

version 2026.1_x000a_03/27/2026
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S1-03

S1-03

SI-03

Malicious Code
Protection

la. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
Imechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
lare available in accordance with organizational
lconfiguration management policy and procedures;c.
(Configure malicious code protection mechanisms to:1.
IPerform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
[files from external sources at [Selection (one or more):
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
|with organizational policy; and2. [Selection (one or
imore): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]];
land send alert to [Assignment: organization-defined
lpersonnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the
system.

Functional

Intersects With|

Safeguarding Data
Over Open
Networks

NET-12

(Cryptographic mechanisms exist
to implement strong
lcryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-03

SI-03

SI-03

SI-03

SI-03

S1-03

Malicious Code
Protection

a. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
Imechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more)
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
imore): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]l;
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code:
detection; andd. Address the receipt of false positives
lduring malicious code detection and eradication and
lthe resulting potential impact on the availability of the
system.

Functional

Intersects With

Automatic
Antimalware
Signature Updates

END-
04.1

/Automated mechanisms exist to
lupdate antimalware
technologies, including signature
definitions.

SI-03

SI-03

S1-03

S1-03

SI-03

SI-03

Malicious Code
Protection

2. Implement [Selection (one or more): signature
lbased; non-signature based] malicious code protection
Imechanisms at system entry and exit points to detect
land eradicate malicious code;b. Automatically update
imalicious code protection mechanisms as new releases|
are available in accordance with organizational
configuration management policy and procedures;c.
Configure malicious code protection mechanisms to:1.
Perform periodic scans of the system [Assignment:
organization-defined frequency] and real-time scans of
files from external sources at [Selection (one or more)
lendpoint; network entry and exit points] as the files
lare downloaded, opened, or executed in accordance
with organizational policy; and2. [Selection (one or
more): block malicious code; quarantine malicious
code; take [Assignment: organization-defined action]l;
land send alert to [Assignment: organization-defined
personnel or roles] in response to malicious code
detection; andd. Address the receipt of false positives
during malicious code detection and eradication and
lthe resulting potential impact on the availability of the
system.

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
validity of information inputs.

SI-03

SI-03

SI-03

SI-03

SI-03

S1-03(01)

N/A

Withdrawn

Functional

No

N/A

N/A

N/A

Withdrawn in NIST SP 800-53 R5

S1-03(01)

S1-03(01)

51-03(02)

N/A

Withdrawn

Functional

No

N/A

N/A

N/A

\Withdrawn in NIST SP 800-53 RS

S1-03(07)

N/A

Withdrawn

Functional

No

N/A

N/A

N/A

51-03(02)

S1-03(02)

\Withdrawn in NIST SP 800-53 RS

S1-03(07)

SI1-03(07)

S1-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
[following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the ollowing techniques and methods:

and
methodslic, Invoke imtomal. monitoring capabilities or
ldeploy monitoring devices:1. Strategically within the
system to collect organization-determined essential
information; and2. At ad hoc locations within the
system to track specific types of transactions of
linterest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational

and assets, other
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:

or defined system monitoring information] tol
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]].

Functional

Intersects With

Input Data
Validation

TDA-18

Mechanisms exist to check the
\validity of information inputs.

SI-04

SI-04

SI-04

SI-04

SI-04

S1-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
[following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the ollowing techniques and methods:

iques and

methodslic, Invoke imtomal. monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential
information; and2. At ad hoc locations within the
system to track specific types of transactions of
linterest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
lactivity when there is a change in risk to organizational

and assets, other
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment:

or defined system monitoring information] tol
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
lorganization-defined frequency]]

Functional

Intersects With

Centralized
Collection of
Security Event Logs

MON-02

Mechanisms exist to utilize a
Security Incident Event Manager
(SIEM), or similar automated tool,
to support the centralized
collection of security-related
levent logs.

SI-04

SI-04

S1-04

SI-04

SI-04

S1-04

System Monitoring

a. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
[following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
through the ollowing techniques and methods:
-defi

d
methodslic, Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
lsystem to collect organization-determined essential
information; and2. At ad hoc locations within the
system to track specific types of transactions of
linterest to the organization;d. Analyze detected events
land anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizationall

and assets, other
or the Nation, Obtain legal opinion regarding system
Imonitoring activities; andg. Provide [Assignment:

or defined system monitoring information] tol
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:

lorganization-defined frequency]].

Functional

Intersects With

(Cryptographic mechanisms exist
to implement strong

g Data
Over Open
Networks

NET-12

cryptography and security
protocols to safeguard
sensitive/regulated data during
transmission over open, public
networks.

SI-04

SI-04

S1-04

S1-04

SI-04

Secure Controls Framework (SCF)
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FDE Name Focal Document Element (FDE) Descri o Moderate (FedRAMP
ationale R p o a y
la. Monitor the system to detect:1. Attacks and
indicators of potential attacks in accordance with the
[following monitoring objectives: [Assignment:
organization-defined monitoring objectives]; and2.
Unauthorized local, network, and remote
connections;b. Identify unauthorized use of the system
lthrough the following techniques and methods:
Invoke internal monitoring capabilities or
deploy monitoring devices:1. Strategically within the
system to collect organization-determined essential Continuous Mechanisms exist to facilitate the|
si-04 System Monitoring [information; and2. At ad hoc locations within the Functional |Intersects With|  (PTERNOWS | MON-01 implementation of enterprise- 5 S04 | sS04 | S04 | sl0a | sl04
system to track specific types of transactions of wide monitoring controls.
interest to the organization;d. Analyze detected events
and anomalies;e. Adjust the level of system monitoring
activity when there is a change in risk to organizational
and assets, indi other
or the Nation;f. Obtain legal opinion regarding system
monitoring activities; andg. Provide [Assignment
organization-defined system monitoring information] tol
[Assignment: organization-defined personnel or roles]
[Selection (one or more): as needed; [Assignment:
organization-defined frequencyl]
Mechanisms exist to implement
System Monitoring | Intrusion Detection intrusion Detection / Prevention
SHo4(01) pSYstemide ~connect and configure individual ntrusion detection | ¢ ncrigngl Equal Cvovartian" | MON- [systems (IDS / IPS) technologies 10 St ||eeamm)
ntrusion Detection [tools into a system-wide intrusion detection system Systems (1DS & 1ps)| 011 Jon critical systems, key network
System segments and network choke
Inoint:
] Mechanisms exist to utilize a
coson | Autometed Tool2 [Employ automted tools and mechanisms © support | rincuonal | gauat | PUOTEISATOO | oy, [Security Incident Event Manager | <002 | st0ai02
-04002) |3nd Mechanisms for|near real-time analysis of events. unctiona qua or RealTime | g1 |{SIEM). or similar automated tool, HO(EED) S0t
ookt Anivere nalysis to support near real-time
analysis and incident escalation.
a- Determine criteria for unusual or unauthorized - -
System Monitoring |activities or conditions for inbound and outbound Inbound & e et 0 inbound
inbound and  [communications traffic;b. Monitor inbound and PR MON- | noations
51-04(04) Outbound  [outbound communications traffic [Assignment: Functional Equal o s | 0y |and outbound comm 10 S1-04(04) 51:04(04) | 51-04(04)
Communications ~|organization-defined frequency] for [Assignment: psiise e e e or
organization-defined unusual or unauthorized activities o
lor conditions]. "
lalert [Assignment: organization-defined personnel or monitor, correlate and respond
System Monitoring |[roles] when the following system-generated indications| to alerts from physical,
51-04(05) 2yt o lof comp! or pctenlgialyL I b oceur: Functional Equal SV“’ZE;":’“” "3?’:‘ (yberse(unty,%ayta protection 10 51-04(05) | S1-04(05)
Alerts I or defined comp " land supply chain activities to
indicators]. lachieve integrated situational
Mechanisms exist to utilize User
& Entity Behavior Analytics
System Monitoring ||Analyze outbound communications traffic at the (UEBA) and/or User Activity
Analyze extemal inerfaces to the system and selected Anomalous Monitoring (UAM) solutions to
sko4(1) -defined interior points Functional Equal gehavior |MON16|getect and respond to anomalous|  1° SCRIL)
e Anomates ot System] to discover anomalics, behavior that could indicate
laccount compromise or other
malicious activities.
Mechanisms exist to monitor
. [Employ a wireless intrusion detection system to .
Soaa) | Wireess mirodioa lidentity rogue wireless devices and to detect attack Functional  [Intersects with| Wireless Network | MON- i) ?ﬁZﬁQ?ﬁﬁZw’eﬁie&Ti@f o 5 51-04(14) | 51-04(14)
7S attempts and potential compromises or breaches to Monitoring oL5 :
etection (3 °000S (2) Anomalous and/or hostile
- activities.
[Automated mechanisms exist to
correlate both technical and non-
System Monitoring | Correlate technical information from across
Correlate information from monitoring tools and ' MON- |the enterprise by a Securit
5H04(16) Monitoring Imechanisms employed throughout mge system. Functional Equal l:"‘f"o’;'ng"a't“"ogn 02.1 [Incident Epvent Myanager (SIyEM) or| 10 Sh04(16) (51-04(16)
Information similar automated tool, to
lenhance organization-wide
situational awareness
nalyze outbound communications Eraffic at external RUTGMaTed mechansrs EXISE o
System Monitoring [[interfaces to the system and at the following interior implement Data Loss Prevention
51-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With| D% L0%5 | NET-17 |(DLP) to protect sensitive 5 51-04(18)
Covert Exfiltration [[Assignment: organization-defined interior points information as it is stored,
ithin the system] d and processed
nalyze outbound communications traffic at externarl
System Monitoring [|interfaces to the system and at the following interior Analyze Traffic for | MON. [Automated mechanisms exist to
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With| < © %" civration | 11,1 [2nalyze network traffic to detect 5 S1-04(18)
Covert Exfiltration [[Assignment: organization-defined interior points -1 |covert data exfiltration.
within the system]
[ defined erhanced actity monorng for
) n ) en
sioate)  [System Monitoring |fadditiona oni ring] of who have been | o Equal Individuals Posing | MON. nihiols wnohavebeen ~ | 10 ST
sources] as posing an increased level of risk. g Posing an increase
- [Implement the following additional monitoring of Mechanisms exist to implement
si0a20)  [S¥stem Monitoring |jpiviieged users: [Assignment: organization-defined Functional Equal Priviteged User | MON-  lenhanced activity monitoring for 10 51-04(20)
rivileged Users |3 gitional monitoring]. versig 15 [privileged users.
a. DEtE(t network services that have not besn |Automated mechanisms exist to
System Monitoring ||gefineq autzg:g:{wz‘:vegrbayp;roval processes], andb. Unauthorized | MON- [Servicen and mert ncident <
- |services and alert inciden
5H04(22) Neli"wf;i";’;'rzjges [Selection (one or more): Audit; Alert [Assignment: Functional Equal Network Services | 11.2 [response personnel. 10 5h04(22)
organization-defined personnel or roles]] when
detected.
Mechanisms exist to utilize Host-
based Intrusion Detection /
implement the following host-based monitoring Prevention Systems (HIDS / HIPS)
51-04(23) f‘fsta’]“aye"d"gg”"g [mechanisms at [Assignment: organization-defined Functional Equal Host-Based Devices "3?’; ;‘:‘:fat,“‘(:‘g':c‘fi’v‘it‘i’gs°a’nﬂ°:eknd 10 51-04(23) | SI-04(23)
defined host-based monitoring mechanisms]. logs to a Security Incident Event
Manager (SIEM), or similar
tool, to maintain
System Monitoring | grséﬂYf;é‘Zﬁ"sganzzu ﬂf;g:::;f;mes] e tors of Monitoring for | o~ [Automated mechanisms exist to
SI-04(24) Indicators of 9 mwded"by . ca Functional [Intersects With|  Indicators of 11,3 [dentify and alert on Indicators of 5 S1-04(24)
Ld defined souces! Compromise (10C) | '3 |Compromise (IoC).
Mechanisms exist to utilize a File
) integrity Monitor (FIM), or similar
. [piscover, collect, and distribute to [Assignment:
System Monitoring ) ; change-detection technology, on
51-04(24) o caomtorin llorganization-deffned personnel or roles],indicators of | ¢ ional [ntersects witn| , File Intearity | Mon- [Shenos Technology Assets, 5 51-04(24)
provided by [ Monitoring (Fit) | 01.7 |{70E8! L o9y A
p o e ey pplications and/or Services
(TAAS) to generate alerts for
unauthorized modifications
3. Recelve system securlty alerts, advisories, and
directives from [Assignment: organization-defined
lexternal organizations] on an ongoing basis;b.
Generate internal security alerts, advisories, and
directives as deemed necessary:c. Disseminate
Security Alerts, [security alerts, advisories, and directives to: [Selection .
s1-05 Advisories, and  |(one or more): [Assignment: organization-defined Functional |Intersects With| '\'/‘;"“‘;ftf;: TDA-18 y;z}f”';f’"irs‘fsfr';;:i"o;"fctge 5 5105 | SI-05 S1-05 | S1-05
Directives or roles]; [ defined Y puts:
elements wihin the organization; [Assignment
ined external o ; andd
implement secumy rectives I accordance with
established time frames, or notfy the issuing
organization of the degree of
o, Retelve systam secuity alerts. advisories, ARd Mechanisms exist to maintain
directives from [Assignment: organization-defined situational awareness of
lexternal organizations] on an ongoing basis;b. Vulnerabilities and evolving
Generate internal security alerts, advisories, and threats by leveraging the
directives as deemed necessary:c. Disseminate knowledge of attacker tactics,
Security Alerts,  [security alerts, advisories, and directives to: [Selection Threat Intelligence techniques and procedures to
s1-05 Advisories, and |(one or more): [Assignment: organization-defined Functional [Intersects With| antel THR-03 [facilitate the implementation of 5 s-05 | sk05 | s-05 | Slos
Directives lpersonnel or roles]; [ d preventative and compensating
lelements within the organization]; [Ass\gnment \controls.
organization-defined external organizations]]; andd.
implement security directives in accordance with
established time frames, or notify the issuing
of the degree of
a. Receive system security alerts, advisories, and (Cryptographic mechanisms exist
directives from [Assignment: organization-defined to implement strong
external organizations] on an ongoing basis;b. cryptography and security
Generate internal security alerts, advisories, and protocols to safeguard
directives as deemed necessary:c. Disseminate data during
Security Alerts,  [security alerts, advisories, and directives to: [Selection Data ion over open, public
s1-05 Advisories, and _|(one or more): [Assignment: organization-defined Functional [Intersects With|  Over Open | NET-12 |networks. 5 sio5 | s05 | S-05 | sko5
Directives  |p or roles; . d Networks
lelements within the organization]; [Ass\gnment
organization-defined external organizations]]; andd.
security directives in accordance with
established time frames, o notiy the ssuing
of the degree of
reCTTaTTSTITS-eXTSTTo-TITaTTTCaTT
situational awareness of
Security Alerts, Vulnerabilities and evolving
Advisories, and  [Broadcast security alert and advisory information Threat Intelligence threats by leveraging the
S1-05(01) Directives | the using [ Functional [Intersects With o THR-03 [knowledge of attacker tactics, 5 51-05(01)
Alerts  [or defined i techniques and procedures to
and Advisories facilitate the implementation of
preventative and compensating
bk
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y the correct operation of [Assignment
organization-defined security and privacy functions};
lPerform the verification of the functions specified in Si-
06s [Selection (one or more): (Assignment Mechanisms exist to verify the
Security and d system states]; upon Control functionality of security,
S1-06 Privacy Function “’"‘ma"d by user with ap?;“”"ateffera":';g:y']] ¢ Alert | Functional |Intersects With F\L/mc:imntallty CHG-06 gg;’l‘:{'}'g’ﬁ:ﬂ%;ﬂ;gﬁemed 5 S1-06 SI-06
rification [Ass\gnment. orgamzanon -defined personnel or roles] erification lchanges to ensure applicable
lto failed security and privacy verification tests; andd. controls operate as designed.
[Selection (one or more): Shut the system dow
Restart the system; [Assignment: organization-defined
alterative action(s)l when les ar
. Employ integrity verification tools to detect - - T
unauthorized changes to the following software, Fﬂ?ﬁ"ﬁ?’s&"&iﬂfﬁEfM”»“ﬂf?Fm"ﬁar
Software, Firmware, [firmware, and information: [Assignment: organization- Endpoint File techgnoky) o o detect and
si-07 and Information _ |defined software, firmware, and information]; andb. Functional  [Intersects With|Integrity Monitoring | END-06 gles, 5 s1-07 si07 | sl07 | Si-07
report on unauthorized changes
Integrity  [Take the following actions when unauthorized changes (FIM) o ected Hlaaor
lto the software, firmware, and information are configuration settings
detected: [ fined actions].
fa. Employ integrity verification tools to detect Cryptographic mechanisms exist
lunauthorized changes to the following software, to implement stron
Software, Firmware, firmware, and information: [Assignment: organization- Safeguarding Data lcryptography and security
sI-07 and Information _ |defined software, firmware, and information]; andb. Functional [Intersects With|  Over Open | NET-12 |protocols to safeguard 5 s1-07 si07 | sko7 | sk07
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
lto the software, firmware, and information are transmission over open, public
detected: [ defined actions] networks.
la. Employ integrity verification tools to detect
lunauthorized changes to the following software,
Software, Firmware, firmware, and information: [Assignment: organization-
SI-07 and Information  |defined software, firmware, and information]; andb Functional [Intersects With '\’/‘p‘“; Em TDA-18 Mﬁ‘é!f”'sf’".sf’““ :.0 ("“kt"‘e 5 S1-07 S1-07 Sl07 | Sl07
Integrity [Take the following actions when unauthorized changes alidation validity of information inputs.
lto the software, firmware, and information are
detected: [Assignment: organization-defined actions].
lPerform an integrity check of [Assignment: Mechanisms exist to validate
software, Firmuare, organizaton [dsef;ned software firmware, and configurations through integrity
and Information _ [information] [Selection (one or more): at startup; at END- |checking of software and
S-07(01) Integrity | Integrity |[Assignment: organization-defined transitional states | Functional Equal Integrity Checks | gg 7 [ch=ctnd 10 SHOTACRY)|SHHarA (o)
Checks or security-relevant events]; [Assignment:
organization-defined frequencyll
Software, Firmware,|
and Information  [Employ automated tools that provide notification to Automated Automated mechanisms exist to
Integrity [Assignment: organization-defined personnel or roles] ! END- [alert incident response personnel
51-07(02) A lupon discovering discrepancies during integrity Functional Eaual | oK fcatons of <| 063 [upon discovering discrepancies 10 51:07(02)
Notifications of  |verification. ntegrity Violations during integrity verification.
Inteqrity Violations
Software, Firmware|
and \nforma?un Automascally Isetection (one or more}:shut the Automated futomated mechanisms existto
Integrity system down; restart the system; implement END- [implement remediation actions
S1-07(05) ot x i fefined control<]] when Functional Equal | esponseto 064 [when integrity violations are 10 EHOATE)
Response to  [integrity violations are discovered. ntegrity Violations discovered
Inteqrity Violations
Software, Firmware,|
and Information ~ [Incorporate the detection of the following unauthorized Mechanisms exist to detect and
Integrity changes into the organizational incident response Endpoint Detection | END-  [respond to unauthorized
S-07(07) ot capability: [ defined security- | Functional Equal & Response (EDR) | 06.2 |configuration changes as 10 ELTAT) ERTAC) [ E-TAD)
Detection and ~ [relevant changes to the system]. lcybersecurity incidents.
Response
SI-07(14) N/A Withdrawn Functional o N/A N/A N/A o |Withdrawn in NIST SP 800-53 RS 51:07(14)
5 Employ spam protection mechanisms at system Mechanisms exist to utilize anti-
lentry and exit points to detect and act on unsolicited phishing and spam protection
imessages; andb. Update spam protection mechanisms Phishing & Spam ltechnologies to detect and take
s1-08 Spam Protection e leases are available im accordance with | Functional Equal Protaction | END-08 e C oo e iees messages 10 €D || €48 || &
or configuration policy and transported by electronic mail.
Iprocedure:
51-08(01) N/A Withdrawn Functional N N/A N/A N/A o |Withdrawn in NIST SP 800-53 RS 51-08(01) | S1-08(01)
Mechanisms exist to
lautomatically update anti-
' Automatic Spam phishing and spam protection
51-08(02) e Prorection). ﬁ{‘;;mnafn‘gf\'t'y;"Z:ﬁ;ﬁ“‘:’:‘“dg;‘?s;‘f‘fg T:::‘a]”'s"‘s Functional Equal and Phishing | (40" [technologies when new releases 10 51-08(02) | 51-08(02)
P 9t + org; quency. Protection Updates 2 lare available in accordance with
configuration and change
practices.
(Cryptographic mechanisms exist
lto implement strong
Information Input [CHECK the validity of the following information inputs: safeguarding Data cryptography and security
sI-10 o organizati inputs | Functional |Intersects With|  Over Open | NET-12 |protocols to safeguard 5 sik10 | sk10 | Si10
lto the system]. Networks sensitive/regulated data during
transmission over open, public
L.necK e auulty or e TUVIDng Tpur: networks.
Information Input rrormation - . Input Data Mechanisms exist to check the
si-10 Vaidation_|[Assignment: or inputs | Functional [intersects With|  UPLETRY | Toa-as | ame S L0 check 5 sik10 | Sk10 | S-0
Mechanisms exist to handle error
lconditions by:
(1) Identifying potentially
security-relevant error
conditions;
a. Generate error messages that provide information (2) Generating error messages
Inecessary for corrective actions without revealing that provide information
si11 Eror Handiing  [nformation that could be exploited; andb Reveal emor - Functionsl Equal Error Handling | TDA-19 |necessary for corrective actions 10 skl | skl | Sk
nly to [ without revealing sensitive or
personnel o rolecl. potentially harmful information in
error logs and administrative
messages that could be
lexploited; and
(3) Revealing error messages
only to authorized personnel.
Manage and retaimn Within the system and EXist to retaimn
Information  [information output from the system in accordance with Media & Data media and data in accordance
si12 Management and  [applicable laws, executive orders, directives, Functional  [Intersects with| 728 % 28 DCH-18 |with applicable statutory, 5 sk12 | sk2 | sk2 | sk12
Retention regulations, policies, standards, guidelines and ete regulatory and contractual
Mechanisms exist to:
(1) Retain Personal Data (PD),
including metadata, for an
lorganization-defined time period
to fulfill the purpose(s) identified
Manage and retain information within the system and ;gvy‘g notice or as required by
Information  [information output from the system in accordance with Personal Data (PD) .
sI-12 Management and [applicable laws, executive orders, directives, Functional |Intersects With| n & PRI-05 (azn’d?o'?”af:n";f:;‘;‘;‘ys S’ases' 5 sl-12 sl-12 sl-12 SIl-12
Retention regulations, policies, standards, guidelines and Disposal regardiess °¥me method of
operational requirements. oot and
(3) Use organization-defined
techniques or methods to ensure
secure deletion or destruction of
PD (including originals, copies
land archived records).
the following controls to protect the system geeccu"rf’t”'i’:fse;:':fd‘sﬂg"p"r':;‘;"'
SI-16 Memory Protection [memory from unauthorized code execution: Functional Equal | Memory Protection | SEA-10 [S5C.TY SEHOUIES 10 Si16 | S-16 | S-16 | SI16
[Assignment: organization-defined controls] e horoad code axacution.
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