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STRM Secure Controls Framework (SCF) Strength of
FDE Name ment (FDE) Description - SCF Control e omawe o
For specific requirement details, buy a licensed copy of the Focal .
20 Sz IDocument at: htps:/webstore.iec.chipublication/64703 Eonctonal polslatonshe T s o L
For specific requirement details, buy a licensed copy of the Focal ’
20 Normative references [0 o0 e e e ehimunieadon 708 Functional No Relationship NA NA NA 0
For specific requirement details, buy a licensed copy of the Focal ’ Mechanisms exist to standardize technology and process terminology to reduce
30 Terms and defintions - |b]cicht ot htps iwebstore.jec.chipublication/84703 Functional Intersects With | - Standardized Terminology SEA021confusion amongst groups and departments. s
Common Security |For specific requirement details, buy a licensed copy of the Focal .
40 eI S e e Functional No Relationship NA NA NA ) INo applicable SCF control
Mechanisms exist to determine security, compliance and resiience control applicability
For specific requirement details, buy a licensed copy of the Focal by identifying, assigning and documenting the appropriate asset scope categorization for
41 Overview Document at: hitpsyiwebstore.jec.chipublication/ed703 Functional Intersects With | Asset Scope Classification AST-04.1 lail Technology Assets, Applications and/or Services (TAAS) and personnel (internal and 5
[third-parties).
ror specine requirement detae, buy 2 feensed copy of he Focat Mechanisms exist to compel data and/or process owners to select required securi
X i ils, 151 [compliance and resilience controls for each Technology Asset, Application and/or Service
41 Overview S sl b ity N Functional Intersects With Select Controls Govas.1  [complance and resience. 0y PP 5
Operationalizing Securty. Mechanisms exist to compel data and/or process owners to operationalize security,
a1 Overview For specific requirement details buy a licensed copy of the Focal Functional Intersects With Compliance & Resiience Gov-15  [compliance and resilience practices for each Technology Asset, Application and/or 5
IDocument at: https://webstore.jec.ch/publication/64703 e itics [Sarvice (TAAS) under therr antrol
For specific requirement details, buy a licensed copy of the Focal Mechanisms exist to facilitate the implementation of strategic, operational and tactical
ific requi it buy a i y g sk management controls.
a1 Overview bt bl it e ks k1A Functional Intersects With | Risk Management Program RSK-01 g 5
" ; O P Mechanisms exist to document and validate the scope of security, compliance and
i or specific requirement details, buy a licensed copy of the Focal . resilience controls that are determined to meet statutory. regulatory andor contractual
41 Overview SR T ey 1A Functional Intersects With Compliance Scope cpLoL2 y. regulatory and 5
lcompliance obligations
ror specific requirement detafs, by censed copy of the Focal Mechanisms exist to compel data and/or process owners to implement required security,
ific require ils, buy a i y - lcompliance and resilience controls for each Technology Asset, Application andor Service
41 Overview Hdbarsdbs i e ety 1A Functional Intersects With Implement Controls Gov1s2  [complonce and resilence. oy PP 5
conmort o sssemi ; — P P N Mechanisms exist to faciitate the o Endpoint Device
upport of Essential  [For specific requirement details, buy a licensed copy of the Foca ndpoint Device Management ’ oM} comrore
42 unction IDocument at: https://webstore.iec.ch/publication/64703 Functional Intersects With (EDM) END01  ((EDM) s
Mechanisms exist to faciitate the implementation of configuration management controls |
a2 Support of Essential  |For specific requirement details, buy a licensed copy of the Focal Functiona! Intersects witn | Configuration Management e P 9 9 5
unction IDocument at: htps:/webstore.iec.chipublication/64703 Program
umport of esential |For specif requirement detats, bay a icensed copy o the Focal Mechanisms exist to develop, document and mantain secure baseline configurations for
$ I . [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
42 s S sl b ity AN Functional Intersects With | Secure Baseline Configurations | CFG-02 [Technology Asset, Applications and/o 1y 5
opport of Essentil " O P ety & pecess . Mechanisms exist to faciitate the of and access
upport of Essential  [For specific requirement details, buy a licensed copy of the Foca lentity & Access Managemen » Imanagement controls
42 ction IDocument at: htps:/webstore.iec.chipublication/64703 Functional Intersects With (1aM) 1AC-01 9 s
Mechanisms exist to design and implement product management processes to
lproactively govern the design, development and production of Technology Assets,
lApplications andlor Services (TAAS) across the System Development Life Cycle (SDLC)
to:
Support of Essential  |For specific requirement details, buy a licensed copy of the Focal g (1) Improve functionality;
42 Function IDocument at: https://webstore.jec.ch/publication/64703 Functional Intersects With Product Management TDA-OLL  (2) Enhance security and resiliency capabilities; 5
(3) Correct security deficiencies;
[2) Conform with Sppicable Staturory. reguiatory andjor contractual obligations.
Mechanisms exist to design, develop and produce Technology Assets, Applications and/or]
[Services (TAAS) in such a way that risk-based technical and functional specifications
Support of Essential  |For specific requirement details, buy a licensed copy of the Focal Minimum Viable Product (MVP) lensure Minimum Viable Product (MVP) criteria establish an appropriate level of security
42 Function IDocument at: https://webstore.iec.ch/publication/64703 Functional Intersects With Security Requirements TOA02 |3 resiliency based on applicable risks and threats. ®
Compensating  [For specific requirement detals, buy a licensed copy of the Focal Compensating Mechanisms exist to identify and implement compensating countermeasures o reduce
g sk and exposure to threats,
43 Countermeasures |Document at: hitps//webstore.iec.ch/publication/64703 Functional Equal Countermeasures Rsk-06.2 P 10
" " O e o Mechanisms exist to utilize the concept of least privilege, allowing only authorized access|
or specific requirement details, buy a licensed copy of the Foca - [to processes necessary to accomplish assigned tasks in accordance with organizational
44 Least Privlege |0 e e e e ot aroned7os Functional Intersects With Least Privilege c21  floprocesses necessary 1 g g B
XSt to minimize Gata that is collected, received,
For specific requirement details, buy a licensed copy of the Focal Minimize Sensitive / Regulated processed, stored and/or transmitted throughout the information lifecycle to only those
45 Data Minimization [Document at: https://webstore.iec.ch/publication/64703 Functional Intersects With Data DCH-18.1 elements necessary to support necessary business processes. s
" " O P Mechanisms exist to utilize sensors that are configured to minimize the collection of
or specific requirement details, buy a licensed copy of the Focal ; g I totantion about indhvithsore
45 Data Minimization |0 S e ot ane 700 Functional Intersects With Collection Minimization END-13.3 B
ints_[For specific requirement details, buy a licensed copy of the Focal .
46 Overarching Constraints (00 20 e e neacon adr0s Functional No Relationship NA NA NA 0 INo applicable SCF control
Conetamte neferenced b Mechanisms exist to compel data and/or process owners to select required security,
onstraints Referenced by| i d resillence controls for each Technology Asset, Application andor Service
For specific requirement details, buy a licensed copy of the Focal [compliance an ay Asset, Appl
461 e ey o westore e chpusl cation 64703 Functional Intersects With Select Controls GOV-15.1  [(TAAS) under their control. 5
o Reterencea oeratonaane secort Mechanisms exist to compel data and/or process owners to operationalize securly.
onstraints Referenced by perationalizing Security, lcompliance and resilience practices for each Technology Asset, Application and/or
For specific requirement details, buy a licensed copy of the Focal o o gy Asset, Appl
461 the Medical Device Functional Intersects With Compliance & Resilience GOV-15  [Service (TAAS) under their control 5
e @ [Document at; htpsi/webstore.jec.chipublication/64703 fivtive
Conetramte neferenced b Mechanisms exist to compel data and/or process owners to implement required security,
onstraints Referenced by| lcompliance and resilience controls for each Technology Asset, Application andor Service
. <9 bYleor specific requirement details, buy a licensed copy of the Focal ’ y Asset,
461 e ey ok o wesore e chpusl coton 64703 Functional Intersects With Implement Controls GOV-152  [[TAAS) under their control. 5
Mechanisms exist to design, develop and produce Technology Assets, Applications and/or]
[Services (TAAS) in such a way that risk-based technical and functional specifications
For specific requirement details, buy a licensed copy of the Focal Minimum Viable Product (MVP) lensure Minimum Viable Product (MVP) criteria establish an appropriate level of security
462 Hardware Security 0 hmuonacan ron Functional | ntersects witn | MMZLT Miabie rodue TG e B e e s
For specific requirement details, buy a licensed copy of the Focal Mechanisms exist to conduct recurring assessments of risk that includes the Ikelihood
462 Hardware Security . o Functional Intersects With Risk Assessment Rsk-04  [and magnitude of harm, from unauthorized access, use, disclosure, disruption, 5
[Document at: htps://webstore.jec.ch/publication/64703 Imodification or destruction of the organization's Technology Assets, Applications,
Miechanisms exist to design and implement product management processes to
lproactively govern the design, development and production of Technology Assets,
Poplcatons and/or Services (TAAS)actossthe System Developmen Life Cyce (sDLC)
For specific requirement details, buy a licensed copy of the Focal () mprove unctionaty:
462 Hardware Security |00 e e e e himub acon/ed 708 Functional Intersects With Product Management TOAOL1  |[3) Enhance secarity and resiiency capabilties: 5
(3) Correct security deficiencies; an
(@) Conform with applicable statutory. regulatory andor contractual obligations.
" " etate, buy a teansed e Focar lechanisms exist to identify, assess, priorifize and document the potential Impact(s) and
or specific requirement details, buy a licensed copy of the Focal g e e aephcabie Imiemat and exberael threa
462 Hardware Security |00 e e e e hbub asonsed7os Functional Intersects With Threat Analysis THR-10 elinood(s) of applicable internal and external threats 5
Mechanisms exist to design and implement product management processes to
lproactively govern the design, development and production of Technolo ,
|Applications andor Services (TAAS) across the System Development Life Cycle (SDLC)
SpecificSecurty Features For specfc requrement dtails, buy a censed copy of the Focal (1) Improve functionality;
463 Medical Devices _[Document at: https://webstore.ec.ch/publication/64703 Functional Intersects With Product Management TOMOLL () Enhance security and resliency capabllties: s
(3) Correct security deficiencies; an
[2) Conform with appicable Staturory. reguiatory andjor contractual obligations.
Wechanisms exist to design, develop and produce Technology Assets, Applications and/or]
[services (TAAS) in such a way that risk-based technical and functional specifications
Specific Security Features [For specific requirement details, buy a licensed copy of the Focal Minimum Viable Product (MVP) [ensure Minimum Viable Product (MVP) criteria establish an appropriate level of security
463 for Medical Devices  [Document at: https://webstore.iec.ch/publication/64703 Functional Intersects With Security Requirements TOA02 |4 resiliency based on applicable risks and threats. °
Security Levels for the
For specific requirement details, buy a licensed copy of the Focal
50 iferent Foundational | et eiore lec ehpubication 4703 Functional No Relationship NA N/A NA 0 INo applicable SCF control
equirements
Mechanisms exist to facilitate the implementation of configuration management controls |
51 Application of Security [For specific requirement details, buy a licensed copy of the Focal Functiona! Intersects wign | Configuration Management . P 9 9 5
Levels IDocument at: https://webstore.iec.ch/publication/64703 Program
roplcation of Securtty|For specic requirement detas, buy 2 feensed copy of he Focat Mechanisms exist to compel data and/or process owners to Implement required securlty,
: » X |compliance and resilience controls for each Technology Asset, Application and/or Service
51 oo S el b ey AN Functional Intersects With Implement Controls Govs.2  [complance and reslience 0y PPl 5
otcation of secarty | " O e o Mechanisms exist to develop, document and maintain secure baseline configurafions for
pplication of Security [For specific requirement details, buy a licensed copy of the Foca ' [Technology Assets, Applications andor Services (TAAS) that are consistent with industry-
51 on of b it e e 44 Functional Inersects Wi | Secure Baseline Confguratons | CFG-02 [Technolagy Assts, Applications and/o v 5
Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize securiy,
51 Application of Security ~|For specific requirement details, buy a licensed copy of the Focal Functions! tersects With e onae e Besraney GOv-15  |compliance and resilience practices for each Technology Asset, Application and/or 5
Levels IDocument at: https://webstore.iec.chpublication/64703 o i [Sorvice (TAAS) under therr santrel
odied Specications forl ; — P - " Mechanisms exist to identify and implement compensating countermeasures o reduce
lodified Specifications for For specific requirement details, buy a licensed copy of the Focal ompensating y ek and exposure to threats,
52 Security Levels  |Document at: https://webstore.fec.ch/publication/64703 Functional Intersects With Countermeasures Rsk-06.2 o s
Mechanisms exist to document and govern Instances of approved deviations from
Modified Specifications for|For specific requirement details, buy a licensed copy of the Focal lestablished baseline configurations.
52 ol A e R A Ak 3N Functional Intersects With | Approved Baseline Deviations | AST-02.4 9 5
mioe remteatiom ana ; R P P Mechanisms exist to enforce cryptographic communications Keys to prevent one key
. nique Identification and [For specific requirement details, buy a licensed copy of the Focal evice Authorization y [rom being used to access multilo devices.
5.2 CR12REQ) Authentication  [Document at: https://webstore.Jec.ch/publication/64703 Functional Intersects With Enforcement 1hc04.2 9 ° s
xist to Isolate, or logically separate, any appiication, service andjor process
For specific requirement details, buy a licensed copy of the Focal Rirring with System briviiayes,
52-CR21 [Authorization Enforcement o S0 ec e e o ot aneron Functional Intersects With | System Privileges Isolation SEA-04.4 g with system privilegs 5
" ; oot oy o teemaed P Mechanisms exist to Implement a separate execution domain for each executing
. or specific etails, buy a licensed copy of the Focal . ocnae
52-CR21 S sl st S0 Functional Intersects With Process Isolation seA04 i 5
Mechanisms exist to anonymize data by removing Personal Data (PD) from datasets.
52.cR41 Health Data De-  [For specific requirement details, buy a licensed copy of the Focal Functiona! Intersects With De-Identification ocH23 V! i 9 5
dentification IDocument at: https://webstore.iec.ch/publication/64703 (Anonymization)
Mechanisms exist to ensure network architecture utiizes network segmentation to
s2-cR1 Network Segmentation ~[For specific requirement details, buy a licensed copy of the Focal Functiona! Fqual Network Segmentation NET-06 [solate Technology Assets Applications andior Services (TAAS) to protect from other 0
(macrosegementation) ~[Document at: https:/webstore.iec.ch/publication/64703 (macrosegementation) Inetwork resources.
For specific requirement details, buy a licensed copy of the Focal .
60 Technical Description L0 P eC e e e e hymubrestoned7os Functional No Relationship NA NA NA ) INo applicable SCF control
Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:
(1) Secure configuration, installation and operation of the TAAS;
For specific requirement details, buy a licensed copy of the Focal ’
6(a) NA S sl sty AN Functional Intersects With | Documentation Requirements TOR04 (2 Effective use and malntenance of ecurty feturesfunctions; and 5
privileged) functions.
Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:
(1) Secure configuration, installation and operation of the TAAS;
For specific requirement details, buy a licensed copy of the Focal
6(0) NA S sl b ey AN Functional Intersects With | Documentation Requirements TOA04 i2) Effective use and maintenance of security features/functions; and 5
(3) known regarding and use of (g,
privileged) functions.
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6(c)

Document Element (FDE) Description

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Efective use and maintenance ofsecuriy features/unctions; and

3) ki regarding and use of (eg.,
privileged) functions,

6(d)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg.
lprivileged) functions.

6le)

N/A

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) Known regarding and use of (eg.
privileged) functions.

6(f)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

Hechaniams st o obtain. protect and dstbute adnnfrator documentation for
Technlogy Assets, Applications andjor Services (TAAS) tha des

(1) Secure configuration, installation and operation of the

(3) Efectve uie and maimtanance of securty featores/funciond: and

(3) known regarding and use of (eg.
privileged) functions.

6(g)

N/A

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distributs for
echnology Assets, Applications andar Services (TAAS) that escribe

(1) Secure configuration, installation and operation of the TAAS;

(3) Efectve ute and maimtanance of securty foatores/funciond; and

nown (eg.,
privileged) functions.

6(h)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) Known regarding and use of (eq.,
lprivileged) functions.

6(i)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technolagy Assets, Applicaions andjor Services (TAAS) that describe:
(1) Secure configuration, installation and operation of the

(2) Effective use and maintenance of security Testures funchan; and

(3) known regarding and use of (eg.,
pprivileged) functions.

6())

N/A

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg.
pprivileged) functions.

(k)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

xist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg.,
pprivileged) functions.

60)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use an nance of security features/functions; and

(3) known regarding and use of (eg..
fprivileged) functions.

6(m)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications andjor Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg..
rivileged) functions.

6(n)

NIA

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms existto obtain, protect and dstrbute administrator documentation for
[Technology Assets, Applications and/or Services (

(1) Secure configuration, installation and operation of the TAAS;

(2) Efective use and maintenance of security festuresfuncions; and

3) K regarding and use of (eg.
brvileged) functions.

6(0)

NIA

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Ay fons and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg.
privileged) functions.

6(p)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute for
Technalogy Assets, Applicaiions andor Services (TAAS) that descnhe
(1) Secure configuration, installation and operation of the
(2) Effectve use and maintenance ofsecurity Teatures/funciond: and
regarding and use of (eg.,

prvileged) funcions.

6(a)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technolagy Assets, Apnlicafions andjor Services (TAAS) that describe:
(1) Secure configuration, installation and operation of the

(3) Efectve ute and maimtanance of ecurty fostures funchon; and

(3) Known regarding and use of (eg.,
privileged) functions.

6(r)

N/A

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

nown (eg.
lprivileged) functions.

6(s)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) Known regarding and use of (eg.
privileged) functions.

6(t)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: htps://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Hechanisms exst o obtin, potect and dstribute adinistrator documentation for
[Technology Assets, Appl andjor Services (TAAS) that describe:

) Secure confauration, inctaliation and operation of the T

(2) Effective use an nance of security features/functions; and

G) K regarding and use of (eg.
privileged) functions,

6u)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications and/or Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) Effective use and maintenance of security features/functions; and

(3) known regarding and use of (eg..
fprivileged) functions.

6(v)

[For specific requirement details, buy a licensed copy of the Focal
[Document at: https://webstore.iec.ch/publication/64703

Functional

Intersects With

Documentation Requirements

TDA-04

[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applications andjor Services (TAAS) that describe:

(1) Secure configuration, installation and operation of the TAAS;

(2) ffective use and maintenance ofsecuriy estures/unctions; and

3) ki regarding and use of (eg..
privileged) functions.
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