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FFor specific requirement details, buy a licensed copy of the Focal Document at
1 Scope Ittpe/awn so-ora/standard/70918 htmi i Functional | No Relationship NA NA N/A 0 INo applicable SCF control
2 Normative references | - <Pecinc eduirement detals, buy a licensed copy of the Focal Document at: Functional | No Relationship NA NA NA o INo applicable SCF control
Terms, definitions and _[For specific requirement detalls, buy a ficensed copy of the Focal Document at " -
3 S oreviatad s |nttpediwww.iso.org/standard/76918 himi Functional | No Relationship NA NA NA 4 INo applicable SCF control
4 General o P e e ancensed copy of the Focal Document at Functional | No Relationship N/A NiA NA 4 INo applicable SCF control
o N [For specific requirement details, buy a licensed Copy of the Focal Document at
5 atonal cybers i htmi Functional | No Relationship NA NA NA o INo applicable SCF control
FFor specific requirement detals, buy a licensed Copy of the Focal Document at " i
51 General Intpes/iwww se.org/standard/70918 htmi Functional | No Relationship NA NA NA 4 INo applicable SCF control
For specifc requirment Getal, buy 2 censed copy of the Focal Document at
52 Objectives Ibttperiwwe so-0rg/standara/70918 himi Functional | No Relationship NA NiA NA 4 INo applicable SCF control
[For specific requirement details, buy a htensed Copy of the Focal Document at
5.2() NIA Inttpe /T so.0ra/standard/ 70918 himi Py Functional | No Relationship NA NIA NIA o INo applicable SCF control
5.2(b) NA For specific requirement detale. "“‘fﬁ,‘;“e"se" copy of the Focal Document at: Functional | No Relationship NA NA NA 4 INo applicable SCF control
FFor specific requirement details, buy a licensed Copy of the Focal Document at " i
5.2(0) NA Inttpes /i fso-org/standardr70016 himi Functional | No Relationship NA NA NA 4 INo applicable SCF control
For Speciic requirement detal, buy 2 censed copy of the Focal Docurmet at
5.2(d) N/A Itper o s ore/atandeed 7oL Rt Functional | No Relationship NA NA N/A 4 INo applicable SCF control
[For specific requirement details, buy a htensed Copy of the Focal Document at " .
5.2(e) NA Inttpe /i so.0ra/standard/ 70918 himi Py Functional | No Relationship NA NIA NA o INo applicable SCF control
5200 N/A e ot °“yhau‘#°‘e”se“ copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed Copy of the Focal Document at
5.2(9) NA Inttpe /i jso-org/standard/70016 himi Functional | No Relationship NA NA NA 4 INo applicable SCF control
For specific requirment detal, uy 2 censed copy of he Focal Documert at
5.2(h) NA Itper o o orgratanderd /70916 Rt Functional | No Relationship NA NA NA 4 INo applicable SCF control
520 e For specific requrement detals buy htensed Copy of the Focal Document at rurctonal|[Nereiaaorani D B o B o appiicable SCF control
FFor specific requirement details, buy a hcensed Copy of the Focal Document at -
53 Inputs Itpes/iwww so.org/standard/70918 htmi i Functional | No Relationship NA NiA NA 4 [No applicable SCF control
FFor specific requirement details, buy a h(ensed Copy of the Focal Document at
531 Prerequisites Inttperwwe so-org/standara/70918 himi Functional | No Relationship NA NiA NA 4 INo applicable SCF control
Further supporting _[For specific requirement details, buy a htensed Copy of the Focal Document at
532 e suppor Itper w0 orgstancard /70916 htmi Functional | No Relationship NA NA NA o INo applicable SCF control
52 Requirements and [For speciic requirement detatl, buyhauwﬁenseu Copy of the Focal Document at — B B B 0 INo applicable SCF contral
FFor specific requirement details, buy a licensed Copy of the Focal Document at
Q0501 4 overnance -t Functional SubsetOf | Comen g e o | Gov.oa  |Mechanisms exist to establish, maintain and disseminate policies, standards 0
9 piance & Resil Jand procedures necessary for secure, compliant and resilent capabities
For specific requirement detalls buy 2 lensed copy of the Focal Document at Pobiehing Secart
|https://www.iso.org/standard/70918.htm| ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-01(a) N/A Functional SubsetOf | Compliance &Resiience | GOV-02land procedures necessary for secure, compliant and resilient capabiltes. 10
FFor specific requirement detals, buy a icensed Copy of the Focal Document at obieing Secart
|nttps://www.iso.org/standard/70918.html ublishing Security. [Mechanisms exist to establish, maintain and disseminate policies, standards.
RQ-05-01{b) L Functional SubsetOf | Compliance & Resiience | GOV-02 lang procedures necessary for secure, compliant and resilient capabiltes; 10
FFor specific requirement details, buy a licensed Copy of the Focal Document at pubishing Securt
[nttps:/jwww.iso.org/standard/70918 htmi ublishi unty. IMechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-02 A Functional SubsetOf | Compliance & Resiience | GOV-02land procedures necessary for secure, compliant and resilient capabilties. 0
FFor specific requirement detals, buy a icensed Copy of the Focal Document at obieng Secart
[ttps://www.iso.org/standard/70918.html ublishing Security, [Mechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-02(a) A Functional SubsetOf | Compliance & Resilience | GOV-02land procedures necessary for secure, compliant and resilient capabiltes. 10
For specific requirement detals buy 2 censed copy of the Focal Document at Pubishing Securty,
[nttps:/www.iso.org/standard/70918. htm| o i [Mechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-02(b) A Functional SubsetOf | Compliance & Resllience | GOV-02 lang procedures necessary for secure, compliant and resilient capabilties, 0
For specific requirement detalls buy 2 lensed copy of the Focal Document at obiehing Secart
[https://www.iso.org/standard/70918.html ublishing Security. IMechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-03 GEs Functional SubsetOf | Compliance &Resilience | GOV-02land procedures necessary for secure, compliant and resilient capabiltes. 0
FFor specific requirement detals, buy a licensed copy of the Focal Document at obieing Secart
[nttps://www.iso.org/standard/70918. html ublishing Securl. [Mechanisms exist to establish, maintain and disseminate policies, standards
RQ-05:04 R Functional | SubsetOf | Compliance & Resilence | Gov-02 - TIoCCl St CCo o secure, complant and resilent capabiies 10
[For specific requirement details, buy a licensed Copy of the Focal Document at Pobehing Secart
[https://www.iso.org/standard/70918 htmi ublishing Securlty. IMechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-05 A Functional SubsetOf | Compliance &Resiience | GOV-02land procedures necessary for secure, compliant and resilient capabilties. 0
FFor specific requirement detals, buy a icensed Copy of the Focal Document at obieing Secart
[nttps://www.iso.org/standard/70918.html e P neur [Mechanisms exist to establish, maintain and disseminate policies, standards.
RQ-05-05(a) A Functional SubsetOf | Compliance & Resiience | GOV-02 lang procedures necessary for secure, compliant and resilient capabiltes. 10
FFor specific requirement details, buy a licensed Copy of the Focal Document at Pubishing Securt
[ttps://www.iso.org/standard/70918.html ublishi unity. [Mechanisms exist to establish, maintain and disseminate policies, standards
RQ-05-05(b) A Functional SubsetOf | Compliance & Resiience | GOV-02land procedures necessary for secure, compliant and resilient capabilties. 0
542 Q culture 9 sPecific requirement detals, buy 2 licensed copy of the Focal Document at Functional | No Relationship NA NA NA 4 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at Business As Usual (BAU) IMechanisms exist to incorporate security, compliance and resilience
RQ-05-06 NA [nttps://www.iso.org/standard/70918 htmi Functional | Intersects With |~ Security, Compliance & | GOV-14  [principles into Business As Usual (BAU) practices through executive 8
Resilience Practices leadership involvement.
For specific requirement detals, buy a licensed Copy of the Focal Document at Security, Compliance &
05 Ihttpes 7w 50, org/standard/7 618 hem! ; g 9 IMechanisms exist to facilitate the implementation of security workforce
RQ-05-06 NA psi/ g/ i Functional | Intersects With Resilience-Minded AT0L ot and swaraneas contro 8
200507 D o ShecTc reculrement Getl. by & Tcensed copy f the Focal Dacument ot runctional | itersects with Defined Roles & HRS.03 [Iechamems et o ein cybersecurty roles & fesponsiiies for S
Forspecific equirement detalls buy 2 1ensed copy of the Focal Document at Competency Requrements
[ttps://www.iso.org/standard/70918.htm| Yy Requl [Mechanisms exist to ensure that all security-related positions are staffed by
RQ-05-07 NA Functional | Intersects With | " for Securiy-Related HRS03.2 e e e v the hoceaensy Sl et 8
[For specific requirement details, buy a licensed Copy of the Focal Document at
IMechanisms exist to commit appropriate resources needed for continual
[nttpsi//www.iso-org/standard/70918 htmi improvement of the organization's Security, Compliance & Resilience
PProgram (SCRP), including:
RQ-05-08 NA Functional subsetor | Commitment To Continual | Gov.01.3 (1) Staffing 10
P (2) Budget;
(3) Processes; and
(@) Technologies.
For Speciic requirment Getal. buy 2 censed copy of he Focal Documert at
543 Information sharing lnttps://www.iso.org/standard/70918 htmi Functional | No Relationship N/A NA NA 4 INo applicable SCF control
For specific requrement detals buy htensed Copy of the Focal Document at echanisms exist to utize & process to assst users in making information
-05- Ihttps://www.iso.org/standard/70918.h . isms ext il i ing i
RQ-05-09 NA psi g/ T Functional | Intersects With | Information Sharing DCHLa st o enaLre dota i appropmiately protacten 8
o Speciic Tequiement detals S o eensed copy of fhe Focal Bocument at IMechanisms exist to require contractual requirements for applicable security,
ps://www.iso.org/standar htmi Third-Party Contract |compliance and resilience requirements with third-parties, reflectin
RQ-05-09 L Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 8
Jand/or Data (TAASD).
Forspecifc requirement detale buy a censed capy ofthe Focal Docurment at [Mechanisms exist to require contractual requirements for applicable security,
psi//www.iso.org/standar Third-Party Contract |compliance and resilience requirements with third-parties, reflecting the
RQ-05-10 A Functional | Intersects With Requirements TPM05 lorganization's needs to protect its Technology Assets, Applications, Services s
Jand/or Data (TAASD).
For Speciic requirement Getal. buy 2 censed copy of the Focal Documentat
544 Management systems [t D L e dara/76918 hm Functional | No Relationship NA NiA NA 4 INo applicable SCF control
[For specific requirement details, buy a htensed Copy of the Focal Document at Quality M N [Mechanisms exist to govern a Quality Management System (QMS) to ensure
RQ05-11 NA Intps://wwwe.iso.org/standard/70918 htmi Functional | Subset Of uality Managemen GOV-18  [security, compliance and resilience processes conform with applicable 10
v Jstatutory, regulatory and/or contractual obligations.
For specifc requirement defall buy o censed copy of fhe Facal Documen o Quality Management IMechanisms exist to govern a Quality Management System (QMS) to ensure
RQ-05-11(a) NA [nttps://www.iso.org/standard/70918. htmi Functional Subset Of ) 9 GOV-18  [security, compliance and resilience processes conform with applicable 10
System (QMS)
4 Jstatutory, regulatory and/or contractual obligations.
[For specific requirement details, buy a licensed Copy of the Focal Document at Quality v N [Mechanisms exist to govern a Quality Management System (QMS) to ensure
RQ-05-11(b) N/A Inttps://www.iso.org/standard/70918.html Functional Subset Of “as' ;le,:”:f;g;e” GOV-18 security, compliance and resilience processes conform with applicable 10
v Jstatutory, regulatory and/or contractual obligations.
[For specific requirement details, buy a licensed Copy of the Focal Document at Qualty Management [Mechanisms exist to govern a Quality Management System (QMS) to ensure
RQ-05-11(c) NA [nttps://www.iso.org/standard/70918. html Functional Subset Of o (o8} GOV-18 [security, compliance and resilience processes conform with applicable 10
Sy Jstatutory, regulatory and/or contractual obligations.
FFor specific requirement detals, buy a icensed Copy of the Focal Document at ; [Mechanisms exist to govern a Quality Management System (QMS) to ensure
RQ-05-11(d) N/A |https://www.iso.org/standard/70918.html Functional Subset OF Q“as":tg":;"(%g;g;e”‘ GOV-18 [security, compliance and resilience processes conform with applicable 10
v Jstatutory, regulatory and/or contractual obligations.
For specifc equirement detalls buy 2 1ensed copy of the Focal Document at Unattended End-User Mechanisms exist to implement enhanced protection measures for
RQ05-12 NA [nttps://www.iso.org/standard/70918 html Functional | Intersects With ki AST-06  [unattended technology assets to protect against tampering and unauthorized 8
Jaccess
For specifc requirment Getal, buy 2 censed copy of the Focal Document at Configure Technolor
T A A pesSfigure Technology Mechanisms exist to configure Technolagy Assets, Applications and/or
RQ-05-12 NA Functional | Intersects with | 3361 APPIERIONS 00T | crG-02.5  [Services (TAAS) utilized in high-isk areas with more restrictive baseline 8
e Ao i [configurations.
For specifc equirement detalls buy 2 1censed copy of the Focal Document at [Mechanisms exist to develop a security Concept of Operations (CONOPS), or
Inttps://www.iso.org/standard/70918.htm| Security Concept Of la similarly-defined plan for achieving cybersecurity objectives, that
RQ-05-13 N/A Functional Intersects With o e,augns LCONDOPS) 0PS-02  |documents management, operational and technical measures implemented 5
P apply defense-in-depth techniques that is communicated to all appropriate|
[stakeholders
[For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/70918.htmi IMechanisms exist to define supporting business processes and implement
lappropriate governance and service management to ensure appropriate
05 Delivery 03 |planning, delivery and support of the organization's technology capabilities
RQ-05-13 L Functional | Intersects With | gginess process support) | OP503 lsupporting business functions, workforce, and/or customers based on s
industry-recognized standards to achieve the specific goals of the process
larea.
sas ool For specifc requirement detalls buy 2 lcnsed copy of the Focal Document at Functional | No Relationship D o D B o appiicabie SCF control
For specifc reqwer/"tem:eﬂsugbﬁyﬁ hcensed copy of the Focal Document at IMechanisms exist to establish usage restrictions and implementation
pS://wWww.iso.org/standar lguidance for organizational technologies based on the potential to cause
RQ-05-14 N/A Functional | Intersects With [Technology Use Restrictions|  HRS-05.3 3019978 17 orgamiaationd) fechioales based o e 0 e ane) 1 sed H
Imaliciously.
700514 o o Shecic recurement Getal. buy & Tcnsed copy of the Focal Dacument ot Functional | Intersects With | Maintenance Tools MNT-04_[{echarisms exst o contral and monitor the use ofsystem maintenance S
200514 o Forspecific requirement detals buy 2 Icensed copy of the Focal Document at Functional | Intersects With | Restrict Tool Usage VNT0%a[Sormated mechanisms et o resirict e use of maintenance toos o S
[For specific requirement detals, buy a hcensed Copy of the Focal Document at
05 Inttpe /v is0.0rg/etandard/76918 htmi Detonation Chambers g IMechanisms exist to utilize a detonation chamber capability to detect and/or
RC-05-15 o " 9 g Functional | Intersects With (sandboxes) IRO-15lplock potentially-malicious files and email attachments. 5
546 nformation security For speciic requirement detal, uy 2 censed copy of he Focal Documen at runctenall Vo meieaonane. m o o 0 ]
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e ) acensed copy of the Focal Document at Abilty To Demonstrate lcompiiance a?\);/sorfeir\‘\se“nr:e (Sp‘:bua@‘ffof&‘fniy with applicable

05- et o orgrscanaara 16913 r L
RC-05-16 R peill o ’ Functional | Intersects With Conformity CPLOL3  leybersecurity and data protection laws, regulations and/or contractual s

hiioat
e ey ang o CoPY ©f the Focal Document at Mechanisms exist to produce work products (e.q., process artfacts) that

05- Inttps:/jwwweiso.org/standard/70918 htmi g 3

RC05-16 A psi glstandard Functional | Intersects With Work Products CrLaz  [fechanisms exst to produce work products (e g, process artifa 3
547 oy e s o copY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Dacument at Security, Compliance &
5. e o s prestandaed TGOAE hami ; 42 |Mechanisms exist to provide a security, compliance and resilience controls
RQ-05-17 NA psilh o 4 Functional | Intersects With | Resfence Controls P02 oversight function that reports to the organization's executive leadership. ®
For specific requirement detalls. buy  icensed copy of the Focal Document at Mechanisms exist to conduct periodic audits of security, compliance and
RQ-05-17 N/A [ttps:/fwww.iso.org/standard/70918.htm| Functional Intersects With Periodic Audits CPL-02.2 |resilience controls to evaluate conformity with the organization's 5
ldocumented policies, standards and procedures.

55 Work products [0 e e ons - P O the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
Waso1 A ;‘;; Specic exurement deal, by 3 Tcarsed copy of e Focal Docarmet o Functonal|_| No Reltonship WA A A o o spplicabl SCF cantrol
w502 i For Specifc ecuement dtall, buy a Tcarsed cop of e FocalDocumrt Functonal | No Relatinship wa A i o o spplcabi SCF cantrol
WP-05-03 A O e oy e C1oc COPY of the Focal Document at Functional | No Relationship A A NiA 3 INo applicable SCF control
WP-05-04 NA e e gora | COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
WP-05-05 N/A o e el e Je e  acensed copy of the Focal Document at: Functional | No Relationship. N/A N/A NA 0 INo applicable SCF control

oropect depend For specific requirement detalls, buy a licensed copy of the Focal Document at
6 roject eper agr:mm i html Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
6.1 General e o or e a1 e COPY of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
o onctves [ SPeGe eauoment deal, by eensed copy o e Foca Documert D | WA A WA 5 e
oz i For Specifc ecuement dtall, buy a Tcarsed con of e FocalDocamrt Functonal | No Reltionship i A i o o spplicabi SCF cantrol
6.2(b) NA e ot "“"ﬁ,‘ﬁe”se“ copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
6.2(0) NA e e 6018 >4 COPY of the Focal Document at Functional | No Relationship NA NA NA 3 INo applicable SCF control
o2 a For specifc ecurement detall, buy a Tcarsed cop o e FocalDocurmrt Funcional | o Relotenship i A i o o appicable S contro
62(e) NA For specifc requirement detals. ouy 2 ficensed copy of the Focal Document at: Functional | No Relationship A A A 3 INo applicable SCF control
63 Inputs e oy 1120 COPY of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
631 Prerequisites e e 16018 o> COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
Fortner suppering Forspeciic requremert detal, buy o cansed copy o e Focal Docurment
632 information Ihttpsjwww.iso.org/standard/70918.htmi sl || (REEEi R A WA 0 [No applicable SCF control
ot Requirements and For specifc requrement detals, buyhauwﬁensea Copy of the Focal Document at Fmetional | No Aetationshin m m o o T ————
o1 Cybersecurity For specifc equrement dtals buy  Teensed copy o1 the Focal Documert ot | A A A 5 re———
00601 A ;?lrpsspﬁ;l::;(r‘e;;u;rregr/rs\‘ear:dd:rt:/l;sogb]\gy: Teareaa Copy of the Focal Document at ronctional | mtersect witn Defined Roles & HRs03 _[Jechanisms exst o deie Toles & oral B
For specific requirement detals, buy a icensed copy of the Focal Documen at
Inttps:/fwwwt.iso.org/standard/70918 himi Security, Compliance & Mechanisms exist to assess security, compliance and resilience controls in
Ra-06.01 R Functonal | Itersects with | Resllence 1 Prolect | P04 preducing e deshed e
nagemen loutcome with respect to meeting the requirements.
For specific requirement detalls, buy  icensed copy of the Focal Dacument at
Ittps:/jwwweiso.org/standard/70918 htmi Responsible, Accountable, echanisms exst o document and mainaina Responsile, Accourtabe
. g upportive, Consulted & Informe marix, o similar documentation,
RQ.05.01 WA Functonal | nersecs Wi | ‘Supportive, Consuled & | TP B o e o s
between internal stakeholders and External Service Providers (ESPs)
642 planning [0 D e e s i oY Of the Focal Document ot Functional | No Relationship NA NA NA 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to identify critical system components and functions by
Ittps://www.5o.org/standard/70918 htmi Security, Compliance & performing 2 criticalty analyais for citcal Technoiogy Assets, Applications
Ra-06-02 A Functional SubsetOf | Resilience Requirements | PRM-05  lanjor Services (TAAS) at pre-defined decision points in the Secure 10
Development Life Cycle (SDLC)
For specic requrement Getals, buy  Tcensed copy o e Focal Document a Mechanisms exist to identify critical system components and functions by
[nitps:/fwww.iso.org/standard/70918 htmi e performing a criticality analysis for critical Technology Assets, Applications
R050200 A Functional | SubsetOF | Resilence Requrements | pawos  BECOTIIY R SRR SN S e e e w0
Development Life Cycle (SDLC).
For specific requirement detals, buy a icensed copy of the Focal Documen at Mechanisms exist o identity critical syster components and functions by
Inttps://www.iso.org/standard/70918.html Security, Compliance & lperforming a criticality analysis for critical Technology Assets, Applications
RQ-06-02(5) I Functional SubsetOF | Resilience Requirements | PRM-05 lanjor Services (TAAS) at pre-defined decision points in the Secure 10
Development Life Cycle (SDLC)
For specific requirement details, buy  icensed copy of the Focal Document at Mechanisms exist to identify critical system components and functions by
[ntps:iwwveiso.org/standard/70918 htmi S Akl performing  crifcalty analysi orcrial Technology Assets, Applications
RQ-06-02(c) A Functional subset Of | Resilence Requiements | pRuos  BECOTIS S SIERY r crtical Technology Assets, App) 10
Development e Cycle (S50
For specific requirement detalls. buy a icensed copy of the Focal Document at Mechanisms exist to identify critical system components and functions by
Ittps/jwwwiso.org/standard/70818 htri Security, Compliance & performing a criticality analysis for critical Technology Assets, Applications
RQ-06-03 N/A Functional Subset Of Resilience R:g::emems PRM-05lond/or Services (TAAS) at pre-defined decision points in the Secure 10
Development Life Cycle (SDLC).
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to identify critical system components and functions by
Ittps://www.5o.0rg/standard/70918 html Security, Compliance & berforming a criticalty analvais for critcal Technoiogy Assets, Applications
RQ-06-03(a) NiA Functional subsetof | Resilence Reauiements | PRIL0S T e e i he Sevire 10
Development Life Cycle (SDLC).
For pecic reqirement detaflz buy  Tcensed copy o the Focal Document o Securty, Compliance & Mechanisms exist to identify critical system components and functions by
o6 ps://ww. iso.org/standar m . 05 |performing a criticality analysis for critical Technology Assets, Applications
RQ-06-03(5) R Functional SubsetOf | Resilience Requirements | PRM-05 langjor Services (TAAS) at pre-defined decision points in the Secure 10
Development Life Cycle (SDLC).
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to identify critical system components and functions by
w0030 n itoer s sa.org/atandard 70518 htmi onctons subsetor | psSurty. Compliance & | g5 |performing a critcality analysis for critical Technology Assets, Applications 0
0503(c unctonal | subse esilence Regurements 05 o Seices (AAS) o prc-defned decision pones 1 ive Secure
evelopment Life Cycle (SDLC)
For specic requrement Getals, buy  Tcensed copy o e Focal Document a Mechanisms exist to identify critical system components and functions by
[ntps:/fwww.iso.org/standard/70918 htmi e performing a criticality analysis for critical Technology Assets, Applications
RQ-0503(0 A Functonsl | SubsetOf | Resilence Requrements | P05 BOCOTIINE SRR SN S TET R e w0
Development Life Cycle (SDLC)
For specific requirement detall, buy  icensed copy of the Focal Document at Mechanisms exist o identity critical syster components and functions by
Inttps://www.iso.org/standard/70918.htmi Security, Compliance & lperforming a criticality analysis for critical Technology Assets, Applications
RQ-06:03(¢) A Functional subsetof | Resilence Reauiements | - PRUL05 0TS 8O e e e cerine 10
Development Life Cycle (SDLC),
For specific requirement detals, buy  icensed copy of the Focal Dacument at Mechanisms exist to identify critical system components and functions by
[ntps:waeiso.org/standard/70918.htmi e performing a criticality anaiyss for critical Technology Assets, Applications
RQ-06-03(1) A Functional subsetof | Resilence Reauiements | PRIL0S 0T e he Sevire 10
bevelopment Life Cycle (SDLC)
For specific requirement detalls buy a licensed copy of the Focal Document at
Itpes/www s0.org/standard/7 0918 hami Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
fsses, Applcatons anlor Sevces (TAS) oross the System Developmen
Life Cycle (SD
RQ-06.04 A Functional Subset OF roduct Management | ToAGLT |1} mprove anclenal 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; an
(4) Conform with applicable stattory, regulatory and/or contractual
lobligations.
For specific requirement detalls, buy  icensed copy of the Focal Dacument at [Security Plan (S5P)) That
Ittps/fwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-06.05 NA Functional | Intersects With | Compliance and Resilience | 14003  [[2) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation ontrols on applicable Peopl, Processes Technologies, Data andor aciies
PTDF) that are contained within the system boundar
(3) Provides a historica record of applied securiy Controts including
For specifc equrement doale buy  Teensed copy o1 the Focal Documert ot [Security Plan (55) that
Ittps://wwww.iso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-06-05(a) /A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience s
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a hstorical record of applied securiy controls, including
For Specific requirement detalls buy a licensed Copy of the Focal Document at [Security Plan (5SP) tha
Ittps//wwwe.iso.org/standard/70918 himi (1) dentifies key architectural and implementation information on in-scope
Applied Security ITechnology Assets, Applications and/or Services (TAAS):
RQ-06.05() /A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience s
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specic reaurement detils, buy  censed copy o e Focal Document a [Security Plan (5SP) that:
Ittps://wwweiso.org/standard/70918.h (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-06.06 NiA Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation contols on appicable Pople Processes, Technologes, Data andor Fecilies
(PPTDF) that are contained within the system boundan
(5) Provides a hitrial record of appled secur Controts, ncluding
For specific requirement detalls. buy  icensed copy of the Focal Document at [Security Plan (5SP) th
Ittps://wwwso.org/standard/70918 htmi 1) ldenties ey architectural and implementation nformation on nscope
Applied Security [Technology Assets, Applications andor Services (TAAS):
£Q-06.07 NiA Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specific requirement detalls, buy a icensed copy of the Focal Documen at [Security Plan (5SP)) that:
Inttps:/jwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
R0-06.08 A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation ontols on appicable Peopie Processes, Technologes, ata andlor Focilies
e are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
e o g > coPY of the Focal Document at Mechanisms exis to produce work products (e.q., process artifacts) that
-06- Ittps:/jwwwwiso.org/standard/70918 htmi g 9.
RQ-06-09 A psi glstandard Functional | Intersects With Work Products CrLa3  [fechanisms exstto produce work products (e g, process artfa o
For Specific requirement detalls, buy a licensed copy of the Focal Document at [Security Plan (5SP)) that:
Ittps//wwwe.iso.org/standard/70918 himi (1) dentifes key archiectural and implementation iformation o in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-06-10 /A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilence s
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a hstorica record of applied securiy controls, including
For specific requirement detalls, buy a licensed copy of the Focal Document at [Security Plan (5SP) thal
Ittps://wwweiso.org/standard/70918 himi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-06-11 NiA Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience 8
ontrols Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specic reaurement detalls buy  censed copy o e Focal Document a echanisme exist to roduce work products (6., process artfacts ot

-06- Inttps://wwww.iso.org/standard/70918 htmi g

RQ-06-12 A ps://www. 150.07/standard/70918 Functional | Intersects With Work Products P e e o roducts (6.0 Process artia 8
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Secure Controls Framework (SCF)
FDE Name ment (FDE) Descri SCF Control eonllDaseriots
F ific requirement detail [ f the Focal D tat: " i
643 Tailoring e a1 11 COPY of the Focal Document 2 Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement detals, buy a h(ensed Copy of the Focal Document at
Inttps://www.iso.org/standard/70918.html IMechanisms exist to allow baseline controls to be specialized or customized
Iby applying a defined set of tailoring actions that are specific to
(1) Mission / business functions;
PM-06-13 NA Functional | Intersects With Baseline Tailoring CFG029  [12) Operational environment. 5
(3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission / business
Jsuccess.
[For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/70918.htmi IMechanisms exist to allow baseline controls to be specialized or customized
bby applying a defined set of tailoring actions that are specific to
(1) Mission / business functions;
PM-06-14 NA Functional | Intersects With Baseline Tailoring CFG02.9  |12) Operational environment 5
(3) Specific threats or vulnerabilities; or
(4) Other conditions or situations that could affect mission / business
For specific requirement detalls buy 2 lensed copy of the Focal Document at Information Assurance (1A) Wechanisms exst o faciltate the [mplementation of secuiy. compliance
PM-06-15 Reuse Functional Subset Of e A0 e o 10
et 'eq”"e"‘f"‘:e‘:';sug"]‘g at “‘e"se‘ copy of the Focal Document at IMechanisms exist to formally assess the security, compliance and resilience
s://www.iso.org/standard lcontrols in Technology Assets, Applications and/or Services (TAAS) through
o6 150 W Furcioa | mersasin | psesmens | w00z ffematon e et [ st seemin e gt :
lproducing the desired outcome with respect to meeting expected
requirements.
For Specic reqirement detaflz buy  Tcensed copy o the Focal Document o Mechanisms eis to formally assess the securty, compliance and resilence
P o [controls in Technology Assets, Applications andjor Services (TAAS) through
PM-06:15(0) R Functional | Intersects With Rasessments 002 oo rs Implementad Correcly: operating as mtended and s
lproducing the desired outcome with respect to meeting expected
For specifc requirement detals buy o lcensed copy of he Focal Document at Mechanisms exist to formally assess the security, compliance and resilience
P o [controls in Technology Assets, Applications and/or Services (TAAS) through
o150 wa ot | s | asesmens | oo [eTsen s g st e e et :
lproducing the desired outcome with respect to meeting expected
requirements.
[For specic requiremert defale: buy aTeensed copy of the Focal Dacument at [Mechanisms exist to formally assess the security, compliance and resilience
Ps: so-org/standar [controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
PM-06-16 A Functional | Intersects With Assessments 1A0-02 " yhich the controls are implemented correctly, operating as intended and s
lproducing the desired outcome with respect to meeting expectet
requirements.
For specific requiremen detais buy 2 fcensed copy of he Focal Document at [Mechanisms exist to formally assess the security, compliance and resilience
tps://www.iso.org/standard tml |controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
PM-06-16(a) L Functional | Intersects With Assessments 1A0-02 uhich the controls are implemented correctly, operating as intended and s
lproducing the desired outcome with respect to meeting expected
requirements.
[For Speciie requiemert delal, Doy @ eensed copy of e Focal Document at Mechanisms exis to formally assess the securiy, compliance and resiience
psiflwwi.iso.org/standar lcontrols in Technology Assets, Applications andor Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
PN-06-16(b) (2 Functional | Intersects With Assessments 1A0-02 yhich the controls are implemented correctly, operating as intended an s
lproducing the desired outcome with respect to meeting expected
requirements.
ForSpecifc requrement defal buy @ Tcensed oy o Ui Focal Document o Wechanisms exist to formally assess the security, compliance and resilence
P 9 g lcontrols in Technology Assets, Applications andjor Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
PM-06-16(c) [ Functional | Intersects With Assessments 1A0-02 yhich the controls are implemented correctly, operating as intended and s
lproducing the desired outcome with respect to meeting expecte
requirements.
ForSpecifc requlrement defail buy » Tcensed copy o e Focal Document o Mechanisms eist to formally assess the securty, compliance and reilence
psiflwwi.iso.org/standar -t lcontrols in Technology Assets, Applications andjor Services (TAAS) through
Pns1s0 wa Furcioa | merseaswin | rsssmens | ooz [ilematon eaonce et [ adis o seemine e e s
lproducing the desired outcome with respect to meeting expected
requirements
For Specifc reqrement delailz buy  Ticensed copy o the Focal Document o Mechanisms eis to formally assess the securty, compliance and resilence
ps://www.iso.org/standar lcontrols in Technology Assets, Applications andjor Services (TAAS) through
0617 R Funtonal | Intersects With Assessments 002 Comiols are rpemented corecly: opeating o eended and s
lproducing the desired outcome with respect to meeting expectet
requirements.
For Specic reqrement detallz buy  TKensed copy o the Focal Document o IMechanisms exist to formally assess the security, compliance and resilience
psiflwww.iso.org/standar mi lcontrols in Technology Assets, Applications and/or Services (TAAS) through
pM06-17(0) R Functonal | Intersects With Assessments 002 e Comils are rpemented corecly: operating o tended and s
roducing the desired outcome with respect to meeting expected
requirements.
For Specic reqirement detaflz buy  Tcersed copy o the Focal Document o Mechanims eis to formally assess the secury, compliance and resilence
P o [controls in Technology Assets, Applications andjor Services (TAAS) through
s 1701 W Furcioa | mersasin | ssesmens | w00z [oemaon e gty () s o seemin e gty s
lproducing the desired outcome with respect to meeting expected
requirements
645 Component out-of-context |ror <PeCific requirement details, buy 2 licensed copy of the Focal Document at Functional | No Relationship NA NA NA o INo applicable SCF control
[For specific requirement details, buy a licensed Copy of the Focal Document at
06 Yt 3 IMechanisms exist to produce work products (e.q., process artifacts) that
RQ-06-18 NA Functional | Intersects With Work Products L3 e the Ay kb comply i Sppicabe toqurements. 8
[For specific requirement details, buy a licensed Copy of the Focal Document at [Security Plan (S5P)) that
Ihttps://www.iso.org/standard/70918.htmi (1) identifies key architectural and implementation information on in-scope
Applied Security, [Technology Assets, Applications and/or Services (TAAS);
RQ-06-18 NA Functional | Intersects With | Compliance and Resilience | 14003 ((2) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation lcontrols on appiicable People, rocesses, Technolagies, Data and/or Facilties
(P are contained within the system boundary; ant
(3) Provides a historical record of applied security controls, including
For speciic requrement Getaly, buy  Tcensed copy o e Focal Document IMechanisms exist to identify critical system components and functions by
Ihttps://www.iso.org/standard/70918.html Security, Compliance & performing a criticality analysis f
06 i y ity analysis for critical Technology Assets, Applications
RQ-06-19 NA Functional | Intersects With | Resilence Requirements | PRM-05 |25 eaR S TAS) at predefined decision points n he Secure 5
[Development Life Cycle (SDLC).
For Specfic reqirement detaflz buy  Tcnsed copy o the Focal Document o Mechaisms i to formally assess the secury, compliance and resilence
P o [controls in Technology Assets, Applications andjor Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
RQ-06-20 A Functional | Intersects With Assessments 1A40-02 " yhich the controls are implemented correctly, operating as intended and s
roducing the desired outcome with respect to meeting expected
requirements
6.4.6 Off-the-shelf component [+ SPectfc requirement detalls, buy 2 licensed copy of the Focal Document at Functional | No Relationship NA NIA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed Copy of the Focal Document at
Ihttpe-/iwwwi50.0rg/standard/76918 htmi IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) to:
RQ-06-21 NA Functional Subset Of Product Management | TDA-0L1 |(1) Improve functionality; 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
For Speciic requrement Getaly, buy  Tcensed copy o e Focal Document
06 Ihttpes//www.50.0rg/standard/7 0918 htmi Commercial Off-The-Shelf 03 |Mechanisms exist to utilize only Commercial Off-the-Shelf (COTS) security
RQ-06-21 NA P g Functional | Intersects with | (ST O TReShel | tDa03  [Rechan 5
FFor specific requirement details, buy a licensed Copy of the Focal Document at
o6 Inetpes w150, org sEANGBraT GOLE A, Commercial Off-The-Shelf 03 |Mechanisms exist to utilize only Commercial Off-the-Shelf (COTS) security
RQ-06-21(a) NA P g Functional | Intersects with | (STEFC02 BETOENAN | toa0s  [TeCen H
FFor specific requirement detals, buy a icensed Copy of the Focal Document at - [p—— vech o e ot e shelt (COTS) secortty
06 Inttpes//www.s0.org/standard/70918 htmi ith | Commercial Off-The-Shel ’ lechanisms exist to utilize only Commercial Off-the-Shel secur
RQ-06-21(b) NA P g Functional | Intersects with | (SR OFTReBhel | TDa03  [Hechan 5
[For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/70918.htmi IMechanisms exist to obtain, protect and distribute administrator
ldocumentation for Technology Assets, Applications and/or Services (TAAS)
Documentation [that describe:
RQ-06-21(c) NA Functional | Intersects With ocumentation TDA-04 (1) Secure configuration, installation and operation of the TAAS; H
d (2) Effective use and maintenance of security features/functions; and
(3 Kaoun regarding
(e.g., privileged) functions.
For Specic reqlrement detallz buy  Tkensed copy o the Focal Document o IMechanisms exist to formally assess the security, compliance and resilience
pi/fwww.iso.org/standar m lcontrols in Technology Assets, Applications and/or Services (TAAS) through
o2 W Furcio | mersasin | rsesmens | w00z [ofematon e gt [ s o seemin e gt s
roducing the desired outcome with respect to meeting expected
requirements.
607 < case[[O7SPECIC requirement detal; buy a censed copy of the Focal Document at Functionall | No Relationship B B B 0 INo appiicable SCF contral
FFor specific requirement detals, buy 2 Tcersed copy o the Focal Document at echanisms exist to produce work products (e.0. process artfacts)that
-06- Inttps://www.iso.org/standard/70918.html i . .
RQ-06-23 GEs o Functional | Intersects Wit Work Products CPLI3 ldemonstrate the ability to comply with applicable requirements. 8
[For specific requirement details, buy a licensed Copy of the Focal Document at [Security Plan (5SP)) that:
Inttps://www.iso.org/standard/70918 htmi (1) Identiies key architectural and implementation nformation on n-scope
Applied Security, [Technology Assets, Applications and/or Services (TAAS);
RQ-06-23 NA Functional | Intersects With | Compliance and Resilience |  1A0-03  (12) Reflects the current state of applied security, compliance and resilience 8
Controls Documentation [controls on applicable People, Processes, Technologies, Data and/or Facilities
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
cas B assessment [0y PecC requrement defal, Buy 2 ensed copy of e Focal Document at Functional | No Refationship A A wa o v appicabte scr contol
RQ0628 T Forspecific equrement detalls buy 2 lcensed copy of the Focal Document at Functionat subsetor | MOmelion Assurance (A) | .07 [Mechaniems exist o facitate the ation o security compliance o
F Tfic requirement detail [ Tthe Focal D tat i i i i
200625 B or specifc equirement detals buy 2 censed copy of the Focal Document a Functional Subsetor | IMormation Assurance () | g |Mechanisms exist o faciltate the ation of securty, complance o
F i ¢ detals buy 2 censed Tthe Focal D tat
R00626 ey orspecifc requirement detal, buy 2 censed copy o e Focal Docurment Functiona! Subsetor | IMormation ASSurance ) | 5., [Mechanisms exist to facitate the implementation of secury, compliance o
"00627 o ;A:‘rpssp/e/:;a;(r‘esr;uovrreg;r;f::ddaert:/gsogl?lugyha h(ensed Copy of the Focal Document at Fumctionat subsetor | Memelion fssurance (A) | yg.7 |Mechanisms exst o facitate the mplementation of securty. complance 0
200628 D Forspecific requirement detalls buy 2 lcnsed copy of the Focal Document at Functiona! subsetor | Momelion Asswrance (A) | .07 [Mechoriems exist o facitte the (Dmrgllssecunty, compliance o
For specifc requirement detalls huy 2 censed copy of the Focal Document at Information Assurance (1A) exist to facilitate the of security, compliance
RQ-06-28(a) NA Functional Subset Of e 001 e e P 10
F i  detas boy 3 Neeneed Tthe Focal D tat
RQ06.2800) oy h?lrpsspﬁ;lwsvr‘e;;u‘;rregr/rs\‘eannd:r;;%g]uayha icensed copy of the Focal Document ai Fonctiona! Subsetor | IMormation ASEurance () | x5, [Mechanizms exist to facitate the implementation of secury, compliance o
"Q0629 D o shecc ecurement detal. buy o Tcnsed copy of the Focal Dacument ot Functionat subsetor | Momelion fssurance (A) | yg.7 |Mechanisms exst o facitate the mplementation ofsecurty. complance 0
[For specific requirement detalls buy a licensed copy of the Focal Document at IMechanisms exist to establish the scope of assessments by defining the
KPS 150.0rg/standard/ Jassessment boundary, according to people, processes and technology that
RQ-06-30 NA Functional SubsetOf | Assessment Boundaries | IAO-01.1 |directly or indirectly impact the confidentiality, integrity, availability and 10
Jsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
lunder review.
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Secure Controls Framework (SCF)
Control Description

For specitc requrement detals buy  Icensed opy ofthe Focal Document at Mechanisms exist to establish the scape of assessments by defining the
Ittps://wwwwiso.org/standard/70918 htmi [assesement boundary. according to people, processes and technology that
RQ-06-30(a) A Functional SubsetOf | Assessment Boundaries | IAO-OL1 [irectly or indirectly impact the confidentiaity, inteqrity, availability and 10
safety of the Technology Assets, Applications, Services and/or Data (TAASD)
under review.
For specific requirement detalls. buy a licensed copy of the Focal Document at Mechanisms exist o establish the scope of assessments by defining the
Inttps:ifwww. so.orgistandard/70918. html Jassessment boundary, according to people, processes and technology that
RQ-06-30(b) A Functional SubsetOf | Assessment Boundaries | IAO-OL1 [directly or indirectly impact the confidentiaity, inteqrity, availability and 10
lsafety of the Technology Assets, Applications, Services and/or Data (TAASD)
under review,
For specific requirement detals, buy a icensed copy of the Focal Documen at echanisms exist o eswablish the scope of assessments by defining the
Inttps:/fwww.Iso.orgistandard/70918 htm [assessment boundary. according to people, processes and technology that
RQ-06-30(c) A Functional SubsetOf | Assessment Boundaries | IAO-OL1 directly or indirectly impact the confidentiailty, inteqrity, availabillty and 10
lafety of the Technology Assets, Applications, Services andor Data (TAASD)
under review.
For peciic equrement deale buy @ Teened copy of e Focal Documert ot Fecharisms o o cstalh he sope of ssesmert by deinng e
[nttps:/fwww.so.org/standard/70918 htmi lassessment boundary, according to people, processes and technology that
RQ-06-30(d) NiA Functional SubsetOf | Assessment Boundaries | 1AO-0L.1 [drecty ofindrectly pact e confidentialty, nteorty. avaabilty and 10
lafety of the Technology Assets, Applications, Services andor Data (TAASD)
under review.
For speciic equrement deale buy @ Teensed copy o1 the Focal Documert ot Mechanisms exist to produce a Security Assessment Report (SAR) at the
RQ-06-31 NA Inttps//www.iso.org/standard/70918 htmi Functional SubsetOf | SeCUty Aseesement RePOrt) 140,02, fconclusion of a security assessment to certify the results of the assessment 10
Jand assist with any remediation actions.
For specific requirement detals, buy  icensed copy of the Focal Document at Mechanisms exist to produce a Securlty Assessment Report (SAR) at the
RQ-06-32 N/A Ihttps://www.iso.org/standard/70918.html Functional Subsetof | Security ‘?;ZSRTW Report|  1A0.02.4  |conclusion of a security assessment to certify the results of the assessment 10
Jand assist with any remediation actions,
oao Reteasefor post [ speciic requrement el buy o Tecnsed copy of e Focal Gocument e A A A 5 T———
RQ-06-33 NA e e 6018 o> COPY of the Focal Document at Functional | No Relationship NA NA NA 3 INo applicable SCF control
For specific requirement detals, buy a icensed copy of the Focal Dacumen at
e 1os Orgratandord 70918 hami Mechanisms exit to design and implement product management processes
to proactively govern the design, development and production of Technology
s, Appications anlor Senvces (TAS) oross the System Development
Life Cycle (SD
RQ-06-33(a) NiA Functional Subset Of Product Management | TOAOL1 (1) improve funclonaliy: 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; and
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
For specic requirement detals. buy a licensed copy of the Focal Document at ecorty Assessment heport Mechanisms exist to produce a Security Assessment Report (SAR) at the
RQ-06-33(b) NIA [nttps:/fwww.iso.org/standard/70918.htm! Functional | Intersects With |>€C"Y ASEERET P 1A0-02.4  [conclusion of a security assessment to certify the results of the assessment 5
Jand assist with any remediation actions;
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to identify critical system components and functions by
Ittps. /. 0.org/standard/ 70918 htmi Security, Compliance & berforming » criticalty analyais for critcal Technoiogy Aseets, Applications
RQ-06-33(¢) NiA Functonal | Itersects wih | Resilence Reaurements | PR3 0 e e e Socur 8
Development Life Cycle (SDLC).
For specific requirement detalls buy a licensed copy of the Focal Dacument at
Itpes/www 50.org/standard/7 0918 htmi Mechanisms exis to design and implement product management processes
o proactively govern the design, development and production of Technology
lAssets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to
RQ0634 A Functional Subset OF Product Management | TDA-OL1 [(1) Improve functionlity; 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; an
(4) Conform with applicable stattory, regulatory andor contractual
loblgations.
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
e e s pre standaed T GoAE hami Mechanisms exist to design and implement product management processes
o proactively govern e design, development and production o Technology
sets, Applications and/or Services (TAAS) across the System Development
e Cycie (8DLO) to
RQ-06-3a(a) A Functional Subset Of Product Management | TDA-OL1  [(1) Improve functionality; 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory andor contractual
lobligations
For specific requirement details, buy 3 licensed copy of the Focal Document at
e s Orgratandord /70916 R Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
Jassets, Appiicaions andior Services (TAAS) across the System Developrment
Life Cycle (SDLC) to
RQ-06-34(b) NiA Functional Subset Of Product Management | TDA-OL1 [(1) Improve functionality: 10
(2) Enhance security and resiliency capabilites;
(3) Correct security deficiencies; and
() Conform with applicable statutory, regulatory and/or contractual
lobligations.
For specic reaurement detals buy a Tcensed copy o e Focal Document a
Itpes/aww o.orglstandard/7 0918 htmi Mechanisms exis to design and implement product management processes
o proactively govern the design, development and production o Technology
sets, Applications and/or Services (TAAS) across the System Development
e Cyele (5DL0) to
RQ-06-34(0) A Functional Subset OF Product Management | TDA-OL1 [(1) Improve functionlity; 10
(2) Enhance security and resiliency capabilites;
() Correct security deficiencies; an
(4) Conform with applicable stattory, regulatery andor contractual
lobligations.

65 Work products o e s a e COPY of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
wros o1 a ;f(;;;;;gtwqg‘;";;;gf;;ddai;';;gﬁ“ﬂvha e oD Functionsl | NoRelotenshin i A i . o appicable s contro
Wp-06-02 A e o orarscandesd o TR o CoPY ©fthe Focal Document at Functional | No Relationship A A A 3 INo applicable SCF control
WP-06-03 NA e o °“yhau‘#°‘e"se° copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
WP-06-04 NA e e 16018 a4 COPY of the Focal Document at Functional | No Relationship NA NA NA 3 INo applicable SCF control

Oistrbuted cybersecurty [For specfic qurement detls, bu alcensed copy of e Focal Documen at
7 ted cyber e 6 oxs Functional | No Relationship A /A A 3 INo applicable SCF control
T ceneral Forectc requiremert detals buy @ htensed Copy of the Focal Document at e e A A A 5 m—————————
7.10) NA e A P at”‘e"se" copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
71 A For Specic exurement deal, by 2 Teersed copy of e Focal Docamet o Functonall_ | No Reltorship A A A o o spplcebl SCF cantrol
7200 i For Specifc ecuement dtall, buy a Tcarsed cop o e FocalDocumrt Functonal | No Reltinship wa A wa o o spplicabi SCF cantrol

2 Objectives For specic reauirement detolls, buy a censed copy o e Focal Document a Fmetional | No Aetationshn 0 T o o T ——

73 Inputs. o 5"f/;';'(;'fs‘;”;’,:'/;‘fa"rf:;‘:/';;;’]‘g et acensed copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control

e Requirements and o specic qurement detals By a Teensed copy o (e Focal Document 3t e A VA A 5 T

7an Supplercapabity ;g;p?;;;g;ng"‘;;;gfg;;;;j';z;g; TR T O Functonal | No Reltionship wa A wa o o spplicabi SCF cantrol
For speciic equrement dtals buy a Teensed copy o1 the Focal Documert ot i party Risk Mechanisms exist to conduct a risk assessment prior to the acquisition or
£Q-07-01 NiA Ittps:/wwwwiso.org/standard/70918 htmi Functional | Intersects With | Y TPM.04.1  |outsourcing of technology-related Technology Assets, Applications and/or 5
ssessments & Approvals
[Services (TAAS).
For Specic requrement el By  Tecnced copy of the Focal Documert 3 Mechanisms exist to obtain a Firt-Party Declaration(1PD) fram applicable
[nttps:/fwww.iso.orgistandard/70918 htmi xternal Service Providers (ESPs) that provides assurance of compliance with
RC-07-02 NiA Functional | Intersects With irst-Party Declaration (1PD)| TPM-05.6 [specified statutory, regulatory and contractual obligations for security, B
lcompliance and resilience controls, including any flow-down requirements to
Jsubcontractors.
For specific requirement detalls, buy  icensed copy of the Focal Dacument at
Ittps/fwwweiso.org/standard/70918 htmi Mechanisms exit to obtain an attestation from an independent Third-Party
lAssessment Organization (3PAO) that provides assurance of conformity with
RC.07-02 A Functional | Intersects With [Third-Party Attestation (3PA)| TPM.05.8 |specified statutory, regulafory and contractual abligations for security, 5
lcompliance and resilience controls, including any flow-down requirements to
lcontractors and subcontractors.

742 Request for quotation [For SPECc feduirement detal, by 2 licensed copy of the Focal Document at Functional | No Relationship NiA /A NiA 3 INo applicable SCF control
Ra0703 A For Specic exurement deal, buy 2 Teensed cop of e Focal Docamet o Functonal|_| No Reltonship A A A o o spplcebl SCF cantrol
I::Ir SP/E/U""( quUVVeTf"l:E?/I;SO‘;;UEY; “(‘ENSEG copy of the Focal Document at: [Mechanisms exist to require contractual requwremenls for applicable secumy‘

psi//www. iso.0rg/standar m Third-party Contract lcompliance and resilience requirements with third-parties, reflectin
RQ-07.03() i Functional | Intersects With Requirements U5 ition nesds 1o protort s Tochnelogy Assae, Applations. Semces E
Jandlor Data (TAASD)
For Specifc reqlrement delai buy » Tcensed copy o the Focal Document o Mechanisms exist to require contractual requirements for applicable security,
ps://www. iso.org/standar -t Third-Party Contract lcompiiance and resilience requirements with third-parties, reflecting the
RQ-07-03(6) B2 Functional | Intersects With Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services E
Jandior Data (TAASD)
For <pecifc requremont Getall, buy & Tcarsed copy of the Focel Documert ot Mechanisms exist to require contractual requirements for applicable security
ps://ww. iso.0rg/standar m Third-party Contract lcompliance and resilience requirements with third-parties, reflecting the
RQ-07-03(c) B Functional | Intersects With Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services s
Jand/or Data (TAASD)
743 lignment of For specific requirement detalls o4y 2 icensed copy of the Focal Document at Functional | No Relationship /A A A 0 INo applicable SCF control
Forspecfc requirement detall buy a cnsed copy of the Focal Dacument ot Mechenisms exist to require contractual requirements for applicable security,
psi//ww. iso.0rg/standar m Third-party Contract lcompliance and resilience requirements with third-parties, reflecting the
Ra-07.04 I Functional Subset OF Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandlor Data (TAASD)
e e, T Tcensed Copy O he Foca Decument ¢ Mechanisms exist to require contractual requirements for applicable security,
silfww.iso.org/standar Third-Party Contract lcompliance and resilience requirements with third-parties, reflectin
RQ-07-04(a) B2 Functional Subset Of Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandior Data (TAASD)
For Specic eculemert deale, by a Tcarsed cony of e FocalDocamrt Mechanisms exist to require contractual requirements for applicable security
Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
RQ-07-03() B Functional Subset OF Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandlor Data (TAASD)
Forspecifc requrement defal buy @ nsed oy o e Focal Document o Mechanisms exist to require contractual requirements for applicable security,
psi//ww. iso.0rg/standar htm Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
RQ-07-04(c) R Functional Subset Of Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandior Data (TAASD)
For Specfic reqirement detaflz buy  Tcersed copy o the Focal Document o Mechanisms exist to require contractual requirements for applicable security
ps://www. iso.org/standar m Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
RQ-07-04d) o Functional Subset Of Requirements TPM05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandor Data (TAASD)
;‘:{p?ﬁﬂﬁ( ri‘;“q':;:f:;::{‘;/‘%gb]UBY;rU‘C‘E"SEd copy of the Focal Document at: [Mechanisms exist to require contractual requirements for applicable security,
i Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
RQ-07-04(e) 2 Functional Subset Of Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandor Data (TAASD)
ForSpecic eaemert dealls by o Teersed cony o e Focal ocument o Mechanisms exist to require contractual requirements for applicable security,
siljww.iso.org/standar Third-Party Contract lcompliance and resilience requirements with third-parties, reflectin
RQ-07-04(1 R Functional Subset Of Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 1o
Jand/or Data (TAASD)
For Specic exiemert deal, buy 3 Tcarsed cop of e FocalDocumrt Mechanisms exist to require contractual requirements for applicable security,

o Third-Party Contract g5 |compliance and resilience requirements with third-parties, reflecting the

Ra-07.05 i Functional Subset OF Requirements TPMOS I canization's nesds t protect s Technology Assets, Applications, Services 10
Jandlor Data (TAASD)
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For spcifc requirement dtai. buy alcensed copy of the Focal Dacument at Mechanisms exist to require contractual requirements for applicable security,
ps://www. iso.org/standar Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
Ra-07.08 R Functional Subset Of Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 1o
Jand/or Data (TAASD)
For Specic exuemert deal, buy 2 Tcarsed cop of e FocalDocumrt Mechanisms exist to require contractual requirements for applicable security,
o Third-Party Contract 05 |compliance and resilience requirements with third-parties, reflecting
Ra-07.07 i Functional Subset OF Requirements TPM-05lorganization's needs to protect its Technology Assets, Applications, Services 10
Jandlor Data (TAASD)
For specific requirement detalls, buy  icensed copy of the Focal Dacument at
Ittps:/jwwweiso.org/standard/70918 htmi Responsible, Accountable echanisms exist o document and moinain o Responsile, Accourtabe
. g upportive, Consulted & Informe matrix, or similar documentation,
ro.07.08 A Functional | subsetOF | Supportve, Comsuted & | TPM05.4 B2 o T e T 10
between internal stakeholders and External Service Providers (ESPS)
75 Work products [0 e e ora i 0P O the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
we-07-01 /A e e e 6or 8 Functional | No Relationship /A A /A 3 INo applicable SCF control
Continua cybersecurityFor spcifc equirement detlls uy a lcensed copy of he Focal Document at
& activities ps://www.is0.0rg/standard/70918 htm Rnsitne) | WoREEEEEip NA N/A NIA 0 [No applicable SCF control
o General ;g; Specic exurement deall, by I R L Functonal | No Reltinship i A A o o spplicabi SCF cantrol
8.2 Objectives e A ] at”‘e”se" copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detall, buy a licensed copy of the Focal Dacument at
8.20) /A e et o1 Functional | No Relationship A A /A 3 INo applicable SCF control
For specifc requirement detals, buy  Tcensed copy of the Focal Documert ot
8.2(0) A ey 618 Functional | No Relationship A /A A 3 INo applicable SCF control
o0 A For speciic equrement doals buy a htensed Copy of the Focal Document at Fometional | No Aetationzhn 0 T o o T ——
For Specie rearament ety Gy’ Tecised copy of he Foca Document ¢
82() /A R S e el Functional | No Relationship /A A /A 3 INo applicable SCF control
83 o monitoring [For SPeciC reauirement deta e Y ”“E"“d copy of the Focal Document at Functional | No Relationship NA NA NA 3 INo applicable SCF control
a1 nputs ;g{;ﬂ;@'@;ng";;;gf;;;;;';;;g: lcensed copy of he Focal bocument ot Functonal | No Reltinship wa A i o o spplcabi SCF cantrol
8311 Prerequisites O e s e o0 COPY of the Focal Document at Functional | No Relationship A A A 3 INo applicable SCF control
Further supporting _[For specifi requirement detalls, by Tecised copy of he Foca Document 2t -
8312 ther support e e 6018 Functional | No Relationship /A A /A 3 INo applicable SCF control
032 Requirements and _[For specific requirement defall, buy;r\:‘ensed Copy of the Focal Document at e D A A A o T
For specific requirement detall, buy a licensed copy of the Focal Document at echaniems exsttoreview event 1ogs on am ongoing bass and escalate
08 Ittps://wwweiso.org/standard/70918 himi ' isms exist to r n ongoi
RQ-08.01 A ps://www.150.07g/standard/70918 Functional | Intersects With | Securty Event Monitoring | MON-01.g ~[[SCherisms exit o review event logs on an ongoing basts and ex 8
For specific requirement detalls, buy  icensed copy of the Focal Dacument at rechaniems exet to review event 1ogs om am ongoing bass and excalnte
08 Ittps/fwwweiso.org/standard/70918 htmi i i itor y
RQ-08:02 N/A P 9/ 4 Functional | Intersects With | Security Event Monitoring | MON-01.8 i cigents in accordance with established timelines and procedures. 8
For specic requrement detalls buy  censed copy o e Focal Document a rechanioms exetto resiow event 1ogs om am ongoing bass and escatate
08 Inttps://wwwe.iso.org/standard/70918 htmi i ' i i
RQ-08.03 A oS glstandaray Functional | ntersects with | Security Event Monitoring | MON-01.5. [SShanisms exittoreview event logs on an angaing basis and e o
833 Work products [0 e e ons i P O he Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detall, buy a licensed copy of the Focal Dacument at
Wp-08-01 NA e e o1 Functional | No Relationship /A A A 3 INo applicable SCF control
Wp-08-02 NA et o orqpseanaimaoon8 o O the Focal Bocument 2t Functional | No Relationship A /A A 3 INo applicable SCF control
WP-08-03 /A For specilc requirement detals. ouy 2 licensed copy of the Focal Document at: Functional | No Relationship /A A A 3 INo applicable SCF cantrol
Cybersecurity event _[For specific requirement detall, by Techsed copy o he Foca Document &t
84 rsccurity e R e P el Functional | No Relationship /A /A NiA 3 INo applicable SCF control
For specific requirement detals, buy a Teareaa Copy of the Focal Dacument at
841 Inputs e et 1 Functional | No Relationship /A NA A 3 INo applicable SCF control
ear1 rerequisies _|[e e requltment detal, buy a Tcarsed cop of the ocal Docamrt Functonal | No Reltinship wa A wa o o spplicabi SCF cantrol
Saa Further supporting _[For specifc requirement details, buy a icensed copy of the Focal Document ot Fmctional | No Aetationzhn 0 o o o o appicabie SCF contro
information ntmi
oas Requirements and o specic qurement detal uy a Tcansed copy o e Foca Document 3t Y| e—— A VA A 5 e
e o g > coPY of the Focal Document at Mechanisms exit to review event logs an an ongoing basis and escalate
08 Ittps://www.5o.org/standard/70918 htmi i y
RQ-08.04 A psi gfstandard Functional | ntersects Wit | Security Event Monitoring | MON-01.5 [ESanisms exittoreview event logs on an angoing bass and e o
843 Workproducts |0 S eCC e e b 2 mcensed copy of the Focal Document at Functional | No Relationship A A NiA 3 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
WP-08-04 /A e 608 e Functional | No Relationship /A A /A 3 INo applicable SCF control
o Vuerabity analysts [oLoPEGIG eQUTeTnt etal, Buy  earsed opy of the Foca Dacumert Funcionsl | NoRelotienship - A i . o appicable 5 contro
851 Inputs et st org/scandora 76518 0P ©f the Focal Bocument 2t Functional | No Relationship A A A 3 INo applicable SCF control
8511 Prerequisites e e G st a2 COPY of the Focal Document ot Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting _[For specii requirement detalls, buy a licensed copy of the Focal Document at
8512 ther support e e e 6or 8 Functional | No Relationship /A A /A 0 INo applicable SCF control
552 Requirements and o specifc equirement detlls uy a lcensed copy of he Focal Documen at iy A A A o ro———
For specific requirement detall. buy a licensed copy of the Focal Document at Vemerabilty Exprotation Mechanisms exist to identlfy, assess, prioritize and document the potential
RQ-08-05 NIA [nttps:/fwww.iso.org/standard/70918.htmi Functional | Intersects with | VVI"erabity X VPM-03.1  |impact(s) and likelihood(s) of applicable internal and external threats 5
lexploiting known vulnerabiltes.
For specific requirement detarl, buy 3 licensed copy of e Focal Document ot P m—— Mechanisms exis to identiy, assess, priorize and docament the potential
RQ-08.06 A Ittps/fwwweiso.org/standard/70918 htmi Functional | Intersects With ity Expl VPM.03.1  [mpact(s) and likelihood(s) of applicable internal and external threats 5
lexploiting known
asa Worproducs [0 SPeccTequrement detalle by 3 eensed copy ofthe Focal Bocurment ot Functonal_| No Reltinshie wa A i o o spplicabi SCF cantrol
WP-08-05 /A e e s s C1oe COPY of the Focal Document at Functional | No Relationship A A /A 3 INo applicable SCF control
oo For specifc equrement detals, buy  Tcensed copy of e Focal Documert ot |y A A A 5 re———
soit rereuistes ;‘:;;";;'g;:iz";;;/zf:;:;;';zgm TR o D e e T T T 5 [omerear
Farner supporing For specicrequrement Getals buy 2 Tccrsed copy of e Foeal Gocument :
8612 ther support R A P Functional | No Relationship NiA A NiA 3 INo applicable SCF control
Requirements and o specic urement detale By a Teansed copy o e Foca Document 3t
862 e e a7 60 18 Functional | No Relationship /A A A 3 INo applicable SCF control
e ey ang s o e e Continuous Vulnerability Mechanisms exist to address new threats and vulnerabilities on an ongoing
08 Ittps://www5o.org/standard/70918 htmi . i
emediation Activities asis and ensure assets are protected against known attacks.
RQ-08-07 A psi glstandard Functional | Intersects witn | Cntinuous vuln vemoq  [Hechanis e reate end v s s
For specific requirement detalls, buy a icensed copy of the Focal Document at
.y e e o prerstandard 1 GonB e Continuous Vulnerability o4 |[Mechanisms exist to address new threats and vulnerabillies on an ongoing
RQ-08-07(a) R peill o ’ Functional | Intersects With | “gemediation Activities | Y**"0%  [pasis and ensure assets are protected against known attacks, s
e o g >0 coPY ©f the Focal Document at Continuous Vulnerability Mechanisms exit to address new threats and vulnerabilities on an ongoing
08 Ittps:/fwwweiso.org/standard/70918 htmi ’
RQ-08-07(5) R psil o g Functional | Intersects With | “gemediation Activities | M4 lbasis and ensure assets are protected against known atacks s
e e raans a0 COPY of the Focal Document at Continuous Vulnerability Mechanisms exist to address new threats and vulnerabilities on an ongoing
08 Ittps:/jwww.iso.org/standard/70918.h i : isms exi v i i
Ra-0e-08 R Pl o ’ Functional | Intersects With | “gemediation Activities | V0% [basis and ensure assets are protected against known attacks. E
Py Vo prosucts [Pl TN Tl by ensed opy f e Foca Document % o) |DR e, S ™ WA . e m—
WP-08-06 NA et o orqpseanaima 0o g . O the Focal Bocument 2t Functional | No Relationship A /A A 3 INo applicable SCF control
9 Concept For specific requirement detals. sy 2 licensed copy of the Focal Document at: Functional | No Relationship /A A A 3 INo applicable SCF cantrol
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
01 General e L P e Functional | No Relationship /A A NiA 3 INo applicable SCF control
Py onetves [ sPece eauement deal, by ensed copy o e Foca Documert D | WA i WA 5 o mremes o
For specific requirement detals, buy a licensed copy of the Focal Document at
9.20a) A e o as o, Py Functional | No Relationship A A A 3 INo applicable SCF control
9.2(0) A e e s s C1oe COPY of the Focal Document at Functional | No Relationship A A /A 3 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Dacument at -
920 /A e 6018 Functional | No Relationship /A A /A 3 INo applicable SCF control
ForSoiic sasvement et by s Eareed apy o Foca GREGmarnt
931 Inputs Inttpe i o mg/sla"dm/mg,gm Py Functional | No Relationship NA NIA NA o INo applicable SCF control
9311 Prerequisites e e G st a2 COPY of the Focal Document ot Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting [For speciic requirement detalls, buy a licensed copy of the Focal Document at
9312 ther support e e e 6or 8 e Functional | No Relationship /A A A 3 INo applicable SCF control
92 Requirements and o specifc equirement detlls uy a lcensed copy of he Focal Document at iy A A A 5 ro———
R0-09.01 A For speciic requirement detals. ouy a licensed copy of the Focal Document at: Functional | No Relationship A A A 3 INo applicable SCF control
For specific requirement detalls, buy a icensed copy of the Focal Dacument at [Security Plan (55P)) tha
Ittps/jwwweiso.org/standard/70918 htmi ) dentines key architctural and implemertationnformatin on i-scope
Applied Security, ITechnology Assets, Applications and/or Services (T
RQ-09-01(a) A Functional SubsetOF | Compliance and Realience | 14003 |[2) ReNces the cufrentstae of applicd scurty, complance and resience 10
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specirc equrement doale buy 3 Teensed copy o1 the Focal Documert 2t FSecurity Plan (SSP)) that:
Ittps://wwwe.iso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-09:01(6) A Functional Subset OF | Compliance and Resiience |  1A0-03  [12) Reflects the current state of applied security, compliance and resilience 10
Controls Documentation ontrolson applicable Peopl, Prcesses Technologis, Data andor Faciies
(PPTDF) that are contained within the system boundan
(3) Provides a hstorica record of applied securty Contros, including
For specic requirement detals. buy a licensed copy of the Focal Document at [Security Plan (557) tha
Ittps://wwweiso.org/standard/70918 himi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-09-01(c) NiA Functional Subset Of | Compliance and Resilience |  1A0-03  12) Reflects the current state of applied security, compliance and resilience 10
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a hstorica record of applied securiy controls, including
For specific requirement detalls buy a licensed copy of the Focal Document at [Security Plan (5SP) tha
Inttps:/fwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
hppled securty ITechnology Assets, Applications and/or Services (TAAS);
£0-09.02 NiA Functional Subset Of | Compliance and Resilie 10-03  [12) Reflects the current state of applied security, compliance and resilience 10
ontrols Bocumentation ool on applcabie aopl,Pocssse,Technilogles,DataanlorFaiiies
(PPTDF) that are contained within the system boundan
(3) Provides a historica record of applied securkty contots, ncluding
533 Workproducs [0 SPecc Tequrement Setalle by 3 ensed copy ofthe Focal Bocurment ot Funcional | NoRelatienshis i i i o o appicable s conto
WP-09-01 /A e et ”“Vfu‘;“e”se“ <0py of the Focal Document at Functional | No Relationship /A A NiA 3 INo applicable SCF control
9.4 c goals o ot - COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control

Secure Controls Framework (SCF)

50f 10



Set Theory Relationship Mapping (STRM)

ISO/SAE 21434:2021_x000a_Road vehicles — Cybersecurity engineering

Secure Controls Framework (SCF)
[ ti

Version 2026.1_x000a_03/27/2026

ment (FDE) Descri

ntrol Description

9.4.1 Inputs Iror 5pﬁ;‘:‘(ﬁ"ég”;’r;/mste;;dd::/-;su;ﬁy a licensed copy of the Focal Document at; Functional | No Relationship NA NIA NIA [No applicable SCF control
Py p——— h‘;{;ﬂ;@‘@;qz‘;“;;;y;f;;;;;';;;,w ST o O PR WA n WA =
Furher supporting [or specifc equirement detals buy a ccred oy of he Focal Docurmert at
9412 ther suppor e e Functional | No Relationship A /A A INo applicable SCF control
oan Requirements and Forepeec requirement detrls. buyhaulc‘ensea Copy of the Focal Document at Fmetional | No Aetationzhn 0 T o T ———
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
Ittps/fwwweiso.org/standard/70918 htmi Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and
£0-09.03 A Functional | Intersects With | Remediation During 1A0-04  fexecute a Security Testing and Evaluation (ST&E) plan, or similar process, to
Development identify and remediate flaws during development.
For specific requirement detalls. buy a icensed copy of the Focal Document at
Inttps://wwwiso.org/standard/70918 htmi Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and
RQ-09.03(a) A Functional | Intersects With | Remediation During 1A0-04  fexecute a Securty Testing and Evaluation (STGE) plan, or similar process, to
Development identify and remediate flaws during development
For specific requirement detall, buy  icensed copy of the Focal Dacument at
Ittpes/iwww se.org/standard/7 0918 htmi Threat Analysis & Flaw Mechanisms exit to require system developers and integrators to create and
RQ-09-03(b) NiA Functional | Intersects With | Remediation During 1A0-04  fexecute a Security Testing and Evaluation (STEE) plan, or similar process, to
Development identify and remediate flaws during development.
For specific requirement detalls, buy a licensed copy of the Focal Dacument at
Ittps://wwweiso.org/standard/ 0918 himi Threat Analysis & Flaw Mechanisms exit to require system developers and integrators to create and|
RQ-09-03(c) A Functional | Intersects With |  Remediation During 1A0-04  fexecute a Security Testing and Evaluation (STGE) plan, or similar process, to
Development identify and remediate flaws during development
For specific requirement detalls, buy a icensed copy of the Focal Document at
it Threat Analysis & Flaw Mechanisms exit to require system developers and integrators to create and
RQ-09.03(d) NiA Functional | Intersects With | Remediation During 1A0-04  fexecute a Security Testing and Evaluation (STEE) plan, or similar process, to
Development identify and remediate flaws during development
For pecifc equrement doale buy  Teensed copy o1 the Focal Documert ot
Inttps.jwww.50.org/standard/70918 htmi Threat Analysis & Flaw Mechanisms exist to require system developers and integrators to create and
RQ-09:03(e) NA Functional | Intersects With |  Remediation During 1A0-04  fexecute a Security Testing and Evaluation (STGE) plan, or similar process, to
Development identify and remediate flaws uring development
For specific requirement detalls, buy  icensed copy of the Focal Documen at
Inttps:/jwwweiso.org/standard/70918 htmi Threat Analysis & Flaw Mechanisms exit to require system developers and integrators to create and
RQ-09-03(0 A Functional | Intersects With | Remediation During 1A0-04  [execute a Security Testing and Evaluation (STGE) plan, or similar process, to
Development identify and remediate flaws during development
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RQ-09.04 A Ittps/fwwweiso.org/standard/70918 htmi Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders wil utlize to remediate identified risks according to a defined
ftimelin
For specific requirement details, buy a ficensed copy of the Focal Document at Mechanisms exist to formalize & Risk Treatment Plan (RTP) that applicable
RQ-09-05 N/A [https://www.iso.org/standard/70918.htm| Functional Intersects With | Risk Treatment Plan (RTP) | RSK-06.4 |stakeholders will utilize to remediate identified risks according to a defined
fimeline.
For specifc equrement deale buy @ Teensed copy o1 the Focal Documert at Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RQ-09.06 NiA Ittps:/wwweiso.org/standard/70918 htmi Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders will uilize to remediate identified risks according to a defined
fimeline.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RQ-09-06(a) A Intps:/jwwweiso.org/standard/70918 htmi Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders will utilze to remediate identified risks according to a defined
fimeline.
For speciic equrement doale buy  Teensed copy o1 the Focal Documert at Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
RQ-09-06(b) NiA Ittps:/wwwwiso.org/standard/70918 htmi Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders will utlze to remediate identified risks according to a defined
fimeline.
Ra0507 m ForSpecic eurerien Joal, by » Teansed copy of e Focal Docamet o Functonal|_| No Relatonstip A A A o spmlcabl SCF cantrol
For specific requirement detalls, buy a icensed copy of the Focal Documen at 2) Appiicable security, compliance andlor resience control
Inttps:/fwwweiso.org/standard/70918 himi . ) Descripton of the eficiency(es):
.y i | Capabilities Deficiency 05 |14) Risk associated with the deficiencyfies):
RQ-09-07(a) A Functional | Intersects With A0 [ R et e e
(6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.q., assetjprocess owner):
For specific requirement detalls, buy a icensed copy of the Focal Document at A e Lo e e e oo
Ittps:/fwwweiso.org/standard/70918 htmi Copaities et ) Description of the deficiencylies),
apabiltes Deficiency isk associated with the deficiency(ies);
RQ-09.07(b) /A Functional | Intersects With 1005 B e e e e
5) Temporary compensating contros,  apicable
7) Point of Contact (POC) (e.q., asset/process owner);
For pecifc equrement deale buy @ Teensed copy of e Focal Documert 2t 3} Applicable security. compliance andor reslience contor
Ittps:/jwwwwiso.org/standard/70918 htmi N ) Descrtion of the deficencytes)
apabilities Deficiency isk associated with the deficiencylies):
RQ-09-07(c) BB Functional | Intersects With Tracking 1AO-05 5) Source deficiency identification/detection;
5) Temporary compensating controls, i appcable;
7) Point of Cantact (POC) (e.0., assetjor er)
For specic requrement detals, buy a Tcensed copy o e Focal Document a 2 Applcable scurty, compiance andlor Testience contor
Ittps://wwwe.iso.org/standard/70918 htmi - ) esripion of he dficencyles), "
oo apabiltes Deficiency 05 [14) Risk associated with the deficiencyies):
RQ-09-07(d) BB Functional | Intersects With Tracking 1AO-05 ) Source deficiency identification/detection:
6) Temporary compensating controls, if applicable;
7) Point of Contact (POC) (e.0
943 Work products h‘:{psspf/;,'a;‘rfs'z“o",:gf:"l::g/%gb,“g; licensed copy of the Focal Document at Functional | No Relationship. N/A N/A N/A INo applicable SCF control
WP-09-02 NA e o oc COPY Of the Focal Document at Functional | No Relationship NA NIA NA INo applicable SCF control
WP-09-03 NA o 5"ﬁ;‘aﬁv'f;;“;’fg'/;‘fa"rf:;‘;/%;‘,“v i peensed copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
- a For specifc equrement detalf, buy a Tcarsed copy of e FocalDocurmrt Funcional | o Relotenship i A i o appicable s contro
WP-09-05 A For specifc requirement detals. ouy 2 licensed copy of the Focal Document at: Functional | No Relationship A A A INo applicable SCF control
95 s concept |ror SPecific requirement detals, buy a icensed copy of the Focal Document at: Functional | No Relationship NA NIA NA INo applicable SCF control
951 Inputs. ;‘f{;jﬁ;‘%'fs‘;"u",;'/';f;::;‘;/%;,“v i peensed copy of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
st rerequistes (2 e requitment detal, buy o Tcensed copy of e Focal Documrt Functional | o Relotienship wa A i o appicable s conto
o512 Forthersupporting Fo specc reaurement detally buy  eansed copy of e FocelDocument ot Fometional | No Aetationzhn m m o T ———
052 Requirements and o speci urement detalls uy a Tcansed copy o e Foca Document ¢ | A A A rerm————
For specific requirement detall, buy 2 h(ensed Copy of the Focal Document at [Security Plan (55P)) that
Inttps:/jwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS);
R0Q-09.08 A Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation Conrols on appicable eople Processes, Technoloies, Dota andor ociiies
(PPTDF) that are contained within the system boundan
(5 Proviies  nistoncal record of b security contos nlucing
For specific requirement detalls, buy  icensed copy of the Focal Dacument at FSecurity Plan (SSP)) that
Ittps:/fwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
R0-09-08(a) A Functional | Intersects With | Compliance and Resllience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specific requirement detalls, buy  icensed copy of the Focal Dacument at FSecurity Plan (SSP)) that
Ittps/fwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/ar Services (TAAS);
RQ-09-08(b) A Functional | Intersects With | Compliance and Resilience | 14003  [[2) Reflects the current state of applied security, compliance and resilience
Controls Documentation ontrls on applicable Peopl, Processes Technolgies, Data andor Faciies
(PPTDF) that are contained within the system boundan
(3) Provides a historica record of applied security contots, ncluding
For pecifc equrement doale buy @ Teensed copy o1 the Focal Documert ot [Security Plan (55) that
Ittps://wwwe.iso.org/standard/70918 htmi (1) denties key archiectural and implementation iformation o i-scope
Applied Security, ITechnology Assets, Applications and/or Services (TARS):
RQ-09.09 A Functional | Intersects With | Compliance and Resllience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a hstorica record of applied securiy controls, including
For speciic requirement detals. buy a licensed copy of the Focal Document at [Security Plan (55°) tha
Ittps//wwwe.iso.org/standard/70918 himi (1) dentifies key architectural and implementation information on in-scope
Applied Security ITechnology Assets, Applications and/or Services (TAAS):
RQ-09-10 /A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including
For specirc equrement dotal buy 3 Teensed copy of the Focal Documert at FSecurity Plan (55P) that:
Ittps://www.iso.org/standard/70918.h (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-09-11 NiA Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation ontrolson applicale eopl, Prcesses Technologis, Data andior Fcies
(PPTDF) that are contained within the system boundan
(5) Provides a hitrial record of appled secur Controts, ncluding
For specific requirement detalls. buy  icensed copy of the Focal Documen at [Security Plan (5SP) th
Ittps://wwwiso.org/standard/70918 htmi ) Identines key architetural and implementation nformation on n-scope
Applied Security [Technology Assets, Applications andor Services (TAAS):
RQ-09-11(a) NiA Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(5 Provides a historical record of applied securlty controls, including
For specific requirement detalls, buy  icensed copy of the Focal Documen at [Security Plan (5SP)) that:
htmi (1) identifies key architectural and implementation information on in-scope
Applied Security, [Technology Asses, Applications andor Services (TAAS):
RQ-09-11(b) A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; an,
(3) Provides a historical record of applied security controls, including
053 Workproducs [ SPecc Tequrement Setalls buy 3 ensed copy ofthe Focal Docurment ot Functonal | No Relatonsnip WA wn WA o sppicabe scF conto
WP-09-06 A For specifc requirement detals. ouy 2 ficensed copy of the Focal Document at: Functional | No Relationship A A A INo applicable SCF control
WP-09-07 NA e G sE a2 COPY of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
10 Product e el r 60 a e e COPY of the Focal Document at: Functional | No Relationship /A A A INo applicable SCF control
w01 Gonera For 5;;5;3;qig";;;/";f;;;;;';z;“g: fcensed copy of e Focl Bocumert Funcionsl | o Relotionship i A i o appicable s conto
102 Objectives For Speciic requirement detals. suy 2 licensed copy of the Focal Document at: Functional | No Relationship A A A INo applicable SCF cantrol
10.2() NA e e d e Ao L8 a2 COPY of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
L2 A For Specic equrement deal, by 2 Teersed copy of e Focal Docarmet o Functonal|_| No Reltonship WA A A o spplcabl SCF cantrol
L0210 i For Specifc ecuement dtall, buy a Tcarsed cop o e FocalDocumrt Functonal | No Reltinship i A i o spplicabi SCF cantrol
102() /A e et "“":U‘:‘e"se" <0py of the Focal Document at Functional | No Relationship /A A NiA INo applicable SCF control
103 Inputs, e o or e a1 e COPY of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
o0 rerequsies | |[o Pe requrement deal, bu a Teenaed copy of e Focal ocamet Functional | No Relotinshiy a A a o appicable s contro
Farner supporting For specic requrement detals, buy 2 cansed copy o e Focal Gocument : .
1032 ther suppor R e e i Functional | No Relationship A A A INo applicable SCF control
Toa Requirements and o pacic et aoste bwha”\#c‘ensed Copy of the Focal Document at —— A A A ————
10.4.1 Design e e 6018 o> COPY of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
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RQ-10-01

N/A

For specifc equrement detals buy a censed copy of the Focal Document at
Inttps//www.iso.org/standard/76918.htmi

Functional

Subset Of

Product Management

TDA-01.1

Secure Controls Framework (SCF)
Control Description

IMechanisms exist to design and implement product management processes
o prosctively gavem the design, development and production of Technology
sets, Applications and/or Services (TAAS) across the System Development
7 Crete 5oL, o
mprove functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.

RQ-10-01(a)

NIA

[For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.is0.0rg/standard/70918.html

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) to:

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

() Conform with applicable statutory, regulatory and/or contractual
lobligations.

RQ-10-01(b)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
i htmi

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
Assets, Applicatons andjor Sevices (TAAS) across the System Development
Life Cycle (SDL

1 imerove functonality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; an

(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-01(c)

N/A

FFor specific requirement details, buy a licensed Copy of the Focal Document at
Inttps://www.is0.0rg/standard/70918.htmi

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.

RQ-10-02

NIA

For specficreqirement detall, by lcsnsed copy of he Focal Document at
Ihttps://www.iso.org/standard/70918 htmi

Functional

Intersects With

Security, Compliance &
Resilience Requirements
Definition

PRM-05

IMechanisms exist to identify critical system components and functions by
lperforming a criticality analysis for critical Technology Assets, Applications
landior Services (TAAS) at pre-defined decision points in the Secure
[Development Life Cycle (SDLC).

RQ-10-03

N/A

For Specifc equirement detalls buy 2 censed copy of the Focal Document at
Inttps//www.iso.org/standard/76918 htmi

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
o prosctively gaven the design, development and production of Technology
zets, Applications andjor Services (TAAS) across the System Development
7 Creld 5L 1o
mprove functionality;
(2) Enhance security and resiliency capabilities;
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-04

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
Inttps://www.iso.org/standard/70918.html

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-04(a)

N/A

For specifc requirement defarl, buy 2 lcensed copy of the Focal Document at:
[nttps://www.iso.org/standard/70918.htmi

Functional

Subset Of

Product Management

TOA0L1

IMechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:
(1) Improve functionality;

nhance security and resiliency capabilities;
(3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-04(b)

N/A

FFor specific requirement detals, buy a icensed Copy of the Focal Document at
Inttps://www.is0.org/standard/70918.htmi

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-04(c)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
[nttps://www.iso.org/standard/70918.htm!

Functional

Subset Of

Product Management

TDA-01.1

IMechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) te

(1) Improve functionality;

(2) Ennance security andiesilency copabilties;

(3) Correct security deficiencies; an

{3) Conform with appicable Stturory. reguiatory andjor contractual
lobligations.

RQ-10-04(d)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
[nttps://www.iso.org/standard/70918.html

Functional

Subset Of

Product Management

TOAOL1

IMechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) to:

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.

RQ-10-04(e)

N/A

For Specifc equirement detalls buy 2 ensed copy of the Focal Document at
Inttps//www.iso.org/standard/76918 htmi

Functional

Subset Of

Product Management

TDA-01.1

exist to design and implement product management processes

lto proactively govern the design, development and production of Technology
ssets, Applications and/or Services (TAAS) across the System Development

Life Cycle (SDLC) tc

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; a

(4) Conform with applicable statutory, regulatory and/or contractual

lobligations.

RQ-10-04(f)

N/A

[For specific requirement detals, buy a licensed copy of the Focal Document at:
[nttps://www.iso.org/standard/70918.html

Functional

Subset Of

Product Management

TDA-01.1

ms exist o design and implemen product management processes
lto proactively govern the design, development and production of Technology
[nstets, Applications andior Senvices (TAAS) across the System bevelopment
Life Cycle (SDLC) to

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; and

(4) Conform with applicable statutory, regulatory andfor contractual
lobligations.

RQ-10-05

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
[nttps://www.iso.org/standard/70918.html

Functional

Subset Of

Product Management

TOA0L1

IMechanisms exist to design and implement product management processes
lto proactively govern the design. development and production of Technology
|assets, Applications andjor Services (TAAS) across the System Development
Life Cycle (SDLC) te

(1) Improve functionality;

(2) Enhance security and resiliency capabilities;

(3) Correct security deficiencies; an

(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.

RQ-10-06

NIA

For Specifc equirement detals buy 2 censed copy of the Focal Document at
Inttps//www.iso.org/standard/76918 htmi

Functional

Subset Of

Secure Engineering
Principles

SEA-01

IMechanisms exist to facilitate the implementation of industry-recognized
lsecurity, compliance and resilience practices in the specification, design,
ldevelopment, implementation and modification of Technology Assets,
lApplications andjor Services (TAAS).

RQ-10-06

NIA

[For specific requirement details, buy a licensed copy of the Focal Document at:
Inttps://www.iso.org/standard/70918.htmi

Functional

Intersects With

Secure Software
Development Practices
(55DP)

TDA-06

IMechanisms exist to develop applications based on Secure Software
IDevelopment Practices (SSDP).

RQ-10-07

NIA

[For specific requirement details, buy a licensed copy of the Focal Document at:
Inttps://www.iso.org/standard/70918.htm!

Functional

Intersects With

IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
lsecurity architecture that:

(1) 15 consistent with and supportive of the organization's securit
larchitecture which is established within and is an integrated part of the

Developer &
Design

TDA-05

rprise
(2) Accurately and completely describes the required security functionality
Jand the allocation of security, compliance and resilience controls among
Iphysical and logical components; and

(3) Expresses how individual security functions, mechanisms and services
[work together to provide required security capabilities and a unified
lapproach to protection.

RQ-10-08

N/A

FFor specific requirement details, buy a icensed Copy of the Focal Document at
Inttps://www.is0.org/standard/70918.htmi

Functional

Intersects With

Assessments

180-02

IMechanisms exist to formally assess the security, compliance and resilience
[controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
[which the controls are implemented correctly, operating as intended and
lproducing the desired outcome with respect to meeting expected
requirements

10.4.2

Integration and verification

For specifc requiremen defarl, buy 2 censed copy of he Focal Document at:

Functional

No Relationship

NIA

N/A

NIA

INo applicable SCF control

RQ-10-09

N/A

[For specific requirement details, buy 2 Tcensed copy of the Focal Document o
Inttps://www.iso.org/standard/70918.htm|

Functional

Intersects With

Assessments

180-02

IMechanisms exist to formally assess the security, compliance and resilience
[controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
[which the controls are implemented correctly, operating as intended and
lproducing the desired outcome with respect to meeting expecte
requirements.

RQ-10-10

N/A

[For specific requirement details, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/70918.htmi

Functional

Intersects With

Assessments

180-02

IMechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
[which the controls are implemented correctly, operating as intended and
lproducing the desired outcome with respect to meeting expected
requirements.

RQ-10-10(a)

N/A

For specifc requiremen defarl. buy 2 censed copy of fhe Focal Document ot
Inttps://www.iso.org/standard/70918.htmi

Functional

Intersects With

Assessments

1A0-02

IMechanisms exist to formally assess the security, compliance and resilience
[controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
[which the controls are implemented correctly, operating as intended and
lproducing the desired outcome with respect to meeting expected
requirements.

RQ-10-10(b)

N/A

[For specific requirement details, buy a licensed copy of the Focal Document at:
Inttps://www.iso.org/standard/70918.htmi

Functional

Intersects With

Assessments

1A0-02

IMechanisms exist to formally assess the security, compliance and resilience
[controls in Technology Assets, Applications and/or Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
[which the controls are implemented correctly, operating as intended and
Iproducing the desired outcome with respect to meeting expected
requirements.

Secure Controls Framework (SCF)
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Secure Controls Framework (SCF)
Col ti

ntrol Description

For specic eautement dtals buy o Icensed cony o he Focal ocument Mechanisms exis to formally assess the security, compliance and resilience
sl ww.iso.org/standar lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activities to determine the extent to
RQ-10-10(c) NA Functional | Intersects With Assessments 14002 yhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
;(l:[r sp/e/uﬁc requlrer/ntenldde;a/l;su,gb]usyhat hc‘ensed copy of the Focal Document at: [Mechanisms exist to formally assess the security, compliance and resilience
psifiwhw.Js0.org/standar m lcontrols i Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
RQ-20-10c) 02 Functional | Intersects With Assessments 1AO-02 lyhich the controls are implemented correctly, operating s intended and
producing the desired outcome with respect to meeting expected
requirements
o <peciic requremen deal buy o Teonsed copy o1 the Focal Document ot Wechanisms exist to formally ssess e seculy,complance and rsilence
psillwniw.iso.org/standare m [controls in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
Ra-1012 R Functional | Intersects With Assessments 1A0-02  lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
[For specific rquemenl details, buyha[ ht‘emseni copy of the Focal Document at: IMechanisms exist to formally assess the security, compliance and resilience
m [controls in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
Ra-1042 A Functional | Intersects With Assessments 1AO-02  lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
Forspecifc requirement detale buy a Tcensed copy ofthe Focal Document at Mechanisms exist to formally assess the securly, compliance and resilience
psiflwww.iso.org/standard m [controls in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activities to determine the extent to
Ra-1013 BB Functional | Intersects With Assessments 1A-02  lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expectet
requirements.

105 Workproducs [ SPecc Tequrement Setalls buy 3 ensed copy ofthe Focal Docurment ot Funcional | NoRelotenship wa A A o appicable s contro
w1001 A For specic reaurement dealls, buy o censed copy o e Focal Document a S A A A ————
WP-10-02 NA e e ] at”‘e”se" copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
w003 i For Specic exurement deal, buy 2 Teersed copy of e Focal Docamet o Functional | No nelatinshis A A A o appicable 5 cantro
wh1008 a For Specifc ecurement dtalf, buy a Tcarsed cop of e FocalDocumrt Funcionsl | o Relotienship wa A i o appicable s conto
w1005 o For speciic reaurement detolls, buy a censed copy o e Focal Document a Fometional | No Aetationzhn 0 T o T ——
WP-10-06 NA h‘l’[’:fﬁw/ﬁ"fsz”;'fg'/;‘fa"rf:;‘:/';;;’,‘gy et acensed copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
w007 A For Specic equrement deal, by a Teersed copy of e Focal Docamet o Functional | o Relotenshin A A A o appicable 5 contro

1 validation ~[FCr SPecific requirement detais, buy a licensed copy of the Focal Document at: Functional | No Relationship N/A N/A N/A INo applicable SCF control
e p— For speciic requirement detlls, buy  censed copy o e Focal Document a Fmctional | No Aetationshn 0 o o T ——
12 Objectives o 5"ﬁ;‘a;"i‘;“;’,:'/;‘fa"rf:;‘:/'fu;’,‘g at acensed copy of the Focal Document at Functional | No Relationship /A NA NA INo applicable SCF control

2o WA Forspcic eairement deals by  cened copy o e FocalDocument e | D T = = e
1200 wa For Specifc ecuement dtal, buy a Tcarsed con o e FocalDocamrt Functonal | No Reltionship wa A wa o spplicabi SCF cantrol
11.2(c) NA e e a ja o COPY Of the Focal Document at Functional | No Relationship NA NIA NA INo applicable SCF control
113 Inputs ;‘l’l’;fﬁ;,‘a;’fs‘;";',;'/:f;f:;‘;/'%;“v i peensed copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
a1 rerequises | |[2 e rquitment detal, bu o Tcensed copy of e ocalDocurmt Funcional | o Reloienship i A i o appicable s contro
12 Frner supporing For speciic requirement detal, buy o cansed copy o e Focal Docurmert e e A A A m——————
e Requirements and o speci qurement detalls uy 3 Tcensed copy o e Foca Document ¢ e | A A A revm———————
For specfc urement ;ﬂ;';;;]ugvha T B Wechaniss exit to fomaly assessthe securly,complance and resience
psi/lwhew. [s0.0rg/standard/ lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activities to determine the extent to
Ra11.01 e Functional | Intersects With Assessments 1AO-02 lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meting expected
requirements
Forshecic requrement detale By a Teensed copy of e Focal Document at Mechanisms ext o fornaly assessth secury, complance and rsilence
psi//whew. 150.0rg/standard/70918 html lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
RQ-11-03(a) R Functional | Intersects With Assessments 1A0-02 lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
ForSpecic exurement deal. buy 3 Teensed copy of e Focal Documert o Wocharisms ext o formalyassessthe securty, complance and resilence
silfww.jso.org/standar lcontrols in Technology Assets, Applications and/or Services (TAAS) through
" 02 [Information Assurance Program (IAP) activities to determine the extent to
RQ-11-01(b) B Functional | Intersects With Assessments 1A0-02 lyhich the controls are implemented correctly, operating s intended and
producing the desired outcome with respect to meeting expected
requirements
For Specic requrerent doal, by ceneed copy of th Focal Do Wecharims ot o farmalyassess e socurty, complance and resilnce
sl ww.iso.org/standar lcontrols i Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
R-11-01(c) i Functional | Intersects With Assessments 1AO-02 lyhich the controls are implemented correctly, operating s intended and
producing the desired outcome with respect to meeting expected
requirements
o <peciic requTemon deal, buy o Teonsed copy o1 the Focal Document ot Wechanisms exist to formally ssess e seculy, complonce and resilence
psifiwhw. is0.org/standar m lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
RQ-11-0140) 2 Functional | Intersects With Assessments 1A0-02 lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements
Forspecifc requirement detale buy a Tcensed capy of the Focal Docurment at Mechanisms exist to formally assess the securly, compliance and resilience
psillwwiw.iso.org/standare [controls in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activiies to determine the extent to
Ra-11-02 A Functional | Intersects With Assessments 1A0-02  lyhich the controls are implemented correctly, operating as intended and
producing the desired outcome with respect to meeting expected
requirements

s Worproducs [ SPecc Tequrement detalle by 3 ensed copy ofthe Focal Bocurment ot Functonal|_| No Relatinshie wa A wa o spplicabi SCF cantrol
we-11.01 A O e oy o e COPY of the Focal Document at Functional | No Relationship A A /A INo applicable SCF control

12 Production e g fa oc COPY of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
122 Objectives e e e 1 “(E"“" copy of the Focal Document at: Functional | No Relationshi A A A INo applicable SCF control

i [Fitps i 150.0ra/standarc/76918 i b oo
12.20) NA e o, °“yhau‘#ﬁe"se° copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
1226 NA e e 6018 >4 COPY of the Focal Document at Functional | No Relationship NA NA NA INo applicable SCF control
123 Inputs o el requirement de e 2 Ncensed copy of the Focal Document at: Functional | No Relationship A /A A INo applicable SCF control
Intps:/iwwweiso.org/standard/70918 htmi
1231 Prerequisites e et ”“Vfu‘;“e”““ copy of the Focal Document at Functional | No Relationship A A A INo applicable SCF control
Further supporting _[For specific requirement detalls, buy a licensed copy of the Focal Document at - :
1232 ther support e A b P Functional | No Relationship /A /A NiA INo applicable SCF control
e Requirements and o specic qurement detal uy a Teansed copy o e Focal Document 3t e O A VA A e
ForSobciic sasvemant et by s htensed Copy of the Focal Document at [Security Plan (55P)) that:
Inttps://wwwe.iso.org/standard/70918 htmi o Securt ) tentife ke architetural and implsmentatio fermation on :scope
pplied Security, echnology Assets, Applications and/or Services (TAAS);
RQ-12.01 NiA Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation ontols on appicable eople Processes, Technologes, ata andlor Focilies
(PPTDF) that are contained within the system boundan
(5] rovides 3 historical record of appled security Confets, ncluding
For specific requirement detals, buy  icensed copy of the Focal Documen at [Security Plan (5S)) that
Inttps:/jwwweiso.org/standard/70918 htmi (1) denties key archiectural and implemertation nformation o in-scope
Applied Security, nology Assets, Applications and/or Services (TAAS):
RQ-12.02 A Functional | Intersects With | Compliance and Resilence | 1A0-03 |(2) Reflects the current state of applied securty, complance and resiience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundan
(3) Provides a historical record of applied security controls, including
For specific requirement detall, buy  icensed copy of the Focal Dacument at [Security Plan (5P)) thaft
Inttps:/jwwweiso.org/standard/70918 htmi (1) Identifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS);
RQ-12.02(a) A Functional | Intersects With | Compliance and Resilience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; an
(3) Provides a historical record of applied security controls, including
For specific requirement detalls, buy  icensed copy of the Focal Dacument at [Security Plan (SSP)) that
Ittps:/fwwweiso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-12.02(b) A Functional | Intersects With | Compliance and Resllience | 14003 [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation conirolson appicable eople Processes, Technologies, Data andor ociiies
(PPTDF) that are contained within the system boundary; an
(5 Provies a hitricol record of applied secur Controt ncluding
For specific requirement detalls, buy  icensed copy of the Focal Dacument at FSecurity Plan (5SP) th
Ittps/fwwweiso.org/standard/70918 htmi 1) lentnied ey architsctural and implementtion information o in-scope
Applied Security, ITechnology Assets. Applications and/or Services (TAAS):
RQ12-02(c) A Functional | Intersects With | Compliance and Resllience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary:
(3) Provides a historical record of applied security controls, including
For specifc equrement doale buy  Teensed copy o1 the Focal Documert at FSecurity Plan (SSP)) that
Ittps://wwww.iso.org/standard/70918 htmi (1) dentifies key architectural and implementation information on in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-12:02(d) A Functional | Intersects With | Compliance and Resllience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; an:
(3) Provides a hstorical record of applied security controls, including
For specific requirement detalls, buy  icensed copy of the Focal Document at FSecurity Plan (SSP)) that
Ittps//wwweiso.org/standard/70918 htmi (1) dentifes key archiectural and implementation iformation o in-scope
Applied Security, ITechnology Assets, Applications and/or Services (TAAS):
RQ-12.03 A Functional | Intersects With | Compliance and Resilience | 14003  [(2) Reflects the current state of applied security, compliance and resilience
Controls Documentation lcontrols on applicable People, Processes, Technologies, Data and/or Facilties
(PPTDF) that are contained within the system boundary; and
(3) Provides a historical record of applied security controls, including

125 Work products For specific requirement dealls, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NIA NA INo applicable SCF control

WP-12:01 NA o 5pﬁ;‘;‘;ﬂiﬁ”;’,;?s‘fa";:jf/'fu;’,‘g at T copy of the Focal Document at: Functional | No Relationship NA NA NA INo applicable SCF control
Gperations angForspeciic requremert etal. buy o eensed copy of e Focel ocurment

13 perations an e e 618 Functional | No Relationship A A A INo applicable SCF control

=1 General For specic ey ;;;gf;";;ﬁ;;;;;g;‘m‘:e"“d OBy f the Focl Bocument at Functonal | No Reltinship wa A i o spplcabi SCF cantrol
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ment (FDE) Description

‘ontrol Description

For specifc equirement detals, buy 2 censed copy of the Focal Document at "
132 Objectives Itpes/iwww so.org/standard/70918 htmi Py Functional | No Relationship NA NiA NA 4 [No applicable SCF control
For specific requirement details, buy a h(ensed Copy of the Focal Document at
13.20) NA mms e wg/mndam/mg] fiebs Functional | No Relationship NA NA NA 0 INo applicable SCF control
13 Cbersecuty ncdent o specfc requrrmert sl bwha”\:‘ensed Copy of the Focal Document at. o] || e o e o B o applicabie SCF contro
FFor specific requirement details, buy a licensed copy of the Focal Document at
1331 Inputs ke s e orgscancard/7 6918 e, Functional | No Relationship NA NA NA 0 INo applicable SCF control
For speciic requirement detally, buy  censed copy o e Focal Document
13311 Prerequisites Itper o s ore/atandoed oL e Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting __[For specific requirement detalls, buy a htensed Copy of the Focal Document at
13312 ther support s i Functional | No Relationship NA NA NA 0 INo applicable SCF control
1332 Requirements and __[For specific requirement detals, bwhau\:‘ensed Copy of the Focal Document at o] || e o e o B [ TE———
For specific requirement detais, buy a licensed copy of the Focal Document at cident Response Mechanisms exist to implement and govern processes and documentation to
RQ-13-01 N/A Inttps://www.iso.org/standard/70918.html Functional Subset Of Oparatione IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P lprotection-related incidents.
Forspecifc requirement Getels.buy a censed copy of he Focal Docurmert at ncident Response exist to implement and govern processes and documentation to
RQ13:01(a) NA Ittps://wwwiso.org/standard/76918.htmi Functional | Subset Of dent Respo 1RO-01 [facilfate an organization-wide response capabilty for cybersecurity and data 10
P rotection-related incidents
For specific requiement Getals,buy 2 censed copy of the Focal Docurment at Incident Response Mechanisms exist to implement and govern processes and documentation to
RQ-13-01(b) NA Inttps://www.iso.org/standard/76918.htmi Functional Subset Of e Reopo 1RO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P rotection-related incidents
For specific requirement details, buy a licensed copy of the Focal Document at ncident Response [Mechanisms exist to implement and govern processes and documentation to
RQ-13-01(c) N/A [nttps://www.iso.org/standard/70918.html Functional Subset Of oparations IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P jprotection-related incidents.
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at Incident Response Mechanisms exist to implement and govern processes and documentation to
RQ-13-01(d) NA [nttps://www.iso.org/standard/70918.html Functional Subset Of Noone IRO-01 ffacilitate an organization-wide response capability for cybersecurity and data 10
rotection.-related incidents
For specic requirement detais, buy 2 licensed copy of the Focal Document at cident Response Mechanisms exist to implement and govern processes and documentation to
RQ-13-01(e) NA Inttps/www.iso.org/standard/70918 htmi Functional Subset Of dent Respo IRO-01 facilitate an organization-wide response capability for cybersecurity and data 10
P jprotection-related incidents.
For specific requrement Getals. buy a censed copy of the Focal Docurmert at Incident Response IMechanisms exist to implement and govern processes and documentation to
RQ-13-01(f) NA Inttps://www.iso.org/standard/70918.h Functional Subset Of dent Respo 1R0-01 facilitate an organization-wide response capability for cybersecurity and data 10
P rotection.-related incidents.
For specic requirement detais, buy a licensed copy of the Focal Document at cidont Response Mechanisms exist to implement and govern processes and documentation to
RQ-13-01(g) N/A |nttps://www.iso.org/standard/70918.html Functional Subset OF Operatione IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P fprotection-related incidents.
Forspecifc requrement Getal.buy a censed copy of he Focal Docurert at Mechanisms exist to maintain and make available a current and viable
RQ-13-02 NA e s org mcandararr 6o1e e Functional Subset Of  [Incident Response Plan (RP)|  1R0-04  [Iechenioms exit o mainiar ond 10
For specific requirement detalls, buy @ h:ensed Copy of the Focal Document at .
1333 Work products etper s e orgcancard/1 0918 e, Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at
WP-13-01 NA ey los ora/standed T GOAB M Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at
134 Updates IFttpe www 150-0rg/standar /76918 i i Functional | No Relationship NA NA NA 0 INo applicable SCF control
13.41 Inputs For specific requirement detall, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA ) INo applicable SCF control
FFor specific requirement details, buy a licensed Copy of the Focal Document at .
13.411 Prerequisites ke s e orgscancard/7 6918 e, Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting _[For specific requirement detalls, buy a licensed copy of the Focal Document at
13412 information |https://www.iso.org/standard/70918 htmi Rnsien) || (ReEEEiD WA NA NA 0 INo applicable SCF control
1342 Requirements and For specfc requirement detals buy  Tcensed copy o the Focal Document ot Functional | No Retationship A A A o o applicabie SCF contro
RQ-13-03 NA For specific requirement detall, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at
1343 Work products pen e s prestandned T GouB Rt Functional | No Relationship NA NA NA 0 INo applicable SCF control
End of cybersecurity _[For specific requirement detalls, buy a licensed copy of the Focal Document at
14 support and |nttps://www.iso.org/standard/70918.html Functional | No Relationship N/A N/A N/A o INo applicable SCF control
decommissioning
141 General For specific requirement detall, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy @ Teeised copy of e Focal Document
142 Objectives etpe o orgrmsandmrd 76918 e Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a hcensed Copy of the Focal Document at
14.2() NA e o os orarstandord 7 OLE M Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specifc requirement detals, buy a censed copy of he Focal Docurmert at "
14.2(b) NA A e Functional | No Relationship NA NA NA 0 INo applicable SCF control
End of ybersecuriy [For specifc requremert detals buy a hcensed Copy of the Focal Document at .
143 fi et s org ancmed T Gore Functional | No Relationship NA NA NA 0 INo applicable SCF control
For speciic requirement detlly, buy  censed copy o e Focal Document "
1431 Inputs It e s ore/ecandmed oL B Rt Functional | No Relationship NA NA NA 0 INo applicable SCF control
a3 Requirements and __[For specific requirement details, buyha”uc‘ensed Copy of the Focal Document at Functional | No Retationship A A A o INo applicabie SCF contro
For specific requirement detalls, buy a licensed copy of the Focal Document at
Intpe /i jso-0rg/standard/70918 htmi Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
ts, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
RQ-14-01 NA Functional Subset Of Product Management | TDA-011  |(1) Improve functionality; 10
(2) Enhance security and resiliency capabilties;
(3) Correct security deficiencies; and
(@) Conform with applicable statutory, regulatory andfor contractual
lobligations.
For specific requiement Getal,buy 2 censed copy of the Focal Docurment at -
1433 Work products etpe o org mandmrd 76918 e Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a h(ensed Copy of the Focal Document at
WP-14-01 N/A e e 6018 Functional | No Relationship NA NA NA 0 INo applicable SCF control
e Forspecific equrement detalls buy 2 lcensed copy of the Focal Document at Functional | No Retationship A A A o o applicabie SCF contro
14.41 Inputs For specific requirement detall, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy @ Teeised copy of e Focal Document
14411 Prerequisites tpen e e orerecandara oL Rt Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting __[For Specific requirement details, buy hcensed Copy of the Focal Document at
14412 information |https://www.iso.org/standard/70918 htmi Rnsien) || (REEEED WA NA NA 0 [No applicable SCF control
Teaz Requirements and —For specfcrequirement defals buy  Tcensed copy o the Focal Document ot Functional | No Retationship o o o o o applicabie SCF contro
FFor specific requirement detalls, buy . hcensed Copy of the Focal Document at -
RQ-14-02 NA etpe o e orgcandard /1 ors Functional | No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at
Inttps://wwiw.iso.org/standard/70918 htmi Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
lAssets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) t
1443 Work products Functional Subset Of Product Management | TDA-0L1  |(1) Improve functionalit 10
(2) Enhance security and resiliency capabilties:
(3) Correct security deficiencies; an
(3) Confor with appicable Stutory. regulatory andor contractual
lobligations.
Thveat analysis and ik For specific eauiremert detal, buy a censed copy of the Focal Documert at
15 B e [rtoeetu e arememam a8 e Functional | No Relationship NA NA NA 0 INo applicable SCF control
151 General For specific requirement detall. puy2. “‘5”5"'“ copy of the Focal Document at: Functional | No Relationship NA NA NA ) INo applicable SCF control
FFor specific requirement details, buy @ Tcensed copy of e Focal Document .
152 Objectives ke o org mandmrd 76918 e Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a hcensed Copy of the Focal Document at
15.2(2) NA toer o los oraietandord T GOAE i Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specifc eaquirement detls, buy a censed copy of e Focal Documert at
15.2(0) NA S I Functional | No Relationship NA NA NA 0 INo applicable SCF control
15.2(0) NA R S T T “‘e”se" copy of the Focal Document at: Functional | No Relationship NA NA NA ) INo applicable SCF control
FFor specific requirement details, buy @ Teensed copy of e Focal Document
15.2(d) NA tpem e e orereEandnr oL Rt Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a h(ensed Copy of the Focal Document at
15.2(e) NA e o los orarstandord T GOAE M Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specifc requirement detal, buy o censed copy of the Focal Docurmert at "
15.2(0) NA AR i P Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy @ hcensed Copy of the Focal Document at .
15.2(9) NA Itpes/iwww s.org/etandard/7 0918 htmi i Functional | No Relationship NA NiA NA 0 [No applicable SCF control
153 Asset e g fa oc COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a h(ensed Copy of the Focal Document at
1531 nputs Ittpsdm 50 arg/standam/m@lsyh i Functional | No Relationship A N A o INo appicabie SCF control
FFor specific requirement detalls, buy a licensed opy of the Focal Document at
15311 Prerequisites Ittpe//aww jso-0rg/standard/70918 htmi Py Functional | No Relationship NA NIA NA o INo applicable SCF control
Further supporting [Fr speciic requlrement detals, buy 3 censed copy of the Focal Docurmert at .
15312 (her support etpe o e orgrcandard/1 6918 Functional | No Relationship NA NA NA 0 INo applicable SCF control
1532 Requirements and __For Specific requirement details nuy.:”lﬁenseu Copy of the Focal Document at Fmctional | No netationshn ) = o o o appicabie SCF contro
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to develop and keep current a catalog of applicable
15 Ihttps://www.iso.org/standard/70918 htmi ¥ isms exi 4
RQ-15-01 NA psi//www.is0.0rg/standard/70918. Functional | Intersects With Threat Catalog THR09 e e tarnal threnrs 1o the oraanation, Do Aaturay and manmade. 8
[For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to identify and document the critical Technology Assets,
RQ-15-02 NA Inttps://www.iso.org/standard/70918 htmi Functional | Intersects With |  Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions 8
land business functions.
For Specic requrement Getal, buy  Tcensed copy o e Focal Document
1533 Work products Inttps://wwiw.iso.org/standard/70918 htmi Functional | No Relationship NA NA NA 0 INo applicable SCF control
weso1 A o shecc requrement detals by 2 1 TR B Functional | No Relationshlp A A A o o appicable scF control
For specific requirement detalls, buy hcensed Copy of the Focal Document at .
WP-15-02 NA etpe o s org mandmed 7 6oxe e Functional | No Relationship NA NA NA 0 INo applicable SCF control
154 Thveat scenario o speciic requirement detal buy 2 h(‘ensed Copy of the Focal Document at Fmctional | No netationshn ) o o o o applicabie SCF contro
FFor specific requirement details, buy a licensed copy of the Focal Document at
1541 nputs Ittpss s isor0ra/standard/70918. i i Functional | No Relationship A A A o INo appicabie SCF control
15411 Prerequisites For specific requirement datalls, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
Further supporting __[For specific requirement detalls, buy a hcensed Copy of the Focal Document at .
15412 (her support et o org mandmed 76918 e Functional | No Relationship NA NA NA 0 INo applicable SCF control
1502 Requirements and __[For Specific requirement details buy;r\:‘ensed Copy of the Focal Document at Fmctional | No netationshn o = o o o applicabie SCF contro
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to perform threat modelling and other secure design
RQ-15-03 NA Inttps/www.iso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA06.2  [techniques, to ensure that threats to software and solutions are identified 10
land accounted for
1543 Work products [0 e e ons . 0P O he Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a h(ensed Copy of the Focal Document at
WP-15-03 NA e e a6 18 Functional | No Relationship NA NA NA 0 INo applicable SCF control
o ooy ot e e pomarc el e ™ " ™ 5 e
1551 Impacts For specific requirement detall, buy 2 licensed copy of the Focal Document at: Functional | No Relationship NA NA NA ) INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at
15511 Prerequisites etoe s e orgscandard/7 6918 e, Functional | No Relationship NA NA NA 0 INo applicable SCF control
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ment (FDE) Descri

ntrol Description

Furthersupporing For specfc equrement dtal buy 2 censed copy o th Focal Document y :
15512 ther support A L Functional | No Relationship NA NA N/A 0 INo applicable SCF control
552 Reuiremants snd ot speefc sequrement GeTal. buy.:”\v\’(‘ensed Copy of the Focal Document at | A A =) o o appicabie SCF contro
For specific requirement detals, buy a icensed copy of the Focal Documen at Mechanisms exist to perform threat modelling and other secure design
RQ-15-04 NA Inttps:/jwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounied for.
For specific requirement detalls, buy  icensed copy of the Focal Document at [Mechanisms exist to perform threat modeling and oher secure design
RQ-15-05 N/A |nttps://www.iso.org/standard/70918.html Functional Subset Of Threat Modeling TDA-06.2 [techniques, to ensure that threats to software and solutions are identified 10
Jand accounted for.
For speciic requirement detals, buy 3 licensed copy of the Focal Docurment at Mechanisms exist to perform threat modeliing and other secure design
RQ-15-06 A Ittps:/jwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounited for.
For speciic requrement detals, buy aTcensed copy o e Focal Document a Mechanisms exist to perform threat modelling and other secure design
PM-15.07 NA Inttps://www.iso.org/standard/70918.htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accourited for.
1553 Workproducts [ oPeceTeqUemeTt Getal by 2 emsed copy of e Focal Docurment ot Funcional | NoRelationship WA A WA o o sppicable 5 cantro
w1308 i For Specifc ecuement dtall, buy a Tcarsed cop o e FocalDocamrt Functonal | No Relatinship wa A i o o spplcabi SCF cantrol
1556 Attack path analysis | or SPECc reduirement detall, buy 2 licensed copy of the Focal Document at Functional | No Relationship A A NiA 3 INo applicable SCF control
1561 Inputs, e e e gora < COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
15611 Prerequisites o e el e Je e  acensed copy of the Focal Document at: Functional | No Relationship A A A 0 INo applicable SCF control
Further supporting __|For specific requirement detalls. buy a htensed Copy of the Focal Document at - -
15612 information Inttps://www.iso.0rg/standard/70918 htmi Functional | No Relationship A A A 3 INo applicable SCF control
502 Requirements and _[For specific requirement details, buyhau\#c‘ensed Copy of the Focal Document at Fmctional | No retationshn 3 m D B o applicabie SCF contro
[For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to perform threat modelling and other secure design
RQ-15-08 N/A -htm! Functional Subset Of Threat Modeling TDA-06.2 [techniques, to ensure that threats to software and solutions are identified 10
Jand accounted for.
For specic reaurement detalls buy  censed copy o e Focal Document a Mechanisms exist to perform threat modelling and other secure design
RQ-15-09 NA Intps://wwwwiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounited for.
1563 Work products [0 e e ons . OF O he Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
w1305 A For Specic exurement deal, buy 2 Teensed copy of e Focal Docamet o Functionsl | No Relatonshin WA a A o o appicable SCF control
157 Atack feailty rting |0 Pecc requremert deally, buya ensed copy ofthe Focal Document ot Functonal | No Reltinship wa A i o o spplicabi SCF cantrol
To71 R For speciic requitement detlls, buy  censed copy o e Focal Document a Fmetional | No Aetationshn 0 m o o e ———
157,11 Prerequisites Iror 5pﬁjjmﬁ‘;“;’,:’;‘;";:;‘:/%;’]“V,i Acensed copy of the Focal Document at Functional | No Relationship /A A /A 0 INo applicable SCF control
Forner suppering [or specic requremert Getals, buy o ecnsed copy of e Focel Docurment
15712 information |https://www.iso.org/standard/70918.htmi Rnsien) || REE D WA A NA 0 INo applicable SCF control
572 Reaurements and —[Forspecifc equrement deta buy o htensed Copy of the Focal Document at || A A A o T ——
For specific requirement detail, buy 3 hcensed Copy of the Focal Document at [Mechanisms exist to perform threat modelling and other secure design
Q1510 NA Inttps://www.iso.org/standard/70918.htmi Functional Subset Of Threat Modeling TDA06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounted for.
ForSpecic requrement e By  Tecnced copy o the Focal Doeumert Mechanisms exist to perform threat modeliing and other secure design
RC1511 A Ittps:/jwwwwiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2 [techniques, to ensure that threats to software and solutions are identified 10
Jand accounited for.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to perform threat modelling and other secure design
RC-15-11(a) NA Inttps://www.iso.org/standard/70918.htmi Functional Subset Of Threat Modeling TOA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accourited for.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to perform threat modelling and other secure design
RC15-11(b) NA Ittps:/jwwweiso.org/standard/70918 htmi Functional Subset OF Threat Modeling TDA06.2 [techniques, to ensure that threats to Software and solutions are identified 10
Jand accounited for.
For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to perform threat modelling and other secure design
RC15-11(0) NA Inttps://www.iso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jond accounited for.
[For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to perform threat modelling and other secure design
RC15-12 A Ittps:/fwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA06.2 [techniques, to ensure that threats to Software and solutions are identified 10
Jand accounted for.
For specic reaurement detalls buy  censed copy o e Focal Document a Mechanisms exist to perform threat modelling and other secure design
RC-15-12(a) NA Intps://wwwwiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jond accounited for.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to perform threat modelling and other secure design
RC-15-12(b) NA .htm! Functional Subset Of Threat Modeling TDA06.2 ftechniques, to ensure that threats to software and solutions are identified 10
land accounte
For specific requirement detals, buy a icensed copy of the Focal Documen at Mechanisms exist to perform threat modelling and other secure design
RC15-12(0) A Inttps:/jwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TOA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounied for.
For specific requirement detalls, buy  icensed copy of the Focal Document at Mechanisms exist to perform threat modelling and other secure design
RC-15-12(d) N/A [nttps:/www.iso.org/standard/70918.html Functional Subset Of Threat Modeling TDA-06.2 [techniques, to ensure that threats to software and solutions are identified 10
Jand accounted for.
For speciic requirement detals, buy 3 licensed copy of the Focal Docurment at Mechanisms exist to perform threat modeliing and other secure design
RC15-12(e) A Ittps:/jwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounited for.
For specic reaurement detals, buy a Tcensed copy o e Focal Document a [Mechanisms exist to perform threat modelling and other secure design
RC15-13 NA Inttps://www.iso.org/standard/70918.htmi Functional Subset Of Threat Modeling TOA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accourited for.
[For specific requirement details, buy a “(EWSEd copy of the Focal Document at: [Mechanisms exist to perform threat modelling and other secure design
RC15-13(a) NA Ittps:/jwwweiso.org/standard/70918 htmi Functional Subset OF Threat Modeling TDA06.2 [techniques, to ensure that threats to Software and solutions are identified 10
Jand accounited for.
For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to perform threat modelling and oher secure design
RC-15-13(b) NA Inttps://www.iso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jond accourited for.
[For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to perform threat modelling and other secure design
RC-15-13(0) A Ittps:/fwwweiso.org/standard/70918 htmi Functional Subset OF Threat Modeling TDA06.2 [techniques, to ensure that threats to Software and solutions are identified 10
Jand accounted for.
For specific requirement detalls. buy a icensed copy of the Focal Document at exist to perform threat modelling and other secure design
RC-15-13(d) NA Inttps://wwwiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jond accounied for.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to perform threat modelling and other secure design
RC-15-14 A Inttps://www.iso,org/standard/70918 htmi Functional Subset Of Threat Modeling TDA06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounted for.
1573 Work products e rgretandmar 7o Ta e oce Documentat Foretenalll [ty A a A o o appicable scF control
Wp-15-06 A For speciic requirement detals. ouy 2 licensed copy of the Focal Document at: Functional | No Relationship A A A 3 INo applicable SCF cantrol
158 Risk value e g ja oc COPY of the Focal Document at Functional | No Relationship NA NA NA 0 INo applicable SCF control
o1 e ;‘;{;;;33;qz‘;“;;;y;f;;;;;';;;,“;: TR o D Functonel | Na Relationsnip WA wn WA 0 [ospricoie scr conro
1se11 rerequisies [0 e reultment detal, buy o Tcarsed copy of e ocal Documrt Functonal | No Reltinship wa A i o o spplcabi SCF cantrol
o012 Furner suppering For speciic requirement detals buy;'\:‘ensea Copy of the Focal Document at Fmctional | No Aetationshn 0 o o B INo applicable SCF contral
1502 Requirements and o specic qurement detals uy a Tcansed copy o e Foca Document at D D A A A 5 rem———
For speciic requirement detals, buy a licensed copy of the Focal Docurment at Mechanisms exist to perform threat modelling and other secure design
RQ-1515 A Ittps:/fwwweiso.org/standard/70918 htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accounited for.
For specic requrement detals, buy a Tcensed copy o e Focal Document a [Mechanisms exist to perform threat modelling and other secure design
RQ-15-16 NA Inttps://www.iso.org/standard/70918.htmi Functional Subset Of Threat Modeling TDA-06.2  [techniques, to ensure that threats to software and solutions are identified 10
Jand accourited for.
e Vo paducts [ Pece riTemnt el by Teersed copy of e Focal Document ¢ R || R WA A WA 5 o m—
WP-15.07 NA et o orqrseanaina 038 . O the Focal Bocument 2t Functional | No Relationship A A A 3 INo applicable SCF control
159 Risk treatment decision [0 SPecitc Teduirement detall, by 2 licensed copy of the Focal Document at: Functional | No Relationship A A A 3 INo applicable SCF cantrol
15.9.1 Inputs, e o or e a1 > COPY of the Focal Document at: Functional | No Relationship NA NA NA 0 INo applicable SCF control
o rerequstes oy PR eqremrt el uy a Tcaned copyof e Foca Documenc D | WA A WA 5 e
Furher supporting or specifc equiremert detals buy a ccred copy of he Focal Docurmert at
15012 information Inttps:/iwww.so.0rg/standard/76918 htmi Functional | No Relationship A A A 3 INo applicable SCF control
592 Requirements and _[For specific requirement details, buyhaulc‘ensed Copy of the Focal Document at Fmctional | No Aetationshn 3 m D B INo applicable SCF control
o1 A For Specic equrement deal, buy 3 Teensed copy of e Focal Documet o E—— SubsetOF | Wk Treatment Optons | Ricos.3[Vecharims it Lo select appoprat sk eatment opion,based on o
RQ-15-17(a) NA ;f(pssp//xa;rf;;uérf:r/:f:éﬂd:ft:/%gb]uﬁy; licensed copy of the Focal Document at: Functional Subset Of Risk Treatment Options RSK-06.3 :ﬂe‘;?‘v;nbl‘s;n:six:;s:os:ri\ee::zrp‘o:‘r:gpsnate risk treatment options, based on 10
pr—— A For Specic ecultement detal, buy a Icaraed cop o the FocalDocamert pE— Subserof | M Trestment Options | Ricos.3 MEChanis exit Lo selec appoprate sk reatment opios, based on o
T A For Specitc eaulement detal, buy o Teeraed con o e FocalDocument o E— SubsetOf | Wk Treatment Opions | Ricos.3 [lechriss it t slotappropriat ok eatrment optons,Based on o
JrT— A For Specic exurement deal, by 2 Teensed copy of e Focal Docamet o E—— Subsetof | Wk Trestment options | Ricos3[Mechanims et to slect appoprat ok estment opion,based on o
1593 Workproducs [ specc requrement detall, buy a ensed copy ofthe Focal Bocurment ot Funcional | NoRelotenshis wa A A o o appicable s contro
Wp-15-08 /A For speciic requirement detals. ouy a licensed copy of the Focal Document at: Functional | No Relationship A A A 3 INo applicable SCF control
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