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FFor specific requirement details, buy a licensed copy of the

1 Scope Focay Bocument ot tps: w0 oralstanGardi o106, nemi Functional No Relationship NA NA NA 4 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the
2 Normative References ~ [Focal Document at: https://www.iso.org/standard/75106. html Functional No Relationship NA NA N/A [ INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to standardize technology and process terminology to reduce
3 Terms and Definitions [Focal Document at: https://www.iso.org/standard/75106.htm Functional Subset Of Standardized Terminology | SEA-02.1  |confusion amongst groups and departments. 10
[For specific requirement detalls, buy a licensed copy of the
4 Context of the organization [Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship NA NA N/A 4 INo applicable SCF control
Understanding the pecific requirement detalls, buy a licensed copy of the efining Business Context & [Mechanisms exist to define the context of its business model and document the
Focal D tat: htt tandard/75106.html X tion's
41 oG e ext [0 DOCUMeNt 3t NEtps:/fwvew50.0rg/standard/ m Functional Intersects With usiness GOV-08  [organization's mission. 5
Understanding the needs |For specific requirement detafls, buy a licensed copy of the
42 and expectations of [Focal Document at: https://www.iso.org/standard/75106.htm Functional No Relationship NA NA N/A o INo applicable SCF control
interested parties
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to define the context of Its business model and document the
421 General [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects with ~[Defining Business Context &\ oy 05 Jorganization's mission. 5
[For specific requirement detalls, buy a licensed copy of the - [Mechanisms exist to define the context of its business model and document the
42.1(a) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With | P€fining E"S"S":‘:: Context & oy 05 lorganization's mission. 5
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to define the context of its business model and document the
22.10) NA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Intersects with | DefiNN9 Business Context &\ Goy.g  forganization's mission. 5
Legal and requt [For specific requirement detafls, buy a licensed copy of the
422 egfg::‘re’rf‘ge%fs‘w [Focal Document at: hittps://www.iso.org/standard/75106.htmi Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilltate the [dentification and implementation of relevant
4.22(3) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With f:?n‘t“éiiia'ﬁ%ﬁﬁf;ii CPL-O1 [statutory, regulatory and contractual controls, 8
[For specific requirement detalls, buy a licensed copy of the Statutory, Regulatory & [Mechanisms exist to facilitate the [dentification and implementation of relevant
[Focal Document at: hitps://www.iso.org/standard/75106.html g - statutory, regulatory and contractual controls.
422(0) NA p: 9 Functional Intersects With | 2o e cpLO1 v, regulatory 8
[For specific requirement details, buy a licensed copy of the Statutory, Regulatory & [Mechanisms exist to facilitate the iGentification and implementation of relevant
[Focal Document at: https://www.iso.org/standard/75106.htmi g v statutory, regulatory and contractual controls
42200 NA psi/i 9 7 Functional Intersects with | o feguelon & cpLO1 v, regulatory 8
[For specific requirement detafls, buy a licensed copy of the
Determining the scope of - |Eocal Document at: https://www.iso. orastandard 2106 hi .
43 the business continuity Functional No Relationship NA NA N/A [ INo applicable SCF control
management system
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compliance
431 General [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Compliance Scope CPL-01.2  [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compliance
4310a) NA [Focal Document at: hitps://www.iso.org/standard/75106.htm Functional Intersects With Compliance Scope CPL-01.2  [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compiiance
4310 NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Compliance Scope CPL-01.2 [and resilience controls that are determined to meet statutory, regulatory and/or 5
lcontractual compliance obligations.
[For specific requirement details, buy a licensed Copy of the [Mechanisms exist to document and validate the scope of security, compliance
43100 NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Intersects With Compliance Scope CPL-01.2 [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
Scope of the business _|For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compliance
232 continuity management |[Focal Document at: hittps://www.iso.org/standard/75106.htm Functional Intersects With Compliance Scope CPL-01.2  [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compiiance
432(a) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Compliance Scope CPL01.2  [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and validate the scope of security, compliance
432(a) NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Intersects With Compliance Scope CPL-01.2 [and resilience controls that are determined to meet statutory, regulatory andjor 5
lcontractual compliance obligations.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
. fniey OGR! DoCUMent at: REtps i iso.0rg/standard/75106 il Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
usiness continuity y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
a4 amagement System Functional Subset Of Management System D01 o Aeyaors) 10
[For specific requirement details, buy a licensed copy of the
H Leadership [Focal Document at: hitps://www.iso.org/standard/75106.htm Functional No Relationship N/A NA N/A 4 INo applicable SCF control
For speciic equirement detalls, Dy o Teensed copy orthe | [Mechanisms exist to align security, compliance and resilience capabilities with
ocal Document a ps://www.iso.org/standar -htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
51 [Leadership and commitment Functional Intersects With Program Oversight GOV-OLL - |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
510 NiA Functional Intersects With Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis.
iw S‘pDenﬁt rmf\rfr?;m d,E/ta\IS‘ buy a \;ttensded ;7795»']%'61:5 ! IMechanisms exist to align security, compliance and resilience capabilities with
ocal Document at: https://www.iso.org/standar m Steering Committee & lbusiness requirements through a steering committee or advisory board,
5:1(b) R Functional Intersects With Program Oversight GOV-0L.1 |5 prised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compiiance and resilience capabilities with
Focal Document at. et /fois 40 0rG/starGar/ 14106 himl Steering Committee & lbusiness requirements through a steering committee or advisory boar
5.1(c) N/A Functional Intersects With pmgrgm Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular bas
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
5.1(d) N/A Functional Intersects With Progrgm Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis.
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
Focal Document ot netpe/foie 2o ora/<tangard 4106 hirml Steering Committee & lbusiness requirements through a steering committee or advisory board
5.1(e) NiA Functional Intersects With Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular bass
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compiiance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
5.1(0) NA Functional Intersects With Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
5.1(g) NA Functional Intersects With Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular basis
[For specific requirement details, buy a licensed copy of the Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.htmi Steering Committee & lbusiness requirements through a steering committee or advisory board
5.1(h) N/A Functional Intersects With g,gm Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 8
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the
52 Policy [Focal Document at: https://www.iso.org/standard/75106.htm! Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the oSG Securt [Mechanisms exist to establish, maintain and disseminate policies, standards and
[Focal Document at: https://www.iso.org/standard/75106.htmi ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
521 Eetab NG the dysiness " o Functional Subset OF Compliance & Resilience | GOV-02 | v " " 10
policy Documentation
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
[Focal Document at: https://www.iso.org/standard/75106.htm| Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2.1(a) NA Functional Subset OF Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to estabilsh, maintain and disseminate policies, standards and
[Focal Document at: https://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2.1(b) NA Functional Subset Of Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to establish, maintain and disseminate policies, standards and
[Focal Document at: https://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilties.
52.1(0) NA Functional Subset Of Compliance & Resilience |~ GOV-02 10
Documentation
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
[Focal Document at: hitps://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities
5.2.1(d) NA Functional Subset OF Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Communicating the  |Focal Document at: https://www.iso. org/standardﬂslos html Publishing Security, Iprocedures necessary for secure, compliant and resilient capabilities.
522 bushens Contite oelic Functional Subset Of Compliance & Resilience | GOV-02 10
¥ policy Documentation
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Focal Document at: https://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2.2(a) NA Functional Subset Of Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement details, buy a licensed Copy of the [Mechanisms exist to establish, maintain and disseminate policies, standards and
[Focal Document at: hitps://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2.2(b) NA Functional Subset O Compliance & Resilience |~ GOV-02 10
Documentation
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to estabilsh, maintain and disseminate policies, standards and
[Focal Document at: https://www.iso.org/standard/75106.html Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2.2(0) NA Functional Subset Of Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to assign one or more qualified individuals with the mission and
Roles, responsibilities and[Focal Document at: https://www.iso.org/standard/75106.html Assigned Security, Iresources to centrally-manage, coordinate, develop, implement and maintain an
53 thorities Functional Subset Of Compliance & Resilience | GOV-04 lenterprise-wide Security, Compliance & Resilience Program (SCRP) 10
Responsibilities
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to enforce an accountability StruCture so that appropriate
Roles, responsibilities and |Focal Document at: hittps://www.iso.org/standard/75106.html Stakeholder Accountabili lteams and individuals are empowered, responsible and trained for mapping,
53 Sukhorities Functional Intersects With Structure ¥ | GOV-041  |measuring and managing Technology Assets, Applications, Services andjor Data 8
(TAASD)-related risks.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to estabiish an authoritative chain of command with clear lines
53 Roles, responsibilities and |focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Authoritative Chain of GOV-04.2  |of communication to remove ambiguity from individuals and teams related to 8
Imanaging Technology Assets, Applications, Services and/or Data (TAASD)-related
Rotes, responsibilties and [[CLPECIC reauirement detalls, buy a liensed copy of the Defined Roles & [Mechanisms exist to define Toles & for all personnel
3 [Focal Document at: hitps://www.iso.org/standard/75106.html '
53 gt psi/i 9 Functional Intersects With Reaponsibiites HRS-03 8
[For specific requirement details, buy a licensed copy of th [Mechanisms exist to enforce an accountability Structure so that appropriate
Focal Document at: nttps e iso-orgistandard 13106 htmi teams and individuals are empowered, responsible and trained for mapping,
5.3(a) NA o < Functional Intersects with | Stekeholder Accountability | - g6y 4.3 e s o 5

Imeasuring and managing Technology Assets, Applications, Services and/or Data
(TAASD)-related risks.
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.html

[Mechanisms exist to enforce an accountability
lteams and individuals are empowered, responsible and trained for mapping,
Imeasuring and managing Technology Assets, Applications, Services and/or Data

structure so that appropriate

Stakeholder Accountability
5.3(b) NA Functional Intersects With E GOV-04.1 5
(TAASD)-related risks.
[For specific requirement details, buy a licensed copy of the
6 Planning [Focal Document at: https://www.iso.org/standard/75106.htm| Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the
6.1 AC(‘DHS‘;S&":L?‘S&ZSKS and Focal Document at: https://wwiw.iso.org/standard/75106.htm! Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
N cana [FoCe DocuMent ati httpsi/www.iso orastandard 2106 hoi Business Continuity controls o help ensure resilent Technology rcsats Aplcadons andior Services
etermining risks an ’ AS) (e.., Continuity of Operations Plan (COOP) or Business Continuity &
611 opportuniios Functional Subset Of Management System BeD-01  ((TAAS) € o o ey o) 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to identify and document the critical Technology Assets,
611 Determining risks and  |gqcal Document at: https://wwiw.iso.0rg/standard/75106 htmi Functional Intersects With Identify Critical Assets BCD-02  |Applications, Services and/or Data (TAASD) that support essential missions and 5
opportunities lbusiness functions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to develop and keep current a catalog of appiicable risks
6.1.1 DEte;p'“;g';gﬂ'g: and  Ifocal Document at: https://wwuw.iso.org/standard/75106.html Functional Intersects With Risk Catalog RSK-03.1 |associated with the organization's business operations and technologies in use. 5
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to develop and keep current a catalog of appiicable internal
6.1.1 DE(E&EQZ‘;%‘?\:Z and  |Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Threat Catalog THR-09 [and external threats to the organization, both natural and manmade. 5
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
ot Document at. hitbs a0 orastandarc 12106 hi Business Continuity Conital 1 help ansure resient Techmelogy Acsets, Applications sndjor Services
6.1.1) NA Functional Intersects With | Management System BcD-01|(TAAS)(e.g. Continuty of Operations lan (COO) or Business Continuity & s
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity Controld 10 nel ensure recent Tochsloty Asset. Aoplcatons andior Services
6.1.1(b) NA Functional Intersects With Management System BCD-01 g?:sst’egekg(DCV:':;‘T;W;ﬂﬁy’:ﬁgx’”a" (COOP) or Business Continuity & 5
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.1.1(0) NA Functional Intersects With Management System B 0L o I trevaaongy " (COOP) or Business Continuity & 5
IDisaster Recovery (BC/DR) playbooks
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
” rang |FoCaI Document ats itps://www. is0.org/standard/75106.htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
ressing risks an y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
612 opporinitis Functional Subset OF Management System D01 o o Sy ook 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.1.2(a) NA Functional Subset O Management System sco01  [ITAAS){eg. Continuty of Operatons Plan (COOF or Business Contnuty & 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed Copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
3 f Operations Plan (COOP) or Business Continuity &
6.1.2(b) N/A Functional Subset Of Management System BCp-01  [(TAAS) (e.g., Continuity of 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the N
[Focal Document at: hitps://www.iso.org/standard/75106.htm Business Continity Mechanisms exist tofacltate th implementtion of ontingency planning
Y lcontrols to help ensure resilient Technology Assets, Applications and/or Services
o120 A Functiona! Supsetof e " BCD-01  |(TaAS) (e.g. Continuity of Operations Plan (COOP) or Business Continuity & 0
Disaster Recovery (BC/DR) playbooks).
[For specific requirement detals, buy a licensed copy of the
[Focal Document at: hitps://www.iso.org/standard/75106.htm Business Continuity Mechanisms existtofaciote the implementation o cantingency planning
’ lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.120)2) L Functional Subset Of Management System BCD01  (TAAS) (e.g. Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks).
Business continuity _[FOr SPECITic requirement details, buy a licensed Copy of the
62 objectives and planning to |Focal Document at: https://wwiw.iso.org/standard/75106.htmi Functional No Relationship NA NA NA 4 INo applicable SCF control
achieve them
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
cctalisning b [Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
stablishing business i y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
621 Continaity objectives Functional Intersects With Management System BCD-0L O o T ey 8
[For specific requirement detalls, buy a licensed copy of the Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning controis
6.2.1 Establishing business  |¢ocal Document at: https://www.iso.org/standard/75106.html Functional Intersects With Resilience Protection PRM-01 [that provide a portfolio management approach to achieve security, compliance 8
continuity objectives Portfolio land resilience objectives.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to estabiish a
6.2.1 Establishing business  |ocal Document at: https://www.iso.org/standard/75106.html Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 [(1) Strategic security, compliance and resilience-specific business plan; and 8
continuity objectives (2) Set of objectives to achieve that plan,
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to define and identify targeted capability maturity levels.
6.2.1 Establishing business  |Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects with | Targeted Capability Maturity| oo 0 o s
continuity objectives Levels
[For specific requirement detafls, buy a licensed copy of the xist to facilitate the
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity Conerold 10 nel ensure recent Tochslogy Acsats. Asplcations andior Services
6.21() NA Functional Subset Of Management System B0 vy (BCIOR) paypogke) (O ©F Business Continulty & 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.2.1(b) NA Functional Subset OF Management System Bep-01  |(TAAS) (e, C“"“’;;g{u“'{)o‘l’e':““zs”"“" (COOP) or Business Continuity & 10
(Bems) isaster Recovery playbooks
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
S) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
6.2.1(c) N/A Functional Subset Of Management System BCD-01  [(TAA 10
IDisaster Recovery (BC/DR) playbooks).
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
) f Operations Plan (COOP) or Business Continuity &
6.2.1(d) N/A Functional Subset OF Management System BCD-01  |(TAAS) (.g., Continuity of Op 10
Disaster Recovery (BC/DR) playbooks).
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
Focal Document ot netpe foia e ora/<tangar 14106 niml Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.2.1(e) N/A Functional Subset Of Management System BCD-01 ngtb LeRg . ConuT;gnii)o;luergt\ozs)i’lah (COOP) or Business Continuity & 10
(BCMs) isaster Recovery playbooks
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.2.1(0 NA Functional Subset Of Management System BCp.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
et N [Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
etermining business y (TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business Continuity &
622 continuity objectives Functional Subset Of Management System BCD-01 | caster Recovery (BC/DR) playbooks). 0
[For specific requirement detafls, buy a licensed copy of the Security, Compliance & exist to facilitate the o resource planning controls
622 Determining business  eocal Document at: https://wwiw.iso.org/standard/75106.htm! Functional Intersects With Resilience Protection PRM-01  [that provide a portfolio management approach to achieve security, compliance 8
continuity objectives Portfolio Management land resilience objectives.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.2.2(a) NA Functional Subset OF Management System B 0L [ o o) treyaaong " (COOP) or Business Continuity & 10
(Bems) isaster Recovery playbooks
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html lcontrols to help ensure resilient Technology Assets, Applications and/or Services
o Business Continuity p 9y P
S) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
6.2.2(b) NIA Functional Subset Of Management System BCD-01  [(TAA 10
IDisaster Recovery (BC/DR) playbooks).
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
) f Operations Plan (COOP) or Business Continuity &
62.2(c) NIA Functional Subset OF Management System BCD-01  [(TAAS) (e.g., Continuity of Op 10
Disaster Recovery (BC/DR) playbooks).
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
Focal Document ot netpe/foie e ora/<tandar 14106 nirml Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
6.2.2(d) N/A Functional Subset Of Management System BCD-01 ngtb Leng . Conurz;gnii)o;luerzt\o;(\s)?lah (COOP) or Business Continuity & 10
(BeMs) isaster Recovery playbooks
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html lcontrols to help ensure resilient Technology Assets, Applications and/or Services
Business Continuity
Y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
6.2.2(e) N/A Functional Subset Of Management System Bcp-01 € 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement detals, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.htm IMechanisms exist to update contingency plans due to changes affecting
(1) People (e.g., personnel changes);
(2) Processes (¢.9., new, alteredtor decommissioned business practices, including
Planning changes to the [third-party services)
63 business continuity Functional Subset Of Ongoing Contingency BCD-06  |(3) Technologies (e.g., new, altered or decommissioned technologies); 10
management system 9 (4) Data (e.g., changes to data flows and/or data repositories);
(5) Facilities (e.g., new, altered or decommissioned physical infrastructure);
ndjor
Feedback from contingency plan testing activities.
(6) Feedback f I
[For specific requirement detafls, buy a licensed copy of the
Focal Bocument v htps s 0 rstanaara 19106 h IMechanisms exist to update contingency plans due to changes affecting
(1) People (e.g., personnel changes);
rocesses (.g., new, altered or decommissioned business practices, including
2) P ( Itered or d d b ud
third-party services)
@ unctiona Intersects Wit - ‘echnologies (e.g., new, altered or decommissioned technologies);
6.3(a) NA F ] [ With oo e 0" BCD-06  |(3) Technologies ( Itered or d d technologies); 5

(4) Data (e.g., changes to data flows and/or data repositories);
(5) Facilties (e.. new, altered or decommissioned physical nfastructure)

(s) Foedback from contingency plan testing activities.

Secure Controls Framework (SCF)
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.html

IMechanisms exist to update contingency plans due to changes affecting:
(1) People (e.g., personnel changes);

(2) Processes (e.g., new, altered or decommissioned business practices, including
lthird-party services)

6.3(0) NA Functional Intersects With Ongoing Contingency BCD06  |(3) Technologies (e.0.. new, altered or decommissioned technologies): 5
9 (4) Data (e.g.. changes to data flows and/or data repositories);
(5) Faciities (e... new, ahered or decommissioned physical nfrastucture)
o) Fecdback from contingency plan testing activities.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.htm| Securlty Cumnhan(e & lincluding the resources needed to implement the Security, Compliance &
63(c) NA Functional Intersects With Resilience Resource PRM-02 |Resilience Program (SCRP) and document all exceptions to this requirement. 8
Management
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: hitps://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
6.3(d) N/A Functional Intersects With Resilience Resource PRM-02  [Resilience Program (SCRP) and document all exceptions to this requirement. 8
Management
[For specific requirement detalls, buy a licensed copy of the
7 Support [Focal Document at: https://www.iso.org/standard/75106.htm! Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
71 Resources Functional Subset OF Resiience Resource PRM-02 IResilience Program (SCRP) and document all exceptions to this requirement 10
anagement
[For specific requirement details, buy a licensed copy of the Competency .
[Focal Document at: https://www.iso.org/standard/75106.html ompetency Requirements IMechanisms exist to ensure that all security-related positions are staffed by
7.2 Competence Functional Subset Of for Security-Related HRS-03.2 g alified individuals who have the necessary skill set 10
[For specific requirement detafls, buy a licensed copy of the Competency R -
Focal Document at: https://www.iso.org/standard/75106.html O e remen! [Mechanisms exist to ensure that all security-related positions are staffed by
7.2(a) NA Functional Subset Of for Security-Related HRS-03.2 {1 o als i Tave the neceseory skl set 10
[For specific requirement detals, buy a licensed copy of the Mecharizms exst o ensure that ol secuiy-reated posiions are staffed by
[Focal Document at: hittps://www.iso.org/standard/75106.htmi Competency Requirements lqualified individuals who have the necessary skill s
7.2(6) NA Functional Subset Of for Security-Related HRS-03.2 10
ositions
[For specific requirement detalls, buy a licensed copy of the Competency .
[Focal Document at: https://www.iso.org/standard/75106.htm ompetency Requirements IMechanisms exist to ensure that all security-related positions are staffed by
720 NA Functional Subset O for Securtty-Related HRS-03.2 [ vduals who have the neceseary <kill se 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
[Focal Document at: https://www.iso.org/standard/75106.htm! Competency Reguirements lqualified individuals who have the necessary skill set,
7.2(d) NA Functional Subset Of for Security-Related HRS-03.2 10
Positions
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to formally educate authorized users on proper data handiing
73 Awareness [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Formal Indoctrination HRS-04.2 |practices for all the relevant types of data to which they have access. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to formally educate authorized users on proper data handiing
7.3(a) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Formal Indoctrination HRS-04.2  |practices for all the relevant types of data to which they have access. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to formally educate authorized users on proper data handiing
7.300) NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset O Formal Indoctrination HRS-04.2  |practices for all the relevant types of data to which they have access. 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to formally educate authorized users on proper data handiing
7.3(0) NA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Subset Of Formal Indoctrination HRS-04.2  [practices for all the relevant types of data to which they have access. 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to formally educate authorized users on proper data handiing
7.3(d) NA [Focal Document at: hitps://www.iso.org/standard/75106.htm Functional Subset Of Formal Indoctrination HRs-04.2  [practices for all the relevant types of data to which they have access. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
74 Communication Functional Subset Of Management System BcD-01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
IDisaster Recovery (BC/DR) playbooks).
e e 2 e o e IMechanisms exist to restrict the disclosure of sensitive/regulated data to
FFocal D tat: hty ¥ tandard/75106.html ¥
7.4(a) NA ocal Document at: https://wwi.iso.org/standard/ m Functional Intersects With | Disclosure of Information | DCH-03.1 [TRCRADS B OB B o 5
R I A L L i IMechanisms exist to restrict the disclosure of sensitive/regulated data to
[Focal Document at: https://www.iso.org/standard/75106.htmi ¥
7.4(6) NA psi/i 9 Functional Intersects With | Disclosure of Information | DCH-03.1 [NECRADEMS SHC IO [EsIreL B Clochs H
S A I T A AN A L A IMechanisms exist to restrict the disclosure of sensitive/regulated data to
[Focal Document at: hittps://www.iso.org/standard/75106.htm ¥ i
7.4(0) N/A u ps://wwy 9/ 4 Functional Intersects With Disclosure of Information | DCH-03.1 | 0 2415 o with a need to know. 5
R A e o A A L L A IMechanisms exist to restrict the disclosure of sensitive/regulated data to
[Focal D tat: htt J tandard/75106.htm ¥
7.4(d) NA ocal Document at: https://wwi.iso.org/standard/ m Functional Intersects With | Disclosure of Information | DCH-03.1 [TRCEaD e Bu (oo e o 5
[For specific requirement detalls, buy a licensed copy of the e o restrict the disc P ted data &
7.4(e) NiA [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With | Disclosure of Information | DCH-03.1 [REERamems Xt to fesTrict e diselosure of sensitivelregulated data to 5
[For specific requirement details, buy a licensed copy of the
75 Documented information ~[Focal Document at: hittps://www.iso.org/standard/75106.html Functional No Relationship NA NA NA o INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the planning
[Focal Document at: hitps://www.iso.org/standard/75106.htm Business Continuity Conital 1 hatp ansure resient Techmelogy Acsets, Applicatins andjor Services
751 General Functional Subset Of Management System BCD-01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 0
Disaster Recovery (BC/DR) playbooks).
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
7 F " ” v t Syst y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
5.1(a) NA unctiona Subset Of lanagement System BCD-0L O o T ey ook, 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
75.1(6) NA Functional Subset Of Management System BCD-01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
(Bems) IDisaster Recovery (BC/DR) playbooks).
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
752 Creating and updating Functional Subset O Management System D01 o o Sy 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
752a) NA Functional Subset O Management System BCD-01  |(TAAS) (e.q., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks).
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
Focal Document ot netpe/foie e ora/<tandar 14106 niml Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
7520 NA Functional Subset O Management System BCD-01  |(TAAS) (€.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
(Bems) Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
752 NA Functional Subset O v t Syst Bcp.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
© / unctiona) ubse e s Disaster Recovery (BC/DR) playbooks).
Control of 0 4 [For specific requirement details, buy a icensed copy of the
753 on! '?n ;’o rm‘;ime"‘e [Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to
7531 NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With | Disclosure of Information | DCH-03.1 ~ [authorized parties with a need to know. 8
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to
7.5.3.1(a) NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Intersects With | Disclosure of Information | DCH-03.1 [authorized parties with a need to know. 5
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to
7.53.1() NA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Intersects With | Disclosure of Information | DCH-03.1 [authorized parties with a need to know. 5
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to restrict the disclosure of sensitive/reguiated data
7532 NA [Focal Document at: hittps://www.iso.org/standard/75106.html Functional Intersects With | Disclosure of Information | DCH-03.1 [authorized parties with a need to know. 5
A e A S L A IMechanisms exist to restrict the disclosure of sensitive/regulated data to
[Focal D tat: htt J tandard/75106.htm ¥
7.5.3.2(a) NA ocal Document at: https://wwi.iso.org/standard/ m Functional Intersects With | Disclosure of Information | DCH-03.1 [TRCEaD e Bue (oo O o 5
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to
7.5.3.2(b) NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Intersects With | Disclosure of Information | DCH-03.1 [authorized parties with a need to know. 5
[For specific requirement details, buy a licensed copy of the
[Focal Document at: Nttps:/jwwi.is0.org/standard/73106.htmi ’ IMechanisms exist to restrict the disclosure of sensitive/regulated data to
7.5.3.2(c) N/A ps:/i 9l I Functional Intersects With Disclosure of Information DCH-03.1 |3 thorized parties with a need to know. 5
[For specific requirement detafls, buy a licensed copy of the @xIst to restrict the disclosure of sensitive/reguiated data to
753.2(d) NA [Focal Document at: https://www.iso.org/standard/75106.htm Functional Intersects With | Disclosure of Information | DCH-03.1  [authorized parties with a need to know. 5
[For specific requirement detalls, buy a licensed copy of the
8 Operation [Focal Document at: https://www.iso.org/standard/75106.htm! Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to compel data and/or process owners to operationalize
Operational planning and |Focal Document at: https:/www.iso.org/standard/75106.html Operationalizing Security, lsecurity, compliance and resilience practices for each Technology Asset,
81 R Functional Subset O Compliance & Resilience | GOV-15  |application and/or Service (TAAS) under their control. 10
Capabilities
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to compel data and/or process owners to select required
Operational planning and _[Focal Document at: https://www.iso.org/standard/75106.htm lsecurity, compliance and resilience controls for each Technology Asset,
8.1 perations e Functional Intersects With Select Controls. GOV-15.1  [application and/or Service (TAAS) under their control. 8
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to compel data and/or process owners to implement required
[Focal Document at: hitps://www.iso.org/standard/75106.htm lsecurity, compliance and resilience controls for each Technology Asset,
81 Operational planning and o < Functional Intersects With Implement Controls GOV-15.2  [apolication and/or Service (TAAS) under their control. < 8
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to compel Gata and/or process owners to assess if required
Operational planning and |Focal Document at: https://www.iso.org/standard/75106.htmi lsecurity, compliance and resilience controls for each Technology Asset,
81 P g Functional Intersects With Assess Controls. GOV-15.3  [application and/or Service (TAAS) under their control are: 8
(1) Implemented correctly; an:
[For specific requirement details, buy a licensed copy of the Authorize Technology [Mechanisms exist to compel Gata and/or process owners to obtain authorization
8.1 OPEfat‘Of‘:D'ni:';l""‘"‘J and |rocal Document at: https://www.iso.org/standard/75106.html Functional Intersects With | Assets, Applications and/or | GOV-15.4 [for the production use of each Technology Asset, Application andjor Service 8

Services (TAAS)
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.html

Operationalizing Security,

[Mechanisms exist to compel data and/or process owners to operationalize
lsecurity, compliance and resilience practices for each Technology Asset,

8.1(a) NA Functional Subset O Compliance & Resiience | GOV-15. lappication and/or Service (TAAS) under theircontrol 10
apabilities
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to compel data and/or process owners to operationalize
[Focal Document at: https://www.iso.org/standard/75106.html Operationalizing Security, lsecurity, compliance and resilience practices for each Technology Asset,
8.1(b) NA Functional Subset Of Compliance & esiience’ | GOV-15. |appication and/or Service (TAAS) under their control 10
apabilties
[For specific requirement detalls, buy a licensed copy of the N [Mechanisms exist to compel data and/or process owners to operationalize
[Focal Document at: https://www.iso. orq/s(andardﬂslo& html Operationalizing Security, [security, compliance and resilience practices for each Technology Asset,
81(c) NA Functional Subset Of Compliance & esilence’ | - GOV-15. |appication andjor Service (TAAS) under their control. 10
apabilities
Business impact analysis |0/ SPECIC requirennert detalls, buy a icensed copy of the
i [Focal Document at: hittps://www.iso.org/standard/75106.htm i
82 siness impact analys ps:/) 9l " Functional No Relationship NA NA A 0 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
8.2.1 General [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Business Té?:)n Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement detalls, buy a licensed copy of the Wecharfsrs exist to conduct > Business Impact Analysis (BIA) o identiy and
8.2.1(a) NA [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Business ‘;"B?:)ﬂ Analysis RSK-08  |assess security, compliance and resilience 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to dentify and
8.2.1(b) N/A [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Business ‘;"B‘:E)“ Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
8.2.2 Business impact analysis [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Business ‘;'éll‘:;‘ Analysis RSK-08 [assess security, compliance and resilience risks. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
8.2.2(a) N/A Focal Document at: https://www.iso.org/standard/75106.html Functional Subset OF Business ‘;félr:)ﬂ Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement details, buy a licensed copy of the Mechanfsms exst o conduct 3 Business Impact Analysrs (BIA) o fdentiy and
8.2.2(b) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Business ‘;"B?:)ﬂ Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement detals, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
82.2(0) NA [Focal Document at: https://www.iso.org/standard/75106.htm Functional Subset Of Business Impact ANalysis | g5 assess security, compliance and resilience risks 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) o identify and
8.2.2(d) N/A [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Business ‘TB?:;! Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement detalls, buy a licensed copy of the Wecharfsrns exist o conduct » Business Impact Anaiysis (BIA) o 1dentiy and
8.2.2(e) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Business ‘;'élll:)ﬂ Analysis RSK-08  |assess security, compliance and r risks. 10
[For specific requirement details, buy a licensed copy of the Mechan o conduct a Business Impact Analysis (BIA) to dentiy and
8.2.2(f) N/A [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Business ‘;"Bll’:)“ Analysis RSK-08  [assess se(urlty, compliance and resilience risks. 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to dentify and
8.2.2(g) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Business ‘;"Bil’:;‘ Analysis RSK-08  |assess security, compliance and resilience risks. 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
8.2.2(h) N/A [Focal Document at: https://www.iso.org/standard/75106.htm! Functional Subset Of Business ‘Efélr:)ﬂ Analysis RSK-08  [assess security, compliance and resilience risks. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to conduCt recurring assessments of risk that includes the
[Focal Document at: https://www.iso.org/standard/75106.html likelihood and magnitude of harm, from unauthorized access, use, disclosure,
823 Risk assessment Functional Subset O Risk Assessment Rsk.04  [disruption, modification or destruction of the organization's Technology Assets, 10
|Applications, Services and/or Data (TAASD)
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to identify and document risks, both internal and external
8.2.3(a) NA Focal Docurent at https://www.iso.org/standard/75106.html Functional Intersects With Risk Identification RSK-03 8
[For specific requirement detals, buy a licensed copy of the [Mechanisms exist to conduct recurring assessments of risk that includes the
[Focal Document at: https://www.iso.org/standard/75106.html likelihood and magnitude of harm, from unauthorized access, use, disclosure,
8.2.3(b) NA Functional Intersects With Risk Assessment Rsk.0a  [disruption, modification or destruction of the organization's Technology Assets, s
|Applications, Services andor Data (TAASD).
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to remediate risks to an acceptable level.
823(0) NA [Focal Document at: https://www.iso.org/standard/75106. html Functional Intersects With Risk Remediation RSK-06 8
N [For specific requirement detalls, buy a licensed copy of the
83 Strz‘t‘:'g"‘zfaf\"d";g}‘u"l:xns [Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship N/A N/A N/A o INo applicable SCF control
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
831 General Functional Subset O Management System Bcp-01  |(TAAS) (e.0., Continuity of Operations Plan (COOP) or Business Continuity & 10
(BCMS) Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
denti . [Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
Identification of strategies ' (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
832 o alotione Functional Subset Of Management System D01 o Ay aors) 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
832(a) NA Functional Subset Of Management System Bcp.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
8.3.2(b) NA Functional Subset Of Management System BCD-01  |(TAAS) (€.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
cMs) Disaster Recovery (BC/DR) playbooks).
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
[Focal Document at: https://www.iso. ovg/s(andavdﬁslos html Business Continuity controls to help ensure resilent Technology ASSets. Appncanans o Senvices
2 NA Functional tof ™ t Syst BCD-01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) o Business Continuity & 1
83.2(c) 7 unctiona Subset Of lanagement System A R R A )
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity controls to help ensure resllent Technology ASSets, Apphcauans andjor Services
2 A Functional tof M t Syst BCD.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 1
83.2(d) N unctiona Subset Of lanagement System D01 e o T ey e, 0
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
8.3.2(e) NA Functional Subset Of Management System BCD-01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html lcontrols to help ensure resilient Technology Assets, Applications andjor Services
Business Continuity
83.2(0 NA Functional Subset Of Management System BCD.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
(BeMS) IDisaster Recovery (BC/DR) playbooks).
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
el . < [Focal Document at: htpsjwww.iso.org/standard/75106. il Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
election of strategies an y (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity &
833 e Functional Subset O Management System BCD01 [ e sy (BT Hayaoaks) 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
833() NA Functional Subset O Management System BCD-01  |(TAAS) (€.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.3.3(b) NA Functional Subset O Management Systern BCD-01  |(TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business Continuity & 10
(Bems) Disaster Recovery (BC/DR) playbooks).
[For specific requirement detals, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: https://www.iso.org/standard/75106.htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
83300 NA Functional Subset Of Management System Bcp.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
Disaster Recovery (BC/DR) playbooks)
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
834 Resource requirements Functional Subset Of Resiience Resource PRM-02 IResilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
Focal Document ot https://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
8.3.4(a) NIA Functional Subset Of Resv‘-::;;;g:gfrte PRM-02 |Resilience Program (SCRP) and document all exceptions to this requirement. 10
[For specific requirement detalls, buy a licensed copy of the - [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.htm| Security, Compliance & lincluding the resources needed to implement the Security, Compliance &
8.3.4(b) N/A Functional Subset Of Resme"te "esowte PRM-02  Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.html Security, Compliance & lincluding the resources needed to implement the Security, Compliance &
8.3.4(c) N/A Functional Subset Of Rﬁue"te RESB:KE PRM-02  |pesilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso.org/standard/75106.htmi Security, Compliance & including the resources needed to implement the Security, Compliance &
8.3.4(d) N/A Functional Subset Of Res”ence Rescfrce PRM-02 Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
P q y Py pital planning a
[Focal Document at: https://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
8.3.4(e) N/A Functional Subset Of Res;v\‘-ence “550\:’@ PRM-02  Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: https://www.iso. orq/stanﬂardﬂsloé html Security, Compliance & lincluding the resources needed to implement the Security, Compliance &
83.4(1) NA Functional Subset Of Resiience Resource PRM-02 |Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement detals, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
Focal Document at: https://www.iso.org/standard/75106.html Security, Compliance & iincluding the resources needed to implement the Security, Compliance &
8.3.4(9) N/A Functional Subset Of Resuen(e Rssufrte PRM-02 Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagement
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to address all capital planning and investment requests,
[Focal Document at: hitps://www.iso.org/standard/75106.html Security, Compliance & including the resources needed to implement the Security, Compliance &
8.3.4(h) NiA Functional Subset OF Resilience Resource PRM-02 |Resilience Program (SCRP) and document all exceptions to this requirement. 10

anagement
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.htmi

Business Continuity

[Mechanisms exist to facilitate the implementation of contingency planning
lcontrols to help ensure resilient Technology Assets, Applications and/or Services
(TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business Continuity &

835 Implementation of soluti Functional Subset Of M t Syst BCD-01 10
implementation of solutions unctiona ubse tanagement System Ot
o '+ plans_ 0" SPECIC requirement details, buy @ licensed copy of the
8.4 usiness éfo":‘e"d“u‘rz: 1ans  |Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
841 General Functional Subset Of Management System B0 vy (BCIOR) paypagke) (0 CF Business Continulty & 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.1(a) NA Functional Subset Of Management System BCD-01 g’;‘::t’eﬁ;’;mcv‘;’;;"Z;gD“'{)OD‘I’:\;:;‘gL‘z”"E" (COOP) or Business Continuity & 10
(BCMS)
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.1(b) NA Functional Subset Of Management System B0 sy (BCIOR) avhogka) - (o0 o Business Continuity & 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
84.1(0) NiA Functional Subset OF Management System BCD-01 g’::;’eﬁen‘i‘ruc\;’;;‘T;gp‘:)%’:\;;gg::)"'a" (COOP) or Business Continuity & 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.1(d) N/A Functional Subset Of Management System BCD-01 g’;:;’eﬁekgecrusz’;;‘T;gi/fn‘;’)%‘l’:\;gzgl'(‘;"'a" (COOP) or Business Continuity & 10
(BCMS)
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
Focal Document at: https://www.iso.org/standard/75106. htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications andjor Services
8.4.1(e) N/A Functional Subset Of Management System BCD-01 g@?i'eﬁéigacv‘é"é‘TE%"J%‘.’S&@SSC?»P'” (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the
842 Response structure [Focal Document at: https://www.iso.org/standard/75106.htm| Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to enforce an accountability structure so that appropriate
Focal Document at: https://www.is0.0rg/standard/75106. htm Stakeholder Accountabilit lteams and individuals are empowered, responsible and trained for mapping,
8421 NIA Functional Intersects With Y| G0V-081  |measuring and managing Technology Assets, Applications, Services and/or Data 8
(TAASD)-related risks.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to define cybersecurity roles & responsibilities for all personnel
8422 N/A Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With gzg;:g;b‘ﬁfei‘ HRS-03 8
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
[Focal Document at: https://www.iso.org/standard/75106.htm| Competency Reguirements lqualified individuals who have the necessary skill set,
8423 NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement detals, buy a licensed copy of the Mecharisms exst o ensure that ol secufy-reated posiions are staffed by
[Focal Document at: hittps://www.iso.org/standard/75106.htm Competency Requirements lqualified individuals who have the necessary skill s
8.4.2.3() NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are stafred by
[Focal Document at: https://www.iso.org/standard/75106.htm| Competency Requirements lqualified individuals who have the necessary skill set
8.4.2.3(b) NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
[Focal Document at: https://www.iso.org/standard/75106.htm! Competency Requirements lqualified individuals who have the necessary skill set.
84.23(c) NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
[Focal Document at: https://www.iso.org/standard/75106.htm| Competency Requirements lqualified individuals who have the necessary skill set,
8.4.2.3(d) NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are stafred by
[Focal Document at: hitps://www.iso.org/standard/75106.html Competency Requirements lqualified individuals who have the necessary skill set.
8.4.2.3(e) NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
[Focal Document at: https://www.iso.org/standard/75106.html Competency Requirements lqualified individuals who have the necessary skill set.
84.23() NA Functional Intersects With for Security-Related HRS-03.2 8
Positions
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are staffed by
Focal Document at: https://www.iso.org/standard/75106.html Competency Reguirements lqualified individuals who have the necessary skill set.
8.4.23(0) NA Functional Intersects With for Security-Related HRS-03.2 8
ositions
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to ensure that all security-related positions are stafred by
[Focal Document at: hittps://www.iso.org/standard/75106.html Competency Requirements lqualified individuals who have the necessary skill set.
8.4.23(h) NiA Functional Intersects With for Security-Related HRS-03.2 8
ositions
ror aach team there snay [Fo" SPECIC requirement details, buy a licensed copy of the
8.4.2.4 or eac| E;Q’“ ere shall - |Focal Document at: hitps://www.iso.org/standard/75106.html Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to define cybersecurity roles & responsibilities for all personnel
8.4.2.4(a) NA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Intersects With e s HRS-03 8
[For specific requirement detafls, buy a licensed copy of the Defined Roes & exist to define Toles & Tor all personnel.
8.4.2.4(b) N/A [Focal Document at: https://www.iso.org/standard/75106.html Functional Intersects With st;‘:nsm:\ﬁfes HRS-03 8
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
843 [Warning and communication| Functional Subset Of Management System BCD-01 g’;‘::t’eﬁg;ucg;;"Z;gD“'{)OD‘I’:\;:;‘gL‘;P'E" (COOP) or Business Continuity & 10
(BCMS)
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8431 NA Functional Subset Of Management System B0 sy (BCIOR) avhogke) - (o0 oF Business Contnuity & 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.3.1(a) NiA Functional Subset OF Management System BCD-01 g’::;’eﬁen‘i‘ruc\;’;;‘T;gp‘:)‘;ﬁl’:\;zzg:;"'a" (COOP) or Business Continuity & 10
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
Focal Document ot netpe/foie e ora/<tandar 14106 niml Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.3.1(b) N/A Functional Subset Of Management System BCD-01 g’;;‘*;’eﬁekgecru‘?;’;;‘T;gi/fn‘;’)%‘l’:\;gzgl'(‘;"'a" (COOP) or Business Continuity & 10
(BCMS)
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.3.1(c) N/A Functional Subset Of Management System BCD-01 g’s‘;‘;’eﬁelfe(rac\/%"r;‘T;g%’;)‘i}?:y’zgg:;”a" (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.3.1(d) N/A Functional Subset Of Management System BCD-01 g"s‘:sst’eﬁeki;acv‘;"r;‘"(;gn‘g)opﬁy'ggg::f'a” (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
[Focal Document at: https://www.iso.org/standard/75106.html Business Continuity Conital 1 help ansure resient Technelogy Acsets, Applicatins andjor Services
8.4.3.1(e) N/A Functional Subset Of Management System BCD-01 g"s‘:i’eﬁekz(u(i:’;;";;ben'{)%T:\;:Egc;p'a" (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
ot Docmen Bt hits waw 2e orastandar 12106 Business Continuity Controls 10 nel ensure recent Tochsiogy Acsat. Asplcatons andior Services
84.3.1(0 NA Functional Subset Of Management System Bcp-01 |(TAAS)(e.g. Continuty of Operations Plan (COO) or Business Continuity & 10
(BCMS)
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8432 NA Functional Subset Of Management System Bcp-01 |(TAAS)(e.g. Continuity of Operations lan (COOP)or Business Continuity & 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to faclitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.3.2(a) N/A Functional Subset Of Management System BCD-01 g’;‘::t’eﬁg(ruﬁ‘;’;y'l;éyﬁf;;::;:ﬂg:;’"“ (COOP) or Business Continuity & 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.43.2(b) NiA Functional Subset OF Management System BCD-01 g’:::t’eﬁen‘iwcv‘;’;;‘"L;g;;:)‘;ﬁl’:\;zto‘g:;"'“ (COOP) or Business Continuity & 10
(BCMS)
[For specific requirement details, buy a licensed copy of the
8.4.4 Business continuity plans [Focal Document at: https://www.iso.org/standard/75106.htm| Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.1 N/A Functional Subset Of Management System BCD-01 g’::;’eﬁeki;acv‘;"r;‘"(;gn‘g)op‘l’:y'ggg:;”'a” (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
[Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity Conital 1 help ansure resient Techmelogy Acsets, Applications sndjor Services
8442 N/A Functional Subset Of Management System BCD-01 g’::sst’eﬁekz(u(i:’;;";;ben'{)%T:\;:Egc;p'a" (COOP) or Business Continuity & 10
[For specific requirement detafls, buy a licensed copy of the exist to facilitate the
ot Docmen at. nits: . 2e orastandar 12106 Business Continuity Controls 1o nel ensure reclent Tochsloby Acsets. Asplcatons andior Services
8.4.4.2() NA Functional Subset Of sco01 [TAAS) (€. Continulty of Operatons Plan (COOF) or Business Continuty & 10
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: https://www.iso.org/standard/75106.html

Business Continuity

[Mechanisms exist to facilitate the implementation of contingency planning
lcontrols to help ensure resilient Technology Assets, Applications and/or Services
(TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business Continuity &

8.4.42(2)(1) NA Functional Subset Of . 1t Systs BCD-01 10
@) i unctiona) ubse e e Disaster Recovery (BC/DR) playbooks).
FFor specific requirement detalls, buy a licensed copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.422) A Functional Subset Of Management System scoor |[TAAS) e Continuty of Operations Flan (COOP) or Business Continuty & 10
FFor specific requirement detalls, buy a licensed copy of the exist o facilitate the
[Focal Document at: https://www.iso.org/standard/75106.htm Business Continity Conital 1 help ansure resent Techmelogy Acsets, Applicatins andjor Services
8.4.4.2(b) NA Functional Subset O Management System BCD.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 0
ME) Disaster Recovery (BC/DR) playbooks)
FFor specific requirement detalls, buy a licensed Copy of the xist to facilitate the
ot Docment Bt nets e e orastandar 12106 Business Continity Conerold 10 nel ensure recent Tochslogy Acsats Asplcatons andior Services
8.4.4.2(c) N/A Functional Subset Of Management System BCD-01 gé:st’; RZ(uﬁ:’;;"E;g;{;ﬁ:&;ﬁgzs’ma" (COOP) or Business Continuity & 10
(BCMS)
FFor specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.2(d) N/A Functional Subset OF Management System BCD-01 g‘:sst’eﬁg;ﬁ;’;‘TEE{D“'{)OD‘I’:\;ESL‘;P'“" (COOP) or Business Continuity & 10
[For specific requirement details, buy a icensed Copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.2(d)(1) N/A Functional Subset Of Management System BCD-01 g‘s‘::t’eﬁeﬁgéi‘;’;‘T;gyﬁf;‘:;;;ﬂg:;‘"“ (COOP) or Business Continuity & 10
[For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of confingency planning
Focal Document at: hitps://www.iso.org/standard/75106.htmi Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.2()2) NiA Functional Subset OF Management System BCD-01  [(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
(BCMS) Disaster Recovery (BC/DR) playbooks).
FFor specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of confingency planning
Focal Document at: hitps://www.iso.org/standard/75106.htmi Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.2(d)(3) NA Functional Subset O Management System BCD-01 g’;;‘*;’eﬁekgecru‘?;’;;‘T;gi/fn‘;’)op‘l’:\;gzgl'(‘;"'a" (COOP) or Business Continuity & 10
For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of contingency planning
Focal Document at: https://www.iso.org/standard/75106. htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8443 NA Functional Subset Of Management System sco01 [(TAAS) (€. Continuity of Operatons Plan (COOF) or Business Continuty & 10
FFor specific requirement detalls, buy a licensed Copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hittps://www.iso.org/standard/75106.htm Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.43(a) NA Functional Subset Of Management System BCD.01  |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
eMS) Disaster Recovery (BC/DR) playbooks).
FFor specific requirement detalls, buy a licensed copy of the xist o facilitate the
ot Document at. hitps e 20 orastandarc 12106 Business Continity Conital 1 help ansure resiient Techmelogy Acsets, Applicatins andjor Services
8.4.430) A Functional Subset Of Management System Bco01  [TAAS) (e Continuty of Operatons Plan (COOP) or Business Continuty & 10
FFor specific requirement detalls, buy a licensed copy of the xist (o facilitate the planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continuity Controld 10 nel ensure recent Tochsloty Asset. Asplcatons andior Services
84430 A subset of Management System | BCD.01 |TAAS) (&9, Continuty of Operations Pl (COOF) or Business Continuity & 10
FFor specific requirement detalls, buy a licensed copy of the [Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.3(d) ey Functional Subset OF Management System 8cp.01(TAAS) (€., Continuiy of Operations Plan (COOF) or Business Continuity & 10
iy Disaster Recovery (BC/DR) playbooks)
[For specific requirement detalls, buy a icensed Copy of the Mechanisms exist to facilitate the implementation of contingency planning
[Focal Document at: hitps://www.iso.org/standard/75106.html Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.3(e) NA Functional Subset Of Management System BCD-01 |(TAAS) (e.g., Continuity of Operations Plan (COOP) or Business Continuity & 10
prtedy Disaster Recovery (BC/DR) playbooks)
[For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of contingency planning
Focal Document at: hitps://www.iso.org/standard/75106.tm Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.3() NiA Functional Subset OF Management System BCD-01 g’:::t’eﬁen‘icrucv‘;’;;‘T;gs&‘;ﬁ’:\;;ﬂgg"'“ (COOP) or Business Continuity & 10
For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of confingency planning
Focal Document at: hitps://www.iso.org/standard/75106.tmi Business Continity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.3(0) NA Functional Subset O Management System BCD-01 g’;:;’eﬁen’icrucv‘;’;;‘T;gp‘:)o’)‘l’:\;:zg:;"'a" (COOP) or Business Continuity & 10
For specific requirement details, buy a licensed copy of the Mechanisms exist to facilitate the implementation of confingency planning
Focal Document at: https://www.is0.0rg/standard/75106. htmi Business Continuity lcontrols to help ensure resilient Technology Assets, Applications and/or Services
8.4.4.3() NA Functional Subset OF Management System BcD-01  |(TAAS) (e.q., Continuity of Operations Plan (COOP) or Business Continuity & 10
(Bems) Disaster Recovery (BC/DR) playbooks).
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to facilitate recovery operations in accordance with Recovery
845 Recovery Focal Document at: https://www.is0.org/standard/75106. htmi Functional Subset Of Recovery Time /Point | gy 7 4 [Time Objectives (RTOs) and Recovery Point Objectives (RPOS) 10
Objectives (RTO / RPO)
A I T P A AN L LA Contingency Plan Testing & IMechanisms exist to conduct tests andjor exercises to evaluate the contingency
Focal Document at: https: iso.0rg/standard/75106.html -
85 Exercise programme Y Pl iso.orgl ’ Functional Subset Of Exercises BCD-04 lpjan's effectiveness and the organization's readiness to execute the plan. 10
e B e o e ne Contingency Plan Testing & IMechanisms exist to conduct tests and/or exercises to evaluate the contingency
Focal D tat: hit ¥ tandard/75106.htm -
8.56) G ocal Document at: hitps://www o0.0rg/standard/ m Functional Subset Of Exercises BCD-04 lpjan's effectiveness and the organization's readiness to execute the plan. 10
L e A i A Contingency Plan Testing & Mechanisms exist to conduct tests andjor exercises to evaluate the contingency
Focal Docurent ot netpe foie e ora/<tandar 14106 niml Y
8:5(6) (3 i o Functional Subset Of xercises BCD04 lojan's effectiveness and the organization's readiness to execute the plan 0
FFor specific requirement detalls, buy a licensed copy of the
[Focal Document at: Nttps://wwi.iso.org/standard/73106.htmi Contingency Plan Testing & 04 |Mechanisms exist to conduct tests and/or exercises to evaluate the contingency
8:5(c) G psill 9 ’ Functional Subset Of Exercises BED04 lojan's effectiveness and the organization’s readiness to execute the plan 0
fFor specific requirement defails, buy a licensed copy of the Contingency Plan Testing & IMechanisms exist to conduct tests andfor exercises to evaluate the contingency
Focal Document at: https: iso.0rg/standard/75106.html -
8.5t G Y Pl iso.orgl ’ Functional Subset Of Exercises BCD-04 lpjan's effectiveness and the organization's readiness to execute the plan. 10
e e Y 2 e o e Contingency Plan Testing & IMechanisms exist to conduct tests and/or exercises to evaluate the contingency
Focal D tat: hi tandard/75106.htm ¥
8.5(e) (3 ocal Document at: ttps:/fvnw0-org/standard/ ™ Functional Subset Of rcises BCD04 lpjan's effectiveness and the organization's readiness to execute the plan 0
e e e Contingency Plan Testing & IMechanisms exist to conduct tests andjor exercises to evaluate the contingency
Focal Document at: https://www.iso.org/standard/75106. htmi i Y
850 A psill 9 Functional Subset Of xercises BCD04 lpjans effectiveness and the organization's readiness to execute the plan 0
A I R A AN A LA Contingency Plan Testing & IMechanisms exist to conduct tests andjor exercises to evaluate the contingency
ot Document at. hitps a0 orQstandarc 12106 i -
8.5 A Y psilfon 9" ’ Functional Subset Of rcises BCD-04 lpjan's effectiveness and the organization's readiness to execute the plan. 0
FFor specific requirement detalls, buy a licensed copy of the Mechanisms exist to update contingency plans due to changes affecting
Focal Document at: https://www.is0.org/standard/75106. htmi (1) People (e.q., personnel changes);
(2) Processes (4.0, new, altered or Secommissioned business practices, including
third-party services)
Evaluation of business (3) Technoloies (59, new, sitered or decommissioned technologies)
86 continuity documentation Functional Subset Of Ongoing Contingency BCD-06 Data (e.q., changes to data flows and/or data repositories); 10
o capablities anning (5) Fciltis (eg. new, altered or decammissioned physical infastructure)
(&) Feedback from contingency pian testing activites.
For specific requirement details, buy a licensed copy of the iechaniams &t o update contingency plans due o changes afctng
Focal Document at: hitps://www.iso.org/standard/75106.htmi (1) People (e.q., personnel chan
(2) Protesses (e 0. now, altered or Secommissioned business practices, including
fthird-party services)
(3) Technologies (e.g.. new, altered or decommissioned technologies);
8.6(a) e Functional Subset OF Ongoing Contingency BCD-06  |(4) Data (e.g., changes to data flows andjor data repositories); 10
nning (5) Facilties (e.., new, altered or decommissioned physical infrastructure);
ndjor
(6) Feedback from contingency plan testing activities.
For specific requirement details, buy a licensed copy of the Mechanisms exist to update contingency plans due to changes affecting
Focal Document at: https://www.iso.org/standard/75106. htm (1) People (e.q., personnel changes);
(2) Processes (e.., new, altered or decommissioned business practices, including
third-party services)
(3) Technologies (e.g., new, altered or decommissioned technologies);
8.6(b) NA Functional Subset Of Ongoing Contingency 8CD-06  |(4) Data (e.g., changes to data flows and/or data repositories); 10
nning (5)Facities (e new, atered o decommissioned physica nrastructure)
o) Foedback rom contingency plan testing ac
FFor specific requirement detalls, buy a licensed copy of the Mechanisms exist to update contingency plans due to changes affecting
ot Document at. hitps e 20 orastandar 12106 hi (1) People (e.g., personnel changes);
(2) Processes (e.., new, altered or decommissioned business practices, including
ew, altered or decommissioned technologies);
8.6(0) NA Functional Subset O Ongoing Contingency 8CD-06  |(4) Data (e.g., changes to data flows andor data repositories); 10
Planning (5)Facities (.. new. atered o decommissioned physical frastructure)
o) Feedback from contingency plan testing actvitis.
FFor specific requirement detalls, buy a licensed copy of the [Mechanisms exist to update contingency plans due to changes affecting
[Focal Document at: hitps://www.iso.org/standard/75106.html (1) People (e.g., personnel changes);
(2) Processes (e.., new, altered or decommissioned business practices, including
third-party services)
(3) Technologies (e.g., new, altered or decommissioned technologies);
8.6(d) NA Functional Subset Of Ongoing Contingency 8CD-06  |(4) Data (e.g., changes to data flows andor data repositories); 10

o) Facmues (e.g.. new, altered or decommissioned physical infrastructure);

(e) Foedback from contingency plan testing activities.
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: hittps://www.iso.org/standard/75106.html

tingency

[Mechanisms exist to update contingency plans due to changes affecting
(1) People (e.g., personnel changes);

(2) Processes (.g., new, altered or decommissioned business practices, including
third-party services)

(3) Technologies (e.q., new, altered or decommissioned technologies);

Ongoing Col (4) Data (e.g., changes to data fl djor datz it
8.6(e) NA Functional Subset O BCD-06 g.. changes to data flows andjor data repositories); 10
te) I uneti . Planning © )racmues (e.g., new, altered or decommissioned physical infrastructure);
o) Focdback from contingency plantesting activities
[For specific requirement detafls, buy a licensed copy of the
9 Performance evaluation  |Focal Document at: hittps://www.iso.org/standard/75106.html Functional No Relationship NA NA NA 0 INo applicable SCF control
[For specific requirement detalls, buy a licensed copy of the Wecharfsrns exst to develop, report and monfor Securty, Complance &
9.1 Monitoring, measurement, |¢ca| Document at: https://www.iso.org/standard/75106.html Functional Subset OF Measures of Performance | GOV-05  |Resilience Program (SCRP) measures of performance 10
analysis and evaluation
[For specific requirement details, buy a licensed Copy of the [Mechanisms exist to develop, report and monitor Security, Compliance &
9.1(a) NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset O Measures of Performance | GOV-05  [Resilience Program (SCRP) measures of performance 10
For specific requirement detals, buy a licensed copy of the [Mechanisms exist to develop, report and monitor Security, Compliance &
9.1(b) NA [Focal Document at: hittps://www.iso.org/standard/75106.htm Functional Subset Of Measures of Performance | GOV-05  [Resilience Program (SCRP) measures of performance. 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to develop, report and monitor Security, Compliance &
9.1(0) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Measures of Performance | GOV-05  [Resilience Program (SCRP) measures of performance. 10
[For specific requirement detalls, buy a licensed copy of the Mecharisrs exst ta develop, report and manior Securty, Complince &
9.1(d) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset OF Measures of Performance | GOV-05  [Resilience Program (SCRP) measures of performanc 10
[For specific requirement details, buy a licensed copy of the
92 Internal audit [Focal Document at: hitps://www.iso.org/standard/75106.html Functional No Relationship NA NA NA 4 INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hittps://www.iso.org/standard/75106.htm lproviding senior with insights into the
921 General Functional Subset O Internal Audit Function CPL-02.1  of the organization's technology and information governance processes. 10
pecific requirement detalls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
Focal Document st netpe/foie 0 ora/<tangara 14106 niml lproviding senior with insights into the
9.2.1(a) NA Functional Subset O Internal Audit Function CPL-02.1 of the organization’s technology and information governance processes, 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: https://www.iso.org/standard/75106.html lproviding senior ith insights into the
9.2.1(a)(1) NA Functional Subset OF Internal Audit Function CPL-02.1 of the organization’s technology and information governance processes, 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: https://www.iso.org/standard/75106.html lproviding senior with insights into the
9.2.1(a)(2) NA Functional Subset Of Internal Audit Function CPL-02.1  of the organization's technology and Information governance processes, 10
[For specific requirement details, buy a licensed copy of the Mecharisms exit o mplement an ikeral gkt functon Hhat = capatle of
[Focal Document at: hitps://www.iso.org/standard/75106.htm lproviding se ith insights into the
9.2.1(b) N/A Functional Subset OF Internal Audit Function CPL-02.1  |of the orgamza(mn 's technology and information governance processes. 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hitps://www.iso.org/standard/75106.html lproviding senior ith insights into the
922 Audit programme(s) Functional Subset OF Internal Audit Function CPL-02.1 of the organization’s technology and information governance processes, 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
oty Docment B¢, nitps e e orastandar 12106 h lproviding senior ith insights into the
9.2.2(a) NA Functional Subset Of Internal Audit Function CPL-02.1  of the organization's technology and information governance processes. 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hittps://www.iso.org/standard/75106.htm lproviding senior with insights into the
9.2.2(b) NiA Functional Subset O Internal Audit Function CPL-02.1  of the organization's technology and information governance processes. 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hitps://www.iso.org/standard/75106.html lproviding senior with insights into the
9.2.2(0) NA Functional Subset OF Internal Audit Function CPL-02.1 of the organization’s technology and information governance processes, 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: https://www.iso.org/standard/75106.html lproviding senior ith insights into the
9.2.2(d) NA Functional Subset Of Internal Audit Function CPL-O21 [of the organization’s technology and information governance processes, 10
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hittps://www.iso.org/standard/75106.htm lproviding senior h insights into the
9.2.2(e) NiA Functional Subset O Internal Audit Function CPL-02.1  of the organization's technology and information governance processes. 10
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: hitps://www.is0.0rg/standard/75106.html lproviding senior ith insights into the
9.2.2(0 NA Functional Subset OF Internal Audit Function CPL-02.1 of the organization’s technology and information governance processes, 10
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to implement an internal audit function that is capable of
[Focal Document at: https://www.iso.org/standard/75106.html lproviding senior ith insights into the
9.2.2(9) NA Functional Subset O Internal Audit Function | CPL-02.1 [of the organization's technology and information governance processes 10
[For specific requirement detafls, buy a licensed copy of the
93 Management review  [Focal Document at: https://ww.iso. orastamdard 2106 hoi Functional No Relationship NA NA N/A 4 INo applicable SCF control
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Commitee & lbusiness requirements through a steering committee or advisory board,
931 General Functional Subset Of rogram Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compiiance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
932 Management review input Functional Subset Of Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.htmi Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(2) NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hitps://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(b) N/A Functional Subset Of Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detafls, buy a licensed copy of the [echarfstns exst Eo alh securiy, compllance and resifence capabiltes with
ot Docmen ot nitps e e orstandar 12106 h Steering Committee & lbusiness requirements through a steering committee or advisory
9.3.2(c) N/A Functional Subset Of p,og,gm Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business execulwes. which 10
Imeets formally and on a regular basis
For specific requirement detals, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hittps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(c)(1) NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement details, buy a licensed copy of the Mechanisrs exist to allgn securfy, compliance and resiience capabiiies with
[Focal Document at: hitps://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisor
9.3.2(0(2) N/A Functional Subset OF Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business execulwes, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(c)(3) N/A Functional Subset Of pmg,gm Oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resifience capabilities with
[Focal Document at: hittps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(d) NA Functional Subset Of Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hitps://www.is0.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(e) NiA Functional Subset O Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
93.2(0) NA Functional Subset Of Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the echarfsrns exst Eo sl securiy. compllance and resifence capabiltes with
Focar Docment at. nits: e 20 ora/standarc 12106 Steering Committee & lbusiness requirements through a steering committee or advisory
93.2(g) NA Functional Subset Of Program oversight GOV-011 | omprisedt of key cybersecurity, data protoction and business executives, which 10
Imeets formally and on a regular
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.htmi Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(h) NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the Wechanisrs exist to allgn securfy, compliance and resience capabiiies with
[Focal Document at: hitps://www.iso.org/standard/75106.html Steering Committee & business requirements hrough a Sreering commities or advisor
9.3.2() NA Functional Subset Of Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compiiance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
93.2() NA Functional Subset Of Program oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to align security, compliance and resiience capabilities with
[Focal Document at: hittps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.2(k) NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement details, buy a licensed Copy of the
933 Management review outputs[Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
For specific requirement detals, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hittps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9331 NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass.
[For specific requirement details, buy a licensed Copy of the Mechanisrs exist to allgn securfy, compliance and resiience capabiiies with
[Focal Document at: hitps://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisor
9.3.3.1(a) NA Functional Subset Of Program Oversight GOV-OL1 |comprised of Key cybersecurly, Gata protoction and business axecutives, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: https://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.3.1(b) N/A Functional Subset Of pmg,gm Oversight GOV-01.1 |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resifience capabilities with
[Focal Document at: hittps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.331(0) NA Functional Subset Of s GOV-011  |comprised of key cybersecurity, data protection and business executives, which 10

Program Oversight

Imeets formally and on a regular basis.
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[For specific requirement details, buy a licensed copy of the
[Focal Document at: https://www.iso.org/standard/75106.html

[Mechanisms exist to align security, compliance and resilien
lbusiness requirements through a steering committee or advisory board,

ce capabilities with

Steering Committee &
933.1(d) NiA Functional Subset O Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hitps://www.iso.org/standard/75106.html Steering Committee & lbusiness requirements through a steering committee or advisory board,
9332 N/A Functional Subset Of Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular bass
[For specific requirement detalls, buy a licensed copy of the [echarfsrns exist o sl securiy, compliance and resience capabiltes with
Focal Document at: st 40 org/starGar 14106 himl Steering Committee & lbusiness requirements through a steering committee or advisory
9.3.3.2(a) N/A Functional Subset Of p,og,gm Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business execullves. which 10
Imeets formally and on a regular basis
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to align security, compliance and resilience capabilities with
[Focal Document at: hitps://www.iso.org/standard/75106.htm Steering Committee & lbusiness requirements through a steering committee or advisory board,
9.3.3.2(b) N/A Functional Subset OF Pyogrgm Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which 10
Imeets formally and on a regular basis.
pecific requirement detalls, buy a licensed copy of the
10 Improvement Fuca\ Document at: https://www.iso.org/standard/75106.htm| Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
Noncont 4 [For specific requirement details, buy a licensed copy of the
101 (“n"r‘r‘e’z&fg‘a“c{‘zg [Focal Document at: https://www.iso.org/standard/75106.html Functional No Relationship N/A N/A NA o INo applicable SCF control
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
1011 NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Non-Compliance Oversight | CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
1012 NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset O Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(2) NIA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Subset Of Non-Compliance Oversight |  CPL-01.1  [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(2)(1) NA [Focal Document at: hittps://www.iso.org/standard/75106.htm Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.22)2) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(b) NA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset O Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
101.206)(1) NA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Subset O Non-Compliance Oversight |  CPL-01.1  [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
101.2()2) NA ot Docment Bt nits: e e orastandar 12106 Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(6)3) NA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset OF Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(c) N/A [Focal Document at: https://www.iso.org/standard/75106.htm| Functional Subset Of Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and review nstances of non-compliance with
10.1.2(d) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.2(e) NA oty Docment B¢, nitps e e orastandar 12106 h Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement details, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
1013 NiA [Focal Document at: hitps://www.iso.org/standard/75106.html Functional Subset O Non-Compliance Oversight | CPL-01.1 [statutory, regulatory and/or contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.3(a) NA [Focal Document at: https://www.iso.org/standard/75106.htmi Functional Subset Of Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detafls, buy a licensed copy of the [Mechanisms exist to document and review instances of non-compliance with
10.1.3(b) NA [Focal Document at: https://www.iso.org/standard/75106.html Functional Subset Of Non-Compliance Oversight | CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate risk 10
Imitigation actions.
[For specific requirement detalls, buy a licensed copy of the [Mechanisms exist to update corimgency plans due to changes affecting
[Focal Document at: https://www.iso.org/standard/75106.html (1) People (e.g., personnel chan
(2) Processes (4.0, new, altered or tecommissioned business practices, including
lthird-party services)
(3) Technologies (e.q., new, altered or decommissioned technologies);
102 Continual improvement Functional Intersects With O"gm"ﬂacrﬁ,?:;gemy BCD-06  |(4) Data (e.g., changes to data flows and/or data repositories); 5

(5) Faciites (e.g. new, altered or decommissioned physical nfrastructure)
nd/or

) Feedback from contingency plan testing activities.

Secure Controls Framework (SCF)
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