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SCF Control

ework (SCF)
Control Description

FFor specific requirement details, buy a licensed copy INo applicable SCF control
10 Scope lof the Focal Document at: Functional No Relationship. NA NA NA 0
Inttps://www.iso.org/standard/27001
For specific requirement deta, buy a icensed copy [No appiicable SCF control
20 Normative references |of the Focal Document at Functional No Relationship. NIA NIA NIA 4
s e o0 orgtandard27001
[For specific requirement detals, buy a licensed capy [Mechanisms exist to standardize technology and process terminology to reduce
30 Terms and definitions  [of the Focal Document Functional Intersects With | Standardized Terminology | SEA-02.1  |confusion amongst groups and departments.
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy [No applicable SCF control
a0 Context of the organization fof the Focal Document at: Functional NA NA NIA 0
Ittps://www.iso.org/standard/27001
For specifc equirement dotais,buy 3 Icensed copy [Mechanisms exist to define the context of Its business model and document the
Understanding the Defining Business Context & .08 |organization's mission
a1 organaatonand 1 fantext 9! the Focal Document o1 Functional Intersects With priiiened GOV-08  [org; 5
Understonding the |72 SPECHC requirement deals, buy a censed copy exist to establish control objectives as the basTs for the sefection,
a1 e ext [of the Focal Document Functional Intersects With | Define Control Objectives | GOV-09 internal security. 5
organization and its context o, . iso org/standard/27001 lcompliance and resilience control system.
[Mechanisms exist to facilltate the identification and Implementation of relevant 150 27001:2022 Amendment 1 adds "Climate action changes
or specific requirement details, buy a licensed cof statutory, regulatory and contractual controls. lthat a reasonable person would conclude has nothing to o with
a1 Understanding the  |F0% sPecifc ngmen ot Y P | unctional Intersects Wit | Stetutory, Regulatory & | gy o) 5 lcybersecurity and is merely an inclusion for Environmental,
organization and its context 001 Contractual Compliance Social & Governance (ESG) compliance to push a political
da.
Understanding the needs |For specific requirement details, buy a licensed copy Mechanism exstto establh contrl objectives 32 the basisfor the sefecton,
a2 expectations of  [of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
interested parties _|nttps://www.iso.org/standard/27001 compliance and resiiance control system
Understonding th needs |Fo specfc equrement deais,buy o icensed copy Mechanisms exist to 1dentify and Involve pertinent stakeholders of crifical
42 and expectations of  [of the Focal Document Functional Intersects with | Stakeholder Identification &| - xq7.q1 5 [Technology Assets, Applications, Services and/or Data (TAASD) to support the 5
Interested parties _|ttps w50 org/standard27001 longoing secure management of those assets
Understanding the needs|For specific requirement details, buy a licensed copy Defining Business Context &) [Mechanisms exist to define the context of Its business model and document the
4.2(a) and expectations of  [of the Focal Document at: Functional Intersects With Eviied GOV-08 [organization's mission. 5
interested parties _|nttps://www.iso.org/standard/27001
Understanding the needs [For specific requirement details, buy a licensed copy. [Mechanisms exist to igentify and involve pertinent stakeholders of critical
42(a) and expectations of [of the Focal Document at: Functional Intersects witn | Stakeheider identification &| - 5g1.01 5 |Technology Assets, Applications, Services andjor Data (TAASD) to support the 5
interested parties 001 Involvement longoing secure management of those assets.
Understanding the needs_|For specific requirement details, buy a licensed copy Mechanism exstto establish control objectives 3s the basis for the selecton,
4.2(0) and expectations of |of the Focal Document at Functional Intersects With | Define Control Objectives | GOV-09 internal security. 5
interested parties _|nttps://www.iso.org/standard/27001 Compiancs and resllence contral system
Understanding the needs |For specific requirement details, buy a licensed copy Mechanisms exist to estabiish control bjectives as the basis for the selection
4.2(c) expectations of |of the Focal Document at: Functional Intersects With Define Control Objectives GOV-09 internal security, 5
interested parties 001 lcompliance and resilience control system.
[Mechanisms exist to define the context of Its business model and document the
Determining the scope of [For specific requirement details, buy a licensed copy Defining Business Context & organization's mission.
43 the information security  [of the Focal Document at: Functional Intersects With 9B s GOv-08 5
tem 001
Mechanisms exist to document and valldate the SCope of security, Compliance
Determining the scope of |For specific requirement details, buy a licensed copy land resilience controls that are determined to meet statutory, regulatory and/or
43 the information securty |ofthe Focal Documentat: Functional Intersects With Compliance Scope CPLOL2  [Contractual compliance obligations. 5
Mechanisms existto determine security. compliance and resence control
Determining the scope of ~[For specific requirement details, buy a licensed copy. g, Sslaning and documenting ine appropriate asset
43 the information security ~ [of the Focal Document at: Functional Intersects With Asset Scope Classification | AST-04,1  [SCOPe categorization for all Technology Assets, Applications andjor Services 5
001 (TAAS) and personnel (internal and third-parties)
[Mechanisms exist to document and validate the scope of security, compliance
Determining the scope of [For specific requirement details, buy a licensed copy land resilience controls that are determined to meet statutory, regulatory andjor
4.3() the information security |ofthe Focal Documentat: Functional Intersects With Compliance Scope CPL012  [Contractual compliance obligations. 5
[Mechanisms exist to document and valldate the SCope of security, Compliance
Determining the scope of [For specific requirement details, buy a licensed copy d resilience controls that are determined to meet statutory, regulatory andjor
4.3() the information securty  f the Focal Documentat: Functional Intersects With Compliance Scope CPLOL2  [Contractual compliance obligations. H
system
[Mechanisms exist to document and maintain a Responsible, Accountable,
Determining the scope of |For specific requirement detals, buy a icensed copy Responsible, Accountable, P e e e o a0
4300  information security ~of the Focal Document Functional Intersects With ortive, Consulted TPM-05.4 [delineate assignment for security. compliance and resilience controls between 5
001 Informed (RASCI) Matrix internal stokeholders and External Seruice Providers (E5Pe).
[Mechanisms exist to document and validate the scope of security, compliance
Determining the scope of |For specific requirement details, buy a licensed copy land resilience controls that are determined to meet statutory, regulatory andjor
430 the information security |ofthe Focal Documentat: Functional Intersects With Compliance Scope CPL012  [Contractual compliance obligations. 5
[Mechanisms exist to formally document a Customer Responsibility Matrix (CRM),
. Determining the scope of |For specific requirement details, buy a icensed copy Functionat tersects witn | Customer Responsibiity | ¢ o [delineating assigned responsibilties for securiy, compliance and resil 5
(© o nformation security o the Focal Documentat: unctional Intersects Wi Matrix (CRM) 061 |controls between the Cloud Service Provider (CSP) and its customers.
FFor specific requirement details, buy a licensed copy [Mechanisms exist to facilltate the implementation of security, compliance and
Information security Security, Compliance &
a4 lof the Focal Document at: Functional Subset Of Gov-01 |resilience governance controls. 10
management system |01 1€ foca) Documet o /27001 Resilience Program (SCRP)
8 . et buy a e Mechanisms exist to align security, compliance and resilience capabilities with
or specifc requirement detsis, buy a icensed capy lbusiness requirements through a steering committee or advisory board,
Information security Steering Committee & q g 9 ry board,
a4 management system |0 the Focal Document Functional Intersects With Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, which s
s/ 50,009 Stancard/27001 Imeets formally and on a regular basis.
[For specific requirement details, buy a licensed copy [No appiicable SCF control
50 Leadership lof the Focal Document at: Functional No Relationship. NA NA NA 0
Ittps://www.iso.org/standard/27001
or specific requirement details, buy a licensed copy ecurtty, Compiance & [Mechanisms exist to facilltate the implementation of security, compliance and
51 Leadership and commitmentlof the Focal Document a Functional Subset O Resilience brogtam (6CRP) | GOV-01  [resilience governance controls. 10
001
Mechanisms exist to lign security. compliance and resilience capailities with
FFor specific requirement details, buy a licensed copy
; . Steering Committee & lbusiness requirements through a steering committee or advisory b
. e e P o v atandard 27001 Functiona! Subset Of Program Oversight GOV-0L1 - |comprised of key cybersecurity, data protection and business recutives, which 10
ttps 9 Imeets formally and on a regular
or specific requirement details, buy a licensed copy [Mechanisms exist to define the Context of 1ts business model and document the
51 Leadership and commitment|of the Focal Document a Functional Intersects Wit~ [DSfining Business Context & goy.g  forganization's mission. 5
001
N " ©detate, buy o eansed Pubiehing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specific requirement details, buy a licensed copy ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
5.1a) Leadership and the Focal Document at: Functional Intersects With | Compliance & Resilience | Gov-02 " Y " i 5
Inttps://www.iso.org/standard/27001 Documentation
or specific requirement details, buy a licensed copy ecnty, Compiance & [Mechanisms exist to facilltate the implementation of security, compliance and
5.1(a) Leadership and commitment/of the Focal Document at: Functional Subset Of Resioney me‘;m \ecRp) | GOV-01 [resilience governance controls. 10
001
FFor specific requirement details, buy a licensed copy Security, Compliance & Mecharlsms existto Tactake the mplementation f secury, compliance ana
5.1(b) Leadership and comm\tmento((he Focal Document at: Functional Subset Of Resiience Program \eenp) | OV-01 [resilience governance con 10
Ihttps://www.iso.org/standard/27001 9
[Mechanisms exist to address all capital planning and Investment requests,
FFor specific requirement details, buy a licensed copy Security, Compliance & including the resources needed to implement the Security, Compliance &
5.1(0) Lesdership and commitmentiof the Focal Documentat: Functional Intersects With Reslience Resource PRM-02  [Resilience Program (SCRP) and document all exceptions to this requirement. 5
ps://WWW.iS0.0rg/standar lanagement
For specific equirement details, buy a licensed copy Security, Compliance & Mecharlsms existto Tacitae the mplementation f secury, compliance ana
5.1(c) Leadership and comm\tmento(me Focal Do Functional Subset Of Yy, compl GOV-01 |resilience governance con 10
Resilience Program (SCRP)
\tps: /. 50.0rg/Standard/27001
orspecmc requirement details, buy a licensed copy security, Compiiance & [Mechanisms exist to facilltate the implementation of security, compliance and
5.1(d) eadership and commitmentio the Focal Document a Functional Subset O Resiionce brogtam (6CRP) | GOV-01  [resilience governance controls. 10
001
For specific equirement details, buy a licensed copy securtty, Compliance & [Mechanisms exist to facilltate the implementation of security, compliance and
5.1(e) Leadership and commitmentif the Focal Document Functional Subset Of Resancy Brogiam (GcRp) | GOV-01  [resilience governance controls 10
oS, fwew 50.0rG/Standarc27001 9
orsps(m( requirement details, buy a licensed copy Security, Compliance & [Mechanisms exist to facilltate the implementation of resource planning controls
5.1(e) Leadership and commitment|of the Focal Document at: Functional Subset OF Resilience Protection PRM-01  [that provide a portfolio management approach to achieve security, compliance 10
i 001 Portfolio Management Jand resilience objectives.
Mechanisms exist to assign one or more qualified individuals with the mission and
FFor specific requirement details, buy a licensed copy Assigned Security, Iresources to centrally-manage, coordinate, develop, implement and maintain an
5.1(0) eadershp and commimentpf he Focol Documertot Functional ersects With | Compliance & Resilence | GOV-04  fnterpise-wde Securty, Compliance & Resllence Frogram (SCRP) 5
[For specific requirement details, buy a licensed copy securty, Compiance & [Mechanisms exist to facilltate the implementation of security, compliance and
5.1(0) eadership and commitmentio the Focal Document o Functional Subset O Restioncs Brooam (6cap) | GOV-01  [resilience governance controls. 10
ttps://www.iso.org/standard/27001 9
[For specific requirement details, buy a licensed capy ecurtty, Compliance & Mechanisms exist to facilltate the implementation of security, compliance and
5.1(0) eadership and commitmentlof thé Focal Document af Functional Subsetor |  Securty. Compliance & | Gov.gp fresiience governance control. 10
Ihttps://www.iso org/standard/27001 : 9
[For specific requirement details, buy a licensed copy securtty, Compliance & [Mechanisms exist to facilltate the implementation of security, compliance and
5.1(h) Leadership and commitment/of the Focal Document a Functional Subset Of Rostience brogtam (SGRP) | GOV-01  |resilience governance controls 10
Inttps://www.iso.org/standard/27001 o
Mechanisms exist to assign one or more qualified individuals with the mission and
[For specific requirement details, buy a licensed copy Assigned Security, Iresources to centrally-manage, coordinate, develop, implement and maintain an
5.1(h) eadershp and commimentpf he focol Documertot Functional imersects it | Compiance & Resilence | GOV-04  enterprise-wide Securty, Compliance & Resience Program (SCRP) 5
N N detats, buy & censed Pebishing Secort [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specific requirement details, buy a licensed copy ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
52 Policy lof the Focal Document at: Functional Intersects With | Compliance & Resilience |  GOv-02 | i s s 5
Inttps://www.iso.org/standard/27001 Documentation
" - ubiehing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For specifc requirement detail, buy a liensed copy ublishing Security, Iprocedures necessary for secure, compliant and resilient capabilties.
5.2(a) Policy Jof the Focal Document Functional Intersects With | Compliance & Resilience |~ GOV-02 5
s i o0 orgAandard 27001 Documentation
" N  detats, buy o lcensed Pebtishing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specific requirement details, buy a licensed copy ublishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2(b) Policy lof the Focal Document at Functional Intersects With | Compliance & Resilience |  GOV-02 v P B
Inttps://www.iso.org/standard/27001 Documentation
FFor specific requirement details, buy a licensed copy [Mechanisms exist to establish control objectives as the basis for the selection,
5.2(b) Policy lof the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
Ittps://www.iso.org/standard/27001 lcompliance and resilience control system.
" N et bo o fcensed Pebishing Secort [Mechanisms exist to establish, maintain and disseminate poiicies, standards and
or specifc requirement detail, buy 2 licensed copy ublishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2(0) Policy lof the Focal Document Functional Intersects With | Compliance & Resilience |  GOV-02 o P B
s w155, 0Tg/standard/27001 ocumentation
ror spectt ©detate, buy o eansed Pubiehing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specificrequirement detals, buy a icensed copy ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
5.2(d) Policy lof the Focal Docus Functional Intersects With | Compliance & Resilience | Gov-02 " Y " i 5
o w50 orgtandard27001 Documentation
8 " ©aetate, by o Teemsed obieing Secart Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specific requirement details, buy a licensed copy ublishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2(e) Policy lof the Focal Document at Functional Intersects With | Compliance & Resilience | GOV-02 5
Inttps://www.iso.org/standard/27001 Documentation
N " detats, buy o censed Pebishing Secort [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
or specific requirement details, buy a licensed copy ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
5.2(0) Policy lof the Focal Document at: Functional Intersects With | Compliance & Resilience | GOV-02 | v s s 5
Inttps:/fwww.iso.org/standard/27001 Documentation
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[For specific requirement details, buy a licensed copy

Publishing Security,

[Mechanisms exist to establish, maintain and Sseminate policies, standards and
lprocedures necessary for secure, compliant and resilient capabilities.

5.2(0) Policy lo the Focal Document at Functional Intersects With | Compliance & Resilience | GOV-02 s
Ittps://www.iso org/standard/27001 Documentation
[Mechanisms exist to align security, compliance and resilience capabilities with
Organizational roles, forspecific requirement details, buy a censed copy Steering Committee & lousiness requirements through a Steering committee or advisory board,
53 responsibllities and of the Focal Docum Functional Intersects With PO it GOV-01.1 |comprised of Key cybersecarity, data protection and business executives, which 5
authorities oo o 0. crg Stancard 27001 Imects formally and on a regular basis.
Mechanisms exist to assign one or more qualiied individuals with the mission and
Organizational roles,  |For specific requirement details, buy a licensed copy. Assigned Security, Iresources to centrally-manage, coordinate, develop, implement and maintain an
53 responsiplties andof the Focal Documentat, Functional imersects with | Compliance & Resilence | GOV-04  [enerprise-wide Securty, Complance & Resilence program (SCRP) 5
authorities ps://www.so.0rg/standart esponsibilities
Organizational roles, _[For specific requirement details, buy a licensed copy. etned ores & Mechanisms exist to define cybersecurity roles & responsibilities for all personnel
% responsibilties an  Focal Document a unctional Intersects Wi -
53 bilities and |of the Focal Dy . Functional Intersects With b HRS-03 5
orities Ittps:/jwww.iso org/standard/27001
[Mechanisms exist to align security, compliance and resilience capabilities with
Organizational roles,  [For specific requirement details, buy a licensed copy steering Committee & usiness requirements thraugh a steering committee or advisory board,
5.3(a) respensiviltiesand o the Focal Document at Functional Intersects With e vt GOV-0L.1  |comprised of Key cybersecarity, data protection and business executives, which 5
orities ttps://www.iso.org/standard/27001 Imeets formally and on a regular
exist to assign one or more qualified individuals with the mission and
Organizatonalrles, Fr specific requirement detal, buy a licensed copy Assigned Security, resources to centrally-manage, coordinate, develop, implement and maintain an
5.3(a) responsibilities and  fof the Functional Intersects With | Compliance & Resilience | GOV-04  lanterprise-wide Security. Compliance & Resiience Program (SCRP). s
authorities e v o o SRancard 27001 Responsibilities
Mechanisms exist to assign one or more qualified individuals with the mission and
Organizational roles,  [For specific requirement details, buy a licensed copy Assigned Security, resources to centrally. manage. coordinate, develop, implement and maintain an
5.3(b) responsibilities and of the Focal Document at Functional Intersects With | Compliance & Resilience | GOV-04  lanterprise-wide Security, Compliance & Resilience Program (SCRP). 5
authorities Ittps:/jwww.iso.org/standard/27001 Responsibilities
[Mechanisms exst to align securlty, compliance and resilience capabilities with
Organizational roles,  [For specific requirement details, buy a licensed copy Steering Committee & lousiness requirements through a Steering committee or advisory board,
5.3(b) responsibilities and of the Focal Document at: Functional Intersects With Program Oversight GOV-0L.1 |comprised of key cybersecarity, data provection and business executives, which s
authorities Ittps://www.iso.org/standard/27001 Imects formally and on a regular basis
For specific requirement details, buy a licensed copy INo applicable SCF control
60 Planning lof the Focal Document at: Functional No Relationship NA NA NA 0
Ittps:/jwww.iso org/standard/27001
[For specific requirement details, buy a licensed copy [No applicable SCF control
61 Ao L ensa® 19 of the Focal Document at: Functional NA NA NA 4
Ittps:/jwww.iso.org/standard/27001
Forspecitc reaurement detas, buy 3 censed copy Mechanisms exist to facilltate the implementation of strategic, operational and
611 Actionstoaddress ks anl G o Functional SubsetOf | Risk Management Program |  RSK01  [tactical isk management controls. 10
" s o 55, 0rg/5tar\dard/270m
. [For specific requirement details, buy a licensed copy : Mechanisms exist to facilitate the implementation of security, compliance and
611 Actions to address risks and o e Focal Document at Functional Subset OF | (e e e ap) | GOV-01 [rsilience governance controls 10
001
For specifc reaurement detas, buy a censed copy [Mechanisms exist to faciitate the implementafion of security, compliance and
6.0.1(a) Actions to address risks and lof v Foca| pocument at: Functional Subset O Rocounty. ;Z’;rﬁl;:':(s?:s‘w GOv-01  |resilience governance controls. 10
001
) [For specific requirement details, buy a licensed copy Mechanisms exist to facilltate the Implementation of strategic, operational and
6.1.1(a) Actions to a““ﬁfﬁg’:‘“ andof the Focal Document at: Functional Subset O Risk Management Program | RSk-01  [tactical risk management controls. 10
Ittps:/jwww.iso org/standard/27001
[For specific requirement detalls, buy a licensed copy [Mechanisms exist to faciitate the implementafion of security, compliance and
6111 ctions £ aacres ks anc o 2L BT Functional subsetor | Secuty, Complince | Gov.g1 [rsience governonc comols. w0
001
Actons o aciress rsks and [ 2 ST (equrement detai, buy a icensed oy Mechanisms exist to facilltate the implementation of strategic, operational and
6.1.1(b) fedriaobr iy lof the Focal Documen Functional SubsetOf | Risk Management Program |  RSK-01 [tactical risk management controls. 10
7001
; [For specific requirement details, buy a licensed copy [Mechanisms exst to faciitate the Implementation of security, compliance and
61100 Aetons o s ks a2 2o Bt o Functional Subsetor | pSecuty, Complince® | Gov.o1 [rsience governonce comrol. w0
001
For specific requirement details, buy a licensed copy Mechanisms exist to facilltate the implementation of strategic, operational and
6110 Actionstoadress ks an G 2 Foe Document Functional SubsetOF | Risk Management Program | Reico1 [actical sk management controls "
it 7001
[For specific requirement details, buy a licensed copy [Mechanisms exist to faciitate the implementation of security, compliance and
6.1.1(0) Actions to address risks and o e Focal Document at Functional Subset Of Security, Compliance & | Gov-01  |resilience governance controls 10
opportunities e o oA 127001 Resilience Program (SCRP)
[For speciic requirement detalls, buy a licensed Copy Mechanisms exist to faciitate the implementation of strategic, operational and
6110 Actionstoadress ks an G2 Foee Document . Functional SubsetOF | isk Management Program | Rskor [actical sk management controt. 10
" Ihttps://www.iso.org/standard/27001
; For specific requirement details, buy a licensed copy : Mechanisms exist to facilitate the implementation of security, compliance and
6.1.1(e)(1) Actions to address risks and o the Focal Document at Functional Subset Of R nes o (Genp) | GOV-01  |resiience governance controls 10
i 001
For specifc reaurement detas, buy a censed copy echaniars exit o Taclliate e Implmentatin of srategc, operatonsl and
61100 Actions to address risks and| £}, "0 FOC O Functional SubsetOf | Risk Management Program |  RsK-01 [tactical risk management controf 10
001
) [For specific requirement details, buy a licensed copy : [Mechanisms exist to facilitate the Implementation of security, compliance and
samem Ao sdress ks ot RS OO Functiona supsetor | Securty Complance s | Goy.or  fesiience Govemance conirls 10
Inttps:/iwww.iso.org/standard/27001
[For specific requirement detalls, buy a licensed copy Mechanisms exist to faciitate the implementation of strategic, operational and
61.1(e)(2) Ao o enser 2"of the Focal Document at: Functional SubsetOf | Risk Management Program | RSK-01  [tactical risk management controls. 10
001
IMechanisms exist to identify:
: ; ' ’ (1) Assumptions affecting risk assessments, risk response and risk monitoring;
Information security risk ~[-o" SPecific requirement details, buy a licensed copy (2) Constraints affecting sk assessments sk response and rsk monioing:
612 iation secur lof the Focal Document at: Functional Intersects Wit Risk Framing RSK-0L.1 () e e racsar on 5
[nttps:/fwww.iso.org/standard/27001 (4)Priories, benefis and trade-ofs e dered by the organization for managing
Information security riek|FCT SPECITC requirement details, buy a licensed copy Mechanisms exist to facilltate the Implementation of strategic, operational and
612 ¥ risk of the Focal Document at: Functional SubsetOf | Risk Management Program |  RSK-01 [tactical risk management controls: 10
i 7001
IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, isk response and risk monitoring;
Information security risk _[*C" sPecific requirement detalls, buy a licensed copy (2) Consiraints sffecting sk assessments sk response and risk monioring:
61201 n securf o e Foca Docum Functional | Intersects Wit Risk Framing RokoL1 [12) Constraints affecting sk assessmen 5
o5 5 13 andard 27001 (&) Pricrie, enefis and trade-ofs Conidered by the organization for managing
ormation securty roe_|FoT SPECIfc requirement detall, buy a icensed copy Mechanisms exist to facilitate the implementation of strategic, operational and
6.1.2(a) ssessmen Y lof the Focal Document at: Functional Subset Of Risk Management Program | ~ RSK-01  [tactical risk management controls. 10
Ittps:/jwww.iso.org/standard/27001
[For specific requirement details, buy a licensed copy Mechanisms exist to faciitate the implementation of strategic, operational and
6.1.2(a)(1) Information securlty fisk ot the Focal Document at Functional Subset Of Risk Management Program | Rsk-01  [tactical risk management controls. 10
Ittps:/jwww.iso.org/standard/27001
IMechanisms exist to identify:
. (1) Assumptions affecting risk assessments, risk response and risk monitoring:
For specic requirement dtais, buy o censed copy
61200 Information security ik o8 Foce Dacumen Funcional | Intersects With Rk Framing Rsko1.1  (2)Constrans affecting ik assessment, sk response and i monitoring: s
P g o 27001 (4) Priorities, benefits and trade-offs considered by the organization for managing
risk.
Information security sk |FoT SPECITC requirement details, buy a licensed copy Mechanisms exist to facilltate the implementation of strategic, operational and
6.1.2(a)(2) ‘assesament Y lof the Focal Document a Functional Subset Of Risk Management Program | RSK-01  |tactical risk management controls. 10
Ittps:/jwww.iso org/standard/27001
IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, sk response and risk monitoring;
FFor specific requirement details, buy a licensed copy
s1200) R S e Functonal | Intesects with Risk Framing Rsko11 {2 Constrints afecing ik assessments, sk response and sk montorn; s
tps:/lwww.iso.org/standard/27001 (4) priorities, benefits and trade-offs considered by the organization for managing
risk.
IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, sk response and risk monitoring;
Information security risk |07 SPecific requirement details, buy a licensed copy (2) Constraints affecting risk assessments, risk response and risk monitoring;
6.1.2(0) n secur lof the Focal Document a Functional Intersects With Risk Framing RsK-0L1 |3 e e e 5
Inetps:/fwww.iso.org/standard/27001 (4) priorities, benefits and trade-offs considered by the organization for managing
risk.
ormation securty k| PECIE (EGUTementGetas, Uy 3 fcensed copy Mechanisms exist to faciitate the implementation of strategic, operational and
6.1.2(b) Sssessmant Y lof the Foc: Functional Subset Of Risk Management Program | RSK-01  |tactical risk management controls, 10
o v g o Randard 27001
exist to identify:
(1) Assumptions affecting risk assessments, sk response and risk monitoring;
For specfc requirement dtails, buy o censed copy ; : :
6120 nformation secury sk 6% E8CL SO0 Functonal | ntesects wih sk Framing Rskor1 |2 Constrains ffecting sk asessments sk response and sk monioring: s
oS 3 075 tancard27001 () Priorities, benefits and trade-offs considered by the organization for managing
risk.
[For specific requirement details, buy a licensed copy Mechanisms exst to faciitate the Implementation of strategic, operational and
612(0) Information security risk o the Focal Document Functional SubsetOf | Risk Management Program |  RSK-01 tactical risk management controls. 10
001
For specific requirement details, buy a licensed copy [Mechanisms exist to identify and document risks, both internal and external
6120 information secury sk [o¢t 12 e Documant at funcional | ntersects With | sk dentifcation | Rsko3 s
001
IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, sk response and risk monitoring;
For specific requirement details, buy a licensed copy ! : :
612000 ormaton sscurty sk o Functonal | Intesects with Risk Framing Rsico1.1 ) Constraits afecing ik assessments, sk esponse and sk monitoring: 5
nttps:/fwww.iso.org/standard/27001 (4) Priories,beneis and trade-fs considered by the organization for managing
ormation soeurty s |For Specific requirement detall, buy a icensed copy IMechanisms exist to faciitate the implementation of strategic, operational and
6.1.2()(1) oot lof the Focal Document at: Functional Subset O Risk Management Program |  RSK-01 [tactical risk management controls. 10
001
Information securty risk |7 SPECITC requirement details, buy a licensed copy [Mechanisms exist to identify and document risks, both internal and external
6.1.2(c)(1) Posvibatiad lof the Focal Document at: Functional Intersects With Risk Identification RSK-03 5
Ittps:/jwww.iso org/standard/27001
[For specific requirement details, buy a licensed copy Mechanisms exist to faciitate the Implementation of strategic, operational and
6.1.2(c)(2) Information securlty fisk o the Focal Document a Functional Subset Of Risk Management Program | Rsk-01  [tactical risk management controls. 10
Inttps:/jwww.iso.org/standard/27001
Forspecitc requirement detas, buy a censed copy [Mechanisms exist to identify and document risks, both internal and external
61200 information secury risk ¢85 Functonal | ntersectsWith | Risk entication | Rsk03 s

s i 55 org/standard/zmo]
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STRM Secure Control: Fvimewuvk (SCF) Strength
lement (FDE) Descri ionshi SCF Control Control Descriptio Relation
Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
Information security risk ~|[.0r SPECIfic requirement details, buy a licensed copy (2) Constraints affecting risk assessments, risk response and risk monitoring;
6.1.2(c)(2) of the Focal Document at: Functional Intersects With Risk Framing RSK-01.1 5
assessment. < v 150.0rgstandard 27001 (3) The organizational risk tolerance; and
o () riorities, benefits and trade-offs considered by the organization for managing
risk.
oo soeury nex[For specific requirement detais, buy a icensed copy Mechanisms exist to faciltate the implementation of Strategic, operational and
6.1.2(d) otigianmind lof the Focal Document at: Functional Subset O Risk Management Program | RSk-01  [tactical risk management controls. 10
001
[Mechanisms exist to conduct recurring assessments of risk that includes the
likelinood and magnitude of harm, from unauthorized access, use, disclosure,
[For specific requirement details, buy a licensed copy . 535, use, "
6.1.2(0) Information security risk ot the Focal Document at: Functional Intersects With Risk Assessment Rskoa  (disruption, modification or destruction ofthe organization's Technology Assets, B
Inttps://wwuw.iso.org/standard/27001 pplications, Services and/or Data
[Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
Information security risk F"”“E“"‘ ’e““"eme"‘ details, buy a licensed copy (2) Constraints affecting risk assessments, risk response and risk monitoring;
6.1.2(0) of the Functional Intersects With Risk Framing RsK-0L1 |3 e e ey eny 5
"“DSJ/WWW"S" D’Q’Sta"‘““”zmm (4; Priorities, benefits and trade-offs considered by the organization for managing
Information security risk |[C" SPECiic requirement details, buy  licensed copy [Mechanisms exist to facilitate the implementation of strategic, operational and
6.1.2(d)(1) A namant lof the Focal Document af Functional Intersects With | Risk Management Program | RSK-01 [tactical risk management controls. 5
|https://www.iso.org/standard/27001
[Mechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
[For specific requirement details, buy a licensed copy
612000) OB Sect "5 o tn Focal Document Functonsl Subset of Fisk Framing Roko1.1 |2} Sonstrints affecting sk assessments, sk response and ik monioring: 10
ttps://www.iso.org/standard/27001 (4) Priorities, benefits and trade-offs considered by the organization for managing
Mechanisms exist to conduct recurring assessments of isk that Includes the
For specific requirement details, buy a icensed copy likelihood and magnitude of harm, from unauthorized access, use, disclosure,
6.1.2(d)(1) Information securlty sk o the Focal Document a Functional Intersects With Risk Assessment RSK00 o, o et ion og e oroenization's Technology Assets, 5
nttps:/Jwww.iso.org/standard/27001 )
IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
[For specific requirement details, buy a licensed copy
612002 Information security risk ~["C SPecific requirement d Functions! Intersects With Risk Framing askor1  |(2) Constraints affecting risk assessments, risk response and risk monitoring: s
assessment. ttps www. iso.org/standard/27001 (3) The organizational risk tolerance; an
P 9 () rioiie, benefit and trade-offs cansidered by the organization for managing
tormatio secuy i[9 3PS rqurement Geal, by 2 censed cony st to facilitate the mplementation of strategic, operational and
6.1.2(d)2) 4 lof the Focal Document at: Functional Subset O Risk Management Program | RSk-01  [tactical risk management controls. 10
001
[Mechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
[For specific rEqulrEmem details, buy a licensed copy . 535, use. :
61200)2) Information securlty risk ot the Focal Document Functional Intersects With Risk Assessment Rsko4  (disruption, modification or destruction ofthe organization's Technology Assets, B
Inttps://www.iso. org/standam/zmm pplications, Services and/or Data
[Mechanisms exist to categorize Technology Assets, Applications, Services and/or
[Data (TAASD) in accordance with applicable laws, regulations and contractual
e FFor specific requirement details, buy a licensed copy S
Information security risk Risk-Based Security (1) Document the security categorization results (including supporting rationale)
6.1.2(d)(3) [of the Focal Document at: Functional Intersects With RSK-02 5
assessment Inttps://www.iso.org/standard/27001 Categorization lin the security plan for systems; an
s/ s 9 (2) Ensure the security categorization decision is reviewed and approved by the
lasset owner.
[Mechanisms exist to identif
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
[For specific requirement details, buy a licensed copy
6123 Information security fisk ¢'ine Focal Document a Functional | Intersects With Risk Framing RokoL1 [(2) Sonstraintsaffecting fisk assessments,risk response and risk monioring; s
[nttps:/fwww.iso.org/standard/27001 (4) Priorities, benefits and trade-offs considered by the organization for managing
Irisk.
[For specific requlremen( details, buy a licensed copy [Mechanisms exist to facilitate the implementation of strategic, operational and
61200)3) Information secuflty risk o the Focal D Functional SubsetOf | Risk Management Program | RSK-01 [tactical risk management controls 10
[https://www. \sb org/standard/27001
Mechanisms exist to conduct recurTing assessments of isk that Includes the
llikelihood and magnitude of harm, from unauthorized access, use, disclosure,
For specifc requirement details, buy a licensed copy . ess, use, .
61200)3) Information security risk of the Focal Document at: Functional Intersects With Risk Assessment RS0 [disruption, modification o destructon of the organization's Technology Assets. 5
7001
Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
For specifc requirement detals, buy @ Icensed copy : . 3
61.20e) Information security isk |ofne Focal Documen Functional | Intersects With Risk Framing Rsko1.1  [(2) Constraints affecting rsk sssessments, sk response and risk monitoring; s
P o 13 andard 27001 a) Priorities, benefits and trade-offs considered by the organization for managing
risk.
[For specific requlrement details, buy a licensed copy’ [Mechanisms exist to facilitate the implementation of strategic, operational and
6.1.2(e) Ir\furmatmr\sssicen:‘rt\[y risk [of the Focal Documer Functional Subset Of Risk Management Program RSK-01 [tactical risk management controls. 10
s, w150 0rg/standarc27001
[Mechanisms exist to conduct recurring assessments of risk that includes the
9
llikelihood and magnitude of harm, from unauthorized access, use, disclosure,
[For specific reaulremenl details, buy a licensed copy . 53, use, :
6.1.2(e) Information security sk —lof the Focal Docum Functional Intersects With Risk Assessment RS0 e oor ot (Tanay OrooMeation's Technology Assets, 5
Inttps://www.iso. org/standard/ﬂou] 3
Mechanisms exist to conduct recurring assessments of isk that Includes the
For specific requirement details, buy a licensed copy likelihood and magnitude of harm, from unauthorized access, use, disclosure,
6.1.2(e)(1) Information securlty sk o the Focal Document at: Functional Intersects With Risk Assessment RSK00 o, o et ion og gy Oroenization's Technology Assets, 5
|https://www.iso.org/standard/27001 "
Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk monitoring;
Information security risk ~|[.0F SPeCific requirement details, buy a licensed copy (2) Constraints affecting risk assessments, risk response and risk monitoring;
6.1.2(e)(1) of the Focal Document at: Functional Intersects With Risk Framing RSK-01.1 5
assessment. i 5. Org/standard/27001 (3) The organizational risk tolerance; and
o 9 () riorities, benefits and trade-offs considered by the organization for managing
risk.
oo seeury nex[For specific requirement detais, buy a icensed copy’ Mechanisms exist to faciltate the Implementation of Strategic, operational and
6.1.2(e)(1) emeomont” lof the Focal Document at: Functional Subset OF Risk Management Program |~ RSK-01 [tactical risk management controls. 10
001
IMechanisms exist to identify
; ’ ; (1) Assumptions affecting risk assessments, risk response and risk monitoring:
6.1.2 Information security risk [For specific requi remen( details, buy a licensed copy (2) Constraints affecting risk assessments, risk response and risk monitoring;
(e)(2) lof the Focal Documer Functional Intersects With Risk Framing RSK-01.1 5
assessment e o et o /27001 (3) The organizational sk tolerance; and
P o 4) Priorities, benefits and trade-offs considered by the organization for managing
Yy 9 ging
risk.
Information security risk 7o SPECIfic requirement details, buy a licensed copy [echanisms existto faciltate the implementation of strategic, operational and
6.1.2(e)(2) assessment Y [of the Focal Document at: Functional Subset Of Risk Management Program RSK-01 tactical risk management control 10
Inttps:/iwww.iso.org/standard/27001
[Mechanisms exist to conduct recurring assessments of risk that includes the
For specific requirement details, buy a licensed copy likelihood and magnitude of harm, from unauthorized access, use, disclosure,
6.1.2(e)(2) Information securlty sk o the Focal Document at: Functional Intersects With Risk Assessment RSK00 o, o e rction og gy Oroenization's Technology Assets, 5
nttps:/Jwww.iso.org/standard/27001 )
[For specific requirement details, buy a licensed copy [Mechanisms exist to ensure proper risk response actions were performed to
613 Information security fisk —lof the Focal Document a Functional Intersects With Risk Response RSK-06.1 [remediate findings from security, compliance and/or resilience-related: 5
reatment Ihttps://www.iso.org/standard/27001 (1) Assessments;
[For specific requlrement details, buy a licensed copy’ [Mechanisms exist to remediate risks to an acceptable level.
613 Information securiy fisk ¢ tng Focal Documen Functional | Intersects With Risk Remediation RK-06 5
|https://www.iso. org/star\dard/27001
[For specific requirement details, buy a licensed copy [Mechanisms exist to ensure proper risk response actions were performed to
6.1.3() Information securty risk of the Focal Document at Functional Intersects With Risk Response RSK-06.1 [remediate findings from security, compliance and/or resilience-related: 5
reatment ttps://www.iso.org/standard/27001 (1) Assessments;
[For specific ,&qu.,emem details, buy a licensed copy [Mechanisms exist to remediate risks to an acceptable level
6.1.3(a) Information security risk [of the Focal Document Functional Intersects With Risk Remediation RSK-06 5
ttps://www.iso. 0rg/5tar\dard/270m
[For specific requirement details, buy a licensed copy [Mechanisms exist to ensure proper risk response actions were performed to
6.1.3(b) et "ot the Focal Document at: Functional Intersects With Risk Response Rsk05.1  remediate fidings rom sectry, complisnce arclor resifnce-relsed 5
7001 1) Assessments;
For specific requirement detalls, buy a icensed copy iechaniams ex/st to remediate risks o an acceptable level
61300 information security isk |21 C'Eocs Document at Functional | Intersects Wit Risk Remedation Rsk.06 s
001
[For specific requirement details, buy a licensed copy [Mechanisms exist to remediate risks to an acceptable level.
6130 Information security isk of ie Focal Document a Functional | Intersects With Risk Remediation Rsk06 s
|https://www.iso.org/standard/27001
For specific requirement detall, buy a icensed copy Mechanisms exIst to ensure proper risk response actions were performed to
6.1.3(c) Infurmattr\:;\[:“se(r\‘.ltnly risk [of the Focal Document at: Functional Intersects With Risk Response RSK-06.1 ﬁ;n:d\ate findings from security, compliance and/or resilience-related: 5
001 ssessments;
For specific requirement detals, buy a licensed copy [Mechanisms exist to ensure proper risk response actions were performed to
6.13(d) Information security fisk ot the Focal Document Functional Intersects With Risk Response RSK-06.1 [remediate findings from security, compliance andor resilience-related: 5
reatmen Ittps:/jwww.iso org/standard/27001 (1) Assessments:
[For specific requirement details, buy a licensed copy [Mechanisms exist to remediate risks to an acceptable level
6.13(0) Information security risk o the Focal Document Functional Intersects With Risk Remediation RSK-06 5
001
[For specific requirement details, buy a licensed copy [Mechanisms exist to remediate risks to an acceptable level
6.13(e) Information security risk ot the Focal Document at: Functional Intersects With Risk Remediation RSK.06 5
|https://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy [Mechanisms exist to ensure proper risk response actions were performed to
6.1.3(e) Information security fisk o the Focal Document at: Functional Intersects With Risk Response RSK-06.1 [remediate findings from security, compliance and/or resilience-related: 5
reatment Ihttps://www.iso.org/standard/27001 (1) Assessments;
IFor spemﬁc ,equ.,emem ‘details, buy a licensed copy [Mechanisms exist to remediate risks to an acceptable level
6130 Information security fisk of the Foc: Functional Intersects Wit Risk Remediation RSK-06 s
htlps.//www.\su 0rg/5tar\dard/270m
For specific requirement details, buy a icensed copy Mechanisms exist to ensure proper risk response actions were performed to
6130 o emtment ™ "X o the Focal Document a: Functional Intersects With Risk Response RSK.06.1 |remediate findings from security, compliance and/or resilience-related: 5
reatment ttps://www.iso.org/standard/27001 (1) Assessments;
Information security _|For specific requirement details, buy a licensed copy [Mechanisms exist to establish control objectives as the basis for the selection,
62 objectives and planning to [of the Focal Document at: Functional Intersects With | Define Control Objectives |  GOV-09 an of the internal security, 5
achieve them 001 [compliance and resilience control system.
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Information security

[For specific requirement details, buy a licensed copy

IMechanisms existto estoblish conuol ob,euwes as the basis for the selection,

6.2(a) objectives and planning to [of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
them Inttps://www.iso.org/standard/27001 Compiance and resilence contra SYSKE"W
Informationsecurty ~For specifc equirement detais,buy 3 censed copy [Mechanisms exist to establish control objectives as the basis for the selection,
6.2(b) objectives and planning to_[of the Foc: Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
e them o v g o tancard 27001 lcompliance and resilience control system
Information security _[For specific requirement details, buy a licensed copy [Mechanisms exist to estabiish Control objectives as the basis for the selection,
62(c) abjectives and planning toof the Focal Document ot Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
tps:/jwww.is0.org/standard/27001 lcompliance and resilience control system,
Information security _|For specific requirement details, buy a licensed copy [Mechanisms exist to establish control objectives as the basis for the selection,
6.2(d) objectives and planning to_[of the Focal Document at Functional Intersects With | Define Control Objectives | GOV-09 an of the internal security, 5
achieve the 001 lcompliance and resilience control system.
Information security _[For specific requirement details, buy a licensed copy Mechanism exstto establh control objectives 35 the basis for the selecton,
6.2(e) objectives and planning to |of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal security. 5
achieve them Inttps://www.isoorg/standard/27001 Compiance and resiiance 2omtrol aystam
Information security _|For specific requirement details, buy a licensed copy Mechartsms exstEa esEabTh Contrl Objecives 3 he basls for e selection,
6.2(f) objectives and planning to [of the Focal Document at: Functional Intersects With Define Control Objectives GOV-09 of th internal security, 5
e them 001 compliance and resiience control ystem
Information security _[For specific requirement details, buy a licensed copy Mechanism oxstto establh control objecives 3s e basis for the se\ec(mn‘
6.2(0) objectives and planning to [of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal secui 5
ve them Inttps://www.iso.org/standard/27001 [compliance and resilience control 5ystem
Information security _|For specific requirement details, buy a licensed copy Mechanisms exist to estabiish control bjectives as the basis for the selection
6.2(h) objectives and planning to_[of the Focal Document at: Functional Intersects With | Define Control Objectives |  GOV-09 internal security, 5
achieve 001 lcompliance and resilience control system.
Information security _|For specific requirement details, buy a licensed copy [Mechanisms exist to establish control objectives as the basis for the selection,
6.20) objectives and planning to [of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 internal security, 5
achieve them Ihttps://www.iso.org/standard/27001 |compliance and resilience control system.
Information security " |For specific requirement details, buy 3 fcensed copy Mechanism exstto establh contrl objectives 32 the basisfor he sefection,
6.2() objectives and planning to [of the Focal Document af Functional Intersects With | Define Control Objectives |~ GOV-09 internal security, 5
achieve s i o0 orgtandard27001 compliance and resiiance control system
Information security _[For specific requirement details, buy a licensed copy Mechanism exst Lo estabish control abjectives a= e bas's for the selection,
6.2(k) objectives and planning to_[of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 of the internal security, 5
e them Inttps:/fwww.iso.org/standard/27001 compliance and resiience control system
Information security _[For specific requirement details, buy a licensed copy Mechanisms exstto establh control objectives 35 he basis for the sefecton,
6.2() objectives and planning to |of the Focal Document at: Functional Intersects With | Define Control Objectives | GOV-09 and internal security, 5
achieve them Inttps://www.iso.org/standard/27001 Compiance and reciience Zomtrol systam
For specifc equirement detais,buy 3 Icensed copy — N [Mechanisms exist to faciitate the Implementation of a change management
6.3 Planning of changes  [of the Focal Document Functional Subset Of a"gsm;n:r?e'“e" CHG-01  [program. 10
001
FFor specific requirement details, buy a licensed copy [No applicable SCF control
7.0 Support Jofthe Focal Document at: Functional NIA NIA NIA 0
tps://www.is0.org/standard/27001
FFor specific requirement details, buy a licensed copy seauity,
71 Resources lof the Focal Document at: Functional Intersects With o Compance & R RN | o thisrequiement 5
Inttps://www.iso.orgstandard/27001 G
by qualfied
Forspecifc requirement details, buy a licensed copy
7.2 Competence lof the Foc: Functional Intersects With e e HRS.03.2 B
htlps.//www.\sn 0rg/5tar\dard/270m ecurity-Related Positions
For specific equirement details, buy a ficensed copy o3l posiions
7.2() Competence lof the Foc Functional Intersects With Position Categorization HRS02 B
e v g o Randard 27001
by qualied
Forspecifc requirement details, buy a licensed copy
7.2() Competence lof the Foc: Functional Intersects With e e HRS.03.2 5
htlps.//www.\sn org/star\dard/27001 ecurity-Related Positions
- taffed by qualified
FFor specific requirement details, buy a licensed copy st
7.2(6) Competence lof the Focal Document at: Functional Intersects With e HRS:03.2 B
Inttps://www.iso.org/standard/27001 ecurtty-Related Positions
[For specific requirement details, buy a licensed copy v authorizing
7.2(6) Competence lof the Focal Document at: Functional Intersects With Personnel screening HRS.04  [access 5
Inttps://www.iso.org/standard/27001
For specific equirement details, buy a licensed copy authorizing
7.2(0) Competence lof the Foc: Functional Intersects With Personnel Screening RS04 [access 5
o v g o Randard 27001
by qualiied
Forspecific requirement details, buy a licensed copy
7.2(0) Competence lof the Foc: Functional Intersects With e e HRS.03.2 5
htlps.//www.\sn org/standard/zmo] ecurtty-Related Posttions
For specific equirement details, buy a licensed copy man Resourt ; personnel
7.2(0) Competence lof the Foc: Functional Subset Of Human Resources Security HRS 01 0
o a0 o Randard 27001
by aualiied
For specifc requirement details, buy a licensed copy
7.2(0) Competence lof the Foc Functional Intersects With e o HRS.03.2 B
htlps.//www.\sn org/standard/zmo] ecurity-Refated positions
[For specific requirement details, buy a licensed copy ol Media & Social Networkin behavior the use of social
73 Awareness lof the Focal Document at: Functional ntersectswith | S0AIMed2 & socal Networking | g 0. B
Inttps:/fwww.iso.org/standard/27001 i information.
proper data althe
FFor specific requirement details, buy a licensed copy
refevant types of data to which they have access.
73 Awareness lof the Focal Document at: Functional Intersects With Formal Indoctrination HRS.04.2 B
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy
73 Awareness lof the Focal Document at: Functional Intersects With User Awareness HRS03.1  [and secure working environment 5
Ittps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy d organizational
73 Awareness of the Focal Document a Functional HRS05.3 the potential B
ttps://www.iso.org/standard/27001 Services (TAAS), i used maliciously.
For specifc equirement details, buy a ficensed copy 1 Resour personnel
73 Awareness lof the Focal Document Functional Subset Of Human Resources Security HRS 01 10
s o 5. 01g/standard 27001
[For specific requirement details, buy a licensed copy
73 Awareness lof the Focal Document at: Functional Intersects With Use of ritcal Technologies HRS-05.4 5
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy
73 Awareness lof the Focal Document at: Functional Intersects With Use of Mobile Devices. HRS05.5  [organizational resources. B
001
FFor specific requirement details, buy a licensed copy [ "
73 Awareness lof the Focal Document a Functional Intersects With Acknomledsoment HRS-05.7  [security, d 5
Ihttps://www.iso org/standard/27001 cknowiedgemer
[For specific requirement details, buy a licensed copy benavior for the use of
73 Awareness lof the Focal Document at: Functional Intersects With Rules of Behavior HRS05.1  [technologies,including consequences for unacceptable behavor. B
001
For specific equirement details, buy a icensed copy protection
73 Awareness lof the Focal Document Functional Intersects With Terms of Employment HRS05 les in their daily . compli 5
s w155, 0Tgistandard/27001
[For specific requirement details, buy a licensed copy personnel,
73 Awareness ofthe Focal Document a: Functional Intersects With | Defined Roles & Responsibiies | HRs-03 5
001
proper data
For specific requirement detals, buy a licensed copy [relevant types of data to which they have access
7.3(2) Awareness lof the Focal Document at: Functional Intersects With Formal Indoctrination HRS04.2 5
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy to protection
7.3(a) Awareness Jof the Focal Document af Functional Intersects With Terms of Employment HRS.05 I il 5
001
[For specific requirement details, buy a licensed copy <octal Media & Social Networkin behavior the use of socil
7.3(2) Awareness lof the Focal Document af Functional Intersects With estricsons Bl Hrsos2 d 5
Inttps://www.iso.org/standard/27001 nformation.
[For specific requirement details, buy a licensed copy heir maintain a sate
7.3() Awareness lof the Focal Document at: Functional Intersects With User Awareness HRS.03.1  [and secure working environment. B
i 001
For specifc requiremen detail, buy 2 licensed copy d
7.3() Awareness lof the Foc Functional HRS.05.3 pot i o B
oo g o tancard 27001 Services (TAAS), if used malicously.
[For specific requirement details, buy a licensed copy
7.3(a) Awareness Jofthe Focal Document at: Functional Intersects With Use of ritcal Technologies HRS-05.4 B
tps:/jwww.is0.org/standard/27001
[For specific requirement details, buy a licensed copy
73() Awareness lof the Focal Document at: Functional Intersects With Use of Mobile Devices. HRS05.5  [organizational resources. 5
001
FFor specific requirement details, buy a licensed copy of
7.3() Awareness lof the Focal Document at: Functional Intersects With Rules of Behavior HRS.05.1  [technologies,incudin consequences for unacceptable behavior. 5
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy Human Resources Securi personnel
7.3(2) Awareness lof the Focal Document at: Functional Subset OF Minagemart | HRS-01 10
001 anagement
FFor specific requirement details, buy a licensed copy maintain a safe
7.3() Awareness lof the Focal Document at: Functional Intersects With User Awareness HRS03.1  [and secure working environment. B
Ittps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy personnel
7.3() Awareness Jof the Focal Document at Functional Intersects With | Defined Roles & Responsibilies | HRS:03 B
001
[For specific requirement details, buy a licensed copy and data protection
7.3() Awareness lof the Focal Document Functional Intersects With Terms of Employment HRS05 les in their daily 5
Inttps://www.iso.org/standard/27001
For specific requirment deta, buy a icensed copy R behavior The use of
7.3(b) Awareness lof the Focal Document at Functional Intersects With o o HRS 05.2 i 5
s e o0 orgtandard27001 nformation
[For specific requirement details, buy a licensed copy d
7.3() Awareness lof the Focal Document at: Functional HRS.05.3 pot i o 5
Inttps://www.iso.org/standard/27001 Services (TAAS), if used malicously.
[For specific requirement details, buy a licensed copy oman Resources securt i personnel
7.3(b) Awareness lof the Focal Document at: Functional Subset Of [ HRS-01 10
Inttps://www.iso.org/standard/27001 =
For specifc equirement details, buy a ficensed copy t
7.3(b) Awareness lof the Focal Document Functional Intersects With Use o Crtical Technologies HRS.05.4 B
001
proper data althe
[For Sﬂec\ﬁt requlfemeﬂ\ details, buy a licensed copy Irelevant types of data to which they have access.
7.3(b) Awareness lof the Functional Intersects With Formal Indoctrnation HRS.04.2 5
s i 55, org/standam/zmm
[For specific reqwemem details, buy a licensed copy behavi useof
7.3(b) Awareness lof the Focal Document Functional Intersects With Rules of Behavior HRS-05.1  [technologies,including consequences for unacceptable behavior. 5
001
FFor specific requirement details, buy a licensed copy ©
7.3() Awareness lof the Focal Document at: Functional Intersects With Use of Mobile Devices. HRS05.5  [organizational resources. 5
Inttps://www.iso org/standard/27001
[For specific requirement details, buy a licensed copy their rol
7.3(0) Awareness lof the Focal Document at: Functional Intersects With User Aviareness HRS03.1  [and secure working environment, 5

001
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Secure Controls Framework (SCF)
Control Descriptio

For specific requirement details, buy a licensed copy Social Media
7300 Awareness lof the Focal Document at: Functional Intersects With o o HRS:052  [med B
Ittps://www.iso.org/standard/27001 nformation
For specific equirement details, buy a licensed copy man Resour , personnel
7.3(0) Awareness lof the Foc: Functional Subset Of Human Resources Security HRS01 0
o v g o tancard 27001
[For specific requirement details, buy a licensed copy protection
7.3(0) Awareness of the Focal Document Functional Intersects With Terms of Employment HRS 05 les in their daily B
tps:/jwww.is0.org/standard/27001
[For specific requirement details, buy a licensed copy
7.3(c) Awareness lof the Focal Document at: Functional Intersects With ""2‘1 F"’"I"':;'“‘“’z & HRS-05.7  [security, compl d provid H
001 chnowiedgement
proper data althe
Forspecifc requirement details, buy a licensed copy relevant types of data to which they have access
7.3(0) Awareness lof the Focal Document Functional Intersects With Formal Indoctrination HRS.04.2 B
s i 5.0 g/standard/27001
[For specific requirement details, buy a licensed copy
7.3(0) Awareness lof the Focal Document at: Functional Intersects With Use of Mobile Devices. HRs-05.5  [organizational resources. B
001
FFor specific requirement details, buy a licensed copy d 7 organizational
7.3(0) Awareness lof the Focal Document at: Functional HRS.05.3 the potentia 5
Inttps://www.iso.org/standard/27001 Services (TAAS), i used maliciously.
[For specific requirement details, buy a licensed copy behavior for the use of
7.3(0) Awareness lof the Focal Document at: Functional Intersects With Rules of Behavior HRS:05.1  [technologies, including consequences for unacceptable behavior. s
001
FFor specific requirement details, buy a licensed copy
7300 Awareness lof the Focal Document at Functional Intersects With Use of Crifical Technologies HRS05.4 B
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy
7.4 Communication lof the Focal Document at Functional Intersects With Threat nteligence Feeds THR03 5
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy Security, Compliance & Resiience. awareness
74 Communication lof the Focal Document a Functional Subset Of Vinded Worktoree saTo1  [controls. 10
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy stus Reporting To Governin entrusted ;
7.4 Communication lof the Focal Document a Functional Intersects With Status Reportng 1o GoveriNE | 60012 [cocurt, Compliance & Restence Program (SCRP). 5
Ihttps://www.iso.org/standard/27001 v
FFor specific requirement details, buy a licensed copy secuity, Complance & Reslence .
74 Communication lof the Focal Document a Functional Intersects With o T sAT-02 i d training their job function. 5
Ihttps://www.iso org/standard/27001 ®
[For specific requirement details, buy a licensed copy Security, Compliance &Resilence )
7.4() Communication lof the Focal Document at: Functional Intersects With e i saT02 fortheir job function s
001 wareness Tranin
[For specific rEQulremenl details, buy a licensed copy Status Reporting To G 3 jenirusted
7.4() Communication lof the Focal Docu Functional Intersects With atus Reporting To Governing GOV012  [oqcurity. Compiance & Resilience Program (SR B
o w50 Orgtandard27001 Body ecurity. Compliance & Resience Program (SCRP)
For specific requirement detal, buy a icensed copy Security, Complance & Reslence- awareness
7.400) Communication [of the Focal Document Funcions subsetof Y, Complance & savor  [conrols. 0
001 inded Workforce
For specifc equirement details, buy a licensed copy »
7.4(2) Communication lof the Focal Doc Functional Intersects With Threat nteligence Feeds THR03 B
e o o o Rancard 27001
For specific requirment deta, buy a icensed copy Security, Complance & Reslence- awareness
7.4(b) Communication lof the Focal Document Functional Subset Of " finded Workts SAT01 |controls. 10
001 inded Workforce
FFor specific requirement details, buy a licensed copy security, Complance & Reslence )
7.4(b) Communication lof the Focal Document at: Functional Intersects With T varenes Trainin saT-02 d training their job function. 5
Ihttps://www.iso.org/standard/27001 ®
g and
FFor specific requirement details, buy a licensed copy stus Reporting To Governin entrusted ;
7.4(b) Communication lof the Focal Document at: Functional Intersects With Status Reportig 1o GOMeMiNE | 60012 [cocurty, Compliance & Restence Program (SCRP). 5
Ihttps://www.iso.org/standard/27001 v
Forspecifc requirement details, buy a licensed copy »
7.4(0) Communication lof the Focal Doc Functional Intersects With Threat nteligence Feeds THR03 s
e o 0 o Rancard 27001
For specifc equirement details, buy a icensed copy )
7400 Communication |of the Focal Document Functonal ersecswiy | Sy, Comliance S esence | .o, forthet ob fncton, s
001 wareness Training
FFor specific requirement details, buy a licensed copy Security, Compliance & Resiience. awareness
7.4(c) Communication lof the Focal Document at: Functional Subset Of Ninded Worktoree saTo1  [controls. 10
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy
7.4(0) Communication lof the Focal Document at: Functional Intersects With Threat nteligence Feeds THR03 5
Inttps://www.iso.org/standard/27001
Forspecifc requirement details, buy a licensed copy entrusted
7.4(0) Communication lof the Functional Intersects With Status Reporting To Governing | y.015 B
Body sccurity, Compliance & Resilence Program (SCRP).
e v 0 o Rancard 27001
For specific equirement details, buy a ficensed copy p 2
7.4(d) Communication lof the Focal Document Functional Intersectswith | SeU C""‘“"a";e & Re;'”em sAT-02 for their job function. 5
001 wareness Training
Forspecifc requirement details, buy a licensed copy
7.4(d) Communication lof the Functional Intersects With Threat nteligence Fecds THR03 5
e v 0 o Rancard 27001
For specific equirement details, buy a ficensed copy ) awareness
740 Communication |of the Focal Document Functonl suror [ Secui Compliance S Resfence | g1 ool 0
001 jorkforce
Forspecifc requirement details, buy a licensed copy ’ entrusted
7.4(d) Communication lof the Foc: Functional Intersects With status Reporting ToGOVErINE | Gov012  [Cocirty. Compiance & Restience Program (SCRP). B
mlps.//www.\su 0rg/5tar\dard/270m ol :
[For snecm: reqmremem details, buy a licensed copy INo applicable SCF control
75 Documented information ~[of the Foc: Functional No Relationship. NA NA NA 4
o v g o Randard 27001
FFor specific requirement details, buy a licensed copy blishing Securty, Compliance )
751 General o the Focal Document Functonl Intersectswith | PUPIEhing Security, Comlince & | vz |necessary for secure, compliant and reslient capabiles B
tps://www.is0.org/standard/27001
[For specific requirement details, buy a licensed copy
7.5.1(2) General lof the Focal Document at: Functional ntersectswith | PUPHSning Securty. Compiance S| Gov0z  [necessary for secure, compliant and reslient capabiles s
001 csilince Documentation
For specific requirement detal, buy a icensed copy olsning Securty, Comance ) dard:
7.5.1(b) General lof the Focal Document Functional Intersects with | PU0pering Securiey Complonce S| Gov-z [necessary forsecure, compliant and resilent capabiies. s
s w155, 0Tgistandara/27001
Mechanis ot oo te Securt Complance & Fedienc Program (ERP) dudng s
For specific requirement detal, buy a icensed copy Periodic Review & Update of tancrde and o omatre ther
752 Creating and updating of the Focal Document Functional IntersectsWith | Security, Complance & Resilence | GOV03 [ eomuies ooy ssoncs ot et 5
s w155, 0Tg/standard/27001 Program g
For specific requirement detal, buy a icensed copy Peblsning Securty, Compliance & )
752 Creating and updating  [of the Focal Document Functional Intersects With mmim Dmvwm‘;m GOV-02  |necessary for secure, compliant and resilient capabilites. 5
s iwaw 5. 0Tgistandara/27001
Mechanis ot o reio te Securt Complance & Feslenc Program (ERP) dudng polcis
FFor specific requirement details, buy a licensed copy Periodic Review & Update of tancrds and o omatre ther
7.5.2(2) Creating and updating  of the Focal Document a Functional Intersects With | Security, Compliance & Re: %03 | ey o efeemonen 5
Inttps://www. iso.org/standard/27001 Program
FFor specific requirement details, buy a licensed copy Peblshing Securty, Compliance & )
7.5.2(a) Creating and updating  [of the Focal Document at Functional Intersects With e Dot GOV-02  |necessary for secure, compliant and resilient capabilites. 5
Inttps://www.iso.org/standard/27001
Mechanis ot oo te Securty Complance & Redlenc Program (ERP) dung polcis
FFor specific requirement details, buy a licensed copy Periodic Review & Update of tancarde o o omare ther
7.5.2(0) Creating and updating  fof the Focal Document a Functional IntersectsWith | Security, Complance & Resilence | GOV03 [ eouine oy ssons ot ofectensn 5
Inttps://www.iso.org/standard/27001 Program g
FFor specific requirement details, buy a licensed copy Peblishing securty, Compliance & )
7.5.2(b) Creating and updating  [of the Focal Document at: Functional Intersects With e Dorumemation GOV:02  [necessary for secure, compliant and resilent capabilities. 5
Inttps://www.iso org/standard/27001
[For specific requirement details, buy a licensed copy Publshing Security, Compliance &
7.5.2(c) Creating and updating  [of the Focal Document at: Functional Intersects With Resilonce Dooumentats GOV-02  |necessary for secure, compliant and resilient capabilities. 5
001 cslince Documentation
- charisms st revien e Sy, Complance & Redence Program SCRP. ncuing polices
FFor specific requirement details, buy a licensed copy Periodic Review & Update of Standards and p o ansure ther
7.5.2(c) Creating and updating  fof the Focal Document at Functional Intersects With | Security, Compliance S Resiience | GOV-03  |rcomies mutoes onone oo B
Inttps://www.iso.org/standard/27001 Program |contining sultabily, adequacy and effectvencss.
[For specific requirement details, buy a licensed copy
753 Control of documented o'y Focal Document at: Functional Intersects with | PUPishing Security, Compliance & | g 5 Inecessary for secure, compliant and resilient capabiltes. 5
information 001 Resilience Documentation
FFor specific requirement details, buy a licensed copy olsning Securty, Comiance ) dard:
7.53(a) Control of documented lof the Focal Document at Functonl intersectswitn | PUSIENg Security Complance & | oy,7 fnecesary orsecure, compliant and esfent capabiies s
Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy o estabis,
7.5.3(0) Control of documented lof the Focal Document at: Functional Intersects with | PUPlishing Security, Compliance & | g5 fnecessary for secure, compliant and resilient capabiltes s
information 001 Resilience Documentation
[For specific requirement details, buy a licensed copy blishing Securiy, Compliance dard:
7.53(c) Control of documented lof the Focal Document Functional Intersets with | PUpting Security, Complonce &| - Gov.p [necessary forsecure, compliant and resilent capabiies. s
Ittps:/jwww.iso org/standard/27001 )
For specific requirement detas, buy a icensed copy )
7.5.3() Control of documented lof the Focal Document Functional ntersectswith | PUPIEhing Security, Complince & | Gov.0z  |necessary for secure, compliant and reslien capabiles B
s o 1. 0g/stondard 27001
[For specific requirement details, buy a licensed copy ishing Security, Compli. dard:
753(e) Control of documented |o7t12 Focai Document at Funcions! nersecswin | PO Seurity Comoliance |7 ccesayforseur,complan nd resient cpabitis s
Inttps:/fwww.iso.org/standard/27001 eslience Documentation
[For specific requirement details, buy a licensed copy )
7.5.3(1) Control of documented lof the Focal Document at: Functonl Intersectswith | PUPIEhing Securty, Complince & | Gov.0z  |necessary for secure, complant and resilient capabilt s
Ittps://www.iso.org/standard/27001
[For specific r&qmremem details, buy a licensed copy INo applicable SCF control
80 Operation lof the Focal Document Functional No Relationship. NA NA NA 4
001
" . FFor specific requirement details, buy a licensed copy =
81 Operationa) pianning and of the Focal Document at Functional Subset Of Operations Security ops01 10
tps://wWww.is0.org/standard/27001
[For specific requirement details, buy a licensed copy i
81 Operational planning and o e Focal Document at: Functional Subset OF securlty, Compliance & Resence | goy.01 fcontrols. 10
control 001 Program (SCRP
" . FFor specific requirement details, buy a licensed copy oty Compiance & Restience
81 Operationa) pianning and ot the Focal Document at Functional Intersects with | Se€U; Compiance & e PLo2  [reports to the organization's executive leadership. 5
Ihttps://www.iso org/standard/27001 ©
[For specific requirement details, buy a licensed copy to ) or simitar
81 Operational planning andof ' Focal Document at: Functional Intersects With opso11 asigned tasks. s
control 001 (sop)
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STRM Secure Controls Framework (SCF) Strength
lement (FDE) Descri R SCF Control o baes Totls et
. FFor specific requirement details, buy a licensed copy ccuri Jwith dards and
61 Operational planning and |of 12 Foca Document a Functonl nersecswin | S, Comliance & oy [ e . ! s
Inttps://www.iso.org/standard/27001
land service management to ensure appropriate planning, delivery and support of the organizafion's
. . FFor specific requirement details, buy a licensed copy enice Deliven b worldorce,
81 Operational pianning and of the Focal Document at: Functional Intersects With Senvce Del o503 5
contro 7001 (Business Process Support]
fi details, buy a licensed Tikelinood and magnitude]
FFor specific requirement details, buy a licensed copy destruction of thy
Information security risk arm, estruction of the
82 lof the Focal Document at: Functional Intersects With Risk Assessment RSK04 : 5
rganization's Technology Assets, Applications, Services andy/or Data (TAASD)
assessment iR oo org etandardi27001 Jorganization's Technology Assets, Applications, Services and/or Data (TAASD)
[For specific requirement details, buy a licensed copy strategic, Tisk
82 Information securlty fisk —lof the Focal Document a Functional Subset of Risk Management Program RSKO1  [management controls 10
i 001
For specific equirement details, buy a licensed copy
83 Information security isk ot the Focal Document Functional Intersects With Risk Remediation RSK06 B
reatmen 001
[For specific requirement details, buy a licensed copy e
83 Information security risk of the Focal Document at Functional Intersects With Risk Response RSK-06.1 security, compliance and/or reslience-related: s
ttps://www.is0.org/standard/27001 (1) Assessments
[For specific requirement details, buy a licensed copy INo applicable SCF control
9.0 Performance evaluation [of the Focal Document at: Functional No Relationship NA NA NA 4
001
For specifc requirement details, buy a licensed copy ’ entrusted
01 Menitoring, measurement. |of 12 Foc) Document Functons! ersecswin | SRt Toowering | ooy, - fentsed to make executve decions sbow s s
4 s i 5. 0gistandard/27001 ot
For specifc equirement detais,buy 3 Icensed copy [Mechanisms exst to develop. eport and moritor Security, Compliance & Resiience Program (SCRP]
o1 Mnitoring, measurement. |of 12 Foc) Document Functonl Ierecs Wih | Measuesofprormance | Govos [measresof perormance s
v s o 5. 0rg/standard 27001
[For specific requirement details, buy a licensed copy ot
91 Monitoring, measurement, of the Focal Document at: Functional Subset Of Statutory Regulatory & CPLOI  [and contractual controls 10
v Inttps://www.iso.org/standard/27001 o
[For specific requirement details, buy a licensed copy tatut late
Monitoring, measurement,
unctional intersects Wi lon-Compliance Oversi ’ aor
91 s mealationt [of the Focal Document at o1 Functional Intersects With Non-Compliance Oversight cPLOLL  [and/o 5
FFor specific requirement details, buy a licensed copy [Mechanisms exist to document pe of security,
91 Monitoring, measurement. lof the Focal Document a Functional Intersects With Compliance Scope cpLot2 8
v Ihttps://www.iso.org/standard/27001
and
FFor specific requirement details, buy a licensed copy i N ardsand
91 Monitoring, measurement. lof the Focal Document a Functional Intersectswith | Se€Ui Compiance & CPLOI |equiremente ' o 5
5 Ihttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy Security, Compliance & Resil (SCRP)
9.1(a) Monitoring, measurement. lof the Focal Document a Functional Intersects With Measures of Performance Gov-0s  [measures of performance. 5
: lhttps://www.iso.org/standard/27001
tori FFor specific requirement details, buy a licensed copy stus Reporting To Governing entrusted ;
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy . Jwith tandards and other applicable|
916 Monitoring, measurement. |,%4 ¢ Focai Document at [ nersecswin | S, Compliance cron [ heor ! s
v Ihttps://www.iso.org/standard/27001 ssessments
[For specific requirement details, buy a licensed copy tatut late
Monitoring, measurement, Compliance Overs p
9.1(2) s mealtaiont [of the Focal Document at: o1 Functional Intersects With Non-Compliance Oversight Lot 5
FFor specific requirement details, buy a licensed copy ’ entrusted
) Mnitoring, measurement. |of 12 Focal Document at Funcional ersecswin | SRt Tooweing | ooy, - fetsed to make executve decions sbou s s
v Ihttps://www.iso.org/standard/27001 ot '
[For specific requirement detals, buy a licensed copy [Mechanisms exst to develop. eport and moritor Security, Complance & Resiience Program (SCRP]
9.10) Monitoring, measurement. |,?41C'Focai Document at Functonl IerectsWih | Measuesofperormance | Govos [measresof perormance s
v Ihttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy ot
9.1(b) Monitoring, measurement. lof the Focal Document at: Functional Intersects With Non-Compliance Oversight cpLot1 5
¥ Inttps://www.iso org/standard/27001
FFor specific requirement details, buy a licensed copy e ards and othar ap
9.1(b) Monitoring, measurement. lof the Focal Document at: Functional Intersectswith | Seeuio Compiance & CPLOI [equiremente ' " s
¥ Inttps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy Security, Compliance & (SCRP)
9.1(c) Monitoring, measurement. lof the Focal Document at: Functional Intersects With Measures of Performance GOv-0s  |measures of performance. B
¥ Inttps://www.iso.org/standard/27001
[For specific reqwemem details, buy a licensed copy tatut lats
Monitoring, measurement, ’ y ,
9.1(c) s oot [of the Focal Document o1 Functional Intersects With Non-Compliance Oversight cPLOLL  [and/o 5
Forspecifc requirement details, buy a licensed copy . Jwith tandards and other applicable|
910 Monitoring measurement. |74 - ersecsvan | S0 Comolince cron [ heor ! s
V e v 0 o Rancard 27001 ssessments
FFor specific requirement details, buy a licensed copy entrusted b
Inttps://www.iso.orgstandard/27001
FFor specific requirement details, buy a licensed copy i i entrusted
9160 Monitoring, measurement. |of 12 cocal Document at Funcional merecswin | SSsRepotngToGoweing | ooy, - fetsed to make exeutve deions sbow s s
v Ihttps://www.iso org/standard/27001 o
[For specific requirement details, buy a licensed copy e
0.10) Monitoring, measurement. |o?1ne Focai Document at Functonl nerecs with | NonCompliace Oversght | coLo11 s
v Ihttps://www.iso org/standard/27001
FFor specific requirement details, buy a licensed copy e hwith dandards and
9.10) Monitoring measurement. |,?11e Focai Document at Funcions! mersecswin | S, Comliance & cron [ heor . ! s
v Inttps:/fwww.iso.org/standard/27001
[For specific requirement details, buy a licensed copy [Mechanisms exst to develop. eport and moritor Security, Compliance & Resilence Program (SCRP]
0.10) Monitoring measurement. |,?11e Focai Document at Functonl IerecsWih | Measuesoferormance | Govos [measresof perormance s
v Inttps:/fwww.iso.org/standard/27001
[For specific requirement details, buy a licensed copy - Compliance & (scRp)
9.1(e) Monitoring, measurement. lof the Focal Document a Functonl Intersects With Measures of Performance Gov-os  |measures of performance. s
4 Ittps://www.iso.org/standard/27001
a
FFor specific requirement details, buy a licensed copy atus Reporting To Governin
9.1(e) Monitoring, measurement: lof the Focal Document at: Functional Intersects With StotusReporting TOCOVNG | GOV-012  [Gecuriy, Compliance & Resience brogiam (SCRP) 5
4 Inttps://www.iso.org/standard/27001 4
FFor specific requirement details, buy a licensed copy e Jwith sandards and
91(e) e eatromion” |of the Focal Document a Functonal Intersectswin | SecU: Complance & oLas [l ' > s
v Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy e
91(e) e eatremiont |of the Focal Document a Functonsl Intrsects with Non-Compance Oversight | CPLOL1 s
v Itps://www.iso.org/standard/27001
For specific requirement detals, buy a licensed copy ccui Jwith dards and
210) Monitoring, measurement, | tne Focai Document a Funcions! nersecswin | S, Comliance & oy [ heor . ! s
v Inttps://www.iso.org/standard/27001
For specific requirement detal, buy a licensed copy "
Monitoring, measurement, Status Reporting To Governing entrustes
9.1(0) Jof the Focal Docum Functional Intersects With GOVOL2  [oocurity. Compiance & Resilience Program (SCAP) B
analysis and evaluation " 01 FeceL Do em X 27001 Body ecurity, Complance & Resilience Program (SCRP),
[For specific requirement details, buy a licensed copy Securty, Compliance & (SCRP)
Monitoring, measurement,
uncti w forman 05 |measures of performance.
9.1(0) analysis and evaluation 01 he Focal Documentat, Functional Intersects With Measures of Performance Gov-0s 2 B
[For specific requirement details, buy a licensed copy ot
010 Monitoring, measurement. |of 12 Focal Document a Funconal iersectswith | NonComplance Oversight | CPLOLT s
v Ittps://www.iso.org/standard/27001
[For specific requirement details, buy a licensed copy [No appiicable SCF control
92 Internal audit Jof the Focal Document af Functional No Relationship. NIA NIA NIA 0
i 001
[For specific requirement details, buy a licensed copy atuton on fat
921 General lof the Focal Document at: Functional Subset Of Sawutony: Reguaiony & CPLO1  [and contractual controls 10
Ihttps://www.iso org/standard/27001 niractual Compl
[Mechanisms exst to mplement an internal audit function tha s capable of providing senior
FFor specific requirement details, buy a licensed copy insights into
921 General lof the Focal Document at: Functional Intersects With Internal Audit Function L0t o aovermance rocesses 5
Inttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy
92.1(a)(1) General Jof the Focal Document af Functional Intersects With Internal Audit Function L2 [ govermance pr B
Inttps://www.iso.org/standard/27001 formation governance processes.
[Mechanisms exst to mplement an internal audit function tha s capabl of providing senior
For specifi requirment detal, buy a icensed copy riaeink
92.1()2) General lof the Focal Documen Functional Intersects With Internal Audit Function 02T o aovarmance processes 5
o v o0 orgtancar 27001
For specific requirement detak, buy a licensed copy insights nto
9.2.1(0) General Jof the Focal Documen Functional Intersects With Internal Audit Function Lo [ overmance pr s
e o o o Rancard 27001 ormation governance processes.
a cati
FFor specific requirement details, buy a licensed copy applicable drisk
9.2.2 Internal audit programme ohhe Focal Document at: Functional Intersects With Monitor Controls Gov-1s5  [aswell 5
tps://www.is0.org/standard/27001
[For specific requirement details, buy a licensed copy Satutony, Regulatory & levant ot
922 Internal audit programme  of the Focal Document af Functional Subset OF Contrartual Complim cPLO1  [and contractual controls. 10
001 ontractual Compliance
FFor specific requirement details, buy a licensed copy o
922 Internal audit programme of the Focal Documen Functional Intersects With Internal Audit Function Lozt [ gover B
Inttps://wwuw.iso.org/standard/27001 formation governance processes.
[Mechanisms exst to mplement an internal audit function tha s capable of providing senior
FFor specific requirement details, buy a licensed copy i insights into
9.2.2(a) Internal audit programme of the Focal Document at: Functional Intersects With Internal Audit Function LT o aovermance rocesses B
Inttps://www.iso.orgstandard/27001
FFor specific requirement details, buy a licensed copy i
9.2.2(b) Internal audit programme fof the Focal Document at Functional Intersects With Internal Audit Function L0zt [ govermance pr B
Inttps://www.iso.org/standard/27001 rmation governance processes.
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Descrl
[Mechanisms exstto implement an internal audit function that s capable of providing senior
FFor specific requirement details, buy a licensed copy i insights into
922(0) intermal audit programme  of the Focal Document Functional Intersects With Internal Audit Function 02T o aovermance processes B
ttps://www.iso.org/standard/27001
FFor specific requirement details, buy a licensed copy [No appiicable SCF control
93 Management review  [of the Focal Document a Functional No Relationship. NA NA NA 0
Ittps:/jwww.iso org/standard/27001
secuty,
FFor specific requirement details, buy a licensed copy teering C hrough comprised it d
931 General lof the Focal Document at Functional Intersects With Govor1 g 5
s lousiness executives, which meets formally and on a regular basis
Inttps://www.iso.org/standard/27001 Oversight v .
[For specific reaulremenl details, buy a licensed copy Status Reporting To G 3 fenirusted
931 General Jof the Focal Documen Functional Intersects With atus Reporting To Governin Govo12 - " ience program (SCRP B
e e e 27001 Body security, Compliance & Resilience Program (SCRP).
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