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STRM Secure Controls Fram,
FDE Name Focal Document Element (FDE) Description o L SCF Control e e Notes
IFor specific requirement details, buy a licensed copy of the Focal y
10 Scope s i A1 Functional No Relationship NA NA WA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal .
20 Normative references |00 Pe e e et and 2655 i Functional No Relationship NA NA NA 0 INo applicable SCF control
PSS " ot bu o e con o e Mechanisms exist to standardize technology and process terminology to reduce
[Terms, definitions an or specific requirement details, buy a licensed copy of the Focat 2L e et 3roune ot donareny
30 erms, definitions S A T A e A Functional Intersects With | Standardized Terminology | SEA-02.1 gst group: p 5
ror specific requirement detalls, buy a lcensed copy of the Focal Mechanlsms exist to standardie fechnalogy and process terminalogy o reduce
3 i -02.1 |confusion amongst groups and departm
31 [Terms and definitions  |F0 Sp e e aratandoralyaess e Functional Intersects With | Standardized Terminology | SEA-02.1 st groups pa 5
" " ©detae, by 2 Heomses cony of the Forat echariars it to Standardize echiology and process erminology o redice
or specific requirement details, buy a licensed copy of the Focal . ' ; 021 |[tonfusion amenast groups and departmens
32 |Abbreviated terms s A e AL Functional Intersects With | Standardized Terminology | SEA-02.1 gst groups p 5
FFor specific requirement details, buy a licensed copy of the Focal ’
40 structure of this document |00 oD e e e b derar a5 gt Functional No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal .
41 (Clauses S N o Ak Functional No Relationship NA NA NA 0 INo applicable SCF control
IFor specific requirement details, buy a licensed copy of the Focal ’
42 [Themes and attributes  |E SR e e e, o o e aess Functional No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal .
43 (Control layout G o A b A Functional No Relationship NA NA NA 0 INo applicable SCF control
IFor specific requirement details, buy a licensed copy of the Focal .
50 organizational controls  |E0r SR eC e e b o deraraes ot Functional No Relationship NA NA WA 0 INo applicable SCF control
exist to faciltate the of security, compliance and resifience
51 Policies for information |For specific requirement details, buy a licensed copy of the Focal | ¢ o Subset Of Security, Compliance & | o o aavarmance controle. ¥ comp! 0
g security IDocument at: hitps://www.iso.org/standard/75652.htm Resilience Program (SCRP)
oG Secar Mechanisms exist to establish, maintain and disseminate policies, standards and
ublishing Security. rocedures necessary for secure, compliant and resilient capabilites.
Policies for information  [For specific requirement details, buy a licensed copy of the Focal . P v . compl P
51 oy s A bt Functional Intersects With | Compliance & Resilience | GOV-02 5
ocumentation
o Revien & U Mechanisms exist to review the Security, Compliance & Resiience Program (SCRP),
eriodic Review & Update luding policies, standards and procedures, at planned intervals or if significant
Policies for information  [For specific requirement details, buy a licensed copy of the Focal including policies, p . at p ig
51 security IDocument at: htps://www. iso.org/standard/75652.htm Functional Intersects With | of securty, Compliance & || GOV-03 fchanges oceur to ensure their continuing suitabilty. adequacy and effectiveness. s
esilience Program
roricies for mformat . . ©Getare, buy a censed cony of the Focal Mechanisms exist to faciitate the implementation and operation of data protection
olicies for information  [For specific requirement details, buy a licensed copy of the Foca
51 Functional Subset Of Data Privacy Program | PRI-01 _ [controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10
security IDocument at: htps://www.iso.org/standard/75652.html rocessed awfully, fairy and transparently
IMechanisms exist to
(1) Ensure that the public has access to information about organizational data privacy
lactivities and can communicate with ts Chief Privacy Officer (CPO) or similar role;
nsure that organizational data privacy practices are publicly available through
lorganizational websites or document repositories;
Dissemination of Data (3) Utiize publicly facing email addresses and/or phone lines to enable the public to
Policies for informati F i t details, buy a licensed copy of the Focal
51 Polce ornformation |Forspeific equrement deals, buy  cersed copy ofthe Focal | uncional | ntrsects With ey e | PRL013 o eeobock anlo Ghec uesion o dots e once regoriing at poacy | 5
information ractices; a
(4) Inform dala subjects when changes are made to the privacy notice and the nature of
such chang
Assigned Security, [Mechanisms exist to assign one or more qualified individuals with the mission and
Information security roles  [For specific requirement details, buy a licensed copy of the Focal 04 |resources to centraly.manage. coordimate, develop, implement and maintain an
52 land responsibiities IDocument at: htps://www.iso.org/standard/75652.html Functional Intersects With | Compliance & Resilience | GOV-04 Urity, Compliance & Resilience Program (SCRP s
- oo , ©detae, by 2 Teensed cony of the Foem etned ol & Mechanisms exst to define cybersecurity roles & responsibilities for all personnel
information security roles  [For specific requirement details, buy a licensed copy of the Focal . ; efined Roles y
52 land responsibilities IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Responsibilities HRS-03 s
[otormat o roes | " gt bu o e copy o e Foce ores Wit Specta [Mechanisms exist to ensure that individuals accessing a system that stores, ransmits or
nformation security roles |For specific requirement detals, buy a licensed copy of the Foca oles With Special . rocesses information requiring special protection satisfy organization-efined personnel
52 land responsibilities IDocument at: https:/jwww. iso.org/standard/75652.html Functional Intersects With Protection Measures | HRS-04-1 [0SRt AT auiring special p v org s s
[Mechanisms exist to document and maintain a Responsible, Accountable, SUpporive,
Responsible, Accountable (Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
52 Information security roles  [For specific requirement details, buy a licensed copy of the Focal | ¢y o Intersects With pportve, Consulted & | TPw.05.4 [0 securty. compliance and resiience controls between iternal stakeholders and 5
- land responsibiities ocument at: https://www.iso.org/standard/75652.html e ey Mot [External Service Providers (ESPS).
Mechanisms exist to control personnel security requirements Including security roles and
Information securty oles |For specifcrequirement details, buy a lcensed copy of the Focal Third-Party Personnel responsibilities for third-party providers.
52 land responsibilities ocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With Security TPM-06 resp party p s
" ; ©detae, by 2 Heanses cony of the Foe Mechanisms exist to Implement and maintain Separation of DUies (50D) to prevent
i i or specific requirement details, buy a licensed copy of the Focal i i i i 111 |potential inappropriate activity without collusion.
53 Segregation of duties s e A i e Functional Intersects With | Separation of Duties (SoD) | HRS-11 [P pprop y 5
ror specific requirement detalls, buy o lcensed copy of the Focal Mechanisms exist to avoid incompatible development-specific roles through limiting and
r specific requirem ils, buy a licensed copy 12 [revi I ivileges to change hardware, software and firmware component:
53 Segregation of duties Functional Intersects With Incompatible Roles HRS-12. |reviewing developer privileges to change hardare, software o P 5
IDocument at: htps://www.iso.org/standard/75652.html in a production/operational environment.
" N " , oo, by 2 Teenses cony of the Foem P exist to facilitate the of security, compliance and resiience
anagement or specific requirement details, buy a licensed copy of the Focal . ecurity, Compliance 01 oot sl
>4 responsibilities IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Subset Of Resilience Program (5CRP) [ COV01 [0 10
[Mechanisms exist to faciitate the implementafion of personnel security confrols
54 IManagement For specific requirement details, buy a licensed copy of the Focal | ¢ o subset of Human Resources Security | |\oc o1 P P 4 0
responsibiliies IDocument at: https://www. is0.0rg/standard/75652.htmi Management
anagement ror pecihc requirement detals, by a fcensed copy of the Foca Mechanisms exist to formally educate authorized users on proper data handiing practices|
d " inati 04.2 [for all the relevant types of data to which they have access.
54 responsibilties IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With | Formal Indoctrination | HRS-04.2 P 4 5
" . . " ot b e con o e Mechanisms exist to require all employees and contractors to apply cybersecurity and
lanagement or specific requirement details, buy a licensed copy of the Focal - data protection principles in their daily work to enable secure, compliant and resilient
54 responsibilties IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With | - Terms of Employment | HRS-05 9208 Fibecrion princlp v ® s
ror specific requirement detalls, buy a lcensed copy of the Focal [Mechanisms exist to define acceptable and unacceptable rules of behavior for the use of
3 i Y includin for behavior.
>4 responsibilties IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With Rules of Behavior | HRS-05.1 9 s
" N " ; ©detae, by 2 Teemses cony of the Forat ol e & S0t Mechanisms exist to Gefine rules of behavior that contain explict restrictions on the Use
anagement or specific requirement details, buy a licensed copy of the Focal i i ocial Media & Socia 05,2 [of social media and networking sites, posting information on commercial websites and
4 responsibilties IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With | networking Restrictions | HR&°05-2 18 280t o e nformation. e s
anagement ror specific requirement detals, buy o lcensed copy of the Focal Mechanisms exist to establish usage restrictions and implementation guidance for
ific requi ils, buy a li y . izational technologies based on the potential to cause damage to Technoloy
54 Functional Intersects With  [Technology Use Restrictions| HRS-05.3 [organizational g 3 g 9y 5
responsibilties IDocument at: htps://www.iso.org/standard/75652.html [nesate, Applications andlor Services (TARS). if used maiciously.
Security, Compliance & Mechanisms exist to facilitate the implementation of resaurce planning confrols that
5.4 Ma"agerﬁm Eursnemﬁ( rs:u\rEmE"t details, buy aéwceﬁes\ésphy n" the Focal Functional Subset Of Resilience Protection PRM-01 |provide a portfolio management approach to achieve security, compliance and resilience 10
responsibilties ocument at: hittps://www.iso.org/standard/ tmi e Mo objectives
Security, Compliance & Mechanisms exist to address all capital planning and investment requests, iNcluding the
sa nagement For specifc requirement detalls, buy a licensed copy of the Focal | p o Intersects With ‘Resilience Resource | PRM-02 [resources needed to implement the Security, Compliance & Resilience Program (SCRP) s
responsibilties ocument at: https://www.iso.org/standard/75652.html e et il document ail exceptions to this requirement.
Mechanisms exst to provide role-based security, compliance and resilience-related
raining
Role-Based Security,
[Management Forspecific requirement detal, buy a icensed copy of the Focal g (1) Before authorizing access to the system or performing assigned duties;
>4 responsibilties ocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | Compliance & Resiience. | SAT-03 |(5) when required by system changes; and s
(3) Annually thereafter.
ro st equrement gl b o eeaescop o e Fca Mechanisms exist to [dentify and document appropriate contacts with relevant law
3 i 06 [enforcement and regulatory bodies.
55 Contact with authorities |00 P e e e b b a65 g Functional Equal Contacts With Authorities | GOV-06 gulatory 10
Mechanisms exist to establish contact with selected groups and associations Within the
security, complance and esience communites (o
(1) Facilitate ongoing cybersecurity and data protection education and training for
ortanizational persen;
56 (Contact with special [For specific requirement details, buy a licensed copy of the Focal | ynctional Equal Contacts With Groups & | Gy.7 - |(2) Maintain currency with recommended cybersecurity and data protection practices, 10
interest groups IDocument at: hitps://www.iso.org/standard/75652.htm Associations ethniques and technologies; and
(3) Share current cybersecurity andor data protection-related information including
threats, vulnerabilities and incidents.
" " ot b o e cop o e Momitora For mormat [Mechanisms exist to manitor for evidence of unauthorized exfitration or disclosure of
or specific requirement details, buy a licensed copy of the Focat onitoring For Information 111 InOmpublic information.
57 [Threat intelligence e e A e A Functional Intersects With g For Info MON-11  [non-p 5
[Automated mechanisms exist to Identify and alert on Indicators of Compromse (1oC)
. rbreat intelligence For specifc requirement detail, buy a licensed copy of the Focal | ¢ o Intersects with | Monitoring for indicators of | o 1o o [* v P (o9 s
g g Document at: https://www.iso.org/standard/75652.htm! Compromise (I0C)
Mechanisms exist to Implement a threat intelligence program that includes a Cross-
IFor specific requirement details, buy a licensed copy of the Focal lorganization information-sharing capability that can influence the development of the
57 [Threat intelligence Doccment at: Rttpeiwww.is0.0rg/standard/ 75652 hemi Functional SubsetOf [Threat Intelligence Program| THR-01 |system and security architectures, selection of security solutions, monitoring, threa 10
Inunting, response and recovery activities.
ror pecinc requirement deals, by a fcensed copy of the Foca chanisms exist to develop Indicators of Exposure (IOF) to understand the potential
d " 02 [attack vectors that attackers could use to attack the organization.
57 [Threat intelligence s A bty Functional Intersects With |Indicators of Exposure (IOE)|  THR-02 9 5
Mechanisms exist to maintain situational awareness of vulnerabilities and evolving
IFor specific requirement details, buy a licensed copy of the Focal . iveats by leveraging the knowledge of atacker actis,techniques and procedures to
57 [Threat intelligence s A bt Functional Intersects With | Threat Intelligence Feeds | THR-03 [raciltate the 5
" , s, by 2 Teensed cony of the Foean E—— [Mechanisms exist to Ullize external threat intelligence feeds to generate and
or specific requirement details, buy a licensed copy of the Focal . reat Intelligence -03.1 |disseminate organization-specific security alerts, advisories and/or directives
57 [Threat intelligence s A bt Functional Intersects With ey THR-03.1 g 2 ity 5
Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning confrols that
Iinformation security in  [For specific requirement detais, buy a licensed copy of the Focal
58 Functional Subset Of Resilience Protection | PRM-01 [provide a portfolio management approach to achieve security, compliance and resilience 10
project management IDocument at: https://www.iso.org/standard/75652.htm e aection, Bjectives
ooty Compance & Mechanisms exist to assess security. compliance and resilience controls in system
ecurity, Compliance t development to determine the extent to which the controls are implemented
Iinformation security in  [For specific requirement details, buy a licensed copy of the Focal project p p
58 project management IDocument at: https://www. iso.0rg/standard/75652.htmi Functional Intersects With Resilience In Project | PRM-04 |correctly, operating as intended and producing the desired outcome with respect to 5
Management Imeeting the requirements.
ooy, Companee & [Mechanisms exist to identify critical system components and functions by performing a
ecurity, Compliance critcality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
Iinformation security in  [For specific requirement details, buy a licensed copy of the Focal . cu ! y analy: gy Assets, Appl
8 project management  [Document a: hitps://www. so.org/standard/75652.html Functional Intersects With | Resilience Requirements. | PRM-05. lore-defined decision points in the Secure Development Life Cycle (SDL s
Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
s Iinformation security in |For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects with | Secure Development Life | oo B e Development Lite Cycle (SDLC) are controlled through formal s
lproject management IDocument at: hitps://www.iso.org/standard/75652.htm Cycle (SDLC) Management Ichange control procedures
Mechanisms exist to identiy:
(1) Assumptions affecting risk assessments, sk response and risk monitoring;
(2) Constraints affecting risk assessments, risk response and risk monitoring;
Iinformation security in  [For specific requirement details, buy a licensed copy of the Focal 1.1 |(3) The organizational risk tolerance; and
58 lproject management IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With Risk Framing RSK-OLL \4) priorities, benefits and trade-offs considered by the organization for managing risk. s
oormat N " " ©Getae, buy a lcensed cony of the Foca! [Mechanisms exist to identify and document risks, both internal and external.
nformation security in or specific requirement details, buy a licensed copy of the Focat y
8 project management IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With Risk Identification RSk-03 s
Mechanisms exist to conduct recurring assessments of risk that includes the Tikelihood
Information security in [For specific requirement details, buy a licensed copy of the Facal and magnitude of harm, rom unauthorized access, use,discosure, disruption,
58 roject management Docment at: https. i is0.0rg/standard/ 75652 hmi Functional Intersects With Risk Assessment RSK-04 or destruction of t Technology Assets, Applications, s
Services andior Data (TAASD).
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Information security in

[Mechanisms exist to remediate nsks to an acceptable \eve\

FFor specific requirement details, buy a licensed copy of the Focal .
58 lproject management IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects Wit Risk Remediation Rsk-06 s
otormat . " . ©Getae, buy  lconsed cony of the Foca! Mechanisms exist to ensure proper risk response actions were performed to remediate
nformation security in or specific requirement details, buy a licensed copy of the Focai 061 [ e ety oMo anor rocon e rota:
58 project management IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Risk Response RSK-06.1 0ngs o ety coml 3 s
[Mechanisms exist to develop an enterprise architecture, aligned with Industry-recognized|
Iinformation security in  [For specific requirement detais, buy a licensed copy of the Focal Algnment Wi Enterprise leading practices, with consideration for security, compliance and resilience principles
58 lproject management IDocument at: https://www. iso.org/standard/75652 html Functional Intersects With itecture SEA-02 |that addresses risk to organizational operations, assets, individuals and other 5
lorganizations.
Iinventory of information _ [For specific requirement detais, buy a licensed copy of the Focal Asset-Service 1.1 |Mechanisms exist to identify and assess the security of Technology Assets, Applications
59 land other associated b 1 at: hitp i html Functional Intersects With Dependencies AST-OLL |ond/or Services (TAAS) that support more than one critical business function. s
Mechanisms exist to 1dentify and InvoIVe pertinent stakeholders of critical Technology
o Inventory o information _[For specfcrequirement dtalls buy  censed copy ofthe Focal |y conai Intersects i [St3keholder dentiication &1 yqr g1 5 [acsete, Appicatons, Senices andjor Dat3 (TAASD) o suppart he angaing secure S
land other associated assets |Document at: hitps://www.so.org/standard mi nvolvement management of those assets.
FHechartes it to peform Inventores of Techology Assets. Appicatins, Services
land/or Data (TAASD) th
Ty Accurately refiects the current TARSD in uses
(2) dentifes authorized sotware products, incluing business usifcaton detas;
Inventory o information _|For specfcrequirement deals, buy o ensed copy o the Focal (3) Is at the level of granularity deemed necessary for tracking and reporti
59 land other associated assets|Document at: https://www.iso.org/standard/75652.htm| Functional Intersects With Asset Inventories AST-02 (@) inclucies organization-defined information deemed nacessary to achiove effective 5
perty accountability; and
(5) s available for review and audit by designated organizational personnel.
[Mechanisms exist to create and maintain a map of Technology Assets, Applications
Iinventory of information _ [For specific requirement details, buy a licensed copy of the Focal
9 land other associated assets [Document at: https://www.iso.org/standard/75652.htmi Functional Intersects With Data Action Mapping || AST-02:8 |andor Services (TAAS) where sensitive/regulated data is stored, transmitted or s
IMechanisms exist to ensure asset ownership responsibilties are assigned, tracked and
Iinventory of information _ [For specific requirement details, buy a licensed copy of the Focal . ' Asset Ownership y gnsur ! sibilties ar :
59 e o et Dace s e e TSt Functional Intersects With pretiasioy AST-03 |managed at a team, individual, or responsible organization level to establish a common 5
of for asset protection.
[Mechanisms exist to include capturing the name, position and/or role of individuals
Iinventory of information _ [For specific requirement details, buy a licensed copy of the Focal
59 [nventory of informat e Ml require g Py of Functional Intersects With | Accountability Information | AST-03.1 [responsible/accountable for administering assets as part of the technology asset 5
inventory process
IMechanisms exist to maintain network architecture diagrams that
5o Iinventory of information _|For specific requirement details, buy a licensed copy of the Focal | ¢y o Intersects with | Network Diagrams & Data | uqr.q, |(1) Contain sufficient detail to assess the security of the network's architecture; 5
s land other associated assets [Document at: hitps://www.iso.org/standard/75652.htmi Flow Diagrams (DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
Iinventory of information _For specific requirement details, buy  licensed copy of the Focal
59 o A A Sl A A A A Functional Subset Of Data Protection DCH-01 [Mechanisms exist to facilitate the implementation of data protection controls. 10
Iinventory of information _ [For specific requirement details, buy a licensed copy of the Focal IMechanisms exist to ensure data and assets are categorized in accordance with
59 land other associated assets [Document at: https://www.iso.org/standard/75652.htmi Functional Intersects With | Data & Asset Classification | DCH-02 |appiicable statutory, regulatory and contractual requirements. s
Inventory ofinformation |For secifcrequiremert details, buy  lcensed copy of the Focal Inventory of Personal Data e o NS ot e O O e aody Assels.
wentory of i i v specific requi ils, buy a li y ve 105.5  [Applications andor Services (TAAS) that collect, receive, process, store, transmit, share,
59 other associated assets|Document at: https://www.iso.org/standard/75652.htm Functional Intersects With (D) PRL0S.5 | ke andior dispose Personal Data (PD). P s
ooy Commmee xist to [dentify critical system components and fnctions by performing a
ecurity, Compliance critcality analysis for critical Technology Assets, Applications andor Services (TAAS) at
Inventory ofinformation |For specifcrequiremert details, buy a lcensed copy of the Focal y analy: gy Assets, Appl
59 other associated assets [Document at: https://www.so.org/standard/75652.html Functional Intersects With | Resilience Requirements. | PRM-05 pre-defined decision points n the Secure Development Life Cycle (SDLC). 5
nition
[Acceptable use of exist to faciltate the oF data protection controls.
Forspecific requirement detal, bu a censed copy of the Focal
5.10 information and other I o o o etandr 75653 Functional Intersects With Data Protection DCH-01 5
[Acceptable use of ror speciic requirement detalls, buy o lcensed copy of the Focal echartams exit to mak el accordance wih dats protection requremerts 50
5.10 information and other . Functional Intersects With Media Marking DCH-04  [that personnel are alerted to distribution limitations, handling caveats and applicable 5
o mation 2N IDocument at: hitps://www.iso.org/standard/75652.htmi Security reauirements
[Acceptable use of Mechanisms exist to 1dentify custodians throughout the transport of digital or non-digital
IFor specific requirement details, buy a licensed copy of the Focal medie
5.10 information and other I o orgtandord 75653 Functional Intersects With Custodians DCH-07.1 5
[Acceptable use of Mechanisms exist to define acceptable and Unacceptable rules of behavior for the Use of
510 Inormation and atner [/ Specltc requrement detal, buy  censed copy of the Focal | funcyonal | imersectsWith | Rulesof Behavior | HRS.05.1 incuding for behavior s
Jassociated assets
[Acceptable use of Mechanisms exist to Gefine rules of behavior that contain explicit restrictions on the use
IFor specific requirement details, buy a licensed copy of the Focal Social Media & Social 05,2 |of Social modia and networking sives. pasting information on commercial websites and
510 nformation and other I e o orgtandra 75655 Functonal | ntersectsvith | (GOUSLIER G300, | Hms-05.2 |ofsocal media an netwriing ies. posing 5
[Acceptable use of Mechanisms exist to establish sage restrictions and implementation guidance for
510 information and other  [F0" SPecifc requirement detais, buy a licensed copy of the Focal | pncrional Intersects With  [Technology Use Restrictions| HRS-05.3 [organizational technologies based on the potential o cause damage to Technology s
Jassociated assets ocument at: hittps/www.iso.org/standare |Assets, Applications and/or Services (TAAS),if used maliciously.
[Acceptable use of Mechanisms exist to require internal and third-party Users to Sign appropriate access
5.10 linformation and other E"O'CZF:;S‘ET‘;‘H;’?ﬁx/ﬁe‘;ao"g‘r;‘s‘{af‘;‘;fﬂ”;i%;g"hy‘:"‘ the Focal Functional Intersects With Access Agreements HRS-06 [agreements prior to being granted access. 5
lassociated assets !
Mechanisms exist to ensure that employees and third-party users return
o1 et of acsets For specifc requirement details, buy a liensed copy of the Focal | ¢ Equal Return of Assets AST-10 |organizational assets n thelr possssdion upon termination of employment, contract or 10
g IDocument at: hitps://www.iso.org/standard/75652.html aoreement.
echartams &xit to deerting securty, compliice and reslence control sppIcabity
IFor specific requirement details, buy a licensed copy of the Focal oy identitying, asigning and documenting the appropriate asset scope categorization or
512 (Classification of information " *PeCIC ‘,‘mps i urg/styandard/75552,phytm\ Functional Intersects With | Asset Scope Classification | AST-04.1 [ Temno.ogy Assets, Apphcamns and/or Services (TAAS) and personnel (internal af 5
[third-parties).
exist (o faciitate the of data protection controls.
512 (Classification of information |- SPecific requirement details, buy a licensed copy of the Focal | ¢ ctional Subset Of Data Protection DCH-01 " " proreet 10
g IDocument at: hitps://www.iso.org/standard/75652.html
Mechanisms exist to ensure data and assets are categorized in accordance with
[For specific requirement details, buy a licensed copy of the Focal eabin Statut Ietor and contracton ronu
512 Classification of information T 2P eC e Fea e et b e ot Functional Intersects With | Data & Asset Classification | DCH-02 ~[applicable statutory, regulatory and contractual requirements 5
Mechanisms exist to facilitate data governance to oversee the organization's policies,
IFor specific requirement details, buy a licensed copy of the Focal standards and procedures so that sensitive/regulated data is effectively managed and
512 Classifcation of information 70 SPecie reauirement detais buy  fcensed copy of Functional Intersects With Dot Govemance | GOVI0. e e spean Senon. esunto o oRvacss 5
lobligations.
Mechanisms exist to mark media in accordance with data protection requirements so
513 Labelling of information ~[F0r specific requirement details, buy a licensed copy of the Focal | ¢yctional Equal Media Marking DCH04. [that personnel are alerted to distribution rtations, handing caveats and appicable 10
IDocument at: hitps://www.iso.org/standard/75652.htmi security requirements
(Cryptograp! exist to protect the of data being transmitted
For specific requirement details, buy a licensed copy of the Focal Transmission
514 [nformation transfer IDocument at: htps://www.iso.org/standard/75652.htm Functional Intersects With Confidentiality CRY-03 s
[Mechanisms exist to protect and control digital and non-digital media during transport
[For specific requirement details, buy a licensed copy of the Focal el of comraliod b 2 o meng 9 transp
514 Iinformation transfer e e A L Functional Intersects With Media Transportation | DCH-07 _|outside of controlled areas using appropriate security measures. 5
Mech, Tto 1dentify custodians throughout the transport of digital o non-digital
IFor specific requirement details, buy a licensed copy of the Focal echanisms exist to identify custodians throughout the transport of digital or non-igita
514 Iinformation transfer st g A1 e Functional Intersects With Custodians DCH-07.1 |media 5
[Mechanisms exist to Ullize a process to assist Users In making information sharin
FFor specific requirement details, buy a licensed copy of the Focal " m P i o 9 9
514 Iinformation transfer G o A A Functional Intersects With Information Sharing | DCH-14 |decisions to ensure data is appropriately protected. 5
Mechanisms exist to secure ad-hoc exchanges of large digital fles with internal or
[For specific requirement details, buy a licensed copy of the Focal tarnal part 9 9¢ dig
514 Iinformation transfer e e A e A Functional Intersects With Ad-Hoc Transfers DCH-17  [external parties. 5
Mechanisms exist to require all employees and contractors to apply cybersecurity and
5.14 Information transfer [For specific requirement details, buy a licensed copy of the Focal Functional Intersects With Terms of Employment | HRS-05 |data protection orinciplos i their daily work fo enable secure, compliant and resyient 5
g IDocument at: hitps://www.iso.org/standard/75652.html Capabilties.
Mechanisms exist to Gefine acceptable and unacceptable rules of behavior for the Use of
[For specific requirement details, buy a licensed copy of the Focal o Ldvorn P hle bon
514 Iinformation transfer e e e A Functional Intersects With Rules of Behavior | HRS-05.1 including or ehavior. 5
Mechanisms exst to require internal and third-party Users (o SIgn appropriate access
For spectc requirement deals, buy o ensed copy o the Focal et prios to being oranted pary u fan appropri
514 Iinformation transfer e e e e o o Functional Intersects With Access Agreements | HRS-06 [agreements prior to being granted access. 5
Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar confidential
514 nformation transfer For specific requirement details, buy a licensed copy of the Focal | ¢ ciiona Intersects With | C ts| HRS-06.1 Gk refect the neods to potect dots ane operations] derale, or o Y s
IDocument at: hitps://www.iso.org/standard/75652.htmi employees and thirdparties.
[Mechanisms exist to develop, govern & update procedures to faciitate the
s [nformation transfer FFor specific requirement details, buy a licensed copy of the Focal | ¢ o subset Of Network Security Controls | et o1 [molementation of Network Secarity Controle (NSC) 0
g IDocument at: htps://www.iso.org/standard/75652.htm (NSC)
Mechanisms exist to Implement and govern Access Control Lists (ACLS) to provide data
sS4 [nformation transfer For specific requirement details, buy a licensed copy of the Focal | ¢ o Itersects witn | Data Flow Enforcement - | o 0o e e o O etork i ta oy wihat - st me s
IDocument at: hitps://www.iso.org/standard/75652.htm Access Control Lists (ACLs)
Mech, o configure firewall and router configurations o deny network traf
S I e s s | o | oo | oo ooy | ooy [T G S e e ot oy e |
g IDocument at: htps://www. iso.org/standard/75652.htm Allow Traffic by Exception g g
o pecifc reauroment gotal. by a Heaneed oy of te Facat [Mechanisms exst to protect the confidentiality, Integrity and availability of electronic
s Iormaton transter £ Specfc requirement deails,buy 3 icensed copy of Functonal | Intersects With | Electronc Messaging | NET-13  |messaging communications s
Mechanisms exist to force Internet-bound network traffic through a proxy device (e.9.,
IFor specific requirement details, buy a licensed copy of the Focal Policy Enforcement Point (PEP)) for URL content filtering and DN filtering to limit a
™" Iormaton transter £ Specfc requirement dealls,buy 3 icensed copy of Functional | Intersects ith | DS & Content Fiering | NET-16. [[ohc) Erercerent Font (PEP) for URL content tering and BN s
ror pecihc requirement deals, by a fcansed copy of the Foca oryeical & Envronmental [Mechanisms exist to faciitate the operation of physical and environmental protection
d i i .01 [controls
514 [nformation transfer IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Protections PES-01 s
Mech, o faciitate the Implementation of Identification and
s1s Iaccess control Forspecific requirement detal, buy a icensed copy of the Focal | ncjonal subset of Identity & Access IACOL |management controls, o o Genication and access 10
IDocument at: https:/jwww.iso.org/standard/75652.html Management (1AM)
\dentifcation & Mechanisms exst to uniquely Tdentify and centrally Authenticate, Authorize and AUIC
FFor specific requirement details, buy a licensed copy of the Focal
5.15 [Access control Functional Intersects With Authentication for IAC-02  |(AAA) organizational users and processes acting on behalf of organizational users. 5
IDocument at: hitps://www.iso.org/standard/75652.html T s
IFor specific requirement details, buy a licensed copy of the Focal Role-Based Access Control e e e e O Toreonrology Assets.
515 la trol d Functional Intersects With - 1Ac-08  [Applications, Services andor Data to restrict access to individuals assigner 5
ccess control IDocument at: https://www.iso.org/standard/75652.htm unctional ntersects Wi (RBAC) Shacifc roles with legitimate business needs
Mechanisms exist to proactively govern account management of Individual, group,
FFor specific requirement details, buy a licensed copy of the Focal ‘ P aton. guess and tompo o el group.
515 |Access control o e e Functional Intersects With | Account Management | IAC-15  [system, service, application, guest and temporary accounts. 5
Mechanisms exist to restrict and control privileged access rights for sers and
s1s laccess control For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With Privileged Account 1AC-16 |Technology Assets, Applications andor Services (TAAS) - s
IDocument at: hitps://www.iso.org/standard/75652.htmi Management (PAM)
Mechanisms exist to periodically-review the privileges assigned to individuals and service|
515 laccess control Forspecifc requirement detals, buy a icensed copy of the Focal | nciona) Intersects witn | Periodic Review of Account | 1.1 laccounts to validate the need for such privileges and reassign or remove unnecessary 5
ocument at: hitps://www.iso.org/standard/ rivileges orivileges, a6 necessary.
ror pecihc requirement detals, by cansed copy of the Foca echaniars exist to ilze e conceptof east pulege llowing oly authorzed access
d i i 21 o processes necessary to accomplish assigned tasks in accordance with organizationa
515 lAccess control s e A L Functional Intersects With Least Privilege 1AC-21 |t processes necessary p 9 rg 5
Mechanisms exist to facilitate the operafion of physical and environmental protection
IFor specific requirement details, buy a licensed copy of the Focal Physical & Environmental controls
515 [Access control IDocument at: htps://www.iso.org/standard/75652.html Functional Subset Of Protections PES-01 10
FFor specific requirement details, buy a licensed copy of the Focal Physical Access T o o (et o e e O e
515 |Access control 3 Functional Intersects With PES.02 [authorized access to organizational facilities (except for those areas within the facility 5
[Document at: https://www.iso.org/standard/75652.html v Authorizations lofficially designated as publicly accessible).
" " ©Getare, buy a censed cony of the Foca! [Physical access control mechanisms exist to authorize physical access to faciiies based
s1s Inccess control For specific equirement detals buy o censed copy of 0e POt | incional | ntersects With | Roe-Based hysical Access| PES-02.1 on th posiion or role of the indvidal s
Physical access control mechanisms exist to enforce physical access authorizations for
all physical access points (including designated entry/exit points) to facilities (excludin
515 |Access control fFor specific requirement details, buy a licensed copy of the Focal | ¢ ncrignal Intersects With | Physical Access Control | PES-03 |those s o Pl de Y i 9 5

[Document at: https://www.iso.org/standard/75652.html

ithose areas within the facility officially designated as publicly accessible).

Secure Controls Framework (SCF)

20f11



Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Description

STRM
Rationale

1S0 27002:2022

SCF Control

Secure Controls Framework (SCF)
Control Descriptior

version 2026.1_x000a_03/27/2026

Physical security of Ofices,

[Mechanisms exist to identify systems, equipment and respec(we operating environments|
[that require limited physical access so that appropriate physical access controls are

515 |Access control Document o g o o0 cd/etondara 75655t 1 C' | Functonal | ntersects Wit S & Faciltie PES-04.lqesigned and implemented for offces, rooms and facilties. s
IFor specific requirement details, buy a licensed copy of the Focal IPhysical security mechanisms exist to allow only authorized personnel access to secure
515 hccess contol Forspecinc roqurement detals, buy o lcensed copy of Functonal | intersects with | Working inSecure eas | ES 041 o s
516 ety monogemene |51 SPSCE Faurent el by 0 e oy SRS | s Wi | ANGCotonTaon | 1503 A I Sy et oceses OV e s O, s
P
516 Identity management |[0" Specific requirement details, buy a licensed copy of the Focal | £incrional | Intersects With dentification & 1iCi0a[(RAR) Geuices before SStAbIoning & comnaciion s4mg bidreckons! Stherdcation that s s
IDocument at: https://wwi.iso.org/standard/75652.html Authentication for Devices cryptographically- based and replay resistant
[For specific requirement details, buy a licensed copy of the Focal Authentication for Third- |Applications Sador senvcer ?Tr:‘»‘«ib» iRty Tecnalooy Assets
516 ety management [ Specnc roaurement et buy o lcensed cony of ronctone | mersecowin | Ay Teciboy At | cos s
o . IMechanisms exist to utilize a formal user registration and de-registration process that
s16 Identity management | R e e ergtandarayaesa i | || Functional nersects wit | UserPIOVIONIng & De- | 15,7 governs i assignment of access rights s
iechamsrs exeE s govers Taming Sandords o vsemames and Techmaiogy eset
sas ity management  fr speic equrement detls bu o censed copy of e ocel | puncioma | mersctswin |19 Management | iucag aicatonsandirserces (ST A s
[Mechanisms exist to ensure proper ser identification management for non-consumer.
s ey marsgemen e embremens e by s oot | et | oo | 90 | acony [ somiens .
16 denti For specific requirement details, buy a licensed copy O’ the Focal Cross-Organization Mechamsms exist to coordinate usferdnar?: identifiers with external organizations for
g 'y management IDocument at: https://www.iso.org/standard/75652.htmi| Functional Intersects With Management 1AC-09.4 fentifiers. 5
[Mechanisms exist to proactively govern account management of individual, group,
s entty managemen [F0r Specitc requrement detai, buy  censed copy of the Focal | runcyonal | tersects With | Account Management | 1AC-15 [sytem, senice, applcation, ques and temporay accounts s
16 B IFor specific requirement details, buy a licensed copy of the Focal fuluma(ed ‘mechanisms exist to disable inactive accounts after an organization-defined
. jentity management Dcument at: Ritpa o sororarotandararyass ol Functional Intersects With | Disable Inactive Accounts | IAC-15.3 [time peri B
Riecharsrs evar o S22 The s o SFaredlroup 30urS oy nder oo
st oo ettt by eog o o 00|t | s wan | Mt | ncass [rmiator e o :
IMechanisms exist to:
517 Jnuthenticaton information [FCr SPecic requirement detalls, buy a icensed copy of the Focal | puncional | Intersects With | Authenticator Management| 1AC-10. |(2) Encure tne Svangi of aufhenfication « approprits to he classificaton of the data s
Riechansms oo o nforcs omplexty, Tengih 3nd g consdaraions o ensrs
sa7 Juthentictin nformation F0rShecfc requirement dtals, buy o censed copy of he Focl | pynconar | mersects witn | PESSMOIEBRSED | o frong citeriafo password-based authénication. s
IMechanisms exist to protect and store passwords via a password manager tool.
51 luthentiction nformation [0 Shecfc eduirement detals buy o censed copy of he FOto | runcionar | inersects with | password anagers | AC1011 5
A T e ey o7
517 uthentication ormation F2 SPECc requirement deals, buy o censed copy of the Foca | eynciona | tersects Wit protectionof Authnticators| 1AC-10.5 [ormaion t whichuse of e authenicatr pormits acces s
IMechanisms exist to ensure default authenticators are changed as part of account
517 luthentiction nformation [ Shecfic equirement dtals buy o censed copy of he FOto | yncional | nersects With | Default Authenticators | AC-10. freation or system stalation s
517 Juthentcaton nformation [ SPeCic eguirement detlls buy o censed copy ofthe oo | uncronat | inersecs witn | U5 (o | iac.1s. [onenicaton mechamns (. pasewards. pessphrases. physca or ol ecuiy s
g IDocument at: https://www. iso.org/standard/75652.html Account Management fokens, smart cards, certificates, tc.).
[Mechanisms exist to implement and maintain Separation of Duties (SoD) to prevent
st ccess rights For specitc requrement deta buy o censed copy f 2 Focs | puncyonal | inersects Wih | Separaionof Dutes (SaD) | HRS-11poemtiel Mapproprate actiy ot collusion s
e
e e et by stceseo a ool pnciona | swamor | ISATES | cor [ cnor ! 0
[Mechanisms exist to tilize a formal user registration and de-registration process that
b et gl b et v fon |yt | s | Um0 | ucor o e segmman o s o :
[Mechanisms exist to revoke user access rights following changes in personnel roles and
510 rccess righs Forspecinc roqurement et buy o censed copy of i1 oo | puncional | ntrsects With | Change of Rols  Dutis | 1AC07.1[fle f 1 Tonger necesar o pemied s
Fiecharsrs e 0 Fevake User 32065 hts 1 ety mamner, o erminaion of
51 lnccess rghts For secifc equirement detals, buy o censed copy of he Focl | pyncyonar | nersects Wit [ rermination of ncor2 " ontract s
IMechanisms exist to:
518 [Access rights Forspectic requirement detals buy 2 Icensed comy of e POl | Funcional | Itersects With | uthenticator Management | IAC-10 (3] rsure the atrentn f suthentication s ropratete the classicaton ofthe data s
Ibeing accessed.
RTechansrs exoF s roTec 3nd STre Posowerds Vi 3 assmard mamager o
51 Inccessrghts For secifc equirement detals, buy o lcensed copy of he POl | incionar | nersects With | password Managers | AC101 s
IMechanisms exist to proactively govern account management of individual, group,
510 rccess s Forspecinc roquremont detlls buy o kensed copy o t0e o3| puncionol | ncrsects Wit | Account Manogement | AC-1S e, senice, Sppaton, ek ond empary ccounts s
FCtomated mechrams SXTT SuppoTt T aRSGEment o 7t 30w @
b st s e e o | s | s | omoenen pecn | w151 oy el T (g :
o hcesrt ror speciic requirement detat, buya censed cop of the Foal Removal a Temporay | | xc1s o e B e e o B oery a7 emergency aecounts
ights IDocument at: https://www.iso.org/standard/75652.htm| Functional Intersects With Emergency Accounts 1AC-15.2 ganization-define ‘@ period for each type of accou 5
e I L e e
- lghts IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Management (PAM) IAC-16 o AP 5
[Mechanisms exist to inventory all privileged accounts and validate that each person with
For et curement s by Kt oy 0 |t | s | POIRSACOM | e s i  shoes By e o o s s |3
IMechanisms exist to periodically-review the privileges assigned to individuals and service|
18 nccess ights Forpectc resurement et uy o cerses copy of e o6 | o Inersecs i | PErOOe Reven of Aot |,y accounts o valdae e need o such prvi<ges and 2ass 1 o remove umnecessary s
|privileges, as necessary.
Mechanlsms existto prevent e sharing "of generic IDs, passwords or other generic|
s1s lccess rights For specific equirement detals, buy o lcensed copy of he Ol | ryncionar | nersects With | CrecentalSharing | 1AC-19 [authenticatin metho s
IMechanisms exist to enforce Lquca\ Access Control (LAC) permissions that conform to
510 rccess righs Forspecinc roqurement detals buy o ensed copy of i1 o3| puncionol | nkrsect With | Access Enforcement | AC20.[he i o ieast e’ s
Riecharars exar o T access o Sensiivaregeted o0 oy hose s’
Fr ot mrerens el o et oyt ol |t | s wn | ASeETaSenes | cany oo e ot e :
e it o] s | e | oms | v D i i R |
: e o e g o 5655 o 2 [ony necessary Technology Asets, Aopca
Riecharsms exs o resict and Tightly contrl Ty ragrams Tt are apabie of
o et sl by et o ot |y | e | Ut Pt ity | s e S :
1 Inccese r IFor specific requirement details, buy a licensed copy of the Focal ¥ IMechanisms exist to u(\lsze the (Dl’“(EhPt of \Easﬂ( I;JH\LHEGE BHO\gI"Q Dnly[:uthorlzedt B((?SS
ights s i A1 Functional Intersects With Least Privilege c:21 [t processes necessary toaccomplish assigned tasks i accordance wih organizaiona s
Fechnis st et e s o T
Bt senen ot sy crses oot e | uncons | s | WSSOI | o e pesa e s
[Mechanisms exist to facilitate the operation of physical and environmental protection
b ot smuremer ol by s coma el | e | swsmor | PSSt | ey (ST 0
18 ccess ngnts Forspectc requrement detas, buy o censed cpy of he Focal | punctgnat | intersecs it Physical Access PES.02 [outnbrsed sceect o organsatonalfacics (except or hose aress vtk the Tcilty s
g IDocument at: https://www. iso.0rg/standard/75652.htmi Authorizations officially designated s publicly accessible)
[Physical access control mechanisms exist to authorize physical access to facilities based
sa Inccessrghts For specific equirement detals, buy o censed copy of he POt | uncionar | inersects With | Role-Based Physica Access| PES.02.1fon the posiion o 1ol of the mdviul. s
[Physical access control mechanisms exist to enforce physical access authorizations for’
58 lnccess rights For specitc requrement detas buy o lcenzed cooy f 7 Foca | puncuanal | inersects With | Physical Access Contol | PES-03 [ s s b s e o 2o oo e (exclucing s
[Mechanisms exist to facilitate the implementation of third-party management Controls,
s |y o e eremen e b o kesea om ot e o | fuons | susstor | Taary nsgenent | 1onon 0
FTecharams S0 Tl & S Securae and Somets ot o Exeral Seves
519 Iformaton Securty o specic requrement detals buy s censed comYOr e o3l | puncional | IntersectsWith | Thirc-Party Inventories | TPMMOL.1 ot Syecy (CIAS) of the rgamzarionts echnology Acser. Applications Serces s
land/or Data (TAASD).
[Mechanisms exist to identify, prioritize and assess suppliers and partners of critical
1o Information security in[For specifc requirement details, buy a licensed copy of the Focal | ¢ tersects witn | TirG-Party Citcalty | 1oy o, [Technology Assets, Applications and/or Services (TAAS) using 2 supply chain fsk s
supplier relationships IDocument at: hitps://wwu.iso.org/standard/75652.html Assessmy ossessment process reltive to their importance in supporting the delivery of igh-value
iechamems vt Ts
(1) Evaluate security risks and threats associated with Technology Assets, Applications
s10 Information security in |For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With Supply Chain Risk Tem03  [andlor Services (TAAS) supply chains; and 5
I A b S A e R ] el S e propote et kon akonsto minimize the crganizaton's expasir to
|those risks and threats, as necessary.
o Iformaton securty i [For speii requiament detallsbuy o eensed copy ofthe Focal | rorve | e | s e e e o e seeuy sfeguarde o It rm rom povenal adversaies |
: s AU b S e A
Riecharsms et o 390 Fentived wesknesses o Gefiondes e securiy o7 e
519 upper rabonihins [Pacoment . Wipe o o orgstondarar sgsa e | [ Fonctonal | intersects With |y FONSSES R | ToM03.3 supply chain s
IMechanisms exist to mitigate the risks associated with third-party access to the
5.19 'J:mﬂrﬂvﬂe‘"aﬁc"usrh‘l‘ésln FDZL Z‘,’f:x{lﬁﬂ;i"}ﬁ,"; xe‘g';rr;:tva: d‘:fﬁes% 2l ;" the Focal Functional Intersects With Third-Party Services TPM-04 [organization's Technology Assets, Applications, Services and/or Data (TAASD). 5
e I Pl o e e BT
IMechanisms exist to ensure that the interests uf Exlema\ service providers are
si |t enrin or et eauremert el o et com o e o | | sectswin | comicottmrets | 14083 (s i 8h o e oo el et :
s 551 e o s o opp o ey, s
o e et e | s | VIS | e i oo et et N :
[Mechanisms exist to control personnel security requirements including security roles and
510 Informotin securty n - orspecifc requrement detafs. buy o icensed copy of e Focal | runcunal | ersectswitn | TSRy Persomel |y o5 cespansipites for thir party providers s
e exeE s monTor Fegulry eview 9nd 35553 BXemal Sevice Provides
o ormaton securty i [For speic requirement detois, by  eensed copy orthe Focal | ror o | T i ormiraronty | onon | e fonr Ty eV e asses Eemel Servce Provaers T

supplier relationships

IDocument at: https://wwiw.iso.org/standard/75652.html

land resilience controls.
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Information security in

Third-arty Deficlency

[Mechanisms exist to address weaknesses or dehc\enc\es in supply chain elements

For specifc requirement detail, buy a licensed copy of the Focal dentified during independent or organizational assessments of such alements
519 lsupplier relationships IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Remediation TPM-09 9 Indep! 9 5
Third-Party Incident [Mechanisms exist to ensure response/recovery planning and testing are conducted with
Iinformation security in  [For specific requirement details, buy a licensed copy of the Focal PR el
510 SuppIer relionsnips [Decument at. Rtpey/ww 50 orgstondarc/ 75655 il Functionsl | ntersects With | Response & Recovery | Tem1 plersip 5
o P— [Mechanisms exst o provide cybersecurity and data protection incident information to
ressing information lthe provider of the Technology Assets, Applications and/or Services (TAAS) and other
IFor specific requirement details, buy a licensed copy of the Focal P gy Assets, Appi
5.20 securty Wi supplier | STt at. mtpe w50 orgstandard/ 75652 iml Functional Intersects With | Supply Chain Coordination | IR0-10.4-|organizations involved in the supply chain for TAAS related to the incident. s
[ddressing information [Mechanisms exist to faciitate the implementation of third-party management controls.
IFor specific requirement details, buy a licensed copy of the Focal
5.20 security within supplier |00 P e et b o e sa i Functional Subset Of Third-Party Management | TPM-01 10
agreements
[Addressing information echariars exit o UTze secury safeguards o It Rarm fom potentol aversaries
: For specific requirement details, buy a licensed copy of the Focal Wbt i ot H oA A b
520 i spple e toew 0.73 handra 5655 o Functional Intersects With Limit Potential Harm | TPM-03.2 y 9 o pply c 5
o o Wechariems exist to requre Cortiactul equiremerts or Spplcable secury, complance
ressing information ' d resilience with . reflecting
: For specific requirement details, buy a licensed copy of the Focal Third-Party Contract lan
520 e omgan ™ SUPPIIET |Document at:hitps://ww. so.org/standard/75652.html Functional Intersects With Requirements TRU0S 0TI Technalogy Acscis, AbpCations Sem o bl Dacs (TAASD) 5
[Addressing information Mechanisms exist to monitor, regularly review and assess EXternal Service Providers
For specific requirement details, buy a licensed copy of the Focal i Review of Third-Party X h ectablish 1 p
520 [securtty within supplier Functional Intersects With TPM-08 |(ESPS) for compliance with established contractual requirements for security, compliance s
o IDocument at: hitps://www.iso.org/standard/75652.htm ot rasilience controle
[Addressing Information fechanisms exist to control changes to services by suppliers, taking Into account the
IFor specific requirement details, buy a licensed copy of the Focal Managing Changes To 10 [ e e e hroToay et A et e o Dot (FARSD) that
520 security within supplier |nocument at: https://www.iso.org/standard/75652.htmi Functional Intersects With Third-Party Services | TPM10 o the thiracparty e AP g s
[Managing information Mechanisms exist to track the origin, development, ownership, location and changes to
For spectc requirement deals, buy o ensed copy o the Focal it Al o Sl wbgie ot il S
521 ety n the T supply I o olstondr 475653, Functional Intersects With Provenance AST-03.2 oy , App 3 (TAASD) 5
[Managing information Mechanisms exist to faciitate the Implementafion of security, compliance and resifience
: IFor specific requirement details, buy a licensed copy of the Focal . Information Assurance (1A) 01 |nseotament and outhorization contrors
521 security In the ICT SUPPIY |nocument at: https://www.iso.org/standard/75652 htmi Functional Subset Of Operations 1ho-01 0
Mechanisms exist to formally assess the security, compliance and resilience controls in
[Technology Assets, Applications and/or Services (TAAS) through Inform:
Managing information Program (IAP) activities to determine the extent to which the controls are implemented
; For spectc requirement deals buy o ensed copy o the Focal ;
521 security n the ICT supply |5 oD e e, o o et s i Functional Intersects With Assessments 1A0-02  [correctly, operating as intended and producing the desired outcome with respect to 5
hain Imeeting expected requirements.
Mechanisms exist to conduct specialized assessments f
1) Statutory, requlatory and contractual comphiance obllgations:
2) Honitoring capabiltes;
3) Mobie dev
(4) Databas
Appication secur
IManaging information )
: IFor specific requirement details, buy a licensed copy of the Focal . ; ; y 6) Embedded technologies (e.q., IoT, OT, etc.);
521 security in the [T SUPPIY  poc ment at: https:/www.iso.org/standard/75652.html Functional Intersects With | Specialized Assessments | 140-02.2(7) yuinerability management; s
8) Malicious code;
9) Insider threats;
10) Performance/ioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Managing information lassociated with the development, acquisition, maintenance and disposal of Technology
: FFor specific requirement details, buy a licensed copy of the Focal on ' Supply Chain Risk |Assets, Applications andor Services (TAAS), including documenting selected mitigating
5.21 security in the ICT sUPPIY |ocument at: htps://www.iso.org/standard/75652.htmi Functional Intersects With | yanagement (sCRM) Plan | RSK'%9 " |aCtionc and monitoring performance against those plans. ®
[Mechanisms exist o
Managing information (1) Evaluate security risks and threats associated with Technology Assets, Applications
For specfc requirement deals, buy o ensed copy o the Focal Supply Chain Risk o3 |andlor Services (TAAS) supply chains; and
521 security i the ICT supmly | s e so.rgistandara/ 75655 i Functional | Intersects With | ) | TPH03 e vopnate remesiion actions to minimize the organization's exposure to s
lthose risks and threats, as necessary.
[Managing information Mechanisms exist to utiize tallored acquisition strategies, confract tools and
: For spectcrequirement deals, buy o ensed copy o the Focal lAcauisition Strategies, Tools| Tocurement methods for the purchase of Undue Techology Assets, Applications andjor
521 security in the ICT supply |00 o0 e e org/etanciard 75659 T Functional Intersects With o ratea TPM03.1 m P a a9y . Appl 5
chain ervices (TAAS)
[Managing Information Third-Party Processing, Mechanisms exist to restrict the location of Information processing/storage based on
IFor specific requirement details, buy a licensed copy of the Focal 004 |business recuirements.
521 security in the ICT supply  |00r oPeC e e et b o e sso i Functional Intersects With Storage and Service | TPM-04.4 q 5
hain Locations
" o Mechanisms exist to equire contactual requirements for apoicable securty, complance
tanaging information land resilie
IFor specific requirement details, buy a licensed copy of the Focal Third-Party Contract ing U
521 iy n e T supply | o o org Standra 75655 Functional Intersects With o o TPML0S [orotect e Technalogy Assets, ABpICations. Services anlor Dats (TASD). s
" o Mechanisms exist to compel External Service Providers (ESPs) to provide notification of
anaging information [For specific requirement details, buy a licensed copy orthe Focal Security jactual or potential compromises in the supply chain that can potentially affect or have
E 3 i ; ity Compromise
521 security in the ICT supPly  |pocument at: https://www.iso.orgstandard/75652.htm Functional Intersects With | ification Agreements | 17051 [adversely affected Technology Assets, Applications and/or Services (TAAS) that the 5
ain lorganization utiizes.
[Mechanisms exist to
Monitoring, review and (1) Evaluate security risks and threats associated with Technology Assets, Applications
520 changa management of |FOr SPecific requirement details, buy a licensed copy of the Focal Functional Intersects With Supply Chain Risk TPM.03 [and/or Services (TAAS) supply chains; and 5
lsupplier services [Document at: hitps://www.iso.org/standard/75652.html Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
lthose risks and threats, as necessary.
[Monitoring, review and Mechanisms exist to Uiz tailored acquisition strategies, contract tools
522 change management of FDorspemf;c re:u[wrement details, buty adhcedr\%esdsggphyt ol‘lhe Focal Functional Intersects With Amuwswt‘&?ﬂ’ftftah\eglesv Tools| tpy_g3.1 pmcuremen[ methods for the purchase of unique Technology Assets, Appuca[mns andjor 5
e enaoer ocument at: hitps:/www.iso.org/standard/ mi ethods. s (TAAS)
[Monltoring, review and Mechanisms exist to address identified weaknesses or deficiencies n the security of the
FFor specific requirement details, buy a licensed copy of the Focal . ' Processes To Address 033 |umaly oain
522 change management of |5 ument at: https://www.iso.org/standard/75652.html Functional Intersects With | yeaknesses or Deficiencies| 11033 VPP s
supplier services
[Monitoring, review and Mechanisms exist to monitor, regularly review and assess External Service Providers
4 IFor specific requirement details, buy a licensed copy of the Focal Review of Third-Party £5Ps) for compliance with established contractual requirements for security, compliance
522 change management of |00 P eC i e e b ot Functional Intersects With 1 of Third TPM08 |(ESPS) for compllance q y, compl 5
[supphier services land resilience controls.
[Monitoring, review and chanisms exist to control changes o services by suppliers, taking Into account th
5.22 lchange management of Eur spec\f;( Tmremem details, buty a:cedniesds;;phy‘ o" the Focal Functional Intersects With th"a;.l‘;g Chgnges To TPM-10 [criticality of business Technology Assets, Applications, Services and/or Data (TAASD) that 5
e Taneer ocument at: hitps:/www.iso.org/standard mi ird-Party Services e in scope by the third-party.
[otormat P " ©detae, buy  lconsed cony of the Foca! Mechanisms exist to facilitate the implementafion of cloud management controls to
information security for use For specific requirement details, buy a licensed copy of the Focal 01 | o A At S e ety P
523 of cloud services. IDocument at: https://www.iso.org/standard/75652.htm Functional Subset OF Cloud Services o1 VP 10
Information security for use [For specific requirement details, buy  licensed copy of the Focal e T e A A e A e
3 \ .02 [technology strategy to securely design, configure and maintain cloud employments.
523 formation secu s b bty Functional Intersects With | Cloud Security Architecture| CLD-02 gy strategy y desi g ploy: 5
— s ; ©detae, by 2 Teomses cony of the Forat roeaton Mechanisms exist to ensure supporE for secure Iteroperability between components with
information security for use For specific requirement details, buy a licensed copy of the Focal pplication Programming .04 |Application Programming Interfaces (APIS).
523 of cloud services IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With | “nterface (APY) Security | CHP-04 PP < 9 s
e et o e o spene equreman ettty e oy of e e Mechanisms exist to ensure multi-tenant owned or managed assets (physical and virtual
3 i g .06 _[are designed and governed such that provider and customer (tenant) user access is
523 |nformation secu s i A A A Functional Intersects Wit | Mlt-Tenan Emvironments | CL0-06 |ore designed and governed such that provider « 5
— R " ©dete, by 2 Heemses cony of the For P - Mechanisms exist to formally document a Customer Responsibility Matrix (CRM),
nformation security for use [For specific requirement detals, buy a licensed copy of the Foca 1 " ustomer Responsibility .06.1 [delineating assigned responsibilties for security, compliance and resilience controls
523 of cloud services IDocument at: https://www.iso.org/standard/75652.htm Functional Intersects With Matrix (CRM) DL e s Sorua Vs oy o o s
ceomeaton . Mechanisms exist to control the location of cloud processing/storage based on business.
Information securiy for use For specifc requirement detail, buy a liensed copy of the Focal eolocation Reguirements | requirements that includes statutory, regulatory and coniractual obiigations.
523 of cloud services IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With __for Processing, Storage and| - CLD-09 s
Mechanisms exist to formally assess the security, compliance and resiience controls in
[Technology Assets, Applications and/or Services (TAAS) through Information Assurance
IProgram (IAP) activities to determine the extent to which the controls are implemented
Iinformation security for use [For specific requirement details, buy a licensed copy of the Focal
523 nformation secu e e A e A 2 Functional Intersects With Assessments 14002 |correctly, operating as intended and producing the desired outcome with respect to 5
Imeeting expected requirements.
Mechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
(4) Databases;
5) Application security;
Information security for use [For specific requirement details, buy  licensed copy of the Focal & Embedded technologies (e.g., oT, OT, etc.);
523 of cloud services IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With | Specialized 1A0-02.2 s
2) Malcioss code,
9) Insider threats:
10) Performance/ioad testing: and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
[Mechanisms exist to document and maintain a Responsible, Accountable, SUpporive,
Responsible, Accountable IConsulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
523 Informarion securiy for use For specifc requiremert detais, buy  lcensed copy o the Focal | pynconal Intersects With | Supportive, Consulted & | TPM-05.4 [[Or security, compliance and resilience controls between internal stakeholders and 5
of cloud servic IDocument at: htps://www. iso.org/standard/75652.htm O ey Morrhy [External Service Providers (ESPS).
U N [Mechanisms exist to implement and govern processes and documentation to facilitate an|
nformation security lorganization-wide response capability for cybersecurity and data protection-related
IFor specific requirement details, buy a licensed copy of the Focal Incident Response o P pability for cy y P
524 incident management Functional Subset Of IRO-01  [incdents. 10
e fon[PocUMeNt at: Ntpsif/wwwso.0rg/standard/75652 htr Operations
echartams exit o cove
1) Prepar:
2) Aulomated ‘event detection or manual incident report intake;
Iinformation security
info FFor specific requirement details, buy a licensed copy of the Focal . ; 3) Analysis;
524 e g et o [DOCUMeNt at: https://www.iso.org/standard/7565.2.html Functional Intersects With Incident Handling 1R0-02 " |4) Containment; s
jplanning and prep: 5) Eradication; and
6) Recovery.
T N Mechanisms exist to maintain and make available a current and viable Incident Response]
nformation security Plan (IRP) to all stakeholders.
For specific requirement details, buy a licensed copy of the Focal Incident Response Plan
524 incident management Functional Intersects With 1RO-04 5
e e on [PocUMEnNt at: itps://www. so.org/standard/75652.htmi (RP)
ormat A [Mechanisms exst to Incorporate lessons earned from analyzing and resoving
nformation security bersecurity and data protection incidents to reduce the likelihood or impact of future
IFor specific requirement details, buy a licensed copy of the Focal Root Cause Analysis (RCA) oyt y o P
524 incident management Functional Intersects With IRO-13  fcidents. 5
e o [POCUMeNt at: Ntps://ww. s0.0rg/standard/75652.html &Lessons Learned
Mechanisms exist to cover:
1) Preparation;
lassessment and decision ) Automated event detection or manual incident report intake:
IFor specific requirement details, buy a licensed copy of the Focal . ; 0z |(3) Analysis;
525 on information security |0 P eE e et by e o Functional Intersects With Incident Handling o0z | anaels: 5
5) Eradication; and
6) Recovery.
[Assessment and decision [Mechanisms exist to address data breaches, or other incidents involving th
525 lon information security |For sPecific requirement details, buy a licensed copy of the Focal | ¢ nctional Intersects With Data Breach 1R0-04.1 |unauthorized disclosure of sensitive of reguiated data, according to apRlcable laws, 5
o0 o IDocument at: https://www. iso.org/standard/75652.htm B e
[Assessment and decision Mechanisms exist to establsh an integrated team of cybersecurity, IT and business
525 e o eciaion [For specific requirement details, buy a licensed copy of the Focal | ¢, o1 Intersects with | ntegrated Security Incident| 2 e e are Capable of addrecsing cybersectrity and data s
IDocument at: hitps://www.iso.org/standard/75652.html Response Team (ISIRT) Iprotection Incident response operations
[Rssessment and decision Mechanisms exist to document, monitor and report the STatus of cybersecurity and data
525 o o dateciaion[For specific requirement detals, buy a licensed copy of the Focal | 1 ignal Intersects with | Sitvational Awareness For | oo oo S

[Document at: https://www.iso.org/standard/75652.html
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SCF Control

Secure Controls Framework (SCF)
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version 2026.1 x000a_03/27/2026

[Response to information

[For specific requirement details, buy a licensed copy of the Focal

[Mechanisms exist to cover:
1) Preparation;

2) Automated event detection or manual incident report intake;
3) Analysis;

526 security incidents IDocument at: htps://www.iso.org/standard/75652.htm Functional Intersects With Incident Handling IRO-02 " \4) Containment; s
5) Eradication; and
6) Recovery.
Mechanisms exist to maintain and make available a current and viable Incident Response]
Response to information  [For specific requirement details, buy a licensed copy of the Focal Incident Response Plan o (RP) 1o o1 takceheldony
526 security incidents [Document at: https:/fwww. iso.org/standard/75652.htmi Functional Intersects With (RP) 1Ro-04 (50 ®
N o mormat . " ©detae, buy  leonsed cony of the Foca! - toarated Secuty meident] Mechanisms exist to establish an infegrated team of cybersecurity, IT and business,
esponse to information  [For specific requirement details, buy a licensed copy of the Focal integrated Security Incident 7 o e that are (o abie of sadrectin cybersetuity and duts
526 security incidents IDocument at: https://www. iso.0rg/standard/75652.htmi Functional Intersects With | pesponse Team (SIRT) | 2007 0 O cident response operations 9 Y s
[Mechanisms exst to perform digital forensics and maintain the Integrity of the chain of
Response to information  [For specific requirement details, buy a licensed copy of the Focal Chain of Custody & Cutody. in aceordonce with bopiable faws. requlations and ndustey-racognized secure
526 security incidents IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With nsics RO-08 e ices. PP " reo ryrecod! 5
" o ot . ©detae, by 2 Teomses cony of the Fora oot Cause Analyers (A IMechanisms exist to Incorporate lessons learned from analyzing and resoving
earning from information _[For specific requirement details, buy a licensed copy of the Foca o0t Cause Analysis 113 [cybersecurity and data protection incidents to reduce the likelihood or impact of future
.27 lsecurity incidents IDocument at: https://wwi.iso.org/standard/75652.html Functional Equal & Lessons Learned IRO-13 oy P P 10
st to perform digital forensics and maintain the ntegrity of the chain of
For specific requirement detail, buy a icensed copy of the Focal Chain of Custody & lcustody, in accordance with applicable laws, regulations and industry-recognized secure
528 (Collection of evidence  |poc ment at: https:/www.iso.org/standard/75652.htmi Functional Equal Forensics RO-08 e e PP . reo yrecod! 10
. P iechanisms e s eclitaks B mplemertaton of cortingercy paneiog cortrols
usiness Continuity Inelp ensure resilient Technology Assets, Applications andor Services (TAAS) (e
Information scuricy during [For specifcrequirement deals, buy o lcensed copy o the Focal p 0y ool
529 disruption ocument at: https://www.iso.org/standard/75652.htm| Functional Subset Of Management System | BCD-01 |Continity of Operations Plan (COOP) or Business Continuity & Disaster Recovery (BC/DR)| 10
Iplaybooks).
xist to coordinate plan With nternal and external]
Information scuricy during |Fo specifcrequirement deals, buy o icensed copy o the Focal Coordinate with Related lelomants responsibie for related plans
529 disruption ocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With Plans BCD-011 P P 5
— R . ©detae, by 2 Heemses cony of the Foe PER—— Mechanisms exist to coordinate internal contingency plans with the contingency plans of
nformation security during [For specific requirement detals, buy a licensed copy of the Foca i i oordinate With Extera -01.2 [external service providers to ensure that contingency requirements can be satisfied.
529 disruption IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With Service Providers Beo-o12 ” gency rea s
Iinformation security during [For specific requirement details, buy a licensed copy of the Focal Contingency Plan Testing & e e o e e o, the contingency plan's
fon security duri ific requi is, buy a i y i ingency i .04 [effectiveness and the organization's readiness to execute the pl

529 disruption IDocument at: htps://www.iso.org/standard/75652.html Functional Intersects With Exercises BCD-04 9 s
— P " ©detae, by 2 Heomses cony of the Foem [Mechanisms exist to train personnel In their incident response roles and responsibilities.
information security during [For specific requirement details, buy a licensed copy of the Focal . ' . y

529 disruption IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With | Incident Response Training | - IR0-05 s

fechanisms exist to coordinate Incident response testing with organizational elements

Iinformation security during [For specific requirement details, buy a licensed copy of the Focal Coordination with Related resnonaibie for related plans

529 disruption IDocument at: htps://www. iso.org/standard/75652.htm Functional Intersects With Plans IRO-06.1 jrespf ? s

[Mechanisms exst to establish a direct, cooperative relationship between the
Iinformation security during [For specific requirement details, buy a licensed copy of the Focal Coordination With External ranirations i reponse tooabiity o Sxtermal Sorvitn Drtidons
529 disruption IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With IRO-11.2 jora P papily P s
o rendiness for . " ot b o e cop o e [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to implement and|
readiness for business |For specific requirement details, buy a licensed copy of the Focal oL M e angement contrale

530 ot e e A e A Functional Intersects With Asset Governance AST-01 g g 5

Mechanisms exist to Identify and assess the security of Technology ASsets, Appications
ICT readiness for business ~[For specific requirement details, buy a licensed copy of the Focal i Asset-Service N A A A b e Ay

530 lcontinuity IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Dependencies AST-011 (TA8S) PP s

Mechanisms exist to faciitate the implementafion of Contingency planning Controls to
\CT readiness for business [For specific requirement details, buy a licensed copy of the Focal Business Continuity Inelp ensure resilient Technology Assets, Applications and/or Services (T

530 lcontinuity IDocument at: hitps://www.iso.org/standard/75652.htm Functional Subset Of Management System | BCD-01 |Continuity of Operations Plan (COOP) or Business Continuity & Disaster Recovery {BC/DR) 10

Ilaybooks)
st to coordinate plan With internal and externall
ICT readiness for business ~[For specific requirement details, buy a licensed copy of the Focal i Coordinate with Related e v e for ra) o

530 lcontinuity IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With Plans BCD-0L1 P ks 5

Mechanisms exist to coordinate nternal contingency plans with the contingency plans of
ICT readiness for business ~[For specific requirement details, buy a licensed copy of the Focal Coordinate With External 012 o e oo e T Tt o P remonts con be atfed
530 lcontinuity IDocument at: https://www. iso.0rg/standard/75652.htmi Functional Intersects With Service Providers | 8C0012 P gency rea ) s
Mechanisms exist to conduct tests and/or exercises to evaluate the contingency plan's
ICT readiness for business [For specific requirement details, buy  licensed copy of the Focal Contingency Plan Testing & e o e o et eyomute tha Sl
530 lcontinuity IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With BCD-04 9 P s
P " " ©setae, by 2 Teemses comy of the Forat Mechanisms exist to formally test incident response capabiiies through realistic
readiness for business For specific requirement details, buy a licensed copy of the Focai i i i i .06 [exercises to determine the operational effectiveness of those capabilties.
530 lcontinuity IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | Incident Response Testing | - IR0-06 P " s
Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
| vesdinessfor businessFor specic equirement etals, buy  Icersed <o of the Foca Business Impact Analysis ity complianee an resilente neke
530 lcontinu IDocument at: htps://www.iso.org/standard/75652.tml Functional Intersects With (B14) Rsk-08 ¥ comp! s
S . WMechanisms exist to faciitate an T Asset Management (TAM) program to mplement and
egal, statutory, regulatory e, coecific requirement details, bus Imanage asset management controls.
y a licensed copy ofthe Focal
531 land contractual e s Functional Intersects With Asset Governance AST-01 5
P - st to faciltate the of relevant
egal statutory,regulatory statutory, regulatory and contractual controls.
sa lLegal, statutor Forspecific requirement detal, buy a censed copy of the Focal | ncjonai Subset Of stawtory. Reguatory & | ¢y ) 1. regulatory 1
o o IDocument at: hitps://www. iso.org/standard/75652.htmi Contractual Compliance
P . securty, Compliance & Mechanisms exist to provide a security, compliance and reslience controls oversight
egal statutory, reguiaory | specifc requirement detals, buy a lcensed copy o the Focal ecurity, Compliance [function that reports to the organization's executive leadership.
531 land contract a d . buy Py Functional Intersects With Resilience Controls cpL02 5
e IDocument at: hitps://www.iso.org/standard/75652.html bl
S, . Mechanisms exist to address the exporting of cryprographic technologies In compliance
egal. statutory. regulatory y with relevant statutory and regulatory requirements.
san lLegal, statutor For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With Export-Controlled CRv-012 ry and regulatory req S
o romactua IDocument at: https://www. iso.0rg/standard/75652.htmi Cryptography
R, - oota Provaey R N Mechanisms exist to include dafa privacy requirements in contracts and o
egal, statutory, requlatory |co (i requirement detalls, buy a licensed copy of the Focal ata Privacy Requirements caaRioniated docaments ek aotamEh data prvacy 1916 and esponipiities for
531 land contractual ja d . buy Py Functional Intersects With | for Contractors & Service | PRI-07.1 |contractors and service providers. 5
e IDocument at: hitps://www.iso.org/standard/75652.htm ractors & 2
S, ; [Mechanisms exst to require contractual requirements for applicable security, compliance|
egal, statutory, regulatory ¢ land resilience requirements with third-parties, reflecting the organization's needs to
or specific requirement details, buy a licensed copy of the Focal Third-Party Contract q parties, 9 the org:
531 fe";ufr"e"'\:'::::a‘ ocument at: https://www.iso.org/standard/75652.html Functional Intersects With Requirements TPM-05 |protect its Technology Assets, Applications, Services and/or Data (TAASD). 5
Mechanisms exist to protect Intellectual Property (IP) fights with software licensing
For spectc reauirement deals, buy a lensed copy o the Focal Software Licensing rectnetion
532 Intellectual property ights |20 SR eCc e g e b derarass o Functional Equal hware Licens AST-02.7 [restrictions. 10
" , ©detae, by 2 Heenses cony of the Foemt exist to Tacilitate the oF data protection controls.
or specific requirement details, buy a licensed copy of the Focal . »
533 Protection of records e e e Functional Subset Of Data Protection DCHO1 10
. " ©Getare, buy a censed cony of the Foca! Mechanisms exist to retain media and data in accordance with applicable statutory,
or specific requirement details, buy a licensed copy of the Focat 118 |reaaiatory o contractun] obigations.

533 Protection of records s i A1 Functional Intersects With | Media & Data Retention | DCH-18 [regulatory g 5
Mechanisms exist to enable data subjects to authorize the collection, receving
processing,storag, ransmission,sharing, updsting andr cisposal of thir Personal

2 (PD), where prior to collection the data subject is provide
(1) P tanguageto Msiate the potentil data privacy ekt o i authorization
[For specific requirement details, buy a licensed copy of the Focal (2) A means for users to decline the authorization; and

533 [Protection of records IDocument at: https://www. iso.org/standard/75652 html Functional Intersects With Choice & Consent PRI-03 ((3) All necessary choice and consent-related criteria required by applicable statutory, 5
regulatory and contractual obligations.

Mechanisms exist to minimize the collection of Personal Data (PD) to only what 5
Forspecifc equrement detals, buy s icensed coy f th Foca Restrict Collection To ladequate, relevant and limited to the purposes identified in the data privacy notice,

legal guardian consent.

[Mechanisms exist to

(1) Retain Personal Data (D), including metadata, o an organization-defined time

Iperiod to fulfill the purpose(s) identified in the notice or as required by law:

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardiess of the method of
[For specific requirement details, buy a licensed copy of the Focal Personal Data (PD) Stwag : and

33 [Protection of records IDocument at: htps://www.iso.org/standard/75652.htmi Functional Intersects With Rororion & ool | PRI0S [13) GSe organization-defined techniques or methods to ensure secure deleion or s

destruction of PD (including originals, copies and archived records).
Mechanisms exist to address the Use of Personal Data (PD) for internal testing, training
land research that
Internal Use of Personal 1) Takes measures to limit o minimize the amount of PD used for internal testing,
53 protecon ofrecods ([0 39ecH equement detals buy o censed copy ofthe POl | uncuonat | ntersectsWith | Data PD) Fo Testng, | PRI05.1 [iiming anestarch ppeses and s
Training and Research (2) Authorizes the use of PD when such information s required for internal testing,
lraining and research
echaniams exitto eSTict Colecing.recelvng, processing, Sorng, tansimeing.
sharing and/or updating Personal Data
(1) The purpose(s) orignally coltected, consistet with the data privacy notice(s):
For specific requirement details, buy a licensed copy of the Focal ; Usage Restrictions of (2) What is authorized by the data subject, or authorized agen
533 [Protection of records IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Personal Data (PD) PRI-05.4 |(3) What is consistent with applicable laws, regulations and A obligations. 5
" " ©detae, by 2 Heenses cony of the Foemt oo s i Mechanisms exist to lsclose Personal Data (PD) to third-parties only for the purposes
or specific requirement details, buy a licensed copy of the Focal i i nformation sharing Wi .07 [identified in the data privacy notice and with the implicit or explicit consent of the data
533 Protection of records s e A i L Functional Intersects With Sharin PRL07 [ privacy o o 5
oata Provacy R N [Mechanisms exist to include dafa privacy requirements in contracts and other
IFor specific requirement details, buy a licensed copy of the Focal ’ ; ata privacy Requirements | lacquisiton-related documents that establish data privacy foles and responsibites for

533 Protection of records e e Functional Intersects With | for Contractors & Service | PRI-07.1 |contractors and service providers. 5

[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
IFor specific requirement details, buy a licensed copy of the Focal Data Protection Impact |Assets, Applications and/or Services (TAAS) that store, process and/or transmit Personal

533 [Protection of records IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With ‘Assessment (DPIA) RSK-10' |ata (PD) to identify and remediate reasonably-expected risks. 5

ror specific requirement detals, buy o lcensed copy of the Focal xist to facilitate the and operation of data protection

534 Privacy and protection of Pl ific requi ils, buy a li v Functional Subset Of Data Privacy Program | PRI-01 _ |controls throughout the data lifecycle to ensure all forms of Personal Data (PD) are 10

IDocument at: htps://www.iso.org/standard/75652.htm rocossed awiully, fairly and transparently.
" , T detae, by 2 Heenses cony of the Foe ocurty of pereonal Dota Mechanisms exist to ensure Personal Data (PD) 1s protected by logical and physical
v i or specific requirement details, buy a licensed copy of the Focal i i ecurity of Personal Dat 01,6 [security safeguards that are sufficient and appropriately scoped to protect the

534 Privacy and protection of PI 0T P eC i e et by o e so i Functional Intersects With i) PRIOL [securty sofeguards that are suficent and approprately scoped 1o p 5
Mechanisms exist to:

(1) Make data privacy notice(s) available to individuals upon first interacting with an
organization and subsequently as necessary;
(2) Ensure that data privacy notices are clear and easy-to-understand, expressing
relevant information about how Personal Data (D) i collected,received, processed,
stored, transmitted, shared, updated and/or d
13) Cortain i necessary ntice reated crieria Featired by applicable statutory,
regulatory and contractual obligations;

F i  detalls, buy a licensed copy of the Focal ) Defind the scope of PD proceasing activities, including the geographic locations and

53 rivacy and protection of 1 Specic requrement detas. buy o icensed copy o e Focal | funcuonal | itersectsWith | Data rvacy Notice | PRLOZ [{nna pary eciponc it Bocees e PO Wi the coge o1t ot pvSey notce s
(5) Periodically, review and update the content of the privacy notice, as necessary; and
(6) Retain prior versions of the privacy notice, in accordance with data retention
requirements.

[Mechanisms exst to ensure data privacy notices identiiy the purpose(s) for which
s34 Privacy and protection of p[F0" SPECIfic requirement details, buy a licensed copy of the Focal | ¢ ctignal Intersects With | Purpose Specification | PR-02.1 |Personal Data (PD) s collected, received, processed, stored, transmitted andor shared s

IDocument at: https://www.iso.org/standard/75652.html
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Independent review of

Mechanisms exis to implerent an mlema\ e famcton that 1 capable o providing
ith insights into the

Forspecific requirement detal, buy a icensed copy of the Focal
535 information security IDocument at: https:/jwww.iso.org/standard/75652.html Functional Intersects With | Internal Audit Function | CPL02.1.[Grcari 26111 technology and mformation governance processes. 5
| deendent A . CGetare, buy a lcensed cony of the Focal securty, Compiance & Mechanisms exist to regularly review processes and documented procedures to ensure
independent review o or specific requirement details, buy a licensed copy of the Focal ecurity, Compliance .03 [conformity with the organization's security, compliance and/or resilience policies,
535 information security ocument at: hittps://www.iso.org/standard/75652.html Functional Intersects With | Resiience Assessments | P02 |0 Y ther applicable requrements. P s
ndependent reviem of |For specifc equirement detais, by a fcensed copy of the Foca Mechanisms exist to utiize independent assessors to evaluate security, compliance and
d " -03.1 |resilience at planned intervals or when the Technology Asset, Application and/or Service
535 information security IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With | Independent Assessors | CPL-03.1 | o Seraoes significant changes ol PP s
Functional Review OF Mechanisms exist to regularly review Technology Assets, Applications and/or Services
Independent review of  [For specific requirement detais, buy a licensed copy of the Focal . ¢ :
535 Functional Intersects With ecurity, Compliance & | CPL-03.2 |(TAAS) for adherence to the organization's security, compliance andor resilience policies 5
information security IDocument at: https://www. iso.org/standard/75652.htmi Ty Complance and standards.
ndependent reviem of [For specifc requirement detais, by a fcensed copy of the Foca [Mechanisms exst to thoughtfully plan audits by including Tnput from operational risk and
i 3 \ .04 |compliance partners to minimize the impact of audit-related activities on business
535 information security IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Audit Activities P8 erations. © i °
oo o ooy Commme & Mechanisms exist to provide a security, compliance and resiience controls oversight
ompliance with polices, i ecurity, Compliance [function that reports to the organization’s executive leadership.
53 et andatasfor | [For specifc requirement dtalls buy o censed copy of e Focal | ycional | ntersectsvith | resiénce Conoe | cpLo2 s
e e ocument at: hitps://www.iso.org/standard/ mi bl
- o Mechanisms exist to regularly review processes and documented procedures to ensure
ompliance with policies, lconformity with the organization's security, compliance and/or resilience policies,
IFor specific requirement details, buy a licensed copy of the Focal Security, Compliance & y g ty, compl P
536 s and st for o 73/ Sondara/ 75655 i Funcional | ntersectswitn | RECEY RUPIIECS | cPLo3. |Sandaras and other sppicable recuiremerts. s
oo oo Fmetion Review Of Mechanisms exist to regularly review Technology Assets, Applications and/or Services
ompliance with policies, unctional Review (TAAS) for adherence to the organization's security, compliance and/or resilience policies
53 e and siandatssfor - [F0 Specic requiement detal, buy  censed copy of the ocal | puncional | InersectsWith | Secorty: complince & | coL03.2 [T ior 29" s
information security P 9 Resilience Controls
oo - rersonal Data (701 Control [Mechanisms exist to conduct testing, training and monitoring activities for Personal Data
ompliance with policies, |- ersonal Data (PD) Control (PD) controls
or specific requirement details, buy a licensed copy of the Focal 3
536 rules and standards for Functional Intersects With Testing, Training & PRI-08 5
bbb ocument at: https://www.iso.org/standard/75652.html o
[Mechanisms exist to facilitate the implementation of security, compliance and resilience
53 Documented operating For secifcrequiremert details, buy  lcensed copy o the Focal | pyctonal subset of Security, Compliance & | cou o1 [governance controle v ¥ compl "
g lprocedure: ocument at: https://www.iso.org/standard/75652.htmi Resilience Program (SCRP)
o o IMechanisms exst to establish, maintain and disseminate polices, standards and
ublishing Security, dures necessary for secure, compliant and resilient capabilities.
Documented operating For specifcrequiremert details, buy a lcensed copy of the Focal jproce vy . compl P
537 Functional Intersects With | Compliance & Resilience | GOV-02 5
lprocedure: ocument at: hitps://www.iso.org/standard/75652.htmi pllance & Resilk
oriogte Review & Undat Mechanisms exist to review the Security, Compiiance & Resiience Program (SCRP),
Documented operating  For specific requirement details, buy a licensed copy of the Focal eriodic Review & Update including policies, standards and procedures, at planned intervals or If significant
537 rocedures T I acument at: mtpelve 50.0rg/standard/75652 himi Functional Intersects With | of security, Compliance & | GOV-03.|changes aceur to ensure their continuing suifabilty, adequacy and effectiveness. 5
esilience Program
o T " " ©detae, by 2 Teemses cony of the Foeat Mechanisms exist to faciitate the implementafion of operational security controls.
ocumented operating  [For specific requirement details, buy a licensed copy of the Focai . . ’ y
37 lprocedures IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Subset Of Operations Security 0ps-01 0
Mechanisms exist to identify and document Standardized Operating Procedures (SOP), o
537 Documented operating For secifcrequirement details, buy 3 lcensed copy o the Focal | pynconal Equal Standardized ORerating | gps, o1 1 [similr documentation, t enable the proper execttion of day-to-day | ssigned tasks "
lprocedure: ocument at: hitps:/www.iso.org/standard/75652.htmi Procedures (SOP)
Mechanisms exst to define supporting business processes and Implement appropriate
lgovernance and service management to ensure appropriate planning, delivery and
 of the organization's technology capabilities supporting business functions,
IDocumented operating [For specific requirement details, buy a licensed copy of the Focal Service Delivery g jsupport
537 Pocente e o s Functional Intersects With | g o ~eTYice OSIVeY oty | OPS-03  |workiorce, andfor customers based on industry-recognized standards to achieve the 5
specific goals of the process area.
i For specific requirement details, buy a licensed copy of the Focal . .
60 lPeople controls. I o A kA Functional No Relationship NA NA NA 0 INo applicable SCF control
. " ©Getae, buy  lcensed cony of the Foca! [Mechanisms exist to manage personnel security risk by screening individuals prior to
or specific requirement details, buy a licensed copy of the Focai R s
61 Screening e e e A Functional Intersects With Personnel Screening | HRS-04 9 5
ror pecinc requirement detals, by a fcensed copy of the Foca rotes with Speca Mechanisms exist to ensure that individuals accessing a system that stores, transmits or
i d . i Y rocesses information requiring special protection satisfy organization-defined personnel
o1 Screening IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Protection Measures | HRS-04:1 [B0CeeEes e auiring specialp v org P 5
I oot ot " ©aetae, by 2 Teemees cony of the Forat Mechanisms exist to require all employees and contractors to apply Cybersecurity and
‘erms and conditions of or specific requirement details, buy a licensed copy of the Focal - \data protection principles in their daily work to enable secure, compliant and resilient
62 lemployment IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | - Terms of Employment | HRS-05 1028 tes, Y i s
Frerms and conditions o [For specihe requirement detals, buy a censed copy of the Focal Mechanisms exist to define acceptable and unacceptable rules of behavior for the use of
i 3 i Y includin for behavior.
62 lemployment IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With Rules of Behavior | HRS-05.1 9 5
- ot ot " ©setae, by 2 Teemses comy of the Foeat ol e & S0t Mechanisms exist to define rules of behavior that contain explict restrictions on the Use
erms and conditions of - For specific requirement details, buy a licensed copy of the Foca i i ocial Media & Socia 05,2 [of social media and networking sites, posting information on commercial websites and
62 IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With | etworking Restrictions | HR&05-2 18 280t o ot nformation. posting s
Frerms and conditions of [For specihe requirement detals, buy a censed copy of the Focal Chanisms exist to establish usage restrictions and implementation guidance for
it ific requi ils, buy a li y . izational technologies based on the potential to cause damage to Technoloy
62 Functional Intersects With  [Technology Use Restrictions| HRS-05.3 [organizational g 3 g a9y 5
lemployment [Document at: hitps://www.iso.org/standard/75652.htm! |Assets, Applications and/or Services (TAAS), if used maliciously.
- ot ot " ©detae, by 2 Heomses cony of the Foea Mechanisms exist to manage business risks associated with permitting mobile device
‘erms and conditions of  [For specific requirement details, buy a licensed copy of the Foca . ' " 055 oot to orgemizational Tesourees
62 lemployment IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With | Use of Mobile Devices | HRS-05.5 9 s
information security Security, Compliance & Mechanisms exist to facilitate the implementation of security worklorce development
IFor specific requirement details, buy a licensed copy of the Focal .
63 lawareness, education and |£0" SPecific requirement detalls, buy 2 licensed copy of Functional Subset Of Re: SAT-01 [and awareness controls, 10
training " 9
information security Security, Compliance & [Mechanisms exst to provide all employees and contractors appropriate security,
6.3 lawareness, education and |-0r SPecific requirement details, buy a licensed copy of the Focal Functional Intersects With Resilience Awareness SAT-02 [compliance and resilience awareness education and training that is relevant for their job 5
e IDocument at: hitps://www.iso.org/standard/75652.htm S lfonction
Mechanisms exist to provide role-based security, compliance and resiience-related
IInformation security Role-Based Security, ining
FFor specific requirement details, buy a licensed copy of the Focal (1) Before authorizing access to the system or performing assigned duties
63 lawareness, education and Functional Intersects With | Compliance & Resilience | SAT-03 : 5
leraining v [Document at: https://www.iso.org/standard/75652.html ul Pl raining (2) When required by system changes; and
(3) Annually thereatter.
" " ©dete, by 2 Heemses cony of the For [Mechanisms exist to sanction personnel fafing to comply With established Security
i or specific requirement details, buy a licensed copy of the Focal . ; 07 |policion, standards and procedures
64 Disciplinary process s A e A L Functional Intersects With Personnel Sanctions | HRS-07 [P 2 5
ror specific requirement detalls, buy o lcensed copy of the Focal Mechanisms existto conduct employee misconduct nvestigations when there s
ific requi ils, buy a li y i 07.1 |reasonable assurance that a policy has been violated
64 IDisciplinary process e e o Functional Intersects With | Workplace Investigations | HRS-07.1 policy 5
[Responsibilities after Mechanisms exist to adjust logical and physical access authorizations to Technology
6.5 ltermination or change of | FO" SPecific requirement details, buy a licensed copy of the Focal Functional Intersects With Personnel Transfer HRS-08 [Assets, Applications and/or Services (TAAS) and facilities upon personnel reassignment 5
IDocument at: hitps://www.iso.org/standard/75652.htm or transfer, in a timely manner
[Responsibilities after Mechanisms exist to govern the termination of individual employment
IFor specific requirement details, buy a licensed copy of the Focal
65 fermination orchange of I e .09/t 5652 nm Functional Intersects With | Personnel Termination | HRS-09 5
[Responsibilities after Mechanisms exst to govern former employee behavior by formally notifying terminated
For specific requirement details, buy a licensed copy of the Focal Post-Employment s of :
. hange of " 09.3 |individuals of their applicable, legally binding post-employment requirements for the
65 ermination or change of |0 men at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | pequirements Notification | HRS:093 |t CLo o conciterrequiated gata. " ’ i >
Confidentialt . " ot b o e cop o e Mechanisms exist to require Non Disclosure Agreements (NDAS) or similar confidentiality
onfidentiality or non- or specific requirement details, buy a licensed copy of the Focal c " ' hat reflect the needs to protect data and operational details, or both
66 disclosure agreements  [Document at: httpsi//www.iso.org/standard/75652.htmi Functional Intersects With HRS-06. 1 o loyees and third-parties. o " °
Wechiriams exitto requre cortiactyal equirements or appIcable secury,compance
Confidentialty or non- |For specifcrequirement details, buy alcensed copy of the Focal Third-Party Contract land resilience requirements with third-parties, reflecting the organization s
6.6 ldisclosure agreements  [Document at: https://www.iso.org/standard/75652.htmi| Functional Intersects With equirements TPM05. [3TGtect s Technology Assets, ADlcations, Sémices and/or Dat (TAASD). 5
" " ot b o e cop o e Mechanisms exist to Gefine, control and review organization-approved, secure remote
or specific requirement details, buy a licensed copy of the Focat e | e
67 [Remote working e e A e A Functional Intersects With Remote Access NET-14 5
Xist to define secure practices and govern remote access
For specifc requirement detail, buy a licensed copy of the Focal ; [Work From Anywhere (WFA) o Technalogy Assets, Applications, Services andar Data (TAASD) for remate workers.
o7 [Remote working IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With " elecommuting Security | NET-14:5 .l PP ¢ 5
Security, Compliance & Mechanisms exist to provide a security, compliance and resiience controls oversight
Iinformation security event [For specific requirement details, buy a licensed copy of the Focal 02 [funciion it reports b the organzations exacutive leadership
68 reporting IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With s ool P02 P o s
Mechanisms exist to cover.
1) Preparation;
2) Automated event detection or manual ncident report ntake;
Iinformation security event _[For specific requirement details, buy a licensed copy of the Focal 3) Analysi
o8 reporting ocument at: https://www.iso.org/standard/75652.html Functional Intersects With Incident Handling RO-02 (G} Contlmment; s
5) Eradication; and
6) Recovery.
[Mechanisms exist to timely-report ncidents to applicable:
Information security event |For specific requirement details, buy a licensed copy of the Focal Incident Stakeholder (1) Internal stakeholders:
68 Ireporting IDocument at: https://www. iso.org/standard/75652. html Functional Intersects With Reporting IRO-10  |(9) Affected clients & third-parties; and 5
(3) Regulatory authorities.
- o evert | . ©Getae, buy  lconsed cony of the Foca! [Automated mechanisms exist to centrally collect, review and analyze audit records from
information security event  [For specific requirement details, buy a licensed copy of the Focal N avtibsive
68 o e e A e A2 Functional Intersects With | Central Review & Analysis | MON-02.2 [mutip 5
[Mechanisms exst to provide an event log report generation capabiity to aid In detecting
Information security event |For specific requirement details, buy  licensed copy of the Focal land assessing anomalous activities.
68 g, o e e Functional Intersects With Monitoring Reporting |  MON-06 9 5
IFor specific requirement details, buy a licensed copy of the Focal
70 Physical controls s A e AL Functional No Relationship NA NA NA 0 INo applicable SCF control
[Mechanisms exist to facilitate the operation of physical and environmental protection
For spectc requirement deals, buy o ensed copy o the Focal Physical & Environmental Controle
71 [Physical security perimetersin e ment at: hitps:/www.iso.org/standard/75652.htmi Functional Subset Of Protectior PES-01 10
" ” ©detae, by 2 Heonses cony of the Foe PR [Physical access control mechanisms exist to maintain a current Iist of personnel with
i i or specific requirement details, buy a licensed copy of the Focal i i ysical Access .02 [uthorized access to organizational facilities (except for those areas within the facilt
71 Physical security perimeters|ngement at: https://www.iso.org/standard/75652.htm Functional Intersects With ‘Authorizations PES 02 tially designated at publicly accessbie). i i °
[Physical access control mechanisms exist o enforce physical access authorizations for
FFor specific requirement details, buy a licensed copy of the Focal all physical access points (including designated entry/exit points) to facilites (excluding
71 enysica scurty permeterslF Becltc requrement detal, buy o icensed opy of Functional Intersects With | Physical Access Control |  PES-03 [ srcasaeas POt including esignated entry/exipoints) to facit 5
" " ©detae, by 2 Heemses cony of the Foe — or [Physical access control mechanisms exist to limit and monitor physical access through
] . or specific requirement details, buy a licensed copy of the Focal . ' ontrolled Ingress & Egress| pe 031 lcontrolled inaress and eqross pome.
71 Physical security perimetersi T P eC e e et by e ot Functional Intersects With Ingres PES-03.1 g gress pr 5
[Mechanisms exist to 1dentify systems, equipment and respective operating environments|
} . IFor specific requirement details, buy a licensed copy of the Focal . i |Phsical Securiy of Offce, | peg g 1o redireimitd prysicl access o that sppropriatephysicl access conros are
= [Physical security perimetersinoc ment at: htps://www.iso.org/standard/75652.htmi Functional Intersects With s & Facilities PES-04.Idesigned and implemented for offices, rooms and faciliies. s
" . T detae, by 2 Heemses cony of the Foe Mechanisms exist to authorize, control and track technology assets entering and exiting
or specific requirement details, buy a licensed copy of the Focal . ; " ; aciitios
7.10 Storage media s A e A L Functional Intersects With Removal of Assets AST-11 5
ror specific requirement detals, buy o lcensed copy of the Focal Mechanisms exist to restrict the possession and/or Use of personally-owned Technology
ific requi s, buy a li y “12 |Assets, Applications and/or Services (TAAS) within organization-controlled faciltes.
710 storage media For specifc ecurement details buy a censed cony of Functional Intersects With | Use of Personal Devices | AST-12 PP TAAS) 9 s
" " ©detae, by 2 Heenses cony of the Foem exist to Tacilitate the oF data protection controls.
or specific requirement details, buy a licensed copy of the Focal . y
7.10 storage media S R e A b Functional Subset Of Data Protection DCH-01 10
. . ©Getare, buy a censed cony of the Focal Mechanisms exist to control and restrict access to digital and non-digital media to
7.10 Storage media or specific requirement details, buy a licensed copy of the Focal | ¢nctional Intersects With Media Access DCH-03  [authorized individuals. 5
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[Mechanisms exist t
(1) Physically control and securely store digital and non-digital media within controlled
lareas using organization-defined security measures; an

storage media ocament sk e uwwt socrgstandara 1565 | Functonal | itersecs it M St | DO e rm i the el ae desoyd or saniized using approved i
lequipment, techniques and procedures.
110 o For specific requirement details, buy a licensed copy 0’ the Focal Me(thdamsfms e:(\sll‘ l; protect and control m%l(al andtnun—dvm(a\ media during transport
g ge media ocument at: https://www. iso.org/standard/75652.htm Functional Intersects With Media Transportation DCH-07 [outside of controlled areas using appropriate security measures. 5
CrPTogTaEI e e 1 proteet he confentaly and gy o7
7.10 Istorage media Ezr(Zly)ﬂﬂ;ﬁtﬂf[ﬂmgﬂﬁmlxe‘;z\I:r;:‘ya:y;reﬂrﬁes\issphy‘;" the Focal Functional Intersects With EntwplmgMD:dt‘aa‘" Storage | iy 97,5 [information stored on digital media during transport outside of controlled areas. 5
10 o IFor specific requirement details, buy a licensed copy of the Focal :detha‘msmssx\st to securely dispose of media when it is no longer required, using
5 ge media IDocument at: hitps.fiwww iso.org/standard/75652 htmi Functional Intersects With Physical Media Disposal DCH-08 |formal procedures. 5
710 storage media For specific requirement detals buy a icensed comy of the Focal | unciional Intersects With Media Use DCH-10. [components. 5
IFor specific requirement details, buy a licensed copy of the Focal IMechanisms exist to restrict the use and distribution of sensitive/regulated data.
710 sorage media Forspeciic equrement detals, buy  lcersed con o Functonal | intersecswitn | UmiationsonUse | ocH10.1 s
” — TN e ST o e A e S A W G aneig 10
8 ige media IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Removable Media Security | DCH-12 |acceptable usage parameters. 5
[Facility security mechanisms exist to protect power equipment and power cabling for the,
T Supportinguites ([0 SPeCH equrement detals buy o censed copy ofthe POl | uncyonat | ntersectsWith | Supporting Usiies | PES07[system fom damage and destrcton s
IFor specific requirement details, buy a licensed copy of the Focal Facility secunty ‘mechanisms exist to utilize automatic voltage controls for critical system
711 Supporting utilities IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Automatic Voltage Controls| PES-07.1 [component: 5
[Facility security mechanisms exist to shut off power in emergency situations by:
(1) Placing emergency shutoff switches or devices in close proximity to systems or
1 lSupporting utilties Ez;r(Zene;‘flcarlsﬂ‘;:l\:;nﬁev:we;\|:r;:tyaié\;redn/s7esas;;phy‘;v‘ the Focal Functional Intersects With Emergency Shutoff pES-07.2 |(2) Protecting emergency power shutoff capability from unauthorized activation, 5
[Facility security mechanisms exist to supply alternate power, capable of maintaining
711 Isupporting utilties EircZ;’a“e;‘f;carksﬁf‘\;esrr/‘/ev:we‘g|gr;:‘ya:;\;reﬂn/s7e5%§gphy‘:‘1‘ the Focal Functional Intersects With Emergency Power PES-07.3 pm;wzas\:’yﬁgu.rea operational capability, in the event of an extended loss of the primary| 5
o cupporting tities For specifc requirement detals, buy a licensed copy of the Focal | poro | o] 07,4 [t Bhinstes I The buent of & Bower S0LaGs or BrUpton and Shak covers emerancy”
- [Document at: https://www.iso.org/standard/75652.html rgency Lighting P07 o ovacuniion soutes within the. ,B(‘ﬁw P geney s
oy securty mechanTems e¥ o potect power EqUpment and power cablig Tor e
712 Cabling security e e e aeeacs o M P! | runctional Intersects With | Supporting Utiities | PES-07 [system from damage and destruction. 5
2 cabing securty Forsocitc equroment detls, buy o Icensod copy of 10 F0al | ycromal | merscts it | EUBTSIESHNO G | peg 1y o oo ot o Sy o e romen pasrds ond o S s
¢ cumant 2 T o oo dSra 5655 i [minimize potentl damage fom physic
712 [cabling security E‘;’( Zl:neet;‘fltarlsﬂ‘ﬂgesrn,/ev;v;( xe‘;ﬂ:f;:tyai:;reéﬁes% ;;phy”n“" the Focal Functional Intersects With T’E"S'"S‘Zi‘uar"‘[;"‘emu'“ PES-12.1 ;ngg data or supporting information services from interception, interference or 5
1 B For specfc requirement deais, buy a censed copy o the Focal L et ot S e yocedures to fallate the
quipment maintenance | SR e iwwiw 0.0rg/standard/75652 htmi Functional Subset Of Maintenance Operations | MNT-01 plementation of maintenance controls across the enterprise. 10
- - N T T CoVE conToea e TS o R e
s auipment maintenance |0 e e arg standard 73655 el Functional Intersects With | Controlled Maintenance | MNT-02 [of the Technology Asset, Application and/or Service (TAAS), 5
[Mechanisms exist to obtain maintenance support and/or spare parts for Technology
713 Equipment maintenance |00 SR e tea e et b o drarsassaal e O Functional mersectswith | Timely Maitenance | MNT-03{Assts Appkcations aniorSenices (TAAS) ithn a deined Recovery Time Objective 5
sccure disposal o re-vse o For specifc requiement detal,buy o censed copy of e Focal | ror | oo e e dspoce o ey e Yo orponen g |
lequipment [Document at: https://www.iso.org/standard/75652.html iom lfrom these components.
[Physical access control mechanisms exist to limit and monitor physical access through
72 Physical entry ;;;;D;:;;a;sgg;;"mwdﬁ;;"g;;;(a:;‘;fﬁgggg% ofthe Focal | eunctional Intersects with | CONTOlled Ingress & Eqress| peg 3.1 |controlled ingress and egress points. 5
2 o, IFor specific requirement details, buy a licensed copy of the Focal :’hhySlcahl acctess”cgnlra\ mechzmsms generate a log entry for each access attempt
. ysical entry [Document at: https://www.iso.org/standard/75652.html Functional Intersects With Physical Access Logs PES-03.3 rough controlled ingress and egress points. 5
72 Physical entry e e e aeeacs o P! | Functional Intersects With | Working in Secure Areas | PES-04.1 [areas 5
IPhysical access control mechanisms exist to identify, authorize and monitor visitors
72 Physical entry e et detals ouy 2 censed comy ofthe Focal | unctional Intersects With Visitor Control P05 pefore alowing acces o th facilty othr than reas designted a5 publicly s
72 lPhysical entry FDLZ;( Z'y)ne;.ﬁfa[sﬂﬂfsm;m xe;w:.r ;/:{; Q‘;fa"fvgs% ;;phy‘;" the Focal Functional Intersects With Delivery & Removal PES.10 [such as delivery and loading areas and other points to avoid unauthorized access. 5
IMechanisms exist to identify systems, equipment and respective operating environments|
7 e o Moo masrsessmim "¢ | roncvonal | merseciswin PSR peson T eRes o ooms ns e s
73 [pecuring offices, rooms and For specific requirement detals, buy @ icensed Comy Ofthe FOcal | punctional | Intersects With | Working I Secure Areas | PES-04.1 [arcas. s
s Securng ffces. ooms an o e regurement detls, by a lcensed copy of 0 Foce | pyncioma | ersecswitn | EUBMSNSUNG S | peg 3 [ peantr domaos o sy s i onenen o ond o RS s
cumant o T o oG oondSra 5653 [minmze potentl damage fom prysic
74 Physica security moitoring|For SPeCI requirement detals buy o lcensed copy of the Focal | pyncional Intersects With | Physical Access Control | PES-03 | o mecas wittin oo oy ot oot a2 rbEre) b0 arajties (excluding s
IPhysical access control mechanisms exist to monitor for, detect and respond to physical
74 Physicalsecurity monitoring o1 SPeCiic requrement detalls buy o censed comyof e Focal | runctional Intersects With | Monitoring Physical Access | PES-05 ~[security incidents. 5
74 st secunty morng e st | fonctonal | mesecswin | o DAL | pesos1 funsiance sqipmen 5
[Facility security mechanisms exist to monitor physical access to critical systems or
74 IPhysical security monitoring| FDZr‘ Z?nee(;\f;(arle?w‘[]l‘;i"/‘/v\n‘l xﬁéi"z; gb/:(ya: é\:f;ﬁi% ;;nhy!;v‘ the Focal Functional Intersects With MomTt:rc'r;‘%;’:‘vss‘;s‘e;cS(ess PES-05.2 [sensitive/regulated data, in addition to the physical access monitoring of the facility. 5
s rrotecting againt physical [Fo specifc requirement details, buy a censed copy of the Focal | o1 ool cubsetor | PhYSical & Envronmental | pg o1 |raenapees et 1o faciiate the operation of physical and enviranmental protection o
land environmental threats [Document at: https://www.iso.org/standard/75652.html Protections.
[Mechanisms exist to identify systems, equipment and respective operating environments|
s IProtecting against physical [For specific requirement details, buy a licensed copy of the Focal Functional ntersects witn |PhYsical Securiy of Offices, | peg o, [tnat reduire mited physical access so that appropriate physical access controls are s
land environmental threats [Document at: https://www.iso.org/standard/75652.htm| ooms & Facilities 9 P
s rrotecting against physical [Forspecifc equirement details, buy a censed copy of the Focal | rurcvonal | mtersecte iy | EQIPMENtSING& | pes 1 ;",Xj,'ﬁf;::;t‘g:g;‘ﬁ;?ﬁ:;mf;:‘;;;‘;"(‘;ﬁa;ﬁ;ﬁ‘j,’,?,;,"“Z;‘g?eh";;?d‘;”;"n;h;';ﬁ‘n",fx;‘; s
land environmental threats [Document at: https://www.iso.org/standard/75652.html Protection lthe opportunity for unauthorized a
[Mechanisms exist to facilitate the implementation of strategic, operational and tactical
75 o erammenia treats [Document . Mips T sorgStondaraIT5sSEmm || Functional SubsetOf | Risk Management Program | Rsk-01 1ok management conras w0
IMechanisms exist to conduct recurring assessments of risk that includes the likelihood
7 P e ey ooy "€ 2! | Functional | ntersects with | sk Assessment | RSK:04.|noaicstonor destructan o he aroansatons Technelogy Acer, Appcauons, s
|Services and/or Data (TAASD).
[Physical security mechanisms exist to allow only authorized personnel access to secure
76 Working in secure areas [T sPeciic reaurement dotalle buy o lcensed comy i e <3l | runctional Equal Working in Secure Areas | PES-04.1 [areas. 10
- o seot g i screen [For specitc requrement detas, buy o eensed capyof e Focal | por o | T nded EndUser | poron oot SO IDIETEnt enhanced protection mezsures for ratiendea s
. IDocument at: https://www.iso.org/standard/75652.html Equipment
[Mechanisms exist to facilitate the implementation of Endpoint Device Management
7 //// teroclroncionat | swseror | SNBSS, | enoon () convor. 10
IMechanisms exist to \denm‘/ systems, equ-pmem and respective operating envlmnmenls
" Clar sk and e sreen e s i asstsam | Functonal | imersecswin PPV S OB pes o0 G memente o . oo ano oS s
s equipment siting and |For specifc requirement detals, buy a licensed copy of the Focal | rurcrionat B Eaupmert iing & _ [Physical security mechanisms exist o locate system components within the facilty fo
lprotection IDocument at: https://www.iso.org/standard/75652.html qual otection P12 opportunity for unauthorized access. 10
[Mechanisms exist to facilitate an IT Asse\ Management (ITAM) program to implement and|
o e raonassasosam | fnctonsl | Swsetor | AserGovemance | AST01 [monege sset managemert coni it
79 e Ol e e e aeaeacs oy 72! | Functional Intersects With | Security of Assets & Media | AST-05 _[any kind of sensitive/regulated media 5
Sy rssstot gy specnc et ol by e o o 0S| uncionar | s win | SIS ENUSET | agp o sts otk S e o e e :
7 L A e s gt " | ronctonal | mesecswin | PRI | asrioo. fofCompromise(oc) s
e security o assets off- |For specifc requirement detals, buy a lcensed copy ofthe Focal | purcional | ierscctowin | Lodical Tampering | pcras ;“:;,E;";;,mj;;‘f;;;g;igS;Eﬁgi;”;:gg;y:g;ﬂg:;;f:g,";‘:g,g“ﬁ“r Applications B
mises. [Document at: https://www.iso.org/standard/75652.html Protection (1) Logical assessments evaluate the integrity of critical components (e.g., configuration
v [mmotesesat et epurenentsmats by o e com et ol | punctora | st ["SATSTAIISS MEA e 15 8 Tecnoy e Apcsion Seniess oo (1) o e o |
80 Irechnological controls [Fer <Pecific equirement detals buy 2 lcensed <SR of e Fo<al | punctional No Relationship NA NA NA o No applicable SCF control
- oo o specitc requirement deta, buya censed cop of the Focl Unottended EnUSEr | poron Iconenior XL O TpIement enhanced protection mezsures forunatiended
B point devices [Document at: https://www.iso.org/standard/75652.html Functional Intersects With AST-06 Yy pr 0 pering 5
[Mechanisms exist to appropriately protect devices that capture sensitive/regulated data
81 User endpoint devices [T Specifc reaurement deralls, buy o lcensed comron e <=l | runctional Intersects with [€/05kS & Point of nteraction| .. |va dirct physica interaction from tampering and substitution s
o1 cer end For specific requirement details, buy a licensed copy ol the Focal :\dech[animf ex(\s\ to rez;nc\slhe possession and/or use of personally-owned Technology
. point devices [ e o o0 org/stondarar 12655 b Functional Intersects With | Use of Personal Devices | AST-12 [Assets, Applications and/or Services (TAAS) within organization-controlled facilite 5
o erencpant devices gt | fonctonal | suseror | SRR, | e (0N cotrol o
01 ser endpoint devices FD?;(i’:ne:;\ffaf[em;i";ﬁ:‘mﬁg'erg"/:{a:d“:f;;?’sgﬂh{;" the Focal Functional tersects With Endpmg;:&fgmon D07 Ld:;;:lr;'\[szveswegs\ to protect the confidentiality, integrity, availability and safety of s
8.1 User endpoint devices [For specific requirement details, buy a licensed copy of the Focal Functional Intersects With Account Lockout IAC-22  [during an ime period and locks the account when the| 5

[Document at: https://www.iso.org/standard/75652.html
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[Mechanisms exist to implement and ‘govern Mobile nev-ce Management (MDM) controls.

B e [ s by et oo rol |y | sor (e o uonor o
IMechanisms exist to enforce access control requirements for the connection of mobile
81 (User endpoint devices E%;Z?nee(;.ﬁ(arzeﬂﬂ;Es"/‘/?v:xegI:r;:rya:ah;re;/?sda;phyz:!\ the Focal Functional Intersects with | ACCess Control ForMoble. | ypyyg, |devices to organizational Technology Assets, Applications andjor Services (TAAS), 5
. IFor specific requirement details, buy a licensed copy of the Focal IMechanisms exist to remotely purge selected information from mobile devices.
.1 [User endpoint devices IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With Remote Purging MDM-05 5
[Mechanisms exist to restrict and control privileged access rights for Users and
o2 brieged ccess s [0 SPeCnC roaurement et buy o censed copy o theFoca | puncional | ersectswin | frvlesedAceount | uc1q [Teioqy s, Appicotons el Sontces (TS s
” - for et eqremnt s by e copy i o PrvtesedAccot e e ey S ieged ot g oG T o e v
. ged access fights |0 e e o et andara 2655 i Functional Intersects With eged Acco IAC-16.1 |elevated privileges is authorized by the appropriate level of organizational managemen 5
Riecharsms exar o peraicaly Teview The prTeges as5gned 1 s i Somice
8.2 Privileged access rights E‘;’(Z‘jﬂjﬁ;ﬂ;ﬂm;’vm xe‘;";;:{a:;‘;fﬂﬂ/;zzsphv‘;" the Focal Functional Intersects with | Periodic §ﬁ:‘§;;:§ Account | acq7 :;(vu”uezzlz \S/an\led(aelses ;»:ye need for such privileges and reassign or remove unnecessary 5
IFor specific requirement detalls, buy a licensed copy of the Focal Management Approval For IMechanisms exist to reslrl(( lhe assignment of privileged accounts to management-
82 [Privileged access rights |5 iment at: https://www.iso.org/standard/75652.html Functional Lt Privileged Accounts 1AC-21.3. (approved personnel and/or 5
o3 lInformation access For specifc requirement details, buy a licensed copy of the Focal | o Subset Of Configuration Management | .. o exist to facilitate the of controls. 0
|restriction IDocument at: https://www.iso.org/standard/75652.htm|
T lommer oo rmmrenen st ooy atemeteomret e | oo | oo | e voie | coe [P e ey domert e s e oo o |
restriction IDocument at: https://www.iso.org/standard/75652.html Configurations laccepted system hardening standards.
- tormatonsecessar st et et by ¢ oozt ooy o2 01| roremmn | emeeece s | seent oo Fichariams o confou ystme o povile oy cserelcapabiTis
g restriction IDocument at: https://www.iso.org/standard/75652.html & Yy CFG-03 specifically prohibiting or restricting the use of ports, protocols, and/or services. 5
03 Information access For specifc requirement dtals buy  censed copy of e Focal | ona) Itersects with | Role-Based Access Control | 1y oo [neelomime e s b (LANSD! tepesnt et o I o3 Aesets: 5
restrictio IDocument at: httpe:/jwww iso.org/standard/75652. html (RBAC) <pecific roles with legitimate business needs
vs | Iremmmecms [orspetc sasroment st by o eorms comrarne ot | ronaon | s | ot rooe ecrrins o s uille e concapt o et o, ol o subrd s
g restriction IDocument at: https://www.iso.org/standard/75652.html ge 1421 o processes necessary to sccompiish assigner tasks n accordence with organizetional 5
[Mechanisms exist to implement and govern Access Control Lists (ACLS) to provide data
T el e Bl e R T ;
s Inccess to source code ;DDDV(il:::m(;f:\:[‘;e;‘;ﬁ:‘;xe‘?o‘|:,rgb/:tya:d‘:r€dﬂ/5755(éggﬂhyuﬂw" the Focal Functional caual Access to zgg;am Source Ton20 IMechanisms exist to limit privileges to change software resident within software libraries. o
os secure suthentication_|FOT SPSCHC requirement detais buy a lcensed copy ofthe Focal| o o || secureBaseine | (e, (Technology Acsets. Applications sndlor Services (TARS) nat ra consirent win st | 5
IDocument at: https://www.iso.org/standard/75652.htm Configurations accepted aystem hardening standards
IMechanisms exist to facilitate the implementation of Endpoint Device Management
5 oot [t oo g by otcmsmomorveront| pnion | smaor | Somons | cwa (G -
ST o ey VAT o e o
o Secure authntication ([0 SPeCHC equiement detalls buy o censed copy ofthe Fol | uncronat | ntersectswitn | EPOPSIPIECtion | ey fenapont devies s
IMechanisms exist to establish a trusted communications path between the user and the
o Secue athenticaton [0 SpeCnC requrement et buy o censed copy of 10 Foca | punconal | ntersect i Tusidrath | END.09 oy fonctone o the peretng e s
" OSSR ooy S ol R R R s T T2 e o etons s bewaes e ey 31 e
- i IDocument at: https://www.iso.org/standard/75652.html & 9-0n Procedures | SEA-17 - |security functions of the system. 5
[Mechanisms exist to facilitate the implementation of capacity management controls to
b o [ oy 10| s | s | SPLTITs | cron P e e e o | 1
» - TS ——— Wechants 551 o o copey poming ot ey opoty
. pacity management [0 R e e giatancoral 15655 e Functional Intersects With Capacity Planning CAP-03.|information processin, elecommunicaions and environmental suppart will xist during 5
[Mechanisms exist to utiize antimalware technologies to detect and eradicate malicious,
o7 protectonagans malware [0 SPECTc roaurement detalls buy o censed copy of theFoca | punciono | ncrsecs i | Melious Code rotecton | gy, oo s
5 e st
o7 prtecion agains: maware [ e equrement detols buy o censed copy of e Foce | punciona | merectswin | Askomatic Artimavore | g, fdommions. Ssttoupdste nelung soratire s
T me S ooy e S conao o T S A
s |memmeroriemia et s e, by oot | | s | perosc Ren | 3.1 sy s o s o, . e o e ;
- hmagement ot echical[rarsoecte equrement deta, buy 2 lcensedcamyof et | po |y | Seauny Complances | [Hechaneme XSt o provide s secuy. comnce ad e convasoversant :
: eSSt e oo s crgtondssa 5655 e hence Con
Riecharars St s reguy Feuem Technalooy Asets ApaTeatons ralor Senvices
o8 anagement of tecnicl[For specic requirsment detal, buy acensed copy of e Focal | ynona Itersects With ;Egi.“{i:éi%ﬁ%gg CrLa3.2 [TARS) o cnrence o the orgamization's secarty. compliancs andjor retence porcies s
8 anagementoftechnicl|forspeciic equrement dtais, buy  icensed copy of the Focal | i) Intersects i | Vnerabities Related To | g 10,3 echanins exet o report yater vnerablts sssocted wih eported cypersecurty S
v oregement of il o spectc equremen ety e copy o e Focl| o | 1o e Dt o) G | ST o s onduc g, G v o e o Pl oo
vulnerabilities IDocument at: https://www.iso.org/standard/75652.htm| Mor‘ﬂ(mrmg
s banageent ot tecicl o spctcequrement dtal, by o e cooy 1 ool | beetor vau’\\r;era:!a:rsga:;nm veron |Pechanfm existfo facitate the Implementaton and mantarng o vunerabiy o
- mageroen of el [or sl oot et by o oot 70y 001 | roreonn | snmreecte s | moac oo o Fecharims vt deine and mnoge e sape for s ok suace managemert
g \vulnerabilities IDocument at: https://www.iso.org/standard/75652.html pe | VPM-01.1 [activities. 5
[Mechanisms exist to ensure that vuinerabilities are properly identified, tracked and
s Management of technical |For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With VP02 e s
[vulnerabilities IDocument at: https://www.iso.org/standard/75652.htm| Process.
88 [Management of technical [For specific requirement details, buy a licensed copy olthe Focal Functional Intersects With Vinerabilty Ranin Melcharfms exist to wden:w!z‘and (asz-gn arisk rfnkwng m[new\‘y msgo‘\(ere(i secu(rl(y
: o speitcrequrement dtalls buy o censed copy o o | verios [rinembTes s reputane sota sooas o Seduty vty iormaton s
iecharars e s onductsoTuare pateng for o depoyed Techmology ASses
s |memmeroriemia et s e, by s ot | | s | e | o K i Senios (5. g 5
a8 IManagement of technical  [For specific requirement details, buy a licensed copy of the Focal | ¢y oo Intersects With | vuinerabili e I e L et oD tes and <o errors by routine
: IDocument at: https://www.iso.org/standard/75652.html y Scanning | VPM-06 5 Scaing of systems and pplcatons 5
Riecharams e o Tplemen ond ranage 3 Confguration Managament aoiase
29 [t o L B e dne by ettt | suor |G Qe tgemer oz 00 o ey, P oS S e o
o IFor specific requirement dela\ls, buy a licensed (pr G' the Focal Functional cubeet of Configuration Management creot IMechanisms exist to facilitate the implementation of configuration management controls. o
eyl
o - o specitc requirement dtas, buy o censed copy of e Focl assgnment o o [Hechartems Xt piement  sagragationof duies o confguratan managerert
- lguration management IDocument at: https://www.iso.org/standard/75652.htm| Functional Intersects With Responsibility cre-011 P P P 9P o o s
[Mechanisms exist to develop, document and maintain secure baseline configurations for
o . For specifc requirement dtals buy  censed copy ofthe Focal | onay Itersects With Secure Baseline Cre-02 [Technology Assets, Applications andlor Services (TAAS) that are consistent with industry- s
[Document at: Configurations laccepted system hardening standards.
iechanis ex o revew and Update BseTne Eanigurations:
o 8 For specinc equremen ool buy o coned <oy o oo ucionsy | ersoctsvitn | vios S tpaites | craana (e s
(3 As part of system componenl installations and upgrades.
[Mechanisms exist to configure systems o provide only essential capabilities by
o B For specifc equirement dtals buy o lcensed copy of the Focal | pyniony Itersects With Least Functionality | CFG-03 [specifically prohibiting or restrcting the use of ports, protocols, andior services s
s10 rformatin dltion 2156 rexurement el buy o Icensed copy of N Foca | puncona | trsects Wi | Destucion o Rebéeof | AST-09 randain dehned ehmaues ond methods s event iomaton b recoversd | s
Equipment Ifrom these components.
[Mechanisms exist to securely dispose of media when Tt is no longer required, using
510 tormation deleson [0 SpeCnc reaurement et buy o lcensed copy o theFoca | unciona | tersect Wit | PysiclMecia isposl | DCH08 [ormal pocedures. s
10 formation deletion _|FOT specific requirement detals, buy a lcensed copy ofthe Focal | pur ot | iersecto witn | 100 [commanaate with e Clasethcatin o entivy of the farmation prcr o disposal
. [Document at: https://www.iso.org/standard/75652.html et e S ation | D08 e out of organizational control o refeae fo reuse. i posel ®
[Mechanisms exist to supervise, frack, document and verify system media sanitization
B0 | nen [t e oy e ot o | ot | s |9 o0 S| o, LG o ;
IMechanisms exist to facilitate the sanitization of Personal Data (PD).
810 Itormation deleton f0SPeCNC roqurement detalls buy o censed copy o the oo | punciono | ncrsectswit | Sentatonof personal | oy g3 s
Riecharsres exF o e media 37 38 T 3ccodonee Wik applcae Sy
610 Iormationdeeton ([0 39eCHC equiement detals buy s censed copy of he Foal | uncronat | ntrsects Wit | Media & Data Retenton | DCr-15. [eguletory and convactua opiaens s
IMechanisms exist to securely dispose of, destroy or erase information.
510 Itormation deleton [0 SpeCnC roaurement et buy o censed comy of 00 Foca | punctonal | intersectsWith | nformation Disposal | DCH21 s
Fiecramms vt te
(1) Retain Personal Data (D), including metadata, fo an organization-defined time
Iperiod to fulfill the PUVPOSG(SI identified in the notice or as required by la\
s 1 st e, s sy e P, 2o e v
B o gt st by st on oo | o | SO0 | s B e metes o s ;
ldestruction of PD (including originals, copies and archived records).
[Mechanisms exist to apply data masking to sensitive/regulated information that 1s
on oeta mosking Forspcitc requrement et buy o censed copy of the Foca | funcional | ntrsects Wi | Maskig Dispayed Dato | DCH3.2 [1emared o red s
Removal, Masking, Mechanisms exist to remove, mask, encrypt, hash or replace direct identifiers in a
for e gl by kgt om0 Fo | et | v | SSDISRCr | oozas B :
Mechanisms exist to mask Gata through data
on oeta mosking Forspcinc requrement detlls buy o censed copy of the Foca | punciona | ntersets Wi DataMeskng | PRI05.3 ecion & s
o ;
o1 oot eakage prevention ([0 SPECHC requrement detals buy o Icersed cony of e Focl | uncyonar | ntersects win | ConMOwation Management | e, psttofaliste e o o
812 bata leakage prevention |01 SPecific requirement details, buy a licensed copy of the Focal | kincrional | Intersects With Secure Baseline o2 [Techmetooy Acsets, Applcimons snclor Sanices (TAAS) hat are consictont i Indutoy- s
IDocument at: https://www.iso.org/standard/75652.htm Configurations accepted aystem hardening standards
Configure Technology chanisms exist to configure Technology Assets, Applications and/or Services (TAAS)
o e o e [P S s, st 900 0| s | s | SRR S | crczs [ RO S RO ST e .
F e
[Mechanisms exist to configure systems to provide only essential Capabilities by
812 IData leakage prevention |FO" SPecific requirement details, buy a licensed copy of the Focal | ¢, ctignal Intersects With Least Functionality CFG-03 [specifically prohibiting or restricting the use of ports, protocols, andjor services. s

[Document at: https://www.iso.org/standard/75652.html

Secure Controls Framework (SCF)

8of11



Set Theory Relationship Mapping (STRM)

FDE Name

Document Element (FDE) Description

STRM
Rationale

1S0 27002:2022

SCF Control

Secure Controls Framework (SCF)
ontrol Descriptior

version 2026.1_x000a_03/27/2026

exist to facilitate [he

of data protection controls.

FFor specific requirement details, buy a licensed copy of the Focal .
812 Data leakage prevention |0 o Re e et amd 2655 pi Functional Intersects With Data Protection DCH-01 5
" . ©Getae, buy  lconsed cony of the Foca! [Mechanisms exist to ufilize the concept of Ieast privilege, allowing only authorized access|
or specific requirement details, buy a licensed copy of the Focal - lto processes necessary to accomplish assigned tasks in accordance with organizational
812 Data leakage prevention |00 oPeC i e e b o drarassa i Functional Intersects With Least Privilege 1AC21 o processes necessary p 9 g 5
[Mechanisms exist to develop, govern & update procedures to faciitate the
™" st leakage prevention [0 SPECE requrement detalsbuy o censed copy of e Focal | ncional | ntersects wien | NEWIOrK Secrity Conels | ver - implementation of Network Secuy Cantrol (N5C) s
ror pecine requirement deals, by  hansed copy of the Foca orevert Discovery of Mechanisms exist to prevent the public disclosure of internal network information.
812 [Data leakage prevention |0 ment at: htps://www.iso.org/standard/75652.htmi Functional Intersects With Internal Information | NET03:3 s
ro st equrement gt b o et cop o e Fce orevent [Automated mechanisms exist to prevent the unauthorized exfitration of
ific requi ils, buy a li v v g 2 across managed interfaces.
812 Data leakage prevention |0 P e e e e 2655 i Functional Intersects With it onauthe NET-03.5 9 5
Information Leakage Due [Facility security mechanisms exist to protect the system from information leakage due to|
o Data teakaoe prevention [Fo Specie requirement deais buy  icensed copy of e P03 | nconal | intersects With | To Eleciromaonelc Sonals| PES-13  [eleciomagnetic sgnals emanations s
Emanations
echanis ext o citate e mplementaton of sty ecorized securty.
[For specific requirement details, buy a licensed copy of the Focal Secure Engineerin [compliance and resilience practices in the specification, design, deve en!
812 IData leakage prevention |0 bt e e 50.07g/standard/ 15652 himi Functional Intersects With brincimles SEA-0L implemeniation and moifction o Technology Aset Aoolations anelor Services 5
Mechanisms exist to The
. ata teak tion [FOr SPeCIfcrequirement detais, buy 3 censed copy o the Focal | pyctonal tersects witn | Comiralized Management of| | mplementation of security. compliance and resilience controls and related Processes s
5 ata leakage prevention d unctional ntersects Wi ecurity, Compliance ¥
IDocument at: htps://www.iso.org/standard/75652.tml <urity. Compliance
Mechanisms exist to Create recurring backups of data, software and/or system images,
IFor specific requirement details, buy a licensed copy of the Focal s well as verify the integrity of these backups, to ensure the availability of the data to
813 Iinformation backup. IS A e A Functional Intersects With Data Backups BCD-11 |Satisfy Recovery Time Objectives (RTOs) and Recovery Point Objectives (RPOS). 5
Mechanisms exist to routinely test backups that verlfy the reliability of the backu
IFor specific requirement details, buy a licensed copy of the Focal Testing for Reliability & 125 th oy ane uelmtiy of he o Y "
813 Iinformation backup S A e A L Functional Intersects With o e BCD-11.1 [process, as well as the integrity and availability of the data, 5
ro st equrement gl b o et copy o e Foca Separate Storage for Mechanisms exist to store backup Copies of critical software and other security-related
3 i -11.2 [information in a separate facility or in a fire-rated container that is not collocated with
813 nformation backup IDocument at: hitps://www.iso.org/standard/75652.tml Functional Intersects With Critical Information | BCD-11:2 1 R ing backed up. 5
" " T detae, by 2 Teomses cony of the Foeat c exist to prevent the Gisclosure andjor
or specific requirement details, buy a licensed copy of the Focal . ; ’ : . R ention of backup informath
813 Iinformation backup e A e A e Functional Intersects With | Cryptographic Protection | BCD-11.4 |modification of backup information. 5
equmdancy of formation [For speciic requirement detats, buy a fcensed cony of the Focal [Mechanisms exist to establish an alternate storage site that includes both the assets and
814 Redundancy ofnfor o specifc reaurement detals buy  lcensed copy of Functional Intersects With |  Alternate Storage Site | BCD-08 |necessary agreements to permit the storage and recovery of system backup information. 5
Mechanisms exist to establish an alternate processing Site that provides securi
514 [Redundancy of information |For specific requirement details, buy a licensed copy of the Focal | ¢, o) Intersects With | Alterate processing Site | BCD-09 |measures squivalent to that of the primary e, P Y 5
lprocessing facilities IDocument at: hitps://www.iso.org/standard/75652.htmi
Mechanisms exist to maintain a failover capability, which is not collocated with the
814 [Redundancy of information For specific requirement details, buy a licensed copy of the Focal | ¢y oo Intersects with | Redundant Secondary | g1, - [orimary Technoloay Asset, Application andior Senice (TAAS), which can be activated 5
rocessing facilities IDoccment at: https://wwi. iso.0rg/standard/75652 htmi stem it little.to-n0 1053 of information or disruption to operations.
exist to Taciltate the of enterp Tonitoring controls
FFor specific requirement details, buy a licensed copy of the Focal on tori
815 LLogging ocomant 2t Ripay o oo ralosandara/ 7568 o T Functional Subset Of Continuous Monitoring |  MON-01 10
" " ot b o e cop o e Mechanisms exist to generate, monitor, correlate and respond to alerts from physical,
or specific requirement details, buy a licensed copy of the Focal 01,4 |cybersecurity, data protection and supply chain activities to achieve integrated
815 Logging e e i e A Functional Intersects With | System Generated Alerts | MON-01.4 [cybersecurity,data pr pply g 5
[Mechanisms exst to Utllize a Security Incident Event Manager (SIEM), or Similar
FFor specific requirement details, buy a licensed copy of the Focal Centralized Collection of orontod ol & e g
8.15 Logging IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With Security Event Logs | MON-02 [2utomated tool, fo support the centralized collection of security-related event logs. 5
[Fufomated mechanisms exit o corelate both techical and o echrical nformaton
FFor specific requirement details, buy a licensed copy of the Focal Correlate Monitorin /from across the enterprise by a Security Incident Event Manager (SIEM) or similar
815 Logging Dacument at: Aitpedww 50.0rg/standard/ 7565 e Functional Intersects With Thformation > | MON-02.1 lautomated tool, to enhance organization-wide situational awareness 5
ror pecinc requirement detals, by a fcensed copy of the Foca [Automated mechanisms exist to centrally Collect, review and analyze audit records from
d " 102.2 |multiple sources.
815 LLogging Document at: Mitpeiaww. 50 oro/etandarl 75855 Hmt Functional Intersects With | Central Review & Analysis | MON-02.2 [mutip 5
[Mechanisms exist to configure Technology Assets, Applications and/or Services (TAAS) to
roduce event logsthat contain suficient nformaion to, a 3 minimu
1) Establish what type of event o
2) When (date and el the event occurred;
FFor specific requirement details, buy a licensed copy of the Focal 3) Where the event occurred;
815 LLogging e e e Functional Intersects With | Content of Event Logs | MON-03 [(2) The source of the event; 5
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event
Mechanisms exist to 10g and review the actions of users and/or services with elevated
815 Loggin Forspecific requirement detal, buy a icensed <oy of the Focal | ncjonal Intersects With Privileged Functions | 1 o [LecCRaTiemS exist o log and review the actions of users andjor services with elev 5
g 99ing ocument at: hitps://www.iso.org/standard/75652.htmi Logging
" ; ©detae, by 2 Heanses cony of the Foe [Mechanisms exist to provide an event log report generation capabiity to aid in detecting
01 Logaing o specifc requirement deais buy  censed copy of 12 3 | funcional | Intersects Wit | Moitorng Reporting | MON-0G a1 ssessing anomalous actvtes. s
ror specific requirement detalls, buy o lcensed copy of the Focal Mechanisms exist to protect event logs and audit tools from unauthorized access,
v specific requi ils, buy a licensed copy Lo8 | modification and delet
815 Logging e e S o Functional Intersects With | Protection of Event Logs | MON-08 [modification and deletion. 5
exist to Tacilitate the of enterp Tonitoring controls
8.16 IMonitoring activities lFor specific requirement details, buy a licensed copy of the Focal | gynctional Subset Of Continuous Monitoring |  MON-01 s 10
9 IDocument at: https://wwi.iso.org/standard/75652.html 9
ror specific requirement detalls, by o lcensed copy of the Focal Intrusion Detection & Mechanisms exist to implement Infrusion Detection / Prevention Systems (DS / PS)
8.16 IMonitoring activities e i A1 Functional Intersects Wih | Prevention Systems (IDS & | MON-01.3 fechnologes on riical systems, key network segments and ntwork choke points 5
PS)
Mechanisms exist to utiize a Securlty Incident Event Manager (SIEM). or similar
516 Monitoring activiies Forspecic requrement detale buy o cenced copy ofthe Focl | ncona Inersects i | Adkomated Tools forReal- | 011 automated too. to support nea reaime anaysis and ncident escalation s
" Setae, buy a eensed coy of the Focar ouna & outbound [Mechanisms exist to continuously monitor inbound and outbound communications trafic
8.16 [Monitoring activities E‘:};if;“‘aieﬂ‘:l‘;Es"/‘ﬁzfuwe‘;‘ :rg/:tya:d‘a(rer;;esﬁ;;ghy of the Focal Functional Intersects With Cg‘m?:k:‘m:atm‘:\ls Gunfic | MON-01.3 [for unusual or unauthorized activities or conditions. 5
ror specific requirement detals, buy a icensed e Focar Mechanlsms existto revien evertlogs on an ongaing basts and escalate ncderts
™" Montorng actvies ([0 SPeCH requrement detals, uy 8 Icensed copy of e Focal | puncionat | ntrsects Wit | Securty Event Monkaring | MON-01 [acordance wihestalsned melings and proceour s
" ; ©detae, by 2 Teemses cony of the Forat [Automated mechanisms exist to centrally Collect, review and analyze audit records from
’ it or specific requirement details, buy a licensed copy of the Focat . ; ; 02,2 |mhiple sources
8.16 IMonitoring activities e e Functional Intersects With | Central Review & Analysis | MON-02.2 [mutip 5
exist to utiize Technology to synchronize all critical
817 (Clock synchronization ~ [For specific requirement details, buy a licensed copy of the Focal | ¢ crional Equal Clock Synchronization | Sea20 [system clocks, ccnnetosyto s ) ! 10
g o IDocument at: htps://www.iso.org/standard/75652.html a 2
IMechanisms exist to restrict and fightly control Uity programs that are capable of
lUse of privileged utility  |For specific requirement details, buy a licensed copy of the Focal Use of Privileged Utility o o and ammlication conret Y prog P
818 lprograms. IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Equal 1AC-20.3. [overriding system and application controls. 0
Mechanisms exist to facilitate the implementation of a change management program.
810 Installation of software on  [For specific requirement details, buy a licensed copy of the Focal | ¢y o subset of Change Management | (e o1 P o o prog! 10
- loperational systems ocument at: https://www.iso.org/standard/75652.html Program
[Mechanisms exist to govern the technical configuration change control processes.
. Iinstallation of software on _ For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects with | Configuration Change | (oo 9 o o P s
loperational systems [Document at: https://www.iso.org/standard/75652.html v Control g
Mechanisms exist to appropriately test and document proposed changes in a non-
a9 s orsonmreon oot eqrament ety s oy e 90| i | |1 V01 0o | 2 Do R o o e e S o e, |3
[Automated mechanisms exist to prohibit software installations Without expIici
. Iinstallation of software on  For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects with _|Pronibit Instalation Without| ¢ o o+ aeciane VI AT st O P plicitly s
g loperational systems IDocument at: hitps://www.iso.org/standard/75652.htm Privileged Status
Mechanisms exist to define, document, approve and enforce access restrictions
Installation of software on [For specific requirement details, buy a licensed copy of the Focal Governing Access Leq with ehange 1o Teennoloay Ancere Ampicat C3/or Services (TAAS).
8.19 loperational systems IDocument at: htps://www.iso.org/standard/75652.htmi Functional Intersects With | gegiriction for Change | END-03:2 [2ssociated with changes to Technology Assets, Applications andjor services i s
IMechanisms exist to maintain network architecture diagrams tha
IFor specific requirement details, buy a licensed copy of the Focal Network Diagrams & Data (1) Contain sufficient detail to assess the security of the network's architecture;
8.20 Networks security IDocument at: https://www.iso.org/standard/75652.htm Functional Intersects With | "Eiow Diagrams (DFDs) | AST0% " |(2) Reflect the current architecture of the network environment; and s
(3) Document all sensitive/regulated data flows.
Mechanisms exist to develop, govern & update procedures to faciitate the
[For specific requirement details, buy a licensed copy of the Focal Network Security Controls implementation of Network Seeurity Controls (NGO)
8.20 INetworks security e i A1 e Functional Subset Of frve NET-01 [mplementation of Network Security Controls 10
[Mechanisms exist to Implement security functions as a layered structure that minimizes
IFor specific requirement details, buy a licensed copy of the Focal interactions between layers of the design and avoids any dependence by lower layers on
8.20 INetworks security e i Ao e Functional Intersects With | Layered Network Defenses | NET-02  |ine functionalty or corréctness of higher layers. 5
. e requrement detats. buy a fcensed cony of the Foca! Mechanisms exist to monitor and control communications at the external network
520 etworks securiy Forspecitc requrement detas buy o censed cooy ofthe Foca | funcuonal | ersectaitn | Boundary rotecton | NET3[poundary and ot key Iemnal boundarieswitin he network 5
Mechanisms exist to Implement and govern Access Control Lists (ACLS) to provide data
FFor specific requirement details, buy a licensed copy of the Focal Data Flow Enforcement - o ot B O e Lo prov
8.20 [Networks security IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With | 5 cess Control Lists (ACLs) | NET-04 - [flow enforcement that expliciily restrict network trafic fo only what 1s authorize s
Mech, o configure firewall and router configurations to deny network traffi
Forspecific requirement detal, buy a icensed copy of the Focal Deny Traffic by Default & Iby defauit and aflow netwark trafi by exception (o.0. deny all. permit by exception).
8.20 INetworks security e i A1 Functional intersects with | Sen Troffc by Defaut & | NET-04.1 [by default and allow network traffc by exception (e.g., deny all, permit by exception). 5
ror pecinc requirement detals, by a fcensed copy of the Foca Network Segmentation [Mechanisms exst to ensure network architecture utiizes network segmentation to
d " .06 [isolate Technology Assets, Applications and/or Services (TAAS) to protect from other
8.20 [Networks security IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With | (macrosegementation) | NET-08 |0 e Te e orees. PP (TArS) top s
" . ©Getae, buy  lconsed cony of the Foca! Mechartms exist to montor e Hitarized Zone (BMZ) network segments o separate
820 Netvorks securiy For specifc equirement detals buy o lcensed copy of he POl | ryncionar | nersects with DMZNetworks | NET-08.1 [UntrUsted networks from trusted networ 5
[Mechanisms exist to develop, govern & update procedures to faciitate the
o1 Secuty of network services 2SI reuirment dtats, buy o Icensed copy of e Foal | yncona Subsetor | Network Securty Contrls | yer impiementaton f Network Secuty Cantol (NoC) I
" ” ©detae, by 2 Teemses cony of the Foeat Mechanisms exist to monitor and control communications at the external network
o Securtyof networ services| o SPeCi requirement deails buy  icensed copy of e PO | funcional | intersects With | Boundary Protection | NET-03 |boundary and at key internal boundaries witin the network s
INetwork Intrusion Detection Mechanisms exist to employ Network Intrusion Detection / Prevention Systems
o1 Sccurty ofnetwork sevices o SPECC equrement detais,buy o icensed copy of 02 oSl | yncionsl | ncersects With |/ reventon Sytemss | NET-08 (NDSINIPS) o detec andof preventntrusions o he networ s
(NIDS / NIPS)
" ” T detae, by 2 Heonses cony of the Foe Mechanisms exist to control authorized wireless Usage and monitor for unauthorized
" or specific requirement details, buy a licensed copy of the Focal . ; ; 15 |wircless atcocs
821 security of network services T P eC i e et b o s i Functional Intersects With Wireless Networking | NET-15 5
echanims exet o requre contctual curements or applcale securfy. complance
IFor specific requirement details, buy a licensed copy of the Focal Third-Party Contract land resilien reflect
821 Security of network services|ngcment at: https://www.iso.org/standard/75652.htm Functional Intersects With Requirements TPML0S [3fokect s Techmology ASSets. bBlcations, Sarvices angfor Dats (TARSD) 5
" " T detae, by 2 Heenses cony of the Foe N P— Mechanisms exist to monitor, regularly review and assess EXternal Service Providers
w or specific requirement details, buy a licensed copy of the Focal i i eview of Third-Pa .08 |(ESPS) for compliance with established contractual requirements for security, compliance
821 security of network services T P eC e e et b o ot Functional Intersects With L of Third M08 ((ESPS) for compllance q y, compl 5
ror specific requirement detalls, buy o lcensed copy of the Focal Network Segmentation Mechanisms exist to ensure network architecture utiizes network segmentation to
v specific requi ils, buy a li v w i .06 [isolate Technology Assets, Applications and/or Services (TAAS) to protect from other
8.22 [Segregation of networks |ooc ment at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | (macrosegementation) | NET-06 |0 Technorosy PP (TarS) o p s
Mechanisms exist to Implement security management subnets to Tsolate security tools
[For specific requirement details, buy a licensed copy of the Focal Security Management jand support components from other internal system components by implementing
822 ISegregation of networks Functional Intersects With A NET-06.1 [caparate subnetworks with managed interfaces to other components of the system. 5
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[Mechanisms exist to utilize a Demm

ized Zone (DMZ) to restrict inbound traffic to

e [For specific requirement details, buy a licensed copy of the Focal Use of Demilitarized Zones Nl ey el b by S i\ gt A
822 Searegation of networks |0 Re e et amd sy 2655 i Functional Intersects With vy WeB-02 |outhorised Technology . App i (TAAS) . 5
Mechanisms exist to force Internet-bound network traffic through a proxy device (e.9.,
IFor specific requirement details, buy a licensed copy of the Focal Policy Enforcement Point (PEP)) for URL content filtering and DNS filtering to limit a
8.23 \Web filtering [Document at: Rttpe-laww iso.org/standard/ 75655 i Functional Equal DNS & Content Filtering | NET-18 |user's ability to connect to dangerous or prohibited Internet sites. 10
" , aete, b 2 Teenses cony of the oo [P PS— exist to Tacilitate the protections controls
. or specific requirement details, buy a licensed copy of the Focal se of Cryptographic 01 [using known public standards and trusted cryptographie techmologics
8.24 (Use of cryptography IDocument at: hitps://www.iso.org/standard/75652.htm Functional Subset Of Controls CRr-01using P et 9 10
(Cryptographic mechanisms exist to protect the confidentiallty of data being transmitted.
IFor specific requirement details, buy a licensed copy of the Focal Transmission
8.24 (Use of cryptography IDocument at: https://www. iso.org/standard/75652.htmi Functional Intersects With Confidentiality CRY-03 s
Cryptographic mechanisms exist to protect the integrity of data being transmitted
For specific requirement details, buy a licensed copy of the Focal
824 lUse of cryptography Document at: Mitpe a0 orgretandsral1o85s Homt Functional Intersects With | Transmission Integrity | CRY-04 5
" . ©detae, by 2 Teomses cony of the Fora (Cryptographic mechanisms exist to prevent unauthorized disclosure of data af rest.
or specific requirement details, buy a licensed copy of the Focat »
824 lUse of cryptography s A e A Functional Intersects With | Encrypting Data At Rest | CRY-05 5
Forspecific requirement detal, bu a icensed copy of the Focal Cryptographic Ke e faciniale controls to protect the
ific requi ils, buy a li v v ic Key 00 |connaeniiity, nteqtty and avarabiy of eye,
824 lUse of cryptography Document at: Ritpa v o org/otand sl yo6es Hm Functional Intersects With phic K CRY-09 y, integrity ot keys 5
" " T detae, by 2 Heenses cony of the Foe e Koy Mechanisms exist to ensure the avallability of information in the event of the 10ss of
or specific requirement details, buy a licensed copy of the Focal . ' ryptographic Key Loss o | cav.00 3 [orvpiogronhic Keys by individusl usera
8.24 |Use of cryptography IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With Change CRY-09.3 |cryprographic keys by s
ror specific requirement detalls, buy o lcensed copy of the Focal Control & Drstroation of Mechanisms exst o falitae the secure Gitbuton of symmetrc ond asymmetric
r specific requi ils, buy a li v it istributi -09.4 [cryptographic keys using industry recognized key management technolo
824 lUse of cryptography e e Sy o Functional Intersects With Chyptographic Keys | CRY-09:4 |cyptographic eys using ¥ recog y manag gy a 5
socore deveommentire " ©detae, by 2 Teenses cony of the Foem ocure ot [Mechanisms exst to develop, document and maintain secure baseline configurations for
ecure development life  [For specific requirement details, buy a licensed copy of the Focal fonal " ith ecure Baseline .02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
825 cycle IDocument at: https://www.iso.org/standard/75652.html Functional ntersects Wit Configurations R apted oystern hardening standarde s
secore developmentite | " CGetare, buy  lcensed cony of the Focal Develomment & Test Chanisms exist to manage baseline configurations for development and test
ecure development life  [For specific requirement details, buy a licensed copy of the Focal evelopment & Test -02.4 [environments separately from operational baseline configurations to minimize the risk of
8.25 ycle IDocument at: htps://www.iso.org/standard/75652.htm Functional Intersects With C CFG-024 parately from ops 9 5
Threat Analysis & Flaw Mechanisms exist to require system developers and Integrators to create and execute a
025 Secure development e |For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With Remediation puring 1A0-04 [Security Testing and Evaluation (STSE) plan, or similar process, to identify and remediate] s
ycle IDocument at: hitps://www.iso.org/standard/75652.htm e atamant [Raws during development
secore developmentite | " ot b o e cop o e secore Development Ui [Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
ecure development life  [For specific requirement details, buy a licensed copy of the Focal ecure Development Life 107 |(TAAS) within the Secure Development Life Cycle (SDLC) are controllod thradgh formel
825 ycle ocument at: Nttps://www.iso.0rg/standard/75652.htmi Functional Intersects With | clcie (DLC) Management | PRM-07 e b htrol procedures. v . s
Secure development life  F i t details, buy a licensed f the Focal Technology Development & oLt faciate the of tanored and
ecure development life  [For specific requirement details, buy a licensed copy of the Focal ‘echnology Developmen o1 [acauigtion Stratecies, contract tools and rocurament methods to meet unique business
8.25 ycle IDocument at: hitps://www.iso.org/standard/75652.html Functional Subset Of Acqisition L o P “ 10
Mechanisms exist to design, develop and produce Technology Assets, Applications andor
Minimurm Viable Product Services (TAAS) in such a way that risk-based technical and functional specifications
825 Secure development e |For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects With prA ToA02 e Minimum Viable Product (MVP) criteria establish an appropriate level of security s
- ycle IDocument at: hitps://www.iso.org/standard/75652.htm e essaney land resiliency based on applicable risks and threats
eXist o require software developers to ensure that their software
Secure development fe |For specfcrequiremert details, buy a lcensed copy of the Focal i Development Methods, (development processes employ industry-recognized secure practices for secure
8.25 ycle ocument at: https://www.iso.org/standard/75652.htmi Functional Intersects With | roc}iniot s & Processes | TPA"02:3 [programming, engineering methods, quality control processes and validation techniques s
lto minimize flawed and/or malformed softwar
Secure Software Mechanisms exist to develop applications based on Secure Software Development
Secure development fe |For specfcrequiremert details, buy a lcensed copy f the Focal i Prachiens (Soom
825 e e e Functional Iersects With | - Development Practices | T0A06 (SSDP) 5
socore deveomment e , ©detae, b 2 Teenses cony of the Foea e D [Mechanisms exist to maintain a segmented development network to ensure a secure
ecure development life  [For specific requirement details, buy a licensed copy of the Focal . ' ecure ;
825 cycle IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With Environments ToAC7 s
eparation of Mechartsms existto manage separate developmet, testng and operationl
ISecure development life  [For specific requirement details, buy a licensed copy of the Focal eparation of reduce the risks of unauthorized access or changes to the operational
825 lcycle IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With | Testing and Operational | TDA-08 "ol 5 anure no Impact 1 production Techmolody Accete, Applcatons 5
Environments jand/or Services (TAAS),
Mechanisms exist to require system developers/integrators consult with security,
lcompliance and/or resilience personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
capability;
Security, Compliance & 2 impl fable 1. d k "
Secure development life  [For specific requirement details, buy a licensed copy of the Focal (2) Implement a verifiable flaw remediation process to correct weaknesses an
8.25 ycle IDocument at: https:/iwww.iso.org/standard/75652.html Functional Intersects With Resilience Testing TDA-09 |deficiencies identified during the control testing and evaluation process: and 5
Throughout Development (3) Document the results
roocat . . " ©Getae, buy  lcensed cony of the Foca! secure Baser Mechanisms exist to develop, document and maintain secure baseline configurations for
pplication security or specific requirement details, buy a licensed copy of the Focai ecure Baseline .02 [Technology Assets, Applications and/or Services (TAAS) that are consistent with industry-
8.26 requirements IDocument at: https://www. iso.org/standard/75652.html Functional Intersects With Configurations R0z epted ayetom hardening standards i ®
[Mechanisms exist to ensure sUpport for secure Interoperability between components with
|Application security FFor specific requirement details, buy a licensed copy of the Focal i | Application Programming mclaittubi el o sl o
826 requirements. IDocument at: https://www.iso.org/standard/75652.html Functional Intersects With interface (API) Security | CLD04 |APP 9 9 ) 5
Fo— N " " ©aetae, by 2 Teemees cony of the Forat [EPPS— Mechanisms exist to faciitate the implementation of Cryprographic protections controls
pplication security or specific requirement details, buy a licensed copy of the Focal se of Cryptographic 01 |using known public standards and trusted eryptograpnin teemelogice
8.26 requirements IDocument at: hitps://www. iso.org/standard/75652.htmi Functional Intersects With Controls CRY-01 9 P ryprograp! 9 s
(Cryptograp exist 10 protect the of Gata being transmitted
026 |Application security For specifc requirement detail, buy a licensed copy of the Focal | o Intersects With Transmission CRr-03 P 9 S
g requirements IDocument at: hitps://www.iso.org/standard/75652.html Confidentiality
Fo— N " " ©aetae, by 2 Teemses cony of the Foeat (Cryptographic mechanisms exist to protect the integrity of data being transmitted
pplication security or specific requirement details, buy a licensed copy of the Focal . ; . . »
8.26 requirements IDocument at: hitps://www.iso.org/standard/75652.html Functional Intersects With | Transmission Integrity | - CRY-04 s
ey, Compance & Chanisms exist to 1dentify critical system components and functions by performing a
|Application security [For specific requirement details, buy a licensed copy of the Focal Ty, Compliance o5 |criticality analysis for critical Technology Assets, Applications andor Services (TAAS) at
8.26 requirements IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | Resilience Requirements | PRM-05.|pre-defined decision points in the Secure Development Life Cycle (SDLC). s
Fechariars exitto falliate e Implementatin of sty ecoarized secury,
|Application security FFor specific requirement details, buy a licensed copy of the Focal Secure Engineering lcompliance and resilience practices in the specification, design, development
826 requirements IDocument at: hitps://wwu.iso.org/standard/75652.html Functional Subset Of Principles SEA-0L [mplementation and modification of Technoloay Assets, Applications and/or Services 10
ARS)
Mechanisms exist to develop an enterprise architecture, aligned with industry-recoanized|
|Application security Forspecific requirement detal. buy a censed copy ofthe Focal Alignment With Enterprise leading practices, with consideration for security, compliance and resilience princip
8.26 Irequirements IDocument at: https://www.iso.org/standard/75652. html Functional Intersects With Architecture SEA-02  that addresses risk to organizational operations, assets, individuals and other 5
lorganizations.
Secure Software Mechanisms exist to develop applications based on Secure Software Development
|Application security Forspeciic requirement detal, buy a censed copy ofthe Focal 06 |practine eeoey
826 requirements. ocument at: https://www.iso.org/standard/75652.htm| Functional Intersects With Deve""’ggg‘;”‘t““ TDA-06 5
Secure system architecture [For specific requirement details, buy  licensed copy of the Focal O e o o o e ond disable
3 \ .03.1 |unnecessary and/or non-secure functions, ports, protocols and services
8.27 land engineering principles [Document at: htps://www.iso.org/standard/75652.htmi Functional Intersects With Periodic Review CFG-03.1 i ports, P! s
Fechariars exitto fallate e Implementatin of sty ecoarized securty.
Isecure system architecture [For specific requirement detalls, buy a licensed copy of the Focal Secure Engineering lcompliance and resilience practices in the specification, design, development
8.27 land engineering principles [Document at: htps://www.iso.org/standard/75652.htmi Functional Equal Principles. SeA01 implementation and modification f Technolooy Assets, Applications and/or Services 10
[Fechariams €xittoTequre e developers o Technology Aseets Applcaions andlor
Services (TAAS) to produce a design specification and security architecture that
(1) 15 consistent with and supportive of the organization's security architacture which is
lestablished within and is an integrated part of the organization's enterprise architecture;
(2) Accurately and completely describes the required security functionality and the
Blocation of securty, compliance and esiince contols among physicaland logcal
ISecure system architecture [For specific requirement details, buy a licensed copy of the Focal Developer Architecture & o5 |components;
8.27 land engineering principles [Document at: htps://www.iso.org/standard/75652.htmi Functional Intersects With Design oA 05 | et ow inivicual securiy functons, mechanisms and services work together s
to provide required security capabilities and a nified approach to protection.
Secure Software Mechanisms exist to develop applications based on Secure Software Development
Secure system architecture |For specifc requiremert details, buy a lcensed copy of the Focal i Prachiens (Saom
821 ana enginearing princinies [Document 3k MEpe . 50.0r9Standara) 5652, Functional | intersects With | Development Practces | TOA-08 (550P) s
Secure Software Mechanisms exist to develop applications based on Secure Software Development
FFor specific requirement details, buy a licensed copy of the Focal . 06 [Praciees (Geop)
8.28 secure coding S o A b Functional Equal Development practices | ToAS (SSDP) 10
Mechanisms exist to formally assess the security, compliance and resilience controls in
[Technology Assets, Applications and/or Services (TAAS) through Information Assurance
Security testing in IProgram (IAP) activities to determine the extent to which the controls are implemented
F ific requirement detail T f the Focal
8.29 ldevelopment and e e e g ey ed SRy o the Focal Functional Intersects With Assessments 14002 |correctly, operating as intended and producing the desired outcome with respect to 5
lacceptance Imeeting expected requirements.
Mechanisms exist to conduct specialized assessments for-
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
(4) Databases;
5) Application securil
Security testing in
FFor specific requirement details, buy a licensed copy of the Focal . ' ; y 6) Embedded technologies (e.g., IoT, OT, etc.);
8.29 development and IDocument at: hitps://www.iso.org/standard/75652.htm Functional Intersects With | Specialized Assessments | 1A0-02.2 |7) \inerability management; °
P 8) Malicious code;
9) Insider threats;
10) Performance/ioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
Mechanisms exist to design, develop and produce Technology Assets, Applications andor
[Services (TAAS) in such a way that risk-based technical and functional specification:
Security testing in Minimum Viable Product
520 aeve\::fmem o [For specific requirement details, buy a licensed copy of the Focal Functional Intersects With MVP) Securty ToA02 [ensure Minimum Viabl Product (WVP)citriaestablish an appropriat fevel of securty 5
lacceptance [Document at: hitps://www.iso.org/standard/75652.htmi Requirements land resiliency based on applicable risks and thre
securty test Mechanisms exist to require software developers to ensure that their software
ecurity testing in For s ldevelopment processes employ industry-recognized secure practices for secure
pecific requirement details, buy a licensed copy of the Focal Development Methods, pment pr ploy y-recog P
8.29 development and IDocument at: https:/iwww.iso.org/standard/75652.htmi Functional Intersects With | p 0 e e eses | TPA-023 |programming, engineering methods, quality control processes and validation techniques s
lacceptance lto minimize flawed and/or malformed softwar
[Security testing in Mechanisms exist to require the developer of the Technology Asset, Application and/or
820 eretoment e For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects with | Citicality Analysis During | 1o oc 1 [service (TAAS) to perform a criticaiity analysis at organization-defined decision points in 5
b IDocument at: htps://www. iso.org/standard/75652.htm Development [ihe Secure Development Life Cycle (S0LC)
Fechirtars exft 1o requie system developersitegrators consul wih secorty.
lcompliance and/or resilience personnel
) Crtane i mplement s Socurny Testing and Evaluation (STSE) pla, o smiar
capability;
ISecurity testing in Security, Compliance & 2 mpl fable f d a
fFor specific requirement details, buy a licensed copy of the Focal (2) Implement a verifiable flaw remedation process to correct weaknesses and
8.29 (development and IDocument at: https://www. iso.0rg/standard/75652.htmi Functional Intersects With Resillence Testing TDA-09  deficiencies identified during the control testing and evaluation process; and s
lacceptance Throughout Development 3) Document the results
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
lassociated with the development, acquisition, maintenance and disposal of Technology
FFor specific requirement details, buy a licensed copy of the Focal on . ' Supply Chain Risk |Assets, Applications andor Services (TAAS), including documenting selected mitigating
8.30 (Outsourced development o ment at: https://www.iso.org/standard/75652.htm Functional Intersects With | panagement (SCRM) Plan | RSK'%9 " |aCtionc and monitoring performance against those plans. ®
" " ©detae, by 2 Heenses cony of the Foea E— Mechanisms exist to periodically assess supply chain risks associated with Technology
8.30 lOutsourced development ~[For specific reauirement details, buy a licensed copy of the Focal | gyctional Intersects With upply Chain Ris| RSK-09.1 [Assets, Applications and/or Services (TAAS). 5
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ations.

fFor specific requirement details, buy a licensed copy of the Focal ITechnology Development &
8.30 (Outsourced development |55 ment at: htps://www.iso.org/standard/75652.tmi Functional Subset OF Acquisition ToA0L 10
Mechanisms exist to design, develop and produce Technology Assets, Applications and/or
Minimum Viable Product Services (TAAS) in such a way that risk-based technical and functional specifications
[For specific requirement details, buy a licensed copy of the Focal lensure Minimum Viable Product (MVP) criteria establish an appropriate level of security
830 lOutsourced development Functional Intersects With MVP) Securi TDA02 ] 5
utsou velop: IDocument at: hitps://www. is0.0rg/standard/75652.htmi u ey and resiliency based on applicable risks and threats
WMechanisms exist to require the developers of Technology Assets, Applications and/or
Services (TAAS) to produce a design specification and security architecture that
(1) 15 consistent with and supportive of the organization's security architecture which is
lestablished within and is an integrated part of the organization's enterprise architecture;
(2) Accurately and completely describes the required security functionality and the.
allocation of security, compliance and resilience controls among physical and logical
For spectc requirement deals, buy o ensed copy o the Focal Developer ’
8.30 (Outsourced development |ooc ment at: hitps:/www.iso.org/standard/75652.htmi Functional Intersects With Design TOA05(3) Expresses how individual security functions, mechanisms and services work together °
lto provide required security capabilities and a unified approach to protection.
Secure Software Mechanisms exist to develop applications based on Secure Software Development
fFor specific requirement details, buy a licensed copy of the Focal ” RSO
830 loutsourced development |0 Pe e e e amd o265 Hi Functional Iersects With | Development Practices | TOA08 (SSDP). 5
Mechanisms exist to require system developers/integrators Consult with security,
lcompliance and/or resilience personnel to:
(1) Create and implement a Security Testing and Evaluation (ST&E) plan, or similar
apability;
Security, Compliance & Fg fable i - " "
FFor specific requirement details, buy a licensed copy of the Focal (2) Implement a verifiable flaw remediation process to correct weaknesses an
8.30 loutsourced development |00 P e e e sy a65 9 i Functional Intersects With Resilience Testing TDA09 [Geficiencies dentified during the control testing and evauation procees, and 5
Throughout Development (3) Document the resuts.
st e gt oo o cepy or v o developer Contguration [Mechanisms exist to require system developers and integrators to perform configuration
ifc requ s, buy a i 4 v urati 14 |management during system design, development, implementation and operation.
8.30 outsourced For specifc reat Functional Intersects With e o ToA14 g g sy: g 2 p P 5
. ” oot oo 2 e o ot e rocar P B Mechantsms exist to Timit privileges o change software resident within software Tbraries.
§ or specific requirement details, buy a licensed copy of the Focal . ' \ccess to Program Source :
830 loutsourced development  |Eor P eC i e et b o e so i Functional Intersects With Progr TDA20 s
. ” et s epsscop el [Mechanisms exist to facilitate the implementation of third-party management controls.
8.30 outsourced For specific requirement details, buy a licensed copy of the Focal | ynctional Subset Of Third-Party Management | TPM-01 10
Mechantsms exist to
(1) Evaluate security risks and threats associated with Technology Assets, Applications
For spectc requirement deals, buy a ensed copy o the Focal Supply Chain Risk .03 [and/or Services (TAAS) supply chains; and
8.30 (Outsourced development |oocment at: hitps:/www.iso.org/standard/75652.htmi Functional Intersects Wth | management (SCRM) | ™3 |(5) Tk appropriate remediation actions to minimize the organization's exposure to °
fthose risks and threats, as necessary.
st e gt ooy o cepy or e e Mechanisms exist to mitigate the risks associated with third-party access to the
. i ¥ 104 [organization's Technology Assets, Applications, Services and/or Data (TAASD
8.30 loutsourced development |0 P e e e B sy a65 3 i Functional Intersects With Third-Party Services | TPM-04 [org 9y ppl i (TAASD). 5
Wechanisms exist o require contractual requirements for appICabIe Securty, compliance
Forspecitc requrement detas, buy s icensed coy f the Foca Third-party Contract and resilience with reflecting the
8.30 loutsourced development | oD eC e e e, oy o e e Functional Intersects With o TRM0S. [rotect e Tachaiogy Aasere, ADPIcatme. Seoe oo Dacs (TANSD) 5
Mechanisms exist to control personnel security requirements Including security roles and
For spectc requirement deals, buy o ensed copy o the Focal Third-Party Personnel Tor third.party providers.
8.30 loutsourced development |0 P e e e b sy a65 3 i Functional Intersects With g TPM.06 party pr 5
—— Mechanisms exist to maintain 3 segmented development network to ensure a secure
S prodscion """ [For specific requirement detail, uy a lcensed oy of the Focal Secure
8.31 [test and production IDocument at: hitps://www.iso.org/standard/75652.tml Functional Intersects With Environments ToA07 s
lenvironments.
senraton of deveronmen —— Mechanisms exist to manage separate development, testing and operational
eparation of development, eparation o o reduce the risks of unauthorized access or changes to the operational
IFor specific requirement details, buy a licensed copy of the Focal 9 P
831 est and production Document at: Rttps.//www 1so.ora/standard/75652 Hmi Functional Intersects With | Testing and Operational | TDA-08 |anvironment and to ensure no impact to production Technology Assets, Applications s
lenvironments Environments land/or Services (TAAS)
. , aetat by 2 Teemaed cony of the Focar R N Mechanisms exist to facilitate the implementation of a change management program
or specific requirement details, buy a licensed copy of the Focal ange Managemen g
832 change management | eReCe e e o e ! Functional Subset Of cHG-01 10
Mechanisms exist to govern the technical configuration change control processes.
For spectcrequirement deais, buy o ensed copy o the Focal Configuration Change
832 Change management |00 R e o et andorar 2655 Him Functional Intersects With iration ¢ CHG-02 s
. ” et o 2 e o o e rocar et v e N Mechanisms exist to appropriately test and document proposed changes n a non-
or specific requirement details, buy a licensed copy of the Focal est, Validate & Documen y roduction environment before changes are implemented in a production environment
8.32 (Change management IDocument at: htps://www. iso.org/standard/75652.htmi Functional Intersects With Changes CHG-022 1P o " ” s
ror pecinc requirement detalls, by o censed copy of the Foca Secure Development e Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
d i u i 07 |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal
8.32 (Change management  |ooc ment at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With | ¢Jcle (DLC) Management | PRM-07 e o e e - v o s
. " oot o 2 e o ot e rocat evetoner Comaorat Mechanisms exist to require system developers and integrators to perform configuration
or specific requirement details, buy a licensed copy of the Focal i i eveloper Configuration ‘14 | management during system design, development, implementation and operation
8.32 (Change management IDocument at: hitps://www.iso.org/standard/75652.htmi Functional Intersects With nagement TOALA < 9y 9 P ? P s
Mechanisms exist to anonymize data by removing Personal Data (PD) from datasets,
For specific requirement details, buy a licensed copy of the Focal ; De-ldentification
8.33 [Fest information [Document at: htps:/fwww. so.org/standard/75652.htmi Functional Intersects With (Anonymization) DCH23 s
. ” o oo T o ot e rocar Mechanisms exist to approve, document and control the Use of ve data i development
. or specific requirement details, buy a licensed copy of the Focal . ' ; o e e
833 [Test information e e e Functional Intersects With Use of Live Data DA 10 5
[Protection of information Mechanisms exist to facilltate the identification and implementation of relevant
For specific requirement details, buy a licensed copy of the Focal Statutory, Regulatory & atiioms, reguiatory and Comtrocta] cantiols
83t e i a0 73 oy 5655 e Function! subsetor | G compiance | CPL01 Y. regulatory 10
rotection of information Security, Compliance & Mechanisms exist to provide a securlty, compliance and resiience controls oversight
i [For specific requirement details, buy a licensed copy of the Focal [function that reports to the organization's executive leadership.
834 systems during audit e e A i L Functional Intersects With Resilience Controls cpLo2 P o 5
festing Oversight
orotection of mrommat Mechanisms exist to mplement an internal audit function that is capable of providing
rotection of information
IFor specific requirement details, buy a licensed copy of the Focal enior organization management with insights into the appropriateness of the
8.34 systlems during audit oot ot L:\tlps ravarw 5o, mg/séndamnssszph{m‘ Functional Intersects With Internal Audit Function | CPL-02.1 [organization's technology and information governance processes. 5
esting
lProtection of information [Mechanisms exst to regularly review processes and documented procedures to ensure
030 e For specific requirement details, buy a licensed copy of the Focal | ¢ o Intersects with | Security, Compliance & | oo e e e wecuriy. compliance andior resiionce porcios, s
e IDocument at: https:/fwww. iso.org/standard/75652.htmi Resilience Assessments coandards and other sapicaple reauirements
Protection of information | @  qetalls, bay a llcensed copy of the Focal [Mechanisms exist to thoughtfully plan audits by including Input from operafional risk and
834 systems during audit or specific requirement details, buy a licensed copy of the Focal | ¢ crional Intersects With Audit Activities CpL04 [compliance partners to minimize the impact of audit-related activities on business s
o
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