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ISO/IEC 27017 (2015)

https://www.iso.org/standard/43757.html

For specifc equirement detalls buy 2 icensed copy of the Focal Document at
1 Scope Fetpe e fea.orgretandari43757 Functional No Relationship. NA NA NA 0 INo applicable SCF control
[For specific requirement details, buy a hcensed Copy of the Focal Document at .
2 Normative references |10t e Lt dard/a3757 hemi Functional No Relationship. NA NA NA 0 INo applicable SCF control
F o t detalls, buy a licensed T the Focal D tat .
3 Definitions and o a3 757 ‘,e"se €opy of the Focal Document 2 Functional No Relationship. NA NiA NA 0 INo applicable SCF control
Cloud sector-specific _|For specific requirement detalls, buy 3 Tcansed copy ofthe Focal Document ot
4 Fetpe i oo orglatandara43757 ham Functional No Relationship. /A NA NA 0 INo applicable SCF control
[For specific requirement details, buy a h(ensed oy of the Focal Document at: Mechanisms exist to ensure the cloud security architecture supports the
a1 Overview Ihttps://wwiw.iso.org/standard/a3757.ntmi Functional Subset Of Cloud Securiy Arcitecture| - CLD-02  forganization'stechnology stategy o securely esion.confgure and 10
Imaintain cloud employ
i F o T detalls, Ticensed Tthe Focal D tat z [ i "
P Supplier refationships in _[For specific requirement detalls, buy a licensed Copy of the Focal Document a Functional Subset Of Third-Party Management | Temo1 [Hechanisms exist to faciitate the implementation of third-party T
cloud services html trols.
—[For specific requirement details, buy 3 icensed copy of the Focal Document at
i 757.html " i " ird-
43 service customers and cloud| Functional Subset Of Third-Party Management | TpM-01 [Mechanisms exist to facilitate the implementation of third-party 10
service providers 9 g
Managing information _[For Specific requirement detalls, buy a licensed copy of the Focal Document t: Mechanisms exist to ensure the cloud security architecture supports the
a4 security risks in cloud [NttpS://www.iso.org/standard/43757 htmi Functional Subset Of Cloud Security Architecture | CLD-02  [organization's technology strategy to securely design, configure and 10
Imaintain cloud employments.
For Specifc requirement detat, buy 2 icensed copy of e Focal Document at
as Structure of this standard [0 2P Ce e e e e Functional No Relationship. N/A NA NA 0 INo applicable SCF control
H security policies|[ O SPecific requirement data“s'}’s“;’f{,‘:f"“d copy of the Focal Document at: Functional No Relationship. N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed Copy of the Focal Document at
Management direction for |ttn. wwwiiso.org/standard/a3757 htmi Security, Compliance & Mechanisms exist to faciltate the implementation of security, compliance
51 information security P 9 Functional Subset Of Resilience Program (SCRP) | %V land resilience governance controls. 10
[For specific requirement detaﬂsvvbu’yhathclensed copy of the Focal Document at: [Mechanisms exist to align security, compliance and resilience capabilities
direction for mi Steering Committee & |with business requirements through a steering committee or advisory board,
51 information security Functional Intersects With Program Oversight GOV-0L1|comprised of key cybersecurity, data protection and business executives, s
[which meets formally and on a regular basis.
For specifc requirement detat. buy 2 cersed copy of the Focal Docurent at Mechanisms exist to commit appropriate resources needed for continual
Inttps://www.iso.org/standard/43757.htmi d
improvement of the organization's Security, Compliance & Resilience
PProgram (SCRP), including:
Management direction for Commitment To Continual
51 e oematicn securty Functional Intersects With e eroarar GOV-013  [(1) Staffin H
I(2) Budger
|(3) Processes; and
(@) Technolagies.
For specifc equirement detalls buy 2 icensed copy of the Focal Document at assigned securtty, IMechanisms exist to assign one or more qualified individuals with the mission|
direction for -htmi . I land resources to centrally-manage, coordinate, develop, implement and
st information security Functional Intersects With | Compliance & Resilience | - GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilities oty
[For specific requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to enforce an accountability structure so that appropriate
direction for 757.htmi Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
51 information security Functional Intersects With Structure GOV-04.1 |mcasuring and managing Technology Assets, Applications, Services and/or s
[Data (TAASD)-related risks.
[For specific requirement details, hu‘/:t‘lfleﬂie" copy of the Focal Document at: [Mechanisms exist to establish an authuntztwe chain of command with clear
direction for mi Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
>l information security Functional Intersects With Command GOV-04.2 |elstel to managing Technology Assets, Applications, Services andior Data s
|(TAASD)-related risks.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
girection for b 757 htmi Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
51 e e Functional Intersects With | Compliance & Resilience |~ GOV-15 security, compliance and resilience practices for each Technology Asset, 5
4 Capabilities IApplication and/or Service (TAAS) under their control.
rection for [ o7 SPECIC requirement details, buy 3 licensed copy of the Focal Document at Mechanisms exist o require all employees and contractors o appl
51 nagement direction for html Functional Intersects With Terms of Employment HRS-05  |cybersecurity and data protection principles in their daily work to enable 5
Y Jsecure, compliant and resilient capabilities.
rection for [ o7 SPeCific requirement detall. buy a licensed copy of the Focal Document at Fechaisms s o deine scceptale snd unacceiabe s of bohvior
51 i 757.htmi Functional Intersects With Rules of Behavior HRS-05.1 for the use of including H
information security
bbehavior.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
direction for tmi Security, Compliance & IMechanisms exist to faciltate the implementation of resource planning
51 e e Functional Intersects With Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 8
Y Portfolio Management lcompliance and resilience objectives
[For specific requirement detals, buy a licensed Copy of the Focal Document at
girection for i 757 html Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
51 e e Functional Intersects With Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 8
4 ment Resilience Program (SCRP) and document all exceptions to this requirement.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
direction for 757 htmi Mechanisms exist to facilitate the implementation and operation of data
5.1 P Functional Intersects With Data Privacy Program PRI01 |protection controls throughout the data lifecycle to ensure all forms of 8
4 PPersonal Data (PD) are processed lawfully, fairly and transparently.
[For specific requirement detais, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
Management direction for ’ Jwith the authority, mission, accountability and resources to coordinate,
>t information security Functional Intersects With | Chief Privacy Officer (CPO) | PRIO11  l4eveiop and implement, applicable data privacy requirements and manage 8
ldata privacy risks through the organization-wide data privacy program.
rolces for formation [0 PSCIC equirement detalls buy 2 icensed copy of the Focal Document at ecurtty, Compliance & ech 1o faciltate the Implementation of securt ]
olicies for information  [httos . iso.org/standard/43757 htm ecurity, Compliance y lechanisms exist to facilitate the implementation of security, compliance
511 security oSl 9 Functional Subset Of Resilience Program (SCRP) | S©V"%1  lang resilience governance controls. 10
For speciic requirement detat. buy 2 lcensed copy of the Focal Docurment at oo Securt
Policies for information ~[nttps://www.iso.org/standard/43757.htmi ublishing Securlty, [Mechanisms exist to establish, maintain and disseminate policies, standards
511 security Functional Intersects With | Compliance &Resilience | GOV-02  an g procedures necessary for secure, compliant and resilient capabilities. 8
Documentation
For Specifc equirement detalls buy 2 lcensed copy of the Focal Document ot Mechanisms exist to review the Security, Compliance & Resilience Program
511 Policies for information |htps://www.iso.org/standard/43757 .ntmi Functional Intersects With | aodic Review & Update ofl  iov.03  |(SCRP). including policies, standards and procedures, at planned intervals or s
security et proce if significant changes occur to ensure their continuing suitability, adequacy
9 effectiveness.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Policies for information | "tpe.//www.is0.org/standard/43757 htmi Mechanisms exist to facilitate the implementation and operation of data
511 o e Functional Intersects With Data Privacy Program PRI01  |protection controls throughout the data lifecycle to ensure all forms of 8
4 Personal Data (PD) are processed lawfully, fairly and transparently
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi IMechanisms exist to:
|(1) Ensure that the public has access to information about organizational
ldata privacy activities and can communicate with its Chief Privacy Officer
|(CPO) or similar role;
(2 Ensure that organizational data privacy practices are publicly avalable
poties ornormaion unctorsl | ierscs i |y, Disemnatonoroata | gy (st ot onizoional gt gy prctces ,
¥ Prog (e Sanlcly focing e addessen anclor pnone nes to enable the
loublic to provide feedback and/or direct questions to data privacy office(s)
regarding data privacy practices; an
|(4) Inform data subjects when changes are made to the privacy notice and
lthe nature of such changes.
[For specific requirement detals, buy a licensed Copy of the Focal Document at [Mechanisms exist to review the Security, Compliance & Resilience Program
. Review of the policies for |"ttps-/wwi is0.org/standard/a3757 himi Functional ubsetor | [TeHodic Review s Updateoff | (SCRP) including policies, standards and procedures, at planned ntervais or "
information security e P once if significant changes occur to ensure their continuing suitability, adequacy
9 land effectiveness.
Organizaton of nformation [or Speciicrequremert detats buy 3 censed copy ofthe Focal Document ot -
6 A et v oo orgetandara43750 Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
o e equramen SR o eraed oy ST Foe Goeumn restomed Secar Mechanisms exist to assion one or more qualified individuals with the mission
9 B Imaintain an enterprise-wide Security, Compliance & Resilience Program
esponsibilities
[(SCRP)
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to manage personnel security risk by assigning a risk
6.1 Internal 757.htm! Functional Intersects With Position Categorization HRS-02  |designation to all positions and establishing screening criteria for individuals 5
filiing those positions.
[For specific requirement details, buy a licensed Copy of the Focal Document at Trdparty P ) ech o contror R R
757 ntmi ird-Party Personnel ’ lechanisms exist to control personnel security requirements including
61 Internal Functional Intersects With urity TPM06 kecurity roles and responsibilites for third-party providers. s
For Specific requirement detals uy 2 icensed copy of the Focal Document at Assigned Security, IMechanisms exist to assign one or more qualified individuals with the mission|
Information security roles |Nttps://www.iso.org/standar “htmi i g Jand resources to centrally-manage, coordinate, develop, implement and
611 and responsibilities Functional Intersects With | Compliance & fResiience | GOV-04  fmaintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsibilities oty
format & rotes | SPECIC requirement details, buy a licensed copy of the Focal Document at Defined Rotes & ech o define oy oy roles & oities for
Information security roles  |ttoe/ wwuw.iso.org/standard/a 3757 htmi efined Roles y lechanisms exist to define cybersecurity roles & responsibilities for a
611 and responsibilities P 9 Functional Intersects With Responsibilities HRS-03 loersonnel. 8
[For specific requirement detalls, buy a licensed copy of the Focal Document at e » ot et o that e
Inttps://www.iso.org/standard/a3757.htmi lechanisms exist to ensure that individuals accessing a system that stores,
611 Information security oles o Functional | Intersects witn | Roles With Special | o 4.1 francmits or processes mformation requiing special rotection satsty 3
P lorganization-defined personnel screening criteria.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
757.htmi IMechanisms exist to document and maintain a Responsible, Accountable,
Responsible, Accountable,
Information security roles [supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
611 and responsibiities Functinal | Intersects Wit | Supportive, Consulted & | TPM05.4 - EJ R0 S Gt for securty, complance and resience contror e
between internal stakeholders and External Service Providers (ESPs).
Information security roles [ ek arc/ecndm AT e 0P ©f the Focal Document at: Third-Party Personnel Mechanisms exist to control personnel security requirements including
Inttps://www.iso.org/standard/43757.htmi - ¥
611 and responsibilities i 9 Functional Intersects With curity TPM06 kecurity roles and responsibilites for third-party providers. 8
For Specifc equirement detalls buy 2 icensed copy of the Focal Document at Mechanisms exist to implement and maintain Separation of Duties (5oD) to
612 Segregation of duties [ 2P e e e A 3757 htm Functional Intersects With | Separation of Duties (SoD) |  HRS-11  [TEChaNSTIS BXIT e ot cothesion H
FFor specific requirement detalls, buy hcensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi st to avoid roles through
612 Segregation of duties Functional Intersects With Incompatible Roles HRS12 [imiting an reviewing Geveloper privilsges fo change harware, software H
land firmware within a produ
For Specifc requirement detalls buy 2 lcnsed copy of the Focal Document at ms exist to identify and document appropriate contacts with
613 Contact with authorities {00 2P0 e T e 3787 Functional Subset Of Contacts With Authorities | GOV-06  [echarisme B raguators bt 10
[For specific requirement details, buy a hcensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi
echanisms exis t establish contact ith selected groups and associatons
Jwithin the security, compliance and resilience communiti
1) Faciltate andaing cyberaccury and dats prorection education and
(Contact with special interest| Contacts With Groups & .07 [training for organizational personnel;
614 groups Functional Subset Of Associations GOV-07 |3 Maintain currency with recommended ybersecurity and data protection 0
practices, techniques and technologies; an
5 Share carront cybersecurty andjor 4ot protection-elated information
including threats, vulnerabilities and incidents.
For Specifc requirement detat, buy 2 icensed copy of e Focal Docurment at
Iformation security in _|Pttps:/iwww.iso.org/standard/3757 htm Security, Compliance & Mechanisms exist to facilitate the implementation of resource planning
615 oo maasemant Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
i 9 Portfolio Management lcompliance and resilience objectives
For specifc requirement detat.buy 2 icersed copy of the Focal Docurent at
Inttps://www.iso.org/standard/43757.htmi Securlty, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
Information security in : . » lsystem project development to determine the extent to which the controls
615 rect management Functional | Inersects ith |~ Resflience InProject | PRM-04 L1 e e i e ntended and producing the desied s
9 loutcome with respect to meeting the requirements.
[For specific requirement detas, buy a licensed Copy of the Focal Document at " Tdenti "
tomatinsecarty : o D o | s commiones | e e e crictren congrens e .
project management e land/or Services (TAAS) at pre-defined decision points in the Secure
[Development Lie Cycle (SDLC)
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FFor specific requirement details, buy a licensed copy of the Focal Document at ech o nanges to Techmoloay Assets, Applicat
hetpe: o 55.org/standara/43757 htmi lechanisms exist to ensure changes to Technology Assets, Applications
615 Information securlty in o Functional | Itersects witn | Secure Development Uife | payy7  fangjor Services (TAAS) wiin the Secure Develapment Lie Cycle (SDLO) are B
pro 9 Y 9 [controlled through formal change control procedures.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Mechanisms exist to identify:
|(1) Assumptions affecting risk assessments, risk response and risk
Information security in imonitoring
615 e Functional Intersects With Risk Framing RSK-0L1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; H
proj 9 |(3) The organizational risk tolerance; an
|(@) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
i T specific requi 3 i
615 e [or spacific requirament datalls. buy 2 llcensed copy of the Focal Document at: Functional Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. H
[For specific requirement detals, buy s hcensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Mechanisms exist to conduct recurring assessments of risk that includes the
Information security in ikefinod and magniude of narm, rom unauihorized access, e, disclsure.
615 project management Functional Intersects With Risk Assessment RSK-04 ldisruption, modification or destruction of the organization's Technolog s
|Assets, Applications, Services and/or Data (TAASD).
i fic requi 3 i
615 formationsecurtynFor spedc requerment et by o ensed copy of the Focal Document o Functional Intersects With Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 5
formation security i [F°7 SPECIfc requirement details, buy a licensed copy of the Focal Document at remediate findings from security, compliance andjor resilience related
6.1.5 roject mans Emeym |https://www.iso.org/standard/43757.html Functional Intersects With Risk Response RSK-06.1 |(1) Assessments; 5
projs 9 |2) Audits; and/or
[For specific requirement detals, buy a licensed Copy of the Focal Document at
757.htmi exist to develop an enterprise architecture, aligned with
Information security in Alignment With Enterprise industry-recognized leading practices, with consideration for security,
oL project management Functional Intersects With Architecture SEA02lcompliance and resilience principles that addresses risk to organizational s
loperations, assets, individuals and other organizations
Wablle devices and For specfc requirement detats, buy  icensed copy of e Focal Document ot
62 e Petoe e oo orgretandara 43757 am Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
[For specific requirement details, buy a \V(EHSEG copy of the Focal Document at: [Mechanisms exist to enforce a limit for :onsecullve invalid login attempts by
621 Mobile d ' Ittps:/jwww.iso.org/standard/43757.ntm . ! . with N Lock a2y |7 user during an fod s
loblle device policy unctionat Intersects Wit ccount Lockout 5 e account when the maximam number of unbuccesstol sHempte &
lexceeded
For specific requirement details, buy a icensed copy of the Focal Document at rccoss Control For Moble ms exist to enforce access control requirements for the connection
621 Mobile device policy [https://www.iso.org/standard/43757 html Functional Intersects With EAN MDM-02  |of mobile devices to organizational Technology Assets, Applications andjor 5
[services (TAAS)
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at Mechanisms exist to remotely purge selected information from mobile
621 Mobile device policy bt e e /3757 Functional Intersects With Remote Purging MoM-05  [iechan H
[For specific requirement details, buy a hcensed Copy of the Focal Document at work From Anywhere (WFA) Mechanisms exist to define secure telecommuting practices and govern
622 Teleworking Inttps://www.iso.org/standard/43757.html Functional Subset Of T eletommating Securty)| NET-14.5 remote access to Technology Assets, Applications, Services andor Data 10
9 |(TAASD) for remote workers.
For Speciic requirement detat, buy 2 icensed copy of the Focal Document at
7 Human resource security Lot b ot LA O v/ 3757 htmi Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
71 Prior to For specific requirement "m“s'}’si":““'ff"“" copy of the Focal Document at Functional No Relationship. NA NA NA 0 INo applicable SCF control
For specifc equirement detalls buy 2 icensed copy of the Focal Document at IMechanisms exist to manage personnel security risk by screening individuals
711 Screening Functional Intersects With Personnel Screening RS04 e ring actens 8
For specific requirment detar; buy 2 Tcensed copy o the Focal Document ot
Inttps/www.i50.0rg/standard/a3757 htm Roles With Special IMechanisms exist to ensure that individuals accessing a system that stores,
711 Screening Functional Intersects With proles witn epedia HRS-04.1  ftransmits or processes information requiring special protection satisfy H
lorganization-defined personnel screening criteria.
Terms and conditions of |5 SPECIC reaurement Getals: buy 3 icensed copy of the Focal Document ot Mechanisms exist to require all employees and contractors to apply
712 5 and conditic Inttps://www.iso.org/standard/a3757.htm Functional Subset Of Terms of Employment HRS-05  |cybersecurity and data protection principles in their daily work to enable 10
ploy Jsecure, compliant and resilient capabilities.
erms and conditions of |t <Ourement detalls, buy 2 icensed copy of the Focal Documert ot Mechanisms it to defie acceptable and unacceptabe e of behavior
712 o Inttps://www.iso.org/standard/43757.tm Functional | Intersects With Rules of Behavior HRS-05.1  for the use of includin 8
avior.
[For specific requirement detals, buy a licensed Copy of the Focal Document at och ©to define rates of bahavior that cont et s
757 htmi anisms exist o define rules of behaviorthat contain explict restrctions
712 Terms and condiions of Functional Intersects with | social Media & Social | HRs-05.2  fon the use of social media and networking sites, posting informatior 5
ploy: 9 |commercial websites and sharing account information.
For specifc requirement defalls buy o Ticensed copy of e Focal Document of Mechanisms exist to establish usage restrictions and implementation
Terms and conditions of ~[1ttPsi//www.iso.org/standard/43757.ntm lguidance for organizational technologies based on the potential to cause
712 employment Functional Incersects With - |Technalogy Use Restrictions| - HRS-05.3. 008 or 0 ons andiar Serices (TAAS). f used s
maliciously.
Terms and conditions of _[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to manage business risks associated with permitting
712 p LUAES Functional Intersects With Use of Mobile Devices | HRS-05.5 |00 o e B esaurees H
F fic requirement detarl T Tthe Focal D tat .
72 During e e 12 COPY of the Focal Document a Functional No Relationship NA NA NA 0 INo applicable SCF control
o e 7o a2 COPY of the Focal Document at: Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
html . X 2
721 Functional Subset Of Resilience Program (SCRP) | ©°V°  land resilience governance controls. 0
[For specific requirement detalls, buy a licensed Copy of the Focal Document at IMechanisms exist to align security, compliance and resilience capabilities
Inttps://www.iso.org/standard/43757.htmi Steering Committee & [with business requirements through a steering committee or advisory board,
721 Functional Intersects With Program Oversight GOV-0L1lcomprised of key cybersecurity, data protection and business executives, s
|which meets formally and on a regular basis.
T e s a1 COPY of the Focal Document at IMechanisms exist to commit appropriate resources needed for continual
tps 9 improvement of the organization's Security, Compliance & Resilience
PProgram (SCRP), including:
721 Functional Intersects with | COmmitment To Continual | ov.01.3 1) Staffing: 5
mpr |2) Budget;
|(3) Processes; and
|(4) Technologies.
o e e e o 2 ensed Copy of the Focal Document at nssigned securly, IMechanisms exist to assign one or more qualified individuals with the mission|
ttps://www.iso.org/standar g land resources to centrally-manage, coordinate, develop, implement and
721 Functional Intersects With | Compliance &Resilience | GOV-04  aintain an enterprise-wide Security, Compliance & Resilience Program s
Responsibilities
[(SCRP)
[For specific requirement details, buy a licensed Copy of the Focal Document at exist o enforce an Structure so that appropriate
757 html Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
721 Functional Intersects With ture GOV-041 Imeasuring and managing Technology Assets, Applications, Services andjor s
IData (TAASD)-related risks.
[For specific requirement details, buy a ‘ICEHSEG copy of the Focal Document at: [Mechanisms exist to establish an authoritative chain of command with clear
721 Inttps://www.iso.org/standard/43757.htmi Functional Intersects With Authoritative Chain of | 5o\ 04> [ines of communication to remove ambiguity from individuals and teams 5
Command related to managing Technology Assets, Applications, Services and/or Data
|(TAASD)-related risks.
For specifc equirement detalls buy 2 icensed copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
721 Functional Intersects With | Compliance &Resilience’ | GOV-15 fsecurity, compliance and resilience practices for each Technology Asset, H
Capabilities [Application and/or Service (TAAS) under their control.
[For specific requirement detals, buy a licensed Copy of the Focal Document at IMechanisms exist to require all employees and contractors to apply
721 i 757.htmi Functional Intersects With Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable H
Jsecure, compliant and resilient capabilities.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Mechanisms exis fo define acceptable and unacceptabl rules ofbefavior
721 html Functional Intersects With Rules of Behavior HRS-05.1 for the use of including 5
behavior.
[For specific requirement detais, buy a licensed Copy of the Focal Document at
Ihttpe-/wwiw.s0.org/standard/d3757 html Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
7.21 Functional Intersects With Resilience Protection PRM-O1  [controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Security, Compliance & IMechanisms exist to address all capital planning and investment requests,
721 Functional Intersects With Resilience Resource PRM-02  [including the resources needed to implement the Security, Compli 8
Management [Resilience Program (SCRP) and document all exceptions to this requirement.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Inttps:/jwww.iso.org/standard/a3757.htmi Mechanisms exist to faciltate the implementation and operation of data
7.21 Functional Intersects With Data Privacy Program PRI01  |protection controls throughout the data lifecycle to ensure all forms of 8
PPersonal Data (PD) are processed lawfully, fairly and transparently.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/a3757.htm IMechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
[with the authority, mission, accountability and resources to coordinate,
7.21 Functional Intersects With | Chief Privacy Officer (CPO) | - PRIOL1 0L 0 O e, e ey requiremento and manage 8
ldata privacy risks through the organization-wide data privacy program.
T F fic requirement details, T Tthe Focal D tat .
73 Termination and change of [For pecific requirement Getais, buy a icensed copy ofthe Focal Document a e— B B i o T ———
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Termination or change of | TP W iso.org/standard/43757 htmi Mechanisms exist to adjust logical and physical access authorizations to
731 Functional Intersects With Personnel Transfer HRS-08  [Technology Assets, Applications andor Services (TAAS) and facilities upon H
personnel reassignment or transfer, in a timely manner.
rermination or change of |07 SPECIAC requirement details. buy a icensed copy of the Focal Document at
731 O o ¢ [ttPs://www.is0.0rg/standard/43757 htmi Functional Intersects With Personnel Terminat HRS-09  |[Mechanisms exist to govern the termination of individual employment. 5
F i T detalls, buy a licensed Tthe Focal D tat
8 Asset e o paam nsed copy of the Focal Document af Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
o1 o assets[orSPeCHC requirement detatlz buy 3 censed copy of the Focal Document o e— DEmanh — e o B o appiicabie SCF contrel
[For specific requirement details, buy a hcensed Copy of the Focal Document at Mechanisms exist to identify and assess the security of Technology Assets,
811 Inventory of assets [Nttps://www.iso.org/standard/43757.htm Functional Intersects With e D AST-011 andfor Services (TAAS) that support more than one critical 8
jbusiness function
For Speciic requirement detat, buy 2 icensed copy of the Focal Document at
Inttpe.//wwiw.so.0rg/standard/d3757 htmi Stakeholder Identification & IMechanisms exist to identify and involve pertinent stakeholders of critical
811 Inventory of assets Functional Intersects With e AST-01.2  [Technology Assets, Applications, Services and/or Data (TAASD) to support H
fthe ongoing secure management of those assets.
For specifc equirement detalls buy 2 icensed copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi
Mechanisms exit to perform inventories of Technology Assets, Applications,
[services andjor Data (TAASD) that:
I(1) Accurately reflects the current TAASD in
[2) lgentifos authorised Software producs, icluding business jusification
811 Inventory of assets Functional Intersects With Asset Inventories AST-02  [details; 8
|(3) 15 at the level of granularity deemed necessary for tracking and reporting
) includes organization-defined nformation deemed necessary o achieve
leffective property accountability; a
9T vahbi Tor revton and suctt oy designated organizational personnel
For specifc equirement detalls buy 2 lcensed copy of the Focal Document at Mechanisms exist to create and maintain a map of Technology Asse
811 Inventory of assets Ihttps://www.iso.org/standard/43757.htm Functional Intersects With Data Action Mapping AST-02.8  |Applications and/or Services (TAAS) where sensitive/regulated da(a \5 “stored, 5
ftransmitted or processed
For specifc equirement detalls buy 2 icensed copy of the Focal Document at
Inttpa.//wwu.iso.0rg/standard/d3757 htmi Asset Ownership IMechanisms exist to ensure asset ownership responsibilities are assigned,
811 Inventory of assets Functional Intersects With o AST-03  |tracked and managed at a team, individual, of responsible organization level H
ssignment
lto establish a common understanding of requirements for asset protection,
[For specific requirement detals, buy a licensed Copy of the Focal Document at [Mechanisms exist to include capturing the name, position andor role of
811 Inventory of assets |https://www.iso.org/standard/43757.html Functional Intersects With Accountability Information | AST-03.1 [individuals responsible/accountable for administering assets as part of the 5
ftechnology asset inventory process
For specifc equirement detalls buy 2 icnsed copy of the Focal Document at IMechanisms exist to maintain network architecture diagrams that
[netps:/fwww.iso.org/standard/43757.htm Network Diagrams & Data |(1) Contain sufficient detail to assess the security of the network's
811 Inventory of assets Functional Intersects With Fo D (OFD8) AST-04 [architecture; 5
9 [(2) Reflect the current architecture of the network environment; and
|(3) Document all sensitive/regulated data flows.
811 Inventory of assets |0 <Pecific requirement detalls, buy 2 licensed copy of the Focal Document at Functional Intersects With Data Protection DCH-O1  [Mechanisms exist to facilitate the implementation of data protection controls H
e e 7o a5 COPY of the Focal Document at: IMechanisms exist to ensure data and assets are categorized in accordance
Inttps://www.iso.org/standard/a3757.htmi ¥ i
811 Inventory of assets p: 9 Functional Intersects With | Data & Asset Classification | DCH-02  [UECI SIS B0 B e B e etua) soquirements. 5
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FFor specific requirement details, buy a licensed copy of the Focal Document at
tkpe. w90, org/atandard/43757 htmi Inventory of Personal Data IMechanisms exist to establish and maintain a current inventory of all
811 Inventory of assets Functional Intersects With o PRI05.5  [Technology Assets, Applications and/or Services (TAAS) that collect, receive, H
lprocess, store, transmit, share, update and/or dispose Personal Data (PD)
[For specific requirement detals, buy a licensed Copy of the Focal Document at Mechanisms exist to identify critical system components and functions by
Ihttps://www.iso.org/standard/43757.htmi Security, Compliance & lperforming a criticality analysis for critical Technology Assets, Applications
811 Inventory of assets Functional Intersects With | Resilience Requirements | - PRM-05 0TS R CTEAAS) S Gt e decison pointe inthe Secure 5
[Development Lie Cycle (SDLC)
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Inttpe.//wwiw.is0.0rg/standard/d 3757 htmi Asset Ownership IMechanisms exist to ensure asset ownership responsibilities are assigned,
812 Ouwnership of assets Functional Subset Of Sot Ounerh AST-03  |tracked and managed at  team, individual, or responsible organization level 10
9 lto establish a common understanding of requirements for asset protection.
813 The e Lo Of O e aramer e s 00 €oPY of the Focal Dacument at Functional Intersects With Data Protection DCH-O1  [Mechanisms exist to facilitate the implementation of data protection controls H
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
The acceptable use of | NttPS://www.iso.org/standard/a3757.htmi Mechanisms exist to mark media in accordance with data protection
813 o Functional Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, H
andiing caveats and applicable security requirements.
The acceptable use of _For speciic requrement detal, buy 3 icensed copy of the Focal Document ot Mechanisms exist to identify custodians throughout the transport of digital or|
813 assets Inttps://www.iso.org/standard/43757. Functional Intersects With Custodians DCHO71 lnon-digitel media. s
e acceptable use of |21 SPECIAC requirement detalls, buy 5 hcensed Copy of the Focal Document at Mechansms et T deine secepabl and unaccepabe e ofberaar
813 eptab Inttps:/jwww.iso.org/standard/43757.html Functional | Intersects With Rules of Behavior HRS-05.1  for the use of including 8
bbenavior
[For specific requirement detalls, buy a licensed Copy of the Focal Document at . o et rates of behavior that cont .
Ihttps://www.iso.org/standard/a3757.htmi ol Medi lechanisms exist to define rules of behavior that contain explicit restrictions
813 The acceptable use of Functional Intersects With | SociaMedia & Sociel | HRs-05.2  fon the use of social media and networking sites, posting information on 8
9 |commercial websites and sharing account information.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at echanisms et t establh usage retrictions and implementation
The acceptable use of  [nttps://www.iso.org/standard/43757.html lance for organizational technologies based on the potential to cause
813 assets Functional Intersects With | Technology Use Restrictions| - HRS-05.3. 3.0 C0c8 rdCRnciod S eiS, Appications ancior Services (TAAS), I used 8
maliciously.
The acceptable use of _|For speciic requirement detals, buy a licensed copy of the Focal Document at 06 |Mechanisms exist to require internal and third-party users to sign
813 assets Ihttps://www.iso.org/standard/43757.htmi Functional Intersects With Access Agreements HRS-06 |appropriate access agreements prior to being granted access. s
e acceptable use of |2 SPECIfc requirement detalls buy a icensed copy of the Focal Document at Mechanisms exist to ensure that employees and third-party users retarn all
813 eptab Inttps:/jww.iso.org/standard/43757.html Functional Subset Of Return of Assets AST-10  forganizational assets in their possession upon termination of employment, 10
[contract or agreement.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to ensure that employees and third-party users return all
814 Return of assets  [nttpsi//www.iso.org/standard/43757.htmi Functional Subset Of Return of Assets AST-10  [organizational assets in their possession upon termination of employment, 10
lcontract or agreement.
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at
82 nformation classification [fr 2P e e e e Functional No Relationship. NA NA NA 0 INo applicable SCF control
[For specific requirement details, buy a hcensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.ntmi Mechanisms exist to facilitate data governance to oversee the organization's
10 [policies, standards and procedures so that sensitive/regulated data is
821 Classification of information Functional Intersects With Data Governance BOV-10 B anaged A matames o secordante Wi sopitabla Statutory, 8
regulatory and contractual obligations.
For Specifc requirement detalls buy 2 icensed copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi Mechanisms exist to determine security, compliance and resilience control
ication of i ) icati y lapplicability by identifying, assigning and documenting the appropriate asset
821 Classification of information Functional Intersects With | Asset Scope Classification | AST-04.1 DD oy g, e o O s o Sarvieas 5
|(TAAS) and personnel (internal and third-parties)
821 Classification of [ror specific requirement detall. huy a licensed copy of the Focal Document at Functional Subset Of Data Protection DCH-O1  [Mechanisms exist to facilitate the implementation of data protection controls 10
[For specific requirement detals, buy a licensed Copy of the Focal Document at echanisms exist to ensure data and assets are categorized n accordance
i 757.htmi " chanisms exi ure rized in accordant
821 Classification of Functional Intersects With | Data & Asset Classification | DCH-02  [18Ch S BXiaL 10 Bt ol o e e tm) soements. 8
For specifc requirement detats. bu 2 icensed copy of the Focal Docurment at
Inttps/www.i50.0rg/standard/a3757 htm Mechanisms exist to mark media in accordance with data protection
822 Labelling of information Functional Intersects With Media Marking DCH-04  frequirements so that personnel are alerted to distribution limitations, 8
handling caveats and applicable security requirements.
823 Handiing of assets |00 oD oe e e ey e <P ©f the Focal Document at Functional Intersects With Data Protection DCH-O1  [Mechanisms exist to facilitate the implementation of data protection contros H
F fic requirement detarl T Tthe Focal D tat T denti i i
523 Wandiing o assets. [0 SPECc requirement detars buy 3 censed Copy of the Focal Document a Functional Intersects With Custodians 0071 [Heherieme eXat o Gently cstadans thraughout the Hansport of igia o S
[For specific requirement detals, buy a ficensed copy of the Focal Document at
83 Media handling Ittpedfwww. iso-orgistandard/a3757 htmi Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
Hanagement of removabie [Fo specific equirement detals buy a ensed copy of the Focal Document at Mechansims exs o resrict the use of types of digtal media on systems or
831 A Retpe e oo orglatandaraia3757 hem Functional Intersects With Media Use DCH10 H
Wanagementof emovable "o specT reauement detalls bure \lcensed Copy of the Focal Document at echanisms xitt eI ramovable mada T accardance wih ta
831 media S://www.iso.0rg/standard/43757. Functional Intersects With | Removable Media Security |  DCH-12  handling and acceptable usage parameters. 8
For Specific requirement detalls, buy @ hcensed Copy of the Focal Document at Mechanisms exist to securely dispose of media when it is no longer required,
832 Disposal of media e, Functional Intersects With | Physical Media Disposal | DCH08  [IESOETETS BF 0 Sect 8
o T ey a1 CCPY °f the Focal Document at IMechanisms exist to protect and control digital and non-digital media during
i Ihttps://www.iso.org/standard/a3757.htmi i i ¥ -
833 Physical media transfer ~[http: 9 Functional Intersects With Media Transportation DCH 07 o onta o commranlod areus uoing S an ot seCny manasra 8
For Speclfic equirement detalls buy 2 icensed copy of the Focal Document at .
9 Access control Fitpe i eo.orgietandarc/a3757 htm Functional No Relationship. NA NA NA 0 INo applicable SCF control
i i F fic requirement detalls, T Tthe Focal D tat .
91 Bl e L L Ll ‘e"se" €opy of the Focal Document o Functional No Relationship NA NIA NA 0 INo applicable SCF control
[For specific requirement detals, buy a h(ensed Copy of the Focal Document at Gentity & Access Mechanisms exist to facilitate the of ana
o1l Access control policy  ttps:/jwww.iso.org/standard/43757.htm Functional Intersects With Management (IAM) IACOL  laccess 8
[For specific requirement details, buy a \V(EHSEG copy of the Focal Document at: Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
911 Access control policy  |nttps://www.iso.org/standard/43757.htmi Functional Intersects With Authentication for 1AC02  |and Audit (AAA) organizational users and processes acting on behalf of 8
Organizational Users Jorganizational users.
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Role-Based Access Control Mechanisms exist to enforce Role-Based Access Control (RBAC) for
911 Access control policy Functional Intersects With Yo 1AC:08. [Technology Assets, Applications, Services and/or Data (TAASD) to resrict 8
laccess to individuals assigned specific roles with legitimate business needs.
[For specific requirement detals, buy a licensed Copy of the Focal Document at ech , el N o mdividua
Inttpes//wwww. s0-org/standard/a3757 htmi . lechanisms exist to proactively govern account management of individual,
911 Access control policy p: 9 Functional Intersects With Account Management IAC15  lroup, system, service, application, guest and temporary accounts. 8
For specifc requirement detalls buy 2 icnsed copy of the Focal Document at Privileged Account [Mechanisms exist to restrict and control privileged access rights for users
911 Access control policy Functional Intersects With Management (PAM) 'AC16  land Technology Assets, Applications and/or Services (TAAS). 8
[For specific requirement detals, buy a h(ensed Copy of the Focal Document at
tps://www.iso.org/standard/a3757.htm Periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals
911 Access control policy Functional Intersects With Review of IAC17  |and service accounts to validate the need for such privileges and reassign or 8
remove unnecessary privileges, as necessary.
[For specific requirement details, buy a licensed Copy of the Focal Document at
Ittps://www.iso.org/standard/a3757.htmi IMechanisms exist to utilize the concept of least privilege, allowing only
911 Access control policy Functional Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 8
laccordance with organizational business functions.
[For specific requirement detals, buy a licensed Copy of the Focal Document at oryeical 6.8 - o faciitate th o of ohystcal and .
Inttps://wwiw.iso.org/standard/a3757. htmi ysical & Environmental y s exist to facilitate the operation of physical and environmental
911 Access control policy [Mtps:/) 9/ Z Functional | Intersects With & Environ pes01  [Mechaniems exiett s
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Physical Access PPhysical access control mechanisms exist to maintain a current list of
911 Access control policy Functional Intersects With e s PES-02  [personnel with authorized access to organizational facilities (except for those 8
[areas within the facility officialy designated as publicly accessible).
[For specific requirement details, buy a licensed Copy of the Focal Document at PPhysical access control mechanisms exist to authorize physical access to
911 Access control policy  |nttps:/jwww.iso.org/standard/43757.htmi Functional Intersects With _ | Role-Based Physical Access| PES02.1 Jeacilties based on the position or role of the individual. 8
[For specific requirement detals, buy a licensed Copy of the Focal Document at Physical access control mechanisms exist to enforce physical access
Inttps://www.iso.org/standard/a3757.htmi lauthorizations for all physical access points (including designated entry/exit
9.1.1 Access control policy Functional Intersects With Physical Access Control PES03  Iooints) to facilities (excluding those areas within the facility officially 8
[designated as publicly accessible)
For specifc requirement defolls buy o Ticensed copy of fhe Focal Document of [Mechanisms exist to identify systems, equipment and respective operating
ttps://www.iso.org/standard: tm Physical Security of Offices, lenvironments that require limited physical access so that appropriate
911 Access control policy Functional Intersects With Rooms & Facilities PES-04  Iohysical access controls are designed and implemented for offices, rooms 8
Jand facilites.
fic requi i 0 T i 7
011 Access control policy |7 SPeCiic requirement details. buy 2 licensed copy of the Focal Document at Functional Intersects With | Working in Secure Areas | PES.041 |PMYSIcal security mechanisms exist to allow only authorized personnel access s
757.htmi lto secure areas.
“Access to networks and _|For specific requirement detalls, buy a licensed copy of the Focal Document at 1gentity & Access Mechanisms exist to facilitate the implementation of identification and
912 network services html Functional Subset Of Management (IAM) IACOL laccess 10
[For specific requirement detalls, buy a licensed Copy of the Focal Document at och o enforce Role-Based Access Contrl (RBAC) for
Inttps:/jwww.iso.org/standard/a3757.htmi . lechanisms exist to enforce Role-Based Access Contro
912 Access 10 networks and Functional Intersects with | Role-Base8 Aceess Control | ac.05 ITechnology Assets, Applications, Services andjor Data (TAASD) to restrict 8
laccess to individuals assigned specific roles with legitimate business needs.
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Access to networks and | NttpS://wwiw.iso.org/standard/a3757.htm Mechanisms exist to utilize the concept of least privilege, allowing only
912 Functional Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 8
network services
laccordance with organizational business functions.
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at
92 User access management [0 2P e Lt T e e 377 Functional No Relationship. NA NA NA 0 INo applicable SCF control
User registration and _[For specic equirement detals buy g hcensed Copy of the Focal Document at User Provisioning & De- Mechanisms exis o utlz a forma user registration and de-registration
921 Functional Intersects With Provisioning 1AC07lprocess that governs the assignment of access rights. 8
[For specific requirement detals, buy 3 licensed copy of the Focal Document at
User registration and | 1ps ivewwiso.org/scandard/43757 hemi Mechanisms exist to utilize the concept of least privilege, allowing only
921 et Functional Intersects With Least Privilege IAC21  fauthorized access to processes necessary to accomplish assigned tasks in 8
9 laccordance with organizational business functions.
For Specifc requirement detalls buy 2 icensed copy of the Focal Document at User Provisioning & De- Mechanisms exis to tlze a formal user regitratio and Ge-regitration
922 User access provisioning ttps:/www.iso.org/standard/43757. Functional Intersects With Provisioning 'AC07_lprocess that governs the assignment of access right 8
[For specific requirement detalls, buy a hcensed Copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi Mechanisms exist to utilize the concept of least privilege, allowing only
922 User access provisioning Functional Intersects With Least Privilege IAC21  |authorized access to processes necessary to accomplish assigned tasks in 8
laccordance with organizational business functions.
[For specific requirement detals, buy a licensed Copy of the Focal Document at Mechanisms exist to inventory all privileged accounts and validate that each
923 Management of privileged |https://www.iso.org/standard/43757 html Functional Intersects With Privileged Account IAC-16.1  |person with elevated privileges is authorized by the appropriate level of 8
access rights Inventorie:
Jorganizational management.
[For specific requirement details, buy a licensed Copy of the Focal Document at e . e e o o o
o 757.htmi ic Revi lechanisms exist to periodically-review the privileges assigned to individuals
923 of privileged Functional Intersects witn | Periodic Review of Account | 117 fang service accounts to validate the need for such privileges and reassign or 8
access rights Privileges
remove unnecessary privileges, as necessary.
Management of prvieged [For Speciic requirement detals buy  licensed copy of the Focal Document ot Management Approval For Mecharisms exist fo resrictthe assignment of privieged accourts to
023 access rights Ittps://www.iso org/standard/43757. Functional Intersects With Privileged Accounts tac213 personnel andor role: 8
. [For speciic requirement detals, buy a hcensed Copy of the Focal Document at Mechanisms exist to
secret i 757.htmi (1) Securel
Seation i . ly manage authenticators for users and devices; an
924 authentication information Functional Intersects With | Authenticator Management | 1ac-10 (3} Securely manage suthenticaters for users and deyices: o assification 8
Jof the data being accesse
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
924 e o et [tpe 3 S Py Functional Intersects With password-Based \AC-10.1 [ Mechanisms exist to enforce complexity, length and lifespan considerations N
o Authentication Ko enaure stan crera for posavord.based suthenticaton
Management of secret _|FOr SPecific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to protect authenticators commensurate with the
924 information 757 html Functional Intersects With | Protection of Authenticators| IAC-10.5  fsensitivity of the information to which use of the authenticator permits 8
of users
Management of secret For Specic requierent detal by  censed copy of e Focal Document
757 htmi ) . IMechanisms exist to ensure default authenticators are changed as part of
924 aton nformation Functional Intersects With Default Authenticators | 1AC-10.8  [NECRaRiSmS Buist to ensure aefaut au 5
Management of secret _|FOr SPecific requirement detals, buy a licensed copy of the Focal Document at
924 information i 757.htmi Functional Intersects With password Managers 1AC-10.11  [Mechanisms exist to protect and store passwords via a password manager 5
of users
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
of se htm! User Responsibilties for echanisms exis to compel users to follow accepted practices inthe use of
924 authentication information Functional Intersects With D 1AC-18 e.g., passwords, physical or logical 8
of users Cecarty tokens, smart cards, certcates, etc.
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[For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to pericdically review system configurations to identify and|
925 Review of user access rights s W 50.0rg/Standarc/43757 himi Functional Intersects With Periodic Review CFG03.1  [disable unnecessary and/or non-secure functions, ports, protocols and 5
Jservices.
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at Mechanisms exist to revoke user access rights following changes in
925 Review of user access rights|https:/jwww.iso.org/standard/43757 htmi Functional Intersects With | Change of Roles & Duties | 1AC-07-1  oorsonnel roles and duties, if no longer necessary or permitted. s
For specifc requirement detalls buy & \lcensed Copy of the Focal Document at Mechanisms exist to revoke user access rights in a timely manner, upon
925 Review of user access rights e e Functional Intersects With  |Termination of 1ac07.2  [fechanisms & user acces 5
[For specific requirement detalls, buy hcensed Copy of the Focal Document at echanisms exist to proactivel govern account management of mavidua!
rights|nttps://www.iso.org/standard/a3757.htmi 2 i idual,
925 Review of user access rights|tt: 9 Functional Intersects With Account Management A1 e, cervice. application, guest snd temporary accounts 8
FFor specific requirement details, buy a ficensed capy of the Focal Document at
Inttpedfwww. iso.0rglstandard/a3757 htmi periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals
925 Review of user access rights Functional Intersects With Rt of IAC17  fand service accounts to validate the need for such privileges and reassign or 8
9 remove unnecessary privileges, as necessary.
[For specific requirement detalls, buy a licensed copy of the Focal Document at echanisms exstto peridicall review ystem configuraionsto denty and
926 Remaval o SdJUStment of ntps;j/www.so.org/standard/43757 himi Functional Intersects With Periodic Review CFG-03.1 [isable unnecessary andjor non-secure functions, ports, protocols an 5
Jservice:
emoval or adjustment of |Fo" SPECIfc requirement details buy 3 icensed copy of the Focal Document at och . ver . ot o
emoval or adjustment of |t e andard/a 3757 htm! . lechanisms exist to proactively govern account management of individual,
926 access rights P 9 Functional Intersects With Account Management 1AC15lgroup, system, service, application, guest and temporary accounts. 8
For specifc requirement detat.buy  icersed copy of the Focal Docurent t e o penodican e oo o o
Inttps://www.iso.org/standard/43757.htmi lechanisms exist to periodically-review the privileges assigned to individuals
026 Removalor adjustment of o Functional | Itersects witn | Periodic Review of Account | 1yc.17 i service accounts to validata tne need fo suich privleags and reassign or s
' remove unnecessary privileges, as necessary.
Removal or adjustment of [For Specific requirement detalls, buy a licensed copy of the Focal Document at g Mechanisms exist o enforce Logical Access Control (LAC) permissions that
226 access rights 757.htmi Functional Intersects With Access Enforcement 'AC-20 |conform to the principle of "least privilege. 8
93 User [For specific requirement datalls. buy 3 licensed copy of the Focal Document at: Functional No Relationship. NA NA NA 0 INo applicable SCF control
oo of secret authentication o7 SPECIC requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to protect authenticators commensurate with the
931 ecret auther Ittps://www.iso.org/standard/a3757.htmi Functional Intersects With [Protection of Authenticators|  IAC-10.5  sensitivity of the information to which use of the authenticator permits 5
[For specific requirement details, buy a icensed copy of the Focal Document at N ; o N ;
Use of secret authentication [MtPe I iso.0rg/Standara/a3757 htmi User Responsibies for Mechanisms exist to compel users to follow accepted practices in the use of
931 Tt auther Functional Intersects With R onaibillies o 1AC-18 9. passwords, physical o logical 5
9 lsecurity tokens, smart cards, certificates, etc.).
ication [F fic requirement detalls, buy a I Tthe Focal D tat .
9.4 SVS‘E'("(:;‘S“(E:"”(‘,‘SIS“’" or specific requirement details, ““Y - ‘e"se" copy of the Focal Document at Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
Information access _[For Specific requirement detalls, buy a h(ensed Copy of the Focal Document at Configuration Management Mechanisms exist to facilitate the implementation of configuration
041 restriction Ittps://www.iso.org/standard/43757.htmi Functional Intersects With cre-0l trols. s
[For Specific requirement detals, buy a licensed Copy of the Focal Document at +to doveron, 4 o oot
Inttpe/www.so.0rgstandard/a3757 htmi exist to develop, document and maintain secure baseline
041 information access Functional | Intersects with secure Baseline CFo02  |configuraions of Techmology Ascets, Applcations ancior Services (TAAS) s
9 lthat are consistent with industry-accepted system hardening standards.
I formation access _[FoT SPECIAC requirement detals, buy 3 icensed copy of the Focal Document at echanisms exist to configure systems to provide only essential capabllties
941 ation o Inttps://www.iso.org/standard/a3757.htmi Functional Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or 5
Jservices.
I tormation access o SPECITC requirement detalls buy 3 icensed copy of the Focal Document at Data Flow Enforcement Mechanisms exist to implement and govern Access Control Lists (ACLS) to
rmati Ittps://www.iso.org/standard/a3757 htmi r - -
941 mation ps://wiww.iso.org/standard/4375 Functional Intersects ith | 022 Flow aioreoment )| NET-04  |provide data flow enforcement that explicitly restrict network traffic to only 5
[what is authorized.
Forspeciic requirement detat. buy  icensed copy of the Focal Docurent ot
Inttps://www.iso.org/standard/a3757.htmi Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
942 Secure log-on procedures Functional Intersects With CFG-02 or Technology Assets, Applications and/or Services (TAAS) H
Configurations.
[that are consistent with industry-accepted system hardening standards.
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at Endpoint Device Mechanisms exst o faciitate the implementation of Endpaint Device
942 Secure log-on procedures | 2 T r/atandard /43757 Functional Intersects With Management (EDM) END-0L [y e ment (EDM) c s
FFor specific requirement detalls, buy g hcensed Copy of the Focal Document at Endpoint Protection Mechanisms exist to protect the confidentiality, integrity, availability and
942 Secure log-on procedures Functional Intersects With it Prote END-02 e i 5
A P e b“y & ncensed copy of the Focal Document at Mechanisms exist to establish a trusted communications path between the
» Inttps://www.iso.org/standard/a3757.htmi .
942 Secure log-on procedures g Functional Intersects With Trusted Path D09 e acutiny Tunctions of the operating Syetem 5
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at Mechanisms exist to utilize a trusted communications path between the user
942 Secure log-on procedures {0 e e o0 s 7a Functional Intersects With | Secure Log-0n Procedures | sea17  [Nechanisme exis to uilize @ (usted con 5
[For specific requirement details, buy s hcensed Copy of the Focal Document at Mechanisms exist to:
Password 757 html [(1) Securely manage authenticators for users and devices; and
043 system Functional Intersects With | Authenticator Management | IAC-10 ) Engure the strength of authentication is appropriate to the classification s
Jof the data being accessed.
FFor speciic requirement details, buy a icensed copy of the Focal Document at N N
043 Password 257 htm cunctional Intersects With Password-Based \AC-10.1 [ Mechanisms exist to enforce complexity, length and lifespan considerations 5
system Authentication lto ensure strong criteria for password-based authentication
o fic requi 3 i isms ex words vi W
023 Password management_|Fo secl reufemert deal By 8 Teensed copy of e Focal Documen o Fonctionat Intersects With Pasword Managers IAC10.11_[Yechanisms exist 0 profect and store passwords via 2 password marager S
Use of privieged ity For specifc requirement detals Buy a cansed copy of the Focal Docurmert at Use of Privileged Uty Mechanisms exist to restrict and tightly control utility programs that are
44 programs mi Functional Subset Of Programs 1AC-20.3 _ |capable of overriding system and application controls 10
‘Access control to program [For specific requirement detafls, buy a ncensea Copy of the Focal Document at ‘Access to Program Source 5 [Mechanisms exist o imit privileges to change software resident withim
245 source code Ittps://www.iso.org/standard/43757.htm Functional Subset Of Code TDA20 foftware libraries. 0
For specifc requirement detalls buy & \l(ensed Copy of the Focal Document at .
10 Cryptography Fetpe v oo orgretandardi43757 Functional No Relationship. NA NA NA 0 INo applicable SCF control
i fic requirement detall T Tthe Focal D tat .
10.1 IS controls [[OF sPecific requirement detals, ““Y : ‘e"se" copy of the Focal Document at Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to facilitate the implementation of cryptographic
1011 Policy on the use of  lhttps://www.iso.org/standard/a3757 htmi Functional Subset Of Use of Cryptographic CRY-01  [protections controls using known public standards and trusted cryptographic 10
cryptographic controls Controls
liechnologies.
o1t Pollcy onthe use of Forspecic eaulement et Buy  eensed copy of th Focal Dacument Fonctionat Inersects With _[Transmission Confidenalty| | CRY-03 _[C/P109raPhIc mecharisms exst o protect the confidentalty of Gata beng S
i i fic requirement detalls, buy a I Tthe Focal D tat i z i
o1t Po\ cy on the use of o specicrequirement detals buy  icensed copy of the Focal Document Fonctionat tersects With Transmission Integrity CRv-0a[CPIOSIBDHIC mechanisms exist o potect he ntegrity of data being S
aicy on the use of [For specific requirement deral, huy 3 ficensed copy of the Focal Document at [Cryptographic mechanisms exist to prevent unauthorized disclosure of data
1011 e s Itoes e s orgerandara 4375 i Functional Intersects With | Encrypting Data AtRest |  CRY-05 5
FFor specific requirement details, buy a licensed capy of the Focal Document at PR, ech o facitate cryptoarane K oot
57 ntmi ryptographic Key y lechanisms exist to facilitate cryptographic key management controls to
1012 Key Functional Intersects With CRY-09 " lorotect the confidentiality, integrity and availability of keys. s
[For specific requirement detalls, buy a licensed copy of the Focal Document at Cryptographic Key Loss o Mechanisms exist to ensure the availability of Information in the event of the
1012 Key 757.htmi Functional Intersects With Change CRY-09-3 loss of cryptographic keys by individual users. s
For specific requirement details, buy a licensed copy of the Focal Document at Contror & Distrbation of Mechanisms exist to faciltate the secure distribution of symmetric and
1012 Key htmi Functional Intersects With O o Distrioution CRY-09.4  fasymmetric cryptographic keys using industry recognized key management 5
yptograpl i ltechnology and processes.
Physicaland environmental [For specifc requirement detal, buy a icensed copy of the Focal Document ot .
un o e ea.ora/etancard/A3787 Functional No Relationship. NA NA NA 0 INo applicable SCF control
i Tfic requirement detall T Fthe Focal D tat .
111 Secure areas or specific requirement detafls, ““" o ‘e"sed copy of the Focal Document af Functional N/A N/A N/A 0 INo applicable SCF control
FFor speciic requirement detalls, huy 3 licensed copy of the Focal Dacument at
Inttpedwww. iso-0rglstandard/a3757 htmi Physical Access PPhysical access control mechanisms exist to maintain a current list of
1111 Physical security perimeter Functional Intersects With e hontions PES-02  [personnel with authorized access to organizational facilities (except for those 5
[areas within the facility officially designated as publicly accessible).
[For specific requirement detals, buy a licensed Copy of the Focal Document at Physical access control mechanisms exist to enforce physical access
Ittps://www.iso.org/standard/43757.ntmi lauthorizations for all physical access points (including designated entry/exit
1111 Physical security perimeter Functional Intersects With Physical Access Control PES-03 | 5ints) to facilities (excluding those areas within the facility officially 5
|designated as publicly accessible)
For specific requirement detals, buy 2 fcensed copy of the Focal Document at [Mechanisms exist to identify systems, equipment and respective operating
ttps://www.iso.org/standard/ tmi Physical Security of Offices, lenvironments that require limited physical access so that appropriate
111 Physical security perimeter Functional Intersects With Rooms & Facilities PES-04  Iohysical access controls are designed and implemented for offices, rooms s
land facilities.
[For specific requirement detalls, buy a licensed copy of the Focal Document at [Physical access control mechanisms generate a log entry for each access
112 Physical entry controls o Functional Intersects With Physical Access Logs PES03.3 [ controlied Ingrese and eqress pots 5
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at Physical security mechanisms exist to allow only authorized personnel access|
112 Physical entry controls [L0r P oe 0 o0 e e/ 752 e Functional Intersects With | Working in Secure Areas |  PES-04.1  [YSical securih 5
[For specific requirement details, buy a licensed copy of the Focal Document at: Physical access control mechanisms exist to identify, authorize and monitor
1112 Physical entry controls ~ [https://www.iso.org/standard/43757.htm! Functional Intersects With Visitor Control PES-06 [visitors before allowing access to the facility (other than areas designated as 5
lpublicly accessible)
For specifc requirement detats.buy  icersed copy of the Focal Docurent at Mechanisms exist to identify systems, equipment and respective operating
113 Securingoffce, rooms an PS50 0rgstandard/a3737.im cunctional Subset Of Physical Securty of Offces, | peg g fenvironmens tha requir Imited physical access 5o that appropriate 0
acilite s & Facilities physical access controls are designed and implemented for offices, rooms
land facilties.
orotect +oxternar [OT SPECIC requirement details, buy a licensed copy of the Focal Document at e & B - e e o of oryercat amd -
rotecting against externa D P iso.on - tm ysical & Environmental y lechanisms exist to facilitate the operation of physical and environmental
1114 Protecting against external lttps:jwww. is0.0rg/standard/43757.htm Functional Subset Of s viron PES 0L e e 10
For specifc equirement detalls buy 2 icensed copy of the Focal Document at Mechanisms exist to identify systems, equipment and respective operating
111 Protecting against external [NEtPSi//www.iso.org/standard/43757.htm Functiona! Intersects witn | PhYSIca Securky of Offices, | peg g fenviranments tha requie imited physical access o that appropriate N
and environmental threats s & Facilities physical access controls are designed and implemented for offices, rooms
Jand facilties.
[For specific requirement details, buy a icensed copy of the Focal Document at oryeieat ocorty meen o oo syt o wm
: Inttpedwww.iso.0rg/standard/a3757 htmi sical security mechanisms exist to locate system components within the
s Frotecting against external Functional | Intersects wieh | EQURMentStng & | pecyy i i potencal damage from physical nd envronmenta s
Ihazards and to minimize the opportunity for unauthorized access.
Protecting against external |10 SPpcrc [ SAUTement detans, huy 2 Icensed copy of the Focal Document at: Mechanisms exist to facilitate the implementation of strategic, operational
Inttps://ww.iso.org/standard/a3757.htmi r X 2
114 and environmental threats |+ 9 Functional Intersects With | Risk Management Program | RSK-01  ln g tactical risk management controls: 8
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Ittps://www.iso.org/standard/a3757.htmi Mechanisms exist to conduct recurring assessments of risk that includes the
Protecting against external ) ; ’ 04 |lkelihood and magnitude of harm, from unauthorized access, use, disclosure,
114 and environmental threats Functional Intersects With Risk Assessment RSK-04 " disruption, modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TAASD).
For Speciic requirement detat, buy 2 icensed copy of the Focal Document at Physical security mechanisms exist to allow only authorized personnel access|
1115 Working in secure areas L0 =P e e o0 e as e Functional Subset Of Working in Secure Areas | PES-04.1  |hYSical securt 10
FFor specific requirement details, buy a h(ensed Copy of the Focal Document at PPhysical security mechanisms exist to isolate information processing facilites|
1116 Delivery and loading areas [Nttps://www.iso.org/standard/43757.htmi Functional Subset O Delivery & Removal PES10  [from points such as delivery and loading areas and other points to avod 10
Junauthorized access.
i i requirement detal T Tthe Focal D tat .
1.2 Equipment or specific requirement detalls, ““Y : ‘e"se" copy of the Focal Document af Functional N/A N/A N/A 0 INo applicable SCF control
FFor specific requirement detalls, buy = Tceised copy of e Focal Document ot orveieat cocorty moch o oo oot T
; Inttpedwww.iso.orgistandard/a3757 htm ; ysical security mechanisms exist to locate system components within the
121 Equipment siting and Functional Subset Of Equipment Siting & PES12 [facility to minimize potential damage from physical and environmental 10
P hazards and to minimize the opportunity for unauthorized access.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Faciiity security mechanisms exist to protect power equipment and power
122 Supporting utilties b YA Functional Intersects With Supporting Utilties PES-07 o e e o derags ing sestrottint 8
For specific requirement detats, buy 2 censed copy of the Focal Document at Facility security mechanisms exist to utilize automatic voltage controls for
122 Supporting utilties Functional Intersects With | Automatic Voltage Controls |  pEs-07.1  FaEHIY Secury echanien 5
FFor specific requirement details, buy 2 ncensed Capy of the Focal Document at
Retpe i oo orgetandaraa3757 ham Facilty securty mechanisms exis toshut offpower n emergency siuations
|(1) Placing emergency shutoff switches or devices in close proximity to
122 Supporting uti Functional Intersects With Emergency Shutoff PES-07.2  [systems or system components to facilitate safe and easy access for 5
lpersonnel; and
|(2) Protecting emergency power shutoff capability from unauthorized
lactivation.
[For specific requirement details, buy a licensed copy of the Focal Document at: [Facility security mechanisms exist to supply alternate power, capable of
1122 Supporting utilities |https://www.iso.org/standard/43757.html Functional Intersects With Emergency Power PES-07.3  [maintaining minimally-required operational capability, in the event of an 5
lextended loss of the primary power source.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Facility security mechanisms exist to utilize and maintain automatic
[https://www.iso.org/standard/43757.html lemergency lighting that activates in the event of a power outage or
122 Supporting utilties Functional Intersects With Emergency Lighting PES07:4 disruption and that covers emergency exits and evacuation routes within the s
facilty.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Facility security mechanisms exist to protect power equipment and power
123 Cabling security |ttpes:/jwww.iso.org/standard/43757.htmi Functional Intersects With Supporting Utilties PES-07__|cabling for the system from damage and destruction 8
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FFor specific requirement details, buy a licensed copy of the Focal Document at
hetpe: o 55.org/standara/43757 htmi Equipment Siting & PPhysical security mechanisms exist to locate system components within the
123 Cabling security Functional Intersects With PES-12 ffacility to minimize potential damage from physical and environmental H
Protection
lhazards and to minimize the opportunity for unauthorized access.
[For specific requirement detals, buy a licensed Copy of the Focal Document at Transmission Medium [Physical security mechanisms exist to protect power and telecommunications|
123 Cabling security Inttps://www.iso.org/standard/a3757.htmi Functional Intersects With Pt PES12.1 [cabling carrying data or supporting information services from interception, 8
i interference or damage.
For specifc equirement detalls buy 2 icnsed copy of the Focal Document at echaniams exist to develop, disseminate, review & update procedures fo
Inttps://www.iso.org/standard/a3757.htmi ~ s 3 inate,
1124 Equipment maintenance [ittp: 9 Functional Subset Of Maintenance Operations | MNT-01 K O 0 o e e vontrals aerocs the antorprice. 10
o T a0 Y Of the Focal Document at IMechanisms exist to conduct controlled maintenance activities throughout
Inttps://www.iso.org/standard/43757.htmi .
124 Equipment maintenance ~[1ttp: 9 Functional Intersects With | Controlled Maintenance | MNT-02 00 e g o e Ao Service (TAAe) 8
For specifc equirement detalls buy 2 icensed copy of the Focal Document at Mechanisms exist to obtain maintenance support andjor spare parts for
1124 Equipment maintenance ~[ttpsi//www.iso.org/standard/43757.htm Functional Intersects With Timely Maintenance MNT-03  |Technology Assets, Applcations and/or Services (TAAS) within  defined 8
[Recovery Time Objective
For Specifc requirement detat, buy 2 icensed copy of e Focal Document at Mechanisms exist to authorize, control and track technology assets entering
125 Removal of assets Eipediww 5o org/standara/a3757 hemi Functional Subset Of Removal of Assets ASTIL e e on 10
Security of equipment and [For specific requirement details, buy h(ensed Copy of the Focal Document at Mecharisms exist o faciltate an I Asset Hanagement (TAM) program to
126 ot o Ao ek Functional Intersects With Asset Governance AST0L e o ange H
Security o equipment and [Forspecific requirement detals, buy 2 iensed copy of e Focal Docurent at lechanisms exist to maintain strict control over the internal or external
126 esds oftp Functional Intersects With | Security of Assets & Media | AsT-05 [HeCRITIT B L0 T e e o media H
[For specific requirement detals, huy 2 Tcensed copy of the Focal Document ot [Mechanisms exist to implement enhanced protection measures for
Security of equipment and |ttps://www.iso.org/standard/43757.htmi Unattended End-User .
126 e o pomises . nete 9 Functional Intersects With Eauimment AST-06  [unattended technology assets to protect against tampering and unauthorized 5
Security of equipment and |For specific requirement detalls, buy a licensed copy of the Focal Document at Physical Tampering y Mechanisms exist to periodically inspect systems and system components for
126 assets off-p 757.htmi Functional Intersects With Detection AST-08 _lindicators of Compromise (IoC) s
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi IMechanisms exist to assess the integrity of critical Technology Assets,
IApplications and/or Services (TAAS) to detect evidence of tampering, where:
Securty of equipment and Logical Tampering (1) Logical assessments evaluate the integrity of critical components (e.g..
126 ssets off-premises Functional Intersects With Protection AST15 Lconfiguration settings); and s
|2) Physical assessments evaluate assets for evidence of unauthorized
laccess and/or modifications.
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to define secure telecommuting practices and govern
126 Security of equipment and 757 html Functional intersects with | Work From Anvwhere (WEA) - Ngr14.s  fremote access to Technology Assets, Applications, Services and/or Data H
P 9 ty TAASD) for remote workers.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Secure disposal or reuse of [NttPs://www.iso.org/standard/43757.html Secure Disposal, [Mechanisms exist to securely dispose of, destroy or repurpose system
127 P Functional Subset Of Destruction or Re-Use of |  AST-09  [components using organization-defined techniques and methods to prevent 10
auipr ipm information being recovered from these components.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at nattended End-User Mechanisms exist to implement enhanced protection measures for
128 Unattended user equipment 757 html Functional Subset Of e AST-06  [unattended technology assets to protect against tampering and unauthorized 10
s
[For specific requirement detalls, buy a licensed Copy of the Focal Document at [Mechanisms exist to implement enhanced protection measures for
1129 Clear desk ;gﬁc;'e“" SEreen lnttps:/jwww.iso.org/standard/43757.htmi Functional Intersects With ”"“"tégf%‘:“fe"n‘:'”“' AST-06  |unattended technology assets to protect against tampering and unauthorized 5
Jaccess
Clear desk and clear screen For specifc requirement detars buy 2 Iensed copy of the Focal Document at Endpoint Device Mechanisms exist to facilitate the implementation of Endpoint Device
1129 policy Functional Intersects With Management (EDM) END-01  |management (EDM) controls s
[For specific requirement details, buy > Tcensed copy of the Focal Document o IMechanisms exist to identify systems, equipment and respective operating
1128 Clear desk and clear screen [nttps://www.iso.org/standard/43757.htm| Functional Intersects with | Physical Security of Offices, | oo o, [environments that require limited physical access so that appropriate 5
policy Rooms & Facilities Iphysical access controls are designed and implemented for offices, rooms
Jand facilites.
For Specifc requirement detalls buy 2 icensed copy of the Focal Document ot .
12 Operations security oD L e /3757 Functional No Relationship. NA NA NA 0 INo applicable SCF control
F fic requirement detarl T Tthe Focal D tat .
121 Operational procedures and [For specific requirement detafls, hsl;yhatmclensed Copy of the Focal Document a e— D o B B o No applicable SCF control
Documented operating e e areimcndm a7 o COPY ©f the Focal Document at: Security, Compliance & Mechanisms exist to facilitate the implementation of security, compliance
Inttps://www.iso.org/standard/a3757.htmi i i . X g
1211 procedures i 9 Functional Intersects With | gesilience Program (SCRP) | ®°V"1  fand resilience governance controls. s
[For specific requirement detals, buy a licensed Copy of the Focal Document at obiehing Secart
Ihttps://wwiw.iso.org/standard/43757.ntmi ublishing Security,
1211 Documented operating ~ [NttPs: 9 Functional Intersects Wit | Compliances nealionce | Gov.z  [Mechanisms exist to establish, maintain and disseminate policies, standards s
procedures land procedures necessary for secure, compliant and resilient capabilties.
Documentation
[For specific requirement detalls, buy a licensed Copy of the Focal Document at exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of g
D ted operating htel [SCRP), including policies, standards and procedures, at planned intervals or
1211 procedures Functional Intersects With Security, Compliance & GOV-03 | cignificant changes occur to ensure their continuing suitability, adequacy s
Resilience Program
Jand effectiveness
Documented operating |For Specic requirement detals buy 2 icensed copy of the Focal Document at [Mechanisms exist to facilitate the implementation of operational security.
1211 Erocedines e o 0. Org/eandarc/a3757 tm Functional Intersects With Operations Security ops-01  |Mechant H
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at lechanisms exist to identify and document Standardized Operating
1211 Documented OPErating nttps;/jwww.iso.org/standard/d3757.tml Functional Intersects With e o™ | opso11 rocedurés (SOP), or Srlar documantation. 16 enable tne proper execution 8
P Jof day-to-day / assigned tasks,
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi IMechanisms exist to define supporting business processes and implement
lappropriate governance and service management to ensure appropriate
Documented operating Service Deliven y pianming, deivery and support of the organization's technology capabilties
1211 procedures Functional Intersects With | (usiness Process Support) | ©P5"03  supporting business functions, workforce, and/or customers bast s
Industry recognized standards o achieve the specifc goals of the process
[For specific requirement detals, buy a licensed Copy of the Focal Document at Change Management Mechanisms exist to facilitate the implementation of a change management
1212 Change & ik Functional Subset Of Program cHeo1 e 10
1212 Change For specifc equirement detalls buy 2 icensed copy of the Focal Document at Functional Intersects With Configuration Change CHo-0z_[1chanisms exst 1 govern he techical confguration ehange contrel s
[For specific requirement details, buy a licensed copy of the Focal Document at Me(hanlsms exist o appropisely st and documert proposed changes 1 a
1212 Change htmi Functional Intersects witn | Test Validate & Document | ¢y o7 5 efore changes are 8
fproduction
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Ittpe-//www.s0.org/standard/a3757 htmi Secure Development Life Mechanisms exist to ensure changes to Technology Assets, Applications
1212 Change management Functional Intersects With | SCUTE DEVEEPTIENt e | PRM-07  fand/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
4 9 [controlied through formal change control procedures
For specific requirement details, buy a icensed copy of the Focal Document at Develoner Configuration Mechanisms exist to require system developers and integrators to perform
1212 Change html Functional Intersects With P Gement TOA-L4 - fconfiguration management during system design, development. 5
9 implementation and operatior
[For specific requirement detals, buy a licensed Copy of the Focal Document at Mechanisms exist to facilitate the implementation of capacity management
1213 Capacity 757 htm! Functional Subset Of Capacity & Performance | cap.01  fcontrols to ensure optimal system performance to meet expected and 10
anagement
Janticipated future capacity requirements.
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to conduct capacity planning so that necessary capacity
1213 Capacity 757.html Functional Intersects With Capacity Planning CAP-03  ffor information processing, telecommunications and environmental support 8
Jwill exist during contingency operations.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
214 Separation of developmer 757 i rnctional | imtersectswitn | Secure Development | o o |Mechanisms exist to maintain a seqmented development network to ensure s
esting and operatio unctionat Intersects Wi Environments "07 la secure development environment
environments
[For specific requirement details, buy a licensed Copy of the Focal Document at
Separaionofgeveipmn, 0% i 5 5o Gard 45757 cpartion Devopment e st 0 g epotsdevseprt, g s spestr!
1214 testing and operational Functional | Intersects With | Testing and Operational || - TOA08  [Giatona environment and to ensure no impact to production Technology s
|Assets, Applications and/or Services (TAAS).
For Speclfc equirement detalls buy 2 icensed copy of the Focal Document at .
122 Protection from malware |10 e ndarc/a3757 hem Functional No Relationship. N/A NA NA 0 INo applicable SCF control
FFor specific requirement details, buy @ hcensed Copy of the Focal Document at
’ . Inttpes/rwwiw. io.org/standara/a 3757 htmi Malicious Code Protection ’ exist to utilize technologies to detect and eradicate
1221 Controls against malware [ttps:// 9l 2 Functional Intersects With e END-04  [Mechameme o 8
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at ‘Automatic Antimalware [Automated exist to update including
1221 Controls against malware |hiups:/www.iso.org/standard/43757 html Functional Intersects With Signature Updates END-04.1 Signature definitions. 8
For specific requirement detalls buy & \lcensed Copy of the Focal Document at .
123 Backup ttpes/viw. i5o.org/standardid3757 h Functional No Relationship. NA NA NA 0 INo applicable SCF control
For specific requirement detals Buy hcensed opy of the Focal Document at Mechanisms exist to create recurring backups of data, software andjor
ttps://www.iso.org/standard/43757.htm! 'm images, as well as verify the integrity of these backups, to ensure the|
1231 Information backup Functional Intersects With Data Backups DL e tata to ity Recovery Tima Onjecthies (ros) and 8
[Recovery Point Objectives (RPOS).
For specifc requirement detalls buy 2 icensed copy of the Focal Document at
Inttpes//www.so-org/standard/a 3757 htmi Testing for Reliability & g IMechanisms exist to routinely test backups that verify the reliability of the
1231 Information backup ol 9 Functional Intersects With Integrity BED-1L1 - lhackup process, as well as the integrity and availability of the data. 8
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi separate Storage for Critical IMechanisms exist to store backup copies of critical software and other
1231 Information backup Functional Intersects With BCD-11.2  fsecurity-related information in a separate faciity or in a fire-rated container 8
Information
fthat is not collocated with the system being backed up.
For specifc requirement detalls buy 2 lcnsed copy of the Focal Document at (Cyptographic mechanisms exist to prevent the unauthorized disclosure
1231 Information backup ;2P ECE TR e ras 7T Functional Intersects With | Cryptographic Protection | BCD-114  [SYPL R backup mforoation 8
fic requi i N .
124 Logging and monitoring |- SPeciic reauirement de‘a“s'}’s“}’hi,‘nﬁe"sed copy of the Focal Document at Functional No Relationship. N/A NA NA 0 INo applicable SCF control
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at Mechanisms exist to facilitate the implementation of enterprise-wide
1241 Event logging fittt Functional Subset Of Continuous Monitoring MON-01 [ e 10
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to generate, monitor, correlate and respond to alerts from
1241 Event logging Ihttps://www.iso.org/standard/43757.html Functional Intersects With System Generated Alerts | MON-01.4 [physical, cybersecurity, data protection and supply chain activities to achieve| 8
integrated situational awareness.
For specifc equirement detalls buy 2 icnsed copy of the Focal Document at Centralized Collection of Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or
1241 Event logging [https://www.iso.org/standard/43757.html Functional Intersects With MON-02  [similar automated tool, to support the centralized collection of security- 8
Security Event Logs
related event logs.
[For specific requirement detaﬂsvvbu’vha \lclensed copy of the Focal Document at: Automated mechanisms exist to correlate both technical and non-technical
tm Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
1241 Event logging Functional Intersects With Information MON-021(SiEM) or similar automated tool, to enhance organization-wide situational 8
lawareness.
[For specific requirement details, buy a licensed Copy of the Focal Document at [Automated mechanisms exist to centrally collect, review and analyze audit
1241 Eventlogging e Functional Intersects With | Central Review & Analysis | MON-02.2 [RFORAE] MECIANENE B2 8
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at
fieti Mechanisms exist to configure Technology Assets, Applications and/or
[services (TAAS) to produce event logs that contain sufficient information to,
lat a minimum:
1) Establish what type of event occurred;
1241 Event logging Functional Intersects With Content of Event Logs MON-03  [(2) When (date and time) the event occurred; 8
3) Where the event occurred;
4) The source of nt;
5) The outcome (success or failure) of the event; and
(6) The identity of any user/subject associated with the event
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at Mechanisms exist to log and review the actions of users and/or services with
1241 Event logging Retpe e oo orgatandaraia3757 hem Functional Intersects With |Privileged Functions Logging| MON-03.3_[i1eChanisrs Suist & H
For specific requirement detalls buy & \lcensed Copy of the Focal Document at Mechanisms exist to provide an event og report generation capability to aid
1241 Event logging ttpe-www.iso.org/standardfa3757 Functional Intersects With Monitoring Reporting MON-06 |18 otting and assessing anomalous activities 8
[For specific requirement details, buy a hcensed Copy of the Focal Document at [Mechanisms exist to protect event logs and audit tools from unauthorized
1242 protection of log information|y 00 T darc/a3757 him Functional Subset Of Protection of Event Logs |  MON-08  [Niechamiome exist fo protect even 10
Adminisirator and operator For spectic requirement detal buy & h(ensed Copy of the Focal Document at Mechanisms exist to log and review the actions of users and/or services with
1243 e Petoe o oo orgetandarar437 7 i Functional SubsetOf |Privileged Functions Logging MON-03.3 e‘mmu privileges 10
For specifc requirement detalls buy 2 lcensed copy of the Focal Document at lechanisms exist to utilize time-synchronization technology to synchronize
1244 Clock synchronization | D e e dara3757 Functional Subset Of Clock Synchronization SEA20 e e ke 10
i fic requi 3 I .
125 Contral o operational For specifc equiremert detals buy g \ censed Copy of the Focal Document at e— B B B o No applicable SCF contral
otatation of sof [For specific requirement detals, huyahcensed Copy of the Focal Document at oronbit Imstariation Without Inutomated mech o pronbit softs - ot
installation of software on ettt el a4 3757 hem rohibit Installation Withou ’ utomated mechanisms exist to prohibit software installations withou
1251 operational systems | P> 9 Functional Intersects With Privileged Status END-03 o plicitly assigned privileged status. s
[For specific requirement detals, buy a licensed Copy of the Focal Document at IMechanisms exist to define, document, approve and enforce access
1251 Installation of software on |nttps://www.iso.org/standard/43757.htmi Functional Intersects With Governing Access END-03.2 [restrictions associated with changes to Technology Assets, Applications s
operational systems Restriction for Change o e et
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ical v ity [F fic requirement details, i f the Focal D tat:
126 Technicalvinerabilty  [Fo specic requirement detals buy a icensed copy ofthe Focal Document a —— o e — 5 T e—
tocnmen Jor SPeCIiC requirement detalls, buy a licensed copy of the Focal Document ot Mechoniama exst o pecicaly review system configurations o ey ond
1261 gement of tect nemi Functional | Intersects With Periodic Review CRG03.1 isabieunnccessory andlor o secure functions, pors, protocals 5
[For specific requirement detalls, buy a licensed copy of the Focal Document at Vulnerability & Patch
of technical b 757 ntmi Mechanisms exist to faciltate the implementation and monitoring of
1261 vulnerabilities Functional Subset Of Ma"age(csalpfmgmm VPM-OL i inerability management controls. 10
Management of technical [For specific requirement detalls, buy a licensed copy of the Focal Document at exist to ensure that are properly identified,
1261 fls Functional Intersects With By Rer Vem-02 - [Mechanisms exist to ene 5
FFor speciic requirement details, buy a ficensed capy of the Focal Document at
Management of technical [pctor e e e /43757 htm: Software & Firmware ’ echanisms exst to onduct software patching for al deployed Technology
1261 vulnerabilities ” 9 : Functional Intersects With Patching 05 appications andlor Serices (TAAS). ncluding o s
For specifc requirement detat.buy  icersed copy of the Focal Docurment t
Restrictions on software ot e o e a e Prohibit Installation Without lAutomated mechanisms exist to prohibit software installations without
1262 installatior P 9 Functional Subset Of Privileged Status END-03 o plicitly assigned privileged status. 10
o formaton systems audt [or pecifc requiemert deals Buy 2 censed copy of the Focal Docuret at Functional No nelatonan o A — o o applicabie SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at Security, Compliance &
Information systems audit.|ntro<t e iso.org/standard/43757 htm: . Mechanisms exist to provide a security, compliance and resilience controls
1271 ol 9 Functional Intersects With R ' P02 loversight function that reports to the organization's executive leadership. s
For specifc requirement dctals. by lcnaed copy of the Focal Document ot Mechanisms exist to implement an internal audit function that is capable of
Information systems audit[nttps://wwwso0.0rg/standart mi providing senior organization management with insights into the
1271 Functional Intersects With | Internal Audit Function | CPLI02.1 [DE0e o o e O et 5
Jgovernance processes.
[For specific requirement details, buy a icensed copy of the Focal Document at Mechanisms exist to thoughtfully plan audits by including input from
1271 Information systems audit |ips: /jwww.iso.org/standard/43757.htmi Functional Intersects With Audit Activities CPL04 |operational risk and compliance partners to minimize the impact of audit- 5
related activities on business operations.
i i T detall Ticensed Fthe Focal D Tat .
13 Communications security [[or SPeCiic reauTement detais. huy a Iicensed copy of the Focal Document o Functional No Relationship N/A NA NA 0 INo applicable SCF control
1 etwork securty[For specifc requirment detals buy  censed copy o e Focal Document Functional No Relationshn o A = o o appicabie SCF control
For specifc requirement detals buy & h(ensed Copy of the Focal Document at Network Security Controls Mechanisms exst to develop govern & update procedures o facltate the
1311 Network controls e el Functional Subset of ot NET-01 1 ovelop, dover S update B 10
;«&r specific rew-rer,nten\ddetdalusﬁbsuyhathclensed opy of the Focal Document at: Mechariams exist o implement sscurky functions s eyered strcture that
ps://www.iso.0rg/standart htm Iminimizes interactions between layers of the design and avoids
1311 Network controls Functional Intersects With | Layered Network Defenses | NET-02  [TiniTizes feractions between tayers of e e o v of Hgher 8
layers.
For speciic requirement detals buy o censed copy of the Focal Document at ot to momtor amd control communications ot the externat
Ittps://www.iso.org/standard/a3757.htm -
1311 Network controls ps://www.i50.0rg/: 2 Functional Intersects With Boundary Protection T 03 e o ot ko Iner s T e e 8
[For specific requirement detalls, buy a licensed copy of the Focal Document at Data Flow Enforcement - Mechanisms exist to implement and govern Access Control Lists (ACLs) to
1311 Network controls [nitps://www.iso.orgstandard/43757.ntmi Functional Intersects With NET-04  [provide data flow enforcement that explicitly restrict network traffic to only 8
Access Control Lists (ACLS)
[what is authorized
For Speciic requirement detals, buy a licensed copy of the Focal Document ot P Mechanisrs existto configure firewall and router configurations to den
13.11 Network controls Ihttps://www.iso.org/standard/43757.htm| Functional Intersects With A”mj Traffic by Excoption | NET-04.1  [network traffic by default and allow network traffic by exception (e.g., deny 8
Y Except lall, permit by exception).
[For specific requirement detalls, buy a licensed copy of the Focal Document at Network Segmentation Mechanisms exist to ensure network architecture utilizes network
1311 Network controls |Pttps://wwwiso.org/standard/43757.tmi Functional | Intersects witn | - Network Seamentation | yer.g lsegmentation o isolate Technology Assets, Applications andior Services s
9 [ITAAS) to protect from other network resources.
FFor specific requirement details, buy a ficensed capy of the Focal Dacument at Mechanisms exist to monitor De-Miltarized Zone (DMZ) network segments to
1311 Network controls  ttps://www.iso.orgstandard/43757.ntmi Functional Intersects With DMZ Networks NET-08.1 |separate untrusted networks from trusted networks. °
Forspeciic requirement detals buy a censed copy of the Focal Document ot Network Security Controls Mechanisms exist to develop, govern & update procedures to facilitate the
1312 Security of network Services|yiipg:/www.iso.org/standard/43757 htmi Functional Subset Of (NSO) NET01 of Network Security Controls (NSC). 1
[For specific requirement detalls, buy a T Copy of the Focal Document at echantems exist © monttor and control communications at the externat
Ittps://www.iso.org/standard/a3757.html g isms exi i unicati X
1312 Security of network services ttp: 9 Functional Intersects With Boundary Protection T 03 e etany e ot Ky Il s b S 8
FFor speciic requirement details, buy a ficensed capy of the Focal Dacument at Network Intrusion
i w ices|nttps://www.iso.org/standard/a3757.html ) ; 4 og  [Mechanisms exist to employ Network Intrusion Detection / Prevention
1312 Security of network services http: 9 Functional Intersects With Detection / Prevention NET-08 g\ ctems (NIDS/NIPS) to detect and/or prevent intrusions into the network. s
Systems (NIDS / NIPS)
For specifc requirement detals.buy  icersed copy of the Focal Document ot exist to control authorized wireless usage and monitor for
1312 Security of network services|[ o e e Te e en e o Functional Intersects Wit Wireless Networking NET-15 st to control 2 8
For speciic VEGU"ETtemddetdalL\‘sNhsn;yhathcensed Copy of the Focal Document at Mechanisms exist to require contractual requirements for applicable security,
ps://www.so0.0rg/standart Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
1312 Security of network services| Functional Intersects With equirements TPM05 forganization's needs to protect its Technology Assets, Applications, Services. s
landlor Data (TAASD).
[For specific requirement details, buy a ficensed copy of the Focal Document at
Inttpedwww. so.0rgstandard/a3757 htmi Review of Third-part lechanisms exist to monitor, regularly review and assess Exteral Service
1312 Security of network services Functional Intersects With ! roird-party TPM08  [Providers (ESPs) for compliance with established contractual requirements 5
for security, compliance and resilience controls.
For specific requirement Getals, buy 3 censed copy of the Focal Document at etork Seamentaton Mechanisms exist to ensure network architecture utiizes network
1313 Segregation in networks [nttps://www.iso.org/standard/43757 htmi Functional Intersects With | {retwork Segmentation NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
9 [TAAS) to protect from other network resources.
[For specific requirement details, buy a icensed copy of the Focal Document at [Mechanisms exist to implement security management subnets to fsolate
Ittps://www.iso.org/standard/a3757.htmi
1313 Segregation in networks Functional Intersects With e ET06.1 o o oty famente ommetmorte s gt 5
Intetfaces to otner components ofthe system.
For specific requirement Getals, buy 3 censed copy of the Focal Document at oo o Demarres 7omes Mechanisms exit to utize a Demiltarized Zane (DMZ) to restrict inbound
1313 Segregation in networks [nttps://www.iso.org/standard/43757 htmi Functional Intersects With oy WEB-02  [taffic to authorized Technology Assets, Applications and/or Services (TAAS) 5
lon certain services, protocols and ports.
For speciic requirement detals buy o censed copy of the Focal Document ot
132 Information transfer |10 e e e 7a Functional No Relationship WA NA NA 0 INo applicable SCF control
formatien transfer plicies For specifc requiremen detas buy a hcensed Copy of the Focal Document at [Cvptographic mechanisms exist to protect the confidentaliy of data being
1321 el e Orarasandarc o Functional Intersects With  [Transmission Confidentiality| ~ CRy-03  [CTYPtogrs 5
transfer policies ety e o o o122 COPY of the Focal Document at Mechanisms exist to protect and control digital and non-digital media during
poli htmi i i - s
1321 and procedures Functional Intersects With Media Transportation DCHO7 lransport outside of controlled areas using appropriate security measures. s
Information transfer policies [For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to identify custodians throughout the transport of digital or|
1321 and procedures ___|nttps://www.iso.org/standard/43757.htmi Functional Intersects With Custodians DCH-071 o0 digital media. s
—— [For specific requirement details, buy a licensed copy of the Focal Document at echanisms exist to wtize a process o assist users in making information
b doiin 3 isms exi iz i in making i i
1321 and procedures Functional Intersects With Information Sharing DCH14  kparing decisions to ensure data is appropriately protected. 8
Tnformation transfer policies [For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to secure ad-hoc exchanges of large digital files with
1321 and procedures __|https://www.iso org/standard/43757 htmi Functional Intersects With Ad-Hoc Transfers DCH7 finternal or external parties, 8
ter pontoa|Fo" SPECIC requirement detais, buy a licensed copy of the Focal Document at Mechanisms exist to require all employees and contractors to apply
1321 er poli 757 hemi Functional Intersects With Terms of Employment HRS.05  [cybersecurity and data protection principles in their daily work to enable 5
20 procedurcs
Jsecure, compliant and resilient capabilites.
ter potcres 2T SPECTIC requUITEmENt detalls. by = Ticensed copy of the Focal Document ot Ficharisms et o defioe cosptable ndunmcospable e of befior
1321 757.htm! Functional Intersects With Rules of Behavior HRS-05.1  ffor the use of 5
and procedures the us
Tnformation transfer policies [For specific requirement detalls, buy a licensed copy of the Focal Document at oo |Mechanisms exist to require internal and third-party users to sign
1321 nd procedures 757 htmi Functional Intersects With Access Agreements HRS-06  |appropriate access agreements prior to being granted access s
‘ransfer poticies o7 SPECITEC Fequirement detais, buy  icensed copy of the Focal Document at Mechaisms st to e NonDiclosue Agreements (1059 or s
1321 ation transfer o 757.html Functional Intersects Wit ts| HRS-06.1 ments hat reflect h need o proect data and 5
P loperational detatls, o both employses and thirc-part
Information transfer policies [For Specific requirement detalls, buy a licensed copy of the Focal Document at Network Security Controls Mechanisms exist to develop, govern & update procedures to faclitate the
1321 and procedures html Functional Intersects With (NSC) NET-01 of Network Security Controls (NSC). 5
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to implement and govern Access Control Lists (ACLs) to
transfer 757 hemi Data Flow Enforcement - y
1321 ation wraneter® g Functional Intersects witn | D2t2 Flow Enforcement /| NET-04  fprovide data flow enforcement that explicity restrict network traffic to only 5
[what is authorized.
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to configure firewall and router configurations to deny
! i
1321 ation transfer p i 757.htmi Functional Intersects with | ey Tréffic by Defeut & | NeT.04.1  fnetwork traffic by default and allow network traffic by exception (e.g., deny 5
P Y Excep Jll. permit by exception)
Tnformation transfer policies [For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to protect the confidentiality, integrity and availability of
1321 nd procedures __|nttps://www.iso.org/standard/43757.html Functional Intersects With Electronic Messaging NET-13 lelectronic messaging s
[For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to force Internet-bound network traffic through a proxy
ransfer poli 57.ntmi ldevice (e.g., Policy Enforcement Point (PEP)) for URL content fitering and
1321 and procedures Functional Intersects With |- DNS & Content Filtering | NET-18  |ong fitering to limit a user's ability to connect to dangerous or prohibited s
Internet sites.
transfer policies et o e o o o122 COPY of the Focal Document at Physical & Environmental Mechanisms exist to facilitate the operation of physical and environmental
poli htmi '
1321 and procedures Functional Intersects With Protections PESOL lorotection controls. s
ormation [FoT SPECIC requirement details, buy a licensed copy of the Focal Document at e o u R g format
ts on information 757 ntmi . lechanisms exist to utilize a process to assist users in making information
1322 transfer Functional Intersects With Information Sharing DEHL4  karing decisions to ensure data is appropriately protected s
Roreemerts on ormaton [For PeCIc requIement detalls buy 3 Tcensed copy of e Focal Document echantsms exst 1 require nernal and (1 party users fosian
1322 s on Functional Intersects With Access Agreements RS0 e o raamants riar 10 being wantes s 5
[For specific requirement details, buy a "(9"59“ copy of the Focal Document at: [Mechanisms exist to require Non-Disclosure Agreemenls (NDAS} or similar
1322 Agreements on information |nttps;/www.iso.org/standard/43757.htmi Functional Intersects With | C HRS-06.1 reements that reflect the needs to protect data and 5
Joperational details, or both employees and third-parties
323 Electronc messaging | Peqe. ecuremert detals by  Icansed copy f the Focal Document ot Fonctionat Intersects With _[Transmission Confdentally|  CRY.03 _[CYPROSrapTic mechanisms exist o pofect the confdentialty o data being S
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to protect the confidentiality, integrity and avalabilty of
1323 Electronic messaging Fre il Functional Intersects With Electronic Messaging NET13 e et g fommmanations 8
- mom|For specific requitement detlt, buy a icensed copy of the Focal Document ot Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
1324 disclosure agreements htm! Functional Intersects With Confidentiality Agreements | HRS-06.1 [confidentiality agreements that reflect the needs to protect data and 8
9" loperational details, or both employees and third-parties.
For specicrequrement detalls buy  censed copy o the Focal Document at Mechanisms exst o requie contractual requirments for applcable securiy
tmi
or nor Third-Party Contract lcompliance and resilience requirements with third-parties, reflectint
1324 disclosure agreements Functional Intersects With Requirements TS ior needs to potect e Tachnology Acsare Applcations, Services 8
land/or Data (TAASD).
System acquisition, _[For Specific requirement details, buy a licensed copy of the Focal Document at
14 and html Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
maintenance
Securty requremerts of [For <peciic requremert defale. uy 2 censed copy of the ocal Documert ot .
141 s |httpe o o0 orgstandaralasTa m Functional No Relationship NA NA NA 0 INo applicable SCF control
For snecfc sequrament dealls by 3 Tegraea Copy of the Focal Document at
Information security  |uttos:wwww iso.org/standara/a3757 htmi Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
111 requirements analysis an Functional Intersects Wit wecure Baseine crG-02 hnology Assets, Applications and/or Services (TAAS) 5
specification 9 fthat are consistent with industry-accepted system hardening standards.
[For specific requirement details, buy a ‘V(EHSEG copy of the Focal Document at: [Mechanisms exist to identify critical system components and functions by
111 reauiroments natys and ["PS IS0 Og/standarc/ 43757 1t Functonal | Inersects With | Resllence Requlrements | pvos  Performing a cricalty analyssfo crical Technology Assets, Applicatons s
e i land/or Services (TAAS) at pre-defined decision points in the Secure
P Development Life Cycle (SDLC).
FFor speciic requirement detalls, buy a ficensed capy of the Focal Dacument at
Information security _[PtPS/Www.is0.0rg/standard/a377.htmi Mechanisms exist to develop an enterprise architecture, aligned with
Alignment With Enterprise industry-recognized leading practices, with consideration for security,
1411 requirements analysis and Functional Intersects With Architecture SEA02compliance and resilience principles that addresses risk to organizational s
specification
loperations, assets, individuals and other organizations.
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to facilitate the implementation of cryptographic
Securing applicat oy 2 e Use of Cryptographic I s
1412 e o R ks Functional Subset Of Sptog CRY-01  [protections controls using known public standards and trusted cryptographic 10
ftechnologies
. - FFor speciic requirement details, buy a ficensed copy of the Focal Document at ervotoaranme mec o rotect the comdontay of data b
ecuring applications [t e dard /43757 htmi . y ryptographic mechanisms exist to protect the confidentiality of data being
1412 e e s [P 9 Functional Intersects With [ Transmission Confidentiality| ~ CRv-03  |CTYPtograpt 8
For specifc requirement detals.buy o cersed copy of the Focal Docurment ot
Ittps://www.iso.org/standard/43757.htm Mechanisms exist to facilitate the implementation of industry-recognized
Securing applications Secure Engineering o1 [security, compliance and resilience practices in the specification, design,
1412 services on public networks Functional Intersects With Principles SEAOLldeyelopment, implementation and modification of Technology ASsets, 8
lApplications and/or Services (TAAS)
Tars Protecting application |For specific requirement detalls, buy a icensed copy of the Focal Document at Fonctionat Inersects With [Transmission Confidenialty| | CRY-03 _[C/P109raPhIc mechanisms exstto protect the confidentialty of Gata beng S
Services 757 htmi fransmit
i icati ic requi 3 i isms ex i
a1 Protecting opplicaton —[For specifc requirement detal by a Tcensed capy ofthe Focal Docurmert at Fonctionat tersects With Tranemission Inegriy Rv0 (Cr;ynp;'o"g‘rapmc mechanisms exist to protect the integrity of data being S
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Security in development _[For specific requirement details, buy a licensed copy of the Focal Document at
142 o oo ey Functional NA NA NA 0 INo applicable SCF control
[For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to faci the implementation of tailored development
121 secure potcy i Functional Subsetof | TeEhmolooy Development &| 1o 01 fand acquiiion srategies. contrac tols and procurement metnods o meet 10
o Junique business needs,
[For specific requirement detalls, buy a licensed copy of the Focal Document at Secure Software
b 757 ntmi .06 |Mechanisms exist to develop applications based on Secure Software
1421 Secure policy. Functional Iersects With | Development Practces | ToA06  pereELIn R A 8
System change control _[For specific requirement detalls, buy a licensed copy of the Focal Dacument at Configuration Change Mechanisms exist to govern the technical configuration change control
1422 procedures Ittps://www.iso.org/standard/a3757.htm Functional Subset Of Control CHG-02  lorocesses. 0
FFor speciic requirement details, buy a ficensed capy of the Focal Document at e . ot Tecooay Aosete Aomeat
ttoes/ivww. iso.org/standard/a3757 htmi lechanisms exist to ensure changes to Technology Assets, Applications
1422 System change control Functional Intersects ith | Seeure Deveopment L | prw-07  [andjor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
P 4 9 lcontrolled through formal change control procedures.
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Technical review of |htto2uww iso.org/standard/a3757 htmi Test, Validate & Document Mechanisms exist to appropriately test and document proposed changes in a
1423 applications after operating Functional Intersects With g CHG-02:2  |non-production environment before changes are implemented in a 8
platform changes production environment
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to require system developers and integrators to perform
124 Restrictions on changes to lnutps: /www.iso.org/standard/43757 ntmi Functona | mersectswih | OVeGpe CONAon | 1as conmguraton management during system desion, developmert. 5
software packages Management
implementation and operation
Restrictions on changes to |For SPecific requirement detalls, buy 3 icensed copy of the Focal Document at ‘Access to Program Source Mechanisms exist to Tt priviieges to change software resident within
1424 software packages htmi Functional Intersects With Code TOA20 Koftware libraries. 8
FFor specific requirement details, buy a ficensed capy of the Focal Dacument at
Ittps://www.iso.org/standard/a3757.htmi Mechanisms exist to facilitate the implementation of industry-recognized
Secure system engineering Secure Engineering Jsecurity, compliance and resilience practices in the specification, design,
1425 princi Functional Intersects With Principle: SEAOL  ldevelopment, implementation and modification of Technology Assets, 8
lApplications and/or Services (TAAS)
[For specific requirement detalls, buy a licensed copy of the Focal Document at ure Software
Secure system engineering [ ioe . foo ora/eandord/43757 i d Mechanisms exist to develop applications based on Secure Software
1425 ot 2 9 Functional Imersects With | Development practces | ToAG5 |pEeEL e T SR 8
a2 Secure development [Forspeciic requirement detal buy a censed copy ofthe Focal Docurmert at Fonctionat P Secure Development Tono7 [Hecharisms existto maintain a seqmented development network to ensure .
[For specific requirement details, buy g \lcensed Copy of the Focal Document at echnology Development & Mechanisms exist to facilitate the implementation of tailored development
1427 Outsourced development Nttps://WWwW.iso.org/standard/43757.h Functional Subset Of o9y Develop TDA01  fand acquisition strategies, contract tools and procurement methods to meet 10
d Junique business needs.
For Speciic requirement detals buy 3 Tcensed copy of e Focal Document
Inttps:/www.iso.org/standard/a3757.htm Mecharisms exis t require system developersfntegrators consu with
lsecurity, compliance and/or resilience personnel t
Security, Compllance & 1) Create and impiment  Security Testing and Evluation (STAE) plan. or
127 Outsourced development Functonal | mersects with | Resence Testing | TOA09 [l RO ernable faw remediaion process to correct weaknesses 3
land deficiencies identified during the control testing and evaluation proces:
land
I(3) Document the results.
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to mitigate the risks associated with third-party access to
1427 Outsourced development |nttps://wwiw.iso.org/standard/a3757.ntmi Functional Intersects With Third-Party Services TPM04  fthe organization's Technology Assets, Applications, Services andjor Data s
|TAASD).
For specicrequirement datall buy 2 censed copy o te Focal Document t echanisms exist to formally assess the securty, complance snd resiience
tpsi/lwiww.iso.org/standar lcontrols in Technology Assets, Applications andjor Services (TAAS) through
Iinformation Assurance Program (IAP) activities to determine the extent to
14.2.8 System security testing Functional Intersects With Assessments IA0-02 e Prmeta ool soerat e e o 8
roducing the desired outcome with respect to meeting expected
requirements.
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/a3757.htmi Mechanisms exist to require system developersfintegrators consult with
Jsecurity, compliance andor resilience personnel to:
Security, Compliance & 2 Crsie andimplement o Securky Testing and Evaluaion (STG) plan or
1428 System security testing Functional et W e reing e | 2% [12) Implement a verifiable flaw remediation process to correct weaknesses 8
9 P land deficiencies identified during the control testing and evaluation process;
land
[(3) Document the resuts.
FFor speciic requirement details, buy a ficensed capy of the Focal Dacument at Mechanisms exist to design, develop and produce Technology Assets,
[https://www.iso.org/standard/43757.htm! Minimum Viable Product lapplications andjor Services (TAAS) in such a way that risk-based technical
1429 System acceptance testing Functional Intersects With (MVP) Security TDA02  fand functional specifications ensure Minimum Viable Product (MVP) criteria 8
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats,
For specifc requirement detats. buy  icersed copy of the Focal Docurent t Mechanisms xis to requiresoftware developers o ensure tht thlr
ttps//www.iso.0rg/standard/a3757.htmi Development Methods, lsoftware development processes employ Industry-recognized sex
1429 System acceptance testing Functional Intersects With Tt & Procasces TDA-02.3 [practices for secure programming, engineering methods, quamy contm\ 5
o lprocesses and validation techniques to minimize flawed and/or malformed
lsoftware.
[For specific requirement detalls, buy a licensed copy of the Focal Document at
Ittps://wwiw.iso.org/standard/43757.ntmi IMechanisms exist to require system developers/integrators consult with
lsecurity, compliance and/or resilience personnel to:
Security, Compliance & 1) Createand mpiement  Securty Testing and Evaluation (STAE) lan, o
1429 System acceptance testing Functional e e evaongent | T°%% |2 Implement a verifiable flaw remediation process to correct weaknesses 8
9 land deficiencies identified during the control testing and evaluation process;
nd
[(3) Document the resuts.
143 Test data e e 7 s cnsed copy of the Focal Document at Functional No Relationship NA NA NA 0 INo applicable SCF control
FFor specific requirement detalls, buy 2 ncenseu Capy of the Focal Document at Mechanisms exist to approve, document and control the use of live data in
1431 Protection of test data [t 2P e T e e Functional Intersects With Use of Live Data TDA10 e o 8
Forspecifc requirement detals buy & h(ensed Copy of the Focal Document at
15 supplier relationships |00 0O e e s Functional No Relationship WA NA WA 0 INo applicable SCF control
Information security in _[For specific requirement detals, buy a hcensed Copy of the Focal Document at .
151 e ay o e Functional NA NA NA 0 INo applicable SCF control
R ) potiey [FOF SPECIC requIrement detals buy a licensed copy of the Focal Docament at e o faciitate the Imotementation of turd oot
Information security policy | ttps:/jwwu.iso.org/standard/43757.html ird- - lechanisms exist to facilitate the implementation of third-party
1511 e o onone htto: 9 Functional Subset Of Third-Party Management | TPM-0L  [leCIanIos exi o f 10
nformation security paicy | L2FCIC requrement details buy @ censed copy of e Focal Document at [Mechanisms exist to mitigate the risks associated with third-party access to
1511 " Y policy https:/jwww.iso.org/standard/43757 htmi Functional Intersects With Third-Party Services TPM-04  ftne organization's Technology Assets, Applications, Services and/or Data 8
for supplier relationships e veda
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mecharisms eis t require coniractual requiremerts fo applicable secury,
1512 Addressing security within |NEtPS://www.iso.org/standard/a3757.htmi Functiona! subset Of Third-Party Contract TpM.0s  [compliance and resilience requirements with third-parties, reflecting the 0
supplier agreements Requirements lorganization's needs to protect its Technalogy Assets, Applications, Services
land/or Data (TAASD).
For specifc requirement detals.buy  cersed copy of the Focal Document ot Mechanisms exist to
Information and [nttps://www.iso.org/standard/43757.htm Supply Chain Risk [(1) Evaluate security risks and threats associated with Technology Assets,
1513 communcation ecanology Functonal subset of \Supply Chainisk | 1ou03 lopicatons andlerSarvices (TAAS)supm, chais: and 10
supply chain g (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary
2 Suppler senvice delvery[For peciic requirement Getals buy 3 Tcensed copy o e Focal Document Functional No neiatonan m A = o o applicabie SCF contro
FFor specific requirement detalls, buy a h(ensed Copy of the Focal Document at e oot . . oo
Ittps://www.iso.org/standard/43757.htm ; lechanisms exist to monitor, regularly review and assess External Service
1521 Marltoring and revew of Functional subset of Review of TNIGParty | 1pu.05  lroviders (ESPe) for compliance with established contractul redurements 1
P! ffor security, compliance and resilience controls.
FFor speciic requirement details, buy a ficensed capy of the Focal Dacument at oo o contor e o e e
Inttpedwww. iso.orgistandard/a3757 htmi - lechanisms exist to control changes to services by suppliers, taking into
1522 Managing changes to Functional Subsetof  [MAN3SIND Changes TOTHIG 1oy 10 IoCount he cicalty of businees Technoloss ASset. Appikations. Semices 10
PP 4 land/or Data (TAASD) that are in scope by the third-party
rmati i T Specifc requ X i .
o Infarmation secuity —[For Specfic requiremert detls by 3 censed copy of the Focal Docurent at — ) o o B o applicable SCF control
[For specific requirement details, buy a licensed copy of the Focal Document at
of information i
16.1 security incidents and Functional No Relationship NA NA NA 0 INo applicable SCF control
improvements
g |For specific requirement detail, buy a licensed copy of the Focal Document at Incident Response Mechanisms exist to implement and govern processes and documentation to
16.1.1 e dures 757.htm! Functional Subset Of v IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 10
P rotection-related incidents.
FFor speciic requirement detalls, buy a ficensed capy of the Focal Dacument at Mechanisms exist to timely-report incidents to applicable.
Reporting information  [nttps://www.iso.org/standard/43757.html Incident Stakeholder m In(erna\ stakeholders;
1612 security events Functional Intersects With Reporting IRO-10 ted clients & third-parties; and 8
|5 Reguistory aunorties
[For specific requirement details, buy a ficensed copy of the Focal Document at
Mechanisms exist to cover
Ittps://www.iso.org/standard/43757.ntmi o
2) Automated event detection or manual incident report intake;
1613 Reporting information Functional Subset Of Incident Handling 1R0-02  |(3) Analysi 10
security weaknesses ) e
5) Eradication; and
6) Recovery.
[For specific requirement details, buy a ficensed copy of the Focal Document at
Mechanisms exist to cover:
Ihttps://www.iso.org/standard/43757.ntmi o ot
Assessment of and decision 2) Automated event detection or manual incident report intake;
16,14 n information security Functional Intersects Wit Incident Handling 1R0-02  [(3) Analysis; 8
4) Contanment
5) Eradication; and
6) Recovery.
or specific requirement detalls, buy a licensed copy of the Focal Document at
Assessment of and decision |nttpe:/www.s0.0rg/standard/as757 htmi Integrated Security Incident| Mechanisms exist to establish an integrated team of cybersecurity, IT and
1614 on nformation security Funcional | Intersects wity |MEOTted Security ncdent) 1no.7 usiness funchon representatives hat are capable of adaressing s
events P leybersecurity and data protection incident response operations.
FFor specific requirement details, buy a ficensed capy of the Focal Dacument at echamsme s 0 covr:
Ittps://www.iso.org/standard/a3757.htmi e
2) Automated event detection or manual incident report ntak
1615 Response to information Functional Intersects With Incident Handling 1RO-02  [(3) Analysis; 8
Security incidents ) e ot
5) Eradication; and
6) Recovery
Response to information _[For specific requirement detalls, buy a licensed copy of the Focal Dacument at Mechanisms exist to maintain and make available a current and viable
1615 Security incidents __|nttps://www.iso.org/standard/43757.htmi Functional Intersects With _ |Incident Response Plan (IRP)|  IRO-04  |incigent Response Plan (IRP) to all 8
[For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to incorporate lessons learned from analyzing and
le16 Learming fom information 1w 50.org/sandard/a3757 hei Functional subsetor | ROOECause Analsis (RCA) | 1ng.13  hesoning cybersecuriy and cata protecton incidents to reduce the likelhood 1
Y Jor impact of future incidents.
[For specific requirement detalls, buy a licensed copy of the Focal Document at Chain of Custody & Mechanisms exist to perform digital forensics and maintain the inegrity of
16.1.7 Collection of evidence  |https://www.iso.org/standard/43757.htm Functional Subset OF Forensee IRO-08 fthe chain of custody, in accordance with applicable laws, regulations and 10
industry-recognized secure practices.
formation securty ospects For peciic requrement dtal buy 2 cenced copy of e Focl Documert
17 business continuity | NttpS://www.iso.org/standard/43757.htm Functional No Relationship WA NA NA 0 INo applicable SCF control
i ity [ TAic requirement detalls, buy a I Fthe Focal D tat .
17.1 ‘”""Z‘g;t‘l’:jf‘f”’ ty  [For specific requirement details °“" o ‘e"m copy of the Focal Document at Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
FFor specific requirement detalls, buy 3 licensed copy of the Focal Dacument at
Ittps://www.iso.org/standard/a3757.html Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
Planning information lcontrols to help ensure resilient Technology Assets, Applications and/or
1711 security continuity Functional Subset Of Management System BCD-01 Iservices (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business 10
[Continuity & Disaster Recovery (BC/DR) playbooks).

Secure Controls Framework (SCF)

70f8



Set Theory Relationship Mapping (STRM)

ISO/IEC 27017 (2015)_x000a_Information technology — Security techniques — Code of practice for information security controls based on ISO/IEC 27002 for cloud services

Focal Document Element (FDE) Description

STRM
jonshi

SCF Control

Secure Controls Framework (SCF)
Control Description

Version 2026.1_x000a_03/27/2026

FFor specific requirement details, buy a licensed copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htmi Business Continuity Mechanisms exist to facilitate the implementation of contingency planning
Implementing information lcontrols to help ensure resilient Technology Assets, Applications and/or
1712 security continuity Functional Subset Of Ma"zgfé"ceh;‘é)symm BCD-01 Iseryices (TAAS) (s ontinuity of Operations Plan (COOP) or Business 10
|Continuity & Disaster Recovery (BC/DR) playbooks).
Verly.revew and veluate [fr SeCTe requTement ol by  Tcensed copy of e Focal Document ot Contingency Plan Testing & Mechanisms exist to conduct tests andjor exercises to evaluate the
1713 information security  [nttps://www.iso.org/standard/43757 htmi Functional Intersects With 0eacy Pian Testing BCD-04 plan’s effectiveness and readiness to execute 8
continuity fthe plan.
F o ¥ detats by 2 censed T the Focal D tat
17.2 a3 a1 a1 o€€ cOPY of the Focal Document a Functional No Relationship NA NIA NA 0 INo applicable SCF control
nvalabity of mformation |07 SPECHC requirement defais, o \-censed Copy of the Focal Document at Mechanisms exist to establish an alternate storage site that includes both
17.21 lability of information. |ttps://www.iso.org/standard/d3757 htm Functional Intersects With Alternate Storage Site BCD-08  [the assets and necessary agreements to permit the storage and recovery of H
P 9 Jsystem backup information.
For specifc requirement detat. buy 2 cersed copy of the Focal Docurent t
Availability of information|peroc e e /43757 htm Mechanisms exist to establish an alternate processing site that provides.
1721 processing facilities P 9 Functional Intersects With | Alternate Processing Site | BCD-09 leqyrity measures equivalent to that of the primary site. s
For specifc requirement defals buy o Ticensed copy of fhe Focal Document. of Mechanisms exist to maintain a failover capability, which is not collocated
Availability of information [MtPSi//www.iso.org/standard/43757.htm Redundant Secondary [with the primary Technology Asset, Application andjor Service (TAAS), which
1721 processing facilities Functional Intersects With System BCD-11.7 |can be activated with little-to-no loss of information or disruption to 5
loperations.
F fic requirement detarl T Tthe Focal D tat .
18 Compliance or specific requirement detalls, °“" o ‘e"se" copy of the Focal Document af Functional No Relationship N/A N/A N/A 0 INo applicable SCF control
Compliance with fegal and [ SPECIfC requirtemen detals buy 3 ficensed copy of the Focal Document at
Inttps://www.iso.org/standard/a3757.htm i 0
181 e oeirameare 2P g Functional No Relationship. N/A NA N/A 0 INo applicable SCF control
cabre [FOr SPeCIiC requiremen detalls buy a licensed copy of the Focal Documen at
applicable i 757.htmi Statutory, Regulatory & Mechanisms exist to facilitate the identification and implementation of
1811 \eg\s\auo‘;vu;arn(:"c:"rélsraclua\ Functional Subset Of Contractual Compliance | P91 frelevant statutory, regulatory and contractual controls. 0
e 7o a2 COPY of the Focal Document at: Software Licensing Mechanisms exist to protect Intellectual Property (IP) rights with software
Ihttps://www.iso.org/standard/a3757.htmi ~
1812 Intellectual property rights [1ttp: g/ i Functional Intersects With e e AST027 e o 5
For Specifc requirement detalls buy 2 icensed copy of the Focal Document at Mechanisms exist to retain media and data in accordance with applicable
1813 Protection of records  |itp:jjwww.iso.org/standard/43757 Functional Infersects With | Media & Data Retention |  DCH-18 siarutory, regulatory and contractual obligations. 8
[For specific requirement detalls, huy a hcensed Copy of the Focal Document at
Privacy and protection of [httpe://www.iso.0rg/standard/a3757 htmi Mechanisms exist to faciitate the implementation and operation of data
1814 personally identifiable Functional Subset Of Data Privacy Program PRI01 |protection controls throughout the data lifecycle to ensure all forms of 10
information PPersonal Data (PD) are processed lawfully, fairly and transparently.
[For specific requirement details, buy a licensed copy of the Focal Document at Mechansis exist to imi the collecton receiving, processing, storade,
1814 Privacy and protection of |nttpsi/iwww.iso.org/standard/43757.htmi Functional Intersects With | Reasonable Data Privacy | oo 01 1) fransmission, sharing, updating and/or disposal of Personal Data (PD s
Pt Practices laccording to reasonable consumer Exvectatmr\s for what is netessﬂry and
proportionate.
Privacy and protection of |FOr SPECific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to ensure data privacy notices identify the purpose(s) for
18.1.4 personally identifiable |https://www.iso.org/standard/43757.html Functional Intersects With Purpose Specification PRI-02.1  |which Personal Data (PD) is collected, received, processed, stored, 5
informatior ftransmitted andjor shared.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi IMechanisms exist to enable data subjects to authorize the collection,
receiving, processing, storage, transimission:sharing, updating anclor
ldisposal of their Personal Data (PD), where prior to collection the dat
Privacy and protection of lsubject is provided with.
18.1.4 personally identifiable Functional Intersects With Choice & Consent PRI03  |(1) Plain language to ilustrate the potential data privacy risks of the 5
information lauthorization;
[(2) A means for users to decline the authorization; an
(3 Alhetessary choce and Consenteineed civeia required by appiicable
lstatutory, regulatory and contractual obligations.
[For specific requirement details, buy a licensed Copy of the Focal Document at
Privacy and protection of |NPS//WWW.iso.org/standard/43757.html Mechanisms exist to minimize the collection of Personal Data (PD) to only
Restrict Collection To ’ lwhat is adequate, relevant and limited to the purposes identified in the data
1814 personaly dentifable Functonal | ntersects With Tdentified Purpose PRL0S. iVacy notice, including protections against callccing PD from minors s
[without appropriate parental or legal guardian consent.
[For specific requirement details, buy a licensed Copy of the Focal Document at
b 757 htmi Mechanisms exist to
|(1) Retain Personal Data (PD), including metadata, for an organization-
defined time period t il the purposels) entid n the natice or 25
Privacy and protection of Personal Data (PD) required by
18.1.4 personally identifiable Functional Intersects With R )| PRI0S  |(2) Dispose ol deslroys, erases, and/or anonymizes the PD, regardless of the 5
information P thod of storage; an
3 Use organsasordefined techniques or methods to ensure secure
ldeletion or destruction of PD (including originals, copies and archived
records)
[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to address the use of Personal Data (PD) for internal
Inttps://www.iso.org/standard/a3757.htmi
Privacy and protection of Internal Use of Personal jiesting, training and research that:
18.1.4 personally identifiable Functional Intersects With Data (PD) For Testing, RIS o T e o marmones, g2 moUN of PO used for internal 5
information Training and Research |(2) Authorizes the use of PD when such information is required for internal
ftesting, training and research.
For specifc equirement detalls buy 2 icensed copy of the Focal Document at
Inttps://www.iso.org/standard/43757.htmi Mechanisms exist to restrict collecting, receiving, processing, storing,
ftransmitting, sharing and/or updating Personal Data (PD) to:
Privacy and protection of i |(2) The purpose(s) originally collected, consistent with the data privacy
18.14 personally identifiable Functional Intersects With e ey PRI05.4  [notice(s); H
information |(2) What is authorized by the data sublect, or authorized agent; and
|(3) what is consistent with applicable laws, regulations and contractual
lobligations.
Privacy and protection of |For SPECific requirement details, buy a licensed copy of the Focal Document at: Information Sharing With Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
1814 personally identifiable |ttps://www.iso.org/standard/43757.html Functional Intersects With hivd ot PRI-07  |purposes identified in the data privacy notice and with the implicit or explicit 5
information [consent of the data subject.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Privacy and protection of |https:/jwww.iso.org/standard/43757 html Data Privacy Requirements IMechanisms exist to include data privacy requirements in contracts and
18.1.4 personally identifiable Functional Intersects With | for Contractors & Service | PRI07.1  fother acquisition-related documents that establish data privacy roles and 5
information roviders responsibilities for contractors and service providers.
orivacy and protection of [ PeCC requement detals by a cansed copy of the Focal Document ot Mechanisms exis to conduct a Data Pratection Impact Assessment (DPIA) on
ttps://www.iso.0rg/standard/43757 htmi Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
1814 personally identfiable Functional | intersects With | P00 e MoptA) | FS10 Rndor ransmit Personal Data (PD) o identy and remediate reasonably- s
lexpected risks.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Regulation of cryptographic tpe./wwuw.iso.org/standard/a 3757 htmi Export-Controlled Mechanisms exist to address the exporting of ryptographic technalogies in
1815 controls ol 9 Functional Subset Of Cryptography CRY-012 | ompliance with relevant statutory and regulatory requirement 0
[For specific requirement detalls, buy a licensed Copy of the Focal Document at .
18.2 information security reviews|peco L L T e aria 3757 htmi Functional N/A NA N/A 0 INo applicable SCF control
For specifc requirement defals buy o Ticensed copy of fhe Focal Document of [Mechanisms exist to implement an internal audit function that is capable of
review of htmi lproviding senior organization management with insights into the
1821 information security Functional Intersects With Internal Audit Function | CPL-02:1 lappropriateness of the organization's technology and information s
lgovernance processes
[For specific requirement details, buy a licensed Copy of the Focal Document at
review o 757 htmi Security, Compliance & Mechanisms exist to regularly review processes and documented procedures
1821 Iefarmation seeurt Functional Intersects With Resmen’ée Assgssmems CPL-03 to ensure conformity with the organization's security, compliance and/or 5
Y resilience policies, standards and other applicable requirements.
[For specific requirement detals, buy a licensed Copy of the Focal Document at
review of 757 htmi Mechanisms exist to utilize independent assessors to evaluate security,
18.2.1 e o, Functional Intersects With Independent Assessors | CPL-03.1  [compliance and resilience at planned intervals or when the Technology 5
4 |Asset, Application and/or Service (TAAS) undergoes significant changes,
[For specific requirement detalls, buy a licensed Copy of the Focal Document at
eview of html Functional Review Of echanismns exist o requiarly review Technology Assets, Appiiations andlor
1821 depandent review Functional Intersects With | Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, complia H
Y Resilience Controls land/or resilience policies and standards.
ewor _|For sPecific requirement detalls. buy 3 licensed copy of the Focal Document at Mechanisms exist to thoughtfully plan audits by including input from
1821 dependent review i 757 htmi Functional Intersects With Audit Activities CPL-04  foperational risk and compliance partners to minimize the impact of audit- H
Y related activities on business operations.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Security, Compliance &
Compliance with security ettt e dard /43757 hemi A . IMechanisms exist to provide a security, compliance and resilience controls
1822 policies and standards | 9 Functional Intersects With et saed CPL02 oversight function that reports to the organization's executive leadership. °
[For specific requirement detals, buy a licensed Copy of the Focal Document at och o reguian a red oroced
Ittps://wwiw.iso.org/standard/a3757.ntmi lechanisms exist to regularly review processes and documented procedures
1822 Compliance with secuty Functional Intersects With | 2ecrity, Compiiance & CPLO3  lto ensure conformity with the organization's security, compliance andor 5
P resilience policies, standards and other applicable requirements.
FFor specific requirement detalls, buy a licensed Copy of the Focal Document at
Compliance with security [1Etps.fwww.is0.0rg/standard/a3757 htmi Functional Review Of echanismns exist o reguiary review Technology Assets, Appiications and/or
1822 Mpllance with secur: Functional Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, complia H
P Resilience Controls land/or resilience policies and standards.
[For specific requirement detalls, buy a licensed Copy of the Focal Document at Personal Data (PD) Control
Compliance with security | ttoe v iso.org/standard/a3757 html IMechanisms exist to conduct testing, training and monitoring activities for
1822 oiies ord Standuras” [nte 9 Functional Intersects With Testing, Training & PRLOB L ) 2ol H
Monitoring
[E— [For specific requirement detalls, buy a licensed Copy of the Focal Document at : T 0 COTUUCT SSSeSSITETCs 0 TeMTOTetrae Secuy:
echnical compliance  |hetoot ) aww joo.org/standard/d 3757 htmi ) ; . . |compliance and/or resilience capability conformity with appiicable
1823 eview e 9 Functional Intersects With | - Conformity Assessment | CPL-01.4 nd data protection laws, regulations and/or contractual 3
blination:
[For specific requirement detals, buy a licensed Copy of the Focal Document at
Technical compliance [ 1tps://www.iso.org/standard/43757.htmi Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
1823 o o Functional Intersects With | Security, Compliance & | CPL-03.2 [Services (TAAS) for adherence to the organization's security, compliance 8
Resilience Controls landor resilience policies and standards.
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