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STRM
Relationship

1 Scope For speciic equirement details, buy  licensed copy of the Focal Document o e —— |y —— o o o o ————
2 Normative references |0 <Pecific requirement detalls, buy a licensed copy of the Focal Dacument at Functional | No Relationship NA N/A NA 0 INo applicable SCF control
3 Terms and definitions |1 r sPecific requirement detals, buy a licensed copy of the Focal Document at: Functional | No Relationship NA N/A NA 0 INo applicable SCF control
4 Overview P e et g © | censed copy of the Focal Document at: Functional | No Relationship NA N/A NA 0 INo applicable SCF control

41 Structure of this document |0 SPecific requirement detalls buy a licensed copy of the Focal Dacument at Functional | No Relationship NA N/A NA 0 INo applicable SCF control
42 Control layout P e ety ° | censed copy of the Focal Document at: Functional | No Relationship NA N/A NA 0 INo applicable SCF control
5 o controls |0 SPecific requirement detals, buy a licensed copy of the Focal Document at: Functional | No Relationship NA N/A NA 0 INo applicable SCF control
Policies for e ongoLy | Ccnsed copy of the Focal Document at Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
i 7018 i . L X i .
51 security Functional SubsetOf | pecilience Program (SCRP) | ®OY"01  land resilience governance contr 10
For specific requirement detalls, buy a licensed copy of the Focal Document at oo Sect
Policies for i 7018 . e P near IMechanisms exist to establish, maintain and disseminate policies, standards
51 security Functional | Intersects With | Compliance & Resilience | - GOV-02  |ang procedures necessary for secure, compliant and resilient capabilties. 8
ocumentation
For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to review the Security, Compliance & Resilience Program
Periodic Review & Update of| :
Policies for i 7018 " i i ((SCRP), including policies, standards and procedures, at planned intervals or
51 i Functional | Intersects with |- Securi, Compliance & | GOV-03 3 e e S, accauncy s
9 land effectiveness.
For specific requirement detalls, buy a licensed copy of the Focal Document at
policies for i Jo18 Mechanisms exist to facilitate the implementation and operation of data
51 r inte Functional | Intersects With | Data Privacy Program PRI-01  [protection controls throughout the data lifecycle to ensure all forms of 8
Y [Personal Data (PD) are processed lawfully, fairly and transparently.
For specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 IMechanisms exist to.
(1) Ensure that the public has access to information about organizational
data privacy activities and can communicate with its Chief Privacy Officer
(CPO) or similar role;
(2) Ensure that organizational data privacy practices are publicly available
5.1 Policies for information Functional | Intersects With |, Dissemination of Data | pgi01.3  [through organizational websites or document repositories; 5
Y ¥ Prog (3) tilize publicly facing email addresses and/or phone lines to enable the
lpublic to provide feedback andor direct questions to data privacy office(s)
regarding data privacy practices; and
(4) Inform data subjects when changes are made to the privacy notice and
the nature of such changes.
For Specific requirement detals, buy a licensed copy of the Focal Document at
Public cloud PI protection |Itps.iwww50.rg/standard/27018 | Data privacy Requirements Mechanisms exist to include data privacy requirements in contracts and
5.16) Public cloud Pil protection Functional | Intersects With | for Contractors & Service | PRI-07.1  |other acquisition-related documents that establish data privacy roles and 8
P g roviders responsibilities for contractors and service providers.
o SpecTic requrement dels buy  Teened copy of the Focal Documentat Mechanisms exst t require contractual requirements for appicable securtty,
Public cloud PI protection |Ntps/www.iso.org/standar ’ Third-Party Contract compliance and resilience requirements with third-parties, reflecting the
51 implementation guidance Functional | Intersects With Requirements TPM-05 | rganization's needs to protect its Technology Assets, Applications, Services 8
landJor Data (TAASD).
For specific requirement detalls, buy a licensed copy of the Focal Document at - - - -
51 her for publi b Sors Functions! subsetof | Statutory, Regulatory & | o o) [Mechanisms exist to faciltate the identification and implementation of 0
cloud PIl protection Contractual Compliance relevant statutory, regulatory and contractual controls,
For Specite reauremrt et buy 3 Teensed copy o e Foca Doeument at Wecharisms exist o require contractua requirements for pplcable secury,
er for publi i ; Third-Party Contract ’ and resilience with . reflecting the

5.1(b) cloud Il protection Functional | Intersects With equirements TPM05 [ atione needs to protect its Technology Assete, Appiications, Services 8

landJor Data (TAASD).
For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to assign one or more qualified individuals with the mission|
52 securiy roles i 7018 Functional | Intersects With | Comionen & pemt¥ o | ov.04 [and resources to centrally-manage, coordinate, develop, implement and s
and responsibi 14 Imaintain an enterprise-wide Security, Compliance & Resilience Program
Responsibilities sy
Security roles. ot e e oy ° | ccnoed copy of the Focal Document at Defined Roles & IMechanisms exist to define cybersecurity roles & responsibilities for all
i 7018 ! .
52 and responsibilities Functional | Intersects With Responsibilities HRS-03 | sonnel. 8
For Specific requirement details, buy a licensed copy of the Focal Document at
security roles i Jo18 Roles With Special IMechanisms exist to ensure that individuals accessing a system that stores,
5.2 T reepansiby VE Functional Intersects With Protection M:asms HRS-04.1  [transmits or processes information requiring special protection satisfy 3
P lorganization-defined personnel screening criteria
For specific requirement detals, buy a licensed Copy of the Focal Document at
Ittps://www.iso.org/standard/27018 Responsible, Accountable Mechanisms exist to document and maintain a Responsible, Accountable,
Information security roles g g Supportive, Consulted & Informed (RASCI) matrix, or similar documentation,
52 piprasbesriits Funciona | Intersects Wi | ‘Supporive, Consulled & | TPH-05.4. B, G e e s comree d
Ibetween internal stakeholders and External Service Providers (ESP)
Security oles. ot et e e e oy © | censed copy of the Focal Document at Third-Party Personnel IMechanisms exist to control personnel security requirements including
i 7018 ! - .
5.2 and responsibilities Functional | Intersects With Security TPM-06  |<ecurity roles and responsibilities for third-party providers. 8
For Specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 IMechanisms exist to define supporting business processes and implement
appropriate governance and service management to ensure appropriate
Public cloud Pl protection Service Delivery 03 |planning, delivery and support of the organization's technology capabilities
52 implementation guidance Functional | Intersects With | (guginess process support) | 27593 lsupporting business functions, workforce, and/or customers based on 3
industry-recognized standards to achieve the specific goals of the process
area.
For Specific requirement details, buy a licensed Copy of the Focal Document at Mechanisms exist to implement and maintain Separation of Duties (SoD) to
53 of duties b Sors Functional | Intersects With | Separation of Duties (SoD) | HRS-LL |}eCIatieTs existlo implement ard maimtan Separation 5
For specific requirement details, buy a licensed Copy of the Focal Document at
i 7018 exist to avoid roles through
53 Segregation of duties Functional | Intersects With | Incompatible Roles HRS-12  [imiting and reviewing developer privileges to change hardware, software 5
land firmware within a produ
For Specific requirement detalls, buy a licensed Copy of the Focal Document at -
s b os Functional subsetor | Security, Compliance & | oy o1 [Mechanisms exist to faciltate the implementation of security, compliance 0
- Resilience Program (SCRP) and resilience governance controls.
For specic requrement detalls, uy o fcensed copy of the Focal Document at Mechanisms exist to align security, compliance and resilience capabilities
pS://wWW.iS0.org/standar . Steering Committee & lwith business requirements through a steering committee or advisory board,
54 Functional | Intersects With Program Oversight GOV-01.1 | mprised of key cybersectrity, data protection and business executives, 5
which meets formally and on a regular basis.
e e oy | ccnsed copy of the Focal Document at: IMechanisms exist to commit appropriate resources needed for continual
improvement of the organization's Security, Compliance & Resilience
Program (SCRP), including:
54 Functional | Intersects with | COmMitment To Continual | goy.013 (1) Stafting; 5
improvements ) oo
(3 Procaeses; and
(4) Technologies
For Specic requrement detalls, 5y fcensed copy of the Focal Document at ssigned Securlty IMechanisms exist to assign one or more qualified individuals with the mission
ps//wwiwi50.0rg/standar . and resources to centrally-manage, coordinate, develop, implement and
>4 Functional | Intersects With | Compliance & Resilience | GOV-04 |rmaintain an enterprise-wide Security, Compliance & Resilience Program >
Responsibilities ok
For specific requirement details, buy a licensed copy of the Focal Document at exist to enforce an Structure so that
[https://www.iso.org/standard/27018 Stakeholder Accountability |teams and individuals are empowered, responsible and trained for mapping,
54 Functional | Intersects With Structure GOV-04.1 | casuring and managing Technology Assets, Applications, Services and/or s
Data (TAASD)-related risks.
For specifc requirement detalls, buy o censed copy of the Focal Document at IMechanisms exist to establish an authoritative chain of command with clear
ps://www.iso.org/standar Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
54 Functional | Intersects With Command GOV-04.2|jated to managing Technology Assets, Applications, Services and/or Data 5
(TAASD)-related risks.
For specific requirement details, buy a licensed Copy of the Focal Document at — -
Itpeiwwe o orgstandara/2 7018 Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
5.4 Functional | Intersects With | Compliance & Resilience | GOV-15 [security, compliance and resilience practices for each Technology Asset, 5
Capabilties [Application and/or Service (TAAS) under their control.
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to require all employees and contractors to apply
5.4 i 7018 Functional | Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
secure, compliant and resilient capabilities.
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to define acceptable and unacceptab\e rules of behavior
5.4 i 7018 Functional | Intersects With Rules of Behavior HRS-05.1  [for the use of including 5
lbehavior.
For specific requirement details, buy a licensed copy of the Focal Document at - -
Ihttpe.//wiww.iso.org/standard/2018 Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
5.4 Functional | Intersects With | Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives.
For specific requirement details, buy a licensed Copy of the Focal Document at - -
Ittpe-/iwww.iso.0rg/standard/27018 Security, Compliance & Mechanisms exist to address all capital planning and investment requests,
5.4 Functional | Intersects With | Resilience Resource PRM-02  [including the resources needed to implement the Security, Compliance & 8
Management Resilience Program (SCRP) and document all exceptions to this requirement.
For specific requirement details, buy a licensed copy of the Focal Document at
Ittpe-/iwww.iso.0rg/standard/27018 IMechanisms exist to facilitate the implementation and operation of data
5.4 Functional | Intersects With | Data Privacy Program PRI-01 [protection controls throughout the data lifecycle to ensure all forms of 8
Personal Data (PD) are processed lawfully, fairly and transparently
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
. y lwith the authority, mission, accountability and resources to coordinate,
54 Functional | Intersects With | Chief Privacy Officer (CPO) | PRIO1.L |1 Ihe WOy, Tisslon, 2eco el e e o o i anage 8
data privacy risks through the organization-wide data privacy program
- |For specific requirement detalls, buy a licensed copy of the Focal Dacument at - : 06| Mechanisms exist to identify and document appropriate contacts with
55 Contact with authorities o Sors Functional Subset OF | Contacts With Authorities | Gov-05  [Mecharisme exit to idertify and document 2ppy 10
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018
IMechanisms exist to establish contact with selected groups and associations
lwithin the security, compliance and resilience communities to;
(1) Facilitate ongoing cybersecurity and data protection education and
(Contact with special interest] . Contacts With Groups & o7 |training for organizational personnel:
56 Functional Subset Of Associations GOV-07_ ) Maintain currency with recommended cybersecurity and data protection 10
practices techniques and techmnologes; and
(3) Share current dlor data protection-related
including threats, vulnerabilties and incidents.
For specific requirement details, buy a licensed Copy of the Focal Document at - Monitoring For Information 11 |Mechanisms exist to monitor for evidence of unauthorized exfiltration or
5.7 Threat intelligence 7018 Functional | Intersects With Disclosure MON-11 | jicciosure of non-public 5
For specific requirement details, buy a licensed Copy of the Focal Document at . o | Monitoring for Indicators of [Automated mechanisms exist to identify and alert on Indicators of
5.7 Threat intelligence P Functional | Intersects with | MO o MoN-11.3 [Rutomated mechs 8
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For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to implement a threat intelligence program that includes a
y (cross-organization information-sharing capability that can influence the
57 Threat intelligence Functional Subset Of | Threat Intelligence Program | THR-0L  |G008 o0 o o e o aclottion of sacurity 10
solutions, monitoring, threat hunting, response and recovery activities.
For specific requirement details, buy a licensed Copy of the Focal Document at
018 ; y IMechanisms exist to develop Indicators of Exposure (I0) to understand the
57 Threat Functional | Intersects With |Indicators of Exposure (I0E)|  THR-02 [ 0 e et 0 o e O s attock the breamisation 8
I::tr sple/uﬂc requverlnfnl:elda/g%bl%y alicensed copy of the Focal Document at: [Mechanisms exist to maintain situational awareness of vulnerabilities and
ps://www.iso.org/standart levolving threats by leveraging the knowledge of attacker tactics, techniques
57 Threat intelligence Functional | Intersects With | Threat Intelligence Feeds | THR-03 (219109 Treals oY Ioueraag e oo o o preventative and 8
ntrols.
For specific requirement details, buy a licensed copy of the Focal Document at Threat Intelligence IMechanisms exist to utilize external threat intelligence feeds to generate and
i 7018 ¥ i i
5.7 Threat Functional | Intersects With rting THR-03.1 | jicceminate organization-specific security alerts, advisories and/or directives. 5
For specific requirement detalls, buy a licensed copy of the Focal Document at
security in i 7018 Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
538 e ot Functional Subset OF Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
proj 9 Portfolio Management lcompliance and resilience objectives.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
Information security in g 04 |svstem project development to determine the extent to which the controls
58 project management Functional | Intersects With | - Restllence In Project PRM-04 | implemented correctly, operating as intended and producing the desired 8
9 loutcome with respect to meeting the requirements.
For specific requirement detalls, buy a licensed copy of the Focal Document at
. ety oo 7 o o | s ot | e e e e e e .
: project management et land/or Services (TAAS) at pre-defined decision points in the Secure
Development Life Cycle (SDLC).
For specific requirement detalls, buy a licensed copy of the Focal Document at vocn . ranges to Techmalony Assete Amptcat
i 7018 lechanisms exist to ensure changes to Technology Assets, Applications
58 f e Functional | Intersects With | SeCUE DEEIOPMENt LI | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
proj 9 VS 9 lcontrolled through formal change control procedures.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
Information security in ) [monitoring;
58 e Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
proj 9 (3) The organizational risk tolerance; an
(4) Priorities, benefits and trade-offs considered by the organization for
Imanaging ris
58 '"p'r“oje'“:t““" security In o S et et oy @ licensed copy of the Focal Document at Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 5
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to conduct recurring assessments of risk that includes the
Information security in likelihood and magnitude of harm, from unauthorized access, use, disclosure,
58 project management Functional | Intersects With Risk Assessment RSK-04 | jisruption, modification or destruction of the organization's Technology 5
|Assets, Applications, Services and/or Data (TAASD)
58 '"p'r“oje'“:f"’” Sty I o e e et oy @ licensed copy of the Focal Document at Functional | Intersects With Risk Remediation RSK-06  |Mechanisms exist to remediate risks to an acceptable level 5
security in For specific requirement details, buy a licensed copy of the Focal Document at: remediate findings from security, compliance and/or resilience-related:
58 et ot i 7018 Functional | Intersects With Risk Response RSK-06.1  |(1) Assessments; 5
proj g (2) Audits; and/or
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to develop an enterprise architecture, aligned with
Information security in Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
58 project management Functional | Intersects With Architecture SEA02 | mpliance and resilience principles that addresses risk to organizational 5
loperations, assets, individuals and other organizations.
Inventory of ng|FOF SPecific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to identify and assess the security of Technology Assets,
5.9 i L 7018 Functional Intersects With |Asset-Service Dependencies| AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 8
other associated assets
lbusiness function.
For specific requirement detalls, buy a licensed copy of the Focal Document at
nventory i 7018 o IMechanisms exist to identify and involve pertinent stakeholders of critical
59 e on 2" Functional | Intersects With e AST-01.2  [Technology Assets, Applications, Services and/or Data (TAASD) to support 5
lthe ongoing secure management of those assets.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018
Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in use;
(2) identies authorized software products, ncluing business ustfication
59 oy o rormation 2" Functional | Intersects With Asset Inventories AST-02 ils; 8
(5 ¢ 5t the level of ranularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[ventory of —[Forspecific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to create and maintain a map of Technology Assets,
59 i i 7018 Functional | Intersects With | Data Action Mapping AST-02.8  |Applications andfor Services (TAAS) where sensitive/regulated data is stored, 5
other associated assets
transmitted or processed.
For specific requirement detalls, buy a licensed copy of the Focal Document at
nventory b 7018 Asset Ownership IMechanisms exist to ensure asset ownership responsibilities are assigned,
59 ventory of Information an Functional | Intersects With St Qunersh AST-03 tracked and managed at a team, individual, or responsible organization level 5
9 lto establish a common understanding of requirements for asset protection.
Inventory of ng|FOF SPecific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to include capturing the name, position and/or role of
59 ventory of information a i 7018 Functional | Intersects With | Accountability Information |  AST-03.1 [individuals responsible/accountable for administering assets as part of the 5
technology asset inventory process.
o e e gy censed copy of the Focal Document at IMechanisms exist to maintain network architecture diagrams that:
ps://www.iso.org/standar ; .
5o inventory of information and| runctional | itersects witn | Network Diagrams & bata | oo, |(1)Contain suficient detsil o assess the security of the network's s
other associated assets Flow Diagrams (DFDs) (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
ventory of [For specific requirement details, buy a licensed copy of the Focal Document at
n i 7018 i ¥ i
59 ventory of Information 2 Functional | Intersects With Data Protection DCH-01  [Mechanisms exist to facilitate the implementation of data protection controls. 5
inventory of o SPeC e ement e g ° | <ensed copy of the Focal Document at IMechanisms exist to ensure data and assets are categorized in accordance
n i 7018 i i X
59 other associated assets Functional | Intersects With | Data & Asset Classification | BCH-02 |,y appiicable statutory, regulatory and contractual requirements. s
For specific requirement detalls, buy a licensed copy of the Focal Document at voch o estabs and mamt Cventory of
i 7018 lechanisms exist to establish and maintain a current inventory of al
59 nventory of information a Functional | Intersects with | !"ventery offersonal Data | pgg5.5  Irechnology Assets, Applications and/or Services (TAAS) that collect, receive, 5
lprocess, store, transmit, share, update and/or dispose Personal Data (PD).
For specific requirement detalls, buy a licensed copy of the Focal Document at
e e JEm oy o o s | e o et i st commre g e .
‘other bssociated aseete Deﬁmﬂ land/or Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC).
‘Acceptable use of _[For specific requirement detalls, buy a licensed copy of the Focal Document at.
510 information and other i 7018 Functional | Intersects With Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 5
associated assets
For specific requirement detalls, buy a licensed copy of the Focal Document at
Acceptable use of  |nttps.//www.is0.org/standard/27018 IMechanisms exist to mark media in accordance with data protection
510 information and other Functional | Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 5
associated assets Ihandling caveats and applicable security requirements.
‘Acceptable use of _[For specific requirement detalls, buy a licensed copy of the Focal Document at.
510 information and other |ntps://www.iso.0rg/standard/27018 Functional | Intersects With Custodians DCH-07.1  Mechanisms exist to identify custodians throughout the transport of digital or 5
associated assets 9
Acceptable use of _[For specific requirement detalls, buy a licensed copy of the Focal Document at: Mechanisms exis o define acceptable and unacceptable rles of efavior
510 information and other |nttps://www.iso.org/standard/27018 Functional | Intersects With Rules of Behavior HRS-05.1  [for the use of including 8
associated assets lbehavior,
For specific requirement detalls, buy a licensed copy of the Focal Document at
Acceptable use of  |nttps./www.is0.org/standard/27018 Social Media & Social Mechanisms exist to define rules of beavior that contan expicit restricions
510 information and other Functional | Intersects with | \SHCL RS Sofons | HRS-05.2 on the use of social meda and networking sites, posting nformation 8
associated assets 9 commercial websites and sharing account informatior
Acceptable use of :\:{ 59/7(";'( fEQUWETf”l:El;/;?:l“sY a licensed copy of the Focal Document at: Mechanisms exist to establish usage restrictions and implementation
@ ps://www.iso.org/standart . lguidance for organizational technologies based on the potential to cause
510 information and other Functional | Intersects With |Technology Use Restrictions|  HRS-05.3 |36 to Technology Assets, Appncauons and/or Services (TAAS), if used 8
associated assets
Imaliciously.
‘Acceptable use of _[For specific requirement detalls, buy a licensed copy of the Focal Document at N N
510 information and other |ttps://www.iso.org/standard/27018 Functional | Intersects With | Access Agreements HRs-06  [Mechanisms exist to require internal and third-party users to sign 5
lappropriate access agreements prior to being granted access
associated assets
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to ensure that employees and third-party users return all
511 Return of assets | ttps://www.iso.org/standard/27018 Functional Subset O Return of Assets AST-10  [organizational assets in their possession upon termination of employment, 10
lcontract or agreement.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 Mechanisms exist to facitate data governance to oversee the organization's
10 |policies, standards and procedures so that sensitive/regulated dat
512 Classification of information Functional | Intersects With Data Governance GOV 10 B e o maimtaimed In Secordante mth somitable satutory, 8
requlatory and contractual obligations.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to determine security, compliance and resilience control
y lapplicability by identifying, assigning and documenting the appropriate asset
512 Classification of information Functional | Intersects With | Asset Scope Classification | AST-04.1 (3P ICaDHY b 0 N, 4o g o O s a Sorvives 5
(TAAS) and personnel (internal and third-parties).
512 c of e e gy © | censed copy of the Focal Document at Functional Subset Of Data Protection DCH-01  |Mechanisms exist to facilitate the implementation of data protection controls. 10
e e oy | ccnsed copy of the Focal Document at IMechanisms exist to ensure data and assets are categorized in accordance
i 7018 e i X
512 of Functional | Intersects With | Data & Asset Classifical DCH02 e mratatany. regulatory e contractun) Soquroments. 8
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttpe-/iwwiw.iso.org/standard/2 7018 IMechanisms exist to mark media in accordance with data protection
513 Labelling of information Functional | Intersects With Media Marking DCH-04  |requirements so that personnel are alerted to distribution limitations, 8
Ihandling caveats and applicable security requirements.
s1a tronster _[[o7 SPecic requirement el buy a icensed copy of the Focal Docurment at Functional | intersects with p CRv-03 _[Cryptographic exist to protect the of data being S
e s og | Ccroed copy of the Focal Document at IMechanisms exist to protect and control digital and non-digital media during
i 7018 ¥ A
514 transfer Functional | Intersects With | - Media Transportation DCH-07 ltransport outside of controlled areas using appropriate security measures. >
s1a ‘ransfer _|FO SPECic requirement details, buy a licensed copy of the Focal Document at Functional | intersects with Custodians DCH-07.1|Mechanisms exist to identify custodians throughout the transport of digital or S
i 7018 non-digital media.
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to tiize a process to assit users n making mforma
i 7018 i
514 transfer Functional | Intersects With | Information Sharing DCHL i to enbure ot < aproprintaly protacion 8
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to secure ad-hoc exchanges of large digital files with
514 transfer b Sors Functional | Intersects With Ad-Hoc Transfers DCH17 e cammal portios 8
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For speciic equirement details, buy  licensed copy of the Focal Document o IMechanisms exist to require all employees and contractors to apply
5.14 transfer 018 Functional Intersects With | Terms of Employment HRS-05  [cybersecurity and data protection principles in their daily work to enable 5
secure, compliant and resilient capabilities.
For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to define acceptable and unacceptable rules of behavior
5.14 transfer 7018 Functional Intersects With Rules of Behavior HRS-05.1  [for the use of technologies, including consequences for unacceptable 5
bbehavior.
s1a vanster|[or P requrement Getal, buy a censed copy of the Focal Documen ot Functional | Intersects With | Access Agreements AR5 [Hchenisms Xt equle ermal and oty sers o s S
i
For specifc requirement detalls, buy a licensed copy of the Focal Document at IMechanisms exist to require Non-Disclosure Agreements (NDAS) or similar
5.14 transfer 7018 Functional Intersects With | C HRS-06.1 hat reflect the needs to protect data and 5
loperational details, or both employees and third-parties
For specific requirement details, buy a licensed copy of the Focal Document at Network Security Control Mechani I
s ranster Functional | intersects with | Network Security Controls y lechanisms exist to develop, govern & update procedures to faciitate the
i 7018 unctional ntersects Wi (NSC) NET-01 of Network Security Controls (NSC). 5
For specific requirement details, buy a licensed Copy of the Focal Document at Mechan
; Data Flow Enforcement - isms exist to implement and govern Access Control Lists (ACLS) to
5.14 transfer 7018 Functional Intersects With | 52 2" Control Lists (ACLS) NET-04  |provide daxaﬂggv;vdenfurcement that explicitly restrict network traffic to only 5
For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to conf
; ) gure firewall and router configurations to deny
514 transfer 7018 Functional | Intersects with | DenY Traffic by Default & | yer.04.1  |network traffic by default and allow network traffic by exception (e.g., deny 5
Allow Traffic by Exception e e oY saerou
e wranster [0 SPeCC (equTement Getals buy 3 cened copy o e Focal Docurmert ot Functional | ntersects with | Electronic Messaging NET13 |Mlechanisms exist to protect the confidentiality, integrity and avalability of S
electronic messaging communicatior
:‘:trpssp;;)mr‘eszunlr’;r/rs‘?:;:aevlda/g%%y a licensed copy of the Focal Document at: Mechanisms exist to force Internet-bound network traffic through a proxy
514 Information transfer Functional | Intersects With | DNS & Content Filtering |~ NET-18 [4evice (€0, Policy Enforcement Point (PEP) for URL content fltering and 5
DN filtering to limit a user's ability to connect to dangerous or prohibited
Iinternet sites
For specific requirement details, buy a licensed copy of the Focal Document at
514 transfer b 018 Functional | intersects with | Physical & Environmental | hec . [Mechanisms exist to faciltate the operation of physical and environmental s
Protections protection controls
For specific requirement details, buy a licensed copy of the Focal Document at
Public cloud Il protection |NttpS://www.iso.org/standard/27018
514000 cunctional | nte o7 | Mechanisms exist to protect and control digital and non-digital media during
implementation guidance rsects With | Media Transportation DCH-07 leransport outside of controlled areas using appropriate security measures. 8
515 rccoss comtror For Speciic equremert detals, buy 3 lensed copy of he Focal Document ot ranctional | intersects with Identity & Access 1AC.o1 | Mechanisms exist to facilitate the implementation of identification and N
(1AM) access controls.
For specific requirement details, buy a icensed Copy of the Focal Document at Identification & Mec
515 Access control |PitpewwSo.0rg/standard27018 Functional | ntersects With | Authentication for AC02 (o AT AAR) orGamZatlnil Usere and processte acting on behalfof - s
Organizational Users organizational users.
For specific requirement detals, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 ) § Mechanisms exist to enforce Role-Based Access Control (RBAC) for
5.15 Access control Functional | Intersects with | Rele-Based fccess Control | jac.o8  [Technology Assets, Applications, Services andfor Data (TAASD) to restrict 8
laccess to individuals assigned specific roles with legitimate business needs.
For specific requirement detalls, buy a licensed copy of the Focal Document at
515 Access control Inttps://www.iso.org/standard/27018 Functional | Intersects With | Account Management 1ac-15  [Mechanisms exist to proactively govern account management of individual, 8
lgroup, system, service, application, guest and temporary accounts.
S5 nccoss comtror For specific requirement details, buy a licensed copy of the Focal Document at ronctional | imtersects witn | Priviieged Account 116 |Mechanisms exist to restrict and control privileged access rignts for users N
i 7018 (PAM) land Technology Assets, Applications and/or Services (TAAS).
For specific requirement details, buy a icensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 IMechanisms exist to periodically-review the privileges assigned to individuals
515 Access control Functional | Intersects with | Periodic Review of Account | 15c17 Jand service accounts to validate the need for such privileges and reassign or 8
Privileg: privileg o
remove unnecessary privileges, as necessary.
For specific requirement detals, buy a licensed copy of the Focal Document at
Ihttpe./fwww.jso.org/standard/2 7018 IMechanisms exist to utilize the concept of least privilege, allowing onl
B ) ) privileg g only
5.5 Access control Functional | Intersects With Least Privilege IAC-21  [authorized access to processes necessary to accomplish assigned tasks in 8
accordance with organizational business functions.
For specific requirement detals, buy a licensed copy of the Focal Document at
515 Access control Ittps://www.iso.org/standard/27018 Funcional | ntersects win | PPYSIELS Envronmental | peg gy - [Wechanisms exit to facitate the operation ofphysical and environmentsl s
For specific requirement detals, buy a licensed copy of the Focal Document at
Ihttpe./fwww.iso.org/standard/2 7018 ) physical Access PPhysical access control mechanisms exist to maintain a current list of
5.5 Access control Functional | Intersects With Physical Access PES:02 [personnel with authorized access to organizational facilties (except for those 8
lareas within the facility officially designated as publicly accessible).
For Specific requirement detals, buy a licensed copy of the Focal Document at Physical ]
. access control Functional | nters y y ysical access control mechanisms exist to authorize physical access to
Ihttps://www.iso.org/standard/27018 i sects With | Role-Based Physical Access | PES-021 facilties based on the position or role of the individual 8
For Specifc Tequirement detals buy @ fcensed copy of he Focal Document at Physical access control mechanisms exist to enforce physicalaccess
515 Access control 110w iSO Functional | intersects with 03 |authorizations for all physical access point ing designated entry/exit
unctional | Intersects With | - Physical Access Control PS03 o facities (exchuding those arens within he facity oficaly 8
designated as publicly accessible).
For Specifc Tequirement detals buy @ fcened copy of he Focal Document at Mechanisms exist to identify systems, equipment and respective operating
s15 Access control Functional | Intersects with | PhYSical Security of Offices, | hec 4 [environments that require limited physical access so that appropriate s
ms & Facilities Iphysical access controls are designed and implemented for offices, rooms
and facilites.
For Specific requirement detalls, buy a licensed copy of the Focal Document at
515 Access control et e oo seandararzons - " 2 u Functional | Intersects With | Working in Secure Areas | PES-04.1 |Pr¥Sical security mechanisms exist to allow only authorized personnel access 8
For specific f‘eauvfemem ﬂela\l%blusy a licensed copy of the Focal Document at: ) Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
516 Identity Functional | Inersects With | Authentication for Non- IAC-03  [and Audit (AAA) third-party users and processes that provide services to the 8
rganizational Users organization.
For Specific requirement details, buy a licensed copy of the Focal Document at
. Ittps://www.iso.org/standard/27018 . dentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
5.16 Identity management Functional | Intersects With | , . Jdentification& 1 1ac.0a  [and Audit (AAR) devices before establishing a connection using bidirectional 8
lauthentication that is cryptographically- based and replay resistant.
For Specc equrement delal, by censed copy o e Foca Document at L emtons
5.16 Identity management Functional | Intersects With | Party Technology Assets, 1AC-05  [lechanisms exist to dentiy o gy henticate third-party Technology Assets, 8
applications andjor Services pplications and/or Services (TAAS).
(TAA:
s16 ettty For Speciic equremert detals, buy 3 censed copy of the Focal Document ot runctional | imtersects witn | User Provisioning & be- 107 |Miechanisms exist to utilize a formal user registration and de-registration N
ioning rocess that governs the assignment of access rights.
s16 ettty For specific requirement details, buy a licensed copy of the Focal Document at Functional | intersects with [9entifer Management (User| |, oo [Mechanisms exist to govern naming standards for userames and
i 7018 Names) [Technology Assets, Applications and/or Services (TAAS) 8
s16 ettty For Specic equremert detals, buy 3 censed copy of the Focal Document ot ronctional | itersects with User Identity (ID) IAC.09.1_[Mechanisms exist to ensure proper user identification management for non- A
lconsumer users and
s16 ettty For Specic equremert detalls, buy 3 censed copy of the Focal Docurment ot runctional | imtersects with | Cross-Organization IAc0s.4_Hechanisms exist o coordinate usermame dertifers with extrnal 5
For specific requirement details, buy a licensed Copy of the Focal Document at
516 dentiy ‘ ors Functonsl | Imersects Wit | Account Management: | 1AC13  [NSChanS exist to proactively govern account management of sl s
. ) . application, gu y accou
For specific requirement detalls, buy a licensed Copy of the Focal Docu
516 Identity w50 Jo1s i ment 2t Functional | Intersects With | Disable Inactive Accounts | 1AC-15.3  [Automated mechanisms exist to disable inactive accounts after an 5
s16 ety For Specic equremert detalls, buy  lcnsed copy of the Focal Document ot Functional | intersects with | Restrictions onShared | ac.15 5 [Mechanisms exist to authorize the use of shared/group accounts only under 5
Groups / Accounts lcertain organization-defined conditions
For specific requirement details, buy a licensed Copy of the Focal Document at
ovoer t ; ’ ; . e
51601 o oo P20 CrREBTOT LS Functonal | susetor | SEY SRS | cor  |Nchrens e ta faitte the mplementation o denticaton and 0
For specific requirement detals, buy a icensed copy of the Focal Document at
Ihttpe1 Jstandard/27018 » Mechani t to stricti th f Authenticate, Authy d
public cloud Pi protection |nEtpe/wwwso-org/standar lechanisms exist to strictly govern the use of Authenticate, Authorize an
5.16(a) Imolementation guidance Functional | Intersects With|AUthenticate, ﬁ;‘&?”ze and| 1ac.012  |Audit (AAA) solutions, both on-premises and those hosted by an External 8
Service Provider (ESP)
For specic equremert detals, buy  lcensed copy of the Focal Document ot Mechanisms exist to
517 information Functional | Intersects With | Authenticator Management | 1AC-10  |() Securely manage authenticators for users and devices; ond 8
(2) Ensure the strength to
o the dato being accessed
For specific requirement details, buy a licensed Copy of the Focal Document at -
517 b o8 Functional | intersects with Password-Based 1AC.101  [Mechanisms exist to enforce complexity, length and lifespan considerations N
Authentication to ensure strong criteria for password-based authentication
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to protect authenticators commensurate with the
5.17 i 7018 Functional | Intersects With |Protection of Authenticators| IAC-10.5  [sensitivity of the information to which use of the authenticator permits 8
access.
s Athentication For specic equremert detals, buy  lcensed copy of the Focal Document ot runctional | intersects with | Defautt Authenticators | 1AC.10.8 | Mechanisms exist to ensure default authenticators are changed as part of 5
account creation or system installation
s Athentication For specic equiremert detals, buy  lcensed copy of the Focal Document ot Functional | Intersects With | Password Managers AC10.11 [[1echanisms exstto protect and store passwords via 2 passord manager S
For specific requirement details, buy a licensed Copy of the Focal Document at
iso. 7018 Mechanisms exist to compel users to follow accepted practices in the use of
517 information Functional | Intersects With | User Respansibilities for IAC18 swords, physical or logical 8
9 security tokens, smart cards, certificates, etc.)
For specific requirement details, buy a licensed Copy of the Focal -
s18 ccess rights peciic req 5 o oY Document at Functional | Intersects With | Separation of Dutics (5D | HRs.11 | Mechanisms exist to implement and maintain Separation of Duties (SoD) to S
prevent potential inappropriate activity without collusion
S8 ccess rights For specific requirement detals, buy a cersed copy of the Focal Docurment at Functiona! Subset Of ientiy & Access lacio1 _|Mechanisms existto facltate the mplementation of Gentication and o
access controls.
S8 nccess rights For specifc requirement detal, buy a cersed copy of the Focal Docurment at Functional | intersects with | User Provisioning & De- 107 |Mechanisms exist to utilize a formal user registration and de-registration S
Provisioning process that governs the assignment of access ri
For specific requirement details,
518 Access rights iy a ¥ detalls, buy 2 licensed copy of the Focal Document at Functional | Intersects With | Change of Roles & Duties | 1aC-07.1  [Mechanisms exist to revoke user access rights following changes in B
lpersonnel roles and duties, if no longer necessary or permitted.
o1s ccess rights For specifc requirement detals, buy a cersed copy o the Focal Docurment at Functional | Intersects Wit | Termination of Employment| 1AC-07.2|Mecharims existto revoke user access rights in  timely maner, upon S
For specific requirement details, buy a licensed Copy of the Focal Document at [Mechanisms exist to
Ihttps://www.iso.org/standard/27018
518 Access rights P e Functional | Intersects With | Authenticator Management |  IAC-10 g: ﬁ;z;:'{h’e“ZF;%Z?“”;EMUmS for users and devices; and. 5
of the data being accessed
e po— For speciic requirement detals, buy a censed copy o the Focal Docurment at Functional | Intersects With | Password Managers AC10.11[1SChaNISMS exist 0 protect and sore passwords via 2 password manager S
For specific requirement details, buy a licensed Copy of the Focal Document at
518 Access rights Ihttps://wwuw.iso.org/standard/27018 Functional | Intersects With |  Account Management 1AC-15 g;(“";"S';;’;::‘)";;r‘\;"c‘;”’;;;“’g{‘g:“;z::“a(:;r;‘e::gf;’r‘;";i;‘é‘f:“s"d“"“““" 5
For specific requirement details, buy a licensed Copy of the Focal Document at Automated System Account
518 Access rights Ihttps://www.iso.org/standard/27018 Functional | Intersects ith | - Management (Directory Iac-15.1  [Automated mechanisms exist to support the management of system 5
laccounts (e.q., directory services).
services) 9 Y
For specific requirement details, buy a licensed Copy of the Focal Document at [Autom:
P ated mechanisms exist to disable or remove temporary an
518 Access rights Ihttps://www.iso.org/standard/27018 Functional | Intersects With RE’V:“:"’;‘e:gi'z‘g’u’z{‘s” IAC-15.2  [emergency accounts after an organization-defined time period e anch type 5
of account.
For specific requirement details, buy a licensed Copy of the Focal Document at Privileged Account n
s18 ccess rights runctional | intersects with rivileged Accoun y [Mechanisms exist to restrict and control privileged access rights for users
7018 unctional ntersects Wi (PAM) 1AC-16  |and Technology Assets, Applications and/or Services (TAAS). 5
For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to inventon
P y all privileged accounts and validate that each
5.18 Access rights Inttps://www.iso.org/standard/27018 Functional Intersects With P”“;‘:Vg::[;fe‘:“”‘ IAC-16.1  |person with elevated privileges is authorized by the appropriate level of 5
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to periodically-review the privileges assigned to individuals
518 Access rights Functional | Intersects with | Periodic ﬁﬁ‘\j‘fg‘;g Account | 1Ac17  [and service accounts to validate the need for such privileges and reassign or 5
remove unnecessary privileges, as necessary.
oo pos— For speciic requiremert detals buy a censed copy of the Focal Docurment at Functional | Intersects With | Credential Sharing .19 |Mechanisms exist to prevent the sharing of generic IDs, passwords or other S
lgeneric authentication methods.
For specific requirement details, buy a licensed copy of the Focal Document at -
oo pos— P q s buy oy ment a runcional | iersecte with | Access Enforcement 120 | Mechanisms exist to enforce Logical Access Control (LAC) permissions that S
lconform to the principle of “least privilege.
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For specific requirement details, buy a licensed copy of the Focal Document at: Access To Sensitive / [Mechanisms exist to limit access to sensmve/regu\aled data to only those
518 Access rights 7018 Functional | Intersects With Regulated Data 1AC201 Jindividuals whose job requires such acces >
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to restrict access to databases containing
518 Access rights Functional | Intersects With Database Access 1AC-20.2  [sensitive/regulated data to only necessary Technology Assets, Applications 5
land/or Services (TAAS) or those individuals whose job requires such access.
For specific requirement detalls, buy a licensed copy of the Focal Document at Use of Privileged Utility [Mechanisms exist to restrict and tightly control utility programs that are
518 Access rights i 7018 Functional | Intersects With !AC203 |capable of overriding system and application controls. >
For specific requirement detalls, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018 IMechanisms exist to utilize the concept of least privilege, allowing only
518 Access rights Functional | Intersects With Least Privilege IAC-21 fauthorized access to processes necessary to accomplish assigned tasks in 5
laccordance with organizational business functions.
For specific requirement detalls, buy a licensed copy of the Focal Document at Management Approval For [Mechanisms exist to restrict the assignment of privileged accounts to
518 Access rights b Sore Functional | Intersects with | MRSSTEnt APPTOVS. 1AC-21.3 areonnet alor roien. 5
For specific requirement details, buy a licensed copy of the Focal Document at Physical & Environmental Mechanisms exist o facitate the aperation of physical and environmental
Ihttps://wwiw.iso.org/standard/27018 i ¥
518 Access rights ps:/i 9 i Functional | Intersects With retaon PES0L | et 5
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Physical Access IPhysical access control mechanisms exist to maintain a current list of
518 Access rights Functional | Intersects With o oS PES-02  |personnel with authorized access to organizational facilities (except for those 5
lareas within the facility officially designated as publicly accessible
For specific requirement detalls, buy a licensed Copy of the Focal Document at [Physical access control mechanisms exist to authorize physical access to
518 Access rights b Sore Functional | Intersects With | Role-Based Physical Access | PES-02.1 |FVRCR) SCCess S0t echansre Sxest 1o auinora 5
For specific requirement detarl, buy 2 licensed copy of the Focal Document at: Physical access control mechanisms exist to enforce physical access
ps://www.iso.org/standar " lauthorizations for all physical access points (including designated entry/exit
518 Access rights Functional | Intersects With | Physical Access Control PES-03 oot es (chchding those orens within tne ey oftciaty 5
ldesignated as publicly accessible).
s10 Igznprpmzimn SecurltyIn_[For Speciic requirement detalls buy 3 censed copy of the Facal Document at Functional SubsetOf | Third-Party Management | Tpm-o1 |MeChanisms exist to faciltate the implementation of third-party T
For specific requirement details, buy a licensed copy of the Focal Document af: [Mechanisms exist to maintain a current, accurate and complete list of
formation security iy | "EPS IS0 Orgistandard/27018 External Service Providers (ESPs) that can potentially impact the
519 A Functional | Intersects With |  Third-Party Inventories | TPM-01.1 |Confidentiality, Integrity, Availability and/or Safety (CIAS) of the 5
L P Technology Assets, , Services and/or Data
(TAASD)
For specifc requirement detals buy a licensed copy of the Focal Document at IMechanisms exist to identify, prioritize and assess suppliers and partners of
urity in i " Third-Party Criticality y critical Technology Assets, Applications andjor Services (TAAS) using a
519 supplier relationships Functional | Intersects With ents TPM-02 Cnply ch k assessment process relative to their importance in 5
supporting the delivery of high-value services.
For specific requirement detalls, buy a licensed copy of the Focal Document af: Mechanisms exist o
Information security in | TS //Wwwiso-org/standard/27018 Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
5.19 iyt rela[mnsh‘{ . Functional Intersects With Man:"eymem scam) TPM-03  |Applications and/or Services (TAAS) supply chains; a 8
PP P 9 (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
ity i1 T e ayory ~ oo CoPY of the Focal Document at IMechanisms exist to utilize security safeguards to limit harm from potential
i 7018 i i i ¥
519 supplier relationships Functional | Intersects With | Limit Potential Harm TPM-03.2 |- jversaries who identify and target the organization's supply chain. 5
Uity i1 e oLy~ | ored coPy of the Focal Document ot Processes To Address IMechanisms exist to address identified weaknesses or deficiencies in the
i 7018 i i ¥
519 Cupplier relationships Functional | Intersects With |\yooynecces or Deficiencies| T™03-3  |security of the supply chain 5
security in For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to mitigate the risks associated with third-party access to
5.19 scurity i 7018 Functional | Intersects With Third-Party Services TPM-04 [the organization's Technology Assets, Applications, Services and/or Data 5
supplier relationships acds
ity in [ oPeciic requirement detalls, buy a licensed copy of the Focal Document ot Third-party Risk IMechanisms exist to conduct a risk assessment prior to the acquisition or
519 o selagondhing Functional | Intersects With | ycoo i i Aparovals | TPM-04-1 - foutsourcing oftechnology.related Technology Assets Appicatons and/or 5
Information security in__[For specific requirement detalls, buy a licensed Copy of the Focal Document at [Mechanisms exist to ensure that the interests of external service providers
519 opiar b Sore Functional | Intersects With | Conflict of Interests TPM04.3 e e et e 5
For speciic requirement detalk, buy a icensed copy ofthe Focal Docurment at Mechanisms exist o require contractual requirements for applicable securty,
urity in i i Third-Party Contract y and resilience with reflecting the
519 Cupplier relationships Functional | Intersects With equirements TPM05 [ atione needs o protect its Technology Assate, Applications, Services 8
land/or Data (TAASD).
SECUILY 1N | toe o e ey © lcensed copy of the Focal Document ot Third-Party Personnel IMechanisms exist to control personnel security requirements including
i 7018 i - .
519 supplier relationships Functional | Intersects With TPM-06  |cecurity roles and responsibilities for third-party providers. 5
For specific requirement detalls, buy a licensed copy of the Focal Document at
urity in i 7018 Review of Third-Part IMechanisms exist to monitor, reqularly review and assess External Service
519 e dltioneie Functional | Intersects With icasary TPM-08  [Providers (ESPs) for compliance with established contractual requirements 5
PP P Ifor security, compliance and resilience controls.
rityin |[OF specific requirement details, buy a licensed copy of the Focal Document at: Third-Party Deficienc [Mechanisms exist to address weaknesses or deficiencies in supply chain
519 el i 7018 Functional | Intersects With 4 Y TPM-09  |elements identified during independent or organizational assessments of 5
Supplie relationshins emediation
such elements.
For specific requirement detalls, buy a licensed copy of the Focal Document at Third-Party Incident N N
security in b 7018 i . IMechanisms exist to ensure response/recovery planning and testing are
519 supplier relationships Functional | Intersects With | - Response & Recovery TPM-I1 | conducted with critical suppliers/providers. s
Capabilities
Addressing For speciic requirement detals buy a icensed copy ofthe Focal Docurment at [Mechanisms exist to provide cybersecurity and data protection incident
> i i g information to the provider of the Technology Assets, Applications and/or
5.20 security within supplier Functional | Intersects With | Supply Chain Coordination | IRO-10.4 |0 a0 e B o e T e i thes supsly chain for 5
[TAAS related to the incident.
‘Addressing information _[For Specific requirement detalls, buy a licensed copy of the Focal Document at
520 Security within supplier | Nttps://wwuw.iso.org/standard/27018 Functional SubsetOf | Third-Party Management | Tem-01  |Mechanisms exist to faciltate the implementation of third-party 10
agreements. '9f
‘Addressing information _[For Specific requirement detalls, buy a licensed copy of the Focal Document at N N
9 oo e ore/stondard/2 4018 . ’ IMechanisms exist to utilize security safeguards to limit harm from potential
5.20 Securlgér\:g’:‘\:r‘st:ppher psi/i o % Functional | Intersects With | Limit Potential Harm TRM-03.2 e e Identiy and targer the organization' supply chaln 5
o For specific requirement detalls, buy a licensed copy of the Focal Document at Mecharisms st o reaive Conracualequiementsfr applcabl secui,
520 Securiy within supplier ! 7018 Functional | Intersects with | 1"ird-Party Contract TPM-05 d resilience with third-parties, reflec 8
" Requirements organisatiene nacds o protect i Technology Asears, Applications. Services
land/or Data (TAASD).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Addressing i 7018 Review of Third-Part exist to monitor, regularly review and assess External Service
520 Security within supplier Functional | Intersects With o e Party TPM-08  |Providers (ESPs) for compliance with established contractual requirements 8
agreements for security, compliance and resilience controls.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Addressing i 7018 Managing Changes To Third- Mechanizms exis o controlchanges to services by suppliers taking into
5.20 security within supplier Functional | Intersects With O coioes TPM-10  [account th ality of business Technology Assets, Applications, Services 8
agreements 4 andlor Data (TAASD) that are in scope by the third-party
_Managing nfermation ~JFor heciic edurement detal, By censed copy of he FocalDocument at
Ihttper/fwww.isa.orgistandard/27018 . g IMechanisms exist to track the origin, development, ownership, location and
521 supply [PEtpS:// o g Functional | Intersects With Provenance AST-03.2 | hanges to Technology Assets, Applications, Services and/or Data (TAASD). s
Managing information _[For Specific requirement detalls, buy a licensed copy of the Focal Document at. -
agir oo e ore/standand/2 5018 . Information Assurance (1A) y IMechanisms exist to facilitate the implementation of security, compliance
521 security i the ICT supply |Ntps3/ 9 g Functional Subset Of Operations 1A0-01 lang resilience assessment and authorization controls. 10
e ayory © | ccnsed copy of the Focal Document ot IMechanisms exist to formally assess the security, compliance and resilience
Managing information ps:/jwinw.isa.org/standare [controls in Technology Assets, Applications and/or Services (TAAS) through
y Information Assurance Program (IAP) activities to determine the extent to
521 security in the ICT supply Functional | Intersects With Assessments 1A0-02lyyhich the controls are implemented correctly, operating as intended and 8
lproducing the desired outcome with respect to meeting expected
requirements.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
e .
521 securty inthe (CT supply Functional | Intersects With | Specialized Assessments | 140-022  [(3) gPRICSRORSECarYE L o e 8
7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performanceyioad testing; andjor
11) Artificial Intelligence and Autonomous Technologies (AAT).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to develop a plan for Supply Chain Risk Management
Managing information Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
521 security in the ICT supply Functional | Intersects With |, S-PPY ChaR R | Rsk:09 disposal of Technology Assets, Applications and/or Services (TAAS), including 5
chain 9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
For specific requirement detalls, buy a licensed copy of the Focal Document at IMechanisms exist o
naging i 7018 Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
521 security in the ICT supply Functional | Intersects With | 2B TRAIR AL, TPM-03 jApplications andor Services (TAAS) supply chains; o 5
chain 9 (2) Take appropriate remedi actions to minimize the organization's
expasure 16 thoss risks and threats, as necessary.
Managing information __[For SPECIfic requirement details, buy a licensed copy of the Focal Document [acquistion Strategies, Tools Mechanisms exist to utilze tailored acquisition strategies, contract taols and
5.21 security in the ICT supply |Nttps://www.iso.org/standard/27018 Functional Intersects With [AQ! gies, TPM-03.1 |procurement methods for the purchase of unique Technology Assets, 5
chain |Applications and/or Services (TAAS).
WManaging information _[For Specific requirement detalls, buy a licensed copy of the Focal Document at. Third-Party Processing, N
521 security in the ICT supply |Nttps://wwiw.iso.org/standard/27018 Functional | Intersects With |  Storage and Service TPM-04.4 [ MeChanisms exist to restrict the location of information processing/storage 5
lbased on business requirements
chain Locations
For specific requirement detalls, buy a licensed copy of the Focal Document at Wechanioms exit to reqre contractualreqiremerts forapplcabe securty.
521 security inthe ICT suppl ! 7018 Functional | Intersects it | TNird-Party Contract TPM-05 and resilie the 5
Y i PRy Requirements orgamzatmn < necds o prole(t its Technology Assets, Apphcatmns Services
land/or Data (TAASD).
For specific requirement details, buy a licensed copy of the Focal Document at:
Managing i 7018 IMechanisms exist to compel External Service Providers (ESPs) to provide
Security Compromise ’ Inotification of actual or potential compromises in the supply chain that can
521 security In the ICT supply Functional | Intersects With | iication Agreements | P01 |potentially affect or have adversely affected Technology Assets, Applications 5
land/or Services (TAAS) that the organization utilizes.
For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to
Ihttps://www.iso.org/standard/27018
Monitoring, review and Supply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
522 change management of Functional | Intersects With | ,>-PBY TRAR AL, TPM-03 - |Applications andjor Services (TAAS) supply chains: 8
supplier services 9 (2) Take appropriate remedi ‘actions to minimize the organization's
expasure to those risks and threats, as necessary.
Woritorng. eview and ~[For specic requement deals. uy 3 censed copy of e Focal Dacument acquisition Strategies, Tools Mechanisms exist to utlize tailored acquisition strategies, contract tools and
5.22 change i 7018 Functional Intersects With [A°9! ¥ Melheﬂgs g TPM-03.1 |procurement methods for the purchase of unique Technology Assets, 5
supplier services |Applications and/or Services (TAAS).
For specific requirement details, buy a licensed copy of the Focal Document at: . §
522 Nonitoring. review and. i) Sore Py Functional | intersects ith | . Processes To Address | o oo Mechanisms exist to address identified weaknesses or deficiencies in the s
supplier services Weaknesses or Deficiencies security of the supply chain
- For specific requirement details, buy a licensed copy of the Focal Document at:
Monitoring, review and  [ittps-/www. iso.org/standard/27018 Review of Third-part lechanisms exist to monitor, regularly review and assess External Service
522 change management of Functional | Intersects With f roud-Party TPM0B  [Providers (ESPe) for compliance with establihcd contrachus requrements 8
supplier services ffor security, compliance and resilience controls.

Secure Controls Framework (SCF)
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For specific requirement details, buy a licensed copy of the Focal Document at
Monitoring, review and  |ntoc! e iso.org/standard/2 1018 Managing Changes To Third Mechanisms exist to control changes to services by suppliers, taking into
522 change management of Functional | Intersects With e TPM-10  [account the criticality of business Technology Assets, Applications, Services 8
supplier services andor Data (TAASD) that are in scope by the third-party.
ecurity for use |FOr SPECIfiC requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to facilitate the implementation of cloud management
5.23 y 7018 Functional Subset Of Cloud Services CLD-01  [controls to ensure cloud instances are secure and in-fine with industry 10
of cloud services practices
ecurity for use |FOr SPECIfiC requirement details, buy a icensed Copy of the Focal Document at IMechanisms exist to ensure the cloud security architecture supports the
5.23 Y i 7018 Functional Intersects With | Cloud Security Architecture | CLD-02 forganization's technology strategy to securely design, configure and 8
of cloud services Imaintain cloud employments.
Security for Use [ e e et gy ° | "sed coPy of the Focal Document at Application Programming IMechanisms exist to ensure support for secure interoperabilty between
u b 7018 i ' i i u u
523 of cloud services Functional | Intersects With | “inverface (api) Security | 2% |components with Application Programming Interfaces (APis). ®
For specific requirement details, buy a licensed Copy of the Focal Document at
<ecurity for use b 7018 echarisms exist o ensure multtenant onned or managed assets (physical
523 e saitas Functional | Intersects With | Multi-Tenant Environments | CLD-06  [and virtual) are designed and governed such that provider and customer 8
(tenant) user access is appropriately segmented from other tenant users.
ety oo TR T Gl T oy o e S o
u b 7018 ibil y ineating assi ibil .
23 of cloud services Functional | Intersects With Matrix (CRM) CLD061 resilience controls between the Cloud Service Provider (CSP) and its 8
For specific requirement details, buy a licensed copy of the Focal Document at
<ecurity for use b 7018 Geolocation Requirements IMechanisms exist to control the location of cloud processing/storage based
5.23 Y Functional | Intersects ith | for Processing. torage and | - CLD-09. on business requirements that inludes statutory regulatory and contractual 8
of cloud services Service Locations obligations.
For specific requirement detals, buy a licensed copy of the Focal Document at IMechanisms exist to formally assess the security, compliance and resilience
psi/lwww.iso.org/standard: lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information security for use Iinformation Assurance Program (IAP) activities to determine the extent to
523 of cloud services Functional | Intersects With Assessments 1A0-02|iyhich the controls are implemented correctly, operating as intended and 5
lproducing the desired outcome with respect to meeting expecte
requirements.
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
4) Databases;
Information security for use 5) Application security;
5.23 nation security fo Functional | Intersects With | Specialized Assessments | 1A0-022  [(2) APRIcetion securty feg. o7 o7,k 5
7) Vulnerability management;
8) Malicious code;
9) Insider threats:
10) Performancefioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
For specific requirement details, buy a licensed copy of the Focal Document at
. o o P iso.0rglstandard 27018 Responsible, Accountable, prechanisms exst to document and maintin s Responsie. Accountable
Information security for use g g y upportive, Consulted & Informe matrix, or similar documentation,
523 of cloud services Functional | Intersects With fn“fﬁfr‘:"e‘g‘fé/f;’gf;‘,‘jlgfr&‘ TPM-05.4 1t delineate assignment for security, compliance and resilience controls 8
between internal stakeholders and External Service Providers (ESPs).
For specific requirement details, buy a licensed copy of the Focal Document at
security b 018 Incident Response IMechanisms exist to implement and govern processes and documentation to
5.24 incident management Functional Subset Of o meaho 1RO-01 |facilitate an organization-wide response capability for cybersecurity and data 10
planning and preparation P Iprotection-related incidents.
For specific requirement details, buy a licensed copy of the Focal Document at Mechanioms exiet t cover:
Ittps://www.iso.org/standard/27018 e
Information security 2) Automated event detection or manual incident report intake;
524 incident management Functional | Intersects With Incident Handling 1R0-02  |(3) Analysis; 8
planning and preparation 4) Containment;
5) Eradication; and
6) Recovery.
& |For specifc requirement detalls, buy  licensed copy of the Focal Document at
security i 7018 . IMechanisms exist to maintain and make available a current and viable
5.24 incident management Functional | Intersects With |Incident Response Plan (IRP)|  1RO-04  |1IeERaRIETNS @xiot 0 malpiarn and make syalar 8
planning and preparation
For specific requirement details, buy a licensed copy of the Focal Document at
security b 018 Root Cause Analysis (RCA) IMechanisms exist to incorporate lessons learned from analyzing a
5.24 incident management Functional | Intersects With Y IRO-13 |resolving cybersecurity and data protection incidents to reduce e hkellhood 8
& Lessons Learned
planning and preparation o impact of future incidents.
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanioms exiet t cover:
Ittps://www.iso.org/standard/27018 S raparnion:
2) Automated event detection or manual incident report intake;
525 fssessment and decision on Functional Subset OF Incident Handling IRO-02  |(3) Analysis; 10
4 4) Containment;
5) Eradication; and
6) Recovery.
For specific requirement details, buy a licensed copy of the Focal Document at
and decision on i 7018 IMechanisms exist to address data breaches, or other incidents involving the
5.25 ssessment and decision on Functional | Intersects With Data Breach IR0-04.1 |unauthorized disclosure of sensitive or regulated data, according to 5
Y lapplicable laws, regulations and contractual obligations.
For Specific requirement details, buy a licensed copy of the Focal Document at een o eotabien an Imeorated team of cvb A
" i 7018 lechanisms exist to establish an integrated team of cybersecurity, IT an
5.25 ssessment and decision on Functional | Intersects with |"Me9rated Security incident| 1ro.07  |ousiness function representatives that are capable of addressing 5
Y Spor lcybersecurity and data protection incident response operations.
- For Specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to document, monitor and report the status of
5.25 Ssessment g:gu‘:i;‘i‘fgm i 7018 Functional | Intersects With 5"“9"0"'?“(?:2“355 For IRO-09  |cybersecurity and data protection incidents to internal stakeholders all the 5
way through the resolution of the incident.
For Specific requirement detals, buy a licensed copy of the Focal Document at
Mechanisms exist to cover:
Ittps://www.iso.org/standard/27018 oo ot
Response to information 2) Automated event detection or manual incident report intake;
5.26 ponse Lo nformat Functional Subset Of Incident Handling 1RO-02  |(3) Analysis; 10
4 4) Containment;
5) Eradication; and
6) Recovery.
Response to information _[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to maintain and make available a current and viable
526 Security incidents __|https://www.iso.org/standard/27018 Functional | Intersects With |incident Response Plan (IRP)  IRO-04  jnigent Response Plan (IRP) to all 8
For specific requirement details, buy a licensed Copy of the Focal Document at een 0 establien an Intearated team of cvb O
. Inttps://www.iso.org/standard/27018 ; lechanisms exist to establish an integrated team of cybersecurity, IT an
5.26 Response to Information Functional | Intersects with |"Me9rated Security ncdent| - 1ro.07  |pusiness function representatives that are capable of addressing 5
Y P lcybersecurity and data protection incident response operations.
- For specific requirement detalls, buy a licensed copy of the Focal Document at: Wechorisme ¥ o perfor digta frercs ana manton te egrty of
5.26 Response to information - htps://www.iso.org/standard/27018 Functional | Intersects ith | Chain of Custody & IR0-08  [the chain of custody, in accordance with applicable laws, regul 5
Y lindustry-recognized secure practices.
For Specific requirement details, buy a licensed copy of the Focal Document at een . o e } 5
Ittps://www.iso.org/standard/27018 lechanisms exist to incorporate lessons learned from analyzing an
5.26(a) Public cloud PI protection Functional Subsetof | Root Gause Analysis (RCA) | 1r0.13 |resolving cybersecurity and data protection incidents to reduce the likelinood 10
P 9f lor impact of future incidents.
For specific requirement detalls, buy a licensed copy of the Focal Document at: - [Mechanisms exist to Incorporate lessons learned from analyzing and
527 Learning from information |ieps:/www.iso.org/standard/27018 Functional subsetof | RootCause Analysis (RCA) | 1ro.13 |resolving cybersecurity and data protection incidents to reduce the likelihood 10
security incidents & Lessons Learned e i A
For specific requirement details, buy a licensed copy of the Focal Document at: Chain of Custody & Mechanisms exist to perform digital forensics and maintain the mtegnty of
528 Collection of evidence |ttps://www.iso.org/standard/27018 Functional Subset Of Y IR0-08  [the chain of custody, in accordance with applicable laws, regulai 10
industry-recognized secure practices.
For specific requirement detals, buy a licensed copy of the Focal Document at
. suring [P iwwiso orgistandard /27018 Business Continuity Mechanisms exs o acltate the mplementation of contingency planing
information security during o1 |controls to help ensure resilient Technology Assets, Applications and/or
529 disruption Functional Subset Of Management System BED-01 Iservices (TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
520 frmation secury during For spedc resremert detlls By  censed copyofthe Focal Dacurment Functonal | Itersecs win | CO0raMate W Refated | gy g 1 [Wedhaniems et o coordinate cortingency plan development with nternal S
For specific requirement details, buy a licensed copy of the Focal Document at: i Mechanisms exist to coordinate internal contingency plans with the
529 fon securlty during i 7018 Functional | Intersects Wit | CoOrdinate With Extemal | gep g1 5 |contingency plans of external service providers to ensure that contingency 5
P Irequirements can be satisfied.
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to conduct tests and/or exercises to eva\uate the
5.29 fon securty during b 7018 Functional | Intersects with | COntingency Plan Testing & gep g4 's effectiven eadiness to execute 5
isruption Exercises RN
520 frmation Securty during For shedfc rediremert detlls By censed copyofthe Focal Dacument Functional | Intersects With | mcident Response Training | 1R0-05 _|IEChanisms exist t train personnel in their incident resporie roles and S
520 farmationsecury durig Forshedfc recement detls, by censed copyofthe Focal Dacument Functonal | ntersects i | Cooranaton VIR REAEEd | g [Hechanisms et fo caordnate ncdent respense teting wih organzatona S
For specific requirement details, buy a icensed Copy of the Focal Document at )
520 security during i i Sone Py cunctional | Intersects with | Coordination With External [ o 1 Mechanisms exist to establish a direct, cooperative relationship between the s
disruption Providers lorganization's incident response capability and external service providers.
570 VCTfesdles o busless For speciic eduerient detls. By  censed copyofthe Focal Dacument Functional | intersects With | Asset Governance AST01 |echanisms it fcitate an T Assel Management (TAHW)pregram o S
Ct rendiness for busimes |FOT SPECIIC requItement Getals, buy a icensed copy of the Focal Document at IMechanisms exist o identify and assess the security of Technology Assets,
5.30 e mfifm;‘m USINeSS |https://www.iso.org/standard/27018 Functional Intersects With [Asset-Service Dependencies| AST-01.1  |Applications and/or Services (TAAS) that support more than one critical 5
Y lbusiness function.
For specific requirement detals, buy a icensed copy of the Focal Document at
(F readiness for b Ittps://www.iso.org/standard/27018 Business Continuity Mechanisms exs o acltate the mplementation of contingency planing
readiness for business 07 |controls to help ensure resilient Technology Assets, Applications and/or
530 continuity Functional Subset Of Management System BCDOL Iservices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
570 VT Fesdllnes o busless For Speciic esuerient detlls, By  censed copyofthe Focal Dacument Functonal | Intersects win | CO0TaMate W RERted | gy gy 1 [WMeehanams et to oordinate contingency plan development Wi nternl S
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to coordinate internal contingency plans with the
530 ICT readiness for business |nips://wwu.iso.org/standard/27018 Functional | Intersects witn | Coordinate With External | gep g1 5 |eontingency plans of external service providers to ensure that contingency 5
continuity Service Providers oo o o et
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to conduct tests and/or exercises to eva\uate the
5.30 ICT readiness for busmess |https://www.iso.org/standard/27018 Functional Intersects with | Contingency Plan Testing & BCD-04 's effectivent eadiness to execute 5
continui Exercises e
|CT readiness for business ||\, PeCiic requirement details, buy 3 licensed copy of the Focal Document at IMechanisms exist to formally test incident response capabilities through
5.30 ea enfmj‘my USINeSS |https://www.iso.org/standard/27018 Functional Intersects With | Incident Response Testing IRO-06 [realistic exercises to determine the operational effectiveness of those 5
capabilities.
530 ICTreadness o busness For speciic el ent detrs. By  censed copyofthe Focal Dacument Functonal | ntersects win | PVSESS RSCEATAIVSS | gy gp e et o conduc » Busness mpact Analys (BA) t centiy and S
oo sttt atory [For SPecific requirement detals. buy a icensed copy of the Focal Document at
egal. statutory, regulatory |ntps://www.iso.org/standard/27018 [Mechanisms exist to facilitate an IT Asset Management (ITAM) program to
5.31 and Functional Intersects With Asset Governance AST-01 9 prog! 5
requirements implement and manage asset management controls.
) ~tory [FOT SPECIfc requirement detals, buy a licensed copy of the Focal Documen at
Legal, statutory, regulatory https://www.iso.org/standard/27018 Statutory, Regulatory & [Mechanisms exist to facilitate the identification and implementation of
531 Functional Subset O cpLoL 10
e Contractual Compliance relevant statutory, regulatory and contractual controls.

Secure Controls Framework (SCF)
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Legal, statutory, regulatory
and contractual
requirements

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Security, Compliance &
Resilience Controls

cPL-02

[Mechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

Legal, statutory, regulatory
and contractual

requirements

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Export-Controlled
Cryptography.

CRY-01.2

[Mechanisms exist to address the exporting of cryptographic technologies in
lcompliance with relevant statutory and regulatory requirements.

Legal, statutory, regulatory

requirements

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Data Privacy Requirements
for Contractors & Service
Providers

PRI-07.1

[Mechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers.

Legal, statutory, regulatory
and contractual
requirements

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Third-Party Contract
Requirements.

TPM-05

[Mechanisms exist to require contractual requirements for applicable security,
lcompliance and resilience requirements with third-parties, reflecting the
lorganization’s needs to protect its Technology Assets, Applications, Services
Jandor Data (TAASD).

Intellectual property rights

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Software Licensing
Restrictions

AST-02.7

[Mechanisms exist to protect Intellectual Property (IP) rights with software
licensing restrictions

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

Functional

Subset Of

Data Protection

DCH-01

[Mechanisms exist to facilitate the implementation of data protection controls.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

Functional

Intersects With

Media & Data Retention

DCH-18

[Mechanisms exist to retain media and data in accordance with applicable
statutory, regulatory and contractual obligations.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Choice & Consent

PRI-03

IMechanisms exist to enable data subjects to authorize the collection,
Ireceiving, processing, storage, transmission, sharing, updating and/or
isposal ofthelr Personal Data (PD). where prir to collecton the data
lsubject is provided wi

(1) Plain language to ustrate the potential data privacy risks of the
lauthorization:

(2) A means for users to decline the authorization; and

(3) All necessary choice and consent-related criteria required by applicable
statutory, regulatory and contractual obligations.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Restrict Collection To
Identified Purpose

PRI-04

[Mechanisms exist to minimize the collection of Personal Data (PD) to only.
what is adequate, relevant and limited to the purposes identified in the data
lprivacy notice, including protections against collecting PD from minors
\without appropriate parental or legal guardian consent.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Personal Data (PD)
Retention & Disposal

PRI-05

[Mechanisms exist to:
(1) Retain Personal Data (PD), including metadata, for an organization-
ldefined time period to fulfill the purpose(s) identified in the notice or as
required by law;

(2) Dispose of, destroys, erases, and/or anonymizes the PD, regardless of the
Imethod of storage; ant

(3) Use organization-defined techniques or methods to ensure secure
[deletion or destruction of PD (including originals, copies and archived
records)

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Internal Use of Personal
Data (PD) For Testing,
Training and Research

PRI-05.1

[Mechanisms exist to address the use of Personal Data (PD) for internal
ltesting, training and research that:

(1) Takes measures to limit or minimize the amount of PD used for internal
testing, training and research purposes; and

(2) Authorizes the use of PD when such information is required for internal
testing, training and research.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Usage Restrictions of
Personal Data (PD)

PRI-05.4

[Mechanisms exist to restrict collecting, receiving, processing, storing,
[transmitting, sharing and/or updating Personal Data (PD) to;

(1) The purpose(s) originally collected, consistent with the data privacy
Inotice(s);

(2) What is authorized by the data subject, or authorized agent; and
(3) What is consistent with applicable laws, regulations and contractual
lobligations.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Information Sharing With
ks

PRI-07

[Mechanisms exist to disclose Personal Data (PD) to third-parties only for the
lpurposes identified in the data privacy notice and with the implicit or explicit
[consent of the data subject.

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Data Privacy Requirements
for Contractors & Service

PRI07.1

[Mechanisms exist to include data privacy requirements in contracts and
lother acquisition-related documents that establish data privacy roles and
responsibilities for contractors and service providers

Protection of records

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Data Protection Impact
Assessment (DPIA)

RSK-10

[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
[Technology Assets, Applications and/or Services (TAAS) that store, process
landJor transmit Personal Data (PD) to identify and remediate reasonably-
lexpected risks.

534

Privacy and protection of PIl

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Subset Of

Data Privacy Program

PRI-01

[Mechanisms exist to facilitate the implementation and operation of data
Iprotection controls throughout the data lifecycle to ensure all forms of
[Personal Data (PD) are processed lawfully, fairly and transparently.

Privacy and protection of PIl

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Security of Personal Data
(PD)

PRI-01.6

[Mechanisms exist to ensure Personal Data (PD) is protected by logical and
Iphysical security safeguards that are sufficient and appropriately scoped to
lprotect the confidentiality and integrity of the PD.

Privacy and protection of PIl

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Data Privacy Notice

PRI-02

[Mechanisms exist to:

(1) Make data privacy noticel(s) available to individuals upon first interacting
with an organization and subsequently as necessar,

(2) Ensure that data privacy notices are clear and easy-to-understand,
lexpressing relevant information about how Personal Data (PD) is collected,
received. processed, stored, transmitted, shared, updated and/or disposed;
(3) Contain all necessar related critria required by applicable
statatory, reguiatory and contractual obligati

(4 Define e scope of PD processing activities, ncluding the geagraphic
locations and third-party recipients that process the PD within the scope of
the data privacy notice:

15) Periodicaly review ‘and update the content of the privacy notice, as
Inecessary; a

(6) Retain pnor versions of the privacy notice, in accordance with data
retention requirements

Privacy and protection of PIl

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Purpose Specification

PRI02.1

[Mechanisms exist to ensure data privacy notices identify the purpose(s) for
which Personal Data (PD) is collected, received, processed, stored,
transmitted andor shared,

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

review of
information security

Functional

Intersects With

Internal Audit Function

CPL-02.1

[Mechanisms exist to implement an internal audit function that is capable of
lproviding senior organization management with insights into the
lappropriateness of the organization's technology and information
lgovernance processes.

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

review of
information security

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL-03

Iechanisms exist to regularly review processes and documented procedures
lto ensure conformity with t ation's security, compliance and/or
resilance policies, standards and other applicable raduirements.

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

review of
information security

Functional

Intersects With

Independent Assessors

CPL-03.1

[Mechanisms exist to utilize independent assessors to evaluate security,
lcompliance and resilience at planned intervals or when the Technology
|asset, Application and/or Service (TAAS) undergoes significant changes.

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

review of
information security

Functional

Intersects With

Functional Review Of
Security, Compliance &
Resilience Controls

CPL-032

[Mechanisms exist to regularly review Technology Assets, Applications and/or
[Services (TAAS) for adherence to the organization's security, compliance
landJor resilience policies and standards.

review of

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

information security

Functional

Intersects With

Audit Activities

CPL04

Mechanisms exist to thoughtfully plan audits by including input from
loperational risk and compliance partners to minimize the impact of audit-
Feated activities on business opéerations,

5.35(a)

Public cloud Pll protection
implementation guidance

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL-03

[Mechanisms exist to regularly review processes and documented procedures
lto ensure conformity with the organization's security, compliance and/or
resilience policies, standards and other applicable requirements.

5.35(a)

Public cloud Pl protection
implementation guidance

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Data Protection Impact
Assessment (DPIA)

RSK-10

[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
[Technology Assets, Applications and/or Services (TAAS) that store, process
land/or transmit Personal Data (PD) to identify and remediate reasonably-
lexpected risks.

Compliance with policies,
les and standards for
information security

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

Functional

Intersects With

Security, Compliance &
esilience Controls
Oversight

cPL-02

IMechanisms exist to provide a security, compliance and resilience controls
loversight function that reports to the organization's executive leadership.

Compliance with policies,
rules and standards for
information security

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Security, Compliance &
Resilience Assessments

cPL-03

[Mechanisms exist to regularly review processes and documented procedures
lto ensure conformity with the organization's security, compliance and/or
resilience policies, standards and other applicable requirements.

Compliance with policies,
rules and standards for
information security

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Functional Review Of
Security, Compliance &
Resilience Controls

CPL032

[Mechanisms exist to regularly review Technology Assets, Applications and/or
[Services (TAAS) for adherence to the organization's security, compliance
land/or resilience policies and standards.

Compliance with policies,
rules and standards for
information security

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Functional

Intersects With

Personal Data (PD) Control
Testing, Training
Monitoring

PRI-08

[Mechanisms exist to conduct testing, training and monitoring activities for
[Personal Data (PD) controls.

D operating

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

procedures

Functional

Intersects With

Security, Compliance &
Resilience Program (SCRP)

GOV-01

[Mechanisms exist to facilitate th
land resilience governance controls.

plementation of security, compliance

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

D operating
procedures

Functional

Intersects With

Publishing Security,
Compliance & Resilience
Documentation

GOV-02

IMechanisms exist to establish, maintain and disseminate policies, standards
land procedures necessary for secure, compliant and resilient capabilities.

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

D operating
procedures

Functional

Intersects With

Periodic Review & Update of|

Security, Compliance &
Resilience Program

GOV-03

[Mechanisms exist to review the Security, Compliance & Resilience Program
(SCRP), including policies, standards and procedures, at planned intervals or
i significant changes occur to ensure their continuing suitability, adequacy
land effectiveness.

Documented operating
procedures

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

Functional

Intersects With

Operations Security

0PS-01

[Mechanisms exist to facilitate the implementation of operational security
lcontrols.

operating

For specific requirement details, buy a licensed copy of the Focal Document at:
i 7018

procedures

Functional

Intersects With

Standardized Operating
Procedures (SOP)

0PS-01.1

[Mechanisms exist to identify and document Standardized Operating
[Procedures (SOP), or similar documentation, to enable the proper execution
Jof day-to-day / assigned tasks.

Secure Controls Framework (SCF)
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Documented operating

For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018

Service Delivery

Mechanisms exist to define supparting business processes and Implement
and o ensui

ianning. deivery and support of the organzation's . Lechnology capablities

and environmental threats

land tactical risk management controls.

537 procedures Functional | Intersects With | (g, cinecs process support) | P03 |supporting business functions, workforce, and/or customers based on 5
industry-recognized standards to achieve the specific goals of the process
area
6 People controls o P eaUemen deta e py @ censed copy of the Focal Document at: Functional | No Relationship NA N/A NIA 0 INo applicable SCF control
For specific requirement details, buy a licensed Copy of the Focal Document at Mechanisms exist to manage personnel security risk by screening individuals
6.1 Screening b Sors Functional | Intersects With | Personnel Screening RS04 e o e 8
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Roles With Special IMechanisms exist to ensure that individuals accessing a system that stores,
6.1 Screening Functional | Intersects With ! HRS-04.1  |transmits or processes information requiring special protection satisfy 5
Protection Measures !
organization-defined personnel screening criteria
For specific requirement details, buy a licensed Copy of the Focal Document at [Mechanisms exist to require all employees and contractors to apply
62 Terms and condittons of - |https//www.iso.org/standard/27018 Functional Subset Of Terms of HRS-05 and data protection principles in their daily work to enable 10
ploy lsecure, compliant and resilient capabilities.
rerms and conditions of _|FCY, SPeCiic requirement detalls, buy a licensed copy of the Focal Document at IMechanisms exist to define acceptable and unacceptable rules of behavior
6.2 o Ihttps://www.iso.org/standard/27018 Functional | Intersects With Rules of Behavior HRS-05.1  [for the use of technologies, including consequences for unacceptable 8
bbehavior.
For specific requirement details, buy a licensed copy of the Focal Document at e o deine rates of bahavior that comt et e
Ihttpe./fwww. jso.org/standard/2 7018 lechanisms exist to define rules of behavior that contain explicit restrictions
62 Terms and conditions of PP 9 Functional | Intersects ith | s0cial Media & Socal | 14Rs.05.2 Jon the use of social media and networking sites, posting information on 5
! 9 commercial websites and sharing account information.
For specic requirement detalls, Buy o fcensed copy of the Focal Document 3t IMechanisms exist to establish usage restrictions and implementation
Terms and conditions of ~[Nttps://www.iso.org/standar . lquidance for organizational technologies based on the potential to cause
62 employment Functional | Intersects With |Technology Use Restrictions| - HRS-05.3 |gamage to Technology Assets, Applications and/or Services (TAAS), if used s
Imaliciously.
Terms and conditions of _[For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to manage business risks associated with permitting
6.2 i 7018 Functional | Intersects With | Use of Mobile Devices | HRS-05.5 |Mechanisms exist to ma s
Information security _|For specific requirement detalls, buy a licensed copy of the Focal Document at Security, Compliance &
63 awareness, education and [Nttps://www.iso.org/standard/27018 Functional Subset Of Resilience-Minded saTo1  [flechanisms exist to facilitate the implementation of security workforce 10
development and awareness controls.
training Workforce
Information security _ |For specific requirement detalls, buy a licensed copy of the Focal Document at: Security, Compliance & IMechanisms exist to provide all employees and contractors appropriate
63 awareness, education and [Nttps://www.iso.org/standard/27018 Functional | Intersects With | Resilience Awareness SAT-02  [security, compliance and resilience awareness education and training that is 8
training Training relevant for their job function
For specific requirement detals, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 IMechanisms exist to provide role-based security, compliance and resilience-
Information security Role-Based Security, related training
6.3 awareness, education and Functional | Intersects With | Compliance & Resilience |  SAT-03  [(1) Before authorizing access to the system or performing assigned duties; 8
raining ining (2) When required by system changes; and
(3) Annually thereafer.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Public cloud i protection |tpsi//www.iso.org/standard/27018 ) Sensitive / Regulated Data Mechanisms exist to ensure that every user accessing a system processing,
6.3 B Proecron Functional | Intersects With | Storage, Handling & SAT-03.3  [storing or transmitting sensitive/regulated data is formally trained in data 8
P 9f Processing lhandling requirements.
he for PUBIC v e e e sog | cnsed copy of the Focal Document at Statutory, Regulatory & IMechanisms exist to facilitate the identification and implementation of
publi i 7018 i i ; . cont
6:3(b) Cloud P protection Functional | Intersects With | - Cgntractual Compliance CPLOL  relevant statutory, regulatory and contractual controls. 8
For specific requirement detals, buy a licensed copy of the Focal Document at Mechanisms exist to sanction personnel failing to comply with established
64 Disciplinary process | tps://www.iso.org/standard/27018 Functional Subset OF Personnel Sanctions HRS-07 |cecurity policies, standards and procedures. 10
For specific requirement details, buy a icensed Copy of the Focal Document at Mechanisms exist to conduct employee misconduct investigations when
64 Disciplinary process |ptps://www.iso.org/standard/27018 Functional | Intersects With | Workplace Investigations | HRS-07.1 ' |ihore'is reasonable assurance that a policy has been violated. 8
For specific requirement details, buy a icensed copy of the Focal Document at
after b o018 Mechanisms exist to adjust logical and physical access authorizations to
65 termination or change of Functional | Intersects With | Personnel Transfer HRS08  [Technology Assets, Applications and/or Services (TAAS) and facilities upon 5
loyment Ipersonnel reassignment or transfer, in a timely manner.
Responsibilities after _|For specific requirement detalls, buy a licensed copy of the Focal Document at
6.5 ange of i 7018 Functional Intersects With Personnel Termination HRS-09  [Mechanisms exist to govern the termination of individual employment. 5
employment
For Specific requirement detals, buy a licensed copy of the Focal Document at
after b o018 Post-Employment IMechanisms exist to govern former employee behavior by formally notifying
6.5 termination or change of Functional | Intersects With | o "o EMPIVIER o | HRS:09.3 |terminated individuals of their applicable, legally bmdmg post- employment 5
employment q for the protection of
- on._|For specific requirement details, buy a licensed copy of the Focal Document at Mechanisme exist o require Non-Disclosure Agreements (NDAS) o simiar
6.6 disclosure agreements 4 7018 Functional | Intersects With | C HRS-06.1 hat reflect the needs to protect data an 8
9! details, or both emplayees and third-parties.
For specific requremert el buy 3 cersed copy of e Focal Document at Mechanisms exist o require contractual requirements for applicable securty,
c or nor i ; Third-Party Contract and resilience with . reflecting the
6.6 disclosure agreements Functional | Intersects With equirements TPM05 [ etione needs to protett its Technology Assete, Applications, Services 8
landJor Data (TAASD).
For Specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to define, control and review organization-approved,
6.7 Remoteworking |0 e e o018 Functional | Intersects With Remote Access NET-14  [Mechanisms exist to define, con 8
For specific requirement details, buy a licensed Copy of the Focal Document at \ork From Anywhere (WA IMechanisms exist to define secure telecommuting practices and govern
6.7 Remote working [nttps://www.iso.org/standard/27018 Functional | Intersects With |WorK From Anywhere (WFA)| 1145 remote access to Technology Assets, Applications, Services and/or Data 8
9 Y (TAASD) for remote workers.
For Specific requirement detalls, buy a licensed copy of the Focal Document at ; } -
68 security event [ oPACle e Sore i Functional | Intersects With |~ -anty. Compliance & CpLoz  |Mechanisms exist to provide a security, compliance and resilience controls s
reportin e o loversight function that reports to the organization's executive leadership.
Information security event |For specific requirement detalls, buy a licensed copy of the Focal Document at [Automated mechanisms exist to centrally collect, review and analyze audit
68 ing Ittps://www.iso.org/standard/27018 Functional | Intersects With | Central Review & Analysis | MON-02:2 ;acorgs from multiple sources. s
Information security event |For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to provide an event Iog report generation capability to aid
68 ing Itps://wwuw.iso.org/standard/27018 Functional | Intersects With |  Monitoring Reporting MON-96 in detecting and assessing anomalous activities. 8
For specific requirement details, buy a licensed copy of the Focal Document at )
Inttps://wwuw.iso.org/standard/27018 (15 Pramerms exist to cover:
2) Automated event detection or manual incident report intake;
6.8 Information security event Functional | Intersects With Incident Handling IRO-02  |(3) Analysis; 5
porting 4) Containment;
5) Eradication; and
6) Recovery.
For Specic equremert detals, buy 3 censed copy of the Focal Document ot Mechanisms exist to tmely report ncidents to appicable
security event i . Incident Stakeholder (1) Internal stakeholders;
68 reporting Functional | Intersects With ing IRO-10 1(5) Affected clients & third-parties; and 8
(3) Regulatory authorities.
For Specific requirement details, buy a licensed Copy of the Focal Document at - - -
7 Physical controls [ oD e e /308 Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a icensed Copy of the Focal Document at [— - e o ot th o of prysical and .
7 onysical security perimeters|ipS v 50.0rg/Standara/2 7018 Functons) | sunsetor | Pl &Endronmental | pe o Mechanisms ext tofacitate th opersin ofphysical and enviranmerta 10
For specific requirement detalls, buy a licensed Copy of the Focal Document at
Itperww o orgstandara/2 7018 physical Access Physical access control mechanisms exist to maintain a current list of
7.1 Physical security perimeters| Functional | Intersects With Physical Access PES-02 |personnel with authorized access to organizational facilties (except for those 8
lareas within the facility officially designated as publicly accessible).
:‘:t' SP;CW'( feq“"e’;ﬂfr‘[ddeaa/g?el#g a licensed copy of the Focal Document at: Physical access control mechanisms exist to enforce physical access
ps://www.iso.org/standar lauthorizations for all physical access points (including designated entry/exit
71 Physical security perimeters| Functional | Intersects With | Physical Access Control L o Mok o el et e A pe 8
designated as publicly accessible)
For specific requirement detals, buy a icensed copy of the Focal Document at | Controlled Ingress & Egress Physical access control mechanisms exist to imit and monitor physical
71 Physical security i 7018 Functional | Intersects With oints PES031 laccess through controlled ingress and egress points. 8
For Specic requrement detalls, 5y ficensed copy of the Focal Document at IMechanisms exist to identify systems, equipment and respective operating
ps://www.iso.org/standar Physial Securty o Offices, lenvironments that require limited physical access so that appropriate
71 Physical security perimeters Functional | Intersects With ms & Facilitie: PES-04 | hysical access controls are designed and implemented for offices, rooms 8
and facilities.
For specific requirement details, buy a licensed copy of the Focal Document at Controlled Ingress & Egress Physical access conrol mochanlsms exist o Imit and montor physicl
72 Physical entry i 7018 Functional | Intersects With Points PES031 |access through controlled ingress and egress point s
For specific requirement details, buy a licensed Copy of the Focal Document at Physical access control mechanisms generate a \og ey or each access
7.2 Physical entry b 7018 Functional | Intersects With | Physical Access Logs PES03.3 e e o ot Inaront oo Sarass po 5
2 Physical entry For specic equiremert detals, buy  censed copy of the Focal Document ot Functional | Intersects Wih | Working in Secure Areas | PES.04.1 _[PT¥5Cal Security mechanisms exst o alow only authorizad personnel access| S
For specific requirement details, buy a licensed copy of the Focal Document at [Physical access control mechanisms exist to identify, authorize and monitor
7.2 Physical entry |https://www.iso.org/standard/27018 Functional Intersects With Visitor Control PES-06 |visitors before allowing access to the facility (other than areas designated as 5
lpublicly accessible).
For specific requirement details, buy a licensed copy of the Focal Document at lPhysical security mechanisms exist to isolate information processing facilities
7.2 Physical entry |https://www.iso.org/standard/27018 Functional Intersects With Delivery & Removal PES-10  |from points such as delivery and loading areas and other points to avoid 5
access.
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to identify systems, equipment and respective operating
s Securing offces, rooms and pS: /. s0.0rg/standara/27018 runctional | itersects with | Prysical Securtty ofOffices, | peg oq  |eviranments that require ied physical actess 5o that aperoprate .
- facilities Rooms & Facilities Iphysical access controls are designed and implemented for offices, rooms
and facilties:
Securing offices, rooms and [For specific requirement detalls, buy a licensed copy of the Focal Document at: - - y Physical security mechanisms exist to allow only authorized personnel access|
73 e o Sors Functional | Intersects With | Working in Secure Areas | PES-04.1  [PTYSical securit 8
For specific requirement details, buy a licensed Copy of the Focal Document at oreteat securtty mech o ocate vt .
iso. 7018 ysical security mechanisms exist to locate system components within the
73 Securing offices, rooms and Functional | Intersects With Equipment Siting & PES-12  [facility to minimize potential damage from physical and environmental 5
Ihazards and to minimize the opportunity for unauthorized access.
;;r sp/e/cwﬁc r5aulrerfnt:e;a;57volvluay alicensed copy of the Focal Document at: [Physical access control mechanisms exist to enforce physical access
ps://www.iso.org/standar lauthorizations for all physical access points (including designated entry/exit
7.4 Physical security monitoring Functional | Intersects With | Physical Access Control PS03 e iias (e Lt thoce sroms wamT the ot oTciaty 5
designated as publicly accessible)
For specific requirement details, buy a licensed Copy of the Focal Document at - [Physical access control mechanisms exist to monitor for, detect and respond
7.4 Physical security monitori PR Functional | Intersects With | Monitoring Physical Access | PES-05  |[FIYSIed atcess control Tech 8
For specific requirement details, buy a licensed Copy of the Focal Document at ; Intrusion Alarms / [Physical access control mechanisms exist to monitor physical intrusion
7.4 Physical security monitorin S Functional | Intersects with | ¢ MUsion flarme | pes.0s.y  Phveical access cantrol mechanism 8
For specific requirement details, buy a licensed Copy of the Focal Document at Facility security mechanisms exist to monitor physical access to critical
7.4 Physical security monitoring nttps://www.iso.org/standard/27018 Functional | Intersects with | MOfioring Physical Access | pes g5 Isystems or sensitivelregulated data, in addition to the physical access 8
Y Imonitoring of the facilty.
For specific requirement details, buy a licensed Copy of the Focal Document at
Protecting against physical [hitoot e feo.ora/etondord/2 1016 Physical & Environmental 01 |Mechanisms exist to facilitate the operation of physical and environmental
= and environmental threats | 9 Functional Subset OF Protections PESOL  lorotection controls. 10
For specific requirement details, buy a licensed Copy of the Focal Document at [Mechanisms exist to identify systems, equipment and respective operating
s Protecting against physical [NttpS://www.iso.org/standard/27018 Functional | intersects with | Phsical Security of Offices,| e o, [environments that require limited physical access o that appropriate N
- and environmental threats Rooms & Facilities Iphysical access controls are designed and implemented for offices, rooms
and facilties:
For specific requirement details, buy a licensed Copy of the Focal Document at o ety moch o ocate oyt .
Ihttps://www.iso.org/standard/27018 ysical security mechanisms exist to locate system components within the
75 Protecting against physical P o Functional | Intersects With Equipment Siting & PES-12  [facility to minimize potential damage from physical and environmental 8
Ihazards and to minimize the opportunity for unauthorized access.
orotect + oryercar |FOT SPECIfC requiremen detais, buy a licensed copy of the Focal Document at e ¢ to faciitote the morementation of strat o
75 rotecting against physical [iroct v, isa.org/standard/27018 Functional | Intrsects With | Risk Management program | Rsio1 [Mechanisms exist to faciltatethe implementatio of srategi, operatona N
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For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to conduct recurring assessments of risk that includes the
Protecting against physical o4 |likelihood and magnitude of harm, from unauthorized access, use, disclosure,
75 and environmental threats Functional | Intersects With Risk Assessment RSK-04 | jisruption, modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TAASD).
76 Working in secare areas |[CT SPECIC requirement detais, buy a licensed copy of the Focal Document at Functional SubsetOf | Working in Secure Areas | PES.041 |PPYSICal security mechanisms exist to alow only authorized personnel access| o
- 7018 to secure areas.
For specific requirement details, buy a icansed Copy of the Focal Document at rattended Erd-User [Mechanisms exist to implement enhanced protection measures for
77 Clear desk and clear screen |https:/www.iso.org/standard/27018 Functional Intersects With om AST-06  |unattended technology assets to protect against tampering and unauthorized| 5
access.
For specific requirement details, buy a licensed Copy of the Focal Document at Endpoint Device [Mechanisms exist to facilitate the implementation of Endpoint Device
7.7 Clear desk and clear screen b Sors Functional | Intersects With sty END-01 o e 5
For specifc requirement detals buy a censed copy of the Focal Document at IMechanisms exist to identify systems, equipment and respective operating
ps://WWW.is0.org/standart Physical Security of Offices, lenvironments that require limited physical access so that appropriate
77 Clear desk and clear screen Functional | Intersects With ms & Facilities PES-04  |ohysical access controls are designed and implemented for offices, rooms 5
and facilities.
For specific requirement details, buy a licensed copy of the Focal Document at oryercat socurty mech o et oy T
Ihttpe/jwww.jso.org/atandard/2 7018 ysical security mechanisms exist to locate system components within the
7.8 Equipment siting and o 9 Functional Subset Of Equipment Siting & PES-12  [facility to minimize potential damage from physical and environmental 10
tecti ction
Ihazards and to minimize the opportunity for unauthorized access.
Security of assets off- _|For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to facilitate an IT Asset Management (TAM) program to
7.9 s b Sors Functional | Intersects With Asset Governance AST01 e e e aer 5
Security of assets off- _|For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to maintain strict control over the internal or external
7.9 ki b Sors Functional | Intersects With | Security of Assets & Media | AST-05 e i o tna er the 5
For specific requirement details, buy a licensed Copy of the Focal Document at [Mechanisms exist to implement enhanced protection measures for
7.9 Security of assets ot nttps:/ww.iso orgistandard/27018 Functional | Intersects witn | Unotiended End-User AST-06  |unattended technology assets to protect against tampering and unauthorized 5
access.
Security of assets off- _|For specific requirement details, buy a licensed copy of the Focal Document at Physical Tampering Mechanisms exist to periodically inspect systems and system components for|
79 premise: i 7018 Functional | Intersects With Detection AST-08  lindicators of Compromise (IoC). 5
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to assess the integrity of critical Technology Assets,
|Applications and/or Services (TAAS) to detect evidence of tampering, where:
Security of assets off- Logical Tampering 15 |() Logical assessments evaluate the integrity of critical components (e.g.,
7.9 ! osse Functional | Intersects With o ampe AST-15 e o 5
(2) Physical assessments evaluate assets for evidence of unauthorized
laccess and/or modifications.
For specific requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to define secure telecommuting practices and govern
79 Security of assets off- utps;/jwww.so.org/standard 27018 Functional | Intersects With |Work From Anywhere (WFA)|er.145 lremote access to Technology Assets, Applications, Services and/or Data 5
P 9 Y (TAASD) for remote workers.
710 torage media For specific requirement detalls, buy a licensed copy of the Focal Document at Functional | intersects with Removal of Assets ast11_ |Mechanisms exist to authorize, control and track technology assets entering S
9 i 7018 land exiting facilities.
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to restrict the possession and/or use of personally-owned
7.10 Storage media Ihttps://wwiw.iso.org/standard/27018 Functional | Intersects With | Use of Personal Devices | ~ AST-12  [Technology Assets, Applications and/or Services (TAAS) within organization- 5
controlled facilties.
For specific requirement detalls, buy a licensed copy of the Focal Document at
7.10 Storage media Petpe et e orgacanaarara oLt Functional | Intersects With Data Protection DCH-01 [ Mechanisms exist to facilitate the implementation of data protection controls. 5
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to control and restrict access to digital and non-digital
7.10 Storage media Ihttps://www.iso.org/standard/27018 Functional | Intersects With Media Access DCH03 I media to authorized individuals. ®
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 Mechanisms exist to
(1) Physically control and securely store digital and non-digital media within
7.10 Storage media Functional | Intersects With Media Storage DCH-06  |controlled areas using organization-defined security measures; and 5
(2) Protect system media until the media are destroyed or sanitized using
approved equipment, techniques and procedures.
e oLy~ | Ccneed copy of the Focal Document at IMechanisms exist to protect and control digital and non-digital media during
Ittps://www.iso.org/standard/27018 i X -
7.10 Storage media P 9l T Functional | Intersects With | Media Transportation DCH07 o enie of Caniallod Srent g arameiata saci ey mena o 5
For specific requirement details, buy a licensed copy of the Focal Document at (Cryptographi xist to protect the integrity
710 Storage media Ihttps://www.iso.org/standard/27018 Functional | Intersects With | ENTYPUING Bata n Storage | peyi.g75  of s Nformation stored on digital media during transport Sutside of controlled 5
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to securely dispose of media when it s no longer required,
7.10 Storage media e Functional | Intersects With | Physical Media Disposal | DCH-08 | NSeheniems exit 10 sect 5
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to restrict the se of types of digital media on systems o
10 Storage media Functional | Intersects With Media Use DCH-10 5
7 Ihttps://www.iso.org/standard/27018 system components
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to restrict the use and distribution of sensitive/regulated
7.10 Storage media et ore standarar 01t Functional | Intersects With Limitations on Use DCH101 [ 5
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to restrict removable media in accordance with data
7.10 Storage media Ittps://www.iso.org/standard/27018 Functional | Intersects With | Removable Media Security |~ DCH-12 21 ling and acceptable usage parameters. ®
For specific requirement detalls, buy a licensed copy of the Focal Document at [Facility security mechanisms exist to protect power equipment and power
71 supporting utilities  littp://www.iso.org/standard/27018 Functional | Intersects With | Supporting Utilties PES07cabling for the system from damage and destruction. 8
For specific requirement detalls, buy a licensed copy of the Focal Document at Facility security mechanisms exist to utiize automatic voltage controls for
7.11 supporting utiliies  |[Et = atandara/2 7018 Functional | Intersects With | Automatic Voltage Controls | PES-07.1 |FCY Securty mechanien 5
For specific requirement details, buy a licensed copy of the Focal Document at
e e S ond Fcilty security mechanisms exit to shut ot poie n emergency situations
(1) Placing emergency shutoff switches or devices in close proximity to
711 Supporting utilities Functional | Intersects With | Emergency Shutoff PES07.2  [systems or system components to facilitate safe and easy access for 5
lpersonnel; and
(2) Protecting emergency power shutoff capability from unauthorized
activation.
For specific requirement details, buy a licensed copy of the Focal Document at: [Facility security mechanisms exist to supply alternate power, capable of
7.11 Supporting utilities [Nttps://www.iso.org/standard/27018 Functional | Intersects With Emergency Power PES-07.3  [maintaining minimally-required operational capability, in the event of an 5
lextended loss of the primary power source.
:\:{ SP;CWK VEQU"QTf”[:E;ﬂ/g?:lUsY a licensed copy of the Focal Document at: [Facility security mechanisms exist to utilize and maintain automatic
) ps://www.iso.org/standar . } lemergency lighting that activates in the event of a power outage or
711 Supporting utilties Functional | Intersects With | - Emergency Lighting PES-07.4|gisruption and that covers emergency exits and evacuation routes within the >
facility
For specific requirement detalls, buy a licensed copy of the Focal Document at ; [Facility security mechanisms exist o protect power equipment and power
7.12 Cabling security |itp://www.iso.org/standard/27018 Functional | Intersects With | Supporting Utilities PES-07  |cabling for the system from damage and destruction. 8
For specific requirement details, buy a licensed Copy of the Focal Document at )
Dtperww 5o orgstandara/2 7018 Eauipment Siting & IPhysical security mechanisms exist to locate system components within the
7.12 Cabling security Functional Intersects With quip: 9 PES-12  |facility to minimize potential damage from physical and environmental 5
Protection
Ihazards and to minimize the opportunity for unauthorized access.
For Specic requrement detalls, uy @ ficensed copy of the Focal Document at ransmission Medium [Physical security mechanisms exist to protect power and telecommunications|
7.12 Cabling security ps://www.is0.0rg/standar Functional | Intersects With PES-12.1  [cabling carrying data or supporting information services from interception, 8
interference or damage.
For specific requirement detals, buy a icensed copy of the Focal Document at Mechanisms exist o develop, disseminate, review & update procedures to
i 7018 ~ . ,
713 Equipment Functional SubsetOf | Maintenance Operations | MNT-01 e, ijitate the implementation of maintenance controls across the enterprise. 10
e s og - | Ccreed copy of the Focal Document at IMechanisms exist to conduct controlled maintenance activities throughout
i 7018 h
7.13 Equipment Functional | Intersects With | Controlled Maintenance | MNT-02  [i1SCTariems et 0 conduct contralled aintenance ac e ) 8
For specific requirement detals, buy a icensed Copy of the Focal Document at Mechanisms exist to obtain maintenance support andjor Spare parts for
7.13 Equipment i 7018 Functional | Intersects With | Timely Maintenance MNT-03  [Technology Assets, Applications andfor Services (TAAS) within a defined 8
[Recovery Time Objective (RTO)
For specific requirement detals, buy a icensed copy of the Focal Document at -
! Ihttpe.//www.iso.org/standard/2 701 ecure Disposal, lechanisms exist to securely dispose of, destroy or repurpose system
Secure disposal or re-use of [NttPs://Www.is0.org/standard/27018 S D ! [Mech: t b ly di f, dest L
7.14 isposalor ¢ Functional SubsetOf | Destruction or Re-Use of | AST-09  |components using organization-defined techniques and methods to prevent 10
quip! Equipment linformation being recovered from these components.
For specific requirement details, buy a licensed copy of the Focal Document at -
public cloud Pi protection |nEtpe/www iso.org/standard/27018 Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
7.14(2) T o otecnon Functional | Intersects With | Destruction or Re-Use of |  AST-09  |components using organization-defined techniques and methods to prevent 8
P 9 Equipment linformation being recovered from these components.
8 Technolagical contrals [0 e tanaara /2018 o COPY Of the Focal Document &t | punctional | No Relationship NA N/A NA 0 INo applicable SCF control
For specific requirement details, buy a licensed Copy of the Focal Document at rattonded EndUser Mechanisms exist to implement enhanced protection measures for
8.1 User endpoint devices  [https://www.iso.org/standard/27018 Functional Intersects With Equipment AST-06 |unattended technology assets to protect against tampering and unauthorized| 5
For specific requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to appropriately protect devices that capture
8.1 User endpoint devices  [ttps://www.iso.org/standard/27018 Functional | Intersects with [<1o5ks %Piﬁ;“é:\fl‘(’;t:’m‘““ AST-07 [sensitive/regulated data via direct physical interaction from tampering and 5
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to restrict the possession and/or use of personally-owned
8.1 User endpoint devices  [https://www.iso.org/standard/27018 Functional Intersects With | Use of Personal Devices AST-12  [Technology Assets, Applications and/or Services (TAAS) within organization- 5
lcontrolled facilties.
For specific requirement details, buy a licensed copy of the Focal Document at : Endpoint Device [Mechanisms exist to facilitate the implementation of Endpoint Device
81 User endpoint devices b Sors Functional | Intersects With o END-01 (EDM) controls. 8
For specific requirement details, buy a licensed Copy of the Focal Document at . Endpoint Protection IMechanisms exist to protect the confidentiality, integrity, availability and
81 User endpoint devices o Sors Functional | Intersects With END02  |[ecianTe oxst 0 bt 5
;gtr sp/e/cwﬁc rmmrer/w?nt:e;a/;%bluay alicensed copy of the Focal Document at: [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
ps://www.iso.org/standar a user during an organization-defined time period and automatically locks
81 User endpoint devices Functional | Intersects With Account Lockout L I b A S A A 5
lexceeded
For specific requirement details, buy a licensed copy of the Focal Document at:
e et e ora/atondora2 7018 Centralized Management Of| o1 [Mechanisms exist to implement and govern Mobile Device Management
81 User endpoint devices  |https:/ o % Functional | Intersects With lized Managem MDH-01  [Mechanisms ex 8
For specific requirement details, buy a licensed Copy of the Focal Document at Accass Control For Mobile IMechanisms exist to enforce access control requirements for the connection
8.1 User endpoint devices |https://wwiw.iso.org/standard/27018 Functional | Intersects With ontrol MDM-02  |of mobile devices to organizational Technology Assets, Applications and/or 5
Services (TAAS).
i -
o1 User endpoint devices [[0L P requiremert detals buy a cersed copy o the Focal Docurment at Functional | Intersects With Aemote Purging WOM-05_[HSChamISM XISt 0 Temotely purge selected nformation from moble S
For specific requirement details, buy a licensed Copy of the Focal Document at orivileged Account IMechanisms exist to inventory all privileged accounts and validate that each
8.2 Privileged access rights  |https:/www.iso.org/standard/27018 Functional Intersects With ‘nvqemo”es IAC-16.1  [person with elevated privileges is authorized by the appropriate level of 8
For specific requirement details, buy a licensed copy of the Focal Document at. - - - -
Inttps://www.iso.org/standard/27018 periodic Review of Account IMechanisms exist to periodically-review the privileges assigned to individuals
82 Privileged access rights Functional | Intersects With Review of IAC-17  [and service accounts to validate the need for such privileges and reassign or 8
9 remove unnecessary privileges, as necessary.
For specific requirement detals, buy a licensed copy of the Focal Document at: | Management Approval For Mechanisms exist o restrict the assignment of privileged accounts o
82 Privileged access rights Sors Functional | Intersects with | MASSTent APPTOVeL 1Ac-21.3 e e e 8
For specific requirement detals, buy a licensed copy of the Focal Document at echont o enforce Role-Based Access Control (RBA)
7018 g lechanisms exist to enforce Role-Based Access Control or
83 mation access Functional | Intersects with | Ro'e B““;’R‘;;‘Cefs Control | ac.08  [Technology Assets, Applications, Services and/or Data (TAASD) to restrict 8
laccess to individuals assigned specific roles with legitimate business needs.
For specific requirement details, buy a licensed copy of the Focal Document at -
access Jo18 IMechanisms exist to utilize the concept of least privilege, allowing only
83 mation ac Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 8
laccordance with organizational business functions.
For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to implement and govern Access Control Lists (ACLS) to
83 mation access 7018 Functional | Intersects With A‘Z?éassr‘c"g‘,’;’u‘f‘i"‘sfsﬂi"cz) NET-04  |provide data flow enforcement that explicitly restrict network traffic to only 5
what is authorized.
For specific requirement details, buy a licensed Copy of the Focal Document at Access to Program Source [Mechanisms exist to imit privileges to change software resident within
8.4 Access to source code 7018 Functional Subset Of Code TOA20 sottware libraries. 0
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For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018 Secure Baseline Mechanisms exist o develop, document and maintai secure baseline
85 Secure authentication Functional | Intersects With wecute Daseline CFG-02 for Technology Assets, Applications and/or Services (TAAS) 5
9t [that are consistent wlth industry-accepted system hardening standards.
For specific requirement details, buy a licensed copy of the Focal Document at Endpoint Device Mechanisms exist to facilitate the implementation of Endpoint Device
85 Secure Sors Functional | Intersects With sty END-01 o 5
For specific requirement details, buy a iceansed Copy of the Focal Document at Endpoint Protection Mechanisms exist to protect the confidentiality, integrity, availability and
85 Secure b 7018 Functional | Intersects With enp-0z  [lechaniams exis to prote s
For specific requirement details, buy a licensed Copy of the Focal Document at Mechontsms exit o establih a trusted communications path betwaen the
Ihttps://www.iso.org/standard/27018 - | - .
85 Secure authentication  [nttp: 9 Functional | Intersects With Trusted Path END-09 ||, 2 ond the security functions of the operating system 5
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to Utilize a trusted communications path between the user
85 Secure b 7018 Functional | Intersects With | Secure Log-On Procedures | Sea17  [NeCianisms exsf ©o utlee 5 fusted con s
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Mecharisms exist o define supporting business processes and implement
and service
Public cloud Pl protection Service Deliver 3 |panning. delivery and support of the organzation's technoiogy capabiles
8.5(a) implementation guidance Functional | Intersects With | (g,,givecs brocess support) | OPS'03  [Supporting business functions, workforce. andfor customers bas 5
inustry Tecognised standards t achiowe the speciic Gosls of the process
area.
For specific requirement details, buy a licensed Copy of the Focal Document at [Mechanisms exist to facilitate the implementation of capacity management
86 Capacity i 7018 Functional subsetof | Capaclty & Performance | cpp.o1  fcontrols to ensure optimal system performance to meet expected and 10
anagement
anticipated future capacity requirements.
For specific requirement details, buy a licensed copy of the Focal Document at Mecharisms xist to onduct capacity planning 5o tht necessary capaciy
86 Capacity i 7018 Functional | Intersects With | Capacity Planning caP-03 rocessing, and support 8
il exit during confingency operations,
For specific requirement details, buy a licensed copy of the Focal Document at atcious Code Protecton PO o detect and eragicate
i Ittps://www.iso.org/standard/27018 i y
87 Protection against malware [tp: 9 Functional | Intersects With O e ot EnD-oa  [Mechanioms ex 8
For specific requirement details, buy a licensed copy of the Focal Document at Automatic exist to update including
8.7 Protection against malware b Sors Functional | Intersects witn | Aomelic Attimaa END-04.1 ATt e 8
For specific requirement details, buy a licensed copy of the Focal Document at
a8 of technical 9 s Y018 Py Functional | Intersects With | pom: Compliance & Loz [Mechanisms exist to provide a security, compliance and resilience controls s
- Vulnerabilties e loversight function that reports to the organization's executive leadership.
For specific requirement details, buy a licensed copy of the Focal Document at
of technical i Jo18 Functional Review Of IMechanisms exist to regularly review Technology Assets, Applications and/or
88 Functional | Intersects With |~ Security, Compliance & | CPL-03.2  [Services (TAAS) for adherence to the organization's security, compliance 5
Vulnerabilties
Resilience Controls land/or resilience policies and standards:
of technical |FCT SPecific requirement detalls, buy a licensed copy of the Focal Document at IMechanisms exist to periodically review system configurations to identify and|
88 gement of tect i 7018 Functional | Intersects With Periodic Review CFG03.1 disable unnecessary and/or non-secure functions, ports, protocols and 5
services
For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to report system vulnerabilities associated with reparted
of technical b 7018 ! Vulnerabilities Related To
88 gement of et Functional | Intersects With billties e IR0-10.3  |cybersecurity and data protection incidents to organization-define 5
lpersonnel or roles.
For specific requirement details, buy a licensed copy of the Focal Document at
58 of technical [putperww ios o018 i Functional | Intersects with | oy Date (FD) Control | og [Mechanisms exist to conduct testing, training and monitring actvites for s
g vulnerabilities g oring o [Personal Data (PD) contro
For specific requirement details, buy a licensed copy of the Focal Document at Vainerability & Patch
of technical i 7018 . 01 |[Mechanisms exist to facilitate the implementation and monitoring of
88 Vulnerabilties Functional Subset Of Menagemeproorem VPM-OL - \uinerability management controls. 10
o8 Fanagement of tecical [For specfc requrement Getal, buy a censed copy of the Focal Docurment ot Functional | ntersects With | Attack Suface Scope | VPw-oL1 [ VECharisms oxt o deine and manage e scope for s attack surfoce S
Management of technical [For Specific requirement details, buy a licensed copy of the Focal Document at Vainerability Remediation Mechanisms exist to ensure that vulnerabilities are properly identified,
88 b 7018 Functional | Intersects With Vem.gz  [Mechanisms exist to ens B
of technical For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to identify and assign a risk ranking to newly dvsmvered
88 gement of tect i 7018 Functional | Intersects With | Vulnerability Ranking VPM-03  [security vulnerabilities using reputable outside sources for securi 5
For specific requirement detals, buy a licensed copy of the Focal Document at - RN ’
a8 of technical e Sore i Functional | Intersects with | Software & Firmware Vpn.0s  |Mechanisms exist to conduct software patching for all deployed Technology s
Vulnerabilties Patching |Assets, Applications and/or Services (TAAS), including firmware.
Management of technical [For Specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to detect vulnerabilities and configuration errors by routine|
88 b 7018 Functional | Intersects With | Vulnerability Scanning P Os e e e o B
For specific requirement detalls, buy a licensed copy of the Focal Document at: Mechanisms exist to implement and manage a Configuration Management
8.9 c i 7018 Functional | Intersects With C""f‘g:t’::";’;‘e'fg[fg;’““‘ AST-02.9 [Database (CMDB), or similar technology, to monitor and govern technology 8
Jasset-specific information.
For Specific requirement detals, buy a licensed copy of the Focal Document at Configuration Management Mechanisms exist to facilitate the implementation of configuration
c y
89 b 7018 Functional Subset Of RGO e e e 10
For specific requirement detalls, buy a licensed copy of the Focal Document at: P—— Wechorisms exs o mplement» segregaton af dutiesfor confuraton
8.9 c i 7018 Functional Intersects With 9 CFG-01.1 |management that prevents developers from performing product 5
Responsibility
For Specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 secure Baseline Mechanisms exit t gevelop, document and maintai secure baseline
89 Configuration management Functional | Intersects With >ecure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS) 8
9! that are censns(ent with industry-accepted system hardening standards.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to review and update baseline configurations.
. Ittps://www.iso.org/standard/27018 onal " 51 [(1) At least annually:
89 Configuration management Functional | Intersects Wit Reviews & Updates crG021 [(3) G Ieest ol o s or 8
(3) As part of system component installations and upgrades.
For specific requirement detalls, buy a licensed copy of the Focal Document at: [Mechanisms exist to configure systems to provide only essential capabilities
89 c i 7018 Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 8
services.
For Specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/27018 Secure Disposal, IMechanisms exist to securely dispose of, destroy or repurpose system
8.10 Information deletion Functional | Intersects With | Destruction or Re-Use of |  AST-09  |components using organization-defined techniques and methods to prevent 8
Equipment being recovered from these components.
For specific requirement details, buy a licensed copy of the Focal Document at Mecharisms exst t securely dispose of media when 1 5 10 longer equred:
8.10 deletion b Sors Functional | Intersects With | Physical Media Disposal | DCH-08  |NSChanems exit 10 < 8
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttpe.//wiww.iso.org/standard/27018 IMechanisms exist to sanitize system media with the strength and integrity
8.10 Information deletion Functional | Intersects With | System Media DCH-09 with the or sensitivity of the information prior to 8
disposal, release out of organizational control or release for reuse.
e sy og | Ccneed copy of the Focal Document at System Media Sanitization IMechanisms exist to supervise, track, document and verify system media
i 7018 i ¥ . track,
8.10 deletion Functional | Intersects With Documentation DCH-09.1  |canitization and disposal actions. s
8.10 deletion | or SPecific requirement detal. iy 2 llcensed copy of the Focal Document at Functional | Intersects with |  SentZaen SfFersonal | peiy.9.3  |Mechanisms exist to faciltate the sanitization of Personal Data (PD) 5
For specific requirement details, buy a icensed Copy of the Focal Document at ; Mechanisms exist to retain media and data in accordance with applicable
8.10 deletion b e Functional | Intersects With | Media & Data Retention |  DCt-18  |[HleCTanisms &xistto retain media o fate n ace 8
8.10 deletion [0 e atanamaisjorg o0 <oy of the Focal Document at Functional | Intersects With | Information Disposal DCH-21 [ Mechanisms exist to securely dispose of, destroy or erase information 8
For specific requirement details, buy a licensed Copy of the Focal Document at
Ittps://www.iso.org/standard/27018 Mechanisms exist to )
(1) Retain Personal Data (PD), including metadata, for an organization-
efined tme period to flfil the purpose(s) dentified in the notice or as
Personal Data (PD) required by
8.10 Information deletion Functional | Intersects With | rersenal Data (PD) PRLOS  |(3) Dispost of destroys, erases, andior ananymizes the PD, regardiess of the 5
P Imethod of storage; ant
(3) Use organization-defined techniques or methods to ensure secure
deletion or destruction of PD (including originals, copies and archived
records)
; For specific requirement details, buy a icensed Copy of the Focal Document at ; Mechanisms exist to apply data masking to sensitive/reguiated information
8.11 Data masking i 7018 Functional | Intersects With | Masking Displayed Data | DCH-03.2 |{leTansms exbt to apoly, 8
For specific requirement details, buy a licensed Copy of the Focal Document at Removal, Masking,
Ihttps://www.iso.org/standard/27018 Encryption, Hashing or IMechanisms exist to remove, mask, encrypt, hash or replace
8.11 Data masking Functional | Intersects With | LICYPHOn HoshRo of | pia3.a [echaniome exit to re 5
Identifiers
o1 Data masking For specic equremert detals, buy  lensed copy of the Focal Document ot runctional | itersects with Data Masking PRI0s.3 [lechartsms et o mask sensitivelrequlated data trough data N
o Data leakage prevention |Fo7 SPECIfc requirement details buy a licensed copy of the Focal Documen at Functional | itersects with | Coniguration Management | cqg o1 |Mechanisms exist to facilitate the implementation of configuration s
i 7018 Program controls
For specific requirement details, buy a licensed Copy of the Focal Document at )
Ditperwww so.orgstandara/27018 Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
8.12 Data leakage prevention Functional | Intersects With >ecure Baseline cre-02 chnology Assets, Applications andor Services (TAAS) 8
9 that are consistent with industry-accepted system hardening standards.
For specific requirement details, buy a licensed copy of the Focal Document at Configure Technolor -
o2 Date ok Inttps://www.iso.org/standard/27018 . L witn | Assets, gppmﬁms ag},/w creors ?echan-s¢§:;.st llo cznﬁg:rehTecfno\ogy Ashsels. Applications :nd/lor .
ata leakage prevention unctional | Intersects with | A53er “PRICALORS anclo 02,5 [Services (TAAS) utilized in high-risk areas with more restrictive baseline
Risk Areas
For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to configure systems to provide only essential capabilities
8.12 Data leakage prevention |nttps://www.iso.org/standard/27018 Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or 8
services.
i - )
8.12 Data leakage prevention | o e amra/oyor oo oPY ofthe Focal Bocumentat [ puncrional | intersects with Data Protection DCH-01 | Mechanisms exist to facilitate the implementation of data protection controls. 8
For specific requirement details, buy a licensed Copy of the Focal Document at
iso. 7018 Mechanisms exist to utilize the concept of least privilege, allowing only
8.12 Data leakage prevention Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in 8
laccordance with organizational business functions.
For specific requirement details, buy a licensed Copy of the Focal Document at - Network Security Controls o1 [[rechanisms exst o develop govern & update procedures o facitate the
8.12 Data leakage prevention = Sors Functional | Intersects With (NSC) NET-01 B 8
i - -
o Data leakage prevention |Fo7 SPECIfc requirement details buy a licensed copy of the Focal Documen at Functional | intersects with | Prevent Discovery of NET03.3 | Mechanisms exist to prevent the public disclosure of internal network S
7018 Intemal information
For specific requirement details, buy a licensed Copy of the Focal Document at ; Prevent exist to prevent the unauthorized exfiltration of
8.12 Data leakage prevention P Functional | Intersects With it Unautho NET-035  [Autom T e e arroran 5
For specific requirement details, buy a licensed Copy of the Focal Document at information Leakage Due Tol
e oot e ora/atondora/2 7018 13 [Facility security mechanisms exist to protect the system from information
8.12 Data leakage prevention |nttp: 9 Functional | Intesects with | Electromagnetic Signals | PES-13 [0 G e tions 5
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Mechanisms exist to facilitate the implementation of industry-recognized
’ secure Engineering o1 [security., compliance and resilience practices in the specification, design.
8.12 Data leakage prevention Functional | Intersects With ot SEA01 enc PSRl 8
|Applications and/or Services (TAAS).
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Centralized Management of IMechanisms exist t I
8.12 Data leakage prevention Functional | Itersects ith | Security. Compiance & | SEA-OLL | mplementation of ecursy, compiance and recilence comrale and 8
Resilience Controls related processes.
For Specifcrequifement Getal, buy  icensed copy of the Focal Document ot IMechanisms exist to create recurring backups of data, software and/or
ttps://www.iso.org/standart system images, as well as verify the integrity of these backups, to ensure the|
8.13 Information backup Functional | Intersects With Data Backups D L1 | e Lo sutioy Rocouy e O cthees (Rro%) ane. 8
ecovery Point Objectives (RPOs
For specific requirement details, buy a licensed Copy of the Focal Document at
a3 backu iy d Y018 24 Functional | intersects with | Testing for Reliability & | g 11 Mechanisms exist to routinely test backups that verify the reliability of the N
P Integrity lbackup process, as well as the integrity and availability of the data.
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For specific requirement details, buy a licensed copy of the Focal Document at:
Ihttps://www.iso.org/standard/27018 separate Storage for Critical IMechanisms exist to store backup copies of critical software and other
8.13 Information backup Functional | Intersects With - BCD112  security.related nformation na eparate faciity o na fre-ated cotainer 8
ormation
fthat is not collocated with the system being backe
o3 vackup _|[CrPeCic requrement detal, buy 3 censed copy ofthe Focal Documen ot Functional | Intersects With | Cryptographic Protection | BCD11.4|CTYPROSTapIc mechanisms exit to prevent the unauthorized disclosure A
For specific requirement details, buy a iceansed Copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Business Continity Mechanisms exist to facilitate the implementation of contingency planning
Public cloud Pl protection o1 |controls to help ensure resilient Technology Assets, Applications and/or
8.13(2) implementation guidance Functional Subset OF Management System BCD-01 Iseryices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business 10
(Continuity & Disaster Recovery (BC/DR) playbooks).
Redundancy of information ||C1--PeCific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to establish an alternate storage site that includes both
8.14 recesslyn facilities [https://www.iso.org/standard/27018 Functional Intersects With Alternate Storage Site BCD-08  |the assets and necessary agreements to permit the storage and recovery of 8
P 9 lsystem backup information
Redundancy of information || <P eCc requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to establish an alternate processing site that provides
i 10N Ihttps://www.iso.org/standard/27018 - . . "
814 processing facilities psill 9 & Functional | Intersects With | Altemate Processing Site | BCD-09 |oocyrity measures equivalent to that of the primary site. 8
For specifc requirement detalls, Buy a ficensed copy of the Focal Document 3t Mechanisms exist to maintain a failover capability, which is not collocated
Redundancy of information [NttPS://WWw.iso0.org/standart Redundant Secondary \with the primary Technology Asset, Application andor Service (TAAS), which
814 processing facilities Functional | Intersects With System BCD-1L.7  |can be activated with little-to-no loss of information or disruption to 8
loperations.
For specific requirement details, buy a licensed Copy of the Focal Document at Mechanisms exist to facilitate the implementation of enterprise-wide
8.15 Logging b s Functional Subset O Continuous Monitoring mon-o1  [llectatiens exist 10
For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to generate, monitor, correlate and respond to alerts from
8.15 Logging |https://www.iso.org/standard/27018 Functional Intersects With | System Generated Alerts | MON-01.4 |physical, cybersecurity, data protection and supply chain activities to achieve| 8
integrated situational awareness.
For specific requirement details, buy a licensed Copy of the Focal Document at Centralized Colection of IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
8.15 Logging Ihttps://www.iso.org/standard/27018 Functional | Intersects With | 0 MON-02  similar automated tool, to support the centralized collection of security- 8
ecurity Event Logs
related event logs.
For specic requirement detalls, Buy o fcensed copy of the Focal Document 3t [Automated mechanisms exist to correlate both technical and non-technical
ps://www.iso.org/standar . Correlate Monitoring information from across the enterprise by a Security Incident Event Manager
8.15 Logging Functional | Intersects With Information MON-021(5jEM) or similar automated tool, ko enhance organization-wide situational 8
lawareness.
For specific requirement details, buy a licensed copy of the Focal Document at [Automated mechanisms exist to centrally collect, review and analyze audit
8.15 Logging b Sors Functional | Intersects With | Central Review & Analysis | MON-02.2 [{ioTated mechanieme exist 8
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to configure Technology Assets, Applications and/or
Services (TAAS) to produce event logs that contain sufficient information to,
mum!
1) Establish what type of event occurred;
8.15 Logging Functional | Intersects With | Content of Event Logs MON-03  [(2) When (date and time) the event occurred: 8
3) Where the event occurred;
4) The source of the event;
5) The outcome (success or failure) of the event; and
6) The identity of any user/subject associated with the event.
o15 Logig For specific requirement detalls, buy a licensed copy of the Focal Document at Functional | Intersects With [Privileged Functions Logging| MON-03.3|IEChanisms exist t log and review the actions of users andjor services with S
i 7018 elevated privileges.
For specific requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to provide an event Iog report generation capability to aid
8.15 Logging b Sors Functional | Intersects With | Monitoring Reporting HON-06 e o o dng aramalons s o, 8
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to protect event logs and audit tools from unauthorized
815 Logging Ihttps://www.iso.org/standard/27018 Functional | Intersects With | Protection of Event Logs | MON-08 |, ecs, modification and deletion. 8
For specific requirement details, buy a licensed Copy of the Focal Document at
Public cloud i protection |psi//www.iso.org/standard/27018 ’ IMechanisms exist to review event logs on an ongoing basis and escalate
815() implementation guidance Functional | Intersects With | Security Event Monitoring | MON-01.8 _ fi ients in accordance with established timelines and procedures. 8
For specific requirement detals, buy a licensed copy of the Focal Document at Mechanisms exist to facilitate the implementation of enterprise-wide
8.16 Monitoring activities o oD e 018 Functional | Intersects With |  Continuous Monitoring mon-01  [TeeTaTiem: e 5
For specific requirement details, buy a licensed copy of the Focal Document at Intrusion Detection & IMechanisms exist to implement Intrusion Detection / Prevention Systems
8.16 Monitoring activities | Itps://www.iso.0rg/standard/27018 Functional | Intersects With | Prevention Systems (IDS & | MON-01.1 [(IDS /1PS) technologies on critical systems, key network segments and 5
I Inetwork choke points.
For specific requirement details, buy a licensed copy of the Focal Document at Automated Tools for Real- IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or
8.16 Monitoring activities | Itps://www.is0.0rg/standard/27018 Functional | Intersects With e oo MON-01.2 [similar automated tool, to support near real-time analysis and incident 5
escalation.
P e ety © | censed copy of the Focal Document at: Inbound & Outbound IMechanisms exist to continuously monitor inbound and outbound
Ittps://www.iso.org/standard/27018 i ¥
816 Monitoring activities P 9 g Functional | Intersects With | - communications Traffic | MON013  |communications traffic for unusual or unauthorized activities or conditions s
e ety © | censed copy of the Focal Document at: IMechanisms exist to review event logs on an ongoing basis and escalate
Ittps://www.iso.org/standard/27018 i "
8.16 Monitoring activities P 9l T Functional | Intersects With | Security Event Monitoring | MON-0L.g ~[Iechanisms existfo review event lags an on bngoing basle and es 5
For Specific requirement detalls, buy a licensed copy of the Focal Document at [Automated mechanisms exist to centrally collect, review and analyze audit
8.16 Monitoring activities o0 oD e e 01t Functional | Intersects With | Central Review & Analysis | MON-02.2 [Atroafee mechanisms exist 5
For specific requirement details, buy a licensed Copy of the Focal Document at Mechanisms exist to utilize time-synchronization technology to synchronize
8.17 Clock synchronization [ o SPeelne Fea e S 7018 Functional Subset Of Clock Synchronization SEA20 e e et 10
Use of privileged utility _[For specific requirement detalls, buy a licensed copy of the Focal Document at Use of Privileged Utility Mechanisms exist to restrict and tightly control utility programs that are
818 programs Ihttps://wwuw.iso.org/standard/27018 Functional Subset Of 'AC203 |capable of overriding system and application controls. 10
Installation of software on [For Specific requirement details, buy a licensed copy of the Focal Document at Change Management Mechanisms exist to facilltate the implementation of a change management
819 operational systems _|https://www.iso.org/standard/27018 Functional Subset Of Program CHGOL  lorogram. 10
Installation of software on [For specific requirement details, buy a licensed copy of the Focal Document at Configuration Change IMechanisms exist to govern the technical configuration change control
819 operational systems _|ttps://www.iso.org/standard/27018 Functional | Intersects With ol CHG02  lorocesses. 8
) For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to appropriately test and document Dmposed changes ina
810 Installation of software on Inttps://www.so.org/standard/27018 Functional | Intersects With | Test: Validate & Document | * 605 5 fnon-production fore changes are 8
P Y 9 lproduction environment.
netalation of soft For Specific requirement details, buy a licensed Copy of the Focal Document at eIt metatation Without Inotormated mech o oo sort o o
819 nstallation of software on |nttps://wwiw.iso.org/standard/27018 Functional | Intersects with | PrONibit Installation Without| gy, g3 |Automated mechanisms exist to prohibit software installations withou 8
operational systems Privileged Status lexplicitly assigned privileged status.
- For specific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to define, document, approve and enforce access
8.19 ‘"St:":r:fl"::;f:f;:g;i N |https://www.iso.org/standard/27018 Functional | Intersects With Re‘z?r“’ggi"‘“faf‘cc‘:;: . END-03.2 |restrictions associated with changes to Technology Assets, Applications 8
P 4 o landJor Services (TAAS).
For Specifc requirement Getals, buy 3 lcened copy of the Focal Docurent ot IMechanisms exist to maintain network architecture diagrams that
Hps://www.iso.org/standard/27018 Network Diagrams & Data (1) Contain sufficient detail to assess the security of the network's
8.20 Networks security Functional | Intersects with | NShork Biegrame & Da AST-04  [architecture; 5
9 (2) Reflect the current architecture of the network environment; and
(3) Document all sensitive/regulated data flows.
For Specific requirement details, buy a licensed Copy of the Focal Document at Network Security Controls Mechanisms exist to develop, govern & update procedures Lo faciitate the
8.20 Networks security |https:/jwww.so.org/standard/27018 Functional Subset Of (NSC) NET-01 f Network Security Controls (NSC). 10
For pecic requrement detalls, uy o fcensed copy of the Focal Document at Mechanisms exist to implement security functions as a layered structure that
ps://www.iso.org/standar ) Iminimizes interactions between layers of the design and avoids any
8.20 Networks security Functional | Intersects With | Layered Network Defenses | NET-02  [TInTTiEes Inferactions between layers of the estan and oo o Wgher 8
layers
e ey | ccnsed copy of the Focal Document at IMechanisms exist to monitor and control communications at the external
Ihttps://www.iso.org/standard/27018 i -
8.20 Networks security P/ o i Functional | Intersects With | Boundary Protection ET03 ot Koy Mtbren! b i S oo 8
For specific requirement details, buy a licensed copy of the Focal Document at Data Flow Enforcement - [Mechanisms exist to implement and govern Access Control Lists (ACLs) to
8.20 Networks security [nttpsi//www.iso.org/standard/27018 Functional | Intersects With NET-04 [provide data flow enforcement that explictly restrict network traffic to only 8
Access Control Lists (ACLs)
what is authorized.
For specific requirement details, buy a licensed copy of the Focal Document at: Deny Traffic by Default & [Mechanisms exist to configure firewall and router configurations to deny
8.20 Networks security Ihttps://www.iso.org/standard/27018 Functional Intersects With mfﬁx Tr:mg b‘/ Ef{:”mn NET-04.1  |network traffic by default and allow network traffic by exception (e.g., deny 8
Y Excep! . permit by exception).
For specific requirement details, buy a licensed copy of the Focal Document at: Network Segmentation [Mechanisms exist to ensure network architecture utilizes network
8.20 Networks security [https://www.iso.org/standard/27018 Functional Intersects With mfacfose ng:m:m‘:" NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
9 (TAAS) to protect from other network resources.
For specific requirement details, buy a licensed Copy of the Focal Document at ; Mecharisms exist to moritor e Hlltarized Zone (OWZ) network segrments to
8.20 Networks security |httpg:/jwww.iso.org/standard/27018 Functional | Intersects With DMZ Networks NET-08.1 | eparate untrusted networks from trusted networks ®
For specific requirement details, buy a licensed Copy of the Focal Document at Network Security Controls Mecharisms exist o develop, govern & update procedures o facltate the
8.21 Security of network services| b Sors Functional Subset Of (NSC) NET-01 e e 10
e oy censed copy of the Focal Document at IMechanisms exist to monitor and control communications at the external
Ihttps://www.iso.org/standard/27018 g
821 Security of network services|ttps/i o % Functional | Intersects With | Boundary Protection NET03  [Mechanisms exist o monitor and contiol communications ot the exte 8
For specific requirement details, buy a licensed copy of the Focal Document at Network Intrusion -
e e e o018 ~og | Mechanisms exist to employ Network Intrusion Detection / Prevention
8.21 Security of network services|httpsi/i o i Functional | Intersects With |  Detection / Prevention T 08 e Ing) 1o Heract ancor avont s i e mammork. 5
Systems (NIDS / NIPS)
o1 Security of network senvices| 0L eCIC 1€QUIEIEnt detals buy 3 censed copy of e Focal Docurmert at Functional | Intersects With | Wireless Networking NET15 [Mechantsms exit o control authorized wieless isage and monior for s
;?t’ SP;CW‘C VEQU'VS;"f"(:E[da/g?eb]UBY a licensed copy of the Focal Document at: [Mechanisms exist to require contractual veqmremems for applicable security,
ps://www.iso.org/standar Third-Party Contract d resilience with . reflecting the
s [Securlty of network services Functional | Intersects With Requirements TPM-05 |5 rganization's needs to protect its Technology Assets, Applications, Services 5
landlor Data (TAASD).
For specific requirement details, buy a licensed copy of the Focal Document at - -
Ditperwww so.orgstandara/27018 Review of ThirdParty IMechanisms exist to monitor, regularly review and assess External Service
8.21 Security of network services| Functional | Intersects With Lof Toird TPM-08  [Providers (ESPs) for compliance with established contractual requirements. 5
for security, compliance and resilience controls.
For specific requirement details, buy a licensed copy of the Focal Document at Network Seqmentat IMechanisms exist to ensure network architectur twork
8.22 of networks iso. 7018 Functional Intersects With mf;:;’;se igm'“:n’g;m')‘;"; NET-06  [segmentation to isolate Technology Assets, Applications and/or Services 8
9 (TAAS) to protect from other network resources.
;:t’ sple/c\ﬁc feq“'re;"?”(c;ie;a/;iveblug a licensed copy of the Focal Document at: [Mechanisms exist to implement security management subnets to isolate
ps://www.iso.org/standar Security Management security tools and support components from other internal system
8.22 Segregation of networks Functional | Intersects With NET-06.1 y e o g 5
interfaces to other components of the system.
For specific requirement details, buy a licensed copy of the Focal Document at oo of Demilitarized Zones [Mechanisms exist to utilize a Demilitarized Zone (DMZ) to restrict inbound
8.22 of networks iso. 7018 Functional | Intersects With o WEB-02 traffic to authorized Technology Assets, Applications and/or Services (TAAS) 5
Jon certain services, protocols and ports
ForSpecic requirement deal,buy a cersed copy of th Focal Dacument t IMechanisms exist to force Internet-bound network traffic through a proxy
ps://www.iso.org/standar device (e.g., Policy Enforcement Point (PEP)) for URL content filtering and
L Web filtering Functional Subset Of DNS & Content Filtering NET-18  |0Ns filtering to limit a user's ability to connect to dangerous or prohibited 10
Interet sites
For specific requirement details, buy a licensed Copy of the Focal Document at Use of Cryptograpnic IMechanisms exist to facilitate the implementation of cryptographic
8.24 Use of cryptograpl iso. 7018 Functional Subset Of ”’w‘g P! CRY-01 [protections controls using known public standards and trusted cryptographic 10
[technologies.
i -
520 Use of cryptography [For SPECiTC requiremert detalls, buy a censed copy o the Focal Docurment at Functional | Intersects With [Transmission Confidentialty|  CRy03 |CYP%9 exist to protect the of data being s
i - - -
520 Use of cryptography [F9 SPECiC requirement detalls, buy a censed copy o the Focal Docurment at Functional | Itersects With | Tranemission Integrity CRv-04_|[Cryptographic mechanisms exist to protect the integrity of data being s
520 Use of cryptography [F9T SPECiC requlrement detalls, buy a censed copy o the Focal Docurment at Functional | Intersects With | Encrypting Data At Rest | CRv-0s _[CIYPLOSTaphic mechanisms exit o prevent unautharized discosure of data s
For specific requirement detalls. buy a licensed copy of the Focal Document at Cryptographic Key Mechanisms exist to facilitate cryptographic key management controls to
7018 y
824 Use of cryptograp Functional | Intersects With ‘Management CRY-09 | otect the confidentiality, integrity and availability of keys. 8
For specific requirement details, buy a licensed Copy of the Focal Document at i | Cryptographic Key Loss or [Mechanisms exist to ensure the availability of information in the event of the
8.24 Use of cryptography S Functional | Intersects With phic ke cri-093  [echaniome exist o Veys by e er 5
For specific requirement details, buy a licensed Copy of the Focal Document at Control & Distribution of IMechanisms exist to facilitate the secure distribution of symmetric and
8.24 Use of cryptograpl 7018 Functional Intersects With Cryptographic Keys CRY-09.4 [asymmetric cryptographic keys using industry recognized key management 5
yptographic Key: ltechnology and processes.
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For specific requirement details, buy a licensed copy of the Focal Document at:
Public cloud Pll protection |nttps://www.iso.org/standard/27018 Cryptographic Key [Mechanisms exist to facilitate cryptographic key management controls to
8.24(a) implementation guidance Functional | Intersects With nagement CRY-09 I rotect the confidentiality, integrity and availability of keys. 8
For specific requirement detalls, buy a licensed copy of the Focal Document at
secure 7018 Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
8.25 el Functional | Intersects With e e CFG-02 for Technology Assets, Applications and/or Services (TAAS) 5
24 9t |that are consistent with industry-accepted system hardening standards.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Secure i 7018 Development & Test IMechanisms exist to manage baseline configurations for development and
8.25 ooyl Functional | Intersects With | OSVEIOPTENt S Test | | CFG-02.4  ftest environments separately from operational baseline configurations to 5
24 9 Iminimize the risk of unintentional changes.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Secure i 7018 Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and
8.25 Functional | Intersects With | Remediation During 1A0-04  |execute a Security Testing and Evaluation (ST&E) plan, or similar process, to 5
lifecycle v A
opment identify and remediate flaws during development.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Secure i 7018 Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
8.25 vl Functional | Intersects With | SeCCPRIEEPIET IS | PRM-07  fand/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
24 VS 9 lcontrolled through formal change control procedures.
For specific requirement detalls, buy a licensed copy of the Focal Document at: IMechanisms exist to facilitate the implementation of tailored development
825 Secure i 7018 Functional | Intersects with |Technology Development &|  pa g1 land acquisition strategies, contract tools and procurement methods to meet 8
lifecycle Acquisition
lunique business needs.
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to design, develop and produce Technology Assets,
Secure development | PS//Wwwiso.org/standard/27018 Minimum Viable Product |Applications and/or Services (TAAS) in such a way that risk-based technical
8.25 inevelop Functional | Intersects With (MVP) Security TDA-02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
4 Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
For specific requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to require software developers to ensure that their
Secure development | PS//Wwwiso.org/standard/27018 Development Methods software development processes employ industry-recognized secure
8.25 oo (Ie" Functional Intersects With | e ‘Les & Proceoses TDA-02.3 |practices for secure programming, engineering methods, quality control 5
4 d lprocesses and validation techniques to minimize flawed and/or malformed
software.
For specific requirement detalls, buy a licensed copy of the Focal Document at Secure Software
Secure i 7018 . y IMechanisms exist to develop applications based on Secure Software
8.25 lifecycle Functional | Inersects With | Development practices A6 | et Practicos (SSOP) 5
Secure development _|For specific requirement detalls, buy a licensed copy of the Focal Document at: Secure Development [Mechanisms exist to maintain a segmented development network to ensure
8.2 lifecycle i 7018 Functional | Intersects With Environments TOA-07 Ja secure developmen s
For specific requirement detalls, buy a licensed copy of the Focal Document at ; ‘
Ihttps://www.iso.org/standard/27018 Separation of Development, IMechanisms exist to manage separate development, testing and operational
Secure development iy pment, lenvironments to reduce the risks of unauthorized access or changes to the
825 lifecycle Functional | Intersects With | Testing and Operational TDA-08 | herational environment and to ensure no impact to production Technology 5
|assets, Applications and/or Services (TAAS).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 Mechanisms exist to require system developersiintegrators consult with
security, compliance and/or resilience personnel to:
runcion | s v | TR |y o e e Bakaton (TR s |
lifecycle Throuahout Development 2 Implerment & verfable flaw remediation process to correct weaknesses
9! P! land deficiencies identified during the control testing and evaluation process;
d
(3) Document the results.
Application security [ =Pecinc feaUTement detal, buy a licensed copy of the Focal Document at Application Programming IMechanisms exist to ensure support for secure interoperability between
Ihttps://wwiw.iso.org/standard/27018 i i -
8.26 requirements psill 9 & Functional | Intersects With | “inverface (apl) Security | 2% |components with Application Programming Interfaces (APis). ®
For specific requirement detalls, buy a licensed copy of the Focal Document at recn o devetop. @ o -
Ihttpe-/iwww.iso.org/standard/27018 lechanisms exist to develop, document and maintain secure baseline
8.26 Application security 9 Functional | Intersects With Secure Baseline CFG-02 for Technology Assets, Applications andjor Services (TAAS) 5
requirements Configurations
[that are consistent with industry-accepted system hardening standards.
For specific requirement detalls, buy a licensed copy of the Focal Document at Mecharisms erst 0 facitte the mplementation o crypographic
8.26 Application security  nttpsi/jwww.iso.org/standard/27018 Functional | Intersects ith | Use of Cryptographic CRY-01 ections controls using known public standards and trusted cryptographic 5
al le(hnu\ugles
526 Applcaion security |For specific requiremert detal, buy 3 censed copy of the Focal Document ot Functional | Intersects With |Transmission Confidentiality]  cRv-03 |0 exist to protect the of data being S
526 Applcation security |For specifc requiremert datals, buy 3 icensed copy of the Focal Document ot Functional | Intersects With | Transmission Integrity CRv-0a _[Cryptographic mechanisms exist to protect the integrity of data being S
For speciic requirement detarl, buy 2 licensed copy of the Focal Document at: Securiy, Compliance & IMechanisms exist to identify critical system components and functions by
Application security ps://www.iso.org/standart i g ’ Iperforming a criticality analysis for critical Technology Assets, Applications
826 requirements Functional | Intersects With | Resilience Requirements | - PRM-05 lang/or Services (TAAS) at pre-defined decision points in the Secure 5
IDevelopment Life Cycle (SDLC).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to facilitate the implementation of industry-recognized
Application security Secure Engineering y lsecurity, compliance and resilience practices in the specification, design,
826 requirements Functional | Intersects With Principles SEA0L and of Technology Assets, 8
|Applications and/or Services (TAAS).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to develop an enterprise architecture, aligned with
Application security Alignment With Enterprise y industry-recognized leading practices, with consideration for security,
8.26 requirements Functional | Intersects With Architecture SEA02Icompliance and resilience principles that addresses risk to organizational s
loperations, assets, individuals and other organizations.
For specific requirement detalls, buy a licensed copy of the Focal Document at Secure Software N
Application security  [httocvww. iso.org/standard/27018 i ’ IMechanisms exist to develop applications based on Secure Software
8.26 e ps://www.is0.0rg/s T Functional | Inersects With | Development practices A6 | et Practices (SSUP) 8
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to periodically review system configurations to mennry and|
8.27 Secure system architecture lnttps:jww.iso.org/standard/27018 Functional | Intersects With Periodic Review CFG-03.1 disable unnecessary and/or non-secure functions, ports, protocols an 5
and engineering principles iy
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to facilitate the implementation of industry-recognized
Secure system architecture Secure Engineering y ety compliance and resiience prachices n the specifcarion. dation,
8.27 and engineering principles Functional | Intersects With Principles SEA-0L nd of Technology Assets, 8
|Applications and/or Services (TAAS).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
security architecture that:
(1) Is consistent with and supportive of the organization's security
larchitecture which is established within and is an integrated part of the
Secure system architecture Developer Architecture & ’ lorganization's enterprise architecture;
8.21 and engineering principles Functional | Intersects With Design TOA05 12} Accurately and completely describes the required security functionality 8
and the allocation of security, campliance and resilience controls among
lphysical and logical components;
(3 Exprosses how individual secrty functions, mechanisms and services
work together to provide required security capabilities and a unified
lapproach to protection.
For specific requirement detalls, buy a licensed copy of the Focal Document at Secure Software N
Secure system architecture |yt T R dard/27018 . i ’ IMechanisms exist to develop applications based on Secure Software
827 e hersias, [rttpsi/A 9 i Functional | Inersects With | Development practices A6 | et Practices (SSOP) 8
For specific requirement detalls, buy a licensed copy of the Focal Document at Secure Software N
koo e ore/stondard/2 4018 . ’ IMechanisms exist to develop applications based on Secure Software
8.28 Secure coding ps:/ gl I Functional Subset Of Deve\cp:vsvggtp g’racl\ces TDA06  |peyelopment Practices (SSDP). 10
o ey ° | ensed copy of the Focal Document at IMechanisms exist to formally assess the security, compliance and resilience
Security testing in psi/lwww.iso.org/standard/. lcontrols in Technology Assets, Applications and/or Services (TAAS) through
information Assurance Program (IAP) activities to determine the extent to
8.29 development and Functional | Intersects With Assessments 1A0-02lyyhich the controls are implemented correctly, operating as intended and 8
Pt lproducing the desired outcome with respect to meeting expecte
requirements
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
4) Databases;
829 Sueef/uer\g;rt‘e:rl‘lxnagnz‘ Functional | Intersects With | Specialized Assessments | 1A0-02.2 |2} Application security; 5
e 2 |(6) Embedded technologies (e.g., IoT, OT, etc.);
P 7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performance/ioad testing; and/o
11) Artficial Inteligence and Autonemous Technologies (AAT).
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to design, develop and produce Technology Assets,
Security testing in [https://wwuw.iso.org/standard/27018 Minimum Viable Product lApplications and/or Services (TAAS) in such a way that risk-based technical
829 development and Functional | Intersects With (MVP) Security TDA-02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
acceptance Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to require software developers to ensure that their
Security testing in [https://www.iso.org/standard/27018 Development Methods. lsoftware development processes employ industry-recognized secure
8.29 development and Functional | Intersects With | eyeePment Meods, | 1pa02.3  lpractices for secure programming, engineering methods, quality control 8
acceptance q Iprocesses and validation techniques to minimize flawed and/or malformed
software.
securtytesting I |[CL2PeGC reGUrement Getal, Buy 3 censed copy of the Focal Docurent at IMechanisms exist to require the developer of the Technology Asset,
s://www.iso.org/standar g
20 e P 9 Functonal | Intersects wicn | Crtealty Analysis During | 1 g 1 (Application and/or Service (TARS) to perform a citcality analysis at s
opment lorganization-defined decision points in the Secure Development Life Cycle
acceptance
(5DLC).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 Mechanisms exit o require system developers/integrators consult with
security, compliance and/or resilience personnel t
Security testing in Security, Compliance & (1) reaie and implement a Secrity Testing and Evaluation (STSE) plan, o
829 evelopment and Functional | - SubsetOf | ResilenceTesting | TDA09 |G\ Liciheny' erifable iaw remediation process to correct weaknesses 10
P! 9 P! land deficiencies identified during the control testing and evaluation process;
an
(3) Document the resuits.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to develop a plan for Supply Chain Risk Management
Supply Chain Risk (SCRM) associated with the development, acquisition, maintenance and
8.30 Outsourced development Functional | Intersects With | ,_ = Z"';‘Yem SeRM) Plan RSK-09 [disposal of Technology Assets, Applications and/or Services (TAAS), including 8
9 ldocumenting selected mitigating actions and monitoring performance
lagainst those plans.
For specific requirement detalls, buy a licensed copy of the Focal Document at N
h 7018 . Supply Chain Risk g IMechanisms exist to periodically assess supply chain risks associated with
830 Outsourced Functional | Intersects With ‘Assessment RSK-09.1 " Irachnology Assets, Applications and/or Services (TAAS). 8
For specific requirement details, buy a licensed copy of the Focal Document at: Mecnamsm exist to facilitate the implementation of tailored development
830 Outsourced i 7018 Functional Subsetof |Technology Development&| - rpp 61 fand on strategies, contract tools and procurement methods to meet 10
a umque business needs
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For specific requirement details, buy a licensed copy of the Focal Document at IMechanisms exist to design, develop and produce Technology Assets,
https:/iwww.iso.org/standard/27018 Minimum Viable Product and/or Services (TAAS) in such a way that risk-based technical
8.30 Outsourced development Functional | Intersects With (MVP) Security TDA-02  [and functional specifications ensure Minimum Viable Product (MVP) criteria 5
Requirements lestablish an appropriate level of security and resiliency based on applicable
risks and threats.
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://wwiw.iso.org/standard/27018 IMechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
security architecture that:
(1) Is consistent with and supportive of the organization's securit
architecture which is established within and is an integrated part of the
Developer Architecture & lorganization's enterprise architecture
830 Outsourced development Functional | Intersects With esign TDA-05 |5} Accurately and completely describes the required security functionality 5
land the allocation of security, compliance and resilience controls among
Iphysical and logical components; an
(3) Expresses how individual security functions, mechanisms and services
work together to provide required security capabilities and a unified
lapproach to protection.
For specific requirement details, buy a licensed Copy of the Focal Document at Secure Software
p Y01 05 [Mechanisms exist to develop applications based on Secure Software
8.30 Outsourced Functonal | ntersects With | - Development Practices A6 | et Practicos (SSOP) 8
For specific requirement details, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/27018 IMechanisms exist to require system developers/integrators consult with
security, compliance and/or resilience personnel to
Securty, Compliance & (2 st and mlement » Securty Testing and Evaluation (ST&E) plan, or
8.0 Outsourced development Functional | Intersects with | ResilenceTesting | ToA09 G ALISRCN Y, rifiabie flaw remecation process to corect weaknesses o
9! P! land deficiencies identified during the control testing and evaluation process;
d
(3) Document the results.
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to require system developers and integrators to perform
8.30 Outsourced i 7018 Functional | Intersects with | Developer Configwration | rpp.14 during system design, development, 5
9 limplementation and operation.
530 Outsourced For specific requirement detalls, buy a licensed copy of the Focal Document at Functional | intersects Wit | ACCeSs to Program Source | >0 [Mechanisms exist to limit privileges to change software resident within S
i 7018 software libraries.
230 Outsourced For speciic requirement detal, buy a iensed copy of the Focal Docurment at Functional | Intersects With | Thira party Management | Temo1 _|HEChanisms exist o faciitate the implementation of third-party A
For specific requirement details, buy a licensed Copy of the Focal Document at Mechanisms exist to
[https:/iwwuw.iso.org/standard/27018 upply Chain Risk (1) Evaluate security risks and threats associated with Technology Assets,
8.30 Outsourced development Functional Intersects With Mang"eymem scam) TPM-03  |Applications and/or Services (TAAS) supply chains; a 8
9 (2) Take appropriate remediation actions to minimize the organization's
lexposure to those risks and threats, as necessary.
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to mitigate the risks associated with third-party access to
8.30 Outsourced i 7018 Functional | Intersects With | Third-Party Services TPM-04  [the organization's Technology Assets, Applications, Services and/or Data 8
(TAASD)
For specifc requirement detals buy a censed copy of the Focal Document at IMechanisms exist to require contractual requirements for applicable security,
ps://www.iso.org/standar . Third-Party Contract d resilience with thi . reflecting the
830 Outsourced development Functional | Intersects With Requirements TPM-05 lorganization's needs to protect its Technology Assets, Applications, Services 8
land/or Data (TAASD).
e oaygoLy | ccnsed copy of the Focal Document at Third-Party Personnel IMechanisms exist to control personnel security requirements including
i 7018 i g y
8.30 Outsourced Functional | Intersects With TPM-06 lsecurity roles and responsibilites for third-party providers. 8
; For specific requirement details, buy a licensed copy of the Focal Document at
o i 7018 Secure Develo
. pment 07 [Mechanisms exist to maintain a segmented development network to ensure
8.31 ‘test and production Functional | Intersects With e e lon A7 eeao amvnenont 5
environments
For specific requirement detalls, buy a licensed copy of the Focal Document at N o ; ‘
i 7018 IMechanisms exist to manage separate development, testing and operational
of Separation of Development,
lenvironments to reduce the risks of unauthorized access or changes to the
8.31 test and production Functional | Intersects With | Testing and Operational | - TDA-08lperational environment and to ensure no impact to production Technology s
|Assets, Applications and/or Services (TAAS).
For specific requirement detalls, buy a licensed copy of the Focal Document at
Public cloud PI protection |PS:/www.iso.org/standard/27018 . Compensating exist to identify and implement compensating countermeasures
8.314a) implementation guidance Functional | Intersects With Countermeasures RSK-06.2 15 reduce risk and exposure to threats. 5
For specifc requirement detalls buy a censed copy of the Focal Document at IMechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Public cloud PIl protection [Nttps://www.iso.org/standart . itn | Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
8.314a) implementation guidance Functional | Intersects With ‘Assessment (DPIA) RSK-10 |- d/or transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
53 Change For specific requirement detalls, buy a licensed copy of the Focal Document at Functional Subset of Change Management CHGo1 [Mechanisms exit o facltate the mplementation of a change management o
i 7018 Program lprogra
For specific requirement detalls, buy a licensed copy of the Focal Document at Configuration Change Mechanisms Sxstto govern the technical configuration change control
832 Change b 7018 Functional | Intersects With Control CHG-02 | ocesses. 8
For specific requirement details, buy a icensed copy of the Focal Document at HMecharisms eist 1o poropratly est and document propesed chanes n 2
8.32 Change i 7018 Functional | Intersects With | 15t Validate & Document | c6.05 5 |non-production efore changes are 8
lproduction environment.
For Specific requirement details, buy a licensed copy of the Focal Document at
Ihttpe./fwwww.jso.org/standard/2 7018 | secure bevelopment Life IMechanisms exist to ensure changes to Technology Assets, Applications
8.32 Change management Functional | Intersects With | SECUE DEIEIOPMENt LI | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
VS 9f lcontrolled through formal change control procedures.
For specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to require system developers and integrators to perform
832 Change i 7018 Functional | Intersects With | Developer Configuration TDA-14 during system design, development, 5
9 limplementation and operation.
533 Test For speciic requirement detals buy a icensed copy ofthe Focal Docurment at Functional | intersects with De-ldentification D23 [Hechanisms exstto anonymize data by removing Personal Data (PO from S
For specific requirement detalls, buy a licensed copy of the Focal Document at IMechanisms exist to approve, document and control the use of live data in
8.33 Test b Sors Functional | Intersects With Use of Live Data TOA10 e e e et 8
Protection of information | ctouryave e areemdmgyyory - oo CoPY of the Focal Document ot Statutory. Regulatory & IMechanisms exist to facilitate the identification and implementation of
Ittps://www.iso.org/standard/27018 i g -
834 lsystems during audit testing| P>/ 9 4 Functional Subset Of Contractual Compliance CPL-O1  |rolevant statutory, regulatory and contractual controls. 10

Secure Controls Framework (SCF)
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