Set Theory Relationship Mapping (STRM)

NIST IR 8477-Based Set Theory Relationship Mapping (STRM)

Reference document:
STRM Guidance:

Secure Controls Framework (:

SCF) version 2026.1

ISO/IEC 27701: 2025

rnzal Document:
ocument URL:
Publishad STRM UAL

701-2025.pdf

Secure Controls Framework (SCF)

Version 2026.1 x000a_03/27/2026

O/IEC 27701: 2025 (Privacy information management systems)
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FDE Name ment (FDE) Description SCF Control
fic requir i i 3 ] v 7 y "
1 Scope [For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 e — No Relationship NIA NIA NIA 0 INo applicable SCF control
N Normative references o7 SPECIC requIremEnt detas, buy a Tcensed copy of e Focal Document at: PLps: i s0 ora/slandara/Z7 701 | oo | e oo A A A o No applicabie SCF contro
3 Terms, definitions and _[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Functional SubsetOf | Standardized Terminology | SEA-02.1 :ldun(aeng%:g;t;;g;agn;zagrmiSts;"ndn:::aynamn:"pracess terminology to 0
[For specific requirement detai Ticen: Tthe Focal Document at: hitps://www 1s0.0rg/standard/27701 " - .
ontext of the organization unctional | No Relationship 0 applicable SCF control
a Context of th i or specific requirement details, buy a licensed copy of the Focal Document af ps://y iso.org/standard/2770: Functi | No Relationshi NIA NIA NiA 0 I licable SCF -
nderstanding (e[ SPECIC requrement Getals, uy a Tcensed copy of the Focal Document at: Ntpsi/Wiw 50 0rg/standard /27701 Sty Regaatory & IMechanisms exist to faciitate the Identification and implementation of
a1 orgam;as;snaar;\d":tgs coentext Functional Intersects With Cuanlurairt{fa\ ‘é%"‘""pl“’a’zce CPL-01 [relevant statutory, regulatory and contractual controls. 5
or Speciic requirement detals, buy a licensed Copy of the Focal Document at: NEps: /. 150, org/standar echanisms exist to define the context of ts business model and document
P i T details, buy a licensed copy of the Focal DY Tat https /standara27701 E— P Mech o define the context of 1ts b Gel and d T
a1 orgama N e et Functional | Intersects with [PSfining Business Context & - Goy.gg  [the organization's mission 5
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to define business processes with consideration for
security. compliance and resilience that determines:
(1) The resulting risk to organizational operations, assets, individuals and
Understanding the lother organizations; and
41 organization and its context Functional | Intersects With | Business Process Definition | PRM-06 |5, information protection needs arising from the defined business processes s
Jand revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[For specific requirement details, buy a licensed copy of the Focal Document at: hEtps://www.1s0.0rg/standard/27 701 [Mechanisms exist to identify and involve pertinent stakeholders of critical
Understanding the needs Stakeholder (dentification & [Technology Assets, Applications, Services andor Data (TAASD) to support
a2 expectations of Functional | Intersects With lor dentifc AST-012 [fne ongoing securé management of those assets. 8
interested parties
Understanding the needs |For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to define roles & forall
a2 and expectations of Functional | Intersects With Defined Rotes & HRS.03  |personnel. 8
interested parties Responsibiiities
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 exist to define business processes w\lh consideration for
|security, compliance and resilience that determine:
Understanding the needs (1) I resuling s o organzainal aperton, assets, individuals and
a2 ond expecttions of Functional | Itersects With | Business Process Defintion | PRu-06 [O31ETOONEROnSi and e defined business processes 8
P |and revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
Understanding the needs |FOr SPecific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the dentification and implementation of
4200 ons of Functonal | Intersects with | Stottory Resulsy & | o7 relevant Sttutony,requiatony and contractualcontro s
interested parties * !
For specific requirement details, buy a licensed copy of the Focal Document at: hitps:J/www.1so org/standard/27701 Mechartsms exist o defire business processes with cansideraion for
|security, compliance and resilience that determine
Understanding the needs “t;vlrh:r;?nul‘zha'l\gu:\fkat: organizational operations, asse(s, individuals and
426 ond expectations of Functional || Subset OF | Business Process Definiion | PRM-06 |G\ cakion protection needs aising from the defined business processes b
P land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
Understanding the needs [For Specific requirement detalls, buy a licensed copy of the Focal Document at: hitpsy/www 150.org/standard/27701 PR [Mechanisms exist to faciitate the Identification and implementation of
4.2(0) nd expectations of Functional | Itersects witn | SSutony Regulatery & | cpygy frelevant satutory.regulatory and contractualcontrols s
interested parties
FFor specific requirement details, buy a licensed copy of the Focal Document at: hLLps /Wi 150.0rg/Standard/27701 Fechantims existto e business processes wih consigeraion or
security, compliance and resilience that deterr
Unﬂers[andmg the needs (]L;h2r;?nu'\znar;‘go:‘lgka(:durqamza(mnaI uperalmnsv assets, individuals and
a2) nd expectations of Functional | Subset Of | Business Process Definiton | PRMA06 (G131 G Uretion needs aising from the defined business processes 1
P land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
or Speciiic requirement detals, buy a licensed copy of the Focal Document at: NEtps://WHw 150.0rg/standard’ iechanisms exist to faciitate the Identification and implementation of
Understanding the needs [For specific req Getals, buy a licensed copy of the Focal D Pitpsi/] glstandard/27701 PR Mech Tacilitate the identi dmpl g
4.2(c) and expectations of Functional | Intersects With | 2ot f:%‘,‘"aph“g(e CPLO1  [relevant statutory, regulatory and contractual controls. 8
interested parties
For specific requirement details, buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 [Mechanisms exist to define business processes with consideration for
security, compliance and resilience that determines
Understanding the needs (1) T fesuling ris organizaionl aperations, sses, ndicuss and
420 and expectations of Functional | Subset Of | Business Process Definition | PRMA06 (GG, Drection needs aising from the defined business processes 10
s land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150.0rg/Standard/27701 [Mechanisms exist to document and validate the scope of security,
Determining the scope of |compliance and resilience controls that are determined to meet statutory,
43 the privacy information Functional Subset Of Compliance Scope CPLOL2  |regulatory andior contractual compliance obligations, 10
management system
FFor specific requirement details, buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 Wechanims ot To Tt th Implemertation ond operaton o data
Privacy information lrotection controls throughout the data lifecycle to ensure all for
44 management system Functional Subset Of Data Privacy Program PRLOL [Berconal Data (PD) are processed tawfully, farty and fransparenty. 10
5 [r— For speciic requirement detals, buy a Icensed copy of e Focal Document at: PEps: /i so.ora/standara 27701 | pon o e o o o A o o spplicabie SCF contro
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150 0rg/standard/27701 o Compamce & [Mechanisms exist to facilitate the Implementation of securlty, compliance
51 [Leadership and commitment] Functional Subset Of | o SSEUTY: P:}’;‘r"a;’zg‘ém GOV-01  [and resilience governance controls. 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to align security, compliance and resilience capabilities’
Steering Committee & with business requirements through a steering committee or advisory board,
5.1 lLeadership and commitment] Functional | Intersects With hi GOV-01.1  |comprised of key cybersecurity, data protection and business executives, B
Program Oversight
\which meets formally and on a regular basis.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150.0rg/standard/27701 [Mechanisms exist to provide governance oversight reporting and
Status Reporting To recommendations to those entrusted to m cutive decisions about
51 Leadership and commitment| Functional | Intersects With Soverning Body GOV-01.2  |matters considered material to the organization's Security, Compliance & 5
IResilience Program (SCRP)
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 [Mechanisms exist o commit appropriate resources needed for continual
provement of the organization's Security, Compliance & Resilience
IProgram (SCRP), including:
Commitment To Cmmnua\ (1) 3
51 |Leadership and commitment| Functional Intersects With Improvemer GOV-01.3 (2) Budget; 5
((3) Processes; and
(2) Technologies.
FFor specific requirement details buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 [Mechanisms exist to establish, maintain and disseminate polices, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilties.
51 Leadership and Functional | Intersects With | Compliance & Resilience |  GOV-02 5
Documentation
For specific requirement details buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 eaned seeorm [Mechanisms exist to assign one or more qualiied individuals with the mission|
ssigned Securiy, Jand resources to centrally-manage, coordinate, develop, implement and
Responsibilities (SCRe.
FFor specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 0rg/Standard/27701 ecanisme it anfore o accountably stuctu so Tt appropTate
Stakeholder Accountabilt teams and individuals are empowered, responsible and trained for mapping,
51 Leadership and commitment| Functional | Intersects With Structure Y| 60v:04.1 | measuring and manading Technology Assets, Appiications, Services andfor s
Data (TAASD)-related risks.
For specifc requirement detail, buy a licensed copy of the Focal Document at: hitps:J/www.1so org/standard/27701 Business As Usual (BAU) [Mechanisms exist to incorporate securlty, compliance and resilience
5.1 |Leadership and commitment| Functional Intersects With | Security, Compliance & GOV-14 Pﬂ':'b'ﬁs into l?MS‘V\ESS As Usual (BAU) practices through executive 5
Resilience Practices leadership involvement
For specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 0rg/Standard/27701 S P— [Mechanisms exist to compel data and/or process owners to operationalize
perationalizing Security, |security, compliance and resilience practices for each Technology Asset,
51 Leadership and commitment| Functonal | Inersects Wi | Compiance & Resilence’ | - Gov-15 [Application andior Service (TAS) under their control d s
apabllities
For specific requirement details, buy a licensed copy of the Focal Document at: hitps:J/www.Jso org/standard/27701 hanisms exist to facilitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
5.1 Leadership and commitment] Functional | Intersects With | Data Privacy Program PRIOL  [personal Data (PD) are processed lawfully, fairly and transparently. 8
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
|with the authority, mission, accountability and resources to coordinate,
51 Leadership and commitment| Functional | Intersects With | Chief Privacy Officer (CPO) |  PRI01.1  [develop and implement, applicable data privacy requirements and manage s
data privacy risks through the organization-wide data privacy program.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150.0rg/Standard/27701 [Mechanisms exist to establish, maintain and disseminate polices, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilites.
5.2 Privacy policy Functional Subset Of Compliance & Resilience GOV-02 10
Documentation
FFor specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 PR [Mechanisms exist to establish, maintain and disseminate polices, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilites.
5.2(a) Privacy policy Functional Subset Of Compliance & Resilience GOv-02 P i P P 10
Documentation
FFor specific requirement details buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 PR [Mechanisms exist to establish, maintain and disseminate polices, standards
ublishing Security, and procedures necessary for secure, compliant and resilient capabilties.
5.2(b) Privacy policy Functional Subset Of Compliance & Resilience GOV-02 P i P P 10
Documentation
FFor specific requrement Getails, buy 3 licensed copy of the Focal Document at: Rttps //www 150 Org/standard/27701 [Mechanisms exist to establish, maintain and disseminate polices, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilties.
5.2(0 Privacy policy Functional SubsetOf | Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to establish, maintain and disseminate policies, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
5.2(0) Privacy policy Functional SubsetOf | Compliance & Resilience | GOV-02 10
Documentation
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to assign one or more qualified individuals with the mission|
Roles, responsibilties and Assigned Security. land resources to centrally-manage, coordinate, develop, implement and
53 Sothorities Functional | Intersects With | Compliance & Resilience | GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 8
Responsiilties (Scre,
53 Roles, rii?zgrslltl:!;ues and [For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Functional Intersects With Defined Roles & HRS-03 :;I:r(;(‘:?\':v:\ms exist to define roles & for all 8
[For specific requirement details, buy a licensed copy of the Focal Document at: hitps://www.is0.0rg/standard/27701 chanisms exist to appoints a Chief Privacy Officer (CPO) or similar role,
' " it the authory, mislon,accountablty and resourcesto coorinate,
Roles, responsibilities and |[develop and implement, applicable data privacy re ents and manage
53 Functional Intersects With | Chief Privacy Officer (CPO) PRI-01.1 8
authorities Y ¢ d |data privacy nsks through the organization-wide data nnva(y program.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Ass a5 i [Mechanisms exist to assign one or more qualified mdwlduals wmn the ‘mission|
Roles, responsibilities and signed Security, land resources to centrally-manage, coordinate, develop, implement and
5.3(a) Ehonties Functional | Intersects With | Compliance & Resilience GOV-04  Imaintain an enterprise-wide Security, Compliance & Resiince Program 8
Responsibilities |(SCRP).
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150.0rg/Standard/27701 [Mechanisms exist to enforce an accountability structure so that appropriate
Role, responaoiesan Stakeholder Accountabilt lteams and individuals are empowered, responsible and trained for mapping,
53(a) it Functional | Intersects With Y| 60V-04.1 |measurin anaging Technology Assets, Applications, Services and/or 8
authori Structure
Data (TAASD)-related risks.
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 Fechaniams exst to provide governance oversgt reparing and
Roles, responsibilties and Status Reporting To hose entruste ecutive decisions about
5.3(0) Suthorities Functional Subset Of Soverning Body GOV-01.2 [T Ciers coneidered makerial to e organisation's securty: Compiance & 10
IResilience Program (SCRP)
" pr— For Speciic requirement detas, buy a censed copy of e Focal Document at: PLps: /i s0 ora/slandara/Z7 701 | —por e e o A A A 5 No spplicabie SCF contro
o1 [Actions to address risks and [For specific requirement details, buy a licensed copy of the Focal Document at: https://wwW.iso.org/standard/27701 Functional | [No Relationship A A D o INo applicable SCF control
611 General [For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Functional | Intersects with |PeANINg smr::z Context&]  couos ::;c;ra;a-ir‘v;;?;r-‘s;zr:l:sgze the context of its business model and document 5
FFor specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150.0rg/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
rotection controls throughout the data lifecycle to ensure all forms of
6.1.1 General Functional Subset Of Data Privacy Program PRI01  personal Data (PD) are processed lawfully, fairly and transparently. 10
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Rationale Sy ) Control Description
For specific requirement detals, buy @ licensed copy of the Focal Document at: https://www.iso.org/standard/27701 IMechanisms exist to identify critical system components and functions by
Security, Compliance & lperforming a criticality analysis for critical Technology Assets, Applications
611 General Functional | Intersects With | Resilience Requirements | PRM-05  |ondjor Services (TAAS) at pre-defined decision pointe in the Secure 8
ition IDevelopment Life Cycle (SDLC).
For specific requrement details buy a licensed copy of the Focal Document at: Rttps//waw 150 Org/standard/27701 Mechertsms existto defire business processes with cansideraion for
|security, compliance and resilience that determine:
(1) The resulting risk to organizational operations, asse(s individuals and
lother organizations; and
611 General Functional | Intersects With | Business Process Definiion|  PRM-06 |011eTOIRNERONSANS e Gefined business processes 8
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
[For specific requirement details, buy a licensed copy of the Focal Document at: Rttps//waw 150 org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
6116 General Functional Subset Of Data Privacy Program PRI-0L |personal Data (PD) are processed lawully, fairly and transparently. 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
6.1.1(b) General Functional Subset Of Data Privacy Program PRIOL  [personal Data (PD) are processed lawfully, fairly and transparently. 10
612 Privacy risk assessment [For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Functional Subset Of Risk Management Program RSK-01 :I:;rt\:glvis(rg‘snesfst to facilitate the implementation of strategic, operational 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
612 Privacy risk assessment Functional | Intersects with | 0548 BOoC o0 T RSK-10 |andjor transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk
Imonitoring;
(2) Constraints affecting risk assessments, risk response and risk monitoring;
61.2(a) Privacy risk assessment Functional | Intersects With Risk Framing RSK-011  |(3) The organizational risk tolerance; and 8
() Priorities, benefits and trade-offs considered by the organization for
Imanaging ris
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DP\A} on
Data Protection Impact [Technology Assets, Applications andj/or Services (TAAS) that store, pror
6.12() Privacy risk assessment Functional Subset Of PR RSK-10  [andor transmit Personal Data (PD) t6 identiy and remediate reasonably- - 10
lexpected risks.
12000 Privacy risk assessmant | SPECIIC FEGUITEment detais, buy a licensed copy of the Focal Document at: Ntps:/www =0.0r0/standaraZ7 701 | oo ik Tolerance Rsico13[pecherians STt Gefne arganzatona K lrance, e specied ange S
FFor specific requrement details, buy a licensed copy of the Focal Document at: Rttps//waw 150 org/standard/27701 [Mechanisms exist to define organizational risk threshold, the level of risk
6.12)(1) Privacy risk assessment Functional | Intersects With Risk Threshold RSK-01.4  [exposure above which risks are addressed and below which risks may be 5
ccepted
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: htps://www.1so.org/standard/27701 [Mechanisms exist to define organizational Fisk appetite, the degree of
6.12)(1) Privacy risk assessment Functional | Intersects With Risk Appetite RSK-0L5  |uncertainty the organization s willing to accept in anticipation of a reward 5
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: hitps//www.1s0.org/standard/27701 Mechariins &xst fo onduct 3 Data Protecton Impact Assessrient (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.12)(1) Privacy risk assessment Functional Subset Of Aasossment (DPIA) RSK10 [angjor transmit Personal bata (PD) o Identiy and femediate reasonatly 10
lexpected risks.
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: hitps://www.iso.org/standard/27701 I N [Mechanisms exist to implement a risk assessment methodology to ensure
6.1.2(a)(2) Privacy risk assessment Functional | Intersects With i RSK-04.2  [coverage for organizational components relevant for secure, compliant ant 8
tethodology resilient operations.
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps//www.1s0.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.12()(2) Privacy risk assessment Functional Subset Of roseoament (oA} RSK-10 |and/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(b) Privacy risk assessment Functional Subset O ‘Acsesament (DPIA) RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
FFor specific requirement detar Ticen: Tthe Focal Document at: hitps://www.1so.org/standard/27701 [Mechanisms exist to identify and document sk, both Internal and external
6.1.2(0) Privacy risk assessment or specific requirement details, buy a licensed copy of the Focal Document af ps://y iso.org/standard/2770: Functional Intersects With Risk Identification RSK-03 lechanisms exist to identify and document risks, bo! ernal and external 8
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: hitps//www.1s0.org/standard/27701 Mechaniins exst to onduct 3 Dats Protecton [mpact Assessrient P on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(0) Privacy risk assessment Functional Subset Of rsessmont (DM RSKI0 fonlor transmic Pereonal Data (PD) 6 entfy and remediate resconably. 10
lexpected ri
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps://www.1s0.0rg/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(c)(1) Privacy risk assessment Functional Subset Of Aasossment (DPIA) RSK-10  land/or transmit Personal Data (PD) to identify and remediate reasonably. 10
lexpected risks.
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: htps://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(c)(2) Privacy risk assessment Functional Subset O “Assossment (DPIA) RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
FFor specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 0rg/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(d) Privacy risk assessment Functional Subset Of “Assessment. mp.i, RSK-10 landjor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(d)(1) Privacy risk assessment Functional Subset Of “Acsessment (DPIA) RSK-10  landjor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DP\A} on
Data Protection Impact [Technology Assets, Applications andj/or Services (TAAS) that store, pror
6.12d)(2) Privacy risk assessment Functional Subset Of ‘Acsessment (DPIA) RSK-10  [ang/or transmi Personal Data (PD) o identiy and remediate reasonably. 10
lexpected risks.
[For speciic requirement detalls, buy a licensed Copy of the Focal Document at: hitps/www.1s0 org/standard/27701 Mechanims et fo ently and assign Tk FanKing o newly dcovered
61.2(0)(3) Privacy risk assessment Functional | Intersects With Risk Ranking RSK-05  [security vulnerabilities that is based on industry-recognized practices s
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications andjor Services (TAAS) that store, process
6.1.2(d)(3) Privacy risk assessment Functional Subset Of ‘Assessment (DPIA) RSK-10  landjor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
[For speciic requirement detalls, buy a licensed Copy of the Focal Document at: hitps//www.1s0 org/standard/27701 [Mechanisms exst to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
6.1.2(e) Privacy risk assessment Functional | Intersects With Risk Assessment. Rsk-04  |disruption, modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TA
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps://www.1s0.0rg/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [echnology Asses, Appifcations andior Services (TAAS) that store, process
6.1.2(e) Privacy risk assessment Functional Subset Of “Asossment (DPIA) RSK-10 |andor transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: hitps://www.1so.org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.1.2(e)(1) Privacy risk assessment Functional Subset Of “Assossment (DPIA) RSK-10  |and/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to categorize Technology Assets, Applications, Services
|and/or Data (TAASD) in accordance with applicable laws, regulations and
(ontra(tual obligations that:
Risk-Based Security N 1 nt the securiy categorizaion resuls (including supporting
6.1.2(e)(2) Privacy risk assessment Functional | Intersects With Categorization RSK-02 mma‘e“ T the seccrty plan or systems 8
(2) Ensure the securty categorization decision I reviewed and approved by
the asset ow
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 hanisms exist to prioritize the impact level for Technology Assets,
6.1.2(e)(2) Privacy risk assessment Functional | Intersects With | Impact-Level Prioritization | RSK-02.1  [Applications and/or Services (TAAS) to prevent potential disruptions. 8
s12000 orvacy risk assessment_[FOT SPECITC FeqUITEmEnt detals, buy a lcensed copy of the Focal Document at: ntps:/www Tso ora/standara 27701 | ¢ oo oo ok Remediation 06 Mechanisms exist to remediate risks to an acceptable level A
[For speciic requirement detalls, buy a licensed Copy of the Focal Document at: hitps//www.1s0 org/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
6.12()(2) Privacy risk assessment Functional Subset Of Aasessmant (DMay RSK-10 |and/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
o1 privacy risk treatment _|[o" SPECIIC FEqUIremEnt Getais, buy a lensed copy of the Focal Document at: itps /v 50 org/sandara 27701 | oo e S Ak Remediation 06 Mechanisms exist to remediate risks to an acceptable level A
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to ensure proper risk response actions were performed to
613 Privacy risk treatment Functional | Intersects With Risk Response RsK-06.1 |remediate findings from security, compliance andor resilience-related: 5
1) Assessments;
[For specific requrement details, buy a licensed copy of the Focal Document at: Rttps//waw 150 org/standard/27701 Compensating i €5t To Wertiy and Implement compensating countermeasures
613 Privacy risk treatment Functional | Intersects With - RSK06.2 |fa e o thre B
o130 privacy sk teatment _|[o" SPECIIC FEqUIremEnt GEtals, buy a eensed copy of the Focal Document at: Ntps /W 50 0rg/Sandarai27701 | oo ol Rk Treatment Options | RsK06.3 |//echanisme exist 1o select appmpnate TisK treatment options, based on o
pplicable risk assessment f
i 7 T 7 i ¥
6130 privacy risk treatment | SPECIIC requirement detals, buy a licensed copy of the Focal Document at: Nttps://Wiwi50.0rg/standard/27 701 Functional Subset Of Risk Remediation RSk |Mechanisms exist to rememate nsks to an acceptable level 0
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: hitps://www.iso.org/standard/27701 econty, Compiance & Mechanisms exist to faciitate the implementation of security, compliance
ecurity, Compliance ¥ nd resilience governance controf:
61300 Privacy risk treatment Functional Subsetor | paseunty: Complonce )| Gov-01  fand resiience governance controls. 10
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps://www.1s0.0rg/standard/27701 [Mechanisms exist to establish, maintain and dlsseminate policies, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabiliies.
61300 Privacy risk treatment Functional | Intersects With | Compliance & Resilience | GOV-02 s
Documentation
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: hitps://www.iso.org/standard/27701 [Mechanisms exist to establish control objectives as the basis for the
6.1.3(d) Privacy risk treatment Functional Subset Of Define Control Objectives GOV-09  [selection, and of the org: internal 10
|security, compliance and resilience control system.
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps//www.1s0.0rg/standard/27701 Statement of Appiicability Mecharims exs f produce a Satement of Appcabily (SOR), o sllr
6.13(e) Privacy risk treatment Functional Subset Of o CPLIZ  [loriment for complianeenreiated scopimg actvs 10
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
61300 Privacy risk treatment Functional SubsetOf | Risk Treatment Plan (RTP) | RsK-06.4  stakeholders will utilize to remediate identified risks according to a defined 10
limeline.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
6.13(0) Privacy risk treatment Functional SubsetOf | Risk Treatment Plan (RTP) | RsK-06.4  [stakeholders willutilize to remediate identified risks according o a defined 10
imeline.
FFor specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 org/standard/27701 hanisms exist to faciitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
6.1.3(h) Privacy risk treatment Functional | Intersects With |  Data Privacy Program PRI01  |personal Data (PD) are processed lawfully, fairly and transparently. 8
i requir 7 [ 3 T T 7 Mechanisms ext m T T
613 privacy risk treatment | SPECITC requirement detats, buy 3 licensed copy of the Focal Document at: NEtps://wiw 50.0rg/standard/27 701 Functional | Intersects With | Third-Party Management | TPM-01 mcﬁ;:zr;'sﬂmeilcx o facitate the implementation of fird-party s
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: htps://www.1s0.org/standard/27701 [Mechanisms exist to require contractual requirements for applicable security,
Third-Party Contract lcompliance and resilience requirements with third-parties, reflecting the
6.1.3(h) Privacy risk treatment Functional | Intersects With Requirements TPM-0SJorganization's needs to protect its Technology Assets, Applications, Services 8
land/or Data (TAASD).
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: htps://www.iso.org/standard/27701 Contract Frow [Mechanisms exist to ensure applicable security, Compliance and resience
6.1.3(h) Privacy risk treatment Functional | Intersects With e et TPM-05.2 |requirements are included in contracts that flow-down to applicable sub- 5
equirements lcontractors and suppliers.
FFor speciic requirement detalls, buy a licensed copy of the Focal Document at: hitps//www.1s0.0rg/standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
Privacy objectives and lprotection controls throughout the data lifecycle to ensure all forms of
62 planning to achieve them Functional Subset Of Data Privacy Program PRIOL Ipersonal Data (PD) are processed lawfully, fairly and transparently. 10
FFor specific requirement detalls, buy a licensed copy of the Focal Document at: hitps://www.1so.org/standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
Privacy objectives and lrotection controls throughout the data lfecycle to ensure all forms of
6.2(a) planning to achieve them Functional Subset Of Data Privacy Program PRI-01  |personal Data (PD) are processed lawfully, fairly and transparently. 10
FFor specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
Privacy objectives and lprotection controls throughout the data lifecycle to ensure all forms of
6.2(b) planning to achieve them Functional Subset O Data Privacy Program PRI-01  |personal Data (PD) are processed lawfully, fairly and transparently. 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the implementation and operation ol dala
Privacy objectives and Iprotection controls throughout the data lifecycle to ensure all form:
62(c) planning to achieve them Functional Subset Of Data Privacy Program PRIOL  |Barsonal Data (PD) are processed lawfully. fairly and transparently. 10
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Secure Controls Framework (SCF)
Control De: ion

STRM
Rationale

rol Descri
For specific requirement detals, buy @ licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
Privacy objectives and [protection controls throughout the data lifecycle to ensure all forms of
6.2(d) planning to achieve them Functional Subset Of Data Privacy Program PRI-01  lpersonal Data (PD) are processed lawfully, fairly and transparently. 10
For specific requrement details buy a licensed copy of the Focal Document at: Rttps//waw 150 Org/standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
Privacy objectives and Iprotection controls throughout the data lifecycle to ensure all forms of
6.2(e) planning to achieve them Functional Subset OF Data Privacy Program PRI-01  |personal Data (PD) are processed lawfully, fairly and transparently. 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to:
|(1) Ensure that the public has access to information about organizational
data privacy activities and can communicate with its Chief Privacy Officer
|(CPO) or similar role;
(2) Ensure that organizational data privacy practices are publicly available
through organizational websites or document repositories;
Privacy objectives and Dissemination of Data ’ (3) Utilize publicly facing email addresses and/or phone lines to enable the
6.2(e) planning to achieve them Functional | Intersects With |ory o 0G0t ntormation|  PR-OL3 |5l to provide feedback and/or direct qucstions to data privacy ofice(®) 8
regarding data privacy practices; and
(4) Inform data subjects when changes are made to the privacy notice and
the nature of such changes
FFor speciic requirement detalls, buy a licensed Copy of the Focal Document at: hitps//www.1s0.org/standard/27701 [Mechanisms exist to faciiate the implementation and operation of data
Privacy objectives and rotection controls throughou the data lifecycle to ensure all forms of
6.2(0 planning to achieve them Functional Subset Of Data Privacy Program PRIOL  |personal Data (PD) are processed lawfully, fairly and transparently 10
For specific requirement details buy a licensed copy of the Focal Document at: hiLps /Wi 150.0rg/Standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
Privacy objectives and rotection controls throughou the data lifecycle to ensure all forms of
6.2(g) planning to achieve them Functional Subset Of Data Privacy Program PRIO1  |personal Data (PD) are processed lawfully, fairly and transparently. 10
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
lprotection controls throughout the data lifecycle to ensure all forms of
63 Planning of changes Functional Subset OF Data Privacy Program PRIOL  |personal Data (PD) are processed lawfully, fairly and transparently. 10
[For specific requirement detai Ticen: Tthe Focal Document at: hitps://www 1s0.rg/standard/27701 .
7 Support. or specific requirement details, buy a licensed copy of the Focal Document af ps://y iso.org/standard/2770: No Relations| N/A NIA NIA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
rotection controls throughout the data lifecycle to ensure all forms of
71 Resources Functional Subset Of Data Privacy Program PRIOL  |parsonal Data (PD) are processed lawfully, farly and transparently. 10
For specific requirement details, buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 st to facilitate the Implementation of [6S0UTCE pIanning
Security, Compliance & lcontrols that provide a portfolio management approach to achieve security,
71 Resources Functional | Intersects With | Resilience Protection PRM-O1  |compiiance and resilience objectives s
Portfolio Management
FFor specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 org/Standard/27701 [Mechanisms exist to address all capltal planing and Investment requests,
Security, Compliance & including the resources needed to implement the Security, Compliance
71 Resources. Functional | Intersects With Resilience Resource PRM-02  [Resilience Program (SCRP) and document all exceptions to this requirement. 5
Management
[For specific requirement detai Ticen: Tthe Focal Document at: hitps://www 1s0.org/standard/27701 man Resour i [Mechanisms exist to faciitate the Implementation of personnel securit
72 Competence ‘or specific requirement details, buy a licensed copy of the Focal Document af ps://y iso.org/standard/2770: Functional Subset Of Human Resources Security HRS-01 c::(r:\ isms exist to facilitate the implementation of personnel security 10
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 Fechanisme exst to ensure tat al securty-reated postions are sared by
Competency Reguirements lqualified individuals who have the necessary skl s
72 Competence Functional | Intersects With | for Security-Related HRS-03.2 s
ositions
For specific requirement details, buy a licensed copy of the Focal Document at: hiLps /Wi 150.0rg/Standard/27701 [Mechanisms exist to provide role-based securlty, compliance and resience-
related training:
Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
72 Competence Functional Intersects With | Compliance & Resilience SAT-03 ((2) When required by system changes; and 5
Training ((3) Annually thereafter.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150 0rg/Standard/27701 Mechanisms exist to ensure securfty, compiiance and resilience personnel
Continuing Professional receive Continuing Professional Education (CPE) training to maintain currency|
nct 1t | Education (CPE) - security, y Jand proficiency with industry-recognized secure practices that are pertinent
72 Competence Functional | Intersects With | “corpliance & Resilience | SAT037 |6t assigned roles and responsibilties. s
Personnel
B Fo— For specinc requirement detals, buy a icensed capy of the Focal Dacument at: Ntps J/www 5o org/standara27701 | po— [~~~ Defined Roles & Wrsas oo et to define Toles & Toral N
[For speciic requirement detalls, buy a licensed Copy of the Focal Document at: hitps//www.1s0. org/standard/27701 [Mechanisms exist to com With Users about their roles and
73 Awareness Functional | Intersects With User Awareness HRS-03.1 T s ey s ane. s
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps//www 150 Org/standard/27701 [Mechanisms exist to ensure that indviduals accessing a system that stores
Roles With Special transmits or processes information requiring special protection satisfy
73 Awareness Functional | Intersects With Protection Mencoras HRS-04.1 lorganization-defined personnel screening criteria, 8
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to formally educate authorized users on proper data
73 Awareness Functional Intersects With Formal Indoctrination HRS-04.2 [handling practices for all the relevant types of data to which they have 8
FFor specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 0rg/standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
74 Communication Functional Subset Of Data Privacy Program PRI01 [personal Data (PD) are processed lawfully, fairly and transparently. 0
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to:
|(1) Ensure that the public has access to information about organizational
data privacy activities and can communicate with its Chief Privacy Officer
|(CPO) or similar role;
(2) Ensure that organizational data privacy practices are publicly available
through organizational websites or document repositories;
Dissemination of Data ’ (3) Utilize publicly facing email addresses and/or phone lines to enable the
74 Communication Functional Intersects With |Privacy Program Information| PRI-01.3 |public to provide feedback and/or direct questions to data privacy office(s) s
regarding data privacy practices; anc
(4) Inform data subjects when changes are made to the privacy notice and
the nature of such changes.
s Docamented information |97 PECTIC FeGUITEmnt Getals, Buy a eensed copy of the Focal Document ot Rips: =0 orarstandard 27701 | po o et o A A A 5 No applicable SCF contro
[For specific requirement details, buy a licensed copy of the Focal Document at: hitps://www.iso.0rg/standard/27701 [Mechanisms exist to facilitate the implementation of security, compliance
751 General Functional | ntersects with | S0, Complance & | Gov.o1  [and resiience governance controls. s
FFor specific requirement Getails, buy 3 licensed copy of the Focal Document at: Rttps //waw 150 Org/standard/27701 [Mechanisms exist to faciitate the implementation and operation of data
lprotection controls throughout the data lifecycle to ensure all forms of
751 General Functional Subset Of Data Privacy Program PRI01 |personal Data (PD) are processed lawfully, fairly and transparently. 0
[For specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 Org/standard/27701 [Mechanisms exist to facilitate the implementation and operation of data
|protection controls throughout the data lifecycle to ensure all forms of
7.5.1(a) General Functional Subset Of Data Privacy Program PRI-0L  |personal Data (PD) are processed lawtully, fairly and transparently. 10
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to establish, maintain and disseminate policies, standards
Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
7.5.1(b) General Functional Intersects With | Compliance & Resilience GOV-02 8
Documentation
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to facilitate the implementation and operation o' data
lrotection controls throughou the data lifecycle to ensure all for
75.1(0) General Functional Subset Of Data Privacy Program PRIOL  [Personal Data (PD) are processed lawfully. faily and transparently. 10
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150.0rg/Standard/27701 Mechanisms exist to establish, mantain and disseminate pofices, standards
Creating and updating Publishing Security, land procedures necessary for secure, compliant and resilient capabilites.
752 dorunented kiformation Functional Intersects With | Compliance & Resilience GOV-02 8
Documentation
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/Standard/27701 Wechanims exist fo aciliate he implemertation and operaion o dta
Creating and updating lrotection cantrols throughou the data lifecycle to ensure all for
752 documented information Functional Subset Of Data Privacy Program PRI-01 Personal Data (PD) are processed lawfully, fairly and transparemly 10
FFor specific requirement details buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 [Mechanisms exist to establish, maintain and disseminate polices, standards
Control of documented Publishing Security, land procedures necessary for secure, compliant and resilient capabiliies.
753 ol of docum Functional | Intersects With | Compliance & Resilience |  GOV-02 s
Documentation
FFor specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 0rg/Standard/27701 Wechanisms et To Taclte the Implemertatin ond operaton o data
Control of documented lrotection controls throughout the data lifecycle to ensure all for
753 nformation Functional Subset OF Data Privacy Program PRI-01  personal Data (PD) are pmcesseﬂ awfully, fairly and transparently. 10
[For specific requrement details, buy a licensed copy of the Focal Document at: Rttps//waw 150 org/standard/27701 [Mechanisms exist &
|(1) Ensure that the public has access to information about organizational
|data privacy aclwmes and can communicate with its Chief Privacy Officer
|(CPO) or similar
(2) Ensure that organizational data privacy practices are publicty avaasle
through organizational websites or document reposito
Control of documented Dissemination of Data |(3) Utilize publicly facing email addresses and/or phane hnes to enable the
7:5.3() information Functional Subset Of priyacy program Information| PR3 Igublic to provide feedback and/or direct questions to data privacy office(s) 10
regarding data prlva(‘/ practices; and
|(4) Inform data subjects when changes are made to the privacy notice and
the nature of such changes.
7.5.3(0) Contolof documented _For pecifc requlrement Getai. buy 3 lcensed Copy of the Focal Document at:ps:/w 10 orgstandardi 27701 Functional | Intersects with Data Protection D01 |Mechanisms exist to facilitate the implementation of data profection controls| B
Control of documented _|For specific requirement details, buy a licensed copy of the Focal Document at: hitps://www.is0.0rg/standard/27701 Sensitive / Regulated Data [Mechanisms exist to protect sensitive/regulated data wherever it is
7.5.3(6) o Functional | Intersects With Broteckion DCH012 U andlor stored 5
" operation For Speciic requirement detas, buy 3 censed copy of e Focal Document at: Ntps: /v =0 oro/standara/Z7 701 | —pon o e oo A A A 5 No applicabie SCF contro
[For specific requirement details, buy a licensed copy of the Focal Document at: hitps://www.iso.org/standard/27701 lechanisms exist to identify and document Standardized Operating
81 Operational planning and Functional Subset O Standardized Operating | pg g1 1 Procedures (S0P, orsimilar documentation, to enable the proper execution 10
control Procedures (SOP) of day-to-day / assigned tas
[For specific requrement details, buy a licensed copy of the Focal Document at: Rttps//www 150 0rg/standard/27701 [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
82 Privacy risk assessment Functional Subset Of resesamont (DPIA) RSK-10 fand/or transmit Personal Data (PD) to identify and remediate reasonably- 10
lexpected risks.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
83 Privacy risk treatment Functional | Intersects With | Risk Treatment Plan (RTP) | RSK-06.4 will utilize to remediate identified risks according to a defined 5
fimeline.
[For specific requirement detai Ticen: Tthe Focal Document at: hitps://www 1s0.0rg/standard/27701
9 Performance evaluation | O SPecific requireme! details, buy a licensed copy of the Focal Document af psi/i so.org/standard/2770 No Relations N/A N/A N/A 0 INo applicable SCF control
- . [For speciic equirement detals, buy a licensed copy of the Focal Document at: Rtps: Wi 150, org/standara/27 701 [Mechanisms exist to develop, report and monitor Security, Compliance &
onitoring, measurement, .05 [Resilience Program (SCRP) measures of performance.
91 O e emen Functional SubsetOf | Measures of Performance |  GOV-05 gram (SCRP) P 10
. J—— For Specinc requirement detas, uy 3 censed copy of e Focal Document at: tps /v =0 oro/standara/Z7 701 | —pon e e oo A A A 5 No applicable SCF contro
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to implement an internal audit function that \5 capable of
|providing senior organization management with insights into tt
921 General Functional Subset Of Internal Audit Function CPL-02.1  lappropriateness of the organization's technology and mformatvun 10
lgovernance processes
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to implement an internal audit function that \5 capable of
lroviding senior organization management with insights into t
9.2.1() General Functional SubsetOf | Internal Audit Function | CPLO2.1 | e o e e e 10
lgovernance processes.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to implement an internal audit function that \5 capable of
lroviding senior organization management with insights into t
9.2.1(b) General Functional Subset Of Internal Audit Function CPL02.1 [appropriateness of the organization's technology and mm,mm,\ 10
lgovernance processes.
[For speciic requirement detalls, buy a licensed copy of the Focal Document at: hitps/www.1s0.org/standard/27701 Security, Compliance & Mechanisms exist to provide a security, compliance and resiience controls
922 Internal audit programme Functional Subset Of Resilience Controls CPLO2  [oversight function that reports to the organization's executive leadership. 10
Oversight
[For specific requirement details, buy a licensed copy of the Focal Document at: hitps://www.iso.org/standard/27701 [Mechanisms exist to conduct periodic audits of security, compliance and
922 Internal audit programme Functional | Intersects With Periodic Audits CPL02.2  [resilience controls to evaluate conformity with the organization's 8
ldocumented policies, standards and procedures.
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Sy ) Control Description
For specific requirement details, buy a licensed copy of the Focal Document at: https://www. so.org/standard/27701 Security, Compliance & IMechanisms exist to provide a security, compliance and resilience controls.
9.2.2(a) Internal audit programme Functional Subset Of Resilience Controls CPL02  |oversight function that reports to the organization's executive leadership. 10
versig|
For specific requirement details buy a licensed copy of the Focal Document at: hiLps /Wi 150 0rg/Standard/27701 Security, Compliance & [Mechanisms exist to provide a security, compliance and resfience controls
9.22(0) Internal audit programme Functional Subset Of Resilience Controls CPL02  [oversight function that reports to the organization's executive leadership. 10
Oversight
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150.0rg/Standard/27701 “Security, Compliance & Mechanisms exist Lo provide a security, compliance and resfience controls
9.2.2(0) Internal audit programme Functional Subset Of esilience Controls CPLO2  [oversight function that reports to the organization's executive leadership. 10
Oversight
s Management review [FOT SPeCTE FEQUTEMENt GeTals buy 5 censed copy of the Focal Document at: Ntps ww fs0 0rg SEnGra/ 27701 | e e oo A A A 5 No applicable SCF contro
For specifc requirement detail, buy a licensed copy of the Focal Document at: hitps:J/www.Jso org/standard/27701 Mechanisms exist to align security, compliance and resilience capabilities
Steering Committee & lwith business requirements through a steering committee or advisory board,
931 General Functional Subset Of m,gm ‘Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, 10
which meets formally and on a regular basis.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to provide governance oversight reporting and
Status Reporting To Irecommendations to those entrusted to make executive decisions about
931 General Functional | Intersects With Governing Body GOV-01.2  |matters considered material to the organization's Security, Compliance & 8
Resilience Program (SCRP)
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to align security, compliance and resilience capabilities’
Steering Committee & with business requirements through a steering committee or advisory board,
932 Management review inputs Functional Subset Of FRERP Y GOV-0L1  [comprised of key cybersecuriy, data protection and business executives, 10
lwhich meets formally and on a regular basis.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150.0rg/standard/27701 Mechanisms exist to align security, compliance and resiience capabiiies
Steering Committee & with business requirements through a steering committee or advisory board,
932() Management review inputs Functional Subset Of Srogram Oversignt GOV-0L1 fcomprised of key cybersecurity, data protection and business executives, 10
\which meets formally and on a regular basis.
For specific requirement details, buy a licensed copy of the Focal Document at: RiLps /Wi 150 0rg/standard/27701 Mechanisms exist to align securlty, compliance and resiience capabiiies
Steering Committee & with business requirements through a steering committee or advisory board,
9.32(0) Management review inputs Functional Subset Of Srogramm oversiant GOV-OL1  fcomprised of key cybersecurity, data protection and business executives, 10
\which meets formally and on a regular basis.
For specific requirement details buy a licensed copy of the Focal Document at: hitps /Wi 150 0rg/Standard/27701 Mechanisms exist to align securlty, compliance and resilience capabiities
Steering Committee & with business requirements through a steering committee or advisory board,
9.3.2(c) Management review inputs Functional Subset O Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, 10
(which meets formally and on a regular basis.
FFor specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 0rg/Standard/27701 [Mechanisms exist to align securlty, compliance and resilience capabiities
Steering Committee & lwith business requirements through a steering committee or advisory board,
93.2(0) Management review inputs Functional Subset Of Program Oversight GOV-011  |comprised of key cybersecurity. data protection and business executives, 10
which meets formally and on a regular basis.
For specifc requirement details, buy a licensed copy of the Focal Document at: hitps:J/www.Jso org/standard/27701 [Mechanisms exist to align securlty, compliance and resiience capablities
Steering Committee & lwith business requirements through a steering committee or advisory board,
9.32() Management review inputs Functional Subset Of Brogram Oversight GOV-0L1 |comprised of key cybersecurity. data protection and business executives, 10
which meets formally and on a regular basis.
[For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 [Mechanisms exist to align security, compliance and resilience capabilities
Steering Committee & lwith business requirements through a steering committee or advisory board,
933 Management review results Functional Subset Of Srogram Oversignt GOV-0L.1 - fcomprised of key cybersecurity, data protection and business executives, 10
which meets formally and on a regular basis
[For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to commit appropriate resources needed for continual
improvement of the organization's Security, Compliance & Resilience
IProgram (SCRP), including:
nagement review re inction: nters ith | Commitment To Continual (1) Stat
933 Management review results Functional | Intersects With Improvements Gov-oL3 i) geited 8
|(3) Processes; and
(@) Technologies.
i 7 T oS - - -
10 Improvement. [For specific requirement details, buy a licensed copy of the Focal Document at: https://www.iso.org/standard/27701 Functional No Relationship N/A NA NA 0 INo applicable SCF control
FFor specific requirement details, buy a licensed copy of the Focal Document at: hitps /Wi 150 org/standard/27701 [Mechanisms exist to commit appropriate resources needed for continual
improvement of the organization's Security, Compliance & Resilience
[Program (SCRP), including:
Commitment To Continual (1) Staffing;
101 Continual improvement Functional Subset OF e e B 10
|(3) Processes; and
(4) Technologies.
Nomconformity ana_[FoT SPECIC eqUITeTEnt Getals, buy  censed copy of the Focal Dacument at: WAps: /w150 orglstandarar27 701 [Mechanisms exist to document and review Instances of non-compliance with
102 platit A Functional | Intersects With | Non-Compliance Oversight |  CPL-01.1  [statutory, regulatory and/or contractual obligations to develop appropriate 8
corrective action isk mitigation actions.
Nomconformity ana_[FoT SPECIC FEqUITeTEnt Getals, buy  censed copy of the Focal Dacument at: Rps: w150 org/standarar27 701 [Mechanisms exist to document and review Instances of non-compliance with
1020 onconformity an Functional | Intersects With | Non-Compliance Oversight |  CPL-01.1  [statutory, regulatory and/or contractual obligations to develop appropriate s
corrective action fisk mitigation actions.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150 0rg/Standard/27701 [Mechanisms exist to document and review Instances of non-compliance With
10.2(6) Nonconformity and Functional | Intersects With | Non-Compliance Oversight |  CPL-01.1 [statutory, regulatory andjor contractual obligations to develop appropriate s
corrective action Irisk mitigation actions.
FFor specific requirement details, buy a licensed copy of the Focal Document at: Rttps /Wi 150 0rg/standard/27701 [Mechanisms exist to document and review Instances of non-compliance With
10.2(0) Nonconformity and Functional | Intersects With | Non-Compliance Oversight | CPL-01.1  [statutory, regulatory andor contractual obligations to develop appropriate 8
corrective action Irisk mitigation actions.
N " " d [For specific requirement details, buy a licensed copy of the Focal Document ttps://www.iso.org/standard/27701 [Mechanisms exist to document and review instances of non-compliance with
10.2(d) lonconformity an Functional | Intersects With | Non-Compliance Oversight | CPL-01.1  [statutory, regulatory and/or contractual obligations to develop appropriate 8
corrective action |risk mitigation actions.
Nomconformity ana_[FoT SPECITC equITement Getals, buy a licensed copy of the Focal Dacument at: WAps: /w150 orgrstandararZ7701 Ranisms exist to document and review Instances of non-compliance with
10.2(e) P A Functional | Intersects With | Non-Compliance Oversight | CPL:01.1 [statutory, regulatory andor contractual obligations to develop appropriate 8
corrective action Irisk mitigation actions.
" Further formationan o Specic requlrement detals, 5uy  cersed copy of e Focal Bocurmert at: s w50 0rgsanda 27701 T — o o A o o spplicabie SCF contro
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