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Relationship

For specific requirement details, buy a licensed copy of the Focal Document at:
1 Scope Pitpesww co-org/etandard/65604 htm, Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Document at . - .
2 Normative references |t e dara/65604 htm Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Document at
3 Terms and definitions |1t D0 dara/65604 htmi Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Document at
4 Principles Pitpeswaw so.0rg/etandard/65694 htm: Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement detalls, buy a licensed copy of the Focal Document at
5 Framework Pitpeswaw so.0rg/etandard/65694 htmi Functional | No Relationship NA NA NA 0 INo applicable SCF control
e ke fany 0 COPY of the Focal Document at Security, Compliance & IMechanisms exist to facilitate the implementation of security, compliance
Ihttps://wwiw.iso.org/standard/65694.htmi i 2 i X i 2
51 General P 9 Functional Subset Of | pesilience Program (SCRP) | ©©V"1 land resilience governance contr 10
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to facilitate the implementation of strategic, operational
5.1 General Ihttps://www.iso.org/standard/65694.htmi Functional | Intersects With | Risk Management Program | RSK-0L  |o 45 ctical risk controls. 8
For specific requirement detarl, buy 2 licensed copy of the Focal Document [Mechanisms exist to align security, compliance and resilience capabilities
ps://www.iso.org/standar html . Steering Committee & with business requirements through a steering committee or advisory board,
52 |Leadership and commitment Functional | Intersects With Program Oversight GOV-0L1 |comprised of key cybersecurity, data protection and business executives, 8
which meets formally and on a regular basis.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to provide governance oversight reporting and
Ihttps://www.iso.org/standard/65694.htm| y Status Reporting To recommendations to those entrusted to make executive decisions about
52 |Leadership and commitment Functional | Intersects With Governing Body GOV-01-2Imatters considered material to the organization's Security, Compliance & s
[Resilience Program (SCRP).
For specific requirement detalls, buy a licensed copy of the Focal Document at
IMechanisms exist to commit appropriate resources needed for continual
[https://www.iso.org/standard/65694.html limprovement of the organization's Security, Compliance & Resilience
Program (SCRP), including:
52 Leadership and commitment| Functional | Intersects with | COmMitment To Continual | - g5y 01 3 (1) Staffing; 8
Improvements
(2) Budget;
(3) Processes; and
(3) Technologies.
:‘ftr Sp;ﬂﬁc rEquver;r‘:znl:E:’a/g?Gbgu“y:‘ ht‘ensed copy of the Focal Document at: Assigned Security, Mechanisms exist to assign one or more qualified individuals with the mission|
ps://www.iso.org/standart htm i g land resources to centrally-manage, coordinate, develop, implement and
5.2 Leadership and commitment] Functional | Intersects With | Compliance & Resilience | GOV-04 214 TE50LIEeR 10 Conra b e a0, O e iance Program 8
Responsibilities
(SCRP).
For speciic requirement detarl, buy 2 licensed copy of the Focal Document at: IMechanisms exist to enforce an accountability structure so that appropriate
ps://www.iso.org/standart html ith | Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
52 (Leadership and Functional | Intersects With GOV-04.1 | easuring and managing Technology Assets, Applications, Services and/or 8
Data (TAASD)-related risks.
For speciic requirement detarl, buy 2 licensed copy of the Focal Document at: IMechanisms exist to establish an authoritative chain of command with clear
ps://www.iso.org/standart html i Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
52 |Leadership and commitment Functional | Intersects With GOV-042 elated to managing Technology Assets, Applications, Services and/or Data 8
(TAASD)-related risks.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to develop, report and monitor Security, Compliance &
52 Leadership and b Y Functional | Intersects With | Measures of Performance | GOv-05  [Recianers St 1o Jeveh Tepod 2t enor Bect 5
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttpes/iwwiw.iso.org/standard/65694. htm Key Performance Indicators IMechanisms exist to develop, report and monitor Key Performance Indicators
5.2 lLeadership and commitment Functional | Intersects with <Y kPl GOV-05.1  |(KPIs) to assist organizational management in performance monitoring and 3
trend analysis of the Security, Compliance & Resilience Program (SCRP)
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttpes/iwwiw.is0.org/standard/65694. htm IMechanisms exist to develop, report and monitor Key Risk Indicators (KRIs)
5.2 Leadership and commitment] Functional | Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 [to assist senior management in performance monitoring and trend analysis 3
of the Security, Compliance & Resilience Program (SCRP).
For specific requirement detalls, buy a licensed copy of the Focal Document at: Business As Usual (BAU) IMechanisms exist to incorporate security, compliance and resilience
52 Leadership and i html Functional | Intersects With | Security, Compliance & GOV-14  principles into Business As Usual (BAU) practices through executive 8
Resilience Practices leadership involvement.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/65694.html i Operationalizing Security, IMechanisms exist to compel data and/or process owners to operationalize
5.2 Leadership and commitment] Functional | Intersects With | Compliance & Res GOV-15  fsecurity, compliance and resilience practices for each Technology Asset, 8
Capabilities |Application and/or Service (TAAS) under their control
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/65694. html IMechanisms exist to compel data and/or process owners to select required
52 Leadership and commitment] Functional | Intersects With Select Controls GOV-15.1  [security, compliance and resilience controls for each Technology Asset, 5
|Application and/or Service (TAAS) under their control.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttpe-/iwwiw.is0.org/standard/65694. html Mechanisms exist to compel data and/or process owners to implement
5.2 Leadership and commitment] Functional | Intersects With | Implement Controls GOV-15.2  |required security, compliance an nce controls for each Technology 5
|Asset, Application and/or Service (TAAS) under their control.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exst to Compel data andjor proCess GWners to assess T required
Ihttps://wwiw.iso.org/standard/65694.htm § security, compliance and resilience controls for each Technology Asset,
52 Leadership and Functional | Intersects With Assess Controls GOV-15.3  [Application and/or Service (TAAS) under their control are: 5
(1) Implemented correctly; and
(2) Qperating as intended.
For specific requirement details, buy a licensed copy of the Focal Document at: Authorize Technology [Mechanisms exist to compel data and/or process owners to obtain
52 Leadership and i htmi Functional | Intersects With | Assets, Applications and/or | GOV-15.4  [authorization for the production use of each Technology Asset, Application 5
Services (TAAS) Jand/or Service (TAAS) under their control
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to compel data and/or process owners to monitor
[https://www.iso.org/standard/65694.html [Technology Assets, Applications, Services and/or Data (TAASD) under their
52 Leadership and commitment| Functional | Intersects With Monitor Controls GOV-15.5  [control on an ongoing basis for applicable threats and risks, as well as to 5
lensure security, compliance and resilience controls are operating as
intended
e e a0 COPY of the Focal Document at Security, Compliance & Mechanisms exit to faciitate the mplementation of security. compliance
Ihttps://wwiw.iso.org/standard/65694.html i 2 X 2
5.3 Integration psi/i o 4 Functional Subset Of | pocilience Program (SCRP) | SOV-01  |and resilience governance control 10
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttpes/iwwiw.s0.0rg/standard/65694. htm ) Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
53 Integration Functional | Intersects With | Resilience Protection PRM-01  |controls that provide a portfolio management approach to achieve security, 8
Portfolio Management lcompliance and resilience objectives.
For specific requirement detalls, buy a licensed copy of the Focal Document at [Mechanisms exist to establish a:
53 Integration Ihttps://www.iso.org/standard/65694. html Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1 |(1) Strategic security, compliance and resilience-specific business plan; and 3
(2) Set of objectives to achieve that plan
For specific requirement detalls, buy a licensed copy of the Focal Document at . fon To Add exist to integrate practices with
5.3 Integration Ihttps://www.is0.org/standard/65694.html Functional Intersects With E"I‘:‘sza'{fs"ks‘g TN’:ﬂi PRM-02.1 [advanced technologies to maintain situation awareness of and minimize the 5
9 lorganization's exposure to evolving risks and threats.
For Speclfic requirement Getals buy 3 icensed copy of the Focal Documert at N N
Ihttps://wwiw.is0.org/standard/65694. html IMechanisms exist to identify and allocate resources for management,
53 Integration Functional | Intersects With | Allocation of Resources PRM-03  |operational, technical and ata protection requirements within business 5
lprocess planning for projects / initiatives.
For specific requirement detalls, buy a licensed copy of the Focal Document at
Ihttps://www.iso.org/standard/65694.html Security, Compliance & IMechanisms exist to assess security, compliance and resilience controls in
; g ’ lsystem project development to determine the extent to which the controls
53 Integration Functional | Intersects With | Resflience In Project PRM-04 " |are implemented correctly, operating as intended and producing the desired s
anagement
loutcome with respect to meeting the requirements.
ForSpeclfic requirement Getais, buy 3 icensed copy of the Focal Document at N N
Ihttps://wwiw.is0.0rg/standard/65694. html Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
53 Integration Functional | Intersects With | SeCUE DEIEIOPMENt LI | pR-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
4 9 lcontrolied through formal change control procedures.
ForSpecific requirement Getals buy @ icensed copy of the Focal Documert at [Mechanisms exist to facilitate the implementation of strategic, operational
53 Integration Ditpe i so-org/standara/65604 Functional | Intersects With | Risk Management Program | RSK-01  [Sechanisms ext 8
For specific requirement detals, buy a licensed copy of the Focal Document at:
Ihttps://www.is0.0rg/standard/65694.htm IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, rik response and risk
Imonitoring
53 Integration Functional | Intersects With Risk Framing RSK-01.1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 8
(3) The organizational risk tolerance; ant
(@) Prioriies, benefits and trade-ofs cansidered by the organization for
Imanaging ris
For specific requirement details, buy a licensed copy of the Focal Document at: N N
Ihttper//wwuw.iso.org/standard/65694 html isk Management g IMechanisms exist to reduce the magnitude or likelihood of potential impacts
5.3 Integration psi/i 9 4 Functional | Intersects With Resourcing RSK-0L1.2 | resourcing the capability required to manage technology-related risks. 5
For Specifc requirement Getails, buy 3 icensed copy of the Focal Document at N - .
5.4 Design Ittpe /iwww.iso.org/standard/65694 h Functional | No Relationship N/A N/A N/A 0 INo applicable SCF control
For specific requirement detals, buy a licensed copy of the Focal Document at:
sa1 L the oo ymm‘ i Functional | Intersects with |Defining Business Context & o o0 |Mechanisms exist to define the context of its business model and document N
g organization and its context| Mission the organization's mission.
. e [For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to establish control objectives as the basis for the
541 organerstanding the ext i html Functional | Intersects With | Define Control Objectives | ~GOV-09 |selection, E internal 3
9 lsecurity, compliance and resilience control system.
. ne |For specific requirement detals, buy a licensed copy of the Focal Document at IMechanisms exist to establish a:
541 i html Functional | Intersects With | Strategic Plan & Objectives | PRM-0L.1 |(1) Strategic security, compliance and resilience-specific business plan; and 5
organization and its context (2) Set of objectives to achieve that plan.
For specific requirement details, buy a licensed copy of the Focal Document at: i [Mechanisms exist to identify critical system components and functions by
. th i html Security, Compliance & e ticality analysis for critical Technology Assets, Applicati
541 E Functional | Intersects With | Resilience Requirements | ~PRM.0s  [Performing a criticality analysis for critical Technology Assets, Applications 8
organization and its context| e e land/or Services (TAAS) at pre-defined decision points in the Secure
IDevelopment Life Cycle (SDLC).
o e s a0 CCPY of the Focal Document ot IMechanisms exist to define business processes with consideration for
s e lsecurity, compliance and resilience that determines:
(1) The resuiting risk to organizational operations, assets, individuals and
541 g e ext Functional | Intersects With | Business Process Definition | PRM-06  fother organizations; ant 8
9 (2) Information protection needs arising from the defined business processes
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
;gtr sple/c\ﬁc reqwe'/"?m:e;a/!ss'sbﬁynath(\ensea copy of the Focal Document at: [Mechanisms exist to align security, compliance and resilience capabilities
Articulating risk psi//www.iso.org/standar mi Steering Committee & with business requirements through a steering committee or advisory board,
54.2 management commitment Functional | Intersects With Program Oversight GOV-0L.1 |5 mprised of key cybersectrity, data protection and business executives, 8
which meets formally and on a regular basis.
Fur sp/e/cwﬁc rewlrer/w?nt:e;a/gssébﬁyha licensed copy of the Focal Document at: [Mechanisms exist to enforce an accountability structure so that appropriate
Articulating risk wwwiso.org/standarc Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
542 management commitment Functional | Intersects With GOV-04.1 | casuring and managing Technology Assets, Applications, Services and/or 8
[Data (TAASD)-related risks.
;ur spe/cwﬁc rewlrement:e;agsééb;zyha hc‘ensed copy of the Focal Document at: [Mechanisms exist to establish an authoritative chain of command with clear
Articulating risk ttps://wwi.iso0.org/standard/ tm Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
542 management commitment Functional | Intersects With Comman GOV-04.2 | ¢jated to managing Technology Assets, Applications, Services and/or Data 8
(TAASD)-related risks.
Articulating risk For specific requirement detafls, buy a licensed copy of the Focal Document at IMechanisms exist to develop, report and monitor Security, Compliance &
Inttps://wwi.iso.org/standard/65694.tm X 3 2
542 management commitment [P o i/ Functional | Intersects With | Measures of Performance | GOV-05  |[LECIaNEINS @41 10 Seveiob, Feord 2t emor Dect 5
For specmc requirement Getal, buy 3 icnsed copy of the Focal Document at
Articulating risk . oo org/atandard/6 5694 htmi 16 |Mechanisms exist to define materiality threshold criteria capable of
542 management commitment [P o i/ Functional | Intersects With | Materlality Determination | GOV-16 | leCianiems St f0 Seine medera 8
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articulating risk [ SPECITC requirement detais, buy a licensed copy o the Focal Document at ech  to define ot 0 designate a isk
542 e tating i i Functonal | intersectswith | waterolisks | Gov-1.1 [echanisms exist todefine crteria necessaryto designatea sk 252 .
For specific requirement details, buy a icensed Copy of the Focal Document at
Articulating risk o ; 5 Mechanisms exist to define criteria necessary to designate a threat as a
542 manogomty Functional | Intersects With Material Threats GOv-16.2  [mechanisms ex 8
For specific requirement details, buy a icensed Copy of the Focal Document at
} . [pepsiiiwnsoorglstandard/63694 il Security, Compliance & Mechanisms exist o assess secuty, compliance and resience controls
Articulating ris . 04 |system project development to determine the extent to which the controls
542 management commitment Functional | Intersects With | - Restllence In Project PRM-04 | e implemented correctly, operating as intended and producing the desired 5
9 loutcome with respect to meeting the requirements.
For specific requirement details, buy a icensed copy of the Focal Document at e . o t Techmatoy Aeeete. Amteat
b htmi lechanisms exist to ensure changes to Technology Assets, Applications
542 A ek ment Functional | Intersects With | SeCUTE DEXEIOPMEnt L | pRM-07  [and/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are 5
9 S 9 lcontrolled through formal change control procedures,
Aricuiating sk For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms xist o acitate th implementation of strategic operatonsl
b htmi : i : il i
542 manogemts Functional | Intersects With | Risk Management Program | Rsk-01 [}eChanms exiet Lo feciare the i 8
For specific requirement details, buy a icensed copy of the Focal Document at
Ihttps://www.iso.org/standard/65694.htmi Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk
Articulating risk [monitorin;
542 A ek ment Functional | Intersects With Risk Framing RSK-0L1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 8
9 (3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk
Articulating risk For specific requirement details, buy a licensed copy of the Focal Document at Risk Management IMechanisms exist to reduce the magnitude or likelihood of potential impacts
b i i y i i i i ial i
542 management cor Functional | Intersects With Resourcing RSK-01-2 by resourcing the capability required to manage technology-related risks 8
: For specific requirement details, buy a icensed copy of the Focal Document at echontems exist to deine organizational sk tolerance, the specied rangel
lati b htmi i : i i i i .
542 anoge e et Functional | Intersects With Risk Tolerance RSK0L3  [HEChanems X o 8
ating sk [0, cPeCiC requirement Getalk buy 3 icensed copy of the Focal Document ot IMechanisms exist to define organizational risk threshold, the level of risk
b htmi i y !
5.42 e e ment Functional | Intersects With Risk Threshold RSKCOL4fexposre above Which riss ae adiessed and below Wich isks may be 8
wtmo roe [T specifc requirement detalls, buy a licensed copy of the Focal Document at echontsms exist to define organizational sk appetie, the degree of
i htmi i y .
542 management commitment Functional | Intersects With Risk Appetite RSK-OL5 | ncertainty the organization is willing to accept in anticipation of a reward. 8
Assigning organizational |For SPecific requirement details, buy a licensed Copy of the Focal Document at IMechanisms exist to align security, compliance and resilience capabilities
543 roles, authorities, [ NLtPS://WWW.iS0.0rg/standard/65694.htmi Functional | intersects with |  Steering Committee & | cou o1 |with business requirements through a steering committee or advisory board, s
responsibilities and Program Oversight lcomprised of key cybersecurity, data protection and business executives,
accountabilities which meets formally and on a regular basis.
Rssigning organizational _|For speciic requirement defall, buy @ icensed copy of the Focal Document at assigned Securty IMechanisms exist to assign one or more qualified individuals with the mission
roles, authorities, ps://www.iso.org/standar mi . ty. land resources to centrally-manage, coordinate, develop, implement and
543 responsibilities and Functional | Intersects With | Complionce & fiesiience | - GOV-04  Imaintain an enterprise-wide Security, Compliance & Resiience Program s
accountabilities (SCRP).
Assigning organizational _|For speciic requirement defall, buy @ icensed Copy of the Focal Document at IMechanisms exist to enforce an accountability structure so that appropriate
5://www.iso.org/standart mi ;

543 roles, authorities, p 9 Functional | Intersects with | Stekeholder Accountabiiity | .04 1 [teams and individuals are empowered, responsible and trained for mapping, s

responsibilities and imeasuring and managing Technology Assets, Applications, Services and/or
accountabilities Data (TAASD)-related risks.
Rssigning organizational _|For speciicrequirement defall, buy @ icensed Copy of the Focal Document at IMechanisms exist to establish an authoritative chain of command with clear
roles, authorities, pS://www.iso.org/standar -t . Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
543 responsibilties and Functional | Intersects With GOV-04:2elated to managing Technology Assets, Applications, Services and/or Data 5
accountabilities (TAASD)-related risks.
Assgning organizational[or Specc equlremt Getal buy a censed copy o e Focal Docurent at
ps://www.iso.org/standart mi )
; oo | s | SeSOAet | sy ednims it detne cerecarty e ;
accountabilities
For specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi ) Security, Compliance & IMechanisms exist to facilitate the implementation of resource planning
544 Allocating resources Functional Subset Of Resilience Protection PRM-01  [controls that provide a portfolio management approach to achieve security, 10
Portfolio Management lcompliance and resilience objectives
For specific requirement details, buy a icensed copy of the Focal Document at Mechanisms exist to establish a:
544 Allocating resources [nttps://www.iso.0rg/standard/65694.htmi Functional | Intersects With | Strategic Plan & Objectives | PRM-01.1  [(1) Strategic security, compliance and resilience-specific business plan; and 8
(2) Set of objectives to achieve that plan.
For specific requirement detalls, buy a icensed copy of the Focal Document at [Targeted Capability Maturity
5.4.4 Allocating resources |10 P Ce e e Svaeno04 e, Functional | Intersects With ol PRM-01.2  [Mechanisms exist to define and identify targeted capability maturity levels. 8
For specific requirement details, buy a licensed Copy of the Focal Document at
) Ihttpe./fwww.s0.org/standard/65694 htmi | security, Compliance & IMechanisms exist to address all capital planning and investment requests,
544 Allocating resources Functional | Intersects With | Resilience Resource PRM-02  |including the resources needed to implement the Security, Compliance & 8
Management IResilience Program (SCRP) and document all exceptions to this requirement.
For specific requirement details, buy a licensed copy of the Focal Document at: Prioritization To Address IMechanisms exist to integrate foundational cybersecurity practices with
544 Allocating resources  [nttps://www.iso.0rg/standard/65694.htmi Functional | Intersects With | Prioritization To Address | pay.g5 1 [advanced technologies to maintain situation awareness of and minimize the 5
9 lorganization's exposure to evolving risks and threats.
For specific requirement details, buy a licensed copy of the Focal Document at
) Ihttpe./fwww s0.org/standard/65694 htmi ) IMechanisms exist to identify and allocate resources for management,
544 Allocating resources Functional | Intersects With | ~Allocation of Resources |  PRM-03  [operational, technical and data protection requirements within business 8
lprocess planning for projects / initiatives.
For Specific requirement details, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi IMechanisms exist to assess security, compliance and resilience controls in
Security, Compliance & lsystem project development to determine the extent to which the controls
544 Allocating resources Functional | Inersects With | Resllence InProjct PRI 00 | eetoety, operating aa itondod and oduding the dached 5
9 loutcome with respect to meeting the requirements.
e e koo a0 COPY of the Focal Document at Risk Management IMechanisms exist to reduce the magnitude or likelihood of potential impacts
i Ittps://www.iso.org/standard/65694.htmi i g
S44 Allocating resources psill 9 8 Functional | Intersects With Resourcing RSK-01.2 i) resourcing the capability required to manage technology-related risks. 8
For Specific requirement details, buy a licensed copy of the Focal Document at oo Securt
i html e e IMechanisms exist to establish, maintain and disseminate poli
’ y . policies, standards
545 and consultation Functional | Intersects With | Compliance & Resilience | - GOV-02 lang procedures necessary for secure, compliant and resilient capabilties. 8
For Specific requirement detalls, buy a licensed copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi Security, Compliance & Mechanisms exist o assess secuity, compliance and resilence controlsn
g 04 [system project development to determine the extent to which the controls
545 and consultation Functional | Intersects With | Resilence In Project PRM-04 |- re implemented correctly, operating as intended and producing the desired 8
anagement
loutcome with respect to meeting the requirements.
For Specific requirement detalls, buy a licensed copy of the Focal Document at
i htmi Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
545 lishing communic Functional | Intersects With | SeCue DEXEIPMEnt Lte | pRM-07  landjor Services (TAS) within the Secure Development Life Cycle (SDLC) are 8
VS 9f lcontrolled through formal change control procedures.
e e b aod a0 COPY of the Focal Document at IMechanisms exist to facilitate the implementation of strategic, operational
i htm i i g -

545 lishing communic Functional | Intersects With | Risk Management Program | Rsk-01  [Mechanems exist o fecitate he impl 8
o For Specifc equremert detals buy 3 ceised copy of the Focal Document ot Functional | Imtersects win | OraGon Assurance (R) | a0 echaniams ot o facitate e [mplerentationof securty, complance A
o For specific requirement details, buy a licensed Copy of the Focal Document at Fanctiona! SubsetOf | Risk Management program | Reko1 _[Mechanisms exist to el e implementation of strategic, operational o

i htmi land tactical risk
For specific requirement details, buy a licensed copy of the Focal Document at: [Mechanisms exist to facilitate the implementation of tailored development
55 i html Functional | Intersects With Tec"""“’gz]‘jg’ue;?‘”'“e"‘ & TDA-01  |and acquisition strategies, contract tools and procurement methods to meet 8
lunique business needs
o For Specic equremert detals, buy 3 ceised copy of the Focal Document ot Functional | intersects Wit | Thira-party Tpv-o1_[Mechanisms exist to facilitate the implementation of third-party A
56 evatuation For specfc equirement detal by  censed copy o e Foca Dacument at Functional | Imersects win | OMaton Assurance (R) | pg.gq Mechaniams et to faitate e [mplerentaionof securky, complance N
For specific requirement details, buy a licensed Copy of the Focal Document at
56 Evaluation Pt o -ore scandara/ELead Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 8
For specific requirement details, buy a licensed Copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi Mechanisms exist o conduct recurring assessments of risk hat incudes the
y ikelihood and magnitude of harm, from unauthorized access, use, disclosure,
56 Evaluation Functional | Intersects With Risk Assessment RSK-0%  disruption. modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TAASD)
. For Specic equremert detals, buy 3 ceised copy of the Focal Document ot A | TR A A A 5 Ipa et Es e
st dapting For Specifc requrement detals, buy athcensed Copy of the Focal Document at Functiona! SubsetOf | sk Managemen program | Rsko1 [ Veshanisms extfo facilate he implemertation of stategic, operationa o
For specifc requiremert detals, buy a cersed copy ofthe Focal Docurmert at Mechanisms exist to facilitate the implementation of strategic, operational
572 NA Ittps/www.iso.org/standard/65694 htmi Functional Subset Of | Risk Management Program | Rsk-01 Mechanisms ex 10
For speciic equremert et Buy  ceised copy of he Focal Document ot ok peeemont Mechanisms exist to Implement a isk assessment methodology to ensure
5.7.2 N/A Ihttps://www.is0.org/standard/65694.htm| Functional Intersects With ISk Assessmel RSK-04.2  |coverage for organizational components relevant for secure, compliant and 5
Methodology resilient operations.
For specifc requiremert detal, buy a cersed copy ofthe Focal Docurmert at - - -
6 Process et s ore/atandnraIeaaoa Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific reauirement detalls, buy a cersed copy of the Focal Docurment at [Mechanisms exist to facilitate the implementation of strategic, operational
6.1 General Pt o ore/atandnraIEaeoa N Functional Subset Of | Risk Management Program | Rsk-01 |Mechanisms ext 10
For specific requirement details, buy a licensed Copy of the Focal Document at oo Securt
and i htm ublishing Security., IMechanisms exist to establish, maintain and disseminate policies, standards
6.2 consultation Functional | Intersects With | Compliance & Resilience | GOV-02 lang procedures necessary for secure, compliant and resilient capabiltes. 8
. [For speciic requirement detalls, buy a licensed copy of the Focal Document at Mechanisms exist to formally educate authorized users on proper data
6.2 munication a i ntmi Functional | Intersects With | Formal Indoctrination HRS-04.2  |handling practices for all the relevant types of data to which they have 8
laccess.
For specifc requiremert detals, buy a cersed copy of the Focal Docurment at
. donang S 0.0rg/standard 65694 Securty, Compliance & Mechanisms exist o assess security, compliance and resience controls
‘ommunication ant . v, 04 [system project development to determine the extent to which the controls
6.2 consultation Functional | Intersects With |~ Resflience In Project PRIM-04  lare implemented correctly, operating as intended and producing the desired 8
9 loutcome with respect to meeting the requirements.
For specific requirement details, buy a licensed copy of the Focal Document at - -
g b htmi Secure Development Life IMechanisms exist to ensure changes to Technology Assets, Applications
6.2 munication. Functional | Intersects With | Se(4e DEEIPMEnt e | prM-07  [andjor Services (TAAS) within the Secure Development Life Cycle (SDLC) are 8
4 9 lcontrolled through formal change control procedures.
i -
o2 Commurication and [Fo specifc requiremert detall, buy 2 censed copy of the Focal Docurment at Functonal | ntersects With | Rsk Management rogram | Rsko1 | Neshorisms exit to facitate the implemertation of strategic, peratione s
For specific requirement details, buy a licensed Copy of the Focal Document at i
and P q y 24 Security, Compliance & IMechanisms exist to facilitate the implementation of security workforce
6.2 consultation htm! Functional Intersects With esilience-Minde SAT-0L | opment and awareness controls 5
Workforce P
For specific requirement details, buy a licensed copy of the Focal Document at - - -
6.3 Scope, context and criteria [0 2P0 e T e o 604 ham Functional | No Relationship NA NA NA 0 INo applicable SCF control
i -
61 Seneral For e equirnent detal by  censed copy o e Foca Document at Functiona! SubsetOF | sk Management Program | Rsko1 |Nechanisms exit tofaciate the implementation of strategi, perationa o
For specific requirement details, buy a licensed Copy of the Focal Document at - [Mechanisms exist to facilitate the implementation of strategic, operational
632 Defining the scope  |[0r =P e L Ted e sar/65604 i Functional SubsetOf |Risk Management Program | Rsk-01  [M1echansms ex 10
External and internal _|For specific requirement detalls, buy a licensed copy of the Focal Document at - [Mechanisms exist to facilitate the implementation of strategic, operational
63.3 |https://www.iso.org/standard/65694.html Functional SubsetOf | Risk Management Program | RSK-01 |o i tactical risk 10
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For specific requirement details, buy a licensed copy of the Focal Document at: IMechanisms exist to define organizational risk tolerance, the specified range
6.3.4 Defining risk criteria |0 D e aeoa ntm Functional | Intersects With Risk Tolerance Rsk-013  [hiechanime existlo 8
For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to define organizational risk threshold, the level of risk
634 Defining risk criteria  [https://www.iso.org/standard/65694.html Functional Intersects With Risk Threshold RSK-01.4  [exposure above which risks are addressed and below which risks may be 8
accepte:
For specific requirement details, buy a icensed copy of the Focal Document at echontsms exist to define organization! risk appetie, the degree of
|https://www.iso.org/standard/65694.html i d i’ > | . !
6.3.4 Defining risk criteria psi 9/ 1 Functional | Intersects With Risk Appetite RS0 e e e o e o of o rovard 8
oa - For speciic equiemert detal, buy 3 cersed copy of he Focal Document ot [ w—— m m m N e
For specific requirement details, buy S eenced Copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi IMechanisms exist to conduct recurring assessments of risk that includes the
likelihood and magnitude of harm, from unauthorized access, use, disclosure,
64.1 General Functional | Intersects With Risk Assessment RSK-04 | jisruption, modification or destruction of the organization's Technology 8
|Assets, Applications, Services and/or Data (TAASD)
For specific requirement detalls, buy a ficensed copy of the Focal Document at ot poea Mechanisms exist to implement a risk assessment methodology to ensure
64 General ttps:/wwe.iso.orgistandard/63694 htmi Functional | Intersects With sk Assesen RsK-04.2 |coverage for organizational components relevant for secure, compliant and s
9y resilient operations.
For specific requirement details, buy a icensed copy of the Focal Document at
Ihttps://www.iso.org/standard/65694.htmi IMechanisms exist to identify:
(1) Assumptions affecting risk assessments, risk response and risk
Imonitorin
6.4.2 Risk identification Functional | Intersects With Risk Framing RSK-0L1  |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
(3) The organizational risk tolerance; an
(4) Priorities, benefits and trade-offs considered by the organization for
imanaging risk
6.4.2 Risk o P e e deta e o, ncensed copy of the Focal Document at: Functional | Intersects With Risk Identification RSK-03  [Mechanisms exist to identify and document risks, both internal and external. 8
For specific requirement details, buy a licensed Copy of the Focal Document at
Ihttps://www.iso.org/standard/65694.htmi echanisms exist o conduct recurring assessments ofriskthat ncludes the
3 ikelihood and magnitude of harm, from unauthorized access, use, disclosure,
6.43 Risk analysis Functional | Intersects With Risk Assessment RSK 00 e cation o1 e ton of e croneations Foemeciony 8
|Assets, Applications, Services and/or Data (TAASD)
For specific requirement details, buy a ficensed copy of the Focal Document at o poe Mechanisms exist to implement a risk assessment methodology to ensure
643 Risk analysis i htmi Functional | Intersects With N e RSK-04.2  |coverage for organizational components relevant for secure, compliant and 8
9y resilient operations.
For specific requirement details, buy a icensed copy of the Focal Document at
Ittps://www.iso.org/standard/65694.htmi echanisms exs to conduct recuring assessmentsofris tht includes the
3 ikelihood and magnitude of harm, from unauthorized access, use, re,
6.4.4 Risk evaluation Functional | Intersects With Risk Assessment RSK 00 e cation o1 ey ton ot e croneations Foenectony 8
|Assets, Applications, Services and/or Data (TAASD).
For specific requirement details, buy a ficensed copy of the Focal Document at o poe Mechanisms exist to implement a risk assessment methodology to ensure
6.4.4 Risk evaluation Inttps:/www.iso.org/standard/65694.htmi Functional | Intersects With oK fasesan RSK-04.2  |coverage for organizational components relevant for secure, compliant and 8
9y resilient operations.
For specific requirement details, buy a icensed copy of the Focal Document at -
65 Risk treatment et et e oraacandara/osaas hemi Functional | No Relationship NA NA NA 0 INo applicable SCF control
For specific requirement details, buy a licensed copy of the Focal Document at
6.5.1 General et et e orgacandara/osaas hemi Functional Subset O Risk Remediation RSK-06  [Mechanisms exist to remediate risks to an acceptable level. 10
Selection of risk treatment [For specific requirement details, buy a licensed copy of the Focal Document at Compensating Mechanisms exist to identify and implement compensating countermeasures
652 Ihttps://www.iso.org/standard/65694.htmi Functional | Intersects With Countermeasures RSK-06.2li5 reduce risk and exposure to threats. 5
Selection of risk treatment [For specific requirement details, buy a licensed copy of the Focal Document at [Mechanisms exist to select appropriate risk treatment options, based on
652 Ihttps://www.iso.org/standard/65694.htmi Functional | Intersects With |  Risk Treatment Options | RSK-06.3  |o 5 iicabie risk findings 8
IPreparing and For specific requirement details, buy a licensed copy of the Focal Document at: Mechanisms exist to formalize a Risk Treatment Plan (RTP) that applicable
653 B e emen i html Functional SubsetOf | Risk Treatment Plan (RTP) | RSK-06.4  [stakeholders will utilize to remediate identified risks according to a defined 10
timeline
For specific requirement details, buy a icensed copy of the Focal Document at [Mechanisms exist to provide governance oversight reporting and
L -htm! i Status Reporting To [recommendations to those entrusted to make executive decisions about
6.6 Monitoring and review Functional | Intersects With Governing Body GOV-01.2 |atters considered material to the organization's Security, Compliance & s
Resilience Program (SCRP).
For specific requirement detals, buy a licensed copy of the Focal Document at Mechanisms exist to develop, report and monitor Security, Compliance &
66 Monitoring and review |ntpg/www.iso.org/standard/65694.html Functional | Intersects With | Measures of Performance |  GOV-05 gegijience Program (SCRP) measures of performance. ®
For specific requirement details, buy a licensed copy of the Focal Document at Security, Compliance & ; ) ) ] -
D e a6 2604 e ’ 0y |Mechanisms exist to provide a security, compliance and resilience controls
66 Monitoring and review  |httpsi// 9/ i/ Functons | Intersecs Wit | Resighe Controls P02 O et e g o e e ome! 5
For Specific requirement details, buy a licensed copy of the Focal Document at Mechanisms exist to facilitate the implementation of strategic, operational
6.6 Monitoring and review  |F 0T S e e e e es04 i Functional | Intersects With | Risk Management Program | RsK-01 |Mechanisms ex 5
o Recording and reporting {21 SPeCHC requirement detals, Buy o censed copy of the Focal Docurment ot ranctiona! SubsetOf | sk Management rogram | Rsko1 | Vechanisms exitfo faciltate he implemertaton of stategic, operationa o
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