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Notes

10 Scope lthe Focal Document at: Functional No Relationship NA NA NiA o INo applicable SCF control
Inttps://www.iso.org/standard/81230.htm
For specific requirement detai, buy 2 icensed copy of
20 Normative references [the Focal Document Functional No Relationship NIA NIA NIA o INo applicable SCF control
itpssfwww 50.0rg/standard/81230.html
[For specific requirement details, buy a licensed copy of
’ IMechanisms exist to standardize technology and process terminology to reduce
30 Terms and definitions |the Focal Document at: - Functional Intersects With | Standardized Terminology | SEA-02.1 |FieChaems exet (o Standariiae fecino0gy 5
[For specific requirement details, buy a licensed copy of
40 Context of the organization [the Focal Document a Functional No Relationship NIA NIA NiA o INo applicable SCF control
Inttps://www.iso.org/standard/81230.html
Mechanisms exist to facilitate the identification and implementation of relevant [Section 4.1 includes "climate action changes” that a reasonable
statutory, regulatory and contractual controls. Iperson would conclude has nothing to do with cybersecurity and
is merely an inclusion for Environmental, Social & Governance
FFor specific requirement details, buy a licensed copy of (ESG) compliance to push a political agenda. If climate change is
41 Understanding the ext the Focal Document at Functional Intersects with | gratutory. Keguatory & | cpio1 5 la material concern for the organziation, then Artifical Intelligence
organization and its contextl e www.iso.org/standard/81230.htmi ontractual Compliance |(A1 initiatives should be avoided entirely, due to the high
lelectricity consumption requirements.
Understanding the [0 SPECIC requiement detls, buy  icensed copy of [Mechanisms exist to establish a
a1 organizetion and fs context” the Focal Document at Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 [(1) Strategic security, compliance and resmence -specific business plan; and 5
9 o S0 o kandard/81230.heml (2) Set of objectives to achieve that pla
[Mechanisms exist to identify critical system components and functions by performing a
Understanding the 70" spectfc reauirement details, buy 2 licensed copy of Security, Compliance & [crticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
a1 organizeion and I conext (e Focal Document Functional Intersects With | Resilience Requirements | PRM-05  |ore-definad decision points in the Secure Development Life Cycle (SDLC) 5
e i 6 rgjstandard 1230 bt Definition
Mechanisms exis to define business processes with consideration fo securty.
Understanding the _[For specifc reauirement detais, buy a icensed copy of (1 o resuting ok toorganizational erations,assets, indviduals and ather
a1 organzaton and e context (1€ Focel Dacument Functional Intersects With | Business Process Definition|  PRM-06 | The 168N B g : 5
Inetps:/fwww.iso.org/standard/81230.html (2) Information protection needs arising from the defined business processes and revises
lthe processes as necessary, until an achievable set of protection needs is obtained.
Mechanisms existto ensure policies, processes, procedures and practices reated (o the
Understanding the [0 SPecific requirement details, buy a licensed copy of Artificial Intelligence (Al) & Imapping, measuring and managing of Artificial Intelligence (Al) and Autor
a1 organization and s context e Focal Document at Functional Subset Of Autonomous Technologies |  AAT-01  [Technologies (MT)-yelated feks are in place, transpacent and implemented effectively. 10
Inttps://www.iso.org/standard/81230.htmi Governance
chanisms exist to establish and document the context surrounding Artificial
Inteligence (A) and Autonomous Technologies (AT, inciucing
Understanding the  |For SPecific requirement details, buy a licensed copy of Al & Autonomous (1) Intended
a1 organ el the text[the Focal Document Functional Intersects With Technalogies Context AAT:03 - 2) Potentially ‘bananicial uses: 5
9 Inttps://www.iso.org/standard/81230.htmi ition ontext-specific laws and regulations;
(3) Rorme ot sxpectations; and
(5) Prospective settings in which the system(s) wil be deployed.
Mechanisms exist to take socio-technical implications Into account to adaress risks
Understanding the [For specific rewwement details, buy a licensed copy of & Autonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
a1 rgan e OI1g (e text [the Focal Document Functional Intersects With  [Technologies Requirements| ~ AAT-14 5
9 s /wwe 150.07gtandard/81230.ntmi finitions
Understanding the _|For SPecific requirement details, buy a licensed copy of AI'& Autonomous [Mechanisms exist to sustain the value of deployed Artificial Inteligence (Al) and
41 organoaton g s e text|the Focal Document at Functional Intersects With Technologies Value AAT-01.3  [Autonomous Technologies (AAT) 5
9 Ihttps://www.iso.org/standard/81230.html Sustainment
nderstanding the _[FoT SPECIfc requirement detais, buy a licensed copy of ATS Autonomous Mechanisms exist to define and document the organization's mission and defined goals
4.1 T e extthe Focal Document at: Functional Intersects With | Technologies Mission and | AAT-03.1 [for Artificial Intelligence (Al) and Autonomous Technologies (AAT). B
organization and its context
1230.htmi Goals Definition
[Mechanisms exist to [dentify, understand, document and manage appiicable statutory
Understanding the [0 SPecific requirement details, buy a licensed copy of & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies
41 organration and o e text the Focal Document at: Functional Intersects With | Technologies-Related Legal| AAT-0L.1 [(aaT). 5
9 Ihttps://www.iso.org/standard/81230.htm! Requirements Definition
Mechanisms exist to assess and document the environmental Impacts and sustainability
Understanding the _|For Specific requirement detal, buy alicensed copy of Al & Autonomous Jof Artificial Intelligence (Al) and Autonomous Technologies (AAT).
a1 organ g e text[the Focal Document Functional Intersects With  [Technologies Environmental| - AAT-17.2 5
9 o/ 0 orgeandarc/B1230.htmi Impact & Sustainability
[Mechanisms exist to [dentify, understand, document and manage appiicable statutory
Understanding the needs |For specific requirement details, buy a licensed copy of Al & Autonomous land regulatory requirements for Artificial Intelligence (A1) and Autonomous Technologies
a2 and expectations of _[the Focal Document Functional Intersects With | Technologies-Related Legal | AAT-0L.1 [(aaT) 5
interested parties  [https://www.iso.org/standard/81230.html Requirements Definition
Understanding the neds-For speclfc requirement details, buy a icensed copy of Al'& Autonomous [Mechanisms exist to define and document the organization's mission and defined goals
a2 and expectations of _[the Focal Document Functional Intersects With | Technologies Mission and | AAT-03.1 [for Artificial Intelligence (Al) and Autonomous Technologies (AAT). 5
interested parties 1230 htm! Goals Definition
[Mechanisms exist to ensure policies, processes, procedures and practices related to the
Understanding the needs |For specific requirement details, buy a licensed copy of Artificial Intelligence (Al) & pping, measuring and managing of Artificial Intelligence (Al) and Autonomous
42 and expectations of _[the Focal Document Functional Subset Of Autonomous Technologies | AAT-01  [Tachnologies (AAT)-felated risks are In place, transparent and implemented effectively. 10
interested parties  [https://www.iso.org/standard/81230.html nance
IMechanisms exist to define business processes with consideration for security,
[compliance and resilience that determines:
Understanding the needs  [For specific requirement details, buy a licensed copy of
42 and expectations of [the Focal Document at: Functional Intersects With | Business Process Defintion | PRM.06 [(1) The fesulting fisk to organizational operations, assets individuals and other 5
interested parties https:/www.iso.org/standard/81230.htm! (2) Information protection needs arising from the defined business processes and revises
lthe processes as necessary, until an achievable set of protection needs is obtained.
Understanding the neds- For specifc requirement details, buy a icensed copy of [Mechanisms exist to establish a
42 and expectations of [the Focal Document a Functional Intersects With | Strategic Plan & Objectives | PRM-01.1 1) Strategic security, compliance and resilience:-specific business plan; and 5
interested parties 0.htm! (2) Set of objectives o achieve that plar
[Mechanisms exist to [dentify critical system components and functions by performing a
Understanding the needs |For specific requirement details, buy a licensed copy of Security, Compliance & [crticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
a2 and expectations of e Focal Dacument Functional Intersects With | Resilience Requirements | PRM-05  |ore-efinad decision points in the Secure Development Life Cycle (SDLC). 5
interested parties <f/WWw.iS0.0rg/standard/81230.htm nition
Oeterminingthe scope of [o, SDECTE equirement dtais,buy a ensed copy of [Mechanisms exist to define and manage the scope for its attack surface management
¥ lactiviies.
43 e g e b et the Focal Document a - Functional Intersects With Attack Surface Scope | VPM-01.1 5
[Mechanisms exist to determine security, compliance and resilience control appiicabiiity
Determining the scope of |0 SPECific requirement details, buy a licensed copy of Iby identifying, assigning and documenting the appropriate asset scope categorization for|
43 the Al management system ‘e Foca! Document Functional Intersects With | Asset Scope Classification | AST-04.1 ail Technology Assets, Applications and/or Services (TAAS) and personnel (internal and 5
Inttps://wwiw.iso.org/standard/81230.html lthird-parties).
[Mechanisms exist to perform recurring validation of the Responsible, ACcountable,
F i  details, buy a licensed y Supportive, Consulted & Informed (RASCI) matrix, or similar documentation, to ensure
. Determining the scope of O SPeclfc reauirement detals, buy a lcensed copy o Functional | ntersects With | Third-porty Scope Review | TpM.0s.5 [Secunty. complance and resilience control acsignments accurately reflct current s
the Al em 1230.htmi (1) Contractual obligations for the External Service Provider (ESP);
(2) Business practies;
(3) Anoli
Determining the scope of [F9 PECHE requirement detas, buy a icensed copy of A & Autonomous iechanisms xist to Speciy and document e forgeted applcation scope o7 e
43 Al 9 P om [the Focal Document at: Functional Intersects With Technologies Targeted AAT-04.3 preposed use and operation of Artificial Intelligence (Al) and Autonomous Te(hrm\uq\es 5
1230.htmi ‘application Scope (aam)
+ [For specific requirement details, buy a licensed copy of [Mechanisms exist to document and validate the scope of security, compliance
43 "'D:‘:I':;’:"Qqe‘;ee:fzngm Ithe Focal Documer Functional Intersects With Compliance Scope CcPL-01.2 [resilience controls that are determined to meet statutory, regulatory and/or contractual 5
9 Y™ lhttps:/jwww.iso.org/standard/81230.html |compliance obligations
Mechanisms exist to ensure policies, processes, procedures and practices related to the
Forspecific requirement detal, buy a icensed copy of Artificial Intelligence (Al) & ing, measurin 3qing of Atificial Intalligence (Al) and Autonomous
a4 Al management system  [the Focal Document at . Functional Subset Of Autonomous Technologies | AAT-01  [Technologies (AAT)-related risks are in place, transparent and implemented effectively. 10
ov
[For specific requirement details, buy a licensed copy of
50 Leadership lthe Focal Docume; Functional No Relationship NA NA NiA o INo applicable SCF control
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to compel ongoing engagement with relevant Atificial Intelligence (A1)
Leadership and [For specific requirement details, buy a licensed copy of Robust Slakeho‘de' land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
5.1 eadershlp an lthe Focal Documey Functional Intersects With Engagement for Al AAT-11 |negative and unanticipated impacts. 5
Ihttps://www.iso.org/standard/81230.html Autonemons Technalogies
Leadership and [For specific requirement details, buy a licensed copy of [Mechanisms exist to identify and allocate resources for management, operational,
51 adership an the Focal Docume Functional Intersects With | Alocation of Resources | PRM-03  [technical and data protection requirements within business process planning for B
Ihttps://www.iso.org/standard/81230.htm! jprojects / initiatives.
Mechanisms exist to provide governance oversight reporting and recommendations o
o Leadership and [For specific requirement details, buy a icensed copy of Functiona! I tersects With Status Reporting To Govors oS entrusted to make executive decisions about matters considered materia to the s
e Focal Docume unctional ntersects Wi . lorganization's Security, Compliance & Resilience Program (SCRP).
commitment Inttps:/jwww.iso.org/standard/81230.htmi Governing Body
Leadership and Forspecific requirement detai, buy 2 icensed copy of Mechanisms existto establih control objectives a5 the basis for the selecton.
51 Radarship an lthe Focal Document a Functional Intersects With | Define Control Objectives | GOV-09 's internal security, compliance and 5
commitment 0.ntmi resilience control system
Mechanisms exist to take socio-technical Implications Into acCount to adaress risks
Leadership and [For specific requirement details, buy a licensed copy of Al & Autonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
5.1 Sadarshlp an lthe Focal Document Functional Intersects With | Technologies Requirements|  AAT-14 5
Inttps://www.iso.org/standard/81230.html
Leadership and [For specific requirement details, buy a licensed copy of Al'& Autonomous Mechanisms exist to conduct Tegular assessments of ATiicral ntellgence (A1 and
51 P lthe Focal Docume Functional Intersects With Technologies Ongoing | AAT-11.2 (AAT) with H
Inttps://www.iso.org/standard/81230.htmi Assessm iraived n the development of the AAT.
Mechanisms exist to define the criteria as to whether Artificial Intelligence (Al) and
Leadership and [For specific requirement details, buy a licensed copy of Autonomous |Autonomous Technologies (AAT) achieved intended purposes and stated objectives to
5.1 P lthe Focal Docume; Functional Intersects With Te(hnologves Viabily AAT15  |qetermine whether its development or deployment should proceed 5
Inttps://www.is0.org/standard/81230.html
[Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Leadership and [For specific rEqmremem details, buy a licensed copy of Al & Autonomous (AAT)-related operator and practitioner proficiency requirements for Artificial Intelligence
51 e lthe Focal Document a Functional Intersects With | Technologies Stakeholder | AAT-13.1  [(al) and Autonomous Technologies (AAT) are defined, assessed and documented. 5
st iwi 150.orgstandarc1230.html Competencies
eaders and For specific equirement dtais, buy 3 fcensed copy of Mechanisms exist to develop, report and monitor Security, Compliance & Reslience
51 e an lthe Focal Document Functional Intersects With | Measures of Performance | GOV-05 [Program (SCRP) measures of performance. 5
commitment 1230 htm!
; [For specific requirement details, buy a licensed copy of ] [Mechanisms exist to reduce the magnitude or Ikelinood of potential Impacts by
51 Leadership and lthe Focal Document Functional Intersects With Risk Management RSK-01.2 [resourcing the capability required to manage technology-related risks 5
Inttps://www.iso.org/standard/81230.html 9
Leadershi d [For specific requirement details, buy a licensed copy of Security, Compliance & [Mechanisms exist to address all capital planning and investment requests, including the
51 eadership an lthe Focal Document at. Functional Intersects With Resilince Resource PRM.02  |resources needed to implement the Security, Compliance & Resilience Program (SCRP) 5
commitmen 1230.htmi Management Jand document all exceptions to this requirement
[Mechanisms exist to ensure policies, processes, procedures and practices related to the
Leadership and FFor specific requirement details, buy a licensed copy of Artificial Intelligence (Al) & Imapping, measuring and managing of Artificial Intelligence (Al) and Autonomous
51 Commitment fthe Focal Document at: Functional Subset OF Autonomous Technologies | AAT-01  ITechnologies (AAT)-elated risks are in place, transparent and implemented effectively. 10
Inttps://www.iso.org/standard/81230.htmi vernance
For specific equirement dtals, buy 3 fcensed copy of Mechanisms exist to estabiish an authoritative chain of command with clear ines of
51 Leadership and lthe Focal Document & Functional Intersects With Authoritative Chain of | o\ 045 |communication to remove ambiguity from individuals and teams related to managing s
commitment 1230.htmi [Technology Assets, Applications, Services and/or Data (TAASD)-related risks.
Leadership and [For specific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to [dentify and document internal security. compliance and resilience
51 cadership ar the Facal Document at Functional Intersects With | Technologies Internal | AAT-02.2 [for Artficial Intelligence (Al) and Autonomous Technologies (AAT). s
Ihttps://www.iso.org/standard/81230.htm! Controls
Leadership and [For specific requirement details, buy a licensed copy of Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security,
51 hip an lthe Focal Document at: Functional Intersects With | Compliance & Resllience | GOV-15  |compliance and resilience practices for each Technology Asset, Application and/or 5
commitment 1230.htmi Capabilities [Service (TAAS) under their control
Mechanisms st to establh, maintain and dserninate polcles, sandards and
Leadership and FFor specific requirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
51 Pl lthe Focal Document at: Functional Intersects With | Compliance & Resilience | GOV-02 5
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Leadership and

[For specific requirement details, buy a licensed copy of

[Mechanisms exist to enforce an accountahmty slwc!ure 50 that appropriate teams and

51 fip an lthe Focal Document at Functional Intersects Wit | St2keholder Accountabilty | Goy.4.7 individuals are empowered, responsible and trained for mapping, measuring an 5
commitmen i 0.htmi ructure managing Technology Assets, Applications, Services and/or Data (TAASD)-related risks.
Leadership and [For specific reqmremem details, buy a licensed copy of Business As Usual (BAU) [Mechanisms exist to incorporate security, compliance and resilience principles into
51 J lthe Focal Document Functional Intersects With Security, Compliance GOV-14  |Business As Usual (BAU) practices through executive leadership involvement. 5
commitment 0.htmi Resilience Practices
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted Usage, goals and expected
51 Leadership and e P e Functional Intersects With & Autonomous AAT-04  |benefits and costs of Artificial Intelligence (A1) and Autonomous Technologies (AAT). 5
commitment Inttps:/jwww.iso.org/standard/81230.htmi Technologies Business Case
Mechanisms exist to estabiish, maintain and disseminate policies, standards and
FFor specific requirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilites.
52 Al policy lthe Focal Documer Functional Intersects With | Compliance & Resilience | GOV-02 5
Inttps://www.is0.org/standard/81230.html Documentation
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For spectfc requirement details, buy 2 licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2(a) Al policy lthe Focal Document a Functional Intersects With | Compliance & Resilience | GOV-02 5
oo 20 o skandard 81230 html Documentation
[Mechanisms exist to establish, maintain and disseminate policies, standards and
FFor specific requirement details, buy a licensed copy of Publishing Security, Ibrocedures necessary for secure, compliant and resiient capabiliies
5.2(b) Al policy lthe Focal Document a Functional Intersects With | Compliance & Resilience | GOV-02 5
Inttps://www.iso.org/standard/81230.htmi Documentation
Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For specifc requirement detail, buy 2 licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2(c) Al policy lthe Focal Document Functional Intersects With | Compliance & Resilience | GOV-02 5
s /w150 0rgtandard/81230.htmi Documentation
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For specifc equirement details, buy a liensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
5.2() Al policy lthe Focal Docum Functional Intersects With | Compliance & Resilience | GOV-02 5
oo 0 o Skandard 81230 rtmi Documentation
[For specific requirement details, buy a licensed copy of Mechanisms exist to Integrate continual Improvements for deployed Artifcial Intelligence
5.2(d) Al policy lthe Focal Document at: Functional Intersects with | UPdating Al & Autonomous | 7.1 54 (Al and Autonomous Technologies (AAT). s
1230 htm! Technologies
[Mechanisms exist to continuously improve Artificial Intelligence (Al) and Autonomous
[For specific rewwemem details, buy a licensed copy of Autonomous [Technologies (AAT) capabilities to maximize benefits and minimize negative impacts
5.2() Al policy lthe Focal Docum Functional Intersects With | Technologies Continuous | AAT-07.3  |associated with AAT. 5
oo 20 o Skandard 81230 heml improvements
Mechanisms exist to define and differentiate roles and responsibiTies for:
Roles, responsibilities and /O SPECific requirement details, buy a licensed copy of Assigned Responsibilities (1) Artifcial Intelligence (Al) and Autonomous Technologies (AAT) configurations; and
53 bl lthe Focal Docume; Functional Intersects With for Al & Autonomous AAT-08  |(2) Oversight of AAT systems 5
Inttps:/jwwiw.iso.org/standard/81230.htmi hnologies
. [For specific requirement details, buy a licensed copy of xist to define Toles & for all personnel
53 Roles, responsioilities ad lihe Focal Document Functional Intersects With Defined Roies & HRS-03 5
Inttps:/jwwiw.iso.org/standard/81230.htmi P
Roes resporsibiltes ana [ eI requirement detas, buy  censed copy of “Assigned Securit Mechanisms exist to assign one or more qualified iNGividuals with the mission and
53 g Ph Ithe Focal Document al Functional Intersects With Compliance & Resilience GOV-04  |resources to centrally-manage, coordinate, develop, implement and maintain an 5
authorities 1230.htmi lenterprise-wide Security, Compliance & Resilience Program (SCRP).
[Mechanisms exist to define the Criteria and responsible party(ies) for superseding,
Responsibility To ldisengaging or deactivating Artificial Intelligence (Al) and Autonomous Technologies
FFor specific requirement details, buy a licensed copy of
Roles, responsibilities and pecific requi ils, buy Py Supersede, Deactivate g I(AAT) that demonstrate performance or outcomes inconsistent with intended use.
53 o e Focal Socumert Functional Intersects With | SuBerSEae, Deactiate | aaTas.2 5
<f/wiw.iS0.0rg/standard/81230.htm
Autonomous Technologies
[Mechanisms exist to document and maintain a Responsible, ACcountable, SUpportive,
ited & Informed (RASCI) matrix, or similar documentation, to delineate assignment
[For specific requirement details, buy a licensed copy of Responsible, Accountable, [Consu
53 Roles, responsibities and line Focal Document at: Functional Intersects With | Supportive, Consult ThH05.4 or securty. complance and resilience controls between interna stakeholders and 5
1230.htmi Informed (RASCI) Matrix
Roes, resporsibiltes ana [ ST requirement detas, buy  censed copy of “Assigned Security, Mechanisms exist to assign one or more qualified iNGIviduals with the mission and
5.3(a) (b lthe Focal Document at: Functional Intersects With | Compliance & Resilience | GOV-04 [resources to centrally-manage, coordinate, develop, implement and maintain an B
authorities 1230.ntmi lenterprise-wide Security, Compliance & Resilience Program (SCRP.
[Mechanisms exist to define and differentiate roles and responsibilities for
Roles, responsibiities and /0" SPeCific rewwemem details, buy a licensed copy of Assigned Responsibilities (1) Artificial Intelligence (Al) and Autonomous Technologies (AAT) configurations; and
5.3(a) gba lthe Focal Document Functional Intersects With for Al & Autonomous AAT-08  |(2) Ouersight of AAT systems 5
it i 150.610/standard/81230.htm Technologies
Roes responibites ana [ &S reaurement detas, buy  censed copy of “Assigned Security, Mechanisms exist to assign one or more qualified iNGividuals with the mission and
5.3(b) (b lthe Focal Document at: Functional Intersects With | Compliance & Resilience | GOV-04 [resources to centrally-manage, coordinate, develop, implement and maintain an B
authorities 1230.html lenterprise-wide Security, Compliance & Resilience Program (SCRP!
P y. Compl 9
[Mechanisms exist to define and differentiate roles and responsibilities for
Roles, responsibilities and |[0" SPeCific requirement details, buy a licensed copy of Assigned Responsibilities (1) Artificial Intelligence (Al) and Autonomous Technologies (AAT) configurations; and
53(b) e lthe Focal Document Functional Intersects With r Al & Autonomous AAT-08  |(2) Oversight of AAT systems 5
Inttps://www.iso.org/standard/81230.htmi Technologies
For specifc equirement details, buy a icensed copy of
60 Planning lthe Focal Document Functional No Relationship NA NIA NA o INo applicable SCF control
1230.htmi
" Forspecific requirement detai, buy 2 icensed copy of
6.1 Actions to address risks andy Focal pocument a Functional No Relationship. NIA N/A N/A 0 INo applicable SCF control
0.ntmi
IFor specific requirement details, buy a licensed copy of Mechanisms exist to Integrate continual iImprovements for deployed Artificial Intelligence
611 General lthe Focal Document at: Functional Intersects with | UPdating Al & Autonomous | r.1.54 (&) and Autonomous Technologies (AAT) 5
1230 htm! Technologies
[For specific requirement details, buy a licensed copy of A & Autonomous [Mechanisms exist to identify Artificial Intelligence (A1) and AUtonomous Technologies
611 General lthe Focal Document at: Functional Intersects With | ot AUSTOMOS || AAT-021 [(AAT)in use and map those components to potential legal fisks, including statutory and 5
tps://www.is0.0rg/standard/81230.htm! regulatory compliance requirements,
IFor specific requirement details, buy a licensed copy of Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
611 General lthe Focal Document at: Functional Subset Of Risk Management Program [ RSK-01  [risk management controls 10
i 0.ntmi
[Mechanisms exist to document the risks and potential impacts of Artifical Intelligence
() and Autonomous Technologes (AAT that are
1) Des
Forspecifc equirement details, buy a licensed copy of
1 & Autonomous y 2) Deve\uped‘
611 General lthe Focal Document a 30t Functional Intersects With | xR oring | AAT-99 (3] Deploy. 5
3) Evaluated; andior
5) Used.
[Mechanisms exist to leverage decision makers from a diversity of emographics,
FFor specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring a
611 General lthe Focal Document a Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
Inttps://www.iso.org/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
6.1.2 Alrisk assessment  [the Focal Document at: Functional Subset OF Risk Management Program | RSK-01  [risk management controls. 10
1230.htmi
[Mechanisms exist to document the risks and potential impacts of Artifiial Intelligence
(Al) and Autonomous Technologies (AAT) that are:
1) Designed;
FFor specific requirement details, buy a licensed copy of
612 Arisk assessment  (ne Foca Document Functional Intersects With ! & Autonomous aaT-09  [(2) Developed; 5
rvon 150, Orpiandard/81230.htmi Technologies Risk Profiling 3) Deplo
(4) Evaluated; and/or
5) Used.
Mechanisms exst o leverage decsion makers rom a dversty of derograprics.
FFor specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring a
612 Alrisk assessment [the Focal Document at: Functional Intersects With Technologies Risk AAT-07  [managing Artiicial Inteligence (Ah and Autonomous Technologies (AAT)-related risks 5
Inttps://www.iso.org/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of ATS Autonomous Mechanisms exist to define the potential ikelinood and Impact of each identified risk
6.1.2 Al risk assessment. [the Focal Document at: Functional Intersects With | Technologies Likelihood & | AAT-07.2 $asid o‘n Exwfzg:ﬁ use am‘i past uses of Artificial Intelligence (Al) and Autonomous 5
1230.htmi Impact Risk Analysis echnologies in similar contexts.
echaniems Xt 1o Conduct recuring assesements of ik ot ncludes (e Tkeihocd
FFor specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disru
612 Alrisk assessment [the Focal Document at: Functional Intersects With Risk Assessment RSK-04 [ moiification or destruction of the orgunisations Technology Acsete, Apleadens, 5
Inttps://www.iso.org/standard/81230.htmi Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of Mechanisms exist to maintan a risk register that faciltates monitoring and reporting of
612 Alrisk assessment [the Focal Document at: Functional Intersects With Risk Register RSK-04.1 [risks. 5
1230.htmi
For specifc equirement details, buy a licensed copy of Mechanisms exstto Factate the mplementation of tategic, aperational and tackca
6.1.2(a) Alisk assessment the Focal Document a Functional Subset Of Risk Management Program | RSK-01  [risk management contro 10
pss w50 o standard 81230 html
Fechanims evi o Teverage deciin makers a2 dverety of demogapnic
FFor specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, me
6.1.2(a) Alisk assessment [the Focal Document at: Functional Intersects With Technologies Risk AT 07 [ e A e A o D e rsks, 5
Inttps://www.iso.org/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to define the potential likelinood and impact of each identified risk
6.1.2(a) Alisk assessment [the Focal Document a Functional Intersects With | Technologies Likelihood & | AAT-07.2 ~[based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Inttps://www.iso.org/standard/81230.htmi Impact Risk Analysis. echnologies (AAT) in similar contexts
Mechanisms existto Conduct recurring assessments o ek tat ncludes the Ikenood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruptio
6.1.2(a) Alisk assessment [the Focal Document a Functional Intersects With Risk Assessment RSK-04  [modification or destruction of the organization's Technology Acsets, Applications, 5
Inttps://www.iso.org/standard/81230.htmi Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of Mechanisms exstto Tactat the mplementation of trategic, aperational and tackca
6.1.2(b) Alisk assessment [the Focal Document a Functional Subset Of Risk Management Program | RSK-01  [risk management contro 10
Inttps://www.iso.org/standard/81230.htmi
Fechanis evi o Teverage deciin makers T 2 dversty of demogapnic.
FFor specific requirement details, buy a licensed copy of Al & Autonomous [disciplines, experience, expartise and backgrounds for mapping, me
6.1.2(b) Alisk assessment [the Focal Document a Functional Intersects With Technologies Risk AAT07 [ e Al e A oD e e rsks. 5
Ihttps://www.is0.org/standard/81230.html Management Decisions
[For specific requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to define the potential likelinood and Impact of each identified risk
6.1.2(b) Al risk assessment. [the Focal Document af Functional Intersects With | Technologies Likelihood & | AAT-07.2 [based on expected use anc s of Artificial Intelligence (Al) and Autonomous 5
lhttps://www.iso.org/standard/81230.html Impact Risk Analysis [Technologies (AAT) in similar contexts.
[Mechanisms exist to conduct recurring assessments of risk that includes the Tikelinood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
6.1.2(b) Alisk assessment [the Focal Document a Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
Inttps://wwiw.iso.org/standard/81230.htmi Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of Unmeasurable Al & [Mechanisms exist to [dentify and document unmeasurable risks or trustworthiness
6.1.2(c) Alrisk assessment [the Focal Document a Functional Intersects With | Autonomous Technologies | AAT-16.3 [characteristics. 5
Inttps:/jwww.iso.org/standard/81230.htmi Risks
Mechanisms exist to respond to and recover from a previously unknown ATtficial
[For specific requirement details, buy a licensed copy of Previously Unknown Al & Intelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified.
6.1.2(c) Alrisk assessment [the Focal Document a Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Ihttps://www.iso.org/standard/81230.html Threats & Risks
[For specific requirement details, buy a licensed copy of [Mechanisms exist to identify and document risks, both internal and external.
6.1.2(c) Alisk assessment the Focal Document a Functional Intersects With Risk Identification RSK-03 5
Inttps:/jwww.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
6.1.2(c) Alrisk assessment [the Focal Document at; Functional Subset OF Risk Management Program | RSk-01 |risk management controls. 10
1230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to define criteria necessary to designate a risk as a material risk.
6.1.2(c) Alisk assessment [the Focal Document at: Functional Intersects With Material Risks Gov-16.1 5
Ittps://www.iso.org/standard/81230.htm!
[For specific requirement details, buy a licensed copy of ] nomous Mechanisms exist to define the potential ikeliood and Impact of each identified risk
6.1.2(c) Al risk assessment  [the Focal Document at: Functional Intersects With | Technologies Likelihood & | AAT-07.2 $asid o exwﬁfa use and past uses of Artificial Intelligence (Al) and Autonomous 5
0.ntmi Impact Risk Analysis ‘echnologies in similar contexts.
[Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.2(c) Alisk assessment [the Focal Document at: Functional Intersects With Technologies Risk AAT-07 5
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[For specific requirement details, buy a licensed copy of

[Mechanisms exist to conduct recurring assessments ek the Inchudes the IKEnood
land magnitude of harm, from unauthorized access, use, disclosure, disruption,

6.1.2(c) Alrisk assessment [the Focal Document a Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
tps://www.is0.0rg/standard/81230.html Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of Al & Autonomous. [Mechanisms exist to dentify and document negative, residual risks (defined as the sum
6.1.2(c) Alisk assessment [the Focal Document a Functional Intersects With | Technologies Negative | AAT-15.1 [of all unmitigated risks) to both downstream acquirers and end users of Artificial 5
tps://www.iso.org/standard/81230.html Residual Risks Intelligence (Al) and Autonomous Technologies (AAT).
[Mechanisms exist to conduct recurring assessments of fisk that includes the likelinood
FFor specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
6.1.2(d) Al risk assessment  [the Focal Document a Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
www.is0.0rg/standard/81230.htmi Services and/or Data (TAASD).
IMechanisms exist to identify:
For specific requirement detalts, buy a icensed copy of (1) Assumptions afecting i assessments, isk response and risk monitoring:
6.1.2(d) Alisk assessment  [the Focal Doc Functional Intersects With Risk Framing RSK-01.1 |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
oo 20 o standard 81230 html 3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for managing risk.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of strategic, operational and tactical
6.1.2(d) Alrisk assessment [the Focal Document at: Functional Subset Of Risk Management Program | RSK-01  [risk management controls. 10
Ihttps:/fwww.iso.org/standard/81230.htm!
IFor specific requirement details, buy a licensed copy of ATS Autonomous Mechanisms exist to define the potential ikeliood and Impact of each identified risk
6.1.2(d) Al risk assessment  [the Focal Document at: Functional Intersects With | Technologies Likelihood & | AAT-07.2  [based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
0.ntml impact Risk Analysis [Technologies (AAT) in similar contexts.
[Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.2(d) Alisk assessment the Focal Document a Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
Inttps:/fwww.iso.org/standard/81230.html Management Decisions
[For specific requirement details, buy a licensed copy of Mechanisms exist to define Criteria necessary to designate a risk as a material fsk.
6.1.2(d) Alrisk assessment [the Focal Document at: Functional Intersects With Material Risks GOV-16.1 5
0.ntmi
Mechaniams exstto conduct recuring assessment of sk that includes the Tkeliood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disrt
6.1.2(d)(1) Alisk assessment the Focal Document a Functional Intersects With Risk Assessment RSK-04 [ modifcation or destruction of the orgunisations Technology Acsete, Apleadens, 5
Inttps:/fwww.iso.org/standard/81230.html Services and/or Data (TAASD
[For specific requirement details, buy a licensed copy of ATS Autonomous Mechanisms exist to define the potential ikeliood and Impact of each identified risk
6.1.2(d)(1) Alrisk assessment [the Focal Document at: Functional Intersects With | Technologies Likelihood & | AAT-07.2 [based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
1230.htmi Impact Risk Analysis [Technologies (AAT) in similar contexts.
IMechanisms exist to identify:
For specific requirement details, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring;
6.1.2(d)(1) Atk assessment b Focol Document Functional Intersects With Risk Framing RSK01.1 (2 Constraintsaffecting risk assessments, i response and rsk monitoring: 5
/www.iso.org/standard/81230.html (3) The organizational risk tolerance;
(4 Prionties, benefts and trade.ofs considered by the organization for managing risk,
[Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.2(d)(1) Alrisk assessment [the Focal Document at: Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
Inttps://www.iso.org/standard/81230.html Management Decisions
[For specific requirement details, buy a licensed copy of Mechanisms exist to define Criteria necessary to designate a risk as a material fsk.
6.1.2(d)(1) Alrisk assessment [the Focal Document at: Functional Intersects With Material Risks GOV-16.1 5
1230.htmi
For specifc equirement details, buy a licensed copy of [Mechanisms exist to define criteria necessary to designate a risk as a material risk.
6.1.2(d)(2) Al risk assessment e Focal Document a Functional Intersects With Material Risks Gov-16.1 5
0.htmi
IMechanisms exist to identify.
Forspecific requirement detal, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring;
6.1.2(d)2) Alrisk assessment [the Focal Doc Functional Intersects With Risk Framing RSK-0L1 |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
o 0 orgeandarcB1230.htmi 3) The organizational risk tolerance; and
(4) Priorities, benefits and trade-offs considered by the organization for managing risk.
Mechanisms exist to leverage decision makers from a dlvers‘ty of demcgraphlcs
FFor specific requirement details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, me
6.1.2(d)(2) Alrisk assessment  [the Focal Document a Functional Intersects With Technologies Risk AAT-07 [ managing Artificial Intelligence (A and Autanomous Technologles (AAT)-1 N S sk, 5
Inttps://www.iso.org/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of ‘Al & Autonomous. [Mechanisms exist to define the potential likelinood and impact of each identified risk
6.1.2(d)2) Alrisk assessment the Focal Document a Functional Intersects With | Technologies Likelihood & | AAT-07.2 ~[based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
lhttps://www.iso.org/standard/81230.html Impact Risk Analysis [Technologies (AAT) in similar contexts.
Mechanisms existto Conduct recurring assessments o ek tat ncludes the Tkenood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruptior
6.1.2(d)(2) Alrisk assessment [the Focal Document a Functional Intersects With Risk Assessment RSK-04  [modification or destruction of the organization's Technology Assets, Applications, 5
0.ntml [Services andjor Data (TAASD).
IMechanisms exist to identify:
For specific requirement details, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring;
6.1.2(d)(3) Alrisk assessment e Fn(a\ Document Functional Intersects With Risk Framing RSK.OLL (2} Constralnt affectng sk sssessments, ik response and rsk monitoring: 5
/iwww.iso.org/standard/81230.html The organizational risk tolerance; ai
() Priorica, banehta and trade.ais considered by the organization for managing risk
MecRanisms existto conduct recurring sssessments ofrsk that ncludes the Iikeilood
For specific requirement details, buy a licensed copy of nd magnitude of harm, from unauthorized access, use, disclosure, disruptio
6.1.2(d)3) Alrisk assessment [the Focal Document at: Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organizations Technology Acsets, Applications, 5
Inttps:/fwww.is0.org/standard/81230.html IServices and/or Data (TAASD).
Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific rsqmrement details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.2(d)(3) Alrisk assessment [the Focal Doct Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
o/ 0 orgeandarc/B1230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to define criteria necessary to designate a risk as a material fsk
6.1.2(d)(3) Alrisk assessment [the Focal Document at: Functional Intersects With Material Risks GOV-16.1 5
Inttps://www.iso.org/standard/81230.html
[For specific requirement detalls, buy a licensed copy of ATS Autonomous [Mechanisms exist to define the potential likelinood and impact of each identified risk
6.1.2(d)(3) Alrisk assessment [the Focal Document at: Functional Intersects With | Technologies Likelihood & | AAT-07.2 [based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
1230.htm! impact Risk Analysis [Technologies (AAT) in similar contexts.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to define criteria necessary to designate a risk as a material risk.
6.1.2(e) Alrisk assessment  the Focal Document a Functional Intersects With Material Risks Gov-16.1 5
Inttps://www.iso.org/standard/81230.html
[Mechanisms exist to conduct recurring assessments of risk that includes the TIkelinood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
6.1.2(e) Alrisk assessment [the Focal Document a Functional Intersects With Risk Assessment RSK04  [ocification or destruction of the organization's Technelogy Assets, Applcations, 5
Inttps://www.is0.org/standard/81230.html Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of Mechanisms st to facltate the mplementation of strategic, aperational and tactcal
6.1.2(¢) Alrisk assessment  [the Focal Document a Functional Subset Of Risk Management Program | RSk-01 isk management contro 10
Inttps://www.iso.org/standard/81230.html
echanlsms X5t T leverage declsion mlkers o o Vel of ermagrapic.
FFor specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, m
6.1.2(e) Alrisk assessment [the Focal Document a Functional Intersects With Technologies Risk AAT-07  managing Artifcal nteligence (AD and Autonomous Technologies (AAT)- e rsks, 5
0.htmi Management Decisions
[For specific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to define the potential ikelinood and Impact of each identified risk
6.1.2(e) Alrisk assessment [the Focal Document a Functional Intersects With | Technologies Likelihood & | AAT-07.2 ~[based on expected use an s of Artificial Intelligence (Al) and Autonomous 5
Inttps://www.iso.org/standard/81230.html Impact Risk Analysis. [Technologies (AAT) in similar contexts.
echarisms existto iy
[For specific requirement details, buy a licensed copy of Assumptions affecting risk assessments, risk response and risk monitoring;
6.1.2(¢) Alrisk assessment [the Focal Document at: Functional Intersects With Risk Framing RSKOLL[2) Consraines afecting sk sssceaments. ok responee ond fok montonme: 5
Inttps://www.iso.org/standard/81230.html 3) The organizational risk tolerance; and
() Priorities, benefits and trade-offs considered by the organization for managing risk.
echarisms existto iy
[For specific requirement details, buy a licensed copy of Assumptions affecting risk assessments, risk response and risk monitoring;
6.1.2(e)(1) Alrisk assessment [the Focal Document at: Functional Intersects With Risk Framing RSKOLL[2) Consraints aecting sk sssceamnts. ok responee ond fok montonme: 5
Inttps://www.iso.org/standard/81230.html 3) The organizational risk tolerance; and
() Priorities, benefits and trade-offs considered by the organization for managing risk.
For specific equirement dtais, buy 3 fcensed copy of Mechanisms exist to define Criteria necessary to designate a risk as a material fsk
6.1.2(e)(1) Alrisk assessment [the Focal Document Functional Intersects With Material Risks GOV-16.1 5
1230.htmi
Mechanisms exist to leverage decislon makers from  diversity of demographics,
[For specific rEqmremem details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring an
6.1.2(e)(1) Alrisk assessment the Focal Documer Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT) e sk, 5
tpS://WWW.i50. Drglslandard/BIZZD html Management Decisions
[Mechanisms exist to conduct recurring assessments of risk that Includes the ikelinood
[For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
6.1.2(e)(1) Alrisk assessment the Focal Document a Functional Intersects With Risk Assessment RSK-04 [ modifcation or destruction of the organization's Technelogy Assets, Applcations, 5
Inttps://www.is0.0rg/standard/81230.html IServices andor Data (TAASD).
[For specific requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to define the potential likelinood and impact of each identified risk
6.1.2(e)(1) Alrisk assessment the Focal Document a Functional Intersects With | Technologies Likelihood & | AAT-07.2 [based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Inttps://www.iso.org/standard/81230.htmi impact Risk Analysis. [Technologies (AAT) in similar contexts.
Mechanims existt leverage decsion makers rom a Gersty of dermograprics,
[For specific requirement details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, measuring
6.1.2(e)2) Alrisk assessment the Focal Document a Functional Intersects With Technologies Risk AAT-07 [ mansging Artificil Intelligence (A and Autonomous Technologies (AAT)-related risks. 5
Inttps://www.iso.org/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to define the potential likelinood and impact of each identified risk
6.1.2(e)2) Alrisk assessment the Focal Document a Functional Intersects With | Technologies Likelihood & | AAT-07.2 ~[based on expected use and past uses of Artificial Intelligence (Al) and Autonomous 5
Inttps://www.iso.org/standard/81230.html impact Risk Analysis [Technologies (AAT) in similar contexts.
For specifc equirement dtais, buy a fcensed copy of Mechanisms exist to identify and assign a risk ranking to newly discovered security
6.1.2(e)2) Alisk assessment  the Focal Document Functional Intersects With Risk Ranking RsK-05  |vulnerabilities that is based on industry-recognized practices. 5
1230 htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize the impact Ievel for Technology Assets, Appiications andor|
6.1.2(e)(2) Alisk assessment [the Focal Docume; Functional Intersects With | Impact-Level Prioritization | RSK-02.1 [Services (TAAS) to prevent potential disruptions. 5
Inttps://www.iso.org/standard/81230.html
IMechanisms exist to identify:
[For specific requirement details, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring:
6.1.2(e)(2) Alisk assessment the Focal Document a Functional Intersects With Risk Framing RSK-01.1 |(2) Constraints affecting risk assessments, risk response and risk monitoring; 5
Inttps://www.iso.org/standard/81230.htmi 3) The organizational risk tolerance; and
() Priorities, benefits and trade-offs considered by the organization for managing risk.
For specific equirement dtals, buy 3 fcensed copy of Mechanisms exist to define Criteria necessary to designate a risk as a material fsk
6.1.2(e)(2) Alrisk assessment [the Focal Document a Functional Intersects With Material Risks GOV-16.1 5
1230.htmi
[Mechanisms exist to conduct recurring assessments of isk that includes the likelihood
FFor specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
6.1.2(e)2) Atk assessment b Foal Document Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
1/www.iso.org/standard/81230.html [Services and/or Data (TAASD).
For specific equirement dtais, buy 3 fcensed copy of [Mechanisms exist to faciitate the implementation of strategic, operational and tactical
613 Alrisk treatment  [the Focal Document a Functional Subset Of Risk Management Program | RSk-01 ik management controls. 10
1230.htmi
[Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring and
613 Alrisk treatment  [the Focal Document Functional Intersects With Technologies Risk AAT-07 5
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[For specific requirement details, buy a licensed copy of

[Mechanisms exist to ensure proper nsk response acuons were performed to remediate
d:

613 Alrisk treatment [the Focal Document at Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance andjor resilience-relate 5
i 0.ntmi 1) Assessments;
For specific equirement details, buy 3 fcensed copy of [Mechanisms exist to remediate risks to an acceptable level
613 Alrisk treatment  [the Focal Document Functional Intersects With Risk Remediation RSK-06 5
0.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper sk response actions were performed to remediate
6.1.3(a) Alrisk treatment  [the Focal Document Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance andor resilience-related: 5
Inttps://www.iso.org/standard/81230.html (1) Assessments;
[For specific requirement detalls, buy a licensed copy of [Mechanisms exist to faciitate the implementation of strategic, operational and tactical
6.13(2) Alrisk treatment  |the Focal Document at Functional Subset Of Risk Management Program | Rsk-01  [fisk management controls 10
1230 htmi
Forspecific requirement detai, buy a icensed copy of [Mechanisms exist to remediate risks to an acceptable level.
6.1.3(2) Alrisk treatment  [the Focal Documen Functional Intersects With Risk Remediation RSK-06 5
s/ 0 orgieandarc/B1230.htmi
Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific VE\]WE'"EM details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.3(2) Alrisk treatment  [the Focal Documen Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
o/ 0 orgeandarcB1230.htmi Management Decisions
Forspecific requirement detai, buy 2 icensed copy of xist to remediate risks to an acceptable level.
6.1.3(b) Alrisk treatment [the Focal Documen Functional Intersects With Risk Remediation RSK-06 5
s/ 0 orgisandarc/B1230.htmi
Mechanisms exist to leverage decision makers from a diversity of emographics,
[For specific VE\]WE'"EM details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.3(b) Alrisk treatment  [the Focal Documen Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
s/ 0 orgeandarcB1230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
6.1.3(b) Alrisk treatment  [the Focal Document at Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance andor resilience-related: 5
Inttps://www.iso.org/standard/81230.html (1) Assessments;
[For specific requirement detalls, buy a licensed copy of [Mechanisms exist to faciitate the implementation of strategic, operational and tactical
6.1.3(b) Alrisk treatment  [the Focal Document at Functional Subset Of Risk Management Program | RSk-01 |risk management controls. 10
1230.htmi
[For specific requirement details, buy a licensed copy of Compensatin [Mechanisms exist to [dentify and implement compensating countermeasures to reduce
6.1.3(b) Al risk treatment  [the Focal Document a Functional Intersects With s RSK-06.2 [fisk and exposure to threats 5
Inttps:/jwww.iso.org/standard/81230.htmi
IFor specific requirement details, buy a licensed copy of Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
6.1.3(c) Al risk treatment [the Focal Document at: Functional Subset OF Risk Management Program |  RSK-01  [risk management controls. 10
1230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level
6.1.3(c) Alrik reatment  fthe Fn(a\ Document Functional Intersects With Risk Remediation RSK-06 5
jwww.is0.0rg/standard/81230.htmi
[Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring
6.13(c) Alrik reatment - fthe Fn(a\ Document Functional Intersects With Technologies Risk AAT07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks 5
<flwWww.is0.0rg/standard/81230.htmi Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
6.1.3(c) Alrisk treatment  [the Focal Document at Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance andor resilience-related: 5
Inttps://www.iso.org/standard/81230.htmi (1) Assessments
[For specific requirement details, buy a licensed copy of ompensatim IMechanisms exist to identify and Implement compensating Countermeasures to reduce
6.1.3() Alrisk treatment  [the Focal Document at: Functional Intersects With Coomb 9 RSK-06.2 [risk and exposure to threats. 5
— ountermeasures
[For specific requirement details, buy a licensed copy of < " [Mechanisms exist to identify and implement compensating countermeasures to reduce
6.1.3(d) Al risk treatment lthe Focal Document af Functional Intersects With Coumtbrmeasures RSK-06.2 |risk and exposure to threats. 5
jwww.is0.0rg/standard/81230.htm! v
[Mechanisms exist to everage decision makers from a diversity of demographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring and
6.1.3(d) Alrisk treatment [the Focal Document a Functional Intersects With Technologies Risk AAT07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
Inttps://www.iso.org/standard/81230.htm Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of strategic, operational and tactical
6.1.3(d) Alrisk treatment  [the Focal Document at Functional Subset Of Risk Management Program | RSK-01  [risk management controls. 10
jwww.is0.0rg/standard/81230.html
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
6.1.3(d) Alrisk treatment [the Focal Document a Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance andor resilience-related: 5
i 0.ntmi (1) Assessments;
For specifc equirement dtails, buy 3 fcensed copy of [Mechanisms exist to remediate risks to an acceptable level
6.1.3(d) Alrisk treatment  [the Focal Document Functional Intersects With Risk Remediation RSK-06 5
0.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level.
6.1.3(e) Alrisk treatment [the Focal Docume Functional Intersects With Risk Remediation RSK-06 5
Inttps://www.iso.org/standard/81230.html
Mechanisms exist to leverage decision makers from a diversity of emographics,
[For specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring
6.1.3(e) Alrisk treatment [the Focal Docume Functional Intersects With Technologies Risk AAT-07  Imanaging Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks, 5
Inttps://www.is0.org/standard/81230.html Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of strategic, operational and tactical
6.1.3(e) Alrisk treatment  [the Focal Document Functional Subset Of Risk Management Program | RSk-01  [risk management controls. 10
Inttps://www.iso.org/standard/81230.html
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to ensure proper risk response actions were performed to remediate
6.1.3(e) Alrisk treatment  [the Focal Document at Functional Intersects With Risk Response RSk-06.1 [findings from security, compliance and/or resilience-related: 5
1230 htmi (1) Assessments;
Forspecific requirement detai, buy a icensed copy of [Mechanisms exist to remediate risks to an acceptable level.
6.13() Alrisk treatment  [the Focal Documen Functional Intersects With Risk Remediation RSK-06 5
s/ 0 orgisandarcB1230.htmi
Mechanisms exist to leverage decision makers from a diversity of demographics,
[For specific VE\]WE'"EM details, buy a licensed copy of Al & Autonomous [disciplines, experience, expertise and backgrounds for mapping, measuring and
6.13() Alrisk treatment  [the Focal Documen Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
o/ 50 orgeandarcB1230.html Management Decisions
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
6.13() Alrisk treatment [the Focal Document at Functional Intersects With Risk Response RSK-06.1 [findings from security, compliance and/or resilience-related: 5
0.htmi (1) Assessments;
[For specific requirement details, buy a licensed copy of [Mechanisms exist to faciitate the implementation of strategic, operational and tactical
6.1.3(1) Alrisk treatment  [the Focal Document at Functional Subset Of Risk Management Program | RSK-01 |risk management controls. 10
1230.htmi
[For specific requirement details, buy a licensed copy of Mechanisms s to facltate the mplementation of strateglc Gperational and tactcal
6.1.3(g) Alrisk treatment  [the Focal Document a Functional Subset Of Risk Management Program | RSK-01  [risk management contro 10
Inttps:/jwww.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Mechanisms exist to remediate risks to an acceptable level
6.13(g) Alrisk treatment  [the Focal Document at Functional Intersects With Risk Remediation RSK-06 5
1230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
6.1.3(g) Alrik reatment  fthe Fu(a\ Document Functional Intersects With Risk Response RSK-06.1  [findings from security, compliance and/or resilience-related: 5
www.iso.org/standard/81230.html (1) Assessments;
[Mechanisms exist to leverage decision makers from a diversity of demographics,
FFor specific requirement details, buy a licensed copy of Al & Autonomous ldisciplines, experience, expertise and backgrounds for mapping, measuring
6.1.3(g) Alrisk treatment  [the Focal Document Functional Intersects With Technologies Risk AAT07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks 5
Inttps://www.iso.org/standard/81230.htm Management Decisions
IMechanisms exist to identify:
Alsystem impact _|FOr specific requirement details, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring;
614 system impact i Focal Dacument Functional | Intersects With Risk Framing RICO11(2)Consrinsafecing sk asessment, ok response an sk moniorg: s
/www.iso.org/standard/81230.html (3) The organizational risk tolerance; an
() Piortine benerte and ade ot conidered by the organization for managing risk.
[Mechanisms exist to leverage decision makers from a diversity of demographics,
Alsystem impact  [[Or specific requirement details, buy a licensed copy of Al & Autonomous |disciplines, experience, expertise and backgrounds for mapping, measuring and
614 Heeessment [the Focal Document Functional Intersects With Technologies Risk AAT-07 | managing Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risks. 5
Inttps:/fwww.iso.org/standard/81230.html Management Decisions
Mechanims existto document the ks and potential mpacts of Arical ntligence
(Al) and Autonomous Technologies (AAT) that
Alsystem impact _|For specific requirement details, buy a licensed copy of & Autonomous ;} EEVE‘D eu
614 e lthe Focal Document at: Functional Intersects With | rochnologies Riek Profiling | AAT99 [(3) Deploye 5
Inttps://www.iso.org/standard/81230.html o et andior
For speific equirement dtais,buy 3 fcensed copy of [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
614 Al system impact o Focal Document at: Functional Intersects with | BuSiness Impact Analysis | poy og  [security, compliance and resilience risks. 5
assessment 1230.htm! (B1A)
N " © detate, buy o eensed . [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
o specifc requirement detals, buy a licensed copy o |assets, Applications andjor Services (TAAS) that store, process and/or transmit Personal
Al system impact Data Protection Impact
614 [the Focal Document Functional Intersects With RSK-10  |pata (PD) to identify and remediate reasonably-expected risks. 5
assessment it i 150.610/standard/81230.ht Assessment (DPIA) v v
For spcific equirement dtals, buy 3 fcensed copy of Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
Al abjectives and planning i Autonomous ~04  [penefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT)
62 e o Saniin lthe Focal Document at: 230hem Functional Intersects With | i ove Case|  AAT-04 igence (Al) gies (AAT). 5
ing |For specific requirement details, buy a licensed copy of : N [Mechanisms exist to define the context of Its business model and document the
62 Al objectives and p1anning lthe Focal Documer Functional Intersects with | Defning Business Context | g6y 05 forganization's mission 5
Ittps://www.iso.org/standard/81230.htmi
IFor specific requirement details, buy a licensed copy of Mechaniss eXistto establsh cortol obectives as the basis Tor the slecton,
62 Al objectives and P1anning line Focal Document at Functional Intersects With | Define Control Objectives | GOV-09 of th internal security, compliance and 5
0 achieve them 1230.htmi resilence control system
[For specific requirement details, buy a licensed copy of [Mechanisms exist to monitor mission/business-critical Technology Assets, Applications
62 Al abjectives and planning e Foce Dot ¢ Functional Intersects With Purpose Validation GOV-11  [and/or Services (TAAS) to ensure those resources are being used consistent with their 5
/www.iso.org/standard/81230.html jintended purpose.
Fnrspe(\ﬂ( requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
Al objectives and planning Al & Autonomous Ibenefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT)
6.2(a) o achieve tham " [ie Focal Document at o e Functional Intersects With | e case|  AAT-04 igence (A gies (AAT). 5
For specifc equirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(0) Al objectives and planning he Focal Document a Functional Intersects With [ 1cp S AUtOnOMOUS AAT-04  |benefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT). 5
© achieve ther ps. o 50 o standard 81230 html echnologies Business Casel
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted Usage, goals and expected
620 Al objectives and plonning | E0CC1 Document a Functional Intersects With | o p A& Autonomous AAT-04  |benefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT). 5
o achieve them Ihttps:/jwww.iso.org/standard/81230.html echnologies Business Case|
For specifc equirement dtails, buy 3 fcensed copy of Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
Al objectives and planning Autonomous g lbenefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT).
62(d) et ies a0 2lanning lihe Focal Document a ore Functional Intersects With |1 A SRUOIOMONS e AAT04 g g . 5
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted Usage, goals and expected
620 Al objectives and planning | E6CS] Document at Functional Intersects with |1 A1S Autonomaus AAT-04  [benefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT) 5
achieve Inttps:/jwwiw.iso.org/standard/81230.htmi echnologies Business Case
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
Al objectives and planning i Al & Autonomous - lbenefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT).
6.2() e o Saniin lthe Focal Document at: 2s0he Functional Intersects With | i ove Case|  AAT-04 9 g 5
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
6.2(0) Al objectives and planning |; ¢ SOSCT 8 Functional Intersects With Autonomous AAT-04  [benefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT) 5
9 to achieve them  Focal Document a unctionat ntersects Wi Te(hna\og\es Business Case
Inttps:/jwww.iso.org/standard/81230.htmi
IFor specific requirement details, buy a licensed copy of Coniouration Change Mechanisms exist to govern the technical configuration change control processes.
63 Planning of changes  [the Focal Document at: Functional Intersects With O e CHG-02 5
1230.htmi
[For specific requirement details, buy a licensed copy of Change Management [Mechanisms exist to facilitate the implementation of a change management program.
63 Planning of changes the Focal Document at: Functional Subset Of 9 9 CHG-01 10
ww.iso.org/standard/81230.html
nrspe(\ﬂ( requirement details, buy a licensed copy of [Mechanisms exist to pronibit unauthorized changes, uniess organization-approved
6.3 Planning of changes [the Focal Document at; Functional Intersects With Prohibition Of Changes | CHG-02.1 |change requests are received. 5
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[For specific requirement details, buy a licensed copy of
7.0 Support lthe Focal Document at: Functional No Relationship NA NA NA 0 INo applicable SCF control
i 0.ntmi
For specifc equirement details, buy a licensed copy of odating A1 6 [Mechanisms exist to integrate continual improvements for Geployed Artificial Intelligence
71 Resources lthe Focal Document Functional Intersects with | UPdating Al & Autonomous | a1 14 {(AN) and Autonomous Technologies (AAT) 5
0.htmi Technologies
[For specific requirement details, buy a licensed copy of Security, Compliance & Mechanisms exist to facilitate the Implementation of resource planning Controls that
7.1 Resources lthe Focal Document Functional Subset Of Resilience Protection PRM-01  [provide a portfolio management approach to achieve security, compliance and resilience 10
Ittps://www.iso.org/standard/81230.htmi Portfolio Management lobjectives.
[For specific requirement details, buy a licensed copy of Mechanisms exist to [dentify and allocate resources for management, operational,
71 Resources fthe Focal Document at: Functional Intersects With | Allocation of Resources | PRM-03  [technical and data protection requirements within business process planning for 5
1230 htmi lprojects / initiatives
[Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
FFor specific requirement details, buy a licensed copy of Trustworthy Al & (AAT) are designed to be reliable, safe, fair, secure, resilient, transparent, explainable
7.1 Resources e Focal Bocumert Functional Intersects With | 5 TUSOHOTTY A dies | AAT-012  [and data privacy-enhanced to minimize emergent properties or unintended 5
jwww.is0.0rg/standard/81230.html [Consequences
For specifc equirement details, buy a icensed copy of Security, Compliance & Mechanisms exist to address all Capital planning and investment requests, Including the
7.1 Resources lthe Focal Document a Functional Intersects With Resilience Resource PRM-02  [resources needed to implement the Security, Compliance & Resilience Program (SCRP) 5
1230 htmi Management land document all exceptions to this requirement
[For specific requirement details, buy a licensed copy of Nan xist (o ensure personnel and external stakeholders are provided with
72 Competence lthe Focal Document at: Functional intersects With | A& Autonomous AAT-05  |position-specific risk management training for Artificial Intelligence (Al) and Autonomous s
Ittps://www.iso.org/standard/81230.htmi echnologies Training [Technologies (AAT).
[For specific requirement details, buy a licensed copy of Mechanisms exist to faciitate the Implementation of personnel security controls.
72 Competence lthe Focal Document at: Functional Subsetof | Human Resources Security | gs.o1 10
1230.htm! /anagement
[For specific requirement details, buy a licensed copy of [Mechanisms exist to manage personnel security risk by screening indviduals prior to
72 Competence lthe Focal Document a Functional Intersects With Personnel Screening HRs-04  [authorizing access. 5
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to ensure that all securlty-related positions are staffed by qualified
FFor specific requirement details, buy a licensed copy of Competency Requirements individuals who have the necessary <kill set
72 Competence lthe Focal Document a Functional Intersects With for Security-Related HRS-03.2 5
Intps:/jwww.iso.org/standard/81230.htmi Positions
Mechanisms xist to ensure Arfical nteligence (A) and Autoromos Technalogtes
[For specific requirement details, buy a licensed copy of Al & Autonomous I(AAT)-related operator and practitioner proficiency requirements for Artificial Intelligence
72 Competence fthe Focal Document at: Functional Intersects With | Technologies Stakeholder | AAT-13.1|(a1) and Autonomous Technologies (AAT) are defined sssessed and documenter 5
jwww.is0.0rg/standard/81230.html Competencies
[For specific requirement details, buy a licensed copy of N ! Mechanisms exist to ensure that Individuals accessing a system that stores, transmits o
72 Competence fthe Focal Document at: Functional Intersects With Roles With Special HRS-04.1 |processes information requiring special protection satisfy organization-defined personnel 5
Protection Measures
1230.htmi |screening criteria
[For specific requirement details, buy a licensed copy of [Mechanisms exist to manage personnel security risk by assigning a risk designation to all
72 Competence lthe Focal Document a Functional Intersects With | Position Categorization | HRS-02  [positions and establishing screening criteria for individuals filling those positions. 5
Ittps:/jwww.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Dened Rores & Mechanisms exist to define Cybersecurity oles & responsibilities for all personnel
72 Competence lthe Focal Document at: Functional Intersects With efined Roles HRS-03 5
1230.htm! Responsibilities
[For specific requirement details, buy a licensed copy of [Mechanisms exist to formally educate authorized users on proper data handiing practices|
73 Awareness lthe Focal Document at: Functional Intersects With Formal Indoctrination | HRS-04.2 [for all the relevant types of data to which they have access. 5
Ittps:/www.iso org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Wechanisms exstto establish usage restictions and Implementation guldance for
73 Awareness lthe Focal Document at: Functional Intersects With  [Technology Use HRS-05.3 n the potential to cause damage to Technology 5
0.ntmi [Assets. Applications andor Services (TAAS). I used maliciously.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to manage business risks associated with permitting mobile device
73 Awareness lthe Focal Document at: Functional Intersects With | Use of Mobile Devices | HRS-05.5 [access to organizational resources. 5
jwww.is0.0rg/standard/81230.htm!
[For specific requirement details, buy a licensed copy of Mechanisms exst to communicate with users about thelr roles and responsibiiies to
73 Awareness lthe Focal Document a Functional Intersects With User Awareness HRS-03.1 | maintain a safe and secure working environment 5
Ittps://www.iso.org/standard/81230.htmi
For specifc equirement details, buy a ficensed copy of Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar confidentiallty
73 Awareness lthe Focal Document Functional Intersects With | C ts| HRS-06.1 that reflect the needs to protect data and operational detals, or both 5
0.htmi lemployees and third-par
[For specific requirement details, buy a licensed copy of policy Famiiarzation & [Mechanisms exist to ensure personnel receive recuring familarization with the
73 Awareness lthe Focal Document Functional Intersects With o arization HRS-05.7 organization's security, compliance and resilience policies and provide 5
Ittps://www.iso.org/standard/81230.htmi igement
[For specific requirement details, buy a licensed copy of Mechanisms exist to govern usage policies for critical technologies.
73 Awareness fthe Focal Document at: Functional Intersects With | Use of Critical Technologies| HRS-05.4 5
1230 htm!
[For specific requirement details, buy a licensed copy of [Mechanisms exist to define acceptable and unacceptable rules of behavior for the use of
73 Awareness lthe Focal Document at: Functional Intersects With Rules of Behavior HRS-05.1 [technologies, including for behavior. 5
Ittps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Mechanisms exist to require all employees and contractors to apply cybersecurity and
73 Awareness fthe Focal Document at: Functional Intersects With | Terms of Employment HRS-05  |data protection principles in their daily work to enable secure, compliant and resilient 5
1230.htmi |capabiliies.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to require internal and third-party users o SIgn appropriate access
73 Awareness lthe Focal Document at: Functional Intersects With Access Agreements HRS-06  [agreements prior to being granted access 5
Ittps:/www.iso org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of . Mechanisms exist to define rules of behavior that contain explicl restrictions on the use
73 Awareness. lthe Focal Document at: Functional Intersects With “f‘a‘k"'“‘a & Social HRS-05.2 [of social media and networking sites, posting information on commercial websites and 5
0.ntmi Networking Restrictions sharing account information.
[For specific requirement details, buy a licensed copy of /echanisms exist to sanction personnel failing to comply with established security
73 Awareness e Focal Socumert Functional Intersects With Personnel Sanctions HRs-07  [policies, standards and procedures 5
:f]wiww.is0.0rg/standard/81230.htmi
[Mechanisms exist to ensure policies, processes, procedures and practices related to the
FFor specific requirement details, buy a licensed copy of Artificial Intelligence (Al) & ing, measuring and managing of Artificial Intelligence (Al) and Autonomous
74 Communlcation e Focal Bocumert Functional Subset Of utonomous Technologies | AAT-01  [Tachnologies (AAT)-related risks are in place, transparent and implemented effectively 10
<f/WWw.iS0.0rg/standard/81230.htmi v
[Mechanisms exist to compel ongoing engagement with relevant Atificial Intelligence (Al)
N [For specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
7 Communication  the Focal Document Functional Intersects With Engagement for Al AAT11 [RCgative and unanticipated impacts. 5
Inttps://www.iso.org/standard/81230.htmi Autonomous Technologies
Mechanisms exist to assess security, compliance and reslience Controls in system
[For specific requirement details, buy a licensed copy of Security, Compliance & lproject development to determine the extent to which the controls are implemented
7.4 Communication  the Focal Document a Functional Intersects With Resilience In Project PRM-04  |correctly, operating as intended and producing the desired outcome with respect to 5
Inttps://www.iso.org/standard/81230.htmi Management Imeeting the requirements.
Mechanisms exis to deine business processes with consideration for securty.
FFor specific requirement details, buy a licensed copy of o e ence thal aetermi "
74 Communicaton i Focal Bocumert Functional Intersects With | Business Process Definition|  PRM-06 [ 1) The resulting risk to raanizatonal operatons, assets, ndiduals and athr 5
Il wwwi50.0rgstandard/81230.htmi [organizations; and
(2) Information protection needs arising from the defined business processes and revises
lthe processes as necessary, until an achievable set of protection needs is obtained.
[For specific requirement details, buy a licensed copy of
75 Documented information  [the Focal Document a Functional No Relationship NA NA NiA o INo applicable SCF control
Ittps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Securty, Compliance & Mechanisms exist to facilitate the Implementation of security, compliance and resilience
1 the 3 X jovernance controls.
751 Genera e Focal Document at 230 ren Functional Subset Of Resiionce brogtam (6cRp) | GOV-01 o 10
[For specific requirement details, buy a licensed copy of tandardized O [Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or
751 General lthe Focal Document Functional Intersects With tandardized Operating | 655 97 1 fsimilar documentation, to enable the proper execution of day-to-day / assigned tasks, 5
° Procedures (SOP)
Ittps:/www.iso org/standard/1230.htmi
Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For specific requirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
751 General lthe Focal Documey Functional Intersects With | Compliance & Resilience | GOV-02 5
Inttps://www.iso.org/standard/81230.htm Documentation
ror specic requirement detalls, buy a ficensed cony of Pubehing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
3 Py o ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
751() General lthe Focal Document Functional Intersects With | Compliance & Resilience | GOV-02 | Y © " 5
Inttps://www.iso.org/standard/81230.htmi Documentation
For specic reauirement deals, buy a censed copy of Standardized Mechanisms exist to [dentify and document Standardized Operating Procedures (SOP), or
7.5.1(2) General lthe Focal Document at: Functional Intersects With andardized Operating | yps 1 1 similar documentation, to enable the proper execution of day-to-day / assigned tasks, 5
1230 htm! Procedures (SOP)
[For specific requirement details, buy a licensed copy of ecurtty, Compliance & echanisms existto Faiita the mplementation of secury, compliance and resence
7510 General the Focal Dacumes Functional subsetor | Security. Complonce & | o0 [govemance control 10
Ihttps://www.iso org/standard/81230.htmi 9
[For specific requirement details, buy a licensed copy of Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or
7.5.1(b) General lthe Focal Document at: Functional Intersects with | Standardized Operating | 55 ) 1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks 5
1230 htm! Procedures (SOP)
[For specific requirement details, buy a licensed copy of ecurtty, Compliance & [Mechanisms exist to facilitate the implementation of security, compliance and resilience
751000 General the Focal Document a Functional subseror | Securtty: Complance & || Gov.y [povernance control. 10
jwww.is0.0rg/standard/81230.htm! esilience Progral
Mechanisms exst to establsh, maintain and disseminate policies, standards and
FFor specific requirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
751(0) General lthe Focal Document a Functional Intersects With | Compliance & Resilience | GOV-02 5
Inttps://www.iso.org/standard/81230.htmi Documentation
ror specifc requirement detalls, buy a ficensed copy of ubehing Secart [Mechanisms exist to estabiish, maintain and disseminate policies, standards and
3 Py o ublishing Security, rocedures necessary for secure, compliant and resilient capabilit
752 Creating and updating line Focal Document at Functional Intersects With | Compliance & Resilience | GOV-02 | Y i " s
Inttps://www.iso.org/standard/81230.htmi Documentation
[For specific requirement details, buy a licensed copy of Mechanisms exist to [dentify and document Standardized Operating Procedures (SOP), or
Creating and updating Standardized Operating by
752 oreating and updating  lthe Focal Document at: ot Functional Intersects With ndardized Operat 0OPS-01.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks. 5
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of security, compliance and resilience
Creating and updating Security, Compliance &
752 the Focal Document a Functional Subset Of : Gov-01  [governance controls. 10
documented information et dard/81230.tml Resilience Program (SCRP)
Mechanisms exist o review the Security, Compliance & Resilience Program (SCRP)
Creating and updating [FC" SPECIfic requirement details, buy a licensed copy of [Periodic Review & Update of| including policies, standards and procedures, at planned intervals o if significant
752 et 2 ubdating . [the Focal Document at Functional Intersects With | Security, Compliance & | GOV-03  |changes occur to ensure their continuing suitability, adequacy and effectiveness, 5
Inttps:/www.iso.org/standard/81230.htmi Resilience Program
For specifc equirement details buy a icensed copy of [Mechanisms exist to protect sensitive/reguiated data wherever It s processed and/or
753 Control of documented l41C 205G Bacument Functional | Intersects witn | SenSiive /Regulated Data | pcyy g1 5 stored s
itps:fiwe 150.0rg/standard/81230.htrmi
o spctc equrementdetls, by  ensed copy ot Securt Mechanisms exist to estabiish, maintain and disseminate policies, standards and
3 i py o ublishing Security, rocedures necessary for secure, compliant and resilient capabilities.
753 Control of documented e Focal Document Functional Intersects With | Compliance & Resilience | GOv-02 | v P P 5
s /w150 0rgtandard/81230.htmi Documentation
Control of documented |FOT SPECIfic requirement details, buy a licensed copy of [Mechanisms exist to restrict the disclosure of sensitive/reguiated data to authorized
753 o docum. lthe Focal Document at: Functional Intersects With | Disclosure of Information | DCH-03.1 [parties with a need to know. 5
Ittps:/www.iso org/standard/81230.htmi
Control of documented _|FOT SPECIfic requirement details, buy a licensed copy of Mechanisms exist to faciitate the Implementation of data protection controls
753 lthe Focal Document at: Functional Subset Of Data Protection DCH-01 10
information —
For specifc equirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of security, compliance and resilience
753 Control of documented i FocGl Document a Functional subseror | Securtty: Complance & || Gov.y [povemance control. 10
o S0 o tanard/81230.html esilience Progra
Control of documenteq _[FOT Specific requirement detalls, buy a licensed copy of Mechanisms exist to faciitate the implementation of operational security Controls
753 the Focal Document at Functional Subset Of Operations Security 0ops-01 10
information —
ror speciic requirement detals, buy a lcensed cony of et A lechanisms exist to explicitly define authorizations for specific individuals and/or roles
efining Access for logical and for physical access to sensitive/regulated data.
753 Control of documented e Focal Documen Functional Intersects With Authorizations for octora [ P o s
Inttps://www.iso.org/standard/81230.htmi Sensitive / Regulated Data
[For specific requirement details, buy a licensed copy of Mechanisms exist to [dentiry and document Standardized Operating Procedures (SOP), or
Control of documented Standardized Operating o
753 ol of docum: the Focal Document a e Functional Intersects With ndardiaed Operas 0PS.01.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks 5

Secure Controls Framework (SCF)

50f13



Set Theory Relationship Mapping (STRM)

Document Element (FDE) Description

STRM
o

STRM
Relationship

1S0 42001:2024

SCF Control

Secure Controls Framework (SCF)
ontrol Descriptior

Strength of
Relationship

version 2026.1_x000a_03/27/2026

[For specific requirement details, buy a licensed copy of

[Mechanisms exist to facilitate the \mplemenla(\on of da[a protection controls.

tps://www.is0.0rg/standard/81230.ntmi

7.53() Control of documented  lthe Focal Document at: Functional Subset Of Data Protection DCH-01 10
i 0.htmi
Contro ofdocumentea 21 SPECE requIement cetal, by censed copy of Mechanisms exist to faciitate the implementation of operafional security controls
7.53() o1 of docum lthe Focal Document Functional Subset Of Operations Security ops-01 10
0.htmi
[For specific requirement detail, buy a licensed copy of st 10 protect ata wherever It is processed andjor
7.53() Control of documented the Focal Docume: Functional Intersects with | Sensitive Regulated Data | peyy.g1 5 stored 5
Ittps://www.iso.org/standard/81230.html
Mechanisms exist to explicitly define authorizations for specific inaIviduals and/or roles
Control of documented | O" SPecific requirement details, buy a licensed copy of Defining Access [for logical and /or physical access to sensitive/regulated data.
7.53() ol of docum: lthe Focal Documey Functional Intersects With Authorizations for DCH-01.4 5
Ittps://www.iso.org/standard/81230.htmi Sensitive / Regulated Data
For specific requirement detail, buy a licensed copy of [Mechanisms exist to facilitate the Implementation of securty, compliance and resilience
753 Control of documented  lthe Focal Document Functional SubsetOf | pSEeunty, Complence & | Gov-01  |governance controls 10
Ittps://www.iso.org/standard/81230.html 9
Mechanisms exist to establish, maintain and disseminate polices, standards and
Control of documented _[FOT SPECIfic requirement details, buy a licensed copy of Publishing Security, rocedures necessary for secure, compliant and resilient capabiliies.
753 Ol of docum: lthe Focal Document Functional Intersects With | Compliance & Resilience | GOV-02 5
Ittps://www.iso.org/standard/81230.htmi ocumentation
[For specific requirement detail, buy a licensed copy of Mechanisms exist to [dentliy and document Standardized Operating Procedures (SOP), o
75.36) Controlof documented  frg HECC Doctmnt Functional Intersectsvitn | °nderdzed Operating | gpg 11 |similr documentation, o enable the proper executon o day-to-day / assianed tasks 5
Ittps://www.iso.org/standard/81230.html
Contro ofdocumentza 1 SPECE FequIeTent cetal, by censed copy of Mechanisms exist to restrict the disclosure of sensitvelregulated data fo authorized
7.53() ol of docum lthe Focal Document a Functional Intersects With | Disclosure of Information | DCH-03.1  [parties with a need to know 5
i 1230 htmi
For speciic equirement dtals, buy @ fcensed copy of Mechanisms exist to restrict the disclosure of sensitive/regulated data to authorized
7.5.3(b) Control of documented lthe Focal Document Functional Intersects With | Disclosure of Information | DCH-03.1 [parties with a need to know. 5
s/ 50 org/sandarcB1230.htmi
WMechanisms exist to explicily defing authorizations for specifc inaIviduals and/or roles
Contrl of documenteq [0 SPecic requirement detis, buy  icensed copy of Defining Access for logical and for physical aceess ko sensitive/regulated data,
7.53(0) ! of docum;  Focal Doc Functional Intersects With horizations for DCH-01.4 5
o/ 0 orgeandarc/B1230.html Sensitive / Regulated Data
[For specific requirement details, buy a licensed copy of st 10 protect Gata wherever It is processed andior
75300 Controlofdocumented o F0EC T Ci o Functional | Intersectswitn | Sensiive Regulated Data | ey g1 eorea s
Ittps://www.iso.org/standard/81230.html
[For specific requirement detail, buy a licensed copy of Wechanisms exist to faciitate the implementation of security, compliance and resiience
Control of documented Security, Compliance & 01 e st
7.53(0) o1 of docum: lthe Focal Document at ot Functional SubsetOf | p2ECuTty Complonce fey | GOv-01 (o 10
FFor specific requirement details, buy a licensed copy of ; ; Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or
7.5.3(0) Control of documented iic FEco Gacument a Functional ntersects with | S19dardized Operating | g gy 1 |similar documentation to enable the proper execution o day-to-day / assigned tasks. 5
Inttps://www.iso.org/standard/81230.ntm!
cortror ot documentea [For specific requirement details, buy a icensed copy of Mechanisms exist to faciitate the implementation of operaional securlty controls.
7.5.3(0) ol of docum: lthe Focal Document at: Functional Subset Of Operations Security 0ps-01 10
1230.htmi
Mechanisms exist to establish, maintain and disseminate policies, standards and
Control of documenteq _[FOT specific requirement details, buy a licensed copy of Publishing Security, Drocecures necessary for secure, compliant and resiiont capabitics
7.5.3() ol of docum: lthe Focal Document Functional Intersects With | Compliance & Resilience | GOV-02 5
Ittps://www.iso.org/standard/81230.html Documentation
Contro ofaocumentea [0 SPECTE requIeTEnt cetal, by 3 Icensed capy of Wiechanisms exist to faciitate the implementation of data protection controls
7.53(0) ol of docum: lthe Focal Document at: Functional Subset Of Data Protection DCH-01 10
1230.htmi
For speciic requirement detals, buy 3 fcensed copy of
80 Operation lthe Focal Document a Functional No Relationship NA NA NA o INo applicable SCF control
0.htmi
Srerationa) s TFor specific equirement details, buy a icensed copy of AT Autonomous WMechanisms exist to Identlfy and document internal securlty, compliance and resfience
81 Peraone rar e 2" fthe Focal Document at: Functional Intersects With Technologies Internal | AAT-02.2  for Artificial Intelligence (Al) and Autonomous Technologies (AAT). 5
1230.tmi Controls
Mechanisms exist to identiy, understand, document and manage applicable statutory
Operational planning ang [[O" SPecific requirement details, buy a licensed copy of nomous o reguiatory requirementsfor Atfical neligence (A) and Autonomous Technologies
81 nal plan lthe Focal Document at: Functional Intersects With | Technologies Reloted Legol| ART-0L1 [ 5
Ittps://www.iso.org/standard/81230.html Requirements Definition
For specific requirement details, buy a licensed copy of Fechaniems et o etabTEn conral obectves 2 e bagsTor e seection.
61 Operational planning and l¢%c 2525 Gocument at Functional | Intersects With | Define Control Objectives | GOV-09 of th internal securty, compliance and | 5
contro 1230.tmi resilence control system
Mechanisms exist to compel data and/or process owners fo monitor Technology ASsets,
Operational planning and [[C7 $Pecifc reauirement detais, buy a licensed copy of |Applications, Services and/or Data (TAASD) under their control on an ongoing basis for
81 nal plan the Focal Docum Functional Intersects With Monitor Controls GOV-15.5 [applicable hreats and risks, a3 wel as to ensure security, compliance and reslience B
i 0 org<eandarc1230.html [Controls are operating as ntended.
WMechanisms exist o compel data and/or process owners fo assess f required Security,
Operational planning and [ S0 ecuirement etails, buy a censed copy of mpliance and resilience controls for each Technology Asset, Application andior Service
81 nal plan lthe Focal Document a Functional Intersects With Assess Controls GOV-15.3 [(TARS) under their control are 5
0.htmi 1) implemented correctly; and
o o o [For specific requirement detalls, buy a icensed copy of Mechanisms exist to compel data andjor process owners o select required security,
61 perational planning and. [ £ECC Bocumes Functional Intersects With Select Controls Gov-15.1  [compliance and resilience controls for each Technology Asset, Application and/or Service 5
control Ihttps://www.iso.org/standard/81230.htmi [(TAAS) under their contro
Operational planning and [FO SPECITC requirement details, buy a licensed copy of Operationalizing Security, [Mechanisms exist to compel data and/or process owners to operationalize security,
81 P plarning and {1 2ECal Gacument at Functional Intersects With | Compliance & Resiience | GOV-15  |compliance and resilience practices for each Technology Asset, Application and/or s
contro 1230.htmi Capabilities Service (TAAS) under their control
Fechantsms exitTo ensure polces, processes procedures and pracices elaed (o he
Operational planning and |7 SPECifc requirement details, buy a licensed copy of Artificial Intelligence (Al) & Imapping, measuring and managing of Artificial Intelligence (Al) and Autonomous.
81 control LT? F";a‘ Documem, at[ ard/81230.html Functional Subset OF Autonomous Technologies | AAT-01  [Technologies (AAT)-related risks are in place, transparent and implemented effectively. 10
ps://www is0.0rg/standar m
P  For speciic requirement detas, buy a ficensed copy of [Mechanisms exist to compel data and/or process owners fo implement required security,
51 perational planning and |20 Z0eCIC o8 Functional Intersects With Implement Controls | GOV-15.2[compliance and resilience controls for each Technology Asset, Application and/or Service 5
control 1230 htm! (TAAS) under their control
Forspecfc requrement detals, buy  icensed coy o AT Autonomous Mechanisms exist to define the potential kelinood and impact of each identified risk
82 Alrisk assessment fthe Focal Document Functional Intersects With | Technologies Likelinood & | AAT-07.2 [based on expected use and past uses of Artfical Intelligence (Al) and Autonomous, 5
|https://www.iso. org/slandard/81230 html Impact Risk Analysis [Technologies (AAT) in similar contexts.
WMechanisms exist to ensure policies, processes, procedures and practices refated to the
For spectc requirement details, buy a icensed copy of peerop | Anincialntetigence (a) & Imapping, measuring and managing of Artiicial Intelligence (Al) and Autonomous
82 Aldicassessment:  fhe Focal Bocumentat Functional Subset O Autonomous Technologies | AAT-01  [Technologies (AAT)-related risks are in place, transparent and implemented effectively. 10
ps://wwws0.0rg/standar m nce
[For specific requirement details, buy a licensed copy of Situational Awareness of Al Mechanisms exist to develop and maintain an nventory of Artiicial Intelligence (A1) and
82 Alrisk assessment  [the Focal Document at Functional Intersects With Autonomous AAT-02  [Autonomous Technologies (AAT) (internal and third-party). 5
Ittps://www.iso.org/standard/81230.htmi Technologies
[For specific requirement detail, buy a licensed copy of N Automomons WMechanisms exist to Identify Ariificial Intelligence (ATl and Autonomous Technologies
8.2 Alrisk assessment  [the Focal Document at: Functional Intersects With | o Risk M: AAT-02.1  |(AAT) in use and map those components to potential legal risks, including statutory and 5
1230 tmi echnologies Risk Mapping regulatory compliance requirements,
Fo specic requirement deals, buy  icensed copy of Mechanisms exist to facilitate the implementafion of strategic, operational and tactical
82 Airisk assessment e Focal Document Functional SubsetOf |Risk Management Program |  RSK-01  [fisk management controls 10
o S0 o kanard/81230.html
. , PR e Fiechaems XS Teverage decion makers fom  dvesty of demagronhics:
o specic requirement detals, buy  censed copy o utonomous. [disciplines, experience, expertise and backgrounds for mapping,
82 Aiskassessment e focal Documentat: Functional Intersects With | Technologles Risk AT07 e Aethei Imeligence (A and Autonomoss Techmeloges (AAT)reited risks s
ttps://www.iso.org/standart mi lanagement Decisions
" " oot oy 2 Heemees ey on echanims exe o Conduct ecurn Sesesemants of ek it s e keiiood
or specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruj
82 Alrisk assessment  [the Focal Document at Functional Intersects With Risk Assessment RSK-04 | modification or destruction of the orgunsations Technology Acsete, Anpleadens, 5
Ittps://www.iso.org/standard/81230.html Services andjor Data (TAASD).
[For specific requirement details, buy 3 licensed copy of p— WMechanisms exist to Identlly and implement compensating countermeasures fo reduce
03 Alfisk reatment [t Focal Document at Functional | intersects with | (COMPENSAtNG | poy6.5 sk and exposure to threats s
1230.htmi
Fo specic requiement detals, buy  icensed copy of [Mechanisms exist to ensure proper risk response actions were performed to remediate
83 Alisk reatment e Focal Document a Functional Intersects With Risk Response Rsk-06.1 [findings from security, compliance and/or resilience-related: 5
pss o 50 o standard 81230 html (1) Assessments;
For specific requirement detail, buy a licensed copy of Mechanisms exist to remediate risks to an acceptable level
83 Alrisk reatment  fthe Focal Document at Functional Intersects With Risk Remediation RSK-06 5
0.htmi
For specic requirement deals, buy  iensed copy of Mechanisms exist to conduct a Business Impact Analysis (BIA) to dentify and assess
0 Asystemimpact  (Goe F5c Bocument o Functonal | nterects wn | BUSIeSS mpact Analysis |y o fcurit, compliance and resience rs s
0.htmi
. , ©aetats, oy 2 Teemsed comy ot Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
or specific requirement details, buy a licensed copy of |Assets, Applications and/or Services (TAAS) that store, process andjor transmit Personal
Al'system impact Data Protection Impact . App ‘
84 assessment mp?;:«‘vmfsuumoergt/stanaam/mzzo - Functional Intersects With ‘Assessment (DPIA) RSK-10  [pata (PD) to identify and remediate reasonably-expected risks. 5
IMechanisms exist to identify:
Al system impact _|For specific requirement details, buy a licensed copy of (1) Assumptions affecting risk assessments, risk response and risk monitoring;
" ystem impact s 2 Documen at Functional | ntrsects ith sk Framing RSKOL.1(2) Consraints ifcting 1K assessments, sk response and ik monkorin: s
jwiww iso.org/standard/81230.htm! ) The organizational risk tolerance; and
(@) Priorities, benefits and trade-offs considered by the organization for managing risk.
[Mechanisms exist to assess the impact(s) of proposed Artiicial Intelligence (Al and
M system impact |For Specific requirement details, buy a licensed copy of Al Autonomous |Autonomous Technologies (AAT) on individuals, communities, organizations and
84 System impe e Focol Document ot o Functional Intersects With | Technologies Impact | AAT-07.1 fsociaty (e.9., Fundamental Rights Impact Assecsment (FRIAY. 5
[For specific requirement details, buy a licensed copy of
90 Performance evaluation  [the Focal Document at Functional No Relationship NA NA NA 0 INo applicable SCF control
1230.tmi
Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Monitoring, measurement, [[©" SPecific requirement details, buy a licensed copy of Artificial Itelligence Test, |Verification (Al TEVV) practices to enable Artificial Intelligence (Al) and Autonom
91 g, measirement. the Focal Document Functional Intersects With | " Evaluation, Validation PAT10  [Technalogies (AT related securlty, resiience and compiance-related conformiy testing 5
Ittps://www.iso.org/standard/81230.html Verification (Al TEWV) lthroughout the lifecycle of the AAT.
[For specific requirement details, buy a licensed copy of
92 Internal audit lthe Focal Document at: Functional No Relationship N/A NA NA 0 INo applicable SCF control
1230.tmi
FFor specific requirement details, buy a licensed copy of Al & Autonomous echanisms existto onductrequr assessmerts of Al ntllgence (1 and
921 General e Focl Document Functional mersecs win | Technclogies Onging | AAT-11.2 (AAT) with 5
:J/wwwis0.org/standard/81230.tmi [nwaived n the development of the AT
" " P echaniams exit o Tmplement an nernal audt funcion et = copable o povieng
or specific requirement details, buy a licensed copy of senior with insights into
921 General fre Focal Documentat e Functional Intersects With | Internal Audit Function | CPL02.1|ocmumntnt s el e i e oppropiat 5
jwaws0.0rg/standart m
Mechanisms exist to evaluate Artifical Intelligence (A1) and Autonomous Technologies
For specitc requirement deals buy a icensed copy of A TEW Trustworthiness (AAT) for trustworthy behavior and operation including security, anonymization and
921 General e Foco Documentt Functional Intersects With AAT-10.1 [dizaggregation of Captured and stored data for approved purpeses. s
oo 150.0rglstandar m
Fechaniems et To evaluate ATITCal elTgerce (A and Adtonomaue Techologies
For specific requirement details, buy a licensed copy of A TEW Trustworthiness (AAT) for trustworthy behavior and operation including security, anonymization and
9.2.1(a) General e Focal Documertat Functional Intersects With v Trustwort AAT-10.1 [disaggregation of Captured and stored dats for spproved purposes 5
ps://wwws0.0rg/standar m
[For specific requirement details, buy a licensed copy of ‘AT & Autonomous. Mechanisms exist to conduct regular assessments of Artificial Intelligence (A} and
9.2.1(a) General [the Focal Document a Functional Intersects With | Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
Inttps://www.iso.org/standard/81230.ntmi Assessments involved in the development of the AAT.
" " ©etote, oy 2 leoneea comror Flechanieme ext o Tplemert an rnalaudt Urcion (rat s capae o orovang
or specific requirement details, buy a licensed copy of heights into the
9.2.1() General the Focal Documertat Functional Intersects With | Internal Audit Function | CPLOZ.L [organisatin's tecmolony and Iformation povernante preremst 5
ps://www s0.0rg/standar m
Mechanisms exist to evaluate Artificial Intelligence (Al) and Autonomous Technologies
For specific requirement detals, buy a licensed copy of A1 TEW Trustworthiness (AAT) for trustworthy behavior and operation including security, anonymization and
9.21()(1) General lthe Focal Document at Functional Intersects With ¥ Trustwort AAT-10.1 [Gieaggragation of Captured and stored dats for approved purposes 5
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[For specific requirement details, buy a licensed copy of

IMechanisms exist to implement an i) o n oo tht apable of providing
ior ith insights into the

seni
9.2.1(a)(1) General lthe Focal Document a Functional Intersects With | Internal Audit Function | CPL-02.1  |grganization's technology and information governance processes. 5
tps://www.is0.0rg/standard/81230.html
[For specific requirement details, buy a licensed copy of AI'& Autonomous Mechanisms existto CoTduct regular assessments of Arcfcal nteligence (A and
9.2.1(@)(1) General lthe Focal Document a Functional Intersects With | Technologies Ongoing | AAT-11.2 ) with assessors and 5
tps://www.iso.org/standard/81230.htm! Assessments linvolved in the development of the AAT.
[Mechanisms exist to evaluate Artificial Intelligence (Al) and Autonomous Technologies
FFor specific requirement details, buy a licensed copy of AITEW Trustworthiness (AAT) for trustworthy behavior and operation including security, anonymization and
9.2.1(2)2) General lthe Focal Document a Functional Intersects With ' AAT-101 |disaggregation of captured and stored data for approved purposes. 5
www.is0.0rg/standard/81230.htmi sessment
[For specific requirement details, buy a licensed copy of Al & Autonomous. Mechanisms existto Conduct regular assessments of Arcfcal nteligence (A1) and
9.2.1(2)(2) General lthe Focal Document a Functional Intersects With | Technologies Ongoing | AAT-11.2 ) with assessors and 5
lhttps://www.iso.org/standard/81230.html Assessments [involved in the development of the AAT.
echanisms exst to Implernent an Internal audiE uncion ERat 1 capable o pravian
FFor specific requirement details, buy a licensed copy of senior s h insights into 5 a9
9.2.12)2) General heFocalbocimantar e Functional Intersects With | Internal Audit Function | CPL-02.1 |grganization’s technology and information governance processes 5
jwww.is0.org/standar m
[Mechanisms exist to evaluate Artificial Intelligence (A1) and Autonomous Technologies
FFor specific requirement details, buy a licensed copy of AITEW Trustworthiness [(AAT) for trustworthy behavior and operation including security, anonymization and
9.2.1(b) General e Focal Dogument ot Functional Intersects With AAT-101 |disaggregation of captured and stored data for approved purposes. 5
ps://WWw.is0.0rg/standar m
echanims oxistto Implement an rtemal 2udt furction hat s capable ofproviding
FFor specific requirement details, buy a licensed copy of ith insights into the
9.2.1(b) General lthe Focal Docume; Functional Intersects With | Internal Audit Function | CPL02.1  [organisation's technology and iformation governance procecses. 5
Ihttps://www.iso.org/standard/81230.htm!
[For specific requirement details, buy a licensed copy of ‘Al & Autonomous, [Mechanisms exist to conduct regular assessments of Atificial Intelligence (A1) and
9.2.1(b) General lthe Focal Docume; Functional Intersects With | Technologies Ongoing | AAT-11.2 (AAT) with assessors and not 5
Inttps://www.iso.org/standard/81230.html Assessm involved in the development of the AAT.
Mechanims exstto Implement an Irtermal audt Tuction That = capable of rovian
FFor specific requirement details, buy a licensed copy of senior s With insights into the 5 St
922 Internal audit programme [the Focal Docume Functional Intersects With | Internal Audit Function | CPL-02.1 technology and information governance processes. 5
Inttps://www.is0.org/standard/81230.html
[Mechantsms exist o mplement an Internal audTt function that s capable o providing
Forspecifc equirement details, buy a licensed copy of hinsights into the
9.22(a) Internal audit programme [the Focal Doc Functional Intersects With | Internal AUdit FUnction |  CPLO2.1 [oepanisaton oot aad miormation aoemanne oporobrta! 5
oo 20 o Skandard 81230 heml
For specic reauirement detals, buy  censed copy of ‘Al & Autonomous. [Mechanisms exist to specify and document the targeted application scope of the
9226 Internal audit programme [the Focal Document Functional Intersects With | Technologies Targeted | AAT-04.3 [proposed use and operation of Artificial Intelligence (Al) and Autonomous Tachnelogies 5
0.htmi Application Scope Gl
[Mechantsms exist o mplement an Internal auditfunction that s capable o providing
For specifc requirement details, buy a licensed copy of hinSights into the
9.22(0) Internal audit programme [the Focal Document - Functional Intersects With | Internal Audit FUnction | CPLOZ.1 [oeganisation's tochraian aad miormation aoyermante prromrta 5
For specific equirement dtals, buy a fcensed copy of Mechanisms exist to Utilize independent assessors to evaluate security, compliance and
92.2(0) Internal audit programme [the Focal Document Functional Intersects With | Independent Assessors |  CPL:03.1 _esiience at planned ntervals or when the Technology Asset, Appication andjor Service 5
0.htmi (TAAS) undergoes significant chan
[Mechanisms exist to mplement an Interal audt function that s capable of providi
Forspecific requirement detal, buy  licensed copy of L ith ineights Into the L oroviding
9.2.2(0) Internal audit programme [the Focal Doc Functional Intersects With | Internal Audit Function | CPL-02.1  [organisation's technology and iformation governance pracecses. 5
e e 56 orstandard51230. il
Mechanisms exstt aln securty, complance and resilence capabiies with busiess
[For specific requirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised of
9.2.2(c) Internal audit programme [the Focal Document a Functional Intersects With rogrom Oversign: GOV-011  [cybersacurity, data protection and business executives, which meets ﬁ,,mauy Snd ona 5
Inttps://www.is0.org/standard/81230.html ragular basis
[For specific requirement details, buy a licensed copy of
93 Management review [the Focal Document at: Functional No Relationship NIA NIA NIA o INo applicable SCF control
i 0.ntmi
Mechanisms exst o alin securty, compiance and resiience capabiies with busiess
[For specific requirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised of
931 General lthe Focal Document a Functional Intersects With i Oversignt BOVOLL [ e o e e o T e o o on 5
Inttps://www.is0.org/standard/81230.html ragular basis
[Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
[For specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
931 General theFocalbocumantar o Functional Intersects With | Engagement or A & AAT-11 |negative and unanticipated impacts. 5
jwww.is0.org/standar m utonomous Technologies
[Mechanisms exist to align security, compliance and resilience capabilities with business
[For specific requirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised of key
932 Management review inputs [the Focal Document at: Functional Intersects With Program Oversight GOV-01.1 |eybersecurity, data protection and business executives, which meets formally and on a 5
Inttps:/fwww.is0.org/standard/81230.html ragular basis,
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
FFor specific requirement details, buy a licensed copy of Jobus stakehalder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
932 Management review inuts he Focal Dacumentats Functional Intersects With | Engagement for A AAT11  [ndgative and unanticipated impacts. 5
ttps://www.iso.org/standar tm stororous Technalogies
[Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
Forspecifc equirement details buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback sbout positive,
932(a) Mansgement review Inputs e Focal Document 3t Functional ntersects With | Engagement for A& AAT-11  |negative and unanticipated impacts. 5
oo 1s0.orgistandar m utonomous Technologies
For specific equirement dtais, buy 3 fcensed copy of Mechanisms exist to maintain a risk register that facilitates monitoring and reporting of
932(a) Management review inputs [the Focal Document a Functional Intersects With Risk Register RSK-04.1 [isks. s
1230 htmi
Mechanisms exist o allg securty, compllance and reslnce capabiites wih busmess
Forspecifc equirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised
9.3.2(a) Management review inputs [the Focal Doc Functional Intersects With Program Oversight GOV-01.1 |cybersecurity, data protection and business executives, which meets fnrmaHy i ona 5
oo 20 o Skandard 81230 heml regular basis
Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
[For specific requirement details, buy a licensed copy of Capabilties Deficiency (POA&M) or similar methodology) that formally documents, at a minimum
9.32(a) Management review inputs [the Focal Document a Functional Intersects With racking 1A0-05  |(1) Deficiency tracking number, 5
Inttps://www.is0.org/standard/81230.html (2) Applicable security, compliance and/or resilience control;
exist to compel ongoing engagement with refevant Artificial Intelligence (Al)
[For specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
93.2(0) Management review inpus [he Focal Dacumentat: Functional Intersects With | Engagement or A & AT [nagative and dnanticipated impacts. 5
jwww.is0.org/standar m utonomous Technologies
[For specific requirement details, buy a licensed copy of [Mechanisms exist to maintain a risk register that facilitates monitoring and reporting of
9.32(b) Management review inputs [the Focal Document at: Functional Intersects With Risk Register RSK-04.1 [fisks. 5
0.htmi
[Mechanisms exist to govern identified deficiencies (€.g., Plan of Action and Milestones
[For specific requirement details, buy a licensed copy of Capabilties Deficiency ((POAGM) or similar methodology) that formally documents, at a minimunn:
93.2(0) Management review inputs the Focal Document Functional Intersects With reciing 180-05  [(1) Deficiency tracking number: 5
Inttps:/jwww.iso.org/standard/81230.htmi (2) Applicable security, compliance andor resllience control;
[Mechanisms exist to allgn security, compliance and resilience capabilities with business
For specific requirement detail, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised of key
9.3.2(b) Management review inputs |the Focal Docum: Functional Intersects With Program Oversight GOV-01.1 |eybersecurity, data protection and business executives, which meets formally and on a 5
w10 orgeandarcB1230.html far b
regular basis,
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
[For specific requirement details, buy a licensed copy of Robust SIEKEhG‘dEV land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.3.2(0) Management review inuts he Focal Documentats Functional Intersects With | Engagement or A & AT [idgative and unanticipated impacts. 5
ps://Wiw.i50.0rg/standar m utonomous Technologies
Mechanisms exist to algn security, compiance and resifence capabilties Wit busmess
Forspecifc equirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised
9.3.2(0) Management review inputs [the Focal Documer Functional Intersects With Frogram Oversignt GOV-01.1 leybersecury, cata protection and business execuives, which mees formally and on a 5
Inttps:/jwww.iso. orglslandzrd/B]BD html regular
Mechanisms exist to regularly collect, Consider, prioritize and Integrate risk-related
[For specific requirement details, buy a licensed copy of Al & Autonomous [feedback from those external to the team that developed or deployed Artificial
93.2(c) Management review inputs the Focal Documentat Functional Intersects With | Technologies Stakenoider | AAT-LL1.inteligence (A and Autonomous Technologies (AT 5
ps://WwW.iS0.0rg/standar tm eedback Integration
[For specific requirement details, buy a licensed copy of rakehoder 1dentincation & [Mechanisms exist to [dentify and involve pertinent stakenolders of critical Technology
93.2(c) Management review inputs [the Focal Document a Functional Intersects With ppfihaite AST-01.2 |Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
Inttps://www.iso.org/standard/81230.html Imanagement of those assets.
For specifc equirement dtais, buy 3 fcensed copy of Mechanisms exist to develop, report and monitor Security, Compliance & Reslience
932(d) Management review inputs |the Focal Document Functional Intersects With | Measures of Performance | GOV-05  |Program (SCRP) measures of performance. 5
1230 htm!
[Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
[For specific rEqmremem details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.32(d) Mansgement review Inputs the Focal Documentat. Functional ntersects With | Engagement for A& AAT-11  |nagative and unanticipated impacts. 5
e 1s0.orgistandar m utonomous Technologies
Mechanisms exist to align security, compliance and resilience capabilities with Busess
[For specific requirement details, buy a licensed copy of Steering Committee & [requirements through a steering committee or advisory board, comprised of
9.32(d) Management review inputs [the Focal Document a Functional Intersects With rogrom Oversign: GOV-OL1 [cybersecurity, data protection and business executives, which meets formally and on a 5
Inttps://www.iso.org/standard/81230.htmi regular basis
exist to compel ongoing engagement with relevant Artificial Intelligence (Al)
[For specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.3.2(d)(1) Management review inputs [he Focel Dacumentat: Functional Intersects With | Engagement or A & AT [nagative and dnanticipated impacts. 5
ps://Wiw.is0.0rg/standar m utonomous Technologies
[Mechanisms exist to align security, compliance and resilience capabilities with business
[For specific requirement details, buy a licensed copy of Steering Committee & requirements through a steering committee or advisory board, comprised of key
9.3.2(d)(1) Management review inputs [the Focal Document at: Functional Intersects With i Oversignt GOV-011  |cypersacurity, data protection and business executives, which meets formally and on a 5
Inttps://www.is0.org/standard/81230.html ragular basis
[For specific requirement details, buy a licensed copy of Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
9.3.2(d)(1) Management review inputs [the Focal Document at: Functional Intersects With | Measures of Performance | GOV-05  [Program (SCRP) measures of performance. 5
0.ntmi
[Mechanisms exist to align security, compliance and resilience capabilities with business
For specific requirement detail, buy a licensed copy of ! , Steering Committee & requirements through a steering committee or advisory board, comprised of key
9.3.2(d)2) Management review inputs [the Focal Document at: Functiona intersects With rogram Oversignt GOV-0L1  |cypersacurity, data protection and business executives, which meets formally and on a 5
Inttps:/fwww.iso.org/standard/81230.html ragular basis
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (Al)
For specifc requirement details, buy 2 liensed copy of {Robust stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.3.2(d)(2) Management review inputs [the Focal Document at . Functional Intersects With | Engagement or A & AT [nagative and dnanticipated impacts. 5
utonomous Technologies
[For specific requirement details, buy a licensed copy of [Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
9.3.2()(2) Management review inputs [the Focal Docume: Functional Intersects With | Measures of Performance | GOV-05 [Program (SCRP) measures of performance. 5
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (Al)
[For specific requirement details, buy a licensed copy of Robust SIEKEhG‘dE' land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.3.2(d)(3) Management review inpus [he Focal Documentats Functional intersects With | Engagement or A & AT [\dgative and dnanticipated impacts. 5
ps://Wiw.i50.0rg/standar m utonomous Technologies
[For specific requirement details, buy a licensed copy of [Mechanisms exist to develop, report and monitor Security, Compliance & Resilience
9.3.2(d)(3) Management review inputs [the Focal Documer Functional Intersects With Measures of Performance GOV-05  [Program (SCRP) measures of performance. 5
Inttps:/jwww.iso.org/standard/81230.htmi
Flechantsms et To g Sy, comalance and relience capabilies W Busiess
FFor specific requirement details, buy a licensed copy of Steering Committee & Irequirements through a steering comittee or advisory board, comprised of
9.3.2(d)(3) Management review inputs the Focal Documentat Functional Intersects With Program Oversight GOV-01.1 eybersecuriy, data protection and business exccutives, which meets fnrmaHy ndona 5
ps://Wiw.i50.0rg/standar m regular basis.
[Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
[For specific rEqmremem details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
9.32(e) Management review Inputs the Focal Documentat Functional Intersects With | Engagement for A& AAT-11  |ncgative and unanticipated impacts. 5
e is0.orgistandar m utonomous Technologies
Mechanisms exist to align security, compliance and resilience capabilities with bisess
[For specific requirement details, buy a licensed copy of Steering Committee & [requirements through a steering committee or advisory board, comprised of
9.32(e) Management review inputs [the Focal Document a Functional Intersects With g Oversign: GOV-OL1 [cybersecurity, data protection and business executives, which meets formally and on a 5
Inttps://www.is0.org/standard/81230.html regular basis
[For specific requirement details, buy a licensed copy of [Mechanisms exist to integrate continual improvements for depioyed Artificial Intelligence
9.3.2(e) Management review inputs fthe Focal Document a Functional Intersects with | UPdating Al &Autonomous | ag.10.14 (A1) and Autonomous Technologies (AAT) 5

Ihttps:/jwww.iso.org/standard/81230.htmi
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[For specific requirement details, buy a licensed copy of

Al & Autonomous

[Mechanisms exist to conlmuous\y improve Artificial Intelhgence (Al) and Autonomous
[Technologies (AAT) capabilities to maximize benefits and minimize negative impacts

93.2() Management review inpus the Focal Document Functional Intersects With | Technologies Continuous | AAT-07.3  [acsociated with AAT,
ttps://www.is0.0rg/standard/81230.html Improvements
[Mechanisms exist to provide governance oversight reporting and recommendations to
[For specific requirement details, buy a licensed copy of Status Reporting To [those entrusted to make executive decisions about matters considered material to the
933 Management review resuls the Foca Documentati Functional Intersects With Eoverning Body GOV-01.2  [organization's Security, Compliance & Resilience Program (SCRP)
ps://Wiw.is0.0rg/standar m
[For specific requirement details, buy a licensed copy of
100 Improvement fthe Focal Document at: Functional No Relationship NA NA NA INo applicable SCF control
1230.htmi
[Mechanisms exist to continuously improve Artificial Intelligence (Al) and Autonomous
[For specific requirement details, buy a licensed copy of | & Autonomous [Technologies (AAT) capabilities to maximize benefits and minimize negative impacts
101 Continual improvement [the Focal Document at: Functional Intersects With | Technologies Continuous | AAT-07.3  |associated with AAT.
Inttps://www.iso.org/standard/81230.htmi improvements
Nonconformity and __|[O" SPeCific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
102 e oriandlthe Focal Document at Functional Intersects With Remediation During 180-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate
1230.htmi D, [faws during
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (Al) and
102 Nonconformity and i Focal Document at Functional ntersects with |, AlSAutonomous |13 Autonomous Technologies (AAT) related risks based o assessments and other analytical
Ihttps://www.iso org/standard/81230.htmi 9 P [output.
Nonconformity and _|For sPeciic requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level
102 i lthe Focal Document at: Functional Intersects With Risk Remediation RSK-06
corrective action —
FFor specific requirement details, buy a licensed copy of IMechanisms exist to require system developers and integrators to develop and
102 oI |the Focal Document a Functional Intersects with | DYeloperFhreat Anasis | 1pa-15  [implement an ongoing Security Testing and Evaluation (ST&E) plan, or similar process, to
Inttps://www.iso.org/standard/81230.htmi lobjectively identify and remediate vulnerabilities prior to release to production.
Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
Nonconformity and [For specific reauirement detals, buy a icensed copy of Capabilties Deficiency (POA&M) or similar mgemudolngy) hat formally Gocurménts, at s minimam
102 oo and  |the Focal Document Functional Intersects With raciing 180-05  [(1) Deficiency tracking number:
hitps:/iw 150.0rg/standard/81230.htrmi (2) Applicable security, compliance and/or resilience control;
[Mechanisms exist to respond to and recover from a previously unknown Artificial
Nonconformity and [0 SPeCfic requirement details, buy a liensed copy of Previously Unknown Al & Iintelligence (A1) and Autonomous Technologies (AAT)-related risk when it is identified
102 e oriand.lthe Focal Docum; Functional Intersects With | Autonomous Technologies | AAT-17.3
oo 20 o Skandard 81230 heml Threats & Risks
[For specific requirement details, buy a licensed copy of Mechanisms exist to ensure that vulnerabilities are properly dentified, tracked and
102 Nonconformity and ¢ Focal Document at: Functional Intersects With VPM-02 diated.
corrective action 1230 htm! Process
Forspecific requirement detais, buy 2 censed copy of ; [Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and
102() Nonconformityandlthe Focal Document Functional Intersects with | VuInerabiity Remediation | - ypy gy - remediated
oS rwwe 150.0rgstandard/s1230.htmi
Mechanisms exist to respond to and recover from a previously unknown ATtficial
Nonconformity and [For specific reauirement detals, buy a licensed copy of Previously Unknown Al & Iintelligence (A1) and Autonomous Technologies (AAT)-related risk when it is identified.
102() oo and  |the Focal Document Functional Intersects With | Autonomous Technologies | AAT-17.3
s iwwer 150.0Tgtandard/81230.ntmi Threats & Risks
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A and
Nonconformity and ~ [for sPecific rea Y el | h Al & Autonomous - |Autonomous Technologies (AAT)-related risks based on assessments and other analytical
102() oo and  |the Focal Document at Functiona Intersects With |1 A & AUONOMOUS o] AAT-181
Ihttps://www.iso.org/standard/81230.htmi 9 P Joutput.
Nonconformity ana_|For SPecific requirement details, buy a icensed copy of Mechanisms exist to remediate risks to an acceptable level
10.2(2) i lthe Focal Document at: Functional Intersects With Risk Remediation RSK-06
corrective action 1230 htm!
N " + detate, buy o eonsed . Mechantsms exist to govern identied deficencies (e, Plan of Action and Milestones
or specific requirement details, buy a licensed copy of ((POA&M) or similar methodology) that formally documents, at a minimu
10.2(a) Nenconformity and ltne Focal Document at: Functional Intersects With Cz"““,‘tr‘jfk?:;“s"” 1A0-05  |(1) Deficiency tracking number.
lhttps://www.iso.org/standard/81230.html (2) Apphcable security, compliance and/or resilience control;
Forspecific requirement detal, buy a icensed copy of . IMechanisms exist to require system developers and integrators to develop and
102() Nonconformityandlthe Focal Document Functional Intersects with | DeYeloper hreat Anaysis | 1pa15 implement an ongoing Security Testing and Evaluation (ST&E) plan, or similar process, to
ttps: v 50.0r0/standard/81230.html lobjectively identify and remediate vulnerabilities prior to release to production.
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and execute a
10.2(a) ey yan lthe Focal Document at: Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate|
Inttps://www.iso.org/standard/81230.html Development [aws during development.
Nonconformity ana _|FoT SPecific requirement details, buy a icensed copy of Mechanisms exist to remediate risks to an acceptable level
10.2(a)(1) i lthe Focal Document at: Functional Intersects With Risk Remediation RSK-06
corrective action 1230 htm!
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
102()(1) oo and  |the Focal Document a Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate
Inttps://www.iso.org/standard/81230.htmi Development [flaws during development.
FFor specific requirement details, buy a licensed copy of . IMechanisms exist to require system developers and integrators to develop and
10.2(a)(1) Nonconformity and lthe Focal Document Functional Intersects with | DeYeloper Threat Anaysis | 1pa15  implement an ongoing Security Testing and Evaluation (ST&E) plan, or similar process, to
0.htmi lobiectively identify and remediate vulnerabilities prior to release to production.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A1) and
10.2(2)(1) Nonconformity and lthe Focal Document Functional Intersects With | o A& AUONOMOUS | axr1.1  [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
|https://www.iso org/standard/81230.htmi 9 P loutput.
IFor specific requirement details, buy a licensed copy of Mechanisms exist to ensure that vulnerabilities are properly dentined, tracked and
10.2(2)(1) Nonconformity and ¢ Focal Document at: Functional Intersects With veM-02 diated
corrective action 1230 htm! Process
Chanisms exst to respond to and recover from a previously unknown Artificial
Nonconformity ana [For Specific equirement deais, buy a icensed copy of Previously Unknown Al & Iintelligence (Al) and Autonomous Technologies (AAT-related fisk when it Is identified.
10.2(a)(1) e nctiand |the Focal Document Functional Intersects With | Autonomous Technologies | AAT-17.3
hitps:www 50.0rg/standard/81230.html Threats & Risks
N " ©aetate. by Teensed . Mechanisms exist to govern identified deficiencies (€.0., Plan of Action and Milestones
or specific requirement details, buy a licensed copy o i (POA&M) or similar methodology) that formally documents, at a minimum
102()(1) Nonconformity and lthe Focal Document Functional Intersects with | CP2PIies Beficiency 180-05  [(1) Deficiency tracking number:
Ittps://wwiw.iso.org/standard/81230.htm (2) Applicable security, compliance and/or resilience control;
[Mechanisms exist to respond to and recover from a previously unknown ATtificial
Nonconformity and  |[OF SPecific requirement details, buy a licensed copy of Previously Unknown Al & lIntelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified,
10.2()(2) o an?|the Focal Document at Functional Intersects With | Autonomous Technologies | AAT-17.3
jwww.is0.0rg/standard/81230.html Threats & Risks
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A1) and
Nonconformity and & Autonomous - [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
102()(2) o ian?|the Focal Document at 1230 Functional Intersects With [ Ao R OnOoS se|  AAT-18.1 frsiono 9 y
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level.
10.2()(2) ooty andlthe Focal Document a Functional Intersects With Risk Remediation RSK-06
Inttps://www.iso.org/standard/81230.html
N " ©detae. by o Teensed . Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
or specific requirement details, buy a licensed copy o i {POASH)or smiar methadolooy) tha formaly documents, ot a minimu
10.2()(2) Nonconformityand lthe Focal Document Functional Intersects with | CP2PIies Beficiency 180-05  [(1) Deficiency tracking number:
Inttps:/jwwiw.iso.org/standard/81230.htmi (2) Applicable security, Compiance andfor reslience contral;
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw Mechariome st o requre systom developers and Integrators to create and Sxecuie 3
10.2(a)(2) oy an lthe Focal Document af Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate|
Inttps://www.iso.org/standard/81230.html Development Ilaws during development
; FFor specific requirement details, buy a licensed copy of v . IMechanisms exist to require system developers and integrators to develop and
10.2(2)(2) Nonconformityandlthe Focal Document Functional Intersects with | DeYeloper ¥hreat Anasis | 1pa-15 implement an ongoing Security Testing and Evaluation (ST&E) plan, or similar process, to
0.htmi lobjectively identify and remediate vulnerabilities prior to release to production.
; [For specific requirement details, buy a licensed copy of 0 ot [Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and
10.2()(2) Nonconformityand|the Focal Document a Functional Intersects with | VUINerabiity Remediation | ypy gy - remediated
Inttps://www.iso.org/standard/81230.html
For speifc equirement dtails,buy 3 fcensed copy of Mechanisms exist to prioritize, respond to and remediate Artifcial Intelligence (A1) and
Nonconformity and Al & Autonomous [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
10.2(0) e oriandlthe Focal Document at 2s0he Functional Intersects Wth |1y iocfes arek Reoponse| AAT181 (AU 9 y
FFor specific requirement details, buy a licensed copy of IMechanisms exist to require system developers and integrators to develop an:
1026) Nonconformity and|y'C Focal Document Functonal | ntesects witn | Developer Threat nalyss | 1o, 15 ot Secorky Teating and Evsluation (ST plan,or sl Fprocess to
Inttps://www.iso.org/standard/81230.htmi [Gojectvety dentity and remediate vulnerasiltics prior o release to productio
Nonconformity and [ SPECIC reaurement detis, buy 3 censed copy of Mechanisms exist to remediate risks to an acceptable level.
10.2(0) e ian?  [the Focal Document at Functional Intersects With Risk Remediation RSK-06
corrective action 1230 htm!
[For specific requirement details, buy a licensed copy of ; [Mechanisms exist to ensure that vunerabilities are properly identified, tracked and
10.2(0) Nonconformityandlthe Focal Docume Functional Intersects with | Vulnerability Remediation | vy 0 |remediated.
Ittps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to respond to and recover from a previously unknown ATtficial
Nonconformity and |For SPecific requirement details, buy a licensed copy of Previously Unknown Al & Intelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified.
10.2(0) oo and |the Focal Documer Functional Intersects With | Autonomous Technologies | AAT-17.3
Inttps:/jwww.iso.org/standard/81230.htmi Threats & Risks
Nonconformity and _[F97 ECHC equirement detas, buy a icensed copy of Threat Analysis & Flaw IMechanisms exist to require system developers and integrators to create and execute a
10.2(b) e an lthe Focal Document af Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate|
0.ntmi Development [faws during development
Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
Nonconformity ang [Fo" SPecific requirement details, buy a licensed copy of Capabilites Deficiency (POASM) or similar mgelhudolngy) that formally docurménts, at a minimarn
10.2(0) oo and |the Focal Document Functional Intersects With whivd 180-05  |(1) Deficiency tracking numi
Inttps:/jwwiw.iso.org/standard/81230.htmi (2) Applicable security, ompiance and/or resience contra;
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw Mechariame st o require systm developers and Integrators to create and Sxecuie @
10.2(b)(1) ey yan lthe Focal Document Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate|
Ihttps://www.iso.org/standard/81230.html D [aws during development.
[For specific requirement details, buy a licensed copy of Mechanisms exist to prioritize, respond to and remediate Artifcial Intelligence (A1) and
Nonconformity and Al & Autonomaus [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
10.2(b)(1) e oriandlthe Focal Document at 2s0ren Functional Intersects WIh |1y, ocfes prek Reoponse| AAT181 (AL 9 y
[Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
Nonconformity and [F07 SPecific requirement details, buy a licensed copy of Capabilties Deficiency (POA&M) or similar methodology) that formally documents, at a minimum
10.2(0)(1) e oriandlthe Focal Docum; Functional Intersects With ing 180-05  |(1) Deficiency tracking number:
[nttps://www.iso. 0"!’5(3"03'4/51230 htmi (2) Applicable security, compliance and/or resilience control;
Nonconformity ana _[FoT SPecifc requirement details, buy a icensed capy of IMechanisms exist to remediate risks to an acceptable level
102(b)(1) i lthe Focal Document at; Functional Intersects With Risk Remediation RSK-06
corrective action 1230 htm!
[Mechanisms exist to respond to and recover from a previously unknown Artificial
Nonconformity and  [[O" SPecific rewwemem details, buy a licensed copy of Previously Unknown Al & Intelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified,
10.2(0)(1) e oriandlthe Focal Docum; Functional Intersects With | Autonomous Technologies | AAT-17.3
oo 20 o Skandard 81230 heml Threats & Risks
FFor specific requirement details, buy a licensed copy of v . Mechanisms exst to require system develapers and itegrators o develop an
10.2(6)(1) Nonconformityand lthe Focal Docume Functional Intersects with | DYeloper ¥hreat Anaysis | 1pa-15  mplement an ongoing Security Testing and Evaluation (ST&E) plan or iar process,to
Inttps://www.is0.org/standard/81230.htmi [Sblectvely 1dentity and remediate vulneranilties pror o reiease to production
[For specific requirement details, buy a licensed copy of ; [Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and
10.2(0)(1) Noncontormityand|the Focal Document Functional Intersects with | Vulnerability Remediation | vy 0 |remediated.
Inttps://www.iso.org/standard/81230.html
For specifc equirement dtais, buy 3 fcensed copy of Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A1) and
102(0)2) Nonconformity and |0 P02 ent a Functional Intersects With Al & Autonomous AAT-18.1 |Autonomous Technologies (AAT)-related risks based on assessments and other analytical
corrective action 1230 htm! Technologies Risk Response| lout
[Mechanisms exist to govern identified deficiencies (€.., Plan of Action and Milestones
Nonconformity ang _[FO" SPecific requirement details, buy a licensed copy of Capabilities Deficiency {POASM) or simiar methodology) that formally documents, at 2 minimu
10.2(0)(2) Comecive acian [t Focal Documert Functional Intersects With ring 180-05  |(1) Deficiency trackin
+//www.iso.org/standard/81230.html (2) Applicable security, comphance and/or resilience control;
Nonconformity and [ SPECIE reaurement detis, buy 3 censed copy of Mechanisms exist to remediate isks to an acceptabie fevel.
10.2(b)(2) i lthe Focal Document af Functional Intersects With Risk Remediation RSK-06
corrective action 1230 htm!
Forspecific requirement detai, buy 2 icensed copy of ; [Mechanisms exist to ensure that vunerabilities are properly identified, tracked and
10.2(b)(2) Nonconformity and ine Focal Document Functional Intersects with | VuInerabiity Remediation | ypy gy - remediated
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STRM STRM Secure Controls Framework (SCF) Strength of
e io Relationship EHEn Control Description Relationship
For specific requirement details, buy a licensed copy of . IMechanisms exist to require system developers and integrators to develop and
10.2(0)(2) Nonconformityand |the Focal Document a Functional Intersects with | DeyEioper Threat Anaysis | 1pa-15 fimplement an ongoing Security Testing and Evaluation (STGE) plan, or similar process, to 5
tps://www.is0.0rg/standard/81230.html lobjectively identify and remediate vulnerabilities prior to release to production.
[Mechanisms exist to respond to and recover from a previously unknown Artificial
Nonconformity ang [FO" SPecific requirement details, buy a licensed copy of Previously Unknown Al & Iintelligence (Al) and Autonomous Technologies (AAT-related fisk when it Is identified.
102(6)(2) e oriand|the Focal Document at Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Inttps://www.iso.org/standard/81230.htmi Threats & Risks
Nonconformity and _|FOT SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
10.2(0)(2) i fthe Focal Document at: Functional Intersects With Remediation During 180-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate 5
corrective action 1230.htmi Devel t [faws during
Nonconformity and _|FO" SPecific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level
10.2(b)(3) it Aot lthe Focal Document at: Functional Intersects With Risk Remediation RSK-06 5
Ittps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (AD) and
Nonconformity and Al & Autonomous [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
102()3) Corvective ackin. [{ne Focal Document a - Functional Intersects W {7 locles ik Response|  AAT181 [Autons 9 y 5
[Mechanisms exist to respond to and recover from a previously unknown ATtificial
Nonconformity and |[OF SPecific requirement details, buy a licensed copy of Previously Unknown Al & Iintelligence (A1) and Autonomous Technologies (AAT)-related risk when it is identified
102(6)3) e oriandlthe Focal Document a Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Inttps://www.iso.org/standard/81230.htmi Threats & Risks
For specifc requirement detais, buy a licensed copy of . IMechanisms exist to require system developers and integrators to develop and
10206)3) Nonconformity and it Focal Document Functional | Intersects with | DeYeloper Threat Analysis | - 15015 fiviiement an ongoing Security Testing and Evaluation (STGE) lan, or similr process,to| 5
s /w150 0rgtandard/81230.htmi lobjectively identify and remediate vulnerabilities prior to release to production.
N " ©detate, buy o eensed . [Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
orspecifc requirement detals, buy a icensed copy o POAGM) or similar methodology) that formally documents, at a minimum
10.2(0)(3) Nenconformity and |tne Focal Docum Functional Intersects witn | Capabiies beficiency 14005 (1) Deficiency tracking number: 5
[nttps://www.iso. 0“!/5(3'\03"1/51230 htmi (2) Applicable security, compliance and/or resilience control;
Nonconformity and _|For SPeCific requirement detais, buy a liensed copy of Mecharisis Exist t ensure that Vlnerabiltes are properl identiied, tracked and
10.2(0)(3) e oriandlthe Focal Document at 230 ren Functional Intersects With bracaen VPM-02 5
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
10.2(6)(3) oy and|the Focal Document at Functional Intersects With Remediation During 1A0-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate 5
Ihttps://www.iso.org/standard/81230.htm! Development [Raws during development.
Nonconformity and _|FOT SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
10.2(0) i lthe Focal Document at: Functional Intersects With ediation During 180-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate 5
corrective action 1230 htm! o o ot
N " +detate, buy o eonsed . Mechanisms exist to govern identied deficencies (e, Plan of Action and Milestones
or specific requirement details, buy a licensed copy of (POA&M) or similar methodology) that formally documents, at a minimu
10.2(c) o iand  |the Focal Document at: Functional Intersects with | C2Pabifies Deficiency 180-05  |(1) Deficiency tracking number: 5
Ittps:/jwwiw.iso.org/standard/g1230.htmi (2) Applicable security, compliance andior resilence control
Nonconformity and _|[or SPeCific requirement detais, buy a liensed copy of Mem:mfm: exist to ensure that vulnerabiiiies are properly [dentified, tracked and
10.2(c) e oriandlthe Focal Document at 2s0ren Functional Intersects With ik VPM-02 5
FFor specific requirement details, buy a licensed copy of IMechanisms exist to require system developers and integrators to develop and
10.2(c) Nenconformity and ltne Focal Document at: Functional Intersects with | DeYeioper Threat Analysis | 1p15 limplement an ongoing Security Testing and Evaluation (STSE) plan, or similar process, to 5
Inttps://www.iso.org/standard/81230.htmi lobjectively identify and remediate vulnerabilities prior to release to production.
[For specific requirement details, buy a licensed copy of Mechanisms exist to prioritize, respond to and remediate Artifcial Intelligence (A1) and
Nonconformity and & Autonomaus [Autonomous Technologies (AAT)-related risks based on assessments and other analytical
10.2(c) e oriandlthe Focal Document at 230 Functional Intersects With [ A AUOIOMONS ce| AAT-18.1 [autono 9 y 5
[Mechanisms exist to respond to and recover from a previously unknown Artificial
Nonconformity ang [FO" SPecific requirement details, buy a licensed copy of Previously Unknown Al & Iintelligence (Al) and Autonomous Technologies (AAT-related risk when it Is identified.
10.2(c) e oriand lthe Focal Document at Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Inttps://www.iso.org/standard/81230.htmi Threats & Risks
Nonconformity ana _|FoT SPecific requirement details, buy a icensed copy of Mechanisms exist to remediate risks to an acceptable level
10.2(c) i lthe Focal Document at: Functional Intersects With Risk Remediation RSK-06 5
corrective action 1230 htm!
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A1) and
10.2(d) Nonconformity andlthe Focal Document at: Functional Intersects with [, A & Autonomous AAT-18.1 (AAT)-related risks based on assessments and other analytical 5
corective action |nttps:/jwww.iso org/standard/81230.html echnologies Risk Responsel joutput.
Mechanisms exist to respond to and recover from a previously unknown ATtificial
Nonconformity and |FOr SPecific requirement details, buy a licensed copy of Previously Unknown Al & Intelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified.
10.2(d) oo and  lthe Focal Document a Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Inttps://www.iso.org/standard/81230.htmi Threats & Risks
N " detate, buy o eensed . Mechantsms exist to govern identied deficencies (e, Plan of Action and Milestones
or specific requirement details, buy a licensed copy of ((POA&M) or similar methodology) that formally documents, at a minimu
10.2(d) Nenconformity and ltne Focal Document at Functional Intersects witn | Capabiies beficiency 1A0-05 (1) Deficlency tracking numbers v 5
lhttps://www.iso.org/standard/81230.html (2) Applicable security, compliance andjor resilience control;
: Forspecific requirement detal, buy a icensed copy of v . IMechanisms exist to require system developers and integrators to develop and
10.2(a) Nonconformityand lthe Focal Documen Functional Intersects with | DeYeloper hreat Anaysis | 1pa-15 implement an ongoing Security Testing and Evaluation (ST&E) plan, or similar process, to 5
o/ 50 orgeandarcB1230.html loblectively identify and remediate vulnerabilities prior to release to production.
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level.
10.2(d) oeotiayandlthe Focal Document at Functional Intersects With Risk Remediation RSK-06 5
Inttps:/jwww.iso.org/standard/81230.htmi
Nonconformity and _|FO" SPeCific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
10.2(d) i lthe Focal Document at: Functional Intersects With Remediation During 180-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate 5
corrective action 1230.htmi Development ws during
[For specific requirement details, buy a licensed copy of ; [Mechanisms exist to ensure that vulnerabilities are properly identified, tracked and
10.2(d) Nonconformity 2 lthe Focal Document Functional Intersects with | VuInerabiity Remediation | - ypy gy - remediated 5
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to respond to and recover from a previously unknown ATtficial
Nonconformity and |FOr SPecific requirement details, buy a licensed copy of Previously Unknown Al & Intelligence (Al) and Autonomous Technologies (AAT)-related risk when it is identified.
10.2(e) oI and  lthe Focal Document a Functional Intersects With | Autonomous Technologies | AAT-17.3 5
Ihttps://www.iso.org/standard/81230.htm! Threats & Risks
FFor specific requirement details, buy a licensed copy of IMechanisms exist to require system developers and integrators to develop and
1026 Nonconformity and e Focal Dacument o Functionsl | Intersects with | Developer Threat Analysis | s 15 fiGiement an ongoing Security Testing and Evalustion (STSE) plan, or simiar process,to| 5
jwww.is0.0rg/standard/81230.html lobjectively identify and remediate vulnerabilities prior to release to production.
Nonconformity and _|FO" SPecific requirement details, buy a licensed copy of Threat Analysis & Flaw [Mechanisms exist to require system developers and integrators to create and execute a
10.2(e) Y lthe Focal Document at: Functional Intersects With Remediation During 140-04  [Security Testing and Evaluation (ST&E) plan, or similar process, to identify and remediate 5
corrective action 1230 htmi Development ws during
Nonconformity and | Fo" SPecific requirement details, buy a licensed copy of [Mechanisms exist to remediate risks to an acceptable level.
10.2(e) ey an lthe Focal Document af Functional Intersects With Risk Remediation RSK-06 5
Inttps://www.iso.org/standard/81230.html
[For specific requirement details, buy a licensed copy of Mechanisms exist to ensure that vulnerabilities are properly dentiied, tracked and
10.2(e) Nonconformity and . line Focal Document at: Functional Intersects With VPM-02 diated 5
corrective action 1230 htm! Process
[For specific requirement details, buy a licensed copy of [Mechanisms exist to prioritize, respond to and remediate Artificial Intelligence (A1) and
102(e) Nonconformity and {2 B80Sl AT Functional Intersects With Al & Autonomous AAT-18.1 |Autonomous Technologies (AAT)-related risks based on assessments and other analytical 5
corrective action ([N FO%8) OS2 arc/81230 html [Technologies Risk Response| loutput.
N " Caetate. by Teemsed . Mechanisms exist to govern identified deficiencies (€.9., Plan of Action and Milestones
or specific requirement details, buy a licensed copy o i POA&M) or similar methodology) that formally documents, at a minimumn:
10.2(e) Nonconformity 2 lthe Focal Docume Functional intersects witn | C2Pabiies Deficiency 1A0-05 (1) Deficiency tracking number, v 5
Inttps:/jwww.iso.org/standard/81230.htmi (2) Appiicabie security, compliance andior resience contro;
[For specific requirement details, buy a licensed copy of
50 Leadership lthe Focal Docume; Functional No Relationship NA NA NiA o INo applicable SCF control
Inttps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of
Al General lthe Focal Document at: Functional No Relationship NA NA NA 0 INo applicable SCF control
1230.htmi
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
For specifc equirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
A2 Policies related to Al [the Focal Docum Functional Intersects With | Compliance & Resilience | GOV-02 5
w10 orgeandarc1230.html Documentation
echanisms existto ensure polies, processes, pocedures and practices elated to the
[For specific requirement details, buy a licensed copy of Artificial Intelligence (Al) & ing, measurin iaging of Artificial Intelligence (Al) and Autonomous
A22 Al policy [the Focal Documer Functional Subset Of Autonomous Technologies | AAT-01 Techno\ngwes (AAT)-related risks are in place, transparent and implemented effectively. 0
Ihttps://www.iso.org/standard/81230.html ov
[Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Forspecifc equirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
A22 Al policy lthe Focal Documes Functional Intersects With | Compliance & Resilience |  GOV-02 5
o 20 01 kanard 81230 heml Documentation
Mechanisms exist to estabiish, maintain and disseminate policies, standards and
Alignment with other  |OF SPecific requirement details, buy a licensed copy of Publishing Security, lprocedures necessary for secure, compliant and resilient capabilities.
A23 oicias [the Focal Document a Functional Intersects With | Compliance & Resilience | GOV-02 5
0.htmi Documentation
Mechanisms st toreview the Securtty. Complance & Resilence Program (SCRP),
FFor specific requirement details, buy a licensed copy of Periodic Review & Update of| including policies, standards and procedures, at planned intervals of if significant
A24 Review of the Al policy  [the Focal Document Functional Intersects With | Security, Compliance & | GOV-03  |changes occur to ensure their continuing suftability, adequacy and effectiveness. 5
Inttps://wwiw.iso.org/standard/81230.html Resilience Program
[For specific requirement detals, buy a licensed copy of [Mechanisms exist to enforce an accountability structure so that appropriate teams and
a3 Internal organization  [the Focal Document at: Functional Intersects with | Stakeholder Accountability | goy.q4.1  findividuals are empowered, responsible and trained for mapping, measurin 5
0.htmi ructure Imanaging Technology Assets, Applications, Services and/or Data (TAASD)-related risks.
[For specific requirement details, buy a licensed copy of uthorttative Chain of [Mechanisms exist to establish an authoritative chain of command with clear lines of
A3 Internal organization  [the Focal Document ai Functional Intersects With o 5 GOV-04.2[communication to remove ambiguity from individuals and teams related to managing 5
Ihttps://www.iso.org/standard/81230.html omman [Technology Assets, Applications, Services and/or Data (TAASD)-related risks.
ps://www.i50.0rg/standard/81230.
Mechanisms exist to define and differentiate roles and responsibiTies for:
[For specific requirement details, buy a licensed copy of Assigned Responsibilities (1) Artificial Intelligence (Al) and Autonomous Technologies (AAT) configurations; and
A32 Al roles and responsibilities [the Focal Document a Functional Intersects With for Al & Autonomous AAT-08  |(2) Oversight of AAT systems 5
Inttps://www.iso.org/standard/81230.htmi Technologies
[For specific requirement details, buy a licensed copy of Defined Roles & exist to define roles & for all personnel.
A32 Al roles and responsibilites [the Focal Document a Functional Intersects With Fhudi el HRS-03 5
Ittps://www.iso.org/standard/81230.htmi P
For specifc equirement dtais, buy a fcensed copy of “Assigned Security, Mechanisms exist to assign one or more qualified iNdIviduals with the mission and
A32 Al roles and responsibilites [the Focal Document Functional Intersects With | Compliance & Resilience | GOV-04  [resources to centrally-manage, coordinate, develop, implement and maintain an 5
1230 htmi lenterprise-wide Security, Compliance & Resilience Program (SCRP).
[For specific requirement details, buy a licensed copy of Roles With Special [Mechanisms exist to ensure that Individuals accessing a system that stores, transmits o
A3.2 Al roles and responsibilities |the Focal Document: Functional Intersects With rotestion Mo HRS-04.1 |processes information requiring special protection satisfy organization-defined personnel 5
Inttps://www.iso.org/standard/81230.html rotection Measures screening criteria
[For specific requirement details, buy a licensed copy of secure Development Lfe Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
A33 Reporting of concerns _|the Focal Document at. Functional Intersects With D PRM.07  |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
1230.htmi Cycle (SDLC) Management [change control procedures.
[Mechanisms exist to cover.
1) Preparation;
Forspecic equirement detts buy a Fcensed copy of 2)Automatec event deection o manual ncdent repot nake;
A33 Reporting of concerns. e Focal Document at Functional Intersects With Incident Handling IRO-02 ysi 5
0.ntmi 4) Containment;
5) Eradication; an
6) Recovery.
[Mechanisms exist to regularly collect, consider, prioritize and integrate risk-related
FFor specific requirement details, buy a licensed copy of J nomous eedback from those external to the team that developed or deployed Artificial
A33 Reporting of concerns e Focol Document Functional Intersects With | Technologies Stakeholder | AAT-111 |intelligence (Al) and Autonomous Technologies (AAT). 5
<f/wWw.iS0.0rg/standard/81230.htmi Feedback Integration
Mechanisms exist to continuously Improve Artiicial Intelligence (Al) and AULonomous
[For specific requirement details, buy a licensed copy of Al & Autonomous [Technologies (AAT) capabilities to maximize benefits and minimize negative impacts
A33 Reporting of concerns  [the Focal Docume Functional Intersects With | Technologies Continuous | AAT-07.3  |associated with AAT. 5
Inttps:/jwwiw.iso.org/standard/81230.htmi improvemen
[Mechanisms exist to compel ongoing engagement with relevant Arificial Intelligence (Al)
[For specific reqmremem details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
A33 Reporting of concerns [the Focal Doc Functional Intersects With ngagement for Al AAT11  [nagative and dnanticipated impacts. 5
o 20 0 kancard/81230 heml Autonomous Technologies
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[For specific requirement details, buy a licensed copy of

Al & Autonomous

[Mechanisms exist to conduct regular assessments of Ar!mc\al Intelligence (Al) and

A33 Reporting of concerns  |the Focal Document at: Functional Intersects With Technologies Ongoing AAT-11.2  |[Autonomous Technologies (AAT) with independent assessors and stakeholders not 5
i 0.ntmi Assessments involved in the development of the AAT.
For specific equirement details, buy 3 fcensed copy of | & Autonomous [Mechanisms exist to collect and integrate feedback from end users and impactet
A33 Reporting of concerns  the Focal Document Functional Intersects With | Technologies End User | AAT-11.3 [communities into Artificial Intelligence (Al) and Autonomous Technologies (AAT)- felted 5
0.htmi lsystem evaluation metrics.
[Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous Technologies
Forspecifc requirement details, buy a licensed copy of Trustworthy Al & (AAT) are designed to be reliable, safe, fair, secure, resilient, transparent, explainable
as Resources for Al systems the Foc: Functional Intersects With | 5 tonomous Technologies | AAT01:2  [and data privacy-enhanced to minimize emergent properties or unintended 5
e e 56 orstandard51230. il lconsequences.
Mechanisms existto ensure polies processes, procedures and practices elated to the
FFor specific requirement details, buy a licensed copy of Artifical Intelligence (Al) & Imapping, measuring and managing of Artificial Intelligence (Al) and Autonomos
A4 Resources for Al systems [the Focal Document a Functional Subset Of Autonomous Technologies |  AAT-01  [Tachnologies (AAT)-felated risks are in place, transparent and implemented effectively. 10
Inttps://www.iso.org/standard/81230.htmi Governance
[Mechanisms exist to [dentify critical system components and functions by performing a
FFor specific requirement details, buy a licensed copy of Security, Compliance & [crticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
A42 Resource documenttion e Focal Document Functional Intersects With | Resilience Requirements | PRM-05  [ore.definad decision points in the Secure Development Life Cycle (SOLC). 5
jwww.is0.0rg/standard/81230.htmi Definition
For specifc equirement details buy a icensed copy of [Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
Aa2 Resource documentation-the Focal Document Functional Intersects with | Secure DevelopmentLife | pgy.g7 |ITARS) within the Secure Development Life Cycle (SDLC) are controlled trouigh formal s
[https://www.iso. org/slandard/81230 html Y 9 |change control procedures.
Mechanisms exist to assess security, compliance and reslience Contrals in system
For specifc requirement detail, buy 2 licensed copy of Security, Compliance & lproject development to determine the extent to which the controls are implemented
na2 Resource documentation the Focal Document Functional Intersects With Resilience In Project PRM-04  [Correctly, operating as intended and producing the desired outcome with respect to 5
s /w150 0rgtandard/81230.htmi Management Imeeting the requirements.
[For specific requirement details, buy a licensed copy of Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning Controls that
na2 Resource documentation  [the Focal Document at: Functional Subset Of Resilience Protection PRM-01  [provide a portfolio management approach to achieve security, compliance and resilience 10
Ihttps://www.iso.org/standard/81230.htm! Portfolio Management [objectives.
IFor specific requirement details, buy a licensed copy of Mechanisms exist to identify and allocate resources for management, operational,
Ad2 Resource documentation  [the Focal Document at Functional Intersects With | Allocation of Resources | PRM-03  [technical and data protection requirements within business process planning for 5
0.ntmi projects / initiatives.
For specifc equirement details, buy a licensed copy of [Mechanisms exist to [dentify and document data sources Utilized in the training and/or
A43 Data resources lthe Focal Document a Functional Intersects With | Data Source Identification | AAT-12.1 [operation of Artificial Intelligence and Autonomous Technologies (AAT). 5
o S0 o kanard/81230.html
[For specific requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to specify and document the targeted application Scope of thi
Ad4 Tooling resources lthe Focal Documem at: Functional Intersects With Technologies Targeted AAT-04.3  |proposed use and operation of Artificial Intelligence (Al) and Autonomous Technologies 5
0.ntmi Application Scope (aaT).
For specifc equirement dtails, buy 3 fcensed copy of Situational Awareness of Al [Mechanisms exist to develop and maintain an inventory of Artifcial Intelligence (A1) and
Ads Tooling resources  [the Focal Document a Functional Intersects With & Autonomous. AAT-02  |Autonomous Technologies (AAT) (internal and third-party). 5
0.htmi Technologies
oystem and computing _|FO" SPECIC requirement details, buy a licensed copy of Situational Awareness of Al [Mechanisms exist to develop and maintain an inventory of Artificial Inteligence (A1) and
A4S ystem and OmPUtNG. lthe Focal Document at: Functional Intersects With mous AAT-02  |Autonomous Technologies (AAT) (intemal and third-party). 5
Inttps:/jwww.iso.org/standard/81230.htmi Technologies
o yotem and compting _|FOT SPeCIfic requirement detalls, buy a licensed copy of ‘Al & Autonomous. [Mechanisms exist to specify and document the targeted application scope of th
A4S e aurene” "9 [the Focal Document at: Functional Intersects With Technologies Targeted AAT-04.3 |proposed use and operation of Artificial Intelligence (Al) and Autonomous Tethno\uq\es 5
1230 htm! Application Scope (8T
Mechanisms existto ensure Artfcial Inteligence (A) and Autonomous Technoiogies
[For specific requirement details, buy a licensed copy of Al & Autonomous I(AAT)-related operator and practitioner proficiency requirements for Artificial Intelligence.
A46 Human resources  [the Focal Document at: Functional Intersects With | Technologies Stakeholder | AAT-13.1 [(A1) and Autonamous Technologies (AAT) are Gefined. aésessed and documente 5
jwww.is0.0rg/standard/81230.html Competencies
Mechanisms exist to ensure Artificial Inteligence (Al) and Atonomous Technologies
[For specific rsqwement details, buy a licensed copy of Al & Autonomous [(AAT) stakeholder competencies, skills and capacities incorporate demographic diversity,
A46 Human resources  [the Focal Doc Functional Intersects With | Technologies Stakeholder | AAT-13  [oroad domain and user experience expertise. 5
s/ 0 orgseandarc/B1230.htmi Diversity
Forspecific requirement detai, buy a icensed copy of exist to identify and involve pertinent stakeholders of critical Technology
A4S Human resources  [the Focal Document Functional Intersects with |Stekeholder identification & yg1.7 5 |Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
itpssfwww 50.org/standard/81230.html Imanagement of those assets.
. e of a1_|For Specific requirement detalls, buy a licensed copy of Mechanisms exist to facilitate the Implementation of strategic, operational and tactical
s ssessng Impacts of Al i Foca Document o Functional SubsetOf | Risk Management Program | Rsk-01 sk management control. 10
1230 htmi
[Mechanisms exist to [dentify, understand, document and manage appiicable statutory
Assessing impacts of Al |0 SPECIfic requirement details, buy a licensed copy of Al & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies
As 19 impa lthe Focal Document Functional Intersects With | Technologies-Related Legal | AAT-0L1  |(AaT) 5
V- /www.iso.org/standard/81230.html Requirements Definition
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to analyze proposed changes for potential security Impacts, prior to
Al system impact Security Impact Analysis for 03 |the implementation of the change.
A52 e ptess  [the Focal Document at - Functional Intersects With PGS CHG-03 P g 5
. [For specific requirement details, buy a licensed copy of hcati [Mechanisms exist to ensure stakenolders are made aware of and understand the impact
As2 o system Impact . |the Focal Document a Functional Intersects with | Stakeholder Notification of | ¢y g5 of proposed changes 5
P Inttps:/jwwiw.iso.org/standard/81230.htmi o
For specifc equirement dtais, buy 3 fcensed copy of Mechanisms exist to identify Artificial Intelligence (A1) and AUEONOMOUS Technologies
A5.3 |Documentation of Al system|; o e 2 Y Functional Intersects With & Autonomous AAT-02.1 |(AAT) in use and map those components to potential legal risks, including statutory and 5
impact assessments 1230 htm! Technologies Risk Mapping regulatory compliance requirements.
chanisms exist to idently, understand, document and manage appiicable statutory
IDocumentation of Al system|FO" SPecific rEqmremem details, buy a licensed copy of Al & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies
A53 e et mene o the Focal Documer Functional Intersects With | Technologies-Related Legal | AAT-0L1 [(aaT). 5
P: Inttps://www.iso. orglslandzrd/BIZZD html Requirements Definition
Mechanisms exist to conduct recurring assessments of risk that includes the Tikelinood
IDocumentation of Al system|"0" SPecific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
AS3 impact [the Focal Document a Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
0.ntml Services and/or Data (TAASD).
[For specific requirement details, buy a licensed copy of e anee Xt 1o 01y e PIODOSEd CRanges fr POl secury pacts. prer 1o
A53 [Documentation of Al $YsteMiine Focal Document a Functional Intersects With | S€CUrity Impact Analysis for| - ¢iG.03  |the implementation of the chan: 5
impact - Changes
For specific equirement dtais, buy 3 fcensed copy of AT S Autonomous Mechanisms exist to assess potential costs, InCluding non-monetary Costs, resulting from
As3 IDocumentation of Al systemy ° 2ERCIE (S o Functional Intersects With | Technologies Potential | AAT-04.2  |expected or realized Artifiial Intelligence (Al) and Autonomous Technologies (AAT)- 5
impact assessments 1230.htmi Costs Analysis related errors or system functionality and trustworthiness.
) Forspecific requirement detai, buy a icensed copy of [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
A53 [Documentation of Al systemiine Focal Document a Functional Intersects with | BUSIneSS ITbactAnalysis | pygg - fsecurity, compliance and resilience risks. 5
0.htmi
[For specific requirement details, buy a licensed copy of Mechanisms exist to ensure stakenolders are made aware of and understand the impact
AS5.3 [Documentation of Al systemiyye Eocal Document at: Functional Intersects Wit | Stakeholder Notification of | .05 lof proposed changes, 5
1230.htmi
[Mechanisms exist to assess the impact(s) of proposed Artificial Intelligence (AD) and
IDocumentation of Al system|"" SPECIic requirement details, buy a licensed copy of nomous |Autonomous Technologies (AAT) on individuals, groups, communities, organizations and
A53 lthe Focal Document at: ot Functional Intersects With Technologies mpact | AAT-07-1. [socety .9, Fundamental Rights Impact Assessment (FRA). 5
1 m men
" " ©aetate, by o Teensed . Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
or specifc requirement detals, buy a icensed copy |Assets, Applications andjor Services (TAAS) that store, process and/or transmit Personal
IDocumentation of Al system| Data Protection Impact , App . P
rs3 e Focel Gacumant Ve Functionsl | ntersectswin | DSl Prolection imoact | g 1g e R e e s s
[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
Assessing Al system impact For specifc requirement details, buy alicensed copy of Data Protection Impact |assets, Applications andjor Services (TAAS) that store, process and/or transmit Personal
A58 on individuals or groups of [the Focal Doc Functional Intersects With PR RSK10  |pata (PD) to identify and remediate reasonably-expected risks. 5
individuals o 56 orQ/andard/81230 i
[Mechanisms exist to conduct recurring assessments of risk that includes the Tikelinood
Assessing Al system impact|For specific requirement details, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disuption,
A54 ‘on individuals or groups of [the Focal Document a Functional Intersects With Risk Assessment RSK-04  |modification or destruction of the organization's Technology Assets, Applications, 5
individuals Inttps://www.iso.org/standard/81230.htmi Services and/or Data (TAASD).
[Mechanisms exist to [dentify, Understand, document and manage appiicable statutory
Assessing Al system impact |For specific requirement details, buy a licensed copy of & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies.
A58 on'indiidual o groups of the Foca! Documen af Functional Intersects With [ Technologies-Related Legal | AAT-0L1  [(AAT). 5
individuals jwww.is0.0rg/standard/81230.html Requirements Definition
[Mechanisms exist to take socio-technical implications into account to address risks,
Assessing Al system impact|[For specific requirement details, buy a licensed copy of Autonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
A54 on ndividusls or groups of the Focal Docum Functional Intersects With Te:hnologles Requirements|  AAT-14 5
individu o 16 org/standard/81230 html
(Assessing Al system impact|For specific requirement details, buy a licensed copy of & Automomous Mechanisms exist to identiry Aricial Intelligence (A1) and Autonomous Technologies
A54 on individuals or groups of [the Focal Document at Functional Intersects With | oAt & AUTROMOL AAT-02.1 |(AAT) in use and map those components to potential legal risks, including statutory and 5
individu 1230.htmi ‘echnologies Risk Mapping regulatory compliance requirements,
Assessing Al system impact For specific requirement details, buy a licensed copy of Susiness Impact Analysis [Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and assess
AS.4 on individuals or groups of [the Focal Document at Functional Intersects With (E‘\]m lys RSK-08 [security, compliance and resilience risks. 5
individuals Inttps:/jwww.iso.org/standard/81230.htmi
[Mechanisms exist to assess the impact(s) of proposed Artificial Intelligence (AD) and
Assessing Al system impact |For specific requirement details, buy a licensed copy of Al & Autonomous. Technologies (AAT) on individuals, groups, communities, organizations and
A58 on'individual o groups of the Foca! Document Functional Intersects With Technologies Impact | AAT-07.1 [society (e.q., Fundamental Rights Impact Assecsment (FRIA)). 5
individuals jwww.is0.0rg/standard/81230.htmi Assessment
Assessing Al system impact|For specific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to assess potential costs, Including non-monetary Costs, resulting from
A5 on individuals or groups of [the Focal Document a Functional Intersects With | Technologies Potential | AAT-04.2 ~[expected or realized Artificial Intelligence (AD and Autonomous Technologies (AAT)- 5
individuals Ittps://www.iso.org/standard/81230.htmi Costs Analysis related errors or system functionality and trustworthiness.
[Mechanisms exist to [dentify, understand, document and manage appiicable statutory
Assessing societal impacts |07 SPECIfic requirement details, buy a licensed copy of Al & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies
ASS ing societal In lthe Focal Document a Functional Intersects With | Technologies-Related Legal | AAT-0L1  [(AAT). 5
Y /Www.is0.0rg/standard/81230.html Requirements Definition
[For specific requirement details, buy a licensed copy of [Mechanisms exist to identify Artificial Intelligence (Al) and Autonomous Technologies
AS55 Assessing societal IMPacts line Focal Document at: Functional Intersects With | 1 A & Autonomous | axT.02.1 [IAKT) in use and map those components to potential legal risks, including statutory and s
Y Ihttps://www.iso.org/standard/81230.html 9! PPing regulatory compliance requirements.
[For specific requirement details, buy a licensed copy of Mechanisms exist to conduct a Business Impact Analysis (BIA) to 1dentify and assess
ASS Assessing societal impacts e ocal Document at; Functional Intersects with | BuSiness Impact Analysis | pey gg  [security, compliance and resilience risks. 5
of Al systems — (B1A)
n ol 15 [For speciic requirement detals, buy a licensed copy of Al & Autonomous, [Mechanisms exist to assess potential costs, Including non-monetary Costs, resulting from
AS5.5 S hl ystame "<t [the Focal Document a Functional Intersects With Technologies Potential AAT-04.2 [expected or realized Artificial Intelligence (Al) and Autonomous Technologies (AAT)- 5
of Al systems o e dard/81230 htm] Costs Analysis related errors or system functionality and trustworthiness.
[Mechanisms exist to assess the Impact(s) of proposed Artificial Intelligence (AD) and
Assessing societal impacts |[OF SPeCific reqwement details, buy a licensed copy of Al & Autonomous |autonomous Technologies (AAT) on individuals, groups, communities, organizations and
ASS e Syt lthe Focal Document a Functional Intersects With Technologies Impact | AAT-07.1 [society (e.q., Fundamental Rights Impact Assecsment (FRIA) 5
o 20 o kancard/81230 html Assessment
N " ©detae, buy o eonsed . [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on Technology
or specific requirement details, buy a licensed copy o |assets, Applications andjor Services (TAAS) that store, process and/or transmit Personal
Assessing societal impacts Data Protection Impact . X
ASS5 lthe Focal Document a Functional Intersects With RSK-10  |Data (PD) to identify and remediate reasonably-expected risks. 5
of Al systems Inttps://www.iso.org/standard/81230.htmi Assessment (DPIA) v e
Mechanisms exist to take socio-technical implications Into account to adaress risks
Rssessing societalimpacts [for SPecific reauirement detals, buy a licensed copy of & Autonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
ASS ing societal In lthe Focal Document Functional Intersects With [ Technologies Requirements|  AAT-14 5
V: s /w150 0Tgtandard/81230.htmi finitions
[Mechanisms exist to conduct recurring assessments of fisk that includes the likelinood
Assessing societal impacts |[O" SPecifc requirement detals, buy a licensed copy of land magnitude of harm, from unauthorized access, use, disclosure, disruption,
ASS ovstams, fthe Focal Document at: Functional Intersects With Risk Assessment RSK-04  [modification or destruction of the organization's Technology Assets, Applications, 5
Inttps://www.iso.org/standard/81230.htmi Services andior Data (TAASD).
For specifc equirement details, buy a icensed copy of
A6 Al system life cycle  [the Focal Document a Functional No Relationship NIA NIA NA o INo applicable SCF control
1230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of tailored development and
A6 Management guidance for |7 SPECTE A IRNEE Functional Subset OF Technology Development &|  rp 47 facquisition strategies, contract tools and procurement methods to meet unique business 10
Al system p— Acquisition
[For specific requirement details, buy a licensed copy of Security, Compliance & [Mechanisms exist to facilitate the implementation of resource planning controls that
A61 Management guidance for line Focal Document at: Functional Subset OF Resilience Protection PRM-01  |provide a portfolio management approach to achieve security, compliance and resilience 10
system development 1230.htmi Portfolio Management lobjectives.
For specifc equirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of tailored development a
A6l Management guidance for e Focal Document Functional subseror | Technelegy Development &\ pp.01 scquisition stategies, contracttools and procurement methods to meet e business 10
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Objectives for responsible

[For specific requirement details, buy a licensed copy of

Trustworthy Al &

IMechanisms exist to ensure Amﬁcna\ Intelligence (A1) % Autonomous Technologies
(AAT) are designed to be reliable, safe, fair, secure, resilient, transparent, explainable

'
AB12 the Focal Document a Functional Intersects With AAT-012 [and data privacy-enhanced to minimize emergent properties or unintended 5
levelopment of Al SYSIEM |y /www.iso.org/standard/81230.htmi Autonomous Technologies |consequences.
ATS Autonomous [Mechanisms exist to define the tasks that Artificial Intelligence (A1) and AUTONOMOUS
Processes for responsible AllFor specific requirement details, buy a licensed copy of Technologies [Technologies (AAT) will support (e.g., classifiers, generative models, recommenders).
A613 ystem design and  [the Focal Document at Functional Intersects With \mp AAT-14.1 5
1230 htm! implementation Tasks
efinition
Mechanisms exist to require software evelopers to ensure that their software
Processes fo responsibe AlFor specific requirement detats, buy alcense copy of Development Methods, |development processes employ industry-recognized secure practices for secure
A6.13 system designand [the Focal Document a Functional Intersects With | i CeRTCY processes | TPA02:3  lprogramming, engineering methods, quality control processes and validation techniques 5
0.ntmi lto minimize flawed and/or malformed Software.
[Mechanisms exist to prevent third-party Intellectual Property (IP) rights infringement by
Processes fo responsibe AlFor specifc requirement detal, buy alicensed copy of e S ol [Artificial Intelligence (A1) and Autonomous Technologies (AAT)
A613 system designand  the Focal Document - Functional Intersects With PN AAT-12 5
Protections
[Mechanisms exist to identify and document data sources Utilized in the training and/or
Processes for responsible AllFor specific requirement details, buy a licensed copy of loperation of Artificial Intelligence and Autonomous Technologies (AAT)
A613 system designand [the Focal Document at: Functional Intersects With | Data Source Identification | AAT-12.1 5
i 0.ntmi
Mechanisms exist to identify and document knowledge imits of Artiicial Inteligence (Al)
Processes for responsible AllFor specific requirement details, buy a licensed copy of Al & Autonomous land Autonomous Technologies (AAT) to provide sufficient information to assist relevant
AB13 system designand [the Focal Document at: . Functional Intersects Wich | Technologles Knowledge | AAT-14.2 |stakehalder decision making 5
imits
[Mechanisms exist to develop appiications based on Secure Software Development
Processes for responsible AllFor specific requirement details, buy a licensed copy of ure Software Practices (50P)
A613 system designand the Focal Document at: Functional Intersects With | Development Practices | TDA-06 5
1230.htmi (SSDP)
Mechanisms exist to facilitate the Implementation of tailored development and
Processes fo responsibe AlFor specificrequirement detats, buy alcensed copy of rechnology Development & lacquisition strategies, contract tools and procurement methods to meet unique business
A613 system designand the Focal Document a Functional Subset Of Y oiaton TOAOL  [needs 10
0.htmi
[Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Vaiidation &
Processes for respansible Alfor specificrequirement details, buy a lcensed copy of Artifical Intelligence Test, |Verification (Al TEVV) practices to enable Artificial Intelligence (A1) and Autonomous
A613 system designand  the Focal Document Functional Intersects With valuation, Vi AAT-10  [Technologies (AAT)-related security, resilience and compliance-related conformity testing| 5
0.htmi Verification (Al TEVV) lthroughout the lifecycle of the AAT.
Mechanisms existto desn and mplernent product maragement processes to_
lproactively govern the design, development and production of Technology Ass:
[Appications andlor Services (TAAS) across the System Development e Lyce oLy
FFor specific requirement details, buy a licensed copy of 19} improve functionality:
A62 Alsystem life cycle  [the Focal Docume Functional Intersects With Product Management | TDA-OL1 |(2) Enhance security and resiliency capabilites; 5
Inttps://ww.iso.org/standard/g1230.htmi (3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual obligations.
[Mechanisms exist to ensure policies, processes, procedures and practices related to the
Al system requirements and|"C" SPeCific requirement details, buy a licensed copy of Artificial Intelligence (Al) & pping, measuring and managing of Artificial Intelligence (Al) and Autonomous
A622 specification e Functional Subset Of Autonomous Technologies | - AAT-01  [Technologies (AAT)-elated risks are in place, transparent and implemented effectively. 10
jwww.is0.0rg/standard/81230.html vernance
Mechanisms exist to [dentify critical system components and functions by performing a
A system requirements ana’ Fnr specific requirement details, buy a licensed copy of Security, Compliance & [criticality analysis for critical Technology Assets, Applications and/or Services (TAAS) at
A622 cihetion Focal Documey Functional Intersects With | Resilience Requirements | PRM-05  [ore-defined decision points in the Secure Development Life Cycle (SDLC). 5
w50 argsondara/31230 e nition
For specic requirement detls, buy  icensed copy of xist to ensure changes (o Technology Assets, Applications and/or Services
A622 A1 system requirements andli E6C31 Docume, Functional Intersects with | SecUre Development Life | gy g7 |(TAAS) within the Secure Development Life Cycle (SDLC) are controlied through formal s
specification https Jlwww.iso.org/standard/81230.htm ycle (SDLC) Management |change control procedures.
Mechanisms exist to assess security, compliance and reslience Controls in system
A system requirements ana’ Fnr specific requirement details, buy a licensed copy of Security, Compliance & Iproject development to determine the extent to which the controls are implemented
A622 pecincation Focal Docume: Functional Intersects With Resilience In Project PRM-04  |correctly, operating as intended and producing the desired outcome with respect to 5
w150 argsonara/31230 t Imecting the requirements.
[Mechanisms exist to design, develop and produce Technology Assets, Appiications and/or|
Services (TAAS) in such a way that risk-based technical and functional specifications
FFor specific requirement details, buy a licensed copy of Minimum Viable Product
A622 /Al system requirements andlf " 2PECITC reduTemer v el Functional Intersects With (MVP) Secarty ToA02  [ensure Minimum Visbl Product (HVP) criteria establish an appropriate fevel of security 5
specification o 20 01 tanard/81230.html Requirements jand resiliency based on applicable risks and t
Al syst rements and|FO" SPecific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to identify and document internal security. compliance and resilience
A6.22 system requirements andly,g £oca) pocument at Functional Intersects With Technologies Internal AAT-02.2 [for Artificial Intelligence (A1) and Autonomous Technologies (AAT). 5
0.htmi rols
ecane exet o desgy g mplement product maragement pocesses o
lproactively govern the design, development and production of Technolo
[Appications andfor Serices (TARS) aeross he Syatam Development e Eycie (3DLC)
FFor specific requirement details, buy a licensed copy of f |
1Al system requirements and| () mprove unctionaty:
A622 oecination e Focal Bocumene Functional Intersects With Product Management | TDA-OL1 |(2) nhance security and resiliency capabilites; 5
fwww.iso.org/standard/81230.htm! (3) Correct security deficiencies; and
(4) Conform with applicable statutory. regulatory and/or contractual obligations.
N " + detae, buy o eonsed . en [Mechanisms exist to take socio-technical implications into account to address risks
or specific requirement details, buy a licensed copy o utonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
A622 (Al system requirements and)ing Focal Document at Functional Intersects With [ Technologies Requirements|  AAT-14 o o 5
0.ntmi efinition:
[For specific requirement details, buy a licensed copy of Security, Compliance & [Mechanisms exist to address all Capital planning and investment requests, including the
A622 e eheaton " *"the Focal Document a Functional Intersects With Resilience Resource PRM.02  [resources needed to implement the Security, Compliance & Resilience Program (SCRP) 5
specification 0.ntmi ment land document all exceptions to this requirement
o tation of Al system|FOT SPECIfic requirement details, buy a licensed copy of A& Autonomous [Mechanisms exist to identify and document knowledge imits of Artificial Intelligence (Al)
A623 o ot development " [the Focal Document at: Functional Intersects With | Technologies Knowledge | AAT-14.2 [and Autonomous Technologies (AAT) to provide sufficient information to assist relevant 5
design and development 0.htmi Siemits letakeholder decision making.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of taflored development and
AB.2.3 [Documentation of Al system|; % EPECTE RTINS Functional Subset OF Technology Development &| 1, 7 facquisition strategies, contract tools and procurement methods to meet unique business 10
design and < - Acquisition n
Mechanisms exist to prevent third-party Intellectual Property (IP) rights infringement by
nomous |Artificial Intelligence (Al) and Autonomous Technologies (AAT).
As23 Documentationof Al systemi Z0cCl B ocC o o Y 2 WSSO || mersectswin | Technologies ntellectual | prg, 5
- design and i — Property Ifringement
Prot
Mechanisms exist to implement Arificial Intelligence Test, Evaluation, Validation &
IDocumentation of Al system|Fo" SPecific rmwement details, buy a licensed copy of Artificial Intelligence Test, [Verification (Al TEVV) practices to enable Artificial Intelligence (Al) and Autonomous
AB23 lesign and development | |[¢ Focal Document Functional Intersects With | Evaluation, Validation & | AAT-10  |Technologies (AAT)-related security, resilience and compliance-related conformity testing s
s /w150 0Tgtandard/81230.htmi Verification (Al TEVV) lthroughout the lifecycle of the AAT.
N " © detate, buy o eensed . . [Mechanisms exist to take socio-technical implications into account to address risks
or specific requirement details, buy a licensed copy o Autonomous lassociated with Artificial Intelligence (Al) and Autonomous Technologies (AAT).
A623 Pocumentation of Al <¥SteMine Focal Document at: Functional Intersects With Technolognes Requirements|  AAT-14 o o 5
fesign and developmenttto.:/www.iso.org/standard/81230.htmi
[For specific requirement detalls, buy a licensed copy of ATS Autonomous Mechanisms exist to define and document the organization's mission and defined goals
A623 Pocumentation of Al <¥SteMine Focal Document at: Functional Intersects With | Technologies Mission and | AAT-03.1 [for Artificial Intelligence (Al) and Autonomous Technologies (AAT). s
lesign and developmen 1230.htmi Goals Definition
N . detate, buy o Teensed . [Mechanisms exist to require software developers to ensure that their software
IDocumentation of Al system| 0" SPECific requirement details, buy a licensed copy o Development Methods, |development processes employ industry-recognized secure practices for secure
A623 Gesion and developrent he Focal Document at Functional Intersects With | processes | TPA02:3  [orogramming, engineering methods, quality control processes and validation techniques 5
lhttps://www.iso.org/standard/81230.html [to minimize flawed and/or malformed software.
" " ©detate, by Teensed . ATS Autonomous Mechanisms exist to define the tasks that Artificial Intelllgence (A1) and AUTONOMOUS
or specific requirement detals, buy a icensed copy [Technologies (AAT) will support (e.g.. classifiers, generative models, recommenders).
IDocumentation of Al system Technologies 9 pport (€.9., X 3
A623 eion and lthe Focal Document a ot Functional Intersects With Implamentation Tasks | AAT-14.1 5
finition
For specic requirement detals, buy  icensed copy of [Mechanisms exist to [dentify and document data sources utilized in the training and/or
A623 e e pars"the Focal Document a Functional Intersects With | Data Source Identification | AAT-12.1[operation of Artificil Intelligence and Autonomous Technologies (AAT). B
0.htmi
For specifc equirement dtais, buy 3 fcensed copy of Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
[Documentation of Al system| Autonomous g lbenefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT).
A623 e evctopraera " the Focal Document a 230 Functional Intersects With | i R o ese Case|  AAT-04 9 g 5
) [For specific requirement details, buy a licensed copy of Secure Software [Mechanisms exist to develop appiications based on Secure Software Development
A623 Dt o s¥St€Mlthe Focal Document at Functional Intersects With | Development Practices | TDA-06 Practices (SSDP) s
9 0.html (SSDP)
[For specific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to validate the Artificial Intelligence (Al) and T
A624 Al system verfication and e Focal Document a. Functional Intersects With Technologies Model AAT-10.9 [IAAT) model 5
validation 1230.htmi Validation
N " +detate, buy o eensed . [Mechanisms exist to evaluate Artificial Intelligence (A) and Autonomous Technologies
Al system verification and |FO SPECIfic requirement details, buy a licensed copy of AITEWV Trustworthiness (AAT) for trustworthy behavior and operation including security, anonymization and
A624 Y alidation fthe Focal Document at; Functional Intersects With Assesement AAT-10.1 |disaggregation of captured and stored data for approved purposes. 5
Inttps://www.iso.org/standard/81230.htmi
Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
Al system verification and [0 SPecific rsqwement details, buy a licensed copy of Artificial Intelligence Test, [Verification (Al TEVV) practices to enable Artificial Intelligence (Al) and Autonomous
A6.24 alidatior e Focal Documen Functional Intersects With |~ Evaluation, Validation & | AAT-10 |Technologies (AAT)-related security, resilience and compliance-related conformity testing 5
oo 50 orgstandard 81230 html Verification (Al TEVV) lthroughout the lifecycle of the AAT.
Forspecific requirement detai, buy 2 icensed copy of ) [Mechanisms exist to faciiitate the implementation of security, compliance and resilience
A625 Al system deployment  [the Focal Document Functional Subset Of Information Assurance (14) | 1a0.01  fassessment and authorization controls. 10
ps: 50,01 standard 81230 ntml P
[Mechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
(4) Databases;
[For specific reqmrement details, buy a licensed copy of 5; APPQ":;“’;&*{;‘;"M ies (e.9. 0T, O, etc.);
AB.2.5 Al system deployment the Focal Document Functional Intersects With | Specialized Assessments | 1A0-02.2 (5} GTOSERSE ETMIn 09TES (6.9- 1oT, OT. etc)i 5
hitps:wwiw 50.0rg/standard/81230.html uinerability manag
8) Malicious code;
(9) Insider threats;
10) Performancefioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
ALS Autonomous Mechanisms exist to define the tasks that Artificial Intelligence (AD) and AUTONOMOUS
For specific requirement details, buy a licensed copy of echnologies [Technologies (AAT) will support (e.g., classifiers, generative models, recommenders).
AB25 A1 system deployment  the Focal Dacumen Functional Intersects With ; AAT-14.1 5
implementation Tasks
jwww.is0.0rg/standard/81230.html
finition
[For specific requirement details, buy a licensed copy of [Mechanisms exist to ensure Technology Assets, Applications and/or Services (TAAS) are
AB25 Al system deployment  [the Focal Document at Functional Intersects With | Security Authorization 180-07  [officially authorized prior to "go live" in a production environment. 5
Ittps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to perform Information Assurance Program (1AP) activities to evaluate
A6.25 Al system deployment  |the Focal Document at; Functional Intersects With Technical Verification 1A0-06  [the design, implementation and effectiveness of technical security, compliance and 5
0.ntmi resilience controls.
[Mechanisms exist to formally assess the security, compliance and resilience controls in
[Technology Assets, Applications and/or Services (TAAS) through Information Assurance
FFor specific requirement details, buy a licensed copy of IProgram (IAP) activities to determine the extent to which the controls are implemented
AB25 Al system deployment  [the Focal Docume Functional Intersects With Assessments 1A0-02  |correctly, operating as intended and producing the desired outcome with respect to 5
Inttps://wwiw.iso.org/standard/81230.htmi Imeeting expected requirements.
Mechanisms exist to implement Artificial Intelligence Test, Evaluation, Validation &
[For specific requirement details, buy a licensed copy of Artifical Intelligence Test, |Verification (Al TEVV) practices to enable Artficial Intelligence (A1) and Autonomous
A625 Al system deployment  [the Focal Document a Functional Intersects With | ~Evaluation, Validation & | AAT-10  |rechnologies (AAT)-related security, resilience and compliance-related conformity testing 5
Inttps://www.iso.org/standard/81230.htmi Verification (Al TEVV) linroughot the Iifecycle of the
[For specific requirement details, buy a licensed copy of y Mechaniams exist t proacively and continuausly moritor depioyed Ariical Inteligence
A6.26 A /S SBeTg " 21 lthe Focal Document a Functional intersects With | A TEVYPOStePoyment | aa.10,13 (AN and Autonomous Technologies (AAT). 5
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[For specific requirement details, buy a licensed copy of

Al & Autonomous

[Mechanisms exist to monitor the runu and behawov of the deployed Artificial

A626 Al system operation and line Focal Document at: Functional Intersecs With | Technologies Fodoction |  AAT.16 Itellgencs () and Autonamaus Technaiogies (AAT) 5
9 i 0.ntmi Wonitoring
For specific equirement details, buy 3 fcensed copy of Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
A627 Al system technical - line Focal Document Functional Intersects with | Secure Development Life | - pyy g7 (TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
documentation ot Cycle (SDLC) Management lchange contral procedures
Mechanisms st to define supporting business processes and mplement appropriate
lgovernance and service management to ensure appropriate planning, delive
Al system technical |For Specific requirement details, buy a licensed copy of Service Delivery opporsof the organtsation tachmelogy capabiities Supporting busiaccs fmchons.
A6.27 lthe Focal Document at: Functional Intersects With | (g0 e upport) | OPS-03  [workforce, andor customers based on industry-recognized standards to achieve the 5
1230.htmi lspecific goals of the process area.
[Mechanisms exist to obtain, protect and distribute administrator documentation for
[Technology Assets, Applicaions andjor Services (TAAS)that deribe:
(1) Secure configuration, installation and operation of the
Al'system technical |77 sPeciic requirement details, buy a licensed copy of Documentation (2) ffectve use and maintenance of security reamres/mncnons and
AB27 lthe Focal Document a Functional Intersects With TDA-04 5
documentation oo 6 ergistandard/E1230 bt Requirements 3 rding (eg.
A privileged) functions,
; [For specific requirement details, buy a licensed copy of » ; exist o identify and document Standardized Operating Procedures (S0P, o
A627 Al system technical i E0CS] Document at Functional Intersects witn | Stefdardized Opersting | ops, 03,1 |similor documentation, t enable the proper execution of day.to-day / assigne tasks s
Ittps://www.iso.org/standard/81230.htmi
A system techmicar _[For Specific requirement details, buy a licensed copy of Mechanisms exist to provide guidelines and recommendations for the secure Use of
A6.2.7 6 lthe Focal Document at: Functional Intersects With | Secure Practices Guidelines|  OPS-05  [Technology Assets, Applications and/or Services (TAAS) to assist in the configuration, 5
o 1230.htmi installation and use of the product and/or service.
[Mechanisms exist to design and implement product management processes to
lproactively govern the design, development and production of Technology Assets,
[Appications and/or Services (TAAS) across the System Development Life Cyce (SDLC)
FFor specific requirement details, buy a licensed copy of 13} improve functionalit
A6.27 Al system techirical  lihe Focal Document at . Functional Intersects With Product Management | TDA-OL1  |(3) Enhance security and resiliency capabilties; 5
0.html (3) Correct security deficiencies; and
() Conform with applicable statutory, regulatory and/or contractual obligations.
[For specific requirement details, buy a licensed copy of Mechanisms exist to ensure changes to Technology Assets, Applications and/or Services
A6.2.8 Al system rle‘mvdmg of  lhe Focal Doc“mem at: Functional Intersects With ciet‘u';gféeﬁpmeﬂl WE( PRM-07  |(TAAS) within the Secure Development Life Cycle (SDLC) are controlled through formal 5
vent logs 0.ntmi yele (SDLC) Management [change control procedures.
[Mechanisms exist to define sUppoTting business processes and implement appropriate
lgovernance and service management to ensure appropriate planning, delivery and
FFor specific requirement details, buy a licensed copy of lsupport of the organization's technology capabilities supporting business functions,
1 ing of I
A628 A e © fthe Focal Document Functional Intersects With | g, STVSe DSV )| 0PS-03  |workforce, andlor customers based on Industry-recognized standards to achieve the 5
Inttps://www.iso.org/standard/81230.htmi lspecific goals of the process area.
A system recording of [ EESCTE reaurement detas, buy  censed copy of Mechanisms exist to provide guidelines and recommendations for the secure Use of
A628 ¥ foring e Focal Document Functional Intersects With | Secure Practices Guidelines|  OPS-05 |Technology Assets, Applications andjor Services (TAAS) to assist n the configuration. s
event logs 1230 htmi installation and use of the product and/or servic
: [For specific requirement details, buy a licensed copy of » ; [Mechanisms exist to identify and document Standardized Operating Procedures (SOP), or
7628 Al syslevznr[eﬁgd ngof | e eal Docume Functional Intersects With Sla;g:(fgdui:ﬁpsgg; "9 | ops.01.1 [similar documentation, to enable the proper execution of day-to-day / assigned tasks. 5
Ittps://www.iso.org/standard/81230.htmi
Wechanisms existto desgn and mplerent product managernent processes fo
lproactively govern the design, development and production of Technolo
[piications o Services (TaS) scross the Systam Development e Cycis (SDLC)
. FFor specific requirement details, buy a licensed copy of 15} improve functionality:
n6238 Al Sys‘eevr'e‘n’fﬁ;’g’g N9 of lihe Focal Document at: Functional Intersects With Product Management | TDA-OL1 |(3) enhance security and resiiency capabilties; s
0.htmi (3) Correct security deficiencies; ai
(4) Conform with applicable statutory. regulatory and/or contractual obligations.
echanisms Sxstto Obain, protect and Jibute admilsrator documentation for
[Technology Assets, Applications andlor Services (TAAS) tha des
: . (1) Secure configuration, installation and operation of the
Al system recording of ~ [[or SPecific requirement details, buy a licensed copy of Documentation (2) Eifectue ute and raimanance of secory features tunctions and
v 9
A628 lthe Focal Document Functional Intersects With TDA-04 5
event logs Mo orvon 150, Orgtandard/81230.htmi Requirements (3) Known regarding and use of g,
privileged) functions.
Forspecific requirement detais, buy 2 censed copy of [Mechanisms exist to [dentify and document data sources utilized in the training and/or
A7 Data for Al systems _ he Focal Documen o Functional Intersects With | Data Source Identification | AAT-12.1  [operation of Artificial Intelligence and Autonomous Technologies (AAT). 5
o S0 01 kandard/81230.html
Mechanlsms exist to check for Redundart, ObsoleelOutdated, Toxic or TTvIl (ROTT)
. For specifc requirement details buy a licensed copy of . ' fata to ensure the accuracy, relevance, timeliness, impact, completeness and de-
AT Datafor lsystems  fthe Focal Documentat: Functional Intersects Wit Data Quality Operations | DCH-22  [igentification of information throughout the iformation fecycle 5
ps://Wiw.is0.0rg/standar m
Mechanisms exstto ensure Arical ntelfigence (A and Autonomous Technalogies
fFor specific requirement details, buy a licensed copy of Trustworthy Al & (AAT) are designed to be reliable, safe. ure, resilient, transparent, explainable
A7 Data for Al systems  [the Focal Document at: Functional Intersects With | 5 TUSOMY M | AAT-01.2 land data privacy-enhanced to minimize amergent properties or unintende: 5
Inttps://www.iso.org/standard/81230.htmi [Consequences.
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Data for development and |01 $pecic requirement details, buy a liensed copy of |data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
A72 enhancement of Al sysiem [e Focal Documentati Functional Intersects With | Data Quality Operations | DCH-22 [identification of information throughout the information lifecycle 5
tps: w150 Org/standar tm
. [For specific requirement details, buy a licensed copy of [Mechanisms exist to [dentify and document data sources utilized in the training and/or
A72 Dt o development and |tne Focal Document at Functional Intersects With | Data Source Identification | AAT-12.1 [operation of Artificial Intelligence and Autonomous Technologies (AAT) s
YSEeM lnttps; jwww.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of Mechanisms exist to [dentify and document data sources Utilized In the training and/or
A73 Acquisition of data [the Focal Document at: Functional Intersects With | Data Source Identification | AAT-12.1  [operation of Artifcial Intelligence and Autonomous Technologies (AA 5
1230.htmi
[Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
[For specific requirement details, buy a licensed copy of |data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
A73 Acqustionof dsta |the Focal Documentat Functional Intersects With | Data Quality Operations |  DCH-22  [igentification of information throughout the information fifecycle. 5
ps://WWW.is0.0rg/standar m
Quality of data for A1 |FOT SPeCITC requirement details, buy a icensed copy of Mechanisms exist to [dentify and document data sources Utilized In the training and/or
AT4 Ysymms [the Focal Document at: Functional Intersects With | Data Source Identification | AAT-12.1 [operation of Artificial Intelligence and Autonomous Technologies (AA’ 5
1230.htmi
[Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
Quality of data for Al |FOr SPecific requirement details buy a licensed copy of |data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
AT4 e e Focal Documentat Functional Intersects With | Data Quality Operations |  DCH-22  [igentification of information throughout the information lifecycle. 5
ps://WWw.is0.0rg/standar m
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT)
[For specific rsqmrement details, buy a licensed copy of |data to ensure the accuracy, relevance, timeliness, impact, completeness and de-
A7S5 Dataprovenance  fhe Focal Documentats G Functional Intersects With | Data Quality Operations | DCH-22 [identification of information throughout the information lifecycle 5
s 150 orgistandar tm
[For specific requirement details, buy a licensed copy of [Mechanisms exist to track the origin, development, ownership, location and changes to
A7S5 Data provenance [the Focal Document at: Functional Intersects With Provenance AST-03.2 [Technology Assets, Applications, Services and/or Data (TAASD). 5
Ittps://www.iso.org/standard/81230.htmi
[For specific requirement detals, buy a licensed copy of Mechanisms exist to [dentify and document data sources Utilized In the training and/or
A7S5 Data provenance [the Focal Document at: Functional Intersects With | Data Source Identification | AAT-12.1 [operation of Artificial Intelligence and Autonomous Technologies (AAT) 5
1230 htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to [dentify and document data sources utilized in the training and/or
AT6 Data preparation [the Focal Document at Functional Intersects With | Data Source Identification | AAT-12.1 [operation of Artificial Intelligence and Autonomous Technologies (AAT). 5
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to check for Redundant, Obsolete/Outdated, Toxic or Trivial (ROTT]
[For specific requirement details, buy a licensed copy of fata to ensure the accuracy, relevance, timeliness, impact, completeness and de-
AT6 Data preparationthe Focal Documertat Functional Intersects With | Data Quality Operations | DCH-22 [identification of information throughout the information lifecycle 5
ttps://www.iso.0rg/standart tm
on for [For specific requirement details, buy a licensed copy of et [Mechanisms exist to [dentify and involve pertinent stakenolders of critical Technology
As Information for interested |y2C F0CC) Bacument Functional Intersects witn |Stekeholder dentiication & ysr.) - |Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
parties of AlSyStemS  |ottps:/jwww.iso.org/standard/81230.htm! nvolvemen management of those assets.
Mechanisms exist to compel ongoing engagement with relevant Artficial Intelligence (A1)
Information for interested |OT SPECific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
A8 oTes ot A sysceme . the Focal Document a Functional Intersects With Engagement for Al & AAT11  [nagative and unanticipated impacts. 5
Ittps://www.iso.org/standard/81230.htmi Autonomous Technologies
} [For specific requirement details, buy a licensed copy of ot [Mechanisms exist to [dentify and involve pertinent stakenolders of critical Technology
AB2 SySw‘nevr:riﬁumnergﬁajgrf"d lthe Focal Document o Functional Intersects With Stakehglgveg“vde?;:fam" &| asT-01.2 [|Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
Ittps://www.iso.org/standard/81230.htmi Imanagement of those assets.
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (Al)
System documentation and [°" SPecific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
A82 informaton for users | [he Focal Dogumentat Functional ntersects With | Engagement for Al & AAT11  [nGgative and unanticipated impacts. 5
ttps://www.iso.org/standar i utonomous Technologies
[Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1)
FFor specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
AB3 Extemalreporting fthe Focal Documentat: Functional Intersects With | Engagement or A & AAT11  [nagative and dnanticipated impacts. 5
jwww.is0.org/standar m utonomous Technologies
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to [dentify and involve pertinent stakeholders of critical Technology
AB3 External reporting  [the Focal Document at: Functional Intersects Wit | Stakeholder identification &| - ygr.0; 5 |assets, Applications, Services and/or Data (TAASD) to support the ongoing secure s
0.htmi Imanagement of those assets.
[For specific requirement details, buy a licensed copy of Al & Autonomous [Mechanisms exist to communicate Atificial Intelligence (A1) and Autonomous
AB3 External reporting [the Focal Document af Functional Intersects With Technologies Incident & AAT-11.4  [Technologies (AAT)-related incidents and/or errors to relevant stakeholders, including 5
Ittps://www.iso.org/standard/81230.htmi Error Reporting affected communities
IMechanisms exist to timely-report incidents to applicable:
FFor specific requirement details, buy a licensed copy of Incident Stakeholder e e
A83 External reporting  [the Focal Document a Functional Intersects With P IRO-10 | e e ¢ parties: and 5
Inttps://www.iso.org/standard/81230.htmi eporting (2) Aifected clients & third-parties; an:
(3) Regulatory authorities.
[Mechanisms exist to compel ongoing engagement with relevant Arificial Intelligence (Al)
[For specific requirement details, buy a licensed copy of Robust Stakeholder land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
AB4 Commanicaton of ncidents the Focal Documentat: Functional Intersects With | Engagement or A & AAT11  [nagative and dnanticipated impacts. 5
ttps://wiw.is0.org/standar m utonomous Technologies
Mechanisms exst to timely.report ncidents to applicabl:
Forspecifc equirement details, buy a licensed copy of Incident Stakeholder 2} et shokahoyd
AB4 = of Focal Document at: Functional Intersects With e IRO-10 [ e thi-parties: and 5
Inttps://www.iso.org/standard/81230.htmi 9 ) Aeeiatory ot P2rtes:
[For specific requirement details, buy a licensed copy of Utonomous Mechanisms exist to communicate Artiicial Inteligence (A1) and AUTONOMOUS
AB4 [ of Focal Document at Functional Itersects With | Technalobien Incident & | AAT-11.4  [Technologies (AT} elated incidents and/or errors o relevant stakehalders, mcluding 5
0.ntmi Error Reporting affected communities.
[For specific requirement detals, buy a licensed copy of [Mechanisms exist to identify and involve pertinent stakeholders of critical Technology
AB4 Communication of incidents|the Focal Document at: Functional Intersects with |St2kenolder identification & 7.7 5 |assets, Applications, Services andor Data (TAASD) to support the ongoing secure 5
0.htmi nvolvement Imanagement of those assets.
Mechanisms exist to compel ongoing engagement with relevant Artificial Intelligence (A1l
Information for interested |7 specw‘ﬁc requirement details, buy a licensed copy of Robust Slake'hO‘def land Autonomous Technologies (AAT) stakeholders to encourage feedback about positive,
ABS P heFocalbocumentat Functional Intersects With | Engagement or A & AAT11  [nagative and dnanticipated impacts. 5
ps://WWw.is0.0rg/standar m utonomous Technologies
[For specific requirement details, buy a licensed copy of [Mechanisms exist to identify and involve pertinent stakeholders of critical Technology
ABS Information for interested ine Focal Document at: Functional Intersects with |tekenoider identification & - gr.7 5 - |Assets, Applications, Services and/or Data (TAASD) to support the ongoing secure 5
P jwww.iso.org/standard/81230.html [management of those assets
[For specific requirement details, buy a licensed copy of & Autonomous [Mechanisms exist to benchmark capabilities, targeted Usage, goals and expected
A9 Use of Al systems  |the Focal Document a Functional Intersects With |1 ,cp A SAUONOMOUS | axT.04  [benefits and costs of Artificial Intelligence (Al and Autonomous Technologies (AAT). 5
Ittps://www.iso.org/standard/81230.htmi 9
Mechanisms exist to define sUpporting business processes and Implement appropriate
[governance and service management to ensure appropriate planning,delivery and
Forspecific requirement detal, buy a icensed copy of Service Dellvery lsupport of the organization's technology capabilities supporting business functions,
A9 Use of Al systems  [the Focal Document Functional Intersects With | (g, o0 5 Cene supporty | OPS-03  |workforce, and/or customers based on industry-recognized standards to achieve the 5

s /w150 0rgtandard/81230.htmi

Ispecific goals of the process area

Secure Controls Framework (SCF)
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[For specific requirement details, buy a licensed copy of

RM
Relationship

Autonom

Secure Contrals Framework (SCF)
ontrol Descriptior
IMechanisms exist to benchmark apab fes, argeted usage, goals and expected

lbenefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT).

Processes for responsible AlE ous
A92 e of Al systems e Focal Document at ot Functional Intersects With |y o O e Case|  AAT-04 5
[Mechanisms exist to define sUpporting business processes and implement appropriate
lgovernance and service management to ensure appropriate planning, delivery and
Forspecific requirement detal, buy a icensed copy of . upport of the organization's technology capabilities supporting business functions,
92 Processes or esponsile.na Focal Dacument Functional | intersects with | 5 SVCEDSINETY | 0ps.03 ke, andor customers based on ndusiny-recoanized standards to achiev e s
s /w150 0Tgtandard/81230.htmi lspecific goals of the process area.
Mechanisms exist to define sUpporting business processes and Implement appropriate
jovernance and service management to ensure appropriate planning, delivery and
For specific requirement details, buy a licensed copy of . lsupport of the organization's technology capabilities supporting business functions,
A93 O”Je“'f:,f;’s’yfl‘?m”s‘”'e lthe Focal Document at: Functional Intersects With | g, ST ‘;fof:s"s"gupmm 0OPS-03  |workforce, and/or customers based on industry-recognized standards to achieve the 5
Inttps://www.iso.org/standard/81230.htmi lspecific goals of the process area.
[For specific requirement details, buy a licensed copy of Mechanisms exist to benchmark capabilities, targeted usage, goals and expected
Objectives for responsible i Al& Autonomous 04 |benefits and costs of Artificial Intelligence (A1) and Autonomous Technologies (AAT)
A93 ot ot Al syatam '€ |the Focal Document at 2s0re Functional Intersects With |r ASAUOIOMONS e AAT-04 igence (Al) gies (AAT) 5
Mechanisms exstto define supporing business processes and Implemert approprite
and s sure appropriate planning, delivery
FFor specific requirement details, buy a licensed copy of Cpport of he organization's technology capabiliies Supporting businiess funcions,
Int f the Al g Del g
A9.4 ntended use of the Al lihe Focal Document at Functional Intersects With | ~eTVice DANEN | 0PS-03  lworkforce, and/or customers based on industry-recognized standards to achieve the 5
4 Inttps://www.is0.org/standard/81230.html PP lspecific goals of the process area.
[For specific requirement details, buy a licensed copy of [Mechanisms exist to proactively and continuously monitor deployed Artifcial Inteligence
A9.4 Intended use of the Al line Focal Document at: Functional Intersects with | Al TEVY, Post-Deployment | 71013 (Al and Autonomous Technologies (AAT) 5
Ihttps://www.iso org/standard/81230.htmi 9
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark capabilities, targeted Usage, goals and expected
A4 Intended use of the Al o ool Document at Functional Intersects With & Autonomous. AAT-04  |benefits and costs of Artificial Intelligence (Al) and Autonomous Technologies (AAT). 5
— [Technologies Business Case
[Mechanisms exist tor
(1) Evaluate security risks and threats associated with Technology Assets, Applications
A10 ity and customer (10 FRECS IR cerels By 2 eSOV OL | onal | intersectswitn | SUBPYCRIMR | oy g fandior Services (TAAS) supply chains; and s
relationships RS ae 56.orgfetandard/81230 htmi Management (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
lthose risks and threats, as necessan
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
Fror specic requrement detas, by ensed copy o lassociated with the development, acquisition, maintenance and disposal of Technology
AL0 Third-party and customer ({7 0SCIC reauTemer Y Py Functional Intersects With Supply Chain Risk Rsk.09  [Assets, Applications and/or Services (TAAS), including documenting selected mitigating 5
relationships e e rA/E1230. bt Management (SCRM) Plan lactions and monitoring performance against those pians.
hird-party and customer o SPecific requirement detail, buy a icensed copy of [Mechanisms exist to mitigate the risks associated with third-party access to the
Al0 B oehine lthe Focal Document at: Functional Intersects With Third-Party Services TPM-04 [organization’s Technology Assets, Applications, Services and/or Data (TAASD). 5
P Ittps://www.iso.org/standard/81230.htmi
e " For specific equirement dtals, buy a fcensed copy of Mechanisms exist to facilitate the Implementation of third-party management controls
Al0 Third-party and customer i Focal Document a Functional Subset Of Third-Party Management |  TPM-01 10
elationships p—
[Mechanisms exist to document and maintain a Responsible, Accountable, SUpportive,
|Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
FFor specific requirement details, buy a licensed copy of Responsible, Accountable,
L0 Third-party and customer |for SPECIC reduiren v el Functional Intersects With | Supportive, Coneulted & | TPM-05.4 [for security, compliance and resilience controls between internal stakeholders and s
relationships Ittps://www.iso.org/standard/81230.htmi formed (RASCH Matrix [External Service Providers (ESPs)
[Mechanisms exist to develop a pian for Supply Chain Risk Management (SCRM)
h the development, acquisition, maintenance and disposal of Technology
For specifc requirement detail, buy a licensed copy of jassociated witt
Supply Chain Risk |assets, Applications and/or Services (TAAS), including documenting selected mitigating
Al02 Allocating responsibilities  [the Focal Document a Functional Intersects With RSK-09 . 4 5
oo 1230.htmi Management (SCRM) Plan lactions and monitoring performance against those pians.
Mechanies existto require Contractual requirements Tor Spaicale securty. complance
FFor specific requirement details, buy a licensed copy of Third-party Contract land resilienc: Tefler
A102 Allocating responsibilities |the Focal Document at Functional Intersects With eqweymem TPM-05  protect its Technology Assets, App‘.cam"s Carvices andjor Dats (TAASD). 5
Inttps://www.iso.org/standard/81230.htmi
[For specific requirement details, buy a licensed copy of [Mechanisms exist to facilitate the implementation of third-party management controls.
A102 Allocating responsibilities  [the Focal Document at Functional Subset Of Third-Party Management | TPM-01 10
Ittps://www.iso.org/standard/81230.htmi
Mechanisms exist tor
(1) Evaluate security risks and threats associated with Technology Assets, Applications
FFor specific requirement details, buy a licensed copy of Supply Chain Risk e e ke preats ose
A102 Allocating responsibilities  [the Focal Document a Functional Intersects With " oA TPM-03 5
e 56, orgfetandard/81230 htmi lanagemen ) (2) Take appropriate remediation actions to minimize the organization's exposure to
lthose risks and threats, as necessary.
Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
IFor specific requirement details, buy a licensed copy of Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
A102 Allocating responsibilities  the Focal Document at: Functional Intersects With | Supportive, Consulted & | TPM-05.4 [[Or security, compliance and resilience controls between internal stakeholders and 5
Ihttps://www.iso.org/standard/81230.htm! Informed (RASCI) Matrix [External Service Providers (ESPs),
[For specific requirement details, buy a licensed copy of Mechanisms exist to mitigate the isks associated with third-party access to the
A102 Allocating responsibilities  the Focal Document at: Functional Intersects With Third-Party Services TPM-04 [organization's Technology Assets, Applications, Services and/or Data (TAASD). 5
Inttps://www.iso.org/standard/81230.html
[For specific requirement detalls, buy a licensed copy of Mechanisms exist to facilltate the Implementation of third-party management controls
A103 Suppliers. lthe Focal Document at: Functional Subset Of Third-Party Management | TPM-01 10
1230 htmi
[Mechanisms exist to
1) Evaluate security risks and threats associated with Technology Assets, Applications
[For specific requirement details, buy a licensed copy of ¢ s
Al03 Suppliers the Facal Document at Functional Intersects with | SupPly Chain Risk Tm.03  [andior Services (TAAS) supply chains; and ) H
Inttps://www.iso.org/standard/81230.htm! lanagement (SCRM) (2) Take appropriate remediation actions to minimize the organization's exposure to
lthose risks and threats, as necessary.
Mechaniems exstto require Contractual requirements To applicanle securiy. compance)
For specifc equirement details, buy a licensed copy of Third-party Contract land resiien . reflecting the s needs to
Al03 Suppliers. lthe Focal Document a Functional Intersects With Reqoiraments TOM0S  [rotect e Teheiogy Aocte, Anlcarime ot oo e AR TeASD): 5
el 0 orgeandarc1230.htmi
[Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
IFor specific requirement details, buy a licensed copy of Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
A103 Suppliers, lthe Focal Document at: Functional Intersects With | Supportive, Consulted & | TPM-05.4 |[Or security, compliance and resilience controls between internal stakeholders and 5
ttps:wwew 50.0rg/standard/81230.html Informed (RASCH Matrix External Service Providers (ESPs)
[For specific requirement details, buy a licensed copy of [Mechanisms exist to mitigate the risks associated with third-party access to the
A103 Suppliers lthe Focal Document at: Functional Intersects With Third-Party Services TPM-04 [organization's Technology Assets, Applications, Services and/or Data (TAASD). 5
Inttps:/jwww.iso.org/standard/81230.htmi
Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM)
IFor specific requirement details, buy a licensed copy of lassociated with the development, acquisition, maintenance and disposal of Technology
A103 Suppliers [t Focal Document at 4 4 Functional Intersects With Supply Chain Risk Rsk.0g  [Assets, Applications andjor Services (TAAS), including documenting selected mitigating s
Inttps://www.iso.org/standard/81230.htmi Management (SCRM) Plan lactions and monitoring performance against those pians.
IMechanisms exist to establish and document the context surrounding Artificial
Intelligence (A1) and Autonomous Technologies (AAT), including
FFor specific requirement details, buy a licensed copy of Al & Autonomous (1) Intended purposes;
Al04 Customers lthe Focal Document at: Functional Intersects With Technologies Context AAT-03  |(2) Potentially beneficial uses; 5
Inttps:/jwwiw.iso.org/standard/81230.htmi finition (3) Context-specific laws and regulations;
(4) Norms and expectations; an
(5) Prospective settings in which the system(s) wil be deployed.
Mechanisms exist to [dentify, understand, document and manage appiicable statutory
[For specific requirement details, buy a licensed copy of Al & Autonomous land regulatory requirements for Artificial Intelligence (Al) and Autonomous Technologies
Al04 Customers lthe Focal Document a Functional Intersects With [ Technologies-Related Legal | AAT-0L1  [(AAT). 5
Inttps://www.iso.org/standard/81230.htmi Requirements Definition
[For specific requirement details, buy a licensed copy of [Mechanisms exist to benchmark ¢ fes, targeted usage, goals and expected
Al0.4 Customers. lthe Focal Document a Functional Intersects With Temﬁ‘g‘ “‘E“S“a’:;:"‘\::: Case| AAT04  [benefits and costs of Artificial \memgence (Al) and Autonomous Technologies (AAT). 5
Ihttps://www.iso org/standard/81230.htmi 9
[Mechanisms exist to document and maintain a Responsible, Accountable, Supportive,
IFor specific requirement details, buy a licensed copy of Responsible, Accountable, |Consulted & Informed (RASCI) matrix, or similar documentation, to delineate assignment
Al04 Customers lthe Focal Document a Functional Intersects With | Supportive, Consulted & | TPM-05.4 |0 security, compliance and resilience controls between internal stakeholders an 5

Ihttps://www.iso.org/standard/81230.htmi

Informed (RASCI) Matrix

xternal Service Providers (ESPs).

Secure Controls Framework (SCF)
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