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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes

T1001 Data Obfuscation

See FDE for description.

Functional Intersects With CFG-02 3

T1001 Data Obfuscation

See FDE for description.

Functional Intersects With CFG-02 3

T1001 Data Obfuscation
See FDE for description.

Functional Intersects With CPL-02 3

T1001 Data Obfuscation
See FDE for description.

Functional Intersects With END-04 3

T1001 Data Obfuscation
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1001 Data Obfuscation
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1001 Data Obfuscation
See FDE for description.

Functional Intersects With NET-04 3

T1001.001 Junk Data

See FDE for description.

Functional Intersects With CFG-02 3

T1001.001 Junk Data

See FDE for description.

Functional Intersects With CFG-02 3

T1001.001 Junk Data
See FDE for description.

Functional Intersects With CPL-02 3

T1001.001 Junk Data
See FDE for description.

Functional Intersects With END-04 3

T1001.001 Junk Data
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1001.001 Junk Data
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1001.001 Junk Data
See FDE for description.

Functional Intersects With NET-04 3

T1001.002 Steganography

See FDE for description.

Functional Intersects With CFG-02 3

T1001.002 Steganography

See FDE for description.

Functional Intersects With CFG-02 3

T1001.002 Steganography
See FDE for description.

Functional Intersects With CPL-02 3

T1001.002 Steganography
See FDE for description.

Functional Intersects With END-04 3

T1001.002 Steganography
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1001.002 Steganography
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1001.002 Steganography
See FDE for description.

Functional Intersects With NET-04 3

T1001.003

See FDE for description.

Functional Intersects With CFG-02 3

T1001.003

See FDE for description.

Functional Intersects With CFG-02 3

T1001.003
See FDE for description.

Functional Intersects With CPL-02 3

T1001.003
See FDE for description.

Functional Intersects With END-04 3

T1001.003
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1001.003
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1001.003
See FDE for description.

Functional Intersects With NET-04 3

T1003 OS Credential Dumping

See FDE for description.

Functional Intersects With Data Backups BCD-11 3

T1003 OS Credential Dumping

See FDE for description.

Functional Intersects With CFG-02 3

T1003 OS Credential Dumping

See FDE for description.

Functional Intersects With CFG-02 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With CHG-04 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With CPL-02 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With DCH-05 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Media & Data Retention DCH-18 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With END-04 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With END-06 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With IAC-02 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With IAC-09 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003 OS Credential Dumping

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With NET-04 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003 OS Credential Dumping
See FDE for description.

Functional Intersects With VPM-05 3

T1003.001 LSASS Memory

See FDE for description.

Functional Intersects With CFG-02 3

T1003.001 LSASS Memory

See FDE for description.

Functional Intersects With CFG-02 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

STRM
Rationale

STRM
Relationship

Secure Controls Framework (SCF)
Control Description

Strength of 
Relationship

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Protocol or Service 
Impersonation

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Protocol or Service 
Impersonation

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Protocol or Service 
Impersonation

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Protocol or Service 
Impersonation

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Protocol or Service 
Impersonation

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Protocol or Service 
Impersonation

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Protocol or Service 
Impersonation

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to ensure the 
availability of the data to satisfy Recovery Time Objectives (RTOs) and 
Recovery Point Objectives (RPOs).

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Cybersecurity & Data 
Protection Attributes

Mechanisms exist to bind cybersecurity and data protection attributes to 
information as it is stored, transmitted and processed.

Mechanisms exist to retain media and data in accordance with applicable 
statutory, regulatory and contractual obligations.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Identifier Management (User 
Names)

Mechanisms exist to govern naming standards for usernames and 
Technology Assets, Applications and/or Services (TAAS).Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With CHG-04 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With CPL-02 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With END-04 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With IAC-02 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.001 LSASS Memory

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With NET-04 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Security Function Isolation SEA-04.1
Mechanisms exist to isolate security functions from non-security functions.

3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With Memory Protection SEA-10 3

T1003.001 LSASS Memory
See FDE for description.

Functional Intersects With VPM-05 3

T1003.002 Security Account Manager

See FDE for description.

Functional Intersects With CFG-02 3

T1003.002 Security Account Manager

See FDE for description.

Functional Intersects With CFG-02 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With CHG-04 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With CPL-02 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With END-04 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With IAC-02 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.002 Security Account Manager

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.002 Security Account Manager
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.003 NTDS

See FDE for description.

Functional Intersects With Data Backups BCD-11 3

T1003.003 NTDS

See FDE for description.

Functional Intersects With CFG-02 3

T1003.003 NTDS

See FDE for description.

Functional Intersects With CFG-02 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With CHG-04 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With CPL-02 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With DCH-05 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Media & Data Retention DCH-18 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With END-04 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With END-06 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With IAC-02 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.003 NTDS

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.003 NTDS
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.004 LSA Secrets

See FDE for description.

Functional Intersects With CFG-02 3

T1003.004 LSA Secrets

See FDE for description.

Functional Intersects With CFG-02 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With CHG-04 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With CPL-02 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With END-04 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With IAC-02 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.004 LSA Secrets

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Mechanisms exist to implement security safeguards to protect system 
memory from unauthorized code execution.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to implement a separate execution domain for each 
executing process.
Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to ensure the 
availability of the data to satisfy Recovery Time Objectives (RTOs) and 
Recovery Point Objectives (RPOs).

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Cybersecurity & Data 
Protection Attributes

Mechanisms exist to bind cybersecurity and data protection attributes to 
information as it is stored, transmitted and processed.

Mechanisms exist to retain media and data in accordance with applicable 
statutory, regulatory and contractual obligations.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.004 LSA Secrets
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.005 Cached Domain Credentials

See FDE for description.

Functional Intersects With CFG-02 3

T1003.005 Cached Domain Credentials

See FDE for description.

Functional Intersects With CFG-02 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With CHG-04 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With CPL-02 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With END-04 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With IAC-02 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With IAC-09 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.005 Cached Domain Credentials

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With NET-04 3

T1003.005 Cached Domain Credentials
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.006 DCSync

See FDE for description.

Functional Intersects With CFG-02 3

T1003.006 DCSync

See FDE for description.

Functional Intersects With CFG-02 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With CHG-04 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With CPL-02 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With END-04 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With IAC-02 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With IAC-09 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.006 DCSync

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With NET-04 3

T1003.006 DCSync
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.007 Proc Filesystem

See FDE for description.

Functional Intersects With CFG-02 3

T1003.007 Proc Filesystem

See FDE for description.

Functional Intersects With CFG-02 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With CHG-04 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With CPL-02 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With END-04 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With IAC-02 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1003.007 Proc Filesystem

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.007 Proc Filesystem
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1003.008

See FDE for description.

Functional Intersects With CFG-02 3

T1003.008

See FDE for description.

Functional Intersects With CFG-02 3

T1003.008
See FDE for description.

Functional Intersects With CHG-04 3

T1003.008
See FDE for description.

Functional Intersects With CPL-02 3

T1003.008
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1003.008
See FDE for description.

Functional Intersects With END-04 3

T1003.008
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1003.008
See FDE for description.

Functional Intersects With IAC-02 3

T1003.008
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1003.008
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1003.008
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Identifier Management (User 
Names)

Mechanisms exist to govern naming standards for usernames and 
Technology Assets, Applications and/or Services (TAAS).

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Identifier Management (User 
Names)

Mechanisms exist to govern naming standards for usernames and 
Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to implement a separate execution domain for each 
executing process.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to implement a separate execution domain for each 
executing process.

/etc/passwd and 
/etc/shadow

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

/etc/passwd and 
/etc/shadow

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

/etc/passwd and 
/etc/shadow

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

/etc/passwd and 
/etc/shadow

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

/etc/passwd and 
/etc/shadow

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

/etc/passwd and 
/etc/shadow

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

/etc/passwd and 
/etc/shadow

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

/etc/passwd and 
/etc/shadow

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

/etc/passwd and 
/etc/shadow

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed./etc/passwd and 

/etc/shadow

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

/etc/passwd and 
/etc/shadow

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1003.008

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1003.008
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1003.008
See FDE for description.

Functional Intersects With Process Isolation SEA-04 3

T1005 Data from Local System

See FDE for description.

Functional Intersects With Data Backups BCD-11 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With CRY-01 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With DCH-05 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Data Mining Protection DCH-16 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Information Location DCH-24 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With END-04 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1005 Data from Local System

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1005 Data from Local System
See FDE for description.

Functional Intersects With Operations Security OPS-01 3

T1005 Data from Local System

See FDE for description.

Functional Intersects With SEA-01 3

T1008 Fallback Channels

See FDE for description.

Functional Intersects With CFG-02 3

T1008 Fallback Channels

See FDE for description.

Functional Intersects With CFG-02 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With CPL-02 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With END-04 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1008 Fallback Channels
See FDE for description.

Functional Intersects With NET-04 3

T1011

See FDE for description.

Functional Intersects With Usage Parameters AST-14 3

T1011

See FDE for description.

Functional Intersects With CFG-02 3

T1011
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1011
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1011
See FDE for description.

Functional Intersects With Wireless Networking NET-15 3

T1011.001 Exfiltration Over Bluetooth

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1011.001 Exfiltration Over Bluetooth

See FDE for description.

Functional Intersects With CFG-02 3

T1011.001 Exfiltration Over Bluetooth

See FDE for description.

Functional Intersects With CFG-02 3

T1011.001 Exfiltration Over Bluetooth
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1011.001 Exfiltration Over Bluetooth
See FDE for description.

Functional Intersects With END-04 3

T1011.001 Exfiltration Over Bluetooth
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1011.001 Exfiltration Over Bluetooth
See FDE for description.

Functional Intersects With Wireless Networking NET-15 3

T1011.001 Exfiltration Over Bluetooth
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1016.002 Wi-Fi Discovery
See FDE for description.

Functional No Relationship N/A N/A N/A 0
No applicable SCF control

T1020.001 Traffic Duplication

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1020.001 Traffic Duplication

See FDE for description.

Functional Intersects With CFG-02 3

T1020.001 Traffic Duplication

See FDE for description.

Functional Intersects With CFG-02 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With CHG-04 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Transmission Confidentiality CRY-03 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Transmission Integrity CRY-04 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With DCH-05 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With DCH-13 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Media & Data Retention DCH-18 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With END-06 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

/etc/passwd and 
/etc/shadow

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

/etc/passwd and 
/etc/shadow

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

/etc/passwd and 
/etc/shadow

Mechanisms exist to implement a separate execution domain for each 
executing process.
Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to ensure the 
availability of the data to satisfy Recovery Time Objectives (RTOs) and 
Recovery Point Objectives (RPOs).

Use of Cryptographic 
Controls

Mechanisms exist to facilitate the implementation of cryptographic 
protections controls using known public standards and trusted cryptographic 
technologies.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Cybersecurity & Data 
Protection Attributes

Mechanisms exist to bind cybersecurity and data protection attributes to 
information as it is stored, transmitted and processed.

Mechanisms exist to protect data storage objects against unauthorized data 
mining and data harvesting techniques.
Mechanisms exist to identify and document the location of information and 
the specific system components on which the information resides.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to facilitate the implementation of operational security 
controls.

Secure Engineering 
Principles

Mechanisms exist to facilitate the implementation of industry-recognized 
security, compliance and resilience practices in the specification, design, 
development, implementation and modification of Technology Assets, 
Applications and/or Services (TAAS).

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Exfiltration Over Other 
Network Medium

Mechanisms exist to monitor and enforce usage parameters that limit the 
potential damage caused from the unauthorized or unintentional alteration of 
system parameters.

Exfiltration Over Other 
Network Medium

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Exfiltration Over Other 
Network Medium

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Exfiltration Over Other 
Network Medium

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Exfiltration Over Other 
Network Medium

Mechanisms exist to control authorized wireless usage and monitor for 
unauthorized wireless access.

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to control authorized wireless usage and monitor for 
unauthorized wireless access.

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Cryptographic mechanisms exist to protect the confidentiality of data being 
transmitted.
Cryptographic mechanisms exist to protect the integrity of data being 
transmitted.

Cybersecurity & Data 
Protection Attributes

Mechanisms exist to bind cybersecurity and data protection attributes to 
information as it is stored, transmitted and processed.

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Mechanisms exist to retain media and data in accordance with applicable 
statutory, regulatory and contractual obligations.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1020.001 Traffic Duplication

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With MDM-02 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With NET-04 3

T1020.001 Traffic Duplication

See FDE for description.

Functional Intersects With NET-05 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With Wireless Networking NET-15 3

T1020.001 Traffic Duplication
See FDE for description.

Functional Intersects With SEA-05 3

T1021 Remote Services

See FDE for description.

Functional Intersects With CFG-02 3

T1021 Remote Services

See FDE for description.

Functional Intersects With CFG-02 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021 Remote Services
See FDE for description.

Functional Intersects With CHG-04 3

T1021 Remote Services
See FDE for description.

Functional Intersects With DCH-13 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021 Remote Services
See FDE for description.

Functional Intersects With IAC-02 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021 Remote Services

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021 Remote Services

See FDE for description.

Functional Intersects With Account Lockout IAC-22 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021 Remote Services
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With CFG-02 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With CFG-02 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With CFG-02 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With CHG-04 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With DCH-13 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With IAC-02 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With IAC-09 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With Authenticator Feedback IAC-11 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With Account Lockout IAC-22 3

T1021.001 Remote Desktop Protocol

See FDE for description.

Functional Intersects With Session Lock IAC-24 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Session Termination IAC-25 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With NET-02.3 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With NET-04 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.001 Remote Desktop Protocol
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1021.002 SMB/Windows Admin Shares

See FDE for description.

Functional Intersects With CFG-02 3

T1021.002 SMB/Windows Admin Shares

See FDE for description.

Functional Intersects With CFG-02 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With CHG-04 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With CPL-02 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Access Control For Mobile 
Devices

Mechanisms exist to enforce access control requirements for the connection 
of mobile devices to organizational Technology Assets, Applications and/or 
Services (TAAS).

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Interconnection Security 
Agreements (ISAs)

Mechanisms exist to authorize connections from systems to other systems 
using Interconnection Security Agreements (ISAs), or similar methods, that 
document, for each interconnection:
(1) Interface characteristics;
(2) Security, compliance and resilience requirements; and;
(3) The nature of the information communicated.
Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to control authorized wireless usage and monitor for 
unauthorized wireless access.

Information In Shared 
Resources

Mechanisms exist to prevent unauthorized and unintended information 
transfer via shared system resources.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to enforce a limit for consecutive invalid login attempts by 
a user during an organization-defined time period and automatically locks 
the account when the maximum number of unsuccessful attempts is 
exceeded.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Identifier Management (User 
Names)

Mechanisms exist to govern naming standards for usernames and 
Technology Assets, Applications and/or Services (TAAS).
Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to obscure the feedback of authentication information 
during the authentication process to protect the information from possible 
exploitation/use by unauthorized individuals.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to enforce a limit for consecutive invalid login attempts by 
a user during an organization-defined time period and automatically locks 
the account when the maximum number of unsuccessful attempts is 
exceeded.

Mechanisms exist to initiate a session lock after an organization-defined time 
period of inactivity, or upon receiving a request from a user and retain the 
session lock until the user reestablishes access using established 
identification and authentication methods.

Automated mechanisms exist to log out users, both locally on the network 
and for remote sessions, at the end of the session or after an organization-
defined period of inactivity.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Cross Domain Solution 
(CDS)

Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate 
the specific security risks of accessing or transferring information between 
security domains.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With IAC-02 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.002 SMB/Windows Admin Shares

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With NET-04 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Information Output Filtering SEA-09 3

T1021.002 SMB/Windows Admin Shares
See FDE for description.

Functional Intersects With Input Data Validation TDA-18
Mechanisms exist to check the validity of information inputs.

3

T1021.003

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1021.003

See FDE for description.

Functional Intersects With CFG-02 3

T1021.003

See FDE for description.

Functional Intersects With CFG-02 3

T1021.003
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021.003
See FDE for description.

Functional Intersects With CHG-04 3

T1021.003
See FDE for description.

Functional Intersects With END-04 3

T1021.003
See FDE for description.

Functional Intersects With Mobile Code END-10 3

T1021.003
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021.003
See FDE for description.

Functional Intersects With IAC-02 3

T1021.003
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.003
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.003

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.003
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.003
See FDE for description.

Functional Intersects With NET-02.3 3

T1021.003
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1021.003
See FDE for description.

Functional Intersects With NET-04 3

T1021.003
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.003
See FDE for description.

Functional Intersects With Security Function Isolation SEA-04.1 Mechanisms exist to isolate security functions from non-security functions. 3

T1021.003
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1021.004 SSH

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1021.004 SSH

See FDE for description.

Functional Intersects With CFG-02 3

T1021.004 SSH

See FDE for description.

Functional Intersects With CFG-02 3

T1021.004 SSH
See FDE for description.

Functional Intersects With CHG-04 3

T1021.004 SSH
See FDE for description.

Functional Intersects With DCH-13 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021.004 SSH
See FDE for description.

Functional Intersects With IAC-02 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.004 SSH

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.004 SSH

See FDE for description.

Functional Intersects With Account Lockout IAC-22 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.004 SSH
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1021.005 VNC

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1021.005 VNC

See FDE for description.

Functional Intersects With CFG-02 3

T1021.005 VNC

See FDE for description.

Functional Intersects With CFG-02 3

T1021.005 VNC

See FDE for description.

Functional Intersects With CFG-02 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to validate information output from software programs 
and/or applications to ensure that the information is consistent with the 
expected content.

Distributed Component 
Object Model

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Distributed Component 
Object Model

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Distributed Component 
Object Model

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Distributed Component 
Object Model

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Distributed Component 
Object Model

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Distributed Component 
Object Model

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Distributed Component 
Object Model

Mechanisms exist to address mobile code / operating system-independent 
applications.

Distributed Component 
Object Model

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Distributed Component 
Object Model

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Distributed Component 
Object Model

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Distributed Component 
Object Model

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Distributed Component 
Object Model

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Distributed Component 
Object Model

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Distributed Component 
Object Model

Cross Domain Solution 
(CDS)

Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate 
the specific security risks of accessing or transferring information between 
security domains.

Distributed Component 
Object Model

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Distributed Component 
Object Model

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Distributed Component 
Object Model

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Distributed Component 
Object Model

Distributed Component 
Object Model

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.
Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to enforce a limit for consecutive invalid login attempts by 
a user during an organization-defined time period and automatically locks 
the account when the maximum number of unsuccessful attempts is 
exceeded.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1021.005 VNC
See FDE for description.

Functional Intersects With User-Installed Software CFG-05 3

T1021.005 VNC
See FDE for description.

Functional Intersects With CHG-02 3

T1021.005 VNC
See FDE for description.

Functional Intersects With CHG-04 3

T1021.005 VNC
See FDE for description.

Functional Intersects With CPL-02 3

T1021.005 VNC
See FDE for description.

Functional Intersects With END-04 3

T1021.005 VNC
See FDE for description.

Functional Intersects With IAC-02 3

T1021.005 VNC
See FDE for description.

Functional Intersects With IAC-09 3

T1021.005 VNC

See FDE for description.

Functional Intersects With Authenticator Feedback IAC-11 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.005 VNC

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1021.005 VNC
See FDE for description.

Functional Intersects With NET-04 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Information Output Filtering SEA-09 3

T1021.005 VNC
See FDE for description.

Functional Intersects With Input Data Validation TDA-18
Mechanisms exist to check the validity of information inputs.

3

T1021.005 VNC
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1021.006

See FDE for description.

Functional Intersects With Asset Inventories AST-02 3

T1021.006

See FDE for description.

Functional Intersects With CFG-02 3

T1021.006

See FDE for description.

Functional Intersects With CFG-02 3

T1021.006
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021.006
See FDE for description.

Functional Intersects With CHG-04 3

T1021.006
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021.006
See FDE for description.

Functional Intersects With IAC-02 3

T1021.006
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.006
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.006

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.006
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.006
See FDE for description.

Functional Intersects With NET-02.3 3

T1021.006
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1021.006
See FDE for description.

Functional Intersects With NET-04 3

T1021.006
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1021.006
See FDE for description.

Functional Intersects With Vulnerability Scanning VPM-06 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With DCH-13 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With Separation of Duties (SoD) HRS-11 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With IAC-02 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.007 Cloud Services
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.007 Cloud Services

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.008

See FDE for description.

Functional Intersects With CFG-02 3

T1021.008
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1021.008
See FDE for description.

Functional Intersects With CHG-04 3

T1021.008
See FDE for description.

Functional Intersects With DCH-13 3

T1021.008
See FDE for description.

Functional Intersects With IAC-02 3

T1021.008
See FDE for description.

Functional Intersects With Authenticator Management IAC-10 3

T1021.008
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1021.008
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1021.008

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1021.008
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1021.008
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1025 Data from Removable Media

See FDE for description.

Functional Intersects With Data Backups BCD-11 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With CRY-01 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Encrypting Data At Rest CRY-05 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With DCH-05 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Media Use DCH-10 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Data Mining Protection DCH-16 3

Mechanisms exist to restrict the ability of non-privileged users to install 
unauthorized software.

Configuration Change 
Control

Mechanisms exist to govern the technical configuration change control 
processes.

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Identifier Management (User 
Names)

Mechanisms exist to govern naming standards for usernames and 
Technology Assets, Applications and/or Services (TAAS).

Mechanisms exist to obscure the feedback of authentication information 
during the authentication process to protect the information from possible 
exploitation/use by unauthorized individuals.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.
Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to validate information output from software programs 
and/or applications to ensure that the information is consistent with the 
expected content.

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Windows Remote 
Management

Mechanisms exist to perform inventories of Technology Assets, Applications, 
Services and/or Data (TAASD) that:
(1) Accurately reflects the current TAASD in use; 
(2) Identifies authorized software products, including business justification 
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve 
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.

Windows Remote 
Management

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Windows Remote 
Management

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Windows Remote 
Management

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Windows Remote 
Management

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Windows Remote 
Management

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Windows Remote 
Management

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Windows Remote 
Management

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Windows Remote 
Management

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Windows Remote 
Management

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Windows Remote 
Management

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Windows Remote 
Management

Cross Domain Solution 
(CDS)

Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate 
the specific security risks of accessing or transferring information between 
security domains.

Windows Remote 
Management

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Windows Remote 
Management

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Windows Remote 
Management

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Windows Remote 
Management

Mechanisms exist to detect vulnerabilities and configuration errors by routine 
vulnerability scanning of systems and applications.

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Mechanisms exist to implement and maintain Separation of Duties (SoD) to 
prevent potential inappropriate activity without collusion.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.
Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.
Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Direct Cloud VM 
Connections

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Direct Cloud VM 
Connections

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Direct Cloud VM 
Connections

Access Restriction For 
Change

Mechanisms exist to enforce configuration restrictions in an effort to restrict 
the ability of users to conduct unauthorized changes.

Direct Cloud VM 
Connections

Use of External Technology 
Assets, Applications and/or 

Services (TAAS)

Mechanisms exist to govern how external parties, including Technology 
Assets, Applications and/or Services (TAAS), are used to securely store, 
process and transmit data.

Direct Cloud VM 
Connections

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Direct Cloud VM 
Connections

Mechanisms exist to:
(1) Securely manage authenticators for users and devices; and
(2) Ensure the strength of authentication is appropriate to the classification 
of the data being accessed.

Direct Cloud VM 
Connections

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Direct Cloud VM 
Connections

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Direct Cloud VM 
Connections

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Direct Cloud VM 
Connections

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Direct Cloud VM 
Connections

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to create recurring backups of data, software and/or 
system images, as well as verify the integrity of these backups, to ensure the 
availability of the data to satisfy Recovery Time Objectives (RTOs) and 
Recovery Point Objectives (RPOs).

Use of Cryptographic 
Controls

Mechanisms exist to facilitate the implementation of cryptographic 
protections controls using known public standards and trusted cryptographic 
technologies.

Cryptographic mechanisms exist to prevent unauthorized disclosure of data 
at rest.

Cybersecurity & Data 
Protection Attributes

Mechanisms exist to bind cybersecurity and data protection attributes to 
information as it is stored, transmitted and processed.

Mechanisms exist to restrict the use of types of digital media on systems or 
system components.

Mechanisms exist to protect data storage objects against unauthorized data 
mining and data harvesting techniques.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Information Location DCH-24 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With END-04 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With END-12 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1025 Data from Removable Media

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1025 Data from Removable Media
See FDE for description.

Functional Intersects With Operations Security OPS-01 3

T1025 Data from Removable Media

See FDE for description.

Functional Intersects With SEA-01 3

T1027

See FDE for description.

Functional Intersects With CFG-02 3

T1027

See FDE for description.

Functional Intersects With CFG-02 3

T1027
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1027
See FDE for description.

Functional Intersects With END-04 3

T1027
See FDE for description.

Functional Intersects With END-06 3

T1027
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1027
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027
See FDE for description.

Functional Intersects With VPM-05 3

T1027.002 Software Packing
See FDE for description.

Functional Intersects With END-04 3

T1027.002 Software Packing
See FDE for description.

Functional Intersects With END-06 3

T1027.002 Software Packing
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.002 Software Packing
See FDE for description.

Functional Intersects With VPM-05 3

T1027.007 Dynamic API Resolution
See FDE for description.

Functional Intersects With END-04 3

T1027.007 Dynamic API Resolution
See FDE for description.

Functional Intersects With END-06 3

T1027.007 Dynamic API Resolution
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.007 Dynamic API Resolution
See FDE for description.

Functional Intersects With VPM-05 3

T1027.008 Stripped Payloads
See FDE for description.

Functional Intersects With END-04 3

T1027.008 Stripped Payloads
See FDE for description.

Functional Intersects With END-06 3

T1027.008 Stripped Payloads
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.008 Stripped Payloads
See FDE for description.

Functional Intersects With VPM-05 3

T1027.009 Embedded Payloads
See FDE for description.

Functional Intersects With END-04 3

T1027.009 Embedded Payloads
See FDE for description.

Functional Intersects With END-06 3

T1027.009 Embedded Payloads
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.009 Embedded Payloads
See FDE for description.

Functional Intersects With VPM-05 3

T1027.010 Command Obfuscation

See FDE for description.

Functional Intersects With CFG-02 3

T1027.010 Command Obfuscation
See FDE for description.

Functional Intersects With END-04 3

T1027.010 Command Obfuscation
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.010 Command Obfuscation
See FDE for description.

Functional Intersects With Input Data Validation TDA-18 Mechanisms exist to check the validity of information inputs. 3

T1027.011 Fileless Storage
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.012 LNK Icon Smuggling
See FDE for description.

Functional Intersects With END-04 3

T1027.012 LNK Icon Smuggling
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1027.013 Encrypted/Encoded File
See FDE for description.

Functional Intersects With END-04 3

T1027.014 Polymorphic Code
See FDE for description.

Functional Intersects With END-04 3

T1029 Scheduled Transfer

See FDE for description.

Functional Intersects With CFG-02 3

T1029 Scheduled Transfer

See FDE for description.

Functional Intersects With CFG-02 3

T1029 Scheduled Transfer
See FDE for description.

Functional Intersects With CPL-02 3

T1029 Scheduled Transfer
See FDE for description.

Functional Intersects With END-04 3

T1029 Scheduled Transfer
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1029 Scheduled Transfer
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1029 Scheduled Transfer
See FDE for description.

Functional Intersects With NET-04 3

T1030 Data Transfer Size Limits

See FDE for description.

Functional Intersects With CFG-02 3

T1030 Data Transfer Size Limits

See FDE for description.

Functional Intersects With CFG-02 3

T1030 Data Transfer Size Limits
See FDE for description.

Functional Intersects With CPL-02 3

T1030 Data Transfer Size Limits
See FDE for description.

Functional Intersects With END-04 3

T1030 Data Transfer Size Limits
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1030 Data Transfer Size Limits
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1030 Data Transfer Size Limits
See FDE for description.

Functional Intersects With NET-04 3

Mechanisms exist to identify and document the location of information and 
the specific system components on which the information resides.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Port & Input / Output (I/O) 
Device Access

Mechanisms exist to physically disable or remove unnecessary connection 
ports or input/output devices from sensitive systems.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."
Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.
Mechanisms exist to facilitate the implementation of operational security 
controls.

Secure Engineering 
Principles

Mechanisms exist to facilitate the implementation of industry-recognized 
security, compliance and resilience practices in the specification, design, 
development, implementation and modification of Technology Assets, 
Applications and/or Services (TAAS).

Obfuscated Files or 
Information

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Obfuscated Files or 
Information

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Obfuscated Files or 
Information

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Obfuscated Files or 
Information

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Obfuscated Files or 
Information

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Obfuscated Files or 
Information

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Obfuscated Files or 
Information

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Obfuscated Files or 
Information

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Software & Firmware 
Patching

Mechanisms exist to conduct software patching for all deployed Technology 
Assets, Applications and/or Services (TAAS), including firmware.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Data Flow Enforcement – 
Access Control Lists (ACLs)

Mechanisms exist to implement and govern Access Control Lists (ACLs) to 
provide data flow enforcement that explicitly restrict network traffic to only 
what is authorized.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1036 Masquerading

See FDE for description.

Functional Intersects With CFG-02 3

T1036 Masquerading

See FDE for description.

Functional Intersects With CFG-02 3

T1036 Masquerading
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1036 Masquerading
See FDE for description.

Functional Intersects With CPL-02 3

T1036 Masquerading
See FDE for description.

Functional Intersects With END-04 3

T1036 Masquerading
See FDE for description.

Functional Intersects With END-06 3

T1036 Masquerading

See FDE for description.

Functional Intersects With IAC-05 3

T1036 Masquerading

See FDE for description.

Functional Intersects With IAC-05 3

T1036 Masquerading
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1036 Masquerading
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1036 Masquerading

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1036 Masquerading
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036 Masquerading
See FDE for description.

Functional Intersects With Input Data Validation TDA-18
Mechanisms exist to check the validity of information inputs.

3

T1036.001 Invalid Code Signature

See FDE for description.

Functional Intersects With CFG-02 3

T1036.001 Invalid Code Signature

See FDE for description.

Functional Intersects With CFG-02 3

T1036.001 Invalid Code Signature
See FDE for description.

Functional Intersects With END-06 3

T1036.001 Invalid Code Signature

See FDE for description.

Functional Intersects With IAC-05 3

T1036.001 Invalid Code Signature
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036.003 Rename System Utilities

See FDE for description.

Functional Intersects With CFG-02 3

T1036.003 Rename System Utilities

See FDE for description.

Functional Intersects With CFG-02 3

T1036.003 Rename System Utilities
See FDE for description.

Functional Intersects With CPL-02 3

T1036.003 Rename System Utilities
See FDE for description.

Functional Intersects With END-04 3

T1036.003 Rename System Utilities
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1036.003 Rename System Utilities
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1036.003 Rename System Utilities

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1036.003 Rename System Utilities
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036.005

See FDE for description.

Functional Intersects With CFG-02 3

T1036.005

See FDE for description.

Functional Intersects With CFG-02 3

T1036.005
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1036.005
See FDE for description.

Functional Intersects With CPL-02 3

T1036.005
See FDE for description.

Functional Intersects With END-04 3

T1036.005
See FDE for description.

Functional Intersects With END-06 3

T1036.005

See FDE for description.

Functional Intersects With IAC-05 3

T1036.005
See FDE for description.

Functional Intersects With Account Management IAC-15 3

T1036.005
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1036.005

See FDE for description.

Functional Intersects With Least Privilege IAC-21 3

T1036.005
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036.005
See FDE for description.

Functional Intersects With Input Data Validation TDA-18 Mechanisms exist to check the validity of information inputs. 3

T1036.007 Double File Extension

See FDE for description.

Functional Intersects With CFG-02 3

T1036.007 Double File Extension

See FDE for description.

Functional Intersects With CFG-02 3

T1036.007 Double File Extension
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1036.007 Double File Extension
See FDE for description.

Functional Intersects With CPL-02 3

T1036.007 Double File Extension
See FDE for description.

Functional Intersects With IAC-02 3

T1036.007 Double File Extension
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036.008 Masquerade File Type
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1036.008 Masquerade File Type
See FDE for description.

Functional Intersects With END-04 3

T1036.008 Masquerade File Type
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1036.008 Masquerade File Type
See FDE for description.

Functional Intersects With Boundary Protection NET-03 3

T1036.008 Masquerade File Type
See FDE for description.

Functional Intersects With Input Data Validation TDA-18 Mechanisms exist to check the validity of information inputs. 3

T1036.009 Break Process Trees
See FDE for description.

Functional No Relationship N/A N/A N/A 0
No applicable SCF control

T1036.010 Masquerade Account Name

See FDE for description.

Functional Intersects With CFG-02 3

T1036.010 Masquerade Account Name
See FDE for description.

Functional Intersects With IAC-02 3

T1036.010 Masquerade Account Name
See FDE for description.

Functional Intersects With Account Management IAC-15 3

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Identification & 
Authentication for Third-
Party Technology Assets, 

Applications and/or Services 
(TAAS)

Mechanisms exist to identify and authenticate third-party Technology Assets, 
Applications and/or Services (TAAS).

Identification & 
Authentication for Third-
Party Technology Assets, 

Applications and/or Services 
(TAAS)

Mechanisms exist to identify and authenticate third-party Technology Assets, 
Applications and/or Services (TAAS).

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Identification & 
Authentication for Third-
Party Technology Assets, 

Applications and/or Services 
(TAAS)

Mechanisms exist to identify and authenticate third-party Technology Assets, 
Applications and/or Services (TAAS).

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Match Legitimate Name or 
Location

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Match Legitimate Name or 
Location

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Match Legitimate Name or 
Location

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Match Legitimate Name or 
Location

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Match Legitimate Name or 
Location

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Match Legitimate Name or 
Location

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Match Legitimate Name or 
Location

Identification & 
Authentication for Third-
Party Technology Assets, 

Applications and/or Services 
(TAAS)

Mechanisms exist to identify and authenticate third-party Technology Assets, 
Applications and/or Services (TAAS).

Match Legitimate Name or 
Location

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.

Match Legitimate Name or 
Location

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Match Legitimate Name or 
Location

Mechanisms exist to utilize the concept of least privilege, allowing only 
authorized access to processes necessary to accomplish assigned tasks in 
accordance with organizational business functions.

Match Legitimate Name or 
Location

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Match Legitimate Name or 
Location

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Mechanisms exist to monitor and control communications at the external 
network boundary and at key internal boundaries within the network.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Identification & 
Authentication for 

Organizational Users

Mechanisms exist to uniquely identify and centrally Authenticate, Authorize 
and Audit (AAA) organizational users and processes acting on behalf of 
organizational users.

Mechanisms exist to proactively govern account management of individual, 
group, system, service, application, guest and temporary accounts.
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FDE # FDE Name Focal Document Element (FDE) Description SCF Control SCF # Notes
STRM

Rationale
STRM

Relationship
Secure Controls Framework (SCF)

Control Description
Strength of 
Relationship

T1036.010 Masquerade Account Name
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1036.010 Masquerade Account Name
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1037

See FDE for description.

Functional Intersects With CFG-02 3

T1037

See FDE for description.

Functional Intersects With CFG-02 3

T1037
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1037
See FDE for description.

Functional Intersects With CPL-02 3

T1037
See FDE for description.

Functional Intersects With END-04 3

T1037
See FDE for description.

Functional Intersects With END-06 3

T1037
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1037
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

T1037
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1037.001 Logon Script (Windows)
See FDE for description.

Functional Intersects With Least Functionality CFG-03 3

T1037.001 Logon Script (Windows)
See FDE for description.

Functional Intersects With Remote Access NET-14 3

T1037.002 Login Hook

See FDE for description.

Functional Intersects With CFG-02 3

T1037.002 Login Hook

See FDE for description.

Functional Intersects With CFG-02 3

T1037.002 Login Hook
See FDE for description.

Functional Intersects With CPL-02 3

T1037.002 Login Hook
See FDE for description.

Functional Intersects With END-04 3

T1037.002 Login Hook
See FDE for description.

Functional Intersects With END-06 3

T1037.002 Login Hook
See FDE for description.

Functional Intersects With Access Enforcement IAC-20 3

T1037.002 Login Hook
See FDE for description.

Functional Intersects With Continuous Monitoring MON-01 3

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Boot or Logon Initialization 
Scripts

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Boot or Logon Initialization 
Scripts

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Boot or Logon Initialization 
Scripts

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Boot or Logon Initialization 
Scripts

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Boot or Logon Initialization 
Scripts

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Boot or Logon Initialization 
Scripts

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Boot or Logon Initialization 
Scripts

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Boot or Logon Initialization 
Scripts

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.

Boot or Logon Initialization 
Scripts

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Mechanisms exist to configure systems to provide only essential capabilities 
by specifically prohibiting or restricting the use of ports, protocols, and/or 
services.

Mechanisms exist to define, control and review organization-approved, 
secure remote access methods.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Secure Baseline 
Configurations

Mechanisms exist to develop, document and maintain secure baseline 
configurations for Technology Assets, Applications and/or Services (TAAS) 
that are consistent with industry-accepted system hardening standards.

Security, Compliance & 
Resilience Controls 

Oversight

Mechanisms exist to provide a security, compliance and resilience controls 
oversight function that reports to the organization's executive leadership.

Malicious Code Protection 
(Anti-Malware)

Mechanisms exist to utilize antimalware technologies to detect and eradicate 
malicious code.

Endpoint File Integrity 
Monitoring (FIM)

Mechanisms exist to utilize File Integrity Monitor (FIM), or similar 
technologies, to detect and report on unauthorized changes to selected files 
and configuration settings.

Mechanisms exist to enforce Logical Access Control (LAC) permissions that 
conform to the principle of "least privilege."

Mechanisms exist to facilitate the implementation of enterprise-wide 
monitoring controls.
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