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Relationship

[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1001 Data Obfuscation Functional | Intersects With e CFG-02 echnology Assets, Applications andor Services (TAAS)
9t |that are consistent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1001 Data Obfuscation Functional | Intersects With e CFG-02 for Technology Assets, Applications and/or Services (TAAS)
9t |that are consistent with industry-accepted system hardening standards.
[See FOE for description. Security, Compliance &
. A IMechanisms exist to provide a security, compliance and resilience controls
T1001 Data Obfuscation Functional | Intersects With ““"g‘;‘:;é‘r"’t‘"0‘s CPL-02Z  loversight function that reports to the organization's executive leadership.
|See FDE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
. i i i
T1001 Data Obfuscation Functional | Intersects With anci-Marare) END-04  [MEChameTS
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1001 Data Obfuscation Functional | Intersects With |  Continuous Monitoring MoN-01 e eontrole
[See FDE for description.
. IMechanisms exist to monitor and control communications at the external
T1001 Data Obfuscation Functional | Intersects With | Boundary Protection NET-03  [1EC0TK boundary and at key iternal boundaries within the network
See FDE for description. Data Flow Enforcement - Mechanisms exist to implement and govern Access Control Lists (ACLs) to
T1001 Data Obfuscation Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description.
secure Baseline Machanisrs axit to davelop, documant and maintain sscure Lasaine
T1001.001 Junk Data Functional | Intersects With PR CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t lthat are (unslstent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline Mechanisms exst o develop, document and maintain secure baseline
T1001.001 Junk Data Functional | Intersects With PR CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t lthat are (unslstent wlth industry-accepted system hardening standards.
[See FDE for description. Security, Compliance &
. ] ; IMechanisms exist to provide a security, compliance and resilience controls
T1001.001 Junk Data Functional | Intersects With “95“‘(?‘7:2;?"(‘"“‘5 CPL-02  loversight function that reports to the organization's executive leadership.
e FOE for description Malicious Code Protection exist to utilize to detect and eradicate
T1001.001 Junk Data Functional | Intersects With At Matware) END-04  [MECHAETS o
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1001.001 Junk Data Functional | Intersects With |  Continuous Monitoring MoN-01 e eontrols.
e FOE for description. IMechanisms exist to monitor and control communications at the external
T1001.001 Junk Data Functional | Intersects With | Boundary Protection NET-03  [1ECorK boundary and ot key iternal boundaries within the network
See FDE for description. Data Flow Enforcement - Mechanisms exist to implement and govern Access Control Lists (ACLs) to
T1001.001 Junk Data Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseiine
§ . Secure Baseline (configurations for Technology Assets, Applications andjor Services (TAAS)
T1001.002 Steganography Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseiine
. Secure Baseline lconfigurations for Technology Assets, Applications and/or Services (TAAS)
T1001.002 Steganography Functional Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards.
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
T1001.002 Steganography Functional | Intersects With Resilience Controls CPL-02  [oversight function that reports to the organization's executive leadership.
Oversight
[See FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
i - Imalicious code.
T1001.002 Steganography Functional | Intersects With e ity END-04
11001002 steganography [See FDE for description. Functional | Intersects With | _ Continuous Monitoring MoN01 _|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description. [Mechanisms exist to monitor and control communications at the external
T1001.002 Steganography Functional | Intersects With | Boundary Protection NET-03  [network boundary and at key internal boundaries within the network.
See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLSs) to
T1001.002 Steganography Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description. vecn to develon. and mant pasel
" lechanisms exist to develop, document and maintain secure baseline
T1001.003 Protocol or Service Functional | Intersects With Secure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS)
P 9t ithat are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseiine
Protocol or Service . Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1001.003 Impersonation Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
- [See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
T1001.003 Protocol or Service Functional | Intersects With | Resilience Controls CPLO2  [oversight function that reports to the organization's executive leadership.
impersonation
Oversight
orotocol or Service |58 FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
i i - Imalicious code.
T1001.003 Tmpersonation Functional | Intersects With ) END-04
Protocol or Service _|5ee FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1001.003 Impersonation Functional | Intersects With |  Continuous Monitoring MoN-01 | e ontrols
) - [See FDE for description. [Mechanisms exist to monitor and control communications at the external
T1001.003 P""r‘r?;e“r;'nzf‘:’r:‘e Functional | Intersects With |  Boundary Protection NET-03  |network boundary and at key internal boundaries within the network.
orotocol or Service |52 FDE for description. Data Flow Enforcement [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
i - X rovide data flow enforcement that explicitly restrict network traffic to onl
T1001.003 Tmpersonation Functional | Intersects With | 0312 FOM FRIOTEMEnt | netoa o plicitly ly
what is authorized.
[See FDE for description. [Mechanisms exist to create recurring backups of data, software and/or
5 system images, as well as verify the integrity of these backups, to ensure the
T1003 05 Credential Dumping Functional | Intersects With Data Backups BCD-11  [3Uailability of the data to satisfy Recovery Time Objectives (RTOSs) and
[Recovery Point Objectives (RPOS).
[See FDE for description. Mechanisms exist o develop, document and maintai secure baseine
§ Secure Baseline echnology Assets, Applications and/or Services (TAAS)
T1003 0S Credential Dumping Functional Intersects With Configurations. CFG-02  that are (unslstent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1003 05 Credential Dumping Functional | Intersects With e e CFG-02 for Technology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities.
T1003 05 Credential Dumping Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. ‘Access Restriction For Mechanisms exit o enforce configuration resmctmns in an effort to restrict
T1003 05 Credential Dumping Functional | Intersects With Change CHG-04 ey of users to-conduc pristi
See FDE for description. Security, Compliance &
. iy, IMechanisms exist to provide a security, compliance and resilience controls
T1003 05 Credential Dumping Functional | Intersects With Resngvne:;zslcg?‘r;nms L2 e function thit reporte to the Srgamaations oxecutive leadership:
11003 05 Credential Dumping _|P%© FOE for description Functional | Intersects With | Encrypting Data At Rest CRY-.05 _|CYPIographic mechanisms exist o prevent unauthorized Gsciosure of data
[See FDE for description. " Cybersecurity & Data [Mechanisms exist to bind cybersecurity and data protection attributes to
T1003 05 Credential Dumping Functional | Intersects with | GYoersecuniy & Bata DCH-05 [ it e stored
[See FDE for description. [Mechanisms exist to retain media and data in accordance with applicable
T1003 05 Credential Dumping Functional | Intersects With | Media & Data Retention DCH18 [ ory. regulatory and contractual obligations.
See FOE for description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1003 05 Credential Dumping Functional | Intersects With e Tatware) END-04  [MECHAmSTS o
[See FDE for description. Endpoint File Integri IMechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1003 05 Credential Dumping Functional Intersects With N“’mmm (W% Y END-06  |technologies, to detect and report on unauthorized changes to selected files
9 land configuration settings.
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1003 05 Credential Dumping Functional | Intersects With | Separation of Duties (soD) | HRs-11  [FECIERETE Boti s R En e S e e R eoiiasion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003 05 Credential Dumping Functional | Intersects With | - Authentication for IAC-02 |and Audit (AAA) organizational users and processes acting on behalf of
Users users.
[See FDE for description. 8 dentifier Management (User| ) [Mechanisms exist to govern naming standards for usernames and
T1003 05 Credential Dumping Functional | Intersects With IAC09 1 oy Assets, Applications andior Services (TAAS)
[See FDE for description. . 8 ) (1) Securely manage authenticators for users and devices; and
T1003 05 Credential Dumping Functional | Intersects With | Authenticator Management | 1AC-10 i3] 2RCTely BErRs® B Y s
|See FDE for description. IMechanisms exist to proactively govern account management of individual,
T1003 05 Credential Dumping Functional | Intersects With |  Account Management RG-S etem, service. application, guest and temporary accounts g
[See FDE for description. N [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003 05 Credential Dumping Functional | Intersects With | Access Enforcement IAC-20 |G to the principle of “least privilege.”
[See FDE for description.
IMechanisms exist to utilize the concept of least privilege, allowing only
T1003 05 Credential Dumping Functional | Intersects With Least Privilege IAC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
11003 05 Credential Dumping _|P°© FOE for description Functional | Intersects With | _ Continuous Monitoring MON-01 _|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLS) to
T1003 05 Credential Dumping Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
11003 05 Credential Dumping _|P%© FOE for description. Functional | Intersects With Process 1solation sea0s  |Mechanisms exist to implement a separate execution domain for each
lexecuting process.
[See FDE for description. sortware & F exist to conduct software patching for all deployed Technology
T1003 05 Credential Dumping Functional | Intersects With oftware (mr'v'g"“”are VPM-05  |Assets, Applications andjor Services (TAAS), including firmware.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1003.001 LSASS Memory Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1003.001 LSASS Memory Functional Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1003.001 LSASS Memory Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
ervices.
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[See FDE for description. Access Restriction For [Mechanisms exist to enforce ccnﬁgurauon restrictions in an effort to restrict
T1003.001 LSASS Memory Functional | Intersects With Change CHG-04 | o wsers to condu Ehanges
[See FDE for description. Security, Compliance & [Mechanisms exist to pmwde a security, compliance and resiience controls
T1003.001 LSASS Memory Functional Intersects With Resilience Controls CPL-02  |oversight function that reports to the organization's executive leadership.
T1003.001 LSASS Memory [See FDE for description. Functional | Intersects With | Encrypting Data At Rest Crv-05  [SPL0 exist to prevent disclosure of data
[See FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
i i - Imalicious code.
T1003.001 LSASS Memory Functional | Intersects With anci-Marare) END-04
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (SoD) to
T1003.001 LSASS Memory Functional | Intersects With | Separation of Duties (5oD) | HRS-11  [FECRETE BEREED TR Em et o e e aeion
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.001 LSASS Memory Functional | Intersects With Authentication for 1AC-02 fand Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FOE for description. [Mechanisms exist to:
T1003.001 LSASS Memory Functional | Intersects With | Authenticator Management | 1AC-10  |(13Geliraly manage authenticators for users and devices; and
[See FDE for description. IMechanisms exist to proactively govern account management of individual
. idual,
T1003.001 LSASS Memory Functional | Intersects With | Account Management AC1s e etem, service. application, guest and temporary accounts
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003.001 LSASS Memory Functional | Intersects With | Access Enforcement IAC20 |Contorm to the principle of “laast privilege.
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
§ lauthorized access to processes necessary to accomplish assigned tasks in
T1003.001 LSASS Memory Functional | Intersects With Least Privilege IAC-21  |accordance with organizational business functions.
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.001 LSASS Memory Functional | Intersects With |  Continuous Monitoring MON-01 | controls
[See FDE for description. [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
T1003.001 LSASS Memory Functional | Intersects with | ,D3t@ Flow Enforcement - NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS) what is authorized
[See FDE for description. [Mechanisms exist to implement a separate execution domain for each
T1003.001 LSASS Memory Functional | Intersects With Process Isolation SEAD4  |oyacuting process
11003.001 L5A55 Memory [See FDE for description. Functional | Intersects With | Security Function Isolation | sEA-04.1 | M1ECTanisms exist to solate securiy functions from non-security functions
[See FDE for description. [Mechanisms exist to implement security safeguards to protect system
T1003.001 LSASS Memory Functional | Intersects With Memory Protection SEAL0 |cion from unauthorized code execution
[See FDE for description. . [Mechanisms exist to conduct software patching for all deployed Technology
T1003.001 LSASS Memory Functional | Intersects With | Software fhfn"g’"WEfe VPM-05  [Assets, Applications and/or Services (TAAS), including firmware.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseline lconfigurations for Technology Assets, Applications andjor Services (TAAS)
T1003.002 Security Account Manager Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
. Secure Baseline (configurations for Technology Assets, Applications andjor Services (TAAS)
T1003.002 Security Account Manager Functional Intersects With Configurations. CFG-02 |that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1003.002 Security Account Manager Functional Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1003.002 Security Account Manager Functional | Intersects With CHG-04 |y of users to conduct unauthorived changes
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
T1003.002 Security Account Manager Functional | Intersects With Resilience Controls CPL-02  |oversight function that reports to the organization's executive leadership.
Oversight
T1003.002 Security Account Manager |>¢ FDE for description. Functional | Intersects With | Encrypting Data At Rest cRv-05 (SR exist to prevent disclasure of data
e FOE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1003.002 Security Account Manager Functional | Intersects With i sty END-04  [MEChameme o
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (SoD) to
T1003.002 Security Account Manager Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [ECUREe BEatl 00 En it St A B Bt vsion
See FDE for description. Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.002 Security Account Manager Functional | Intersects With Authentication for IAC-02 |and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. [Mechanisms exist to:
T1003.002 Security Account Manager Functional | Intersects With | Authenticator Management | 1AC-10|i1}Selt el o & thenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.002 Security Account Manager Functional | Intersects With | Account Management IAC-15  [aroup, system, service, application, guest and temporary accounts.
[See FDE for description. Wecharism exitto enforce Logical Access Contol (LAC) permissions that
T1003.002 Security Account Manager Functional | Intersects With | Access Enforcement IAC-20  [Coriestis the principle of “least privileg
[See FDE for description. [Mechanisms exist to utilize the concept of Teast privilege, allowing only
§ lauthorized access to processes necessary to accomplish assigned tasks in
T1003.002 Security Account Manager Functional | Intersects With Least Privilege IAC21  [accordance with organizational business functions.
T1003.002 Security Account Manager |°¢¢ FDE for description. Functional | Intersects With | Continuous Monitoring MON-01 ﬂf}ﬁm’;::’;‘i;:’s;‘;° facilitate the implementation of enterprise-wide
11003.002 Securlty Account Manager |25 FDE or description- Functional | Intersects With process Isolation Sta0s |Mechanisms exist to implement a separate execution domain for each
lexecuting process.
[See FDE for description. [Mechanisms exist to create recurring backups of data, software and/or
system images, as well as verify the integrity of these backups, to ensure the|
T1003.003 NTDS Functional | Intersects With Data Backups BCD-11  lavailability of the data to satisfy Recovery Time Objectives (RTOs) and
[Recovery Point Objectives (RPOS).
[See FDE for description. echanisms exist o develop, document and maintai secure baseie
Secure Baseline r Technology Assets, Applications and/or Services (TAAS)
T1003.003 NTDS Functional | Intersects With Conflgurations CFG-02  [inat e conaetent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline echnology Assets, Applications and/or Services (TAAS)
T1003.003 NTDS Functional | Intersects With Conflgurations CFG-02 that are consistent with industry-accepted system hardening standards.
[See FDE for description. ‘Access Restriction For ms existto enforce configuration resmmons in an effort to restrict
T1003.003 NTDS Functional | Intersects With Change cHG0a  [hec abmty eyt
[See FDE for description. Security, Compliance & . i i
g IMechanisms exist to provide a security, compliance and resilience controls
T1003.003 NTDS Functional | Intersects With R““gv”e‘fsé‘;"t‘t”“s CPL-02 o ersight function that reports to the organization's executive leadership.
11003.003 NTDS [See FDE for description. Functional | Intersects With | Encrypting Data At Rest CRr.05  |CYPographic mechanisms exis o prevent unauthorized disclosure of data
[See FDE for description. N Cybersecurity & Data Mecnamsms st 1o bind cybersecuriy and ata protection atrbutes (o
T1003.003 NTDS Functional | Intersects with | GYOErsecuriy & Bel DCH-05 [ e it is stored )
[See FDE for description. N Mechanisms exist to retain media and data in a:covdance with applicable
T1003.003 NTDS Functional | Intersects With | Media & Data Retention DCH-18 | ototitory, regulatory and contractual obligations
[See FDE for description. Malicious Code Protection exist to utilize to detect and eradicate
Y Imalicious code.
T1003.003 NTDS Functional | Intersects With i Tatware) END-04
[See FDE for description. [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1003.003 NTDS Functional | Intersects with | Endpoint File Integrity END-06  [technologies, to detect and report on unauthorized changes to selected files
Monitoring (FIM) land configuration settings.
[See FDE for description. N [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1003.003 NTDS Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [preuart 508 Y R SRE S0 R L Collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.003 NTDS Functional Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. N [Mechanisms exist to:
T1003.003 NTDS Functional | Intersects With | Authenticator Management | 1AC-10  |i1)Secuirely manage authenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.003 NTDS Functional | Intersects With |  Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. N [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003.003 NTDS Functional | Intersects With | Access Enforcement IAC-20  |Cortarm to the principle of “least privilege
[See FDE for description. exist to utilize the concept of least privilege, allowing only’
lauthorized access to processes necessary to accomplish assigned tasks in
T1003.003 NTDS Functional | Intersects With Least Privilege IAC21 laccordance with organizational business functions.
X . h >
T1003.003 NTDS See FDE for description. Functional | Intersects With |  Continuous Monitoring MON-01 ﬂiﬁ?&ﬁ:i?iiﬁ!ﬁé\? facilitate the implementation of enterprise-wide
11003.003 NTDS [See FDE for description. Functional | Intersects With Process 1solation SEA0d g:::iT;Zrii::;ZE(o implement a separate execution domain for each
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1003.004 LSA Secrets Functional Intersects With Configurations. CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1003.004 LSA Secrets Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. i ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1003.004 LSA Secrets Functional | Intersects With CHG-04 |2ty of users to conduct
[See FDE for description. Security, Compliance &
g IMechanisms exist to provide a security, compliance and resilience controls
T1003.004 LSA Secrets Functional | Intersects With RES“‘”‘;@?\?‘”‘S P02 loversight function that reports to the organization's executive leadership.
T1003.004 LSA Secrets |See FDE for description. Functional | Intersects With | Encrypting Data AtRest | CRY-05  |[STYPLO exist to prevent disclosure of data
[See FDE for description.
Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1003.004 LSA Secrets Functional | Intersects With et ware) END-04  [MeCHamemS o
[See FDE for description. N Miechanisms existo implement and maintain Separation of Dues (S0D) to
T1003.004 LSA Secrets Functional | Intersects With | Separation of Duties (SoD) | HRS-11 |, oient potential inappropriate activity without collu:
[See FDE for description. |dentification & [Mechanisms exist to uniquely identify and centrally Aumenucate, Authorize
T1003.004 LSA Secrets Functional Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. N [Mechanisms exist to:
T1003.004 LSA Secrets Functional | Intersects With | Authenticator Management | 1AC-10 (13S0t iraly manage authenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.004 LSA Secrets Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. N [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003.004 LSA Secrets Functional | Intersects With | Access Enforcement IAC20 [Contorm to the principle of ~laset privilege
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
T1003.004 LSA Secrets Functional | Intersects With Least Privilege IAC-21  |accordance with organizational business functions.
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[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.004 LSA Secrets Functional | Intersects With |  Continuous Monitoring MON-01 | controls
[See FDE for description. [Mechanisms exist to implement a separate execution domain for each
T1003.004 LSA Secrets Functional | Intersects With Process Isolation SEAD4  |gyacuting process.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1003.005 Cached Domain Credentials Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards.
[See FOE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1003.005 Cached Domain Credentials Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards.
[See FOE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1003.005 Cached Domain Credentials Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1003.005 Cached Domain Credentials Functional | Intersects With Change CHG-04 |y blity of wsers to conduct
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
T1003.005 Cached Domain Credentials Functional Intersects With Resilience Controls. CPL-02  |oversight function that reports to the organization's executive leadership.
Oversight
T1003.005 Cached Domain Credentials [>¢¢ "PE for description. Functional | Intersects With | Encrypting Data At Rest crv-05  [SPL0 exist to prevent disclosure of data
[See FDE for description. vt Code prot [Mechanisms exist to utilize antimalware technologies to detect and eradicate
T1003.005 Cached Domain Credentials Functional | Intersects with | Malicious Code Protection | gyp.gq  |malicious code.
(Anti-Malware)
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1003.005 Cached Domain Credentials Functional | Intersects With | Separation of Duties (soD) | HRS-11 | et S Beny or CE e S e out collusion
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.005 Cached Domain Credentials Functional | Intersects With Authentication for 1AC-02 fand Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. identifier Management (User] [Mechanisms exist to govern naming standards for Usernames and
T1003.005 Cached Domain Credentials Functional | Intersects With Narde) IAC-09 [rechnology Assets, Applications and/or Services (TAAS).
[See FDE for description. [Mechanisms exist to:
T1003.005 Cached Domain Credentials Functional | Intersects With | Authenticator Management | 1AC-10 |1} Seraly manage for users and devices: and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.005 Cached Domain Credentials Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003.005 Cached Domain Credentials Functional | Intersects With | Access Enforcement IAC-20 |Contorm to the principle of “laast privilege
[See FDE for description.
IMechanisms exist to utilize the concept of least privilege, allowing only
T1003.005 Cached Domain Credentials Functional | Intersects With Least Privilege 1AC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
T1003.005 Cached Domain Credentials|[>¢¢ "DE for description. Functional | Intersects With | Continuous Monitoring MoN-01  [Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
See FDE for description. Data Flow Enforcement - Mechanisms exist to implement and govern Access Control Lists (ACLSs) to
T1003.005 Cached Domain Credentials Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
ccess Control Lists (ACLs)
what is authorized.
T1003.005 Cached Domain Credentials|[>¢® "DE for description. Functional | Intersects With Process Isolation SEA-04  [Mechanisms exist to implement a separate execution domain for each
lexecuting process.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1003.006 DCSync Functional | Intersects With e B CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t ithat are consistent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1003.006 DCSync Functional | Intersects With e B CFG-02 for Technology Assets, Applications and/or Services (TAAS)
9! ithat are consistent with industry-accepted system hardening standards.
[See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1003.006 DCSync Functional | Intersects With CHG-04  the ability of users to conduct unauthorized changes.
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resifience controls
T1003.006 DCSync Functional Intersects With Resilience Controls. CPL-02  [oversight function that reports to the organization's executive leadership.
Oversight
11003.006 - [See FDE for description. Functional | Intersects With | Encrypting Data At Rest CRy.05_|CYPEograBhic mechanisms exist t prevent unauthorized Gisciosure of data
[See FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
i - Imalicious code.
T1003.006 DCSync Functional | Intersects With ATy END-04
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1003.006 DCSync Functional | Intersects With | Separation of Duties (soD) | HRS-11 o0 tEtte et B o o e without collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.006 DCSync Functional Intersects With Authentication for I1AC-02 land Audit (AAA) organizational users and processes acting on behalf of
Organizational Users jorganizational users.
[See FDE for description. identifier Management (User| [Mechanisms exist to govern naming standards for Usernames and
T1003.006 DCsync Functional | Intersects With !AC-09 _ ITechnology Assets, Applications andor Services (TAAS).
[See FDE for description. [Mechanisms exst to:
T1003.006 DCSync Functional | Intersects With | Authenticator Management | 1AC-10  |i1}gelt e ot 2 thenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.006 DCSyne Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1003.006 DCSync Functional | Intersects With | Access Enforcement IAC-20  |Coie s the principle of “least privilege
[See FDE for description. [Mechanisms exist to utilize the concept of least privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
T1003.006 DCSyne Functional | Intersects With Least Privilege IAG21  [accordance with organizational business functions.
11003.006 ocsyne [See FDE for description. Functional | Intersects With | Continuous Monitoring MON-01 neui\l‘wlaur;::?swexvsé to facilitate the implementation of enterprise-wide
[See FDE for description. [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
T1003.006 DCsync Functional | Intersects with | ,0at@ Flow Enforcement - NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS) \what is authorized.
[See FDE for description. [Mechanisms exist to implement a separate execution domain for each
T1003.006 DCSync Functional | Intersects With Process Isolation SEAD4 |1 ing process
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline Technology Assets, Applications and/or Services (TAAS)
T1003.007 Proc Filesystem Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline echnology Assets, Applications and/or Services (TAAS)
T1003.007 Proc Filesystem Functional Intersects With Configurations. CFG-02  |that are consistent with industry-accepted system hardening standards.
[See FDE for description. N ‘Access Restriction For [Mechanisms exist to enforce configuration resmmons in an effort to restrict
T1003.007 Proc Filesystem Functional | Intersects With CHG-04  |i'c"ability of users to conduct
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, ccmpllance and resilience controls
T1003.007 Proc Filesystem Functional Intersects With esilience Controls CPL-02  |oversight function that reports to the organization's executive leadership.
Oversight
T1003.007 Proc Filesystem See FDE for description. Functional | Intersects With | Encrypting Data At Rest crr-0s  [SPL exist to prevent disclosure of data
[See FDE for description. Malicious Code Protection exist to utilize to detect and eradicate
Y Imalicious code.
T1003.007 Proc Filesystem Functional | Intersects With i Mataare) END-04
[See FDE for description. N exist to implement and maintain Separation of Duties (50D) to
T1003.007 Proc Filesystem Functional | Intersects With | Separation of Duties (SoD) | HRS-11  [preuant S8 S0 R SRA SR RO Collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.007 Proc Filesystem Functional Intersects With Authentication for IAC-02 land Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. N N [Mechanisms exist to:
T1003.007 Proc Filesystem Functional | Intersects With | Authenticator Management | IAC'10  |(1)Securely manage authenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.007 Proc Filesystem Functional Intersects With Account Management IAC-15  |group, system, service, application, guest and temporary accounts,
T1003.007 Proc Filesystem See FOE for description. Functional | Intersects With | Access Enforcement 1AC-20 L":,f{;fr"n'i';‘ihee’";fl:‘Z‘S‘"Ef“[,'f“,e":i‘;arlfﬂgfs Control {LAC) permissions that
[See FDE for description. [Mechanisms exist to utilize the concept of least privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
T1003.007 Proc Filesystem Functional | Intersects With Least Privilege IAC21 laccordance with organizational business functions.
N X . i i: itate the impi 3 x
T1003.007 Proc Filesystem See FDE for description. Functional | Intersects With |  Continuous Monitoring MON-01 ﬂiﬁ?&ﬁ:i?iiﬁ!ﬁé\? facilitate the implementation of enterprise-wide
N [See FDE for description. . N [Mechanisms exist to implement a separate execution domain for each
T1003.007 Proc Filesystem Functional | Intersects With Process Isolation SEA04  |oyaciting process
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Jetc/passwd and Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1003.008 ,etp(,shaduw Functional Intersects With Configurations CFG-02  |that are consistent with industry-accepted system hardening standards.
[See FDE for description. echan o develon. o it oacel
lechanisms exist to develop, document and maintain secure baseline
T1003.008 /E‘/;’t‘z?:;;‘:;’u;"d Functional | Intersects With Secure Baseline CFG-02 for Technology Assets, Applications and/or Services (TAAS)
9! ot are conaistent with industry-accepted system nardening standords.
Jetc/passwd and [See FDE for description. i ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1003.008 o Functional | Intersects With CHG-04 |2ty of users to conduct
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
T1003.008 fetc/passwd and Functional | Intersects With Resilience Controls CPL-02  [oversight function that reports to the organization's executive leadership.
Jetc/shadow
Oversight
T1003.008 e and ee FDE for description. Functional | Intersects With | Encrypting Data At Rest crv-0s (SR exist to prevent disclosure of data
retzipasswd and [See FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
- Imalicious code.
T1003.008 rehadon Functional | Intersects With et ammare) END-04
Jetc/passwd and [See FDE for description. N [Mechanisms exist to implement and maintain Separation of Duties (5oD) to
T1003.008 tefpassud ar Functional | Intersects With | Separation of Duties (SoD) | HRS-11 |preent potential inappropriate activity without collusion.
Jetc/passwd and [oC "DE for description. Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1003.008 Ao Functional | Intersects With Authentication for 1aC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
Jetc/passwd and [See FDE for description. N [Mechanisms exist to:
T1003.008 Jetc/shadow Functional | Intersects With | Authenticator Management |  IAC10  |11) Securely manage authenticators for users and devices; and
Jetc/pasewd and [See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1003.008 oAt Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
11003.008 Jetc/passwd and [See FDE for description. Functional | Intersects With | Access Enforcement 1AC20 |Mechanisms exist to enforce Logical Access Control (LAC) permissions that
Jetc/shadow [conform to the principle of "least privilege.
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[See FDE for description. IMechanisms exist to utilize the concept of least privilege, allowing only
Jetc/passwd and lauthorized access to processes necessary to accomplish assigned tasks in
T1003.008 Jetc/shadow Functional | Intersects With Least Privilege IAC21  [accordance with organizational business functions.
Jetc/passwd and [See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.008 o hatow Functional | Intersects With |  Continuous Monitoring MON-01 | Controls
Jetc/passwd and [See FDE for description ; [Mechanisms exist to implement a separate execution domain for each
T1003.008 i Functional | Intersects With Process Isolation SEA04 g brocess.
[See FDE for description. [Mechanisms exist to create recurring backups of data, software and/or
system images, as well as verify the integrity of these backups, to ensure the|
T1005 Data from Local System Functional | Intersects With Data Backups BCD-11 bility of the data to Recovery Time Objectives (RTOs) and
[Recovery Point Objectives (RPOS).
See FDE for description. Use of Cryptographic Mechanisms exist to facilitate the implementation of cryptographic
T1005 Data from Local System Functional | Intersects With Cayprodrap! CRY-01  [protections controls using known public standards and trusted cryptographic
ltechnologies
T1005 Data from Local System | >c€ FDE for description. Functional | Intersects With | Encrypting Data At Rest crv-0s (SR exist to prevent disclosure of data
[See FDE for description Cybersecurity & Data Mecharisms exist o bind cybersecurity and dats profecton atiributes to
T1005 Data from Local System Functional | Intersects With | '5/ooction Attributes DCH-05  finformation as it is stored, transmitted and processed.
[See FDE for description. [Mechanisms exist to protect data storage objects against unauthorized data
T1005 Data from Local System Functional | Intersects With | Data Mining Protection DCH16 [ ond data haresting techniquee.
[See FDE for description. [Mechanisms exist to identify and document the location of information and
T1005 Data from Local System Functional Intersects With Information Location DCH-24  [the specific system components on which the information resides.
[See FDE for description. Malicious Code Protection [Mechanisms exist to utilize antimalware technologies to detect and eradicate
i - Imalicious code.
T1005 Data from Local System Functional | Intersects With ot Matware) END-04
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1005 Data from Local System Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1005 Data from Local System Functional | Intersects With | Access Enforcement IAC-20 |¢ontorm to the principle of “least privilege.”
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
§ lauthorized access to processes necessary to accomplish assigned tasks in
T1005 Data from Local System Functional | Intersects With Least Privilege IAC-21  |accordance with organizational business functions.
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1005 Data from Local System Functional | Intersects With |  Continuous Monitoring MON-01 | controls
1005 Data from Local system |06 FOE for description. Functional | Intersects With | Operations Securlty OPs01 _ [echanisms exiE o faciitate the Implementation of peratiansi security
[See FDE for description.
IMechanisms exist to facilitate the implementation of industry-recognized
Secure Engineering y security, compliance and resilience practices in the specification, design,
T1005 Data from Local System Functional | Intersects With Trincinioe SEA-01 o of Tezhnology Adsets,
|Applications and/or Services (TAAS).
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1008 Fallback Channels Functional | Intersects With Gt Baseine CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t lthat are consistent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline Mechanisms exst o develop, document and maintain secure baseline
T1008 Fallback Channels Functional | Intersects With e Basene CFG-02 echnology Assets, Applications and/or Services (TAAS)
9! that are tonsnstent with industry-accepted system hardening standards.
See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities
T1008 Fallback Channels Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. Security, Compliance & . N .
i g IMechanisms exist to provide a security, compliance and resilience controls
T1008 Fallback Channels Functional | Intersects With nesngs;ilcga:nms P02 It unction that reporta to the organisation's execative Ioadership.
ee FOE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1008 Fallback Channels Functional | Intersects With oAt amare) END-0g  [MEchameme o
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1008 Fallback Channels Functional | Intersects With |  Continuous Monitoring MON-01 e antrols
e FOE for description. IMechanisms exist to monitor and control communications at the external
T1008 Fallback Channels Functional | Intersects With | Boundary Protection NET-03 e ounaary and ot oy internal boundaries within the netark
See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLS) to
T1008 Fallback Channels Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description.
Exfiltration Over Other IMechanisms exist to monitor and enforce usage parameters that limit the
T1011 o e o Functional | Intersects With Usage Parameters AST-14  [potential damage caused from the unauthorized or unintentional alteration of
System parameters.
[See FDE for description. vech <o doven 4 and mant pasel
echanisms exist to develop, document and maintain secure baseline
T1011 Exfitration Quer Other Functional | Intersects With Secure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS)
9 hat are cansistent with industry.accepted System hardening standards
Exfitration Over Other |55 FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1011 Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
Network Medium o e
Exfiltration Over Other _[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T011 etk Mectiom Functional | Intersects With |  Continuous Monitoring MON-01 | antrols
Exfiltration Over Other _[See FDE for description. [Mechanisms exist to control authorized wireless usage and monitor for
T011 Network Meiom Functional | Intersects With | Wireless Networking NET-15 [ arelobs atecss
[See FDE for description.
Mechanisms exit to perform inventories o Technology Assets Applicatons,
Services and/or Data (TAASD) th
(1) Accurately reflects the et TAASD i use:
(2) Identifies authorized software products, including business justification
T1011.001 Exfiltration Over Bluetooth Functional | Intersects With Asset Inventories AST-02 (details;
(3) 15 at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
leffective property accountabilty; and
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description.
secure Baseline [Mechanisms exist to develop, document and maintain secure baseline
T1011.001 Exfiltration Over Bluetooth Functional | Intersects With e e CFG-02 chnology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1011.001 ion Over Bluetooth Functional | Intersects With e e CFG-02 chnology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1011.001 Exfiltration Over Bluetooth Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
e FOE for description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1011.001 Exfiltration Over Bluetooth Functional | Intersects With e Patwares END-04  [MEChamSmS o
T1011.001 Exdiltration Over Bluetooth |22 "DF for description. Functional | Intersects With |  Continuous Monitoring MoN-01  [Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls
T1011.001 Exdiltration Over Bluetooth |22 "DF for description. Functional | Intersects With | Wireless Networking NET-15  [Mechanisms exist to control authorized wireless usage and monitor for
[See FDE for description. Mechanism exst to detect vulnerabilties and configuration errrs by routine
T1011.001 Exfiltration Over Bluetooth Functional | Intersects With |  Vulnerability Scanning VPM-06 eanning of systems and appiications.
T1016.002 Wi-Fi Discovery See FDE for description. Functional | No Relationship NA NA NA [No applicable SCF control
[See FDE for description.
Mechanisms exit o perform inventaries o Technology Assets, Applicatons,
Services andjor Data (TAASD) th
(1) Accurately reflects the et TARSD
(2) Identifs authorized software products, Including business justfication
T1020.001 Traffic Duplication Functional | Intersects With Asset Inventories AST-02 (details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
(4) Includes organization-defined information deemed necessary to achieve
effective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description. N
Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1020.001 Traffic Duplication Functional | Intersects With e e CFG-02 chnology Assets, Applications and/or Services (TAAS)
9 that are consistent with mdustvy accemed system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1020.001 Traffic Duplication Functional | Intersects With e e CFG-02 chnology Assets, Applications and/or Services (TAAS)
9! that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1020.001 Traffic Duplication Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. N ‘Access Restriction For y [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1020.001 Traffic Duplication Functional | Intersects With CHG-04 e iy of wsers £o conduct
T1020.001 Traffic Duplication  |>¢© FDE for description. Functional | Intersects With |Transmission Confidentiality| ~ CRv-03  [CryPtographic exist to protect the of data being
T1020.001 Traffic Duplication  |>¢© FDE for description. Functional | Intersects With |  Transmission Integrity CRv-0a  |Cryprographic mechanisms exist to protect the integrity of data being
N [See FDE for description. N . Cybersecurity & Data Mechanisms exit o bind cybersecurity and data protection atributes to
T1020.001 Traffic Duplication Functional | Intersects With | protection Attributes DCH05 information as it s stored, transmitted and processed.
|See FDE for description. Use of External Technology Mechanisms exist to govern how external parties, including Technology
T1020.001 Traffic Duplication Functional | Intersects With | Assets, Applications and/or | DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data.
N [See FDE for description. i [Mechanisms exist to retain media and data in accordance with applicable
T1020.001 Traffic Duplication Functional | Intersects With | Media & Data Retention DCHI8 | ory. Tegulatory and contractual obligations.
[See FDE for description. [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
7T1020.001 Traffic Duplication Functional Intersects With Endpoint File Integrity END-06  |technologies, to detect and report on unauthorized changes to selected files
Monitoring (FIM) land configuration settings.
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1020.001 Traffic Duplication Functional Intersects With Account Management IAC-15  |group, system, service, application, guest and temporary accounts.
N [See FDE for description. . Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1020.001 Traffic Duplication Functional | Intersects With | Access Enforcement AC20 e e principle of leset priviloge
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[See FDE for description.
IMechanisms exist to utilize the concept of least privilege, allowing only
T1020.001 Traffic Duplication Functional | Intersects With Least Privilege 1AC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
See FDE for description. Access Control For Mobile Mechanisms exist to enforce access control requirements for the connection
T1020.001 Traffic Duplication Functional | Intersects With s MDM-02  |of mobile devices to organizational Technology Assets, Applications and/or
Services (TAAS).
[See FOE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1020.001 Traffic Duplication Functional | Intersects With |  Continuous Monitoring MoN-01 e antrole
[See FDE for description.
IMechanisms exist to monitor and control communications at the external
T1020.001 Traffic Duplication Functional | Intersects With | Boundary Protection NET-03  [1CCOTK boundary and ot key internal boundaries within the network
|See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLSs) to
T1020.001 Traffic Duplication Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLs)
what is authorized
[See FOE for description. [Mechanisms exist to authorize connections from systems to Other systems
, s lusing Interconnection Security Agreements (ISAs), or similar methods, that
nterconnection Security g ldocument, for each interconnection:
T1020.001 Traffic Duplication Functional | Intersects With Aoreemonts (15As) NET05 e o o
(@) Security. compliance and resilience requirements; and;
(3) The natu
[See FDE for description. Nechanime Set 6 define.contral and evion organization-approved,
T1020.001 Traffic Duplication Functional | Intersects With Remote Access NET-14 [ e crtrade,
T1020.001 Traffic Duplication | >¢¢ F DE for description. Functional | Intersects With |  Wireless Networking NET-15  [Mechanisms exist to control authorized wireless usage and monitor for
[See FDE for description. Information In Shared [Mechanisms exist to prevent unauthorized and unintended information
T1020.001 Traffic Duplication Functional | Intersects With s A0S [ Vi shared syetern resources
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
§ Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021 Remote Services Functional | Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
§ Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021 Remote Services Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1021 Remote Services Functional Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1021 Remote Services Functional | Intersects With Change CHG-04 ey of users to condluct Ehanges
[See FDE for description. Use of External Technology [Mechanisms exist to govern how external parties, including Technology
T1021 Remote Services Functional | Intersects With | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data,
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021 Remote Services Functional | Intersects With | Separation of Duties (soD) | HRS-11 |2t T Bety® om CE e S i out collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021 Remote Services Functional Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. [Mechanisms exist to:
T1021 Remote Services Functional | Intersects With | Authenticator Management | 1AC-10  |(13°Ceiraly manage authenticators for users and devices; and
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1021 Remote Services Functional | Intersects With | Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021 Remote Services Functional | Intersects With | Access Enforcement IAC20 |G o the principle of “least privilege -
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
. . lauthorized access to processes necessary to accomplish assigned tasks in
T1021 Remote Services Functional | Intersects With Least Privilege IAC-21  |accordance with organizational business functions.
[See FDE for description. [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
. la user during an organization-defined time period and automatically locks
T1021 Remote Services Functional | Intersects With Account Lockout IAC-22 the account when the maximum number of unsuccessful attempts is
lexceeded.
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1021 Remote Services Functional | Intersects With |  Continuous Monitoring MON-01 [ controls.
[See FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1021 Remote Services Functional | Intersects With Remote Access NET-14 e o aecess methods
[See FDE for description. echanismes exlst o parfor Toventorles of Techrology Assets, ARRIcatons,
Services and/or Data (TAASD) th
(1) Accurately reflects the cutrent TAASD in use:
(2) Identifies authorized software products, including business justification
details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
T1021.001 Remote Desktop Protocol Functional | Intersects With Asset Inventories AST-02 ((4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description. Fachanlsrs exlat o davelop, docimart o malntsin sscirs Leselne
§ Secure Baseline echnology Assets, Applications and/or Services (TAAS)
T1021.001 Remote Desktop Protocol Functional | Intersects With Configurations CFG-02 [ et aith industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
y Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021.001 Remote Desktop Protocol Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
§ Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021.001 Remote Desktop Protocol Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1021.001 Remote Desktop Protocol Functional | Intersects With Least Functionality CFG-03  [py specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration resmcnons in an effort to restrict
T1021.001 Remote Desktop Protocol Functional | Intersects With CHG-04  fic2bility of users to conduct unauthorized chan
[See FDE for description. Use of External Technology [Mechanisms exist to govern how external pames, mclumng Technology
T1021.001 Remote Desktop Protocol Functional | Intersects With | Assets, Applications andjor | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data.
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021.001 Remote Desktop Protocol Functional | Intersects With | Separation of Duties (SoD) | HRS-11 o fbale S 0 on o e activity without collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.001 Remote Desktop Protocol Functional Intersects With Authentication for 1AC-02 land Audit (AAA) organizational users and processes acting on behalf of
Organizational Users jorganizational users.
[See FDE for description. th |!dentifier Management (User] [Mechanisms exist to govern naming standards for Usernames and
T1021.001 Remote Desktop Protocol Functional | Intersects With Nomas) IAC00 Ty Assets, Applications andior Services (TAAS)
[See FDE for description. [Mechanisms exst to:
T1021.001 Remote Desktop Protocol Functional | Intersects With | Authenticator Management | 1AC-10  |i1}Stlrely manage authenticators for users and devices; and
[See FDE for description. [Mechanisms exist to obscure the feedback of authentication information
lduring the authentication process to protect the information from possible
T1021.001 Remote Desktop Protocol Functional | Intersects With | Authenticator Feedback IAC-11 lexploitationjuse by unauthorized individuals.
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1021.001 Remote Desktop Protocol Functional | Intersects With | Account Management IAC-15  [aroup, system, service, application, guest and temporary accounts.
T1021.001 Remote Desktop Protocol |*®¢ FDE for description Functional | Intersects With | Access Enforcement 1AC-20 g:,f{;fmi’;‘fhee"sﬁ:‘;:g"fﬁe‘:&‘pﬁr}v’f‘:‘fs Control (LAC) permisslons that
[See FDE for description. [Mechanisms exist to utilize the concept of least privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
T1021.001 Remote Desktop Protocol Functional | Intersects With Least Privilege IAC21  |accordance with organizational business functions.
[See FDE for description. [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
la user during an organization-defined time period and automatically locks
T1021.001 Remote Desktop Protocol Functional | Intersects With Account Lockout IAC22  [the account when the maximurm number of unsuccessful attempts is
lexceede:
[See FDE for description. [Mechanisms exist to initiate a session lock after an organization-defined time
Iperiod of inactivity, or upon receiving a request from a user and retain the
T1021.001 Remote Desktop Protocol Functional | Intersects With Session Lock IAC24  |Cecsion lock until the user reestablishes access using established
identification and authentication methods.
[See FDE for description. [Automated mechanisms exist to log out users, both locally on the network
T1021.001 Remote Desktop Protocol Functional | Intersects With | Session Termination IAC-25  [and for remote sessions, at the end of the session or after an organization-
defined period of inactivity.
T1021.001 Remote Desktop Protocol |*2¢ FDE for description Functional | Intersects With |  Continuous Monitoring MON-01  [Mechanisms exist ko facilitate the implementation of enterprise-wide
g controls.
[See FDE for description. Cross D ot [Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate
T1021.001 Remote Desktop Protocol Functional | Intersects ith | €% DGTIan Solution NET.02.3  [the specific security risks of accessing or transferring information between
(cos) lsecurity domains.
[See FDE for description. [Mechanisms exist to monitor and control communications at the external
T1021.001 Remote Desktop Protocol Functional Intersects With Boundary Protection NET-03  |network boundary and at key internal boundaries within the network.
[See FDE for description. ata Flow Enf N [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
T1021.001 Remote Desktop Protocol Functional | Intersects With | 03t Flow Enfarcement - | Ngr.4  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description. N [Mechanisms exist to define, control and review organization-approved,
T1021.001 Remote Desktop Protocol Functional | Intersects With Remote Access NET-14 o o coss metriods
[See FDE for description. N . exist to detect and ‘errors by routine
T1021.001 Remote Desktop Protocol Functional | Intersects With |  Vulnerability Scanning VP06 [uia T ity scanning of systeme and appiications.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1021.002 ISMB/Windows Admin Shares Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards.
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1021.002 ISMB/Windows Admin Shares Functional | Intersects With e e CFG-02 or Technalogy Assets, Applications ancor Services (TAAS)
9! ot are conaistent with industry accepted system nardening standords.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1021.002 ISMB/Windows Admin Shares| Functional Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. i ‘Access Restriction For [Mechanisms exist to enforce configuration resmcnons in an effort to restrict
T1021.002 ISMB/Windows Admin Shares| Functional | Intersects With Change CHG-04  |iC bty of users to conduct
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compllance and resilience controls
T1021.002 SMB/Windows Admin Shares| Functional Intersects With Resilience Controls CPL-02 [oversight function that reports to the organization's executive leadership.
Oversight
[See FDE for description. . [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021.002 ISMB/Windows Admin Shares| Functional | Intersects With | Separation of Duties (SoD) | HRS-11  |preuart S0 S R SRA SR RO collusion
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See FDE for description dentification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.002 Admin Shares Functional | Intersects With | Authentication for 1AC02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description Mechanisms exist to proactively govern account management of ndividual,
T1021.002 ISMB/Windows Admin Shares| Functional | Intersects With |  Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.002 Admin Shares Functional | Intersects With | Access Enforcement IAC20  [fontorm to the principle of “least privilege
[See FDE for description. Mechanisms exist o utilize the concept of Ieast privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
T1021.002 lSMB/Windows Admin Shares| Functional | Intersects With Least Privilege IAC21  [accordance with organizational business functions.
T1021.002 lsMB/Windows Admin Shares|>%® "DF for description. Functional | Intersects With | Continuous Monitoring MON-01  [Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls;
[See FDE for description. Mechanisms exist to monitor and control communications at the external
T1021.002 |SMB/Windows Admin Shares| Functional | Intersects With Boundary Protection NET-03  [network boundary and at key internal boundaries within the network.
See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLs) to
T1021.002 lSMB/Windows Admin Shares| Functional | Intersects With NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description. Mechanisms exist to define, control and review organization-approved,
T1021.002 |SMB/Windows Admin Shares| Functional | Intersects With Remote Access NET-1a e O e onethode
[See FDE for description. Mechanisms exist o validate information oUEpUt from software programs
T1021.002 Admin Shares| Functional | Intersects With Output Filtering |~ SEA-09  [and/or applications to ensure that the information is consistent with the
lexpected content.
T1021.002 |sSMB/Windows Admin Shares|>%® "DF for description. Functional | Intersects With |  Input Data Validation Toa1g | Mechanisms exist to check the validity of information inputs.
[See FDE for description.
echanisms exist o perform invertories of Technology Assets, Appiications,
Services and/or Data (TAASD) th
1) Accurately rfiects the current TAASD in
) (2) dentifies authorized software products, including business justifcation
T1021.003 Distriputed Component Functional | Intersects With Asset Inventories AST-02  [details;
g (3) Is at the level of granularity deemed necessary for tracking and reporting;
() Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Distributed Component § Secure Baseline for Technology Assets, Applications andjor Services (TAAS)
T1021.003 ‘Object Model Functional | Intersects With Configurations CFG-02 lthat are consistent with industry-accepted system hardening standards.
[See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Distributed Component § Secure Baseline echnology Assets, Applications andjor Services (TAAS)
T1021.003 ‘Object Model Functional | Intersects With Configurations CFG-02 that are consistent with industry-accepted system hardening standards.
o [See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities
T1021.003 Distributed Component Functional | Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services
Distributed Component _[see FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1021.003 Object wodol Functional | Intersects With CHG-04 e aers to ot
Distributed Component _|°2% PDE for description- Malicious Code Protection Mechanisms exist o utilize antimalware technologies to detect and eradicate
i .04 |malicious code.
T1021.003 Compe Functional | Intersects With or oy END-04
Distributed Component _[see FDE for description. Mechanisms exist to address mobile code / operating system-independent
T1021.003 Object modor Functional | Intersects With Mobile Code END-10 [ e
Distributed Component _[see FDE for description. Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021.003 Object Model Functional | Intersects With | Separation of Duties (SoD) | HRS-11 lprevent potential inappropriate activity without collusion
uted [See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.003 Distributed Component Functional | Intersects With | _Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
i Organizational Users lorganizational users.
oo [See FDE for description. Mechanisms exist to proactively govern account management of ndividual,
T1021.003 Distributed Component Functional | Intersects With |  Account Management |AC-15  [group, system, service, application, guest and temporary accounts.
Distributed Component _[see FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.003 Object iodar Functional | Intersects With | Access Enforcement AC20 |G e the princinle of ~leset privilege
[See FDE for description.
Distributed Component IMechanisms exist to utilize the concept of least privilege, allowing only
T1021.003 PP Functional | Intersects With Least Privilege IAC21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
Distributed Component _[see FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.003 Sbject iodal Functional | Intersects With |  Continuous Monitoring Mo-01 e e ontrols
- [See FDE for description. Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate
T1021.003 Distributed Component Functional Intersects with | Cr0Ss Domain Solution NET-02.3 [the specific security risks of accessing or transferring information between
Object Model (cDS) security domalns.
Distributed Component | ¢ FOF for description- IMechanisms exist to monitor and control communications at the external
T1021.003 Model Functional | Intersects With | Boundary Protection NET-03 |- etwork boundary and at key internal boundaries within the network
. [See FDE for description. IMechanisms exist to implement and govern Access Control Lists (ACLS) to
T1021.003 Distributed Component Functional | Intersects with | ,D2t@ Flow Enforcement - NET-04  |provide data flow enforcement that explicitly restrict network traffic to only
Model Access Control Lists (ACLs)
what i authorized.
Distributed Component _[see FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1021.003 Object iodal Functional | Intersects With Remote Access NET-1a e e e e
T1021.003 D‘S"'g‘;fsstcw?:;zf”e”‘ [See FDE for description. Functional | Intersects With | Security Function Isolation | SEA-04.1 |Mechanisms exist to isolate security functions from non-security functions.
Distributed Component _[5ee FDE for description. [Mechanisms exist to detect vulnerabilities and configuration errors by routine
T1021.003 Sbject ool Functional | Intersects With |  Vulnerability Scanning P06 | o ning of cystome andl appleations,
[See FDE for description.
echanisms exist o perform invertories of Technology Assets, Appiiations
Services and/or Data (TAASD) th
T Accorately raflects the cument TAASD in use:
(2) Identifies authorized software products, including business justification
T1021.004 SsH Functional | Intersects With Asset Inventories AST-02  [details;
(3) Is at the level of granularity deemed necessary for tracking and reporting;
() Includes organization-defined information deemed necessary to achieve
leffective property accountability; and
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description. Mechanisms ex(s o develop, docurnent and maitaln secure baselne
) Secure Baseline echnology Assets, Applications andor Services (TAAS)
T1021.004 SSH Functional | Intersects With Configurations CFG.02 (i aré conditent wih macatry-séceptod system hardoning Standorde
See FDE for description Mechanisms ex(s o develop, docurment and maitaln secure baselne
) Secure Baseline r Technology Assets, Applications and/or Services (TAAS)
T1021.004 SsH Functional | Intersects With Configurations CFG-02  [inah vt comaetont with oty accepiod syetom havdening sandor e
See FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1021.004 SsH Functional | Intersects With CHG-04 | S ore o ot
See FDE for description Use of External Technology Mechanisms exist to govern how external parties, including Technology
T1021.004 SSH Functional Intersects With | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data.
See FDE for description. Mechanisms exist to implement and maintain Separation of Duties (50D to
T1021.004 SsH Functional | Intersects With | Separation of Duties (soD) | HRS-11  |[=tuiine Bentes R En e S e e R eoiiasion
[See FDE for description. dentification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.004 SSH Functional Intersects With Aumenu:anun for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Users lorganizational users.
[See FDE for description. 1) Securely manage authenticatorsfo users and devices; and
T1021.004 SsH Functional | Intersects With | Authenticator Management | Iac-10  |[3) Bectrely manage Uik Py pot
|See FDE for description. IMechanisms exist to proactively govern account management of individual,
T1021.004 SsH Functional | Intersects With |  Account Management LS e e pplication, outat s temmors hecounte g
[See FDE for description. N IMechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.004 SsH Functional | Intersects With | Access Enforcement AC20 e e princinle of “loset prvilage
[See FDE for description. i
IMechanisms exist to utilize the concept of least privilege, allowing only
T1021.004 ssH Functional | Intersects With Least Privilege IAC21 fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
[See FDE for description. [Mechanisms exist to enforce a limit for consecutive invalid login attempts by
a user during an organization-defined time period and automatically locks
T1021.004 SsH Functional | Intersects With Account Lockout IAC22  [fhe account when the maximum number of unsuccessful attempts 1s
lexceede
T1021.008 son [See FDE for description. Functional | Intersects With | Continuous Monftoring WON01 |jechaniems exstfo facitate the implementation of enterprise hide
[See FDE for description. N Mechanizms existto define contrl and feview orgarization-approved,
T1021.004 SsH Functional | Intersects With Remote Access NET1a e e e et
[See FDE for description. N xist to detect errors by routine]
T1021.004 SsH Functional | Intersects With |  Vulnerability Scanning RM06 | ey ctome o Sesations
[See FDE for description. Mechanisms exist to perform inventories of Technology Assets, Applications,
Services and/or Data (TAASD) that
(1) Accurately reflects the current TAASD in use;
(2) Identifies authorized software products, including business justification
details;
) (3) 15 at the level of granularity deemed necessary for tracking and reporting;
T1021.005 wNe Functional | Intersects With Asset Inventories AST-02  ((4) Includes organization-defined information deemed necessary to achieve
effective property accountability; and
(5) 15 available for review and audit by designated organizational personnel.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline chnology Assets, Applications and/or Services (TAAS)
T1021.005 VNC Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1021.005 VNC Functional | Intersects With e e CFG-02 echnology Assets, Applications andjor Services (TAAS)
9! lthat are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021.005 VNC Functional Intersects With Configurations. CFG-02  that are consistent with industry-accepted system hardening standards.
See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities.
T1021.005 VNC Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services
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11021005 NG [See FDE for description. Functional | Intersects With | User-installed Software Cre5  Mechanisms existto resrict the ablty of non-privileged users to instll
11021005 UnC [See FDE for description. Functional | Intersects with | Configuration Change CHG02 |Mechanisms exist to govern the technical configuration change control
Control lprocesses.
[See FDE for description. ‘Access Restriction For Mecharisms exit o enforce configuration restictions n an efor t restrict
T1021.005 wNC Functional | Intersects With Change CHG-04 | of wsers to condu Ehanges
[See FDE for description. Security, Compliance &
] IMechanisms exist to provide a security, compliance and resilience controls
T1021.005 Ne Functional | Intersects With “““‘e‘;':;fg"“"°‘5 CPL-02  loversight function that reports to the organization's executive leadership.
|See FDE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
i i i i
T1021.005 WNC Functional | Intersects With At Marare) END-04  [MEChameme
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.005 WNC Functional | Intersects With Authentication for 1AC-02 fand Audit (AAA) organizational users and processes acting on behalf of
Organizational Users lorganizational users.
[See FDE for description. dentifier Management (User] [Mechanisms exist to govern naming standards for usernames and
T1021.005 VNG Functional | Intersects With Names) 1AC-09 " ITechnology Assets, Applications and/or Services (TAAS).
[See FDE for description.
IMechanisms exist to obscure the feedback of authentication information
T1021.005 WNC Functional | Intersects With | Authenticator Feedback IAC-11 |during the authentication process to protect the information from possible
lexploitation/use by unauthorized individuals
[See FDE for description. IMechanisms exist to proactively govern account management of individual
. idual,
T1021.005 WNC Functional | Intersects With | Account Management AC-15 e etem, service. application, guest and temporary accounts
[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.005 wNC Functional | Intersects With | Access Enforcement IAC20 | o the principle of “least privilege.”
[See FDE for description.
IMechanisms exist to utilize the concept of least privilege, allowing only
T1021.005 WNC Functional | Intersects With Least Privilege 1AC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.005 wNC Functional | Intersects With |  Continuous Monitoring MoN-01 e eontrols.
[See FDE for description. [Mechanisms exist to monitor and control communications at the external
T1021.005 WNC Functional | Intersects With |  Boundary Protection NET-03  |network boundary and at key internal boundaries within the network.
[See FDE for description. [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
T1021.005 WNC Functional | Intersects with | Data Flow Enforcement - | yer 00 lorovide data flow enforcement that explicitly restrict network traffic to only
Access Control Lists (ACLS) what is authorized
[See FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1021.005 wNC Functional | Intersects With Remote Access NET-14 o o aecass methioda
[See FDE for description. [Mechanisms exist to validate information output from Software programs
T1021.005 wNe Functional | Intersects With [Information Output Filtering| ~ SEA-09  [and/or applications to ensure that the information is consistent with the
lexpected content.
11021005 une [See FDE for description. Functional | Intersect= With | _ Input Data validation TDA1s _|Mechanisms exist to check the validity of information inputs.
[See FDE for description. [Mechanisms exist to detect vuinerabilities and Configuration errors by routing|
T1021.005 WNC Functional | Intersects With |  Vulnerability Scanning VPM06 (et ity scanning of systems and applications.
[See FDE for description. Flechanisrs exISEED perfor Ioventories of Technology Assets, AppIcatons;
Services and/or Data (TAASD) th
(1) Accurately reflects the Carrent TAASD in
(2) Identines authorized Software products, including business Justfication
details;
Windows Remote (3) Is at the level of granularity deemed necessary for tracking and reporting;
T1021.006 Management Functional | Intersects With Asset Inventories AST-02 ((4) Includes organization-defined information deemed necessary to achieve
leffective property accountability; an
(5) Is available for review and audit by designated organizational personnel.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseline
Windows Remote . Secure Baseline for Technology Assets, Applications and/or Services (TAAS)
T1021.006 Management Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to develop, document and maintain secure baseiine
Windows Remote . Secure Baseline echnology Assets, Applications andor Services (TAAS)
T1021.006 Management Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
| [See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1021.006 Windows hemote Functional | Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
anagement services.
Windows Remote _[see FDE for description. ‘Access Restriction For [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1021.006 Management Functional | Intersects With CHG-04 lthe ability of users to conduct unauthorized changes.
Windows Remote _[see FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021.006 Vanagemant Functional | Intersects With | Separation of Duties (SoD) | HRS-11 ot TEdte Stk B o o e without collusion
o [See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.006 Windows hemote Functional | Intersects With Authentication for |AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
9 Organizational Users lorganizational users.
o [See FDE for description. [Mechanisms exist to proactively govern account management of individual,
T1021.006 W‘;ﬁ:g’;j:;“ﬂi‘e Functional | Intersects With |  Account Management IAC-15  [group, system, service, application, guest and temporary accounts.
Windows Remote _[5ee FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.006 Vanagemant Functional | Intersects With | Access Enforcement IAC-20 |G s the principle of “least privilege.”
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
Windows Remote § lauthorized access to processes necessary to accomplish assigned tasks in
T1021.006 Wanagement Functional | Intersects With Least Privilege IAC21  [accordance with organizational business functions.
Windows Remote _[5ee FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.006 Vanagement Functional | Intersects With |  Continuous Monitoring MON-01 [ controls.
[See FDE for description. [Mechanisms exist to implement a Cross Domain Solution (CDS) to mitigate
T1021.006 Windows Remote Functional | Intersects With | C"05S Dj’g;‘;" Solution NET-02.3 [the specific security risks of accessing or transferring information between
9 lsecurity domains.
Windows Remot [See FDE for description. [Mechanisms exist to monitor and control communications at the external
T1021.006 ‘;az:’;e:;i e Functional | Intersects With Boundary Protection NET-03  [network boundary and at key internal boundaries within the network.
Windows Remote |75 FOE for description Data Flow Enforcement [Mechanisms exist to implement and govern Access Control Lists (ACLS) to
i - X rovide data flow enforcement that explicitly restrict network traffic to onl
T1021.006 Wanagement Functional | Intersects With | 022" EEIYCRTAR L | NET-04  [provide data flow ¢ plicitly ly
Windows Remote _[5ee FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1021.006 Functional | Intersects With Remote Access NET-14 o o aecess methods
Windows Remote _[5ee FDE for description. [Mechanisms exist to detect vuinerabilities and configuration errors by routing|
T1021.006 Functional | Intersects With |  Vulnerability Scanning VPM06 (e ity scanning of systems and applications
[See FDE for description. Use of External Technology [Mechanisms exist to govern how external parties, including Technology
T1021.007 Cloud Services Functional Intersects With | Assets, Applications and/or | DCH-13  [Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data.
[See FDE for description. [Mechanisms exist to implement and maintain Separation of Duties (50D) to
T1021.007 Cloud Services Functional | Intersects With | Separation of Duties (SoD) | HRS-11  |oreuant oottt DR CRAE S without collusion
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.007 Cloud Services Functional Intersects With Authentication for 1AC-02  [and Audit (AAA) organizational users and processes acting on behalf of
o lorganizational users.
[See FDE for description. (1) Securely manage authenticators fo users and devices; and
T1021.007 Cloud Services Functional | Intersects With | Authenticator Management | 1AC-10  [i5) grcife TR0 0t 1S
|See FDE for description. IMechanisms exist to proactively govern account management of individual,
T1021.007 Cloud Services Functional | Intersects With | Account Management ACLS O etem, service. application, guest and temporary accounte g
[See FDE for description. N Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.007 Cloud Services Functional | Intersects With | Access Enforcement IAC-20 | onform to the principle of "least privilege.
[See FDE for description. N
IMechanisms exist to utilize the concept of least privilege, allowing only
T1021.007 Cloud Services Functional | Intersects With Least Privilege IAC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
[See FDE for description. echan T+ to develop. @ < and maint oasel
lechanisms exist to develop, document and maintain secure baseline
T1021.008 Direct Cloud vM Functional | Intersects With Secure Baseline CFG-02 chnology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
Direct Cloug vm__|5€€ FDE for description IMechanisms exist to configure systems to provide only essential capabilities
T1021.008 o oione Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
Direct Cloud VM [See FDE for description. 8 ‘Access Restriction For ) [Mechanisms exist to enforce configuration restrictions in an effort to restrict
T1021.008 rect Cloud v Functional | Intersects With CHG-04 e iy of wsers £o conduct
Direct Cloud VM |See FDE for description. Use of External Technology [Mechanisms exist to govern how external parties, including Technology
T1021.008 o etone Functional | Intersects With | Assets, Applications and/or | DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store,
Services (TAAS) lprocess and transmit data.
Direct Cloud VM See FDE for description. Identification & IMechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1021.008 ey Functional | Intersects With Authentication for IAC-02 |and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users
Direct Cloud VM [See FDE for description. y 8 3 (1) Securely manage authenticators forusers and devices; and
T1021.008 Comnections Functional | Intersects With | Authenticator Management | 1AC-10 i3] 2RCTely BERRse B 1S
[See FDE for description.
Direct Cloud VM . IMechanisms exist to proactively govern account management of individual,
T1021.008 Connections Functional | Intersects With | Account Management IAC-15 " lgroup, system, service, application, guest and temporary accounts,
Direct Cloud VM [See FDE for description. N . Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1021.008 P Functional | Intersects With | Access Enforcement AC20 e e Brincinle of e prviloge
[See FDE for description.
Direct Cloud VM IMechanisms exist to utilize the concept of least privilege, allowing only
T1021.008 et Functional | Intersects With Least Privilege IAC-21  fauthorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
Direct Cloud VM [See FDE for description. i [Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.008 irect Cloud v Functional | Intersects With |  Continuous Monitoring MON-01 | controls
Direct Cloud VM [See FDE for description. i [Mechanisms exist to define, control and review organization-approved,
T1021.008 irect Cloud v Functional | Intersects With Remote Access NET-14 e e eethion
[See FDE for description. [Mechanisms exist to create recurring backups of data, software and/or
g system images, as well as verify the ntegrity of these backups, to ensure the|
T1025 IData from Removable Media Functional | Intersects With Data Backups D11 ey of the cata to satisfy Recovery Time Objectives (RT0s) and
[Recovery Point Objectives (RPOs)
[See FDE for description. Use of Cryptographic [Mechanisms exist to facilitate the implementation of cryptographic
T1025 IData from Removable Medial Functional Intersects With cDxfw‘g P! CRY-01 [protections controls using known public standards and trusted cryptographic
[technologies
T1025 IData from Removable Media|>¢® FOE for description. Functional | Intersects With | Encrypting Data At Rest crv0s (SRt exist to prevent disclosure of data
. [See FDE for description. 8 i Cybersecurity & Data [Mechanisms exist to bind cybersecurity and data protection attributes to
1025 Data from Removable Media) Functional | Intersects With |  protection Attributes DCH-05linformation as it is stored, transmitted and processed.
[See FDE for description. N [Mechanisms exist to restrict the use of types of digital media on systems or
T1025 IData from Removable Media Functional | Intersects With Media Use DCH10 e components
[See FDE for description. N . [Mechanisms exist to protect data storage objects against unauthorized data
T1025 IData from Removable Media Functional | Intersects With | Data Mining Protection DCHI6 e data harvesting technigues.
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See FDE for description IMechanisms exist to identify and document the location of information and
i i i i
1025 IData from Removable Media| Functional | Intersects With | Information Location D28 e o e o o o
|See FDE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
i i i i
1025 IData from Removable Media| Functional | Intersects With fretrii, END-g  [Mechanisms ox
[See FDE for description. Port & Input / Output (1/0) [Mechanisms exist to physically disable or remove unnecessary connection
1025 IData from Removable Medial Functional | Intersects With cInput / Dutput D12 e o At o amsonive et
[See FOE for description IMechanisms exist to proactively govern account management of individual,
i i individu
1025 IData from Removable Media| Functional | Intersects With | Account Management [ECEER iyttt A AN
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
1025 IData from Removable Medial Functional | Intersects With | Access Enforcement AC20 e e arincinla o “loset prviloge
[See FDE for description. [Mechanisms exist to utilize the concept of Ieast privilege, allowing only
lauthorized access to processes necessary to accomplish assigned tasks in
1025 IData from Removable Media| Functional | Intersects With Least Privilege IAC21  [accordance with organizational business functions
T1025 IData from Removable Media|>¢¢ FOE for description Functional | Intersects With | Continuous Monitoring MON-01 xi;"‘j’"r:f";‘i;:ft““ facilitate the implementation of enterprise-wide
1025 Data from Removable Media|56¢ FOE for description. Functional | intersects with | operations securtty opso1lecharisms exis o acitate te implementation of operatonal scurty
[See FDE for description. Mechanisms exist to facilitate the implementation of industry-recognized
Secure Engi securty, compliance and resience practices nthe specfcaton,desian,
ecure Engineering of Technology Assets,
T1025 IData from Removable Medial Functional | Intersects With SEA-0L
Vs . uncti : Principles |Applications and/or Services (TAAS).
[See FDE for description. rocn i qoron. o -
echanisms exit o develop, document and maintan secure baseline
T1027 Obfuscated Fles or Functional | Intersects With Secure Baselne CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t lthat are (unslstent with industry-accepted system hardening standards.
[See FOE for description e o doveton. a —— P~
lechanisms exist to develop, document and maintain secure baseline
1027 Obfuscated Fles or Functional | Intersects With Secure Baseline cFG-02 for Technology Assets, Applications and/or Services (TAAS)
9t |that are consistent with industry-accepted system hardening standards.
Obm“ated NES or See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities.
1027 uscat Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
Obfuscated Files or |75 "0 for description Malicious Code Protection exist to utilize to detect and eradicate
1027 Information Functional | Intersects With (Anti-Malware) END-04 Imalicious code.
|See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
1027 Obfuscated Files or Functional | Intersects With |  Endpoint File Integrity END-06 [technologies, to detect and report on unauthorized changes to selected files
Information Monitoring (FIM)
Jand configuration settings.
Obfuscated Files or _[see FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1027 uscated e Functional | Intersects With | Access Enforcement AC20 e e principle of “loet prviloge
Obfuscated Files or _[oee FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1027 uscated e Functional | Intersects With |  Continuous Monitoring mon-01  [Tecratien: oo
Obfuscated Files or e FOE for description. Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
T1027 Infor Functional | Intersects With Patching VPM-05 |1ccets, Applications and/or Services (TAAS), including firmware.
e FOE for description. Malicious Code Protection exist to utilize to detect and eradicate
T1027.002 Software Packing Functional | Intersects With PR END04  |Mechanisms ex
See FDE for description. Endpoint File Integrit [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1027.002 Software Packing Functional | Intersects With Vonitoring (i END-06 [technologies, to detect and report on unauthorized changes to selected files
9 land configuration settings.
[See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1027.002 Software Packing Functional | Intersects With |  Continuous Monitoring mon-01  [TeeTaTien: e
ee FOE for description. Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
T1027.002 Software Packing Functional | Intersects With Patching VPM-05 |accets, Applications and/or Services (TAAS), including firmware.
[See FDE for description. atcious Code Protecton Mechanisms exist to Utilize antimalware technologies to detect and eradicate
i i .04 [malicious code
T1027.007 Dynamic API Resolution Functional | Intersects With or o END-04
[See FDE for description. . } Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1027.007 Dynamic API Resolution Functional | Intersects ith |  EN4POINt Flle Intearity END-06  [technologies, to detect and report on unauthorized changes to selected files
onitoring (FIM) land configuration settings.
1077007 Dynamic APl Resolution |Fe€ FDE for descripion. Functional | tersects with | Continuous Monitoring on-or_[Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description. , Mechanisms exist to conduct software patching for all deployed Technology
T1027.007 Dynamic API Resolution Functional | Intersects with | SOT3e & fumvare VPM.05  |Assets, Applications and/or Services (TAAS), including firmware.
[See FDE for description. atcious Code Protection Mechanisms exist to Utilize antimalware technologies to detect and eradicate
i .04 [malicious code.
T1027.008 Stripped Payloads Functional | Intersects With Cr oy END-04
See FDE for description. Endpoint File Integrit Mecnamsms exist to utilize File Integrity Monitor (FIM), or similar
T1027.008 Stripped Payloads Functional | Intersects With Vonitoring (g END-06 [technologies, to detect and report on unauthorized changes to selected files
9 land mnﬁgurauon settings.
1077008 Stipped Paylonds _|55¢ FDE for description. Functional | Intersects with | _ Continuous Monoring MON.01_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
e FOE for description. Software & Firmware IMechanisms exist to conduct software patching for all deployed Technology
T1027.008 Stripped Payloads Functional | Intersects With Patching VPM-05 |7csets, Applications and/or Services (TAAS), including firmware.
e FOE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1027.009 Embedded Payloads Functional | Intersects With Frtr by END04  |Mechanioms ex
[See FDE for description. Endpoint File Integrit Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1027.009 Embedded Payloads Functional | Intersects With Vonitoring (F END-06 [technologies, to detect and report on unauthorized changes to selected files
9 land configuration settings.
1077000 Embedded Payloads |55 FDE for description. Functional | tersects With | Continuous Monitoring on-oL_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description.
11027.009 Embedded Payloads functional | Intersects with | Software & Firmware VpM.0s | Mechanisms exist to conduct software patching for all deployed Technology
tching |Assets, Applications and/or Services (TAAS), including firmware.
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1027.010 Command Obfuscation Functional | Intersects With >ecure Baseline crG-02 chnology Assets, Applications andjor Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
e FOE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1027.010 Command Obfuscation Functional | Intersects With e rieai enD.0s  [Mechanisms ex
1077010 Command Obfuscation 52 FOE for description. Functional | Intersects with | Continuous Monltoring MON-01_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
T1027.010 Command Obfuscation | >¢© " DE for description. Functional | Intersects With |  Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs.
pS— Fiotess Storage _|5°€ FDE for description Functional | Intersects With | Contimuous Monftoring MON-01_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
e FOE for description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1027.012 LNK Icon Smuggling Functional | Intersects With e TR enD-oa  [Mechanisms ex
S LK Icon Smuggling |56 FOE for description Functional | Intersects With | Contimuous Monftoring MON-01_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
ee FOE for description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1027.013 Encrypted/Encoded File Functional | Intersects With preEreni enD-oa  [Mechanisms ex
See FOE for description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1027.014 Polymorphic Code Functional | Intersects With frErieni enD-0a  [Mechanisms ex
See FDE for description - -
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1029 Scheduled Transfer Functional | Intersects With >ecure Baseline cFG-02 chnology Assets, Applications andor Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description - -
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1029 Scheduled Transfer Functional | Intersects With >ecure Baseline cFG-02 chnology Assets, Applications andor Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description. Security, Compliance & . ; i
. IMechanisms exist to provide a security, compliance and resilience controls
1029 Scheduled Transfer Functional | Intersects With et P02 loversight function that reports to the organization's executive leadership.
[See FDE for description.
Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1029 Scheduled Transfer Functional | Intersects With fraEriani eND-0a  [Mechanisms ex
07 scheduled Transfer _|5%€ FDE for description Functional | Intersects With | Continuous Monftoring Mon-01_|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
See FDE for description IMechanisms exist to monitor and control communications at the external
T1029 Scheduled Transfer Functional | Intersects With | Boundary Protection T 03 e o ot Koy Itbrml Do et s oo
[See FDE for description Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLs) to
T1029 Scheduled Transfer Functional | Intersects With NET-04 [provide data flow enforcement that explictly restrict network traffic to only
Access Control Lists (ACLS)
what is authorized.
[See FDE for description
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1030 Data Transfer Size Limits Functional | Intersects With wecure Baseline crG-02 chnology Assets, Applications andor Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1030 Data Transfer Size Limits Functional | Intersects With wecure Baseline cFG-02 echnology Assets, Applications andor Services (TAAS)
9! that are consistent with industry-accepted system hardening standards.
[See FDE for description Security, Compliance &
. IMechanisms exist to provide a security, compliance and resilience controls
T1030 Data Transfer Size Limits Functonsl | Itersecs Wit | Resllence Contrls P02 o that reports 1o the Srgammations oxacatne leaderetin
[See FDE for description
Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1030 Data Transfer Size Limits Functional | Intersects With e e ot eND-0a  [Mechanisms ex
1030 Data Transfer Size Limits.[56€ FDE for description Functional | Intersects With | Continuous Monftoring MoN-01_|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
See FDE for description- IMechanisms exist to monitor and control communications at the external
T1030 Data Transfer Size Limits Functional | Intersects With | Boundary Protection T 03 e oy o ot Koy Itbval Boumdarics wahim s et
See FDE for description. Data Flow Enforcement - IMechanisms exist to implement and govern Access Control Lists (ACLs) to
T1030 Data Transfer Size Limits Functional | Intersects With NET-04 [provide data flow enforcement that explictly restrict network traffic to only
Access Control Lists (ACLS) e oo
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'See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036 Masquerading Functional | Intersects With wecute Daseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS)
9t |that are consistent with industry-accepted system hardening standards.
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
1036 Masquerading Functional | Intersects With wecure Daseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS)
9t |that are consistent with industry-accepted system hardening standards.
[See FDE for description. [Mechanisms exist to configure systems to provide only essential capabilities
T1036 Masquerading Functional | Intersects With | Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. Security, Compliance & [Mechanisms exist to provide a security, compliance and resilience controls
1036 Masquerading Functional | Intersects With | Resilience Controls CPL02  [oversight function that reports to the organization's executive leadership.
versig
[See FDE for description. Maicious Code Protection Mechanisms exist to utilize antimalware technologies o detect and eradicate
i i .04 |malicious code.
1036 Masquerading Functional | Intersects With fretrie, END-04
[See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1036 Masquerading Functional Intersects With Endpoint File Integrity END-06  |technologies, to detect and report on unauthorized changes to selected files
Monitoring (FIM) land configuration settings.
|See FDE for description. & [Mechanisms exist to identify and authenticate third-party Technology Assets,
) . Authentication for Third- |Applications and/or Services (TAAS).
1036 Masquerading Functional | Intersects With | Party Technology Assets, |  IAC-05
pplications and/or Services|
|See FDE for description. Tdentincation & [Mechanisms exist to identify and authenticate third-party Technology Assets,
. ) Authentication for Third- |Applications and/or Services (TAAS).
1036 Masquerading Functional | Intersects With | Party Technology Assets, |  IAC-05
|Applications and/or Services|
iy
[See FDE for description. [Mechanisms exist to proactively govern account management of individual,
1036 Masquerading Functional | Intersects With | Account Management IAC15  [group, system, service, application, guest and temporary accounts.
[See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1036 Masquerading Functional | Intersects With | Access Enforcement IAC20  |Contorm to the principle of -leact rivilege -
[See FOE for description Mechanisms exist to utilize the concept of Ieast privilege, allowing only
) ) lauthorized access to processes necessary to accomplish assigned tasks in
1036 Masquerading Functional | Intersects With Least Privilege IAC21  [accordance with organisational business functions
[See FOE for description Mechanisms exist to facilitate the implementation of enterprise-wide
T1036 Masquerading Functional | Intersects With |  Continuous Monitoring MON-01 | ol
0% Masquerading [See FOE for description Functional | itersects with | input Data valdation Tomng _[Mechanisms exist to check the valldity of information Imputs
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.001 Invalid Code Signature Functional | Intersects With s CFG-02 for Technology Assets, Applications and/or Services (TAAS)
onfigurations
[that are consistent with industry-accepted system hardening standards.
[See FOE for description. Mechanisms exist to develop, document and maintain secure baseline
) ) ) Secure Baseline configurations for Technology Assets, Applications and/or Services (TAAS)
T1036.001 Invalid Code Signature Functional Intersects With Configurations CFG-02  that are consistent with industry-accepted system hardening standards.
|See FDE for description. Endpoint File Integrit [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1036.001 Invalid Code Signature Functional | Intersects With o e END-06 [technologies, to detect and report on unauthorized changes to selected files
Monitoring (FIM)
Jand configuration settings.
[See FDE for description. T s
uthentication for Third-
Tio36.001 Inveld Code Signature Functional | ntersects with | party Technology Assets, |  1AC-0s |ylechanisms existto identity and authenticate thircparty Technlogy Assets,
|Applications and/or Services| PPl -
(TAAS)
[See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1036.001 Invalid Code Signature Functional | Intersects With |  Continuous Monitoring mon-01  [TeeTaTien: e
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.003 Rename System Utilties Functional | Intersects With gcure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS)
9! ithat are consistent with industry-accepted system hardening standards.
[See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.003 Rename System Utilties Functional | Intersects With gcure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS)
9t ithat are consistent with industry-accepted system hardening standards.
[See FDE for description. Security, Compliance & ; N N
i d IMechanisms exist to provide a security, compliance and resilience controls
T1036.003 Rename System Utilties Functonal | ntersects with | Resiience Contrls L2 e mction thet reporta 1o the Srqamaations oxecutve leadership:
oee FOE for description. Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1036.003 Rename System Utilties Functional | Intersects With R, END04  |Mechanioms ex
ee FOE for description. IMechanisms exist to proactively govern account management of individual
T1036.003 Rename System Utilties Functional | Intersects With |  Account Management [ ER i et e A g
[See FOE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1036.003 Rename System Utilties Functional | Intersects With | Access Enforcement 20 O e aeioln o~ oot s
[See FDE for description.
IMechanisms exist to utilize the concept of least privilege, allowing only
T1036.003 Rename System Utilties Functional | Intersects With Least Privilege IAC21  [authorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
11036003 Rename System Utlties|F€ FDE for description. Functional | Intersects with | _ Continuous Monloring MON.01_|Miechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description. een — F—— -
echanisis exist 0 develop, document and maintan secure baseline
T1036.005 Match Leglimate Name or Functional | Intersects With Secure Baseline CFG-02 echnology Assets, Applications and/or Services (TAAS)
9 hat are cansistent with industry.accepted system hardening standards
[See FDE for description. e o doveton. @ F—— -
lechanisms exist to develop, document and maintain secure baseline
T1036.005 Match Legldmate Name or Functional | Intersects With Secure Baseline CFG-02 chnology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
[See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities
T1036.005 Match Lepitimate Name oF Functional | Intersects With Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. Security, Compliance &
Match Legitimate Name or y 3 p IMechanisms exist to provide a security, compliance and resilience controls
T1036.005 cation Functional | Intersects With | Resilerce Controls P02 oversight function that reports to the organization's executive leadership.
Match Legitimate Name or | 2% FPF o description- Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1036.005 glimate Functional | Intersects With e enD-0s  [Mechanisms ex
[See FDE for description. [Mechanisms exist to utilize Fue Integrity Monitor (FIM), or similar
T1036.005 Match Legldmate Name or Functional | Intersects ith |  EndpointFile '("F‘ﬁ?)”“’ END-06  [technologies, to detect and report on unauthorized changes to selected files
9 land configuration settings.
[See FDE for description. T s
uthentication for Third-
T1036.005 Match Legldmate Name or Functional | Intersects With | Party Technology Assets, 1AC05  [ylechanisms §::/;;°5:1:’|‘(‘g ﬁ'ﬂ;‘;‘“e”““‘e third-party Technology Assets,
|Applications and/or Services P! -
(TAA
Match Legitimate Name or ¢ | DF for description. IMechanisms exist to proactively govern account management of individual,
T1036.005 glimate Functional | Intersects With | Account Management L R ST AN :
Match Legitimate Name or [see FDE for description. ; Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1036.005 limate. Functional | Intersects With | Access Enforcement IAC20 |C i orm to the principle of "least privilege,
[See FDE for description echan o utize ot lonst oivoge, o .
lechanisms exist to utilize the concept of least privilege, allowing only
T1036.005 Match Legitimate Name or Functional | Intersects With Least Privilege IAC-21  [authorized access to processes necessary to accomplish assigned tasks in
laccordance with organizational business functions.
Match Legitimate Name or [see FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1036.005 fimate. Functional | Intersects With |  Continuous Monitoring moN-01  [Nectaniens exiot i
T1036.005 Watch Legitimate Name or [See FDE fo descrpton Functonal | ntersects With | Input Data valldation | TOA18._|Mechanisms exit to check the valdity of informatan nputs.
[See FDE for description - -
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.007 Double File Extension Functional | Intersects With >ecure Baseline CFG-02  [configurations for Technology Assets, Applications and/or Services (TAAS)
9 that are consistent with industry-accepted system hardening standards.
See FDE for description. -
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.007 Double File Extension Functional | Intersects With >ecure Baseline crG-02 chnology Assets, Applications andor Services (TAAS)
9 lthat are consistent with industry-accepted system hardening standards.
[See FDE for description. IMechanisms exist to configure systems to provide only essential capabilities
T1036.007 Double File Extension Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description Security, Compliance & . i i
. IMechanisms exist to provide a security, compliance and resilience controls
T1036.007 Double File Extension Functonal | Intersecs Wit | Resllence Contrls P02 | o thet reports to the Srcamiations oxacatne laaderetin
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1036.007 Double File Extension Functional | Intersects With Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users organizational users.
11036007 Double File Extension _|5¢€ FDE for description. Functional | Intersects With | Continuous Monftoring MoN-01_|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
[See FDE for description IMechanisms exist to configure systems to provide only essential capabilities
T1036.008 Masquerade File Type Functional | Intersects With | Least Functionality CFG-03  |by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description
Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1036.008 Masquerade File Type Functional | Intersects With e e ot enD-oa  [Mechanisms ex
11036008 Masquerade Fle Type |56 FOE for description Functional | Intersects With | Continuous Monftoring MoN-01_|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls.
See FDE for description IMechanisms exist to monitor and control communications at the external
T1036.008 Masquerade File Type Functional | Intersects With | Boundary Protection T 03 e erary o ot Koy Imtbral Boudares wahim s et
T1036.008 Masquerade File Type | >¢€ FDE for description. Functional | Intersects With |  Input Data Validation TDA18 | Mechanisms exist to check the validity of information inputs.
T1036.009 Break Process Trees  [c¢ FDE for description. Functional | No Relationship NA NA NA [T =R e e
See FDE for description.
Secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1036.010 Masquerade Account Name Functional | Intersects With wecure Baseline crG-02 o Technology Assets, Applications and/or Services (TAAS)
9! ot are consistent with industry-accepted system nardening standords.
[See FDE for description. Identification & [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1036.010 Masquerade Account Name Functional | Intersects With Authentication for IAC-02  [and Audit (AAA) organizational users and processes acting on behalf of
Organizational Users organizational users.
|See FDE for description. IMechanisms exist to proactively govern account management of individual,
T1036.010 Masquerade Account Name Functional | Intersects With | Account Management L v it A A
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[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1036.010 Masquerade Account Name Functional | Intersects With | Access Enforcement AC20 o the principle of “least privilege.”
11036010 Masquerade Account Name 2% FDE for description Functional | Intersects With | Continuous Monitoring MON-01 _|Mechanisms exist to facilitate the implementation of enterprise-wide
Imonitoring controls
[See FDE for description. ecn o develon. @ o maint asel
lechanisms exist to develop, document and maintain secure baseline
T1037 Boot or Logon Initalization Functional | Intersects With Secure Baselne CFG-02 for Technology Assets, Applications and/or Services (TAAS)
P! 9t |that are consistent with industry-accepted system hardening standards.
[See FOE for description. ecn +to develon. @ ©and maint asel
lechanisms exist to develop, document and maintain secure baseline
T1037 Boot or Logon initalization Functional | Intersects With Secure Baselne CFG-02 for Technology Assets, Applications and/or Services (TAAS)
P! 9! |that are consistent with industry-accepted system hardening standards.
Boot or Logon Initialization See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities
T1037 Seriots Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
rvices.
[See FOE for description. Security, Compliance &
Boot or Logon Initialization . A ; IMechanisms exist to provide a security, compliance and resilience controls
1037 cripts Functional | Intersects With “““&":22?.’;"°‘5 CPL-02  loversight function that reports to the organization's executive leadership.
Boot or Logon Initialization |>¢ ¢ 10" description Malicious Code Protection IMechanisms exist to utilize antimalware technologies to detect and eradicate
T1037 ot Functional | Intersects With At Matware) END-04  [MECHaETe
[See FOE for description. [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
1037 Boot or Logon Initialization Functional | Intersects with | Endpoint File Integrity END-06 [technologies, to detect and report on unauthorized changes to selected files
Scripts Monitoring (FIM) g
land configuration settings.
[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1037 Functional | Intersects With | Access Enforcement IAC20 | o the principle of “least privilege.”
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1037 Functional | Intersects With |  Continuous Monitoring MoN-01 e eontrole
[See FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1037 Eripte Functional | Intersects With Remote Access NET-14 e e orctrade,
See FDE for description. Mechanisms exist to configure systems to provide only essential capabilities.
T1037.001 Logon Script (Windows) Functional | Intersects With Least Functionality CFG-03  [by specifically prohibiting or restricting the use of ports, protocols, and/or
services.
[See FDE for description. [Mechanisms exist to define, control and review organization-approved,
T1037.001 Logon Script (Windows) Functional | Intersects With Remote Access NET-14 e e cnethode,
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1037.002 Login Hook Functional | Intersects With CFG-02 ions for Technology Assets, Applications and/or Services (TAAS)
Configurations
lthat are consistent with industry-accepted system hardening standards.
[See FDE for description.
secure Baseline IMechanisms exist to develop, document and maintain secure baseline
T1037.002 Login Hook Functional | Intersects With CFG-02 ions for Technology Assets, Applications and/or Services (TAAS)
Configurations
that are consistent with industry-accepted system hardening standards.
[See FDE for description. Security, Compliance &
i g ; IMechanisms exist to provide a security, compliance and resilience controls
T1037.002 Login Hook Functional | Intersects With “““g\;‘;fsfgf"t‘"“‘s P02 loversight function that reports to the organization's executive leadership.
e FOE for description. Malicious Code Protection exist to utilize to detect and eradicate
T1037.002 Login Hook Functional | Intersects With A amare) END-04  [MEchameme o
See FDE for description. Endpoint File Integrit [Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1037.002 Login Hook Functional | Intersects With Vonitoring (1 END-06 [technologies, to detect and report on unauthorized changes to selected files
9 land configuration settings.
[See FDE for description. [Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1037.002 Login Hook Functional | Intersects With | Access Enforcement IAC20 | o the principle of “least privilege.”
[See FDE for description. [Mechanisms exist to facilitate the implementation of enterprise-wide
T1037.002 Login Hook Functional | Intersects With |  Continuous Monitoring MoN-01 g controls.
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