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See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline fo Assets, and/or Services
1001 Data Obfuscation Functional |Intersects With e Basel CFG-02 ' ' 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
See FDE for description.
r descripti Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1001 Data Obfuscation Functional |Intersects With|  Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 3
Oversight teadership.
See FDE for description.
rdeseriptl Malicious Code exist to utilize antii to detect and
1001 Data Obfuscation Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. oo 1o facilitate the motementation of ont .
T1001 Data Obfuscation Functional | Intersects With| Continuous Monitoring | MON-01 | conanisms exist tofacifitate the iImplementation of enterprise-wide 3
monitoring controls.
SeeFOedm T ToTTOr BT e
T1001 Data Obfuscation o6 FOE for description Functional | Intersects With| Boundary Protection NET-03 |external network boundary and at key internal boundaries within the 3
See FDE for description. Data Flow B existto and govern Access Control Lists
1001 Data Obfuscation Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized.
Sou FOE for doscrimtion. T O
T1001.001 Junk Data Functional | Intersects With CFG-02 o ssets, andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
See FDE for description.
Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1001.001 Junk Data Functional |Intersects With| ~Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight teadership.
See FDE for description.
T1001.001 Junk Data Functional | Intersects it | Malicious Code END-04 exist to utilize todetect and 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. oo 1o facilitate the motementation of ont .
T1001.001 Junk Data Functional | Intersects With| Continuous Monitoring | MON-01 | conanisms exist tofacilitate the iImplementation of enterprise-wide 3
monitoring controls.
See FDE for description. Mechanisms exist to monitor and control communications at the
T1001.001 Junk Data Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
Sea FOE Tor dssarimton. o, = TTECTTSTTS EXsTT TTgoverTRTTESS COMmToTTIST
T1001.001 Junk Data Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
See FDE for description. ) Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline -
T1001.002 Steganography Functional [ Intersects With| o 1c D°e e CFG-02 for Assets, and/or Services 3
¢ (TAAS) that are consistent with industry-accepted system hardening
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
T1001.002 Steganography Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight i
See FDE for description. exist to utilize to detect and
Malicious Cod eradicate malicious code.
T1001.002 Steganography Functional | Intersects With alicious Gode END-04 3
Protection (Anti-Malware)
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring controls.
T1001.002 Steganography Functional |Intersects With| Continuous Monitoring | MON-01 3
See FDE for description. Mechanisms exist to monitor and control communications at the
T1001.002 Steganography Functional |IntersectsWith| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
See FDE for description. Data Flow B existto and govern Access Control Lists
T1001.002 Steganography Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized.
T TECTaTTSTTS-EKISR 0 GEVETOPs TOCTT oM ST T T SSCUTe DaSeuTTe
Protocolor See FDE for description. Secure Basell
T1001.003 rotocor or Semvice | See FLE for deseription Functional | Intersects With [ oo e 22 e CFG-02 for Assets, Applications and/or Services 3
orotonotors See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
rotocol or Service
T1001.003 Impersonation Functional Intersects With Resilience Controls CPL-02 controls oversight function that reports to the organization's executive 3
P Oversight i
See FDE for description. ist to util ies to detect and
Protocol or Service |00 D Tor deseription. Malicious Code N existtouttize o detectan
T1001.003 Functional | Intersects With END-04 |eradicate malicious code. 3
Impersonation Protection (Anti-Malware)
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
Protocol or Servi it trols.
T1001.003 rotocol or Service Functional | Intersects With| Continuous Monitoring | MON-01 | Omtering controls. 3
Impersonation
See FDE for description. Mechanisms exist to monitor and control communications at the
Protocol or Servi teral network boundary and at key internal boundaries within th
T1001.003 rotocol or Service Functional |Intersects With| Boundary Protection NET-03 | SXternatnetworkboundary and atkey internal boundaries within the 3
Impersonation network.
See FDE for description. Data Flow B existto and govern Access Control Lists
Protocol o Service .
T1001.003 e o Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
P (ACLs) traffic to only what is authorized.
See FDE for description. Mechanisms exist to create recurring backups of data, software and/or
T1003 S Credential Dumping Functional | Intersects With Data Backups BCD-11  [system images, as well as verify the integrity of these backups, to 3
ensure the availability of the data to satisfy Recovery Time Objectives
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1003 0S Credential Dumping Functional | Intersects With CFG-02 nanist > 3
c for Assets, and/or Services
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1003 0S Credential Dumping Functional |Intersects With|  Least Functionality CFG-03  [capabilities by specifically prohibiting or restricting the use of ports, 3
tocols, and/or services.
See FDE for description.
Tt Access Restriction For exist to enforce ictions in an effort to
T1003 0S Credential Dumping Functional Intersects With CHG-04 3
Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. ] ) )
Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1003 S Credential Dumping Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight leadership.
See FDE for description.
Ci t t it i discl f
T1003 05 Credential Dumping Functional | Intersects With| Encrypting Data AtRest | CRY-05 | P 282" existto preven 3
See FDE for description.
Ccyb &Dat Mechani tto bind cyb ty and data protection attribut
T1003 05 Credential Dumping Functional |Intersects With| CYPersecurity&Data | pq, o |Mechanisms exist to bind cybersecurity and data protection attributes 3
Protection Attributes to information as it is stored, transmitted and processed.
See FDE for description. Mechanisms exist to retain media and data in accordance with
isms exi in medi i wi
T1003 S Credential Dumping Functional |Intersects With| Media & Data Retention | DCH-18 " ‘ 3
applicable statutory, regulatory and contractual obligations.
See FDE for description. Malicious Code exist to utilize ies to detect and
T1003 05 Credential Dumping Tt Functional | Intersects With aliciou END-04 " xSt to Uitz 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
. . Endpoint File Integrity "
T1003 S Credential Dumping Functional | Intersects witn| [P 78 SN END-06  [technologies, to detect and report on unauthorized changes to selected 3
g files and settings.
See FDE for description. Separation of Duties existto and maintain of Duties
T1003 05 Credential Dumping Tt Functional | Intersects With paratl ut HRS-11 X per intain ut 3
(SoD) (SoD) to prevent potential inappropriate activity without collusion.
ToemmCaoT GG TATITSIITS BRIt (O IOt Ty AT CeTTP ey ARITeTae:
‘See FDE for description. e
1003 0S Credential Dumping Functional |Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
See FDE for description. Identifier exist to govern naming standards for usernames and
T1003 0S Credential Dumpi Functional |Intersects With IAC-09 3
redential Pumping unetional | Imtersects W (User Names) Technology Assets, Applications and/or Services (TAAS).
TECTaTTSHTS BXISTt0:
See FDE for description. Authenticatol 1‘|) Securel ¢o authenticators d d d
uthenticator ecurely manage authenticators for users and devices; ant
T1003 0S Credential Dumping Functional |Intersects With IAC-10 ¥ manag 3
Management (2) Ensure the strength of authentication is appropriate to the
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FDE Name Focal Document Element (FDE) Description SCF Control

See FDEfordescrpton. {1)Define authorized system accourt ypes.
ine authoriz u ;
T1003 0S Credential Dumping Functional | Intersects With| Account Management IAC-15 1264 SY; P 3
(2) Define prohibited system account types; and
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
1003 0S Credential Dumping Functional | Intersects With| ~ Access Enforcement 1AC-20 y ! 3
that conform to the principle of "least privilege."
See FDE for description. Mechanisms exist to utilize the concept of Least privilege, allowing only
1003 0S Credential Dumping Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in accordance with organi business functions.
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1003 0S Credential Dumping Functional |Intersects With| Continuous Monitoring | MON-01 3
monitoring controls.
e = TOCTaTTSI S-SRt T T EOVENTRCTESS COMrOT ISt
See FDE for description.
T1003 0S Credential Dumping |0 0o 0" desenption Functional | Intersects With| Access Control Lists NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict network 3
See FDE for description. oo o mtement ! o domain for each
T1003 0S Credential Dumping Functional |IntersectsWith|  Process Isolation SEA-4 | lechanisms existtoimplement a separate execution domain for eac 3
executing process.
1003 05 Credential Dumping |5°° FOE o deserption. Functional. | intersectswitn|  SOTWere & Firmware | T Mechanismes exist o conduct software patching for al deployed R
Patching Technology Assets, and/or Services (TAAS), including
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseli [ Assets, d/or S
T1003.001 LSASS Memory Functional | Intersects With ecure Baseline CFG-02 o Ssets andfor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
AT TS EX T OO TE T Sy STETTTS 0TV DTy eSSeTTaT
See FDE for description. BOTE ST I v
T1003.001 LSASS Memory Functional |Intersects With|  Least Functionality CFG-03  [capabilities by specifically prohibiting or restricting the use of ports, 3
See FDE for description.
e PO for description Access Restriction For exist to enforce ictions in an effort to
T1003.001 LSASS Memory Functional | Intersects With CHG-04 3
Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. eeT Mechanisms exist to provide a security, compliance and resilience
T1003.001 LSASS Memory Functional |Intersects With|  Resilience Controls cpL02 ’ 3
- . controls oversight function that reports to the 's executive
See FDE for description. c exist to prevent discl f
T1003.001 LSASS Memory Functional | Intersects With| Encrypting Data AtRest | CRY-05 |data at rest. 3
See FDE for description. exist to utilize anti to detectand
Malicious Cod dicate mal de.
T1003.001 LSASS Memory Functional | Intersects With alicious Code END-0g | Sradicate maficious code. 3
Protection (Anti-Malware)
See FDE for description.
Separation of Duties isms exist to and maintain ion of Duties
T1003.001 LSASS Memory Functional | Intersects With HRS-11 3
(SoD) (SoD) to prevent potential inappropriate activity without collusion.
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1003.001 LSASS Memory Functional |IntersectsWith|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
o Users behalf of users.
See FDE for description. Authenticat Mech: tto:
T1003.001 LSASS Memory o6 FDE for description Functional | Intersects With uthenticator IAC-10 echanisms exist to . 3
(1) Securely manage for users and devices; and
CITTISTITS SXIST (0-
See FDE for description. ‘;“‘D B - ‘: . ypes:
T1003.001 LSASS Memory Functional | Intersects With| Account Management Iac-15 | (1) Define authorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mech: tto enforce Logical Access Control (LAC
T1003.001 LSASS Memory o6 FDE for description Functional | Intersects With| Access Enforcement IAC-20 lechanisms exist to enforce Logical Access Control (LAC) permissions 3
that conform to the principle of "least privilege.”
See FDE for description. Mechanisms exist to utilize the concept of Least privilege, allowing only
T1003.001 LSASS Memory Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in with organi business functions.
See FDE for description. Mech: tto facilitate the implementation of ent wid
T1003.001 LSASS Memory o6 FDE for description Functional | Intersects With| Continuous Monitoring | MON-01 | o* a"'s'“:;x[‘rsol: acilitate the implementation of enterprise-wide 3
See FDE for description. Data Flow B isms exist to and govern Access Control Lists
T1003.001 LSASS Memory Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized.
See FDE for description. Mech: ttoimplement ( tion domain for each
T1003.001 LSASS Memory o6 FDE for description Functional |Intersects With|  Process Isolation SEA-04 | echanisms existtoimplement a separate execution domain for eac 3
executing process.
See FDE for description. ) Mechanisms exist to isolate security functions from non-security
Security Function
T1003.001 LSASS Memory Functional | Intersects With . SEA-04.1 [functions. 3
Isolation
See FDE for description. Mech: ist to implement security safeguards to protect syst
T1003.001 LSASS Memory e FDE for description Functional |Intersects With|  Memory Protection SEa-g | echanisms existtoimplement security safeguards to protect system 3
memory from code execution.
See FDE for description. Mechanisms exist to conduct software patching for all deployed
Software & Fi Technology Assets, Applicati d/or S (TAAS), includi
T1003.001 LSASS Memory Functional | Intersects ith | SCftware&Firmware 1 -\ p o | Technology Assets, Applications and/or Services (TAAS), including 3
Patching firmware.
Security Account | See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1003.002 Functional | Intersects With CFG-02 e > 3
Manager c for Assets, and/or Services
Securty Account | 5€ FOE for description. Mechanisms exist to configure systems to provide only essential
7T1003.002 e Functional | Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
© protocols, and/or services.
Security Account | See FDE for description. ‘Access Restriction For isms exist to enforce ictions in an effort to
T1003.002 Functional | Intersects With CHG-04 ’ 3
Manager Change restrict the ability of users to conduct changes.
SecTmy, GO - -
Security Account | See FDE for description. Mech: tto provid ty, compl d resil
11005.002 ecurity Accoun e FDE for description. runctional Iintersacts with | meaonrer CpLoz |Mechanisms exist o provide a securty, compliance and resilience R
Manager tence ¢ controls oversight function that reports to the 's executive
Security Account | See FDE for description. G exist to prevent discl f
T1003.002 Functional | Intersects With| Encrypting Data AtRest | CRY-05 3
Manager data at rest.
See FDE for description.
Security Account o6 FDE for description Malicious Code iisms exist to utilize anti to detect and
T1003.002 Functional | Intersects With END-04 3
Manager Protection (Anti-Malware) eradicate malicious code.
See FDE for description.
11003.002 Security Account Functional | intersects witn|  Separationof Duties | oo exist o implement and maintain of Duties s
Manager (SoD) (S0D) to prevent potential inappropriate activity without collusion.
See FDE for description.
Security Account Tt Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
i
T1003.002 ':4 ¥ Accou Functional | Intersects With|  Authentication for IAC-02  |Authorize and Audit (AAA) organizational users and processes acting on 3
anager Organizational Users behalf of organizational users.
See FDE for description. Mechanisms exist to:
Security Account Authenticator .
T1003.002 Functional | Intersects With IAC-10 (1) Securely manage authenticators for users and devices; and 3
Manager Management
(2) Ensure the strength of is to the
Security Account | See FDE for description. Mechanisms exist to:
T1003.002 Functional Intersects With|  Account Management IAC-15 3
Manager (1) Define authorized system account types;
Seourity Account |52 FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1003.002 Ma‘i!age Functional Intersects With Access Enforcement IAC-20 that conform to the principle of "least privilege." 3
-
Security Account | See FDE for description. ) Mechanisms exist to utilize the concept of Least privilege, allowing only
T1003.002 Functional | Intersects With Least Privilege IAC-21 ! 3
Manager access to processes necessary to assigned
See FDE for description.
Security Account Tt Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.002 Functional Intersects With | Continuous Monitoring MON-01 3
Manager monitoring controls.
Security Account | See FDE for description. Mechanisms exist to implement a separate execution domain for each
T1003.002 Functional |Intersects With|  Process Isolation SEA-04 ' 3
Manager executing process.
See FDE for description. Mechanisms exist to create recurring backups of data, software and/or
T1003.003 NTDS Functional | Intersects With Data Backups BCD-11  [system images, as well as verify the integrity of these backups, to 3
ensure the availability of the data to satisfy Recovery Time Objectives
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1003.003 NTDS Functional | Intersects With CFG-02 3
c for Technology Assets, and/or Services
See FDE for description.
rdeseriptl Access Restriction For isms exist to enforce ictions in an effort to
T1003.003 NTDS Functional | Intersects With CHG-04 3
Change restrict the ability of users to conduct unauthorized changes.
Soa FOE for dvsaripton. Ty STt provTe STy amTESTeTT
T1003.003 NTDS Functional |Intersects With|  Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 3
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See FDE for description.
Ci exist to prevent discl f
T1003.003 NTDS Functional | Intersects With| Encrypting Data At Rest | CRY-05 wlst to prevs 3
data at rest.
See FDE for description. Cybersecurity & Data Mechanisms exist to bind cybersecurity and data protection attributes
T1003.003 NTDS rdeseript Functional |Intersects With| 7~ ooou > DCH-05 | o amsme exist fo bind eyborsecurtty protection atribu 3
Protection Attributes to as it is stored, and processed.
See FDE for description. Mechanisms exist to retain media and data in accordance with
7T1003.003 NTDS Functional |Intersects With| Media & Data Retention | DCH-18 3
licable statutory, regulatory and
See FDE for description. exist to utilize to detect and
eradicate malicious code.
T1003.003 NTDS Functional | Intersects Wi | Maicious Code END-04 3
Protection (Anti-Malware)
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
technologies, to detect and report on unauthorized changes to selected
T1003.003 NTDS Functional | Intersects Wit [ EMIPOIt File INFG8Iity |y, g ¢ P & 3
Monitoring (FIM) files and configuration settings.
See FDE for description. existto and maintain of Duties
SoD) to prevent potential inappropriate activity without collusion.
T1003.003 NTDS Functional | Intersects With Se"a'a'(';’:;)' Duties | ps.qq |(SeDItoP P Pprop Y 3
See FDE for description. = Mech: t \y identify and centrally Authenticate,
T1003.003 NTDS e PO for description Functional |Intersects With|  Authentication for IAC-02 | Hechanisms exist to uniquely identify and centrally Authenticate, 3
. Authorize and Audit (AAR) users and processes acting on
See FDE for description. Mechanisms exist to:
Authenticator
T1003.003 NTDS Functional | Intersects With o IAC-10 (1) Securely manage authenticators for users and devices; and 3
e (2) Ensure the strength of ication is iate to the
See FDE for description. Mech: tto:
T1003.003 NTDS o6 FOE for description Functional | Intersects With| Account Management IAC-15 echanisms exist to 3
(1) Define authorized system account types;
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1003.003 NTDS Functional | Intersects With| ~ Access Enforcement IAC-20 : ! 3
that conform to the principle of "least privilege."
See FDE for description. Mech tto utilize th tof least privilege, all L
T1003.003 NTDS o6 FOE for description Functional | Intersects With Least Privilege 1AC-21 echanisms exist to utilize the concept of least privilege, allowing only 3
authorized access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.003 NTDS Functional |Intersects With| Continuous Monitoring | MON-01 |monitoring controls. 3
See FDE for description. Mechanisms exist to implement a separate execution domain for each
T1003.003 NTDS Functional | Intersects With|  Process Isolation SEA-04 |executing process. 3
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1003.004 LSA Secrets Functional | Intersects With CFG-02 3
c for Assets, and/or Services
See FDE for description. . exist to enforce inaneffort to
Access Restriction For A ;
T1003.004 LSA Secrets Functional | Intersects With Chang CHG-04 | restrict the ability of users to conduct unauthorized changes. 3
ange
Sea FOE Tor dssarimton. Ty roTToprovTE T SECTTY: eSS
T1003.004 LSA Secrets Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
See FDE for description. ) )
c exist to prevent discl f
T1003.004 LSA Secrets Functional |Intersects With| Encrypting Data AtRest | CRY-05 3
data at rest.
See FDE for description. Malicious Code exist to utilize anti to detectand
T1003.004 LSA Secrets Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. existto and maintain of Duties
SoD) to prevent potential inappropriate activity without collusion.
T1003.004 LSA Secrets Functional | Intersects With SEVE'E'(';’;D“: puties | pg.qq |(SeDItoP P Pprop Y 3
See FDE for description. = Mech: t \y identify and centrally Authenticate,
T1003.004 LSASecrets e FDE for description Functional |IntersectsWith|  Authentication for IAC-0z | Hechanisms exist to uniquely identify and centrally Authenticate, 3
_ Authorize and Audit (AAA) users and processes acting on
See FDE for description. Authenticator Mechanisms exist to:
T1003.004 LSA Secrets Functional | Intersects With IAC-10 3
(1) Securely manage for users and devices; and
See FDE for description. Mechanisms exist to:
(1) Define authorized system account types;
T1003.004 LSA Secrets Functional |Intersects With| Account Management | IAC-15 3
(2) Define prohibited system account types; and
(3) Proactively govern individual, group, system, service,
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
that conform to the principle of "least privilege.”
T1003.004 LSA Secrets Functional | Intersects With| ~Access Enforcement IAC-20 3
See FDE for description. Mech ist to utilize th tof least privilege, all s
T1003.004 LSA Secrets 6 FDE for description Functional |Intersects With Least Privilege 1AC-21  |Mechanisms existto utilize the concept of least privilege, allowing only 3
access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.004 LSA Secrets Functional |Intersects With| Continuous Monitoring | MON-01 |monitoring controls. 3
See FDE for description. Mech: ist to implement ( tion domain for each
T1003.004 LSA Secrets e FDE for description Functional | Intersects With|  Process Isolation SEAQ4 | conanisms existfoimplement a separate execution domain for eac 3
executing process.
) See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Cached Domain Secure Baseline e .
T1003.008 Functional | Intersects With o hase CFG-02 for Assets, and/or Services 3
Credentials Configurations
(TAAS) that are consistent with industry-accepted system hardening
Cached Domai See FDE for description. Mech: ist to confi tems to provide onl tial
T1003.008 ached bomain e FDETor description Functional |Intersects With|  Least Functionality CFG-0g | iochanisms exist to configure systems to provide only essential 3
Credent capabilities by ing or restricting the use of ports,
) See FDE for description. exist to enforce ictions in an effort to
Cached Domain Access Restriction For
T1003.005 Functional Intersects With CHG-04 restrict the ability of users to conduct unauthorized changes. 3
Credentials Change
. Secamy; = - -
Cached D See FDE for description. Mech: tto provid ty, compl d resil
11005.005 ached Domain e FDE for description. runctional Iintersacts with | meaimar e CpLoz |Mechanisms exist o provide a securty, compliance and resilience R
Credential fence G controls oversight function that reports to the 's executive
) See FDE for description. G exist to prevent ized discl f
Cached Domain :
T1003.008 ° Functional |Intersects With| Encrypting Data AtRest | CRY-05 |data atrest. 3
Credentials
Cached Domain | See FDE for description. Malicious Code exist to utilize anti to detectand
T1003.005 Functional Intersects With END-04 3
Credential: Protection (Anti-Malware) eradicate malicious code.
See FDE for description. existto and maintain of Duties
11003.008 Cached Domain Functional | intersocts witn|  SeParationofDuties | o |(SoD) to prevent potential inappropriate activity without collusion. 5
Credentials (SoD)
CachedDomanTSeaTOE for descimton: = T TS Ty TSy
T1003.005 e ! Tt Functional |Intersects With|  Authentication for IAC-02 | Authorize and Audit (AAA) organizational users and processes acting on 3
11003008 Cached Domain | See FDE for description. Functional | intorsoct wii|1denier nC09 exist to govern naming standards for Usernames and R
- unctis i X
Credential (User Names) Technology Assets, and/or Services (TAAS).
See FDE for description. Mechanisms exist to:
11003.008 Cached Domain Functional | intersects With Authenticator 1AGo | (1 Securely manage authenticators o users and devices; and 5
Credentials Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
See FDE for description. Mechanisms exist to:
hed Domai 1) Define authorized syst ttypes;
T1003.005 Cached ?mﬂ\ﬂ Functional Intersects With |  Account Management IAC-15 (1) Define authorized system account types: 3
Credentials (2) Define prohibited system account types; and
(3) Proactively govern individual, group. system, service,
Cochod Domaim _|5e® FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1003.005 Crodentials Functional |Intersects With| ~Access Enforcement IAC-20  |that conform to the principle of "least privilege." 3
i
CashedDomam | Ses FOEor dssarimton. - T T T e TS TS, OOy
T1003.005 o Functional | Intersects With Least Privilege 1AC-21  |authorized access to processes necessary to accomplish assigned 3
Cached D See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
ached Domain
T1003.005 Functional | Intersects With| Continuous Monitoring | MON-01 | monitoring controls. 3
Credentials
Cached Domain See FDE for description. e - e T EOTETTT MO EISE
T1003.005 o Functional |Intersects With| ~ Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
See FDE for description.
Cached Domain r descripti Mechanisms exist to implement a separate execution domain for each
T1003.005 Functional | Intersects With|  Process Isolation SEA-04 3
Credentials executing process.
See FDE for description. Secure Baseline T O TOTETOpy AOCTIETTC AT AT SECTTe DS e
T1003.006 DCSync Functional | IntersectsWith [ CFG-02 for Assets, and/or Services 3

Secure Controls Framework (SCF)

30f13



NIST IR 8477-Based Set Theory Relationship Mapping (STRM) [Pt MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) - NIST 800 - 53 mappings

Reference Document: Secure Controls Framework (SCF) version 2026.2 Focal D t URL: hreat-informed-def hub.
STRM Gui h h ionship-mapping Published STRM URL: -mitre-att_ck-16-1.pdf
Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description SCF Control =) 5
Control Desc Relationship
See FDE for description. o existto enforce in an effort to
Access Restriction For A ;
T1003.006 DCsyne Functional | Intersects With Change CHG-04 | restrict the ability of users to conduct unauthorized changes. 3
See FDE for description. eeTT Mechanisms exist to provide a security, compliance and resilience
T1003.006 DCsyne Functional |Intersects With|  Resilience Controls cpL02 ’ 3
- L controls oversight function that reports to the 's executive
See FDE for description. c exist to prevent discl f
T1003.006 DCSync r descripti Functional | Intersects With| Encrypting Data AtRest | CRY-05 wlst to prevs 3
data at rest.
See FDE for description. isms exist to utilize anti to detectand
Malicious Code
T1003.006 DCsyne Functional |Intersects With ° END-04 |eradicate malicious code. 3
Protection (Anti-Malware)
See FDE for description. Separation of Dut T d maint fDut
T1003.006 DCSync o6 FOE for description Functional | Intersects With| oo oron orbuties HRS-11 exist toimplement and maintain of puties 3
(SoD) (SoD) to prevent potential activity without collusion.
See FDE for description. Mechanisms exist to uniquely identify and centrally Authenticate,
\dentification & Authorize and Audit (AAA) organizational users and processes acting on
T1003.006 DCSyne Functional |Intersects With|  Authentication for IAC-02 ' & P s 3
behalf of organizational users.
Organizational Users
11003.006 s, See FDE for description. rumctionat | intorsoct | 1dentifier nC09 exist to govern naming standards for usernames and R
. ne unctional | Intersects Wi -
Y (User Names) Assets, and/or Services (TAAS).
See FDE for description. Mechanisms exist to:
Authenticator .
T1003.006 DCsyne Functional | Intersects With . . IAC-10 (1) Securely manage authenticators for users and devices; and 3
anagement
© (2) Ensure the strength of is tothe
See FDE for description. Mechanisms exist to:
T1003.006 DCsyne Functional |Intersects With| Account Management |  IAC-15 3
(1) Define authorized system account types;
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
that conform to the principle of least privilege.”
T1003.006 DCsyne Functional | Intersects With| ~ Access Enforcement IAC-20 3
See FDE for description. Mechanisms exist to utilize the concept of least privilege, allowing only
authorized access to processes necessary to accomplish assigned
T1003.006 DCsyne Functional | Intersects With Least Privilege IAC-21 3
tasks in accordance with organizational business functions.
See FDE for description. Mech: tto facilitate the implementation of ent wid
T1003.006 DCSync o6 FOE for description Functional | Intersects With| Continuous Monitoring | MON-01 | o0 a"'sm:;’;‘iﬂ: acilitate the implementation of enterprise-wide 3
See FDE for description. Data Flow B exist to implement and govern Access Control Lists
T1003.006 DCSyne Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized.
See FDE for description. Mech: ttoimplement ( tion domain for each
T1003.006 DCSyne e FDE for description Functional |Intersects With|  Process Isolation SEA-Qq || cohanisms existfoimplement 8 separate execution domain for eac 3
executing process.
See FDE for description. securo Baset Mechanisms exist to develop, document and maintain secure baseline
T1003.007 Proc Filesystem Functional | Intersects With g;:;fu:z:': CFG-02 for Assets, and/or Services 3
@ (TAAS) that are consistent with industry-accepted system hardening
See FDE for description. ‘Access Restriction F tto enf frort t
T1003.007 Proc Filesystem o6 FDE for description Functional | Intersects With| /CCSS RestrietionFor | a6 64 n existto enforoe Inaneffortto 3
Change restrict the ability of users to conduct changes.
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
T1003.007 Proc Filesystem Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight teadership.
See FDE for description. c T t discl f
T1003.007 Proc Filesystem o6 FDE for description Functional | Intersects With| Encrypting Data AtRest | CRY-05 existiopreven 3
dataat rest.
See FDE for description. Malicious Code isms exist to utilize anti to detectand
T1003.007 Proc Filesystem Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. , ) existto and maintain of Duties
Separation of Duties e .
T1003.007 Proc Filesystem Functional | Intersects With oD HRS-11 (SoD) to prevent potential inappropriate activity without collusion. 3
See FDE for description. Mechanisms exist to uniquely identify and centrally Authenticate,
T1003.007 Proc Filesystem Functional |Intersects With|  Authentication for IAC-02 3
. o Authorize and Audit (AAR) users and processes acting on
See FDE for description. Mechanisms exist to:
Authenticat 1) Securely manage authenticators for users and devices; and
T1003.007 Proc Filesystem Functional | Intersects With uthenticator -0 | Y i 3
Management (2) Ensure the strength of authentication is appropriate to the
of the data being accessed.
See FDE for description. Mech: ist to:
T1003.007 Proc Filesystem o6 FDE for description Functional | Intersects With| Account Management IAC-15 echanisms exist to 3
(1) Define authorized system account types;
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1003.007 Proc Filesystem Functional |Intersects With| ~Access Enforcement IAC-20 |that conform to the principle of "least privilege.” 3
See FDE for description. Mech ist to utilize th tof least privilege, all s
T1003.007 Proc Filesystem 6 FDE for description Functional |Intersects With Least Privilege 1AC-21  |Mechanisms existto utilize the concept of least privilege, allowing only 3
access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
ite trols.
T1003.007 Proc Filesystem Functional | Intersects With| Continuous Monitoring | MON-01 | Omtering controls. 3
See FDE for description. Mechanisms exist to implement a separate execution domain for each
it .
T1003.007 Proc Filesystem Functional |Intersects With|  Process Isolation SEAQ4 |EXeCUtingprocess 3
Jetc/passwdand | See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1003.008 Functional | Intersects With CFG-02 e > 3
c for Assets, and/or Services
See FDE for description. . exist to enforce inan effort to
Jetc/passwd and Access Restriction For " ‘ !
T1003.008 Functional | Intersects With CHG-04 |restrict the ability of users to conduct unauthorized changes. 3
Jetc/shadow Change
Jetc/passwd and See FDE for description. e, = Mechanisms exist to provide a security, compliance and resilience
T1003.008 Functional |Intersects With|  Resilience Controls cpL02 3
— L controls oversight function that reports to the executive
See FDE for description. c i exist to prevent ized discl f
Jetc/passwd and
T1003.008 Functional | Intersects With| Encrypting Data AtRest | CRY-05 |data at rest. 3
Jetc/shadow
letc/y N FDE for ription. Mali ist to utili ies t tect anc
11003.008 etc/passwdand | See FDE for descriptio runctionat intoresete with alicious Codo NDos h existto uilze o detect and R
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mechanisms exist to implement and maintain Separation of Duties
Jetc/passwd and Separation of Duties A )
T1003.008 Functional | Intersects With HRS-11  [(SoD) to prevent potential inappropriate activity without collusion. 3
Jetc/shadow (SoD)
letc/y N FDE for ription. b Mechanism: ist to uni 1) ntify ane ntrally Authenticate,
T1003.008 eto/passwdand | See FDE for descriptio Functional |Intersects With|  Authentication for 1AC-02 |Mechanisms exist to uniquely jdentify and centrally Authenticate, 3
il Authorize and Audit (AAR) users and processes acting on
Jetc/oasowdand |52 FOE for description. thenticator Mechanisms exist to:
W uthenti )
T1003.008 P Functional | Intersects With IAC-10 | (1) Securely manage authenticators for users and devices; and 3
Jetc/shadow Management ore for s )
(2) Ensure the strength of is riate to the
Jetc/passwdand _|See FDE for description. Mechanisms exist to:
T1003.008 passw Tt Functional | Intersects With| Account Management IAC-15 lsms exi 3
(1) Define authorized system account types;
See FDE for description.
11003.008 Jetc/passwd and Functional | intersects with|  Access Enforcement Iac.z0 |Mechanisms exist to enforce Logical Access Control (LAC) permissions R
Jetc/shadow that conform to the principle of "least privilege."
Jetc/passwdand | See FDE for description. ) Mechanisms exist to utilize the concept of Least privilege, allowing only
T1003.008 Functional | Intersects With Least Privilege IAC-21 ! 3
Jetc/shadow access to processes necessary to assigned
Jetc/passwdand _|See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1003.008 passw Tt Functional | Intersects With| Continuous Monitoring | MON-01 hanisms exi H Imp ! prise-wi 3
controls.
See FDE for description.
11003.008 Jetc/passwd and Functional | intersectswith|  Process isotation Seaga |Mechanisms exst toimplement a separate execution domain for each R
Jetc/shadow executing process.
See FDE for description. Mechanisms exist to create recurring backups of data, software and/or
system images, as well as verify the integrity of these backups, to
T1005 Data from Local System Functional | Intersects With Data Backups gop-1q | SYStemimages, as well as verify the integrity ups, 3
ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recovery Point Objectives (RPOS).
N TOUTATTSITS EXTST (o T or
See FDE for description. Use of Cryptographic
1005 Data from Local System Functional | Intersects With Conros CRY-01 |protections controls using known public standards and trusted 3
See FDE for description. ] .
c exist to prevent discl f
1005 Data from Local System Functional [ Intersects With | Encrypting Data AtRest | - CRY-05 | ™™ 98%% 3
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See FDE for description. Cybersecurity & Data Mechanisms exist to bind cybersecurity and data protection attributes
T1005 Data from Local System r descripti Functional |Intersects With| /> ocoumty & DCH-05 ehanisms exist to bind cybersecurtty protection attribut 3
Protection Attributes to as it is stored, and processed.
See FDE for description. Mechanisms exist to protect data storage objects against unauthorized
r i
T1005 Data from Local System Functional | Intersects With| Data Mining Protection | DCH-16 nisms exist to p v rage ob gainst unauthonize 3
data mining and data harvesting techniques.
See FDE for description. Mechanisms exist to identify and document the location of information
T1005 Data from Local System r descripti Functional | Intersects With|  Information Location DCH-24 1sms exist to identity Y ation of informatt 3
and the specific system components on which the resides.
See FDE for description. exist to utilize anti to detect and
Malicious Code
T1005 Data from Local System Functional | Intersects With ° END-04 | eradicate malicious code. 3
Protection (Anti-Malware)
See FDE for description. Mech ttor
T1005 Data from Local System |0 0o 0" desenption Functional | Intersects With| Account Management IAC-15 echanisms exist to 3
(1) Define authorized system account types;
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1005 Data from Local System Functional | Intersects With| Access Enforcement |  1AC-20 | that conform to the principle of "least privilege." 3
See FDE for description. Mech tto utilize th tof least privilege, all L
T1005 Data from Local System |0 0o 0" deserption Functional | Intersects With Least Privilege 1AC-21 echanisms exist to utilize the concept of least privilege, allowing only 3
authorized access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
it trols.
T1005 Data from Local System Functional | Intersects With| Continuous Monitoring | MON-01 | MOmtering controls. 3
See FDE for description. Mechanisms exist to facilitate the implementation of operational
T1005 Data from Local System Functional | Intersects With| ~ Operations Security | OPS-01 3
security controls.
T o
See FDE for description. Secure E
T1005 Data from Local System | 0o 0" desenption Functional | Intersects With ec”:n:il";e""g SEA-01  |recognized security, compliance and resilience practices in the 3
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
T1008 Fallback Channels Functional | Intersects itn | Socure Basetine CFG-02 for Assets, and/or Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1008 Fallback Channels Functional |Intersects With|  Least Functionality CFG-03 |capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
Seca A PO E SeoaT; TS
See FDE for description.
T1008 Fallback Channels |00 D Tor deseription Functional | Intersects With| Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
See FDE for description. Malicious Code exist to utilize anti to detectand
T1008 Fallback Channels Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mech tto facilitate the implementation of enterprise-wid
T1008 Fallback Channels |00 D for deseription Functional | Intersects With| Continuous Monitoring | MON-01 | o* a"'s'“:;x[‘rsol: acilitate the implementation of enterprise-wide 3
See FDE for description. Mechanisms exist to monitor and control communications at the
T1008 Fallback Channels Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at ke internal boundaries within the 3
network.
See FDE for description. Data Flow B existto and govern Access Control Lists
T1008 Fallback Channels Functional | Intersects With|  Access Control Lists | NET-04 | (ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized
See FDE for description. Mechanisms exist to monitor and enforce usage parameters that limit
Exfiltration Over Other °
1011 Functional | Intersects With|  Usage Parameters AST-14  |the potential damage caused from the unauthorized or unintentional 3
Network Medium
alteration of system parameters.
N i
Exiltration Over Other | See FDE for description. Secure Basell
1011 pititration ver Bher | See FLE for deseription Functional | Intersects With coure Baseline CFG-02 for Assets, Applications and/or Services 3
Network Medium c e
See FDE for description.
. Mechanisms exist to configure systems to provide only essential
Exiltration Over Other : ' - o
1011 e Functional | Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 3
etwork Medium
protocols, and/or services.
Exiltration Over Other | See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
011 Functional | Intersects With| Continuous Monitoring | MON-01 3
Network Medium controls.
Exiltration Over Other | See FDE for description. tto control authorized wirel d monitor
1011 Hfitration Over Other | See FDE for deseription Functional | Intersects With|  Wireless Networking |  NET-15 >ms exist to contro tsage andmonitor for 3
Network Medium unauthorized wireless access.
See FDE for description. e ! or i
Applications, Services and/or Data (TAASD) that:
Exfiltration Ov 1) Accurately reflects th t TAASD in use;
T1011.001 Hration Over Functional |IntersectsWith|  Asset Inventories astop  |(1)Aceurately reflects the curren s ) 3
Bluetooth (2) Identifies authorized software products, including business
justification details;
See FDE for description. Mechanisms exis to develop, document and maintain secure baseline
011,001 ration Over Functional | intorsocts witn|  Secure Baseline or6.02 for Rssets, and/or Services R
Bluetooth Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
See FDE for description. )
ation Over Mechanisms exist to configure systems to provide only essential
T1011.001 o Functional | Intersects With|  Least Functionality CFG-03 | capabilities by specifically prohibiting or restricting the use of ports, 3
uetoo
protocols, and/or services.
See FDE for description. ) ) )
Exiltration Over Malicious Code exist to utilize to detect and
T1011.001 Functional Intersects With . END-04 " N 3
Bluetooth Protection (Anti-Malware) eradicate malicious code.
See FDE for description.
Exfiltration Over o6 FDE for description Mechanisms exist to facilitate the implementation of enterprise-wide
T1011.001 Functional | Intersects With| Continuous Monitoring | MON-01 3
Bluetooth monitoring controls.
extitration O See FDE for description. o comton oo
T1011.001 Kfittration Over Functional |Intersects With| ~ Wireless Networking NET-15 sms exist to control authorized wireless usage and monitor for 3
Bluetooth unauthorized wireless access.
Exiltration Ov See FDE for description. st t d configurati b
T1011.001 Kfittration Over °e or description Functional |Intersects With| Vulnerability Scanning | VPM-06 y exist to detect an ! errors by 3
Bluetooth routine scanning of systems and
See FDE for description. M
T1016.002 Wi-Fi Discovery Functional e N/A N/A N/A 0
Relationship
See FDE for description. e T any o
T1020.001 Traffic Duplication Functional |IntersectsWith|  Asset Inventories asT-02 |APPUications, Services and/or Data (TAASD) that: 3
(1) Accurately reflects the current TAASD in use:;
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
B: i i {0 fe Assets, I/t i
T1020.001 Traffic Duplication Functional | Intersects witn|  Secure Basetine CFG-02 or ssets and/or Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
See FDE for description. . ] )
Mechanisms exist to configure systems to provide only essential
T1020.001 Traffic Duplication Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
See FDE for description.
P Access Restriction For exist to enforce ictions in an effort to
T1020.001 Traffic Duplication Functional Intersects With CHG-04 3
Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. Transmission c exist to protect the confidentiality of data
T1020.001 Traffic Duplication Functional Intersects With CRY-03 being 3
i
See FDE for description. Cryptographic mechanisms exist to protect the integrity of data bein
T1020.001 Traffic Duplication Tt Functional | Intersects With| Transmission Integrity | CRY-04 vptographi ems exlst to pre Integrity ing 3
See FDE for description. Mechanisms exist to bind cybersecurity and data protection attributes
to information as it is stored, transmitted and processed.
Cyb &Dat
T1020.001 Traffic Duplication Functional |Intersects With| CYPerseeurity&Data |y o0 3
Protection Attributes
See FDE for description. Use of External
Iassnesiont Mechanisms exist to govern how external parties, including Technology
T1020.001 Traffic Duplication Funtional | Intersects Witn| 10 f:s e | DCH3  [Assets, Applications and/or Services (TAAS), are used to securely store, 3
jcati v
rocess and transmit data.
Services (TAAS) s rensm
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Secure Controls Framework (SCF) Strength of
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FDE Name Focal Document Element (FDE) Description SCF Control

See FDE for description.
Mechanisms exist to retain media and data in accordance with
T1020.001 Traffic Duplication Functional |Intersects With| Media & Data Retention | DCH-18 1sms exist foretain mecl ! reance wi 3
applicable statutory, regulatory and contractual obligations.
See FDE for description. ] Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Endpoint File Integrity A
T1020.001 Traffic Duplication Functional | Intersectswitn| [0 7 VK END-06  [technologies, to detect and report on unauthorized changes to selected 3
itoring files and settings.
See FDE for description. Mechanisms exist to:
T1020.001 Traffic Duplication Functional |Intersects With| AccountManagement | IAC-15 |(1) Define authorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mech: tto enforce Logical Access Control (LAC
T1020.001 Traffic Duplication o6 FOE for description Functional | Intersects With| Access Enforcement 1AC-20 echanisms exist to enforce Logical Access Control (LAC) permissions 3
that conform to the principle of "least privilege.”
G TATTSTITS- ERIT (G 26 TTErCOT T DT Te4ST P VTTEge: A OwHTE o1
See FDE for description. PTVITEET ®
T1020.001 Traffic Duplication Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
See FDE for description. Access Control For ST ITEOTCE ACCESS CONToT e
T1020.001 Traffic Duplication s Functional | Intersects With s ontre MDM-02 | connection of mobile devices to organizational Technology Assets, 3
Mobile Devices o ‘
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1020.001 Traffic Duplication Functional |Intersects With| Continuous Monitoring | MON-01 PR 3
See FDE for description.
Mechanisms exist to monitor and control communications at the
T1020.001 Traffic Duplication Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
See FDE for description.
o6 FOE for description Data Flow - exist to implement and govern Access Control Lists
T1020.001 Traffic Duplication Functional |Intersects With| ~ Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(AcLs) traffic to only what is authorized.
See FDE for description. exist to authorize from systems to other
Int tion Securit systems using Interconnection Security Agreements (ISAs), or similar
T1020.001 Traffic Duplication Functional | Intersects With| "o connection Security | - yer g5 |5 8 v Agl (15As) 3
Agreements (ISAs) methods, that document, for each interconnection:
(1) Interface i
See FDE for description.
P! Mechanisms exist to define, control and review organization-approved,
T1020.001 Traffic Duplication Functional |IntersectsWith| ~ Remote Access NET-14 3
secure remote access methods.
See FDE for description. Mechanisms exist to control authorized wireless usage and monitor for
T1020.001 Traffic Duplication Functional |Intersects With| Wireless Networking | NET-15 3
ireless access.
See FDE for description. Information In Shared T t d
T1020.001 Traffic Duplication o6 FDE for description Functional | Intersects With| o o on In Share SEA-05 oM exist to prevent an 3
Resources transfer via shared system resources.
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1021 Remote Services Functional | Intersects With CFG-02 3
c for Assets, and/or Services
See FDE for description. Mech tto confi tems to provide onl tial
T1021 Remote Services e FDE for description Functional |Intersects With|  Least Functionality CFG-0g | iochanisms exist to configure systems to provids only essential 3
capabilities by or restricting the use of ports,
See FDE for description. rocoss Restiction - ot
T1021 Remote Services Functional |Intersects With| CC6SS ReStICIONTOr | g 04 A xSt to enioree nan effortfo 3
Change restrict the ability of users to conduct unauthorized changes.
See FDE for d tion. T O ERETTE Mech: tt how external parties, including Technol
T1021 Remote Services e FDE for description Functional |Intersects With|  Technology Assets, DCH-13 | echanisms existto gover how external parties, Including Technology 3
Assets, and/or Services (TAAS), are used to securely store,
See FDE for description. isms exist to and maintain ion of Duties
Separation of Duties
T1021 Remote Services Functional | Intersects With o HRS-11 (SoD) to prevent potential inappropriate activity without collusion. 3
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1021 Remote Services Functional | Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
o ional Users behalf of users.
See FDE for description. Authenticator Mechanisms exist to:
T1021 Remote Services Functional | Intersects With IAC-10 A 3
(1) Securely manage for users and devices; and
See FDE for description. Mechanisms exist to:
(1) Define authorized system account types;
T1021 Remote Services Functional |Intersects With| Account Management | IAC-15 3
(2) Define prohibited system account types; and
(3) Proactively govern individual, group, system, service,
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1021 Remote Services Functional | Intersects With|  Access Enforcement IAC-20 |that conform to the principle of "least privilege." 3
See FDE for description. ) Mechanisms exist to utilize the concept of least privilege, allowing only
T1021 Remote Services Functional | Intersects With Least Privilege IAC-21 ! 3
ithorized access to processes necessary to assigned
See FDE for description. Mechanisms exist to enforce a limit for consecutive invalid login
T1021 Remote Services Functional | Intersects With|  Account Lockout IAC-22  |attempts by a user during an organization-defined time period and 3
locks the account when the maximum number of
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
1021 Remote Services Functional |Intersects With| Continuous Monitoring | MON-01 |monitoring controls. 3
See FDE for description. Mechanisms exist to define, control and review organization-approved,
secure remote access methods.
1021 Remote Services Functional |IntersectsWith| ~ Remote Access NET-14 3
See FDE for description. st to perf f Assets,
T1021.001 Remote Desktop Protocol| 228 '~ o deseription Functional |Intersects With|  Asset Inventories AST-02 nanisms exist to pertorm ° ssets, 3
Services and/or Data (TAASD) that:
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1021.001 Remote Desktop Protocol Functional | Intersects With o Base CFG-02 ) nem 3
c for Assets, and/or Services
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1021.001 Remote Desktop Protocol| Functional Intersects With Least Functionality CFG-03 - 3
capabilities by ing or restricting the use of ports,
See FDE for description. exist to enforce inan effort to
A Restricti F trict the ability of 1 duct ithorized ch: .
T1021.001 Remote Desktop Protocol| Functional |Intersects ith | ACCess RestrictionFor 1 =1, restrictthe ability of users to conduct unauthorized changes 3
Change
See FDE for description. Use of External Mechanisms exist to govern how external parties, including Technology
Technology Assets, Assets, Applicat dlor S TARS), d it ly store,
T1021.001 Remote Desktop Protocol| Functional  |Intersects With cohnology Assets DCH-13 |ASsets: Applications and/or Services (TAAS), are used to securely store, 3
Applications and/or process and transmit data.
Services (TAAS)
See FDE for description. . existto and maintain of Duties
Separation of Duties } o
T1021.001 Remote Desktop Protocol| Functional Intersects With (SoD) HRS-11 (SoD) to prevent potential inappropriate activity without collusion. 3
See FDE for description. = Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.001 Remote Desktop Protocol| Functional Intersects With Authentication for IAC-02 3
- . e Authorize and Audit (AAA) users and processes acting on
See FDE for description. )
T1021.001 Remote Desktop Protocol| Functional Intersects With Identifier IAC-09 exist to govern naming standards for usernames and 3
. r uncti i .
P (User Names) Technology Assets, Applications and/or Services (TAAS).
See FDE for description. Authenticator Mechanisms exist to:
T1021.001 Remote Desktop Protocol| Functional Intersects With IAC-10 N 3
(1) Securely manage for users and devices; and
See FDE for description. Mechanisms exist to obscure the feedback of authentication
T1021.001 Remote Desktop Protocol| Functional Intersects With | Authenticator Feedback IAC-11 information during the authentication process to protect the 3
from possible by indiy
See FDE for description. Mechanisms exist to:
T1021.001 Remote Desktop Protocol| Functional Intersects With|  Account Management IAC-15 3
(1) Define authorized system account types:
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1021.001 Remote Desktop Protocol Functional | Intersects With| ~ Access Enforcement IAC-20 |that conform to the principle of "least privilege." 3
See FDE for description. Mechanisms exist to utilize the concept of Least privilege, allowing only
T1021.001 Remote Desktop Protocol Functional | Intersects With Least Privilege IAC-21 3
ithe d access to processes necessary to assigned
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See FDE for description. Mechanisms exist to enforce a limit for consecutive invalid login
attempts by a user during an organization-defined time period and
T1021.001 Remote Desktop Protocol Functional |Intersects With|  Account Lockout IAC-22
automatically locks the account when the maximum number of
attempts is exceeded.
See FDE for description. Mechanisms exist to initiate a session lock after an organization-
defined time period of inactivity, or upon receiving a request from a user
T1021.001 Remote Desktop Protocol Functional | Intersects With Session Lock IAC-24
and retain the session lock until the user reestablishes access using
ished identification and ion methods.
See FDE for description. Automated mechanisms exist to log out users, both locally on the
T1021.001 Remote Desktop Protocol r descripti Functional | Intersects With| Session Termination acas | 1ms ext 8 out user: Y
network and for remote sessions, at the end of the session or after an
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.001 Remote Desktop Protocol Functional |Intersects With| Continuous Monitoring | MON-01 PR
See FDE for description. Mechanisms exist to implement a Cross Domain Solution (CDS) to
mitigate the specific security risks of accessing or transferring
information between security domains.
Cross Domain Solut
T1021.001 Remote Desktop Protocol Functional | Intersects With| = o0 Domain SOWHON | yer 653
See FDE for description. Mechanisms exist to monitor and control communications at the
external network boundary and at key internal boundaries within the
T1021.001 Remote Desktop Protocol Functional | Intersects With| ~ Boundary Protection | NET-03 | >°""%
See FDE for description. Mechanisms exist to implement and govern Access Control Lists
Data Flow Enforcement - ” h
(ACLS) to provide data flow enforcement that explicitly restrict network
T1021.001 Remote Desktop Protocol Functional |Intersects With| ~Access Control Lists |  NET-04
traffic to only what is authorized.
(ACLs)
See FDE for description. Mechanisms exist to define, control and review organization-approved,
secure remote access methods.
T1021.001 Remote Desktop Protocol Functional |IntersectsWith|  Remote Access NET-14
See FDE for description. exist to detect and errors by
T1021.001 Remote Desktop Protocol Functional |Intersects With| Vulnerability Scanning | VPM-06 |routine vulnerability scanning of systems and applications.
SMB/Windows Admin | See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1021.002 Functional | Intersects With CFG-02
Shares c for Assets, and/or Services
SMB/indows Admin | S6€ FDE for description. Mechanisms exist to configure systems to provide only essential
T1021.002 oo Functional | Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports,
protocols, and/or services.
SMB/Windows Admin | See FDE for description. ‘Access Restriction For exist to enforce ictions in an effort to
T1021.002 Functional | Intersects With CHG-04
Shares Change restrict the ability of users to conduct changes.
SMB/indows Admin | S6€ FDE for description. Security, Compliance & Mechanisms exist o provide a security, compliance and resilience
T1021.002 o Functional | Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive
ares
Oversight
SMB/Windows Admin | See FDE for description. Separation of Duties existto and maintain ion of Duties
T1021.002 Functional | Intersects With HRS-11
Shares (SoD) (SoD) to prevent potential activity without collusion.
1021002 SMB/Windows Admin | See FDE for description. Functional itersacta it Avtiomtieatiom tor a0z | Mechanisms exist to uniquely identify and centrally Authenticate,
Shares R Authorize and Audit (AAA) users and processes acting on
See FDE for description. Mechanisms exist to:
SMB/Windows Admi 1) Define authorized syst ttypes;
T1021.002 indows Admin Functional | Intersects With| Account Management |Ac-15 | (1) Define authorized system account types:
Shares (2) Define prohibited system account types; and
(3) Proactively govern individual, group, system, service,
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
SMB/Windows Admin
T1021.002 e Functional |Intersects With| ~Access Enforcement IAC-20  |that conform to the principle of "least privilege.”
SMB/Windows Ad See FDE for description. Mech ist to utilize th tof least privilege, all i
1021002 indows Admin | See FDE for description Functionat intersacts with Loast Priviege 1ac.g1 | Mechanisms exst to utlize the concept of east privilege, alowing only
Shares access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
SMB/Windows Admi it trols.
T1021.002 'S"h ows Admin Functional | Intersects With| Continuous Monitoring | MON-01 | Omtering controls.
ares
See FDE for description. Mechanisms exist to monitor and control communications at the
SMB/Windows Admi teral network boundary and at key internal boundaries within th
T1021.002 indows Admin Functional |Intersects With| Boundary Protex NET-03 | SXternatnetworkboundary and at key internal boundaries within the
Shares network.
See FDE for description. )
) ) Data Flow - exist to implement and govern Access Control Lists
SMB/Windows Admin ” > A
T1021.002 - Functional |Intersects With| Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network
ares
(ACLs) traffic to only what is authorized.
See FDE for description. Mechanisms exist to define, control and review organization-approved,
SMB/Windows Admin
T1021.002 Shares Functional Intersects With Remote Access NET-14 secure remote access methods.
SMB/Windows Admin | See FDE for description. Information Output Mechanisms exist to validate information output from software
T1021.002 Functional Intersects With N N SEA-09 " N "
Shares Filtering programs and/or to ensure that the is
See FDE for description. Mechanisms exist to check the validity of information inputs.
SMB/Windows Admin '
T1021.002 e Functional |Intersects With| Input Data Validation | TDA-18
Distributed Component | ¢ FDE for description. Applicat eskm o um:/m Dat TAAS;I that: —
istril :
T1021.003 P Functional |Intersects With|  Asset Inventories AsT-02 | APPlications, Services and/or Data ( ) tha
Object Model (1) Accurately reflects the current TAASD in se;
— See FDE for description. - Mechanisms exist to develop, document and maintain secure baseline
Distributed Component Secure Baseline ) nem
T1021.003 Functional | Intersects With CFG-02 for Assets, and/or Services
Object Model Configurations )
(TAAS) that are consistent with industry-accepted system hardening
Distributed Component | See FDE for description. Mechanisms exist to configure systems to provide only essential
T1021.003 Functional Intersects With Least Functionality CFG-03 " .
Object Model capabilities by ing or restricting the use of ports,
Distr ite mponent FDE for ription. A Restriction For ist to enfor in an effort t
1021008 istributed Component | See FDE for descriptior rumctional | intorasets witn| Access Restriction For | " " exist o enforce : inan effort to
Object Model Change restrict the ability of users to conduct changes.
See FDE for description. exist to utilize anti to detectand
istril i I te mali .
11021.003 Distributed Component Functional | intersectswitn| | Maticious Code END.os | eradicate malicious code
Object Model Protection (Anti-Malware)
See FDE for description. Mechanisms exist to address mobile code / operating system-
istril in ndent lications.
T1021.003 Distributed Component Functional | Intersects With Mobile Code Enp-1o | ndependent applications
Object Model
See FDE for description. Mechanisms exist to implement and maintain Separation of Duties
Distributed Component Separation of Duties A .
T1021.003 Functional | Intersects With HRS-11  [(SoD) to prevent potential inappropriate activity without collusion.
Object Model (SoD)
Distributs mponent FDE for description. = Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.003 istributed Gomponent | See FDE for descriptiol Functional |Intersects With|  Authentication for 1AC-02 |Mechanisms exist to uniquely jdentify and centrally Authenticate,
Object Model e Authorize and Audit (AAR) users and processes acting on
See FDE for description. Mechanisms exist to:
Distributed Component
T1021.003 ot Moot Functional | Intersects With| Account Management | 1AC-15 |(1) Define authorized system account types;
) (2) Define prohibited system account types; and
Distributed Component |See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1021.003 striby P P Functional |Intersects With| ~Access Enforcement 1AC-20 ems ext & ) (LAC) permissi
Object Model that conform to the principle of "least privilege."
See FDE for description. Mechanisms exist to utilize the concept of Least privilege, allowing onl
Distributed Component P ) ieTs st fo Ut " priviese, afowing only
T1021.003 ot Moot Functional |Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned
4 tasks in accordance with business functions.
o See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
Distributed Component nant
T1021.003 Functional | Intersects With| Continuous Monitoring | MON-01 | monitoring controls.
Object Model
Distributed Component |See FDE for description. Cross Domain Solution Mechanisms exist to implement a Cross Domain Solution (CDS) to
T1021.003 Functional | Intersects With NET-02.3
Object Model (CDS) mitigate the specific security risks of accessing or
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See FDE for description. ] !
Mechanisms exist to monitor and control communications at the
Distributed Component
T1021.003 R Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
g network.
ST G os PO o deseo e = oS T EOVENTRCTESS OO TISTS:
T1021.003 : "O:Jem Mod:l r descripti Functional | Intersects With| Access Control Lists NET-04 |(ACLs) to provide data flow enforcement that explicitly restrict network 3
Distributed Component |5°¢ PO for description. Mechanisms exist to define, control and review organization-approved
istril ine, - ,
T1021.003 ribu P Functional | Intersects With Remote Access NET-14 1sms exi " review organization-approve 3
Object Model secure remote access methods.
See FDE for description.
Distributed Component | o0~ 0" deseription Security Function Mechanisms exist to isolate security functions from non-security
T1021.003 Functional | Intersects With SEA-04.1 3
Object Model Isolation functions.
Distributed Component |See FDE for exist to detect. ilities and errors by
T1021.003 Functional | Intersects With| Vulnerability Scanning | VPM-06 3
Object Model nerability scanning of systems and applications.
Sou FOE for doscrimtion. T SR TSR O TSy s
T1021.004 SSH Functional |Intersects With|  Asset Inventories AsT-02 | /PPiications, Services and/or Data ) that: 3
(1) Accurately reflects the current TAASD in use;
See FDE for description. Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1021.004 ssH Functional | Intersects With CFG-02 3
c for Assets, and/or Services
See FDE for description.
T1021.004 ssH Functional | Intersects Wit | #0°SS RestrictionFor 1 -1 4 exist to enforce inaneffortto 3
Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. Use of External Mechanisms exist to govern how external parties, including Technology
Assets, Applications and/or Services (TAAS), are used to securely store,
T1021.004 ssH Functional | Intersects With | | 2o "O08Y Assets, DCH-13 PP (TAAS) Y 3
Applications and/or process and transmit data.
Services (TAAS)
See FDE for description. existto and maintain of Duties
SoD) to prevent potential inappropriate activity without collusion.
T1021.004 ssH Functional | Intersects With SEFE'E'(';’;D“: puties | pg.qq |(SeDItoP P Pprop Y 3
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.004 ssH Functional | Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
o ional Users behalf of organizational users.
e
See FDE for description. Authenticator
T1021.004 ssH Functional | Intersects With IAC-10 (1) Securely manage authenticators for users and devices; and 3
See FDE for description. ot ‘:’““ ':‘ . Cypes:
T1021.004 ssH Functional | Intersects With| AccountManagement | 1ac-15 |(1) Defineauthorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1021.004 ssH Functional | Intersects With| ~Access Enforcement IAC-20 3
that conform to the principle of "least privilege.”
T TOCTaTTSITS-SRIST (O 28 HTE COT St T ea ST PVITEge; STOWITE Oy
See FDE for description.
T1021.004 SSH o6 FDE for description Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
See FDE for description. Mechanisms exist to enforce a limit for consecutive invalid login
T1021.004 ssH Functional |Intersects With|  Account Lockout IAC-22  |attempts by a user during an organization-defined time period and 3
ically locks the account when the maximum number of
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.004 ssH Functional | Intersects With| Continuous Monitoring | MON-01 | monitoring controls. 3
See FDE for description. Mechanisms exist to define, control and review organization-approved,
T1021.004 ssH Functional |IntersectsWith| ~ Remote Access NET-14 3
secure remote access methods.
See FDE for description. exist to detect and errors by
foutine vulnerability scanning of systems and applications.
T1021.004 ssH Functional |Intersects With| Vulnerability Scanning | VPM-06 3
T1021.005 VNC See FDEfor description. Functional |Intersects With|  Asset Inventories AST-02 exist to perform of Assets, 3
Services and/or Data (TAASD) that:
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseline e ’
T1021.008 VNG Functional [ Intersects With| 018 B9ee CFG-02 for Assets, and/or Services 3
i
8 (TAAS) that are consistent with industry-accepted system hardening
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1021.005 VNG Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
prot s, and/or services.
See FDE for description. Mechanisms exist to restrict the ability of non-privileged users to install
T1021.008 VNG Functional |Intersects With| User-Installed Software | CFG-05 |unauthorized software. 3
11021008 e See FDE for description. Functional | intersects witn| Confieuration Change | ™| Mechanisms exist to govern the technical configuration change control R
Control
See FDE for description. ‘Access Restriction For exist to enforce ictions in an effort to
T1021.005 VNG Functional | Intersects With CHG-04 ’ 3
Change restrict the ability of users to conduct unauthorized changes.
SecTmy, GO T TOCTTATITSITS BRI 0 PTOVIUe & STy, COMTPIETTCS A eSTrerTce
See FDE for description.
T1021.005 VNC o6 FDE for description Functional | Intersects With|  Resilience Controls CPL-02 | controls oversight function that reports to the organization's executive 3
See FDE for description.
Malicious Code exist to utilize antii to detect and
T1021.005 VNC Functional Intersects With . END-04 . N 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description.
Tt Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.005 VNC Functional Intersects With Authentication for IAC-02 Authorize and Audit (AAA) organizational users and processes acting on 3
Organizational Users behalf of organizational users.
See FDE for description.
[ tifi ist t fe
T1021.005 VNC Functional | Intersects with| '@e"ifer IAC-09 exist to govern naming standards for usernames and 3
(User Names) Technology Assets, Applications and/or Services (TAAS).
Ses FOE Tor desmion: - i T S oS T e
T1021.005 VNG Functional |Intersects With| Authenticator Feedback | IAC-11 |information during the authentication process to protect the 3
See FDE for description. ot l:““' ':‘ . Cypes:
T1021.005 VNC Functional | Intersects With| Account Management Iac-15 | (1) Define authorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1021.005 VNC Tt Functional | Intersects With| ~Access Enforcement 1AC-20 lsms ext 8! - (LAC) permissi 3
that conform to the principle of "least privilege."
See FDE for description. Mechanisms exist to utilize the concept of least privilege, allowing only
T1021.005 VNG Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in accordance with business functions.
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.005 VNG P Functional |Intersects With| Continuous Monitoring | MON-01 e imp ! prisew 3
See FDE for description. Mechanisms exist to monitor and control communications at the
T1021.005 VNG Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
11021008 e See FDE for description. Functional | Intersects With| - Acsecs Gomtret Liscs | NET-0a | eChanisms exist to mplement and govern Access Control Lists R
2 (ACLS) to provide data flow that explicitly restrict network
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See FDE for description. Mechanisms exist to define, control and review organization-approved,
secure remote access methods.
T1021.005 VNG Functional |IntersectsWith|  Remote Access NET-14 3
See FDE for description. Mechanisms exist to validate information output from software
Information Output rograms and/or applications to ensure that the i ionis
T1021.005 VNG Functional |Intersects With rmation Outpu sea0o  |PTO 3
Filtering consistent with the expected content.
See FDE for description. Mechanisms exist to check the validity of information inputs.
T1021.005 VNC r descripti Functional | Intersects With|  Input Data Validation TDA-18 lsms ex validity of foninpu 3
See FDE for description. exist to detect ilities and errors by
T1021.005 VNG Functional |Intersects With| Vulnerability Scanning | VPM-06 3
routine scanning of systems and
T1021.006 Windows Remote | See FDE for description. Functional |IntersectsWith|  Asset Inventories AST-02 exist to perform of Assets, 3
Services and/or Data (TAASD) that:
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
for Assets, and/or Services
(TAAS) that are consistent with industry-accepted system hardening
standards.
T1021.006 Windows Remote Functional | Intersects itn | Socure Basetine CFG-02 3
Management Configurations
See FDE for description. Mechanisms exist to configure systems to provide only essential
Windows Remot bilities b fically prohibit tricting th f ports,
T1021.006 indows Remote Functional | Intersects With|  Least Functionality CFG03 |Capabilities by specifically prohibiting or restricting the use of ports 3
Management protocols, and/or services.
See FDE for description.
11021006 Windows Remote Functional | intersacts witn| Access RestrictionFor | exist to enforce inaneffort to s
Management Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. Mechanisms exist to implement and maintain Separation of Duties
11621006 Windows Remote Functional | intersects witn|  Separationof Duties | L |(SoD) to prevent potential inappropriate activity without collusion. s
Management (SoD)
Windows Romota | 5% FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
indows Remote
T1021.006 o Functional |IntersectsWith|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
© o Users behalf of organi users.
Windows Remote | See FDE for description. Mech: tto:
T1021.006 indows Remote o6 FDE for description Functional | Intersects With| Account Management IAC-15 echanisms existto 3
(1) Define authorized system account types;
Windows Remote | See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1021.006 Functional | Intersects With| ~Access Enforcement IAC-20 3
that conform to the principle of "least privilege.”
11021006 Windows Remote | See FDE for description. Functionat intersacts with Loast Privilege 1ac.g1 | Mechanisms exst to utlize the concept of Least privilege, alowing only R
authorized access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
Windows Remote :
T1021.006 Functional |Intersects With| Continuous Monitoring | MON-01 |monitoring controls. 3
Management
Windows Remote | 5% FDE for description. Cross Domain Sotution Mechanisms exist to implement a Cross Domain Solution (CDS) to
T1021.006 Functional | Intersects With NET-02.3 | mitigate the specific security risks of accessing or transferring 3
Management (cDS) ! "
between security domains.
Windows Romota | 5% FDE for description. Mechanisms exist to monitor and control communications at the
T1021.006 'r:a:‘:se:;: ¢ Functional | Intersects With| Boundary Protection NET-03 | external network boundary and at key internal boundaries within the 3
© network.
11021006 Windows Remote | See FDE for description. Functional. | intersectsWith | Aucoss Gomrot Lists | NET-0a | Mechanisms exist to mplement and govern Access Control Lists R
2 (ACLS) to provide data flow enforcement that explicitly restrict network
See FDE for description. Mechanisms exist to define, control and review organization-approved,
Windows Remot t thods.
T1021.006 indows Remote Functional Intersects With Remote Access NET-14 secure remote access methods 3
Management
See FDE for description. exist to detect ilities and errors by
Windows Remote : ; .
T1021.006 Functional |Intersects With| Vulnerability Scanning | VPM-06 |routine vulnerability scanning of systems and applications. 3
Management
See FDE for d tion. T OTERETTE Mech: st t how external parties, including Technol
T1021.007 Cloud Services 6 FDE for description Functional |Intersects With|  Technology Assets, DCH-13 | hlechanisms existto govern how external parties, Including Technology 3
! " Assets, and/or Services (TAAS), are used to securely store,
See FDE for description. existto and maintain ion of Duties
Se i f Duti SoD) t 't potential iat tivity ithout colly N
T1021.007 Cloud Services Functional |Intersects With| >°P°' (‘;"D"’ uties | pg.qq  |(SOP)toprevent potential inappropriate activity without collusion 3
o
See FDE for description. ) = Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.007 Cloud Services Functional | Intersects With|  Authentication for IAC-02 ' 3
. o Authorize and Audit (AAA) users and processes acting on
See FDEfor description. Authenticator (1) Securely manage authnticators d devices; and
T1021.007 Cloud Services Functional | Intersects With iAc-10|(1) Securely manage authenticators for users and devices; an 3
Management (2) Ensure the strength of authentication is appropriate to the
See FDE for description. oot - ‘:‘ . N
T1021.007 Cloud Services Functional | Intersects With| Account Management |ac-15 | (1) Define authorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mech: ist to enforce Logical Access Control (LAC) permissi
T1021.007 Cloud Services o6 FDE for description Functional | Intersects With| ~Access Enforcement 1AC-20 echanisms exist to enforce Logical Access Control (LAC) permissions 3
that conform to the principle of "least privilege.”
See FDE for description. Mechanisms exist to utilize the concept of least privilege, allowing only
T1021.007 Cloud Services Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
coordance with organizational business functions.
TS EXTST (0 UeveTO: TOCUTENTe FTC T T SeCTe TaserTe:
Direct CloudVM | See FDE for description. Secure Basell
T1021.008 ‘:’c ou o6 FDE for description Functional | Intersects With ecure Baseline CFG-02 for Assets, Applications and/or Services 3
Direot Gloua VT Ses FOE Tor dsssrimion: ST Sy T T SeseaT
T1021.008 Py Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
See FDE for description.
11021008 Direct Cloud VM Functional | intersacts witn| Access RestristionFor | exist to enforce ! inaneffort to R
Connections Change restrict the ability of users to conduct unauthorized changes.
See FDE for description. Use of External ) -
Direct Gloud VM Tochnology Assets Mechanisms exist to govern how external parties, including Technology
T1021.008 Functional | Intersects With g DCH-13  |Assets, Applications and/or Services (TAAS), are used to securely store, 3
Connections Applications and/or rocess and transmit data
Services (TAAS) P }
See FDE for description. ) )
Direct Cloud VM Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1021.008 A Functional |Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
i
Organizational Users behalf of organizational users.
Direct Gloud v | 5% FDE for description. Authenticator 1) Sacurely manage authenticators d d d
ir i ;
T1021.008 u Functional | Intersects With u 110 |(1) Securely manage authenticators for users and devices; an 3
Connections Management (2) Ensure the strength of authentication is appropriate to the
Direct Cloud VM | See FDE for description. NS
T1021.008 ‘([ u r descripti Functional | Intersects With| Account Management IAC-15  |(1) Define authorized system account types; 3
Direct CloudVM | See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1021.008 Functional | Intersects With| ~ Access Enforcement 1AC-20 s ! 3
c that conform to the principle of "least privilege."
DirectGloug v | S€ FDE for description. Mechanisms exist to utilize the concept of Least privilege, allowing only
T1021.008 A Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in accordance with organi business functions.
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See FDE for description.
Direct Cloud VM r descripti Mechanisms exist to facilitate the implementation of enterprise-wide
T1021.008 Functional | Intersects With| Continuous Monitoring | MON-01 3
Connections monitoring controls.
Direct CloudVM | See FDE for description. Mechanisms exist to define, control and review organization-approved,
T1021.008 Functional | Intersects With|  Remote Access NET-14 3
Co secure remote access methods.
See FDE for description. Mechanisms exist to create recurring backups of data, software and/or
Data from Removable system images, as well as verify the integrity of these backups, to
T1025 rom Remoy Functional | Intersects With Data Backups BOD-17 | YStem images, as well as verfy the intogrity ups 3
Media ensure the availability of the data to satisfy Recovery Time Objectives
(RTOS) and Recovery Point Objectives (RPOS).
P Py A T T mo— U TSI TS EXIST (OTaTTTaTe e T eTTe T arTorToT
T1025 |t from Removable | See FUE for description Functional |Intersects With | = >° Of CryPtographic CRY-01 |protections controls using known public standards and trusted 3
Media Controls
Dota from Removante | 5@ FOE for description. N . .
ata from Removable exist to prevent discl f
T1025 ° Functional |Intersects With| Encrypting Data AtRest | CRY-05 P 3
Media data at rest.
See FDE for description.
Data from Removable |0 - o deseription Cybersecurity & Data Mechanisms exist to bind cybersecurity and data protection attributes
T1025 Functional | Intersects With DCH-05 3
Media Protection Attributes to information as it is stored, transmitted and processed.
Data from Removable | >°° FOE for description. Mech: tto restrict th f types of digital medi
1025 ata from Removable Functional | intersacts with Mogia Use boH.1 | Mechanisms exist to restrict the use of types of digital media on s
Media systems or system components.
T1025 Data from R?"‘UVENE See FDE for description. Functional | Intersects With| Data Mining Protection DCH-16 Mechar.“?ms exist to protect z.ia(a storage objects against unauthorized 3
Media data mining and data harvesting
Data from Removable | See FDE for description. Mechanisms exist to identify and document the location of information
T1025 Functional |Intersects With| ~ Information Location | DCH-24 3
Media and the specific system on which the resides.
See FDE for description.
Data from Removable | - 0" cooonPHOn Malicious Code exist to utilize antii to detect and
T1025 Functional | Intersects With END-04 3
Media Protection (Anti-Malware) eradicate malicious code.
Data from Removable | See FDE for description. Port & Input / Output (/) Mechanisms exist to physically disable o remove unnecessary
T1025 Functional | Intersects With END-12 3
Media Device Access connection ports or input/output devices from sensitive systems.
Data rom Romovable |5 FOE o dessrpton. (1) Dofine authorized syst ypes
T1025 Functional | Intersects With| Account Management IAC-15 ) Define authorized system account types; 3
Media (2) Define prohibited system account types; and
Data from Removable | See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1025 Functional | Intersects With| ~ Access Enforcement IAC-20 b ! 3
Media that conform to the principle of "least privilege."
Data from Ramovabte | 5% FOE for description. Mechanisms exist o utilize the Gonaept of least pivilege, allowing only
T1025 et Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in accordance with business functions.
Data from Removable | See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1025 Functional |Intersects With| Continuous Monitoring | MON-01 3
Media controls.
See FDE for description. Mechanisms exist to facilitate the implementation of operational
Data from Removabls security controls.
T1025 ata "’:e d‘i"a’"“a © Functional ~|Intersects With|  Operations Security OPS-01 v 3
See FDE for description. Mechanisms exist to facilitate the implementation of industry-
recognized security, compliance and resilience practices in the
T1025 Data from Removable Functional | Intersects Wih | S°°Ure Engineering SEA-01 © ¥ comp P 3
Media Principles design, and
of Assets, and/or Services (TAAS).
TSt (O HeVErO: OO TETC ST T S G e DaSeuTe
See FDE for description.
ObfuscatedFiles or |00 - 0" deserption Secure Baseline for Assets, and/or Services
T1027 Functional | Intersects With CFG-02 3
Information Configurations (TAAS) that are consistent with industry-accepted system hardening
Obfuscated Filesor | See FDE for description. e TTEUTE SYSTETITS T PTOvIde Oty ESSTTTtat
T1027 Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
See FDE for description.
ObfuscatedFilesor |00 - " deserption Malicious Code exist to utilize antii to detect and
T1027 Functional | Intersects With END-04 3
Information Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mech tto utilize File Integrity Monitor (FIM), I
Obfuscated Files or P Endpoint File Integrity echanisms exis to utilize File Integrty Monitor (FIN),or similar
1027 ] Functional | Intersects With END-06  [technologies, to detect and report on unauthorized changes to selected 3
Information Monitoring (FIM)
files and settings.
1027 Obfuscated Files or  [See FDE for description. runctionat intersacts with| Access Enforcomant 1ac.20 | Mechanisms exist o enforce Logical Access Control (LAC) permissions R
that conform to the principle of "least privilege.”
See FDE for description. ) )
Obfuscated Files or : Mechanisms exist to facilitate the implementation of enterprise-wide
T1027 j Functional |Intersects With| Continuous Monitoring | MON-01 hant 3
Information monitoring controls.
O COMTICT SOTTWaTe PTCTTg TOT ST pToyeTT
Obfuscated il See FDE for description. Software & i
T1027 uscated Hiles or - |See FDEfor description Functional |Intersects With| >° ap':mm:";“ware VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 3
See FDE for description.
Malicious Cod tto utilize antii to detect and
T1027.002 Software Packing Functional | Intersects With alicious Code END-04 existto utilize o detect an 3
Protection (Anti-Malware) eradicate malicious code.
SesFOE Tor dvsaimton. YT — T T OO T oS
T1027.002 Software Packing Functional | Intersectswitn| " 00 % T END-06  [technologies, to detect and report on unauthorized changes to selected 3
See FDE for description. Mech: ist to facilitate the implementation of ent wid
T1027.002 Software Packing [0 - " deserption Functional [ Intersects With| Continuous Monitoring | MON-01 | "eetiamens v’ o factlitate fheimplementation of enierprise-wide 3
See FDE for description. )
Mechanisms exist to conduct software patching for all deployed
Software & Firmware " ' P
T1027.002 Software Packing Functional |Intersects With e VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 3
atchiny
e firmware.
See FDE for description. exist to utilize anti to detectand
) Malicious Code
T1027.007 Dynamic API Resolution Functional | Intersects With ° END-04 |eradicate malicious code. 3
Protection (Anti-Malware)
1027007 Dynamic AP! Resalution | 5°° FE for descrption. Functionat | intersacts witn | ENdPoint Fite nterity |~ ™ Mechanisms exist to utiize File Integrity Monitor (FIM), or similar R
Monitoring (FIM) to detect and report on changes to selected
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1027.007 Dynamic API Resolution Functional |Intersects With| Continuous Monitoring | MON-01 PO 3
See FDE for description. Software & Firmware Mechanisms exist to conduct software patching for all deployed
T1027.007 Dynamic API Resolution Functional Intersects With VPM-05 . 3
Patching Technology Assets, and/or Services (TAAS), including
See FDE for description. Malicious Code exist to utilize ies to detect and
T1027.008 Stripped Payloads Tt Functional | Intersects With aliciou END-04 " xSt to utitiz 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Endpoint File Integrity "
T1027.008 Stripped Payloads Functional | Intersects witn| [P 78 SN END-06  [technologies, to detect and report on unauthorized changes to selected 3
g files and settings.
See FDE for description.
Tt Mechanisms exist to facilitate the implementation of enterprise-wide
T1027.008 Stripped Payloads Functional |Intersects With| Continuous Monitoring | MON-01 3
monitoring controls.
See FDE for description. Software & Firmware T O SO SOT e e T e ey
T1027.008 Stripped Payloads Functional | Intersects With batehing VPM-05 |Technology Assets, Applications and/or Services (TAAS), including 3
FDE for ription.
See FDE for descriptiol Malicious Code exist to utilize antii to detect and
T1027.009 Embedded Payloads Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Endpoint File Integrity T e T TR T T o7 ST
T1027.009 Embedded Payloads Functional | intersectswitn| “" [ K END-06 | technologies, to detect and report on unauthorized changes to selected 3
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
monitoring controls.
T1027.009 Embedded Payloads Functional |Intersects With| Continuous Monitoring | MON-01 3
P E—— e
T1027.009 Embedded Payloads Tt Functional | Intersects With e Pmm;‘g war VPM-05 | Technology Assets, Applications and/or Services (TAAS), including 3
5o T for desermtion. P ——. T TR O BT TG SeCore e
T1027.010 Command Obfuscation Functional [ Intersects With| - CFG-02 for Assets, and/or Services 3
See FDE for description.
Malicious Cod t to utilize antii to detect and
T1027.010 Command Obfuscation Functional |Intersects With aticlous Sode END-04 existio utiize o detectan 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description.
Mechanisms exist to facilitate the implementation of entel ise-wide
T1027.010 Command Obfuscation Functional | Intersects With| Continuous Monitoring | MON-01 hanisms exi 0 imp ! rprise-wi 3
monitoring controls.
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Control Desc Relationship
See FDE for description.
T1027.010 Command Obfuscation Functional |Intersects With| Input Data Validation | TDA-18 |Mechanisms exist to check the validity of information inputs. 3
See FDE for description.
r descripti Mechanisms exist to facilitate the implementation of enterprise-wide
T1027.011 Fileless Storage Functional |Intersects With| Continuous Monitoring | MON-01 3
monitoring controls.
See FDE for description. Malicious Code exist to utilize to detect and
i
T1027.012 LNK lcon Smuggling Functional |Intersects With e END-04 st foutt 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description.
o6 FOE for description Mechanisms exist to facilitate the implementation of enterprise-wide
T1027.012 LNK lcon Smuggling Functional |Intersects With| Continuous Monitoring | MON-01 3
monitoring controls.
See FDE for description. Malicious Code exist to utilize anti to detectand
T1027.013 Encrypted/Encoded File Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Malicious Cod tto util to detect and
T1027.014 Polymorphic Code o6 FOE for description Functional | Intersects With alicious Gode END-04 existtouttize o detectan 3
Protection (Anti-Malware) eradicate malicious code.
SesTOE Tor deserimton, —— ) e e e
T1029 Scheduled Transfer Functional |Intersects With ceoute Saseine CFG-02 o ssets. andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
T1028 Scheduled Transfer Functional |Intersects With|  Resilience Controls CPL-02  |controls oversight function that reports to the organization's executive 3
Oversight teadership.
See FDE for description. Maticious Cod ot o dotentand
T1029 Scheduled Transfer Functional | Intersects With acipus Bode END-04 st toutl ze © detectan 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mech: tto facilitate the implementation of ent wid
T1029 Scheduled Transfer | o0~ or deseription Functional | Intersects With| Continuous Monitoring | MON-01 | o0 a"'sm:;’;‘iﬂ: acilitate the implementation of enterprise-wide 3
See FDE for description. Mechanisms exist to monitor and control communications at the
T1029 Scheduled Transfer Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
See FDE for description. Data Flow - exist to implement and govern Access Control Lists
T1028 Scheduled Transfer Functional |Intersects With| ~ Access ControlLists | NET-04 |(ACLS) to provide data flow enforcement that explicitly restrict network 3
(ACLs) traffic to only what is authorized.
MGCTATITSIITS EXTST (0 GeVeop,
SeeTOETor desermion, —— . ST TS
T1030 Data Transfer Size Limits Functional |Intersects With eoure Saseline CFG-02 o ssets, andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
2 FOE Tor description. =ecTy; = 2 ERISTIO PTOVIS 5§ SSCaTTY; BTTESTETCE
T1030 Data Transfer Size Limits Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
See FDE for description. Maticious Cod ot o dotentand
T1030 Data Transfer Size Limits Functional | Intersects With aticipus Bode END-04 A st fo Ut e © detectan 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. , ] ]
Mechanisms exist to facilitate the implementation of enterprise-wide
T1030 Data Transfer Size Limits Functional |Intersects With| Continuous Monitoring | MON-01 3
monitoring controls.
See FDE for description. Mechanisms exist to monitor and control communications at the
T1030 Data Transfer Size Limits Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
e = T OCTATTSTTS SXTST T T EoveTTRCTESS GoMmToOTTISTS:
See FDE for description.
T1030 Data Transfer Size Limits | 0~ 10 deseription Functional | Intersects With| Access Control Lists NET-04  |(ACLS) to provide data flow enforcement that explicitly restrict network 3
SeeTOETor deseripion. p—— SO
T1036 Masquerading Functional |Intersects With eoure Saseline CFG-02 o ssets, andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1036 Masquerading Functional | Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
T1036 Masquerading Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight i
See FDE for description. Malicious Cod ist to util ies to detect and
T1036 Masquerading o6 FDE for description Functional | Intersects With aliclous Gode END-04 N existio utiize o detectan 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Endpoint File Integrity ’
T1036 Masquerading Functional | Intersects witn| " LK END-06  [technologies, to detect and report on unauthorized changes to selected 3
e files and settings.
See FDE for description. = Mechanisms exist to identify and authenticate third-party Technology
Authentication for Third-
Assets, Applications and/or Services (TAAS).
T1036 Masquerading Functional | Intersects With | Party Technology Assets, |  1AC-05 3
Applications and/or
See FDE for description. Mechanisms exist to:
T1036 Masquerading Functional | Intersects With| Account Management | 1AC-15  |(1) Define authorized system account types; 3
(2) Define prohibited system account types; and
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions.
T1036 Masquerading Functional | Intersects With| ~Access Enforcement IAC-20 ° 3
that conform to the principle of least privilege."
See FDE for description. Mech ist to utilize th tof least privilege, all s
T1036 Masquerading 6 FDE for description Functional | Intersects With Least Privilege 1AC-21  |Mechanisms existto utilize the concept of least privilege, allowing only 3
access to processes necessary to assigned
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1036 Masquerading Functional |Intersects With| Continuous Monitoring | MON-01 PO 3
See FDE for description. Mechanisms exist to check the validity of information inputs.
T1036 Masquerading Functional |Intersects With| Input Data Validation | TDA-18 3
- Ses FOE Tor desaimton. P ——. TR O S TS TS
T1036.001 Invalid Code Signature Functional | IntersectsWith [ CFG-02 for Assets, and/or Services 3
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
’ Endpoint File Integrity °
T1036.001 Invalid Code Signature Functional | Intersects witn| -~ P 5 SN END-06 [ technologies, to detect and report on unauthorized changes to selected 3
€ files and settings.
See FDE for description. =
. et Authentication for Third- Mechanisms exist to identify and authenticate third-party Technology
T1036.001 Invalid Code Signature Functional | Intersects With 1AC-05 ’ 3
Party Technology Assets, Assets, Applications and/or Services (TAAS).
See FDE for description.
Mechani: it to facilitate the impl tati f ents -wide
T1036.001 Invalid Code Signature Functional | Intersects With| Continuous Monitoring | MON-01 || conanisms existtofacilitate the implementation of enterprise-wide 3
monitoring controls.
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Secure Baseli i [ Assets, Applications and/or S
T1036.003 Rename System Utilities Functional | Intersects With coure Baseling CFG-02 o Ssets, andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1036.003 Rename System Utilities Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight
See FDE for description.
. P Malicious Code exist to utilize anti to detect and
T1036.003 Rename System Utilities Functional Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
§ See FDE for description. o
T1036.003 Rename System Utilities Functional Intersects With| Account Management IAC-15 (1) Define authorized system account types; 3
See FDE for description.
§ Tt Mechanisms exist to enforce Logical Access Control (LAC) permissions
T1036.003 Rename System Utilities Functional |Intersects With| ~Access Enforcement 1AC-20 ° 3
that conform to the principle of “least privilege.'
See FDE for description. Mechanisms exist to utilize the concept of least privilege, allowing only
T1036.003 Rename System Utilities Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasks in accordance with business functions.
See FDE for description.
Mechanisms exist to facilitate the implementation of entel ise-wide
T1036.003 Rename System Utilities Functional | Intersects With| Continuous Monitoring | MON-01 nanisms ext . e ! rprise-wl 3
monitoring controls.
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
Match Legitimate Name Secure Baseline fo Assets, and/or Services
T1036.005 gitima Functional | Intersects With ure Basel CFG-02 ’ ! 3
o Location Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
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] See FDE for description. Mechanisms exist to configure systems to provide only essential
Match Legitimate Name
T1036.005 P Functional |Intersects With|  Least Functionality CFG-03 by or restricting the use of ports, 3
protocols, and/or services.
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience,
Match Legitimate Name > ” ° ane
T1036.005 PRI Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight
T1036.005 Mateh Legitimate Name. | See FDE for description. Functional | Intersects With Malicious Code END-04 " exist to utiize to detectand 3
or Location Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
Match Legitimate N Endpoint File Integri
T1036.005 atoh Legitimate Name Functional |Intersects With | CnoPOINt FIEINCBIY 1+ e o6 technologies, to detect and report on unauthorized changes to selected 3
or Location Monitoring (FIM)
files and settings.
See FDE for d tion. b
Match Legitimate Name |00 00 o deseription Authentication for Third- Mechanisms exist to identify and authenticate third-party Technology
T1036.005 Functional | Intersects With IAC-05 3
or Location Party Technology Assets, Assets, Applications and/or Services (TAAS).
See FDE for description. o
) (1) Define authorized system account types;
Match Legitimate Name
T1036.005 P Functional |Intersects With| AccountManagement | IAC-15  |(2) Define prohibited system account types; and 3
or Location
(3) Proactively govern individual, group, system, service, application,
See FDE for description.
11636.005 Match Legitimate Name Functional | intersacts with|  Access Enforcement \AG.op | Mechanisms exist to enforce Logical Access Control (LAC) permissions s
or Location that conform to the principle of "least privilege.”
Moteh Logiimato Name |52 DE for description. ] Mechanisms exist o utiize the conaept of least pivilege, allowing only
T1036.005 PRI Functional | Intersects With Least Privilege IAC-21  |authorized access to processes necessary to accomplish assigned 3
tasksin with business functions.
See FDE for description.
Match Legitimate Name |0 0o 0" deserption Mechanisms exist to facilitate the implementation of enterprise-wide
T1036.005 Functional |Intersects With| Continuous Monitoring | MON-01 3
or Location monitoring controls.
Maton Logiimate Name. | S°¢ FOE for description.
T1036.005 ate uff;;::; ame Functional | Intersects With| Input Data Validation TDA-18  |Mechanisms exist to check the validity of information inputs. 3
Sou FOE Tor doscrimtion. P ST TS e
T1036.007 Double File Extension Functional | Intersects With CFG-02 o ssets, andor Services 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
See FDE for description.
Mechanisms exist to configure systems to provide only essential
T1036.007 Double File Extension Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
See FDE for description.
Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1036.007 Double File Extension Functional |Intersects With|  Resilience Controls CPL-02 |controls oversight function that reports to the organization's executive 3
Oversight
See FDE for description. Identification & Mechanisms exist to uniquely identify and centrally Authenticate,
T1036.007 Double File Extension Functional |Intersects With|  Authentication for IAC-02 |Authorize and Audit (AAA) organizational users and processes acting on 3
o Users behalf of users.
See FDE for description. Mech: tto facilitate the implementation of ent wid
T1036.007 Double File Extension | o0 - Tor deseription Functional | Intersects With| Continuous Monitoring | MON-01 | o* a"'s'“:;x[‘rsol: acilitate the implementation of enterprise-wide 3
See FDE for description.
Mechanisms exist to configure systems to provide only essential
T1036.008 Masquerade File Type Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
See FDE for description. Malicious Code exist to utilize anti to detectand
T1036.008 Masquerade File Type Functional | Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Mech: tto facilitate the implementation of ent wid
T1036.008 Masquerade File Type |00 Do 0" deseription Functional | Intersects With| Continuous Monitoring | MON-01 | o0 a"'s'“:;x[‘rsol: acilitate the implementation of enterprise-wide 3
See FDE for description.
Mechanisms exist to monitor and control communications at the
T1036.008 Masquerade File Type Functional |Intersects With| Boundary Protection | NET-03 |external network boundary and at key internal boundaries within the 3
network.
See FDE for description.
T1036.008 Masquerade File Type Functional |Intersects With| Input Data Validation | TDA-18 |Mechanisms exist to check the validity of information inputs. 3
See FDE for description. N
T1036.009 Break Process Trees Functional o N/A N/A N/A 0
Relationship
See FDE for description. Mechanisms exist to develop, document and maintain secure baseline
11636.010 Masquerade Account Functional | intersectswitn|  Secure Baseline cro0 igurations for Assets, and/or Services R
Name Configurations (TAAS) that are consistent with industry-accepted system hardening
standards.
= O CTaTSH TS EXTST o-C Ty TSIy e CemrerTy
™ de Account | See FDE for description.
T1036.010 Esq”e";mee ccount | See FDE for description Functional |Intersects With|  Authentication for IAC-02 | Authorize and Audit (AAA) organizational users and processes acting on 3
See FDE for description. N
(1) Define authorized system account types;
Masquerade Account
T1036.010 . Functional |Intersects With| AccountManagement | IAC-15  |(2) Define prohibited system account types; and 3
ame
(3) Proactively govern individual, group, system, service, application,
See FDE for description.
M de Account Mechani tto enforce Logical Access Control (LAC) permissi
T1036.010 lasquerade Accoun Functional |Intersects With| Access Enforcement 1AC-20 lechanisms exist to enforce Logical Access Control (LAC) permissions 3
Name that conform to the principle of "least privilege.”
M de Account | 5% FDE for description. Mech: ist to facilitate the implementation of ent d
T1036.010 lasquerade Accoun Functional Intersects With | Continuous Monitoring MON-01 ec‘an}smsex\s © facilitate the implementation of enterprise-wide 3
Name monitoring controls.
— Sos FOE for dvsarimton. o T TS e
1037 Boot or Logon Functional | Intersects With . CFG-02 or ssets, andlor Services 3
Initialization Scripts Configurations (TAAS) that are consistent with industry-accepted system hardening
o0t o Logon See FDE for description. Mechanisms exist to configure systems to provide only essential
T1037 Initialization Sgcr’ ts Functional Intersects With Least Functionality CFG-03 capabilities by specifically prohibiting or restricting the use of ports, 3
itialization Scri
i protocols, and/or services.
SootorLomn T Sy = FTGCTATTSHTS EXIST (0 PTOVTe e STy amTESTRTCE
T1037 Scripts Functional Intersects With Resilience Controls CPL-02 controls oversight function that reports to the organization's executive 3
i P N s,
See FDE for description.
Boot or Lc Mali ist to utili ies t tect
T1037 Soot orLogon Functional | Intersects With alicious Code END-04 " existto utilize o detect and 3
Initialization Scripts Protection (Anti-Malware) eradicate malicious code.
Boot or Logon See FDE for description. Endpoint File Integrity ST SHES TS TR T I, O ST
T1037 Soot or Logon Tt Functional | Intersects With point Fi € | END-06  |technologies, to detect and report on unauthorized changes to selected 3
Scripts Monitoring (FIM) - -
See FDE for description.
T1037 Buf:t or Lngnrf Functional | Intersects With|  Access Enforcement |AC-20 Mechanisms exist to enforce Logical Acc‘ess Control (LAC) permissions 3
Initialization Scripts that conform to the principle of “least privilege.'
See FDE for description.
Boot or L Mechani t to facilitate the implementation of ent wid
T1037 oot orLogon Functional | Intersects With| Continuous Monitoring | MON-01 || conanisms existtofacilitate the implementation of enterprise-wide 3
Initialization Scripts monitoring controls.
Boot or Logon See FDE for description. Mechanisms exist to define, control and review organization-approved,
isms exi ine, control and review organization-approved,
1037 Joot or Logon Functional |IntersectsWith| ~ Remote Access NET-14 # PP 3
Initialization Scripts secure remote access methods.
See FDE for description. Mechanisms exist to configure systems to provide only essential
T1037.001 Logon Script (Windows) Functional |Intersects With|  Least Functionality CFG-03 [capabilities by specifically prohibiting or restricting the use of ports, 3
protocols, and/or services.
See FDE for description. Mechanisms exist to define, control and review organization-approved
isms ex ine, control and review organization-approved,
T1037.001 Logon Script (Windows) Functional |IntersectsWith| ~ Remote Access NET-14 & PP 3
secure remote access methods.
T1037.002 Login Hook Functional | Intersects With CFG-02 ' i ' 3
Configurations (TAAS) that are consistent with industry-accepted system hardening
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See FDE for description.
P Security, Compliance & Mechanisms exist to provide a security, compliance and resilience
T1037.002 Login Hook Functional |Intersects With|  Resilience Controls CPL02  |controls oversight function that reports to the organization's executive 3
Oversight leadership.
See FDE for description.
P Malicious Code exist to utilize anti to detect and
T1037.002 Login Hook Functional |Intersects With END-04 3
Protection (Anti-Malware) eradicate malicious code.
See FDE for description. Endpoint File Integrity T T A TS TTCEBIy TTOTCOT TP, OF ST
T1037.002 Login Hook Functional | Intersects with| =" (170 T END-06  [technologies, to detect and report on unauthorized changes to selected 3
See FDE for description.
Mech tto enforce Logical Access Control (LAC]
T1037.002 Login Hook Functional | Intersects With| Access Enforcement IAG-20 lechanisms exist to enforce Logical Access Control (LAC) permissions 3
that conform to the principle of “least privilege.”
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1037.002 Login Hook P! Functional | Intersects With| Continuous Monitoring | MON-01 PO P! P! 3
- See FDE for description. ) Secure Baseline Mechanisms exist to develop, document and maintain secure baseline
T1037.003 Network Logon Script Functional | Intersects With c CF&-02 | configurations for Technology Assets, Applications and)/or Services (TAAS) 3
See FDE for description. Mechanisms exist to provide a security, compliance and resilience controls
Security, Compliance & . }
) ) oversight function that reports to the organization's executive leadership.
T1037.003 Network Logon Script Functional | Intersects With | Resilience Controls cpL02 3
Oversight
See FDE for description. exist to utilize ies to detect and
eradicate malicious code.
T1037.003 Network Logon Script Functional | Intersects with | M2licious Code Protection | ¢y, o) 3
(Anti-Malware)
See FDE for description. erdooint Fle Integrit Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1037.003 Network Logon Script Functional | Intersects ith | C"oPeInt File Integrity END-06  |technologies, to detect and report on unauthorized changes to selected files 3
Monitoring (FIM) Ao
and configuration settings.
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1037.003 Network Logon Script Functional | Intersects With | Access Enforcement IAC20 |conform tothe principle of "least privilege." 3
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1037.003 Network Logon Script Functional | Intersects With | Continuous Monitoring | MON-01 | monitoring controls. 3
11037008 et See FDE for description. runctional | intersects with Secure Baseline ra.07 | Mechanisms exist o develop, document and maintain secure baseline S
! cripts unctional | Intersects Wi c - configurations for Technology Assets, Applications and/or Services (TAAS)
See FDE for description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls
T1037.004 RC Scripts. Functional Intersects With Resilience Controls CPL-02 oversight function that reports to the organization's executive leadership. 3
Oversight
See FDE for description. alcious Code Protect ist to utilize es to detect and
alicious Code Protection
T1037.004 RC Scripts Functional | Intersects With A END-04 |eradicate malicious code. 3
(Anti-Malware)
See FDE for description. ) Endpoint File Integrity Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
T1037.004 RC Scripts Functional | Intersects With Monitoring (FIM) END-06 | hnologies, to detect and report on unauthorized changes to selected files 3
See FDE for description. Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1037.004 RC Scripts Functional | Intersects With | Access Enforcement IAC20 |conform tothe principle of "least privilege." 3
See FDE for description. ) Mechanisms exist to facilitate the implementation of enterprise-wide
T1037.004 RC Scripts Functional | Intersects With | Continuous Monitoring | ~MON-01 on 3
monitoring controls.
11037.005 oot See FDE for description. runctional | intersects with Secure Baseline rG.07 | Mechanisms exist to develop, document and maintain secure baseline S
! artup ltems unctional | Intersects Wi c - configurations for Technology Assets, Applications and/or Services (TAAS)
See FDE for description. ] Mechanisms exist to provide a security, compliance and resilience controls
Security, Compliance & ’ ) . ‘
oversight function that reports to the organization's executive leadership.
T1037.005 Startup Items. Functional Intersects With Resilience Controls CPL-02 3
Oversight
See FDE for description. exist to utilize to detect and
Malicious Code Protection -
T1037.005 Startup Items. Functional Intersects With END-04 eradicate malicious code. 3
(Anti-Malware)
See FDE for description. ] Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
) Endpoint File Integrity : )
T1037.005 Startup Items Functional Intersects With END-06 technologies, to detect and report on unauthorized changes to selected files 3
Monitoring (FIM)
and configuration settings.
See FDE for description. ) Mechanisms exist to enforce Logical Access Control (LAC) permissions that
T1037.005 Startup Items Functional | Intersects With | Access Enforcement 1AC-20 . p 3
conform to the principle of "least privilege.
See FDE for description. Mec tto facilitate the of enterprise-wide
T1037.005 Startup Items Functional Intersects With Continuous Monitoring MON-01 - 3
monitoring controls.
See FDE for description. exist ystems to p y essential capabilities
by specifically prohibiting or restricting the use of ports, protocols, and/or
T1040 Network Sniffing Functional Intersects With Least Functionality CFG-03 services. 3
See FDE for description. Cryptographic mechanisms exist to protect the confidentiality of data being
transmitted.
T1040 Network Sniffing Functional | Intersects With Transmission CRY-03 3
Confidentiality
See FDE for description. Cryptographic mechanisms exist to protect the integrity of data being
T1040 Network Sniffing Functional | Intersects With [ Transmission Integrity CRY-04  [transmitted. 3
See FDE for description. Mechanisms exist to bind cybersecurity and data protection attributes to
) Cybersecurity & Data . - :
T1040 Network Sniffing Functional [ Intersects With DCH-05  |information as it is stored, transmitted and processed. 3
Protection Attributes
See FDE for description. Mechanisms exist to retain media and data in accordance with applicable
T1040 Network Sniffing Functional | Intersects With [ Media & Data Retention DCH-18  |statutory, regulatory and contractual obligations. 3
See FDE for description. ) Mechanisms exist to utilize File Integrity Monitor (FIM), or similar
) Endpoint File Integrity : )
T1040 Network Sniffing Functional Intersects With END-06 technologies, to detect and report on unauthorized changes to selected files 3
Monitoring (FIM)
and configuration settings.
See FDE for description. - TeTTCaTOTS Mechanisms exist to uniquely identify and centrally Authenticate, Authorize
T1040 Network Sniffing Functional | Intersects With | Authentication for 1AC-02 3
N Heation and Audit (AAA) organizational users and processes acting on behalf of
See FDE for description. Authenticat Mechanisms exist to:
T1040 Network Sniffing " Functional | Intersects With wthenticator IAC-10 ) 3
(1) Securely manage for users and devices; and
See FDE for description. ‘Access Control For Mobile Mechanisms exist to enforce access control requirements for the
T1040 Network Sniffing 4 Functional | Intersects With MDM-02 o 3
Devices connection of mobile devices to organizational Technology Assets,
See FDE for description. Mechanisms exist to facilitate the implementation of enterprise-wide
T1040 Network Sniffing Functional | Intersects With | Continuous Monitoring | MON-01 | monitoring controls. 3
See FDE for description. ) Mechanisms exist to define, control and review organization-approved,
T1040 Network Sniffing Functional | Intersects With Remote Access NET-14 3
secure remote access methods.
See FDE for description. Mechanisms exist to control authorized wireless usage and monitor for
unauthorized wireless access.
T1040 Network Sniffing Functional | Intersects With | Wireless Networking NET-15 3
See FDE for description. exist to prevent and
h transfer via shared system resources.
T1040 Network Sniffing Functional | Intersects with | "formation In shared SEA-05 v 3
Resources
Cxfitration Over ca |52 FPE for description. Mechanisms exist to track the origin, development, ownership, location and
Ailtration Over ;
T1041 ehomel Functional | Intersects With Provenance AST-03.2 | changes to Technology Assets, Applications, Services and/or Data (TAASD). 3
o overcy |56 FOE or description. Security, Compliance & Mechanisms exist to provide a security, compliance and resilience controls
1081 Hitraton over Functional | Intersects With | Resilience Controls CPL02  |oversight function that reports to the organization's executive leadership. 3
annel
Oversight
Cxfitration Over ca |55 FOE for description. se of Cryptogran Mechanisms exist to facilitate the implementation of cryptographic
T1041 Xfiltration Over Functional | Intersects With 'se of Cryptographic CRY-01 |protections controls using known public standards and trusted 3
Channel Controls
cryptographic technologies.
Exfiltration Over C2 | See FDE for description. C i exist to prevent disclosure of data
T1041 3 Functional | Intersects With | Encrypting Data At Rest CRY-05 P 3
Channel atrest.
Exfiltration Over C2 | See FDE for description. Cyb & Dat: Mechanisms exist to bind cybersecurity and data protection attributes to
T1041 Hiffration Dver " Functional | Intersects With | S/>erecurity & Data DcHos |, - ybersecurity " 3
Channel Protection Attributes asitis stored, and processed.
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