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[ESEabTh and regulary review & ormal = OR) nd paliy. T Tncluds The Tolowing " Valdate DR Plon via esting (o3 tabletop everciss, par
Team retponibe o Gevelping. mantaning, o Cammamcaing the o o isaser, fllscale dlsaster, ec) 8 defined Recovery Time
- Incluce ncident Response a¢ prtof the OR P Jobjective (R10) and Recovery Font Objective (PO
- Restrict access o oty or celee backups to ol authorized users - Resign  desionated team member o oversee recovery efforts
. Pertorm reo s of - Pronties for recovery procedures, inclucing steps o restore
- encrypt reg os ot Kyatems
Baciups that are marked for full recovery are tsted on a
Feguir hasis
b et acces s backops t g ers it s “Shore regutar backups of business-rica data in multple
OR13 Disaster Recovery Pl Functional | Instersects With Backup A¢ BCD-119 gles for data backup and recovery operations. s [For template examples, refer to FEMA:
"Ton Partner Resaurce Center n TP+
gl o orgiparnerresources
FEStabTah and regulary review s farmal Dsaster Recavery Plan (O and poiy. o nclade the Tolowing - Validate DR Plan via esting (3. tabletop exercies, parta
Team responsibe for developing, maintaming, and communicating the OR Aan isaster, ful cate disaster, etc)  defied
| Incluce Inciaent Response as partof the DR i [Obicie (RTO) and Recovery Foint Objcts
- Restic accass o modiy o delet backups to anly autharized users - Asign a desionated team member to versee recovery efforts
- Periorm reguia backups of business rilca Gata per cllent requirements - ot o recoveryprocesures, g st o resore
- Encryot s of
il atae marke ol recoveryare teteaan
Feuar bas
b N— oo et “Shore regutar ackups of business-citcaldata in multpe
g saster Recovery Fan anctional | nstersects witn|  ncident Response Plan . Aechamsms st o it n make vl crent and e g focations per client requrements
o013 Disaster Recovery Pl Functional | Instersects with | incdent Response Plan (RP) Ro0a  [iechanisms exit to may s Jocotions perclentreaurements
erg
or ToN Pariner Resorce Center n TP
Fiosiplus o orglpartner resources
FETTan e v Py a7 process or Dot & e, o e e allowi Do retenton perods
- Closifca " Cssfcaton sécoiing to tta sensiy
: Farecton - Tty SeniceFrovider dta snanng responices (9.
. Database securty quidelines lia contract
or1s Dta & Assets | Defined segregation of ot Functional | Subset of Data Prtection DCHOL  Mechanisms the of data 10 - Version contro o ihe polcy and process
: Handing iroughout data e cycle
I aceordance wit ocal faws, reguiation, and agreements
[ESOUTEh and regulary eview s poTcy nd process for 59 & Assets, 1 elude T folaming Dot retention perads
Clasifcation - Classifcation ccording o cata sensitvty
- protct - Thiraparty Service Prvider st snarin responsbiies (e.0.
atabase securty ouideines Via coniract causes, etc
on1e Dota & Assts ined segregation f dties Functional | Intersects it | Sensitve / Regulated Data Protection| DCH-01.2  [ASChanisms exst toprotect sensiivelregulated data wherever s processed andlor s - Version control o ihe polcy and process
" Randing trosaou dota I cycle kiore
- accordance wit ocal laws, reguiations, and agreements
I e v oy 78 praces Tor Gt & s, T el e o Dot retenton perads
- Classf - Classfcaton according to data sensiivity
- Protaction - gty SenceProvicer dtasnaing responsbites (9.
- Database security uidelines hvecn . T Via coniract causes, etc )
OR-1.4 Data & Assets Defined segregation of dutit Functional Instersects With Data & Asset Classification DCH-02 lechanisms exist to ensure data and assets are categorized in accordance wit 8 |+ Version (nn!ml of me policy and process
. Handing throsahaut dota i bpicable statuory,reguiatory and contractusl fequirements
. aceordance wkh ocal 1w, aguatons, and gresments
[ESabTh and regulary eview & polcy 3nd process Tor D & Asses, o nelude T Tolowing Dt retenton perads
- Clasificaion - Claxifcation according tocata senstvty
 brotaction - Thia-party Sevice Provider dta sharin responsbities (e,
or14 Dota GAssets |- Dened seareganon ot dute Functional | Insersects With | Separation of Duties (50D} HRs-11  [Hechantsms exist to mplement ard melntain Separation of Dutles (SoD)ta preven s I ¥erson comro of e poicy andprocess
+ Handling throughout data life P [potential inappropriate activity without collusion.
- ackordance win ocal s, raguatons, and agreements
FEStaETeh and regulary even 5 o ciude the alowing Dine & diar scope for e securfy Tk e
- Adress workflows, assets, oprations, appicatons, and person - Use an accrediie tir-pany o conduct sk assess
. Aoply princles of Contadntaity. mLéar s and AvaTobIy A - Documant and maintai a Threat Modalng and Analsi process
- Review and update upon significant ch ety mestwih meragement snd ey akehaders o
- Conduct arisk assessment annally ety and Gocumen
: sy and oz i by Severty e, rtcl,ign, e, ctc) " e v s in SusinessCantnuty (6CP) and
+ Document decisions on Risk Management to include monitoring and reporting remediation status with [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and [Disaster Recovery (DR) PI
Felevant sakenolders lsions (PGAGH) o smiar methodoigy) it oty document, t a i P ioeiude ik vl Wmmemm infrastructure, along with
(1) Deficency tracking [ite Securty Plan for each ocat
(2 Aopicania secuty: compiance anlor resllence control o) ecepion paiky
3) Description o the defcenc - Utize 2 Red Team or ¢ybersecuriy professionals to identify
@) Rik associated wit th deficiency(es) Famersbaics
orz0 sk Management Functional | Instersects With | Capabltes Deficiency Tracking | 1A0:05 [5) Source deficiency identificatio/detects s 1 eersecurity Insurance to help manage fnancial mpact from a
@ 7 ampensating controls,  appicable: lyperatiack
(7) Point of Contact (POC) (e.g., asset/process owner); |- Leversgeestabes normaton secrty ik anagement
@) Rosources requre, Foton actions YA Ay
) Planned remedial actons to the deficiency(les) 005 50381565 31310:2015,150 27603, rdior NST 800-30)
10) Poposed remeciation tmeine: o
Dispostion statement (e.. coseout summary).
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Strength of
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establh and regulary review a formal securly Rsk Management program, o include the ollowing Definea clear scope for the seculy ik assessment
‘Adcess workfows, <sets, perations. appication. and personnel - s an accredied tnirdparty o conduc rsk assessments
 Soply pincies of Conaeniaty. I3ty and ualaiy (c - Document and malntain a Threat Modelng and Analysi process
- Reviow and dpdate upon signficant changes Qulary meet with management and key stakehaigers o
- Condct a sk assasemant annualy foerty ond Gocument ks
- Clasity and prionize isk by severty (e.q. Critca,High, Mediur, etc,) Riks dentied are addressed i Business Continaty (BCP) and
- Dociment aions on ik Hanagermnt ol monkorng and esorting remediaton status with [isaster Recovery (OR) Plans
Feievant stakenoider P et enaronments an s, song it 3
Kite Securty plan for each o
mal excepton poly
- Gz a Red Team o cybersecurty prfessionais to dentity
IMechanisms exist o facitate the Implementation ofsrategc, perational and fuerabiities
or20 sk Management Functional | subset of sk Management Program Rskor  lechaniems et to facitate the imp ic,op 10 et nsvnce ol marse nancmpact oma
e
Coverage estalsned iformation Secuty sk anagemene
Framework (e NISTIR $266. FAI iramew
10003018155 310103015, 150 27003, andlor NIST 800-30)
[ESaBIER ond ey rview s o e T Tollowng Deine  ciar scope for e securfy
Racress workfiws. ions, appications, g personnel e acereied thiporty s condt ok sssesenents
- Ropty e of onaentalty gty and ualani () - o indmartar's st Hocking s s rocess
Relew s upise upo s o ey
. Conducta ok assesament o ety and Gocument riks
. Clacety an prionize iske oy severity (e.g., Crica, igh, Mediur, etc) Rk Gentied are agdressed in Business Continuty (8CP) and
- Document aLcisions on Rsk Management 1 ncluge menioring and repering emediation status with Iisaster Recovery (OR) Plans
Felevant stakenolders | Include rsks o all environments and infrastructue, aong it a
e Securty Plan for each ocation
Iechanisms xist o dentiy A forma exception poicy
1) Assumptions affectingrsk assessments, sk response and isk montoring | Uiz e eam o eybrsecurty rfessonsts to ety
orz0 sk Management Functional | nstersects with Risk Framing Rsk11 2 Consraints afcting ik assessment, sk response and s monicing: s unerabiiics | rance to hlp manage fnancal mpact from a
) Protes, e and tadears condidered by the organizaion for managing fovperattacic
[ | cterageestotapes memrton sty pansgement
R 5266, AR rameworis.
000 5018155 31010.2015. 150 27005, andlor MST 800-30)
[StaBTih and regulary eview s formal secury Rk Wanagement program, o ncude e ollowing: Deine 5 ar scope for the securty Tk sssessment
- Adcess workfows, a<sets, perstions, appication. and personnel - s an accredied tird-party to conduct sk as
- Aoy princpies of Confidentalty.itégriy. and Avaiabiny (CA) - Document and malntain a Threat Modelng and Analy process
. Reviaw and pon sianfcant ch Ry s i mansent and oy Sakahoer
. Conauct a risk assessment annual iy and docam
- Clasity and priorize isk by severty (e.q. Critca,High, Mediur, etc,) Rl dentied are addressed i Business Continaty (BCP) and
- DocmertGeior on Rk Hanagement 5l koo and eporin emedationsatus with Iisaster Recovery (0R) Pians
Feievant stakenoider P e ol enaronments ana i, slng i 3
e Secriy P for e o
bechoms et caregorce ety st Agpictons e andir - Kormal xception paicy
D) in - Utize a Red Team o cybersecurty professionals to dentity
Colations [rze
or20 ik Management Functional | Insersects With | Risk Based Security Categorzation |  Rsk02  [1) rationale) in s e Insurance 6 help manage financial impac from »
ke Scuriy pian or systarn: an lyberatiack
2% Ensore the Securty catagonsation deision s reviewed and approved by the [ ovirage stabtane normaton Scurty ik Mansger
feset owner. < e g NISTIR 8266, FAI rameworks
700 2016155 S1010:2015,150 27005, v T 800-30)
e ey v o Tncade T Tolowng Deine & dar scope for e securty
ndress workflows, asces, aperations, applications. and personnel | Use an accredited thir-party Dcondua ok sssesaments
- Aoply pm.ﬂesof Contdentialty, mteoriy, and Avaabity (CIA) - Docume intan'a Threat Modling and Analyss process
- ReviewandUpdate upon sinfcantchanges Reguiarly meet with management and key stakeholders o
. Conducta ok assesament o iy and documen ricks
. Clacety an prionize isks oy severity (e.g, Crica, igh, Mediur, etc) ! e s n BusinessConinay (8 and
 Bocument decisions on Aisk Management £ nclude Monkoring and reporting remediaton status with [isaster Recovery (0R) P
Felevant stakenolders - inciude 1ok to ol enwmnmems and infrasructure, along with
ite Securty Pln for each ocat
- K formal exception pacy
iz a Red Team or Cypersecurty protessonals to ey
luinerabities
orz0 Risk Management Functional | Instersects with sk dentication RSK03  [Mechanisms exit to identiy and document isks, both nternal and exteral, s ey Insurance to help manage financial mpact rom a
lyberatiacc
P evrage o formation Sty sk panagement
Framework (e NISTIR 8286, FAIR frameworks
2000201815 310102015, 150 27005, andior NIST 800-30)
B e e v oIt R Vgt o e e o Deine & ar scope or the securty Tk sssessment
ndress workiiows, tions, appications, and personnel - e an accredied tnirdpary t conduct sk assessments
- Rorly princpies of Confidentialty.itégriy. and Avalabiny (CA) - Document and malntain a Threat Modslng and Analy process
- Reviéw and update upon Sianficant chano Ry s i mansmetand oy Sakahoder
. Conduct a sk assessment amnush Ity and document
. Clossty and pricrise ks by severity (e.g, Crtica, High, Medium, etc) Risks deiied are aﬂdresseﬂ in Business Continuity 8CP) and
 Document decisions on Risk Management o ncude monitoring and reporting emediation tatus with [isaster Recovery (0R)
Felevant stakenolders | inciuce s to ol anwmnmams and nfrastructure, along with 3
Kite Securty Plan for each ocati
'nformal exception paicy
Pechanims et conouc recuring ssessments s it s the - e e oo o ersecurty rfesionts ot
o and magnite o e, rom nautnorizd accecs, s, dicio luineraoi
oR20 Risk Management Functionsl | intersects With Risk Assessment RSK04licruption, modifcatin or destruction of the organizaion's Technalogy Assets s - Cybersecurity insurance to help manage financial mpact from a
Popication, Serices anc/or Dats (TAASD). lyberatiock
[ iovrase ctonanes momaon sty panoomen
< (e, NISTIR 8206, FAIR ramework,
02018155 S1o10:2015,150 27005, amirr War 800-30)
[StabTah and regulany eview o Tnclade T Tolowng Define a clear scope for the Securty Tk
‘adaress workflows, ssets, aperations, appications. and personnel Ui an accredied tnird-pany t conductrsk assessments
- Aoy princpies of Confientaliy, Intégriy. and Avalabiy (GA) - Document and malntai a Threat Modelng and Analysis process
. Revi pste upon sion - rea nolders
. Conduct a sk assessment annush iy and documen ks
- Clasety and priortize nsks by severty ., High, Medium, tc) | Riss idantited are adressed in Business Continuty (8CF) and
- ocimertdaciars on Rk Hanagerent s s Tonkoring and reporting remeaton status with [isaster Recovery (0R) P
Felevant stakenoider - nciude sk to il envionments and infrastructure, along with o
Kite Securty Pian for each ocation
- K tormal exception paicy
Uiz a Rea Team o cybersecurty professionals to dentiy
Instances Reauiring A Risk fuerabiites
or20 sk Management Functionsl | Insersects With es Reauir RSK04.3 [Mechanisms exit to define instances that require a isk assessment o be performed. s bersecunty insurance to help manage inancil impact from a
lyberatiacc
[ieteoeexananes momaton sty orsgement
ork (65, NISTIR 8286, FAR frameworks
2000 5016155 310102015, 150 27005, anélor MST 800-30)
[EStabTsh and regulary eview a formal securly RSk Wanagement program, o ncude the ollowing Deine » it scope or the securty Tk assessment
ndress workfiows, fions. appication. and personnel - Use an accredited thi.party o conduct ik assessments:
- Rorly princpies of Confidentaity.itégrity. and Avaiabiny (CA) - Document and malntain a Threat Modslng and Anayol process
. Reviaw and update upon sianfican ety o i managerant ey RakeRrs o
. Conduct a sk ssessment amnush lcently and document
- Classity and priorie isk by severty (e.q. rica,High, Medium, etc.) - Ris igentiied are aﬂdressed in Business Continuity 8CP) and
. Document deciions on Risk Management o ncude monioring and reporting emediation tatus with [isaster Recovery (0R) P
Felevant stakenolders | inciuce ik to ol wmnmamsanﬂ infrastructure, along with 3
Kite Security Plan for each ocati
ol oxception policy
- Utiize ke Team or <y bersecurity professionas to identty
Iechanisms exis t dentify and assign a isk anking to newly discovered securty feunerabiites
orz0 sk Management Functonal | nstersects with Rk Ranking Roos  [lechanisms exit o dently and assian a sk ranking tonew s | Gereeiynsonce to nlp manage sroncit ot rom
[ ievrasectananes momaon sty panagemen
e NISTIR 8206, FAR ramewors 150,
e 2018155 S1o10:2015,150 27005, anirr Wer 800-30)
BT s ey e s Tl ety R Wargemet g, o o e o Defne T scops for e SeEurty Tk Sesessmait
‘Adcess workflows, assets, aperations. appications, and per | Use'an accredied tnird-pany t conductrsk assesem
- Aoy princpies of Confidentaly. Integriy, and Ava1abiiy () - e gty Tt i s process
. Revi ote upon sion
. Conduct a sk assessment annuslh iy and cocument
- Clnsity and priortiae isks by severty (e, Criicl, High, Mediur,etc Rk dentied are ageressed in Business Continity (8CP) and
Socimen s on Rl Hanageeni s oo eorting remediaton status with [isastr Recovery (oR) lans
Feievant stakenoider P e ol enronments an s, ang it 3
Kite Securty pin for ach foc
- K ormal exception pacy
- Griize a Rea Team or cybersecurtty professionas t identy
Ratnersi
or20 sk Management Functional | Instersects with sk Remediation RSK06  echanisms exist o remeate sk to an acceptable evel. s o ecusiy insurance t help manage inancialimpactfrom a
lyberatiac
ovrage o nformtinSecurty sk pansgement
Framework (e NISTIR 8286, FAIR frameworks,
10003016155 31010.3015, 150 27003, andlar NIST 800-30)
FEEable and regulary review 3 formalsecurfy Rk Management pragram, o nclude T olowing Defne = cear scope for the securfy ok sssessmert
s orons, st operatons. sppcatons.and perscnre - Use an accredived tird-paty o conduct sk s
- Romly princpies of Confidentaity.mtégriy. and Avatabiny (CA) - Document and malntai a Threat Modslng and Analyol process
- Reviéw and update upon signficant i Rty e i managRant ey RakeRars o
. Conduct sk assessment annally iy and document
- Gl e ks by Sty (g, Crcl. o, edu,cc) " R e re e n usinessConiniy (8P and
 Document decisions on Risk Management o nclude Monoring and reporting emediaton status with [isaster Recovery (0R) P
Felevant sakenolders | nciuce 1ok t ol enwmnmemsand infrastructure, along with
Eite Security Plan for each ocat
2l Sxception palicy
- Utiize ke Team or cybersecurity professional to identy
Iechaniss exis t formaize a Risk Treatment lan (RTP) tht appiicable ferabiities
oR20 sk Management Funcuional | Insersects with | Risk Treatment lan (RTP) | RsKk-06.4. L1000 o 3 e e accoring to » depned timelne s  oercertynsance o el mansge tnanci mpact o
[ ievrsoectananes momaon sty ansgemen
< (e 9. NISTIR 5286, FAR framevon
000 5018155 31010 3015, 150 27005, andlor MIST 800-30)
JESEabI and regulary review 3 polcy and process for Backoround Screering on al elevant k- and par- AopIy o freelancers and terporary workers
Kime employees, consultants,contracirs, and nters t include he foloin Homan Resources Securiy - 032 thrcparty backaround screaning company
orao BackaTound SCreening |- e e e b e o ions Functionsl | subset Of e HRS-01  echanisms exist o faciltate the Implementaon ofpersonnel security contrls 10
| Retain al sioned agreements and results
BT o gy oo oy nd s Bk St o eart - o TR o s ey
ime employees, consfants, contracors and ntens, o ncude the ollowin cransns st 0 manag personnel ety s b screrin s prior o - 383 tarcparty backaround screening compan
oR30 Backoround Screening |- aceurgonce Wi otal e, regu ations, soresments, and cuttural consiaations Functional | Instersects With Personnel screening HRs0a  [ech tto manage p ! securtty risk by 9 Individuals prior t s Use athirdparty backs ening company
3 3 . utnorizing a
| Retain al sioned agreements and results
EStabls and regularly review 3 polcy and process for Backoround Scresring on al elevant k- and par- oy o realancers 3nd Temporary Workers
Kime employees, consultants,contracirs, and nters t include he folowin Roles With Special rotection [rechanisms exist to ensure that indviduals accessing a system that tores, - U323 thrcparty backaround screaning company
ora0 Background Screening | n accorgunce with ocal s reguarions, screements, s cutural comdations Functional | Instersects with h Specil RS 041 o poceses it e Specil rtecion Skt rganzation .
| Retain al sioned agreements and results lefined personnel screening ciers
JEStablsh and regularly review 3 polcy and process for Backoround Scresring on al elevant k- and par- Apply o freelancers and terporary workers
Kime employees, consultants,contracirs, and interns, t include he folowing [Mechanisms exis to require all employees and contractors o apply cybersecurty - U323 thrcparty backaround screaning company
orao BackaToUnd SCreening ! e e o b o ons Functional | Instersects with Terms of Employment HRS.05[and data proection pHnipies i tneirGai work &0 enable secure complant and s
| Retain al sianed agreements and results fesilent capabilies
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SCF Control

Secure Controls Framework (SCF)
ontrol Description

Strength of
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oject ba:
Establish and regularly review a process for the On-boarding of all relevant parttime employees, - 1208 shoto1D baage for sl relevant full and parttime
conutais contraeor.nters. recancers, and temporary workes o include the Tolowing e
Sign-oft from ail procedures, Kemporary workers, and third.par
anlor clent reaurements [ Review ot rolafos changes. Gsopraphical rlocations, and
- Provsion physcaland digitl access IMechanisms exist to proactively govern the following personnel management onsae of ahcens s 09
ompleterequred trainin bcions. iry elocations re i accordance vith loca lws,
y’ Onboarding, Transferring & 10
- Confdertialty Aqreements, Non-Disclosure Agreernents (NDAS),etc., specifically appled for Onbo3rding | puncuona) | subset of HRS.01.1 [1) Onboarding new personnel (e... new hires) ey pelocations et
or31 On-soarding Create an audt rai which inCludes access provSIoning or access enabied date, with System admin sign Gifbaaraing personne B s ks the organization and reguitions, and ogreemen (T p——
o 3) Offboarding personnel (€. termination of employment) [rame and caforca v accoums o
" Retain ail signed agreements
o a per-project bas
[EStabh and reguiarty review 3 process or The O boarding of T relevant Tl and part-Time employees, e e B evant - par e
comsutant contractors nterns, relancrs,and temporary warkers. o ncii e folwn e o levant ul and part e
gt from all personnel fo al current polcis, procedures, [employees, consultarts con
anlor clent reaurements e for i crange. Seoataphica relocations, and
" roviion oyl ond gt access Femves s
. Complete required training IMechanisms exist o manage personnel security risk by assigning a is designation Loy o ADReTCe e i accordance with local lws,
on-boardi - oty Arecmans. e sclosure reements (DA e, spcicl poled or 009 | pycon | mtrsct it Positon Categorization HRS.02 o all positions and establshing screening crteta fo iaiduals ilng those 8 fSouncry elocations are i 2
OR3.1 boarding Create an audit trai, which includes access provisioning or access enabled date, with system admin sign | or i pay 7 Seniceprovidr, mit access t 2 speitc e
T [frame and enforce via account lock
" Retain ai signed agreements
Toply ov 5 perprored
[SEabI and regulary review 3 process for the O boarding of al reevant Wl and part e mployees. 0 phero D baage for retevan - andparttme
[consultants, contracors.interns. frelancers, and temporary workers,t include the followin e B e o s,
< abtain sign-of from all personnel fo al current polcies, procedures, bl i e dtasouel
ancior clent reauirements e Tt oo Changes. Geohtapmca eocations, and
[ Provision pirysicel and dighal coes Me:hamsms exist to ensure that every user accessing Technology Assets, [leaves of absence
In-boarding e o s oSure Agreament pend . T admn o Functional Instersects With Users With Elevated Privileges & Sens\ w ve ulated data is cleared and regularly trained to handle the information in [regulations, and agreements
on31 Omboaring e i I aceess i of sectss Sroties e it systom admm st i desred o Teguary oy S i it s 0 s e
H [frame and enforce via account lock
" Retain ai signed agreements
o
[EStaITh nd regurty eview Soarding of T refevant Tl nd = Y e e et retevant ul- and parttime
[consultants, contractors, nterns. reeiancers, and temporary workers, to include the folowing: [employees. consukasts, contractors,interna. reciancers
- Communicate and obtain san-of rom alelevant company persannel for il current pofces, procedures. Sk i bt fution
andior clent reaureme -~ Reuiew fo rolefab changes, geograpnica elocations, and
- Provision physical and digital access feaves of absence.
- Complete required training | Country reiocations are n accordance with loca aws,
On-boardi - Confidentiallty Agre Non-Disclosure Agreements (NDAS), etc., specifically applied for On-boarding | ¢crionai | instersects With | Defined Roles & Responsibilities HRS.03  [Mechanisms exist to roles & pe s egiminet o o et
OR-3.1 nboarding - Create an audit trai, which includes access provisioning or access enabled date, with system admin sign - For hir-pary T Servce rovider it acces o a specifc tme
I [frame and enforce via account lock
" Retain ai signed agreements
ona
[EStbiTeh nd reguirty eview o o Gr-boarding of a relevant Tl amd = P B ievant fll. and part.ime
Sultants, contractors, e, reelancers. porary workers,ta nclude the folowing: [emtoyeon Consutanes somtractores it rectancers
mricate ot sof fom il revant compony personnel o il curent plces,procedures, Silheho R Ao
ondior clen requrem < Reiew fo rlefab changes aeographica relocations, and
provison physical and u-m\ access feaves of absence.
: Complete required tra IMechanisms exist to and - cc local laws,
. Confdertialty Agreements, Non-Disclosure Agreernents (NDAS),et., specifically appled for On-bosraing | purco || o User Awareness HRS.03.1  [Mechanisms exst o communicate with users abo 5 Feguiations. and agreements
OR3.1 On-boarding ate an aUlt Hail, which includes aceess provisioning or accass erabled date, with system admin sign it fe and 9 : For i party 7 Senice provdr it access to 2 spcifc e
I [frame and enforce via account lockout
" Retan ol signed agreements
Rpply on 3 per-project bas
FESEable and regulary review 3 process for e Orboarding of l reevant Wl and partime employees. e e etevant fll and part.time
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 Retain all sioned agreements
Toply o7 perproect b
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Jconsultants, conractors nterns, freslancers, and temporary workers o include the fllowin lemployees, consltnts, contractors,nters relancers,
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ot contacors. e redancers, " temporary workrs o mlud e olown L ges, geograpt
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ot cortacor. e recancers,and temporary ket e e Tolowng: | revewo ges, geograp!
“Transter ownership o data and access * Country relocations are in accordance with loca aws,
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Sevelopers, supgor. and o ine aplication, tallor s ates. - ot st e P g covers th resricton ot ’
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oras Traiing & s Sevelop tabred raning based on o responsibile (.3 Interaction it cotent) Functonal | nstersects witn | ROIeBesed securty, Compliance & | a3 ) bt authoriing acess tothe systemorperforming assined duties o Comploxiy: e accoun usode, etc)
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FDE #

Focal Document Element (FDE) Description SCF Control scr# Notes

STRM STRM
Rationale _Relations

Secure Controls Framework (SCF) Strength of
ontrol Description Relationship.

[Establish and regularly review a process and workflow for Data /0 Workflows & Systems to include the ‘Allowlisting to restrict content downloads and uploads o of
[following: lputhorized external sources and destinations

- Use dedicated (1., isolated) systems to move content betueen external networks (1., Internet) and |- Enable alerts when transer is complete andor downloaded
internal networks (e'g.. Data I/G network, production, etc.) - Use valld DNS entry for allowlisting

510 Dt o ons & e ot aner 1 nos bes o the o 2{35’2,‘,‘:5,;f,‘(ai“;’fﬁf,j*'w““" Functional | Instersects With Encrypting Data At Rest car.0s tographic mech: disclosure of data at rest. s
- When preparing or transferring conten., utiize dedicated rooms with fully covered windows and closed

|door when work is i

ForAgpictons

- Data cachin

| se’ Secret vaut o store user credentiss

[ESTBIE 5 egulary reven  process and workfon fo Dats 10 WorkTows & Systems o nelude the [~ AlTowsting to restrct content downloads and Uploads 1o anly
follow lauthorized external sources and destinations.
“Use desicated (., isolated)systems to move ontent between external netwarks (e, ntenet) and |- Enable alerts when transfer is complete andor downloaded
intermalnetworks (e, Data 1 network. productir - Use valid DNS entry for allowlisting
ortent (o viuace and maiware prit o moes o the ntvor

. Searagation of duties between Data 10 st and other staf e 9. producton, development, etc)

- Content movement s initiated from the more secure layer (e.g.. push/pull content at the Data /0 zone
tolfrom Internet; pushipull content at the production network to/from the Data /O zone)

Dot 10 iorkfows & [Betheen oo ntrks and Daty 10 ystems e, i gapped ntr [Mechanisms exist o retain media and data in accordance with applicable statutory,
510 oystome - Delete content aiter it has been on the system for moré than 2 hou Functional | Instersects With Media & Data Retention P8 fegulatory and contractual obigations. i ’

ing
- Use a secret vault to store user credentials

[Establish and regularly review a process and workflow for Data 0 Workllows & Systems to include the [~ Allowlisting to restrct content downloads and uploads to orly
[following: [puthorized external sources and destinations
-+ Use dedicated (1., isolated) systems to move content betueen external networks (1., Internet) and |- Enable alerts when transer is complete andor downloaded
Inernal networks (3., Oata /O network.procucton etc.) - Use valld DNS entry for allowlisting

i all content for viruses and malware prior to ingest onto the network
. Searegation ofdutes between Data 10 saf ad tner staf (¢ 5. production, development, tc.
et movamént 4 ritetes rom the more Secure e (55 LMD CoFtent a e Dsta 10 zone

ot 10 Workows & [ oo nehios and Do 10 Systems (. o Soppe o) echanisms exit o faciltate the implementation of Endpoint Device Management
10 oat 19 orkows s |Pebnee prodiction neirks 19 Dt 10 e (e, gogped v Functonal | stersct it ndpoi: evice Managemen: (60w | Enp.01 s exist o i th implementon o Endooi: evice anagement
. Winen preparing or transierting content, ulize declcated fooms with fully covered windows and closed

ioorunen o n progress

[For Application

- Data cachin

- Use’s Secret vaut o store user credentiss

[ESEBI v egulary revien  process and workfon for Dats 10 WorkTows & Systems o nelude the [~ ATowTsting to restrct content downloads and Uploads 1o anly
lauthorized external sources and destinations

|- Enable alerts when transfer is complete andor downloaded

|- Use valid DNs entry for allowlisting

 ardware-encrypted nara drives using at least AES.256 encryption can also be used t transter data
Data 10 Workflows & [petweon production networks and Data 0 systems (6.5, lr gapped network Unified Endpoint Device Management| echaniss exs o utiize o cenirlized Unifed Endpoit Device Management

Ts10 St - Delete content after it has bean on the system for maré than 34 hour Functional | Instersects With END-0L1 (UEDM) solution that provides agent andjor agentiess management of endpoint 5
- Yinen preparingor ransferring conten, iize dedicted rooms Wit Rully covered windows and closed evices regaraless of evice locaton.
ldoor when wor
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ta caching
- Use a secret vault to store user credentials
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ST 57 egulary revien  process and workfon for bats 10 WorkTows & Systems o nclude the [~ ATowlsting fo restrct content downloads and Uploads 1o only
followi lauthorized external sources and destinations
Use Gedicated (., isolatedsystems to move content between exteral networks (i, Internet) and |- Enable alerts when transfer is complete andor downloaded
intenal networks (€.g., Data I/0 network, production, etc.) |- Use valid DNs entry for allowlisting
all content for viruses and malware prir to ingest onto the network

- Segregation of duties between Data I/0 staff and other staff (e.g., production, development, etc.)
- Content movement i initiated from the more secure layer (e.9.. push/pull content at the Data /0 zone

Jfrom nteret: pushpul ontent at the prodiction netwrk tafrom the Data 0 2o

Data 0 orflows & [between prodcion neworks and Data 10 systems (e, airgapped networ Malicious Code Protection (Anti-
TS10 siams - Delete content afer It has been on the syste for more than 24 hour Functional | Instersects With e pamamction END-04
e Breparng or ransiering content, e dedicated roorns with full covered windows and closed
oor when wor
For Applicaions
- Data caching
| Use  secret vaut to store user credentials

IMechanisms exist to utiize antimalware technologies to detect and eradicate
Imalicious code. s

[EStabish and reguiarly review a process and Workilow for Data /0 Worklows & Systems to includs the [~ Allowisting to restrict content downloads and uploads to orly
[following: Jputhorized external sources and destinations
- Use dedicated (1., isolated) systems to move content between external networks (L., Internet) and |- Enable alerts when transfer is complete andor downloaded
Internal networks {e’g., Data I/G network, production, etc.) - Use valid DNS entry for allowlisting

Iware prior to ingest onto the netw
- Segregation of duties between Data I/0 staff and other staff (e.9.. Wrwdu(tmn, development, etc.)
5 is initated from the (e.9. pushy 110 zone
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- Use a secret vault to store user credentials

ST 37 egulary revien  process 3nd workfow for bats 1O WorkTows & Systems o nelude the [~ ATowTsting to restrct content downloads and uploads 1o only
followi louthorized external sources and destinations

Use Gesicated (., isolated)systems to move content between external networks (i, Internet) and |- Enable alerts when transfer is complete andor downloaded
intenal networks (€'g., Data I/0 network, production, etc.) |- Use valid DNs entry for allowlisting

- Scan il content for iruses and malware prio o ngest onto the neturk

. Searegation of duties betwieen Data 10 saff and oiher staff (9. production, developrent

. Coment movement s miiaed from the more secure et 6.9 Peahibu Conten av e Dota 10 zone

Data 1/0 Workflows &  [0etween production networks and Data /0 systems (e.g., air gapped neMor [Mechanisms exist to implement and maintain Separation of Duties (SoD) to prevent
510 1 Wort o ohe v oo ovih o ot v B Funcoral | istersects Win|  Separaton o Dutes (So0) | WRs1 Mechanisms s to mplement and malntai S so0)top

loor when wor

aching
- Use a secret vault to store user credentials

[EStablish and reguiarly review a process and Workflow for Data /0 WorkTiows & Systems to include the [~ Allowisting to restrict content downloads and uploads £ orly
[following: lputhorized external sources and destinations
-+ Use dedicated (1., isolated) systems to move content betuween external networks (L., Internet) and |- Enable alerts when transfer is complete andor downloaded
Internal networks (3., Oata 1O network,procucton etc.) - Use valid DNS entry for allowlisting
all content for viruses and malware prior to ingest onto the netw
-Seqreganon o dutesbetween Dt [0 taff an otrr st (e, Dmﬂu:lmn, development, etc.)
i initiated from the (e.9. pushipul 110 zone

oo ntarmes, BUShpUlcomtent ot i prodveton némar ol he Data G sone)

St 1P and por) layer 373 Access ControlList (CLS) o alow outbound network requests from the
Imore trusted inner layer and deny allinbound requests from the less trusted outer layers

10 Workows & [DeCReSn Productio netiork and Dafs A0 SyStems (o0, af Dapped rework) chanisms eis torestric xecuting adilsraive tsksoftsks equling
1510 o B SR S on o T i £ s Functonal | nstersects Wit | Dedicated Adrmintrative Machines | 1AC:20.4 [HSChADISTS exist o resrict excuting adminsrativ tasks or tasks requiring

ching
- Use a secret vault to store user credentials

ST 37 egulory revien  process 3nd workfow fr bata 10 WorkTows & Systems o nelude the [~ Allowlsting to restrct content downloads and Uploads t orly
follow louthorized external sources and destinations
Use dedicated (.. isolated) systems to move content between external networks (.¢., nternet) and |- Enable alerts when transfer is complete andor downloaded
internal networks (€., Data I/G network, production, etc.) |- Use valid DNs entry for allowlisting
n all content for viruses and malware prior to ingest onto the network

- Segregation of duties between Data I/0 staff and other stalf (e.g., production, development, etc.)
-+ Content movement s nitiated from the more secure layer (e.9.. push/pul content at the Data /0 zone

Jfrom Internet; push/pull content at the production network tofirom the Data /O zone)
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Inermalnetworks (6.0, Dats 10 petmirk. rodacion. et - Gee Vi S eney o atowising
o corvant (6 viuace and malar prt 0 ngest ont the
Searegation f duties between Data 5 S and othr st o5, proGuction, deveopment,etc)
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1 Workoms & |oerarencypled hard drives g ot least AES 250 encns o eny Tt by Defott & Aow Tt echanisms exist o conigue frewll and outer configuraions o deny netor
110 omap Wontows. b o et S e e, 3 o ] Functonal | nserscts Wi D6nY TS by DEfut & AIow Tl \er..1 7ot by tau i avow evwok Foe. b SxComtan 6.3, 8y o Hr oy s
+ When preparing or transferring content, utilize dedicated rooms. wwm fully covered windows and closed [exception).
[isor when o
o
Dot cachin
- U Setretuaut to sore user credentils
T s ey e rocess 7 W o 3 10 WriTows € Sy o i e AT T ST Comtent Gowrioads 378 Cpoads oy
falowing o norized cetrrat scurces anlGostmtors
e Gedicated .., Islated systems to move content etwieen extenal netwarks . Internet) and P Enanis SiehE when Ganser i Corapets andlor dowrloaded
el (- B ook roducion: i e Ve NS eney oratowising
i Corven o virusesand manware o 9 e oo the et
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T s ey e rocss 7 VT o A 1O WriTows €y o i e AT T ST Comtent Govrioads 378 Cpoads 0oy
felouing oihonzed extomar sources and sesuatrs
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EStablish and regulary review a polcy t enforce AUthentication of ll elevant full- and part-time
lemployees, consultants, contractors, Tntems, freclancers, temporary workers, minitratie ‘accounts, and Apply MFA to all accounts
i ekt e o a1 - For 1eA, avoid using SHS, KA (Knowedge Based
ona fuithertication).or emai
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L STy aecounts) ond st account umockng to inel IACOL2 O Sltons, bt o remisesan o s b n S Poier s otabase queries appcation o app ete)
- For e o s temporay pssvors it e rando Senrat, e, and comply i : Monkorand certrally log of successuland aied lg
compienty vl & iy it - Estabich procedures to defne dYn:kmllsusp\(mus activity
oo - Gize Privieged Accountanagement (b
. Do o ncuic repeatin Eharectrs BURET & 3 133139 o e, servic name, compan i accounts e i okens o FI502
I, indniduats rare, ndviduals dae o birth, Sy marsondl el weak, compromised; ancrer Ktondard2 complant solitions
Commonly known passworce
[ESEabIe snd regulary review 3 polcy o envarce Authentcaton of o elevant il snd part e
Jemployecs, consulants, ontractors nterns, reelancers, camporary workers, adminiirative accounts, and - Bl MFA to ol sccourts
i sccaun 1o e h g T MFA, av0id using SMS, KBA (Knowledge Based
Unique [uthentication), o email
For Mol Factor Authentiation (MFA), 3pply to e louing e al account passwiords every 90 day:
- Use'an applcation basea TOTP soluion of ardware-base keys (<. FIDO2, WebAuthn keys, etc) " vy e company cmal aciress when reisterin,logaing
iy Itarat g sy o e are basen e nto, o accessing application to transfer content
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[commonly known passwords
FEEable ond regularly review 3 polcy T enforce Authentcaton of o elevant - and pariime
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Serice accounts.to include th (ol owing For MEA, avoid Using SMS, KBA (Knowledge Based
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For i Fcir Athentation (454 a0yt h lowing ge all account passwiords every 90 day:
- Ui an aopicaton s TOTP st Fardnare s ks .. F1DO2. Webaun ke, ec) Alvays use compary emal address when reg\stermq ogaing
R et ncng sysems (eq webmail web porals, tc . or accessing appications o transier
o hochn " \idate users sgamst xstng avtnercaton platfors fe 5.
- Gne factor e praviced by » saparate symtem fepeuhecator aomn prametrics, etc Jictive Directory) throuah intepration o a Sngle 517,01 service
For passwords and passpi |- tiize passkeys instead of passi
v 6 sharootar gt - Standaraize naming convention for user
- i o 7t ooning premeters: upercose ower case namerc o sl crarcters : Review user accounts regularly and decommission expred or
- aimum pacsword o ;) Inactive sccounts
N pasoors o e s For saministrator, service sccounts, and personnel who support
" Confour s masimum of 5t oo aiamis proft e fprevids  assorcs o passhvases [ftomated mechanisms i o enforce MultiFactor Authentication (MFA) or ety accourts aro e for iended iy
o6 o A mote network access; *Verity accounts are use or nended purposes only (e.0
,cmqe cable o serice accounts), and restctaccount urloeking o Functional | Instersects With | MultiFactor Authentication (MFA) | IAC.06 () Tir party Technoioay Assets, Applications andor Services (TAAS): and/ or s etc)
o e aecounts. woe T Dasswars oot re fandorm generated, unique, and comply with (3) Non-console access to criical TARS that tore, transmit and/or process - Morstor and centraly 10g of successiul and faed I
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acondary communication protocol to share passwords and passphases - Uiz Privieged Account aragemert (P o
- Do ot include: repeating characters, patterns (e 123123, accaunt name, service name, company. o imin acount. e naivare arens of 1502
Iname, individual's name, indiidual date of birth, ay personl dstai, weak, compromised, and/or tandarazr complant oo
Commonly known passworce
[EEable snd regulary review 3 polcy o envorce Authentication of o elevant Fllsnd part e
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- Do nor include: rapesting characters, pattems (¢4 123123, accaunt name, service name, company. Somiy oo e hare trers o 202
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[commonly known passwords
FESable and regulary review 3 polcy T enforce Authentcaton of o elevant - and pariime
[Employees. consulants, contractors tems. feelancers, temporary workers aaminrative accounts, and - Apply MFA to all accourts
Senice accounts.to include th following - For 1EA, avoid using SHS, KA (Knowedge Based
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For passwords and passpia o> g - Utiize passkes instead of password:
- Vinimum 16 character length " Stancaraize nami ions fo usernames
- i o 7t oloning premeters: upercose ower case namerc, o sl charcters |- Review user accounts Tesuary and decommission expred or
- aimum pacsword o x Inactive sccounts
- Minimum paseword o For it servce secourts,and persomel who uppor
" Conour s masimm of 5l oo atamis i veuse of previous 5 passwords or passphrases evelop or maintain appications:
516 i i and ok anctiona IMechanisms exis to ensure proper user dentification management fr non- ety accounts are useq for Intended purposes only (e
. For nel accounts, use temporary passwords tha are randomly generated, unique, and comply wit |+ Monitor and centrally og of successful and faie
Complenty rules Vo . iy it - Extabiich procedures to defne and lockout suspicioss acivty
U secandary communication protocol to share passwords and passphrases - Uifze Privieged Accountaragemert (PAM) to!
- Do ot include: repeating characters, patterns (e 123123), account name, service name, compan |: For admin accounts, use hardware tokens or FIDO2
name, ndiiduals nare. Maiicua!s st of i, 3y personal etal. weak. compromsed, andror [standarcU2F compliant solutions
Commonly known passworce
[ESable snd regulary review 3 poicy o eniorce AUthentcaton of o elevant - 37 pa
[Employees. conaulants, contracors, ntems, eelancers, Lemporary workers, minirative accounts, and Apply 1A o 2l accourts
Service accounts, o inciude the following or 1FA, avoid using SHS, KBA (Knowledge Based
e luthentication), o email
Authenticaton (FA), apply to the following - Change all account passwords every 90 day;
U o ot o TOTP slfof Fardnae s ey .. FIDO2. WebAun ey, ) - Kiways use company emil address when registering,looging
oy inemetacing ayaome (00 (e o o o accessing appications to transfer contént
. AaminiiratiG access 1o nosting nactaciore ahd maragement co - Validate users against existing authenticaton pat
O actor s provided by o epate Symtm (a5 Svtemacator sppe.plametris, et fctive Dirctory) trough tegration to a Sigle Sign-On sevie
For pascwords and passp - Utz psee st of
i 16 characiet e Standarize naming conventionsfo usermames
- i o 3o e Tolowng parameter uppercae, lower cass, umenc, o special characrers - eouiary
 Maximum pas fre .u o Inactive accounts
 Minimum password or a1 om Fesale s For it sarvce accounts,and ersomel whosupar
L Conhgure manimum oF 5 ol lsp atermats probl reuse of révions & pacavords o passphrases. Iechanisms xist evelop or maintain applicatons:
516 Authentcation (ot 3ppIableto service accounts), and restric account unlocking 1o Sytem adminsraort) Funct sects i a0 [3) sy mamagesunencatos for sers and evces: s vty accounts are uset for intended purposes only (20,
asoword of passphase Upon SuEpIcios actuiy or ncident fonal | Instersects With | Authenticator Management neo ) 9 e i s . il
. For new accounts use temporary passwords that are randortly generated, uniaue, and comply with ata being accesced. spproprateto orte : Monieor an cantrally og of successtuland faed ioging
[comptexty riies 4 Vo a Pl ata being accessed " st e oG and ocout o acity
- Use secondary communication protocol t share passwords and passphrases - iz rivisoed Account Maragement () o
. Do nor include: repesting characters, pattems (¢, 123123, accaunt name, service name, company. - Forimin ccouns s rariwar ke o 1502
ama, ndividuals name. ndviousls date of i, Sy personal aetals. wéak, compromised. anclor Standaran2F compan: sclutons
[commonly known passwords
FESoble and reguary Feview 3 polcy T enforce Authentcaton of o relevant - and pariime
[Employees. consulants, contractors, tems. feelancers, temporary warkers, aaminrative accounts, and [ Pophy MFA to ol sccounts
i ccuns 1 i th a1 | For 1eA, avoid using SHS, KA (Knowedge Based
Oniaus wearn Juthenticaton). o ermal
For Mt Factor Authentiation 458, o0t e i g6 3 account passwerds every 50 oy
s ol s TOT? sl arnre 55 s (. 1002, Weos ks ec) " Ay ise company ol aciress uhen reisterin,logaing
" any mernet facing s ems( b, web porals Into o accessing appicationsto transfr contént
e Viidate users against existing suthenticaton pltiorms (5.
- Gne factor 13 proviaea. hyaseparam System (e.3. suthentcator apps, blometrics, etc) ctive iector) roual iegtaion to o Sgle Sgn.on seve
For passwords and pass - Utiize passkeys instea of passor
o 16 sharootar | Stancaraize naming conventions for username
 Minimam of 3 of e fllownd poremeters: s coss ower case namerc, o sl charcters |- Review user accounts Tesuary and decommission expred or
- Masimum pass Inactive accounts
- Minimum pase For it service secourts,and persomel who uppor
" Conour s masimum of 5t o3 anempts i veuse of previous 5 pasawords or passphrases evelop or maintain appicatons:
o6 o i A e bvecn o e ’ *Verity accounts re used or ntended purposes only (2.0
Functional | Instersects With | password-Based Authentication . echanisms exit o enforce complexty, length and fespan consideration to
»que ez mpa{sspmaseupansus’zmws Setiiy o migent tonal | Intersects With | Password Based Authenticai 0L ong critena fo pasword-based authentication, s iabese queres, application to-applcaton commuricatin,etc)
. For nel accounts, use temporary passwords that are randormly generated, uniaue, and comply with : Monkorand certally log ofsuccessuland fale
compiesty o a Py - Estabich procedures to defne dlatkuulsusp\(mus ety
e secondary communication protocol to share passwords and passphrases - Uiizeprivieged Accaunt Management (PAM) o
- oot nclade: repeaing characters, pterns (9. 1231231 accounk name.servic name, company i aciount: use harowar vvens or 02
ame, nividuals name, indvidual's date o Brh. any personal detals. weak, compromised, andior tandararU2F compant setons
ooty nom pasamoras
[ gy v e T oo Beceda s ser Mol o nlude i o
25ed on the Aincl of Least Priviege (RoL) SATcaton resource: (e . servers, Gatabaces|
. For applcation development. saparate use rles btween development and deployment oppiations, Soas apes, e for appropriate access and
B manage meracive and noneracive (5. programmate scess, N, AP, €t e privieges
nctions, and perssions Iechanisms exis o sricty govern the use of Auth
517 thorization Authenticate, Authorize and Audi o e of Autherticate, Authorize and Aucit
Jtorzn ors ond ermis - e o | uncma || A et | ey B R B A A e s
lawartery bass at 3 mimum =
[ESEabIe snd regulary review 3 proces: for Autharzation bw5ed on 3 User Model £ Tnelude the aloving
e o e il of st Prviag (PP Sources 5 servers, Garabases)
For appication development, separate user oles between development and deploym awhtams 5253 i tc) for approprist access and
- efnCand manage nferscve and non eracie (6. rogrammatc access, N, AP, <t rols fprvieg
51 uthorization inctions, and permissions Iechanisms exis to enforce Roe-ased Access Contrl (RGAC) for Technol
7 Authorizat erform permisdions fal accounts, and ana | Functionsi | mstersects with | Role:8ased Access Control (RBAC) |  IAC-08  |Assets, Appications, Services andlor Data (TAASD) o restrct access o mdiviuals s
uariry B at 3 minimum besianed speciic roies with egitmate business needs.
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[Establish and regularly review for Autharization based on a User Model, o include the following: ly review application resources (e.9. servers, databases,
5ed on the Pincipe of Least Prvicoe (POLP) anph:atmns‘ 505 apps, tc.) for appropriate access and
- For appiication development, separate user roles between development and deployment fprivieg
- Define and manage interactive and non-interactive (e.0. programmatic access, NHI, APl etc) roles,
[functions. and permissions prechanisms exs o periodicallyreview the privleges asigned to ndiduolssnd
517 Authorization pertorm all accounts, and ona Functional | Instersects With | periodic Review of nc17 Validate the ned for such privieges and reassign or remove B
lquarterty basis ot @ minimum rnccessary picoce. o necessary
ST and Tequory even & racessfr orzaton Based on 3 Use ol 1 nelude e orovng: ey revew apRlaton esovces @, servers dawhases,
- Based on the Principle of Least Prviege (PoL?) picatons,Saas app, i) for appropriae access an
- For application development, separate user roles between development and deployment: fprivileg
Define and manage interactive and non-interactive (e.0. programmatic access, NHI, APL, etc ) oles,
[lunctons, and permissions IMechanisms exis Access Control (LAC) permissions that conform
517 Authorization [ pertorm a all accounts, and ona Functional | Instersects With Access Enforcement 20 e e P B
lauarterly basis at @ minimum
FSoETET and Tequory evien & rocessfr Auorzaton baed on 3 User Hodel T nlude e olowng: [ Feauary revew spalaton esovces (e, servers, dabases,
“5ased on the Mincpl ofLeost Pivisoe (PoLP) lappications, Saas apps, etc.) for appropriate access an
- For appiication developmen, separate usr roles btween development and deployment fprivieges
. Deine and manage Interacive and non-interacive (e.0.programmati access. WK, AP, etc.) rols,
funcon:and prsions (e preg g IMechanisms existto utize the concept of least priviege, allowing only authorized
TS 17 Authorization Jews of all accounts, and inact ona Functional | Instersects With Least Priviege 1AC21 foccess to p Ssary to accomplish assigned tasks in accordance with s
lacariory e o 3w foroanizational business functions.
ST o Teguay e o ntty Aecess Harogement [AW)proces o manage occess T a1 SdmstTator acions o
for al relevant full- suanes conracors, nerns. fog i ecorevearmame. b stamp. acton, achon paramerers
reclancers, temporary workers, administrative accounts, and s <, o include the folloving. - Regularly review for discrepancies and unusual or suspicious
: Access contols managed vi ol Based Acess Contro! (RBAC). Atrivure-Bssed Access Control (ABAC), ctivty
[Singe Sign-On System (550).
fentity Access Autharized parsonnal mar lechanisms exist to facitate the implementation of identification and access
518 A e S s sccons Functoral | SubsetOf | deny 6 Access Management (A | 1AC.01  MShanims it acitae the implementatanof entfcationand 0
. Pronbi unauthorzed user account
- Reguiary review and manage access and privileges of service accounts,incuding expired and nactive
ST 330 requy evin 1 Gertty Recess Wanagement [AN] process o rarege secess o an C a o o
ail relev . consuitants, contractors, nt log and record username, time stamp. action, action parameters
rcaaneare, semporaty workers smitfatie accounte, e serice sccounts, i nciude e fohoing - Regularly review for discrepancies and unusual o suspicious
- Access controls managed via Role-Based Access Conlrol (RBACI, Attibute Based Access Control (ABAC), ctivty
sigle Sanon System (550} et IMechanisms exist to retain a record of personnel accountabily to ensure there is a
18 e checes® |+ Authorize and document user. group, and service accourts Functional | Instersects With Retoin Access Records Lt sutnorsation wheh the authorcanon was Oramied and when the access s
- rohibit unauthorized user acéount sharing [Was fat review '
- Regularly review and manage access and privieges of service accounts,including expired and inactive.
[ESTBIEh ond regulory eview o ey = o
s for i el nts, Contractors, interns fog and record username, time stamp. action, action parameters
[reeiancers, tempor: e, admiistratve accounts, and ser 15, to include the following - Regularly review for discrepancies and unusual or suspicious
" ccass contrls managed Vi RolrSased AccessContrl (RBAC) ‘tibute-Based Access Control (ABAC), lactivity
single Sign-On System (550) hvecnan ) e vse o At F—
- - Aithorized personnel mansge ac uthenticate, Authorize and Aud lechanisms exist to trictly Govern the use of Authenticate, Authorize and Audit
1510 A e an o s Functional | nstersects ith | ARRSTKCte, AUorize AU | 1ac.015 (el ok ons. o an rermies and thoss nosted by an e Sece rovder s
9 - brohibt unauthorized user accolnt [Es)
- Regulary review and manage access and privleges o service accounts,incuding expired and inactive
[ESTabIsh and reguIary review an 1gentity or
foral relevant full- s contctors, nems, d record username, time stamp, action. action parameters
[Peciancers tomporary workers adrinsTatve accounts, anid service accounts,to Inluds th folwing - Regularly review for discrepancies and unusual or suspicious
" nccess controle managed Vi Role Based Access Contrl (RBAC) Aitibute Based Access Control (ABAC), ctivity
Singe Sign.0n System (550), e
ety hccess |- Authored persotnel manage scc [Mechanisms exist to enforce Role-Based Access Control (RBAC) fo Technalogy
518 ty Acces A N i anaservice e Functional | Instersects With | Role-Based Access Control (RBAC) |  IAC-08  [Assets, Applications, Services andjor Data (TAASD) to restrict access to individuals s
o - broniit unauthorized user account shari fessigned specific roles with legitimate business needs.
- Regulary reiew and manage access and privleges ofservice accounts,incuding expired and nactive
ST and requory evin an Geriy Aecess Management (AW) procese  marage access 0 a1 [ Corfigure systems and appications for aamNStrator actions (o
foral relevant full- sultants, contractors,interns, g and record username, time stamp, action, action parameters
raeanr, tanperary worhfe, adrAGATatve i, i Se ek aCcomits o elade o Tawing - Regularly review for discrepancies and unusual or suspicious
-+ Access controls managed via Role-Based Access Control (RBAC), Attribute Based Access Control (ABAC), ctivity
Single Sign.On System (550). etc.
Identity Access Authorized personnel manage Attribute-Based Access Control IMechanisms exist to enforce Attribute-Based Access Control (ABAC) for poicy-driven,
oL gement | putherize and document user, group, and service accounts Functional | Instersects With (ABAC) 1AC-29' " laynamic authorizations that supports the secure sharing of information. s
- Regularly review and manage access and privileges of service accounts, including expired and inactive.
BTN o Tequoy review 3 process for Corporate Emall FITeig o Getect fepor, and lock e [ Tncorporate Into Incident Respanse (OR-4.0) process for
following: Freportin
- Phishing emails echanisme exit 1 utilzs anthphishing and spam protection technologles to detec |+ Apply SPF. DKIM, and DMARC records on the domains
18 Corporate Emai Fiterng | Hairt Functonal | nstersect Witn | Phishing & Spom Protection | END.0g[echanisms exst o utlze ant hishng and spom protection technologies o detect s - SEPUARc poney st o eI
e T oo eeticontent materil [and take action on unsolicted messages transported by electronic mall
. Executabic e attachments
BTN o QU eview 3 processfor Corporate Emall FITeig o Geect fepor, and lock e [ Tncorporate into Incident Respanse (OR-4.0) process for
ollow Feportin
phishing em tomated mechanisms exist to implement Data Loss Prevention (DLP) to protect - Apply SPF. DKIM, and DMARC records on the domains
519 Corporate Email Ftering 'Ma\wamand Functional | Instersects With | Data Loss Prevention (DLP) NET17 e e e A I plem et Pata Lo Prevention (DLP) to protect s - Set DMARC policy set to REJECT
Transmisdion of sensiive asseticontent materis! [rensitive information as t i stored, transmitted and processed.
. Executabic e attachments
ST o gl even 3 process T vty anage, ad st access o Wab Pras, o rciode [ For Sensitva confen, sef aEcess to axpire automancally at
the folow [predefined intervals, where configurable
e TP signed by a Certifcate Authority (CA) - Regularly review user permissions and access lsts
- confi certifcates are not expire - utize rict Transport Securty (HST
[ CortTes, enforce e Cphersate 6. 715 1.2 ata i) IMechanisms exist to enforce Role-Based Access Contral (RBAC) for Technology Vtllze HTTP Stict Transport security (HST5)
Ts110 Web Portals - Fected o dedatn e e Functional | Instersects With | Role-Based Access Control (RBAC) |  IAC-08  [Assets, Applications, Services andjor Data (TAASD) to restrict access to individuals s
- Grant u s (e, aoiy o fessigned specific roes with legitimate business needs.
. Searegate ecess batween elemec
Do hot use persstont caokies or cookies that tore credentals n lantext
SRR o Taguar even 3 process T vty arage, and st access o Wab Poras, o rciode [ TorsereTive contnt. et scces o e atoraRaly 3t
e follow precefinea ncervals. unere confgurable
[ se HITPS signed by a Certicate Authartty (CA) Recuirly revew yser pormissions and access lsts
- Confirm HTTPS cerifcates are not expire - Ulize HITP Strict Transport Securiy (HS15)
- For HTTPS, enforce use of a strong cipher suite (.., TLS 1.2 at @ minimum) IMechanisms exist to develop, govern & update pracedures to faciltate the
5110 Web Portals e s s = seaotes et 01 Functional | Instersects With | Network Security Controls (NSC) |  NET-01 o develop govern & update proc s
- Grant user s (e.g. avity to
Segregate access between client
Do hox use persitent Gookes o cookes tha store credentials i plantext
ESBIR o Taguarl even 3 process T Verty, arage, and (st access o Web oras,t nciude " For seniive contnt, et access T expire avomatialy 3t
the follow prederined here configu
[ se HTTPS signed by a Certicate Authartty (CA) Recuiarly review yser pormissions and access lsts
- Confirm HTTPS certificates are not expired - Ukitze HTT Strit Transport Security (HST5)
: For TIPS enforce use o a strng coner ste (¢, 1S 1.2t 2 minmum) [Mechanisms exist to faciltate the implementation of an enterprise-vide web
TS-L10 Web Portals. : Place Web Portals on o dedicated server in the DI Punctional | instersacts With Wab Sacurity WEB-0L | ranagement policy, as well as associated standards, controls and procedures. s
- Grant user e . aiy o
. Seqregate sccess pemeen clent tn
Do ot use persistan coskies or coakies that tore credentals In lantext
ESR o el e aprocess T vty anage, and st access o Web ortats, o niude " ForsenaTive conent, et acces 0 xpre autoraRaly 3t
the follow [predefined intervals, where configu
- se HTTPS signed by a Cericate Authatty (CA) Recuiary review user permissions and sccess sts
- Confirm HTTPS certificates are not expired e 1o iz » Demiiarized Zone (M) o restrict inbound tafc - Utiize HITP Stict Transport Security (HSTS)
. For HTTPS, enforce use of a strong clpher sul T minimumy lechanisms exist to utilize a Demiltarized Zone 0 restict inbound traffc to
TS110 Web Portals o oot o s i “.T‘” e oy T 12at2 ’ Functional | Instersects With | Use of Demiltarized Zones (OMZ) | ~ WEB-02  fauthorized Technology Assets, Applications andor Services (TAAS) on certain B
| S et (e.g, abity to [ervices protocols and ports
Segregate access between client
5o hot use persstent cookies or coakles that store credentias n plaintext
EstabTs snd ool oo 2 process T poice hared Securty Resporsloly Mode [SSRW) gudance 7 CSC to engage with the CSp to address any Tssues [dentined,
o the Cloud Service Provider (CSP) and Cloud Service Consumer (CSC).to nclude the followi o S5 hanges ae ncorporatd it e C5C's
Shared Securiy “Requiar governance set up by CSC for all CShe and otner software Service providers prechanisms exst o formally document Customer Responsbilty Mt (M), [ mplementation pi
Ts11 aehared SecUly |- Tikparty Aisk Management (TPRM) for thrd paries (o, C3P, i party software Service Provider, |  Functonal | Instersects With Customer Respy (cam)| o061 fel 4 or securty. 8 &5 depioys the finaized SSRHM control to test and validate
ponsibilty Jetc) etwean the Cou sarvce rovider (Comy snd s customers - For non-canformances, develop a plan
0T o0 oy Teviow 3 roces T proyde S Securty Reaponablty Hode (o) gucarce 7 CSC to engage with the CSp to address any Tssues [dentined,
o the Cloud Service Provider (CSP) and Cloud Service Consumer (CSC).to include the followi cchaisns et o docyment and mnin s Accaniaie.Spporive i S5 changes ae ncorporatd it e CSC'
Responsibilty Hodel |, Thre-Party Risk Managemen or third-parties (e.g., CSP. third-party software Service Provider, Consuited & Iformed (RASCI) Matrix lecignment fo sacury, complanca and resllence conols between nremal o the atze controls o test and valldate
o) Ftakehoiders and External Service Providers (ESPs). |- For non-canformances, develop 2
[EEISh s oy oo process for e detoction a1 corecion of G Mscomguatons o [ Tovestigate and Fave & remediation plan for CANCal
include the Imisconfigurations within 4
orsactue o reporton - Utilize scanning tools to detect misconfigurations.
TS112 Cloud Misconfigurations. "”(Z’,‘v’np”f:: ":"f;ig“' e e Functional | Instersects with | Automated Sim’f;:"‘;“"g“me"‘ & | cro022 [rechnology Assets, Applcations andor Services (TAAS) trough Continuous 8
g age [Diagnostics and Mitigation (CDM), or similar technologes.
 Udate dotumertaion upon MraStucturs changes
FESBBIST s ey evow = poly i proces Ty Secure ofvare Dvalopment e e 5010 1 [~ Conduct an Independent review of the code annually or o
design, development, deployment, to include the following Imajorreleases
X <oftware testing stateay - Document and restrict the resuits of the code review to
- perform a code review for each release Jauthorized personnel onl
N (e.9. debug functions, flags, etc.) - Employ inspection relay techniques to prevent Man-in-The
Scan open-source libraries [Middle (WTM) attacks on client and server software
- identity Access o to Continuous Integration (CI/Cont - Test Open Source Software (055) and third-party software or
[belivery/Deployment (CD) components kource code for vuinerabilt
- Scanni TFSEC) Coverage for CI/CD automated pipelines and deployments (e.q., WhiteHat) - Incorporate Root o ailbreak detection
- investigate and have 3 remediation pian for | - Utilize code protection techniques (e.q., obiuscation, debug
- Do not hard code passwiords, credentials, secrets, or other authentication data Into source code or scripts etcton, xc)
passwords and other authentication data when displayed on screen by defaul [Reference NISTs Secure Software Development Framework
re Software |+ Obtain cient approva for use of client data in non-production environments (2.9, Dev, QA, etc.) ure Software Development nisms exit to dev ication on Secure Software Developmen 5507 NI 800-215 rtpedicar ot goufojectrondty a0 an
5113 DS SO o |¢ Pl Contaming rccutale conent ar dgaly oncs Functonal | nstersects it | Secure Softuare Development | 1, Mechanisms e o develop appicatons based on Secure Software Development f lample for Threat Hodeng and on ow to develop » Secure
P yele | Loverage Liowase) Securty Risks [Software Development Lfe Cycle (SSDLC) process for coverage of|
. oo sctuty tesng when hanges are made 1 oppIEatin code (0. ubmcs. npancoments, ec ) fraining. reauirements, design, development, testing, release, and|
- Store application securty reports in an accessible repository frespons
[ESTabTh and Teguary review 3 paicy @ are Development L Cycle (5501 Tor Conduct an e code annually o7 on
epicaion desgn development. Sepiovment.to meiude e Tlowing Imajor rele
- A soitware testing s - Document and restrict the results of the code review to
- perform a code e fo each refease punorized personel ol
(e, debug funcions, flags, etc.) oy nspecion ey techniqes o revent an-n The
gpen soure lbroies icle QAT staces on chent an s
. ey e Continuous Integration (C1)Conti et Open Source Software (035) and third. party software or
oelivery/Depioyment (CD) compont JGource code for vulnerabllities
- Scaming (29, TFSEC)coverage or CCD automated ppelines and deployments e, WhteHt) - Incorporate Root o ailbreak detection
- investigate and have a remediation plan for issues. - Utilze code protection techniaues (e.q., bfuscation, debug
 hrd code passwords,cedentil,serets,o offer authenticaton dta no source code or scits etcton etc)
- Mask passwords and other authentication data when displayed on screan by default [Reference NIST's Secure Software Development Framework
Secure Software Diai cllnt approval fo use of client data n non-production environments (6. Dev, QA etc) Software Assurance Maturiy Model IMechanisms exist to utize a Software Assurance Maturity Model (SAMM) to govern a [ss0F) msrsna 218 (psilcs it govProjectsss) us an
5113 Derieare SOHS e |- Files containing executable content are digitaly sign Functional | Instersects With rance TOA06.3 Applications B lexample for Threat Modeling and on how to develop a Secure
: Loverage Oper et ApplicationSecurkty Pojct (OWASP) TopTen et Agplaton ecurty ks Jandior Services (TAAS) Software Development L ¢yci (SSDL) process for overage of
- perfom made (o9, updat etc) fraining, requirements, design, development, testing release, and
. Sire apoiction scury Tepote i sccessioe repegton
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N process forSecure sotware Development Lie Cycie (sSDLC) for an ndependent review of the code annualy or
e ummpm., Seployment, £ include the folowing frejor reiases
X <ateuare sestiio e " Bocumen and restric theresuts of th code reiew ta
- o o code ravew o ach lease bty
(6. debug functions, fags tc.) oy nEpecion oy echiques o prevent W The
e e il (AITD atocks o chent an servr
ey to Continuaus ntegration (C)/Cont et Gpen Sourcs sotware (0351 and i paey sotware o
oo e €5 comp Force coae fo vlnerabiies
" Sciing (5. TFSEC) tvarag i CICD atamated pelnes anddepoymerts (5, Whietia) “incorporae Ao or Jaibreak detecton
" nvestioate i nave 3 remediation plan for s - Utize code protection techniaues (.., obfuscation, by
- o ot o pword, e, et o thr authentcaion ta o surce code o fetection, tc)
- oS oo and ather suhentication data when dapayed o scree by d eference NST' secure Software Development Framevork
o satware |+ Obt CIenL approval 10 use o St data It non Broduchon enuronments (63 Dev, O, ec) scramsms st t hve an repengnt e o the stre desin to ot S5O NI 500-215 (rtpeycarc st oo Project/ss) o an
5113 pelSieure SO |+ Pl Contaming recutoe conantore iy s Functonal | mstersects with | Software Design Review or065 1) s ample for Tveat ooei SSecure
o Y  Leverage Open (OWASP) Top Ten Web Appli Security Risks |2) dentified risks are remediated. [Software Development Life Cycle (SSDLC) process for coverage of
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