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STRM Secure Controls Framework (SCF) Strength of
FDE Name Focal Document Element (FDE) Description Relationehip SCF Control e ettt S
IMechanisms exist to establish, maintain and disseminate policies, standards
Policies, processes, procedures, and practices across the organization related to Publishing Security, land procedures necessary for secure, compliant and resilient capabllities,
GOVERN 1.0 N/A the mapping, measuring, and managing of Al risks are in place, transparent, and |  Functional | Intersects With | Compliance & Resilience |~ GOV-02 8
implemented effectively. Documentation
[Mechanisms exist to ensure S, processes, procedures and practices
Policies, processes, procedures, and practices across the organization related to Artificial Intelligence (Al) & reated 0 the mapoing, measuring and managing of Artficial Inteligence (Al
GOVERN 1.0 N/A the mapping, measuring, and managing of Al isks are in place, transparent, and | Functional Subset OF Technologi AAT-01 (AAT)-related risks are in place, transparent 10
implemented effectively. Governance And implemented Ef,mwe,y
Policies, processes, procedures, and practices across the organization related to Standardized Operatint Mechanisms exist to identify and document Standardized Operating
GOVERN 1.0 N/A the mapping, measuring, and managing of Al risks are in place, transparent, and | Functional | Intersects With Proceturas (30p) | OPS-01.1  [Procedures (SOP), or similar documentation, to enable the proper execution 8
limplemented effectively. lof day-to-day / assigned tasks.
[Mechanisms exist to dentify, understand, document and manage appiicable
Legal and regulatory requirements involving Al are understood, managed, and . Al & Autonomous statutory and fequlatory requirements for ArtifcialInteligence (&) and
GOVERN 1.1 N/A et g g Functional | Intersects With | Technologies-Related Legal | AAT-0L.1 |autonomous Technologies (AAT) 5
equirements Definition
[Mechanisms exist to identify and involve pertinent stakeholders of critical
Legal and regulatory requirements involving Al are understood, managed, and ” Stakeholder Identification & [Technology Assets, Applications, Services and/or Data (TAASD) to support
GOVERN 1.1 N/A et ¥ req 9 9 Functional | Intersects With olvement AST-01.2 |the ongoing secure management of those assets. 5
[Mechanisms exist to facilitate the identification and implementation of
GOVERN 1.1 o Legal and reguiatoryrequirements invalving Al are understood, managed, and Functional subsetor | Sltuton Regulatory & | cpy gy frelevant tatutory, reguiatory and contractual controls. 10
[Mechanisms exist to document and validate the SCope of security,
Legal and regulatory requirements involving Al are understood, managed, and § lcompliance and resilience controls that are determined to meet statutory,
GOVERN 1.1 N/A et ¥ req 9 9 Functional | Intersects With Compliance Scope CPL01.2  |regulatory and/or contractual compliance obligations. H
T [Mechanisms exist to establish, maintain and disseminate policies, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilities.
GOVERN 1.2 NA [The characteristics of trustworthy Al are integrated into organizational policies, Functional | Intersects With | Compliance s Roshionce |  Gov-02 o Y p P s
Iprocesses, procedures, and practices. D ot
[Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous
[Technologies (AAT) are designed to be reliable, safe, fair, secure, resilient,
[The characteristics of trustworthy Al are integrated into organizational policies, Trustworthy Al & y ltransparent, explainable and data privacy-enhanced to minimize emergent
GOVERN 1.2 G lprocesses, procedures, and practices. Functional | Intersects With | 5\ tonomous Technologies | “AT0%-2  lproperties or unintended consequences. >
[Mechanisms exist to facilitate the implementation of industry-recognized
e e . - Y ol secure securiy. compliance and reslience practices in the specifcation, design,
e characteristics of trustworthy Al are integrated into organizational policies, ecure Engineering y of Technology Assets,
GOVERN 1.2 [ lprocesses, procedures, and practices. Functional Subset Of Principles SEAOL L ications andlor Services (TAAS). 0
Contratized o [Mechanisms exist to i the
entralized Management of e pamenmarion of securty. compiance and resiance contrale and
[The characteristics of trustworthy Al are integrated into organizational policies, " ’ land impl Y. compl
GOVERN 1.2 N/A brocessee, procedures, and practices Functional | Intersects With | Security. Compliance & | - SEAOL1 |elated processes 5
[The characteristics of trustworthy Al are integrated into organizational policies, [Mechanisms exist to faciltate the implementation of operational security
GOVERN 1.2 NIA brocenabe. procaduras and pracices Functional | Intersects With | Operations Security ops01  [Tecnent 8
[The characteristics of trustworthy Al are integrated into organizational policies, Standardized Operating P e oy I e aton 13 oo e trerar Sxecut
2 i i ¥ rocedures (SOP), or similar documentation, to enable the proper execution
GOVERN 1.2 N/A processes, procedures, and practices, Functional | Intersects With Procedures (SOP) opso11 fPr da‘/40413()/ 0 a;slgned Har d prope 8
[The characteristics of trustworthy Al are integrated into organizational policies, Technology Development & e e et A e e veiohment
2 i ¥ land acquisition strategies, contract tools and procurement methods to meet
GOVERN 1.2 N/A brocesses, procedures, and practices Functional Subset Of Aeauisitio TDAOL  jand acauiston strateg [ 10
[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
[The characteristics of trustworthy Al are integrated into organizational policies, i (1) Improve functionality;
GOVERN 1.2 N/A broceseee, procedures, and practices Functional | Intersects With | Product Management TDAOL1  |2) Enhance security and resiliency capabilities; 5
(3) Correct security deficiencies; an
(a) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[ [Mechanisms exist to establish, maintain and disseminate policies, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilites.
Processes, procedures, and practices are in place to determine the needed level i y [ Yy , compl P
GOVERN 1.3 0z of risk management activities based on the organization’s risk tolerance. Functional | Intersects With | Compliance & Resilience | - GOV-02 8
resigned securt [Mechanisms exist to assign one or more qualified individuals with the mission|
i ssigned Security, land resources to centrally-manage, coordinate, develop, implement and
Processes, procedures, and practices are in place to determine the needed level i ly-manage, : p, impl
GOVERN 1.3 WA o risk management activities based on the erganization's risk tolerance, Functional | Intersects With | Compliance & Resilience | GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 5
Responsibilities (SCRP).
[Mechanisms exist to enforce an accountability structure so that appropriate
Processes, procedures, and practices are in place to determine the needed level ith | Stakeholder Accountability teams and individuals are empowered, responsible and trained for mapping,
GOVERN 1.3 [z of risk management activities based on the organization’s risk tolerance. Functional | Intersects With Structure GOV-04.1 " Imeasuring and managing Technology Assets, Applications, Services and/or s
Data (TAASD)-related risks.
[Mechanisms exist to establish an authoritative chain of command with clear
Processes, procedures, and practices are in place to determine the needed level i Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
GOVERN 1.3 NiA lof risk management activities based on the organization's risk tolerance. Functional | Intersects With GOV-04.2related to managing Technology Assets, Applications, Services and/or Data 5
(TAASD)-related risks.
[Mechanisms exist to document and validate the SCope of security,
Processes, procedures, and practices are in place to determine the needed level i compiiance and resiience cantrals hat are determined to meet Statutory.
GOVERN 1.3 (2 of risk management activities based on the organization’s risk tolerance. Functional | Intersects With Compliance Scope CPL-01.2regulatory and/or contractual compliance obligations. s
o N ; P e needed fevel [Mechanisms exist to facilitate the implementation of strategic, operational
GOVERN 1.3 N/A P;"rfseffne:n:;f;'geﬁ{?{'[‘a‘,"me"s’:;‘;iis;"z"s g;‘;‘;ﬁ:ﬁ;’:‘;‘f&;gﬁ;e evel | Functional SubsetOf | Risk Management Program | RSK-01  [and tactical risk management controls. 10
[Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and risk
. (2) Constraints affecting risk assessments, risk response and risk monitoring;
GOVERN 1.3 N/A Processes, procedures, and practices arein place to determine the needed level | unctional | Intersects With Risk Framing RSK-01.1 |(3) The organizational risk tolerance; and 5
of risk management activities based on the organization’s risk tolerance. (4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
Processes, procedures, and practices are in place to determine the needed level Risk Management e e e o e e T POl Impacts
- 3 i g lby resourcing the capability required to manage technology-related risks.
GOVERN 1.3 NIA lof risk management activities based on the organization’s risk tolerance. Functional | Intersects With Resourcing Rsk-01.2 [y Y pability req! g oY 5
Processes, procedures, and practices are in place to determine the needed level e et o, efine erganizational risk tolerance, the specified range
- 3 i g of acceptable results.
GOVERN 1.3 (A of risk management activities based on the organization’s risk tolerance. Functional | Intersects With Risk Tolerance RSK-01.3 P 5
o N ; P e needed fevel [Mechanisms exist to facilitate the implementation of operational security
GOVERN 1.3 N/A P;"rffffr‘f:ng;f;’:eﬁ[Ziuav"m"s’:;‘s‘izs;"fh'g g;‘;;;ﬁfﬁ;’:gﬁé@;‘ﬁ;e Vel | Functional | Intersects With | Operations Security Ops-01  [controls. 8
- [Mechanisms exist to identify and document Standardized Operating
GOVERN 1.3 NA Processes, procedures, and practices are i place to determine the needed level | yncyonal | Intersects witn | SW21dardized Operating | gpg 5 1 frocedures (SOP), or similar documentation, to enable the proper execution s
of risk management activities based on the organization’s risk tolerance. rocedures (SOP) of day-to-day / assigned tasks.
[Mechanisms exist to establish, maintain and disseminate policies, standards
[The risk management process and its outcomes are established through . Publishing Securiy, o procedores necessary for secure, compliont and resiient capabitties
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional | Intersects With | Compliance & ce | GOv-02 8
priorities. Bocumentation
[The risk management process and its outcomes are established through [Mechanisms exist to facilitate the implementation of strategic, operational
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional SubsetOf | Risk Management Program |  RSK-01  [and tactical risk management controls. 10
priorities.
[Mechanisms exist to identify
(1) Assumptions affecting risk assessments, risk response and isk
Imonitorin
[The risk management process and its outcomes are established through (2) Constraints affecting risk assessments, risk response and risk monitoring;
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional | Intersects With Risk Framing RSK-01.1 |(3) The organizational risk tolerance; and 5
lpriorities. (4) Priorities, benefits and trade-offs considered by the organization for
Imanaging risk.
[The risk management process and its outcomes are established through Risk Management Mechanisms exist to reduce the magnitude or Ikelinood of potential impacts
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional | Intersects With Resouraing RSK-01.2  |by resourcing the capability required to manage technology-related risks. 5
lpriorities.
[The risk management process and its outcomes are established through [Mechanisms exist to facilitate the implementation of operational security
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional | Intersects With | Operations Security Ops-01  [controls. 8
lpriorities.
[The risk management process and its outcomes are established through Standardized Operatin Miechanisms exist to identify and document Standardized Operating
GOVERN 1.4 N/A transparent policies, procedures, and other controls based on organizational risk | Functional | Intersects With ndardized ORerating | ops.1.1  [Procedures (SOP), or similar documentation, to enable the proper execution 8
briorites. rocedures (SOP) lof day-to-day / assigned tasks.
[Mechanisms exist to develop, report and monitor Security, Compliance &
(Ongoing monitoring and periodic review of the risk management process and its i Resilience Program (SCRP) measures of performance.
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional | Intersects With | Measures of Performance | GOV-05 5
defined, including determining the frequency of periodic review.
- - - - - - [Mechanisms exist to provide a security, compliance and resifience controls
longoing monitoring and periodic review of the risk management process and its Security, Compliance & loversight function that reports to the organization's executive leadership.
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional | Intersects With esilience Controls CPL02 5
defined, including determining the frequency of periodic review. Oversight
- - - [Mechanisms exst to regularly review processes and documented procedures
[Ongoing monitoring and periodic review of the risk management process and its Security, Compliance & [to ensure conformity with the organization's security, compliance and/or
GOVERN 1.5 N/A outcomes are planned and organizationsl oles and responsibilties clearly Functional | Intersects With | peCY: Complance & CPL-03  |resilience policies, standards and other applicable raquirements. 5
iefined, including determining the frequency of periodic review.
- - - [Mechanisms exist to thoughtfully plan audits by including input from
longoing monitoring and periodic review of the risk management process and its loperational risk and compliance partners to minimize the impact of audit-
GOVERN 1.5 N/A outcomes are planned and organizationsl oles and responsibilties clearly Functional | Intersects With Audit Activities CPL-04  |elated activities on business operations. 5
iefined, including determining the frequency of periodic review.
- - - Wecharisms exit o faiitate the implementation of srategic, operational
longoing monitoring and periodic review of the risk management process and its land tactical risk management control
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional SubsetOf | Risk Management Program | RSK-01 10
defined, including determining the frequency of periodic review.
[Mechanisms exist to conduct recurring assessments of risk that includes the
longoing monitoring and periodic review of the risk management process and its likelinood and magnitude of harm, from unauthorized access, use, disclosure,
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional | Intersects With Risk Assessment Rsk-04 |disruption, modification or destruction of the organization's Technology 5
ldefined, including determining the frequency of periodic review. [Assets, Applications, Services and/or Data (TAASD).
- N - [Mechanisms exist to maintain a risk register that facilitates monitoring and
longoing monitoring and periodic review of the risk management process and its Ireporting of risks.
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional | Intersects With Risk Register RSK-04.1 H
defined, including determining the frequency of periodic review.
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IMechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
lOngoing monitoring and periodic review of the risk management process and its Business Impact Analysis lassess security, compliance and resilience risks.
GOVERN 1.5 N/A loutcomes are planned and organizational roles and responsibilities clearly Functional | Intersects With oy RSK-08 5
defined, including determining the frequency of pe
Mechanisms are in place to inventory Al systems and are resourced according to Situational Awareness of Al echanisms exist to develop and maintain an inventory of Artific
. | . i g (Al ART) (internal and third-
GOVERN 1.6 N/A lorganizational risk priorities. Functional Intersects With | T . AAT-02 e (AD) a (AAT) (i i 5
Wecharisis existto perforn invenkories of Technology Assets, AppIcations,
Services and/or Data (TAASD) th
(1) Accurately reflects the et TAASD in
(2) Identifes authorized software products, Including business Justfication
details;
Mech, in place to inventory Al syst & (3) Is at the level of granularity deemed necessary for tracking and reporting;
GOVERN 1.6 N/A Oroanizational ik priorities, T ory Al systems and are resourced according 0 | gynctional | Intersects With Asset Inventories AST-02 ((4) Includes organization-defined information deemed necessary to achieve 5
leffective property accountabilty; and
(5) Is available for review and audit by designated organizational personnel.
roch acet rory Al syet . 4 according & Wechartsms existto [Gently and document the crifcal Technology Assets
GOVERN 1.6 N/A e ek bt o nventory Al systems and are resourced according t0 | Functional | Intersects With | Identify Critical Assets BCD-02  [App! s, Services and/or Data (TAASD) that support essential missions 5
lorganizational risk priorities. oot busimass fondions.
echaniams are in place to iventory Al systems and are resourced according to [Mechanisms exist to ensure data and assets are categorized in accordance
i i i X with applicable statutory, regulatory and contractual requirements.
GOVERN 1.6 N/A organizational sk priorities Functional | Intersects With | Data & Asset Classification |  DCH-02 ppli ¥, regulatory ual req 5
[Mechanisms exist to securely dispose of, destroy Of repurpose system
Processes and procedures are in place for decommissioning and phasing out Al Secure Disposal, lcomponents using organization-defined techniques and methods to prevent
GOVERN 1.7 N/A systems safely and in a manner that does not increase risks or decrease the Functional | Intersects With | Destruction or Re-Use of | AST-09 linformation being recovered from these components 5
lorganization's trustworthiness. Equipment
[Mechanisms exist to ensure Technology Assets, Applications and/or Services
Processes and procedures are in place for decommissioning and phasing out Al ((TAAS) are properly decommissioned so that data is properly transitioned to
GOVERN 1.7 N/A lsystems safely and in a manner that does not increase risks or decrease the Functional | Intersects With Decommissioning AST-30  [new systems or archived in accordance with applicable organizational 5
organization's trustworthiness standards, as well as statutory, regulatory and contractual obligations.
[Mechanisms exist to ensure changes to Technology Assets, Applications
Processes and procedures are in place for decommissioning and phasing out Al § Secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
GOVERN 1.7 N/A systems safely and in a manner that does not increase risks or decrease the Functional | Intersects With | SECTEPENEIENT e | PRM-07  Icontrolied through formal change control procedures. 5
lorganization’s trustworthiness.
Processes and procedures are in place for decommissioning and phasing out Al [Mechanisms exist to conduct ongoing “technical debt” reviews of hardware
GOVERN 1.7 N/A systems safely and in a manner that does not increase risks or decrease the Functional | Intersects With | Technical Deb Reviews | - SEA-02.3 |and software technologies to remediate outdated and/or unsupported 5
lorganization’s trustworthiness. [technologie:
[Mechanisms exist to prevent unsupported Technology Assets, Applications
land/or Services (TAAS) by:
(1) Removing anclor replacing TAS when supportfo the componens is no
Processes and procedures are in place for decommissioning and phasing out Al Unsupported Technology llonger available from the developer, vendor or manufactus
GOVERN 1.7 N/A systems safely and in a manner that does not increase risks or decrease the Functional | Intersects With | Assets, Applications andjor | TDA-17  ((2) Requiring justification and documented approval for the Continued use of 5
lorganization’s trustworthiness. Services (TAAS) lunsupported TAAS required to satisfy mission/business needs.
[Mechanisms exist to enforce an accountability Structure so that appropriate
[Accountability structures are in place so that the appropriate teams and § Stakeholder Accountability teams and individuals are empowered, responsible and trained for mapping,
GOVERN 2.0 N/A lindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With GOV-04.1  Imeasuring and managing Technology Assets, Applications, Services and/or 5
land managing Al risks, IData (TAASD)-related risks.
[Accountability structures are in place so that the appropriate teams and Mechanisms exist o facilitate an IT Asset Management (ITAM) program to
GOVERN 2.0 N/A lindividuals are empowered, responsible, and trained for mapping, measuring, Functional Subset Of Asset Governance AST-01  [implement and manage asset management controls. 10
land managing Al risks.
[Mechanisms exist to identify and involve pertinent stakeholders of critical
|Accountability structures are in place so that the appropriate teams and ) Stakeholder Identification & [Technology Assets, Applications, Services and/or Data (TAASD) to support
GOVERN 2.0 N/A iindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With olvement AST-01.2  |the ongoing secure management of those assets. 5
land managing Al risks.
[Accountability structures are in place so that the appropriate teams and Defined Roles & [Mechanisms exist to define cybersecurity roles & responsibiiities for all
GOVERN 2.0 N/A iindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With . HRS-03  [personnel. 5
Responsibilities
land managing Al risks.
[Mechanisms exist to ensure that individuals accessing a system that stores,
IAccountability structures are in place so that the appropriate teams and ) Roles With Special transmits o processes information requiring special protection satisfy
GOVERN 2.0 N/A iindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With | oo I SPecel HRS-04.1 |organization-defined personnel screening criteria. 5
land managing Al risks.
[Accountability structures are in place so that the appropriate teams and [Mechanisms exist to define acceptable and unacceptable rules of behavior
GOVERN 2.0 N/A lindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With Rules of Behavior HRS-05.1  ffor the use of technologies, including consequences for unacceptable 5
land managing Al risks. lbehavior.
[Accountability structures are in place so that the appropriate teams and [Mechanisms exist to govern usage policies for critical technologies.
GOVERN 2.0 N/A individuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With |Use of Critical Technologies | HRS-05.4 5
land managing Al risks.
[Accountability structures are in place so that the appropriate teams and Security, Compliance & [Mechanisms exist to facilitate the implementation of security workforce
GOVERN 2.0 N/A iindividuals are empowered, responsible, and trained for mapping, measuring, Functional Subset Of Resilience-Minded SAT-01  [development and awareness controls. 10
land managing Al risks. Workforce
[Mechanisms exist to provide role-based security, compliance and resilience-
related training
lAccountability structures are in place so that the appropriate teams and Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
GOVERN 2.0 N/A lindividuals are empowered, responsible, and trained for mapping, measuring, Functional | Intersects With | Compliance & Resilience | ~SAT-03 ((2) When required by system changes; and 5
land managing Al risks. ining (3) Annually thereafter.
[Mechanisms exist to assign one or more qualified individuals with the mission|
Roles and responsibilities and lines of communication related to mapping, i Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
GOVERN 2.1 NA Imeasuring, and managing Al risks are documented and are clear to individuals Functional | Intersects With | Compliance & Resilience |  GOV-04 [maintain an enterprise-wide Security, Compliance & Resilience Program 5
land teams throughout the organization Responsibilities (SCRP).
[Mechanisms exist to enforce an accountability structure so that appropriate
Roles and responsibilities and lines of communication related to mapping, | stakeholder Accountability teams and individuals are empowered, responsible and trained for mapping,
GOVERN 2.1 NA Imeasuring, and managing Al risks are documented and are clear to individuals Functional | Intersects With GOV-04.1  |measuring and managing Technology Assets, Applications, Services and/or 5
land teams throughout the organization IData (TAASD)-related risks.
[Mechanisms exist to establish an authoritative chain of command with clear
Roles and responsibilities and lines of communication related to mappin: . Authoritative Chain of lines of communication to remove ambiguity from individuals and teams
GOVERN 2.1 NA Imeasuring, and managing Al risks are documented and are clear to individuals Functional | Intersects With GOV-04.2  related to managing Technology Assets, Applications, Services and/or Data 5
land teams throughout the organization (TAASD)-related risks.
[Mechanisms exist to ensure policies, processes, procedures and practices
Roles and responsibilities and lines of communication related to mapping, Artificial Intelligence (Al) & related to the mapping, measuring and managing of Artificial Intelligence (A1)
GOVERN 2.1 NA Imeasuring, and managing Al risks are documented and are clear to individuals Functional Subset Of | Autonomous Technologies | AAT-01  |and Autonomous Technologies (AAT)-related risks are in place, transparent 10
land teams throughout the organization Governance land implemented effectively.
[Mechanisms exist to define and differentiate roles and responsibilities for:
Roles and responsibilities and lines of communication related to mapping, |assigned Responsibilities for| (1) Artificial Intelligence (Al) and Autonomous Technologies (AAT)
GOVERN 2.1 NIA Imeasuring, and managing Al risks are documented and are clear to individuals Functional | Intersects With Al & Autonomous AAT-08 an. 5
land teams throughout the organization Technologies, (2) Oversight of AAT systems.
Roles and responsibilities and lines of communication related to mapping, Defined Roles & Mechanisms exist to define cybersecurity roles & responsibilities for all
GOVERN 2.1 NA Imeasuring, and managing Al risks are documented and are clear to individuals Functional | Intersects With Fo o HRS-03  [personnel. 5
land teams throughout the organization. P
[Mechanisms exist to provide role-based security, compliance and resilience-
related training
[The organization's personnel and partners receive Al risk management tr Role-Based Security, (1) Before authorizing access to the system or performing assigned duties;
GOVERN 2.2 N/A to enable them to perform their duties and responsibilities consistent with Functional | Intersects With | Compliance & Resilience | ~SAT-03 |(2) When required by system changes; and 5
related policies, procedures, and agreements. i (3) Annually thereafter.
[The organization's personnel and partners receive Al risk management training [Mechanisms exist to provide specific training for privileged users to ensure
GOVERN 2.2 N/A lto enable them to perform their duties and responsibilities consistent with Functional Intersects With Privileged Users SAT-03.5 [privileged users understand their unique roles and responsibilities 5
related policies, procedures, and agreements.
§ [Mechanisms exist to provide role-based security, compliance and resifience
[The organization's personnel and partners receive Al risk management training § lawareness training that is current and relevant to the cyber threats that
GOVERN 2.2 NA to enable them to perform their duties and responsibilities consistent with Functional | Intersects With | Cyber Threat Environment |  SAT-03.6  |sers might encounter in day-to-day business operations. 5
related policies, procedures, and agreements.
[Mechanisms exist to align security, compliance and resifience capabilities
Executive leadership of the organization takes responsibility for decisions about . Steering Committee & y with business requirements through a steering committee or advisory board,
GOVERN 2.3 (A risks associated with Al system development and deployment Functional | Intersects With Program Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis.
[Mechanisms exist to provide governance oversight reporting and
Executive leadership of the organization takes responsibility for decisions about . Status Reporting To ’ those entrusted to make executive decisions about
GOVERN 2.3 (A risks associated with Al system development and deployment. Functional | Intersects With Governing Body GOV-01.2 Imatters considered material to the organization's Security, Compliance & >
Resilience Program (SCRP)
resigned securt [Mechanisms exist to assign one or more qualified individuals with the mission|
ssigned Security, d e to centrally-manage, coordinate, develop, implement and
Executive leadership of the organization takes responsibility for decisions about . land resources ly-manage, 3 p. impl
GOVERN 2.3 N/A s osaclared pth A1 Syslerg fevelopment and gep‘uym;ym Functional | Intersects With | Compliance & Resilience GOV-04  |maintain an enterprise-wide Security, Compliance & Resilience Program 5
Responsibilities (SCRP).
[Mechanisms exist to prevent Artificial Intelligence (A) and AUtonomous
workforce d oy, it " o u Al & Autonomous [Technologies (AAT) from unfaily dentifying,profiing andor satisically
forkforce diversity, equity, inclusion, and accessibility processes are prioritize singling out a segmented population defined by race, religion, gender
GOVERN 3.0 N/A Functional Equal Technologies Fairness & AAT-06 10
4 lin the mapping, measuring, and managing of Al risks throughout the lifecycle. q 9 identity, nationa origin, religion, disabilty r any ather poliically-charged
identi
[Mechanisms exist to leverage decision makers from a diversity of
Decision-making related to mapping, measuring, and managing Al risks i Al & Autonomous ldemographics, disciplines, experience, expertise and backgrounds for
GOVERN 3.1 N/A throughout the lifecycle is informed by a diverse team (e.q., diversity of Functional | Intersects With Technologies Risk AAT-07  [mapping, measuring and managing Artificial Intelligence (Al) an 5
ldemographics, disciplines, experience, expertise, and backgrounds) Management Decisions (AAT)-related risks.
[Mechanisms exist to facilitate the implementation of tailored development
Decision-making related to mapping, measuring, and managing Al risks . Technology Development & land acquisition strategies, contract tools and procurement methods to meet
GOVERN 3.1 N/A throughout the lifecycle is informed by a diverse team (e.q., diversity of Functional Subset OF ek TOA-01  [Gnique business needs. 10
\demographics, disciplines, experience, expertise, and backgrounds), a
[Mechanisms exist to design and implement product management processes
lto proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
Decision-making related to mapping, measuring, and managing Al risks (1) Improve functionality;
GOVERN 3.1 N/A throughout the lifecycle is informed by a diverse team (e.q., diversity of Functional | Intersects With | Product Management TDA-0L1  |2) Enhance security and resiliency capabilities; 5
ldemographics, disciplines, experience, expertise, and backgrounds) (3) Correct security deficiencies: a
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
ublisning Securt [Mechanisms exist to establish, maintain and disseminate policies, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilities.
GOVERN 3.2 N/A Policles and procedures are in place to define and differentiate roles and Functional | Intersects With | Compliance & Resilience |~ GOV-02 s i " P 8
9 ¥ Documentation
echanisms exit o define and diferentiate foles and respansbiites for:
ficial (AAT)
|assigned Responsibilities for| (1) Arti
Policies and procedures are in place to define and differentiate roles and i y
GOVERN 3.2 (A responsibilities for human-Al configurations and oversight of Al systems Functional | Intersects With A‘;ﬁ;;gg“;gz“s AR08 vercight of AAT systems, 5
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salices and procedures are in place to define and differeniate oles and et anems Xt t 121t |mp\emental\on of operational security
ici i i i .01 [controls.
GOVERN 3.2 e responsibilities for human-Al configurations and oversight of Al systems. Functional | Intersects With | Operations Security 0Ps-01 8
Mechanisms exist to identify and document Standardized Operating
Policies and procedures are in place to define and differentiate roles and ith | Standardized Operating y Procedures (SOP). o Similas docUmentation. T enable the proper execution
GOVERN 3.2 (A responsibilities for human-Al configurations and oversight of Al systems Functional | Intersects With Procedures (SOP) Ops011 1 day,w,d;y, als.gned ‘tasks. prop 8
Business As Usual (BAU) Mechanisms exist to incorporate security, compliance and resifience
GOVERN 4.0 NA Organizational teams are committed to a culture that considers and Functional | Intersects With | Security, Compliance & | ~GOV-14  [principles into Business As Usual (BAU) practices through executive 3
lcommunicates Al ris Resiience Practices leadership involvement.
Operationalizing Security, Mechanisms exist to compel data and/or process owners to operationalize
GOVERN 4.0 NA Organizational teams are committed to a culture that considers and Functional | Intersects With | Compliance & Resilience | ~ GOV-15  [security, compliance and resilience practices for each Technology Asset, 5
communicates Al ris pabilities |Application and/or Service (TAAS) under their control.
(Organizational teams are committed to  culture that considers and Mechanisms exist to ensure teams are committed to a culture that considers
GOVERN 4.0 (R communicates Al risk. Functional Equal Risk Culture RSK-12 Jand communicates technology-related risk. 10
[Mechanisms exist to establish, maintain and disseminate policies, standards
organizationl poliies an practice are n place to foster a crtical thinking and Publishing Security, and procedures necessary for secure, compliant and resilient capabilities.
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Functional | Intersects With | Compliance & Resilience | ~ GOV-02 8
systems to minimize potential negative impacts Documentation
Mechanisms exist to ensure policies, processes, procedures and practices
Organizational policies and practices are in place to foster a critical thinking and Artificial Intelligence (Al) & related to the mapping, meacuring and managing of Artificial Itelligence (Al)
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional Subset Of | Autonomous Technologies | AAT-01  [and Autonomous Technologies (AAT) related riske are in place, trangparent 10
systems to minimize potential negative impacts Governance and implemented effectively.
Mechanisms exist to facilitate the implementation of personnel security
(Organizational policies and practices are in place to foster a critical thinking and Human Resources Securit controls.
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional Subset Of esources secuity | Rs-01 10
lsystems to minimize potential negative impacts. 9
[Mechanisms exist to communicate with users about their roles and
organizationl poliies and practice are n place to foster a crtical thnking and responsibilities to maintain a safe and secure working environment.
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Functional | Intersects With User Awareness HRS-03.1 5
systems to minimize potential negative impacts
Mechanisms exist to ensure that all security-related positions are staffed by
(Organizational policies and practices are in place to foster a critical thinking and Competency Requirements qualified individuals who have the necessary skillset
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional | Intersects With | for Security-Related HRS-03.2 5
systems to minimize potential negative impacts Positions
Mechanisms exist to ensure that individuals accessing a system that stores,
(Organizational policies and practices are in place to foster a critical thinking and ) Roles With Special transmits or processes iformation requiring special protection satisfy
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional | Intersects With | "0les With Special HRS-04.1  lorganization-defined personnel screening criteria. 5
systems to minimize potential negative impacts
Mecharisms oxs (o Gefie accaptable and unacceptable ules of behavior
organizationl poliies and practices are n place to foster a crtical thinking and for the use of including
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Functional | Intersects With Rules of Behavior HRS-05.1  [pehavior, 5
systems to minimize potential negative impacts.
Mechanisms exist to govern usage policies for critical technologies.
(Organizational policies and practices are in place to foster a critical thinking and
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional | Intersects With | Use of Critical Technologies | HRS-05.4 5
systems to minimize potential negative impacts
Mechanisms exist to facilitate the implementation of operational security
(Organizational policies and practices are in place to foster a critical thinking and controls.
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional | Intersects With | Operations Security 0Ps-01 8
systems to minimize potential negative impacts.
Mechanisms exist to identify and document Standardized Operating
(Organizational policies and practices are n place to foster a critcalthinking and | standardized Operating Procedures (SOP), or similar documentation, to enable the proper execution
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Functional | Intersects With e ey OPS-0L1 of day-to-day / acsigned tasks 8
systems to minimize potential negative impacts.
Mechanisms exist to facilitate the implementation of security workforce
(Organizational policies and practices are in place to foster a critical thinking and Security, Compliance & development and awareness controls
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Al Functional Subset Of Resilience-Minded sAT01 10
systems to minimize potential negative impacts Workforce
Mechanisms exist to design and Implement product management processes
to proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) to:
organizational policies and practces are nplace to foser a crtica thinking and (1) Improve functionality:
GOVERN 4.1 NA safety-first mindset in the design, development, deployment, and uses of Functional | Intersects With | Product Management | TDA-OL1 |(3) gnhance security and resiliency capabilites; 5
systems to minimize potential negative impacts. 3) Correct security deficiencies: an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Mechanisms exist to require software developers to ensure that their
Organizational policies and practices are in place to foster a critical thinking and Development Methods software development processes employ industry-recognized secure
GOVERN 4.1 N/A safety-first mindset in the design, development, deployment, and uses of Al Functional | Intersects With | ey ®PTERE MRS | Tpa.02.3 - [practices for secure programming, engineering methods, quality control 5
Sy Stems to minimize potential egative Mmpacts. q processes and valdation techniques to minimize lawed andior malformed
Mechanisms exist to document the risks and potential impacts of Artificial
Intelligence (A) and (AAT) that are:
(1) Designed;
(Organizational teams document the risks and potential impacts of the Al A & Autonomous (2) Developed;
GOVERN 4.2 NA technology they design, develop, deploy, evaluate, and use, and they Functional | Intersects With | . A& Autonomous | axr.00 |(3) Deployed; s
lcommunicate about the impacts more broadly. 9 9 (4) Evaluated; and/or
(5) Used
(Organizational teams document the risks and potential impacts of the Al ecoay Develooment & Mechanisms exist to facilitate the implementation of tailored development
GOVERN 4.2 NA technology they design, develop, deploy, evaluate, and use, and they Functional Subset Of o9y Develop TDA-01  [and acquisition strategies, contract tools and procurement methods to meet 10
lcommunicate about the impacts more broady. a lunique business needs.
Mechanisms exist to design and Implement product management processes
lto proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLO) to:
lOrganizational teams document the risks and potential impacts of the Al (1) Improve functionality:
GOVERN 4.2 NA technology they design, develop, deploy, evaluate, and use, and they Functional | Intersects With | Product Management | TDA-OL1 |(3) Enhance security and resiliency capabilities; 5
lcommunicate about the impacts more broady. (3) Correct security deficiencies; an
4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Mechanisms exist to require software developers to ensure that their
Organizational teams document the risks and potential impacts of the Al Development Methods software development processes employ industry-recognized secure
GOVERN 4.2 N/A technology they design, develop, deploy, evaluate, and use, and they Functional | Intersects With | fey *PTERt MEROds | Tpa.02.3  [practices for secure programming, engineering methods, quality control 5
Communieate 2bout the impacte more broady q processes and valdation techniques to minimize lawed andior malformed
Mechanisms exist to obtain, protect and distribute administrator
documentation for Technology Assets, Applications and/or Services (TAAS)
fthat describe:
(Organizational teams document the risks and potential impacts of the Al Documentation (1) secure confguraton,instalation and operation of the TAAS,
GOVERN 4.2 NA technology they design, develop, deploy, evaluate, and use, and they Functional | Intersects With Pocumentation ToA04 (2 Effective use and maintenance of secury features/functons; and 5
lcommunicate about the impacts more broadly. & (3) Knor reaarmng
(e.9. prvileged) functions.
Mechanisms exist to require the developers of Technology Assets,
|Applications and/or Services (TAAS) to produce a design specification and
security architecture that:
(1) Is consistent with and supportive of the organization's security
architecture which is established within and is an integrated part of the
organization's enterprise architecture;
Organizational teams document the risks and potential impacts of the Al
GOVERN 4.2 NA ltechnology they design, develop, deploy, evaluate, and use, and they Functional | Intersects with | Developer Architecture & | s g5 ((2) Accurately and completely describes the required security functionality 5
esign land the allocation of security, compliance and resilience controls among
lcommunicate about the impacts more broadly. AR et
(3) Expresses how individual security functions, mechanisms and services
work together to provide required security capabilities and a unified
approach to protection.
Mechanisms exist to mplement Artificial Intelligence Test, Evaluation,
Artificial Intelligence Test, |Validation & Verification (Al TEVV) practices to enable Artificial Intelligence
GOVERN 4.3 m Organizationa prctices are n place to enable Al testing, dentifcaton of Functional | Intersects With | ' Buntuationc veluston &’ | aaT-10 |(AD) and Autonomous Technologies (AAT)-related security, resilience an s
) g Verification (A1 TEW) lcompliance-related conformity testing throughout the lifecycle of the AAT.
(Organizational practices are in place to enable Al testing, identification of Information Assurance (1A) Y Mechanisms exist to facilitate the implementation of security, compliance
GOVERN 4.3 R lincidents, and information sharing. Functional Subset OF Operations 1A0-01 " Iang resilience assessment and authorization controls 10
Mechanisms exist to assign one or more qualified individuals with the mission
3 Assigned Security, land resources to centrally-manage, coordinate, develop, implement and
GOVERN 5.0 NA Processes are in place for robust engagement with relevant Al actors Functional | Intersects With | Compliance & Resilience | GOV-04  |miintain an enterprise-wide Security, Compliance & Resilience Program 5
Responsibilities (ScR)
Mechanisms exist to enforce an accountability structure so that appropriate
lteams and individuals are empowered, responsible and trained for mapping,
GOVERN 5.0 N/A Processes are in place for robust engagement with relevant Al actors. Functional | Intersects With | Stakeholder Accountabiliy | - oy 04 3 |0 R B T g Technology Asets, Applications, Services andfor 5
IData (TAASD)-related risks.
Mechanisms exist to compel ongoing engagement with relevant Artificial
. Robust Stakeholder Intelligence (Al) and Autonomous Technologies (AAT) stakeholders to
GOVERN 5.0 NA Processes are in place for robust engagement with relevant Al actors Functional | Intersects With |  Engagement for AAT-11 lancourage feedback about positive, negative and Unanticipated impacts. 5
Autonomous Technologies
Mechanisms exist to identify and Involve pertinent stakeholders of critical
[Technology Assets, Applications, Services andor Data (TAASD) to support
GOVERN 5.0 N/A Processes are in place for robust engagement with relevant Al actors. Functional | Intersects with | Stakenolder identification &| - g7 5 | e management of those assets. i 5
Stakeholder Notification of Mechanisms exist to ensure stakeholders are made aware of and understand
GOVERN 5.0 NA Processes are in place for robust engagement with relevant Al actors. Functional | Intersects With il CHG-05  |iicimpact of proposed changes 5
Organizational policies and practices are in place to collect, consider, pr\ovltlze, Publishing Security. Med(ha”'sngs exist to es[ab\(\sh, maintain a“dl mslse";"a[el poll\(\es, Sbtla{‘ﬂams
and integrate feedback from those external to the team that developed o . land procedures necessary for secure, compliant and resilient capabilties.
GOVERN 5.1 N/A Geployed the Al syster regarding the potential individual and societal mpacts Functional | Intersects With | Compliance & Resilience | GOV-02 8
related to Al risks.
(Organizational policies and practices are in place to collect, consider, prioritize, Atonomous Mechanisms exist o requiarly callect, consider, prorfize and Integrate Tisk. |
and integrate feedback from those external to the team that developed or related feedback from those external to the team that developed or deploye
GOVERN 5.1 N/A ldeployed the Al system regarding the potential individual and societal impacts Functional | Intersects With Tegzgg:fagc'ssmsfskr:'l‘ﬂ;’“ AAT-111  |artificial (A and T (AAT). 5
related to Al risks. 9
organizational poliies and practces are nplace to collect, consider, prioiize, [echanisms exist to facitate the implementation of operational security
and integrate feedback from those external to the team that developed o controls.
GOVERN 5.1 N/A Geployed the Al system regarding the potential individual and societal mpacts Functional | Intersects With Operations Security 0PS-01 8
related to Al risks.
organizational poliies and practces are nplace to collect, consider, prioiize, echanisms exit o idontfy and document Stondardized Operating
and integrate feedback from those external to the team that developed o Standardized Operating y rocedures (SOP), or similar documentation, to enable the proper execution
GOVERN 5.1 N2 Geployed the Al system regarding the potential individual and societal impacts Functional | Intersects With Procedures (SOP) OPS-01.1  of day-to-day / assigned tasks. 8
related to Al risks.
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IMechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Organizational policies and practices are in place to collect, consider, prioritize, ‘Lif'elcvde (Sichblm it
land integrate feedback from those external to the team that developed or mprove functionality;
GOVERN 5.1 W ldeployed the Al system regarding the potential individual and societal impacts Functional | Intersects With | Product Management |  TDA-01.1 " |(3) Enhance security and resiliency capabilities; s
related to Al risks (3) Correct security deficiencies; an
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Mechanisms exist to regularly Collect, consider, prioritize and integrate risk-
Mechanisms are established to enable the team that developed or deployed Al Al & Autonomous related feedback from those external to the team that developed or deployed
GOVERN 5.2 N/A systems to regularly incorporate adjudicated feedback from relevant Al actors Functional | Intersects With | Technologies Stakeholder | AAT-IL1 |artificial Intelli (A1) and T ies (AAT). 5
into system implementation. Feedback Integration
[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) tor
Mechanisms are established to enable the team that developed or deployed Al (1) mprove Tunctonaity:
GOVERN 5.2 N/A systems to regulariy incorparate adjudicated feedback from relevant Al actors Functional | Intersects With | Product Management TDA-OL1 |(2) Enhance sec 4 resiliency capabllities; 5
into system design and implementation. (5) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
ubienng Securt [Mechanisms exist to establish, maintain and disseminate policies, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilities.
Policies and procedures are in place to address Al risks and benefits arising from . . o Y . compl P
GOVERN 6.0 N/A Ehirc-party software and data and other supply chain ssues. Functional | Intersects With | Compliance & Resiience | - GOV-02 8
ocumentation
& At [Mechanisms exist to address Artificial Intelligence (Al) and AUtonomous
utonomous [Technologies (AAT)-related risks and benefits arising from the organization's
Policies and procedures are in place to address Al risks and benefits arising from . 9 9 o
GOVERN 6.0 N/A third-party sgﬂware o Gata, a"nd other supply chain esues, 9 Functional | Intersects With | Technologies Supply Chain | RSK-09.2  |supply chain, including third-party software and data 5
Policies and procedures are in place to address Al risks and benefits arising from e sms exist to faciltate the implementation of operational security
i - lcontrols.
GOVERN 6.0 N/A Ehirc-party software and data and other supply chain esues. Functional | Intersects With | Operations Security 0ops-01 8
Policies and procedures are in place to address Al risks and benefits arising from Standardized Operating Mechanisms exist to identify and document Standardized Operating
i - [Procedures (SOP), or similar documentation, to enable the proper execution
GOVERN 6.0 (R third-party software and data and other supply chain issues Functional | Intersects With Procedures (SOP) O L acaay s masiancs taska proe 8
[Mechanisms exist to design and implement product management processes
to proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
Policies and procedures are in place to address Al risks and benefits arising from . (1) Improve functionality;
GOVERN 6.0 N/A third-party o et and ther upply chain fasues, 9 Functional | Intersects With |  Product Management TDAOL1  [(3) Enhance security and resiliency capabilities: 5
(3) Correct security deficiencies; and
(a) Conform with applicable statutory, regulatory and/or contractual
lobligations.
[Mechanisms exist to establish, maintain and disseminate policies, standards
Policies and procedures are in place that address Al risks associated with third- . Publishing Security, land procedures necessary for secure, compliant and resilient capabilities.
GOVERN 6.1 N/A Iparty entities, including risks of infringement of a third-party’s intellectual Functional | Intersects With | Compliance & Resilience | GOV-02 8
lproperty or other rights. Documentation
Wecharisrs exis o prevent tirs-party Ikellectuat Froperty (1) ights
Policies and procedures are in place that address Al risks associated with third- e oo val by Artificial (AD a
GOVERN 6.1 N/A Iparty entities, including risks of infringement of a third-party’s intellectual Functional | Intersects With mpenygmmngemem AAT-12 [(AAT). 5
Iproperty or other rights. Prtectione
Policies and procedures are in place that address Al risks associated with third- [Mechanisms exist to facilitate the implementation of operational security
GOVERN 6.1 N/A party entities, including risks of infringement of a third-party’s intellectual Functional Intersects With Operations Security OPS-01  |controls. 8
lproperty or other rights.
Policies and procedures are in place that address Al risks associated with third- Standardized Operatin: [Mechanisms exist to identify and document Standardized Operating
GOVERN 6.1 N/A party entities, including risks of infringement of a third-party’s intellectual Functional | Intersects With e o™ | opson1 Procedures (SOP).or smilar documentation, to enable the proper execution 8
lproperty or other rights. rocedures lof day-to-day / assigned tasks.
[Mechanisms exist to facilitate the implementation of contingency planning
o ace to handle fai dente in third-oart Business Continuity controlsto help ensure resient Technology Assets, Applicatons andior
ontingency processes are in place to handle failures or incidents in third-party y ervices (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business
GOVERN 6.2 N/A Functional Subset OF Management System BCD-01 10
i data or Al systems deemed to be high-risk. uneti ul 9 Y (Continuity & Disaster Recovery (BC/DR) playbooks).
Contingency processes are in place to handle failures or incidents in third-party Al & Autonomous e e AT doe e o ineelligence
X i - Al) and Autonomous Technologies (AAT) deemed to be high-risk.
GOVERN 6.2 NiA ldata or Al systems deemed to be high-risk. Functional | Intersects With | 1o cpnoiagies Incidents BCD-16  |(Al) gies (AAT) g 5
Contingency processes are in place to handle failures or incidents in third-party Incident Response e e
4 i - fociitate an organization-wide response capabilty fo cybersecurity and data
GOVERN 6.2 G2 ldata or Al systems deemed to be high-risk. Functional Subset Of Operations RO 0L ection-related inci P pability for cy! Y 10
[Mechanisms exist to cover:
1) Preparation;
2) Automated event detection or manual incident report intake;
GOVERN 6.2 NA g‘a’{‘a“gfi"ﬁ;s‘z;‘x?jﬁ;:’ '{‘f;z‘;g“;_xf‘g failures or incidents in third-party Functional | Intersects With Incident Handling 1RO-02 i: égz‘(";r‘f’;‘em‘ 5
5) Eradication; and
6) Recovery.
[Mechanisms exist to identify Classes of incidents and actions to take to
GOVERN 6.2 NA Cortingency processes are n lace to handle failures or incidents in thirdparty | nctional | intersects with | Incldent Classification & | 1g.0,4  [ensure the continuation of organizational missions and business functions. 5
[Contingency processes are in place to handle failures or incidents in third-party [Mechanisms exist to maintain and make available a current and viable
GOVERN 6.2 N/A data or Al systems deemed to be high-rek. Functional | Intersects With [incident Response Plan (IRP)|  IR0-04  fyoer iele P08 (0 T8 a 20 5
[Mechanisms exist to establish and document the context surrounding
|artificial Intelligence (Al) and Autonomous Technologies (AAT), including:
1) Intended purposes;
Al & Autonomous 2) Potentially beneficial uses;
MAP 1.0 N/A (Context is established and understood Functional | Intersects With | Technologies Context AAT-03  [(3) Context-specific laws and regulations; 5
Definition 4) Norms and expectations; and
5) Prospective settings in which the system(s) will be deployed
[Mechanisms exist to define business processes with consideration for
lsecurity, compliance and resilience that determines:
(1) The resuiting risk to organizational operations, assets, individuals and
lother organizations; and
MAP 1.0 N/A Context is established and understood. Functional | Intersects With | Business Process Definition | PRM-06 |17 OMBIERORRARE 1 om the defined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained.
[Mechanisms exist to establish and document the context surroundin
Intended purposes, potentially beneficial uses, context specific laws, norms and |Artificial Intelligence (Al) and Autonomous Technologies (AAT), including:
lexpectations, and prospective settings in which the Al system will be deployed (1) Intended purposes;
lare understood and documented. Considerations include: the specific set or Al & Autonomous. g: Eolelﬂﬂf"y begef‘ma\ useds ot
types of users along with their expectations; potential positive and negative i y ontext-specific laws and regulations;
MAP 1.1 [z impacts of system uses to individuals, communities, organizations, society, ang | "Unctional | Intersects With | - Technologies Context AAT-03|(4) Norms and expectations; an s
the planet; assumptions and related limitations about Al system purposes, uses, ((5) Prospective settings in which the system(s) will be deployed.
land risks across the development or product Al lifecycle; and related TEVV and
system metrics
[Mechanisms exist to benchmark capabilities, targeted usage, goals and
Intended purposes, potentially beneficial uses, context specific laws, norms and lexpected benefits and costs of Artificial Intelligence (Al) and Autonomous
lexpectations, and prospective settings in which the Al system will be deployed |Technologies (AAT).
lare understood and documented. Considerations include: the specific set or
types of users along with their expectations; potential positive and negative . i Al & Autonomous g
MAP 1.1 NiA limpacts of system uses to individuals, communities, organizations, society, and Functional | Intersects With | v 1 ol0gies Business Case| ~ AAT04 5
the planet; assumptions and related limitations about Al system purposes, uses,
land risks across the development or product Al lifecycle; and related TEVV and
system metrics
echanismes (oo define busase processes WIEh corsideration fr
intended purposes, potentially beneficial uses, context specific laws, norms and security, compliance and resilience that determin
expectations, and prospective settings in which the Al system will be deployed 1) The resulting rsk £0 organizational perations, assets, ndividuals and
lare understood and documented. Considerations include: the specific set or ?zl;\fvfcvga"l\_zal\onstv acd " ing from the defined b
types of users along with their expectations; potential positive and negative . information protection needs arising from the defined business processes
MAP 1.1 WA impacts of system Uses to individuals, communities, organizations, society, and | Functional | Intersects With | Business Process Definition | PRM-06  |an revises the processes as necessary, until an achievable set of protection 5
the planet; assumptions and related limitations about Al system purposes, uses, Ineeds is obtained.
land risks across the development or product Al lifecycle; and related TEVV and
system metrics
[Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
intended purposes, potentially beneficial uses, context specific laws, norms and jassess security, compliance and resilience risks.
lexpectations, and prospective settings in which the Al system will be deployed
ore understood and documented: Considerations include: the specifc st or
types of users along with their expectations; potential p: . Business Impact Analysis g
MAP 1.1 NIA impacts of system uses to individuals, communities, oraanizations, society, and Functional | Intersects With (BIA) Rsk-08 3
the planet; assumptions and related limitations about Al system purposes, uses,
land risks across the development or product Al lifecycle; and related TEVV and
system metrics
[Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
Intended purposes, potentially beneficial uses, context specific laws, norms and [Technology Assets, Applications and/or Services (TAAS) that store, process
lexpectations, and prospective settings in which the Al system wil be deployed land/or transmit Personal Data (PD) to identify and remediate reasonably-
lare understood and documented. Considerations include: the specific set or lexpected risks.
MAP 11 e ltypes of users along with their expectations; potential positive and negative Functional | Intersects with | Data Protection Impact RSK-10 5
impacts of system uses to individuals, communities, organizations, soclety, and Assessment (DPIA)
the planet; assumptions and related limitations about Al system purposes, uses,
land risks across the development or product Al lifecycle; and related TEVV and
system metrics
oo . ana . . Mechanisms exit o define and diferentiae roles and respanaibities for
interdisciplinary Al actors, competencies, skills, and capacities for establishing |assigned Responsibilities for| (1) Artificial (A1) and (AAT)
lcontext reflect demographic diversity and broad domain and user experience 9 P y
MAP 1.2 G lexpertise, and their participation is documented. Opportunities for Functional | Intersects With o ous AAT-08 [ Cvercight of AT systems. >
interdisciplinary collaboration are prioritized
Interdisciplinary Al actors, competencies, skills, and capacities for establishing Al & Autonomous. ¥echhaﬂ‘l5m5 e‘ﬂzgrzo (eﬂsur:elgmﬁcva\ \ﬂ(le"\genceklll‘\\b andd Autonomous
(context reflect demographic diversity and broad domain and user experience . echnologies stakeholder competencies, skills and capacities
MAP 1.2 N/A lexpertise, and their pgmfmamn e documented. Opportunities for P Functional | Intersects With | Technologies Stakeholder AAT-13  lincorporate demographic diversity, broad domain and user experience 5
interdisciplinary collaboration are prioritized Diversity lexpertise.
interdisciplinary Al actors, competencies, skills, and capacities for establishing Mechanisme exis o ensure that il securty related positins are stafed by
i Competency Requirements lified individuals who have the n Kill s
context reflect demographic diversity and broad domain and user experience . * y lqualified individuals who have the necessary ski
MAP 1.2 N/A xponice. and therr partcipation e documented. Opportunities for Functional | Itersects With | " for Security-Related HRS-03.2 5
interdisciplinary collaboration are prioritized
[The organization’s mission and relevant goals for Al technology are understood 1t |Defining Business Context & 3 [Mechanisms exist to define the context of Its business model and document
MAP 13 R land documented Functional | Intersects With ission GOV-08  the organization's mission 5
i ‘Al & Autonomous [Mechanisms exist to define and document the organization's mission and
MAP 13 N/A e organization's mission and relevant goals for Al technology are understood Functional | Intersects With | Technologies Mission and | AAT-03.1 |defined goals for Artificial Intelligence (Al) and Autonomous Technologies 5
jond documente Goals Definition (AAT).
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[The organization’s mission and relevant goals for Al technology are understood

[Mechanisms exist to establish a:

third-party software and data.

Mapping

coftware and data

MAP 1.3 NA d d 1t Functional | ntersects With | Strategic lan & Objectives | PRM0L1 _|(1) Shratagic securit, compiance and resience-specific business plan; and 5
[and document (2) Set of objectives to achieve that plan
echarisms o o establh and Gocumert the contert surroundin
|Artificial () a T (AAT), including:
1) Intended purposes;
Al & Autonomous 2) Potentially beneficial uses;
MAP 1.4 NA |The business value or context of business use has been dlearly defined or =i thel & nctional | Intersects With | Technologies Context AaT03  (3) Contextspeciic laws and reguiatons; 5
case of assessing exis systems - re-evaluate Definition 4) Norms and expectations; ant
5) rompecive sevinge m which the system(s) will be deployed
[The business value or context of business use has been clearly defined o - in thel Al & Autonomous e e e o o
MAP 1.4 NA - Functional | Intersects With | Technologies Mission and | AAT-03.1  [defined goals for Artificial 5
lcase of assessing existing Al systems - re-evaluate nologies Mission vy
Mechanisms exist to define business processes with consideration for
security, compliance and resilience that determines:
(1) The resuiting risk to organizational operations, assets, individuals and
[The business value or context of business use has been clearly defined or - in the other organizations; an
MAP 1.4 A case of assessing existing Al systems - re-evaluated Functional | Intersects With | Business Process Definition | PRM-06 | 5) 1nformation protection needs arising from the defined business processes >
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
Mechanisms exist to define organizational risk tolerance, the specified range
MAP 1.5 NA o risk tolerances are and Functional Equal Risk Tolerance RSKOL3 e o e 10
- = (o9, e system snal o s vserer) e Mechanisms exist to take socio-technical implications into account to address
ystem requirements (e.q., “the system shall respect the privacy of its users' utonomous risks associated with Artificial ) and g
MAP 1.6 NA are elicited from and understood by relevant Al actors. Design decisions take Functional | Intersects With |Technologies Requirements | AAT-14 5
socio-technical implications into account to address Al risks. Definitions
System requirements (e.g., “the system shall respect the privacy of its users”) e e e e o ot
9. rotection controls throughout the data lifecycle to ensure all forms of
MAP 1.6 NA e lcied fom and understoad by reevant AL actors. Desion dcisons take Functional Subset Of Data Privacy Program PRIOL  [Porsonal Data (D) are processed lawfully. fairly and transparently. 10
Mechanisms exist to restrict collecting, receiving, processing, storing,
transmitting, sharing and/or updating Personal Data (PD) to:
(2) e purpose(s) orginaly collected, cansistent with the dataprvacy
System requirements (e.g., “the system shall respect the privacy of its users”) notice(s
MAP 1.6 N/A are elicited from and understood by relevant Al actors. Design decisions take Functional | Intersects ith | - U529® Resttictions of PRI-05.4  |(2) What is authorized by the data subject, or authorized agent; and 5
socio-technical implications into account to address Al risks. (3) What is consistent with applicable laws, regulations and contractual
lobligations.
Mechanisms exist to identify critical system components and functions by
System requirements (e.g., “the system shall respect the privacy of its users”) ) Security, Compliance & periorming a criticality analysis for criical Technology Aseets, Applications
MAP 1.6 NA are elicited from and understood by relevant Al actors. Design decisions take Functional | Intersects With | Resilience Requirements | PRM-05  |andjor Services (TAAS) at pre-defined decision pointe in the Secure 5
socio-technical implications into account to address Al risks. nition Development Life Cycla (SDL)
MAP 2.0 NA ICategorization of the Al system is performed. Functional | Intersects With |  Asset Categorization AST-31 '5":3‘:&"5'5[";::;‘)'“ to categorize Technology Assets, Applications and/or 5
Categorize Artificial Mechanisms exist to categorize Artificial Intelligence (A1) and Autonomous
MAP 2.0 N/A (Categorization of the Al system is performed. Functional | Intersects With | Intelligence (Al)-Related AST-31.1  [Technologies (AAT). 5
Technologies
A& Autonomous Mechanisms exist to define the tasks that Artificial Intelligence (Al) and
[The specific tasks and methods used to implement the tasks that the Al system ” Technologies [Autonomous Technologies (AAT) will support (e.g., classifiers, generative
MAP2.1 NiA will support are defined (e.q., classifiers, generative models, recommenders). Functional | Intersects With | |1 mentation Tasks AAT-14.1  Imodels, recommenders). 5
Definition
Miechanisms exIst to define business processes with consideration for
security, compliance and resilience that determines:
(1) The resuiting risk to organizational operations, assets, individuals and
[The specific tasks and methods used to implement the tasks that the Al system 06 [other organizations; and
MAP 2.1 A \will support are defined (e.g., classifiers, generative models, recommenders). Functional | Intersects With | Business Process Definition | - PRM-06 |3} inormation protection needs arising from the defined business processes 5
land revises the processes as necessary, until an achievable set of protection
Ineeds is obtained
Mechanisms exist to design and Implement product management processes
to proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development.
Life Cycle (SDLO) to:
[The specific tasks and methods used to implement the tasks that the Al system ; (1) Improve functionality;
MAP 2.1 /A Wwill support are defined (e.g., classifiers, generative models, recomimenders). Functional | Intersects With | Product Management | TDA-OL1 |(3) Enhance security and resiliency capabilties; 5
(3) Correct security deficiencies; and
(4) Conform with applicable statutery, regulatory and/or contractual
lobligations.
information about the Al system'’s knowledge limits and how system output may Al & Adtonomous ch‘f“ﬂmsmstiﬁlst l;)fﬂ‘nhfy and document knowiedoe imits of Arical
lbe utilized and overseen by humans is documented. Documentation provides ntelligence (Al) and Autonomous Technologies 0 provide sufficient
MAP 2.2 0z sufficient information to assist relevant Al actors when making decisions and Functional Equal Technologies Knowledge | - AAT-14.2 linformation to assist relevant stakeholder decision making 10
taking subsequent actions.
Scientific integrity and TEWV are identified a echariams ot t documert et sets matics and Getall about (e toos
including those rélated o experimental design. data collection ond selection ’ lused during Artificial Intelligence Test, Evaluation, Validation & Verification
MAP2.3 NiA (e.g., availability, representativeness, suitability), system trustworthiness, and Functional | Intersects With AITEWV Tools AAT-102 (Al TEWV) practices. 5
construct validation.
Mechanisms exist to conduct specialized assessments for:
1) Statutory, regulatory and contractual compliance obligations;
2) Monitoring capabilities;
3) Mobile devices;
4) Databases;
scientific integrity and TEW are identified a 5) Application security
ncluding those ralated to experimental decign, data collection and selection y ¢) Embedded technologies (e.g. 10T, O, etc);
MAP2.3 A (e.g., availability, representativeness, suitability), system trustworthiness, and Functional | Intersects With | Specialized Assessments | 1A0-02:2\7) \iyinerability management; 5
construct validation 8) Malicious code;
9) Insider threats:
0) Performance/ioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
Mechanisms exist to estabiish and document the context surrounding
|Artificial Intelligence (A1) and Autonomous Technologies (AAT), including:
(1) Intended purposes;
Al & Autonomous (2) Potentially beneficial uses;
MAP 3.0 NA A capabilties, targeted usage, goals, and expected benefits and costs compared | gynctional | Intersects With | Technologies Context AAT-03  [(3) Context-specific laws and regulations; s
with appropriate benchmarks are understoo Definition (4) Norms and expectations; and
(5) Prospective settings in which the system(s) wil be deployed.
ATS Autonomous Mechanisms exist to define and document the organization's mission and
VAP 3.0 e 1 capaites targeted usage, goals and expected benefits and costs COmPared | Fyncrional | Intersects With | Technologies Mission and |  AAT-03.1 [defined goai for AtficalInteligence () and Autonomous Technologies s
pprop Goals Definition
Mechanisms exist to benchmark capabilities, targeted usage, goals and
VAP 3.0 A Al capabilities, targeted usage, goals, and expected benefits and costs compared| ¢y o e Al & Autonomous AAT-04  |expected benefits and costs of Artificial Intelligence (Al) and Autonomous 8
with appropriate benchmarks are understood. Technologies Business Case
[Technologies (AAT)
Mechanisms exist to benchmark capabilities, targeted usage, goals and
VAP 31 A Potential benefits of intended Al system functionality and performance are Functional | Intersects With Al & Autonomous AAT-04  |expected benefits and costs of Artificial Intelligence (Al) and Autonomous s
lexamined and documented. Technologies Business Case
[Technologies (AAT)
ATE Autonomous Mechanisms exist to assess the potential benefits of proposed Artificial
wap 3.1 WA potential enefits of intended Al system functonaiiy and performance are Functional | Intersects With | Technologios potental | AAT041 |Iteligence (a) ana ies (aAT) s
Benefits Analysis
Mechanisms exist to benchmark capabilities, targeted usage, goals and
Potential costs, including non-monetary costs, which result from expected or Al & Autonomous lexpected benefits and costs of Amﬂpc\a\ \n(ell\geg\ce (A1) ar\gd Agutonomuus
MAP 3.2 NA realized Al errors or system functionality and trustworthiness - as connected to | Functional | Intersects With | A\ SAUOIOMAUS | AAT-04  (TeChnologies (AAT) 5
tisk tolerance - are examined and documented.
Mechanisms exist to assess potential costs, including non-monetary costs,
Potential costs, including non-monetary costs, which result from expected or Autonomous resulting from expocted or realived Arifical Inteligence (Ah and
MAP 3.2 NA e Alerrars or System fanchonalty ond trustwerihinese - 5 connected to | Functional | Intersects With [rechnologtes povental Costs|  AAT-042 [caund fo Technologies (AAT)related errors or system functionality and 8
lorganizational risk tolerance - are examined and documented, ysis trustworthines,
Potential costs, including non-monetary costs, which result from expected or e oot oy efine eroanizational isk folerance, the specified range
. - . of acceptable results.
MAP 3.2 NA realized Al errors or system functionality and trustworthiness - as connected to |  Functional | Intersects With Risk Tolerance RSK-01.3 o 5
lorganizational risk tolerance - are examined and documented,
) ) ATE Autonomous Mechanisms exist to specify and document the targeted application scope of
MAP 3.3 NA |rargeted appiication scope is specified and documented based on the system's | gynctional | Intersects With | Technologies Targeted | AAT-04.3  [the proposed use and operation of Attificial Intelligence (Al) and Autonomous 8
pability, ) y: g Application Scope [Technologies (AAT)
Mechanisms exist to document and validate the scope of security
D
ITargeted application scope is specified and documented based on the system’s . ) complance and resilience contrals that are determined to meet satutory,
MAP 3.3 (A capability, established context, and Al system categorization. Functional | Intersects With | Compliance Scope CPL-01.2lregulatory and/or contractual compliance obligations. s
Mechanisms exist to ensure Artificial Intelligence (A1) and Autonomous
Processes for operator and practitioner proficiency with Al system performance Al & Autonomous [rechnologies (AAT)-related operator and practitioner proficiency
MAP 3.4 NA land trustworthiness - and relevant technical standards and certifications - are Functional | Intersects With AAT-13.1 rtificial (Al) and 8
defined, assessed, and documented Competencies (AR S ceine. ssecse and aocumented.
Fechariems oSt o ensure that ol sccurty related positons are stafted by
Processes for operator and practitioner proficiency with Al system performance Competency Requirements lqualified individuals who have the necessary skill s
MAP 3.4 NA land trustworthiness - and relevant technical standards and certifications - are Functional | Intersects With | for Security-Related HRS-03.2 5
defined, assessed, and documented ositions
Mechanisms exist to align security, compliance and resilience capabilities
Processes for human oversight are defined, assessed, and documented in . Steering Committee & with business requirements through a steering committee or advisory board,
MAP 3.5 NIA ccordance with organizational policies from the GOVERN function. Functional | Intersects With Program Oversight GOV-01.1  |comprised of key cybersecurity, data protection and business executives, 5
which meets formally and on a regular basis.
Mechanisms exist to provide governance oversight reporting and
Processes for human oversight are defined, assessed, and documented in Status Reporting To those entrusted to make executive decisions about
MAP 3.5 A accordance with organizational policies rom the GOVERN function. Functional | Intersects With Governing Body GOV-012 Imatters considered material to the organization's Security, Compliance & E
Resilience Program (SCRP)
PSP Mechanisms exist to establish, maintain and disseminate policies, standards
ublishing Security, land procedures necessary for secure, compliant and resilient capabilites.
MAP 3.5 /A e e e Ve fomented in Functional | Intersects With | Compliance & Resilience | GOV-02 i v ’ i 8
9 o g Documentation
JR—— e Mechanisms exist to ensure policies, processes, procedures and practices
i ificial Intelligence related to the mapping, measuring and managing of Artficial Intelligence (Al)
Processes for human oversight are defined, assessed, and documented in pping, g qing g
MAP 3.5 NA xS bl L i Functional Subset Of | Autonomous Technologies | AAT-01  |and Autonomous Technologies (AAT)-related riske are in place, traneparent 10
Governance land implemented effectively.
orocesses for human oversight are defined, assessed, and documented i Mechanisms exist to facilitate the implementation of operational security
. . 01 |controls.
MAP 3.5 N/A laccordance with organizational policies from the GOVERN function. Functional | Intersects With Operations Security 0PS-01 8
- Mechanisms exist to identify and document Standardized Operating
Processes for human oversight are defined, assessed, and documented in Standardized Operating y Procedures (SOP). or similas documentation. 13 enable the Moner execution
MAP 3.5 N2 laccordance with organizational policies from the GOVERN function. Functional | Intersects With Procedures (SOP) Ops-01.1 P day,m,da(y n a;’smneﬂ ot g prop 8
ATS Autonomous Mechanisms exis o map risks and benefls for all components of ATl
VAP 4.0 A Risks and bencfis are mapper oral components of the Al system nclucing Functional Fqual Technblagio o et | AAT-04.4 Ay ang {AAT). inciuciing third-parey 0
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[Approaches for mapping Al technology and legal risks of its components - [Mechanisms exist to identify Artificial Intelligence (Al) and Autonomous
MAP 4.1 NA lincluding the use of third-party data or software - are in place, followed, and Functional Equal Al & Autonomous AAT-02.1 [Technologies (AAT) in use and map those components to potential legal 10
- documented, as are risks of infringement of a third party’s intellectual property d Technologies Risk Mapping +1 - lrisks, including statutory and regulatory compliance requirements.
lor other rights.
Al & Autonomous Wecharisms existto [entiy and document kermal securiy, compliance and
MAP 4.2 N/A O oo oo ente Of the 4 system. including third-party Al Functional Equal Technologies Internal AAT-02.2  resilience for Artificial (Al) and (AAT). 10
rols
& At [Mechanisms exist to assess the impact(s) of proposed Artificial Intelligence
utonomous (A1) and Autonomous Technologies (AAT) on individuals, groups,
MAP 5.0 NA npacts to individuals, groups, communities, organizations, and society are Functional Equal Technologies Impact AAT-07.1 2nd society (6.9, a0 Rights Impact 10
Assessment |Assessment (FRIA)).
[Mechanisms exist to define the potential likelinood and impact of each
ukdenhhooafa‘r;«é magnitude of each identifed impact (both potentially beneficial Autonomous identified risk based on expected use and past uses of Artificial Intelligence
land harmful) based on expected use, past uses of Al systems in similar contexts, y (A1) and Autonomous Technologies (AAT) in similar contexts.
MAP 5.1 N/A lpublic incident reports, feedback from those external to the team that developed | Functional | Intersects With Teﬁ";\""a'zfﬁztrﬁg"“’s“’: & | AAT07.2 5
lor deployed the Al system, or other data are identified and documented. P ¥
[Mechanisms exist to prioritize the impact level for Technology Assets,
Likelihood and magnitude of each identified impact (both potentially beneficial |Applications and/or Services (TAAS) to prevent potential disruptions.
land harmful) based on expected use, past uses of Al systems in similar contexts, g g
MAP 5.1 N/A Ipublic incident reports, feedback from those external to the team that developed | Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 5
lor deployed the Al system, or other data are identified and documented.
[Mechanisms exist to conduct a Business Impact Analysis (BIA) to identify and
Likelihood and magnitude of each identified impact (both potentially beneficial lassess security, compliance and resilience risks.
land harmful) based on expected use, past uses of Al systems in similar contexts, Business Impact Analysis g
MAP 5.1 N/A lpublic incident reports, feedback from those external to the team that developed | Functional | Intersects With (BIA) Rsk-08 5
lor deployed the Al system, or other data are identified and documentex
[Mechanisms exist to align security, compliance and resilience capabilities
Practices and personnel for supporting regular engagement with relevant Al Steering Committee & \with business requirements through a steering committee or advisory board,
MAP 5.2 N/A lactors and integrating feedback about positive, negative, and unanticipated Functional | Intersects With Brogram Oversight GOV-0L.1  |comprised of key cybersecurity, data protection and business executives, 5
impacts are in place and documented. which meets formally and on a regular basis.
Practices and personnel for supporting regular engagement with relevant Al Mechanisms exist to develop, report and monitor Security, Compliance &
MAP 5.2 N/A lactors and integrating feedback about positive, negative, and unanticipated Functional | Intersects With | Measures of Performance | GOV-05  [Resilience Program (SCRP) measures of performance. 5
impacts are in place and documented.
[Mechanisms exist to ensure policies, processes, procedures and practices
Practices and personnel for supporting regular engagement with relevant Al Artificial Intelligence (Al) & Irelated to the mapping, measuring and managing of Artificial Intelligence (Al)
MAP 5.2 N/A lactors and integrating feedback about positive, negative, and unanticipated Functional SubsetOf | Autonomous Technologies |  AAT-01 [and Autonomous Techrologies (AAT)-related risks are in place, transparent 10
impacts are in place and documented. Governance [And implemented effectively.
[Mechanisms exist to compel ongoing engagement with relevant Artificial
Practices and personnel for supporting regular engagement with relevant Al Robust Stakeholder an o
MAP 5.2 N/A lactors and integrating feedback about positive, negative, and unanticipated Functional | Intersects With | Engagement for Al & AAT-11 lencourage feedback about positive, negative and unanticipated impacts. 5
impacts are in place and documente Autonomous Technologies
[Mechanisms exist to develop, report and monitor Security, Compliance &
MEASURE 1.0 N/A lAppropriate methods and metrics are identified and applied. Functional Equal Measures of Performance | GOV-05  [pcciet T 2 8 CRn) measures of performance. 10
[Mechanisms exist to regularly assess the effectiveness of existing security,
§ § Measuring Al & and resilience controls, including reports of errors and potential
MEASURE 1.0 N/A lAppropriate methods and metrics are identified and applied. Functional | Intersects With |72t 0 8 o e veness | AAT-16.2 impacts on affected communities. 8
[Approaches and metrics for measurement of Al Fisks enumerated during the MAP [Mechanisms exist to develop, report and monitor Security, Compliance &
function are selected for implementation starting with the most significant Al § Resilience Program (SCRP) measures of performance.
MEASURE 1.1 N/A risks. The risks or trustworthiness characteristics that will not - or cannot - be Functional Equal Measures of Performance GOV-05 10
Imeasured are properly documented
[Approaches and metrics for measurement of Al Fisks enumerated during the MAP [Mechanisms exist to regularly assess the effectiveness of existing security,
function are selected for implementation starting with the most significant Al § Measuring Al & and resilience controls, including reports of errors and potential
MEASURE 1.1 N/A risks. The risks or trustworthiness characts s that will not - or cannot - be Functional Intersects With |'ro hnologies Effectiveness | AAT-16-2 pacts on affected communities. 8
Imeasured are properly documented
[Approaches and metrics for measurement of Al Fisks enumerated during the MAP [Mechanisms exist to identify and document unmeasurable risks o
Ifunction are selected for implementation starting with the most significant Al . . Unmeasurable Al &
MEASURE 1.1 NA risks. The risks or trustworthiness characteristics that will not - or cannot - be Functional | Intersects With T AAT-16.3 8
Imeasured are properly documented Risks
[Appropriateness of Al metrics and effectiveness of existing Controls are regularly [Mechanisms exist to develop, report and monitor Security, Compliance &
MEASURE 1.2 N/A lassessed and updated, including reports of errors and potential impacts on Functional Equal Measures of Performance | GOV-05  |Resilience Program (SCRP) measures of performance. 10
affected communities.
[Appropriateness of Al metrics and effectiveness of existing Controls are reguarly [Mechanisms exist to regularly assess the effectiveness of existing security,
lassessed and updated, including reports of errors and potential impacts on . Measuring Al & Autonomaus| compliance and resience controls, ncluding reports o errors and potential
MEASURE 1.2 N/A laffected communities, Functional | Intersects With Tg(hnm’ggies Etectvences | AAT-16.2  limpacts on affected communi 8
internal experts who did not serve as front-ine developers for the system and/or Fechanisrs existEo Conduct reguURr sssssaments of AMcal teligence
independent assessors are involved in regular assessments and updates. Domain (A ar (AAT) with essors and
lexperts, users, Al actors external to the team that developed or deployed the Al Al & Autonomous not involved in the of the AAT.
MEASURE 1.3 N/A system, and affected communities are consulted in support of assessments as Functional Equal Technologies Ongoing AAT-112 10
Inecessary per organizational risk tolerance. Assessments
Wecharisms exist o avslusts ArCRCal Insligence (A and Autonomous
AITEW T  behavior and operation including security,
MEASURE 2.0 N/A Al systems are evaluated for trustworthy characteristics, Functional Equal rstoeomont AAT-10.1 [3nonymisation and disagaregation of captured and stored data for approve 10
lpurposes
Wechanisrs exlstto deionsirats Ehe ALl Intsilgence (A) and
R o [Autonomaus Technologies (AAT) to be deployed are
rustworthiness
MEASURE 2.0 N/A /Al systems are evaluated for trustworthy characteristics. Functional | Intersects With Semonctation aaT103 () ol e 5
(5) Operote a8 intended, based on approved designs.
[Mechanisms exist to formally assess the security, compliance and resilience
lcontrols in Technology Assets, Applications and/or Services (TAAS) through
Information Assurance Program (IAP) activities to determine the extent to
MEASURE 2.0 N/A /Al systems are evaluated for trustworthy characteristics. Functional Equal Assessments, 1A0-02  |which the controls are implemented correctly, operating as intended and 10
Iproducing the desired outcome with respect to meeting expected
requirements.
[Mechanisms exist to perform Information Assurance Program (IAP) activities
MEASURE 2.0 N/A Al systems are evaluated for trustworthy characteristics. Functional Intersects With Technical Verification 1A0-06  [to evaluate the design, implementation and effectiveness of technical 5
security, compliance and resilience controls,
[Test sets, metrics, and detalls about the tools used during TEVV are documented. [Mechanisms exist to document test sets, metrics and detalls about the tools
MEASURE 2.1 N/A Functional Equal AITEW Tools AAT-10.2  |used during Artificial Intelligence Test, Evaluation, Validation & Verification 10
(Al TEVV) practices.
Evaluations involving human subjects meet appiicable requirements (including [Mechanisms exist to implement Artificial Intelligence Test, Evaluation,
lhuman subject protection) and are representative of the relevant population. Artificial Intelligence Test, [Validation & Verification (Al TEVV) practices to enable Artificial Intelligence
MEASURE 2.2 N/A Functional | Intersects With | Evaluation, Validation & AaT-10  [(Al) and Autonomous Technologies (AAT)-related security, resilience and 5
Verification (Al TEW) lcompliance-related conformity testing throughout the lifecycle of the AAT.
Evaluations involving human subjects meet appiicable requirements (including [Mechanisms exist to proactively prevent harm by regularly identifying and
lhuman subject protection) and are representative of the relevant population Al & Autonomous |tracking existing, unanticipated and emergent Artificial Intelligence (Al) and
MEASURE 2.2 N/A Functional Equal Technologies Harm AAT-17  |autonomous Technologies (AAT)-related risks. 10
Prevention
Evaluations Involving human subjects meet appiicable requirements (including ‘Al & Autonomous [Mechanisms exist to protect human subjects from harm.
MEASURE 2.2 N/A lhuman subject protection) and are representative of the relevant population. Functional Equal Technologies Human AAT-17.1 10
Subject Protections
[AT system performance or assurance criteria are measured qualitatively or [Mechanisms exist to evaluate Artificial Intelligence (Al) and AUtonOMoUS
lquantitatively and demonstrated for conditions similar to deployment setting(s). . Al TEVV Comparable [Technologies (AAT)-related performance or the assurance criteria
MEASURE 2.3 N/A Measures are documented. Functional Equal Deployment Settings AAT-10.12 |gemonstrated for conditions similar to deployment settings. 10
[The functionality and behavior of the Al system and Its components - as [Mechanisms exist to proactively and continuously monitor deployed Artificial
MEASURE 2.4 N/A identified in the MAP function - are monitored when in production. Functional | Intersects with | A' TEWMP::I;Dner:goyment AAT-10.13 i (A1) and jes (AAT). 5
[The functionality and behavior of the Al system and Its components - as Al & Autonomous Wecharms axl=F o monior the funcllonally and befiaviee of e depioyed
MEASURE 2.4 N/A lidentified in the MAP function - are monitored when in production. Functional Intersects With | Technologies Production AAT-16  [Artificic (Al) and (AAT). 8
Monitoring
[The AT system to be deployed is demonstrated to be valid and reliable. [Mechanisms exist to ensure Artificial Intelligence (Al) and Autonomous
Limitations of the generalizability beyond the conditions under which the . wAs [Technologies (AAT) are designed to be reliable, safe, fair, secure, resilient,
technology was developed are documented rustworthy ltransparent, explainable and data privacy-enhanced to minimize emergent
MEASURE 2.5 N/A Functional | Intersects With AAT-01.2 5
¥ i ith | Autonomous Technologies lproperties or unintended consequences.
[The AT system to be deployed is demonstrated to be valid and relfable. ‘Al & Autonomous [Mechanisms exist to validate the Artificial Intelligence (Al) and AUtonOMOUS
MEASURE 2.5 N/A Limitations of the generalizability beyond the conditions under which the Functional | Intersects With |  Technologies Model AAT-10.9  [Technologies (AAT) model 8
technology was developed are documented. Validation
[The Al system is evaluated regularly for safety risks - as identified in the MAP [Mechanisms exist to demonstrate the Artificial Intelligence (Al) and
function. The Al system to be deployed is demonstrated to be safe, its residual |Autonomous Technologies (AAT) to be deployed are safe, residual risk does
Inegative risk does not exceed the risk tolerance, and it can fail safely, AITEVY Safet Inot exceed the organization's risk tolerance and can fail safely, particularly if
MEASURE 2.6 N/A Iparticularly if made to operate beyond its knowledge limits. Safety metrics reflect|  Functional | Intersects With Derronstation AAT-10.4  |made to operate beyond its knowledge limits. 8
lsystem reliability and robustness, real-time monitoring, and response times for Al
system failures.
[The Al system is evaluated regularly for safety risks - as identified in the MAP Mechanfems exit o conduct reguar assessments of Aricial nteligence
function. The Al system to be deployed is demonstrated to be safe, its residual (A a T (AAT) with ssors and
Inegative risk does not exceed the risk tolerance, and it can fail safely, Al & Autonomous not involved in the of the AAT.
MEASURE 2.6 N/A Iparticularly if made to operate beyond its knowledge limits. Safety metrics reflect| ~ Functional | Intersects With |  Technologies Ongoing AAT-11.2 5
system reliability and robustness, real-time monitoring, and response times for Al Assessments
system failures.
[The Al system is evaluated regularly for safety risks - as identified in the MAP [Mechanisms exist to proactively and continuously monitor deployed Artificial
function. The Al system to be deployed is demonstrated to be safe, its residual Iintelligence (Al) and Autonomous Technologies (AAT).
Inegative risk does not exceed the risk tolerance, and it can fail safely, '
MEASURE 2.6 NA Iparticularly if made to operate beyond its knowledge limits. Safety metrics reflect| ~ Functional | Intersects with | A' TEWM”::}UE',‘E:‘;”’”E"‘ AAT-10.13 5
system reliability and robustness, real-time monitoring, and response times for Al
system failures.
[AT system security and resilience - as identified in the MAP function - are ATEW Securiy & [Mechanisms exist to evaluate the security and resilience of Artificial
levaluated and documented. i s Intelligence (Al) and Autonomous Technologies (AAT) to be deployed.
MEASURE 2.7 N/A Functional Equal Resiliency Assessment AAT-10.5 g (A1) gies (AAT) ploy 10
[AT system security and resilience - as identified in the MAP function - are ‘Achieving Resilience [Mechanisms exist to achieve resilience requirements in normal and adverse
MEASURE 2.7 N/A ovaamtod and dopumantod. Functional | Intersects With Reauiements SEA012  [gerten 5
Risks associated with transparency and accountability - as identified in the MAP [Mechanisms exist to examine risks associated with transparency and
MEASURE 2.8 N/A function - are examined and documente Functional Equal Al TEWV Transparency & | poro0 ¢ of Artificial Intelligence (Al) and Autonomous Technologies 10
Accountability Assessment (AAT) to be deployed.
[The Al model is explained, validated, and documented, and Al system output is Al & Autonomous [Mechanisms exist to vahdate the Artificial Intelligence (Al) and Autonomous
MEASURE 2.9 N/A linterpreted within its context - as identified in the MAP function - to inform Functional Equal Technologies Model AAT-10.9 |Technologies (AAT) mo« 10
responsible use and governance. Validation
Privacy risk of the Al system - as identified in the MAP function - is examined and [Mechanisms exist to examine the data privacy risk of Artificial Intelligence
MEASURE 2.10 N/A documented. Functional Equal |AI TEVV Privacy Assessment| AAT-10.7  [(Al) and Autonomous Technologies (AAT) to be deployed 10
Privacy risk of the Al system - as identified in the MAP function - is examined and [Mechanisms exist to conduct a Data Protection Impact Assessment (DPIA) on
ldocumente Data Protection Impact [Technology Assets, Applications and/or Services (TAAS) that store, process
MEASURE 2.10 N/A Functional Intersects With ‘Assessment (DHZ, RSK-10 land/or transmit Personal Data (PD) to identify and remediate reasonably- 8
lexpected risks.
Faimess and bias - as identified in the MAP function - are evaluated and results " [Mechanisms exist to examine faimess and bias of Artificial Intelligence (AT}
MEASURE 2.11 N/A lare documented. Functional Equal AITEVY Faimess &Bias | aaT-10.8  [and Autonomous Technologies (AAT) to be deployed. 10
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Environmental impact and sustainability of Al model training and management [Mechanisms exist to assess and document the enwronmenla\ impacts and
lactivities - as identified in the MAP function - are assessed and documented Al & Autonomous of Artificial (A ar
MEASURE 2.12 N/A Functional Equal Technologies Environmental| - AAT-17.2 - [aaT). 10
mpact & Sustainability
Effectiveness of the employed TEVV metrics and processes in the MEASURE [Mechanisms exist to evaluate the results of Artificial Intelligence Test,
function are evaluated and documented. [Evaluation, Validation & Verification (Al TEVV) to determine the viability of
MEASURE 2.13 N/A Functional | Intersects With | Al TEV Results Evaluation | AAT-10.10 |the proposed Artificial Intelligence (Al) and Autonomous Technologies (AAT). 8
Effectiveness of the employed TEVV metrics and processes in the MEASURE [Mechanisms exist to evaluate the effectiveness of the processes utilized to
MEASURE 2.13 NIA function are evaluated and documented. Functional Equal AITEW Effectiveness | AAT-10.11 |perform Artificial Intelligence Test, Evaluation, Validation & Verification (Al 10
Mechanisms for tracking identified Al fisks over time are in place, [Mechanisms exist to regularly assess the effectiveness of existing security,
Measuring Al & and resilience controls, including reports of errors and potential
MEASURE 3.0 N/A Functional | Intersects With |72t 0 & o e eness | AAT-16.2 impacts on affected communities. 3
Mechanisms for tracking identified Al fisks over time are in place, [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
Capanilties bet IMilestones (POA&M) or similar methodology) that formally documents, at a
apabilities Deficiency Iminimum
MEASURE 3.0 N/A Functional | Intersects With 1A0-05 5
z unctional ntersects Wi Tracking (1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
_ _ ) Descrintion of o
MEASURE 3.0 e Mechanisms for tracking identified Al fisks over time are in place, Functional Faual Risk Reglster RoK0a1 :lpconay:‘lgsrv;’s::‘gt to maintain a risk register that facilitates monitoring and o
[Approaches, personnel, and documentation are in place to regularly identify and [Mechanisms exist to proactively prevent harm by regularly identifyin
track existing, unanticipated, and emergent Al risks based on factors such as . Al & Autonomous tracking existing, unanticipated and emergent Artificial Intelligence LAI) and
MEASURE 3.1 N/A lintended and actual performance in deployed contexts. Functional Equal Techno\oglfs Harm AAT-17  |autonomous Technologies (AAT)-related risks. 10
Prevention
[Approaches, personnel, and documentation are in place to regularly identify and [Mechanisms exist to conduct specialized assessments for:
track existing, unanticipated, and emergent Al risks based on factors such as 1) Statutory, regulatory and contractual compliance obligations;
lintended and actual performance in deployed contexts 2) Monitoring capabilities;
3) Mobile devices;
4) Databases;
5) Application security;
MEASURE 3.1 N/A Functional | Intersects With | Specialized Assessments | 140-02.2 |(6) Embedded technologies (e.g., loT, OT, etc.); 3
7) Vulnerability management;
8) Malicious code;
9) Insider threats;
10) Performance/ioad testing; and/or
11) Artificial Intelligence and Autonomous Technologies (AAT).
[Approaches, personnel, and documentation are in place to regularly identify and [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
track existing, unanticipated, and emergent Al risks based on factors such as . Milestones (POAGM) or smilar methodalogy) that formaly documents, t a
MEASURE 3.1 NA lintended and actual performance in deployed contexts Functional | Intersects with | Capabilities Deficiency 1A0-05 5
Tracking (1) Deficiency tracking numbi
(2) Applicable securiy, compiiance andjor resilience control;
(3) Descrintion of thy
[Approaches, personnel, and documentation are in place to regularly identify and [Mechanisms exist to maintain a risk register that facilitates monitoring and
track existing, unanticipated, and emergent Al risks based on factors such as § reporting of risks.
MEASURE 3.1 N/A lintended and actual performance in deployed contexts Functional | Intersects With Risk Register RSK-04.1 5
[Mechanisms exist to track Artificial Intelligence (Al) and Autonomous
Risk tracking approaches are considered for settings where Al risks are difficult tol Al & Autonomous [Technologies (AAT)-related risks are difficult to assess using currently
MEASURE 3.2 N/A lassess using currently available measurement techniques or where metrics are | Functional Equal Technologies Risk Tracking | AAT-18 [ayailable measurement techniques or where metrics are not yet available. 10
not yet available.
[Mechanisms exist to conduct specialized assessments for:
1 Statutory. regulatory and contractual compliance obligations;
2) Monitoring c
3) Mobile devices,
4) Databases;
5) Application security;
Risk tracking approaches are considered for settings where Al risks are difficult tol
MEASURE 3.2 N/A lassess using currently available measurement techniques or where metrics are Functional | Intersects With | Specialized Assessments | 1A0-02.2 g: Sm:z‘a";ﬁl;“m”a“n"a‘ggﬁi‘e g-, 10T, OT, etc.); 3
Inot yet available. 2) Malicios Caler
9) Insider threats;
10) Performance/ioad testing; and/o
11) Artifcial Inteligence and Autonomous Technologies (AAT).
[Mechanisms exist to govern [dentified deficiencies (e.g., Plan of Action and
Risk tracking approaches are considered for settings where Al risks are difficult tol Capabilities Deficienc, [Milestones (POA&M) or similar methodology) that formally documents, at a
MEASURE 3.2 NIA lassess using currently available measurement techniques or where metricsare | Functional | Intersects With P Y 1A0-05 | minimum 5
Inot yet available Tracking (1) Deficiency trac|
(2) Applicable security, compliance andjor resilience control;
3) Descrintion of
Risk tracking approaches are considered for settings where Al risks are difficult tol [Mechanisms exist to maintain a risk register that facilitates monitoring and
MEASURE 3.2 N/A lassess using currently available measurement techniques or where metrics are | Functional | Intersects With Risk Register RSK-04.1  [reporting of risks. 5
not yet available.
Feedback processes for end users and impacted communities to report problems [Mechanisms exist to collect and integrate feedback from end users and
land appeal system outcomes are established and integrated into Al system Al & Autonomous limpacted communities into Artificial Intelligence (Al) and Autonomous
MEASURE 3.3 N/A levaluation metrics. Functional Equal Technologies End User | AAT-11.3  |Technologies (AAT)-related system evaluation metrics. 10
Feedback about efficacy of measurement is gathered and assessed [Mechanisms exist to develop, report and monitor Security, Compliance &
MEASURE 4.0 N/A Functional | Intersects With | Measures of Performance | GOV-05  |peciian o o080 C Do ot performance. 8
Feedback about efficacy of measurement is gathered and assessed [Mechanisms exist to gather and assess feedback about the efficacy of
|artificial Intelligence (Al) and Autonomous Technologies (AAT)-related
MEASURE 4.0 N/A Functional Equal Efficacy of A & Autonomous| 16, 9 9 10
Measurement approaches for identifying Al fisks are connected to deployment [Mechanisms exist to develop, report and monitor Key Performance Indicators
lcontext(s) and informed through consultation with domain experts and other end | Key Performance Indicators (KPIs) to assist organizational management in performance monitoring and
MEASURE 4.1 N/A lusers. Approaches are documented. Functional Intersects With (KPls) GOV-05.1  |trend analysis of the Security, Compliance & Resilience Program (SCRP) 3
Measurement approaches for identifying Al fisks are connected to deployment [Mechanisms exist to develop, report and monitor Key RISk Indicators (KRIs)
lcontext(s) and informed through consultation with domain experts and other end . lto assist senior management in performance monitoring and trend analysis
MEASURE 4.1 N/A lusers. Approaches are documented. Functional Intersects With | Key Risk Indicators (KRIS) | GOV-05.2 of the Security, Compliance & Resilience Program (SCRP). 3
Measurement approaches for identifying Al fisks are connected to deployment [Mechanisms exist to measure Artificial Intelligence (Al) and Autonomous
[context(s) and informed through consultation with domain experts and other end Al & Autonomous [Technologies (AAT)-related risks to deployment context(s) through review
MEASURE 4.1 N/A lusers. Approaches are documented. Functional Equal T AAT-16.1  [an With industry experts, domain specialists and end users. 10
Approaches
Measurement results regarding Al system trustworthiness in deployment [Mechanisms exist to utilize input from domain experts and relevant
lcontext(s) and across the Al lifecycle are informed by input from domain experts | & Autonomous stakeholders to validate whether the Ariical Inteligence (A) and
MEASURE 4.2 NA land relevant Al actors to validate whether the system is performing consistently | unctional Equal  [Technologies Domain Expert| AAT-16.5 ntended. ™
las intended. Results are documented. Reviews
Measurable performance improvements or declines based on consultations with [Mechanisms exist to develop, report and monitor Security, Compliance &
relevant Al actors, including affected communities, and field data about context § Resilience Program (SCRP) measures of performance.
MEASURE 4.3 N/A relevant risks and trustworthiness characteristics are identified and documented. | ~ Functional | Intersects With | Measures of Performance | GOV-05 8
Fimasurable parforancs Fprovsrts of declnes based on conuliores Wi [Mechanisms exist to develop, report and monitor Key Performance Indicators
relevant Al actors, including affected communities, and field data about context § Key Performance Indicators (KPIs) to assist organizational management in performance monitoring and
MEASURE 4.3 N/A relevant risks and trustworthiness :hara(lerlst\(s are identified and documented. Functional Intersects With (KPls) GOV-05.1 trend analysis of the Security, Compliance & Resilience Program (SCRP) 3
Measurable performance improvements or declines based on consultations with [Mechanisms exist to develop, report and monitor Key RISk Indicators (KRIs)
relevant Al actors, including affected communities, and field data about context § lto assist senior management in performance monitoring and trend analysis
MEASURE 4.3 N/A relevant risks and trustworthiness characteristics are identified and documented. | ~ Functional Intersects With | Key Risk Indicators (KRIs) | GOV-05.2 of the Security, Compliance & Resilience Program (SCRP). 3
Measurable performance improvements or declines based on consultations with [Mechanisms exist to evaluate performance improvements or declines with
relevant Al actors, including affected communities, and field data about context . Al & Autonomous domain experts and relevant stakeholders to define context-relevant risks
MEASURE 4.3 NA relevant risks and trustworthiness characteristics are identified and documented. | ~ Functional Equal Technologies Performance |  AAT-16.6  |and trustworthiness issues. 10
[ATisks based on assessments and other analytical OULPUL from the MAP and [Mechanisms exist to prioritize, respond to and remediate Artificial
MANAGE 1.0 N/A MEASURE functions are prioritized, responded to, and managed. Functional Equal | & Autonomous AAT-18.1  [Intelligence (A1) and Autonomous Technologies (AAT)-related risks based on 10
Technologies Risk Response lassessments and other analytical output.
[ATisks based on assessments and other analytical OULPUL from the MAP and [Mechanisms exist to facilitate the implementation of strategic, operational
MANAGE 1.0 N/A MEASURE functions are prioritized, responded to, and managed. Functional SubsetOf | Risk Management Program |  RSK-01  [and tactical risk management controls. 10
[ATisks based on assessments and other analytical OUTPUE from the MAP and [Mechanisms exist to dentify and document risks, both internal and external.
MANAGE 1.0 N/A MEASURE functions are prioritized, responded to, and managed. Functional | Intersects With Risk Identification RSK-03 8
[ATisks based on assessments and other analytical OUTPUE from the MAP and [Mechanisms exist to conduct recurring assessments of risk that includes the
MEASURE functions are prioritized, responded to, and managed. likelihood and magnitude of harm, from unauthorized access, use, disclosure,
MANAGE 1.0 A Functional | Intersects With Risk Assessment Rsk.04  |disruption, modification or destruction of the organization's Technology s
L : |assets, Applications, Services and/or Data (TAASD).
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to evaluate the results of Artificial Intelligence Test,
Ipurposes and stated objectives and whether its development or deployment § § Evaluation, Validation & Verifcation (Al TEW) to determine the wiability of
MANAGE 1.1 N/A Ehould proceed. Functional | Intersects With | Al TEVV Results Evaluation | AAT-10.10 |the proposed Artificial A a T (AaT). 5
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to define the criteria as to whether Artificial Intelligence
Ipurposes and stated objectives and whether its development or deployment § Al & Autonomous (A1) and Autonomous Technologies (AAT) achieved intended purposes and
MANAGE 1.1 NA should proceed. Functional Equal Technologies Viability AAT-15  stated objectives to determine whether its development or deployment 10
Decisions should proceed.
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to identify and document negative, residual risks (defined
lpurposes and stated objectives and whether its development or deployment Al & Autonomous /as the sum of all unmitigated risks) to both downstream acquirers and en
MANAGE 1.1 N/A should proceed Functional | Intersects With | Technologies Negative | AAT-15.1 [icers of Artificial Intelligence (Al) and Autonomous Technologies (AAT) 8
Residual Risks
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to define the criteria and responsible party(ies) for
|purposes and stated objectives and whether its development or deployment s ResvzﬂSlg\l\tytTo " lsuperseding, disengaging or deactivating Artificial Intelligence (Al) and
MANAGE 1.1 N/A should proceed. Functional | Intersects With | Suhersede, Deactivate | aar15 ¢ or outcomes 3
i/ and/or Disengage Al & linconsistent with intended use.
Autonomous Technologies
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to facilitate the implementation of security, compliance
MANAGE 1.1 N/A lpurposes and stated objectives and whether its development or deployment Functional Subsetof | Imformation Assurance (IA) | 5 91 [and resilience assessment and authorization controls. 10
Ishould proceed. Operations,
/A determination is made as to whether the Al system achieves its intended [Mechanisms exist to govern dentified deficiencies (e.g., Plan of Action and
lpurposes and stated objectives and whether its development or deployment Cavabilties De IMilestones (POA&M) or similar methodology) that formally documents, at a
MANAGE 1.1 N/A should proceed. Functional Intersects With apabilities Deficiency 1A0-05  |minimum: 3
" Tracking (1) Deficiency tracking number;
(2) Applicable security, compliance andjor resilience control;
I(3) Description of thy
/A determination is made as to whether the Al system achieves its intended IMechanisms exist to ensure Technology Assets, Applications and/or Services
MANAGE 1.1 N/A lpurposes and stated objectives and whether its development or deployment Functional | Intersects With | Security Authorization 1A0-07  |(TAAS) are officially authorized prior to "go live" in a production environment. 8
should proceed
[Treatment of documented Al risks is prioritized based on impact, likelinood, and [Mechanisms exist to identify and document negative, residual risks (defined
lavailable resources or methods. Al & Autonomous s the sum of all unmitigated risks) to both downstream acquirers and end
MANAGE 1.2 N/A Functional Intersects With Terh;ulzq\ﬁlsk"lefa“vﬂ AAT-15.1  |ysers of Artificial Intelligence (Al) and Autonomous Technologies (AAT) 5
esidual Risks
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[Treatment of documented Al risks is prioritized based on impact, likelihood, and N ity T [Mechanisms exist to define the criteria and responsible party(ies) for
lavailable resources or methods. esponsibility To or ficial nd
Supersede, Deactivate g e (AAT) that performance or outcomes
MANAGE 1.2 N/A Functional | Intersects With | >2Pers Bichngioe i AAT-15.2 - (Autonomous Technologies (AT 5
Autonomous Technologies
[Treatment of documented Al risks is prioritized based on impact, likelihood, and [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
lavailable resources or methods. IMilestones (POA&M) or similar methodology) that formally documents, at a
MANAGE 1.2 N/A Functional | Intersects witn | C@pabilities Deficiency 1A0-05 8
Tracking (1) Deficiency tracking number;
(2) Applicable security, compliance andjor resilience control;
(3) Descrintion of thy
[Treatment of documented Al risks is prioritized based on impact, likelinood, and [Mechanisms exist to prioritize the impact level for Technology Assets,
MANAGE 1.2 NIA lavailable resources or methods. Functional | Intersects With | Impact-Level Prioritization | RSK-02.1 |Applications and/or Services (TAAS) to prevent potential disruptions. 3
[Treatment of documented Al risks is prioritized based on impact, likelinood, and [Mechanisms exist to identify and assign a risk ranking to newly discovered
MANAGE 1.2 NIA lavailable resources or methods. Functional | Intersects With Risk Rankin RSK-05  [security vulnerabilities that is based on industry-recognized practices. 3
" labi hod: 9 Inerabilities that is based on indt d practi
MANAGE 1.2 - [Treatment of documented AT ks T prioniized based on impac, IKEHood 30 | Lurcionat | Intersects With ok Remediation noxos | Mechanisms exist to remediate risks to an acceptable level 3
Responses to the Al risks deemed high priority, as identified by the MAP function, [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
lare developed, planned, and documented. Risk response options can include . [Milestones (POA&M) or similar methodology) that formally documents, at a
MANAGE 1.3 NA igating, transferring, avoiding, or accepting. Functional | Intersects witn |  Capabilities Deficiency 1A0-05 N
cking (1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
(3) Descrintion of thy
Responses to the Al risks deemed high priority, as identified by the MAP function, [Mechanisms exist to ensure proper risk response actions were performed to
MANAGE 1.3 NIA lare developed, planned, and documented. Risk response options can include Functional Equal Risk Response RSK-06.1 |remediate findings from security, compliance andjor resilience-related: 10
Imitigating, transferring, avoiding, or accepting. (1) Assessments;
& At [Mechanisms exist to identify and document negative, residual risks (aefined
utonomous
Negative residual risks (defined as the sum of all unmitigated risks) to both as the sum of all unmitigated risks) to both downstream acquirers and end
MANAGE 1.4 N/A do\?mslream ‘acauirers of Al Systems and end users are gowmemed Functional Equal Tecr\;ol%g\els';\leganve AAT-15.1  |users of Artificial Intelligence (Al) and Autonomous Technologies (AAT) 10
esidual Risks
[Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
N dual isks (defined as th o i isks) to both Capanilties bet IMilestones (POA&M) or similar methodology) that formally documents, at a
legative residual risks (defined as the sum of all unmitigated risks) to bt apabilities Deficiency g Iminimum
MANAGE 1.4 A ldownstream acquirers of Al systems and end users are documented Functional | Intersects With Tracking 1A0-05 1) Deficiency tracking number; ¢
(2) Applicable security, compliance andor resilience control;
) Descrintion of o
[Mechanisms exist to maintain a risk register that facilitates monitoring and
MANAGE 1.4 e Negative residual risks (defined as the sum of all unmitigated risks) to both Functional | Intersects With Risk Register Rsk-04.1 |reporting of riske. 9 9 s
ldownstream acquirers of Al systems and end users are documented. 9
[Strategies to maximize Al benefits and minimize negative impacts are planned, [Mechanisms exist to continuously improve Artiicial Intelligence (A and
lprepared, implemented, documented, and informed by input from relevant Al . Al & Autonomous |Autonomous Technologies (AAT) capabilities to maximize benefits and
MANAGE 2.0 N/A Functional Equal Technalogies Continuous | - AAT-07.3 |minimize negative impacts associated with AAT. 10
mprovements
[Strategies to maximize Al benefits and minimize negative impacts are planned, [Mechanisms exist to facilitate the implementation of tailored development
MANAGE 2.0 N/A lprepared, implemented, documented, and informed by input from relevant Al Functional Intersects With Tec""o‘gg‘/ Devte‘lw'“em & 7pa01  [and acquisition strategies, contract tools and procurement methods to meet 3
actors. cquisition lunique business needs.
[Strategies to maximize Al benefits and minimize negative impacts are planned, [Mechanisms exist to design and implement product management processes
lprepared, implemented, documented, and informed by input from relevant Al to proactively govern the design, development and production of Technology
|assets, Applications andfor Services (TAAS) across the System Development
Life Cycle (SDLC) to:
" (1) Improve functionality;
MANAGE 2.0 N/A Functional | Intersects With | Product Management TDAOL1  |(2) Enhance security and re: ency capabiles 8
(3) Correct security deficiencies;
(@) Conform with applicable statatery, regulatory andfor contractual
lobligations.
Resources required to manage Al fisks are taken into account - along with viable [Mechanisms exist to facilitate the implementation of resource planning
Inon-Al alternative systems, approaches, or methods - to reduce the magnitude § Security, Compliance & lcontrols that provide a portfolio management approach to achieve security,
MANAGE 2.1 N/A lor likelihood of potential impacts. Functional | Intersects With | - Resilience Protection PRM-01  |compliance and resilience objectives. 8
ortfolio Management
Resources required to manage Al fisks are taken Into account - along with viable [Mechanisms exist to address all capital planning and investment requests,
Inon-Al alternative systems, approaches, or methods - to reduce the magnitude § Security, Compliance & including the resources needed to implement the Security, Compliance &
MANAGE 2.1 N/A lor likelihood of potential impacts. Functional Equal Resuence Resmlme PRM-02 |Resilience Program (SCRP) and document all exceptions to this requirement. 10
anagemen
Resources required to manage Al fisks are taken Into account - along With viable [Mechanisms exist to dentify and allocate resources for management,
Inon-Al alternative systems, approaches, or methods - to reduce the magnitude § § loperational, technical and data protection requirements within business
MANAGE 2.1 N/A lor likelihood of potential impacts. Functional | Intersects With | Allocation of Resources PRM-03  [process planning for projects | initiatives. 8
Resources required to manage Al fisks are taken Into account - along With viable [Mechanisms exist to reduce the magnitude or ikelinood of potential impacts
MANAGE 2.1 N/A ncn AI a\lerna:lve(systte‘ms. approaches, or methods - to reduce the magnitude Functional | Intersects With R'S‘;Z‘:ﬂ"uarglen'ge"‘ RSK-01.2 |by resourcing the capability required to manage technology-related risks. 8
00d of potential impacts.
Resources required to manage Al fisks are taken Into account - along With viable [Mechanisms exist to dentify and implement compensating countermeasures
MANAGE 2.1 N/A Inon-Al alternative systems, approaches, or methods - to reduce the magnitude Functional Intersects With Compensating RSK-06.2 |to reduce risk and exposure to threats. 8
lor likelihood of potential impacts. Countermeasures
Mechanisms are in place and applied to sustain the value of deployed Al ‘Al & Autonomous [Mechanisms exist to sustain the value of deployed Artificial Intelligence (A1)
MANAGE 2.2 N/A [systems. Functional Equal Technologies Value AAT-01.3 [and Autonomous Technologies (AAT). 10
Sustainment
Mechanisms are in place and applied to sustain the value of deployed Al [Mechanisms exist to facilitate the implementation of resource planning
Isystems. ) Security, Compliance & lcontrols that provide a portfolio management approach to achieve security,
MANAGE 2.2 N/A Functonal | ntersects With | Resiience Protection PRM-01 | compliance and resilience objectives 8
ortfolio Management
Mechanisms are in place and applied to sustain the value of deployed Al [Mechanisms exist to ensure changes to Technology Assets, Applications
systems. | secure Development Life land/or Services (TAAS) within the Secure Development Life Cycle (SDLC) are
MANAGE 2.2 N/A Functional Intersects With | 0 e (spLc) Mgnagmm PRM-07  |controlled through formal change control procedures. 5
Mechanisms are in place and applied to sustain the value of deployed Al [Mechanisms exist to design and implement product management processes
systems. to proactively govern the design, development and production of Technology
|Assets, Applications and/or Services (TAAS) across the System Development
Life Cycle (SDLC) to:
i (1) Improve functionality;
MANAGE 2.2 N/A Functional | Intersects With |  Product Management TDAOLL  |2) Enhance security and resiliency capabilties; 5
(3) Correct security deficiencies; and
(4) Conform with applicable statutory, regulatory and/or contractual
lobligations.
Procedures are followed to respond to and recover from a previously unknown [Mechanisms exist to respond to and recover from a previously unknown
risk when it is identified Previously Unknown Al & |Artificial Intelligence (Al) and Autonomous Technologies (AAT)-related risk
MANAGE 2.3 N/A Functional Equal Autonomous Techrologies | AAT-17.3 |ahen it i identifed. 10
reats & Risks
Procedures are followed to respond to and recover from a previously unknown [Mechanisms exist to implement and govern processes and documentation to
MANAGE 2.3 N/A risk when it is identified. Functional | Intersects With ‘“C“ée"f RtSSDO"Se IRO-01 [facilitate an organization-wide response capability for cybersecurity and data 3
perations lprotection-related incidents.
Procedures are followed to respond to and recover from a previously unknown [Mechanisms exist to cover:
risk when it is identified. 1) Preparation;
2) Automated event detection or manual incident report intake;
3) Analysis;
MANAGE 2.3 N/A Functional | Intersects With Incident Handling RO02 |3} RO s 3
5) Eradication; and
6) Recovery.
MANAGE 2.3 e Procedires ara ollowed 5 respond to and recover from a previousy urknown Functional | Intersects With RisK Identification RSk03 _|Mechanisms exist to identify and document risks, both internal and external. S
Procedures are followed to respond to and recover from a previously unknown [Mechanisms exist to ensure proper risk response actions were performed to
MANAGE 2.3 N/A risk when it is identified. Functional | Intersects With Risk Response RSK-06.1 |remediate findings from security, compliance andjor resilience-related: 8
(1) Assessments;
Mechanisms are in place and applied, and responsibilities are assigned and [Mechanisms exist to enforce an accountability structure so that appropriate
lunderstood, to supersede, disengage, or deactivate Al systems that demonstrate § Stakeholder Accountability lteams and individuals are empowered, responsible and trained for mapping,
MANAGE 2.4 N/A lperformance or outcomes inconsistent with intended use. Functional Intersects With GOV-04.1  Imeasuring and managing Technology Assets, Applications, Services andjor 8
[Data (TAASD)-related risks.
Mechanisms are in place and applied, and responsibilities are assigned and Wechanisms existto define e ceria and responaile party(es) or
to supersede, disengage, or deactivate Al systems that demonstrate o fesponsibly To or deactivating Artifical inelligence (A1) and
lperformance or outcomes inconsistent with intended use. upersede, Deactivate . (AAT) th: or outcomes
MANAGE 2.4 NA Functional Equal andjor Disengage Al & | AAT19:2 i monded ee o
Mechanisms are in place and applied, and responsibilities are assigned and [Mechanisms exist to implement and govern processes and documentation to
lunderstood, to supersede, disengage, or deactivate Al systems that demonstrate § Incident Response [facilitate an organization-wide response capability for cybersecurity and data
MANAGE 2.4 N/A Iperformance or outcomes inconsistent with intended use. Functional | Intersects With Operations IRO-01 |grotection-related incidents. 3
Mechanisms are in place and applied, and responsibilities are assigned and [Mechanisms exist to cover:
lunderstood, to supersede, disengage, or deactivate Al systems that demonstrate 1) Preparation;
[performance or outcomes inconsistent with intended use. 2) Automated event detection or manual incident report intake;
3) Analysis;
MANAGE 2.4 N/A Functional | Intersects With Incident Handling RO-02 |3} A et 5
5) Eradication; and
6) Recovery.
Mechanisms are in place and applied, and responsibiiities are assigned and [Mechanisms exist to ensure proper risk response actions were performed to
lunderstood, to supersede, disengage, or deactivate Al systems that demonstrate § remediate findings from security, compliance and/or resilience-related
MANAGE 2.4 N/A lperformance or outcomes inconsistent with intended use. Functional | Intersects With Risk Response RSK-06.1 (1) Assessments; 8
(2) Audits; and/or
13\ tncidant
[ATTisks and benefits from third-party entities are managed. [Mechanisms exist to develop a pian for Supply Chain Risk Management
((SCRM) associated with the development, acquisition, maintenance and
Supply Chain Risk disposal of Technology Assets, Applications and/or Services (TAAS), including
MANAGE 3.0 N/A Functional | Intersects With | . 2000 SR i oran | RSK09 selected mitigating actions and monitoring performance 8
lagainst those plans.
[ATTisks and benefits from third-party entities are managed. [Mechanisms exist to address Artificial Intelligence (Al) and AUEonOMOUS
§ Al & Autonomous [Technologies (AAT)-related risks and benefits arising from the organization's
MANAGE 3.0 N/A Functional Equal Technologies Supply Chain | RSK-092 fsupply chain, inluding third-party Software and data 10
mpacts
MANAGE 3.0 o [ATTisks and benefits from third-party entities are managed. Functional SubsetOf | Thirdparty Management | TPM0L n;zzz;’::f:ﬁ;g facitate the implementation of tird-party 0
[ATTisks and benefits from third-party entities are managed. [Mechanisms exist to monitor, regularly review and assess External Service
Review of Third-Party [Providers (ESPs) for compliance with established contractual requirements
MANAGE 3.0 N/A Functional | Intersects With ervices TPM-08 Ifor security, compliance and resilience controls. 5
[ATTisks and benefits from third-party resources are regularly monitored, and risk [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
controls are applied and documented Cavabilties De Milestones (POASM) o similar methodology) that formaly documents, t a
apabilities Deficiency
MANAGE 3.1 N/A Functional | Intersects With 1A0-05 8
" racking (1) Deficiency tracking number:
(2) Applicable security, compliance andjor resilience control;
I(3) Description of thy
[ATTisks and benefits from third-party resources are regularly monitored, and risk [Mechanisms exist to periodically assess supply chain risks associated with
MANAGE 3.1 N/A lcontrols are applied and documented Functional | Intersects With 5“‘;‘;‘;;5!:.‘2”?“ RSK-00.1 [Technology Assets, Applications and/or Services (TAAS). 8
[AT tisks and benefits from third-party resources are regularly monitored, and risk [Mechanisms exist to address Artificial Intelligence (Al) and Autonomous
controls are applied and documented Al & Autonomous [Technologies (AAT)-related risks and benefits arising from the organization's
MANAGE 3.1 N/A Functional | Intersects With | Technologies Supply Chain | RSK-09.2 |5upply chai, including thrd-party software and data 5
mpacts
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Al risks and benefits from third-party resources are regularly monitored, and risk [Mechanisms exist to conduct a risk assessment prior to the acquisition or
MANAGE 3.1 N/A lcontrols are applied and documented. Functional Intersects With Third-Party Risk TPM-04.1 |outsourcing of technology-related Technology Assets, Applications and/or 8
Assessments & Approvals i
Services (TAAS).
[AT risks and benefits from third-party resources are regularly monitored, and risk [Mechanisms exist to monitor, regularly review and assess External Se
lcontrols are applied and documented Review of Third-Party Proviners (ESPe) for compliance with setablished contractual requirements
MANAGE 3.1 N/A Functional | Intersects With s TPM-08 for security, compliance and resilience controls. 5
Pre-trained models which are used for development are monitored as part of Al [Mechanisms exist to validate the information source(s) and quality of pre-
Isystem regular monitoring and maintenance. Pre-Trained Al & trained models used in Artificial Intelligence (Al) and Autonomous
MANAGE 3.2 N/A Functional Equal Autonomous Technologies | AAT-16.7  |Technologies (AAT) training, maintenance and improvement-related 10
tivities.
Risk treatments, INCIUGING response and recovery, and communication plans for [Mechanisms exist to maintain and make available a current and viable
MANAGE 4.0 NIA the identified and measured Al risks are documented and monitored regularly Functional | Intersects With [Incident Response Plan (IRP)|  IRO-04  [Incident Response Plan (IRP) to all stakeholders. 5
Risk treatments, INCIUGING response and recovery, and communic: ans for [Mechanisms exist to generate authoritative documentation (e.0., System
the identified and measured Al risks are documented and monitored regularly Security Plan (SSP)) that:
Applied Security, (1) Identifies key architectural and implementation information on in-scope
MANAGE 4.0 N/A Functional | Intersects With | Compliance and Resilience |  140-03  [Technology Assets, Applications and/or Services (TAAS); 8
Controls Documentation (2) Reflects the current state of applied security, compliance and resilience
(controls on applicable People, Processes, Technologies, Data and/or Facilities
(PPTDF) that are contained within the system boundary; and
Risk treatments, INCIUGING response and recovery, and communication plans for [Mechanisms exist to govern identified deficiencies (e.g., Plan of Action and
the identified and measured Al risks are documented and monitored regularly : [Milestones (POA&M) or similar methodology) that formally documents, at a
MANAGE 4.0 NA Functional | Intersects itn |  C@pabilities Deficiency 1A0-05 5
cking (1) Deficiency tracking number;
(2) Applicable security, compliance and/or resilience control;
intion of th
Risk treatments, INCIUGING response and recovery, and communication plans for [Mechanisms exist to remediate risks to an acceptable level
MANAGE 4.0 N/A the identified and measured Al risks are documented and monitored regularly Functional | Intersects With Risk Remediation RSK-06 8
Risk treatments, INCIUGING response and recovery, and communication plans for [Mechanisms exist to ensure proper risk response actions were performed to
MANAGE 4.0 N/A the identified and measured Al risks are documented and monitored regularly Functional | Intersects With Risk Response RSK-06.1 |remediate findings from security, compliance andjor resilience-related: 5
(1) Assessments;
Post-deployment Al system monitoring plans are implemented, including [Mechanisms exist to proactively and continuously monitor deployed Artific
Imechanisms for capturing and evaluating input from users and other relevant Al § A TEWV Post-Deployment (A1) and T (AAT).
MANAGE 4.1 NA lactors, appeal and override, decommissioning, incident response, recovery, and | Functional | Intersects With Monitorng. AAT-10.13 8
(change management.
Post-deployment Al system monitoring plans are implemented, including [Mechanisms exist to regularly collect, consider, prioritize and integrate risk-
Imechanisms for capturing and evaluating input from users and other relevant Al ) Al & Autonomous related feedback from those external to the team that developed or deployed|
MANAGE 4.1 NA lactors, appeal and override, decommissioning, incident response, recovery, and | Functional | Intersects With | Technologies Stakeholder | = AAT-11.1 |attificial (A1) and e jies (AAT) 8
ehange management. Feedback Integration
Post-deployment Al system monitoring plans are implemented, including [Mechanisms exist to conduct regular assessments of Atificial Intelligence
Imechanisms for capturing and evaluating input from users and other relevant Al . Al & Autonomous (A1) and Te (AAT) witl assessors and
MANAGE 4.1 NA actors, appeal and override, decommissioning, incident response, recovery, and |  Functional | Intersects With | Technologies Ongoing AAT-11.2 not involved in the of the AAT. 8
(change management. Assessments
Post-deployment Al system monitoring plans are implemented, including Wecharisis existto collect and Integrote fesdback from end users and
Imechanisms for capturing and evaluating input from users and other relevant Al . Al & Autonomous limpact into Artifici (A1) and
MANAGE 4.1 NiA lactors, appeal and override, decommissioning, incident response, recovery, and |  Functional | Intersects With |  Technologies End User AAT-11.3 Techne\ugles (AAT)-related syslem evaluauon metrics. 8
(change management.
Measurable activities for continual improvements are integrated into Al system [Mechanisms exist to integrate continual improvements for Geployed A
MANAGE 4.2 N/A lupdates and include regular engagement with interested parties, including Functional Equal Updating Al & AAT-10.14 (A1) and (AAT). 10
relevant Al actors. Technologies
incidents and errors are ated to relevant Al actors, including affected Al & Autonomous [Mechanisms exist to Artificial (A a
MANAGE 4.3 N/A lcommunities. Processes for tracking, responding to, and recovering from Functional Equal Technologies ncident & | AAT-11.4 [Technologles (AAT) related incidents and/or erors to elvant sakengder. 10
iincidents and errors are followed and documente: Error Reporting including affected communt
Incidents and errors are communicated to relevant Al actors, including affected [Mechanisms exist to t\me\yrrepurl incidents to appiicable:
lcommunities. Processes for tracking, responding to, and recovering from . Incident Stakeholder (1) Internal stakeholders;
MANAGE 4.3 N/A lincidents and errors are followed and documented. Functional Intersects With ing IRO-10  ((2) Affected clients & third-parties; and 8
(3) Regulatory authorities.
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