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FDE Name Focal Document Element (FDE) Description
Accoun
X Management | |Implement [Assignment: organization-defined dynamic q No .
AC-02(06) Dynamic Privilege |privilege management capabilities]. Functional Relationship 2 B B 0 NolapplicablelSErcontrol
Mapagement
Account
. Management | |Create, activate, manage, and deactivate [Assignment: q No i
AC-02(08) Dynamic Account |organization-defined system accounts] dynamically. e @i Relationship B B B © [ Elepplliceils 7 @i
nent
Mechanisms exist to utilize User
& Entity Behavior Analytics
Account a. Monitor system accounts for [Assignment: (UEBA) and/or User Activity
X Management | |organization-defined atypical usage]; andb. Report " Anomalous ~ Monitoring (UAM) solutions to
AC-02(12) Account Monitoring |atypical usage of system accounts to [Assignment: Functional Equal Behavior MON-16 detect and respond to anomalous| 10
for Atypical Usage |organization-defined personnel or roles]. behavior that could indicate
account compromise or other
malicious activities.
o . Mechanisms exist to enforce a
AC.03 Access Enforcement] Enforce (:yal gu;ihor(;zat!oq ford[Asslgnmegt: g ) two-person rule _f‘?r implementing
-03(02) | Dual Authorization organization-defined privileged commands and/or Functional |Intersects With| Two-Person Rule | HRS-12.1 |changes to sensitive Technology 5
other organization-defined actions]. Assets, Applications and/or
icac (TAAG)
Access Enforcement] Enforce dual authorization for [Assignment: Dual Authorization /Automated mechanisms exist to
AC-03(02) | Dual Authorization lorganization-defined privileged commands and/or Functional |Intersects With for Privileged IAC-20.5 |enforce dual authorization for 5
lother organization-defined actions]. Commands privileged commands.
IAccess Enforcement Enforce a role-based access control policy over defined
isubjects and objects and control access based upon . No .
AC-03(07) | Role—gzﬁ:ﬁor\ccess [Assignment: organization-defined roles and users Functional Relationship N/A N/A N/A 0 No applicable SCF control
authorized to assume such roles].
IAccess Enforcement| . Mechanisms exist to configure
i i itori i Sensitive / Technology Assets, Applications
| Restrict Access to |Restrict access to data repositories containing " eci 9y | , App|
AC-03(11) Specific Information|[Assignment: organization-defined information types]. | Functional Equal Regulated Data | CFG-08 land/or Services (TAAS) to restrict 10
Types Access Enforcement access to sensitive/regulated
At
a. Require applications to assert, as part of the
installation process, the access needed to the following
|Access Enforcement|system applications and functions: [Assignment: No
AC-03(12) | Assert and Enforce|organization-defined system applications and Functional A A N/A N/A N/A 0 No applicable SCF control
- . N . Relationship
Application Access [functions];b. Provide an enforcement mechanism to
prevent unauthorized access; andc. Approve access
changes after initial installation of the application.
Access Enforcement|ENTOTCe attribUte-based access COntrol policy over
" defined subjects and objects and control access based . No .
AC-03(13) l/:\;tcre'gstceé?‘if;d upon [Assignment: organization-defined attributes to Runctional Relationship N/A N/A N/A o Noiapplicable SCFcontrol
lassume access permissionsl
Information Flow [Use protected processing domains to enforce No
AC-04(02) Enforcement |  [[Assignment: organization-defined information flow Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Processing Domains|control policies] as a basis for flow control decisions. P
Tnformation Flow
Enforcement | : . P N . .
AC-04(03) Dynamic ﬁg?’ffﬂ{fgﬁg’;g:; organization-defined information | ¢, i na| Relat’;‘;nship N/A N/A N/A 0 |No applicable SCF control
Information Flow :
Control
o TrToTCeTToTTTaToTT TS TroroT ST TASST
" lorganization-defined security or privacy policy filters] /Automated mechanisms exist to
Information Flow n . . 0 .
Enforcement | as a basis for flow control decisions for [Assignment: evaluate access requests against
. N organization-defined information flows]; andb. : Policy Decision - established criteria to
AC-04(08) PS:VC:Q%;?S [Selection (one or more): Block; Strip; Modify; Functional Equal Point (PDP) NET-04.7 dynamically and uniformly 10
Filzers Yy Quarantine] data after a filter processing failure in enforce access rights and
laccordance with [Assignment: organization-defined permissions.
i ; Lol
/Automated mechanisms exist to
Information Flow \When transferring information between different utilize data type identifiers to
. isecurity domains, use [Assignment: organization- " Data Type g \validate data essential for
AC-04(12) En_;or(;elrgs::tti%gzta defined data type identifiers] to validate data essential Functional Equal Identifiers NET-04.8 information flow decisions when 10
yP for information flow decisions. transferring information between
different securit% domains.
Information Flow [Uniquely identify and authenticate source and u:ig;r:ye\denr:s?y :Eljms existto
Enforcement | |destination points by [Selection (one or more): . Cross Domain !
AC-04(17) Domain lorganization; system; application; service; individual] Functional Equal Authentication NET-04.12 s:;rt‘iennattli?:e sﬁ:‘t';cfeora?ndformation 10
Authentication  [for information transfer. transfer, P
] Mechanisms exist to ensure
Inéﬁ;?rigr?wne:‘tﬂw Separate information flows logically or physically using Network :ztxg:t :écgl:nltsﬁ:{ii:tt‘gzizzlate
X n . [Assignment: organization-defined mechanisms and/or : Segmentation s .
AC-04(21) Phézl;:lr:t:(;?%lfca\ techniques] to accomplish [Assignment: organization- Functional Equal (macrosegementati NET-06 Zg(ci’;:l?lsoegr\{/i?esze(thA:Sp)ptll)c?)tr‘gtnesct 10
Information Flows defined required separations by types of information]. on) from other network resources.
"E:'f;;‘c’::,;;?tolw \When transferring information between different
" isecurity domains, implement content filtering solutions q No i
AC-04(27) Re(iﬁ:”n(iaFr\‘Itt/Ie??nepen that provide redundant and independent filtering Functional Relationship N/A N/A N/A [ No applicable SCF control
Mechani mg mechanisms for each data type.
\When transferring information between different
Information Flow |security domains, employ content filter orchestration
Enforcement | Filter|engines to ensure that:a. Content filtering mechanisms q No .
AC-04(29) Orchestration  |successfully complete execution without errors; andb. Functional Relationship N/A N/A N/A 0 No applicable SCF control
Engines IContent filtering actions occur in the correct order and
lcomply with [Assignment: organization-defined policy].
E:‘?L?gr:;te'?‘c \FI‘:?Ivtver \When transferring information between different No
AC-04(30) Mechanisms Usin security domains, implement content filtering Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Multiple Processeg Imechanisms using multiple processes. P
Mechanisms exist to utilize the
Employ the principle of least privilege, allowing only ;ﬁgsﬁst %fnl\eaasﬁ&?;i‘lzee%eéccess
AC-06 Least Privilege authorized accesses for users (or processes acting on Functional |Intersects With| Least Privilege IAC-21 |to rocgssesynecessar to 5
9 behalf of users) that are necessary to accomplish g accpomplish assigned tgsks in
assigned organizational tasks. accordance with organizational
business functions.
Employ the principle of least privilege, allowing only Mechanisms exist to enforce
: lauthorized accesses for users (or processes acting on : Logical Access Control (LAC)
AC-06 Least Privilege behalf of users) that are necessary to accomplish Functional Intersects With\Access Enforcement)  IAC-20 permissions that conform to the 5
assigned organizational tasks. rinciple of "least privilege."
9 9 principl p 9
[Authorize access for [, ignment: organization-defined
Least Privilege | |individuals or roles] to:a. [Assignment: organization- Authorize Access to Mechanisms exist to limit access
AC-06(01) Authorize Access to [defined security functions (deployed in hardware, Functional Equal Security Functions IAC-21.1 |to security functions to explicitly- 10
Security Functions |software, and firmware)]; andb. [Assignment: Y authorized privileged users.
loraanization-defined securitv-relevant information]
Least Privilege | |Require that users of system accounts (or roles) with Mechanisms exist to prohibit
Non-privileged  [access to [Assignment: organization-defined security Non-Privileged privileged users from using
AC-06(02) Access for functions or security-relevant information] use non- Functional Equal Access for Non- IAC-21.2 |privileged accounts, while 10
Nonsecurity privileged accounts or roles, when accessing Security Functions performing non-security
Functions nonsecurity functions. functions.
Mechanisms exist to authorize
remote access to perform
Least Privilege | /Authorize network access to [Assignment: privileged commands on critical
Network Accegss to [organization-defined privileged commands] only for Network Access to Technology Assets, Applications
AC-06(03) Y [Assignment: organization-defined compelling Functional Equal Privileged IAC-21.6 [and/or Services (TAAS) or where 10
Privileged it i
Commagnds operational needs] and document the rationale for Commands sensitive/regulated data is
isuch access in the security plan for the system. stored, transmitted and/or
processed only for compelling
operational needs.
Least Privilege | . " .
Provide separate processing domains to enable finer- q No i
AC-06(04) Procegsz:rathmains grained allocation of user privileges. Functional Relationship N/A N/A N/A 0 No applicable SCF control
Mechanisms exist to restrict the
- ; i Management assignment of privileged
AC-06(05) Least Privilege | |Restrict privileged accounts on the system to Functional Equal Approval For JAC-21.3 10

Privileged Accounts

[Assignment: organization-defined personnel or roles].

Privileged Accounts

accounts to management-
approved personnel and/or roles.
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east Privilege
Privileged Access

Privileged Access

Mechanisms exist to prohibit

Prohibit privileged access to the system by non- . Non- s
AC-06(06) by Non- b Functional Equal . IAC-05.2 |privileged access by non- 10
organizational organizational users. OrgaS\zatlonal lorganizational users.
User: sers
: . ot ) Mechanisms exist to periodically-
a. Review [Assignment: organization-defined N o A
Least Privilege | frequency] the privileges assigned to [Assignment: ir:;i'siv;.fgé zz‘éllseegrifczsslc%ziitt:
AC-06(07) Review of Uger organization-defined roles or classes of users] to Functional Equal Periodic Review of IAC-17 [to validate the need for such 10
Privileges \validate the need for such privileges; andb. Reassign a Account Privileges rivileges and reassign or
9 lor remove privileges, if necessary, to correctly reflect femovge unnecessarygprivileges
lorganizational mission and business needs. |as necessary.
Least Privilege | |Prevent the following software from executing at o Automated mechanisms exist to
S . : - " Privilege Levels for prevent applications from
AC-06(08) Privilege Levels for |higher privilege levels than users executing the Functional Equal Code Execution IAC-21.7 lexecuting at higher privilege 10
Code Execution [software: [Assignment: organization-defined software]. levels than the user's privileges.
Least priviege | Profibit Non- bon privieged users hom.
Prohibit Non- : o i : - .
ACOS10) | prvieged Users reventnonprvlesed users rom execuing plesed | unciona | qual | TISOeSUsers | incans [oxeeting pivleosd fnctons 0| 1
Prit/ri(l)g]gdxii‘:\tc‘?igns Privileged Functions or altering implemented security
9 safeguards / countermeasures.
a. Allow the use of [Assignment: organization-defined
lauthentication factors] that are different from the
Unsuccessful Logon |primary authentication factors after the number of
Attempts | Use of [organization-defined consecutive invalid logon No
AC-07(04) Alternate attempts have been exceeded; andb. Enforce a limit of | Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Authentication  |[Assignment: organization-defined number] P
Factor iconsecutive invalid logon attempts through use of the
alternative factors by a user during a [Assignment:
lorganization-defined time period].
/Automated mechanisms exist to
Session Automatically terminate a user session after Session Ir?ﬁtvovg:ku:ﬁrds'f(?rofznlllz)ctae“zeggi(t)';i
AC-12 Termination [e/\\’SeSr\]?:I:;er;t‘:rizrg:g;;a;lnoz;gceg:needctclondltlons ortrigger|  Functional Equal Termination IAC-25 at the end of the session or after 10
a 9 : an organization-defined period of
inactivity.
Employ [Assignment: organization-defined data mining Mechanisms exist to protect data
. Data Mining prevention and detection techniques] for [Assignment: . Data Mining _ istorage objects against
AC-23 Protection lorganization-defined data storage objects] to detect Functional Intersects With Protection DCH-16 unauthorized data mining and 5
land protect against unauthorized data mining. data harvesting techniques.
Mechanisms exist to restrict
Employ [Assignment: organization-defined data mining Usage Restrictions collecting, receiving, processing,
~ Data Mining prevention and detection techniques] for [Assignment: " " storing, transmitting, sharing
AC-23 Protection organization-defined data storage objects] to detect Functional  |Intersects With| - of Per?gga)l Data | PRI-05.4 and/or updating Personal Data 5
land protect against unauthorized data mining. (PD) to:
(1) The nuznose(_i)fo.[ml?agy
Mechanisms exist to include
Literacy Training . . . " - Simulated Cyber isimulated actual cyber-attacks
AT-02(01) and Awareness | :i:%\agfep;ice:i:Iai)éeirglcsisser“rtlsmeracy training that Functional [Intersects With| Attack Scenario SAT-02.1 [through practical exercises that 5
Practical Exercises : Training are aligned with current threat
scenario:
I;‘rt\zraA(\;vyaI;:g:? Provide literacy training on recognizing and reporting Social Engineering ?evgg}r?iif:gtra?gl:gpz?ting
AT-02(03) Social Engineering gg;esnélcailalanmﬁnaiﬁtual instances of social engineering Functional Equal Mining SAT-02.2 potential and actual instances of 10
and Mining 9- social engineering and social
Mechanisms exist to provide
Literacy Training Suspicious training to personnel on
y and Awareness | [Provide literacy training on the advanced persistent ) Communications & g lorganization-defined indicators of]
AT-02(05) Advanced threat. Functional Intersects With Anomalous System SAT-03.2 malware to recognize suspicious 5
Persistent Threat Behavior lcommunications and anomalous
hlélghavior. - —
echanisms exist to include
. . : . . N . ractical exercises in security,
Role-based Training |Provide practical exercises in security and privacy . . P - L .
AT-03(03) : : L : h A Functional Equal Practical Exercises | SAT-03.1 |compliance and resilience 10
| Practical Exercises|training that reinforce training objectives. training that reinforce training
objective:
Rf;ggizsge;s)?:i't Enforce configurable network communications traffic
- " \volume thresholds reflecting limits on audit log storage q No i
AU-05(03) Conﬁgzlrl:t;fes%afﬁc icapacity and [Selection: reject; delay] network traffic Functional Relationship N/A N/A N/A 0 No applicable SCF control
Volume Thresholds above those thresholds.
@ Review and analyze System audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined . : ,
inappropriate or unusual activity] and the potential g:f:r?{‘lsl?csideexrﬁtE?elr]]tlMMZaen?a er
Audit Record impact of the inappropriate or unusual activity;b. Centralized (SIEM) ym_ similar automated tgool
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional [Intersects With Collection of MON-02 to su vort the centralized g 5
and Reporting personnel or roles]; andc. Adjust the level of audit Security Event Logs collegtriJon of security-related
record review, analysis, and reporting within the event logs, Y
isystem when there is a change in risk based on law gs.
lenforcement information, intelligence information, or
otragr_cnedlblsjnmices of information,
a. Review and analyze system audit records
[Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined Mechanisms exist to adjust the
inappropriate or unusual activity] and the potential level of audit review, analysis
Audit Record impact of the inappropriate or unusual activity;b. Audit Level and reporting based on evolving
AU-06 Review, Analysis, |Report findings to [Assignment: organization-defined Functional |Intersects With Adiustments MON-02.6 |threat information from law 5
and Reporting  [personnel or roles]; andc. Adjust the level of audit ) lenforcement, industry
record review, analysis, and reporting within the associations or other credible
Isystem when there is a change in risk based on law isources of threat intelligence.
lenforcement information, intelligence information, or
other credible sources of information
/Automated mechanisms exist to
. correlate both technical and non-
Audit Record R A
Review, Analysis, |Analyze and correlate audit records across different Correlate tﬁghenrﬁglr Ir;if:errrb\atéogeil:'g:\i'::across
AU-06(03) and Reporting | [repositories to gain organization-wide situational Functional |Intersects With Monitoring MON-02.1 ! P H Y 5
/ Incident Event Manager (SIEM) or!
Correlate Audit [awareness. Information imil d |
Record Repositories similar automated tool, to
lenhance organization-wide
situational awareness.
Integrate analysis of audit records with analysis of ﬁ\%fe%TaatteeShren:?\I;Iaynslissrrésf :E'dsittto
Audit Record [Selection (one or more): vulnerability scanning . : "
Review, Analysis, |information; performance data; system monitoring ScI:rt;igr:an&?%frfer ‘rlic‘g:_:l:v”:th zQ:!v{\SeliSOfnetwork
AU-06(05) and Reporting | [information; [Assignment: organization-defined Functional Equal Moni%orin MON-02.3 erformanc); system ;nonitorin 10
Integrated Analysis |data/information collected from other sources]] to Infurmat\ogn snd other soﬁrcyes to further 9
of Audit Records zl,:]rtu:s;lega?\z? the ability to identify inappropriate or enhance the ability to identify
Y- inappropriate or unusual activity.
/Automated mechanisms exist to
. correlate information from audit
Re?/lijedv‘vt iencao\;gis Correlate information from audit records with records with information
- ’ N " |linformation obtained from monitoring physical access " Correlation with - lobtained from monitoring
AU-06(06) Sg?rgzag:‘;ﬁtli to further enhance the ability to identify suspicious, Functional Equal Physical Monitoring MON-02.4 physical access to further 10
Physical Monitorin inappropriate, unusual, or malevolent activity. lenhance the ability to identify
Y 9 lsuspicious, inappropriate,
unusual or malevolent activity.
Review, Analysis, |Perform a full text analysis of logged privileged Mechanisms exist to log and
- and Reporting | Fulllcommands in a physically distinct component or : Privileged Functions - review the actions of users
AU-06(08) Text Analysis of |subsystem of the system, or other system that is Functional Equal Logging MON-03.3 and/or services with elevated 10
Privileged dedicated to that analysis. privileges.
Audit Record Comtate both technical and non-
Review, Analysis, iy :
and Reporting | |Correlate information from nontechnical sources with Correlate tﬁgh:rﬁ:lr |r:if:errgatal‘0£\efcrﬁ:}1t across
AU-06(09) Correlation with  [audit record information to enhance organization-wide Functional [Intersects With Monitoring MON-02.1 . p Y Y 5
" " Incident Event Manager (SIEM) or
Information from |[situational awareness. Information

Nontechnical
Sources

similar automated tool, to
lenhance organization-wide
situational awareness.
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FDE Name Focal Document Element (FDE) Description
AU-09(01) Lonformation | [write audit trails to hardware-enforced, write-once Functional | g e N/A N/A N/A 0 |No applicable SCF control
ance Media Mechanisms exist to back up
l";:fﬁ;ggg:{ 2;’::; fStore audi]t _records [Atsswgrlwetnﬁ: or?tan;zati%n-deﬁl?ed Event é_og Batckup zyf?nt Iotgs octo a physitcaHy
requency] in a repository that is part of a physically . on Separate ifferent system or system
AU-09(02) Phy:irc]aslesi;asrtaetnis or different system or system component than the Functional Intersects With Physical Systems / MON-08.1 component than the Security 5
Components Isystem or component being audited. Components Incident Event Manager (SIEM) or!
similar automated tool.
Proltnefgtrir%nagif::mit Implement cryptographic mechanisms to protect the Cryptographic Cryptographic mechanisms exist
AU-09(03) Crypmgr;phL intggmy T o o ol Functional Equal Prftection of Event | MON-08.3 [to protect the integrity of event 10
Protection og Information logs and audit tools.
Protection of Audit [Enforce dual authorization for [Selection (one or more): Dual Authorization Ql:;:;'c:jﬁayll::tl;vlzll‘;zla'tlioﬁxflslt' :ge
AU-09(05) Information | Dual [movement; deletion] of [Assignment: organization- Functional Equal for Event Log MON-08.4 | 1 & ement or deletion of event 10
Authorization  |defined audit information]. Movement I
Protection of Audit |[Authorize read-only access to audit information to No
AU-09(06) Information | Read- |[[Assignment: organization-defined subset of privileged | Functional Relationship N/A N/A N/A 0 No applicable SCF control
only Access users or roles].
Protection of Audit
Information | Store |Store audit information on a component running a No
AU-09(07) on Component with |different operating system than the system or Functional Relationship N/A N/A N/A 0 No applicable SCF control
Different Operating [component being audited.
System
Non-repudiation | iad'e\{]a;r“t‘;agftt:ee i:g?":gtg:gi Ex:’s"g:r:::jlt‘?mducer Mechanisms exist to bind the
AU-10(02) Vallldate Blnqmg of lorganization-defined frequency]; andb. Perform Functional [Intersects With| Identity Binding | MON-09.1 identity of the mformano}n 5
nformation : dfre 3 - Peric producer to the information
Producer Identity [Assignment: grggnlzatlon-deﬁned actions] in the generated.
event of a tion error.
& OTITCOT T TTETt. UTgaTTZauoT-ueTTeu UperT
source information and/or information sites]
[Assignment: organization-defined frequency] for . : .
Monitoring for  |evidence of unauthorized disclosure of organizational Monitoring For Z\;ei;::g?fsu?:ittﬁzrsgglmr for
AU-13 Information information; andb. If an information disclosure is Functional Equal Information MON-11 Ny h : 10
. b y N o ) " exfiltration or disclosure of non-
Disclosure discovered:1. Notify [Assignment: organization-defined Disclosure ublic information
personnel or roles]; and2. Take the following additional P :
actions: [Assignment: organization-defined additional
Monitoring for Hion
gfsocrlglaut:gr; Employ discovery techniques, processes, and tools to _ No )
AU-13(03) Unauthorized determine if external entities are replicating Functional Relationship N/A N/A N/A 0 No applicable SCF control
Replication of lorganizational information in an unauthorized manner.
Information
TECITATTTSTITS EXTST (U ETMpToy
trend analyses to determine if
Employ trend analyses to determine if control security control implementations,
Continuous implementations, the frequency of continuous Trend Analysis the frequency of continuous
CA-07(03) Monitoring | Trend |monitoring activities, and the types of activities used in| Functional Equal Reportin MON-06.2 |monitoring activities, and/or the 10
Analyses the continuous monitoring process need to be modified P 9 types of activities used in the
based on empirical data. continuous monitoring process
need to be modified based on
CoNtiNuous EMpIoy the Tollowing actions to validate that policies Aak
Monitoring are established and implemented controls are q No .
CA-07(05) Conswstenq} loperating in a consistent manner: [Assignment: Functional Relationship N/A N/A N/A ° No applicable SCF control
Lglq[alll'\uéus loraanization-defined actionsl
Monitoring | Ensure the accuracy, currency, and availability of No
CA-07(06) A " monitoring results for the system using [Assignment: Functional A A N/A N/A N/A 0 No applicable SCF control
utomation Support| P " : Relationship
for Monitaring lorganization-defined automated mechanisms].
Mechanisms exist to conduct
IConduct penetration testing [Assignment: penetration testing on
CA-08 Penetration Testing [organization-defined frequency] on [Assignment: Functional Equal Penetration Testing| VPM-07 |Technology Assets, Applications 10
lorganization-defined systems or system components]. and/or Services (TAAS).
PeTT:;:Ia(:lpoennZ:ittmg Employ an independent penetrati_on testing agent or . Indept_endent :‘:22;?;:& eaélssgs?olrlt(;\r\ze an
CA-08(01) Penetration Testing ;e;lztn;r:‘oc%iafggr:egtesnetratmn testing on the system or Functional Equal Pene:)rf?ggmAgent VPM-07.1 penetration team to perform 10
Agent or Team " penetration testing.
Mechanisms exist to utilize "red
Employ the following red-team exercises to simulate team" exercises to simulate
Penetration Testing [attempts by adversaries to compromise organizational attempts by adversaries to
CA-08(02) | Red Team isystems in accordance with applicable rules of Functional Equal Red Team Exercises| VPM-10 |compromise Technology Assets, 10
Exercises lengagement: [Assignment: organization-defined red /Applications and/or Services
team exercises]. (TAAS) in accordance with
lorganization-defined rules of
Employ a penetration testing process that includes
Penetration Testing [[Assignment: organization-defined frequency] No
CA-08(03) | Facility [Selection (one or more): announced; unannounced] Functional Relationshl N/A N/A N/A 0 No applicable SCF control
Penetration Testing [attempts to bypass or circumvent controls associated P
with physical access points to the facilit
a. Issue [Assignment: organization-defined systems or Mechanisms exist to configure
Baseline sysFem componenys] with [As;\gnment: orgynization- Configure Technology»Assecs, Applic_a_tions_
Configuration | Ideﬁ:ed ctzrr:ﬁtgfr:atlons] Fo |tr_1d|v:jduals t;avbelm? to Technology Assets ﬁpdr{or Skerwces (TtﬁAS) utilized in
. locations that the organization deems to be of . : . igh-risk areas with more
CM-02(07) C::g%té':sg:;igs significant risk; andb. Apply the following controls to Functional Equal és?d:izg?.?i:g)dég; CFG-02.5 restrictive baseline 10
for High-risk Areas the systems or components when the individuals High-Risk Areas configurations.
return from travel: [Assignment: organization-defined
controls].
Mechanisms exist to manage
iseparate development, testing
/Analyze changes to the system in a separate test Separation of and operational environments to
Impact Analyses | [environment before implementation in an operational Development, reduce the risks of unauthorized
CM-04(01) Separate Test  |environment, looking for security and privacy impacts Functional Equal Testing and TDA-08 |access or changes to the 10
Environments  |due to flaws, weaknesses, incompatibility, or Operational loperational environment and to
intentional malice. Environments lensure no impact to production
[Technology Assets, Applications
and/or Services (TAAS).
. L . . Mechanisms exist to enforce a
Access Restrictions Enforce_ dual authorlza_tmr! for |m_p|ement|ng changes i Dual Authorization two-person rule for implementing
CM-05(04) for Change | Dual [to [Assignment: organization-defined system Functional Equal for Change CHG-04.3 |changes to critical Technology 10
Authorization  [components and system-level information]. Assets, Applications and/or
Coruicac [TAAC)
Access Restrictions [a. Limit privileges to change system components and
for Change | isystem-related information within a production or Permissions To Mechanisms exist to limit
CM-05(05) Privilege Limitation [operational environment; andb. Review and reevaluate| Functional Equal Implement Changes CHG-04.4 |operational privileges for 10
for Production and |privileges [Assignment: organization-defined P 9 implementing changes.
Operation frequency].
M.05(06 flocess Res”‘iﬁ"f‘f Limit privileges to change software resident within Functional Eoval Library privil CHG.045 ?oeffvr\):rr‘:mfr:r);sptrlt\?llrezsézctt: 0
-05(06) I?i[)raranPgriev!lelrz:s software libraries. unctiona qual ibrary Privileges ““%2 lthose individuals with a pertinent
Y 9 business need for access.
Prevent program execution in accordance with
Lest Funconalty fS8lcton one o more Assnment crganizatn putomated mechanisms et o
CM-07(02) Prevent Program C . Functional |Intersects With SEA-06 |prevent the execution of 5
Execution agre_ements regarding softyvare program usage and Execution Unauthorized software programs.
restrictions]; rules authorizing the terms and
conditions of software program usagel].
Prevent program execution in accordance with
Least Functionalty |GG C o 1 oF ehavior, andlor access Prevent ystoms to provent the xecotion
CM-07(02) Pre\éir;tcmﬁ)gnram agre_ements regarding soft\_lvare program usage and Functional Intersects With SofltJvU::Jemon’lzcicéion CFG-03.2 lof unauthorized software 5
restrictions]; rules authorizing the terms and programs.
conditions of software program usage].
a. Identify [Assignment: organization-defined software
Least Functionality | programs not authorized to execute on the_system];b. Mechanisms_exist to e)_(plicitly
Unauthorized Emp!oy an allow-allr, deny-by-exceptlon policy to ) Explicitly Allow / allow (allowl!st / wh\tel‘lst) and/or
CM-07(04) Software — Deny- prohibit the execution of unauthorized software Functional Equal D Applicat CFG-03.3 |block (denylist / blacklist) 10
Y- . : eny Applications A .
by-exception programs on thg system; andc. Review and _update t.he applications that are authorized
list of unauthorized software programs [Assignment: to execute on systems.
lorganization-defined frequency].

Secure Controls Framework (SCF)

version 2026.1_x000a_03/27/2026

3of15



Set Theory Relationship Mapping (STRM)

Focal Document Element (FDE) Description

NIST SP 800-160_x000a_Volume 2, Revision 1

version 2026.1_x000a_03/27/2026

Least Functionality |
Authorized

a. Identify [Assignment: organization-defined software
programs authorized to execute on the system];b.
Employ a deny-all, permit-by-exception policy to allow

Explicitly Allow /

Mechanisms exist to explicitly
allow (allowlist / whitelist) and/or

CM-07(05) the execution of authorized software programs on the Functional Equal Mo CFG-03.3 |block (denylist / blacklist) 10
Sofs&ae;ece—pé\;l:w— system; andc. Review and update the list of authorized Deny Applications applications that are authorized
software programs [Assignment: organization-defined to execute on systems.
frequency].
X ) X X ‘ Configure Mechanisms exist to configure
Least Functionality ||[Require that the following user-installed software Technology Assets [Technology Assets, Applications
Confined lexecute in a confined physical or virtual machine : : 4 and/or Services (TAAS) utilized in
CM-07(06) Environments with |environment with limited privileges: [Assignment: Functional Intersects With éppl\_catl%r;i:g)déor CFG-02.5 high-risk areas with more 5
Limited Privileges |organization-defined user-installed software]. i‘r,\"ces‘ or restrictive baseline
igh-Risk Areas )
- confiqurations. _ .
L east Functionality Ion\y in confined physical or virtual machine Configure q_ﬂecA'\ar}lsmsAexlstt toAcorI\f!gltJ_re
Code Execution in |enVironments and with the explicit approval of Technology Assets, eg/ ”°S°9y, 558(_|_5AASp)p '5? '035,
CM-07(07) Protected [Assignment: organization-defined personnel or roles] | Functional |Intersects With|Applications and/or | CFG-02.5 g'," hm" kervlces ith utilized in 5
Environments | When such code is:a. Obtained from sources with Services (TAAS) for \gh-risk areas ;’.‘“ more
limited or no warranty; and/orb. Without the provision High-Risk Areas restr_lct\ve baseline
o iconfiauration:
la. Detect the presence of unauthorized hardware,
software, and firmware components within the system
Systlem Component using [Assignment: organization-defined automated /Automated mechanisms exist to
nventory | N - z renn ¢ Automated
Automated mechanisms] [Assignment: organ!zatlontdeﬁned X Unauthorized detect‘and alert upon‘the
CM-08(03) Unauthorized frequency]; andb. Take the following actions when Functional [Intersects With ‘Component AST-02.2 |detection of unauthorized 5
Component unauthorized components are detected: [Selection Detection hardware, software and firmware
Detection (one or more): disable network access by such icomponents.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
la. Detect the presence of unauthorized hardware,
isoftware, and firmware components within the system
Systfsxetli"t:gmnent using [A_ssignment_: organizat\on—qeﬁqed aut_ornated . .
Automated mechanisms] [Assignment: organization-defined Software Mechanisms exist to generate an
CM-08(03) U : frequency]; andb. Take the following actions when Functional |Intersects With END-03.1 |alert when new software is 5
nauthorized . A Installation Alerts
Component unauthorized components are detected: [Selection detected.
Detection (one or more): disable network access by such
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
a. Detect the presence of unauthorized hardware,
System Component software, and firmware components within the system
Inventory | using [A;signment_: organizat\cn—qeﬁqed aut_omated Mechanisms exist to configure
Automated mechanisms] [Assignment: organization-defined Unauthorized systems to generate an alert
CM-08(03) U : frequency]; andb. Take the following actions when Functional |Intersects With CFG-05.1 |when the unauthorized 5
nauthorized N : Installation Alerts N . .
Component unauthorized components are detected: [Selection installation of software is
Detection (one or more): disable network access by such detected.
icomponents; isolate the components; notify
[Assignment: organization-defined personnel or roles]].
Mechanisms exist to prevent the
Prevent the installation of [Assignment: organization- installation of software and
defined software and firmware components] without firmware components without
CM-14 Signed Components|verification that the component has been digitally Functional [Intersects With|Signed Components| CHG-04.2 |verification that the component 5
signed using a certificate that is recognized and has been digitally signed using
lapproved by the organization. an organization-approved
certificate authority.
Mechanisms exist to coordinate
Contingency Plan | " . . icontingency plan development
€P-02(01) Coordinate with - [coordinate contingency plan development with | gynctional Equal Coordinate with | Bcp.01.1 |with internal and external 10
Related Plans ganizati ponsi P . lelements responsible for related
plan:
Mechanisms exist to continue
Contingency Plan | Plan for the continuance of [Selection (one): all; ' , essential missions and business
Continue Mission lessential] mission and business functions with minimal Continue Essential functions with little or no loss of
CP-02(05) and Business O N© loss of operational continuity and sustains that Functional Equal Mission & Business | BCD-02.2 operqtional contipuiyy and' 10
Functions contlnulﬁy until full system r_estorat\on at primary Functions sustain that con_tlnulty u_ntl\ full
processing and/or storage sites. system restoration at primary
processing and/or storage sites.
Mechanisms exist to identify and
n idocument the critical Technology
Contingency Plan | | dentif e . . N . e cr I
7 " y critical system assets supporting [Selection . Identify Critical Assets, Applications, Services
CP-02(08) Idengzect;ltlca\ (one): all; essential] mission and business functions. Functional Equal Assets BCD-02 and/or Daptz (TAASD) that 10
isupport essential missions and
EMpIOy [ASSIgNMent: organization-aennea Ruslsss fucion
Contingency Plan mechanisms] to [Ass‘i ) ation defi
! gnment: organization-defined ) No ;
CP-04(05) Tecsﬁlan"ge\n;::lf- system or system component] to disrupt and adversely Functional Relationship N/A N/A N/A 0 No applicable SCF control
affect the svstem or svstem comnonent § . .
Telecommunication Mechanisms exist to obtal_n
s Services | Obtain alternate telecommunications services from Separation of :letre\/:zztseffslmecorrs\;?;;r‘sc?ﬁgtn:re
CP-08(03) Separation of  |providers that are separated from primary service Functional Equal Primary / Alternate | BCD-10.2 |00 2 v frong rimary service 10
Primary and providers to reduce susceptibility to the same threats. Providers par p y -
Alternate Providers providers to reduce susceptibility
to the same threats.
a. Conduct backups of user-level information contained Mechanisms exist to create
in [Assignment: organization-defined system recurring backups of data,
icomponents] [Assignment: organization-defined software and/or system images,
frequency consistent with recovery time and recovery as well as verify the integrity of
point objectives];b. Conduct backups of system-level these backups, to ensure the
information contained in the system [Assignment: availability of the data to satisfy
lorganization-defined frequency consistent with : 8 Recovery Time Objectives (RTOs)
CP-09 System Backup recovery time and recovery point objectives];c. Functional  lintersects With Data Backups BCD-11 and Recovery Point Objectives 5
IConduct backups of system documentation, including (RPOs).
isecurity- and privacy-related documentation
[Assignment: organization-defined frequency
iconsistent with recovery time and recovery point
objectives]; andd. Protect the confidentiality, integrity,
land availability of backup information.
Mechanisms exist to routinely
Syﬁ:giggiilﬁp I [Test backup information [Assignment: organization- Testing for test backups that verify the
CP-09(01) Reliability and defined frequency] to verify media reliability and Functional Equal Reliability & BCD-11.1 |reliability of the backup process, 10
Integrity information integrity. Integrity as well as the integrity and
i of the data
Mechanisms exist to maintain a
failover capability, which is not
System Backup | IConduct system backup_ by maintaining a _redundant icollocated with the prirr_xary_
CP-09(06) Redundant isecondary system that is not collocated with the Functional Equal Redundant BCD-11.7 Technology»Asset, Appllca_tlon 10
Secondary System primary system and that can be activated without loss Secondary System " land/or Service (TAAS), which can
of information or disruption to operations. be activated with little-to-no loss
lof information or disruption to
loperations.
Mechanisms exist to implement
Dsuyasltirnll?:rci::tri)oln Enforce dual authorization for the deletion or Dual Authorization and enforce dual authorization
CP-09(07) for Deletion or destruction of [Assignment: organization-defined Functional Equal For Backup Media | BCD-11.8 [for the deletion or destruction of 10
Destruction backup information]. Destruction ;ert\sitive backup media and
ata
System Backup | Implewent cdr);ptolgraphic néechadnfms to p;event ‘ N Cryptographhic mechi;nismsdexist
. unauthorized disclosure and modification of . ryptographic to prevent the unauthorize
CP-09(08) Crggfsc?g:'c [Assignment: organization-defined backup Functional Equal Protection BCD-11.4 disclosure and/or modification of 10
information]. backup information.
Alternate PTovide the L;pgullldL [IO SMpIoy TASSIgNMEnt: Telecommunication i Lmlu;]amdmf eXIST (Io reuucefme
P lorganization-defined alternative communications " N : ikelihood of a single point of
CP-11 Corr'\)r:wolég::c;tslons protocols] in support of maintaining continuity of Functional |Intersects With /ivsa?lg/l;\clwets)/ BCD-10 failure with primary 5
loneration telecommupications service
\When [Assignment: organization-defined conditions] systems to fail to an
lare detected, enter a safe mode of operation with . N . lorganization-defined known-state
CP-12 Safe Mode [Assignment: organization-defined restrictions of safe Functional Intersects With Fail Secure SEA-07.2 for types of failures, preserving 5
mode of operation]. Isystem state information in
Mechanisms exist to implement
Employ [Assignment: organization-defined alternative alternative or compensating
N .. |or supplemental security mechanisms] for satisfying . . icontrols to satisfy security
CP-13 Alternative Security [Assignment: organization-defined security functions] Functional Equal Alternative Security BCD-07 [functions when the primary 10

Mechanisms

\when the primary means of implementing the security
function is unavailable or compromised.

Measures

means of implementing the
isecurity function is unavailable

lor compromised.
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Focal Document Element (FDE) Description

Implement multi-factor authentication for [Selection Mechanisms exist to implement
Identification and |(one or more): local; network; remote] access to Multi-Factor Authentication (MFA)
Authentication  |[Selection (one or more): privileged accounts; non- Out-of-Band Multi- for access to privileged and non-
" (organizational |privileged accounts] such that:a. One of the factors is " g privileged accounts such that
1A-02(06) Users) | Access to |provided by a device separate from the system gaining Functional Intersects With Auth?rfttizgtion IAC-06.4 lone of the factors is 5
Accounts — access; andb. The device meets [Assignment: independently provided by a
separate Device |organization-defined strength of mechanism device separate from the system
requirements]. being accessed.
dentification and Implement the following out-of-band authentication
W0213) | (organizational |mechanisms under [Assignment; organization defined | pncyonal | Equal | Athenticaton | 1AC024 |OutorBand Authentication | 10
Usirst)h| OEt-otf_-band band authe‘nticat%n]‘ $org (O0BA) (OOBA) under specific conditions.
uthentication
Mechanisms exist to uniquely
Identiziglt?fn and /Authenticate [Assignment: organization-defined ﬁi?‘:fg’tiacggeci"&:gﬁze and
Authentication | devices and/or types of devices] before establishing Identification & Audit (AAA) devwces before
1A-03(01) Cryptographic  [[oelection (one or more): local; remote; network] Functional |Intersects With| Authentication for | IAC-04 [ Gopichine'a connection usin 5
Briydﬁregtio‘;al iconnection using bidirectional authentication that is Devices bidirect\ong\ authentication thgt
. cryptographically based. i i
Authentication is cryptographically- based and
replay resistant.
Require individuals accessing the system to employ Mechanisms exist to allow
. [Assignment: organization-defined supplemental Adaptive individuals to utilize alternative
Adaptive
IA-10 Authen%cation lauthentication techniques or mechanisms] under Functional Equal Identification & IAC-13 |methods of authentication under 10
specific [Assignment: organization-defined Authentication specific circumstances or
circumstancﬁmﬁu@&i&n 1, situations
Include the following types of dynamic reconfiguration lAutomated mechanisms exist to
Incident Handling | [for [Assignment: organization-defined system Dynamic dynamically reconfigure system
IR-04(02) Dynamic icomponents] as part of the incident response Functional Equal Reconfiguration IRO-02.3 |components as part of the 10
Reconfiguration (ciiﬁzgw]lilgyrze[clzs:fliguﬁrlgiir;t;]orgamzatlon—deﬁned types of incident response capability.
Mechanisms exist to facilitate the|
N . . N implementation of contingenc:
Identify [Assignment: organization-defined classes of pla‘?’ming controls to helpgensu¥e
: " incidents] and take the following actions in response to o resilient Technology Assets,
Inmden; H?"d"”g | those incidents to ensure continuation of : 8 Business Continuity Appli qd, gys ot
IR-04(03) Continuity of organizational mission and business functions: Functional [Intersects With Management BCD-01 Pp! Igat\uﬂs aCn /or erVICfES 5
i . P > N y . TAAS) (e.g., Continuity of
Operations [Assignment: organization-defined actions to take in System (BCMS) (Operaligng Plan (COOPy) or
response to classes of incidents]. Business Continuity & Disaster
Recovery (BC/DR) playbooks).
Identify [Assignment: organization-defined classes of . : .
Incident Handling | incidents] and take the following actions in response to Incident l:llgggeasngm:c?gésr:tgoa‘:;gtclglons
IR-04(03) Continuity of g:gziiTactliier}\r;tlsn‘t\?s:igi\u;idcilt;?::szoftr?ztions- Functional (Intersects With| Classification & IRO-02.4 |to take to ensure the 5
Operations [Assignment: organization-defined actions to take in Prioritization ;?ir;;'igﬁzt;&obfuosri?‘:':?ﬂ‘ogiagns
response to classes of incidents]. .
Mechanisms exist to utilize a
Incident Handling | |Correlate incident information and individual incident Centralized ?;g;{;tyol’_";'ﬂﬁgi E\Gfgrtnl\a/l?er:ia?:orl
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Collection of MON-02 to supbort the centralized g 5
Correlation lon incident awareness and response. Security Event Logs collection of security-related
levent logs.
/Automated mechanisms exist to
correlate both technical and non-
Incident Handling | |Correlate incident information and individual incident Correlate tﬁceh:rﬁ:l[|r;if:er11at;ogefcrg?tacross
IR-04(04) Information responses to achieve an organization-wide perspective | Functional |Intersects With Monitoring MON-02.1 Incident Epvent N)I/anager (SIyEM) or 5
Correlation on incident awareness and response. Information similar automated tool, to
lenhance organization-wide
situational awareness.
Incident Handling | . P— . .
g A Employ [Assignment: organization-defined dynamic q No :
IR-04(09) Dynacrglpcai;ﬁ‘st;;onse response capabilities] to respond to incidents. Functional Relationship N/A N/A N/A 0 No applicable SCF control
Incident Handling | |Coordinate incident handling activities involving supply Th"gf:";{]slzcse"t tlicgir;z::ci\f:: tolggi?nre and
IR-04(10) Supply Chain chain events with other organizations involved in the Functional [Intersects With Re‘;overy TPM-11 tesfing are condu)étzd withg 5
Coordination supply chain. Capabilities critical suppliers/providers.
Mechanisms exist to provide
icybersecurity and data
Incident Handling | |Coordinate incident handling activities involving supply Supply Chain Fg:tef;loige'?g‘gtehnet.'PJCDI:T:ISOH to
IR-04(10) Supply Chain chain events with other organizations involved in the Functional [Intersects With Co%?d%nation IRO-10.4 Assepts Applications and/or 9y 5
Coordination supply chain. Services (TAAS) and other
lorganizations involved in the
isupply chain for TAAS related to
Mechanisms exist to establish an
Incident Handling | Establish and maintain an integrated incident response Integrated Securit :'rl]'tSrg!trJatt)?J:i:\eeaslsﬂfzfng{igirsecunt%
N9 | lteam that can be deployed to any location identified by| ) 9 Y !
IR-04(11) Integrated Incident the organization in [Assignment: organization-defined Functional Equal Incident Response | IRO-07 |representatives that are capable 10
Response Team ;- geriod] 9 Forg Team (ISIRT) of addressing cybersecurity and
P . data protection incident response|
loperations.
Mechanisms exist to incorporate
. . . lessons learned from analyzing
Incident Handling | . " . Root Cause Analysis| " :
P |Analyze malicious code and/or other residual artifacts " and resolving cybersecurity and
IR-04(12) Mahcmu; Code a_nd remaining in the system after the incident. Functional (Intersects With| (RCA) & Lessons IRO-13 data protection incidents to 5
Forensic Analysis Learned PR
reduce the likelihood or impact off
future incidents.
Mechanisms exist to perform
Incident Handling | digital forensics and maintain the
1R-04(12) Malicious Code and [Analyze mallctlhous cotde ang/ortﬁther rssldtual artifacts Functional |Intersects With Cha\r::of Custody & IRO-08 !ntegrltydof the c_tsm oflcuf)tlody, 5
Forensic Analysis remaining in e system after the incident. orensics N accort ancg wi app icable
laws, regulations and industry-
recognized secure practices.
Mechanisms exist to utilize
Incident Handling | /Analyze anomalous or suspected adversarial behavior zg;egynpeodtst;r:)aettahreetsaprzng?“y
IR-04(13) Behavior Analysis g‘ns:’r(r)ilrar\t:r?tgoo[rArsesslgSE:g]t: organization-defined Functional [Intersects With Honeypots SEA-11 malicious attacks for the purpose 5
: of detecting, deflecting and
analyzing such attacks.
Mechanisms exist to utilize User
& Entity Behavior Analytics
osrs) | ncden Handing| Bl enaolous o suspeced sdversrabetaior |l Aomolous | oy [Homtorng Onih ouionsto | g
Behavior Analysis lenvironments or resgurces]. 9 Behavior detect and respond to anomalous|
. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to utilize
Incident Handling | lAnalyze anomalous or suspected adversarial behavior honeyclients that proactively
IR-04(13) Behavior Anal s?s in or related to [Assignment: organization-defined Functional [Intersects With Honeyclients SEA-12 [seek to identify malicious 5
4 lenvironments or resources]. websites and/or web-based
malicious code
Mechanisms exist to document,
situational monitor and report the status of
" . . " g icybersecurity and data
IR-05 Incident Monitoring [Track and document incidents. Functional Equal Awlanrce‘ng‘i:or IRO-09 orotection incidents to internal 10
istakeholders all the way through
the resolution of the incident.
Protect nonlocal maintenance sessions by:a. . :
Ma’i\:\izlr?ac:ée | Employing [Assignment: organization-defined xz?:taer:g?csees):zgi?ngrt?ﬁtreoc: h
P authenticators that are replay resistant]; andb. Separation of : " 9
Authentication and : f . ! replay-resistant sessions that are
MA-04(04) Separation of Separating the maintenance sessions from other Functional Equal Maintenance MNT-05.7 hysically or logically separated 10
M;intenance network sessions with the system by either:1. Sessions Eor);mun?,cationgs at>lf|s frpom
Sessions Physically separated communications paths; or2. other network se;)sions
Logically separated communications paths. .
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Physical Access
Control | Logical

Focal Document Element (FDE) Description

Employ [Assignment: organization-defined anti-tamper
technologies] to [Selection (one or more): detect;
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Mobile Device

Mechanisms exist to protect
mobile devices from tampering
through inspecting devices
returning from locations that the

version 2026.1_x000a_03/27/2026

icontinuous monitoring strategy;d. Correlation and
analysis of information generated by control
lassessments and monitoring;e. Response actions to
laddress results of the analysis of control assessment
land monitoring information; andf. Reporting the
isecurity and privacy status of organizational systems
to [Assignment: organization-defined personnel or

roles] [Assianment: oraanization-defined freauencyl,

\wide monitoring controls.

PE-03(05) Tampering prevent] phy.sical ta_mp_ering or alteration of Functional Equal Tampering MDM-04 organization deems to be of 10
Protection [Assignment: olfga_nlzatlon—deﬁned hardware significant risk, prior to the
icomponents] within the system. " " .
device being connected to the
lorganization's network.
a. Monitor physical access to the facility where the
isystem resides to detect and respond to physical
security incidents;b. Review physical access logs Physical access control
Monitoring Physical |[[Assignment: organization-defined frequency] and : Monitoring Physical mechanisms exist to monitor for,
PE-06 Access upon occurrence of [Assignment: organization-defined Functional Equal Access PES-05 detect and respond to physical 10
levents or potential indications of events]; andc. lsecurity incidents.
ICoordinate results of reviews and investigations with
the organizational incident response capability.
Monitoring Physical [Recognize [Assignment: organization-defined classes
Access | Automated|or types of intrusions] and initiate [Assignment: No
PE-06(02) Intrusion lorganization-defined response actions] using Functional Relationship N/A N/A N/A 0 No applicable SCF control
Recognition and |[Assignment: organization-defined automated
Response: mechanisms].
Facility security mechanisms
Monitoring Physical [Monitor physical access to the system in addition to . . lexist to monitor physical access
PE-06(04 Access | Monitoring [the physical access monitoring of the facility at F . | E | MAomtonq_g I::h_y§;|c?l PES-05.2 [tO critical systems or 10
-06(04) Physical Access to |[Assignment: organization-defined physical spaces unctiona qual cce;s to itica e isensitive/regulated data, in
Systems icontaining one or more components of the system]. ystems addition to the physical access
manifer il forory
redundant power cabling paths
Power Equipment [Employ redundant power cabling paths that are that are physically separated to
PE-09(01) and Cabling | physically separated by [Assignment: organization- Functional Equal Redundant Cabling | PES-07.7 |ensure that power continues to 10
Redundant Cabling |defined distance]. flow in the event one of the
cables is cut or otherwise
Facility security mechanisms
Emergency Power | |Provide an alternate power supply for the system that lexist to supply alternate power,
Alternate Power |is activated [Selection (one): manually; automatically] icapable of maintaining
PE-11(01) Supply — Minimal [and that can maintain minimally required operational Functional [Intersects With| Emergency Power | PES-07.3 |minimally-required operational 5
Operational icapability in the event of an extended loss of the icapability, in the event of an
Capability primary power source. extended loss of the primary
power source.
Provide an alternate power supply for the system that Facility security mechanisms
is activated [Selection (one): manually; automatically] lexist to supply alternate power,
E’Rﬁgsgtcey ngx’eerr | and that is:a. Self-contained;b. Not reliant on external icapable of maintaining
PE-11(02) Supply — Self- power generation; andc. Capable of maintaining Functional [Intersects With| Emergency Power | PES-07.3 |minimally-required operational 5
contained [Selecti_on (one): mini_mally requi_rgd o_perational icapability, in the event‘of an
capability; full operational capability] in the event of an lextended loss of the primary
lextended loss of the primary power source. power source.
a. Determine and document the [Assignment:
lorganization-defined alternate work sites] allowed for Physical security mechanisms
use by employegs;b, Emp_loy the fol\owin_g controls _at exiyst to utilize a{:propriate
PE-17 Alternate Work Site [2/ternate work sites: [Assignment: organization-defined| ¢ 1iona) Equal  |Alternate Work Site| PES-11 |management, operational and 10
controls];c. Assess the effectiveness of controls at technical controls at alternate
lalternate work sites; andd. Provide a means for work sites
lemployees to communicate with information security .
land privacy personnel in case of incidents.
Design the security and privacy architectures for the Mechanisms exist to implement
Security and isystem using a defense-in-de_pth‘approa}ch that:a. security fun‘ct_iorjsbas a Iayere_d
Privacy Al\ocat_es [Ass\gnmentf orgamzat_lon-deﬁned controls] . Defense-In-Depth istructure minimizing |nter§ct|ons
PL-08(01) Architectures | to [Assignment: organization-defined locations and Functional (Intersects With (DID) Architecture SEA-03 |between layers of the design and 5
Defense in Depth architectural Iaye_rs]; andb. Ensures that the allocated avoiding any dependen6§ by _
icontrols operate in a coordinated and mutually lower layers on the functionality
reinforcing manner. or correctness of higher layers.
Security and  |Require that [Assignment: organization-defined 'S';“u';‘i’t';' égme;i';ii (;l:\tdam
PL-08(02) Privacy controls] allocated to [Assignment: organization- Functional [Intersects With| Supplier Diversity | TDA-03.1 resi\ienée technologies from 5
Architectures | |defined locations and architectural layers] are obtained . different suppliers to minimize
Supplier Diversity [from different suppliers. P
T Ty TTOTT
lessential functions or services
Enterprise Offload [Assignment: organization-defined non- Outsourcing Non- ;ﬁ;:fcgzptaobéigrggns%Nice
PM-07(01) Architecture | |essential functions or services] to other systems, Functional Equal Essential Functions | SEA-02.2 | " 10 "o 4 align with the 10
Offloading isystem components, or an external provider. or Services P . | 9 N
lorganization's enterprise
architecture and security
MeeRaRTSMs exisT to Tmprement a
threat intelligence program that
includes a cross-organization
Implement a threat awareness program that includes a " Informatl_on-sharmg capability
Threat Awareness P N f o . Threat Intelligence that can influence the
PM-16 Program ;:rl;t::—toirngizﬂi\zaetr:ccﬁg information-sharing capability for Functional [Intersects With Program THR-01 development of the system and 5
9 . isecurity architectures, selection
of security solutions, monitoring,
threat hunting, response and
FREAYERSAR LSS torrramrream
situational awareness of
Threat Awareness \vulnerabilities and evolving
Program | . - " threats by leveraging the
PM-16(01) ?utoma@ed Means EfTepclgz:nl‘::?;tsegawsgllﬁ?:arpisnttzIm;e):rcnelziﬁfz:emation. Functional |Intersects With Threatgz;l:gence THR-03 know\_edge of attacker tactics, 5
or Sharing Threat techniques and procedures to
Intelligence Feeds facilitate the implementation of
preventative and compensating
o TTo custom-
Management . I " : Customized d::eli:lscr:tsicz);l:ystem
PM-30(01) Strat?gcyi'Sulppllers (dentify, prlorlt[zle,tanhd alsse_ss Suppgeri of cr(\jtlcal or Functional |Intersects With| Development of | TDA-12 [components, when Commercial 5
M'O Critical or  Imission-essential technologies, products, and services. Critical Components Off The Shelf (COTS) solutions
ission-essential are ur ilabl
Mechanisms exist to require the
Supply Chain Risk developer of the Technology
Strategy | Supplers|dentity, proritize, and lers of criica rticalty Analysis (TARS) to perform a citeatty
rategy | Suppliers|ldentify, prioritize, and assess suppliers of critical or . o perform a criticality
PM-30(01) of Critical or mission-essential technologies, products, and services. Functional [intersects With D Dllmng t TDA-06.1 analysis at organization-defined 5
Mission-essential evelopmen [decision points in the Secure
Items Development Life Cycle (SDLC).
Mechanisms exist to identify,
Supply Chain Risk prioritize and assess suppliers
S Manat_‘ijesmenlt g . ’ I . I Third-Party _zla_ndhparltnersAof criti/c\a\ |
trates uppliers (Identify, prioritize, and assess suppliers of critical or N i echnolo ssets, ications
PM-30(01) ofgC{iticalpgr missiox—epssential technologies, p’:gducts, and services. Functional intersects With ACrltlcahtyt TPM-02 and/or Segr\(/ices (TAASp)pusing a 5
Mission-essential ssessments isupply chain risk assessment
Items process relative to their
importance in supporting the
Develop an organization-wide continuous monitoring
strategy and implement continuous monitoring
programs that include:a. Establishing the following
lorganization-wide metrics to be monitored:
[Assignment: organization-defined metrics];b.
Establishing [Assignment: organization-defined
monitoring frequencies] and [Assignment:
lorganization-defined assessment frequencies] for Mechanisms exist to facilitate the
Continuous control effectiveness; c. Ongoing monitoring of : Continuous n h :
PM-31 Monitoring Strategy organizationally-defined megtricsgin accorda%ce with the| Functional Subset Of Monitoring MON-01 limplementation of enterprise- 10
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Control Noccrintion
Mechanisms exist to monitor
/Analyze [Assignment: organization-defined systems or mission/business-critical
Isystems components] supporting mission essential 'Technology Assets, Applications
PM-32 Purposing services or functions to ensure that the information Functional Equal Purpose Validation | GOV-11 |and/or Services (TAAS) to ensure 10
resources are being used consistent with their those resources are being used
intended purpose. consistent with their intended
purpose.
Risk Assessment : : I :
RA-03(02) Use of Alraourea! [Use all-source inteligence to assist n the analysis of | gy ciiona Hog N/A N/A N/A 0 |No applicable SCF control
Intelligence risk. Relationship
Risk Assessment | [Determine the current cyber threat environment on an No
RA-03(03) Dynamic Threat ongom]g basis using [Assignment: organization-defined | Functional Relationship N/A N/A N/A 0 No applicable SCF control
Awareness means].
Employ the following advanced automation and
Risk Assessment | [analytics capabilities to predict and identify risks to No
RA-03(04) Predictive Cyber |[Assignment: organization-defined systems or system Functional Relationship N/A N/A N/A 0 No applicable SCF control
Analytics icomponents]: [Assignment: organization-defined
ladvanced automation and analytics capabilities].
Vulnerability Mechanisms exist to define what
Monitoring and  |Determine information about the system that is Acceptable information Is allowed to be
RA-05(04) Scanning | discoverable and take [Assignment: organization- Functional Equal Discoverable VPM-06.8 dlscoverable_ by adversaries and 10
Discoverable  |defined corrective actions]. Information take corrective actions to
Information remediate non-compliant
[Technoloav Assets. Application
Vulnerability Implement privileged access authorization to Mechanisms exist to implement
Monitoring and  [Assignment: organization-defined system . i rivileged access authorization
RA-05(05) Scanningg | compgonents] forg[Assignment: organ);zationrdeﬁned Functional Equal Privileged Access | VPM-06.3 ?or selgcted vulnerability 10
Privileged Access |vulnerability scanning activities]. lscanning activities.
Vulnerabilit [Automated mechanisms exist to
Monitoring and |Compare the results of multiple vulnerability scans compare the results of
RA-05(06) Scanning | using [Assignment: organization-defined automated Functional Equal Trend Analysis VPM-06.4 |vulnerability scans over time to 10
Automated Trend |mechanisms]. determine trends in system
Analvse: lvulnerabilitie:
Vulnerability Review historic audit logs to determine if a Mechanisms exist to review
Monitoring and  |vulnerability identified in a [Assignment: organization- : Review Historical historical event logs to determine|
RA-05(08) Scanning | gReview defined sys)t/em] has been previogusly exploi%ed within Functional Equal Event logs VPM-06.5 if identified vulnergabihties have 10
Historic Audit Logs |an [Assignment: organization-defined time period]. been previously exploited.
Vulnerability [Automated mechanisms exist to
Monitorhf\g and |Correlate _the output from vulneral?ility scanr_\i_ng tools . Correlate Scanning S?J\rrr]ee‘raat:iIti?yesoc“ilats:itnfgmtglnls to
RA-05(10) Scanning | to determine the presence of multi-vulnerability and Functional Equal Inf * VPM-06.9 determine th £ multi- 10
Correlate Scanning |multi-hop attack vectors. nformation etermine the presence of multi
Information \vulnerability/multi-hop attack
vectors.
Mechanisms exist to identify,
. . prioritize and assess suppliers
Identify ‘crltlca\ _syste_m compo‘nents and funct\m?s by . and partners of critical
performing a criticality analysis for [Assignment: Third-Party [Technology Assets, Applications
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Criticality TPM-02 and/or Services (TA’«AS) using a 5
isystem services] at [Assignment: organization-defined Assessments M
decision points in the system development life cycle] supply chain risk assessment
: process relative to their
importance in supporting the
Mechanisms exist to require the
Identify ‘critica\ §¥stgm compo‘nents and funct\on.s by o v /dé;’eetl?gzrpﬁz;?iinTZf\Zr/]gll'oSgeyrvwce
performing a criticality analysis for [Assignment: Criticality Analysis (TAAS) to perf iticalit
- Mk - . perform a criticality
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With During TDA-06.1 analysis at organization-defined 5
isystem services] at [Assignment: organization-defined Development . h
decision points in the system development life cycle] decision points in the Secure
. Development Life Cycle (SDLC).
Mechanisms exist to identify
Identify ‘critica\ _system compo‘nents and funct\m?s by Secgrity, fcl:ﬁlcct?é:gsbt;g'e?;:n‘:?:gegts and
performing a criticality analysis for [Assignment: Compliance & P . <
RS g . " A criticality analysis for critical
RA-09 Criticality Analysis |organization-defined systems, system components, or Functional |Intersects With Resilience PRM-05 Technology Assets, Applications 5
isystem services] at [Assignment: organization-defined Requirements " .
decision points in the system development life cycle] Definition and/or Services (TAAS) at pre-
) defined decision points in the
Secure Development Life Cycle
a. Establish and maintain a cyber threat hunting Mechanisms exist to perform
icapability to:1. Search for indicators of compromise in cyber threat hunting that uses
" lorganizational systems; and2. Detect, track, and " " Indicators of Compromise (1oC) to|
RA-10 Threat Hunting disrupt threats that evade existing controls; andb. Functional Equal Threat Hunting THR-07 detect, track and disrupt threats 10
Employ the threat hunting capability [Assignment: that evade existing security
lorganization-defined frequency]. controls.
a. Approve, document, and control the use of live data
System in preproduction environments for the system, system Mechanisms exist to approve,
Development Life component, or system service; andb. Protect . . document and control the usé of
SA-03(02) Cycle | Use of Live preproduction environments for the system, system Functional Equal Use of Live Data TDA-10 live data in development and test] 10
or Operational Data icomponent, or system service at the same impact or environments,
classification level as any live data in use within the .
preproduction environments.
Security and
Privacy Engineering|Implement the security design principle of least No
SA-08(02) Principles | Least |common mechanism in [Assignment: organization- Functional : . N/A N/A N/A 0 No applicable SCF control
Common defined systems or system components]. Relationship
Mechapism
Privacy Engineering|implement the security design principles of modularity No
SA-08(03) Principles | and layering in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Modularity and  |systems or system components]. P
Security and
Privacy Engineering|implement the security design principle of partially No
SA-08(04) Principles | Partially [ordered dependencies in [Assignment: organization- Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Ordered defined systems or system components]. P
Depepisasle
Privacy Engineering Implement the security design principle of minimized No
SA-08(06) Principles | sharing in [Assignment: organization-defined systems Functional Relationship N/A N/A N/A 0 No applicable SCF control
Minimized Sharina |°" system components].
Privai)c/ué:;isggrmg Implement the security design principle of reduced No
SA-08(07) Principl icomplexity in [Assignment: organization-defined Functional P A N/A N/A N/A 0 No applicable SCF control
ples | Reduced Relationship
Comnplexit Isystems or system components].
Privgi;ug:gi:;]:ring Impleme_ept t_he secprity design pr\r_\cip_le of secure No
SA-08(08) Principles | Secure levolvability in [Assignment: organization-defined Functional Relationship N/A N/A N/A 0 No applicable SCF control
Evolvabill systems or system components].
ecurity and
Privacy Engineering|Implement the security design principle of minimized No
SA-08(13) Principles | security elements in [Assignment: organization-defined| Functional Relationship N/A N/A N/A 0 No applicable SCF control
Minimized Security |systems or system components].
Elemgnt:
Privacy Engineering|Implement the security design principle of predicate No
SA-08(15) Principles | permission in [Assignment: orga]nization-deﬁned Functional Relationship N/A N/A N/A 0 No applicable SCF control
Predicate systems or system components].
Security and
Privacy Engineering|Implement the security design principle of self-reliant No
SA-08(16) Principles | Self- |trustworthiness in [Ass\gnment:]organization-deﬁned Functional Relationship N/A N/A N/A 0 No applicable SCF control
reliant systems or system components].
Trustworthine:
ecurity and
Privacy Engineering|lmplement the security design principle of secure No
SA-08(17) Principles | Secure [distributed composition in [Assignment: organization- Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Distributed defined systems or system components]. P
Composition
Security and
Privacy Engineering|lmplement the security design principle of trusted No
SA-08(18) Principles | Trusted [communications channels in [Assignment: Functional Relationship N/A N/A N/A 0 No applicable SCF control
Communications |organization-defined systems or system components].
Channels
Privacy Engineering|implement the security design principle of continuous No
SA-08(19) Principles | protection in [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Continuous Isystems or system components]. P
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FDE Name Focal Document Element (FDE) Description
Security and impl h ity desi inle of Mechani . h
Privacy Engineering|ITPlement the security design principle of secure ) ) Configuration lechanisms exist to govern the
SA-08(31) Principles | Secure isystem modification in [Assignment: organization- Functional [Intersects With Change Control CHG-02 |technical configuration change
System Modification| defined systems or system components]. icontrol processes.
Mechanisms exist to verify the
.
SA-08(31) Principles | Secure sysFem modification in [Assignment: organization- Functional [Intersects With Fungt]onallty CHG-06 controls following implemented
System Modification defined systems or system components]. Verification changes to ensure applicable
icontrols operate as designed.
Mechanisms exist to
eSS, lmptement the secury desan prinie of secre st volgse &
SA-08(31) Principles | Secure isystem modification in [Assignment: organization- Functional (Intersects With Docun”\ent Changes CHG-02.2 production environment before
5 = .- |defined systems or system components]. . ©
ystem Modification| ichanges are implemented in a
Ext rSysE production environment.
Xternal System
SA-09(07 OServ.\cetg | Provide the capability to check the integrity of Functi | No N/A N/A N/A N licable SCF fal
-09(07) cont:gﬁg:izlanltgrg‘}\ty information while it resides in the external system. Lnctona Relationship ©EELIELS CORMO
Checking
ReqUITE the JeveToper OT the SySTem, SyStem
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a. Mechanisms exist to require
Uses the following contextual information: isystem developers and
Developer Testing |[Assignment: organization-defined information integrators to develop and
and Evaluation | |concerning impact, environment of operations, known implement an ongoing Security
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional [Intersects With|reat Analysis & Flaw| TDA-15 |[Testing and Evaluation (ST&E)
and Vulnerability [Employs the following tools and methods: plan, or similar process, to
Analyses [Assignment: organization-defined tools and lobjectively identify and
methods];c. Conducts the modeling and analyses at remediate vulnerabilities prior to
the following level of rigor: [Assignment: organization- release to production.
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
laccrptane qitaral
€quUITE the deveroper of the System, System
icomponent, or system service to perform threat
modeling and vulnerability analyses during
development and the subsequent testing and
levaluation of the system, component, or service that:a.
Uses the following contextual information: Mechanisms exist to perform
Developer Testing [[Assignment: organization-defined information threat modelling and other
and Evaluation | |concerning impact, environment of operations, known secure design techniques, to
SA-11(02) Threat Modeling |or assumed threats, and acceptable risk levels];b. Functional [Intersects With| Threat Modeling | TDA-06.2 ensure that threats to sof’tware
and Vulnerability [Employs the following tools and methods: and solutions are identified and
Analyses [Assignment: organization-defined tools and accounted for
methods];c. Conducts the modeling and analyses at :
the following level of rigor: [Assignment: organization-
defined breadth and depth of modeling and analyses];
landd. Produces evidence that meets the following
lacceptance criteria: [Assignment: organization-defined
accentance criterial _ _ _
Require the developer of the system, system gzi:inggseli)s:;zgzqmre
. icomponent, or system service to perform penetration Threat Analysis & "
SA-11(05) ot ‘S\?;szrzn\g testing:a. At the following level of rigor: [Assignment: | ¢, tional lintersects with| F12W Remediation |55 44 Iantseegcrjrtl(t);sTteosg:IegataensnEtflaeileailljotﬁ
Penetration Testing lorganization-defined bl_'eadth and _dep‘th of testlng],‘ During (STSE) pian, or similar process,
landb. Under the following constraints: [Assignment: Development to identify and remediate flawe.
lorganization-defined constraints]. during de{/elopment
Require the developer of the system, system Mechanisms exist to perform
P et e ey
i ‘a. : : i esting of custom-made
SA-11(05) P:r?:tri‘(ia;ﬁa;'eos:ir‘]g organization-defined breadth and depth of testing]; Functional  lIntersects With| patration Testing TDA-09.5 Techngology Assets, Applications
landb. Under the following constraints: [Assignment: and/or Services (TAAS).
organization-defined constraints].
Mechanisms exist to require
isystem developers/integrators
iconsult with security, compliance
and/or resilience personnel to:
Require the developer of th_e system, system ' Security, (1) Crgate anq implement a ‘
Developer Testing ;:on:_ponen;,t?r'] s);siem_ser\lllce ltofpgrfornFApe_netratlc;n Compliancé & (Sse_lggg)ty ?’estlng _an_tf Eva\uag_ﬁ_rt\
- esting:a. e following level of rigor: [Assignment: . - plan, or similar capability;
SA-11(05) P:r?:tri‘(ia;ﬁa;'eos:ir‘]g lorganization-defined bl_'eadth and _depth of testingl; Functional Intersects With Res#ﬁgﬁ:ggjttmg TDA-09 (2) Imple_ment a verifiable flaw
landb. Under the following constraints: [Assignment: Development remediation process to correct
lorganization-defined constraints]. \weaknesses and deficiencies
identified during the control
testing and evaluation process;
nd
(3) Document the results.
Mechanisms exist to conduct
ispecialized assessments for:
(1) Statutory, regulatory and
icontractual compliance
lobligations;
(2) Monitoring capabilities;
Require the developer of the system, system (3) Mobile devices;
Developer Testing ;:or;\_ponen;t\,tc:; s);siem _ser\llice ltofpgrforrFApenetratiotn soecialized g; gatf‘:_baf_es; n
- esting:a. e following level of rigor: [Assignment: . pecialize pplication security;
SA-11(05) P:r:‘eiri\(iaolﬂa'lgleos:ir‘\g lorganization-defined bl_'eadth and _depth of testing]; Functional Intersects With Assessments 1A0-02.2 (6) Embedded technologies (e.g.,
landb. Under the following constraints: [Assignment: loT, OT, etc.);
lorganization-defined constraints]. (7) Vulnerability management;
(8) Malicious code;
(9) Insider threats;
(10) Performance/load testing;
and/or
(11) Artificial Intelligence and
/Autonomous Technologies (AAT).
Require the developer of the system, system Mechanisms exist to conduct
Developer Testing fv:n:_ponen;,t(:lr1 s;;s?‘em _senllice ItofpgrfornFApenetratic;n penetration testing on
- esting:a. e following level of rigor: [Assignment: . . . [Technology Assets, Applications
SA-11(05) Pea::t;\;?(xa;lez:ir\‘g organization-defined breadth and depth of testingl; Functional [Intersects With|Penetration Testing| VPM-07 andior Segr\y/ices (TAASP’?
landb. Under the following constraints: [Assignment:
lorganization-defined constraints].
Mechanisms exist to require
isystem developers/integrators
consult with security, compliance
and/or resilience personnel to:
Developer Testing " Secgrity, Ssle)cs;i?/t'?easrt\%g“aewlcei?s:\tu:tmn
and Evaluation | Require the developer of the system, system Compliance & (STSE) plan, or similar capability;
SA-11(06) Attack Surface icomponent, or system service to perform attack Functional [Intersects With| Resilience Testing | TDA-09 2) Implemént a verifiable flaw .
h surface reviews. Throughout o
Reviews Development remediation process‘t(‘) cqrrect
weaknesses and deficiencies
identified during the control
testing and evaluation process;
and
(3) Document the results.
Llacn;‘g\}/):lll‘l;gz[rzn\g Require the developer of the system, system Attack Surface Mechanisms exist to define and
SA-11(06) ‘Attack Surface icomponent, or system service to perform attack Functional |Intersects With Scope VPM-01.1 ([manage the scope for its attack
Review surface reviews. isurface management activities.
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‘Antr Nacerin
Mechanisms exist to develop,
Development Require the developer of the system, system ggggmeengoan%q umrz't?:i:"snfzfcure
SA-15(05) Process, Standards, [component, or system service to reduce attack Functional |Intersects With Secure Baseline CFG-02 [Technolo Asgsets Applications 5
and Tools | Attack [surfaces to [Assignment: organization-defined Configurations d 9y ! : APP h
Surface Reduction [thresholds]. and/or Services (TAAS) that are
consistent with industry-
accepted system hardening
Mechanisms exist to facilitate the|
implementation of industry-
Development Require the developer of the system, system recognized security, compliance
Process, Standards, [component, or system service to reduce attack . ... | Secure Engineering and resilience practices in the
SA-15(05) and Tools | Attack [surfaces to [Assignment: organization-defined Functional |Intersects With Principles SEA-01 ispecification, design, 5
Surface Reduction [thresholds]. development, implementation
and modification of Technology
Assets, Applications and/or
Dev:rl]%pg:i‘?:g;"ty Require thf develotper of th_e s);stetm. stystem i N
. Icomponent, or system service to structure security- q o .
SA-17(06) Egscig';elcg::scatzge re\eyant hardware, software, and firmware to facilitate e @i Relationship B B B © [ Eleppllieeils 7 @aied
Testing testing.
Developer Security [Design [Assignment: organization-dgefined critical
and Privacy isystems or system components] with coordinated No
SA-17(08) Architecture and |behavior to implement the following capabilities: Functional Relationshii N/A N/A N/A 0 No applicable SCF control
Design | [Assignment: organization-defined capabilities, by P
Orches_trsaﬂon stem or component]
Dev:qu%ps:i\/:cc;nty gs: d\fdfergtr)t dlesigps for [Assignment: organiia]t\ton- N
. efined critical systems or system components] to o o ;
SA-17(09) Al\:)r;;l;c‘tg:;gn: satigfy a common seg of requirements or to provide Functional Relationship N/A N/A N/A 0 No applicable SCF control
Diversit: lequivalent functionality.
Mechanisms exist to custom-
Customized Reimplement or custom develop the following critical Customized develop critical system
SA-20 Development of [system components: [Assignment: organization- Functional Equal Development of TDA-12 |components, when Commercial 10
(Critical Components|defined critical system components]. Critical Components| Off The Shelf (COTS) solutions
are ur bl
Employ [Selection (one or more): design; modification; Mechanisms exist to facilitate the|
laugmentation; reconfiguration] on [Assignment: Technology implementation of tailored
oo lorganization-defined systems or system components] . N development and acquisition
SA-23 Specialization |G o orting mission essential services or functions to Functional |Intersects With DeXf"”?sr.’;Z”rf & | TDA-0L | ategies, contract tools and 5
increase the trustworthiness in those systems or quisiti procurement methods to meet
icomponents. unique business needs.
Mechanisms exist to design and
implement product management
processes to proactively govern
the design, development and
production of Technology Assets,
Employ [Selection (one or more): design; modification; /Applications and/or Services
laugmentation; reconfiguration] on [Assignment: S'AASI) acrosstl}e gysfeTSDLC)
- lorganization-defined systems or system components] N Product evelopment Life Cycle
SA-23 Specialization lsupporting mission essential services or functions to Functional  Intersects With Management TDA-0L o 5
increase the trustworthiness in those systems or (1) Improve functionality;
Icomponents. (2) Enhance security and
resiliency capabilities;
(3) Correct security deficiencies;
an
(4) Conform with applicable
statutory, regulatory and/or
Employ [Selection (one or more): design; modification; . .
laugmentation; reconfiguration] on [Assignment: Customized l;/lee\;:er\;nlscr:tsice;l:t;fecmllstom
SA-23 Speciali organization-defined systems or system components] : P 14 :
- pecialization : S > f Functional [Intersects With| Development of TDA-12 |components, when Commercial 5
Isupporting mission essential services or functions to Critical Ci t Off The Shelf (COTS) soluti
increase the trustworthiness in those systems or ritical Components) @ She! solutions
components. are unavailable.
Separation of ISeparate user functionality, including user interface Application Mechanisms exist to separate
SC-02 System and User services, from system mané ement functionalit Functional Equal Partitionin SEA-03.2 |user functionality from system 10
Functionality " Y 9 Y- 9 management functionality.
Separation of
System and User . - Mechanisms exist to separate
SC-02(01) Functionality | rrevgnt tT‘? prte_setntraftlon Otf system»mlana%ement Functional Equal '/:\prréllécatlbon SEA-03.2 |user functionality from system 10
Interfaces for Non- |Unctionality at interfaces to non-privileged users. artitioning management functionality.
privileged User:
Mechanisms exist to ensure
security functions are restricted
SC-03 Seculg(t))llaii%?]ctlon Isolate security functions from nonsecurity functions. Functional |Intersects With g::ﬂ:ﬁt;?i?cstlsoﬁg END-16 te?’]faoli::heolre‘zaes? ;I)r:ﬁ/‘\\:le%uealcso?\?r%\ 5
requirements for necessary job
lflfg&t\% TXTST IO TSOTate
sc-03 Security Function lisolate security functions from nonsecurity functions. | Functional |Intersects With| SS<1Y FUnCtion | 6ea.04.1 |security functions from non- 5
solation Isolation ecurity function,
Security Function Em " .
: ploy hardware separation mechanisms to q No i
SC-03(01) Iso\agon | Ha_rdware implement security function isolation. Functional Relationship N/A N/A N/A 0 No applicable SCF control
eparation
?Sel)(i;{ilg); "'chctg;: Isolate security functions enforcing access and No
SC-03(02) and Flow Control information flow control from nonsecurity functions Functional Relationship N/A N/A N/A 0 No applicable SCF control
Function land from other security functions.
IsSoe\;li:::;y|Fl\‘lljir:|ci:1?2e Minimize the number of nonsecurity functions included No
SC-03(03) N within the isolation boundary containing security Functional i q N/A N/A N/A 0 No applicable SCF control
onsecurity functions, Relationship
Functionality "
Mechanisms exist to implement
" : Implement security functions as a layered structure security fun_ct_lor_\svas a Iayere_d
SC-03(05) ISelcxéintr)‘/ lFtnctl:)r:j minimizing interactions between layers of the design Functional Equal Defense-In-Depth | ¢p) 43 Ztrrmcltun;elmlnllmlzflrtvg w:jteriac:logz 10
i S0 aStLr)ucturaeyse €4 land avoidi_ng any dependence b‘y lower layers on the unctiona qua (DiD) Architecture i asoidei?\g aan);edsegendeenceg gy a
functionality or correctness of higher layers. lower layers on the functionality
lor correctness of higher layers.
Mechanisms exist to control
Denial-of-service resource utilization of
Protection | Manage capacity, bandwidth, or other redundancy to [Technology Assets, Applications
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional [Intersects With| Resource Priority CAP-02 |and/or Services (TAAS) that are 5
Bandwidth, and [service attacks. isusceptible to Denial of Service
Redundancy (DoS) attacks to limit and
prioritize the use of resources.
Mechanisms exist to conduct
Denial-of-service capacity planning so that
Protection | Manage capacity, bandwidth, or other redundancy to necessary capacity for
SC-05(02) Capacity, limit the effects of information flooding denial-of- Functional |Intersects With| Capacity Planning | CAP-03 [information processing, 5
Bandwidth, and |service attacks. telecommunications and
Redundancy environmental support will exist
[during contingency operations.
a. Employ the following monitoring tools to detect . . o
. . lindicators of denial-of-service attacks against, or Mechanisms exist to facilitate the
Denial-of-service \ hed fi th tem: [Assi t: izati c ity & implementation of capacity
Protection | aunched from, the system: [Assignment: organization- . ) apacity management controls to ensure
SC-05(03) h defined monitoring tools]; andb. Monitor the following Functional |Intersects With Performance CAP-01 . 5
Detection and ndb. 0 optimal system performance to
Monitoring system resources to determine if sufficient resources Management meet expected and anticipated
lexist to prevent effective denial-of-service attacks: N °
. F b future capacity requirements.
[Assignment: organization-defined system resources].
[@. Monitor and control communications & € externarl
managed interfaces to the system and at key internal
managed interfaces within the system;b. Implement
isubnetworks for publicly accessible system Mechanisms exist to monitor and
Boundary icomponents that are [Selection (one): physically; Boundary control communications at the
SC-07 Protection logically] separated from internal organizational Functional |Intersects With Protection NET-03 |external network boundary and 5
networks; andc. Connect to external networks or at key internal boundaries within
isystems only through managed interfaces consisting of the network.
boundary protection devices arranged in accordance
with an organizational security and privacy
architecture.
Boundary a. Prevent the exfiltration of information; andb. Prevent A;Jetsgnnittehdemusgztar:\(l)srni';\:dexlst to
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Unauthorized NET-03.5 gxﬁltration of sensitive/regulated 5
Exfiltration defined frequency]. Exfiltration data across managed interfaces.
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utomated mechanisms exist to
Boundary a. Prevent the exfiltration of information; andb. Data Loss implement Data Loss Prevention
SC-07(10) Protection | Prevent|Conduct exfiltration tests [Assignment: organization- Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Exfiltration defined frequencyl. information as it is stored,
transmitted and processed
Bounda Mechanisms exist to configure
) -+ [Only allow incoming communications from firewall and router configurations
Protection | Restrict S y s Deny Traffic by "
g . [Assignment: organization-defined authorized sources] " g to deny network traffic by default
SC-07(11) '”C°"."”9. to be routed to [Assignment: organization-defined Functional  Intersects With Default & AHOVY NET-04.1 and allow network traffic by 5
Communications horized destinati Traffic by Exception " d I "
Traffic lauthorized destinations]. exceptlon'(e.g., leny all, permit
bF exception).
Proteggs:d\aRZstrict Only allow incoming communications from coi\irgréir;srvme:rzsiiatgor:(smaltt%:nd
. [Assignment: organization-defined authorized sources] . Boundary
SC-07(11) Incoming to be routed to [Assignment: organization-defined Functional |Intersects With Protection NET-03 |external network boundary and 5
Communications authorized destinatiogns] :0rg at key internal boundaries within
Traffic - the. ngrmggrk
viecr TS eXTST o TpTeTTTETTT
Boundary Isolate [Assignment: organization-defined information §ecurlty maqagement subnets to
N : isolate security tools and support
Protection | isecurity tools, mechanisms, and support components] Security components from other internal
g Isolation of Security [from other internal system components by . N .
SC-07(13) Tools, Mechanisms, |implementing physically separate subnetworks with Functional |Intersects With Magjg:gg:nt NET-06.1 is%sﬁee’:;ecr?m]po;:n;f;g 5
and Support managed interfaces to other components of the suk?networksgwitlfmanaged
Components system. interfaces to other components
£ th "
Bounda /Automated mechanisms exist to
Protect\org| Route networked, privileged accesses through a Route Privileged route networked, privileged
SC-07(15) Networked dedicated, managed interface for purposes of access Functional Equal Network Acc?ess NET-18.3 |accesses through a dedicated, 10
Privileged Accesses icontrol and auditing. managed interface for purposes
9 lof access control and auditing.
Protection | Prevent . . Prevent Discovery Mechanisms exist to prevent the
SC-07(16) Discovery of fﬁ::?gt:gse:'tsgor\éeagyaOfezpii?eﬁr?asc):tem components Functional Equal of Internal NET-03.3 |public disclosure of internal 10
System P 9 . Information network information.
AUTOTITaTE U TITECITaTISTITS EATSTTT
dynamically isolate (e.g.,
P?gtuencgiarm Provide the capability to dynamically isolate Dynamic Isolation & er;ﬁwbo:l}ni?r;r:s‘sve:eigr?h[;onents
5C-07(20) ) on [[Assignment: organization-defined system Functional Equal Segregation | NET-03.6 9 > A 10
Dynamic Isolation | ;.\ 55n6nts] from other system components (Sandboxing) component is isolated in a fault-
and Segregation . icontained environment but it can
still collaborate with the
Mechanisms exist to employ
BounclaryI Fmploy boundary protectiog r%ﬂec;\amsms to isolate ‘ ‘s boundary protections to isolate
g Protection Assignment: organization-defined system " Isolation of System g [Technology Assets, Applications
SC-07(21) Isolation of System |components] supporting [Assignment: organization- Functional Equal Components NET-03.7 and/or Services (TAAS) that 1o
Components defined missions and/or business functions]. support critical missions and/or
busi| ction
- M.Islﬁﬁss_f.uﬂ
Protection | Separate Subnet for| seepcaraa:;:swestv?(;lrsb: ;zd”r”e’;:e“smm
5C-07(22) Separate Su_bnets Implemept separate netwprk addre_sses to connect to Functional |Intersects With Connecting to_ NET-03.8 |(e.q., different subnets) to 5
for Connecting to [systems in different security domains. Different Security PN
. N . iconnect to systems in different
Different Security Domains ecurity domain:
Bounda Tmplement [Selection (oneJ: physically; Togically] -
Pmtectmrr?l| iseparate subnetworks to isolate the following critical Cloud Infrastructurel Mechanisms exist to host
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Security Subnet CLD-03 |security-specific technologies in 5
P etS |organization-defined critical system components and Y a dedicated subnet.
to Isolate Functions functions]
TECITATTSTITS EXTST To TpTETTTeTTT
Isecurity management subnets to
Bounda Implement [Selection (one): physically; logically] isolate security tools and support
Protect\crny| iseparate subnetworks to isolate the following critical Security icomponents from other internal
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional (Intersects With Management NET-06.1 [system components by 5
to Ispolate Functions lorganization-defined critical system components and Subnets implementing separate
functions]. isubnetworks with managed
interfaces to other components
Implement [Selection (one): physically; Togically] lechanisms exist to implement
P?gtuergézrgl iseparate subnetworks to isolate the following critical Se’?{;ﬁ:‘eecst‘::nigmr 'separate network addresses
SC-07(29) Separate Subnets isystem components and functions: [Assignment: Functional |Intersects With Different Segurity NET-03.8 |(e.g., different subnets) to 5
to Isolate Functions orgaqlzatlon—deﬂned critical system components and Domains connect to systems in different
functions] ecurity domain:
Corrgadgsnrglaslist‘)?r;nd Implement cryptographic mechanisms to [Selection tcorypprte?/gernatpm\caumtif)r:iizsms exist
SC-08(01) Integrity | i(r?a)errroy;?oﬁeé:e‘zéi:ecﬂgﬁ;::ttzoiﬂﬁgrdn?aligﬁtér:ri?\; Functional [Intersects With Alteg:s::cf;ir;ynsmal CRY-01.1 [disclosure of information as an 5
Cryptographic transmissioﬁ alternative to physical
Protection . isafeguards.
Co:gzgsn':i”aslist‘;gnd Implement cryptographic mechanisms to [Selection Use of m&gﬂ‘;’g@fngtgr;ictgg?;iﬁie
SC-08(01) Integrity | i(r?fr:)err(r)\ra;inoﬂege‘t):‘t/ecata:n:ttlgoixsrdn?igg?lg:ri?\f Functional [Intersects With|  Cryptographic CRY-01 |protections controls using known 5
Cryptographic transmissioh 9 9 Controls public standards and trusted
Protection : icryptographic technologies.
Transmission . . .
ansmiss implement cryptographic mechanisms to [Selection ) )
Confidentiality and y ! : ) Cryptographic mechanisms exist
SC-08(01) Integrity | i(r?a)e”g;{?oﬁeé'e‘zz\t’ecﬂgﬁ;::ﬁﬁﬂ?ﬁ?ﬂ?ﬂ'igg?&ﬁﬁ; Functional |Intersects With g{;ﬁg;g?ﬂ'ﬁ{‘y CRY-03 [to protect the confidentiality of 5
Cryptographic transmissioﬁ data being transmitted.
Protection :
Transmission . .
) o Implement cryptographic mechanisms to conceal or " . :
5C-08 Conﬁd_entlallty and randomize communication patterns unless otherwise . Concea_l/ Cryptographic mecha_msms exist
-08(04) Integrity | Conceal rotected by [Assignment: organization-defined Functional Equal Randomize CRY-01.4 [to conceal or randomize 10
or Randomize glternative yh sicagl contr(;Is]g Communications icommunication patterns.
Communications phy :
Transmission Implement [Assignment: organization-defined
Confidentiality and |protected distribution system] to [Selection (one or A No .
SC-08(05) Integrity | Protected|more): prevent unauthorized disclosure of information; Bconel Relationship N/A N/A N/A 0 No applicable SCF control
Distribution System|detect changes to information] during transmission.
[Terminate the network connection associated with a lnl:t(\-,:/:r'lll c'(')';neexc';to;% L:t' 't'r‘\:::d
5C-10 Network Disconnect| icommunications session at the end of the session or Functional Equal Network Connection| NET-07 |of a session or after an 10
ianf;i;iEIAitsslgnment: organization-defined time period] of Termination organization-defined time period
Y. of inactivit
a. Provide a [Selection (one): physically; logically]
isolated trusted communications path for
icommunications between the user and the trusted Mechanisms exist to establish a
icomponents of the system; andb. Permit users to trusted communications path
SC-11 Trusted Path invoke the trusted communications path for Functional Equal Trusted Path END-09 |between the user and the 10
icommunications between the user and the following isecurity functions of the
isecurity functions of the system, including at a loperating system.
minimum, authentication and re-authentication:
[Assignment: organization-defined security functions].
Mechanisms exist to unplug or
. hibit the remote activation of
Collaborative pro ’ !
Computing Devices [Provide [Selection (one or more): physical; logical] Collaborative @?{f?ﬁ;a&l"i"i?ﬂmz‘fc'ggt?f:;_ces
SC-15(01) and Applications | (disconnect of collaborative computing devices in a Functional |Intersects With Computing Devices END-14 (1) Networked wg\tebOSrdS' . 5
Physical or Logical |[manner that supports ease of use. P 9 ’ g
Disconnect (2) Video teleconference
cameras; and
(3) Teleconference microphones.
Transmission of
Security and : : " " ; " Cryptographic mechanisms exist
SC-16(01) Privacy Attributes | Zﬁ;‘ifguttzi integrity of transmitted security and privacy Functional |Intersects With Tr?:tseml‘?tslon CRY-04 [to protect the integrity of data 5
Integrity . grity being transmitted.
Verification
Trsansm_\tsslondof Transmission of Mechanisms exist to associate
 ecurity an Verify the integrity of transmitted security and privac ! Cybersecurity & [Technology Assets, Applications
SC-16(01) Privacy Attributes | attrlibyutes.l onity ' unty PrVacy | Functional |Intersects With D);ta Prutuecltiyon CRY-10 |andjor Services (TAAS) security 5
Integrity Attributes attributes with information
Verification TAN
Transmission of
Security and Implement [Assignment: organization-defined No
SC-16(03) Privacy Attributes | [mechanisms or techniques] to bind security and Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Cryptographic  |privacy attributes to transmitted information. 2
Binding
Vobie Code | ATow
Execution Only in |Allow execution of permitted mobile code only in q No .
SC-18(05) Confined iconfined virtual machine environments. Functional Relationship N/A N/A N/A o [No applicable SCF control
Environment:
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SC-22 Name/address |are fault-tolerant and implement internal and external Functional Equal Name / Address NET-10.1 resolution service are fault- 10
Resolution Service |role separation. Resolution Service tolerant and implement
< internal/external role separation.
Authees:tlgi]ty | iGenerate a unique session identifier for each session Unique System- /Automated mechanisms exist to
g . _ |with [Assignment: organization-defined randomness . : y generate and recognize unique
SC-23(03) Unique System requirements] and recognize only session identifiers Functional Equal Generated Session | NET-09.2 session identifiers for each 10
genehl;aetnetliiﬁsefsslon that are system-generated. Identifiers Isession.
Employ minimal functionality and information storage 'ﬂ'ﬁ;"r']‘z';eg'toer:(;tet;icﬁin"?glure
SC-25 Thin Nodes on the following system components: [Assignment: Functional Equal Thin Nodes END-11 : ¢ : 10
lorganization-defined system components]. functionality and information
d forage
Mechanisms exist to utilize
Include components within organizational systems honeypots that are specifically
g specifically designed to be the target of malicious ) 11 |designed to be the target of
5C-26 Decoys lattacks for detecting, deflecting, and analyzing such Functional Equal Honeypots SEA-11 imalicious attacks for the purpose 1o
attacks. of detecting, deflecting and
analyzing such attacks.
Platform- TNCTude Within organizational Systems the Tolfowing Mechanisms exist to address
: platform independent applications: [Assignment: . o h
SC-27 independent P . f Functional Equal Mobile Code END-10 |mobile code / operating system- 10
Applications lorganization-defined platform-independent independent applications.
Potecton ot o e o e
Information at Rest noriz ¢ € § . Cryptographic to prevent the unauthorized
SC-28(01) .~~~ [following information at rest on [Assignment: Functional |Intersects With : BCD-11.4 | . 5
| Cryptographic organization-defined system components or medial: Protection disclosure and/or modification of
Protection ; C oysiem > ation] backup information.
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Encrypting Data At Cryptographic mechanisms exist
SC-28(01) :~"" [following information at rest on [Assignment: Functional |Intersects With ypUng CRY-05 [to prevent unauthorized 5
| Cryptographic Rest
I;yrgte?tio‘r)\ lorganization-defined system components or media]: disclosure of data at rest.
" ization-defj rmationl.
Protection of Implement cryptographic mechanisms to prevent
Information at Rest unauthorized disclosure and modification of the Transmission Cryptographic mechanisms exist
SC-28(01) .. [following information at rest on [Assignment: Functional |Intersects With . CRY-04 [to protect the integrity of data 5
| Cryptographic Integrit:
Fr’);gte(c]t\orlf\ lorganization-defined system components or media]: grity being transmitted.
[Assianment: oraanization-defined informationl
Protection of Implement cryptographic mechanisms to prevent Cryptographic mechanisms exist
Information at Rest unauthorized disclosure and modification of the Encrypting Data In to protect the confidentiality and
SC-28(01) | Cryptographic following information at rest on [Assignment: Functional |Intersects With nga egMedia DCH-07.2 |integrity of information stored on 5
ggtegtmpn lorganization-defined system components or medial: 9 digital media during transport
[Assignment: organization-defined information]. outside of controlled areas.
Employ a diverse set of information technologies for g;/vs?:n? is:ﬂ“g;ﬁ;:gotlgg::jufgg
SC-29 Heterogeneity the following system compongnts in the . Functional Equal Heterogeneity SEA-13 |the impact of technical 10
implementation of the system: [Assignment: i
g N g . \vulnerabilities from the same
lorganization-defined system components]. Original Equipment Manufacturer
N " . echamsms exist to utiize
Heterogeneity | Employ virtualization techniques to support the . . virtualization techniques to
" A [deployment of a diversity of operating systems and " Virtualization
SC-29(01) Virtualization applications that are changed [Assignment: Functional Equal Techniques SEA-13.1 |support the employment of a 10
Techniques o?panization-deﬁned fre ugenc 1 9 : q diversity of operating systems
9 quency’. and aoplication:
Employ the following concealment and misdirection Mechanisms exist to utilize
techniques for [Assignment: organization-defined concealment and misdirection
.~ Concealment and [systems] at [Assignment: organization-defined time : N Concealment & ~ techniques for Technology
SC-30 Misdirection periods] to confuse and mislead adversaries: Functional |Intersects With Misdirection SEA-14 IAssets, Applications and/or 5
[Assignment: organization-defined concealment and Services (TAAS) to confuse and
misdirection techniques]. mi 1eadra%ieﬁ¥lg5
Concealment and [Employ [Assignment: organization-defined techniques] ﬁ\i;sg‘uac: rar:c?Smannelirsnﬁ'\te:IS[ ©
SC-30(02) Misdirection | to introduce randomness into organizational operations| Functional Equal Randomness SEA-14.1 organizational operations and 10
Randomness and assets. 2 gpr P
Lul\'d‘it:dci,;glcetnjtnard IChange the location of [Assignment: organization- /Automated mechanisms exist to
. : defined processing and/or storage] [Selection (one): : Change Processing - ichange the location of
SC-30(03) Cha:r?;;tr;rcaesesmg [Assignment: organization-defined time frequency]; at Functional Equal & Storage Locations SEA-14.2 processing and/or storage at 10
Locationg random time intervals]. random time intervals.
Mechanisms exist to utilize
Concealment and et : i ion i iconcealment and misdirection
Pl Employ realistic, but misleading information in A
5C-30(04) Misdirection | |{assignment: organization-defined system Functional [Intersects With| CORCEaIMent & | ggy 4 frechniques for Technology 5
Informatiogn components] about its security state or posture. 22?5:;:?%1@??;?5:&’%and
mislead adversarie:
Mechanisms exist to utilize
COI\I;I\iCsedai:?cetI\:Jtnard Employ the following techniques to hide or conceal concealment and misdirection
. [Assignment: organization-defined system " N Concealment & ~ techniques for Technology
SC-30(05) Concseyasltr:;nt of components]: [Assignment: organization-defined Functional  (Intersects With Misdirection SEA-14 /Assets, Applications and/or 5
Components techniques]. Services (TAAS) to confuse and
mislead adversarie
Partition the system into [Assignment: organization-
defined system components] residing in separate Mechanisms exist to partition
g } [Selection (one): physical; logical] domains or . . " lsystems so that partitions reside
5C-32 System Partitioning lenvironments based on [Assignment: organization- Functional Equal System Partitioning| SEA-03.1 in separate physical domains or 1o
defined circumstances for physical or logical environments.
separation of components].
System Partitioning
. | Separate Physical |Partition privileged functions into separate physical . No "
SC-32(01) Domains for domains. Functional Relationship N/A N/A N/A 0 No applicable SCF control
Privileged Functions|
For [Assignment: organization-defined system Mechanisms exist to utilize non-
o moditable 1O o rdware.anforced. read only Non-Modifiable ot o and executs thes
SC-34 Executable media; andb. The following applicatiollls from Y Functional Equal Executable SEA-16 loperating environment and 10
Programs hardware-enforced, read-only media: [Assignment: Programs applications from hardware-
lorganization-defined applications]. enforced, read-only media.
NoE”)Q‘e‘cutab\e Employ [Assignment: organization-defined system No
SC-34(01) Programs | No icomponents] with no writeable storage that is Functional Relationship N/A N/A N/A 0 No applicable SCF control
Writa persistent across component restart or power on/off.
R
Executable Protect the integrity of information prior to storage on No
SC-34(02) Programs | Integrity [read-only media and control the media after such Functional Relatie asmt N/A N/A N/A 0 No applicable SCF control
Protection on Read-|information has been recorded onto the media. P
only Media
Mechanisms exist to utilize
External Malicious Include system components that proactively seek to honeyclients that proactively
SC-35 P identify network-based malicious code or malicious Functional Equal Honeyclients SEA-12 [seek to identify malicious 10
Code Identification |, e gites websites and/or web-based
malicious code
Distributed CD’;:”k;l:‘t:nilgeaz‘:gg:\/:\:glgr?ece[?g‘negct?gg (s;g:;geh sical Distributed Mechanisms exist to distribute
SC-36 Processing and Iccagons‘ logical dcmain;p]' [Assignment: org’a?\izyation- Functional Equal Processing & SEA-15 |processing and storage across 10
Storage defined processing and storage components). Storage multiple physical locations.
a. Employ polling techniques to identify potential
T faults, errors, or compromises to the following
Prgésetsns?:te:nd processing and storage components: [Assignment: No
SC-36(01) Storage | go\l\n lorganization-defined distributed processing and Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Tecghni ves 9 istorage components]; andb. Take the following actions P
a in response to identified faults, errors, or compromises:
[Assignment: organization-defined actions].
Prgése[snsri):[e:nd ISynchronize the following duplicate systems or system No
SC-36(02) Stora z | icomponents: [Assignment: organization-defined Functional Relationshi N/A N/A N/A 0 No applicable SCF control
< nrhrnngi Ation duplicate systems or system components]. B
Employ the following out-of-band channels for the |
physical delivery or electronic transmission of Zlfet(’:?rnodnicchtarg?\i:iifsos;(::if
.~ Out-of-band [Assignment: organization-defined information, system " Out-of-Band - h : "
SC-37 Channels components, or devices] to [Assignment: organization- Functional |Intersects With Channels NET-11 mf_ormatlon and/or the physical 5
y o . " N shipment of system components
defined individuals or systems]: [Assignment: or devices to authorized
organization-defined out-of-band channels]. e it
: Maintain a separate execution domain for each " . Mechanisms exi;t to \mplgment a
SC-39 Process Isolation Functional Equal Process Isolation SEA-04 |separate execution domain for 10

lexecuting system process.

each executing process.
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FDE Name Focal Document Element (FDE) Description
" Mechanisms exist to implement
Process Isolation | Implement hardware separation mechanisms to . Hardware underlying hardware separation
SC-39(01) SHeaprgrv;?iroen facilitate process isolation. Functional Equal Separation SEA-04.2 mechanisms to facilitate process 10
iseparation.
- — - VIeChanisms exist to mamtain a
Process Isolation | [Maintain a separate execution domain for each thread separate execution domain for
SC-39(02) Separate Execution |in [Assignment: organization-defined multi-threaded Functional Equal Thread Separation | SEA-04.3 - N 10
Domain Per Thread |processing]. :?:?pthﬁ:d in multi-threaded
Wireless Link Implement cryptographic mechanisms to reduce the No
SC-40(02) Protection | Reduce [detection potential of wireless links to [Assignment: Functional Relationship N/A N/A N/A 0 No applicable SCF control
Detection Potential |organization-defined level of reduction].
V\é\r:)et\:cssoL;‘nlk Impleme_nt cryptograp‘hig mechanisms torident\fy and
Imitative or reject wireless tl_'ansmls_slo_ns that are_dehb_erate _ No )
SC-40(03) Manipulative attemptsv to achleve |m|§at|ve or mamp_u\atlve Functional Relationship N/A N/A N/A 0 No applicable SCF control
Communications icommunications deception based on signal
Deception parameters.
Mechanisms exist to utilize a
Detonation Emp‘loy a detonatiop chamber.capability within ' Detonation detonation chamber capabjlity to
SC-44 Chambers [Assignment: organization-defined system, system Functional Equal Chambers IRO-15 |detect and/or block potentially- 10
icomponent, or location]. (Sandboxes) malicious files and email
?/ftaﬁhme"t = : F
lechanisms exist to implement a
Implement a policy enforcement mechanism [Selection Cross Domain Solution (CDS) to
Cross Domain  |(one): physically; logically] between the physical ) Cross Domain mitigate the specific security
SC-46 Policy Enforcement [and/or network interfaces for the connecting security Functional Equal Solution (CDS) NET-02.3 risks of accessing or transferring 1o
omains. information between security
domains.
Mechanisms exist to maintain
command and control
Alternate Establish [Assignment: organization-defined alternate Alternate capabilities via alternate
SC-47 Communications |[communications paths] for system operations Functional Equal Communications | BCD-10.4 |communications channels and 10
Channels lorganizational command and control. Channels designating alternative decision
imakers if primary decision
makers are unavailable.
Relocate [Assignment: organization-defined sensors Mechanisms exist to perform
LSS vl : A cyber threat hunting that uses
land monitoring capabilities] to [Assignment: \ndicators of Compromise (IoC) to
SC-48 Sensor Relocation |organization-defined locations] under the following Functional [Intersects With| Threat Hunting THR-07 detect, track and disrupt threats 5
iconditions or circumstances: [Assignment: that e\}ade existing securit
lorganization-defined conditions or circumstances]. 9 4
controls.
Relocate [Assignment: organization-defined sensors Mechanisms exist to utilize a
land monitoring capabilities] to [Assignment: Automated Tools Security Incident Event Manager
SC-48 Sensor Relocation |organization-defined locations] under the following Functional (Intersects With for Real-Time MON-01.2 |(SIEM), or similar automated tool, 5
iconditions or circumstances: [Assignment: Analysis to support near real-time
lorganization-defined conditions or circumstances]. analysis and incident escalation.
Sensor Relocation [ [Dynamically relocate [Assignment: organization-
Dynamic Relocation|defined sensors and monitoring capabilities] to No
SC-48(01) of Sensors or [Assignment: organization-defined locations] under the| Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Monitorin following conditions or circumstances: [Assignment: elationship
9 g g
Capabilitie organization-defined conditions or circumstances]
Hardware-enforced [Implement hardware-enforced separation and policy No
SC-49 Separation and  [enforcement mechanisms between [Assignment: Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Policy Enforcement |organization-defined security domains]. elationship
Y 9 y
Software-enforced |Implement software-enforced separation and policy No
SC-50 Separation and [enforcement mechanisms between [Assignment: Functional Relationship N/A N/A N/A 0 No applicable SCF control
Policy Enforcement |organization-defined security domains].
a. Employ hardware-based, write-protect for
[Assignment: organization-defined system firmware
icomponents]; andb. Implement specific procedures for
SC-51 Hargrvgtaercet—‘l:;sed [Assignment: organization-defined authorized Functional Rel tNo hi N/A N/A N/A 0 No applicable SCF control
individuals] to manually disable hardware write-protect SELLEIEI
for firmware modifications and re-enable the write-
protect prior to returning to operational mode.
la. Employ the following tools and techniques to
Malicious Code |analyze the characteristics and behavior of malicious
Protection icode: [Assignment: organization-defined tools and . No .
SI-03(10) Malicious Cotlje techniques]; andb. Incorporate the results from Functional Relationship N/A N/A N/A 0 No applicable SCF control
Analysis malicious code analysis into organizational incident
response and flaw remediation processe:
Mechanisms exist to implement
System Monitoring | " . Intrusion Detection / Prevention
51-04(01) System-wide IConnect and configure individual intrusion detection Functional Equal \ntrzs};(r)gvlzﬁti)c;mn MON-01.1 Systems (IDS / IPS) technologies 10
Intrusion Detection [tools into a system-wide intrusion detection system. Systems (IDS & IPS) = |on critical systems, key network
System isegments and network choke
points.
Mechanisms exist to utilize a
System Monitoring | : Automated Tools Security Incident Event Manager
S1-04(02) Automated_ Tools |Employ au_tomated to_ols and mechanisms to support Functional Equal for Real-Time MON-01.2 (SIEM),yor similar automated ?ool, 10
and Mechanisms for|near real-time analysis of events. Analysi it rt It
Real-time Analysis nalysis 0 support near real-time
analysis and incident escalation.
by:;etg"n;a‘;’ég“{.'o‘;f’ T Employ automated tools and mechanisms to integrate No
S1-04(03) and Mechanism intrusion detection tools and mechanisms into access Functional Relationship N/A N/A N/A 0 No applicable SCF control
Intearation control and flow control mechanisms.
a. Determine criteria for unusual or unauthorized B .
System Monitoring ||activities or conditions for inbound and outbound Inbound & ?oerlct?:k?ésu?lsy er:f:itgr inbound
Inbound and icommunications traffic;b. Monitor inbound and Outbound and outbound communications
S1-04(04) Outbound loutbound communications traffic [Assignment: Functional Equal Communications MON-01.3 traffic for unusual or 10
Communications |organization-defined frequency] for [Assignment: Traffic unauthorized activities or
Traffic lorganization-defined unusual or unauthorized activities conditions
lor conditions]. .
a. Notify [Assignment: organization-defined incident '/Automated mechanisms exist to
System Monitoring ||response personnel (identified by name and/or by Automated implement pre-determined
Automated role)] of detected suspicious events; andb. Take the . corrective actions in response to
51-04(07) Response to following actions upor‘\’detection: [Assignment: Functional  Intersects With S Response to MON-01.11 detected events that ha\ee 5
Suspicious Events |organization-defined least-disruptive actions to uspicious Events security incident implications.
terminate suspicious events].
a. Notify [Assignment: organ]ization—deﬁned incident
System Monitoring ||[response personnel (identified by name and/or by Automated mechanisms exist to
Automated role)] of detected suspicious events; andb. Take the . Automated Incident P A
51-04(07) Response to following actions upon detection: [Assignment: Functional Intersects With Handling Processes IRO-02.1 [support the incident handling 5
Suspicious Events |organization-defined least-disruptive actions to process.
terminate suspicious events].
System Monitoring ||Make provisions so that [Assignment: organization- Visibility of meecgf;;n:: s:gi;t;;;g?:ée
S1-04(10) Visibility of defined encrypted c_om_munica_tions trafficl is V‘.Sibl.e o Functional Equal Encrypted NET-18.2 [communications traffic visible to 10
Encry_pteq [Assignment: orga_nlzatlon-deﬁned system monitoring Communications : monitoring tools and
Communications  [tools and mechanisms]. mechanism
Mechanisms exist to utilize User
& Entity Behavior Analytics
System Monitoring ||{Analyze outbound communications traffic at the (UEBA) and/or User Activity
Analyze lexternal interfaces to the system and selected . Anomalous Monitoring (UAM) solutions to
S-04(11) Commun?cations [Assignment: organlzation—t}jleﬁned interior points Functional Equal Behavior MON-16 detect and respond to anomalous| 10
Traffic Anomalies |within the system] to discover anomalies. behavior that could indicate
account compromise or other
malicious activities.
Mechanisms exist to "tune" event|
a. Analyze communications traffic and event patterns monitoring technologies through
System Monitoring ||for the system;b. Develop profiles representing Alert Threshold analyzing communications
SI1-04(13) Analyze Traffic and [common traffic and event patterns; andc. Use the Functional Equal Tunin MON-01.13|traffic/event patterns and 10
Event Patterns |traffic and event profiles in tuning system-monitoring 9 developing profiles representing
devices. common traffic patterns and/or
events.
/Automated mechanisms exist to
correlate both technical and non-
System Monitoring | . . o Correlate technical in_formation fron_n across,
51-04(16) Correlate ICorrelate information from monitoring tools and Functional Equal Monitoring MON-02.1 the enterprise by a Security 10
Monitoring mechanisms employed throughout the system. Information " |Incident Event Manager (SIEM) or
Information similar automated tool, to
lenhance organization-wide
situational awareness.
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FDE Name Focal Document Element (FDE) Description
/Automated mechanisms exist to
integrate the analysis of audit
System Monitoring | ) ) - ) Integration of records with analysis of
Integrated Correlate |nfor|‘_nat|or_1 f_rom monitoring physical, cyber, : Scanning & Other \vulnerability scanners, network
SI-04(17) Situational land supply chain activities to achieve integrated, Functional Equal Monitoring MON-02.3 performance, system monitoring 10
Awareness organization-wide situational awareness. Information and other sources to further
lenhance the ability to identify
inappropriate or unusual activity.
/Analyze outbound communications traffic at external [Automated mechanisms exist to
System Monitoring ||interfaces to the system and at the following interior Data Loss implement Data Loss Prevention
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Prevention (DLP) NET-17 |(DLP) to protect sensitive 5
Covert Exfiltration |[Assignment: organization-defined interior points information as it is stored,
%Lithin the system]. transmitted and processed
nalyze outbound communications traffic at external
System Monitoring ||interfaces to the system and at the following interior Analyze Traffic for /Automated mechanisms exist to
S1-04(18) Analyze Traffic and |points to detect covert exfiltration of information: Functional |Intersects With Coveyrt Exfiltration MON-11.1 |analyze network traffic to detect 5
Covert Exfiltration |[Assignment: organization-defined interior points covert data exfiltration.
Wikan e Srtem o asroure @
System Monitoring | or;;zi;aéigz-de;ﬁ'naed perssonr‘:eleo?rll:\esl]wilrl;dlil:;ors of Monitoring for /Automated mechanisms exist to
S1-04(24) Indicators of " : . " Pl Functional |Intersects With Indicators of MON-11.3 |identify and alert on Indicators of 5
: icompromise provided by [Assignment: organization- y .
Compromise defined sources] Compromise (I0C) Compromise (loC).
Mechanisms exist to utilize a File
. " . . Integrity Monitor (FIM), or similar
Discover, collect, and distribute to [Assignment: -
System Monitoring | P . i " " change-detection technology, on
X lorganization-defined personnel or roles], indicators of . File Integrity - e
S1-04(24) ICnd\cators'of compromise provided by [Assignment: organization- Functional |Intersects With Monitoring (FIM) MON-01.7 cntlc_al Technology Asset_s, 5
ompromise defined sources] /Applications and/or Services
: (TAAS) to generate alerts for
unauthorized modifications.
o . o . Mechanisms exist to limit the
System Monitoring | Prov_lde visibility into network traffic at _external and . Limit Network Inumber of concurrent external
S1-04(25) Optimize Network |key internal system interfaces to optimize the Functional |Intersects With Connections NET-03.1 |network connections to its 5
Traffic Analysis |effectiveness of monitoring devices. [Technology Assets, Applications
" icac [TAAC)
Mechanisms exist to implement
System Monitoring ||Provide visibility into network traffic at external and Intrusion Detection Isnt;];'_:: (Iljsge/clt;%r)\ (;!ﬁ::lgt'?:s
SI-04(25) Optimize Network |key internal system interfaces to optimize the Functional [Intersects With & Prevention MON-01.1 ox critical systems, key netwgork 5
Traffic Analysis |effectiveness of monitoring devices. Systems (IDS & IPS) segments and network choke
points.
[a. Verify the correct operation of [Assignment:
organization-defined security and privacy functions];b.
Perform the verification of the functions specified in SI-
I06a [Selection (one or more): [Assignment: Mechanisms exist to verify the
" lorganization-defined system transitional states]; upon functionality of security,
Security and ” " o Control ) -
] . : icommand by user with appropriate privilege; . : " -~ icompliance and resilience
s1-06 Pn;’,:%g:{;ggon [Assignment: organization-defined frequency]];c. Alert Functional  Intersects With F\l;gﬁ;'g;‘;g;y CHG-06 icontrols following implemented 5
[Assignment: organization-defined personnel or roles] changes to ensure applicable
to failed security and privacy verification tests; andd. icontrols operate as designed.
[Selection (one or more): Shut the system down;
Restart the system; [Assignment: organization-defined
alternative action(s)]] when anomalies are discovered.
a. Employ integrity verification tools to detect . : o .
unauthorized changes to the following software, mfghﬁplsgjn?t)g?t(;FML)'tIv!fesitrl:ﬁar
Software, Firmware,[firmware, and information: [Assignment: organization- Endpoint File techgnol)cg ies, to detecé and
SI-07 and Information |defined software, firmware, and information]; andb. Functional [Intersects With|Integrity Monitoring| END-06 report ongunéuthor\zed changes 5
Integrity [Take the following actions when unauthorized changes (FIM) topselected files and 9
to the software, firmware, and information are configuration settings.
detected: [Assignment: organization-defined actions]. 9 9.
a. Employ integrity verification tools to detect Cryptographic mechanisms exist
unauthorized changes to the following software, to implement strong
Software, Firmware, |firmware, and information: [Assignment: organization- Safeguarding Data icryptography and security
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With Over Open NET-12 |protocols to safeguard 5
Integrity [Take the following actions when unauthorized changes Networks sensitive/regulated data during
to the software, firmware, and information are transmission over open, public
detected: [Assignment: organization-defined actions]. networks.
a. Employ integrity verification tools to detect
unauthorized changes to the following software,
Software, Firmware,[firmware, and information: [Assignment: organization- . .
SI-07 and Information |defined software, firmware, and information]; andb. Functional |Intersects With I\?glii‘l(;a[ziaot: TDA-18 yaelicéqifngp:zfi:rﬁ;g%s?re‘cﬁéhe 5
Integrity [Take the following actions when unauthorized changes Yy puts.
to the software, firmware, and information are
detected: [Assignment: organization-defined actions].
Perform an integrity check of [Assignment:
Software, Firmware,|organization-defined software, firmware, and Mechanisms exist to validate
" and Information [information] [Selection (one or more): at startup; at : . - iconfigurations through integrity
S-07(01) Integrity | Integrity [[Assignment: organization-defined transitional states Functional Equal Integrity Checks | END-06.1 checking of software and 10
Checks lor security-relevant events]; [Assignment: firmware.
lorganization-defined frequency]].
Software, Firmware,
and Information  [Automatically [Selection (one or more): shut the /Automated mechanisms exist to
Integrit tem down; restart the system; implement Automated implement remediation acti
S1-07(05) ntegrity | system cown; restart the system, implemen Functional Equal Response to END-06.4 | MPIement remediation actions 10
Automated [Assignment: organization-defined controls]] when Integrity Violations \when integrity violations are
Response to integrity violations are discovered. grity discovered.
Integrity Violations
Software, Firmware, Mechanisms exist to facilitate the|
and Information |Implement cryptographic mechanisms to detect Use of implementation of cryptographic
SI-07(06) Integrity | unauthorized changes to software, firmware, and Functional Equal Cryptographic CRY-01 [protections controls using known 10
Cryptographic  [information. Controls public standards and trusted
Protection icryptographic technologies.
Software, Firmware,
and Information |Incorporate the detection of the following unauthorized Mechanisms exist to detect and
i Integrity | lchanges into the organizational incident response ) Endpoint Detection y respond to unauthorized
S1-07(07) Integration of icapability: [Assignment: organization-defined security- Functional Equal & Response (EDR) END-06.2 iconfiguration changes as 10
Detection and  |relevant changes to the system]. cybersecurity incidents.
Response
i /Automated mechanisms exist to
So;v;alrnef,ol;;r;vt\?;anre, \Verify the integrity of the boot process of the following Boot Process verify the integrity of the boot
SI-07(09) Integrity | Verify system components: [Assignment: organization- Functional Equal Integrity END-06.5 |process of systems. 10
Boot Process defined system components].
ho;v’\;alrnef,ol;;]v;vt\%anve, Implement the following mechanisms to protect the Auté)mtatre‘d mtechgtnisr?i extist to
: integrity of boot firmware in [Assignment: : Protection of Boot protect the integrity of bool
S1-07(10) Pmtlerlt;g:;yf lBoot lorganization-defined system components]: Functional Equal Firmware END-06.6 |firmware in systems. 10
Firmware [Assignment: organization-defined mechanisms].
So;v(vjalrnefbl;:;rgt\ﬁ)anre, Require that the integrity of the following user-installed,| No
SI-07(12) Integrity | Integrity software be verified prior to execution: [Assignment: Functional Relationship N/A N/A N/A 0 No applicable SCF control
Verification lorganization-defined user-installed software].
Mechanisms exist to prevent the
Software, Firmware,|Implement cryptographic mechanisms to authenticate :.,?rsn:waa:':go?\:;g:f;i;evﬁ?ﬁout
and Information the following software or firmware components prior to . Py
SI-07(15) Integrity | Code [installation: [Assignment: organization-defined Functional [Intersects With|Signed Components| CHG-04.2 x:;lfk;ceaet;‘og‘;?tzt”;hseigc:;?jpgsniggt 5
Authentication  |software or firmware components]. an organization-approved
certificate authority.
TATormation INput
Validation | Verify that the system behaves in a predictable and . No ‘
SI-10(03) Predictable [documented manner when invalid inputs are received. Functional Relationship N/A N/A N/A 0 No applicable SCF control
BRehavior
Information Input
Validation | Restrict|Restrict the use of information inputs to [Assignment: No
SI1-10(05) Inputs to Trusted |organization-defined trusted sources] and/or Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Sources and [Assignment: organization-defined formats]. P
Approved Formats
rTeCTTaTTSTITS T ATST o
Implement non-persistent [Assignment: organization- zg;p:;i'ﬁts?nzy;?mces that
defined system components and services] that are \pon h
A R - : : are initiated in a known state and
SI-14 Non-persistence |initiated in a known state and terminated [Selection Functional Equal Non-Persistence SEA-08 terminated upon the end of the 10
(one or more): upon end of session of use; periodically " P
at [Assignment: organization-defined frequency]] session of use or periodically at
} . an organization-defined
e
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FDE Name Focal Document Element (FDE) Description
. Obtain software and data employed during system Mechanisms exist to ensure that
Non-persistence | : . ft d dat: ded fi
~ icomponent and service refreshes from the following . Refresh from " soltware and data needed for
Sl-14(01) Refresh from | cted sources: [Assignment: organization-defined Functional Equal Trusted Sources | EA08-1 |system component and service 10
Trusted Sources |\ o sources]. refreshes are obtained from
ri . Lire
[a. TSelection (one]: Refresh [Assignment: organization- st
Non-persistence | |defined information] [Assignment: organization-defined No
SI1-14(02) Non-persistent  [frequency]; Generate [Assignment: organization- Functional Relati asnt N/A N/A N/A 0 No applicable SCF control
Information defined information] on demand]; andb. Delete P
information when no lonaer needed
Non-persistence | |Establish connections to the system on demand and No
SI-14(03) Non-persistent  [terminate connections after [Selection (one): Functional : " N/A N/A N/A 0 No applicable SCF control
C o : " n Relationship
onnectivity icompletion of a request; a period of non-use].
\Validate information output from the following m?oc:]rsg;isglsoi)élsﬁtt?r\olﬂK::Fteware
Information Output software programs and/or applications to ensure that Information Output rograms and/oe applications to
SI-15 Filteri PUtlthe information is consistent with the expected Functional Equal e P SEa-09 |Pro9 r applications 10
iltering . : ) P . Filtering lensure that the information is
icontent: [Assignment: organization-defined software consistent with the expected
programs and/or applications]. content.
Implement the following controls to protect the system iiﬂ:?tmz:'fseE:'asfdtsot;mﬁloegcetnt
SI-16 Memory Protection [/memory from unauthorized code execution: Functional Equal Memory Protection | SEA-10 systemymemgry from P! 10
[Assignment: organization-defined controls]. Unauthorized code execution.
De-identification | Mechanisms exist to mask
Removal, Masking, sensitive/regulated data through
S1-19(04) Encryption, Bemm{e, maSk' encrypt, hash, or replace direct Functional |Intersects With Data Masking PRI-05.3 |data anonymization, 5
Hashing, or identifiers in a dataset. P .
Replacement of pseudonymization, redaction or
Direct Identifiers de-identification.
De-identification |
Removal, Masking, Removal, Masking, . .
: " N h Mechanisms exist to remove,
SI-19(04) Encryption, Remove, rr_\ask, encrypt, hash, or replace direct Functional |Intersects With Encryption, Hashing DCH-23.4 |mask, encrypt, hash or replace 5
Hashing, or identifiers in a dataset. or Replacement of direct identifiers in a dataset.
Replacement of Direct Identifiers :
Direct Identifiers
Mechanisms exist to prevent
Prevent disclosure of personally identifiable disclosure of Personal Data (PD)
R De-identification | |information by adding non-deterministic noise to the : Differential Data ~ by adding non-deterministic
S-19(06) Differential Privacy [results of mathematical operations before the results Functional Equal Privacy DCH-23.6 noise to the results of 10
are reported. mathematical operations before
the results are reported.
Mechanisms exist to perform a
De-identification | Perform a motivated intruder test on the de-identified g?f&za:teige‘gtgua?:;;ﬁ; on the
S1-19(08) . dataset to determine if the identified data remains or if| Functional Equal Motivated Intruder | DCH-23.8 . T : 10
Motivated Intruder the de-identified data can be re-identified determine if the identified data
. remains or if the de-identified
|data can be re-identified.
Embed data or capabilities in the following systems or data or steganographic data in
Isystem components to determine if organizational data files to enable the organization to
SI-20 Tainting has been exfiltrated or improperly removed from the Functional Equal Tainting THR-08 |determine if data has been 10
lorganization: [Assignment: organization-defined exfiltrated and provide a means
Isystems or system components]. to identify the individual(s)
Refresh [Assignment: organization-defined
~ . information] at [Assignment: organization-defined . No .
SI-21 Information Refresh frequencies] o generate the information on demand Functional Relationship N/A N/A N/A 0 No applicable SCF control
land delete the information when no longer needed.
[ TOETTOTy TITe TOMUWITTg aTeTTatve SuuTCes T
information for [Assignment: organization-defined
lessential functions and services]: [Assignment:
Information lorganization-defined alternative information sources]; No
SI-22 Diversit landb. Use an alternative information source for the Functional Relationshi N/A N/A N/A 0 No applicable SCF control
Y lexecution of essential functions or services on P
[Assignment: organization-defined systems or system
icomponents] when the primary source of information
" o PR
ARG ~blg
circumstances]:a. Fragment the following information:
Information [Assignment: organization-defined information]; andb. No
SI-23 Fragmentation Distribute the fragmented information across the Functional Relationshi N/A N/A N/A 0 No applicable SCF control
9 following systems or system components: P
[Assignment: organization-defined systems or system
* VIECTTanIsms exIst to require
isoftware developers to ensure
that their software development
Supply Chain Employ a diverse set of sources for the following Development processes employ industry-
" Controls and isystem components and services: [Assignment: : Methods, " recognized secure practices for
SR-03(01) Processes | Diverse |organization-defined system components and Functional Intersects With Techniques & TDA-02.3 lsecure programming, 5
Supply Base services]. Processes engineering methods, quality
control processes and validation
techniques to minimize flawed
software
Supply Chain Employ a diverse set of sources for the following 5e?:i4r?tr;lsgfnepﬂ:nczgn;m
. Controls and isystem components and services: [Assignment: " . . ~ P .
SR-03(01) Processes | Diverse [organization-defined system components and Functional [Intersects With| Supplier Diversity | TDA-03.1 re5|\|ence technologies _from 5
Supply Base services] different suppliers to minimize
pply o suoply chain risk.
Mechanisms exist to utilize
Supplylcha\g Employ a diverse set cfdscurces for[the following Acquisition tailored acquisition strategies,
- Controls an isystem components and services: [Assignment: : : ¢ " icontract tools and procurement
SR-03(01) Processes | Diverse |organization-defined system components and Functional  lintersects With StrateMgelfrsblgols &| TPM-03.1 methods for the purchase of 5
Supply Base services]. unique Technology Assets,
Supply Chain Employ the following controls to limit harm from echanisms exist to utilize
SR-03(02) Controls and potential adversaries identifying and targeting the Functional Equal Limit Potential TPM-03.2 ?;c#]rltgtseift?flu:és:rt;;Irlir:s'tvy:gm 10
Processes | lorganizational supply chain: [Assignment: qa Harm . identigy and target the
Limitation of Harm |organization-defined controls]. loraanization's supply chain.
Mechanisms exist to track the
Document, monitor, and maintain valid provenance of origin, development, ownership,
" the following systems, system components, and : ¥ location and changes to
SR-04 Provenance associated data: [Assignment: organizatipn-deﬁned Functional |Intersects With Provenance AST-03.2 Technology Assets, Applications, 5
Isystems, system components, and associated data]. Services and/or Data (TAASD).
Establish and maintain unique identification of the Mechanisms exist to track the
following supply chain elements, processes, and origin, development, ownership,
Provenance | personnel associated with the identified system and location and changes to
SR-04(01) \dentit critical system components: [Assignment: Functional |Intersects With Provenance AST-03.2 [Technology Assets, Applications, 5
Y lorganization-defined supply chain elements, Services and/or Data (TAASD).
processes, and personnel associated with organization-
[defined systems and critical system components].
Establish and maintain unique identification of the g/lr?g;\aréivmesloe:r:’?;;? tor\?vcnirt'gﬁip
following systems and critical system components for L g 4
SR-04(02) Provenance | Track iracking through the supply chain: [Assignment: Functional |Intersects With|  Provenance | AST-03.2 ['ocation and changesto 5
lorganization-defined systems and critical system Tech_nology Assets, Applications,
components]. Services and/or Data (TAASD).
Mechanisms exist to maintain
awareness of component
Employ the following controls to validate that the authenticity by developing and
Provenance | " ) Product Tampering N ) "
" . . _|system or system component received is genuine and " " = implementing Product Tampering
SR-04(03) Va::stﬁ:tSNGtZ?;éne has not been altered: [Assignment: organization- Functional |Intersects With| and Counterfeiting [ TDA-11 and Counterfeiting (PTC) 5
defined controls]. practices that include the means
to detect and prevent counterfeit
components.
Mechanisms exist to maintain
Employ [Assignment: organization-defined controls] awareness of component
Provenance | land conduct [Assignment: organization-defined Product Tampering authenticity by developing and
" Supply Chain lanalysis] to ensure the integrity of the system and " h ~ implementing Product Tampering
SR-04(04) Integrity — isystem components by validating the internal Functional [intersects With| and Co(ir}té})rfe‘tmg TDA-11 and Counterfeiting (PTC) 5
Pedigree icomposition and provenance of critical or mission- practices that include the means
lessential technologies, products, and services. to detect and prevent counterfeit
components.
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Acquisition tools, and procurement methods to protect against, Acquisition
SR-05 Strategies, Tools, |identify, and mitigate supply chain risks: [Assignment: | Functional |Intersects With| Strategies, Tools & | TPM-03.1 [contract tools and procurement 5
and Methods  |organization-defined acquisition strategies, contract Methods methods for the purchase of
tools, and procurement methods]. unique Technology Assets,
Applications and/or Service
Mechanisms exist to develop and
Acquisition Employ the following controls to ensure an adequate implement a spare parts strategy
Strategies, Tools, [supply of [Assignment: organization-defined critical ) to ensure that an adequate
SR-05(01) and Methods | isystem components]: [Assignment: organization- Functional Equal Adequate Supply | TPM-03.4 isupply of critical components is 1o
Adequate Supply |defined controls]. available to meet operational
needs.
Employ [Selection (one or more): organizational Mechanisms exist to monitor,
Supplier analys_is; !ndependgnt ;hird-pany analysis; regularly review and assess
Assessments and organlzatlon_al testing; independent third-party testing] ) Review of Third- External S_ervwce Frovwders_(ESPs)
SR-06(01) Revi " of the following supply chain elements, processes, and | Functional |Intersects With N TPM-08 [for compliance with established 5
eviews | Testing " b Party Services "
and Analysis lactors assoclatgd with t_he system, sys_tem compt_)nent, contr_actual rqulrements for
or system service: [Assignment: organization-defined isecurity, compliance and
|supply chain elements, processes, and actors]. resilience controls.
Mechanisms exist to develop a
plan for Supply Chain Risk
. ) ) Management (SCRM) associated
Employ the following Operations Security (OPSEC) o with the development,
Supply Chain icontrols to protect supply chain-related |nforma_t|on for . Supply Chain Risk acquisition, maintenance and
SR-07 Operations Security the system, .system_corpponen_t, or system service: Functional |Intersects With Management RSK-09 disposal of Technology Assets, 5
[Assignment: organization-defined Operations Security (SCRM) Plan /Applications and/or Services
(OPSEC) controls]. (TAAS), including documenting
iselected mitigating actions and
monitoring performance against
Employ the following Operations Security (OPSEC) -~ *
Supply Chain icontrols to protect supply chain-related informa'tion for ' ‘ ' ) !Vlechanisms ‘exist to faci\iFate the|
SR-07 Operations Security’ the system, system component, or system service: Functional [Intersects With|Operations Security| OPS-01 |implementation of operational 5
[Assignment: organization-defined Operations Security isecurity controls.
(OPSEC) controls],
Mechanisms exist to assess the
integrity of critical Technology
Assets, Applications and/or
Services (TAAS) to detect
T Resist ol tat tect for th L T levidence of tampering, where:
amper Resistance |Implement a tamper protection program for the N ogical Tampering 1) Logical ments
SR-09 and Detection  |system, system component, or system service. Functional [intersects With Protection AST-15 (ev)alugeectah:s‘:tees;ri; ofscritica\ 5
icomponents (e.g., configuration
settings); and
(2) Physical assessments
levaluate assets for evidence of
Lnautharized access and/ar
Mechanisms exist to assess the
integrity of critical Technology
Assets, Applications and/or
TamgeDr Rtesitstanlce Services (TAAS) to detect
and Detection Employ anti-tamper technologies, tools, and evidence of tampering, where:
SR-09(01) Multiple Stages of | g ies throughout the system development life Functional |Intersects With| -09ical Tampering | sqr 15 (1) Logical assessments 5
System cycle Protection levaluate the integrity of critical
Development Life : components (e.g., configuration
Cycle settings); and
(2) Physical assessments
levaluate assets for evidence of
Lnautharized access and/ar
Mechanisms exist to maintain
Inspect the following systems or system components awareness of component
[Selection (one or more): at random; at [Assignment: authenticity by developing and
Inspection of lorganization-defined frequency], upon [Assignment: " Product Tampgr}ng implementing Product Tampering
SR-10 Csoyrf\t;gse:trs lorganization-defined indications of need for Functional Intersects With| and Co(l:)r_\rtce)rfe\tmg TDA-11 and Counterfeiting (PTC) 5
inspection]] to detect tampering: [Assignment: practices that include the means
lorganization-defined systems or system components]. to detect and prevent counterfeit
Icomponents.
Inspect the following systems or system components Mechanisms exist to physically
Inspection of 0 defnedTreduency upon [Assigament. Technology Asset echnoloay ssscts to detect
- 3 : n echnology assets to detec
SR-10 Csoyrf\tpegse:trs organization-defined indications of need for Functional  Intersects With Inspections AST-15.1 evidenceggf tampering. 5
inspection]] to detect tampering: [Assignment:
lorganization-defined systems or system components].
a. Develop and implement anti-counterfeit policy and Mechanisms exist to maintain
procedures that include the means to detect and awareness of component
prevent counterfeit components from entering the Product Tampering _authenticit_y by developing and_
SR-11 Component system; andb. Report counterfeit system components Functional |Intersects With| and Counterfeiting | TDA-11 implementing Product Tampering 5
Authenticity to [Selection (one or more): source of counterfeit (PTC) and Counterfeiting (PTC)
icomponent; [Assignment: organization-defined practices that include the means
lexternal reporting organizations]; [Assignment: to detect and prevent counterfeit
lorganization-defined personnel or roles]]. lcomponents.
Mechanisms exist to maintain
awareness of component
Component . authenticity by developing and
SR-11(03) Authenticity | Anti- [Scan for counterfeit system components [Assignment: Functional |Intersects With :rno(;jgf):;?gf:‘{i‘:g TDA-11 implementing Product Tampering 5
counterfeit lorganization-defined frequency]. (PTC) and Counterfeiting (PTC)
Scanning practices that include the means

to detect and prevent counterfeit
icomponents.
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