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Strength
Relationship

[Mechanisms exist to establish, maintain and disseminate policies, standards evelop, document, and disseminate to
s sout speciy and nclu i agreements e, contracing nouage) acces ontrl ples or i land procedures necessary for secure, compliant and resilient capabilites. [Ass\gnmznk organization-defined personnel or
uppler, developers, system ntevatos, external system sevce providers, and cthe (CT/OT elted sevie Publishing Security, e
AC1 Policy and Procedures  |providers that have access control policies. These should include both physical and logical access to the Functional Intersects With | Compliance & st\llen(e GOv-02 5 w l5 lection (one or more): Organization-level;
i and e Informarion sysrem. Eoterbrcts should roqune tnel prr comractors o mpement i concol and Bocumentatior Pisson/business rocess-level;Systen-evel
[fow down this requirement to relevant subtier contractors. Jaccess contral poli
o) Adcresses kpose, sccpe, rols, esponsilites
eCTanS SIS 1o reven the SecUty, Complance & Reslence proora [ Develop, document. and disseminate to
[Enterprises should specify and include in agreements (e.., contracting language) access control policies for their {SCRP),nclucing polcies, standards an procedures, 4 intervals or if [(Assignment: organization-defined personnel or
SUpplers, cevelopers, syatem Intearators, Gxtemal system service providers, and other ICTIOT reiated service Periodic Review & Update sigifcont changes occur to ensure thei contining Sy, adequacy and foles) )
Ac1 Policy and Procedures  |providers that have access control policies. These should include both physical and logical access to the supply Functional Intersects With | of Security, Compliance & |~ GOv-03  [effectiveness. B [L. [Selection (one or more): Organization-level;
lchain and the information system. Enterprises should require their prime contractors to implement this control and Resilience Program [Mission/business process-level; System-level]
[fow down this requirement to relevant subtier contractors. [access control policy th
) Addresses purpose, scope, roles, responsibiities,
+ coordinat
Mechanisms exist to facitate the and access, la- Develop, document, and disseminate
Enterrises should specify and include i agreements (e, contracting language) access contrl policesfor heir [management controls. [[Assignment: organization-defined personnel or
ples devlopers,sytam iegrtors, extrmalsystm servce providors,and sner (CTIOT et service dentity & Access folest o el
Ac1 Policy and Procedures _|providers that nave access control polcies. These should include both physical and Igical access o the supp Functional Subset Of e A ico1 10 L Selection (one or more): Organizationievel
and the information system. Enterprises should require their prime contractors to implement this control and 9 [Misslanbusiness process-level; System-level]
Ilow down this requirement to relevant subtier contractors. [access control policy
lta) Adaresses purpose, scope, roles, responsibiliies,
mmitcient coordindtion amona
[co05e o Gefine 3 set of rales and assoclate a Tov e Mechanisms exist to revoke User aCcass ights In a imely manner, upon lo. Define and docum ‘types of accounts
e enoure hat accounts fo contiactr bersonel Go not Sxceet ihe peod o paiormence o he cortac ltermination of employment or contract. aliowed and specifcally prohiied fr use withinthe
Privieged accounts should ony b estabshed fo appropriatly vetted contractor ersomnl,Entrprses should et
eiso have processes nplace 1o staplish and manage temporary or emergency accounts for contractor personnel Termination of ‘assign account managers;
AC nt Management Functional Intersects With 1AC-07.
2 Account Management  |ynat require access to a mission-critical or mission-enabling system durmgamnkmu\ly or emergency unctional tersects Wit Employment 072 ® 2 Reaihe TAssanment. arganizaton defned
enarrote, cuing 5 pandamic ovent, ising Contractr Dessonael who are hck ale 5 work fue o lwess may need [prerequisites and criterial for group and role
o e Cornporariy Uackiied by new coreroctor st Entorores shoud requre ther pime contractors rship:
implement this control and flow down this requirement to relevant subtier contractors. Departments and agencies necit
[Ehoose t0 define 3 Set of roles 3nd 8s5ociate 3 Tevel of authorization to €nsire proper mplementation: Enterarises [Mechanisms exist to proactively govern aCcount management of Indiidual, lo- Define and document the types of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. laroup, system, service, application, guest and temporary accounts. liowed and specfcally prohiicd fr use witinthe
Privileged accounts should only be established for appropriately vetted contractor personnel. Enterprises should
g ccount Management _[2150 have processes in place to establish and manage temporary or emergency accounts for contractor personnel enctional ntersects Wi ccount Management . o eton sccoun managers:
AC2 Account Management  |inat require access to a mission-critical or mission-enabling system during a continuity or emergency event. For Functional Intersects With | - Account Management | IAC-13 ® e Require [Assignment: organization-defined
lexample, dring a pandemic event, existing contractor personnel who are not able to work due to iiness may need rerequiites and crerial fr group and role
lto be temporarily backilled by new contractor staff. Enterprises should require their prime contractors to frembecarip:
implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies
}'RHT—F_Y—d—'J'I_Y_Y_h_'—'_TP—'_E_g': 605e (0 Gefine a Set of rofes and associate a level of authoriZalion to ensure proper Implementation. Enterprises [Mechanisims exist to check the vallaity of information Tputs o~ Define and document the types of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. llowed and spcifclly proibred o use witin the
[Prvileged accounts should onty be establihed for appropriately vetted contractor persomnel. Enterprises should
; ccount Management _[21%0 Nave processesinplace to establish and manage temporary or emergency accountsfor contractor prsonnel unctional ntersects Wi oot Data Validation g B Ao account managers
Ac2 Account Management tht reguice accessto misson-rial of missionenabing system during a contnity or emergency event Functional Intersects With | Input Data Validati ToA1s ® lc- Require [Assignment: organization-defined
xample, during a pandemic event, existing contractor personnel who are no able to work due (o iness may need lprerequisites and criterial for group and role
o b vemporary bockHed by neW CoTMTaCto Sta. EnterPrScs ShOUI FSqLIe thelf P COMTactors o ship:
implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies f
[choose t0 define et of roles and associate 3 evel of AUThorzation o Ensure proper mplementation: Enterprises [Cryptographic mechanisms exist to Implement strong Cryptography and la-Define and document the types of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. security protocols to safeguard sensitiveregulated data during transmission lilowed and specifically prohibited for use within the
Pivleged accounts should ony be established for approprately vetted contractor personnel. Enterprises should. e lover open, public networks ;
. " also have processes in place to establis ‘anage temporary or emergency accounts for contractor p ncti n | Seeguardng owa over . lb, Assign account managers:
AC2 Account Management 62 /0. access to a misslon-criical or mission-€habling system during a contimuy or emergency event. For Functional Intersects With en Networks NET-12 ® . Require [Assignment: organization.-defined
lexample, during a pandemic event, existing contractor personnel who are not able to work due to iliness may need Jprerequisites and criterial for group and role
lto be temporarily backiilled by new contractor staff. Enterprises should requie their prime contractors to [membership;
mplement this control and flow down thi I to relevant sub-tier contractors. d agencies i
Wiechanisms exit to enforce Logical Access Conrol (LAC) permissions that [Enforce approved authorizations for logical access
[Ensure that the information systems and the supply chain have appropriate access enforcement mechanisms in lconform to the principle of “least privilege. ko information and system resources in accordance
place. This includes both physical and logical access enforcement mechanisms, which likely work in coordination for Jwith applicable access control policies.
s Evoamens PO Do ol st et omnene ek AR U O | rcionar | masects vy | Aces Enorcemen. | 20 :
i relevant sub-tier contractors, Departments and agencies should refer to Appendix F to implement
[this guidance in accordance with Executive Order 14028, Improving the Nation's Cybersecurty.
g Cryptography and [rforce spproved authorizaions fr logical access
[Ensure that the information systems and the supply chain have appropriate access enforcement mechanisms in setiriy prtecols to safequard sensivelregulted data curing transmission o information and system resources in accordance
place Tnis includos bathphysica an logiclaccess enforcement mechanisms, whichikely wark n coordination for satequarding bata lover open, public networks, otn appicapie accens contor pocie.
forcemen chain needs. Enterprises should ensure that a defined consequence framework is in place to address access nction nter ; afeguarding Data Over .
AC3 Access Enforcement | ontrol violations. Enterprises should require their prime contractors to implement this control and flow down this Functional Intersects With Open Networks NET-12 s
quirement to relevant sub-tier contractors, Departments and agencies should refer to Appendix F to implement
ltns guidance in accordance with Executive Order 14028, Improving the Nation's Cybersecurity.
Mechanisms exist to check the validity of Iformation Inputs. [Enforce approved authorizations for Togical access
Ensure tht the nformation systems and the supply chaln have approprate access nforcement mechanisms in o information and system resources in accordance
place. Tis includes bothphysica and logicalaccess enforcement mechaniss, whichikely wok n cordinatio for [with applicable access control policie
: ccess Enforcement |PUPPY chain nceds. Enterprises should ensare that a defined consequence framework s in pace to aadress access unctional ntersects Wi oot Data Validation .
AC3 Access Enf ool violations. Enerprises should require thelr prime contractors to implement this control and fow Functional Intersects With | - Input Data Validati ToA18 s
Irequirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F to implement
this guidance in accordance with Executive Order 14028, Improving the Nation's Cybersec
[or the operation of Information systems, nterpiTses Should ImpIement Secure femote access mechanisms and Mechanisms exist to Gefine, control and review organization-approved, secure [o-Estabiish and document usage restrctions,
allow remote access anly o vetied personnel Remote acces t an enterprises supply chan (inclding dsrouted remote access methods. lconfiguration/connection requirements, an
Software development environments) should . 3 guidance for each type of remote
. limited to the enterprise or contractor personnel and only f and as required to perform their tasks. Remote access ncti ; . laccess allowee:
Ac1? Remote Access  lroqui ga mploying multi-factor authentication, or limiting access to specified Functional Intersects With Remote Access NET4 ° Authorize each type of remote access to the
lousiness hours or from specified geographic locations - must be properly defined in agreements. Enterprises should Jsystem prior to allowing such connections.
require their prime contractors to implement this control and flow down this requirement to relevant sub-tier
lcontractors. Departments and agencies should refer to A
\n enterprice’s SUppIy chain may Include wireless infrastructure that SUPPOTES SUPPIY Cha ToGISTcS (€. radio- [Mechanisms exist to control autharized wireless Usage and moior for o Esablh confguraion requremet, onmection
lireauency identification evice [RFID] support, software call home features). Supply chain systems/components lunauthorized wireless access. lreauirements, and implementation guidance for
traverse the supply chain as they are moved from one location to another, whether within the enterprise’s own leacn type o wireless access: an
lenvironment or during deliver tem integrators of Supplirs.Ensuring that appropiate and secure access . ’ lo. Authorize each type of wireless access to the
Ac18 Wireless Access arisms ae n place Wi s uppy hain enables th proection o the nformation systems and Functional Intersects With | - Wireless Networking NET-15 ® Jeystem prior o allowing such connections.
lcompont el 2 10giStcs echnoogles and metadata sed during Shipping (e, Wt tracking sensors)
e Eerprice Should expictly dehne Approprote wicless access comtol mechanioms o the suppy chai
olicy and implement appropriate mechanisms.
AR Encerprise’s Supply chain may Tctude wireléee SUppIy Chaln TogTetics (€19, radio- echarloms St o roec e oty s oty o wciss lo- Estabiish configuration requirements, connection
[irequency identification evice [RFID] support, software call home features). Supply chain systems/components Inetworking technologies by implementing authentication and stron Fequirements, and implementation guidance for
Jtraverse the supply chain as they are moved rom one location to another, whether within the enterprise’s own Wireless Access lencryption leach type of vireless acc
i lenvironment or during delivery from system integrators or suppliers. Ensuring that appropriate and secure access ction e ; ous Acces lo- Authorize each type of wireless access to the
ac1s WIS ACCEES - echanims ar n piace Wil 1 Sy chn €nabie th Brolecon of (e nformaton atems and Functional | ntersects With Aupentiation & cRY-07 5 Rydtem pror o allowing Such conneciions.
mpanents, 25 wel as logistics tachmalogyes and metadata used uring SHPBINg (e.0- within tracking sensars)
[The enterprise should explicily define appruprmts Wieless access Control mechanisms for the supply chai in
olicy and implement appropriate mecha
(PR Use of mobile devices (.., Iaptone, tablets, &-readers, Tias become common i Mechanisms exist to enforce access control req o lo- Estabiish configuration requirements, connection
i suppy chin-Theyarc used ndirect support of an erverprac’ operstona, ot wah 35 racking, supply chain rote fowes t argonisatona) Techmolody hesees appicarons andlor lequirements, and implementation guidance for
logisis,Gataas informaion ystems,and components that traverse enterprise or systems integrator supply Services (TAS) Jorganization-controlied mobile devices, to include
ac1s Access Control for Mobile chains. Ensure that access conirl mechanisms are lealy defned and Implermented where relev Functions! Equal Access Control For Mobile | 0 " Jwhen such devices are outside of controlied areas;
Devices Imanaging enterprise supply chan cormponnts, An sxamble of Sucy an mplementation inludes access control Devices land
Imechanisms implemented for use with remote handheld units in RFID for tracking components that traverse the b Authorize the connection of moble devices to
supply chain. Access control mechanisms should also be implemented on any associated data and metadata tied to Jorganizational system:
lthe devices
[Mechanisims exIst to govern Now external parties, Including Technology ASsets, [o- T5efection (one or more): Estabiish [Assignment:
[Enterprises external information systems include those of suppliers, developers, system integrators, external
Ertrprses extenalnformation systemes include tose of suppliers developers,system ngators exterl | sl caton corsences (FAAS) a1 U o Sy e, ocss and organizatin-aefned tarme and condlionsh tenty
lwhere direct and continuous monitoring is possible, in the external supplier relationship, information may be shared| luse of External Technology| [ransmi st anization defin "
Ac20 Use ofExterna Systems_on an as needed basisand should be Functional Equal |Assets, Applications andjor|  DCH-13 10 be implemented on external systems]],
ricuated n an agreement. Access {0 the supply chain from such external informationsystems should b Services (TAAS) [consistent with the trust relationships established
onitores and e their o o ontrol and fow down Jwith other organizations owning. operating, and/or
et o relevant b er contooca, Imaintaining external systems, alowing authonized
il
Mechanisms exist to control publicly-accessible content. esinate ndividuals authorzed o make
[rformation pobicly aceess
\within the C-SCRM context, publicly accessible content may include Requests for Information, Requests for o Train authorized m;iw‘m‘s to ensure that
ac2z pubicly Accesie Conentroposal o nformation abot ey f systems and componens.Ths nformatonshaui b reviewed t enure | Functona! Equal lPublicly Accessible Content{  DCH-15 10 [publc y‘a«ess-b information does not contain
that only appropriate content is released for public consumption, whether alone or with other informatior [ronpublic g
e Revi posed content of nformationprior
fo; posting onto the publicy accessbl sy
that nonoublic i s ot nciutedt:
e et g e e GO Ty o ot b e Mechanisms exist to review the Security, Compliance & Resilience Program - Develop, document, and Gisseminate to
ivicats o farctons that tooeh or mpact i SUpBly chain. suth o6 i Inormation syster wner, e acqision Periodic Review & Update significant changes occur to ensure their continuing suitabilty, adequacy and les|
AT1 Policy and Procedures  [supply chain logistics, system engineering, program management, IT, quality, and incident respons Functional Intersects With | of Security, Compliance & |  GOv-03  [effectiveness. 5 |1 [selection (one ormove‘x. Organization-evel;
IC:SCRM training procedures should adress Resilience Program lsson/business process evel system-evel
la. Roles throughout the supply chain and systemelement lfe cycle to limit the opportunities and means avallable Jawareness and training policy
1t individuals performing these roles that could result n adverse consequences, [l2) Addresses Pﬂ;ﬁ:ff Scoe. 'fa‘?: responsibilies,
into the security training and awareness policy. C-SCRM training should target both the enterprise and its :‘E"‘E"‘S"‘S Srste facilitate the [p, Develop. document, and e el
lcontractors. The policy should ensure that supply chain cybersecurity role-based training is required for tho: levelopment and awareness controls. [issignment:organ zation sefed persomnel or
lindividuals or functions that touch or impact the supply chain, such as the information system owner, acquisition, Security, Compliance & [foles]
A1 Policy and Procedures _[supply chain logistics, system engineering,program managernent , qualty, and ncident resporse. Functional Subset Of Resillence-Minded SAT-01 10 1. [Selection (one or more): Organization-level;
(CEERM traiming procedures shouid addre Workfor IMission/business process-level: System-levell
o Roles throughou the Supply chain and system/element lfe cyce to i e opparuiies and mears avalabie fawareness and raining polcy that: o
' individuals performing these roles that could result i adverse consequencs @) Addresses purpose, scape, roles,responsiiiies,
into the securlty training and awareness policy. C-SCRM training should target both the enterprise and its Mechanisms exist to establlsh, mamtaln and Gisseminate policles, Standards la. Develop, document, and disseminate to
Korracos T ply S S hak gy Chalh bersecury e b i s et or rose land procedures necessary for secure, compliant and resilient capabilites. [ Asignment:organizationefined personnel or
s o fnkons i ouch o Mot e sy Cha, st o e rormaion e S csion. Publshing Securty, fole )
AT Policy and Procedures  [supply chain logistics, system engineering, program management, [t quehty, ‘and incident respons Functional Intersects With | Compliance & Resilience | GOV-02 5 [ [Selection (ane or more): Organization-level;
(C-SCRM training procedures should address Documentation [Mission/business process-level; System-level]
- Roles throughout the supply chain and cycle to imit and means available: [awareness and training policy that
5 s potor i these toes thek could resa in adveros onsaquances, 2 Adcresses purpose, scope. roles, responsibitie,
Mechanisms exist to ullze security awareness training on recognizing and [Provide literacy training on recognizing and
Ireporting potential indicators of insider threa. Ieporting potential indicators of insider threat
teracy Training and _|ENte7PriSes should provide literacy training on recognizing and reporting potential indicators of insider threat within
AT20) ot T 20, Sy Chan.chicses o QU e pme Comacor o et s conto and o doun s | Fnctona caual Insder Threat Awareness | THR.05 10
requirement to relevant sub-tier contractor:
[effectively._Personnel who are part of the acquisiion workorce require rainig on what C-SCRM requrements fechanisms exist to provide role-based security, compliance and resience- o Provid role based secuty and prvacy raring
llauses, and evaluation factors are necessary to include when conducting procurement and how to incorporate C- related tra o personnel with the following roles
ISCRM into each acquisition phase. Similar enhanced training requirements should be tailored for personnel Role-Based Securty (1) Before authorizing access to the system or performing assigned dutes; Fedparciiiss Tresignmant rgamsaton-defined
At Role-based Training _|"esPonsibl for conducting threat assessments. Responding to threats and identifed isks requires training in Functional Itersects With | Commionse & peshohce | saT3  [12) When required by system changes; and s Foles and responsibilties
lcounterintelligence awareness and reporting. Enterpri uld ensure that developers receive training on secure Caining 3) Annually thereafter. suthorzing access o the system.
levelopment practices as well as the use of vulnerability scanning tools. Enterprises should require their prime lnform forming essigned duties, and
lcontractors to implement this control and flow down this requirement to relevant sub-tier contractors. Departments [Ass\gnmem organiation- defined frequency]
land agencies should refer to Appendix F to implement this quidance in accordance with Executive Order 14028,
Mechanisms exist to document, retain and monitor indidual training A e
activiies, including: [privacy training activties, including security and
Security, Compliance & 1) Inital securty, compiiance and reilince awareness training; rivacy awareness rainingand specifc ol based
A4 Training Records [EVterPrises should maintain documentation for C-SCRW-specifc traning, especially with regard to key personnelin | ¢ oy Equal Sethnce ey a4 |(2) Recurring awareness training; and 10 jsecurity and privacy training a
lacquisitions and counterintelligence. Hoconds (3) Technology Assets, Applications andor Services (TAAS)-specific training. et mdcnt amng ocords i
[Assignmen; organizationdefined time period]
o e acCoumaTey BaTcy ol rocedures 18 eradis suaing o T sarply e iormation syetams am Mecharisis exist to review the Securiy, Compliance & ResiTience Prograr [o- Develop, document, and disseminate to
work. The audit and accountabiiy policy and pracedares should appropriately address tracking activities and SCRP) inclucing polces, tandards an procedures,a planned itervals o If [ ssignment:organizationdefined personnel or
their availability for other various supply chain activities, such as configuration management. Suppliers, developers, Periodic Review & Update significant changes occur to ensure their continuing suitability, adequacy and esl:
AU Policy and Procedures  [system integrators, external system service providers, and other ICT/OT-related service providers activities should Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 w lse‘em"" (one or more): Organization-level;
Inot be included in such a policy unless those functions are performed within the acquirer's supply chain information Resilience Program IMission/business process- evel System-evell vt
systems and network. Audit and accountabiliy policy procedures should appropriately address supplier audits as a fnd accountabilty polcy that: o
[way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s [l2) Addresses Purpase, scope, roles, resansibilities,
[audit and accountability policy and procedures t include auditing of the supply chain information systems and Mechanisms exist to estabiish, maintain and disseminate policies, standards la. Develop, document, and disseminate to
Inetwork. The audit and accountability policy and procedures should appropriately address tracking activities and land procedures necessary for secure, compliant and resillent capabiltes. [iAssignment: organization-defined personnel or
et Ly o Ginr varous gy Gl s, uch 3 Crfuraion management. suplars, Gveopers Publshing Securty, foles) )
AUl Policy and Procedures  [system integrators, external system service providers, and other ICT/OT-related service providers activities should | Functional Intersects With | Compliance & Resilience | GOV-02 s 1. [Selection (one or more): Organization-level;
ot b included in uch a policy uniess those. lun:tmns are performed within the acquirer's supply chain m!nrmatmn Documentation [Mission/business process-level; System-level] audit
ystems and netvork. Audt an appropriatel audits a Jand accountabiliy policy that:
Way to examine the Gualiy of & partcular Suppher and the Hsk they present to he enterprise and ne enterprise's lta) Addresses purpose, scope, roles, responsibiliies,
ot 1 accountabilty poly and procedures o ncude audting of e upply cha nforiation ystems ond [Mechanisms exist to facilitate the implementation of enterprise-wide [a. Develop, document, and disseminate to
Inetwork. The audit and accountabilty policy and procedures should appropriately address tracking activities and Imonitoring controls. [iAssignment: organization-defined personnel or
[their ava\lablh(y for other various supply chain acnvmes, such as configuration management. Suppliers, developers, ""e; g o evel;
AU-L Policy and Procedures. syslem integrators, external system service providers, and other ICT/OT-related service providers activities should Functional Subset Of Continuous Monitoring MON-01 10 |L. [Selection (one or ’““’G‘J 'Qﬂ”‘ﬁ’m"‘ o
ncluded nSuch a olcy less those functons are performed i the acaurers supply chain formation [Mission/business process level; System-level] audit
syslems and network. Audit and accountability policy procedures should appropriately address supplier audits as a [and accountability policy th
way to examine the auolty of a particular Supn\lzr i the isk they presen rerprse and e rterpes 5 resees purpoce. Scope. roles responsiilies,
mmitesent coordination am
< Talled STEemPES t0 aCCess SUpply Chain Information SyStems, or The movement o Mechanisms exist to review & engoing Basi and cscalie - deniify the types of events that the system 1=
Sourcecod. INormakon on 0t v EvoU e capturad by apProprate S meehaatis ang oe racsaple ncidents in accordance with establisned timeiines and procedur lcapabie of logging in support of the audit function
and veritabie.Information captured may include th type of ever, cateftime, lengih.and te frequency of [iAssignment: organization-defined event types that
g ot Logain loccurrence. Among other things, auditing may help detect misuse of the supply chair information systens or nction: e ; ity Event Monitorin [the system is capabie of logging
A2 EVentLogging lnctyork caused by insider threas. Logs are a key resource when identifying operational trends and long-term Functional Intersects With | Security Event Monitoring | - MON-01.8 ° Jo- Coordinate the event logging function with other
lproblems. As such, enterprises should incorporate reviewing logs at the contract renewal point for vendors to organizationa eniies requiing auditelated
(determine whether there is a systemic problem. Enterprises should require their prime contractors to impler Information to guide and inform the selection
this control and flow down this requiremen to relevant sub.tier contractors. Departments and agencies should refer| e tor
JCalwarelhar dware changes, a1ed tlemprs Lo aCcess Supply chain nformallon Systems, o he moverment o [Mechanisrms exist to utilize a Security Incident Event Manager (SIEM). or simlar| Jo-Identify the types of events that the system s
source code. Information on stich events should be captured by appropriate audit mechanisms and be traceable lautomated tool, to support the centralized collection of security-related event leapable of logging in support of the audit function:
land verifiable. Information captured may include the type of event, dateftime, length, and the frequency of logs. [(Assignment: organization-defined event types that
a2 Event Logaint loccurrence. Among other things, auditing may help detect misuse of the supply chair information systems or Functions! Intersects with | Centralized Collection of | o oo 5 fthe system is capabie of logging
9ging twork caused by insider threats. Logs are a key resource when identifying operational trends and long-term Security Event Jo- Coordinate the event logging function with other
problems, As such, enerpries should incorporate reviewing ogs at the contract renewalpoint o vendors to tities requiring audit-relate
determine whether thee s systemic problem. Enteprises should equire ther prime contractors o mplem fnformation to guide and inform the selection
Jthis control and flow down this requiremen t it sub-t saencies tou reter
Frne audit records of a supply chain event should be securely handled and maintained in a manner that conforms to [Mecharsis exist to cofigure Technology Assets, Appiications and/or Services Ersure that i ecorccontr
record retention requirements and preserves the integrity of the findings and the confidentialty of the record (TAAS) to produce event lags tha contain suffcent nformation to, at a Jestablishes the followi u
Iformaton a1 s Surces o aoproprae I crtai Mstance, sUc ecard iy be used n ot o el . - Winat type of wm
A3 Content of Audit Records |proceedings. Enterprises should require their Functional Equal Content of Event Logs | mon-03 [ Exaplsh whattype of event ocured 10 [b- When the event o
orime contracorsto implement tiscontrol and low down this requrement o elevant subter contractors, (2) When (date and time) the event occurred: € Whre the sven occred:
Departments and agenties should refer to Appendix F to implement this guidance in accordance with Executive (3) Where the event occurred; o Source of the event;
oy o, e e Mt Cyboreapenty () The source of the even: le- Outcome of the event; and
. lure) of the event: and dividial e
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Set Theory Relationship Mapping (STRM)

Audit Record Review,

-ument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance

[The enterprise should ensure that both supply chain and information security auditable events are appropriately.
fitered and correlated for analysi and reporting, For example fnew maintenance or a patch

STRM
Rationale

NIST SP 800-161 R1 - C-SCRM Baseline
SCF Control

STRI
Relationship

Centralized Collection of

Secure Controls Framework (SCF)
Control De: ion
[Mechanisms exist to u urity Incident Event Manager (SIEM), or similar]
sutomated ool to S ubport the camaoed collechon of security reted cent

strength
Relationship

version 2026.1 x000a_03/27/2026

Review and analyze system audit records
Assignment: organization-defined frequency] for

findications of [Assignment: organization-defined

Inapproprate or unusua! activity)and th potential

s ukabic event: whle an Malc Sanatre s an armaton secury MudRabl event Tne Comimaton of hess two | Functonal | Intesects Witn alized Col Mon.02 s
Analysis: and RePOTting fvents may provide information vatuable to e enterprise should adjust the level of audit record review Security Event Lags fmpact o the nappropiate of nusuel amt‘w
ased on the isk ch . active threat ntel, risk profile) on a specific vendor. Contracts should explicitly [o-Repert findings to [Assignment; organization
adcress how audi indings will be reported and adudicated. ned personnel or roles}; and .
[T enteroriseshouldensure hatboth suppy <hain and formation secury audtable events re pproprately e e Ul evien, anatyas and [eporting [, Review and ﬂ"ﬂ‘wetsyﬂ;m;"g‘: rec »
fitered and corrlated for analysis and reporting. For example, i new maintenance or a patc sed on evolving treat Information from rcement, i [Assignment: organization-defined frequency)for
recognied o ve an nvai digtal signature, the Toentication of the patch arival auaies Yooty chai ssaciatins o cper el sources of et ligence Inicatons o ASsgnmert.srganizationdéfnea
AU6 Audit Record Review, | ieapie event, while an invalid signature is an information security auditable mbination of mese two|  Functional Intersects With | Audit Level Adjustments | MON-02.6 B [inappropriate or unusual activity and the potential
Analysis, and Reporting. |G .1 Srovide information valuable fo CSCRM, The enterprie Should scust he evel of it record review |mpact of the Inappropriate or unusual actiity:
laddress how audit findings will be reported and adjudicated. P o
WEChanisis ex1t o provide an event 163 1éport Generation capabity to aid & Provide audt record generation capailty for the
Enterprisesshouid ensure that auit record genraton mechanisms are i lace 1 capture i refevart supply chain detecting and assessing anamalous activities Even: e e syeern s copaime o awiltng o6
aucitable events. Examples of uch e Version updates, fro oeined 020 on asignment:argaization:
cceptance tesing reoute,oGics doa-capiurng inventory. o fancporation mormation. Exterpiscs hould tersects Wi onitoring Reportin . ldefined system components
Au1z Audit Record Generation Irequire their prime contractors to implement this control and flow down this requirement to relevant sub-tier Functional Intersects With Mnitoring Reporting MON-06 N [p- Allow [Assignment: Drgamzamon -defined
antractors. Departments and agencies should refer o Appendix F to mplement this guidance in accordance with Jpersonnel or roles] o select the event types that
Executive Order 14028, Improving the Nation's Cybersecurty. fre to be logged by specific components of the
o anid
[Integrate the ﬂeve\opmen and f assessment and authorization poh:les and procedures for supply’ [Mechanisms exist to facilitate the implementation of security, compliance and [a. Develop, document, and disseminate to
ain Into the control assessmen and authorization policy and related C-SCRM resilience assessment and authorization controls EAssignment: organization-defined personnel or
Shacoymplementation ponts, porcice, ong Systenvievel las. o address cybersecurtyriss throughout he " Foles:
<upply chain, enterprises shouid deveiop W poicy (o, f requlred, integrate ito existing polie) o direct Information Assurance (14) ' 1. (Selection (one or more): Organization-level:
ot iy and Procedures | 8B, uEt T Cooo ssscssment and authon et The G SCRM policy ahould dehne ¢ SCAM roles and Functional Subset of Operations. 1001 10 issionibusiness process level; systemevell
responsinities within the enterprisefor cnducting control assessment and authorization, any dependencics lassessment, authorization, and monitaring policy
lamong those roles, and the interaction among the roles. Enterprise-wide security and privacy risks should be fhat
assessed on an onoing basis and include supbly chain isk assessment results LA al
(Integrate the development and implementation of assessment and authorization pohcnes and procedures for supply [Mechanisms exist to establish, maintain and disseminate policies, standards [a. Develog du(umant an d‘ssqmma to
i cymersecurty o the contol assessmentan sutorzatn polcy and rlatd - and procedures necessary for secure, compliant and resillnt capabites. EAssignment: organization-defined personnel or
[Strategy/implementation Plan(s), policies, and system-level pi e cybersecunityrsks throughout the Publishing Security, foles
a1 Polcy and Procedures _[242Bl cha. enterprises shouid develop a C:SCRM policy (o i required, tegratentc existing polmes‘) to direct Functional Intersects With | Compliance & Resionce | GOV-02 5 I (selecton (one or more): organization-evets
activities for control assessment and authorization. The C- olicy should define C-SCRM roles an e e [Mission/business process-level; System-levell
responsibilties within the enterprise for conducting control assessment and authorization, any dependencies fassessment, authorization, and monitoring policy
rmang those roles, an he interaction among the 10les. Enterprise-wide Security and prvacy rske should be frot:
oo o an ongoing base and include supply Chain ik aszesument reculs o] oo v ol
[Integrate the development and implementation of assessment and authorization policies and procedures for supply lechanisms exist to review the Security, Compliance & Resilience Prograr evelop, document, and dnssemmale
o cyberscurty o the contol ssessment an sutorzatn polcy and elates (SCRy, meiuiing polies, stendards and procadures, at panned merls o f [Ass‘gn...q... Srganization defned persomnel or
stateqympiementaton Pan). olcies andsielevel s Toadrss cyber securw‘y‘nsks voushoutne Fesodc peuen s upa: ignificant changes occur to ensure their continuing Sultabilty, adequacy and st
supply chain, enterprises should deveiop a C-SCRM palicy (or, If required, ntegrate Into existing polices) to direct nction: ntersects Wi 03 [efectiveness I Seiction toneor morey Organzatoneve:
AL Policy and Procedures |C'CCq activiies for control assessment and authorization. The C-SCRM policy shauld define C-SCRM roles and: Funeonal e o ence Pregram i) coves ® |iissionfbusiness process-level; Systern-levell
Iresponsibilities wi he enterprise for conducting control assessment ar ithorization, any dependencies. 9 [assessment, authorization, and mammrmq policy
e, and th nerocon smong i e, Entrprisewid sty and iy ks shouls be fhat:
assessed on an onaoing basis and include supply chain isk assessment results a) Addresses ournase. scone.roles resnansiniites |
nsure that the control assessment plan mmrpnrates relevant ‘controls and control The: [Mechanisms exist to regularly review Technology Assets, Applications and/or [a- Select the appropriate assessor or assessmenl
[control assessment should cover the assessment of both information systems and the supply (ham aﬂd ensure that [Services (TAAS) for adherence to the organization's security, compliar [team for the type of assessment to be cc
e Setaiovant baseine cetof onials a0 ConTolshhancem s s denites ot used (o Functional Review of andlor resiience polices and standards. I Deveton s coneolssscsament pon thar descibes
a2 Control Assessments._|PSSeSsment.Control assessments can incud inormation rom suppler audis,reviews, and supply chai Functional | intersects witn | sooncuonalReven of | 032 5 fhe scope of the assessment includin
iorrsation. Emerorices svoud Geveop a Sstedy o colecun, armagon. Fcvading » Satedy 5 Sngaging with curty Compliance 1 Controis and cotrl ennancements under
loroviders on sUpply chain risk assessments. Such collaboration helps enterprises leverage nformation from fassessmer
providers. reduce reundancy. dentiy potential courses o actonfor ik resparse, and reduce the burden on B Assessment procedures to b use to determine
roviders. CSCRU personnel should review the control assessment I
[ERsure that the control aS5essment pian Incorporates relevant C-SCRV Controls and Control e Wechanisms exist o perform ormation Assurance Program (P) acviles to b-Select e apronatessereor o amesamert
conrol assesment Ul couer he ssesement o both niormoton yatems and he upol chin ad ensure that evaluate the design, implementation and effectiveness of technical securty, feam for the type of assessment to be conducted:
o enterprise reevant bseline set of contrlsand cotr enancements re dentifed and sed lcompiiance and resilience controls. I Develop a Contol sssessment lan hat descrbes,
evsment. ot assesamarts con nlucs oy fram suppler S6ct: reviows and sy chain-elated et ’ ot verificat ' khe scope of the assessment including;
a2z ool Assessments e rrices shouid eveiop o irateay for colectng information, meivding > swateay o onghging with | Functonal Intersects With | - Technical Verification 1A0-06 ° 1 Contols and contral snhancements under
oroviders on supply chain risk assessments. Such collaboration helps enterprises leverage Information fassessm
roviders, reduce redundancy, identiy potenial courses of action for risk responses, and reduce the burden on Assessmen( procedures to be used to determine
roviders. CSCRM personnel thould review the control assessment.
JERCire that the Control 353€SSment i 17corporates rlevant C-SCRN Comeras 3nd ContrT T Fiechanfsms exit fo assess securiy. compliance and resiience e e Somoprits sesessor or ssesement
control assessment shouid cover the assessment of bath information systems and the Supply chain and ensure that ystam project development to determine the extent to which the contrals are Keam for the type of assessment to be conducted:
o enterprise relevant bselne st ofcontrlsand contol enancements are entfed ang sed orthe | Securky, Compilance & implemented correctly, aperating as intended and producing the desire evlop s conirlsssessmentplantht descries
assessment. Control assessments can include information from supplier audis, reviews, and su . L Coms 0 [oUicome with respect fo meeting the requirements. fhe scope o the assessment includin
A2 Control Assessments. [ SHC nterprices shouid develop  siatesy fo callecing informatin, mcluding a srateqy for engaging win | FUnctional | Intersects With | Resience n Project | - PRI-04 " o ® [ Contsand conrol ehnancaments under
lproviders on supply chain risk assessments. Such collaboration helps enterprises leverage information from g lassessment
providers, reduce redundancy, identiy potential courses of acton for risk responses, and reduce the burden an 5 Assesomant pocedures tobe used to determine
roviders. CSCRM personnel Should review the controlassessment attol
e That tha CoRTrol BEssament pian ncorporates relyant C S CRMT cur\lm\sand :untm\ The [Mechanisms exist to formally assess the security, compliance and resilience la. Select the appropriate assessor o assessment
ool sssesment snouldcover The assessment of both nformation systems and the supply chai and ensure that contrls in Technology Assets, Applications andor Services (TAAS) through feam for the type of assessment to be conducted:
Rerprise.relovant baseline setaf Conrdls and Control enhancements are dentified and used or e Information Assurance Program (IAP) activiies o determine the extent to Develop a cantrol assessment pan that describes
assessmant. Control asessments can include information from suppllr auclts, eviews, and Supply nction nter: " ment y lwhich the controls are implemented correctly, operating as intended and fthe scope of the assessment includin
CA2 Control Assessments iy tormation. Enlerpnses sheuld develop a strategy for mHectmq information, including a strategy hr enqagmg w\th Functional Intersects With Assessments 1ho-02 |producing the desired outcome with respect to meeting expected s [1. Controls and control enhancements under
oroviders on sUpply chain isk assessments. Such collaboration helps enterprises leverage nfor requirems fassessment;
rovders. regute tedunancy. Canthy poteris Coutses o acon for Fak rspences ant edoce the Brgen on o Aesesement procedurestobe sed 0 determine
roviders. CSCRM personnel should review the control assessment, -
[Ensure that the control assessment plan Incorporates relevant C-SCRM controls and control The: [Mechanisms exist to regular\y rewew processes and documented protedures [a- Sele:t the appmpnate assessor or assessment
control assessment shoid cover the assessment of both information systems and the supply chain and ensure that o ensure conformity wi ation's secaty, compiiance an [cam for the type of assessment to be conducted;
n enterprise-relevant baseline set of contrals and control enhancements are identihed and Used for the eciiance potice, Standards and oir appicabls recuvements Develop a control assgsmm plan it desces
a2 Control Assessments _[pSSessment. Cantrol assessments can include information rom supplier audits, reviews, and supply choin-related | Lo || security, Compliance & | oy o3 5 [hescopeot the acsecament inclidin
information. Enterprises should develop a strategy for collecting information, ncluding a srategy for engaging with Resillnce Assessments 1 Contror nd conrl annancements under
providerson supoly chin sk assesaments Such collaboratan helps enerpises lverage narmation fom lassessment
7 reduce redundany, dentiy potentil coursesof stonfor i respanses, and rdce the burden on 3 Assessmem procedures to be used to determine
roviders w the control azsessme:
T GeveTopers, Sstom I RETators: xternal SyStom Service ploviders, ETer CT/OT-Telted Sevice oV ana Mechansms exit to authorize connections from systems to other systems pprove and manage the exchange of
| insame cass - Supplers, roper Senicelevlsoementsshoud b nplace to cnure complance 05 i Iterconnecton Securly Agreements 153) or simlar methods,tet Irformation between the system and other systems
Information exchange x eer Systems in . ocument for cach tercomnecion lusing [Selection (one or more): nterconnection
et Secuiy o prvacy domalns wih ieranesecurty o v sy polces nroducesth ik x nctio o | interconnection security e ma,m becurity aareements; information exchange security
A3 Information Exchange |2 dEC e one o more domain security or privacy policies. Examy uch interconnections can include: Functional Intersects With Agreements (ISAs) NET-05 112} Secunty, complia nce and resilience requirements; and; s lagreements; memoranda of understanding or
A Sharo developmen and aperakonaremuonman: busween the ey s¢ ad System megtator (3) The natire of the information cammon cated lagreemen: service level agreements; user
- Product updatefpatch managemen connection to an off the-shelf supplier lagreements; nondisclosure agreements;
c_Datg reauest and retrieval transactions in 8 processing system that resides on an external service provider
I DS At bt e AN T et A3 Tould mege fecharisms exst o govern identifed deficiencies (€9 Plan of Action and - Develop a plan of acton and milestones or the
e for M om Includes ot formatio sysems an the supply chln The CSCRM POALM shouid nclus R Fisen i e e encoaian
Irecommendation for completion before or after system authorization, the resources required to accomplish the apabilities Deficienc [minimum: o e o correct weakesses o
cas Plan of Action and Jtasks, milestones established to meet the tasks, and the scheduled completion dates for the milestones and tasks. Functional ntersects witn | C2Pobltes Defielency | a0 (1) Deficiency tracking number; s - 5 (deficiencies noted during th ﬁﬁ:ﬁfﬁ"‘“' of the
e enterpris shoudnclude rlevont weakneses, e mpactof wesknesses on rfomaion systems o the supy 9 (2) Applicable security, compliance andjor resilience control fontrol
[chain, any remediation to address weaknesses, and any continuous monitoring activities in its C-SCRM POA&M. (3) Description of the deficiency(ies): [vulnerabilities in the syster
3) Risk associated wit the defciency(ies) axstng pan of sckon' ond miestones
C1SCHi POAGM should be Included s partofthe authorization @ . Updiate ex| o milest
Mechansms exit to ensure Technology Assets, Applcations andjor Services o RShign  Semor Sfci) 4 the asthorsing Sl |
|Authorizing oficials should include C-SCRM in authorization decisions. To accomplishthis, supply chain risks and (TARS) are oficially authorized prior o *go ive® in @ production environment. For the syst
compensating contrafs documented n C.SCRM Plans or system security plans and the C-5CRM POAGM should be g a senior offcia as the authorizing offcial
Included n e atnorzaton pacage 2 par of e decisonmak <5 Risks shold be determined and " ization y for common controls avallabie for nheritance by
CA6 Authorization |associated compensating controls selected based on the output of criticality, threat, and vulnerability analyses. Functional Equal Security Authorizatio 1ho-07 10 organizational systems;
[Authorizing um(mws may use the qudance I Section 2 of this document a5 well a5 NSTIR 8175 0 gLide the . Ensure that the authorizing oficia fr the system,
assessment pro loefore commencing operations.
2 the e of cormon cantrals nherited b
/5 e GAIETFSE's STy To ESERBIEH ThE provenance o CompBnents ellding Faeking and TFaelg e Traugh echaisms Gt o TacTate he mplementation o onfuration 2~ Develop, document. and disseminate to
Jthe SDLC and the supply chain. A properl defined and implemented configuration management capabilty provides management control [Assignment: organization-defined personnel or
eater assurance throughout the SDLC and the supply chein that companents are authentic and have no foles):
. solicy and procedures _|1apPTOpriately mdifed. When defining o configuration management policy and procedures, enterprises should Functional Subect Of figurat P 10 [l [Selection (one or more): Organization-fevel:
24 ddress the full SDLC, including procedures for introducing and removing components to and from the enterprise’s Program [Mission/business process-level; System-level]
informatin system boundary. A configuration management plicy shoud incorporate confgurationfems, lconfiguration management policy that
retention for configuration items and corresponding metadata, and tracking of the configuration it @) Addresses purpose, scope, foles, responsibilties,
an s metaciata, The enterprise should cooranate with supplers. developers, ystem nte patos, xtemal sstem
 the enterprise’s abilly t establsh Uhe provenance of campanents. Inlodig tracking and raciig ther Ui Wechansms exit o review the Securly CompTance & ResiTence rogram - Develop, document. and disseminate to
SDLC an the Supply chin, X propery efined and implementea confguraton mara me..: :avab\htygrcwdﬂ (SCRP). ncluding policies, standards and procedures, at planned intervals or f fAssignment: organization-defined personnel or
" assurance throughout e SDLC and the supply chain that components are authentic and periodic Review & Updote significant changes occur to ensure their continuing sutabilty, adequacy and Folesl:
Inappropriately modified. When defining a configuration management policy and procedres, enterprises should tersects Wi e b o3 [efectiveness 1. (Selection (ane or more): Organization-level:
et Policy and Procedures - |agress the full SOLC, including procedures for ntroducing and removing comporints fo.and from the enterprise's | FUnctional | ntersects With | o Securty. Compllance & | GOV-03 ® ission/ousiness process-level; System-levell
linformation system boundary. A configuration managemenl policy snou\d incorporate configuration items, data [configuration management policy that:
retenion o confgurton tems and coresponding metadata,and acking of the coniguraton e ) Adresses purpose,scope, roles, responsiiiies,
o5 metadata, The entrbse Should coomnate with SupDlcr. dovelopers, Sstem hiearator. atermalsyser
[to the en(er;mse s amh(y to establish the provenance of components, mdumng tracking and tracing them through [Mechanisms exist to establish, maintain and disseminate policies, standards fa. Develop, documem and mssemmare to
e SOLC o the supply choin, A rapery defned and Implemented confguraton management capabity proviges and procedures necessary fo secure, compliant and resillnt capabiltes. EAssignment: organization-defined personnel or
rester asaurance roughou he SDLC andthe supply cha tht componen e authentc and hav notbee Foles:
- ollcy and Procedures 0D SBLC. including procedres for irococing and removing Compotents 0.and rom e emerprise’s | Funct i pliance & Resii Mision/business process-evel; System-level]
Information system boundary. A configuration management policy should ncorporate configuration tems, data
retenion o confgurton fems and coresponding mtadta,and acking of the coniguration tem &) Addresses purpose,scope e, esponsivies
and its metadata. The enterprise should coordinate with suppliers, developers, system inteqrators, external system na
7 the Baseline is o provide 3 STarting point or tracking mangestocompenents, ode andlo stings ottt | iechanfsms exit to review and Update baseline confouratians v, docament. and maintai under
lhe SDLC. Regular réviews and Updates of baseline are crical (1) A Teast annually: Eonnguraton contror, s curent baseine
provenance. The baseline confguration must take into consderation the enerprisesaperational enviranment | 2) When reaired due to so; or fcontauration ot sstem
M2 Baseline Configuration ggrymf;b;::;:rvlvn‘l/eﬂflvgf;‘fe::Dw‘rmsly:;e;!gl::‘anftalg‘fse‘:;e:;aa‘ oyl SYNSV' e clprr\ﬂe::nrk:"\‘l’ ML\SYSCII"?‘TMEWEKN Functional Intersects With Reviews & Updates CFG-02.1 |(3) As part of system component installations and upgrades. 5 e S e and update the. baselme configuration of
fr example, Uses the exising organization’ infrastructure, appropriate measures should be ta 1 {Assignment: organization-defined frequency;
abhin a 5a5eing tht elocs n approprate st of 3rced po cTtera. o acéess and aperasn [2 When required due to (Assignment: organization-
Enterprises should require thei prime contractors o Implement this control and flow down tis requirement to fned nd
nw"——“—a—"—v——%ﬁ—“;e BeSiThet  BiGe o aring pant o G hane o o ponis o Sor ekt drosgrone Fecharons &35 devep docuert s o s b f-Detelap document and matai urder
Jthe SDLC. Reguiar reviews and updates of baseline (i ona 1 ervices (TAAS) that Fonfaurtion control. o curene baseine
provenance. The baselne configuration must ake Into cansideration the errerprises apeational envranment a S ore Comestons with oSty accepred syetam hardening standords Confiuration o the system:
oy relevant supple, developer. system itegrator, extermalsystem service provder. and othr ICTIOT-reated. tersects Wi ccure Baseline y - Review and update the baseline configuraton of
-2 Baseline Configuration |ceryice provider involvement with the organization’s information systems and networks. If the system integrator, Functional Intersects With Configurations. cre-0z s [the system:
for example, uses the exiting organization's nfrastructure, appropriate measures should be taken to [ (Assignment: organization-defined frequencyl:
lestabiish a baseline that reflects an appropriate set of agreeck-upon criteria for access and operation. 2 When required due to [Assignment: organization-
Enterprises should requre their prime Contractor to implement tis conrdl and flo down tis requirement to et o
enterprises should take changes to the information system and underlying or interoperable systems and netwarks T et o aTalVze ploposed changes fo potential secuty mpacts, [inalyze changes o the system to determine
lunder consideration to determine whether the impac of these changes affects existing securty controls and prior o the implementation o the [potential security and privacy impacts prier to
warrants additional or different protection to maintain an acceptable level of cybersecurity risk throughout the Securlty Impact Analysis [change implementation.
cma mpact Anclyses |tpply chai. Ensire that stakefolders, such a3 system eineers and sytem securty engineers,are ncuded i Functional Equal ty Impact Analys's | ciiG.03 10
the impact analysis activities to provide their perspectives for C-SCRM. NIST SP 800-53, Rev. 5 control enhancement| 9
CH1.3 (11 3 mechanism that can b s 1 proteck he nformaton system from winranities that may b
introduced through the test environment
WMechanisms exit to defne, document, approve and enforce access (e, dociment.approve a0 enforce v
resrictions associated with changes to Technology Assets, Applications andfor Jand logical access restrictions associated with
rtrprises shoud ensure tha requirements regading physicaland logcal accessrestricions or changes o the Services (TAAS) [changes to the system
Access Restrictions for information systems and networks are dened and included i the enterprise's mplementation of verning Access y
s Change [restrictions. Examples include access restriction for changes to centraHy managed pmcesses for. saﬂware Functional Intersects With Restnctlen for Change END-03.2 s
component updates and the deployment of updates or patches
[iechanfsms exit fo enforce configuration restrictions in an o fo restict [befine. document. approve, and enforce physical
the abilty of users to conduct unauthorized changes. o logical access restictions asociated win
enterprises should ensure that requirements regarding physical and logical access restrictions for changes to the [changes to the syst
Access Restrictions for information systems and networks are defined and included in the enterprise's implementation of access , Access Restriction For y
M5 Chan Irestrictions. Examples include access restriction for changes to centrally managed processes for software Functional Intersects With ct cHe-04 5
Icomponent updates and the deployment of updates or patches.
P A W AT OSSO S O echartems €0t o develon, docurment and mamtam secre bselne o ESEbIeh and documentconuraton et o
Restingnformation may b shared with varous aries ht hve acces o, re cornected t, orengage n Technology Assels, Services (TAAS) tha lcomponents employed within the syster
e Consstant wih sty accepted syatem ardaning standarcs Fhec e mosk rostve o canserens wth
Cresian of e enerpris’s ormotonsystems ad newerks on @ necatorknow bl Cranges oul' helested Secure Baseline flect the most restrictive mode con
e Confguration Settings |and approved before hey are implemented. Confguration setings should be monitored and audied i Functional | Inersects With Secure Baseline cro02 5 [eperational requirements using [Ass
SeSihated enerbsa persanml whon 5 Change nas oLCLed. ENeTBISEs ol feqars ot prime comractors to manzation-d
impiament this control and flow down thi requirement to relevant sub-ter contractars. Departments and agencies onfigurationsl; | on seti
should refer to Appendix F to implement this guidance i accordance with Executive Order 1026, Improving the mplement the configuraton settings:
etk and Treughout e DL Tieiods o Sversght e perodt veriaton, b, and reven. echares €t o docUment. a5 1K o7 Sppove o e Gevatons T b Esabl and document confaraton st o
Resuting nformation may b shared wih varous paries that hve acces o, re cornected t, or engage stondardized configurations. [components employed within E;g;;;“m o
s s [ e ol S s B G s | e | sestcotonn | o, s Poesonireauremens v o
eeighetad antarorce porarmel W . ChaTe hos GECLT s, EnLerpies Shoul Fequre theh e Conrectors t eviations forganization-defined common secure
implement this control and flow down this requirement to relevant sub-ter contractars. Departments and agencies Confgurationsl | guration settings:
[should refer to Appendix F to implement this gmdance in accordance with Executive Order 14028, Improving the Implem Igurati ing:
YRCUloNaITy e dUEes The aACK SUAce. ERTErprses SRouT el HETS T AW The ey To echariems € o confgue sytens o provids oy eesental copabtes & Conigure the system o provide only
speciy and implement et Gnctonaty EoverpRes Shouks euee oo Fanconalty n Sk Ilarmaton sysrems specifcally prohibiting or restriting the use of port, protocols, andior [Assignment: organization-defined mission essential
and networks and throughol NIST 57 800-53, Rev. 5 control enhancemen mechanism can services lcapabilties] and
used to be in tmau(eu by the et . cast Functionai y rohibit of restrict the use of the following
M7 Least Functionality ardwi should require their prime “7""3“05 Functional Equal Least Functionality CFG-03 10 lun:tmns, ports, prutu:uls, Software, andfor
o mplemant s Conro and Tow dowh this requrement o reevant suber contaciors: beparamants an lervices: {Assignment: organization-defined
egencies Shoud reer to Appen o mplement s uidance n ccordance with Executive Order 14026, profied or 1esm<led | unctions, ystem pors,
meroving the ¥
A e T o echaisms v o erers vertors o Teeh ooy Asses, AppTeatons. o Develep oo ducument an Inventory of systerm
buorked components e P e Services andor Data (TARSD) th lcomponent
Inventory specications may include the manufacturer, device type, model, seial number, and physcal focatio e o D A ASD in ComBonerts et s the system
System Component |E"terprises should require their prime contractors to implement this control and flow down this requirement to (2) Identifies authorized software products, mc\umng business justification [2. Includes all components within the system
cms n Cormpo relevant sublier contractors. Enterprises should specify the reauirements and how Information flow s enforced to | Functional |  Inersects With Asset Inventories asroy @) der products, i 5 cludes i companents wihin the s
ensure thatonly the requied nformation ~and no more - is communicated to the varlous partcipants n the supply (31 at the level of granlrity deemed necessary for tracking and reporting Components or components acsigned o any other
[foration. Excerrises Shoud conside prodcing SROMS [0 apolicabls e, spproprats lasses of sormre, (4 ncludes organization-defined information deemed necessary to achieve e evel of ranularit
- e " echarams st o st o ratr o suFortatve souce and - Develop an documentan Fwertory o System
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Restrictions
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IDepartments and agencies shauld refer to Appendix F to implement this guidance in accordance with Executive.
(Order 14028, Improving the Nation's Cybersecurity.

Restrictions

[ocumentation protected by quanty lcenses o
contrl copying and distrbution; and

le. Control and dacum: use of peer-to-peer file
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st rontoinn oo
[Mechanisms exist to update contingency plans due to changes affecting: [a- Develop a contingency plan for the syslem lhal
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