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Mechanisms exist o establish, maintain and disseminate polices, standards evelop, document, and disseminate to
Enterpises s sety an e i et e . contracinganage) accss conl plis o e and procedures necessary fo secure, complant and resilient capabilties (Awgmm arganization-defined personnel or
ippliers, developers, system integrators, external system service providers, and other ICT/OT-related serw(e Publishing Security, esl:
ac1 Policy and Procedures pmwa . that have access contrl polcies, These should include both physical and ogical aceess to the Functonsl | ntrsecs Wit | complisnce & Resience | Govoz s [CiSsiecton oneor marer: orgaizaion-evet:
I the nformation sysrers. Enterorises chowld roqUne tnelr e Contactors o mplement i contieland Documentatio [ission/business process level; System-evell
[ow cown ths reautement 1 reevant cunter conttacios [access control polic
(o) Acresses Purbose, scope, ols,responsibiltes,
il St o reven e Secrty, Conplce € Resferce oo . Develop, document. and disseminate to
Entarpriscs should specity and nclude In agreements {a.5., contracting anguage) accass control palicles for thelr ISCRy) ncluing polcies. tandards and procedures, o planned nenals o [resanment:organizsion-efined persommelor
et developere: system Inteorators, exiermal system Sevice provIGers, and other ICTIOT relned service Periodic Review & Update ignificant changes occur o ensure theirconinuing suitabiity, adequacy and folest )
ac1 Poliey and Procedures  [providers thal have access control policies, These should include both physical and logical access to the supply Functional | Intersects With | of Securiy, Complance & |  GOV-03 [<ffectiveness. 5 L [Selection one or more): Organization-evel;
[Mission/business process-level; System-level]
chain and the information system. Enterprises should require thel prme contractors t implement this control and Resilience Program
[ow cown ths requirement o relovant subtir contractors. Jaccess control policy th
) Addresses purpose. scope, rles, responsiiltes,
+ Cooudinat
Wiechanfsms exit to Facitate the and access . Deveiop, document, and sseminat
Eterrises shousspciyand include n ogreements (.. conrocting languoge) accessconrol plicies for el management control. [Assignment: organization-defined personnel or
ples devlopers,sytam iegrtors, extrmalsystm servce providors,and sner (CTIOT et service dentity & Access folest o el
Ac1 Policy and Procedures providers that ave accesscontrolpoliies, Theseshould include Dot physical and logical access to the suppr Functional Subset Of e A ico1 10 L (Seiection (one or more): Organizaton-evel;
e the ormation yarem. EntTErsch Shouls redne thelr prTee comacios 5 B ement ths contl and o pisson/business process levl;Systen-evel
ow oo s reqarerment o3 rrvans Bes contracirs. Jpccess control po
) Adaresses purpose, scope, roes, responsibilties,
minitvient Coordination amona
[6ho058 T Geine 3 Set of Foles and assoclare & Tevel arEre rrerpres Wiechaniam exit 1o evoke User access Fights i a fimely manner, upon . Define and document i types of accounts
e enoure hat accounts fo contiactr bersonel Go not Sxceet ihe peod o paiormence o he cortac ermination of employment or contract blowed ond speifcly pronbiedfor use witin the
Prvteged accounts ol any be exablaned orspproriatly veted contractr personnel Enerprises snould st
s e proceses n place Lo establan and manage temporary o emergency account o conractr personnel Termination of ssion account managers;
Ac nt Management Functional | Intersects With 07
2 Account Management o+ require access to a mission-critical or mission-enabling system durmgamnkmu\ly or emergency unctional tersects Wit Employment. 07.2 s b Require [Assignment: organization-defined
ol duing  panSi Gverts xiSing ConTatto Dessomel who are not bl (o nork o o iness ey need forereauisites and erterial for group and role
o e Femporary UackiTed by new coritacior o Enterprscs Shoutd requre thellprime conractors o rship;
mplement this control and flow own this reauirement to relevant sub-ter contractors. Departments and agencies Snecis
Jehobse to defir  Set o rles nd associate 3 evel of aulharizaton to ehiire praper implementation. ENerprises iechanfsms ex7t o proactively Govern account management of Tndidual la-Define and document The Types of accounts
Imust ensure that accounts fo contractor personnel do not exceed the period of performance of the contract. oroup. system, service, application. guest and temporary accounts. blowed ondSpeifcly pronbied for s witin the
Privileged accounts shouid only be estabilshed for appropriately vetted contractor personnel. Enterprises should
’ ccount Management _[2150 Nave processes i place to estabilsh and manage temporary or emergency accounts for contractor personnel tersects Wi ccount Management y o Aetion sccount managers:
ACz Account Management |2+ require access to a mission-critical or mission-enabling system during a continuity or emergency event. For Functional Intersects With Account Management lAc1s s lc. Require [Assignment: organization-defined
lexample, during a pandemic event, existing contractor personnel who are not able to work due to iness may need rereduistes and coterial fo oroup and roe
o be termporaril backfied by new contractor staff, Enterprises should require thir prime contractors to frembecarip:
mplement this control and flow down this requirement to relevant sub-ter contractors. Departments and agencies
}'RHT—F_Y—d—'J‘l_W_T'—'_TP—'_E_g': Gose to define 5 Set of roes 810 assoclate 3 Tevel of aUthorizaton {6 eniLre proper implementation: ENterprises echaniams exit to check the valiaty of miormation Tuts la-Define and document The fypes of accounts
Imust ensure that accounts fo contractor personnel do not exceed the period of performance of the contract. biowes and speiiclypronbicdforuse wiin the
Prvicged accounts shoui orly be stablicned for appropristly vetted conractor personnel. Enterprises shoud
: ceount Management |50 Nave rocesses n place o establsh and manage temporary or amergency acaints for contractr prsonre tersects Wi ot ata Valdation g o Aetign account managers
Ac2 Account Management tha reqre accessto @ missio-crical or mision-enabiing system curing  continuty o emergency evert. Functional IESTSECES With Input Data Validati ToAl8 s lc. Require [Assignment: organization-defined
Xampie, 0Ung a pandamic even, exstng Cotractar personnel who are no abi 1o work due fo iness may need forereauistes and criteial for group and role
o e Sernporanty backfled by hew comracior staft. Enterprises ShouklTequle hel”pime. comtractors to <hip:
mplement this control and flow own this reauirement to elevant aub.ter contractors. Departments and agencies f
Jehoose to defin a set of rles and assaciate a evel of author zatan to ensure proper mplementation. Enerprises Crypiographic mechanisms exit fo Implement strang cryptography and fa-Deiine and document the types of accounts
Imust ensure that accounts fo contractor personnel do not exceed the period of performance of the contract. security protocols to safeguard sensitivelregulated data during transmission lelowed and specifically pronibited for Use within the
Privieged accounts snoud nly be establshed for appropratly veted conractor personnel. Enteorises Sould over open, publc networks, :
§ also have processes in place to estabish and manage tomporary or EMerGeNcy accounts for contractor p safequrdng D3 Over gy b, Assign account managers
AC2 Account Management 520 100 e o o mission et o miston. enabling aystem during a condimulty or emergency event. For Functional Intersects With en Networks NET-12 s lc. Require [Assignment: organization-defined
lexampie, during a pandemic event, existing contractor personnal who are not abie fo work due to iness may need forerequisites and criteria] for group and fole
o be termporaril backfiled by new contractor taff. Enterprises should reure their prime contractors to Imembership:
mplement this control and flow down th 1o relevant subtier contractors. d agencies i
Wechanisms exit o enforce Logical Access Contral (LAC) permissions hat [Enforce approved authorizations for ogical access
Ensure that the nformation systems and the supply chain have appropriate access enforcement mechanisms in conform to the principle of “leas privilege. ko information and system resources in accordance
place. This ncludes both physical and logcal access enforcement mechanisms, which ikely work n coornation for Jith appiicable access contro polcis.
s nccess Enforcement |5UBPlY chain needs. Enterprises should ensure that a defined consequence framenork is i place to address aceess | po o | s
control vialations, Enterprises shouid require thei prime contractors o implement thi contro and flow down this
i elevant sub-tier contractors, Departments and agencies shold refer to Appendix F o impiement
Jthis guidance in accordance with Executive Order 14026, Improving the Nation's Cybersecury.
g Crypiograghy and [Erorce spproved suhotzatons or Togcalscces
nsure that the informatian systems and the supply chain have appropriate access enforcement machanisms in ctiniy protocas o afeguard sensiveireguited aaa Surng ramsmision ko information and system resources in accordance
place i incudes b i and el scessaiorcement mochanims, which el wak I conroatn o Jover open, public networks. i appcaple sccess contre pocis.
forcemen chain needs, Enterprises sholld ensure that » defined consequence framework is i place to address access ction ntersects with | Saeguarding Data Over
AC3 Access Enforcement mnlm\ violations. Enlerpnses should require their prime contractors to implement this mnlml and flow down this. Functional Intersects With Open Networks. NET-12 s
quirement to relevant subtier contractors, Departments and agencies shold refer to Appendix F to mpiement
e guidance in accordance with Executive Order 14026, mproving the Nation's Cybersecurty.
Wechaniams ext to check te vallaty of miormation Tputs [Enforce approved aulhorzations forlogcal access
Ensure tha he information ystemsand the supply chin hve appropriste accessenfrcement mectanams in ko information and system resources in accordance
ploce i nludes bt ool an oicl occes enfrcement mechaniams. wnch iy ok cooeination o lith appicable access control policie:
: ccess Enforcement [AUPPY chain necs, Eterprises should énsure hat a deHined consequence ramewdrk s n place 0 80Gress 3CCess | purctonal ntersects wi ot Data Validation g
AC3 A Enfe " |control violations. Enlelpnses should require their prime contractors to implement this control and flow down this Functional It ts With Input Data Validati TDA18 s
requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F to implement
iz guidance in accordance with Executive Order 14028, Improving the Nation's Cybersec
r ol ior +Controlling the
Supply chaln information may traverse a arge supply chain o a broad set of stakeholders, incuding the enterprise Wechaniams exist o implement and Govern Access Control Ists (ACLS) (o [Enforce approved autharizations for contrallng 0
and s various federal stakeholders, suppliers, evelopers, syste itegrators, external system service providers, provide data flow enforcement that explicly restict network traffic o only [low of information within the system an
nformation Flow | other ICT/OT-related service providers. Specifying the requirements and how inormation flow is enforced Data Flow Enforcement - what s authorize fconnected systems based on [Assignmen;
aAca formation Flow [should ensure that only the required information is communicated to various participants in the supply chain. Functional Equal et y|  NET-04 10 [oganization-defined information flow control
[Enterprises should require their prime contractors to implement this control ar jown this requirement to [policies).
X sub.ter contractors. Departments and agencies should refer to Appendix F to mplement this guidance in
accordance with Executive rder 14028, Improving the Nation's Cybersecurty.
TerDrise SPoUId ensure ThAT ah 3pRFORFATe Separation of GUTIes s GStabIEd for decisions ThAt Fequire The Wiechanisms exit to check the valtaty o iformation Tputs o Taeriify and document [Assionment: organzaton
Rcauson ofboth infoation sysiem and supply <t cmponents. Th sepralin of e el o enre tht lefined duties of indviduals requiring separationl:
sdequateprotectionsae  lac fr cemponent enteing th enerpris's sy chain, such a5 Geny ln
s Separation of uties[1EVEOprs theprivege o promate code tat thy N Functional | itersects with | input Data velidotion | ToA-18 s lbetesytem acces autorzaions o supert
plcment s comrol A how Gown U durement o v sob e comtactors. baserimants and agencies
should refer to Appendx  to implement this guidance in accordance with Executive Order 1028, Improving the
Naton's Cbersecurt
[The enterpise should €nS0re T s SppropAte SepaFatlan of AUFeS s extabId Tor GeEiions That FequirE The chanisms et o enforce 3 bwo-pers Thanges o - dentiy and document [Assionment. organization’
acauisition of both information system and supply chain components. The separation of duties helps to ensure that e Tethmeiooy Acces Appleatons ondlor onvecs (TARSh lefined duties of indviduals requiring separation
jequate protections are i place for companents entering the enterprise’s supply chain, such a5 denying fand
raionofDutes [1evelopers e pivig Lo promote code at they ction stersects witn | Oal Autharization for Define system access authorizations to support
ACS Separation of Duties e from development to production hould require their Functional Intersects With Change CHG-04.3 s lseparation of duties,
‘mmemgm i Cor an o dow S T 1 Pl uber SeraCors DeAATGTES and agencies
shold refer to Appendix o impiement this uidance in accordance with Executve Order 1402, Improving the
Nation's Cybersecriy
[T Eerose 10110 e Tt oot separafo o GUEes & R Tor cilos U e e yprography and Gty and Gocimert st orgneatont
acauisiion o both information st in compon eparation of dutes helps to ensure that mmy SEoiocl 1 saepord seneeehegeletes data Horog Emsmasion lefined duties of individuals requinng separation
equareprotections o lace for componerts etering he enterprise’s supply chai, such as Genying over open, publc networks
. paration of Duies | 10VaGPeTS he piege o rortos code that hey ntersects Wit | Safeguarding Data Over . Define system access authorizations to support
ACS Separation of Dut ote from development to productio require their Functional Intersects With Open Networks. NET-12 s lseparation of duties,
Imoiement i convaond o dow P U Tequr e 1 ot sup.ler ontrattrs. Dagrimants and agencies
houid ref endix F to mplement this guidance in accordance with Executive Order 14028, Improving the
Nation's Cybersecurt
m—’—h—meenwprses U e T SpproBTate SEpra T o GUTes - ST o Jeeon Ut e e echansms exit to Tmplement and mamiai Separaton of Dules (5007 1 - entiy and document [ASSignment: organTzation-
acquisiton of both information systam and upply chain components. The separation of duties helps to ensure that orevent potentil nappropriate actvity witho calusion ldefined duties of individuals requiring separationl
Cions are n place anents entering the enterprise’s supply chai, Such a5 denying fand
araton o s [JeVIopeS the priviege s promare code Era they nctio e it | separation of buties (Sot g efine system access autharizations to support
acs Separationof Dutes[1S4EI0Pers e priviege to pron  equire he Functional | Intersects With [ Separation of Duties (SoD)|  HRS-11 s puDetme system oc
rplement s Conro a3 how down U Teaurem it 0 Tevant Subaler Comiactars. baparimans and agencles
[should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the
Nation's Cybersectrit
or the operation of nformaton Sy i Fiechanfsms exist to define, control and review organization-approved, Secure [ Estabish and document usage restrctions,
llow remote access ony to vetied personnel, Remole SCcess 1 an ancerpee' Suppy chai (civaing arsouted remote access methos. lconfiguration/connection requirements, an
softare deveopment enuronmentshauiabe . k fmplementation guidance for each type of remote
imite rprise or contractor personnel and only ifand as required to perform thei tasks. Remote access , . laccess allowed; an
Acr Remote Access |requirements - such using a secure VPN, employing multi- factor authenicaton,or miting access to specified Functional Intersects With Remote Access NET-14 s Authorize each type of remote access to the
usiness nours o from specifed geoqraphic ocations - m erly defined in agreements. Enterprises should system pror t allowing such connections.
e thlr prime confractors t Implement this Conrol and flow down Ehis reduirement 0 relevant sup-ter
contractors. D & agencies should refer o Appendix £ to
e et nfomatinytensncuie s of syl G, e gt e Wiechanism exit To govern how extemal partes, Teluding Technalogy ASsets - (Selection (one or more): Estabih (Assignment:
o nformation systems nlude those of suppliers, developers,system tegrators, external | IApplcations andior Somices (TAAG) are uced t securany hore.procens and organization-Gefned tormt. and condtions 1aenty
e drect and contimaons moniorng s posibi.inihe xiemal upplie reiaionsp.infomaton may be shared lUse of External Technolo [ransmmi [(Assignment; organization-defined controls asserted
Ac20 Use of External Systems_[on an as-needed basis and should b Functional Baual  [Assets, Appikations ander|  DCH-3 10 [fobe implemented on exteral systemsl],
aRicuated in an agreement. Access to the supply chaln from such external information systems should be Services (TAAS) [copsistent with the trust relationships establishe:
Imonitored and audited. Enterprises should require their prime contractors to implement this control and flow down ith other organizations ow ing, and/or
this recuirement to relevant sub.tir contractors ralntaining extemal systems, allowing autherized
lechanisms exist to protect data smraqe objects against unauthorized data [Employ [Assignment: organization-defined data
iing and cate harsesing techiao Imining prevention and detection technigues] for
i o . o ptement : v e [Assignment: organization-defined data storage.
. ata Mining Protection[EVErPrises should requir their prime contractors to implement this control a part of theirinsider threat activites | ¢, o ntersects wi ata Mining Protection gy lobjects] to detect and protect against unautnorized
AC23 Data Mining Protection |, fiow down this requirement to relevant sub-tier contractors, Functional Intersects With | - Data Mining Protecti per-1s s ldata mining,
[Mechanisms exist to restrict collecting, receiving, Dro(essmq. storing, [Employ [Assignment: organization-defined data
ltransmitting, sharing and/or updating Personal Data (PD) [mining preve d detection techniques] for
(1) The purpose(s) ofginally collected Conaiaent with the data privacy [{Assignment: organization-defined data storage.
aes ata Mining Protection[ENEETPriSes should reduire their prime contractors to implement this control as part of their insider threat activities | g o || Usage Restrictions of | e oc 4 [noticetsy: 5 [objects] o detect and protect against unautharized
9 land flow down this requirement to relevant sub-tier contractors. Personal Data (PD) I(2) What is authorized by the data subject, or authorized agent; and ldata mining,
13 ina s conitent withappicabl aws, regulatins and conractuol
abligat
Wechanisms exit 1o €nsUre management approvals ar required for new [Selection” Estabih procedures; Implemen
enterprises should assign access control decisions to support authorized access to the supply chain. Ensure that if a accounts o changes in permissions to existing accounts Imechanisms] o ensure [Assignment: organization-
system ntegrator or external serice provider is used, there is consistency in access control decision requirements ldfined access control decisions] are appied to
y o eqrements s mplercnie. i may requreGefning S ccements e vl Management Approval For| |, leach access request prior to access enforcement.
ac2a Access Control Decisions (27O the requirements are iy ining such rec Functonal | Intersects witn | Management Approval For| .55 1 5
hearator or the enterprise and external service provider. Enterprises Snould require e prime Cantractors to
impiement this control and flow down this requirement t relevant sub-ter contractor:
fechanisms exat o Ulize Securlly Swareness raiing on recagnizing and [Fovid ieracy training o recagnizing and
reporting potential indicators of nsider threat. Feporting porential ndicators of msder thret
Lteracy Training and _[EUETPrises should provide leracy training on recognizing and reporting potental ndicators o insider threa within
AT-2(2) Awiarenecs | Incider Thyeat| (€ supply chain. Enterprises should require their prime contractors to implement this control and flow down this Functional Equal Insider Threat Awareness | THR-05 10
requirement to rlevant subtier contractors
(EECEEly Persamvel Whe 37e pat of he SEqUISHon WorTorce Fechaoms o o e S sty complancesnd st b Prove e B sy s prvcy T
ot oG Susluaion ocios re neccssay (o melode when cobucing procurement and how o nCorporate C- reiated tra with the following 1o
SCRW into each acquiiton phase. Simila enhanced raining requirements Should be taiored for personne Role-Based Sec (1) Before authorzing access to the system or performing assigned duties; Fetmanciitie. signmant: aramiation-defined
i pone for onducting hreat assessments, Responding L hreta and denifed ks reques rani ction ntersects With | comriased Securly. (2) When required by system changes; and Foles and responsibiltes]
AT Role-based Training —|cCUiichitcligence awareness and reporting. Entenprises sould ensure that developers receive training on secure | Functions! Intersects With | Compliagee & % e SAT-03 1(3) Annually thereafter. s 1. Before authoriang accessto the system,
Gevelopment pactices a3 wel a5 the use of vlnerabiiy scaning tools. Enterpises should reduire thelf prime Information, o g assigned duties, and
Contractors o mplement this conrol and flow down th3 requirement o relevant sub-tier coniractors. Departments [resgnmert organization defned frequency]
and agencies chouid refer to Appendix o implement this quidance in accordance with Executive Order 14025 ceatter:
JCoftwarelhar dware changes. aied SLEmprs to access sUpY chain formalion syStems.or the movement echaTems €75t s revew evert ogson 1 ongang o and exatte 5 S6antiy e types of svents hat he sysTem =
Isource code. Information on such events should be captured by appropriate audit mechanisms and be traceable lincidents in accordance with established timelines and procedure [capable of logging in support of the audit function:
and veriabie. nformation captured may nclude the type of cvent, dateftime. length, and the frequency of [Assignment: organization-defined event types that
. \ent Loaging _|o€currence. Among other things, auditing may help deect misuse of the supply chain information systemns or ntersecte with | security Event Monitorin . khe system is copable o
AU2 Event Lagging ne(wolk caused by insider threats. Logs are a ke, e when identifying operational trends and long-term Functional Intersects With | Security Event Monitoring | - MON-01.8 s lb. Coordinate the event logging function with other
blems. As such, enterprises should ncorporate reviewing logs at the conlract renewal point for vendors o lrganizational enites requiring audit elated
Getermine whether there s 3 systemic probjem. Enterprises shoui fequire ther prime contractors to implement [rformtion to gl and nfo the selecion
this control and flow down thi reauirement to relevant sub-ter contractors. Departments and aqencles should refer o uentat
[software/hardware changes, failed attempts to access supply chain information systems, or the movement of [Mechanisms exist to utilize a Security Incident Event Manager (SIEM), or similar o Idenﬂ'y the types of events (har the system is.
|source code. Information on such events should be captured by appropriate audit mechanisms and be traceable |automated tool, to support the centralized collection of security-related event [capable oY Ioggmg in support of the audit function:
o verifabe. Information capured may ncude he ypeof ever, datefime, ergt,and he resuency of . [Resorment organiaton efined evrt ypesthat
g . . ccurrence, Among other things, auditing may help detect misuse of the supply chain information systems o i | centralized Catection o } e system s capable of ooging)
AU2 Event Logging Inctwork caused by insider threats. Logs are a key resource when dentifying operational rends and long-term Functional Intersects With Security Event Logs. MON-02 s b Coordinate he event logaing funcion with other
problems. As such, enterprises should incorporate reviewing logs at the contract renewal point for ver organizational entities requiring audit-rel
determine whether there is asystemic problem. Enterprises should reauire their prime contractors to mp! [nformation to gl and nform re Saection
s control and flow down this requirement to relevant subtier coniractors, Departments and agencies shold refer
Frhe sudit records of @ supply chain event should be securely handled and maintained in & manner that conforms to iechanfsms exit fo configure Technology Assets, Applications and/or Sarvices Ensure that 3odit récords contam formation hat
B P S ) oy nanled and maitained in 2 manner that confor TAAS) o produce cvent 1695 hat Contain suticent iiormaton (o, o o lstablishes th folowina
Iformation and s Surces a5 appropriate: I cetit msances, sUch rcords may b used  aamnsratve or gl i . 5 - What tyoe o event ocurea
a3 Content of Audit Records |proceedings. Enterprises should require their Functional Equal Content of Event Logs | MoN-03 ({1 Establish what ype o ehvem«we " 10 hen the event occurred;
i contractors o Implement thi conrol an flow down this requirement o elevant sub-ie contractors (2) When (date and time) the event occurre [ Where the event occurre
[Departments and agenties should refer to Appendi F to mplement this guidance I accarcance with Executive (3) Where the event accurred; [d- Source o the even
[Departments and sgencles should refer to Append (@) The Source ofthe even le- Outcome of the cvent; and
(siccoss o Gallure) ot and gent o any il
echan Sma-cait 15 brouide a event 106 por generaton capably to i i Frovide acik ecord Gancration capabTty Tor the
Enterprises should ensure that audit record generation mechanisms are in place to capture ailrelevant supply chain| detecting and assessing snomalaus activies Jevent types e system s capble o auditing as
aucitable vents. Examples of such events include componen version Updates, component approvals from. oemned n 020 on ssignmen arganization:
1t Record Generation |ACCEPtance testing results, ogitics data-capturing inventory.or ranspartation informatian. Enterprises should ction tersects Wi torin - ldefined system 1
AU-12 Audit Record Generation |ieqjire their prime contractors to implement this control and flow down this requirement to relevant sub-tier Functional Intersects With Monitoring Reporting MON-06 s I Allow Lagsignment. organieation-defined
contractors. Departments and agencies should fefer to Appendix F to mplement this guidance n accordance with persomel o et slect the event types rat
Executive Order 14028, Improving the Nation's Cybersecurty. e e lagged by specitc omponent of e
o
S o AN PO 7 P PO TR M O Vb e Aty echaes € o monto o cvdence f urautharzed xtaton o g mm{‘!mmm g Geed open-
Increases the risk to that ystem. Enterprises should ensure that manitoring is I place for contractor systems to isciosure of non-public mformation. Faure nfomater angr omatin Sis)
Aava3 Monitoring for Information ?ﬁi‘n‘;ﬁ?&"Zl“n'?:r}l’rf;‘lf'ﬂ:ﬂii.:ﬁ;”.fi"ﬁ.f: erpre SeAned e rames o o3 Somras posok I e cventof | Functional Equal Monitoring For Information| o1y 10 [evidence of unauthorized disclosure of
Disclosure oy ptentl o actolUnauthorzed adosue. Eerrises shouldrequre el prim cortractars 1 e Disclosure frgerizational information;and
[t Control and flow down this requiremen to Departments and agencies shouid refer| 1t an nformation disclosure s discovered:
o Aopendic to mplement e guidanee n sceordance wih Exceutive order 14025, Improwing e Nation's L. oy Assgnment: organizaion define
echaniams ext o provide session audit capabiies That can: - Frovide and Implement he €apabity Tor
Enterprises should include non-federal contract employees In session audits to identify security isks in the supp! 1) Capture and log all content related to  user sssion; an ! [Assignment; croanization-defined users o rles) to
lchain. Enterprises should require their prime contractors to implement this control and s requirement (2 Remotely view alconet elted toan estabished user sssion i ea [Selection (one or more): record; view: hear; log]
Aus Session Audt o relevant Sub.ter Contractas. Depariments and agencies ShoLla efe t Appendis  to plement s gudance |  Functional cquel Session Audit won1z fime. 10 fe content of a user session under [Assignmen
o relevant sub-tier contractors. Des lorganization.defined circumstancesl; a
g Bevelop,ntegrate; ond use sec5 audin
14025, Improving the Nation's Cybersecuri
proving o . lactivities in consultation with legal counsel and in
licaii ce oo
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Secure Controls Framework (SCF)
Control De: ion
[Mechanisms exist to share event logs with third-party organizations based on
lspecific cross-organizational sharing agreements.

strength
Relationship
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[Provide
[nctignment organizaton-detned organsatons)
lbased on [Assignment: organization-defined cross-
lorganizational sharing agreements].

hain Coordination

providers with moture capabiis fo spporing supply chin s mportant for
Feducing sxposure risks for inci
et e v the natureof he reatanship. deine  oet of saptable iers I the agrement (o 5. Comact. A

Capabiliies

AU162) Logging | Sharing of Audit [agreed to in advance to ensure that the enterprise obtains the relevant auit information needed to ensure that Functional Equal Sharing of Event Logs | MON-14.1 10
Information lappropriate protections are in place to meet its mission operation protection needs. Ensure that coverady
ihe information systems and supply chain network are addressed for the callection and sharing of audit information.
Enterprises should require their prime contractors to implement this control and flow down this requirement to
Wi GEVETgpErs ST TRQrators ewteral sysTe Senvce provders, oNer IO Teted sevice proviers ana Mechanisms exist to authorize connections from SyStems to other systems o Approve and manage the xchange ot
in'some cases - supplers. Proper servicelevl agreements should be i piace to ensure compiance to lusing Interconnection Security Agreements (1SAs), or similar methods, that Information between the system and other systems
information exchange 4 by prise, as the transier between systems in ldocument, for each interconnectior Ling [Sereckon (one or mare reérconnecton
s Information Exchange [Jeent securityorprivacy Somains it ITrent secorty o prvacy pelics miroduees the ok het Functions! Intersects with | Interconnection Security | eroc (1) Interface characteristics: 5 Jsecurity agreements; information exchange secuity|
'9 [transfers violate one or more domain security or privacy policies. Examples of such interconnections (an include: Agreements (ISAs) (2) Security, compliance and resilience requirements; and; [agreements; memoranda of understandine
- shared development and aperational nviranment between ine enterprise and ystem ntegrator (3) The nature of the information communicated. lagreement; service level agreements; user
. Product update/patch management connection to an off-the:shelf supplier lagreements; nondisclosure agreements;
. Data request and retrieval transactions n a processing system that resdes on an external service provide io y
lrﬁ‘r——z—r"—r—gw’—aﬁ—';ﬁe aseine £ o provide 3 staring pont 9f acking Changes o components code, andor setings rougnout | [Fecharss eXt fo e and Update baseine connguratons fo. Develop, document, and maintain under
the SOLC, Regular reviews and updates of bseline lie. are critical (1) At least annually lconfiguration control, a current baseline
ance-The paselne confgurahon i ke s ConeeraRon th oearpSescperatiaral enuronmont and.| (2) When required due [Eonfiguration of the <ystem; and
¥ seline Configuration oy relevani suppler, developer, syster integrator, externalsystem service provider, an oner ICTIOT related unctional Intersects Wi eviews & Updates . (5) As part of system companent installatons and upgrades. Review and update the baseline configuration of
2 Baseline Configuration  |corice provider invoivement with the organization's information systems and networks, If the system integrator, Functional Intersects With R & Update CFG-021 s fthe syster
for example, uses the existing organization’s infrastructure, appropriate measures shoul [1. [Assignment: organization-defined frequencyl;
establish a baseline that reflects an appropriate set of agreed-upon criteria for access and operation When required due to [Assignment: organization-
fined o
[Mechanisms exist to develop, document and maintain secure baseline la- Develop, document, and marntan under
lconfigurations for Technology Assets, Applications and/or Services (TAAS) that lconfiguration control, a current baseline
, Jare consistent with industry-accepted system hardening standards. lconfiguration of the system; an
. et Secure Baseline y lo- Review and update the baseline configuration of
M2 Baseline Configuration Functional Intersects With pr 602 5 o Review ar
1. (Assignment: organization-defined frequency
. e require e o [Assignmen organiation-
Enterprises should require their prime contractors to implement this control and flow down this requirement to
Entrrses showsdetemine,inlemen, oo an audt confgustonatings ndchngs oo wi e Mechanisms exist to Taciliate the mplementation of a change management Betermine aad document the types of changes o
formation systems and networks and throughout the SDLC. This pors raceablty or C lprogram. fhe system that are configuration-controled:
e NS SF 30055, Rew. 5 conral ennancamnts I3 {1y ) 0 oo ) et can bo used eview proposed configuration-control
s Configuration Change ¢St collect and manage change controlcata, Eterpriss shotld require thei prime contractors to Functional subsetor | ChangeManagement | cyiq oy 10 [changesto the system and approve or disapprove
implement this control and flow down this requirement to relevant sub-ter contractors. Departments and agencies 9 fluch changes with explicit consideration for security
[should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the 5"“ privacy impact anal
Iation's Cybersec Document configuration change decisions
fated with th
[Enterprises should determine, implement, monitor, and audit configuration settings and change controls within the [Mechanisms exist to govern the technical configuration change control Determine an documen T Fypes of changes t
Iformtion systems and netiorks and thioughout the SDLC, Thisconirol supports taceabity forC.SCRM. The [processes. e ysiem i are conturaton coiraled
Configuration Change _|2¢1o NIST 5P 800-53, Rev. 5 contral enhancements - CM-3 (1), (2, that can be used Configuration Change o, Review proposed configuration-controlied
M3 ‘quration Change i C.sCRM o calictand manoos change conro ot Enterprisct sheuia require i prime contractors 6 Functional Intersects With lquration Chang cHe.02 s [changes to the system and approve or disapprove
[mplement this Conrol and flow down th requirement o relevant sub-ter Contractors. bepartments and agencies Mﬂ" changes with exp“f‘t consideration for security
should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the fang privacy ‘mvﬂﬁ“ ﬂﬂj - ange d
INation's Cybersecurity uration change decisions
y .
hetwerks an hvoughout the SOLC. Meitodsofouersat (ciude perodc verfcatin teporing.and revew Fecators oet o devlop, docurent ard aial secre basene s Esablsn ' Socemment configuration setings Tor
[Resulting information shared with various parti it have access to, are connected to, o engage he o v} 59’;““‘“"5’ that [(omponents e loyed within the system that h
reation of the enterpnse’s Information systems and eworks on & need e khaw bass. Changesshau\d be festea Secure Baseline 7 Constent wih ey acceed e harseno o Fefectthe mst restrctive mods cansistent it
M6 Configuration Settings |and approved before they are implemented: Configuration settngs should be moritored and audite Functional Intersects With o CFG-02 5 loperational requirements using [Assignment
Sesignted enterprse persormer b & Chimge hos oecumred Emrpses Smoud foquire thi bime camteactors to onfigurations forganization-defined common secure
maloment ths contraland how domn this requrament 6 reevant aub-Lo contraciors. Daparndnts and 2gencics fonfigurationsl,
should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Implement the configuration settings:
Inetuorks and throughout the SDLC. Methods of oversight incude periodic verfication, reporting, and review Mechanisms exist to Gocument, assess isk and approve or deny Geviations to o EStabish and ocument coniguratin seings fo
[Resulting information may be shared with various parties that have access to, are connected to, or engage jstandardized configurations. [components employed within the sys!
oy T the Ente e s ot maton sy ems 30 necworks o s necd 1o krom bade, Chandes shou pe ested Approved Configuration e e most et e constent win
cms Confuraion Sttings [ approvd beor tey are mplemetzaConfguraion atinga show be manored and sudted o ser Functional | ntersects witn | APProved Confiy cro027 5 foperational requirements using [Assignmen
designated enterprise personnel when a change has occur nterprises should require their prime contractors to [erganization-defined common secure
implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies lconigurations)
e et Aopendi o mpleent i gudance n SEcordnce wth Execule O 408D mprovis e Implemen e confguraion sttings:
Grprises ShouTd Select Component [Mechanisms exist to configure systems to provide only essential capabiities byl 5-Contioura tne Sysem 1o provide only
spe(ny and implement least functionality. Enterprises should ensure least functionality in their m'mmanon systems. [specifically prohibiting or restricting the use of ports, protocols, and/or [Assignment: organization-defined mission essential
land networks and throughout the SDLC. NIST SP 800-53, Rev. 5 control enhancement CM-7 (8) mechanism can be lcapabilities}; an
e Least Functionaty u";3;;;{;k‘;;"“’Wﬂ:“ﬁ:ﬁ;::;gﬂ :;'W"*S from winerabilies that may ?E,‘g‘;fj;’;;eg‘fv [ Functionsl Eauel Least Functionaity | CrG-03 10 h..’!::;“;’:; resiictth useofthe folowing
o mplement ths contral and flow dovn ths requirement to it bt contraciors. Depatements and lservices: [As: }‘mam organization-define
sgencies snoui rfer o Append F o oblement o Gudance I accordancs wih Executve order 12035, fprohibited o res(n:red Tncions sysem ports.
improving the Nation's y r
mbere, companent owhers, o for ReTwarked CompanoTTS o GeCas  Tach e mames A warmeark adaressas, [Mechanisms exist to perform inventories of Technology ASsets, APPICatons, o Develop and du(ument an inventary of system
Iinventory specifications may include the manufacturer, device type, model, serial number, and physical location. [Services and/or Data (TAASD) tha: [components t
System C [Enterprises should require their prime contractors to implement thi control and flow down this requirement t (1) Accurately reflects the current TAASD in R Recurattyrefects the system
s ystem Compnent g e o Functional Interscts With asset Inventories asr0z [2) ldentines autnorzed software products, inclyding business ustication s [2 Includes all components within the system;
Y m is communicated to the various participants in the supply| d} ails; level of I d d f i d [2, Does not include duplicate accounting of the
et iformation Is Subssttad downatream. there should b Miormation about who crested the sul (3115 o the evel o granularity deeme necessaryfor tracking and eportng: [components or components assigned to any other
information. Enterprises should consider prodicing SBOMs for applicable and appropriate classes of software, @) includes rganization-defined iformation deemed necessary to achieve frstem .
U A QA A A P SO A I B echanioms et 1 Cataboh and marmeamm an autoriatve source and s Bevelos end dncumenl S entany o System
inventory specifications may include the manufacturer, device type, model, serial number, and physical location. repository to provide a trusted source and accountability for approved and [components that e the
[Enterprses should requir el pime contractors o Isplement tis contral and flow down tis requiremen Irplemented 2vstem companents tht prevents asses rom beig dupicored i Atzwmwy reflects the system;
y System Component Component Duplication 02,3 |In other asset inventories [2: Includes all components within the system;
M d vantsubier contractors,Enterpisesshould speciy the requiremens and ow nformation flow s enforced to Functional Intersects With AsT.023 B
inventory e st ory e Taasred Mo ’ e et e damely Avoidance 0es not include duplicate accounting of
i If formation s subsetted downsream, there should be Inormaton about who created (e subset [components or components assigned to any other
information. Enterprises should consider prodicing SBOMS for applicable and appropriate classes of software, stem: el dcemedt
Mechanisms exist to faciitate the Implementation of configuration [Develop, document. and implement a configuration
Imanagement controls [management plan for the system that:
corioumat Enterprises should ensure that C-SCRM is incorporated ito configuration managernent planining actviis. corioumat o Addresses roles, responsibities, and
Mo o Enterprises should require their prime contractors to implement this control and flow down this requirement to Functional Subset Of o e 601 10 fonfiguration management processes and
relevant sub-tier contractors. %
|p- Establishes a process for identifying configuration
Jiems througrout he system development fe cycle
Fiecharirs ot o reure sakahoder re made aware of ond undersiand [Develop, document; and .mpuemem s confourston
[the impact of proposed chan [management plan for the system
omourat Enterprises should ensure that C.SCRM is incorporate into configuration management planning activities. Stakehalser Notfcation of o Adcressesroles, responsiiiies, ona .
cmo on Enterprises should require their prime contractors to implement this control and flow down this requirement to Functional Intersects With der CcHG05 5 [configuration management processes an
an , anges lprocedures;
relevant sub-tier contractors.
. Establishes a process for identifying configuration
Jiems throughout he system development e cycle
nfiouration of th
[EXtaraT Service provider Fave approprate Tallover (€0 InCIUde personnel, eqUIPMENT, 3nd NETork Fesaurces] o [Mechanisms exist to coordinate internal contingency plans with the Coordinate the (nntmgen(y plan with the
reduce or prevent service interruption or ensure timely recovery. Enterprises should ensure that contingenc; lcontingency plans of external service providers to ensure that contingency contingency plansof exernal sevice providers o
Contingency pan | [Pl2ming reqirements are deined a pat of the serice-level agreement.The agreemen may have specifc terms Cooinate Wit External requirements can be satisfie Cure het comingency reduemens con
ntingency Plan | [ihat adaress critcal components and functionality support in case of denial-of-service attacks to ensure the ction oordinate Wit Extera ’ fatisfied.
2 oo i el S . Emerises should ordinate wih extenl srice rovider o enty sence providers | Functional o ke provicers | 8P012 10
lexisting contingency plan practices and build on them as required by the enterprise’s mission ness needs.
uch coordination wil aid In cost reduction and efficient implementation. Enterprises should require their prime
lcontractors who provide a mission- and or -enabling service or product to implement this control
iechanizms exIst [0 adeqUately train contingency personnel and appIcable Provide contingency traning to system Users
stakeholders in their contingency roles and responsibilities. lconsistent with assigned roles and responsibiltes:
Enterprises should ensur tht criccal suplers are ncluded n contingency tralnng. Enterprises should reaure 1. Within [Assignment: organization-defined time
g ontingency Training _|[Melr Prime contractors to implement this control and flow down this requirement to relevant subxtier contractors. unctions! ual ontingency Trainin ' eriod] of assuming a contingency role or
cp3 Contingency Training  |papartments and agencies should refer to Appendix F to implement this guidance in accordance with Executive Functional Equal Contingency Training BCD-03 10 Iresponsibility:
(Order 14028, Improving the Nation's Cybersecurity. . inen reqired by system changes; and
[Assignment: orgar fefined frequency]
eccessng aTCTIOT sytem o supply it ntvork.An eneriseUser may ncluce empioyces ngviouas echanteme eXt o uiauely ety and certally Autentiate, Aurorze me"“"“"“—u"‘q ntify and authenticate organizational
et 50 hava tha cavalent stabus of Sloyoes (e.d. conbactors. guest researchers ehe . and syete Jand Audit (AAA) organizational users and processes acting on behalf o Jusers and associate that unigue identification with
Identification and mzegramsmmung contractr oles, Crtrla such as “duation i fole” can ald n defiing which dentication and Identification & (erganizational users. rocasses acing on bl ofthose users
w2 0 define a set of roles and assoclate a level o Functional Equal Authentication for 1ac02 10
Users) ure proper Bt i rocuins ther plement i Organizational Users
ontrol antow down ths requiremen 10 ekuant sub e contractors. DeparrLents and agencies Should
[Appenix F to implement this guidance in accordance with Executive Order 14028, Improving the Nation's
ystens T within the enterprise Mechanisms exist to strictly govern the use of Authenticate, Authorize and [Manage system dentifers b
For software development, identifiers should be assigned for those compnents that have achieved configuration |Audit (AAA) solutions, both on-premises and those hosted by an External la- Receiving authorization from [Assignment:
em recogniton. For devices and aperatonal sysems, ertiers shouid be asigned when the ftems nter the . Service Provider (ESP). orqanzaton defned personnel o ols) to assian
’ lenterprise’s supply chain, such as when they are transferred to the enterprise’s ownership or control throug Authenticate, Authorize y [an Individual, group, fale, service, or devi
na dentifier Management [STISTPrISe s Supply chain. such 2= whe Functional Intersects With st (e, 1AC-01.2 5 fan indivi
Suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service o Selecting an identifier that identifies an
providers ypiclly us thir own idertiers or racking purposes within thlf own supply chan, Enterprises hould individual, group, role, service, or device;
Correlate those igentiters wit the ntifiers for tra nterprises ianina the ldentifer to the intended individual
15y Stenvs e within the enterprise Mechanisms exist to Govern naming standards for usernames and Technology [Manage system ident
[For software development, identifiers should be assigned for those components that have achieved configuration |Assets, Applications and/or Services (TAAS) o Receiving authorization from [Assignment:
recogriton For deces and operational systems, dentfers should be ssigned whn the s enter the - Jorganization-defined personnel or roles] to assign
’ . lenterprise’s supply chain, suc 1 they are transferred to the enterprise’s ownership or control throug on . Identifier Management y Jan individual, group, role; service, or device
na Identifer Management |TTETEIISE * SUpPY chaln, such oe whe Functional Intersects With e franager 1Ac09 B [ indiid
Suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Selecting an identifier that identifies an
Jroviders typically use their own identifiers for tracking purposes within their own supply chain. Enterprises should fndividua, group, role, service, or device;
correlate those identifers with the identifiers for traceability and Enterprises ianing the ldentifer to the intended individual
rechanme oo fanage sysiem authentcators y:
(1) Securely manage authenticators for users and devices; a erifying, as part of the initial authenticator
[This control faciitates traceability and non-repudiation throughout the supply chain. Enterprises should require their (2) Encure the sepain ofauthenteaton s spproproteto the lasifcation of istrbution, e centty of he ncvidual roup.
s lprime contractors to implement this control and flow down this requirement to relevant sub-tier contractors; Functional Interscts With lac10  [the data being accessed. s Irole, service, or device receiving the authenticator;
and agencies should refer to Appendix F to implement this guidance in accordance with Executive lo- Establishing initial authenticator conter
(Order 14028, Improving the Nation's Cybersecurity lauthenticators issued by
| Ensuring that authentcators have sufficient
Mecharisms exist to ensure default authenticators are changed as part of Manage system sutherticators b
laccount creation or system installation. Jo- Verifying, as part of the initial authenl\(amr
[rhis traceabilty a chain Enerprises shoud equie the listribution, the identity of the individual, gro
g prime contacirs to mpiemen: hControl an o down the requrement 1o faevant b contiacior nctional ntersects Wi efault Authenticators . Fote, service, or device receiving the authenticator
A5 agencies should refer to Appendix F to implement this guidance in accordance with Exe(unve Functional It ts With Default Authenticate 1Ac-108 s [p- Establishing initial authenticator content for any
Orcer 14025, mproving the Nation's Cybersecurlty lauthenticators issued by the organization;
lc. Ensuring that authenticators have sufficient
eonath of
[Enterprises should ensure that identiication and authentication are defined and managed for access to services Mechanisms exist to identify and authenticate third-party Technology Assets, [Uniquely identify and authenticate [Assignment
e.3. web applications using digital certficates, services or applications that query a database as opposed to labor Identifcation & [Aeplications andor Services (TAAS). feraanization-defined system services and
Service Identification and [SETVices) throughout the supply chain. Enterprises should ensure that they know what services are being procured Authentication for Third- fpplications] before estabiishing communications
19 yPihiered land from whom. Services procured should be listed on a validated list of services for the enterprise or have Functional Equal Party Technology Assets, | IAC-05 10 Jevices, users, o uther services or
lcompensating controls In place. Enterprises should require their prime contractors to implemen this control and Applications andjor [ppplications.
low down this requirement to relevant sub-ter contractors. gencies should refer to Appendix F Services (TAAS)
o mplement s quidance i accordance with Executive rder 14025, mproving th Natio's Cybersecurty.
o et Tomcaa The soures o7 covered avioa, mdum“g e soraly Sharm vk rermaton [Mechanisms exit to establish, maintain and Gisseminate poliies, standards lo- Develop, document, and disseminate o
e ough h e of e agency < s rtherance of et Heniing. or managn | land procedures necessary for secure, compliant and resilient capabiltes. [/Assignment: organization-defined personnel or
Supply chain risk and 2) the supply Chain fsk iformation regarcing covered procarement actions by the agency Publishing Security, folest: o evet
R Policy and Proceduresunder the Feeral cquisiion Supply Chan Security Actof 2018 (FASCSA) 41 U.S.C. § 4713; and any ordersissued | - Functonal Intersects With | Compliance & Resilience |  GOV-02 B | setection (one or mm‘l ganization level;
lov the agency under 31 0.0 ot pissiorusiness rocess level: System-evell
tirectonal fommnication i aupply chain prtners should be defined inagreements with supplers, fincident response polic
jevelopers, system integrators, external system service providers, and other ICT/OT.related service providers to (55 Adarasse prgose;scop,rols, responsibiites,
ommittent ccordination am
relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to implement and govern processes and documentation to Jo. Develop, doc disseminate to
e T e e e E g e Y aciltate an rgatlsntion wide rosponse copubty or cpersecarity ond aota [iciommert A astion defmed persammel or
upply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Incident Response fprotection-related ncidents. les]
"1 ol and Pocecures et P AcqusionSuppy Chan Securty e of 3918 (FASCoA) 4 U5 €8 713 3 ny ordrs sk | Fanctona subsetof dent Respo oo w0 [iSecion oneormore Organzaton ve:
oy the agency under o per: IVission/business process-level: System-levell
Bhiractonal Sommunication with aupply chan partners should be defined in agreements with suppliers, [mcident response policy that: o
[developers, system integrators, external system service providers, and other ICT/OT-related service providers to ) Addresses purpase, scope. roes, respansiblties,
[relevant information (nn(ermng the source or covered article, m(\udmg 1) the supply chain risk information [Mechanisms exist to regular\yﬂrewew and modify |:(\denl resdpandse practices [a. Develop, document, and dliser;\male to ,
identified through the course of the agency’s activities in furtherance of mitigating, identifying, or managing s [to incorporate lessons leamed, business process changes and industry [(Assignment: organization-defined personnel or
lsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency [developments, as necessary. [roles|
R Policy and Procedures  [under the Federal Acquisition Supply Chain Security Act of 2018 (FASCSA) 41 U.S.C. § 4713; and any orders issued | Functional Intersects With 1RP Update RO.04.2 B 1. [Selection (one or more): Organization-level;
oy the agency under 41 0.5 § 4713 IMission/business process-level; System-levell
Bidirectional communication with supply chain partners should be defined in agreements with suppliers ncident response policy that: o
evelopers, system integrators, external system service providers, and other ICT/OT.related service providers to [2) Addresses purpose. scope. roles, responsibilties.
e oot oncernng e Souce o covered aricle ncluding 1 the supply e aroton [Mechanisms exist to Incorporate lessons learned from analyzing and resoiving la. Develop, document, and disseminate to
fertie o the cose v agency < s Trtherance o miioating, enting, or managing = lcybersecurity and data protection incidents to reduce the likelihood or impact [{Assignment: organization-defined personnel or
chain risk and 2) the S0Py chaln Ak information regarding covered procurement ACtons by the agancy oot Cavse Analyss (RCA) o uture ncidents. folest )
R1 Pollcy and Procedures _[under the Federsl mmsman Supply Chain Securiy Act o 2018 (FASCSA) 41U-S.C. 4713 and any oders ssed Functional Intersects With 5 s 1R0-13 5 L. (Selection (one or more): Organization-level;
Iy the agency u essons Leamet [Mission/business process-level; System-levell
Stirecona! Fomminication it supply chain partners shouldbe defind in agreements with suppliers, [ncident response polcy that: '
ldevelopers, system integrators, external system service providers, and other ICT/OT.-related service providers to (@) Addresses purpose. scope. roles, responsiblies,
[relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to review the Security, Compliance & Resilience Program [a. Develop, document, and disseminate to
denited through e couse ofth agency'saciviles i urherance of migating, Wentiying, or managin s (SCRP), including policies, standards and procedures, at planned intervais or it [iAssignment: organization-defined personnel or
upply chain risk and 2) the supply chain rik information regarding covered procurement actions by the agency Periodic Review & Update significant changes occur to ensure thelr continuing suitabily, adequacy and frolesl:
IR1 Pollcy and Procedures _[under the Federal Acquisition Supply Chan SemnlyAc(oHole (FASCSA) 41 U:5.C. 5 4713; and any oraers ssued Functional Intersects With | of Security, Compliance & |~ GOv-03  [effectiveness. 5 [ [Selecton (one or more): Organization-level;
by the agency under 41 US.C.§ 4713 Resllence rogram sionbusiness process eve;System evel]
[Bidirectional communication with supply chain partners should be defined in agreements with suppliers, [incident response poli
jevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to () Aocresses purpose, cope, roles responsiilties,
mmitrsent
fechanisms exist to train parsonnel I thelr Incident response roles and e Provide iniden oeponcs Caning to Syotom.
Feponics lusers consistent with assigned roles and
Enterprises shoud ensure that cricl upplers are included in Incide response raining, Enterprisesshould Iesponsibities
ncident Response Training|auITe their prime contractors to implement this control and flow down this requirement to relevant subtier ction e it |incigent Response Trainin Within [Assignment; organization-defined time
Rz Incident Response Training |c0 e e e partments and agencies shold refer to Append F to mplemen this guidance in aécordance with Functional Intersects With | Incident Response Training|  IRO-05 s [period] of assuming an incident response role or
[Executive Order 14028, Improving the Nation's Cybersecurity. Fesporsivity or acauiingsystem acces:
by system changes; and
P
rovidere, oTher T TOT raTarad sarvice providers, and any reeeant iarameney Dodes v faciieate cammaneatians) echanTime eX Lo evure responseriecovery BTN and (e are Cuurdmate e handiing acvives mvn\vmg
incident response, root cause, and corrective actions. Enterprises should securely share information through a [conducted with critical suppliers/providers. [rupply chain events with other arganization
Incident Handiing | Supply |“00rdinated set of personnel n key roles o allow for a more comprehensive incident handiing approach. Selecting Third-party Incident [icved nthe supply chan
1R-4(10) 19 | SUPPIY |, ppiiers, developers, system integrators, exlemal system service providers, and other ICT/OT-related service Functional Intersects With Response & Recovery TPM-11 5
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roviders, other ICT/OT-related service providers, and any relevant interagency bodies o facltate communications, ey e ottty 1 ettt et [Eoordinat incident hanling activties involving
et secponse, Toot cotses o comeetive cctions. Enteronscs shoutd Senurs Iy share information through information to the provider of the Technology Assets, Applications and/or lsupply chain events with other orgamzancns
Coorainated setof personnel i key rolesto sllow for  more comprehensive incident handiing approach. Selecting Services (TAS) and other organizations involved i the supply chain for TAAS fvolved in the supply chain.

Rea(10) nedent Handing | Supely 7T eeiopare sysem intearators, extemal system service proviaers and other ICTIOT 6l Service Functionsl | Intersects With | supply Chain Coorainaton| 1R0-10.4 [1a(ed 0 the incident s
oroviders with mature capablltes for Supporting supply chain cybersecurity ncident handiing is importan for
reducing exposure to cybersecrity isks troughaut the supply chain. I transparency for ncident handiing is
limited due Lo the nature of the relationship, define a set of acceptable criteia in the agreement (e.g. contract]. A
Communications of security Incident information from the enterprise to suppliers, developers, system ntegrators, Mechanisms exst o provide cybersecurity and data prorection mcigent [rovide incident information to the provider of the
external system service providers, and ather ICT/OT related Service providers and vice versa equire protection. The nformation to the provider of the Technology Assets, Applications and/o uck o service and other organtzations involve
jexternal systam service providers, and ather CTIOT.reated service oroviders and uice versa require protecto Services (TAAS) and other organizations invaived in he supply chain for TAAS I e supply chain or supply chaim governance for

) ek ™ pplers am any relevant nterageney bodis. Any escalatio o or exception fomthis reporting shod beclearly | Functinal | Intersects With | Supply Chin Coordination|  1R0-10.4 [felated to the incident. 5 [pystemsorsystem components rlated to the

(defined in the ac greeme . The enterprice should ensure Erat ncident reporting data [ adequately protected for [
ransmission and received by approk 1 require their
mpiement s Control and fow dowh ti eduieement o reevant subier Contactor.
echanTsms exit 1o establih 3 drect,cooperativ FEaTGnShTp between the [ EStablh o drect, cooperative relatanshlp
organization's incident response capabiity and external service providers. loetween it inident response capabilty and
incident Response  [The enterprise’s agreements with prime contractors should specify the conditions under which a government- Coordination With External [external providers of system protection capability
IR-7(2) Assistance | Coordination |approved or -designated third party would be available or may be required to provide assistance with incident Functional Equal IRO-11.2 10 pnd
Providers ((b) Identify organizational incident response team
‘with External Providers. |response, as well a3 the role and responsibilty of that third party.
Imembers o the external providers
Wechanisms exit to maintain and make avalable a current and viable Inident| la Develop an ncident response plan that
Response Plan (RP) to al stakeholders 1. Provides the organization with  roadmap for
terprisssho comrnat,develo,and mplement an ncden lan ot incluses nforms e N fmplementing i nccent respose capabiy.
. } Fesponsiities ith CHCar subplers a0, n & edral Context, INeTagency pATners an e FASC. Enterorises et ncident Response Plan ' Describes the structure and organization of the

IR8 Incident Response Plan |op 51 require their prime contractors to implement tms control and flow down this requirement to relevant sub-tier | Functional Equal (IRP). 1R0-04 10 lincident response capabilit

contractors. 5. rovides a high-level approach for how the
Incident response capabiity s o the overall
coanial
Wiechanisms exit 1 respond to senstive/reguiated data spl. IRespond to nformation spiTs by
[The supply chain s vuinerable to informatian spillage. The enterprise should include supply chain-related . Assaning {Assignment. organization-defined
nformation spills n ts information spillage response plan. This may require coordination with suppliers, developers, Jpersannel or roes] with responsibl
9 ot 2 [P Cournaso st bt tongucied Shoutbe Incoded 1n e apreement (&5 Conyoct.Enterpses shoud Fonctonal | ntersects with | SPSIEIREROAI0 R0z S [ ieeniting the spece iformaton nvaved in
require thei prime contractors t impiement ths control and low down his requirement to elevant sub.ter khe system contamination;
contractors e Aering (Reignment:organizaton defined
- colex] of the iformation soil using
Wiechaniams exit o formally 3557 persannel or rales Wik responsbily for IRespand o information spils by
[The supply chain i vuinerable to informatian spilage. The enterprise should include supply chain-reated responding to sensitivelregulated dat spils. - Assgring {Assignment. organization-defined
formation spis in s information spilage response plan. This may require coordination with supplers, developers, personnel o oles] i espanayfor

o Information Spillage [system integrators, externalsystem service providers, and other ICT/OT-related service providers. The detal of cunctional | intersects witn | Sensitive / Regulated Datal o0 1 5 [responding o iormation 5

Response Iow this coordination i Lo be canducted should be Incuded in the agreement (e.0., conract), Enterprises shold Spil Respansible Personnel b nening th speciic iration nvolved n
reauire thei prime contractors to impiement this control and flow damn this requirement t elevant su khe system contamination:
contractors. e Aering (Reignment. organizatondefined

ersonnel
pgrades, patches. TATRIERAREE, EpTACEmEnT Rars 37d T Syt FATERAREE Wechaniams exit 1o develop, dsemnate, Feview & Updare procedures to o= Biveip: dociment. i GSSEmBiS 1D
Maintenance policies shnu\d be deﬁned for both the system and the nz;wurk The mamtenan:e policy should reflect | [facilitate the implementation of maintenance controls across the enterprise. [[Assignment: organization-defined personnel or
controls b ik assessment (including criicality analysis). such s emote access, the oles and attibut foles}:
: oty and pocedres B MOTEnance personnel o Nove acess ne reuency o pdates, curaon of e <ortrac, e GGl MY | ncon Jbser ) 1 Selection (one or more): Organization-eve;

MA1 Policy and Proced: [and method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Subset Of Maints Operati MNT-01 o [Mission/business pmcess level; System-level]
Should state which tools ae expicity allowed o not allowed. For example, 1 the case of software maintenance, Imaintenance polic
he contract should state the source code. test cases, and other item accessibilty needed to maintain a system or (@) Addresses mm Scope, ols,responsibiltes,
companents.

UpSFadee aTches e TreqUeney o mATeTance epTRCam e bt 90 v apects o ystes maerance WMechanisms exit o require malntenance personnel to oty affected - Bovelop, document. and Gsseminate to
anienance polcisshla be defed orbth e sysiem and th nwor: he otenancepocy shouid e stakeholders when remote. nan-focal maintenance is planned (e.g. dateftime). FAssignment: organization-defined personnel or
KConiols based on & ik assesament (nc.ing cicalny analySi) Such 2 rémoRs acCess, e 156 and atbatcs oles]

. o maintenance persomel wno ave scces, e, coration of the contract, the logistica path Remote Maintenance y 1. [Selection (ane or more): Organization-feve

MAL Policy and Procedures  |ang method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Intersects With Notifications. MNT-05.2 s [Mission/business process-level; System-level]
Should state which tools e expicity allowed o not allowed. For example, 1 the casé of software maintenance, Imaintenance polic
he contract should state the source code, test cases, and other item accessibilty needed to maintain a system or @) Addresses purpose, scope, roes, responsiblties,
: iment coordinal
liparade < The frequeney T T S e gt ot e Wiechanisms exit 1o 3ud remote. non-Tocal maitenance and dagnostc . Deveiop, document, and disseminate to
[Maintenance DDU('GS should be defined for both the system and the network. The maintenance policy should reflect [sessions, as well as review the maintenance action performed during remote [[Assignment: organization-defined personnel or
controls based on a isk assessment (nclucing crtcaly analysis. uch s remote access, the roes and attribates maintenance sessions. folest:

a1 Py and Procedres 0 o updatesof maimanance, and momiaring ond suls mechamams, T rantenance povey | | Functional | Intesects With Manenanee s | mrosa 5 ikoniancss roctos et Syemien
Should state which tools are explily allowed of not allowed. For example, in the casé of sotware mainténance, Imaintenance poiicy that:
the contract shoula state the source code, test cases, and other tem accessibility needed to maintain a system or (o) Asoresses purpse. scope, e, responiviies,
components. sttt
TGparades, patcRes, The Trequenc TepTRCEmeRE parts Shd et o SyStem AIREETNCE Wiechanisms exit 1 review the Securlly, Camplance & ResiTence rogram . Develop, dac emnateto
Martenance poices shoui be defined for both the System and the network. The maintenance poliy shouid refect (SCRP), including policies, tandards and procedures, a planned intervais or i [resonment Srganization defned persomnel or
controls based on o rsk assessment (Including citcalty analysis), such as remote access, the roles and attrbutes periodic Review & Update ianificant changes occur o ensure thir Continuing Sutabity, adeauacy and

ey and b o matenance personnl wno hve acces, e freauency o Updates, duration of e conirct e ogstica potn ction tersects Wi ic Review & Up efectiveness. 2 S2iecton ane or more): Orgarization-evel

a1 Plicy and Procedures [0 nathod used for updates of malntenance. and manitorng and audlk mechanisms. The maintenance poic Functonsl | ntersects With | of Security, Complance & | Gov.03 3 issionbusiness rocess level: System evel

[should state which tools are exvh(m allowed or not allowed. For example, in the case of software maintenance, . [maintenance policy that
the contract should state the source code, test cases, and other tem accessibity needed o maintain a system or 3 Addresses purpose, scope, roes, responsibilties,
ompanents ommitchen
ipgrades patehes e reueney o TR e oot o T Sy FATIERAE Wechanisms exit fo establih, maltal and disseminate polles, Standards . Develop, docment. and disseminate io
Matenance polices shoul be defined for both the system and the nenwork. The maintenance policy should refect i procecures necessary for secure, compliant and resient capabiifes [Assignment: organization-defined personnel or
controls based on  rsk assessment (inclucing critcalty analysi). such a5 remote access, the roles and aktributes publishing Securty, foles}:

i salicy and Procedures |0 maITtenance personnel who fove access, i requency of updates, duration f the corract, e 0BISTCal path | yncronal | mersects with | ConebonS S oo 5 |1 [Selection (one or more): Organization-fevel;
and method sed for updates or maintenance, and monitoring and audlt mechanisms. The maintenance poic pliance & Resil ission/business orocesslevel; System-levell
should state which tools are explicil allowed or not allowed. For example, in the casé of sotware maintenance, maintenance policy that
the contract should state the source code, test (ases, and other tem aceessibilty needed to maintain a system or (@) Addresses purpose, scope, roes, responsibiltes,
companents. .

WMechanisms exist to authorize, manitor and contral remate. nor-ocal - Apprave and monitor norlocal maintenance and
Noniocal maintenance may be provided by contractor persannel. Appraprite protections shouid be in place to maintenance and ciagnostic activites. [agnostc actities; .
Imanage associated risks. Controls applied to internal maintenance personnel are applied to any suppliers, jow the use of nonlocal maintenance an
Maa Nonlocal Maitenance . develgpes, ysten integatos, exemal system sniceprovders, an ather CTIOTrelated srvice proicers Functional Intersects With | Remote Maintenance |  MNT-05 5 [dagnostic tools only as consistent with
brsonzatons! bl ondcorumericd n e
'a similar maintenaric role and enforced through contractal agreements with their external service
performn fecurty plan o the st
e Employ stron uthentication n the
Fechansms exist o require mamtenance personnel o notfy afected Approve and monitor nonlocal maintenance and
Nonlocal maintenance may be pravided by contractor personnel. Appropriate protections should be in place to stakenoiders when remote, non-local maintenance s planned (e.g., dateftime). Giagrosc sciis
manage associated Hiks. Controls appied to nternal maintenance personnel o appied to any suppIcrs, Remote Haintenance Allow the use ofnonlocal maintenanice and
= Nonlocal Maintenance  [developers, system integrators, external system service providers, and other CT/OT-related service providers Functional Intersects With ote Mainten: MNT-05.2 s [dagnostc tools only 25 ;0"5‘“6" .
performing a similar maintenarice role and enforced through contractal agreements wit thei external service g'ggmgfg;‘"ﬂ' policy and documented!n the
roviders. ecunt an
c Employ trong aitentication n ne
Sonlocal mai g
Wechanisms exit t aud remote, mor-Tocal malntenance and diagnostc 5= Rbbrove and momkor nombcal maimenance and
Nonlocal maintenance may be provided by contractor personnel. Appropriate protections should be in place to sessions, o5 wallas review the maintenance action performed during remote liagnostic actitics
nage associated risks. Controls applied to internal maintenance personnel are applied to any suppliers, [maintenance sessions. o Al theuse of nonocal mainenance and
™ Nonlocal Maintenance [developers, system integrators, external system service providers, and other ICT/OT-related Service providers Functional | Intersects With Auditng Remate | 05,1 s [flaonostic ools only as consistentwith
cerforming a Similar maintenance role and enforced through contractual agreements with their external service oroanizations polcy and documented in the
[providers. c Employ sirong authenticaton in the
nlocal maintenance and
s € o eraire The Pk sesocated Wil marterance personel [Ensure u
lwho do not have appropriate access autharizations, cearances or for o Poreion naionals with agpropriae securty
[The veting of foreign nationals with access to crtcal non-national security Systems/services must take C-SCRM Maintenance personnel ccess approvls re spproprately mitamtes. llearancs conduct maintenance and
A Maintenance Personnel | [into account and be extended to al relevant contractor personel. Enterprises should speciy n agreements any runctionsl | mtersecrswitn | Moimienance Persomnel | 061 5 [dlagnostic activites on clasified systems only when
Foreign Nationals [resrictions or vetting reduirements that pertain to forelgn nationals and low the requirements down to relevant hcess khe'systems are jintly owned and operated by the
cubeontractors. lUnited States and forelgn allied Governments, or
and operated sacly by foreign alled
overnments. and
echansms exet - Physically control and securely store
IMedia storage controls should include C-SCRM activities. Enterprises should specify and include in agreements (1) hysicalycontrol and securelystore cgital and non digital media ithin [Assignment; organizaton-defined types of digta
e:9. contracting language) media storage requirements (e.9. encryption fo thelr supplers, developers, system rirolld sreas using organdzation-defined securly measures; fendlor non-digital media) within [Assignmer
P-4 Media Storage  [integrators, external system service providers, and other ICT/OT-related service providers. The enterprise should Functional Equal Media Storage ocros |2 Protect system media untlthe meda are destroyed or Foniees using 10 rganization-defined mmmnea areas];
e i rime contactas o implemen s conro and flaw own i requiement 5 relevant e approved equipment, techniques and procedur B e St mets s e 111 40
requre ts it he madia are destroyed o santized using
labproved equipment, techniques, and procedures
[Enterprises should specify and include in agreements (€.g., contracting language) media sanitization policies for [Mechanisms exist to securely dispose of media when it is no longer required, [o- Sanitize [Assignment: organization-defined
e SUpplrs,developer yste ngraors. eterol stem serce provders, and ther T/ relted service using formal procedures. ystem medial pior to disposal, release out of
provders s s otghout e SDLC ed Vovring o esdng n el chan may oniare lrganizational control,or elease for reuse using
y e, ncluing rom SupBIars, deveiopes, ysem vegrsor, exerna sysier y (Assign ization-defined sanitization

-6 Media Saniization [y mma service providers. It can be new, rfurbished, r reused: Medla saniization i criical to ensuring that | Functional Intersects With | Physical Media Disposal | DCH-08 s kechniques ar dures]; and
information s removed before i media s Sed, eusedar iscarded. For me that contains privacy or oth . Employ saniization mechanisms with the
scnatve ormation e CU. e anterpise shoul reaure = prime contractars o mplement s control and irengin and ntrity commensurate i the
Flow down his reauirement to relevant subter contract  faseifcation
JEnterories Shauld speclty andinclide in agreements (e.6.. CONFREHT TGUSGE) Fedls SSZSHGn POTCTEs T Wechanisms exit 1o sanfize system media with The strength and Eeority o Saniie [ASonent: rganizatin defned
their Suppiers, developers, system integrators, external system service providers, and other ICT/OT related service mensurate with the classification or sensitivty of the information pror to Eystem media) prior t disposa, release out of
oroviders. Media i used throughout the SDLC. Media traversing or residing in the supply chain may orginate isposal.release out of organizational contol o release fo reuse lrganizational control,or release for reuse using

1Pe et Saniization e roviders. 1 con o pews eorbshec B rewied, e s saiiﬂfﬁéi‘fﬁ Bl to narpg that | Functional | Itersects With | ystem Media Saitization| - DCH-09 s Eﬁfiﬁ"'l'f S ore proceuurea) apa. T econ
information is removed before the media is used, reused, or discarded. For media that contains privacy or other mploy sanitization mechanisms with the
sensiive iformation (e, CUI. he enterpris should require t prime contractos to implemen this control and Cirengin ety commensurte win ine
[Tow down this requirement to réievant sub-ier contractors ior ot th
[Enterprises should specify and include in agreements (e.g., mntra:tmg Tanguage) media sanitization policies for [Mechanisms exist to facilitate the sanitization of Personal Data (PD). [a. Sanitize [Assngnment orgamzatmn-deﬁned
il Suplrsdeveioprssstem nteralrs. evternl 2stem senvice praucers. ondcer (/0T rted senice Fystem media] prior t disposa, release out of
providers. Media s used throLghout the SDLC. Media trayersing or resding n he sUppy chain may ariginat lorganizational control,or elease for reuse using

o santzaton [VSPEr,Incuaig fom supplier,developers, ystem negratrs, external ystem senie providers, and Gtner ction ntersects witn | Sanitizaton of Personal [Assignment; rganization-defined sanitization

WP Media Sanitizatio ICT/OT-related service providers. It can be new, refurbished, Media sanitization is critical to ensuring that Functional Intersects With Data (PD) DCH-09.3 s [techniques and procedures]; anc
Informaion i removed before the mea i used, eused: or discarded. For medl that Contains privacy or oher mploy sanitization mechanisms with the
sensitive iformation (e.0. CUI. the enterprise should require s prime contractors to mplement this ontrol and trengin and ntgrity commensurate wih the

Jown s requirement fo relevant subier contractors, e cateoor o
PRyl acces conrol mechanias exilto i a curert s or a5, approve, and maintai st o7
information, <ystems, or dafa centers (9. Sensiive or Ca<5iied). Such autharizations should specity wha the
Incividua s permited o nol permittd t 4o with regard o ther physical acess (¢.. view,atrlconfgure,insert personnel wih suthorized acces o organizatonl faciies excep o these mdwldu:\s i suthoried acces o the acity
I Fomiing o Someiin: e 46) [ Physcal access I areas within the facilty officialy designated 2s publicy accessible) here the system re
PE-2 sical Access quire its prime (nntratl tors to implement this (unzm\ and flow down this. Functional Equal hysical Access PES-02 10 . lssue 5“‘""”“""" "”5"“3‘5 for facility access;
Irequirement to re\evant sub-tier mntra:tms Authorization for non-federal employees should follow an approy Authorizations [c- Review the access list detailing authorized facility
protocal, which includes documentation of the authorization and Specifies any prérequiites or consiraints that :“;5;*’} individuals [Assignment: organization-
[pertain to such authorization (e.g., individual must be escorted by a federal employee, individual must be badged, e
v lros R A A AR ety P i AT Y echariams i s et e ocaton of iarmaion procesaaitorage B Pan i ocationar s ofthe facny were e
Cominetal Unied Sttes OCONUS) oyl potectons n place ot on o mre of the rlevant s, ool loased on business requiremen: oystem resides considering physical and
Imanagement and control of such facilities, environmental hazard potential (e.g., located in a high-risk seismi ‘Third-Party Processing, [environment: p der the d

PE-23 Facility Location [zone), and alternative facility locations. Enterprises should also assess whether the \c(auo of a manufacturing or Functional Intersects With Storage and Service TPM-04.4 5 [b- For existing E(“"‘ES consider the D"YS‘“' E”
(distribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or products, ations rds
lenterprises should specifically address an ments or restrictions concerning the facility locations of the [management suatecy.
iencors or theiupsream sy hai providrs) i coniractsand o diwr s requrement o refevant b
T T R oo oo o o Uiy S (G e Wiechanisms exit 1o establsh an aiterate processing Sie that provides b Pom e ecalonar e o the ety v e

security measures equivalent o that of the primary ste. ystem resides considering physical and
Continental United States [OCONUSI), physical protections in place at one or more of the relevant faciltes, local
anagement and comre o such Tacles Envionmental azord potenial e 6. ocated n & b sessic fervironmental nazards; and. - vysical and

P23 Faciity Location  [zone). and alternative faciity ocations. Enterprises should also assess whether fhe location of @ manufacturing or | Functional |  Intersects With | Altemate Processing Site | BCD-09 s o existing faci mgs consider the physical an
(distribution cent Id be infl ed by geopolitical, economic, or other factors. For critical vendors or products, [environmental hazards in the organizational ris}
emeroiesshouid spcifclly addres anyTequrements o restictons concernng th faciy ocains of e management strateg
|vendors (or their upstream supply chain providers) in contracts and flow down this requirement to relevant sub-

e o oo o e S T e oS T et o e o e Tl b e Pl i ocatlon o st o e oty where he
Continental United States [OCONUSI), physical protections in place at one or more of the relevant acilles, local assets and necessary areements to permit the storage and recove Eystem resiges considering physical and
Imanagement and control of such faiilies, environmental hazord potential 9. located in a hi ismi system backup information. ruranmenta azar

vz Faciity Location  [zone). and alternative faciity ocations. Enterprises should also assess whether ihe location of a manufacturing or | Functional | Intersects With |  Alternate Storage Ste | BCD-08 5 [ Forexstingfaciites considerthe physical ana
(distribution center could be influenced by geopolitical, economic, or other factors. For critical s or products, [environmental in the organizational ris
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.
vendors (or their upsiream supply chain praviders) n contracts and flow down this requirement to relevant sub-

e wroae oo o Cone T e S T e echaniams ex/t fo dEbUtE processing and Storage across mulpie phySica l2Plan the Tocation o sTe of the facTiy where the
Cominenial Unad Stes [0CONUST, phySica rotScuons I lace 3t ane o o o thereeyant i, local focations. ystem rsides considering physica and
nagement and control of such facilties, environmental hazard potential (e.q., located in a high-risk seismic i . [environmental

PE23 Facility Location  [zone), and alternative facility locations. Enterprises should also assess whether the location of a manufacturing or Functional Intersects with | Distriouted Processing & | g 15 B lo- For existing facilties, consider the physical and
[distribution cent Id be influenced by geopolitical, economic, or other factors. For critical vendors or u 9 [environmental hazards in the organizational risk
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.

Vendors (o thei Upstream supply chain providers) n contracts and flow down 1 requirement t relevant sub-

Isuppliers. Factors may include geographic location (e. g. Continental United States [CONUS), Outside the [Physical security mechanisms exist to locate system components within the [- Plan the location or site of the !auh(y where the
ContnenalUnted Sttes (GCONUSI): physiclprotecion  paceat on r moreof e rlevan aciies ocal facityto minimie potentl damage fom phsicland environmental hazards ystem resides coniderng rysical an
Imanagement and control of such facillties, environmental hazard potential (e.g., located in a high-risk seismic Equipment Siting & jand to minimize the opportunity for unauthorized access. [enuironmental b

P23 Facilty Locaion  zone)and akemaive fcity octions, Eierprises should isoassess whelher e ocation of o manufactuingor | Functional |  Intersects With auipment Siting pEs12 5 b. For existing faciites, consider the physical and
(distribution center coul political, economic, or other factors. For critical vendors or prc rotection [environmental hazards in the organizational risk
enterprises shoutd specifcaly adaress any requirements o restrickions concerming the facity locations of he [management strateay.
iendors or ok upsream sy hai providers) i coniractsand o w1 equrement o reievant b
e Tt T oo ot (. Commer Ui S GGz oo Fechanims et o aciitate T aperation o physical and environmental o Plan the Tocation or e of the facty where the
Continenta Unied Stakes [ACONUSI) physcal prtctions i place at o or mare ofthe relavat facilis, local fprotection controls. [ystem resides considering physical and

v o such Toclies Envonmentalazord potemial e 0. ocated n & hgh 1o 5 ehysical & Environmentl fenvronmenta haz et .

P23 Facilty Location [zone), and altemative faclty Iocations. Enterprises Snould alsa assess whether he location of & manufacturing or | Functional | Intersects witn | PPYsicaL & Environ PES-01 5 o existing faci e, Consier th physicl an
ldistribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or products, [environmental e organizational risk
Jenterpisesshould specicaly address any requrements of resrictons concerning the acity locations of ¢ [management strategy.

dors (or their upstream supply chain providers) in contracts and flow down this requirement to relevant sub-
PSR 3E Covel T 37 e C-SCRM poley St LeveT T and Leval 2. T 38dtion B RESFal Coorainaton, The GhEerprise Wiechanisms exit 1o pan and coordnate Information Assurance Program (1AP] = Develop securfy and privacy pians for e system
ehouid coorainate with Supplers, developers, System integrators, extermalsystem senvice provders, and ofne actviies with affected stakeholders before Conducting such activiies i order fhat.
CT/OT-related service providers to develop snd maintain thlr S&Ps. For example, bullding and operating a system Plan / Coordinate with o reduce the potential mpact on operations. e consistent with the organization's enterprise

e System Security and  |requires a significant coordination and collaboration between the enterprise and system ntegrator personnel Such | o | Plen ] Coordinatewith | s rchitecure:

Prvacy Plans”  coodinaton andcollberton sovld i thesysem securty lan o sla‘m alone C SCRM plan. These ities 2. Explcitly define the constituent system
|plans should also consider t! suppliers or external service providers may not be able to customize to the [components;
acauirer's requirements. It s recommended tha tsuppnus,a clopers, ystem integrators, extemal system service 5. Describe the operational context o the system in
rSvigers:and ot 1CT/ Jeated serice provders Ak deveion C.SCRPL Mans o o federl (.. Conractos s of mission and business ora
a5 v the C-SCRM polcy at Level T and Level 3. In adlion 1 inernal éoordination: The enterprise Wiechaniams exit 1o generate authortalive documentalion (€. System - Develop securly and privacy pians for The system
shouid coordinate with suppliers, developers, syste integrators, external system service providers, Security Plan (557) that. fhat:
(CT/OT.related service providers to develop and maintain thel SSPs. For example. bulding and operating a system ropied Securty, (1) dentifes key architectural and implementation nformation on in-scope I e conssent i the orgmnizaton'senerrise

L2 System Security and |requires a significant coordination and coflaboration between the enterprise and system Integrator personnel. Such Functional Intersects with | Compliance and Restience|  140-03 |TEchnology Assets Applications anclr services (TAAS), 5 larchitect

Prvacy Plans  [coordination and collaboration should be addressed in the system security plan or stand-alane C-SCRM plan. These -ompliance and Relenc (2) Reflects the current sate of applied security, compliance and resilience B Eepcly define the consituent system
pians sl i consider hat suples orexterna senice providers may ot be sbie o customize to contrls on appicable People. | processes, Technooge, Dot andor Faclies lcomponents;
e’ requrements I = recommended tht suppers, developes, sitem tegratrs, extemal ystem serice (FFTDF) e e contined i the =t boundery o Descrve e cperaional conext o the syserin
[oroviders, and other ICT/0T-relted service provider aiso develop C.SCRM plans fo non féderal (e, Conractor [ provice o ecol o anolit sacurioe Conats. incluing change: ot
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Set Theory Relationship Mapping (STRM)

FDE Name

System Security and

al Document Element (FDE) Description
NIST'SF 300-161 K1 Supplemental ¢-SCAM Guidance

Flan at Lovel 1 and the C-SCRM polcy at Lovel T and Love 2. In aadion Lo Internal cooranation, the enterprise

lshould coordinate with suppliers, developers, system integrators, external system service providers, and other

ICT/OT rtated service providers to develop and maintain tnelr S5Ps. For example, bulding and operating a system

Irequires a significant coordination and collaboration between the enterprise and system integrator personnel. Such

RM

Rationale

STRM
Relationship

NIST SP 800-161 R1 - FLOW DOWN

SCF Control

Network Diagrams & Data

Secure Controls Framework (SCF)
Control Descriptior

[Mechanisms exist to maintain network architecture diagrams that:

(1) Contain sufficient detail to assess the security of the network's

larchitecture:

(2) Reflect the current arhitecture of the network envronmen; and

strength
Rerstomin

version 2026.1 x000a_03/27/2026

lo- Develop security and privacy plans for the system|
fthat:

1. e consistent withthe organization's enterprise
larchitect

PL-2 Privacy Plans t‘nnrdmatmn and mHab:ralmn shcu\‘d be addresseﬂ‘m the system security plan or sla‘nd alone C-SCRM D\an These Functional Intersects With Flow Diagrams (DFDs) AsT-04 ) Document all sensitive/regulated data flow s 2 Explmtly define the constituent system
pians should also consider that supplirs or external Service providers may ot be able £o customize to
cauirersrequirements It s recommended tha supplers, developers, System tegrators,extemal 3 stom service |- Describe ine opersion!contet of the system in
roviders, and other ICT/OT-related service providers also d olans for nonfederal (e, contractor) s of
[Having a current system inventory .5 iounde(lonal for C-SCRM. Not having a system inventory may lead to the Met‘hamsms exist to facilitate an IT Asset Managen‘wem (ITAM) program to Dexelnp'and update lAss\gnmenl 'nrqamzamn !
lenterprise’s inabilty to dentify sys Supplier criticalty, which would result in an inabilty to conduct C-SCRM implement and manage asset management controls. ldefined frequency) an inventory of organizational
Setoies To ensure that i apIEatle SupPIErS e ldenufis and categorized or rcaly, enterpises should pystems

pis System Inventory [ include relevant supplier nformation i tem invento intain ts currency uracy. Enterpri Functional Intersects With | Asset Governance asto1 s
Should requre e prime conracors o Iplement i control s Tow down s requrement o eevantsu ter|
ortractors. Deparmrtsand ageciesshoud fer (o Apprci o implement s gdancenaccrdance i
Evecutve Graer 1403, Improving the Nation's Cybersecun
aving a curent system inventory is foundational for C-SCRM. Not having a system iventory may lead to the. iechanTsms exist To perform Tventories of Technology Assets, AppTcations. [Develop and update [Assignment organizaiion-
enterorise's inabilty to dentry system and supplier citicalty, which would resul i an inablty to canduct C-SCRM [Services andjor Data (TAASD) that |defined frequency] an inventory of organizational
ctle o enur ha flaolable aupplers ar et e and categried for rlcaly,enerrses hou 1) Accuroaly reflscts the cument TAASD i u bystems

PM-5 System Inventory linclude re\evanl supplier information in the system mvenmry end maintain its currency and accuracy. Entery Functional Intersects With Asset Inventories AST-02 LZA '“e”"“ls authorized software products, '"(‘Uﬂ‘"g business justification 5
should reauire therr ractors to implement this control an s requirement o elevant substier
Contractors, Departments and agencies Should refer to Appendix F to Implement this guidance in accordance with 5 5 the level o granularity deeme necessary for tracking and reporting:

Executive Order 14026, Improving the Nation's Cybersecurity. @) incluses organization-defined iformation deemed necessay t achieve
Hechamisme-exit 1o oc kake the Implementation and operaton of data o Develop and disseminate an organzatoniide
protection controis throughout the data iecycle to ensure al forms of Personal Jorivacy program plan that provides an overview of
N o o ; [Data (PD) are processed lawfully, firly and transparenty. he agency's privacy program,
§ [The privacy program pian should include C-SCRM. Enterprises shold require their prime contractors to implement et . 1 incices a Gescrpionf th srcture of the
pr-18 Privacy Program Plan s controf and flow down this requirement to relevant subtier contractors. Functional Equal Data Privacy Program PRI-01 10 privacy program and th resources dedicated to the
privacy pro
B Provides an- overv-ew of the requirementsfor the
uacy oroaram and
[The Supply Chain Risk Management Strategy (also known as C-SCRM Strategy) should be complemented with a C- fechanisms exist to develop a plan for Supply Chain Risk Management (SCRM) st wite Satcay o
S e e aEon s e deweiopmremt ncauaton. maafenorce and Spasol of e ey the
e P oy e ! P e echnology Assets, Applications and/or Services (TAAS), including documenting velopment. acquisition, maintenance, and
P30 Supply Chain Risk  [18sPonsible o s e attors | Functional Eaual Supply Chain Risk askoo  [selected mitigating actions and monitoring performance against those plans, 10 [dspesal ofsystems,sysem components, and
e gemen Srategy e anterorse. program. and cyovem apocc noade Thess controls should v feratvely Management (SCRM) Plan fystem s serie N
integrated into the C-SCRM Policy at Level 1 and Level 2, as well as the C-5CRM plan (or SSP if required) at Level 3. R implemert th supplychain risk managern
See Section 2 and Appendix C for further guidance on rsk management s;rla;eg‘{ consistently acros the arganization: an
tivities [Mechanisms exist to establish, maintain and disseminate policies, standard: evelop, document, and disseminate to
Level 1: Applicable roles nclud risk executive, CIO, CISO, contracting, logistics, deliverylreceiving, acauisition and procedures necessary fo secure, compliant and resilint capabilies. [Ass‘gnm... organization-defined personnel or
security, and other functions that provide supporting Supply chain actiities. publshing securty, jos
ey and Procegures._|LEvel 2. Applicable roes include program executive and individuals (... non-federal employees, includin ction tersects Wi Publishing Securiy, F° Seiection one or more) Opoatonteve:
other indiviuals) lpersonnel security policy that:
Cevel 3: Appiicable roles includesystem engineers o system securiy noiners throughout the operatonal system (5 rces pursoe, scope rls, esposiiis
life cycle jrem . test, deployment, Updats ommito
H—V—“M Fasirueture Scivil Wechantams exit to revie the Security. Compliance & Resiience Program S eveion, Gocument.and Gasermnste to
lLevel licable ;‘:Ies include risk executive, CIO, CISO, contracting, logistics, delivery/receiving, acquisition |(SCRP), including policies, standards and procedures, at planned intervals or if [[Assignment: organization-defined personnel or
Security andl athor fanctlons hat provide Supgoring Supsly éha achtes odic Review Snifcntchanes ccur o ersire i Conining Sutabty. sdeqsoe ond roles}:

. polcy and procedures|Leve 2. Applicable roles nclude program executive and indviduals (e.g. non-federal employes, inclucing cunctional tersectswitn | oeacdcRevien 6 Update | o3 [efectiven 5 1 (Selection (one o more): Organization-level;
contractors) within the acduirer enterprise who are responsible for program Success (e.g. Program Manager and ey Complanc ission/business process-ievel; System-levell
other indlviduas). lpersonnel security policy that
Level 5 Aopicabe rles ncude ystem enginers orsystem secury enineers hroughout th aperaional systen (a) Addresses purpose, scope, roles, responsibilites,
ife cucle from require: feployme »
infrastructire actties. Fiechanfsms exit fo Faciltate the Tmplementation of personmel securty lo. Develop, document. and lsseminate fo
evel T Rolcaberles ncude s executive, C10, CIS0,cotracting, oitc,delieryreceiig, acauisiion fos. [Assignment: organization-defined personnel or
scurity.and ffer functions that provide supporting supply chan octities. oles)

§ ; s vl 7 Applcabte rres Ichude hogram Sxecurue nd hicuals (g non federal employees, including et Human Resources Security y 1 (Selection (ane or more): Organization-level;

P51 Policy and Procedures |0 0 0 L hin the acauirer enterprise who are responsibie for program success (6.0, Program Manager and Functional Subset Of Management HRS-01 10 [Mission/business process-level; System-level]

other ndividuals) lpersonnel security policy tha:
‘L;eve\ 5 Apph(able foles incude system engincers or system securlty engineersraughout he operationlsystem () Addresses purpose, scope. rols, responsivilties,
ife cycle fro jeployme + coarcinar
Wiechanfsms exit fo manage personnel securty fisk by screening mawiduals o Scroemaiidals priort suthoring ccess o
orizing access, fhe syst
o mitgote e ot sk, persomnlscreeing polies nd procedures should e extended t oy contactor prior to aut
lpersonnel with authorized a o information systems, system s, or information system services. o Reereen it inaccordance with

Ps3 Personnel Screening [Continuous MONIoring actutes shouid be comMAnsurate i he ontractor's fevelof access 1o sensive, Functional Equal Personnel Screening |  HRS-04 10 [[Assignment: organization-efined conditions
classified, or requiated information and should be consistent with broader enterprise policies. Screening Fequiing rescreening and,wnere rescreening i 5o
requirements should be Incorporated into agreements and flow down to sub-tier contractors ndicated, the frequency of rescreeningl.
ey Sadiionl reswlone Lt o alw g access Urng Specic Umeirames o <peciic ocatons o on echarims it torequie Non Discosure Agreements (NDAs) o smiar and Gocument access saresmets for
e, ch 2 alowing 95 » N ComGenirty soreomemts o rahoct i necoe 1o rovect doet Croanesvona syocem

. momtnr bgate e ack occons by these paios bccordomce wi e sebass agrecment.As porsomnel loperational detalls, or both employees and third-partes. Review and updste th access agreements

P56 ts [vary over time, mplement a tmely and rigorous personnel security update process for the Functional Intersects With |Confidentialty Agreements|  HRS-06.1 5 [Assignment: organization-defined frequency; and
Mt . Verfy that ndividuals requiring access to
When information systems and network products and services are provided by an entity within the enterprise, there [organizational information and systems:

Imay be an existing access agreement in place. When such an agreement does not exist, it should be established. 5‘9” HW"’ priate access agreements prior to
specity addtional restrictions. such as allowing oS Gung pecic mefomes, o cpecic bcaions, o on Wecaems ¥ s reaure erml TGty Uers o 350 appronTite e bevion and du(umenl Sccess sgreements for
B setomel o s aowing o oA Jaccess agreements prior to being granted acces: raenizatioal s

[review, monitor, update, and tratk ac(ess by these parties in ac(erdance with the access aqreem ent. As personnel \evi D“BQE "‘E access agreements

P56 5y overtime. mplement 2 tmely and rigorous personnel security update process for the Functional Intersects With | Access Agreements | HRS.0 5 Uissignment; organiation-dehne e requency}: ang
access agre c Verty tat indwiduals requiing accesst
[When nformaton systems and networi products and services are provided by an entity wihin the enterprise, there forganizational nformation and syst
Iy be a1 X acces sreementn place Vihen suehan areementdoes ot et houid b extabishes ioh approprite access Sorecments pirto

Mechanlsms exit to review the Security, Complance & Resilence Program Develop, document, and dssemnate o
tems Thess poly 3 procedires o asres e i oles, responsibities, managemant
PR AR oot periodic Review & Update iifcant changeso<cur o ensure thir coninung SUtabiy, sdeduacy an froles|
Pr1 Folcy and procedures olcesand rocedures need o be n lace o ensure that contracts state what Pi data will be shared, which Functional Intersects With | of Security, Compliance & |  GOV-03 |effectivene: s 1 [selection (ons or more): Organizaton-evel
tractor persor e acces o the I control protecing P, how ong I can b kept, an what happers Resilience Program [Mission/business process-level; Systern-level)
onracor person bercoraly oerciiane ovmation procecsing and
o W worsing wit s ew supplier, ensure that the agreement includes the mos recentsetof applicable securiy fransparency poicy tha )
e e BTy e e o e e e mraraemment ecamoms v o cTiate e mplemerttin and perationo s - Bevelop, document. and disseminate o
v poley and proced e purpese,scope: role, respansibiies management rovection Contrals vasghout the duts Hetycle 1 nscre al o of Personai Aot o senes pral o
e A oo oM Sk Bata (P} are rocessed tawiuly. faiy and Gansparently

Pr Policy and Procedures [Folles and brocecure need fo b it to ensure that contacts state what I data wil b shared, which Functional Subset Of Dta Privacy Program | PRLO1 o lSe‘ethtm {one or more: Organizaton-eve
lcontractor personnel may have access to the i, controls protecting Pil, how long it can be kept, and what happens. [Mission/business process-level; System-level)
oy personnel me personaly ideritale nformaron precesing and
[a. When working with a new supplier, ensure that the agreement includes the most recent set of applicable security | [ransparency policy o
e, o T s Fiechanlss et s Tacltate e Tplementalon f ity recegzes e Bevelon, docament and Gsomiiste o
24 ordination o nd privacy compance to Suppor systems/components securkty.complance andrelience practices n th specificton.Gesan. [Assignment: organization-defined personnel or

AR et Lo development, mplementation and modification of Technology ASsets Foles
T Polcy snd Procedures_ Poiis and procedres need tobe  lsce %o ensure that contracts sate what Pl data will be shared, whic Functional Subset Of secure Engineering seaon [Appicatons andlr serices (TAS) 1o [LISelection (one ormore): Organization-evel:
oritactor parsommel may have aecess 16 i Pi conttols rotectng P, how 1013 can b kept, and hat happens o Isslon/business process-evel;Systemlevel]
ot at the end of » contract. Jpersonaly identifable information processing an
hen working with a new supplier, ensure that the agreement includes the most recent set of applicable securiy| ransparency policy that:
echanTems exat o periodically a3se5s supply Chain FSks assocated with
[Technoloay Assets, Appiications and/or Services (TAAS).
4 with [Assignment: ms, system components, and
RA3(L) sk Assessment | Supply [5-tem Senvieecl anc. Updats tne SupPly char ok seseoqment TAcoanment orgamiation dofned hequents) Functional cqual Supply Chain Rk RSK.09.1 0
Chain Risk Assessment  [when there are significant changes to the relevant supply chain, or when changes to the system, environments of a Assessme
loperation, or other conditions may necessitate a change in the supply chain.
A A e A A A S U AR A A R iechanfsms ex/t To detect vinerabiTiies and configuration errors by routine o MonTtor and scan for vanerabiTies Tn The system
appicable and appropriate, may consider providing customers with a Vuinerablty Disclosure Report (VR to \vinerabity scanning of systems and applications. ond hosted appicatons {Assignment: organization
Vulnerability Monitoring | d€TONStrate proper and complete vulnerability assessments for components listed in SB0Ms. The VDR should [defined frequency anc mly in accordal
Ras ity 9 [include the analysis and findings describing the impact (or lack of impact) thet the reported vulnerability has on a | Functional Intersects With | Vulnerabilty Scanning | VP06 5 Jwith organization-d ] and when new
€anning  |Component or product. The VDR should aiso contain information on plans to adress the CVE. Enterprises should inerabite poterial fecing the sstem are
[consider publishing the VDR within a secure portal available to customers and signing the VDR with a truste [identified and reg
verifiable private key that includes a timestamp indicating the date and time of the VDR signature and associated Employ vu‘"m”w  monitoring tools and
e e e ey BT e T ore Fiechanfsms exit fo update VUerabilty scanning foofs - Mankor and stan fo vmerapiiies inthe system
applicable and appropriate, may consider providing customers with a Vuinerably Disclosure Report (VOR) to [and hosted applications [Assignment: organization-
Valnerabilty Monitoring. [demonstrate proper and complete uinerabilty assessments for components isted in SBOM. The VDR shou ened ireaiency andjor randomy n ccordance
s erabilty Monitoring [ LGt analyss and indings descrning the impact (o lack of mpact) tha the reporied vunerabity hason a | Functional | Intersects With | Update Tool Capabilty | VPM-06.1 s ithorganiation defined process) and when new
9 [component or product. The VDR should also contain information on plans to address the CVE. Enterprises should W"‘E'BD“"‘ES P“'E""E”Y affecting the system are
[consider publishing the VDR within a secure portal available to customers and signing the VDR with a trusted, lentified a
|veriable, private key that includes a timestamp indicating the date and time of the VDR signature and associated b Emmoy vmneramm monitoring tols and
[chain Tisk management actvities. FITSE, enterprises Should complete a criticality analysis as part of the Frame step [Mechanisms exist to identify, prioritize and assess suppliers and partners of ldentify criical system componenta and functions
of the C-SCAM Risk Management Process. Then, findings generated in the Assess step activites (.., criticaity citcal Technolooy Assets, Applications and/or Services (TAAS) using a supply orming a crtcality analysts for (Assianment
oalyi, ireat anlsi. winerbity anolysi: and mitgationstrateges) update and talor he cricaity anolysi. A I chain risk assessment process relative to their mportance in supporting the lorganization-defined systems, system components.
symbiotic relationship exists between the crticality analysis and other Assess step activities n tha orm an i arty Ciialty delivery of high-value services. o system services] at [Assignment: organization-
A iicalty Anai ional - n ’
o Crticaty Analysis [chiance ane another. For a highauality criicaity analysis, enterpises should employ I iteratively thmughnullh Functional Intersects Wi Assessment N0z s ldefined decision points in the system development
LOC and concurrentiy across the three evels. Enterprises should require their prima contr mpiement this life cycte)
Control and fow down this requirement o elevant sub ractors. Departments and agencies should a1so
Ireferto Appendix F to supplement this quidance in accordance with Executive Order 14028, lmproving the
TEhain ok management aCEvites. ISt enterpriset should CompIEte a Crcaly analysis a3 part of he Frame step echanloms SYBt s requie o deveipero e Teehraegy 75 [dentfy critlcal system components and functions
of the C.SCRM Risk Management Process. Then, findings generated in the Assess step actvities (e.q.,criticality [Application andior Service (TAAS) to perform  criicality analysis at rforming a criticality analyss for [Assignment
analysiz, thret analysis, vlnerabiy analyss and mitigatin strstegies) update and tllor the cnrm:;hl’y analysis. A Coticaty Anaiysis lorganization-defined decision pmr\ts in the Secure Development Life Cycle lorganization-defi ems, system components,
’ ity Anlyss [({mbitc relatinsiip st between the il anlyss and or Asses tep actties I that thy Iforn an ction ntersects with | Criticalty Analysis During | 1o, oo eBic) o system services] at [Assignment: organization-

RA9 Criticality Analysis a highquality criticality analysis, enterprises should employ it iteratively throughout the Functional Intersects With Development TDA06.1 s ldefined decision points in the system development
SL0C and :nn:urrentlya:rcssthethree leves, Enterpriss should require ther pima contractors to implement s ife cycle].
control an is requirement to relevant sub-tir coniractors. Departments and agencies shoul
refer o Appendix ent i Quidanc.in accordance with Executie Order 14026, Improving fhe
}-r——x”—“*ﬁ—“——rm—v——r—v——"—rﬁ“c o AR Tanagement SUCE: It SrXerpses odd Comete 3 UGty andlyat s part o1 Frame ey echatems € o entty crcasytem compenents and anction by [GentTy critical system components and functions
of the C.SCRM Risk Management Process. Then, findings generated in the Assess step actvities (e.g., criticality performing & crticaity analysi o crical Technology Asets, Aopleations forming a criticality analysis for [Assignment
onalyss trcat anslyas, sumerabily andlyss, and miioston srategios updote an talorthe <Hhcalty snal Secuity, Compliance & Endor Services (TAAS) a pre-defined decision points n the Secure lorganization-defined systems, system componer

s Cricatty Anlysis [mPiote rlaonip st between o rtclty amalysis ona ther Assss st et et o cunctional tersectswitn | Recib, Complance & | 05 |Development L Cycle (SDLC). 5 o System services at (Assignment: organization-
hance oneancther. For a ignauaity crifcalty analsts eterorses s em Requir ldefined decision points in the system development
SLDC and concurrently across the thre terprises should require thelr prime contractors to implement ths ife cycle
ontrol and ow down i irement o devens stb-tar comaciors Dapartents ond boencies snm a0k

er to Appendix quidance in accordance with Executive Order 14028, Improving
iechanfsms exit fo ensure That the Gevelopers of Techology ASsefs, [Require that the developer of [Assignment:
e developers. For system integrators who may| |Applications andor Services (TAAS) have the reduisite skillset and appropriate. lorganization-defined system, system component, or
< DIV 6y Goeopers k20025 il ompanens e rtrse houd Sl oprte ccess authorizations fystem service)

sa21 Developer Screening [proceses for deveioper sreenmg nave he screening of developers should be included a: Functional Equal Developer Screening T0A13 10 Has appropriate access authorizations as
Contractual requiremen and be  flow-down requirement t relevant subilevel subContTactors who provide (determined by assned [Assignment: orgenizatan-
evelopment services o who have access to the development environmen ldefined offical government dutiesl;

o Satistesth following acionat personne\
FGreemEnts With SUppITErs. GeVeIopers, SyStem TRTEgrators, Sxternal SyStem Service providers. and ather ICTIOT- [iechanisms exist & monfor and control communications at the external 5 Mankor and Contolcammuncaton ot he
[related service providers. There may wltiple interfaces throughout the enterprise, supplier systems and Inetwork boundary and at key internal boundaries within the network. [external managed interfaces to the system and at
netwerkhs. anﬂd the SDLC. ADD;UDHG[E vulv‘erabvllly‘ threat, and risk a‘ssessmen;s should bﬂe pervf‘rmed‘ to egs‘ure [key internal managed interfaces within the system;
y . lroper boundary protections for supply chain components and supply chain information flow. The vuinerabilty, onat , n y Implement subnetworks for publicly accessible
se7 Boundary Protection |ty raat, and risk assessments can aid in scoping boundary protection to a relevant set of criteria and help manage Functional Intersects With Boundary Protection NET-03 5 oemponents that are (Seloction: ameically:
Jassociated costs. For contracts with external service providers, enterprises should ensure that the provider satifies fosically] separated from internal organizational
: and
) "
iechanfsms Gxit fo Tmplement securty management Subrets to Soate TSaiats (s et rgan saton-dened.
security toois and support components from other internal system components Information secury toak meci e, and suppr
 Soundary protection | - by implementing separate subnetworks with managed nterfaces to other lcomponents] from other internal syt
. solation of Securty Tools, ction tersects wi ecurity Management 06,1 |components of the system lomponents by mplementing phyically separate
se703) Mechanisms. and Support [and networks. Enterprises should require thei prime contractors to mpiement this control and flow dow Functional Intersects With Subnets NET-06.1 ° bubnetworks with managed interfaces to other
requirement to relevant subitier contractors. If a Compromise or information leakage happens in any o lcomponents of the system.
ensronment he other enviranments should stil be protected thraugh the separation ahd Isolation mechanisms or
lechnigue
PPNy S o by o PP A B e o Cryprographic mechanisms exit to protect the confidentality of data being [Protect the [Selection (one or more): conRdentially;
Service providers may 1epuUIposé exting securly mechanisms (e authertication, autharization o encryption) o fransmited fntegrity of ransmitted information.
Transmission Chieve entrprie canfientaity and Infegri fecuirements. The deoree of protection shouid be based Transmission
scs confdenalyana [cendiiy o rormat ransmitted Jationship between the enterprise an iers, Functional Intersects With Jranemission crr03 s
tegrit ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers. Y
Enterprises snould redire thei prime contractors to impiement s control and flow down this requirement to
relevant sub-tier
[Acquirers, suppliers, developers, system integrators, external system service providers, and other ICT/OT-related CryBtographic mechanims exst o protect the early of daa being [Protect the [Selection (one or more): confidentiaiity;
ice pr rs may Pe xisting securit \echanisms (e.g., authentication, author uanor\ or encrypnon] tof ftransmitt [Integrity] of transmitted information.
Transmission hieve enterprise confidentility and integrity requirements. The dégree of protection should
scs Confidentiality and |sensiity of information t be transmitted and hé relationshp between the nterprse and the supplers, Functional Intersects With | Transmission Integrity | CRY-04 s
integrity evelopers, system integrators, external system service providers, and other ICT/OT-related service providers.
Enterprises should require their prime contractors to implement tis control an flow down this requirement
relevant sub-tier
GURpTrs, Gvelopers, SYSTer TRETators, Sxtemal System Senice providsrs, and oiher [CT/OT Telated sarvice iechanfsms oxit fo protect the condentalty. integrity, avalabilty and Protect T Fsiocion [one or v contaentarty:
lroviders, The enterprise should also enstire that they provide appropriate protections within the information sarety of encpoint devices nterity) o the following information
. s and networks for dataat s for th supplirs, developers, Sytem ntegrators, external sysle‘m servee | . Sanment organ zation-dened mformasin at
Protecton ofInformation [oroviders, and other ICT/OT feated service providers fomaton, such a5 sourcs code, esting data, lueprits, an y Endpoint Protection y
sc28 at Rest inellctual property information. hisconirol should be appled throughout the SDLC, includng o Functional Intersects With Measures. END-02 5
<. inventory and dsposal Enterprises
ol requir il prme comacior o Toplement (s cortrol s low down (s eatemant 1o et byer
contractors. Departments and_agencies shouid refer to Appendix £ to implement this quidance in accordance with
}—g‘—”—';“—pp yetem icgrators, extemnal vice providers, and other ot CrypLographic mechanisms exit to prevent unauthorized disclosure of data 3t frotee e seiecton [one o morer coniaentalty:
providers. The enterprise should aiso ensure that they provide appropriate protections within the information rest ntegrity] of the following information at rest
) e stems and networ o daa at restfor the supplers, devlapers, stem negrators, exemal ystem sevice [Assignment: organization-defined information at
. rotection of Information [providers, and other ICT/OT-related service providers information, such as source code, testing data, blueprints, ant ction. tersects Wi o g )
sc28 at Rest lintellectual Dmverly information. This control should be applied thmuthul the SDLC inclu ﬂmg during Functional Intersects With Encrypting Data At Rest CRY-05 5
. ‘test inventory ioposal Enterprises
Erouis requre e prime conractorsto mplement i conra ang o dow i requiramant v relevantSubter
contrac refer to Appendix £ to implemen this quidance in accordan
roceecig e ctorece o b Seutes bt aerocs e e s e 3 eetee st i SDLC Fechansis ext 1o GDute processing ond Sorage across mupie Fysicl (e e olovng pmtessw‘ng ndstor
[The enterorie shouldensure hat these techniaues ae appled n both conexts Development. manufacturing locatior nents across multiple [Selection s
and operations can essing and storage. This Distributed P o Focations: logical domaing): [As
sc36 Distrbuteg Processing and iz appies o the ety mspnnsmug Tor processing and soroge unctions of elated ifraSnucture, & includ Functional equal isubuted Processing & | sea 1 10 fronitiondenned processing and orage

federalagencies and contractos, Assuch, thi contrl applies to the federalagency and applicable supplier
and networks, Enterprises should réquire ther prime contractors o Mplement thi control and
low down ths requirement o relevant sub-er contractos.

[components].
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Control De: ion
[Mechanisms exist to facilitate the implementation and monitoring of
|vulnerability management controls.
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la-Identify, report, and correct system flaws
. Test software and firmware apdates related t

aw remediation or eflctiveness and potentia sde|
leffects before installation:

Irequirement to relevant sub-tier contractors and flow down to subcontractors, when relevar
e s Syetems and tomponems e cHica and should therefore be
subjeced to inspection. See Section 2 Appendix C,and RA-9 or guidance on conducting criiclty analyss The C-

M PO can help identify critical systems and components, especially those that are u:

Inspections

si2 Flaw Remediation |2 and Appendix C. Enterprises should require their prime contractors to implement this control and flow down this Functional Iersects With | Management Program | VP01 B

Feuiremant o reievant subier contraceore e, e Install security-relevant software and firmware
lupdates within [Assignment: organization-defined
fime period] of the release of the updates; and

Incarnorate flaw remediation info th
Mecharisms exist to conduct software patching for all deployed Technology la-Identify, report, and correct system flaw
|Assets, Applications and/or Services (TAAS), including firmware. - Test software aneifrrnware apdates related t

[ cutout of fawremediaion actiesprovides usful nput o the CTIOT SCAM processs descrived i Section fow remedision o ffecivences and potentl sce

si2 Flaw Remediation |2 and Appendix C. Enterprises st ire their prime contractors to implement this control and flow down thi Functional Intersects With 5""‘“‘3;6 &hf‘"“wa’e VPM-05 5 [effects before installation;

e o e oueces comtraceore atching e Install security-relevant software and firmware
lubdates within [Assignment: organization-defined
fime period] of the release of the updates; and

[Automated mechanisms exIst to update antimaiware technologies, Incluaing o Identy, report and correct sytem 1
signature definitions. b Test software an e updates related to

[The output of flaw remediation activities provides useful input into the ICT/OT SCRM processes described in Section Automatic Antimalware [low remediation for ffe E"mweness and potential side|

si2 Flaw Remediation (2 and Appendix C. Enterprises should require their prime contractors to implement this control and flow down this Functional Intersects With u END-04.1 B ects before Instal

o e e e ignature Updates € nstal secarty relevant software and firmware
lupdates within [Assignment: organization-defined
Kime period] of the reiease of the updates; an

L o] o i

[Because the majority of code operated in federal systems is not developed by the Federal Government, malicious [Mechanisms exist to conduct software patching for all deployed Technology. la-Implement [Selection (one or more): signature

lcode threats often originate from the supply chain. This controls applies to the federal agency and confractors with |Assets, Applications and/or Services (TAAS), including firmware. loased: non-signature based] maicious code

code-relate responsipities (., developing cods, instaling patches, perorming system upgrades, etc.), a5 well Software & Firmware fprotection mechanisms at system entry and exit
513 Malcous Code Prtecton o5 appcable contrctor nformation systems s. Enterprises should require their prime contractors to Functional Intersects With e & o VeM.05 5 jpoines to detect and eradicate mallcio
Implement ths Controt and low down this requitement to elevart sub-tie Conlractors. Departments and agencies atching [o- Automatically update malicious code protection

Shoud refer to ppendix o mplement his uidance in accordance wih Execuiive Order 14028, Improving the [mechanisms as new releases are availabl

Nation's Cybersecarity. pccordance with organizational configuration

[Because the majoriy of code operated in federal systems s not developed by the Federal Government, malicious [Mechanisms exist to facilitate the implementation and monitoring of F-implement [Selection (onc or moreT: signatare

lcode threats often originate from the supply chain. This controls applies to the federal agency and contractors wit |vuinerabiity management controls, lbased; non-signature based] malicious code

ode-related responsibilities (e.g., developing code, installing patches, performing system upgradies, etc.). as well Vulnerabilty & Patch [protection mechanisms at system entry and exit
si3 WaiciousCoe Protecton s splicale ontactor nformaton systems and ntwoks Enoroscsshould requre thlr pime comractos o Functional Intersects With | Management program | VeM-01 s Jpoints to detect and eradicate malicious co
implement this control and flow down this requirement to relevant sub-ier contractors. Departments and agencies WPMP) [o: Automatically update malicious code D’“'“““”

Shouta eler to Appendin F to mplement ths Guidance In accorqance with Executive Order L4035, Improving the [mechanisms as new releases are availa

Nions Cypersen pccordance wih organizationa c Confguration

[Because the majority of code operated in federal systems Is not developed by the Federal Governmant, malicious lechanisms exIst to Utiize antimaiware technologies 1o detect and eradicate F-Implement [Selection (one or morel Sarature

code threats often oriinate fom the supply chain, Thi contrls appliesto the federal agency and contractors with mocouscode [based; non-signature based malicious cod

code elted responsioies (e, developing code, nstaling patches, perorming system upgrades, et Malicious Code P proectom mechanisms at syt envyand exi
si3 Walicious Code Protection [as appiicoble contrac and networks. reduare thei Functional Intersects win | Malclous Code protection | gy g4 5 Jpoints to detect and eradicate malicious code:
molament this ontros and o dows s redament 0 rlovant sub-to contraciors. DepAmAs and agences Malw Jo- Automatically update malicious code protection

5ol refr fo Appencix F o IMpIEMeNt s QuiGance n accordance with ExecURve Order 14028, IMmproving the [mechanisms as new releases are available in

iion's Cyperacmrty laccordance with organiz:

[Because the majority of code operated in federal systems Is ot developed by the Federal Government, malicious [Mechanisims exist to utlize heuristic / nonsignature-based antimatware lo- Implement [Selection (one or more: signature

lcode threats often originate from the supply chain. This controls applies to the federal agency and contractors with [detection capabilties. e e 00t it

lcode-related responsibilities (e.9., developing codé, installing patches, performing system upgrades, etc.), as well rotection mechanisms at system enkry and ex
i3 aiciousCode roection o spplicalecontractor nformaton syt and etwrks. Enerpriacs Should reure el pime comractors to Functional Intersects witn | Heustc i Nonsignature- | eyp g 5 [points to detect and eradicate malicious code;
implement this control an n this requirement to relevant sub.tier contractors. and agencies tection [o- Automatically update malicious code protection

o Teter 1o Appandin 10 mploment te Burdance n accordance with Executive OFder 14035, improving the [mechanist leases are availabl

Rion's Cybersecorty pccordance with organizatonal configuration

[Because the majority of code operated in federal systems is not developed by the Federal Government, malicious [Cryptographic mechanisms exist to Implemen strong Cryptography and la- Implement [Selection (one or more): signature

Kode threas oftenoriginte rom the supply chain. hiscarol appis tothefederalagency and contratorswith lsecurity protacols to safeguard sensitive/regulated data during transmission sed; non-signature based] malicious code

lcode-related responsibilities (e.g. developing code, instaling patches, performing system upgrades, etc.), as well Safequarding Data Over jover open, public networks frotection mechanisms ot system entry and exit

si3 alious Code Protecton s apolcable contracor normation ystems and etworks Enmrpnsesshcu\d Tequre theilprime contractors to Functional | Inersects With quarding Data NeT-12 s [peints to detect and eradicate maicious code;
implement this control down this requirement to relevant sub-tier contractors. Departments and agencies pen Networks [b- Automatically update malicious code protection
ol refer t Appendi F o iplement s Quidance i accordance with Executve Order 14028, Improwng the chanisms as new releases are available in

Ntion's Cybersecarity. pccordance i organizational configuraion

[Because the majarity of code operated in federal systems is not developed by the Federal Government, maliclous [Rutomated mechanisms exist to update antimalware technalogies, including fa- Implement (Selection (one or more): signature

code threstsofien originate from the supply chln. Thiscanvols applcs o he edera agency and contraciors i signature definitions. Joased: non-signature based] malicious code

lcode-related responsibilities (e.g. developing code, installing patches, performing system upgrades, etc.), as well Automatic Antimalware prtection mechanisms at system ety and ext
s aiciousCode raecton s polcale contracor nformaton syetems i ook, Lo o6, Shou eauhe helr prme conraciors Functional Intersects with | Aviomatic Antimalvare | gyp g 1 5 [peints to detect and eradicate maicious code;
implement this control and flow down this requirement to relevant sub-ier contractors. Departments and agencies o P Autormatically update malicious core protection

Shoud refer to Appendi 10 mplement th' guidance n accordance with EXecLtve Order 14028, Improvig the [mechanisms as new releases are available

Nions Cyperaaror pccordance i organiationa c Conguration

[Because the majority of code operated in federal systems is not developed by the Federal Government, malicious [Mechanisms exist to check the validity of information inputs. - mplement Selection (one or morer SIW‘EMVE

[code threats often originate from the supply chain. ms controls applies to the ledera\ 2gency and contractors wllh ased; non-signature based] malicious co

Codeeloted responsibifies (e, developiug cade, ins taling paches,perfoming system upgrades, tc), 2wl [protection mechanisms at sy: iy o i

513 Walicous Code Prtection [ossppicabl contractor and networks. & Rould requre their Functional Intersects With | Input Data Validation |  TDA-18 B [points to detect and eradicate malicious code;
implement this control and flow down this requirement to reley ant sub-tier contractors. Departments and agenc\es [o: Automatically update malicious code D’“'“““”

5ol fefr to Appencix F o ImpIeMeNt iis QuiGance n accordance with ExecuRve Order 14028, Improving the [mechanisms as new releases are available

iion's Cyperacmriy pccordance with organzatienal Configuration

[This control includes monitoring vulnerabilities that result from past supply chain cybersecurity compromises, such [Mechanisms exist to check the validity of information inputs. o Honior the syster Lo dete

Jas malicious code implanted during software development and set to activate after deployment. System monitoring [ Attacks and indicators of W’E""E‘ attacks in

s frequently performed by external service providers. Service-level agreements with these providers should b [pccordance with the following monitoring

sia System Monioring  iuctured o appropriaely reflc s conre. Eterprises should equrs el prime contractors fo mplemerk s | Functonal Intersects With | Input Data Validation |  TDA18 B oecive: (Assgnment: oroanzation dened
lcontrol and flow down this requirement to relevant sub-tier contractor agencies should refer to [monitring ebijectivesl: an
[t 1o mpement e guidance I sccordance wit Eecutve Order 14025, Improving i Naton's [2. Unauthorized lacal, network, and remote
hersecury. fomnections
Is control Includes monfcaring vulnerabli — ain ity comprom Mechanisms exist to utize a Security Incident Event Manager (SIEW). or similar o Mentor e Syster to deted
e e T et Rt s Secuty ncier, Evert Mg (S o 7T R R
s requently performed by external service providers. Service-level agreements with these providers should be rtzedCoection o [accordance with the following monitorin
sia System Monitoring stm(lureﬂ o approriatl el i coil.Enterpses shoudreqe hlr prime contscors o mplement s | Functonal | ntersets Wi lection of | 0102 s [onecies (asgamen qammmn -defined
and flow down this requirement t ents and agencies should refer to R g monitoring objectve: 5
i F £ implement this GUIGance i accordance with Execuive Order 14038, lmproving the Nation's B Untnorzed ocar network, an remote

o bersecurity. connecuons,

u thcouon
1= control includes monitoring vulnerabilities that result from past supply chain cybersecurity compromises, suc [Cryptographic mechanisms exist to Implement strong Cryprography and o Hentor the System to deted

”‘mh(fw‘s P g A L s AP A A YA ot security protocols to safeguard sensitiveregulated data during transmission 1. Attacks and indicators of potential attacks in

requently performed by external service providers. Service-level agreements with these providers should be Safeguarding Data Over lover open, public networks. fccordance with the following monitoring
sia System Monitoring s(m((uvadmappropﬂale\y Teflect this control. Enterprises shouid require their prime contractors to implement this | Functional | Intersects With quarding Data NeT-12 s obiectives: [Assignment; organization define
and flow down this requirement o elevant sub-ter contractors. Departments and agences should refer to P nitoring objectives]; and
[Appencix F t implement this guidance in accordance with EXecutive Grder 14028, Improving the Nt 2 Unauthorized oca.network,and remote
(Cybersecurity. g . oot pauthorized use of the suster thuouals
" e orng vamerabi " " ; o T Mechanisms exist to faciitate the Implementation of enterprise-wide o Monior the system o detect
e e s e e s i D e
equently perormed by xierlservice providers. Senice levelagreements it these proiderssho e fordance with i folowts monorn
sia System Monitoring s(ructured Y mropritely refeck this Sonror Enterpices Snouid require tell prme contractorsto rmpementthis | Functional Intersects With | Continuous Monitoring | MON-01 5 loblectives;: [Assignment: organization-defined
ontrol and flow down this requirement to relevant sub-tier contractors. Departments and agencies should refer to [;monitoring objectives]; and
[ABpencix F to mplement this Quidance in accordance with EXecuive order 14028, Improving the Nation's Unauthortzed local, network, and remate
lcypersecurity. [connections;
dentity unauthorized use of tom throuon

Fllow U e US-CERT, FAGC an otr authortaive eiiesgenerata ecurty i s it re [Mechanisms exist to check the valldity of information Inputs eceive system securiy alerts, advisories, and

oplcabe to CSCRM.Adiona s and requlaions wil impact o and ow adional oisoris areprvide directives from [Assignment:organzaton-défned

ccurity Alerts, Advisories,[ENTETPises should ensure that thei nformationsharing protocols and processes include sharing alerts, advsories. Jecemal organizations] on an ongoing b |
sis 1ty Alerts, AQVISOrIES lan di "with relevant partics with whom they have an agreemen to deliver products or Functional Intersects With | Input Data Validation |  TDA18 5 enerate mterha secury atos, aciones, an

Entrprises shouid provide dirction o guidance 3 to what actions are to be aken i responseto sharing such an [drectives as deemed necessary

er, advisory o drective hould require thel fhis control and flow isseminate securiy alerts, advisories, and

s IS rauirement o rleuant s CORTaciors. DepamEPts g aGonces Snoud el 5 APPE F t irecives o Selection {one o mare): Assignment

[fllow up I needed. US-CERT, FASC, and other authortative entities generate security aierts and advisories that are [Mechanisms exist to maintain situational awareness of vulnerabilties and o Recaive ystem Sscurty iers. advsories ara

lappiicable to C-SCRM. Additional aws and regulations wil impact who and how additional advisories are provided. fvolving threats by leveraging the knowledge of atacker tactcs, techniques [rectives from [Assignment: organization defined

ecurity Alerts, Advisores, [ENETPises should ensure that ther nformation-sharing protocols and processes include sharing alets, advisores, res to faciltate the implementation of preventative and ternal ergsmzaem‘nsl on an ongoing bas:
sis y Merts, “land directives with relevant parties ent to deliver products or perform ser Functional Intersects With | Threat Intelligence Feeds |  THR.03 [comPpensating controls. B lo- Generate internal security alerts, advisories, and
and Directives |20 s lirectives 25 deemed necessa
nerprises should provide direction or gidance 3 to what actons are o b taken i response tosharing such an

Srers aduisory-or chrective. £ e o Control ond flow . Disseminate securty serts. aavisores, and

ow . reqUiment 16 rlevant ubster contractors, Deparimerts and agoncics snoud refl 6 Appencin 1o Jirectives to: [selection (one or more): [Assignment:

[follow up i needed. Us-CERT, FASC, and other authortative entities gencrate securiy alorts and aduisorics that are [Cryptographic mechanisms exist to implement strong cryptography and Recelve system security alerts, advisories, and

lapplicable to C-SCRM. Additional laws and regulations wil impact who and how additional advisories are provided. security protacols to safeguard sensitive/regulated data during transmission Jirectives from [Assignment: organizatio

ecurty Alerts, Advisorie, [EMeTPrises should enure that ther nformation sharing protocols and processes include sharing alerts, advisories, Ssteguro ooty o lover open, public networks. fxernal organizatns]an on o‘ngamgd )
sis Y dlerts, 50 land directives with rlevant parteswith whom they have an agreement o delier roductsor perform sevices Functional Intersects With e o NET-12 5 te internal securty alerts, advisories, ant
andDirectives enerprises shoul recion or guidance as o what ations re o b taken n response to sharing such an [irectives as d

rere acuisory_or drective. e thel erol o Ao I Disseminate securiy alerts. savisares, and

e i secp et o Elevant b ot e timares and sgenerc mouts eter 1o Appariin v irectves to: [Selecton (one or mare): [Assignmen:

(pacted by 6. TR HREGTTy o yStns ahd Corponents SHould 31 56 ested ad verfied [Mechanisms exist to utize File Integrity Monitor (FIM). or similar technologies, Employ integrity verm:anun ool to detect

e vereaton tools meivie mature of checksum veriication; acceptance testng for pysical lto detect and report on unauthorized changes to selected files and linautnorizea changes to e following software,

ot ¢ 4 [ccmponents conining software to I-ml(edhpnv'vleg‘e enuironments such as sandboses; code executon in contained O lconfiguration settings. [imware, and information: (Assignment
oftware, Firmware, and_ [environments prior to use; ant that if only binary or machine-executable code is available, it is obtainet ndpoint File Integrity lorganization-defined software, firmware, and
s7 Tnformation Inerity |diecty rom the GEM of 3 erifed Supplie o ItAbULer, Mechanisms for this controlare dscussed n detlln Functonal | tersects witn | EME HE T END-05 5 [niormation}; and

INIST 3 80053, Rev: 51, This control appies o federal agencies and applicable supplier nformation systems and I Take he elowing acionswhen unauthorized

Inetworks. When purchasing an ICT/OT product, an enterprise should perform due diligence to understand what a lchanges to e fmuare, and information

lsupplier's intearity assurance practices are. Enterprises should require their prime contractors to implement this o detected La

fmpact anticipat o grity of systems and components should also be fested and veriie © Cryptography and B Emoloy ety ver hestion 10 fo dete

|Applicable verification tools include digital signafure or checksum verification; acceptance testing for physi otiriy protacols to sateguard sensitaiequened data dareg Gansmssion lunauthorized changes to the following software,

mponents; confining software to limited privilege environments, such as sandboxes: code execution in contained lover open. public networks frmuware, and information: [Assignment
s17 Software, Firmware, and. [environments prior to use; and ensuring that if only binary o machine-executable code is available, It is obtained Functional ersecs win | Ssfeguardng Dats Over | er 5 lorganization-defined software, firmware, and
Information Integrity  [directly from the OEM or a verified supplier or distributer. Mechanisms for this control are discussed in detal | Networks [nformation1;

INIST Sp 500:53, Rev. 5. Thiscontrl applis to ederal agencies and appicae supalie nformation systems and Take the following actions when unauthorized

etworks. When purchasing an I roduct, an enterprise should perform due diligence to understand what a ehangesto e software, frmware, and nformaton

CUppler's intearity assurance practices are. Enterorises Should reqult their prime contractors o imelement s ace dtec

"_Ep_d'rg_wﬁﬁ_Fpﬁ'h_'__E!—dg—Lh_m_Y_ﬁﬁ_'rmnme 'y unanficipated changes. The iegrity of systems and components shouId also be fested and verTfied [Mechansms exist to check the vallaity of information Tputs mplo ymtegnlyverm:almn t0ols to detect

[picabl verificaton tools nlude digtal signature o checksum veriication: acceptance testingfo phys unaummu anges o the folowing software,

lcomponents; ftware to limited privilege environments, s ndbores: code execution in contained otormation [Asslgnmen

Software, Fimuare, and.[onvionments bl (o Use, sndensurg ok I oty bery o machine Exectaple code s avaloble, o btained lorganization« deﬁneﬂ Sohmare, omware, and
s7 Information Integiity  [directly rom the OEW or a erifed suppler or distributer. Mechanisms for this control are discussed in detal in Functional Intersects With | Input Data Valdation | TOA-18 ® ..\?wm o a

INIST 5P 80053, Rev. 5]. This control applies to federal agencies and applicable supplier information systems and . Take the following actons when unauthorized

Inetworks. When purchasing an ICT/OT product, an enterprise should perform due diligence to understand what a changes to ne software, firmuare, and information

supplier's intearity assurance practices are. Enterprises should require their prime contractors to implement this derocter: |

Mechanisms exist to embed false data or steganographic data in s to enabie| [mbed data or Copabiiics n e {olowing systems
the organization to determine if data has been exfiltrated and provide a means 1 system components to determine

Supplers, developers sytem Integrators, external system service providers, and oher [CTIOT elated service to identify the individualls) involvet ﬂrgamzatmnald ta as been Cated or

’ i lproviders may have access to the sensitive information of 3 federal agency. In this instance, enterprises shoul ncti v it y improperly removed from the organization:
520 Tainting Feauire thei prime contractors to impiement this control and low down his requirement to relevant sub.tier Functonal Eaual Tainting THR08 0 onemant orgenzaton detes srsiems o
lcontractors. Jsystem components].

[fo protect the supply chain. As part TG TeuGE the reed for SUppTers [Mechanisms exist to [Ensure that the controls included in the contracts of

o fow down contrls to Cubcoractors (ougouk e SLC. A& bar o marke Tescarcn and analya et s compliance and esience requirements wi tid rortio ranecing lprime contractors are also included in the contracts

Supply Chain Controls and [ENterPrises shouid conduct robust due diligence research on potential supplers or products, as well as their organisnions nacds 1 protoc 14 Toenmelogy Acsa Applcationt,Sences Jof subcontractors,
SR3) eSS | b ar Fow e Subply chaine T st o resealch o be helpu 1 shapieg e sourcng opproaehand | Functional | ntersects win | TEFSR SORisct | - o5 andior Dt (TAASD) s
efining requirements. An evaluation of the cybersecurity risks that arise from a supplier, product, or service should

Ibe completed prior to the contract award decision to ensure that the holisic isk profile s well-understood and

serves as a weiahted factor in award decisions. During the period of performance, suppliers should be monitored for|

o protect the sUpply chain.AS part f procureraert requirements, enterprises snauld include the need for Suppiers [Mechanisms exist fo ensure applicable securlty, compliance and resilience [Ensure that the controls Included In the Contracts of

lto low down controls to 9 SDLC. As part of mark and analysis activities, Irequirements are included in contracts that flow-down to applicable sub- lprime contractors are also included in the contracts

SuBBly Chaln Comtrals and e e (g ourh and T pary suppIkTS), which con e ShieTrSes 3v0d Sinle pons o Contract Flow-Down contractors and supplers. prsupcontactors
SR33) Processes | Sub-tier FIoW Iiilure within their supply chains. The results of this research can be helpful in shaping the sourcing approach and Functional Intersects With Requirements TPM-05.2 s
ow refining requirements. An evaluation of the cybersecurity risks that arise from a supplier, pro Service should

lbe completed prior to the contract award decision to ensure that the holistic risk profile is well-understood and

serves as a weighted factor in award decisions, During the period of performance, suppliers should be monitored for|

[Controls are In place and Lo examine whether there 1s Evidence of tamperng. ProAUCES or Components Should be [Mechanisrms exist to maintain awareness of component authenticity by [repect the Tllawing syters or syt

inspected prior to use an Inspection also be inluded n comracts ith ldeveloping and implementing Product Tampering and Counterfeiting (PTC) |components [Selection (one or more): at random; at

suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service. lpractices that include the means to detect and prevent counterfeit Resfymmert: organisation defned requencyl upon

sr10 Inspection of Systems or[providers. Enterprises should require their prime contractors to implement this control and flow down thi Functions! Intersects with | Product Tampering and | 1o [Components 5 [/Assignment: organization-defined indications of
Components requirement to relevant sub-tier contractors and flow down to subcontractors, when rele Counterfeiting (PTC) Ineed for inspection]] to detect tamperin
(Criticality analysis can help determine which systems and components are critical and should therefore b [(Assignment: organization-defined systems or
ubjected to inspection. See Section 2, Appendix C, and RA-9 for guidance on conducting critcality analysis. The C- fsystem components)
CRM PHO identity critcal systems and components, especially those that are used by muliple missions,
fcontrols are In place eramine Whetfe there s evdence of tampering. Froducs o componerts Soud b eChars SXEL 1o VSICay ana oocaly spect clca eeholooy sssets [Ipect the follawing systems o system
nspected prior to use and p Inspection included n contracts with to detect evidence of tamperi lcomponents [Selection (one or more): at random; at
rmiors Govelspers ystom nvearators cternal s St proviers, and oot ICTOT. [{Assignment: organization-defined frequencyl, upon
sr10 nspecton of Systems or providers. Entr pnsas shoutd reqursthelf prime contactors to mplement tis contrl and flow o Functions! Intersects With Technology Asset AST15.1 s [{Assignment: organization.defined indications of

[{Assignment: organization-defined systems or
Jsystem components}
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