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lsuppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Periodic Review & Update [significant changes occur to ensure their contining suitability, adequacy and ek o evel
A1 Poly an rocedures gt e Sccesscont oltes. These snould nclude ot physcol o ol access o 1 2 Functional | Intersects With | of Securty, Compliance & |  GOv-03 [efectveness. s lction oneormorr Ozt
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terrices shoulasssignaccess conrol gecisions o suppor autherized access L e supply chin Ensure ot accolints or changes in permissions to existng account.
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AT1 Poly an rocedures gply chain 0951, sytem engnerig. o Tmanagement, 1. Qualiy, ana Inciaent response. Functional | Intersects With | of Securty, Compliance & |  GOv-03 [efectiveness. 5 [LIselection one or more): Organization-tevel;
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ot be ncluded i such 2 pallcy unless hose fnctions are performed within the acauirer’ upply chain nformation Bocumentation Issonfousingss pracessevel System-eve] audt
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fomalioand s Sources o approtae. I crtan aances, e record ey be s 1 agminaaine of el 27 What e o event o
AU-3 Content of Audit Records. pmceedmgs Enterprises Should require tf Functional Equal Content of Event Logs MON-03 “] ES[EDM" what type of event occurred; 10 - W:E" d he even! t"( urre
e coniaciors o hplemont i contrl and flow down this requirement to relevant sub-tier contractors. (2) When (date and time) the event occurred; e the event occurred:
Deparlmen( and agencies st hould refer to Appendix F to implement this guidance in accordance with Executive ((3) Where the eve‘r;'l d. 3m:r:e of l):fhevent. © and
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responsmmnes Wit the eneror for canductincontr e ment 3ha authozaion,any o ependencies Coment. authoration. and monog paicy
P oserole,and th nsractin o the roles. Enerpse e ecurty nd pruacy ke shau be frac
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lthe SDLC and the supply chain. A properly defined and implemented configuration management capabilty provides Imanagement controls. [(Assignment: organization-defined personnel or
loreater assurance throughout the SDLC and the supply chaln that components are authenic and hav rolesh
rappromm el modnad. When denring 3 commou aton managament by ard brocedures, emterprces Shoud fioura . I Seiction (ane or more): rganizaion-eel
cM1 Policy and Procedures [address the full SDLC, including procedures for introducing and removing components to an m the enterprise’s Functional Subset Of Program CFG-01 0 [Mission/business process-level; Syster vel]
nformation system boundary. A Configuration management policy Should incorporate confguration rems, data lconfiguration management policy h
retention for onfguration tems and corresponcing metadata, an tracking of he configuration rem (o) Adoresces purpose,scope, oz, Tesponsiiltes,
ond 1 metada, e enerarie Shoud condinate i supaers. developrs, ystem niegrator extemal ystem i cinaion smona
[to the enterprise’s ability to establish the provenance of components, including tracking and tracing them through [Mechanisms exist to review the Security, Compliance & Resilience Program 2. Develop, document, and dissemi
e SDLCar th sl chln,  pioper dfine and Implemented coniguraton management copabity proides (SCRb) including poicies, standar and procedares, at planned ntervals or if [issignment; organization-defined personnel or
oreater assrance froughout the SDLC and th supply chantht components are authenic and ove 1o perotic Review & Update Significant changes occur to ensure their ontinuing Sultabity, adeauscy and roles
M1 Policy and Procedures | 1PPropriately modified. When defining a on management borty and brocedurcs, anerpises should Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. s 1. [Selection (one or more): Organization-level;
e F SOLE g procecares for mradocing and remeving carmpare w o Fom e enterpie’s ecurty. Complanc Vissonbianes proces vel, Sytemeve
information system boundary. A configuration management policy should incorporate confguration tems, data lonfiguration management policy
retention fo confguration tems and corresponcing metadata, and tracking of he confguration rem (o Adireses purpote, Scone, m\es respnns\blh(\es,
Jand s metadats, The enterprie should Coordinate with Supolers, developers, system Inteqrators, external system
[to the enterprise’s ability to establish the provenance of components, Including tracking and tracing them through [Mechanisms exist to establish, maintain and disseminate policies, standards [a. Develop, dn:umen!. and d\ssemmale o
[the SDLC and the SunD\y chain. A properly defined and implemented configuration management capability DVOV\GGS land procedures necessary for secure, compliant and resilient capabilities. [Asslgnment organization-defined personnel or
lareater assurance throughout the SDLC and the supply chain that components are authentic and have Publishing Security
[reproprate odac When GeRning & Conhourat Managemant polcy and procedures, enterecs shold »  eaiecion ans or more): Organizationievel
i Policy and procedures |8 e ul SDLC nclsing procedures o nrodng and emoving comporerts o an centerprise's | Functional | Intersects With | Compliance & Resflence | GOV-02 5 |Missionbusiness process evel system-evell
Information sys nfiguration management palicy should incorporate. confguration tems, data lconfiguration management policy that
retaron fo Zonmguratin tains and correspanaing rneiadata, and tracking of i ésanguration e (a) Adresses purpose, scope, fole, responsibiltes,
Jand s metadata, The enterprie should coordinate with Supolers, develapers, svstem intearators, externa system iohent coortination amana
Mecharame XSt o reven he Secuty. Comallance & Reilence Progran - Develop, document. and Gsseminate to
[Enterprises should integrate C-SCRM into the contingency planning policy and related SCRM [(SCRP), including policies, stan: ures, at planned intervals o if fhsignmen: rganizaton-defned personre o
Strategy/mplementation Plan, poices. and SCRM Pian. The polcy Shoud cover nformation systems and the supply perodic Review & Update e hanges o raure hi o Stabi, decuacy nd )
lchain netwrk and, at a minimum,. address scenarios such as nction: ntersects Wi g hls leffctivenes: w lse\emon (oneor mrey: Qganzationeve
e Poliey and Procedures |Gy 12hncd component failure and subsequent replacement; Functional | Intersects With | of Securty, Compliance & | GOV.03 5 [issionibusiness process level; Syseem level
5 Planned replacement reiated to feature upgrades, and and lcontingency planhing paicy hat
- Product andlor service disruption () Adaresses purpose. scope, rois, resporsibiltes,
ihent coortination amana
Wecharisis exist o Tacitate The Implermentalion of Contngency panming [ Bevelap, document, and dsseminate o
Enterpriss should ntegrate C-SCRM into the contingency planning policy and related SCRM lcontrols o help ensure resilent Technology Assets, Applications and/or [hssignment; organization-defined personel or
[Strategy/mplementation plan, polices, and SCRM Plan. The policy should cover information systems and the supply Business Continuity [Services (TAAS) (e.q., Continuity of Operations Plan (COOP) or Business roles) h o evel
lchain netwark and, at a mimimum, address scenarios suc ’ y .01 |Continuty & Disaster Recovery (BCIDR) playbooke). 1% (Selection (one or more): Organization-evel
o1 Pl and roceres |yt o onet a1 e sert e Functional SubsetOf | ManagementSystem | BCD01 v i 10 o busingss process over sysemiovel
& plann o featur upgrades, and and lontingency pianning palicy th
€ Fodoct anclor serice disrion (a) Adaresses purpose, scope, rois, responsibiltes,
iohant cooitinalion aman
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Nam.

Focal Document Element (FDE) Description
NIST SP 800-161 R1 Supplemental C-SCRM Guidance

Enterprises should ntegrats C-SCRM Into the contingency planning polcy ond relatsd S
policies, and SCRM Plan. The polcy should cover nformaton systems and th suppiy

chein network and, at 3 immon 55 scenarios such

R
Ratio

NIST SP 800-161 R1 - LEVEL 1

SCF Control

Publishing Security,

SCF #

Secure Controls Framework (SCF)
ntrol Description
IMechanisms exist to establish, maintain and disseminate policies, standards
land procedures necessary for secure, compliant and resilient capabilties.

version 2026.1_x000a_03/27/2026

lo. Develop, document, and disseminate to
l(Assignment: organization-defined personnel or
roles

L [Selection (one or more): Organization-level;

o1 Policy and Procedures. Functional Intersects With | Compliance & Resilience | GOV-02 5
4 nplanned component failure and subsedquent replacement; e o Mission/business process-level; System-levell
- Panned replacament related to feature upgrades, and and [contingency planning policy tha.
lc. Product and/or service disruption. (@) Addresses purpose, scope, rois, responsibiltes,
[The enterprise should - at enterprise-defined intervals - review, enhance, and update their identity and access Mechanisms exist to review the Security, Compliance & Resilience Program 6 Beveiop. document and csseminate o
Imanagement policies and procedures to ensure that critical roles and processes within the supply chain ((SCRP), including policies, standards and procedures, at planned intervals or if [Assignment;organization-defined personel or
lare defined and that the enterprise’s critcal systems, components, and processes are identified for traceabilty. Periodic Review & Update [significant changes occur to ensure their continuing Sutabilly, adequacy and
1 Policy and Procedures  [This should include the identity of critical components that ma n considered under identification and Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 h ise‘“”"" {one or more): Organization-level;
fauthentication in the past. Note that pmv\ﬂmq identification for all items within the supply chain would be cost- Resilience Program ”;‘55“’"”’“5‘"955 V"“:“"e‘/e‘ sysﬁem"ﬁ"”
[ronibitve, and iscretion should be used. The enterprise Should update related C.SCAM Strategyimplementation |dentification and authentication policy that:
[Plan(s). Poiicies, and C-5CRM Pl @) Addresses purpose, scope, oles, responsiviltes,
e enterprise should - at enterprise-defined intervals - review, enhance, and update their identity and access Mechanisms S o facltate the mplemertation of Gentcation and access la. Develop, document, and disseminate to
ranagementpoles and procclres t enturs tha ctial s and prcesses Wit the supply e etk Imanagement cont [Assignment: organization-defined personnel or
ore fined and tha the enterrise's crcal system ents, a1 processes are denticd for tracsabilty dentity & Access roles: )
a1 Policy and Procedures |This should include the dentiy of criical companents ihat may not nave been consigered under dentincation and | Functional Subset Of dentity & Access 1AC-01 10 [LIselection (one or more): Organization-level;
lauthentication in the past. Note that providing identification for allitems within the supply chain would be cost- 9 ission/business process-level; System-level]
lorohibitive, and discretion should be used. The enterprise should update related C-SCRM Strategy/implementation |dentification and authentication policy that
Plan(s). Policies, and C-SCRM Plans. (@) Addresses purpose, scope, roles, responsibilities,
itment coordination amona
Frhe enterprise should - at enterprise-defined intervals - review, enhance, and update their identity and access Mechanisms exist to establish, maintain and disseminate policies, standards lo. Develop, document. and disseminate to
rinsgemant bl a1 proceiurs o eure 1t i ol rocsasewih e cusly chan ntvor land procedures necessary for secure, compliant and resilient capabilities. [Assignment; organiztio-defined persomnel or
iefined and that the enterprise’s critcal systems, components, and processes are identified for traceabil Publishing Security, rotesk o evels
a1 Polcy and Procedures [This should include the identityofcrtical companents that may not have been considered under dentificationand | - Functonal Intersects With | Compliance & Resilience |  GOV-02 s Saictin (one o morel: Organizaton-eve
lauthentication in the past. providing identification for all items within the Supply chain would be cost. Documentation e B evet Svetemevel]
[ronibiive, and discrétion shuuld ba Used. The enterprise should update related C-SCRM Strategy/implementation [dentification and authentication policy
[Plan(s). Poiicies, and C-SCRM Pla o) Addresses purpose, scope, ol respunswbnhues
[Mechanisms exist to uniquely identify and centrally Authenticate, Authorize OriGicly Janity and 2UGTOERt oiganEatonaT
pccessing an CT/OT System o supply chain networ. An eterprise user may nclude cmployess, ndividuals
o e I oo e . e weat resear e S and Syaten land Audit (AAA) organizational users and processes acting on behalf of sers and associate that unique identification with
Identification and  |integratoré fuliling contractor roles. Criteria suth as ~curation in role” can aid in defining which identfication and Identification & lorganizational users. lprocesses acting on behalf of those users,
1n2 Authentication _ fauthentication mechanisms are use. The enterprise may choose to define a set of oles and associate a level of Functional Equal Authentication for 1AC-02 10
Users) ensure 1drequire thelrprime contractors to implement thi Organizational Users
Contl ancTow damwh s eduiremant 1 aimvant sob e conuactors. Deparrtents and agencies should refer to
[Appendix F to implement this guidance in accordance with Eecutive Order 14028, Improving the Natio
Mechanisms exist to uniquely [dentify and centrally Authenticate, Authorize Uniquely dentify and authenticate [Assignment:
nterprises should implement capabilities to distinctly and positively identify devices and software within their Jand Audit (AAA) devices before establishing a connection using bidirectional Jorganization-defined devices andjor types of
Fupply <o anc onco Ganted: vty o e deny ' uentic Dewces Tt reqareuniaue e o device lauthentication that is cryptographically- based and replay resistant. ldevices] before establishing a [Selection (one or
Device Identification and 1 2 Identification & Imore): local; remote; network] connection.
a3 K fentification and |entification and authentication should be defined by type, device, mbination of type and device. Software Functional Intersects With |, dentication & o] 1AC04 5 g d
that requires authentication should be Identifed through a software identiication tag (SWID) that enabies
|verification of the software package and authentication of the enterprise releasing the software package.
Mechanisms exist to coordinate username dentiners with external [Coordinate ith the following external organizations
lorganizations for cross-organization management of identifiers for cross-organization management of identifiers:
dentifer Management | [TTis enhancement helps the traceabilty and provenance of clements within the supply chain through the (Assignment: organization-defined external
i) e nanagement | lcoordination of identifier management among the enterprise and ts suppliers, developers, system integrators, Functional Equal Cross-Organization 094 10 lorganizations].
pes-organizat lexternal system service providers, and other ICT/OT-related service providers. This includes information systerms a Management
9 components as well as individuals engaged in supply chain activities
erevant imiormation concemma the source or covered aricier meludia 1y the supply cham ek miomatiom Mecharims oSt o esablsh, rantaln and dsserinate poles standaras [o. Develop, document. and disseminate to
[dentified through the course of the agency's activities in furtherance of mitigating: identifying, or managing its land procedur ure, compliant (Assignment: organization-defined personnel or
lsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Publishing Security, froles!
IR1 Policy and Procedures und m Federal Acquisition Supply. cham Security Act of 2018 (FASCSA) 41 U.S.C. § 4713; and any orders issued Functional Intersects With | Compliance & Resilience |  GOV-02 5 [L. [Selection (one or more): Organization-level;
agency under 41 U. Documentation Wission/business process.evel; System-ievel
receona) fommunication ith oy chain partners shouldbe defined in agreements with suppliers, incident response policy th
[developers, system integrators, external system service providers, and other ICT/OT-related service providers to (@) Addresses purpose, scupeé;fé;e:, trisﬂp;):‘s;::’hnes,
Feeuantiformation concening e Soure o covred rtcle including 1) the supply chain risk information hanisms exist o 1 Divelop, documant, and dissen
e roug e cousaof o agency et n frhranceof i, ey or managin s Facikare an organisnion wide reapanie copavnty or cpersecurty o sota [Assignment; organization-defined personnel or
pply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Incident Response fprotection-related incidents. ezl o evel
"1 Polcy andProcsdrs. et FaderlAcqution Sz Chaln Secy ckof S48 (FASCoR) 4 U8 4713, andan e ssed | Functiona Subsetof dent Resp RooL 10 [ Eskcion one o morer Ozt el
y the agency under 41 U, perations Mission/business process-level; System-level]
tirectona fommunication ith 3oy chain artners should be defined in agreements with suppliers, incident response policy that: o
[ieveiopers, sysram itctators extern Syate sonice providers. nd ot 1CTIOT reited sonve providers to o) Addresses purpase, scope, roes, respansibites,
relevant information concerning the Source or covered article, including 1) the supply chain risk information [Mechanisms exist to regularly review and modify incident response practices lo. Develop, document, and disseminate to
i ough he Course of e gency S acitis i frherance of mtgain, derkyng,of manaoing i lto incorporate lessons leamed, business process changes and industry [Assignment: organization-defined personnel or
lsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency ldevelopments, s necessary. roles
IR-1 Pollcy and Procedures  [under the Federal Acquisition Supply Chain Security Actof 2018 (FASCSA) 41 U: 4713; and any orders issued Functional Intersects With IRP Update 1RO-04.2 5 [L. [Selection {one or more): Organization-level;
the agency under 41 U.S )
irecinas Sommunication wih aupply chain partners should be defined in agreements with supplirs incident response policy that:
|developers, system integrators, exrernal system service providers, and other ICT/OT-related service Dmvlders to ((a) Addresses ol ’f‘;;‘:' t"ef““’:‘s‘l:';“‘“'
relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to incorporate lessons learned from analyzing and resolving fa. Develop, document, and disseminate to
e augh he Cous o th agency s n rthrance of i, ey or managin s |cybersecurity and data protection incidents to reduce the likelifood or impact [(Assignment: organization-defined personnel or
Jsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Rt CauseArlysis () [of future incidents. roles! .
IR1 Policy and Procedures  lunder the Federsl Acquistion Supply Chein Securty Act o1 2018 (FASCSA) 41 U-5.C. § 4713; and any orders ssued Functional Intersects With v 1RO-13 5 [L. [Selection (one or more): Organization-level;
e ey e 4 Lo Lessons Learne Mission/business process-level; System-levell
trectonal fommunication with 4oy chain artners shouldbe defined in agreements with suppliers, incident response policy ’
[developers, system integrators, external system service providers, and other ICT/OT-related service providers to (@) Addresses purpose, scope, rols, responsibiltes,
relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to review the Security, Compliance & Resilience Program [2. Develop, document, and disseminate to
i o s ot ancy actis i ftherance ! g, sy, ormanaag s ((SCRP). including policies, standards and procedures, at planned intervals or if [Assignment; organiztiondeined persomnelor
chain risk and 2) the supply chain risk information regarding covered procurement actions by the a Periodic Review & Update [significant changes occur to ensure their continuing suitability. adequacy and
1”1 Polcy and Procedures [under the Federa! Acauisition Supply Chain Securty et of 3018 (FASCOA) 41 0.5.C-§ 47131 and amy orders osved Functional Intersects With | of Securty, Compliance & | GOV-03 5 K Seiecon one o more): Organization-evel
Iy the agency under PN Resilience program Misson/business process-evel; System-evell
otirectonal Sommunication s by chain partners should be defined in agreements with suppliers, incident response policy
|developers, system integrators, external system service providers, and other ICT/OT-related service providers to ((2) Addresses purpose, 5tfpe W‘ES VESPD'VSW'”U?S
Mechanisms exist to Implement and govern an Insider threat program [mplement an incident handiing capabilty for
incidents involving insider threats.
[This enhancement helps limit exposure of the C-SCRM information systems, networks, and processes to insider
9 Incident Handiing | nsder hreas. Entrprises should ensure that nsider hreat incdent handiing capabities account for thepofential of . Insider Threat Response Y
IR-4(6) insider threats associated with suppliers, developers, system integrators, external system service providers, and Functional Intersects With 1RO-022 s
ot TIOT reretes Semice roVars. porsonne i Secess 1o ICTIOT Syeter wihin the sukherbion boumdary.
Mechanisms exist to implement and govern an insider threat program. [Coordinate an incident handiing capability for
insider threats that includes the following
| entities [Assignment: organization-
Incidrt Handling | nsder This enhancement helps imit the expasure ofC-SCRM nformation systems, networks, and processes o insider nsider Th o anizational
1R4(7) Threats — Intra- _ threats. Enterprises should ensure that insider threat coordination includes suppliers, developers, syster Functional Intersects with | "sider Threat Response | .5 5 5 [defined entities].
organization Coordination [mearators, external system satice providrs, and other ICT/OT related sarvice providers. pabllity
[Upgrades, patches, the frequency Teplacement parts, and other aspects of system fechanisms exist to Gevelop, disseminate, review & update procedures to Develop, document, and disseminate to
Maintenance policies should be defined for both the system and the network. The maintenance policy should reflect [facilitate the implementation of maintenance controls across the enterprise. [Assignment: organization-defined personnel or
|controls based on a risk assessment (including criticality analysis). such as remote access, the roles and attributes roles)
. lof maintenance personnel who have access, the frequency of updates, duration of the contract, the logistical path y 1. [Selection (one or more): Organization-level;
MAL Poliey and Procedures a4 method used for updates or maintenance, and monitoring and audit mechanisms, The maintenance policy Functional Subset O Maintenance Operations | - MNT-01 o ission/ousiness process-evel;Syste-level
lshould state which tools are explicitly allowed or not allowed. For examy e case of software maintenance, Imaintenance policy th
e contract should state the scurce code, test cases, and other tem accessbily needed o maintain  system or (@) Addresses ,,u,p(,se m,pe, roles, responsibillies,
lcomponents rdination amano
(ipgrades, parches. T Teplacement parts, and other aspects of system Mechanisrms exist to require maintenance personnel to notify affected B eveiop, document. and SIseminate 1o
[Maintenance policies should be defined for both the system and the network. The maintenance policy should reflect lstakeholders when remote, non-local maintenance is planned (e.q. dateftime) [Assignment: organization-defined personnel or
|controls based on a risk assessment (including criticality analysis), such as remote access, the roles and attributes roles)
. ey an res |of maintenance personnel who have access, the frequency of updates, duration of the contract, the logistical path nction: nter ; Remote Maintenance y 1. (Selection (one or more): Organization-level;
WAL Policy and Procedures o4 method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Intersects With Notifications MINT-05.2 > ission/business process-ievel; System-ievell
Jshoud state which toos are explicitly allowed or not allowed. For examy e case of software maintenance, imaintenance policy that:
the contractshould tate the source code,tes cases, and other tem accessibilty needed to maintain a system or (@) Addresses purpose, scope, oles, esponsivilties,
lcomponents. cordination ama
Giades, pstches. Hhe Trequency of eplacement parts, and GTher GEpects of Syste [Mechanisms exist to audit remote, non-local maintenance and diagnostic Besciop, document. and dizsem
Maintenance polcies should be defined for both the systern and the network. Te mantenance policy should eflect sessions, as well as review the maintenance action performed during remote [Asslgnmenl Crganization-defined personnel or
lcontrols assessment (including criticality analysis), such as remote access, the roles and attri Imaintenance sessions.
. [6f maintenance personnel who have acces, the frequency of updates, duration of the contract, the logistical path Auditing Remote g R feiecton (one or more): Organization-evel
MAL Policy and Procedures a4 method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Intersects With Maintenance MNT-05.1 ° ission/business process-level; System-levell
[shoud state which tools are explicitly allowed or not allowed. For example, in the case of software maintenance, Imaintenance policy that:
lthe contract should state the source code, test cases, and other item accessibility needed to maintain a system or (a) Addresses purpose, scope, roles, responsibilities,
o 3 jment”coordination amon
ipgrades. patces. Ehe Trequency of FaTREeRANce, replaCemEnt part, and Gther SEpect of yeterm Mechanisms exist to review the Security, Compliance & Resilience Program la. Develop, document. and disseminate to
Maintenance policies should be defined for both the system and the ne intenance policy should reflect (SCRP). including policies, standards and procedures, at planned intervals or if [Assignment: organization-defined personnel or
|controls based on a risk assessment (including criticality analysis), such as remote access, the roles and attributes periodic Review & Update lnifcant chanes occur to ensire el Eontinuing suitabilty, adequacy and. roles
. . of maintenance personnel who have access,the frequency of pdates, duration f the contract,th logistical patn . . f S ¢ 03 |effectiveness. 1. [Selection (one or more): Organization-level;
a1 Policy and procedures [ Cnctiod useq for updates of maintenance, and momitoring and audik mechanisms, Tne maintenance polcy unctonal | Intersects Wih | ofsecurty. Compllnce & | GOV-03 S
hould state which toois are explcity allowed of not allowed. For example, in the case of saftware maintenance, Imaintenance policy
fthe contract should state the source code, test cases, and other item accessibility needed to maintain a system or (o) Aceecses purpose, scope, oles, esponsibilies,
lcomponents itment_coordination amana
lupgrades, patches, the frequency of replacement parts, and other aspects of syster [Mechanisms estl to establish, maintain and d\ssemma(e policies, standards. fa. Develop, document, and disseminate to
Maintenance policies should be defined for both the system and the network. The maintenance policy should reflect land procedur complian [Assignment: organization-defined personnel or
[controls based on a risk assessment (including criticality analysis). such as remote access, the roles and attributes Publishing Security. roles)
aintenance personnel who have access, the frequency of updates, duration of the contract, the logistical path : 1. (Selection (one or more): Organization-level;
mal policy and Procedures Gt used for updates of maintenance, and moritoring and audit mechanisms, The maintenance policy Functional | Intersects With | Compliance & Resilence | GOV-02 ® iadobunes roces vl yem v
[should state which tools are explicitly allowed or not allowed. For example, in the case of software maintenance, aintenance policy
fthe contract should state the source code, test cases, and other item accessibility needed to maintain a system or oy Adcresses purmoses scope, roles, rsponsilitie,
1 mumitment coord
[Mechanisms exist to review the Security, Compliance & Resilience Program lo. Develop, document, and disseminate to
IVarious documents and information on a variety of physical and electronic media are disseminated throughout the ((SCRP), including policies, standards and procedures, at planned intervals or if [Assignment;organization-defined personnel or
lsupply chain. This information may contain a variety of sensitive information and intellectual proper Periodic Review & Update [significant changes occur to ensure their continuing suitability, adequacy anc les]:
MP-1 Policy and Procedures  [suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 N [56‘ lection (one or more): Organization-level;
[providers and should be appropriately protected. Media protection policies and procedures should also address. Resilience Prograi M‘SS“’"/"“S‘"‘“S process-level; System-level] media
[supply chain concerns, including media in the enterprise’s supply chain and throughout the SDLC. rotection policy tha:
(@) Addresses purpose, scope, roles, responsibilities,
!t coordination amano
[Mechanisms exst to facilicate the implementation of data protection contrors la. Develop, document, and disseminate to
[Various documents and Information on a variety of physical and electronic media are disseminated throughout the [Assignment: organization-defined personnel or
ol chai. Tt informalion may contan a varetyof sensiive ormation and intelectualproperty rom rolesl; .
MP-1 Policy and Procedures  [suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Functional Subset Of Data Protection DCH-01 10 L [Sel e‘;‘“" {one or '“"'E" 07‘13"‘13“0"" e‘/‘e"
[providers and should be appropriately protected. Medlia protection policles and procedures should also address Misson/business process-ievel; System-ievel media
[supply chain concerns, including media in the enterprise’s supply chain and throughout the SDLC. fprotection polic)
(@) Addresses Durpose scope, oles, responsivilties,
Mechanisms exist to establish, maintain and disseminate policies, standards el docment. oot Ssamman
IVarious documents and information on a variety of physical and electronic media are disseminated throughout the land procedures necessary for secure, compliant and resilient capabilities. [Assignment; organization-defined personel or
lsupply chain. This information may contain a variety of sensitive information and intellectual property from Publishing Security, rotesk o e
Mp1 Policy and Procedures  [suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Functional Intersects With | Compliance & Resilience |  GOV-02 s Saiection (one o more: Ogarizatonew
froviders and be appropriately protected. Media protection policies and procedures should also address Documentation isson/business roces-evel yster vl media
ly chain concerns, including media in the enterprise’s supply chain and throughout th
[supply chain concerns, including media in the enterprise’s supply chain and throughout the SDLC. o Ao spose scoe s, esponsiis
oo
Mechanisms exist to: - Fhysically contro and secure)
IMedia storage controls should include C-SCRM activities. Enterprises should specify and include in agreements (1) Physcaly contral and securey store igial and nor-digital media within (Assignment:arganization-defined lynesufmg\(a\
l(e.., contracting language) media storage requirements (e.g., encryption) for their suppliers, developers, system [controlled areas using organization-defined security measures nd/or non-digital media] within [Assig)
MP-4 Media Storage lintegrators, external system service providers, and other ICT/OT-related service provi tterprise should Functional Equal Media Storage DCH-06  [(2) Protect system media until the media are destroyed o 53"‘[‘15“ using 10 “’93"'“““""‘“‘"9” controlled 3’5351' and
require its prime contractors to implement this control and flow down this requirement to relevant sub-tier lapproved equipment, techniques and procedures, ystem media types defined in MP-4a
lcontractors. Juntil the media are destroyed or sanitized using
lapproved equipment, techniques, and procedures.
Mechanisms exist to protect and control digital and non-digital media during [a- Protect and control [Assignment: organization-
ltransport outside of controlled areas using appropriate security measures. [defined types of system media during transport
[The enterprise srmu\d incorporate C-SCRM activities when media is transported by enterprise or non-enterprise [outside of ‘“"":”e“ areas using [Assignment:
MP-5 Media Transport  [personnel. Some of the techniques to protect media during transport and storage include cryptographic techniques | Functional Equal Media Transportation | DCH-07 10 [organization-defined controlsl;
Ere Sppraved custodin sommcss b Maintain accountabilty forsystem media curing
ftransport outside of controlled a
ocument activies associated with the transport
£
[Mechanisms exist to establish, maintain and disseminate policies, standards o Devaiop, document, 370 ASSEmTAate 1
land procedures necessary for secure, compliant and resilient capabilties. [Assignment; organiztio-defined personnelor
The enterprise should integrate C-SCRM practices and requirements into their own physical and environmental Publishing Securty,
’ potectin plicy an procecrs. The deare o protecton shold b commensurate with e degeeeof negrain t y R Fetiection (one or more): Organization-evel;
PEL Policy and Procedures cal and environmental protection policy Snould &nsure that the physical mterfaces of thé supply chain Functional Intersects With | Compiance & Resiience | - GOV-02 ® Mission/business process-level; System-levell
e adeqoate proteciion and sua for suth proroeton physical and environmental protection policy that
(@) Addresses purpose, scope, roles, responsibilities,
t coordination amana
Mechansms et o facltate the operation of hysical and environmentl la. Develop, document. and disseminate to
lprotection control [Assignment; organizatio-defined persomnel or
e enterprise should integrate C-SCRM practices and requirements into their own physical and environmental les):
g ey an res . protecion plcyand procedures. Toedeoree of prtecton should b commensurate with he deoree of ntegration nction Physical & Environmental g R febiection {one or more): Organization-evel
PE1 Policy and Procedures ical and environmental protection policy should ensure that the physical interfaces of the supply chain Functional Subset Of Protections pES-01 o ission/business process-level; System-levell
e acenaate proecion am v o such presceton; physical and envitonmental protection polcy that
(@) Addresses purpose, scope, roles, responsibilities,
itment_coordination ama
fechanisms exist to review the Security, Compliance & Resilience Program lo. Develop, document. and disseminate to
((SCRP). including policies, standards and procedures, 4 intervals or If [Assignment: organization-defined personnel or
e entrprise should integrate C.SCRM practicesand requirements nto their wn physical and envionmental Periodic Review & Update significant changes occur to ensure their continuing Suitability, adequacy and roles!
pe1 Polcy and Procedures _ [Protection policy and procedures. The degree of potection should be commensurate with the dearee of INe9ration. | yncional | Intersects With | of secuyity, Compliance & Gov.03  |effectiveness. 5 [LISelection (one or more): Organizationfevel;

[The physical and environmental protection policy should ensure that the physica nterfaces of the supply chain
Ihave adequate protection and audit for such protection.

Resilience Program

IMission/business process-level; System-level]
Iphysical and environmental protection policy that:

(2) Addresses purpose, scope, roles, responsibilities,|
ltment_ cordination aman:
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Nam.

Focal Document Element (FDE) Description
NIST SP 800-161 R1 Supplemental C-SCRM Guidance

Jnhduls who physcally access th entrprsn or extamal serviceprouidersfaclites, data ceners iforato,

NIST SP 800-161 R1 - LEVEL 1

SCF Control

SCF #

Secure Controls Framework (SCF)
ntrol Description
[Physical access control mechanisms exist to monitor for, detect and respond to|
Iphysical security incidents,

version 2026.1_x000a_03/27/2026

lo. Monitor physical access to the facility where the
lsystem resides to detect and respond to physical

o hysca assets) - ncuding v he supply chan - may be enerprises cmployecs,an e or lsecurity incidents:
remotely located contractors, visitors, other tmrd parties (e. g " intenance pcrscmcl inder contract with ti < lb. Review physical access logs [Ass\gnment
PES Monitoring Physical Access (o oo o indiidual afiated wn an enterpree n the upsieam supply chain, The enterprise Functional Equal Monitoring Physical Access|  PES-05 0 lorganization-defined frequency
Jshouid monitor these fndividuals” activties to reduce cybersecuriy risks throughout the supply chain or require occurence of (nssignmer ommmmn seined
Imonitoring in agreements. ents or potential Indications of even
[Physical securlty mechanisms exist o locate system Components within the Bociion System fomponants Wi he iy e
facity to minimize potential damage from physical and environmental hazards| iminimize potential damage from [Assio
hysical and environmental hazards o disruptions have an impact on the availability of products that are or will be land to minimize the opportunity for unauthorized access. lorganization-defined hys\ca\ Ind erommental
. Location of System  facquired and physically transported to the enterprise’s locations. For example, enterprises should incorporate the | ¢ o tersects witn | Eauipment Siting & . s hazarde] and to minimize the opportunity for
mponent anufacturing, warehousing, o the distribution focation of nformation system components that are critical for Protection lunauthorized access
lagency operations when planning for aternative suppliers for these components.
Fiechanisms exit o [Centrally manage [ASsignment: organization-
lementation of cecarty, Compiance s oanence controle ana remted - ldefined controls and related processes)
lc:SCRM controls are managed centraly at Level 1 through the CSCRM Strategy and Implementation Plan and at Centralized Management rocesses.
P9 Central Management 00 eyl At ovel 5 C.SCHM coniral are manaed on an inerfaation sevem bade inouah e | Fonctions! Intersects With | of Securty. Compliance & | - SEA-01.1 s
[SSP and/or CSCRM Plan. Reslllence Contrais
Wechanisms exist to centraly-manage the law remediation process. [Centrally manage [Assignment; organization
ldefined controls and related processes)
6:5CAM controls sre managed centrally at Level 1 through e CSCRM trategy and implemertation plan and ot
P9 Central Management 1 and Level 2 through the € SCRM Policy MO described in Section 2 centrally manages CSCRM | g ncyiona) ntersectswith | <o P Remeaon | vem05.1 s
9 Controls o Level 1-and Leval. At Lovel 5 C.SCAM contrals ara managed on an inortmaton syetem bade Inough he e Remediati
[S5P andjor CSCRM Plan.
Fiechanisms ex/st o assigh one or more quaified Indiiduals With the mission [Centrally manage [ASsignment; organization-
and resources to centrally-manage, coordinate, develop, implement and |defined controls and reiated processesl.
|C-SCRM controls are managed centrally at Level 1 through the CSCRM Strategy and Implementation Plan and at Aasigned Securty, ntain an enterprise-wide Security, Compliance & Resilience Program
. Level 1 and Level 2 through the C-SCRM Policy. The C-SCRM PMO escribed in Section 2 centrally manages C-SCRM N nter iy, roa |(SCRP)
o Central Management  |controls ot Level 1 and Level. At Level 3, C.SCRM controls are managed on an information system basis though the | Functiona! Intersects With | Compliance & Resilence | GOV-04 s
[SSP and/or CSCRM Plan. s
Wiechaniams exist o centrally manage anmaare technalogies [Cortrally manage [Assigrment; organization”
|defined controls and related processes].
:Schw conrols are managed centaly ot Level 1 rough the CSCRM trotegy ond mplementaton Plan and t
P9 Central Management |-evel 1 and Level 2 through the C-SCRH Policy. The PMO described in Section 2 centrally manages CSCRM | ¢ncyionay ntersects witn | "ot amimaware | END-043 s
9 [controls at Level 1 and L Covel 3, kM conmrals e managed on an information system basis though the o
[SSP and/or CSCRM Plar 9
Wechanisms exist o centrally-manage antiphishing and spam protection [Centraly manage [Assignment; organization”
ltechnologies. ldefined controls and related processes)
|C-SCRM controls are managed centrally at Level 1 through the CSCRM Strategy and Implementation Plan and at
. Level 1 and Level 2 through the C-SCRM Poicy. The C-SCRM PMO described in Section 2 centrally manages C-SCRM y
Lo Central Management ¢, nerols at Level 1 and Level. At Level 3, C-SCRM controls are managed on an information system basis though the Functional Intersects With Central Management END-08.1 5
IS5P andor CSCRM Pla
Fechanime eXst @ cenvaly manage and update he e o e copured [Centrally manage [ASsignment: organization-
lin event logs generated by organization-defined system component |defined controls and related processes].
lc:SCRM controls are managed centraly at Level 1 through the CSCRM Strategy and Implementation Plan and at
tral Management |LeVEl 1 and Level 2 through the C-SCRM Policy. The C-SCRM PMO described in Section 2 centrally manages C-SCRM tion. ersects win | Cenzlized Hanagement
L9 Central Management |- ¢l at Level 1 and Level. At Level 3, C-SCRM controls are managed on an information system basis though the. Functional Intersects With Event Log Content | MON-03.6 5
/55 and/or CSCRM Pian.
e sorior Iormation security oficer (€9, CI50) and senior agency heia respanale or acauaiion (e 9, Cher chanisms ex/st o 3sSign one of more qualiied Indviduals With the rission Ropot s e sy ommaton Secury ocer
|Acauistion Officer (CAO] or Senior Procurement Executive [SPE]) have key responsibilites for C-SCRM and the and resources to centrally-manage, coordinate, develop, implement and Jwiththe mission and resources to coordi
Information Security _[overall cross-enterprise coordination and collaboration with other applicable senior personnel within the enterprise, Assigned Security, maintain an enterprise-wide Security. Compliance & Resilience Program develop, implement, and maintain an Crganization:
P2 prinformation Security lcuch as the CIO, the head of facities/physical security, and the risk executive (function). This coordination should | Functional Intersects With | Compiance & Resilience |  GOV-04 [ISCRP) s [ imformaton securty program

o P Joccur regardessof the <pecifc department and agency enterprisestructure and specifc s of elevant senior Responsibilties
personne! ordination could be executed by the C-SCRM PMO of another similar function. Section 2 provides
rove guidance on €SCAM roes ane respanswbmues
IFplement 356 3 o T docUment provides guidance on dedicated Tunding Tor C- Fiechaniams exist to address all Capital planning and Investment requests, - nciude the resources needed to implement the
SCRM programs. The en(erpnsa Shnuld also ‘"(EQW‘E (CSCRM requirements into major IT investments to ensure that| lincluding the resources needed to implement the Security, Compliance linformation security and privacy programs in capital

unding is appropriately allocated through the capital planning and investment request process. For example, Securiy, Compliance & Resilence Program (SCRP) and document al exceptions o thi requirement planning and investment requests and document ai
s Information Security and [should an RFID irasiructure be requied to enhance & SCRMto secure and mprove the inventory o IogIsics Functiona! cqual ecurtty, Compliance & | oz 1o [exceptions to this requirement;

Privacy Resources |management efficiency enterprise's supply chain, appropriate IT investments would lkely be required to a oot b. Prepare documentation required for addressing
lensure successful planning and implementation. Other examples include any investment into the developm o information security and privacy programs in capital|
et anuronmant or enical Compénents,Inauch £acee, Tancing and resources e naedet t atatire and mainain planning and investment requests in accordance
|appropriate information systems, networks, and components to meet specific C-SCRM that support ith annlcable & tive arers directi

echaniss exst o ssigycne o more quaied raviduas i the rissin Bevelop, monitor, and report on the results of
and fesources to centrally- ordinate, develop, implement and Information security and privacy measares o
Enterprises should use measures of performance to track the implementation, eficiency, effectiveness, and impact rssigned Securi maintain an enterprise-wide Secrty. Compliance & Resilence Program performantce.
lof C-SCRM activities. The C-SCRM PMO is responsible for creating C-SCRM measures of performance in collaboration o Y. (SCRP).
pes Measures of Performance Functional Intersects With | Compiance & Resilience |  GOV-04 s
[With other applicable stakenolders to include identifying the appropriate audience and Gecision makers an pliance & Resi
lproviding guidance on data collection, analysis, and reporting. P
Wiechaniams exist o develop, report and montor Security, Complance & Gevelop, monttor, and report o the esults of
Resilence Program (SCRP) measures of performance. information security and privacy measures of
[Enterprises should use measures of performance to track the implementation, efficiency, effechvsness and impact rformance.
y Jof C-SCRM activites. The C-SCRM PMO s responsible for creating C-SCRM measures of perfor y
PM-6 Measures of Performance w\[h other applicable stakeholders to include identifying lhe EDDroDr\a[e audience and dems\on makers and Functional Intersects With Measures of Performance GOV-05 5
providing guidance on data collection, analysis, and reporti
Fiechaniams exist to develop an enterprise architecture, aligned With industry- Develop and maintain an enterprise architecture
recognized Ieading practices, with consideration for security, complance and Jwith consideration for information security, privacy.
reslience principles that addresses rsk to organizational operations, assets, Jand the resulting risk to organizational operations
P.7 Enterprise Architecture [C-SCRM should be integrated when designing and maintaining enterprise architecture. Functional Intersects witn [ Al9Nent With Enterprise | gy g, findividuals and other organizations. 5 fond assets, indiiduals, other organizatons, and the
chaniems exist o faciltate the Tmplementation of confingency pranming e ormaton securty ang prvacy esves
lcontrols to help ensure resilint Technoiogy Assets, Applications andjor development, documentation, and updating of a
Business Continuity Services (TAAS) (e.q.. Continuity of Operations Plar (COOF) or Business Cicar mradiraciura and vey resourees proteeton
M8 Critical Infrastructure Plan [C-SCRM should be integrated when developing and maintaining critical infrastructure plan Functional Intersects With | Management BCD-01  [Continuity & Disaster Recovery (BC/DR) playbooks). s plan.
(BCMS)
Wechanisms exist to faciltate the identification and Implementation of relevan [Address information security and privacy 5sues i
statutory, reguiatory and contractual controls. fthe development, documentation, and updating of a
lrtcal infrastructore and ey resources protection
y i . . ; . . Statutory, Regulatory & . e
P8 Critcal Infrastructure Plan [C-SCRM should be integrated when developing and maintaining critical infrastructure plan Functional Intersects witn | Statutory, Regulatory & | cpr.o1 s
Techamirs exist o aclate e mpamentaton o sategc, operatonal and [o- Develops a comprahensive strategy fo manage:
tacticalrsk management con 2. Secarity isk to organizational operations a
Jassets, individuals, other organizations, and the
s Hanagementsrtegy 7125 management sateay sholdadiress cyberscurty sk hrushut he suplycin,Section 2, Appond tion sk Management Program Nation associated with the operation and use of
PM-9 Risk Management Strategy |24 Appendix D of this document provide guidance on integrating C-SCRM into the risk management strategy Functional Equal Risk Management Prograr Rsk-01 10 lorganizational systems; an
2. Privacy isk to indviduals resultng from the
Jauthorized processing of personally dentifiable
[nformation
Tanisms exit o faciitate the Tmplementation of securiy, compliance and he security and privacy state of
resilience assessment and authorization controls. lorganizational systems and the environments in
. - e thosesystems operate through authorzation
Information Assurance (1
PM-10 Authorization Process  |C-SCRM should be integrated when designing and implementing authorization processes. Functional Equal 1A0-01 10 [process:
9 igning wl 9 P q Operations i r\z(s mdlwdua\s (o fulfill specific ra\es and
responsibiltes within the organizationai i
anagementprocess ond
ot
echanims exst o done busiess processes W corseraton o secuty. & Berine orgam3ationar icsion 3 busihese
[The enterprise’s mission and business hould addres: risk supply chain, |compliance and resilience that dete lprocesses with consideration for information
[When adaressing mission and business process definitions, the enterprise Sould ensure that C:SCRM actiitics are (1) The resutting fsk to organizational operations, assets,individuals and other [ecurity and privacy and the resuiting risk to
§ Mission and Business incorporated into the support processes for achieving mission success. For example, a system supporting a critical | ¢ ess tion|  PRM.0G _|organizations; an lorganizational operations, organizational assets,
PrL Process Definition fon function that has been designed and implemented for easy removal and replacement should a companent unctional Equal [Business Process Definition)  PRM-06 | Information protection needs arising from the defined business processes 0 lindividuals, other organizations, and the Nation; and|
Ifail may require the use of somewhat unreliable hardware components. A C-SCRM activity may need to be defined land revises the processes as necessary, until an achievable set of protection ‘mine information protection and personally
o ensure that the supplier makes component spare parts readily available if a replacement is needec Ineeds is obtained, Jdeninvle iformaon processing nds aring
Wiechaniams exist © fmplement an insider threat program Ehat Tiludes 3 mplement an nsider threat program that includes 3
[ross.ciscipline insider threat incident handiing team [ross.discipline Inider threat incident handiing
(An mslder (hrea( program should include C-SCRM and be tailored for both federal and non-federal agency [feam.
P12 Insider Threat Program _[ndividua eacces to agency syster tworks, This control applies to contractors and Functional Equal Insider Threat Program | THR-04 10
Subcontractors and shouid be implemented throughout the SDL
Fiechaniams exist to define cybersecurly roles & responsioiites for all [Estabiish a security and privacy workforce
personne! ldevelopment and improvement program
[security and privacy workforce developrent and improvement should ensure tha relevant C-SCRM topics are
§ Security and Privacy |integrated into the content and initiatives produced by the program. Section 2 provides information on C-SCRIM Defined Roles & y
P13 rkforce lroles and respﬂnslb\l\tles N\ST SP 800-161 can be used as a source of topics and activities to include in the security Functional Intersects With Responsibilities HRS-03 5
[and privacy workforce p
iechaniams exist o faciitate the implementation of security workforce [Estabiish 3 security and privacy worklorce
[development and awareness controls ldevelopment and Improvement program
[security and privacy workforce development and improvement should ensure that relevant C-SCRM topics are ey, conptace &
Security and Privacy |integrated into the content and iniiatives produced by the program. Section s information on C-5CRM tion. ntersects Wi ty. Compia
PM13 orkforc roles and responsibilties. NIST SP 800-161 can be used as 4 source of opics and activites ta include in the security|  Functional Intersects With Resilence-Minde: SAT-01 5
Jand privacy workforce program.
Wechanisms exist to conduct testing, raining and monoring actvites for plement a process for ensurin
ersonal Data (PD) controls. rganizationalians for conducting Securty a
Testing,Trining, ana |11 €nerBrise should mplement o process to ensure tha organiztional lans fo conducting supply chaln s Personal Data (PD) Control privacy testing, training, and monitoring s
P14 19, Tr@ining. 209 eltng, raining, and monitoring a ociated with organizational systems are maintained. The C-SCRM PMO|  Functional Intersects With Sting, Training PRI-08 s fesocated wih organzational sstems:
o om provide Guidance and Support an how o itearate C.SCRM M testing, aiming, and montoring plane Monitoring 1. Are developed and maintained; and
2 Continue to be executed; and
Review testing, training, and monitoring plans for
nsistency with h 2
Mechanisms ex/t to provide 3 securly, compliance and resilence controls o Implement a process for ensuring that
Joversight function that reports o the organization's executive leadership. lorganizational plans for conducting security and
[The enterprise should implement a process to ensure that organizational plans for conducting supply chain risk Security, Compliance & jprivacy testing, training, and monitoring activities
e Testing, Training, and|ig5i50 Sriming, and monitoring actiies associated with organizational cystems are maintsined The C.SCRM PMO|  Functional | Intersects witn | Resilénce Controls | cpL02 5 [ossociated with organizational systems;
9 lcan provide guidance and support on how to integrate C-SCRM into testing, training, and monitoring plans. Oversight |1 Are developed and maintained; and
b Review testing raning. a1 monioring plans or
Wiechaniams exist t fmplerment a threat inellgence program Trat inclades 3 e S nettetionalis Comtact it selected
[ross.organization information-sharing capability that can nfluence t laroups and associations within the security 2nd
[contact with security and privacy groups and associations should include C-SCRM practitioners and those with C- [development of the system and securty architectures, selection of security privacy communities:
s Security and Privacy [SCRM responsibiities. Acquisiton. legal, citcal infrastructure, and supply chain aroups and associations should be | \tersects witn | Threat intelligence THR.01 |Solutions, monitoring, threat hunting, responise and recovery activtes. 5 |aToaciitate ongoing security and privacy
Groups and Associations [incorporated. The C-SCRM PMO can help identify agency personnel who could benefitfrom participation, specific Program leducation and training for organizational personnel;
laroups to participate In, and relevant topics b. To maintain currency with recommended security
Jand privacy practices, techmiques, and technalogic:
Fiechamas et to esableh contact il eectd groups snd sesocaors Estabish and nstitutionalize contact with sefected
|within the securty. compliance and resiience comminities t laroups and associations within the security and
[contact with security and privacy groups and associations should include C-SCRM practitioners and those with C- 1) ocilateongoing cymersecurty and dota protecion education and training privacy communites
s Securty and privacy _[SCR responiies Acciatio.lega crcl irstictrs and suply chain roupe and associations PO be | ey tersects witn | Contacts With Groups & | o1 oo far organizationa per s Brreciare engag security and privacy
Groups and Associations incorporated. The MO can help identify agency personnel who could benefit (rom participation, specific Associations (3} it corhey wi acommended cybersecurity and data protection leducation and training for organizational personnel:
(Grouts v parciate i, and reevant capce practices, techniques and technoloies; an To maintain currency with recommended security
|(3) Share current cybersecurity and/or data pm\e(lmn -related information [and privacy practices, techniques, and technologies;}
incling threar: dincid nd
MEChaniSTS ExiSE b Mmploment 3 tréat Inteligence program That e [mplement a threat awareness program that
et avoreness o should e st emantermthe suply chn, i adresing sl [cross-organization information-sharing capabiliy that can nfluence t inciudes a cross-organization information-sharing
ARt s A sy T el T A A AT A A e vest metioance eveiopmas of the System and securty arenlectures sloction of sacarty [capabilty for threat intelligence.
Pir-16 Threat Avareness programenerprise's informatiossharing olcy The C.SCRM PHO ca help ety C-SCRM stakeholers to helade nthreat|  Functional Intersects With Progrm THR.01 [Solutions, monitoring, threat hunting, response and recovery activites. s
mation sharing, as well 33 potential sources o
Inormation for supply chain treats
Wechanisms exist to faciltate the Implementation and operation of data la- Develop and Gisseminate an organization-wide
rotection controls throughout the data ffecycle to ensure allforms of Personal privacy program plan that provides an overview of
Data (PD) are processed lawully. fairly and transparently. fthe agency's privacy program, an
. srivacy Program P [The PTVacy program plan should include C-SCRM, Enterprises should require thei pime contractors © mplement | ncionat et oota privacy Progrom | 01 o T et of th

lthis control and flow down this requirement to relevant subtier contractors.

privacy program and the resources dedicated to the
privacy proc

Provides an ﬂverv\ew of the requirements or the
il nd iy
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Privacy Program

[The privacy program leadershiprol should be included a5 @ stakeholder in applicable C:SCRM niiatives and

IMechanisms exist to appoints a Chief Privacy Officer (CPO) or similar role, with
lthe authority, mission, accountability and resources to coordinate, develop and|
implement, applicable data privacy requirements and manage data privacy

risks through the organization-wide data privacy program.

[Appoint a senior agency official for privacy with the
lauthority, mission, accountability, and resources to
lcoordinate, develop, and implement, applicable
lprivacy requirements and manage privacy risks

P19 Functional Equal Chie Privacy Officer (CPO)|  PRI-0L1 10
Leadership Role [activities a 4 L ) [through the organization-wide privacy program.
Wiechanisms exist o iaintain a central resource webpage on the
(1) Ensure that the public has access to information abou organizational data lorganization's principal public website that serves
Dissemination of Data privacy s an can communicot Wit s il ivacy Officer (C70)or 52 central source of information about the
20 isseminaton of Privcy e issemination ofprivacy program nformation should be proectadfom ybersecuty sk Uroughout the Functiona! Eaual Seminalon o o pri0v3  [dmilar Jo |organization's privacy program an
Program Information ~_[supply chai eSS ) Ensure that organzationldata privcy pracices are pubicly avalable s Enures natth pusicras ocess o nformation
lthrough organizational websites or docum or out organizational privacy
13) Utize pubicly facng il addresses andiof phone nes to enabie the Commoricnts ith s sorio aqency oeil tor
hlic to ounvide feedhack andlor direct auestions fo data oriva vty
Mechanisms 15t o provid Gt sibecs i an acountng o sdosores of [o- Develop and maitain an accurate sccounting of
the\r Personal Data (PD) controlled by ldisclosures of personally identifiable information,
T organizaton; andior including:

PM-21 Accounting of Disclosures [An accounting of disclosures should be protected from cybersecurity risks throughout the supply chain. Functional Equal Accounting of Disclosures | PRI-14.1 (2 Retecane o parses o thei 70 was sharewith 10 |1 Date. nature, and purpose of eag:(g'f:“:f’g‘;e{‘:;ﬂ
o e mviduslor rgoniation to wheh
disclosure was made:

o Retain the accounting of disclosure:
Fiechariams e To morege the auty Wy, sbectuty, iea Ty 310 Bevs o and Socomen cran s o poTeies
data across Jand procedures for
personally dentifiable the nformation lfecycie. lo. Reviewing for the accuracy, relevance,
§ personally identifable information (Pi) quality management should take into account and manage cybersecurity g fimeliness, and completeness of personal
PM-22 Information Quality [risks related to Pl throughout the supply chain. Functional Intersects With | Data Quality Management PRI10 5 \den(mable information across the information life
u Cenemng or deleting inaccurateor utcated
ntifiable infocmation.
Fechanms exst o ek or Requndant. Qb QU ated Tore or v Bevelop and document organizaton-wide pocies
(ROTT) data to ensure the accuracy. relevance, timeliness, imp: Jand procedures for
personally Identifiable |completeness and de.identication of information throughout tne information la- Reviewing for the accuracy, relevance,
§ r personally identifable information (PI) quality management should take into account and manage cybersecurity nter: . w22 [ifecycle fimeliness, and completenes: of personaily

P22 Information Quaitty [Ferseraly dentiiable nformaton (M) auaity Functional Intersects With | Data Quality Operations |  DCH22 5 R st s e o
I Correcting o eeting naccurate or outgated
nersanaliy identifiat

[Mechanisms exist to establish a written charter for a Data Management Board [Establish a Data Govema ce cdy consisting of
(DMB) and assigned organization-defined roles to the DMB. [Assignment: organization-defined roles] with
Iata governance body is a stakeolder in C-SCRM and should be included in cross-agency collaboration and
P23 Data Governance Body _[information sharing of C-SCRM actvities and initiatives (¢.q., by participating in inter-agency bodies, such ss the Functional Intersects With | Data Management Board |  PRI-13 B
Fa
Fecharims exst o manage the aualhy. Gy, abecaty. megity 31d [stabiish a Data Governance Body consisting of
data across {Assignment: organization-defined roles| with
2 governance body is a stakeholder in C-SCRM and should be included in cross-agency collaboration and ne mformation Hfecycie d
P23 Data Governance Body mlmmz(mn Sharing of C-SCRM activities and Initiaives (¢.g., by participating In inter-agency bodies, such as the Functional Intersects With | Data Quality Management|  PRI-10 5
Fechanime e o o 621 govermance @ oversee e rqanzatons [EStabiish 3 Data Governance Body consisting of
polce,sandards and procedures 2o tht sensivelreqate dat [Assignment: organization-defined roles] with
Iata governance body is a stakeholder in C-SCRM and should be included in cross-agency collaboration and Efecively managed and maiiained i occordance wih appcabl sattory.
P23 Data Governance By ormaton Sharngof C'SCRH octies and iaies (&3, b paricpatng i teragency bedies, such o the Functional Intersects With Data Governance Govato[[eiatory and conractalobigatons s
Wiechaniams exist o TGentiy: o ey and documen
(1) Assumptions affecting risk assessments, ris response and rik monitoring: Rsumptons afeeing. sk ssessments,rise
s 4 be ncloied s coction > and Aomendic C provide detaied auid B 12) Constriis affectingrisk assessment, sk response an risk montorng: Fesponses and rek monto
M should be included in isk framing. Section 2 and Appendix C provide detailed guidance on integrating C- (5) The organizational risk oler - Constraints affecting risk assessments,risk
P28 Risk Framint Functional Equal Risk Framint RSK-0L1 10
9 [SCRM into risk framing. a 9 l(4) Pvmvmes. beneﬂls and lrzde aﬂs (uns\dered by the organization for Iresponses, and risk monitoring
managing r 5 Prioiiesand rade-ofts considered by the
lorganization for managing ri
ek toletan,
Fiechantsms ext o deveop i orSupply Chaly Rt Management (5CHH) Ja- Appoint a enior Accountable OFcal or Risk
associated wit he development,acqusiion, maintenance and dsp Hanagement o lign organizational normaiion
IRisk management program leadership roles should include C-SCRM responsibilties and be included in C-SCRM eonaloqy Adsets, Appicanone araior Seruices (TARG incloding docementing Jsecurity and privac, processes with
PM-29 Risk Management Program|oyiasqration across the. enterprise. Section 2 and Appendix C provide detailed guidance for C-SCRM roles and Functional Intersects With Supply Chain Risk RsK-09  [selected mmga(mg actions and monitoring performance against those plans. 5 fstrategic, operat\anal and budge(avy planning
Leadership Roles  [conacoration Management (SCRM) Plan proceckes and
b. Establish 3 Risk Executive (function) to view and
onayze sk o an organiztionwide perspective
echaniss exst o ssigycne o more quaied raviduas i the rissin B Ampoinc s Semer Accountable O for m
and resources to centrally 1 ordinate, develop, implement and Management to align organizational informato
rogram|Risk management program leadership roles should include C-SCRM responsibilities and be included in C-SCRM Assigned Security, i an enterprise-wioe ecuty, Complisnce & Resllence rogram [securicy and privacy management processes win
PM-29 [Risk Management Program| ‘across the enterprise. Section 2 and Appendix C provide detailed guidance for C-SCRM roles and Functional Intersects With | Compliance & Resilience | GOV-04  [SCRP). 5 strateglc, operatin, and budgetary planming
Leadership Roles e poncibities Responsibilties processes; 2
B et  Risk Exccutve (function) to view and
Janalyze risk from an organization-ide perspective
e
Wiechaniams ex/st to faciTtate The implementation of strategi, operational and 2 Appoint a Sentor Accountable Offical for Risk
tactica isk management controls Management to align organizational information
IRisk management program leadership roles should include C-SCRM responsibilities and be included in C-SCRM lsecurity and privacy management processes with
29 sk Management Program . glaboraton across the enterpise.Secton 2 and Appendix C provde detaied guidance for C-SCRM oles and Functinal | Itersects With |Risk Management Program|  RSK-01 s [swategicoperaional, and budgetary panring
responsibities
P Ib. Estahhsh a R\sk Executive (function) to view and
onayze sk o an oganiztionwide perspective
. Wiechanisms exist o Gevelop a pian for Supply Chai Risk Management (SCRI) B eveion an eroanizston wios Stiategy for
[T supply hain Risk anagement sraegy (120 known 35 CSCRM Sirategy) snould be complemented witha C
Sy Crai sk Management Strtegy (alo know 25 CSCAWM Stategy) should be complemented e i e et o . b kenarce anchampese af S chan s ot win e
ooy Cham sk [eaponai parise Thi mplementatin fan con Aty or o Inciocad n & PRGN Based on th ¢ SCRM Suoply Chain Risk [Technology Assets, Applications and/or Services (TAAS), incl ; sition, main
P30 L SUDBly Choin RISk |S5LEeo, and mplementation Fan at Level 1 th ntorprise Should select and docurent cormmon C- SCRM contros | Functonal Equal anopply Chain sk | Rsicao  [seected mitgating actions and monitoring performance against hose plans 10 [dsposal of systems, systém ompanenis, and
9 9% |that should address the enterprise, program, and system-specific needs. These controls should be iteratively 9 lsystem servi
Intearated into the C-SCAM Palicy 3t Level 1 and Level 2, a5 well 2 the C-SCRM plan (or SS9 If requirea) at Level 3. R implement e suppy chin sk management
JSee Section 2 and Appendix C for further guidance on isk management strateay consistently across the organization: and
Wiechanisms exit to facltate the Tmplementation of enterprise-wide Gevelop an organization-wide contindous
Imonitoring controls. monitoring strategy and implement continuous
N _ , , ' monitoring programs that include:
§ Continuous Monioring Th continuaus monitoring stategy and program should ntegrate CSCRH controls o Levels 1.2, 0nd 310 et y ous Montort o Estalisnng th Tllowing argoizationwice

P31 Strategy [accordance with the Supply Chain Risk Management Strategy. Functional Subset Of Continuous Monitoring MON-01 10 metrics to be mnn itored: [Assignment: organization-
(eined metrc
b: Establisning ms.gmm organization-defined

Fiechaniams exist to establish, maintain and disseminate policies, standards ent, and disseminate to
Level 1 Applcabe raes include sk executive, 10, IS0, conracting,logistcs, defveryreceiing, acauston and pracedures necessary for secure, compliant and resilient capabilties. cugmment: organation.defmed persomelor
lsecurity, 3 unctions that Supporting supply chain activites. publishing Securts roes)
g ever o Applcable roes Include program SxGcutve and nchiaugs (@ 6. nen-federal employes,incl . 9 J: y L. [Selection (one or more): Organization-level;

Psl Py 3 Procedures e tne scauer enterprice who are responsile for program Suceess (s . Fragram Hanoger and Functional R i B ® pisioousiness processeve;System fvel

lother individuals) Ipersonnel security policy

Level 5 Ropicabl oesinclde ystem enginersar system securiy engineers troughoutthe operatonal sysm o) Addresses purbose m,pe roles, responsibiltes,
e cycl fom rearements gefntion test. deployme rdination amana
nfrastruct Techariss exst o reviw e Securty, Complance & Resfince Progra B eveiop, document. and SIseminate 1o

Level 1: Appiicable roes include risk executive, CI0, CISO, contracting, logstis, deliveryreceiving, acquisition (SCRPY, including polcies, standards and procedares, at planned imtervars o [Assignment: organization-defined personnel or
lsecurity, and other functions that provide supporting supply chain activties. perioic Review & Updat Significant changes occur to ensure thelr continuing Suitabilty, adequacy and roles

. bolicy and procedures|Level 2 Applicable rles include program executive and ndlviduals (e.g. non-federal employees, incuding Functiona! ntersects With | of socic e o S VPGS | ovios  [efectiveness 5 1 [Selection (one or more): Organization-fevel;

coiracors) wilis U ocqirer eterris who e respansiie o program succes e Frogram Moriager and Securiy, Complianc sson/osiness proces ovl; System vl
lother individua personnel securiy policy tha
Cevel 3 Applicable roles nclude system enginersar system securiyengineer troughout th operatanal sysem (o) Adresses purpose, scope, oles, respansiiies,
ife cycle from requirements definition eployme: rdination amana
Infrastructore actvities. Wiechaniams exist o FaciTEate the implementation of personmel secarity B evciop, dosument. and desemnats to
Level 1: Applicabie roles include risk executive, CIO, CISO, contracting, ogistics, deliverylreceiving, acquisition lcontrols. lAss\gnmenl organization-defined personnel or
securiy, and ot funtions hat provide supporting suorly chai acvies
§ evel 2! Applicable roles include program executive and individuals (e.g., non-federal employees, including uman Resources Security § R feiecton (one or more): Organization-evel
ps1 Policy and Procedures contractors) within the acquirer enterprise who are responsible for Dmgmm success (e.g., Program Maneger and Functional Subset Of Management HRS-01 0 [Mission/business process-level; System-level]
lother individuals) personnel securiy policy that
Level 3: Applicable roles include system engineers or system security engineers throughout the operational system (s) Addresses purpose, scope, roles, responsibilities,
life cycle from definition test, deployment iraent coardination amon
Fiechanme et @ even e Secuty, Compronce & Reslence rogran [ Develop, document. and disseminate to
[systems. These policy and procedures should address the purpose, scope, roles, responsibilfies, management
# . coordingtion among enteraise entiies, ans Privecy complance t support systemsicomponents (SCRP). including policies, standards and procedures, a planned intervais or if [issignment:organiztan-ieined personne o
e o aond e periodic Review & Update [ignificant changes occur to ensure theircontinuing suanity, adequacy and sl
PT1 Policy and Procedures|Polcies and procedres need to be i place o nsure that contracts state what Pl data will b shared, which Functional Intersects With | of Securty, Compliance & | GOV-03  [effectiveness. 5 v lss‘emon {one or more): Organization-fevel
|contractor personnel may have access to the Pil, controls protecting Pil, how long it can be kept, and what happens Resilience Program [Mission/business process-level; System-level]
ot at the ond of & contract ersonaly enaitabe iormalon procecsing and
Jo- When working with a new supplier, ensure that the agreement includes the most recent set of applicable securiy| [ransparency poliey that: -~
S O A LAY Az o OO iechanisms exit to facitate the implementation and operation of G2t o, dorument and et 1
o, ot 7o S S, s o o S orotection contrals throughout the data ffecycle to ensure allforms of Personal ficsignme:aroaizion-dfined persomnel o
L nmaionsraems o e Data (PD) are processed lawiully. fairly and transparently
PT1 Policy and Procedures  |Policies and procedures need to p\a( e to ensure that contracts state what PIl data will be shared, wt Functional Subset Of Data Privacy Program PRI-OL 10 v lsc‘m‘“" {one or more): Organization-level;
|contractor personnel may have a(cess to the PII, controls protecting PIl, how long it can be kept, and what thDens [Mission/business process-level; System-level]
e e e personaly entfabe ormation processing and
When working with a new supplier, ensure that the agreement includes the most recent set of applicable security fransparency policy that: .
[ystems. These policy and procedures should address the purpose, Scope, roles, responsibilties, management [Mechanisms exist o facliate the Implementation of ndusiry.recognized Ja: Develop, document, and disseminate to
[commitment, coordination among enterprise entities, and privacy compliance o Support systems/components security, compliance and resilience practices n the specification, design. [Assignment: organization-defined personnel or
[within information system or the supply chain Secure Engineerin |development, implementation and modification of Technology Assets, les]:
et Palicy and Procedures  [Palices and procacures need to b ih lace 1 ensure that contracts sate what Pl data wil be shared, which Functional Subset of refngneeting | ggn gy [Applications andlor Services (TAAS) w0 [LBecton o o more: oganzaton e
lcontractor personnel may have access to the Pl controls protecting PIl, how long it can be kept, and what happens. P IMission/business process-level; System-level]
[eontractor personnel may 1 personally dentifiable information processing and
n working with a new supplier, ensure that the agreement includes the most recen set of applicable security [ransparency policy that:
[k SSEEsEent ShouTd Tnclude 6ot The Supply chain T Topment and testing Fiechanisms exist o review the Security, Compliance & Resiience Program la Develop, document, and disseminate to
Jand delivery systems) an rmation SysteT/cOMpOnEnES traversing the supply chain. Systemlevel sk (SCRP), including policies, standards and procedures, at planned intervals or i [Assignment: organization-defined personnel or
Jassessments significantly intersect with the SDLC and should complement the enterprise’s broader RMF actviies, periodic Review & Update significant changes occur to ensure their continuing sutabilty, adequacy and roles!
At Polyand rocedures 3 ko prtGuringthe SDLC. A cialy anaysi wilenurs ot missioncrice funchons and components el pupctonat ntersects With | of socic e oW S VPGS | ovios  [efectiveness 5 I Seecion oneor more): Oronizton v
higher priori eir impact on the mission, if compromise alicy should include su o ission/business process-ievel; System level fis
ehainrelovant Cybevsecunly roles that are applicable to performing and coordinating risk assessments across the Resilience Program lassessment policy that:
enterprise(see Secton  forth fstingand descrpion ofoles). Appcabi ol winin suppliers, developers. s adresses purpose,scope. roles.rsporsivities,
ystem intearators, external system service providers, and other ICT/OT-related service providers should be o
[Pk assessment Should inchide both the Supply chain AfrsStructare (6.3 development and festing environmares Chanisms Xt fo facltate the Tmplementation of Strategic, operational and e document. o Shsemaats
o Gevery sysems)on the iormationystemicomponents aversin e Supply chain, Systemlevel ik jtactical risk management controls. fissignment: organizaton-defined personel or
nificantly intersect with the SDLC and should mer rerprises broader RNF actves, |
g [Which take part during the SDLC, A critcaliy analysis wil ensure that misslon-critica functions and companents y R feiecton (one or more): Organization-evel:
RAL Policy and Procedures  |giyen higher priority due to their impact on the mission, if compromised. The policy should include supply Functional SubsetOf  |Risk Management Program|  RSK-01 o IMission/business process-level; System-level] risk
[chainrelevant cybersecuriy roles that are applicable to performing and coordinating risk assessments across the Jassessment poficy that
[enterprise (see Section 2 for the lsting and description of roles). Applicable roles within suppliers, developers, (o) Adressespurpose, scope, roles, resporsivites,
Jsystem intearators, external system service providers, and other ICT/OT-related service providers should be. i
Fisk assessment Should Inciude both the supply chain Infrastructare (e.g. development and testing environments Fiechaniams exist t establish, maintain and disseminate policies, standards - Develop, document, and sseminate to
and delivery SYS(efr‘vs) and the information sés(eg\/wdmi:‘(mél!ms traversing the supply Cham:yS;ﬂ"‘"EVE' risk land procedures necessary for secure, compliant and resilient capabilities. l[Assignment: organization-defined personnel or
Significantly he o enterprise’s broader RMF activities, publshin roles)
ublishing Security,
g [ohich ek par g the SDLC. A crticalty amlyels il eheure tack isslon <rtica fnctons and companents &re . y 1 [seiection (one or more): Organization-level;
Ral Palicy and Procedures |G i riority due totheir mpac on the misson. if compromsed. Te policy should incud supply Functonal | Intersects With | Compliance & Reslience | GOv-02 P pieoe ot L
[chainrelevant cybersectrity oles that are appicable to performing and coordinating risk assessments across the lascesement poiicy that
Jenterrie (see Section 2 for the sing and descripton of roles). Appicable rols witinsupplers, developers, () Addresses upose. scope,oes, respaniiies,
Sstem intearators, external system service providers, and other ICT/OT-related service providers should be dination amann
Chanisms exft o categorize Technology Assets, Appications, Services e ategonse the system and iformmation i
land/or Data (TAASD) in accordance with applicable laws, regulations and lprocesses, stores, and transmits;
security categorizaton i critcal o C.SCRH  Levels 1.2 and 3. Inadtion o [FPS 199]categrization.secur [contractual obligations that - Document the security categorization resuts.
RA2 Security Categorization [categonsarion for C.SCAM Should be based on te entiaiky anaiyes thak e periormed st part of the SoLC see ! Functional Equal Risk Based Security Rskoz [ Documen the security categorizaton resuls (incusing supporing 10 including supporting rationale, n the security plan
ategorization rationale) in the security for e ystem
om > and INISTIR 81751 for  detated descrstion of criieanty snayeie y st
{ ‘ P Y v (2) Ensure (he se(\m(y (Atsganzanon de(ls\an is reviewed and approved by [c. Verify that the Au(honzmg official or authorizing
e asset owr oficil desgnated reprosentatve reviews and
RiSK 53e5sments should Include an analysis of crtcalty, threats TrelThood, and Tmpac echarme Xt o reguiary revien Techmolooy Rsets Applcations anaor e ondact s Rk adssemen. meluding
ieseribed i deta i Appendie € The datatobe reviewed and colected includes C2CRi specifc TEles, processes, Services (TAAS) for adnerence to the organization's security, complian . 6eniying ot o and verabities nthe
ond the resuisof systemicomponent an Services ocqustons, mplemertoton,ond ntegroin sk sesessmen Functional Review Of and/or resilience policies and standards
g (hould be performed at Levels 1 2, and 3. isk assessmans ot higher lovels should consict primarily of 3 synthesis . B Berermining thelikelinood and magritude of
RA3 Risk Assessment |Gt various risk sssessments ertormed at ower levels and u for understanding the overall mpact with the level Functional Intersects With | Security, Compliance & | CPL-032 ® lharm from unauthorized access, use. disclosure,
Resilience Controls . use, .
e, ot Tevels). C-SCRM risk 4 comploment and inform risk ldisruption, modification, or destruction of the
e esments, whEn are peformed 25 ngaing st ies tteughos e SDLC, and Brodesees Shoutd b ystem, the nformation it rocesses, stoes,or
Japoropriately aligne: o into EAM process: erna e ransmirs. and any related ntormats
TRISK assessments should Include an analysis of CrtcaIty: theats, vainerabiT ilrerabies Tremoed 3y mpact 3% [iechaniams exist t Conduct recurring assessments of Ask that ncludes the 3 Conduct 5 K assessment.incluaing
lix data to be reviewed and collected includes C-SCRM-specific roles, processes, llikelihood and magnitude of d access, use, disclosure, ] Identnfymg threats to and vulnerabmmes inthe
tation, and integration. Risk assessments ldisruption, modification or destruction of the organization's Technology Assets,
g ' ene Ehoud beperformed o Levels 1,2, a3, ik assessments f nigher lvelsshould consitbrimary of & yrthesic tion. tersects Wi ; et o4 |Applications, Services andjor Data (TAASD). B’ Determining thelikelinood and magritude of
RA3 Risk Assessment \o¢ yarious risk assessments performed at lower levels an understanding the overall mpact with the evel Functional Intersects With Risk Assessment Rsk-04 s iarm from unauthorized access, use, disclosure,
(e.g., at levels). C-SCRM ri h M :amnlemen\ and inform risk [disruption, modification, or destruction of the.
e sksaments, when arc perormed 25 ongaing aciiies troughot e SDLC, and Brocesses Shoutd be ystem. the information  rocesses toes,or
aligned with or integrated into ERM processes and governance. nv related information: ar
Wiechaniams exist o periodically sssess supply chain Fisks associated Wit
[Technology Assets, Applications and/or Services (TAAS).
o Asssssupplychanriks associated with {sanment. orsonizaton defned systems, sstem componerts,ond
ana) Risk Assessment | Supply [ystem services] a in risk assessment [Assignment: organization-defined frequency) Functiona! caval Supply Chain Risk | pey 001 o

Chain Risk Assessment

e here o mnCant changes t tue relevant Supply chain o whon dhanoes o the tysem, emommanteof
loperation, or other conditions may necessitate a change in the supply chain
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[Enterprises should integrate capabilities to respond to cybersecurity risks throughout the supply chain into the
lenterprise’s overall response posture, ensuring that these responses are aligned to and fall within the boundaries of|

[Mechanisms exist to ensure proper risk response actions were performed to
remediate findings from security, compliance and/or resilience-related:

[Respond to findings from security and privacy
lassessments, monitoring, and audits in accordance
[with organizational risk tolerance.

RA-7 Risk Response lthe enterprise’s tolerance for risk. Risk response should include consideration of risk response identification, Functional Equal Risk Response RSK06.1 1) Incidents. 10
levaluation of aiternatives, and rsk response decision actvties
GTLES exves. Frs CompIETE  EAEaITy Smalysis 5% part o the Frame Siep Wechaniams exist to [entiy. priorize and ss2ss sUppITrs and pariners of [Gentiy crlicalsystem components and funclions
[of the C-SCRM Risk Management Process. Then, findings generated in the Assess step activities (e.g., criticality [critical Technology Assets, Applications and/or Services (TAAS) using a supply 'ming a criticality analysis for [Assignment:
[analysis,threat analysi, vainerabilty analysis, and mitiation strategies) update and taior the critcalfy analysis. A [chain risk assessment process relative to the mportance in supporting the lorganization-defined systems, system components
o Crticalty Analysis  EYMbION relationship sists between the Ccaity analysis and other Assess step actves n that they Imformand | ¢ v || Thirg Pty Crtcalty | oy gy [deivery of mon-vaice senices. s et Services) o |ASeignmant. organcation-
2 highaualiy critcaity analysis, enterprises should employ i teratively throughout the Rssessments oeined deciion ot i the st ceveapment
SL0C and oncurenty acoss i hre evls, Entrprizs nould rgurether prme contracor o mplemen s e o
lcontrl and low down this requirement to relevant sub-ter contractors. Departments and agencies shoul
refer to Appendix 1o supplement tis quidance in accordance with Execuive Order 14026, mproving the
e RSk Management TVIIes. ISt Snierprises should compiete 3 crICalTy anaTyss o€ part of the 1rame Step Fechanims evet o eaure e develper o e Techolooy Ao [Gentfy crical system components and funcions
of the C.SCRM Aisk Management Process. Tnen, indings Generated in the Assess step actties (e.g, criicaliy [Appiication andior Service (TAAS) o perform a critcality analys ing 3 Critcality analysis for [Assignment
[analyss, threat analysis, vuinerabilty analysis, and mitgation strategies) update and taior the critcaity anaysis. A lorganization defined decision point in the Secure Development Lie Cycle lrganization-defined systems, aystem components,
] il ATalysis e amather,For  highaay crica y araysis, enterpices sho arploy € herstel trosghout he | Functional | ntersects with | CTHICeZ ARENSEDUTS | ro0g.1 - (SDLO) 5 e decon ponts ke deveiopmant
LDC and concurrently across the three levels. Enterprises should require their prime contractors to implement this. life cycle]. " " i
lortrol = requrement o rlevant up e conractrs = agencis o 120
e to Appenci £ to. 152 uidance n accordance i Executie Order 14025, Improu
i Rk nagerment s s, Pt ariarprises e 2oy STy s e pareof he Fisme step Wechansis ex/st o Tdently CAlcalsystem campanents and FUnctons by TGentiy crica system components and functions
ot the ¢ SCRM R Nanagement proces Then,fndnge Generated i the Assess step actuilies (e.g., cHicalty performing a cricalty analyss for critcal Technology Assets, Applications by performing a critcaiy analysis fo (Assignment
ﬂ"ﬁ'gS‘iv '7‘" o h'yS‘S vulnerability !ﬂr:‘ﬁ ySk‘S B"ld m\(‘ga(lun strategies) upda({e and:a‘lﬂ' U'E:Hlt\(tal‘(y analysis. : Security, Compliance & [and/or Services (TAAS) at pre-defined decision points in the Secure |organization-defined systems, system components,
Symbioti reiationshi e the criticaity analysis an ep activiies in that they inform an Bevelopment Life Cycie (B0 or system services] t (Assignment: organization-
R Crtcalty Analysis G, e ane another. For a highausty cricaiy analysis. enterprises should employ It teratvely thraughout the | Functional | Intersects With | Resilence Requirements | PRM-05 " v (DL 5 fienmes deceion ponts e sy deveiopmant
DC and concurrently across the three levels. Enterprises should require their prime contractors to implement this inition life cycle]
lcontrol and flow down this requirement t I Sub-ier contractors. Departments and agencies shouid ai
[efer fo Anpendi ¥ o supplement this quidance in accordance wih Executive Qrder 14026, Improving the
encEions wihin the cntorprise, Threas hunting capabiides may also D6 provided vie s shared services entepras Mechanisms exist to perform cyber threat hunting that Uses Indicators of [o. Estabiish and maintain a cyber threat hunting
[eSpecially when an enterprise lacks the resources (o perform threat huniing actvites themselves. Typical aciviies [Compramise (loC)to detect; rack and disrupt threats that evade existing lcapatity o
[nclude information sharing with peer enterprses and actvely consuming threat inellgence sources e.g. ke jsecurty controls eerch forinlcators of compromise In
RA-10 Threat Hunting [those available Vrom Information Assurance and Analysis Centevs [ISAC[ and Information Assurance and Analys\s Functional Equal Threat Hunting THR-07 10 orgamzat\onal system:
rgerizations KO These actviiesca el ety nd g idcatrsof cresse cyperscurty rec, rackand arup threatstha evade
frrughout e S0Pl ch trak iy o of contenn.Sich 35 Cober nlGents, ergers a eashions. an Foreign jexisting controls;
ip. Control, or Influence (FOCI). Supp\y chain (hrea( m(eﬂ\qence should seek out threats to the enterprise’s [o. Employ the lhrea[ hunting (apahm[y ncyl
mnswdered ey e o7 SereE T W e Ty Fechansms ex/st o facTtate The Tmplementation o flored development and 6 Divelop, docameont i dssemmate s
Copalcd proguct ar enice Comractr comromiang tne nicgrty. svalabity. o conhdentlty of an eterprod's i raegies, contact oo and procurement meinads f et e fisignment: orgoizaton defnedpersomnel o
information. rms initial assessment should occur during the acquisition planning phase and will be minimaly business nees
formes by an denticationan unerstancinof e cricatyof e entrprise's mision unchons, 1= hidh value Technology Development 1. (Selection (one or more): Organization-fevel
sa1 Pollcy and Procedures 0L LES 00 ety of th informaton hat ey be aceessle by the suppisd roduct o senve provers | Function! Subset Of S Raiston oA 0 M‘!m,busm‘ess rotean evel Sy tovel
i adaton, enerprises should Gevelop paiies and procedsr s tha ddiess supply Crai isks that may anse lystem and Services acquisiion poliy that
|during contract performance, such as a change of ownership or control of the business or when actionable ((a) Addresses purpose, scu pe, roles, responsibilities,
information s Isarned that indicates that & supplier o a product s  target of 2 supply chain threat. Supoly chains ph
JCanSidered Tor any and sl rocurements of prodUEts o SErices In which there may b an Unacceptable FSk ofa Wechanisms exit to review the Security, Compliance & Resiience Program - Bevelop, document. and disseminate to
lsUpplied product or service contractor compromising the intearity, availabilty. or confidentiaty of an enterprise's (SCRP) including palicies, standards and procedures, at pianned ntervals or i {issignment: organization-defned personnel or
formatin” Tis il sssessment shoud ocur durng e acqusiion plarning pase ond il be minimally periodic Review & Update [ignificant changes occur to ensure thei contnuing sutabity, adequacy and roies
informed by an identifcation and understanding of the crilcaity of the enterprise’s mission functions, 5 high value Jeffctiveness 2 [Seiection (one or more): Organization-evel;
a1 Policy and Procedures - 13Scts"ang the sensitviny of the nformation that may be accesslble by the suppiled product o service provider Functional | Intersects Wit | of Secunty. Compllance &| - GOV-03 5 issonioances poceceleset Sysem e
dion, enter 1d Gevelop polcies and procedures that address supply chain isks that may arise bystem ondserces acqusiionplcy ot
during contract performance, such as a change of ownership ar cantrol of the business or when actionabie [9)Adiressespurpose,Scape, s, cesponsibiltes,
information is Iearmed that indicates that & Supplier or a product is  tarqet of 2 supply chain threat. Supoly chains ciation arana
JeanSigered or any and 3l RoCirements of prodUEts oF Serices Tn Which there may B an URacceptable Fsk ofa Fechaniams exist to develop appications b3sed on Secure Sofware B aieiop. document. and diseminate 1o
Kupalied p i cotracorcompromian i ntegrty, svaiabilty,orconfentltyof an eterprie' Development Practces (SO [Assignment: organization-dened personnel or
information. This niil assessment should occur during the acqusiion planning phase and willbe minimally Secure software roles)
orme by an sencaton and understanding of tnecricaty of e eerries misdon unchons, s midh value I Ssiction (ane or more: rgarizaion-eel
s Policy and Procedures |assot-and the sensitiiy af i Information that ma be acceskiie by the supplied product o serice provider. | Fenctonal | Intersects With | Development practices | TOA.06 5 iasonbusess protesslevsr sysemieren
I adtion, enterpces s eveloppolcles s procedures inat s sipoly chan ik ot may arce et ana senitas acquicion sty ot
lduring contract performance, such a5 a change of ownership ar cantrol of e busIness or when actionable (2) Addresses purpose, scape, role, responsiblies,
linformation is learned that mdn(ates that a supplier or a product is a target of a supply chain threat. Supply chains itr tion
P St o ey 38 Sleeae esaurces for ransgement - Betermine the Mgh level iformation securty and
loparational technicl and Gats protecion requlrements witns Busngss privacy requirements for
orocess planning for projects | niatives Service in mission and business process planning:
- Alocation of Resources [T €nterprise should incorporate C-SCRM requirements when determining and establishing the sllocation of Functiona! e Mlocation of Resources | pAv03 to | Determine document,and slocat tne rezources
resources. reaquired to protect the stem service 55
et of the organizaionsl cam(a\ anning and
Investment contro
E<iarii o disciete line
i svers it etyscn e SOLC 314 5 st The et shous ey C3CAN echaniams exit to manage the Usable Tecycies of Technology Assets, b A Gevlop and e the sys(em g
s are negraed o the SDLC for ot e nterpse an o pplcable suppiers, evelopers [Applications andjor Services (TAAS). (Assignment; rganizaton defined
lintegrators, external system service providers, and other ICT/OT-related service providers. In addition ln tradmana\ levelopment Iif ! Incory
a3 System Development Lfe G793l Sch 2 requirements and Gesan, the SDLC ncludes acthiies such 8 mventory management. Functional | ntersects witn | Technology Ufeqycle | ggp gy, s [nformaton securty and pvacy consgratons:
ycle [acquisition and procurement, and the logical delivery of systems and components. See Section 2 and Appendix C ‘anagement fine and document information security and
o urther guidance on SOLC. Departments and agencies should rfer to Appendix F t mplement this guidance in privacy roes and responsibiies throughout the
Jpccordance with Execuive Order 14026, Improving the Nation's Cybersecurty fvstem development e cycle:
mere 100 ke petcn 1 D1 chv e The e shows et 0t S echarime eXstto enure changes o Technology Jsets gplcatons axdor b Geiep i manace e Srem g
laciviies are ineorated into the SDLC for both tneenterprise s for spplcavie Sappliers, developers, 5y Services (TAAS) wihin the Secure Development Lfe Cycle (SDLO) a Assignment: organization-defined syste
< stem Development Lfe | MEeaTatars, external system service providers, and o e seric provier. Insaion e onal Secure Development Lfe |controlled through formal change control procedures. dive\oumen( life cycle] that incorporates
sa3 v velop ISDLE actviies, such as requirements and design, the SDLC m:\udesa:kw\k\es such as inventory management. Functional Intersects with | Secure peveepment Lfe | paw.o7 5 information security and privacy considerations;
¥ [acquisition and procurement, and the logical delivery of systems anc ents. See Secl\on 2 and Appendix C Y 9 b Define and document information security and
[for further guidance on SDLC. Departments and agencies. snomd relef(u ADDendlx F to implement this guidance in [privacy roles and responsibilities throughout the:
ccordance with Executive Order 14028, Improving the Natior 5y5&=m deve\cpmen( life cycle;
S Teehque, o praCCes Tt ay be TeTevant Taentiy Snd SpeeTy C-SCRIT Evaluaton Wechanisms exit o design, Gevelop and produce Technalogy ASSers, eioe the Tolowg redremants. escrions,
CrRera o ncluge the weightng o such e [Appiications andjor Services (TAAS) in such a way that rsk-based technical and] land citeia, explicty or by refererice, sin
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Use securly mecraniame that nelp o redice pportuniies o explf supply chai cybersecuriy wunerabiiies, (ehgineering princples] venapmes
g 2 encryton acces coniol denty managemert, ax malre o mpern dicovery
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External sys:emsarw(enm‘mdSememwwsasapmmle Responsible, Accountable, lineate assignment for security, compliance and resilience controls between  following requirements, properties, factors,
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sa11 oper Testin |C-SCRM-relevant testing include testing for counterfeits, verifying the origins of components, examininc Functional Equal esilience Testing ToA0g  [simiar copabilty 10 evelop and implement a plan for ongoing
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Iresources and should be prioritized based on criticality, threat, and vulnerability analyses (described in Section 2 [enciencies identified furing the control testing and evaluation process; and o Perform [Selection (one or mo
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Wiechanisms existto review the Securly, Compliance & Resiience Progra 2 Develop, document, and disseminate to
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[Appendix F o implement this guidance in accordance with EXecutive Grder 14026, Improvng the Nation's [ Unauthorized locl hork and remote
[Cybersecurity. Ib_identify un f the thy h
Wechanisms existto utize 3 Securlty Tncident Event Manager (SIEM), or Similar Ja-Monitor the syster to detect:
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