Set Theory Relationship Mapping (STRM) NIST SP 800-161 R1 - LEVEL 2 version 2026.1 x000a_03/27/2026

NIST IR 8477-Based Set Theory Relationship Mapping (STRM) Focal Document:
Reference document:  Sccure Controls Framework (SCF) version 2026.1 Focal Document URL:  https:/invipubs.nis.govinistpubs/specialPublications/NIST.SP.800-161r1-upal.pd
STRM Guidance: Published STRM URL par
nt (FDE) Descripti TR Secure Cnmrnls Framewurk (SCF)
FOE Name NIST 'SP 300-161 K1 Supplemental ¢-SCRM ¢ Relationship B eisl
echarisms exst o esablin, mantan and dsseminat palce,sandards - Develop, document, and disseminate to
Enle’nﬂses should specify and mdude in agreements (e.g., contracting language) access control Dahues for their [and procedures necessary for secure, compliant ant personnel or
ippliers, developers, system integrators, external system service providers, and other ICT/OT-rel serw(e Publishing Security, les]
Ac1 Policy and Procedures pmwa T that have access comyl poleies Thest Shovld ke both BhyEica and Igical access 1 the Fonctonsl | ntersect it | Compliance s Resience | Gov-oz 5 [ iSatecton tne ormorey: organzstonieve
ol the Inforsmation syetem. Enterorisen anould require thelr prroe contractors o mpiement thi conpro and Documentatior [Mission/business process-ievel; System-level]
[ow down this requirement o elevant subtier contractors. Jaccess control poicy th
(2) Addresses purpose, scope, roles, responsibilties,
managem:

Wechanisms exit o review the Securiy. Compllance & Resiience Program 12 Develop, document. and disseminate to
enterprises should specify and include in agreements (e.g., contracting language) access control polices for their (SCRP). ncluding policies, standards and procedures, at planned intervals or f {Assignment: organization-defined personnel or
lsuppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Periodic Review & Update [significant changes occur to ensure their continuing suitability, adequacy a roles;

Ac1 Policy and Procedures _[providers that have accéss control polcies. These should include both physical and logical access to the suppy Functional | Intersects With | of Security, Compliance & |  GOv.03  [efectiveness s L (Selection (one or more): Organization-eve
[chain and the information system. Enterprises should require their prime contractors to implement this control and Resilience Program [Mission/business process-level; System-level]
|flow down this requirement to relevant subtier contractors. [access control policy that:
o) Adcresses purpose, sope, rles,responsibites
echanisms exist t facitate the Implementation of dentiication and access e eveiop, document.and Sssemnate to
Enterpises shau spcity and include i ogreements (.. controcing anguoge) sccesscontrol polces for theic [management contros [Assignment: organization-defined personnel or
stpplersdeveloper system intoraors exteril syste serice prours, and otner CTIOTreloted service dentity & Access roles) o el
re ol an rocecures . provier it e <ctes contrl ol Thez 0wl i b Byl ogcl e ot up Functional subset of ety S accesz |y 10 [l [Selection one or more); Organizaton eve
and the information system. Enterprises should require their prime coniractors to implement this control and 9 ission/business process-level; System-evel]
ﬂuw dawn this requirement to relevant subtier contractors. a:cess control pnh:y that
(2) Addresses purpose, scope, roles, responsibilies,
mitment. conrcination amon
(655 Yo Aefne 3 SeE o Fles 3 3ESGEIEe 3 Tevel EES Erterprises echanisms ox7t fo evoke user sccess rights I a Emely manmer, upon 2 Define and document the types of accounts
st ensure that accountsfor contractor persomnel do not exCeed he perod of performance of he cortract. fermination of empioyment or contract Jailowed and specifally pronibited for use within thel
Prvteged accounts ol any be exablaned orspproriatly veted contractr personnel Enerprises snould :
y t Management _|71s0 have processes in place to establish and manage temporary or emergency accounts for contractor personnel ction tersects Wi Termination of . b Assion account managers
AC2 Account Management |yt require access to a mission-critical or mission-enabling system durmgamnkmu\ly or emergency event. For Functional Intersects With Employment Iaco7.2 s lc. Require [Assignment: organization-defined
example, during » pandemic event, exsting contractor personnl who are not able to work due 1o liness may need reredquisites and criteri] for roup and role
o e Femporary UackiTed by new coritacior o Enterprscs Shoutd requre thellprime conractors o membersi
mplement this control and flow dovi this requirement to relevant subtier conractors, Departments and agencies
[Ehoose t0 define 3 Set of roles 3nd 8s5ociate 3 Tevel of authorization to €nsire proper mplementation: Enterarises echanisms exiat o proaciively govern account management of ndwidual - Béine and docament the types of accounts
Imust ansure that sccounts for contractor personnel do not exceed the pariod of performance of the contrac laroup, system, service, application, guest and temporary sccounts llowed ond specifcalypronbted for use i the
Privileged accounts should only be estabiished for appropriately vetted contractor personnl. Enterprises should
als0 have processes in place to establish and manage temporary or emergency accounts fo contractor personnel I Aesan account mana
Ac2 Account Management |{2¢ requie access to a mission-critical or mission-gnabling system during a continuity o emergency event. For Functional | Infersects With | - Account Management | 1AC-15 s R e
lexample, during a pandemic event, existing contractor personnl who are no bl to work due to liness may need rerequisites and crerial or 0roup and role
o be termporarily backfled by new contractor taff. Enterprises should require their prime contractors to membership:
|mplement this control and flow dow ths requirement to felevant subtier contractors. Dopartments and agencies 4 Specisy.
}‘RHT—F_W—'J‘!_W_T'—'_TP—'_E_Q': 05 t0 define 3 Set of foles 3nd sssociate 3 Tevel of authorizatlon to €nsire proper mplementation: Enterarises echantsms exit To Check The valTaly of formation Inputs. [o~Define and document The [ypes of accounts
Imust ensure that sccounts for contractor personnel do not exceed the period of performance of the contract [iowed and specifcally prohied for use withinthe
[Prvileged accounts should onty be establihed for appropriately vetted contractor persomnel. Enterprises should yetem;
ol have pocesses n lace o estols ana manage temporay o emergency actaints o contacorpersomnel " Assion account man
ac2 Account MRSGEMETt it rqire acces o i cricror misar-enabngsystem g o contnty or Emergency uent. For Functional | Intersects With | Input Data Validation | TDA18 I e N
xample, during a pandemic event, existing contractor personnel who are no able to work due (o iness may need rereaquisites and criteria] for roup and role
o be termporariy backfiled by new contractor staf. Eterprises Should Tequire theif e contractors o memberhi
| mplement this control and flow down thi cequirement to relevapt sub-tier contractors, Depariments and agencies
[choose t0 define et of roles and associate 3 evel of AUThorzation o Ensure proper mplementation: Enterprises [Cryptographic mechanisms exit to Implement strang cryptography and - Deine and document the tpes of accounts
Imust ensure that accounts fo contractor personnel do not exceed the period of performance of the contract [securiy protocols to safeguard sensitivelregulated data during transrission Jilowed and specifically prohibited for use within thel
Privieged accounts snoud nly be establshed for appropratly veted conractor personnel. Enteorises Sould lover open, public networks :
y . 2150 have processes i place o establish and manage temporary or ermergency accounts for contractor person i | Satequarding Data over y o Assign account manag
AC2 Account Management o reqwe ecese 104 mission-crtiea o mission enabling aystem during a condimulty or emergency ovent e Functional Intersects With Open Networks NET-12 5 ¢ Reauire (Assignment. arganization-defined
example, during a pandemic event, eisting contractor persannel who are not able to work due to liness may need rereauisites and citrialfo aroup and fole
o be temporaril backfiled by nevi contractor saff. Enterprises shouid reqire theirprime contractors to membership:
|mplement this control and flow down th ! o relevant sub-ter contractors. D d agencies o

Wechariars ot o enforce Logical Access Contral (LAC) permissions that Entorce approved authorizations far ogical access
ensure that the information systems and the supply chain have appropriate access enforcement mechanisms in lconform to the princple of “leas privilege. o information and system resources i accordance
piace. This includes both physical and logical access enforcement mechanisms, which likely work in coordination for |with appiicable access control paiicies

Ac3 e Eorcement D vty shovld e ther prme contiaetor o plermont s contio antlw Sowr s~ | Functional | Intersects With | Access Enforcement | 1AC20 s
Quirement to relevant sub.tier contractors. DepaHments and agencies should refe o Appendix F to mpiement
[hs guidance in accordance with Executive Order 14028, Improving the Nation's Cybersecurty.
[Cryplographic mechaniams et 1o Tmplement strang cryplography and e spproved aubreations o Togealscess
Ensure that the nformation systems and the supply chain have appropriate access enforcement mechanisms in [security protocols to sateguard sensitivelrequlated data during transrission o mformation and ces in sccordan
place i incudes b i and el scessaiorcement mochanims, which el wak I conroatn o lover apen, public networks [t ppicante access contrelpaicie.
chain needs. Enterprises should ensure that » defined consequence framework s n place to address access Safeguarding Data Over
AC3 Access Enforcement mnlm\ violations. Enlernnses should require their prime contractors to implement this mnlml and flow down this. Functional Intersects With Open Networks NET-12 s
quirement to relevant subitier contractors. Departments and sgencies should refer o Appendix F to mplement
[ guidance in accordance with Executive Order 14028, Improving the Naor's Cybersecurty.

echantsms exit to Check the valTaly of formation Inputs. FEnforce approved authorizations forTogical access.
Ensure tha he information ystemsand the supply chin hve appropriste accessenfrcement mectanams in o information and system resources in accordance
ploce i nludes bt ool an oicl occes enfrcement mechaniams. wnch iy ok cooeination o [with sppicanle access contrel paicies.

Supply chain neeas, Enterprises should asure tha a defied consequence ramework s n place fo adaress access
AC3 Access Enforcement | ntro) violations, Enlelpnses should require their prime contractors to implement this control and flow Functional Intarsects With Input Data Validation ToA18 s
requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F to implement
this quidance in accordance with Executive Order 14028, mproving the Naton's Cybersec
A Fechanisms exit o revoke Togical and physical access authorizations [Enforce the revocation of access authorizations
fccessprivie re ot able L ccessan enterprise' system. Ererprises sl ncude 1 e soreements resuiting from changes to the securiy stributes of
Access Enforcement | [tsquirement for COntractors ant sub-tir contractors o mmediately fetun access credentials (.- tokens. PV or revocation of Access lsubjects and :b,ﬁem based on resigrment:
AC3(8) Revocation of Access |CAC cards, etc.) to the enterprise. Enlerprlses must also have processes in place to promptly process the revocation|  Functional Equal o ol 1AC20.6 10 [organization-defined rules governing the timing of
ihorizatins ofaccesssuhorzaons For example i - "badge flping”stuton  contrct s ransered from one sysers uthorizations revocations of access authorizations),
Intearator enterpris (o ancther with the same parsonhel upporing e conract In hat station the enterpise
should isable the existing accounts, retire the od credentias, estabish new accounts, and issue completely new

[Automated mechanfsms exist o validate cybersecurity and data protection Refease information outsde of the system anly

Jattributes prior to releasing information to external Technology ASsets. ) The receiving [signment:orgazaion deines
Information about the supply chain should be controlled for release between the enterprise and third parties [Applications andor Services (TAAS) lystam or system component] provides

Access Enfrcement | |formaton may be exchanged between e enterrie an s upolers, developrs, ystern ntegrators, extermsl Assignment: organizaton-defihed controls] and
AC3(9) Controlled Release [system service providers, and other ICT/OT-related service provi ers The controlled release of enterprise Functional Equal Controlled Release DCH-03.3 10 [b? [Agss\gnmenlg organization-defined :onlgclsl are
information protects against rsks associated with disclosure. used o validate the appropriateness of the
information designate for release.
- ; ’ » " ; i ” echanisms exit fo Implement and govern Access Control Lists (ACLS] o [Enforce approved authorizations for controling the
o o e okbaemtor o St g e enterbree lprovide data flow enforcement that explicitly restrict network traffic to only. [flow of information within the system and between
and other ICT/OT.related service providers. Specifying the requirements and how information flow s enforced Dot How Enforcement jwhat is authorize lconnected systems based on [Assignment:
rca o w1t oy the s o naton & cammnated o varout paicoae nth suppy cran Functional Gl | Dot FlowEnforcement - | vy 1o [organizationdefined information ow control
Enterprises should require thelf prime Contractors to mplement ihis control and flow, down this requrement o polices
relevant sub-er contractors. Departments and agencies should refer to Appendix F to implement this guidance in
Jaccordance with Executive Order 14028, Improving the Nation's Cybersecurty.
echantsms exi to enforce Tiormation low Controls based on metadata:
.
Aca®) Eppantormation Fow . [Enforce information flow control based on Assignment: organiztion-defined metadatal, Functional Equal Metadata NET-045 10
[RUtomated mechaisms Xt (o Unauely Taenty and authenticate source and Driauely [entiy and authenticate source and
[destination points for nformation transfer. ldestination points by (Selection (one or more)
Information Flow [ Within the C-SCRM context, enterprises should specify various source and destination points for information about Cross Domain [organization; system; application; service:
Acean Enforcement | Domain _[he supply chain and inorTration hat lows through the supplY cha, Ths s 5o that enterpries have visioily of |  Functional equal Cross Doms NeT04.12 10 [ndvidusi for information transfer
Authentication linformation flow within the supply chain. uthentication
[Automated mechanfsms st o apply cybersecurty and/or data protection [Amen arsferi ormation etween afferet
ters on metadata. lsecurty domains, impiement [Assignm
Information Flow _|For C-SCRM, the vadation of data and the relationship to Its metadata are critca. Much of the data transmitted Jorganization-defined securiy or oracy oty
Acao) enforcemant | valdation oftraugh the supply cha 1 valdated with the verTication of th associated metadata that s bound o . Ensure Functonal equal Metadata Velidation | NET-04.13 10 [iters]on metadata
Metad: [that proper filtering and inspection is put in place for validation before allowing payloads into the supply chain
e T S Ut e e T QU - S Ty e T e e echantsms exit fo Check The ValTaly of formation Inputs. o Taeriy and docurment [Assignment: arganzaton |
acquisition of both information system and supply chain Components. The separation of duties helps o ensure that ldefined duties o indiiduals requiing separation]:
Siecate Prtectons are 1 paca fof CompNEnts Gntenng the enterprse's sopPly chain, Such as Genying land
s Separation of uties[1EVeopers theprivege t promte code tat thy - Functional | ntersects with | input Data Vaication | o168 5 |b. Define system access authorizations to support
, oroduction require their lseparation of duties
‘mp\ ement i controland fow dom {1 requement 10 eieuant Subior contractors. Dapariments and agencies
ould refer o Appendix T to mplement this GuIGARCE i accordance with Executive Order 14076, Improving the
Nanon +ypersecurt
e enterprise should ensure that an appropriate separation of dUUES ‘S established for decisions that require the [Mechanisms exist to enforce a two-person changes to [a. Identify and document [Assignment: organization-|
acuu-smnn of both information system and supply chain componer eparation of dutles helps o snsurethat |eritical Technology Assets, Applications ndlor Seriees (TAAS). |defined duties of individuals requiring separation];
eqmte protactons are I Pince o compancits cmering the enterprie's by enan. such o ey Jand
developers the privilege to promote code that they Dual Authorization for o Define system access authorizations to support
Acs Separotion of D15 ot rom development o producton hould require their Functional | Intersects With Change cHe-043 5 eparation of duties. "
plomant this comro an o o ths requrement 0 vt b contractors, Deparments and sgencies
ol refer t Appendi F o ipleme s Quidance i accordance with Executve Order 14028, Improwng the
Nation's Cybersee
ise should ensure that an appropriate separation eldunes s es'éb”ihéd Tor decisions that require the [Cryptographic mechanisms exist to implement strong cryptography and [o. Identify and document [Assignment: organization-|
scuisiton ofbothnformationsster and supply chincomponents. The Separaion f dates helpato enre that sty protocol o safequad seniivarequated data urng vanamison fefinea cute of il requiring separat
equate protections are I piace for Components entering the enterprise’s supply chain, Such as cenying lover open, public networks
Seveiopert the priviege to promote code fnat they Safeguarding Data Over stem access authorizations to support
Acs Separotion of D15 ot fom dovelopment o producton hould require their p Functional | Intersects With Open Networks NET12 s separanenyofdu( °r
plcmant this comro and Row o ths requrement 0 vt b contractrs Deprtments and agencies
Should fefer to Appendi F o Implement ihis Quidance n accordance with ExecUgve Order 14028, Improving the
e e reore Tt am sppropTaTe Separation of duTes T SSabTRhed Tor Jeciions Tt equle e Fechanisms exit to mplement and maintain Separaton of Dutes (5901 1 [o- Tderiy and document [Assignment: arganizaton
lacquisition of both information system and supply chain components. The separation of duties helps to ensure that lprevent potential inappropriate activity without collusion. |defined duties of individuals requiring separationl;
Ctions are in place for components entering the enterprise’s supply chain, such a5 denying Jand
s i uties |developers the privilege to promote code that they uncti " i i . lb. Define system access authorizations to support
ACS Separation of Duties L EC o Elopment to production Ent hould require thei Functional Intersects With | Separation of Duties (SoD)|  HRS-11 5 |o: Define systern ac
mplamant this comro an ow domn this requrement o eievant cbio contractors, Depermants and agencies
Sl fefr to Appenix F o ImpIement iis Guigance n accordance with ExecuRve Order 14028, Improving the
ation's Cybersecuri
Enerpriesshouid ensre that protecion e i lac o prevent noventerpriseusrs fom hving rieged Fechanisms exit o prohibt prvieged access by non-arganzational Users. T privieged access to the system by mon-
enterprise supply chain and related supply chain information. When enterprise users include independent lorganizacionai users
Least pivlege | Privieged [Consultants, suppiers, GeVelOpers. system Intearators, Gxtermal systet ervice providers, and other ITIOT elated Privieged Access by Non
ACH(6) Acces oy Non > seniceprovir. eiont acces requremens may e o s eotprivog mechansms 0 preciely Gfine Functional Equal tleged Access by Non- | .05, 10
organizational Users  [what information and/ov ‘components are a((ess\b\e, for what duration, at what frequency, using o
I CndLratancing whot compenents e cica Snd nomeIHical can i 1 understandng the
fevelof detal thet may need o be defined Fegaring o g e forron it irs
Grthe oper Cess mecha echanisms exit to Gefine, Control and review organzation approved, secure o Estabiish and docurment usage rest
0 eimore access oy 10 veted personnl, Remete sceess Lo an emerproc's supply o (mcloding i outed remote access methos [Configurationjconnection requirements,
software development environments) shauld be. mplemertaton gutiance o eoch e ofremote
imited t the emterprise of contractor personinel and only if and as required to perform their tasks, Remote access laceess allowed: and:
Aca? Remote Access |requirements - such using a secure VPN, employing multi-factor authentication, or limiting access to spec Functional Intersects With Remote Access NET14 s lb. Authorize each type of remote access to the
business hours o from specified geographic focations - must be properly defined in agreements. mmesmum Jsystem prior to llowing such connectio
reqire el rime conactrs o mplemen i controlond o this et 0 relvant s
contractors. c agencies should refer to Appendix

Fecharlems e o e, corlral 3nd Feview oganTaton spproved,secire Frotect nformation aboUE remate access
Enterprises should ensure that detalled requrrementsare propery gefned and trat access o nforfation regaring remote access meth Imechanisms from unauthorized use and disclostire.
e formaton ystem and supplychain  protected o Unautharied s and icisure Sice sy d

Ac17(6) o omaion fta o metedate Giciosure of access can have significant Implications for an entarprise's mission process Functional | Intersects With Remote Access NET14 s
appropriate measures must e taken £ vet both the Supply chain and personnel processes to ensure that adeduate|
PRorecions e implemented. Ensure tha remote access t such information s ncuded i requirements.
[An enterprise’s supply chain may Mclude wireles: at SUppOTts SUppIY Chalh 10GTSUICS (€., radio- [Mechanisms exist to control authorized wireless usage and monitor for [o. Estabiish configur ts, connection
frecuency identifcanon oevice IRFID] uppore. software Call home featuresy. Supoly ehl systemscamporents inauthorized wireless access Fiqirement, and mpemertaon dancs or
traverse the supply chain s they are moved from one location to nother, nemerwm the enterprise's leach type of wireless access; a
. evironment of Guring delivery fom system ntegrators or Supplirs. Ensuring that appropriate ondSecire scess y e thovze ot type of wnslest access tothe
Ac1s Wireless Access |0 ora i place wihin this supply chain enabies the protection of the inormation systems and Functional Intersects With Wireless Networking NET-15 s [oystem prior to allowing such connections.
[components, as well as logistics technologies and metadata used during shipping (e.g., within Vackmg 5ensors).
[The enterprise should explicitly define approprate wireless access control mechanisms for the supply chain in
olicy and im; 3npropriate mechan
B e e e aress ST5BETES SURPIY ERaTh ToGISES (&1, 7adio- Fechanisms exit o protect the confidentialty and ntegrity of wirsess - Estabish configur . connection
[reauency enticatondevie AFID) support Software cal home features). Supply chan systems/companents networking technologies by mplementing authentication and strong Fequirements, and impiementation guidance for
raverse the supply chain as they are moved from one location to another, whether within the enterprise's own Wireless Access lencryption leach type of wireless access; a:
Acis wirless Access [FUE Z,'S.“n"'\af;',‘!.fm’"\.Z'Supfﬁy('h";?éiféiﬁ' e arection o e ormmeton Sysiams and~ *CCe%% || Functional | Intersects With Authentication & cRY-07 S g e comeciane "
components, a5 well s 1ogStcs technologies and metadata used during shipping (€.0., Within tracking sensors),
[The enterprse should explcitly define appropriate ireless access Control mechanisms or the supply chain in
olicy and implement appropriate mechanisms
e o mabie devias (o0 Spiose. abless, readers s Become common echantsms ex7 fo enforce sccess control requirements for e connection of o Evtabin configur Comnection
[ sipoly i Tneyore o2 i act cupport f an crierorse s operatons, a5 wel ot acking. oy chai Imobile devices to organizational Technology Assets, Applications andjor Fearements and mpementation gudance or
logistics, data as information systems, and components that traverse enterprise or systems integrator supply [services (TAAS). lorganization-controlled mobile devices, to include
acto Access Contrl for Mable [chains. Ensure tha access control mechanisms are clearly defined and Implemented whare relevant when Functionat caunt Access Control For Moblle | 0\, 0 Lo nen sich deices ae otsde of controled ress
Devices Imanaging enterprise supply chain components. An example of such an implementation includes access control a Devices.
mechanisms implemented for use with remote handeld units in RFID for tracking components that traverse the " uthorize the comection of mais devices 0
Supply chain. Access control mechanisms sould a1so be implemented on any associated data and metadata tied o loroanizational syctem
Jhe devices
[Enterprises' extomal information systems include those of suppliers, developers, system integrators, external Mechanisms exist to govern how external parties, including Technology Assets, [o- [5election (one or more): Estabiish [Assignment
A s b bt SRR TN TR A B T [Appiications and/or Services (TAAS), are used to securely store, process an Jorganization-defined terms and conditions}: Identify
\where direct and continuous monitoring s possible, n the external supplier relationship, information may be shared luse of External Technolooy| ransmit data. [Assignment; organization-defined controls asserted
ac20 Use of External Systems |on an as-neccied basis and should be Functional Equal  |Assets, Applications andor|  DCH-13 10 [tobe mplemented on external systers]
larticulated in an agreement. Access to the supply chain from such external information systems should be. Services (TAAS) |consistent with the trust relationships established
Imonitored and audited. Enterprises should require thei prime cantractors t impiement this ontro and flow down [with other organizations owning, operating, andior
e e o v mintaining stermal ystems, aioing sthoriced
echanisms SXst o pronibit external pares, ncludng Technology AGsets. fpermit authorized RS e an exterat
Rpplicatons andor Sences (TAAS). rom sorn, procesing and ronsmiing Jsystem to access the system o o process, store, or
[ . s vl . ldata unless authorized individusts irs [anemi organizaton-contraled nfermmaten omly
se of External Systems | [Th upply chain ofsuppers developers, sysem 1) vertying the implamentation o requed securty, complance andior frer
Ac20) Ui o Autorived Use [orator. extermal Sy stem senice providers ang ther K0T reeted service provier Functional Eaual it of uthorized Use. | DCHA3L - CLIENOLTE T 3 v come 0 @) Veritation of the mplementaton f ontrls on
) Retaiing » processing agreement with te ety hosting he extaral fthe external system as spec
ergsnizaiossecuiy ana Sracy polcies and
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Use of External Systems |
-organizatonally

ocument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance
IDevices that do ot belong to the enterprise (e.g., bring your own device [BYOD] policies) increase the enterprise’s
lexposure to cybersecurity risks throughout the supply chain. This includes devices used by suppliers, developers,

ystem integrators, external system service providers, and other

NIST SP 800-161 R1 - LEVEL 2

SCF Control

Secure Controls Framework (SCF)
Control De:

[Mechanisms exist to restrict the use of non mgamzatmna\ly ‘owned Technology
s, ropicatons andjor Services (TARS) toprocess, sore or transmit
&

Owned Technology Assets,

version 2026.1 x000a_03/27/2026

IRestr nizationally owned
[ystems or system components to process, store, or
ltransmit organizational information using
[Assignment. organization-defined restrictons)

rpris nctions -
AC-203) Owned Systems — |should review the use of non-enterprise devices by non-enterprise personnel and make a risk-based decision as to Functional Equal Applications and/or beH-13.4 10
ReSicin Use | [uhether il sliow e use of such devicesor Mo devices: Ctorprises shoukl farih devices o se Services (TAAS)
onentarprise personniel who present unacceptable levels of risk.
haring Information within the supply chain can help. TSk gl Supply chain. This. [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the [o- Enable authorized users to determine whether
Information may nciude vunerabiie, rats, (v cricalty of sytems an components, o deery iormation rposes identified in the data privacy notice and with the mplicit or explicit Jaccess authorizations assigned to a sharin
v informaion sharin shouibe cartuly managed o ensure tht he informaton s cniy acessivle o [Comisent of the data subject. match the information's access and use restrictions
acnn nformation Sharing _[2Uthorized individuals within the enterprise’s supply chain. Enterprises should cearly define boundaries for runctionsl | intersects wign | Information Sharing With | oo o 5 [or [ssignment. organization-defined informatian
"9 linformation sharing with respect to temporal, m!ovma!mna\ contractual, security, access, system, and other Third Parties [sharing circumstances where user discretion is
recurements. Enterpise ahod moritorand evien for Unintenton!crntentana nfomation sharing within required}; and
supply chain activites, including information sharing with suppliers, developers, system integrators, exter b Emply (asgnment:organization-dfine
2yEtem senice providers, and other ICT/OT relsted servie sroviger
i nfarmation WiThT The SUBETY Ehal can o0 b STy TS oGt e supoly e TS Fechantems i o e  process T asetueers Ty i ormation - Enable authorized users to determine whether
Inermation may inclde vlnrabites, hreats, the critcaiy of ystems and camponents, or delvery fermation Jcharing decisions to ensure data is appropriately protected Jaccess authorizations assigned to a sharing parter
[This information sharing shouid be caréfuly managed to ensure that the information i only accessibie mtch he Iformaton' accessand e restrcions
. ormation sharing | PAION8 Maiauals Winih the enerorsO Supply hain, EnterprSes o cieany defne boundaries fw nctions ntersects wi nformation Sharin g [fo Lassignment: organizstion-defined informs
Ac21 Information Sharing finormation sharing with respect to temporal, nformational, contractual,securty. access,syste Functional Intersects With Information Sharing DCH14 s shorng crcumstances vinere user dscredon e
recurements. Enterprises should monitor and feview forrintentonsl o ntentiona nformation Sharng wihin s Fequireat:
suppy chain aclvites, nciuding formtion sharmq with suppliers, developers, system integrators, external b Empiy | lAsswgr\men! organization-defined
em service providers, an ! "
Wechanisms exit t control pUBICly-accessible content. e te ndiduats suthored 1o eke
information publicly accessible:
within the C.SCRM context, publcly accessible content may include Requests for nformaion, Requests for Tran authorced m;wua's to ensure that
ac22 lPublicly Accessible ContentlProposal,or information abol deivery of systems and components, This information should be reviewed to ensure | Functional Equal  [Publicly Accessible Content|  DCH-15 10 [pubidy accessloieinformation does ok cortain
that only appropriate content is released for public consumption, whether alone or with other information. Inonpublic informati
& Reviw, the proposed contert of nformation prior
o posting ont he pubicy accessble ystem {o
ce 1%t nonoublc nformaation is ot o
Fechariams ex o protect g torage obecs St navored s Employ [Assignment: organization-defined data
mining and data harvesting techniqu imining prevention and detection techniques for
[Assignment: organization-defined data Storage
s Data Mining Protecton[REFSE3 shouldrequrethelr prime contactorsto mplement thiscontrol a part o thei nsder NESt SCMIUES | uncuonal | inersectsWitn | Data Mining Protection | DCH-16 5 [oecstosetectondpotec gaistunatorized
Wecharisms exit o restrict callecing, reCeiving. processing, Sorng. Ermploy [Assigament: orgarization Gefned dat
fransriting, sharing and/or updating Personal Data (°D) to ining prevention and detection techniques for
. - . [RR— ! et neder th e . (1) The purposes) orginally collected, consistent with the data privacy [Assignmen: organization-defined dato Storage
y ining protection|EPterPrises should require thei prime contractors to implement ths contrl as part of thelr Insder threat activities ction ntersects wi sage Restrctions o notice(s): Jobjects] to detect and protect against unauthorized
Ac23 Data Mining Protecti land flow down this requirement to relevant sub-tier contractors. Functional Intersects With Personal Data (PD) PRI05.4 ((2) What is authorized by the data subject, or authorized agent; s |data mining.
15) inat s consstent with applicelelas, egulaons end contactus!
labiiga
echanisms exit (o €nsure management approvals are required for hew [Selection: EStablh procedures: Implement
Enerories shouid asign acces coniroldeisions t supprt authoried acess o the suply chan. Ensire that Jaccounts or changes in permissions to xisting accounts. mechanisms| to ensure (Assignment: organization-
ystem interator or extema senvceprovidr i e, tere Gecision ldefined access control decisions] are appled to
gy ceessControlDecisions 314 hOW I reqirements o mplemented.This ey roqure dehning Sué requreTons i service vl nctions stersects with | Manegement Aporoval For | Jeach access request prior to access enforcement.
Ac24 A Control D |agreements, in many cases as part of the upfront re\e(lonsmp established between the enterprise and system Functional It tSWith | Newor Changed Accounts | 'AC-28:1 s
tegrtor o he nterriseand external senvic rovier. Enterrsesshou equirethef prme contrctars o
impiement this control and flow down this requirement to relevant sub ter contractor
g echanisms exist o review the Securit, Compliance & Resilince Program [o- Develop, document. and dlseminate to
o the security traning and awareness policy. C-SCRM tFaining Should taroet both the enterprise and fs
ontractors Th paliy Shouiarsur tnatsupply chi cyberecury rle based raming s requred for tos (sck:y Including poicis, tandards and procedures, af planned nervals or fhesgnment: organzaton-deined personnel or
individuals or functions tha touch or Impact the supply chain, such as the Information system owner, acauisition. Periodic Review & Update [lgnificant changes occur to ensure thei continuing suitabity, adequacy an roles) )
A1 oty and pocedures BUpy Chah O, Sy e, rotar managernt. 1. Qualy. ond gt esponse Functional | Intersects With | of securiy, Compliance & | Gow-o3 [efectiveness 5 [LISelection (ne or more): Organization evel
Wission/business process-level; System-ievel]
R training proceures shoul Resience Program
e throughout the supply chain yele to limit and means available lawareness and training policy that:
lto individuals performing these roles et couid recult i adverce consequences, (@) Addresses purpose, scope, :mes responsibilties,
ko the securty raining and awareness poly. C-SCAM traning hould target both the enterprise and s Mechanisms oxist o facitate the o fBevio:document and Samnate (>
Contractors. The paicy Should ensure thak Supply chain Cybersecurity ole baseltraining s required for those ldevelopment and awareness controls. [ssignment: organization-defined personnel or
individuals or functions that touch or impact the supply chain, such s the information system owner, acquisiton ecurity, Complance & rolesk o vt
AT-1 Policy and Procedures  [supply chain logistics, system engineering, program management, IT, quality, and incident response. Functional Subset Of Resilience-Mindex SAT-01 10 (Sel etbtmn (one or more): ?qamzalmn ev‘e
[C-SCRM training procedures should address: Workforc [Mission/business process level; System-level]
i Rols thoughaut the suplychai and systenelement e cce ot th opparunties and means avaiable [awareness and training policy hat
lto individuals performing these roles that could result in adverse consequ @) Adaresses purpose, scope; roles, responsibilties,
MMt o ARy VA AP TS Fichenlsms o s bl mamtar and dseniote poces sandares la Develop, document. and disseminate to
[contractors. The policy should ensure that SuDD\y :ham cybersecurit y m\e based training is required for those [and procedure mpliant and personnel or
ividuste of fanctions shat tauch o impact the supply chain, such 3¢ the information syster owner. acaurton. Publishing Security, roles:
AT-1 Falicy and Proceduressupply chaln ogsic,system engincerig, pmgram Thanagement, IT.. quahly, and incident response. Functional Intersects With | Compliance & Resilience | GOV-02 5 3. [selection (one or more); Organizaton-evel
IC-SCRM training procedures should addre Bocumentatior sslon/business process-evel; ystem-evel
. Roles throughout the Supply chain and system/element e cycleto it the opportunities and means avallable [awareness and training policy tal ’
lto individuals performing these roles that could result in adverse consequences, [(a) Addresses purpose, scope, roles, responsibilities,
echanisms exst t include simulated actual cyber-aiiacks Trough practcal Provide pracical exercises n teracy training that
Jexercises that are aligned with current threat scenarios. limuate events and incidens.
teracy Traing and - Enterpriss shoudprovidepractical exerciss i eracy rining that simulate suplychan cyversecurty events - .
Ao sy ke (ot oo, Emer s o e ther e comraior s piement e oo 3 o o Functonal | ntersects win | Smustes yberAtack | ur s
Exems&s requirement to relevant sub-| \evql mnlraclurs 9
Wechanisms exist o Ullze Security BWaTengss raining on recogzing and Frovide teracy training on recognizing and
eporting potential indicators of Inider threat reporting potential indicators of nsider threat.
Literacy Training and _[EVtePrises should provide iteracy training on recognizing and reporting potential indicators of insider threat within
AT-2(2) Y 9 [the supply chain. Enterprises should require their prime contractors to implement this control and flow down this Functional Equal Insider Threat Awareness THR-05 10
Awareness | Insider Threat| o irement to relevant sub-tier contractors.
Wecharisms oxist o InclUde aWareness raining on 1ecognizing and 1eporing Frovide Tieracy (raning on recognizing and
potential and actual Instances of social engineering and social mining eporting potential and actual instances of social
Uiteracy Traiing and [Enterprises should provide lteracy taining on recognizing and reporting potentil and actual Instances of supply Social Engineering & [engineering and social mini.
AT Awareness | Social |chainielated social endineering and soctal mining. Enterprses should requie thei prime contractors o mplement | Functional equal Engineering & | gur0, 10
Engineering and Mining _ this control and flow down this requirement to relevant sub-level contractors. 9
Wechanisms exit & provide fraining to persannel on organizafion deRned Frovide Tieracy traning on recognizing suspicious
Literacy Training and indicators of malware to recognize suspicious communications and anomalous munications and anomalous benavior in
sy TG0 Lerovide agricing enterprise supply Suspicious Jorganizational systems using (Acsignment:
Ar2te Commamcationsand [chan systems Erterses houts e el brime Contraciors o rplement s contrel v fow donn S Functonal | ntersects ity | Commumications & | gup.05, s [orosnization-efined ndcators of malicious code]
Anomslous System lrequirement & relevan sub-evel contractors. nalous Sy
Wechariss exit o provide Ualning (o personnel on organization defined Frovide Tieracy traing on the advanced persistent
Indicators of maiware to recognize suspicous communications and anomalous threat.
Literacy Training and.[provide Iteracy traning on recognizing on an advance: (4T inthe conuspicous pehavior
AT205) Awareness | Advanced _[enterprise’s supply chain. Enterprises should require thei prime contractors o implément this control and flow Functional | intersects witn | Sommunications & | gur.g3 s
Persistent Threat. [down this requirement to relevant sub-level contractors. -
Fchanisms exist o provide role-based securlly, complance and resiTence (@) Provide Theracy training on the cyber threat
Jawareness training that s current and relevant to the cyber threats that users lenviranment; an
Ltercy Traiingand _ provde eracy raiing on cyber theats spclfc to he enterrises supply chinenvironment Enterrsesshould might encounter i day-to day business operations ) Reflect current cyber theat nformation in
AT-2(6) Awareness | Cyber Threat [require their prime contractors to implement this control and flow down this requirement to relevant sub-level Functional Equal Cyber Threat Environment |  SAT-03.6 10 [system operations.
b eontoctors
fecvely_Personnel Wit a7e part of he aCqUSTIon WorkTorce FequTe 3G o What C-SCRH quements, Wecharisms exit o provide rle-based securty, campliance and resiience: o Provide role-based securty and privacy training
clauses, and evallation acors are necessary T ncud when condcting procurement and how o ncorporate - related training: 1 personnel with the fllowing roles and
SCRHM it eachscqsition ghese. S enhanced trainingrequremens shouldbe talored o pr Role-Based Securty 1 sefore authoriang acess to the system orperorming assigned dutes: responsibilties: (Assignment: organization-defined
g ! . or onducting threat assessments. Responding o hreats and dentied isk requires raining i i ; iy, 03 |(2) When requirad by system changes. 165 and responsibiifes)
T3 Rolbased TaiNNg e awaroness and reporing. Erterpnees houls ankure ha Seveopersrocee raimng on secure | Fonctional | Itersects With | Complance & Resilence | SaT03 {2/ e b ® |L Before authorizing access to the system,
evelopment practices as wel a the use of winerabilty scanning tools. Enterprises should reauire their prime information, or performing assigned duties, and
[contractors to implement this control and flow down this requirement to relevant sub-tier contractors. Departments. lksslgnmen( orgamzanon -defined frequency]
and agencles should refer to Aopendix quidance in accordance with Executive Order 18025
Fecarims oxs o provde el bosed secuty.complance and reslence- [rovide [AsSanment: organization-define
~SCRM is impacted by a number of physical security mechanisms and procedures within the supply chain, such as related trai yersonnel or roles] with initial and [Assignment:
Lfachuring, ShIppING, ECeNng, physica access to faciiies, mientory management, and warenousin Role-ased Securiy, (1) Before authorizing access tothe system or performing assigned duties lorganization-defined frequency training in the
AT3E) pprole-based Training | lEnterprise and system integrator personnel who provide development and operational support o the enterprise Functional Intersects With | Compliance & Resilience |  SAT-03  [{2) When required by system changes; and s lemployment and aperation o physical security
¥’ Y [should receive training on how to handle these physical security mechanisms and on the associated cybersecurity aining (3) Annually thereafter. roks.
Fisks throughaut the supply chain
Fiecharisms i o provide role Eased securty, complance and resince: [T speciic NIST 800-161 AT contral dogs ot exist
related trining in NIST 80053 A5
Role-based Training |~ [o1 sector i provide specialzed awareness training that enables its Role-Based Securiy, (3 Befoe authorizing access to the system orperorming asigned s
. Role-based Trainind | esources to collect, interpret, and act upon e e ol ot ek o | msecswin | compiones e o | samos  [(2)When reauired by system changes; an s
ot I the suppy chain: At 8 minimum, counterintenlgence traning Should cover known red 1gs. ke nformation s (3} Annually thereafter.
9 [sharing concepts, and reporting requirements. ing
FecTaris st o mpements Grea TeTgence progam Tt e 3 [T Speciic NSTa00-T61 A1 corr o ot exist.
NIST 8005
! ning | Public sector ent rovide specialized areness training that enables its evaiopment of e system and securty srehteciures: slection of security
e Role-based Traning | [ 2o Tt nerpret ad ac ubon a 1ange of Gots couTcasthat oy sanel 3 orcih adversaryspresence | rurcionst | itersectowity | THSEIlgence | e o1 outioner momonng mreat marisrspemse and sroctsy st s
e in the supply chain. At a minimum, counterintelligence training should cover known red flags, key information rogram
9 [sharing concepts, and reporting requirements.
Wecharisms exist to maintan StUatonal awareness of vulnerabiities and [T Specic ST 800-16 T contordoes ot et
Jevaling threats by leveraging the knowledge of atacker tactics, techniques i NIST 80053 R
y pubiic sector ent 4 provide specialized ovreness wainng that enables s edures to facitate the implementation of preventative and
s Rl o | uries  olet ot o ack oo a ot of dats sorees ek may S & orcon sdversorys presence | purio | ot | eat itetigence Feeds | T3 Pocei ot s
Training 1o in the supply chain. At a minimum, counterintelligence training should cover knuwn red flags, key information g
o shanng concepts, and rePorzmg requirements.
Wecharisms oxist t document, retaln and moritor Indidual Taming [o- Bocument and montar iormation securty and
Jactivtes, includin privacy training activtie, including security and
oot s ok , Security, Compliance & 2 il securty, compiance and resience awarenes aiing: rivacy awareness training and specifc rle-based
y . enterprises should maintain or C-SCRI s 9. esp regard o key personnelin ! A 04 |[2) Recuring awareness trainin Jsecurity and privacy training; an
AT-4 Training Records |- quisitions and counterintelligence, Functional Eaual Resilience Training AT 00 otaty Asser: Applcanans andjor Sevices (TAAS)specific raining 10 Ib. Retain individual training records for
[ssignment: rganization-defined time period.
e et evew e Secuy Complance € Feslerce Froors lo Develop, document. and dseminate to
laudit and accountability policy and procedures to include auditing of the supply chain information systems and o L
ot The audi and accountabity poly and rocedures shold appropitely aaaress racing actties and (SCRE) meuin polcies, andaras an proceares, s pannes ersas or iAssignment:organzation-defined personnel or
[heir avatlbilty fo ather various supply Chain actiies. such a5 coniguration management. Supplers, developers, Periodic Review & Update Sanificant changes occur ta ensure thélr Contmuing sutabily, adequacy and es):
AU-1 Policy and Procedures  |system integrators, external system service providers, and other ICT/OT-related service pruwders activities should Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 lM IS Ie/cbm)n (one or movel) 0:9;mza[m? \ev‘e\ g
ot be included in éuch a polcy unless those functions are performed within the acauirer's supply chain information Resilience Program sslon/business process-evel; System-level audit
Systams and network. AUt and accountabity polcy procedures Should appropiately address sUppIer auais as & Jond accountabilty poliey that: )
[way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s [(2) Addresses purpose, scope, roles, responsibilties,
e v L PR LA A A R Fechariems i o Sableh. ot o Gt peces sandards & Develop, document. and disseminate 1o
Inetwork e audit and accountability policy and procedures should appropriately address tracking activities and [and procedures necessary for secure, personnel or
[their availability for other various supply chain activities, such as configuration management. Suppliers, developers, Publishing Security, roles]
a1 Policy and Procedures |system mtegrators, external System seruice providers, and other ICTIOT related service providers activties should | Functional Intersects With | Compliance & Resiionce | GOV-02 B 1. [Selection (one or more): Organization-eve
ot be included in Such a policy unless those functions are performed within the acquirer's supply chain information Documentation Mission/ousiness process-level; System-levell audic
systems and network. Audit and accountabilty policy procedurcs shauld appropriately address supplier audits as a lond accountapiy poliy that: o
way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s ﬁ) Iresses purpose, scope, roles, responsibilities,
a0t and accountabiity policy and procedures (o include auding of (e Supply chai Information systers and echantsms exist 1 aciltate the Tmplementation of enterprse wide o Beveiop docment an diseminateto
udit and accountabilty policy and procedures should appropriately address tracking activites and monitoring controts. [Assignment organzationdfined persomnel or
Kthei availabilty for ather various supply chain aciviies, such s con management. Supplers, developers,
AU Poliey and Procedures  jsystem integrators, external system service providers, and other [CT/OT-elated service provders activities should Functional Subset Of Continuous Monitoring MON-01 10 i [ ecion (one or more): Organization-leve
ot b nclded i ch o gy s e Tuncions r prormed wikin th scauirer’s Sl han formation pissoniousnes processevelSyser feve vt
Systems and network. Audit and a poli Should appropriately ad lrer audits a5 fand a
s to examine th Gualy o  pariclr Suppher and che ok hey present o ne eerprise and ne entrpses (o) Addresses purpose, scope, role, responsibites,
s, Taled aTTempts T access SUppIy chaln TnformaTlon SysTems, or Te Tovement of Wecharisms oxst o review event 1ags on an ongaing Bosl and escalate EiGan the ypes of svents hat he oy siom
Source code. Information on such events Showid be captured by appropriate audit mechanisms and be traceable incidents in accordance with established timeines and procedures. lcapabie of gging i support of the audit function
and verifable. Information captured may include the type of event, datetime, length, and the frequency of signment: organizaton defned event ypes that
- accurrence. Amon inos, audting may help detect misuse o the supply Chain information systems or nctiona! ’ ; . ihe systarm s capable of Iog
AU2 Event Logging network caused by insider threats. Logs are a key resource when identfying operatonal trends and ong-term Functional Intersects With | Security Event Monitoring | - MON-01.8 s o Conrinate the event logging function with other
problems. As such, enterprises should Incorporate reviewing logs a the contract renewa paint for vendors to Jorganizational entities requiring audit relate
Gerermine whether there s 3 systemic problem. Enterprises should requira thei prime contractors to implement information to guide and inform the selection
s control and flow down this requirement to relevant sublier coniractors. Departments and agencies should refer iacis o evedt: o
JEGRNare/ardare Changes T1ed Sftempt o SCEess Supply chai Information Systems, or he movement of echantsms exit to Ulize & Securty Incident Evert Wanager (SIEW), or Sl o Idenify tne fypes of events that the system s
ion on uich events should be captured by appropriate audit mechanisms and be traceable Jautomated toal,to support the centralzed callectin of security.related ovent lcapabie of agging in support of the aud function
land verifable. Information captured may include the type of event, dateftime, length, and the frequency logs. [ASsignment: organization-defined event types that
ntlogging  |PCcuTence. Among other things, auditing may help detect misuse of the supply chaif information systerns or ction: ersects i | Cepualed Collecion of the systemis capable of loggin
AU2 Event Logging Inetwork caused by insider threats. Logs are a key resource when identifying operational tren long-term Functional Intersects With ecurity Event Lo MoN-02 s lb. Coordinate the event logging hm:tmn it other
proeme A sch, nterisesshouldncoporate Teiewing cgs o he conract Tencal polnt o7 vendors o organizationa etris requiring a1
ctermine whether there is » systemic problem. Enferprises shauld fequire thei prime contractors to my formation'o g an form e Saecton
i Conroland law Gow this reurerhen t relevant scp-ter conratirs. Depaments and agencies oul reer ciceria
Frhe auit records of o supply ¢hain event should be securely handled and maintained In 3 manner that conforms to Fecanims exst 1o confgur Technoroey fsses AppIcatons andorServices Ensire ot ol d'wt Eoras Conten formation that
record etetion rquiemerts and peserves e negry ofthe fidings an th confdeniaty of e record (TARS) o produce event logs that contain sufficent information Jestablishes the following:
linformation and its sources as appropriate. In certain instances, such records may be used in administrative or legal [minimum: al e of event occurred;
a3 Content of Audit Records [proceedings. Enterprses should Tequir ther Functional Equal Content ofEvent Logs | MON03 (1) Estabish what type of event occured: 10 [ Wnen ihe event occurred;

lprime contractors to implement this control and flow down this requirement to relevant sub-tier contractors.
[Departments and agencies should refer to Appendix F to implement this guidance in accordance with Executive.
[Order 14028, Improving the Nation’s Cybersecurity.

n (date and time) the event occurred;
(3) Where e event occurrad

) The source of the event

(5) The outcom: o failure) of the event: and

e o o e sutiect
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Set Theory Relationship Mapping (STRM)

Audit Record Review,

ocument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance

[The enterprise should ensure that both supply chain and information security auditable events are appropriately.
fitered and corelated for anlysi and reporting, For example f new maintenance or a patch upgrade is

NIST SP 800-161 R1 - LEVEL 2

SCF Control

Centralized Collection of

Secure Controls Framework (SCF)
Control De:

IMechanisms exist to utilize a Security Incident Event Manager (SIEM), or simila
iomated o6, to Support the centraied colecion of securty feated cvent
logs.

version 2026.1 x000a_03/27/2026

AUs A v, Wnle an sl Sanatre 1+ nformatin secuty SUAtabIs vent T corminaton o mese twa | Functonal | ntersects witn slized Collecti mon-02 s
Analysis, and RePOrtg Iovents may provide information valuable to e enterprise should adjust th level o audit record review Secury Event Logs (mpact ofthe napropriate ar nusual cthlty;
ased on the isk ch - active threat nte, sk profie) on a specific vendor. Contracts should explicitly [ Repart fndings to sl 9
|address how audit findings will be reported and adjudicated. i &ne‘ 1 of audi " "
[T enteroriseshouldensure hatboth suppy <hain and formation secury audtable events re pproprately e exet To adjust he evel of aud revien. analyels and 1eporting [ Review and anelyze syster auditrecords
fitered and corrlated for analyss and reporting. Fo example, i new maintenance or a patc on evoluing threat information from law enforcement ndustry [Aselgnment: organizaton-defined frequency
recognied o ve an nvai digtal signature, the aentfcaion of the patch arival auaies ool i [pssocations or ather credible sources of treat nteligence. ations o [Assignmen organization-de
s it Record Review: louditable event, white an invaid Signature is 3 information security auditabie mbination of mg two|  Functional | intersectswith | Audit Level Adjustments | MON-026 s [nopproprate or unusial aciviy) and the o
nalysis, and RepOrtng QU ay provi nformation vaniabi to CSCRM. The enterprse should acust the Ievel of aud rocor eview impact of the napprooriate o unusual activty:
a5 on th s chanoes (e actve treat e, ik pro) on  speciic vendor: Contracts hould explcy 13, Repart findingsto (Assgnment; rg
[address how audit findings will be reported and adjudicated. I P b
Fecariams extTo nd (e Gentty o e mfomation produce o e ('Bind the tdentiy of the Information producer
information generate it the nformation o Assignment: organizatin
ldefined strength of binding): a
2 Non-repuGIaton | s [This enhancement helps traceabilty in the supply chain and facitates the accuracy of provenance. ntersects Wi entiy Bindin ' s e o Suotzed s o
Ao eI TEPUAOn | o [This enhancement helps traceabilty in the supply chain and faciitates the accuracy of p Functional | Intersects with dentity Binding | MON09.1 (0, Provide the means or authorized ndvids
information
Frechariems s o B T ey o e ormaton producer o e o7 Vel e bing of o marmation producer
information generate identity to the information at [Assig
loganization defined frequency: an
Nop-repudiation | Vaidote e rlationship of 1 a component within the supply chein. Therefor,
AU-1002) Binding of Infor e rnegnre, e 2om P of ponent within the supply chain. Therefore. it | gynctional Intersects With Igentity Binding MON-09.1 5 (b) perform (Assignment: orgenization-defined
g of Informatia [octions] i the event of 2 valdation e
Wecharisms exist o perform digial forensics and maintain the ntegrfy of the Waintain reviewar o releaser credentals within the
lchin of custody., in accordance with applicable laws, regulations and industry- Jestablished chain of ustody or nformation
recognized secure practices reviewed or released
100 Nmrepugiatan | Chai of Chln o custady s fundament o provenance and aceabily i the supplychln. o helps the vericaton o | puocuonsl | merseiswin | CHoMOTCstor s | g 5
Wechanisms exist o provide an event log report generation copabity fo 3 T 5 Frowie sudt recod ganeration capabity T the
Enterprises should ensure that auit record generation mechanisms are in place to capture ol elevant supply choin ldetecting and assessing anomelous activies levent types the system is capable o auting as
auditable events. Exompl events nclude component version updates, component approvals (efined i A0-22 on Assignment. organization:
it Record Generation |ICCEPtance testing result, ogitics data-capturing inventory,or ranspartation information. Enterprises should nction ntersects Wi toring Reportin y ldefined system component:
AUz Audit Record Generation Joqire their prime contractors to implement this control and flow down this requirement to relevant sub-tier Functional Intersects With Monitoring Reporting 1oN-06 s [b. Allow [Assignment: organization-defined
ontractors De 5 and agencies should refer to Appendix F o implement this guidance in accordance with personnel o ol o efectth even ypes that
Executive Order 14028, Improving the Nation's Cybersecurity. erto be ogged b specinc camponents
lincreases the risk to that system. Enterprises should ensure that monitoring is in place for contractor systems to isclosure of non-public Information. (Assignment. mgamm.mn ~define mq“w(y] for
Monitoring fo Iformation [4256ct the unauthorized disclosure o any data and that contract language includes a requirement that the vendor Monitoring For Information ) [Assignment: organization-defined fre
Au1s il oy e enterpris, i occordance withenrprise define as soon as possible n the event of | Functional Equal moN-11 10
Disclosure Disclosure forganizational nformaio
oy ptentl o actolUnauthorzed sdosre. Eterrises ol require i prim conroctors 1o genizationalinformation; and_ s
[ control and flow down tis requrement fo eievar s rs. Departments and agencies should refer ) lon disclosure = i
o Aspendi 10 mplemant 115 Glgance n accordanca wi Exceute order 14026, mprowng i Naton' L Notity [Assignment: organization defined
Fichantems v o provdesession vt capabes (it ca - Provide and mplemen the capabilty for
1) Capture and g all content relat sion; an [ssignment: rganization-defined users o roles] to
Enterprises should include non-federal contract employees i session aucits to dentify securty isks inthe supply (
chain. Enterprises should require ther prime contractors to implement tis conirl and flow down tnis requirement [(2) Remotely view all content e 0 21 el e session el [selection (one °f;g:;§s;u;ﬂ‘;ga;ﬁgsgei'm logl
AU14 Session Audit o relevant sub-tercontractors. Departments and agences sould refer o Appendix F to mplement this uidance Functional Equal Session Audit MoN-12  [time. 10 e contentof user session under [l
i mprond he ' ybersecunty op ntegrate, and use session audiing
Y [activities in consultation w\m legal counsel and in
s ool
Wecharisms exist o coordinate sanfized event gs amang external oy thssanment. oroaniaton Semed menose]
[organizations to identif malous events when event logs are shared across [for coordinating [Assignment: organization-defined
. fzational boundaries, without gving away sensitive or ritical business Jauit information] among external organizations
In o C:SCRM context, this coirol includes the enterprise’ use of system integrator or exteral service provider ganization [rganiza
AU16 Cross-organizational Auditfrastructure. Enterprises should add language to contracts on coordinating audit information requirements and Functional Intersects with | Cross Organizational | yon1g  [data s |uhen audit information is transmitted across
09ing linformation exchange agreements with vendors. 9 9!
; ; w T T - echanars exst o Share event Togs with Trd-pary organizatans 3sed on Frovide cross-organzational 2udt mformation t
Sy egrtors o exterta senvice Drouers enterbries Soud ctabloh 3 st of equremerts o e e e o ot et oge with i o) oaten
process of sharing audit nformation. I the case of the system integrator and external serice provider and the
ment: organization defined cross-
Cross.organization) Aulentrorse, » SEice evel agreement of the ype of B4c dataFecured varsus whak can be provided st e \ LAssignment: organization
AU162) Loging | haring of Aud [agreed t i advance t ensure that the enterise obtains the reievant audt information needed to ensure inat Functional Equal Sharing of Event Logs | MON-14.1 10 froanizational sharing agreements].
iformation  [appropriate protections are in place to meet fs mission operation protection needs. Ensure that coverage of both
e formatan system and sply chan netwrk re adressed for th calection and sharng o audt mormation|
Enterprises should require thei prime contractors o implement this control a n'this requi
g e Geveomment 30 Sssessment ang authcnzatmn gohnes B oS T TP Wechanams exst o Telate Te mplementation of securly, compliance and & Bevelop, Gocument. and disseminate (o
chsi o he Conro assessment am.onm.m ol ond Sc resiience assessment and uthorization controls {ssignment: organization-defined personnel or
Sraeoylmplementation Fan(s), POICIES, and sYerneve) pians. 1o adcress ypersec.aity fsks throughout the roles}
can policy and procedures S C.SCRM polcy (or,  required, integrate mto exsting poliies)todirect | oo Subseror |Imformation Assurance (8) 140,01 10 |1 Selection (one or more): Organization-evel
24 IC-SCRM activities for control assessment and authorization. The C-SCRM policy should define C-SCRM roles and Operations. [Mission/business process-level; System-level
in the enfeprise for canducting control asessment and athorication, any dependencies lassessment, authorization, and monitoring poicy
lamong those roles, and the interaction among the foles. Enterprise-wide security and privacy rsks should be that
inclu i assessmen L
’%J—Elv—nlegvale e Gevelapment andImplementaon o assezament and Sulho:aton TS 3 procedures o P Wechantsms exist o establh, maintain and dsseminate poices, standards . Develop, document. and disseminate to
hoimcyberecurty o the conto ssessmen an sutnorzaton polcy and el Jond procedures necessary for secure, compliant and personnel or
setegyimplementaton Pl (), poncie, and o stemievelpone T S oersecosty ks thraughoutthe Publishing Secorty, roles)
s [yt cntrpses shou develon C.SCRM pocy (0. requred. mtsgrate o exking, poileny o direct | ) ! i 1 Seiecton (one or more): orgrization-ever
a1 Polcy and Procedures. [0 EE T Comteo abeccement and authonsation. The C-SCAM policy shoutd denne CSCAM relos and Functional | Intersects With | Compliance & Resilence | - GOV-02 5 |Missionbusiness processJevel; system fevel]
responsiites witin the enferpris o conductingconrl sssessment and authorzaton, ay cependenccs Siment, auinorzaton. and mantaring polcy
mong those roles, and the interaction among the roles. Enterprise-wide security and privacy risks should be hat
on an onfoing basis and include supbly chain isk assessment result Tada L
’%J—Eu—nregrare e Gevelopment amd mplementation o assessment and author zaion poTCTes and procedures or SUppIy Wechaniams exist to eview the Security. Compllance & Resilence Program - Develop, document, and disseminate (o
[chain (ybmﬂwmy into the control assessment and authorization policy and related C-SCRM (SCRP), including policies, standards and procedures, at planned intervals or if [Ass:gnmem ‘organization-defined personnel or
Strategy/implementation lans), oliies, and system-level plans. To address cybersecurity risks throughout the Perodic Review & Update significant changes occur to ensure their continuing suiabilty, adequacy and
cnt Polcy and procedures BB “nfvv‘:gf;v”ses Should develop 2 C.SCRM paly (o f requied. Inearate o exising polies) AMect | Functional | - Inersects With | of Securty, Compllance & | Gov-0  [effectiveness s légg:;;:;"f;:%g\;g Oranization lovel
[responsibilities within the enterprise for conducting control assessment and authorization, any dependencies Resillence program [assessment, authorization, and mumtnrmg policy
Jamong those roles. and the nteraction amang the rale. Enterprise-wide security and prvacy risks should b2 that
ossessed on an ongoing basis and nclude supoly chain ik assessment resul ne co
s it conrlsesessment plan ncorporates elovant € SCAM corrasan echarisme i o requlaly e Technolooy eset Appica Ja Sellct the appropriate assessor or assessment
conrlassesamant Soulscover I SESEMATE o Bon omn Y3 3 e upply cha and anéurs tat Serces (TaAS) or adharance o he orgamasuir s secury, compiance. [eam for the type of assessment to be conducted,
o enterorisegeevant basein st o Conras and conrol enhancements are géntid and sed for e Functional Review Of ondior resfence polcies and standaras . Develop a control assessment plan that describes
ossessment.Control assessments can include Information rom suppler audis,reviews, and related nction tersects i e . the Scope of the assessment incu
caz Control Assessments. [ SHCH Enterprises ahouid develop  siateay fo calecting information, mclucing a srategy for engam Wi | Functional | intersectswith | Securty, Complince s | CPL032 5 [ Contils and control ennancements under
providers on supply chain risk sssessments. Such calsboration helps enterprises leverage information 1 lassessment:
Provider, reduce redundancy, enty potenial Courses of acton for s responses. and reduce the burden on 2" Acsessment procedures to be used to determine
providers. CSCAM personnel should review the control assessment il
[Ensure that the control assessment plan incorporates relevant C-SCRM controls and :nntm\ The: [Mechanisms exist to perform Information Assurance Program (IAP) activities to [a. Select the appropriate assessor or assessmen
(control assessment should cover the assessment of both information syst ind the supply chain Mﬂ ensure that [evaluate the design, implementation and effectiveness of technical security, [team for the type of assessment to be conducted;
an enterprise relevan baseline set of controls and control enhancements are identied and Used for lcompliance and resience control. Beveiop  conirol ssessment plan that descrbes
e, Contrl 3s5esements can nlode ormaton rom suppier U0t eews, and supply chan et tersects i echnical Verifcation y 5 [ie scope of the assessment includin
CcA2 Control Assessments |y formation. Enterprises should develop a strategy for collecting information. including a strategy for ev\gagmg with Functional Ints s with Technical Verificati 1h0-08 |1. Controls and control enhancements under
roviders on supply chain ris assessments. Such collaboration helps enterpises leverage nformation r lassessment:
Provider. reduce redundancy, enty potentia Courses of action for i responses, and reduce the burden on 2 ssessment procedures o be used o determine
roviders. CSCRH personnel Should review the control assessment.
TERSUrE That the COnro! a55ESSMENT pla INE0p0rates relevt C-SCR Contros amd EomtroT The echarieme v o seses secuy compance and reafence - Sefect the appropriate ossessor or assessment
controlassessment should cover the assessment of both information systerms and the supply chain and ensur that /st project develoament to etérmine the exient to which the contros are [cam for the type of assessment to be conducted:
enterpise relevant baseine sc of contols and control enhancements are dentifed and used for th , omplementad correctiy, operating as mtended and producing the decire b Develop a conrol sssessment pln tha descrives
s Control Assessments |PSSESSeNt Contra assessments can ncluge formation o Suppler sudis, aviews, and supply comelated | L Set, Complance s | O rements s [thescope of the assessment inclding
ormation. Enterpices hould develop a iategy fo collcting nformaion. mcluding 5 rteoy fo engagng wit lence inPro 1 Controls ana contral enpancements under
[providers on supply chain risk assessments. Such collaboration helps enterprises leverage information from o [assessment;
providers. reduce resundancy. denty potentil courses o acton for i respanse, and reduce the burden on 2 Assessment procedures o be used to determine
rou ersonnel should rview the control o
B Co o aasaam e s S SESa e e s conrr Wechanisms exist to formally assess The securly. compliance and resiience 5 4iock the apavonrits pssessor o ssesament
conrol assesment Ul couer he assesement f both formatian syatems and the supply chin e ot lcontrols i Technology Assets, Aplicaions andr Servces (TAAS) trough [cam for the type of assessment to be conducted,
o enterprise elevant bseine st ofcontrols and contol nts are identified and Used for the Information Assurance Program (AP) activiies o determine the extent to - Develop a control assessment plan that describes
lassessment. Control assessments c: lude information Imm suyull ier audits, reviews, and suppl, i - [which the controls are implemented correctly, operating as intended and [the scope of the assessment including:
cA2 Control Assessments  (irtormation. Enterprises should devs\npa strategy for collecting information, including a strategy for engagmg with Functional Intersects With Assessments 002 icing the desired outcome with respect o meeting expected 5 i cumms and control enhancements under
providers on suppy chain sk assessments. Such callboration helps enterprisesleverage information from Jassessm:
providers, reduce redundancy, identy potential courses o acton fo isk résponses, and reduce the burden on 2 Aeseckment procedures to be used to determine
roviders. CSCRM personnelshould review the control assessment !
[ENsure that e conTolassessment pfan INorporates rlevat ¢ SCRM comtros and controT e Frechariams exi o reouary evew processes ud documented procedures o Scletthe sopropiateseressor oy aesesamert
contol accessment Shol cover e SSSessment of both nformaion systems and e sUpply chain and ensure that o ensure conformity with the organization's security, compliance andy Jcam for the type of assessment to be conducted;
on enterprise elevant baseline set of contrals and control enhancementsare identiied and Used for the resiience polcis, standards and other appiicable requirements b Develop a control assesement pln that descibes
assessment. Control assessments can include information from suppler audits, reviews, and supply chain-related on e | Security, compliance & . the scope of the assessment incuding:
CA2 Control Assessments. — |or Enterprises should develop a strategy for collecting information, including a strategy for engaging with Functional Intersects With Resilience Assessments cPL03 s 1. Controls anﬂ control enhancements under
providers on supply chain risk sssessments Such calleboration helps enterprises leverage information from Jassessment
providers, reduce redundancy, ideniy potential courses ofaction for isk responses, and reduce the burden on 2 Ass,ssmm procedures o be used o determine
providersCSCAM personnel should review the conlrol asssssmen . . : = -
" s g ¥ ” Wecharisms exit o govern [Gentfed deficiencies (3. Plan of Action an 1B etelas 5 pan of o 2 miTestones for e
A e i o0 oo e ar e % T SRR o e icsiones PRE, o Hmiar etnodelogy et formaly Socument, o o e e i plamnet remediation
imendaton for completonbefor o e system auhorzaton, the resaures requred o accomplsh inimu [actions of the organization to carrect weaknesses o
cas Ao 0 onescetahenet o e e ok, A4t Scheduled cormletion e for tne iestonea an fosks | unctonal | ntersectswin | CopablMes Oefiency | pgg | Defcency vackng umber, . 5 [feficiencies noted during the assessment of the
lestones [The enterprise should include relevant weaknesses, Ihe \mvact of weaknesses on information systems or the supply| 9 I ; ng:‘rcat ::E:ul:eyé chom&l(av‘\(e T" jfor resilience control \(/fnrnzasbﬁ:;we:lr:elh:(: Ztv:":ma\:a e known
chain, any remediation to adaress weaknesses, and any continuous monitoring activiies inits C-SCRM POAGM. The (3) Description of the deficiency(es): ee ulnerabiltes in te system: and_  iestones
|C-SCRM POA&M should be included as part of the aumonzan ion isk assoclated with the deficiency(les) p 9 P!
Mechanisns eXitic rire Technolon) ASeS, FopTeotone iy Servics . Aslon seror il o e utrring ol
Juthoring afcitsshd il € SCM in uthrization decisions. T occomplish s suppy chan s ans (TAAS) are officilly autharized prio t0 g0 Ive it & production environment. for the
g controls documented in C-SCRH Plans or system security plans and the C-SCRI POAGM shoud be b Assign »senior ofcal as the authorizing ofcal
IR I he Sharzsuon pockage 3 par o the cecioan making pOCess RSk snoud b derermined o ol ccurity Authorization y o forcommon contas avaiabi o ey
e Authorization |associated compensating controls selected based on the output of criticality, threat, and vulnerability analyses. Functional Equal Security Auth & 1007 B |organizational sys
[Authorizing oficils may use the guidance i Secton 2 of tis document as well as NISTIR 8175 to guide the € Encre that the authoizing offica for th sytem)
assessment process. peore commencing operaton
: e
o e TS SOy T el (T rovenince o comporert, MU rackmg and Tachg T Trougr Wechantsms exist o faciate the implementation of configuration - Deketop,dociment. and dssemte i
ihe SDLC and the i A roperly defined and implemented configuration management capabilty provides management contros. [Assignment: rganization-defined personnel or
" assuranc: mmugmz e SOLC and e supply chan that Componarts are ihenic an hov ot been roles
. inaporopriately modified. When defining a configuration and procedures, ancti ¥ . y 1 Selection (one or more): Organization-evet
B Policy and Procedures |3 dress the full SDLC, mcludmg procedures for introducing and removing :umpnner\ls tc and fmm the enterpnse s Functional Subset Of Program cre-o1 10 i
information system boundary. A configuration management palicy should incorporate configuration fems, data lconfiguration management poiicy that
retetion forconfiguration ems and corresponing metadata, and racking o < Coniguration e ) Addresses purpose, scope, ols,responsivitis,
an s metadata, The enterprise should coordinate with supplers, developers,system inteqrators, externalsystem
o he enterprise’s abiity o establsh the provenance of CoMpOTETts, MCAUANG <racking and tacig them Tough Wecharisms exist o review the Securty. Compliance & Resiience Program B eNeton dociment. and Saseminate 5
e SDLC i the supply chain. A propery defined and mplemented confouraton management capbilty povides (SCRP), including policies, standards and procedures, at planned Intervals o f {Assignment: organization-defined personnel or
rester assurance Uroughout the SDLC and the supply chai tht companents are auhnti and hove ot Perodic Review & Update sgnifcant changes occur to ensure thei continuing sutabity, adequacy and roles
in riat odifie n defining a cor ion ind procedures, id ive i lization-leve
o Polcy ana rocecures | ) SOLC ncluig rocesres for iracuin s emoving comporens 10 s o e enerprie’s | FUnctonsl | tersects i | ofsecurty. Comlance s | Gov.ga _ fectivencss s e e oo
linformation system boundary. A configuration management policy should incorporate configuration items, data Resilience Program |configuration management policy that
retertion fo configuration téms and corresponding metadata, an tracking of he configuration tem mamssesmose cope, rles, Tesponsiites
ang s metadata, The enterprise should Coordinate with supplers, developers,system integrators, external system ot conuination an
5 enterprises abTty o SatabIER the proVEnanCE of CompinEhis. LG racking and Hachs tham throuan Fichenlsms ot s cablan, mamtar and dsenote poes sandares > evelop, document. and disseminate i
the SDLC and the suppiy chain. A properly defined and implemented configuration management capabity provides Jand procedur mpliant and personnel or
+ assurance throughout e SDLC and the supply chain that components are autentic and have not been Publishing Secorty, roles)
ey and pr Imapproprately mdfied. When defining a configuration management balicy and procedures, enterprises should et ntersects With | Coneopaning Securty, o y 1 (Selection (one or more): Organization-fevel:
Information system boundary. A configuration management policy should incorporate configuration tems, data lconfiguration management poiic that
retention for coniguraion ftams and correspanding metadat, and tacking of the confguration e (o) Addresses purpose, scope, roles,responsibiles,
a1 metadats. The enteroriz should coordinate wih 2upplers, developers.system Integrators. exteralsystem
P aaTng T provde 3 S bt o tracking hanges o Cmponents, code. andlo Sigs frouatiodt echansms &xst o review and Update baselne contgurations Ja-Develop, document. and maintain under
Jhe SDLC. Regular reviews and Updates o baseline (e nd (12t eastamnusly: lconfiguration control,  current baseline:
rovenance, the ©haseine configuraion must ke it consacration the enverprise’s aperationl enviranment and (2) when required d mﬁgmm of the system; an
aseline Configuration |2NY relevant supplier, developer, system integrator, extemal system service provider, and other [CT/OT-related unctiona Intersects Wi eviews ates . (3) % ot o1 Syevem compenent instalatons and upgrades s lb. Review and update the baseline configuration of
M2 Basaline Configurat [service provider involvement with the organization's information systems and networks. If the system integrator, Functional Ints s With R & Updats cre0z1 [the syster
[for example, uses the existing organization's infrastructure, appropriate measures should be taken to |L. [Assignment: organization-defined frequencyl:
lestablish a baseline that reflects an appropriate set of agreed-upon criteria for access and operation. [2. When required due to [Asﬂgnment ‘organization-
Enterprises should require thei prime Contractors to implement thi control and flow down this requirement to cfined circumsiancesl and
6T the Biaseline 1 T povide 5 STAFING PO fo 1ackng Changes fo Componients, Code, and/or Setings ThoUGHouT Wechansms exst @ Gevelop, document and maialn secure baseie - Develop, document. and mamiarn under
the SDLC. Regular rewews and updates of baseline li.e. are critical and) [configurations for Technology Assets, Applications and/or Services (TAAS) that lconfiguration control. a currenl basehne
rovenance, The baseine coniguration st take.In consideration he enterprises aperatonal rvironment and [re cansistent with incustry accepted syatem hardening standars lconfguration of the system:
. oy relevan suppler, developer, syster integrator, externalsystem service provider, and other ICTIOT related i ; Secure Baseline y e and upoate he paseine confguration of
2 Baseline Configuration |qorjice. provider involvement with the organization's information systems and networks. If me sys(em integrator, Functional Intersects With Configurations cFe-02 s [the syste
for example, uses the existing organization's nfastructure, appropriate measures shouid 1 Assignment: organizaton-defined frequencyl;
il a baseine tha reNccts an appropiat set of adrced-upon crera o access and apsrat nen required due to [Assignment: organization-
Eoteroiacs ahould require hei e Conractors o Il emment ihs conrolan v comn this fecurement 1o ol o
Fecharis 1t o manage basene confauains for developmet and e Haitain s bsseine canfuraion o sy
separ o minimize [development and test environments that
Baseline Confguration | [The enterprise should maintain or require the maintenance of a baseline configuraion of applicable supplier, Development & Test e o nrkenona charges gangasfrgmsgvemw o e pertonl bseine
CM-2(6) evelopment and Test  |developers, system integrators, external system service providers, and other ICT/OT-related service providers’ Functional Equal Environment CFG-02.4 10 o
Environments  [development.test (and staging, f applicable) environments, and any configuration of nerfaces; Configurations
" e ; T connguration set e echariams exist o aciitate Te fmplementation of 3 Change management Betermine and document he bypes of changes o
Everries shoui detern "fv;n'!“l‘i':f'lﬁ}m"héii a1 sl contouraton st ag:;:i change congoe widin the echers e et e P of
Review proposed configuration-cont
e NIST 5 805.53: Rew: 5 conralenhancements - CH-3 (1,2, 4, anc 81 - ot b used
M3 Configuration Change ¢St collect and manage change controlcata, Eterprises shotld require their prime contractors to Functional Subset OF Change Planagement | cre.o1 10 [changes o the systen J’S:’:i pprove or disspprove
impiement ths control and flow down ths requirement o rlevant sub-er oniractors. Departments and agencies fuch changes with explclt v
should refer to Appendix F o implement tis quidance n accordance with Executive Order 14028, Improving the prvacy imo S S e deciions
[Nation's Cybersecurity. ocial g tem: 9
Enterprises should detenmine, implement, monitor, and audit configuration settings and change controls within the [Hechanms exist 0 gover the technical cnfiguration change cortrol [ Determin m;: odiment metpes orcanges o
nformation systems and networks and thioughout the SDLC. This conrol Supports raceabilty for C-SCRH. The processes. the system that are configuration-contralled:
Configuration Change [PEI0W NIST SP 800-53, Rev. 5 control enhancements - CH-3 (1), (2), 4), isms that can be used Configuration Change  Review proposed configurstoncontroled
ans onfiguration Change e C'SCa to colect and manage change control data, Enterprises should require their prime contractors Functional | Intersects With iguration Change | cyic.02 s [changestothe system and approve or disa

implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies
lshould refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the.
[Nation's Cybersecuriy.

Stich changes with expicit consigeraton fo security
lond privacy impact analyses;
c,Document confiuration change decisions
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Set Theory Relationship Mapping (STRM)

Configuration Change
ontrol | Automated

ocument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance

Enterprises should define a se o system changes that are criical to the praection of the Information system and
[the underlying or interaperating systems and networks. These changes may be defined based o ality

NIST SP 800-161 R1 - LEVEL 2

SCF Control

Secure Controls Framework (SCF)
Control De:

IMechanisms exi unauthorized :hanges unless organizal
broved change reducns re caned.

version 2026.1 x000a_03/27/2026

lUse [Assignment: organization-defined automated
Imechanisms] to:

I(a) Document proposed changes to the system;
o) Notty [Resgnment;arganizato-defined

3 Documentarion, | [analysis (nclucing components, rocesses, and functions) and Whore vunerabilies exis: hat are not yet Functional Equal Pronibition Of Changes | CHG-02.1 10 iy "
Notification, andremediated (e resource consraints). The change control process should also monitor for changes that [pproval authoritie] of proposed changes o the
1 i ure i i i m and rec <
Prohibition of Changes  [may affect an existing security control to ensure that this control continues to function as requires i Dmpmﬂ a0 BPrON: e thot
dicanaroved within
echanisms exit to verly The functionalfy of securfy, compiance and et valdite, and document Changes o ihe system
resilience controls ollowing implemented changes to ensure applicable Ibefore finaizing the implementation of the changes
Configuration Change [controls operate as designe
Control | Testing, rest, validate, and document changes to the system before finalizing implementation of the changes. unctional Intersects Wit Control Functionality
M) ontrol | Testng. " Irest,valdate, and document changes to the system before fnaizing implementation ofthe chang Functional Intersects With ol Function cHG0s s
Ibocumentation of Changes|
Wiechaniams exit to appropriaiely test and document proposed changes T a [Fe=E validate, and document changes 1o the system|
. on-production environment before changes are implemented i  production efore finalizing the implementation of the changes.
Configuration Change lemvitanmen
Control | Testing, fest, validate, and document changes to the system before finalizing implementation of the changes. -unctional Intersects Wit Test, Validate & Document -(
CM-3(2) jation, and [Test, validate, and d it changes to the system before finalizing impl tati f the chang Functional Inte ts With Changes CHG-02.2 5
IDocumentation of Changes|
echanisms exit fo nclude 3 cybersecurity andjor data protection Require [Assignment: organzation-deined securfy
epresentative in the configuration change control review process. Jand privacy representatives! to be members of the
i ization-defined configuration
Conflguration Change  |equire enterprise security and privacy representatives to be members of the configuration change control Security, compliance & o Contior demanty”
s Conra Securty and_Requir enterp ty and privacy representatives to be members of the configuation change control Functonal fausl | Resliencé Representative | CHG.02.3 1o [change contolclement]
Privacy Representatives o Asset Lifecycle Changes
[RuFormated mechanisms exiet t montor, enfarce and report on configarations Frevent o restrick chanoes to the configuration of
for endpaint devices. e System under the following circumstances:
Configuration Change {Assignment: organization-defined circumstances]
e Sontre | PreVent o | oevent or resrct changes o the configuration ofthe system under enterprse-defined dircumstances, Functional Equal fgurat cro06 10
Changes
echanems exit fo Gefine, docament. approve and enforce acc Defe document spprove 2w eniorceprysiea
resiritions associated with changes (5 Technology Assets, Applications andor Jand logical access reserictions associatedt
Enoroisesshoui ensure tna requirementsregaringohysial and logca accossrestrictions o chnges to e [Services (TAS) [changes to the system
s Access Restrictions for _information systems and networks are defined and included in the enterprise's mplementation of access Functional tersects With Governing Access | eno 032 R
Change restrctions, Exammples inlude acces restiction fo changes (o centraly managed processes for software Restriction for Change
lcomponent updates and the deployment of updates or patches.
iechantsms exit to enforce configuration restrciions in am affor o restrict [befine. document, approve. and enforce physical
the abilty of users to conduct unauthorized changes, ond ool access restrictons associted with
enterprises should ensure that requirements regarding physical and logical access restrictions for changes to the [ehanges to the o
s Access Restrictions for _information systems and networks are defined and included in the enterprise's mplemenation of access cunctional tersects with || Access Restriction For | ¢ o B
Change restictions. Exampies include access restriction for changes to centrally managed processes for Software Change
lcomponent updates and the deployment of updates or patches,
Fechantsms exist fo develop, document and maintaln secure baseiine o Estan and document eoroaton st for
etworks and throudnout the SOLC. Methods of oversignt mchude periodic veriication, eporting, and reviow,
Resulting information may be shared with varous partes that iave access t, are connected to, of engage in lconfigurations for Technology Assets, Applications andjor Services (TAAS) that [components employed within the system that
oy T the Ente e s ot maton sy ems 30 necworks o s necd 1o krom bade, Chandes shou pe ested cecure Baseline Jare consistent with industry-accepted system hardening standarcs. eflect the most restrictive mode mns\stenlw\th
e Configuration Settings [and approved before they are implemented. Configuration settings should be monitored and audited to alert Functional Intersects With ecure Baseine cre02 B operatonal requrements using [Assg
(designated enterprise Dersunne when a change nterprises should require heV prime contractors to |organization-def ‘common secure.
mplement this control and flow down ths requirement to relevant sub-ier contractors. d agencies [configurations
Should refer to Appendix F to implement ths uidance in accordance with Executive Order 14025, Improving the b Implement the configuration settings;
Inetworks and throughout the SDLC. Methods of oversight include periodic verification, reporting, and review. [Mechanisms exist to document, assess risk and approve or deny deviations to [a- Estabhsh and decument .:mmguramen setnnﬂs for
Resulting information may be shared with various parties that have access to, are connected (o, o engage i the jstandardized configurations. [companents employed within the system that
lcreation of the enterprise’s information systems and networks on a need-to-know basis. Changes should be tested Approved Configuration reflect the most restrictive mode consistent with
e Configuration Settings [and approved before they are implemented. Configuration settings should be monitored and audited to alert Functional Intersects with | APProved Configy crG02.7 5 [operational requirements using [Assignment:
|designated enterprise personnel when a change has occurred. Enterprises should require their prime contractors to “'qa"'m“"” ‘common secure.
limplement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies. onfigure
should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the o wmplemesr the configuration setings;
[Mechanisms exist to permm:al\y review system configurations to menufy and |(a) Review the system [Assignment: urgamzatmn.
lisabie unnccessary andior non-secure fnctions. pores, protocals a ldefined frequency) to identify unnecessary andjor
. ot _ . et o o dou jservices onsecure functions, ports, protocos, software, and
Least Functionaiity | |Enterprises should require their prime contractors to implement this control and flow down this requirement to lservices; an
M7 Functional equal Periodic Review FG-03.1 Bt
cM7) Periodic Review [relevant sub-tier contractors. unctional aual reriodic Revie Cre-03. © ((b) Disable or remove [Assignment: orqama\mn—
oetned fncton, pors, prtocos, sotwere, and
rerices wini iyt decrt o be
[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block le) menufy [Ass\gnmenl nrqamzatmn -defined
(Genyist/ blackist) appications that are suthorized to execute on systems. cware programs not authorized to exectite on the
LeastFunctonaity | [ERCIPse shouddeine equtements and depoy porcpriteprocesses to pecy onddetect softre tht ot Eoeremny
. Joleast Functionality | Ialowe. This can be aided by defining 2 requirement to mum, not use disreputable or unauthorized cunctiona! ol Bty slow/oeny | crg.33 1o |(®) Employ an allow-ail, deny-by-exception policy to
Dy oy exception  [FoftAare Enterpisesshould equre ther prime Contraciors t implement this control and flow down ths - cations pronibt the execution o unauthorized software
requirement to relevant sub-tier contractor orograms on the system;
Py B and spdate the 1ot of unauthorized
: : i
Mechanisms exit to configure Technology Assets, Applications and/or Services Require that the following user-installed software
(TARS) utiized in high-isk areas with more restrictive baseline configurations [execute in a confined physical or virtual machine
Least Functionaiity | [The enterprise should ensure that code authentication mechanisms such as digital signatures are implemented s Somfigure Technology [environment with limited privileges; [Assignmen:
cM-(6) Confined Environments ~[when executing code to assure the integrity of software, firmware, and information on the information systems and | Functional Intersects wieh 4556t Avplcations andlor| e g5 5 s Joroanization-defined user-installed software
with Limited Privileges |networks. gt
Risk Areas
echanisms exit to proRTBit he Use of Binary o machine-executabie code () Promiot the Use of Binary or machine-exceutabie
|When exceptions are made to use software products without accompanying source code and with limited or no from sources with limited of no warranty and without access to source code rces with limited of no
Least Functionaity | Binary|warranty because of compeling mission or aperational requirements, approval by the authorizing offcal should be Sinary or Machine. Jiout e provian of source code:
cmrte) fachine Executable  confingent Upon the enterprise explcily ncorporating cybersecurlty supply chain isk assessments s part of Functional Equal inary or Machine END-06.7 10 [ Allow exceptions ony for compeling mission or
Code lbroader assessment of such software products, as well as the implementation of compensating controls to address [operational requirements and with the approval of
lany identified and assessed risks. [the authorizing offcial
Rechanisms ex7t fo configure Techmology ASsets, Applications andlor Services @) Gertty [Assignment. croanization deined
(TARS) utiized in high-isk areas with more restrictive baseline 4 for system usel:
LeostFunctonaiy | [ETITPrises souiddefne reuirements and depoy approprate processest spciy and detect hardware;ha[ 5 o Technlogy b Promoicthe cae o connection of unstnorised
Ino allowed. This can be aided by defining a requirement to, at a minimum, not use disreputable or unauthorize: ssets, Applcations andfor harcware components:
7 Pronibiting Th Functional Intersects With 7602,
cm-719) Jrohibiting The Use of Hould require their o mpl Control and flow down & unctiona ersects Services (TAAS) for High. | CF6-02:5 B (O Review and update the st of authorized
Irequirement to relevant sub-tier contractors Risk Areas ardware components [Assignment: organization
ldefined frequency),
e compoment ovmere, and Tor metwoTied componeme or Gevices - mache rames and metork adareee Memamsmzex.sl 5 perforn Tventores of Technology Asset, Applcations, - Develop 3nd document an nventory of systern
Inventory specifcations may include the manufacturer,device type, model, serlal number, and physical location. [Services andjor Data (TAASD) that [companents thal
Enterpri Id require their prime contractors to implement this control and flow down this requ (1) Accurately reflects the current TAASD in 1. Accurately rmms the syst
e SISy levan it conracors Enerrises shou specty e Teatirements and how Information fow 1 enfe Functional Intersects With Asset Inventories AsToz  [12)ldentifes ot oo pradct, ncading busines ostfction s 2. inciudes fl Companents win th systn:
Inventory ure that only the required informat ora i commanicatad 1 the vaious partcipant n ine Supply [detal 5. Do e duptcat aemuntn o
ARkt A WA N g AWl Lol (31 a the evel o granulariy deemed necessary for tracking and reportng; [components or components assigned to any other
information. Enterprises should consider producing SBOMs for applicable and appropriate classes of software, (4) Includes organization-defined information deemed necessary to achiey e
at the level of aranularity deemed necessarv |
[rumbers, component owners, snd for netwarked components or devices - maching names and nemork addresees e e o 2 authorTatve source and To-Bevelop and decament an iventony of yatem
Inventory specifications may include the manufacturer, device type, model, serial number, and physical location. repository o provide 2 rusted source and accountabily for approved and jcomponents aﬂ
[Enterprises should require their prime contractors to implement this control and flow down this requirement to mplemented system components that prevents assets from being duplicated 1 Accurately reflects the system:
e System Component | cieuant subtier contractors. Enterprises should specify the requirements and how nformation flow i enforced to Functional Intersects with | COmPonent Duplication | gy 3 fin other asset inventories s 2 Inclues il components witinthe system;
Inventory lensure that only the rzqmmd m!armatmn and no more - is communicated to the various participants in the supply| Avoidance [3: Does not m:lude duplicate accaumm
hain. I nformation is 5 downstrearm, there should be information about who created the subset Components b Compopents acdaned e any other
[nformation. Enterprses should consider prodcing SROMS for appiicabie and appropriste classes of sotware, e
Fechantsms exit fo Track the Ge0graphic Tocation of system components. [Support the tracking of System components by
|geographic location using [Assignment:
System Component When employing autamated mechanisms fo tracking information system companents by physical location, the. Atomated Location Jorganization-defined automated mechanisms].
) Inventory | Automated [enterprise shouid incorporate information system, network, and companent tracking needs to ensure accurate Functional Equal AST-02.10 10
Location Tracking
Frechinisms ot o TcTiate e plementaon of contoration Devep document ond mplement  confuraton
management contro management plan for the system
" enterprises should ensure that C:SCRM is incorporated into configuration managerent planning activities . e
M9 tion Enterprises should reduire their prime contractors to implement this control and flow down this requirement to Functional Subset Of on Man cre-01 10 [configuration management processes and
b ¥ Tactor
relevant sub-tier contractors. . Establishes a process for menmqu configuration
ems trougio e system development e <yce
acing the conhavratian of th
echanisms xit fo ensure Stakeholders are made aware of and understand alon. document.and ImBlement a confgraton
fhe impact of proposed changes management plan for the system that
" [Enterprises should ensure that C-SCRM is incorporated into canfiguration management planning activties. Jo- Addresses roles, responsibiliis, and
o Enterprises should reaire their prime contractors to implement this control and flow down this requirement to Functional Intersects witn | Stekeholder Notfication of | ¢y 5 s [configuration management processes and
Plan relevant sub-tier contractors. Changes procedures;
b- Establishes a process for identifying configuration
tems througho the system development lfe cycle
Frecarims oxtTo mplement a segregaion o dutes o conturaton [Ascign responsibity or developing the
terprissshold ensre tht arfean e e defned o adressconiurton management actties o remagement ha preventa developers o prforming producton confguration management process to
figurat  Enterprises shouid ensure tht requirements and capabilie for configuration Assignment of Contguraton management duies. lorganizational personnel that are not directly
cmo(1) Plan | Assignment of management are appmwlale\y adresseq or Include I the following Suppty chalh actviles: requirements Functional Equal P CFG-0L1 10 involved in system development.
ldefinitior I ‘and analysis, procurement solicitations and contracts, component P Y
Installation or emoval, system integration, operations, and maintenance.
Fechantems exi o enforce sotvare Uage raticians o compy Wi [o-Use software and sssociated documentation in
enterprises should ensure that icenses for software used within thei information systems and networks are Japplicable contract agreements and copyright law [accordance with coniract agreements and copyright
cumented, tracked, and maintained. Tracking mechanisms should provide for the abilty to trace sers and the laws:
§ Software Usage  [use of icenses o access control information andt A5 3n example, when an employee i terminated, i . Softuare Usage y ook e s o st an asoctes
cu-10 Restrictions |“named user” license should be revcked, and the license documentation should be updated to reflect this change. Functional Equal Restrictions CFG-04 10 cted by
IDepartments and agencies should refer to Appendix F to Implement this guidance in accordance with Executive Corirl copying and isutbuton:
vt 14035, mroumg the Naton's Cybersceurty. c Contrland document te uce oo peer-opeer e
y ‘ot
[FAmework, reUsabTe TBraries” 7 e a7y e o A Ry e el o Fechanisms exit fo eSEabITsh parameters for The secure Use of open Source EStablsh tne ollowing restictons on he
exposure to cybersecuriy risks (hmughourme Supply Chain. Numerous open source solutions are currently n use lsoftware. lopen source software: [Assianment, rganization-
b enterrses, including n ntegroted deveiopment ronmants 1955 ond wa servare The enterprce Shout [defined restrictions1.
Software Usage Track the use of 0SS and associated d imentation,
Cm-100) Restrictions | Open-source b Ensure that the use of 0SS adheres to the licensing terms and that these terms are acceptable to the enterprise, Functional Equal Open Source Software CFG-04.1 10
Software ind monitor the distribution of software as it relates to the licensing agreement to control copying and
Gistrbution, and
| Eualuate and periodically audit the OSS's supply chain as provided by the open source developer (e.q
Thechanfsms exist to prohiblt software instalations Wihout o Establieh [Assignment; organzation defne
vy semigned preqed sobus potces overing e nsalaton o afware by
[This control extends tothe enterprise nfornation system and netwiork users who are not employed by the u
cun User-installed Software [enterprise. These users may be supplers, developers, system integrators, external system service providers, and Functional Intersects With | ot nstallation | eyp.o3 s e software installation policies through the
other ICT/OT-related service providers thout Privileged Statu [llowing methods: [Assignment: organizato
e Hoior pocy Complance [Assignment.
echantsms exit t restrict the abilty of hor-prVIEged Users to Tetal [ Eatabiisn [Assignment; organization defined
lunauthorized software. |policies] governing the installation of software by
[This mntm\ extends m the entervmse information system and network users who are not employed by the jusers;
a1 User-installed Software [enterprise. These users may be suppliers, developers, system integrators, external system service providers, and Functional Intersects With | Userinstalled Software | CFG-0 s b- Enforce software installation polcies through the
T reneten ermiod peoatn [following methods: [A<signment: organization-
jefined methodsT, an
| Monir plcy camplance Assignmen:
ormaton o e e ot oy e o e bty o Trouran Fiechanisms exit to ety and document the Tocation of nformation and e - Taentty and document the location of
el A AN s it A ot o oo [specific system components on which the information resides. {Assignment: organization-defined information) and
Teran iy locations ey s be Subloct 1o Aerent Suppy chain foks depending on he specic lcation of i speciic system components on which th
12 Information Locaton orignation or aperatins, Enerprises should manage hese risks through Imiting access conroland speciying Functional Equal Information Location DCH-24 10 information is processed and store
ignation o o prises should manag gh imiting trol and speciy 4 e ocessent e Sears o have sccess|
anererataring ST 35 300,03 Rev. s cantol nhancement CHLL (15 4 eshanien et o b used to enablel o the system and system components where the
e TS o of eomorene Informaton s processed and tore
[Rufomated mechanisms exist o [dentiy by data classicaion ype fo ensure e Skomated ool to denty [Awgnmem
dequate securty, compliance and fesiience controls are in place to protect Jorganization.-defined information by information
Information Location | Automated Tools to lorganizational information and individual data protection. ypel on [Assignment; organization- i system
- ‘Automated Tools to.  [Use automated toos to identify enterprie-defined information on enterprise-defined system components to ensure | ¢ vl Automated 1002 | perans Jo |components] to ensure controls are n p
Support Information [that controis e i place to protect enterprise information and ndividual privacy. nform oro le(tnrqamzakmna\ nformation and!mciidual
Location
privacy.
[ 1) devices cmbedied crsand alore o7 st o [ <stem o ystem data actons. Urderstandng Mecherfems existt create and maintain  map of Technology Resets [Develop and document & map of system data
at classified or loT information is s s Senativty shdfor efect o' pryscl thingorphysicl Services (TAAS) w data s stored, jactons.
o e ow the snsiive o loT Information is being processed (e.g.. f the data ackion is visible to (onemied nrpmcessed
cnas Data Acton apping nidualor s processed n arfer part of th ystem). o o rovides 3 number of contextual factors that|  Functonal Equal Data Action Mapping | AST-02.8 10
ortant fo 25565513 the degree of k. Data maps can b Lstrated i dIerent ways, and the teve of detail
Iy vary based on the mission ang business needs of the enterprise, Tne date map may be a1 overlay of any
system design artfact that the enterprise is using. The development of this map may necessitate coordination
echantsms exit o review the Security, Complance & Resience Program [&- Develop, document, and disseminate to
enterprises should integrate C-SCRM into the contingency planning policy and related SCRM (SCRP), including policis, standards and procedures, at planned intervals or f [Assignment: organization-defined personnel or
Plan, policies, and SCRM Plan. The policy Should cover information systems and the supply perioic Review & Update [ignificant changes occur to ensure their continuing sutabilty, adeauacy and roles)
w1 solicy and Procedures _[chal etwork and, at a minimum, adaress scenaris suc Functional Intersects With | of sty Comsiondate | cov.os  [effectiveness. 5 1 [Selection (one or more): Organizationlevel;

2 Unplanned component fllure and subsequent eplacement;
lb- Planned replacement related to feat
e Product and/or service disrupti

upgrades, and and

Resilience Program

pisson/business process-evel System-evel

[contingency planning policy that:

(a) Addresses purpose, scope, roles, responsibitis,
coordination am
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[Enterprises should integrate C-SCRM into the contingency planning policy and related SCRM
tratagyfmplementation Plan.polces. and SCRM Pian. The policy should cover Inforriaton systems and the supply
lchain network and, at a minimum, address scenarios suc

Business Continuity

IMechanisms exist to fax the z\mp\ementatmn of contingency planning
Conirat i help onsura roslent Toehmology Assats Applcatons andior
[Services (TAAS) (€.g., Continuity of Operations Plan (COOP) or Business.
|Continuity & Disaster Recovery (BC/DR) playbooks).

la. Develop, document, and disseminate to
[Assignmen; organizatin-defined personnel or

les):
R Saiection (one or more):Organizaton-evel:

. Polcy and pr Functonal Management System y
1 olicy and procedures |3 lonned component faiure and subsequent replacement unctiona) Subset Of anagement svste Beo-01 ° issonfbusiness process evel:System-evel
. Plamned replacement related to fea upgrades, and and lcontingency planhing policy that
. Product andjor service disruption (o sdresce purpose scope, e, respansiiies
Wechanisms exit to estabIsh, malntain and disseminate polces, standards e eveiop, document.and dssemnate 1o
rrprses shouls ntegrate -SCr o the contingencypaning plcy and et Sca [and procedres necessary for secure, cormplant and personnel or
1 polces, and SCRM Pan. The policy should cover mformation systems and the supply publishing Securty, roles
g ey and procedures.|ohain nE anc ot o T 26eFon sccnarios sich a2 nctons tersects with | coFElshing Securly, . e tion (one or more): Organization evel
cp1 Folly and Procecures nplanned companent fallure and subsequent replacement; | Functional Intersects With | Compliance & Resil cov02 ® pissonbusiness process-eve:System-evel
o Planned replacement rajatad to feature upgrades, and and [contingency planning policy
c: Product andjor sewvice disrupt (o e e Seope, ois, responsiiltes,
Wechaniams oxiat o Facate The implementation of Contingency paning 3 Gelelap 5 coningency ianforth 2ysiem 1ot
enterprises should define and implement a contingency plan for the supply chain information systems and network contol to help ensur resilent Techology Asses, Appications andlor ; Identifes essential mission and
lto ensure that preparations are in place to mitigate the loss or degradation of data or operations. Contingencies Business Continuity [services (TAAS) (e.g., Continuity of Operations Plan (COOP) or Business unctions and associated continger n(y reqmrem:ms
cpP-2 Contingency Plan shuu\d be put in place for the supply chain, network, information systems (especially critical components), and Functional Subset Of Management System BCD-01  [Continuity & Disaster Recovery (BC/DR) playbooks). 10 rovides TECOVEW “bl ctives, restoration
[rocesses io ensure protection sgainst compromise 2nd provide appropriate filover and timely recovery o an Bcms) s anam
processes to ensure protecton B Adresses contingency roes, responsiiites,
osigne nividune wit contac formation:
4
e it o pdate comirgency s ade o chnoe Sacing - Develop s Contingency pon or the sysiem that
enterprises should define and implement a contingency plan or the supply chain information systems and network 1) People (e, persomnel changes 3. Identifes essential mission and business
nsure that preparations are h lace t mitiate e 1oss or degradation of fons. Contingencies ongoing conti (2 processes tered or decommissioned business practices, finconsani ssccaed comingency requrenerts:
o2 Contingency Plan  [Shoul b put I sace for e Suby choin, network. mfavmarion cystems (especialy rRcar conponent, an Functional | Intersects wity | 07909 Contingency | gcp g ncuding thic-parly services) i s [ Proides recovery abjectves, resoration
lprocesses to ensure protection against compromise and provide appropriate failover and timely recovery to an 9 5 Fechmologes (e new, afred o decommissioned echmologies) Griorties, and m
occeptable state of operations. () Data (e.0, changes o data flows andior data repositories): B Ratresses contingency roles, esponsoiies,
(5) Faciies (eg.. néw, itered or decommissioned pnysical nrastructure) i s i contsct nformation
e
s et o comate contirgancy o Gevelprent i el (Coordinate cur\nng!nty o developm
Jand external elements responsibi for related pla eents responl o esiea
ians.
Contingency Plan | ’ ' oy chainrske ) ’ et b
o o ke [Cooriate contngency lan development forsupply chai ks with eterprse elements respansibie o elated | uncion ol Cooranatewihtates | 13 1
Plans. P!
echanisms exit o conduct capacity planning =6 that necessary capacity for lConduct capaciy panming 50 that necessary
Information processing, telecommunications and environmental Support wil Kapacity fof nformetion pracessim
Jexistcuring coningency operations [etacommunications, and environmental support
P2 Contingency PN {1 conancement hlps th avalabilty f the supply chai networ o nfarmation system companents Funcionl el Capacity Panning . 10 [exists during contingency operations
Wechanisms exit o adequately tran Contingency personnel and appIcable o Provide contingency raining to System users
Istakeholders in ther contingency roles and responsiiites contnt i s3sgrid e and responiiies
Enterprises should ensure that critcal supplers are included in contingency training. Enterprises should require it (At orgsesc oo
§ ontingency Training eI e Contractors  implement s control and flow down < requirement t rlevat sub-ter confractors. nctons " antingency Trainin y period] of assuming # contingency role or
GhS Contingency Training |nepartments and agencies should refer to Appendix F to implement this guidance in accordance with Execive Functional Equal Contingency Training BCO-03 0 Fesponsibitty:
rder 14028, Improving the Nation's Cybersecuriy. hen reqlired by system changes; and
5. {Assignment; organization-defined frequency]
[ngeeats
echanisms oxst gency raiing to Incorporate Simuted everts o corfingency
Facitate ifecive responss b personnel n s stuations aining to raclitate ffective response by personinel
Contingency Training | [EFXeTPries should ensure that supplier, developers, system integrators, external system service providers, and in cisis situations,
cram ey Traning | TG claed service roviaers who hove ocs an esponaIINIGS I povidg chicer sevices are hcloded | Functional Caual Simated bvents | 80031 10
in contingency traiming exercses
echantsms exst o conduct » Root Cause Analy=rs (RCA) and “lessons laTest the contingency plan for the system
encrprissshld ensur tht crical uppersare ncluded n cotingency esing. The i - n conriatir| Ieamea- activiy every time the contingency pian 1s actated hssianment. organization-defined frequencyl usin
Sice Py hout e oty elency Capate, S o alover o i Contingency Plan Root the following tests to determine the effctiveness of
cra Contingency Plan Testing |producton s t a back-up site. i testing may occur separately fom a raining exercie or be perfored during | Functional | Intersects With | Cause Anaysls (ROM & |  8CD-05 5 [ineplan and the reainess to executethe plan
e Bt S eroresg e S e e s 05k o Pk [Hesgnment:orgorzation defined et
Iwellthe enterprise s able to withstand and/or recover from a C-SCRM threat event. b- Review the contingency plan test resuts; and
 Iniiare correcive actions, f necdea,
echanisms exist to conduct ests andor exercises o evaluate the 2 Test the contingency plan for the system
Enterprises shoud ensure that critca supplers re nluded n contngency estng. The enterrise - nconrinaton Continency pln's efectveness and ie arganizaton's eadness to execute [Assignment: organization-defined frequency using
e provcrts) - houls et oty resency Capabite, Zuch o falover o+ prmary [the following ests o determine the ffectiveness of
cra Contnaencypn Testn i e b i ey ot Sty o s S chcreodof e parommed during | Funcional | mersectsvien | ConIngeney Pl Testing | g, s plaand th resdiness fo exeute th lan
i, Enterprocs Should referance o C.SCHM tfeat actesoment ouLpUL 1o develop sterarios o test how (Redonment: aranizatondefnes essl
Wi arerprioe - st 6 wihtand andlo recover o 5 C_SCRw treat svent o Review the cortingency pan test resuts; an
e oot oo o SFermate Sirage ot Tt T 6t o Estabish an afternate storage Site, including
Jassets and s t permit the Sorage and recovery necessary sgreements to permi the storage and
stem backup information. Fetreval of system bockap it
When managed by suDDherS developers, system integrat external system service providers, and other ICT/OT- [system b: k P f“ ' tr | of system backup
crs AMtemate Storage Site rlarec servce Prowilors amaive storage Shes s conshiored whblS an erLerpASe's ufply chain Rutwork Functonal Equal Aternate Storage Site | 8CD.08 10 [b.Ensure thatthe atemate storage sie provides
rverprses should apply appropate cybersecurty subpy chain <ontros to inose Horoge Sres Jcontrols equivalent to that of the prmary sie.
Wechantsms exist o separate T atemate storage st from the primary TGertiy an aemate Storage ste that s suffcienty
torage site o reduce susceptbiy to Smiar threats parad o the primany siorageste i reduce
Alterate Storage Ste | {r1is cnnancement helps the resiiency of the supply chain network, information systems, and information system eparation rom Prima [usceptioityto the same thre
CP-6(1) Separation from Primary [Thi " ( rent helps ths liency of the supply ch: twork, informats st d information syst Functional Equal Separati f Pr d BCD-08.1 10
o compon Storage Site
Wechanisms exit o eStabl an alemate processing s Tt provides o Estabien an alternare processing sie, ncuding
ecurty measures equivalen t that o the primary sie. necessary agreements to permit the transter and
lWhen managed by suppiers, developers, system integrators, external system service providers, and oer (CT/OT- resumtion of [Assignment: organization defned
[system operations] or essentil mission and
cpr Alternate Processing Sit |related SeTice providers, AeTaCve storade SKes are consdered within an enterprise's Supply chain. Enterprises | Functional equal Aternate Processing site | BCD-09 10 [frstemope
Shouid apply appropriate supply chain cybersecurty controls £ those processing otes. usiness functions within [Assignment: organization |
ldefine time period conlstent with recovery time
o recovery ot jecives anen he prmry
Wechantems exit o reduce The TReliood of  Sngle pom of Faure wieh B teaie e talor e
rimary telecommunications services Including necessary agreements o per
. i o et el er o et supoly e . FeSimbton o rcoamment: arganzaton defned
lecommuricatons Entrises shoudncorrate aemativ eecammunication ervice rovidrs o thle uppychin o upport etecommunications lystem operations] for essentil mission and
. Functional | Itersects With -
8 Services lcriical information syst unctiona tersects Witt Services Availability BCO-10 s lbusiness functions within [Assignment: organization-
ldefined time penoa] when the prim;
Capabilties are unavailable at
Wechartams oYt o GBtal SRerate Tlecommunicatons Services rom bt St oot o o
providers that are separated from primary Service providers o reduce t are separates] from pimary sevic
JIsecommuncatons . S [Lsceptiniy to the same threats. roviders 1 reduce auscepubity o the same
y ervices | SEBATaton of e cepraion of primary and altemnative providers supports cybersecurity resiience of the supply chain. unctiona v eparation of Primary - s
cPac) Primary bnd Alterate. |The Separation of rimary and sltemative providers supports cybersecuriy resilience of the supply ch Functonal Equal Riemate provigers | | 8CD-102 »
Wechanisms exit o contractually requive extermal Service providers to have a7 Require primary and atemmate
lcontingency plans that meet organizationsi contingency requirements elecommunications service providers o have
Telecommunications  [For C-SCRM, suppliers, developers, system integrators, external system service providers, and other ICT/OT-related [contingency o
cra(a) Services | Provider  |service providers, contingency plans should provide separation in infrastructure, service, process, and personnel, Functional Equal Provider Contingency Plan| BCD-10.3 10 () Review provider contingency plans to ensure
SErvies | Prouder - |service providers. ra h s et rgaaconl coningency
requirements; an
) obtain dence of contingency testing ana
Wechantsms exit o reduce Te TKelTood of  Smgle pamt of Faure wih [Frovide the capabiity 1o ampioy [ASsianment
primary telecommunications services. lorganization-defined alternaiive commonications
\ " s \ . } protocois] in support of maintaining continuty of
§ ternate Communicators nteprises sould ensre tht crical suplers arenclued in contngeny plars,aning, and esig s art of Telecommunications g Beraton:
11 ‘rotocol Iy chain resilience. Functional Intersects With Services Availability BCO-10 5
[ime enerpriseshould -t enerprisedefned ntervals - review, erhance, and update thei dentyand access Mechaniams exit to review the Security. Compliance & Resiience Program [o: Develop. document, and disserinate o
management poicies and proced e i s ana 3 processes within the supply cha network (SCRP), including palicies, standards and procedures, a planned ntervals o i Uit argamzston-dened ersonel o
are cefined and that the enterprise’s ciica systems s, and processes are identified or traceabill Periodic Review & Update stgnificant changes accur to ensure their continuing suitabilty. adequacy and es}
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Epetens e sithin the erterprise: Wechanisms exitto govern naming standards for Usermames and Technology Wansge system lenthers by
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g o Mangement |FTLOTDE SUbply Chaih such o5 e 1o re randiered 1 the emerbroe s omneraip of conre hrouat nctons tersecs wign | 1dentiter Management y o mdidust.aroue: Foiesservice,or devi
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Jorganizations for cross.organization management of dentfers. for ross-organization management of entiers
enter Managemen | [T Snencement el te acebiy and provenance of clemants it e suply < hougn e cosorpmton s e i
1a-4(6) Crossorganization |G Service proviaers, and other CT/OT rlated seice provders. This ncludes iformarion systers Functional Equal Management 1Ac09.4 10
a0 components 25 well 2s ndvidusls engaged in supply chain actvies
Wechanisms exet anage syster aufenticarors
(1) Securely manage authenticators for users and devices; an Veritying. 23 part of the il authenticator
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chain. Enterprses should also ensure prompness in prforming iderficaton and authertication acivies,
lespecially in the case of revocation management, to help mitigate exposure to cybersecurity risks throughout the
Supply chain such as those that arse due to ineider theats
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Service Identification and [%

[Enterprises should ensure that identification and authentication are defined and managed for access to services
(e, web applications using igta certificates, sevices or appicationstht query a database as opposed o labor
services)throughout the supply chain. Enterpises should ensure thathey know what services are being procured

Identificat
Authentication for Trird-

lechanisms exi jentify and authenticate thi
oslcations andior Serces (Aa3)

party Technology Assets,

lUniquely identify and authenticate [Assignment:
lorganization-defined system services and
lapplications] before establishing communications
[with devices, users, or other services or

lproviders and should be appropriately protected. Media protection policies and procedures should also address
[supply chain concerns, including media in the enterprise’s supply chain and throughout the SDL

"o e wentifcatior m whom. Services procured shiould be listed on a validated lit of services for the enterprise or have Functional Equal Party Technology Assets, | 1AC-05 10 d
mmpensa(mg controls in place. Enterprises should require their prime contractors to implement this control and Applications and/or [peplications.
w down this requirement to relevant sub-ter contractors. ents and agencies should refer to Appendix F Services (TAAS)
to implement this guidance in accordance with Exectitive Order 14028, Improving the Nation's Cybersecurity.
eiovans iormatiom concermin The source ar covared arcie, weioding 1Y e sonpy cha F Ao echarisrs st to establh, raintain and dsserminate poles standards [o- Develop, document, and disseminate to
deniie trough the course o the agency's actitles n furtherance o mitgating, dentfying, or managing [ond procedures necessary for secure, compliant and personnel or
supply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Publishing Security, roles
R1 Policy and Procedures _[under the Federal Acquisition Supply Chain Security Act of 2018 (FASCSA) 41 U.5.C. § 4713: and any orders issued Functional Intersects With | Compliance & Resilience |  GOV-02 s 1. [Selection (one or more): Organization-level;
Iy the agency under 41 US.C.§ 4713 ocumentatio ission/business process-evel: System-levell
Bidirectional communication with supply chain partners should be defined in agreements with suppliers, incident response policy ) i
ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to ) Addresses purpose, scope, roles,responsibities,
etovant rormeiom concerme e source o e AT Te e T sunpy cham T ormatian Hechartsrs existto Tmplement and govern processes and documentaton (o fa. Develop, document, and disseminate to
[dentified through the course of ncy's activties in furtherance of mitigating, dentifying, or managing its faciitate an o [Assignment: organization-defined personnel or
lsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Incident Response prtscion e e froles)
1”1 Poliy and Procedures  under the Federal Acquisiton Supply Chai Securty Actof 2018 (FASCSA) 41 US.C. §4713; and any orders ssued | - Functonal Subset Of o e 1RO-01 10 1. [Selection (one or more): Organization-level
e agency under perations ission/business process-level: System-level]
tireconm! fomminication it aupply chain partners shouldbe define in agreements with supplers, incident response policy that:
Govelopars, system ntearators, extornal system senvice providers, and ather 1ET/OT related senvice providers o ) Addresses purpose, scope, roles responsivilies,
relevant information concerning the saurce or covered article, including 1) the supely chain sk information [Mechanisms exist to reguiarly review and modify incident response pracn:es fa. Develop, document, and disseminate to
e rough h course of e agency < s ,un;.e,we o miGatn, Honiing.or mamag 15 lto incorporate lessons learned, business process changes and indust lAssignment: organization-defined personnel or
Supply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency [developments, as necessan roles) o ever
R Polcy and Procedures _[yndar the Facrol Acaultion SLply Chain Securiy ACtof 3018 (FASCON) 41 U.6.C.§ 4713, and any orders soced | Functional | Inersects with RP Update 0042 5 [LISekection (one or more): Organization-eve
by the agency under 41 US.C.§ 4713 Mission/business process-level; System-levell
Bidirectional communication with supply chain partners should be defined in agreements with suppliers, incident response policy that:
[developers, system integrators, external system service providers, and other ICT/OT-related service providers to @) Addresses purpose, scope, rales responsibitie,
relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to incorporate lessons Iearned from analyzing and resoiving B Nton document. and Ssseminate -
et rougn e coue e sgency's actviios im fortherance of mtigam Wenaing: or managing i d data protection incidents to reduce the lielinood or impact [Assignment: organization-defined personnel or
: 3  future incidents. roles
lsupply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency o : °
R Palicy and Procedures under the Feeral Acquisiion Supply Chan Securiy Actof 2018 (FASCSA) 41 U.S.C. § 4713; and any ordersissued | - Functonal Intersects with | ReoL Gause Analysis (RCA)| g 13 s R Seiecion (oneor mor)s orgaiztion-evs
SRS TS earne pission/business process evel Systemevell
tirectonal fommnication i aupply chain prtners should be defined in agreements with supplers, incident response policy t
levelopers, system integrators, external system service providers, and other ICT/OT-related service providers to ) Addresses purpose. s;;we oles, responsibilties,
[relevant information concerning the source or covered article, including 1) the supply chain risk Information e XSt 10 rewiet, the Security, Compliance & Resilience Prograr : - evelo, document, 5””:‘;55’”‘”5 e to
deniie trough the cours o the agency's actvile n furtherance o mitgating, dentfying, or managing (SCRP). ncuing polcies, Sandaris s rocedurcs, f pannes mervalsor [Assignment: organization defined personnel or
supply chain sk an 2 he supply chan ik n regarding covered procurement actions by the agency Periodic Review & Update [significant changes occur to ensure their continuing suitabilty, adequacy and roles}
1 ot an roccures et e Feert Acqution Supply ran Security Act of 2018 (FASCSA) 41 US.C.5 4715: and any orders issued | Functional Intersects With | of Securty. Compliance & | GOv.03 [effectiveness s 1. [Selection (one or more): Organizationlevel;
oy the agency under 41 0S.C. 5 4 Resilonce Program ission/business process-evel: System-ievell
Stirecional fommenicaton it aupply chain prtners should be defined inagreements with supplers, incident response policy that: '
[developers, system integrators, external system service providers, and other ICT/OT-related service providers to (2) Addresses purpose. scope. roles, responsibilties,
Mechanisms exist to train personnel in thelr Incident response roles and - Provide incent response trainng Lo system
responsibilties. ssers consistent with assigned roles and
[Enterprises should ensure that critical suppliers are included in incident response training. Enterprises should responsibities
g ncident Response Training|€GUITe thelr prime contractors to implement this control and flow down this requirement to relevant sub-tie nction ntersects With |incident Response Trainin ' i Assgrment: organzatondefned time
R2 ncident Response Training|contractors. Departments and agencies should refer to Appendix F to implement this guidance in accordance with Functional Intersects With | incident Response Training|  IR0-05 s uming an incident response role or
[Executive Grder 14028, Improving the Nation's Cybersecurity Fesponsbity o acauiring system access:
When required by system changes; and
L
Mechanisms exist t formally test Incident response capabilities through st the effectiveness of the Incident response
realistic exercises to determine the operational effectiveness of those |capability for the system [Assignment: organization-
|capabiltes. ldefined frequency using the following tests:
1”3 Incident Response Testing [Enterprises should ensure that critical suppliers are included i andjor provided with incident response testing Functional Intersects With | Incident Response Testing | IR0-06 s [(assignment: organization-defined tests|
[Mechanisms exist to implement and govern an insider threat program. implement an incident handiing capabiity for
incidents involving insider threats.
[This enhancement helps limit exposure of the C-SCRM information systems, networks, and processes to insider
Incident Handling | Insider [threats. Enterprises should ensure that insider threat incident handling capabilities account for the potential of Insider Threat Response
1R-4(6) Threats insider threats associated with suppliers, developers, system integrators, external system service providers, an Functional Intersects With Capability 1RO-02:2 s
lother ICT/OT-related service providers' personnel with access to ICT/OT systems within the authorization boundary.
[Mechanisms exist to implement and govern an insider threat program. (ot s e arlog copoaly for
insider threats that includes the
Incident Handing | Insidr i enhancement helps it e exposurc of CSCAM nformation sstems, networs, and processes o nsider lorganizationsi enies [Assianment; organizaton-
1R4(7) Threats — Intra- Ent hould ensure that Tud evelopers, system Functional intersects with | 9987 [lreat fesponse | - igo.oz2 s [defined entities
organivation Cotrimation [miearator, exernd Syt senvce prowiders and ther ICTOT reletets cervce provoers Y
[providers. other ICT/OT related Service providers, and any relevant Interagency bodies to facilitate communications, [Mechanisms exist to ensure respansejrecovery planning and testing are [Cooranate Tcidert Randing actvites mioiving
lincident response, root cause, and corrective actions. Emevpnses should securely share information through a [conducted with critical suppliers/providers. [supply chain events wit organizations
Incident Handiing | Supply [0rdineted set of personnel in key roles to allow for 3 more comprehensive incident handiing approach. Se\ettmg Third-Party Incident ioved e sl chr
R0 et Handiing | SUDPIY | pirs, developérs, aystem ntedrators external system semice providers, and ather ICTIOT reiated Functional | Intersects With | Response & Recovery |  TPM1 s
i lproviders with mature caps m supply can i< mportant for Capabilties
reducing exposure to suppl
et e Fothe nare of i reaonshiy, GeTne o oe of aeceptanle s ihe agreoment (9. Cortract) A
roviderer otmer T T verod sorvice providers. 2 amy relovant miaremency bodtes ta faciate o [Mechanisms exist to provide cybersecurity and data protection incident [Coordinate incident handling activities invoiving
et recponse, root Cause. and Comeciiva sctions. Enterprises Should cecuraly share iformation drougn s information to the provider of the Technology Assets, Applications and/or lsupply chain events with other organizations
Incident Handiing | Supply |Co0rdnated st of personnel in ey 16 16 sl T 3 Mot comprananive Incilont heneing aporeach. Salecting [Services (TAAS) and other organizations involved in the supply chain for TAAS [mvolved in the supply chain.
Rea0) e S gl gt e s el e e o o e 0T St e Functional | Intersects With | Supply Chain Coardination| IR-10.4 [<lated  the ncident s
X ith s capablies o supgoring suppl chai ybersearty et handing s ot o
Feducing exposure
et e Eothe natoe ofth reatonshin, define. o oct of scceptable s mihe agtecment (.9 Cortract A
Mechanisms exist t Gocument, monitor and report the status of cybersecurity [Track and document incidents
land data protection incidents to intenal stakeholders al the way through the
resolution of the incident.
s Incident Monitoring _[EPterPrises should ensure that agreements with suppliers include requirements to track and document incidents, Functional cqual Situational Awareness For | 20 oo 10
response decisions, and activities, Incidents
Mechanisms exist to maintain and make avalable a current and viable Incident] [o- Develop an incident response plan that
IResponse Plan (IRP) to al stakeholders. 1. Provides the organization with a roadmap for
Enteprises shoud coarinate, develo, and Implement an ncidnt response plan thatincludes nformatan sharing eident R o implementing is incident response capabil
y nciden s plan_[fesPONSibilties with critical suppliers and, in a federal context, interagency partners an nterprises ction: incident Response Plan Y 2. Describes the structure and organization of the
R-8 Incident Response PIan |ghouiq require their prime contractors to implement this control and flow down this requirement to relevant sub-tier|  "Unctional Equal (RP) 1Ro-04 10 incident response capabilty;
Contractors. 5. Provides & high-level approach for how the
capabilly fits into the overall
[Opgrades, patches, e freauency TepTacement parts, and pects of system mamtenance fechanisms exist to Gevelop, disseminate, review & Update procedures K e, Socument, and dserinate t
IMaintenance policies should be defined for both the system and the network. The maintenance policy should reflect Faciliate the mplamentadion of maintenance conios acrossthe entermise [Asslgnment organization-defined personnel or
lcontrols based on a risk assessment (including criticality analysis). such as remote access, the roles and attributes.
. olicy and Procedures |9 Malntenance personnel who have access, the frequency of updates, duration of the contract, the logistical path nction o sintenance Operations 9 - Selecton (one or mare): Organizationfevel
AL Policy and Proced land method used for updates or maintenance, and manitoring and audit mechanisms. The maintenance policy Functional Subset Of Maint Operat MNT-01 0 pissonusiness process-eve:System-evel
lshould state which tools are explicity allowed or not allowed. For example, in the case of software maintenance, Imaintenance polic
lthe contract should state the source code, test cases, and other item accessibility needed to maintain a system or (o3 Adarsses purgese, scope, roes, responssiies,
Imanageme
lUpgrades, paT: o MaTerance Téplaca Tt pars and other Sspects o system materarice, Mechanisms exist to require maintenance personnel to ROy affected fa. Develop, document, and disseminate o
e reenanee o ed Shoct be demned for bom the Sycem and ihe network. The maintenance polic should efect [stakeholders when remote, non-local maintenance is planned (e.g., datetime). l/Assignment: organization-defined personnel or
lcontrols based on a risk assessment (including criticalty ana\ysls) s remote access, the roles and attributes. roles]
. ¢y and Procedures | MaINtenance personnel who have access, astes oraton o e contrct dhe logcal ot nctiona ntersects Wi Remote Maintenance y L [Selection (one or more): Organization-level
WAL Policy and Proced. a1 method used for Upaates or maintenance, and montaring and audt mechanisms. The maintenance policy Functional Intersects With Notifications 1NT-05.2 ° ission/business process-level: System-levell
lshould state which tools are explicity allowed or not allowed. For example, in the case of software maintenance, Imaintenance policy tha:
i contrac should stte the source code, tes cases, and ather e accessiilty needd to maintan a system or @) Addresses purpose, scope, roles responsbities,
Ties, the frequency eplaceTent pars and oer Sspecs o system maTenance Mechanisms exist to audrt remote, non-local maintenance and Giagnostic e evelop, document. and disseminate 1o
Martenance poices should be defined for both h system and the network. The maintenance poliy should reflect Jsessions, as well as review the maintenance action performed during remote lAssignment: organization-defined personnel or
Controls based o a risk assessment (including Crtcalty analysis. such as emote access, the roles and attr Imaintenance sessions. roles]
o maintenance personnel who have access, the requency of updates, dration of the orirac, th logistca path Augiing Remote I [Selection (one or more): Organizationlevel
MAL Policy and Procedures - |o g method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance polic Functional Intersects With Mainten: WINT-05.1 ® Mission/business process-level; System-levell
Shoul state which fools are expiicily allowed o not alowed. For example, n the case of saftware mantenante, olicy that:
[the contract should state the source code, test cases, and other item accessibility needed to maintain a system or (2) Addresses purpose, scope, roles, responsibilities,
lcomponents. iiment_caordination amon
iparades. parches, Tre reauency GpIACETIEN parts, and GRFer aspects of system maltenance Fechariams existTo review e Securiy, Compllance & Resfience Program la. Develop, document, and disseminate to
Matenance polces shol be Gefined for both the system and the nemwork. The maintenance policy should refect (SCRP). including policies, standards and procedures, at planned intervals or if iAssignment:organzaton-defined personnel or
lcontrols based on a risk assessment (including criticality analysis), such as femote access, the roles and attributes. Periodic Review & Update lsignificant changes occur to ensure their continuing Suitability, adequacy and s
MAL Policy and Procedures :g;“a‘"‘ﬁ;:”:;:e,g“jsj o Ry acess e e mmmn“ﬂ’q“:::fjaf‘:;i’(‘:’;:gx‘f Somurect :gﬁa':g‘s‘;;ﬁ‘ path Functional Intersects With | of Security, Compliance & | GOv-03 [effectiveness. 5 1 Seecton lonepﬂr; more): ‘21923;1!:‘“079‘\27‘
should state which tools are explicity allowed or not allowed. For example, in the case of software maintenance, Resilience program matanance pollcy et
[the contract should state the source code, test cases, and other item accessibilty needed to maintain a system or (ayAdﬂmssespurvnse, scope,rles rsponsiiies.
lcomponents. monit
lUpgrades, patches, the freauency Teplacement parts, and ytem mamenance Mechanisms exist to establish, maintain and disseminate policies, Standards 2 Develop, document, and disseminate 1o
Maintenance poicies should be defined fo both the system and tne network. The maintenance policy should refect Jand procedures ‘compliant and personnel or
lcontrols based on a risk assessment (including criticality analysis), such as remote access, the roles and attributes. Publishing Security, roles
ey and Procedures |9 Maintenance personnel who have access, the frequency of updates, duration of the contract, the logistical path ction: nter i e once 1. [Selection (one or more): Organization-level;
should state which toos are explicity allowed or not allowed. For example, in the case of software maintenance, Imaintenance policy that:
lthe contract should state the source code, test cases, and other item accessibility needed to maintain a system or (a) Addresses purpose, scope, roles, responsibilties
lcomponents.
[Maintenance tools are considered part of the supply chain. They also have a supply chain of their own. C-SCRM Mechanisms exist to control and menTtor the Use of system mantenance taols. o Approve,contol, and monior the use of sysem
should be integrated when the enterprise acquires or pgrades a maintenance ool (€.g., an update o the maintenance tool
development nviranment o esting o). ncluding during the selecton, ordering, sorage, and tegraton of the oo preosdly approved sytem mantenane
M3 Malntenance Tools maintenance tool. The enterprise should perform continuous review and approval of maintenance tools,including Functional Intersects With Maintenance Tools MNT-04 s Jtools [Assignment: organization-defined frequency,
e maintenance tools I use by external senice providers. The enterprise should aiso integrate C-5c/
restng repacamant pars o mameonance tass T control ramy be perormad o b0t Lovel 3 and Lovel 3
epending on how an agency handies the acauision. operations, and oversgnt of maintenance toos,
[Mechanisms exist to authorize, monitor and control remote, non-local [o- Approve and monitor noniocal maintenance and
INonlocal maintenance may be provided by contractor persannel. Appropriate protections should be in place to Imaintenance and diagnostic activites. (dagnostc actites; .
Imanage associated risks. Controls applied to internal maintenance personnel are applied to any suppliers, it Allow the use o oo "‘a"“e”a’;‘te an
M Nonlocal Maintenance  [developers, system integrators, exteral system service providers, and other CT/OT-related service providers Functional Intersects With | Remote Maintenance | MNT-05 s agnostic tools only a5 consitent wit
lperforming a similar maintenarice role and enforced through contractual agreements with their external service and documented in the
et securicy plan o the sysiom
- Employ strong authentication n the
L
[Mechanisms exist to require maintenance personnel to notiy affected ‘and monitor nonlocal maintenance and
INonlocal maintenance may be provided by contractor personnel. Appropriate protections should be in place to [stakeholders when remote, non-local maintenance s planned (e.g., dateftime). [diagnostic activties;
manage sssocited ks, Conrlsappied o ieral mantenance prsomelaresppled o any supoiers, Remote Maintenance Jo: Allow the use of nonlocal maintenance and
Maa Nonlcal Maintenance . developers, ystemnIncegatus, extamal sstem senice provides, and atfr CTIOT.rlted senicepro Functional Intersects With ke painten: MNT-05.2 s iagnostic lea‘salnyaséadnswstent it
i e ionerce 1016 2 eniorced threLan contactul agreamants wih rer xtctnal service orgenzatons, polcy and documented n the
e Jsecuri for
" lc. Employ strong aumenmm inthe
ol
[Mechanisms exist to audit remote, non-local maintenance and diagnostic rove and manitor noniocal maintenance and
Nonlocal maintenance may be provided by contractor persannel. Approprate protectons should be n lace to [sessions, as well as review the maintenance action performed during remote [diagnostic activites
Imanage associated risks. Controls applied to internal maintenance per any suppliers, Auditing Remot maintenance sessions. o Allow the use of nonlocal maintenance and
waa Nonlocal Maintenance.|dbveionre systom 1neqators Exteradl ytem senvice providers, and ot 1CTOT6Isted semice providers Functional | Intersects With uditing Remote | 5,1 s (dagostc oo ony as consstentwith
Iperforming a similar maintenance role and enforced through contractual agreements with their external service Zﬁi'r'.'ffﬁfa":r LSS Yotem umented in the
fproviders. oy Srong authenticagin inthe
[proviaers perform any non\oca\ maintenance of dagnostic services on systems or system components, the Mechansms exist to require Technology Assets, Appiications and/or Services o) Requre tat norlocal maitenance and
lenterprise should ensure tha (1449) pertorming remote, non-ocal maintenance andr diagnostc srvices ldiagnostic services be performed from a
Nonloca Maitenance | |- Appropriate measures are ke t verty that the nonocal environment meets appropriatesecuriy levls for Remote Maintenance mplemant a SeCurty Capabity comparable  he capamilty mpiementes on [hat implements a securty capabilty mmparamm
MA4(3) Comy Security and [maintenance and diagnostics per agreements n the enterprise and vendor; Functional Equal Comparable Security & | MNT.05.6 7 sstem beng sevices 10 [the capability implemented on the system bein
tization prapste Tvet o Samiing o compenet o remove amy omer e space data residing i components; and Sanitizati [serviced; o
. Appropriate diagnostics are completed to ensure that components are sanitized, preventing malicious insertion (b) Remove the companent to be serviced from the
Jrior o returning o the enterprise system or supply chain network. The enterprise should require s prime. Jvstem prior to nonlocal maintenance or diagnastic
Mechanisms exist to maintain a current et of authanzed maintenance Jo. Establish a process for maintenance personnel
[Maintenance personnel may be employed by suppliers, developers, system integrators, external system service [organizations or personnel. [puthorization and maintain a list of a“"‘lm‘le
loroviders, or other ICT/OT-related service providers. As such. apprapriate protections should be in place to manage Authorized Maintenance maintenance organizations or personnel;
M Malntenance personnelfssociate sks The same controls applied to internal maintenance personnel shouidbe appled toany contractr | - Functional Equal MNT-06 10 b. verify that non-escorted personnel performing
Ipersonnel who performs a similar maintenance role and enforced through contractual agreements wi onnel [maintenance on the system possess the required
Eternal service provider laccess authorizations: and
lc. Designate organizational personnel with required
techoical
Mechanisms exist to ensure the rsks associated With maintenance personnel [Ensure that
[#ho do not have appropriate access authorizations, clearances or formal (a) Foreign nationals with appropriate security
1 e vetng o e o it scces ool o st securty sysemservces st ake CScite Maintenance Parsonnel loccess approvals are appropriately mitigate [clearances are used to conduct maintenance and
g Maintenance Personnel | [into account and be extended to allrelevant contractor personnel. Enterprises shoul 'y in agreements an, " 0 y diagnostc acivijes on lssied systems ony when
MA-S(48) Toraan Natonaie | rciont or veting e arants i periin 10 Toraon anorsls ad ow the ocmarments e 10 selovant Functional Intersects With thout Appropriate | MNT-06.1 s [ne’ystens e ey ovned and pertes by e
subcontractors. lUnited States and foreign allied governments,
lowned and operated solely by foreign allied
Mechanisms exist t review the Security, Compliance & Resilience Program 6. Develop, document, and disseminate to
o socumenc et ey ofpyscn s il et e dssermnned et e (SCRP). including policies, standards and procedures, at planned intervals or it iAssignment:organzation-defined personnel or
upply chain. This information may contain a variety of sensitive information and intellectual propert Periodic Review & Update [significant changes occur to ensure their continuing suitabilty, adequacy and role
wp-1 Policy and Procedures [suppliers, developers, system integrators, external system ser o ciner 1CTOT et s Functional Intersects With | of Security, Compliance & | Gov-03  [effectiveness. s :4 lSeIe(btmn (one o more)s Organizatoneve,
roviders and should be appropriately protected. Media protection pofiies and procedures should also address Resience Program isionfbusiness process-eve:System-evel media
including med u i and throughout rotection polic
by chain concerns, Iclucing media n the enterprise's Supply Chain and hroughout the SDLC rotection policy hat,  ope, roles, responsiiltes,
ardinition amony
Mechanisms exist to facilitate the Implementation of Gata protection controls 12 Develop, document, and disseminate to
[arius documents and information ona varity of physica and electrric e ar diseminated hraughout the [(Assignment: organization-defined personnel or
lsupply chain. This information may contain a variety of sensitive information and intellectual proper roles)
wp-1 Policy and Procedures |scpplers. Sevelopere, yetem maurarore,extormel 2 stem cerice providere, and sthes IO rarch senice Functional Subset Of Data Protection beH01 10 1. [Selection (one or more): Organization-level

I;
isson/business process-evel; System-evell media
lprotection policy th

oy Adresses purpose, scope,foles, responsibitis,

coordination am
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Mechanisms exist to establish, maintain and disseminate policies, standards 2. Develop, document, and disseminate to
|Verious documents nd nformation on a variety of physica and eectronic e ae dissemiated traughout the o procecures necessaryfor secure,compliant and personnel or
Subply chan. This information may contain a variety of sensitive information and intellectual propert Publishing Security, ot
-1 Py and Procedures |supplers deveioptrs yatim Imedrsiorexterl ystom schice proviers, and ohes (CTIOT rared s Functional Intersects With | Compliance & Resilience |  GOV-02 s L Selection (one or more: Organization level
roviders and should be appropriately protected. Media protection policies and procedures should aiso address Documentation ision/business process-evel Systemevell media
S appropriately prote licies o oroced: rotection polic
Supply chain concerns, including media in the enterprise's supply chain and throughout the R e sope s e
iechaniams exit o e PySally contor and Secury Sore
IMedia storage controls should include C-SCRM activites. Enterprises should specify and include in agreements (1 Physcaly control and securly store digiel and non-digital media wihin [#ssignmen organizationfined typesofdigital
|(e.g., contracting language) media storage requirements (e.g., encryption) for their suppliers, developers, system -ontrolled areas using organization-defined security measures; and [and/or non-digital media] within [Assignme

P-4 Media Storage |integrators, external system service providers, and other ICT/OT-related service providers. The enterprise should Functional Equal Media Storage D05 [ Protect ystem mec Unt he media e destroyed ar saniized using Lo [organzationdeined controlied areac) and
require it prime contractors to implement this control and flow down this requirement to relevan sub-tier [approved equipment, techniques and procedures. . Protect system media types defined in MP-da
rodre P luntl the media are destroyed or sanitized using

lepproved equipment, techniques, and procedures.
Wiechaniams exit to protect and control digtal and non-digital media durng [o- Protect and control [ASSIgNMEnt: organization-
[transport outside of controlled areas using appropriate security measures. |defined types of system media during transport.
[The enterprise should incorporate C-SCRM activites when media i transported by enterprise or no-enterprise outside of controled areas sing [Assignmen
MP-5 Media Transport |personnel. Some of the techniques to protect media during transport and storage include cryptographic techniques Functional Equal Media Transportation DCH-07 10 [organization-defined controls]
Jand approved custodian services. Halnain accountabity fr sysiem media during
lransport outside of controlled ars
ocumen activiies associated Wih th transport
[Evterprises Sould specity and TnCIude T Ggreaments (€.g.. Contracting 1anguage) media Sanfization poicies for Fechariams extTo cecurly dspose ofmeda v 1 s o onger qures. a Sise TAsSonment organzatom aefned
their suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service lusing forma procedures stem medial prior to disposal, release out of
lroviders. Media is used throughout the SDLC. Media traversing or residing in the supply chain may originate lotganizational contro,or felease fo reuse using
y nywhere, including from suppliers, developers, system Integrators, external system service providers, and » [Assignment: organization-defined sanitization
1p-6 Media Sanitization |\ cT/0T-related service providers. It can be new, refurbished, or reused. Media sanitization is critical to ensuring that | Functional Intersects With | Physical Media Disposal | DCH-08 ° echniques ond proceduresl;an
information is removed before the media s used, reused, or discarded. For media that contains privacy or othe Employ sanitization mechanisms with the
sensitve information (e.g., CUI), the enterprise should require Its prime contractors to Implement this control and s(rengm and ntegrity commensurate with the
low down this requiremeri o relevant sub-tier contractors. )
?—“—mmnses Should specify and Include 1n agreements (e.q., ConTTACTNG TanGUAGE] MEdTa SaNTZSTIon FoTes Tor Mechanisms exist to saniize system media with the strength and Itegrity - Sanitize [ASSignmant: organization-defined
ltner suppliers, developers, system integrators, external system service providers, and other ICT/OT-related service with the classification or sensitivity of the information prior to [system medial prior o disposa, release out of
providers. Mecia s used hrougniout the SDLC. Media traversing o resding n the supply chain may orginate [disposal, release out of organizational control or release for reuse. lorganizational control, or release for reuse using

. Media Sanitization | SnYWhere, including from suppliers, developers, system integrators, external system service providers, and other Functional IntarsectsWith | systam Media Sankization| D08 5 {Assignment: organization-defined sanitization
ICT/OT.-related service providers. It can be new, refurbishe ia sanitzation is critical to ensuring that ftechniques and procedures}; and
information is removed before the media is used, reused, or discarded. For media that contains privacy or oth . Employ sanitization mechanisms with the
sensitve normation (e, U, the enterpie should reguire i prin contrctors o implement s coniol and srengin and megrity commensurate with the
[fow down this requirement to rélevant subtier contractor:

[Enterprises should specify and include in agreements (e. g contracting language) media sanitization policies for [Mechanisms exist to facilitate the sanitization of Personal Data (PD). [o- Sanmm [Ass\gnment organization-defined
ltheir supplirs, developers, system integrators, external system service providers, and other ICT/OT-related service Jsystem medial prior to disposa, release out of
roviders. Meci i useq rougout the SDLC. Media traversing o resding in the suppiy chin may orginate lorganizational control, or release for reuse using
i Sanitization | anVhere. including from suppliers, developers, system Integrators, external system service providers, and other ction. ntersects witn | Senitization of Personal [(Assignment: organization-defined sanitization
1p-6 Media sanitization  \cT/T-related service providers. It can be new, refurbished, or reused. Media sanitization s critical to ensuring that Functional Intersects With Data (PD) DCH-09:3 s ltechniques and procedures]; an
information is removed before the media s used, reused, or discarded. For media that contains privacy or o . Employ sanitization mechanisms with the
sensive information (e.9. CUl). the enterprise should reaure s prime contractors t mplement tis éontrl and ltrength y commensurate win e
Ifiow down this requirement to rélevant subtier contractors. ecuity cateqory or
Mechanisms exist to establish, mamtain and disseminate policies, Standards - Deveion, docament, and dsseminate 1o
Jond procedures necessary for secure, compliant a personnel or
The enterprise should integrate C-SCRM practices and requirements into their own physical and environmental Publishing securit roles?
. polcy and Procedures[PTOICCon poicy and procedares. The dedree o protection should be commensurat Wi the degree of MMegration. | oot | inersects with | Connmonl s o | covoz s [\ (Sekction (e or more): Organization-evel,
[The physical and environmental protection policy shouid ensre that the physical interfaces of the supply chain plance & Resil ission/business process-level; System-levell
Inave adequate protection and audit for such protection. lphysical and environmenta protection policy that:
(2) Addresses purpose, scope, roles, responsiblities,
Vechanisms exit to facitate the operation of physical and environmental Jo. Develop, document. and disseminate o
ot s . N ysicaland rotection controls. Assignment: organization-defined personnel or
The enterprise should integrate C-SCRM practices and requirements into their own physical and environmental roles]:
y ’ res _[protection policy and procedures. The degree of protection shouid be commensurate with the deqree of integration. | ¢ . Physical & Environmental g 1" [Selection (one or more): Organization-level

PEL Policy and Procedures [0 G iranmental rotection policy should ensure that the physical mterfaces of the supply chain Functional Subset Of Protections. PES-01 0 Misson/business processevel Systemlevell

Inave adequate protection and audit for such protection lohysical and environmental protection pollc
) Addresses purpose, scope, roles, responsmmnes,
Mechanisms exist to review the Security, Compliance & Resilience Program b reion dociment ang drsemnete o
(SCRP).including policies, standards and procedures, a planned intervals o if {Assignment: organization-defined personnel or
The enterpise shoudntegrate CSCRM pracicesandrequiements nto ther o pysicaland environmental Periodic Review & Update lsignificant changes occur to ensure their continuing Sultabilty, adequacy an roles
e Py and rocedures[proection poliy an procedures, Th degree of prtection should b commensurate with the degree of integraton | ncqonal Intersects With | of ety Comalonca's | Gov-o3  |effectiveness. 5 1. [selecton one or more) organization evel:
 physical and environmental protection policy shouid ensure that the physical interfaces of the supply chain Securly, Complanc isslon/business processevel, Systemevell
Ihave adequate protection and auit for such protection. oryaical and endionmental protection pay tht:
o) Addresses purpose, scope, ols,responsibiis,
it
Sical access control mechanisms Gxist to maintain 3 current It of Develop, approve, and maintain s lst of
information, systems, or data centers (e.g., sensitive or classified). Such authorizations should specify what the [Physical trol mechi t o maink it ist P, appre
PG s TS o o et 1 6 i et ot Bkl sccss 0. e, atecontore sr lpersonnel with authorized access to organizational faciities (except for those dividuals wih authorized access to the faciity
metning.Comect Something femoe, eic) I 2adress physical oryetcal A Jareas within the facilty officially designated as publicly accessible) |where the system resides;
Pe2 Physical Access S ome contactors o mmpiement s cortrlarow downthis | Functional Equal Physical Access Pes02 0 e au;ﬁowarmn‘;r@genrws forfacilty access;
Feiramentto relevant bt contactors Adthafsato o o Joderal apoyecs Shoukl Tl a spprove [ Review the a;;es‘s st detaiing authorized facilty
Jrotocol, which includes documentation of the authorization and specifies any prerequisites or constraints that. [rccess by individuals [ niza
ertain to such authorization (e.g., individual must be escorted by a federal employee, individual must be badged, fefined frequencyl; a
[PhysTcal access control mechanisms ex/st to authorize physical access o Junorize physicalacces o te facily where the
faciltes based on the position or role of the individual. Jsystem resides based on position or role
ysical pccess_[fle bosed auinorizations o physical acess shoud includefederal (.. agencydepariment employees) o on-
§ atneonysical Access  lfederal employees (e.g., suppliers, developers, system integrators, external system service providers, and other nctions - ole-Based Physical Access|  PES
PE201) Auths ,,Ds‘fm,‘ * | Access bY |CT/OT.related service providers). When role-based authorization is used. the type and level of access allowed for Functional Equal [Role-Based Physical A PES021 0

ot el o posiion s ve e eStaETned ond docormeniod

[PRySical access cantrol Should Incluge TRAIVIGUals and Enterprises engaged I The enterpiEe’s SUppy charm. A [Physical access control mechanisms exist t enforce physical access [o- Enforce physical access authorizations at

Jeting process based on enterpisedefined reqrements and plicy foud be nplae prior o granting access o puthorizstonsfor allohysical access ponts (ncudig designated entry/exi Assignment: organization-defined entry and exit

e supply chain ccess and revocation lpoints) to facilties (excluding those areas within the facilty officially oints to the facility where the system resides] by:

. Physical Access Control|POCeSSeS should meet enterprise access control palicy rigor. The speed of revocation for supplies, developers, Functions! ntersects With | Physicol Access Control | pes.03 [desiamated 53 puslicy accessile) R i Vertng il access stz bere
ystem ntegraers, external system serviceproviders,and ofer CT/OTreated seniceprovders o e access anting access to the facilty; a
lto physical facilies and data centers - either enterprise-owned or external service provider-owned - should be S Coreing mgress and Sorect o the facilty using

managed n accordance with the activies performed inthelrcontracts. Pompt revocation s critical when elther {Selection (one or more): {Assignment: organization
individual or enterprise need no longer exists. fined ohyical i P
Physical access control mechanisms exit to enforce physical access to critcal [Enforce physical access authorizations to the
Jsystems or sensitive/regulated data, in addition to the physical access controls lsystem in addition to the physical access controls
e conton [ sccess contrls shoud b extended to contractor personnel. Any contracto resources thatprovidsevices for the facilty. for the facilt at [Assignment: organization-defined
g Physical Access Control | [support w ‘access to the supply chain infrastructure and any relevant e ’ lphysical spaces containing one or more components
PE3(1) tem Access lcontrols. Policies and procedures should be consistent with those applied to employee. persnnne\ ‘with similar levels Functional Equal Access To Critical Systems|  PES-03.4 10 lof the system.
of physical access.
[Physical access control mechanisms exist & enforce physical access [Perform security checks [Assignment: organization-
Jauthorizations for al physical access points (including designated entryfexit fined frequency) at the physical perimeter of the
ot Acess oot | termiing the exten, rauency.andlorrandomyes ofsecurty checks ofalies,aterrises shold lpoints) o facilties (excluding those areas within the facilty officially faciity or system for exfration of information or
y ysical Access Control | faccount for exfiltration risks that result from covert lstening devices. Such devices may inciude wiretaps, roving ction. ntersects Wi ) i 03 [designated as publicly accessibie). removal of system components.
PE-3(2) Facility and Systems  |bugs, cell site simulators, and other eavesdropping technologies that can transfer sensitive information out of the Functional Intersects With Physical Access Control PES03 s
enterprise.
Frecarirs ext 1o protect moble Gevices rom Gmperig Urough rspecting [Employ [Assignment; organization-defined anti-
|devices returning from locations that the organization deems to be [tamper technologies] to [Selection (one or more):
[Tamper protecton s cral o reducig cybersecury s n products The enterbris shoud mplement valcated 92 P o
Pyl s Contl | [amper ot o AT h sy . or o ot o rer e Shoud e onitcane oo oo o e dovice being coheriodos tns vgamivats et revent ghysicalampering o feration of
PE3(S) ogical Tampering | [asstes whether and to what extent a supplies has implem er protection mechan cesament Functional Equal Mobile Device Tampering |  MDM.04 [1etWork. 10 (Assignment: organization-defin
Protection ey S ochode wheoher ane how Sk echar e 7 o0 o pphca i T Sumper s Upeteame sopmy [components] within the system
chain entites.
[PhysTcal access control mechanisms exist © monTor for, detect and respond ol [6- MonTtor physical aecess to the facility where the
Inividuals who physicllyaccess th enterrise r externalseniceprouders facile,data centers, nformation. hysical security incidents Jsystem resides to detect and respond to physical
1 physical assek(s) - including via the supply chain - may be employed by the enterprise’s employecs, on-site or ety nctent:
. itoring Physical Access|emotely located contractors, isitors, other thid parties (e.g., maintenance personnel under contract with the nctions . onitoring Physical Access y hysial access o asgnment

PES Monitoring Physical ACCess|contractor enterprise). or an individual affliated with an enterprise In the upstream supply chain. The enterprise Functional Equal Monitoring Physical A PES05 0 organisation fetmed reauercy an
should monitor these individuals' activities to reduce cybersecurity isks throughout the supply chain or reatire e anrence ot TACSanment. orgamation defned
Imonitoring In agreements. levents or potential indications of events}; and

Conutinate cesulisaf
Physical security mechanisms exist o locate system Components within the [Position system components within the facity to
facity to minimize potential damage from physical and environmental hazards| Iminimize potential damage from [Assignment
, Physica and environmentalhazards o diruptions have o impact on th avalbity ofproducts hat are o il be Jand to minimize the opportunity for unauthorized access. lorganization-defined physical and environmental
g Location of System  |acquired and physically transported to the enterprise’s locations. For example, enterprises should incorporate the ncti ; Equipment Siting & . lrazard minirhize the apportunity for

PE18 Components Imanufacturing, warehousing, or the distribution location of information system components that are critical for Functional Intersects With Protection PES12 s lunauthorized access.

lagency operations when planning for alterative suppliers for these components;
Companants tranenorted batwean enities acracs the SupFly cham: berwean protecrad areas. or i storaae swaltin [Physical security mechanisms exist to employ asset location technologies that [Employ [Assignment. organization-defined asset
rponerts ransported between entitesacros the suoply haln between protected reas, o nstorage awaiing s and moniio o ochrion and. movensonk of ganaaton-sefmed accots Iocuton techaciogie] o wack and mankor the
e eicptes help oromact agmimes |within organization-defined controlled areas, location and movement of [Assi
PE20 Asset Monitoring and 5" 5Crthc e £y Srem or Component for courtertet replacement; Functional Equal AssetMonltorng and | peg 14 10 [orgenization defined assets] wihin [Assgnment
o - The oss of confidentiaity,integrty. of avallabilty of he system or component function and data (icluding data 9 Jorganization-defined controled areas)
lcontained within the component and data about the component); and
. Interrupting supply chain and logistics processes for critcal components. in addition to providing protection
omlrs Tcr oy 1o Sl ocon 3 Coninenl e Saes CONUST Suse e Wiechaniams exit to resiict The location of Iformation processing/storage [o. Plan the Tocation or site of the facilly where the
[Continental United States [OCONUS]), physical protections in place at one or more of the relevant facilities, local [based on business requirements. [system resides ED"S‘“”"‘Z physical and
Imana 7 of such facitics, environmental hazard potential (e.0. Iocated in & high-risk seismic Thirgarty Processing [environmental haz:

PE23 Facility Location  [zone), and alternative facilit locations. Enterprises should also assess whether the location of a manufacturing or | Functional merseci Wi | Storage and Senice. | TPH04.4 s o For exsing facites, mg.s-de'me physical and
distribution center could be nfluenced by geopolitcal, economic, or other factors. For citical vendors or products Bacations lenvironmental hazards in the organizational risk
enterprises should specifically address any requirements o restrictions concerning the facily locations of management stratey.

\vendors (or their pstream supply chain providers) in contracts and flow down this requirement to relevant sub-

[suppliers. Factors may include geographic location (e, g" Continental United States [CONUS], Outside the [Mechanisms exist to eslal‘ﬂwsh an s\ter:s:‘e processing site that provides [o. Plan the Iacalmn or site of :‘he Va(‘mlydwheve the
(Continental United States [OCONUSI). physical protections in place at one or more of the relevant facilties, local [security measures equivalent to that of the primary site. [ystem resides considering physica

Imanagement and control of such facilities, environmental hazard potential (e.g., located in a high-risk seismic environmental

pe23 Facility Location  [z0ne), and alternative facllity locations. Enterprises should also assess whether the location of a manufacturing or | Functional Intersects With | Alterate Processing Site |  BCD-09 s o sxsting e, consider the hysicl ana
distribution center could be nfluenced by geopolitical, economic, or other factors. For critical vendors or products [environmental hazards in the organizational risk
lenterprises should specifically address any requirements or restrictions concerning the faciliy locations of the Imanagement strategy.

\vendors (or their upstream supply chain providers) in conracts and flow down this requirement to relevant sub-

e Factars Ty Thoie seoprem e Toeabon (e Commancal Unhed Sraves [CoNUST Guraas Mechanisms exit to establish an alternate storage site that includes both the [oPlan the location or site ofthe facilty where the
i nted o [OCONUS s Brocochons 1 pce ot ne o o o e et e, ol Jassets and necessary agreements to permit the storage and recovery lsystem resides considering physical and
Imanagement and control of such faciities, environmental hazard potential (e.q.. located in a high-risk selsrni [evstem backup information. [enyronmentl i ne onysical

PE-23 Facility Location [zone), and alternative facility locations. Enterprises should also assess whether the \c(auo of a manufacturing or Functional Intersects With Alternate Storage Site. BCD-08 5 For existing facll "“5 ‘“"5""2' the pl ‘/5‘(3 3"“
distribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or products,
lenterprises should specifically address an ments or restrctions concerning the facilty locations of the. ranagemant sraredy.

Jenders or ther upstream supply chan providers) i contracts and flow dlown (i equirement  reevant sub-
e Foto o T oo oo e Cornerl UTed s TGOS Gl Vechaniams exit to GIsTBULe processing and storage across muITpIe physical [o-Plan the location or site of the facility where the
(Continental United States [OCONUS)), physical protections in place at one or more of the relevant faciltes, local locations. [system resides considering physical and
Imanagement and control of such facilities, environmental hazard po(ent\a\ (o0, located in 3 high-risk seismic Distributed Processing & [ervronmental hazardsiand
pe23 Facilty Location zone, and alternative facilty ocations. Enterprises should also assess whether the location of a manufacturing or | Functional Intersects With ‘20 Proc SEA15 s or existing faci "55 consider the physical an
istribution cent Id be infls ed by geopolitical, economic, or other factors. For critical vendors or products, 0 E”"'m""‘g"ta azards In the organizational risk
lenterprises should specifically address any requirements or restrictions mntemmq the facility locations of the nagement strateg)
|vendors (or their upstream supply chain providers) in contracts and flow down this requirement to relevant sub-
g sical security mechanisms exist to locate system components within the [a. Plan the location or site of the facility where the
supplers. Factors may nclude geographic Iocation (e.9., Continental United States [CONUS], Outside the. [Physical security mech £ to locats syst ponents within o
(Continental United States [OCONUSI). physical protections in place at one or more of the relevant faciltes, local [faciity to minimize potential damage from physical and environmental hazards| [system resides considering physical a
gement and control of such facilties, environmental hazard potential (e.g., located in a h isimi land to minimize the opportunity for unauthorized access. [environmental hazards; and

PE23 Facility Location  [zone), and alternative facility locations. Enterprises should also assess whether he location of a manufacturing or | Functional Intersects with | Equiment siting & pEs-12 s o For exising fcilties, consider the physical and
[distribution center could be influenced by geopolitical, economic, or ot! ctors. For critical s or products, [environmental in the organizational ris!
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.
\vendors (or their pstream supply chain providers) in contracts and flow down this requirement to relevant sub-
[Suppiers. Factors may mctads geoarapmc location (6.6, Continental United States TCONUST, Outeide the echanisms exist Lo facltate the aperation of physical and envronmental o, Plan the location or e of the facilty where the
[Continental United States [OCONUS]), physical protections in place at one or more of the relevant facilities, local [protection controls. [system C:EIS"EDHS":E”HQ physical and
Imanagement and control of such faciities, environmental hazard potential (e.g., located in a high-risk seismic vironmen |environmental

PE23 Facility Location  [zone), and alternative facility locations. Enterprises should also assess whether the location of a manufacturing or Functional intersects with | Prysica, & Environmental | peg gy s lb. For existing facilities, consider the physical and

istribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or produ [environmental hazards in the organizational risk
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.
\vendors (or their upstream supply chain providers) in coniracts and flow down this requirement to relevant sub-
/echanisms exist to faciltate the Implementation of fesource panning [6- Develop, document, and disseminate o
e securiy laning ol andprocedures should itegrate CSCHY, i inludes creatin, diseminating,snd lcantrols that provide a portfolio management approach to achieve security, lAssignment: organization-defined personnel or
upaing the securty plc, perationalpocy, and proceduresfo cauisiion or development securit lcompliance and esiience objectives. roles!
ity, Compliance &
: ) . llowo opeiatons. amd mairienance of systems,system inerfaces, and ncti Joser " ¢ » 1. (Selection (one or more): Organizationlevel;

= Pty and Procedres oo crions: Tho C-SCAM polcy and prceaLres rovide MU o and (ke uidancs rom he C Scam, | Functonal subsetf | estlence protection | PAM-01 e el Syeamener
Strategy and Implementation plan at Level 1 and the System Security Plan and C-SCRM plan at Level 3. In Level 3, lplanning policy that
ensure that the ull SOLC is covered from the C-SCRM perspective 2) Adresses purose, scope, roles, responsibiltes,

et Coorioat
Wechaniams exist to facitate the [dentification and Implementation of relevan] [o. Develop, document, and disseminate to
[The security planning policy and procedures should integrate C-SCRM. This includes creating, disseminating, and Jsatutory. regulatory and contractual controls. lAssignment: organization-defined personnel or
lupdating the security policy, operational policy, and procedures for C-SCRM to shape acquisition or development roles
requirement llow-on implementation, aperations, and maintenance of systems, system interfaces, and Statutory, Regulatory & 1. [Selection (one or more): Organization-level;
PLL Policy and Procedures  |;otyor connections. Tt policy and procedures provide inputs into and take guidance from the C-SCRM Functional Subset Of Contractual Compliance | P01 10 IMission/business process-level; System-level]
Strategy and Implementation Plan at Level 1 and the System Security Plan and C-SCAM plan at Level 3. In Level 3, planning policy that:
lensure that the full SDLC Is covered from the C.SCAM perspective. ) Adcresses purpose, scope, roles, responsivilies,
miviicient
Wiechanisms exst to facitate the Tmplementation of Eaflored development and e veion. documentand disemnste i
[The security planning policy and procedures should integrate C-SCRM. This includes creating, disseminating, and ocauisiionsrtesies, contact tools snd rocurement mehods o meet uniaue fhesanmert arganizston-defined personnel or
upaing th securty plc, peraional pocy, and procedures fo CSCRM o shape cquistionordevelopmert business n role
Potc ana poceues [SUISTETs o 1 ol MpiTenotn, sogralons, o ToTNence oL e, S O 00 | rciona | subscor | @Dt | rouy 0 ‘m"ml
Sratogy and impirmentstion Plom o Love . 2hq he oyetam Securiy Plan and . SCRI pam o Lol 311 Locer 3, llanning polic
ensure that the full SDLC is Covered from the C.SCRM perspective. oy dchecses purpase,scope, roles, responsibltis,
ardination amon
echaneme e Torevew e Secury, Complarce & Resfience Frogram 12 Develop, document, and disseminate to
[The security planning policy and procedures should integrate C-SCRM. This includes creating, disseminating, and (SCRP). inctuing pollcis, tandords and Frocedures, ot panned nterealsor I (Assignment: organization-defined personnel or
lupdating the security policy. operationa policy. and procedures for C-SCRM to shape acquisition or development periodic Review & Update [anificant changes occur to ensure thei Continuing Sukabily, adeauacy and roles!
. Policy and Procedures _['EQUITEMENts and the follow-on implementation, operations, and maintenance of systems, system interfaces, and Functions! Intersects With | of Socurtey Complinreas | Gov.os [effectiveness. 5 1. (Selection (one or more): Organization-level;
Inetwork connections. The C-SCRM policy and procedures provide inputs into and take guidance from the C-SCRM Securly. Complianc isniousiness rocess level ystem-eve)
[Strategy and Implementation Plan at Level 1 and the System Security Plan and C-SCRM plan at Level 3. In Level 3, 9 lplanning policy th
lensure that the full SDLC is covered from the C.SCRM perspective. o) Addreases purpese, scope, roles, responsivilies,
Cordination an
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Set Theory Relationship Mapping (STRM)

ocument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance

[T securty lanning polcy and procedures shoul integrate C-SCRM, This ncudes creating, disseminating, and
ingthe securty polcy, operational polcy, and procedures for C-SCRWM to shape acquisfion or developrmen

NIST SP 800-161 R1 - LEVEL 2

SCF Control

Publishing Security

Secure Controls Framework (SCF)
Control De:

[Mechanisms exist to establish, maintain and disseminate policies, standards
[and proceaures necessary for secure, compliant and

version 2026.1 x000a_03/27/2026

lo. Develop, document, and disseminate to
pe

rsonnel or

roles]:
L. [Selection (one or more): Organization-level;

reqmreme nts the follow- mp\ ntation, operations, and maintenance of systems, system inter .
L1 Policy and Procedr Functional | Intersects With | Compliance & Resiien V02
alicy and Procedures |1ch, o connactions. The C-SCRM policy and proceaures provide Iputs into and take guidance fom the ¢ S unctiona ersects Compliance & Reslence | - GOV-0 P pissonibusiess processievel Systemievel
isiogy andimpamcntatanfan ot Love & 2 he Syt SccuryFan and €S i ot Lovel . 1 sty planming polcy t
ensure that the full SDLC is Covered from the C-SCAM perspectiv s Aresces purpose, scope, e, responsiies
Wechaniams exst o requie 3l émployees and Contractors T apy I Rabian e BhoviGe to Tnchviduais Tegung.
lybersecurity and data protection princpies n thei daiy work 0 enabie sccess totne Sy, he s hat escie thei
[T rules o benavior apply to ontractor persarnel and internal agency personnel. Contractar enterprises are Cbcre: complant and restient capabites esponsiiiies and expected behavior for
wles of Benavior [S5POTSIDe for ensuring that their employees fllow applicable ules o behavior Indvidual contractors shouid nat | Lo tersects i oo of Employmen Information an system usage, securty, and
PL4 Rules of Beh: lbe granted access to agency systems or data until they have acknowledged and demonstrated compliance with this| " unctional Intersects With | Te f Employment HRS-05 s ivacy;
control. Faiure to meet this control can result i the removal of access for such individuals. o Receive 3 documented acknowledgment rom
s it ndcaing nat ey Dave e
Wechanisms exit o define acceptable and Unacceptable rules of behavior or eSS o i dtak i
the use g, ncluding for Denavior [access to the system, the ru i
IThe rues of behavior apply to contractor personnel and internal agency personnel. Contractor enterprises are ecpaniblites ang expected sehavir for
. wles of Benavior |[esponSiol for ensuring that heir employees follow applicable rulés of enavior Indidual contractors shouid not | ¢ tersects i s of Behavior y rtarmation and systom usage, securty.and
L4 Rules of Beh: lbe granted access to agency systems or data until they have acknowledged and demonstrated compliance with this| " unctional Intersects With Rules of Beh: HRS-05.1 s lprivacy;
control. Falure to meet this control can resul i the remova of access for such individuals. . Receive a documented acknowledgment from
s ndividals, mcaing tht thy have read.

- accse e bl b th
echanisms oxit o eStabih Usage restrcions and Tmplementation guidance o EStabioh and prowids o ndidal reauring
fo organizational technalogies based on the potential o case damage to [access to the system, the rules that describe their

e e ofbehavior aply to contacorpersomeland nterna agency personnel. Contracor eterprss re ‘ Techology Assets Appiications andior Services (TAAS),if used maliciousy. responsbilties and expected benavi
§ responsile fo ensuring that their employees folow applicable ults o Benavior Individual conractors should not Technology se y Information and system usage, securty. and
PL4 Rules of Behavior "o nted access to agency systems or data until they have acknowledged nstrated compliance with this|  Functional Intersects With Restrictions HRS-05.3 5 rivacy:
Control Failure 0 meet tis Contrl Can resul inthe removal o access for uch individals. o Receive 3 documented acknowledgment from
st ndiduts, ncating vt ey fave e
[incrstand. an o
Wechanisme oSt o Gevelp o Grersae SrchiEEure,aTgned Wil ey o Bl SEEL and ey rcecture or e
securty and pivacy archtecur deins nd irecs th implementaton ofsecurty ondprivacy-protecton recoqnizead eading practices, with consideration fo secarty. compiance and Eystem
methods, mechanisms, and capabilies to the underlying systems and networks, a3 well as the nformation system esiience principles that adresses isk to rganizational operatons, assets. 3 Describe e requirements and approach to be
e Security and Privacy [inat s b6ing created. Security Bty s ool (St becausa It helps 20 ansire tha security s runctionat | itersects witn | Alanment With Enterprise| g o, [ndividusle and ather organizatons 5 [iaken for protecting the confientiaity. imearty.
Archtectures. ~ [bulltin throughout the SDLC. Enterprises should consider implementing zero rust archiectures and should ensure ‘Architecture land avallabity of organizational inforrmation;
[hat the security architecture is wel understood by system developersiengineers and system securty engineers. Describe the requirements and approach (o be
s control appies to both federal agency and non-federal agency employees. [aken for processing personaly identiiable
formatian to miniie privace sk to ndividuak
[The enterprise should plan for the potential replacement of suppliers, developers, system Integrators, external [Mechanisms exist to obtain security, compliance and resilience technologies [Require that [Assignment: organization-defined
/stem service providers, and other ICT/OT-related service providers in case one is no longer able to meet the [from different suppliers to minimize supply chain risk. [controls] allocated to [Assignment: organization-
ecurity and Privacy  [enterprise’s requirements (e.g., company goes ot i r does not meet contractual obligations). Where |defined locations and architectural layers] are
pLoe) Archiectures | Supplier  [appiicable, contracts should b worded 5o that ifferent parts can be replaced wi ! with similar Functional | Intersects With | Supplier Diversity |  TDA®©3.1 s [obtained from diferent supplers
PRces rom 3 diferent manLAACtrer fCartain events Octur (6.3, Gbsolsscence. poor performance, production
lssues, etc
Incorporate supplier diversit for off-the-shelf (commercial or govermen) components during acquisiton security
Fechaniars oxat o Contrall-manage The oroanzation-wide management and [Contraly manage [Assignment: rganization-
Implementaton of securty, camplance and resience conirls and relted [ifined conrols and reted processes]
CSCRM controls are managed centraly at Level 1 through the CSCRM Strategy and Implementation Plan and at " orocens
o Central Management 'and Lover 2 through the C.SCRM Folicy. The C-SCRM PHO described 1 Section 3 contraly manages C-SCRM | (o || Centralized Management | s
9 controls t Level 1 and Level. At Level 3, C.SCRM controls are managed on an information system basi though the ecurity, Complianc
58P andjor CSCRM plan.
echantsms exit o cantral-manage the faw remedation process [Centrally manage [Assionment: organization-
. e , N - _— ldeined Controts and reiated processes).
C-SCRM contros are managed centrally at Level 1 through the CSCRM Strategy and Implementation Plan and st
Centraized Management
. Level 2 and Level 2 through the C-SCRM Policy: The C-SCRM PHO descrioed i Section 3 centraly manages C-SCRM | ¢ ; . y
Lo Certral ManaGEMeNt ol o Level | an Level. At Level 3, SCAN ontrosare managed onan nfomation ystem bass iough e | F1€U0nsl | Imersectswitn | of i Reredtatin | o051 s
5P andor CSCRM pia
Wechanisms exit o 355im o or more qualiied maViduals Wi Tre miesion [Contraly ranage (Assignment: organization-
Jan resources to cenirally-manage. coorainate. develop. mpiement and ldefined controls and reiated processes)
M controls re managed centrally a Level g th CSCRM ttegy nd Implementation Pl and 3t maintain an enterprise-wide Secunty. Complance & Resiience Program
pLo Centra Management ~|Level Land Level 2 hrough the CSCRI Polcy. The C.SCRM PMO describe n Section 2 centrally manages CSCRM | yncional | ntersects With | Compiance & Reallonce | Gov-oa [SCRPL ' s
9 CorbrolsmLovel o Lavel A Love 5, C SCHN Coniral o managed on o nfotion Syem bou s e plance & Resl
SSP and/or CSCRM Plan. ponsibil
[Mechanisms exist to centrally-manage antimalware technologies. [Centrally manage [Assignment: organization-
[defined Controts and reisted procesces)
C-SCRM controlsare managed centraly at Level 1 through the CSCRHM Strategy and Implementation Plan and at Centralized Management
vl Management _|Level 1 and Level 2 thraugh the C-SCRM Polcy. The C.SCRM PHO described i Section 2 centraly manages C-SCRM | ¢ tersects i raized Manager
Lo ContalManagement |0 L e and el At Lovel . C.SCKN Contor s managed on an ornation ystem s heugh e | Functonal | ntersects with ot Antimalvare || END-04.3 s
|SSP and/or CSCRM PI: 91
Mechamsms exist to centrally-manage anti-phishing and spam protection [Centrally manage [Assignment: organization-
[technologi |defined controls and related processes).
S cotrols are managea centrally a Level  hrough the CSCAM trtegy and Implementatin lan and ot
atral Management [Level 1 and Level 2 throudh the C-SCRH Polcy: The C-SCRM PMO described n section 5 contally manages C-oCRHM | o tersects i enteal management
PLs Central Manag: "t |controls at Level 1 and Level. At Level 3, C-SCRM controls are managed on an information system basis though the Functional nte ts With Central Manag * END-08.1 s
5P andior CCAM pla
Fechaniams oxst o centrally manage and update T crtera o be captured [Contraly manage PAssignment: organization-
In event 1092 generated by organization defined ayster components. [defined controts and reiated processes)
S cotrols re managed centraly a Level L hrugh the CSCRM ttegy nd mplementation lan and ot
. entral Managemen 1 Level 2 thrauah the C-SCRI Polcy: The C-SCRM PMO described n Section 3 centrally manages C-oCRM | o tersects witn | Centralzed Managemen | o
Lo Central Management ~ [¢€151 1201 Lo 1and Level. At Level 3, C-SCRM cantrols are managed on an inforfation sysrem basis though the Functional Intersects With of Event Log Content | MON-03.6 s
5P anior CSCRM pia
Wechanisms oxst o Gevelop, Gocument and mainiain secure baselm [Seect = control baseiine for the system
lconfgurations for Technology Agsets, Applcations andjor Services (TAAS) that
eterprissshancuce C SCRM cotrol i thicortrol bselnes, Entrorses should ety and seec CSCA [ consistent with industry-accepted system hardening standards.
ontos s o e C SCRM equremen etz wiCach o th el A CSCRN PO may it n Secure Baseline
PL-10 Baseline Selection [dentiying C SCRM control baselines hat e Cecre requ\rements for different groups, communities of | Functional Equal Configurations. CFG-02 10
nerec o e anterprioe 2 s whole
e e vy ol (=520 andserrcaner il e o ocayaton gt Wechanisms exit o s5sin o or more qQualiied maviduals Wi Fre mision IAppoint a serfor agency Information securty oFfcer
e S e e e ey O sl for acqulsiton fe.a, Jand resources to centrally-manage. coorainate, develop, impiement and [t the mission an resources o coorainate,
loverall cross-enterprise coordination and collaboration with other applicable semnr personnel w\thm lhe =nlerpnse Assigned Security, imaintain an enterprise-wide Security, Compliance & Resilience Program [develop. implement. and maintain an organization-
Pz pp Mormation Securty|CIC 0, e head o faciities physical securty, and dhe fsk executive (tuncion). This coordination snould | Functional | Intersects With | Compiiance & Resilénce | Gov-04 [(SCRP) s |wde information security program.
9! e loccur regardless of the specific department and agency enterprise structure and specific titles of relevant senior Responsibilities
personnel The coordination could be executed by the C-SCRHM PMO or another simiar unction. Secton 2 provides
Imore guidance on C-SCRM roles and responsibiiies
et sgency CSCAW SecHon 3 o1 ST o G TR TarC Wechanisms exit to address all oplal planning and Ivestment requests, - Tnclude the resources needed to
R programs. The enterprise should also integrate CSCRM requirerhents ino major T nvestments to ensure that Including the resources needed to implement the Security, Compl Information securtty and prvacy programs in capicl
[incing = aporoptinely alocated frough he capl planting and vesiment 1equest pocess.For exam Securty, Comptiance & Resilience Pragram (SCRP) and document all exceptions i ths equirement. planning and invesiment requeets and document all
s Iformatio Securty . ouk an RFD Arasicun b reared o enance CSCRI o s and mprove e muerory o e Functionat vl ecurty, Compliance & | 10 [enceptions o his requrement:
ivacy Resources It efficiency I(heen!emnsessuww chain, approprate I Investments would kely be required a lb. Prepare documentation required for addressing
ensure successfl planning and implementation, Other éxamples nclude any nvesiment o the developmen or tomaton secuity and prvacy ragrms i capto
(e amronaant fof CHLEA) carpanents. in sm cases, funding and resources are et e and mantzin plaing and nestmen eguest i ccordar
abpropriate information systems. networks, “Seau suppor
Wechanisms exitto ensure that vnerabiTtes are properly [entied, tracked - Iiarent 3 brocess to ensurt that plans of
Jand remeciated. [ation an milestones for the nformation securiy.
C.SCRM items should be included in the POASM at allevels, Organizations should develop POAGMs based on C- orvacy, and Suppiy chai ik management
e Plan o Action and [SCRM assessment reporcs. FOASM Should be used by arganizatins o Gescribe planned actions to correct e runctionat | inersects witn | veinerabilty Remediation | o 0 s [programs and associated organizational systems:
ilestones Process [aeficiencies n C-SCRM Contols dentined during asséssment and the contmous monKorng o progress against Process e cevelopea and maintaines
those actions. 2. Document he remedialinormation securiy,
rvacy. and supply chain risk management actions
AL AN
echanisms oxet to govern Gentied GEACIencies &3 Pl of Action and - Implement 3 process {o ensure that pians of
ilestones (POAGM) or Smilar methodology) that formally documents, ata [action and miestones for the nformation securty.
SR tems showi b ncuded i the POAGM at il leves Organizations should develop POAGIS b on - minima orivacy, and supply chain risk managemen
Pl of Action and | SCR assessment repors. POASM Should be Used by organizations to Gescribe pianned actons to corre Conaiiespetcency ) Beiency acking umber rograrms and associated organizationa systems:
P-4 e ooy e e o tole iantined. uring assesement and the continious montonng of progress agamsl Functional Intersects With Trackin IA0-05 |17} Applicable security, compliance andjor resilience control; 5 1. Are developed and maint
[those actions. (3) Description of the denclem: ies); [2. Document the remedial information security
9 Rk assochied i the Gefcencyes): prvacy an supply chin ek management acions
Having o curren ystem Inventory s foundationl fo C SCAM.fot having  sytem inventery ma lead o he o et o aC ot o I Acset Manaoement (TAVY program Beieios and aoeste AsSanment.orgamsation
enterprise’s mahmty to wdennfy system and supplier criticality, which would result in an inability to conduct ( -SCRM limplement and manage asset management controls. deﬁned frequency] an inventory of organizational
actwiies. To ensure that all are dentie cally, enterprises shou
Pis System Inventory  [Icluds réfevant Suppler information n e system inventory and s wtscurrency Sndaccuracy. Enterprises | Functional | ntersectsWitn | Asset Govemance | AST-01 s
hould require thelf prime Contactors to implement this contrl and flow down this redurement to elevant sub.tier
[contractors. Departments and agencies should refer to Appendix F to wmp\emenl this guidance in accordance witf
Executive Order 14028, Improving the Nation's Cybersecunty.
[Having a current system inventory is iaundanonal for C-SCRM. Not having a system inventory may lead to the [Mechanisms exist to perform mventcnes of Technology Assets, Applications, [Develop and update [Assignment: organization-
lenterprise’s mamhty to identify system and supplier criticality, which would result in an inability to conduct C-SCRM [services and/or Data (TAASD) t! |defined frequency] an inventory of organizational
iR o cnur that sl poabl upele ar e ot o ety chsriss shoa Y Accrarey rfiecs th corent TAASD in fystems.
PMs System Inventory  [include relevant suvphermmrmatm in the system inventory and maintain its currency and accuracy. Entery Functional Intersects With Asset Inventories. asT0z  |(2) Identifes authorized software products, Including business Justification 5
shod requir thelr prime con fractors to implement s corirel and flow down tis requirementto Teievant substier JEt2ls, - level of granularity deemed o tracking and
onracios. opafrhents nd agencies ol refr (0 b o mplren he gigance n accorgance i 1571t the fvel o granulritydeemed neceseary for racking and reporing:
Exe(unve Order 14028, Improving the Nation's cybeyge(“ [(4) Includes organization- : wT: : formation deemed necessary to achieve
e SRt S one e auaTed IOl i e s Develop, morTtor, 3 part an the resdls of
Jand resour Coordinate, dev Information security and privacy measres of
eterprses shouduse messures of pertormance to ack the mplementton, effciency, effeciveness, and e ) » o et e ol & Resianta Peogram, pertormance
e Measures of Performance [0 C.SCRM actiics. The C.SCRM PO is responsibl fo creating C.SCRM messures of performance in ccllabwanen runctionst | itersects with | concogned securty. | vos [i5cRP) s
With oher applcable stakenoiders o include dentifyng the appropriate audience and Gecison makers an plance & Resil
|providing guidance on data collection, analysis, and reporting. 2
e it o vl Teportand maorSecty, Complanc & Develop. montor, and report on the results of
Resilence Pragram (SCRP) measures of performanc Information security and privacy measares of
Enterprises should use measures of efficiency, ffectiveness, and im performance.
y . o7 CSEhM actites: T C.SCHH PHO o esponsle o creating C.SCAM messurcs f prformance i coaboration|  runce ; .
P Measures of Performance |, other applicable stakeholders to include identifying the appropriate audience and decision makers and Functional Intersects With | Measures of Performance | GOV-05 s
Proviaing guidance on ata callection. anaisis, and reportng.
Wechanisms exit o Gevelop an enterprise archeeckure, ATaned i Tdusty- Develop and maimain an enterprise srchecture
recoqnizea eading practices, with consideraton fo secarty. compiance and Juith consderation for nformation securty, privacy.
esliance principles that aadresses Nk to organizational aperations, assets Jand the resulting rsk to organizational operations
P Enterprise Architecture [C-SCRM should be integrated when designing and maintaining enterprise architecture. Functional | Intersects witn | AIGPent With Enterprise | g, g, findividuals and other organizations 5 [nd ssets indvduals, ther organizatons, and the
Wechantams exst o Facilate Ehe implementation of securfy, compliance and Wanage the securfy and privacy State of
Fesiience sssessment and authorization controls. [organizacional systems and tne environments in
: . " [uch those systems aperae through autnorization
nformation Assurance (1
P Authorization Pr . SCRM should be integrated when designing and implementing authorizaton pr Functional Equal 001 1 processes:
o uthorization Process  |C-SCRM should b integrated when designing and implementing authorization processes, unctiona qual o s 00 I e
reper s i o rseniatore ok
ent process; and
FeCha oSt Geine BUSESs ocesces Wi Eordeatonar Sty 15 Befine organizationai mission and bushness
The :ntervnse 's mission and business Id addres ly ch: -ompliance and resilience that deterr [processes with consideration for information
[wher Fesor and busineat process dentlns, e emcrprise snould ensure oot C SCRM oetuies Bre ) he Teuling o crgaictonlspraions, st indiduls an e Fecurtyand privcy and the resung ko
. Mission and Business  [ncorporated It the SUpPOre rocesses fo achieving mission succese For example, a sys T L — covl |susiness process befintion]  pRv.0 o operat
Process Definition Imission function that has been designed and implemented for easy removal and replacement should a component - ((2) Information pro(emon needs arising from the defined business processes lindividuals, other orgar janizations, and the Nanon " and
[fail may require the use of somewhat unreliable hardware components. A C-SCRM activity may neeﬂ to be defined [and revises the processes as necessary, until an achievable set of protection etermine information protection and personally
0 ensure that e supplier makes companent spare parts ey avaisbie i repiacement 1 nee needs Is obtained. cientifable information processing needs arising
Wechanisms exist o implement an Tsider Theat prograrm that nclades plement a neider thieat program that includes 3|
lcross-discipine insider threat incident handling team [ross-discipine nsider threat incident handing
|An insider threat program should include C-SCRM and be tailored for both federal and non-federal agency [feam.
P12 Isider Threat program st o ve cess t agency &stems and netvorks, T catrlapaes o contvactorsand Functional Equal Insider Threat program | THR04 10
sUbcontractors and should be implemented throughaus the S
Wechantsms exit o Gefne cybersecuriy oies & respormies for al Estabien = securiy and privacy workiorce
personnel [Gevelopment and improvement proaram
securty and pivacy worforce development and improverment shoud ensure that lean C-SCRM oplcsare
securty and Privacy negraed o th Conentand it produced by (e program. Sect des iformation on C.SCR Defined Roles &
PM-13 Workforce @ responsibilties. NIST 5P 800-161 can be used a5 & source of topics e o ociode m e Security|  Functional Intersects With Responsibilities HRS-03 5
ana privacy workforce program
Wechanisms exit t factate the o [Stablish 2 sscurly and privacy workiorce
[ievelopmen and awareness conror [Gevelopment and improvement proaram
Security and privacy workforce development and improvement should ensure that relevant C-SCRM topics are Securty, Compliance &
Security and Privacy | mtegrated into the content and intiatves produced by the program. Section 2 provides iformation on C-SCRM ction tersects i ty, Complia
PM-13 Workforce les and responsibilities. NIST SP 800-161 can be used as a source of topics and activities to include in the security Functional Intersects With Resilience-Minded SAT-01 s
Workforce
and privacy workforce p
T St Gt TEatg, i and Fontanng Sches or mplement a process for ensuring that
bersonalbats (50) conra rgarammene pins fo concucting sttty and
: ining, ang _|The enterprise should implement a process to ensure that organizational plans for conducting supply chain risk Ferson) Data (7D) Control acy tesing: trainin, and mongarng actiies
e Testing. T6ining, and|i¢520 G Bining, and monitoring aches a5sociated with rganizations Systems are maimtaned. The C.SCRM #MO|  Functionsl | Intersects witn | Testing, Trainin PR108 s [psocted wit oganiotonalsystems
9 lcan provide guidance and support on how to integrate C-SCRM into testing, training, and monitoring plans. ‘Monitoring [L. Are developed and maintained; and

2 Continueto be Cecuredana
Review testig, trining, and monitring pans for
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SCF Control
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Secure Controls Framework (SCF)
Control De:
[Mechanisms exist to provide a security, mmpnam and resilience controls
[vareighe anceion that eports o he argamatins executve eadoron

version 2026.1 x000a_03/27/2026

implement a process for e
orgamsationst P for canducing soculty and
oriacy testing training, and moniioring activiies
[ossociated with organizational systems:

[ g, Trainin Kesing e, and moRarng achwiies ascaciated Wi oraanzational ysteme are mata6q. The C.SCAM PMO|  Functonal Intersects With e Controls cpLo2 s gssocited with organ ystem
9 lcan provide guidance and support on how to integrate C-SCRM into testing. training, and monitoring plans, Oversiant |1+ A developed and malntained; an
b Review testing, training, and monitoring pians for
tne risk
Wiechaniams xit o implement 3 Threal INEMgEnce program that Inciudes 3 Establish and Institutionaize contact with selected
p: can influence the laroups and associations within the security and
IContact with security and privacy groups and Id include C-SCRM e with C. ldevelopment of the system and security architectures, selection of security Communites:
s Security and Privacy [SCRM responsibiltes. Acquisition, legal, critcal nfrastructure, and supply chain groups and associations should be | o Intersects with | Threat Inelligence THR.01  [solutions, monitoring, threat hunting, response and recovery activities B lo. To faciitate ongoing security and privacy
Groups and Associations [incorporated. The C-SCRM PMO can help identify agency personnel who could benefit from participation, specific Program leducation and training for organizational personnel;
roups to participate in, and relevant topics. tain currency wit fed security
land privacy practices, techniques, and technologies;
Frecanins ex o sTabTah contact withselected graups and assocons [Estabiish and Tstftutionalize contact with selected
|within the security, compliance and resilience communities ftions withinthe securty and
IContact with security and privacy oroups d include C-SCRM e with C. 1) ecilate angoing cybersecurty and ot rotection etucation and trining privacy communiti
m1s Security and Privacy [SCRM <sponsilties. Acauiotion ega Chtca rasiraciore, and suppi chain Gtoups and scsocations Shoud b | punctionat Intersects with | CONtacts With Groups & | o oo ffor organizationa! personnel 5 & o faciitate ongoing security and privacy
Groups and Associations [incorporated. The C-SCRM PNIO can help identify agency personnel who could benefit from participation, specific ‘Associations (5, Mot ety with recommended cybersecurity an data protection [ducation ond traning for rganiztonal parsonne
roups to participate in, and relevan topics. practices, techniques and technologies; and "o maintain currency with recommended security
13) Shre current cybersecurity andior data protection-rlated nformation Jand privacy practices. echniques, and technologies,
i a
HeChaniams Gt to mplement 3 oot MENGECe program Tt Includes & mplerment a threat awareness program that
ln threot awaraness program should include threats that emanate from the supply chain. When addressing supph can influence the includes a cross-organization information-sharing
o A o D e D e vo T S of T SUPPlY |development of the system and security architectures, selection of security. |capability for threat intelligence.
PM-16 [Threat Awareness Programenterprise’s information sharing policy. The C-SCRM PMO can help identify C-SCRM stakeholders to include in threat | Functional Intersects With g THR-01  [solutions, monitoring, threat hunting, response and recovery activities. 5
linformation sharing, as well as potential sources of o
information for supply chain threa
Fecharisms exs o encre e e requremerts o (e protecton [o- Establsh policy and procedures to ensure that
Protecting Sensitive / data processed, stored external protection of controlled
Protecting Controlled _ [The policy and procedures for controlled unclassified information (CUI) on external systems should include Regulated Dat [Technlogy Aésets, Aopatins andior Services (ARS): e implemented in lunclassified information that is processed, stored or
P17 lunclassified Information onfprotecting relevant supply chain informatior Id include protecting agency information that Functional Equal External Technology | DCH-13,3 ~ [Accordance with applicable statutory, regulatory and contractual obligations. 10 [fransmitted on external systems, are implemented
Aternal Systems  |resides in external systems because such external systems are part of the agency supply chain. ssets, Applications and/or| Inaccordance with aplcabl aws, execuive
e Jorders, directives, policies, regulations, an
|standards; and
o Review and update the aoli ure
Mechanisms exit to facitate the Tmplementation and operation of data [o- Develop and Gisseminate an organization-wide
protection controls throughowt the data lfecycle to ensure ai forms of Personall privacy program plan that provides an overview of
- o should ncude C5CRM. £ _ . . Data (PD) are processed lawfully, fairly and transparently. lthe agency’s privacy program,
rvacy Program plan _|T1€ PrIVAcy program plan should include C: nterprises should require their prime contractors to implement ction. - = brivacy Program y 1 Includes a description of the structure of the
pi-18 Privacy Program PIan livic control and flow down this requirement to relevant subtier contractors. Functional Equal Data Privacy Progr PRI-0L o lprivacy program and the resources dedicated to the
privacy program;
Provides an overview of the requirements for the.
Mechanisms exit (o Maintain a central resource webpage on 0
(2) Ensure that the public has access to information about organizational data Jorganization's principal public website that Serves
Jeseminati privacy activities and can communicate with its Chief Privacy Officer (CPO) or Jas a central source of information abou
2o Diseminainof riacy [T dseminaton of prvacy progamormatian sho b rtected fom ybersecurty 53 hroushout e T - Disseminatinofbata | vy Emie 10 forganiation’s prvacy proor
rogram Information . [supply c potAitch (2)Ensur that organizational dat privacy practics re pulicy valable Jo. Ensures that the public has access to information
[thraugh organizational websites or document repositories: labout organizational privacy activities and ca
13)Uilze pubicy acing el addiessss andiof bhone nes to cnable the [communicate with ts senior agency official for
hanioms exit o provide ot Subjects with an sccoutng o isclosures o Develop and maintaln an accurate accounting of
el Personal Data (°0) controled b: ldisclosures of personally identifiable information,
“The organization; an including
PM21 Accounting of Disclosures [An accounting of disclosures should be protected from cybersecurity risks throughout the supply chain. Functional Equal Accounting of Disclosures | PRI-14.1 u» Relevant third Dames S —— 10 3 nate, nature, and purpose of each disciosure; and
Jof the individual or organization to which the
scostre was made;
i
Fechariams ext o maroge e qualy, Gy, Sbectuty. miearty 3ng [Develop and do:ument o ide poides
and data across land procedurg
Personally dentifiable jthe information ifecycle. R iening for he accuracy, relevance,
M2z rtommotion oy [Feisenally dentitable mformatin (P qualty management shold ake nto account and manage cybersecurity Functional ntersects With | Data Quality Management|  pRI10 5 fimeliness, and completeness of personaily
Management [risks related to roughout the supply chain. wdentmab\e information across the information life
n Currec(mg or decting inaccurate or utdated
nally mation
Fiehaiems @ o check for Fedurdant Obsaete Oudated Toxc o Tt Berelon and document orges o wide aTcies
ROTT) data'to ensure the accuracy. rlevance, imeliness, mj Jand procedures for
O T — o~ o ’ N o information hrauanoLt the nformation Reviewing for the accuracy, relevance,
ersonally identifiable information (Pl qualty management should take into account and manage cybersecurity lifecycle Jimeliness, and completeness of personail
M information Quai Functional Intersects With ity Operations he 2
22 ormaton Qualy |13 Teated t P throughout the supply chan. unctional ersects Data Qualty Operations | - DCH-22 3 dentifiabie imformation across the nformation ife
leycle:
b Gorrecting o deleting naccurae o outdted
oersanally identifiat
echans exitTo resv et allecig, recevig. precesalg, storng. e Bevelon, Booumene. and Taplement poTces and
fransmitting, sharing and/or updating ersonal Data lrocedures that address the use of personal
Minimization of Personally ) Tre purgosets) orghaly colecteh, coneirent with e data privacy identiiable information for internal testing, training,
mzs iseniiable nformaton- supolychaln-elated cybersecurty isksto personall dentiabe nformation should be addressed by he Functionsl intersects with | Usage Restrictions of | e oo fnaticetsy, R land research;
Used in Testing, Training, [minimization policies and procedures described i this control Personal Data (PD) 2) What s authorized by the data subject, or authorized agent; b. Limit or minimize the amount of personally
(3) What is consistent with applicable laws, regulations and contractual cientifable information used for internal testing,
lobligations [raining, and research purposes:
Wechanisms exit to Utlize sensors that are configured to minimize the - Biveiop: docament. n3 mplerent paleies and
lcollection of information about individuals Procedurcs hat address the use o personally
Misimization of personaly . N dertinable informationfr nterna esting raiing.
Identifiable Information [supply chain-related cybersecurity risks to personally identifiable information should be addressed by the nctio ; on Minimization g
pM25 Used in Testing, Training, |minimization policies and procedures described in this control. Functional Intersects With Collection Minimizatio END-13.3 5 it or mmwmze the amount of personally
and Researc Kentinabie inormation usea fo nternal esting,
rining, and research purposes;
L ideryit
Mechaniams exist to minimize the callection of Personal Data (PD) contained in - Beveiop: docament.an3 mplement pohcles and
Jvistor access records, ocedures ths st tha e of per
Moimizatonofpersonaly| ) —— e aressed by ! Kdentinabi inormatio for internal testing, waining,
dentifiable Information [Supply chain-related cybersecurity risks to personally identifiable information should be addressed by the Minimize Visitor Persona ch;
PM-25 Used in Testing, Training, |minimization policies and procedures described in this control. Functional Intersects With Data (PD) PES-06.:5 s Limit or minimize the amount of personally
and Research dentifiable information used for internal testing,
raning, and research purposes:
L nallv dentifiabl
Wiechanisms exit to address e Use of Personal Data (PD] for iternal testing, [ Develop: docament and mmplerment polcesnd
training and research that: lrocedures that address the use of pers
Mmoo personaly | e ) 1y entnable rouid be adressed by the Internal Use of Personal (1) Takes measures to limit or minimize the amount of PD used for nternal Feerisni iformaton or ke tesing. taining
eniiabe normation” supoly chan-eated ybersecury sk o personally dentifble iformation should be addresed by the testing, training and research purposes; and lond research;
M Functional Intersects With ta (PD) For Testin PR
25 USea i Testing, Taiog, [miaimisation porcies and pocedures descrived inths cont unctionsl versectswitn | ata (D) ForTesting. | PRLOS1L S CRCh e R oo nformation s requiee for Internal 5 i of minimize the amount of personally
and Research [testing, training and research. lidentifiable information used for internal testing,
[cining.ord esearcn purposes
ersanally ideny
Wiechaniams exit o minimize the Use of sensTive/regulated data for research; - Develop, document, and mmemem rmhnes and
Jesting, or training, in accordance with authorized, legitimate business. rocedures that address the use of personally
Minimization of Personall Limit Sensitive / Reguiated practices. entfable information or intemal testng, reing,
mzs dentifiable Information . [Supply chain-related cybersecurity risks to personally identifiable information should be addressed by the Functions! Intersects With | A Sensitive [ Regulated | 182 B Jand researc
Used I Testing, Trainng, [minimizaton polcies ans procedures Gescried i thiscantror esting. Trining 5 Uit of minimize the amaunt of personally
ntifiable information used for internal testing,
training, and research purposes;
echanisms extto mamtam 3 process o aFlenty ond efectvely espond [mplement a process for recelving and responding
o requests complants, concern o questons from uthenticate lto complaints, concerns, or questions from
(Complaint management process and mechanisms should be protected from cybersecurity risks throughaut the bjetts apout personal Data (PD) he organmsetion collct, feceives, individuals about the organizational security and
g omplaint Management_|5UPPIY chain. Enterprises should also integrate C-SCRM security and privacy controls when fielding complaints from | ¢ o ntersects Wi User Feedback y rotecsen. hores, wanemit. shares, updotes andlor dlsposes privacy practices that includes:
PM-26 Complaint Management |endors or the general public (e.g., departments and agencies fielding inquiries related to exclusions and Functional Intersects With Management PRI-06.4 s lo. Mechanisms that are easy to use and readily
removals). laccessible by the public;
b. All nformation necessary for successfully fiing
laio
Wechaniams exist o maintain a process for data SUbJects to appeal an adverse limplement a process for receiving and responding
ldecision. lto complaints, concerns, or questions from
Complaint management process and mechanisms should be protected from cybersecurty isks throughautthe individuals about the organizational security and
. ; supply chain. Enterprises should also integrate C-SCRM security and privacy controls when fielding complaints from | ¢ . ; . i ’ [orivacy practices that &
PM-26 Complaint Management [vendorsor the general public (e, departments and agencies elding inquries related to exclusians a Functional Intersects With | Appeal Adverse Decision | - PRI-06.3 5 ms that are easy to use and readily
v [accessible by the public;
b. Allinformation necessary for successfully fiing
oo
Mechanisms exist to document Personal Data (PD) processing activities that o Bevelop esgmment: orgamzstion derned
lcovers collection, receiving, processing, storage, transmission, sharing, ivacy repora)and et
lupdating andjor disposal actions with sufficient detall to demonstrate R asqanmant: organization denned oversight
- Privacy Reporting |PFVACY reporting process and mechanisms should be protected from cybersecurity risks throughou the supply Functional caual Documenting Data PRI1  [conformity with applicable statutory, regulatory and contractual requirements. 10 |podies] to demonstrate accountability with
chain. Processing Activities satutory. rgulatory. and polcy privacy mandates:
[ Assignment; organization-defined officals) and
iin manioring
FTve Supply Chain Risk Management Strateay (also known a5 C.5CRM Strateay) should be complemented with 3 C- Fichenlsme exet o Gerclop s pon forsuppy Crlt Rk Fanagermrt 5o [o: Develop an organization-wide strateay for
SCRHM Impiementation Pln thatlays out detaed ntiatives and activites for the enterprise with timelines and [pssociated with the dev , 2cquisition, maintenance and disposal of Imanaging supply chein rsks associated with the
responsive pares. Ths mplementato) plan can b a POAGM o be ncluded,ina PORGM. Based on the C S [echnology ASsets Appications andjor Senvcas (TAAS): incluang acquisition, an
30 Supply Chain Risk (<507 o v 1 ek e atots|  Functional Equal Supply Chain Risk ask09 [Plected MGAUNG aChons and moniorng performance agains those pians. 1o [dsposal of ystems, system components, and
Management Srategy 2 TTOCT o anterorse, program. and sysvem specic nacds, These controls o pe feratvely Management (SCRM) Plan fystem servces:  cnain isk
integrated into the C-SCRM Policy at Level 1 and Level 2, o5 well s the C-SCRM plan (or SSP i required) at Level 3, Implement the supply chain risk management |
|See Section 2 and Appendix C for further guidance on risk management. [strategy consistently across the organization; an¢
Wechanisms exist to facitate the Tmplementation of enterprise-wide [Develop an organization-wide continuous.
Imonitoring controls menitoring strategy and mplement continuous
Imonitoring programs that include:
g Contingousonioring T caninuous marioringstategy and pogram should teate CSCRM corrls o Leves 1,2 and 3 nctions Joser ontinsous Monitorin . [ Estabishing the following organization-wid
PM-31 Strategy laccordance with the Supply Chain Risk Management Strat Functional Subset Of Conti Monitoring MON-01 o Imetrics to be mum(ored [Assignment: orgamzahon,
ldefined meric
h Establwshmq lAss@nmen! orgamzalmn defined
Mechanisms exist to monitor mission/business-Critical Tchnology Assets, [inaiyse TRcsonmant. ogarsaton aenes systems
|Applications and/or Services (T nsure those resources are being used or systems companerts] supparting mission
fExtending systems assigned to support specific mission or business functions beyond their iniial purpose subjects [consistent with thelr intended purpose. [essential services orfunctions to ensure that the
PM-32 Purposing those systems to unintentional risks, including cybersecurity risks throughout the supply chain. The application of Functional Equal Purpose Validation Gov-11 10 information resources are being used consistent
this control should include the explicit incorporation of cybersecurity supply chain exposures. [with their intended purpose.
vie: Mechanisms exist to establish, mamtain and disseminate policies, standards [o- Develop, document. and disserminate o
Level 1: Applicaple oles incude isk executive CIO, CISO, conracing,lgisic,delveryrecehing,acquisiion Jand procedures necessary for secure, compliant and resilient capabiltes, {Assignment: organization-defined personnel or
securiy, and ther functons that provde supporting supply chan ativiies Publishing Securky, roles}:
Cevel 2: Applicable rles Include program executive and Individuals (., non-federal employees, including : % (Seection (one or morel; Organizatirlevel
’ P 1 mpl i x
P51 Policy and PrOCeAUTes |cGrlciors)withn the acauier Gnterprse who are responsibe for prooram success (e... Program Manager and Functiona intersects With | Complance & Resience | - GOV-02 R e
lother individuals) lpersonnel security policy tha
Level 5 Appicaberles ncude ystem enginers or system seurty enineers hroughout th aperational ysten e deresecs purpbse, cope, role, responsivltes,
ife cycle from requir t, deployme mivlicient
infrasiructore actuite e S o revew T Secury, Complance & Reience Frogra 12 Develop, document, and disseminate fo
Lvel 1: Applicable roles include risk execuive, CIO, CISO, contracting, logistics, deliveryireceiving, acaisition SCRP). inctuing pollci, standords and Brocedurea, ot panned mtersalsor i [Assanment: organzaion-deined personnel o
ecurty, and ofhr functions rat provide supporing suplychan ocvtis, " o periodic Review & Update Signifcant changes occur to ensure their Contining sultabilty, adequacy and st
’ ey and pr evel 2! Applicable roles include program executive and indviduals (e.g.. non-federal employees, includin ction ntersects With | of Socncine Comionag fefectiveness. 2 Siection one or more):Organizaton-evel:
P51 Policy and Procedures.|cGriractors) within the acauirer enterprise who are responsible for program success (e.g. Program Manager and Functional ntersects Wit | of Secunty. Complance & | Gov-03 3 Nission/business process level; System evell
other individuals). ersonnel security policy that:
s y policy
Leve 3: Appicablerles incie system engincers o ystem secury enginers hroughout he opeatonal sysiem ) Addresses purpbse, scope. roles, responsibiltes,
life cycle from requirem: 1, test, deployment,
inrasiruetire sctvites Mechanisms exist to faclltate the ImpIementation of personnel Securty [o: Develop, document, and disseminate to
lLevel 1: Applicable roles include risk executive, CIO, CISO, contracting, \ng\st\:s deliveryjreceiving, acquisition |controls. [Assignment: organization-defined personnel or
security, and other functions that provide supporting supply chain activtie roles)
st oy and pracedures |LEvel 2 APDIabIE 1016 includs program exeutve ond maNIGUBI (0. non-federal employees, ncluding Functionsl subsetof |Human Resources Security| e o0 1o |1 [Seiection (one or more): Organization-levet
lcontractors) within the acquirer enterprise who are responsible for program success (e.., Program Manager and gement ission/business process-evel: System-levell
lother individuas) lpersonnel security policy that:
Level 3. Agicabe rles ncude ystem enginees orsystem seury enineers throughout th aperaional systen o) Addesses purpose, scope, roles.responsiiies,
ife cycie from est, deployment,
Wiechaniams exit o manage personnel securlty sk by screening ndiduals 13- Screen indviduals pror fo author zing access to
ITo mitigate insider threat sk, personnel screening policies and procedures should be extended to any contractor priorto authorizing access. [he system; and . .
ersonnel with authorized access to information systems, system components, or information system services. Resereen individuals n accordance v
P53 Personnel Screening [Continuous monltoring activities should be commensurate with the contractors level of access to sensiive. Functional Equal Personnel Screening | HRS-04 Lo [laSarment atganiakon-achmed conditons
classified, or requiated information and should be consistent with broader enterprise polcies. Screening requiring rescreening and, where rescreening is so
quirements should be incorporated into agreements and flow down to sub-tier contractors, indicated, the frequency of rescreening.
[specify addmnna\ restritions, such as allowing access during specifc fimeframes, ffom Sve:\ﬁ( locations, or only [Mechanisms exist to require Non-Disclosure Agreements (NDAS) or similar [a. Develop and document access agreements for
by personnel w additional vettin deplo lconfidentiality agreements that reflect the needs to protect data and lorganizationa systems:
e monttor wpastes S e g e e oo loperational details, or both employees and third-parties. Review and update the access agreements
PS5 A ts  |vary over time, should implement a timely and rigorous personnel security update process for the Functional Intersects With |Confidentiality Agreements|  HRS-06.1 5 [Assignmen; organization defined requency; and
e . Verify that individuals requirin
[Wnen information systems and network products and services are provided by an entty within the enterprise there [organizational information and syste
y be an existing access agreement n place. When such an agreement does not exist, it should be established L Sign ?Wrwp”a‘e access agreements prio to
[specify additional restrictions, such as allowing access during speclfic tmetrames, from specifc locations, or only [Mechanisms exist to require internal and third-party users to sign appropriate. and document access agreements for
Iy personnel who additional vetiin Jaccess agreements prior to being granted access lorganizationa systems:
e monitan Jpastes e sk atcacs by ek aries i accordonce Wt et St e persomnel o Review and update the access agreements
PS5 ts fvary over t implement a timely and rigorous personnel security update process for the Functional Intersects With | Access Agreements HRS-06 s Assignment: organization-defined frequencyl: and
Jaccess agreements. e Verity that individuals requiring access to
When information systems and network products and services are provided by an entity within the enterprise, there [organizational int tion and systems:
sy be an existing access agreement in place. When such an agreement does not exist, it should be established. 3. Sign appropriate access agreements prior to
Miechansms exist to govern tird-party personnel by reviewing and monitoring o Esabish persomnel Securiy requrements,
[Third-party personnel who have access to the enterprise’s information systems and networks must meet the same jthirc-party security, compliance and/or resiience roles and responsiblities Inctudiog secur and responsibilites for
rnal Per: personnelsecurty requirements a5 enerprise personnel. Examples of such tird-paty personnel can Incude the xtemal provi
P57 iy [Bystem integrator, develope, suppler. exteral sevice providerused for delvry, contracors o serviceproviders | Functonal Equal Third-Party Personnel | HRS-10 10 [b: Require extenal providers to comply with

o are using the ICTIOT systems, o suppler maintenance personnel brought n  addess companent technical
issues not solvable by the enterprise or system integrator.

lpersonnel security policies and procedures
[established by the organization;
ocument personnel security requirements;

ld_Reauire external oroviders to nofify (Assionment:
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m view the Securtty, Compllance & Resilnce Pro - Develop, document,and disseminate to
sytems. These poley and procedures should adress he purpose, scope, roles,responaibities. management [SCRP). incuing pollci, standords and procidures, st praned mtersaisor i Fiiommer nesion detned prsonelor
Lo o e g e privacy comel 4 Perlodic Review & Updaty lsignificant changes occur to ensure their continuing suitability, adequacy and les):
e on. Sys SN SeLL A oo Complpaate ffectiy 1 [Sel ction (one or more): Ore amzalmn level;
Pr1 Plly and Procedures [Folkles and procedures noed 0.5 i pICe 16,61 that cotracts state what Pl data wil be shared, which Functional | Intersects With | of Security, Compliance & | Gov.3 [efectiveness. s c ), Organizationfew
|contractor personnel may have access to the PIl, controls protecting PIl, how long it can be kept, and what happens Resilience Program lission/business process-level; Systs vel]
contractor personnel personly eniae ot rocessng and
o When working wih a new suppler, ensure tha the agreement nludes the mos recentsetof applicabl securty [ransparency polcy al
T T s e s TR T o T ki o0t o Taate e Trementain andsoeralonaf Gt —— 1 el Gt nd ot to
pollcy and proc S purbose, scope, oles,responsibiltes, management rotection contrls throughout the Gata ecycle t ensure al forms of Personal [Assanment: organizaton-defined personnel or
Commitment,coordinaton among entery Bt () are processed fwuly, farly and transparently. o .
PT-1 Policy and Procedures Puhmes and procedures need to be in pla:z t ensure that contracts state what PIl data will be shared, Functional Subset Of Data Privacy Program PRI-01 10 :4.éfyiffé‘:;.}?::;;ggﬁ'efe?gg';‘::zméfevw? g
comaciorpesonne may e e e . conee porectn . ho o i an e ke, 70 i appens issonusinese processevel System-evel
o When warking with a hew supplier, ensue tha the agreement ncludes the most ecent set of applicable seurity [ransparency polcy that
- T , - T T T Pecortsns exeta e e e neater o Ty recogeed 5 Deveiop: doctment-and BEsemimate to
o imans coonnaton amang amerprise o, o prvacs ComEIAnCe 6 SuRpOn SYStems companens ety cmplanceond resience s n e specifcoton e [hssignment; organizaton-defined personnelor
Commitment,coordinaton among enierorice SO v mentation an modiication of Technology Assets, roies U
PT-1 Policy and Procedures  [Policies and procedures need to be in place m ensure that contracts state what Pll data will be shared, which Functional Subset Of oS o e SEA-01 AW‘“"““S 3”"/"' Services (TAAS). 10 [1. [Selection (one or '""'EI‘ thesh gty
ntractor personne ave access to the PIl, controls protecting Pil, how long it can be kept, and what happens vinciples [Mission/business processlevel; System-levell
riractor personunel personally dentiiable informaiion processing and
e g T e e, emare o e et s e s et of et sy fransparency polcythat:
R S55ESS et S Tlude Both the Supply o5, GevelopmEnt Fechanams oxist o review the Securty. Compliance & Resiience Pragram - Develop, document. and Gsseminate to
|and delivery systems) and the information sys!em/wmbﬂﬂems traversing !'le supply chain. Syszem -level risk I(SCRP), including policies, standards and procedures, at planned intervals or if [[Assignment: organization-defined personnel or
e oncarty nesec wih the DL and 2o complanent the entarpis rdacer R kvt et Review & Updte aniREant changes Secur o eneura ther Continuing SukA5 My, adequacy an roies
iich take part during il anal e wil et s s ond compontts e 03 [FHectiveness 1 Selecton (one or more): Organization-level;
Rad Poley and Procedures - |Gicr'nighr prioity Gue to their impact o &he mission, if compromised. The polcy should incude supply Functional | Intersects Wih | of security, Compllnce & | GOV-03 5 [Wasionibusiness process evel; Systemievel sk
Ernvelovant cybelsecury rlos it are apPICable 10 peioring and conrdnatig Ik assessments aross the lssessment pol
enterprise see Secton 2 for the 1stng and description of 01e). Appicabi rols Wiin supplers, developers, i) Adrscs purpose, scope, rols, esponsibite.
s earator, exicmal s sence provrs and oo YO reated servce s shoul e o
SR R L de B e Sl e e (e deufoprant nd fck o o ones e e o Tt e rermertaon of Sege, apertona 7 S aveiop, document.and sssemnate to.
i Getwery Systems) and the narmalon sysemicomponnts ravers i the Suppy chan. Systemievei ik acical sk management contro [hssgnment, organizaton-defined personnelor
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[specific technology type, if such a profile exists; and
(o) Require if ao NIAP a0
Fecharas eXt o reaure the Gevelopers of Technoloy ASees Agplcations Require the developer of the system, system
landior Services (TAAS) to produce a plan for the continuous monitoring lcompenent, o sytem serviceto preduce a plan or
Acquisition Process |  [This control enhancement is relevant to C-SCRM and plans for continuous monitoring of control effectiveness and [security, compliance a”d"" Tesende (ﬂ”"ﬂ‘ effectiveness. -ontinuous monitoring of control effectiveness that
Sa-a(8) |Continuous Monitoring Planlshouid therefore be extended to suppliers, developers, system integrators, external system service providers, and | Functional Equal (Continuous Monitoring Plan| TDA-09.1 10 I conistent wih he coninuous monttong
for Controls lother ICT/OT-related service providers. lprogram of the organization.
(GetermIned by ISk assessments (see Section 2 and Append CT echanisms it to develop, document and martaln secare aselne [ADply the fallowing systems security and privacy
ocument and gain management acceptance and approval for risk that is not fully mitigated. nelogy Assets, Applicatons andor Services (TAAS) that lengineering principles in the specification, design,
 Limi e number,sze,and priviege eves ofcriica elements. Usig criclty analysis wil aid n determining Jore consistent with industry-accepted system harening standar fevelopment, Implementation, and modification of
’ Security and Privacy  [which elements or functions are crit ficliy analyss i Appendix Cand NISTIR 8179, Criccaliy Analysis ncti ; Secure Baseline 9 [ihe system and system components: [Assignment.
a8 Engineering Principles [Process Model: Prioritizing Systems and Compon Functional Intersects With Configurations cre-02 ® lorganization-defined systems security and privacy
e urity mechanisms that help to reduce ppcr\unmesm St svaply rain cpbersecurty vnerabis. lengineering principles].
such as encryption, access contro, identity management, and malware or tampering disc
1 Desan lormaton system componeats and lement o be Giicut to disable (e, techniues),
detemined by sk assssmens (e Socton 2 and 1 Mechanisms exist to faclitate the implementation of Industry recognized [Aoply the following systems securlty and privacy
o Gacument and Gan management acceptance and approval o sk that s nt ully mitgated. Jsecurity, compliance and resilience practices in the specification, design, lengineering principles in the specification, design,
D e b, S, s legs Ievelsaf ey somants Uang crvcalty anase i id i determining velopment, implementation and modification of Technology Assets, [deveiopment, implementation, and modification of
s Securty and privacy |whichelementsorfnction are criica,See cricaly anaiysis n Appendix C and NSTIR 8179, Crialy Analysis Functional Intersects With Secure Engineering seno1  [Aplications andjor Services (TAAS 5 lthe system and system companents: [Assignment:
Engineering Principles [Process Model: Priortizing Principles lorganization-defined systems security and privacy
Use secury mechanisms hat ne clp o ecuce ﬂppﬂnumt\!s {0 exlot suppy chain ybersecuriy vinerbilies, |engineering principles]
sich 25 encryption, access contrl, denty management,and malware o tampering discovery
e nfotmaton svetam Comgonents 4t Seménte o be Gt o dsaple (0. techniques)
Wechanisms exist o ConduEL 3 15K assEsament prior o The GEquailon or (2) Canduct an organizational assessment of Fisk
loutsourcin Technology Assets, prior to the acquisition or outsourcing of information
External System Services | ervices (TARS), curity services; and
sas) g vices ||see appendices C and . Departments and agencies should refer to Appendix E and Appendix F to implement Functional caual Third-party Risk P 10 (5) Verlty that the acquisition or outsourcing of
Organisational Approvals [dUdance in accordance with Executive Order 14028 on Improving the Nation's Cybersecurity & Assessments & Approvals. |dedicated information security services is approved
by [Assignment: organization-defined personnel or
roles).
4 Enterprise data and mformation integriy, confidentiality, and availabilty requirements are defined and shared Mechanisms exist to Gevelop a plan for Supply Chain RISk Management (SCRH) [EStabIsh, document, and mamtain trust
External System Services |[MIh the system suppliers, developers, system integrators, external system service providers, and other ICT/OT- elationships with external service providers based
emal System s elated service providers a5 appropriate. Suoply Chain Risk n the following requirements, properties, factors,
saa3) stablish and Maintain | O of with C-SCRM d information system securty requirements |  Functional Intersects With upply Chain Ris Rsk.09 [selected mitigating actions and monitoring performance against those plan s Jor conditions: [Assignment: organization.-def
Trust Relationship with |5 e conseauences of non-c Management (SCRM) Plan Jsecurity and privacy requirements, properties,
el ceos datimantion and muliple factors, or conditions defining accéptable trust
[disparate providers are engaged in supporting a Sys(em or mission and busmess Tunction refationships].
hanisms exist to [dentify, prioritize and assess suppliers and partners [Establish, document, and maimtain trus
. Enterpise data and Information integrity, confidentialty, and availability requirements are defined and shared
Extenatsystem senics |4 th system supplers, developers, yste negrtors, externa ystem service providrs, and aer CT/OT- el Technology Assets, Application andiorServces (TAAS)using asx::p\y ve\allhwcn,s:wl\ps it external seniceprovders btased
el G R —— o e e e S ok e i o el s e
Sa9(3) Teiat Relaanen win |2 The consequences of non with C-SCRM information system security requirements | Functional Intersects With U-Party Cric TPM-02 s onditons: [Assgnment organization defi
reis a clear delineation roles, and betw multiple Sctors, ot conditons defning acceprabie rusk
isparate providers are engaget in supporting 3 system of mission and business function. relationships].
& Enterprise data and information integrity, confidentiality, and availabilty requirements are defined and shared [Mechanisms exist to [Establish, document, and maintain trust
it the Sy eserm cuppilore developere s micaraton extorant Syoters senies providore, ant other 1T 1) Evaluae secuity isks and theats assciated with Technology Assets, relationships with external service providers based
External System Services |1} 1€ SY=IeT Supplers, developers, > |Applications andor Services (TAAS) supply chains: ant ol
o Establi and Maintan o with C5CAM o nformaton syst securty requirements | Fonctional | iersectswin | SO RSk, | o3 (@) Take apmroprate remediationactons o minmize e ogaizovos s
S e e mencen. [éxposure to those risks and threats, as necessan
Providers . There is a clear delineation of accountabiltes, roles, and responsiblities between contractors when muliple Faciors or conaians achnin accemani o
disparate providers are engaged in supporting a system or mission and business function relationships].
e T ooy Tonrmars mve aatmed and snared Mechanisms exist to require contractual requirements for applicable securty, [EstabIsh, document, and mamtain trust
(Wit e ey stern Sumlore Geucloners. oyebm iaqratare) cxtornal Somtery Coouire rnsiors, oo cther 1o |compliance and resilience requirements with third-parties, reflecting the relationships with external service providers based
External System Services | 111} 1€ YSIelT SUPRIerS deveioners, lorganization's needs to protect its Technology Assets, Applications, Services lon the following requirements, properties, factors,
o) Establish and Maintain ["®/2te o with C.SCRM 5 and information system security requirements |  Functional intersects wigh | Thrd-Party Contract | o oo [andor Data (TAASD) 5 Jor conditions: [Assignment: organization-d
Trust Relationship with [ The enseauences of non-c Jsecurity and privacy requirements, properties,
. There is a clear delineation of accountabilities, roles, and responsibilities between contractors when multiple o conditions defining acceptable trust
[disparate providers are engaged in supporting a system or mission and business function. relationships].
4 Enterprise data and information integriy, confidentiaiiy, and availabilty requirements are defined and shared [Fecharisms X550 document g ma el  MesporEle, Accounizble [EStabIsh, document, and mamtain trust
[with the system suppliers, developers, system integrators, external system service providers, and other ICT/OT- [Supportive, Consulted & Informed (RASCI) matri, o similar documentation, to relationships with external service providers based
External System Services | e Shic ouiers o ot Responsible, Accountable, hbeate acsignment fr Securty, Compllance and reslence contros betwean n the following requirements, properties, factors,
sas) Establish and Maintai with C.SCRM W iformation system security requirements | Functional Intersects With ortive. & &'| Temos.a [ntemal stakenolders and External Service Providers (ESPs). s " condiions: [Assignment: organizaton-define
Trust Relationship with (2 The senseauences of non¢ pidesiot e i Jsecurity and privacy requirements, properti
There is a clear delineation of accountabilities, roles, and responsibilities between Contractors when multiple '3““"5' °h’ conditions defining accéptable trust
disparate providers are engaged in supporting a system or mission and business functior relationshi
Enterprise Gata and information integrity, confidentialty, and availability requirements are defined and shared Mechanisms exist to Include "break clauses within contracts for fallure to [Estabiish, document. and maintain trust
External System Services |[h Ehe system suppliers, developers, system integrators, externalsystem service providers, and other ICT/OT- Imeet contract criteria for securlty, compliance andior resilience controls. [elatinsfips wih exlema; service providers based
Eotaglsh and Hamtain | [eated sevice providers s approprise. ing requirements, properties, m[ ors,
sas(3) Establish and Maintaln of with C-SCRM d information system security requirements | Functional Interseets With Break Clauses TPM.05.7 5 |orconditons: Assignmen; organization
rust Relationship with o deﬁned nd documented. ity and privacy requirements, propert
reis a clear delineation nd multiple Facors of condtons achmng accatiatie ek
iSparate proviers re angaged n uppering & ystem o mscion and business fanction relationships].
Mechanisms exist t require system developers and Integrators to perform Requlr the develaper of the system. systern
Ibeveloper configuration management s critcal for reducing cybersecurity risks throughout the supply chain. By [configuration management during system design, development, [component, or system
o lconducting mnﬂguran‘on management actvije, developers reduce the occurrence and ikeihoad ov‘ﬂawswmle oper Cont implementation and operation. o Pertorm confguration managament duing
’ Developer Configuration ncreasing accourtabilty and ownership for the changes. Developer configuration management shoul Developer Configuration g Sy stem, component, or service (Selection (one or
sA10 lperformed both by developers interna to federal agencies and integrators or external service pro Functional Equal Managem ToAL4 10 [orel: desigh; development; implementation;
Beparments and agencics should rerer o Appand 16 mplement s Gy cance naccodante with Execuive opertion: isposal
lorder 14028, Improving the Nation’s Cybersecuiy. ent, manage, and conrol the ntegrty of
Chanse o it
[Getermine whether the SSopler GFW has performed su:h ST o Bart o ther aualty o cecury processes echeriams exitto requie system Gevelopersitegrators consul wih Require he oeveloper of e system system
n the acquirer has r the application and development processes, they should requie this testing as [security. compliance andjor resilience personnel to ponent, or system service, at al post-design
part of the SDLC. In aaditon to the speciie types of esting ackviies descrined n tne enhancements, examples of Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or [stages of trie system development lfe cycle,
a1 Developer Testing and |5 rejevan testing include testing for counterfeis, verifying the origins of components, examinin Functional Equal Resilence Testin oA [Smiarcapabiity: o y of 10 [e.Develop andimplement a plan for ongoing
lconfiguration settings prior to integration, and testing interfaces. These types of tests may require significant ‘Throughout Development (2)implement a verifble flaw remediation processto correct weaknesses an pecurty and privacy control assessments:
Iresources and should be prioritized based on criticality, threat, and vulneral inalyses (described in Secti leficiencies identified during the control testing and evaluation process; an [Selection (one e): unit;
Jand Appendix C) as wellas the effectiveness of testing techniques. Enterprises may also require third-party testing (3) Document the resuts. integration; system; regression] testing/evalustion
EREerSrES SR ahpy ‘ST TRTErRATonaT STanAaras and Best p T Chnirol Mechanisms exist to develop appl ased on Secure Software - Ratire the Seveloper of he Systarn. systarn
lusing tes consisency of rehama 2nd defendable processes, and IDevelopment Practices (SSOP). mponent, o sysiem senicefo ol o
s devel test, an should all be Secure Software iocumented development proce:
sa1s Development Process, ~[tovercd oy h. contron T toos Incude i Chis comtro ca be anual o actomoted. The uee f avtoated tols Functions! caual Denmcure Software o | 1oacs 10 1 Explcity adaresses securty and privacy
Standards,and ool i thoraughes,ecency, andth scale o aalyis that hlps address cybersecurty risks that arse i relation a s requirements
o the developmert pmcessthmughuut the supply chain. Additionally, the oy uch activities an 2. identifies lheslandsrds and tools used in the
s Lol pus for C SCAM Brocesses, a3 escried In Secton'3 and Abpandie C. Ths coniol s joeveipment o
S malcanily to the intermal entorore's processcs. miormation systerms. and aetworks 25 weh ot apolicable sstem
Mechanisms exist to require the developer of the Technology Asset, Reauire e Geveloper of (s SyAem, Syatem
|Application and/or Service form a criticality analysis at [component, or system service to perform a
Development Process, ~[This enhancement identifes critical components within the information system, which il help determine the Criticalty Analysis Durin [organization-defined decision points in the Secure Development Life Cycle. [eriticality analysis:
SA15(3) Standards, and Tools |  [specific C-SCRM activities to be implemented for critical components. See C-SCRM Criticality Analysis described in Functional Equal ity Analy: 9| Toa061 [SDI 10 (a) At the following decision points in the system
Criticalty Analysis [Appendix C for additional contex. Development [deveiopment ife cycle: [Assignment: organization-
[defined decision points in the system development
fe cyclel; and
level of dnor: (Assionment:
Mechanisms exist to perform threat modeling and other secure desion [This control that exists within NIST SP 800-161 R1
ltechniques, to ensure that threats to software and solutions are identified and |was withdrawn from NIST 800-53 RS and no longer
Development Process, - his enhancement provides threat modeling and vulnerablty analysi for the relevant federalagency and loccounte
Standards, and Tools | [contractor products, applications, information systems, and networks. Performing this analysis will help integrate C-
SA15(8) Threat Modelin nto Code refinement and modifcation aciviies. See the C-SCRM threat and vulnerabilty analyses described | Functionsl Equal Threat Modeling ToA062 0
Vulnerability Analysis |in Appendix C for additional contex.
nd TnternaT developers s Cical to C-SCRH gTe Mechanisms exist to require the developers of Technology Assets, Applications. Fequre re developer o e system system
Gunls roaponaie or ederel Syotams and networks t hetade appicabls development eruonmante land/or Services (TAAS) to provide training on the correct se and operation of mponent, or system service to provide the
eveloper-provided training in this control also applies to the individuals who select system and network [the Technology Asset, Application andor Service (TAAS) [following training on the correct use and operation
. lcomponents. training should include CSCRM material to ensure that 1) developers are aware of | ¢ caual Developer-Provided ToA16 10 e implemented security and privacy functions,
Training lpotential threats and vulnerabilties when developing, testing, and maintaining hardware and software, and 2) the ining [controls, and/or mechanisms: [Assignment:
rciidunls esporsiblefor slactingsytem annenork components ncrporats CSCRM when choesingsuch [organization-defined training).
lcomponents. e use of tools to find
o arc ReTer to Appeni  lo aGiionascuiance on secumty fr ot ot somtwate
Miechansms exist to require the developers of Technology Assets, Applcations s e derlor ot ey
[This cotro faciltates the use of C-SCRM information to nfluence system architecture, design, and component ndjor Services (TAAS) to produce a design specification and security esign
Developer Security and _|selection decisions, including security functions. Examples include identifying components that compose system larchitecture speuﬁzauen 2 secury and privacy archecture
sa17 Privacy Architecture and. [architecture and design or selecting Specific component sure availabilty through multiple supplier or Functional Equal Developer Architecture & | 1 g5 (1) I consistent with and supportive of the organization's security architecture 10
Design lcomponent selections. Departments and agencies should refer to Appendi F to implement this guidance in Design [which s established within and is an integrated part of the organization's 1 constent i the argnizatos securty an
b o g} n g . lenterprise architecture; [rivacy architecture that is an integral part the
jaccordance with Executive Order 14028 on Improving the Nation's Cybersecurity (2) Accurately and completely describes the required security functionality and oroanization'sentrprise archiecture
ity comoliance and amona ohvsical rately and completaly describes the required
Mechanisms exist to custom-develop critical system components, when Element or Costom develop e folowing
It enterprise may decide based on isks pply chain, that |Commercial Off The Shelf (COTS) solutions are unavailable. e Sy Componaate Tassmant
e Cuomted oveiopmantof or cres! panents TS Conre vt nd ke gunce on lorganization.defined critcal system components].
saz0 Customized Development [110actuy, Emerpises Should mork Wi Supplers ond partners 1 cnsure that chica Components are idenicd Functions! cqual Customized Development | 1o o 10
of Critical Components - [Organizations shouid ensure that they have a continued abllity to maintain custom-Geveloped critical softw: 4 of Critical Components
or Example, having he source cade, bulld SCTpes, and test fo a sofware component could enable
lan organization to have someone eise maintain it f necessary.
Mechanisms exist to ensure that the developers of Technology Assets, Require that the eveloper of [Assignment
developers. For system integrators who may |Applications andor Services (TAAS) have the requisite skillset and appropriate lorganization-defined system, system component, or
e roviing key developers ot scress Rl omponens the ntrose o st oprote Joccess authorizations. ervicel N
sa21 Developer Screening [proceses for deveioper sreenmg nave e screening of developers should be included a: Functional Equal Developer Screening | TDA13 10 Has appropriate access autharizations

Contractual requiremen and be  flow-down requirement t relevant subilevel subContTactors who provide
levelopment services or who have access to the development environment.

ned [Assignment: organization-
|defined official government duties; and

b. Satisfies the following additional personnel
tedia: i tion-

Secure Controls Framework (SCF)

110f11
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