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\c-20 Limits on Authorized Use [integrators, external system service providers, and other ICT/OT-related service providers. unctional Equal Limits of Authorized Use | - DCH-13.1 | egjjience controls; or 10 &) Verficaion of the implementation of contras on
(2 Retaining = processing sgreement iththeenty hosting the extenal fthe external system as specified
lorganization's sqcunly ond urlvacy Poicies and
uriry and o
Wiechaniams exit to restrict he use of non-organizationally owned Technology RSt e e of nom arqamzatmnally wned
IDevices that do not belong to the enterprise (e.g., bring your own device [BYOD)] policies) increase the enterprise’s |Assets, Applications andor Services (TAAS) to process, store or transmit rsims of system components o process,ore. o
Use of External Systems | lexposure to cybersecurity fisks throughout the supply chain. This includes devices used by suppliers, developers, information. kransmit organizational inform;
Ac2009 Non-organizationally  [system integrators, external system service providers, and other ICT/OT-related service providers. Ene Functional caual Owned Technology Assets,| .y 134 1o [Assignment:organization-defined restricionsl
0uld review the use of non-enterprise devices by non-enterprise personnel and make a risk-based decision as to Applications and/or
Restricted Use  [whether it il allow the use of such devices or furnish devices. Enterprises should furnish devices to those Services (TAAS)
Inonenterprise personnel who present nacceptable levels of risk
WMiechantsms exist o control publcly-accessible content. [ Desgnate aauai auroried o e
[nformation publicly accessi
[Within the C-SCRM context, publicly accessible content may include Requests for Information, Requests for b i syvned maaus t encur tat
ac22 puicy Accessile Contenproposal, o formation about dlvery of systems and components T formation hould be reviewed toersure | Functinal Equal lPublicly Accessible Content|  DCH-15 10 "3"1,‘2‘; i‘i?uf.':;; information does not contain
[that only appropriate content is released for , whether alone or with [nonpublic I on;
¥ approp: [c. Revi e proposed content ohnlorma(mn pnor
o postmg onla the publicly accessible syt
[Mechanisms exist to protect data storage objects against unauthorized data Emvley lAsslgnmen( orgamzanon deﬁned da(a
Imining and data harvesting techniques. Imining prevention and detection techniques] for
N ' o " [Assignment: organization-defined data storage
y ; jon[Enerprises should requie thei prime contractors toimplement s contrl s partofthel nsider treat actvties et . ; ’ lobjects] to detect and protect against unauthorized
ac23 Data Mining Protection  [EPLETErises shoud reduie thelf prime contractors to implement Functional Intersects With | Data Mining Protection |  DCH-16 s chiects o
[Mechanisms exist to restict collecting, Feceing, processing, storing, [Employ [Assignment: organization-defined data
[transmitting, sharing andjor updating Personal Data (D) t Imining prevention and detection techniques] for
! _ " ' " ' el nsiger th . . (1) The purposes) originaly collected, consistent with the data privacy [Assignment: organization-defined dat
nterprises should require their prime contractors to implement this control as part of thei insider threat activities Usage Restrictions o Inotice(s): lobjects] to detect and protect against unauthorized
, ining Protection ional - n »
Ac23 Data Mining Protection - |onq flow down this requirement to relevant subtier contractors. Functional Intersects Wi ersonal Dats (PD) PRE54 " \(2) Wnat i authorized by the data subject, or authorized agent; and ® ldata mining
(5) inat s consisient wih appicale laws, egultion snd controctuel
obligatior
[Mechanisms exist to ensure management approvals are required for new [[Select stablish procedures; Implem
nterprises should assign access control decisions to support authorized access to the supply chain. Ensure that if a Jaccounts or changes in permissions to existing accounts. Irechanime] t ansire (reigrment. organzation-
ystem niegrator of exteral sevice provide s used here 5 consistency I access conirldecision requrements " omroua ldefined access control decisions] are applied to
. trol Decision: ‘ow the requirements are implemer is my requre defining such requrements I sevie v ction. tersects Wi anagement Approval For| |, [Each access request prior to accbes enforcement.
AC24 Access Control De 'S lagreements, in many cases as part of the upfront relationship established bet and system Functional Intersects WIth | Ney or Changed Accounts. 1AC-28.1 s
nbegrator of the entérprise and extemal service provider. Enterprises Should require their prime contraciors
implement this control and flow down this requirement to relevant sub.tier contractors.
Mechanisms exit to review the Security. Compliance & Resience Program l&- Develop, document, and disseminate
[udit and accountabity policy and procedures t include auditing of the supply chain iformation system and
[network. The audit and accountability policy and procedures should apprapriately address tracking activities and (SCR),including polcies,standards and procedres, at planned intervas or [Assnment; organizaton-defined personnel or
their availabilty for other various supply chain activiies, such as configuration management. Suppliers, developers, Periodic Review & Update ignificant changes occur o ensure thir conlinuing suitabilty. adequacy and froles!
au1 Policy and Procedures [system integrators, external system service providers, and other ICT/OT-related service providers activities should |  Functional Intersects With | of Security, Compliznce & |  GOV-03 [effectivent B 1. [Selection (one or more): Organization-level;
Inot be included in such a policy unless those functions are performed within the acquirer's supply chain information Resilience Program |ission/business process-ievel; System-level] audit
systems and network. Auit and accountabilty policy procedures should appropriately address supplier auits a5 a fand accountabilty policy that: o
[way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s |(a) iresses nurpos.e‘ scope, roles, responsibilities,
[audit and accountability palicy and procedures t include auditing of the supply chain information systems and [Mechanisms exist fo establish, mantain and disseminate policies, Standards lo. Develop, document. and lsseminate fo
udit and accountabillty polcy and procedures should appropriately address tracking activities and land procedures necessary for secure, compliant and resilent capabilties [Assignment: organization-defined personnel or
el ailabiity Tor other various Suspiy Chain civilies, uch a6 Confrguration management. Supplers, dovelopers, Publishing Securty, olsl )
AU Policy and Procedures  [system integrators, external system service providers, and other ICT/OT-related service providers activities should Functional Intersects With | Compliance & Resilience | GOV-02 5 [L. [Selection (one or more): Organization-level;
ot be ncluded n such o poliy Unless those functions are performed within the acquirer's upply chain information ocumentat [Missian/business process-level; System-level] audit
systems and network. Audit and accountabilty policy procedres should appropriately address supplier audits as a Jand accountabilty policy that:
[y to examine the quality of & particular supplier and the risk they present to the entarprise and the enterprise’s ) Adresses purpose, scope. raes, responsibitie,
[audit and accountabilty palicy and procedures to include auditing of the Supply chain information systems and Wiechanisms exit to facitate the implementation of enterprise-wide Jo- Develop, document, and disseminate to
o, Ly ] il Y Imonitoring controls. [Assignment: organization-defined personnel or

Inetwork. The audit and accountability policy and procedures should appropriately address tracking activities and

ltheir availability for other various supply chain activities, such as configuration management. Suppliers, developers,

AU Follcyand Proceaures system ntegrtors external ystem service providers,and other ICT/OT-related srvice providers acttes should Functional Subset Of Continuous Monitoring |  MON-01 10
o1 b included n uch 3 polcy nlesshose functons are performed witith acaurer's supply chain nformation

syslems and network. Audit and accountabil procedures should appropriataly address supplier audts a5 3

folesl:
I1. (Selection (one or more): Organization-level;
Pisson/business process lovl; Systemlevel audt
land accountability policy th

oy 1 examine the Guaiity of & particular suppler and the risk they present to the enterprise and the enterprise’s ) Addresses purpose. scape roles responsiilties,
mmitchent coordinati
e iechaniams exist o eview & Grgaing basis and escalite - dentiy the types of events that the system
source code. Information on such events should be captured by appropriate audit mechanisms and be traceable incidents i accordance wih establshed fmelines and procedures Eapanle o 10gging n Suppor of the audit function:
and verfiable.Information captured may include the type of event, date/time, length, and the frequency o [ASsignment- organization-defined event types that
ntlogging  |ocCurrence. Among ofher things, auditing may help detect misuse of the supply chair information Systems or ction: tersects Wi iy Event Montorin: the system is capable oflooginal
AU2 Event Logging network caused by insder threats. Logs are 3 key resource when identifying operationaltrends and long-term Functional Intersects With | Security Event Monitoring | - MON-01.8 s - Coordinate the event logaing function with other
oroblems. As such, enterprises should ncorporate reviewing logs at the contrack renewal point for vendors to lorganizationa entities requiring aut relat
Gerermine whether here s 3 &ystemic probiem. Enterprises shauld recure ther prime contractors fo mplemen Inormation » guide 3nd or he selection
i Contolan e dow ths requrerhent o elevart sc-er Conratiors Depaiments and agencies oul reer iteria for events ta be loaaed
JSOINare/RaraWare Changes, T1ed GHTETPES 1o SCEess SUpply CRar [nformation Systems, of e movement of iechanfsms exit to UEize & Securty Incigent Event Manager (SIEW). or Smilar - Idertify the types of events (hat the system 1s
Isource code. Information on such events should be captured by appropriate audit mechanisms and be traceable |automated tool, to support the centralized collection of security-related event [capable of logging in support of the audit function:
and verifable. Information captured may include the type of event, date/time, length, and the frequency of oo [Assignment: organization.defined event types that
o cvent Logging _|occuTence, Amang other things, auciting may help defect misuse of the supply chain information systemns or Functiona! tersects with | Centralzed Callection of | o o 5 fhesystom i capable of
aging Inetwork caused by insider threats. Logs are a key resource when identifying operational trends and long-term Security Event Logs. lb. Coordinate the event logging function with other
problems A such, enterrises shoud ncorporat reviewing Iogs a he cotrat renewal pn o vendors o lorganizationa entites requiring aut-related
etermine whether thre s 2 systemic problem, Enterprises should requre ther rime contractrs to mplement nformation o guide and iform th selecton
s control and flw cown tis recuirerment ta relevans i ier contraciors, Depart d anencies should refer
e audit records of a supply chain event should be securely handled and maintained In @ manner that conforms to Mechanlsms exit to configure Technology Assets, Applications and/or Services fEnsure that a0 records contam formation hat
record retention requirements and preserves the integrity of the findings and the confidentiaity of the recor (TAAS) to produce event logs that contain sufficient information to, at a fstablshes the following
information and its sources as appropriate. In certain Instances, such records may be used in adminisrative or legal minimurn: . nktype of event occurred;
AU-3 Content of Audit Records Dmceedmgs Enterprises should require their Functional Equal Content of Event Logs MON-03  [(1) Establish what type of event occurred; 10 " When the event o
rime contractors to implement this control and flow down this requirement to relevant sub-tier contractors. I(2) When (date and time) the event occurred; [c- Where the event Ottwﬂﬂ
Departments and agenies should refe to Appenc F o implement tis quidance i accordance with Excctive (2) Where the event occurred; - Source of the event;
e o, e e Rt Cyboreapenty ) e sourceof the event; e Outcome ofthe event; ang
(s 2
[The enterprise should ensure that both supp (ham and information security auditable events are appropriatel Me:hamsms exist to utilize a 59‘“”W "““ t EVE"‘ Manager (SIEM), or 5""“5' e "9‘”9"‘ a d anal yze 5Y5 em audit '““’ ds
[The ent z;:, se shoul ensurethat both supply chaln and nformation secury audiable events re app ; y btomated 1. fo Support the contralzed colloction of securty related even FActianment: organzstion-denned frequencyl for
it Record Review, [/eCoRTIE © have an Invalt daal Sgnarure, e et cation o the patch afival qusiiies 35 3 suppl Centralized Collection of foas. ndications of Assgnment; organizaton-defined
A uit Record Review LTEIC ouen e an Malis sinature 5 nformation securty sudtabis svet. Te cormbinaton o hese two | Functional Intersects witn | Ceptrelaec Colection of | wono s [nappropriate or unusual activity] and the potenta
: POTING levents may provide information valuable to CSCRM. The enterprise should adjust the level of audit record review 9 impact of ;"E inappropriate or unusual activity;
4 on the risk changes (e.0., active threat inte, risk profile)on a specific vendor. Contracts should expicitly o fepert fningeto [Assignment. organiztin-
adress how audt findings will be reported and adjudicated: ined personnel o rolesl and s
[me enerpriseshouid ensure that bt suppy chain and information securly audiable event ae appropriate) [Mechanisims exist to adjust the level of audTt review, analysTs and reporting . Review and analyze system audic records
B e e et s e e o avoruing heesk formaton rom I anfarcement naustey Fhcsrsmment, organiectiom.deined requencyl for
e T o o e e chal associations or other credible sources of threat nteligence. ndications of [Assignment: organization-defne
Aus JJudie Record Review. audwtah\e evants whila an Vel ignare 4 o Inormation securty AUAEAIE event. Tne Corminaton of these two | Functional | Inersects With | AuditLevel Adjustments | MON.02.6 5 [nappropriste or nusualactvity) and the potential
ysis, and REPOTING o ents may provide information valuable to CSCRM. The enterprise should adjust the level of audit ecord review pact of the Inaporopriate or unusual actuty;
Dased on the risk changes (e.0. ctve threat ntl, isk profle) on a specii vendor. Contracts should expliciy indings to [Assignment; organization-
adress how aut findings will be reported and adjudicate amnm pmnnew orrles] and )
[RUTorated mechanisms exist 1 correlate both techmcal and non-Techrical [Comrelae iformatin from mmm\ Sources.
" ew information from across the enterprise by a Security Incident Event Manager Jwith audit record information to enhanc
Lt Record Reven. | .scay contet, nonochnical sources nclude cranges  th entrprie’ ety o perationl iy, e o i kot 00, B cetnce erammsavancaide tuatona rgamtion wise Seumtona swareness
AU5) sl and Reporting | |changes to the procirement or contracting processes, and notfcations from suppliers, developers, system Functional tersects witn | Correlate Monitoring | o oo fawareness. 5
Correlation wth " lintegrators, external system service providers, and ofher ICT/OT-related service providers regarding plans to Information
anformation fom . |update, enhance, patch, o retire/dispose of a systemcomponent
[Mechanfsms exit fo uiize & non repudiation capabilty To protect against an [rovige Teiapie evidence t an maviaua o
Enerpriesshouid implement nonrepuditon techiquesto protect the rginalty and inteity of both nformatn individual falsely denying having performed a particular action rocess acung on befalf of an nddue
ystems ad the supplychiain network Example o whot may reaire non-repditon ncluge suppy i Periarmed [Aasignment. organisation-dcined
g ata . sopply chain Gelvery acceptance iormation. For " onRepudintion § Fctions to be covered by non-repudation]
AU10 linformation systems, examples may include Functional Equal Non-Repudiati MON-09 1o
patch or maintenance upgrades for software as wel as component replacemens in a large hardware system
IVeriying that such components originate from the OEM is part of non-repudiation
echanfsms exit to bind the identity of the Information producer to the [ Validate the Binding of the nfermation producer
information generated. dentity to the information at [Assignment
ization-defined frequenc,
Non-repudiation | Validate fr e relationship of d @ component within the supply chain. Therefore, (o pertorm iz
AU1002) Binding of Information | 113 ethancement validates the relationship of Ponent within the supply chain. Therefore. it | gyctional Intersects With Identity Binding MON-09.1 s (b perform [assignment: organization-defined
roducer identity ority of pr Jactions] in the event of a validation error.
fechantsms exist o perform Ggial forensics and mainiain the TEegrity of the [¥aintai reviewer or releaser credentals within the
chain of custody. in accordance with applicable laws, regulations and industry- letabiished chain of custody for information
recognized secure practices. Feviewed or released
AU-10(3) enepuditon | Chai o chln of eustody s fundamental o rovenance and aceabiy i th supply chain- It o helps th verifeationof Functional Intarsects With Chain of Custody & 1RO-08 5
iechanfsms exit i provide an event g report generation capabilty fo a1d [&Provide audt record generation capailty for the
Enterprises should ensure that audit record generation mechanisms are in place to capture ailrelevant supply chain| detecting and assessing anamalous actvitis levent types the system s capable of auditing a5
auditable events. Examples of such events include componen version updates, component approvals from. ldefined in AU-2a on [Assignmen: organization-
I Record Generaton [ECeptance testng esuls,logitics data-capturng inventry, o ransporttion Information Entrprses should nction: tersects Wi onitorin n ldefined system componentsl:
AUz Audit Record Generation |4 ire their prime contractors to implement this control and flow down this requirement to relevant sub- Functional Intersects With Monitoring Reporting Mon-06 N lo. Allow [Assignment: organization-define
KContractors Beparrments and agencies should rfer o ARper F £ mplement I Guidance i accordance with Jpersonnel or rles] to select the event types that
Executive Order 14025, Improving the Nation's Cybersecurity. et o agge b spciic companent of e
o AN AP ¥ P o M O O Ao Wechanfsms exit to monior for evidence of unauthorized exfitration or - Monlor [Assgnment: organTzaion-defined open-
lincreases the risk to that system. Enterprises should ensre that monitoring is in place for contractor systems to (disclosure of non-public information. fzif;n:?f:.:?wg:nﬂ(gn ‘dg;""";:ﬂ“;mm] o
Avaz o o o e i acsoraance with chrpise Sehed Sme Faes ah o Soon 23 sl th evenrof | Functional kqual [VMoitoring For nformation) o5 10 [evidence of inouthorized isclosure
Disclosure any potential o actual unauthorized disclosure. Enterpises shouldrequre thei prims contractors o implemen isclosure forganizational information; and
[this control and flow down this requirement to relevant sub- ontractors. Departments and agencies should refer| If an information disclosure is discovered:
o Appendix F to implement this guldance In accordance wih Executive Order 14028, improving thé Nations J. Notty [Assignment; organization-defined
Mechanisms exit 1o provide session audt capabiliies that can: - Provide and Implement the capabilty Tor
terprises should include nonfederal contract employees in session auis o identity security risks in the suppi (1) Capture and log ailcontent related to a user session: and [Assignment: organization-defined users or roles] to
e e O e e ot i1 ihe supplY |(2) Remotely view all content related to an established user session in real [[Selection (one or more): record; view; hear; log]

hain. Enterprises should require their prime contractors to implement this control and flow down this requirement

AU14 Session Audit ko elevant sub-ter contractors, Departments and agences should rfer to Appendix F o mplement this guidance Functional Equal Session Audit MON-12
in accordance with Executive Order

28, Improving the Nation's Cybersecurity.

[time. 10 [the content of a user session under [Assignment:
lorganization-defined circumstances]; an
lo- Develop, integrate, and use session auditing
lactivities in consultation with legal counsel and in
licahle | 2
[Assignment: organization-defined methods]|

[Mechanisms exst to coorainate sanitized event 1ogs among external

lorganizations to identify anomalous events when vent Iags are shared across for coordinating [Assignment: organization-defined
ross-organizational Audit | C:SCRM context, this controlincludes the enterprise’s use of system integrator or external service provider 055 Organizations organizational boundaries, without giving away sensitive or critical business laudit information] among external organizations
AU16 Cross-organ eatien! Audtinrastructure. Enterprises should add language to contracts on coordinating audit nformation requirements and Functional ntersects witn | 05 organlzaonal | yon-1g - (date 5 Junen audt nformation s transmitted across

information exchange agreements with vendors.

[Mechanisms exst to share event logs with third-party organizations based on [Provide cross-organizational audit information to
Ispecific cross-organizational sharing agreements. [{Assignment: organization-efined organizations]

lbased on [Assignment: organization-defined cross-
lorganizational sharing agreements].

ts system integrators or external services providers, enterprises should establish a set of requirements for the

pro
Cross-organizational Audit enterprise, 2 service-level agreement of the type of audit data required versus what can be provided must be
AU16(2) Logging | Sharing of Audit [agreed to in advance to ensure that the enterprise obtains the relevant audit information needed to ensure that Functional Equal Sharing of Event Logs | MON-14.1 10
Information lappropriate protections are in place to meet its mission operation protection needs. Ensure that coverage of both
the information systems and supply chain network are addressed for the collection and sharing of audit information
[Enterprises should require their prime contractors to wmp\ement this control and flow down this requirement to

[lntegrate the development. and essment and authcnzatmn nohnes and ‘procedures for SUpply [Mechanisms exist to facilitate the implementation of security, compliance and a. Develop, document, and disseminate to
Integrate the development and Implementation of assessment and authorization policies and procedures for Supply [Mechanisms exist to establish, maintain and disseminate policies, standards, la. Develop, document, and disseminate to
e D T S e S e, [rss

oAt Policy and Procedures | B0, 0 Contro assossment and authofisation. The C.SCRM policy ahould defne SCAM roles and Funcional | Intersects With | Compliance & Reslence | GOV-02 S Ritoniminen el Syl
nregrate UVE ﬂeve\opmen( and imple emen(atmn ol assessmenl and al monza(lon pohues a"ﬂ procedures for supply [Mechanisms exist to review the Security, Compliance & Resilience Program [a. Develop, document, and disseminate to

oy na e [SEERC tie hls iy s ESER e o sl Mg O SO LT O | | s | SRR IR couon e s s e more: rniten e
resvenslhm(les within lhe enterpnse for conducting cnntm\ assessmen( and authorization, any dependencies . 9 [assessment, authorization, and monitoring policy

a2 oo ASSSETN et et o devetp o Srsegy o alectng ormaon ki sy o crgugng it | PNl | Itersecs Wih | Secury Complance | crLoaz2 s m?’als and conral ennancements under
[Ensure l at the (untm ‘assessment plan m(nrpnrates relevant C-SCRM controls and control The [Me« <hamsms exist m per‘nrm In!nrmatmn ‘Assurance Program (IAP) activities to 3 Sele:t the appruunate assessn

Secure Controls Framework (SCF) 20f11



Set Theory Relationship Mapping (STRM)

FDE Name

al Document Element (FDE) Description
NIST % 300-161 K1 Supplemental ¢-SCAM Guidance
[Ensure that the control assessment plan Incorporates relevant C-5CRM controls and control enhancements. The.
contolsssessment shuld cover the sssessment of both nformtion syters and the supply chan and ensure that
rolenhancernents ae ientid and used for

STRM
Rationale

NIST 5P 800-161 R1 - LEVEL 3

STRM
Relationship

SCF Control

Security, Compliance &

Secure Controls Framework (SCF)
Control Description
IMechanisms exist to assess security, compliance and resilience controls in
system project development to determine the extent to which the controls are
correctly, operating as intended and producing the desired

strength
Rerstomin

version 2026.1 x000a_03/27/2026

Jo- Select the appropriate assessor or assessment
fteam for the type of assessment to be conducted;
lo- Develop a control assessment plan that describes|

" et |assessmer K assessmants can includs Inormation rom SUBBIY aUGTS, rviews. and supply chainelated nction tersects Wi iy, Com ouicome with respect to meeting the reauirements. e scope'f e assessment nciai
a2 Control Assessments |- Enerorises shauid evelop a airateoy for callecing nformatin, muding » sirategy for engagng with | FUNCHonal | intersectsWith | Resiience n Project | PRU-04 P s eancements nder

|providers on supply chain risk assessments. Such collaboration helps enterprises leverage information from 9 [assessmer
proicers. et reaundancy ey potental ourses f oo for ik responses, and edice e buren on - Resaemant procedures to be used to determine
rouiders. CSCRM personnel Should review the control assessm ontrol o
[Ensure ‘the control assessment plan incorporates relevant C-: SCRM cnnlm\s and control The [Mechanisms exist to formally assess the security, compliance and resilience 3 Sele:t the appropriate assessor nr a
[control assessment should cover the assessment of both information systems and the supply chain 3"6 ensure that |controls in Technology Assets, Applications and/or Services (TAAS) through [team for the type of assessment tc
an enterpriseelevant baseline st of Cnrols and control enhancements are gentifed and used Information Assurance Program (AP) scivities (o determine the exten t b Bevcion  conerol scccsament pan ot deccrbes

a oot Assessments.|oeeeoment Contol assesemnts can nelude oraion om Supbler sudts reviens. and supply n-elaied | L Assessments 1A0.02 | Which the controls are impiemented correctly, operating as intended and 5 fhescope of tne assessment inciudin
Information. Enterprises shouid develop a srategy fo Collecting information. cluding a strategy for engaging with prodlicing the desired utcome with respect to meeting sxpected 1. Controls and coniral énancements under
roviders on supply chain isk assessments. Such collaboration helps enterprises leverage information from Fequirements, lassessment;
providers, reduce redundancy, entify potentil courses of actio responses, and reduce the burden on " Assessment procedures to be used to determine

roviders. CSCRI personnel Shoud review the control assessment. oniral o
Bt (st the contTol aSsessment pan InCorporates refevant C.SCRVT ontrols S ComtroT Wechanisms ex/t o requialy review processes and documented procedures b Select thé aionate ssemsoror amesament
onto ssessment oul cover the ssessment of ot nfarmaton sysems and e upoly chl and ‘ensure that o ensure conformity with the organization's security, compliance andior o for the type of assessment to be conducted;
n enterprise-relevant baseline set of controls and control enhancements are dentified and resilince policies, standards and other applicable requirements. - Develon 3 Cartrl assessment pan tha descres|
an ool Rssessments.|rocessmnt:Conra ssessmets con nlude iformion rom soppier audes: eviens,and sopely chanrelated | g | o | Secuty. Complonce & | oo s fhe scope of tne assessment inciicing:
Iformaton. Enterpriss o evelop 5 srategyfor calecing ormato, dudng @ Satey o engaging Wit Resiience Assessments I Contlsond convl ennancements under
providers on sUpply chain isk assessments. Such collaboration helps enterprises everage informatior fassessm
providers, reduce redundancy, identiy potential Courses of ction for risk fesponses, and reduce the burden on Assessmen! procedures to be used to determine
oroviders. CSCRM personne should reuiew the control assessmen
icchanfsms exit fo conduct specialized assessments fr Iide o6 par of contio assessments
(1) Statutory, requlatory and contractual comphiance obigations:
Enerpriesshouid use o variety ofassessment techniues and metnodologes, such s continuous mritoring (2) Monitoring capabilties
g Control Assessments | _|insider threat assessment, and malicious use e assessmant mechanisms are contextspecine and 022 |(3) Mablie devices
cA22) Specialized Assessments |require the enterprise to inderstand s supply Choin and m define the required set of measures for assessing and Functional Intersects With | Specialized Assessments | - 1A0-02.2 |3 o CC s
Veriying that appropriate protections have been implementea. (5) Appication securi
(6) Embedded technologies (e.g., loT, OT, etc.); nidernreat assessment; erformance and oad
ineraii koo
Mechanisms exist to accept and respond o the rewult of external assessment] [overage the romdis o contio assesaments
For C.ScAM,enterprise should use external security assessmentsfor suppliers, developrs syste ntegratrs [that are performed by impartial, external rganizations periomea by Resgnment argonizton defnea
Contol posessments | [BASmBl yste sénvceproviers.and fhr CT/OT el senvice provisrs. Exerna ssesaentsnc [external organization’ on [Assignme
ontrol (5| |certfcations, third-party assessments, and - in the federal context - prior assessments performed by ot o Third-party Assessment lorgarization-detned systeml when the ssessment
ca23) Leveraging Resuts f0M |departments and agencles. Certifcations from the International Enterprise for Standardization (1S0). s atona! Functional Eaual Reciprocity 1h0-02:3 10 Feets Assignment: organization-define
9 lInformation Assurance Partnership (Common Criteria), and the Open Group Trusted Technology Forum (OTTF) may lrequirements]
alo be used by non-federal and federal enterprises aike. I such certfcations meet agency needs.
T GEveToers Sy et el yater eV v O CTIOT e sees provaers v Wechanisms exit to authorize Connections from systems o e systerns Pprove and manage The exchange of
i some coces “supplers. Froper Serceewe sgrcements shouldbe  lce t ersire complonce o ysters Lising Interconnection Securiy Agreements (SAS) o similar methods, that [formation beteen the system and other systems
iformatonexchange e Tred o ne e ormaton between sstes n ‘ o secu document, fo each interconnection. lusing [Selection (one or mare): interconnectio
tormaton Exchange. | Terant Secuty o privacy domals wih ATerent Securty or racy polcs irodces he sk ot s ction tersects with | Interconnection Security 05 |(1) Iterface characteristics: Securty agreements; information exchange security
CA3 nfe ttion Exchange | angfers violate one or more domain ‘security or privacy policies. Examples of such mlermnne:mns can include: Functional Intersects With Agreements (ISAs) NET-05 1(2) Security, compliance and resilience requirements; and; s its; mer inda of understandi
jevelopment and operational envi mnment etween the enterprise system integrat |(3) The nature of the information communicated. service level agreements; user
- Prodct updste/patch management connection (o an off the-shelf suppl: nondisclosure agreemen
< Dats request and retieval fansactons i o processing System thar resides on an external ervice provider i aanization
iechanTsms ex/t to Govern [entiied efciencies (@13 Pl of Action and o Bevilon o planof acon and mestones or e
st for and inc nformation e 2up y
it Tor CSCRM S e Bothinformation sstems an the Spply chain. The C-SCRIM POAEHM should inclse chiones (POAEN, o S methodeiogs) e tommaly documente, o s e o dobument s plamnes fomod i
Irecommendation for comy \etvon hemre or after system aulhanta!mn, the resources required to accomplish the iminimu: [pctions of the "'93"'“""” o corect weaknasses or
cas Plan of Acion and 3" estones tabilined to meet the tasks, and the Schedled completon dates or the miestones and tasks, |  Functional | Intersects witn | Capabiities Deficency | jyq,05 1) Defciency racking number; s fiticienciesnoted during the assessment of the
Mileston: e enerprise shoul ncude elovant mmesses lhe impact of weaknesses on information systerms of the supply Tracking (2) Applicable security, compliance and/or resilience control; rols and to reduce or eliminate kno
ain. any remedation to address weaknesses, and any continuous monitoring actvites in its C-SCRM POAGM. The (3) Description of the deficiencyies) biinrabiies n ne sytem: an
C 'SCRM POA&M should be included as part of the. aumoman jon L’M Risk associated with the deficiency(ies); [b. Update existing plan of action and milestones
Mechanisms exit to ensure Technology ASsets; Applications andjor Services b sl o th athor g o
utnoriing o shaud include C-SCRM in autharization decisions. To accomplish s, suppy chain s ans (TARS) are officialy authorized prior t +go e I & production environment. for the
compensating controls documented in s or2stem secrity plansand he . ould be o Ackion » semior fficial as the autherizing offcial
' thorizati entet e suthoronon pacikagt a2 part f the docion making ocors RSks et be devarminad: et . ity Authorizati ' mon controls avaiable for Inheritance by

A6 Authorization lassociated compensating controls selected based on the output evmu:ahty‘ threat, and vulnerability analyses. Functional Equal Security Authorization 10-07 10 [organizational syster
[Authorizing officals may use the guidance in Sectio 2 of ths document a5 well as NISTIR 8179 to guide the € Ensire ot the autorizng aficalfor e ysten
assessment process ptore commencing peration

ot
WiechanTsms 6x7s fo employ trend analyses fo Gerermine ¥ security control [Embioy endanahyscs 1 detamine F control
mplementations, the feauency of continuous monitoring actvties, and/o the Implementations, he freauency of continuous
. | [menormasion gavered urng contnsous monicrngsen anlyses srves s npt o CSCAM decions, ypes of actviies used in the continyous monioring process need to be Imonitoring activiies, and the types of activties
g ontinuous Monitoring | [including critcalty analysis, vuinerabilty and threat analysi, and risk assessments. It also provides information onot . . 06,2 |modified based on empirical data lused in the continuous monitoring process need to
CATE3) Trend Analyses. |th: n incident response and potentially identify a supply chain cybersecurity compromise, including Functional Equal end Analysis Reporting | - MON-06.2 10 lbe modified based on empirical
an nsider threat.
[F5 e enterprise’s 3Bty To GSEabITeh The provemance of Components, Teluding ekl and fracing Brerm Trouh Wechanisms exit to acltate the implementation of configaration = Develop, document, and diseminate to
Jthe SDLC and the supply chain. A propery defined and implementad configuration management capabiity provides management controls [Assignment: organization-defined personnel or
reater assurance throughout the SDLC and the supply chain that components are authentic and have not froles
ey and o Inappropriately modified, When defining a coniguration management policy and procedures, enterprises should ction figurat 1 (Selection (ane or more): Organization-level;

ML Policy and Procedures |, qress the full SDLC, including procedures for introducing and removing components to and from the entervnse s Functional Subset OF Program cre-o1 B [Mission/business process-level; Syslem -level]
Informaion system ement policy should incorporate confguration e lconfiguration management policy
Iretention for Configuration iems and corresponding metadata: and tracking of the connguration rem o) Adresses purose, sope, e, responsibites,
and s metadata, The enterprise should coordinate with suppliers, develapers, system ntearators, external ystem
mmee*—w—Lm—ﬁr—L——ﬁH——u—H—Mmm 5 10 €stsBih the provensnce of componeits. including tacking and raci them throud ECharers oSt e e e Scinty, Complance & RESence Program e eveion, Socument. and Gasernste t
[the SDLC and the supply chain. A properly defined and implemented configuration management capability provides I(SCRP), including policies, standards and procedures, at planned intervals or if [[Assignment: organization-defined personnel or

er assurance throughout the SDLC and the supply chain that components are authentic and have not been periodic Review & Update Sanificant changes occur to ensure their ontinuing sutabilty, adequacy and Foles:

. solcy and Procedures_|NaPPIoprately modiied: When Gefining o confguraton management polcy and procedures, nterprises should Functional | ntersects witn | LpaciicReview G update | s [eectiveness s [niSelecton one ormore:oromiztomeve
adress the ful SDLC. Including procedures for niroducing and removing comporents t and rom the enterprise's securty, Compliancs pissanbusiess processever Systerevel
linformation syslem boundar ‘configuration management policy should incorporate configuration items, data 0 [configuration management policy

tention o Confguraion (s and coresponting metadats, an rackng of i conouraton e o) Adireses prpote, sco,roles, resvonswbvhtwes
ang s metad enterprise Should Coordinate with Supplies, developers, sysiem inteaators, external systern
lomeen!evpnsesabm!y S the brovenance o eompeneris m(mmg Hacking and traciig them throdsh Fechanisms exit to establsh, maintaln and dsseminate poicies, standards 5 Biveiop, document. nd Ssseminats 0
the SDLC a ein. & roper dfined and Imemente raion management capabity provides and procedures necessary fo secure, compliant and restlent capabilties [Assignment: organization-defined personnel or
oreatersssrance voughout the SOLC and th supply e that components are authentic and hav publishing Security foles
i ures [Mappropriately modi fed: When def rvmg onfiguration management policy and procedures, enterprises should unction o i o e » 1L [Selection (one or more): Organization-level;
1 Polcy and procedures iR SOLC, inluding procecures fo miroducing and removing components t0.and from the enterprise's | Functional | ntersects With | Complance & Resilence | GOV-02 5 |Mission/business process lovel Sysemievel
Information system boundary. A configuration management palicy Should ncorporate configuration tems, data lconfiguration management polic
ki f theconfguraton e o) Adireses prpose, scos,rols, esponsibiies,
st mal systern
SaTing point1or acking changes (o companeit. code; andlor Setings throUGNOUE Wechrtems e o review and updae ozl onfouratons b evelop, dacument. and i Gnder
e SDLC. Regular réviews and updates of baselne contgurations (1. e-baselining) are citcal for traceabitty andi 1) At east annual ontratoncontrl. > crrent bos
provenance. The baseline configuration must take into consideration the enterprise's operational environment and (3) inen equned due o so congratonof e 5stem:
" lany relevant supplier, developer, system integrator, external system service provider, and other ICT/OT-related e (3 As port of system componant Instalations and upgracdes. lb. Review and update the Seceine configuration of

M2 Baseline Configuration | oryice provider involvement uith the organization’s information systems and networks. If thesystzm integrator, Functional Intersects With Reviews & Updates CFG-02.1 5 lthe system:

[for example, uses the existing organization's frastructure, appropiate measures shouid be taken (o 1 {Assignment: organizationdefined frequency
establish a baseline that relocts an appropriate set of agreedupon cier for access and operation. e Wher reqired due o nsignment: argaizatin:
Enterprses <hould require thei prime Contractors to mplement this control and flow down tis requirement to nedt
PSS et B iR Ao bact g dhanes o ompondie code Snorsetings drougrone Fecharie et el documert s zecre Eaeene B evelon. Socimant, and et under
lhe SDLC. Regular reviews and Updates of baseline [ and Services (TAS) that conttrofon contrl o curent bseine
provenance. The baseline configuration Must fake ino consieration the enlevpnsesopevanona\ envronment and e Consstant wi sty accepted syatem ardaning standards lonfiguration of the system;

e Confiouration[anY relevant supplier developer, system integrator, external system service provider, and other ICT/OT-relat ction tersects wi Secure Baseline - Review and update the baseline configuration of

M2 Baseline Configuration |, yice prnmderlnvalvement with the ﬂrgamzatmn 's information sy ter ind networks. the system mtegratnrv Functional Intersects With Configurations. CFG-02 s [the syster
forxarole v the et organzain'snirstucure,sppoprte messires o e taen o 1 {ASsignmen: organization-defined frequency
establish 2 baseline tha reflects an appropriate set of agreedupon critera for access and opera . When required due to [Assignment: organization-
Eeriocs Shoul etuire el e Contactors o raement s Conrel and o doun tastequrement o

echanisms exist to manage baselin configurations for Gevelopment and test s o baceine confoiraton o yters
enuironments separately from operational baseline configurations to minimize ldevelopment and test environments that
Sasetine Coniuration| T enterpriseshould malntin o equiethe maintenance of a baselne confurationof applctle supplers, Development & Test [the risk of unintentional changes Fronssedseparate o tne opeators| pseine
cm2(e) Development and Test |developers, system integrators, external system service providers, and other ICT/OT-related service providers Functional Equal Emronment cre024 10 |confiuration
ruironments - [development, test and ataging, f applicable) environments, and any configuration o ntertac Configurations
Enterprses should determine, implement, monitor, and audit configuration settings and change controls within the FiechanTsms exis To Factate the Tmplementation of 3 change management o DETEI 3 G e pes o Chanoes
Ifomaton sysiams and ntorksan ougnout he SDL. The Conrlsupprisracesbity or CSCRM. The rogram. e system hat are configuration-controled
[below NIST SP 800-53, Rev. 5 control enhancements - CM-3 (1), (2), (4), and (8) - are mechanisms that can be used eview ed configuration-controllex
M3 Configuration Change  |¢o " s pi to collect and manag han e control data. Enterprises shnum require their prime contractors to Functional Subset Of Change Management CHG-01 10 [changes to the system and approve or disapprove
Control implement this control  this requirement to relevant sub.tier contractors. Departments and agencies Program fuch changes with xplicit cansideration or security
lshould refer to App!ndlx Fto \mp\ament this guidance in accordance with Executive Order 14028, Improving the fond privacy impact analys
Fhoud efer to Append cumere ::ﬂﬁguval\nn Change decisions
Erterprises should determine, mploment, monior, and audt confguration setings and change control with the Wechanisms exit o govern the technical configuration change contral - Setermine and documant the types of changes to
information systems and networks and throughou the SDLC. This control supports traceabilty for C-SCRM. The fprocesses.
Coniguration Change | PeoW NIST S 80053, Rev. 5 control enhancements - CH-3 (1), 23 (4, and (8) - are mechanisms it can be used Configuration Change
3 s et for C-SCRM to calect and manage change contoldata. Enterprises sholld require their prime contractors to Functional Intersects With s e CHG-02 5
implement this control and flow down this requirement to relevant sub-ier contractors. Departments and agencies
Shoud refer to Appendi F 1o implement ihis Quidance in accordance with Execugve Order 14028, Improving the Y
houd efer to Append € Documentconguraion Change decisions
iechanTsms Gxi fo pronibit imauthorized changes, unless organization A Grmant: oo sation defned automated
Confguration Change Enterpriss should dfine o et of sstemchanges tht re a1 the prtection of the nformatin system and approved change reduests are received Imchanond to
Contrl AUtomates e underyingor neroperatng sysesan networks These cranges oy be defned Lased o' crcliy ) Document proposed chanes to the system:
CM-3(1) Documentation, lanalysis (including components, processes, and functions) and where vulnerabilities exist that are nc Functional Equal Prohibition Of Changes CHG-02.1 10 ((b) Notify lﬂS:\qnment'crgamza:cn— efinec
Notification, and Iremediated (e.g., due to resource constraints). The change control process should also monitor vorchanges that W’”"“' autt "‘es]: "g op "‘“"995 tothe
Prohibition of Changes  [may affect an existing security control to ensure that this control continues to function as requirec 'ange aj
ges [may g security qu & ngm\ght oromied chamgen e the system that
Raraved or Gisanorovec within
Wechanisms exit & verlty the functionality of securty, compliance and et ahite: ang Gocarment chamges o the system
resilince controls following implemented changes to ensore sppicable Ioefore finaizing the implementarion of the changes.
CO"WQWSIUO" Change ’ icontrols operate as designed.
a2 Cortrol | Testing.  (res, vaidate, an document changes to the system before inalizing implementation of the changes. Functional | Intersects witn | Conol Functionalty | .o s
Ibocumentation of Changes|
iechanfsms ex7t To spproprately test and docUment proposed Changes 1 3 [Fe=E. validate, and document changes to the system
non-production enviranment before changes are implemented in  production Joefore fnaiizing the implementation of the changes
Configuration Change environme:
omM32) T oresting:  ITest, validate, and document changes to the system before finalizing implementation of the changes. Functional mersecs i [Tt Valdote & Document| .65, s
Ibocumentation of Changes
Wechanisms exit to nclude a cybersecurlty andlor Gata protection [Requie TAssignment: organzation-defined security
representative i the configuration change control review process. land privacy representatives] to be members of the
[Asslgnment: organization-Gefined configuration
Configuration CNaNgE . |pquire enterprise security and privacy representatives to be members of the confguration change contro Securiy, Compiiance & I
e ontal Securty ana _[Requre enterp ty and privacy representatives to be members of the confguration change control Functional taval | Resilencé Reprosentative | CHG-02.3 10 [ehenge contol clement]
Privacy Representatives for Asset Litecycie Changes|
[Auformated mechanisms Xt fo roriRor, enforce and repart om configurations [Frovent o restrict changes o the confguration of
for endpoint devices. he system under the following circumstances
Configuration Change [(Assianment; organisation-defined circumstancesl.
CM-3(8) Control | Prevent or |Prevent or restrict changes to the configuration of the system under enterprise-defined circumstances. Functional Equal Configuration Enforcement|  CFG-06 10
Restrict Configuration
Changes
[Enterprises should take changes to the information system and underlying or interoperable systems and networks [Mechanlsms exist to analyze proposed "‘5"9‘5 for potential security impacts, [analyze changes to the system to determine
lunder consideration to determine whether the impact of these changes affects existing security controls ai [prior to the implementation of the chany [potential security and privacy impacts prior to
rrants additional or dfferent protection to maintain an acceptable level of cybersecurity isk throughout the Security Impact Analysis [change implementation.

ma Impact Analyses  [Supply chain. Ensure that stakeholders, such s system engineers and system security engineers, are included in Functional Equal by Impact Analvss | cic.o3 10
Ehe impact analysis actvities to provide thelr perspecties for C-SCRM. NIST SP 600-5. o enhancement
-4 (1) is a mecharism that cah b used to protect the information system from vuinérabiities that may be
ntroduced through the test environment.

Wechaems €75 o manage separate Geveopmert estng and operaton Jieyze changes o e syatem 3 separat st
e o redice 42 ofurahored cees o gt e lenvironment before impiementatio

mpact An ratenlyze changes to the system I o separatetest environment before mplemerting them Ite a aperatonal Separation of perational d o production Technoloy perational k. looking Y

cM-4(1) I "a" Analyses | Separate| Enwmnmenl and look for security and privacy impacts due to flaws, weaknesses, incompatibility, or intentional Functional Equal Development, Testing and|  TDA-08  [ASsets. Applications and/or Services (TAAS) 10 [privacy impacts flaws, weaknesses,
CEnvironments T Gevelopment, Teting and Ircompatity.or ntenton matce
Wechanisms ex/t o define, document, approve and enforce 3ccess [Define, document, approve, and enforce prysical
restictions associated with changes to Technology Assets. Applcations andfor Jand logical access reatrictions associated wit
enerpriesshouid ensure that requirementsregaringohysicaland logica access restrictions o changes o he Services (TARS) [changes to the system.
Access Restrictions for [information systems and networks are defined and included in the enterprise's mplementation of Governing Access y
M5 Change |restrictions. Examples include access restriction for changes to centrally managed processes for saﬂware Functional Intersects With Restriction for Change END-03.2 5
Component updates and the deployment of updates or patches,
iechanisms exit o enforce confiuration restrctions T an effort o restrict [befine, document, approve, and enforce physical
the abilty of users to conduct unauithorized changes. land ogical access resurctions assocated with
Enterprises shoud ensur that requrements regarding onysicaland logicl access restrictons for changes t the lchanges to the system.
Access Restrictions for information systems and networks are defined and included in the enterprise's y Access Restrction For
M5 Change Irestrictions. Examples include access restriction for changes to centrally managm pm(assas fursnftware Functional Intersects With Change CcHG-04 5
component updates and the deployment of updates or patches
Wechanisms exit & perform sRer the-fact reviews of configuration change () Enforce access restrictions using [Assignment
logs to ciscover any unauthorized changes lrganization-defined automated mechanismsl; and
acess Resrctons o | s . ) ’ S . [(5) Automatically generate audi recors of the
e ulamatsEnterpriss should mplement mechanims 1 ensure aulamated access enfocement and audting of e ction utomated Access y leforcement actons.
CM-5(1) Access Enforcement and [information system and the underlying systems and networ Functional Equal Enforcement / Auditing CHG-041 10
it R
ecaoms e o et sftvare Trary privieges o hose mavidoas [ privieges o change software resident Wit
with a pertinent business nead for sc oftware iraries
nser fAccess Restrictons o7 enterpisesshould note hat software libraries may b consdered configuration fems, access to whichshoud be. | i) coul Lbrary privieaes | cHo0as o
anmIeges 'Y |managed and controlled. a i 0
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etworks and throughout the SOLC. Metnoc of Gueesioht melide perlodic vor eation reporting, and evien. Mechanisms exit to develop, document and maintan secure baseline - Establish and document configuration settings for
Resuiing mmrmaeiﬂ iy be shared with various paries that have access Lo, are cornected o, of enga Technology Assets, Services (TAAS) that lcomponents employed within the systen tha
itk P el Rk o A A w1 A e Conastent wi vt sccepred yaiom hardening stancrcs reflect the most restrictive mode consistent with
e Configuration Settings |and approved before they are implemented. Configuration settings should be monitored and audited to ale Functional Intersects With Secure Baseline cre02 5 [operational requirements using [Assignmen
designated enterprise personnel when a change has occurred. Enterprises shauld fequire theirprime contractors to 9 rganization defned common secure
limplement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies. [configurations|
[should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Implement the configuration settings;
e and raghout e SDLC Hetnods o uersgt e peroc vercaton. eporig.and revew echarame €7t o docUment. s 1K o7 Sppove o ey Gevitions 1o o E5tblih and documentconfuraton seings o
[Resulting information may be shared with varvous parties that have access to, are cor ted to, or engage in the [standardized configurations. -Ompone ployed within the system that
KCreaton of the nterprises Informatlon systems and neTworks on a need-to-know basis. O\ar\qesshnu\d be tested Approved Configuration [reflect the most restrictive mode consistent with
cme Configuration Settings |and approved before they are implemented. Configuration “etingsshou be montored and e Functional Intersects witn | APProved Confg cre027 5 foperational requirements using [Assignment:
SeSighated anterprice bersonmel e 5 change nas occured. Evcerpises o edur her prime contractors o rsanizaton defed common secur
malamert ts control ancHew dom (s requrement 0 eievank cb-L contiactors Depattnems and agencies
[should refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the - ‘"‘V"‘EIQE”' the configuration settings;
[RUfomated mechaniams exTst 1o govern and report on baselie configUrations age S, ety contalratin seltngs for
lof Technology Assets, Applications and/or Services (TAAS) through Continuous [Ass\gnmenl organization-definec
Configuration Settings | IDiagnostics and Mitigation (CDM), or similar technologies. components] using [Asslgnment nrgamzatmn
s Automated Management, [The enterprise should, when feasible, employ automated mechanisms to manage, apply, and verify configuration Functionat tersects wit |, Automated Central | oo s |defined automated mechanismsl.
Appiication. and  [settings. IManagement & Verification|
Verincation
Trhe enterprise shoud ensure that designated securfy or 7 personnel are alerted to wnauthorized changes 1 Fecaiame i o respond 1o Srauiharied chanes o confuraton et [Fake the following actions in response fo
onfiguration settings. When SUppIErs. developers, system integrators, extemal system Service providers, and as security incident nounoried hanges T Assianment: organzton-
Configuration Settings | |other ICT/OT-related service providers are Respond To Unauthorized efned configurationseting:
e Respond to Unauthorized [responsible for Such unautharized changes, this qualfes as a C-SCRM incident that should be recorded and tracked | Functional Equal o unau cre028 10
anges [to monitor trends. For a more comprehensive view, a specific, predefined set of C-SCRM stakeholders should assess o
Jthe impact of unauthorized changes i the supply chain. When mpact i assessed, relevant stakehalders should
s S oplmenscrors. gt iy Sre TS el
x Wiechanisms exft 1o configure systems o provide only essential capabilies by - Configure the system to provide only
specity and mpleme lleasnunmnnah!y Eerprces Shout ansore Teas Tokctonaity n e information systems specincally pronibiting or restricting the use of ports, protacol, andlor [Assianment. orqanization-Gennea miskon essential
and networks and throughat the SDLC. NIST SP 800-53, Rev. 5 control enhancement M- (3) mechanism can be services. lcapabiltes
7 Least Functionaiity :;;‘j;;;{ge;‘;"‘ggﬂ‘;;?";yi;i:;:gd networks from V“‘"e'““‘“es that may be introduced by ety Functional Equal Least Functionality | CFG-03 10 ,u..J{TQ‘n‘Q’S;,(i“,",éi;'li.:550?1»5'21'";‘"":);?
mplement i Contioh and flow down this requiramant o elovant sub-ir contractors Depatiments and envices: [Resignment organization-defned
‘aqems houd et Appenmx F 0 mplement s uidance n accordance wih Execuie Order 14028, prumm:eu o et functons, System port.
improving the Nation' .
Wechariems i o erodealy revew sytem confgurations o Gerty 3nd i Rt the System AcSigment: srganization
disable unnecessary andjor non secure functions, ports, protocols an ldefined frequency) to identity unnecessary andior
et o _ " - o o doun services. lnonsecure functions, ports, rotocols, software. and
east Functionaity | [Enterprises should require their prime contractors to implement this control and flow dowin this requirement to kervices; and
M7 Functional Equal Periodic Review F6.03.1 10
oM7) Periodic Review [relevant sub-tier contractors. unctional -qual veriodic Revie: CFG-03 |(b) Disable or remove [Assignment: organization-
eeined function.ports,protocos,stware and
jthin the system deemed
echanisms exit to expllly aow (alowlst/WHIaY andior biock ?“"mw‘ay Ideniify {Assignment: organization deined
. . . (Genyist ] blackist) appications that sre suthorized to execute on systems. boftware programs ot authorized to execute on the
enterses shoul e ecurements nd depoy aporapriteprocesses to pecty and detect softre tht s ot Eystom:
e Unsino e S _ e T an b ided by defing 5 requement o, o o inimum: ot Lae srepabi o unauinozed Functionat et ottty Mlow D00y | e 035 10 |9 Employ an allow-ll, deny-oy-exception potcyo
Deny.by exception  [software. Enterprises should require their prime contractors to \mp\emennms control and flow down - Applications lorohibit the execution of unauthorized softwar
requirement to relevant sub-tier contractors lorograms on the system an
0 Review and update the list of unauthorized
WMechanisms exit o explity alow (alwlst/ WHIst) andlor block (o) gty fesignment organzaion-deines
Enterprises should define requirements and deploy appropriate processes to specify allowable software. This can be (Genyist ] blackist) applications that are authorized to execute on systems. porvare programs auhored o exeete on the
Least Functionality | [aided by defining a requirement to use only reputable software. This can also include requirements for alerts when plicitly Allow / Deny steml;
urs) Alhorizea SoTrs - |new software and updates fo software are MTBuced Ito e anterpIses snuTonment.An example of Sch Functional caual Explcty Alow /Deny | g 033 1o (B Enplo a ey permiyexcepon sy to
low-by-exception requirements is to allow open source software only if the code is available for an enterprise’s evaluation and opl [ellow the execution ”“"‘ "“d sof
(determined to be acceptable for use fprograms on the syster
e Revie'and update et of auhorized
i
Wiechanisms exft 1o configure Technology Assets, Appications andjor Services Reaue that the alowing user nsialed sofware
Confi Technol |(TAAS) utilized in high-risk areas with more restrictive baseline configurations. [exe in physical or virtual machine
onfigure Technlo imited pri i
Least Functionaliy | ensure that 2s digital signatures are implemented lssets, Appications and/or rgamsaon senmed veer e soren
cm-7(6) Comned Erwlonmats [whe executing code o acaure he Iicarty of Sotware. Ftware. and meretion o ne fommation sy and | Functional Intersects With |*g3el™ APELCR CFG-02.5 5 roanizati userd .
with Limited Privieges |networks. e
iechanfsms ex7s fo configure Technology ASsets, Applications and/or Services [ATow Sxecution of binary or machine-execatanle
Comtaure Techen (TARS) utiized in high.risk areas with more restictive baselne configurations. lcode anly in confined physicalar virtual machine
east Functionalit o -onfigure Technolo [environments and with the explicit approval of
P Lenst unctionay | Code 7, abtan binary or code rectly fom orcther rnctonst | tersecte w4556t Aopicatons andio|  crg 3.5 s [ sazaton deined rsomel o
ion in Profected o ceptable, verified source. Services (TARS) for High- Froles] when such code.
(&) Sutines ron Sources with lmited or o
lwarranty; and
iechanfsms ex1st T pronibit e Use of binary o machine-executable code P””““‘Wm Pronibit the Use of binary of machine executable
rom sources with limited or no warranty and withalt: acess to source code. e from sources with lmited or no warranty or
When exceptions are made to use software products without accompanying source code and with limited or no
st Functonity | sinarwarrarty becaus of compeling misio o aperatonal requrerment,spproval by the author g offca i be ot the provison o source ode and
cM-7(8) tachine Executal lcontingent upon the enterprise explicitly incorporating cybersecurity supply chain risk assessments as part Functional Equal Binary or Machine- END-06.7 10 |ib) Allow exceptions only for compeliing mission or
Code lbroader assessment of such software products, as well as the implementation of compensating controls to address Executable Code loperational requirements and with the approval of
lany identified and assesseu risks. [the authorizing official.
Mechanfsms exit to configure Technology Assets, Applications and/or Services [T dentty TAssionment: organization-defined
(TAAS) utiized in high-risk areas with more restrictive baseine configurations Inardare components authorized for system usel;
Least Functionay | [PerPrises should define requirements and deploy appropriate processes to specify and detect ardware that is Configure Technology e e e e o
L ot allowed. This can be aided by defining a requirement &0, at & minimum, ot use disreputable or unauthorized et " o |Assets, Appications ando e components
7o) ronioiting The Use of [ dare. Enterprises should require ther prime cantractors to implement this control and flow don this Functional ntersects With S0 NARS) or rign- | CF02:5 ® | Review and update the st of authorized
requirement to relevant sub-tier contractors Iardware components [Assignment: organization-
ldefined frequency
[numbers, component owners, and for networked devices - and nety [Mechanisms exist to perform mventones ‘of Technology Assets, Applications, [a- Develop and document an inventory of system
ntory specifications may include the manufacturer, device type, model, serial number, and physical location. Services andlor Data (TARSD) (3t coin [components that:
Enterprises should redire thei prime contractors to implement this contral and flow down this requirement 1) Accurtely efiects th euren: Ccurately reflects the system:
e System CompOnent |y ant subtier contractors. Enterprises should specify the requirements and how nformation flow is enforced to | Functional Intersects With Asset Inventories AsT02 2} ldenties authorized software products, incliing business ustncation 5 [2 ncludes all components within the system;
v [ensure that only the required m!ovmeuon - and no more - is communicated to the v: amous nam(luanls m the supply| details: o ¢ include duplicate accounting of
e oo 13 A AR A 315 at the level of granulariy deemed necessary for tracking and reporting ompnent o componentsassigned t oy other
information. Enterprises should consider producing SBOMs for applicable and appmpnate 2 lcsts of soreware, (4) Includes organization-defined information deemed necessary to achieve fystem:
; stactive arooers od level of aranulariy
e o o e o e rrera echafisns st bl and mantas o ot souce 3 5 um.gp ond docment an vty o e
Iinventory specifcations may includs the manufacturer, device type, model, serial number, and physical location. repository to provide a trusted source and accountabilty for appro mponen
A A g A T A R P o oA Lt plemented System componens that revent asset ¥om beg dupleated 5 Recuraten refecs the system
cma System Component|gleyat subtier contractors. Enterprises should specify the requirements and how nformation flow i enforced to | Functional Intersects with | COMPonent Duplication | g5 3 fin other asset inventories s [ Includes all components within the system:
v et oy e requred oratin and  more o ate o 0 oS paicaars e sy 5, Docs ot il duplcae occountingof
(chain. If information is subsetted downstream, there should be information about who created the subset [components or components assigned to any other
linformation. Enterprises should consider producing SBOMs for aDph:able and appropriate classes of software, 55’5"5"‘ | of aranularity de " -
ChanTsms ex7 To update ssset Inventories a2 part of Component (pdane the ivertoy of System compannis o par
instslltions, removals and asset uparades Jof companent nstalations, removals, and system
System Component | When installing, updating, or removing an information system, information system component, or 9 lupdates. Y
o oo Component Companert, the enterpris noeds o Update th inventar to ensure aceabilty for racking cricl components. n | coul Updates During U o
nwentory | Updates DUrnal, iton, the nformation system’s configuration needs ta be updated to ensura an accurate inventory of SUBply a Installations / Removals
chain protections and then re-baselined accordingly
iechanfsms ex/t fo TmpTement and manage 3 Comguration Fanagement [¥alniai the cUrreney. completeness, aceuracy. and
e enterrise should impleent automated mintenance mecarams to enaure that changes o comparent Database (CMOB), or similr technology. to monitor and govern technology lavailabilty of the inventory of system components
Sysem Companant _[entoyfo th nformatin systems andnetwors re montored o nsalton, dpdate. and emove inen - seet specihc imformation g esomment igamiakon dines asoraed
y v ¥ abtomated maintenance is With'a predefined frequency a e autamated collation of relevan " y Imechanisms
ez inventory | Automated L CrtCr i rioton about sach defined component,the enterpse should ensure tha cpates are avalabig to | Functional Eaual Batavase (cue) | AST02 »
relevant stakeholders for evaluation. Predefined frequencies for data collection should be I¢ss predictable in order
Ko reduce the rik of an nsider threat bypassing security mechanisms,
Mechanism exist 1o nclude Capturing The name. posiion and/or ole of fnciude m the system component invertor
individuals responsibie/accountable for administering assets as part of the nformation. a means for entifying by (Selection
Syste Companent _[[h Entepris shoud ensure that acountabiley nformation s collected o nformation system and network Kechnology asset inventory process. one o more): name; position; rlel, individuals
’ components. The system/component inventory Information should identify those individuals who originate an ’ Iresponsibie and accountable for administering those|
e Inventory | Accountabilty 2 qLiCiion as well 25 intended end users, including any associated personnel who may administer of use the Functional Equal Accountabilty Information | AST-03.1 o enents
systemicomponens
Wiechanisms exit 1o document and govern Tatances of approved deviations Ircluseseeess conporent confouraons o
from estabiished baseline configurations. lapproved deviations to current deployed
System Component  |Assessed configurations and approved deviations must be documented and tracked. Any changes to the baseline CoPrauraton mshe systam compont inventory.
s inventory TSsesse . |confiaratons f ermalon SY1ems and netorks e v b Fivant stakeholrs o ensre it the Functionat caual Approved Baseline | o 0 o
onfigurations and |changes do not result ations.
Aoprosed Dovations [oxposure to cybersecunty rios throughout the supply chain.
Freres may e o et conttzed ventns vl compnents rom a1 cnerse iechanfsms exi to Tmplement and manage & Conguration Fanagement fravide = centralized repositoryfor T Tnventory of
linformation systems, networks, and tt ralized repositories of inventories provide opportunities. g:;:“?;zé&?“% “'ai"o““a' technology, to monitor and govern technology [Fystem components.
System Component  [for efficiencies in accounting for nformation syskems netwﬂrks ‘and their components. Such repositories may also . t-specific information.
e inentary | Cantalzednlpentrprises iy senufy e ocation o of components Functional Intersects wien |COniguration Management| g5 o s
tory bre oed of miantion acions. The emterpice should ensire that
Comtaoed mventorios hege e Subply CranSpecic oAt redured fo proper component sccauntabilty
(=9, supply chain relevance and information system, network, or component ovner
iechanfsms exis to rack The geographIc location of system components. Support e e o syten companents B
[geographic location using [Assignme
System Component  When employing automated mechanisms for tracking information system components by physical location, the. Automated Location raanzaton dened avomared mechaisms).
e Inventory | Automated _[enterprie shouit incorporate information system, network, and companent tracking needs to ensure accurate Functional Equal nated AST02.10 10
Location Tracking  [inventory facking
Mechanisms exit to bind components to a speciic system 3T Assign system components to a system; and
Lo N e ) [(5) Recelve an acknowiedgement from [Assignment:
System Component | When assigning compe systems, the etworks lorganization.defined personnel or roes] of this
. e ot eyt components are entones, marked an poperty azsned Ths etaes auck vertory oot | runctonat caual Component Assignment | AST-0211 10 peionment
Iventory | ASSIGNMENt of |Corononc relevant o informarion systems and necworks and endbles iracking of components that e considered
a h [critical and require differentiating treatment as part of the information system and network protection activities.
Wiechanisms exit 1o establsh parameters for the secure Use of open source 1T specif ST 800-161 A1 control dogs ot exist
software. i NIST 800-53 RS
stem Component _|[2n enterpise uses an apen source project that does ot have an SBOM and the enterprise requires one, the
cm-8(10) ey BN Tor e iy o 3) enerote o SBOW o thee e consuroprion of tch wérdon of s apn source | Functional Intersects With | Open Source Software | CFG-04.1 s
Open Source Projects
Project that they use.
Wiechaniam exit 1o abtal. protect and JStrbuLe admmEirator 1T Speciic NIST 800-T61 RI control doss ot exit
ocumentation for Technology Assets, Appications and/or Services (TAAS) that f NiST 500-53 R.
System Component |11 €nterprise uses an open source project that does ot have an SBOM and the enterpriserequires one, the ceribe
Syt - [enterprise wil need to 1) contribute SBOM generation to the open source project, 2) contribue resources to the ction tersects wi Documentation (1) Secure configuration, nstallation and operation of the TARS
w0 Iveriory | SBOMS oS i s coplty, o ) denrte o SEOW ol 15k onsumion o each v ot pen source | Foncional | ntrsects it Aequrements oA 0d e vee an ance of securty featuresfunctions and 5
Project that they (3) Known vulnerabites regarding configuration and use of administrative
(5. prvileged) functions
Wiechanfsms ex/t to requre software developers to provide information 1T Speciic NIST 800-T61 RI control doss ot exist
describing the functional properties o the security, compiiance and resiience NSt 80053 R
System Component |20 enterprise uses an apen source project that does not have an SBOM and the enterprise requires one, the ntrols to be utiized within Technology Assets, Applications andjor Services
o ystem Coupenententerprie will need t0 1) contribute SBOM generation 0 the open source project, 2) contribute resources to the Functiona! Intersects With | Functional roperties | ToA04.1 | TAAS) n Suficint detail o permit analysis and testng of the contrors. 5
Ipventory | SEOM for oroject toadd this capabilty, o 3) generate an SBOM on thei it consumption o each version of the apen source
Project that they use
iechanTsms ex/t To generate. or obaln 3 Software B of Materials (SBOM) 1T Specfic NIST 800-T61 R control dogs ot exFst
. . o . for Technology Assets, Applications andor Services (TARS) that lsts software ' NIST 800-53 R
If an enterprise uses an open source project that does not have an SEOM and the enterprise requires one, packages in use, ncluding versions and applicable icenses.
System Component
y ¢ enterprise will need to 1) contribute SEOM generation t the open source project 2) contribute resources to the et . | Software il of Materials ’
cM-8(10) e wyetex  [project to add this capabilty, or 3) generate an SBOM on their fist consumption of each version ofthe open source | ""°tona! Intersects With (5BOM) TOA042 s
project that they use
Focharfme o equre T dovelopers o Tech ooy Feses, Applcains [T specific NIST 600-161 A1 control does not exist
and/or Services (TAS) o produce a design specification and sect ' NIST 800-53 R
(am Component |11 enterriseuse an open source proect ot does i have n SBOM and heenterriserequres o e . architecture that
enterprise wil need to 1) contribute 9 ration to the open source project 2) coniribute resources to o Developer Architecture & (1) I consistent with and supportive of the organization's security architecture
y i unctional " '
cM-8(10) g;ggtggu);“gg;cg rofect s el i capatliny, o 3 genats an SEOM on il s consernpmon o eoch veraon of e open smarce | Functionl Intersects With Design TS e cetabiished within and 1 an integrated part o the orgamzation's 5
Project that they use. enterprise architecture
12) Rccurtely and competely descrbes the required ecurty functanaity and
ke ailacar ity d reslien
echamme extto mmme e imptemantation o conhgaration [eveiop document sramprement s contraton
management contro Imanagement plan for the system
s foles, resporibiiies, and
" [Enterprises should ensure that C-SCRM is incorporated into configuration management planning activities. fourat [o: Addresses ol
cmo Enterprises should require their prime contractors to mplement tis control and flow down this requirement to Functional Subset Of crG01 10 [configuration management processes and
Plan relevant sub-tier contractors. Program jprocedures;
- Establishes a process or identifying configuration
rems throusrau tne ystem development e cycle
catia
AT ST ST SaToer e e sware o o e and [bevelon, document, and mplemem A S Eonouraton
the Impact o proposes chan [management plan for the syst
[Enterprises should ensure that C-SCRM is incorporated into configuration management planning activities. [p. Addresses roles, responsibilities, 3”“
s tion M Enterprises should require their prime contractors o implement tis control and flow down s requirement to Functional Intersects win | St2keholder Notfcation of| ¢y g5 5 [configuration management processes and
relevant sub.tier contractor lorocedures;
e subtier contractors. [b- Establishes a Dmcess Fnr menlﬂqu configuration
tems throughout the system development ife cycle
mouration
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Set Theory Relationship Mapping (STRM)

-ument Element (FDE) Description
CRM

NIST 'SP 800161 A1 Supplemental ¢ ‘Guidance

Enterprisesshould ensure that ol relevant oles are defined to adress configuraton management actviesfor

figurati
Plan | Assignment of

tems and networks. ises should ensure thai ents and capabilities for configuration

NIST 5P 800-161 R1 - LEVEL 3

SCF Control

Assignment of

Secure Controls Framework (SCF)
Control De: ion
Mechanisms it toimplerent a egregation of dutesfor configuration
management tht prevents developers Hom pertorming produc

nagement duties.

strength
Relationship

version 2026.1 x000a_03/27/2026

JAssign respon: for developing the.
lconfiguration management process to

personnel that are not directly
[volved in system development.

Contingency Plan

lwhere appropriate.

o) Imanagement are approprately addressed or ncluded n i folowing Supply chain acVTeS: equirements Functional Equal Assignment creoLL 10
Responsibility (definition, development, testing, market research and analysi rocurement solicitations and contracts, component| s i
installtion o removal, ystem ntegration. operations, and maintenance.

iechansms exit fo enforce software Usage restrcions to comply Wit f2-Use software and sssociated documentation T
[Enterprises should ensure that licenses for software used within their information systems and networks lapplicable contract agreements and copyright laws. [accordance with contract agreements and copyright |
ocumented. rcked.and mointaned Tracing mechanisms shoud povie o he sy L race Uers ona the favs:

o Setware Usage s of Icenes o accessconrl nformaton ad processes A an example mployee is terminated, a Functional coul Software Usage croon 1o | Track the use of software and associated
Restrictions “named user- icense should be fevaked, and the license documentation should b updated to reflact this change. a Restrictions Gocumentaion potected by auonty cenes o
[Departments an agencies should refer to Appendi F to mplement this guldance In sccordance with EXCEutVe lcontrol copying and distriouti
(rder 14028, Improving the Nation's Cybersecurity. CCantr 2ha Jocurment e oae o peer.to-per file
IFmEVores TeVsae eras avaTabTy o et 7 U a7 amy O el Tt oy e Tevls o iechanTsms ex/st To eStabITh parameters for The Secure Use of open source esablin e folowing restcins o the use of
lexposure to cybersecurity risks throughout the supply chain. Numerous open source solutions are currently in use tware (Assignment; organization
ons | Ope 5 Ensure that the use of 0SS adheres to the lcensing ferms and that these terms are acceptable to the enterpise, a e
and monitor the distrbution of Software 25 1 relates to the licensing agreement to control copying and
istribution. and
4. Evaluate and eriodically audi the OSS's supply chain a5 provided by the open source developer (e.q.

[RUformated mechanisms exist o pronibi saftware nstallafions WEhout o Establish [Assignment: organzation-deined

explicty assigned priviieged status polciesTGoverning hesalsion o otvare by
s contro) extends t e enterprse formatonsystem and networ usrs wno are ot mployed pronibit nstalation jser © Jaton policies through th

[STETY Usernstalled Software [enterprise, Trese ueers my be SAppErs, deveiopere Systom Ieedratcre Exterma oyt senvce providers, and Functional Intersects With |, PrORDLInStAIEon | END-03 5 force software instalation poicies through the
Gther ICT/OT relatea service providers. 9 Folowino metho s [Assignment: rgenszat
ldefined methos) a
- Monitor policy comphan(e rssignment
iechanfsms oxit fo restict the iy of mon privieged users to meval A ot roanzarion defined
software Ipolicies] governing the nstatiation of software by
[This control extends to the enterprise information system and network users who are not employed by th lusers:
i Usernstalled Software. [enerprise, These usors My b Suppiers. deveiopers system Incedrators, external system sanice providers,and | Functional | Itersects With | Userdnstalled Software |  CFG-05 s | Enforce sotware installation polcies througn the
lother ICT/OT-related service providers. ollowing methods; [Assignment; organization-
|defined methods]; ar
- Monitor policy mmpmm (Assignment:
Information that resides in different physical locations may be subject to different cybersecurity risks throughout lechanisms exist to identify and document the location of information and the [a. identify and “““"“E" h location of
lthe supply chain, depending on the specific \a:atmn of the information. Components that originate or operate from SPEU"C system components on which the information resides. [[Assignment: organization-defined information] and
(different Dhys::al locations may also be subject to different supply chain risks, depending on emﬁc location of [the specific system components on which the
cmaz formation Locaton - forginaion or operaions Enterprise shou agethese risks through limiting access control and specifying Functional Equal Information Location DCH-24 10 [information is processed an
oo o . identify and document the users who have access|
[Tansreraharing. NIST 35 300,53, Rev. 5 contol anhancemant G 13 15 4 mechaniem hat con be eed to enablel o the system and system components where the
lautomated location of components. [ SL"‘:"“" s processed and stored; and
[Automated mechanisms exist to identify by data classification type to ensure [Use automated tools to identify [Assignment:
adequate security, compliance and resilience controls re in place to protect lorganization.defined information by information
Information Location | " organizational information and individual data protection fypel on (Assignment: organization defined system
P aotomatectTools o |use automated toas to dentiy enterprise-defined Information on enterprise-defined system components to ensure | rurctonat ot Jutomated Toolsto | s 1o [ompenentel o ansure contros re i pace to
Support Information  [that controls are in place to protect enterprise information and individual privacy. al pport o lprotect organizational information and individual
ation frivacy.
[Things (1oT) devices, embedded or stand-alone IoT systems, or 10T system of system data actions. Understanding [Mechanisms exist to create and maintain a map of Technology Asss [Pevelop and document a map of system data
naCclosss orof formato s belng procesed s sty Sfor efet o3 pryscal thing o pysica [Roolcatons andor Sevces (1ARS) wher sonsuaregLated dats s sor, factons.
nvironment, how the sensitive or loT information is being proce d (e.g., if the data action is visible {transmitted or processed.
o1z OataAction apping dividul o s Drocessed in another part of the - system) and B v Brouktes a nuromer of conteatuatfactorsthat|  Functional Equal Data Action Mapping |  AST-02.8 10
eIyt ar ssesing hedegree of sk Dt mapscon be gt diferntwoys, andh vl o et
I vy based on the mision ans basss newd of ot amarprse. ¥
Sy<kem design artifact that he enterprise s using. The development of ths map may hecessiate coordination

Wechanisms exit o prevent the instalaton of software and firmware [Frevent the instalaion of (Assigament

components without verfication that the component has been digitaly signed forganization-e are and frmware
enterprises should verify that the acquired hardware and software components are genuine and vaid by usin lusing an organization-approved certificate authority. |components] without verifcation that the

e Signed Components [digitally Sioned components from trusted certficate authorties. Verifying components before allowing instalation | Functional Intersects With | Signed Components | CHG-04.2 5 [component has been diitally signed using o
Inelps enterprises reduce cybersecurity risks throughout the supply chain. cerilcate that I racogrized and approved by the

Fecharims et 1o revien the Sectrty. Compance & Reslence Frosrar = Develop, document, and diseminate to
enterprises should ntegrate C.SCRM into the contingency planning policy and related SCRM (SCRP), including policies, standards and procedures, at planned intervals o i [resigvmers: rgazaton-cened persomel o
Strategy/implementation Plan, policies, and SCRM Plan. The policy should cover information systems and the supply) Periodic Review & Update Significant changes occur to ensre their Continuing Sutabilty, adeauacy and
chain network and, at @ minimum, address scenarios Such as. effectivenes. F° S2iecton one or more): Orgarization-evet:

Pl Policy and Procedure Functional Intersects With | of Security, Compliance &|  GOV- :
E ol a0 e soncn 110 Sbseasen rscemen: unctiona ersects curty. Complance& | GOV-03 5 Pincioniusinces roresc var ayem v
Planned replacement reiated to featur upgrades, and and lcontingency pianning polcy tha
. Product andlor service disruption. (3) Adresses purpose. scope. roles, responsiilties,
ommitmen

Fechanime i o aclate he mplementaten o contgercy panmig [ Develop, document. and disseminate to
enterprises should integrate C:SCRM into the contingency planning policy and related SCRM contral to nelp ensure resiient Technology Assets, Applications ant [Assignment: organization-defined personnel or
Strateay/Implementation Plan, policies, and SCRM Pian. The palicy shouid cover information systems and the supply susiness Continuity arvrces AR o Comminerty of Oparmiions Pios (GO o Buamace st

1 policy and procedures_[ChaIN NELWOTK and, o & minimium. adaress scenarios Suc Functions! Subset Of s Coruty | scoo1  [Continuty & Disaster Recovery (BC/DR) playbooks) 10 |1 ISeiection (one or more): Organization-eve;
la. Unplanned component falure and subsequent replacement; oy [Mission/business process-level; System-level]
b Planned replacement related to fea upgrades, and and lcontingency planning policy that
" Product andlor service disrupti @) Addrexses purpose, scope. roes, responsibilties,
oseat conscioat

Ficchanfsms exit to estabilsh, mamtain and disseminate polcies, standards - Develop, document. and disseminate to
enterprises should integrate C-SCRM into the contingency planning policy and related SCRM and procedures necessary fo secure, compliant and resilint capabilies. [Assignment: organization-defined personnel or
Strtegympementaton lan. plce,and SCRI Flan. he plcy Sha cover fomaton syser and the supph publishing Securi foles

o1 oy and Procedures |£12in network and, ot mimimium, address scenarios such & Functional Intersects With Cm:‘phm:& Resmg,;(e Gov-02 5 [ (Selection (one or more): Organization-level;
Unplanned component failure and subsequent rev\acement lance & fes ission/business process-level; Systen-level]
. Planned replacement relted to feature upgrades, and and lcontingency planning poiicy hat.
< Product andlor service disruption. (3) Addresses purpose. scope. roles, responsivilties.
: :
fechanisms Xt o faciltate the implementation of contingency paning o Beleiop s contingency i o i sy hat
fol to help ensure resiient Technology Assets, Applications and/or 1. ldetines essental mission and busi
[Enterprises should define and implement a contingency plan for the supply chain information systems and network [control
o ensure that preparations are i piace to mitigate the 1oss or dearadation o data of aperations, Contingencies Business Continuity services (TAS) (e.g. Continuity of Operations Plan (COOP) or Business d associated contingency
P2 Contingency Plan  [should be put in place for the supply chain, network, information systems (especially critical components), and Functional Subset Of Management System BCD-01  [Continuity & Disaster Recovery (BC/DR) playbooks) 10 [2 Provides recovery objectives, restoration
orocesses to ensure protection against compromise and provide appropriate fallover and timely recovery o an (Bems) proes Snsmers ™ i
processes to ensure protection esses contingency roles, responsiblies
P! P ass\gned individuals with contact inforr
malntainin essental mission ant

Fechintsns ot o tpdte centinoeney pars e s chonges ecting [ Beveton 3 contigency pian orthe ycem that
[Enterprises should define and implement a contingency plan for the supply chain information systems and network 1) People (e.g., personnel changes); |1 Identifies essential mission and business
o ensure that preparations are i place to mitigate the 1oss or Gegradaiion o data o aperations, Contingencies 2) rotesses (6.5, now,altred o Gecommissioned business pracices, associated contingency

P2 Contingency Plan  [should be put n place for he supbly chain, network,informarion systems (especially crical components), an Functional nersects witn | OM90 Contingency | pcpgg [ncludng thrdpartyservices) - 5 [2 Provides recovery objectves, restoration
rocesses to ensure protection against compromise and provide approprate failover and tmely recovery to an 9 ) rechnologies (o0, new, atered o decommissoned techrologles): frorites, and metrics;
e D otector ) Data (2.0, changes to data flows andor data repos 35es contingency roles, responsibites

)7 hmnes o e, ared o decommissionss prysica irastructre) i ndiiduls i contac iormatin:

A ntaining essential mission and

Me:hamsms exist to coordinate contingency plan develcvment ‘with internal Cuurdmate contingency plan development with

and external elements responsibe for rlated plan lorganizational clements responsiole or related

Contingency Plan | rdinate contingent ment for in rprise elements responsible for r Pere
2 Contanats wih Rt Cerdmateconingencypan develpment orsupply chanriss it enerprsedemens responsiefor ated Functional caual Conrinate with Reaed | 500,011 o
Fians -

[Mechanfsms exit fo conduct capacty PIanTing o That necessary capaciy for [Conduct capacly planning 5o That mecessary

information processing, telecommunications and environmental support will [capacity for information proces=ing.

exist during contingency operations felecommunications, and environmental support

- Contingency Plan | is enhancement helps the availability of the suj chain network or information system components. -unctional ual “apacity Planning [exists during contingency operations.
2 Conungency Pan ] fis enn 1t helps the availabilty of the supply chain network or information system components Functional Equal Capacity Planning cap03 10
(EXtermaT SerVice provider Nave sppropriate Talover (fo TeTUdE perSonne], Saupment. 3nd NEtWork TeSources o Fiechanfsms exit fo coordinate Tnternal confingency plans wih the [Coordmate the canfingency pian with the
reduce or prevent service nterruption or ensure Hmely recovery. Enterprises should ensure that contingency contingency plans of external service providers to ensure that contingency lcontingency plans of external service providers to
Contingency plan | [PonMIng requirements are defined as pat of the service-fevel agre areemen eciic terms requirements can be satisfied. Jensure that contingency requirements can b
[fhat acdress crtcal components and functionslity support in case of denial-of service sttacks to ensi conginae witn External isfed.
cpan Coordinate with External [t 2ddress critical compon functionality support n case of vice attacks derst | Functional Equal with ext Bc0-012 10
dinate with EXeMal |onrinuity of operations. Enterprises should coordinate with external serice providers to identify service providers Service Provi
Gsting contingency pian practices and bulld on them a5 required by the enterprise’s mission and business nee
Such caordination wil aid In cost reduction and eficient implementation. Enterprises should reauire their prime.
contractors who orovide a mission: an Penabling seruice o product to implement this control

iechanTsms exis fo Weritiy and document the crifcal Techmology ASsets, [Gentiy crica system assets supporting [Selection

[Appiications, Services and/or ata (TAASD) that support essential missions and al essentiall missian and businss functions
nsure that critcal assets (ncluding hardware, software, and personnel) are identified and that appropriate business functions.

Contingency plan| dentiy contingency planning requirements are dfined and appie to ensure the continulty o operatons. A key step n n "
CP-2(8) Critical Assets. tms process is to complete a criticality analysis on components, func and processes to identify all critical Functional Equal Identify Critical Assets BCD-02 10
e See Section 3 NISTIR 5175 for ddionsl Gudance on erticaty ancyses

WiechanTsms exit to sdequately fram Contingency personnel and SpaTcabie 2 Provide contingency fraiming to system users

stakenolders inheir contingenty roles and respansbities onaitent win e rlesond responsiiis
Enterprses should ensure that critcal supplers are included in contingency training. Enterprises should require Wi Resigmmen.organi:ator-ceine

ontingency Training [T prime contractors to implement ths control and flow down this requirement to relevant sub-tier contractors " ontingency Trainin lperiod of assuming a contingency role
cP3 Contingency Training |pepartments and agencies should refer to Appendix F to implement this guidance in accordance with Executive Functional Equal Contingency Training BCD-03 1 lresponsibility;
(rder 14026, Improving the Nation's Cybersecurity. Vihen required by system changes; and
[3- [Assignment: organization-defined frequency)
e
WiechanTsms ex/t fo Tnorporate STmulated EVents o coningency raiing to fncorporate simUTated events Tto contingency
facitate effective response by personnel in crisis situations kraining to facitate effective respanse by personnel
Contingency Training | |[ENtErPrises should ensure that suppliers, developers, system integrators, external system service providers, and im erisis situations.
CP-3(1) gency 9| |other ICT/OT-related service providers who have roles and responsibilities in providing critical services are included Functional Equal Simulated Events. BCD-03.1 10
simulated Events |y’ contingency training exercises.

Fiechanfsms exit fo conduct 3 Root Cause Analysis (RCA) and “lessons [2_Test the contingency plan for the system
eterrises shous ensure that rfclsuplers are ncluded i contngency testg, The enterprise - n m,‘,mm,‘ llearned" activity every time the contingency plan is activated. [[Assignment: organization-defined frequency] using
it he serviceprovder(s) - shouldtest coniniy resiliency capabltes, suchasfalover from Contingency Plan Root e following tests to determine the effectiveness of

cpa Contingency Plan Testing [production st o a back-up se. This testng may occur separately fom 3 training exercise or be performed during | Functional Intersects With | Cause Analysis (RCA) & | BCD-05 5 [the plan and the readiness to execute the plan:
e enercise, Enterprices Should rference ther C.SCRM hreat accecoment output to develop scenarios {0 test how Lessons Learned [(Assignment: organization-defined tests].
el the enterprise 5 able to withstand and/or recover from a C.SCRH threat event . Review the contingency plan test resuts; and
- nitate corrective actions,  needed
Wiechanisms exft 1o conduct tests andlor exercises to evaluate The et the contingency pian for e syste
Enterpssshoud enure thtcrial suplers r e ncotngney esin, Th cnerarise i cordtion contingency plan's effectiveness and the organization's readiness to execute [Assignment: organization-defined frequency] using
v S o Shou 63 oty Elency Capabies: o alovr 1 rry Contingency plan Testin plan the folowng tests to dtermine the effctiveness of
cpa Contingency Plan Testing [production site o 3 backup se. Tis testng may occur separatey ffom  training excrcise or be performed during | Functional Intersects With gency Plan Testing | pcp.gq 5 [heplan and the readiness to execute
e exerciee,Enterpriscs Should referance thert C.SCRM theat sceecoment eutpUt to Geveion scenarios 1 test now [Assignment: organization.defined tests],
|well the enterprise is able to withstand and/or recover from a C-SCRM threat event. . Review the contingency pian test resuts; and
€ ntiace correctve actions, f needea
oS T et o e o e Tl b e o ESEbIah o st sorage sk ncludg
assets and necessary sgreements to permit the storage and recov Irecessa ents o permit the storage and
|When managed by suppliers, developers, system integrators, external system service providers, and other I(T/DT [system backup information. [retrieval Df system backup ‘"f‘)""?!"c'h and
cPe Aterate storage Site |rlaed serice pravidrs, afemative tofage sies are conidered wili an enterprse’s supply chan netwo Functional Equal Alternate Storage Site | BCD-08. 10 o Ensure that the alterate storage site provides
Enterprises should apply appropriate cybersecurty supply chain contrls to those storage Stes. jcontrols equivalent to thatof the primary site
iechanfsms ex/s to separate The alterate storage St from The primary ooy anaTerre g ste ot ey
storage site to reduce susceptbity to simiar threats e rom e primary storage st o recuce
e o | KuSceptibity to the same thre:
LTS TS s [T ennncement hefps the resincy ofthe supply chai newrk, formationsytems, and fermatonsystem " Separation from Primary
cP-6(1) ’ lcompon: Functional Equal Storage Site BCD-08.1 10

icchanTsms ex/s To eStablTsh an AemaTe processing STe That provides o Establish an altermate processing ste, ncluding

security measures equivalent to that of the primary site Iecessary agreements to permit the transfer and
\When managed by suppliers, developers, system integrators, external system service providers, and other ICT/OT- [resumtion of [Assignment: organization-defined

P Alternate Processing Site [related service providers, alternative storage sites are considered within an enterprise’s supply chain. Enterprises Functional Equal Alternate Processing Site | BCD-09 10 [system operations] for essential mission and
[should apply appropriate supply chain cybersecurity controls to those processing sites. [pusiness functions within [Assignment: organization.
ldefined time period congistent with recovery time
ond recovery point bjectiveslwhen he primary
il labi
Wiechanisms exit o reduce e TKelood of 3 Sngie point o fallare with [ESabieh aiernate telecommunications serices,
primary telecommunications services. Including necessary agreements to permi
) - et somply e . fesumpton of (ssgnment. organizaon-tefined
y Teecommurications |Enterprses shaud ncororate alerative telecommurication sevice rovider o ther suppy <hain 0 upport nctional , Telecommunications ’ e operations] for essential mission and
cre Services [critical information system: Functional Intersects With Services Availability BCD-10 s [pusiness (unctmns jithin [Assignment: nrgamzatmn
ldefined time period] when the prir
kelecommunications capabilties are unavailable at
ither the orimar
iechanfsms Sxi fo obtain altermate felecommuncations Services rom [Obtain aitemate telecommunications services from
providers that are separated from primary Serice providers o reduce Joroviders that are separated from primary service
Telecommunications Susceptbilty to the same thrats. Joroviders to reduce susceptibity to the same
cps3) Sgrvices | separalon of I separation of primary and ateraive providers supports cybersecuriy esilence of the supply chain Functional Equal Separation of primary /| gep 10,2 10
Providers
iechanfsms exit to contractually requre extermal Service providers fo ave [o] Require primary and aermate
contingency p o kelecommunications service providers to have
Telecommunications  [For C-SCRM, suppliers, developers, system integrators, external system service providers, and other ICT/OT-related [contingent
cp-g(a) Services | Provider [service providers, contingency plans should provide separation in infrastructure, service, process, and personnel, Functional Equal Provider Contingency Plan| BCD-103 10 |ib) Review provider contingency plans to ensure

[that the plans meet organizational contingency
Fequirements;

and
) Obtain evidence o contingency testing and

raining by orovid ient: oraanization.
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[Enterprises should ensure that critical suppliers are included in contingency plans, training, and testing as part of
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techanisms exist to reduce the likelinood of a
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gle point of failure with

strength
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[Provide the capability to employ [Assignment:
lorganization-defined alternative communications
lprotocols] in support of maintaining continuity of
loperations.

with External Providers

ecponse, as well 25 the role and responsiblty of that third party.

Aterate Communications
cP11 Protocols lincorporating alternative communications protocol capabilities to establish supply chain resilience. Functional Intersects With Services Availability BCD-10 s
[The enterprise should - at enterprise-defined intervals - review, enhance, and update their identity and access Me‘ha”‘s"“s ;"‘S' t0 Reviear ‘”Eds:“”'y (V"‘Vé‘a”‘e & RES“‘E”“ Program " fo. Develop, document, and “'f‘se’;“"“e o 1
Imanagement policies and procedures to ensure that critical roles and processes within the supply chain network (SCRP), ncluding polces, stan nned intervals or i [(Assignment: organization-defined personnel or
|are defined and that the enterprise’s critical systems, components, and processes are identified lnr traceability. Periodic Review & Update [significant changes occur to ensure their continuing Smﬁhlllty -adequacy and [roles!
a1 Pollcyand Procedures This shovid nlude he deniyofcrilcl components that may nothave been consdered under dentfcaton and Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 1. [Selection (one or more): Organization-level;
authentication in the past. Note hat providing dentihcation fot il items witnin the supply chain would be cost Resilience Program [Mission/business process-level; System-ievell
proiie, nd scthion showi b L. The e sholdupaa relted CSCA Stratey/mplementation [dentfcaion and authentication polcy that:
[Plan(s), Policies, and C-SCRM Pla 0 iresses purpose, scope, fales, responsiiities,
[me enororee shoula -t etorpee-deined el - eview, cvance, and updat e centtyan scces eCHSr St e Tcate W Fperentallan of GEnEneaton o SEeees - evelop, dacument.and & sseminate to
polces and nsure that criicl s and prceses i hesupply i nerk management cont [Assgnment; organizaton-defined personnel or
o7 Geined and that the enterprise's rtica ystems, components, and processes are dentied for traceabilty Identity & Access e :
w1 ol and pocedures s shoud incld he enityof rclcomponents ik may ot Pawebeen consiered ner enifcationan | Functonal Subset Of entiy & ccose aco1 10 [L[Selection (one or more): Organization-evel;
uthentication in mwdmg identification for all items within the supply chain woul lanagement (1AM) Mission/business process-level; System-level)
e anibtive and dhecruon Shosld be beat YT omeeror s hould utore roted o eyl ation fdentiction and aLthentication pocy that
Piants). Plicies. and C-SCAM Plans o) Adcreses urpose. scoe,role, vespons\bvlmes‘
e enterprise should — ot enterprise defned nervals reviom, enance, and updte thelr denty and accoss Fechansms et o eStablsh, maintain and diseminate pocies, Standards - Beveio, dociment.and dSsemnats s
et e and e s o el e s i Sy oo T o rocedures nacessary fo sacures compliant snd asiont copamites Fhcaigamen. oraamiostion-dennad porsomnel or
and that the entery pr\se s crm:a systems, components, and processes are identified for traceability. Publishing Security, [roles S]\ ‘ "
w1 Policy and Pracedures [This shouid nclids the Gentty ofctcal ompanents tha may ot have b conddered nder | Wicatonang | functonal | iersects win | complance & Resfence | - Gov-0z 5 [Llselecton one or more): Organizationieve
authentication in the past Note ma: pmvldmg Tdentification fr il tems wiin the supply chan would Documentation Hissomsnes roces v ysam v
|prohibitive, and discretion shoult d. The enterprise should update related C-SCRM Stra!eqy/\mplemenkatmn fdentification and authentication polic "'
Pian(s), Policies, and C-SCat 7 o) Adcreses urpose. scope,rle, responsivites,
ot
e ST ey T o T e T e s Wechanems oxit & aniauely identy and centrally Authenticate, Authorze (Griquely deniiy and auhenteate oroanzationsT
etmed 5o the comivalont Sants of amployeas (6.0 oactore alest lesoamchare aur)y. an land Audit (AAA) organizational users and processes acting on behalf of ers and associate that unique identification with
Identification and mtegramrs Mﬁumg contractor roles. Criteria such as ”duranen in role” can aid in defining which \dennﬁ:atmn and Identification & lorganizational users. [processes acting on behalf of those users.
w2 Used may choose to defne a st ofroes and associate a evel ot | Functional Equal thenticaton fo neoz 10
Users nsure proper & ould require ther prime contractors to mplement this Organizational Users
Control and low down ths reqiremen to elevant sub e contraclors. Departments and agencies ahould réfer ta
[Appencix F o implemen thi Guidance in accordance with Executive Order 14028, Improving the Nati
e Sl Uaudly GEntly ol Cntraly AUentate AUarie [l ety 7 Saete et
terrses should implement capabiltie toditirctly and postily dentydevices and software witin el o s (R device befor catablahing aconnection sng biaveckono organization-defined devices and/or types of
oy chatn and. OMea Hantifiod, verify that the identiy 15 authentic. Devices that sequire unidue deviceto device manication that 5 cypioarapcaly. babed and ropiay resant (ences) batoe estabishing o [séloctam fone or
w3 Device Gentcation and i should be Gefned by ype. devie. or o combination f ype and device Functional | ntersects witn | Jdentcatin& | g 5 [more) local remote: networkl connection.
Eha requires authentiction shouid be dentfied through  software (dentication ad (SWID) hat enabies
verifcation of the seftware package and authentcation of the enterprise rleasing he software package
T echantzms exit o stictly Govern T Use of AUThEnTicate, AUThorize and e e e
For software development, dentifirs should be assigned fo those components that have achieved configuration [t (AAA) solutons, both an-prermises and those hosted by an External b receng aioriaton rom insgnmert
e recoaniion m“m S operations! systems, dentifirs should be assined when dhe e enter he Service Provider (E5F) orgonisation defned paracnnel o rolso o sssign
y entifier Management _[METPTISE’s Supply chain, such as when they are transferred to the enterprise’s ownership or control through unctional ntersects Wi Authenticate, Authorize y o mdividoal group, role, semvice, o devico
14 \dentifier Manag: t [shipping and recewmg or via downloac Functional It ts With and Audit (AAA) lac-012 s [identifi
bl dvelpers syt eatrs,externa st senieproviders, and ther (T e service - Selecting an dentifie tht dentifes an
e ypicll us e oun dentifers o Uscing purpcees i ther o 2upaly chain Enterpriss shols Individusl oroup, role. service, o device;
Correlate those dentiers with e for i, Erverprises e ontifer ot ntendied indiicual
?7”5.&“ T i the enterprise Fechansms o¥it t Gavern naming standards for serames and Technolooy [Manage system identiners
Forsftwar devlapment denters shoua be assgned o those components ha hve acieved confuraton [Assete Appiicatons anclor Services (TARS): . Receiving authorizaton from [Assignment
e recogion Fordeices and peratina s, et fer should b sssgned hen th s nte . rganization deied personne or s o s
' ' e Caroroe .« Suppy Chai Sach 5 hen the ars Lantaried 1 e EMATBe s omersip o contoy rough et | 1denifer Management . Y miiden, Sroup, e, senice, of ded
na Identifer Management |STLETPises Suppy chai, such oo Functional | tersects With tfer Manogen 1ac0s s g
pplcrs, developers, ystem integrators, external system service providers, and ather ICTIOT-related service Selecting an dentifer that ientites an
providers yoicaiy s ihei oun dentfers o tracking prposes witin ther own suply chai. Enterprises should naividual, aroup, role. service, o device;
Corrlate those ientrers with the s for traceabity Erverprises e ontiner ot ntenced inciictual
Wechantsms exit o Coordinate Usemame Gentiers with external (Coordinate with the falowing external organizations
organizations or cross organization management of ientiters. or cross-organization management of enters
et apemen | TSt s s sty o e ole\emen!swwth‘m tre sl chain trough e oo [Acsignment: organtsation denned extern
' Managem fers, developers,system ntegrators ’ 055 Organization y forganizations]
nai6) Cross-organization(Ciicril sV om senice providers, and other ICTIOT relatea service provders. Ths incudes mformation systems | Functonal Equal anagement hC094 10
9 land components as well as individuals engaged in supply chain pherk oo
echartems o [irage sy saerRatos by
msecuey aege authenticatos for users and devices; nd o Ve, o oo e i sunertcator
i conol acitatesraceaiy and nor-repuctation hroughaut the suppy chaln. Enterrses should reure e (2) e s appropriate to o istrbution, the dentity of the indvidusl,
s prime contractors t mplement this control and flow down ths requirement 1 relevant sub-ter contractor: runctional | intersects with 110 [the dats being accessea 5 [iol, ervice, ordevice ecelving the authenticator
g ogenis Shoulder o Append 4 Il s e ocordonce Wi Erecitive o Extablishing il suthenticator content for any
Orcer 14025, Improving the Nation's Cybersecart luthenticators ssued by the arganization:
. Ersring that inendcators Pave suficint
Wechantsms Sxit o ensure GEfault sUThenticators re changed a5 part o mnege Setem aumenucamrs
sccotnt creation or system instalation o Verlyn, o ot o th i suthnticator
i contofcitaestraceity annonepuaion houghout e suppycrin, Enterprses should requre | Gistrbution, che dentity of he individual, aroup,
. primeCotraciors o mplent 3 cotrl 30 flow Soun i et fo vt su ot con tersects i sult Authenticators : Foie sruice, oy devce raceing the suthentcsior
A5 egen(les shou\d refer to Appendix F (o \mp\emen( this guidance in accordance with Exe(unve Functional It ts With Default Authenticat 1AC-108 s [p- Establishing initial authenticator content for any
(Order 14028, \mprevmg the Nation’s Cybersecurity. [authenticators issued by the organization;
€ Enring that suthendcaios have sifcert
Wechantsms S¥it T ensure Gefault suihenticators re changed a5 part o Reaire deveiopas and nstatersof /st
account creation or system instalation lomponents to provid unidue autnenticaors or
[hange. default authenticators prior 1 delivery and
1A-5(5) | Change [Thi the chain of s supply chain. Functional Intersects With Default Authenticators IAC-10.8 5 finstallation.
Pior to Delvery
echantsms oxit fo federate credenial fo alaw cross-organzation [ T Tollowing extermal organizations fo ederate
utnentication of individuais and devices lcredeniais: (Assignment. rganizaton-defne
fexternal organizations]
s(9) | Federated Credental [This enhancement faciltates provenance and chain of custady within the enterprise's supply chain Functonal Eaual Federated Credential | a3 10
em
[Suppliers, developers, system integrators, external system service providers, and olher ICT/OT-related service [Mechanisms exist to uniquely identify and centrally Authenticate, Authorize [Uniquely identify and authenticate non-
e s R AAA) oo, 41 and S SE5 ht PrvH eris e rootsatona ke o racesas e on benalt
dentification and auditing, dentificatio organization of non-arganizational users.
we Aletication o |vse, ol revecation of centTcaton cederiaiant ihe authericaton o o ancerpioe wser witin the Supby Functonal cqual nuthentcationtorNon- | ac.03 10
rganzaional Users) - chi Eterraes S s anaire promptnes nperorming denfcaton and athentcaton st Organizationsl Users
especially in the case o revocation management, {0 help mitigate exposure to cybersecurity risks troughout the
<Cpy chain such a2 those tha arse due to insider hreats.
enterprises shoud ansure that deniication and authentcation ave defind and managed for access @ services FecharTrs ST e Hertly a7 ShentCate A ary Tedhmaiogy A ey ey o sutentee Tsgrment
(€9, web> appiications sng cigtal cercates, services or appications hat query a database a5 opposed o labor dentification & [Applications andior Services (TaAS). orgenization defined system servce:
Serv\(e Identification and [€7Vices) throughout the supply chain. Enterpris hould ensure that what services are being procured Authentication for Third [epplications] before 35"’""5"‘"9 “"“““‘"“3"""5
e ce identication and |10 ervices procured should bé isted on a validated s of Srvices for the enterpris Functional cqual Party Technology Assets, | 1AC05 10 [with devices,users, o ather services or
mpensating controls in place. Enterprises should require their prime contractors to implement this control a ‘Applications andjor faplications.
[low down this requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F Services (TAAS)
K implement this quidance n accordance with Executive Order 14026, Improving the Nation's Cybersecury.
[P s Ay e O BT AW o e Wechansms oxit o catablah, maitain and Giseminate pocies, Standars > Deverop, dacament. and Gsseminate to
elevant information concerning the source or overed aricle, incuding 1) the supply chain sk nformatien and procecures necessary for secure, compliant and resent capabifes [Assignment: organization-defned personnel or
supply chain sk and 2) the supply chain isk information regarding covered procurement actons by the agency Publishing Security, frotesl: .
R1 ol and pocedures inder the edratAcqusion pply Chln Secunty ctof 201 (FSCoA) 41 US.C. § 4713 and any order ssced | Functionsl | intersects Wit | Compliane & el | Govo2 s [L [Selection (one or more): Organizationlevel
junder the Feder) Aca Gk piance & Resil Iission/business process-leve; Syster fevel]
Brirecional Lammunication with suply chain partners should be defined in agreements with supplirs, [icident response policy that:
ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to ) Adcresses purpose,scope: ols,responsiviles,
elevant mformation cancermg the source o Covered e, meluding 1 the supply craim Fk miarmation echanisms exist t mplement and govern processes and documentation © - Bovelop, document. and Gsseminate to
g e n o S s S e i o, o i 5 Faciitae an organization-uide response capabilty for cybersecurtty and cata [Assignment: organization-defined personnel or
Sppy chain risk an 2) the Supply chain ik informaion regarding covered procurement actions by the agency ncident Response protection-related incidents. folesk vt
"1 ol and pocedures inder the st Acqution ol Chan Securty Acof 2016 (FASCSA) 41 .5.C. 3 4713, and ny orders s | Funtonal Subset Of dent Respo RO-01 10 .‘H slecion one o more) o;g;;wztam-‘--ev“e
junder the Feder o isson/business procese evel; sysrem evel
[Bidirectional (ummumtalmn with supmy chain partners should be defined in agreements with suppliers, fincident response policy that:
ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to 2 Adresses purpose, scope rales, responsibltie,
[relevant information concerning the source or covered article, including 1) the supply chain risk information [Mechanisms exist to regularly review and modify incident response practices evelop, “‘“"‘E"' an “ di 55"“‘"’" o
denited through he couse ofth agency'saciviles i urtherance of migating, entiying, or managing s Jto incorporate lessons learned, business process changes and industry [Asswanment organization-defined personnel or
Upply chiin rsk and 2) he supply CTAIN sk Information regarcing covered procurement actons by (e agency developments, as necessary sl
"1 Polcy and procedures umrm Federal Acqistion Spply Crin Secury Act o 2016 (ASCSA) 41 US.C.§ 4713, ond ary s e | Functonal | intersects i 18P Update 1R0-04.2 s [ iSaecion aneor morey oranztin el
agency under 41 U.S.C. § 4° [Mission/business process-level; System-level]
de\re(uona\ ‘communication with Suw\y chain partners should be defined in agreements with suppliers, lincident response policy that:
|developers, system integrators, external system service providers, and other ICT/OT-related service providers to [(a) Addresses W’:‘F::‘Sle S'C“DPEO 'f‘;?: :590"5‘“"1‘55
o i lechanisms exist to incorporate lessons learned from analyzing and resolvin [a. Develop, document, and disseminate to
|relevant information concerning the source or covered article, mdudw\g 1) the supply chain risk information M P yzing 9 P, -
e e e s o 1 sy e s i,y o o Cybersecurit and data protection Imc.dents (o reduce the kehinoon or mpact [Assignment. organization-defned personnel or
lsupply chain risk SUBply chain ek Information regarcing covered procurement actiin by the o ‘agency Root Cause Analysis (RCA) jof future incidents. [roles:
R1 Policy and Procedures |nder tne Feckrot acadton Uy Chan Secury Act f 018 (FASCoR) 91 US.C. 6 4713, anyordrs ssved | Functonal | ntersects Wi use Analy: Ro13 5 [LIelection (one or more): Organization-evel;
|by the agency under 4: 713, ssons Learned [Mission/business process-level; System-level]
Blirectional communication with supply chain partners shouid be defined n agreements with supplers ncident response policy that N
|developers, system integrators, external system service providers, and other ICT/OT-related service providers to [(2) Addresses V:’:‘F::‘Sfm:'('g“e roles, responsibilities,
[relevant information concerning the source or covered article, mc‘mdmg 1) the supply chain risk information [Mechanisms exist to review the Security, Compliance & Resilience Program’ [a. Develop, document, and disseminate to
i traug tn o of e 3ency < acities n furherance of ilosng Hentyg, o manag s (SCR),including polcies,standards and procedres, at planned intervas or [Assnment; organizaton-defined personnel or
<ippy chain rsk and 2 the supply Chain sk informaton regarding covered procurement actions by the sgency Periodic Review & Update sianificant changes occur o ensure ther continuing Suitabilty, adequacy and foles]
R ol and rocedres der e FederlAcqstion gy i Securty Act of 018 (FASCSA) 41U C.§ 4713 and any orders e | onctional | ntersects it | ofsecurty Compliance S| Gowio3 [¢ectveness 5 [L [Seiection (one or more): Organizaton-evel;
‘the agency Resilionce program [Mission/business process-level; System-level]
Shirecton! fommenication it supply chain prtners should be defined inagreements with suppliers, ncident response polc . o
developers, system integrators, externalsystem senvice providers, and ather ICT/OT-related service providers to 2) Addresses purpose, scope, roles, responsiviles,
Fechantsms oxit o rai persannel in Thelr heident response roes and Ve medant response Gaiing to ystem
responsibiites ersconstent i asined s and
e shoutd nsur tht el suplers re e i gt rsponse g nerpses shouls Fesponsibiltc
g ) 1ing Ui Shei prime coniractors 0 Implerment ths control and flw down this requirement o relevant sub-tier et N . y = Wihin (Assignment: organizaton-defined time
1”2 Incident Response Training|cC . T B orimants and agencies should refer o Appendix o implement this guidance in accordance with Functional Intersects With _|Incident Response Training|  IR0-05 s [period] of assuming an incident response role or
Exccutive Order 14026, Improving the Nation's Cybersecurty Fesponsiilty o acqurring system access;
Winen required by system changes; and
:
echarisms exit to ormally tost Incaent respone Capabiies Trouah TToc the ehectivenass o e mcdent response
realisic exercises o determine the operational efectveness of those lapablty for the system [Assignment: arganzation-
capailties liefined requency] using the allowing tests
IR-3 Incident Response Testing |Enterprises should ensure that critical suppliers are included in and/or provided with incident response testing. Functional Intersects With | Incident Response Testing IRO-06 5 [fAssignment: organization-defined tests|
echantsms exit o mplement and govern am msiaer hreat program [FEment o eert Vo Conaiy T
ncidents invonving nsider thre
[This cnhancement helps imit exposure of the C-SCRM informaion systems, networks, and processes to insder
Incident Handiing | nsiderthreats Enterprises should ensure tha insider theat incent hanciing capbities account for the potental of cton ntersects witn | Inider Threat Response
1R-4(6) Threats linsider threats associated with suppliers, developers, system integrators, external system service providers, and Functional Intersects With Capability [Ro-02.2 s
otner ICT/OT related service providers personnel with 3ccess to ICT/OT ystems withi e authorization boundary.
Wechanams exit o mplement and govern am Taider threat program oot e g copoy o
rsicer hreats that ncudes the ollow
Incident Handiing | nsiderThis enhancement helps it the exposure of C-SCRM information systems, networks, and processes to insder eiser T . ergeniztionleniies [Assgnment organzation-
) e e e ot st enbie o Todes sapp s developer: oy s Functonal | Intersects witn | s Theat Response | 1pg.05 5 s [senes ente
organization Coordination [integrators, external system service providers, and other ICT/OT-related service providers. pability
echansms exit o eatableh an itegrated team of ybersecurly. I and [SBTE 37 a1 egrted ent
business function representatives that are capable of acdressing Cybersecuriy Iesponse team that can be deployed to any location
Incident Handing | ?SPZT;T:QKiTST‘;Tf.;"‘J:: e rlovart and rachal tedpated Cder respon seams shoutaca mvde Integrated securty o ceta protecton ncident response operations. rsanzadon ale«.ZE;ESﬁZ'S‘G“S s
Rea12) Integrated Incdent |1cFCccary geographical representation as well a5 suppliers, developers, system tegrators, external system service|  FUnctonl Eaual Incident Response Team | - 1R0-07 10
P Drov\ders‘ and other ICT/OT-related service providers.
Fechansms exit t document, montor and report e <Eatus of ybersecurtty T7ack nd dacument ncdents.
1 cata protection incdents to nternalstakenolders il the way trough the
esolution ofthe imcident.
s Icden eniorng (1125 Shoud e ot agreents with upprsnloe eiements t ack ond documentnidnts Functional ol Stuational Avareness for| 150,09 1
ot o ey e e o 0 ey sl oo e gr Wechaniems Sxit o provide cybersecury and data protection eident [rovide incdert formation o the provider of
Communicatons of security ncdent nformation fom the enterprise o supplers, developers, systen ntegrators | niommation o e proviser f tne Technolooy Ascese, Aupicatons snalor rodtuc o service and ot argaroadons ralved
e e o mﬁ,m o enes pulders and vice wersa requie protecti Services (TARS) and other arganizations nvaived in he Supply chan for TAAS I the supply chain or supply chain governance for
R63) Incident Reporting | Suppl L5112 any relevant nteradency bodies. Any eScalation of o exception ffom s reporiing snould be clearly | Functional | Inersects With |Supply Chain Coordination|  1R0-10.4 ~[/9oted o the ncident. 5 [ystems or system components related t the
(defined in the agreement. er\levpnse should ensure that incident reporting data is adequately protectes [incident.
iransrmission and received by approved individusis only. Enterprises should équie ther prime contractors o
mplement thi control and o down this requirement o relevant sub-ter contractors.
echaniems exit o SStableh 3 Greck cooperafive reiaionship between e (e Ebih s drect. cooperatie et
organization' incdent respanse capabily and External Service providers. s incldent response capabiity and
Incident Response e nterpris'ssreementswith primecontacors should secly e conditons under which govermert: . . Crternel provilrs of Sytiem protecton capabilty
") RestBance | Comamaton [opproved o 4osionased i party wauld b SvaISbIe o 1y be enulred 16 ooVl Scaitance s meigant Functonal Caal | Coordination wih Extemall g1, 5 10

fanc
ltb) 1gentify organizational incident response team
[members to the external providers.
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Set Theory Relationship Mapping (STRM)

-ument Element (FDE) Description
NIST 7 300-161 K1 Supplemental ¢-SCAM Guidance

Enterprises should coordinate develop, and implement an Incident response plan that includes nformaton-sharing
responsibilities with critical suppliers and, in a federal context, interagency partners and t Enterprises

STRM
Rationale

NIST 5P 800-161 R1 - LEVEL 3

STRI
Relationship

SCF Control

Secure Controls Framework (SCF)
Control Description

[Mechanisms exist to maintain and make available a current and viable Incident|
[Response Plan (IRP) to all stakeholders.

strength
Relationship

version 2026.1 x000a_03/27/2026

Jo- Develop an incident response plan that:
L. Provides the organization with a roadmap for
its incident response capabilty:

l2. Describes the structure and organization of the

Incident Response Plan
IR8 Incident Response Plan |y g1 Tequire thelrprime contractors o implement thiscontral and flow down this equirement t relevant sub-ter|  Functional Equal (IRP) 1R0-04 10 lincident response capability;
- Provides & high-evel approach for how the
ncident response capabiity it Inta the overal
» . Wechanisms exit o respond to sensiivelregulated data sps. Retsord s armatin or by
supply chain s vulnerable to information spillage. The enterprise should include supply chain-elated B S ttammont: roazation-dened
nfometon spls i & nformation splage responcs plan. T may reaure contcation win " Supplers.deveopers ersomel o reies wit respondiiy o
e Information Spilage _[system ntegrators, extarnal system serice providers, and ather ICT/OT-related service providers. The detalts of runctionsl | intersecte with _|Sensitive / Reguiated Data| o0 1 5 [esponding to mrormation spills
esponse ow this coordination s to be conducted should be included n the agreement (ed.. contract). Enterprises shou il Response A e
b low this coordination i to be condlucted should be included i th (9. contract). Ent hou Spil R i e 5
require thei prime contractors t implement this control and flow down this requirement to relevant sub.tier khe system contamnation:
3 A\emnq [Assignment: organization-defined
Wechantsms S¥it o Tormaly 35557 persanmel or oies Wi responsoity for Respon to formation spils by
e suppy chan i verabeto formatn splage. Th enerpiseshoud nclude suplychanlated responding to sensitivelregulated dat spls - Assaring [Assignment: organization-defined
Information spils i s information s onse plan. This may require coordination with supplers, developers, lpersannel o roes] with respansibiity for
o Information Spillage |<ystem Integrators, external system serice providers, and ofher ICT/OT-relsted service providers, The detas of runctionat | itersect witn | Sensiive / Requiated Data| 0 5 fesponding to iormation spils
esponse w this coordination s to e conucted Shovld be Included I the agreement (... contract). Enterprises shou 5il Responsibie Personnel b Toentyng the specic roraton nvohed
b this coordination is o be conducted should be included in th (e'g. contract). Ent hould Spil Responsible Personnel i the ap
reauire thei prime contractors t implement this control and low down this requirement to relevant sub.tier khe system contam
contractors. e Aering lAss\gnmenl ovgemze!von deneo
pg7ades, patches, 17 reauency TSDISCETENT parts. 37d GTeF SSpeets o SyStem MaIPTnance Wechanisms ex/t o develop, dissemnate, Feview & Update procedures to o Bevelop. document. and dsseminats t6
ahierace polces o be Gefined forboth he Sstem anthe netrk e materancepoey sholeec faciitate the implementation of maintenance controls across the enterprise. [Assignment: organization-defined personnel or
control based on sk assessment (ncluding crtcalty anaysis). such 3 emote access, the roles and aitibutes folest
of maintenance personnel who have access, the frequency of updates, duration of the contract, the logistcal path 2 (Selection (one or more): Organization-evel;
MAL Policy and Procedures |4 method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Subset Of Maintenance Operations | - MNT-01 10 [Mission/business process-level; System-level]
Should state which tools are expiiily allowed of not allowed For example, in the casé of sotware maintenance, Imaintenance poiicy drar
Ehe contract should state the source code, test ¢ases, and other tem accessibily needed to maintain a system or (o) Aacreses purpose. scope,rols,responsivites,
CRarades e, e Trequency T s ST G et oyt e Wechansms oxit o require mamtenance personnel & oty afected Beviiop. document and Gissemnate o
Maintenance policies should be defined fo both the system and the network. The maintenance policy should refect Sakenoiders when remote, non-focal mainkenance 5 planned (.9, datefirme). [Assignment. organization-defind personnel or
controls base Sssessment (ncluding rtcally analysis). uch 3 remote access, the roles and attibutes s
Al Pl and Procedures |0 maates of mamearance, o oniorng oo sudie mechameme. e rintonance petey | Functional | mtersecs witn | REME JAnce | 05,2 s .‘4‘iZi‘i,‘é‘u?n‘:s"sep%?e‘lﬁiv‘l?g39‘5’!2’%“'\‘357‘
Shoula state which tools are expiicitly allowed of not allowed For example, it the case of software maintenance, Imaintenance polia
Ehe contract should state the source code. test cases, and other tem accessibily needed to maintain a system or (o7 Aderesses purpose: sope, ols, respansies,
components. mimitment coordinat
Coatades. parches, Tie Trequers eTCEeT ATt 3T oF SysteT AT Wechanisms ex[t t aud remote, mor-Tocal maintenance and diagnostc - evelop, dociment. and Gsemnate .
Matenance policies should be defined for both the system and e nerwork. The maintenante policy should reflect lsessions, as well as review the maintenance action performed during remote. [Bsignment rganization-defined personnel or
controls based on  rsk assessment (inclucing critcalty analysi). such a5 remote access, the roles and atributes maintenance sessons. foee
ey an Procedures_[of maintenance personnel who have access. J of updates, duration of the contract, the ogistical path ction tersect wi Auditing Remote i Selection (one or more): Organization-fevel;
MAL Policy and Procedures |44 method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Intersects With Maintenance MNT-05.1 s [Mission/business process-level; System-level]
Should state which tools are expiicitly allowed of not allowed For example, i the case of software maintenance, Imaintenance policy that
e contract should state the source Code. test cases, and other tem accesibiity needed to maintain a system or (o R e cope s responsiiis
mimitment
T aTRESTaTee, TEpTaCemant parts, 3rd TSyt ATETACE Wechanisms exit o review the Securty, ComplTance & ResiTence Program - Bevelop, document. and disseminate 1o
Maintenance pnh:ms shnu\d be deﬁned for both the system and the nz;wurk The mamtenan:e policy should reflect | |(SCRP), including policies, standards and procedures, at planned intervals or if [[Assignment: organization-defined personnel or
Controls based o fsk assessment including Critcaly analysi), uch a5 remote access, the roles and atribut odic Review nEantchange e o ensre th Comining Sts0ID. S9equney 7 fotesr
. oy and pracedures |51 MTEnAnce perdonne who nove access, e frequency of updates, duration of ne conract o POSIOT0OM | runciona | mersectswitn | ooy Comlonce s | covas |eHectuen 5 |1 (selection (one or more): Organization-fevel:
method used fo updates or maintenance, and monitoring and audlt mechanisms. The maintenance poic securly, Complianc pisdenbusiess processever Ssterevel
[should state which tools are explicitly allowed or not allowed. For example, in the case of software rnam!enance, 9 [maintenance policy
ihe contract should sate the source coce, test ¢ases, and other tem accessbily needed to maintain & system or [ Adaresses nurnose Scope, ols,responsibiltes,
A Wechanisms exit to establsh, maintaln and dsseminate poicies, standards - evelop, document.and dsseminate to
Piaieraicepotcie sl bedefned forboth e St v et T Maienence ol S et and procedures necessary fo secure, compliant and restlent capabilties [Assignment: organization-defined personnel or
KConiols based on & ik assesament (nc.ing cicalny analySi) Such 2 rémoRs acCess, e 156 and atbatcs fotest
s oy and Procedures |91 mTtenance personne who nove sccess, i . duration of the ontract, he 0GSKCo D9t | rincionat | iersects witn | oot | ovan s 1 ehiection one or more): Onganizaton-evel
and method used fo updates or maintenance, and monitoring and audit mechanisms. The maintenance poicy fance & ke Iission/business process level; Syscem fevel
Should state which tools are expiicily allowed of not allowed For example, i the case of sotware maintenance, Imaintenance porc
ihe contract should state the source code. test cases, and other item accessibilty needed to maintain a system or o) Adiransee purgoserscope,roes, esponsibities|
components. onent corlnat
[Automated mechanisms exist 1 schedule, canduct and document [2) Schedule, conduct, and document maintenance,
[Enterprises should ensure that all automated maintenance activities for supply chain systems and networks are Imaintenance and repairs. Irepair, and replacement actions for the system
Controled Maintenance | fcontroled and managed aecoring (o tne mainenance plcy. Exampie of aomsted maitenance aciies can Automated Maintenance Jusing [Assignment: organization-defined automated
wA2(2) ‘Automated Maintenance [iclude COTS product patch Updates, call home features with failure notification feedback, etc. Manasin Functional Equal ted Maint MNT-02.1 10 [mechansmsliand )
Actities acivites may raclire caablshing $iaing brocesses with abproprats supportg mechanlsms to provid vetng or (0 resuce s aoe accurore o compire
fitering as appropriate. Staging processes may be especially important for critical systems and components. [records of all maintenance, repair, and replacement
o PRrop oIng pf Y e 'y Impe g [actions requested, scheduled, in pmcess and
miieted
e o0 onddere s of sy o Ty s vty can o C S Wechanisms exit t control and monitor the Use of system malntenance tooks. - Approve, cantrol, and monior the use of system
Ishould be integrated wi e enterprise acquires or upgrades a maintenance tool (e.g., jate [maintenance tools; and
ovelopment environment of tecting tooD). meluding during the selection, ordering. storige. and mtegratmn of the Review previously approved system maintenance
s Maianance Tols [matenance ol T eteprize Sout perorm continueu ey and pprovaof mannce ool g | Functoral | nerseisWin | Manterance Teds | W04 5 [ools Assignment: organization-defined frequency)
o5e maintenance Kools In Use by extemal Serice proVIders. The enterpriss Should a0 intearate C-SCRM i
vaiaatng acament pars o mamcanance tls Thie corttol ey be porrmed ot both Lovel 2 and Level 3.
epending on how an agency handies the acauiston, operations, and oversignt of maintenance toos
Wechanisms exit to nspect maintenance tools caried Ito a faclty by [FS5ee T FraTenance 1% Ged by raenance]
maintenance persamnelfo improper or unauthorized modifiatons. fpersonnel for mproper or unauthor
e entrprise shouls ey acceprance testing 0 vty hat the mainterancetol ofthe T sugpychan Imodifcations.
. Maintenance Tools | [nrastructure are a5 expected. Maintenance toois should be authorized with appropriate paperwork; verified as " nemect Toals )
MA-3(1) Inspect Tools (claimed mmugh initial verification, and tested for vulnerabilities, appropriate security configurations, and stated Functional Equal Inspect Tool MNT-04.1 1o
functionaity.
Fechanisms S¥it o check medi containig diagnostic and T programs for [Gheck media containing diagnostic and i
X vty ot . maiicious code before the media are used. progrrs or mlcous o beor the macta are
[ emeroris st verky o the s continin dognostc n st prerams et supplers s o e e i the ayete
a3 Wantennce Tol | fnterpris normationsykems operstes e xpecad andprowes oty e urcins e Functional caunl R I ©
P 1 should be nt the enterprise’s policies and pmcedu res and pre-: appwved En(erpﬂses -t
Trouid s encure tha the Tunehonalny does mot exceed that hich was sarecd upor
(T FSKS. SUEh 35 UnaUeioTZed mioaicaton, TEpIREement Wit CountErae, oF aliare TRSerin W i ToT s Fiechanisms ex/t 1o prevent or control e removal o equlpment undergoing Prevent the rmovat of materance apment
outide o n enterprie' conral Systems ad network manenance (o can ncude a negrted evlopment Imaintenance that contains organizational nformation. lcontaiing organizaiona information b
aintenance oot | [ETVonment 1D testng,orvineabity scaning. For CSCRM, 5 mporant ha enerpisesahoud xplcty rores @) Verlfying that there 1 o organizational
g M 15 || [2Gthorize, track, and audl any removal of maintenance tools. Once systems and network too nctonat Prevent Unauthorize ’ nformation contained on the equipment;
MA3() prevent Unauthorized S o nformation system, they should remain e property: ystem owner an Functiona Equal val MNT-04.3 10 ) Sanitieing or destroying tne equipment;
removed and used elsemners 1 the enterprise. T maintenance tools & curtently in use of 1 storage shouid ) Retaining the cauipment within e facity; o
i bl 0 feave the enterprses pemises Ui hey are propery vetted (o remova ., mainienance tool @ Obraining an exempion from (Assignment.
removal should not exceed in scope wha + removal and should be completed in accorgance with nersonnal of el excli
Wechanisms exit & authorize, manftor and control remote, morocal L prave o mieitor monkocal mamteance and
INonlocal maintenance may be provided by contractor personnel. Appropriate protections should be in place to [maintenance and diagnostic activities. [diagnostic activities;
nage associated riks. Contiols appied to intemal aintenance personnel are applied to any suppliers, o Allow the use 0',"0"“”6‘ maintenance and
nAa Nonlocal Maintenance  [developers, system integrators, exteral system service providers, and other ICT/OT-related service providers Functional Intersects With | Remote Maintenance | MNT-05. s agnesti ools ony 2 consstentwith
erforming a Similar maintenance rals and enforced through contractual agreements with thir external service oraanzationalpocy and documented n the
[providers. c Employ sirong authenticaton n the
niocal maintenance and
echanisms exst o require malienance personnel t oty affected - pprove and moritor noniatal maintenance and
INonlocal maintenance may be provided by contractor personnel. Appropriate protections should be m mace to stakeholders when remote, non-local maintenarice Is planned (e.g., dateftime). [agnostic activities;
Imanage associated risks. Controls applied to internal maintenance personnel are applied to any st Remote Maintenance Allow the use of nonlocal meintenance and
A4 Nonlocal Maintenance  |developers, system integrators, external system service providers, and other ICT/OT-related service Dmv\de Functional Intersects With e hontens MNT.05.2 B [diagnostic tools only as consistent with
Iperforming a similar maintenance role and enforced through contractual agreements with their external service forganizational policy and documented in the
pertormin Kecurity pian or the system:
Employ strang suthentication n the
Wechanisms ex/t o aud remote. mor-Tocal maitenance and dagnostc - Approve and montor noniocal maintenance and
[Nonlocal maintenance may be provided by contractor personnel. Appropriate protections should be in place to [sessions, as well as review the maintenance action performed during remote [diagnostic a““‘"" "
age associated risks. Controls applied to internal maintenance personnel are applied to any suppliers, Auditing Remote maintenance sessions. Allaw the uisa of nonlocal maintenance and
e Nonlocal Maintenance [developers, system integrators, externalsystem service providers, and other ICT/OT related Service providers Functional | Inersects With wdiing nT.05.1 5 [diagnostic toois ony as consistent with
petorming a smiar mainenarice role and enforced hrough Contrachua; agreements with ther external service laintenance lorganizational policy and documented in the.
pertorm! Security plan for the system;
Employ sirang suthentication n the
¢
[roviders parform amy mamiocal maimtemance o dlagnostic services on syatems or ystem compoments, the [Mechanisms exist to require Technology Assets, Applications and/or Services l(a) Require that nonlocal maintenance and
bl e bk (TAAS)perorming remote ool maninarce andordagnosic servies ldiagnostic services be performed from a system
Noniocat aintenance ||+ Appropite messures aretaken t verty that he oloc envianment meets spproprate securylevels for Remote Maintenance mplement  secuity capablty comparabl to the capabilty mplemented on hat implemens a security capabilty comparabl to
MA-4(3) P reements between the enterprise and vendor; Functional Equal Comparable Security & | MNT-05.6 (5 sitem being senic 10 [the capability implemented on the system being
Sanitization * Appropriate levels of samtmnq are completed to remove any enterprise-specific data residing in components; and Sanitization fperviced; or
. Appropriate diagnostics are completed to ensure that Companents are sanitized. preventing malicous insertion (o) Remove the component to be serviced from the
lprior to returning to the enterprise system or supply chain network. The enterprise should require its prime lsystem prior to nonlocal maintenance or diagnostic
echartme o = et o Sthorzed maenance e BStabioh a process for maintenance personnel
ainienance persomne may be employed by supplers, developers,sysim ntegators,externalsystem srvice lorganizations or personne lauthorization and maintain a list of authorized
lproviders, or other ICT/OT-related service providers. AS such, appropriate protections should be in place to manage Authorized Maintenance [aintenance omemze“o"ds or persomnel;
was Maintenance Personnel - [associated 5. The Same contols appled to nternal maimienance persannel should be appied to any contracior | Functional Equal it MNT-06 10 ety that no-escorted personne performing
personnel who performs a similar maintenance role and enforced through contractual agreements with their maintenance e possess th require
lexternal service providers. [pecess authoriz:
I Designate wgamzmm personnel win equres
e oo e e s sochred W e persene Encure hat:
[Who do not have appropriste access authorization, clearances or format 2 Foreign nationals with appropriate security
[The vetting o freign nationals with access to critical non-national securiy systems/services must take C-SCRM Maintenance Personnel cCess approvals are appropristly miigated learances are used to conduct maintenance and
s Maintenance Personnel | [Ito account and be extended to al relevant contractor personnel. Enterprises should speciy in agreements any runctionat | itersects win | intenence persornel | 5 [dlagnostic activites on clasified systems only when
Foreign Nationals | esticions or vetting requirements hat pertain to foréign nationals andflow the requirements down to relevant it Approp khe-systems are jonty ownad and operated by the
Sibcontractors. lUited States and foreion aled governments.or
ounes and cperated ol by Toreion aied
o ok avalale I refered & acqure o autorzed Gitrutor: a1 OEW of an auinorzed disbutar s ot Mecharisrs Xt o Gbaln ralterance support and/orspare pars o Bhiein mamtenance suppart e e
ol inen s peferes o sk ro on authorzed el Enterprisesshaui otain vericol [Technology Assets, Applications and/or Services (TAAS) within a define [Assignment: organization-def
nethr e disbutor o reseller s authorized Wihere possbe, enterrises shou use an authorize [Recovery Time Objective (RTO). KComponents] won [Assanmens organsaton-
s Timely Maintenance |dsbutoridcie sproved 5. I he only acmatve o authorized distrbutor or secondary | Functionsl Equal Timely Maintenance | MNT-03 10 [defined time period] offaiure.
Imariet, a risk assessment shouid be p nclading revisiing the crticalty and threat analysis o identity
Scitions ik mitiations o be used. For exampe, he enterprise should check £he supply Source or 3 nstory of
counterfets, inappropriate practices, or a criminalrecord. See Section 2 fo crtcalty and threat analysis detalls,
Wechanisms exit to securely conduct iid maintenance on Geographicaly IReStIctor pronibi ied maintenance on
deployed assets (Assignment: organization-defined systems or
[system components] to [Assignment: organization-
r eld Maintenance |Enterpises should use trusted faciites when acitional igor and qualiy control checks are needed, f at al Functional ol e mamenance | s Lo [eime tresred mamtananea acites,
ractical or possile. Trusted faciiies showld be an an 3pproved I and have addional conirols i place.
e S e o e o e o o Chaniems eX1s fo AT STUARGTAl awareness of e qualiy and 1T Speciic NIST 80061 RT contral s nok Xt
eltematve sourcesofsupply. and replacemens. Faiure ates are sl useflfor moritorng the qualtyand ey o aystams and companente through racking maiaienonce acivities s 0053 s
Maintenance Honitoring | IXETaEors oXtermal ystem service providers, and ocner 1CT/OT-related service providers for cortective acton and nd component falure rates
MAS e o arornd  [continuous improvement. In Level 2, Functional Equal Maintenance Monitoring | MNT-11 10
'9 lagencies should track and communicate the failure rates to suppliers (OEM and/or an authorized distributor). The
falure rates and the saues that can indicate failres, including root causes, should be denified by an enterprise’s
[technical personnel (e.g., developers, administrators, or maintenance engineers) in Level 3 and communicatec
charisms exst To determine e Mean Time o Falure (MITF) forsystern This specific NIST 800-161 RI control does not exist
lalternative sources of supply, and replacements. Failure rates are also useful for monitoring the quality and [Me:
rehahmty of systems and components. This information provides useful feedback to suppliers, developers, system [components in specific environments of operatior [in NIST 800-53 RS.
rtdrs, SXiemal st Senaceprovers. nd o CTIOT rlatesevice prodrs forcorctue acon and
s Maitenance Hontorng. |contmious I cev houid track and nt alure ates to supplers (OFM Functional | ntersects With [predictable Faiure Analysis|  SEA-07 s
ondoronautorized Sributon: e ure rees e e ot con ndcte folres, ncudng oc covscs
Houid be den n enterprise's technical personnel (6., developers, aaminisrators, of maintenance
Endiners s Lever 3 and commumeeted i Level 3. These Indniauars are abl to verly the problem an ety
et STt Sheety s Tt syt e onracg Tanguage] el sanCzain sl Wechanisms exit o securely dispose of media when E 5 o Tonger required, o SarizE st oAt Gefed
e uppler. deelopert ystes el eterrl st service praaes nd tnr /0T relte zervice using formal procedures. Eystem mecia) prior 0 cisposa, release out o
providers. Medis Hroughout the SDLC. Media raversing o resicing n the supply chain may orgina lrganizational contro, or release fo reuse using
y s Somtition e, Incuding oM Supters, developers. ystem ntearakos, rtoraa Syt semice tersects wi o Media Disoosa . EAcsionment. organiaation-defined saniisation
P Media Sanitizati ICT/OT-related service providers. It can be new, refurbished, or reused. Media sanitization is critical to ensuring that | " unctional Intersects With | Physical Media Disposal | DCH-08 s ftechniques and proceduresl; and
Information s removed before the media is Used, eused. or scarded. For media that contains privacy or other mploy sanitization mechanisms with the
v normaton e CU). e enterprise shoul e s prime contractos (o impement thi ontrl and sirength and integrity commensurate with the
ow down ths requirement o relevant sulb-tier contractors v
TEREpTSES Shauld spedy and InCLTE T S3rEaments (o3 ComPREHg TARGUAGE) el SamZaNan PaTEies Tor Wechanisms ex/t o sanlize ystem medla with the strength and ety - Saniize [Assignment. srganization-defned
e suppes. develapers, system ntegrtors, externa ystem sence praders,and ther ICTIOT relaed service it or sensiiity of Bror to Evstem medial prior t cisposa. release out of
prowert e us Uroughout e SDLC edi avarsng o ressng n h sy chan may oginate isposal release outof organizationa Control o release (o reuse lorganizational contro,or release fo reuse using
M6 Media Sanitization  [30YWhere. including from suppliers, developers, system integrators, external system service providers, and other Functional Intersects With | System Media Sanitization|  DCH-09 5 [(Assignment: organization-defined sanitization
[CT/OT related service providers: I can be new, efurDsNed, ot reusea. Media sanizaton s Ccal to ensuring that kechmiques and procedures)
information s removed before e media 5 USed, reused. of discarded. For medis that contains privacy or other . Employ saniization mechanisms with the
sensitve formaton (e, GO, tn enerpriseshou e isprime conactrs o mplemen s cotrol and strength and integrity commensurate with the
Jow down ths requirement o relevant sub-tier coniractors, acsification of h
RIS Shosa Specty andncie o sareaments {E1eS o ey e ez e o Fiechanisms exit to facitate the sanfization of Personal Data (°D) - Saniise [Assignmant: organization.defined
thei suppiers, develapers, syste nterators, external system service providers. and other ICT/OT-related service Eystem medial prior o cisposal.release out of
providers. Mecia i used hroughiout the SDLC, Media traversing o resding n the supply chain may orginate lorganizational control,of elease fo feuse using
1Pe Media Sanitzation fc”nﬁ?i';EZZJ“SZ'Z?:'J‘},T&T:Z‘;EE:Zifl"ﬁ?ﬁ refurbished, “’.f?mL;Z"ﬁ'Z“.a?:ﬁi"?iTn:‘755‘32;\‘Z.ZZ!Q’W ot Functional | ntersectswitn | SR EEonal | peions S e Bt . i eation
Iformaton s removedbeoreth e L, reusd. o dcarge. For e thot conains iy Employ sanization mechanisms with
Cametiee ormation 2.3, QO i amerorice should reaure o prm contraciors o plemers e tontro) and irngin and ntrity commensurate winthe
o ot recurement 5o evant bt conttacion. + Dassincation
Wechanisms exit & establh, malntaln and disseminate polies, standard: Beveion doccment and dsermnate
and procedures necessary fo secure, compliant and resient capabiltes [Ass\gnmenr organization-defned personnel or
The enterprise should integrate C-SCRM practices and requirements nto their own physical and environmental sublising Secoriy
ey and o protection policy and procedares. The degree of protection should be commensarate ith the dearee of intearation.|  p io ersects i Publishing Security. 2 Seiection (oneor morey: organizain-evel:
PE Policy and Procedures 155 and environmental protection poliy should ensure that the physical interfaces of the supply chain Functional | Intersects With | Complance & Resilence | GOV-02 * pisoniusiess processevet Systemeve]
ave adequate protection and audi for such protection lohysical and environmental protection poliy t
(o) hesses prpose, sope, e, remponaibites,
ardination amana
ke ST Talate W opealon o ryaea and Envrarmental ion, Jocument, and Saseranta t
lprotection control [Ass\gnm:nk organization-defined personnel or
e et should eyt C.SCRN pracices and requrement o e own tyscland envronmerta Foreey
. oty an rocacures[POVSIon oy a procedures. The etree f protecion Shou b Commensuats v he deoree of meoraton. | o somseror | PSSl Endronmental | peg o) 1o |1 Stiection (one or more): Organization-fevel:
rotections

[The physical and envitonmental protection policy should ansure tha the physical Interfaces of the supply chain
lhave adequate protection and audit for such protection

[Mission/business process-level; System-level]

lohysical and environmental protection policy that:

(0 adaresses purpose, scape, roles,responsiiites
mmitrent. coordination amona
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The enterprise should integrate C-SCRM practices and requirements into their own physical and environmental
lprotection policy an res. The degree of protection should be commensurate with the degree of integration,

Periodic Review & Update

techanisms exist to review the Security, (nmphance&kes\hentz Prograr
(SCRPY ining palicies. Standards and procedures, 2 intervats or If
Significant changes occur to ensre their continuing SutabIIty, adeauacy and
lffectiveness

Develop, document, ar
lAsS\gnmenr o astion-denmed personnel or

les]:
F° S2iection one or more): Organization-evel;

dentifying C-SCRM control baselines that
interest, or the enterprise as a whole

s for diferent groups,

Configurations.

e Py and Procedres e meventalproeck o plcy o anoure ha e el merfoces of s cuply i Fncional | Intersecs Wih | o Securiy Complance | Gov03 T L
ave adequate protection and audi for such protecton. lohysical and environmental nmteclmn ool
o) Adaresses purpose, scope, rols, pnns\bllmss
mmitment. conrdinaty
S R NS D A A Y PR J RS PISTaT 25 ool meghanes St Tl » ot Tt - Develop, approve, and aintain 5 It of
personnel with authorized access o organizational faciies (except for those il i st sccess o tr ity
Iniidul s permies ool permited o 8o i regad o thei ryscl access (€. view,aterconur,insert
o o Soman e, i) e physical scces reas within he fociy offcioty designated 2 pubicly accessiie System
re2 Physical Access ana ot conractos o it s coraral and fom down this | Functional Equal Physical Access pes.02 0 P ‘ssue Suthorzation crodentalsfor faily acces:
Feairement o relvant S ter comractora. Acthatsato or non-aderas ampioyecs shou tolow ah spproved Authorizations . Review the access st detailing authorized faclty
protocal, which includes documentation of the authorization and specifies any prérequiites or constraints that a:;‘essd by ndidus (ssonment orgaizaton-
A et A PR A A T einea requency) on
PPySIAT CCESs Comiol meEhaas S5t To U Sl acase fathorize ccess o the facilty where the
ites based on the positon of ole ofthe Individua. ystem resides based on postion or ole.
ol Access [Role based authorization for physical access should nclude federal (.9, agency/department crmployees) and non-
. s feierar employess (e.g. suppiies, developers, system integrators, extatal systam sarvice providers, and other nctons " e Based Physical Access|  pES:
PE201) Authorizations | Access by ICTIOT.related service providers). When role-based autharizaton is used, the type and levelof access allowed for Functional Equal [Role-Based Physical A PES-02.1 10
that roie o position must be pre-estabiished and documente
PRYSIcaT 3ccess Contol Should Telude TRAVIGUATE 3nd STierpITSes €ngaged Tn 1 ETMerprise’s Supply Chaln A [hysical ccess control mechanisms exit to enforce physical 3ccess - Enforce physical access authorizations 3t
Vetting process based on enterprise-defined redirements and policy should be In place prior to anting access to authorizations for all physical access points (including designated entry/exit [Assignment: organization-defined entry and exit
inesUpply hai iasructure and any e elements A(cﬁss tblanment maimenence, 33 revacaton points) to faciltes (excluding those areas within the facity oficilly Jponts o the facity where the syste fesides) by:
. y [processes should maet enterprise access control Jolicy igor. The apeed of revacation or suppies, developers, ncti y 03 |designated as publicly accessible) 1" Verifying individual access authorizations before
PE3 Physical Access Control 150 et earators, external system servce providers and e CT1OT related sevice providors i need access Functional Intersects With | Physical Access Control | PES-03 s loranting sccess to the facilty: and
2 vl e and dtaGeters oot et ovne o xternal sence B Controling ingress an egress o the facilty using
managech accodane wih he scivites pertommed i her controcts. rompt 1evocation s rical when efer scicton (on or ey (Aesignment rganization:
Individusl or enterorise need no onger exts, !
[hysical sccess contral mechaniams exit t enforce physical access to Clcal e phydcalaccess suthoratons s the
y3kams or sensitve/reguiated dats, n addion 10 e physical acces controls ystem in adaiion to the physical access controls
st s contror TS 55 conrol shulg b exteded o contactorpersannc Any cotrctr esurces tht provi servies forthe facity o the facilty at Cesignment: orcanisaton denned
. yscal ccess Control | |pport wih oyl ccess o th aupBychan isstructureandany relevant elents shaud ahere t access o ’ el pes Jphysical spaces containing one or more components|
PE3) System Access ontrols. Policies and procedures should be consistent with those applied to employee personnel with similar levels | Functional Equal Access To Critical Systems | PES-03.4 10 Jof the system]
of physical access.
[Physical access control mechanism exit o enforce physical access [Prform security checks [Assignment: organization-
authorizations for all physical access points (including designated entry/exit lefinea frequency] at the physica perimeter of the
onsiat Acess oot LTI the exten, roquency.angorrndomness of securty checks of aiie,anterrises shad lpoints) to faciliies (excluding those areas within the facility officially facility or system for exfiltration of information or
. ysical Access Control | [account or exfltration rsks that resul fom covert lstening devices. Such devices may include wiretaps, foving ction tersect wi ) . o3 |designated as publicl accessbie) femoval of system components
PE-3(2) Facility and Systems  |bugs, cell site simulators, and other eavesdropping technologies that can transfer sensitive information out of the Functional Intersects With Physical Access Control PES03 s
[Mechanisms estt to protect mobile devices from tampering through msve(lmg [Employ [Assignment: organization-defined anti-
rampe rection e for educing cybersecurty ik n products, The nteprieshoud mplment vallaed s remin o ocatins ht th rganizato deers o be o s e
Physical Access Control | tamper protectin techniques within the supply chain. For ctcal products, the enterprise should require and o 1. o 1 e devce being Commecid 0 e rgomation's detecs prevert] physicaltampering or wam" o
PE-3(5) | Tampering |assess whether and to what extent a supplier has implemented tamper protection mechanisms. ssessment Functional Equal Mobile Device Tampering MDM.04  |network. 10 [Assignment: organization-defir
Protection Imay also nclude whether and how such mechanisms are required and applied by the supplier's upstream supply componancs) wiin the ystem.
Chain entites
[Physical access control mechanisms exit to monitorfo, Getect and respond o o Wonitor physical access to th facilty where e
v who sl acces e eterprie o extrnl senie roiders it doacerters, nfornoton. hysical securtty Incidents. Eystem resides to detect and respond to physical
o pryscl sl - nclng v the supply cha oy e cnteorie’ ecurity ncidents:
y toring Phyer orel ocssed contracrrs virors stherine portes (g moimienance b et contractwith the et . toring Phyer y B e il cces s ssignment
PES Monitoring Physical Access T CY oo Crorie). or an individusl afiisted with an snierprise in the upstrearn Supply chiin. Te enterprise Functional Equal Monitoring Physical Access|  PES-05 10 roanaton setned requency] an upon
Should montor these individuals’ acttes to reduce cybersecurity fisks throughout the sUpply chain or reaure et anence of TAssanment. orgamsation defined
monitoing In agreements. ents or potential indications of events] and
Cooralnnte resuls of 1 a
[Physicalsecurtty mechanisms exit o solate information processing faciies - Acharice and contrl [Assignment: oroshization-
IThis controlenhancement reduces cybersecuriy risks tha aise during the physical defvery and removal of from points such as delivery and Ioading areas and other points o avoid <y o Syt companents] e ana
Pervare componert ot et foation s or Sl Cr T e trneporaton lunauthorized access. fexiting the facilty: and
PE-16 Delivery and Removal  [security, the validation of delivered components, and the verification of sanitization procedures. Risk-t Functional Equal Delivery & Removal PES-10 10 [b- Maintain records of the system components.
Considerations inlude cormpanent mission cricaty 2 well 2 the development, operational, of maintenance
crvironment (e.g., classfed mtegration and test laporatory)
PPy ety e it o e Sppropate et Determine and document the [Assgnment
cperational and technical contrals a aitermate work ste orgamzatmn deinedsermte work ke st
frhe ncorporate pi guard tisks associated with enterprise for use by e
P17 Aorte WorSite fployee or contactorpesonne i or st upply Cran T s akematve work s, | Functon! Equal Aternate Worksite | pES-11 W0 b Emoly retalowng conros ot atemate wa
[THE can include hird-pary personnel who may aisa work from altemative worksie: ite: [Assignment: organization-defined contrls)
. Assess the effectiveness of control at atemate
Mork sces: and
Prouide a means for emplovees to communicate |
[hySical securlty mechanisms ex/t o Tocate system components WIth e Posiion S7tem Camponent Wi ety o
[facity to minimize potential damage fom physical and environmental hazards Iminimize potentil damage f
s ang environerta s o druptions e an mpsct o e vy of products i re or il e  to minimize e opportuntty for unauthorized access. orqanization-defned phycicar and erwronmantal
vt Locaton ofsystem (scared and syl ransporef e St ocaton: or e, nISES: SO MCOROe 08 | foncionat | versectswin || RSSO 6 | peg 5 |nazars) and to minimize the opportunity for
Components. | [manufacturing. warehousing, o the dstributlon focation of information systemh components that are crcal or Protection linauthorized access.
gency aperations when planning for aiternative supplers for these components
[components transported between enttics across the supply chain, betwean protected areas, or i storage awaiting [PhySical security mechansms exit to employ asset location technologies that [Empioy TAssignment: organization-defined asset
[mplementation; testing, maintenance, or sposal. Methods include RFID, clgital signatures, or bockehains, These Lrack and monitor the location and movement of organization-defined assets location technologies) o track and monitor the
s Hontorng and | ATIS0 p RSt g st Hontorng and ithin organization-defined controlled areas. focatonand moementof hsignmer
PE20 Wonitoring and |7 Gile g the syatem or component fr counterfet replacement; Functional Equal Wonitoring pes14 10 [orgenizationdefined assets]within (Assignment:
9 b e o of confentalty. ey, or avalabilty of e ystn o component functon nd dta (ncluding dota 9 forganizationdefined controled areas)
contained withinthe companent and data about th
o emupting supply cpa and loBitcs processes fo s oimponent. In additon o providin protecton
Sumplers. Factors may Iclode seograpic Iocation (63, Continental United States [CONGS), Ourside the echansms oxit o Tewiict he ocation of miarmation processingrstorage b e e or e o el e e
Continental United States [OCONUS], physical protectons in place ot one or more of the elevant faciltes, local lased on business requirements bystem resdesconsgerng physicl
Imanagement and control o such faclifies, environmental hazard potental (e.g.,ocated n 3 gn-1sk sesric Thirc-party Processing fenvronmental hazargsiand y
P23 Faciity Location [zone). and alternative faciity ocations. Enterprises should also assess whether the location of @ manufacturing or |  Functional | Intersects With | Storage and Service |  TPHM-04.4 s or existig faclites, consider the physicalan
istrbation center could be Influenced by geopoliical, &conomic, of other fators. For crtical vendors or products. atlons fenvironmental nthe organizational i
[enterprises should specifically address any requirement: rictions concerning the facility locations of the [management strategy.
[vendors (or thei upstream supply chain providers) in contracts and flow down this requirement to relevant sub-
T T e oo oo o Ui S (G g Wechanisms exit to estabish an aermate processing e that provides| o Plon the Tocation o site of the faclty where the
Continenial United States [OCONUS), physical pméagmns i piace ore b th relevane inciies, local security measures equivalent to that of the primary site ystem resides considering physicalan
o ntrol of such facilties, environment o potential (e, located i Hioh-fiak serem lenvironmental hazards; and
ve23 Faciity Location [roney . aematie Faciiy locatons. Eterbrces Snoutd o asoess whetne the ocaton of s maniiactoring or | Functional | Intersects With | Aernate Processing Sie | Bcp-09 s | Forexisting faciites, consicer the physical ana
(distribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or products, environmental 'e organizational ris|
lenterprises should specifically address any requil nts or restrictions concerning the facility locations of the nagement strategy
Vendors (or thlr upstream supply chain providers) n contracts and flow down ths requirement o relevant sub-
[suppliers. Factors may include geographic location (e, g" Continental United States [CONUS], Outside the [Mechanisms exist to eslabhsh an alternate st:rege site lhatﬂmt\udes both the [a- Plan the \:(etmn or site of the Yatlhty where the
Continental United States [OCONUSTy physical protectons in lace ot one or more of the relevant failtes, local assets and necessary agreements to permit the storage and reco ystem resides considering pysical
m 7 of such facillies, environmental hazard potential (e.. Iocated n a high-1sk selsmic System backup iammation lenvironmenta hazaras;
pe23 Facilty Location  [zone), and altemative facility locations. Enterprises should also assess whether the location of a manufacturing or Functional Intersects With | Alternate Storage Site |  BCD-08. 5 o o axising Tciies consider the physicaland
strbution center could be Influenced by Geapalical, Economic, or Other factors. Fo crtcal vendors or producs, fenvironmenta hazards n the organizationa isk
enterprises should specificaly adaress any requirements o restrictions concerning th facity locations of he [ranagement srategy.
Vendors (or thlr upstream supply chain providers) in contracts and flow down ths requirement to relevant sub-
e Eaeeors Ty Twevie Seoarame Tocavion 1o, CommemeaT Unieed Soates ICONUST, Doae e [FeCharss o4 o ADLte processing and Sorage across mUe Byl o Fin e ocaionar e of e iy wher the
Continental United States [OCONUSTy physical protectons in place ot one or more of the elevant faciltes, local focatio stem resides considering physical an
Imanagement and control o such aciiie,environmental hagard otentil (e, loated n 2 igh ik selsmc trbuted Processin fenvironmentai
PE-23 Facility Location |z0ne), and alternative facility locations. Enterprises should also assess whether the locati a manufacturing or Functional Intersects with | DSt b“';“ Processing & | geas B [b. For existing facilities, W"W the physical and
Gicmbation center could be ihuences by GeGpaltcal, conomic, o other attors. For Cica vendors of products torage Jenvironmental hazards i the organizational isk
enterprises Should specifically address any requirements or restrictions concerning the faciity cations of the. [management strateoy.
Vendors (o ther upsireat supply chain providers) n contracts and flow qown i requirement t relevant sub-
e T e oo oo (7 Commar Uit St (GO, Bt o PTySTaT SEcurty medhanims e o octe sysem componerts Wi e - Plan the Tocation o sTe of the facity where the
R e Shsgy e locaton (e.9. Continen o States [CONLS ), Outside e rocal faciity to minimize potentil damage from physical and environmental hazards| Eystem resides considering physical and
anagament and comre o such Tacies Envionmentaladard potemal e 6. ocated n & hgh 1ok eisc couioment Siting & andito minimize the opportunity for unauthorized access jenvironmental hazardsiand .
P23 Fady Locaton fonland et ity catore, et Should la sbss hthe n ocaton fa monoctuigor | Foncionol | nersects i auipment siting pes12 s For existing facites, consider th physicalan
istribution center could be influenced political, economic, or other factors. For critical vendors or products, [environmental hazards in the organizational ris}
enterprises shouid specifically aderess am requirements or restrictions concerning the faciy locations of the. strategy.
[Vendors (o their upsiream supply chain providers)in contracts and flow down this requirement to elevant sub-
e o e o e S T e o it Tt e aperton o pysea nd envranmenta o e oot o ety e e
Continental United States [OCONUS], physical rotections in lace ot one or more of the elevant failtes, local protection control Fystem resides consideringphysica
Imanagement and contro!of such faciilies, environmental hazard potentil (e9. Iocated i a high-Tsk seismic ol &t
P23 Facilty Location [z0ne). and alterative faiity Iocations. Enterprises should a1so assess wheter the locaton of & manufacturing or | Functional | Intersects witn | Physical & Environmental | - peq g, s | Forexisting faciites w:we' the physicalana
(distribution center could be influenced by geopolitical, economic, or other factors. For critical vendors or products, [anvironmenta 5 In tha orgenizetional risl
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.
fenier sl pstcam sy o o corrcs ad fow down hs terurement o vt i
it Covel  CSCRH oy o Cev T o evel . v s o el cornain, e e Wechanisms exit o plan and coordnate Information Assurance Program 1AP) 5 Devaro securty and privaey plans for he ystem|
houid coorainate with supplers, developers, systerm integrators, extenal system service providers, and o actvites with affected stakenolders before Conducting such actvities m order Frat
[CT/OT-related service providers o develop and matain heir S5P For example, bulding and aperating @ ystem plan Coordinate with [ recuce the potential mpact on operations. e constent i th organztos enerrce
s System securtyanreqires a Sgnicent coordination andcolcborton betveen te eterriseand Syt INEGrolorpesornel SUC | ncionst | ersecs win | i orstons | w031 5 frehiecton
oty bans. " [Coordration and calaboration Shoukd s oUG1€S5cd I he syse secuRty lan o San-alone C.5CRH pan: These " organz BB e h constuen sstem
ol hould sl conier tht supplers or externl serce provdrs may 1t b able o ustomize o fre
. ystem Integrators, external system service o Desmhe ine operaional cotet of e sysem n
Jans fo non federal (., ontractor) jon and business roce
ifon to ternal coordinatio. the enterpiise Charrs SR Te e auartate Gocumenaton (€5 Syaem Bl secy S DRvSCH plans Tor the sstem
egrators, xternal system senice provide her Securty Plan (55)) ¢
Ps. For example, building and operating a sys Applied Securtty, 2 ertites ey lchectural and implemertaton nformaton n nscope e consistent iththe orgnizaon's everprse
s System Security and ruires  Soniicant coorination and colaboration betesn the enterprise and yatem ntegratar porsonnel SUh | rcionat | tersects with |com et e i ence|  1n0.03  [Techmelony Acsets ApBIations ancro servces (T4 s e
Privacy Plans ration should be addressed i the system securty plan or stanc-alona C-SCRM plan. These ampliance and Resilenc () Renec the carront skt o spphed securty compliance and reslence - Expicity define the consttuent system
o le to Customize to the Kontoon aplcable Peaple rocesses, Techrologe, Dot anior Fcites lomponents;
|acquirers requirements. It is recommended that suppliers, developers, SyStE‘M \H;Eqremr& exle‘mal system service |(PPTDF) that are contained within the Sys lem boun ary an [3. Describe the operational context of the system in
¥ ans for non-federal e, Contractor) ) prouides» bistorcal ec e of 2ol e control.inelul
Bisn ot Lovel 1 and the C-SCRM pollcy at Level T and Level 3.In addiion to nternal coordination; thé enterprise HEChamSis €xit o mEINaI etork archRGcLore Sograms that o Beveiopsecty and psacy ians fo e syt
ystem senvice providers, an 12)Comain sificient deti o 35563 th securty of the neorks
; example bulding and operating a system arenite 1 consistent with th organization'senterrise
. System Securtyanareuires o Sifcan cornation andcolaborlon between e enterpise ana e et pursonnel Suh | g | Network Disgrams & Data| o1 0|15 Refoctthe current architecture ctthe stmork anvionmen; and renecture
PL2 vacy Plans lcoordination and collaboration should be addressed in the system security plan or stand-alone C-SCRM plan. These | Functional Intersects With | Tiow Diagrams (0FDs) | AT [(5) Document all sensitive/regulated data flows s 2 Bty define the consvent system
plans Should iz consider tht supplers orexternlservice providers may 1t e able o customie o e ompone
ocurer's requrements 1 s recommended tht Suppers. developers, Sytem ntegrators, sxtamal system serice - Bescribe the operational context f the system in
oroviders, andl other ICT/OT related service providers aiso devel plans fo non-federal (.. contractor)
Wechansms oxit o require T employees and Contractars o aprT o Estabioh and provid o individsals requing
cybersecurity and data protection princples in thei daily work to enable [cess tothe system, the rules that describe their
[The rues of behavior apply to contractor personnel and internal agency personnel. Contractor enterprises are secure, compliant and reslent capabiites Fesponsibites and expected behavior for
PLA Rules of Behavior f”""ﬂzf;z;":”;‘:g;:x ;DE‘;;TZ‘?Q:S follow appiicable rules of behavior. indvidual ‘m't':"“';';:::tllm his|  Functional Intersects With ‘Terms of Employment HRS-05 5 'Dr’w;‘yﬂ ion and system usage, security, and
control. Falure t meet this contral can resut inthe remova of access for such individals - Receive a documented acknowledgment from
ich il ndcaig rat ey Tave e
Pt
Wechanisms ex/t o defie acceptable and unacceptable rles of beavior for it and provide 1 Momviduls reding
the use gies. inclacing Denavior [cess to the system, the ules that desctibe their
I s o chavirapply o contractor personnlan el agency erzannl, Contactor etz are Fesponsivilties and expected beavior for
} - [responsibi for ensuring that their employees follow applicable ruies o benavio. Individuai contractors should not ction tersoct wi . nformation and system usage, securtty. and
L4 Rules of Behavior  pe granted access to agency systems or data until they have acknowledged and demonstrated compliance with this|  FUnctional Intersects With Rules of Behavior HRS-05.1 s privecy:
control Failure to meet this control can result i the removal of access for such individuals. . Receive a documented acknowledgment from
sich individuals, ndicating that tey nave read,
FEETaaTs 0o To ST age o g T quganee - Estabisn and provide 1o indiduais requing
for organizational technologies based on the potential b cause d [ccess to the system, the rules that describe their
[The rues of benavior apply to contractor personnel and internal agency personnel. Contractor enterprises are Fechritogy Acsets, Applcarions ancior Serices (TARS).f voed i ousy. Fesponsipites and expected behavior for
- Aules of Behavior _|[esponsibie for ensuring that thelr employees follow applicabi ruies of behavior. Indvidual contractors should runctional | itersects with Technology Use 5055 5 otormation and system usage, securty, and
Ibe granted access to agency systems or dat untilthey have acknowiedged and demonstrated compliance with this| Restictons rivacy;
control. Falure to meet this Control can result i the remova of access for such individuals. . Receive a documented acknowledgment from
ch nlvidls, ncating tht ey have rec
FcTariTs X o eveip  ecuty Conce T Operaton CONOY o7 3 b Beveion 2 Concept o Gperatirs (Co0rS r
ol Khe system describing how the organization intends
[The concept of aperations (CONOPS) should describe how the enterprise intends to operate the system from the Securtty Concent Of anagement, ot an echtl meosures pamErtes o ey o gperate the system from e perspective of
pL7 Concept of Operaions |perspetive o CSCRN. 1 should ntegrate C SCVH and be managed ond updated throughout the aplcable Functional Equal y Concep! Ops.02  [defensein-depth techniques that is communicated to all appropriate 10 [nformation security and privacy:
yetem's SDLC to address cybersecuty risks throughout the suppy chain Operations (CONOPS) Stakenoiders . Review and update the CONGPS [Assignment.
lrganization-defined frequency]
Wechansms exit o Gevelop an enterprise archecrure, JTGned Wit austry- b Do ety a0 prvaey setecre ot
Security and privacy architecture defines and directs the implementation of security and privacy-protection recognized ieading practices, with consideration fo securty. compiance and Evstem tha
. methods! mechani and capabilis 1o the underyngSysems on netvorks, 2 el 3a the nformato system ‘ . resilince. principles that addresses sk to organizational opérations, assets. 3 Daseribe he requirements and approsch to be
. Security and Privacy [that = being created. Security architecture s o CSCRM because It helps to ensire that security is . . Alignment With Enterprise| g, 0o [ndividuals and other organizations. ken {or protecting the confidentility, inteanty.
PL8 ‘Architectures. lbuilt-in throughout the SDLC. Ents hould consider Zerort hould ensure | Functional Intersects With ‘architecture SEA-02 s land availability of organizational information:
eha the Securtty architeciure s wel understoad by system developers/engincers and system securty engineers e the requirements and approach to be
IThs control applies to both federal agency and non-federal agency employees ke forprocessing personly aeniaie
tign to.minize o o i
e et Shots o fr i potentl egacementof supplers, develapers, ystem negrator, extemal Mechanisms exit to Gbtan security, compliance and resiience techmologies [Require that {Assignment: organization defined
T ol o e e o e e o [feaure hat ssignment, oraniztin defnec
ity and Privacy [emerprse s reqramerts (50 campan 995 outof usinces o dock o maet combrachi lgatons) Hinere ldeined Iocations and architecturallayers] are
PLa) Aagures | SUpper s, <onbacts o5 vordea 2o et aferent parcs con e reiaced wih a smila moGe witysmir Functional | ImtersectsWith | SupplierDiversity | TDAO3.1 s obtained from diferent supplers
Diversity e ror  ferent manufacurer 1 cerai events ocEr (e obsaescence, porperfomance, podiction
lssies, e1c),
ncorporatd suppierdiversiy for off-theshef (commercll or government)components during acquiiton securty
Fecharirs ex5t o develop. documert snd o secure baselre [Seect a control baseline for the system
echnolo Sennces (Tass) ot
eterrises shoul ncude CSCAM comrol  thi control baseines, Entrpises should ety and select -SCRM ore Comsstons with oSty accepred Syetom ardening standord
1o Saseline Selection _|CONIOIs based on the C.SCRM rauirements identifid within each of the levels. A C.6CRM PO may assistin Functionat ol Secure Baseline o0 "

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

Plan of Action and

-ument Element (FDE) Description
NIST 7 300-161 K1 Supplemental ¢-SCAM Guidance

:SCRM tems should be ncluded in the POASM at al levels Organizations should develop POAGMs based on C-
ISCRM assessment reports should be used by organizations to e planned actions to correct the

STRM
Rationale

NIST 5P 800-161 R1 - LEVEL 3

STRI
Relationship

SCF Control

Secure Controls Framework (SCF)
Control De: ion
[Mechanisms exist to ensure that vulnerabilities are properly dentified, tracked
land remediated.

strength
Relationship

version 2026.1 x000a_03/27/2026

lo- Implement a process to ensure that plans of
laction and milestones for the information security,
lprivacy, and supply chain risk management
lprograms and associated organizational systems:

nning

lcomponent or product. The VDR should also contain information on plans to address the CVE. Enterprises should
lconsider publishing the VDR within a secure portal availabie to customers and signing the VDR with a trusted,
\verifiable. private key that includes a timestamp indicating the date and time of the VDR signature and associated

Vulnerabilty Remediation
PH-4 Milestones Process dehmenmes in C-SCRM controls identified during assessment and the mnmuuus monitoring of progress against Functional Intersects With Process. VPM-02 s l Are developed and maintained;
ose actions. Document the remedial nformation securiy,
prwy and supply chain rsk management actions
el resciond to isk
Wechaniams exit 1o govern [entiied deficlencies (€9, Pan of Acion and 5 plement 3 process o ensure that pars of
[Milestones (POA&M) or similar methodology) that formally documents, at a laction and milestones for the information security,
C.5CRM tems should be included in the POAGM at il evels. Organizations should develop POAGHMS based on C- minimun Jprivacy, and supply chain isk managemen
e Plan of Acton and M assessment reports. POASM should be used by organizations to describe planned actons to correct the runctionsl | imtersects witn | Capabilties Deficiency | .0 oo (1) Deficiency tracking number; 5 |orograms and sssociated organizational systems:
Milestones Process (deficiencies in C-SCRM controls identified during assessment and the continuous monitoring of progress against Tracking [(2) Applicable security, compliance and/or resilience control; [1. Are developed and maintained;
those actions. (3) Descrption of the defciencylies Document the remecial nformation securiy,
(@ Ris associated with the deﬁmencyhes)‘ fprivacy, and supply chain risk management actions
Having a current system nventory s foundational for C-SCRM. Not having a system inventory may lead to the Mechanisms exist o facitate an T Asset Monagement (TA) program to [Develop and Update [Assianment: organizatio
enterris’s inabilty to identiy sytem and supplie crtcaty, which would result n an nabilty to conduct C-SCRM mplement and manage asset management controls. [defined frequency] an inventory of organizational
lactivities. To ensure that all applicable suppliers are ident and categorized for criticality, enterprises sh [pystems.
s System inventory  [include re\evam Suppler miofmaton n % system ventory and Maintai 15 curency and accuracy Enter Functional | intersectsWith | AssetGovemance |  AST-01 B
should require ther prime contractors to implement this control an his redurement o reievant sub-ter
Contraciors, Deparients and agencies shol refer o Appendi F o implement tis guidance m accordance wih
Exccutive Order 14025, Improving the Nation's Cybersecurty
- i ventort Togy Assets, Appications, [bevelop and update [ASslgnment: rganization-
[Having a current system inventory is foundational for C-SCRM. Not having a system inventory may lead to the [Mechanisms exist to perform inventories of Technol
lenterprise’s inability to \dsrmiy system and supplier criticality, which would result in an inability to conduct C-SCRM [Services and/or Data (TAASD) that: [defined frequency] an inventory of organizational
e, To anurs thot 7 dentied and cateoonzea for crRcalty, Ghterprags shouts (1) Accuratelyrefectsthe current TanSD i uses o stems.
PM-5 System Inventory linclude relevant supplier m!ormanon in (he system inventory and maintain its currency and accuracy. Enterprises Functional Intersects With Asset Inventories AsT-02  ((2) Identifies authorized software products, including business justification 5
[should require their prime contractors to implement this control and flow down this requirement to relevant sub-tier | (details;
[contractors. Departments and agencies should refer to Appendix F to implement this guidance in accordance wi 3 at the level of granularity deemed necessary for tracking and reporting;
Executive Order 14028, Improving the Nation's Cybersecurty. 14 ncudes organizsion-defned nformation deemed necessary t acheve
] nert
- echansnn exit o defne pusioess recesees Wi consraton o sy, Gefine organizational missfon and usinEss
[The enterprise's mission and business processes should address cybersecurlty risks throughout the supply chain. compiiance and resilience that determine Jrocesses with consideration for nformation
. e Vihen adressing isio and busines process efions he enterriceShoul ensre hatC-SCRH ctvilesare ) The resuting s t rganizational perations,asset, ndividuals and other ecurity and privacy and the resuling i
ission and Business |Incorparated Into the support processes for achieving mission success. For exampi, a system supporting a ciica organizations; an rganizational operations, organizational assets.
- jonal o o PRI
M11 Process Definition |mission function that has lesigned and ir for easy removal and replacement shoul Functional Equal [Business Process Definitior PRN-06 |(2) Information protection needs arising from the defined business processes 10 [individuals, other organizations, and the Nation; and|
il may require the use of somewnat unreliable nardware components. A C-SCRM actuty may need to be defined and revises the processes as necessary, until an achievable set of protection ermine information protection and persanaly
o ensure that he supplier makes companent spare parts eaclly availabi f 3 repiacement 1 necded: needs is abtained. fdentaie nformaton processng necd arsing
oy the e s and i
Wechaems €t o mplement o e restprogar Tt s mplement a nsider threat pragram that includes 3
cross-discipiine nsider theat ncident handiing tea cross cscipine nsider thréat mcident handing
[An msnder threat program should include C-SCRM and be tailored for both federal and non-federal agen:y fream-
P12 Insider Threat Program _[individusls who have access to agency Systems and networks. This control appies to contractors and Functional Equal Insider Threat Program | THR.04 10
Sibcontractors and should be impiemented troughous the SOLC
echanisms exit to maial & process (o efieiently and effectvely respond frement proces Torreceva na esponana
o reauests. compaint, concerma or uestons rom authericted dta - concerns, o questions fro
Compint management racessand mechanisms snoui b protected o ybersecurty s houghout he subjects about Personsl Dats (PD) the organization calect,re Inciicuals apout tre orgaiational secorty and
I Complaint Management. |SUPPLY e Enerprises Shouid alo niegrate C-SCRM securty and privacy cOnrols uhen elding Compiants 1om | rcyonal | nersects with User Feedback pr06.a [processen, tores Handmit, nres, updatet anejor dlipoce 5 |prvacy practices that ncludes
Vendors o the general public (5. depariments and agencies feing nduries reated to exclusions and Management Mechanisms that are casy to use and readily
removals). lccessibie by the public:
o All nformation necessary for successully fling
Fechantsms exit to maniai @ process for Gata subjects T appeal am sdverse fmplement > process for receiving and responding
decision ko complaints, concerns, o questions from
complin: management process and mechanis should be protected from cybrsecurty s throughout e ndividals about the organizational security and
g ’ supply chain. Enterprises should also inearate C.SCRM security and privacy controls when helding complaints from | ¢ ’ " . } frivocy practices that Inludes:
PM-26 Complaint Management. \Jeniors or the general public (e.g., departments and agencies fielding inquiries related to exclusions and Functional Intersects With | Appeal Adverse Decision | - PRI-06.3 s Mechanisms that are easy to use and readily
vais) Sccessibi by the puplc
o Al inormation necessary for successfuly fiing
Jaio
Wiechanisms exit to document Personal Data (PD) processing actviies that - Develop (Rssignment: organzation-defned
covers colletion, receiing, processing, storage. transmission, naring. Jrivacy reports] and dissemin
updating and/or isposal actions with sufficient detail to demonsrat 1 [Assignment: organization-defined oversight
wr privacy Reporting [P1VaCY reporting process and mechanisms should be protecte from cybersecurty risks througha the supply Functionat caual Documenting Data pRi1a  |conformity with applicable statutory, regulatory and contractual requirements, Jo [podies]to demonsirate accountabilty with
chain. Processing Actvities ktatutory. reguiatory, and poliy privacy mandates
fana
e g orgarization-defind o] ana
Fechantsms o1t o Taltate e Tplementatn fererprise e [eveiop ah aroanization wide conanuous
manitoring contro pronotng sotegy and implement Continuous
[ronitoring progra
Coninyous Honitoring [The coninuoue manring stateay v program shod gt CSCAM coirols t Levels 1. 2:9n0 3 n o Establiing e Telowing rsanization-wide
- Functional r inuous Moniorin ’
31 Strategy accordance with the Supply Chain Risk Management Strateg) unctional Subset Of Continuous Monitoring MON-01 0 [metrics to be monitored: [Assignment: organization-|
lefined metrics];
o Establihin ssignment: argaization-defined
[Mechanisms exist to monitor mvssmn/busmess critical Technology Assets, [analyze lAss\gnmenl quamzatmn deﬁned systems
[Applications and/or Services (T ) re those resources are being used [or systems components] supporting
Extendmg systems assigned to support specific mission or business functions beynnd mev mmal purpose subjects [consistent with their intended purpost [essential services or functions to ensure '”3' the
PM-32 Purposing [those systems to unintentional risks, including cybersecurity risks throughout the in. The application of Functional Equal Purpose Validation GOV-11 10 finformation resources are being used consistent
e control should inluce the explct incorporation af ybersecurity Supply chaim exposures. it their intended purpose.
Mechanisms exist o establsh, maintaln and dsseminate poicies, Standards l& Develop, document. and disseminate to
Lever 1 ppicaple roes ncude sk executive, 10, 0150, contrctng logistic,dlveyecehing. acastion o procecures necessary for secure, compliant and resent capabiites FAssignment: organization-defined personnel or
ever 3 Amplicanie roes ncucl program exceuhe an muals (e nen-ederal amployees,including Publishing securly, 2 etiecton (oneor more): organizatin-evel:
P Poicy and Procedures |coniracrors) within the acaulrer anterprse who are responsinie for program success (¢ 3. rogram Managerang |  Functionsl | - Intersects With | Complance & Resience | - Gov-02 5 ikSionbueiness protecelovar system tovel
other ndiduais) lpersonnel securty polcy that.
‘L' evel 3‘ A,pphcable roles \nclude syslem engmeers or sysle;n security enqmeers througheul lhe operational system |(a) Addresses purpose, scope, roles, responsibilities,
e eycle from requi eployment
Infrsricture acivi Fechanisms exist o review the Securiy. Complance & Resiience Program [ Bevelop, document. and dsseminate to
lLevel 1: Applicable roles include risk execunve IO, CISO, contracting, \ag\sncs, delivery/receiving, acquisition I(SCRP), including policies, standards and procedures, at planned intervals o if [[Assignment: organization-defined personnel or
security.and iher uncions that provde supporing upply chan ot Periodic Review & Update significant changes occur to ensure theircontinuing sitabilty, adequacy and foles):
. oy and Procedures |l 2 ADPIabIa 116 include program exeutive end mNIAURI (e, nofederal employees, ncluding Functional | ntersects with | ool Revien SUBdate | o [ifectiveness 5 [L [Selection (one or more): Organization-evel;
ComATaCtO Wi e SCaer Sneas who are roSponSG or rogram Saceeee (o1, Frogrer Manager and ission/business process evel; System evell
con Resilience Program
er ncivicuale) lpersannel securty policy that
Keve 3 appcble e nclud systom aniners o sysam securty eniners troughat he speraton) ystem o) Addresses purpose, scope, roles, responsibilties,
ife cycle from require + deplovme: imittient Coordination amona
TR sk Wiechanisms exit 1o TaciTtate the implementalion of persamnel securty . Develop, doctment. and disseminate io
Level 1 Applicable roles include risk execuive, CI0, CISO, contracting logisics, deliveryireceiving, acqusition contros [Assignment: organization-defined personnel or
securty. anactnr ncions ra povige supporing suply chan s foles
gy ey and pr ‘Applcable roes include program executive and indiiduals (.. non-federal empioyees, including nction uman Resources Security| s 1. [Selection (one or more): Organization-evel:
pPs1 Policy and Procedures mnzracl:rs; wih n the acquirer enterprise who are responsible for program success (e.g., Program Manager and Functional Subset OF Management HRS-01 o IMission/business process-level; System-level]
ather indlvidual lpersannel securiy p
Rppicale e nclude system engineersor systom ecurty eniners troughau he speratosl ystem (&) Addresses purpose, Scope,roles,responsiviies,
I cycle trom + deployment, itsient coordination
chansms X5 [o manage personnel Securly Fak by screening Indniduals o SEreem it oot authoring ccess o
[T mitigate nsder threat sk personnel sreening plicies and procedures should be extended to any contractor fprar to authorizing access. fthe system:
|personnel with authorized ac s to information syste ents, or inf hrmamn ‘system se Rescreen '"m‘”ﬂ“a‘s in accordance wit}
P53 Personnel Screening  [Conti ‘monitoring activti id be commenst ‘the contractor's leve sto semwa Functional Equal Personnel Screening HRS-04 10 Eicsonment:organation setmed conditons
[classified, or regulated information and should be consistent with broader er nterpﬂse pohcles Screeni reauiring rescreening and, where rescreening is so
Irequirements should be incorporated into agreements and flow down to sub-tier contractors [Indicated, the frequency of rescreening].
Y oSSt o o g Wechaniams exist fo equie Now Disclosure Agreements (NDAS) o Smlar /2 Gevelop and document access agreements for
oy personnel who have satisied addtional veting requirements. The enterprise shouid deploy auclt mechanisms to confidentialty aoreements that eflect the needs to protect data and raanizationalsystems;
review, monitor, update, and track access by these partes n accordance with the access agreement. A personnel loperational detals, o both employees and third-parties Review and update the access agreements
Ps6 ts  |vary over time, implement a timely and rigorous personnel security update process for the. Functional Intersects With  |Confidentiality Agreements|  HRS-06.1 B [hssignment:organiaton et < frequency); and
access agreements e Vvt trat ndiols equiin acces
[When information systems and network products and services are provided by an entity within the enterprise, there forganizational information and syst
Imay be an existing access sgreement n place. When such an agreement does not exist it should be estobished 1. Sign appropriate access Sreements priorto
e o e o pra WMechanisms exit o requie internal and THIFd-party Users t ign approprate - Develop and document access agreements for
addior ch s allowing ¢ > access agreements prior to being Granted access. lrganizational systems;
fow, ot update: and (rack acGess by hese paries i accorcance whh the access agreamert. 4 parsonnel Review and update the access agreements.
[ p s [vary over ime, Tmplement a tmely and rgerous personnel secury update process for the | Functional | Intersects With | Access Agreements | HRS-06 s [Assignment: organization-defined freguency; an
uary over tme,the ¢ . Verity that indviduals requiring access to
[When information systems and network products and services are provided by an entity within the enterprise, there| information and system:
may e an existing access agreement in place. When sch an agreement does not exis, i should be established 1. Sian appropriate access Seements prior to
s slems These policy and procedures should address the purpose, scope, roles, responsibilities, management lechanisms exist to review the Security, W'"P“a"“&"““‘g"“ Progral “"‘“"‘E"' and disseminate
r polky axd prced he pucse,Scope, ks responilites maragenent i polco andars and otedires, o e oo o [isommen. st sehved prsomel or
Iwithin mfurmat\ systems or the suppl Periodic Review & Update s\gmﬁcan( (hanges occur to ensure their (nn(lnumg sm(eblllty adequacy and les]:
era iy and Procedres |Folkies and procedures need 0.5 i pace 6,6nure that cotracts state what Pl data wil be shared, which Functional | Intersects With | of Securty, Compiiance & | Gov-03 [efectven s [ ISE‘H;WH {one or more): Organizaton-level;
contractor personnel may have access to the P, controls protecting PI, how long it can be kept, and what happens Resilence Prooram M‘ss‘wuus‘nesshvrgtesa evel;Systemevel]
contractor personnel may ha lpersonally identifable nformation processing an
2> When working with 3 new suppler, ensure that the agreement ncludes the most recent set of applicable security fravsprency oyt
T By o o S B o o s e Fechanms oo it e mlemenaton ad ceraon o 6o . Develop, document. and diseminate to
2 polley and pro & burpose, scope, roles responsibiites, management protection controls throughout the data ffecycle to nsure al forms of Personal [Assignment: organization-defined personnel or
e on aan enterprie o B (50 are procossed il Tarly and ransparently Foles
PT-1 Policy and Procedures  [Policies and procedures need to be in place to re that contracts state what PIl data will be shared, wi Functional Subset Of Data Privacy Program PRI-0O1 10 [L. [Selection (one or more): Organization-level;
|contractor personnel may have access to the: PI\ zor\tmls protecting PIl, how long it can be kept, and wha( happens [Mission/business process-level; System-level]
[contractor personnel may b loersanally identifable nformation processing and
o, When working with a new suppler, ensure that the agreement ncludes the most recent set of applicable security [ransparency palicy that
e o P N e e v ot FecTaris 61 o eIt e penentaten o ery-recogzes 52 Beveiop: document-and Sssemiate to
t, coordination amony 'and privacy compliance to support systems/components. |security, compliance and resilience practices in tt ecification, design, [Ass\gnmenk organization-defined personnel or
commitment coordination amona Svaron S Sevelopment, mplementaton and thodication of Technology Aésets sl
pra Policy and Procedures [olices and procedures need to be in place to ensure that contracts state wha Pl data willbe shared, whid Functional Subset Of reEngineering | sgagy  [Applications andior Services (TAAS) 1o [ tecion tne o mrer ogrizovon et
roctor persommel oy heve accEst o he i coritos protecing P how 1973 I com e Kept, and what appens rincp [Mision/business process-evel; Systerlevell
[contractor personnel may loersanally identifable nformation processing and
2 e org i o spplr e 1t he apent e o ot et st of pplcatle scunty [ransparency policy that:
S 3S5ESSThENT ShoUTd IlUGe Boh T SUpaTy < (e, development and & Mechanisms exist o review the Securlty. Complance & ResiTence Program [ Develop, dacument. and aseminate to
o Gehwery ystera) an the Iarmaton sySemyeorpenghts raversi !hesupp\ytham Srstomievel sk (SCRP), including policies, standards and procedures, o planned intervais or i FAssignment: organization-defined personnel or
assessments significantly intersect with the SDLC and should complement the enterprise’s broader RMF actviies, periodic Review & Update significant changes occur to ensure their continuing sutabilty. adequacy and foles
i polcy and Procedures_|MIEN (ke part Guring the SDLC. A crticlly analyss willensure that mission <riical functons and components 3¢\ yrcionat | ntersects with |y oo P02t | o3 [efectiveness. s [ Shiecton (one or more): Organizationievel
lgiven higher priority due to their impact on the mission, if compromised. The policy should include supply Resiience program risk
[chainrelevant cybersecurity roles that are applicable to performing and coordinating risk assessments across the . [assessment policy that:
enterprise (ses Section 2 for the listing and description of roles). Applicable roles within suppiers, developers. @) Addresses purpose, scope, roes, responsiblties,
svstem intearators, external system service providers, and other ICT/OT-related service providers should be o
R e e e e iechonss eXt e TaTate e Tplementaton f satec,operatona ana . Deveiop, document. and disseminate io
and deflvery systems) and the information Systam/companents traversing the supply chain. System-level risk Jtactical ik management controt FAssignment: organization-defined personnel or
ssessments significantly inersect with the SDLC and shold complement the enterprise’s broader RMF actviies, foles):
lhich take part during the SDLC. A citcaity anaiysis will ensure that mission-crtical functions and components ar| I [Selection (one or more: Organization-level;
. o jonal 2 ¥
RAL Policy and Procedures lgin higher priority due to their i the mission, if compro should include supply Functional Subset Of - |Risk Management Program|  RSK-01 o Iission/business processevel Systemlevel] isk
nainvelevant cybersecurity roies hat are applicable to performing and coordinating ik assessments across the lssessment polic
enterprise (ses Section 2 for the listing and description of roles). Appicable roles within supplers, developers, o Adarossos purpose. scope, e, responsiies,
system intearators, external system service providers, and other ICT/OT-related service providers should be niihent oo
[k 3s5essment should inclids both the i irastruclire (e development and 1eSting environmients Wiechanism exit 1o establh, malntaln and dsseminate polcies, standard: . Develop, dac Seminate to
and celivery systems) and the information System/companents traversing the supply chain, System-level ris and procedures necessary fo secure, complant and resient capabilties. [resonment g aton demmed persomnel or
ssessments signiicantly intersect wi a1 Should complement the enterprise’s brosder RMF actites, publishing Security, e
ey and b lunich take part during the SDLC. A critcalt anaiysls will ensure that mission-crtcalfanctios and components ction tersects Wi Publish ey, i Seiection (oneor morey: organizatin-ever:
AL Policy and Procedures | en nigher priarity due to their impact on the mission, if compromised. The policy should include supply funenl | nersects i o mentaton | S * Pissonibusines processevel Sysem vl sk
hainrlevantcyberseciy role tht re aplcabl o prforning and coordinating sk assessments acrss he lassessment poicy
e (sesSecion 3 forth isting and Gescripton of 0. Applcabl ol wihin supplers, Gevelopers, oy Aeanes pupose, scope, ols,responsibliis,
vstem intearators, external roviders, and other ICTIOT dbe
Wiechaniams oYt 1o caiegorlze Technology Assets, Appications, Services o Categone i yatem nd normaton
|and/or Data (TAASD) in accordance with applicable laws, regulations and pm(esses store nd t
secuity caegorizatin s riica to CSCRM ot Leves 1.2 and . n adion t [F1PS 199]ctegorzation, secury contractual obigations B Baciment teserrky ategrzaion resuts
. Securiy Categoriation. | oeony Cotedorization s crical o CSCRU ot Levels 1 2, and 3 In addtion (o [FIPS 199 categorizat Y | runctionat ol Risk-Based Securlty | gy ;|11 Document the security categrization resuits(including supporting w0 netasing. suppm...g rationale, in the security plan
|Section 2 and [NISTIR 5179] fora detanea description of criticality analysis. Categorization [rationale) in the security plan for systems; and [for the system:
(2) Ensure the security categorization decisionis reviewed and approved by . Veriy that the authorizing official or authorizing
the asset ovner. ifcial desionated represertaiv reviews ans
IS GSSESSTENTS ShouTd TRlUGE a Gmalysis o AT, ThFEats. TRGTTRGG0 e TpEE 35 echaniams exit o regularly review Technalogy Assets. ApaTcations andior “Conduct a ik assessment. ncludin
escrbed ndetin Appencix C The atat be reiewe and collced ncludes C-SCRM spcifc s, processes Services (TAAS)for adherence to the organization’ securty. compiance . ening threas o306 Vulnerabiies in the
ot resuits and nte o sesaments Functional Review Of andlor resiience policies and standards.
' o pesessmant ol puoTmeA o Loves T3 a3 Mk sssesomete o Hoper tevels smoid conoik pmariy o 3 raess | runetr . ; e ! } B Dereimining the liklinood and magnitude of
a3 Risk Assessment[CE P oot e fevels and used fof understanding he overal Impact with he evel | Functionsl | lntersects With | Security, Compliance & | CPL03.2 5 farm from unauthorised sccess, use, isclosure,
4. ot the enterprse or mission/function evels). C-SCRH isk assessments should complement and inform risk lsruption. madification, o destriction of the
assessments, which are performed as ongoing acivties throughout the SDLC. and processes should b ystem, the Information i processes, stores, or
appropriat <an i and any zelated inforrmarion: and
Rl asce < TRelTiood and Tpac Fechanems exit © Cnduct recurfing assessments of sk Tt incudes the - Conduct ik sssessmen. nclud
Gescbed i detal n Appeni C. T data t b eviewad and collected nludes C.SCRM-Specic o, rocesses, lielihood and magnitude of harm, rom tnauthorized access, use. disciosure. . identityng threats o and vuinerabities in the
ot resuits of symenicon g servi mplementtion.and ntegroton ik ssiesaments isruption, modifcation o destruction o the organizations Technology Assels, kystem:
. performed at Levels 1 2, and 3. Risk assessments at higher levels should consist primarly o a synthesis ’ , coa [Rpicatons, Services and/or Data (TAASD) 2 Determining tne el and magniude of
RA3 Risk Assessment |00 Pk aesessments perfortmed at lower levels and used for understanding the overail impact with the level Functional Intersects With Risk Assessment Rsk-04 5 lharm from unauthe e, disclosure,
(.. t the enterprise or missionfunction evels). C-SCRH isk assessments should complement and inform risk Brration modihcaton, o e bekon 1t
sssesements, which are performed 25 ongaing ackiviies througout he SDLC, and procecses shouid ystem, th nformatio i processes, stores. or
alioned with or ntearated Into ERM processes and dovernance. fanssits. and aoy celated inforroarion: and
Wechanisms exit 1o periodically 355655 sUpply Chaln Fsks associated wih
[Technology Assets, Appications andior Seruices (TAAS)
Iy chan risk 4 with [Assignment tems, system components, and
sk Assessment | Supply System servics]; andb, Update the suppy chaln sk assessment [Assgnment: organizaton defied frequency) ctions Supply Chain Risk
RA-3(1) ain Risk Assessment re significant changes to the relevant supply chain, or when changes to the system, environments of Functional Equal Assessment. RSK-09.1 10
peration, o ther conditions may necessitate 3 Change in the supply chain.
YA BP0 v SRV e Pt oy BV o g DO e X o Glect Vunerabiesar confouraton e By foutne o oo scan for wnerabis T he ytrs
eplcabe andappropriate, my consderproviding customers witha Vuinrabilty Disclosre et (VOR) Lo |vinerabilty scanning of systems and application o hosted applications [Assignmen: organizstion-
Vunerabilty Monitoring.|Jemonsirate proper and compiete vinerabilty assessments fr components lted in VDR should lefined frequency andior randomly in accordance
Ras o 9 include the anaiyss and findings descriing the impact (o Ick of mpach) that the reported vlnersbiliy as on s | Functionsl | Intersects With | Vulnerabilty Scanning | VPM.06 s ith organization- 551

[vulnerabilities potentially affecting the system are
lidentified and reported:

Employ vmnmmmy mowltoring tocs and
echniques that f ong

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

-ument Element (FDE) Description
CRM
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Vulnerability Monitoring

[monitoring activities requires enterprises to consider suppliers as well as their sub-suppliers. Enterprises, where
nsider providing customers with  Vulnerability Disclosure Report (VDR) to
assessments for components listed in SBOMs. The VDR should

[Mechanisms exist to update vulnerability scanning tools.

Monitor and scan for vulnerabilities in the system
[l hosted appications [Assignment: organization-
randomly in accordance
ocess] and when new

Ras erabilty Mon includ the analyss and ndings describing the mpact (o ack of IMpact) hat the reporced vunerabilty has ona | Functionsl |  Intersects Witn | Updiate Tool Capabilty | VPM-06.1 s
b A A M T A Fulnrabiicspentaly Shecind the e re
|consider publishing the VDR within a sect ortal ilable to customers and signing the VDR with a trusted, [identifiec
\verifiable, private key that includes a timestamp indicating the date and time of the VDR signature and associated oy ey monioring s anc
Wechanisms exit t [dentiy the breadth and depth of coverage for TB&fihe the breadth and epth o vaneraoii ]
enterprises that monito the supply chain for vinerabilties should express the breadth of monitoring based on the |sunerabilty scanning that defne the system components scanned and types fcanning coverage.
Vulnerabity Monioring. ey ondr sk profie ofthe suppier o productcomponentand the depth of montarng based on he evlof areadth | Depth of of vulnerabilities that are checked for.
was) % L Breadt e Sy cha o worc S o s ke e (g Sub PPt Whots pOSe. = Campiment ventory | Functional caual i Dep veios2 10
20 Depth of Coverage. [(6:0., hardware, softwarc) may a1 antarprises in capturing the bréadth and depth of the productsicomponents 9
ihin thei suppty chain that may need o be monored and scanned for vuinerabilties
TG reehaers S o Compae e Tl o Vareraiy Seams [Compare the result of MUKl VUInerabilty Scans
over time to determine trends In system vulnerabilte lising (Assignment: organization-defined automated
Vulnerability MOnitoring |y rack trends in vulnerabilties to components within ain over time. This information rechensmel
s nd Soming [ amaea FYSPTse el ack ondsn vlnrsiis e compenent it e supy il ovr e, TS motn | uciona qua Trendnatss | vewosa 10
end Analyses
Wechanisms exit o nsure proper fsk respanse actions were performed to [Respond to indings from security and privacy
remedate indings o secinty, complance andor esenc rited lssessments, monltoring, and aucts in accordance
Ercerprses shutd nerte copbiie o espond 0 cybersurty s oot e supply chon o e e With organizational sk tolerance.
g enterprise's overall response posture, ensuring that these responses are allgned to and fall within the boundaries of o1 |2) A mlw
RAT Risk Response | e tolerance for sk, Risk respone should include consideration of isk response identification, Functional Equal Risk Response RSK06.1 |31 dent 10
cvaluation of akematives, and ik response decison actiiies
T AR ST ISR GrRerpes SRaud Camplete & CREATRy STy 3 g o7 e Fame Step Wechanisms exit t identiy, piorize and assess suppliers and partners of dentiy crtca system components and functions
o e C s s Management proces Then, s generated n e Assss Sep octies (0. crlcl il Technology ASsets, Appications andior Services (TAAS) usng a supply oy pertorming a crccaiity analysts for [Assianment
iy, reatanlyi, Vnrabity sl and mitgatonscoleges) updte and taor he crcity anlys. A Hain isk assessment process relative to thelr mportance In supporting the lorganization-defined systems, ystet components.
A9 ity Ayt ey Far & ghaualty cricainy Srayee, extrtuses shouts ey | |teralwely mnfuyg‘ houttne | Functional | imersects witn | TSR CRCAI | oz delvery ofghyalue services s 'Znif?eif;‘!f:g;gfn e Syster deveigpment
SLDC st comcarronly 21055 i hrce jevele: Erterpyoes should requre thlt e Conractors 6 mpiemant tis life cycil.
Coniol and Tow dou (s redutrement to relevant oub-ter conratiors Dapstients ond agencies shodd aso
fer to Appendix o supplement his quigance in accordance with Executive Order 1028, lmproving the
ot TR nanabemert acies, Frsc enterbrises Should Complete-s cHicaTty analysl o5 pars o the Frame step Fiechartms vt requre e devlopero e Yechology ok dentiy crtcal system components and functions
o e CSCRM R aragementpocee T, finge generte it et e scvtes (0. cricity [Application and/or Service (TAAS) o perform a crtcalty analys orming a Cricality analysis for [Assignment:
Bnaye. vt anals ranit s and 3o stegs) st and e e rfaly aras organzaon.dsined decion o e Secure Development Ufe Cyce lorganizationdefined systems, systen componens,
s Crtictty Anayss | EIOLE Flalonah GXtS bewEh i Gy analyasand aher Avseas tep Schies 1 tht the oM and | roncior | pversocts win | Crtcalty natvsis ourng | 1o, o (3RS 5 lorsystem services] ot (Assignment. organization
ehanceane anotne. For  highaulty Grilclly anaysls,enerpisesshaud emply 1 feratiey !hmu‘ghoul the Develop ldefined decision points n the system development
LC and concurtentiy across the three levels. Enerpiises should require their prima contractors o Implement this life cycll.
control o s requirement t relevant sub-ter contractors. Departinents and spences shoud sso
[efr to Appendix F o supplement his quidance in accorgance with Executive Order 14026, moroving the
}-r——x”—“ﬁ—“——rm—v——r—v——p—rﬁ“c i A anagement SLEE st ENET ot SOt compete ATy sy s gart ol 0 Frame sep WecharTsms eXt o Genty Cricl sySter Components and FUnctans by dentiy cricalsystem components and functions
lof [r‘\ MRM tR\sk IM ‘ h \( ‘ hen, l; mgts fnera:e d ? d t te:ta:‘tw\::‘es (E(g I(;;/\CE‘I‘IV o pegn ming a criticality ana\ysls for critical Technology Assets, Aupl\(atmns ‘ming aﬁcrm(ahty analysis for [Assignment:
analysis, threat analysis, vulnerai Hyanaysls i migaton s update and taor te rclty smlys . . ol Servces defined decision points in the sec lorganization-defined systems, &yster components
e ity amas [ TASIOT S e Gy o s s s S st n 0T o | esacisunn | S | s [P Sy B s rmemsanices s assrment argangation:
or ahighauaity Cicaly anaiyes, nterorises showid i el throgho requir lefinea decsion poins i the syster development
SLDC and concurrently across the three levels. Enlevnﬂses shou\d require their prime contractors to \mp\emenl this i [life cycle].
Kontol s o down Ui requrment Lo evant ai-ter coirctas Degartmentsandagences s
1o ABRENdIAE S QU AICH D RIS Vil o e QI 14088, BIdoa B
A Ao AL A WA At g A Wechanisms ex/t o perform cyber freat hunting Ehat Uses Idicators of - Estabi and maintain a cyber threat hunting
el e o et i esoucs  paro st hrkin e oo, 1 s Comoromis (o) o Getect. rack an disrup hreats that evade exsing copabity to .
linclude information sharing with peer enterprises and actively consuming threat intelligence sources (e.g., [security controls. I for indicators of compromise in
RA-10 Threat Hunting [those available me \Mermatmn Assurance and Analysis Cenlers [ISAC[ and Information Assurance and Ana\ys\s Functional Equal Threat Hunting THR-07 10 nrgamzatmna sSystems; anc h
rganizations [ISAO]). These activities can help identify ar g indicators of increased cybersecurity ris) , track, and msr\mt threats that evade
ot 0 Suppy thaim tha ey o of comCar, Such s cober nckbente, meremre ard scauisons aud Foreign esing controls
(Gwnersnip, Control o Infuence (FOCI. Supply chalh shreat intllgence should seck aut threats to the enterprise’s b Empioy e rrent hunting copaiy
Camstiered Tor 3ty 37T et e e Ay B¢ S ce Rt Ik oT Wechanisms exit to Facltate the Implementation of talored det - Deveiop. docurment. and Gsseminets to
supped produc o senice contractor ompramisng th interiy avalailty, o confidetiaity of an enterpris's Cauleion ategics comracttooks an procurament mathods 1 meet uroe] [Assignment. organization-defined personnel or
information. This ifial assesament should accur during the acauiitin planning phase and wil be minimally Pusiness needs. folest:
a1 Pl and Procedures L Y i of he iformation ok may e Sceeoini by e suppicd prodoct o ervce provier, c|  Functional subsetor | Tee g e ™| oL 0o ens procees v ayiramienels
I aciion, encrpces shoud evlo plcie nd procedres ok sdres: Sy cha it may are ystem and services acquisiion policy that:
Lring contract performance, such s a change of oknersp or controlof the usiness of when actionable o) Asoesses purpse,Scpe. e, Tesponiviies,
Information s Ieamed that Indicates that & Subpler o a product 5. target o a Supply chain treat. Supply chains aoimichan:
CReTREteuor sy and Sl ProCorerEnts of Hoglcts o Serofcas T WhiCh Hhare roay BE arunacceptable fee ors Wechanisms exit o review the Securfy, Compllance & ResiTence Program B bevelop, doc et to
SUppied proguct o servic contractor compromising he inearty, availabily, o confidentilfy of an enterprise's (SCRP), including polices, standars an procedures, a pianned intervals or i Piesgmers Crganization-defined persannel or
Information. Tis il assesament should occur dring the acquiitin planning phase and will be minimat periodic Review & Update Saniicant chandes occur o ensure thelr Continuing SutaDIIY, adeauscy and
oy and b informed by an identifcation and understaning of the. criicaity of the enterprise’s mission functions, s Migh valve|  p tersect wi c Review & Up eRectivences e Febection (one or mre): Organizationfevel:
a1 ol and roceures 0 ) o o (b scecee by th sopold o or s oo | Functonl | Intrsectswih | ofseury, Complances| - Gov-03 S e poces s e ievel
I s, enterprises o develap polciesand procedurs ha adcres sy chan s ot may byt andsevices scquiion oy nat
ing coniract performan e of ownership o control f the business or when actionable (a) Adresses purpose, scope, roes, esponsibites,
Information < Iearmed tha incicates that & Suppter o a product 1.3 arget of Chain threat. Supply chains ommitment
ot oo o pocreant o oduct oeSerces 1 i e St i o Wechanisms exit to develop appications based on Secure Software - Bevelop, document. and disseminate.to
Suppled product o service contractor compromising the inteoriy, avaiabilty. or confidentality of n enterprise's Development Practices (SS0P) Assignment: organization-defined personnel or
[nformation. This inial assessment should occur during the acquisition planning phase and will be minimal secure software folest:
. oy ond rocedures | Nomed B an Genticaton and Urderstanding of e ricalty of the rierorscs mision AN, 16 NG vale|  runcronl | ntersectswith | Dencureey eareces | 1om0s s [biSrecton oo ormory Ozt v
assets, and the sensitivity of the Information that may be accessible by the sUppIed Product of service provider. ment? Iission/busines process-evel; Systemlevel
I iion.eterises ahouddevelop polcies and pocedurcs hatsdaess Uppy chan st may rse ystem and services acauisition policy th
g coniact prformance uch 5. change of Ouners r ontl o h b o uhen actonable o) Adreses purpose, scoe, s, resvonswbvlmes
nformation s learmed that Indicates that  Suboier o Broduct 1.2 target of 2 Supaly chln threat. Supoly chains
vang relationehin bemmeon the SDLC 5 e o e ot s echanlsms eXeLTz manage te sl Tecycles of Technlegy sses b Acaire:deveon: s m:n:geéhe System using
lactivities are integrated into the SDLC for both e ¢ enterprise and o apphcab\e suppliers, developers, [Applications and/or Services (TAAS). % 55‘?"’“““ e z‘am: jefined system
System Development Life |Ntegrators. external system service providers, and other \CT/OY re\a(eﬂ service providers. In addition lo namlmne\ Technology Lifecycle levelopment life cycle] that incorpc s
SA-3 ¥ iy ISDLC activit wes, such as lesign, the i as inventor, Functional Intersects With Management” SEA-07.1 5 [information security and privacy considerations;
¥ cauisiionand rocrenent, and the logica deveryof s vt companents See Secton’ 3nd Appanai € 9 . Define and document nformation security and
[or further guidance on SOLC. Departments and agencies should refer to Appendix F to implement this guidance in [privacy roles and responsibilties throughout the
ecordance it Executive Order 14055, Imbroving i Naton's Cybersectnty fstem development e cycir
e 5520 sy bt 1 oA 200 i e e o e o S Wechanisme exit o eneare changes fo Technology Assets, ApplTcatons ana/or b Keiure, Gevelos and mansge the e aina
o L T eas A wh s Secars Boveiromont e Eyae (5L ave e ocooni oo aanbos o
e Develpmen e LSO SHertlSen SGE rORGEE ond EEICTOT o Sy rORGE ts0gkon 5ol cecure Devetooment e conrlled through orml change conirl procedures estpman: 12 e that ncorrais
s sstem Develop B actics auch e A eesign, he SDLC el Sitmas mvetony Functonal | Intersects witn | Secure Development e | gy 7 s |niormatonsecunty and prvacy consideratons:
Y lacquisition and procurement, and the logical delivery of systems and components. See Section 2 and Appendix C Y 9 Informati < n
rher e on SOLC Depariments and sgendes Should refer Lo Append 1o mplement i budance i privacy roles and responsibilties throughout the
accordance with Executive rder 14028, Improving the Nation's Cyber ovstem development e cycle;
s ecues, o7 racHces oy b rlevant Ty S ety CSCRM el Fecharime vt e, el 37 predce Tedhesy o rclide the folowing requirements, descriptions.
citeri, o nclude the weighting o such crcera Roplcations sl Sences (T i i way tht rkcbsed ecica an 1 criteria, explciy or by reference, usi
2 entemrses shouat § e et ror Minimum Viable Product fireions psitcaton enure M Vil produc (v crieria [Selection (one or more: standardized contract
o Acqusiton process |2 ESaDISh a plan for the acauiiton of spare parts o ensure adequate suppl, and execute the planfor when runctional | intersects witn pum vizble P oAz |ESiablish ar aporopiate avel of security and resency baseq on appicable s langusge: [Assignment; organization-d
eopicanie: * 7" - - . (Vo) Securty ks and threats. lcontract languagel] n the acauisition contract for
Eatalin i o the scuition ofaemativ surces ofspply 9oy b necessary o coninuty events mp ystem service:
or rwnen a diruption to the suppy chai o o Setiriy s prvacy oncona recurements
< Work with supmiers, Gevelopers, system inteqrators, external system service providers, and other ICT/OT-rlated
dgv‘wﬂ‘—v"—'—‘lﬁ—h—v—’—r—"—r—r‘—“nmm inocs: tethTaces, o ractices that wiay be Televant Tdenty 5nd specty C.SCRM eveluation Wechanisms exit to Tacltate the implementation of tId-party management Jiclidethe alowing requrenent. descators
i e e wloning f s v Contras bnd criee, explcy oty eererce Lo
reeror eiccton {one or more): standardized contrac
- Rcqusiionprocess [ EFBBAN 3 1 0 1 CHn of pre s ersreadequatesup, nd et e pln 7 when Functionsl | ntersects with | Thiraporty Management | To101 s gt gt orgmitonsined”
o Etabsh o plan o th acqistion of aematve sources o upply a3 may b necessary g contnty events e, System component, o system service:
o ifiwhen disruption to the supply chain accurs, privacy functional requlrement;
< Work with.suplers, developers, eystem ntegrators, external system service providers, and other CT/OT-related Srenaih of machmciam seautcemmantes |
Gevelopment Teihods, (echaaes. o practices ot miay bé relevant.Idently sha specty C-SCRMeveluation Wechanisms exit to facltate the implementation of talored development and iricude the followna requirements, descriptions.
e o ncude th welahing of such criera o satele,cotract o 30 procurment methods o mee unaue b crteria, el o'y reference, Lo
5" Enterprises sho Budiness ne [Selection (one or more: standardized contract
s Acqusitionprocess [ EFGEAN 3 a0 1 CSHn of e s ersreaeqstesup, nd et e plan 7 when unctonsl | masecswin | Ty Dauooment | 15, s [ omment orgnitonsied”
o Etaic a pan o th acqistion ofsteratv sources f sy a2 may b necesary g contuty everts he system. system component,or system service
o iahen  druption to the sl chanoce ‘ e - Securit and privacy functional redulrements:
- Work with SUDRSts, Geyelopars, sesiem {pteGrators, extermal svstem service providers, and other ICT/OT-related i
e e e e e oy Wiechanisms exit to Control hanges to services by suppiers, taking Into clud i folowing roaurements, aescrptans,
citeia, to Include the weighting of such critera. accoun the criticality of business Technology Assets, Applications. Services lnd critera, expictly of by eference, using
prises should aclor Data (TAASD) that are in scope. by the third-party [Selection (one or more: standardized contract
o Acaisiton process |6 EX3DISh & Flan fr the acquisiton of spare parts o ensure adequate supply, and execute the plan i or when runctional | imersects witn | Mansging ChangesTo | 1o s Jangusge: (assignment: erganata
ppicable: v party Services ortac langusgell n e Seqution comrac for
- Establish a plan for the acquisiton of alternative sources of supply as may be necessary during continuity events ne system, aystem component,or system service
o ifiwhen  disruption to the supply chain accrs, 3 Secunl’y i prvacy fnctona requrerents:
! Work with suppiers, developers, system ntearators, external system and other ICT/OT-relateq
Wechanisms exit & ensure vendars / manufactur Reguire the developer of e ten, e
(2 Deliver the Technaloay Asset, Appiication andjor Service (TAAS) wih a pre- [omponent,or system
. bished, secure configuration implemented: and ) Belver fhe system, component. o service win
Acquisiton Process | Ifan enterprise needs to purchase components, they need to ensure that the product specifcations are ft for y estal
Saas) Systom, Companent, and [puTpOse” an meet the enterpIiSe’s requrements, wheter purchasing drrecty from the OEM, channel parners, or | Functional Equal Pre-Established Secure | 10,4 |(2)Use the pre stablished, secure onfiguration as the defaut for any 10 [Issionment; organization-defied security
ytem, Component, ond purposer ana meet Configurations schsequent TAAS renstalaton or upgra lconfgurations] implemented; an
(5 U e conrations s gt forary
fubsequent e ko service
nstalat
Wechanisms exit o it he use of commercially-provided Information o)Lt the wse of Commercially provided
[Assurance (1A) and tA-enabled IT products o those products that have been nformation assurance and information assurance-
 Acquisiton Process | NIAP- This control enhancement requires that the enterprie build, procure, andior use U.S. Government protection successfully evaluated against a National Information Assurance partnership fenabled information technology products o those
S L pror s te:t‘w on " [profie.corsfiad informatian ssaurance 1A compenents when pocaiie, MAP cerification can be achieved for OTS Functional Intersects witn | nformation Assurance | 1o, o, |(NIAP)-approved Protection Profile or the cryptographic module is FIPS- s products that hove been successully evaluated
profle certted Enabled Products Validated or NSA-approved. [against a National Information
[partnership (NIAP)-approved Pmteﬂmn Proh\e fora
Epecitc technology type, if such a profle exist; and
Fecharfms ¥t o equre T Gevelopers o eceay et Applcaons fealie e el SPHE S St
anjor Services (TARS) to produce a plan for the continuous morikorin ot or Syster service to produce a plan for
Acquisiton Process | _[This control enhancement is relevant to C:SCRM and plans for continuous monitoring of control effeciveness and ekl Compiance ndo rence conl SHectuencss cominuous monfring of conro fectvencas that
saa(s) [contintious Monitoring Plan(should therefore be extended to supplers, developers, system integrators, external system service providers, and | Functional Equal [continuous Monitoring Plan|  TDA09.1 10 [sconsistent wih the continuous monitoring
Tor Controls " [other ICT/OT-related service providers. Jorogram of the organization
Wechanisms exit to abtain. protect and GIrbute admimstrator 12 Gbtain or develop adminisirator documentation
documentation for Technology Assets, Appications and/or Services (TAAS) that For the system, system component,or system
Information system documentation should include relevant C-SCRM concerns (e.g., C-SCRM plan). Departments and ocumenton scrbe: ’ i peryice that de o
sas System Documentation egenues Should refer to Appendix F to implement this guidance n accordance with Executive Order 14028 on Functional Intersects With Toa04  |(1) Secure configuration, installation and operation of the TAAS; s Secure configuration, Installston,and operation
improving the Nation's Cybersecurity. Requirements |(2) Effective use and maintenance of security matqu/funth ns; [of the system, compor rvice;
(3) Known vainerabiines regarding comtaurarion and use of cmimetrative B Erective ke and mentenance of cecury and
(. privieged) functions. [rvacy functions and mechanisms:
vion an
Raniems exTt o GeterminG Securty, complance and resTience camral F-Obtain or Gevelop sdmimiiator documentation
applicabilty by identiying, assigning and documenting the appropriate asset For the system.system component,or system
formaton sytem documentatonshou inclde eevant C-SCRM concers s CSCRM ). Degarmentsana scape categorizaton for i Technology Assets, Applications and/or Sevices service thatdescribes: |
sas System Documentton|agencie houl eler (o Appendi 1o mplement s Guidance n sccodance wih Execuie Oer 14020 Functional | Intersects With | Asset Scope Classification | AST-04.1|(TAAS) and personnel internal and thir-parties) s [l secure configuration, instlation, and oeration
[mproving the Nation's Cybersecurity. 2. Effective use and maintenance of security and
[rvacy funcions and mechanisms; and
noun , o
terIed By TSk SESeSSrent (58 Secion 7 arnd Apperdix C Fecharis exst o develop: documert snd mnton secure baselne TApbly the following systems securtty and privacy
. Document and gain management acceptance and approval fo is that s ot ully micigated. Technology Assets, Services (TARS) that lehgineering principics n tne specification desion.
imit the number, size, and privilege levels of critical elements. Using criticality analysis will aid in determining lare consistent with industry-accepted sys!em hardening standards. [development, implementation, and medification of
as Securty and Privacy [ which elements or unctions are ciical. See erticaty analysi in Appendix C and NISTI 8175, Critcaity Analyss | porcio | Secure Baseline croon 5 [the system and system components: [Assionment:
Engineerg Pincpés  [Process Made Prioriang Systems and Components i g - Configurations lorganization-defined systems security and privacy
2 Secury mechanms ha hlp o reduceapporunes (o et supply chal cybersecunty wneabiltes, lengineering princpies].
Sich a5 encryption, access contral, Igentity anagement, and matware or tampering ciscovery.
| Desian information system comgonents and elements to be dffcut to cisable e.q techmigues)
e by Tk sttt (o Secton £ and pena 2 ” FEcharrs St o Tt e Tleentaln f WUy eceg Eed TApply the folowing systems securlty and privacy
- Document and gain management acceptance and approval for risk that s not fully mitigated security, compliance and resilnce pracices in the specification, deslan. lehaineering principies n the specication, desi
i it o sz andpiviege e o s lments Usng ity arays i i ndetrmiing Sevelogrant. mplemantation and tooAiication of Tecnnology ASsets. level implementation, and modification of
s Security and privacy [wnich elem o e, Sty nays o Appena a4 NSTI G175, GOty AVWEs | roncronst | inerseciswen | SO Engneerg | gy n  opicatons andr Seies (RS 5 e system and system companents: [Assignment:
Endinaering Princpis [Frocess Modet: Pionieing Systems and Princples organiation detned ysiema secrty and prvacy
e Usesecrity meehaniams at heto redce opportuniies o exploit supply chain persecurty voerabities lengineering princpies].
Sich a5 encryption, access contrl, Igentity management, and matware or tampering discovery.
- Desian information systerm components and elements to be difcut to isabie (e.a techmiques),
echanisms exit o Conduct 3 sk assessment prior to The acqUisiion or ] Conduct an orgarizational assessment of sk
outsourcing of technology-related Technology ASsets, Appiications and/or pror 0 th acailionoroutsaurcing ofinformatin
Services (TaS) Becurity se
Externa) System Services Ilsee Appendices C and D. Departments and agencies should refer endix E and Appendix F to implemen ird-Party Ris
sno) ST Sera<e e ppendicesCand . peparmen and sgeciesshauarefer t Appe € and Apperci o mplent R - sy | 1o |8 Verly that tne acquistton or outsourcing
ok Assesaments and_ |t idance naccordance with Exeeutve Order 14028 on (mproving e Naions Cybersecurtty ssessments & Approvals it mtormation ecurmy senices s approved
by (Assignment. organizationdefined personnel or
foles)
. Entcrpriee data an iiormation TRearty ConfGemtalty. and avalaniy requrements are defned and shared echanis exe o deveop  plon for Supply s ek Horagerent SCRHI e e pased
|with the stem suppliers, developers, system integrators, external system servic roviders, and other I T- ’ . on, mair |relati ; " "
External System Services | relatedesg\jwce psmmer?asea;pr:;n;&:ys fem integrators, external system service providers, cTo [Technology Assets, Applications and/or Services (TAAS), including documenting| fon the following requirements, properties, factors,
SA-9(3) Efﬂf‘rlﬁamsmp e e with C-SCRM \d information system security requirements Functional Intersects With Mmgzg"\i .ﬁ"«as"c' ek jan|  RSK09  [selected miigating actions and monitoring performance against those plans. 5 for <un$mnsplm.gnm:m orgenization defined
e, The consequences of non- ecurity and privacy requirements, propertes
Providers . There s  clear delineation of accountabilties, roles, and responsibilties between contractors when multiple actors,or conditions defining acceptable trust
isparate providers are engaget in Supporting 3 system of mission and business function. Fetatonsnips]
e oo gty codentolty ondavalsby equremene e defned and s hanisms exst o Gentiy, prortize and assess supplers and partners of [Estabih, document, and maintai trust
L L R T e A Lo s oY i et o renders based
External System Services |11 e ystem suppers, develop hain risk assessment process relative to their importance in supporting the. lon the following requirements, properties, factors,
a9 Establish and Maintain |07 of with C-SCAM s and nformation system securiy requirements | Functional | Intersects witn | T-Party Cially | gy o5 fdelvery of high-value services s o condiions: [Assignment; organization-Gefined
Trust Relatonship with |2 1he conseauences of nan- ‘nssesaments Security and privacy requirements, propertes.
Prov . There s a clear delineation of accountabities, roles, and responsibilties between contractors when multiple actors, or conditions defining acceptable trust
|disparate providers are engaged in supporting a system or mission and business function. [refationships).
i lechanisms exist [Establish, document, and maintain trust
2. Enterorie data and Information Iteary. canfigentarty. and availabity requirements are defined and shared : 2
. 3, Snterprise data and information ntegrity, confidentialy. and avalabilty requirements are defined and share (35 Evaloare soculey isks and threats associated it Technoogy et Irelationships with extemal service providers based!
xtemal system Services | % 1he SYstem supplers, developers [Appications andior Services (TAAS) supply chains: lon the following requirements, propertes, factors,
sna Extablish and Maintain 221 er Jith Csca o information ystem security requirements | Functional | nersects with upply Chain Bisk | o3 |(3) Take appropriate remediaion actons fo minimize the organizaton's 5 [orconditions: [Assignment: organization defined

Trust Relationship with

lare defined and documented.
‘There is a clear delineation of accountabilities, roles, and responsibilities between contractors when multiple
[disparate providers are engaged in supporting a system or mission and business function.

Management (SCRM)

lexposure to those risks and threats, as necessary.

Jsecurity and privacy requirements, properties,
[factors, or conditions defining acceptable trust
Ielationships].

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

External System Services |

-ument Element (FDE) Description
NIST S 300-161 K1 Supplemental ¢-SCRM Guidance

0. Enterprise data and information integrity, confidentiality, and availability requirements are defined and shared
lwith the system suppliers, developers, system integrators, external system service providers, and other ICT/OT-

STRM
Rationale

NIST 5P 800-161 R1 - LEVEL 3

STRI
Relationship

SCF Control

Secure Controls Framework (SCF)
Control De: ion

[Mechanisms exist t
i ance s e lemta o amants Wi Bore portos.otacimg
orgalsatare naads to rotewt 1 Teennoloy Avecte, Aplcations Semvices

strength
Relationship

version 2026.1 x000a_03/27/2026

[Establish, document, and maintain trust
felationships with external service providers based
Jon the following requirements, properties, factors,

related service providers as appropri
o) Establish and Maintain /2t “ with C-SCRM ts and information system security requirements | Functional itersects witn | Third-Party Contract | oy oc [andor Data (TAASD). s Jor conditions: [Assignment: organization-defined
Trost Relationship with |2 The onseauences of non-c Requirements lsecurity and privacy requirements, properties,
Prov Tere s a clear delineation of accountablties, roles, and responsibilites between contractors when multple [actars, or conditions defining acceptable trust
[disparate providers are engaged in supporting a system or mission and business function. [relationships].
[0. Enterprise data and information integrity, confidentiality, and availability requirements are defined and shared [Mechanisms exist ‘m "““TE”' and maintain a Responsible, Accountable, Es““"““‘v “““’"‘h‘"“ and ‘"‘“‘”'3"‘ "““d based
et system serices | 1 he vstem Supples, Gevelopers. ystem MEGraors, exeral SyStes Setic provders, and oiner CTIOT supportive, Consuite & nformed (SC) malrr or Smiar documentaton o Irelationships with external service providers base
ool System services I|related service providers as appropriate. Responsible, Accountable, delineate iance an fon the following requirements, properties, factors,
5A9(3) le. The of with C-SCRM id information system security requirements Functional Intersects With | Supportive, Consulted & | TPM.05.4 _[ntemal stakenolders and External S providers £5P%), 5 [or conditions: [Assignment: organization-defined
Trost Relationship with (2 The senseauences of non¢ ey e e Jsecurity and privacy requirements, properties,
[f. There is a clear delineation of accountabilities, roles, and responsibilities between contractors when multiple 'ﬂ“m“' o conditions defining acceptable trust
(isparate providers are engaged i Supporting a system or Mission and business function, elationships]
i Entorpise dara and information ntegrity, and availabilty 4 and shared echanoms eXt To lude reak cavses: W contracts o1 e © [ESaBIEr, documert, and o s
External System Services || the system supplers, developers, system integrators, external system service roiders, andotner CT1OT Imeet contract criteria for securty, compliance andjor resilience controls. elationships with exteral snvice roviders base
Eetablish and Maintain helated sepvice providers as appropriate. fon the following requirements, properties, factors,
sa0) The with C:SCRM  information system securty requirements |  Functional |  Intersects With Break Clauses o057 5 [or conditions: [Assignment: organization-defined
Trust Relationship with (% The conseauences of non Jsecurity and privacy requirements, properties,
If. There is a clear delineation of accountabiltis, roles, and responsibiites between contractors when multiple actors, or conditions defining acceptable trust
disparate providers are engaged in supporting a system or mission and business function. Irelationships].
[Mechanisms exist to ensure that the nterests of external Service providers are [Take the following actions o verify that the
lconsistent with and reflect organizational nterests. nerests of hssignment;argarizaton-de
Extemnal System Services | ternal service providers] are consistent with and
’ ) Iin the context of this enhancement, *providers” may include suppliers, developers, system integrators, external ncti y Feiect arganizational interests: (Assignment
swo(4) cConsistentnterests of |\ 0 roviders. and other ICTIOT related Service providers Functional Eaual Conflictof Interests. | TPH-04.3 10 organization-defined actions].
Mechanisms exist to cantrol the location of cloud processing/storage based on [Restrict the location of [Selection (one or more)
lousiness requirements that includes statutory, regulatory and contractual nformation processing; information or data; system
External System Services |[T€ loCation may be under the control of the suppliers, developers, system integrators, exteral system service Geolocation Requirements| lobiigations. lervices] to [Assignment: organization-defined
snas) Processing, Storage, and [rouides. and other ICTIOT.rlated servce roviders. Enterprises should assess C-SCRIM risks ossocated Wi 8 | runctonal | Intrsects With | for rocessng. Storaoe | CL0-09 5 focatons] based on IAssignment:organization-
ervice Location e orable and ensuring Urat apPYGRTate protections are in place fo adaress associated C-SCRM and service Locations feined reaquirements or ondiions}
Mechanisms exist to restict the location of information processing/storage [Restict the location of [Selection (one or more)
lbased on business requirements. nformation processing; information or data; system
External System Services | [T location may be under the control of the supplers, developers, system integrators, external system service Ty pocssin lservices to [Assignment: organization-defined
sno) rmal System Services || ruiers, and other ICT/OT-related service providers, Enterprises should assess C-SCRM rsks associated with a runctionat | itersects win | Teaparty processing, | ve 5 [ocations] based on fAssignment. oroanization-
Smice ovation " [diven gedgraphic ocaton and apply an approprate sk response, which may inlude definng locaions that are or ge and Se e requremonts or Somatione
are not acceptable and ensuring that appropriate protections are in place to address associated C-SCR
[Fecharims ex o Tventory, document and maan data fows or e [REStIct the Tocation of [Selection (oné o more)
e tocat e onder the control of he supptirs, devel e intearators extermal syt ha s resident (permanently o temporariy) witin o senice' geographically nformation processing; information or data; system
e system senices [ locaton my be under the (nnd ol ofth supplers, developers, system Integrtors, extermal sysiem service S . (itibuced spplcations pmysicel and vt infasizucure, s lervices] to [Assignment: organization-defin
saats) Processing, Storage. ang [Providers, and o related service terprises should assess C.SCRM rsks ossocisted with Functional Intersects with | Gee@raphic Location of | o o [components and/or shared with other third-parti s focations] based on [Assignment: organization
essing, Storage, and (G000 T location and apply an approprate ok reaponce, whieh may clude defing locatonsthat are o Data ldefined requirements or conditions]
o et esrabia sn onautg o Py broecions re n Blace 1o aderess ascocates cLoChM ok
echanisms ext o require ystem developers and ntedrtors o perform [Requrethe deveoper of the system. system
Devsioper coniguratin management s crtical forreducing ybersecurty ks thoughaut the suplychn. o lconfiguration management during system design, development, lcomponent, or
. lconductin raton management actiie, develapers reduce the occurence and ikelhood of flws wie . implementation and operation. o Pertaem configuration management dur
g Developer Configuration |Increasing accouniability and ownership or the changes. Developer con guration " management she: Developer Configuration g [ystem. component, or service Selection (one or
sa10 rformed both by developers internal to federal agencies and integrators or external service pro Functional Eaual Toa14 10 Grel desig; development; implementation,
it o Agencios o eTer to Appenai F 1o rpement s gudance m accordence Wi Executive loperation: disposall
(Order 14028, Improving the Nation's Cybersecurity. lo. Document, manage, and control the integrity of
hanges to Lhssianment
[determine whether the supplier (OEM) has performed such tasting as part of their qualty or security processes. [Mechanisms exist to require system developers/integrators consult with [Require the developer of the system, syster
he cauierhas controlover th applction and Gevelopment processe,they should reqire i esting as security, compliance andjor resilience personnel to: lcomponent, or system service, at al post-design
Deveope Testing and 25178 SOL. Inain o e speciic ypes oftosing octviies Gescribd n e enhancements, camples of Security, Compliance & (1) Create and implement a Security Testing and Evaluation (ST&E) plan, or Jtages of the system development Ife cycle, to
a1 oper Testing and 220 e Cuant Lesting e teotng fo countetiota, v the origins of components, examinin Functional Equal Resilence Testing oAy [smiarcapabity; u y Y 10 [e;Develop and implement a plan for ongol
Confouraton satigs pror o ntegratan.and tasing icrfaces Theee typesortests may requie sgnitcon: Throughout Development ) mplement a verifiable law remedation process o carrect weaknesses an security and privacy controlasses
T S b s o .t 20 Slnrab ) snabses (s e 1 Secon 2 deficiencies identiied during the control testing and evaluation process; and Serarm (Seioction fone o moreh umi
an Appeni C, as wel s the efectiveness of testing techniues. ENteryises may 150 require third-party tasting (3) Document the results. [ntegration: system: regression] testing/evaluation
T sy shpy T e ek el e TS Chnirol [Mechanisms exist to develop applications based on Secure Software o Requre tne doveloper o e ystem. ysiem
sing < P rehab\e and dofendable processes,and Ibevelopment Practices (SSDP) fomeoner, or sysem e ool
o test, a a ldocumented development proc
Secure Software
Development Process, ~[tbverad oy h. conrol T tooe Incuded m Chis contro con be anuel o sctomated. The uee f autoated tols ction e ey adcrescen securty and prvacy
SA1s Standards,and Toois'alds thorousiness, efcency,and th scae of analyisthat helps akless cybersecuriy riss that rse i relaion Functional Eaual Development practices | TOA06 0 fguirements
o the development pocess througout the supply chain. Aditonaly,the otputofsuch aciiiesand & [2 Identifies the standards and toolsused nthe
provides useful Inputs for C.SCRM processes, as describe in Section 3 and Appendix C. This control eeveopmert o
S Ealcanily to e intermar enteronte's processos. miarmation syatoms. and aetwarks 25 wehaf apolicable sstem
Fechaniams s [o reaute (e developer o e Techoigy Fsset Reqre ine Geveloper of e s syslem system
|Application andor Service perform a criticallty analysis at companent, o ystem service toperform
oFgasaton defnad deciion ponts I the Securé Development Lie Cycle lrticalty analys
Development Process, ~[This enhancement identifes critical components within the information system, which il help determine the. ticality Analysis Durin g P P v y analys
sa15(3) Standards, and Tools | [specific C-SCRM activities to be implemented for critical components. See C-SCRM Critcality Analysis described in Functional Equal Criticalty Analysis During | pp.g6.1 (1SD! 10 [ At the folowing decision points inthe syster
Criticalty Analysis  [Appendix C for additional contex. evelopment [development e cycle: [Assignment: organization-
ldefined decision points in the system development
e cylel and
g anmen
Mecharisms exist to perform threat modelling and other secure Ges) I Controrthat exiss witin RisT S 800.161 AL
" " . ity analyis £ vt fesera techniques, to ensure that threats to software and solutions are dentified and [was withdrawn from NIST 800-53 RS and no langer
Sevebopment pocess, T shancementprovkiesthrest mateig e wunersiltyarays o the st (srs agency s laccounte Jeists.
g standards, and Toos | |conrector products, applcations, mformation sy orks. performing this wil help integrate C-| L . in y
SA1s@) Threat Modeling and W inke Code emnament amd odcation schues Sec the C-5CHM trtat nd velnerabiy analyees descriped | Functional Eaual Threat Modeling ToA06:2 o
Vilnerabitty Analysis [ Appendix ¢ for adaitional context
Mechanisms exist to perform threat modelling and other secure design [Require the developer of the system, system
ltechniques, to ensure that threats to software and solutions are identified and lcomponent, or system service to use threat
Development frocess. s ancement encourages developersto reus the treat and winerabilty nformatin poduced by prior eccounted for. [modeing and winerabilty analyses rom simiar
sa15(8) tandards, and T00ls | |eveiapment efforts and lessons leamed from using the tools o inform ongoing development efforts. Doing 5o will | Functional Equal Threat Modeling TOA06.2 10 [pystems compenents,or services o nform the
e et o nelp determine the C'SCRM activiies described in Section 2 and Appendix C.
ST T Geveapers s Tl To CSCA. e saresses g the [Mechanisms exist to require the developers of Technology ASSets, AppIications [Require the developer of the system, system
Indiiouals responsble for federal systems and networks to nclude appicable development environ landjor Services (TAAS) to provide training on the correct Use and operation of system service to pr
IDeveloper-provided training in this control also applies to the individuals who select system and netw Jthe Technology Asset, Application andjor Service (TAAS). following training on the correct use and operation
. onents. raining shoud include ateril to ensure that 1) evelopers are awareof | g Equal Developer-Provided ToAls 1o [of the implemented security and privacy functions,
Training patenil hreats and vinerabiltes when developing, tesing, and malntaining hardvare and softvare,and 2)the Training lcontrols, and/or mechanisms: [Assignment:
Indial responsivefr sclecing ystem et omponents ncoporate GSCAM when choesingsuch [broanization-defined training).
mpon g shoul the use of tools to
i S0 warcReTerfo Appeni  fo acitionas auiance on secunty for otiol somtmate
Mecharsms exist to require the developers of Technology Assets, AppIcations e the developer o e sytern e
[This control facitates the use of C-SCRM information to influence system architecture, design, and component andlor Services (TAAS) to produce a design specification and security Component,or system service o m;uati;tz:;‘.e';
Developer Security and _selection decisions, including security functions. Examples include identifying components that compose system i cification and security and privacy architecturg
sa17 Privacy Architecture and rentectr o désgor s‘i\mmg Zpgm omponents to ensre svallabiity shreugh multipe suppier or Functional Equal Developer Architecture & | 1o, o |[1 1o conostert with and supportve of he organizaions securiy architecure 10 [t
Design lcomponent selections. Dey and agencies should refer to Appendix F to implement this guidance in Design Jnich s estabished wiin and s an inegrated part of the organizaton's 5 i Consistent with the organization's securty and
TGance wih Execuiive Order 14075 on improving the Nation: i ise archites ivacy archi isani
ccordance with Executive Order 14026 on Improving the Nation's Cybersecurity (2) Accurately and completely describes the required secrity functionaity and ganizat terprise architecture;
ical
Mechanisms exist o custom-Gevelop Erical sysiem components, when [Rempiement o ustom develop e alowing
[t enterorise may decide, based on the of risks 5 supplychain, that ICommercial Off The Shelf (COTS) solutions are unavailable. lritical system components: [Assignment:
ey require customized development of ertaim citcal components. This control provides addltional guidance on (rganization-defned crtical system companents],
saz0 Customized Development [fioactiy Enerprises shol wor wihsupplies and parnerstocnsur tht crial components are denifed Functions! caual Customized Development | 1, 1> o
of Critical Components sure that they have a continued abilty to ical software “ of Critical Components
CommpananteFor Sxarie: avng the surce corle, DUl sepa, ana (o fo 3 efonare companent could enable
lan organization to have someone eise maintain It f necessary.
Mechanisms exist to ensure that the developers of Technology Ass [Require that the developer of [Assignment:
velopers. For system integrators who may| [pplicatons anior Services TAAS) havethe equise silsetand aopropiate lorganization-defined system, system component, or
e providing Koy evelopers that adaress crical components, the enterprise anould ensure that approprate jaccess authorizations. fystem service]
sa21 Developer Screening  [processes for developer screening have been used. The screening of developers should be included as a Functional Equal Developer Screening | TDA-13 10 [2 Has appropriate access authorizations s
lcontractual requirement an low-down requirement to relevant sub-level subcontractors who provide (determined by assigned [Assignment: orgenizaton-
ldevelopment services or who have access to the development environment Gefnes oftcal government dutes]
o Stistesthe olowing adtiona! serconnel
iteria: [Assic
iechanisms exist to ensure that the developers of Technology ASSEES [ine Control that exsts within NIST P 500-161 RT
[Applications andior Services (TAAS) have the requisite skillset and appropriate withdrawn from NIST 800-53 RS and no longer
Jaccess authorizations. fxits
21 Developer Screening |  [Intemal developer screening should be validated. Enterprises may validate system integrator developer screening | ¢y o intersects With |  Developer Screeniny Toa13 s
Validation of Screening by requesting summary data from the system integrator to be provided post-validation P 9
T TSRS T Ehe supply chan T The case Systam components, the WMecharisms exist to prevent unsupported Technology Assets, Applications o Replace system comporerts when suppor or
encrprice sngcsoe sutnoed reseners o otators wih an brgonG el onem i the suplerf the landor Services (TAAS) by: fthe components s no longer avalabie from the
lunsupported system components. When purchasing alterative sources for continued support, enterprises should Unsupported Technology 1) Removing andlor repiacing TAAS when support fo the components s no ldeveloper, vendor, of manfacturer of
saz Unsypported System . acauledirecly fom vtte ol equpment manufacures OEMs) o thelfauthorized itbutrs nd ESelets. | ppcyons Intersects With | Aceete Anpicatione anair|  Toa17 longer available from the developer, vendor or manufacturer; s o Provde e follwing opions or altemative

ecisions about using require input from ing resources regarding the
differences in alternative component options. For example, if an alternative is to acquire an open source softuware

component, the enterprise should dentiy the rce community development, test, acceptance, and release
lprocesses. agencies should refer to Appendix F to implement this quidance in accordance with

Services (TAAS)

an
(2) Requiring Justification and documented approval for the conlmued use of
lunsupported TAAS required to satisfy mission/business neet

Jsources for continued support for unsupported
lCompanents [Selction (ohe or more) mohouse
suppor; [Assignment;organization-defined support

ternal oroviders)

Secure Controls Framework (SCF)
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