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ms exit to establish, maintain and disseminate policies, standards . Develop, document, and disseminate to
terprises shout specy nd nclude nagreements .. contracting language) ccesscontrol polces for e s catoren neceeceny for ecurs Comptans snd oot capaion [Assignment: organization-defined personnel or
Isuppllers, developers, system integrators, external system service providers, and other ICT/OT.-related s Publishing Security, sl ) e
A1 Policy and Procedures  [providers that have access control policies. These should include both physical and logical access to the Functional Intersects With | Compliance & Resilience | GOV-02 5 [1. [Selection (one or more): Organization-level;
[Ehain and the information system. Enterprises should require theiprhe contractors to mplement tis contol and Documentation Mission/business process-level; System-level]
[ow down this requirement to relevant subtier contractors. Jaccess control policy that
(o) Adresses purpose,scope, roles, resporsiviites,

Mechanisms exis to review the Securly, Compllance & Resilence Program b eveiop, document. and SRSeminate 15
Entrpses shod specty and i n greemnts e conacting g accessconol golcls o i ISCRP). incluing pofce, standards and procedures t planned intervals o [hssignment:organizatan-iefined personne o
lsuppliers, developers, system integrators, external system service providers, and other ICT/OT-related servi Periodic Review & Update [significant changes occur to ensure their continuing suitability, adequacy an les:

Ac Policy and Procedures providers that have accass contro polces. These should incute bbth physical and Iogical access o the sup? Functional Intersects With | of Securty, Compliance & |  GOV-03 [effectiveness. s I Baecton (one or more: orgiztoneves
lchain and the information system. Enterprises should reqire their prime contractors to implement this control and Resilience Program ess process-evel;
[flow down this requirement to relévant subtier contractors. faccess control policy that:
(2) Addresses purpose, scope, roles, responsibilities,
ment coorcination amona
echarires it o acate he mplementation o denthcation and access o Develop, document. and disseminate to
entrprises shoud speciyand nclude i agreements (.. contactinglnguage) aceess conrlpolies for thie management contr [Assignment: organization-defined personnel or
jsuppliers, developers,syste inteorators, external system service providers, and ather [CT/OT-rela Identity & Access folest: )
AC-1 Policy and Procedures  |providers that have access control policies. These should include nth physwcal and logical access m th p\ Functional Subset Of Mana Eymgnt (1AM) IAC-01 10 L. [Sel ectmn (m\e or ’“D’E‘V Oanlza(\o? ev‘e\
n an the information system. Enterprises should Fequire thelr prinie contractors to Implement this confol and 9 Missionusiness process-evel; Systemlevel]
[ow down this requirement to relevant subier contractors. sccessconro porcythat
(2) Addresses purpose, scope, roles, responsibilities,
ment. coardination amona
[CRG05E T Gefine  Set of roles and associate a Tevel o Sure Enterprises Mechanisms exIst to revake User access Aghts In a Hmely manner, upon Jo. Define and document th types of accounts.
e aniune that account fo contracko! parsonmel 6o not exCeed e paiod of peformance of the contract lermination of employment or contract. Jailowed and specifcally pronibited for use within thel
Pivieped acounis should only b estabshed o ppropristely veted conacor personnel. Enteprises should Eystem
Ao Account Management [f50 ave processes n loce 1 cstablah and manage mporary or cmergency occouns o conrocar bersomel | o tersects wWith Termination of ncora S b Astign account managers,
[hat recuife access to 3 mission-critica o mission-shabing system Guring a continuty or smergency e Employment ¢ Requie [Assignment: organization-defined
lexample, during a pandemic event, existing contractor persannel who are not able to work due o ll\r\ess Ty need rerequisites and criterial for group and fole
o be termporarily backfiled by new contractor staff. Enterprises should require their prime contractor embership:
implement this control and flow down this requirement to relevant subxter contractors. agencies peci
}—'*“—';Haose £ Gefine 3 Set of foles nd associate a level o authorization to ensure proper Implementation: ENterprises Mechanisms ex/s to proaclively Govern account management of Indidual Ja-Define and document the types of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. |aroup, system, service, application, guest and temporary accounts. lallowed and specifically prohibited for use within the|
Prvilsged accounts should only b cstablished for appropriately vetted contractor personnel, Enterprises should m
. N bisohave pocesses i lace  ctablsn and manage emporary or cmergency eccouns o conractar personel nter g b” Assian account managers:
Ac2 Account Management .t require access to a mission-critical or mission-enabling system during a continuity or emergency e Functional Intersects With Account Management 1AC15 s lc. Require [Assignment: organization-defined

oles Guting & pardemic cuent, SxStng Camtractor borsommel who arc nos ale 6 ork S 1o iness may eed prerequisites and criteria] for group and fole
o be temporarily backiilled by new contractor staf. Enterprises shold fequire theiprime coNtractors to memoershiy
mplement this control and flow down this requirement to relevant sub-tier contractors, Departments and agencies
Jehoose £o Gefire 3 Setof oles 3nd sssociate a16vel o authorization to ensure proper Implementation. Enterprises Fiechanfsms exist o check the valiity of nformation inputs. Ja-Define and document the bypes of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. bllowed o speciical roibied for use wikin the
Prvieged accounts shoud only be estabished o appropitly veted conracar personne.Enerriss $noud

count Management _[150 have processes pace o estalishan manage temporry o emergency accaun or contracor personne tersects i oot Data Validation S5ign Bccount managers:
AG2 Account Management (i 0 ase to 3 misslon-crtical or misslon-anabiing system Guring a continuity or emergency e Functional Intersects With | Input Data Validati ToA1S : . Recore Assignmnt. raanizatiodefined
rampte,Gung o pandemis cvent. cxsing comeracto bessomel who are ot ape 16 ok oeto Iiness mey need orerequisites and criteria] for group and role
o e emporarty backfled by new contrackar staf. Enterprises shoutd reduire ther prime contractars o membershi
molemen this control and flow down this requiremen to relevant sub-tier contractors, Departments and agencies.
|choose to defiie 3 set of oles and associate 3 6vel o auEhor zation to ensue proper Implementation. Enterprises [Crypographic mechanisms exist t rmplement strong Cryptography and Ja- Define and document the types of accounts
Imust ensure that accounts for contractor personnel do not exceed the period of performance of the contract. securty protocels o safeqlard sensiivelrequlated cata uring Fansmission aiowed and speciically pronibted for use within the
Privileged accounts shouid only be established for sppropriately vetted contractor persannel. Enterprises should [over open, public netw lystem
g Jiso have processes i place to establish and manage temporary or emergency accounts for contractor personnel Safeguarding Data Over y b” Assian account managers;
Ac2 Account Management ¢ raquire access to a mission-critical o mission-enabling system during a continuity or emergency event. For Functional Intersects With pen Networks NET-12 s lc. Require [Assignment: organization-defined
lexample, during a pandemic event, existing contractor persannel who are not able to work due to liness may need prereqises o crterial for group nd roe
o be temporarily backiled by new contractor Staff. Enterprises shold require their prime contractors to membersii:
mplement this control and flow down this requirement to relevant sub-tier contractors and agencies

Wechanisms exist t enforce Logical Access Cortrol (LAC) permissions that Erierce approved authorzations Tor Togical access
lensure that the information systems and the supply chain have appropriate access enforcement mechanisms in [conform to the principie of least privilege - o information and system resources in accordance
place. This includes both physical and logical access enforcement mechanisms, which ikely work in coordination for Jwith aplicable access control polcies

Ac3 s Enforcement D aro aee Shoui requre ther prme Contractore o, 7;1:?"'”";2‘1: o ow dowrrins | Functional Intersects With | Access Enforcement | IAC-20 s
Fequirement to relevant sub-ter contractors, Departments and agencies should refer to Appendix F to mplement
s guidance in accordance with EXecuive Order 14026, Improving the Nation's Cybersecurty.

[Cryprographic mechanism exist & mplement strong cryptography and FEnforce approved authorizations for Togical access
fensure that the information systems and the supply chain have appropriate access enforcement mechanisms in secrity protocols to safeguard sensitive/regulated data during transmission o information and system resources in accordance
piace. This includes both physical and logical access enforcement mechanisms, which ikely work in coordination for lover open, public networks. Jwih applicable access control poicis.

. upply chain needs, Enterprises should ensure that a defined consequence framework is in place to address access | ¢ | Sefeguarding Data Over §
Ac3 Access Enforcement ¢t violations. Enterprises should require their prime contractors to implement this control and flow down this Functional Intersects With Open Networks. NET-12 5
requirement to relevant sub-tier contractors, Departments and agencies should refer to Appendix F o implement
[his guidance in accordance with Executive Order 14028, Improving the Nation's Cybersecuriy.

Fiechanisms exist o check the validity of formation Inputs. [Enforce approved authorizations for logical access

nsure that th normationsystems ondthesupply chn e appropriae access nforcement mechariams in o information an ces in accordance
piace. This includes both physical and logical access enforc ‘echanisms, which liely work in coordination for lwith applicabie access control policies
. Eupoty chain needs, Entefprises should ensure that a defined consequence framework s n place to address access . . g
Ac3 Access Enforcement ¢t violations. Ente terprises shoulc requlre eir prime mn(rac(ors to |mplemen( this control and fl i Functional Intersects With Input Data Validation TOA18 5
requirement to relevant sub-tier contractors, Departments and sgencies should refer to Appendix F to implement
i guidance in accordance with Executive Order 14038, Improving the Nation's Cybersecurty
[providers, and other ICT/OT-related service wewderé “who no h,,,'ger require access ‘or who abuse or violate their [Mechanisms exist to revoke logical and physical access authorizations. Enle‘rce tr;e revn:‘catmn of a;cess authurvatguns .
Jaceess privilege are not able to access an enterprise's system. Enterprises should include in their agreements.a resulting from changes to the securiy attributes o
Access Enforcement | |requirement for contractors and sub-tier contractors to immediately retur access credeni revocation o Access ubjecs and abjcts based on [ssignment
AC-3(8) Revocation of Access [CAC cards, etc.) to the enterprise. Enterprises must also have processes in place to promptly proces: Functional Equal o e I1AC-20.6 10 lorganization-defined rules governing the timing of
Authorizations |of access authorizations. For example, in a “badge flipping” situation, a contract is transferred from one system revocations of access authorizations].

integrator enterprise to another with the same personnel Supporting fhe contract. In that situation, the enterprise
Jshould disable the existing accounts, retire the old credential, establish new accounts, and issue completely new

[RUtomated mechanfsms exiat fo Valldate cybersecurlty and data protection Refease formation outside of the system oy T

lattributes prior to releasing information to external Technology Assets, ((a) The receiving [Assignment: orgamza(mn defined

Iformationabout the suppy choinshouldbe controle or elease betwen the enterprise and hirdpares [Applications and/or Services (TAAS). lystem or system component] provide:

y Access Enforcement | |information may be exchanged between the enterprise and its supplers, developers, system integrators, external . Assignment: orgenization-defined contrls]; and
AC39) Controlled Release | [system sevice providers. 2nd other ICT/OT related service providers. The controlled release of enterprise Functional Equal Controlled Release DCH-03.3 10 (o) (Assignment: organization-defined controls] are
information protects against risks associated with disclosure. lused to vaiidate the appropriatenes:
information designated fr release.

Fiechaniams exist o Implement and govern Access Control Lsts (ACLS) to [Enforce approved authorizations for contrlling the
suply chaioformation may averse o rge sppl <han o reod st o sakeaders i e eterprise

ooy v 98 e, 9 o, lprovide data flow enforcement that explicitly restrict network traffic to only [flow of information within the system and between
Jand 1t various federal stakeholders, suppliers, developers, system integrators, external system service prov provide date flow ¢ [l o nformation within the oyt
[And other ICT/OT-related service providers. Specifying the reuirements and Row Information flow 1s entoread ~ is authorizs i

AC-4. Information Flow [should ensure that only the required information is communicated to various participants in the supply chain. Functional Equal Data Flow Enforcement NET-04 10 [organization-defined information flow control
Enforcement [Enterprises should require their prime contractors to implement this control and flow down this requirement to [Access Control Lists (ACLs) jpolicies]
[relevant sub-tier contractors. Departments and agencies should refer to Appendix F to implement this guidance in
ccordance with Executive Order 14028, Improving the Nation's Cybersecurty.
Wiechaniams exist t enforce Information flow controls based o metadata
Information Flow
AC4(6) eI on oM . Enforce information low control basedt on [Assgnment; organization-defined metadatal Functional Equal Metadata NET-04.5 10
[RUtomated mechanfsms exit to uniquely [dentfy and authenticate source and Dniauely Tdentity and authenticate source and
[destination points for information transfer. |destination points by [Selection (one or more):
Information Flow  [Within the C-SCRM context, enterprises should specify various source and destination points for information about Cross Domain lorganization; system: application; service:
AC-4(17) Enforcement | Domain  [the supply chain and information that flows through the supply chain. This is so that enterprises have visibility of Functional Equal A NET-04.12 10 individual] for information transfer.
‘Authentication . [information flow within the supply chain

[Automated mechanisms exist to apply cybersecurty and/or Gata protection e Concferg armater, etweer derent

fiters on metadats. y domains, implement [Assignmi

iformationlow, o C-SCAM. e voldation o dta andthe rlationshp o s mtadata are critcal Huch of the data tangpited S antan-seines Secoty o prancy polcy
Ac409) | Vaiidation offthrough the supply chan is validated with the verification of the associated metadata that is boun Functional Equal Metadata Validation | NET-04.13 10 |[iters] on metadata
Metadata e Frases e and 1hspection & put In piace - valdaton before allowing poylends nto e oubply chain -

Wiechanisms exist t ensure network architecture UETzes nemiork Separae armaton Tows gl o physcaly

e entrpriz shula ensur the separation o th nformaion systemand suplychiain formatonds o, lsegmentation to isolate Technology Assets, Applications and/or Services [using [Assignment: organization-define
nformation Flow _[[e enterp fensure he seporas L e | sy and supply haln nforation36 TARS) Ko protect from other netwark resources mechanms andr tecmiaues] o mmm.sh
Acan) Enforcement | Physicalor m,o.mm Tow between the enterpr Functional Equal Network segmentation | ey g 10 [[Assignment: organization-defined requi
o s, developers. syster inegrators, external system service providers, and ofher ICT/OT-reated service 9 epaatons by ypes of mormaton)
nformation Flows
providers may be challenging, especially when leveraging public networks.

' enterprise should ensure that an appropriate separation of duties is established for decisions that require the [Mechanisms exist to check the validity of information inputs. [a. Identify and document [Assignment: organization-|
lacquisition of both information syster and supply chain components, The separation of duties helps to ensure that ieines cutes f ndiduas reaurng seporation]
ladequate protections are n place for components entering the enterprise’s supply chain, such as denyint

. raton o Duties[12¥€lopers the prviege [0 promate code that they nter: . . o Detine system access authorization to support
ACS Separation of Duties rote from development to production environments. Enterprises should require their pnmc contracmrs to Functional Intersects With Input Data Validation TOA18 s separation of duties.
[mplement his control and flow down ths reduirement to relevant sub.tir contractors. Departments and agencies
Jshould refer to Appendix F to Implement this guidance in accordance with Executive Order 14028, Improving the
Nation's Cybersecuriy
[The enterprise Should eSure Thal s SppFORAATE SepaFaton of GUTES & ESTaBIShed for GeeTsions That requie 11e Wiechaniams exist o enforce a two-person rule for Implemanting changes fo o Tdenty and document [Assignment; organization’
[acauistion o both nformation systern and supply chain components, The sparation of duties helps to ensure that [ritical Technology Assets, Applications and/or Services (TAAS). ldefined duties of individuals requiring separation];
ladequate protections are i place for components entering the enterprise’s supply chain, such a5 denying fand
ieveiopersthe privege Lo promte code hat ney Dual Authorization for y Define system access authorizations to support
ACS Separation of Duties |/rote from devel lopment to production environments. Enterprises shau\d require their prime contractors to Functional Intersects With Change CHG-043 s [separation of duties.
Implement i conrol and fow don s eQulrement (o relevant sub.tir contractors. Departments and agencies
hout refer o Appendix F to mplement this guldance in accordance with Exccutive Order 14026, Improving the
Nation
B e U e T ar spproprate separation o7 GUTEs - st o decsons ot raure e [Cryptographic mechanisms exist & mplement strong Cryptography and o dentify and document [Assignment; organization ]
oo o boh information sysiem and supoly chan components The Separtion of e heis o ensire that secrity protocols to safeguard sensitive/regulated data during transmission ldefined duties o individuals reauiring separationl;
deaua preectonsarenplace forcomponcrts niering e enbearive's Supmiy Shai, Such 2 Senping [over open, public netw Jand
g ldevelopers the priviege to promote code that Safeguarding Data Over y efine system access authorizations to support
Acs Separation of Duties |,,rote from development to production enwror\ments Enterprises should require their prime contractors to Functional Intersects With Open Networks NET-12 s lseparation of duties.
implement ths control and requirement to relevant sub-tier contracts s and agencies
ot ete 1 Appendi 1o mpament hs Sudance I accordance wih Evecuive Order LAD38, Improving the
Nation's
R e et emeore Tt SO e o QU & EShed o GeeTo Tt e e Wiechanisms exist to Tmplement and maintain Separation of Dutes (S0D] &0 [o- entify and document [Assignment: organization]
lacquisition of both information system and supply chain components. The separation of duties helps to ensure that [prevent potential inappropriate activity without collusion. |defined duties of individuals requiring separation];
ladequate protections are in place for companents entering the enterprise’s supply chain, such as deny Jand
ratonofDutes  [JEVE1PerS the priviege Lo promate code tht ney ction. tersects Wi ation of Duti Define system access authorizations to support
ACS Separation of Duties |/ -ote from development to production environments. Enterprises should require their prime contractors to Functional Intersects With | Separation of Duties (SoD) | HRS-11 s lseparation of duties.
implement this control and flow down ths requirement to relevant sub-tier contractors. Departments and agencies
Jshould refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the
Nation's Cybersecuri
Wiechanisms ex/st t UtiTze The concept of east priviege, aowing onl
authorized access to processes necessary to accompiish assigned tasks in
dance, see con and agencies should refer to accordance with organizational business functions,
AC-6 Least Privilege ADDEWdlx F to implement. \hws guidance in a(cnrdan:e with Exe(ulwe Order MOZS Improving the Nation’s Functional Intersects With Least Privilege IAC-21 5
[Cybersecurity
Flechantme ST evorce oglalAcces Conrol (4G permissors st
[conform to the principle of “least privle
uidance, see contro agencies should refer to
Acs Least Prviege  [Appendie I Feplement S guidance 1 occordance with Exeeuta Order 14038, Improvng the Noton's Functional Intersects With | Access Enforcement | 1AC:20 s
[Cybersecurity.
e shoud e et prtections e ploce o rvent non rtrtie srs T g e Fiechanisms exist o prohibt priviieged sccess by mon-organizational users o privieged occes ot system by ron
cess to enterprise supply chain and related supply chain information. When enterprise users include independent. [organizational us
Least Privlege | Privieged consultants, supplers, evelopers, System integators, exemal syt sevice proviers, and ather CTIOTrelaea
AC(6) Accesely Nan- ™" hervice providrs, reeuant accessrequrenents my e 1o Use least privisge mechoriast precisely Functional Equal Prvileged Access by Non- | 1ac.05.2 10
organizational Users  [what information andfor (omponen!s are a((ess\ble for what duration, at what frequency, using what at 9

methods, and by whorn. Understanding what components are cricicaland non-crtcal can aid i understanding the
fovelof et et may naed 1o e dufned regaraing oot i 1oge Becest for PR arverprse users
Jor he operation of formation systems, enterprises Should ImpIement SeCUre Femote access mechan Fiechamirs Xt o deine, contol 37 vl rgamzabion approve, secire [o-Estabieh and document usage restrictions,
llow remare access ol o veried personnel Remote acces 0 an enerprise's stpply chain {inciuing Gistrbuted remote access metho lconfiguration/connection requirements, and
loftware development environments) shoul Implementaton guidancefr each type fremote

gy limited to the enterprise or contractor persarme\ and only if and as required to perform their tasks. Remote access § laccess allowe:
AC17 Remote Access Irequirements - such using a secure mploying multfactor authenticaton o imitig access to specified Functional Intersects With Remote Access NET-14 s Ib. Authorize each type of remote access to the
|business hours or from specified ge« Dgraph\: \ - must be properly defined in agreements. Enkerprlses should [system prior to allowing such connections.
e the brime contraciors o mp/ament s Contro s o domn s resulfement 1 relovant s re
lcontractors. D and aqencies should refer to Appendix  to

Fiechanisms exit to define, control and review organization-approved. secure Frotect information about remote access

[Enterprises should ensure that detailed requirements are properly defined and that access to information regardmg remote access methods. Imechanisms from unauthorized use and disclosure.
. the information system and supply chain i protected from unauthorized use and discosure.Since supply chai
Ac176) Remate Access | Protectionly.t, and metadata disciosure of access can have sgnificant mplications for an enterprise's mission procssses, Functional | Intersects With Remote Access NeT-14 s

lappropriate measures m o vet both 1€ Spply cha . persermel rocesscs 1 anaurd hat sdeduate
protections are mplemented. Ensure that remote access to such information i Included in reqirements.
A GnEeTpISE"s Suppy ChaT Ay TneTude WireTes: et SupportE Supp ChAT TogTtes (@3, 7adio- Wechanisms existto control authorized wireless usage and monftor for o EStabiish configuration requirements, connection
lirequency identification s TREID] support, software call Nome features) Supply chain systems/components lunauthorized wireless access. requirements, and implementation guidance for
froverse the supply chan o they are moved from ane ocato to anotner, whetner i the enterpris’s own ch type of wireless access; and

§ emvronment ar during efvery i system tegrtors orstplers Ensuring ot apropriate ond scure access § b: Authorize cach type of wireless access to the

Ac18 Wireless Access L Biace withi this uppty choln enabies the rotecton of the Informetion aystems o Functional Intersects With Wireless Networking NET-15 ° Jsystem prior to allowing such connections.

Cormponents, ac wel as IogSics technaog os and metadats ubed dorng anlbong (e Wt racking sensors)
[The enterprise shold expiicity define appropriate wireless access control mechanisms for the supply chain n
ol and implement appropriste mech
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Jo. Establish configuration requirements, connection
requirements, and implementation guidance for

Wireless access; and
type of wireless access to the

: ireless Access Ensuring that appropriate and secure access unctional intersects Wi uthentication X
Ace Wireless A Imechanisms are in place within this supply chain enables the protection of the information sy: d Functional Intersects With Authentication & cRY-07 > Jsystem prior to allowing such connections.
|components, as well as logistics technologies and metadata used during shipping (e. in tracking sensors). e
[The enterprise should explicily define appropriate wireless access control mechanisms for the supply chain in
nd implement aporopriate mechanisms
[Fhe e of mobie devices (- lsptops, tablets, &-6aders, come common in Hecharisms o o enorce access controlrequiement for the comnection of o B corfraton eqirements cormecton
(ne Stpply choin. They are asci i Sract upport of o ererproe s opeations, a6l ot tacking. upoly ehai Imobile devices to Technology Assets, requirements, an mentation guidance for
Jogistic, data as information systems, and companents that traverse enterriseor systers ntegrator Supply Services (TARS) lorganization-controled mobile devices, t inciude
Ac19 Access Contrlfo Mobile chains. Ensure that access contol mechanisms are clerly defied and implemented where relevant Functional caual Access Control For Mobile | 0 o 10 Junen such devices are outide o conroled areas
Devices Imanaging enterprise supply chain compon uch an implementation Includes access control a Devices
echaniims Implemantad for use with femote handhald niis in RFID for acking companents that traverse the o Authorize the connection of mobile device to
lsupply chain. Access control mechanisms should aiso be implemented on any associated data and metadata tied to lorganizational systems
lthe devices
Enterprises” exteral information sysems include hose of supples, developers, ystem ntegrtors, externol Mechanisms exist to govern now external parties, including Technology Assets, [o- [Seiection (one or more): Estabiih (Assionment:
[y stern Semvica providers, and other ICTIOT related seryice providers. Unike In an scauirer's iternal enterprise |Applications and/or Services (TAAS), are used to securely store, process an lorganization-define and conditions; Identify
[Anere direct and continaous moritoring s possible, n the éxternal supplier reladonship, nformation may be shared luse of External Technology| fransmit data. [Assignment: organization-defined controls asserted
Ac20 Use of External Systems  fon ai eded basis and should be Functional Equal |Assets, Applications andjor|  DCH-13 10 [0 be implemented on external systemsll,
larticulated in an agreement. Access to the supply chain from such external information systems should be Services (TAAS) [consistent with the trust relationships establishe
Imonitored and audited. Enterprises should require their prime contractors to implement this control and flow down |uith other organizations owning, operating, andjor
[inve requirement £o relevant subter contractors. maintaining extenal systems, ailowing authorized
Mechanisms exIst to pronibit external parties, Including Technology ASSets Permit Sukhorzed Tnamviduals o use an el
[topcatons anclor Senices (TAAS). fom stofing. rocessing and transriting Jsystem to access the system or t o
. o s enn pelne e supoly chain to th < copptirs. devel [data unless authorized individuals firs fransmit organizaton-contrlled formaton ony
. Use of External Systems | [This enhancement helps limit exposure of the supply chain to the systems of suppliers, developers, system u 131 [ Verfyng the mplementation of "iuired securty, compliance andjor er.
Ac-200) Limits on Authorized Use |integrators, external system service providers, and other ICT/OT-related service providers Functional Equal timits of Authorized Use | DCHAL i egjiance cont o ) Verincaton of the mplementationof controls on
(53 Retaieing  processing agreement with the entity hosting the external fthe external system as specified in
[Tass. oroanization's security and privacy Poicies and
nd
Mechanisms exist to restrict the use of non-arganizationally owned Technology Restrct the use of nan organizationaily owned
Devices that do na belong to the enerprise (e, bring your own device (8YOD) polcies) increase the enterprise's |Assets, Applications and/or Services (TAAS) to process, store or transmit lsystems or system components to process, store, or
Use of External Systems | [exposure to cybersecurity risks throughou the supply chain. This Includes devices used by suppliers, developers, information. [Pansmit organizational mformation usin
AC200) Rorrgonitinsly | oyt ntegrators cxemol oystem sarvice proviaer, and tner ICHIOT seled semce providers. Enterprises Functional Equal Owned Technology Assets, ooy 13 4 0 (Assignment: organization-defined restrictions].
Gwned Systems - |should review the use of non-gnterprise devices by non.enterprise personnel and make 3 rsk-based decision a5 to Applications and/or
Resticted Use | [whether i wil allow e use of such devices or furish devices. Enterprises should fmish devices 1o those Services (TAAS)
Inonenterprise personnel who present unacceptable levels of isk.
S ormetion il the suply ol can s s SUpply chan. TS [Mechanisms exist to disclose Personal Data (PD) to third-parties only for the [o- Enable authorized users to determine whether
informatior include vulnerabilties, threats, the criicality of systems and components, or deiivery information lpurposes identified in the data privacy notice and with the implicit or explicit laccess authorizations assigned to a sharing parter
[This Information sharing shoul be carfully managed o cnsure that th information s ol accessbl to [consent of the data subec Imatch the information’s access and use restrictions
a2t Information Sharing [2uthorized ndiiduals withn the enferprise’s suppy chain. Enterprisesshould leary defne boundaries fo Functional Intersects wigh | Information Sharing With | oo o s for [Assignment: organization-defined information
°nformation sharig uith respect o tempora, foration, contractua, securty, access, system, and o “Third Partie: lharing Grcumstances where user discretion s
Fecqurements, Enterorises Svoul montor nd reviw fo GhInmUonS1 o meentaral lofation Shoing whnI ts required); and
uply Cnaim actitcs, ncluing information sharing with supBIers, developers, 5ystom Ikegrators, external I, Employ [Assignment: organization-defined
lsystem service providers, and other ICT/OT-related service providers. i 1
[Sharing information within the supp Can help manage cyberseculty isks ThroUgGROUE e SUpply chain. ThiS echanisms exst o Ullze 3 process 0 aset users 1 making normation lo. Enable authorized users to determine whether
information may include vulnerabilities, threats, the criticality of systems and components, or delivery information. sharing decisions to ensure data is appropriately protected. laccess authorizations assigned to a sharing partner
[This information sharing should be carefully managed ta ensure that the information s only accessibie to ch the information’s access and use restrictions
. lauthorized individuals within the enterprise’s suppl Enterprises should clearly define boundaries for . for [Assignment: organization-defined information
Ac2l Information Sharing - isformation sharing with respect to tempora, nformational,conractua,secuiy.access, syste, and other Functional Intersects With Information Stiaring b4 ® sharing crcumstances where user discreton s
Enterprises should monitor and review for unintentional or intentional information sharing within its required; an
supply chain actviies, incluing m(armauan sharing with supplirs,developers, system itegrators, exteral b Employ [Asswgnmenl organization-defined
stem service providers, and other service providers autom: r manual ar: 1t
[Mechanisms exist to control publicy-accessible content. hate ndlbusl suthorsed to make
information publicly accessible;
Ry ne o cotss. ity s contntmy nctuge sequsts o frmatn reuests o b Tain authorized ndividuals to enure tha
Ac22 [Publicly Accessible Content|Proposal, or information about delivery of systems and components. This information o reviewed toensure | Functional Equal [Publicly Accessible Content|  DCH-15 10 publicly accessibi information does not contain
et oy Sbproprate cantent s eleased fof PUBTE conssmbtion whether Slone of ith ot nformatio nonpublic informa
& Review the proposed content of nformation pror
lto posting onto the publicly accessible system
e it homaut o matian s ot mchued:
Mechanisms exist to protect data storage objects against unauthorized data Employ [Assignment: organzation-defi
Imining and data harvesting techniques. Imining prevention and detection techniques] for
routd " ’ " ! et nsider t (Assignment: organization-defined data storage
. - ton|Enterprises should require their prime contractors to implement this control as part of their insider threat activities ncti ; i ' . lobjects] to detact and prokect against unautherized
Ac23 Data Mining Protection oD o e e e tier comrromors Functional Intersects With | Data Mining Protection | DCH-16 s oplects]to o
echanisms o5t 0 restict collecting, recevig, processig, torg, [Empioy [Assignment: organization-defined data
ftransmitting, sharing andor updating Personal Data (PD) to ining prevention and detection techniques] for
e puroceic) chgmaty colocien, condsient with the data privacy [Assignment: organization-defined data storage
. . [Enterprises should require their prime contractors to implement this control as part of their insider threat activties . Usage Restrictions of y noticels); Jobiects] to detect and protect against unauthorized
A2 Data Mining Protection |21y flow down this requirement to relevant sub-tier conractors. Functional Intersects With Personal Data (PD) PRIOSA12) What is authorized by the data subjct, o authorized agert; and ® [data mining.
(3) What is consistent with applicable laws, regulations and contractual
lobigations
Mechanisms exist to ensure management approvals are required for new [Sefection: Establish procedures; Implement
fEnterprises should assign access control decisions to support authorized access to the supply chain. Ensure that if a laccounts or changes in permissions to existing accounts. to ensure
[system integrator o external service provider is used, there is consistency in access control decision requirements ldefined access control decisions) are applied to
ccess Control Decisions |10 oW the requirements are implemented. This may require defining such requirements in service-level nctions ntersects with | Management Approval For leach access request prior to access enforcement.
Ac2s Access Control D lagreements, in many cases as part of the pfront relationship established between the enterpr Functional Intersects With | Ney or Changed Accounts | 'AC28:1 s
integrator of the enterprise and external service provider. Enterprises should require their prime contractors to
implement this control and flow down this requirement to relevant sub-tier contractors.
e T securiy et el Svvareness Py SCRM oty Shoutd Tara ek Bovs The enterreg ana e Mechanisms exist to review the Security, Compliance & Reslience Program [6- Develop, document, and disseminate to
Comactrs. e ol Shoud ersurs it supsy chain yberseurty Tl bases rag s equred o those (SCRP), including policies, standards and procedures, at planned intervals or if [Assignment;organization-defined prsomnel or
lindividuals or functions tt pact the supply chain, such as the information system owner, acquisition, Periodic Review & Update Isignificant changes occur to ensure their continuing suitability, adequacy and
ATL Policy and Procedures supply chai logstcs, System engineering, program management, T: quality, and Incldant response. Functional Intersects With | of Security, Compliance & | ~ GOV-03 5 h ls election (one or mare): Organization-evel;
388 g ocedires o Resilience program pission/business process-evel: System-level
5 troughout the supply chain and systerielement lfe cycl to it the opportunites and means available lawareness and training polic
o ndividuats performing these roles that could result In adverse conseguences, (@) Addresses purpose, scope, roles, responsibltes,
o the securiy trining and awareness policy. C-SCRW raining should target bt the enerprise an s [Mechanisms exist to facilitate the of security workfor [a. Develop. document, and disseminate to
[contractors. The policy should ensure that supply chain cybersecurity role-based training i required for those [development and awareness controls [Assignment: organization-defined personnel or
melviduals of fnctions that touch or Impact the supply chain, such as the information system owner, acquisition, Security, Compliance & roles):
AT1 Policy and Procedures fupply chai logisics,system engincering, program managernent, T, quality. and inident respon Functional Subset Of Resilience-Minded SAT-01 10 1. [Selection (one or more): Organization-level;
'SCRM training procedures shoud address: Workforce Mission/business process-level; System-levell
la. Roles throughout the supply chain and system/element life cycle to limit the opportunities and means available [awareness and training policy
f inciduals performing these roes that coui result in adverse consequences, (2) Addresses purpose, scope, roles, responsibilites,
R The ety TG o oo BT T arget Dot e evterors and Mechanisrms exist to establish, maintain and disseminate policies, standards Jo. Develop, document, and disseminate to
[contractore. Tha policy Should ensure that stpply crain Cybareccuity rolo.based tiaining is required for those land procedures necessary for secure, compliant and resilient capabilites. [Assignment: organization-defined personnel or
individuals or functions that touch or impact the supply chain, such as the information system owner, acquisition, Publishing Security, rotesl, . evel
AT-1 Policy and Procedures  [supply chain logistics, system engineering, program management, IT, quality, and incident response. Functional Intersects With | Compliance & Resilience |  GOV-02 5 [L. [Selection (one or more): Organization-level;
|C-SCRM training pracedures should address: Documentation Mission/business process-level; Systen-level]
o Rols throughout the supply chain and system/clement e cyce o imit the apportunites and means avalable [pwareness and training policy that o
[ incividuats performing these rles that could result in adverse consegue (o) Addresses purpase, scope, roles, responsibiltes,
Mechanisms exist to provide all employees and contractors appropria e browde saccnty and povacy heracy Uammg o
Cecurity. compiance andl resiience awareness sducation and veiing tht i System users (including managers,senio
relevant for their job function. jerecutives,and contrctors
|c-SCRM-specific supplemental guidance is provided in the control enhancements. Departments and agencies Security, Compliance & i
AT2 Literacy Training and - Ichouid refer to Appendi F to implement this guidance in accordance with Executive Order 14028, Improving the Functional Equal Resilience Awareness | SAT-02 10 S part ol traiing for new users ond
Awareness INation's Cybersecurity. Training i et organization-defined frequency)
fthereatter; a
B inen requred by system changes or alowing
Mecharisms exis o nclude sulated actual cyber-attacks through practical Provide practcal exercises in Ieracy training Ehat
lexercises that are aligned with current threat scenario [simulate events and incidents.
terscy Traning ang . [Enterprisesshould provide pracical exercses i teracy raining that smulte supply chain cybersecurty events Simulated Cyber Attack
AT2(1) Awareness | Practical  [and incidents. Enterprises shoul ir prime contractors to implement this control and flow dowr Functional Intersects With E“mﬁmm SAT-02.1 5
requirement to relevant sub-level contractors.
Mechanisms exIst to UtZe Security aWareness training on recognizing and Provide Iiteracy training on recognizing and
reporting potential indicators of insider threat. reporting potential indicators of insider threat.
Literacy Training and _|EnterPrises should provide literacy training on recognizing and reporting potential indicators of insider threat within
a2 terocy Trining a0 Khe supply chain.Enterpices shauld require ther pme contraciors t mpiement this control and flow down this | Functional Equal Insider Threat Awareness | THR-05 10
Irequirement to relevant sub-ter contractors.
Mechanisms exist to Include awareness Graining o recognizing and reporting Provige ieracy Uaining o recognizing and
lpotential and actual instances of social engineering and social mining ol and actual instances of social
Literacy Training and  [Enterprises should provide literacy training on recognizing and reporting potential and actual instances of supply maiechng ana 2l mig.
Social Engineering &
AT-2(3) reness | Social  [chain-related social engineering and social mining. Enterprises should require their prime contractors to implement Functional Equal meering SAT-02.2 10
Engineering and Mining _this control and flow down this requirement to relevant sub-level contractors. 9
Mechanisms exist to provide training to personnel o organization-deAncd [Provide Iiracy training on Fecognizing SUSpICious.
Literacy Training and indicators of malware to recognize suspicious communications and anomalous \munications and anomalous behavior in
rendss sl [roid eracyraningon ecoqizng suspcous ommunicatons o avomolos o 1 ntrrte sy coSspicous oraanizational systems using [Assignment
AT200) Communications and _[chain ystems. Enterprises should require thir prime ontractors o mplement this Contol and flow Gawn this Functional | ntersects win | Communications & | urg, s [oroanization-defined indicators of malicious code]
Rramatoss Syam.  Fearement o releuint subeve: comttactors v
Behavior
[Mechanisms exist to provide training to personnel on organization-defined Provide Iteracy training on the advanced persistent
indicators of malware to recognize suspicious communications and anomalous fthreat.
Literacy Training and  [Provide lteracy trining on recognizing suspicious communications on an advanced persistent threat (APT) in the copuspicious pehavior
AT2(5) Awareness | Advanced [enterprise’s supply chain. Enterprises should require their prime contractors to implement this control and flow Functional Intersects With Sommunications & SAT-03.2 B
Persistent Threat  |down this requirement to relevant sub-level contractors. 2
Mechanisms exist to provide role-based security, compliance and resilience o) Provide Reracy training onthe cyber reat
wareness training that s current and relevant to the cyber threats that users lenvironment; a
teracy Traing ang _ [rovid Iteracy training on cyber treatsspecifc to the enterprise' supply chai environment,Enterprises should Imight encounter in day-to-day business operations. 5 Refet current yber vt informatin n
AT26) Awareness | Cyber Threat [require their prime contractors to implement this control and flow down this requirement to relevant suble Functional Equal Cyber Threat Environment|  SAT-03.6 10 [system operations.
ronment lcontractors
[TeCTely. Personmer o re par o e scquiTion worilorce requre g on what - Mechanisms exIst to provide role-based security, compliance and resilience: [o- Provide role-based security and privacy traning
clauses,and evaluationfactors are necessary Lo include when conducting procurement and how {0 ncrporate C- related training: lto personnel with the following roles and
ISCRM into each acquistion chase. Similar enhaced training requirements should be tailored for ers Role-Based Securiy. 1) Before authorizing access o the system or performing assigned dutes; responsibilties: [Assignment: organization-defined
. ’ - esponsive for conducting treat assesstents. Responding to tweats and idenified fsks requires raiing in ancti ; . urlty, 03 |(2) When required by system changes; and roles and responsibilities]
AT3 Role-based Training (uuntevmleﬂlgen(e awareness and reporting, Enterprses should ensure that developers recelve raining on secure Functional Intersects With | Compli a?f;,f‘mzes flence | SAT-03 |5 Annus”y thereafter. 5 1. Before authorizing access to the system,
practices as well as the use of vulnerability scanning tools. Enterprises should require their prime information, or performing assigned duties, and
Comtracrors 1o mplement th contrel and flow Gwn the requireracntt alovant sub e Contiaérars Deparments [Assignment: organization-defined frequency]
land agencies should refer to Appendix F to implement this quidance in accordance with Executive Order 14028, hihereatter: and
Mechanisms exist to provide role-based security, compliance and resilience [Provide |Assignment: organization-denned
|c-5CRM is impacted by a number of physical security mechanisms and procedures within the supply chain, such as related training jpersonnel or roles] with initial and [Assignment:
Role-based Training | | M@ufacturing, shipping, receiving, physical access to facilties, inventory management, and warehousing. Role-Based Security, (1) Before authorizing access to the system or performing assigned duties; [organization-defined frequency] training in the
A0 pphole-based Training || Enterprice ana system rtegrator perconn o et and operational Support 0 he enterprise Functonal | Intersects With | Compliance & Reslence | SAT.03 |2 Wnen reaired by system changes; and 5 femployment and operation of physical securty
v Y Jshould receive training on how to handie these physical security mechanisms and on the associated cybersecurity Training (3 Annually thereafr [controls
fisks throughout the supply chain.
echariims XSt o provide rle-based secuy. carmplance and reslence- [T specifc NIST 800-161 R cortrol does ot exist
related training: i NIST 800-53 R
; lPublic sector enterprises should provide specialized counterintelligence awareness training that enables its (1) Before authorizing access tothe system or performing assigned dutes;
36 Role-based Trining | fegorcos to collec, intarpret, and act upo o sources ot may sionl a foreign acversary'spresence | i | versects witn | coeiiie SRty | oa [2) When reaured by svster change: and 5
rintellio i the supply chain. At a minimum, counterintelligence training should cover known red flags, key information ce & (3) Annually thereafter
9 [sharing concepts, and reporting requirements. 9
Wechanisme et o mplement » threat nsllgence program tht ncudes a [T specfic ST 806 161 RI corvol does ot xit
ross-organizaton nformationsharing capabilty tha can nfuence i NIST 800-53 R:
Role-based Trining | FUDlc sector enterprises stould provide specilized counteriteligence awareness taiing tht enables s — [development of the System and securty architextures, selection of security
. e resources to collect, interpret, and act upon a range of data sources that may signal a foreign adversary's presence reat Intelligence .o |solutions, monitoning, threat hanting, response and recovery activites
AT-3(6) Counterintelligence iy the supply chain. At a minimum, counterintelligence training should cover known red flags, key information Functional Intersects With Program THR-01 s
rainin
9 [sharing concepts, and reporting requirements.
Mecharisis exist o maintain sRuational awareness o [T specic NIST 80G-16L RI contvoldoss ot xit
Evshing treat by Jvaraging s Knowiodge of ke tactcs echrites in NIST 800-53 R
Role-based Training | [PUDlc sector enterprises should provide specialized counterintelligence awareness training that enables its and protedures to facilitate the implementation of preventative and
sed e pret, and act upon a range of data sources that may signal a foreign adversary’s presence nction: nter ; reat Intelligen [compensating controls.
AT3E) Counterinteligence - Al s minimm, counterinteligence training should cover knawn red 1ags, key information Functional | Intersects With | Threat Inelligence Feeds | THR-03 5
9 lhating condapts, and reporting regurrements.
[Mechanisms exist to document, retain and monitor individual training [o- Document and monltor information security and
activities, includin rivacy training activities, including security and
terprises should maintain docomentation for eoecite training. especially with regard to key personnel in Security, Compliance & (1) nitial security, compliance and resilience awareness training; privacy awareness training and specific role-based
AT Training Records [ENterPrises should maintain tation for C-SCRM-specific training, especially with regard to key ps | Functional Equal saT0s  |(2) Recurring awareness training; an 10 [security and privacy trainin

lacquisitions and counterintelligence.

Resilience Training
Records

(3) Technology Assets, Applications andor Services (TAAS)-specific training.

Io- Retain individual training records fc
[Assignment: organization-defined time period]

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

FDE Nam.

Focal Document Element (FDE) Description
NIST SP 800-161 R1 Supplemental C-SCRM Guidance

laudit and accountability policy and procedures to include auditing of the supply chain information systems and
udit and accountability policy and procedures should appropriately address tracking activities and
ftneir availability for other various supply chain activities, such as configuration management. Suppliers, developers,

NIST SP 800-161 R1

SCF Control

Periodic Review & Update

SCF #

Secure Controls Framework (SCF)
ntrol Description
hanisms exist o review the Security, Compliance & Resilience Progr
(SCRP. neluding palcis, Standaras and rocedures, ot pranned mtereets or I
ianincant changes occur to ensure hef ontiuing uiabilty, adeauacy and
Jeffective

version 2026.1_x000a_03/27/2026

lo. Develop, document, and disseminate to
l(Assignment: organization-defined personnel or
roles

L [Selection (one or more): Organization-level;

|verifying that appropriate protections have been implemented.

(5) Application security;

€) Embedded kechnc\ugles (e.g., 0T, OT, etc)
il

v Polcy and Procedures [system nteqrators, external System service providers, and other ICT/OT-related Senice providers activities should | Functional | Intersects With | of Security, Compliance & GOV-03 s
Inot be included in such a policy unless those functions are performed within the acquirer’s supply chain information Resilience Program [Mission/business process-level; System-level] audit
ms and network. Audit and accountability policy procedures should appropriately address supplier audit [pnd accountability policy that:
|way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s (@) Addresses purpose, scope, rols, responsibiltes,
zum[;m T o e e B e T T o ayarme ama Mechanisms exist to establish, maintain and disseminate policies, standards b aveiop, document, and daseminate o
udit and accountability policy and procedures should appropriately address tracking activities and land procedures necessary for secure, compliant and resilient capabilities. [Assignment;organiztiondeined personnel or
Fhei avaiabiity for ther various Supply Chain aciviies, such as configuration manager Jers, developers, Publishing Security
AU Policy and Procedures [system ntegrators, external System service providers, and other ICTIOT-related Sevice providers activites should | Functional | Intersects With | Compliance & Resiience | GOV-02 s [FBkction oneormorer ozt
Inot be included in such a policy unless those functions are performed within the acquirer’s supply chain information Documentation [Mission/business process.! \eve\ System-level] audit
lsystems and network. Audit and accountability policy procedures should appropriately address supplier audits as a [and accountability policy
[y 1o examine the quaity of a particular supplier and the isk they present to the enterprise and the enterprise’s (@) Addresses purpose, sc'gve‘ roles,responsibilties,
Jucic and accountablty policy and procedures to ncluds auciting of the supply chain nformation ystems and Hecharisms eXsE Ko facltate the implementaton o enterprise-wide la. Develop, document, and disseminate to
‘audit and accountability policy and procedures should appropriately address tra(kmg sctivies and Imonitoring cor [Assignment;organiztiondefined persomnelor
Fher availabiity for Sher various Supply chain aciuiies, such s confguration management 15, developers, es)
v Palicy and Procedures  [system ntearators, xtemal ystem Service providers, and other ICT/OT rlated Service providers aciies shou Functional SubsetOf | Continuous Monitoring | MON-OL w0 [i fkcion oneormorer Ozt el
Inot be included in such a policy unless those functions are performed within the acquirer's supply chain information [Mission/business P“"ESS"E“E‘ System-level] audit
[systems and network. Audit and accountability policy procedures should appropriately address supplier audits as a [pnd accountability policy tf
[way to examine the quality of a particular supplier and the risk they present to the enterprise and the enterprise’s ((a) Addresses. Du'bOSE scupe, Td‘?:é f‘\’-SPﬂ"S\D'”UESv
Farges, Talled SEerpts T SECess SUpply Chaln Tarimation Systes, oF e Favemant of Wechanisms exist fo review event Togs an am ongoing basis and escaate [53dantiy the types o evencs hat the system &
|source code. Information on such events should be captured by appropriate audit mechanisms and be traceable lincidents in accordance with established timelines and procedures. [capable of logging in support of the audit function:
and verifiable. Information captured may include the type of event, date/time, length, and the frequency of l[Assignment: organization- ﬂeﬁned event types that
loccurrence. Among other things, auditing may help derec misuse of the Supply chain nformation systems or the syatem i capabie of o
a2 EventLogaing |G caused by nsider threats. Logs are a key resource when memmné’ deva(mna\ trends and fong-term Functional | Intersects With | Security Event Monitoring | MON-01.8 5 b Cobramate tne event ogging function it er
organizational entities requiring audit-relatec
Iformation o guide and nform the aetion
2t 20 e lagasd
Fechaniams exit to Uiize 3 Security Incident Event Manager (SIEH), or simiar - 1dentfy the types of events trat the system 7
Cource cose. nformation o soth cvents cnoud b Capt by approprate auct mechamsme and be racoable automated tool, to support the centralzed colection of securty-rlated event lcapabie of logging in Support of the audt function:
[and verifisbie Information captured may include the type of event, date/time. length, and the requency of foos [Assignment: organization-defined event types that
[occurrence. Among other things, auditing may help detect misuse of the supply chain information systems or Centralized Collection of [the system is capable of logging
A2 EVeNtLogging |cyorc caused by insider threats. Logs are a key resource when dentiying operational trends and long-term Functional | Intersects With | "ecle vent Logs | MON02 5 Cobramate e avent logging fanction wth other
prolems A suc.enerprises ould ncororte reiening g at e contrac enena pot orvendors o lorganizational entities requiring audit related
[determine whether there s o systemic probiem. Enterprises should reqire their prime contractors to implem formation o gde and infor ne selcton
Jthis control and flow down this requirement to relevant subtier contractors. i aances Shoutreter eci for event to be loc
Fihe st records of a supply chain event should be securcly handied and mointaned In 3 manmer that conforms to Fechaniams exist o configure Technology ASsets, Applications andjor Services Ensure that audlt records contain informaton Tt
lrecord retention requirements and preserves the integrity of the findings and the confidentiality of the recorc ((TAAS) to produce event logs that contain sufficient information to, at a
linformation and its sources as appropriate. In certain instances, such records may be used in administrative or legal minimum:
AU3 Content of Audit Records [proceedings. Enterprises should require their Functional Equal Content of Event Logs | MON-03 (1) Establish what type of event occurred; 10
lprime contractors to implement this control and flow down this requirement to relevant sub-tier contractors. N (date and time) the event occurred;
[Departments and agencies should refer to Appendix F to implement this guidance in accordance with Executive AZ] Where the event 0((""“
|order 14028, improving the Nation's Cybersecurity. (4) The source of the L
[T enterprise should ensure that both supply chain and nformation securty auditabie events are appropriately e O e e o, s i o o R o e St it e
o o S g ot o came e ot ance o 0 attomated ol 1o supor h cenvalizedCollction fscury eaed event [A;sclgln:vesnt L[v;gamzatlon( et reqvency o
Irecognized to have an invalid digital signature, The tdentification of the. e patc amva\ quahﬁes Pt ppy [ndication: nment: organization-defin
A6 it Record Review, e LIC Lo hlc o vl sianalure 5 1 Inormation seculy sudtatle e comoination o those two | Functonal | ntersects i | Cepualize Collectionof |y g 5 [napproprate or unusual activity) and the potentil
lysis. s ‘9 levents may provide information va\uame to CSCRM. The enterprise should amusl me level of audit record review 4 09s ipact of the inappropriate or unusual a
lbased on the risk changes (e. e threat intel, risk profile) on a specific vendor. Contracts should explicitly lb. Report findings to [Ass-gnmenr Orgamzatmn»
daress now aualt indings wh be repones an adjuicated: e o el )
[The enterprise should ensure that both su ly chain and information security auditable events are appropriatels [Mechanisms exist to adjust the level of audit review, analysis and repumr\g system a"d'l
[itered and correlated for analysis and reporting. For example, i n e et unerage apriately, lbased on evolving threat information from law enforcement, i (Assignment: ergamzatlun -defined frequen:y] for
it Record Rovian,  ocoanised s e Iean e samaere, he eneaton of e pach vl Aok a3 Supply psSocitins o er redble sces o st il ence e
Avs A Recor Revten, O o ol siatre o gn omation securty sultasle everk Toe corination f these two | Funcional | Intrsects Wit | Aucit Level Adjustments | MON-02.6 s [naveropriate or unusualactvy) and th potentia
Iy POTting layents may provide information valuable to CSCRM. The enterprise should amusl the level of audit record review £ of the inappropriate or unusual
[based on the risk changes (e.g. ive threat intel, risk profile) on a specific vendor. Contracts should explicitly b Repnn ﬁndmgs to [Assignment: orgamxa!mn
Jaddress how audit findings will be reported and adjudicated [defined personnel or rolesl: and @ sl
[Aukomated mechanisms oxit fo Correlate both Techmcal and nor Techmical [Correlae nformation from nontechnical sources
Audit Record Review, ) information from across the enterprise by a Security Incident Evant Manager lwith auit record information to enhance
Analysis, and Reporting | L’:‘: (;s;:f;"t;gmiﬁ;;ﬂ"'lecnﬂ\c(:lkswkf(e;;";‘ueﬂsiet:a:gdes ‘?ézﬂkﬂﬂl:;pnse: SE\(:”S[ydor Df:pfaﬂuglsg:”wr Correlate Monitoring ((SIEM) or similar automated tool, to enhance organization-wide situational [organization-wide situational awareness.
AUSO) Correation with | tegrators, external system service providers, and other ICT/OT related Service providers regarding plan to Functional | Intersects With Information Mon-02.1 s
anformation fom - \ipdate, enhance, patch, or reire/dispose of 2 system/component.
Fechaniam exist to Uiize 3 non-repudiation capabity to protect agaist an Frovae Tretuae evdence Gatan Tavidul(r
[Enterprises should implement non-repudiation techniques to protect the xmgmal\(y and integrity of both mfurma(mr\ lindividual falsely denying having performed a particular action. lprocess acting or alf of an individual) has
systems and the supply chain network. Exar may require non-repuciaton include Supply ch performed (ASsignment: organization-defined
AU-10 Non-repudiation m!o[ra:-:{i: ;n::sa:;c:nesmsltgr;pa%ne"n:‘su SUbply chain communication, and delivery acceptance miormation. For Functional Equal Non-Repudiation MON-09 10 lactions to be covered by non-repudiation.
tch or maintenance upgrades ftware as well as component replacements in a large hardware system.
Veritying that such components originate from the OEM s part of non-repudiation
[Mechanisms exist to blnﬂ ‘the identity of the information producer to the () Bind the identity of the information producer
information generate lwith the information to [Assignment; organization-
N diation | |defined strength of binding); and
on-repudition o & means for authorized indviduas o
Av00) poehomrepudiation | i cntiancement helps traceabilty in the supply chain and faciltates the accuracy of provenance. Functional | Intersects With Identity Binding MON-09.1 s ;{ermme e means forauthorized Indiid
information
Wechanisms exist fo bind the dentity of he nfarmation producer to the (27 Validate the Binding of re mfarmation producer
information generates identity to the information at [Assignment:
Nonrepudiation | velidate lorganization.defined frequency); an
A100) Spepudiation | Valdete ryis enhancement valdates the relatonship ofprovenance and & companent withinthe supply chain. Therefore it | ¢ o | dentity Binding MON-09.1 5 [i) Perform [Assignment: organization-defined
ing O IDOMAtoN loncures integriy of provenance. Jctions] n the event of  validation eror,
Fechaniams exist to perform digial forensics and maitai e IEegriy of e Waimtaim reviewer of releaser credentils Witk the
[chain of custody, n accordance with applicable laws, reguiations and idustry- lestabiished chain of custody for information
Ne diation | Chain of [Chain of custody is fundamental to provenance and traceability in the supply chain. It also helps the verification of Chain of Custody & recognized secure practices eviewed or release
on-repudiation | Chain of Chain of custody s fundament
AU-106) Custody Jsystem and component integrity. Functional Intersects With ensics 1Ro-08 s
Wiechanisms ex/st o provide an event log report generation capabity to aid in F>Provide aud record generation capatiity for the
terrices should ensure thet st recordgeneration mecariamsar npace t capur all levrt: upoly chai [detecting and assessing anomalous activtics. et ypes the system 1s capable o auditing as
udtable events Exampes of such vents ncu componert vrsin updates, cemponen approvas o s AU-23 on (Rssignment: organization-
Jacceptance testing result, logstics data-capturing inventory, or transportation information. Enterprises should ldefined system componen
Av12 Audit Record Generation [egCF"ci brime contractors o implement this control and flow down (' requirement & relevant sub-tier Functional | Intersects With | Monitoring Reparting | MON-06 5 e hlow thssgnmant egnsaton-defne
lcontractors. < and agencies should refr to Appendix F to mplement this guidance in accordance with personne or ol o slect ne cven ypes tnt
Executive Order 14028, Improving the ation's Cybersecurty. o o e logoed by specic componens o
e o S e e S ) o o S e Wechaniams exit to monfor or evidence of unauthorized exfitration or - Monior [Assignment; orgarzation semedopen
ncreases the risk to that system. Enterprises Shouid ensure thaf monitoring i place for contractor systems to jdisclosure of non-public information rource nformation and/or ‘gg’fm:*;o"q sl o
d tect the unauthorized disclosure of any data and that contract Ian juage includes a reqmrement that the vendor el rganization- requent "
A3 o e ™" il ey e e, n accoraance Wit nterprise-gefin e frames < possibin he evenor | Functionl Equal Monitoring For Information| o 1, 10 [evidence of unauthorized disclosure o
isclosure [any potential er a:&ua\ ur\au(hw\ud d\s:\usure Enterprises. shw\d require their pnme :u (rac(urs to impleme sclosure [organizational information; an
lthis control and flow is requirement to relevant sub-tier contractors. Departments and agencies b refer lb- If an information disclosure is discovered:
i Aspendsc i mplement s gudsnce naccordance wih Exceutve Ordr 14025, mprowi the Natons 1L Nty [Assignment; arganizaton defined
Mechamsms exist to provide sess\on aum( capabilities that can: [a. Provide and implement the capability for
Enterprises should include nonfederal contract employees in session audits to dentify security risks in the supply (1) Copture and Iog ai content rela [Assignment: organization-defined users or roles] to
|chain. Enterprises should require their prime contractors to implement this control and flow down this requirement ) Remate\y view all content ve\aled to an established User session in real l[Selection (one or more): record; view; hear; log]
A4 Sesson Audt o elevo suer contactors Depariments an sgencies shau eer to Appencix (o mplement thisqudance. | Funconal Equal Session Audit Mon12  fim 20 [the content ofa user session under [Assignmen:
In accordance with Executive 2 Beveop. ntegrate and uss cessin ausitin
28, Improving the Nation’s Cybersemn(y ac(wmes m :onsu\(ahon w\th legal counsel anﬂ in
it aonl
Wechanisms exis fo coardinate sanitzed event logs among extermal i CResnmant: SrpanizatimseRned methods]
organizations to identify anomalous events when event logs are shared across. [for coordinating [Assignment: organization-defined
in a C-SCRM context, this control includes the enterprise’s use of system integrator or external service provider lorganizational boundaries, without giving away sensitive or critical business laudit information] among external organizations
A6 Cross-organizational AUdit i tcture, Enterprises should add languiage to Contracts on Coordinating audit Information reauirerhents and Functional | Intersects win | C10%5,0rganiaational | o4 [data s audi nformation s ransmitted across
09ging information exchange agreements with vendors. onltaring [organizational boundaries.
T e e e e Fiechasms oo hare ventoge W -5ty organzatons based on Provide cross-organizational 2udit information to
lprocess of sharing audit information. In the case of the system integrator and external service provider and the jspecific cross-organizational sharing agreement [(Assignment: organization- organizations]
Cross-organizational Audit[enterprise, a SerVice-level agreement of the ype af st data required Versus what can be provided mus based on [Assighment; orgarization-defined cross-
AU-16(2) Logging | Sharing of Audit agreed to in advance to ensure that the enterprise obtains the relevant audit lmom\at\on needed to ensure that Functional Equal Sharing of Event Logs MON-14.1 10 [organizational sharing agreements|
Itormatin " [sppropiate proteconsar npace fo mee = o apersion rtection e, Enre that coverageof bt
& information systems and suppl chain network are adaressed for the collecion and sharing o audit information
[Erterorses shouls fequire thlr rime conractars 1 mplement (i control and low down ths requlrement
ssment and policies and procedures for supply’ [Mechanisms exist to facilitate the implementation of security, compliance and [o. Develop, document, and disseminate to
Ehah ypersecuny o th conlr assecsment and acenorzaton policy and elted CSCHt resilience assessmant and suthorization contros lissignment: organization-defined personnel or
|Strategy/Implementation Plan(s), policies, and system-level plans. To ress cybersecurity risks throughout the Iroles]:
[supply chain, enterprises should develop a C-SCRM policy (or, if rec mred, integrate into existing policies) to direct Information Assurance (IA) lection (one or more inization-level;
ot Policy and procedures 88,1 Criiies for Contol assessment and authofization. The C-SCRM poliy shod define C.SCRM roles and Functiona! Subset Of peration 12001 10 oaness proceas el Sysamover
esponsiiie wini the enterprce for conaucing contrl asssment i aunorzaton, any oependencies <ament, autharization, and monitoring policy
ng iose oes and e neraction . Enterprise-wide Security and privacy risks should be frac
o e 1 e sudoly it 5k St et A ’
\nlegrale the deve\apmenl ‘and implementation of assessment and authorization policies and procedures for supply. [Mechanisms exist to establish, maintain and disseminate policies, standards 2. Develop, document, and disseminate to
chan cybersecury o the conr assessment and authorizaton polcy and related C-5CR and procedures necessary for secure, compiiant and resillent capabilties. ficsignme: arganzaton-eined prsomel o
irategylmplementation Henie. polcics. and systermlevel pane. o adcess cypersscartty rsks throughout the pubishing Securty, st
[supply chain, enterprises should develop a C-SCRM policy (or, |! reqmred, integrate into existing policies) to direct [L. [Selection (one or more): Organization-level;
o Polcy and Procedures e BERLYCEL st contrl assessmont and authosaon. The C.SChM ol should deine  SCAM roles ana Functional | Itersects With | Complance & Resllence | - GOV-02 s e o rocess vl Syt el
responsibilities within the enterprise for conducting control assessment and authorization, any dependencies entation authorization, and monitoring policy
g nose rofes, an the neracon armong th ol Enterpce e secrty and prvacy ks shau be fhat
oncoing basis and inclue supply chain rsk asgessment results (2t ac y e s
nteqrate (he dsve\opment ‘and implementation of assessment and a uthonzatmn policies and procedures for supply. [Mechanisms exist to review the Security, Compliance & Resilience Program 2. Develop, document, and disseminate to
|chain cybersecurity into the control assessment and authorization policy and related C-SCRI (SCRP), including policies, standards and procedures, at planned intervals or if [Assignment: organization-defined personnel or
Stategympiementation Plan(e). polcies, acndséyspzem‘\eve(\ plars, To adiress (yk:erse‘(ur\ly‘nsks throughout the Periodic Review & Update significant changes occur to ensure their continuing Suitability, adequacy and roles:
lsupply chain, enterprises shovld deveiop a C-SCRM palicy (or, f equired, infegrate into exiting policies) to direc ¢ elecion (one or mor ization-
a1 Policy and procedures . &-88,TCriiies for contol assessment and authofiation. The C-SCRM polcy shouid define C.SCRM roles and Functonal | Inersects With | of Security. Compliance & | Gow-03.€ffectiveness. 5 isSonossness procese ever symemicven.
Iresponsibilities within the enterprise for conducting control assessment and authorization, any dependencies esilience Program [assessment, authorization, and monitoring policy
mong those roles, and the ineraction among the roles. Enterprise-wide security and privacy rsks should be fhac
Jasses2ed o an onqoing basi and include supply chain risk assessment results (21 ad ol
et i oo setessen i rcoporates revant CCRH cortrlt s ot echanisms ex(et to reqularly review Technalogy Assets, AppIcatons R
Contolscsectment Showid covar T Scsessren af both iormaton sysems and he aupply cha and aneute that erices (TAAS) o 20herence t (e argamsatin's cecuy. compromee. [cam for the tyne of assessment to be conductes
o enterpris-elovant baseine set o contrsand conol efancemants s foentites and useq e Functional Review OF andlr resiience policies and standards b Develop  conirl sssessmen pan that Gesenbes]
[asscssment. Control assessments can include information from Supplier utts, reviews, and supply chain-relte the Scope of the assessment including:
a2 Control Assessments.[ETeLCTC Eiverorises shoud evelop  srategy for Colectng mformaton.including » Suatedy for engaging with | FUnctional | Inersects With | Security, Complance & | CPL-03.2 5 oo and contrl ennancement under
roviders on suppl ain risk assessment collaboration helps enterprises leverage information from esilience Controls [assessment;
Providers, reduce redundancy. Identify potential courses of action for sk responses. and reduce the burden on g Assessmem procedures tobe used o determine
providers. CSCRM personnel thovid review the control azsessment.
[Ensure that the control assessment plan incorporates relevant C-SCRM controls and control The [Mechanisms exist to perform Information Assurance Program (IAP) activities to [a. Se\ec( the zppvopnale assessor or assessment
|control assessment should cover the assessment of both mformalmn systems and the supply chain and ensure that evaluate the design, implementation and effectiveness of technical security, [team for the type of assessment to be conducted;
on entrprse elevant baslne et of controls and control i is are denified and sed forthe |compliance and resilience controls. Io- Develop a control assessment p\ar\ that describes
Ssessment. Contral assessments can incude iformation from suppler auds,reviews, a chain-relte e scope'ftn'asescment el
a2 Control Assessments. L5 Enverprises shouid develop a srategy for calecting nformation, rcicing 5 Stategyforengogingwih | FUNIOTS! | ntersects Wi | TechnicalVeriicatin | 11008 s rols and coirl ennancements under
providers on sUpply chain fisk assessment Such collaboration helps enterprises leverage infor scessment
rovders, TaguCe Tedundaney, Jdeniy potéial courses of aton fo sk responses. ans redce e burden on 3 Assessmen( procedures to be used to determine
oviders. CSCRM personnel Shovid review the control azsessment o
ERGieiat e conro axtesament pon forporates Eisant CSCRW earert T s e Fechaniams exist fo assess securfy. compIance and resiTence contrals 578eiac e apropiate sssessor o sEsesERTE
contro e ssment should Cover the SSs€sciment f Goth Iformatioh yskurn a1 the Supply Eham i et ystem project development to determine the extent to which the contrals are e o the by f sssessmt o b conducted
o enterprise.relevant baselin set of conrols and control enhancements are dentfied ang used o sy, Comotance & implemented correctly, operating as intended and producing the desired b Develop 2 control assessmnt planhatcescries
a2 Control Assessments _|255eSsment. Control assessments can include information from supplier audits, reviews, and il chan related Functional Intersects With Resiience In Project PRM.04  [oUtcome with respect to meeting the requirements. s ftne scope of the assessment inc
Information. Enterprises shoid develop a sirategy for callecting nformation. ncluding » sirateqy for engaging with ience I Pro I Contasand conio ennancements under
providers on sUpply chain isk assessments. Such collaboration helps enterprises leverage nformation from lasessment
proviers, reducerecundoncy deny patential courses of action for s esponses,and reduce he brden on 3 esesemant procedures t be wsed to detarmine
roviders. CSCRI personnel Should reyiew the control assessment ol
e Rk The Como ases et P InCer o ate Tyt C SRV Controls and Control The echaniams o5 o formall assess the securly, complance and esllence lo. Select the appropriate assessor or assessment
|control assessment should cover the assessment of both lnformanon sys[ems and the supply (ham and ensure that |controls in Technology Assets, Applications andjor Services (TAAS) through (eam for the type of assessment to be conducted;
[an e"‘E'P”fec \ivaln( baseline fe( of ﬁe ‘(r: Is ar’m :ant(r ol el : ! nts. a;e! identified and us ‘ h ‘ ated Information Assurance Program (IAP) activities to determine the extent to Develop a ccn(ml assessmen( plan that describes |
ocsessment.Control assesemens ca include information om Supplie audis revews, and supply chai-relate Which the controls are implemented correctly, operating a5 ntended and (he Seape of e assesement
a2 Control Assessments i mmation. Enterprises snouid develop a strategy for collecting information, ncluding 5 strategy for engaging wich [ FUNCUonal | Intersects with Assessments A autcome wih respect o meeting expected 5 [l Controis and contor emnancements under
providers on supply chain isk assessments, Such collaboration helps enterprises leverage nformation from requirement fssessment
procer, edce ecndancy, centy potenia <ourses fsctin o i esporses, and educe he urcen on o ssesament procedures o b usea o determine
roviders. CSCRM personne should review the control a<sessment it o o
BRiFate conro serecament pan Morporates St ¢ S R contros e cortrr e echarims eXst o regUaty evew processes and documented procedures o Seiect the aporopiate sssesoror assesament
Controlsssessment should Cover he sSsessment of both armation systems and te supply chain and ensure that o ensure conformity with the organization's security, compliance and/o e o tne by o sesessmert o b conducted
an enlerpnsecre\ivalm baseline fet of :en‘trzls a;d :an‘tro\ 'enhan:emlenls ac;et identified anddused :ar ':\ Jated Security, Compl o Iresilience policies, standards and other applicable requirements. lb. Develop a control assessment plan that describes |
[assessmen. Control assessments can include information from Supplir audts,reviews. and supply chain-relate ccurity, Compliance the scope of the assessment incl
CAZ Control Assessments i information. Enterprises should develop a strategy for collecting information, including a strategy for engaging with Functional Intersects With Resilience Assessments. CPL-03 s L. Centre\s ‘and control enhancements under
providers on supply chain ik assessments. Such collaboration helps enterprises everage information fror lassessment;
providers, reduce redundancy identify potential caurses of acton for risk responses, and reduce the burden on 2 Resesement procedures o b used o determine
roviders. CSCRM personnel Shoud review the control assessment oniral
Wiechanisms ex/st o conduct specialized assessments fo Include s ort o Contro ez,
1) Statutory, regulatory and contractual compliance obligations; l[Assignment: organization-defined frequency],
- | [Ecronesshoud use  varies o assesmen echiaues and et suh s coniuous montrng, 2 vontorng capai s [Serection: anounced; unanouncedl, (seloction
ontrol Assessments | insider threat assessment, and malicious user assessment.These assessment mechanisms are context specifc an e devicess e or more) in-depth moritoring: securt
a2 Specialized Assessments fequre the enierpise 1 nderstand IS SUppIY chan and o Gefins the requIrd st of measures or assegsing and | FUNCHonal | Intersects With | Specialized Assessments | 1A0-022 (3 oDl devices 5 omumaniation automatea secusty vest exses

|vulnerability scanning; malicious user testing:
insider threat assessment; performance and load
ting: data leak: data L ment:
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Set Theory Relationship Mapping (STRM)

FDE #

FDE Nam.

Focal Document Element (FDE) Description
NIST SP 800-161 R1 Supplemental C-SCRM Guidance

r C-SCRM, snterprises should uss extarmal sscurly asssssments fo suppliers, dsvelopers, systam Insgrotars,
[xtarnal system service providers, and ofher ICTIOT clated serviceproviers Exteral assessmens inch

NIST SP 800-161 R1

SCF Control

SCF #

Secure Controls Framework (SCF)
ntrol Description
[Mechanisms exist to accept and respond to the results of external assessments|
that are performed by impartial, external organizations.

version 2026.1_x000a_03/27/2026

lLeverage the results of control assessments
perormed by [Assignmen organization defined
[external organization] on [Assignme

. e cricaton. i pary sesersmrts 2N~ in the federal context - prior assessments pero Functiona! ol ThircParty Assessment | 10,025 romniaton deined e when the assessment
el o gencies. Certifi fomthe Intrnationl Entetprise or Standraioahon 1500 the Natonal - Reciprocity 15 {Assignment: organization-defined
Information Assurance Fartnership (Common Citeta). and he Open Group TTusted Technology Forum (OTTF) may Feaurements]
o be used by non-federal and federal nterprises aike, f Such cerications meet agency
[with developers, system Integrators, external system service providers, other ICT/OT-related service providers, and [Mechanisms exist to authorize connections from systems to other systems [a. Approve and manage the exchange of
I \’n some (ases - suppliers. Proper sswl(e\eve\ nhgreements shou\dhbe in p\;}(e t‘o efnsure (omb liance to system lusing Interconnection Security Agreements (ISAs), or similar methods, that linformation between the system and other sys(ems
information exchange requirements. = enterprise, a5 the transter o Iformation between systems in hinterconnection sing [Selection (one or morel: interconnecti
g iferent security or privacy domains with diferent security or privacy polcies ntroduces the risk that such Interconnection Security 05 | Interface characteristics secunty agreements formation rchanoe securty
A3 Information EXchange i rangfers violate one or more domain security or privacy policies. Examples of such interconnections can include: Functional Intersects With Agreements (ISAs) NET-05|2) security, compliance and resilience requirements; and; s jaareements; memoranda of understanding or
Ja- A shared development and operational environment between the enterprise and system inegrator (3) The nature of the information communicatef Coreement; senvce vl agréements; use
b roduct update/patch management connection to an of-the-shelf supplier pareements; nondisclosure agreements:
. Data request and retrieval transactions I 3 processing system that resides 01 an extenal service proviger
ists for CACRM and includes both information <ystems and he supply chain. The C-SCRM POAGM should inch Mechanisms exit to govern identified deficencies (e.g..Plan of Action and o Beveion -pias of scton and mleskon for e
et for C-SCAM and includes both nformation sysems and the supply chain- The CSCRM POAGM shoud include Milcckanee (POAGM) or Smiar methodology) tt formally documente, ot & Eysterm to documont the plamea remediation
. recommendation for completion before or after system authorization, the resources required to accomplish the i . minimurn Jactions of the organiaation to correct weaknesses or
cas PonerACKn and o miastones csablihed to meck i s, A e Scheed completon re £ the milestones and asks. | Funcional | ieersectswin | CPOSIesDefceney | 1pg.05 () Defiiency tackng umber ‘ 5 [deficiencies noted during the assessment o
e enterprise should Include relevant weaknesses, the Impact of weaknesses on information systems or the supply| 9 2) Applcable security, compliance andjor resilience control rols and to recuce o ehminate
lchain, any remediation to adress weaknesses, and any continuous monitoring activities In ts C-SCRM POAGM. The (3) Description of the deficiencyfies): |ruinerabiltes in the system; an
|C'SCRM POAGM should be included s part of the authorization 4) Risk associated with the deficiency es): b, Update existing plan of action and milestones
a1 o SnSure Tochnoiooy ASSSEs AppIcatons andar Sevices [a- Assign s senior offical 35 the authorizing offcia
[Authorizing officials should include C-SCRM in authorization decisions. To accomplish this, supply chain isks and (TAAS) are offically authorized prior o *go live" in a prodction environment. for the system;
[compensating controls documented in C-SCRM Plans or system security plans and the C-SCRM POASM should be . Assign a senior offical s the authorizing offical
y includedin the authorization package as part of the decision-making process. Rsks should be determine ’ common controls available for inheritance by’
A6 Authorization lassociated compensating controls selected based on the output of criticality, threat, and vulnerability analyses. Functional Equal Security Authorization 1h0-07 0 frganizationalsystems:
Jruinoriaing afiials may s the gudance inSecton 2 oftis document as el as NSTIR 8179 o gude the e authorizing oficial fo the system,
lassessment pros uemg Commencing operations:
1 the e of common conrols inherited b
Mechanisms exit to provide a security, compllance and resilence controls Beveion systenvievel coninuoss monionng
Joversignt function that reports to the organization's executive leadership. strategy and impiement continuous monitoring in
For C-SCRM-specifc guidance on this contol, see Section 2 of this publication. Departments and agencies should Security, Complance & Jaccordance with the organization-level continuous
a7 Continuous Monitoring _refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Nation's | Functional Intersects with | Resilience Controls crLoz s monitoring strategy that includes
[cybersecurity Oversioht . Establishing the following system-level metrics to
lbe monitored: [Assignment: organization-defined
ystem leve metrcsl:
Mechanisms exist t employ rend analyses to determine i security contrl oy rend nsiyses to determine I :cnt
imlementations, th fequency of continuous montoring acviie, andior the implementations, the frequency of c
[The information gathered during continuous montoringftrend analyses serves as input into C-SCRM decisions, ltypes of actvites used In the continuous monitoring process need to montonng aciviies, and ths types of actties
. Continuous Monitoring | [including critcalty analysi, vulnerabilty and threat analysis, an risk assessments. I also provides information cunctiona! cqual Trend Analysis Reporting |  MON-06.2 |modified based on empirical data. 1o |usedinthe continuous monitoring process need to
Trend Analyses [that can be used in incident response and potentially identify a supply chain cybersecuity compromise, including be modified based on empirical data
n nsider threat
[©o The enterprise’s GBIty To establsh The provenance of Components, Including [racking and [acing them through Mechanisms exis to facltate the implementation of configuration [a- Develop, document, and disseminate to
ine SDLC an the supply chain, A propety efied and mplemented configuraton manogemert capabity provies management controls [fssignment:organization-defined prsonnel or
lgreater assurance throughout the SDLC and the supply chain that components are authentic and have not beef rotes
. Inappropriteny modified When Gefning » coniguration management pally and procedures, nterpries should figurat y 1. [Selection (one or more): Organization-level;
Ch-1 Policy and Procedures |3qress the fuil SDLC, including procedures for introducing and removing components to and from the. enterprise's Functional Subset Of Program cre-o1 10 Mission/business process-level Systemlevell
information system boundary. A canfiguration management policy should incorporate configuration items, da lconfiguration management policy that:
retention for configuration items and corresponding metadata, and tracking of the configuration iter ) Adcresses purpose, scope, roles, respnsiilies,
Jang it metadata, The enterprise Should coordinate with suppliers, developers, system inteqrators, external system iination amona
[0 the enterprise’s abity to estabish the provenance of Components, including racking and tracig them trougn Mechanisms exist to review the Securty. Compliance & Resilence Program B velon, document. and Gssernate o
e SLC an thesuoply chain, & properlydefined ard mplemented confuraton management capabity pmmaes (SCRP), including policies, standards and procedures, t planned intervals or if [Assignment: organization-defined personnel or
lareater assurance throughout the SDLC and the supply chain that components are authentic and have nof Periodic Review & Updata significant changes occur to ensure thei continuing suitabity, adequacy and roles]
1 Policy and Procedures _[eperopriately modied: Wnen defining a confguraton management polcy and procedures, enterprises tsnoua Functional Intersects With | of Security, Compliance & | GOv-03  [efectiveness, s 1. [Selection (one or more): Organization-level;
ress t including procedures for introducing and removing components to an e enterprise’s ilienc r [Mission/business process-| \eve\ System-level]
linformation system boundary. A configuration management policy should incorporate configuration items, data Resilience Program
retention for configurationfems and coresponding metacata, and tracking o the confguration tem () Adoresces purpoze,scope. ol responsiviltcs,
Jand its metadata, The enterprise should coordinate with suppliers, developers, system integrators, external system ordination amona
[fo the enterprise’s ability to establish the provenance of components, including tracking and tracing them throu [Mechanisms exist to establish, maintain and disseminate policies, standards Develop, dn:umen Y ey
the SDLC and the suppy chain, A property ge‘:nea and implemented configuratin management capabity provides and procedures necessary for secure, compliant and resilent capabilties. rAsswgnmenl organization-defined personnel or
lareater assurance throughor and th supply chain that componens are uthertic and ave n Publishing Security
g i u linappropriately modified. When defining a uration management policy and procedures, enkerpnses Should i i el mastion 1 [Se\e(kmn (one or more): Organization-level;
e Poliy and Procedures o oL, nclutind procedures for Whoducing ond removing coraporents 0.omd rom tne entrprie's | Functional Intersects With | Complance & Reallence |  GOV-a2 5 |vissionibusiness process level; system-evel
intormaton <yt bundar.  conigurton management polcy Shoul ncrporte ;onﬁguranon items, data lconfiguration management poiicy that
etention for Configuration items and Corresponding metadata, and tracking of the conligus (2 Addresses purpose, scope, foles, responsibilties,
ln s metadata. The enterorise should coordinate wiln aupmisrs, developers. system Insarators. xternal system i cdination amon
o the baslie 3o rovide o tatng poit o tracking changes ( companerie,code,andr setings oushow Mechanisms exis to review and update baseline configurations: Ja- Develop, document, and maintain under
[the SDLC. Regular reviews and updates of baseline i are abilty and (1) At east annualy: lConfguration conirl, o current baseine
provenanice. The must take into the enterprise' aperational emmemam (2) When required due lconfiguration of the syst
oy reevant supper, developer sysiem ntegratr,externa ystem servie provider, and anr ICTIOY relt (3) A pat of system component nstaltions and upgrades - Resiew and piat i baseine confguratin of
2 Baseline Configuration Functional Intersects With | Reviews & Updates | CFG-02.1 s
e provider volvement with the crganization's informaion systems and networks, I e system Tntearator, he system
armpie, uses the exsting organizations rastructure, pproprate measures snold be taken ta {Assignment: organization-defined frequency:
Ebaan' baseline. nat reacts an pproprite m of egreed-ypon criteria or access and aperaton 2. inen requied due to [Assignment: orgarizator-
Enterprises should require their prime contractors to implement this control and flow down this requirerent
ot besaine s o rovi » staring st Qor‘(rackmg changes o comporent, cod andorsengs lhmugr\ou( Mechanisms exit to Gevelop, document and maintain secure baseline o Beteiop dacumen: and mamtam tnder
qular reviews and updates of baseline e, are crtica |configurations for Technology Assets, Applications and/ar Services (TAAS) that lconfiguration cantrol, a current baselin
provenance. The e snterprses operatonal envionmencand. are consistent with industry-accepted system hardening standards. confguraton o the system: ond
2 Baseline Configuration [21Y relevant supplie, developer, system arator xtema oystem servce provier end ther (CTOT-related Functional ntersects With Secure Baseline ooz s ond update the baseine configuratio of
lervice provider invoivement with the organization's nformation systems and networks. If the system integrator, Configurations the syster
[for example, uses the existing orgamza(mn s miraslm(lure, appropriate measures shou\d be taken to |L. [Assignment: organization-defined frequency];
lestobish  baseline that reflects an appropriate set of agreed-upon criteri for access and operation. [2: When required due to [Assignment: organization-
Erorscs shoul reauire thei oy Coniracors t merent s control and v don ts requirement to ncesl: and
Mecharisms exist o manage baseline Confgurations for Geveloprent and test aaiva baseline confguraon o sysers
endronments separately o opratonal aseline coniguratons to minize laevelopment and test environments
Baseline Configuration | [The enterprise should maintain or require the maintenance of a baseline configuration of applicable suppliers, Development & Test [the risk of unintentional chan Imanaged separately from the uperatmna\ baseline
cm2(6) Development and Test_|developers, system integrators, external system service providers, and other ICT/OT-related service providers’ Functional £qual Environment crG-024 10
Environments development, test (and staging, if applicable) environments, and any configuration of interfaces. Configurations
ErcerorsesshoudGetermin, mplement monfor and it orfauraten setings and harge <ol it 10 Mechanisms exist to failtate the Implementation of a change management [2-Determine and document the types of changes to
linformation systems anc orks and throughout the SDLC. This control supports traceability for C-5 lprogram. thhcﬁsystcm matarg :unpguramn :ontm”c:
" e NIST 5 80053 R 3 contral enhancaments I3 1) (21 4y 0 (3 re mechanisme cha ca ot e . Review proposed configuration-controlle
M3 Configuration Change  for CSCRM to collect and manage change control data. Enterprises should require their prime contractors to Functional Subset Of Change Management | - ChG-01 lo [hangestothe 5{:5';‘6(";1; D e
implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies nges with explicit consideration for securi
shoid refer o ApperisF to mplement tisguidance i ccordance wth Execuive Odr 14028 Improving the Jand privacy impact analys
Nation's Cyberseeurty | ocument con (or\ﬁgura(mn Change decisons
Enterprises should determine, Implement, monitor, and audlt configuration settings and change controls within the Wiechanisms exist o govern the technical configuration change contral it and document T types of changes o
Information systems and networks and throughout the SDLC. This control supports traceabilty for C-SCRM. The processes e system that are coniguration contrled:
Confiuration Change. PeIoW RIST SP.800.53, Rev: 5 contol enhancements - CM-3 (1, (23 4) and (8) - are mechanisrs that can e used Configuration Change , Review proposed configuration-controlled
3 S Canwer " or 'SCRIM o collect and manage change controldata, Enterprises shouid reqre their pime contractors Functional Intersects With uration Change | cug.02 s [ohanges to e setem and approve or i
Implement s control and flow down s recuirement t relevant sub-ter contractors. Departments and agencies jsuch changes with explcit consideration o Secuny
ot refer 1 Appendi F o mplement £hs GuiGance n accordance wih Execuive Order 14028, Improving the Jand privacy wmua;r analyses:
AR . Document coniguration change decisions
Mechanisms exist to probit unauthorized changes, unless organization- Bee FAesanment:organisation-defined automated
Configuration Change  [Enterprises shiould define a set of system changes that are critcal to the protection of the information system and japproved change reduests are received. mechanismslto: N
Control | Automated the underlying or interoperating systems and networks. These changes m ed based on a criticality () Document p changes to the system:
M3 ocumentaton, - {anaysis including components, processes, and functons)and where ulneabilts exist tht e nt v Functional Equal Pronibition Of Changes |  CHG-02.1 10 |(b) Notify (Assignment: organization defined
Notfication, and_remediated (e sourceconstrant).Thechange coral racess should also monior for changes that [eoproval authorites]of proposed changes to the
Prohibition of Changes  [may affect an emmg security control to ensure ot 1 ool miees t anciion o8 require [system and request change approval;
() Highiight proposed changes to the system that
oo x d within
[Mechanisms exist to verify the functionality of security, compliance and [Test, validate, and document changes to the system|
resilience cantrols ollowing implemented changes to ensue applicable before finaizing the implementation of the changes.
Configuration Change Jcontrols operate as designed.
cM-32) T oresting:  ITest, validate, and document changes to the system before finalizing implementation of the changes. Functional Intersects with | Control Functionality CHG-06 5
Ibocumentation of Changes|
Mechanims exist to and document proposed changes Tn 3 [Fest validate, and document changes to the systern
on-production environment before changes aré mplemented n 8 production before finaiizing the implementation of the changes.
Configuration Change lenvironment
M3 Contrall Testing,” ITest, validate, and document changes to the system before inalizing implementation of the changes Functional Intersects win | Test: Valldate & Document| ¢yi6.07.5 s
Ipocumentation of Changes|
Mechanisms exist to Include a cybersecurity andJor data protection Requre TRstanment owanizaton defned secury
representative i the configuration change control review process. Jand privacy representatives to
(Rsslgnment; organizaton-defined configuration
Configuration Change Security, Complance & 4ssig 9 5
s ol Sevuity g [eauire enterprise securty and privacy repesentatvesto be members f the coniguration change corirol Functional Faual e e e | cHo.023 10 [change control elemen
Privacy Representatives for Asset Lifecycle Changes|
[Automated mechanisms Gxit to monior, enforce and report an canfgurations Frevent o et hanges o the contauraton of
for endpoint devices. the system under the following circumstance:
Configuration Change [Assignmentsorganizaion-defned crcumstances]
cM-38) Res”ml‘c‘mﬁg;amn IPrevent or restrict changes to the configuration of the system under enterprise-defined circumstances. Functional Equal Configurati CFG06 10
nge
Enterprises should take changes to the information system and nderlying or interoperable systems and networks Mechanisms exist o analyze proposed changes for potential security Impacts, [Analyze changes to the system to determine
lunder cansideration to determine whether the impact of these changes affects existing security controls and prior to the implementation of the change. potentialsecurity and privacy impacts prior to
/arrants additional or different protection to maintain an acceptable level of cybersecurity risk throughout th Security Impact Analysis change implementatior
cM-4 Impact Analyses supply chain. Ensure that stakeholders, such as system engineers and Sys[em se(unly engmesvs, are included in Functional Equal Y 1P v CHG-03 10
e mpact analysis activitesto provde ner perspective for CSCRM. ST 5P 00 enhancement]
i S echanism hat Cah b used 1 rotect he fommation 7Stem from valnérabies hat b
Introdced trough the test environmen
[Fecharisms exst o marage separate dovelopmert,tesing and aperationat [inalyze changes T thesystem s 2 separte et
nvironments to reduce the risks of unautorized access or changes o lenvironment before implementation in a
nazechanges t e st i  separate sk environment pefre impementing thm o oeraionl ation of Cperationa) nvironment and t ensure no mpact to procoction Technolooy perational environment, oaking for secrity and
cma) |mPaCt Analyses | Separatelanyironment, and look for security and privacy impacts due to flaws, weaknesses, incompatibility, or ntentional Functional Equal Development, Testing and | TDA.0g _[ASSets, Applications and/or Services (TAAS). 10 [privacy impacts due to flaws, weaknesses.
Test Environments Operational Environments incompatibility, or intentional malice.
Taniams exist (o define, docment, 3pprove and enforce acce efine, document, approve, and enforce phyaical
. roud ensure tht e reqarding physical and logcal ctions for changes t resirctons acsociated with changes to Technolooy Assets, Appications andior Jand logical access restrictions associated with
nterprisesshould ensure tht requirements regarding physical and logica access restictions for changes to the Services (TAAS) [changes to the system.
s Access Restictions for _[nformation systems and networks are defined and included in the enterprise’s implementation of acc Functiona! ntersects With Governing Access | typ oo s
Change esirctions. Examplesnclude accessrestricon for changes o cenrally managed processes for sottware Restriction for Change
lcomponent updates and the deployment of updates or patc
Mechansms exit to enforce configuration restrictions in an effort o restrct efine, document, approve, and enforce physical
o . v ohyeicat and logical e . the ability of users to conduct unauthorized changes. ond ogial accessresrctions associaed with
Enterprises should ensure that requirements regarding physical and logical access restictions for changes to the [changes to the syste:
’ Access Restrctions for _[nformation systems and networks are defined and included In the enterprise’s implementation of access . Access Restiction For y
s Change [restrictions. Examples include access restriction for changes to centrally managed processes for software Functional Intersects With Change cHe-0a s
Component updates and the depioyment of updates o patches
Mechanisms exist to perform after-the-fact reviews of configuration change (o) Enforce access restrctions Using [Assignment
logs to discover any unauthorized changes forganization-defined mechanisms]; and
Access Restrictions for () Automatically generate audit records of the
s o | Automated [enerprises should implement mechanisms toensure automated access enforcement and auciting of the cunctiona! cqual Automated Access | cug.oa1 1o [enforcement actions
Access Enforcement and [information system and the underlying systems and netwark o Enforcement / Auditing
‘Audit Records
echarisms exist o restic sotware Torary privieges o hose aviauals it priviieges to change software resigent within
|with 2 pertinent business need for acces jsoftware firaries.
Access Restrictions for
gy Enerprises should ot that sotwar raries may be considerd configuration fems, acces o which should be y
cms6) crange | Limt Library |0 ones Functional Equal Ubrary Privieges | CHG-04.5 10
Mechanisms exit to Gevelop, document and maintain secure baseline o ESOBTEn ond document confautan st for
etk and Trcusiiout e SDLC etrods of oversgt Iclude berioac verfication. reporing. and review.
Resulting information 4 with various partes that have access to, are connetted to, of engage |configurations for Technology Assets, Applications and/or Services (TAAS) that |components employed within the system
e e o o B o o e mm 2 ey R are consistent with industry-accepted system hardening standards. Fefec he mos resrictive mode consstent with
e Configuration Settings [and approved before they are implemente. Configuration settings should be monitored and audited to Functional Intersects With e Baselne cre02 5 [operational equirements using [Assignmen
|designated enterprise personnel when a change. Enterprises should require their pnme(nn!racmrstc nization-defined common
Impiement this contral and flow down t1s requirement o relevant sub-tier contractors. Departments and agencies lconfigurations:
Jshould refer to Appendis F to implement this guidance in accordance with Executive Order 14028, Improving the - Implement the confiouration settings;
e are throaohant The SLC. Teode oF vt ciode paroaiE venfeatom vaparina, am reviom Mechanisms exist o GocUment, a5sess sk and Bpprove or deny Geviations 1o o Estonish and docurment confguration smmgsm
Resuting nformatan may be shared it various pates ha haveacces o are cornect o, o enaage i the standardized configurations. [companents employed within the system
crationof th enterprises information systems and networks n a need orknow bass,Changes shou be ested Approved Configuration reflect the ‘mm restrictive modmnsmmw‘m
e Configuration Settings andappmvedhemretheyarenmplememed Confguration seitings Should be moniored and audied & Functional Intersects witn | A% o crG027 5 [operational requirements using [

esignated enterprise personnel when  change has occurred. Enerprises should requre thei prime Contractors to
[riament ts control ame n this requirement to relevant sub-tier contractors. Departments and agencies.
lshould refer to Appendix F M ement i Suldance in accoraance with Exatutive Order 1038, Improving the

Deviations

lrganization-dafined common secure

[configurations};

Ib- Implement the configuration settings;
Identify_document and annrove any d
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Configuration Settings |

Automated Cent

tomated mechanisms exist to govern and report on baseline configurations
lof Technology Assets, Applications and/or Services (TAAS) through Continuous.
IDiagnostics and Mitigation (COM), or similar technologies.

anage, apply.and verly confguraton setings for
[(Assignment: organization-defined s

Kompenents] veing (Aesignment. organisation-
|defined automated mechanisms],

Responsibility

rtion, deveiopent: 1o, marke rocearch and analysi, procurarant solctations and contracts componert
installation or ranwoval, systerm iegration, operaions, and mainienance

Responsibility

y Automated Management, [The enterprise should, when feasible, employ automated mechanisms to manage, apply, and verify configuration y
CM-6(1) lication, and [settings. Functional Intersects With [Management & \/erl(v:a\mn CFG-022 s
Verfication
Irha entarprios should ensure that designated securlty or T parsonnal are alertad 1o unauthorizad changes to Fiechaniams exist o respond to unauthorized changes to coniguration settngs| [Toke te lewing acion n esponee o
lconfiguration settings. When suppiiers, developers, system integrators, external system service providers, and s security incidents. [unauthorized
Configuration Settings | |other ICT/OT-related service providers are Respond To Unauthorized efined con guratmn semngsl [Assignment:
cm62) Respond to Unauthorized responsible for such unauthorized changes, this qualifies as a C-SCRM incident that should be recorded and tracked | Functional Equal pond To Unau cre-028 10 [organization-defined action
nges monitor trends. For a more compret e view, a specific, predefined set of C-SCRM stakeholders should assess 9
Jthe impact of unauthorized changes in the supply chain. When (mpact is sssessed, relevant stakeholders should
o e mplemert pproprte iaton st e  comprehénve esoion
FUnctionsliy reduces the aack sUrface. Enterprises houTd Seleet Components That allow The TIExTBy To Fechanime exet o confaure systens o povte oy ssertl copapies oy [o- Confgure the system to provide only
Epeciry an mploment lest orctonsity. Enerrces shoun sure st functionaity n ther formationssiems spelicaly pronbiing or retictngth useofparts, proto<ols, an fissignment:organizton-deined misson essenta
Jand networks and throughout the SDLC. NIST SP 800-53, Rev. 5 control enhancement CM-7 (9) mechanism can be. ervic copabite
ctonatty 1oet o protect inormaton syster and natworks fom vunéraliis that msy be miroduced by the use of ction. etionali Beohib o vestrict the use of the following
-7 Least Functionality o\ thorized hardware being connected to enterprise systems. prises should require their prime contractors. Functional Equal Least Functionality CFG-03 10 aneson: ports, protocols, software, and/or
o implement ths control and flow down this requirement to relevant sub-tier contractors. Departments and ervices: [Assignment: organization-defined
gencies snouid efe t Appendi F o implement tis guidance i accordance with Exective Order 14028, ot or reircred fuctons, sytem por
|mproving the Nation's Cyb orctacol soft
Wiechanisms exist t periodically review system configurations o Tdentiy and (s} Review the systam (Assignment: organzation-
Jisable unnecessary andfor non-secure functions, ports, protocols and [defined frequency] to dentify unnecessary andior
- o . . N o fow down services. onsecure functions, ports, protocols, software, and
. Least Functionality | [Enterprises should require their prime contractors to implement this control and flow down this requirement to " ’ y lservices; and
a7 ast Punctionality | [Enterprises should require th Functional Equal Periodic Review cre03.1 0 pevicesa e s ot
ldefined functions, ports, protocols, and
Services witin the ystem deemed p
nsecurel
[Mechanisms exist to explicitly allow (allowlist / whitelist) and/or block ((a) Identify lAss\gnmenl organization-defined
(denyiit / biackist) applications that are authorized to execute on systems. [software programs not authorized to execute on the
Least Functonaty | [Epteprise shauid deine equiements anddeployapproprioe rocesse to spcly and detectsetware tht s ot o
g Jallowed. This can be aided by defining a requirement to, at @ minimum, not use disreputable or unauthori N Explicity Allow / Deny y (5) Emply o alow i, deny - excepton ol to
7@ Unauthorized Software — £ e erprises should requie (hei pime contractors o implement this control and flow dow this - Functonal Equal Aobications CrG033 10 fproni th executon of unathorzed sov
ny-by-excep! requirement to relevant sub-tier contractors lorograms on the syst
(6 Review ana update The it of nauthorized
:
fechanisms exit to explicily allow (allowTst / Whitelist and/or biock () Idenity (Ascignment: organization-defned
Enterprises shoud define requirements and deploy appropriate processes to specify allowable software. This can be (denyist /blackist) applications that are authorized to execute on systems. sotwre programs authorzed o execute on he
Least Funcionaly | aded by defning arequrement o use oly reputable software. T can iso nclue requrements for aletswhen ©olicitly Alow / Den
cmr(s) Authorized S ew software and updates to software are Introduced into the enterprise's environment. An example of suc Functional Equal Explcily Allow/Deny | crG.03.3 10 |{b)Employ a deny-al permit-by.excepton palicy to
Aoy excomian leairoments to aw ape. sacrcs aafware any 1§ the zode & ovelasis fof r emarerie's svalosson s el [allow the execution of a"”“’”md software
|determined to be acceptable for use fprograms on the systs
ey mevew and dpate e ot of authorized
Wiechaniams exist to configure Technology Assets, Applications andJor Services Require that the following User-nstailed software
, (TAAS) utilized in high-risk areas with more restrctive baseline configurations. lexecute in'a confined physical or virtual machine
| Confgure Techmology lenvironment with limited privileges: [Assignment
Least Functionality | [The enterprise should ensure that code authentication mechanisms such s digital signatures are implements
e Conned Emronments. [hen oxebuing code to scaire e ety of Sofware fmmare. 2nd miormaton on he aformation eiemeand | Funcional | Inersects w4852, ef;ﬁg‘;;;;mﬁ andor| crs.025 s [organizaton defned user-nsalled software]
with Limited Privileges  [networks. Hig
iechaniams exist to configure Technology ASsets, Applications and/or Services [Aow xecution of Binary o machine-executabie
(TARS) utilized in high-risk areas with more restrictive baseline configurations. lcode only in confined physical or virtual machin
et | coge Configure Technology lenvironments and with the explicit approval of
e enterpiseshouidabtan binary or code directly from the or other |Assets, Applications and/or] {Assignment. organization.defined personnel or
CM-7(7) ion in Prot lacceptable, verified sourc Functional Intersects With Services (TAAS) for High- CFG-02.5 5 os] when
ton in Prote roles) when such code s
ress (o) Outined rom sources with it o no
lwarranty; a
{5 Withfu the orovision of source code
Wiechaniams ex/st © prombit the Use of bimary or machine-executable code (2) Pronibit the use of bimary or machine-executanie
Ihen exceptions ara made to usa software products without accompanying source code and with limited of no /from sources with limited or no warranty and without access to source code, e fom solrceswit mied o o vertanty o
Lessk rnctonlity | Bvryrranty because o compolig misien or speratonirexuiemerts pprovl by th authoring offcial should be Sinary or Machine. ot th poviion o seurco cod; ond
e achine Executable  contingen Uiy chain sk atsessments as Functional £qual inary or Machine: | gnp.06,7 10 [[®)Allow exceptions only for compeling mission or
Code oroater assesoment o such so'twave ot 20 wel o he mplememaaton of ompencetimg contrlt o sdress loperational 'equ-;:mﬁ"ts and with the approval of
Jany identified and assessed ris fthe authorizing offica
[Mechanisms exist to configure Technology Assets, Applications and/or Services ((a) Identify [Assignment: organization-defined
|(TAAS) utilized in high-risk areas with more restrictive baseline configurations. onents authorized for system usel;
Least Functonaty | [Enteprise shauid deine requirments and deployappraprioe processes to spely and detect hordre thot s Configure Technolog e e e
g : ot afowed. s can b aded by efing a rduirement o, ot & i, 1ot use ireputable or naunorzed y |Asses, Applications and/ov . hardware components;
cM-7(9) (hronibiting The Use of  Jhardware. Enterprises should require their prime contractors to plament s contrar and fow down i Functional Intersects With " ceryices (TAAS) for High- | CFG-025 s (c) Review and update the list of authorized
requirement to relevant sub-tier contractors Areas hardware components [Assignment: organization
ldefined frequency.
umbers, component owners, and for networked components or devices - machine names and network addresses, [Mechanisms exist o perform inventories of Technology Assets, Appiications, [ Develop and document an inventory of system
lInventory specifications may include the manufacturer, device type, model, serial number, and physical location. [Services andjor Data (TAASD) that; [companents t
System G « [Enterorises shoud requre et prime controctor o mplement i contrland low dov, s Fearemen (1) Accurately reflects the current TAASD in 1. Accurately fe"e“s the system;
e ystem Component hould specify & how nformation flow s en Functional Itersects with Asset Inventories AsTaa [[2)dentites authorized softvare products, iniding business ustifcation 5 [2: Inciudes all components within the system;
Inventory [ensure that only the required information - and no mnre - |s ‘communicated to the various participants in the supply| [3: Does not |nclude duplicate accounting of
s e A A e et S L {517 2 the tevel of granurty deeme necessary for racking and repoting; [components or components assigned to any other
nformation. Enterprises should consider producing SBOMs for appicable and appropriate classes of software, (@) Includes organization-defined information deemed necessary to achieve lsystem;
b " ? itv: an la_ 1< at the level of aranularity dee:
Inumbers, component owners, and for networked components or devices - machine names and network addresses. s exist to establish and maintain an authoritative source and [- Develop and document an '"VEMD’Y °’ SYSIE"‘
Inventory spcifatons may fnclude the manufactrer, devicetype,model, sl number, and ysicl ocation repository to provide a trusted source and accountabiliy for approved and [components that:
e e i roaie hair pre oot o Tt e comtes] soet flow o tha Feeiramon . — implemented system components that prevents assets from being duplicated 1. Accurately reflcts the system
ams System Component 0 Conractors. Enterpises should specty he eduirements and how normation fow s enforcedto | Functonal | Intersectswitn | Component Duplication | gy 3. other asset mventores 5 [2 Includes il components withi the system
nsure that only the required information - and no more - is (ommum(a[eﬂ to the various participal nts m the supply | 3. Does not include duplicate accounting of
Ifinformation is subsetted downstream, th mation lcomponents or componerts assigned to any other
omaton, Enverprices Snould Conser produ g SOMS fo SpbICable A, sppropyite cocses o sotware, e, o cranutagt
iechanisms exist to Update asset inventories 35 part of componant Upcars the mientory o System components o2 part
installations, removals and asset upgrades. Jof companent installations, removals, and system
1 Component _[¥hen nstling updatng,or removing o informaton system, informatin system companent o netvork lipdates
y ng|component, the enterprise needs to update the inventory to ensure traceabilty for tracking critical components. In N Updates During y
amsm ‘ﬂ;g:;ﬁ;ggn“gg;tgg,gg” 0 eouihon: the Informatian systemss coRRguTatIon noeds 1) be UPdated 1 GreuTS o Sceurate Iventory of upply Functional Eaual nstalations / Removals | AST021 10
[chain protections and then re-baselined accordingly.
Wechanisms exist to Waintaim the currency. completenss, accuracy, and
[The enterprise shouid implement automated maintenance mechanisms to ensure that changes to component Danase (CMDE), o S echnelogy. @ monkor and Sovern technolody Javailbiliy of the inventory of system components
stem Comporent[1Ventoryfor th informaton ystems and networks are mentored or nstalio, update,and emoval. e asset-specific information. ssignment: organization-defined automated
s  System Component | |oomated maintenance s perarmed wth o predefned e o olaton ot oot | g o fiqurati Loroze 0 [k
oy Atomated [ maton about each aefned companent, the Sherise Snoud ensure hat updstesare avalable Batabase (CMDB)
relevant stakendiders for evaluation. redehned Heduancicsfor data colection Should be oss pedctable n rder
o reduce the risk of an nsider threat bypassing security mechanisms
Fiechaniams exist to nclude capturing the name, position and/or rle of fnclude in the system component Tventon
lindividuals respunslb\e/ac(ountable for administering assets as part of the linformation, a means for identifying by lSe\ec(lon
ystem Compenen (1€ enterprse shoudensure tht accountabity informaten i colectedfor informoten ystem and network echology seset imventany oo e g B s
’ ory Information should identify those individuals who originate an y fesponsiie snd accountable for administering those
cma) ey oAbty oo < el 23 endedondusrs. ICUTG ay 45oCaied pasamna who My Samnister o he Functional Eaual | Accountabilty nformation| - AST-03.1 10
lsystemicomponent
Mechanisms exist to document and govern Instances of approved deviations ol sssessed companert confgurations and avy
from established baseline configurations. [approved deviations to current deploy
System Component  [Assessed configurations and approved deviations must be documented and tracked. Any changes to the baseline CePraurations e yskam componant inventory
. inventor | Assessed - conuraions of iermaton st and networs e e b rlvanttakeldes o enure tt the Functional Equal spprove Baseline | 1.0 4 o
Approved Deviations exposure to cybersecurity risks throughou the supply chain
enterprises may choose to implement centralized inventories that include components from all enterprise. Mechanisms exist Provide a cetralized repostory for the Tvertory of
ormatin systems, netwrks, and thlr components Crtralzed repostorcsof nvertores provde opporuniies et (CNDS) or s ecmolgy, 6 monor s Svern tehnoiody jsvstem component
System Component  for efficiencies in accounting for information systems, networks, and their components. Such repositories may al fourat jasset-specific information.
M8 Inventory | Centralized  |nelp enterprises rapidly identify the location and responsible individuals of components that have been Functional Intersects With il AST-02.9 5
Repository. [compromised, breached, or are otherwise in need of mitigation actions. The enterprise should ensure that
lcentralized inventories nclude the supply chain-specifc information required for proper component accountabilty
(=19, supply chain relevance and information system, network, or component owner)
Mechanisms exist to track the geographic location of system components. [Support the tracking of system components by
lgeographic location using [Assignment:
System Component [When employing automated mechanissfor tracking Infarmation system companents by physicl locaton,the stomated Location TSanaton defed automaied mechanis]
cmae) Inventory | Automated  [enterprise shouid incorporate information system, network, and component tracking needs to ensure accurate Functional Equal AST-02.10 10
Location Tracking v
Fiechanisms exist © bind compoments fo a speciic system (2] Assign system components fo a systerm; and
(b) Recelve an acknowledgement from [Assignment:
System Component 1N assigning components to systems, the enterprise should ensure that the nformation systems and networks lorganization-defined personnel or oles| of this
. e CoTROME,of [1ith al elevant components are inventoried, marked, and properly assigned. Ths faciitates quick inventory of il | ¢uoctiona) cqual Component Assignment | AST-02.11 0 Signment
ventory | ASSIGNMENt o (o onants relevant t informatlon systems and netviorks and enables racking of componants that are considered o P o
P ¥ [critical and require differentiating treatment as part of the information system and network protection activities.
Fiechaniams exist to establish parameters for the secure Use of open source [T specific NIST 800-161 RI control does not exist
software. in NIST 800-53 RS
tem Component _[1:2n enterprise uses an open source project that does not have an SBOM and the enterprise requires one, the
’ lenterprise will need to 1) contribute SBOM generation to the open source project, 2) contibute resources to the y
cust1on ey [SSOM e 2 T coiy. o) enndon S50 an ot crsompn o con vron o e spen e | PNl | st | open soucesoure | 0042 s
P i lproject that they
iechaniams exist t obtain. protect and distibuEe admmistrator [T specific NIST 800-161 A1 control does not exist
[documentation for Tachnology Assets, Appiications and/or Services (TAAS) that] ' NIST 80053 RS,
(e Companen: 121 enteroriseuses an ope soure project tht doe no have an SBOM and the entrpiserequires one, the ldescribe:
. System Companent en(erpnse \will need to 1) contribute SBOM generation to the open source project, 2) confribute resources to the Functional I tersects with Documentation Tonos [ Secure confguration,instlation and aperationof the TAAS:
cM-8(10) Ioventory | SBOME 1 lorajct to add this capabilty, or 3) gencrate an SBOM on thei fist consumption of each version of the open source unctional ersects Requirements o (2 fectue se nance of securtty features/functions; and s
) lproject. lhal they use. 13) gavdmg
(e oreges nctons
Wiechaniams ex/st o require software developers to provide iformation [T specific ST 800-161 RI control doss not exist
oeseribngthe fnclonalbroperties of e securiy,complance and rsience in NIST 800-53 RS
System Camponent |21 enterprise uses an open source project that does not have an SBOM and the enterprise requires e, the nirols to be utiized within Technology Assets, Applications and/or
’ lenterprise will need to 1) contribute SBOM generation to the open source project, 2) contribute resources to the 0.1 |[TAAS) in Suffcient detal to permit analysis and teating of the controls.
aeo) i PGS ot il e o) Cntbte ShoM genrelen o e o soue o 2) cont e emUCes o | duntionst | marscswin | Functonat roperies | Ton04. s
& ) lproject that they use.
Mechanisms exist to generate, or obtain, a Software Bil o Materials (SBOM) [T specific NIST 800-161 R1 control dos not exist
for Technology Assets, Applications andjor Services (TAAS) that liss Software. in NIST 800-53 RS
Jstem Component _|!/an enterprise uses an open source projec that does not have an SBOM and the enterprise requires one, the Ioackages in ube, inclading versions and applicable licenses
’ lenterprise will need to 1) contribute SBOM generation to the open source project, 2) contribute resources to the y Software Billof Materials ’
custaor ey B e S CaRa o3 Sered oS5 o ok T o o o o o e apn e | Il | st wan Ssom) TR 042 s
P 2 lproject that they
Fecharfame SxecTo et e dovlopers o Tech gy e oplkators [T Specine NoT 800-161 RT conrol doss o ot
land/or Services (TAAS) to produce a design specification and secrity lin NIST 800-53 R
System Component |21 enterprise uses an open source project that does not have an SBOM and the enterprise requies one, the architecture that
a0y oyt Copanent enterprise il need to 1) contribute SBOM generation to the open source project, 2) contribute resources to the Functional Intersects with | Developer Architecture & | 1o, o |1 Is consistent with and supportive of the organization's security architecture 5
Ipventory | SBOMS 16 lorajct to add this capabilty, o 3) generate an SBOM on thei ist consumption of each version of the open source Design ol Wi 1 1. te3aied part o the organzation'
prolect that they use. lenterprise architectur
12) Accurately ana Completely describes the required securiy functionality and
it allocat f s
Mechanims mm faciate th implementation o conauraion Deveiop docimens ana Tmpement 3 confguraton
management control management plan for the system tat
onfiourati nterprises should ensure that C-SCRM is incorporated into configuration management planning activitis. fourat o Addresses roles, responsibiltes, and
™9 [Enterprises should require their prime contractors to implement this control and flow down this requirement to Functional Subset Of CFG-01 10 and
Plan Program procedures;
relevant sub-tier contractors.
b. Establishes a process for identifying confiuration|
tems throughout the system development i cycle
nd for mananing th A th
Fechanime et o exeue sokaneiers are mage aware of 31d Undestang Develo,dociment,and Implement s confguraton
jthe impact of proposed chang Imanagement plan for the system that:
‘Nioresses roles, responsimilties, and
[Enterprises should ensure that C-SCRM is incorporated into configuration management planning activities, .
o i r Noti
o on I Enterprises should require their prime contractors to implement this control and flow down this requirement to Functional Intersects witn | Stakeholder Notfication o 6.0 5 [Confiauration management pocesses and
[relevant sub-tier contractors. &
b. Establishes a process for identifying configuration
ems troughout e system development i cycle
Wiechaniams exist o Implement a segregation of duties for configuration R e e devciopng mg
Eneroriss shouldensure at al elevant roles e defined t addres coniuration management actvies for management that prevents developers from performing production [configuration management proces:
fgurati KA Jusal et N o duties personnel natare ot aiectly
ema() i el gnmentof " management are approprately adiretsat of metided m i Tollowing suppy chai acouTies reduir Functional Equal ssignment of CFG011 10 involved in system developmer
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Jnterprises shouid ensur tha censes forsoftware used withn their nformation systems and networks are
jocu

NIST SP 800-161 R1

SCF Control

SCF #

Secure Controls Framework (SCF)
ntrol Description

chaniams exis fo nforce software usage restrictons to comply with
lapplicable contract agreements and copyright law

version 2026.1_x000a_03/27/2026

e software and associated documentation in
ccordance with contract agreements and copyright

mented, tracked, and maintined. Tracing mechanisms should provide fo the ablity o trace users and the
10 Software Usage usc o Hcenses o access con fro information and processes. As an example mployee is terminate Functional cqual Software Usage cre0n 0 Teack the use of software and associated
Restrictions. user license shou veked e anas dscumentaton Shold be dpdsted to rfles e chinge. Restrictions cumentation protected by quantity licenses to
Departments and agencles should efer &> Appendix F o implement (s Quidance I accordance with Execute control coping and sistrioution; and
[Order 14028, Improving the Nation's Cybersecurity. and document the use of peer to-peer fle
e e 10 ensure that thi
[FFameworks, reusable librarles’ avallability Tor testing and Use, and any other Iformation that may Tpact [Evals of [Mechanisms exist to establish parameters for the secure use of open source EoEableh the Tolowing Testrcions onthe use of
lexposure to cybersecurity risks throughout the supply chain. Numerous open source solutions are currently in use software. ssignment: organization-
Software Usage _|PY.enterprises, including in integrated development environments (IDEs) and web servers. The enterprise shou [Gefined rectrictione]
la- Track the use of 0SS and associated documentation,
Rt "e5"‘“‘“;‘:,}&‘::"'5"““ b- Ensure that the use of 0SS adneres to the icensing terms and that these terms are acceptable to the enterprise, Functional Equal Open Source Software | - CFG-04.1 0
nt and monitor the distribution of software as it relates to the licensing agreement to control copying and
(isouron. an
lo. Evaluate and periodically audit the 0S5's supply chain as provided by the apen source developer (e.q
[Astomated mecharirms eXt 0 prohbi sotware Instaltions wihout [o- Estabiish [Assignment: organization-defined
lexplicitly assigned privileged statu: policies] governing the installation of software by
[Tis contrlextends to the enterprise nformation syter and network users who are ot employed by the ronibi Jusers;
SR8 User-nsalld Software enterprise These users hay be suppliers, developers, ystem integrators, extemal sster service roviders, and Functional Intersects with | Prohibit Installation, 1 enb-03 5 [o: Enforce software installation policies through the
mer T T rested seres provder 9 lowing methods: [Assignment: organization-
ldefined methods]; and
le. Monitor policy compliance (Assignment.
frequencyl
Mechanisms exist to restrict the ability of non-privileged users to istall Jo. Estabilsh [Assignment: organization-defined
lunauthorized software. lpolicies] governing the installation of software by
[Tis control extends to the enterprise nformation system and network users who are not employed by th (Spivd ft " Jicies through th
cm1 User-nsalled Software  enterprise, These users may be suppliers, developers, ystem integrators, esteral ystem service providers, and Functional Intersects With | User-Installed Software |  CFG-05 s Enforce software installation policies through the
ARl b ffolowing methods: [Assignment: organization-
ldefined methodsl; and
le. Monitor policy compliance [Assignment:
srequencul
[nformation that resides in different physical locations may be subject to different cybersecurity risks throughout [Mechanisms exist to igentify and document the location of Information and the Ja. Identify and document the Iocation of
upply chain, depending on the Specific location of the information. Components that originate or operate from specific system components on which the information resides. (resorment: orgaizton deined nformaton) and
laifferent physical locations may also be subject to different supply chain risks, depending on the specific location of lthe specific system components.
M2 Information Location foriginaion o aperations, Entrprises should manage these isks through lmitng access corirol and specifin Functional Equal Information Location DCH24 10 iormaton 5 processad ona 5.
[olowablo or rations for e infomation b. 1dentify and document the users who have access
fransierisharing. NIST 5P 800-53, Rev. 5 control enhancement CM-15 (1) i  mechanisi that can be used to enable to the system and system components where the
utomated location of components information i processed and stored; and
[Astomated mecharlims exs o Gertiy by data classification type to e e aomated 10 to Henthy TAcTonmont
dequate security, compliance and resilience controls are in place to protect organizatin-defined informalion by informaton
Information Location | Automated Tools to lorganizational information and individual data protection. [yoel o [Assignment: organization-defined system
2 Automated Tool luse automated tools to identify information on system compy ensure | e cronal caual boors Information | DCH-24.1 10 lcomponents) o ensure contro are n pac
Sl e nformation. o conmei ard o plce 5o rotect emesprsa o masan and induadumt b vecy a ppot Inform ororeetorgamisasional nformation and dvidual
cation privacy.
[Things (loT) devices, embedded or stand-alone loT systems, or IoT system of system data actions. Understanding [Mechanisms exst to "9"“9 and maintain 5 map of Technology Assets, [Develop and document a map of system data
[what classified o loT information is being processed, its sensitivity and/or effect on a physical thing or physl(al plications (TAAS) where data is stored, [actions.
erwionmene, how the senstie r 9T nfermaion s baing processed (.9, I he daa oction s visble o o fransmited o processed
M3 Data Action Mapping  [individual or is processed in another part of the systern), an o provides a numiber of contextual factors that|  Functional Equal Data Action Mapping |  AST-02.8 10
ore mportant or assessing the degree ofrisk. Data maps o be oS ored i darent waye. and ne level o detail
ry based on the mission and business needs of the enterprise. The data map may be an overlay
[yatern desion artifact that the enterprise s using. The development of tis map May necessiate coordination
Mechanisms exst o prevert the nstalton o sotware and i Prevent the nstalatin of Assgnment
[components without verfication that the companent has been digitally signed lorganization-def and firmware
Enterprises should verify that the acquired hardware and software companents are genuine and valid by using using an organization-approved certiicate authorty lcomponents] without ve'm,am’" that the
M4 Signed Components  (digitally signed components from trusted certificate authorities. Verifying components before allowing installation Functional Intersects With Signed Components | CHG-04.2 5 [component has been digially signed usinga
Iheips enterprises reduce cybersecurity risks throughout the supply chain. [certificate that is recognized and approved by the
lorganization.
echanisms exist to review the Securlty, Compliance & Resilience Progra Develop, document, and disseminate
[Enterprises should integrate C-SCRM into the contingency planning policy and related SCRM [SCRP. inchiding palcies, tandaras and procec.res, ot planned nterests or I rAsswgnmenl Crganization-defined personel or
Strategymplementation Plan policies, and SCRM Piar. The polcy should cover information systems and the supply Periodic Review & Update ianficant changes occu to enure their continuing Suitabilty, adequacy and les):
[chain network and, at a minimum, address scenarios suct leffectivene: R feiecton (one or more): Organization-evet
1 Policy and Procedures. Functional Intersects With | of Security, Compliance & | GOV-03 5 d
4 o Unaanned comgonent ffre o subsequent eplacemert; N Pragram Mission/business process-level; System-levell
b Plan 4 to feature upgrades, and and [contingency planning policy tha.
1 broaur analor sarvce daraption (2) Addresses purpose, scope, roles, responsibilities,
ment coordination aman
Mechanims ezt 1o factate the mplementaton of ontingency planning la. Develop, document. and disseminate to
Enterprisesshould ntegrate C-SCAM o the contingency planring policy and related SCRM |controls to help ensure resilient Technology Assets, Applications an [Assignment: organization-defined personnel or
s:‘m 9ymplementation an poicies,and The polcy should cover nformaion systems and the supply Business Continuity serices (TAAS) (g, Continiy of Oerations Plar (COOF) or e roles
. chan network anc. ot  minimu, sdrecs scensrion sue o1 [Continuty & Disasier Recovery (BC/DR) playbooks 1. [Selection (one or more): Organization-level;
1 Policy and Procedures e comonet Tl 31 soseauent esscemert Functional Subset Of Management System | acD-01 10 "
[ Pl rop acamont rited t resture Upgrades, and and [contingency planning policy that:
le. Product and/or service disruption. (2) Addresses purpose, scope, roles, responsibilities,
tment_coordination amana
Mecharisms exs o estabieh, maintal and disserinate poicies,standards la. Develop, document, and disseminate to
[Enterprises should integrate C-SCRM into the contingency planning policy and related SCRM land procedure mpliant [Assignment: organization-defined personnel or
[strategy/implementation Plan, policies, and SCRM Plan. The policy should cover information systems and the supply Publishing Security roles)
1 Policy and Procedures |31 Network and. at a minimum, address scenarios such as Functional inersects Wit | Compliance & Reslerce | GOV-02 s 1. (Selection (one or more): Organization-level;
Unplanned component failure and subsequent replacement; D e IMission/business process-level; System-level]
o Plannea repiacement refated to feature Upgrades, and and lcontingency planning policy
lc. Product and/or service disruption. (2) Addresses purpose, scope, roles, responsibilities,
trent coordination among
Mechanisms exist to facltate the Implementation of contingency planning o-Develop s contingency pan for the ysiem
otrpriss shou dene and implement  ontngercy plan for he supply chan formaton st and retvor |controls to help ensure resilient Technology Assets, Applications and/or L. Identifies essential mission and bus
eneure that preparations are i piace to, fa the lose or degradation of data o operations, Contingencies. Business Continuity [Services (TAAS) (e.g.. Continuity of Operations Plan (COOP) or Business ffunctions and associated contingency reqwemems,
cp-2 Contingency Plan fshould be put in place for the supply chain, ne!wmk information systems (especially critical components), and Functional Subset Of Management System BCD-01  [Continuity & Disaster Recovery (BC/DR) playbooks). 10 rovides recovery objectives, restoratior
Iprocesses to ensure protection against compromise and provide appropriate failover and timely recovery to an (BCMS) W‘O”“esr and metrics;
Iocceptable state of operations es contingency roles, responsibiliies,
asswgned indiiduals with contact information
maintaining essential missi
Mecharisms exist o update contingency plans dus to hanges affecting: 1 Beveion s Contingency pian for e sys[em Ythat
e (o5, personnel chan 3. ienife essential mission and b
[Enterprises should define and implement a contingency plan for the supply chain information systems and network (1) People
to ensure that preparations are i place to miigate the loss or degradation of data or operations. Contingencies Ongoing Contingenc (2) rocesses (4. . alered o Gecommissioned business pracices, fincion and asocited comingenty requremens;
cp2 Contingency Plan fshould be put in place for the supply chain, network, information systems (especially critical components), and Functional Intersects With ooine gency. BCp-06  fincluding third-party 59"”‘55’ 5 Provides recovery objectives, restoration
Jprocesses to enstrre protection against compromise and provide appropriate failover and timely recovery to an laniing (3) Technologies (e.q., new, altered or decommissioned technologies); priorities, and metri
eceptabie state of aperatione. to data flows and/or data repositories); ddresses contingency roles, responsibilities,
(5) Faciities {e... new, altered or decommissioned physical nfrastructure); ossined individuals with contact information;
la maintaining essential mission ar
fetsariars exet o Courdinate Corfinganey plan Gevelopmant with ieral o Somganey D e pen it
land external elements responsible for related plans. lorganizational elements responsile for related
Contingency Plan | ., |coordinate contingency plan development for supply chain risks with enterprise elements responsible for related Coordinate with Related plns
cp2(1) Coordinate with Related (20" gency P PRIy i P Functional Equal Py BCD0L1 10
Plans plans.
[Mechanisms exist to conduct capacity planning so that necessary capacity for [Conduct capacity planning so that necessary
information processing, telecommunications and environmental support will [capacity for information processing,
lexist during contingency operations. ltelecommunications, and environmental support
) Contingentcy Plen | s enhancement helps the avallabilty of the supply chain network o information system components Functional equal Capacity Panning | cap03 10 st during contingency operations
[T e o v o opte o @ e peorrel et et o o Mechanisms exist to coordinate interal contingency plans with the [Coordnate the Cortingercy plan with the
reduce or prevent service inieruption or ensue tmely ecovery. Enterprisesshould ensuretha contin [contingency plans of external service providers to ensure that contingency [contingency plans of exteral service providers to
Contingency Plan | |P13nning requirements are defined as part of the service-level agreement. The agreement hevespeuﬁ( terms Fequirements can be satisfied. [ensure that contingency requirements can be.
Cran | conginatm Bt [T s il cmponensane freionaty oo coe fdengrotsenice stagis et te | puncionl | ot | ooz o [
Service Providers loyisting contingency plan practices and build on them as required by the enterprise’s mission and business needs.
[such coordination willaid in cost reduction and efficient implementation. Enterprises should require their prime
[contractors who provide a mission- and business-critcal or -enabling service or product to implement this control
hanisms exist to 1dentify and document the crtical Technology ASSets Gentify crifical system assets supporting [Selection
[Applications, Services and/or Data (TAASD) that support essential missions and| Jal: essential] mission and business functions.
Ersar that crical asets (ncluing hrdare,sotuare, an personne) are dentfed and it apprpeinte lbusiness functions.
g contingency Pan| Ity contingency planning reau ined and applied to ensure the continuity of operations. A ki y
cr-2@) ritical Assets e brocess s 1o compits » rttaliy anavais on componante: fonctons, vd procecscs o demtty ol rien Functional Equal Identify Critical Assets | BCD-02 0
hocie See seckon 3 andISTIR S17% for adtiona gurdonce on eracalty anaiyses
[Mechanisms exist to adequately train contingency personnel and appiicable. [o- Provide contingency training to system users
stakeholders in their contingency roles and responsibiliies. lconsistent with assigne and responsibilties
Enterprises should ensure that critical suppliers are included in contingency training. Enterprises should require. [ Within [Assignment: organization-defined tima
g i e prime contactrsto mplemen i contol ar flow our this requrerient o relevant < ter contrctors n ngent . Y lperiod] of assuming a contingency role or
3 Coningency Training and agencies should refer to Appendix F to implement this guidance in accordance with Executive Functional Equal Contingency Training | BCD-03 o responsibilty.
(Orter 14035, imprewmg the Naior Cybarascunty Wnen required by system changes;
3. (Assgnment; organizaton-defined ireauency)
lhereatter: and
[Mechanisms exist to incorporate simulated events info contingency raining to incorporate simulated events nto contingency
[facilitate effective response by personnel in crisis situations. training to faciltate effective response by personnel
Contingency Training | [EVterprises should ensure that suppiers, developers, system integrators, external system service providers, and i crisis situations.
CP-3(1) Cimiates Euenta’ | other ICT/OT-related service providers who have roles and responsibilities in providing critical services are included Functional Equal Simulated Events BCD-03.1 10
in contingency training exercises.
= exist to conduct 3 Root Cause Analysis (RCA) and "lessons [o. Test the contingency plan for the system
[Enterprises should ensure that critical suppliers are included in contingency testing. The En(erprlse i mnmmatmn [learned” activity every time the contingency plan is activated. [[Assignment: organization-defined frequency] using
[with the service provider(s) - should test continuity/resiliency capabilites, such as failover from a Contingency Plan Root e felloving tests o determine the effectiveness of
cpa Contingency Plan Testing production iteto 2 back-up ste. Tistesing may occur separately rom a training exercise or be pertormed during | Functional Intersects With | Cause Analysis (RCA) & |  BCD-05 5 [the plan and the readiness to execute the
ercise. Enterprises should reference their C-SCRM threat assessment output to develop scenarios to test how ssons Learne LASS‘Q""'G’“ "'ga"'z"""" “‘ef‘"e‘“ sts] “ "
el e emterprise  b1e 6 withotand nlo rocouer fom 5 C-SCh threot event. Review the contingency plan test results; an
lc. Intiate corrective actions, if needed
[Mechanisms exst fo Conduct tests andJor exercises o evaluate the fa. Test the contingency pian for the system
nterprises should ensure that critical suppliers are included in contingency testing. The enterprise - in coordination| [contingency plan's effectiveness and the organization’s readiness to execute (Assignment: organization-defined frequency] using
lwith the service provider(s) - should test continuityesiliency capabilties, Such as failover rom a primary Contingency Plan Testin jthe plan. the ollowing tests to determine the effectiveness of
cea Contingency Plan Testing [production site o @ back-up site. Tis esting may occur separately from a training exercise or be performed during | Functional | Intersects With gency PlanTesting | .04 s fihe plan and the readiness to execute the plan
lthe exercise. Enterprises should reference their C-SCRM threat assessment output to develop scenarios to test how [Assignment: organization ts),
[well the enterprise is able to withstand and/or recover from a C-SCRM threat event. - Review the contingency plan test resuts; and
- Iniate corrective actions, f needed.
Mechanisms exist to establish an alternate storage site that includes both the [o- EStabilsh an alternate storage site, Includin
lassets and necessary agreements to permit the storage and recovery of Inecessary agreements to permit the storage and
[When managed by suppliers, develapers, system integrators, external system service providers, and ather ICT/OT- system backup information. retrieval of system backup information; an
cP-6 Alternate Storage Site [related service providers, alternative storage sites are considered within an enterprise’s supply chain network. Functional Equal Alternate Storage Site BCD-08 10 |b. Ensure that the alternate storage site provides
[Enterprises should apply appropriate cybersecurity supply chain controls to those storage sites. [controls equivalent to that of the primary site.
[Mechanisms exist to separate the alternate storage site from the primary [Gentify an alternate storage site that is sufficiently
storage site to reduce susceptibility to similar threats, [separated from the primary storage site to reduce
Alternate Storage Site | [susceptibilty to the same threats.
i) e oo nar)y [T enhancement helps the resiliency of the supply chain network, information systems, and information system Functional Equal Separation rom primary | g o 10
e [components orage Site
Mecharisms exist o establsh an oltemate processing e that provides [o- Estabilsh an alternate processing site, ncluding
|security measures equivalent to that of the primary si Inecessary agreements to permit the transfer and
I#hen managed by suppiers, developers system negrators, extenal system sevice providers,and athr ICT/OT- resumation of [Assignmen: organization-defined
522 Alternate Processing Site [related service providers, alternative storage sites are considered within an enterprise’s supply chain. Enterprises Functional Equal Alternate Processing Site | BCD-09 10 e e o e o o tion
Ihould apply appropriate supply chain cybersecunty controls o those processing Sites usiness functions within ization,|
PPIY approp PRy 4 Y P 9 ldefined time period consistent with recovery time
ond recovery point abjecives) when the primary
bl
Mechanisms exist to reduce the Ikellnood of a single point of fallure with Establish iernate telecammum:anons senices
lprimary telecommunications services. ncuding neceszary agreementsto per
ol . rouid ' “ N Tl resumbon of [ASkmment. organzation-dofned
’ elecommunications [énterprises should incorporate alemative service providers ply chain to support elecommunications . Vetern operations] for essentil mission and
8 Services [citical information system: Functional Intersects With Services Avalabillty Beo-10 ® business functions within [Assignmen organizatior-
efined time period] when the
elecommunications capabiltics are unavaiable at
ither the orimary or alternal
Mechanisms exist to obtain altemate telecommunications services from [Obtain aiterate teiecommunications services from
lproviders that are separated from primary service providers to reduce lproviders that are separated from primary service
Telecommunications lsusceptibiity to the same threats. lproviders to reduce susceptibility to the same
g Services | Separation of ation of primary and alternative provi ity resilien i nction: Separation of Primary / . threats.
cP83) e o Alnronte![The separation of primary and alternative providers supports cybersecurity resiience of the supply chai Functional Equal e ey || Bcp102 10
viders
Mechanisms exist to contractually-require external SErvice providers to have (@) Require primary and alterate
|contingency plans that meet organizational contingency requirements. ltelecommunications service providers to have
Telecommunications  [For C-SCRM, suppliers, developers, system integrators, external system service providers, and other ICT/OT-related (g"”"ge"(y plans; y
cra(a) ices | Provider [service providers, contingency plans should provide separation in infrastructure, service, process, and personnel, Functional Equal Provider Contingency Plan| BCD-10.3 10 (b) Review provider contingency plans to ensure

servi
Contingency Plan

[where appropriate.

[that the plans meet organizational contingency
requirements; an

Ic) Obtain evidence of contingency testing and
ining by oravid:
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[Enterprises should ensure that critical suppliers are included in contingency plans, training, and testing as part of

Telecommunications

fechanisms exist to reduce the likelihood of a single point of failure with
lprimary telecommunications services.

[Provide the capability to employ [Assignment:
lorganization-defined alternative communications
protocols n supportof maintining continuity of
loperation

Aternate Communications
cP11 Protocols lincorporating alternative communications protocol capabilities to establish supply chain resilience. Functional Intersects With Services Availability B8CO-10 s
o nterpis shoud o e denes el v cvarce s pdat hr denty and accss Mechanisms exist o review the Security, Compliance & Resilience Program l&- Develop, document. and disseminate to
e pokies s Hocedres t et 1t ke Tl and rocesse Wi h U (SCRP).including policies, standards and procedures, at planned intervals or it fesignmert: orgaizion-oetined ersomne o
Jare defined and that the enterprise’s critcal system o or rocesses are dentihes for tracaapity. Periodic Review & Update [significant changes occur to ensure their continuing sutabity, adequacy and
w1 Policy and Procedures [This should Include the dentity of criical components ihat may no nave been considered e eifcation'ng | Functional | eseciswin | ofSecurty. Complance G| Gov  [Fecivences s [ TStecton oneor moey: orgazstionseve
Jauthentication in the past. Note that providing identifcation for alitems within the supply chain would be cost. Resiience Program ission/business process-level; System-vel]
rohiitive, and discretion should be used. The enterprise shoud update related C-SCAM Sirategy/mplementation dentifcation and authentication policy
Plan(s). Poicies. and C-SCRM Plans, o) Adiresses purpose, scope, rales, ;espnns\mhues,
[The enterprise should - at enterprise-defined intervals - review, enhance, and update their identity and access Fechanisme exs o acltate e mplementaton of denicaton and access Ja- Develop, document. and disseminate to
Iansgement plcies and procedures o crure ht crical ol an processes i the supply hai ntuor management contr [Assignment: organization-defined personnel or
Jare defined and that the enterprise’s critical system: ents, and processes are identified for traceabilty. Identity & Access folest: )
a1 Policy and Procedures |This should include the dentiy of criical companents ihat may not nave been consigered under dentincation and | Functional Subset Of pdentity & nccess 1AC-01 10 [LIselection (one or more): Organization-level;
Jauthentication in the past. Note that providing identifcation for alitems within the Supply chain would be cost- 9 ission/business process-level; System-level]
lprohibitive, and discretion should be used. The enterprise should update related C-SCRM Strategy/Implementation [identification and authentication policy that:
Plan(s). Poicies, and C-SCRM Plans, o) Addressespurpose, scope, rols,resporsivities,
e enterprios should —at enterprise defined imtervals - review, enhance, and update thelr entity and access Wiechanisms exist t establish, maintain and disseminate polcies, Standards o Develop, document. and disseminate to
e ol oo edrcs o G o r e rceses i oy i Ter and procedures necessary for secure, compliant and resilient capabilities. [Assignment: organization-defined personnel or
that the enterprise’s critical systems, components, and processes are identified for traceabili Publishing Security, rolesl, o evel
a1 Policy and procedures _[This should include the ideniy ofciical components nat may ot Rave been considered under denircaton and | Functionl mersects it | compliance & Resience | - Gov-02 s 1. [Selection (one or more): Organization-level;
authentication in the past. hat providing identification for all items within the supply chain would be cost- Documentation [Mission/business process-level; System-level]
prohibitive, and discretion shuuld e used. The enterprise shoid Update relate ¢ SCRH Srteay/implemertation identification and authertication policy that:
[Plan(s), Policies, and C-SCRM Plar ((a) Addresses. purpcSYE St:Pe, r:mE:, rr‘esnpn:‘swnn ities, |
Mechanisms exist to uniquely identify and centrally Authenticate, Authorize Uniquely identify and authenticate organizational
eceSsg S CTIOT et or SUpply o netvork. An nterrie iar may e mplyces, rvials
g an ICTIOTsystem orsupply chai network, An eterpriseuser may nclde employees,individua e Pt TARRYargaiasbanol et ama processcs g on wehal o Lrers and assocare ot urique Kenchcaton wi
dentification and |Inegrators fulfling contractor roles. &iteia suth as “duration i fole” can aid i defning which igentiication and dentification & Jorgenizational users. processes acting on behalf of those users.
w2 Authentcation {authentication mechaniss re used. The enterpise may choose to deine  se o roles and assacate  level of Functional Equal Authentication for 1Ac02 10
Users) ensure i requre their prime contractors o mplemert i Organizational Users
Contol e Row domh (s Faqurement 1 61evant Sup.1e comractors. Departrments and sgereics should refer to
[Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Natio
Wiechaniams exist o uriauely identiy and centrally AUthenticate, AUThorize Uriquely Tdentiy and authenticate [Assignment:
nterprises should implement capabilities to distinctly and positively identify devices and software within their land Audit (AAA) devices before establishing  connection using bidirectional Jorgenization-defined devices and/or types of
ool char an,onc Henid ery ot (1 Gy s et e ht e e dence o devce authentication that is cryptographically- based and replay resistant. ldevices] befre establishing a [Selection (one or
w3 Device Identification and |entifcation and authentication should be defined by fevice, or a combination of type and device. Softw: Functional Intersects With Identification & lac-04 5 Imore): local; remote; network] connection.
Authentication [that requires authentication should be identified through a software ider (vi\(almn tag KSW\D) lha( enables Authentication for Devices
|verification of the software package and authentication of the enterprise releasing the software package.
[SyStens e Withn The enterprise Wiechaniams exist to strictly govern the use of Authenticate, Authorize and Manage system dentifers by
For softare development, dentiers shouldbe ssigned o tose companentstht ave ahieved confguration st (R4 sluions;bothon-remises and those osted by an Exteral o Recetng authorizaton from [Assignment
e reccgniion, ot devices ond peratonal sysems, cenifers should be assigned when e s ter - o Service Provider (25F), Jorganization-defined personnel or oles| to assign
g ; lenterprise’s supply chain, such as when they are transferred to the enterprise’s ownership or control througl uthenticate, Authorize y o ltdual, oroup, e, serice, of evice
na Identifer Management [ETLerPrse s supply chain, such a2 wher Functional Intersects With henticate, Autho 1Ac012 5 enr
uppliers, developers, system integrators, external system service providers, and other ICT/OT.related service b. Selecting an identifier that identifies an
proverstypically usé thefroun deniersfr acking prpess wiln ther oun supply . Enerpriss should individual, group, role, service, or device:
[correlate those [dentifers with the ntifers for traceabil aning the ldentifer to the intendect individual
ysten s wihitthe srterpice Mechanisms exist to govern naming standards for usernames and Technology Manage system identifiers b
[For software tifiers should be assigned for hat have achieved |Assets, Applications andjor Services (TAAS). la. Receiving authorization from [Assignment:
o recoqmtin. For dovces and speratonal o/ seres denitors hould b a5 gne wha he e ot the raanization defned personne rrols] t osion
i~ Woenier Management[ETETPISESSUBlyChaln, uch 3 when they are ranseedto te eterrises ounersip o ontro hough Functional Inersects witn | ‘denier Management | g9 5 Jan individual, group, role, service, or devi
ISuppliers, develapers. system Intearators, external system service providers, and other CT/OT-related service b. Selecting an identifer that identifies an
providerstypically usé theiroun denirsfor racking purpess wilin ther v supply chn. Enerprises should individual. group, role, service, or device:
[Correlate those identifers with t ntifiers for traceabilty and aning the identfer ta the intendect individual
echanTems exist to coordmate sermame dentiers Wit extermal Dordinate with the following external organizations
Jorganizations for cross-organization management of identfiers for cross-organization management of identifie
dentiter 1 [T gnancement s thetracesbity and rovenanceofclements witin the suply chi hroushthe oo [ Assignment. organization-defined external
§ " Management | |cpordination o e enterprise and its suppliers, developer: tegrators, et . ross-Organization . lorganizatians]
n-4(6) s arganzaton e rovidrs, and ener (CTOT Teled Serice prowders, TS Inluads formaton syelems | Funcional Equal agement c094 10
9 [and components as well as individuals engaged in supply chain activities.
Fiechaniams exist o Manage system authenticators b
(1) Securely manage authenticators for users and devices; and - Vertying, 25 part o the ntal uthenticator
[ i control facitates traceabilty and nomrepudiation troughout the supply chaln. Enterprises should require ther (2) Ensure e trengh of authentication s appropriae o the classifcationof [Gistrbution, the identity of the Individual, group
~s sthenticator prime contactors o mplement i coniro and flow down s requrement o reevant sub i conractors, Functional Itersects with \AC10  [the data being accessed 5 ole, service, or device receiving the authenticator:
nCles should refer to Appendix  to mplement ths guldance in accordance with Execuive b. Establishing inital authenticator cantent for any
|Order 14025, improving the Nations Cybersecurity Jauthenticators issued by the organization
I Ensuring that authenticators have suficient
trenath of mechanism for their intenied
Fiechaniams exist to ensure default authenficators are changed as par of Manage system authenticators by:
account creation or system installation Verifying, a5 part of the inital authenticator
[This control facltates traceabilty and non-repudiation throughout the supply chain. Enterprises should require their| istributon e deniy of thendividua,aroup,
orime contractors to implement this control and flow down this requirement fo relevan sub-tier contractors. role, service, or device receiving the authenticator;
as Functional Intersects With | Default Authenticators | 1AC-10.8 B
epartments and agencies shold refer to Appendix F to implement this uidance in accordance with Executive o Estatlishing iitial authonticator content for any
[Order 14028, Improving the Nation's Cybersecurity lauthenticators issued by the organization:
I Ensuring that autnenticators nave uffcient
trencih of mechanism
Wiechaniams exist to ensure default authenticators are changed a3 part of Requre developers and installers of ysteh
laccount creation or system installation. lcomponents to provide unique authenticators or
[change default authenticators prior to delivery and
I1A-5(5) 1 Change Authenticators [This enhancement verifies the chain of custody within the enterprise’s supply chain. Functional Intersects With Default Authenticators I1AC-10.8 5 installation.
Prior to Delivery
Wiechaniams exist o federate credentials fo alow cross-organization [Use the following external organizations to federate
authentication of individuals and devices. lredentials: [Assionment: organization-defined
[external organizations
1A-5(9) | Federated Credential  [This enhancement facilitates provenance and chain of custody within the enterprise’s supply chain. Functional Equal Federated Credential IAC-13.2 10
Management
wpplers. deloper sy eyt el sy e povders. o e T et sece Wiechanisms exist t uniauely 1dentiy and centrally AUthenticate, AUThorze Uriauely Tdentiy and authenficate non
s S o A s e A R A land Audit (AAA) third-party users and processes that provide services to the Jorganizational users or processes acting on behalf
Ienificaionand  development/ntegraton sevice, product suppor, .. Entrprises shauld manage the ‘<tablishment, auditing, Identifcation & forganization. non-organizational users.
188 Authentication (non- of identification credentials and the authentication of non-enterprise users within the supply Functional Equal Authentication for Non- | 1AC-03 10
organizational Users) (m T terprices Shauid a0 ehours prompinecs inpertorming dentifcation an authencationacivties, Organizational Users
lespecially i the case of revocatior to isks.
by chein cuch ae those tha arse due 1o macer treste
En[erpnses should ensure that \denl\ﬂcatmn and au(her\[\(a(lon are defined and managed for access to services [Mechanisms exist to identify and authenticate third-party Technology Assets, Uniquely identify and authenticate [Ass\gnmen[
applications using digital certiicates, services or applications that query a database as opposed to labor dentification & [Applications andjor Services (TAAS), Jorganization-defined system services and
Service Identiication and |SGVICeS) tHOUGOUE th. supply chain. Enterprises should ensure tha they know what Services are being procured Authentication for Third- Cepictions befoe cstabishing communicatons
™ ce ldentficaton and 01 o rocred houl b st o 3 alcatd 8 of sences o th eterose o Functional aual ogy Assets, | 1AC-05 10 |withdevices, users, or other services or
(Compensating controls i place. Enterprses shouid equie thei prime contractors o implement cis contrl and ‘Applications andlor [applications.
[Tow down ths requirement to relevant sub.tir contrattors. Departments and agencies Should refer to Appendix F Services (TAAS)
o implement this guidance in accordance with Executive Order 14028, Improving the Nation's Cybersecurity.
v o o e o evered avo, TG T The e S ioratiom Fiechaniams exist o establish, maintain and disseminate poicies, standards [a- Develop, document. and disseminate to
A A oIS SR AT and procedures necessary for secure, compliant and resilient capabilities [Assignment: organization-defined personnel or
sunv\y (ham r\sk and 2) the SMDD\Y (ham risk information regarding covered procurement actions by the agency Publishing Security, roles| d T
”1 polcyand rocdures  ander ral Acquisition Supply Chain Security Act of 2018 (FASCSA) 41 US.C. § 4713; and any orders ssued | Functional Intersects With | Compliance & Resiience |  GOV-02 5 1 [Selection (one or mare): Organization-level;
P C P A D antsion sonihusines process leve;ystem lvel
e ona Lommunication it sapply chan pariners shoud be defined n agreemerts with supplies, incident response policy th
ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to o) Aderessos purpose, s:upe roles esponsiiiis,
relevant information concerning the source or covered article, including 1) the supply chain risk information hanisms exist i Bevelop,document and diseminate o
e e Coe ot sy vt aance o i, Senin o ransoy s [acitats n organiation e resporse capabity for ypersacurty ond gota [Ass\gnmenl organization-defined personnel or
ipply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Incident Response fprotection-related incidents. 7 o evel
iR1 Polcy and Procedures [under the Federal Acquisition Supply Chai Secuiy Ac of 2013 (FASCSA) 41 US.C. § 4713; and any orders ssued | Functional Subset Of dent Resp IRO-01 1o 1 Betecton oneor more: Organzatonever
y the agency under 41 U, perations [Mission/business process-level; System-level]
tiecaons Sommunication with suppy chaln partners should be defined In agreements with supplirs, incident response polcy that: o
ldevelopers, system intearators, external systerm serice providers, and other ICT/OT elated Sarvice providers to ) Addresses purpase. scope, roles, responsiblites,
e e ea T more o AT oy oo Fechariris St o eauary reien 370 oy [t esporcepracices . Develop, document. and disseminate to
dentfe oo theCoure o the agency & acivies n frtherance o mitgating eniyng, or manoging s o incorporate lessons [earmed, business process changes and indust [Assignment; organization-defied personmel or
[supply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency |developments, as "ECQSSNY les]:
= Polcy and Procedures under the Federal Acquistion Supply Chan Secury Act o 2018 (FASCSA) 411US.C.§ 4713 and any orders ssved | Functionl Intersects With RP Update 1R0-04.2 5 R Saecton (one ormore: orgaizatonseve
Ao ission/business process-level; System-level]
kiracions! tommunication st upply chain partners should be defied in agreements with supplers, incident response policy
developers, system integrators, external system service providers, and other ICT/OT-related service providers to ((2) Addresses. purpus'e‘ S(?DE‘;;&\;&: Y‘EDS"DEO::‘SB\:vﬂhl\esv
O A e A AL TO VAW S A Miechanisms exist o Incorporate Tessons Ieamed from analyzing and resoning o Develop, document. and disseminate to
e o o sy ot 1 aanceof ot Hendhina o manains s eypersecurty and dta pratecon nidens 0 reduce the Ikeihood of mpact fissignment: orgnizton deind personnel o
Jsupply chain risk and 2) the supply chain risk inf regarding covered procurement actions by the agency nalysi [of future incidents.
IR-1 Policy end Procedures - uner the Federal Acquiskton Supply Cheln Securky ‘Act of 2015 (FASCSA) 41 U.5.C. § 4713: and any orders ssued Functional Intersects with | ROOt Cause Analysis (RCA)| g3 5 v lsc‘m‘“" {one or more): Organization-level;
lby the agency under 41 U.S.C. § 4 & Lessons Learned [Mission/business process-level; System-level]
[Bidirectional communication with supp\y chain partners should be defined in agreements with suppliers, fincident response policy
ldevelopers, system integrators, external system service providers, and other ICT/OT-related service providers to ) Adcresses purpose, scope, roles, respensiilie,
elevant information concerning the source or covered article, including 1) the supply chain risk information Mechanisms exist Lo review the Security, Compliance & Resilience Program J: Develop, document, and disseminate to
fdentie hraugh the course ofth agency'sactivies i furerance of mitgatig, dentiying, or managing (SCRP).including policies, standards and procedures, at planned intervals or i fssignment: orgaizaton-defind personnel o
upply chain risk and 2) the supply chain risk information regarding covered procurement actions by the agency Periodic Review & Updat Isignificant changes occur to ensure their continuing suitability, adequacy an les):
1 Polcy and Procedures [uncer the FedraAcqsion gy Cran Secury Acof 318 (FASCAA) 41 U'S.C § 4713 and anycrrd vk | Functonl | Itrsects W | o Sy Complance & Gowia elecvenss s [ Totecton oneor moey: organzstionseve
by the agency u 54 Resiience Program pissonusiness process evel System-leve]
Shieccans Sommanieeton with Suppy chaln partners should be defined In greements with suppiers, incident response p
developers, system integrators, external system service providers, and other ICT/OT-related service pmv\ders to ((a) Addresses purpose, SCGDE. roles, responsibilities,|
[ Teragency partnersiios, such g the FASC [Fedaral Acauistior Secuty Counl and o o [Mechanisms exist to coordinate with approved third-parties to achieve a cross- [This specific NIST 800-161 R1 control does not exist
ners within the broader supply chain, in the Cyber threat or Incident. Departments and agencies must lorganization perspective on incident awareness and more effective incident ' NIST 80053 RS,
iy and Procedures | C. [oU he FASC of Supply chin sk nformation when esponses.
and Procedures | C- 1) FASC requests information relating to a particular source or covered artile, or nction. ntersects with | Correlation with External
R SCRM ncident Information ) L8 scarcy has determined tha e < €asonable back 1 conclud that a substatlal supply chain | FUTCtonal | Intesects With Sroaniations o025 s
9 Irisk associated with a source, covered procurement, or covered article exists.
I Such instances, the execufive agency shall provide the FASC with relevan information concerning the source or
lcovered article, ncludin
[ ietagenty bfineps v o e FASC Tl e Seearty Courel v chanems exIst o provide cybersacurty and data protection Incident [T specific NIST 800-161 R control das not exist
partners within the broader supply chain, in the event of a yber threat or ncident. Departments and agencies must| information to the provider of the Technology Assets, Applications andior in NIST 800-53 A5,
rlcy an rocecures | C. |19 8 FASC of sty chan sk normation when: Services (TAAS) and other organizations involved in the Supply chain for TARS
IR-1(1) SCRM Incident Information |1} The FASC requests information relating to a particular source or covered article, Functional Intersects With | Supply Chain Coordination| IRO-10.4  [felated to the incident. 5
e 2)n executive agency has determined that there s 2 reasonable basi to Conclude that a substantial supply chain
9 Irisk associat w\(h a source, covered procurement, or covered article exists.
I such instances, the executive agench shall Provid the PASC with relevant information conceming the source o
|covered artice. ncluding
Mechanisms exist o train personnel i thelr Incident response rales and o Provide Incident response training to system
responsibilties [isers consstent with assigned roles and
terprises should ensure tht criieal suppliersar ncuded n Incidnt respanse training, Enterprsesshould responsibil
g require their prime contractors to implement this control and flow down this requirement to relevant s . ' 1. Within [Assignment: organization-defined time
12 Incident Response Training| C o7 Departments and agencies should refor to Appendix F to implement this guidance i accordance with Functional Intersects With | Incident Response Training|  IRO-05 s Iperiod] of assuming an incident response role or
Executive Order 14028, Improving the Nation's Cybersecurity responsibiity or acquiring system access:
Vihen required by system changes; and
d 1
fochanisms exit £ formaly Test InCident response capabiites thraugh 5t the effectiveness of the incident respons
realstic exercises to determine the operational effectiveness of those. [capabilty for the system [Assignment; organization-
[capabiltes. ldefined frequency] using the following tests
”3 Incident Response Testing [Enterprises should ensure that critcal suppliers are included in and/or provided with incident response testing Functional Intersects With | Incident Response Testing|  1R0-06 s [Assignment: organization-defined tests]
Fecharime oxst o covr et on e Randing capaby for
(1) preparati incidents that is consistent with the
lsuspected cybersecurity supply chain events that may trigger an organization's C-SCRM incident handiing 2) Autamatcd ‘event detection or manual incident report intake: Fesponse pianand rclues reparation. dtection
R4 Incident Handling  [processes. Refer to Appendix G: Task 3.4 for examples of supply chain events. C-SCRM-specific supplemental Functional Equal Incident Handling RO-02  |(3) Anal 10 Jond analyss. containment, eradication, and
lauidance is provided in control enhancements. (@) contsnment
|(5) Eradication; and h Ceurdmam incident. handhng activities with
|(6) Recovery. (on\mgemy planning activities
oncatt lossant lsatned from anaoing incident]
Fiechaniams exist t Implement and govern an insider threat program: fmplement an incient randing capabily for
incidents involving insider t
[This enhancement helps imit exposure of the C-SCRM information systems, networks, and processes to insider
y IncidentHanding | nsider [t Enterorses Should ensure tat nsder (reat ncident handing capabies accountforth potentiol o tion. ntersects with | 1nsider Threat Response y
1R-4(6) Threats linsider threats associated with suppliers, developers, system integrators, external system service providers, anc Functional Intersects With Capability 1RO-02:2 s
iner T/ rrated Semice rOVIrs. porsonne i Secess 10 ICTIOT Syetere wihi the sukherboion boumdary.
Wiechaniams exist t Implement and Govern an Tnsider threat program [Coordinate an cident handig capabilty Tor
insider threats that includes the following
Incident Handing | nsider This enhancement helps imit the exposure of C:SCRM information systems, networks, and processes o nsider Insider Threat Response [organiz tities
1R-4(7) hrests. Enterpises should ensure that insider threat coorcination ncluds supplers: develapers, system Functional Intersects With P 1RO-02.2 5 efined entities]
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NIST SP 800-161 R1 Supplemental C-SCRM Guidance

providers, oher [CTIOT-related srvice providers, and any relevant interagency bodies to facilitate ommuricaions
incident response; root cause, and corrective actions. Enterprises should securely share information throl
Jcoordinated set of personnel n key roles o allow fo 3 more comprenensive ncident handling approacr. Sele((mg

NIST SP 800-161 R1

SCF Control

“Third-Party Incident

SCF #

Secure Controls Framework (SCF)
ntrol Description
[Mechanisms exist to ensure response/recovery planning and testing are
|conducted with critical suppliers/providers.
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[Coordinate incident handling activities involving
lsupply chain events with other organizations
involved in the supply chain,

1R-4(10) Incident Handing | Supply S ppiiers, developers, system integrators, external system service providers, and other ICT/OT. Functional Intersects With | Response & Recover TeM11 s
praviers with mture copaiis for sprtng suplychan ¢ybrsecity mmm anding & mportnt for Capabilties
exposure to cybersecurity risks throughout the supply chain. If transparency for incident handiing is
limited due £ the nature of the relationship, define a set of acLeptable critria n the agreement (¢.g. contract. A
[providers, other ICT/OT-related service providers, and any relevant interagency bodies to Tacilitate cammum(auor\s‘ IMechanisms exist to provide cybersecurity and data protection incident [Coordinate incident handling activities involving
incident response, root cause, and corrective actions. Enterprises should securely share information throu [information to the provider of the Technology Assets, Applications and/or fsupply chain events with other organizations
. a ¢ Hondling | Suppy [COOTANated set of persomnel i key roes to aliow for a mr nsive incident handliing approach Sele(!mg [Services (TAAS) and other organizations involved in the supply chain for TAAS iinvolved in the supply chain.
R0 ncgent Handling | Supply 101 Gevelapre,systam Itedrators. xtorl ystam sarvice rovider. and ather ICTIOTTelted service Functional | Itersects With | supply Chai Cooraination| Ro-10.4 /9ted o the ncident. s
providers with mature capabilties or supporting supply chain cybersecuriy incident handiing is important for
educing exposure to cybersecuriy risks throughout the supply chain. I transparency for incident handiing is
limited due to the nature of the relationship, define a set of acceptable crteria in the agreement (e.g., contract). A
Fiechanisms existto establh an interated tearm of cybersecurty, T and Estabish and maintain an integrated incdent
business function representatives that are capable of addressing cybersecurity response team that can be deployed to any location
ncident Handing | | A1 €nterprise should nclude a forensics team ancior capabilty as part of an integrated ncident response tean for nteorated Securty and data protection incident response operations. identified by the organization in [Assignment:
IR4(11) egrated Incident | epresentation 2 weil o6 cupplers, developers, Systom mtcarators, oxenna) ystem serice| | Fonctiona! Equal Incident Respanse Team | IR0-07 10 foroanization-defined time period]
e Team |providers, and other ICT/OT-related service providers. (ISIRT)
Fiechaniams exist t document, moritor and report The STatus of cybersecurlty [Frack and document cidents
d data protection incidents to internal stakeholders ai the way through the
o .  svoples et o . s , resolution of the incident.
. ing[Enterprises shoud ensure that agreements with suppliers include requirements to track and document ncidents, . ituational Awareness For y
RS Incident Monitoring ~ ECterPrises should ensure that ag Functional Equal il Aviare 1RO-09 10
echanims Sxst o el eport nedents o SppIcane [&- Requre personnel o report suspected Incidents
(1) Internal stakeholder [to the organizational incident response capability
(2) Affected chents & thid-parties; and lwithin [Assignment: organization.defined time
Incident Stakeholder |(3) Regulatory authorities. lperiod)
R Incident Reporting [C-SCRM-specific supplemental guidance provided in control enhancement IR-6 (3 Functional Intersects With 1RO-10, s
porting pecific supp 9 o [E) . Report ncident information to [Assignment:
lorganization-defined authorities!.
Wiechanisms exist o maintaln Incident response Contacts with apicable o~ Require personnel o report suspected Incidents
reguiatory and law enforcement agencies o the organizational incident response capabilty
|within [Assignment: organization-defined time
Regulatory & Law eriod]; and
R6 Incident Reporting |C-SCRMspecific supplemental guidance provided in control enhancement IR-6 (3 Functional Intersects With RO-14 s b
porting P PP 9 P . Enforcement Contacts lb. Report incident information to [Assignment:
lorganization-defined authorities|.
Fiechaniams exist to [dentlly and document appropriate contacts with relevant [o- Require personnel to report suspected Incidents
Iaw enforcement and reguiatory bodies. o the organizational incident response capabilty
lwithin (Assignment: organization-defined tme.
IR-6 Incident Reporting |C-SCRM-specific supplemental guidance provided in control enhancement IR-6 (3). Functional Intersects With | Contacts With Authorities GOV-06 5 [period]; and
Report incident information to [Assignment
lorganization-defined authorities].
[Mechanisms exist to provide cybersecurity and data protection incident [Provide incident information to the provider of the
[communications of security incident information from the enterprise to suppliers, developers, system integrators,
(Communications of security nident nformation fom the enterpriseto supplers, developers, systen pml:(m e Intormabon to e broider of e Techmolngy Assets, Anpicanons anor orodics o sepuice and ot organioations folved
emerriseshouldensre ot information is reviewed and approved for sening based on ts agreements i Services (TAAS) and other organizations nvolved in the supply chain for TAAS in the supply chain or supply chain governance for
R6(3) Incident Reporting | Supply 80 eSS % Ceavant imieragancy botics. Ay escaldtion of o owcepton rom i eporing should b ciearly | Functional Intersects With | Supply Chain Coordination| 1R0-10.4 [elated to the incident. s [systemsor system components related to the
|defined in the agreement ‘The enterprise should ensure that incident reporting data is adequately protected for incident.
transmission and recelved by approved individuals only. Enterprises should require theirprime contractors to
implement this control and flow down this requirement to relevant sub.tier cantractors
Wiechaniams exist t provide Incident response advice and sssistance to users Frovide an Tncident respanse support resouce,
Jof Technology Assets, Applications andor Services (TAAS) for the handiing and integral to the organizational incident response
reporting of actual and potential cybersecurity and data protection incidents. apaoiy, hr ofrsadvie and ssistorce o users
IR-7 Incident Respanse |C-SCRM-specific supplemental guidance provided in control enhancement IR-7 (2). Functional Equal Incident Reporting IRO-11 10 tem for the handling and reporting
‘Assistance ‘Assistance Incidents.
Wiechaniams exist o establish a direct, cooperative relationship between the (o B 2 drect cooperatve eatonsy
Jorganization's incident response capability and external service providers. een it incident response capabil
Inidentfespanse [The enterprise:s agreemants it prime contractorsshould spcly thcondilons under which 2 goverment. oordination With Externall Cxtmal proiaers o yskem protecion capabiy
IR7(2) Assistance | Coordination [approved or -designated third party wt available or may be required to provide assistance with incident Functional Equal i 1RO-11.2 10 fand
With External Provigers . [€sponse, as well 35 the rle and rasponsibily of tnt third party. B ) ertyoganzatioat ncidntresporse team
Wiechanisms ex/t to maintain and make avallable 3 current and viable Incident| /2 Develop an incdent response plan that:
[Response Plan (IRP) to all stakeholders, 1. Provides the organization with a roadmap for
Ercerprises shoud coorinte develop andimplment an et esprse pla ot rcluces nformaton sharng impjementing s ncdent response capavity:
. Incident Response plan_esponsibilties with crtical suppiiers and, in a federal context, ineragency partners and the FASC. Enter Functiona! vt Incident Response Plan | 100 00 10 [2Descibeste ructure and rgoizadon of e
P lshould require their prime contractors to implement this control and flow down this requirement to Felevant sub-tier| a (IRP) incident response capabi
lcontractors. Frowdes & o oveapproach for how the
incident response capabilty its nto the overall
Fiechaniams exist o respond to sensitve/reguiated data spils Respond to information spiTs by
[The supply chain is vinerable to information spillage. The enterprise should include supply chain-related o Asiging hcsigament. organiztion-defined
formation sl s formotion g resporse lan. T moy reuire coodintion i uppiers, dvelapers, personnel or roles] with responsibity for
o Information Spillage [system integrators, external system service providers, and other ICT/OT-related service providers. The details Functiona! tersects witn |Sensitive / Regulated Data| 0 S etponding to nformation <l
o i Contaimaion s 1 be Lorducied Should be ncuded i he agrecmen (&5, controct. Enterprises shoud Spill Response 5 aentifying the specifc Information invaved in
require thelr prime contractors to implement this control and flow down ths requirément to elevant sub-tier <ystem contamination
lcontractors e Airting hsTgnment:arganzaton dened
ersonnel or ol rmation soill usina 2
Mechansms exist o formally as5Ion personnel or fles with respansiblty for Resaond to mtarmation spils by
supply chain is vulnerable to information spillage. The enterprise should include supply chain-related responding to sensitivereguiated data spills o Acsaning [xsignment, organiaton-definco
ormmaton epis I lormekon soitage rsponee plan Ths oy requre Costeimatom i appiiers deveioprs personnl o et i respansiity
o Information Spillage [system integrators, external system sen s o atner IO rlated servic proiders. The etals of Functional tersects with | Sensitive / Regulated Datal 20 1o s responing t formatn il
Response o i contaimaion s 16 be Londucied should be ncued m 16 agreomon (.5, contract. Enterpises shoutd Spill Responsible Personnel . dantitying the specific Information involved i
equire thei prime contractors t implement tis control and flow down i requirement & elevant sub.tier the system contamnation;
lcontractors. . Alerting (Assignment: organization-defined
ersonnel or role farmation snill sina 2
upgrades, patches, the frequency of replacement parts, and other aspects of syster lechanisms exist to develop, disseminate, review & update procedures to’ 2. Develop, document, and disseminate to
Maintenance policies should be defined for both the system and the network. The maintenance policy should reflect [facilitate the implementation of maintenance controls across the enterprise. l[Assignment: organization-defined personnel or
lcontrols based on a risk assessment (including criticalty analysis), such as remote access, the roles and attributes Foles
g Jof maintenance personnel who have access. s, duration of the contract, the ogistical path 1 (Selection (one or more): Organization-level;
MAL Policy and Procedures |, method used for updates or maintenance, and monitoring and audit mechanisms. The maintenance policy Functional Subset Of Maintenance Operations | MNT-01 o [Mission/business process-level; System-level]
Jshould state which tools are explcily ailowed of not allowed. For example. In the case of software maintenance, maintenance policy that
Jhe contract should state the source code, test cases, and other item accessibilty needed to maintain a system or (o) Adiressespurpose,scope, roles, resporsiviites,
lcomponents -
iarades, patches. Ehe Treguency TeplacemEnt parts, 3nd Oter 3EpEcts of System Wiechaniams exist to require maintenance personna to notfy affected Beveiop, document. and disseminate to
iainienah<o polies soul bedefned for bt e sy and th networ. The mainenance plcy shod et stakenolders when remote, non-local maintenance is planned (e.q., date/time). Assignment: organization-denned personnel o
[controls based on & risk assessment (including criticalty analysis), such as remote access, the roles and attributes roes)
g Jof maintenance personnel who have access, the frequency of updates, duration of the cortract,the logistical path . Remote Maintenance y 1 [Selection (one or more): Organization-evel;
MAL Policy and Procedures  |a§ method used for updates or maintenance, and monitoring and audit mechanisms, The maintenance policy Functional Intersects With Notifications. MINT-05.2 ® Mission/business process.ievel System-evell
Jshould state which tools are explicily allowed or not allowed. For example, in the case of software maintenance, maintenance policy th
e contract should state the scurce code, test cases, and other tem accessbily needed o maintain  system or (2) Addresses puvnose 5cane, roles, responsibilties,
lcomponents rdination amana
Tipgrades, patches. T TepACEENt paFts, 3nd OTeF AEPECts oF SyStem Fiechaniams exist o audTt remote, non-ocal mamtenance and diagnostic B eveiop, document. and SIseminate 1o
IMaintenance policies should be defined for both the system and the network. The maintenance policy should reflect lsessions, as well as review the maintenance action performed during remote. [Assignment: organization-defined personnel or
lcontrols based on a isk assessment (including critcality analysis). such as remote access, th roles and attributes maintenance sessions. roles
o res |5 mantenance persomnel wno have acess, the requency ofupdates, duraron of the contract, e logistical path ction. ntersects Wi Auditing Remote 1 (Selection (one o morel: Organization-fevel;
MAL Policy and Procedures |4 method used for updates or mainte itoring and audit mechanisms. The maintenance policy Functional Intersects With Maintenance MNT-05.1 s [Mission/business process-level; System-level]
houla state wnich tools are explcity allowed of not allowed For examy o Case of software maintenance, maintenance policy that
fthe contract should state the source code, test cases, and other item accessibiity needed to maintain a system or () Addresses Durpose scope. roles,responsiiitie,
companents ardination amona
e Trequency of EpTacament parts, 5rd e 35pacEs o 5 echansms exist o review the Securly, Complance & ResTience Progra B evciop, dosument. and desemnats to
intenanee poliies ahold be dePncd Tor bom 1 coitem and the nemwork. Tne maintenance polcy should renect (SCRP. incliding pollcies, Standaras and procedures, ot planned mtereets or I [Ass\gnmenl Grganization-defined personnel or
lcontrols base: assessment (ncludingcricalty analyss),such a remare access, th roles and atrbures periodic Review & Update Bigifcant canges occr t enure e continuing Sutabity. adeauacy and
at iy and Procedures |9 AIMEaNCe personnel ho have accese, th feduency of updates, duralion of the Conract, he 091SIEal Pt | unciona ntersects with | L ndicReview & Update | o3 |efectiven S - Fetiection (one or more): Organization-evel;
ond method used o Updates o maitenance. and monoring and aud mecharisms. The mainenance security, Compliancs Mission/business process-level; System-level]
Ishould state which tools are explicitly allowed or not allowed. For example, in the case of software maintenance, 9 Imaintenance policy that:
e Coriract ol e the source Fadertea cases, and other o BCeciaiiy reeded t Mt 5 Syesom or (8) Addresses purpose, scope, roles, responsibilities,
o Iment. conrcination amon
iparades. patces. The Trequency of FTEeance, Feplacement T JroTEr SR oTsysEn Fechanine exst o SsGIE, maran and deseninate poTces sndaras [ Develop, document. and disseminate to
Maintenance policies should be defined for both the system and the enance poly shoud relct and procedur ure, compliant and [issignment:organiztan-ieined personne o
Contrai bacedon & ok a4seasment (ncluding E1caly analyas). Such 50 omere aecese, he 1oes i otsioates publishing Securiy, st
. n Jof maintenance personnel who have access, the frequency of pdates, duration o the coriract, " the ogistical path nter o, il " R Fstecton (ane or more): Organiztionfever
MAL Policy and Procedures  fond method used for updates or maintenancs oring and audit mechanisms. The maintenance poiicy Functional Intersects With | Complance & meanc < | 5OV0? ® ission/business process-level; System-level]
hould state which toois are explcity allowed of not allowed. For example, in the case of saftware maintenance, maintenance policy that
Jhe contract should state the source code, test cases, and other item accessibiity needed to maintain a system or (2) Addresses purpose, scope, roles, responsibilites,
i iment. coorcination amona
iechanisms exist to conduct controlled maintenance scivites Ehroughout tve 2 Schedule, document, and review recorgs of
lfecycle of the Technology Asset, Application and/or Service (TAAS) maintenance, repair, and replacement on system
lcompanents in accordance with manufacturer or
a2 Controlled Maintenance |C-SCRM specific supplemental guidance is provided in control enhancement MA-2 (2) Functional Equal Controlled Maintenance | MNT-02 ey ons endfororganizafonal
pprove and monitor al maintenance activiies,
[whether performed on site or remotely and whether
e suet : :
[Rutomated mechanfsms exiat to schedule, conduct and document (o) Schedtiecondicl and document mainenance
Enterprises should ensure that all automated maintenance activties or supply chain systems and networks are maintenance and repairs. repair, and replacement actions for the system
Controtedaintenance | conrled and managed accoring o the mainenance polcy. Examples of somoted mantenance oeiies con Automated Haints i {Aesignment: organization defned automated
A2(2) Automated Maintenance. nélude COTS produet patch Updates, call ome features with fafre notication feedback, tc. Managing thes Functional qual utomated Maintenance | .oz 1 10 fechanismsl;and o
Actvities ities may Tequlre establisning staging processes with appropriate SUpROTHIng mecharisms t provide veting or o Poduce up: %o ot accurste ond complte
[fitering as appropriate. Staging processes may be especially important for critical systems and components. records of all maintenance, repair, and replacement
9 Pprop 9ing pr Y P y imp Vs P [actions requested, scheduled, in process, and
moletes
oitenance tols e considered part of e supplychain.They olso hove  supply chin f thlrown. CSCRM Fiechaniams exist t control and monftor the Use of system mantenance toors o Adprove. contral and montor e useof sstem
lshould be integrater cquires or upgrad ol (.g., an update to the [maintenance tools;
iovelopment aruironment or tosting oo Includng duing the Seection. ordering, Strege, and magration of the b Review ey spproved system mntenance
MA-3 Maintenance Tools Imaintenance tool. The enterprise shuu\d perform continuous review ar roval of maintenance tools, m:\udmg Functional Intersects With Maintenance Tools MNT-04 5 [tools [Assignment: organization-defined frequency].
aintenance tools in Use by external service providers. The enterprise should also integrate C-SCRM w
[Evatiating repiacament pars fo maimtanance (ool This contol may be performed at oot Lavel 2 and Lovel 3.
epending on how an agency handles the acquiition, operations, and oversight of maintenance tools
Wiechaniams exist t Inspect matenance tools carried Into 3 Faciiy by fspect the maimtenance fools used by mamtenance
maintenance personnel for improper or unauthorized modifications. personnel for mproper or unautharized
e enterprise should deploy acceptance testing toverly tht the maintenance tols o the (T supply chain modifications.
§ Maintenance Tools | [Infrastructure are as expected. Mantenance tools should be authorized with appropriate paperviork, verified as y
Ma-3(1) Inspect Tools. [claimed through initial verification, and tested Vov vulnerabilities, aleocna(e security configurations, and stated Functional Equal Inspect Tools MNT-04.1 10
functionaiy.
Fecanims exst o check medla conarng Gagneat and et programs fr [Check media containing diagrostic and test
malicious code before the media are usex programs o malcous code before th med are
e enterprise shouldverity tht the mecia contining dagnostc and et pragrams tht suplers use onthe [isedin the syster
g Maintenance Tools | [enterprise’s information systs ates a5 expected and provides only required functions. The use of media . y
MA-3(2) Inspect Media Imaintenance tools should be cunsls(en( with the en(emnse 5 policies and procedure es and pre-approved. Enterprises| Functional Equal Inspect Media MNT-04.2 10
Jshould aiso ensure that the functionity does not exceed that which was agreed u
[eRain ks, Such 35 Fodcation. T TR o, AT e e T e iechanisms exist o prevent o Control e removal of squpment Undergoing Frevet e emowa o o erance caupment
loutside of the enterprise’s control. Systems and network maintenance tools can include an integrated development maintenance that containg organizational information lcontaining organizational information b
pararance o [T (09 st ooty s or CEC s ottt e ol sty (a) Veritying that there 1 o organizational
MA3(G) et Unautronced Jauthorize, track, and audit any removal of maintenance tools. Once systems and network taols are allowed access Functional Equal Prevent Unauthorized | o 10 information contined on the equipr
Jnauth an entérprise/information system, they should remain the property/asset of the system owner and tracked if a Removal ((b) Sanitizing or destroying the equipment;
removed and used elsewhere n the enterprise. ICT maintenance tools ither currently in use or in storage should (0 Retaining the equipment wnmm thefcity;or
ot be allowed to leave the enterprise’s premises untithey are properly vetted for removal (.., maintenance tool () Obtaining an exemption from
removal should not exceed in scope what was authorized for removal and shouid i accordance with o oot
[Fiechanisms exist to authorize, monitor and contral remote, mon-iocal I pprave snd manite nanlocal malntanante and
onocal malntenance may b provided by contracor personnel Appropriate rotections should be n pace to maintenance and diagnostic actviies [diagnostic activtes;
nage associated risks. Controls applied to ntermal maintenance personnel are appiied to any suppIers, - Allow the use of nonlocal maintenance and
MA-4 Nonlocal Maintenance developevs, system integrators, external system 5emce pro \d 5‘ and other ICT/OT-related service vovwd Functional Intersects With Remote Maintenance MNT-05 5 (diagnostic mﬂl‘i only as consistent with
Torming  Smilar maiftenance rols and enforced through Contractual agreements with their extetnal service forganizational policy and documented in the
e lsecurity plan for the system;
e Employ strong uthentcation i the
 nonlacal mainten:
[Mechanisms exist to require maintenance personnel to notify affected [a. Approve and mommr nonlocal mam(enan(e and
Nonocal maintenance may be provided by contractor personnel. Appropriate protections should be in place to jstakeholders when remote, non-ocal maintenance is planned (c.g.,date/time). liagnostic actvitie
Imanage associated risks. Controls applied to internal maintenance personnel are applied to any 5uDDI\ers‘ Remote. Mamtenan(e w the use of nanlo(a\ maintenance and
mas Norlocl MaintenanceGeelopers. st tegrator, extenal system seice proiders.ond ater (€T reaed erve providers Functional Intersects With ote Mai MNT-05.2 s |dagnostc ools ony as consistent with
Horming a silar maitenance role and enforced througn contractual agreements with their extemnal service janizational policy and documented in the
e lsecurity plan for the syst
c Employ strong autnentcation i e
1
Wiechaniams ex7st to audt remote, non Tocal mamtenance and diagnostic e apeave S e MR aaeonanEe 8T
oniocal maintenance may beprovide by cantractr personnel Appropriateprtectons shuid be i lace fo sessions, as well as review the maintenance action performed during remote [diagnostic activities
Imanage associated risks. Controls applied to internal maintenance personnel are applied to any suppliers, Auditing Remote sessions. [o Allow the use ofpﬂﬂ'O(a‘ maintenance and
MA-4 Nonlocal Maintenance develapers system integrators, external s, yslem Service providers, and other ICT/OT related Service providers Functional Intersects With 9 MNT-05.1 5 iagnostic tools only as consistent witl

orthing a Similar maintenance rols and entorced through conractual agreements with their extemnal service
Eeoviders,

Maintenance

organiationa poley and documente nthe
[security plan for the system:
A stmng authentcation i the
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FDE Nam Document Element (FDE) Description R v ) Secure Controls Framework (SCF)

Focal
NIST SP 800-161 R1 Supplemental C-SCRM Guidance Control Descripti
IMechanisms exist to require Technology Assets, Applications and/or Services (2) Require that nonlocal maintenance and

lproviders perform any nonlocal maintenance or diagnostic services on systems or system components, the

nterprise should ensure that: TARS) perorming remle, nonocal maitenarice anlor diagrosic sevices ldiagnostic services be performed from a system
Nonlocalalntenance | |- Appopriste measures are taken o veriy that the nolocalenvironment meets approprise secuty levels for Remote Maintenance implement a security (anammy comparable to the capability implemented on that implements a security capabilty comparable to
MA4(3) Comparable Security and |maintenance and diagnostics per agreements between the enterprise and vendor; Functional Equal e teeions's | wr.osis [ Sytem being seniced 10 [the capabilty implemented on the system being

Sanitization - Appropriat level of sanitizing ae completed to remove any enterprise-specificdata esiding n components; and Sanitization
- Appropriate diagnostics are completed to ensure that components are sanitized, preventing malicious insertion
i to rehurming i the enterprise system o supply chaih netwark, The anterprise should require Its pime

(o) Remove the component to be serviced from the
system priorto nonlocal maintenance or diagnostic
ru itize th ent (for

Mechanisms exist to maintain a current st of authorized mamtenance o Etablisha process for maintenance personnel
Maintenance personnel may be employed by supplirs, developers, system integrators, external system service Jorganizations or personnel o and maintn 3 st of autorized
roviders, or other ICT/OT-related Service providers. AS such, appropriate protections should be in place to manage maintenance organizations or person
A Maintenance Personnel [associated risks. The same controls applied to internal maintenance personnel should be applied to any contractor | Functional Equal Authorized Maintenance | .6 10 5 Veriy that no-ascorted petsonnel perorming
Personnel Imaintenance on the system possess the required

lpersonnel who performs a similar maintenance role and enforced through contractual agreements with thei

lexternal service providers. laccess authorizations; and

c,Designate organizational persannel with required
&

Techarirys vt o enaure T ks dssocted Wi mareenance persannel Ensure that:
[who do not have appropriate access authorizations, clearances or forma () Foreign nationals with appropriate security
[The vetting of foreign nationals with access to citical non-national security systems/services must take C-SCRM Maintenance personnel access approvals are appropriately mitigated. [clearances are used to conduct maintenance and
A Maintenance Fersonnel | [t account and be xtended fo al elevant contrator personnel nteriss shold specity i agreements any Functiona! tersects with | e Pesomnel | 061 5 isgnosic sctvices on s
oreign Nationals | [restrictions or vetting requirements that pertain to foreign nationals and flow the requirements down to relevant it Apprc ointly ow
[ubcontractors. Lmicd States ant foreion iiad govermments. or
lowned and operated solely by foreign allied
and
[are not available, it s preferred to acquire from authorized distributors. If an OEM or an authorized Sitibuiars ot [Mechanisms exist to obtain maintenance support and/or spare parts for [Bbtaln maintenance support andr spare pars for
puaavie, then s préterred to acqule from an unorzed recller, Enterprises shoud otain verfato [rechnology Assets, Applications and/or Services (TAAS) within a defined [Assignment: organization-defines
[whether the distributor or reseller is authorized. Where possibe, enterprises should use an authorize Recovery Time Objective (RTO) componerts] wiin (Assanment:orgonizaion
MAs Timely Maintenance dwsmhutar/dea\er approved lst. I the orly aiternative s to purchase ffom a non-autharized distrbutor o secondary | Funcional Equal Timely Maintenance |  MNT-03 10 [defined time period] of failure.
et, a risk assessment should be performed, including revisiting the (rm(ahly and threat analysis o\ ify
adﬂm nal risk mitigations to be used. For example, the enterprise should check the supply source for a history of
[Counterieits, inappropriate practices,or & chminal record. Sea Section 2 for clicality and inreat analysis detals.
iechaniams exist to securely conduct field mamtenance on geographically Resirict or pronibit fleld maintenance on
[deployed assets. {Assignment: organization-defined systems or
lsystem components] to [Assignment: organization.
g el Maintenance [Enterprises shouid use trusted facilties when additional rigor and quaity control checks are needed, if at al ’ y [defined trusted maintenance facites].
AT Field Maintenance loractical or possible. Trusted facilities should be on an approved list and have additional controls in place. Functional Equal Field Maintenance VINT-08 o
R et i s A oo A iechanisms exist o mantaln Situational awareness of the qualiy and [T specific NIST 600-T61 A1 control does not exist
reliabiity of systems and components. This information provides useful feedback to suppliers, developers, system reliabity of systems and companents through tracking maintenance activities i NIST 80053 RS
Itegrators, externa system sevie provides,and oer CTIOT.refted srvie providers o corective acton and component failure rates,
as Maintenance MONOTNg.|continuous improvement. In Levs Functional Equal Maintenance Monitoring | MNT-11 10
9 |agencies should track and Lommumca(e the failure rates to suppliers (OEM and/or an authorized distributor). The
fafre roes and the ses that can ndicatefalures, incusing rootcauses, should b dentied b on enerprise's
ltechnical personnel (e.g., devels opers, evel 3 to
A O iR i b A SIS s A S AT Wiechaniams exist o determine the Mean Time to Failure (MTTF) for system [T specific NIST 800-161 RI control dos not exist
reliability of systems and components. This information provides useful feedback to suppliers, developers, system [components in specific environments of operation. (in NIST 800-53 RS.
Maintenance Monitoring 110973107, eXternal system servce providers, and other ICT/OT.related sevice providers for cortective action and
wAs Malntenance MONOg |continuous improvement. In Level 2, agencies shouid track and communicate the failure rates to suppliers (OEM Functional Intersects With [Predictable Failure Analysis|  SEA-07 5
‘9 Jandjor an au(honzed distributor). The failure rates and the issues that can indicate failures, including root causes,
Houid be identified by an enterprise’s technical personnel (e.0. developers, administrators, or maintenanc
[engineers) in Leve\ 3and commum(a[ed to Level 2. These: mdw\dua\s are able to verify the problem and \den(lfy
iechanisms exist o review the Security, Compliance & Resiience Program [o- Develop, document. and disseminate to
|Various documents and information an a variety of physical and electronic media are disseminated throughout the (SCRP), including policies, standards and procedures, at planned intervals or if [Assignment: organization-defined personnel or
lsupply chain. This information may contain a variety of sensitive information and intellectual property from Periodic Review & Update significant changes occur to ensure their continuing sutability, adequacy and roles
we1 Policy and Procedures [suppliers, developers, system integrators, external System service providers, and other ICT/OT-related service Functional Intersects With | of Securiy, Compliance & |  GOV-03  [efectiveness. 5 1 [selection (one or more): Organization-level;
lproviders and should be appropriately protected. Media protection policies and procedures should also address Resilience Program ission/business process-level; System-level] media
JSupply chain concerns, including media in the enterprise's supply chain and throughour the protection policy tha
(o) Adresses pirpose, scope, roles respansiiies,
ccdination amono
Wiechaniams exist o Faciitate the implementation of data protection Controls veiop, Gocament. ant dimsemnats
Various cocuments and information ona varey of physical and slectrnic i are disseminated raughout the Mss‘anme"l rganizaion-deined personnelor
lsupply chain. This information may contain a variety of sensitive information and intellectual property f 2 o el
MpL Pallc and Procedures |Supplirs, eveibpere, oyatom Itedtators, xtennal fstom Service prowiders, and iher ICTIOT raorcd semvice Functional Subset Of Data Protection ocH0L 1o [ elcton (oneor more:Organizatonever
providers and should be appropracly prected: e potection olces ahd procedures should alo sddress isson/business processeve; System-level] media
Iy chain concerns, including mecla in the enterpri Iy chain and throughout the
lsupply chain concerns, including media in the enterprise’s supply chain and throughou (a) Addresses purpose, scope, roles, responsibilities,
ment. Eoarination amen
Fiechaniams exist t establish, maintain and disseminate policies, standards . Develop, document. and disseminate to
Narous docurents and normatio o  variey of skl an lectoic medi ar dseminted roughout he and pracedures necessary for secure, compliant and resilient capabilites. {Assignment: organization-defined personnel o
[supply chain. This. m!nrma\mn may ontain a variety of sensitive information and intellectual property fror Publishing Security, rolesl:
MP-1 Policy and Procedures. Sunvhsvs, developers, syste integrators, external system service providers, and other ICT/OT-related serw(e Functional Intersects With ‘Compliance & Resilience: GOvV-02 5 [L. [Selection (one or more): Organization-level;
iders and should be appmpr\ate\y protected. Media protection policies and procedures should also address Documentation I b " media
[EUpply chain concarns, including meaia in the enterprise’s supply chain and thrbughaut the SDLC. jprotection policy that:
(2) Addresses purpose, scope, roles, responsibiliies,
imhentcoardination amona
o o Frysically control and securely store
Media storage controls should include C-SCRM activities. Enterprises should specify and include in agreements (5 Pystcal oo anc securlystore gt and -t mecia ithin [Assignments organization-defined types of cigital
i angvsge e Sorag G emerts (€0 4ncto) o hl SOl Gevlohrs, e [controlled areas using organization-defined security measures; and Jand/or non-digital med\a] iin Assgnment:
P-4 Media Storage iintegrators, external system service pro and other ICT/OT-related service providers. The ente erpize should Functional Equal Media Storage DCH.06  |(2) Protect system media until the media are destroyed or Saniized using 10 lorganization-defined controlled areas; an
[require its prime contractors to wmplement (h\s control and flow down this requirement to relevant sub-ti |approved equipment, techniques and procedures. lb. Protect system méﬁ‘a types de""‘e“ in MP'“
e e Juntlthe media are destroyed or sanitized using
lapproved equipment, techniques, and procedures.
iechanisms ex/st o protect and control digital and non- gl media during & Protect and control [Assignment: organzation-
Jransport outside of controlled areas using appropriate security measures. ldefined types of system medial during transport

he enterprise should incorporate C-SCRM activities when media is transported by enterprise or non-enter loutside of controlled areas using [Assignment:

Mp-s, Media Transport [personnel. Some of the techniques to rotac meia GLring tranaport and storage Inlude cyptographie tecnmaues | Functional Equal Media Transportation DCH-07 10 [organization-defined controls);
P B approved custodian services. o eree ¢ yereoree! “ a g b Haintain accountabity for system medi during

ftransport outside of controlled areas;
lc. Document activities associated with the transport

tom media- an
[T TeEs SO0 ey a0 e T ST e o o) e St ol o Fechansms ex/st o securely @spose of media When T o Tonger required, - Sanitize {Assionment: orgamzaton-efined
heir SUpplers, developers, system ntegrotors, oxtemal &ystem service providers, and o rlated zenice using formal procedures. 5ystem media pror o cisposal, relense out of
[rouI3ers, Mecia s daca trocghout S SDLC. Meck tavarem o FeSing I th scpply chait may origna organizational cantro,or reiease fo reuse. using
.+ [onywhere Icluding fom Supprs, developers. yste Intearstars, eXtenal ystar servce provijers.and other e a0 Assignment, organization defined sanitization
MP-6. Media Sanitizatio ICT/OT-related service providers. It can be new, refurbished, or reused. Media sanitization is critical to ensuring that Functional Intersects With Physical Media Disposal beH-08 s techmques and procedures] d
formation s emoved before the media 5 uSed, reused, of discarded. For media that Contain pivacy or other b Employ sanitization mechanisms with the
seniive nformation (e CU the enterprise should reqir s prime contractars o implement this cotrl n engin 0 nteonty commencurate wih the
o down s equiremért o rleuantsubter oniractors ecuty cateaory or Lsssiicarian o
el Pl I mohSaroe e o g contracting Tanguage] Tredia SarZaTon s Tor Wiechanisms exist fo saniie system media With The strength and Tiegry e Sinse TRedgrimant organgatin ceined
her Suppilrs, developers,system integrators, external System service providers, and other ICT/OT-related service [commansurate with the classfication or sensiiity of the inormation pior to System medil pror o clsposal release out of
WOV‘:GVS Mer‘l\ad\s u?ed lhroug‘houtéhs SDLC. Media traversing or residing in the supply chain may Drlgv\adts |disposal, release out of organizational control or release for reuse. organizational control, or release for reuse using
y 1o Sanitization _[3MVWhere, Incucing from Suppllers, developers, syster Inteqrators, external system service providers, and other et ’ o santzat . [Resignmer”argaizston defned aniiaton
MP6 Media Sanitization ICT/OT-related service providers. It can be new, refurbished, or reused. Media sanitization is critical to ensuring that Functional Intersects With | System Media Sanitization DeH-09 s (e(hmques and procedures); ar
Information s removed before the media is sed, reUsed, F dscarded. For media that contains privacy or ather Employ santvaton mechamms with the
Sensitive inormation (e.g. CUl). the enterprise should reduire s prime contractors to implement this tontral and Srengeh 5 Ity Commencurate wi she
oo down s requremert t evant s conrecors =+ laceiieation ol i
[Enterprises should specify and include in agreements (e.g., contracting language) media sanitization policies for [Mechanisms exist to facilitate the sanitization of Personal Data (PD). [a. Sanitize [Assignment: organization-defined
e S dovelopers yste ntgrators,exerna e sevceproviders, and ther (/0T rlaed zoce System media] pror o clsposal release out of
providers, Media 1 used throughout the SDLC. Media ravarsng ot resicing n tne supply chain may originate organizational cantro,or release fo feuse using
y Eryunere, Inluing o Supe 61, developers: ystem InaaTators, SXISTRa SYSta Sl Browiders anl other . Sanitzation of Personal . Caosignment o.gan.m.q" -defined sanitization
MP-6 Media sanitization ICT/OT-related service providers. It can be new, refurbished, or reused. Media sanitization is critical to ensuring that Functional Intersects With Data (PD) DeH-09.3 5 (echmques and procedures]; a
Information s removed before the media Js S, reused, or dscarded, For media that contains privacy o ather ploy sanitation mechanisrs with the
sensitve informaion (e.0., U1, the enterprise should recire s prime contractors to impiement this control and s(vength " ntegritycommensura wih ihe
o this requirement to elevant sub-tier contractors, i ey
Wechansms ex/st o estableh, maimtal and dssemate polcies, Standards - Develo, document. and dssemnate to
and procedures necessary or secure, compliant and resient capabiies Fisaignment: rganizston-demes personnel or
The enterprise should itegrate C-SCRM practices and requirements ino their own physical and environmental pubishing Securiy, roles
P Palicy and Procedures B enanméntal protectin polky shouil enoure hat tne pryeical nvertaces of he supply chm | Functional | Intersects Wit | Complance & Resilence | GOV-02 5 [isSionisusinces procesei °F§"§Z‘&?TQ§$T‘
lhave adequate protection and audit for such protection. Documentation Iphysical and environmental pro(ecuan policy tf
o) Adiresces purpose,scope, ol responuibilies,
oot amonn
arisis ex/st o Tacltate the operaton of physIcal and ervironmental i, dosiment_ and Gsseminate
rotection conrols. [Ass\gnmenl Organization-efined personnel or
“The enterprise should integrate C-SCRM practices and requirements into their own physical and environmental
) rotection polcy and procedures. The degree of protection s dearee of integration Physical & Environmental | .  Fesiecion ane or more): Organizationievel
PEL Policy and Procedures e physical and environmental protection policy should ensure that the physical interfaces of the supply chain Functional Subset Of Protections. PES01 0 [Mission/business process-level; System-level]
have adequate protection and audi forsuch protection hysical and enironmenta protection polcy tht
Fay Adaresses purpose, scope, 016, responaibiltes,
iohent coortinstion aman
echaniams exit to eview the Security, Compliance & ResTience Pragram - evelop, document. and Gsseminate to
(SCRP) including paliies, standars and procedures, at pianned ntervals or licsignme: argamzton-eine personne o
e enterprise should ntegrate C-SCRM practces and requirements into their own physical and environmental perodic Review & Update Stgificant changes occur to ensare thelr Continuing sutabily. adequacy and s}
) " rtectonpley nd procedire he dedr o rteeonshul b cmmensrate win e degre of iegaton nter ‘! 03 |effectiveness.  Fstecton (ane or morel Opanzten vl
PE Policy and Procedures cal and environmental protection policy Snould ensur that the physical mterfaces of the supply chain Functional | Intersects With | of Securty, Compliance & | GOV-03 5 |Vissionibusiness process.lovel; Systemlevell
v Beate protecon and L o soch prevecton hveat and emvonmmental protecion peley thot
(2) Adresses purpose, scape, rals, responsibilies,
ihent conrdinatian amr
SRR EI bt et S I e PP NP Physical ccess Confrol mechansms exist o maintain 2 current It of - Bevelap, aporove, and raintan 2 Istof
information systems,or dota centers (e, sensfive ¢ S i dspeclly whatthe ot perionnel iz acces o orgaizaional e (xcept o those diduals with authorized access to th facity
Individual s permitted of not permited to do with regard o thel physical access (e, view, ater/cont ‘ oreas within the facity officially designated as publicly accessible). luhere the system resides;
pE2 Physical Access 0 g and the enterpiise should require & prime contractors to impiement ths contiol ana flow down this | Functional Equal Physical Access PES-02 10 - Issue authorization credentials for faciity access:
Authorizations Irequirement to velevanl sub-tier (on(racmvs Aulhoﬂzanon Iar nan !ederal emp\oyees shou\d follow an approved Authorizations [c: Review the access list detailing authorized facility
requrement o el  follow an approve [ccess by indviduals [Assianment, organization-
et to Sch authorsaton .9 IndwIoual Ut b cocorted By feders erplopee. MaNIGUS) mUSt be badged oo requencyl ang™
PhysTcal access control mechanTsms exit o authorize physical access to Iithonoe physical access o the faciity wher the
faciities basea on the position of rle of the indivdual. ystem resides based on positon or fol.
onyical Access | [ROE RS uthoriatons or physicl sccess hould nclude fdera e 5. agencydeparment employees) and -
) federal employees (e.g, supplers, Geveiopers, &ystem Integrators, external system service providers, and o . )
Pe2) Autharizatons | Access bY (TG rlated service roviders) When role based authorzetion s sed. he e and evelofaccess aiowed or | Functonal Faual - [Role-Based Physical Access|  PES-02.1 10
at role or position must be pre-estabiished and documented
PP cz22E ol S T T 7GsGt Sy FhysTcal access control mechansms eX/st o enforce physIcal 3ccess - Enforce physTcal access authorizations ot
Vetting process based on enterprise-defined requirements and polcy shouid be In place pior ta granting access to outnorzations for all physical access pornts (including designated entry/exi [issignment; organization defined entry and exit
Ehe sUpply chai Inirasiructure and any reievant elements. ACCss estabishment, mainténance, and revocation Point) o faclties (excluding those areas within the facity oficially poin to the focity where the system fesides] by
ves oyl Acces Cortrol [FTOCS388 SMoul] GG et accec control polcy o The peed frevocaton for Suppiors, developer, Functional | Intersects With | Physicol Access Control |  pes.03  [oesignated as publicy accessibie) 5 [1-Veritying individual access authorizations before
i cgrator, xtemal Sy Servic prowers, 3 iner ICTIOT el Sence provers who e acess laranting access o the facity
o pryscl el and data Centers e or external service houd be 5. Controling ingress and egress to the fcilty using
naged n accordance with the actties performed ey comocs, Promptrevecation's e when et iSelection (one or more): (Assignment: organization-
ndividuslor enterorise need no langer exi ofined ohvalcal access contral usten
PPy SEces onll s i T ctorce e scces ol Erfoice physical sccess suthorizations o th
s oSl eguted dat, n Sdin o (e s scces ontas system n additon to the physical access controls
prysica accesscotrols shula e oxtendad o contracor personnl. Ay contractor resouces St rod servies For the raciiny. For the faciy at (Assignment. organization-defined
) Pyl ccees Cont | ot iyl acces o e Sy han sl ond oy ettt st acher 0 ocess y sl Spaces contaning ane o comanent
PE3(1) Access [controls. Policies and procedures should be consistent with those applied to emmnyee Dersonne\ with similar levels Functional Equal Access To Critical Systems | PES-03.4 0 [of the system].
of physica access.
FhysTcal access control mechanss EX/t o enforce physIcal 3ccess Perform security checks ASSIgnment: orgamizaton-
puthorztons forall hysclscces ponts(cladng desonatedentyext efined frequency]at the physical perimeter of the
[When determining the extent, frequency, and/or randomness of security checks of facilities, enterprises should lpoints) to facilities (excluding those areas within the facility officially [facility or system for exfiltration of information or
) Physical Access Control | [accoun fo extllratin risks that resul fom covert Stening devices. Such devices may nclude wirtaps, oving . o3 |designated as publicly accessible) emovalof system components
PE3(2) Facility and Systems  |bugs, cell site simulators, and other eavesdropping technologies that can transfer sensitive information out of the Functional Intersects With Physical Access Control PES-03 5
lenterprise
iecharis ot patect bl Gevce o armperi Hrough epeeeg Frmploy TAssignment: organization-defined antr
Tmper proection i rtical o reducng cybersecurty sk nproduct. T enterprse shoua mplement valcatea [devicesreturning from locations tha the organization deems to b tamper technologies]to [Seiection {one or marel
Physical Acces Cotrl | famper potectonCechmques winin he supply cha,Fo crtca prodts. th eeroro snould reus ot .o 0 the dewe being commecieda i orgoniaten's s prevent syl amper o ateraion o
PE3(5) ral Tamperng. | [oeeias whetner and 10 WSk extent s Supalis Ras mplemented tamper protecsion mechanama. The ssseasment Functional Equal Mobile Device Tampering | MDM-04 10 (Assignment: organization-defined
Protection Imay also include whether and how such me(hamsms are reqmred and applied by the supplier's upstream supply [components] within the system.
lhain enties.
FhysTcal access control mechanTsms exit o monior for, Getect and respond 10 & WoriEor physTcal access to the Facility where the
ot wno prysicay access e enterprse o extema servie rovider's fcites, data centers nfomaton hysical securty ncidents System resides to detect and respond to physical
or physical assel(s) - including v the supply chain - may be employec by the enterprise.s employees, on-ste or ecurity incdents;
. Femotaly 1gated contractors, vIokars, oy AT beFtis (69 maln enancs personnel et contyocs Wik he . o Review physical access logs [Assignment
PES Monitoring Physical Access|contractor enterpri: n individual affiliated with an enterprise in the upstream supply chain. The enterprise Functional Equal Monitoring Physical Access PES-05 10 |organization-defined frequency] and upon
[should monitor these individuals’ activities to reduce cybersecurity risks throughout the supply chain or require [occurrence of [Assignment: organization-defined
monitoring n sgreements. evrtsor poental cations f euens) and
ccinate cesule ol
Py secuty mechamms oxat o ote ot processng actes - Rithorze and Contro (ASSimment:oraansator
[This control enhancement reduces cybersecurity risks that arise during the physical delivery and removal of ffrom points such as delivery and loading areas and other points to avoi defined types of system components] entering and
ardware components from the enterprise’s information systems or supply chain. This includes transportation nauthorized access [exiting the facility
PE16 Deivery and Removal _[securiy, the valdationof detered component, and th verifcation of saitzation procedures, s based Functional Equal Delivery & Removal PES-10 10 WAt recards of e sysem camponents
nsidarations nclude component mission crtcaity a5 well a5 the development, aperational of maintenance
env\ronmen( (e.g., classified integration and test laboratory).
PhysTcal secarty mechanisms ex(stto ilTze Spproprate managemert, & Determine and document The TASSgAment:
loperational and technical contrls at aternate work ites rgamzaton daned aemote vor ses lened

ffor use by em,

o cimploy the folawing controls at alternate work

fstes: [Assignment: organization-defined controls];

he effectiveness of controls at alternate

[work sites; and
Provid

[The enterprise should incorporate protections to guard against cybersecurity risks associated with enterprise
PE17 Aemate Work Site _femployees or contractor persomnel it o accessing the supply chah nfastructure using altenative work sies Functional Equal Alternate Work Site PES11 10
Tis can include third-party personnel who may also work from alternative worksi

far emplovees t
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PE-18

Location of System
mponer

IPhysical and environmental hazards or disruptions have an impact on the availability of products that are or will be
lacquired and physically transported to the enterprise’s locations. For example, enterprises should incorporate the

[Physical security mechanisms exist to locate system components within the
facility to minimize potential damage from physical and environmental hazards|
land to minimize the opportunity for unauthorized access.

Postion syster components within the facilty to

Iminimize potential damage from [Assignm
(organization-defined phvaical and emvifonmental

lhazards] and

unctional Intersects Wi Equipment Siting & . to minimize the opportunity fo

Imanufacturing, warehousing, or the distribution location of information system components that are critical for Funct ! Int ts With Protection PES12 s [unauthorized access.
[Sgency operations when planing fr aternatie supples or tese cormponents
lcomponents. [rznsparfed between entities across the SL;pply chain, between protected areas, or in storage awaiting [Physical security mechanisms exist to employ asset location technologies that Employ [Assignment: organization-defined asset
mplementation, cesting, maintenance, or dsposal. MeChocs incue RFID, gl Signatures, o bockehans. These sk and montor the lcaton and movement oforganiaton-defincd aszts Jocaton technologies]to rack and mantor the
e e wiin organization-defined controlled areas.

re20 AssetMonitoring and | *L8 0 0% onent for counterfet replacement; Functional aual AssetMonitoringand | peg 1 1o [roematon et asectt i asignmen
9 Ib. The loss of conﬁdenhall(y integrity, or availability of the system or component function and data (including data 9 [organization-defined controlled areas].

Contained within the companent and data abot he componanty and
€ Interupting SUpBy chain and Iogsics processes fo cTRcal components. I additon to providing protection
e s A Y P e Rt o S Fechart s T et e oot f omaton proceseoearage o i oo e o e oy e
|Continental United States [OCONUS]), physical protectians in place at one or more of the re\eventfamhues \m| on business requirements. svstem resides considering | physical ai
Imanagement ana control of such facities, snvonmental hazard potenia Thirg-party Processing, fenvronmental hazardsi and

PE-23 Facility Location ), and alternative facility locations. Enterprises should also assess whether the location manufa :turlng or Functional Intersects With Storage and Service TPM-04.4 5 [b. For existi mql x(\ \(lss cu:slder( e physnc‘a\ a:d
|distribution center could be influenced by geopolitical, economic, or other factors. For critical vendars or products, ations [environmental hazards in the organizational rish
lenterprises should specifically address any requirements or restrictions concerning the facility locations of the anagement strategy.

[Vendors (or heir upsrear supply chain prowiders n contracts and flow down this requirement t relvant sub-

ARt S S A AR AR Vi IS ST Wecharias ex1st o SStablh i SReTate processing S That provides ol the Tocation o S of the TacilEy where The
Continental United States [OCONUS]). physl(al protections in place at one or more of the relevant facilities, local [security measures equivalent to that of the primary site. [system ’55‘“? °°"5‘de”"9 physical and
Imanagement and controlof such facitis, &mvronmental hazard potental (e, locete fnvronmentalhazardsiand L

PE-23 Facility Location [zone), and alternative facility locations. Enlerpnses should also assess whether the location of a manufacturing or Functional Intersects With Alternate Processing Site BCD-09 5 For existing facilities, consider the physical an
[distribution center coul )y geopolitical, economic, or other factors. For critical vendors or products, [environmental hazards in the organizational risk
Jnterprises Shouid Specfically adaress any requirements o restictions concerning e facity locatons of the management srsteay.

Venors (or heir upsrear supply chain providers n contracts and flow down this requirement t relevant sub-

e A e b A A e P g ST RN Wechanisms exist t estabih a aternate sorage e Tt ncludes borh the - Pan the ocation o s of the acity where the
[Coniinent United States [GCONUSI) physica protecions n place at one o more of the relevant facltes local s i ncescry greements 0 pemt e siorage and recoversof st eides consring oy and
Imanagement and control of such facilities, environmental hazard potential (e.g., located in a high-risk seismic [system backup information. [environmental

PE-23 Facility Location fzone), and \lemalwe 'ammy locations. Enterpnsss should also assess whether the location of a mar\ufa(turlng or Functional Intersects With Alternate Storage Site BCD-08 5 lb- For e““"t'gl ’3("‘”95 ‘“';‘5'“” the P:V““a‘ EL‘“
[distribution cent luence political, economic, or other factors. For critical vendors or products, [environmental '@ organizational risk
enterprises shou\d SDe:m:aHy address any requ\remen(s or restrictions concerning the facility \nca(mns m the management S"ﬂlEQY
Vendors or heir upsrear supply chain providers) n contracts and flow down this requirement t relevant sub-

uppliers. Factors may include geographic location (e.9., Continental Uiied Saies [CONUS).Outsige the [Mechanisms exist to dstribute processing and storage across multple physical [ Plan ihe location ot ite of he facilty where the
[Continental United States [OCONUS]), physical protections in place ore of the relevant facilities, local He e)r/vv\ronmer‘\[al azar‘ s”ar? Pphysi
management ana controlof such Tac es, cnvironmenta azard potentl (6.6, ocate i a igh 5K sesmic trboted Processin :

ve2s Faclty Location |zone) and altarhaive faciity locatins. Evterpriscs Should alsp sssess whether e ocation of s manufactoningor |  Functional |  Intersects witn | DISibuted Processing & | g1 5 b Forexistig faciites, consider the physical and
|distribution center could be influenced by geopolitical, economic, or ot factors. For critical vendors or products, 9 environmental hazards in the organizational risk
fenterprises should specifically address any requirements or restrictions concerning the facility locations of the [management strategy.
|vendors (or their upslream ‘supply chain providers) in contracts and flow down this requirement to relevant sub-

e T o e o e o o ey S e S PRy sty mechaas ot oo s Componens Wi o Pan the ocation o s of the facity whers the
ContimenialUnied Sttes (OCONUSIY hysicol protecons 0 pace ot on r mor ot eeuan aclies, oca Faciity to minimize potental damage forh phyeica and énvronmental hasards Sistem resides considering pnysica and
management and contrl of such faCiies, &nvionmental hadard potenial (9. locsted I a . Csitng & o minimize the opportunity for unauthorized access. [environmental

vz Faclity Locaton[znalandShamatv acity cains, 1t e Snoul 3 sckss hlh neocton o3 manachnngor | Functonal | Irsects | EAgment Sng res12 s b Forexsing falites. onside the physical and
|distribution center could be influenced by geopolitical, economic, or other factors. For critical v rs or products, [environmental hazi the organizational risk
lenterprises should specifically address any \ts o restrictions concerning the facility locations of Imanagement strateqy
Vendors or heir upsrearh supply chain providers n contracts and flow down this requirement t relevant sub-

g e e Y PR ecarEe o0 o et v af Pyl and ervrarmant - e Tocaton o S o e Ty e e
Continental United States [OCONUS]), physical protections in relevant facilities, local [protection control gf'\i’)‘r‘\rrrve:r‘\tzlshm;sr‘d:”a":dp ysical and
Imanagement and control of such facilities, environmental hazard polennal (e g.‘ \o(a(ed m a high-risk seismic .

PE23 Facility Location  [zone), and alternative facility locations. Enterprises should also assess whether the location of a manfacturing or Functional Intersects with | PPYSical & Environmental | peg gy s - For existing faciltes, consider the physical and
|distribution center could b by geopolitical, econor factors. For critical vendors or products, [environmental hazard: e organizational risk
enterprises should specifically address any requirements or restrictions concerning the facility locations of the rat:

[endors or heir upsrear supply chain prowiders) n contracts and flow qown this requirement t relevant sub-
Wechariars ex1st o Tacilate the T permertation o FEsource Fanting evelop, docurmert, and ARSeTITate
[The security planning policy and procedures should integrate C-SCRM. This mcludes creating, disseminating, and |controls that provide a portfolio management approach to achieve security, rAsswgnmenl organization-defined pevsonnel or
updating he securty polcy.aperatonal plcy. an procedures or C-SCRM to shape acquiston or developmet Security, Compliance & |compliance and resilience objectives.
) &olow cratons, anl o systems, system nteiaces, and : y = Fstiection (ane or more): Organizationfevel:

L1 Paliy and Procedres |0l CE o ons: The C.SCAM poy and prociaures provie MU into and take Guidance rom the C.scam, | Functional Subsetof | Resllence rotection | PRM.01 10 s onousness process ever Sysiem fovel
[Strategy and Implementation Plan at Level 1 and the System Security Plan and C-SCRM plan at Level 3. In Level 3, % [planning policy that:
houre hat the full SOLC IS Covereq from the C.SCAM perspecive. oy Adoresses purpose, scape, ols, responsibiltes,

A pive
Wechanisms ex/s o aciate the Gentication and mplementaton of reevart] o aveiop, document, and dsseminate o
[ secuty laning pocy andprocedures shoul negrate C-SCRI,This cudescreating,dsseminating, and tatutory reguistory and contractual Contols. [issanment: organizston-defined personnel or
singthe ety Pl cperatont ply e o e scquisiion or develapment A
) < folowon operaion < o i Syt narace na Statutory, Regultory & . 2 Setecton (one or more): Organization-evel;
PLL Policy and Procedures  oryork connec(mns The C-SCRM policy and procedures pmvme inputs into and take guidance from the C-SCRI Functional Subset Of Contractual Compliance | CPL01 10 i
Siateay and mplamentation P 2t Level 1 and he-systom Secury Pan and ¢ SCRH plan ot Level .11 Lovel 3 g sty
e o he ol SOLC b covere from the C.SCRI perspecine e Adcrecses purpose, scope, roles, responsiilies,
fenant, i, amana
Wechanisms ex/st o aciTate the Tmplementation o Gored development amd S eikiop, document. and Gisemnate 1
[The security planning policy and procedures should integrate C-SCRM. This includes creating, disseminating, and a(qulsltmn strategies, contract tools and procurement methods to meet unique| [Assignment: organization-defined personnel or
bpising e Secrty olc,cpersionl bl 3nd procedre o C SCRM tshape e o devgaaant Siainess noecs roiee
i the falo operations, and o systems, system interiaces, and Technlogy Development 1 Selecton (one or more):Organization-evel;
PL1 Policy and Procedures an Functional Subset Of TDA-01 10 g
4 Inetwork connections. The C-SCRM policy and procedures provide inputs into and take guidance from th quisition M‘Ssmn,busmess process! level; System level]
Estagy o implemeatoPan 3 Lovl L a1 i Syt Scuny i 270 € S pla o v 2 Lol 2. bianring pol
ensure hat the full SDLC 15 covereq from the C.SCRM perspec ) rsses b, scope rles, esponsiies,
naton
Wecham S EX1SE o evlew the Securty, Cormplnes & Resiience Prograrm e areiop, document and GEsemAate o
It security planning poficy and procedures should ntegrate C-SCR. Tis ncludes creating, isseminating, and SCRP. inclucing plcis, tandaras and procecures.at planned nervarsor i fisgrmans crganiatan deines prsoml o
ipating th Secuny polcy, cpefaonal ol nd raceres for C-SCRM 1 Shap acqusbon o Gevelorent erioic Review & Update ianificant hanges occur o ensure cher Contining Sutabity, adequacy and
) e folow operations, and o Systern, ystem nteiaces, and y  eaiecion ane or more): Organizationievel

= Pl and rocedres e Toe C-SCAM pocy an pocCaures povide Iouts mto snd (ke auidance rom s c.ocam | Functonal | Intersecs Wit | of Secury, Complance & - Gov-03 * i roces vl yser v
Istrategy and Implementation Plan at Level 1 and the System Security Plan and C-SCRM plan at Level 3. In Level 3, 9 lplanning policy
hoire hat the ful SDLC 15 covereq from the C.SCAM perspecive. o Rsieses ursse sope rols respansiis

FTechanrs ext o SSBTah. maian and JEsemnare poTees Sondards B eueiop. document. and diseminate o
It security planning policy and procedures should ntegrate C-SCR, Ths ncludes creating, isserinating, and o procedures e, compiant and [hssanment: organizaton-dfined personnel or
Lpising e Secrty olc,cperabonal bl nd procdire o € SCAM  Shape e o devsonant pabliing Securty, o
R n follow-on operations, and ofsystems, system interfaces, and nter sy i » L. [Selection (one or more): Organization-level;

1 Policy and Procedures - |1ch, L Conncctions. The C-SCRM palcy and proceaures provide mputs into and ke gurdance from e . Functonal | Inersects With | Complance & Resience | GOv-02 P isonbusnes proces el ytemeve
Siatcoy and mptementation P ¢ Level 1 and he-Sy3tem Securky Pan and ¢ SR plan ot Level .11 Level 3 JommnG baley
Jensure hat the ful SDLC 15 covered from the C.SCRM perspecive ) Froses purpis,scoe. ol responiiis
oS CeveT T3t C-SCRM iy S CeveT T3 CeveT 7 T s T Termal Coormatr, e Griarrss Wechanisms ex/st o plan and coordinate Ifarmation Assurance Prograrm (APT S Baveion Socuriy andprvacy pian for e Syste
Eouid coorainate with supplers, Gevelopers, system integrators, xtemal system serice. providers and oiner sctiies with afected StakenoiGers before Conductng such acties m order fhat
ICT/OTrelated service poviders o develop and mantain heir SSP. For example, buling and operating 2 System tan / Coordinate with F reduce the potental mpact on operations 1. e consistent with the organization's enterprise

s System securiy and anifcant coordination and collaboration between the enterprise and system ntearator bersomel Sueh | punctonal | inersects with Coordnate Wi | o0 s e

Frvacy Pans. " [coordnation and collaboratin should s adaressed n he system ecury pian or tand-alons C.5CAM pan. These Organiz B Eaity e e constuent syt
bians shold aico consider that supplers or external service b customi lompont
ECiuirens requiremants. . s recormencded that SUppIcs, Hevelopers, SStem intagrators, axtemialsystemn senv BBt e operationlconent of th system n
;oicers. ondoinr (T ied serucs roudesy o dsuelon CSCAl pans s non e e Coniractr
B el achoT Poly ot Cover s and LV 5. s ST 10 heonel oo, 1 Snerpoe Wechanisms exist © generate autortative documentation (63, System 5 Bavelon secury and prvacy plans for T syatem
o coonats it suplrs. deveopers. ystam icgatrs external sytem sercebrovers. and oier Securty Pan (557) that i
TG retated svice provrs t eveiop and Mantain ieir S5 For exarpl, bulking and perating 2 System ropied Securty, i) et ey aehiscurland implemetationformation o i cope e consistntwith thearganizatin's entrrse
. Sytamsseuty ans g 2 Sonicant eniraton and coraboraton baeen she enterrse nd e ety pesormel S | runcuonat | ersocts witn|camAESSE | o0y [achnaony heoke picatons snare Sonrces AR s ichiect
Py Mans " oordnaion an colboralon ok b ad0eseed n th st Securty oo Stand-lons ¢S . These ompliance and Reslienc 3 Retects the currontsate f appled secuy, compliance and rsience 5 Bupicily define the constituent system
ans Should aiso consider that suppliers or extarnal ervce providers may o ba able o Custonize 1 Comrarson appcabis People, Bramomsas S ekiciogm. oo andlos it Comaanants
Scauirers requirements. It recommentie that SUpPITs. evelopers, SLem INegrators, extamal System service (PPTDFY ot re comtamt it e cyitem bountary: S Betrne ine operationalcontext of the system in
cuiders, and other CT/OTrelated SrVice oroviders alse develog C-SCAM plans fof o fceral (e, Contractor oo missorcal recarl o analed Speutie contiok. including change ocmas ot sl At himess i
P et Sfne ESCRI ol o (el 1 and v 1 o (o niema coordnaton, 1 SHerorcs THECHam S ExiSt 1 maintain netwok archectre disgrams dhat 1 Beveion secorty and prvacs plans for e syatem
Eoutd coordinate with supplers, evelopers, system integrators, extemal ystem serice pro rer (1) Contain soficent detai to asess the securty of e networkcs frat
IO reited service preuilers 1 deveiop &7d matain inelr 55s. For exarple, bulding and operang a system e 1 Are consistent with the organization's enterprise
- System Security and requres 2 Sgnicant coordination and collaboration between the enterprise and system itaarator persomel, uch | pu o | Network Diagrams & Data | g |19 Reftect the current architecture ofthe network environment; and 5 frchtocturer
Privacy Plans |coordination and collaboration should be addressed in the system security plan or stand-alone C-SCRM plan. These Flow Diagrams (DFDs) (3) Document all sensitive/regulated data flows. 2. Exp\l:\l\y define the constituent system
ans Should aiso consider that supplers or external service providers may ot be able o Custoriza tothe Compons
Scaurers requirements It s recommentd hat SuppIcrs. developer, yStem Itegrators, extemal system service B DESceheoperatiorcomxtf e system n
oviters, ant ciher ICT/OT related Service DYSVderS slso deveiop C.SCRM plans for non-fderal (.. contracton Ferors f missian and husne;
Cariara SXSt B TequIre Il STpIayees 3 Contactors 1 apply oD ond AoviGE 1 MGl reduirig
ybersecuriy and data protetion princpIes i their aaly work to enable Sccess to the system, the rules that descibe thir
It rues of behavior apply to contractor personnel and nternal agency personmel.Contractorenterprises are Secure, complant and restient capabiies Fesponsibiiies and expected benavior for
) v [ 6t el oo sl o s o s hous ) nformaion and system ussge, sscurty, and
L4 Rules of Behavior anted access to agency systems or data until they have acknowledged and demonstrated compliance with this| ~ Functional Intersects With | - Terms of Employment HRS-05 s lprivacy;
Cortol Failoe 1 meet e comrol o resut nShe remove o access for Sach sl b Recive a docurmented acknowedgment fom
Sich indviguals, ndicating that they pave reaf
Findorsiand.-ane e 16 abige st i
echanisms ex/st o Gef Scceptable and Unacceptable rules o behavior or B e b i L S
the uee of inciuaing Sehavir. Scces to the system, e rules tha desctibe their
IThe rules of behavior apply to contractor personnel and nternal agency personnel. Contractor enterprises are ecpomsies and Sxpectedenavior fo
) .+ responsile for nsring hat helr employee folow applcable s of ehavior. Indicua contractars Shoud not e o . Information and syster usage, sscurty, and
pLa Rules of Behavior ¢’ ranted access to agency systems or data until they have acknowledged and demonstrated compliance with this|  Unctional Intersects With Rules of Behavior HRS-05.1 5 lprivacy;
Contro.Failure o meet this Conto! can result nthe removalof access for s Indwidusls. B Recave a documented acknowledgrment fom
i ndvduas acatng that thy have ez
indersiang. and aatee it abise: i e
Wechansms exist o coEablh usage restrichions amd Fmpementation Gudance L EEEaETeR S prowi e o mdidusts reqs
For organizational technologies based on he potental 1 cause Garmage to occess to he sysiem, the rules tha desctibe thir
ITe rues of behavior apply to contractor personnel and nternal agency personmel. Contractor enterprises are Technology Assets, Appications and/or Senvices (TAAS).if 45ed malicousy Fesponsibilties and expected behaviorfor

- Rules of Behavior [ESPonSIBe for ensuring that thlr employees follow applcable s of behavir Indidual contraciors spoutd not | o ecmology Use | s oss s Imatan and Systemsasge, eeurty.and

e aranted access 5 agency Systems or gata untl hey have acknowledged and demonstrated compiance with his| Restrictons oreasy,
ContralFaiure o meet this Control can result nthe removalof access for such naiausls b Receve a documented acknowledgment from
B ndiduts, ndcain thai ey ave o
Mechanisms exist to develop a security Concept of Operations (CONOPS), or a R Develcn a Concept. 01 ODeralmns (CONOPS) for
ity s plan o Seeung Gy brsecuty G, it documen e symeh e o e ozt s
el casures oy o cpérteth ysten o he perpective
he concept of operations (CONOPS) should describe how the enterprise intends to operate the system from the
o Concept of Operations Derspe(uve o7 C5CRM. € Should nteqrate C-SCRM and be managed and updated thougnout i appicable Functional aual Securty Concept Of | gps.0z eehmaues et s S appropiae 10 [normation security and privac
Jetem's SDLC to address cybersecurty nsks 1mougout the Supply chan g stakeholders gg;;@:ﬂng;:;;e,g;ﬁggg% Tsiarment:
Wechanisms ex/st o Gevelop an erRerpse archtechure, aTgned Wit ITaustn - - Develop securty and prvacy archRectoresfor e
securtty and privacy architacture defines and diectsthe implementaton of security and privacy-protection e oeed oo pracheas, Wi caradesaton fo securtarcormenanee and e o
methods, mechanisms, and capaiiies to the undenying systems and ReCworks, a5 well 35 the nformation system Fesiiénce prnclles iat addresses sk t organizational operations, asset, 2 Descrin the requirements and approach to be
Security and rivacy fhat 1o being created. Securty arcitectur I undamental 1o CoCRM because 1t hels to ansire that securiy s ncton tersectswity | Alonment with Enterprise naividuais and bine organisations Faken for protectng the connaentialty, meearty.
L8 ‘Architectures lbuilt-in throughout the SDLC. Enterprises should consider implementing zero-trust architectures and should ensure Functional Intersects With Architecture SEA02 s land availability of organizational information;
o the Secuiy archactre 5 Wel understood by sSter developersiengingers and system secunty engingers 5, Describe the raqurements and approach to be
s Control appies to bot feceral agency and non federal agency employees Faken for processing personaly dentfapie
Informaran to minim: i il
e e T e Wechariars /st o GBEai Secury, compliance and reslience teehoiogies P A e
S s s T et e a6 e 1o s S fom dferent suppiers to mimmize supply chai rsk. oo located o csgniment rganiatn-
curity and Privacy nterpnse s req uirements mpany goes out of business or does ot ‘meet contractual obligations). Where h ah a ‘0;‘5;"5 arc \(e‘((ura\ layers] are
PLB(2) Architectures | Supplier [applicable, contracts Should b6 worded o that different parts can be replaced with a similar model with similar Functional Intersects With Supplier Diversity TDA-03.1 5 lbtained from diferent suppliers.
Diversty s o 3 et manacrr AT vt ocur (55 Shecscnce, oo prGrance,rodLeton
Incorporass suppler diversityfo ofthe-shef (commercal or government) companents during aequlstion sscurlty
Mechanisms exi e (Centrally manage [Assgnment; rganization
Implementation o secury. compiance and resiience conirols and eiated Gefined Contral and related proceseess
cSCAM contrls rc managed contrall ot Loel L hrough he CSCRM sty an Impementaton lan g Contratzed Management retemen
. Cevel T and Lover 3 through ns C-SCRM Plly. The C-SCAM PMO descibed n Secton s centraly manages C-5CRM . s .

o ol Management ool Leve 1 and Lovl A Lve 3, C.5CHM Cotro a1 mansged onan formatn /e bes rough e | FUTEUoTe | mersects Wi |ofsecny, Conplance .| SEAOLL s

[5SP and/or CSCRM Plar esilience Controls
Wechanisms exist o cantraly-mansge the Fiaw remediaton process. [Contrally mranage [Assanent: rganlzatin-

|defined controls and related processes]
Ic-SCRM controls are managed centrally a Level 1 thrigh the CSCRM Strateoy and Implementation Plan and at
o Contatmansgement Y and Level 2 throuh tns C-SCRM Polcy. The C-SCRM PMO described 1 Section 3 Centaly manages CGCRH | g o || Centrolized Management | s
9 |controls at Level 1 and Level. At Level 3, C-SCRM controls are managed on an information system basis though the &

557 andror CacRM pan-
echarcs o0t o s or e el WAl il cion Cenvaly e Bt o
i resources o centrally-manage, cooranate. develo, Implement Gefined controi and related procecees

[C-SCRM conrols are managed centrally a Level 1 through the CSCRM Strategy and Iplementation Plan and at pesigned Secury ainian an enterrisen e Secunt. Compance & Feslante rogrem

. Cevel T and Lover 3 though tns C SCRM Poily. The C-SCAM PMO descibed n Secion 5 central manages ¢-5CRM : vou |BeREL
Lo Central Management |5, ol Level 1 an Level. At Level 5 C.SCRM control are managed on an iomation system base nougn the | FUnctional | Intersects Wit | Compliance & Resfence | - GOV-04 s
[SSP and/or CSCRM Plan. P
Wecharsms eXsE o Centrally-manage animamware Technalogies (Corrally manage [Assigmmen: organzation
(defined controls and related processes].
lc-SCRM controls are managed centrally a Level 1 through the CSCRM Strateoy and Implementation Plan and at Contratues Management
. s Management 48 00 Levl 10U the SR Pl Th C SCR P escrbed 1 Section s contaty momages Gt | tersects i  Manag y
o el Mamagemert L el At Leel 3, C SCHM corras ore maniged o o normaion &eiem beds rouah tne | | Fonctonal | Imersectswitn | of rtimalware | END-04.3 s
[SSP and/or CSCRM PI 0
Wechariars ex1st o Cartraly-Trarage ane-BHahg and Spar Brotecton ICorally Farage TASSIRTerE, Grganzatin
[technologies. |defined controls and related processes].
lc-ScRM controls are managed centrally a Level 1 through the CSCRM Strategy and Implementation Plan and at
o Centrlanagement Ll 1 and Level 2 through ie C SCRIM Py The C-SCRM PO descrbed 1 Secton 2 centraly manages COCRM | ¢y | e s

|controls at Level 1 and Level. At Level 3, C-SCRM controls are managed on an information system basis though the
[SSP and/or CSCRM Plan.

Secure Controls Framework (SCF)

10 of 18



Set Theory Relationship Mapping (STRM)

FDE Nam.

Document Element (FDE) Description
CRM Guidance

Focal
NIST SP 800-161 R1 Supplemental

NIST SP 800-161 R1

SCF Control

Secure Controls Framework (SCF)
ntrol Description

version 2026.1_x000a_03/27/2026

|C-SCRM controls are managed centrally at Level 1 through the CSCRM Strategy and Implementation Plan and at
Level 2 through the C-SCRM Policy. The C-SCRM PMO described in Section 2 centrally manages C-SCRM

Centralized Management

Mechaniams exist o centrally manage and update the criteri to be captured
in event logs generated by organization-defined system compon

[Centrally manage [Assignment: organization-
|defined controls and related processes].

L9 Central Management | oyl at Level vel. At Level 3, C-SCRM controls are managed on an information system basis though the Functional Intersects With of Event Log Content MON-03.6 s
[SSP and/or CSCRM Pian.
Wechaniams exist to develop, docament and mainiain secure baseiine [Seect a control baseine for the system
lconfiourations for Technology Assets, Appiications andor Services (TAAS) that
enterprises should include C-SCRM controls in their control baselines. Enterprises should dentiy and select C-SCRM ore consistent wih industry accepted system hardening standards.
. Icontrols based on the C-SCRM requirements identified Withn ach of the levels. A C-SCRM PO may assistin Secure Baseline .
pL10 Baseline Selection lidentifying C-SCRM control baselines that meet common C-SCRM requirements for different groups, communities of Functional Equal Configurations crG-02 10
Interesk o the enterprise 25 3 whate
[the senior information securty officer (5. CISO) and senior agency official responsible for acquisition (e.o. Chief Fechanisms exist fo a551gn one or more Qualfed diduals With the mission [RopoTn 3 senio agency formation security oficer
[Acquisition Officer [CAO] or Senior Procurement Executive [SPE]) have key responsibilities for C-SCRM and the [and resources to centrally-manage, coordinate, develop, implement and [with the mission and resources to coordinate,
nformation Security |OVerall cross-enterprise coordination and collaboration with other applicable senlor personnl within the enterprise, Assigned Securiy, i a anterore-wide Secu, Comalance & Resienca prooram (develop, implement, and maintain an organization-
P2 peinformation Security (Cuch as the CIO, the head of acitiesiphysical secury, and the rsk exccutive (function). This coordination should | Functional |  Intersects With | Compiance & Resilence |  GOV-04  [(SCRP) 5 |wide information securtty program
9 P \ccur regardless of the specific ,gency enterprise structure and specific titles of relevant senior Responsibilities
persomnel The cooratan ou b executed by the -SCRM PHO oranaer s unction.Secton 2 rovides
o idence onc S e and esponsile
et 33y S ST e e S SR TR o Wechansis ex/st o address al Capital lanning and Investment requests, I+ Tnciud T resources needed fo mplement the
SR programe.The arterorics houid siso mteqrate CoCRM requrermente e major T muesuments t encute et incluging the resources neede to mplement the Security, Compiance & information security and privacy proorams in captal
; .  [fincing i appropritely aloated through the capital planning and investment request process. For example, Securtty, Compliance & Resilience Program (SCRP) and document all exceptions (o this requirement. planning and investment requests and document
. Information Securlty and [should an RFID Infrasiructure be required to enhance G SCRM to secure an € nvetor o lgitcs . i n y ceptions to s requireme
-3 Privacy Resources Imanagement efficiency of lhe enterprise’s supply chain, appropriate IT investments would likely be required Functional Equal Resilience Resource PRM-02 0 |b. Prepare documentation vequlved for addressing
Sure successl planfing and Mmplementatlon: Other éxamples nclude any Imvestrent o the deveiopment o Informatian security and privacy programs in captal
st environment for citcal components, In uch cases, funding and resources are needed to acauire and maintain planning and investment requests n accordance
Jappropriate information system. networks, and components t meet specific C-SCAI that support it 2ol e ortere dirert
Wechansms ex/st o ensure that vonerabiTies are properly entiied, tracked - Implement a process to ensure that plans of
and remediated et s micsone o o v sy
lc-SCRM items should be incuded inthe POAGM at al levels. Organizations should develop POAGMS based on C- rvacy. andsuppiy chaim sk m .
s Plan of Action and [SCRH assessment reports. POAGM should be usad by organizations to describe planned actions to correct the runctional | intersects wign | Vunerabilty Remediation | gy 0 5 |orograms and associaed organizational systems
Milestones Process |deficlencies n C-SCRM cantrols identifed during asséssment and the continuous moNKaNNg of progress against 1/ are eveloped and maint
hose actions Document the remedial nformation securi
prvacy. and supply Chan sk management acions
r aceciuately recpond 10 tisk
Chanisms SR o Gover [dentiied GERcIencies (@3, Pan of Action and o iemen 3 process fo ensire that pian
[Milestones (POA&M) or similar methodology) that formally documents, at a [action and milestones for the information se:umty
.S tems shoud e ncluged i the POAGM t i level,Orgaizationsshoui deelap POAS based on - minimor, privacy, and supply chain isk management
e Plan of Action and [SCRM assessment repo &M should be used by organizations to planned actions to correct the Functional Intersects with | Capabilities Deficiency | 0 00 |(1) Deficiency tracking number; s rogrars and associated organizational systers:
Wicstones Process [Bencloncies 1 C SCRM Contros 1HanHRE] during asoesstaans and he cominout momtaHg of Progress sgainst Tracking ) Ropas S Somtincs anrresnc conl e deceroped snd maintained,
ose actions ) Description ofthe defciency(i 2. Document the remedial information security,
A] Risk associated with the dcﬁcwcn:‘/(ms), [privacy, and supply chain risk management actions
s i«
[Having a current system inventory is foundational for C-SCRM. Not having a system inventory may lead to the cchariama exiet o aciiat an 1 et Hanagement (TAV] program 1 Develop and update [Assignment: organization-
lenerprise's inabity to dentity system and supplir cricality which would resul n an imabilty to conduct C-SCRM implement and manage asset management controls. defined frequency) an inventory of organizational
lactivities. To ensure that all applicable suppliers are identified and categorized for criticality, enterprises should lsystems.
P System Inventory [Iclude relevant suppller infarmation inthe system inventory and maintain s currency and accuracy. Enterprises | Functional | Intersects With | Asset Governance |  AST01 s
shou require thef prime contractors to implement this contral and flow down this reaurement to relevant sub-ter
lontractors. D Gencies should refer to Appendix F to implement this guidance In accordance wi
Executive Order 14028, Improving the Nation's Cybersecurty.
y Fechanims 601 b e o Tedhegy sses Appcators Bevelon and Update [ASsignment. organization-
aving a current system inventary i foundationalfor C-SCRH. Not having 2 system inventory may lead to the
Jentrprise's inabiy to dentiy system and supplier criicality, which Woud resul n an inabity to conduct C-SCRM Services andjor Data (TAASD) th ldefined frequency) an inventory of organizational
[ctiviie. To ensur tha all appicable suppiers are [dentied and categorized or citcaly. enterprses should Aty et the coren ystems
Pus System Inventory  [include relevant supplier information in the system inventor ‘maintain its currency a y. Enterprises Functional Intersects With Asset Inventories AsTg2 | denties authorized software oroducts, including business justifcation 5
Should requir thelfprime contractors to Implement this contral and flow down this requrement to relevant sub.ter
lcontractors. Departments and agencies should refe to Appendix F to implement this guidance i accordance wit 5785 v ever ety deemed necessayforracking and eprting
ontractor. Departments and agencles should refer to Appen 18 cluesorganizston. e nformation deeed neceseary o sencve
Rarisms exISt i 553 one-or more quaTTied Tndviduals Wt the rrssion Bevelop, montor,and report on e Fesults of
and resources to centrally-manage, coordinate, develop, implement and information security and privacy measures of
ez shoua s messuresof prformance torac the mplementain,effcency, fectyeness, and maact Assigned securiy, maintain an enterprise-wide Security, Compliance & Resiience Program performance
s Messure of perormance [2C SCRM actiies T CSCRI PNO 1 responsle forcratng CSCRM messures of perormance i olshorston|  punctonal | tersects it | Compines & homitnce | Gowoa [SERP) B
It other applicabi stakehoiders o nelude (dentying the appropriste audience and decision makers pllance & Realle
lproviding guidance on data collection, analysis, and reporting. P
Fiechamims ot o deveop Tepot s moarSecurty, Complance & Develop, momtor, and réport o T results of
Resilence Pragram (SCRP) messures of performr Information security and privacy measures of
Foterprises shoutd s messures of pertormance t rack th implementaion eficiency, fectvenes,and mpact performance.
y § oSG st T CSCHM PG responsie forceatng CSCRN messure of peformancein colaboraton . . . .
PM-6 Measures of Performance w\lh other applicable stakeholders to include identifying the appropriate audience and decision makers Functional Intersects With Measures of Performance Gov-os s
providing guidance on Gata callecton, analysis, and reporting
Fiechaniams et to develop an cnterprise archecture, aigned with mausty- Bevelop and maitan an enterprse archTecture
recognized feading practices, ith consderation for securly, compliance and Jith consideration for information securiy, privac
Fesilence princlples that aadresses ik to organizational operations. asset. Jand the resulting risk to organizational operations
o Enterprise Architecure.[C-SCAM should be ntesrated when deigning and maintaling enerprisearchitcture, Fonctionsl | Intersecs i | ATOTment i Enterprise | g, g individuas and ever organizaons s et inddual,sthr organizations, and the
Wechanisis exist o Tacitate The Implementalion of Contngency panting RGeS formation securty and privacy 550s
lcontrols o help ensure resilent Technology ASsets, Applications and/or fhe development, documentation, and updating of a
susiness Continuity Services (TARS) .9 Continuty of Operations Fan (COOP) or Business crica nfrastructure and key resources protection
M8 Critical Infrastructure Plan [C-SCRM should be integrated when developing and maintaining critical infrastructure plan Functional Intersects With | Management System BCD-01  [Continuity & Disaster Recovery (BC/DR) playbooks). 5 plan.
BCms)
Wechansms ex7t o facTtate The dentcation and Tmplementation o reevar IR formation secury and privacy 55ues T
statutory, reguiatory and contractual contros. development, documentation, and updating of a
crtical infrastructure and key resources protection
’ itical Infrastr g n i intaining critcal infrastructur n nters Statutory, Reguiatory & . i
Ps Crtical Ifrastructure Pl [C-SCRM should be inegrated when developing and maintaining ciical infrastructure plan Functional | Intersects witn | Satutory Reuatey & | cpy g3 5
Wechanisms oxis fo aciate The Tmplemmentation of Sateqi, operafional and 5 Develops 3 comprehenaive srategy o manage
Lactical sk management controls 1. Securiy isk to organizational operations and
- N e roughout he sunply i y lssets, imdividuals, other organizations, and
. i should address throughout the supply chain. Section 2, Appendix nct o i . g INation associated with the operation and use of
P9 sk Management Strategy [ o T e it surdanco-on iogauing C-oCRM e the ok mansgement stataey Functional Equal Risk Management Program|  RSK-01 0 lorganizational systems; an
2 Privacy sk to ndividuas resuling rom the
uthorzed processing of peronaly centfable
Wechaniams exit to acitate The Implementation o security, compliance and - Manage the securty 3nd privacy state
resilence assessment and authorzation controls organizational systems ana e enaronments in
[Wich those systems aperate through authorization
Information Assurance (1A) lproce:
P10 Authorizaton Process  |C-SCRM should b integrated when designing and implementing authorization processes Functional Equal 1001 10
9 lgning » 9 L a Operations Ib. Designate individuals to fulfll specific roles and
responsibillies within the organizationai risk
process; an
ntetate o orocesses nta an
echarims eXst o Geie busnessprocesses Wi corsderation o secuty. 5 Befine organizational mission and business
IThe enterprise's mission and business processes should address cybersecurty isks throughout the supply chain lcompilance and restience that Processes with consideration fo information
[When addressing mission and business process cefintions, the enterprise should ensure that C.SCRM actiies are ) The resuting skt rganizagens) operations,asses,indvidual and other [ecurity and privacy and the resulting fisk to
Wisin and usness ncomeraed o e supgor pracesses o aeeu ko e For xamle 3 ystom uppathg 3 i lrbanizations: ond rsenifon!speratons, rganzaons sscts
11 Functional Equal  [susiness Process Definition| PRI ; 1 . :
Process Definition  [mission function that has been designed and implemented for easy removal and replacement should a unctiond acel usiness Process Definito % |2 information protection needs arising from the defined business processes ® st ctner organizaton.andth Nt and
il may regulre the use f somewnat elabie ardware Component. & C-SCRM sciviy may need to be demned and revises the processes a5 necessary, Unf an achievabe set of protection b Determine nformation protecion and personaly
o ensure that the suppller makes component spare parts ready avaliabie 3 replacement i needed. neds s obtained Kientiiabi information processing needs areing
0 the defined misdon and busiiess nroresce
Wechanisis exist o mpTement an Tsider Theat program that ncudes 3 (plement ah neider tieat proofam that incides 3
cross-discipine insider theat incident handing team, cross-giscipine insider threat incldent handiing
|An insider threat program should include C-SCRM and be tailored for both federal and non-federal agency [team.
12 Insider Threat Program [ ndividuals Who have access to agency systems and networks. This control appies to contractors and Functional Equal Insider Threat Program | THR.04 10
and should b hroughou the SDLC
echaniams exist to define cybersecurlty rles & responsoiites for ol FEStabiish 2 securlty and privacy workforce
personnel evelopment and mprovement program
securty an vy workorce eelapment and imprornen should enure tat relvant C-SCRM tpicsare
. Securty and privacy | tegrted no the contentand natves ooduced by the program Section 2 prowides formation on CSCRM o nter Defined Roles & )
P13 ‘Workforce rol responsibilities. NIST SP 800-161 can be used as a source of mplcs ar\d activities to include in the security Functional Intersects With Responsibilities HRS-03 s
[and privacy workiorce program.
Wechanisms oxis fo aciate e FEStablah 3 securlty and privacy warkforce
[development and awareness controls ldevelopment and mprovemen program
[Security and privacy workforce development and improvement shouid ensure tha rlevan C-SCRM topics are securty, Complince &
s Security and Privacy [niegrotce in the onkent and naeS produced by the prooram. Section 2 provides mformation on C.SCRM rnctional | inersects wign | SeuTty: Compliance o s
Worktorce roles and responsibitis. NIST SP 800-161 can be used 25 & source of topics and activities to mclude in the security lience-Min
[and privacy workforce program.
Wechaniams exit to conduct testing, raining and montaring actvites for - implement s process far nsuring that
Personai Data (°D) controls lorganizational plans fo conducting security and
[The enterprise should implement a pracess to ensure that organizational plans for conducting supply chain isk Persona Data (PD) Contral rvacy testing training, and monitoring sctviies
e s, g 03 g S morionh sctutics s aed Wi Ol St s maaned The G 0| Funconal | iterseiswin|*Topg o | pnan s [ossocated with organzational ystems
9 |can provide guidance and support on how to integrate C-SCRM into testing, training, and monitoring plans tonitoring 1-Are developed and maintained; and
f Review esing,raining,and maritoring lans for
Wechanisis ex/s o provide 3 SEcurty, complance and Fesiance contros o implement a process for ensuring that
loversigh function tha reports o the organization's executive leacership anizational plans for conducting securt
T nterprse shouts mofement  rocoss o ensre ik oroozatina s o conductng supgly <l ek Securlty, Compliance & privacy testing, raining, and monioring activiies
P14 Testing, Training, and et Sriining, and monitor Sociated with organizational systers are maintained. The C.SCRM PMO|  Functional |  Intersects with | Resience Controls | CpL02 s fssocarecwity ;ma;‘zavm‘ systems
s o rbvide Gutiance and Suppor an how 1o nearate C.SChM ko 1osung, Hraing, sné montoring plans rsig 1 Are deveioped and meintained; an
2. Continue to be executeds
o Review tstn, g ' monitring plansfor
i oS o Irerert s et llgence g At rlides s ESEabiah and Inttutianalwe Contact i sefected
cross-organization information-sharing capabilty tha can luen laroups and assoclations withn the securty and
Icontact with securiy and privacy groups and associations should nclude C-SCRM practitoners and those with C- Cevlopment o he yeiam and socurty archtocures: selection of security rivacy commnites
. Security and Privacy Tesponsibilties. ACqusiion egar.crtcal mfrastrctare, and Supply chain aroups and associations should be Threat Inelligence .01 [slutions, monitorng, hreat hunting, response and recovery actvities - To faciltate ongoing security and privacy
PM-L5 Groups and Associations [incorporated. The C-SCRM PMO can help identify agency personnel who could benefit from participation, specific Functional Intersects With Program THR-0L s [education and training for organizational persom\e\
oups to participate i, and relevant topics o maintain Currency with recommended securty/
Jand privacy practices, technidues, and technologies
Fechanis ex/st o establih Contact W Selected groups and associations Estabiish and atitufionaiize confact wih seiecied
Iwithin the security, compliance an resiience communites lgroups and assoclations within the securty and
Icontact with security and privacy roups and associatins should nclude C-SCRM practitoners and those with C- ) Faciltate ongoing cybersecurity and data protection edcation and traning rivacy communities
. Security and Privacy  |SCRM responsibilties. Acquisition, legal, critical infrastructure, and supply chain groups and associations should be Functional Intersects with | COMACtS With Groups & | .7 for organizationa persomnel: 5 la. To facilitate ongoing security and privacy
Groups and Associations  [incorporated. The C-SCRM PMO can help identify agency personnel who could benefit from participation, specific Associations ((2) Maintain currency with recummended cybersecumy and data protection e jucation and training for organizational personnel;
laroup to participate n, and relevant topics. practces, techniques and technologies maintain currency with recommended security
15 Sare curent cybersecunty Sndlr dataprotecion et nformation And prvacy practices, techniques, and technologies
ncioing
MEChaniSTS exiSE b Imploment a drést Inehigence program that ncludes 3 piement = threat awareness program T
I threat awareness program should include theats that emanate from the supply chain. When addressing supply cross-organization information-sharing capabilty that can mfluence t Inchtes  crossorganzstien riormaemEharing
e suarn e gt s b S S St st seveapment of e system ama securtyarentecurs,sleton of secury Icapabilty for threat intelligence
PM-16 [Threat Awareness Programlenterprises information sharing pelicy. T M PMO can help identify C-SCRM stakeholders to include in threat|  Functional Intersects With reat Inteligence THR.01  [solutions, monitoring, threat hunting, response and recovery activitie: s
information sharing, as well as potential smu(es oV 9
information for supply chain threats.
Wechansis exist to ensure that e requements for the protection of o Establih policy and procedures to ensure that
protecting sensitive / sensiivelreguited dta procesed. stored o ranaited O externa reaquirements for the protection of controlled
Protecting Controlled  [The policy and procedures for controlled unclassified information (CUI) on external systems should include Regulated Data on logy I (TAAS), ar lunclassified information that is processed, stored or
PM-17 lUnclassified Information on|protecting relevant supply chain information. Conversely, it should include protecting agency information that Functional Equal External Technol DCH-13.3  [accordance with applwcalﬂe statutory, regulatory and m""“l“al °"“95“°”5 10 [transmitted on external systems, are implemented
External Systems . [16ses in extermal ySiems because such exteral systems are part of the agency Suppty chain ssets, Applcations ancor| In accordance with applicable laws, executive
Services (TAAS) orders, directives, policies, regulations, and
tandaras;and
Jew anc undate the oolicy and arocedur
Wechansms exit o facltate The Tmplementation and operafion of Gata B Deveiop and Gsceminsts an organzston-ioe
protection contrls throughout the data Ifecycle to ensure all forms of Personal privacy progam lan tht prvideean vere of
Data (PD) are processed lawfully, fairly and transparently. [the agency’s privacy proc
§ vy ragrom lan [ BIVACY proqram pl should nclude C-SCRUA Enterprises shout e thf rime cotrctrs o mplrrt ction: ivacy Program y 1 incudes a Gosciion o he smucture of the
P18 Privacy Program PIan inic control and flow down this requirement to relevant subtier contractors Functional Equal Data Privacy Prograr PRI-01 o lprivacy program and the resources dedicated to the
privacy
2. Provides i overviw of e requremertsforthe
i a descrinton of the or
Wecharisis ex/st o appoints & CHief Privacy Offcer POY or Simar role, Wil TADboIne Serior agency offciL for pivacy Wi the
the authorty, mission, accountabilty and resources to coordinate, develap and [aithority. mission. accountabilty, and resources to
Implement, applicable data privacy reauirements and manage data prvacy lcoordinate, develop, and implement, appiicable
s Privacy Program  [The privacy program leadership ole should be included as 2 stakeholder i applicable C-SCRM iniiatives and Functions! fusl|chieriacy OMcer (CPO)| PRIIL ke T e orgonaRen e Gata prvacy brodrom, Lo [orvacy reauirerments and manabe prvacy ke

Leadership Role

lactivities.

[through the organization-wide privacy program.
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FDE #

FDE Nam.

Dissemination of Privacy

Focal Document Element (FDE) Description
NIST SP 800-161 R1 Supplemental C-SCRM Guidance

NIST SP 800-161 R1

SCF Control

Dissemination of Data

Secure Controls Framework (SCF)
ontrol Description
[Mechanisms exist to:
(1) Ensure that the public has access to information about organizational data
Iprivacy activities and can communicate with its Chief Privacy Officer (CPO) or
role;

version 2026.1_x000a_03/27/2026

[Maintain a central resource webpage
rsaneation s ncioal pushe mesgie it serves
al source of information about the

[T disseminaton of privacy program nformaton should be prtected from cybersecurity fisksthroughout the rogram a
PM-20 Functional Equal Privacy Program PRIOL3 9
Program Information  [supply chai a \nformation (2) Ensure that organizational data privacy practices are publicly available s access to information
[through organizational websites or document repositories; labout organizational privacy activities and can
13) Uiize publicly acing emal addresses andfor phone hnes to enable the [communicate with its senior agency official for
direct cuest cluacy officels) il
HEHar s Exist ¥ rOVdR Gata SUbjects with an Sccaunting of dlsclosures o lo. Develop and maintain an accurate accounting of
[their Personal Data (PD) controlled by: ldisclosures of personally identifiable information,
(1) The organization; and/or includin
P21 Accounting of Disclosures [An accounting of disclosures should be protected from cybersecurity risks throughou the supply chain Functional Equal Accounting of Disclosres | PRI-14.1  |(2) Relevant thirc-parties that their PD was shared with 10 [L-Date; nature, and purpose of each disclosure; and|
address,orother contact nformation
o the individual or organization to whic
dsclosure was made;
o the accounting of disclosuce
Mechanisms exist to manage the quallty, UEity, Oblectivity, Ttegrity and Bavelop and docoment organisaton-wide poicies
of data across land procedures for:
lthe information lifecycle. la. Reviewing for the accuracy, relevance,
oz Personaly dentitableoersonaiy igertifable informtion (P aualty management shoul take o account and mange cybersecurty Functonst ersects witn | b Quaity Hansgement | pR10 5 [imoliness, and completeneet of personally
isks related to PIl throughout the supply chain. identifiable information across the information life
cle;
b Correcting or deleting naccurate or outdated
oerconally identifiable inf
Mecharisis eXt o check for Redundart, Obsolete/Outdated, Toxic ar Trval Bevelop and document orgamsatorwide poTcTes
(ROTT) data to ensure the e, timeliness, imp Jand procedures for
Personally Identifiable Fompieteness and e Jdentificaton of nformation troughout ehe inforration la. Reviewing for the accuracy, relevance,
Personally identifiable information (P1l) quality management should take into account and manage cybersecurity ifecs [imeliness, and completenass of personall
pM-22 Information Quali Functional Intersects With | Data Quality Operations |  DCH-22 s P
Quality \icks related to Pil throughout the supply chain. Quality Op [dentabe nformation acrossth information e
u Ccrre:tmg o deleting naccurate or outdated
otifiabl
Mechanisms exist to establish a written charter for a Data Management Board EEESbleh s Dats Covernance body consisting of
(OMB) and assigned organization-defined roles to the DMB. (Assignment: organization-defined roles] with
IData governance body is a stakeholder in C-SCRM and should be included in cross-agency collaboration and
P1-23 Data Governance Body  nformation saring of -SCRM actiites an iniitives (e5. by paricipating in nter-agency bodies, such as the Functional Intersects With | Data Management Board |  PRI-13 s
SC).
echariss ext o marage the uelfy. ey, obectiy, Ptegrty snd [Establish a Data Governance Body consisting of
data across (Assignment: organization-defined roles] with
IData governance body is a stakenolder in C-SCRM and should be included in cross-agency collaboration and (0 ermation ecyce
pM-23 Data Govermance Body formtion sharing of C-SCRWM aciviies and nisives (.3 by prticipaing in inter-agency bodies, suchas the Functional Intersects With | Data Quality Management | PRI-10 5
A
Mechanisms e o facltte data governance to versee the arganizations [Estabiish a Data Governance Body Consisting of
policis, standards and procedures 5o that sensiivelregulated data (Assignment: organization-defined roles] with
2 governance body s a stakeholder in C-SCRM and should be included in cross-agency collaboration and [ffectively manageq and maintained in accordance with appicable statutory, d
P23 Data Governance Body mlovmz(mn Sharing of C-SCRM activities and initiatives (e.g. by participating in inter-agency bodies, such as the Functional Intersects With Data Governance Govto [eoublory and comractua sbigations s
Mechanisms exist 1o restrictcallcting, receivng, processing, soing, [a- Develop, document. and implement polcies and
fransmiting,sharing andor updting Fersonal Data (P procedures that address the use of personally
Minimization of Personally 3 Tre purgoceie) rgimaly colocied, condeient with the data pivacy identifiable information for internal testing, training,
\dentiable Information ' Supply chain-elated cybersecurty isk to personally dentifabl iformation shoud be addressed by the Usage Restrictions of Inotice(s): land research;
P2 Functional Intersects With PRI05.4
s in Testing, Training, [minimization policies and procedures described in this contr unctional ersects Personal Data (PD) 954 1(3) What is authorized by the data subject, or authorized agent > imit or minimize the amount of personally
and Research (3) Wit i consitont wih appicabie o, reguiakons and contractual igentifable Informaton used o nteral tesing,
lobligations. ftraining, and research purp
ity ize the o o per ol den
echanisms exist to Utz sensors that are configured to minmize the e et ond ok et pess ord
Fatocton of formation abect mamigusls ocedurcs that daress he oot o pervonsly
Minmizston of personally| L ) 1y dentfabie s rould be sddresced by th identifiable information for internal testing, training,
. Identifabe nformation” supply chain-elated cybersecurty isks o personally dentifisle information should be addresed by the ncti ; on Minimizati g reh;
pH-25 Used in Testing, Training, [minimization policies and procedures described in this control Functional Intersects With | - Collection Minimization | END-13.3 ° it or minimize the amount of personally
and Research dentifiable information used for internal testing,
training, es;
Authcrize the use of nersanall
[Mechanisms exist to minimize the collection of Personal Data (PD) contained in 2. Develop, document,and implement Dohues and
|visitor access records. rocedures that adaress the use of personall
Minimization of Personally Kientifable information for Internal testing, training,
. Identifiale Information " Supply chairelated cybersecrty rsks to personally identfiabe information should be addressed by the . Minimize Visitor Personal y lana research;
P25 jSed in Testing, Training, [minimization policies and procedures described in this control Functional Intersects With Data (PD) PES065 ® Limit or minimize the amount of personally
and Research dentifiable information used for internal testing,
fraining, and research purposes;
use of personally identifiah
Mecharisis exis o oddrcss the use of Persanal Data (PD) for irkernal tesig, - Bevelop: documerns. and mplement pelkics and
training and r rocedures that address the use of personall
Minimization of Personally Internal Use of Personal I Toces messures to it or minimize the amount of D used for internal identiable nformation fo ntemna testing traiing,
w25 Identifiable Information - [supply chain-related cybersecurity risks to personally identifiable information should be addressed by the Functional Intersects with | Data (PD) For Teeting. |  PRI-05.1  [1esting, training and research purposes; an s
sed in Testing, Training, [minimization policies and procedures described in this control P e ey ) Auhorizes the use o PD when sach Itormation i required for nternal i or minimize the amount of personally
and Research ltesting, training and resear Ficnitone iiomaton uee forinterna teting,
franing, and research purposs
ol dentitatle
[Mechanisms exist to minimize the use of sensitive/regulated data for research. e e and oo pecs ard
ltesting, or training, in accordance with authorized, legitimate business lrocedures that adaress the use of personall
Minimizaton of personally | ) 1y dentfabie rould be sddresced by th Limit Sensitive / Regulated ractices. identifiable information for internal testing, training,
. Identifiable Information ~ Supply chain-related cybersecurity risks to personally identifiable information should be addressed by the v ! ; land research;
an dentifiable information used for internal testing,
raning, and research purposes;
[Mechanisms exst to maintain a process to efficiently and effectively respond (plemart 2 process for re(elvmg and respnndmﬂ
Jto requests, complaints, concerns or questions from authenticated data complaints, concerns, or que:
[Complint management process and mechanisms should be protected from ¢bersecuriy rsks throughou the lsubjects about Personal Data (PD) the organization collects, recelves, riBCal st the ovarizasona) securty and
. . lsupply chain. Enterprises should als integrate C-SCRM security and privacy controls when fielding complaints from n nter: User Feedback ¥ lprocesses, stores, transmits, shares, updates andjor disposes, frivacy practices that ncludes
P26 Complaint Management: (LcPror e general puBlic (€.9. depariments and agencies feding inaures reated (o exclusions and Functional Intersects With Management PRI06.4 s anisms that are easy to use and readily
movals). [cessible by the public;
b. Allinformation necessary for successfully filing
Mechanisims exist to maintain a process for data subjects to appeal an adverse Implement & process for recening and responding
laecision lto complaints, concerns, or questions from
[comlaint management process and mechanisms should be protected from cybersecurity risks throughout the inciidoats aboct tne organioatonal securty and
. . lsupply chain. Enterprises should also integrate C-SCRM security and privacy controls when fielding complaints from uncti ; v i " privecy pracices nat inclues
pH-26 Complaint Management. \Vengors or the general public (e.g., departments and agencies fielding inquiries related to exclusions and Functional Intersects With | Appeal Adverse Decision | - PRI-06.3 ° anisms that are easy to use and readily
vals). cccamie vy he puie
Allinformation necessary for successfully fiing
molaint
Mechanisms exist to document Personal Data (PD) processing activities that la. Develop [Assignment: organization-defined
coverscoliection,receiving, processing, storage, ransmisson,sharng privacy reports] and disseminate to:
pdating and/or disposal actions with sufficient detail to demonstrate Jsnment: organization deined oversiaht
IPrivacy reporting process and mechanisms should be protected from cybersecurity risks throughout the supply Documenting Comtatmacy it SEesple tatvtry. reguiotory and conirachans 1equrements lbodies] to demonstrate accountability
P1-27 Privacy Reportin Functional Equal PRI-LA 10
Y Reportingchain a Procesting Ackvties Statutory, reguiatory. and policy privacy mandates:
2 {Assignment organizatin-defined officials] and
it
Mechanisms exist to identiry a. Identify and documen
(1) Assumptions affecting s assessments, iskresponse and risk moritoring: T Aeeumptions sfeeung isk assessmens, risk
(2) Constraints affecting risk assessments, risk response and fisk monitoring; responses, and risk monitorin
Pm28 Risk Framing |c-SCRM shouid be included in risk framing. Section 2 and Appendix C provide detailed guidance on integrating C- Functional £qual Risk Framing Rsko11 [5)The organizational sk oerance;an 0 2. Constraits afecting isk assessments, isk
ISCRM into risk framing (4) Priorities, benefits and trade-offs considered by the organization for responses, and risk monitorin
Imanaging risk. 3. Priortes and trade-ofs considered by the
oraanization for managing
sk i
Fansme oXscto Gerelop s plan o Supply Chait RISk Hanagement. SCRH) fa- Appoint a Senior Accountable OTCAT for sk
Jassociated with the development, acquisition, maintenance and disposal Management to align organizational information
IRisk management program leadership roles should include C-SCRM responsibilities and be included in C-SCRM Fecimology Aesots: Apphéarions andior sorvces (1A nciuding docementing Jsecurity and privacy management processes with
. Risk Management Program ! Supply Chain Risk 09 [selected mitigating actions and monitoring performance against those plans. trategic, operational, and budgetary planning
P29 Uongeras Rojes " clboraton acros the enterprie.Secion 2 and Appendi C proide detaed guiance or . SCAMN oles and Functional Intersects With |, SUBPY COIn Sk | RSK09 5 prategic o
b. Establish a Risk Executive (function) to view and
lanalyze risk from an organization-wide perspective
i f cisk is consistent acr
Mecharisms exs o assgn ane or more qualed indvidale Wi he mission fa. Appoint a Senior Accountable Official for Risk
land resources to centrally-manage, coordinate, develop, implement and IManagement to align organizational information
Risk management program leadership roles should include C-SCRM responsibilties and be included in C-SCRM Assigned Security, T s W Secoty. Complance & Reslence Padrom jsecurity and privacy management processes with
29 sk Hanagerment Pro0ram Cilaboradion across th enterprise Section  and Append C provie deied quidance o C-SCRM roles and Functional | Intersects with | Compiance & Resliénce |  Gov-oa |(SCRP) 5 [irienc opcroional and oudoeany ponning
responsibilties Responsibilities e
P P b. Establish a Risk Executive (function) to view and
jnalyze risk from an organization-wide perspective
nsistent act:
[Mechanisms exist to faciitate the implementation of strategic, operational and o S Aecoumiable T or Nk
ltactical risk management controls. Management to align organizational information
<k Management program Risk management program leadership roles should include C-SCRM responsibilties and be included in C-SCRM [security and privacy management processes with
pM-29 e "™ collaboration across the enterprise. Section 2 and Appendix C provide detailed guidance for C-SCRM roles and Functional Intersects With  [Risk Management Program|  RSK-01 5 irateglc, operational, and budgetary planning
i responsibilties
P et  Risk Exccutve (function) to view and
lanalyze risk from an organization-wide perspective
sent
e Supply Chain Risk Management Strategy (also known as C.SCRM Strategy) should be complemented with a C- Mechanisms exist to develop a plan for Supply Chain Risk Management (SCRM) [o- Develop an organization-wide strategy for
[SCRM Impiementation Plan that lays out detailed initiatives and activities for the enterpise with timelines and Jassociated with the development, acquisition, maintenance and disposal of ranaging supply chaln isks associated withthe
responsible parties. This implementation plan can be a or be included in a POAM. Based on the C.SCRM [Technology Assets, Applications and/or Services (TAAS), including sition,
P30 R e Rk [Strateay and Implementation Plan at Level 1, the enterprise should select and document common C- SCRM controls | Functional Equal Mo e olan | RSK-09  [selected mitigating actions and monitoring performance against those plans. 10 isposal o systems, system componenis. and
9 9% lthat should address the enterprise, program, and system-specific needs, These controls should be iteratively 9 foyste o ernt the su h X
integrated into the C-SCRM Policy at Level 1 and Level 2, s well as the C-SCRM plan (or SSP f required) at Level 3 1. Implement the supply chain risk managemer
|see Section 2 and Appendix C for further guidance on risk management 5"9‘9“ “’"“ler‘w across :::‘“'93"‘13”“" a"d
[Mechanisms exist to facilicate the implementation of enterprise-wide Seveiop an oraasation-wide Contmious
Imonitoring controls. monioring sirtcgy and implement coninuous
Imonitoring programs that inclu
Continuous Monitoring [The continuous monitoring strategy and program should integrate CSCRM controls at Levels 1,2, and 3 in nction: ntin nitorin [ Establisning she following organization-wi
PM-31 Strate laccordance with the Supply Chain Risk Management Strate Functional Subset Of Continuous Monitoring | MON-01 o ercsto be moniored: [Assgnment: o anization-
9y pply g 9. [Assig g
ldefined m
b Esablisning (hssignment: organizaton-defined
lirequencies! for monitoring 2
Chanisms exist to monftor mission/business-Critical Technology Assets R T o P
JAppications angjr Servces (TAAS) o ensure those resources are being used lor systems components] supporting missior
xtending systems assigned to support specific mission or business functions beyond their initial purpose subjects [consistent with their intended purpos Jessentia services or functions to ensure that the
PM-32 Purposing [those systems to unintentional risks, including cybersecurity risks throughout the supply chain. The application of Functional Equal Purpose Validation Gov-11 10 information resources are being used consistent
Jthis control should include the explicit incorporation of cybersecurity supply chain exposures. |with their intended purpos
[Mechanisms exist to establish. maintain and disseminate policies, standards [o. Develop, document. and isseminate to
Level 1: Applicable ;mes inlude risk executive 10, IS0, contracting logsics, delverylreceiving, acquistion land procedures necessary for secure, compliant and resilient capabilties. [Assignment: organization-defined personnel or
Jsecurity, and other functions that provide supporting supply chain activities. Publishin roles)
ublishing Security,
g Level 2. Applicable roles include program executive and indiiduals (@ 9. non-federal employees, ncluding . it ” 1. [Selection (one or more): Organization-level;
Ps1 Policy and Procedures Contracors) within the acquirerenterprise wh are responsibe for pograr success (.9, Program Manager and Functional Intersects With | Compliance & Restience | Gov-02 ® Wission/business process-{eve; System-evel
lother individuals) lpersonnel security policy t
Leve! 3 Apolcable roles ncude system engineers orsystem securly enginees troughout he operatonal system () Adaresses purpose. scope roles, responsiviltes,
lite cycle from requirements definition t, deploymer aton amana
fnfrastructure act Mecharisms exis o review the Securty, Complance & Reslece Proa e exelop, document.and lssem
Level 1: Applicable roes include risk executive, CI0, CISO, contracting, logistis, deliveryreceiving, acquisition (SCRP, including polcies, standards and procedares, at planned ntervais o if TAssignment: organization-defined personnel or
lsecurity, and other functions that provide supporting supply chain activities. Periodic Review & Update ignficant changes occur o ensure their Continuing sukaBIIty adequacy and roles;
b1 Palicy and Procedures |-E¥el 2 Applicable roles incude program executive and indvidusls (e.g.,nor-federal employees, including Functional | Intersects With | of securly, Compliance &| Gov-03 [eHectv 5 [LISelecton (one or more): Organizationfevel;
Comtractons) withn (n scaulrer Sherprie who are reaponSible for progrom oucecs (o 3. Proaram Managar and e prenrane Mission/business process-level; System-levell
lother individuals). " lpersonnel security policy that:
vl 3: Applicable rols ncude system engineers orsystem securly engineers troughout he aperatonalsystem (@) Addresses purpose, scope, roles, responsibiltes,
life cycle from requirements definition est, deployment
lifrasiructire actviies Mechanisms exist to facltate the implementation of persannel security b ereiop, document. and SLseminate 1
Level1: Applicable rols nclude ik executive, CIO, IS0, contracting, logitis, deliveryreceiving, acquisition lcontrols. [Assignment:organization-defined personnel or
lsecurity, a at provide supporting supply chain activitie:
. Cevel 2/ Applicable roles Include program executive and indiiduals (€ 9. non-federal employees, ncluding Human Resources Security| g R ebiection (ane or more): rganization fevel;
ps1 Policy and Procedures (onmcmrs; WD the acquirer enterprise Who are respansii or program Success e Program Manager and Functional Subset OF Management HRs-01 o pisson/business processleve: System-level
ther indivi Ipersonnel security policy t
vel 3: Applicable roles include system engineers or system security engineers throughout the operational system o) Addresses purpose, scope, roles, responsivilies,
It cycle from definition, est, deploymen, rdination am
[Mechanisms exst to manage personnel security risK by screening naviduals - Screen Individuals pror to authorizing access ©
[To mitigate insider threat risk, personnel screening policies and procedures should be extended to any contractor prior to authorizing access. lthe system: and
lpersonnel with authorized access to information systems, system components, or information system services. b Rescreen indviduas I accordance wi
Ps-3 Persomnel Screening Continuous monitoring activiies sould be commensurate withthe conactor' evel of access o senstve, Functional Equal Personnel Screening HRS-04 10 [Assignment: organization defined Conaions
|classified, or regulated information and should be consistent wi se policies. Screening requiring rescreening and, where rescreening is so
vequuemen(s Should be incorporated into agreements and Tow down to sub tie contractors ndicated, the "e““e”‘y of rescreening)
ey Sadional reaictons, Such 35 aTowing Secass Gurimg Specifc Fmarrames, rom space catoma. 57 oty Mechanisms exist to require Non-Disclosure Agreements (NDAS) or Similar lo- Develop and document access agreements for
lby personnel who have satisfied addmona\ vetting requirements. The enterprise should deploy audit me(hzmsms tol |confidentiality agreements that reflect the needs to protect data and [organizational systems;
Ireview, monitor, update, and track a rties in accordance wi cess agreement. As personnel |operational details, or both employees and third-parties. lo- Review and update the 35‘955:9'“"‘9" " and
Ps6 Access Agreements [vary over time, the enterprise shouid implement a timely and rigorous personnel security update process for the Functional Intersects With |Confidentiality Agreements| HRS-06.1 5 [Assignment:organiztion defined frequency; on

loccess agreements.
[When information systems and network products and services are provided by an entity within the enterprise, there|
Imay be an existing access agreement in place. When such an agreement does not exist, it should be established.

le. Verify that individuals requiring access ¢
lorganizational information an

L. Sign appropriate access agreements prior to
lheing aranted d
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NIST SP 800-161 R1 Supplemental C-SCRM Guidance

[specify additional restrictions, such as allowing access during specific timeframes, from specific locations, or only
Iby personnel who have satisfied additional vetting requirements. The enterprise should deploy audit mechanisms to
Ireview, monitor, update, and track access by these parties in accordance with the access agreement. As personnel

NIST SP 800-161 R1

SCF Control

SCF #

ntrol Descript

laccess agreements prior to being granted access.

Secure Controls Framework (SCF)
n

[Mechanisms exist to require internal and third-party users (o sign appropriate

version 2026.1_x000a_03/27/2026

Develop and document access agreements for
lorganizational systems;
Io. Review and update the access agreements

Ps6 Access Agreements  [vary over time, the enterprise should implement a timely and rigorous personnel security update process for the Functional Intersects With | Access Agreements
laccess agreements.
[When information systems and network products and services are provided by an entity within the enterprise, there
Imay be an existing access agreement in place. When such an agreement does not exist, it should be established n appropriate access Soreements prior to
Mechanisms exist to govern third-party personnel by reviewing and moritoring S ELtsbieh perscnel Securly requrements,
Irnird-party personnel who have access to the enterprise’s information systems and networks must mest the same jhirc-party security, compliance andjor resilience roles and responsibiltes. incluing securiy roles and respansivies for
external personnel _[Personnel security requirements as enterprise personnel. Examples of such third-party personnel can include the. [external provid
ps7 piabiotn Jsystem integrator, developer, supplier, external service provider used for delivery, contractors or service providers | Functional Equal Third-Party Personnel | HRS-10 1o b Reare sxemal provders to comly with
[who are using the ICT/OT systems, or supplier maintenance personnel brought n to address component technical personnel securty policies and procedures
Issues not solvable by the enterprise or system integrator. [established by the organizatior
lc. Document personnel security requirements;
Require external nrayiders to notity
T o A Tience Progra [a. Develop, document, and disseminate to
[Systems. These policy and procedures should address the purpose, scope. roles, responsibilties, management IMechanisms exist fo review the Securty. Compliance & Res
commitrment cooxinaton amang eneris eniie, and priacy CompIAnGE 5 SUpparssysersicomponents [SCRP). including polcies, standards and procecures,at pianned ntervals o f (Assignment: organization-defined personnel or
i e e Syt o s Sy Periodic Review & Update signincant changes occur to ensure thei condnuing Lidoiny, adequacy and oles)
rra Polcy and proceduresPlle oo e b . Pacs e tha conracs s it it il shared ich Functonal | Itersects Wit | of Securty. Complance & | Govios [eFectvene s [ iseiecton oneor more): rganizaton fever:
lcontractor personnel may have access to the Pi, controls protecting Pll, how long it can be kept, and what happens Resilience Program ission/business process-level; Sys el)
ot at the and of  contact personally identifble mformatioh processing and
Jo. When working with a new supplier, ensure that the agreement includes the most recent st of applicable security fransparency policy that.  ©
e Tese poficy amd proceaures Showd sdaress the porbaes Seoma, T, e, PG eent WMechanisms exist to facilitate the Tmplementation and operation of data B eiop, document and GssemaRe 1
commitment.cordination Smong entrpis enis. anapriacy complance  suppo: sytemscomponerts lorotection controls throughout the data lifecycle to ensure all forms of Personal {Assignment: organization-defined personnel or
[within information systems or the suppl g Ibata (D) are processed lawiuly, fairly and transparently I
- olicy and Procedures  [plicies and procet ures need to be in place to ensure that contracts state what Pil data will be shared, which unctional ubset ata Privacy Program ¥
PT-1 Policy and Praced: p licies and proced 4 to be in p. h hat Pi data wil be shared, whi A ] Subset Of Data Privacy P PRIOL 10 [ lselecton one or more): Organization evel
ontractor personnel may have access to the Pi, controls protecting PI, how ong it can be kept, and what happens Mission/business process-level; System-level]
ot at the end of  contract ersonally ertiiame miormalon procesing and
o Wh working wth & hew suppler, nsurs tha the agreement ncudes the most recent set o applcable securiy ransparency policy that:
[systems. These policy and procedures should address the purpose, scope, roles, responsibilties, management [Mechanisms exit to faciltate the implementation of industry.recognized [ Beveop:document and dssemiiate o
lcommitment,coorination amang enepris eniie, and prvacy compliance t suppert systemsicomponerts security, compliance and resilience practices n the specification, design, [Assignment: organization-defined personnel or
ot Informiacion Syetems o1 the supany en |development, implementation and modification of Technology Assets, roles)
PT1 Policy and Procedures Pohmes and procedres need (o be ih lace to.ensure that contracts state what Pl data will be shared, which Functional Subset Of secure Engineering sea01  (Applications andfor Services (TAAS). 10 L [Selection (one or more): Organization-fevel;
tractor personnel ave access to the PIl, controls protecting Pll, how long it can be kept, and what happens P! [Mission/business process-level; System-level]
fo I at the end of » contract personally dentfble nformation processing and
hen working with a new supplier, ensure that the agreement includes the most recent set of applicable security [ransparency policy that:
R 335ESHent Should include Both the supply cham © and testing Mechanisms exist to review the Security. Compliance & Resiience Program la Develop, document, and disseminate to
Jand delivery systems) and the information syskem/components traversing the supply chain, System-eve risk (SCRP), including policies, standards and procedures, at planned intervals or if [Assngnmenl Organization-defined personnel or
(ich take prtcuring s SOLC.  Gicalky analysls wi Ehsure that islo Ccalunchons e components 3 Petiodic Review & Undate eChveneca,0C% OCCUr 2 CTEUTE el Cninng sulabiy, ageduacy and e fevel
Rl Policy and Pracedures |GUCriohe? Briority Gue o their impact on the mission, if compromised. The palicy should Include Supply Functional Intersects With | of Security. Compliance & | GOV-03  (eflectiveness s :4ézmf;LZTJ;’;‘;L!“QZL&FZCZZ‘,‘.??JQ’\? sk
[chainrelevant cybersecurity roles that are applicable to performing and coordinating risk assessments across the Resllience Program Jassessment policy that:
lenterprise (see Section 2 for the listing and description of roles). Applicable roles within suppliers, developers, i) Aderessos purpose, scope, roles, respensiilie,
lsystem intearators, external system service providers, and other ICT/OT-related service providers should be m
Fisk assessment snould include both the supply chain Infrastructure (e.g., development and testing environments [Mechanisms exist to facilitate the Implementation of strategic, operational and - Bevelop, document. and disseminate to
o ey ysterme) an th nformation systemcomponents aversn th supply chain, yster el ftactical risk management controls; [Assignment: organization-defined personnel or
Significantly DLC and shot erprise’s broader RMF actvities, roles
Py e ke D e SOLC Aoty o where o n iUl Gt g enponn el pctana | saseor sk nagement o] 53 1 [ eor o oot
[chainrelevant cybersecurity roles that are applicable to performing and coordinating risk assessments across the Jassessment policy that:
[enterprise (see Section 2 for the listing and description of roles). Applicable roles within supliers, developers, ) Addresses purpose. scape, rols, responsiviltes,
lsystem intearators, external system service providers, and other ICT/OT.related service providers shoul cination amona.
15 sssssment Shoud nlude bohthe supply chan Tiasruciure e, Geveloprment and estng cnuronents echarisms it o esobieh, mantan and dssemmate pofces sandards B eveiop, document. and SIseminate 1
Jand delivery systems) and the information systemjcomponents traversing the supply chain. System.level risk land procedure ure, compliant [Assignment: organization-defined personnel or
Jassessments significantly intersect with the SDLC and should complement the enterprise’s broader RMF activities, Publishing Securt. roles]
Py procees (11 S pr g e SO ity sny i o bk ol s apd mponnS e ol | s wion | Complanee s e | Govoz s il oo oo
[chainrelevant cybersecurity roles that are applicable to performing and coordinating risk assessments across the Documentation lassessment policy that:
lenterprise (see Section 2 for the fisting and description of roles). Applicable roles within suppliers, developers, o) Addresses purpose, scope, rols, esponsivilies,
Jsystem inteqrators, external system service providers, and other ICT/OT.-related service providers should be cordination amona
Mechanisms exist to categorize Technology ASsets, Applications. Services. e ategorse the system and inormmation i
landjor Data (TAASD) in accordance with applicable laws, regulations and [rocesses, stores, and ransmits;
v ligations that: b. Document the security categorization resuts,
[security categorization is critical to C-SCRM at Levels 1, 2, and 3. In addition to [FIPS 199] categorization, security " - [contractual obl
ecurity Categorization |categorization for shouid be based on the criticality analysis that is performed as part of the unctional qual 2
a2 Securty Categ o e CaCR at Le T e e S o s R ! cael Risk-Based Security RS0z ) Document the securtycategorizaton resuls including supporting 10 [ehaing Supporing e in e secrty pian
[Section 2 and [NISTIR 8179] for a detailed description of criicality analysis Categorization rationale) in the security plan for systems; a for the system; and
[2) Ensure the securiy categorization Gecision is reviewed and approved by . Verify that the authorizing official or authorizing
ificl desianated rpresentative reviews o
i decs
IIEK sssessments ShouTd TncTude an analysTs of erTically, Threas, TkelMood, and Tmpac Mechanisms S0 regularly reven Technology Assets Agplcations andor e niuct ik assesament. meluding
described in detailin Appendix C. Tne data t be reviewsd and cmle‘(ted Includes C-SCRM Sveﬂﬁckm‘ES rocesses, Services (TAAS) for adherence to the organization's security, compliancs [ entingtreas o and Vulnerabilties nthe
the results of system/companent and services acquisitions, implementation, and integration. Risk assessments Functions! Review Of landior resilience policies and standards.
g Should be performed at Levels 1 2, and 3. Risk assessments at hgher levels should consst primarily of » synthesis y Y Determining the ikeltood and magritude of
Ra3 REKASSSEITEN, s scemert oo o e evls e o underanaing e overllmonc weh e || PNl msects | seqry, Caplance s | <032 s a1 from unauthorised accecs, use, isclosure,
., ot evels). C- mplement and inform ris losruption, modification, or destruction of the
et e are peored a5 ngoing et throughos 1o SDLC. nd Broe sen anouts b oystem, the information it processes, stores, or
lappropriately aligned with or integrated into ERM processes and governanc iransmits. and an
F&Luﬁé—v—';’;:\sx sSsesements should ncuc o anaysi o rtcalty, eat, uinerabilies Treood, and mpact 35 echanisme o5 o conduct ecuring assesements o ik tat ncludes the o onaucts ek sssecsment, inchuaing
escribed in detail in Appendix C. The data to be reviewed and collected includes C-SCRM-specific roles, processes, likelihood and magnitude of harm, from unauthori s, use, dis . centiingthreats o and ulnerabilties inthe
Jand the resuls of ystemicompanent and services acquistons,implementation, and integration sk assessments ldisruption. modiication o destruction e organization's Technology AScets,
R sk Assessment Z?@Z‘??Ji‘i ‘Sif‘l;’?ﬁf;&lﬁ!i'iﬁskiﬂ"af @Zﬁ‘?ﬁfﬁf v s fo mdcrson he vl mpacLwih e Il | Functional | ntesects With | Rik Assessment Roicos - Applications, Services and/or Dara (TAASD) . D"i;"n\'"J?iJS&l‘.ﬁi!";’&“eis"“u's“ea%T;i“\Sfu‘?Z
e vels). C-SCRM risk Should complement and inform risk ldisruption, modification, or destruction of the
(esssamerts, which are performed 25 angoimg ociviies (houghout ihe SDLC, and processes shoutd be lsystem, the information it processes, stores, or
sligned with or integrated into ERM processes and governance. lransrmitsand any related information: an
Mechanisms exist to periodically assess supply chain risks associated with
[Technology Assets, Applications and/or Services (TAAS).
lo. Assess supply chain risks associated with [Assignment: organization-defined systems, system components, and
RA30) Risk Assessment | Supply [system services]; andb. Update the supply chain risk assessment [Assignment: organization-defined frequency). Functional caual Supply Chain Risk RSK09.1 0
Chain Risk Assessment . [when there are significant changes to the relevant supply chain, or when changes to the system, environmens of . ssment
loperation, or other conditions may necessitate a change in the supply chain
[monitoring actvities redquires enterprises to consider suppliers as well as their sub-suppliers. Enterprises, where Mechanisms exist to detect vulnerabilites and coniguration errors by routin [o- Monitor and scan for vulnerabities in the system
opplicabie and appropriste, may consider provding cusiomers it o Vlnerabity Disclosure fepart (VOR) |vuinerabilty scanning of systems and applications. and hosied aapicains rcsignment; organizaton-
Vunerability Monitoring nd Complete vulnerapllty assessments fr components isted in SBOMS. The VDR should (defined frequer sndomly n sccordance
RAS Y 9 linclude the ana\ysls SR ndigs desclng the mpact (o Isck o |mpac() inat e reported vunerabilty nas on a Functional Intersects With | Vulnerability Scanning | VPM-06 5 gttt detned roces an w
and SCanning - |component or product. The VDR should also contain information on plans to address Enterprises should Winerabities poentily aectn tne sstem are
Coneide pibling the VOR witin s secure pore avalAble Lo Cokorrs andtsgring the VOR it crostes dentified and reported;
|veriiable, private key that includes a timestamp indicating the date and time of the VDR signature and associated o- Employ vulnerability monitoring tools and
[monitoring activities requires enterprises to consider suppliers s well as their sub-sUppliers. Enterprises, where Mechanisms exist to update vulnerabilty scanning tools. Jo- Monitor and scan for vulnerabilities in the system
lapplicable and appropriate, may consider providing customers with a Vulnerability Disclosure Report (VDR) to and hosted appiiations Assignment: organization-
Vulnerabillty Monitoring_[femonstrate proper and complete vulnerabilty assessments for components isted in SBOMs. The VDR shoul (defined frequency and/or randomly in accordance
Ras erabilly Monitoring. i the analyss and indings descrning the mpact (r lack of imbact that the reported vulnerabilty ason a Functional Intersects With | Update Tool Capabillty | VPM.06.1 s |with organization-defined process] and whe
9 |component or product. The VDR should also contain information on plans to address the CVE. Enterprises should |vinerabilties potentially affecting the system are
Comsaer publaning th VDR it 3 sccur oral avalabi o useamrs and Saring s VO wih 3 i identited an report o
|veriiable; private ke that includes a timestamp ndicating the date and time of the VDR signature and associated mploy vulnersbl -ty monitoring tools an
iechanisms exit to 1dentify The breadth and depth of coverage [5&ine the brcadh and depth of ccineraBiy
Enterprises that monitor the supply chain for vulnerabiliies should express the breadth of monitoring based on the W‘"e(ab"‘éy‘ scanning that define the system components e and ypes [scanning coverage.
Vulnerability Monitoring - critcality and/or risk profile of the supplier or product/component and the depth of monitoring based on the level of Breadth / Depth of vulnerabiities that are checke
aas) nd Scanning | Breadth 1 3 Wich the MonKori takes pace (0. sub-aupplier Where possile, a component imventory | Functional aual dth e VP62 10
and Depth of Coverage |(e.q., hardware, software) may aid enterprises in capturing the breadth and depth of the products/components 9
|within their supply chain that may need to be monitored and scanned for vulnerabiltes
[Automated mechanisms exist to Compare the results of vulnerabiity scans [Compare the results of multple vulerabilty scans
lover time to etermine trends in system vulnerabiites. Jusing [Assignment: organization-defined automated
Vuinerability Monitoring mechanisms]
Enterprises should track trends in vulnerabilties to components within the supply chain over time. This information
RAS(6) nd Scanning | AUtomated |y el enterprises develop procurement strategies that reduce risk exposure density within the supply chan. Functional Equal Trend Analysis VPM-06.4 10
“Trend Analyses
[Mechanisms exist fo ensure proper Fsk response acions were performed to Respond to findings from security and priv
" ) remediate findings from security, compliance andor resilience-related: ossBssments, monitorng. and auds n accordance
enterprises should integrate capabilities to respond to cybersecurity risks throughout the supply chain into the (1) Assessments; |with organizational risk tolerance.
aa Risk Response _|eMterPrise’s overallresponse posture, ensuring that these responses are aligned to and fall within the boundaries of| 1 tional Eauel Risk Response Rex06.1 |12) Audits andior 0
[the enterprise’s tolerance for risk. Risk response should include consideration of risk response identification, 3) Incidents.
levaluation of alteratives, and risk response decision activiies
[chalh 7ok actvities FIrSt, enterprises Should Complete a Cicallty analysTs as part of the Frame step Wiechanisis exist to [dentify. prioritize and assess suppliers and partners of Gentiy critical system components and functions
o e C-5CRM ik Management process. then, indings generated in the Asses tep aciities (... cricalty lritcal Technology Assets, Applications andor Services (TAAS) using a supp erforming a crticalty analysis for [Assignment
nalysis, threat analysis, vulnerabilty analysis, and mitigation strategies) update and tailor the criticality analysis. A [chain risk assessment process relative to their importance in supporting the lorganization-defined systems, system components,
g . . symblou( relationip Xt between e ccalty analyss and ater Asess st actiites n rt they for ana . Third-party Criticality .02 [delivery of high-value services. Jor system services] at [Assignment: organization-
RA9 Criticality Analysis For a highquality critcality analysis, enterprises should employ it iteratively throughout the Functional Intersects With Assessments TPM-02 ® [defined decision points in the system development
SI5¢ and concurenty cross th tree evel, Enterprises should requre ther o Conaciorste mplement tis life cycle]
lcontrol an this requirement to relevant sub-tier contractors nd agencies shoul
refer to Appendix 1o supplethent tis quldance in accordance with Exécutive Orer 14026, Improving the
ot T anaSemer S e TSt Sha e Shoud Complete s Crcalty snaly s ot Darear the Fiame e Mechanisms exist to require the developer of the Technology Asset, Gty o syt comporents snd Gnctors
Jof the C.SCRM Risk Management Process. Then, findings generated in the Assess step activities (e.q., criticality [Application andor Service (TAAS) to perform a criticality analysis at ming a criticality analysis for [Assignment
onalysis, treat analysi,vinerabity analysis, and migation srateges) pdate and taor th crtcalty analysis. A lorganization-defined decision points in the Secure Development Life Cycle lorganization-defined systens, system components,
’ icaii is  [symbiotic relationship exists bets other As: at they anction ersects witn | Crticality Analysis During 061 |1SDLO) lor system services| af [Assignment: organization-
e Critcalty Analysis  fanhance one another. For a highay s e Functional Intersects With Development Toros ° ldefined decision points in the system development
[SLDC and concurrently across the three levels. Enterprises should require their prime contractors to implement this ife cyclel
[control and flow down this requirement to relevant sub-tier contractors. Departments and agencies should als
refer to Appendix £ to supplement thi th Executive Order 14028 Improving the
Tehsin 5K management aciiiies, st Enierprises should compiete s crlcaty analyss a5 part of the Mechanisms exist to [dentify critical system components and functions by Gty icasyterm, component and nctors
o the C-SCRM sk Management rocess. hen,finings generated i the As;eis step aciites (eg. artalty " | performing o crfclty anlysis or ol TechnologyAssets, Appiations rorming o criicaly analysis or (Assignment
[analysi, threat analysis, vuinerabilty analysis, and mitigation strategies) update and tailor the criticality analysis. i jance landor Services (TAAS) at pre-defined decision points in the lorganization-defined systems, system components
o ottty Ansyss YOI eIonSN 5 GXRLSbetwesh th CHLalty nals an othr Adses st aciives i st chey MO on|  runcuonal | ersocts win | Rosui Comptmnce & | e Oyl ) e e s arcomEenen:
lenhance one another. For a highquality criticality analysis, enterprises should employ it iteratively throughout the e Requin ldefined decision points in the system development
[SLDC and concurrently across the i Enterprises should require their prime contractors to implemen this life cycle
[control and flow down this requirement to relevant sub-tier contractors. Departments and agencies should also
refer to Appendi F to supplement this quidance in accordance with Executive Qrder 14028, Improving the
[amcEions Wi the enterprise, Threat RUting capabiics may 155 DS provided vie s Shared servicss enterpros Mechanisms exist to perform cyber threat hunting that Uses Indicators of [o- Establish and maintain a cyber threat hunting
lespecially when an enterprise iacks the rasourc T threat huniing activities themselves. Typical activities |Compromise (1oC) to detect, track and disrupt threats that evade existing [capabiliy to
include information sharing with peer enterprises and actively consuming threat intelligence sources (e.g., like security controls L search for ndicators o compromise in
RA10 Threat Hunting  fthose available from Information Assurance and Analysis Centers [ISAC] and Information Assurance and Analysis Functional Equal Threat Hunting THR.07 10 [organizational systems; and ot that evads
(Organizations [1580]). These activities can help identify and flag indicators of increased cybersecurity tect, track, and ¢ i et ht evoce
[hroughout the supolychan that may be o concern, such o cyber ncdents, mergers and acaiions, ana Forlgn [exsting controls;
ontrol, or Influence (FOC) Supp\y chain threat intelligence should seek out threats to the enterprise’s 5 By o st huneing copabllty
T TSy S PFOGUELS O SEVICes Tn WhICH There iay be an FEoTa hanisms exist to faciitate the implementation of talored development and 2. Develop, document, and disseminate to
Cupalicd productar ence contracto compromisng ine Itegrity, svalabilty, o condentity ofon enterprods ocausionsrategles, conrat onls and procurement metfods o meet uiaue [Assignment;organizationdefined personnel or
Informaten. This il assessment should occur during he ac Techmatoay Devel usiness nee
. " ures |Informed by an identification an i ¥ ‘echnology Development ’ R feiecton (one or more): Organization-evel:
s Policy and Procedures |acots, and the sensitivity of the information that may be accessible by the supplied product or service provider. Functional Subset OF & Acquisition ToA0L o pissionbusiness process level System leve]
I addition, enterprises should develop policies and procedures that address supply chain risks that may arise lsystem and services acquisition polic
lduring contract performance, such as a change of ownership or control of the business or when actionable () Addresses prpose, scop, s, Y aponsibites,
Information s learned that indicates that a supplier or a product Is a target of a supoly chain threat. Supoly chains cination amon
JcanSigered Tor any and sl Brocirements of prodUEts o Serices In which there may b an Unacceptable rsk ora Mechanisms exist to review the Security, Compllance & Resiience Program - evelop, document. and lsseminate to
lsupplied product or service contractor comprormising the integrity. svaiabilty. or confidntlalty of an enterprise's (SCRP), including policies, standards and procedures, at planned intervals or if [Assignment: organization-defined personnel or
information. This initial assessment should occur during the acquisition planning phase and will be minimally periodic Review & U [sgnificant changes occur to ensure their continuing suitabilty, adequacy and roles
! fodic Review & Update
sl o
addition, enterprises should develop policies and procedures that address supply chain isks that may arise Resilience Program em and services acauisition policy that:
lduring contract performance, such as a change of ownership or control of the business or when actionable o Addresses purpose, scope,fole, esponsibiles,
information s learned that indicates that a supplier or a product is a target of a supply chain threat. Supply chains. tion amana
Jconsidered Tor any and all procarements of prodUcts or Services Tn Which iere may bE an Unacceptable rsk of 3 Mechanisms exist to develop applications based on Secure Software o Exelop, document.and Slssemnate 1
supplied proguctor senvice ontracor compromising th nterity,avaiabilty, or confidentialy of anenterprises IDevelopment Practices (SSDP). [Assignment: organization-defined personnel o
information. This initial assessment should occur during the acquisition planning phase and will b Secure Software roles|
Informed by an identificatio and understanaing of the cricaty of the enterprise's misson fonctions, s figh value I Seiecon one o more): Organiztion-evel:
sa1 Pallcy and Procedures L B o i ifovonaton (Aot may e Scaeesibi by she sopIod productor sonnce o Functional | Imersects With | Development practices | - TOA-08 s eon bininess procees v, Syirermienel]
I adaiton, enterprises should deveiop policies and procedures that address supply chain rsks that may arse stem an services acauisiion policy iat
lduring contract performance, such as a change of ownership o conrol of the business or when actionable (2 Adresses purpose, scope, roles, responsiilies,
Information s learned that indicates that a suplier or a product is a target of a supoly chain threat. Supoly chains
[Mechanisms exist to [dentify and allocate resources for management, b etermine 1 Mo JoveT mormation secury ang
loperational, technical and data protection requirements within business privacy requirements for st
lprocess planning for projects / initiatives. Jservice in mission and business process planning;
a2 Alocation of Resources |The enterprise should Incorporate C-SCRM requirements when determining and establishing the allocation of Functional Eaqual Allocation of Resources |  PRIA03 10 |b. Determine, document, and allocate the resources
resources. required to protect the system or system service as
part of the organizational capital planning and
investment control process; and
Ectabiish a discrate line e
Trre 3 song rlations btweon e SDLC and C S ok Th eterpri s arsure 1 C St Fechanisms ex o manage e usable Ifecycles f Tecnoiogy Assets. o Acqure, develop, and manage the system g
Jactvities are integrated into the SDLC for both the enterprise and for applicable suppliers, developers, < [Applications andjor Services (TAAS). [Assignment: orgonizaton-defined system
icaratos, external system service providers, and ceher CTIOT-reated serice providers. i adon t aadrional ; v ife cy i
sa3 System Development Life G731 00 S1ch 3 requirements and Gesin, e SDLC ncludes aciiies such as mventory management. Functionsl | inersects witn | Teehnolooy Lfecycle | gy g7, 5 [nformaton securty and privacy considerations;
¥ Jacauisition and procurement, and the logical delivery of syster ee Section 2 and Appendix C 9 . Define and document infor security and
for further guidance on SDLC. Departments and agencies should refer to Appendi F to implement this guidance in privacy roles and responsibiltes throughou the
Joccordance with Executive Order 14028, Improving the Nation's Cybersecurity. orstem development e cyce:
Trre 2o rltioni btween o SDLC and G SCUM actifie.Th otrpre shtd arure hat € S echantsme o o eneure canges (o Techology Ascets. Applcations ang o - ACauire, Sevelop, and manage the &ystem usig
pciies are ntegrted intothe SDLC for boththe nterprse and forapalcabl supplers,developers ervices (TAAS) within the secure Development e Ccle SDL.C) o [Assignment; organiztion defined system
System Development Life |93, external system service providers, and o OT-related s I sddiion o redtional Secure Development Life [controlled through formal change control procedures. e cyclel ot ncorverates
a3 v cyelop ISDLE actiice such o requraments nd design, the SDLE neludes actVs Sueh o Inventory managerment Functional Intersects With " PRM-07 s information security and privacy considerations;

lacauisition and procurement, and the logical delivery of systems an: 5. See Section 2 and Appendix C
o Rrther guidance on SDLC, Depariments and agencies should rfer to Appondix F to implemant this guidance in
Jaccordance with Executive Order 14028, Improving the Nation's Cybersecurity.

Cycle (SDLC) Management

Ib. Define and document information security and
privacy roles and responsiiltes troughout the
system development fe cyce

. Information securit
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Velopment methods, tec Mechanisms exist to design, develop and produce Technology A Include the following requirements, descriptions,
[teia, to Include the weighting of suc crtera. IApplcations ancor Sarvices TAKS) 1 such 3 way tht Mok ased technical and| Jand criteria, explicity or by reference, using
prises shou Minimum Viable Product functional specifications ensure Minimum Viabie Product (MVP) crteria [Selecton (one or more): Standardized contract
s Acaulsiton Process |2 Establsh a plan orthe acquiiton of spare parts o ensure adequate supply, and execute the plan i or when Functional Itersects with VP Secary Toaoz  [Eablish an aporoprat evel of security and esilency based on appiable language: [Assignment: organization-def
pplica B aecary isks and thre lcontract language]] in the acquisition contract for
o+ Estabiish  plan or the acquisition of altermative sources of supply as may be niecessary during continuly events [tne system, system component, or system service:
o fihen a diruptiontothesupply chain occurs o Securty and privacy unctonalrequirements:
lc Work with suppliers, developers, system inteqrators, external system service providers, and other ICT/OT-related |\ Strenath of mechanism
Gevelopment methods. fechnauEs, o practices hat miay be relevant. eniy and speciy ¢ SCRM evaluation Mechanisms exist to faciitate the implementation of third-party management Irciod he foloming regulrements, descrpions
lritria, to include the weighting of such criteria. criteria, explicty or by reference.
prises shoulc [[Selection (one or more): standardized :untrac!
- Acauistion Process [0 SIS planfr the acaistion of spare partsto ensure adequate suppy. and execut the plan f r when Functiona! ntersects With | Third-party Management language; [Assignment: organization-define
pplicable; lcontract languagell in the acquisition contract for
o+ Establsh a plan for the acauistionof akenatve sources ofsuply a5 may b necesaryduringcortinly vents ystem component, or system service:
o ifunen a diruptionto thesupply chain occurs lo. Security and privacy functional requirements;
- Work wih sunplers, developers, svstem intearators, extemal system seryice providers, ang ather ICTIOT-related  Strenath of mechanism
[GeVelopment mathods, {echnIaues, or practices that niay be relevant. 18ently and speciy -SCRM evaldation Fiechanisms exist o facieate The implementation of falored development and Include e olowing reqrements descrptons
[criteria, to include the weighting of such criteria lacquisition strategies, contract tools and procurement methods to meet unique Jand criteria, explictly or by refererce, usin
[2. Enterprises should: business needs, [Selection (one or morel: standardized contract
e AcuistionProcess % EXOBIS  lan o theacqusicinof spare part o ansure adequte supply, an executeth o forwhen Functiona! Itersects iy | e€Pnology Develapment | 1o o1 S o tffie\a'n ot hfiig‘f."sflf’u"n sened
o Esabish aplan for e acuisiion ofatenative sources of supply as may b necessary during continuty events System component, or system service:
Jor iffwhen a disruption to t ; Sy and rivacy functional redairements;
. Wi with supojers, develoars, svstem nteqrators, external system service providers, and other ICT/OT.-related trenar
(Gavelopment method. {echnIaues, or practices Eat niay be Televant. Tdently snd specty ¢-SCRM evaliation Wiechaniams ex/st t control changes to services by suppliers, taking into iote B T Tl SescrFRom,
tra 1 ncude the weighing o such creric account the crticality of business Technology Assets, Applications, Services Jand criteria, explicitly or by reference, usin
2. Entel;;‘m;es s‘ ' h " " " " he plan if " M h T land/or Data (TAASD) that are in scope by the third-party. l[Selection (one or more): standardized contract
2 EEkabion & plan for the acauision of spare prts to ensure adequate supply, and execute the plan if o when anaging Changes To language: [Assignment. organization-defined
Sas Acquistion Process. Functional Intersects With TeH-10 s
d lapplicable; ‘Third-Party Services [contract language]] in the acquisition contract for
b. Establish a plan for the acquisition of alternative sources of supply as may be necessary during continuity events o i, or system service:
Jor iffwhen 3 disruption to the supply chain occurs; o Security and privacy functional eguirements;
lc Worl with suppliers, developers, system inteqrators, external system service providers, and other ICT/OT-related tronat
Miechaniams exist to ensure vendors ] manufaciurers Requrene deve\oper ‘of the system, system
1) Delvr e Technology Asst, Applicationandior Sevice TARS) with 3 pre- System service fo
. bished, secure configuration implem nent, o service with
Acquisition Process | [If an enterprise needs to purchase components, they need to ensure that the product specifications are “fit for y [estal igur: 3
saacs) Sy Companent and poipose: o mact e eHei St TR, e oS rect o (o . chanrlparrers or | Functional qua Pretalanes e | g5, 3)050 0 e OB et Ve ConTRTan o e gt for any w0
Service Configurations  [a secondary market. 9 lsubsequent TAAS reinstallation o upgrade.
() Use the configurations as the defauit or any
lsubsequent system, component, or service
iechanisms exist o Tmi the use of commercially-provided Information (2) Limit the use of commercally provided
|Assurance (1A) and IA-enabled IT products to those products that have been information assurance and information assurance-
gt roces | . i o) etanceon e st h s b, rocurs sl s US.Govean rotectn successfully evaluated against a National Information Assurance partnership lenabied information technology products to those
sa4(7) provet prorection . |profls corified miormaton sssurance (1) compeatnts Wher poskinle: AR Cosication can bé achieved or OTS Functional Intersects with | !nformation Assurance | 1.5 |INIAP)-approved Protection Profle or the cryptographic module is FIPS- B products that have been successfuly evaluated
P profe-certified Enabled Products \Validated or NSA-approvet lagainst a National Information
lpartnership (NIAP)-approved Protection Profile for a
[specific technology type, if such a profile exists; and|
R Recu tection Drodl
Fiechanisms exist to require the developers of Technology Assets, Applications [Require the developer of the system, system
land/or Services (TAAS) to produce a plan for the continuous monitoring of lcomponent, or system service fo produce a plan for
Acquisition Process | [This control enhancement i relevant to C-SCRM and plans for continuous monitoring of control effectiveness and [security, compliance and/or resilience control effectiveness. [continuous monitoring of control effectiveness that
SA-4(8) [Continuous Monitoring Plan(should therefore be extended to suppliers, developers, system integrators, external system service providers, and Functional Equal [Continuous Monitoring Plan| TDA-09.1 10 is consistent with the continuous monitoring
Controls Jother ICT/OT-related service providers program of the organization.
iechaniams exist t obtain. protect and distibuEe admmistrator o300 o Gevlop szt documeraton
ldocumentation for Technology Assets, Applications and/or Services (TAAS) that] for the system, system compone
Informaion system documentation should include relevanit C-SCRM concerns (e, CSCRM plan). Departments and cribe: [service that describes:
sas ystem Documentationfagences nouldreer to Appendi o mplement tis guidance naccordance with Execuive Order 12028 on Functional Intersects With Documentation Toa0a |11 secure confguration, instalaton and aperation of the TAAS: 5 1. Secure configuration, installation, and operation
e ouing e Natioers CybEramturty. equiremen [2) fectiv use and manten Security features/functions; and Jof the system, component, or service;
3 ki "egarang . Efectve use and mainenance o secury and
(.9, priviegea) functions privacy functons and mechanisms
e gl
[Mechanisms exist fo determine securlty, compliance and resiience control [2-Obtsin o develop administrator documenation
applicability by identifying assigning and documenting the appropriate asset for the system, system companent, or syst
Information system documertation shaud ncude rlevane C-SCRM concens .. CSCRM pla). Depariments and scope categorization for al Technology Assets, Applications andjor Services fervice that descrioes:
SAS System Documentation  fagencles should refer o Appeni F t2 mplement this guidance In accordance with Executive Order 14028 o Functional Intersects With | Asset Scope Classification | AST-04.1 [(TAAS) and personnel (internal and third-parties). 5 1. Secure configuration, installation, and operation
Improving the Nation's Cybersecurity. [of the system, component, or servi
[2. Effective use and mam(enan(e o' secunly and
privacy functons and mech
[determined by Fisk assessments (see Section 2 and Append C] Mechanisms exist to develop, document and maintain secure baseline TApbly i Tollowing SYStams SecurTy and prvacy
lc- Document and gain management acceptance and approval for risk that i not fully mitigated. lconfigurations for Technology Assets, Applications and/or Services (TAAS) that [engineering principles i the specification design.
I Limit the number, size, and privilege Ievel o critcal elements. Using criticality analysis will 3id in determining are consistent with industry-accepted system hardening standards. [development, implementation, and modification of
e Security and privacy which elements o unctons are crica,See crcalty analysis in Appendis € and NISTIR 8178, Ciialty Analsis | puncional ntersects with Secure Baseline o0 5 [the system and system components: [Assignment:
Engineering Principies  [Process Model: Pioritizing Systems and Configurations lorganization-defined systems security and privacy
- Use securicy mechanisims that nelp to reduce opprtunities to exploi sugply chain opersecuiy nersbiies [engimeering principies]
lsuch a5 encryption. access contral, identity management, and malware or tampering discoven
f Desiqn information system comganents and elements to be difficul to disable (e.q techniaues)
et by ik assessments(sce Secton 25 Appert Fechamirss vt o faciate he Tmplmertotionof ety recoorized [Rbply the following systems securlty and privacy
gain management acceptance and approval for risk that i not fully mitigated. securiy, compliance and rsience practces nthe specifcatio, desian. [engineering principies in the specification, design,
|d. Limit the number, size, and privilege levels of critical elements. Using criticality analysis will aid in determining velopment, implementation and modification of Technology Assets, |development, implementation, and modification of
a8 Security and privacy - uhich elements or functions are ciical, See ciicalty anaysis in Appendix C and NISTIR 8175, Citicalty Analysis Functional Intersects With Secure Engineering Seao1  [Appications andior Services (1AAS). s fthe system and system components: [Assignment:
Engineering Principies  [Process Model: Prioritizing Systems and Components. Principles lorganization-defined systems security and privacy
e Use security mechan|si that el o reduce opportuniies to explot supply chaincpoersecurty ineries [engineering principies
Sisch a5 encryption, access control, gentity management, and mahwore o tam very.
- Desian information systern components and elements to be difcut to isanie (e.q techniques)
Wiechaniams exist to mitigate the risks sssociated with Trd party access to [o-Require that providers of external system
lthe organization's Technology Assets, Applications, Services and/or Data Jservices comply with organizational security and
privacy requirements an he following
a9 External System Services [C-SCRM supplemental guidance is provided in the control enhancements. Functional Equal Third-party Services |  TPM-04 10 feontrls: (Assignment: organiztion defined
b. Define and document organizational oversight
Jand user roles and responsiblties with regar to
ternal sustem services. an
[iechaniams exist to conduct a rsK assessment prio £o the Scquiton or (2) Conduct an organizational assessment of sk
utsourcing of technology-related Technology ASsets, Applications and/or orior to the acaquisition or outsourcing of information
xtema system servies | [Services (TAAS). Jsecurity services; an
o) ternal Systern Services |isee Appendices C and D. Departments and agencies should refer to Appendix E and Appendi F to implement Functional taual Third-Party Risk . o |ib)Very ik the aeauisiton or outsourcin
e 21 [guidance i accordance with Executive Order 14028 on Improving the Nation's Cybersecuriy Assessments & Approvals ldedicated information security services is approved
by [Assignment; organization-defined personnel or
roles]
|d. Enterprise data and information integrity, confidentiality, and availability requirements are defined and shared [Mechanisms exist to develop a plan for Supply Chain Risk Wanegement TSCRM) [Establish, document, and maintain frust
|with the system suppliers, developers, system integrators, external system service providers, and other ICT/OT- ESiﬂUSled with the development, acquisition, maintenance and disposal of [relationships with external service providers based
External System Services |1 (e system supplers, developers, & nology Assets, Applications andior Serices (TAAS),incluaing documenting| n the following requirements, properties, factors,
sa903) Establish and Maintain |(#21¢ pel with C-SCRM d information system security requirements Functional Intersects With upply Chain Risk RSK-00 [Selocted mitigating actions and monitoring performance against those plans. 5 lor conditions: [Assignment: organization-defined
Trust Relationship with (% 772 £onseduences of non Management (SCRM) Plan lsecurity and privacy requirements, properties,
. There is a clear delineation of accountabilties, roles, and responsibilties between contractors when muliple ctors,or conditions defining acceptable trust
|disparate Drcwders are engaged in supporting a system or mission and business function. relationships],
[0 Enterprise Gt aninfomaion negrit, comtdeniaity.and avalpily equrements are efned and shared fechanisms exist to identify, priortize and assess suppliers and partners of Estabish, document, and maintain rust
|with the system supplirs, developers, system integrators, external system service providers, and other ICT/OT- lritical Technology Assets, Applications and/or Services (TAAS) using a supply eitanships win extemal sevice providers based
External System Services |[1111 1S VSierm subbrers. d poropria . |chain risk assessment process relative to their importance in supporting e following requirer roperties, factors,
sa9(3) Establish and Maintan mecuences of nom <omolance with C.SCRM requirements and nformation system security requirements | Functonal Intersects with | TrParty Crtiality | g5 delivery of high-value services. 5 '" w"mm"s [Assignment: organization-defined
Trust Relationship with |5 1€ €onseauences o ‘Assessments urity and privacy requirements, properties,
rovic ‘here is a clear delineation of accountabilities, roles, and responsibilities between contractors when multiple ors, or conditions defining acceptable trust
|disparate providers are engaged in supporting a system or mission and business function, 'e‘a‘"’"“”" 1
[ Eonerorne aots e ermeation Ttear iy comtaontay onc velobiey vemlremments ove aefned nd sared Wecharirs o5t o ESableh,docurmert. and martan st
[with the system suppliers, developers, system integrators, external system service providers, and other ICT/OT- (1) Evaluate securty risks and threats associated with Technology Assets, relationships with external service providers based
External System Services | fetes ke oo s sortyre |Aplications andor Services (TAAS) supply chains; Jon the following requirements, properties, factors,
a0y Establish and Maintain ph with C-SCRM d information system security requirements | Functional Itersects With Supply Chain Riskc oM |3 Take approprite famediation actions o mimimizs the organization's 5 lor conditions: [Assignmen: organization-defined
Trust Relationship with |% 1€ conseauences of non Management (SCRM) |exposure to those risks and threats, a5 necessary lsecurity and privacy requirements, properties
Providers . There is a clear delineation of accountabilties, roles, and responsibilties between contractors when multiple factors, or conditions defining acceptable trust
Liiparate provers re angmgecin wbpertng 3 tystam or mesian and busmess funcion retaionships].
[0 Enterprise data and information intearity, canfidentiaiity. and availabilty requlrements are defined and shared [Mechanisms exist to require contractual requirements for applcable security [Establish, document, and maintain frust
PR kg LR R P A TR T |compliance and resilience requirements with third-parties, reflecting the relationships with extemal service providers based
External System Services | Fesed ervce proscers e appropriste . . lorganization's needs to protect its Technology Assets, Applications, Services Jon the following requirements propertis,factors.
sA-9(3) Establish and Maintain with C-SCRM d information system security requirements Functional Intersects With Third Party Contract TpMos  [and/or Data (TAASD). 5 Jor conditions: [Assignment: organization-def
TrustRelationship with & 4G o0eE e e Requirements Security and privacy requiremants, propertes,
Providers, ‘here is a clear delineation of accountabilities, roles, and responsibilities between contractors when multiple fat‘:turs t:'r conditions defining acceptable trust
|disparate providers are engaged in supporting a system or mission and business function, relationships].
g [Mechanisms exist to document and maintain a Responsible, Accountable, [Establish, document, and maintain trust
5 erricedata and iformation mtegry. comtlentalty. and avaiabiy requrementsare efned and sared
e system Suppliers, Gevelopers, systam Iniegrators, exiema system Senice providers, and sther ICTIGT- ISupportive, Consulted & Informed (RASCI) matrix, or similar documentation, to relationships with external service providers based
External System Services || ,emed e s s g g Responsible, Accountable, [delineate assignment for security, complance and resilience controls between Jon the following requirements, properties, factors,
sa9(3) Establish and taintain with C-SCRM d information system security requirements | Functional Intersects With | Supportive, Consulted & | TPM-05.4 ~[Internal stakenolders and Extemal Service Providers (ESPs). s Jor conditions: [Assignment: organization-
R roviders T fre deﬁned Ind documented Informed (RASCI) Matrix lsecurity and privacy requirements, properties,
roviders . There is a clear delineation of accountabiliies, roles, and responsibilties between contractors when muliple factors, or conditions defining acceptable trust
ldisparate providers are engaged in supporting a system or mission and business function. elationships]
oo e i o, o oo remreman e e and shared iechanisms exist o Include “break clauses” within contracts for falure to [ESTabiih, document, and marmtain rust
o My s Ay Moo sl huvib iy itk Imeet contract criteria for securty, compliance andor resiience controls. relationships with external service providers based
External System Services |11 (e system subplers, developers, & onre flowing requrements, prberiesfcirs.
sa.9(3) Establish and Maintain |, 7y, o with C-SCRM  information system security requirements Functional Intersects With Break Clauses TPM-05.7 s Jor conditions: [Assignment: organization-def
Trust Relationship with (% [0 Conseuences of forc Securiy and privacy requirements, properies,
. There is a clear delineation of accountabilties, roles, and responsibilties between contractors when muliple factors, or conditions defining acceptable trust
[isparate providers are engaged in supporting  system or mission and business function relationships).
Fiechaniams exist to ensure thal the Tnterests of external service providers are [Fake the following actions to verify that the
[consistent with and reflect organizational interests. interests of [Assignment: organization-defined
Extermal System Service 1, e context o ths enh oo e suppters devel e iteartors, extermat lexternal service providers] are consistent with and
g In the context of this enhancement, “providers” may include suppliers, developers, system integrators, external g Ireflect organizational interests: [Assignment:
SA9) Consistent Interests of o, tem service providers, and other ICT/OT-related Service providers. Functional Equal Conflictof nterests | TPM-04.3 1% forganization-defined actionsl
onsumers and Providers
[Mechanisms exist to control the location of cloud processing/storage based on [Restrict the location of [Selection (one or more):
e e under th o the suppirs, devel ' business requirements that includes statutory, regulatory and contractual information processing; information or data; system
e locaion may beunder thecontrol ofthe suppiers,developers system inteotars, exteml ystem serice lobigations. lservices] to [Assignment: organization.-define
. el Syt Servces rvidrs, ond oo CTOT el s poves, T $nou assess CSCAM 15 ssncted Functional | Intersects With | or procemsing srorsgn | CLD-09 B i
‘gssing, Storage, and iyen geographic location and apply an appropriate isk response, which may il ing iocations that are or or Processing, Storage |defined requirements or conditions).
e oL et amd naong s appropr pravechons o I psce v reos assocote c SCRM ik
[Mechanisms exist fo restrict the focation of Information processngistorage Resirict the Tocation of [Selection (on or more)
. based on business requirements. Infomation proceseing; nformation o data; sysem
e m Services | [T ocation may be under the controlof the suppliers, developers system integrators, external system service y rocessin services to [Assignment; organization-
Service Location . [given T cmegrantic locoon ama app < Saphopriate ik resbomee, wheh sy ciade deiming tocatons that areor e tione afined requrements or condiions]
Jare not acceptable and ensuring that appropriate protections are n place to address associated C-SCRM i
WMechanisms exist to Inventory. document and maintain data flows for data Restrict the location of [Selection (one or more):
[that is resident (permanently or temporarily) within a service's geographically linformation processing; information or data; system
External System Servces [T Jcation may be under the control of the supplers, developers system integrators, external system service ldistributed applications (physical and virtual), infrastructure, systems lservices] to [Assignment: organization.d
Shars) dernal System Senvices lroviders, and other ICT/OT-related service providers. Enterprises $hould assess C-SCRM risks associated w Functional Intersects with |  G€0graphic Location of | o 1o |components andior shared with other thirg-partis. 5 locations] based on [Assignment: organization-
g5sing, Storage: and Igiven gecgraphic location and apply an appropriate risk response, which may include defining locations lha(are or Data e s rements or Somaiion]
[are not acceptable and ensuring that appropriate protections are in place to address sssociated C.SCi
[iechanisms exist o require system developers and iegratars to perform Fequie the devetope o e system. system
Ibeveloper configuration management i critcal for reducing cybersecurity risks throughou the supply chain. By System design.  or system servi
lconducting configuration management activiies, developers re rrence and likelinood of flaws while implementation and operation. o Perform confguration management dur
a0 Developer Configuration [increasing accountability and ownership for the changes. Developer configuration management should be cunctiona! taval Developer Configuration | 1o, 14 1o [svstem component or service (Selection (one or
Management . |performed both by developers internal to federal agencies and integrators or external service providers. Management more): design; development; implementations
Departments and agencies should refer to Appendix F to implement this guidance in accordance with Executive loperation; disposall;
[Order 14025, Improving the Nation's Cybersecurity ment manage.and controlth integrty of
[Gorermime whather the cuppirer (OEM) has parformad Such teating 25 part of their ausTity o cecurity procesees Mecharisms exist o require system developerstegrators consult with Reqmre Uhe Qeveloper of e SyStern. SyStem
e the acaurer ha conlral verth apolicaton and development rocesses,they shoud requre s esing as security, compiiance andor resilience personnel mponent, or system service, at all post-design
art of the SDLC. In addition to the speciic types of testing bed Securlty, Compliance & (1) Create and implement a Security Testing ‘e Bualuation (ST&E) plan, or [tages of the system development e cyclo,
sA11 Developer Testing and - |C_sCRM-relevant testing include te: st for Countareie, variying the oigine of componnts, examiin Functional Equal e Testin ToAQg  [similar capal 10 [o- Develop and implement a plan for ongoing
valuation confqurron settings prior to tegraion and fetig nterfaces. Tese types o ess may equie sgitcant Throughout Development (2) Implement a verifiable flaw remediation process to correct weaknesses and security and privacy control assessments:
Iresources and should be prioritized based on criticality, threat, and vulnerability analyses (described in S |deficiencies identified during the control testing and evaluation process; and Perform [Selection (one or more): ur
e Apperie O a6 wal e sne eectvencesoftesing technlcves. Enteroroes oy s odqire i pory veking (3) Document the results. corston: svsem; regressmnllesung/evamatmn
[EREerorise ShouUTd PPy RaTGRAT Snd InTernaTomal STandsrds 3nd best praciices wher T contrar Wiechaniams exist to develop applications based on Secure Software - Retire the Geveloper of the system. sys[em
Uking existing standards promotes consistency of mplementaton.reliabl and defendable processes, and IDevelopment Practices (SSDP). lcomponent, or system service to follow
‘test, and deployment <houd al Secure software locumented development process that:
g Qevelopment Proces,|covered by s conral, e tols ncluded n s ontolca be anual o autamated, The e of automated tos tion. d ' 1 Expicitly addressessecurty and iy
S5 Standards, and Tools aids thoroughness, efficiency, and oo amalyss that nelps adress cybersuriyrisks natarise n rla Functional Equal Development Practices | TOA-06 10 lquirement
o the development pocess thoughout the supply chain. Additonaly, the output of such actvtes and tol b enines the standards and tools used n the
provides useful inputs for s5es, 33 described in Section 2 and Appendix C. This control has [development pracess:
I plicabilty to the internal enterprise's processes, tnformation systerns, and networks as well a3 appicable system Documents the snecifc taal aptions and taal
echanies exit o requre e developer of the Techalooy Aeser Require the developer of the system, system
|Application andor Service (TAAS) to perform a criticality analysi nt, or system service to perform a
is crtical components within the information system, which will help determine the orpasatondainod deciion points I he Secure Deveiopmént i Cycle [criticaiity analysis:
Sa15(3) Standards, and Tools | _[specific C-SCRM activites to be implemented for critical components. See C-SCRM Critcaity Analysis described in | Functional Equal Criticality Analysis During | rpp.06.  (1SDLC) 10 [(2)Atthe following decision points i the system
Eicalty Analyels | [Appendix C or agdtional contox P [development ife cycle: [Assignment; organization-
ldefined decision points i the system development
e cycel an
) o he tollowing level of rinar
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IMechanisms exist to perform threat modelling and other secure desi

[This control that exists within NIST SP 800-161 R1

Lechnicues, to ensure that threats t Software and solutions are identiied and S withdrawn from NIST 800-53 RS and no longer
Development Process, ~[This enhancement provides threat modeling and vulnerability analyss for the relevant federal agency and laccounted for. fexists,
. Standards, and Tools | [contractor products, applications, information systems, and networks. Performing this analysis will help integrate C- ’
SAI5(4) Threat Modeling and M into code refinement and modification activities. See the C-SCRM threat and vulnerability analyses described | FUnctiona! Equal Threat Modeling TOA062 0
Vuinerability Analysis  [in Appendix C for additional context.
Mechanisms exist to perform threat modeling and other secure desion [Require the developer of the system, system
ltechniques, to ensure that threats to software and solutions are identified and lcomponent, or system service to use threat
Sé‘gigfgeg::?;;?‘ [This enhancement encourages developers to reuse the threat and vulnerability information produced by prior jaccounted for. [modeling and vulnerability analyses from sirmilar
SA-15(8) se of Threat and _ [development efforts and lessons learned from using the tools to inform ongoing development efforts. Doing so wil Functional Equal Threat Modeling TDA-06.2 10 [oystems, components, or services to inform the
ey Inforoion. [1elp determine the C-SCRM activiies described i Section 2 and Appendix C. [current development process.
ey proaed T o Xeral o Ter e qevelper € A0 CSCRVT Fadaesees rorg e [Mechanisms exist to require the developers of Technology Assets, Applications Require the developer of the system, system
Inividuals responsibe o federol systems and networks o ncude applicable development envircnments landior Services ( 0 provide training on the correct use and operation of [component, or system service to provide the
Developer provided taining in this contrl :\5nlgnph‘e;loctga;r'v:w\d:‘a\s"hos fect s‘lelryndendl . Developer proved e Technology Asset, Appiication andior Service (TAKS). folowing raning on he corec use and aperaton
training should include materialto ensure that 1) evelopers. areawareo nction: eveloper-Provider lemented security and privacy functins,
SA16 Training orenci: threats ane vulnerabiTics whos develapng. tstng. anc mamiaining Fardware and sofware.and 3 Functional Equal Training TOAS o [Controls, and/or mechanisms: [Asgignmant
Incivduals resporsibe o slecig system and netork components ncorporte C- SCRM when choosing e lorganzation-defined training
[components. Developer training should also cover training for secure coding and the use of tools to fi
in'software. Refer to Appendis  for aaditional quidance on securty for cical software.
Mechanisms exIst to require the developers of Technology ASSets, AppIications Fequie the devetoper o e system, sysiem,
[This control facitates the use of C-SCRM information to influence system architecture, design. and component andior Services (TAAS) to produce a design specifcation and security Jcomponent. or system service lo produce a design
Developer Security and _[selection decisions, including security functions. Examples include identifying < that compose system Developer Architecture & architecture o N Svemm"u" o ecurty s ey archtectre
sa17 Privacy Architecture and.[architecture and design o selecting Specific components to ensure availabily through multple suppher of Functional Equal & Toa0s  |(1)Is consistent with and supportive of the organization's securiy architecture 10
Design ent selections. Department agencies should refer to Appendix F to implement this guidance in ;‘:l‘;:'p‘ssees“::;"“e” within and is an integrated part of the organization's ;r“‘f;;";'i;e‘("éc‘:‘;‘z “:;‘”9;:'1;2“" © SG(F:‘"‘V and
nce with Executive Order 14028 on Improving the Nation's Cybersecurit rise archil 5 re that s an i
[pecordance ecutive Order 14028 on Improving the Nation's Cybersecurity [2) Accurstely and :ump\ele\y descrives the required securty functionaity and oroanizaton's enterpise archiecture;
tion of securl i cuiced
IMschanirs Bxstto Csiom-oevelop CHical aystem componants. when Reliplsment or Custom develon(he fauowmg
[T enterprise may decide, based on their assessments of cybersecurity isks throughout the supply chain that |Commercial Off The Shelf (COTS) solutions are unavailable. [eitical system components: [Assignm
quire customized development of certain critical components. This control provides additional guidance of Craamsorion aenmes erucat System components]
saz0 Custamized Development [TN2actwty, Entorrics choulg wark ith Subpers nd partnars 1 &nsre ek e ca components re enie. Functional cqual Customized Development | 15 1 0
of Critical Components - (Organizations should ensure that they have a continued ability to maintain custom-developed critical software a of Critical Components
For example, having the source code, build scripts, and tests for a software component could enable
Jan organization to have someone else maintain It if necessary.
fechanisms exist to ensure that the developers of Technology Ass Require that the developer of [Assignment:
[The enterprise should implement screening processes for their internal developers. For system integrators who may| [Applications and/or Services (TAAS) have the requisite skillset and ﬂDPVDP”a!e [organization-defined system, system component, or
be pmv\dmg key deve\opers that address critical components, the enterpnse should ensure tnat aWropnat jaccess authorizations. [system servicel h
sa21 P 9 hing of developers should Functional Equal Developer Screening DA 13 10 appropriate access authorizations as
Eomractunt recroment ana ot o roauirement o relvant sob-level subconiractors whe pravide determined by assgned (Assignment; organizaton-
[Govelopment services or who hava access  the development andronment [defined official government duties};
o Sar the rllownng sddtions! persornel
Mechanisms exist to ensure that the developers of Technology Ass [This control that exists within NIST SP 80
[Applcations anclor Services (TAAS) have he reduisie SKloet and appropriate |was withdrawn from NIST 800-53 RS and no longer
ess authorizations. fexists.
. p 9 | g should be validated. Enterprises may validate system integrator developer screening g
sA21) o of Sceani by ecussing Summars ot fom the syt gt o be pravde postuahaaton Functional Intersects With | Developer Screening ToA13 s
[And resellers reduces IEKS T Ehe Supply Cha- T THe Case of Unsupported System Components, the Mechanisms exist to prevent unsupported Technology Assets, Applications 2 Replace system components when suppart for
lenterprise should use authorized resellers or distributors with an ongoing relationship with the supplier of th o Services (TALS) by fthe components is no longer availabie fror
System components. When purchasing alternative sources for continued support, enterprises should Unsupported Technology (1) Removing andjor replacing TARS when support forthe components s no [developer, vendor, or manufacturer; or
saz Unsupported System jacquire directly from vetted original equipment manufacturers (OEMS) or theirauthorized GIXTbutors and feselers. | ncriongi Intersects with |Asecte, Abpications andjor|  TDA-17  [longer available from the developer, vendor or manufacturer; and 5 . Provide the following options for ternative
Components Decisons about using alemative sources requre inpt fom the enterprise’s ngineering resources regerding h 00 (2) Reauiing usiication and documented approval for the continued use of lsources for continued su
[differences in alterna options For example if an altertive i 10 acaure an open source sftuare Services (TAAS) S required to satisfy mission/business needs. lcomponents [Seiection ane or more) ficse
=, scceptance, and relesse CUbport: [Assanment: organizaton-defined support
e in accordance wi lirorn external oroviders]l
Tem components, the Mechanisms exist to provide In-house SUPporE or Contract external providers lo. Replace system components when support for
[enterprise snould use authorized reselles or dstributors with an ongaing reltionship withthe suppler of t lfor support with unsupported Technology Assets, Applications and/or Services the components s o langer avaiabl from the
system components. asing alternative sources for continued support, enterprises should (TAAS). |developer, vendor, or manufacturer;
saz Unsupported System  facquire directly from vetted original equipment manufacturers (OEMs) or the\rauthnnzed distributors and resellers. | ¢ o Intersects with | Alternate Sources for | 010 5 Frovi e allwing opens o kernative
Components [Decisions about using require input from ering resources regarding the Continued Support [sources for continued support for unsupported
iferencesinaiterative componert options.For exampl, fan altenative s to acauire an open source software lcomponents [Selection (ene or mor) n house
[component, the enterprise shouid identify the open source community development, test, acceptance, and release ‘organization-defined support
rocesses. & agencies Shoul refer to Abpendix F £ irplement tis Quidance in accordance with o oaidcoal aoiecon
lsystem and communications protection policies and procedures should address cybersecurity risks throughout the [Mechanisms exist to establish. maintain and disseminate policies, standards la. Develop, document., and isseminate to
LBy o retation 0 the eptorprioeie priceoses Syctame, and petworks. Eniererios leve) and programespotine land procedures necessary for secure, compliant and resilient capabilties. [Assignment: organization-defined personnel or
lpolicies help establish and clarify these requirements, and corresponding procedures provide Instructions for Publishing Security, roles:
sC-1 Policy and Procedures  [meeting these requirements. Policies and procedures should include the coordination of communications among Functional Intersects With Comphan(e &Resilience | GOV-02 5 [L. [Selection {one or more): Organization-level;
d across multiple enterprise entities within the enterprise, as well as the communications methods, extern ntation " g el
[connections, and processes used between the enterprise and its suppliers, developers, system integrators, external [system and communications protection policy tha
[system service providers, and other ICT/OT-related service providers, ((a) Addresses ol ’:;‘:' t"ef““’:‘s‘l:'n”““'
st and commicationsprotectanpoliesand proceduresshold s ybersecunty s hroughot Mechanisms exist to develop, govern & update procedures to faciltate the la. Develop, document, and disseminate to
[supply chain in relation to the enterprise’s processes, systems, and networks. Enterprise-level and program-specific implementation of Network Security Controls (NSC). 5:‘5655‘“3”'“2"1 organization-defined personnel or
polcies help establish and clariy these requirements, and crtespanding procedures provide instructions for » .
sc1 Polcy and pocedures | meeting hese requremerts Polies n poceduresshaui ncla the coordinaton of Communcatonssmong Functional subseror | Nemork Securty Contols | e 0 I Seiecon one o more): Organiztion-evel:
e Scioes e emterprst aniies withinshe Smierprie, o5 woh ag e commutestions meihods. tarmel ission/business process-level; System-level]
(onnect\ons e processes used betwe thocierprise o s ubpies, developers, system mogrators external Lyt ana comumcatonsprotecon poey that
i Viders, and other ICTIOT-related service providers (@) Addresses purpose, scope,rols, responsibiltes,
rdination
[5ystem and communications protection policies and procedures should address cybersecurity risks throughout the [Mechanisms exist to facilitate the implementation of Industry-recognized o tSeueiop, dociment, and dsseminate 1o
e ply i relaton 0 the eoterprioere Prict see Systame. and petwOMKS. Emaronoe leve) and progrm.spatinc security, compliance and resilience practices in the specification, design, [Assignment; organiztiondeined persomnelor
Jicies help establish and clarfy these requirements, and corresponding procedures provide Instructions for |development, implementation and modification of Technology ASsets,
sc1 Policy and Procedures [mesting Ihese requirments. Poicies and pTocedures should nehae the cooramaion o communications among | Functional SubsetOf Secure Engineering | g1 [Applcations andor Services (TAAS). fo [l eiecton oneor morey organizatoneve;
across T ulnp\ n(erpnse ermues within the enterprise, as well as ymunications methods, external e [Mission/business process-level; System-level]
[connectior between e enerpris ond s suplers, developers, sy nearatrs, exterol Jsystem and communications protection policy that
[system service pmv:devs an umer ICT/OT-related service provider: ((a) Addresses purpose, scope, rf\le: f‘espnnswhlh!\es
Mechanisms exist to review the Security, Compliance & Resilience Program - Develop, document. and disseminate o
System and communications protection plicies and procedures should address cybersecurity sks throughout the
[Supply chain in relation to the enterprise-s processes. systems, and networks, Entarprise-level and program-specific (SCRP), including policies, standards and procedures, at planned intervals or if [Assignment: organization-defined personnel or
olicies help establish and clarify these requirements, and correspol ndw pra(ed res provide instructions for Periodic Review & Update slgnificant changes occur to ensure thelr continuing suitabllity, adequacy and roles}:
sc1 Palicy and Procedures | meeting these requirements, Poicies and procedures should include the coordination of communications among Functional Intersects With | of Security, Compliance & | GOv-03  [effectiveness. 5 L Selection (one or more): Organization tevel:
across multiple enterprise entities within the enterprise, as well a unications methods, external Resilience Program pisson/business process-leve;Syster-level
(or\nec(mns, o brocessic et betman the enterprce ar s UprS, developera, aysiem mearators external e and commnications protection poc
ystem service providers, and other ICT/OT-related service providers. @) Addresses purpose, scope. roles, "if‘vggf‘b"mesv
[ovtormal Syerem service providers: and Stner ICTIOT reiated service providers, Pratacting mformation manared Mechanisms exist to prevent unauthorized and unintended nformation transer R T e i
resources in support of various supply chain activities s challenging when outsourcing key operations. Enterprises [via shared system resources. fransfer via shared system resources.
nformation in Shared | MY @ither share too much and increase their risk or share too little and make it difficult for suppliers, developers, nformation In Shar
sc4 e eunene  system integrators, external system service providers, and other ICT/OT.-related service providers to be eficient in Functional Equal Information In Shared | sea.0s 10
[their service delivery. The enterprise should work with developers to define a structure or process for information
[sharing, including the data shared, the method of sharing, and to whom (the specific roles) the information is
lprovided. Appropriate privacy, dissemination, handling, and clearance requirements should be accounted for in the
Mechanisms exist to control resource Utiization of Technology ASsets, [o- [Gelection: Protect against; Limit] the effects of
[Applicatons andjor Services (TAAS) that are susceptible o Denial of Service fthe following types of denial-of-service events
S (DoS) attacks to limit and prioritize the use of resource: [Assignment; organizaion defned types of denial-
entrotsenice lof-service events];
sC5 |c-SCRM Guidance supplemental guidance is provided in control enhancement SC-5 (2 Functional Intersects With Resource Priori cap-02 B
Protectio ep g L @. v mploy the 'oHnwmg contols to achieve the
ial-of-service objective: [Assignme
oroanization-defined Contols by type of denatot
Mechanisims exist to control resource Utiization of Technology Assets, anage capacity, banawidth, or Gther edundancy
|Applications andjor Services (TAAS) that are susceptible to Denial of Service lto limit the effects of information flooding denial-of-
Derlatetsenvice e enteprie should include requirements for excess capacty, bandvidth, and redundancy o agreements with (D0S) attacks to lmit and prioritize the use of resources, lervice attacks
sC-5(2) e danapaclty:  lsuppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Functional Intersects With Resource Priority cAP-02 s
Redundancy providers.
Mechanisms exist to conduct capacity planning so that necessary capacity for Manage capacity, banawidth. or other redundanc
information processing, telecommunications and environmental support will o limit the effects of information flooding denial-of-
eDerlatetservice e enteprie should include requirementsfo excess capacy, bandvidt, an redundancy ino agreements with jxist during contingency operations. service attacks
scs2) e a2ad:  lsuppliers, developers, system integrators, external system service providers, and other ICT/OT-related service Functional Intersects With Capacity Planning cap-03 5
Redundancy oviders
[areeents Wi suppers Gevelupers,syetern Weegrators, eXtemal syater cenvce providrs,and ofer 70T Mechantms eXst & monior and contiol Commuricatons ot e external [o- Monitor and control communications at the
related service proviters Thers may b muliple tefaces throughout the enrprise, sl syte Inetwork boundary and at key internal boundaries within the n lexternal managed interfaces to the system and at
Inetworks, and the SDI ropriate vulnerabiity, threat, and risk assessments shouid be performed to ey ntemalmanaped intrtaces it syter
. rotecton [roper boundary prote(tlonsforsunb\y chain componens and supsly chain nformatin fow. The vulnerabilty, nter . y ent subnetworks for publicly accessible
se7 Boundary Protectior reat, and risk assessments can aid in scoping boundary protection to a relevant set of criteria and help manage Functional Intersects With | Boundary Protection NET-03 ® i components that are [<election; physicaly;
Cacocated costs For contractc wih extcsnil Sarvce providers enverbrces Should ansure that he provider satanes logically) separated from miernal organizational
oundary control requirements pertinent to environments and networks within their span of control. Further detail Inetworks: and
s provided in Section 2 and Appendix C. Enterprises should require their prime contractors to implement this nnect to external networks or systems onl
e eroSe SNOUIT prowde Sepataton and oiaton of QeveraTvent.Cost o SEconty Sscasement 1oots 37 Mechanisms exist to implement security management subnets o fsolate [slate [Assignment: organization defined
erational environments and relevant monitoring tools within the enterprise’s information systems and networks. Jsecurity tools and su onents from other internal system components, Information securty tosls, mechanim, and support
oundary Protection |  [This control applies the entity responsible for creating software and hardware, to include federal agencies and lby implementing separate subnetworks with managed interfaces to other KCamponents rom dther tenmol ya
scra3) Isolation of Security Tools, [prime contractors. As such, this controls applies to the federal agency and applicable supplier information systems | ¢ o Intersects with | Security Management | oo o |components of the syster 5 [Components by mplementing physically separate
echanisms, and Suppor and networks. Enterprises Should requie helr prime conlractors to Implement thi control and flow down this Subnets [subnetworks with managed interfaces to other
mponents reauirement o elvant subterconfractors, 3 compromiseorinformation leakage happens n any o [components of the system
[environment, the ather environments should st be protected nrough the separation and islation mechanisms or
ltechniques.
[Physical security mechanisms exist (0 locate system components within the fProtect against unauthorized physical connections
[facility to minimize potential damage from physical and environmental hazards| lat [Assignment: organization-defined managed
Boundary Pratecton | . o to minimize the opportunity for unauthorized access. interfaces].
. tect Against y quipment Siting .
SC-7(14) Unadinarzed physical [This control s relevant to C-SCRM as it apples to external service providers Functional Intersects With pment St PES-12 B
‘Connections
[Physical access control mechanisms exIst to protect system components from [Protect against unauthorized physical connections
soundary Protecton | lunauthorized physical access (e.9., lockable physical casings) ot Assignment: organiztion Geined managed
interfaces
rotect Against
sC-7(14) Unainsed phvsical [This control is relevant to C.SCRM as it appiies to external service providers Functional Intersects With | Lockable Physical Casings | PES-03.2 B
‘Connections
[PhySical security mechanisms exist to protect power and telecommunications [Protect against unauthorized physical connections
|cabling carrying data or supporting information services from interception, lat [Assignment: organization-defined managed
Boundary Protection | . interference or damage. interfaces)
Protect Against Transmission Medium
SC-7014) e et a1 [This control i relevant to C-SCRM as t applies to external service providers Functional Intersects With ooty PES121 B
‘Connections
omated mechanisms exist to employ Network Access Control (NAC), or @ [Block inbound and outbouna communications traffic
similar technology, which is capable of detecting unauthorized devices and between [Assignment: organization-defined
Boundary Protection | ldisable network access to those unauthorized devices. |communication clients] that are independently
. Block Communication from y . . Network Access Control g [configured by end users and external service
5C-7(19) Nomorgamzstonally " [This control i relevant to C-SCRM as it applies to external service providers Functional Intersects With s AST025 B configure
figured Hosts
[Acquirers, suppilers, developers, system integrators, external system service providers, and other ICT/OT related [CYpRograpRIc mecharisris it o protect he coridentialty of Gata being PProtect the [Selection (one or more): confidentiality;
serviceproviders may repurpose exsting securiy mechanisms .., authendcaion, athoizstion, or encrytion) to [ransmitt ntegrity] of transrmitted information.
Transmission p d integrity he dégree ofprotection should be based on the Transmission
scs Confidentalty g enstiviyof nformation t be ranamittd and the atoneHD betwon the amterprist-and she SupIere Functional Intersects With Jransmission CRY-03 5
tegri [developers, system integrators, external system sefvice providers, and other ICT/OT-related service providers Y
[Enterprises should require their prime contractors to implement this control and flow down this requirement to
relevant sub-tier
[Acauirers, suppliers, developers, system integrators, external system Service providers, and other ICT/OT related [Cryptographic mechanisms exist to protect the integrity of data being [Protect the [Selection (one or more): confidentiality;
serice proviersmoy repurpose existing securty mechanisms e authentcton.auiorization, o encrypton o ransrmitted. integrity) of transited information.
Transmission grity “The degree of pr should be
sce Confidentialty and  sensitvty of Piorenaton t be tanamies an he eotionsHi betwion th snterphet and the Sopprer Functional Intersects With | Transmission Integrity |  CRY-04 5
Integrity ldevelopers, system integrators, exteral system sefvice proviers, and other ICT/OT reated service providers.
Enterprises should require the prime contractors to implement this control and flow down this requirement to
relevant sub-tier
Mechanisms exist to address mobile code / operating system-independent [Protect the [Selection (one or more): confidentiality:
lapplications integrity] of transmitted information.
Transmission [The enterprise should use this control in various applications of mobile code within their information systems and
. o Inetworks. Examples include acquisition processes such as the electronic transmission of supply chain information nction: nter ; ; g
sc18 Confidentiality and e g, email, the receipt of software components, logistics information management in RFID, or transport sensors Functional Intersects With Mobile Code END-10 s
ority infrastructure.
Mechanisms exist to protect Intellectual Property (IP) FIghts with software [Verfty that the acquisition, development, and Use of
[The enterprise should employ rigorous supply chain protection techniques in the acquisition, development, and use licensing restrictions Imobile code to be deployed in the system meets
lof mabile code to be deployed in the information system. Examples include ensuring that mobile code originates mobile code
. Mobile Code | Acquisition, [irom vetted sources when acquired, that vetted system integrators are used for the development of custom mobile Software Licensing y requiremente]
SC182) Development, and Use |code or prior to installing, and that verification processes are in place for acceptance criteria prior to installation in Functional Intersects With Restrictions. AsT-02.7 s
lorder to verify the source and integrity of code. Note that mobile code can be both code for the underlying
information systems and networks (e.g., RFID device applications) or for information systems and components.
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[The enterprise should employ rigorous supply chain protection techniques in the acquisition, development, and use

IMechanisms exist to address mobile code / operating system-independent
lapplications.

|Verify that the acquisition, development, and use of
Imobile code to be deployed in the system meets

ent this control n this requirement to relevant sub-tier contractors. and agencies
Khould refer to Append\x T Lo mplement his Guldance n accordance with Exatutive Order 14025, Imiroving the
INation's Cybersecurit

Based Detection

Jof mobile code to be deployed in the information system. Examples include ensuring that mobile code originates {Assignment: organization-defined mobie code
sca82) Mobile Code | Acquisition, [from vetted sources when acquired, that vetted system integrators are used for the development of custom mobile | ¢ ioroy Intersects With Mobile Code ENp-10 5 requirements],
evelopment, and Use ~[code or prior to installing, and that verification processes are In place for acceptance criteria prior to nstallation in
Jorder to verity the source and integrity of code. Note that mobile code can be both code for the underlying
information systems and networks (e.g., RFID device applications) or for information systems and components:
Mechanisms exist to address mobile code / operating system-independent Include within organizational systems the following
lapplications. platform independent applications: [Assignment:
 use of trusted platformindependent applications is essential to CSCRM, The enhanced portabiliy of platform. Jorganization.-defined platform-independent
. Pltormidependent | dependent appicaton cnabesenterpristo swichexternal service proviersmoe eadly I he vent tat . lappiications|
sc27 indepen rie: ety | Functional Equal Mobile Code END-10 10
[Chitcal applications on which mulile systems may ety
[uppTers, developers system regrators extermalsystem service provders and aer CT/OT-Telated service Mechanisms exist o protect the confdentially, integriy, availabiity and Protect e Teeecton (one ar morer congeriaty:
providers. The enterprise should also ensure that they provide appropriate protections within the information [Satety of endpoint devices. Integrity] of the following nformation at rest
E7etams and networks for data at rst (o tne SupPlrs develobes, ystem ntegrator, exteral system seric [Assignment: organization-defined iformation at
Protection ofinformation [providers an otner CTIOT-related servce provders iformtion, such a source ode, testing G, b\ueprm(s, and  runction ntersects Wi Endpoint Protection restl.
sc-28 at Rest lintellectual property information. This :nnkm\ should be applied throughout the SDLC, including du Functional Intersects With Measures END-02 5
test. inventory and diposal Enterprises
Jshould require their prime contractors to implement this rement to reievant subtier
consacor. Deporiments and.agenciesshould refer o ence n accordance win
ystem Intégrators, external system se Hice [Cryptographic mechansms exIst fo prevent unauthorzed disclosure of data ot Frotect the [Selection [one or more): condentialiy;
prov\devs The enterprae should 3 ensure that they provide applapriate pratections wiTin the normnation rest integrity] of the following information a rest:
stems and networks for data at rest for the suppliers, developers, system integrators, external system service [Assignment: organization-defined nformation at
g Protection of Information providers, and othr ICT/OT related service proviers Information, 5uch a3 soUrce code, testing dta,bepints, and y rest]
sc28 lintellectual property information. This control shou\d be applied throughout the SDLC, m(ludmg duri Functional Intersects With Encrypting Data At Rest CRY-05 5
e tory and cisposal. Enterpries
ehould require thei prime contractors to lement this contral and flow down this reairement t relevant Subtier
lcontractors. and_agencies should refer to Appendix F to implement this quidance in accordance with
Mechanisms exist o Utize a diverse set of technologies for system [Employ a Giverse set of ormation technologies for
Ieterogeneity techniques include the use of different operating systems, virtualzation techniaues, and multipie [components to reduce the impatct of technical vulnerabilties from the same the following system components i the
Jsources of supply. Multple sources of supply can improve component availabilty and reduce the impact of a supply [Original Equipment Manufacturer mplementation of the system: [Assignment
. i cybersecury compromise, In case o @ aupply han ybersecurity compromise an atermative souce of . lorganization-defined system components].
5629 Heterogeneity lsupply will allow the enterprises to more rapidly switch to an alternative system/component Functional Equal Heterogeneity SEAL3 o
By he compramice. Agakonaly, nELEToGENCaS componnt st the SRACK surece by hiting the
impact to the subset of the Infrastructure that s Using vulnerable components
Mechanisms exist to utlize concealment and misdirection techmiques for [Employ the following concealment and misdirection
[Technology Assets, Applications and/or Services (TAAS) to confuse and misiead| fechniaues for Assignment; argaiztion dfined
m misdirect i . i adversaries tems] at [Assignment: organization-defined time
sca0 et and T S ocaton.ancomly Changing i (ke ocation used. and randomly Changing or it miomation | Functonal |  ntersects With Concealment & seals s fperods)to contuse and misead sdverorics
Misdirection Croge o aemmatve somers o storage machaoms Misdirection [Assianment; organization-defined concealment and
[Automated mechanisms exist to ntroduce randomness Into organizational Employ [Assignment: organization-defined
[supply chain processes are necessarily structured with predictable, measurable, and repeatable processes for the [operations and assets, [techniques] to introduce randomness into
ealment an e of effciency and cost reduction. This opens up the opportunity for potential breach. In order to fora@nizational operations and asse
sc3002) Miscors oo R mness [P9ainst compromise, the enterprise should employ techniques to introduce randomness into enterprise operations | Functional Equal Randomness sen41 10
land assets in the enterprises systems or networks (e.g., randomly switching among several delivery enterprises or
routes, or changing the time and date of receiving suppiler software pdates if previously predictably scheduled)
[Aomated mecharters exst o change e ocaton of processing anao [Change the location of [Assignment. organization-
re random time int fined processing and/or storage] [Selection:
Ichanges inprocessing orstoage ocations can be used toprtect downloads, delveie,orassocated supply chain [storage at random time inte [defined p 9 g
M@g;gﬁa‘o"‘"el"c‘ha;: metadata. The enterprise may feverage such techniques within the thei Inormation systems and netu Change Processing & (Assignment: organization-defined time frequencyl;
sc300) Misdirection | Change (Gt ncertainty obouttneaciuiie argeted by adversarie. Eso rocess changes a Functional Equal hange Processing & | sga1a.2 20 [atrandom time intervais])
19 nd SKOra0E o Ciorizing thel use - whether i I or receiing, acceptance testng, Sorage, or other Supply chain actvies - 9
Con 3 educing she IKeHMood of a Supply Charn event
Wiechanisms exist on oy e b e Hiormaton
[ie enterprisecan convey misieading informaton aspart of concealment and misdirecton efforts 0 rotect the ecmeiogy Acoats, Abplcations ondlo Sorices (TAS) 0 contucs and misead (resighment: organizationcefned &
Concealment and _[1iormation system being Geveloped and the enterprises systems and netwarks. Example of adversaries. Components] aou 5 securty state o posture
sca0 WisGrackon | iseading ESCUTY nlude heneynet o vitualized envronments. lementations can ba eve orwey miieading Functional Itersects with Concealment & seate 5
fon | Misl [nformation. These may be considered advanced techniques that require experienced resources to efectvely Misdirection
molement ther. 1 an enterprise Gecides o use oneypors £ Snould be Gone n concert with 1gal counsel of
following the enterprise’s policies
Mechanisms exist to utiize concealment and misdirection techriques for ey th flowlngteciaues Lo Hdeor conce
[ie enterrise may employ various concealment and misdrection techiques o protect Inormaion about he
information system being developed and the enterprise’s information systems and networks. For example, the [Technology Assts, Applications anlor Sevices TAAS) o confuse and miiead [Assignment; rganization defined system
Concealment and _|deliery of criical components to a centralor rusted third-party depot can be. sed to concealor misdirectany Conceaiment & jacversaries. m'"W"E"'S! st organiaon dfe
sC-30(5) Misdrection | Conceaimenniormation regordn onent’s use or the enterprise using the component. Separating components fror Functional Intersects With T SEA-L4 5 [techniques)
m Companents . her associted nformation into difeing physical and elecronic delvery chanrel Js and optusdating the inormation
ough various techniques can be used to conceal information and reduce the opportunity for a potential loss of
Confdentiaiy ofthe component o 1 use, ondiion, o other ak butes
Frocessing and storage can be distrbouted both across the enterprise’s systems and networks and across the SDLC Mecharisis exst o Gsibute processing and strage across muliple physica b o alawing procesdg and stooge
[The enterprise should ensure tha these techniques are applied in both contexts, Development, manufacturing, ocati o ponerts across MUl [Selecton: physica
st [configuration management, test, maintenance, and operations can use distributed processing and storage. This rocessi i
sc3s Distributed Processing and|con ol Shpiies o the entity responsibl for processing and storage functions or reated mfrastructure, o include Functionsl Equal Distributed Processing & | ggp5 10 [oroaniztion'defined processing and storage
9 [federal agencies and contractors. As such, this control applies to the federal agency and applicable supplier 9 [companents].
information systems and networks. Enterprises should require their prime contractors to implement this control and
[flow down this requirement to relevant sub-tier contractors.
echanisms Xt o UTze ovtor band chanmels or e cectonlc [Employ the following out-oF band chanmels for the
fransmision of informaton andlo the hysica shipment o ystem ohysical delivery or electronic transmission of
maanents of Govices t authoried i {Assignment: organization-defined information,
sca7 Out-of-band Channels —|C-SCRM-specific supplemental guidance is provided in control enhancement SC-37 (1). Functional Intersects With | OutofBand Channels |  NET-11 5 prstem components o devices) {0 [Assgnment
[Assignment: organization- out-of-band
channels].
[Mechanisms exist to utilize out-of-band channels for the electronic [Employ lAsslgnmen[ organization-¢ denned (on(m\s]
[transmission of information and/or the physical shipment of system lto ensure that only [Assignment: organizat
Outof-band Channels | [T enterprise should employ security safeguards to ensure that only specifc individuals or information systems |components or devices to authorized individuals. ldefined Indivicuals o systems] recee Ihe rnnawmg
. v receive the information about the information system o its development environment and processes. For example, nter o g information, system components, or devi
sC370) Ensure Delivery and o oper credentialing and authorization documents should be requested and verifed prior to the release of critcal Functional Intersects With | - Out-ofBand Channels | NET-11 5 |{Assignment; organization-defined Information
[components, such as custom chips, custom software, or information during deliver Jsystem components, or devices]
Mechanisms exist to establish and maintain a Security Operations Center [Employ the following operations security Controls to
(SOC) that facitates a 24x7 response capabilty. protect key organizational nformation throughout
rouid . ! . erabiity i o the system development e cycle: [Assignmen:
. rations Security _|The €nterprise should ensure that appropriate supply chain threat and vulnerabilty information is obtained from ncti it |Security Operations Centerl ’ lorganization-defined operations security controlsl
sc38 Operations Security ,ng provided to the applicable operational security processes. Functional Intersects With (soc) 0ps-04 s
Mechanisms exist o faciitate the Implementation of operational security [Employ the following operations security contrals to
[controls protectkey organiztional normaion troughout
 system development lfe cycle: [Assignment:
. ’ rity [The enterprise should ensre that appropriate supply chain threat and vulnerabilty information is obtained from . ’ rgamiaton domnce opetations securty comioll
sc3s Operations Security |G e o e e trcroumar Functional Intersects With | Operations Securty | OPS-01 5
Fechantems exs 1o manial command and conral capabiiies vo aiernate [Estabiish [Assignment: organization-defined
[communications channels and designating altemative decision makers Jaternate communications paths] for system
munications | necessary and appropriate, suppliers, developers, system integrators, external system service providers, and i jrimary decision makers are unavailable. [operations organizational command and control
sca7 T oot €17 thr CTIOTrelated sevice povidrs 1ould be ncluded i (e oertative commarication patns descrioed n this | Functonal Equal Alternate Communications | cp10.4 10
echansms exist 1o review the Securlty. Complance & Resilence Progra Gevelop, document, and disseminate &
[The enterprise should include C-SCRM in system and information ntegrity policy and procedures, including ensuring| [SCRP) Inciing paiies, Sandards an procedures, ot pannes miersts or i [Ass\gnmenl Organization-efined personnel or
fthat program requirements for employing various integrity verfication tools and techniques are ciearly Periodic Review & Update lgnficant changes occur o ensure their contiuing sltabily. adequacy and

o1 polcy and Procedures _[J€iNeS. System and information integrity for information systerns, components, and the underlying nformation Functional tersects With | L ooeic Review & UPdate | covos  [efectivene: 5 R faslection (one or more): Organization-fevel;
Jsystems and networks i critcal for managing cybersecurity risks throughout the supply chain. The insertion of Security: Compllanc Mission/business process-fevel: System-level]
Imalicious code and counterfeits are two primary examples of cybersecurity risks throughout the supply chain, both 9 [system and information integrity policy that:

Jof which can be at least partially addressed by deploying system and information integrity controls (2) Addresses purpose, scope, roles, responsibilities,
itment coordination amon
Mechanims o5t o faclate e mplemertation of dustry.recogized . Develop, document. and disseminate to
[The enterprise should include C-SCRM in system and information integrity policy and procedures, including ensuring| securiy.complance and esience practices nthe specification,design. [Assignment:organiztion defined persomnel or
Jthat program-specific requirements for employing various integrity verifcation tools and techniques are clearl evelopment, implementation and fadification of Technology ASsets, sl
g o ldefined. System and information integrity for information systems, components, and the underiying information Secure Engineering o1 [Ropiications andlor Services T  Fstecton (ane or morel Organizaton-evel:

Sk Policy and Procedures o, svems and networks is critical f i rsecurity risks throughout the supply chain. The insertion of Functional Subset Of Principles. SEA-0L 0 [Mission/business process-level; System-level]
malicious code and counterfeits are two primary examples of cybersecurity risks throughour the supply chain, both et ermaron eary povey thar
Jof which can be at least partially addressed by deploying system and information integriy controls (a) Addresses purpose, scope, roles, responsibities,

itment coordination amona
[Mechanisms exist to establish, maintain and disseminate policies, standards 2. Develop, document, and disseminate to
[The enterprise should Include C-SCRM in system and information ntegrity policy and procedures, including ensuring| and procedures Compliant an fisigment: orgaizaton defned peromnel o
[that program-specific requirements for employing various integriy verification tools and techniaues are ciearly Publishing Securicy.

o1 Polcy and Procedures _[J€FNeC. System and information integrity for information systems, components, and the underlying information Functional tersects with | Commiomd a1 ovio 5 R feslection (one or more): Organization-evel
Jsystems and networks is critcal for managing cybersecurity risks throughout the supply chain. The insertion of pliance & Resil ission/business process-level; System-level]
malicious code and counterfeits are two primary examples of cybersecurity risks throughou the supply chain, bath lsystem and information intearity policy that:

Jof which can be at least partially addressed by deploying system and information integity conrols (a) Addresses purpose, scope, roles, responsibilties,
ichect
Mechanisms exist to faciitate the implementation and monitaring of o ey, report and correctsystem faw
|vuinerabity management controls; 5 Test software and firnware updates related t
[The output of flaw remediation activities provides useful input nto the ICT/OT SCRM processes described in Section Vuinerability & Patch fow remediaion for efectenessand potenial sce
Si-2 Flaw Remediation |2 and Appendix C. Enterprises should require their prime contractors to implement this control and flow down this Functional Intersects With Management Program VPM-01 5 [effects before Installation;
requirement to relevant sub-tier contractors. (VPMP) [c- Install security.relevant software and firmware
|updates within [Assignment: organization-defined
Ume period] of the release of the updates, and
Mechanisms exist to conduct software patching for all deployed Technoiogy I ldenty.report and correc syatem favr
|Assets, Applications and/or Services (TAAS), including firmware. b Test software and firmware updates related to
INaw remediation for effectiveness and potential sidel
[The output of flaw remediation activities provides useful input nto the ICT/OT SCRM processes described in Section e &
512 Flaw Remediation |2 and Appendix C. Enterprises should require their prime contractors to implement this control and flow down this Functional Intersects with | Software & Fimware |y o5 s efects before instalaton; s
requirement to reievant sub-tier contractors. . Install securityrelevant software and firmware
lupdates within {Assignment: organization-defined
Jime period] of therelease of the updates; and
o0 ediation |
[AUtomated mechanfsms exst to Update antmaware technologies, cluding [a-Tdentity. report, and correet syst
signature definitions - Test software and firmware updates related t
[The output of flaw remediation activties provides useful input into the ICT/OT SCRM processes described in Section Astomatic Antimalware [Tow remediation for effectiveness and potential ide
si-2 Flaw Remediation and Appendix C. Enterprises should require their prime contractors to implement this control and flow down this. Functional Intersects With ‘Signature Updates END-04.1 5 [eff efore installati
et o reicvant bt comrmetors o 72 € nstal secariy relevant software and firmware
lpdates wihin [Assgnment; organizaion defned
Jime perioa] of the release of the updaes; o
iat
Tie GTErpriSe SToUTd Speciy The Varlols Software 85sets WILN I Information Systems and networks It requrre [AUtomated mechanisms exist to nstall the latest stable versions of security- st Rasanment. organizaton-defined secury-
outomated updates (bahidirect an sirec). This speifiatin o asets houd be defned rom crtaly analysis relevant software and firmware updates. relevant software and firmware updates]
e, which provide informationon crical an o <rtialfnctons and components (see section
Flaw Remediation |
g [rppenci O A cantralzed patch management process may b empioyed fo eval,atng and managing upd . Automated Software & y lsystem components].
s205) Automatic Sotware and 1580 Geployment. Those software assets tht reaure drect updates rom a sappier should only accept upaates | Functional | itersectswitn | ACRECEIERS | venos.a s
P \at originate directly from the OEM unless specifically deployed by the acquirer, such as with a centralized patct
Imanagement process. Departments and agencies shoum refer to Appendix F to implement this guidance in
Jaccordance with Execuive Order 14028, Improving
causstho mojoryfcodsaperat n el evstoms s not develoned ,,y the Federal Government, malicious Fechanisme exe o conduct sotware patching or ol Geployed Technogy o Tmplement Sefection one or vore) sgrorure
lcode threats often originate from the supply chain. This controls applies to the federal agency and contractors with [pssets. Applications anclor Services (TAAS),including irmu sed: non-signature based] malicious code
code related esponsiviiies (e, developing coge, . nstaling patches, prtorming system upgrades, fc) as wel Software & Fi preacton machonisms o sysem iy ond xi
si3 Malicious Code Protection [s3 applicable cantractor information systems an erprises should require thei prime contractors o | Functional | Intersects wign | SOWare Fimware | ypy o5 s [pints todtec and eratcate maicious code;
I DIementthis controrang fow down s eduiremeant to elevant up-tef Contractors. DepaTTaTkS and agencies atching - Automatically update malicious code protection
o refer 1 Appendi F o mplement £hs Guigance n accordance wih Executve Orcer 14026, Improving the mechanisms as new releases are available in
el o Apperd joccordance with erganizational coniguraton
lBecause the majority of code operated in federal systems is not developed by the Federal Government, malicious Mechankms et o (acileste the mplermentation and moniteeing of i rplement (election one o more) Sanatire
code tiveats ofen ariginate from tne supply chain. Thiscontolsapple o tn federa agency and contraciors with |vuinerability management control pased: non-signature based] maicious code
ode-related responsibilities (., developing code, installing patches, performing syster upgrades, etc.), Vuinerabilty & Patch protection mechanisms at system entry and exit

513 Malious Code Protection 5 appIcabi comacor Mfotmaion sy St and remenks. ERerorces Should 1eaure thelt e contaciers o Functional Intersects With | Management Program | VPM-01 5 points to detect and radicate malciouscode
implement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies (VPMP) - Automatically update malicious code protection
Jshould refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the [mechanisms as new releases are available in
Nation's Cybersecurity. with organizational configurati
[secause the majority of code operated in federal systers is not developed by the Federal Government, malicious Mechanisms exist o Utiize antimalware technologies to detect and eradicate - implement {Selection (one or more signature
coe treats ofenornate o the supply hln, Thiscorralsapplist he federalagercy and contractrs wit malicious code. pased: nom-signature based) malicious code e

|code-related responsibilities (. ing code, installing patct hes performing system upgrades, etc.), as well . . Y -
si3 Malicious Code Protection as applcable :on(rac(ormfﬂrmatmn Sys(ems and networks. Enter hould require their prime :unlrac(urs to Functional Intersects with | Mallcious Code Profection | enp.og B POt o detect ane, ::Zd‘(;ls‘mz'g::z(gg;kc
implement this cor i reauirement to relevont <ub-tier contractors agencies matical malici rotection
shou\d reier to Anper\mx Fto \mmemsn( this guidance in accordance with Executive Order 14028, \"\Dravmg the mechanisms as new releases are avallal
Nadion's Cyperaemonn pccordance with rganizationa ;n:gﬁqura(mn
[Because the maloriy of code operated In federal systems s ot developed by the Federal Gavernment, malicious Wechanisms exist o Uiz heuristic / nonsignature-based anfimanware [o- Implement (Selection {one or more): sgnature
codethveats oftenarginate fomthe supply chan. Ths controlsapplie o the federa agency ond coniraciors wih [detection capabilties sed; non-signature based] malicious code
de-related responsibilties (e.9., developing code, installing patches, performing system upgra Heurstic / Nonsignature. protection mechanisms at system entry and exic
si3 Malicious Code Protection e apph:ah\e contractor mfarmalmn systems and networks. Enterprises should require mewpnme contracmrs m Functional Intersects With g END-04.4 5 lpoints to eradicate malicio 3

b.
Imechanisms as new releases are availal

laccordance with organizational configuration
licv and orocedur
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lBecause the majority of code operated in federal systems is not developed by the Federal Government, malicious [Cryptographic mechanisms exist to implement strong cryptography and 2, implement [Selecion (one o more); ignature
|code threats often originate from the supply chain. This controls applies to the federal agency and confractors with security protocols to safeguard sensitivelregulated data during transrmission sed; non-sgnature based] malicious cod
s el Sateguarding bat lover open, public networks. proection methanisms atsystem entry and exic
i3 Malicious Code Protection Functional | Inersects witn | Seguardng oata Over | ey s
plement tis coirol and flon down i requremet o elevant sub-ter colractors ts and agencies
Emouie et 1 Appandi Lo mpiement this Sudance n aceordance with Evecutive Order L4035, Improving the
A [ccordance with organizational configuration
IBecause the majority of code operated In federal syatems Is not developed by the Federal Government, malidious [Automated mechanisms exist to update antimalware technologies, ncluding e ement [selocton (ons of more): Sgrature
[code threats often originate from the supply chain. This controls applies to the federal agency and confractors with signature definitions. based: non-signature based] malicious code
|code-related responsibiites (e.g., developing code, installing patches, performing system upgrades, etc.), s well Automatic Antimaiware protection mec St system enty and exic
si3 Malicious Code Protection as applicale contractornformation systems and networks, Enerprises shouldrequre thelr prime contractors o Functional Intersects With tomatic Antimatware | Enp.0a.1 5 jpoints to delelda"d radicate malcous code
mplement this control and flow down this requirement to relevant sub-tier contractors. Departments and agencies o P - Automaticaly update malcious code protection
houid refer o Appendix Fto mplement his Quidance in accordance with Executive Order 14028, Improving the (mechanisms as new releases are availabl
e e o obend occordance with rganizational ContaLration
[Secause the majority of code operated in federal systems is not developed by the Federal Government, malicious Miechanisms exist fo check the valdity of iformation Tputs. o Implement Sefecion {one or more): Sgnature
lcode threats often originate from the supply chain. This controls applies to the federal agency and contractors with based; non-signature based] malicious cod
code related esponsiiiies (e, developig code. nstoling patches,perfrming system upgrades, etc), as well orotaction meemanime st /o m ety and exic
i3 Malicious Code Protection as soplcable cen(ra:(ormfurmalmn systems and networks. Ente 0uld require their prime contractors Functional Intersects With | Input Data Validation | TDA18 5 points to detect and eradicate malicious code:
implement this contral an 1 hi recuiement to relevant sub-ter contractors. s and agencies utomaticaly update malicous cade protection
hourd refer 1 Appendi F o mplement £his Guiaance n accordance wih Executve Order 14035, mproving the Imechanisms as new releases are available
Nation's Cybersecorty pccordance with rganizationa Configuration
ooy an ures:
[rhis control includes monitoring vuinerabiltes that result from past supply chain cybersecurity compromises, such Mechanisms exist to check the validity of information nputs. Jo- Monitor the system to detect:
o2 mlcous code implate duig Softare evelopment and at t achata e epioymer: Syt maitoing 1. Attacks and indicators of potential atacksin
s frequently performed by external service providers. Service-level agreements with these providers should be [pccordance with the following monitoring
En System Monioring  sructured o appropiatey reflecttis control, Entrprisesshould requre ther brime contraciors to implement this | Functional Intersects With | Input Data Validation | TDA-18 s lolectives: [Assignmene: organizetion-define
ontrol and flow down this requirement to relevant sub-tier contractors. Departments and agencies should refer to Imonitoring objectives]; a
[Appendix F to implement this guidance In accordance with EXecutive Grder 14028, Improvng the Nation's B Unautnorzca ca. nenwor. and remete
[Cybersecurty entis o theouan
Wechanisms exist to utlize 3 Security Incident Event Manager (SIEM). or s a Mommv thesystem o e
i controlncludes montaig wlnerabitesthat st rom pact suopl haln cybersecurty compromises, such
T reaently peronmed ny extenna) somice providers, Sarvcolovel Sareements with thece providers Snould b Centralized Collection of logs. occordance with the following monfori
ER) System onioring  sructured o S opropratey raec i conrol Er\lerpnses shoud requie ther pime cortactors o Implemert s | - Functonal Intersects wien | Centralized Canection of | on0z 5 [oblectives: [Assignment; organization-defined
ontrol and flow down this requirement to relevant sub-tier contractors. Departments and agencies should re 9 Imonitoring objectives}; and
opandie 16 Impiemant e gL1dance I scterdance wih Exac e rder 14635, Improving the Natlon's uthorized local, network, and remote
b erenarity lconnections;
b dentity £ the sustem thrauah
raphic mechaniams exist to mplement strong cryptography and Ja-Monitor the system to detect
[rhis control includes monitoring vulnerabilites that result from past supply chain cybersecurity compromises, such [Cryptograpic mechanisms exist to impl g cryptograpny y:
[ae maiiious code mpianted Guring safouare developmant and Sot ta aetste afte: deproyment. Syese moritoring Jsecurity protocols to safeguard sensitive/regulated data during transmission 1. Attacks and indicators of potential attacks in
s frequently performed by external service providers. Service-level agreements with these providers should be Safequarding Data Over [over open. public networ [accordance with the following monitoring
B System Monitoring  [structured to appmprlate\y reflect this control. Enterprises should requi prime contractors to implement this Functional Intersects With Do Networks NET-12 5 lobjectives: [Assignment: ergamza(lun -defined
[control and flow down this requirement to relevan sub-tier contractors. Departments and agencies should refer to P Imonitoring objectives}; a
[Appendix F o implement this guidance in accordance with EXecutive Grder 14026, Improvng the Nation's 12, Unauthorized local. hork and remote
[Cybersecurity b ety v £t sheouah
[ control ncludes monioring vulnerabiles tha reul rom past supply chain cybersecurity compromises, such [Mechanisms exist to facilitate the implementation of enterprise-wide Jo- Monitor the system to detect:
Jas malicious code implanted during software development and set to activate after deployment. System monitoring [monitoring controls L Attacks and indicators of potential attacks in
s frequently performed by extemal service providers. S | agreements with these providers should be [accordance with the following mor
) System Monitoring - ructurd Lo appropiately reflcttiscontol. Enterprises should equirethelrprime contactors o implement his | Functional Intersects With | Continuous Monitoring | MON-01 s Shjeciies: (Assignment: orgaizaton defined
contoland flow down i equirement o relevan sub-ir contractors. Deparimens and agencies shoud refer to monitoring objectivesl; and
ppendix F to implement this guidance in accordance with Executive Order 14028, Improving the Natio [2. Unauthorized local, network, and remote
[cybersecurity [connections  the svctem thrauan
[Astomated mecharlems exst o ntegrate the analysis of Sud records with Eortelate! formation from monitoring physicl
enaysi of vlnerabilty scamners, nework periormance, ystem monitring lcyber, and chain activites to achieve
stem Monitoring | [3YSLem monitoring information may be correlated with that of suppliers, developers, system integrators, external Integration of Scanning & e soirces ta Toriner nnance the Sty o Wendy mappropae o Integrated, organization-wide situational awareness
ska17) Integrated Shuationa  [Ystem service providers, and other CT/OT-relted servce provides, i appropriate The resuls of Correlating Functional Equal Other Monitor Wono23 [onusuetactuty 10
o monitoring nfofmation may oIt o Upply chaln CybersecLity vulnerabiies that require mitgation o a1 her Monitort
lcompromises.
Mechanisms exist to Implement enhanced activity monitoring for indiauals lmplement [Assignment. organization-defined
who have been identified as posing an increased level of isk. Jadditional monitoring] of individuals who have been
s | [T dentined a b ofgher ik may include entermrise enployees, contractos, andathr i pares ot . identified by [Assignment: organization-defined
- ystem Monitoring | Risk. [ie.0., volunteers, visitors) who may have the need or abiliy to access to an enterprise’s system, network, or syst ’ " Individuals Posing Greater | o Jsources] as posing an increased level of isk.
sk4119) for Individuals  environment. The enterprise may implement enhanced oversight of these higher-risk individuals n accordance with|  Functiona! Equal Risk MON-01.14 0
Jpolicies, procedures, and - i relevant - terms of an agreement and in coordination with appropriate offiials
[follow up f needed. Us-CERT, FASC, and other authoritative entities generate security alerts and advisories that are [Mechanisms exist to check the validity of information inputs. [ Recelve system securily lerts advisories, and
lapplicable to C.SCAM. Aditional laws and regulations will impact who and how additional advisories are provided. diectives o [aesgnment orgiization dned
security Alerts, Advisories, [EPtETPrises should ensure that their information-sharing protacols and processes include sharing alerts, advisories lexternal organizations] on
sis ty Alerts, Advisories, o ives with relevant parties with whom ey Nave an agreement (o deer products o peform services. Functional | Intersects with | Input Data Validation |  ToA-18 s [ Generae ntema sy a‘ens. e, ana
Enterprises should provide direction or guidance as to what actions are to be taken in response to sharing such an [drectives as deemed necossary; o
Jlert, agvisory. or directive. Enterprises should require thelr prime contractors to implement this control and flow fsseminate secury aerts, advisries, an
|down this requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F to irecies o ISelection (one or more): [Assignment:
[ollow up if needed. Us-CERT, FASC, and other authoritative entities generate security alerts and aduisories that ae [Mechanisms exist to maintain situational awareness and RS S e S o
lapplicable to C-SCRM. Additiona laws and regulations will impact who and how additional advisories are provided. Jvoiing hreats by everagin the knowisage o stocker tactics, echmiaues lrectives from [Acsighment; organizaton-defined
ecurity Alerts, Advsores, EnETD865 2hould ensure that el nformation-Sharing protocols and proceasee includs sharing lets, advisones. ond procecures to faclitate the Implementtion of preventaive and Jexteral organizaions] on an ongoing b
sis ecurity Alerts, AQVsories. on drectves with relevant parties with whom they have an agreement to deliver products or perform services Functional | Intersects With | Threat Inelligence Feeds |  THR.03 [compensating con s b e intemal scurty it Savsones, and
nterprises should provide direction or guidance s to what actions are to be taken in response to sharing such an recives as deemed necessary
et advisory, o iectve Entrprisesshould reair their prime contractor o mplemert tisconrol and fow minate security alerts, sivisores and
|down this requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F & rectives to: [Selection (one or more): [Assignment:
[follow up if needed. Us-CERT, FASC, and other authoritative entities generate security alarts and advisories that are [CrypEographic mechanisms exist to implement strong cryptography and o Receive ystem sceurty slers, advsories and
I leatie to G SCHM. AdGlianal lowa ang requiations il oact At and o sdeitondl advisoen are prowacd. security protocols to safeguard sensitivelregulated data during transrission drectives rom Assignment; organizato-déined
: + open, public netu rmal organizations] on an ongoing
Enterprises should ensure that their information-sharing protocols and processes include sharing alerts, advisories, [over open. public networks. [extemal org
sis Security Alerts, Advisories. o5 with relevant parties with whom they Nave an agreement to deer products or perorm services Functional | Intersects witn | SSfeguerding Data Over | .y s [ Generate ntemalsecuy e, adisores, and
nterprises should provide direction or guidance s to what actions are to be taken in response to sharing such an P [drectives as deemed necessary:
Jlert, advisory. or directive. Enterprises should require their prime contractors to implement this cantrol and i inate security alerts, advisories, and
|down this requirement to relevant sub-tier contractors. Departments and agencies should refer to Appendix F to firecives t [Selection {one or more): [Assignment:
irpacted by Tianges. The Thtegrity of SyStems and Components should also be tested and verifed Mechanisis exist to utize Fie Integrity Monitor (FIM. or Similar techologies, e Einpioy Ineary verheaton tool to detect
IAppicable verifcation ool inclute digtal Sanature o checksum verfication; acceptance testing fo physical o detect and report on unauthorized changes to selected files and lunauthorized changes to the following software,
lcompenents; confining softwae to imied privege environments,such 2 sandboxes; code excuion n contained [configuration settings. re. and information: [Assignment:
. Software, Firmware, and_|environmens prior to use; an s cht only binany or machine-executabl core is avaiabl, s oboined Functional Intersects with | ENdpoint File Intearity | o o 5 lorganization-defined software, firmware, and
nfomation Integrity . [direcly from the GEM or 3 verified supplir or istrbuter. Mechanisms for s controlare dlscussed in Monitoring (FIM) information
INST 25 80053, Rev. 51, Tos control pples to federa) agencies and applcablc suppler nformation systems and b. Take the following actions when unauthorized
Inetworks. When purchasing an ICT/OT product, an enterprise should perform due diligence to understand what a [changes to the software, irmware, and information
Jsupplier's intearity assurance practices are. Enterprises should require their prime contractors to implement this recte:
mpacted by Unantcipated changes. The integriy of systems and components Should also be tested and veried [Cryptograpic mechanisms exist to implement strong cryptography and Employ integrity verification tools to detect
|Applicable verification tools include digital signature or checksu verification; acceptance testing for physical securiy prtocol 0 safeguard seniivelreulated dota durng Hansmission lunauthorized changes to the following software,
confiing software o imited priviege environments, such as sandbores; cods execution I contaned lover open, public networ re, and information: [Assignment:
a7 Software, Firmware, and_ lenvironments prior to use; and ensuring that inaryor machine exccuabe coe s avalsble it s obtined Functional Intersects witn | Sefeguarding Data over | ety 5 lorganization-defined software, firmware, and
formation Integrity . [irectly from the OEW or & veried Supplir or dstrbuter. Mechanisms for this contrl are discussed in Open Networks information];
INST 25 600.55, Rev. 51, Tnis control pples (o federal agencies and appIcabi suppier normation systems and b. Take the following actions when unauthorized
Inetworks. When purchasing an ICT/OT product, an enterprise should perform due diligence to understand what a changes t the software,firmware, and information
Jsuplier's intedqrity assurance practices are. Enterprises should require their prime contractors to implement this e
impacied by unantcipated changes. The infegrly of systems and components Shouid also be tested and veriied Mechanisms exist to check the valdity of information npus. oy Itearty venmation oo o detect
Jppicabe vrication ools nlude igtl signature orchecksum verifcatonscceptance tesin fr pysical \mau(honzed changes to the following software,
lcompanents; coniining sofware to imied privicge environments,such o sandboxes; code xcuion n contained mation: [Assignment
- Software, Firmware, and. |environments prior o use: and ensuring that I oy binary or machine.exacutable code s avaiable 5 obtained . lorganization- deined Sotware, fimware, and
s information integrty - drecty rom ne OEH or a verited supplie r isrbuter Wechanisms for i contrlare discussed in detail in Functional Intersects With | Input Data Validation | TDA-18 ® information];
NIST SP 80053, Rev. 5]. This control applies to federal agencies and applicable supplier information systems and & Toke e lolowing actions when unauthorized
Inetworks. When purchasing an ICT/OT product, an enterprise should perform due diligence to understand what a [changes to the software, firmware, and information
Jsupplier's intearity assurance practices re. Enterprises should require their prime contractors to implement this o detected: or -
Mechanisms exist to pronibit the use of binary or machine-executable code fThis control that exists within NIST SP 800-161 A1
[from Sources with limited or no warranty and without access to source code. < withdrawn from NIST 800-53 RS 2nd no longer
Software, Firmware, and lexits.
s7014) Itermaton tegity | T enerprie shoud abtain nay or code directly from the orother verified | o Itersects With sinaryorachine: | ey g7 5
Treciome Code.
[echariems exit @ prevent e talaton o sefvare ond mplement cryptographic mechanisms to
Components without veriication tha he componant nas been digtly sined Jauthenticate the following software or firnware
Sottware, Firmware, and [ oo ot code auth N e digtr mented g an organizaton-approved coiicate authorty. lcmocnerts prir o instaaton: Assignmen:
’ & 1  enterprise should ensure that code authentication mechanisms, such as digital signatures, are implemented to y [organization.defined software or firm
s705) ‘g@;g;;g;e‘;;igg;y"\ nsure he inteariy of software, irmware, and nformation. Functional | Intersects With | Signed Companents | CHG-04.2 S Lomponent,
Mechanisms exist to retain media and data In accordance with applicable WManage and retain information within the system
statutory, regulatory and contractual obligations Jand information outpu
laccordance with applicable laws, executive orders,
. Information Management [C-SCRM should be included in information management and retention requirements, especially when the sensitive . . . lairectives, regulations, policies, standards,
k12 and Retention [and proprietary information of a system integrator, supplier, or external service provider is concerned Functional Intersects With | Media & Data Retenfion | DCH-18 > lguidelines and operational requirements.
Mechanisms exist to Farage and etan momaiion Wi e sysem
(1) Retain Personal Data (PD), including metadata, for an organization-defined Jand information output from the
ime period o ull he purposels) identified in the ntice or s required by eccordance with appcabl aws, xecutive orders,
a2 Information Management [C-SCRM should be included in information management and retention requirements, especially when the sensitive | ¢ oo Intersects With Personal Data (PD) . s lirectives, regulations, policies, standards,
and Retention  [and proprietary information of a system integrator, supplier, or external service provider is concerned Retention & Disposal (2) bispose of, destoys,erases, andiorananymizes the PO, egarles of the lguidelines and operational requirements.
Imethod of stors
55 Use orpamiteraefined techniques or methods o ensure secure deetion
dectauicton of B nclu i
[Mechanisms exist to embed false data or steganographic data in files to enable| [Embed data or capabilities i the following systems
[the organization to determine f data has been exfitrated and provide a means Jor system components to determine if
supplers, developers,system integrators,external system serice providers,and ather (CTIOTelted senvice o identify the individual(s) involved. lorganizational data has been exfitrated or
. ; loroviders may have access to the sensitive information of a federal agency. in this instance, enterprises shoul ’ improperly removed from the organization
sk20 Tainting require their prime contractors to implement this control and flow down this requiremen to relevant sub-tier Functional Equal Tainting THR-08 10 |Assionment: organization-defined systems or
lcontractors. ystem components]
Mechanisms exist to review the Security, Compliance & Resiience Program [2. Develop, document, and disseminate to
|C-SCRM policies are developed at Level 1 for the overall enterprise and at Level 2 for specific missions and (SCRP), including policies, standards and procedures, at planned intervals o if [Assignment: organization-defined personnel or
[unctons. € SCRi poliies can be mplemented o Levels 1,2 and 3, depending onthe lvel o depth and detall, - Periodic Review & Updata significant changes occur to ensure their continuing Suitabilly, adequacy and roles]
. ey an. res. (SR procedures are develope ot Leve  orspecitc missons and funcions and at Love 3 for specifc systems nction nter ; > o leffectiveness. 1. [selection (one or more): Organization-level;
sk Policy and Procedures B ons ncloding bol not Imite t informarion securty,legal rsk management, and acquistion Fonclonal | Inersects With | of security. Compllance & | - GoV-03 5 |Vission/ousiness processiever, systemieven supply
ould review and concur on the development of C-SCRM policies and procedures o provide guidance to system lchain risk management polic
lowners for developing system-specific C-SCRM procedures. o aseresses pirose,scope e, resparavilties,
Mechanisms exist to establish, maintain and disseminate poficies, standards b Exelop, document.and dssemina
|C-SCRM policies are developed at Level 1 for the overall enterprise and at Level 2 for specific missions and land procedures necessary for secure, compliant and resillent capabiliies. [Assignment;organization-defined personnel or
functions,C-SCRM poiies can be implemented at Levels 1. 2. and 3, depending onthe level of depth and dtail, C- Publishing Security
g ISCRM procedures are developed at Level 2 for specific missions and functions and at Level 3 for specific syt g y R eiecton (one or more): Organization-eve
skl Pl and Procedures I3 ciuing put net ittt iormation securty, Jogal. ek menagement, and caistion Functinal | Inersects With | Compliance & Resllence |  GOV-02 5 issonoances pocece it Sysem v aupph]
0uld review and concur on the development of C-SCRM policies and procedures or provide guidance to system chai ik management plcy hat
Jowners for developing system:specific C-SCRM procedures. (o) Adresses purpose, scope, roles, respnsiilie,
i
Mechanisms exist to faciitate the implementation of third-party management - evelop, document. and lsseminate to
[CScRm polces are developed at Level 1 forthe overall enterprise and at Leve 2 for specific missions and lcontrols. [Assignment: organization-defined personnel or
[unctons.C SCRi policies can be mplemented a Levels 1,2 and 3, depending onthe lvel o depth and detall. - roles
g CRM proceaures are developed at Level 2 for specific missons and unctions and at Level 3 or specic systems ’ ’ 1 (Seection (one or more): Organization-feve;
SR Pl 3 Procedures e nclig but nok Imiked v iormation Securty egal 1ok mopagement, ard scouiinon Functional SubsetOf | Third-Party Management | - TPM-01 10 |uission/business process-lovel System.levell supply|
Jshould review and concur on the development of C-SCRM policies and procedures or provide guidance to system [chain risk management policy
[owners for developing system-specific ¢ SCRM procedures. (2) Addresses purpose, scope, roles, responsibites,
itment coordination amana
[CSCRI plans descre ConstTante, ard TmpTcaions ¢ e <ysten evel -SCRH Fechantsme e o derelop  pan or Supply Chalr sk Management (5 Jo- Develop a plan for managing supply chain risks
plans re nfuenced by the enterprisescther ris assessment acivties and may nheri and tllor common control assciated i th developmert,acquition, maitenance and disposal o lassociated with the research and development,
Roveins Gange ot Loval 1 and Love 2. C.5CHI pans oemed ot Lovel 3 work 1 colaboraton wi e Pmelogy Aosete ApPIcaons lor Seas (RG] ncudng documenting sign, manufacturing, acquisition, delivery,
sz Supply Chain Risk |enterprise’s C.SCRM Statey and Pacis (Level L and Level 2) and the ¢ SCRM Implemeraon Pla (Level 1 and Functional Intersects With Supply Chain Risk Rkon  eiecied miigating actons and monkor g periomance against s pams 5 integration, operations and maintenance, and
Management Plan  [Level 2) to provide a systematic and holitic approach for cybersecurity supply chain risk management across the Management (SCRM) Plan ldispasal of the following Syste
lenterprise. [companents or system services: [Assignm
|C-SCRM plans should be developed as a standalone document and only integrated into existing system security organizaton efined systems.system oot
olens f enterprise consraints requie .
[CSCRM plans describe Implementatio GrstraTnts, and TmpIICations at e systerm Tevel. C-SCRM Mechanisms exist & e Deveiop 5 plan for managing e e s
plans are influenced by ise’s other risk sssessment aciviie and may inhert and tilr common contrl (15 Evaluate securty fsks and theats associated it Technology Asets, lassociated with the research and dev:
lbaselines defined at Level 1 and Level 2. C-SCRM plans defined at Level 3 work in collaboration wit [Appications anior Services (TAAS) supply chais, esan, manufacturing, acauisiton, deivery.
sz Supply Chaln Risk [anterioe& C.SCAM Sategy and Poccs (Level L and Level3)and the ¢-SCRM Implementaton Pan {Leve 1 and Functional Intersects With Supply Chain Risk o031 Take appropriats remediation actions fo minimize the organization's 5 integration, operations and maintenance, and
Management Plan  [Level 2) to provide a systematic and holistic approach for cybersecurity supply chain risk management across the Management (SCRM) (s 1 troee rsks and theate. a4 meceosary lisposal of the following systems, system
lenterprise. [components or system services: {Assignm
|C-SCRM plans should be developed as a standalone document and only integrated into existing system security organization defined systems, system Components,
olans f enerprise constraints require . tom
Fecharion i o address Genied weaknesses o defciences m e B ESiabiin  process o processes to TGery ana
[security of the supply c [aidress weaknesses or deficiencies in the supply
hain elements and processes of [Assignm
[section 2 and Appendix C of this document provide detailed guidance on implementing this conrol. Departments Processes To Address i
sR3 Supply Chain Controls and fng agencies should refer to Appendix F to implement this guidance in accordance with Executive Order 14028 on | Functional Equal Weaknesses or TPM03.3 10 [organizationdefined o e componert]
Improving the Nation's Cybersecurity. Deficiencies in coordination with [Assignment: organization-
[defined supply chain personnel:
o Emply th folwing contol o protect aginst
ooly chiain i
echansms e o eau [mploy o diverse o of sounces o e foowig
ractices for nents and services: [Assignment
Supply Chain Controls and [Enterprises should diversify their supply base, especially for critical ICT/OT products and services. As a part of this elopment Methor e pragrmig. enomeehng menads ey Cono processes and Wa"ﬂa“"" defined system components and
sra) proceases | Dverse Supply exercie, he enterprise Should atempi to entiy &ingl point offaiure and rsk among primes and loner-eve Functional | Intersects witn | Development Methods, | 105 3. validation techniques to minimize flawed ard/or malformed softwa s esl
Base lentities in the supply chain. See Section 2, Appendix C, and RA-9 for guidance on conducting criicality analysis. a
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Supply Chain Controls and

[Enterprises should diversify their supply base, especially for critical ICT/OT products and services. As a part of this

Mechanisms exist o obtain securiy, compliance and reslience techrologies
from different suppliers to minimize supply chain r

[Employ a diverse set of sources for the following
Jsystem components and services: [Assignment
lorganization-defined system components and
Jservices)

3 Processes | Diverse Supply [exercie, the enterprise should attempt to dentify single points of failure and risk amang primes and lower-level Functional Intersects With Supplier Diversity | TDA.03.1 s
Base Jentites in the supply chain. See Section 2, Appendix C, and RA3 for guidance on conducting ertcality analysis.
Mechanisms exit to utize tailored acquisition siategies, contract lools and oy s dvese et osouces o e olowng
procurement me purchase of unique Technology Assets, [system components and services:
Supply Chain Controls and [Enterprises should diversify ther supply base, especlally for criical ICT/OT products and services. As a part of this Acauiston swategies [oications andor Sences (TAAS) Srasmsian aeines systr components e
s Processes | Diverse Supply exercie, he enterprise Snould ttemp to entiy &ingl point of faiure and rsk among primes and lover-evel | Functional | Intersects with | ACGuiston strtedles. | rpu.g3, s vices]
Bose lenites inthe supply chain. See Section 2, Appendix C, and RA.S for guidance on conducting crticality analysis
[ et e sply . A par o procremert FTETTSeS SO TETe e ey o stpprers echanirys vt o equre conrac Tor applicable securty. Ensure that the contrals ncluded n The contracts of
1SOLC s port of marke rescareh and anayss et lcompliance and resiience requirements with third.parties, reflecting the prime contractors are aiso included in the contracts
Supply Chain Controls and e"léfDﬂSéS 5" Uld (undua robust due d\l\QE"(e research on liers 0' DVOG ts, as well a organization's needs to Dmlect its Technology Assets, Applications, Sem(es [of subcontractors.
SR3E) o sses | Subtier Flow [spstream dependencies (e.q., fourth- and fifth-party suppliers). ich can e antororises avad dingle pom(s of Functional Intersects With Third-Party Contract TPMgs  [and/or Data (TAASD) s
A b falore within their supply chains. The resuts of this research can be helpful in shaping the sourcing a and equirement
refining requirements, A evaluation of the cybersecuriy rsks that arise rom a s e product o sevvn(e shmm
|be completed prior to the contract award decision to ensure that the holistic risk Druﬁ\ inderstood ar
erues o 2 wlaes tacorn o decisions. Duting th perio o perormance hmsmm e monbored for
o protect the sdpply c rises s P Wechanisms exist to ensure appicable securlty, compliance and resilence Ensure that The contrals ncluded n The contracts of
w down conirol to subcontractors throughout the SDLC. AS part of marke research and onlysis activiis, requirements are included in contracts that low-down to applicable sub- orime contractors are aiso included in the contracts
Suppy Chln Cotrols ang STETPse shuldconductrobust e lgence rsearcon potetil suplersorpoduct, o well o . cortct o [contractors and suppliers. lf subcontractors
g Controls and | pctream dependencies (e.q 1ty supplers. which can nelp enterprises avoid single points o ontract Flow-Down y
SR Processes | Subier Flon Ll Supsy Chine, Th feslt of thi rsearch ca b heiplul it shaping th sourcng approseyana | Funcional | intersectswitn | CORERETEIINT | 1h05.2 s
refningrequrements.An evaluaton of the cybersecurty isks that e rom a supler, productorservice shouls
be Completed prio o the contract award deciionto ensue tht the holstic s prole = ell-underst
o8 5 2w fator 0 WA GeSEIenS, DUIDg. he REra o phliecs o e mprored o
Mechanisms ex/st to track the origin. development, ownership Tocation and Bocument. monitor, and maintain valid provenance
[Eupported SBOM formats tha can satisfy [NTIA SBOM] £0 14028 NTIA minimum SBOM elements. Enterprises
Fupprted SBOM formats ot con <oty (NTIA SD0M) E0 14020 WTIA i T T e T molopy SSsmte heoTcatons aaces amcor B AR o Ere oowtmn ek Sesreo comeconte, and
lcompanents. SBOMs should be digitally signed Using a verifiable and trusted ke lay a criticalrole in Jassociated data: [Assignment: organization-defined
s Provenancefenabig arganizatons o mainain provensnce. However, o€ SIOMS mature, urqamzatlunsshomd ensure they do | Functional Intersects With Provenance AST03.2 5 [ystems, system components, and associated datal,
ot depriortize existi Wcopabites (.. winerabity management ractices risk assessments)
inder the mistaken assurmption that SBOM repiaces these actviis. SBOMS d transparency that
hey are reant e provide o organizatons ates complementary.not cbsitutns. capabity. O gemisations that
Wiechanisms exit to utize Tallored acquisiton srategies, contract (ool and Empioy the following scauisiion strategies, contract
procurement methads for the purchase of unique Technology Assets tools, and procurement methods to protect against,
’ rovi S— isition st - [Applications and/or Services (TAAS) denify, and mitigate supply chain isks:
s Acquiskion Srategies, 555401 3.2nd A controls provids additionsl quidance on acauisiion strategies ool and methods, Departments Functiona! \tersects with | Acauisiton Strategies, | 1o o0 5 [Assignment: organization-defined acquisition
' cauisiton strategles. |21 Sencies should refer 0 App o implement this guidance in accordance with Executive Order 14028 on unctiona intersects Wi quisiton strategi : fon-def
e o rele! o aopend! ltrategles, contract tools, and procurement
methods]
speiing s ormation againt a consent et o core baseie actre and sscessment crtera to i chanisms exit to monitor, regularly review and assess EXternal Service [As5e55 and review the supply chain-related risks
ectble comparison (beiieen suppler an aver ). Depening onth Speifc context and purpose o which Providers (ESPs) or compliance with established contractual requirements for esociied vithsuppliers o conractors and the
nt is being conducting, the enterprise may select dditionsl factors. The quality of m!nrma!mn 9 |security, compliance and resilience controls. m component, or system service they
sro BBl et a5 accuracy. 1) re1ed upon o an sSeSSmenL 1s 153 ah Iportam Copsoe Functional | intersects witn | RVIeN O TPty | oy s |provios iianment organizaon defned
Reference sources ot assessment information Should st be docurmentea. The G SCAN PMO can help define reavency]
requirements, methods, and tools for the enterprise’s supplier assessments, Departments and agencies shold
efer to Appendix E for further guidance concerning baseline isk factors and the documentation of assessments
et ext o develop 3 07 forSupply CTay Rt Management (SR oy e oTowTig Operaions Seeury OFSeC
The C-SCRM PMO can help determine OPSEC controls that apply to specific missions and functions. OPSEC controls assocated withthe development,acquisition, maintenance and dis [controls to protect su d information
[are particularly important when there is specific concern about an adversarial threat from or to the enterprise’s [Technology Assets, Applications and/or Services (TAAS), including documenung [for the system, system c mponent or system
a7 Supply Chain OPerations |Goply chain or an element within the Supply chai, or when the nature o rise’s mission or business Functional ntersects with |, SUBPYY Chaln Risk | gsycgg  felected dgating sctons and manforng perrmance Sanst hosepors. s [services Assignment; organization-defined
ecurity Joperations, its information, and/or its service/produict offerings make it @ more attractive target for an adversarial anagement (SCRM) plan (Gperaions Secury (OPSEC) contros]
threat.
Wiechanisms exist o facitate the implementation of operational securly Employ the following Operations Securly (OPSECT
The C-SCRM PMO can help determine OPSEC controls that apply to specific missions and funcions. OPSEC controls [controls Jcontrols to protect supply chain elated nformation
Supply ChinOperatons PIE BrLCU importan when tere i specic concern aboutan adversaraltrea rom or o the enterprses for the system, system component, or system
a7 PPy Chain Op [sUpply chain or an element within the supply chain, or when the nature of the enterprise's mission or bUsiness Functional Intersects With | Operations Security | OPS.01 5 [servicer Assignment: organization-defined
y (operations, s nformation, andior tsservice/product oferngs make i & more atractive target for an adversaril [Operations Security (OPSEC) controls]-
fhreat.
Fiechaniams exist to compel External Service Providers (ESPS) o provide ESabTEh aqeemerts andprocedures i s
notification of actual or potential compromises in the supply chain that can involved in the supply chain for the system
Jat minimurn, enterprises shouid require their suppliers to establish notifcation agreements with entities within their lpotentialy affect o have adversely affected Technology Assets, Applications Cormpoment, o Sy Stam dericefor e [Seicton
g lsupply chain that have a role or responsibilty related to that critcal ervice or product. Departments and agencies Securty Compranise 051 [andlor Services (TAAS) that the organization utiizes. fone'o more):raincatin of supoly chn
SR8 Notification Agreements. |gpo1q refer to Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Functional Equal lotificat Agreements TPM-05.1 0 sults of assessments or audits;
INation's Cybersecurity. [Assignment: crgamzatmn defined information].
s eXISt o assess the Inegrity of Criical Techology Assets. lmplement a tamper protection prograr for the
[nterprises stouid appy tamper resistance and detection controltocrtical companents, at  minimum, Crtcalty Ineplcations anclo Senvees (TARS)to evect svdence o tomperin, where: Jystem, system component, o system service.
nalysis can help determine which components are critcal. See Section 2, Appendix C, and uidance on 1) Logical assessments evaluate the Intearity of critcal components (e.d.
. Tamper Resistance and [conducting citcaity analyss. The C-SCRM PMO can help dentiy critical components, especlally those tha are Functiona! \tersects wigh | Logical Tampering a5 [configuration settings); an 5
Detection lused by muitipie missions, functions, and systems within an enterprise. Departments and agencies should refer to rotection [2) Physical assessamants evaluate assets for evidence of unauthorized aceess
[Appencix F to implement this Guidarce In sccordance with Executve Grder 14028, Improwing the Nation's andjor modifcations
Cybersecurity.
[COntToTs a7 I place and B SXamTie Whether Eere 5 Gvidence of fampering. Produc iechanisms exist to maintaln awareness of Component authenticity by mspect the folowing Systems or system
repected pior 0 use and peoqcaly thereafir. mcpection cquaments g ol e mCuded 1 condace with ldeveloping and implementing Product Tampering and Counterfeiting (°TC) lcompanents [Selectlon (one or more: at randorm; at
Isuppliers, developers, system intearators, external system service providers, and other ICT/OT.related service practices that include the means to detect and prevent counterfeit [Assignment: organization-defined frequencyl, upon
S0 Inspection of Systems or |providers. Enterprses should reque thel prme conractors to Impiement this contro and lw down ths Functiona! tersects witn | Product Tampering and | 1o omoenents S nditations
Components lrequirement to relevant sub-ter contractors and flow down o subconiractors, when relevan: Counterfeiting (PTC) need for inspection] to detect tampering:
(Critcaity analysis can help determine which systems and components are criical and should therefore be [Assignment: organization-defined systems o
sbjectd o nspecln See Secton 2 Appendix Cand S for uidance on condicting ericalty anaysis. T lyetem componente]
n help gentlycritcal sstems and componens, especialy those tha ae Used by muiple mission,
BONTcIs Bre T DaCs S 0 SranTne WhEe ther e oSy Gance oF e - FrORUa o SomponenteSrou Fiechaniams exist o physically and logically nspect crical fechnology assets Inspect the folowing systems or system
Inspeced priot use A pebCall thercafir. mspection edulramerts Shou a5 be nchaded i ¢oniracts with to detect evidence of tampering more): at random; at
uppiers, developers, System inteqratos, external system servic providers, and atnr CTIOT reatedsevice fined frequency], upon
g Inspecton of Systemsor provides,Entrprises shoud reaure thef pime contractors o mplement s conrl and fow down . Technology Asset § anization-defined indications of
SR-10 Components levant sub-tier ccn(ra:(crs and flow down to suhccn(ra:(c 's, when relevant Functional Intersects With Inspections AST-15.1 s
(CoicaTty anaye’ cam help deverrame whih Sysbams and companens are iial ang Shoulltherefore be [Assignment: organization-defined systems or
[Subjected to inepection. See Section 2, Appendi C, and RA 9 o uidancs on conducting criicalty analysis. The C- leystem components].
PMO can help ety cotical systerms and especially those that are Used by multple missions
g orams SXt o AT Swarences o componert autentery l2- Develop and Tmplement ant-counterfelt polo
information technology., IT security, legal, and the C.SCRM PMO. The policy and procedures should add [Mect 2 v by P Pl policy
reguiatory compliance requirements, contract requirements or clauses, and counterfei reporting processes to [developing and implementing Product Tampering and Counterfeiting (°TC) Jand procedures that include the means to detect
I A A AR U A U A RO A Aot S A O A product T practics ha nlude the means 1 detect and prvent counterer ond prevent countete componentsfom etering
a1 Component Authenticity. should also address the develop ise of » qualified bidders st (QBL) andor qualfied manufacturers ist Functional Intersects witn | Product Tampering and | pp 1y fcompon s [nesy
(QML). This helps prevent counterfeits through the use of authorized suppliers, wherever possible, and their 9 ED’Jn :aun!erlen! system ‘components to
lintegration into the organization's supply chain [CISA SCRM WG3]. Departments and agencies should refer to [Se\ectmn (one or more): s e of counte:e\(
|Appendix F to implement this guidance in accordance with Executive Order 14028, Improving the Nation's [component; [Assignment organization defne
Mechanisms exit to rain personnel o detect counterfelt system components, [Trin [Assignment: organization-Gefined personnel
including hardware, software and firmware Jr roles] o detect counterfeit system components
Component Authenticity | [T7e C-SCRM PMO can assst n dentifying resources that an provide anti-counteret raining and/or may be able to (including hardware, software, and firmware).
SR-11(1) s Y | |conduct such training for the enterprise. The CSCRM PMO can also assist in identifying which personnel should Functional Equal Anti-Counterfeit Training | TDA-11.1 10
At counteteit Training. (<07uCtSuch trainr
[Mechanisms exist to maintain proper physical secunl’y anﬂ configuration Mamtam configuration control over the following
lcontrol over technology assets awaiting service or rep ualing sevice or repa and
Compenent Aunentety | nformatien technoloay, I scuy, o the CSCRM PHO should b responsbe fr estabing ond mplementing Maintain Confiouration Ctovicad of Fapaiad comporents awating return 1o
- Control for ol p mponent service and repair o include - if pplicable - Mtegrating component | ¢ o cqun! "tain Configur NT07 10 [service: [Assignment; organization-aefined system
(umvunent ‘Service and [service and repair Into the overal enterprise configuration control processes. Component authenticity should be. q oL During lcomponents)
[adcressed i contracts when procuring component senicing and répar support
Wiechanisms ex/st o malntaln aWareness of Companent aUthenticy by [Scan for counterfel system companents
|developing and implementing Product Tampering and Counterfeiting (PTC) l[Assignment: organization-defined frequency].
« At | Er\‘lerdpnses Shﬂulic?‘nduc( anti-counterfeit Sc‘anndm% fu‘rdc:(lca\b:omp:nem; ata m\mmum Crmca\l(y ar\alys\; cacn Product T " |practices that include the means to detect and prevent counterfeit
g omponent Authenticty | [help determine which components are critcal and Shouid be subjected to ths scanning. S 2, Appendix roduct Tampering an 11 [romponents
SR-11(3) Anti-counterfeit Scanning |and RA-9 for guidance on conducting criticality analysis. The C-SCRI can help ldennly mncz\ (anor\enls Functional Intersects With Counterfeiting (PTC) TOALL 5
especially lhose used by multiple missions, functions, and systems within an enterprise.
[Mechanisms exist to securely dispose of, destroy or repurpose system [Dispose of [Assignment: organization-defined data,
[components using organization-defined techniques and methods to prevent [documentation, tools, or syst ponents] using
Secure Disposal, information being recovered from these companents. the falowing techniques and methods: [Assignment:
. Compenent Disposal [T Se€4ry ~in coordinaton i e C SCRM PHO - can help estabish aproprate component dispnsl poicies, Functional tersects with | pesecirelisposal 1 oron 5 |organization-defined techniques and methods|
procedures, mechanisms, and techniqu or
[[deprecated - incorporated into AST-09] [Dispose of lAss\gnmen( organization-defined data,
lechanisms exist to ispose of system components using ools, or system usin
y - e estabion sposal echniaues and methods t prevert such componerts rom entrig the oy th following echmigues ard methods: Assiahmen:
: oonent i IT securiy - in coordination with the C-SCRM PMO - can help estabish appropriate component disposal policies, nction: ersects wi ent o g lorganization.defined techniaues and methods
sR12 Component Disposal | SECurty - n cordination with the ¢S Functional Intersects With | Component Disposal | TDA11.2 B
o ) IMechanisms exist to maintain a current, accurate and complete list of External [This specific NIST 800-161 R1 control does not exist
[ Uniaue identit for procurement instrument (1., contract, task, or delivery order);
e e e vy orden; 2 s (579 Tl con nihy ot e Conntaty IR
o o e e o ? s products andlor services: an Intearity, Availabilty andior Safety (CIAS) o the organization's Technology
SR13 Supplierinventory. . Assigned citcalty level that aligns " the criticaity o the proaram. project, andior sys(em (or component of Functional Subset Of Third-Party Inventories | TPM-01.1  [Assets. Applications, Services and/or Data "AASD) 10

w and updste the supplierinventory [Assignment: enterprise-defined frequency
Erterses el on namerose Aippers t xbeate tha missont o
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