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reauency]
oAt Rom-Federal Oroaniation VPG contra o b Tound
lcontrls. e o T 8800178 AR crtrs are sorced
[The organization: ldirectly from NIST 5P 800-53 R
o Develaps, documents, and disseminates to (Asignment: organization-
efined persomnelor roes |
1 & physicaland environmental protection plicy hat addresses purpose.
cope, roes, responsiiites, management commitment, coordinaron
rmans crganizatonal antites, and compliance: and
]2 Procedures o acitatethe implemention o the physical and Physical & Environmental
NFo-E1 WA cImplementotin of e Pyl and encar | Functional Subset of & i peso1 10 NFO - NIST 800171 App £
Jrotecton contras
- Reviews and aptes the currrt
2 Physical and environmenal protecton poicy [Assignment: organizaton
lefned frequency: and
[2-Physical and snvironmental protection procedures [Assignment
frganizaton defned freaency
- - T monar a Ron-Federal Oroaniation (VFGT contra o b Tound
NFO -PE6(1) [ Functional | Intersects With pes05.1 5 openai ot 56 171 2 NG contras are ourced NFO - NIST 800171 App £
lequipment Sunveilance Equipment B e e
= Tog entry Tor or-Federal Oroarzation TVFOT ontras can e fourd
e organizaton [ihrough controlled ingress and egrass poms. e £ of NIST 57 8001173 A2 RFO conros are sourced
Yaine vishor access recordsto thefacity where the information ivectly from NIST 5P 80053 Ra
NFo e WA vstem resces for (Assignment:organization-defined time perioal and Functional | Intersects With | Physical Access Loos | PES.03.3 s NFO - NIST 800171 App £
[frequency).
Trom o Won-Federal Oroanization 0T ontras car e found
moritors, and uh a5 elhvery and 6ading arcas and othe BOINS t avar) UnaUhorzed access ippencix £ o NST 59 500-171 82, NFO cantrols are sourced
N0 -FE16 A ypes and|  Functional | imtersectswith | Delvery & Removal | Pes-10 s e s A NFO - NIST 800-171 App €
xting th fociity and mantains records of hose e
s o Fegeral Oroanarion TVF0T o e o
[me crganizaton stautory.reguiatory and conractual conrols IAppenaix £ of NIST 57 800-171 Rz, NFO controls are sourced
- Deveiop, documents, and disseminates o [Assgnment:arganizaton- irecly fom NIST 5P 80053 Ra
efned personnelor roies]
ity panning polcy that adresses purpose, scape,roles,
esponsivltcs, management commitment, Cooanatan ariong
froanizatonai enitics and complance: Stattory, Reaultory &
NFO-pL1 A Tocedures to facitate the mplementation of the securty planning policy | Funetional Subsetor | Sattory Reguatoy & | gy 10 NFO - NIST B00-171 App
[and associated security planning controls; and v
o Reviews and upates the current
b quency
e
2 o
requencyl
il ot Won-Federal Oroanization NFOT ontras car e found
fme organizaton: Jrovide  porialo management approach to chieve secury. compiance and resience ppencix £ o NST 57 500-171 R2. NFO cantrols are sourced
- Deveiop, documents, and disseminates o (Assgnment:arganization- [objectives irectly fom NIST S7 800-53 Ra
[deined peréonnel or roles)
1A sccurty planning policy tha addresses purpose, scope, roles,
esponsiblics, management commitment. Cooranatan ariong
froanizatona entiies, and complance Securty, Complance &
NFO-pL1 A Pocedues o lcitas the mlementaton of th securtyplaringpocy | Functonal subset Of Resiience Protection. | PRILOL 10 NFO - NIST 800171 App £
[ind ascociaed securty planning cor Porfol Hansgement
- Reviews and updates the current.
v planning p quencyl
land
a £
reauencyl
o P ) s Rom-Federal Oroaniation 0T contras ca be found
i Cassionment i Plan / Coordinate with i affecte sakehlders before conducting such aciies i oder (o reduc Fepenx £ o ST 52 800-17 2. NFO contol re sourced
NFO - PL2(3) A e | Fonctonal | intersecswitn | OtverOrgamioral | 140031 o AT 2o, 5 ey am NIt 5P B00 NFO - NIST 800-171 App
Jotner rgantzational enties
e 5 Won-Federal Oroamization O contras car e found
ata protection princiies s therdaiy work o enable secue, complant and resent ippencix € o NST 59 500-171 Rz, NFO cantrls are sourced
e organizaion o fapabiies irectly fom NIST 57 800-53 Ra
i Inormation system, the ruis tht descrioe ther respansiiics and
oo i e ot an rmton s
o Recives  soned acknowidgmentrom sch i, ndcating nat
NFo-pLa i ey have read, understanc, and agree to abide by the uiesof eha Functional | intersects With | Terms of Employment | HRS:05 B NFO - NIST B00-171 App
Joeiore
I Reviews and updates te ries of behavior (Assignment:organizaion
iened frequency: an
4 Requires Indiduals who have signed o previous version of the rules of
Jochavior to read and r-sign when the ries of behavior are
fevisedlupdated
T dene o [fon-Federal Oroanizaton (FOY controls can be found
echnalogies, neluding consequences fo unaceeptatye behavier Popencix € o NST 5P 600-171 K2, NFO contrls aré source
Ime organizaion s to irectly from NIST 5P 800-53 R4
Fhe Inormation ystem. the e tht descroe ths respansiiies and
Jxoected banavir wih regard t informaton and iformation ystem
o Recenes o sgned acknomiedgment rom such niut,nictng ot
NFo-pLa A ey have read.understand, and agree to abide by the rule of ehav Funcional | intersects With | Aulesof Behavior |  HRS.05.1 B NFO - NIST 800-171 App £
joeiore
o st e i of b (A oroanizaion-
iefined fequency: o
o Rases nvitias who have signed 8 reous version of th s o
oenavior o e and re-sig when the s ofbeavor
evsedupdated
arganizaton ncufes it rles of behaviar, expIc retrcions on the —— o dene e - Thewse Fon-Federal Oroanizaton (RFOT controls can be foun
NFo - pLa(1) A e o Solal mediainetworking ses and posting arganizatonal mformaton | Functonal | inersects witn | Socio Media & soc HRs052 ffsocil mecio and 5 [Apenx Eof NST SR 800171 R, NFO <ol are sowced NFO - NIST 800171 App €
Jon pusic websites etworking Restricions Shanng account miormatin irectly from NIST 5P 80053 R
ST Wit [fon-Federal Oroanizaton (FOY controls can be found T
for secorty, resience princies Popencix € o NST 5P 600-171 K2, NFO controls aré sourced
[me erganization s irecly from NIST 5P 80053 a
Develops an information securiy rchitectur fr the information system forganizations.
Fhat
1 Descrives the overal phiosophy. requirements, and approach to be taken
it regard o protecting the confdentiaty. meoriy, and avalabity of
[oganizational mformaton:
2 Describes now the infarnation security architecture s inegrated into and
N0 -pLE A fupperts he entererise archiecture and ot Functional | Intersectswitn | AIOMment Wit Enterrise| g g 5 NFO - IST 800171 App £
onexternal

Jo. Reviews and updates the information security architecture [Assignments
orgnizationdefne freauency] o reflct updates i the enterprise
hitec
4 information securty
mﬂened e ety blon, the securty Conceptof perdions (CONOPS),
d organizational procurements/acauisitions.

Secure Controls Framework (SCF)
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Set Theory Relationship Mapping (STRM)

NFO-PLE

\ent (FDE) Description

[me organization:
lo. Develops an information security architecture for the information system
fh

1. Describes the overail philosophy, reguirements, and approach to be taken
Iwith regard to protecting the confidentialty, integrity. and availabiliy of
Jorganizational information

Jo. Describes how the information security architecture is integrated into and
Jsupports the enterprise architecture; and

5. Descrives about

Reviews and updates the nformation securiy architecture [Assignment:
organization defnefrequency] o refect updates i the enterprise
rehitecture: and
hat planned information security
mﬂened inthe securiy pian,thesecurty Concept of Operations (CONOPS),
d organizational procurements/acauisitions.

Functional

Subset Of

SCF Control

Cloud Services

apor

NIST SP 800-171 R2

Secure Controls Frams
Control Dese

fechanisms exit to facilate the implementation of cloud managemer
[ensure cloud instances are secure and in-ine with industry practees.

fon-Federal Organization (NFO) controls can be found in
[Appendx € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800.53 Ra.

NFO - NIST 800-171 App £

version 2026.1 x000a 03/27/2026

NFO-PLE

[me organization:
lo. Develops an information security architecture for the information system
fh

1. Describes the overail philosophy, reguirements, and approach to be taken
Iwith regard to protecting the confidentialty, integrity, and availabiliy of
Jorganizational information

J2. Describes how the information security architecture is integrated into and
Jsupports the enterprise architecture; and

5. Descrives about

Reviews and updates the nformation securiy architecture [Assignmen:
organization defefrequency] o refect updates i the enterprise
rehitecture: and
lanned information security
mﬂened inthe securiy pian,thesecurty Concept of Operations (CONOPS),
d organizational procurements/acauisitions.

Functional

Intersects With

Cloud Security Architecture

a2

Securty

Grganizations
employments.

[Non-Federal Organization (NFOJ controls can be found in
[Appendix € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800.53 Ra.

KFO - NIST 800-171 App £

NFO-PLE

[me organization:
lo. Develops an information security architecture for the information system
fh

1. Describes the overail philosophy, reguirements, and approach to be taken
Iwith regard to protecting the confidentialty, integrity and availabiliy of
Jorganizational information

Jo. Describes how the information security architecture is integrated into and
Jsupports the enterprise architecture; and

5. Descrives about

Reviews and updates the nformation securiy architecture [Assignment:
organization defnefrequency] o refect updates i the enterprise
rehitecture: and
hat planned information security
mﬂened inthe securiy pian,thesecurty Concept of Operations (CONOPS),
d organizational procurements/acauisitions.

Functional

Intersects With

Cloud Infrastructure:
Securty Subnet

o3

Chanisms exst © oSt

[Non-Federal Organization (NFOJ cor be found 1
[Appendx € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800.53 Ra.

NFO - NIST 800-171 App £

NFO-pS1

[rme organization:
o, Develops, documents, and disseminates to Assignment; oganization-

e, scope, roles,
itment, coordination among

tation of the personnel security
[polcy and associated personnel security controls; and
Jo- Reviews and updates the current

1. Personnel security policy [Assignment: organization-defined frequency;

[2. Personnel security procedures [Assignment: organization defined
frequencyl

Functional

Subset Of

Management

HRs.01

o RaTaE persomer

[Non-Federal Organization (NFOJ controls can be found in
[Appendix € of KIST SP 800-171 R2. NFO controls are sourced
Jarectl from NIST SP 800.53 Ra.

NFO - NIST 800-171 App £

NFO-PS6

[me organization:
Jo. Develops and documents access agreements for organizational
[formation systems;

o Reiens and updates th accessagreements Assignment;orgaization
[defined frequency; a

Jand information system:
1 5ign to being

[tAssignment: organization defined frequencyl

Functional

Intersects With

Access Agreements

HRs.05

logreements prior to being granted access.

[Mechanisms exist t require Internal and thIrG-party Users to Sign appropriate access.

[Non-Federal Organization (NFOJ controls can be found
IAppendix € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800-53 R

NFO - NIST 800-171 App £

NFO P57

[me organizaton

roles and
[Fesponsipitiesfo thir-party provicers:

Jo- Requires third-party providers to comply with personnel security policies
Jand procedures estabiished by the organization

Jc- Documents personnel securty requirements

lo. Requires third-party providers to notify [Assignment: arganization-defined
[oersonnel or roles] of any personnel transfers or terminations of thirc-party

Jpersonnel who possess organizational credentials andlor badges, or Who
within [Assignment:

fime period]: and
Je- Monitors provider compiance.

Functional

Intersects With

Third-Party Personnel

HRS10

[Mecharisms exist to govern trd-party personnel by reviewing and
[party security, compliance andfor resiience roles and responsibilties.

[Non-Federal Organization (NFOJ controls can be found
IAppendix € of NIST 5P 2. NFO controls are sourced
Jarectly from NIST SP 800-53 R

NFO - NIST 800-171 App £

NFO- PS8

[me organizaton
mBloysa formal sanctons processfr Indiidual aing to comply it
Ertanbirea informatonsecuriy polcies and ro

o Notifes [Assignment: arganization-defined el o roles) withi
Assgnmenc organzation Jenned e perod) whena formal mplovee
Jsanctions process is nitiated, identifying the individual sanctioned and the
[reason for the sanction

Functional

Intersects With

Personnel Sanctions

HRS.07

lpolicies, standards and procedure:

T o410 sanclon personnel a1 1 comply Wi esned eeury

[Non-Federal Organization (NFO) controls can be found in
Fppendix £ o ST 57 800-171 2 NFO controls re sourced
Jrectly from NIST SP 800-53 R

NFO - NIST 800-171 App £

NFO-RAL

[rme organization:
tents, and disseminates to [Assignment: organization-
ldefined peréonnel or roles]

3 Hrocedures t faciiareshe mplementaton of the sk assessment polcy
Jand associated risk assessment controls; and
Reviews and updates the current:
1" Risk assessment policy [Assionment; organization-defined frequencyl: and|
Tassignment:

frequencyl

Functional

Subset Of

Risk Management Progra|

RSK01

[isk management controls

Mecharisms exist to facitate the Implementation of stategic, operational and tactical

[Non-Federal Organization (NFO) controls can be found
ppendix E of NIsT $2 500 171 R2. NFO conirols are Courced
Jarectly from NIST SP 800-53 R

NFO - NIST 800-171 App E

NFO - RAS(1)

[capabilty to readiy update the information system vuinerabilities to be
anned.

Functional

Intersects With

Update Toal Capability

VPM06.1

[Mechanisms ex1st © Update vameraiy Scanming tooks.

[Non-Federal Oraanization (O] controls can be found in
pendix E of NIST SP 800-171 R2. NFO cantrols are sourced
Jarectly from NIST SP 800-53 R4.

NFO - NIST 800-171 App £

NFO - RA'S(2)

[T sranization updatesthe information system winerabities scanned
re): [Assignment: quency)
[rior 0.2 new scan: when new-vuinerabilies are idenined and reported].

Functional

Intersects With

Update Toal Capability

VPM06.1

[Mechanisms exist o Update vUmeraity scanming (ool

[Non-Federal Organization (NFOJ controls can be found
IAppendix € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 80053 Ra.

NFO - NIST 800-171 App £

NFO-SA1

[rme organization:
lo. Develops, documents, and disseminates to [Assignment: organization-
ldefined personnel or roies]

palicy scope,

Joles. ol
Jorganizational entities, and comliance; and

Jo. rocedures to faciltate the implementation of the system and services.
ocauisiion polcy and assocatedsystem and sevices acqiston conrls

n Reviews and updates the current:
isiton policy [Assignment:

reauency o
e o services caulston procedres Assignment: crgantztion-
Joefined freauencyl.

Intersects With

ure Software
Development Practices
(s50P)

ToA0

fpractices (s5D).

[Non-Federal Oraanization (FO] controls can be found im
ippendix € of NIST SP 800-171 R2. NFO controls are sourced
[arectly from NIST SP 80053 Re.

NFO - NIST 800-171 App £

NFO -2

[rme organization:

Jor information system service in mission/business process plannin
Determines, documents, and allocates the resources required to prot

e nformatien sy Nice a3 part o 5 Capital

Jplanning and investment control process; and

- Estabisnes s discete line ke for information securiy in orgaizaionl

rogramming and budgeting documentati

Functional

Intersects With

Allocation of Resources

PRI03

[projects / Intatives.

Gperational

iy o
hmear gt protecion requvaments Wil BUSess pracess Fapming for

[Non-Federal Oraanization (FO] controls can be found in
ippendix € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 80053 Re.

NFO - NIST 800-171 App £

NFO-SA3

[me orqanizatin:

ing [Assignment:
ystem development e cyce] that mcorporates nformation securty
consderations:

Defines and documents information security roles and responsibiiies
hrougnout the system development ife ycie
. identif

roles and ot
fand.

J4 ntegrates the organizational information security risk management
Jprocess into system development It cycle actvities

Functional

Intersects With

Secure Development Life
Cycle (SDLC) Management|

PRIOT

o Services

[change control procedures

e
|ITAAS) within the Secure Dcve\upmcnl e Crcl DL, are Contralled irougn formal

[Non-Federal Organization (NFO) controls can be found
Fpendix € o NST 5p 800171 R2. NFO conrols are Sourced
Jarectly from NIST SP 800-53 Re

NFO - NIST 800-171 App £

NFO-5A3

[me organization:
lo. Manages using [Assignment:

lsystem development lfe cyclel that ncorporates information security
leonsiderations:

lo. Defines and documents nformation security roles and responsibilties
[trroughout the system development it cycl:

oles and

fana.
Jo ntegrates the organizational information security risk management
[process into system development ifecycle actvites.

Functional

Intersects With

seno7

[Mechanisms exist to determine the Mean Tme
[ specific environments of operation

Components

[Non-Federal Organization (NFOJ controls can be found
IAppendix € of NIST SP 800-171 R2. NFO controls are sourced
farectly from NIST SP 80053 Ra.

NFO - NIST 800-171 App £

NFO-SA3

[me organizaton

ing [Assignment:
Eystem cevelpment e cycil ot ncorporates mformaton secuty
consdertir

Defines and documents nformation security roles and responsibilties
mmuqnnut the system development e cycle:

roles and ot

[ htegrates the orgarizational information securiy risk management
Jprocess into system development it cycle actvities

Functional

Intersects With

Technology Lifecycle

SEA07.1

[pnolor Services (TAaS).

[Mechariisms exist to manage the usable fecycles of Technology Assets, Appications

[Non-Federal Organization (NFO) controls can be found
Jppendic € of NST 5p 800171 R2. NFO conrols are Sourced
Jarectly from NIST SP 800-53 Re

NFO - NIST 800-171 App E

NFO-SA4

[me organizatn ncudes the folowing requirements dscrptions, and
e, expcidly or by reference, ntheacquisiion contrctfor

yskem compbnen( ervice in
[accordance wih appicabi fedaral s, Execilive Orders,directes,
Jpolicies, reguiations, standards, guidelnes, and organizational
rissonusiness needs
lo Security fun
- Secury strengtn reauiements:
[e Security assurance requirements
6 securty rlaed documentation Tequirements

I Descripton o the mmrmam System development environment and
[environment in which the system s intended to operate; and
o Aeceprance chtet.

Functional

Subset Of

[Technoloay Development &
Acquisiion

ToR01

Taored
lacquisition srategies, contract tools and procurement methods to meet unique business
[reeds.

[Non-Federal Organization (NFOJ cor Be found 0
[Appendx € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800-53 Ra.

NFO - NIST 800-171 App £

NFO-SA4

[meorgeization ncludes te falowing requirements descrpions and
etria, expcly or by reference, nthe acquisiion conract
[cCordance wih appICable federal 1w, Executive Orders. rectnes.
poiis,reuiaions, standards.guidlires,and organizationa!
eeurty foncional reaulrements:
ecurity strength requirements;
ecurity assurance requirer
ecurity-related documentation requirements;
irements for protecting security-related documentation:

escription of the Information system development environment and
nvironment in which the system is intended to operate; and

‘Acceptance citeria

Functional

Intersects With

Minimur Viable Product
(MvP) Security
Requirements

ToA02

Pt

Jond resiliency based on applicable risks and th

NFO-Sn4.

WA

[Tme organization includes the following requirements, descriptions, and
Jriteria, xplcily or by reference, in the acquisition contract for th

syster or rvice In
Joccordance with applicable federal laws, Executive Orders, directives.
[policies, reguiations, standards, guidelines, and organizational
[missionibusiness needs:
o Security functional requirements;
Jo: Security strength requirements;
lc Security assurance requirements;
6 secury rlaed documentaion rguirements

rotectin

[ Destriptin of the Information system development environment and
[environment in which the system s intended to operate; and
Jo. Acceptance citeria

Functional

Subset of

Third-Party Management

TPM01

o design. Technology Asset:
[services (TAAS) in such a way that risk based technical and functiona specifications
re Minimu Viable Product (HVP) criteria establish an appropriate level o security

Federal Orgaization (NFO) controls can be foun
opene o NST 5P 800- 175 K3, NEO contros sre sowced
Jarectly from NIST SP 800-53 Re.

NFO - NIST 800-171 App £

Tiran

[Non-Federal Organization (NFO) controls can be found in
Fepenx £ o ST 5P 800-17 2. NFO contols re sourced
firectly rom NIST SP 800-

NFO - NIST 800-171 App £

Secure Controls Framework (SCF)
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 Element (FDE) Description

SCF Control

NIST SP 800-171 R2

Secure Contros Fram
rol Desc

version 2026.1 x000a 03/27/2026

e orgaizaionncudes he folouing requrements descrptions. and
i, explicicy or b reference, intne acausion conirat or

<ystem componen! senvice in
Jaccordance wih appicabi fedaral laws, Execilive Ordars,directves.
Jpoicies, reguiations, standards, guidelines, and organizational
[issionibusiness needs

la. Security functional requirements;

Third-Party Contract

s exist o require
 resilience requirements
[protect its Technology Assets, Applications, Services andjor Data (TAASD).

cor nts o applicable security, compliance]
S thipartes, efecing he oroanizaion' needs to

fon-Federal Organization (NFO) controls can be found in
[Appendx € of NIST SP 800-171 R2. NFO controls are sourced
Jarectly from NIST SP 800.53 Ra.

NFO-Sa4 A - Securtyfunctonal requirement Functional | tersects with /Cont ThIL05 s NFO - NIST 800171 App E
¢ Securky assurance requirements;
[ Securiy-reated docamentation requirements;
I Description of the information system development envirnment and
[environment in which the syster fs intended to operate: and
lo Accetance criteria
[Non-Federal Organization (WFG) contrals can be found
he developer of funcinal roperes e secrity complance s Tesence ontls o e e opend € o ST 5 800:171 2 NGO cortrls are Sourced
NFO - SA4() A Component o mformatan system sewmewpm\ndeades:rmuonmthe Functional | Intersects With | Functional Properties | TOA04.1 [V Tecknaingy (TAAS) 5 |drectly from NIST P 800.53 R NFO - NIST 800171 App E
functional propertes of the securiy controls to be employ [ermi anatyls o tesig of the comrae.
[Non-Federal Organization (NFOT contral can be faund i
he ne securiy, ppendic € o NST 5P 800171 2. N0 contoar sourced
lcomponent,or nformation system service to provide design and [wihin Technology Assets, Appiications andior Services (TAAS) in sufcent detal o Jirectly from NIST P 800-53 R
[permit analysis and testng of the controls.
NFO- SAa(2) A Functional | intersects With | Functional Properties | TDA04.1 s NFO - NIST 800171 App E
[formation) ot Assgnment arganization-detnea 1evel o deai
» - aiog [Non-Federal Organization (WFG) contrals can b found
Komponent ot nformation sy strvice 1 centty eary o e syeram ports, Protocols & Services [Serices (TAAS) to identity carly in the Secure Dcve\ovment e Cack (5010 the opend € o ST 5 800:171 2 O cortrls re Sourced
NFO - Sa4(9) A dmﬁmm,‘,‘ m,gmw e to denty ary i e system | Funcronat | ntersects win ocols TORO21  [ictions, porch, rotocols and Serices miended for 5 fivectl fam NIST S7 80053 & NFO - NIST 800171 App €
for arganizatio
T [Non-Federal Organization (NFOT contral can be found In
the Fips . B ducs to those IAppencix € of NIST 5P 800.171 R2. NFO controls are sourced
e e T R e V) n e ncton tersects Wi iformation Assurance [agains a National nformation Assurance partnership [mm pproved Ftecion rofle firectly from NIST 5P 800-53 R
NFO - SA-4(10) WA o0 approved products st o erconal ety Ve shon (V) copamiy | P 1| tersects witn ormation Assuren Tono22[sganst s Neionl information Assurace parinershp (NAP) s NFO - NIST 800-171 App E
Fechaniams o7 To b, proac and Gt iesqmtatr docmentaton or [Non-Federal Organization (NFOT contral can be faund i
Techlony Bsets, Apoicafions o sevices Tass) i s Fppendc € o NST 5P 00171 2 N controar sourced
0 e confuraton inslloion o oerson of e T firectly from NIST s 500-53 R
[ organization @
- Gbtains administrtor documentation for the information syster, system 15 Krown wineabitis egraing Canfguraton and use of minsative (€.
[Component,or nformation system service that describes [priviegea)
1" Sacure coniguration, instalation, and operation o the system,
[component,or servce
[2 Effectve use and maintenance of securiy functions/mechanisms; and
Known vulnerabiltes fegarding configuration and use of adminisirative
<. privieoed) functions;
- Gbtains user documentation fo the information system, system
companent ornfrmation ystem servic hat descrives
e W
rose securty unctionsmecharierr Documentation
NF0-5A5 R [ iethods for user Intracuion, which enables incividuals to use the system, | FUN€tonal | ntersects With Reaurements ToR0L s NFO - NIST 800-171 App €
[component,or service in 3 more secure manner. and
5. User resgonsibilties in maintaining the securty of the system,
[component, or service,
c Lo obtain information syst component, or
[ether unavalable or nonexistent and takes [Assignment. organization-
lifined actions! in respanse:
- Protects documentation o required, in accordance with the risk
[management strtegy: and
Jpersanne or role|.
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